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Bk

{Oracle Developer Studio 12.5 Discover 1 Uncover Fi F35r8) N 4Ba{a{ERAT L
A

n NIFESRIEET R (discover)” [9]
n “REEE TR (uncover)’ [10]

NFERIEZR T H (discover)

N RIERTE (discover) R4EBTRINNFNAEERKSEIF K TH. discover
SCAFEFFE AT {E A Sun Studio 12 Update 1. Oracle Solaris Studio 12.2-12.4 8§
Oracle Developer Studio 12.5 4mi¥ a8 4miF ) — %3 . e AERT SPARC g}
x86 KAL _LIE1T , (BERHIRMERZZE DA Solaris 10 10/11, Oracle Solaris 11.3,
Oracle Enterprise Linux 6.x @ Oracle Enterprise Linux 7.x,

FEFHP ESRNEAREREMEAIL., BT discover SLAAFERF , oI PUB T EALBRLRE

Hr IR R AR D) B SRR AR R S 2R . 140 , I RENFREF BT — A
EREEAN , A=K —MRECEPITEEURE , RAFEF eI RE 1T
K. YERPUEE ARIEITFEFE |, discover SKAFERAF O] DAKHIR R A) 0,

discover A] PAMGIMZEI K E AR BIE -

SHRDERAFIITIRE

IRl 7y oA RN TE
A ERBHE AR BRNEF
BIERRIAFR
ZIRBRIRE—NER
Nzt

NFRIFESR

S ERIFEFTIIR]

ARG R S AN IE

ET discover BERFIITHIRZEMIRHMEANFMRGE R , Bt , nRETHAS
AREBRENBARPIT , WARSIRE LA,



RIBE=LE (uncover)

discover SRAAFEFH AR, (HO 3530 (BEER T LM 3t H )
WAM{E AN ST , RBEEE AETT. BRI ASRAER AN 3 H3C
HHMEE |, EE WSTHFR 3B [11], 121THAA] |, discover R4 BRNGFREIR
&, BT AFE Web 3852850 DAISCAN SO L HTML AR B B SIS .

ARIBEZT AR (uncover)

uncover RARFE— 1M HRSHANGSITLIR , ATEENAREFHABRES. R
ERRHANEZARERS . FTERE T MRS TR B AR XIR AR X5
B (#E T ABGE N E A LUK E L85, uncover ATRUHREG RS, 1B4). HABREK

SRV ESEE.

uncover SRFIFE IR T — MR A B E HIIMSTIRE | W] HENERERIRE XA EE

INREXIE, uncover AR EMEMMAEIE

MM FRENEARBME | HaERGLFH T,

= T uncover £4ME T HHISHF , FIt , BRRAANIREAMR L 3 HISCHE.

n  AFEBIKNFERK SR el EE, ETEENRK , TEURRRNAR
MZEN FBER.

" uncover SRR T —ERN 3B, 2T BIREER KRB ITFE,

" uncover SKAREFEZEIEREN , HFHEZHETEM.
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NEERIEZRT A (discover)

NEFFERIERTH (discover) IR BT RIMNAFIRERNSRITALA.
FEAFEXTIINEHEER

“/FF discover FESK” [11]

“FEARRFFRBI [12]

R Z IS [13]

“BATRIIE B SIS [19]

“{& B AR INTE (Silicon Secured Memory, SSM) (I BN ZE” [19]
“OHT discover 45" [30]

“NIFREE RS [43]

“WEF% discover FERIHE” [48]

“{# A discover BFEIFRS” [51]

{F A discover RIEk

ANNEAER discover FEERIFLERNEK , BEUTER :

w SRR IO [11]
» CEATCR AR SIS AR RE [12]

SCHFR IS A

discover SRFAFEF &R T{E R Sun Studio 12 Update 1, Oracle Solaris Studio 12.2-
12.4 8} Oracle Developer Studio 12.5 JgiFasmiFH _—3HISc4. BRI IEET
SPARC 8f x86 AL _Fix1T , (BESRHEIRERZZE /A Solaris 10 10/08, Oracle
Solaris 11, Oracle Enterprise Linux 5.x 8% Oracle Enterprise Linux 6.x,

MRAHEXLEK |, discover KARFLRLERIFERRNZHEHE. A, &
Efj%é’lﬁ‘)ﬂ']X?ﬁiﬁﬁ%ﬁ?m:iﬁﬂﬁ#?ﬁﬁﬁ LI N B R E SR, ES R
MR [17].

% 2 E NEEREEAETE (discover) 11



TR AR PR Al

R R BRI B ATAERREE , IR discover IERAXTHBHTAN. ARINX
L b BEEA ST —H I IMERESOE TR N HE R L.

{E 58 -9 ETR ] 4w — 3SR A AR EE. , B discover AIEIR SR ANE S
i BRBARAITS(EEHA REAMNER, MBEMRF ZIHHISHRRFE R -9 1%
I, discover ¥ N B RMNITEANEIFESHFEFITERZS. Boh , A -g T THmF
WATFEB discover A AL EMAIIREG . RE discover AJ SUFZ MMM 3 HISCHF—i
FA, BREER 9. BXEZER , BS L HHR discover $RIBEE” (48],

TRIRIELAR |, s BRI NAE A -o SERB A REMAAET, A RELR]
RES T MAMAETIRNES , 6120 , SARRKAEE AR RN E U A AN
PEARRD, i A SRINETR AT BES T3 discover NIEMPIIREMRTE TUERE
k.

JE - discover i?%i%ﬁfﬁﬂ*ff‘&ﬂﬁﬁﬁﬂ@%&
(malloc () . calloc () . memalign () . valloc () F0 free () ) fAZ3HHISCHE.

BXEZERE ,HSNEH discover BTEKIPRH” [51].
P \ SR B R

T discover A T s TRV EEEAE PO LASIATRE , RILETUERE A TEATEA
BRI IS

WRFEFESKIZE LD PRELOAD MEA R , NZAER[ETTIES discover —f2IEH 1a
?}? , BA discover FEAFLAGRI IR , (BANRBHBETEN , BIERITH

s, NRFEFERIETIET , MBRTZHGIEE BT -p Emak -p EmAE
¥, WEHFIEESREE L ADIT IMEAE , RREITRS discover {ERKE
VSR, ANRAEREE ZFHHISEIER T EIT , U discover 2FEARIMIRRIM, 21R1E
IZ{TERE T LD _AWDIT MUEAXE |, ERETTIEMHE.

fRT AR FF IRl

AT RBIREE T AN FIIAR : HERFERF |, {H discover STEHAN , SRFEITRFEFIHFEM
BRENZIKRNFARERAIRE . HoREHER T — MR ERVIACEEER R BT,

% cat test_UMR.c

#include <stdio.h>
#include <stdlib.h>
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R IS

int main()

{

// UMR: accessing uninitialized data
int *p = (int*) malloc(sizeof(int));
printf("*p = %d\n", *p);

free(p);

}

% cc -g test_UMR.c
% a.out

*p = 131464

% discover a.out

% a.out

discover HithFE/RTEMMAMER T RVIA U N FUAR ML ST HATT e , R
LERWE , T EPFR.

0 (4 bytes) on the heap

3: int main()

4 { o

5: J/ UMR: accessing uninitialized data
7:  printf("*p = %d\n", *pl;
8: (p)

BB

R 234

B AN E AR B, STERBERMAE , DUE discover AJRAE Z#H B3 #HE
ITBSERERN IR IE.

¥ - X TF SPARC V8 (R Z&h#t) i 32 . —3HHIST#4 | discover 27EAMABTHEN V8plus
ARG, R, oo ZHBISCHR AN | i SIS A% A vBplus,

%2 FE NFERIEZRT A (discover) 13



M RIS

Al discover &AM Z3HHISCHF. FIan , PAT 440N B a.out , FH(E
RN E a.out SREZEMA a.out :

discover a.out

WIZTHRINT B 3 HISCERT | discover RS IFAEFXITNGFERER. FiaTHFRE

F, discover R FHMRIIEMANFIRFRAIREEA—D HTML Xt |, £ATUZE
Web JIEZRFEFB AL, HREXHEA a.out.html, EFEREIREE N ASCII X
8 stderr , VELERN Z3HISCHHIHE A -w 06T,

% discover AU " BHISCART , NRARIEABRTRIERM SBETTECIVRAED , &
BREUTRABEMBRES :

discover: (warning): a.out: 80% of code instrumented (16 out of 20 functions)

TOERARD AT AESR B FEE ) — B3R I CYmE 5 D , SERBERR T SHFH =
IS [11]90 BT8R AS S 28 SRR 1 RGeS R AR R .

BRETLEE

% discover KU ZHHISHFRS |, L) 5B TIEREFEFF —ite TR Z SIS0 R M
B, DAEAEIETTET R NAR S = B S 3t T, IS T SRR
MRFIAFEE XK AEEFTY , ATAEFREAXYLE, BREBAT , aRERF
B3R A $HOME/SUNW_Bit_Cache, AJRMEF -D B EBIZE XK.

RN ZEE

MRKNEBANREF (BIEFERLERE) | discover XABRFA4ERGAMKER, Y
tEULT , discover (B FMENPITXHTHNFHIR. BIEELEFE discover Bk
EX AT PATIRERGE |, EEAR -n TR,

ATPMEA -c <lib> EMIEE A E discover MBEHFXHEZF FEFIET dlopen () FHEFTIF
HEFREER, BT UMER -c EE ST TR EFRER. RE discover AR
KEFHRUEAMER , ERTHESEREEMIE T BRRNEREAUERHEN N FEER |
R AERENEF (BREEZEE) RS ECRMNEYAL.

discover SRFRFE PRIz THHE FSHERFFITED (HFRA rtld-audit 8% LD AUDIT) M
discover S REFERBENENRNTHHLFE, 1£ Oracle Solaris _E , frE1ER
T™MERA®EITED. 7 Linux £, YT K —# 530 , SEEGSTERE
LD _AUDIT,

S+F Oracle Linux _Ef 32 N FIFEFF :
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R IS

% LD_AUDIT=install-dir/1ib/compilers/bitdl.so a.out

$FF Oracle Linux _Ef) 64 (v N FIFERF :

% LD_AUDIT=install-dir/l1ib/compilers/amd64/bitdl.so a.out

ZH BT BERATEFTAIZTT Oracle Enterprise Linux 5.x FFEFR/ER. MMRAFTE
FERM3EH K% E LD AUDIT , M| discover 7E Oracle Enterprise Linux 5.x _ti&&[a)E.,

R ARSE R — SEHISCH” (13 AR FFE BT AL ZE, SREtBHT |, 40

RIBITIEERRRFBE— M REURNE , SREBGFER. R, BATRIETR discover
BHE— RSN E.

BIE

ERIRETTIRMGIMIFELE ., EATAER -1 8k - BT (F S W RMNEm” [17]) 2E
bit.rc XAFHINIE (FS N bit. re YUAKILH [19]) TE7R discover DX LL
B, FTRESIK —LLrERtE.

RAEBULT |, discover A bit. rc REXHFFHHTTH ARG MNImE SR SR F LR
FHAR , RO TaERRFMER. BT discover T fifix FIERNTE4FE , EI, ,
X HERFME R IR BT L

WE FESAT I TIAFRIERSY

ATRAMER -c WIIEEFEAN AT PITXHERE, AT RUBIE RN TRIR E R E E 5L E PRI
fEREt—HIRE BAR T BITIAFERB 4R E.

Fian , ZREFREA libx.so FEBARATHITXHA a.out , MIAJERATH4S -

$ discover -c libx.so -o a.out.disc a.out

WA LUEE AR E S0 IR E RRIRBIXHEM B AR E . XA AR ELF 30fF
BEBR., WMRIETE ELF X, MR EXHHEXMFTHERE, MRIEEEFR , MaE
R B RPRATA X .

$ discover -o a.out.disc a.out:tl.0:dir

$ discover -c libx.so:11.0:12.0 -0 a.out.disc a.out

5 S 1TIEH

AU AT %S discover dy&45&{F FSRASIN — 35304,

% 2 E NEEREEAETE (discover) 15



M RIS

i TR

-b browser

-en
-En
-f

-H html-file

-o file

-Sn

-w text-file

BEERPIES A binary-name . analyze/dynamic B3R RAFAEL AT
RAFE.

TR FE T2 B 31 23h Web %28 browser (GLE1ERT
A off) .

NEREF ER n MRERERE (BREBRTERERER) .
NEREF BN n MARFERR (BB T 22K 100 4)
EREFPEREE (BB TR ES) .

¥ discover R ZHEITHRIRE L HTML 225 )\ htmi-file,
AR AR TR A Z S5 ST BRI R, 205R html-file
XSRS NSNS TEEREFIEITRINT A = 35 S
THEERHE X, BEEXHREERE RT3 ED
EH—H , TR E sp RMEIXHLT , PSSR discover 1
fTITEE3HFE ID, BN , & -H report.s%p.html ERKILHFE A
report.process-ID.html KIRE X, MREXHLZFZREE
wp , M SE—N S0 E3 h3tFE 1D,

WNREFFERZOEE,, -w ET , WL HTML A& EIRES A
output-file .htmt , 5 output-file B4 NI A — 3EHISCHRIER 4 .
O T Is TS I ) 3t SR BT e TAE B P,
;%EUENTEE&E&@*H -w B, RIBFRASCAF HTML A8 XEB A

FEMETBRYRER (REABRIVERIREIR) .

BARIME R —HBSHE N file, SRETEINT , AT 353
HEBRMAN B .

EREF BN n MR (REBATBR8AD) .

¥ discover BRZHFILHFHIREE N text-file, AR IELIZ
TR B 3 HISCEE BT AR, 2N5R text-file EAXT GRS , W
SN TR P S TR A 353N T B R E RS
., BEFENHREESRZITT RGN EEE—/ |, EEFR
BB op NIEISCLHEETF , PAIFER discover IZ{TRME A 3HFE ID, 4
20, %M -w report.%sp.txt RIS A report. process-ID. txt
FIRE . IREXHZFRZIREE % , N E—LH) B
FHEFE ID. FEXE -w - BAE stderr PRI,
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R IS

BNRAEARTEEZEIEL -H &I, WA HTML &R EB A
output-file .htmt , FHF output-file B4& NI A — 3HHISCHRIE 4 .
PO T s TN A 3t SR B TEB k.,
f@iuﬁﬂﬁéﬁlﬁtﬁﬁﬁ -H &I, RIBRASCAF HTML A& XE A
.

E - B -w A -HORTRAS |, N TR IRAE A . IRER T AN KRS , MSTEAER Tt
FIsTEFRNBRPEMRE. Bt , MRNARFERT BRIFEHHHNLRE , RE
AJRESTRAEARIEMNAE . N ATEFFIRAERTEFER |, discover EIETTII AT A IR
—PRERIREEIE , THRRSEZRAEAN. WRTHRKETERRELN , B
SHREXAER T AR , FHREARESIAARIRAFE. EATHEREE TGS

3 EL(a)

FI3EETR

-A [on | off] FIFFIRN D BC/RBOEARIRER  (ARIR A 8 ITEREEA on) , X
LEXHEMHBR BTN , ATTRUMER -1 adi SERIEE AR
5. BTG EIFANSITIMERE , W] AGE AR 5% PF) &3 B R Ak
IREREE. {N4%RET Oracle Developer Studio 12.5 3/15 SE& 4
EE (Platform Specific Enhancement, PSE) B, A BE{s A%
T,

-c [ -| library [: REFREEFR. 15ER library RZIEER) file 3L BEHHITHER

scope...] | file] REFHRER, BRERBEANEEEFRHER., FJABTRNES
DIBEOSCAFE B FRIR BN EH TR ERTEE . BMEERT --c 45
&, TR NARERLUTEER (FIIERANEFEENER) | BAA
XUEAR O] RES IR B TN A AP EAah — 35S NE. BX
BFZER BN REFERATRITICHRNE S [15].

-F [parent | FEEMREEER discover KWK —FHBISCHFEZITIIRE |, &
child | both] HFEEEMTAER. BRAEBAT , discover 4R N FHFEFNF3

PR ERNFAREEREGE. IREHEE discover (UIRFER AR |
NFESE -F parent, HNSRMEZELE Discover {NIRMEFIHFZ , NFEE -F
child,

-i [datarace | FATE discover FIFGINZERY (FRATEA memcheck)

nencheck I adtl 4NRIER T datarace , MUEFALAEAHT R4 X BIES FIRMBHT
R, ANSRAE RS , (NI TRPITEERS RN , MARIT
Hi{FTRERE., WREA collect dpETAINIE B 365
%, PERTTAEMBEN 23T ERNIR., BXEZEE , ES
N, (Oracle Developer Studio 12.5 : Z&FEN e A TE/m) . MR
$EE T memcheck , NI&ATSTNFE R EHI TN, MRIEET
adi , M&{F A SPARC M7 LI 251K ADI ThREST XTRE i Bte B it

% 2 E NEEREEAETE (discover) 17
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M RIS

-N library

-P [on | off]

SRR

-D cache-directory

AR
-h BY -?

-V

TR, RABLE SPARC M7 4bE 2% iE1TH) Oracle Solaris 11.3
o, ABEFE ALLINEE.

TIZHR bit. rc FPAHIHE (B R bit. re FPALI
£ 119]) .

FER B TIET discover, HRA(LHEHAR R HIPTFHE
BN EER LR, HAEE R SR — N Rl s
®, MARFERFEERSZ . ZUERNRAIEBIEENS TR
Zl memcpy () ERFGAFM double free of a memory area fll out of
bounds access of an allocated area, E'L)\(?ET:E discover 2=
AT ETENER , RAEBETLEXTETE.
AEEA[PITIHF R, BIMEFERT --n 355 , HATRESTRE
HUTEAR (BINFEENER) | BAXLERTRESTINE
TN FFE Frh H Aoh — 3 HISTHFRINTE.

KNSRI library ITURCREMAMEZE. RELFREHILA
FR5 library ILEC , MZEAZE. 202R library ARHT (/) Frk , T
g{fﬂﬂﬁ%ﬁéﬁﬁﬁ%@%iﬁﬁ@ﬁﬂo B, HRIEERER L RIET
FTFFERIAEM ADI A3, BRETER on, {XM4THE BB B
FTRNES |, APTRMER -1 adi EMFEEMARE. BEREFFHIZET
BFMERE |, AT A FRILLGET R A ¥R ADI 8K,

UM s B B — B M. ST AR TR FE,

¥ cache-directory FA{ER T iE= R R FHN SN 35 TR
B3R, BREBOT , §ERZFHEZRHA $HOME/SUNW_Bit_Cache,

BHIEHRNSREFPIREINTEE.

B, Wik ENRIEBEIRE.

WAL, itk discover IEFEPUTHIRIERIAE. $8REZGEHM X ATk
BEZER.

it discover RA{EEFIRYE,
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B THGIMNIE i 2RI S

bit.rc FJIAHIHF

discover SRFRFEF BT 7E/SBNBNIZER— ARSI bit. re WHFRVAHIDRE. REXHF
Oracle-Developer-Studio-installation-directory/1ib/compilers/bit. rc 327 FLeAx
EMERAEE. discover SRREFEHLTENAIM |, #E1ZH $HOME/ .bit.rc (FRFF
f£) |, SAEZER current-directory/ .bit.rc (ANRFLE) .

bit.rc XMHBEEHATERE. WNSBSELTEEMNGS. Y discover AL set 454
B, 2FZEETHE (RE) . YiEE append @40 , £ SHHMEIZTEHI
BHE (ZBHETESHRTRE) . HiLE remove 4, N2 HEF Mk
SHRHESHIRR.

bit.rc XAFREMZEBIERVNZRINES IR , UEITHE ZSHH3 4 TTERA
R 93 Ph B 22 e R R R B R BT AR NI 3R

BREZER  ESMAL vit. re XHKRPHIER.

BRI B — IS A

B/ discover WM —HBIMHE , MREER ERNARSI TR 1B, EF
WMRFFENRMANASSHERTEFITARE , BNAER discover MR FFIHE MR
(e NS TAFEFFLUAEBERNZEE, RIS KR FFEIEITH |, discover 2B X
EAHAMMNFEBREELBTENER (A, HTML 55#E) B ATEE R
. AXRMRIRENEE B0 discover FRE" [30].

RTRNKIFSH , RS EES R TRV EEITREREEIE. RIERNFIRK

MR | IEITRERZ TRESTE 50 5.

E;EEH{%TFWZ?— (Silicon Secured Memory, SSM) KIFE {4 EN
A=

Oracle SPARC M7 AMESHR M TS A UEA |, EBEEAR |, RETTIAERETSE
HHRZE1T. HAP—FERE4S F WIEER S RIPINAF (Silicon Secured Memory, SSM) |, X
BIFRAN B2 ¥R R (Application Data Integrity, ADI) , F R ARG ARME WL
WEVIESR | XEMRS SBOSITIN SRR,

RIS RS B[AFRIEER TR IZX LR, 620, RETAMZHXEEH 2
RERARN—NERRR. AFTHIEFRTENGFTAERNIE , RMaENM AR
FERSHILER.
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SRR NEXAREL M N AREFRNF RS R HIERWANFERIRES |, BR T EMR
WA PR BN HRIME. 0RTE %THJiZIK? SRBRASALE , REFRR
2RI, SHRTRERATUSRARGRRIES (6120 C 5k C++) REMN B
Fr—ilefE R, XN HFEFF B A BT IR AR S BRI,

Oracle Developer Studio 12.5 f13% libdiscoverADI.so E (H#RA discover ADI ) ,
R T EHM malloc () FEBIFE |, 1XLCEFIFE v iR AR &P IR IR (AR EIR
WRAS, (EEXLRAS | LRI SSM BEART DG IANE A REE R | BN HXi%
t. NEEMBRBENERABTBRASSEY , l/)\lgﬁjtlﬁlﬂﬁﬂTE‘]TE‘ET B X discover
F0 1ibdiscoverADI.so HIHFHEBRHNELZ(ZE , ES N “libdiscoverADI FEIHEAMHIGE

=" [20],

T IR ER SSM MR IERNFIRIRRES, | BT AEN BfEF AT
FERIZEAR , AN EEN BRI ATk ZSR . NERINEERE
BXERINE , RAERR AL FESRKE AN BREFASBEFIAREIE. discover
T A *A libdiscoverADI.so FE (J&F Oracle Developer Studio FFA LEEHHK—E %)
RETEZHNRAREFEE , FIAXLEET AT AEMERAE & HRrNAE,

{£ B libdiscoverADI FEETRINTF 015

discover ADI & libdiscoverADI.so @RGSR ITHANF RN IRIEER. JUE
AT HMARERLE

= JBid{#F LD PRELOAD 64 FMIEATEN discover ADI FEFIE AN FBFERF. ARG A
ADI #2017 R FFIATE 64 L i3IS , BN , RIEE ZIT—14 A
server N TR , BN TR :

$ LD_PRELOAD_64=install-dir/1ib/compilers/sparcv9/libdiscoverADI.so server

m XPHEE SEHISCHF XS ADI ARAIT -1 adi T discover di4,

% discover -i adi a.out
% a.out

BB TFE a.out. hitml JLEFFIREER. BX discover IRENEZERE | E
T discover E" [30]FN 4y 1%EI” [16].

&% M “libdiscoverADI FI{E FHESKANFR " [26],

W
=
N

libdiscoverADI Jﬁﬁﬁﬂ‘]ﬁ%ﬁ
libdiscoverADI.so FE2HHF A TER :

= HEAEFR) (ABR/ABW)
»  IARMAMANT (FMR/FMW)
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1 FS B RPN 77 (Silicon Secured Memory, SSM) (B GBI E

» G KTEET (FMR/IFMW (—Fhisik 20
» ZHUE AR BECRINTF (UAR/UAW)
s FERBjKATE (Double Free Memory, DFM)

BRERSMEREBNELEER  BSNANFHRIERNES [43].
BXRFTERB] , ES N ER discover ADI KRB [26].

discover ADI 1R3[4 M %ETR
gTﬁIﬁﬁ%EﬁFﬁ ADI| HTHMES |, 7 discover REFAEMKE ERIEHEFEE
2,

-A [on | off] FAREIRE A on B, discover ADI FESTRESERAINIE L
BAERERRIRER., WS BRI R , BN EHRAHEE R
BRER. BRUMAEBHERRIZTIITAREE 155
Dl“SUNw_DISCOVER OPTIONS MfEAFE" [42],
ARTEIR S A AT AL 5> BCAI R A T SR IR MEE. Bian
Hit TR BIRFERA Array out of Bounds Access (¥UEH#RA
m]) DRI NECT M, RRERF off , MASIREN AL
AR ERIE DL, GREEA on,

F-HBTAFERERA , BME -A®E A on , ABR/IABW BESA]ES#RE 5 FMR/IFMW

g, UAR/UAW :

s WIRFPXBHEFRAEEEZFXKEZ FREFXIFKZ AT, BIEEEPXKER
SR FFKARIE.

= Z02R libdiscoverADI.so iXE|T RWIFIRSI, FEXFMBELT |, discover AJREIER T LE
RN ECHERRIRER , EUMERS R E D AZE PGS .

-P [on | off] WRBHARERE A of f , ADIRRAARKSIERIETT, 1EARAEHHE
AT, SEHYHESPITE , BE/LEIES (RAET) BHRAEF
ENfR. BEAMBHEN  BRUAAERERN on , TERREHE.

EARIGEIFHOBITIIVERE , FTLAFRSE -A of f 5L -P off , BREIRPXB MERRE K
off,

TEHINEFENBCEH discover ADI E

MY HARFEEIEEAC KNG , MAMER (libc) malloc(3C) RLEE, STFiX
LEIE, , libdiscoverADI.so FIIE® FjE (RPHEAN malloc () ) WITiAIBIRNTEIIR.
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22

Oracle Developer Studio 124t 7 API , FTLAE D BCa B IRINTEXIZET |, VY FRFE 0]
DUIB4N libdiscoverADI.so, libdiscoverADI.so B=IE SSM hRANL. {ES4AMEFISERIR
&, X% API # libdiscoverADI.so {iEFTFER mmap(2) 2k shmget(2) HECHINTE.

AR APLZATF -

void
*adi_mark_malloc
(void *,

size t);

void
adi_mark_free
(void *, size_t);

void
*adi_unversion
(void *);

void *adi_version
(void *);

void
*adi_clear_version
(void *, size_t);

AR RIRR T N — MBI K/ IMEB A E RN R
Hl. WRAFREM ADI, WERER mement1(2) A, RE—4
ARALITEST , N BCE IR HAZSBL T FHL.

HECEREE — MEF IR RN EEIRR KN,

S ECER AT UE BIESHE E iR R FALAFRTTEYE. & PLAFE
BERAN , BRNECSTTRIRRRAN. EXFHERT , FRIE
%H?_ltt API, NECERBIEEIEST , FFREI—DRARAUMFRIE

B, HECRSSRAMKIEFTRRIXR. B AP ER(EEIE6
FIR A=A EEMRAR FEast. &R EERRMEM S| BED
&5 E ADI SEGV,

WMREANFXBERTARNERN , MFRBRH ADI RRAS. #i40 ,
IRFEANNEFXITCA T B PYUE M T T RAY ,
EN B AT R, RS — MR R AL

ﬁ%ﬁﬂﬂ\  BZXIBHRARE A 0 , IR El—AKIRA U ATE

TR RREFTRESEIEBCHRNENTHRKRSIR |, 620 , EREFFHEKHINE
B, REXMHEIHTHE S . N TEAEENANGE , 7 M#U{TER ADI iRA4EH] AP 3§
X ENTFERRSE | B3 I Using Application Data Integrity and Oracle Solaris

Studio to Find and Fix Memory Access Errors (https://community.oracle.com/docs/

DOC-912448),

EREBINEIEAR
BAEFIKLE API | BIEIRADTF EFEL TR

install-dir/1ib/compilers/include/cc/discoverADI API.h
Rl PITA MR EZ — -

» BIRARLS install-dir/1ib/compilers/sparcV9/libadiplugin.so 2Bk
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{F B B34 IN1Z (Silicon Secured Memory, SSM) (B HEENIRE

n CEIIEATE LD PRELOAD 64 X E A install-dir/1ib/compilers/sparcva/
libadiplugin.so

n ZfTAT 484 : discover -i adi executable

TR —MERERINFI R KRG

Bl 1 ERAEHNFA B

TEE—KICHFRRS

% cat allocator.h
#define GRANULARITY 32

void *mymalloc(size t len);
void myfree(void *ptr);

TERE—MEAEHIRNESBCZS N LibdiscoverADI FEAIIRAERHIZRGI :

% cat allocator.c
#include <sys/mman.h>
#include <stdio.h>
#include <stdlib.h>
#include <ucontext.h>
#include <errno.h>
#include <dlfcn.h>
#include <unistd.h>
#include <assert.h>

#include "allocator.h"
#include "discoverADI_API.h"

#pragma init (setup allocator)
#pragma fini (takedown_allocator)

#define MAX_ALLOCATIONS 1024
#define START_ADDRESS 0x200000000

uint64 t next available address = 0;
size t allocation_table[MAX ALLOCATIONS/GRANULARITY];
static void setup allocator() {
// mmap with a specific address
void *addr = mmap((void *) START ADDRESS, MAX ALLOCATIONS,
PROT_READ | PROT_WRITE, MAP_PRIVATE|MAP_ANON, -1, 0);
if (addr == MAP_FAILED) {
fprintf(stderr, "mmap failed {%d}\n", errno);
exit(1l);
}

next_available address = (uint64_t) addr;

%2 F NEEREZETA (discover)
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static void takedown allocator() {
if (munmap((void *) START_ADDRESS, MAX ALLOCATIONS) != 0) {
fprintf(stderr, "munmap failed {%d}\n", errno);
exit(1l);

}
// Simple malloc
void *mymalloc(size t size) {

void *vaddr = (void *) next_available_address;
next_available address += size;

assert(next available address < (START ADDRESS+MAX ALLOCATIONS));

int index = ((uint64 t)vaddr-START ADDRESS)/GRANULARITY;
allocation_table[index] = size;

// Tell libdiscoverADI.so about the allocation, get a versioned
// pointer
vaddr = adi_mark_malloc(vaddr, size);

// Return the versioned pointer
return vaddr;

// Simple free

void myfree(void *ptr) {
int index = ((uint64_t)ptr-START_ADDRESS)/GRANULARITY;
size t size = allocation_table[index];

// Tell libdiscoverADI.so about the free().
adi_mark_free(ptr, size);

}

% cat simple.c
#include <stdio.h>
#include <stdlib.h>

#include "allocator.h"

int main() {
// Allocate
char *bufl = (char *) mymalloc(GRANULARITY*2);
bufl[0] = 'x';

// Read before free
printf("Read bufl[@] before free: [0x%p] %c\n", bufl, bufl[0]);

// Allocate
char *buf2 = (char *) mymalloc(GRANULARITY*2);

// Buflfer overflow bufl

printf("Read bufl[%d] past end: [@0x%p] %c\n", GRANULARITY*2,
buf1+GRANULARITY*2, bufl[GRANULARITY*2]);
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// Free
myfree(bufl);

// Read after free
printf("Read bufl[@] after free: [0x%p] %c\n", bufl, bufl[0]);

return 0;

}
BYRFFEITHRG , FEETATH4
% cc —m64 —g —I install-dir/1ib/compilers/include/cc allocator.c simple.c install-dir/lib/

compilers/sparcv9/libadiplugin.so —o simple
% ./simple

TEZLEMK HTML 1R :

E Discover output - simple

Expand all

Stack Trace
. - I. ABR: reading memory beyond array bounds at address 0x1000000200000040
Collapse all 2. FMR: reading from freed memory at address 0x | 000000200000000

i FMR

5
6:  int main() {
T: /! Allocate

- bufi[0]="x;

i
L
L
v
[
[
ld
ld
ld

/I Read before free
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libdiscoverADI FR}{F FBZESKFIFR &)

discover ] ADI XX RBEFAT & AT ESKRK 64 LNV B2 : X SPARC M7 &>
B, R B ZE /4T Oracle Solaris 11.2.8 % Oracle Solaris 11.3,

KINTH X NFR BRI , 20R LibdiscoverADI. so HIER¥UB AR K5 BCeREK , T
RANETRERAENR, BXEZEE , B N ERATCR AR 53 A3k

&

" [12],

{# 3 libdiscoverADI B RREHEALRHIZNT :

AR E, NIRRT, S SHEEBRKE TN ELN,

MR BAREFER 64 Btk R ERRSREMETTHRE , NAERH TN AR
Fr. HUt 64 (u N FFERFRTRE(E A 64 (othith MU aTR{E BRI S ASRIEME TR (61
o, B . WENRREFTIES ADI IR discover —i2fE , FAXThAEF R
64 [IEF ) 4 MREEEBRAEE.

RN AREFRESHEER X THIERER (FIaNRMESSECZ BRKES) |, N
A[BERNE AT EN BRERF.

5 memcheck 83, ({5 -i memcheck BHATAIN) R[FE] , RN BFREFIETIITH
hEHE N TAERNESECER SR , W) ADI U RN EHRER, (RN AfEFEES
BEHE X T ARERNENALERE , N ADI HEX A /ERA.

ZPXRERNFHER 64 FT. T 64 FUXFHRINHES , libdiscoverADI. so ¥R
1 FRRESFTHHTNL . SFTIE 64 XFHRNEL , IMEFEHX R EFTRES
KIAFED., —RIBAT , A 1 E 63 ZTHREE , BEERTAOERXNF AR
A libdiscoverADI.so fESREFITHRENEHMALE.

A -xipo=2 JiF M —HtHI AT BEA B LT NIE M AIRED | XL FDAL LK)
ﬁﬁtﬂﬁ%@ﬁ&?ﬁ SSM #i% , Mt am TR SEMRERRLE |, B3XFh LR
1R/,

{£F discover ADI f£3\HK)7R4]

AR T — N FAERABRERARRAG] , LR IBIT ADI #5230 discover
PHTHRAIRE .

B AT B BEAI T4 A testcode. c BISTHFH.

#include <stdio.h>
#include <stdlib.h>

int main()

{

char *arrl = (char*)malloc(sizeof(char)*STRSZ);
char *arr2 = (char*)malloc(sizeof(char)*STRSZ);
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// Buffer overflow due to using "<=" instead of "<"
for (int i=0; i <= STRSZ; i++)
arrl[i] = arr2[i]l; // ABR/ABW

free(arrl);
free(arr2);

char *arr3 = (char*)malloc(sizeof(char)*STRSZ);

arr3[0] = arr2[0]; // FMR
arr2[0] = arr3[3]; // FMWarr3[1] = arrl[l]; // Possible stale pointer/FMR

free(arr2); // Double Free

return 0;

}
BAFE LT dy &4 A AR
$ cc testcode.c -g -m64

Z{F M ADI HEABITHAEBIN BFEFF |, BERUTH4

$ discover -w - -i adi -o a.out.adi a.out
$ ./a.out.adi

A4S 7E discover HREPFAMMU T ML, BRITAIEMXLIRENELEE , ES
DT discover 45" [30],

ERROR 1 (ABR): reading memory beyond array bounds at address Ox3fffffff7d47e080 {memory: v8}:
main() + 0x48 <a.c:13>

10:

11: // Buffer overflow due to using "<=" instead of "<"
12: for (int i=@; i <= STRSZ; i++)

13:=>  arrl[i] = arr2[il; // ABR/ABW

14:

15: free(arrl);

16: free(arr2);

was allocated at (Ox3fffffff7d47e040, 64 bytes):
main() + Oxlc <a.c:9>

{

6:
7:
8: char *arrl = (char*)malloc(sizeof(char)*STRSZ);
9:=> char *arr2 = (char*)malloc(sizeof(char)*STRSZ);

10:
11: // Buffer overflow due to using "<=" instead of "<"
12: for (int i=0; i <= STRSZ; i++)

ERROR 2 (ABW): writing to memory beyond array bounds at address Ox2fffffff7d47e040 {memory:
v3}:
main() + 0x54 <a.c:13>

10:

11: // Buffer overflow due to using "<=" instead of "<"
12: for (int i=0; i <= STRSZ; i++)

13:=> arrl[i] = arr2[i]; // ABR/ABW

14:
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15: free(arrl);
16: free(arr2);
was allocated at (Ox2fffffff7d47e000, 64 bytes):
main() + Ox8 <a.c:8>
int main()

{

5:
6:
7:
8:=> char *arrl = (char*)malloc(sizeof(char)*STRSZ);
9: char *arr2 =(char*)malloc(sizeof(char)*STRSZ);
10:
11: // Buffer overflow due to using "<=" instead of "<"
ERROR 3 (FMR): reading from freed memory at address Ox3fffffff7d47e040 {memory: v10}:
main() + 0xa@ <a.c:20>

17:

18: char *arr3 = (char*)malloc(sizeof(char)*STRSZ);
19:

20:=> arr3[0] = arr2[0]; // FMR

21: arr2[0] = arr3[3]; // FMW

22: arr3[1] = arrl[1l]; // Possible stale pointer/FMR
23:

was allocated at (Ox3fffffff7d47e040, 64 bytes):
main() + Oxlc <a.c:9>

6: {

7:

8: char *arrl = (char*)malloc(sizeof(char)*STRSZ);
9:=> char *arr2 = (char*)malloc(sizeof(char)*STRSZ);

10:

11: // Buffer overflow due to using "<=" instead of "<"
12: for (int i=0; i <= STRSZ; i++)

freed at (Ox3fffffff7d47e040, 64 bytes):
main() + 0x80 <a.c:16>

13: arrl[i] = arr2[i]; // ABR/ABW

14:

15: free(arrl);

16:=> free(arr2);

17:

18: char *arr3 = (char*)malloc(sizeof(char)*STRSZ);
19:

ERROR 4 (FMW): writing to freed memory at address Ox3fffffff7d47e040 {memory: v10}:
main() + Oxb8 <a.c:21>

18: char *arr3 = (char*)malloc(sizeof(char)*STRSZ);
19:
20: arr3[0] = arr2[0]; // FMR

21:=> arr2[0] arr3[31; // FMW

22: arr3[1] = arrl[1l]; // Possible stalepointer/FMR
23:
24: free(arr2); // Double Free

was allocated at (Ox3fffffff7d47e040, 64 bytes):
main() + Oxlc <a.c:9>

6
7:
8: char *arrl = (char*)malloc(sizeof(char)*STRSZ);
9:=> char *arr2 =(char*)malloc(sizeof(char)*STRSZ);
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10:
11:
12:

// Buffer overflow due to using "<=" instead of "<"
for (int i=0; i <= STRSZ; i++)

freed at (Ox3fffffff7d47e040, 64 bytes):

main() + 0x80

13:
14:
15:
16:=>
17:
18:
19:

<a.c:16>
arrl[i] = arr2[i]; // ABR/ABW

free(arrl);
free(arr2);

char *arr3 = (char*)malloc(sizeof(char)*STRSZ);

ERROR 5 (FMR): reading from freed memory at address Ox2fffffff7d47e001 {memory: v3}:
main() + Oxc0 <a.c:22>

19:
20:
21:
22:=>
23:
24:
25:

arr3[0] arr2[0]l; // FMR
arr2[0] = arr3[3]; // FMW
arr3[1] = arrl[1]; // Possible stale pointer/FMR

free(arr2); // Double Free

was allocated at (Ox2fffffff7d47e000, 64 bytes):

main() + 0Ox8

1=>

<a.c:8>
int main()
{

char *arrl = (char*)malloc(sizeof(char)*STRSZ);
char *arr2 = (char*)malloc(sizeof(char)*STRSZ);

// Buffer overflow due to using "<=" instead of "<"

freed at (Ox2fffffff7d47e000, 64 bytes):
main() + Ox74 <a.c:15>

12:
13:
14:
15:=>
16:
17:
18:

for (int i=0; i <= STRSZ; i++)
arrl[i] = arr2[i]; //ABR/ABW

free(arrl);
free(arr2);

char *arr3 = (char*)malloc(sizeof(char)*STRSZ);

ERROR 6 (DFM): double freeing memory at address Ox3fffffff7d47e040 {memory: v10}:

main() + 0xdo
21:
22:
23:
24:=>
25:
26:
27:

<a.c:24>
arr2[0] = arr3[3]; // FMW
arr3[1] arrl[l]; // Possible stale pointer/FMR

free(arr2); // Double Free

return 0;

}

was allocated at (Ox3fffffff7d47e040, 64 bytes):

main() + Oxlc
6:
7:
8:

<a.c:9>

{

char *arrl = (char*)malloc(sizeof(char)*STRSZ);
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9:=> char *arr2 = (char*)malloc(sizeof(char)*STRSZ);

10:

11: // Buffer overflow due to using "<=" instead of "<"
12: for (int i=0; i <= STRSZ; i++)

freed at (Ox3fffffff7d47e040, 64 bytes):
main() + 0x80 <a.c:16>

13: arrl[i] = arr2[i]; // ABR/ABW
14:
15: free(arrl);
16:=> free(arr2);
17:
18: char *arr3 = (char*)malloc(sizeof(char)*STRSZ);
19:
DISCOVER SUMMARY :
unique errors : 6 (6 total)

AT discover FRES

discover RENEIRHAT ARREAE (L FHE LIRAREFT WREMEE.

BAERAT |, ZRERL HTML 38 XE A\ output-file .html , H output-file E4GNT K —
B E S . SO TG TR B 3 S BT e TR B R,

RN — SIS, FTRAME R -H EUE SR HTML it B ATEE RIS | BfER -w 1%
BEREEB A A M.

KM ZHBS R NRERERIRES NHMXHUERLSE TR | N U
SUNW_DISCOVER OPTIONS MMFAEMRETH -H M -w EHNKRE. BXELEE , BS
D1“SUNw_DISCOVER OPTIONS MfRAFE" [42],

I - MRFEAQIMARRIAERE T -2 3, MLZRERAAEEIHTERER codean drIBUIRE

ST HTML 3R

{8 HTML 3RER KT A TS HTA B 04T, FFAH T AR A i sE BT
A#E| Web TU_ERBEMEAZ HTML SBN%EE. %i&-5 JavaScript 3B NINBEMLE
& BT —FhIE discover JBEPESIMKFENE.

ATNE HTML RS , HPEERUTER K

= ‘] "Errors" (§51%) EMK" [31]

» “FF "Wamnings" (45) EHR" [33]

= “{FF "Memory Leaks" (NfFittiE) WEmK" [33]
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ST discover TRE

{E/ "Errors” ($81%) K. "Warmnings" (#) SEIRH "Memory Leaks" (PIfFitt
) ERE , ATUANFIERREE. EEHENATHRRETSM.

%Fﬁ&@ﬂﬂ‘]ﬁ%’]ﬁ*ﬁ , AR L HI B REAMKER FRANE . E5 L EREHE
" [35].

{1 "Errors" (451%) EWFK

TEXEZFPE—FTH HTML 3REET , 215638 "Errors” (5§51%) &0~ , HP B RER
M B — B BT AR R A RTEA RS RS R

ETNN e e,

1. UMR: accessing uninitialized data *p at address 0x8080700 (4 bytes) on the heap

2. EMW. writing to freed memory at address 0x2030702 (4 bytes) on the heap

CEEEECEENE C
1k w

sh
[
=
=
=
=
=
=
=
=

BHFENEREN | SEBRREZFERIT AR ER :
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2. EMW: writing to freed memory at address 0x2080708 (4 bytes) on the heap

gg%ﬁﬁﬁﬁ%ﬂﬁﬁﬁT -g WEI , WA RUIE I S ek BR ER AR B R BUR B B A R R 3R
TRARES

2. EMW: writing to freed memory at address 0x8080708 (4 bytes) on the heap
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f$ M "Warnings" (&%) ®WF

"Warnings" (#%) W KERT BXARENIAFRRNTEEEHE. BARE—FE
T, RBRAHAEEIAMAIRES. WRGFAPEERT - 5, METRUST &
THEARIR ERP B R BOR E B A R ER R AR IRARES

ocisizeof(int));
Pk

{£F "Memory Leaks" (PfFittiR) &mF

"Memory Leaks" (N7itit) e R B/RERE Fraf TEE SRR S oA RN &
¥, FHAET AT X LR
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2 allocations at 2 locations left on the heap with total size of 4 bytes

1. 1 allocation with total size of 4 bytes

2. 1 allocation with total size of 0 bytes

BHEANRE | SERIGREMEARIRER. RGFAINERT -g W5 , MATUBT &
AR R B 5 R R E B AR R R UK IR AES,

2 allocations at 2 locations left on the heap with total size of 4 bytes

1. 1 allocation with total size of 4 bytes

2.1 allocation with total size of O bytes
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{5 FZ AR

BEEEMAR. TENMRNEMRAMERRIRER , W EEHIEARA "Stack Traces" (Hitk
IRER) Bhorh&ad: "Expand All' (£EBEIF) . BEEEMARBAIER , EEEHIm
R "Source Code" (JR{RED) Fhorr Bt "Expand All' (£FBEIT) .

RiRATA MR, EENMNFRRIERIRERSURARD | BRI K "Collapse All"
(£HRE) .

R RAE R , £ B/RSHERE "Show Errors” (B/REER) 3K "Show
Warnings" (B/REE) 4. HREABERT , 2%+ FraRINEIR RS HER.
B AR AR Y | R HBUNES,

PHERRIRRTHENE | KRSl 7RSSR, BRI,
54T ASCIl IR

discover IREH ASCI (XA) & 1EEHMAIITAIESITILR Web 3258015
M. ATFRBIBIRT —4 ASCI 1REHE,

$ a.out

ERROR 1 (UAW): writing to unallocated memory at address 0x50088 (4 bytes) at:
main() + 0x2a@ <ui.c:20>

17: t = malloc(32);

18: printf("hello\n");

19: for (int i=0; i<100;i++)
20:=> t[32] = 234; // UAW

21: printf("%sd\n", t[2]); //UMR
22: foo();

23: bar();

ERROR 2 (UMR): accessing uninitialized data from address 0x50010 (4 bytes) at:
main() + Ox16c <ui.c:21>$

18: printf("hello\n");

19: for (int i=0; i<100;i++)

20: t[32] = 234; // UAW

21:=> printf("%d\n", t[2]); //UMR
22: foo();

23: bar();

24: }

was allocated at (32 bytes):
main() + 0x24 <ui.c:17>

14: x = (int*)malloc(size); // AZS warning
15: }
16: int main() {

17:=> t = malloc(32);
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18: printf("hello\n");

19: for (int i=0; i<100;i++)
20: t[32] = 234; // UAW

0

WARNING 1 (AZS): allocating zero size memory block at:
foo() + 0xf4 <ui.c:14>

11: void foo() {

12: x = malloc(128);

13: free(x);

14:=> x = (int*)malloc(size); // AZS warning
15: }

16: int main() {

17: t = malloc(32);

main() + Ox18c <ui.c:22>

19: for (int i=0; i<100;i++)

20: t[32] = 234; // UAW

21: printf("sd\n", t[2]); //UMR
22:=> foo();

23: bar();

24: }

>k > 3k 5k 5k 5k K >k >k >k ok 5k 5k >k >k %k Discover Memory Report 3k 3k >k >k >k 5k 5k 3k %k K %k >k >k >k >k k >k

1 block at 1 location left allocated on heap with a total size of 128 bytes

1 block with total size of 128 bytes
bar() + 0x24 <ui.c:9>

6: 7: void bar() {

8: int *y;

9:=> y = malloc(128); // Memory leak
10: }

11: void foo() {

12: x = malloc(128);

main() + 0x194 <ui.c:23>

20: t[32] = 234; // UAW

21: printf("%sd\n", t[2]); //UMR
22: foo();

23:=> bar();

24: }

ERROR 1: repeats 100 times

DISCOVER SUMMARY :

unique errors : 2 (101 total, @ filtered)
unique warnings : 1 (1 total, 0 filtered)

GIREBRERANESHE  HeRRE.

ASCII Z& 8RSt

FERTHE LR ERROR FRFFEEH="FRAMKNARE, 1D SRR (AFIF A
writing to unallocated memory) . FEAEZA{sEA4ERIMKANIEHEFNEEEE AH
FOH. RAZ FERAARINEIEARIRER | TIASHE (R4 dy FHP AR E .
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ARAEF -9 WX T FEFF , MEAIREE B EIREE TS, anRIRSCARTvIR , U
WH AR EMNEKIRARE, S—WTRERRARITHE = FSIER.

WRE—AFEEEHIAFIHAERNE—FEREE |, STRRBEE (BEEAIRER)
Ut —k, TFERBIMNEMERER , REOTRENER | FERSNRES L
it (AFBIFHR) .

ERROR 1: repeats 100 times

FREFENF IR THEE |, NIZEEAGR R R B AR ROERE R, XY
SEFERIREHBERIR/N | IR BCZRET RMEARIRER. ARER AR , WIRES
BRUHN B REIEARIRER.

ZEHERNE A SHEREEMR , REZEEHERIERIR wARNING FFk, —fRME ,
TXLETH B ) B AN — A I N FAFE R ThEE(B IR T o] B TR FiB B ER
'%@"z@m , NEEKNAZRHNERESTRBE |, (BUNRXTERNEERE , HsES
{FMERERRLR

ASCIl AfFittRIR S

NEMRIREG A A REHE LSECK. ERFRENABREONERKES. UTRG)
BIRT — A RFHIRIRES.

$ DISCOVER_MEMORY_LEAKS=1 ./a.out

sokksook kR Rk Discover Memory Report kkksksokssskkksokk

2 blocks left allocated on heap with total size of 44 bytes
block at 0x50008 (40 bytes long) was allocated at:

malloc() + 0x168 [libdiscoverADI.so:0xea54]

f() + 0x1lc [a.out:0x3001c]

<discover example.c:9>:

8: {
9:=> int *a = (int *)malloc( n * sizeof(int) );
10: int i, j, k;

main() + Ox1lc [a.out:0x304a8]
<discover example.c:33>:

32: /* Print first N=10 Fibonacci numbers */
33:=> a = f(N);
34: printf("First %d Fibonacci numbers:\n", N);

PRl TS —TILE T ERIFE N ECKSHMER B R LB KN, IRERKNEN
FFRFRILZRAN , 2N , MEERNENECSREIC ARSI,

ASCII SRR ERIRE

ERNFRRR G , RIEF RSO RBRPEREEAEE D B R AR ER.
DHARIRERIR S AT R A R R AN B ST S R R AR BR i .
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ASCII IRERE

discover IREVGEE R EWE. IWERE TH—LTEMERMEE |, HEFESPIRME
THARIIZEEREH (BEESEW) . 64 :

DISCOVER SUMMARY :
unique errors : 3 (3 total)
unique warnings : 1 (5 total)

discover AP FIMIEAF &

BEZAMEIERIEPFEEK discover API FIFREAE,
discover API

Oracle Developer Studio 12.5 STHL T 73R 7] LR FRA A A Nt Is R N7 5y
BL{S 2/ discover BR¥N, XLRECKEEHLE] stderr, RAEBULT , discover £7F
EFHENRERE BAERFTNFHRNRANGFREG. BEAXL AP, VARRF
HIBESHEEAE discover BISKIMY : #include <discoverAPI.h>,

LR E R HAREHINA N TR -

discover report all inuse 0)

WEHAFIE.

discover_report_unreported_inuse 0

RERTRIRE AT NEFSEC.

discover _mark all inuse as_reported 0
BESMILNTEREFNEARMCAEIRE.

discover report all leaks 0
REFBERNFR.

discover_report unreported leaks 0

RERTRIRERHTH R,

discover mark all leaks as reported 0
RIS ML NFtt AR C N ERE.

AP NB—EEF discover APl A TE,
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¥ - discover APl 7£ ADI &, T A2 {EM.

’fﬁﬁﬁ discover API Eﬁilﬂﬁ/ﬂiﬁ
SHFEREMILRIEERE N RS |, discover 2IRENENE BN, RETRE
ERFR AN S AN
AT SRR R AN T FSX LS AP

$ cat -n tdata.C

1 #include <discoverAPI.h>

2

3 void foo()

4 {

5 int *j = new int;

6 }

7

8 int main()

9 {
10 foo();
11 discover report all leaks();
12
13 foo();
14 discover_report_unreported leaks();
15
16 return 0;
17 }

$ CC -g tdata.C
$ discover -w - a.out
$ a.out

ATFRBIB/R T UL .

Frorrxak discover_report_all leaks() Report *kicxx

1 allocation at 1 location left on the heap with a total size of 4 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;
6: }

7:

8: int main()
main()+0xla <tdata.C:10>
9: {

10:=> foo();

11: discover_report_all_leaks();
12:
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13: foo();

koK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK oK K KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KKK KKK KKK

*rkxxokxkx discover report unreported leaks() Report *¥xdkxiox

1 allocation at 1 location left on the heap with a total size of 4 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;
6: }

7:

8:int main()
main() + 0x24 <tdata.C:13>

10: foo();

11: discover report all leaks();

12:

13:=> foo();

14: discover_report_unreported_leaks()
15:

16:return 0;

sk 3k 3k ok ok ok ok ok ok oK 3K 3K 3K 5K 5K 5K 5K oK ok ok ok K 3k 3k 3k 3k 3k 3k 3k 3K 3K oK 5K oK 5K oK 5K 5K 5K 5K ok ok K 5k 3k 3k 3k 3k ok ok ok ok ok ok oK K K K
3k 3k ok 5k >k >k 3k ok k k> >k >k >k k k k. DiSCOVer Memory Report 3k 5k >k >k >k 3k 5k >k >k >k k >k 5k >k %k k

2 allocations at 2 locations left on the heap with a total size of 8 bytes
LEAK 1: 1 allocation with total size of 4 bytes

void*operator new(unsigned) + 0x36

void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;

6: }

7:

8: int main()

main() + Oxla <tdata.C:10>

7:

8: int main()

9: { 10:=> foo();
11: discover report all leaks();
12:

13: foo();

LEAK 2: 1 allocation with total size of 4 bytes
void*operator new(unsigned) + 0x36
void foo() + Ox5e <tdata.C:5>

2:

3: void foo()

4: {

5:=> int *j = new int;
6: }

7:

8: int main()
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main() + 0x24 <tdata.C:13>

10: foo();

11: discover_report_all_leaks();

12:

13:=> foo();

14: discover report unreported leaks();
15:

16: return 0;

DISCOVER SUMMARY :
unique errors 0 (0 total)
unique warnings : @ (0 total)

FERF AR IE TR FPERMR

MREFKEITRREFEN RN RE KRS ZS . RATRARER{E A dox XL discover
BRI, BMESR R AR E AR el ABITIHRE. PMZEDEFER -1 ETmRL
discover KR ERTOEIT T ZFEF. WBEE , dox A AME|EEZITHIREF. PATIR
B BRAMAEKIE TR FH St R

Bl 2 FERKILEITHREFHIRERLL R

XFFAIRB , a.out AR KANSITRRAMNMARKIEF , S HEFE—LHR.
N ERSET — iR ID,

T rlt WABE BT R FREERIRERNFLRRGS.

#!/bin/sh

dbx - $1 > /dev/null 2> &1 << END

call discover_report_unreported leaks()

exit
END

—BEEAFREFMEA |, SHeTLUER discover FRIZITATEF.
% discover -1 -w - a.out
% a.out

8252: Parent allocation 64
8253: Child allocation 32

EHEMNLRIREOT , A RAFIE THIA,
% rl 8252
PRFHHRBREUATES

whtkrkdk discover_report_unreported leaks() Report *¥xkxkxk
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1 allocation at 1 location left on the heap with a total size of 64 bytes

LEAK 1: 1 allocation with total size of 64 bytes
main() + Oxle <xx.c:17>

14:

15: if (child > 0) {

16:

17:=> void *p = malloc(64);

18: printf("%jd: Parent allocation 64\n", (intmax_t)getpid());
19: p=0;

20: for (int j=0; j < 1000; j++) sleep(l);

3k 3k 5k ok >k >k 3k 5k ok ok >k >k 3k Sk ok ok >k 3k 3k Sk >k >k >k 3k 3k 5k >k >k 3k 3k 5k 5k >k >k 3k 5k ok ok >k >k 3k 5k >k >k >k >k 3k 5k >k >k >k >k >k >k >k % %k k
F ARSI THIA,

% rl 8253

FEFFST X FHFREIREUTER ¢

Frokkdokkx discover report unreported leaks() Report d¥xdokkx

1 allocation at 1 location left on the heap with a total size of 32 bytes

LEAK 1: 1 allocation with total size of 32 bytes
main() + Ox80 <xx.c:24>

21: }

22:

23: else {

24:=> void *p = malloc(32);

25: printf("%jd: Child allocation 32\n", (intmax t)getpid());
26: p=20;

27: for (int j=0; j < 1000; j++) sleep(l);

ke 3k ok ok >k ok ok sk ok ok ok sk ok ok sk ok ok sk sk ok sk sk ok ok sk ok ok sk sk ok sk ok ok ok sk ok ok ok ok sk sk ok ok k ok ok ok ok ok >k sk k ok ok ok ok k

TILE (A E AT H MR,
SUNW_DISCOVER OPTIONS MiZEATE

ZRATPUIEIT ¥ suNW DISCOVER OPTIONS MBS IR E AfA1TIEmM

-a, -A, -b, -e, -E, -f, -F, -H, -1, -L, -m, -P, -S 0 -w fFI3RKE S0 INI ) 1)
XAHFHLZITETA. B30, aREFERIRENEREEYCA 50 FRRE T HIHERRIR
ERRHIA 3, MAaTRIR T ARREIRLE !

-e 50 -S 3
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NIRRT E S

PEFIRRRAIE &

discover SKAFEFFIGINIFHREXRERNFIRGER , I ATRER SRVIRME B HE
=

Ho

NFFIE)5EIR

discover AJ#IMEIPLFRIFE ARG R

ABR : ¥R A%

ABW : HABATS

BFM : BRI
BRP : $5REFH N ACit 5%
CGB : #iIRH¥EA R
DFM : WER KN

FMR iU BN
FMW : EABIANTF
FRP : BRHERTECSE
IMR : TR FAEER

IMW : THIRNES
NEE

OLP : E&FMBHR

PIR : P HIRAHA1IRER
SBR : HEARIEL2 1 F ik
SBW : HARIEL A E
UAR 1 UKD BN
UAW : EAXRS BN
UMR : IZEUR AN TE

AT &3 T — L8 A A A BB R i R BRAFBIFEFF .

¥H B A (ABR)

N

// ABR: reading memory beyond array bounds at address 0x%1lx (%d byte%s)

int *a = (int*) malloc(sizeof(int[5]));
printf("a[5] = %d\n",a[5]);

discover SKARFERFICHGINERSZAIM ABR 4%,

int globalarray[5];
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int main(){
int i, j;
for(i =0; i <7; i++) {
j = globalarray[i-1]; // Reading memory beyond static/global array bounds
}

return 0;

BAHBRE (ABW)

R~

// ABW: writing to memory beyond array bounds
int *a = (int*) malloc(sizeof(int[5]1));
a[5] = 5;

discover SKFRFEFIAHINERSIAIR ABW F5iR.
int globalarray[5];
int main(){
int i;
for(i =0; i <7; i++) {

globalarray[i-1] = i; // Writing to memory beyond static/global array bounds
}

return 0;

RIBFRNNTFIR (BFM)

N

// BFM: freeing wrong memory block
int *p = (int*) malloc(sizeof(int));
free(p+l);

FERNEFT O 2% (BRP)

R~

// BRP: bad address parameter for realloc 0x%lx
int *p = (int*) realloc(@,sizeof(int));
int *q = (int*) realloc(p+20,sizeof(int[2]));

IR PR (CGB)

R~
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// CGB: writing past the end of a dynamically allocated array, or being in the "red zone".
#include <stdio.h>
#include <stdlib.h>

int main() {
int *p = (int *) malloc(sizeof(int)*4);
*(p+5) 10; // Corrupted array guard block detected (only when the code is not
annotated)
free(p);

return 0;

WERHATF (DFM)

7~

// DFM: double freeing memory
int *p = (int*) malloc(sizeof(int));
free(p);
free(p);'

RN (FMR)

N

// FMR: reading from freed memory at address 0x%lx (%d byte%s)
int *p = (int*) malloc(sizeof(int));
free(p);
printf("p = 0x%h\n",*p);

BARBHAE (FMW)

B

// FMW: writing to freed memory at address 0x%1x (%d byte%s)
int *p = (int*) malloc(sizeof(int));
free(p);
*p =1

RBHNEFIESH (FRP)

R~

// FRP: freed pointer passed to realloc
int *p = (int*) malloc(sizeof(int));
free(0);
int *q = (int*) realloc(p,sizeof(int[2]));
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TeIHINFEE (IMR)

NG
// IMR: read from invalid memory address

int *p = 0;
int 1 = *p; // generates Signal 11...

FTHERFEE A (IMW)

NG

// IMW: write to invalid memory address
int *p = 0;
*po=1; // generates Signal 11..

N7zt

N
// Memory Leak: memory allocated but not freed before exit or escaping from the function
int foo()

{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}

} // The 2nd malloc leaked here

E&JFFIE B (OLP)

R~

// OLP: source and destination overlap
char *s=(char *) malloc(15);
memset(s, 'x', 15);
memcpy(s, s+5, 10);
return 0;

A PIAHIEE (PIR)

Bl :

// PIR: accessing partially initialized data
int *p = (int*) malloc(sizeof(int));
*((char*)p) = 'c';
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printf("*(p = %d\n", *(p+1));

HeREF % (SBR)

I~
// SBR: reading beyond stack frame bounds
int a[2]={0,1};

printf("a[-10]=%d\n",a[-10]);
return 0;

HAHBAE (SBW)

NI
// SBW: writing beyond stack frame bounds
int a[2]={0,1)
al-10]1=2;
return 0;

ERRSEHRANTF (UAR)

N1
// UAR" reading from unallocated memory

int *p = (int*) malloc(sizeof(int));
printf("*(p+1l) = %d\n",*(p+1));

BEARSEHINE (VAW)

NG
// UMR: accessing uninitialized data from address 0x%1x (A%d byte%s)

int *p = (int*) malloc(sizeof(int));
printf("*p = %d\n",*p);

RNEFAEES

discover SRABREFFARE TFINAEVINEL ;

. AZS : HEFAN
" SMR : #EUMRFIALANFIZE

AR ER 4R 3 T X IR ).
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BT K/ (AZS)

N

#include <stdlib>
int main()

{

int *p = malloc(); // Allocating zero size memory block

}

N7t (MLK)
TALIRE : HIT 7  (BRERH AR HFBM.

B
int foo()
{
int *p = (int*) malloc(sizeof(int));
if (x) |
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here

HEMMENTFIZER (SMR)

int i;
if (foo(&i) !'= @) /* foo returns nonzero if it has initialized i */
printf("5d\n", 1i);

R ST BB AT _EIARATLA A PR SRR

int i;

int t1, t2'

tl = foo(&i);

t2 = i; /* value in i is loaded. So even if tl is @, we have uninitialized read due to
speculative load */

if (t1 !'= 0)

printf("%d\n", t2);

iR %% discover $EVRJEHE

EFLERT | discover AJREIRE SR LR BEARAER, LB RFR AR

R. discover SKRFEFFFEA NI ATAAD , 53T AMEL AT BUBINRIRA A |
BEFEN TRRNATBER L. AT —E4E7R , FTBE AT IRAIFH ] sER &
discover HREFHIRIR.
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WA LATF

AJRATE C # C++ RERUFEAZ KR PIRZEAY. Bian :

struct my struct {
unsigned int valid : 1;
char c;

b

EARBIF | LEME R my_struct.valid ERFHRNG A—1{z. B2 , £ SPARC &
L, CPU REEUFT RS MEHRNTE , Bt , RERAEE struct.valid ENFTT
FREGRIBEBOREM R R, B , BB aES—RBRAZANFT (Hi20 , B
NFUMBEITENLT) . XY discover MMEHZER N BISEHMSER , B&&ER
2EUANTFAY, B30, ZRFEE my_struct.valid EHEAH , (BFE my_struct.c K¥]
it , HFEEEABEXWANFERAITENT , U discover 2FRCH A ¥IAHWNTFIEZER
(PIR),

FIRNA—NRRZ U TFBYIAN. BEAENFTIR—HS , SFas0us et im
TRAGTHHARE, WREATTAREEMZAEAN , BEBRRIALRTFEER
(UMR) #&ix.

ERRAFERARR |, EEFIER -9 MK -90 1EM, XLEIRE discover FREER
SN E | AR BEDR AN FECR ATNIAH, , XK IER RS EORR. IRHTE
FRERTEER -9 ETHITIRF , EEH memset () ZREAIATER, Hlan

struct my struct s;
/* Initialize structure prior to use */
memset (&sm @, sizeof(struct my struct));

AT &R

B, YRARERSF LA FREIZTTHE | giiFas o NEAMNNFHIEAE RN .
SKAHE RS £ 47 SPARC FA L | BAILISE AHESTTUREES ZIES IR
., FiEn , EET CEESHRBAE

i:t(;oo(&i) != @) { /* foo returns nonzero if it has initialized i */

printf("5d\n", 1i);

}

IRIEMARD |, SRR A RERE S AT /RBIZSARES
int 1i;

int t1, t2'
tl = foo(&i);
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t2 = 1i; /* value in i is loaded */
if (t1 !'=0) {

printf("sd\n", t2);

}

BEABIFAERE foo () RET 0 BRYIAN 1. PAEMKE i KRN , BMEIFFKAE
ReRtEnk, R, BT discover RRZCRA , RHIRERYARNEERA

(UMR),
discover SKARREFESREMFEAYEIERAMIRANLZATN |, BENITTENEH AT
Do

i FRBURA AR AN T4 AT DURL DX LSRR R A

ZS ol e

discover BRTLAENENTERF , THE YA REKBILMES FoUHSTTEAEN R
BFRBE=AE , NIMTCERFITRNES, EFLEERT | discover LA NN FH
BIEAEARFERRKINGTR. Fia0 , BEENE=ZALZEFHRENRBBLT —
NFER , FREF (BNZRFERF) MEEETZNGFER. 20R discover TLERMERX
FEEVIIAWNT | BEAZEURER £ R IAARIESER (uninitialized memory error,
UMR).

FfFRECZER# , discover API FRAEE T THIeR¥K :

void  ped memory write(unsigned long addr, long size, unsigned long pc);
void ped memory read(unsigned long addr, long size, unsigned long pc);
void  ped memory copy(unsigned long src, unsigned lond dst, long size, unsigned long pc);

ERTANFE PR AL AP R , UERSFESM (mAEFEXEA

(__ped memory write () ) B{MRTFEXIEER (__ped memory read () )) 240 discover,
ST XPFEN , NEXARIAHNIEE BT addr 2805% , NEXKK/NET size &
BiLiE, B pc SEREN 0.

{£F __ped memory copy ER¥{[@ discover BAIEMAN—MIEEHIE S —MIERRNE.
IRNTFRR IS BT src 285 | BARXRRIAHIEERTT dst S8EE , KNl
T size B¥EE. ¥ pc SEURERN o,

§1§FH API , TETERE FF R X LR R A R N SSeR 2. 120 , FEIRAEBFBE TR A

#ifdef __ cplusplus
extern "C" {
#endif

extern void __ped memory write(unsigned long addr, long size, unsigned long pc);
extern void _ ped memory read(unsigned long addr, long size, unsigned long pc);
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{# M8 discover BFEIFR I

extern void __ped memory_copy(unsigned long src, unsigned long dst, long size, unsigned long
pc);

#prgama weak _ ped memory write
#pragma weak __ped memory_ read
#pragma weak _ ped memory copy

#ifdef _ cplusplus

}
#endif

NED discover F (XFEFERNBT SEMFEFAERE) X AP RE. (B2 , tnREKKN
o, WARESEHRZE | XH , 3t AP BB ATE AR SBN AfREFER. A,
WRARZETE discover FIZITIEF , MW RIXLERER. Fob , SO a]AER API R
BT EXLBIE—NNEE | FHHEHERIRERF. HEHBAT , NREKRTE discover T
%{ﬁﬁf? BERENE |, BINRTE discover Fa1TEFF , BB ShARSIIRI API &

{#F discover BJEIfR I

RPN BIE{ER discover BR—LLE NPR &,
TARREIEESBGERGR

discover SKAIFEFF RAEASIN 40N — VST [13]F BRI, RAGINAARSA]
RES B SRR — ISR CYmE = D | B kB E AR TRARY T IR A4 iF
ERBARVERGEURFHIEIR . INRARIVENRE , FTRESS SR %, AR A
RARLRIRERER., Mo, LR A ERNIR B PSSk,

discover SRAAFEFTLIZAG NI CIRE S HHREEL S asm iBA)ER . i1 FEARAKERER.

lt4h , Oracle Developer Studio 12.5 C++ i=1TR EARBEEREIE , RABNIXRER
Oracle Developer Studio 4miFas 1 T4mF.

TTEHES ATREAR R T IRARD
discover AMBMBITHHNED, ATATRINEE S IAIES PR |

FR XL R SIRAIDME R, AT ELRAERRE XBENITENTES , Bt
discover INFILAMNEIRA B A AR, #4120 , BEBUT CIBSHRBAE

int *p = (int *)malloc(sizeof(int));
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{# A discover BFHIFR I

52

int i;

i = *p; /* compiler may not generate code for this statement */
printf("Hello World!\n");

return;

BT REARYIAN , B p Frism sttt e — MEER A AR, BR
MImEE I URVEIRERETE i , ARASERIDEMERANFIHEEI IS i 1
AL, EWIEILT , discover RAEIREFEA T R¥AKATF (UMR),

Y% 25 RSN A ARG

IR AR R AT TN . T RS AR R FTE R EHEm (8
& -on (EAEM) WMARMS: , B | discover IRERISER I ATRER FTARE. Hian , 1£
-01 R AER A LA BRSPS IR AT RERE A TAE -04 MALZR A LA A,

{FA -xlinkopt ARESRFH IS discover RFEA.

z \«JLJFI'—THEAE/ UHTEH:H(]

RO ERFERERG RN , TTIEEFMELAHITHRIN. discover KRR AR
Cﬁ(llbc 50) RN IR BR (HHF ; tAE VR , discover A XELREIA)ER 1S B
KNF. B , RNV BREFERT HMARSE |, 7JAEATE discover IREFHINIEH.
ﬁﬂ%ﬂﬁﬂw&?ﬁ AT AANAREEJE R discover API SRIHIRRTR .

EHRNFEE AR InBURN T

discover SKAFEFA] ARRERAR AESRFEVE S ALHI (20
malloc () . calloc () . free () . operator new () F0 operator delete () ) OB

HIHERTE.

RN RFEFE A B R ERBE S NEFEIRARS (F140 , FH8 matloc () SEIHID
HECEIE) | N discover AJRETCIARIEIEMTRE MHRELYS B BN H ),

discover SKAAFEFAFF FIINENECES -

 FHiEEFERbrk2) () sbrk(2) () REABREHIHENBLS
n FSHEERIC i*%letfthﬂE%T}ﬁi’EmiE@%&
» {FH mmap2) () F1shmget(2) () REARMNAAREFHEHRANE

AREHF signaltstack(2) () ER¥R,
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R ZE =L H (uncover)

AELEETA (uncover) MAHNEN ARFHRARERZ. AENATUTHXESR :

m “{FF uncover HIESK” [53]

m “{FF uncover” [54]

T FEMEREN ATER P B IR [57]
“T fi# ASCIl B IRE" [63]

“T fif HTML B E1RE" [67]

“{# A uncover BTHIPRFY” [68]

{£ FH uncover IE3K

uncover SAFIFEFERTZE/M#EA Sun Studio 12 Update 1. Oracle Solaris Studio
12.2-12.4 8§, Oracle Developer Studio 12.5 J@i¥ a8 MR _ S, BafAEET
SPARC & x86 ALt L1517 , (BEKHIRIERGZE A Solaris 10 10/08, Oracle
Solaris 11, Oracle Enterprise Linux 5.x 8% Oracle Enterprise Linux 6.x,

IRBRBAPH TN B EAE —LEE | uncover AI{ERIXLE BRI SR I LYW
GBI, MEXTH TR M S B S AR

24 Uncover BEBF AIRRIEERAINBERES  BIEMSE SIS AIER -g L
BURRES. RZHBISARZE -9 THMYwFER , Uncover RBeE AETREFITH
2% (program counter, PC) (R ={EE..

uncover KRR 5{# A Oracle Developer Studio 4wi¥as 4 AT — 2S04
SEER |, BSESNAEREAAAERN ZH B A S FRERRTF. AN
uncover RITHRZE/DFEE -01 LR A. NRA AL ZSHHISCHIE R T L HaEm , U
uncover ZERIEF AR HER (-01 B -02) BHE4F, uncover (BT -g WEIAE AR
TR A AR S B TS S S1TS XL , FRHIRERARIRTRES. Mk
A7 -03 MESEANN , HnFa8 ol BESBIFRTRENAR T BITRIE T RAE —RES , X7]
BESRUR BT S H B HFES AT ELIFEARIBIT. FEHZERT , FeXITIRE
AMERERS. BXRXEZEE , ESEM uncover BHIFRE" [68].
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{$ M uncover

{# A uncover

{FF Uncover E B SIS BTN A= :
KoM — IS [54]
TR B — 334 [55]

3. “ERMHERBEERE [55]

4. “HEEMEST [57]

ENNBT =P, FRMT A Uncover IRHI,

N e

I S04

ﬁ)\ﬂ‘]:iﬁﬂﬁ#ﬁfU\Eﬁfﬁtﬁiﬁiﬁ#\?fio WIS AN AATE A 23

£ uncover dy &M —HHISCHE, 6120 , AT ay SR —#HFISCHF a.out , FHEM
KM a.out SREZHIN a.out, K@ SERAIE—NEEA .uc MEF (FBIFA
a.out.uc) , BIEXERPUEEZIIE. MA—HFIXHRRIRREFELERT.

IRAEER "B a.out MHZFE mylib.so , FIRI T AR HLA TN :

$ uncover a.out
$ uncover mylib.so

KM —BHISCARRS | AT AE AU %9

-c BRiES. BRARHRABITTEGRE. BREBAT  (UREEEE
HABENRIBREE. KN ZHBSCHEMAE B EREN |, 96
REIXIEI

-d directory 1z directory R RIEB S HUERR. XTF uncover ik, , BrEIR4F

HEE , RAMFERTRETHNEH =AM EENRTEAERNE
%, -d WS <full_path_of _coverage_directory> tE&{E R , "I
& uncover WAEMERAER—(UEBHKEEZBE XK. WRTE -d 557
BHHEL—RER , WEREEZERNTESEIA—3, Al
SEEHMEE , FlENBTEERTEMBLEZ M EXHER.

-m on | off EER -c IBTRNEREBITIT I RS ERARE T 201,
WEBUARS -c WA SR , SR EEMER., SREER
T, c ERERZREREREXHTH. REEREN on, B
SRS FEN AR FOREARTE , BER -c -n off I, XFH
3&5%% ;Zﬁé;’%filﬁﬁﬁfif?ﬁ‘%\%ﬂ‘]ﬁﬁi‘iéﬁy}ﬁ‘é W NITE LS e
17 .
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{8 uncover

-0 output-binary- BN — BB AR, RETBEIT , (RN
file ARSI s \ BRI

RIS EA AN AN 3 HISCHFIZTT uncover @54, uncover AL ERIER | 15
HERNZ ZH B, TEFREN |, 0] PUEITZ Z3tH) SO kA i = EE.

BRI B — SIS A

KM B3R , BRTRMRIEF ARNETE. SO TRINE M SISO | #4
1E uncover PUTAIMAREGIER). FEA .uc NEZHIRE RPUWERDERIUE. B
T uncover BIRWE R Z LALLM , FARZHER LN , Ft , WHRRTHKIFRE
ITHESLREHEIRAIRY), RIS ZRMERIETMAE,

ERAERBE=RE

BERBEBERE | BXNEEHIEBEFIEIT uncover @54, HIA0 , XF "B a.out
HZF mylib.so :

$ uncover a.out.uc
$ uncover mylib.so.uc

A SHARIE a.out.uc BRPHNBEEHBIREL— %A binary-name .er ] Oracle
Developer Studio RENHTRRK B R , BEMERENHTES GUI, FEBRAK. LaTE
FEGRIAERPFIE er.rc XHARESHIMMREN TR B RIBH AR, BX .er.rc
XHHELZER , ES N, (Oracle Developer Studio 12.5 : HEAREN#TES) .

ATV AR HTML ARG FE Web RIS PERE , SEAE M ASCI BAKREEL
@ AP HTEE. E UEBIEERFIREATE T AT NERERNBE R,

-a BEAREHRE N binary-name . analyze/coverage BFPARE AT
#fEA.
-c BRtE4S . BHRBMPITITEOREG . BREBAT  (UREEES

BARBERWRBHEE. (KRN ZSHRISCHEMA B RIRER | 14
FEE LT, )

-e on | off HERBNERIREENKRERUREBEMREN S GUI R
RRE, FREEA on,

-H html-directory FEFREN B FH A HTML R REFEZ IR | FH7E Web NSE5+
BB RXEEIE,

% 3 Z ARBEET A (uncover) 55


http://www.oracle.com/pls/topic/lookup?ctx=E71940&id=OSSPA

{$ M uncover

-h -2 BRI,

-n ERBEERE , BN EIMERENITREL Web HUEREEFSR.
-t ascii-file EFEE MR ASCI BHIRE.

v itk uncover RRAFFIRMY,

v V. i Uncover IEZERITHIRIERNEE.
g_\EFH—Wiﬁth%iﬁo WSRFEE LN IR , W uncover {F A &R E—ME
.

Bl 3 uncover 34 7Rf]

$ uncover a.out

A XA — B a.out , BEMA a.out , EUBTE TP L a.out.uc BEE
EER , F1E a.out.uc BRPREHA a.out KEIER, MRELN a.out , FBREE
HE , FEARPITRN,

$ uncover mylib.so

A SN Z E mylib.so , BEHIA mylib.so , FEHATERF A mylib.so.uc &
=EUEB R , FF7E mylib.so.uc BRPRFHA nylib.so AIEIA, RSN mylib.
so, BERELHE , FERPITHEN.

$ uncover -d coverage a.out

I d S FEE R coverage FEIRE a.out.uc BEER.

$ uncover a.out.uc

Wan LM a.out.uc Fm BFRFRIPIBRELFRRPAEABERXE (a.out.er),
FIREMEREN TR A BRA SR

$ uncover mylib.so.uc

M &SE M nylib.so.uc F i B R HBIEE LR T AR AME R (nylib.
so.er) , FRFNMRENHTE LB RAKL.

$ uncover -H a.out.html a.out.uc

A S{E R a.out.uc B BRPFHFIETE a.out.html BRI HTML RELE IR
& FAE Web J¥ 28 BIRAIRE.

$ uncover -t a.out.txt a.out.uc
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T BN TR T B RIS

Btan S E R a.out.uc B ERPHEIBTE a.out. txt XEFFEIE ASCI RIBEERE.

$ uncover -a a.out.uc

War 44 (FE A a.out.uc B HRPREBIELE binary-name . analyze/coverage B34
BESWE , MARBEO=2ER.

HEERES

N AR FF RSN ZHH U SE RS TRN. #ia0 , RN ARFAETRITUH
a.out MILFFE 1ibfoo.so , NEFENHINTHTHRN , DUESEINERNES.

PATF 65 44 MBI AT a.out FIFEZFE Libfoo. so,

% uncover -d <coverage_dir> a.out
% uncover -d <coverage_dir> libfoo.so

U T8 T AT AL EE <coverage dir>/a.out.uc ] <coverage dir>/libfoo.
so.uc PRIBEELUE.

% ./a.out

LT 4% B/RAT AT a.out,
% uncover <coverage_dir>/a.out.uc

AT a SR EEHLZE 1ibfoo.so HE®.

% uncover <coverage_dir>/libfoo.so.uc

T RMERES TR B = RS

BREERT , BB =B RIE1T uncover d540F , £7& Oracle Developer Studio 14AE4>
M3 P AR ERITHEERE . A TNASRE S EIRMMERE N T2 FmE.

BEMEENTBRNEZ(EL , ESNERFEENF (Oracle Developer Studio 12.5 : M£E
PHTER)

"Overview" (#fiik) R&E
MBS AT R T E SN | H B "Overview' (IB4) RE. HESREESE

BITHIRE, RBMEEDREEML.
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http://www.oracle.com/pls/topic/lookup?ctx=E71940&id=OSSPA
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T RN B RIRE

TEERTHEESITZFHK "Overview” (X)) FE.

File Views Metrics Tools Help

BEED (VG | O

Views (+
Experiment(s)
Welcome

b a.outer
Overview
Functions Metrics
Call Tree Select the metrics to display in the data views, then click a data view in the navigation panel on the left.
Source Available Metrics
Disassembly Experiment Duration: 0.033 Seconds

< HW Counter Profiling

Instruction Frequenc
& v = General Hardware Counters

More... Uncoverage: 1093 . . . . . . L L e e e
Function CouNnt: 9 . . . . ...
Instr Exec: 134 . . . . ... e e
Block Covered % . . . . . . . . .. ...
Instr Covered % . . . . . . ...
Filters
Metrics Preview
Uncover... Functi... Instr ... Block Covere... = Instr Covere... ¥|Name
23 EXCLUSIVE | §3 EXCLUSIVE | 33 EXCLUSIVE 3 EXCLUSIVE 23 EXCLUSIVE
# # # # #
1093 9 134 <Total>
Compare
Local Ho... ... | Remote Host: Working Directory: .../CodeAnalyzer | Compare: off Filters: off

"Functions" (E&%%) L&

ESHERT |, 8 "Functions" (ER%) METEBREFHRREMERESZ. EiRERE
Jlﬁgimﬁxﬁﬂﬁiﬁﬁﬁkr‘% , FREENSIARE., BEIARE T s KT LR EEHEF
5 .

XEeeFEAFFENTREM :

ncoverage (G RAHIUE , R HURMARNF Y.

Function Count ERBOTEES | TR AR
(EREITER)

;;str Exec (8¢  FEOPITITERS | ERRBIERITIITT HENMES.
17)
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Block Covered %

(BREEE)

Instr Covered %
(FELBEX)

REZRITHES |, SRR ESNRTE MBS,

TELBRRITHES |, SR ERBTF ERNIES T NBE S IL.

TEBRT MNP R— M ERIRE | 1 "Uncoverage” (REZ) HEFF.

File Views Metrics Tools Help

BBED Y& <

Find:
Views +. Uncover... uncti... Instr Block Instr Name
_ = Count Exec Cover... Cover...
Welcome % %
3 EXCLUSIVE | $3 EXCLUSIVE | $3 EXCLUSIVE | $3 EXCLUSIVE | $3 EXCLUSIVE
Overview p— P P P
. 1093 9 134 <Total>
Functions 259 0 0 0 0 test_for_memoryleak
Call Tree 165 0 0 0 0 | function_with_large_functionality
146 0 0 0 0 | test_for_aob
ST 127 0 0 0 0 | test_for_nulld
90 0 0 0 0 | test_for_urv
Disassembly 74 0 0 0 0 test_for_umr
N 62 0 0 0 0 test_for_doublefree
Instruction F... 43 0 0 0 0 | test_for_umrbitop
e -~ 43 0 0 0 0 | test_for_ves
Filters 41 0 0 0 0 | function_with_small_functionality
L 26 0 ) ) 0 |report_error
= 9 0 0 0 0 |test_for_infiloop
1 9 ) 0 0 bar
1 9 0 0 0 f1
Compare 1 0 0 0 0 | foo
. a o o 6 lnalnare funcrian 1
[ ] =L
Local Host: ... Remote Host:

"Uncoverage" (

KEm) TS

»

| Working Directory: .../CodeAnalyzer | Compare: off Filters: off

"‘ £ B4 [ Match Case
Il ¢ Selection Details

Name: test_for_memorylea
PC Address: 2:0x00001420
- Size: 259
Source File: previse_all.c
Object File: t.er/archives/a.ou
Load Object: a.out (found as /h
Mangled Name:
Aliases:

22 Exclusive

Uncoverage: 259 ( 23.70%)

Function Count: 0 ( 0. %)

Instr Exec: 0 ( 0. %)

Block Covered %: 0 ( 0. %)

Instr Covered %: 0 ( 0. %)
‘ »

2/30

"Uncoverage" (k&) 1THERE—TURISRKH uncover THRE., ANRERLIIER
HEFsE , NZEfEFFHES IR |, B/RER EENREERB ViR B XMk, £ LA
7, test for memory leak () ER#¥R{TFPIRMIE , B AELE "Uncoverage” (K&
=) JIFREER K.

test for memory leak () Rl "Uncoverage" (%%ﬁ) WEETE , mREHEF RN
— N AE PR R $ A AT BE B SR BRI 2. ARIBEREANLEM |, B R CFRIEMK
E2FHAR. MRAERBEENX , FATABRNMBERBNEBELARRE , NES
BIEMEEMFN. B2  BEREKEE A/ TEEE , hiFa/MBZ.

"Uncoverage" (KREE) JFERIEFEARE SRR ABERE SR , RREA]
FREEREOAR. NARIER AT ZREERRRHIZHE BC K "Uncoverage” (K&
) BE. TR | ERSETE  BEUKEHMNRmER T ENRANEEES

=IE B I,

% 3 Z ARBEET A (uncover)
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T RN B RIRE

Function Count (ER¥xit%k)

"Function Count' (SF¥it¥i) FPRECESMENMAESMNEL, MBTIANTE | &
TRUERNRE S, MBTNEEE , RARARMOE S, MEHITT B RIA—1ES |
AR A,

AT AR IR ETRE R B = kK. 203 "Function Count" (BR¥t%t) #0
"Uncoverage” (X&) AT , NIRFXRBA B INEE =RE.

"Instr Exec" (F§4H1T) T8

"Instr Exec” (1§4HUT) ITHR B REEENIEOMABEMNTES . TITHERREAIIT
4, EEFHERRENITIES.

£ "Functions" (E&%k) MEF | ZiHHRBRLBRASMRBEIITHRIES B8, HitEes
WHILTE "Source” (&) FLEFN "Disassembly” (&kiC4w) MEF.

"Block Covered %" (HRB=XR) 1185

STFEA K%L , "Block Covered %" (RBEZR) 11528 B/RZER I 4078 5= O E AN
Both. WEETSRRBBEENTZE., B2 "Total" (R2i1) THRRLEKE , ERS
FEALLZH , IFEEN.

"Instr Covered %" (F54BEXR) 11428

STFEAEEL , "Instr Covered %" (FELBER) TR B/NZARE P HE =HKTESH
Both, WEETSRRBEE SNFEE, 528 "Total" (2it) THRREE , ELS
FENLZH, IREEN,

"Source" (JR) L&

MR ZHBIXHRAEF -9 EWHImFEM , "Source” (JR) BB REFHIFEAE, BT
uncover FE_HHICHEA LRMENFEFF , SFRHCEBRALEREMFEF Bt , It
BT E SIS SRR R,
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"Source” (JR) PEIFH) “Instr Exec” (FSPIT) IHHARBR T AN IRAEITHITH
B , EARLERENRFINADEREE. FFERTXEANDESR ; TEXTK
AEARER. TEFRAMIRIIETESPITITE

TESRTFIFH "Source” (IR) MER—A7R~HBI.

File Views Metrics Tools Help

BBED YE© | Find: : 4 B4 [ Match Case

Views +) Unco... = Functi... X Instr Block Instr sample2.c Il 254 Selection Details
= Count Exec Cover... Cover... <
Welcome % % Name: line 53 in "sample
23 INCLUSIVE | 23 INCLUSIVE | £3 INCLUSIVE | £ INCLUSIVE | $3 INCLUSIVE - 9:
Overview # # # # # PC Address: 2:0x00001A20
a Size: 0
Functions void report_error() Source File: sample2.c
<Function: report_error> . .
Call Tree 2% 0 0 0 0 { . Object File: t.er/archives/a.ou
soun o 0 0 o o printf("An error has occurré Load Object: a.out (found as /h
OuIce, [ 0 0 [ [ } Mangled Name:
Disassembl Aliases:
ly int sample2()
Instruction F... <Function: sample2> 21 Exclusive

~
©

_ 0 1 3 5 2 Uncoverage: 0 ( 0. %
Moo 0 0 1 0 0 covered_function(); X
Filters 0 0 H o o i (error) Function Count: 1 ( 11.11%)
— 0 0 0 0 0 report_error(); Instr Exec: 3 2.24%)
- 0 0 3 0 0 return 0; = Block Covered %: 75 ( 8.57%)
0 0 4 0 Q i Instr Covered %: | 92 ( 10.31%)
Compare Compile flags: /ws/ntrunk/builds/tri~
2 o [ = P C ‘ v
Local Host: -..- Remote Host: | Working Directory: -../CodeAnalyzer | Compare: off | Filters: off 152/175

TR SHRKMEAEREENRAET , TRTEMN , EAFRPEHIIEHE.
HIX L ITHRENT
» ER. TEA1T. FRMEMES SR B T RITHRAR,
» BHTUTENRR , geFs AR T S LT3 R AR
o ARBARHRIT (3EAH) .
n AEEIABRIT |, (BATTRAED,

BXELEE , 5 R4EMA uncover FEIREL" [68],
"Disassembly" (&i[4%) A&

BNSRFE "Source” (JR) FEIFEE—1T , SA/F%EFF "Disassembly” (&RiC4w) FLE , tE
BED AT 2SR 3 ISP EHOEE T , HFERERICY.

R - RAKTE "View" (E) EWA&FFE| "Disassembly” (RICHW) , 1HERE "More
Views..." (EZME...) , #Afai%t+ "Disassembly" (Ri[4w) %M.

BEALEIFE “Instr Exec” (F69T) IWTHSERT SN ESHIPITION |
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File Views Metrics Tools

Help

BBED ves | <S

Views
Welcome
Overview
Functions
Call Tree
Source

Disassembly

Instruction Fr..

More...

Filters

T
Compare

5

Local Host: ...-

@)

]|

unco...

1 INCLUSIVE

#

cooo

coococoo

Functi... Instr Block
Count Exec Cover...
%
I3 INCLUSIVE | 23 INCLUSIVE | 23 INCLUSIVE
# # #
1 1 75
0 1 0
0 1 0
0 1 0
0 1 0
0 1 0
0 0 0
0 1 0
0 1 0
0 1 0
0 0 0
0 1 0
0 1 0
0 1 0
0 1 0
0 0 0
0 0 0

Remote Host:

Instr
Cover...
%

1 INCLUSIVE

cooo

coococoo

| Working Directory: .../CodeAnalyzer | Compare: off

Find: v | X B\ [ Match Case

Il &5 ¢ Selection Details
£

sample2.c

int sample2()
{

<Function: sample2>
[53] 8051a20: pushl
[53] 8051a21: movl
[53] 8051a23: subl
covered_function();
[54] 8051a26: call

if (error)
[55] 8051a2b: cmpl
[55] 8051a32: je

report_error();
[56] 8051a34: call

movl
movl
jmp
[57] 8051a43: jmp
}

[58] 8051a45: movl

[58] mov1l
[58] leave
[58] ret

leave
[58] 8051add: ret

Name:

PC Address:

- Size:
Source File:

Object File:

Load Object:

%ebp
ssesp, %ebp Mangled Name:
$0x18, %esp Aliases:
covered_fun

Uncoverage:
$0,0x8061d5 Function Count:
.+7 [ 0x805 Instr Exec:

report_erro

$0,%eax

.+2 [ 0x805

-0xc(%ebp),
%ecx,%seax

Compile flags: /ws/ntrunk/builds/trunk/~
5

[

Filters: off

"Instruction Frequency" (F§490%) &

"Instruction Frequency" (f§430%) BB REAESIBEARE

Oracle Developer Studio 12.5 : Discover 1 Uncover f§ /3578 2016 £ 6 B

Block Covered %:
Instr Covered %:

sample2 + 0x000000
2:0x00001A20

1

sample2.c
t.er/archives/a.ou
a.out (found as /h

21 Exclusive

0( 0. %)
1 ( 11.11%)
1 ( 0.75%)
75 ( 8.57%)
92 ( 10.31%)

152/175
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File Views Metrics Tools

BEBED | ve®

Views ¥
Welcome

Overview

Functions

Call Tree

Source

Disassembly

Instruction Frequency

More...

Filters

Compare
e

Local Host: ...-

T % ASCIl B=1RE

Help

Instruction frequency data from experiment /home/ylmaruya/test/CodeAnalyzer/a.out.er =
UNCOVER Code Coverage

Total Functions: 29

Covered Functions: 9

Function Coverage: 31.0%

Total Executable Source Lines (Excludes redundant code removed by compiler): 111

Source Line Coverage: 26.1%

Total Basic Blocks: 83

Covered Basic Blocks: 19

Basic Block Coverage: 22.9%

Total Basic Block Executions: 19

Average Executions per Basic Block: 0.23

Total Instructions: 514

Covered Instructions: 134

Instruction Coverage: 26.1%

Total Instruction Executions: 134

Average Executions per Instruction: 0.26

Number of times this program was executed: 1

Instruction frequencies of /net/zernike/export/home/ylmaruya/daily/test/CodeAnalyzer/a.out.uc/a.out

Instruction Executed (%)
TOTAL 134 (100.0)
float ops 0 ( 0.0)
float d st 0 ( 0.0)
load store 54 ( 40.3)
load 27 ( 20.1)
store 27 ( 20.1)
fill-load 1( 0.7)
spill-store 1( 0.7)
Instruction Executed (%)
TOTAL 134 (100.0)
movr 50 ( 37.3)
push 16 ( 11.9)
subi 14 ( 10.4)
call 1 ( 8.2)
ret 9 ( 6.7)
jmp 9 ( 6.7)
leave 9 ( 6.7)
addi 7 ( 5.2)
movimm 4 ( 3.0)
cmpi 1( 0.7)
jecc 1( 0.7)
lea 1( 0.7)
add 1( 0.7)
imulrrm 1( 0.7)

| Remote Host: Working Directory: .../CodeAnalyzer | Compare: off Filters: off

MRENE R IR RERERIRENTEE T -t B , uncover SR ERIMEBAIEE
) ASCII 3L (SCARXHF)

Bl 4

ASCI # H1RE S

AT RBIBRT —A ASCIl BEIRERHSI.

UNCOVER Code Coverage

Total Functions: 95
Covered Functions:

58

Function Coverage: 61.1%

Total Basic Blocks:

568
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Covered Basic Blocks: 258

Basic Block Coverage: 45.4%

Total Basic Block Executions: 564,812,760
Average Executions per Basic Block: 994,388.66
Total Instructions: 6,201

Covered Instructions: 3,006

Instruction Coverage: 48.5%

Total Instruction Executions: 4,760,934,518
Average Executions per Instruction: 767,768.83
Number of times this program was executed: unavailable
Functions sorted by metric: Exclusive Uncoverage

Excl. Excl. Excl. Excl. Name
Uncoverage Function Block Instr

Count Covered % Covered %

13404 6004876 5464 5384 <Total>
1036 0 0 0 main

980 0 0 0 iofile

748 0 0 0 do_vforkexec
732 0 0 0 callso

708 0 0 0 do_forkexec
648 0 0 0 callsx

644 0 0 0 sigprof

644 0 0 0 sigprofh
556 0 0 0 do_chdir
548 0 0 0 correlate
492 0 0 0 do_popen
404 0 0 0 pagethrash
384 0 0 0 so_cputime
384 0 0 0 sx_cputime
348 0 0 0 itimer_realprof
336 0 0 0 ldso

304 0 0 0 hrv

300 0 0 0 do_system
300 0 0 0 do_burncpu
300 0 0 0 sx_burncpu
288 0 0 0 forkcopy
276 0 0 0 masksignals
256 0 0 0 sigprof_handler
256 0 0 0 sigprof sigaction
216 0 0 0 do_exec

196 0 0 0 iotest

176 0 0 0 closeso

156 0 0 0 gethrustime
144 0 0 0 forkchild
144 0 0 0 gethrpxtime
136 0 0 0 whrlog

112 0 0 0 masksig

92 0 0 0 closesx

84 0 0 0 reapchildren
36 0 0 0 reapchild

32 0 0 0 doabort

8 0 0 0 csig_handler
0 1 66 72 acct_init
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6000000
1

19

21
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1
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100
100
100

71

83
100
100
100
100
100
100

81
100
100
100
100
100
100
100
100
100
100
100
100

57

50
100
100
100
100
100

50
100
100
100
100
100
100
100
100
100
100
100

66
100

75
100

90
100
100
100
100
100
100

100
96
100
58
77
98
98
100
95
96
99
80
100
100
100
100
93
97
96
96
95
95
96
94
72
43
95
95
98
100
98
83
100
100
100
98
100
100
95
100
95
100
100
75
100
66
100
91
100
99
95
95
95
100

bounce
bounce a
bounce-b

check sigmask
commandline
cputime
dousleep
endcases
ext_inline_code
ext _macro_code
fitos

get clock rate
get_ncpus

gpf

gpf_a

gpf b

gpf_work
icputime
inc_body
inc_brace
inc_entry
inc_exit
inc_func
inc_middle
init_micro_acct
initcksig
inline_code
macro_code
muldiv

my irand
naptime
prdelta
prhrdelta
prhrvdelta
prtime

real recurse
recurse
recursedeep
s_inline_code
sigtime
sigtime_handler
snaptod
so_init
stpwtch_alloc
stpwtch_calibrate
stpwtch_print
stpwtch_start
stpwtch_stop
sx_init
systime
tailcall_a
tailcall_b
tailcall_c
tailcallopt
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66

1
21
19

100
75
100

97
71
100

underflow
whrvlog

wlog

Instruction frequency data from experiment a.out.er

Instruction frequencies of /export/homel/synprog/a.out.uc

Instruction
TOTAL

float ops
float ld st
load store
load

store

Executed
4760934518
2383657378
1149983523
1542440573

882693735
659746838

()

.0)
.1)
.2)
.4)
.5)

Instruction
TOTAL
add
subcc
br
stf
1df
faddd
fdtos
fstod
lddf
stw
lduw
ldx
stx
fitod
sethi
fdtoi
fdivd
call
srl
stdf
or
fmuls
jmpl
save
restore
sub
xor
fitos
fstoi
and
andn
sl
nop
fxtod
bpr
fcmped
fbr

Executed
4760934518
713013787
558774858
558769261
432500661
408226488
391230847
366200726
360200000
288250336
138028738
118004305
68212446
68211370
36026002
36002986
30000001
26000088
22250348
21505246
21006038
19464766
6004907
6004853
6004852
6002294
6000019
6000000
6000000
6000000
6000000
6000000
3505225
3505219
7763
6000
4837
4837

S O OO0 O OO0 OO0 000000000000 O HNNOSNSNOWOWWR

Annulled

16

0

0

726
40

0

0

0

500
26002

~
[y

S © © O ©O 0000000006060 Nee
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In Delay Slot

1501335
6002

0
36299281
103000396
0

0

0
282200229
25974065
94000270
2000
23532716
0

228

0

0

0

21

0
10981277
0

0

0
6004852
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fmuld
orcc
sra
ldsb
mulx
stb
mov
fdtox

2850
383
241
160

87
31
21
15

[(SEESENSENSEIESESE )

.0)
.0)
.0)
.0)
.0)
.0)
.0)
.0)

LS IS IESTIES IS IS B AN )

THE HTML Bk

HTML IRESATHREN AT 28 BoRi i -

sl el
Inats Bews Black

T amemny M4
]

HEETETTE]

£2E282cacoacaacascascaccacsacoacaacascacchf

[SESEESENSENSENSEE )

BRI AN R BRI FRBEEER trimmed 458 | ¥ BIRKEREA RO TSR
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Ree A iR D

uncover SRAFEF R BER N E A uncover IEESK” [53]F EN AL, TTERMR
A BESR B REER I SEFRICRES L , B XRBERARTAN I IIRAHKImIFS
BIREARG ST AR,

uncover JLERIMICRE S ERIBE asm BRI . 11 FBARKEREL.

Y 25 RN A AR CARD

uncover S{# M MME—YmiF 2318 A R — 3HH SR 38R -

P

-Pg

-qp

-Xpg
-xlinkopt

TTHEHTES TREAR R T IRAED

uncover SUBRRFATANBITSHLAMD, CLABRIIHIESHES , RRHIER SR
fREBEXRE, SULIRRRE AR ST RS B | uncover B_EFANFIEA
R KR M E .

Bl 5 L]
EIRATRBBAR

#define A 100
#define B 200

if (A>B) {
}

BRIBER B uncover 1R if BAIKARTHITITEL. BR , fWiFSlsEaBibRitA
B3, uncover AETERMTERFHRNEE , AHASHREXLIESNERES.

Bl 6 SLARLIRBI
AT /RBIEBRT SEARS

1 void foo()
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70

-~

AQ);
return;
B();
CO);
D();
return;

O oo ~NO U WN

}

XV AICRE MR T B.C.D KiFAA , RARREEARHIT,

foo:

.L900000109:

/* 000000 2 */
/* 0x0004 3 %/
/* 0x0008 */
/* 0x000c 8 */
/* 0x0010 */

save %sp,-96,%sp

call A ! params =
nop

ret ! Result =

restore %g0,%g0,%g0

R, NErRI58 5 17258 7 ITIREES.

Excl. Excl.

Uncoverage Function
Count

1. void foo()

## 0 1

2. |

<Function: foo

## 0 0

3 AQ);

4. return;

5. B();

6 C();

7 D();

8 return;

## 0 0

9. }

Bl 7 TURAEERGY

AT RBIEBRT TURAHS :

int g;

int foo() {
int x;
X =49,

X++;
return x;

}

Excl.
Instr
Exec

1
2
3
4
5 for (int i=0; i<100; i++)
6
7
8

Excl. Excl.
Block Instr
Covered % Covered %

100 100
0 0
0 0

FEARMARANT | GiF 2R AT RES ABTRITAE AN

foo:
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.L900000107:

/* 000000 3 */ save %sp,-112,%sp

/* 0x0004 5 */ sethi %hi(g),%l1

/* 0x0008 */ ud [%11+%lo(g)],%l3 ! volatile
/* 0x000c */ add %l1,%lo(g),%12
/* 0x0010 6 */ st %90, [%fp-12]

/* 0x0014 5 */ st %13, [%fp-8]

/* 0x0018 6 */ 1d [%fp-12],%14

/* 0x001c */ cmp %14,100

/* 0x0020 */ bge,a,pn %icc, .L900000105
/* 0x0024 8 */ d [%fp-8],%l1
LL17:

/* 0x0028 7 */ d [%fp-8],%l1
.L900000104:

/* 0x002c 6 */ d [%fp-12],%13

/* 0x0030 7 */ add %l1,1,%12

/* 0x0034 */ st %12, [%fp-8]

/* 0x0038 6 */ add %13,1,%l4

/* 0x003c */ st %14, [%fp-12]

/* 0x0040 */ 1d [%fp-12]1,%15

/* 0x0044 */ cmp %15,100

/* 0x0048 */ bl,a,pn %icc,.L900000104
/* 0x004c 7 */ d [%fp-8],%l1

/* 0x0050 8 */ 1d [%fp-8],%l1
.L900000105:

/* 0x0054 8 */ st %11, [%Tp-4]

/* 0x0058 */ d [%fp-4],%10

/* 0x005c */ ret ! Result =

/* 0x0060 */ restore %g0,%g0,%g0

ESMARAE , RZBAPITRIRABIT AR AN LRTES

foo:
/* 000000 5 */ sethi  %hi(g),%05
/* 0x0004 */ ud [%05+%10(g) ],%04
/* 0x0008 8 */ retl ! Result =
/* 0x000c 5 */ add %04,100,%00
Rt , R ESTIRERE.
Excl. Excl. Excl. Excl. Excl.
Uncoverage Function Instr Block Instr

Count Exec  Covered % Covered %
1. int g;
0 0 0 0 0

2. int foo() {
<Function foo>
3. int x;
4. x=40;

Source loop below has tag L1

Induction variable substitution performed on L1
L1 deleted as dead code

## 0 1 3

5. for (int i=0; i<100; i++)

100 100
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X++;
return x;
(1]} 1 0 0

~N O

© o
-
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#E7 discover A3EHY , 18 & F{RIPNTE (Silicon Secured Memory,
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-a, 16
D -A, 17
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discover ADI , 21 _
1B, 22 ;ﬂg
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discover ’
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EREEKTET, 18 -i adi, 17
SR T RITIE AR |, 18 -i datarace , 17
BEEREEES N\ B RMERBB O AT23ER |, 16 -i memcheck , 17
I FRFE FF 3R &M (Application Data Integrity, X, 18
ADI) , 19 «, 18
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Discover
fFREK, 11
discover IR%
ASCIl , 35
Nt |, 37
EA\, 16
WRPNRAFEASBORS |, 37
HERRERER , 36 , 37
WE , 38
KERAHES | 37

ZHHER , 37
FRIBE , 36
HTML , 30
"Errors" (451%) &EWF , 31
"Memory Leaks" (P7Fittts) 1K , 33
"Warnings" (%45) &M , 33
g sy ECAIER %R | 33
BN, 16
P55 BRI E S RZER | 35
= BRMSFRANZEAR! | 35
=R , 35
WIRHEARIRER , 31, 33, 34
BIRETA R RIRARY |, 35
SIRFTEHARERER , 35
BIRIEARS , 32,33, 34
BoR1wH% | 16
BRMREFR , 16
R , 48
HTEERASE , 49
AR S S , 50
R WA NS S, 49
R, 49
FRIBE, 8%, 48
FREIFRE N FtRE , 16
FREFREENFFARE , 16
R B/ REHEARAEL2 %K , 16
discover ADI
EHINFAECE |, 21
ZRANFRS , 26
discover ADI JE
HIRMFR |, 20
discover API , 38
ERS P ERME , 41
EKETRREFPERME |, 41
BIAFIMRE , 39

E
TS
discover JLA{ER , 12
A discover #E% , 11
{#F discover &l
ENFFEMXMH, 16
FYLEITRATA , 42
=17, 19
{#F uncover M, 1=1T , 55
&+3¢ discover BH{TAM , 13
133 uncover FHITHM , 54

G

s
{5/ discover #&0] , 14
¥E7K discover 2B , 15, 18
A discover 5iEZEF , 14

J

M ) S04
{£F discover §TXRNFEREE |, 17
{E discover §TX%URSF AN |, 17
{#F discover §TXHEFAEMGTE |, 17
%% discover , 13
X% uncover , 54

L
libdiscoverADI JE , 19, 20, 22
libdiscoverADI.so , 19, 20, 22

S
SUNW DISCOVER OPTIONS ¥fEAFE , 30, 42

U

uncover
fEFRESK , 53
4Rl , 56
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Discover , 11
-d, 54
uncover , 53

e, 55 K FRFEFF#E Tt (Application Data Integrity,

H, 95 ADI) , 20

-m, 54

-n, 56

-0, 55

-t , 56

-V, 56

-v, 56
fR#Y , 68

Uncover

1T

-h , 56

uncover ASCIl BSR4 , 63

¥, 56

uncover HTML BEIR4 | 67

w

&7 , 55

ToIERAED

X

discover A{A4ME | 14
B 14

o F RPN TE (Silicon Secured Memory,
SSM) , 20

MEREN MRS uncover BEIRE |, 57
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