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F AR ATES

Oracle Developer Studio fXEEA T8 E—EERKW TR , °[#E) C #1 C++ N FHREFI
KB4TXT Oracle Solaris FF & BE R & NaR{B MM S REIRAE.

FEAFEXTIINEHEE

‘RIS HTEEEE" [11]
“{F RN HTZSER" [12]
“REGAT2F GUI” [13]
“REEAMTERHSITRE" [13]
“TRERED A" [14]

“MRIX 530" [14]

B AR ATHIER IR

RIS 28 AT AS AT AT = Fh 2B A8 -

n  UFEHRAAS IR ER SRR

s HRNEFEERIEERTA discover SKAREFRINZEIRKIARNFEHREEMEE

s BARBEETER uncover SRR EEMNIBE SR

[ T 12T R AT D ITET RIS |, LD T e R 58 SRR T SIS EIA)
DAL E S O , IR UK IS FAFEFr-h H b 8 yhe A0S RGN T B Joik
AMMF L EEENR,

AREL ST 280 P ¥ERAE SLAREF B ORI |, B8 X a8 fE ] REA TERR Efbla)dl, —
MO BB E S ¥E 2N HbEE | Fian , B ooxLeE) 8 e —AN 8 Ao il mskb i
R — R ¥ R — 3t k.

FSAEE

BN E ] 7R A AR B I WRFEFnR. C M C++ JiFasid
-xprevise=yes WA AL ERAIEHIAEIRR D ITIELR K AT TR FF B BRI TR
YRIZMRDERIA.
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ERABBAHTRINZK

7 - A DAIESE(E A -xanalyze=code BRI EEHSHBGHR | (BILEMEFILER. 2
W{F A -xprevise=yes 1%EM,

FARPEHSHERBIBREE | 152 N WEHSHEREIE" [17].
BRABAITRAATEFSARERNIIER | B I TSR [35].

HMENFVIERE

BE  HRIRRIREF SNFEARNER. EETREFZIMER discover SFEFHIT
KBS , discover £TERFHITHIRSNSHIRIFHRENFARGER. F20 , 2REN
BFAE T — MR EREEYIIAN , Rl NP I ENMLEPITISEIRIE |
NZFEF A e B IREEITH. 0FR(ER Discover SFEFBHTHRIM , A FIB1TIHAR
FF , discover ¥HHIT X R,

BREEHNERNFIREREIERESR , B2 L WESNTAFTREE" [18].
BRABEDITRATRERNFRREBRSIE | FS N SHERFRER [40].

KB ERE

ARIBE & TR A RAEMK P RATRIAR P TR RREEOHNEE. . WA A S
AEAUIRAE L R, RN AL A uncover WA IBIERMHE T2 Fr LR
%ﬂé%%ﬁ , ARFEAR I s AR KR fF BRI Y AFEFF B R TN E R A S

BRWERDBERIURNEE , 52 N WERRDE R IR [19].

{5 FARL AT 2RI ZSK

RG2S ATANRE SRR, ShERNFVIREREEE , LR AEF Oracle
Developer Studio 12.3, 12.4 8% 12.5 {] C 8 C++ 4miF a3 4miF ) — 3t £ RS
SR,

RIGNMTZIEET SPARC B x86 AL _LizfT , (BESKEIRERGZE /A Oracle

Solaris 10 10/08, Oracle Solaris 11, Oracle Enterprise Linux 5.x B¢ Oracle Enterprise
Linux 6.x,
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AEAHTER GUI

L8 GUI

{fFAYm¥2s. Discover gk Uncover WWERHEZ f , BT &L code-analyzer £54 , ATA
JEERE TS GUI SkREBIRFFArIa)El,

T ENEE , RS Es BoREEEA . ZINXIEBAES AR 124 AR
FHR SR BRAR RIS TR L.

EARRDHTR AT ABITRAT#84E

» BURAIEKESHMES. TSR , FMESBEERRE. WTaEAE
%ﬁ%lﬂ% HAEERE AR, REIETH | EBIE D ECHERSFI A L/
FIFF R BRI B IES .

R IRAZ B (R R 0 A 3h 3 SREX IR AURLAT

ERRBAERE PR TR ERE .

SRR =B

BB BRI s R B PR .

BIReRES A FREL

BIRRTEANRBEANELEE  BEARRFIA TR AR,

ROMEEY . [RIRER MRS IS B RAE) .

e B BB RIRBH KA FRERENIAB,

BXREA GUI KIEAEE , ES W GUI FREXILEBIAK (Oracle Developer Studio
12.5 : RESAMTERHEAL) .

RN ATRan S THRE

RSN SITRMEIRA codean FAFRSRBEMEE. Discover 1 Uncover , 2HX

DT EERSGN , FERAEIHN HTML 38Xt . Bt 7 —F & , aTRA

BEIREMIEN RIS | SRR S R HEEHITILE. codean AT

BPUTRATHAE -

IR AP ARG FE S BEHASCAT HTML #8350, codean 33X AR (R7EZ
type.html 34, EF type AJPARE static, dynamic % coverage,

= 3T .analyze/type/latest #RE , AITE G RN IR FiaEE(EE
TFBFE .analyze/history//type X+ , K type AJPAE static, dynamic 3%
coverage,

s ERIEAIREFNERFRBSHEBEN @ , FHEESARRERIREH TR,

n FETFEUREREIEZEY | dynamic, static. coverage B all,

n BIREERE.
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B RIRI A R
BRI —ERERT.
REFRILHIRE.

A A HEINC & RNRIEREFRE.
EREPNEHREERE B E R,
TEERTRERENER.

TR BRI R E S IEEL,

BAXREZEE , ESN codean(l) FHRA.

ILFERE DK
ATIAARE IV HTIRMERG LIE TR TSR B TR RN K |, FIETFERS S
_{# A Oracle Developer Studio ZmiF¥z5 TR, MRAELEIFETA R T IZFEEmSD
&, 3% "Export User Settings From Default Directory" (AREBRSHAAEE)
W, MRS BER D RS ZRAATFEEMN, , FF7iR) Oracle Developer
Studio REFRTRES., BREABEI TIHERL TR EPRS.
BRI ARG LR ITER | VESI TN TSI TICH -

./codeanalyzer/bin/codeanalyzer.exe

BRIMTLETREEMNAHEE , 155N, (Oracle Developer Studio 12.5 : &3&+E
) .

BRIEREENRNEE , FS AABAE GUI KB BA.

HRIE J530

PATRBIE RG] C B BIR TWER XARBKEEMBNLR | EMAERARRDS
HERERLER.

vV RE 5B

1 gnFefr MRS IUR.

% €C -xprevise=yes *.c

3 - PART , OTRMEF -xanalyze=code &Mt T4mE. HLIEHXT Oracle Developer
Studiol2.5 AFHY , BEFILMEM.
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R EENMEREF.

% cc =g *.c

{#F discover KINFER | %@1‘?*¥F?ML&$@§W@iﬁﬂ§ﬁE °
% cp a.out a.out.save

% discover -a a.out
% a.out

{£ M8 uncover KIMFEF AN ERILE ZHIE.

% a.out

% cp a.out.save a.out
% a.out

% uncover a.out

E%ﬁ;ﬁEZE , ATRAEIRIEIT GUI BX codean dy4-4T L AVIAAALSI AT 285K B/RATH
B

»  EEQ GUIIRIRBANE , EEANTHS

% code-analyzer a.out

n  RETHSTLAVIRIREOES  EEANTHS

% codean a.out
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W S E RN B RS TR

P& MR RBE D AT 2R 3H T A AT ISR F A AR IR B S BT 7E B SR/ binary-
name.analyze B3R®, binary-name.analyze B3R EH4RIZ2S discover X uncover 4
JEAEN

FEAFEXRTIERNEER
USRS R IR [17]
USSR IREIE" [18]
USRI E = ¥R [19]
“ERABSHTES GUI” [20]

W R B SRR TR

FhEE C B C++ FEFIERSESREEE |, iE1E Oracle Developer Studio 12.3, Oracle
Developer Studio 12.4 2 Oracle Developer Studio 12.5 C g% C++ JgiFzs+{F A

-xprevise=yes WHIRIMFAFEF. PABI{ER -xanalyze=code &I , {BILEIMEF
1H{EFR , BN -xprevise=yes WM, 1ESCHTH Oracle Developer Studio &1THR

|, -xprevise=yes WEIESMIF s P AT ., [FRMERE |, WiFzsoBaiRIGEESE R
FHRHAES )\ binary-name.analyze %K static FHRH,

WR(EA -xprevise=yes WIMIRIFFLF , REEBIMK LRI EEZIAER |, IBAKKES
BEIERHELSIRP IS -xanalyze=code 1M,

1E Linux b , AJIFERE -xannotate WEHIA -xprevise=yes A BEMEEF S REIE. B

1

% cC -xprevise=yes -xannotate -g t.c

BEE , ERFFAAEERNEIRIEF R B SR,

n B RR BTN TR ] FRNEEE. Fa0 , BiRA AT , miFS ALK
ABW (¥RERT) #% , AT TERIUNEN SRS ix B AT [0,9]
SEEZ A
void f(int fd, int array[10])

{

% 2 & WERBUEN B RS ATES 17



WSS ERNFTIREIRE

int ix;
read(fd, &ix, sizeof(ix));
array[ix] = 0;
}
» BRI, WATREARKIRER. MFHFNREX LR,
o FEBOARATRRY , JRiFESARINELE S iR,

WESSHEREUEZ A , USSR AHTERN GUI i@ S1TLE (codean) SKAHTME
YR REEFRRER , IUEA USSR E RIS AL = 3R

WE BT RTFAREIE

18

Wtk C 8k C++ FEFENENEFTIREBIENE RAE LT LI : £ discover il
RIS, ARIEE TR B RIS

T8 aiscover KIMFEFUBEIIRLATAMBEM , MAC A Oracle Developer
Studio {7 12.3, 12.4 5 12.5 K C 3k C++ FBXAFHATT HE. (2 o Pt

RFTERBAEE AT TR S AR A S 000

5818,

MRERFHTRUAIEL TIRIFFERF |, discover BERARBEINR AR TENNGFHR
K, NRGRFRTHN , BRINAZIELRNERR.

A Discover REBHINEABER N BEF E 2R — H#HBISHFHIEE , WS I (Oracle
Developer Studio 12.5 : Discover #ll Uncover fi FfEme) TRAd “STa — 353
4"#1 (Oracle Developer Studio 12.5 : Discover #1 Uncover F§ F~36r/8) = “{F B
NV ZFHHISCHEERFRA,

i - A A AR — ISR EIBS BT discover # uncover, 1B , A TEAREERNER
IS A 35S, INRIEFTEAER uncover WEBEFUE | E1EMER discover FHITHE
M2 B SR T — SISO I RIAS DUBE o B B IR, 5020 -

% cp a.out a.out.save

AT A — BB BER SNSRI RIERE -

{# F Discover 3454 -a AN — 3H6IS0 4 -

% discover -a binary_name

¥ - #£ Oracle Developer Studio hg4x 12.3, 12.4 8% 12.5 4 , PMR{EFR discover iR
&, -a WHRIEFRIM discover RAHFARATH,
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Y B ARRDER o B

IET TR B 35304
MERNEFARIBEEEE S N binary_name .analyze BHRH dynamic FHRXH,

7 - RIS discover R ZFHHISCAES AT DATE E AE A IE , 2 W, (Oracle
Developer Studio 12.5 : Discover 1 Uncover FA F¥5r8) ) “K iM% s, discover
FMRI.

(A1) B REAHTERE GUI s S1T LA (codean) AN B /REUE , AR ART
ﬂiﬁgﬁﬂ‘lﬁﬁﬁﬁﬁﬁ%ﬁﬁo BE , AT RAME ARSI — 2B SRSk & AR
AR,

W S AL m 2

v

Tzl

WEHF X C 5k C++ BFNABE SRR RN =% .
1. {£F uncover il — 3.

2. 1IETRONI A IS

3. FIKIE1T uncover DA B EIRE MR AT ER.

AT RAERIN — IS R % OB TR M I — B | 3 RFRE RIETTATRERE 2R
&, RRERBERRE.

AT A — RS AW SR AR mm 2R

ZAEMA uncover KINFEFLANEEIRAARRDAEHER , WA ER Oracle Developer
Studio iRA 12.3, 12.4 8 12.5 ] C &k C++ J@iFas A2 FFRt(T 7 YmiF. /A -9 Werust
ITRFNAERRRER , AMERRI TR UERRRBREAEREE.

E - INRAEGEFEFFLURER discover BHTRIVEHRTE T S HIXHRIA , ALK AR
KE L NFIE B3 E , MHERER uncover BHATHINBE. #i40 :

cp a.out.save a.out

{EA Uncover &l — 3|30 -

% uncover binary-name

B TR B — 3 — IR k.
RILE SEIEE WS A binary-name .uc B3%.
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AR GUI

3. #5&{E M Uncover 5 -a EMET B2FNEUEAE AR E SRS

% uncover -a binary-name.uc

BERE¥W S A binary-name .analyze B3%H coverage FHRT,

- 1£ Oracle Developer Studio i 12.3, 12.4 8% 12.5 5 , WA4R{E B uncover fR
A, -a TR uncover RAFARATA,

E RS GUI

AT ME RN ITES GUI RZOT=FZERIRNEIRE. Ef53h GUI, RN code-
analyzer a4 AR AE AT TR AR EHER 1B SRR E

% code-analyzer binary-name

PR TR ES A28 GUI 38R binary-name . analyze HRHHIEIE , 20 FEIFT/R.

File “iew Tools Window Help

Issues Sources k=l i 1 previse sllc x| B samplelc x| f]samplezc x| Results x

Issues: @ Core () All
? @Analysls Showing 15 Issues Show: ww Ignored New leed
O Dynarmic (31 @ UMR Uninitialized Memory Read: at address 40628 (4 bytes) on the heap —
[ Coverage (12] u sdemol/ Studios 1 odeAnalyzer/s lefsamplel.c
¢ & Severity 7: #include =stdlib.h=
[] @ ERROR (3 9: void add @ 1_put_in 2{(int *p) T
[ s WARNING [12) 04
¢ ¥ Bug type E . pl21 = plol + pl1]; L |
[] UMR. {Uninitialized Memory Read) (3}
[]Uncovered Function [12] 0 UMR Unlnltlallzed Memory Read: at address ffbffo38 (4 bytes) on the stack
¢ B Binaries fdemol/Studios I deAnalyzer/ I le3.c
[]a.cut(15) a: :tlnclude <stdlib.h>
¢ @ Files 18: int uninitialized_local_l{int *p}
1] previse_all.c (9] i
o 1155 return *p;
[] 8] samplez.c (3) 13: 1
18 samplez.c (2)
[] &) samplel.c (1) © UMR Uninitialized Memory Read: at address ffbffo38 (4 bytes) on the stack
- d 1/Studios 1 deAnalyzer/ 1 le3.c
13: ¥
15: int uninitialized_local_2{int *p}
16: {
17: return *p;
18: 3
4 Uncovered Function: Potential Coverage 12.1%
= test_for_memoryleak
ydemol/Studios les/CodeAnalyzer;: lesprevise_all.c
3r: memory leak error i
38: gdefine N 20
48: void test_for_memoryleak({void)
a1: {
42: int *ptra, sum = 8;
4. Uncovered Function: Potential Coverage 9.7% =

= @ Motifications | Running Analyses | ] @] | IMs
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AN HS1T LA (codean)

EITREIBAHTES GUI B, ATRUEE ¥ "Open” (1T3F) ->"File" () FSMEIFH—
A ZIHBIS AR YN B AR RS SR B

GUI FREXAES NN A T a(E BT ATIRERT IR B RER, BREEiERIE L B

NEFRESFERBIMES{SE. (Oracle Developer Studio 12.5 : {REGAAT2HFE) BIT
fER—MEBIFE R s S TR T BRI E M AT TR,

E AR50 S1T LA (codean)

M A] AE BRI #2365 1T LR codean NHTIRZ =FTIKEIE. E/53) codean
BN codean 54, {RAEBAK AJ AT B KRR,

codean options executable-path|directory

codean T AEF F BRIAHIL , ATAETHATX AR ETH . type. himl XA
REEER, ATNAGHSER,

codean 15%EI

AT & NAER AT codean FANEEI.
BEERI VIR

PAF BT E B S BURZEEY,

-s AT B IRER S HE.

-d QIR B IRENSEAE.

-c IR B R EBUE.

AR eI , AT ARTEE RN, ANRAFEE LI , WiEkE P40 AT
BOJREHNIETR , BRBURT .analyze/type/latest R BIFELE ; HF type TR

static, dynamic EZ coverage,
Livd7 il

AT E B & 48R A A .
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AR ST LE (codean)

22

--fullpath BIRHRITTEIRIZE IR,

- source-file R BIRIE IR IR

-n number BRI THAIRED,

-V Bt R AE IR E MAPATIEMHE—DALIE,

T

BUFORBI (i RRRA AR B IF A  SAR BT IR AL R 1
e

FARUR AR AR A T2 —

s  =AFRRERABSE AN FRRNEZEENRD, FXREEMERMNEESIR | 1§50
XA, RS20 ITHRANR.

® MK 3% mlk , FRNNFEMR.

®ALL BR all , RONFTBZETER.

IRKIEE FRNES |, NEREENR all,

HSEAaLE

--showerrors 'fy\iﬂ—T %@m%&
error-type

--showwarnings B IRTE B T4,
warning-type

--hideerrors TETT ‘f_&\ ”E‘]’%‘”a
error-type

--hidewarnings RENEEEELIWNES.

warning-type

PERE R

AT AE S A R A BUREARNE . codean 1R ELLT =FpAR
% false _positive, verified, wont be fixed, A X{FHAXLIRERBIEMHKEL (S
B FE ARSI AR [25].
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AN HS1T LA (codean)

--showhash hash

--showlabel
[verified |
false positive |
wont_be fixed]

--hidelabel
[verified |
false positive |
wont_be fixed]

--findhash hash
[:hash2 ...]

RIFLEFRGET

BREEANRE KKK TR S,
B RABTEEARERIRIEL.

feR A BT EPREERIALEL,

gg%ﬁ?‘ﬁﬁ%&ﬂ?ﬁ% hash KEXMRIE. FJAFIE Z N5 7
TR,

ALK SRR REEXT | MERBREAMCEFRNEE BRF.

--save

--tag tag-name

-t

-D directory

PEAREE RAGET

RFRILMRE .

5 --save BiL&{EANK , FMRCEFR tag-name AREFHNEIAG S,
MREANERERIEREBHERKIFCEHFR , U codean A& HEETH
B, REREMAEEN M. RKIEEHICEFR , U codean ¥46
%E;ﬁhﬁi#Eﬁ%i&?&%ﬂﬁ%iﬂ%ﬂ&ﬁﬂ‘l‘ﬂ , FHE KBS BIBAE AR
CAR.

= ABFMEERCZ R ERFIRE.
BRERFZEIER directory.

T8I AT 86T A] LUK £ 3R 5 DARTAE AR B 21 TPLAR,

--whatisnew

--whatisfixed

--tag tag-name

NBRFA, HERABES --whatisfixed —FE{EF.
NEREMBEMNEE, HIERAEES --whatisnew —#S{F .
5 -_whatisnew BY, --whatisfixed BC&{F AN , B{FBIMCLFRA

tag-name FOTRE 7 52 BIASHTA BIRE I TILE. RAIEE
MCERR , W HRE RS SRILRFNRIAITHE.

% 2 & WERBUEN B RS ATES 23



AR ST LE (codean)

--ref file|directory WSR-S --whatisnew B --whatisfixed BL&{ER , FEWRER—
124, RIS E ESHREHTHURNSUFE B R .

MR TR

AT AER codean M --union EHAMNELZ MNMNRAIRYE , BTER. REWNAEHFIZIT
discover [EAERMLER , R B REANMFRERKEMBENRE. FXELZEE , ES
WAEMAEMHFER codean” [28],

--union IREZANERE. 45 --save, --whatisnew F - -whatisfixed

—iCtEER , EXRAE. iﬁ%ﬁlﬂﬁ#ﬁ%u&ﬁ?ﬁ/ﬁfﬁﬁw%ﬂﬂa
iR RERER, EZMREP R INHNE — R {E BB R —
K.

codean T {EJji7~fl

AR E AR B RIRKRA.

Bl 1 TAEHRBI

1. EBEZRmEERR.

% cc -g *.c

2. {# 3 Discover &l Z3t 5S04 , FFAARIELA AL Analytics it
% discover -a a.out

3. BITHIM ) 3 S

4. {FF8 codean 7£fi Analytics i, Y 1E a.out.analyze/history/before bugfix 4
B—AIE R , BEELE TP E—N 28 dynamic B IH.

% codean --save --tag before_bugfix -d a.out
5. BRI,
6. HIXYmiEERRARS,

% CC -g *.cC

7. BIX{FEA discover ¥ Z3HHISCH.

% discover -a a.out
8. 1EATRINII B T3 HISC .

% a.out
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AT A (R E AR

9. BIRIEBEER | MR RTSBNTENF IR EHER.

% codean --whatisfixed --tag before_bugfix -d a.out

XA B — N FTR Analytics i X E (2T a.out.analyze/dynamic/
fixed_before_bugfix , HF{RBEEMBEMNENTRE. FTUAER codean B EEAHT
73 GUI kBB XL B E M)A,

10. (A[iE) JE1T codean ARSI NMEAH4E 1.

% codean --whatisnew --tag before_bugfix -d a.out

A4 B — N HTH Analytics X4 (2 F a.out.analyze/dynamic/
new_before_bugfix) , HA{NEE KNSRI,

Ae] R E R
TR AR MR R B R TH,

BRI A [A) LR B AREE
{EF --showhash EH B /RS[0S KEHEF .
HEENHLRERENIREEELHSSIF RS,

AT BHISAERIE labels FB R,
Ban , ANRER ZFHEISCHEEA a.out , FAIEE a.out.analyze/labels,

EUATEATHFBRANERESHRERIREA (hash, label) XF,

B 3.out.analyze/labels/static_report labels
B 3.out.analyze/labels/dynamic_report labels
B 3.out.analyze/labels/coverage report labels

FPEFENANBEHE. DENEERETHIR-., FAREXHR%RIA hash-

name:label-name:comment,

TERE—MREHRB

$ cat codean.analyze/labels/dynamic_report_labels
54f3a6f0160dceb58156be03d07090a2: false positive:bug 12345678 has been filed
3b7ee9d573847e2dbf80652b7a89026e: false positive
6c575302146d147f5f1d2d2e6el710a5: false positive

{£F3 codean A3 a.out FIRERS , AIRFEA A BELELEARE |, BRAE N THRELFRE
ERMIIN{EE BRIE XS R,
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AT {55 PR B IR BB R )

VA AR B IR B SR R) L

1. EBREAE@ , E{FER --showlabel £,
Fian , R RAEFENRIR ¢

% codean --showlabel false_positive a.out

2. EREFEAREE , E{ER --hidelabel %1,
B0 , IR EFEFARZE A wont_be_fixed F[RJR :

% codean --hidelabel wont_be_fixed a.out

V  IAEIRETERD)

1. ETHEREXHTRSERSIR ST , E#R --findhash hash-string 4540 codean {X
BREZESARILACH A,

2. EBEHRZANES , ESIL hash-strings (TS () fBIF) . B0 :

% codean --findhash 54f3a6f0160dceb58156be03d07090a2:3b7ee9d573847e2dhbf80652h7a89026e a.
out

Bl 2 (ERHMARE
TEE—MERHEMARERIRS -

$ cat t.c
#include <stdlib.h>

int main()

{

int *p = (int *)malloc(sizeof(int));
int i = *p;

free(p);

return i;

}

$ cc -g t.c
$ discover -a -0 a.out.disc a.out
$ ./a.out.disc

$ codean -d --showhash a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

hash: 79b6elb242a057deec8762328b6860e6

main() + Oxac <t.c : 6>

3: int main()

4: {

5: int *p = (int *)malloc(sizeof(int));

26 Oracle Developer Studio 12.5 : {XE39 #7285 FH 65 « 2016 £ 6 A



AT ETRASE BF

6:=> int i = *p;

7: free(p);

_start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int 1 = *p;

_start() + 0x108

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (0 total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ cat a.out.analyze/labels/dynamic_report_labels
79b6e1b242a057deec8762328b6860e6:verified:I have verified that this is a bug.

$ codean -d a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

label: verified "I have verified that this is a bug."

main() + Oxac <t.c : 6>

3: int main()

4: {

5: int *p = (int *)malloc(sizeof(int));

6:=> int i = *p;

7: free(p);

~start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int i = *p;

~start() + 0x108

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (@ total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ codean -d --showlabel verified a.out

DYNAMIC report of a.out:

ERROR 1 (UMR): accessing uninitialized data in "*p" at address 0x1001208e@ (4 bytes) on the
heap:

label: verified "I have verified that this is a bug."

main() + Oxac <t.c : 6>

3: int main()

4: {
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5: int *p = (int *)malloc(sizeof(int));

6:=> int i = *p;

7: free(p);

_start() + 0x108

was allocated at (4 bytes):

main() + 0x20 <t.c : 5>

1: #include <stdlib.h>

3: int main()

4: {

5:=> int *p = (int *)malloc(sizeof(int));

6: int i = *p;

_start() + 0x108

DISCOVER SUMMARY for a.out: 1 non-leak issues, @ leak issues
unique errors : 1 (1 total)

unique warnings : @ (@ total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

$ codean -d --hidelabel verified a.out
DYNAMIC report of a.out:
DISCOVER SUMMARY for a.out: @ issues found (1 issues suppressed)

ENHAEHPFER codean

BEAT UK --union 1 codean £ & F FARAIEZ N NEAIRE. ETRAKER. REULE
HHRIEST discover [EERMMGER , A BRENKF DB HREBERNR@E, LTFREIE
JR T 2N{A{E A discover #0 codean --union,

ENEEGHER discover HER ZHHHI3 4
{$ M discover &l a.out,

%3 Analytics #ittl : discover -a a.out,
XH%7ER% a.out.analyze/dynamic/ FRIFTEIA SRS .

TEMAE G _ S 1TH NS A — 36304
BRABAT , SKETHERSSREE— N BIMKHEF | latest IREBRILERN
TSR, 140 , 11T a.out 5 X J5 , a.out.analyze/dynamic/ BRI FFIR :

$ 1s -1 a.out.analyze/dynamic/
total 11
Trwxrwxrwx 1 demoUser demo 18 May 1 15:14 latest -> ./latest.AAAvCaWri
-rwxrwxrwx 1 demoUser demo 588 Apr 30 10:05 latest.AAACRaOId
-rwxrwxrwx 1 demoUser demo 587 Apr 15 15:03 latest.AAAQcayId
-rwxrwxrwx 1 demoUser demo 587 Apr 30 10:05 latest.AAAe5aWId

1 demoUser demo 587 Apr 15 15:03 latest.AAAlCaGId

1

demoUser demo 587 May 1 15:14 latest.AAAvCaWri

- FTWXTrwXrwx
- FTWXTrwXrwx
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{8 discover BERIFRE T , TTRMER codean 408 a.out.analyze/dynamic/ FHIFTHE
NERE.

BRUAE RS
BRI -

% codean --union -d a.out

codean A SIRFRAFALIE a.out.analyze/dynamic FHIFTEBMANTRE. BER

HERAHE (B, REAEM Analytics #ithi 3 HTML #itti , SARME codean 15474
E) . STFRE—REE , NMEESUAERMFRE | A SREE RN B RES — IR
B, SR ABREMFIER | codean (VB RARMEE , 2N TR ¢

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

discover (S ENAEBMREMNGEL BR—K , ULEEBMNUAESHNRBITE. AR
BIEFEEE codean Hii 2N AR -

$ codean --union -d a.out
Displaying dynamic report of a.out.analyze/dynamic/latest.AAACRaOId:

ERROR 1 (UMR): accessing uninitialized data in "*i" at address 0x8090010 (4 bytes) on the heap
at:

main() + 0xel <hello.c : 10>

5: {

6: int *i = malloc(sizeof(int));
8: int j = 0;

10:=> j = *i;

12: return 0;

_start() + 0x71

was allocated at (4 bytes):

main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));
8: int j = 0;

_start() + 0x71

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAQcayId:

LEAK 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;
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_start() + 0x71
ERROR 1: repeated 1 time

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAe5aWId:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAlCaGId:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAvCaWri:

LEAK 1: repeated, 1 blocks, 4 bytes
ERROR 1: repeated 1 time

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (5 total)

unique warnings : @ (@ total)

unique leaks : 1 (4 blocks, 16 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

BEE , ettt R et B IE A R BTARE., X FHrAE codean 1217 , it

MMM E IS ST REM M R ST 2 BURT Analytics IREFREEEE. B2, ST
“MKEMcodean 1517 , MFM BT ENSIREF AMEMME , BABCEERHNHR
Eh AN AEMEER | T XEREFHREEEEANT. ES A TUAE

14" codean FIFRAE codean FREF LEAK 1 B RAR :

$ codean --union -d a.out

Displaying dynamic report of a.out.analyze/dynamic/latest.AAACRaOId:

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAQcayld:

LEAK 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;

_start() + 0x71

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAe5aWId:

LEAK 1: repeated, 1 blocks, 4 bytes

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAlCaGId:
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LEAK 1: repeated, 1 blocks, 4 bytes

Displaying dynamic report of a.out.analyze/dynamic/latest.AAAvCaWri:

LEAK 1: repeated, 1 blocks, 4 bytes

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (5 total)

unique warnings : @ (@ total)

unique leaks : 1 (4 blocks, 16 bytes)

unique possible leaks : @ (@ blocks, @ bytes)

tests$ codean -d a.out
DYNAMIC report of a.out:

LEAK (Possible leak) 1: 1 allocation with total size of 4 bytes
main() + 0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {

6:=> int *i = malloc(sizeof(int));

8: int j = 0;

_start() + 0x71

DISCOVER SUMMARY for a.out: 1 non-leak issues, 1 leak issues
unique errors : 1 (1 total)

unique warnings : @ (0 total)

unique leaks : @ (@ blocks, 0 bytes)

unique possible leaks : 1 (1 blocks, 4 bytes)

REFEMAEFRHRE
AP E R -

% codean --save --union -d --tag runl a.out

a.out.analyze/dynamic/ TGN ShEIREEHRIFAE AIRRAFF .

$ 1s -1 a.out.analyze/history/runl/

total 15

lrwxrwxrwx 1 demoUser demo 26 Sep 30 11:09 dynamic -> ./dynamic.latest.AAACRaOId
-rw-r--r-- 1 demoUser demo 674 Sep 30 11:09 dynamic.latest.AAACRaOId

-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAQcayId

-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAe5aWId

-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAlCaGId

-rw-r--r-- 1 demoUser demo 847 Sep 30 11:09 dynamic.latest.AAAvCaWri

PR E AR S
PR R -
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% codean --whatisnew --union -d --tag runl a.out
% codean --whatisfixed --union -d --tag runl a.out

codean f&¥G ¥ HI{u T a.out.analyze/dynamic/ FRIFTEESIRENFHRBPARL a.out.
analyze/history/runl/ FHIFTE CREINRENEBEREASFIERAA—H, THEHRE
=SVt e

7 - XA REMEIE R AN E M R I AL IR T S BRI E IR [29]F Brid ik
AR,

$ codean --whatisnew --union -d --tag runl a.out

DYNAMIC report of a.out showing new issues:

New issues in a.out.analyze/dynamic/latest.AAARTaOxS:

ERROR 1 (ABR): reading memory beyond array bounds at address Oxfeffdef8 (4 bytes) on the stack
at:

main() + 0x68 <hello.c : 11>

6: // int *i = malloc(sizeof(int));

7: int i[30];

9: int j = 0;

11:=> j = i[35];

13: return 0;

_start() + 0x71

New issues in a.out.analyze/dynamic/latest.AAATDaGxS:

ERROR 1 is a new, but repeated error. It was first seen as ERROR 1 in latest.AAARTaOxS.
New issues in a.out.analyze/dynamic/latest.AAArcadwsS:

ERROR 1 is a new, but repeated error. It was first seen as ERROR 1 in latest.AAARTaOxS.

DISCOVER SUMMARY for a.out: 1 new non-leak issues, @ new leak issues
new unique errors : 1 (3 total)

new unique warnings : @ (@ total)

new unique leaks : @ (@ blocks, 0@ bytes)

new unique possible leaks : @ (0 blocks, @ bytes)

tests$ codean --whatisfixed --union -d --tag runl a.out

DYNAMIC report of a.out showing fixed issues:

Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAACRa0Id:

ERROR 1 (UMR): accessing uninitialized data in "*i" at address 0x8090010 (4 bytes) on the heap
at:

(Warning: Source files have changed. Source code shown below may not be accurate.)

main() + Oxel <hello.c : 10>

6: // int *i = malloc(sizeof(int));

7: int i[30];
9: int j = 0;
11: j = i[35];

_start() + 0x71

was allocated at (4 bytes):
main() + 0x5e <hello.c : 6>
2: #include <stdio.h>

4: int main()

5: {
6:=> // int *i = malloc(sizeof(int));
7: int i[30];

_start() + 0x71
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Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAQcaylId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1: 1 allocation with total size of 4 bytes

(Warning: Source files have changed. Source code shown below may not be accurate.)
main() + @0x5e <hello.c : 6>

2: #include <stdio.h>

4: int main()

5: {
6:=> // int *i = malloc(sizeof(int));
7: int i[30];

_start() + 0x71

Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAe5aWId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.
Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAlCaGId:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.
Fixed issues in a.out.analyze/history/runl/dynamic.latest.AAAvCaWri:

ERROR 1 is a fixed, but repeated error. It was first seen as ERROR 1 in dynamic.latest.
AAACRaOId.

LEAK 1 is a fixed, but repeated leak. It was first seen as LEAK 1 in dynamic.latest.AAAQcayId.

DISCOVER SUMMARY for a.out: 1 fixed non-leak issues, 1 fixed leak issues
fixed unique errors : 1 (5 total)

fixed unique warnings : @ (0 total)

fixed unique leaks : 1 (4 blocks, 16 bytes)

fixed unique possible leaks : @ (@ blocks, @ bytes)
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X % A

DT I ATHIFE =

YRiE2%. discover M uncover AJIEEMNRIEH EHFH SR EE, shERNFEVIR RN
BREERB, AMENEBT XL T BAMFRAREIAT ST E R MR,
“REGE = [AIE" [35]

e SAL[RE” [35]

“FNSAFFAREER" [40]

“HNSRTFREE” [46]

AL (e

RIBEERE LR B R EE. EERF , RAUMNARREE ABALMNEHh
"Uncovered Function” (KXEZHRE) , FEHHEEEESANL , WEQLETEE
IRINTE 2 AR BRI BRI N R R E P N E = AL,

ARERREA : R TTIARIT MRS , REEARETIC T MERSEAEEZIARED,

AR ARG R)

AT ERA T RENHER

ABR : ¥H#RE

ABW : $UAHRE

DFM : SERHNTE

ECV : B &SR HITHL
FMR : SHUB AN

FMW : EABRKINTF

INF : FTCRR =B

MLK : N7Fitt

MFR : fR/DER R B
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FSARDIER

. MRC : #/> malloc R[EEHXE

= NFR : R[ERYIAHAERER

= NUL : NULL $84tfiglka| A, tiRfEStRE

= RFM : RERKRHNTE

= UMR :IZECRVIIALHINTE. RYARINFREAIRE
= URV : XfFRAKRENE

= VES: #BECER AT EEH

RTNMA A RENFR R A AR R A SR ARL R,

HBARIE (ABR)

ATREMIRE : ERZEGE b B AR R mTE.

T~
int a[5];

printf("a[5] = %d\n",a[5]); // Reading memory beyond array bounds

PABARE (ABW)

ARENRE : HEE RS BRI R NTE.

R~
int a [5];

a[5] = 5; // Writing to memory beyond array bounds

WEREATF (DFM)

AJREMNERR : 2 XERR—FESHER free() () . 7E C++ 5, Z)RXEI—FE4T{E
delete #RERT.

Bl :

int *p = (int*) malloc(sizeof(int));

free(p);

. // p was not signed a new value between the free statements
free(p); // Double freeing memory
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IZRRIIHINT (FMR)

N

int *p = (int*) malloc(sizeof(int));
free(p);

// Nothing assigned to p in between
int j = *p; // Reading from freed memory

SAREHAEF (FMW)

B
int *p = (int*) malloc(sizeof(int));
free(p);

. // Nothing assigned to p in between
*p = 1; // Writing to freed memory

TeBRZ=1EH (INF)

NI
int x=0;
int i=0;
while (i200) {
x++; } // Infinite loop

Nt
TRERE : SET I , (B RIEBH A L BN BRI,

R~

int foo()

{

int *p = (int*) malloc(sizeof(int));

if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}

} // The 2nd malloc leaked here

ERARBUIR [E{E (MFR)

ATRERIRE : IARELRIRIR H A ERIR [EIME.
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R~

#include <stdio.h>
int foo (int a, int b)

{
if (a)
{
return b;

}
} // If foo returns here, the return is uninitialized
int main ( )
{

printf("%d\n", foo(0,30));
}

fr/L> malloc IR [E|{E#ZE (MRC)

HTRERIIREA : 11lR) C HF malloc 2K C++ FENEHAFHIIR EHERRMIT null BE,
Bl :

#include <stdlib.h>

int main()

{
int *p3 = (int*) malloc(sizeof(int)); // Missing null-pointer check after malloc.
*p3 = 0;

}

HREE R E RS - Null F84HiRRRSI A (NUL)

22\‘22[’? D IIRIATRECA) null BFEST , SRAETEST AR null BB IL TR nutt HHTTT
RNINVE,

R~

#include <stdio.h>
#include <stdlib.h>
int gp, ctl;
int main()
{
int *p = gp;
if (ctl)
p=20;
printf ("%sc\n", *p); // May be null pointer dereference
if (!p)
*p = 0; // Surely null pointer dereference

int *p2 = gp;

38 Oracle Developer Studio 12.5 : {XE39 #7285 FH 65 « 2016 £ 6 A



B RDIE)R

*p2 = @; // Access before checking against NULL.
assert (p2!'=0);

int *p3 = gp;
if (p3) {
printf ("p3 is not zero.\n");
}
*p3 = 0; // Access is not protected by previous check against NULL.
}

R [EIRHHRIRNTF (RFM)

B

#include <stdlib.h>
int *foo ()
{
int *p = (int*) malloc(sizeof(int));
free(p);
return p; // Return freed memory is dangerous
}
int main()
{
int *p = foo();
*p = 0;
}

RV UHNE (UMR)

ATRERIIRE : AR RAA W) R EIR TR

Bl :

#include <stdio.h>
#include <stdlib.h>
struct ttt {
int a: 1;
int b: 1;
b

int main()

{
int *p = (int*) malloc(sizeof(int));
printf("*p = %d\n",*p); // Accessing uninitialized data

struct ttt t;
extern void foo (struct ttt *);
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foo (&t); // Access uninitialized bitfield data "t.b"
}

FKEAMIREHE (URV)

ATRERIIRE - AR RAA ) ARSI
B

int foo();
int main()
{

foo(); // Return value is not used.

}

BHTTEREHEERER (VES)

ATREAIRE : 1SEER ) R AA A R BB SR SRR .
R~

int main()
{
int *p = (int *)0;
void bar (int *);
{
int a[10];
p=a;
} // local variable 'a' leaked out
bar(p);
}

d]:umﬁ'lﬁlﬁ.l

HNERNFNRREETRL T EIRER

ABR : 28 ik

ABW : HABATS

BFM : BRI IR

BRP : {RHNEH HECHIIES K
CGB : #iRHI{RIFER

DFM : WER KN

FMR : SHUB B ANE
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FMW : EARIRIINTE
FRP : BIRHER N ELSEK
IMR : JT8H IR FER

IMW : TLHENES A
MLK : N7EtR

OLP : E&FFE 45

PIR : EP ¥4 AIRER
SBR : HEfki# R

SBW : iR E

UAR : IZEUR S ECRINTE
UAW : EAXRS BN
UMR : IZEUR YA I TE

TN AT BERIFRR SRR AR R A SR AR 7R 1.

AR (ABR)

ATRERIIR A « A EREEGE B AN RN TE.
ENC
int a[5];

printf("a[5] = %d\n",a[5]); // Reading memory beyond array bounds

BAHBRE (ABW)

ARERRE  HEE L BRI R NRE.
N
int a [5];

a[5] = 5; // Writing to memory beyond array bounds

R RNINTFR (BFM)

ATRERIRA : @ free() () B{ realloc() () {5387 —/NIEHERUIETEST,

R~
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#include <stdlib.h>

int main()

{
int *p = (int*) malloc(sizeof(int));
free(p+l); // Freeing wrong memory block

}

FERNER 7Bt 2% (BRP)

N

#include <stdlib.h>
int main()
{
int *p = (int*) realloc(0,sizeof(int));
int *q = (int*) realloc(p+20,sizeof(int[2])); // Bad address parameter for realloc
}

WIRIRTFE (CGB)

HEMRR : EARBRYE THENEHBERE , B DX+,
R~

#include <stdio.h>
#include <stdlib.h>

int main() {

int *p = (int *) malloc(sizeof(int)*4);

*(p+5) = 10; // Corrupted array guard block detected (only when the code is not
annotated)

free(p);

return 0;

}

WEREATF (DFM)

ATRERNRA : Lk EARE—FESDAR free() () , £ C++ 7, ZRXTEI—FE5HEFH
delete 1ESF.

NI
int *p = (int*) malloc(sizeof(int));

free(p);
// p was not assigned a new value between the free statements
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free(p); // Double freeing memory

IR RIATF (FMR)

N

int *p = (int*) malloc(sizeof(int));
free(p);
// Nothing assigned to p in between
printf("p = 0x%h\n",p); // Reading from freed memory

BARBHAF (FMW)

R~

int *p = (int*) malloc(sizeof(int));

free(p);

. // Nothing assigned to p in between
*p = 1; // Writing to freed memory

BIRWEH T BECSE (FRP)

~Bi
#include <stdlib.h>

int main() {

int *p = (int *) malloc(sizeof(int));

free(0);

int *q = (int*) realloc(p,sizeof(it[2])); //Freed pointer passed to realloc
}

T HIANFEE (IMR)

ARENRE : AAMBLIREEFIITF. AT FENF X TR IEER 2 4>, 4 4
B 8 PFT,

7~

#include <stdlib.h>
int main()
{
int *p = 0;
int i = *p; // Read from invalid memory address
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FTHHARFEA (IMW)

ARENRRA : AAMBLIZHFFXIT. AFHFRRFEXFHRHBEFEA 24, 44
zﬂé 8 /l\%‘zjj\“o EXAHIEE N, [ RIRIEX (. rodata) EAZKAEH nnap WE AR
PUIEY/

N

int main()
{

int *p = 0;

*p = 1; // Write to invalid memory address
}

NTFit R

ARENRRA : HECT NFF , (BEERE S ILRIZ BRI,

I~
int foo()

{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}

} // The 2nd malloc leaked here

E&FMBEMR (OLP)

EIEEE‘]E’? DEERIR, BAFSKEARER, MRIBMERESE , NREFRITARTH
RERT,

N

#include <stlib.h>
#include <string.h>
int main() {
char *s=(char *) malloc(15);
memset(s, 'x', 15);
memcpy (s, s+5, 10);
return 0;
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WA HHIEE (PIR)

N

#include <stdio.h>
#include <stdlib.h>
int main()
{
int *p = (int*) malloc(sizeof(int));
*((char*)p) = 'c';
printf("*(p = %d\n",*(p+1)); // Accessing partially initialized data
}

HeAHFE (SBR)

ATRERIRE - SERASH AR BT T R A EE RN R

B

#include <stdio.h>
int main() {
int a[2] = {0, 1};
printf("a[-10]=%d\n",a[-10]); // Read is beyond stack frame bounds

return 0;

}

HEHRE (SBW)

ATREMIREA : EAAHERA R EIT T i rasidEERin R,
NI
#include <stdio.h>
int main() {
int a[2] = {0, 1};

a[-10] = 2; // Write is beyond stack frame bounds

return 0;

}

IR BCHINTF (UAR)

ATRERIRE : i MR R ERR) R K R F RS

Mk A, BTSSR

45



NENFVIRES

R~

#include <stdio.h>
#include <stdlib>
int main()
{
int *p = (int*) malloc(sizeof(int));
printf("*(p+1) = %d\n",*(p+1l)); // Reading from unallocated memory
}

BAKRSEHIAF (VAW)

TTHERGIRER - JaiHE R SR ek (e) B R O sk Schaét .
R~

#include <stdio.h>
#include <stdlib>
int main()
{
int *p = (int*) malloc(sizeof(int));
*(p+1l) = 1; // Writing to unallocated memory

IZECR YA (UMR)

ATRERIIRE : IEERE RAA U BB TAEE
Bl :

#include <stdio.h>

#include <stdlib>

int main()

{

int *p = (int*) malloc(sizeof(int));

printf("*p = %d\n",*p); // Accessing uninitialized data

}

PENFARES
AR E TR TR s
= AZS : HEEA/N
= R7FIHR
= SMR : HEMMERAIA KNSR
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ERTNMARENE S REE TR R 4 B ERARERA,

ST KR/ (AZS)

N

#include <stdlib>
int main()
{
int *p = malloc(); // Allocating zero size memory block
}

77t (MLK)
TRERIE : SFET PV | (BRAEIR A LAY BTN,

7~

int foo()
{
int *p = (int*) malloc(sizeof(int));
if (x) {
p = (int *) malloc(5*sizeof(int)); // will cause a leak of the 1st malloc
}
} // The 2nd malloc leaked here

HENMERNFIZER (SMR)

R~

int i;
if (foo(&i) != @) /* foo returns nonzero if it has initialized i */
printf("5d\n", 1i);

Ui s o] RER ST IS _E MR IRARDA AT A F 35S

int i;

int t1, t2'

tl = foo(&i);

t2 = i; /* value in i is loaded. So even if tl1l is 0, we have uninitialized read due to
speculative load */

if (t1 '= 0)

printf("%d\n", t2);
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B iR, 40
binary_name.analyze BH3F

dynamic FHEF , 19
binary-name .analyze B3% , 17 , 20 G

coverage FH , 20 -g YF %R | 18, 19
static FH3% , 17 ’

H
€ Ol , 11
MAEH
:\@IJﬁ\ ’ 24
codean , 21 3
AR ERRE , 25 ‘
A, 13 RS
THERRG , 24 {# A Discover , 18
MR EH , 28 {# /] discover , 18
WEMW ,21,21,21,22,22,23,23,24 {£F Uncover , 19, 19

FSABRKE , 11
Fa S BGE)E | 35

codean @54 , 13
codean a7 LA , 21

S

D
\ . WEE
RS binary-name .analyze B3 | 17
frpEox . 12 REES , 19
AT GUI HEREAER | 18
JfE , 13 HAEIR | 17
53 , 20 BRI, 17
RREF , 14
RIDAHT S 44T RE
hge |, 13
REEERE | 12 X
RILEE TS , 35 I, 21
HENTEHARS | 12 BIFER | 23
BN HURAR | 21

BE 46 BIx, 21
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WERE , 22
PhEeER | 23
WEREH , 24
g, 22
-xanalyze=code J@iF#5:%Em , 11, 17, 17

Linux , 17

-xprevise=yes 4giF¥gS1EMm , 11, 17, 17
Linux , 17

Y

25K

{# 3 Discover #1|F2fF , 18
{8 F3 uncover FIMFERF |, 19
FRAREM TR | 12

fit, IRFERNE , 18
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