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1.1

1. Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.
It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 12¢, Oracle Bl Publisher

12c.

Application installation is a nine step process.

Installing Software

Creating Domains, Repositories, Data Sources

Configuring Policies

Deploying Application

Enabling SSL
Launching Application

Mapping Enterprise Group with Application Role

Configuring Oracle Bl Publisher for Application

© © N o g b~ w0 DN =

Configuring JNDI name for HTTP Listener

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. Sun JDK Version 1.8.0_66 or above http://www.oracle.com/technetwork/javal/javase/
downloads/index.html

2. Oracle WebLogic Server 12¢ Version 12.2.1.0.0
(http://www.oracle.com/technetwork/middleware/weblogic/downloads/index.html)

Navigate to Fusion Middleware Infrastructure Installer.

JVM/JDK are to be downloaded and installed prior to installing the Weblogic Server.

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.
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1.2

1.3

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing

ORACLE



2. Installing Software

2.1 Installing Oracle WebLogqic Server 12c

To install using generic Weblogic installer -
1. Run the command - java -jar fmw_12.2.1.0.0_infrastructure.jar

2. Welcome screen is displayed as shown below.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8

ORACLE
Welcome ettt e e
FUSION MIDDLEWARE
_l Welcome
v Auto Updazes Welcome to the Oracle Fusion Middleware 12¢ (12.2.1.0.0) Infrastructure Installer.
+ Instaliation Location Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
i Infrastructure software. You can then install additional Fusion Middleware products that require the
v Instaliation Type Infrastructure into the Oracle home, or you can use the Infrastructure 1o configure a WeblLogic
| Server domain for the deployment of Java and Oracle ADF applications,
Prerequisite Checks
v Trerequisite Lnecks
| . For more information, see [nstall, Patch, and Upgrade in the Oracie Fusion Middieware
Instaliation Summary .
¥ docum entation library.

Context-sensitive online help is available from the Help button

Copyright © 1996, 2015, Oracle and/or its affiliates. All rights reserved.

Help Mext > Cancel

3. Click Next to continue.
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Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

L
Atk Uclates _ORACLE o
FUSION MIDDLEWARE

Welcome L

0 A
Auto Updates Skip Auto Updates

\nstalixtion Locaticn Select patches from directory

Installation Type
Prerequisite Checks Search My Oracle Support for Updates
Instaliation Sum mary

€—E—€—€—T6

Help < Back Mext > Cancel

4. Select Skip Auto Updates and Click Next.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 3 of 8

k . 2
Installation Location ORACLE i j
FUSION MIDDLEWARE

o

Welcome % Qracle Home:
Auto Updates

qulfMiﬂdlemrefW:blug;c12.:H:m=e| - Browse
Instailation Location
Instailation Type
Prerequisite Checks
Installation Summary

Feature Sets Installed At Selected Oracle Home: | View

€ — €6

Oracle Home may only contain alphanumeric, underscore (), hyphen {-) or dotl) characters and it must
begin with an alphanum eric character.

Help < Back Mext > Cancel

5. Specify the path for Middleware Home Directory, and then click Next.
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6. The following window is displayed..

Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 9

ORACLE

Installation Type e
FUSION MIDDLEWARE
¥ Welcome :
1 Wiiis Ubdaiss Eusion Middleware Infrastructure
Wi SEEECHE
1
y Instaliation Location =
T B e e % Fusion Middleware Infrastructure With Examples
T Installation Type
'y Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.0.0 B
\Ir Security Updates & CoreServer
| Core Application Server 12.2.1.0.0
T M O et Coherence Product Files 12.2.1.0.0
Y Installation Progress Web 2.0 HTTP Pub-Sub Server 12.2.1.0.0
\.L Instaliation Com plete MEDLOQIC AEA- 200
WebLogic Client Jars 12.21.0.0
= Administrative Tools N

Administration Console Additional Language Help Files 12.21.0.0 B
CIEWLS Config 12.2.1.0.0
Enterprise manager 12.2.1.0.0
= Database Support
Thirdparty JOBC Drivers 12.2.1.0.0
WeblLagic Evaluation Database 122100
= Open Source Components
Fusion Middleware Maven Support 12.2.1.0.0 L
E Examples
Server Examples 12.2.1.0.0
Coherence Examples 12.2.1.0.0
= |RF and Enterprise Manager = |

Help < Back Mext > | Cancel

7. Select Fusion Middleware Infrastructure with Examples.

8. Click Next to continue.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 5 of 9

JRACLE
ION MIDDLEWARE
Welcome
Auto Updates 100% |

Installation Location

LY Checking operating system certification
Installation Type

Prerequis ite Checks

o Checking Javaversion used to launch the installer

Security Updates
Installation Summary

R i B B e

« | View Successful Tasks View Log

- % Checking operating system cenification
|- e g Java version used to launch the installer

Help < Back Mext > Cancel
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9. Click Next to continue..

Security Updates

€ f——a—e——¢

Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 9

_ORACLE
FUSION MIDDLEWARE

Welcome

Auto Updates
Installation Location
Instaliation Type
Prerequisite Checks
Security Updates

Installation Summary

Help

Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details

Email-
Easier far you if you use your My Oracle Suppor email address/username

1 wish 16 receive security updates via My Oracle Support

My Oracle Support Username/Email Address Not Specified

0 You have not provided an email address.
Do you wish 1o remain uninformed of critical security issues in your configuration?

Yes No

Cancel

10. Uncheck the check box as in the above screen and click Next. Confirmation window is

displayed.

Click on Yes.

11. Click on Next. The following window is displayed.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 9

L€ —€—C——C—C —§

Installation Summary

Welcome

Auto Updates

Instaliation Location

= (= Install Oracle Fusion Middleware 12¢ Infrastructure
= Installation Location
Oracle Home Location: fu0l/Middleware Weblogicl2cHome

Installation Type M.log

Py . Check = Disk Space

Lo e A e i oy ok
erequzte Bt Required: 1962 ME

Security Updates

Installation Summary

Help

Available: 34588 MB
Feature Sets to Install
WLS for FMW 12.2.1.0.0
FMW Platform Ceneric 12.2.1.0.0
OPatch 13.3.0.0.0
Toplink Developer 12.2.1.0.0
Thirdparty |DEC Drivers 12.2.1.0.0
Core Application Server 12.2.1.0.0
Coherence Product Files 12.2.1 0.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.0.0
WeblLogic 5CA 12.2.1.0.0
WebLogic Client Jars 12.2.1.0.0
Administration Console Additional Language Help Files 12.2.1.0.0
CIEWLS Config 12.2.1.0.0
Enterprise manager 12.2.1.0.0
Fusion Middleware Maven Support 12.2.1.0.0

0]

Save Response File

Select Install to accept the above options and star the installation.

ORACLE
FUSION MIDDLEWARE

Log File Location: ftmp/Oralinstall2016-01-19_03-13-5S5PMfinstall2016-01-19_03-13-53pP

To change the above options before starting the installation, select the option to change in the left pane or

use the Back button

< Back

Install Cancel
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12. Click on Install. The weblogic installation starts. After it is done the following window is

displayed..

Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of 9

Installation Progresg _ORACLE
FUSION MIDDLEWARE
i = 100%
N «”  Prepare
1 pe
(¥4 Copy
7 Generating Libraries
; L4 Performing String Substitutions
I %  Linking
T Installation Progress o i
A Ak taliatleiy o I ELE %”  Saving the inventory
L 4 Post install scripts
View Messages v View Successful Tasks ViewlLog
Hardware and Software
Engineered to Work Together
Help Hext > Einish

13. Click on Next...

Oracle Fusion Middleware 12c Infrastructure Installation - Step 9 of 9

) =
Installation Complete ORACLE
FUSION MIDDLEWARE

¢ = Wnstall Oracle Fusion Middleware 12c Infrastructure
= Installation Location
Oracle Home Location: full/Middleware Weblogicl2cHome

Log File Location: /tmp/Orainstali2016-01-19_03-13-59PM/install2016-01-19_03-13-59P
nstallation Type M.log

= Feature Sets Installed Successfully
WLS for FMW 12.2.1.0.0
FMW Platform Ceneric 12.2.1.0.0
OPatch 13.3.0.0.0
Toplink Developer 12.21.0.0
Thirdparty |DEC Drivers 12.2.1.0.0
Installation Complete Core Application Server 12.2.1.0.0
Coherence Product Filles 12.2.1.00
Web 2.0 HTTP Pub-Sub Server 12.2.1.0.0
WeblLogic SCA 122100
WeblLagic Client Jars 12.2.1.0.0
Administration Console Additional Language Help Files 12.2.1.0.0
CIEWLS Config12.21.0.0
Enterprise manager 12.2.1.0.0
Fusion Middleware Maven Support 12.2.1.0.0

Next Steps:
See the online help for next steps after installation

Oracle Fusion Middleware 12c Infrastructure instaliation completed successfully

Help Einish "

14. Click Finish to close the window.
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3. Creating Domains, Repositories, Data Sources

3.1 Creating Domain and Servers

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path.

<WL_HOME>/wlserver/common/bin

Note
Use XManager for remote UNIX/LINUX machine. Refer XManager Usage.

Here, WL_HOME is /home/Oracle/Middleware.
2. In Unix run config.sh.,

3. Click Configuration Wizard icon.

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type ORACLE i j
FUSION MIDDLEWARE

w., Cremte Dormain

w Administraror Account

w Domain Mode and |DK

we Advanced CD'":Q“"“IOH

w Configuration Summary What do you want 1o da?

&) Create a newdomain

Update an existing domain

Domain Location: | Middleware Weblogicl ZcHome fuser_projects fdomains (SR CREEETHTT Browse

Creste & new domain

Help Hext > Cancel

4. Select Create a new domain and give the Domain Location.
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5. Click Next to continue. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 2 of 12

Templates

Create Do ain
o SLERLE DDA
et Templates
| & Application Location
w Administrator Account

w Domain Mode and JBKE
1
w Daabase Configuration Type

W Cempenent Datasources
w IDBEC Test

'u Advanced Conl"tgurnttbn
.;| Enm:guraﬁuh Sum mary

Help

ORACLE

FUSION MIDDLEWARE

# Create Domain Using Product Templates:

Template Categories: Al Templates -
Available Templates

Bazic WebLogic Server Domain - 12.2.1 [witerver] *
| Oracle Enterprise Manager - 12.2.1 [em]
Oracle User Mezsaging Service Basic - 12,2 1 [oracle_comman]
Oracle WiM Policy Manager - 132.2.1.0 jeracle_common]
Cracle RAS Session Service - 12.2.1.0 [oracle_common]
Oracle [RF SOAP/IME Web Sarvices - 12.2.1 [oracle_common]
Oracle Enmerprise Manager-Restricted JRF - 12.2.1 [em]
Cracle JRF - 12.2.1 [oracle_common]
Cracle Restricted JRF - 12.2.1 [oracle_common]
«| WebLogic Coherence Cluster Extension - 12.2.1 [wiserver]

L3

WebLogic Advanced Web Services for J4X-WS Extension - 12,21 [oracle_comman)]
Oracle OPSS REST Service Application - 12.2 1.0 [aracle_common)
Wenhl aaic Advanesd Weh Services far IAX-RPC Fetengion - 12 2 1 [aracls eamm anl ]

Create Domain Using Custom Template:

< Back Cancel

Hext =

© ® N ©

Fusion Middleware Configuration Wizard - Page 3 of 12

Select Create Domain Using Product Templates option.
Select Oracle Enterprise Manager - 12.2.1 [em] check box.
Select Oracle JRF - 12.2.1 [oracle_common] check box.

Click Next. The following window is displayed.

Application Location

T Cresie Domain

A Tempiates

« Application Location
w Admimisirator Account

w Domain Mode and |DK

w Databate Configuration Type

% Component Datasaurces
w IDEC Test

... Advanced Configuration
w Configuration Summary

Help

ORACLE

FUSION MIDDLEWARE

Domain name: OFSLL_domain

Diom ain location: full /Middleware fWeblogicl 2cHome fuser_prajects fdomaing

Application location: | ware/WeblogicL2cHome/user_projects/applications/OFSLL_domain Brgwse

< Back Hext > Cancel

10. Enter Domain Name and click Next. The following window is displayed.
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11. Edit Domain Location, if needed.

Fusion Middleware Configuration Wizard - Page 4 of 12

="
Administrater Account ORACLE
FUSION MIDDLEWARE

Craate Domaln .

Templales

A pplication Location
Administrator Accodunt
Oomain Mode and DK

Databaze Configuration Type

Companant Datasources
JDBC Test Name wablaglc

Advanced Configuration Fassword sesssnss
Configuration Summary Confirm Password | sesssses

o — —{ ——] —}

e
' Must be the same as the password. Password must comtain at least 8 alphanumeric characters with at least
| ane number or special character,

Help < fack et = Cancel

12. Enter credentials for the following:
e Name
e User password
e Confirm user password
e Description
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13. Click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK ORACLE
FUSION MIDDLEWARE
Creste Domain
Templates
Application Location

Administratar Account

Domain Mode
[revelopment
Utilize boot,propemies for username and password, and pall for applications 1o deplay,
# Production

Domain Mode and |DE 2

Require the entry of a usernam e and password, and do not poil for applications to deploy.
Database Configuration Type
Compeonent Datasources
JOBC Test
Advanced Cq-rrflguzaﬁqn

C bnﬂguranon Summ ary

10K
% Oracle HotSpot 1.8.0_66 /home/dev fOracle foracle/ Middiewars,/java/jdkL B.0_66

Other |OK Location:

A — € ———F

Help <fack || Hext> | Cancel

14. Select Production Mode and JDK from Available JDKs
OR
Select Other JDK option to select any other JDK.

15. Click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type C)F(’— ACLE
FUSION MIDDLEWARE
]
Create Domain | , . 3
’F e e o 1 Specify AutoConfiguration Options Wsing:
Templatas
T = BCU Data Manual Configuration
T Application Location
Administrator Account Enter the database connection details using the Bepositery Creation Uthlitg service table (ST8) schema
T : credentials. The Wizard uses this connection to autom atically configure the datasources required for
d Domain Made and |DF components inthis domain
&+ Database Conflguration Type |
m ponent DAIASOUrces Vendor: | Oracle *|  Driver: |"Oracle’s Driver (Thin) for Service connections; Vers..»
[E] DEMS/Service; OLLDE Host Mame: | ofsilin.oracle com Port, | 1521
Eecl L oni LR Schema Owner: | OLL_STE Schema Password: sssssssss
@ figurs i a
Configiiratian Pragre Get RCU Configuration

Connection Result Log

i

Click "Cer RCU Configuration” buman to 1est the connection and activate the "Next™ button

Help < Back Cancel
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16. Provide the RCU data and click on Get RCU Configuration. The following window is
displayed.

Fusion Middleware Configuration Wizard - Page 6 of 12

ORACLE #

Database Configuration Type I e, 0 T S A
FUSION MIDDLEWARE

Create Domain

T Specify AutoConfiguration Options Using:
Templates
‘T‘ & BCU Dana Hanual Configuration
T Application Location
Administralor & ccount Enfter the database connection details using the Repository Creation Utility service table (STE) schema
T credentials. The Wizard uses this connection to awtom atically configure the datasources required for
¥ Domain Mode and [DF components in this domain
.:. Database Configuration Type
,; Component Datasources Vendor: Oracle *|  Driwer: *Oracle’s Driver (Thin) for Sérvice connections, Vers.. =
I
w JDEC Test DEMS/Service: | OLLDE Host Name: | ofsilinoracle com Port: | 1521
i L=
A AN BT R TR B o Schema Owner: | OLL_STE Schema Password: | ee ..
w Configuration Summary
1

Cet RCU Configuration

Connection Result Log

Connecting 1o the database server. OK
Retrieving schema data from database server. OK
Binding local schema components with retrieved data. OF

Successfully Done.

e
Click "Mex1™ bultan 1o continue,

Help < Back || Hexi> Cancel

17. Click on Next to continue..

Fusion Middleware Configuration Wizard - Page 7 of 12

JDBC Component Schema %
FUSION MIDDLEWARE
Create Domain

Templares

J‘-EE"EEHUI‘I Location
Administrator Account
Domain Mode and JDE
Database Configuration Type
w Component Datasources

w IDBC Test
i

e e e e B

Edits to the data above will affect ail checked rows inthe 1able below:

. Ashrameesd il it Component Schama | DEMS/Service  Host Mame Port | Schema Owner Schema Password |
il LocalsveTol Schema | OLLDE [etsninoracieco]  1521| oLl 5TH
B PSS Audit Schema | OLLDE [ ofsinoracie.co] 1521 | OLLIAU_APPE| sevs
Eonfiouraior 53 | OPSS Audit Viewer Sch | OLLDE | ofsilinoraclecor] 1521 OLL IAU_VIEW| sseasssse
End Of Configuration | OPSS Schema OLLDB | oFsII.In.oruIe.cm] 1521} OLL_OPSS !.unnu-
Help < fack _ Hext> Cancel

18. . Click on Next to continue.
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Fusion Middleware Configuration Wizard - Page 8 of 12

JOBC Component Schema Test

o Create Domain
Templates

AEEh(aﬁan Lacatian
Administrator Account

Domain Mode and JDE
Database Configuration Type

EOH’IEﬁﬂCf’ﬂ DRlASGUrces
DB Test

Advanced Configuration
Configuration Summary

Configuration Progress

€ —f A ———— —}

End Of Configuration

Help

ORACLE’

FUSION MIDDLEWARE

Status Component Schema

JDEC Comnection LRL

LocalSvcTbl Schemi| jdbeorackethin@; /ofsllin oracle com:1521/OLLDE
OPSS Audit Schema | jdbcoraclethin® fofsllinoracle com:1521/OLL0E

OFSS Audit Viewer ‘.! jdbe-oraciethi
OF3S Schema

& fofsilinoracle.com: 1521 fOLLDE
| jdbc oractethin @/ fefsllin oracle.com:1521 fOLLDE

'
W
= 4
)
L

4444

Test Selecied Connections

Connection Result Lag
Component Schema=LocalfveThl Schema d
Driver=oracle Jdbe QracleDriver
URL=jdbc:oraclethind@/ fors inoracle com: 1521 fOLLDE
User=0LL_S5TE
Passwordms
S0L Test=SELECT 1 FROM DUAL

CFGFWE-54213: Test SuccessTull

{Emwﬂmmm:;&d—r = =
| &

<pack | Mexto E

Cancel

19. Click on Next to continue.

Fusion Middleware Configuration Wizard - Page 9 of 17

Advanced Configuration

Create Domain
Templates

AEEIi(.Miun Lacatian
Administrator Account

Domain Mode and JDKE
Database Configuration Type

OoORACLE
FUSION MIDDLEWARE
| v Adminiswation Server
Modify Settings

| [ Node Manager
Configure Node Manager

¢ M

EUMEDHCHI Datasources
DBEC Test
Advanced Configuration

— —

Administration Server
Managed Servers
Clusters

Coherence Clusters

Machines

e e

Configuration Summary

figuration P

gress

End

Of Configuration

Help

d Servers, Clusters and Coherence
Add or Delete or Madify Settings

Domain Fromend Host Cagture
Configure Domain Frontend Host

Deployments and Services
Targel to Servers or Clusters

< Back Hext = Cance|
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20. Select Administration Server and Managed Servers, Clusters and Machines and click
Next. The following window is displayed..

Fusion Middleware Configuration Wizard - Page 10 of 17

Administration Server ORACLE
FUSION MIDDLEWARE ‘ b

Creats Domain
Templates

AEEhsMiun Lacation
Administrater Accaunt

Domain Mode and J0E

Database Configuration Type Server Name AdminServer

Comeuntm Datasources Lizster Address  AHLocal Addresses -
DEC Test Listen Par 7001

Advanced Conf:gu FREIG

Administration Server

Enable SSL o

550 Listen Port | 7002

(-e-—Bnri'-—l—-(-—--l-—l’—-(-—u)-—--:i

Managed Servers

.;', Clusters Server Croups  Unspecified -
w Conersnce Clusters

{_, Machines

w Configuration Summary

Port number must be between 1 and 65535, and different from listen port and coherence port

Help < Back Hext > | Cancel

21. Enter Administration Server Name and Listen Port details. Check the SSL port and click
Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 11 of 17

Managed Servers ORACLE #
FUSION MIDDLEWARE . b

Create Domain
ok Add B clone 3 Delete EJ Disgard Changes
Templates :

Application Location Server HName Listen Address Listen Pon Enable S50 SSLListen | Server Croups

w Pant
Administrator Account

Domain Mode and DK
Database Configuration Type

OFSLL_ManagedServer | All Local Address,.. ™ 7003 ¥ TE03 | RF-MAN-5.. ™

Component Datasources
IDBC Test

Advanced CDI‘lflgU Lg- U e]y]

Administration Server

| o, e ek ek, — —f —{ — —]

Managed Servers

Clustars

-

Coherence Clusiers

—f -

Machings

—

C Ol"lTlg uration Sum Ay

«

Help < Back | Hexi> Cance|
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22. Click Add button. Enter Name and Listen Port details in Configure Managed Servers
window. Check the SSL port and click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 12 of 17

Gl _ORACLE O
FUSION MIDDLEWARE

Create Domain
—— o Add b4 &) Discard Changes
Templates

""EE lication Locstion Cluster Hame Cluster Address Fromend Host Frontend HTTF Part Fromtend HTTPS
Part
Administrator Accownt

Domain Mode and JDF

Database Canfiguration Type

Enmgonem DaTEsSOUrces
JDEC Test

Advanced Configuration
Administration Server
Managed Servers
Chasters

A~ ————} —]

w Coherence Clusiers
w Machines

W Cnnﬁgur.ﬂinn Sum mary

Heilp < fack Hext = Cancel

23. Configure as required and click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 13 of 17

Coherence Clusters ORACLE
FUSION MIDDLEWARE ‘ b

Create Domain Domain

(&l

[5} Disgard Changes
amplates

F

Application Location Cluster Name Cluster Listen Port

>

g dministrator Account defauitCaherencaClustar o]

=]

om &in Mode and |OE

¢ Componént Datasources
DEC Tect

1l

Advanced Configuration

Administration Server

Kal anage d Servers

P

T

I

|

{ Database Configuration Type
|

I

il

I

r Clusters
T

& Coherence Clusters
;. Mathings

;- Configuration Sum m ary

juration Progress

Help < Back Hext = Cancel
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24. Configure as required and click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 14 of 17

Machines

Create Do ain

Templates

AEEIN atign Locatian
Administrator Account
Domain Mode and JDE
Darabase Configuration Type
Component Datasources
JOBC Test

Advanced Configuration

Administration Senier

Managed Servers
Clingrers

Coherence Clusters
Machines

Configuration Summ ary

n Progress

f-d—i—t—:-%-—(—l—d—tﬁ—i—-;-—;

~{

anfiguration

Help

OoRACLE

FUSION MIDDLEWARE

Machins Ufil:.ll‘_l.dih!
% Add b4 [ﬁ Disgard Changes
Hame Hode Manager Listen Address Hode Manager Listen Port

< ack

Bext >

Cancel

25. Configure as required and click Next. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 15 of 17

Configuration Summary

Craate Domaln

®

Templates
Application Location

Adm irdstrator AccoLin

Domain Mode and DK
Databaze Configuration Type

Component Datasources
JDBC Test

Advanced Ca:nﬁgurlllen
Adm inistration Server
Managed Servers
Clusters

Coherence Clusiers

Machings

*r
T
T
1
T
!
T
!
1
T
1
T
T
I

Confligurallion Sumimary

Configuration Progress

End Of Canfiguration

ORACLE

FUSION MIDDLEWARE

View: | Deployment - Name
. _.| Dascription
= QFSLI.__dumtJn (fudl Middleware fWeblogicl2cH Author
S L= Server 4| Location
= [=F AdminServer E
8 & Service L Wame
= [ Shutdown Class Dezeription
[ bMEshurdown Authar
= & startup Class Lecation
[] WsM Stanup Class
] Web Services Startup Class Name
[} J&EF Startup Class Description
] oDL-Startup Author
) DMS-Startup Location
L] AWT Application Context Start,
= Name
= = DEC B o
= (& |OBC Data Source ECHIpLn
" Author
[ LocalSveThbiDatasource
F Location
[ epss-aua-source
U opss-audit-viewDs Name
[ opss-audit-DEDS Description
= [ WLDF System Resource Author
j Madule-FMVDFN =

Location
a |
P

Select Create M u:-::pl the abave aptions and stan :F:utmg and canrnurmg anewdomain. Te change the
abowe configuration before s1arting Domain Creation, go back 1o the relevant page by selecting i3 name in

the left pane, or by using the Back buttan,

< Back

_fu0l Middieware Weblogic 1.21:Horr =

Basic WeblLogic Server Domain =
Create a basic WeblLogic Server dud
QOracle Corporation
Jull/Middiewars f'Weblogic lZcHun
Oracle Enterprise Manager i
Enterprise Manager

QOracle Corporation

JuoLsMiddiewares 'Weblogicl 2eHan

emasTemplate

emas plugin Tem plate

Oracle Corporation
Sull/Middiewars (Weblogicl2cHam

Oracle WSk Conzole - Core

This extension template deploys an
Oracle Corporation |
JudifMiddieware WeblogiclZcHon

Oracle |RF
Full JRF Domain Template
Oracle Corporation

Create Cance|
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26. Click Create. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 16 of 17

Configuration Progress ORACLE
FUSION MIDDLEWARE ‘ b

100%

Application Locatian Preparing...
Extracting Domain Contenis...
Creating Domain Security Inform ation,
nain Mode and |0) Starting OPSS Securily Configuration Data Pracessing
The OFES Security Configuration Data Processing Completed
Dathbaze Configuration Type Swving the Domain Information..,
Storing Domain Information..
String Substituting Domalm Files.
Performing 08 Specific Tasks...
Performing Post Domain Creation Tasks..
srution Starting QPSS Security Configuration Commit Task
The OFPS5 Security Configuration Completed.
denimistration Jerver Damain Created Successfully!

o Configuration Frogress

w End Of Configuration

Help Hext = Cancel

27. Click Next to continue.

Fusion Middleware Configuration Wizard - Page 17 of 17

End Of Configuration ORACLE
FUSION MIDDLEWARE
« [ i 1
TR " Oracle Weblogic Server Configuration Succeeded
e New Domain OFSLL_domain Creation Succeeded
Domain Locxtion

[al I ing iE:]
Admin Server URL
huap fiafsllingracle com: TO0L /console

+ End OF Configuration

Help Einish

28. Once the creation of the Domain is complete, click Finish to close the window.
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3.2

Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

29. The "$MW_HOME/user_projects/domains/mydomain" directory contains a script that can
be used to start the Admin server.

$ cd SMW_HOME!/user_projects/domains/mydomain/bin
$ ./startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use “nohup” and “&”

$ nohup ./startWebLogic.sh &

30. To Start Managed Server
$ cd $MW_HOME/user_projects/domains/mydomain/bin

$ ./$MW_HOME!/user_projects/domains/mydomain/bin/startManagedWebLogic.sh
{ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup /$MW_HOME/user_projects/domains/mydomain/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &

Creating Schemas using Repository Creation Utility

1. Open command prompt on Unix and browse to <WL_HOME>/oracle_common/bin and
run ./rcu. The following window is displayed.

Welcome - Step 1 of 8

ORACLE

Welcome e e
FUSION MIDDLEWARE

e CiF 33 5
= Welcome Welcome 1o Repository Creation Uriliny 12,2, 1.0.0 for Oracle Pusion Middlewars,

The Repository Creation Utility enables you to create and drop database schemas that are required for

Creats Reposinon
Oracle Fusion Middleware produsls

Database Connection Datails

Salect Components
Schema Passwords
Hap Tablespacas
EIJI"III ary

£ — —€ —€ — —f —

Copyright @ 1996,2015, Oracle and/or its affiliates. All rights reserved

Help Bext > Cancel
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2. Click on Next to continue..

Welcome - Step 2 of 8

FUSION MIDDLEWARE

Repository Creation Utility ﬂ"e 9

E“

m
0 reate REpasino
Create Repos itony = ARTE B E { >

atabace Connection Detail

tect O L1] o) Swstem Load and Froduct Load

[}
chema DT

=

¢ —C—{ —k —F

Prepare Scripis for System Load
Summary ats for DEA o run late

Perform Product Load

Drop Repository

Help < fack Bext = Cancel

3. Select Create Repository and System Load and Product Load and click Next. The
following screen is displayed..

Welcome - Step 3 of 8

Repository Creation Utility Eﬁ%%&ﬁ 9

Welcome.
Duabase TVRE: | gracie Database *
e Create Repositony
- Databaie Connection Detaili Host Name: afsllin oracle com
+ et Component For PA tabaze
Y onar
Map Tablespaces
jif Fon 1521
¥ SUMMAry
Service Mame OFSLLDB
Uzername £
Password: LTI
Eate STSOBA =
4 [ | ¥
Help < Back Bexi > Cancel

s

4. Provide database details where you want to create schemas, as shown in the above
screen. Click on Next. The following window is displayed.
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http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx
http://<hostname>:<Port>/<ContextName>/faces/pages/OfsllSignIn.jspx

Note

You will require a user with SYSDBA role to create schemas.

o] Welcome - Step 3 of 8
Repository Creation Utility DRACLE
FUSION MIDDLEWARE
: Database TYPe: |gracie Database
I R L{=1 : -

Host Mame: ofsilin.oracie.com

Repository Creation Utility - Checking Prerequisites

l.'.hecklng Clobal Prerequisiies

«# Initializing repository configuration metadara 00:01.832(sec)
|%" Obtain properties of the specified database 00:00.111(ms)
o Check requirement for specified database 00;01.83 1{sec)

Operation completed, Click OF to continue fo nexi page

DK

S | ¥

Help

<fack || Mext> |

Click on OK. Click on Next to continue.
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Welcome - Step 4 of 8

| Select Components ORACLE' -

FUSION MIDDLEWARE

{ Specify a unique prefix for all schemas created in this session, 50 you ¢an easily (ocate, reference, and
T glcom manage the schemas |ater.
T 1e Be iLar
T it A nnection ks
T Select: Comopomnents » Create newprefix oLL
T dchema Passwords nhe C — e - =
Map Tablespaces :
T Companant | Seherma Owner
E UMM ary
‘T' S[00Oracle &5 Repository Components
=ElA5 Common Schemas
D User Messaging Service LIMS
A Metadara Services OLL_MD5
O WablLogic Services WS
H
W Cracle Plarform Security Serdces
B Audit Servces
¥ Audit Senvices Append
B Audit Serdces Viewar
m
Help < Back Hext > | Cancel

6. Select Create a new Prefix option and specify value. For example, OLL. Check

Metadata Services and Oracle Platform Security Services as shown in the above
screen.

7. Click Next. The following window is displayed.

= Welcome - Step 4 of B — 3%
Select Components _ORACLE
FUSION MIDDLEWARE
: Specily a unique prefix for all schemas created inthis session, £0 you can easily locate, refersnce, and
r Welcome mamage the schemas later.
P
T s Create newprefic: OLL
T Repository Creation Utility - Checking Prerequisites c1e
Map Tablesgaces
T Checking Component Prerequisites T
G AT [+# Metadata Servces 00:00. 106(ms)
. w Common Infrastruciure Services 00:00. 109 (ms)
«# Oracle Flatform Security Services 00:00.112(ms)
& Audit Serdces 00:00. 109(ms)
< Audit Serdces Append 00:00.112(ms)
&7 Audit Services Viewsar 0000, 108(ms)
Cperation completed, Click OK 1o continue 10 next page.
oF
Help = Back Plext > Cancel
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8. Click Next..

Welcome - Step Sof 8

Repository Creation Utility ﬂm.i
FUSION MIDDLEVWARE
- . Define passwords for main and auxiliary schema uzers.
el s
f}:\ Creane Bapogitar, # Use same passwords for all schemas
T Database Conneclion Details Passward sssssnnen
¢ Ssiect Comoonemis : _
l. Schema Pass words
|
T Hmm Confirm Password: .-...fucl{
'Tl mmary
Use main schema passwords for awxiliary schemas
Epecify differant passwords for all schemas
Help < fack Hext > Cancel

9. Select Use Same Password for all schemas and provide the Password OR Select
Specify different passwords for all schemas and provide Schema Passwords for each
server.

10. Click on Next to continue..

Welcome - Step 6 of 8

| Repository Creation Utility ORACLE i ii

FUSION MIDDLEWARE

= Default and tém porary 1abléspaces for the selected components Appear in the 1able below,

T Welcome To create newtablespaces or modify existing tablespaces,use the Manage Tablespaces Bution

T Crente Reposiony

T Database Connection Detail Manage Tablespaces

T Selec) Componsnts

hema P raE Companani Sthema Owner Default Tablaspace Temp Tablespace

T Metadata Senvices OLL_MDS “OLL_MDS *OLL 185 TEMP

= uue Commen Infrastructur... OLL.STE “OLLSTE *OLL_IAG. TEMP

¥ Summary Oracle Platform Secufi... OLL_OF35 OLL_LAS_OPSS “OLL_1.S_TEMP
| Audit Services OLL_lay *OLL_lay *0OLL_18S_TEMP
Audit Services Append | OLL.1ALL_APPEND "OLL. L& "OLL_LAS TEMP
Audit 5andces Viewear OLL.1aU_VIEWER *OLL L&l “OLL1aS _TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation

Help - Back Bext = Cancel
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11. Click Next. The following window is displayed.
= Wwelcome - Step 6 of 8

Repository Creation Utility C::‘.,;ACL&“ E‘

« Default and temporary 1ablespaces for the selected components appear in the table below
To create newtablespaces or modify existing tablespaces.use the Manage Tablespaces Button

EE

Darabase Connection Delnils

Manage Tablespaces

EE

EomDon &nt | Schama Owner | Defaul Tablespace Temp Tablespace
| Metadata Serdces OLL_MDS “OLL_MDS TOLLIAS TEMP
“OLL_l&S_TEMP
TOLL 185 _TEMFP
“OLL_1&5_TEMF
“OLL_LaS_TEMP
“OLL_L&S_TEMP

ap Tablespaces

E

e

Ay tablespaces that do not already exist in the
selected schemas will be created

Click OK 10 create tablespaces.
Click Cancel to refurm 1o the wizard.,

Cancel

* Default tablespaces {specified in the configuration files) are to be created upen confi

Help < Back || Mext > Cancel

12. Click OK. The following window is displayed.

= Welcome - Step 6 of 8

Repository Creation Utility m:z?nﬁfn:l_ls—ﬁns @‘

- Defaul and temporary tablespaces for the selected components appear in the table below
To create newtablespaces or modify existing tablespaces use the Manage Tablespaces Eution

EE

Database Connection Detakl

Manage Tablespaces

EE

hem

ctadata Services
Repository Creation Utility - Creating Tablespaces

Map Tablespaces

A

Summany
walidating and Creating Tablespaces
w# Check tablespace requirements for selected componsnts | 00:00 011(ms)
=* Creale tablespaces in the repository database 0004 996 (sec)
[ = S n
Speration completed. Click OF to continue 1o next page.
* Defaul tablespaces (specified in the configuration files) are 10 be created wpon confirmation
Help

< gack || Hexi> | Cancel
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13. Click OK. The following window is displayed.
Welcome - Step 7 of 8

ORACLE

| . -
| Repository Creation Utility e e e e
| FUSION MIDDLEWARE

T Welggme Database details:
an Crepte Repostiony Host Hama ofsilinoracle com
T ninection Detall Port 1521
Salec] COmMPORants Service Name OLLDE
T : Connected AL L
ichema Pasgwords
T Operation System and Data Load concurrently
Map Tablespaces
‘lT‘. Summrnary Prefix for (prefixable) Schema Owners OLL
_Component Schema Owner Tablespace Type  Tablespace Mame
Metadaia Services OLL_MDS Defaul OLL_MDS -
Temp OLL_IAS_TEMP Wl
Additional Mane
Common Infrastructure Services OLL_STE Defaul OLL_STE
Temp OLL_lAS_TEMP
Additional Hone
Cracle Platform Security Services OLL_OPSS Defaul OLL_IAS_OPSS
Temp OLL_l&S_TEMP i
Addniongl Mané
Audit Services OLL_lay Defaul OLL_1au
Temp OLL_IAS_TEMP
Addnional Mane
Audit Services Append OLL_IAU_AFPEND Defaun OLL_1aY
Temp OLL_IAS_TEMP
Additianal Nane =
Audit Services Viewer OLL_IAU_VIEWER Defaul OLL_IAL |
Temo OLL 145 TEMP i
Save Response File
Help < Back Create Cancel

14. Click Create. The following windows are displayed.

= Welcome - Step 7 of 8

Repository Creation Utility _ORACLE i i‘
FUSIDN MIDDLEWARE

" Database details;

Welcome
Crepi¢ Repository Host Name ofsilin,eracle com
Databaze Connection Datalls | Pert 1521

Service Mame OLLDE

Repository Creation Utility - System Load

I
Ak
I
T
I
T

Map Tablespaces | Repository System Load in progress
Summary |%# Exacute pre creale operations 00,03.325(s20)
| (8 Metadata Serdces 00:07.652(sec)
Comman Infrastruciure Sendcas 0 Tite i
Audit Services Append 0 .L_HE?FE aE .
Audit Senrdces Viewer 0 [ a5 TEMP =
Audit Servces Lt} o =
Oracle Platform Security Serdces Q
Execute post create operations 9 stk
LL_1&5_TEMP
ine
LIS _OPSS
LL_I45_TEMP §
Stap ne B
HL_lau
Temp OLL_IAS_TEMP
Additiaral MHone
Audit Services Append OLL_IaL_APPEND Default OLL_tal
Temp OLL_IAS_TEMP
Additional None —
Audit Services Viewer OLL_IAL_VIEWER Defaulr OLL_tay |
Temo OLL 145 TEMP B

Save Besponse File

Help < Back Create Cancel
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3.3

Welcome - Step Bof 8

Repository Creation Utility

" Database details:

Host Hame
Part

Service Name
Connecied Az
Operation
Execution Time

afslLinoracle.com
1521

QLLDE

sys

ORACLE (-
FUSION MIDDLEWARE

Swstem and Data Load concurrently

1 minute 47 seconds

ftmpfROUZ01E-01-22_11-37_1092718181 /logs frowlog
ftmpfROUZ0O1G=-01-22_11-37_10592718181 flogs

I - RCU Logfile

w Completion Surmmary
Componem Log
Directory
View Log reuldog
Prefix for (prefixabley OLL
Schema Owners

Compamnent

Metadata Services Success
Common Infrasiructure Services Success
Oracle Plarform Security Services Success
Audit Services Success
Audit Services Append Success
Audit Services Viewsr Success

Help

Status

Time
00:13.633(sech
00:09.507(sec)
00:20.068(zech
00:14.133(sech
00:09.273(zech
00:09.23B(sec)

Logfile(Click to view)
mds.log
stblag
apsslog
faulog

lau_append log
iau_wiewer.lag

Close

15. Click Close to close the window.

Creating Metadata Repository

Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below

steps to create the repository.
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Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

GEMLE' Enterprise Manager Fusion Middewars Cantrol 122

mes  OFSLL_domain @
=

B webLogic Domain v weblogic ¥

v Ev |Abhston o -

P 2, 2016 45539 P 15T ﬂ

Homa
o Server
Ionitoring 3
‘ Diagnostics | Mame  AdminSerer
Controd 3 Hoal  obsilin.aracke com
Logs FhtenPort 700U
Clush  Emarommen * lten Poct 7002
Deplaymarts Pariisiant Skl
JDBC Data Sources XML Entty Cathes -
Messaging ,  OSGiFrameworks ot > r
Cross Componant Wiring b Mad Sessions. B Clusier Maching Stale W
Deplc Web Services ¥ Fafeign JNDI Provideds Auneing Pl
Othar Senices ¥ mmpwrln Mathing-0 Runsing a
‘ Adminisiratan k
Retesh Woblogk Domain )
Secu ¥ i)
i Columns Hidden 33 Sorvers 20l2
Syslem Miean Browser

Click on domain name OFSLL_domain on the left side panel.

Expand Weblogic domain OFSLL_domain and click Metadata Repositories on right side

panel, as shown above screen.

The following window is displayed.

DRACI_E' Enlerprise Manoger Fuson Madiemars Canal 12¢

mm OFSLL_domain 0
=
I WebLogic Domain v
Metadata Repositories

I~ wabLogic Domain »

witlogle ¥ .

e By

Fen2 208 1582 M ST )

B

Yoo ereab mast Fusion Middinware component schama repasfionss in a database using the Repasiinry Creation Unity, Metadata Secdeos (MOS) reposianes can be created in a
database with Ihe Reposliary Creaion Uty or crialed on disk s Mé-based raperiiionen. You must regisier an MDS repositary bedors you can deploy appicalion metadats i he

HopoRnry
Database-Based Repositories

Ih-ﬂLwi Daregisiar.
ki

Reposiiory Name Database Type  Dalabase Mame Schoma Hame JHDI Location Partition Soope
Mo Reposiiony
EEEEE——————S—~—~—~—~—~—~ee 4ny
File-Based Reposilories
Reglster—  Duregister
Reposliory Hame Directory Partition Sco|
Mo Reposiiary
e I
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5. Click Register button. The following window is displayed.

= OFSLL_domain @ ae B
t=
- WeblLogic Domain Fisb 2 2016 4:56:56 P ST 4
PRPOSAGTY 15 Crealtd using Mo Heposiony Uroaton Ukdy. 10 negisioen, inpul dalsbass connechon iINkmanon and cok Dy, Mion SEINcT one o] Mo Meladahn Hoposinry and ok
O button

Cancol

Database Connection Information

Datsbase Type = Oracle O SOL Server (O IBMDB2 O MySCL * User Mame  syu

* Hoal Mame  ofsil in.oracie.com
* Password s

" Part 1534 Role SYSDBA j

" Ssrvice Mame oFsiios

¥ is ? Sch Mame Vaerslon Slatus Modified Times

Mo Reposisony

Selected Repository

The selecied schema can be registered only f1 has nol already been registensd
Repository Hame

Schoma Passwond

Help < gark et > Cancel

6. Enterdatabase instance details under Database Connection Information section and click
Query.

7. All available schemas in the given database instance are listed.

8. Select the schema you require and enter Repository Name (adf) and the password
under Selected Repository — Schema OLL_MDS section.

9. Click OK. The following window is displayed.

OORALCL_E Enterprise Manager Fusion Middiewars Gonlrol 12c 3 Weblogic Domain » | webiogle »
== OFSLL_domain T B
=
£ WebLogic Domain Fe 2, 2016 4:36:56 PUIST 4
reposiany |s croated using the Repositony Creation Uiity. To register, inpul database connecion inormabon and ook Ouery, en selec! one of the Metadats Fepositony and oiick
O bumon.

oK | Cancel
&
Database Connectlion Information

Database Type ® Omcie (O SO Sever O BMDB2 ) MySOL " User Mame  sys

" Host Nama sl in orachs com =
Password ==

Port 1521 Fiole  SYSDEA j

® Service Name  OFSLLDS

Cuary
¥ Is Rogl 2 Mame Status Modified Time
MDS tatsa OLL_MDS 122100 WALID dan 22, 2018 65357 PMIST

Selected Reposilory - Schema: OLL_MDS

Tho solected schema can b rogistensd only If It has not airoady baen rogistomd
* Aepositary Mame - aai

" Schema Password e

Help < fack Hext = Cancel
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10. Click Repository name mds-adf on left panel. You can even select it from right panel.

e OFSLL_domain @ vy H«
=

I~ WetiLogic Domain » Feb 2 2016 50140 PRIST 4)
{0 Infarmation =

Mietadala Raposlory mds-adt has been Suscesatully nbgiaterad. If It s fol visibks in the 1abke 5Nar relash v pags, Il miybe bidiliss ASin Server nasd 1o b
restarted. Restard Admin Server 1o see ihe newly registersd Reposiory.

Metadata Repositories il
Wou creale mosi Fusion Middieware component schema reposiiornies in a database using T Repositery SreaSion Lifility. Metadaia Services (MDS) neposilories can be created ina
calabase with o Reposiney Creation Uity or crenisa on disk as Sie-based reposiones. You musl register an MOS repcsitony Delss you Gan depioy Application metaaa io the
ey

Database-Based Repositories

| Rsgstor... |

| |8
Repository Mame Database Type  Databass Name Sehoma Namao JHDI Location Partition Seof
mats-adl Ceaca CLLDE OLL_MDS jicmasad! Gl Globy

il | B3
File-Based Repositories
li 1
Reginter.. [ i 1

Reposiiory Nama Directory Partition =11

11. Click Add and target to OFSLL_AdminSever and OFSLL_ManagedServer as on right
panel.

3.4 Creating Data Source

1. Login to WebLogic Server 12c console (http://hostname:port/console).

ORACLE WeblLogic Server Administration Console 12¢

Welcoma
Log im0 work with The WebLoge Server domam

Usemaame: weblagic

[ — sernaans|
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2. The following window is displayed.

ORACLE Weblsk Serac® ki sion oo
e i =
sy Center 1 e g ot Fratereres o e | LR Welopme, welopic | Correred 1 OFAL_domain
[P p— e » Sy of Sareers o Summery of Sarveom ey o 00 Diin Sourom +DFTAL Somen »Samemmry of OO0 Cueia Smaen
Dk S Lo Bk o b= ey, acidlir. Homc Fage
deleie dnmein the daman
Lesk b E I e A
[— sirlptel Tack Seneral rcanmabon
e
- = Covlgue sopkian. w G Rwerery oo T Cosrpton
B prom ke & Conlgure Grokink for RS Dais Soure & P o cemanissan
g i » Rt Took Stran ¥ Az B guersan an My Orice Supoert
) T—r ¥ ® et oy iovinie Selooel = Cradle Susedas Ovetvee
- S = rde Enioiree arage
B
= Meaageg Domain Configuratioos
- Pakatcireny &
1 Bt Siared | amen Lo Talerupeetad
e FEE Bradeny = g & Heseagg - WTE Bervess
.:.ﬁwqﬂ' | o B farny » It Canvesctian Fosk
L By Cachnt S| | rasn— A - e e
= s Senr Jriila e Vi ies
| 2'5:1”1 ), & iy & Fam Sarace + Log e
= Vatsiros s + Doagrathe Meduoy
Mo da L. a = Mgraae Tagei & Das Source = Dlagraiin Legges
Fors Bk » Cofmrencs Saney = Poiwie! Storen » Argues Perlorrarce
SR T  Conerance Cuniws N » lrchwes
+ Piposnd VLT St = Huchre = ML bty Caes LR
gl ot & Werk Mgy = Rt IO epmterd + e
o = i = - SEr ke kod Fubioen s = Wik Contaaty
= Morwior erves & oM et ail papha
worar et R wiacrs o Wil Sevmord + Morvirre Dasbboed B
Sysbers Status 5| ¢ Deiomea » FaTd
- A
Faaith o Bunog Sarvers
. isur Appsbics s & fcunty SriEngs
I Faed 0 = Seoum Aesi
| Crieal 1]
0 Sreerinaded i)
[ wearrar 7}
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3. Click Domain Name — Services — Data Sources.

4. The following window is displayed.

ORACLE weblLogic Server Administatan Condsle 13¢ _

Changs Centor @ Home Log Out Preferences. ] fcord Help a, mw?mn:m
Wirw changes and malarts Fome »Summary of JDBC Dets Soutces
Cick i Lock & Enif bution b modly, o of ‘Sammary of JOOC Data Sources
Geirte Berms. 0 e doman.
Conliguriion  Mondoring
Lock & Edit
Refeass Confguration A JDBC dats source i an chject bound o the JRDH iree Pl provides calabase connectivy Brough o pool of JDBG connections., Aopications
€800 0% LD & Bala Soiree on Ba JHDE nee and then brmoe & dalabase contciion from & Gala douite
Domain Slruciure
This page summarzes the JOBC data sounce obwcls Taf have been creaisd m e doman
OFSLL_derman L
41 Dorman Pariton
- Erwirotment # Customize this lable
|+ Doplrymons
B+ Servicen Dats Sources (Fiflored - More Columes Exist)
- Messagrg
} e Cick the Lok & Ed buion in the Crangs Canter o scivils all P bofions on fis pags.
E-Pqnium
t - Fepean JHDI Provoers Newi Dt Srowng 1 lodold M|Nhl
[ or Comexls
1ML Regisirea | Hama i Type | JNDI Name Targets Scope | Domain Paritiens
| uML Emity Caches .
] B 7] | Lecasive ThDataSoance | Generc | jdocLocatve TolataSowse | AdminServer | Gilotal
Lo liad Sanainne 1
- AomeSanve, |
- ouc-DBOS Oenatic | i AutAoperdDatatouncs | Chinbal
How doL. = B OFSLL Maagecerve | .
» Create JDBC gerenc data seroes. [ | opss audi-viewDS: Generic | doc/ AudiVewDalaSowoe OFH BLLEI - | Gilobal
» Craaie JOBC Chiclink cata sources |
» Create JOBC mull dan Sources [ | oeas-catu-szurce Generic | jdoe Dpms DataScurce: b | Globat
OFELL MaragedServes |
 Creme UCF Sals sourees

3-22 ORACLE



5. Click Lock & Edit button on the left panel. Click New on right panel and select Generic

Data Source.

Coandgur ston nion i altw §etd 10 0 T
TR,

Lock & Edit

Releass Configuration

Domin Sirctsrs

OFSL doman
- Ooman Paritons
- Erwirgranert
i~ Dopiyments
E-Servem
F-Meieagrg
t o peDe Sounces
PerLatn Sares
Foetign JHD Pagveiees
Wark Contexia
1ML Ragaines
{==WML Emifty Caches

oM L
_-"P_-l.ﬁmm'\—.ﬂ
How do L. =1

» Ciagie JOBC gerorc dals sources
* Croate LLR-enabiod J 0BG data sierces

Syulem Stalus 8
Haath of Rurning Servers

| Faedt |0

| Crawal oy

[ Crianoated (0l

I

Back | | sext | Finixh |un¢|1.

JOBC Date Sousce Propertiss

T dolowing propesties wil be peed in dently pour new JOBC data sowce
* indicates regurnd fok
Wil wtnads o e 10 A your rew JDBC data Source?

4E] " Harme: OFSLL

Wil 2008 B you w19 Srealn youwr data source n T

Boops: Global j

Wl SR rneme el yOu B 10 80N 0 your e JOBC Data SowroeT

AKDE Hama:
jbe /ot sL08Conn0s]

AL LSS B T Welickd i 8 19 St

Databans Type: Oracle

Baci -Ilu:i| Finizh |£n¢.i

6. Enter Data source Name
7. Enter JNDI Name as jdbc/ofslIDBConnDS.

8. Select Oracle as Database Type and click Next. The following window is displayed.

ORACLE weblLogic Sarver Asminisrabon Console 12¢
@) Home LogOut Preforences (] Rocerd Heb | o

Changs Center
Wirw changes and mxtaris

Bio pending changes exisi. Cick ihe Ackease
Canligur e tumen b siow sthars i ot e
emar

Lock & Edn

_Peizase Configurasion

Demuen Sirucham
OFSLL deman
[} Do Pasers
B} Emvirpoment
[ Depioyments
Ei-Services
- Messnagirg
— Dula Sources
Persstent Siores
|~ Faregn NG Prividers
—\Wern Corsaxis
M, Aegiabies
UL Eregy Cacnes |
£OoM —
Lo e Saasions

How da L.

w Ciwate JDBC gererc dats sources
= Create LUR-onabled JOBGC ata sources

Syabem Simius |

Create a New JOBC Dats Source

Back

Back iueu:l Finesk | Cancel

Weloome, weblogio | Cornocied i OFSLL_domain

Home s Summany of JOBC Da Sounes »Summary of Secury fe

srm »Summary of JOOC Data Sources

Hest Fineh Cangel

ST Dala Source Properties.

Thie Rskraring Erceabitien wil Bn s 13 ety it now JOBG dirta Rirce.
Daisbase Diaci

Typa:

What database drivar woull you Bue 6 wse 1 credle databiaas conne ions ™ Nole: ™ ndciles Thal the driver B sapicBy susconind By Cracle
Winhll ogic: Senver

Datshase [2qyracie”s Driver (Thin) for Instance connections; Versions:Ay [-]

9. Selectthe Database Driver "Oracle's Driver(Thin) for Instance connections; Versions:Any
and later” as shown above.
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10. Click Next. The following window is displayed.

View chinges and restints Mome sGumrary of JOBC Davta Souroes = Summory of Sacurty Rearm vSummary of JOOC Deta Sowcen
Mo pending changes anat Clck Ta Resass ‘Cimala s Mow JOBC Data Source
oot B0 DUNO 1 Alleey OITETE [ S0 I B

ook & Edit Teun 5

Yiou Fave selected son-2A JDBG criver 15 cfole 02Aha3S LONNEE TN If Yiur few daln ouite,

Do this data SoWCE SLDEO Qlobal ranssctions T N yes, plaass Chooss tha ransscfion prosocol ko this 0ats SiETE

] Supperts Glabal Transaclions

Select this opion I you wart 10 enable nonr XA JDBC connections from e dain sowrce 1 paricipae in giobal Yansacions using he Logping Lasd
(LLR i piace of Emulne Two-Phase Comeni

(7 Logging Last Rescurce

S| T ogon f pou matt 1 enabls o XA JDBC Sonnechond from I i $0wco 5 eulkile parl Rattn i giotal haniadc i wrg JTA
Selec| Bis ophon ondy' | yowr applcation can lolerile heurnic condlions:

(7 Ermulsie Taro: Phase Comess

Sedect T opton I you wart 10 enable non-XA JDBC connections from e data $040e 12 Daricpate N GO0 VANSacIons using P one-phase
OTITEL e A0 (OCENENY. Wl thes oploen, no ofher can v the giodal i 1

» Coogst JDBC pener Qats MoUTies (%) Gne-Phase Comma

» Cooate LLP-pratien JDBGC dats soutced = r

1]

Sywiem Batus
- Maaln of Running Servery

| © Faled 1

11. Click Next. The following window is displayed.

nEese Lomguanen | | Do Ciniogsition Propartis.
m Wihat i the e of the database you wouid Bue io connscl 27
S Database Name: P
= :

::m What i the name o iP aadress of the database server?
=g .
fa Sowrces Facie cwt ofsll.in.cracle.com
rambent Sorey
Firn JHIOM Pooridics What s the porl o the databass berve vsod B cornes 1o the Gristase”
ol Comimats
1 Ersty Cazres Pk w21
o -
L -0 I ‘What database AcCOUR USEr PAIME GO0 10U war o use 10 creaie daisbass Connecions T
- B - -

Database User Hame; OFSLL143
JDBC genedic data pourcen

What 5 he databang accoun! iatawerd & uig 10 chedlo dalabass cafrectora

i B Pasaword: srsrsanasse
‘Contirm Peaswornd: aww
Faded {01} LR LR
Gatical i)
Qrerioaded |0y Atteral Contaoten Prigeiied
Watring (1) =
- o
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12. Enter Database details click Next. The following window is displayed.

ORACLE webLogic Server Asmmisranan Cansoh 13¢ _

Changs Canter @) Home LogOul Prefererces [ Record Meb | |5 m-ﬂm!mu:m
View changes and restart Pams sSammmary of JOBE Duin Soomes sSusmany of Securty Raaime Summary of JOBC Dals Soorcen
Mo perding changes evel Cick the Feisase Crrale o birw JOHE Data Source
Configorazen buion I Biow cihees 15 68 he "
coman [ Test Configuration | || Back | | Next | || Reish | || Cancel
Lok & Ean Tent

| PRelesis Configuration | Teat he catabase svalsbity s e oo ion pHoperies you provided
Boman Slruclum What i fhe bl package name of JOBC driver class used io-creale dafabase conneclions i Bhe conneciion pool?
OFSLL_doman ot
- Daomarn Faritons
- Emvronment
Al Ditver Clans Wame-  oracle jdbe. DracleDriver

#-Mespagrg

|--Diota Seurces What & the UL of the database 1o cornect 1o The lormat ol e UL vavies by JDBG driver

- Peram e Sl

A ——-— i Jdbc:oracle:thir@ofsll.inoracle com:1521:0FSLLOB

|- XML Regesiries

|--aMiL Enthy Cackes ‘What databasa account user name do o wand I e i croate databaga connections
) =

i v i

L_Niad Spaivgn K Datsbase User Hame: “mee) |14

How da L. [E]
What & the detabae scoouni pEsEwond i use o oreals datshass connections T

» Creais JOBC genarne daty smsess
+ Create LLA-srabied JOBC data soofces Pk 17 ool [EAR AR 1 L 7 et e el s P

13. Click Test Configuration. The following window is displayed.
ORACLE WabLogic Server® Administration Consols Bl 4 oB

Change Center @ Home LogOut Preferences [ Recoed Help ‘ la mm[cmmww
View changes snd restarts Herma > Summary of Sarvers » Summary of Sarvices > Summary of JOBC Cata Sources »OFSLL domain >Summary of JDBC Data Sources
Hessages.
o pending changes ewst, Cick the Relsase
Configration button to slow others to edt the o Connechon lest ucoreded,
‘domain,
TaiTEe Create a New JDBC Data Source:
Reiease Configuration {Test Contguestion | | | Back %“m || cance:
Domain Structure Test Database Connection

. Test you provided,

‘ What s the full packags name of JDBC driver cass used to create database connectons in the connecton pool?

this chiver class must be in the dasspath of any server to which itis deployed.)

‘ Driver Class Hame: oracle jdbe OracleDiiver

What s the URL of the database 1o connect to? The format of the URL varies by JOBC driver,

URL: Jdb oracle thin @ofss222

‘What database account user name do you want to use to ceate database comnexions?

Database User Name: OFSLLI4t
& Creats DSC genanc data sources.
o Craste LLR-snabiad JDBC dsts sources What iz the databace sccount o use datad
f for secure passard mansgement, enter the pasmword ol Fic el b
System Status. 8
Health of Running Servers Password: [T — m
I Faded (3)
I crivcal (9) Confirm Passward: [rT—
I Orverioaded (8}
I """E";"’m What are the properbes to pass tn the JDBC driver when cresting datsbass cannections?
| [t

user=0FSLL14L
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14. Displays confirmation message as “Connection test succeeded”. Click Next. The
following window is displayed.

CORACLE WeblLogic Server Administraton Console 12¢

Change Canler

View changes and restaris

M perding changes awsl Clck the Aobase
Configurntion tunoen b sl oihers i 608 M
[t

Releare Configuration

| =)

iy Home LogOut Prelences [a Hocond Help | [*3 Welcome, weblogis | Connesied jo: GFSLL_domain

Summary of JOOC Data Soaces

Creale a lew JOHC Oala Scunce i
Back i Finish Cancel
Select Targets

Yiou cam seloc! One O mone infgets. 0 deplioy your new JDBC dats source. IF you gon't seiect & fargel, T dain source will Do created Duf not

Beensin Struclism
OFS5LL_gomain
i Domain Parifions

H-Erwronment

WML Enity Caches
oM
M s oo

How da L

» Creme JDBC poreric data pources

& Croae LR -srabiod JOBC das poures

Sy, Yo wil Feod 1 30Ky T Sals Sircs 6l & e e

Berven

) mgminsarver

) OFBLL_ManagedSener

Back 1 Finish, Candel

System Hatur

15. Select target Servers AdminServer and ManagedServer and click Finish. The following
window is displayed.

ORACILE WeblLogic Server Asmenisaanon Consosw 12c

Grange Gemer
View changes and restarts

(Caick the Lock & Bt buticn 10 modify, 800 or
ki v e seman

Lock & Ean

@) Home Log O Prerersnces [ Heo elcome, weblagie | Cosnecisd o OFBLL_domain

Suemesary of JOBC Data Sources
Summary o1 JOBC Data Sources
Configuration  Monacring

A DB s
e yeeg—

i it ot B 19t SN Bt S8 [ wieheet SAERDASE Saanae by Burcugh o ol of JOBC connectons, Appkesscns
. 241 Ty JNTE o el T Bt 3 ASSADAS £ Srtcion Bim & SL8 Souste

T pages summarTes the JDEC 061 SOUTCe SCRCIL a1 e Dean Sreased I s doman

b Eustomise this 1able
Data Sausces (Fifiened - More Columna Exisi)

o the Lowh & BT o in the Changs GESor 10 Scbvate a8 17 BUmons. on T Dage.

ame Trme | JHDIMame Targess
Locamve ToDmasounse | Generc | et soasve ToDmasource | Acmnsenves Gooal
cray Dreneric | (oot IHEC DS et g - Gotal
S Deners | EpcusAsenaDatm o | AETESe - F—
[ — Gonortc | Kb iAudnemDstasouce | AOTNSerr . Gt

16. Click Activate Changes on the left panel.

Update the following parameters in JDBC data source connection pool:

1.

Pool.

Select Services— Data Sources—> select the OFSLL data source— Connection

Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent

users are more this needs to be increased.

Click Save.

Click Advanced button and update the following:
Inactive Connection Timeout=900
Uncheck the "Wrap Data Types" parameter for better performance.

3-26 ORACLE



3.5 Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click Security Realms in left panel.
The following window is displayed.

ORACLE WebLogic Server Adminisration Conscle 12c _

Charegs Cantir 18 Home LogOul Preferences o] Focond Help [+ mwlmmumm
n inanges and " Home Summary of Bacarily Realms
Gl the Lock & Edé bution 1o modiy, add of Summary of Becurity Resims
aslele Bea i thas domain,
Lack & Edn A SOCUrTy Foam [ 8 COMEreT fof e MecRANEMS NCOng LS, QRIUCS, SECUNTY FOER, SECUTEy polcien, AN Securty provoers: nal are
= e b0 prolisct YWebLogic resturces, You can R mulipls acties securly realmi in o Weblogc Server doman. buf onlly ona can B9 st as
Mileane Comfiguration thes deslaull sacunly reaim, which & fesersed for Somain adrinisirative puIposes
o [ T Sseiwrty Radims sogs By aseh secily rasim I Rl been sonfiguisd i he Webloge Server domar. Clel B nama of ihe realm 52
engicrs and condguns thad realm
OFSLL_domain
Fo- Dhman Parifions
- Emvironmest  Customire this table
- Dapioyments
fF-Gervices. Reaims (Fisred - More Colamns Exist)
- Secunily Realms
P Cach the Lock & BT usion i e Changs Gerter 19 acivaie ol Ihe Dufons on 7 0ege
[ Dagnoics
[ Delete Ghowrg 1ia 1 of | Previoos | Wext
|- ‘l—-ﬂ  Default Realm ‘
l :mu!nb | J
New Delete Showirg 1io 1 of | Previs | Next
How da L. B
» Corfigure new pocurity reaims
= Crabie aulomadc neaim restart
» Delets security reaima
& Change the delel secul By neaim

2. Click myrealm onright panel. The following window is displayed.

ORACLE WebLogic Server adminsiston Consote 12¢ - -

Change Center @ Home LogOut Pealerencen [5 P _:\,_l W.M!Wuwm_ﬂm

o tarse 3 Srtrrdey g

Cilck P Lock & Folt Sation b sodty. 0dd of Bettings for nyyrealm
deleia B doamsin.
[H"“ Configumiion  Usors and Oroops  Roes ang Polcies  CroconalMagorgs  Provicens  Migration
Lotk & Edit )

lﬂ.-ﬂ RODBEMS Securly Siore  User Lockoul  Periormance
Redense Configuration

Clok #e Losk & B bufien i e Change Canler 15 masly the semrga on I page.
Bomain Stnecture
CFfLL goman —
L. D P bons
Bh-Ermvironment Us= {his page o contigurs B gangeal behavior of this sacurty reaim.
B Sarvices Mode:
+ - BACLITY Fsaima

7 U fe ITRSTERIFG SEOUTEY LS JACC [Jirva Asthovizasce Conrsct i Contine's B definad in JER 115, you must use the DD
4} Infieroper ity

Ovily ety model Other Wetloge: Server model 55 not avalibls shd he Secunty functiond kr Wet apleations and EJBS iR the

- Diagrosics Adrmiriirabion Corsole are o sbied.
Mame Frrpreakn The same el (h secuilly real Lo ks,
aﬂ Security Model Defaul; _:J Sipc B, I ol ey TG 1o VWD
ted by e securty
vedlm  geer e el dedid g
iow do | =

& Cordgure new secur iy roaims = \Iﬂ Combined Rale Mapping Enabled Dtermiras fow the ol mappngs in e Erlepms
Appicatne. Web apphcaon, snd EJB oonlainers
misact This aeting & valkd only lod Web spplcaices

i Ut i Acvanced sacurty model and

# rokes o degioyment descripiore.  Mote

& Enabls spnerato /sl restat

» MSage §600ry A0 YWED BEpRt SI0FE BN
EtBa

& Sef the detast security moded
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3. Click on Providers tab. The following window is displayed.

ORACLE WebLogi semer ssaoncorsi 1

Change Center ) Home LogOut Preterences [ Recerd Hew | Q Welcom, weblogic | Comeciod to OFSLL, domain
Wiew chamges and restarts HOme > Sammary 0f 60y FsNmL seymam Providen
M perding changes svist Clek e Alexss Sefiings for myresim

Conlgaration tution I alow others 1o o0t th
e d Cosfguration  Users and Groupa  Floks and Pokies | Ceoceninl Mapprgs  Providess | Migration

Lock & Edd [m Possword Valdation  Aufhorizahion  Adudcalion Aol Mappng  Acdting  Credential Mapoing  Ceviification Path

Release Connguraon

A Asthentec aton provides slows. WeblLogic Sarver o estableh rost by valdaling 8 user. You musi hive one Authenticalion provider in 3
Domain Sinciuse secunly reaim, and you can configure mulliple Authenicaton providers in a secorly reaim. Diferen trpes of Aufenicaiion providers o'
oigrod it atcedt difieroct dath miotes, such aa LDAP sorvers or DBMS

QFSL_domain
- Domain Paitsors
- Ervronmnt I Customize this isble
Dpiyyrmants
- Servicen Authentication Pravisers
o Securty Roars
- Imierogerabiity Mew | Defete | Rearder Ehowing LinJold Previoos | Mest
- Dagneatics L'-"t X ===
]| Hame Descrigtian WVerilon
[C] | Trust Senvica basity Adseiter Trust Barvice iBently At s Provite: i
E‘ wmm WebilLogic Authsnicasion Provider e
[} | Doauis Ad serter Wsblogic iSarty ASaeition peovider 1]
1
How di ... =]
Mew Delete Renrder Showing 103 ol] Previous | Nest

» Configuee Autreric iben e kenily
Asserion providery

= Confgure e Passwond Valdation provider

» Lanage securty providers

4. Click Lock & Edit to unlock the screen and click New button in Authentication Providers
sub tab. The following window is displayed.

ORACLE WebLogic Sever Adninstason Console 126 i O
Changs Center @ Home LogOul Preterences [i] Recor et | 2, Welcoms. weblogls | Conrected o OFSLL_domain
— . Wiomr  Bumesary ol Sacusty Fssien ryrests Prrvidire

No pending changes exist. Cick Provider

Corfiguration BUtion 10 alcw OEeTs 10 oot e

aoman ok | || cancet

L Create a new Authentication Provider
Jehnpon Cony i cgeries Wl uted ¥ ¥ Prewiser
[ ep———

Domain Sirusture

OFSLL soman

- Doemain Pavtitans Tt name of the merSCaton provider

A ——

|~Degioyments “ ;. OFSLLDBAUthenticator

- Services

-Securty Reaims
N , Tres & te type of aufnenticston grovider you w10 Create
#-Dagrostcs
Trve: SOLAUthenticator B |
ok | | Cancel

Mo da L

* Marage securty provioers

& Configure Authentication and identty

Assorton providen
‘System Status =
Heath of Funnng Servers

5. Create Authentication provider with following values.
Name: OFSLLDBAuthenticator

Type: SQLAuthenticator
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6. Click OK button. The following window is displayed.

ORACLE weblogic Server Admnisvation Comsoe 12

Change Center

View changes and resians

Perifing changis evisl. They musd Ba actvaled

o taka ofari

|« Acivaie Changes |

(8 Homa LogGu Preterences [z Aecerd Help @ m.m}mum_m
Horme »Sumrmarny of Securty Reatr wrymaim =Providess
Betiings lor sryrasis

Corfigurabon  Users and Grugs Aols and Polcies.  Crodential Mapiargs  Providers  Migraton

Password Valdadion  Authorizalion  Adudcation  Role Mapping  Audiing Credential Mapprey  Cartiicafion Paiy

Urido All Changes
Doenpin Struchane A Auitheniicaion prosides alows WeblLogio Server io esiablsh insi By valdaing & user. Yoo musi have one Aufentication provider in o
2 Seculy feaim, Snd wou can conligure mullipls AuPwTHESion provioars in 8 securly roaim. Differont fypes of Acthedic aten Bioviders &6
OFSLL_goman dosignad i acoess dferent dats storen, sech aa LDWP servers or DS
- Doman Parttors
Emvirorment
Depiymenty b Custemize this labhs
[ - Serwices
- Gecurty Raams Authentication Proveders
[~ Il et ity
Dagnosticy

How do L.
o Configuie Authenicaton and identiy
As perion prov oe'n
= Cawfigurs s Padiwend Vialelabon Srivisier
* hanage sty roveers
@ Gel the JAAS control g

* RE-Droes ApheTicalon DoV

Shovwerg 1 o dof & Previoes | Mexi

Description Waraacn

Trual Service ket &l senon Proyder 10

Webloge Autharscalion Provides LE J|
Wil o BTy Aol L P e LR

Provider hat pestorms DISUS uercation 1w |

Deinie Rearder Dhowrng | ind ol & Praviecs | Ml

7. Click on ‘Activate Changes’. The following window is displayed.

Change Center

View changes and restarts

1o take effect

‘ Y 4 Acfivate ChangF‘s |

ORACLE WebLogic Server Administration Console 12¢

Pending changes exist. They must be activated

m Home LogOut Preferences Record Help | Webcome,\nebhgh:|Connectedtn:OFsLLjomah

Y|
Home >myrealm >Summary of Secunty Realms >myrealm >Providers >myrealm >Providers >0FSLLDBAuthenticator >Summary of Services >Summary of
JDBC Data Sources »Providers

Settings for myrealm
‘Configuration

Users and Groups Roles and Policies = Credential Mappings | Providers = Migration

L3
‘ Undo All Changes |

Authentication | Password Validation

Authorization | Adjudication | Role Mapping | Auditing =~ Credential Mapping | Certification Path

Domain Structure

‘OFSLL_domain
Domain Partitions
+}-Envirenment
++-Deplayments
[+-Services
t--Becurity Realms

« Configure Authentication and Identity
Assertion providers

+ Configure the Password Validation provider

How do I... =

An Authentication provider allows WeblLogic Server to establish trust by validating a user. You must have one Authentication provider in a

security reaim, and you can igure multiple in a security realm. Different types of Authentication providers are
designed to access different data stores, such as LDAP servers or DBMS.

[ Customize this table

Authentication Providers

New Delete | Rearder | Showing 110 4 of 4 Previous | Mext
[ | Name Description Version
[J | OFSLLDBAuthenticator Provider that performs DBMS authentication 1.0
[] | DefauttAuthenticator Weblogic Authentication Provider 1.0
[ | Defaultidentity Asserter Weblogic Identity Assertion provider 1.0
[] | Trust Service Identity Asserter Trust Service ldentity Assertion Provider 1.0

i New | | Delete |\ Rearder |

Showing 1to 4 of 4 Previous | Next

Authentication order should be maintained as mentioned in the above screen.

8. OFSLLDBAuthenticator will be displayed as above.
9. Click on OFSLLDBAuthenticator.
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10. The following window is displayed.

CORACLE WebLogic Server Administratan Console 12¢

Ehange Cemlar

Wiew changes and restarts.

No pEnang Crangss EXal Cick e Resate
Carfiguration bution (o alow othars 0 o0t the
idomamn

Loeche & Bait

Retease Configuration

Daomain GEnsciure

OF 5LL_somain
[Bh-Domain Panitions
5% Ervronseni
Depioy ments
% Semvioes
—Ganarty Reaims
- Inberopes nbdty
- Dugrosicy

How do I

+ Configure dafherficalion and idenily
ASASTEON D owidaTd

» et the JAKS control fiag

* Congure e Passwird Vakalon provider

* Marage securiy providerns
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11. Select SUFFICIENT as the Control Flag and click Save.

12. Click Provider Specific sub tab under Configuration tab. The following window is

displayed.
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13. Provide the following values in corresponding fields.
Data Source Name: OFSLL

Password Style Retained: Uncheck

Password Algorithm: SHA-512

Password Style: SALTEDHASHED
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Provide the SQL Queries from the column Corresponding SQL Queries as per OFSLL
Tables as given below.

Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables

SQL GetUsers | SELECT U_PASS- SELECT UAU_USR_PASSWORD FROM

Password: WORD FROM USERS | USER_AUTHORISATIONS WHERE

WHERE U_NAME =7

UAU_USR_CODE = ?

SQL Set User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Password: U_PASSWORD = ? UAU_USR_PASSWORD = ? WHERE
WHERE U_NAME =? | UAU_USR_CODE = ?
SQL User SELECT U_NAME SELECT UAU_USR_CODE FROM
Exists: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE = ?
SQL List SELECT U_NAME SELECT UAU_USR_CODE FROM
Users: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME UAU_USR_CODE LIKE ?
LIKE ?
SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-
User: VALUES (?,?,?) TIONS(UAU_USR_CODE, UAU_USR _-
PASSWORD,UAU_DESC) VALUES(?,2,?)
SQL Remove | DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE-= ?
U_NAME = ?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME = ? | UGR_GROUP_CODE = ?
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
,?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove | DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE = ?
G_NAME = ?
SQL Is Mem- | SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- | FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME = ? AND BER_GROUP_CODE= ? AND
G_MEMBER = ? UGM_MEMBER_USR_CODE = ?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- | BER_GROUP_CODE FROM

BERS WHERE
G_MEMBER = ?

USER_GROUP_MEMBERS WHERE
UGM_MEMBER_USR_CODE-= ?
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Operation Default SQL Query Corresponding SQL Queries as per our
from Weblogic Tables
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- | FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE= ? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER | R_CODE=? OR
=? ORG_NAME =7 UGM_MEMBER_GROUP_CODE="?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES( 2, ?) BER_GROUP_CODE,UGM_MEMBER_US
R_CODE) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER =?

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE= ?

SQL Remove | DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- | GROUPMEMBERS BERS WHERE UGM_MEM-

ber: WHERE G_NAME = ? | BER_GROUP_CODE= ?

SQL Get User | SELECT U_DESCRIP- | SELECT UAU_DESC FROM USER_AU-
Description: TION FROM USERS | THORISATIONS WHERE UAU_US-

WHERE U_NAME =7

R_CODE = ?

SQLSet User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Description: U _DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U NAME =? | R_CODE="?

SQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM

Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE

tion: GROUPS WHERE UGR_GROUP_CODE=?
G _NAME =?

SQL SetGroup | UPDATE GROUPS UPDATE USER_GROUPS SET

Description: SET G_DESCRIP- UGR_GROUP_DESC= ? WHERE
TION =? WHERE UGR_GROUP_CODE= ?
G_NAME = ?

Provider Name | OFSLLDBAuthentica-

tor
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3.6

3.6.1

S0L Remove Group kember:

»| Descripiions Supporied

SOL Geot User Description:

SOL S User Deacription:

S0L Get Group Description:

SOL %ot Group Descripbion:

Save

14. Click Save.

MEMBER_GROUP_CODE= 7

VHERE UAU_USR_CODE =7

WHERE UAU_USR_CODE= 7

ERE UGR_GROUP_CODE= 7

ERE UGR_GROUP_CODE= 3

Aot ey

Micere Indn

iore Imio

ore Info

Note

Application server needs to be restarted for these changes to take effect.

Creating User Groups and Users

Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.

Run the script "crt_app_user.sql script" as a OFSLL application owner user.

SQL*Plus: Release 12.1.8.2.8 Production on Thu Feb 4 12:47:85 2016

Copyright (c) 1982, 2814, Oracle. ALl rights reserved.

Enter user-name: OFSLL143TESTL1
Enter password:

Last Successful login time: Thu Feb 94 2016 12:92:37 +05:39

Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.8.2.9 -

64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing opt

ions
SOL= @/home/dev/Desktop/ert_app user.sql;

Enter the name of the OFSLL App user Id you

Want to create user: DEMOSUPR

Enter the First Mame for this user: DEMO

Enter the Last Name for this user: SUPR

Enter the Phone Number for this user: §999777321
Enter the Fax Number for this user: 9999888321

1 row created,
1 row created.

1 row created.

soL= i
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3.6.2

1.

Login into WebLogic server console.

2. Click Security Realms on the left panel.

3. Click myrealm on the right panel..

1.
2.

ORACLE WeblLogic Server Agmnistration Comsste 12¢
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Summary o1 Secunty Reatme
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{
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Mew Dﬁﬁe Showing t o1 of 1 Previoas | Mext

Select Users tab under Users and Groups.

If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

CORACLE webLogle Server sdministraicn Console 12¢

Changs Center
Wumwr changes and restars

Clhck T Lock & 538 bution i moddy, Bdd of
Oniosy itner in P doman

Lok & Edit

Relaane Cordigur atiod

Damiain Sinschire

OFELL_ocomain
#-Doman Partions
- Ervronment

- Depleyments
F-Sorvicae

|- Securty Reaims
B < Interoper bty
% Duagrasics

How do |

& MASNAQS LSBT M QPOLDe
= Croabe ey
» LAaelly Laars
» Dislerin Laniy

i@ Home LogDhd Prederences [Ad u Hop || (=% m.mh;mmnm_m_k

/ ond Ceoop > Summary 0l Sancey Asaim =mymaim sDFSEL USEH »mymeamm sLsm snd

SOFTY REMTE SITyTEIIT
~geen and Qeoupa
Sattings far myrsaim

Conlguraion  Usersand Groups  Roles and Policies  Credeniinl Mappings  Prowiders  Migradion

Users  Orinpe

Thie pape depleys indormation aboul asch user that has Boon configurad in this securly rmaim.

W Cumiemize this tabis

Usarn {Fitevedd - More Columns Exist)

Now | | Deieie Showng 15 cl S Provins | Hext
= v v

1| Namn Im Provider

m] :Wi DEMD SUFR OFSLLDBAherneats |
bl s H {
EC'!I‘-CM-'SCT This i The defaull sarvice account for WebLoge Server Lilecycle Manager confguration Dt i |
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N_e- [l Showng 1903005 Provious | Mext

Creating User Groups

1.

Select Groups tab under Users and Groups.
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2.

If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the

Groups are automatically created in weblogic when created through an application.
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3.6.3 Assigning Users to Groups

The USERS are automatically mapped to

OHFACILE Weblogk Sorver® & shen Cussnls

A e L Ot Prafereees T

default application group - OFSLL_USER.
O
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3.6.4 Resetting password via weblogic console

1. Click on User. Select Passwords tab. Enter the new password and confirm password.

CORACLE WebLogic Server Adminisyaten Consale 12¢ -

Change Canter @) Home LogCha Preserences. 23 Heln =Y Welcome, mebiogl | Gorracisd i OFSLL_domain
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u Diagraatcs * Conrliren Hew Password:

semmmunns

Save

How do L - |

# Crasie users

& Moy users

= Dlain uaamn

2. Click on Save.The following window displayed.

ORACLE wWebLogic Server Aaminisvaton Console 12¢

Ghange Canter Homa Lo Ot Prafemnces [35] e [~3 Welcome, weblogic | Comocted i OFSLL_somain
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- Baraice

Sacurty Reama
¥ Irferoperabdty
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“ New Password: = now pasyord of this eser. More info,

“ Canfim Hew Peaswodd:

3.7 Implementing JMX Policy for Change Password

1. Login to Oracle WebLogic Server 12¢ console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.
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2. Click Domain — Security & myrealm — Configuration
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3. To enable JMX policy select the "Use Authorization Providers to Protect JMX Access"
check box on the right panel

ORACLE weblLogic Server admintstrabon Console 12¢

Change Cenier

Yiew changes and resiariy

e pering charges exad Cick e Fokease
Caonfigeration buotton i alow cthers i odl e
o

Lock & Edit

Release Configurabion

Domun Struchsre

B Home LogOut Preteercen [ Recon Hep mwimu:nm_m—

Home + maey 503 (oot >DEMCTUPS »Utesy ard Smousa - DEWDIE L ouzs FOFSLL USER ~Lsera and
Drcips DE| A =mryrealm
Settings for myreaim

Cosfiganiisn  Usen ond Oeoops  Foies and Polcies Crocentsl Msrongs  Provioess  Morston

General  ADBMS Socurty Slore  User Lockoul  Parformance

Sawe

Liser this Dage B £oniiguee Mt Qfies il Sefnncr of I S8turty fearm

M
Wy dhe irpiarng securly Utrg JASC [Jins Authoriason Contrac] ke Containets a8 Sofined in 2SR 115}, you mesl uie e DO
Only pecuriy model Diher WeblLogic Server models: ane nof avalabie and the securily funciions for Web applcations and EJBa in the

AcTormarr an0n Cord o A g abed:

mryTeaim

] Security Model Detaun: DD Only

How do L.

m

! of] Combined Role Mapping Ensbied

= Corfigure new pecur iy reaims

» Eradhe gutomalic reaim resdar

& Manaje seciEly Jor Wl ADOACASONS and
EdBs

& Gol T detaill sacurty model

)| ] Use Authesizaiion Providers bo Project JUX Access
= Defegaie MBean gutncration i the resim .

]

Syalem Stalus
Fhacalh o Rurminn Sevvees

4. Click Save and restart the server.

5. Re-login to console.

6. Click Domain — Security - myrealm — Roles and Policies— Realm Poli
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Note

If server is not restarted, JMX Policy Editor option will not appear
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» Delegate Millean mufhor ieaton 10 e fealm 1 Deopirprann [
. 1 Doman
Healts o Funding Servers 00N |
| Fadad i #JDec |
| rtical (0% g |I
'— Overonsed (0} Iliu w
| Wigerirg (00 A
T S Ponl Level Polcies |
7. Click on JMX Policy Editor to configure
ORACLE WebLogie Server st cors - O
Change Center (i) Homa LogDut Pressrences [ rocorn Hop | q mm|mum.m-
Wi chidriges sd ivalaet bome s Sommary of Secusty Ranime soymaim Aeaim Fobe Reaim Prioes sRfeaim Gole «Ream Boloes JB0 Policy Edior
Gick P Lock & Ecit buson 1 moddy, add or K Py Edioa
dedede Bema in fhis domain. )
R | Bath | Wext | | Create Palicy | || Cantel
Releate 'Enrmwr.nmnn Select the Pollcy Soape
& Toapphy tha poley 10 o s lances ol an WBesn, ssect GLOBAL SCOPE.
* T apply this podcy oy 1o an MBean instance that i used i manage a speciic deployment of resowoe. select ha depicyment o
QFSLL_doman fioutte
- Diomain Paritoes
# Emennment Scopes
] |
-Barvices Boape
b B iy AEAFE I
| -.I'i'_, GLOBAL SCOPE
imw:m -
+-Dmgrostics | | mom
| I JDBC Sysssm Rstorce
| | B M5 System Resources
i WLDF System Posources
ow dob ol AT Haxi | Creane Py || cameet
v Craate JMO poleies

8. Select GLOBAL SCOPE
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9. Click Next

=l wokloge; secur iy provicen authenbcaton
B i s orp A ther B Aty WBean
CuntnenfBiiShmarts alor hiflnan
DefauiAuihenticsarbiBean

Defautiienity AssensriiBisan

IPaneshutherto alorkefiean

Negoiielientty Asserier WiBean
ool mongcatoriiBioan
Crpenl DAPAthentcaioriBean
OuncisiniernetDivec iony AuthanicMorkiBean
CracleUnfedDeecionyAuentc alo Mbean
OrazievirualDireciory AuPenticaiorMBoan
Fnacirdy 30 Lkt nicaboniBes
= . SOl e aie WiBosn

Virtuallls nrdctheniic morkBlean

3wl SeCu Ty frov e Buthoni al

# wetiogic SeCUrty Broviden tindenial

# weblogic secutty providers pi

3 webloge securty provioen sami

4% welioQ Saourly providers Lalmiathoriraton

Back Nr‘l TEAl ¥ Cancal

10. Select weblogic.security.providers.authentication.
11. Select "SQLAuthenticatorMBean". Click Next.

Wecheim  View  Dwnisa  Hoip

T
-
.
s =
o e
Ll Cancet
@ /F =0 B e Cx4

12. Expand "Operations: Permissions to Invoke" and select "ChangePassword"
13. Click "Create Policy"
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14. It opens the below screen for Authorization providers where you can add conditions to

setup the policy.

ORACLE WebLoglc Server Aminisation Cansole 12¢

Change Conlar
View changes snd reatarts

Clch e Lock & Eof busion o moddy, add of
et deme in tha domain

Lock & Ldit

Aeleaie Corfiguation

Domain Strechare

OFSAL, aeran

- Dovmamn Paritera

- Environmeant
Sacurty Fsses

- Inercper sty

- Caagroaice

» Craate JAD poicies
& Commiena Condiors

fl Home Log Out Preferences [Bd N Hep 8, Webenme, webbigie | Coonecio 10 GFSLL domun
Fiome sSammany o Geoery Besims wmymaim «Feais fows »Raam Potoss «Beaim ol »Peaie Poloss = Poicy Edisr «Edd JWl Policies

Edit JM Palicirs
Save

[F. =

Use i page 10 specify Te condlions. under which B User Can acoess s JALT resource and fhe Aufhorizason provider thal siones and endorces.
e CoNEons.

Providers
Thess s he auitonization provcens o aominaaion can peiect o

— Poliey Condith

Thime sondtors dolermra T scoett conirl i youl S resounce
Add Conditians
Hs Py St

Combaine . | Unkombene . | Hove Up | | Move Down | | Remove

i

 Adid G | | Combime | Untembine | Wove Up | | Move Down | | R
(3

|

Save
Policy Used By Detaafl
Aol ; Armn

15. Click Add Condition. The below screen will be displayed.

ORACLE WebLogic Server Adminisation Consoln 12¢

Changs Conler
Virw changes end matarts

Gk e Lock J Edi bufion o modly, add of
deiede s i fhas domain

Lock & Edit

Relgais Configuration

Domain Struchare

QOFELL dorman

- Do Paritiona

-Environmant

-Gt
Eacurty Ao

- Inserper nbiy

- Chagramice

» Creme MO poicies
= Comire Condiong

‘ Home Log Oul - Prefetences Bn-— wii Hep | 9 ket webboagie | Conneied 1o; GFSLL_damain
Fome Sommarny ol HeosTy Fesime wmymam sReam Aot »Ream Poices «Feaim Roier »Ream Polos s » MK Poicy Cdter «Eok JEX Polic ey

it JME Policiss
SaveE

Usa s page o specly P condlions under which o user tan acoess Tl JMX rescunce and e Authiortzaion providesr thal siores and endorces
et ondRonS.

Praviders
Thess are the aulonzalon providens am adminadraion can pelect Fom

Autharieatisn Providers:

XACMLAUthorizer -|

— Poliey Condith

Thasa condittrs dolerming T Screts Corindl o youl JUN respunce
Ard Condtians
s Prodcy Sgecied

il C |  Combime | Uncombine | Move Up | | Move Down | R
k

Combine . | Untombene . | Move Up | | Move Down | | Remeve

i

i

Save

Pollory Used By Defaal
o ; Agrmn

16. For Predicate List, select Group for configuration.
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17. Click Next.

ORACLE webLogic Server Administaton Console 12¢

Change Coniar
Vi ehanged ind restais

Cliek Pap Lok £ Folf bumon ko modly, 830 &
gty bormn i this oman,

Lock & Emg

Melease Conhuration

Domain FEnictm

DFSLL_somain

- Doman Paritiora
- Emvironement

— Dinplosy mants

& Services
Sty RanEns
- Imercperatty
- Dagresici

How da |...

o Cooabs SO poleies
& Combies Condioes

i

@ Hoore Log Out Preterences [5 1ecart Help. [ ] Weicame, webiogha | Connecied fo: OFSLL_domain
ey sfpevrary of Sacuety feaim woys e Heaim R «Paaim Paice Reaim Peigg oHeaim Polces w3 Py Edtior « Bt JUT, Policarn

Edit MY Policies

Back | (Wit | || ann | || cancel

g Argumenty

Oy this page you wil 1) in The Regumesis Mal perain i e predicale you have chosen,

At o o g Grougn b B concilien 1l yow Bad mullipls grouge, ihe corditen cvaluites s e I the Uier B & membes ol ANY of B grope.

Group Argrument Mame,

]

OFSLL_USER

Remove

e 5o oo

18. Select user roles for application.

19. Click Finish. Click on Save to complete the configuration. The following window will be

displayed.

ORACLE WebLogic Server Adminisyation Cansale 12¢

Changs Conter
View changes sed restarts

Clein the Lock & Folf bulon o modiy, e or
iy oy N the aeman

boik b Edig

Rebeaun Configul stion

) Home Log Ou Pretemeces [A] Peon Hep @ Welcome, wesdogie | Comnectesd 1: OFBLL_Somasin
erE ey of ety Aesins wmgregen oRecim Bolg oSeam Potcwy wAnsm Boey fyaim Poices « A Posey Edtor Edn WX Policies

Edit JMX Pobies
Save

ien thee page 10 mpecily th COMSRIomN LNNe: WhHE T S USST £ Scoons The JWDS nesourcs and B Autoriz slon provice that 5ones and ardorces

Dormain Sinscture

OFSLL_doman

- Erwronsont
Deepicsy eerata

[Fi-Services
-Sacurty Feaima

[ intenopes bty

[~ Diagrosics

Maow da L.

» Groste JAX poices
® Cormibine Conations

1]

ma

— Previders

Thesa & i Suoe iFascn f itk & & SETirE Talor can dakect fram
Authorzstion Providsn: Mmﬂ
~ Palicy Conditians —

These condiions delerming fhe access Comind 10 your JV iesource

HAdd Condithans | _Ewt_lun Uncombine Move Lip e Dowmn Remove Hegate
] throwp : OFSLL USER
Add Conditsons .| | Combine | | Uncombine | Move Up | Mowe Down | Remove | Negste |
lﬁ.
o Policy
o - Aderiry
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4. Configuring Policies

Configuring Password Policy for SQL Authenticator

1. Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myrealm-> Providers as shown below. The following
window is displayed

ORACLE Weblogic Sorver Adminstaton Consele 12

Change Cenler
View changes and restarts

(e the: Lock & Eolf bufion B2 modily, add o
Seieie Bema N s Somarn

Lock & Edi

Domain Snatiun
OFELL_domain

41 Doman Fyttond
81 Erwironrman

Degicyments

- Servicas g

- Wezagng
Dita Soerces
Porze et Sioves 1
Foveign JNDI Pegrvinars |
Vork Coniels
AL Aegasirion
0L, Entty Cachea
Cou !
L Ses e =

Hew do L

+ Configers M Passwornd Yaldation provider

Systam Status

& Home Log Ot Pterencs 5] g Y Welcome, webloght | Consected 12 OFELL domek

7 BBt > B X P
Proiders
Saitings foy myrmaim

Confguralion  Usard dnd Oroups  Flols and Polcies  Crodenial Magoingi.  Providens  Mgyiisn

fothenication  Paswword Valdailon Auhoricsion  Adudcaion  RoleMapong  Audirg  CredentidMapping — Cenicafon Path

The Pas pwond Wiskiiton rovider manages and antorcas /et of configutabls pastwend compos Hon rues, When congured In 8 securly foaim,
e Pasyeoed Valdation provider & aulomatcaly Invoked by 8 sLEpored auhenticaton proviclr whenewer 3 pasewornd i crealed of updated bor
Bima i the reaim. The Pasewoed Viskiation prosrider fan parionms & chack b detarming whethe he passwond mests the crisna sstablshed by
e compostion ndes, and ihe pas sword | BCCE0sd or rejecied B ADCIopALE

¥ Cumlpmite thia table

Paswwoed Validation Providemn

Chek the Lowit Jf Bt Bution in e Change Canter i &otvate o e bufions on T page

New | | Deteti | || Recrdar Showrg 100 1ol 1 Previcus | Mand
M |m|hl Wersian
SateePias s mp iy pkasy Pt i mierpest Bn SRahy 10

Blerar [ Regader Ghowing 110 90l | Prévious | Head

3. Click SystemPasswordValidator link. The following window is displayed

ORACLE webLogic Server dminisraton Conssie 126

Ghange Cerisr
Vi changed i restina

oK ™ Lok f Gttt 1) ocily, 5 of
St oma i e desan

Lok & Edit

Belesse Consguratir

Domain Struchum
OFELL_domain
F-Doman Paritors
- Einyionme

Degloymants

=t~ ErvicEg &
- Wansagng
fata Tpcon

WL Pogitiies

KWL Ertty Cached

COM

Mal Sesainns =

{8 Home Log Out Mratereeces (] Hip @ Welcome. weblogh | Connecled i OFELL_domain

2 cHyiemPasiwendialidsee
Seftings ar GysiemPaiasond validalo
Conliguration

Comemesn ooyt Soetic
[ ]

Trid page daplay's bask inkrmiton abdul s Syiles Passwond Vildalion proxvider

1] Mame: SysiemPasswordVakdator Thee navme i ths. Systam Pasewerd Wakiaton
ovioes. Niore ok

A7 Descnption: Paswwend compoation checks A wtort destrotion of the Sysiem Password Valdator
povoer Mol I

] version: 10 version mumber of e Syahem Passwoed Vaidan
rovier, Mong in

4. Click Provider Specific Tab.

5. Configure the password policy as per the requirement. The following window is displayed.

Click Save.

41 ORACLE



4.2

Confiquring User Lockout Policy

1. To Change User lockout policy, browse to Security Realms > myrealm->
Configuration Tab > User Lockout Tab. The following window is displayed

ORACLE WeblLogic Server Administation Consale 12¢

Change Center
Wurm changes and reatarts

Chck T Loci & SR bution 10 modly, 8o o
Deiens tewd 0 TS RAR

Lok & Bt

Domain Sinsciure
OPFSLL_coman
1 Oomain Pasttions
i Ervicrement
|~ Depicymants
Sp——
(5 Mesaagng
[l Sowrres
Pematent Siores
Forsgn JNDE Providers
Work Contests
XN Faga ey
1ML Ertity Caches
[t
A3 S

How do ..

= Het uner DCKOU ST DUles
* Uniock user Bccourds

Sywiem Statua

Heas of funnng Sercers

| Fuadde (31

| Critient {0
Overioaced (0}
Wiarrang (00

|
— o

@ Home LogOut Preterences [53] Han o, ‘Wslcame, weblogh | Conrectes in: OFSLL_damain

= o e S P ey of £
-  AFTIVeT ASrRemP e Ak aSumma af Se myrraim

Seifings lor myreat=

Configuration  Users and Groups  Foles ond Polcies.  Credental Mappings Providers Migrarion

| Geeneral  AODEAES Securty Siors  User Lockoul  Perlormance
L, W Lo h & E bolon i e CRangs Cevled 12 modly Ihe defrgs &0 tha. page
Passwon guessing & 2 common type of secury atisck. In this type of atinck, a hacker sfiempts io log In 1o & computer Lsing various

= 1ol D UL LATIES. AN PR et WWEDESDe Derver S vinet B 861 Ol BITELASS 15 S 006 | i GIEGUNES HOM Pliaders Tht Bags
aSows s b Sefineg Row csof Gelouts willibe hareind In this sacurty fosim

(5] Lockout Enabled

#F] Lockous Threshakl:

#1] Lockaut Buration:

#F] Leckout Reset Durstion:

#] Lockout Cache Size:

o] Lockout GC Thieshold: &00

Tave

2. Configure the User Lockout details as per the requirement. An example is provided

above.
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5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 12c console . (i.e. http://hostname:port/em)

LOGIN TO

Domain  Domain_ OFSLL_domain
* User Mama  wetilogic

“ Password e

I.T

OoORACLE

Copynght © 1538, 2015, Orscle ang'or fs affiksies. All ighis reserved. Ceacle is a regisiensd irademark of Oracle Componadion and or [is adfiliabes. Other names
may be trademarks of their respective cwners.

2. Click on Lock and Edit as shown below..

COOMRALCL_E Enterprise Manager Fusion Migdipsang Confol 12c 2. Wetlogic Domain = retloghc. =
E OFSLL_domain o w B v | Aulo Retash  On j
B WL ogic Doman w Edit Sessicas =t )

i Lo & Bt

| Servers Administration Sercer p &
Name AgmenServer v O
Hosl ofallinorscle com ’ o

Uisten Port 7001

il 558 Uisten Port 7002
Miew Rastan Checks
» Servers
Pretersnces
St Vi Craata Datain Contret v G
= o3 reain
Hearmo ‘Status  Clustor Macnhine State L.
Depioimants AcminSereeragmin - Fuewing =
. CFSLL_Managed S - Wi -0 Furning
1 we
Domain Partitions
Oromumin Paremions L
Roacurce Group Tempiales =
L EEEEE——=E—=—A———=—— EX]
Commmns Hiosen 33 Servers Zo1z
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oRACLE Enterprise Manager Fusion Mdadisware Coniol 122

t-""' OFSLL_domain @

- WebLogic Domain =

B webiLogie Domain *  weblogic v

B v Ev | AuoReresh OF :]

Feod, e TR P T £)

& Conlirmation

The it sasslon kock has been acquived. No panding changes el
i Administration Server

. 2 o Name AdminSaner

Host ofsilincmcko.oom
-_— Listen Port 7001
Clusters S51 Lisben Port 7002
) p  Servers
Chastars View = @] Croste Dot Gongrol v O
Hame Shatus  Clusber Machine Shabe Hea

Deployments AdrainSenvar{adein] + Rursning o

g OFSLL_ManagedSecvet + Machine-d Rurning e 3
1 up -

Domain Paritions

Domain Poriflions. B | 1)

Columns Midden 33
b

Sarvers 2of 2

3. Click on Deployments in the left panel. To deploy go to Deployments option in the menu

as shown below.

ORALCLE Enterprise Manager Fusion Madiewam Cantrol 12c

=== OFSLL_domain @

k=

- WetLogic Domain

5 wotdLogic Domain v wallogic ¥

B v EAw  AuioRstesh Of j

Fob 5, 2008 7:17-35 P 15T 0

& Confirmation
Tha sdit seasion ook has boen acquired. Mo panding changes exist.
Servers Deployments.
: view v [] ShowAll  Deploymenl v Owimide » Conbol v
. 2up Mame womor s State Health  Type Doma
b A opasest B Redspiay Active O Wb Application
= Ungeploy
Clusters
= Felch Deglayment Pan
1
Clusters
Deployments
. 1 ’
Domain Partitions
e P b | 17]

Columna Hiddan 4 Cowusmra Frozon 1
-

Dopioymants ot

4. Click Choose File button and select OFSLL application archive file i.e. ofsll_143.ear.
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ORACLE Enterprise Manager Fusion kicdieware Conol 12¢ weblogie * =
OFSLL_domain @

Sawct Archiva Saedoct Targol
Deploy Java EE Application: Select Archive Back  Sip 1ol mll: Cancol
Scope |

Sedec a scope hal you wand io ceploy ™is applicaton lo - Global j

Archive or Exploded Directory

Java EE archives, Web Modules (WAR fes), EJB Modules (EJ8 JAR hles), Resource Adapler Modules (RAR fles), Coherence Archives (GAR ties),
JOBC Modaes, JMS Moduls, 30d Fonsny Bes [Jas Bhed) Can D degioyed. You can Bo Sbploy an expioded St Tl 5 presand on B seiver
whaeg Enlaaprise Managed is running

® eghive Is on ihe maching where his Wab browser is nunning.

| Browse... | ot 143ear

L] Archive or axplodod dirociony is on o sorvor wheen Enfevprise Manager is running.

Browse_.
Deployment Plan
Thi deplayment plan & a Al Ml containg thi deployment solings jor an applicalion. Youl can use A previousty sived deployment plan 1r his
. Lt in thi Geploymant procsEs. you cin opbonally edil he deployment plan and save I ko & hiturs dep o this dpp I you
0 10t N & chapioyirent pLan. orsk will D8 Coaake AUKMALAYT NG the dephoyment Brocess whin GHoyMont contiguraben 5 dome, The
deploymat plan i nol applicable whan you deploy a liprany,
® Cromts a naw saploy plan whan ¥ g 1 b5 dona,

12 Depacyment plan I8 on the maching wharne fhis Wb browser is unning.
[ Browse... | o tie soiecied
) Depioymantplan fs on ihe sarver whare Enterprise Manager s running.

5. Click Next. The following window is displayed

OORACCL_E" Enterprise Manager Fusios Madiesss Conrel 198 wesdogic v
OFSLL_domain @
D= x -
‘Seloct Archive Seolect Target Apohcaton ARTDutes Drapioymant Seling
Deploy Java EE Application: Select Target Back Stop2ot4 n“i Canced
‘Select the Webloghc server or ciuslar (hat you want ihis agpication 1o be de péeyed ba.
Setect Mams Type Deployed Appiications
(=] AdminServer Gracie WoblLogic Sorear
= CFSLL_ManagedServas Orachs WabilLogic Server ey

6. Check target server as per the requirement OFSLL_ManagedServer and click Next.

7. The following window is displayed.

ORACL_E Enterprise Manager Fusion Modieware Contol 12c websagic ¥ ——
OFSLL_domain @
o = [ ]
Satect Archive Setect Target pe Depioy | Sefings
Deploy Java EE Application: Application Attributes Back SEp3cid Mext  Deploy  Cancel

Deploymom Type Applicaton

[

* Apphication Mame obsii14]
Archive Veralon V14.3.00.0-0252

Dreployment Plan Versson

Context Root of Web Modules
Wab Moduls Coniext Aoat

eisil AN war arsn1ad

Target Metadata Repository
Sabect the metndats neposliony and specity e parkiion in Ma repostiory hat Me apphcaton will be deployed 1.

* Ropoaliory Hame Noi specifiad in archive ‘
Rapository Type |select or view the target metadata repository|

* Partition
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8. Click # button to select Repository Name. The following window is displayed.

JHDI Lecation

Database Type Oracle

Database Mame OLLDB

Database User OLL_MDS

JOAC URL  Efhe i frin @olel in nrscis oomctS21008 | DA

9. Select Repository as per requirement and click OK.

ORAC L= Emerprise Manager Fusion Madiewarns Contal 126 WSO S5
OFSLL_domain
o o -
Select Archive Select Target Appiication Attritataes Deapicymant Seftngs
Deploy Java EE Application: Application Attributes Back Swpdald Hlﬂ Depioy c-.a:
Aschive Yersion V14 .3000-0262 (=]
Beploymant Plan Woerslon

Context Root of Web Modules
Web Module Context Aoct

el 143 war ofsEILI

Targel Meladata Repository
Bebect he melndats rEpOseny End Specity e parkion in the ¥ that e will e o

* Repoaftory Mams mas-adl ~
Reposiicey Typs Datibass

* Partition  atsitdd

Distribution

) iemtall and start an
2 inatall and starl application in administration mode (servicing onty
) wstall onsy. Do not start.

Tequesty)

10. Enter Partition name as per the requirement and click Next.

ORALCL & Enterprise Manager Fuson Midseware Contod 12 webiogic v e
OFSLL_domain
= e~ = :
Sabect Archive Sokect Targat Applcanon Attributes D ployment Sattings
Deploy Java Application: Deployment Settings Back  Swepdold  Mowl Deploy  Cancel

4 Hide Deployment Summary

Mrchive Type  Javs EE Apphicabon (EAR Ble)

Dopioyment Plan  Greabs o new plan
Depicymaent Targel OFSLL_ ManagedServer
Scops Clobal
Deployment Typs  Appicaton
Application Nams  ofsill 43
Werakon  V148.3.0.0.0- 0252
Context Moot otall 43

Degploymend Mode  Instald ard stan an

Deployment Tasks
Thio table Bedow £t comman Lesks Ml you may wish 1o oo Delode deploying Te applicaton.

‘MName Go To Task Description
Conbgure Wed Mooules e ConBgure |e Web Mmodules in your applicason.
‘Conhgure Appilcaton Security ” =] s ; g and other security behavior.
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11. Click Deploy. The following window is displayed

s nre panding sctivation, Exil 1he wirard and uss the Change Canter 1o

Scope oDl

Wersion V14.300.0-0262

sployed Archive 101 ghet 2ek e oEsLL = plopeAsi143_ V14 3.0.0.0-6262/
Location sschivesofssi_t43ear

Archive Type Java EE Applicaton [EAR fle)
Deployment Mode  Install and siart applicaton {senicing all requasis)

Deployment Target OFSLL_ManagedSener

States L {OFELL A ul

Contoxt Aoot  oisll 143

4 Hide Progress Messages

[Fetruary 5, 2016 73257 PM IST] Initiating deplay operation ...
[February 5, 2016 73257 mmmmmmmnmwwh archive.

[February 5. 2006 7-3302 PM 1ST] Archive: ug1 a i OFSLL i \ploacdepioy

ol 143_V14.3.000.0-0262aschveotsl_1 43.0ar

[Fetruary &, 2016 F-33:02 P 15T] Targetng MDS repository: cam. wmds-adi, Typo=JOEd: o targed OFSLL_ManagedSanor.
[Fetreary 5, 2008 73300 PM I5T] Targeting MOS reposiony: com.baa i | Type= BT 10 tegeel OF SLL._ManagedSenmer

compilatid.

[Fobn.\ary 5. 2006 73304 PM IST] [Deployer: 1401 40[The task cannol be processed further unbil B curent edit session fa acivated. When Bils eccurs,
processing wil continue, The user can euit the Seployer 1201 withoud aTechng the tagk.

[F.on_mys.zma TAL0S PM I5T] Deploy operaiion comgleled.

12. Click Close once the message “Deploy operation completed” is displayed.
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the
application, you need to enable SSL.

To enable SSL:
1. Login to console.

2. $Domain_Home—> Servers —Manage Servers — Configuration— General. The
below screen is displayed.

ORACLE webLogic Server Administrabon Console 12¢

Change Cantes {f) Home LogDur Freferences [A Record Hep Q Weicome, weblogio | Connected 1o: OFSLL_deenss
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View JNDI Tres &

1
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Tempate: Mo vake spocliodl Change L d to cordgune thi sarver. Mces inio
| "3 Maschine: idactie-0 or [
-l W More info
r:.'jclmm: | Sane Alena| ]
Mere g
& Confiure Setaull ratwork comracions
. M D 15} Listem Address: The IF nodress or NS name #
E
o, Ferigec ety WBong i,
o Listen Pan Enabled I i Frough
n More dnbo.
Sywiem Sintus E| Listen Pa: T003 Vi LUaEs 18 B8 bor
ming connections.  More inka
Haaln of Running Servers
| Fabed {0 1| 550 Listen Port Enabled Em— 2
= e el 2 el Moes bl
| Ciritical (1
verioades (O L. Clitar Peat: e e T e
I Wiarming i car 1 More info

3. Check the ‘SSL Listen Port Enabled’ check box.
4, Specify the port for ‘SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group
1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

2. Click WebLogic Domain — Security — Application Roles on the right panel.

ORALCL & Enterprise Manager Fusion Middiewase Confrol 12 - WeblLogic Domain v  wabiogic v
=== OFSLL_domain @ £ w EAw | Autc Befresn Of -_;
s Woblogic Domain w Fiet 5, 2018 73447 P 1ST )
Serve - !
Ndoniinr vl
e E Al Depicymant w Ovarrida w Comtol w
‘ Dilagnostcs vl
Convol | E| B hd i
Logs e Status  State Hoalth Type Doma
Clust o o IS 14.3.0.0.0-0262) . (ST Instalied (de Enserpaise Appication
Security Fealms
Depiyments * Active (= Wab Application

Uisess and Groups
JOBC Daln Sousces

Crodensass
Meszaging
Security Provider Configuration
Cross Componant Wining "
Bt Wb Serdoes » Appicaton Policies
CHher Serices * N}Gﬂﬁmzas
' Agministration > Hoystone
Felresn WeblLogic Domaln System Policies
Sacutity . Auc Posicy
Doma

System MBasn Browser
& Weblogh Server Administralion Console
Target Stemap

R Target inlgrmabion

Columns Hidden 4 Columns Froren 1 Deployments 2ol 2

3. Select Application Stripe from the drop-down menu.

4. Click the arrow head button. Details of the existing Roles are displayed below:

ORACLE Enterprise Manager Fuson Mddewars Contal 12 5 Wetloghc Damaln = | - webloglc v

) OFSLL domain @

Le= B weblogic Domain Fet 3, 2018 8:23:11 PRIST )
Domain_OFBLL_domalnOFSLL_domain >

Application Roles

Applicaton roles are the roles wsed by security awane applications
BppAcaBons ane regeiened 20 At Blso appEcation roles P 2
£ To Manage usars and greups in 8 WebdLegic Domain, use e C

2 ase peciic 1o the applc
hevdd

. Thiese roles. ane seedod by applications in single global policy stors whan the
sers acrwssing Bie appicaton

4 Pabcy Siocs Provider
Scops  WebLogic Domain
Prowiger LDAP
Locabtisn (s O0ss0aln SoLtd

4 Search

Select 2n appicabon and enier & search keywond for e role name o seanch 1or roles defined by this appiicaton. Use e applicalion stripe 0 search e applicalon uses & Sinps
that is different tom the spplication name.

AppScalion Siipe | olsB1432V14.30.0.0-0262 j
Rote Mame  Statswitn =] ’k
Vigen Wl Croate... L E Search application rodes 4 Detaeh
-
Rode Mame Bdsplay Nams Doscription

Mo application roles tound
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5. Select the Role Name. Membership details of the selected Role Name are displayed
under Membership for "role_name"..

- WebLogic Domain v weliogic ¥

ORACLE Enterprise Manager Fuson Middiewars Contol 12¢

— OFSLL_domain &
E= . webLogic omain

Fob 5, 2016 &13:01 PUIST )

Domain_ DFSLL_domalnOFSLL_domain » /

Application Roles
Applicalion roins ane T 1oles used by security awase applicatons hal ase specilic lo the applicalion, These 1eies ase seeded by applicalions i single giobal poScy siore when e
agpll:al-onsarwrbglmm-d.‘l‘hnsn are also iwlﬂﬂﬂﬂﬂ rolas il are crealed in the contest of ond users atCassing Iﬂnapplr_a!m.

2 To manage useis and grocps in Me WeblLogic Domain. use the Oracls Webl ogic Servwer Securily Provider.

4 Policy Store Prowider
Scops  WablLogic Domain
Prowider  LOAP
Location  jdocOpssDalaSoue
4 Search
Sabect an applicaon and enter a search keywond for ths role nama & search for roles dofinad By this appication. Usa the applicaton siripo io search if e appiicabion ues a siripol
hat is difierssr rom the applicalion nama. 1

Applcation Strips  olsiI438VE4 3.0 0.0-8262 j

—q
Rolo Hame  Starts With :J k|
view v Croate..  [Bf Creawime. | Ect 3¢ Delte.. « Dotsch
£ |Edit the selected application role
Role Name DHsplay Narme Description
OFSLL_USER OFSLL USER

6. Click Edit. The following window is displayed.
- weblogic Domain « wonlage v

ORALCL_E Enterprise Manager Fusion Middiewasn Cantrol 12¢

— OFSLL_domain &
Se= - Weblogc Domain w Feb S, 2006 801461 PLE ST t_)

Domuin OFSLL_domainOFSLL_comaln » Application Roses > 3
(=14 Cancel

Edit Application Role : OFSLL_USER
Reis (of EMeipiss Roke) I8 Ihe gioan ol users Seughed &l e eNlBHASE lavel Bﬂﬂwﬁlllr e 13 BESGT & DEAlRgE Of Dl ERon A role Ea0 Blso cONtaln oiMer Folas A5 MEmbers

Ganoral

Application
Stripe  CSlI1438VI43000.6202

Rols Hams  OFSLL_USER

Dispilay Mame OFSLL USER

Description
Mombars
An appicabion robi may need 1o be mapped 19 users or groups dafined i entarprise LOAP server. or ho rol can be mapped 1 olhac appicaban rolos.
View = -1 ioﬂt Dainte = Detach
& vermre— =
DEMGSUPA ' User

7. Click Add. Select type as Group. Click on the arrow head button.
8. Follow the given steps to select the Principal "OFSLL_USER" to add and click OK. The

following window is displayed.
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Add Principal

Specity Crilpna 1o 50470 ANG SHect e AREACABON roles hal you Want lo grant parmissions 1o
4 Search

Add Principal

Spescily eriterin io search and select e application roles har you ward ko grand permissions .
4 Search

Type [Group 14
Principal Nama  Starts Wim j

Display Hama  Starts Win j

A Advarced Option

s Check io enier principal name heee insload of seasching fom above. This oplicn can be used Ry advanced scenaiios relaled 1o cusiom
sutherdicalors.

oK
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9. Check the check box in Advanced options. Enter the name of Group manually.

Add Principal

Spegify criteria 10 search and sehec! e appilcaton miss hal you want 1a grant pormissions 1o
A Search

Type Growp |

Principsl Nama  Starks Wim j

Disploy Namo  Starks W j

View v o' Detach

Principal Doscription

AdminCnaneelUsers AdminChannallisee can scosss M admin channal.
Administraions can view and medity all resowrce atiribules and start and siop servrs,
AppTosien group.
CrossDomainConnaecinry Can mais intes-gomain calls pm ionggn domains.
Dby ReS CAN vilrer Bl Tissonifcs ARTERNEE &Nd 0apily BPRUCANONS,
Monifiors can wgw and modity all rescurce alinbuies and pesiorm operations not restricied by rodes.
Oparaion can view and modify 28 resounce aSrilen and perform senver [lecycie operalons.
Oracle appicalion softwarn: sysiom groug,

A Advanced Cplion

Ije ‘Chack ta entar principal name hare inslead of searching rom above. This oplian can b= used lar advanced scenaries relaled o cusiom authenbcaioes.

oK Cancal

| | - 1 ]
ORACLE Enterprise Manager Fusion badlewars Control 12c FweslogeDomain = weblogic ¥ --
= OFSLL_domain @
= 1 weskoge Domain + Fou 8, 2010 81441 PMEST )
Domain_OFSLL_domain OFSLL . domain > Applicabion Rioles » £ Ape
Edit Application Role : OFSLL_USER oK Cancel

Rt (or Entirpriss Aole) s ihe growp of users designed al v antesprise lovel and typically used o assign & priviiege or pemsission. A rolecan ﬂmmhlnmm&.mmm.
Genaral

Applieation o damvisan00
i 262
Rl Mame  OFSLL_USER
1 Display Name OFSLL USER L]

Dossripiion

Mombsrs
An applealion role may nesd 1o be mappad i wEeds of groups 0s4nad in ontarprisa LOAP sevver, of I fole can Bo mappad 1o othas appdcalion roles.
View v e A Dol " Datach
Narma: Display Nama Type
DEMOSUPR Usar
OFSLL_USER Qg

10. Click OK. The following window is displayed with the confirmation message as "The
Application role of 'group_name' has been updated".
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ORACLE Emerprise Manager Fusion Madiewars Contol 120 B WeblogicDomain »  weblogie ¥ <o

== OFSLL_domain O
E= B wenlogicDomain v Feb 5 2016 82010 P IST 4)
© Intormatien o
AR application reis OFSLL_USER has baen updated.
Domain_ OFSLL_domainOFSLL_gomain » Appicabon Roims

Application Roles

ApPICALON 1010S &T0 NG rOies LS by SECUTly BWAD AppACANOnS Al ar SpRCIC 1o 1o APPECABON, THOBS INMES A76 SOGRT iy APRICABINS ¥ Singh giobal palkcy S1078 BhoN e
Bppicasons aro registenmd. These are alsc ppicabion rolos Ml are crealed In ihe consext of ond users accessing thi applicaton

1 To manage wiers and groups in the Weblogic Domain, use T Orack WebLogic Sereed Security Providar.
4 Policy Store Provider

Boope  WoblLogic Domain
Provider  LOAP
LLocation  [dbocOpssDataSourcs

4 Search

B01c! N BPPRCISCA ANG BEK 3 S0AFTh KeyWONd 107 TN k0 NAMs b seBCn 1or rales dofined by his apRACAton. Liss e Bpplicaton Epa 10-59arch If o SpPLEason USES B
that Is desaront from S0 appicabion name.

Application Stripe  ofyll1 438V1 43,00 05262 _J

Rk Hame Stz vl -| »
View v f Creste. | Creabelike.. / BAL. 3 Delbe. o Detach
£
Role Hama Display Hame Description
OFSLL_USER OFSLL USER
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8. Configuring JNDI name for HTTP Listener

1. Click WebLogic Domain on the right panel. Select Security — Credentials.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

[ ]
k=

@ Infc

Cer

Serve

Clust

Deplc

OFSLL_domain @

= WebLogic Domain w

Home

Monitoring

Diagnostics

Control

Logs

Environment

Deployments

JDBC Data Sources
Messaging

Cross Component Wiring
Web Services

Other Services
Administration

Refresh WebLogic Domain
Security

System MBean Browser
Weblogic Server Administration Consale
Target Sitemap

Target Information

»

{2 WebLogic Domain

Sy Hv

weblogic ¥

Auto Refresh  Off j

Feb 10, 2016 8:07:14 PM IST 4

=

you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

n Server
»

MName AdminServer

Security Realms

Users and Groups
Credentials. [
Security Provider Gonfiguration
Application Palicies
Application Roles

Keystore

System Palicies

Audit Policy

&
ster Machine State
Running
Machine-0 Running

Columns Hidden 33

2. On clicking Credentials the following window is displayed.

OK
OK

[z

Servers 2of2

ORACLE Enterprise Manager Fusion Middleware Control 12

mm QOFSLL domain @

= 5 WebLogic Domain v

fDomain_OFSLL_domain/OFSLL_domain »

Credentials

A credential stora is the repository of security data that certfies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider o store and manage their credentials securely.

} Credential Store Provider

View v Create MiP o Create Key

} ] ofsllint security

Credential Key Name

8-1

weblogic ¥

Feb 10, 2016 8:08:49 PM ST 0

Type Description

} £
|
&

Delach
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3. Click on Create Map. The following window is displayed.

Create Map

A credential is uniquely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name
define a logical group of credentials, such as the credentials used by the application. All map names in a credential store must be distinct.

* Map Name  ofsll http listenar.jndi|

OK  Cancel

4. Enter Map name as 'ofsll.http.listener.jndi'.

5. Click OK. The following window is displayed.

I WebLogic Domain ¥ weblogic ¥ ==

ORACLE’ Enterprise Manager Fusion Middlewars Control 12¢

F OFSLL domain @
== & WebLogic Domain v Feb 10, 2016 80849 PMIST ﬂ

@ Information
The credential map, ofsiLhttp.listener jndi, has been created.
/Domain_OFSLL_domain/OFSLL_domain = Credentials

Credentials

Acredential store is the repostiary of security data that certiies the authorlty of entities usad by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service pravider fo store and manage their cradentials securely.

) Credential Store Provider
View v = CrealeMap == Create Key Edit.. Delete..  Credential Key Name P &

Credential Type Description
- ofsntpistener o

b [ ofsllintsecurty
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6. Click Create Key Button. The following window is displayed.

Create Key

Select Map ofsll.http.listener.jndi
* Key |
Type Password j
* User Name

* Password

* confirm
Password

Description

3l

0K Cancel

7. Enter the details as per your requirement.

Key: jndiname

Credential: java:comp/env/jdbc/ofslIDBConnDS

Type:Generic

Create Key
Select Map

* Key

Type

Description

* Credential

ofsll.http listener.jndi j

jndiname

Generic j

@ Enterastext O Enter map of property name and value pairs

Javacomprenvijdbc/ofsliDBGonNDS)|

ORACLE



8. Click OK. The following window is displayed.

WebLogic Domain ¥ weblogic =

ORACLE Enterprise Manager Fusion Middleware Control 12¢

== QFSLL_domain ©®
Feb 10, 2016 8:08:49 PM IST 0

& WebLogic Domain v
]

t=

@ Information
The credential key, jndiname, has been created.

/Domain_OFSLL_domain/OFSLL_domain > C

Credentials
A credential store is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a

single, consolidated service provider to store and manage their credentials securely.

) Credential Store Provider

Delete... Credential Key Name

View v == CrealeMap =}= Create Key Edit...
Type Description

Credential
b [ ofsilhtip.istenerndi

b [ ofsllintsecurity
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9. Configuring Oracle Bl Publisher for Application

1.

Copy the OfsliCommonCSF.jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME/lib

Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —

EXTRA_JAVA_PROPERTIES="........ ${EXTRA_JAVA_PROPERTIES}
-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

ORACLE Enterprise Manager Fusion Middleware Contral 12¢ I webLogic Domain ¥ | weblogic
=== OFSLL domain @
= B ;
= WeblLogic Domain w Feb 5, 2016 8:20:15 PM IST 0
/Domain] Home
Applit Monitoring » M
Applicati| ) ) ons that are specific to the application. These roles are seeded by applications in single global policy store when the
applicati Diagnostics ¥ |at are created in the context of end users aceessing the application
@ To ma Control » | the Oracle Weblogic Server Security Provider
4 Polic | ggs »
Environment »
Security Realms.
Deployments
Users and Groups
JDBC Data Sources
Credentials
Messaging » | 3
& Seaf Security Provider Configuration
Select ar Gross Component Wiring k& plication. Use the application stripe to search if the application uses a stripe|
thatis dif Web Senvices » Application Policies =
i Other Services » Application Roles
Administration » Keystore
View Refresh WebLogic Domain System Policies =N Detach
Security » Audit Policy
&
System MBean Browser
Rol Description
o & WebLogic Server Administration Console
Target Silemap
Target Information
4 Membership for OFSLL_USER 1
Principal Display Name Type Description
o]
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4. Click WebLogic Domain on the right panel. Select Security -> Credentials. Click ‘Create
Map’.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

WebLogic Domain weblogic ¥ (D)

=== OFSLL_domain @
2 Weblogic Domain » Feb 5, 2016 8:23:46 PM IST ﬂ

/Domain_OFSLL_domain/OFSLL_domain > Cradentials

Credentials

A credential store is the repository of security data that certifies the authority of antities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service pravider lo store and manage their credentials securely.

} Credential Store Provider

View v | == Create Map Create Key Edit... Delete..  Credential Key Name b & Detach

Ci Type Description
Create a new map 5

No credentials found.

5. Enter the Map Name: ofsll.int.security.

Create Map

Acredential is uniguely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name
define a logical group of credentials, such as the credentials used by the application. All map names in a credential siore must be distinct.

* Map Name  ofsilint.security]

6. Click OK.

WebLogic Domain v weblogic ¥ [T

ORACLE Enterprise Manager Fusion Middleware Control 12¢

=== OFSLL _domain &
Weblogic Domain w Feb 5, 2016 8:23:46 PM IST ﬂ

@ Information
The credential map, ofsiLint.security, has been created.

/Domain_OFSLL_domain/OFSLL_domain » Credentials
Credentials

Acredential store is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and ADF appli 15. App can use the C ial Store, a
single, consolidated service provider to store and manage their credentials securely.

P Credential Store Provider

e

View v < Create Map = =~ Create Key Edit... Delete..  Credential Key Name » Detach

Credential Description

|Create a new credential key vee

[ ofsllintsecurity

7. Click Create Key Button.

8. Enter the details as per your requirement.
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9. And provide User Name and Password of Bl Publisher console.

Create Key x

Select Map ofsllint.security |Z|

*

Key bip_key

Type F'asswordE
* User Name weblogic

* Password assssssss

* Confirm

Password e

Description

OK Cancel
10. Click OK. The following window is displayed.
ORACLE Enterprise Manager Fusion Middieware Control 12¢ HWeblogicDomain v | weblogic v ===
= OFsLL_domain &
= ! WebLogic Domain v Feb 10, 2016 11:20:55 AMISI"O
@ Infermation E]

The credential key, bip_key, has been created.

/Domain_OFSLL_domain/OFSLL_domain > Cre

Credentials

Acredential store is the repositary of s ecurity data that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a single, consolidated senvice provider to store and
manage their credentials securely.

b Credential Store Provider

View v == CreateMap =} Create Key Edit... Delete. Credential Key Name >

Credential Description

b oy ofsilintsecurity
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11. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.
The following window is displayed.

ORACL_E Enterprise Manager Fusion Middieware Control 12¢ {55 WebLogic Domain | weblogic ¥
esm OFSLL domain @ “7 v w | Auto Refresh Off j
=
e 10,2010 113040 15T )
@Infc  Home [E]
Cer Monitaring » i you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Diagnostics >
Serve &
n Server
Contral >
‘ Logs » Name AdminServer
Environment 3 B
Security Realms.
Deployments
Users and Groups
Clust: JDBC Data Sources
Credentials
Messaging (3
) Security Provider Configuration
Cross Component Wiring >
o Gt iias . Application Policies =4
Application Roles
Cther Services > PP ister Machine State Hea
Deplc  agministration §f| Keysiors Running -

Refresh WebLogic Domain Sz el 3 Machine-0 Running OK
‘ Security 3 Audit Policy

System MBean Browser

& Weblogic Server Administration Console

Doma .
Target Sitemap

Target Information

-y I B

Columns Hidden 33 Servers 2072

v

12. Click Create.

ORACL € Enterprise Manager Fusion Middieware Gontrol 12¢ [Fxi WeblLogic Domain wenlagic w

— OFSLL_domain @&
E= | 1 webLogic Domain ~ o 10, 2010 120247 P 15T D

fDomain_OFSLL_domain/OFSLL_domain >
System Policies

System policies are the system-wide policies applied 1o all p o current a domain. You can grant special permissions and privileges to principal or
codebase.

B To manage users and groups in lhe WebLogic Domain, use lhe Sracle WeblLogic Server Securily Provider

» Policy Store Provider
4 search
Soloct a grant typo and ontor soareh keyward for codobase or principal 1o quory systom soourity grants
Type Coaenase =
Name stars win | >

View - Croato... Lk 27 Dotaoh
LS

= [create a new system security grant

Mo security policies found

13. The following window is displayed. Enter the codebase as "file:${ofsll.csf.path}/lib/
OfsliCommonCSF .jar" and click Add.

ision o oe T wWenl agie Damain ~ wesbslagic =

Fob 10, 2016 7:45:08 P IST R

oK cancer

nd privileges to a list of
© oither absalute path or

policy. Principal policy grants perm
on of jar file in filo systom. Codoba:

CsFjarn

= Detach

Resource Name Parmission Actions

No permissions added

14. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

e Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
e Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName=">
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Permission Actions: read

Add Permission

Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right permissions

4 search
Type Codebase j
Name
Permission »
Search Results
Name Type Permission

No permissions found
Select here to enier delails for a new permission
* Permission Class oracle security jps.service credstore.CredentialAccessPermission
Resource Name  context-SYSTEM,mapName=ofslLint.security keyName="

Permission Actions read

OK | Cancel
3

Configuring JNDI Name for http Listener

1.

Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.
Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName="*
Permission Actions: read

Click OK. The following window is displayed.

OOIRACL € Enterprise Manager Fusion Middieware Contol 12¢ 4 GRS B - COSEREIE
f== OFSLL domaino
= i wobLogic Demain ~ Fob 10, 2016 7:45:08 PM ST €
Domain . OFSLL_domain/OFSLL_domain = System Folicies
o | cancer

Create System Grant
aifiorent typos of o

om noipal policy grants p. nst of
& policy grants f s and

lioy and cod
systam. God i e path ar

oy
masty URI o

=

policics supported by application server: principal
~ges to A o w6, which

GrantTa Godenase |

“ Codebase fila(afsll ost path}ling OfSIICoMMonC SF jar

Parmissions
wiew = S Aaa | i Detacn
Pormission Class Resource Name Pormission Actions

rity jps.service cradstore.Cradentialac. .. context—SYSTEM intsacuri ty. - read
read

oracle.security jps.service.credstore .CredentialAc. . contaxt—SYSTEMmapName—afsilhtip listener jndi keyNama—*

Click OK. The following window is displayed.

I WebLogic Domain ¥ weblogic ¥

ORACLE Enterprise Manager Fusion Middleware Control 12¢

=== OFSLL domain @
-
== % WebLogic Domain Feb 10, 2016 8:02:50 PM IST 4)
=

@ Information

A new security grant has been added successfully.

/Domain_OFSLL domain/OFSLL_domain >

System Policies

System policies are the system-wide policies applied to all applications deployed to current management domain. You can grant special permissions and privileges to principal or
codebase

B To manage users and groups in the WebLogic Domain, use the Oracle WebLogic Server Security Provider.

 Policy Store Provider

4 search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Type Codebase j
Name Starls With j »
View Hl create... = Detach
rd
Name

No security policies found
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10. Launching Application

Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:
e Making sure that the state is ACTIVE and health in OK in the Weblogic.
e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application
1. Verify if the deployed OFSLL application is Active.
ESIRACLE wWeblog Server® 4 . . = -

PR — - a O P P

M Maks s Type B e ]

A A n & A 8 8 A8

2. The URL of the OFSLL application will be
https://<hostname>:<Port>/<ContextName>/faces/pages/OfslISignin.jsf
(Example: https://localhost:7003/0ofsll143/faces/pages/OfslISignin.jsf)

ORACLE o
Financial Sefvices Landing and Laasing
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3. Login with the user credentials that was created in Users Creation.

ORACLE  a—

Financial Services Lending and Leasing

Sign In

Please enter userid and password

* User Id

* Password

Sign In

Oracle Financial Services Lending and Leasing 14.3.0.0.0
‘Copyright @ 1988,2016, Oracle and/or its affiliates. All rights reserved.

4. After successful login, the following screen is displayed

ORACLE T g won O

ancial Services Lending and Leasing

ErsiiBoans

[ e———
e
+ Cusllew Tidees
+ W

» Tossls

b Selug

Cmmergre [ CW3C Ormow e m s gy sana
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11. Installing Upgrade

There is an infrastructure upgrade required (from 11g fusion middleware to 12c¢ fusion
middleware) when upgrading from OFSLL 14.2.0.0.0 to OFSLL 14.3.0.0.0.

Hence, it is recommended to install a new 12c¢ fusion middleware infrastructure and deploy
the 14.3.0.0.0 OFSLL application.
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