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1.0 INTRODUCTION

1.1 Purpose and Scope

This document describes how to install the Oracle® Communications Diameter Signal Router Full Address Resolution
prouct also known as “Eagle XG Subscriber Data Server (SDS)” within a customer network. It makes use of the
Platform 7.0 network installation and is intended to cover the initial network configuration steps for a SDS/Query
Server NE and a SOAM/DP (Blade) NE for production use as part of the DSR 7.1/7.2/7.3 solution. This document
includes switch configuration (Cisco 4948E-F) and validation of the initial SDS configuration. This document only
describes the SDS product installation on the HP DL360 deployed using Cisco 4948E-F switches. It does not cover
hardware installation, site survey, customer network configuration, IP assignments, customer router configurations, or
the configuration of any device outside of the SDS cabinet. Users needing familiarity with these areas of interest should
refer sources cited in Section 1.2, References.

1.2 References

External (Customer Facing):
[1] TEKELEC Acronym Guide, MS005077, Latest Revision
[2] DSR Hardware Site Survey, W1006083, Latest Revision
[3] DSR 7.1/7.2/7.3 Base Hardware and Software Installation Procedure 1/2, E53488, Latest Revision
[4] DSR 7.0/7.1 Software Installation & Configuration Procedure 2/2, E58954, Latest Revision
[5] DSR 7.2 Software Installation & Configuration Procedure 2/2, E69409, Latest Revision

Internal (ORACLE Communications Personnel Only):
[6] HP Solutions Firmware Upgrade Pack Release Notes, 795-000-4xx, latestversion (2.2.8 or higher)
[7] Platform 7.0 Configuration Guide, E53486
[8] Manufacturing Acceptance Test Procedure Subscriber Data Management Rack Mount Servers, 820-6641-01
[9] Network Architecture Planning Document, cgbu_010618, Latest Revision
[10] TPD Initial Product Manufacture, Software Installation Procedure, Release 7.0+, E53017
[11] Site Survey-Oracle Eagle XG Rackmount Equipment, SS006026

1.3 Acronyms
Acronym Description
DP Data Processor blade
DR Disaster Recovery
IMI Internal Management Interface
ISL Inter-Switch-Link
NE Network Element
NOAM Network Operations, Administration & Maintenance
iLO HP Integrated Lights-Out
IPM Initial Product Manufacture
SDS Subscriber Data Server
SOAM Systems Operations, Administration & Maintenance
TPD Tekelec Platform Distribution (Linux OS)
VIP Virtual IP
XMl External Management Interface
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XML Exensible Markup Language

Table 1 - Acronyms

SDS-7.1/7.2/7.3 9 September 2016



SDS Initial Installation and Configuration INTRODUCTION

1.4 Assumptions

This procedure assumes the following;

e  The user has reviewed the latest Network Architecture Planning Document (NAPD) [9]and has received
assigned values for all requested information related to SDS, Query Server, SOAM and DP installation.

e The user has taken assigned values from the latest Customer specific DSR Network Planning document [9]
and used them to compile XML files (See Appendix F) for each SDS and SOAM site’s NE prior to attempting
to execute this procedure.

e  The user conceptually understands DSR topology and SDS network configuration as described in the latest
Customer specific DSR Network Planning document [9].

e The user has at least an intermediate skill set with command prompt activities on an Open Systems computing
environment such as Linux or TPD.

e  All SDS servers were IPM’ed with TPD Platform 7.0 of correct version as described in [10].

e SDS 7.2 does not support DL360 Gene.

1.5 XML Files

The XML files compiled for installation of the each of the SDS NOAM and SOAM site Network Elements must be
maintained and accessible for use in Disaster Recovery procedures.

If engaged by the customer, the ORACLE Consulting Services Engineer will provide a copy of the XML files used for
installation to the designated Customer Operations POC.

The customer is ultimately responsible for maintaining and providing the XML files to Oracle’s Customer Service if
needed for use in Disaster Recovery operations.

1.6 How to use this Document

Although this document is primarily to be used as an initial installation guide, its secondary purpose is to be used as a
reference for Disaster Recovery procedures.

When executing this document for either purpose, there are a few points which help to ensure that the user understands
the author’s intent. These points are as follows;

1) Before beginning a procedure, completely read the instructional text (it will appear immediately after the
Section heading for each procedure) and all associated procedural WARNINGS or NOTES.

2) Before execution of a STEP within a procedure, completely read the left and right columns including any
STEP specific WARNINGS or NOTES.

If a procedural STEP fails to execute successfully, STOP and contact Oracle’s Customer Service for assistance before
attempting to continue. See Appendix L - Accessing My Oracle Support (MOS), for information on contacting Oracle
Customer Support.

SDS-7.1/7.2/7.3 10 September 2016



SDS Initial Installation and Configuration PRE-INSTALLATION SETUP

2.0 PRE-INSTALLATION SETUP

2.1 Installation Prerequisites

The following items/settings are required in order to perform installation for HP DL360 based SDS HW:

e A laptop or desktop computer equipped as follows;
o 10/100 Base-TX Ethernet Interface.
o Administrative privileges for the OS.
o An approved web browser (currently Internet Explorer 7.x or 8.x)

e An IEEE compliant 10/100 Base-TX Ethernet Cable, RJ-45, Straight-Through.
e USB flash drive with at least 1GB of available space.
e TPD “root” user password.

e TPD “admusr” user password.

NOTE: When using the iLO for SSH connectivity, supported terminal Emulations are VT100 or higher
(i.e. VT-102, VT-220, VT-320).

2.2 Physical Connections

A connection to the VGA/Keyboard ports on the HP DL Server rear panel or a connection to the iLO is required to
initiate and monitor the progress of SDS installation procedures.

switchia j switch1B [— MRV (optional)

FeFe e

ETH14| [ETH13| [ETH1Z] [ETH1I1 Ouad-Serial dongle
3 1 ; — O NEE W AR EEEEs » LA A L L A & B
‘mn B .

LELENTERCT EETLE M n;unannan ;;;s;n

3 = QL.JQL-QQQ :_

-‘.‘...T.A.
USB PORTS(2) KEYBOARD ; SERIAL ILO

PORT
NIC2 |
(ETH02)|

POWER SUPPLYB

POWER SUPPLY A

Figure 1- HP DL360, DC (Rear Panel)
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51 5 53 84
LD | e | W

W «——ETH13
B «—ETH12
B «——ETH11

3
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gL

b

‘e
3
»
B
L
J

Quad-Serial cable

ETHO4 —>»
ETHO3 —>
ETH02 —»
ETHO1 —»

Figure 2 - HP DL380 Gen8, DC (Rear Panel)

.l

Ao ol o o o oo

Ir
- - - -

o Q 3
ETH | }) = } k.
08 07 06 05 = 'W [ ‘W .
¢ O — —— — g I - - -
[ . = v | LTIIRE® Al | L

PCI Slots (Slots 1-3 top to bottom, riser shipped standard)

2. Pd Slots (Slots 4-6top to bottom, requires second riser
Internal 4-Port NIC card, and second processor)
3.  Optional serial port

Ethernet Ports : 3
HPE Ethernet 1Gb 4-port EthO1-EthO4 4, ?r%g?ne::;)earZSFFHDD (supported in 24 SFF or 12 LFF
331FLR Adapter (Flex LOM) 5. HP Flexible Slot Power Supply bay 1 (800w shown)
eth05-eth08 6.  Power supply Power LED
7 Power supply Power connection
8.  HPFlexible Slot Power Supply bay 2 (800w shown)

S.  Power supply Power LED

10. Power supply Power connection

11. VGA connector

12. Embedded 4 x 1GbE Network Adapter

13. Dedicated iLO connector

14. USB 3.0 connectors (2)

15. UnitIDLED

16. Optional FlexibleLOM ports {(Shown: 4 x 1GbE}

Figure 3 - HP DL380 (Gen9), DC (Rear Panel)

2.3 Access Alternatives for Application Install
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This procedure may also be executed using one of the access methods described below:

One of the Access Methods shown to I:' Method 1) VGA Monitor and PS2 Keyboard.

the right may be used to initiate and = >
monitor SDS installation. ep’phan .
I:I Method 2) Laptop + 1. svsrems e, | KVM2USB switch.

http://www.epiphan.com/products/frame-

grabbers/kvm2usb/

NOTE: Methods 3 & 4 may only be
used on an HP DL360/DL380 with an

Lﬁfthaﬁgﬁs *iﬁznsﬁ\égrsgss edlp D Method 3) iLO VGA Redirection Window, IE8 (or IE9 with

gu wi 1 |

addrgss. Itis not intendeg for ugse with Document Mode “IE8 Standards”), Ethernet cable.
a new, out-of-the-box server. (See Appendix A)

I:I Method 4) iLO access via SSH, terminal program,
Ethernet cable.

2.4 Activity Logging

All activity while connected to the system should be logged using a convention which notates the Customer Name,
Site/Node location, Server Hostname and the Date. All logs should be provided to ORACLE Communications for
archiving post installation.

NOTE: Parts of this procedure will utilize a VGA Monitor (or equivalent) as the active terminal. It is understood that
logging is not possible during these times. The user is only expected to provide logs for those parts of the procedures
where direct terminal capture is possible (i.e. SSH, serial, etc.).

2.5 Firmware and BIOS Settings

Prior to upgrading the Firmware of the DL360 (Gen6) and DL380(Gen8 & Gen9) servers the CMOS Clock, BIOS
Settings, and iLO IP Address needed to be configured. These configuration procedures are defined in Appendix B and
Appendix K of this document.

Several procedures in this document pertain to the upgrading of firmware on DL360 and DL380 servers and Cisco 4948
E-F switches that are part of the Platform 7.0.x configuration.

The required firmware and documentation for upgrading the firmware on HP hardware systems and related components
are distributed as the HP Solutions Firmware Upgrade Pack. The minimum firmware release required for Platform
7.0.x is HP Solutions Firmware Upgrade Pack 2.2.9 or higher. If a firmware upgrade is needed, the current GA release
of the HP Solutions Firmware Upgrade Pack should be used.

Each version of the HP Solutions Firmware Upgrade Pack contains multiple items including media and documentation.
If an HP FUP 2.x.x version newer than the Platform 7.0.x minimum of HP FUP 2.2.9 is used, then the HP Solutions
Firmware Upgrade Guide should be used to upgrade the firmware. Otherwise, the HP Solutions Firmware Upgrade
Guide, Release 2.x.x should be used.

The three pieces of required firmware media provided in the HP Solutions Firmware Upgrade Pack releases are:
* HP Service Pack for ProLiant (SPP) firmware ISO image

* HP Service Pack for ProLiant (SPP) firmware USB image
* HP MISC Firmware I1SO image
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Refer to the Release Notes of the [6] HP Solutions Firmware Upgrade Pack Release Notes, Release 2.x.x, (Min 2.2.9)
to determine specific firmware versions needed.

Contact Accessing My Oracle Support (MOS) for more information on obtaining the HP Firmware Upgrade Packs.
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2.5.1

Configure the CMOS Clock, BIOS Settings, and iLO IP Address and
Upgrade Firmware

The following procedure explains the steps needed to configure the CMOS Clock, BIOS Settings, and iLO IP Address
of the DL360/DL80 RMS servers and upgrade the firmware. (If needed).

Configure the CMOS Clock, BIOS Settings, and iLO IP Address and Upgrade Firmware

The following procedure explains the steps needed to configure the CMOS Clock, BIOS Settings, and iLO IP Address of the
DL360/DL80 RMS servers and upgrade the firmware. (If needed).

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

If this procedure fails, contact Appendix L My Oracle Support and ask for assistance.

Rl * T mdwnm

Configure
| RMS Server.

Connect to the RMS Server using a VGA Display and USB Keyboard.

For HP DL 360 (G6) Server execute:

Appendix B. HP DL360 Configure CMOS Clock, BIOS Settings, and iLO IP Address

For HP DL 380 (G8) Servers execute:

Appendix K.1.1 RMS: Configure ILO

Appendix K.1.2 GEN8: RMS BIOS Configuration, verify processor & memory.
For HP DL 380 (G9) Servers execute:

Appendix K.2.1 RMS: Configure llo
Appendix K.2.2 GEN9: RMS BIOS Configuration, verify processor & memory

2 | RMS Server:
1 | Verify/Upgrade
Firmware

Follow the appropriate procedure for the ProLiant DL360(G6) or DL380(G8/G9) hardware type to verify
and upgrade the HP server firmware using the procedures in [7] HP Solutions Firmware Upgrade Pack
Upgrade Guide, Release 2.x.x, (Min 2.2.9)

Check-off the associated Check Box in step 3 as the RMS server’s CMOS Clock, BIOS Settings, and iLO
IP Address has been configured and firmware is updated:

SDS-7.1/7.2/7.3
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INSTALLATION MATRIX

Configure the CMOS Clock, BIOS Settings, and iLO IP Address and Upgrade Firmware

3 | RMS Server:
| CMOS Clock,
BIOS Settings,
and iLO IP
Address have
been
configured and
firmware
updated

Check-off the associated Check Box as the RMS server’s CMOS Clock, BIOS Settings, and iLO IP
Address has been configured and firmware is updated:

Primary Site:

[] RMS-1:

[] RMS-3:

[] RMS-5:

[] RMS-7:

[] RMS-9:

[] RMS-2:

[] RMS-4:

[] RMS-6:

[ ] RMS-8:

[] RMS-10:

Disaster Recover Site: (Optional)

[] RMS-1:

[] RMS-3:

[] RMS-5:

] RMS-7:

] RMS-9:

[] RMS-2:

[ ] RMS-4:

[ ] RMS-6:

[] RMS-8:

] RMS-10:

Optional: Repeat on the Disaster Recovery RMS servers.

3.0 INSTALLATION MATRIX

3.1 Installing SDS on the Customer Network

Installing the SDS product is a task which requires multiple installations of varying types. The matrix below
provides a guide to the user as to which procedures are to be performed on which server types. The user
should be aware that this document only covers the necessary configuration required to complete product
install. Refer to the online help or contact Accessing My Oracle Support (MOS) for assistance with post
installation configuration options.

NOTE: Although the SDS sites are fully redundant by function, we must distinguish between them during
installation due to procedural changes based on the installation sequence. The user should be aware that

SDS-7.1/7.2/7.3

16

September 2016




SDS Initial Installation and Configuration

INSTALLATION MATRIX

any reference to the “SDS” site refers to the 1% installation of a SDS pair on the customer network while

references to the “DR SDS” site refers to the 2" SDS pair to be installed.

SDS Installation Matrix

Server Type

Procedures to perform

6

7

8

=
o

m
*

23| 4 " )
e ||/ X X X X X X X X/
O] s | v X[ %] %] V| /| X X| %] %| /| %|x
(& /| X X /| X| X X| X| X| X|X|X|X
(s | X XX X| X X| /| /| /]| X|X|X|X
[ op | X X[ X| X X X| X| X X/ |X|/|X
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SDS Installation: List of Procedures

INSTALLATION MATRIX

Procedure No : | Title: Page No :
1 Installing the SDS Application (All SDS NOAM sites) 19
2 Configuring SDS Servers A and B (1st SDS NOAM site only) 27
3 OAM Pairing (1st SDS NOAM site only) 46
4 Query Server Installation (All SDS NOAM sites) 61
5 OAM Installation for the DR SDS NOAM site 79
6 OAM Pairing for DR SDS NOAM site 95
7 Add SDS software images to PMAC servers (All SOAM sites) 106
8 OAM Installation for SOAM sites (All SOAM sites) 110
9 OAM Pairing for SDS SOAM sites (All SOAM sites) 135
10 DP Installation (All SOAM sites) 146
11 Configuring ComAgent 176
E.1 Figure 11- SDS Frame Layout 191
E.2 Configure Cisco 4948E-F Aggregation Switches 194
E.3 Cisco 4948E-F 10S Upgrade (All SDS NOAM sites) 223
E.4 Cisco 4948E-F Configuration Backup (All SDS NOAM sites) 233
J Disable Hyperthreading (DP Only) 245

Table 3 - SDS Installation: List of Procedures

SDS-7.1/7.2/7.3
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4.0

APPLICATION INSTALI

APPLICATION INSTALL

4.1

Installing the SDS Application (All SDS NOAM sites)

The user should confirm that the server has been verified through the SDS Hardware Verification Plan [2] before
beginning this procedure.

Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step

Procedure

Result

Access the HP
server’s console.

Connect to the HP DL360/DL 380 server’s console using one of the access methods described
in Section 2.3.

I:I!\’ I:I!—‘

1) Access the
command prompt.
2) Log into the HP
server as the
“admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>

D.w

Verify that Date &
Time are displayed
in GMT (+/- 4 min.).

$ date -u
Wed Oct 22 14:07:12 UTC 2014
$

IF THE CORRECT DATE & TIME (IN GMT) ARE NOT SHOWN IN THE PREVIOUS STEP, THEN
STOP THIS PROCEDURE AND PERFORM THE FOLLOWING STEPS:

1) Execute Appendix B - HP DL360 BIOS Settings or Execute Appendix K- CONFIGURE
THE HP DL380 (GEN8 & GEN9) SERVER CMOS CLOCK/BIOS SETTINGS

2) Restart Procedure 1 beginning with Step 1.

IF THE CORRECT DATE & TIME (IN GMT) ARE SHOWN IN THE PREVIOUS STEP, THEN
CONTINUE ON TO STEP 4 OF THIS PROCEDURE.

Verify that the TPD
release is 7.0

$ getPlatRev
7.0.0.0.0-86.12.0

D.m D.b

Execute alarmMgr
command to verify
any alarms of the
server before the
application install.

$ alarmMgr --alarmStatus

NOTE: This command should return no output on a healthy system. If any alarms are
reported as SNMP traps, please stop and contact Accessing My Oracle Support (MOS) for
the assistance.

SDS-7.1/7.2/7.3
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APPLICATION INSTALI

Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step

Procedure

Result

6.

[]

Execute
“syscheck” to
verify the state of
the server before
Application install.

$ sudo syscheck

Running modules in class hardware...

OK
Running modules in class disk...

OK
Running modules in class net...

OK
Running modules in class system...

OK
Running modules in class proc...

OK

LOG LOCATION: /var/TKLC/log/syscheck/fail log

NOTE: The user should stop and resolve any errors returned from “syscheck” before
continuing on to the next step.

Execute
verifyUpgrade
command to verify
health of the server
before the
application install.

$ sudo verifyUpgrade

NOTE: This command should return no output on a healthy system. If any error are reported,
please stop and contact Accessing My Oracle Support (MOS) for the assistance.

Verify server
hardware is DL360

or DL380 or DL390.

$ hardwareInfo | grep Hardware

Hardware ID: ProLiantDL360G6
_Or_

Hardware ID: ProLiantDL380pGen8
_Or_

Hardware ID: ProLiantDL380Gen9

SDS-7.1/7.2/7.3
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Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step Procedure Result

Place the USB drive
containing the SDS

I:' Application

software into the
server's USB port. Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

Very that the USB $ df |grep sdb

10. | drive has been /dev/sdbl 2003076 8 2003068 1% /media/sdbl
mounted under the
/media directory.
11 Verify that the target | $ 1s /media/sdbl/
~ | release is present SDS-7.1.0.0.0_71.9.0-x86_64.1is0
on the USB drive. - -
Copy the target $ cp -p /media/sdbl/SDS-7.1.0.0.0_71.9.0-x86_64.iso
12. release to the /var/TKLC/upgrade/
|:| server’s hard disk
under the
Ivar/TKLC/upgrade
directory.
Unmount the USB $ sudo umount /media/sdbl
13 drive partition. S
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Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step Procedure

Result

Remove the USB
drive from the

I:' server’s front panel.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

Login to the
“platcfg” utility.

$ sudo su - platcfg

From the “platcfg”
Main Menu...

(5[5

Select Maintenance
then press the
<ENTER> key

—— Hain Henu |———

I I
@Haintenance |
| Diagnostics |
| Server Configuration i
| Security |
| Remote Consoles 1|
| Hetwork Configuration i |
| HetBackup Confiquration N |
| Exit |
I I
L |

SDS-7.1/7.2/7.3
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APPLICATION INSTALI

Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step

Procedure

Result

17.

[]

SDS-]

From the “platcfg”
Main Menu...

Select Upgrade
then press the
<ENTER> key

Select Validate then
press the <ENTER>
key

Select ISO then
press the <ENTER>
key

Screen will show
ISO is Validated
then press the ANY
key.

(.1/7.2/7.3

— Haintenance Menu |—
Upgrade |

I

I

| Backup and Restore
| Halt Seruver

| View Mail Queues
| Restart Server
| Eject CDROH

| Save Platform Debug Logs
| Exit

I

L

lggggggqu Upgrade Menu tggggggggl

Validate Media

Early Upgrade Checks
Initiate Upgrade

Copy USB Upgrade Image
Hon Tekelec RPM Management
Accept Upgrade

Reject Upgrade

Exit

MoM oM R MM OH K KM
oo
R N B

maggagggaaggagggaaggaggggaggaggg]

| Choose Upgrade Media Henu |

[

I

| - 7.1.8.8.8 71.1.9
| Exi

I

L

Validating cdrom. ..
FHEHHHHHEHEHEHEHEHEHEHEHEHBHEHEHEHBHBHHHHHHHEHEHHHHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHBHHHHHHHBHHHHHHHHHEHHHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHEHEHEHHHEHHHHHHHEHEHHHHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHEHHHEHHHEHEHHHHHHHEHHHHHHHHH
FHEHHHHHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHH
FHEHHHHHEHEHEHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHH
FHEHHHHHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHHHH
FHEHHHHHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHH
FHEHHHHHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHH
FHEHHHHHEHEHEHEHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHHH
FHEHHHHHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHEHHHHH
FHEHHHHHEHHHEHEHHHEHHHEHHHHHHHHHEHEHHHHH
UMVT Validate Utility v2.3.4, (c)Tekelec, May 2014
Validating /var/TKLC/uggrade/SDS—7.1.0.0.0_71.1.0—x8geﬁﬁﬂ%ﬁ%r2016
Date&Time: 2016-08-09 08:20:01

Volume ID: 7.1.0.0.0_71.1.0

Part Number: N/A

Version: 7.1.0.0.0 71.1.0
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Procedure 1: Installing the SDS Application (All SDS NOAM sites)

APPLICATION INSTALI

Step

Procedure

Result

18.

[]

From the “platcfg”
Main Menu...

Select Initiate
Upgrade then press
the <ENTER> key

——— Upgrade Henu |————
I I
| Validate Hedia |
| Early Upgrade Checks |
WInitiate Upgrade |
| Hon Tekelec RPH Hanagement N |
| Exit |
I I
L |

Verify that SDS
application release
shown matches the
target release.

Press the <ENTER>
key to start the SDS
application install

| Choose Upgrade Media Henu |

DS-7.1.08.8.8 71.1.8-x86 64.is0

xit

- 7.1.8.8.8 7/1.1.8

Output similar to that
shown on the right
may be observed as
the SDS application
install progresses.

Determining if we should upgrade...

Install product is TPD

Install product record exists in setcs/tekelec.cfy

Install products match

[Stopping cron service...

Checking for stale RPM DB locks...

Installing public key /mnt/upgrade/upgrade/pub_keys/MySQL_public_key.asc. ..
Installing public key /mnt/upgrade/upgrade/pub_keys/RPM-GPG-KEY-redhat-beta. ..

Installing public key /mnt/upgrade/upgrade/pub_keys/RPM-GPG-KEY-redhat-release. |

IChecking for any missing packages or files
Checking for missing files...
No missing files found.
IChecking if upgrade is supported
Current platform version: 5.8.
Target platform version: 5.8.
Minimum supported version: 4.2.

B8-72.28.
B-72.28.
0-78.68.

Upgrade from same release as current is supported

[Evaluate if there are any packages to upgrade
[Evaluating if there are packages to upgrade...

Output similar to that
shown on the right
may be observed at
the completion of
the Application
install.

Executing daB1_sds_app_enab h...
81 _sds_app_enable.sh: ’Nothing to do if fresh install.’
ions Enabled.
/TKLC/plat/binsservice_conf reconfig

UPGRADE IS COMPLETE

llaiting for reboot
Updating platform revision file...

22.

[]

After the server has
completed reboot,
log into the HP
server as the
“admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>

SDS-7.1/7.2/7.3
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Procedure 1: Installing the SDS Application (All SDS NOAM sites)

Step

Procedure

Result

23.

[]

Verify that the output
contains the line
shown to the right
indicating a
successful
installation of SDS
application software.

$ grep COMPLETE /var/TKLC/log/upgrade/upgrade.log
1321462900:: UPGRADE IS COMPLETE

Execute
verifyUpgrade
command to verify
status of upgrade.

Verify that SDS
application release
shown matches the
target release.

NOTE: For only 7.2
If restoretemp
directory is not
created then create
using command.

$ sudo verifyUpgrade

NOTE: This command should return no output on a healthy system. If any error are reported,
please stop and contact Accessing My Oracle Support (MOS) for the assistance

$ rpm -ga |grep sds
TKLCsds-7.1.0-7.1 71.9.0.x86_ 64

NOTE: For only 7.2 If restoretemp directory is not created then create using following
command For both upgrade and DB restore.

$ sudo mkdir -p /var/TKLC/db/filemgmt/restoretemp

$ sudo chown awadmin:awadm /var/TKLC/db/filemgmt/restoretemp

$ sudo chmod 775 /var/TKLC/db/filemgmt/restoretemp.

Accept upgrade to
the Application
Software.

$ sudo /var/TKLC/backout/accept

Called with options: --accept

Loading Upgrade: :Backout: :RPM

Accepting Upgrade

Setting POST_ UPGRADE ACTION to ACCEPT in upgrade info.

Cleaning backout directory.

Clearing Upgrade Accept/Reject alarm.

Cleaning message from MOTD.

Cleaning up RPM config backup files...

Checking /

Checking /boot

Checking /tmp

Checking /usr

Checking /var

Checking /var/TKLC/rundb

Starting cleanup of RCS repository.
INFO: Removing '/var/lib/prelink/force' from RCS repository
INFO: Removing '/etc/my.cnf' from RCS repository

26.

[ ]

Put the server in
trusted time mode

S tw.setdate —-trusted

Current time: 10/22/2014 16:25:07.869
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Procedure 1: Installing the SDS Application (All SDS NOAM sites)

APPLICATION INSTALI

Step

Procedure

Result

27.

[]

Exit from the
command line to
return the server
console to the login
prompt.

S exit

[ ]

e Repeat this procedure for each RMS server installed in the cabinet before continuing on
to the next procedure. (e.g. SDS NOAM A, SDS NOAM B B, Query Server)

THIS PROCEDURE HAS BEEN COMPLETED

SDS-7.1/7.2/7.3
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5.0 CONFIGURATION PROCEDURES

5.1 Configuring SDS Servers A and B (1° SDS NOAM site only)

Assumptions:

e This procedure assumes that the SDS Network Element XML file for the Primary Provisioning SDS site has
previously been created, as described in Appendix F.

e  This procedure assumes that the Network Element XML files are either on a USB flash drive or the laptop’s
hard drive. The steps are written as if the XML files are on a USB flash drive, but the files can exist on any
accessible drive.

This procedure requires that the user connects to the SDS GUI prior to configuring the first SDS server. This can be
done either by one of two procedures:

1. Configuring a temporary external IP address, as described in Appendix C

2. Plugging a laptop into an unused, unconfigured port on the SDS NOAM-A server using a direct-connect
Ethernet cable, as described in Appendix D.

Procedure 2: Configuring SDS Servers A and B (1% SDS NOAM site only)

Step Procedure Result

1 SDS SDS NOAM A:
Ij Connect to the SDS e Execute Appendix D. Establishing a Local Connection for Accessing the SDS GUI
GUI.

SDS SDS NOAM A:

Launch an approved _a1 There is a problem with this website's security certificate.
web browser and R _/

connect to the SDS
SDS NOAM A IP The security certificate presented by this website was not issued by a trust

address using The security certificate presented by this website was issued for a different
https://192.168.100.11

mk

Security certificate problems may indicate an attempt to fool you or intercg
SErver.

NOTE: If presented
with the “security We recommend that you close this webpage and do not continue to
certificate” warning
screen shown to the
right, choose the
following option:

% Click here to close this webpage.

k¥ Continue to this website (not recommended).

“Continue to this = More information

website (not
recommended)”.
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Step

Procedure

Result

3.

[]

SDS SDS NOAM A:

The user should be
presented the login
screen shown on the
right.

Login to the GUI using
the default user and
password.

ORACLE

Oracle System Login
Tue Nov 4 13:38:12 2014 EST

Log In
Enter your username and password fo log in
Username: |
Password:

Change password

Welcome fo the Cracle System Login.

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Oracle and Java are registered trademarks of Oracle Corporation andéor its affiliates.
Other names may be trademarks of their respective owners.

Copyright @ 2010, 2014, Oracle andfor its affiliates. All rights reserved.

SDS SDS NOAM A:

The user should be
presented the SDS
Main Menu as shown
on the right.

ORACLE Communications Diameter Signal Router Full Address Resolution|

71000-7100

Connected using VIP to dis3-sds-a (ACTIVE NETWORK OAM&P)
Main Menu
i Administration
= & Configuration

i-- [ Network Elements

B & Network
B Devices
B Routes
Services

Main Menu: [Main]

Servers This is the user-defin

It can be madified using the "‘General Opti|

B Server Groups

Resource Domains Login Nam|
Places Last Login Time: Mon N
Last Login IP:

Place Associations
DSCP

B & Alarms & Events

i ... B View Active

Recent Failed Lt

SDS SDS NOAM A:

1) Select...

Main Menu
- Configuration
- Network Elements

...as shown on the
right.

2) Select the
“Browse” dialogue
button (scroll to bottom
left corner of screen).

Main Menu
B Administration
B & Configuration
| PNetwork Element

Network Element

B Server Groups
B Resource Domai
B Places
B Place Associatio
s DSCP
i Alarms & Events
B Security Log

Browse...

Configuration procedures

Main Menu: Configuration -> Network Elen

To create a new Network Element, upload a valid configuration file:
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Configuration procedures

Step Procedure Result
6 SDS SDS NOAM A: & Choose File to Upload
D Note: This Step gjvl J <« bbelyi (\\ncnallb.tekelec.c.. » DTS3 - ‘ +3 Il search DTS2
?lssumes that the lel Organize v New folder R
;;I’eespg’irc? 2”SeVIous y B Desktop m Name ‘ *  Date modified
describeé in = Downlozds | sDS_DR_NOAMP 11/13/2014 114
; =l Recent Places SDS_NOAMP 11/13/2014 11
Appendlx F. & SkyDrive —— J"—j |
|| SDS_S0AM 11/13/2014 11:
. Librari ;
1) Select the location “B'D'::ue;ems
containing the site J Music
xml file. S Pictures
B8 videos
2) Select the .xml file —
. « » 1% Computer
and click the “Open £, 0sDisk ()
dialogue button. 9 bbelyi (\\ncnal0b
S m_drive (Vnenall
¥ < public ({Mnenall ™ ¢ LI
File name: SDS_NOAMP v | Al Files ()
Open |v I:

SDS SDS NOAM A:

Select the “Upload
File” dialogue button
(bottom left corner of
screen).

B Leoal Notices

- A Logout

To create a new Network Element, upload a valid configuration file:

HADTS3SDS_NOAMP x

Insert

Browse.

Upload File|

SDS SDS NOAM A:

If the values in the
xml file pass
validation rules, the
user will receive a
banner information
message showing that
the data has been
successfully validated
and committed to the
DB.

NOTE: You may have
to left mouse click the
“Info” banner option
in order to see the
banner output.

Main Menu: Configuration -> Network Elements

[ Fiter ~]{ info~!

Info
Networ|

|;| sds_no o

= MNetwork Element insert successful from Amp/SDS_MNOAMP xmi.

Main Menu: Configuration -> Network Elements

Network Element

|;| sds_noamp

Infa -
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Configuration procedures

Step Procedure Result
9 SDS SDS NOAM A:
I:' 1) Select... Main Menu
@ Administration Main Menu: Configuration -> Services
Main Menu ﬂ @& Configuration
%C—f' " B Network Elemen
onfiguration
> Servi st Name Intra-NE Network Inter-NE Network
ervices | BT OAM Unspecified Unspecified
...as shown on the B Servers — - : - :
right. . Server Groups Replication Unspecified Unspecified
B Resource Domai Signaling Unspecified Unspecified
2) The user will be B Places HA_Secondary Unspecified Unspecified
presented with the B Place Assodatio HA_MP_Secondary Unspecified Unspecified
“Services” il DSCP Replication_MP Unspecified Unspecified
configuration Scre?n B Alarms & Events ComAgent Unspecified Unspecified
as shown on the right. @8 Security Log
. i Status & Manage Edi
“ ” = it REPOI’T
3.) Select the “Edit i Measurements
dialogue button. i -
10. SDS SDS NOAM A: Main Menu: Configuration -> Services [Edit] L
. . Wed Nowv 26 15:40:07 2014
|:| 1) With the exception
of “Signaling” which
is left “Unspecified”,
set other services Services
values so that all Name Intra-NE Network Inter-NE Network
Intra-NE Network OAM I vl (XM v]
traffic is directed —
across IMI and all Replication [Im1 v [XMI v
Inter-NE Network Signaling [Unspecified V| [Unspecified V|
traffic is across XMI. HA_Secondary [Im1 V| [XMI v|
HA_MP_Secondary [IMI V| B v|
2) Select the “Apply” Replication_MP [ImI v| [xmi v|
dialogue button. ComAgent (M v| (XM v]
(B8 ApplylCancel

SDS SDS NOAM A:

1) The user should
now click the “Info”
tab to be presented
with a banner
information message

Main Menu: Configuration -> Services [Edit]

Info =

Info

O

]

» Data committed!

Thu Feb 06 15:32:14

stating “Data Network Inter-NE Network
committed” OAM IMI v XMI B
Replication IMI M XMI v
2) Select the “Ok”
dialogue button. Signaling Unspecified v Unspecified M
HA_Secondary IMI v XMI M
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Configuration procedures

Step

Procedure

Result

12.

[]

SDS SDS NOAM A:

The user will be
presented with the
“Services”
configuration screen
as shown on the right

Main Menu: Configuration -> Services 4

Name

OAM

Replication
Signaling
HA_Secondary
HA_MP_Secondary
Replication_MP
ComAgent

Intra-NE Network
IMI

IMI

Unspecified

IMI

IMI

IMI

IMI

Thu Feb 06 15:38:06 20

Inter-NE Network
XMI

XMI

Unspecified

XMI

XMI

XMI

XMI

SDS SDS NOAM A:

1) Select...

Main Menu

- Configuration
- Servers

...as shown on the
right.

2) Select the “Insert”
dialogue button.

= £ Main Menu
3 i Administration
B & Configuration

B Network Elemen
B Network

Server Groups
Resource Domai

Place Associatio

Main Menu: Configuration -> Servers

Hostname  Role

Insert

System 1D

Network
Element

Server

Group Locat

Note: This step thru the last step of this procedure need to be done for both servers SDS
SDS NOAM A and SDS SDS NOAM B.

SDS SDS NOAM A:

The user is now
presented with the
“Adding a new
server” configuration
screen.

Adding a new server

Attribute Value

Hostname | =
Role |- Select Role - Mk
System ID |

Hardware Profile

[SDS HP ¢c-Class Blade V0 V|

MNetwork Element Mame *

Location |

Apply|[Cancel
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Step Procedure Result
1 SDS SDS NOAM A: Attribute Value Description
5' Unigque name for the server. [Default = n/a. Range = A 20-character string.

|nput the assigned Host Name sds-mrsvnc-a 4 Valid characters are alphanumeric and minus sign. Must start with an
“hostname” for the alphanumeric and end with an alphanumeric.]
SDS SDS NOAM (A or
B).
SDS SDS NOAM A:

16 Rale - Select Role - = Selectthe function of the server
Select “NETWORK - Selact Role

OAM&P” for the
server “Role” from the
pull-down menu.

Hardware Profile

Marne WP

NETWORK O
MNetwark Element |5 1S TEM OAM

QUERY SERVER

w | Hardware profile of the server

FAYEN

Selectthe network element

Location Location description [Default="". Range = A 14
SDS SDS NOAM A: ' = =
17. Sysiem ID Sor e NOAKE or SOAM
i = o e s2ner [DefEun =0z Range = A G-
Input the asslgned G - pace -:_’namqmrs‘.rl'r; Vil vElue ks any e
hostname again as the e : I
“System ID” for the
SDS SDS NOAM (A or
B).
18 SDS SDS NOAM A: For Gen6 & Gen8 select “SDS HP Rack Mount” from the Hardware Profile pull-down

For Gen6 & Gen8:
Select “SDS HP Rack
Mount” for the
Hardware Profile for
the SDS from the pull-
down menu.

For Gen9:

Select “SDS HP Gen9
Rack Mount” for the
Hardware Profile for
the SDS from the pull-
down menu.

menu.

Element Mame

Location

Hardware

Profile SDS TVOE Guest
SDS TVOE Guest

Metwork

SDS HP ¢-Class Blade V2
SDS HR c-Class Blade V0
S0S HP c-Class Blade V1

5D5 HP Rack Mount string.]

~ | Hardware profile of the server

Selectthe netwark element

Location description [Default =™ Range

For Gen9 Select “SDS HP Gen9 Rack Mount” from the Hardware Profile pull-down menu.

Hardware Profile

Metwaork Element Mame

Location

| 3-pair Un-Bonded HP c-Class Blade

=]
3-pair Un-Bonded HP c-Class Blade

BL620 HP c-Class Blade

2-pair HP c-Class Blade

D5R TVOE Guest

vCloud Guest

L2D3 BL460 MP HP c-Class Blade

L2D3 BL620 MP HP c-Class Blade(Unbonded Sig)
3-pair Bonded HP c-Class Blade

DSR. Guest

BL460 HP c-Class Blade

L2D3 BL620 MP HP c-Class Blade
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Step

Procedure

Result

19.

[]

SDS SDS NOAM A:

Select the Network
Element Name for the
SDS from the pull-
down menu.

Metwark
Element Mame

Location

- Unassigned - ¥ =

- Unassiined -

Selectthe netwark element

Location description [Default =

SDS SDS NOAM A:

Enter the site location.

NOTE: Location is an
optional field.

Location Marrisville_N

c Location description [Default =
is any text string ]

™. Range = A 15-character string. Valid value

SDS SDS NOAM A:

1) Enter the
MGMNT_VLAN IP
address for the SDS
Server.

2) Set the
MGMNT_VLAN
Interface to “bond0”
and “check” the
VLAN checkbox.

3) Enter the IMI IP
address for the SDS
Server.

4) Set the IMI Interface
to “bond0” and
“check” the VLAN
checkbox.

Interfaces:
Network

MGMNT_YLAN (165,254 1.0/24)
#Ml(10.240.241.024)

1M1 (169.254.100.0/24)

IP Address

169.264.1.11

10.260.55.124

169.254.100.11

(08 Bopl Cancel

Interface

bondd v | [vLan (3
bond! v | CIyLAN (3

bondd v | [vLan (4

SDS Server
(Primary NOAM)

Network

IP Address

Interface

VLAN
Checkbox

SDS-A

MGMNT_VLAN

169.254.1.11

IMI

169.254.100.11

bond0

o

SDS-B

MGMNT_VLAN

169.254.1.12

IMI

169.254.100.12

bondO

v/

NOTE_1: These IP addresses are based on the info in the NAPD and the Network

Element Config file

NOTE_2: The MGMT_VLAN should only be present when 4948E-F AggregationSwitches
are deployed with SDS NOAM / Query Server RMS. If the MGMT_VLAN is not present, the
IMI network values shown above still apply.
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Configuration procedures

Step Procedure Result
22 1) Enter the customer
: assigned XMl IP )

|:| address for the SDS S_'DS Server Network VLAN tagging Interface VLAN
Server. (Primary NOAM) (on XMI network) Checkbox
Layer 3 SDS NOAM No bond1l x
(No VLAN tagging Server XM
used for XMI) (AorB) Yes bondo /

2) Set the XMI
Interface to “bond1”
and “DO NOT check”
the VLAN checkbox.

-OR -

Layer 2

(VLAN tagging used
for XMI)

2) Set the XMI
Interface to “bond0”
and “check” the
VLAN checkbox.

11l CAUTION !

It is crucial that the correct network configuration be selected in Steps 21 & 22 of this
procedure. Choosing an incorrect configuration will result in the need to re-install the OS
and restart SDS instalation procedures over from the beginning.

SDS SDS NOAM A:

1) Click the “NTP
Servers:” “Add”
dialogue button.

2) Enter the NTP
Server IP Address for
an NTP Server.

3) Enter 3 NTP Server
IP address, repeat (1)
and (2) to enter it.

4) Optionally, click the
“Prefer” checkbox to
prefer one NTP Server
over the other.

NTP Servers:

NTP Server IP Address

Prefer

Add

NTP Servers:

NTP Server IP Address

10.250.32.10

Prefer

Add

Remave

NTP Servers:

NTP Server IP Address

10.240.21.191

10.240.21.192

10.240.21.193

Prefer

-

Add

Remove
Remove

Remove

Ok||Apply| Cancel
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Step

Procedure

Result

24,

[]

SDS SDS NOAM A:

1) The user should be
presented with a
banner information
message stating “Pre-
Validation passed”.

2) Click the “Apply”
dialogue button.

Info -

Main Menu: Configuration -> Servers [Insert]

Info

4
o » Pre-Walidation passed - Data MOT committed ..

Host Name |sd9-mr9vnc-a

Unique name for the server. [Default
E alid characters are alphanumeric a
alphanumeric and end with an alpha

Interfaces:
Network

MGMMNT _WLAN (169.254.1.0/24)
HMI(10.240.241.0724)

Il (169.254.100.0/24)

IP Address

169.254.1.11

10.250.55.124

169.2564.100.11

&Eetg

SDS SDS NOAM A:

If the values provided
match the network
ranges assigned to the
SDS NE, the user will
receive a banner
information message
showing that the data
has been validated
and committed to the
DB.

Inffo =

Info

b

o « Data committed!

Host Mame |9d5-mrsvn|:-a

Main Menu: Configuration -> Servers [Insert]

Description

Unigue name for the server. [Default
Valid characters are alphanumeric a
alphanumeric and end with an alpha

SDS SDS NOAM A:

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

Select... & . .
I:' Main Menu: Configuration -> Servers
Main Menu
- Configuration
9 Hostname Role System ID éfow“ir :s::::':
- Servers
MNetwork MNOAMP_ sds_noz
dts3-sds-b =|fE=
...as shown on the Sos0s OAM&P group  mp
right. =
Metwork MNOAMP_ sds_noz
iEsiE DAM&P group  mp
| Insert | Report
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Configuration procedures

Step Procedure Result

SDS SDS NOAM A: Main Menu: Configuration -> Servers & Help
27 Thu Jan 12 20:36:04 2012 UTC
I:' The “Configuration

->Servers” screen Hostname Role Server Group Metwork Element  Location Details

ShOUId now ShOW the < sds-mrsvnc-a Metwork OAMEP sds_mrsvnc Morrisville_NC XM_' e

newly added SDS IMI: 169.254.100.11

Server in the list.
28 SDS SDS NOAM A: Main Menu: Configuration -> Servers & Help

. Thu Jan 12 18:43:18 2012 UTC

|:| 1) Use the cursor to

select the SDS Server Hostname Role Server Group Network Element Location Details

entry added in Steps sds-mrsvnc-a {Nebwork OAM&P sds_mrsvnc Marrisville_NC XM_I: 10.250.85.124

13- 25, | INI: 169.254.100.11

The row containing the

desired SDS Server

should now be

highlighted in GREEN.

L -

2) Select the “Export”
dialogue button.

Ilnsen ][ Delete ][ Export ][ Report ]

Pause updates

SDS SDS NOAM A:

The user will receive a
banner information
message showing a
download link for the
SDS Server
configuration data.

Click on the word
“downloaded” to
download and save
the configuration file.

o~

Main Menu: Configuration -> Servers [Export]

@

Thu Jan 12 18:47:28 2012 |

Hostname Info

Is

sds-mrsvne-a o

&« Exported server data in TKLCConfigData.sds-mrswnc-a.sh may k&luwnloaded) 10.250.55.124

59.254.100.11

Note: You may be required to click the Info tab to display the Info banner shown here.

SDS SDS NOAM A:

1) Click the “Save”
dialogue button.

2) Save the

SDS Server
configuration file to a
USB flash drive.

File Download

Do you want to open or save this file?
Mame: TKLCConfigData.sds-meswnc-a.sh
Type: sh_auto_file
From: 10.250.55.124

Open ][ Save ]\ Cancel |

™ 1 “while files from the Intemet can be useful, some fles can potentially
G harm pour computer. IF you da nat trust the source, do not open or
= save this file. What's the risk?

Save As
Savein: | “er USB (E:)
1
My Fiecent

Dacuments

F

Desktop

My Documents

CL
My Computer
<

My Network

File name:

Save as ype;

sh Document

%
v T @
.
v
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Step

Procedure

Result

SDS Server NOAM A
or B:

Access the server
console.

Connect to the SDS NOAM-A and SDS NOAM-B console using one of the access methods
described in Section 2.3.

SDS Server NOAM A
or B:

1) Access the
command prompt.

2) Log into the server
as the “admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>

SDS Server NOAM A
or B:

Insert the USB flash
drive containing the
server configuration
file into the USB port
on the front panel of
SDS Server.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

SDS Server NOAM A
or B:

OQutput similar to that
shown on the right will
appear as the USB
flash drive is inserted
into the SDS Server
front USB port.

$ sd 3:0:0:0:
sd 3:0:0:0:

[sdb] Assuming drive cache: write through

[sdb] Assuming drive cache: write through <ENTER>

NOTE: Press the <ENTER> key to return to the command prompt.
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Step

Procedure

Result

35.

[]

SDS Server NOAM A
or B:

Verify that the USB
flash drive’s partition
has been mounted by
the OS: Search df for
the device named in
the previous step’s
output.

$ df
/dev/sdbl

|grep sdb

2003076 8 2003068 1% /media/sdbl

SDS Server NOAM A
or B:

Copy the configuration
file to the SDS server

NOTE: This step can
be skipped for SDS
Server A because the
file should already
exist.

$ sudo cp -p /media/sdbl/TKLCConfigData.sds-mrsvnc-a.sh
/var/TKLC/db/filemgmt/ .

NOTE: If Appendix C was used to create this interface, un-configure the interface before
copying this file.

BE

Unmount the USB
drive partition.

$ sudo umount /media/sdbl

$

37.

SDS Server NOAM A
or B:

NOTE: If Appendix C
was used to create
this interface, un-

configure the interface.

$ sudo netAdm delete —--device=eth02
Interface eth02 removed

SDS Server NOAM A
or B:

Copy the server
configuration file to the
“Ivar/tmp” directory
on the server, making
sure to rename the file
by omitting the server
hostname from the file
name.

Example:
TKLCConfigData<.server_hostname>.sh = will translate to = TKLCConfigData.sh

$ sudo cp -p /var/TKLC/db/filemgmt/TKLCConfigData.sds-mrsvnc-a.sh
/var/tmp/TKLCConfigData.sh

NOTE: The server will poll the /var/tmp directory for the presence of the configuration file
and automatically execute it when found.

SDS Server NOAM A
or B:

After the script
completes, a
broadcast message
will be sent to the
terminal.

*** NO OUTPUT FOR = 3-20 MINUTES ***

Broadcast message from admusr (Thu Dec 1 09:41:24 2011):
Server configuration completed successfully!
See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the server.

NOTE: The user should be aware that the time to complete this step varies by server and
may take 3 ...20 minutes to complete.
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Step

Procedure

Result

SDS Server NOAM A
or B:

Remove the USB flash
drive from the USB
port on the front panel
of the server.

CAUTION: ltis
important that the USB
flash drive be
REMOVED from the
server before
continuing on to the
next step.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

SDS Server NOAM A
or B:

Ignore the output
shown and press the
<ENTER> key to
return to the command

(Thu Dec 1 09:41:24 2011):

Server configuration completed successfully!

Broadcast message from admusr

See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the
server.

<ENTER>
prompt.
SDS Server NOAM A | $ date
42. B:
orb: Mon Aug 10 19:34:51 UTC 2015
Verify that the desired
Time Zone is currently
in use.
43 SDS Server NOAM A | Example: $ sudo set_ini_ tz.pl <time zone>

or B:

If the desired Time
Zone was not
presented in the
previous step...

Configure the Time
Zone.

Otherwise, skip to the
next step.

NOTE: The following command example sets the time to the “UTC” (aka GMT) time zone
which is recommneded for all sites.

The user may replace, as appropriate, with the customer requested time zone for this site
installation. See Appendix H for a list of valid time zones.

$ sudo set_ini_tz.pl “Etc/UTC”
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44,

[]

SDS Server NOAM A
or B:

Initiate a reboot of the
SDS Server.

$ sudo init 6

]

SDS Server NOAM A
or B:

Wait ~9 minutes

Output similar to that
shown on the right
may be observed as
the server initiates a
reboot.

[root@hostname
[rootBhostnamell slave ethd2
yonding: bond@: ng: the permanent HWaddr of ethB2 - 98:4B:E1:6F
still in use by bondB. Set the HWaddr of ethB2 to a different ad

pnf lict

bond@:

yonding :
onding: bond@:
bonding: bond@:
onding: bond@:
-1000e 8060 :07:00.8

releasing active interface ethd2

making interface ethlZ the new active one.
Removing slave ethlé

releasing > interface ethl?2

ethlZ: changing MU from 1568 to 1560
Removing slave ethdl

bonding: bondl

SDS Server NOAM A
or B:

After the server has
completed reboot, log
into the server as the
“admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr password>

SDS Server NOAM A
or B:

1) Verify that the IMI
IP address and the
bond VLAN
configuration input in
Step 21 has been
correctly applied.

2) Verify that the XMI
IP address and the
bond configuration
input in Step 22 has

been correctly applied.

NOTE: The server’s
XMI & IMI addresses
can also be verified by
reviewing the server
configuration through
the SDS GUI under
[Main Menu 2>
Configuration 2>
Server] screen.

$ ifconfig
bond0
bond0.4

|grep in

HWaddr 98:4B:E1:6F:74:68
HWaddr 98:4B:E1:6F:74:68
Bcast:169.254.100.255

Link encap:Ethernet

Link encap:

inet ad8
Mask:255.255.255.0

bondl Link encap:E HWaddr 98:4B:E1:6F:74:6A

inet ad€r:10.250.55.124 JBcast:10.250.55.255
eth01 Link encap:Ethernet HWaddr 98:4B:E1:6F:74:68
eth02 Link encap:Ethernet HWaddr 98:4B:E1:6F:74:6A
ethll Link encap:Ethernet HWaddr 98:4B:E1:6F:74:68
ethl2 Link encap:Ethernet HWaddr 98:4B:E1:6F:74:6A
lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

Mask:255.255.255.0
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Step Procedure Result

48 SDS Server NOAM A $ ntpg -np
’ or B: remote refid st t when poll reach delay offset Jjitter

|:| Use the “ntpq”

command to verify that *¥10.250.32.10 192.5.41.209 2 u 1 64 1 0.176  -0.446

the server has 0.053

connectivity to the 10.250.32.51 192.5.41.209 2 u 2 64 1 0.174  -0.445
0.002

assigned Primary and
Secondary NTP
server(s).

IF CONNECTIVITY TO THE NTP SERVER(S) CANNOT BE ESTABLISHED, STOP AND EXECUTE THE
FOLLOWING STEPS:

1) Have the Customer IT group provide a network path from the SDS NOAM Server XMI IP to the
assigned NTP Server IP addresses.

2) Once network connectivity is established to the configured NTP Servers, then restart this procedure
beginning with STEP 48.

49 SDS Server NOAM A $ sudo syscheck
; or B: Running modules in class system...
|:| Execute a “syscheck” OK
to verify the current Running modules in class proc...
health of the server. OK
Running modules in class net...
OK
Running modules in class hardware...
OK
Running modules in class disk...
OK
LOG LOCATION: /var/TKLC/log/syscheck/fail log
0 SDS Server NOAM A $ exit
S0. or B:
|:| Exit to return to the
login prompt.
51. _ ) )
I:I e Configure SDS Server B by repeating steps 13 - 50 of this procedure.

IF AGGREGATION SWITCHES ARE INSTALLED AND 4948E-F SWITCH CONFIGURATION HAS NOT
BEEN COMPLETED PRIOR TO THIS STEP, STOP AND EXECUTE THE FOLLOWING PROCEDURES:

1) APPENDIXE.1
2) APPENDIX E.2 (Appendix E.2 references Appendix E.3 where applicable).
3) APPENDIX E.4
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Step Procedure Result
52 SDS Server NOAM A: | $ ping —c 5 169.254.100.12
i PING 169.254.100.12 (169.254.100.12) 56(84) bytes of data.
|:| From SDS Server 64 bytes from 169.254.100.12: icmp seg=1 ttl=64 time=0.020 ms
NOAM A, “ping” the

IMI IP address 64 bytes from 169.254.100.12: icmp seg=2 ttl=64 time=0.026 ms
configured for on SDS 64 bytes from 169.254.100.12: icmp seg=3 ttl=64 time=0.025 ms
Server B. 64 bytes from 169.254.100.12: icmp seg=4 ttl=64 time=0.025 ms
64 bytes from 169.254.100.12: icmp seg=5 ttl=64 time=0.026 ms

---169.254.100.12 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.020/0.024/0.026/0.005 ms

SDS Server NOAM A: | $ ping —¢ 5 10.250.55.125

53.
PING 10.250.55.125 (10.250.55.125) 56(84) bytes of data.
|:| From SDS Serverh 64 bytes from 10.250.55.125: icmp seq=1 ttl=64 time=0.166 ms
NOAM A, “ping” the . a .
¥ 4 f 10.2 . .125: = = =0.
XMI IP address 64 bytes from 10.250.55 5: icmp seg=2 ttl=64 time=0.139 ms
configured for on SDS 64 bytes from 10.250.55.125: icmp seg=3 ttl=64 time=0.176 ms
Server B. 64 bytes from 10.250.55.125: icmp seg=4 ttl=64 time=0.209 ms
64 bytes from 10.250.55.125: icmp seg=5 ttl=64 time=0.179 ms
--- 10.250.55.125 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.139/0.173/0.209/0.028 ms
54 SDS Server NOAM A: | $ ping —c 5 10.250.55.1

PING 10.250.55.1 (10.250.55.1) 56(84) bytes of data.

Use “ping” to verify 64 bytes from 10.250.55.1: icmp seg=1 ttl=64 time=0.166 ms
that SDS Server . n .
4 f 10.2 . .1 =2 1=64 =0.
NOAM A can reach 64 bytes from 10.250.55 icmp_ seq ttl=64 time=0.139 ms
the configured XMI 64 bytes from 10.250.55.1: icmp seqg=3 ttl=64 time=0.176 ms
Gateway address. 64 bytes from 10.250.55.1: icmp seqg=4 ttl=64 time=0.209 ms
64 bytes from 10.250.55.1: icmp seqg=5 ttl=64 time=0.179 ms

--- 10.250.55.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.139/0.173/0.209/0.028 ms
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Step Procedure Result
55, SDS Server B: $ ping —c¢ 5 10.250.55.1
PING 10.250.55.1 (10.250.55.1) 56(84) bytes of data.
Use “ping” to verify 64 bytes from 10.250.55.1: icmp seq=1 ttl=64 time=0.166 ms
trzgtj?hzigrn‘%ruigan 64 bytes from 10.250.55.1: icmp seq=2 ttl=64 time=0.139 ms
XMI Gateway 64 bytes from 10.250.55.1: icmp seg=3 ttl=64 time=0.176 ms
address. 64 bytes from 10.250.55.1: icmp seg=4 ttl=64 time=0.209 ms
64 bytes from 10.250.55.1: icmp seg=5 ttl=64 time=0.179 ms
--- 10.250.55.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4000ms
rtt min/avg/max/mdev = 0.139/0.173/0.209/0.028 ms
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Step

Procedure

Result

56.

[]

SDS Server NOAM A:

Disconnect the laptop
from the Server
NOAM A, eth14
Ethernet port.

For Gen9: Disconnect
the laptop from the
Server NOAM A,
eth08 Ethernet port.

ETH HP DL360, DC {Rear Panel)

14\13 12 1

ETHB1 ETHB2 \\ uGA iL0o UID
Mouse
Keyboard Serial Port

Figure 7 - HP DL360 G6, Rear Panel (Ethernet)

= o
= = o =
I I I I
_ = -
[y Ny W R W)
l l l 1 HP DL380p Gen8 Backplane
| -~
:
S AN
= &0 e e
cooo
IITTT
==
b b b
Figure 8 - HP DL380 Gen8, Rear Panel (Ethernet)

000000

Internal 4-Port NIC
Ethernet Ports
Eth01-Eth04

HPE Ethernet 1Gb 4-port
331FLR Adapter (Flex LOM)
eth05-eth08

Figure 9 - HP DL380 (Gen9), DC (Rear Panel)
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Procedure 2: Configuring SDS Servers A and B (1* SDS NOAM site only)

Step

Procedure

Result

57.

[]

switchlA:

Connect the laptop to
Port 44 of switch1A
(bottom switch).

Part 52

Part 2 Port 45 Management

Port

Figure 10 - Cisco 4948E-F Switch (Maintenance Access Port)

Laptop:

Set a static IP address
and netmask within the
Management VLAN for
the laptop’s network
interface card
(169.254.1.100 is
suggested).

e Reference Appendix D. Steps 7-8 if assistance is needed in modifying the laptop’s
network configuration.

SDS Server NOAM A:

Using SSH, login to
Server NOAM A using
its Management VLAN
IP address
169.254.1.11

login: admusr
Using keyboard-interactive authentication.

Password: <admusr password>

SDS Server NOAM A:

Using the “netAdm”
utility, add the eth14
interface.

$ sudo netAdm add --device=ethl4
Interface ethl4 added
$

THIS PROCEDURE HAS BEEN COMPLETED
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5.2 OAM Pairing (1% SDS NOAM site only)

The user should be aware that during the OAM Pairing procedure, various errors may be seen at different stages of the
procedure. During the execution of a step, the user is directed to ignore errors related to values other than the ones
referenced by that step.

Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result

1 SDS Server NOAM .
Ij A G) There is a problem with this website's security certificate.
N

Launch an approved
web browser and

connect to the SDS ) _ ) : : :
Server NOAM A IP The security certificate presented by this website was issued for a different

XMI address

The security certificate presented by this website was not issued by a trust

Security certificate problems may indicate an attempt to fool you or intercq
server.

NOTE: If presented
with the “security
certificate” warning We recommend that you close this webpage and do not continue to
screen shown to the
right, choose the
following option:
“Continue to this
website (not
recommended)”.

& Click here to close this webpage.

B¥ Continue to this website (not recommended).

@ More information

2 iDS Server NOAM ORAC I_G“h

|:| The user should be

presented the login Oracle System Login
screen shown on the Tue MNowv 4 13:38:12 2014 EST
right.
LogIn

Login to the GUI Enter your username and password to log in
using the default user Usemame: |
and password.

Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Intermet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Qracle and Java are registered trademarks of Oracle Corporation andfor its affiliates.
Other names may be frademarks of their respective owners.

Copyright @ 2010, 2014, Oracle andfor its affiliates. ANl rights reserved.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure

Result

SDS Server NOAM
3. A:

The user should be
presented the SDS
Main Menu as shown
on the right.

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAMEP)
= ain Menu -
i Admini tion
= & Configuration

Main Menu: [ Main]

This is the user-defined welcome mes
It can be modified using the "General Options" i
‘Administration’ menu.

Login Name: guiadmin
Last Login Time: Fri Dec 18 09:51:07 20
Last Login IP: 141,146 46122
Recent Failed Login Attempts: 0

SDS Server NOAM
4. A:

VIP 1o dts3-sds-b (ACTIVE NETWORK OAM&P

Select @8 Administration Main Menu: Configuration -> Server Groups
B & Configuration -
. : atwork Eleme
Main Menu
- Configuration 2 Server Group Name  Level Parent Function gg:
- Server Groups

DP_group C  SOAM_group SDS 1
...as shown on the DRNO_group A NONE sDS 1
right.

MNOAMP arain A MOMNE SNs 1

4 m

| Insert | Report
5. iDS Server NOAM Main Menu: Configuration -> Server Groups @& H

1) The user will be
presented with the
“Server Groups”
configuration screen
as shown on the
right.

2) Select the “Insert”
dialogue button from
the bottom left corner
of the screen.

Tue Jul 31 19:59:42 2012 L
Filter

Server Group Name Level Parent Function Servers

EY @ Communication Agent

NOTE: The user may need to use the vertical scroll-bar in order to make the “Insert”
dialogue button visible.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Configuration procedures

Step

Procedure

Result

6.

[]

SDS Server NOAM
A:

The user will be
presented with the
“Server Groups
[Insert]” screen as
shown on the right.

NOTE: Leave the
“WAN Replication
Connection Count”
blank (it will default to
1).

Main Menu: Configuration -> Server Groups [Insert]

Field

Value

Description

Unique identifier used to label

Server Group Name |

Lewvel

Parent

Function

WaAN Replication Connection Count |1

- Select Level E *

- Select Parent |Z| *
- Select Function E *

*

digit.]

Specify the number of TCP con
associated with this Server Gro

characters are alphanumeric ar

Select one ofthe Levels suppor
B groups are optional and conti

Select an existing Server Group|

Select one ofthe Functions sup

SDS Server NOAM
A:

Input the Server
Group Name.

Senver Group
Marme

lsds_mrsvnc_grp

Unigque identifier used to label a Server
string. Valid characters are alphanumeri
and must not start with a digit]

SDS Server NOAM
A:

Select one ofthe Levels supported by the ¢

|:| Level - Select Level - » |+ Query servers. Level B groups are optional
Select “A” on the _Select Level - contain MP servers ]
hovel” pul-doun ”
menu. Farent T LT AR Select an existing Server Group or NONE
|
9 SDS Server NOAM |
: A: Parent - Select Parent- |+ Select an existing Server Group or
|:| Select “None” on the - Select Parent-
“Parent” pull-down Function S Select one ofthe Functions suppoi
menu.
10 SDS Server NOAM
A: Function - Select Function - » |+ Select one of the Functions supported by the system

Select “SDS” on the
“Function” pull-
down menu.

- Select Function -
NOMNE
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result

11 iDS Server NOAM Main Menu: Configuration -> Server Groups [ Edit]

|:| 1) The user should be

presented with a o 1abel
. . - - 0 label a

banner |nformat|on o Pre-Validation passed - Data NOT committed ... e

message stating

“Pre-Validation

Info

Level * Select one ofthe Levels supportel
passed”.
Main Menu: Configuration -> Server Groups [Insert] @
2) Select the “Apply” - - o
dialogue button. — e e
Unikous igentiner usad 10 [30el 3 Saner Groun. [:e‘a,t: -mE ia'\;e -A
Saner Group Name sds_mrswine_gp * 1-32-gharacier string. Valld charactens ane alphanumerks and underscons

hust comtaln 3t least one alpna and must not stan wilh 3 digi]
Salact ong ofine Lavels suppartad Dy e sistem. [Lavel A grouns contain

Lol A [=] NOAME and Guery seners. Level B groups are optional and cortain
SOMM seners. Level C groups contzin WP seners]
Panent NONE EI * Selectan exsling Sener Sroun ar NONE
Funciion EDE Izl * Salect one of the Functions supponsd by e system
Specty he e of TCP cormections at will be wsed by replication owsr
WWAN Replication Coanection Count 2y WAN conneciion Zssoctsled Wi Bils Sener Group. [Detsull = 1
Range = AN Irteger Detwesn 1 2nd 8]
A Bpphy) Cance
12 iDS Server NOAM Main Menu: Configuration -> Server Groups [Insert]
|:| The user should be o
presented with a pome Description
banner information o . Data committed! \‘Lrlnli_guehidergiﬂerusedltilabel aServe
: * Valid characters are alphanumeric an
message stating not start with a digit]
Data committed”.
Select one ofthe Levels supported by
Level A E = servers. Level B groups are optional a
senvers.]
SDS Server NOAM
]_3 A vIiP dts3-sds-b (ACTIVE NETWORK DAM&P
] g =l :
Select. .. 3 @8 Admini Main Menu: Configuration -> Server Groups
B & Configuration
. :
Main Menu
= Configuration 3 Server Group Name  Level Parent Function gz:
- Server Groups erve
: . DPF_group C SOAM_group sDs 1
ource Domains
..-as shown on the ; DRNO_group A NONE SDS 1
right.
MOAMP arnun A MNOME s|Ns 1

4 1

Insert Report
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result
14. iDS Server NOAM Main Menu: Configuration -> Server Groups <
: Tue Jul 31 20:05:56 2012
Filter ~
|:| The Server Group
entry added in Steps Server Group Name  Level Parent Function Servers
6 - 12 should now sds_mrsvnc_grp A sds_mrsvnc_grp  SDS NE Server HA Role Pref
appear on the
“Server Groups”
configuration screen
as shown on the
right.
15 SDS Server NOAM Main Menu: Configuration -> Server Groups &
. A: Tue Jul 31 20:05:56 2012
__Filter -
|:| 1) Select the Server
Group entry added in Server Group Name  Level Parent Function Servers
Steps 6 - 12. The line sds_mrsvnc_grp A sds_mrsvnc_grp  SDS NE Server HA Role Pref
entry should now be
highlighted in : -
GgREIgN 1 B Communication Agent
B SDS
2) Se|eCt the “Editn nj’ HElD [ Insert ][Edlt ][ Delete ” REpDI't ]
dialogue button from B Logout

the bottom left corner
of the screen.

NOTE: The user may need to use the vertical scroll-bar in order to make the “Edit”
dialogue button visible.

SDS Server NOAM
A:

The user will be
presented with the
“Server Groups
[Edit]” screen as
shown on the right.

Main Menu: Configuration -> Server Groups [Edit]

Field Value Description
. . Unique identifier used to label a Server Group. [Default = nfa.
FELET B LR sds_mrsvnc_grp alpha and must not start with a digit.]
Level A v|* Select one of the Levels supported by the system
Parent NONE v |* Select an existing Server Group
Function SDS v|* Select one of the Functions supported by the system
WAN Replication Connaction Count |1 gﬁscsﬁ;' the number of TCP connections that will be used by r
sds_noamp
Server 5G Inclusion Preferred HA Role
dts3-sds-a ¥ Include in 5G Preferred Spare
dts3-sds-b ¥ Include in 5G Preferred Spare
VIP Assignment
VIP Address Add
10.250.55.125 Remave

Ok||Apply||Cance
]
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Configuration procedures

Step Procedure Result

17 SDS SerVer NOAM sds_mrsun{:

Ij A Server SG Inclusion Preferred HA Role
Select the “A” server sds-mrsvnc-a Include in 3G [ preferred Spare
and the “B” server
from the list of sds-mrsvnc-b Include in 8G [ preferred Spare

“Servers” by clicking
the check box next to
their names.

SDS Server NOAM
A:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [Edit]

j Info
(
o * Pre-Validation passed - Data MOT committed ... i IaI_J-eI o5
numeric and
Level * Select one of the Levels supporte

VIP Address Add

Remove

@I' ancel

SDS Server NOAM
A:

The user should be
presented with a
banner information
message stating
“Data committed”.

Main Menu: Configuration -> Server Groups [ Edit]

Description
Unique identifierusedto labela S

* characters are alphanumeric and
digit]

+ Data committed!

Level * Select one of the Levels supportes

SDS Server NOAM
A:

Click the “Add”
dialogue button for
the VIP Address.

VIP Assignment

VIP Address Add

SDS Server NOAM
A:

Input the VIP
Address

a0 250.55.126

VIP Address

>
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result

0y | SDS Server NOAM Main Menu: Configuration -> Server Groups [Edit]

A:
|:| 1) The user should be
presented with a Info
banner information o i dtolabel a ¢
message stating + Pre-Validation passed - Data MOT committed ... Bumeric and
“Pre-Validation =
”
passed ' Level * Select one of the Levels supporte
2) Select the “Apply” VIP Address
dialogue button.
10.250.55.125
&
SDS Server NOAM . . .
23. A: Main Menu: Configuration -> Server Groups [Edit]
|:| The user should be :
presented with a Info Description
banner information ique identi
! . ; Unique identifier used to label a S
message stating o Data commitied! * characters are alphanumeric and
“Data committed”. digit]
Level * Select one of the Levels supporte

SDS Server NOAM Welcome guiadmin [Logout)
D H 13 ” @ HElp
Click the “Logout Fri Nov 18 14:43:32 2011 UTC
link on the OAM A
server GUI.
be = A 1-32-character string.
Bt least one alpha and must
o5 IMPORTANT: e Now that the server(s) have been paired within a Server Group they must
; Wait at | 5 establish a master/slave relationship for High Availability (HA). It may take
I:' el Vg several minutes for this process to be completed.
minutes before

proceeding ontothe | ® Allow a minimum of 5 minutes before continuing to the next Step.
next Step.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result

26 SDS VIP:

|:| Launch an approved @ There is a problem with this website's security certificate.
web browser and
cc_)nnect to the XMI The security certificate presented by this website was not issued by a trust
Virtual IP_ Addr_ess The security certificate presented by this website was issued for a different
(VIP) assigned in
STEP 21 to the SDS Security certificate problems may indicate an attempt to fool you or intercq
Server Group e

We recommend that you close this webpage and do not continue to
'@' Click here to close this webpage.

B9 Continue to this website (not recommended).

@ More information

o7 | SDSVIP: ORACLG“‘

|:| The user should be

presented the login ]
Oracle System Login

screen shown on the Tue Nov 4 13:38:12 2014 EST
right.
. Log In
'—09'“ to the GUI Enter your username and password to log in
using the default user
and password. Username: |
Password:

r Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Qracle and Java are registered trademarks of Oracle Corporation andior its affiliates.
Other names may be frademarks of their respective owners.

Copyright @ 2010, 2014, Cracle andfor its affiiiates. All rights reserved.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result
SDS VIP:
28. Connected using VIP to sds-rlghnc-a (ACTIVE NETWORK OAME&P)
-yl)—rheesgﬁser ds?hoeuggg L Main Menu . .
Main Menu as shown . Administration Mal" MEHU: [Ma|"]
on the right. i Configuration
3 @ Alarms & Events
i Security Log
B Status & Manage
M Measurements
@ Communication Agent
SDS VIP:
29.
Select... . . .
Main Menu: Alarms & Events -> View Active
- Alarms & Events
- View Active NO_righne_arp
__as shown on the ; B U DT e EventD  Timestamp Severif
; Security
right. e ke e Alarm Text Additio
30. SDS VIP: Main Menu: Alarms & Events -> View Active
Verify whether or not -
[ | erity whether Tasks
(Remote Database
re-initialization in NO_righnc_grp
progress) is present.
Seq# Event ID Timestamp Severity Product Process NE
eq
Alarm Text Additional Info
10200 2015-08-12 15:40:57.436 UTC AN 2&":;3“”3 NO_RLG
350
Remote Database re-initialization in R te Datab Crr .
progress emuote Latabase re-inimalization in progress

IF EVENT ID 10200 (Remote Database re-initialization in progress) IS PRESENT,
DO NOT PROCEED TO THE NEXT STEP UNTIL THE ALARM CLEAR IS RECEIVED.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result
SDS VIP:
31. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
|:| Select... 1ain Menu - _
@8 Administration Main Menu: Status & Manage -> Serve
Main Menu B & Configuration
L Meatwnrk Elamenta Filter ~
> Status & Manage B Network Elements |
- Server Appl
Server Hostname Network Element
State
':'?}? shown on the jer Groups dts3-dp-1 sds_soam Enabl
I . e T =P
g ource Domains dts3-drno-a sds_dr_noamp Enabl
dts3-gs-1 sds_noamp Enabl
dts3-sds-a sds_noamp Enabl
dts3-sds-b sds_noamp Enabl
| Report |
SDS VIP: Main Menu: Status & Manage -> Server & Help
32 Tue Jul 21 20:56:359 2012 UTC
D 1) The “A” and “B”
SDS servers should
now appear in the Network Element Server Hostname Appl State Status
I’Ight panel' sds_mrsvnc sds-mrsvnc-a Disal Morm
sds_mrsvnc sds-mrsvnc-o Disab Warn Marm Morm
2) Verify that the

“DB” status shows
“Norm” and the
“Proc” status shows
“Man” for both
servers before
proceeding to the
next Step.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Configuration procedures

Step Procedure Result

SDS VIP: Reporting
33 Network Element Server Hostname Appl State  Alm DB St Proc
I:I 1) Using the mouse, leds_mrswne JI sds-mrsvnc-a Disabled [T Morm Morm

select SDS Server sds_mrsvnc sds-mrsvnc-b Disabled Warn Morm Morm

NOAM A. The line
entry should now be
highlighted in
GREEN.

2) Select the
“Restart” dialogue
button from the
bottom left corner of
the screen.

3) Click the “OK”
button on the
confirmation dialogue
box.

4) The user should be
presented with a
confirmation message

[Smp” Restart " Reboot l

Windows Internet Explorer

Are wou sure you wish to restart application software
"'.r'}‘ on the Following server(s)?
' sds-mrsvnc-a

[ ok |[ Cancel ]

Main Menu: Status & Manage -> Server [ Restart]

Status ~

(in the banner area) )
Status
for SDS Server m Repl
NOAM A stating: E’ e sds-mrsvnc-a; Successfully restarted application.
“Successfully MNorm
restarted sds_mrsvnc sds-mrsvnc-b Disabled Warn Morm
application”.
SDS VIP:
. onnected using 1] SI-S05- .
34 C cted using VIP to dts3-sds-b (ACTIVE NETWORK OAMEP)
I:' Select... B £ Main Menu p ]
@8 Administration Main Menu: Status & Manage -> Serve

Main Menu B & Configuration

- Status & Manage
- Server

...as shown on the
right.

B Network Elements

m

Server Hostname Network Element ST
State
Server Groups dts3-dp-1 sds_soam Enabl
urce Domains dts3-drno-a sds_dr_noamp Enabl
dts3-gs-1 sds_noamp Enabl
dts3-sds-a sds_noamp Enabl
dts3-sds-b sds_noamp Enabl

Report
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Configuration procedures

Step Procedure Result
35 SDS VIP: Main Menu: Status & Manage -> Server & Help
. ) Tue Jul 31 21:00:12 2012 UTC
I:' Verify that the “Appl
State” now shows _
“Enabled” and that Network Element Server Hostname ~ Appl State Alm DB E?aﬁ:mg Proc
the “DB, Reporting —
Status & Proc” sds_mrsvnc sds-mrsvnc-a TTaTTn T ‘MK
status columns all sds_mrsvnc sds-mrsvnc-b Disabled Warn  Morm MNarm /
show “Norm” for
SDS Server NOAM A
before proceeding to
the next Step.
36 SDS VIP: [ Fiter_~+] I
|:| 1) USing the mouse, Network Element Server Hostname « Appl State Alm DB g:}aﬁ;ting Proc
select SDS Server B.
The line entry should sds_mrsvnc sds-mrsvnc-a Ehabled IEE vorm Morm Morm
now be highlighted in sds_mrsvnc sds-mrsvnc-b Disabled Warn  MNorm MNaorm
GREEN.
2) Select the
“Restart” dialogue B Logout
button from the
bottom left corner of | Stop || Restart || Reboot |
the screen.
3) Click the “OK Windows Internet Explorer,
button on the
confirmation dialogue Are wou sure vou wish to restart application software
box. - on the following server(s)?
' sds-mrsvnc-b
4) The user should be f | [ | ]
presented with a LK) tance
confirmation message
(in the banner area) -
for SDS Server B Main Menu: Status & Manage -> Server [ Restart]
stating:
“Successfully Ei
iter =| Status -
restarted :I
lication”. Status
applicatio m Repl
E o sds-mrsvnc-b; Successfully restarted application.
NOTE: The user may Morm
neeq to use the . sds_mrsvnc sds-mrsvnc-o Disabled Warn MNorm
vertical scroll-bar in

order to make the
“Restart” dialogue
button visible.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step

Procedure

Result

37.

[]

SDS VIP:

Verify that the “Appl
State” now shows
“Enabled” and that
the “DB, Reporting
Status & Proc”
status columns all
show “Norm” for
SDS Server NOAM A
and SDS Server
NOAM B before
proceeding to the
next Step.

@ H

Tue Jul 31 21:03:15 2012 U

Main Menu: Status & Manage -> Server

Network Element Server Hostname
sds_mrsnc sds-mrsvnc-a Enabled [IEIE Morm Morm MNorm
sds_mrsvnc sds-mrsvnc-b Enabled  Morm Maorm Morm Marm

IMPORTANT:

Wait at least 5
minutes before
proceeding on to the
next Step.

e Now that the server(s) have been restarted they must establish a master/slave
relationship for High Availability (HA). It may take several minutes for this process
to be completed.

e Allow a minimum of 5 minutes before continuing to the next Step.

SDS VIP:

If there is a context
switch, you may be
required to login
again.

Login to the GUI
using the default user
and password.

ORACLE

Oracle System Login
Tue Nov 4 13:28:12 2014 EST

Log In
Enter your username and password to log in
Username: |
Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

QOracle and Java are registered trademarks of Oracle Corporation and/or its affiliates
Other names may be trademarks of their respective owners.

Copyright © 2010, 2014, Cracle andfor ils affiliates. All rights reserved.
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result
40. SDS VIP: Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
Select CReNain bendd : : :
I:' @8 Administration Main Menu: Alarms & Events -> View Active
i Configuration -
Main Menu B & Alarms & Events Tasks ~
Pview Active
> Ala'rms & Ffvents = , DRMNO_group SOAM_group
> View Active BRI LT
iew Trap Log . ) p|
EventID Timestamp Severity Product
Seq# =
...as shown on the Alarm Text Additional Info
right.
14707 2014-12-2315:38:54.309 aDS ,
40181
: GN_INFOMRMN for in
Mo Remote Connections Nore...
SDS VIP:
41. ) DREMNO_group NOAMP_group SOAM_group
|:| Verify that Event ID
éfol\giién'\i'r?grgl?;?fé coqy EventiD Timestamp Severity Product |'°%®° NE
=0
are connected’) is the Alarm Text Additional Info
only alarm present on
t.he system at this 44109 2014-12-2315:38:54.309 aps xds ix e
time EST
’ 40181
: ) . ad
No Remate Connections ﬁEF;NFDMRN for information only [Listener.C.49

SDS VIP:

Select...

Main Menu

- Administration

- Remote Servers
- SNMP Trapping

...as shown on the
right.

Connected using VIP to dts3-sd
SRR ain Mend
B & Administr:

s Control
B & Remote Servers

| PSNMP Trapping

B Data Export
] B DNS Configuration
i Configuration
H & Alarms & Events
Pl View Ac

B Software Managemen

B LDAP Authenticatio

s-b (ACTIVE NETWORK ODAM&P)

Main Menu: Administration -> Remq
Variable Value
Manager 1 10.250.55.1
Manager 2

Manager 3
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Procedure 3: Pairing the SDS NOAM Servers (1% SDS NOAM site only)

Step Procedure Result
43 SDS VIP: [Default: enabled.]
Ij Traps from Enable or disable SMMP traps from in
. Individual Enabled sent from individual servers, otherwis
1) Using the cursor, Servers DAME&P server. [Default disabled]
place a “check” in the Confioured . NP
check box for “Traps onfigured Community Mame (SHM

from Individual

” SMNMP3 Privacy - Privacy protocol (SMMP3 only). 1) "AES™ L
Servers”. Type "DES™ Use Data Encryption Standard priv:

Authentication password (SMNMPv3 only). If

2) Click the “Ok” SMMPv3 PP —— specified. The length of the password sho
: Password password accepts any characters. [ Defau
dlal()gue button be shown publicly here. ]

located at the bottom

of the right panel. [Ok| [Cancel

SDS VIP: ny—
44, ) Confirm edit
Note: If SNMP string

have been configured
then follow below
steps.

WARNING: Changing of SMMP Community Strings on this server may affect how other TEKELEC products
communicate with this server. Community String changes should be done on 3 system basis.

Check to confirm
1) Using the cursor, 0K | cancel
place a “check” inthe | ..

check box for “Check
to confirm”.

2) Click the “OK”
dialogue button.

45. SDS VIP: Welcome guiadmin [Logout] >
Click the “Logout” — -

|:| link on the server _ &> Help
GUI. Fri Mov 18 14:43:32 2011 UTC

be = A 1-32-character string.
gt least one alpha and must

THIS PROCEDURE HAS BEEN COMPLETED
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5.3 Query Server Installation (All SDS NOAM sites)

The user should be aware that during the Query Server installation procedure, various errors may be seen at different
stages of the procedure. During the execution of a step, the user is directed to ignore errors related to values other than
the ones referenced by that step.

Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result

Primary SDS VIP:

1. A

|:| Launch an approved g/] There is a problem with this website's security certificate.
web browser and =

connect to the XMI
Virtual IP address
(VIP) assigned to
Active SDS site

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercq
Server,

NOTE: If presented
with the “security
certificate” warning
screen shown to the ® Click here to close this webpage.
right, choose the
following option: ¥ Continue to this website (not recommended).
“Continue to this
website (not @ More information
recommended)”.

We recommend that you close this webpage and do not continue to

5 Primary SDS VIP: ORACI—Gﬁ

|:| The user should be
presented the login

Oracle System Login
screen shown on the Tue Nov 4 13:38:12 2014 EST

right.

Login to the GUI Log In )
using the default user Enter your username and password to log in
and password. Usename: |

Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Cracle and Java are registered trademarks of Oracle Corporation and/or its affiliates.
QOther names may be trademarks of their respective owners.

Copyright @ 2010, 2044, Oracle and/or its affiliates. All rights reserved.

SDS-7.1/7.2/7.3 61 September 2016




SDS Initial Installation and Configuration Configuration procedures

Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result

Primary SDS VIP:

|:| The user should be

presented the SDS
Main Menu as shown
on the right.

ORACLE S???Sn;:c:t[;ons Diameter Signal Router Full Address Resolution

Connected using VIP to dis3-sds-a (ACTIVE NETWORK OAM&P)

= 4 Main Menu . ]
@ Administration Main Menu: [Main]

= & Configuration
f B Network Elements

& Network
i [l Devices
Routes
B Services
B Servers This is the user-defin
B Server Groups It can be madified using the "General Opti
B Resource Domains Login Nam
B Places Last Login Time: l-._-lon N
B Place Associations thz;lt_ggi?elg L
i @ i DSCP
B & Alarms & Events
i . B View Active
Primary SDS VIP:
4., Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
I:' Select... Main Menu A ] )
Administrati Main Menu: Configuration -> Servers
L
-> Configuration
Server NetworK
- Servers Hostname Role System ID Group  Element
Sroups
...as shown on the Hps fersgen  Network NOAMP_ sds_nod
right. e Domains DAMEF group  mp
Metwork NOAMP_ sds_nod
LIS DAMEP group  mp
Communication Agent | =
neation Agen | Insert | Report
SDS — S el
5 Primary SDS VIP:

Select the “Insert” e
|:| dialogue button. ‘. I Logout
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Configuration procedures

Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
Primary SDS VIP: .
6. Adding a new server
The user is now .
|:| presented with the SN Value
“Adding a new
server” configuration Hostname | .
screen.
Role |- Select Role - v
System ID |

Hardware Profile

Network Element Mame =

Location

[SDS HP ¢-Class Blade V0 v|

Apply|[Cancel

Primary SDS VIP:

7. Adding a new server
|:| Input the assigned _ —
“hostname” for the Attribute Value Description
Query Server. ; i . Unigue name for the server. [Default = n/a
s |qs mrsvnc 1| alphanumeric and minus sign. Must start
Primary SDS VIP:
8. FRole - Select Role - W+ Select the function of the server
D Select “QUERY Hard - Select Rale -
SERVER?” for the P?Drﬂln:are NETWORK OAMEP ~ | Hardware profile ofthe server
server “Role” from SYSTEM OAM
the pull-down menu. Network hP Select the network element
SLUCUL UL (O UERY SERVER
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step

Procedure

Result

9.

[]

Primary SDS VIP:

For Gen6 & Gen8
Server

Select “SDS HP
Rack Mount” for the
Hardware Profile for
the SDS from the
pull-down menu.

For Gen9 Server:

Select “SDS HP
Gen9 Rack Mount”
for the Hardware
Profile for the SDS
from the pull-down
menu.

For Gen6 & Gen8 select “SDS HP Rack Mount” from the Hardware Profile pull-down

menu.
E?ﬂrﬁl‘:ﬂre 305 TVOE Guest w | Hardware profile of the server
SDS TVOE Guest
Metwaork

Element Mame

Location

SDS HP ¢-Class Blade V2
SDS HP c-Class Blade VO
SDS HP c-Class Blade V1

SDS HP Rack Mount string.]

Select the netwark element

Location description [Default =™, Range

For Gen9 Server, Select “SDS HP Gen9 Rack Mount” from the Hardware Profile pull-

down menu.

Hardware Profile

Location

| 3-pair Un-Bonded HF c-Class Blade

B

3-pair Un-Bonded HP c-Class Blade
Network ElementName | g, 60 Hp ¢-Class Blade

SDS HP Gen9 Rack Mount

2-pair HP c-Class Blade
DSR TVOE Guest

wCloud Guest

L2D3 BL460 MP HP c-Class Blade
L2D3 BL620 MP HP c-Class Blade(Unbonded Sig)
3-pair Bonded HP c-Class Blade

D5R Guest

BL460 HP c-Class Blade
L2D3 BL620 MP HP c-Class Blade

Primary SDS VIP:

Select the Network
Element Name of the
SDS site where the
Query Server is
physically located.

Metwork
Element Mame

Location

- Unassigned - + |+

- Unassiined -

Select the network element

Location description [Default =

Primary SDS VIP:

Enter the site
location.

Location

Marrisville_NC

Location description [Default =™, Range = A 15-character string. Valid value
is any text string ]

NOTE: Location is an optional field.
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
SDS Server NOAM Interfaces:
12 . A: Network IP Address Interface
|:| MGMMNT_WLAN (169.254.1.0024) 169.254.1.13 bondD | [Fvian 2
1) Enter the
MGMNT_VLAN IP HMI(10.240.241.0024) 10.250 65127 bond1 | CIWLAN (3)
address for the Query Il (159.254.100.0/24) 169.254.100.13 bondd v | BAvLan (4)
Server. &
2) Set the
mg’r\ggg—t\él‘,ggndo,, Query Server Network IP Address Interface Ch\ggl‘;\'t:lox
and “check” the
VLAN checkbox SDS-QS MGMNT_VLAN 169.254.1.13 bondo /
. _ on
(Primary NE) IMI 169.254.100.13
3) Enter the IMI IP SDS-QS MGMNT_VLAN | 169.254.1.16
address for the Query bond0 /
Server. (DR NE) IMI 169.254.100.16

4) Set the IMI
Interface to “bond0”
and “check” the
VLAN checkbox.

NOTE_1: These IP addresses are based on the info in the NAPD and the Network
Element Config file.

NOTE_2: The MGMT_VLAN should only be present when 4948E-F AggregationSwitches
are deployed with SDS NOAM / Query Server RMS. If the MGMT_VLAN is not present,
the IMI network values shown above still apply.

13.

1) Enter the customer
assigned XMI IP
address for the Query
Server.

Layer 3

(No VLAN tagging
used for XMI)

2) Set the XMI
Interface to “bond1”
and “DO NOT
check” the VLAN
checkbox.

-OR -

Layer 2

(VLAN tagging used
for XMl)

2) Set the XMl
Interface to “bond0”
and “check” the
VLAN checkbox.

VLAN tagging VLAN
Query Server Network (on XMI network) Interface Checkbox
No bondl x
SDS-QS
(Primary & DR) XM
i Yes bondo w4

111 CAUTION !!!

It is crucial that the correct network configuration be selected in Steps 12 & 13 of this
procedure. Choosing an incorrect configuration will result in the need to re-install the OS
and restart the Query Server instalation procedure over from the beginning.
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result

SDS Server NOAM
14 A NTP Servers:

D ’ NTP Server IP Address Prefer @
1) Click the “NTP S —

Servers:” “Add”
dialogue button.

NTP Servers:

2) Enter the NTP NTP Server IP Address Prefer m
Server |IP Address 10.250.32.10 e
for an NTP Server. R

NTP Servers:
3) Enter 3 NTP
Server P address, NTP Server IP Address Prefer Add
repeat (1) and (2) to 10.240.21.191 Remove
enter it. 10.240.21.192 Remove
4) Optionally, click 10.240.21.193 ’ Remove
the “Prefer” checkbox
to prefer one NTP Ok|[Apply| [Cancel

Server over the other.

15 | Primary SDS VIP: Main Menu: Configuration -> Servers [Insert]
|:| 1) The user should be -
presented with a e
banner information Info
message stating £ o )
“Pre-VaIidation + Pre-Yalidation passed - Data MOT committed ..
passed”.
. Unigue name for the server.
SIEE |qs—mrsvnc—1 alphanumeric and minus si
2) Click the “Apply”
dialogue button.
Interfaces:
Network IP Address
MGMNT_VLAN (168.254.1.0/24) 169.254.1.13
Wil (10,240,241 0524) 10.250.85.127
IMI {169,254 100.0/24) 169.254.100.13
(pphy
16. Primary SDS VIP: Main Menu: Configuration -> Servers [Insert]
|:| If the values provided
match the network Info ~
ranges assigned to Info
the NE, the user will !
receive a banner o o Data committed!
information message Description
showing that the data Uni
. . que name for the server.
has been validated SIS 2l lqs-mrsvnc-1 alphanumeric and minus si
and committed
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
Primary SDS VIP:
17. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
|:| Select... Main Menu - _ _
@ Adminis Main Menu: Configuration -> Servers
Main Menu
- Configuration
Server HNetwork
- Servers Hostname Role System ID Group  Element
rver Groups
.--as shown on the ver broups fersgep | Metwork NOAMP_ sds_noa
right. ource Domains OAMEP group  mp
Metwork MOAMP_ sds_nog
LHREL R DAMEP group  mp
| Insert | | Report |
18 Prlmary SDS VIP: Hostname Role Server Group :::::;:‘ Location Details
173 . H )

I:I The Conflguratlon sds-mrsvnc-a Metwork OAM&P  sds_mrsvnc_grp  sds_mrsvnc Morrisville_NC XM_" Ao
SServers” screen IMI: 169.254.100.11
now shows the neWIy sds-mrsvnc-b Metwork OAM&P  sds_mrsvnc_grp  sds_mrsvnc Marrisville_MNC T(Mh'r_l:1160§2255q"51%;2182
added Query Server - osea
in the list. ) ) i XMI: 10.250.55.127

gs-mrsvne-1 Query Server sds_mrsvnc Morrisville_NC M- 169 254 10012

19 Primary SDS VIP: Main Menu: Configuration -> Servers & Help

Fri Jan 13 15:41:05 2012 UTC]
|:| Using the mouse,

select the Query

" Network - ;

Server. The line entry | | Hostname Role ServerGroup o ment Location Detatls
containing the Query HMI-10.250.55.124
Server should now be sds-mrsvnc-a Metwork OAMER sds_mrsvnc_grp sds_mrsvnc Morrisville_MNC S . 4

IMI: 169.254 10011
highlighted in

- XMI: 10.250.55.128
GREEN. sds-mrsvnc-h Metwork OAMER sds_mrsvnc_grp sds_mrsvnc Morrisville_MNC IMI- 169 254,100 12

s XMI: 10.250.55.127
qs-mrsvnc-1 EQuery Server sds_mrsvnc Morrisville_MNC M1 169 254 10013
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
Primary SDS VIP: Main Menu: Configuration -> Servers & Help
20. Fri Jan 12 15:41:05 2012 UTC
[_Fiter_~]
I:' Select the “Export”
dialogue button. Hostname Role Server Group :::t::;:‘ Location Details
. XMI: 10.250.55.124
sds-mrsvnc-a Metwork CAM&P sds_mrsvne_grp sds_mrsvnc Marrisville_MNC IMI: 168 254 100 44
L XMI:10.25055.128
sds-mrsvnc-b Metwork OAME&F sds_mrsvnc_grp sds_mrsvnc Morrisville_MC IMI: 169,254 100 12
o XMI: 10.250.55.127
gs-mrsvnc-1 iQuery Server sds_mrsvnc Marrisville_MC IMI: 169.254 100 13
L ol
[ Insert ][ Delete ][ Export ][ Repart ] Pause updates

Primary SDS VIP:

The user will receive
a banner information
message showing a
download link for the
Query Server

Main Menu: Configuration -> Servers [ Export]

Filter - Infoa -

Hostname | INfo " [ork El

sds-mrsvnc-3 o « Exported server data in TKLCConfigData.qs-mrsvinc-1.sh m@e downloaded } 1o
sds-mrsvnc-b

. . - _A mrsvn
configuration data. N =
gs-mrsvnc-1 QUERY SERVER 10.250.55.127 169.254.100.1 sds_mrsvn
Click on the word
“downloaded” to
download and save
the file.
,, | Primaryspsvie: | [N O
. Savejn | < USE ) v O 2 e m-
D 1) C“Ck the “Save” Do you want to open or save this file? M;_%j t 3] TKLCConfigData, sds-mrsvnc-b.sh

dlalogue button. Name: TELCConfigData. gs-rrsvnc-1.5h Documrs

Type: sh_auto_file, 1.59%E @

From: 10.250.55.125 Desktop
2) Save the Query _
Server configuration goen | [ see | [Cance ] || s
file to a USB flash =0

. -
nge Ial “while files from the Intemet can be useful, some files can potentially o
g h ter. 1f you do not frust th . do not -
MyNetwols | Saveaspe |.shDocument v

Query Server:

23. Connect to the Query Server console using one of the access methods described in
I:' Access the server Section 2.3.

console.
24 Query Server: login: admusr

1) Access the
command prompt.

2) Log into the server
as the “admusr”
user.

Using keyboard-interactive authentication.
Password: <admusr_password>
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step

Procedure

Result

Query Server:

Insert the USB flash

drive containing the

server configuration

file into the USB port
on the front panel of
the Query Server.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

Query Server:

Output similar to that
shown on the right
will appear as the
USB flash drive is
inserted into the SDS
Server front USB
port.

$ sd 3:0:0:0: [sdb] Assuming drive cache: write through
sd 3:0:0:0: [sdb] Assuming drive cache: write through <ENTER>

NOTE: Press the <ENTER> key to return to the command prompt.

Query Server:

Verify that the USB
flash drive’s partition
has been mounted by
the OS.

$ df |grep sdb

/dev/sdbl 2003076 8 2003068 13

NOTE: Search df for the device named in the previous step’s output.

/media/sdbl

Query Server:

$ sudo cp -p /media/sdbl/TKLCConfigData.gs-mrsvnc-1.sh

28. /var/TKLC/db/filemgmt/ .
I:' Copy the
configuration file
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Configuration procedures

Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step

Procedure

Result

29.

[]

Query Server:

Copy the Query
Server configuration
file to the “/var/tmp”
directory on the
server, making sure
to rename the file by
omitting the server
hostname from the
file name.

Example:
TKLCConfigData<.server_hostname>.sh =» will translate to = TKLCConfigData.sh

$ sudo cp -p /var/TLKC/db/filemgmt/TKLCConfigData.gs-mrsvnc-1.sh
/var/tmp/TKLCConfigData.sh

NOTE: The server will poll the /var/tmp directory for the presence of the configuration file
and automatically execute it when found.

Query Server:

After the script
completes, a
broadcast message
will be sent to the
terminal.

NOTE: This step
varies by server and
may take 3...20
minutes to complete.

*** NO OUTPUT FOR =~ 3-20 MINUTES ***

Broadcast message from admusr (Mon Dec 14 16:17:13 20009):
Server configuration completed successfully!
See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the
server.

Query Server:

Remove the USB
flash drive from the
USB port on the front
panel of Query
Server.

CAUTION: ltis
important that the
USB flash drive be
removed from the
server before
continuing on to the
next step.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)
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Configuration procedures

Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step

Procedure

Result

32.

[]

Query Server:

Ignore the output
shown and press the
<ENTER> key to
return to the
command prompt.

Broadcast message from admusr (Mon Dec 14 16:17:13 2009):

Server configuration completed successfully!

See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the

server. <ENTER>

SDS Server NOAM $ date

33. A or B:
: Mon Aug 10 19:34:51 UTC 2015

Verify that the desired

Time Zone is

currently in use.
34 SDS Server NOAM Example: $ sudo set_ini_tz.pl <time_zone>

A or B:

If the desired Time
Zone was not
presented in the
previous step...

Configure the Time
Zone.

Otherwise, skip to the
next step.

NOTE: The following command example sets the time to the “UTC” (aka GMT) time zone
which is recommneded for all sites.

The user may replace, as appropriate, with the customer requested time zone for this site
installation. See Appendix H for a list of valid time zones.

$ sudo set_ini_ tz.pl “Etc/UTC”

Query Server:

$ sudo init 6

35.
|:| Initiate a reboot of the
Query Server.
36 Query Server: rootBhostname1322832264 ~1t init 6

Output similar to that
shown on the right
may be observed as
the server initiates a
reboot.

rootBhostname1322832264 ~1# bonding: bondB: Removing slave ethB2
bonding: bondd: Warning: the permanent HWaddr of ethB2 - 98:4B:E1
still in use by bondB, Set the HWaddr of ethBZ2 to a different addre
nflicts.
onding: bond@:
bonding: bondB:
onding: bond@:

16:36 - is
to awid c

releasing backup interface eth82

Removing slave ethld

releasing active interface ethlZ

:1000e A600:07:00.8: eth12: changing MIU from 15688 to 1568
honding: bond1l: Removing slave eth@él

Query Server:

1) Access the
command prompt.

2) Login as the
“admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step Procedure Result
38 Query Server: $ ifconfig |grep in
. . bond0 Link encap:Ethernet HWaddr 98:4B:E1:74:16:34
I:' Ilg\a/gg%;hsaitntgjtli'\:' bond0.4  Link encap;Eihesset—iiaddr 98:4B:E1:74:16:34
Step 12 has been inet add® 169.254.100.13 _#Acast:169.254.100.255
applied to “bond0.4” Mask:255.255.255.0
bondl Link encap:Ethernet HWaddr 98:4B:E1:74:16:36
) inet add( Brast:10.250.55.255 Mask:255.255.255.0
|2F))V§gfytha.tthet).(Ml etho1 Link encap:ECReTMET—TMWaddr 98:4B:E1:74:16:34
aadress Inputin
h02 Link :Eth HW :4B:E1:74:16:
Step 13 has been ethO ink encap:Ethernet addr 98 6:36
appﬁedto “bond1”. ethll Link encap:Ethernet HWaddr 98:4B:E1:74:16:34
ethl?2 Link encap:Ethernet HWaddr 98:4B:E1:74:16:36
lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

Query Server: $ ping —c¢ 5 169.254.100.11

39.
PING 169.254.100.11 (169.254.100.11) 56(84) bytes of data.
From the Query
Server, “ping” the 64 bytes from 169.254.100.11: icmp seg=1 ttl=64 time=0.021 ms
IMI IP address 64 bytes from 169.254.100.11: icmp_ seg=2 ttl=64 time=0.019 ms
gonflgursdox)l\r/l iDS 64 bytes from 169.254.100.11: icmp seg=3 ttl=64 time=0.006 ms
rver . .
erve 64 bytes from 169.254.100.11: icmp seq=4 ttl=64 time=0.019 ms
64 bytes from 169.254.100.11: icmp seqg=5 ttl=64 time=0.006 ms
---169.254.100.11 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3999%ms
rtt min/avg/max/mdev = 0.006/0.014/0.021/0.007 ms
40 Query Server: $ ping —c¢ 5 10.250.55.1
i s . PING 10.250.55.1 (10.250.55.1) 56(84) bytes of data.
Use “ping” to verify ) .
that the Query 64 bytes from 10.250.55.1: icmp seg=1 ttl=64 time=0.018 ms
Server canreachthe | 64 bytes from 10.250.55.1: icmp seq=2 ttl=64 time=0.016 ms
CGOHf'QUVEd ();1(3/” 64 bytes from 10.250.55.1: icmp seg=3 ttl=64 time=0.013 ms
W r .
ateway address 64 bytes from 10.250.55.1: icmp seq=4 ttl=64 time=0.016 ms
64 bytes from 10.250.55.1: icmp seqg=5 ttl=64 time=0.011 ms
--- 10.250.55.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3999%ms
rtt min/avg/max/mdev = 0.011/0.014/0.018/0.005 ms
a1 Query Server: $ ntpq -np
. remote refid st t when poll reach delay offset Jjitter
|:| Use the “ntpg”
command K)verﬁy +10.250.32.10 192.5.41.209 2 184 256 175 0.220 46.852 35.598
that the server has oYL 2L e Rt v : : :
*10.250.32.51 192.5.41.209 2 u 181 256 377 0.176 7.130 22.192

connectivity to the
assigned NTP
server(s).
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step Procedure Result
42 Query Server: $ sudo syscheck
i Running modules in class hardware...
|:| Execute a
“syscheck” to verify OK
the current health of Running modules in class disk...
the server. OK
Running modules in class net...
OK
Running modules in class system...
OK
Running modules in class proc...
OK
LOG LOCATION: /var/TKLC/log/syscheck/fail log
$
Query Server: $ exit
43.
I:' Exit to the login
prompt.
Primary SDS VIP:
44. ary SDS VIP o dts3-sds-b (ACTIVE NETWORK OAM&P
Select... = - ] ]
8 Administration Main Menu: Configuration -> Server Groups
. ﬂ & Configuration
Main Menu
-> Configuration c
> Server Groups 3 Server Group Name  Level Parent Function Cg:
DP_group C SOAM_group sDs 1
...as shown on the
right, DRNO_group A NONE sSDS 1
MNOAMP aroon A MNOMNFE sns 1
4 (11}
Insert Report
45. Primary SDS VIP: Main Menu: Configuration -> Server Groups & el
Tue Jul 31 21:37:09 2012 UT
I:' The user will be
Breser]ted Wlth the Server Group Name  Level Parent Function Servers
Configuration 2>
NE Server HA Role Pref VIPs
Server Groups” sds_mrsvnc_grp A sds_mrsvnc_grp  SDS sds_mrsvnc sds-mrsvnc-a 10.250.55.125
p
screen as shown on sds_mrswnic  sds-mrewncb  SPARE 10.250.55.125
the right
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
46. Primary SDS VIP: e <]
1) USing the mouse, Server Group Name  Level Parent Function Servers

[]

select the SDS
Server Group
associated with the
Query Server being
installed.

2) Select the “Edit”
dialogue button from
the bottom left corner
of the screen.

sds_mrsvnc_grp A sds_mrsvnc_grp  SDS

sds_mrsvnc
sds_mrsvnc

HA Role Pref VIPs
10.250.55.125
10.250.55.125

Server
sds-mrsvnc-a

sds-mrsvne-b SPARE

I:l B Communication Agent
g e SDS

- & Help

[ Insert ”Edit][ Delete ][ Report ]

B Logout

Primary SDS VIP:

The user will be
presented with the
“Server Groups
[Edit]” screen as
shown on the right.

Main Menu: Configuration -> Server Groups [ Edit]

Info -

Field Value

Server Group Name sds_mrsvnc_grp

Description

. Unigue identifier used to label a Server Group. [Default =n/a. Ri

alpha and must not start with a digit]

Level A v|* Select one of the Levels supported by the system
Parent NONE v Select an existing Server Group
Function sSDs v|* Select one of the Functions supported by the system

WAN Replication Connection Count |1

Specify the number of TCP connections that will be used by repl

sds_noamp
Server

dts3-sds-a

dts3-sds-b

VIP Assignment

$G Inclusion
¥ Include in 5G

¥ Include in 5G

VIP Address

10.250.55.125

and 8]

Preferred HA Role
Freferred Spare

Freferred Spare

Add

Remove

Ok||Apply||Cancel

48 Primary SDS VIP: sds MIsvnc
' Server SG Inclusion Preferred HA Role

Select the “Quer .
Server” from thelllist sds-mrsvnc-a - [Y/Include in SG Preferred Spare
of “Available sds-mrsvnc-b Y Include in SG Preferred Spare
Servers in Network
Element” by clicking gqs-mrsvnc-1 ¥lInclude in SG Freferred Spare
on the check box next
to its name.

49, Primary SDS VIP: VIP Address

I:' Click the “Apply” 10.250.55.125 Remove
dialogue button from o

the bottom of the
screen.
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Step Procedure Result
50. Primary SDS VIP: Main Menu: Configuration -> Server Groups [ Edit]
The user should be
X Infa =
presented with a
banner information Info Description
message stating - Unigue identifier used to label a Server Group. [De
“Data committed” « Data committed! * Valid characters are alphanumeric and underscor
’ not start with a digit)
Network + Selectthe Network Element for this Server Group
Element

Primary SDS VIP:

51. Connected using VIP to sds-rlghnc-a (ACTIVE NETWORK OAM&P)

Select... B £ Main Menu ] - )

8 Administration Main Menu: Alarms & Events -> View Active
i : Configuration
> Alarms & Events B &
> View Active ' NO_righnc_arp

...as ShOWn on the Event ID Timestamp Severi

. Seq#

right. e Alarm Text Additiol
52. SDS VIP: Main Menu: Alarms & Events -> View Active

Verify that Event ID
10200 (Remote
Database re-
initialization in
progress) is present
with the Query
Server hosthame in

the “Instance” field..

NO_rlghnc_arp

seq# Event ID Timestamp Severity Product Process NE
“d Alarm Text Additional Info

10200 2015-08-12 15:40:57.436 UTC 0AM :E":f‘“aps NO_RLG
350

Remaote Database re-initialization in

progress Remote Database re-initialization in progress

MONITOR EVENT ID 10200 (Remote Database re-initialization in progress).
DO NOT PROCEED TO THE NEXT STEP UNTIL THE ALARM CLEAR IS RECEIVED.
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step Procedure Result
Primary SDS VIP:
53. Connected using VIP to dts3-sds-b (ACTIVE NETWORK DAM&P)
I:' Select... Main Menu " ] )
Main Menu: Configuration -> Servers
Main Menu
- Status & Manage
Server Networkl
- Server Hostname Role SystemiD  ob  Element
.:.as shown on the dts3-sds-b Network NOAMP_ sds_noz
right. OAMEP group  mp
Metwork MOAMP_ sds_nos
S OAMEP group  mp
| Insert | Report |
54 Primary SDS VIP: Main Menu: Status & Manage -> Server & Help

Verify that the “DB

Wed Aug 01 17:05:46 2012 UTC

. Filter =
L] and Reporting
Status” status A i
ppl Reporting
columns show Network Element Server Hostname State Alm DB Status Proc
[13 ”
Norm for_the Query sds_mrsvnc sds-mrsvnc-a Enabled [IETE Morm  MNorm Morm
Server at this point. sds_mrsvnc sds-mrsvnc-b Enal I AR AT Lorm
The “Proc” column =
should show “Man”. sds_mrsvnc gs-mravnc-1 Dizabled Warn MNorm MNorm
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configurati

on procedures

Step Procedure Result
55 | Primary SDSVIP: Main Menu: Status & Manage -> Server & Help
1) USing the mouse Wed Aug 01 17:06:17 2012 UTC
]| Shiect e vy
Server” hostname. :
- Appl Reporting
The line e.nm-/ shoul_d Network Element Server Hostname State Alm DB Status Proc
g‘g‘{;é?\lhlgh“ghted In sds_mrsvnc sds-mrsvnc-a Enabled [JEIE Worm  Norm MNorm
' sds_mrsvnc sds-mrsvnc-o Enabled MNorm Morm MNorm MNorm
2) Select the sds_mrsvnc qs-mrsvnc-1 Dizabled Warn MNorm Morm
“Restart” dialogue
button from the : pa
bottom left corner of E1 MW SDS
the screen. & Help
El Logout
3) Click the “OK”
button on the [Stnp][ Restart ][ Rebaoot ]
confirmation dialogue
box.
4) The user should be | bl RIIEILEAE (1T E
presented with a
confirmation Are you sure wol wish to restart application software
message (in the -t on the Fallowing server(s)?
banner area) for the qs-rmrsvnc-1
“Query Server”
stating: | oK, | [ Cancel ]
“Successfully
restarted
application”.
Main Menu: Status & Manage -> Server [ Restart]
NOTE: The user may
need to use the y
vertical scroll-bar in Status_~
order to make the Status pl State Alm Repl
“Restart” dialogue
button visible. E ® gs-mrsvne-1: Successiully restarted application. abled  [HEECEEN Norm
abled  Morm Marm
sds_mrsvnc qs-mrsvnc-1 Disahled Warn  Marm
Primary SDS VIP: -
56 y Main Menu: Status & Manage -> Server &P Help

Verify that the “Appl

Wed Aug 01 17:07:41 2012 UTC

State” now shows

“Enabled” and that Appl Reporting

the “AI!‘n, DB, Network Element Server Hostname State Alm DB Status  PTOC

Efggrg?a%uitggrusm%ls sds_mrsvnc sds-mrsvnc-a Enabled [JEIEM Morm Norm  Worm

all show “Norm?” for sds_mrsvnc sds-mrsvnc-b Enabled Morm MNorm Narm Narm

the “Query Server”. sds_mrsvnc gs-mrevne-1 Enabled Morm Morm  Nerm Morm
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Procedure 4: Configuring the Query Server (All SDS NOAM sites)

Configuration procedures

Step

Procedure

Result

57.

[]

Primary SDS VIP:

Click the “Logout”
link on the SDS
server GUL.

Welcome guiadmin [Logout]

@ Help

Fri Mov 18 14:43:32 2011 UTC

be = A 1-32-character string.
mt l[east one alpha and must

THIS PROCEDURE HAS BEEN COMPLETED
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5.4 OAM Installation for the DR SDS NOAM site

Assumptions:

e  This procedure assumes that the SDS Network Element XML file for the Disaster Recovery SDS Provisioning
site has previously been created, as described in Appendix F.

e  This procedure assumes that the Network Element XML files are either on a USB flash drive or the laptop’s
hard drive. The steps are written as if the XML files are on a USB flash drive, but the files can exist on any
accessible drive.

Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result

Primary SDS VIP:

1. 3

|:| Launch an approved é/] There is a problem with this website's security certificate.
web browser and N

connect to the XMl
Virtual IP Address
(VIP) of the Active
SDS site

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercg
SErVer.

NOTE: If presented
with the “security
certificate” warning
screen shown to the @ Click here to close this webpage.
right, choose the
following option: B9 Continue to this website (not recommended).
“Continue to this
website (not @ More information
recommended)”.

We recommend that you close this webpage and do not continue to

, | Primary sDS VIP: Or‘,ACI_Eqa

|:| The user should be
presented the login

Oracle System Login
screen shown on the Tue Nov 4 13:38:12 2014 EST

right.

Login to the GUI Log In _
using the default Enter your username and password fo log in
user and password. Username: |

Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Qracle and Java are registered frademarks of Oracle Corporation andior its affiliates.
Other names may be frademarks of their respective owners.

Copyright @ 2010, 2014, Oracle and/or its affiliates. All rights reserved.
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure

Result

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as

shown on the right.

ORACLE

Connected using VIP to dts3-sds-a (ACTIVE NETWORK OAM&P)

£ Main Menu
B Administration
3 & Configuration
: B Network Elements
= & Network
! i@ Devices
B Routes
Services

B Place Associations
i DscP

& Alarms & Events
¢ . B View Active

Communications Diameter Signal Router Full Address Resolution
7.1.000-7100

Main Menu: [Main]

This is the user-defin
Itcan be madified using the 'General Cpt

Login Nam

Last Login Time: Mon M
Last Login IP:

Recent Failed L

Primary SDS VIP:

4.
Select B £ Main Menu
# Administration Main Menu: Configuration -> Network Elen|
. ﬂ & Configuration :
Main Menu | PMetwork Elemen!
- Configuration @ Network Network Element
=> Network Elements B Services
B Servers
...as shown on the B Server Groups
right. B Resource Domai
B Places To create a new Network Element, upload a valid configuration file:
B Place Associatio Browse.__
i DSCP
i Alarms & Events
B Security Log
5 Primary SDS VIP:

From the
Configuration /
Network Elements
screen...

Select the
“Browse” dialogue
button (scroll to
bottom left corner of
screen).

o
To create a new Metwork Element, upload a valid configuration file:

Browse... |

Insert
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Configuration procedures

Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
6. Prlmal’y SDS VIP: Choose file E@
|:| Note: This step Look i | <= USE [E") =l = B~
assumes that the Y E N
xml files were (6 | NO_DEY.ne.xml
previously prepared, Doy |E150-PEV.nexl
as described in @
Appendix F. Dadacs
1) Select the e/
location containing My Documents
the site .xml file. -
o
My Computer
2) Select the .xml _
file and click the \,g]
“open” dial09ue My N&ﬁork File name: |DF|_ND_DEV.ne.me ﬂ DOpen |
button. e . _
Files of type: |l Files 4] | Cancel

Primary SDS VIP:

Select the “Upload
File” dialogue
button (bottom left
corner of screen).

B I SDS

& Help
E Logout

L= o
To create a new Metwark Element, upload a valid canfiguration file:

E:\DR_NO DEV.nexml |[ Browse.. ]| Upload File

Primary SDS VIP:

If the values in the
xml file pass
validation rules, the
user will receive a
banner information
message showing
that the data has
been successfully
validated and
committed to the
DB.

Main Menu: Configuration -> Network Elements [Upload] 4
Fri Jan 13 16:11:07 20
Info -
Info
o & Metwork Element insert successful from ftmplDR_MO_DEY ne xml'.

|
L1

—Oangasx

L | e o i

Main Menu: Configuration -> Network Elements

L
L]

Info =
Network Element
sds_mrsvnc

dr_dallastx

@ Help

Wed Aug 01 17:09:47 2012 UTC
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Configuration procedures

Step

Procedure

Result

Primary SDS VIP:

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

I:' 1) Select... B 5 Main Menu - ] )
3 @8 Administration Main Menu: Configuration -> Servers
. : Configuration
Main Menu & ' i -
- . . B Network Eleme
- Configuration
Server Network
- Servers Hostname Role System ID Group  Element
...as shown on the el Netwaork NOAMP_ sds_noz
right. DAMEP group  mp
2) Select the
“Insert” dialogue disT-sds-a Network NOAMP_ sds_noz
button (bottom left AR CICUDEe
corner of screen).
C cation Agent ] o ]
@ Communication Agen | Insert | Y—
i SDS — —
Primary SDS VIP: -
10. Adding a new server
|:| The user is now Attribute Value Descrif
presented with the Unique
“Adding a new [Defau
) charac|
ser\{er . Hostname charac|
configuration and mi
screen. e
with ar|
. Select
Role - Select Role - E| I —
Systen
S0AM
System ID [ Range
Valid v
Hardware Profile SDS HP c-Class Blade V0 |Z| Hardw
Network Element Mame |- Unassigned -|Z|* Select
Locatig
! . Ran
Location string.
string ]
|Apply| [Cancel

Primary SDS VIP:

Input the assigned
“hostname” for DR
NOAM Server.

Adding a new server

Attribute Value

HostMame  |drsds-dallastx-a

Description

nigue name far the server. [Default
* Walid characters are alphanumeric af
alphanumeric and end with an alpha
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
Primary SDS VIP:
12. Raole - Select Role - LS Selectthe function ofthe semer
|:| Select “NETWORK - Select Role -
OAMA&P” for the Hardware Profile  syerperanersmryrys + | Hardware profile ofthe setver
server “Role” from SYSTEM QAR
the pull-down menu. Egtr}nfvgrk Eletieli P Selectthe network element
GUERY SERVER
Location Location description [Default="". Range=A 14
Primary SDS VIP: =1
13. y
I:‘ Input the assigned System ID drsds-dallaste-a
hostname again as
the “System ID” for
the SDS DR Server | L==mummsomiis o el L]
(A or B).
14 Primary SDS VIP: For Gen6 & Gen8 select “SDS HP Rack Mount” from the Hardware Profile pull-down
: menu.
|:| For Gen6 & Gen8
Server:
Select “SDS HP
Rack Mount” for the ;‘?;ﬁgare SDS TVOE Guest + | Hardware profile of the server
Hardware Profile e — SDS TVOE Guest
for the SDS from the Eleem(;,;t N 5DS HP c-LClass Blade V2 Select the network element
pull-down menu. SDS HP c-Class Blade V0

SDS HP c-Class Blade W1 Location description [Default = ™. Range

Location string.]

For Gen9 select “SDS HP Gen9 Rack Mount” from the Hardware Profile pull-down
For Gen9 Server:

menu.
Select “SDS HP
Gen9 Rack Mount”
Errotgfel?;rﬂﬁasrés Hardware Profile | 3-pair Un-Bonded HP c-Class Blade E]
from the pull-down 3-pair Un-Bonded HP c-Class Blade
menu. Network ElementName | g, 650 yp c-Class Blade
_
Location 2-pair HP c-Class Blade
DSR TVOE Guest
vCloud Guest

L2D3 BL460 MP HF c-Class Blade

L2D3 BLE620 MF HF c-Class Blade({Unbonded Sig)
3-pair Bonded HP c-Class Blade

DSR Guest

BL460 HP c-Class Blade

L2D3 BL520 MP HF c-Class Blade
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
Primary SDS VIP:
15. Y Netwark
|:| Select the Network Element - Unassigned - # |+ Selectthe netwark element
Element Name for Mame _ - _
the SDS from the UESIEd ; o
pull-down menu. e r dalas Location description [Default
sds_mrsvnc string. Valid value is any text s

NOTE: After the Network Element Name is selected, the Interfaces fields will be displayed,
as seenin Step 17.

Primary SDS VIP:

16. . Location description
I:' Enter the site SIIIT Dallas_TX any text string ]
location.
NOTE: Location is an optional field.
SDS Server NOAM
17. A: Interfaces:
HNetwork IP Address Interface
MGMNT_VLARN (169.254.1.0524) 169.254.1.14 bondd v | [MlvLan 2
1) Enter the
MGMNT VLAN IP XMl 10.240.241.0524) 10,250 55.128 bond! » | CIwian (3
address ?or the DR IMI {169.254.100.0/24) 169.254.100.14 bondd v | [MlvLan 4y
SDS Server. T
2) Set the
MGMNT_VLAN
= SDS Server
Interface to Network IP Address Interface VLAN
“bond0” and (DR NOAM) Checkbox
“check” the VLAN MGMNT_VLAN | 169.254.1.14
checkbox. DR SDS-A bondo /
IMI 169.254.100.14
3) Enter the IMI IP MGMNT_VLAN | 169.254.1.15
address for the DR DR SDS-B bondo w4
SDS Server. IMI 169.254.100.15
4) Set the IMI NOTE_1: These IP addresses are based on the info in the NAPD and the Network Element
Interface to Config file.
“bond0” and
“check” the VLAN NOTE_2: The MGMT_VLAN should only be present when 4948E-F AggregationSwitches
checkbox. are deployed with SDS NOAM / Query Server RMS. If the MGMT_VLAN is not present, the

IMI network values shown above still apply.
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Configuration procedures

Step Procedure

Result

1) Enter the
customer assigned
XMI IP address for
the DR SDS Server.

18.

Layer 3

(No VLAN tagging
used for XMI)

2) Set the XMI
Interface to
“bond1” and “DO
NOT check” the
VLAN checkbox.

-OR -

Layer 2

(VLAN tagging used
for XMI)

2) Set the XMI
Interface to
“bond0” and
“check” the VLAN
checkbox.

SDS Server Network VLAN tagging Interface VLAN
(DR NOAM) (on XMI network) Checkbox
DR SDS NOAM No bond1 X
Server XMI
(AorB) Yes bond0 /

111 CAUTION !!!

It is crucial that the correct network configuration be selected in Steps 17 & 18 of this
procedure. Choosing an incorrect configuration will result in the need to re-install the OS
and restart the DR SDS instalation procedures over from the beginning.

SDS Server NOAM
19. A

1) Click the “NTP
Servers:” “Add”
dialogue button.

2) Enter the NTP
Server IP Address
for an NTP Server.

3) Enter 3 NTP
Server IP address,
repeat (1) and (2) to
enter it.

4) Optionally, click
the “Prefer”
checkbox to prefer
one NTP Server
over the other.

NTP Servers:

NTP Server IP Address

Prefer

NTP Servers:

NTP Server IP Address

Prefer

10.250.32.10 Remave
I~vall remern i
NTP Servers:

NTP Server IP Address Prefer Add
10.240.21.191 Remave
10.240.21.192 Remave
10.240.21.193 | Remave

Ok||Apply| Cancel
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
20 Primary SDS VIP: Main Menu: Configuration - Servers [Insert]
|:| 1) The user should Info -
be presented with a o
banner information
message sta'glng s o e Pre-validation passed - Data NOT cormritted ..
“Pre-Validation
” T
passed”. Host Names rsds-dallaste . Unique name far the server. [Default=
RN EEERE) and minus sign. Must start with an alp
2) Click the “Apply” —
. mertaces:
dialogue button. Network IP Address
MGMMNT_VLAM (169.254.1.0/24) 169.254.1.14
HMI(10.240.2417.0724) 10250 55 128
IMI£169.254 100.0/24) 169.254.100.14
(@ pply) fancel
T —
Primary SDS VIP: - -
21. Main Menu: Configuration -> Servers [Insert]
|:| If the values
provided match the Info -
net\{vork ranges Info
assigned to the NE, )
the user will receive o + Data committed!
a banner information Description
message showing Unique name for the server
that the data has HostMame  |drsds-dallastx-a * Valid characters are alphan|
been committed to alphanumeric and end with

the DB.

Primary SDS VIP:

22. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
I:' Select... | Main Menu - _ .
3 @8 Admini Main Menu: Configuration -> Servers
; B & Configuration
Main Merw A5
- Configuration '
> Servers Server HNetwork
= Hostname Role System ID Group  Element
B
...as shown on the /er Groups Network NOAMP  =d
H Etwarl 5ad5_nog
right. ource Domains dts3-sds-b OAMEP group  mp
i Alarms & Events dts3-sds-a g::ﬁ;k gqrgﬁ:;ﬂP_ ;dps_noz
L E
Communication Agent M =
5D5 | Insert | Report
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Configuration procedures

Step

Procedure

Result

23.

Primary SDS VIP:

Main Menu: Configuration -> Servers

@Help
Mon Jan 16 16:02:10 2012 UTC

On the
“configuration Hostname Role Server Group Hetwork Element Location Details
éservers” screen, sds-mrsvnc-a Network OAMEP sds_mrsvnc_grp sds_mrsvnc Morrisville_NC ﬁj‘\d‘ll'1‘lﬁug£255u45150;2141
{I)TTS lElhOeAr}\i\,vly add_ed sds-mrsvnch Network OAM&P sds_mrswnc_arp sds_mrsunc Mormisvills_NC e
server in : :
. XMI: 10.250.55.127
the I|St. qs-mrsvnc-1 Query Server sds_mrsvnc_grp sds_mrsvnc Marrisville_NC W1 169.254.100.13
< drsds-dallastea ) Newerk 0 dr_dallastc Dallas _TX s 10014
[ —
Primary SDS VIP: Main Menu: Configuration -> Servers & Help
24. Mon Jan 16 16:02:30 2012 UTC
Filt 2
Use the cursor to
Hostname Role Server Group Network Element Location Details
select the new
. XMI: 10.250.55.124
NOAM server entry sds-mrsvnc-a Network OAMEP sds_mrsvnc_grp sds_mrsvnc Worrisville_NC IMI- 169 254 10011
gddedjfg thzel sds-mrsvnc-b MNetwork OAMEP sds_mrsvnc_grp sds_mrsvnc WMorrisville_MNC m’:_l::ﬁugz;;sﬂ%:]zﬂsz
teps10 - 21.
XMI: 10.250.55.127
gs-mrsvnc-1 Query Server sds_mrsvnc_grp sds_mrsvnc Warrisville_NC 1MI: 169.254 100.13
3 XMI: 10.250.55 161
The row COﬂtaInIng drsds-dallast-a fNetme QAMEP dr_dallasts Dallas_TX W 169.254 100,14
the server should
now be highlighted.
Primary SDS VIP: | X0l 10.250.85.161
25 drsds-dallast-a ENetwurk OAM&P dr_dallastx Dallas_TX M- 169.254.100.14
|:| Select the “Export”
80

dialogue button
(bottom left corner of
screen).

Pause updates

Primary SDS VIP:

The user will receive
a banner information
message showing a
download link for the
Server configuration
data.

Click on the word
“downloaded” to
download and save
the SDS DR NOAM
server configuration
file.

Main Menu: Configuration -> Servers [ Export]

nfo_~
Info

Hostname

sds-mrsvnc-aj o

+ Exported server data in TKLCConfigData.drsds-dallastx-a.sh m a@ paded

=

T

>NC

B g

sds-mrsvnc-b

Network OAMEP

sds_mrsvnc_grp

sds_mrswnc

Marrisville_NC
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Configuration procedures

Step

Procedure

Result

27.

[]

Primary SDS VIP:

1) Click the “Save”
dialogue button.

2) Save the SDS DR
NOAM server
configuration file to a
USB flash drive.

File Download 3

Do you want to open or save thiz file?

] Marme: TKLCConfigData.drsds-dallastx-a.sh

Tppe: sh_auto_file, 2,31KE
From: 10,250.55.125

r=w ][ Save ]l Cancel |

harm your computer. If you do nat trust the source, do not open or

zave this file. What's the risk?

0 - 1 While files from the Intemet can be useful, some files can potentially
k.
\a

Save As

1

My Fiecent
Dacuments

Desktop

My Documents

My Computer

‘-_‘] File name:

3
My Network,  Save as type: oh Document “

Savein: | e USE [E:] v O3 m

|

Save
Cancel

SDS DR NOAM
Server:

Access the server
console.

Connect to the SDS DR NOAM Server console using one of the access methods described

in
Section 2.3.

SDS DR NOAM
Server:

1) Access the
command prompt.

2) Log into the
server as the
“admusr” user.

login: admusr

Using keyboard-interactive authentication.

Password: <admusr_password>
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
SDS DR NOAM
30 Server:

Insert the USB flash
drive containing the
server configuration
file into the USB port
on the front panel of
the server.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

SDS DR NOAM
Server:

Output similar to that
shown on the right
will appear as the
USB flash drive is
inserted into the
SDS Server front

$ sd 3:0:0:0: [sdb]
sd 3:0:0:0: [sdb]

Assuming drive cache: write through

Assuming drive cache: write through <ENTER>

NOTE: Press the <ENTER> key to return to the command prompt.

USB port.
32 SDS DR NOAM $ df |grep sdb
Server: /dev/sdbl 2003076 8 2003068 1% /media/sdbl

Verify that the USB
flash drive’s partition
has been mounted
by the OS

SDS DR NOAM
Server:

Copy the
configuration file to
the SDS server with
the server name as
shown in red

$ sudo cp -p /media/sdbl/TKLCConfigData.drsds-dallastx-a.sh
/var/TKLC/db/filemgmt/.
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Configuration procedures

Step Procedure Result
4 SDS DR NOAM Example:
34. Server:

[]

Copy the server
configuration file to
the “/var/tmp”
directory on the
server, making sure
to rename the file by
omitting the server
hostname from the
file name.

TKLCConfigData<.server_hostname>.sh =» will translate to = TKLCConfigData.sh

$ sudo cp -p /var/TKLC/db/filemgmt/TKLCConfigData.drsds-dallastx-

a.sh /var/tmp/TKLCConfigData.sh

NOTE: The server will poll the /var/tmp directory for the presence of the configuration file

and automatically execute it when found.

SDS DR NOAM
Server:

After the script
completes, a
broadcast message
will be sent to the
terminal.

*** NO OUTPUT FOR =~ 3-20 MINUTES ***

Broadcast message from admusr (Mon Dec 14 15:47:33 20009):

Server configuration completed successfully!

See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the

server.

<ENTER>

NOTE: The user should be aware that the time to complete this step varies by server and

may take from 3-20 minutes to complete.

SDS DR NOAM
Server:

Remove the USB
flash drive from the
USB port on the
front panel of OAM
server.

CAUTION: ltis
important that the
USB flash drive be
removed from the
server before
continuing on to the
next step.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)
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Procedure 5: Configuring the DR NOAM Servers (DR SDS NOAM site only)

Step

Procedure

Result

37.

SDS Server NOAM
A or B:

Verify that the
desired Time Zone
is currently in use.

$ date

Mon Aug 10 19:34:51 UTC 2015

SDS Server NOAM
A or B:

If the desired Time
Zone was not
presented in the
previous step...

Configure the Time
Zone.

Otherwise, skip to
the next step.

Example: $ sudo set_ini_tz.pl <time_ zone>

NOTE: The following command example sets the time to the “UTC” (aka GMT) time zone
which is recommneded for all sites.

The user may replace, as appropriate, with the customer requested time zone for this site
installation. See Appendix H for a list of valid time zones.

$ sudo set_ini_ tz.pl “Etc/UTC”

Server NOAM A:

$ sudo init 6

39.

|:| Initiate a reboot of
the OAM server.

40, | SPSDRNOAM [rootPhostname1322679281 ~ 1 init 6
Server:

Wait ~9 minutes

Output similar to that
shown on the right
may be observed as
the server initiates a
reboot.

[root@hostnamel
yonding: bond@:
still in use by
pnf licts.

79281 "1 bonding: bondB: Removing slave ethBZ
Warning: the permanent HWaddr of ethB2 - 98:4B:E1:6F:74:56 -
bondd. Set the HWaddr of ethBZ to a different address to avoig

: releasing active interface ethB2
: making interface ethlZ the new active one.

j . bond@:
ing: bondB:

.100de AAAR:A7:00.0:

bonding: bondl:

Removing slave ethll

releasing active interface ethll

ethlZ: changing MIU from 1568 to 1580
Removing slave eth@l

SDS DR NOAM
Server:

1) After the reboot,
access the
command prompt.
2) Log into the
server as the
“admusr” user.

login: admusr

Using keyboard-interactive authentication.

Password: <admusr_password>
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Configuration procedures

Step Procedure Result
SDS DR NOAM $ ifconfig |grep in
42. Server: bond0  Link encap:Ethernet HWaddr 98:4B:E1:74:15:2C
I:I 1) VerifythattheIMI bond0.4 Link e o=t Hijaddr 98:4B:E1:74:15:2C
IP address input in inet ast:169.254.100.255 Mask:255.255.255.0
Step 18 has been bondl Link encap: Waddr 98:4B:E1:74:15:2E
applied to inet Bcast:10.250.55.255 Mask:255.255.255.0
“bond0.4”. eth0l  Link encapTT 98:4B:E1:74:15:2C
eth02 Link encap:Ethernet HWaddr 98:4B:E1:74:15:2E
2) Verify that the ethll Link encap:Ethernet HWaddr 98:4B:E1:74:15:2C
XMI IP address ethl2 Link encap:Ethernet HWaddr 98:4B:E1:74:15:2E
inpUtin Spep 17 has lo Link encap:Local Loopback
Egi:g;’f,""e‘j to inet addr:127.0.0.1 Mask:255.0.0.0
SDS DR NOAM $ ntpq -np
E%i] Server B: remote refid st t when poll reach delay offset Jitter
Use the “ntpq” =
command u)verﬁy +10.250.32.10 192.5.41.209 2 u 59 64 377 -2468.3
that the server has 99.875
connectivity to the *10.250.32.51 192.5.41.209 2 u 58 64 377 -2528.2
assigned Primary 128.432

and Secondary NTP
server(s).

1

2)

IF CONNECTIVITY TO THE NTP SERVER(S) CANNOT BE ESTABLISHED, STOP AND EXECUTE THE
FOLLOWING STEPS:

Contact the customer to verify that the IP addresses for the NTP server(s) are correct.

Have the customer IT group provide a network path from the OAM server IP to the assigned NTP IP addresses.

ONCE NETWORK CONNECTIVITY IS ESTABLISHED TO THE ASSIGNED NTP IP ADDRESSES, THEN RESTART

THIS PROCEDURE BEGINNING WITH STEP 43.

44,

[]

SDS DR NOAM
Server:

Execute a
“syscheck” to
verify the current
health of the server.

$ sudo
Running
Running
Running
Running

Running

syscheck

modules
modules
modules
modules

modules

in
in
in
in

in

class
class
class
class

class

hardware. ..
disk...
net...
system. ..

proc...

LOG LOCATION: /var/TKLC/log/syscheck/fail log

OK
OK
OK
OK
OK
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Configuration procedures

Step Procedure Result
45 SDS DR NOAM $ exit
: Server: logout

[]

Exit from the
command line to
return the server
console

Configure DR SDS Server B by repeating steps 9 - 45 of this procedure.

EXECUTE THE FOLLOWING STEPS:

4) APPENDIX E.1

5) APPENDIX E.2 (Appendix E.2 references Appendix E.3 where applicable).

6) APPENDIX E.4

IF 4948E-F SWITCH CONFIGURATION HAS NOT BEEN COMPLETED PRIOR TO THIS STEP, STOP AND

DR SDS Server $ ping —c¢ 5 169.254.100.15

47. .
NOAM A: PING 169.254.100.14 (169.254.100.15) 56 (8
[::] 64 bytes from 169.254.100.15: icmp_ seqg=1
From DR SDS 64 bytes from 169.254.100.15: icmp seg=2
Se_rver NOAM A, 64 bytes from 169.254.100.15: icmp seg=3
“pmg" the IMI IP 64 byt f 169.254.100.15: i 3 4
es from . . .15: icmp seg=
address DR SDS v p_sed
NOAM Server B. 64 bytes from 169.254.100.15: icmp seg=5

--- 169.254.100.15 ping statistics ---

5 packets transmitted, 5 received,

rtt min/avg/max/mdev

4)
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.

time=0.

0.011/0.017/0.023/0.005 ms

bytes of data.
021
011
020
011
023

ms
ms
ms
ms
ms<CTRL-C>

0% packet loss, time 3999ms

021
017
017
022
012

DR SDS NOAM $ ping 10.250.55.161
48. Server(s): PING 10.250.55.161 (10.250.55.161) 56(84) bytes of data.
|:| A&B 64 bytes from 10.250.55.161: icmp_seg=1 ttl=64 time=0.
64 bytes from 10.250.55.161: icmp_seq=2 ttl=64 time=0.
Use “ping” to verify | 64 bytes from 10.250.55.161: icmp seq=3 ttl=64 time=0.
that the DR SDS 64 bytes from 10.250.55.161: icmp seq=4 ttl=64 time=0.
NOAM Server can 64 bytes from 10.250.55.161: icmp seg=5 ttl=64 time=0.
now reach the local -
XMI Gateway
address. --- 10.250.55.161 ping statistics ---

5 packets transmitted, 5 received,

rtt min/avg/max/mdev

0.012/0.017/0.022/0.006 ms

ms
ms
ms
ms
ms<CTRL-C>

0% packet loss, time 3999ms
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Step

Procedure

Result

49.

DR SDS Server(s):
A&B

Use “ping” to verify
that the DR SDS
Server can now
reach the Primary
SDS VIP address.

$ ping -c¢ 5 10.250.55.126
PING 10.250.55.126 (10.250.55.126)

56 (84) bytes of data.

64 bytes from 10.250.55.126: icmp_seq=1 ttl=64
64 bytes from 10.250.55.126: icmp seg=2 ttl=64
64 bytes from 10.250.55.126: icmp seg=3 ttl=64
64 bytes from 10.250.55.126: icmp_seq=4 ttl=64
64 bytes from 10.250.55.126: icmp seg=5 ttl=64

--- 10.250.55.126 ping statistics ---

5 packets transmitted, 5 received,

0% packet loss,

time=0.
time=0.
time=0.
time=0.

time=0.

rtt min/avg/max/mdev = 0.012/0.017/0.022/0.006 ms

021
017
017
022
012

time 3999ms

ms
ms
ms
ms
ms<CTRL-C>

THIS PROCEDURE HAS BEEN COMPLETED
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5.5 OAM Pairing for DR SDS NOAM site

The user should be aware that during the OAM Pairing procedure, various errors may be seen at different stages of the
procedure. During the execution of a step, the user is directed to ignore errors related to values other than the ones
referenced by that step.

Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step Procedure Result

Primary SDS VIP:

1 T

|:| Launch an approved g/} There is a problem with this website's security certificate.
web browser and \

connect to the XMl
Virtual IP Address
(VIP) of the Active
SDS site

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercq
server,

NOTE: If presented
with the “security
certificate” warning
screen shown to the & Click here to close this webpage.
right, choose the
following option: B9 Continue to this website (not recommended).
“Continue to this
website (not @ More information
recommended)”.

We recommend that you close this webpage and do not continue to

, | primary sDS VIP: ORACLE

|:| The user should be
presented the login

Oracle System Login
screen shown on the Tue Nov 4 13:38:12 2014 EST

right.

Login to the GUI Log In )
using the default user Enter your username and password fo log in
and password. Username: |

Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Qracle and Java are registered trademarks of Oracle Corporation andfor its affiliates.
Qther names may be frademarks of their respective owners.

Copyright © 2010, 2014, Oracle and/for its affiliates. All rights reserved.
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Step

Procedure

Result

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as shown
on the right.

Connected using VIP to dts3-sds-b (ACTIVE NETWORK DAM&P)
Main Menu -

i Admin
B & Configuration

ation Main Menu: [Main]

m

This is the user-defined welcome mes
It can be modified using the ‘General Options"i
“Administration” menu.

Login Name: guiadmin
Last Login Time: Fri Dec 19 09:51:07 20
Last Login IP: 141,146 46 122
Recent Failed Login Attempts: 0

Primary SDS VIP:

Select...

Main Menu
- Configuration

nfiguration

atwork Elements

Main Menu: Configuration -> Server Groups

. Con
> Server Groups Server Group Name  Level Parent Function Cotl
DP_group T SOAM_group sDs 1
..-as shown on the Domains
right. DRMO_group A NOMNE sDs 1
NOAMP aroun A MNOMNE SNs 1
4 m
| Insert | Report
Primary SDS VIP: . .
5. y Main Menu: Configuration -> Server Groups
. d Aug 01 17:38:35
1) The user will be e
) [ Fiter _~]
|:| presented with the
“Server Groups” Server Group Name  Level Parent Function Servers
configuration screen 5 NE Sewe1r HA Role Pref R—
sds_mrsvnc Q5-Mmrsvnec- .280.
a_s shown on the SEERTE LT 2 R sds_mrsvnc sds-mrsvnc-a 10.250.5
rlght. sds_mrsvnc sds-mrsvnc-b SPARE 10.250.5

2) Select the “Insert”
dialogue button from
the bottom left corner
of the screen.

g1 @ Communication Agent
g1 s SDS

Insert

2 Help
El Logout
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Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step

Procedure

Result

6.

[]

Primary SDS VIP:

The user will be
presented with the
“Server Groups
[Insert]” screen as
shown on the right.

NOTE: Leave the
“WAN Replication
Connection Count”
blank (it will default to
1).

Main Menu: Configuration -> Server Groups [Insert]

Field

Server Group Name |

Level

Parent

Function

WaAN Replication Connection Count |1

Value

Description
Unigue identifier used to label &

- Select Level E -

- Select Parent E :
- Select Function |E| =

*

characters are alphanumeric ai
digit.]

Select one ofthe Levels suppo
B groups are optional and cont

Select an existing Server Group)

Select one ofthe Functions sup

Specify the number of TCP con
associated with this Server Gro

Apply| [Cancel

Primary SDS VIP:

Input the Server
Group Name.

Field

Server Group
Mame

Value

ldrsds_dallastx_grp

#

Description

Unique identifier used o label a Server Group
string. Valid characters are alphanumeric and
and must not start with a digit]

Primary SDS VIP:

Select one ofthe Levels supported by the sysh

Ij Select “A” on the Level - Select Level - » |+ Query_ servers. Level B groups are optional am
“Level” pull-down - Select Level - contain MP servers.]
menu. Parent A I Select an existing Server Group or MOMNE
|
9 Primary SDS VIP: |
|:| Select Parent Parent - Select Parent- |+ Select an existing Server Group ar MO
“NONE” on the pull- _ - Select Parent- .
down menu. Function S W[ Select one ofthe Functions supported
T
|
Primary SDS VIP:
10 Function - Select Function - | Select one of the Functions supported by the system

Select “SDS” on the
“Function” pull-
down menu.

- Select Function -
NONE
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Configuration procedures

Step

Procedure

Result

11.

[]

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [Insert]

Infa =

[ Info
o . rused to label a Server Group )
» Pre-Validation passed - Data MOT committed ... tring. valid characters are alp
st contain at least one alpha a

digit.]
I etweark

Elermnent dr_dallastx |+ Belectthe Metwork Elerment for this Server Grol

MHame

sds_mrsvnc_grp ¥ |* Select an existing Server Group or NONE

SDSs | * Select one of the Functions supported by the sysi

[Aoply]

Primary SDS VIP:

The user should be
presented with a
banner information
message stating
“Data committed”.

Main Menu: Configuration -> Server Groups [Insert]

Info -

i Info Description

) Unigue identifier used to label a
e Data committed! —

13.

Primary SDS VIP:
Select...
Main Menu

- Configuration
- Server Groups

1-32-character string. Walid char.
underscore. Must contain at lead

vIiP dts3-sds-b (ACTIVE NETWORK OAM&P
= B
B Administration
. tion

Server Group Name

etwork Elements

m

Level Parent

Main Menu: Configuration -> Server Groups

Function

Con
Coul

DP_group c S0OAM_group SDS 1
urce Domains
-..as shown on the DRNO_group A NONE SDS 1
right.
MOAMP  aroun A MOME SN&s 1
4 n
| Insert | Report
14 Primary SDS VIP: Main Menu: Configuration -> Server Groups & nelp
" Wed Aug 01 17:45:40 2012 UT(
I:' The Server Group
entry ShOU'd be Server Group Name  Level Parent Function Servers
ihOWn on the ” drsds_dallast_grp A sds_mrsvnc_grp  SDS HE Server HA Role Pref ViPs
Sef'jver GfrouPs NE Server HA Role Pref ViPs
configuration screen sds_mrsvnc qs-mrsvnc-1 10.250.55.125
hg th SIETRITELTY B (SIELTEIELT |2 sds_mrsvic  sds-mrsvne-a 10,950 55 125
as snown on the Sds_mrsvic  sds-mrsvncb  SPARE 10.250.55.125

right.
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Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step

Procedure

Result

15.

[]

Primary SDS VIP:

1) Select the Server
Group entry applied
in Step 12. The line
entry should now be
highlighted in
GREEN.

2) Select the “Edit”
dialogue button from
the bottom left corner
of the screen.

Main Menu: Configuration -> Server Groups

@ Help

Wed Aug 01 17:45:40 2012 UTC|

Server Group Name  Level Parent Function Servers
drsds_dallaste_grp A sds_mrsvnc_grp  SDS NE Server HA Role Pref VIPs
NE Server HA Role Pref VIPs
& A d sDs sds_mrsvnc gs-mrsvnc-1 10.250.55.125
SISV D SIS RS O sds_mrsvnc sds-mrsvnc-a 10.250.55.125
sds_mrsvnc sds-mrsvnc-b SPARE 10.250.55.125

Communication Agent

B M SDS

g
E! Logout

Help

[ Insert ][Edit][ Delete ][ Report ]

Primary SDS VIP:

The user will be
presented with the
“Server Groups
[Edit]” screen as
shown on the right.

Main Menu: Configuration -> Server Groups [ Edit]

Infio

Field

Server Group Name

Level
Parent

Function

Value

sds_mrsvne_grp

WAN Replication Connection Count |1

sds_noamp
Server

dts3-sds-a

dis3-sds-b

SG Inclusion
¢/ Include in SG
#|Include in SG

VIP Assignment

VIP Address

10.250.55.125

Description

. Unigue identifier used to label a Server Group. [Default=n/a. R:

alpha and must not start with a digit]
Selectone ofthe Levels supported by the system
Selectan existing Server Group

Selectone ofthe Functions supported by the system

Specify the number of TCP connections thatwill be used by repl

and 8]

Preferred HA Role
Preferred Spare

Preferred Spare

Add

Remove

Ok| Apply| Cancel

Primary SDS NOAM
VIP:

Select the “A” server
and the “B” server
from the list of
“Servers” by clicking
the check box next to
their names.

dr_dallastx
Server 5G Inclusion
drsds- _

v
dallasteb Include in 5G
drsds- _

v
dallaste-a Include in 5G

Preferred HA Role

Preferred Spare

Preferred Spare

Primary SDS NOAM
VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”

dialogue button.

Main Menu: Configuration -> Server Groups [Edit]

Info

-

[ Info

o

» Pre-validation passed - Data MOT committed ...

used to label a Server Group
are alphanumeric and under

it]

Metwark
Element

= Selectthe Metwark Element far this Server Grd

Apply Xancel
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Step Procedure Result
19 Primary SDS NOAM Main Menu: Configuration -> Server Groups [Edit]
: VIP:
|:| Infa =
The user should be info Description
resented with a ) [ Unique identifier used to label a Serer Grau
p . . o + Data committed! * Walid characters are alphanumatric and unde
banner information ) st i 2 ]
message statin
“Data ?:ommitt?ad”. EE“;”E’:I + Helectthe Netwark Element for this Server G
20 Primary SDS NOAM
VIP: VIP Address

Click the “Add”
dialogue button for
the VIP Address.

CxJ D

Configuration procedures

Primary SDS NOAM
VIP:

Input the VIP
Address

VIP Address

10.260.55.163

Primary SDS NOAM
VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [Edit]

Info =

[ Info
o . used to label a Server Group
» Pre-Walidation passed - Data MOT committed ...

o Bre alphanumeric and under
it]

Metwark
Element

+ Selectthe Metwork Elerment for this Server Grd

VIP Address

10.250.55.163

Primary SDS NOAM

23. | yip: Main Menu: Configuration -> Server Groups [Edit]
|:| The user should be
presented with a { nfo Description
banner information
message stating _ Unigue identifier used to label a Server Grou
“Data committed” = Data committed! * walid characters are alphanumeric and unde
: not startwith a digit]
ity + Salectthe Metwork Element for this Semer Gr
Elarment
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Configuration procedures

Step Procedure Result
24. \I3/|r||3mary SDS NOAM Connected using VIP to sds-rlghnc-a (ACTIVE NETWORK OAM&P)
' I Main Menu . i i
Select T, Main Menu: Alarms & Events -> View Active
i Configuration -
Main Menu B & Alarms & Events Tasks
> Alarms & Events | M NO_rlghnc._arp
- View Active )
—_— Event ID Timestamp Severit
...as shown on the e Alarm Text Additiof
right.
25. \ID/IrIiDmary SDSNOAM | | Main Menu: Alarms & Events -> View Active
Verify that Event ID [
10200 (Remote
Database re- NO_righnc_arp
initialization in
progress) alarms are Seq# EventlD  Timestamp Severity  Product Process  NE
present with the DR “9% Alarm Text Additional Info
SDS NOAM Server
hostnames in the 10200 2015-08-12 15:40:57.436 UTC AN 2&':;3“”3 NO_RL{
[13 ” £ 350
Instance” field.. Remote Database re-nitialization in Remote Database re-initialization in progress
progress prog
MONITOR THE EVENT ID 10200 (Remote Database re-initialization in progress)
ALARMS.
DO NOT PROCEED TO THE NEXT STEP UNTIL THE ALARM CLEAR IS RECEIVED FOR
BOTH DR SDS NOAM SERVERS.
Primary SDS NOAM
26 Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAME&P)

VIP:
Select...
Main Menu

- Status & Manage
- Server

...as shown on the
right.

Main Menu -
M Administration Main Menu: Status & Manage -> Serve
@& Configuration
Server Hostname Network Element Appl
State
Groups dts3-dp-1 sds_soam Enabl
e Domains dts3-drmo-a sds_dr_noamp Enabl
dts3-gqs-1 sds_noamp Enabl
dts3-sds-a sds_noamp Enabl
dts3-sds-b sds_noamp Enabl
Report
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Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
Primary SDS NOAM | j~mmsmmmmssmommnseoes 1 i
27. . ' : Appl Reporting
VIP: :Network Element : Server Hostname State Alm DB Status Proc
|:| 1) The “A” and “B” dr_dallastx drsds-dallast-b Disabled VWarn Marm
DR SDS servers dr_dallast: drsds-dallasix-a Disabled  VWarn Morm
should now appear in
. sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm Morm
the right panel. = CEr
sds_mrsvnc sds-mrsvnc-a Enabled [JIETEN Morm Norm Morm
2) Verify that the S0_carync sg-carync-a Enabled MNorm Morm Morm Morm
“DB” status shows S0_carync sg-carync-b Enabled Morm Morm Marm Morm
“Norm” and the S0_cannc dp-carync-1 Enabled Morm Morm Morm Morm
“Proc” status shows
“Man” for both
servers before
proceeding to the
next Step.
Primary SDS NOAM — '
28. . ' i Appl Reporting
VIP: :Hetwork Element Server Hostname State Alm DB Status Proc
I:' 1) Using the mouse, dr_dallastc drsds-dallast-a Disabled Warn MNorm Morm
select DR SDS dr_dallastx drsds-dallast-b Disabled Warn Norm Morm
NOAM Server A. The sds_mrsvnc sds-mrsvnc-b Enabled [JIEIEE Horm Marm Marm
line entry should now
I . sds_mrsvnc sds-mrsvnc-a Enabled [JEE Morm MNorm MNaorm
be highlighted in =
GREEN. s0_cannc so-carync-b Enabled Morm Morm Morm Morm
so_canync so-carync-a Enabled Morm Morm Morm Morm
2) Select the 50_carync dp-carync-1 Enabled Morm Norm MNorm Marm
113 th H
Restart” dialogue & B SDS
button from the % Help
bottom left corner of ~
E Logout
the screen.
[Stop” Restart ” Reboot ]
3) Click the “OK” :
button on the Windows Internet Explorer
confirmation dialogue ] -
Are you sure you wish to restart application software
box. \_,_‘r/ on the following server(s)?
' drsds-dallast:-a
4) The user should be o ][ cancel |
presented with a
confirmation message ]
(in the banner area) Main Menu: Status & Manage -> Server [Restart]
for DR SDS NOAM =
Server A stating: R
“Successfully SRS ate Alm
resta_lrte(_j E » dreds-dallastea:; Successiully restarted application. led m
application”. ed [IEIEE
sds_rmrsvne sds-mrsyne-a Enabled  [IEEE
sds_mrsvne sds-mrsvnc-h Enabled  Morm
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Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step Procedure Result
Prlmary SDS NOAM Connected using VIP to dts3-sds-b (ACTIVE NETWORK DAM&P)
29. | vip: bkttt
’ B 4 Main Menu - |
I:' Select Administrati Main Menu: Status & Manage -> Serve
Main Menu E
- Status & Manage Server Hostname Network Element ::’;L
- Server
dis3-dp-1 sds_soam Enabl
Jomains dts3-drno-a sds_dr_noamp Enabl
-;-?ﬁ shown on the dts3-qs-1 sds_noamp Enabl
rgnt. dts3-sds-a sds_noamp Enabl
dis3-sds-b sds_noamp Enabl
Repart |
30 Primary SDS NOAM Main Menu: Status & Manage -> Server & Help
: VIP: Fri Aug 17 17:27:49 2012 EDT
] _
Verify that the “Appl | | oo .
State” now shows | Network Element Server Hostname ":E‘;L} Alm DB g:_m':'"g Proc
“Enabled” and that
the “Alm, DB dr_dallastx drsds-dallast-a Enabled Warn  Morm Morm Morm
H H
Reporting Status & dr_dallastx drsds-dallast-b Disabled Warn  Morm Morm
Proc” status columns sds_mrsvnc sds-mrsvnc-b Enabled [EIEM Morm Morm Morm
all show “Norm? for sds_mrsvnc sds-Mmrsvnc-a Enabled [ETEM Morm MNorm MNorm
NOAM Server A S0_carnync so-carync-b Enabled Morm Morm Morm Morm
before proceeding to s0_cannc so-carync-a Enabled Norm Naorm Naorm Naorm
the next Step- S0_carnync dp-carync-1 Enabled Morm Morm Morm Morm
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Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step Procedure Result

31. \F;{Lm ary SDS NOAM ENetwork Element Server Hostname gfaptlle Alm DB gzm':i"g Proc

I:I . Ldr_dallastx ________________ drsds-dallasbe-a Enabled Warn  Rorm Morm Morm
1) Using the mouse, _
select DR NOAM dr_dallastx drsds-dallasteb Dizsabled Warn  Morm MNaorm
Server B. The line sds_mrsvnc sds-mrsvnc-b Enabled  [IETE Morm Maorm Maorm
entry should now be sds_mrsvnc sds-mrsvnc-a Enabled [T Morm Morm Morm
highlighted in S0_cannc so-carync-b Enabled  Morm MNorm Morm Morm
GREEN. S0_carync so-carync-a Enabled Morm Morm Morm Morm

S0_carync dp-carync-1 Enabled Morm Morm Morm Morm

2) Select the
“Restart” dialogue
button from the
bottom left corner of
the screen.

[Stnp” Restart ][ Reboot l

3) Click the “OK”

button on the Windows Internet Explorer
confirmation dialogue
box P Are you sure you wish to restart application software

“'—‘f} on the following server{s)?
' drsds-dallastx-b

4) The user should be |;

presented with a :

confirmation message

(in the banner area) Main Menu: Status & Manage -> Server [Restart]
for SDS DR NOAM

Server B stating: -
“Successfully Status
restarted Status

application”. Repl
E » drzds-dallasteb: Successiully restarted applicatian. m

O | [ Cancel ]

dr_dallast: drsds-dallasteh Enahled | Err |
sds_mrsvne sds-rnrsvne-a Enabled [ELE Horm
sds_mrsvnc sds-mrsvnc-b Enabled Marm Marm
Primary SDS VIP: -
32. y Main Menu: Status & Manage -> Server & Help
|:| Verify that the “Appl Fri Aug 17 17:29:12 2012 EDT
State” now shows
“Enabled” and that Pt ) Appl Reporting
the “Alm, DB, EHetwork Element Server Hostname State Alm DB = Proc
Reporting Status & | [" e
P ’ 9 dr_dallastx drads-dallaste-b Enabled MNorm Norm Norm Norm N
Proc” status columns
all show “Norm” for dr_dallastc drads-dallasti-a nabled MNorm Marm Marm 4_|\£m’|/—
NOAM Server A and sds_mrsvnc sds-mrsvnc-b Enabled MNorm Marm Marm Marm
NOAM Server B sds_mrsvnc sds-mrsvnc-a Enabled [T Morm Norm Marm
before proceedlng to sg_carnync so-carync-a Enabled Morm Morm Morm Morm
the next Step.
so_cannc so-carync-b Enabled MNorm Morm Morm Morm
S0_canync dp-carync-1 Enabled MNorm MNorm MNorm Marm
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Configuration procedures

Procedure 6: Pairing the DR SDS NOAM Servers (DR SDS NOAM site only)

Step

Procedure

Result

33.

[]

Primary SDS VIP:

Add the Query Server
for the DR SDS
Server

Repeat all steps listed in Procedure 4 except use the DR SDS
NOAM NE and Server Group instead of the Primary SDS
NOAM NE (1* SDS NOAM site) and Server Group.

THIS PROCEDURE HAS BEEN COMPLETED
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5.6

Add SDS software images to PMAC servers (All SOAM sites)

This procedure must be done once for each DSR signaling site, which is also an SDS SOAM site.
This procedure assumes that the PMAC server has already been installed, as described in [6]

Procedure 7: Add SDS software images to PMAC servers for DSR signaling sites

Configuration procedures

Step Procedure Result
1 Active SDS VIP login: admusr
) (CLI): Using keyboard-interactive authentication.

1) Access the Password: <admusr_password>
command prompt.
2) Log into the HP S
server as the
“admusr” user.
Active SDS VIP $ ed /var/TKLC/upgrade/

2. (CLI): s
“cd” into the
/var/TKLC/upgrade/
directory.

3 Active SDS VIP $ 1s

' (CLI): SDS-7.1.0.0.0 71.9.0-x86_ 64.iso

Verify that the SDS ¥
ISO file is present.
Active SDS VIP $ scp -p SDS-7.1.0.0.0_71.9.0-x86_64.iso

4. (CLID): admusr@<PMAC Mgmt IP address>:/var/TKLC/upgrade/

Password: <admusr_password>

“scp” the SDS ISO , R
) DS-7.1.0.0.0 71.9.0- 4. 100% MB . 3MB 01
file to the PMAC SDS 0.0.0_ 9.0-x86_64.1is0 00% 853 53.3MB/s 00:16
Server as shown to $
the right..

5 PMAC Server GUI:

Launch an approved
web browser and
connect to the Mgmt
IP Address of the
PMAC Guest server
at the SOAM site.

NOTE: If presented
with the “security
certificate” warning
screen shown to the
right, choose the
following option:
“Continue to this
website (not
recommended)”.

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercy
server.

We recommend that you close this webpage and do not continue to
@ Click here to close this webpage.

¥ Continue to this website (not recommended).

@ More information
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Procedure 7: Add SDS software images to PMAC servers for DSR signhaling sites

Step Procedure Result

PMAC Server GUI:

6.
|:| g:‘eesgﬁgdsrhoeu:ggti)ﬁ o RAC Leﬁ
screen shown on the

right. Oracle System Login
Mon Dec 8 10:49:45 2014 EST

Login to the PMAC

using the default LogIn
user and password. Enter your username and password to log in

Username: [ |
Password: [ ]

[ Change password

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Oracle and Java are registered trademarks of Oracle Corporafion andfor its affiiiates.
Other names may be trademarks of their respective owners.

PMAC Server GUI:
ORACLE" Platform Management & Configuration
6.0.0.0.0-60.14.0

|:| The user should be
presented the
PMAC Main Menu
as shown on the Main Me
ain Menu

right. M Hardware Platform Management & Configuration

s Software

B Task Monitoring
B al Not This is the user-defined welcome message.

It can be modified using the "GUI Site Settings’ page, reached via thd
- [ Logout Main Menu's "Administration” submenu.

SDS-7.1/7.2/7.3 107 September 2016




SDS Initial Installation and Configuration Configuration procedures

Procedure 7: Add SDS software images to PMAC servers for DSR signaling sites

Step Procedure Result

PMAC Server GUI: )
8. ORACLE Platform Management & Configuration
|:| 1) Select... £.0.0.0.0-60.14.0

Main Menu

8 Main Menu
> Software '@y Hardware Manage Software Images
- Manage ; e
Software Images ; " -
g B Software Inventary

| ‘PManage Software Images

Image Name

DSR-7.1.0.0.0_71.4.0-x86_64
DSR-7.1.0.0.0_71.5.0-x86_f4
SDS-7.1_71.1.0-x86_64
TPD.install-7.0.0.0.0_86.14.0-OracleLinux§.5-x86_64

...as shown on the
right.

2) Select the “Add ;
Image” button B Task Monitoring
j | Notices

E Logout

Pause Updates

Add Image
PMA rver I:
9. C Server GU Add Software Image
|:| 1) Click the “Path:”
pull-down menu and
select the SDS ISO
file from the Images may be added from any ofthese sources:
Ivar/TKLC/upgrade
directory. * Oracle-provided media in the PM&C hosts CDIDVD drive (Refer to Mote)
# |I5B media attached to the PM&C’s host (Refer to Mote)
2) Use the last 3 # External mounts. Prefix the directory with "exdfile.ir.
places of the SDS # These local search paths:
release number to o iarTKLC/upgrade/.iso
add a comment in o NarTKLC/smac/imagelfisoimages/homelsmactpusr®.iso
the Description
field. Mote: CD and USE images mounted on PM&C's VI host must first be made accessible to the H
W Management.
3) Click the “Add .
New Image” Path: farTKLC/upgrade/30535-7.1.0.0.0_71.9.0-x86_64.is0
dialogue button. SDs 71.38.0
Description:
Add NeEAlL\mage
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Configuration procedures

Procedure 7: Add SDS software images to PMAC servers for DSR signhaling sites

Step

Procedure

Result

10.

PMAC Server GUI:

Click the “OK”
button on the
confirmation
dialogue box to
remove the source
image after it has
been successfully
added to the SW
Inventory.

Click OK to remove the image from ~varTKLC/upgrade directory after it is added to the repository. Click Cancel to leave itthere.

| OK %J | Cancel

PMAC Server GUI:

An info message will
be raised to show a
new background
task.

Manage Software Images

Info J}mv Tasks -
A

Info

O

» Software image ivarTKLCfupgrade/SD3-7.1.0.0.0_71.9.0-x86_64.iso will be added in the background.
* The ID number for this task is: 389.

12 PMAC Server GUI: oo
Ij Watch the extraction D Task Target Status Running Time  Start Time Progress
progress in the [] 773  Addimage ExtractingVerifying image source.  0:00:00 fg:13'é:15f]'°5 1%
lower task list on the 1 762 Addimage gglr]tex 352624329-103_3'0'0_30'14'0- G 53:1318.:;%.05 T
same page. 5 0. mamage gg.:x 323&2.4329.101.3.0.0_30.12.1. 0005 :12&1511-:151?-30 —
) 720 Addimage Done: 872.2329-102-3.0.0_30.130- (oo 2011-11-25 T
13. PMAC Server GUL: Image Name Type Architecture Description
I:I When the extraction | |{SDS-3.0.0_10.4.0~872-2356-100-486_64 Upgrade  xB6_f4
;aesvt Isso:‘:tf/)vrgfeleitr?]ége DSR-3.0.0_3013.1-872-2329-102-¥36_A4 Upgrade  x86_64 Ei§|22'1 3 test S0 with FMAC ¥t
will be displayed. AWPSST-5.0.0_80.10.0-872-2332-101-xBB_ Upgrade  xB6_B4 557 test 150
TPD--5.0.0_72.28.0--+x86_K4 Boaotable xB6_B4 official TPD 5.0.0-72.28.0 Release
TPD--5.0.0_72.20.0--x86_&4 Bootahle *B6_A4 Official TPD 72.20 release
TPD--5.0.0_72.8.0-x86_F/4 Bootable XEE_HB4 150 for CPA
DSR--3.0.0_3012.1--872-2328-101--x86_64 Upgrade *B6_A4 |so for CPAIComAgent testing
DER--3.0.0_30.13.0--872-2329-102--x86_64 Upgrade w36 _H4 official DSR 30.13.0 Release
DSR--3.0.0_30.14.0-872-2328-103--%86_A4 Lpgrade *B6_KB4 Official DSR 30.14 release
DSR--3.0.0_30.11.0--872-2329-101--x86_A4 Upgrade xB6_E4 Official DSRE 30.11 build.
TYOE-1.0.0_72.30.0--872-2290-101--x86_&4 Bootable HEE_B4 latest TVOE 150

14.

PMAC Server GUI:

Click the “Logout”
link on the PMAC
server GUI.

Welcome pmacadmin [Logout] ’

@'_Help

Tue Dec 22 17:11:56 2014 EST

THIS PROCEDURE HAS BEEN COMPLETED
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5.7 OAM Installation for SOAM sites (All SOAM sites)

Assumptions:

e This procedure assumes that the SOAM Network Element XML file for the SOAM site has previously been
created, as described in Appendix F.

e  This procedure assumes that the Network Element XML files are either on a USB flash drive or the laptop’s
hard drive. The steps are written as if the XML files are on a USB flash drive, but the files can exist on any
accessible drive.

This procedure is for installing the SOAM software on the OAM server blades located at each DSR Signaling Site. The
SOAM and DSR OAM servers run in 2 virtual machines on the same HP C-Class blade.

This procedure assumes that the DSR 7.1 or later OAM has already been installed in a virtual environment on the server
blade, as described in as described in [6].

This assumption also implies that the PMAC server has been installed and that TVOE has been installed in the OAM
server blades. This procedure also assumes that the SDS software image has already been added to the PMAC server, as
described in section 5.6.

Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

PMAC Server GUI:

1. ~
|:| Launch an approved g] There is a problem with this website's security certificate.
web browser and \ 4

connect to the Mgmt . . ) . i
The security certificate presented by this website was not issued by a trust
IP Address of the ¥ P Y Y

PMAC server at the The security certificate presented by this website was issued for a different
SOAM site _ - o ) )
Security certificate problems may indicate an attempt to fool you or intercq
Server,

NOTE: If presented
with the “security

e p f We recommend that you close this webpage and do not continue to
certificate” warning

screen shown to the @ Click here to close this webpage.

right, choose the

following option: k& Continue to this website (not recommended).
“Continue to this

website (not @ More information

recommended)”.
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step

Procedure

Result

2.

[]

PMAC Server GUI:

The user should be
presented the login
screen shown on the
right.

Login to the GUI
using the default
user and password.

ORACLE

Oracle System Login
Fri Dec 10 15:19:48 2014 EST

LogIn
Enter your username and password to log in
Username: pmacadmin
Password: lllllll|

Change password

Unautharized access is prohibited. This Oracle system requires the use of Microsoft Intermet Explorer 8.0, 8.0, or
10.0 with support for JavaScript and cockies.

Qracle and Java are registered trademarks of Cracle Corporation andior its affiliates.
Other names may be trademarks of their respective owners.

Copyright @ 2010, 2014, Oracle andfor its affiliates. All rights reserved.

PMAC Server GUI:

The user should be
presented the
PMAC Main Menu
as shown on the
right.

ORACLE! Platform Management & Configuration
6.0.0.0.0-60.14.0

1ain Menu
8 Hardware Platform Management & Configuration

i Software

This is the user-defined welcome message.
g Help It can be modified using the "GLI Site Seftings’ page, reached via thy
L. B Logout Main Menu's "Administration” submenu.
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

4, PMAC Server GUL: oRACLE Platform Management & Configuration

|:| Select desired OAM —5'0'0'0'0'50'14'0
server blade...

Main Menu

Main Menu Hardware Enclosure 50201 - Bay 11F

n Inve

- Hardware e

- System Inventory
Hardware Software Metwork WM Info
- <Enclosure>

- <Server Blade>

Entity Summary
Entity Type Server Blade
Enclosure 50201
Bay 11F
Hot-swap State  Active

...as shown on the
right.

Product Area
Manufacturer HP
Product Mame ProlLiant BL460c G6
Part Mumber
Product Yersion 2.05 Dec 16 2010
Serial Mumber USEQ17T0SDR

[ Install OS | | C
| Upgrade |
PMAC Server GUI: .
5. oRACLE Platform Management & Configuration
I:' Select the Software 6000060140
tab. N LB LR U0 R
Main Menu
...as shown on the Enclosure 50201 - Bay 11F
right. m Inventory
- binet 50 Tl
Verify that TVOE Hardware £ Network VM Info
application has been r £ :
inpsli)a"ed_ Operating System Details

COperating System Red Hat Enterprise Linux Serve
rver Blade 0 S Version 6.5

rver Blade Hostname hostnameb22bd 3137 8ff

rver Blade Platform Software TPD (x86_64)

Platform Version 7.0.0.0.0-86.14.0

Application Details
Application TVOE
Version 3.0.0.0.0_86.14.0
Function
Designation

[  nstaios || codFR

| Upgrade |
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

IF TVOE WAS NOT INSTALLED ON THE BLADE SERVER, STOP AND EXECUTE THE FOLLOWING
STEPS:

1) Verify that the enclosure and bay number are correct.

2) Refer [3] for TVOE Installation or Contact DSR Installation Engineer to confirm location of OAM blade and status of
TVOE installation.

3) Restart this procedure.

IF THE TVOE APPLICATION WAS ALREADY INSTALLED, THEN CONTINUE ON TO THE NEXT STEP IN THIS
PROCEDURE.

NOTE: It is assumed that the TVOE version corresponds with the correct DSR and SDS installation guidelines, this can be
checked by executing “appRev”.

PMAC Server GUI:
6. ORACLE Platform Management & Configuration
D Select ... 6.0.0.0.0-60.14.0
Main Menu
- VM Management B & Main Menu
B & Hardware Virtual Machine Management
...as shown on the "
right. B System Configuration T
i Software VM Entities
=
3 MW Storage F4r
B Administration B
m @ Status and Manage o
B Task Monitoring n
B Legal Notices | =)
L]
i [ Logout | =)
+ =l
:
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Configuration procedures

Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step

Procedure

Result

7.

[]

PMAC Server GUI:

1) In the VM Entities
box, select the
desired server

...as shown on the
right.

2) Click the “Create
Guest” dialogue
button

Virtual Machine Management

Tasks -

VM Entities

c: 50202 Bay:
: 50203 Bay:
: 50202 Bay: 2
: 50201 Bay:
: 50201 Bay:

: 50203 Bay: 2
. TVOE-50218
U Enc: 50202 Bay:
Enc: 50201 Bay: 9

4 m
Pause Updates

@ View VM Host

3

Tue Dec 22

Name: hostnameb22b
Enc/Bay: 50201M11F

< | 1 |

VM Info Software Metwork Media
Guests Bridges
Hame Status Device
DTS3_50AM_A  Running caontrol
xmi

Storage Pools
Name Capacity MB Allocation MB Ava
vgguests 266304 112640

PMAC Server GUI:

Click the “Import
Profile” dialogue
button

...as shown on the
right.

Virtual Machine Management

Info ~

DSR_NOAMP_A
c: 50101 Bay: 12F
O, DSR_NOAMP_B

Create VM Guest

Name:| |
Host| Enc: 50101 Bay: 12F v|

VM Info

Num vCPUs: 1 %
Memory (MBs): 1024 |4~

Create

Import Profile
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

PMAC Server GUL: From the “ISO/Profile” drop-down box, select the entry that matches depending on

9. the hardware that your SOAM VM TVOE server is running:

[]

1) Select the desired
ISO/Profile value

...as shown on the
right.

2) Click the “Select
Profile” dialogue

button 3
SDS TVOE HW Type (BL460 Blade Choose Profile
Release Server) Role (<Application ISO
NAME>)>
21 G6/ SOAM-A DP_SOAM_A
Gen8 Blade SOAM-B DP_SOAM_B
SOAM-A
72173 Gen8/ DP_SOAM_1B_RE
Gen9 Blade SOAM-B

Note: Application_ISO_NAME is the name of the DSR Application ISO to be
installed on this SOAM

Impaort Profile
ISOProfile: ns.30.0 10.4.0--872-2358-102--486 64 => DP SOAM 2 ¥
Hum CPUs:4 Memory (MBs): 16384
Virtual Disks:  prjy  Size (MB) Pool TPD Dev
W 153600 vguests
NICs: Bridge  TPD Dev
contral contral 7
itmi itmi
Eill ¥mio ¥
Select Profile
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

10. PMAC Server GUI: Virtual Machine Management @ Help

Mon Dec 05 18:34:24 2011 UTC
|:| 1) Overwrite the
Name field with the VM Entities B o
Server host name e Create VM Guest

) . CRElE 01 Bay: ,
(e.g.” so-mrsvnc-a”) 5, DSR_NOAMP._A Name: DP_SOAM_A |

& O, Enc: 50101 Bay: 12F Host! Enc: 50101 Bay: 11F v On =
. O, DSR_NOAMP_B VM Info
2) Click the = P —
“Create” dialogue :
button

DP_SOAM_Aimg
NOTE: If the VM Tary
Guest creation fails
due to error “Host
resources are
oversubscribed.”,
then re-execute
Steps 6 - 10 of this
procedure and
modify the
Memory(MBs):
value from 16,384 to
16,372 before

clicking the (_Create | [_Import Profile ]
“Create” button.
PMAC Server GUL: VM Entit =
11 e Enc50101 Bay View VM Guest
Verify that task B o A Name: DP_SOAM_A Current Power State: Running
successfully NG HOSLEnC 0108 Bav 1F [(Changeto][on ~
completes = 101 Bay: 12F VMInfo  Sofware  Network
--DSR_NOAME B Num vCPUs: 4 VM UUID: fad567bf-b32¢-0479-1504-e281bab4 7183

Memory (MBs): 16,384

The user should see
a screen similar to
the one on the right
with Progress value
of 100%.

Edit [ Delete ] [ Install 0S ] [ Upgrade ] [ Clone Guest ]
Ll
D Task Target Status Running Time  Start Time Progress
() 767 vinactio:Create B  CONIA  (0b SOAMLA) 0:00:04 133658 100%
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
12 PMAC Server GUI: ~
i , \Virtual NICs
|:| Install the operating b fie e
system by clicking L I
the “Install OS” control contral ~ 52:54:00:15.eh:fc ™
dialogue button ' xmi ¥mi  52:54:00:d9:baFf v
Delete l [ Install OS5 l [ Upgrade l [ Clone Guest
h=s o
Target Status Running Time ___ Start Time

PMAC Server GUI:

The user should see
a screen similar to
the one on the right.

Software Install - Select Image

(Targets
Entity

Host IP: ...:85ff:feda:22f0
Guest: DP_SOAM A

Status

Image Hame
TPD-5.0.0_72.28.0—x86_64
TPD-5.0.0_72.20.0—x86_6i4
TPD-5.0.0_72.8.0—xB6_64

Tue Dec 06 16:07:15 2011

Select an 150 to Install on the listed Entities

TVOE-1.0.0_72.30.0-872-2200-101-x86_64 Bootable

Type Architecture Description
Bootable *B6_64 official TPD 5.0.0-72.2¢
Bootable xB6_64 Official TPD 72.20 rele:
Bootable xB6_64 150 for CPA

*B6_64 latest TVOE 150

PMAC Server GUI:

1) Select the desired
TPD Image

2) Click the “Start
Install” dialogue
button.

Select an IS0 to Install on the listed Entities

Image Name Type

TPD-5.0.0_72.28.0-xB86_54 Bootable
TPD-5.0.0_72.20.0-xB6_&4 Bootable
TPD-5.0.0_72.83.0—xB36_64 Bootable

TVOE-1.0.0_72.30.0-872-2290-101-xB86_64 Bootable

Start Install

Architecture Description

xB6_G4 official TPD 5.0.0-72.28.0 F
xB6_G4 Official TPD 72.20 release
xB6_64 IS0 for CPA

¥B6_G4 latest TVOE IS0

PMAC Server GUI:

The user should be
presented with an
“Are you sure you
want to install”

Windows Internet Explorer

0

2

Are you sure wou want ko install TPD--5.0.0_72.28.0--x86_64 on the listed entities?

message box as ok || cancel
shown on the right.
Click the “OK”
dialogue button.
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Step Procedure Result

PMAC Server GUI: e Ea N

ORACLE Platform Management & Configuration
6.0.0.0.0-60.14.0

|:| An installation task
will be started. This

task takes ~11

minutes. The user

can monitor this task | |[|=JS=SEETRIERT .
by doing the B & Hardware Background Task Monitoring
following: r = M Syste .
. System Inventory -
B System Configuration
Software
Select... i Software S E— Target
VM Management
Main Menu i Storage :] 7239 Upagrade Enc:50202 Ba
— Administration
- Task Monitorin e . Enc:50202 B4
9 i Status and Manage ] 7238 upgrade Guest: DSR4
N | .
Wait until you see [ 7237 upgrade Enc:30202 B4
Guest: DSR N
the Progress value
equal 100%. [") 7236 Add Image
:] 7235 Install 0% Enc:MBq
PMAC Server GUI:
17.
1 Se|ect_ .. -] __E_"_ Main Menu ] R
I:' ) : ; o Virtual Machine Management
Main Menu TR
- VM Management EETE VM Entities VM Guest Name: DTS3_S¢
Host: Ene: 502
 Refresh | @
2) Select the = - .
“Software” tab DTS3 SOAM_ A WM Info Software Metwork I
+ =
j Operating System Details
3) Ven_fy the n Operating System Red Hat Ent
operating system .. | Logout ] .
. ? = = 08 Version 6.5
has been installed. ol =)
= TPD UUID 893230e7-b
) j Hostname dis3-so-a
ff) Verify the o Platform Software TPD (x86_64
Application oo Platform Version 7.0.0.0.0-86.
Details” section is =
blank. Application Details
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
PMAC Server GUI: .
18. Virtual Machine Management
|:| 1) Select the ]
“Network” tab Tasks -
VM Entities @ VM Guest Mame: DTS3_SOAM_A

2) Record the
control IP address
for this SOAM VM; it
will be referenced
later.

3) Select the
“Upgrade” dialogue
button

Host: Enc: 50201 Bay: 11

(Refean) &

O Enc: 50201 Bay: 11F

4 | 1

W Info Software Media
: 50202 Bay: N K Intert:
etwo nterraces
: 50203 Bay:
» 50202 Bay: Port 1P Addr
: 50201 Bay: . fe80:c5 74 fead 3f0d
: 50201 Bay: I 10.240.33.78
: 50203 Bay: ) fe80: Ge:1dfffe03:7hec
K 10.240.39.150
ol fe80: 6 4fffe51:5c5
EOINED 192 168.1.164

Edit [ Delete ” Clone Guest ” Regen

’ Install OS ” Upgrade ] Accept Upgr,
[] Pause Updates | fm

PMAC Server GUI:

The user should be
presented the Select
Image screen as
shown on the right

Software Upgrade - Select Image

Select Image

Targets

Entity Image Hame Typd

Host IP: ..-85fFfeda:22f0 DSR-7.1.0.0.0_71.4.0-486_64 Upag

Guest DTS3 SOAM A DSR-7.1.0.0.0_71.5.0%86_64 Upal

4 3
SDS-7.1_711.0-x86_64 Upag
TPD.install-7.0.0.0.0_86 14 0-OracleLinuxé. 5-
X86_64 Boot
It | 1
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
20. PMAC Server GUI: Select Image
1) Select the correct )
SDS version from Image Name Type Architecture
the “Image Name” DSR-7.1.0.0.0_71.4.0-x36_54 Upgrade x86_G4
list. The line entry
should now be DSR-7.1.0.0.0_71.5.0-x86_64 Upgrade x86_64
highlighted in SDS-7.1_71.1.0-x86_54 Upgrade X86_64
GREEN. : .
TPD.install-7.0.0.0.0_86 14 0-OracleLinuxt 5- Bootable X86_64

2) Select the “Start
Upgrade” dialogue
button

¥86_64

4 1

Start Software Upgrade

PMAC Server GUI:

The user should be
presented with an
“Are you sure you
want to upgrade”
message box

Message from webpage

' entities?

f ) | Areyou sure you want to upgrade te 5D5-7.1_71.1.0-x86_64 on the listed

oK Cancel
....as shown on the ance
rlght T, M aEE s e vs 1T e ol s M use os s ess I VaEiaa Tt
Click the “OK”
dialogue button.
22 PMAC Server GUI:
ORACLE Platform Management & Configuration

An upgrade task will
be started. This
task takes ~8
minutes. The user
can monitor this task
by doing the
following:

Select...

Main Menu
-> Task Monitoring

Wait until you see
the Progress value
equal 100%.

6.0.0.0.0-80.14.0

B S Main Menu

m Inventory

m Configuration

; D Task
- [l VM Management
s Storage [7) 7239 upgrade
B Administration
i Status and Manage [ 7238 upgrade
:

B Leoal Notices [ 7237 upgrade

& Help
E Logout

] 7236 AddImage

[] 7235 Install 05

Background Task Monitoring

SDS-7.1/7.2/7.3

120

September 2016




SDS Initial Installation and Configuration Configuration procedures
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Step Procedure Result

23.
|:| Repeat Steps 4 - 22 of this procedure for the SOAM B Server.

PMAC Server GUI:

24.

I:' Click the “Logout” -
link on the PMAC

server GUI. @'HEIP

Welcome pmacadmin [Logout]

Tue Dec 06 18:01:10 2011 UTC

Status R

Primary SDS VIP:

25. 3 . . . . . .
L h d g] There is a problem with this website's security certificate.
I:' aunch an approve v
web browser and
connect to the XMl The security certificate presented by this website was not issued by a trust
Virtual IP address The security certificate presented by this website was issued for a different
(VIP) assigned to _ _ o _
Active SDS site Security certificate problems may indicate an attempt to fool you or intercy
sernver.
NOTE: If presented
Wlth_ t_he “SeCUI’ItY We recommend that you close this webpage and do not continue to
certificate” warning
screen shown to the ® Click here to close this webpage.

right, choose the
following option:
“Continue to this ® More information
website (not

recommended)”.

k¥ Continue to this website (not recommended).

26. Primary SDS VIP: OIQACLG‘a

I:' The user should be

presented the login Oracle System Login
screen shown on the Tue Nov 4 13:38:12 2014 EST

right.

Log In
Enter your username and password to log in

Login to the GUI
using the default Username: |
user and password. Password:

Change password

Welceme to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies

Oracle and Java are registered trademarks of Oracle Corporafion andior its affiliates.
Other names may be trademarks of their respective owners

Copyright @ 2010, 2014, Oracle andfor its afiliates. Al rights reserved
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Configuration procedures

Step

Procedure

Result

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as

shown on the right.

Main Menu

uration
work Elements
etwork

Groups

ource Domains

m

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

Main Menu: [Main]

This is the user-defined welcome mes
It can be modified using the ‘General Options’i
‘Administration’ menu.

Login Name: guiadmin
Last Login Time: Fri Dec 19 09:51:07 20
Last Login IP: 141.145.45.122
Recent Failed Login Attempts: 0

Primary SDS VIP:
Select...
Main Menu

-> Configuration
- Network Elements

...as shown on the
right.

: i Administration
ﬁ & Configuration
: Elemen|

Server Groups
B Resource Domai
Places
B Place Associatio
i DSCP
B Alarms & Events
i Security Log

Main Menu: Configuration -> Network Elen,

Network Element

To create a new Metwork Element, upload a valid configuration file:

Browse...

Insert

Primary SDS VIP:

From the
Configuration /
Network Elements
screen, select the
“Browse” dialogue
button

E Logout

Insert

L=y o
To create a new Metwork Element, upload a valid canfiguration file:

Browse..
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
30 Primary SDS VIP: Choose file PR
Note: This step Look i | e USB [E:) =] = B3
assumes that the 2 /| DR_NO_DEY.ne.xml
. I_ﬁ 0_DEY.re il
xml files were My Recent V.ne.
preVIOUSIy prepared’ DO::I‘I'antS BTKLCCDnFigData.drsds-dallastx-a.sh
as described in t %
Appendix F. Deskiop
S
1) Select the My Documents
location containing .
the site .xml file. 58
by Computer
2) Select the .xml ‘5]
flle and CliCk the Mypfl‘lait;\lsmk File name: |SEI_DEV ne. =l j Open |
“Open” dialogue Flesoftype:  [AlFiles () =~ Cancel
button.

Primary SDS VIP:

L= -]
To create a new Network Element, upload a valid configuration file:

I:I Select the “Upload & Help E:\SO_DEV.ne.xml Browse... Upload File

File” dialogue = | e

button (bottom left
corner of screen).

Primary SDS VIP:

Main Menu: Configuration -> Network Elements
I:' If the values in the wed Aug
xml file pass

validation rules, the
user will receive a
banner Informa_tlon o + MNetwork Elementinsert successful from Amp/S0_DEV.ne.xml.
message showing

that the data has T ar dalask

been successfully : -

validated and —1

committed to the
DB.

Info
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
Primary SDS VIP:
33. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
I:' 1) Select... B £ Main Menu e ] )
@ Administration Main Menu: Configuration -> Servers
Main Menu -
- Configuration
Server Network
- Servers Hostname Role SystemiD  ob  Element
-;-as shown on the dts3-sds-b Metwork MOAMP_ sds_nog
right. OAM&P group  mp
2) Select the
“Insert” dialogue Network NOAMP_ sds_noz
button dis¥sds-a OAMER group  mp
& Manage
: urements
B Communication Agent |m| Tpol‘t
i SDS — —
Primary SDS VIP: .
34. Adding a new server
|:| The user is now Attribute Value
presented with the
Add"}? anew Hostname | =
server
configuration
screen. Role |- Select Role - hdb
System ID |
Hardware Profile [SDS HP c-Class Blade V0 V|
Network Element Mame B
Locaton I
Apply|[Cancel
Primary SDS VIP: .
35. y Adding a new server
I:' Input the assigned
“hostname” for Attribute Value Description
SOAM Server. Unigue name for the server. [Default = n/a. Ran
Host Mame |50—car3.rnc—a * characters are alphanumeric, minus sign, undg
an alpha and end with an alphanumeric ]
36 Primary SDS VIP:
: Role - Select Role - L IES Select the function of the server
D Select “SYSTEM Seloct Role
OAM?” for the Role Hardware - )
from the pull-down Brofile NETWORK OAMEP + | Hardware profile of the senver
menu. SYSTEM OAM
Metwork NP
Element QUERY SERVER Select the network element
Mame
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
37 Primary SDS VIP: — e e - R —
. . System 10 for B2 NOAKNE or S0AM
|:| Input the assigned E— — sen [Sene s - ASt
hostname again as T e
the “SyStem ID” for Hardware Profie SDS TVOE Guest [=1 Hantware onoflie of e sener
the SO Server (A or
B).
Primary SDS VIP:
38. EEIFEIWEFE 30 TVOE Guest w | Hardware profile of the server
D Select “SDS TVOE AUl SDS TVOE Guest
Guest” for the Network SDS HP c-Class Blade W2 Select the network element
Hardware Profile ElementName  |ane b ¢ Class Blade VO
Iﬁgtgﬁlfc%\?vl\: Irrgr?u Location 505 HP c-Class Blade W1 Location description [Default = ™. Range
’ SDS HP Rack Mount string ]
Primary SDS VIP:
39. y Metwork
I:I Select the Network Element - Unassigned - | |= Select the network element
Element Name for Mame - Unassigned -
the SDS from the
pull-down menu. Location sds_mrsvnc Location description [Default =
dr dallastx character string. Valid value is
NOTE: After the
Network Element [ Apply ] [ Cancel ]
Name is selected,
the Interfaces fields
will be displayed, as
seen in Step 41.
Primary SDS VIP:
40. i Location description [Default =
I:' Enter the site e Cary_NC character string. Valid value is
location.

NOTE: Location is an optional field.

Primary SDS VIP:

1) Enter the XMI IP
address and IMI IP
address for the
SDS SOAM Server.

2) Set the XM
Interface to “xmi”
and DO NOT check
the VLAN checkbox.

3) Set the IMI
Interface to “imi”
and DO NOT check
the VLAN checkbox.

Interfaces:
Hetwork

AMIE(10.240.39.128/25)

IP Address

M1 (10.240.38.64/26) 10.240.38.78

10.240.39.150

Interface
xmi ¥ | ] YLAN (3)

imi | [ VLAN (4)
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Configuration procedures

Step Procedure Result
42 Primary SDS VIP: NTF Servers:
I:I 1) Click the “NTP WTP Server IP Address Prefer
Servers:” “Add”
dialogue button. Ok Apply| [Cancal
2) Enter the NTP
Server IP Address P
for an NTP Server.
HTP Server IP Address Prefer Ak
3) Enter 3 NTP 10.250.32.10 Remave
Server IP address,
repeat (1) and (2) to -
enter it.
NTP Servers:
4) Optionally click NTP Server IP Address Prefer Add
the “Prefer” 10.240.21.191 Remove
checkbox to prefer 10.240.21.192 Remove
one NTP Server
over the other. 10.240.21.193 v Remove
Ok||Apply||Cancel
43. Primary SDS VIP: Main Menu: Configuration -> Servers [Insert]
|:| 1) The user should Info -
be presented with a Info
banner information
message Stating o e Pre-Validation passed - Data MOT commiﬂed(
“Pre-Validation = -
assed” Unigue name fo_rthe se_rver
passed ostame eocaryne e )
2) Click the “Apply” Interfaces:
dialogue button. Network IP Address Interface
HMI(10.240.39.128/25) 10.240.39.150 xmi (% | ] VLAN (3)
IMI {(10.240.38 64/26) 10.240.38.78 imi (%[ ] VLAN (4)

Primary SDS VIP:

If the values
provided match the
network ranges
assigned to the NE,
the user will receive
a banner information
message showing
that the data has
been validated and
committed

Main Menu: Configuration -> Servers [Insert]

Inffo -

Info

1

Host Mame

b

« [Data committed!

Description

nigue name for the server.
alphanumeric and minus si

|so-carync-a 3
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Configuration procedures

Step

Procedure

Result

45,

Primary SDS VIP:

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

IMI: 10 240.38.78

I:‘ Select... B 9 Main Menu - . ]
# Administration Main Menu: Configuration -> Servers
Main Menu ﬂ & Configuration _
N ]
- Configuration :
- Servers Server Network
Hostname Role System ID Group Element
...as shown on the
right. dtsI-sds-b Netwaork NOAMP_ sds_noz
OAMEP group mp
é - Network NOAMP_ sd
: etwor sds_noz
Alarms & Event: dts3-sds-a - =
[ ] .Aljrm. & Even OAMER e =
i Security Log
urements
Communication Agent — "
: e N | Insert | Report |
sDs — ] b
Primary SDS VIP: Main Menu: Configuration -> Servers & help
46' Tue Jan 17 19:02:31 2012 UTC
D On the
“ Conflg uration Hostname Role Server Group Network Element Location Details
?ge;;vers” lscrggnud sds-mrsvnc-a Network OAM&P sds_mrsvnc_grp sds_mrsvnc Morrisville_NC ‘)?:“"”11509225515150821‘?
ind the newly adde S
System SOAM sds-mrsunc-b Network OAMEP sds_mrsvnc_arp sds_mrsvne Marrisville_NC ‘XM'\"” 11509222515[];2132
serverin the IISt' gs-mrsvnc-1 Query Server sds_mrsvnc_grp sds_mrsvnc Morrisville_NC \)?\ullv\”:1150§225504.5150.‘01212
drsds-dallastea Network OAM&P drsds_dallasbgrp  dr_dallastx Dallas_TX ‘XM'\"'_‘: %092255%51%8%
so-cannca System QAN so_cannc Cany_NG ‘):‘"” 1100.2?'00_3339_71350
47 Primary SDS VIP: Hostname Role Server Group Network Element Location Details
: : XMl 10.250 55124
D Use the Cursor to sds-mrsvnc-a MNetwork OAMEP sds_mrsvnc_arp sds_mrsvnc Marrisville_NC M 169.254.100.11
select the new sds-mrsvnc-b Metwork OAMEP sds_mrsvnc_arp sds_mrsunc Morrisville_NC \XMN:I.1160922555145150(1)2132
SOAM _server entry c — , . . XMl 10,250 55.127
added In the Step gqs-mrsvnc- uery sener sds_mrsvnc_grp sds_mrsvnc mornsville_| IMI: 169.254.100.13
35. drsds-dallastea Netwark OAM&P drsds_dallasb_orp  dr_dallastc Dallas_TX ﬁv"":_" 11509'221045%35114
The row Containing 50-Carync-a iSystem 0AM 50_cannc Cary_NC ﬁ:‘"::l'suu.itu';'gg';gso
the server should
now be highlighted.
Primary SDS VIP: ,
48. so-canync-a {system 0AM so_camyne Cary_NG SIE S DAL G

Select the “Export”
dialogue button
(bottom left corner of
screen).

Pause updates
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Configuration procedures

Step

Procedure

Result

él%'

Configure the SDS
SOAM B server.

e Repeat Steps 33- 48 of this procedure for the SDS SOAM B Server.

5|E|

Primary SDS VIP:

Click the “Logout”
link on the SDS
server GUI.

Welcome guiadmin [Logout]

é}HEm

Fri Mow 18 14:43:32 2011 UTC

e = A 1-32-character string.
At least one alpha and must

Primary SDS VIP:

Access the server
console.

Connect to the Active SDS VIP console using one of the access methods described in

Section 2.3.

Primary SDS VIP:

Log into the server
as the admusr

login: admusr
Password: <admusr password>

Primary SDS VIP:

Change directory
into the file
management space.

$ sudo ed /var/TKLC/db/filemgmt

Primary SDS VIP:

Get a directory
listing and find the
configuration files
with the SOAM
server A and B
name as shown in
red.

Note: These should
appear toward the
bottom of the listing.

$ 1ls —1ltr TKLCConfigData*.sh

**%* TRUNCATED OUTPUT **¥*

-rw-rw-rw—- 1 admusr admusr 2208 Dec 19 16:37 TKLCConfigData.so-

carync-a.sh

-rw-rw-rw— 1 admusr admusr 2208 Dec 19 16:50 TKLCConfigData.so-

carync-b.sh

Primary SDS VIP:

Copy the
configuration files
found in the
previous step to the
PMAC.

$ sudo scp -p <configuration file-a> <configuration file-b>

admusr@<PMAC Mgmt IP>:/tmp/

admusr@10.240.39.4's password:
TKLCConfigData.so-carync-a.sh 100% 1741
TKLCConfigData.so-carync-b.sh 100% 1741

[admusr@sds-mrsvnc-a filemgmt]#

1.7KB/s
1.7KB/s

00:00
00:00

SDS-7.1/7.2/7.3

128

September 2016




SDS Initial Installation and Configuration

Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Configuration procedures
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Procedure

Result

56.

Primary SDS VIP:

Logout of the
Primary SDS CLI.

S exit

57.

PMAC Server CLI:

Use SSH to login to
the PMAC Guest
VM server as the
admusr.

login: admusr

Password: <admusr_password>

PMAC Guest VM:

Copy the server
configuration file to
the Control IP for the
SOAM.

Note: The Control
IP for each OAM is
obtained in Step 18
of this procedure.

$ sudo scp -p /tmp/<configuration file>

admusr@<SOAMicontroliIP>:/var/TKLE/db/filemgmt
admusr@192.168.1.199's password:
TKLCConfigData.so-carync-a.sh

100% 1741 1.7KB/s

00:00

PMAC Guest VM:

Connect to the
SOAM server
console from the
PMAC Server
Console

$ sudo ssh <OAM Control IP>
admusr@192.168.1.199's password: <admusr password>

SOAM Guest VM:

Copy the server
configuration file to
the “/var/tmp”
directory on the
server, making sure
to rename the file by
omitting the server
hostname (shown in
red) from the file
name.

Example:
TKLCConfigData<.server_hostname>.sh =» will translate to =» TKLCConfigData.sh

$ sudo cp -p /var/TKLC/db/filemgmt/TKLCConfigData.so-carync-a.sh

/var/tmp/TKLCConfigData.sh

NOTE: The server will poll the /var/tmp directory for the presence of the configuration file

and automatically execute it when found.
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Step

Procedure

Result

61.

[]

SOAM Guest VM:

After the script
completes, a
broadcast message
will be sent to the
terminal.

NOTE: The user
should be aware
that the time to
complete this step
varies by server and
may take from 3-20
minutes to complete.

*** NO OUTPUT FOR = 3-20 MINUTES ***

Broadcast message from admusr (Mon Dec 14 15:47:33 2009):
Server configuration completed successfully!

See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the
server.

<ENTER>

62.

SOAM Guest VM:

Verify that the
desired Time Zone
is currently in use.

$ date
Mon Aug 10 19:34:51 UTC 2015

SOAM Guest VM:

If the desired Time
Zone was not
presented in the
previous step...

Configure the Time
Zone.

Otherwise, skip to
the next step.

Example: $ sudo set_ini_tz.pl <time_zone>

NOTE: The following command example sets the time to the “UTC” (aka GMT) time zone
which is recommneded for all sites.

The user may replace, as appropriate, with the customer requested time zone for this site
installation. See Appendix H for a list of valid time zones.

$ sudo set_ini_ tz.pl “Etc/UTC”

SOAM Guest VM:

$ sudo init 6

64.
|:| Initiate a reboot of
the SOAM server.
65 SOAM Guest VM: Connection to 192.168.1.199 closed by remote host.

Output similar to that
shown on the right
may be observed as
the server initiates a
reboot.

Connection to 192.168.1.199 closed.
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66.

[]

PMAC Guest VM:

After the SOAM
server has
completed reboot,
re-connect to the
SOAM server
console from the
PMAC Server
Console

$ sudo ssh <SOAM Control IP>
admusr@192.168.1.199's password: <admusr password>

SOAM Guest VM:

1) Verify that the IMI
IP address input in
Step 41 has been
applied as specified.

2) Verify that the
XMI IP address
input in Step 41 has
been applied as
specified.

$ ifconfig |grep in

control Link encap:Ethernet HWaddr 52:54:00:23:DC:32
inet addr:192.168.1.199 Bcast:192.168.1.255
imi Link encapg. HWaddr 52:54:00:33:DC:DC
inet ad Bcast:10.240.38.127
lo Link encap:Loca oopback

inet addr:127.0.0.1

Link encap:

Mask:255.0.0.0
Waddr 52:54:00:63:63:BD
Bcast:10.240.39.255

xmi

inet ad

Mask:255.255.255.0

Mask:255.255.255.192

Mask:255.255.255.128

68.

SOAM Guest VM:

Execute a
“syscheck” to
verify the current
health of the server.

$ sudo syscheck

Running modules in class hardware...

OK
Running modules in class disk...

OK
Running modules in class net...

OK
Running modules in class system...

OK
Running modules in class proc...

OK

LOG LOCATION: /var/TKLC/log/syscheck/fail log
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Procedure 8: Configuring the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

SOAM Guest VM: $ sudo /var/TKLC/backout/accept
Called with options: --accept

69.

Accept upgrade to

the Application
Software. Accepting Upgrade

Setting POST UPGRADE ACTION to ACCEPT in upgrade info.

Cleaning backout directory.

Loading Upgrade: :Backout: :RPM

Clearing Upgrade Accept/Reject alarm.
Cleaning message from MOTD.
Cleaning up RPM config backup files...
Checking /
Checking /boot
Checking /tmp
Checking /usr
Checking /var
Checking /var/TKLC
Checking /tmp/appworks temp
Checking /var/TKLC/appw/logs/Process
Checking /var/TKLC/appw/logs/Security
Checking /var/TKLC/db/filemgmt
Checking /var/TKLC/rundb
Starting cleanup of RCS repository.
INFO: Removing '/var/lib/prelink/force' from RCS repository
INFO: Removing '/etc/my.cnf' from RCS repository

Apply the SDS

70. ;
SOAM B server e Repeat Steps 57 - 68 this procedure for SOAM Server B.
configuration file.

71 SOAM Guest B: $ ping —c 5 10.240.38.78
From the SOAM-B PING 10.240.38.78 (10.240.38.78) 56(84) bytes of data.
Guest, “ping” the 64 bytes from 10.240.38.78: icmp seg=1 ttl=64 time=0.031 ms
IMI IP address of 64 bytes from 10.240.38.78: icmp seg=2 ttl=64 time=0.017 ms

the SOAM-A Guest 64 bytes from 10.240.38.78: icmp seg=3 ttl=64 time=0.031 ms
64 bytes from 10.240.38.78: icmp seg=4 ttl=64 time=0.028 ms
64 bytes from 10.240.38.78: icmp seg=5 ttl=64 time=0.030 ms
64 bytes from 10.240.38.78: icmp seg=6 ttl=64 time=0.028 ms

--- 10.240.38.78 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5000ms
rtt min/avg/max/mdev = 0.017/0.027/0.031/0.007 ms
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Configuration procedures

Step Procedure Result
72 SOAM Guest B: $ ping —c 5 10.240.39.150
' PING 10.240.39.150 (10.240.39.150) 56(84) byt f data.
From the SOAM-B ( ) (84) bytes of data
Guest, “ping” the 64 bytes from 10.240.39.150: icmp seqg=1 ttl=64 time=0.024 ms
XMI IP address of 64 bytes from 10.240.39.150: icmp seg=2 ttl=64 time=0.033 ms
the SOAM-A Guest | 64 pytes from 10.240.39.150: icmp seq=3 ttl=64 time=0.032 ms
64 bytes from 10.240.39.150: icmp seg=4 ttl=64 time=0.026 ms
64 bytes from 10.240.39.150: icmp seqg=5 ttl=64 time=0.027 ms
64 bytes from 10.240.39.150: icmp seqg=6 ttl=64 time=0.026 ms
--- 10.240.39.150 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5004ms
rtt min/avg/max/mdev = 0.024/0.028/0.033/0.003 ms
73 SOAM Guest B: $ ping —c¢ 5 10.240.39.1

From the SOAM-B

PING 10.240.39.1 (10.240.39.1) 56(84)

bytes of data.

Guest, “ping” the 64 bytes from 10.240.39.1: icmp seg=1 ttl=64 time=0.024 ms
local XMI Gateway 64 bytes from 10.240.39.1: icmp seqg=2 ttl=64 time=0.033 ms
address associated | g4 pytes from 10.240.39.1: icmp seq=3 ttl=64 time=0.032 ms
with the SOAM NE. ) - .
64 bytes from 10.240.39.1: icmp seg=4 ttl=64 time=0.026 ms
64 bytes from 10.240.39.1: icmp seqg=5 ttl=64 time=0.027 ms
64 bytes from 10.240.39.1: icmp seqg=6 ttl=64 time=0.026 ms
--- 10.240.39.1 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5004ms
rtt min/avg/max/mdev = 0.024/0.028/0.033/0.003 ms
74 SOAM Guest VM: $ ntpg -np
: « ' remote refid st t when poll reach delay offset Jjitter
|:| Use the “ntpq
command to verify
that the server has +10.250.32.10 192.5.41.209 2 u 139 1024 377 2.008 1.006 1.049
*10.250.32.51 192.5.41.209 2 u 979 1024 377 0.507 1.664 0.702

connectivity to the
assigned Primary
and Secondary NTP
server(s).

IF CONNECTIVITY TO THE NTP SERVER(S) CANNOT BE ESTABLISHED, STOP AND EXECUTE THE
FOLLOWING STEPS:

1) Contact the customer to verify that the IP addresses for the NTP server(s) are correct.

2) Have the customer IT group provide a network path from the OAM server IP to the assigned NTP IP
addresses.

ONCE NETWORK CONNECTIVITY IS ESTABLISHED TO THE ASSIGNED NTP IP ADDRESSES, THEN
RESTART THIS PROCEDURE BEGINNING WITH STEP 74.

SOAM Guest VM:

Exit from the SOAM
command line to
return the PMAC
server console
prompt.

S exit
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Procedure

Result

76.

[]

PMAC Guest VM:

Exit from the PMAC
server

S exit

THIS PROCEDURE HAS BEEN COMPLETED
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5.8 OAM Pairing for SDS SOAM sites (All SOAM sites)

The user should be aware that during the OAM Pairing procedure, various errors may be seen at different stages of the
procedure. During the execution of a step, the user is directed to ignore errors related to values other than the ones
referenced by that step.

Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result

Primary SDS VIP:

' .w] There is a problem with this website's security certificate.
|:| Launch an approved W

web browser and
connect to the SDS

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

VIP address
Security certificate problems may indicate an attempt to fool you or intercq
NOTE: If presented server.
with the “security
certificate” warning We recommend that you close this webpage and do not continue to

screen shown to the

right, choose the & Click here to close this webpage.

following option: & Continue to this website (not recommended).
“Continue to this

website (not @ More information

recommended)”.

, | Primary sDS VIP: ORACLE

The user should be orade Svstem Lodi
H racie stem Login
presented the login y 9 Tue Nov 4 13:38:12 2014 EST
screen shown on the
right.

LogIn
Enter your username and password to log in
Login to the GUI
using the default user

and password.

Username: |
Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Oracle and Java are registered trademarks of Oracle Corporation and/or its affiiates.
Other names may be frademarks of their respective owners

Caopyright © 2010, 2014, Oracle and/or its affiliates. All rights reserved.
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Configuration procedures

Step

Procedure

Result

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as shown
on the right.

ORACLE

Connected using VIP to dis3-sds-a (ACTIVE NETWORK OAM&P)

Main Menu
i Administration
B & Configuration
: B Network Elements

L
B Routes
Services
Servers
Server Groups
Resource Domains
Places
B Place Associations
f i DscP
= & Alarms & Events
i i. B View Active

Main Menu: [Main]

Communications Diameter Signal Router Full Address Resolution
7.1.0.0.0-71.00

This is the user-defin
It can be madified using the 'General Cpti

Login Nam

Last Login Time: Mon N
Last Login IP:

Recent Failed L

Primary SDS VIP:
Select...
Main Menu

- Configuration
- Server Groups

...as shown on the
right.

VIP

| WServer Groups

B Resource Domains

@ Alarms & Events
@ Security Log

m

Server Group Name
DP_group
DRNO_group
MNOAMP aranin

4

| Insert |

Main Menu: Configuration -> Server Groups
. Con
Level Parent Function Col

C  SOAM_group SDs 1

A NONE SDS 1

A MNOMNFE sNs 1

T
Report

dts3-sds-b (ACTIVE NETWORK DAM&P
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
Primary SDS VIP: - -
5. Main Menu: Configuration -> Server Groups & Hel
: Wed Aug 01 19:45:57 2012 UT
|:| 1) The user will be
presented with the
“Server Groups” Server Group Name  Level Parent Function Servers
Configuration screen R SRR NE Server HA Role Pref VIPs
_ _arp A sds_mrsvnc_arp  SDS N -~
as shown on the dr_dallast: drsds-dallaste-a
right NE Server HA Role Pref VIPs
g . sds_mrsvnc gs-mrsvnc-1 10.250.55.125
sds_mrsvnc_grp A sds_mrsvnc_grp  SDS sds_mrsvnc sds-mrsvnc-a 10.250.55.125
sds_mrswnc sds-mrsvnc-b SPARE 10250 55.125
2) Select the “Insert”
dialogue button from : - —
the bottom left corner H - Communication Agerlt

of the screen. M B sDs

NOTE: The user may
need to use the
vertical scroll-bar in
order to make the
“Insert” dialogue
button visible.

E Logout

Primary SDS VIP:
6. Main Menu: Configuration -> Server Groups [Insert] =

I:I The user will be Mo Dot 2120:08:38 2013

presented with the °T

“Server Groups Flald Valus Decscription

[Insert]” screen as Limicque Jaentiier used B0 (3021 3 Sener Group. [Detail - N3 fEnge = A
. Saner Sroun Name =ds_mirsvne_grp * 1-32-CREraceer String. Valkl CRarasiers ane SlpRETUMET: 30 UnSSrsoore

shown on the right. Wzst coniaiin 3% heest one alpia and mst nol star wih a digh]

Select one of e Levels supparied by e syshem. [Level A groups contaln
MOAMP and Cuery seners. Level B grougs are aplional and contaln
S0AM seners. Level T grogps contain kP seners ]

=t A
NOTE: Leave the =]
“WAN Replication Zarent MONE [w]-  selectzn evsing Senver Group or NONE
Connection Count” =
blank (it will default to

Funcllon 505 * Salect one of the Funclions supporied oy e sysiem

SpacHy e mumber of TCP conneciions at will be used oy replication ower

1)- 'WAN Feplication Conneciion Count any WAN commection associaied Wil il Saner Group. [Detsul = 1
Range = An Ineger betwesn 1300 8]
4 Bpphy Cance|

7 Primary SDS VIP: Field Value Description
|:| Input the Server Pr e Unique identifier used to label a Server Group

Group Name. M |sn:|_|:ar'_-m|:_grp 3 string. Valid characters are alphanumeric and

ame i L
alpha and must not start with a digit]

Primary SDS VIP:
8. Select one of the Levels supported by the
I:' Select “B” on the Level - Select Level - » |* servers. Level B groups are optional and

“Level” pull-down - Select Level - seners.]

menu...

u Parent c o[ Select an existing Server Group or NOME

SDS-7.1/7.2/7.3 137 September 2016




SDS Initial Installation and Configuration

Configuration procedures

Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
9 Primary SDS VIP:
Ij Select the 1% SDS Farent sds_mrswnc_grp ¥ [* Select an existing Server Group
Site’s server group, _ - Select Parent- :
as entered ing P Function v E Select one of the Functions sup)
Procedure 6, Step 7,
on the “Parent” pull-
down menu...
10 Primary SDS VIP:
: Select “SDS” on th Function - Select Function - |+ Select one of the Functions supported by the system
I:' “ISuenCCtion” UC|)|I:1 € - Select Function -
g P NONE Apply
own ment.

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [Insert]

j Info
+ Pre-Validation passed - Data NOT committed ... DD TR
s are alphanum
h a digit]
Select one of the Levels supported by
Level B E * Query servers. Level B groups are opf
contain MP servers.]
= = I e e
2ane sds_mrsvnc_gip El *  Salect an exlsling Saner Group ar NONE
Funcilon 5DS El  Salect one of e Funcilons sumpanad by e sysiem

'WAN Replication Conneciion Count

Spacity e numoer of TCR connections Tt will b2 usad by replication eer any
WAN connection 3550c108d Wi Tils Sener Group. [Defaull = 1. Range = A
Integar betwaan 1300 4]

€4 Beei Cancel

Primary SDS VIP:

The user should be
presented with a
banner information
message stating
“Data committed”.

Main Menu: Configuration -> Server Groups [Insert]

Infa -

j Info Description
- nique identifier used to label a §
» Dat tted!
o A MBS b = A1-32-character string. Valid cf
=E underscore. Must contain at least
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
Primary SDS VIP:
14 VIP dts3-sds-b (ACTIVE NETWORK OAM&P
Select... - . .
@ Administration Main Menu: Configuration -> Server Groups
Main Menu
- Configuration con
> Server Groups 3 Server Group Name  Level Parent Function Conl
Yscrver Groups DP_group C SOAM_group SDs 1
-.-as shown on the ource Domains
right. DRNO_group A NONE sDs 1
MNOAMP aroun A MOMNE SNs 1
4 mnm
| Insert | | Report |
15. Primary SDS VIP: Main Menu: Configuration -> Server Groups & Help
Wed Aug 01 19:51:42 2012 UTC
I:' The Server Group
entry should be _
ShOWﬂ on the Server Group Name  Level Parent Function Servers
1] ” NE Server HA Role Pref ViPs
Sefwer Qroups drsds_dallast _grp A NONE sDs or_dallasix Py e
con |gurat|on screen NE Server HA Role Pref ViIPs
as shown on the d A NONE aDs sds_mrsvnc qs-mrsvnc-1 10.250.55.125
right sds_mrsvnc_grp sds_mrsvnc sds-mrsvnc-a 10.250.55.125
: sds_mrsvnc sds-mrsvnc-b SPARE 10.250.55.125
s0_carync_grp B sds_mrsvnc_grp  SDS NE Server HA Role Pref ViPs
16 Primary SDS VIP: Main Menu: Configuration -> Server Groups & Help)
" Wed Aug 01 19:51:42 2012 UTC|
I:' 1) Select the Server
GrOUp entry app“ed Server Group Name  Level Parent Function Servers
in Step 12. The line NE Server HA Role Pref ViPs
entry Should now be drsds_dallastx_grp A NONE sbs dr_dallastx drsds-dallast-a
i i i NE Server HA Role Pref VIPs
hlgh“ghted n 4 A NOME sDs sds_mrsvnc qs-mrsvnc-1 10.250.55.125
GREEN. Sds_mrsvnc_grp sds_mrsvnc sds-mrsvnc-a 10.250.55.125
sds_mrsvnc sds-mrswnc-b SPARE 10.250.55.125
S0_carync_grp B sds_mrsvnc_arp  SDS HE Server HA Role Pref VIPs

2) Select the “Edit”
dialogue button from
the bottom left corner
of the screen.

NOTE: The user may
need to use the
vertical scroll-bar in
order to make the
“Edit” dialogue
button visible.

g1 @ Communication Agent

B M SDS

2 Help
El Logout

[ Insert ][Edit][ Delete ][ Report ]
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step

Procedure

Result

17.

[]

Primary SDS VIP:

The user will be
presented with the
“Server Groups
[Edit]” screen as
shown on the right.

Main Menu: Configuration -> Server Groups [Edit]

Info -

Field Value

Server Group Name sds_mrsvnc_grp

Description

. Unigue identifier used to label a Server Group. [Default=n/a. Ri

alpha and must not start with a digit]

Level A v|* Select one of the Levels supported by the system

Parent NONE v |* Select an existing Server Group

Function SDS v Select one of the Functions supported by the system

WAN Replication Connaction Count |1 gﬁscsﬁ;' the number of TCP connections that will be used by repl
sds_noamp

Server SG Inclusion Preferred HA Role

dts3-sds-a ¥ Include in 5G Preferred Spare

dts3-sds-b ¥ Include in 5G Preferred Spare

VIP Assignment

10.250.55.125

VIP Address Add

Remove

Ok||Apply| |Cancel

Primary SDS VIP:

Select the “A” server
and the “B” server
from the list of
“Servers” by clicking
the check box next to
their names.

S0_carync
Server 5G Inclusion Preferred HA Role
so-cannc-a ¥ Include in SG Preferred Spare
so-canync-b (¥ Include in 5G Preferred Spare

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [ Edit]

Info
* Pre-Validation passed - Data NOT committed ... Lsedto labe
are alphanu
it.]
L + Select the Network Element f
Element

Primary SDS VIP:

The user should be

Main Menu: Configuration -> Server Groups [ Edit]

presented with a ke
banner information Info Description
message Stat]ng } Unigue identifier used to label
“Data committed”. » Data committed! * Valid characters are alphanun]
not start with a digit]
BT + Select the Network Element fo
Element
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Configuration procedures

Step Procedure Result
Primary SDS VIP:
21. VIP Address Add
I:' Click the “Add”
dialogue button for
the VIP Address.
20 Primary SDS VIP: VIP Address Add
I:' Input the VIP
Address 10.240.39.152 Remove
23 Primary SDS VIP: VIP Address Add
|:| Click the “App|y” 10.240.39 152 Remaove
dialogue button.

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [ Edit]

Info
* Pre-Validation passed - Data NOT committed ... usedto labg
are alphanu
it ]
LR * Selectthe Network Element f
Element

VIP Address

Primary SDS VIP:

The user should be
presented with a
banner information
message stating
“Data committed”.

Add
10.240.39.152 Remove
Main Menu: Configuration -> Server Groups [ Edit]
Inffa =
Info Description
e Unique identifier used to label
= Data committed! * Valid characters are alphanun
not start with a digit]

Network + Selectthe Network Element fo
Element

26.

Primary SDS VIP:

Select...

Main Menu
- Alarms & Events
- View Active

...as shown on the
right.

Connected using VIP to sds-rlghnc-a (ACTIVE NETWORK OAM&P)

B 2 Main Menu

Main Menu: Alarms & Events -> View Active

B Administration

@ Configurat
; B Filter - Tasks ~ Graph ~
I —
= . .k‘ = NO_righnc_arp
View History
: ew Trap Log EventID  Timestamp
B Security Log Seq# [

Severit
Additiof
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
o7 | Primary SDS VIP: Main Menu: Alarms & Events -> View Active
10300 (Romote Tasks -
Database re-
initialization in NO_righnc_grp
progress) alarms are
present with the SDS Seq# EventlD  Timestamp Severity Product  Process NE
SOAM Server ea Alarm Text Additional Info
hostnames in the
“Instance” field.. 10200 2015-08-12 15:40:57 436 UTC AN 2&:?”395 NO_RLG
350
Remaote Database re-initialization in s
progress Remote Database re-initialization in progress
MONITOR THE EVENT ID 10200 (Remote Database re-initialization in progress) ALARMS.
DO NOT PROCEED TO THE NEXT STEP UNTIL THE ALARM CLEAR IS RECEIVED FOR
BOTH SDS SOAM SERVERS.
Primary SDS VIP:
28 Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

I:' Select... B 2 Main Menu p )
Main Menu: Status & Manage -> Serve
Main Menu B & Configuration
> Status & Manage B Network Elements
- Server Appl
Server Hostname Network Element
State
-;-?ﬁ shown on the rver Groups dts3-dp-1 sds_soam Enanl
Il . . .

g urce Domains dts3-drmo-a sds_dr_noamp Enabl
dts3-qs-1 sds_noamp Enabl
dis3-sds-a sds_noamp Enabl
dts3-sds-b sds_noamp Enabl

| Report |
Primary SDS VIP: -
29. y Main Menu: Status & Manage -> Server & Help
1) The “Au and “Bu Wed Aug 01 21:06:01 2012 UTC
|:| SOAM servers should
now appear in the i
right p‘;‘; el Network Element Server Hostname ‘;?:L Alm DB E?aﬁ? H Proc
dr_dallastx drsds-dallaste-a Enabled MNorm Marm MNaorm Marm
2) Verify that the sds_mrsvnc sds-mrsvnc-a Enabled Marm Morm Norm
“DB” status shows sds_mrsvnc sds-mrsvnc-b Enabled MNorm Morm Maorm Narm
';l?[rm ?]nd th“eM Pr?c sds_mrsvnc qs-mrsvnc-1 Enabled N Morm MNorm
W. n
fso? tL)Jc?t}’S\ s%rvsers a S0_carync so-carync-b Disabled / Warn \Morm Morm
before proceeding to 50_carnync so-carync-a Disabled\ Warn JMorm MNorm )
N’ N

the next Step.
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
30 Primary SDS VIP: Main Menu: Status & Manage -> Server © Help
. 1) Using th Wed Aug 01 21:08:01 2012 UTC
sSing the mouse :
! __Fllter hd
|:| select SOAM Server
A. The line entry Appl Reporting
Network Element Server Hostname Alm DB Proc
should now be State Status
highlighted in dr_dallastc drsds-dallastea Enabled Morm  Norm  Norm  Norm
GREEN. sds_mrsvnc sds-mrsvnc-a Enabled [IELE Morm Maorm Morm
sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm Morm Morm
2) Select the sds_mrsvnc gs-mrsvnc-1 Enabled Norm Marm Morm Marm
113 th 1
Restart d|a|Ogue S0_carnync s0-canync-b Disabled Warn MNorm Morm
button from the ; } :
S0_carync so-canync-a Disabled Warn MNorm Marm
bottom left corner of

the screen.

3) Click the “OK”
button on the
confirmation dialogue
box.

[Stop” Restart ” Reboot ]

4) The user should be

presented with a <P Are you sure you wish to restart application software
. . -] on the following server(s)?
confirmation message So-carync-a
(in the banner area)
for SOAM Server A [ ok %j [ concel |
stating:
“Successfully -
Main Menu: Status & Manage -> Server [ Restart]
restarted
H H ”
application”. -
Status
Repl
E = so-carync-a: Successfully restarted application.
m Marm
cre mmeson mAn A Crabirn-d T e |

Primary SDS VIP:

31. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
|:| Select... B £ Main Menu - ]
Main Menu: Status & Manage -> Serve
Main Menu "
etwork Elements
- Status & Manage =
> Server Server Hostname Network Element Appl
State
...as shown on the dts3-dp-1 sds_soam Enabl
right. dts3-drno-a sds_dr_noamp Enabl
dis3-gs-1 sds_noamp Enabl
dis3-sds-a sds_noamp Enabl
dts3-sds-b sds_noamp Enabl
Report

SDS-7.1/7.2/7.3 143 September 2016




SDS Initial Installation and Configuration

Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step

Procedure

Result

32.

[]

Primary SDS VIP:

Verify that the “Appl
State” now shows
“Enabled” and that
the “Alm, DB,
Reporting Status, &
Proc” status columns
all show “Norm?” for
SOAM Server A
before proceeding to
the next Step.

NOTE: If user
chooses to refresh
the Server status
screen in advance of
the default setting
(15-30 sec.). This
may be done by
simply reselecting the
“Status & Manage
- Server” option
from the Main menu
on the left.

Main Menu: Status & Manage -> Server

Hetwork Element

dr_dallastx
sds_mrsvnc
sds_mrsvnc
sds_mrsvnc
S0_carync

S0_canync

@ Help

Wed Aug 01 21:09:15 2012 UTC

Server Hostname :r;; Alm DB gteaﬁ;ling Proc
drsds-dallaste-a Enabled MNorm Morm Morm Morm
sds-mrsvnc-a Enabled [IELEM Morm Morm Naorm
sds-mrsvnc-b Enabled MNorm Norm MNaorm Norm
gs-mrsvnc-1 Enabled MNorm Norm Marm MNorm
so-canync-b Di

s0-carync-a abled MNorm Marm MNorm Norm___|
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Configuration procedures

Step Procedure Result
Primary SDS VIP: .
33. y Main Menu: Status & Manage -> Server @ Help
|:| 1) Using the mouse Wed Aug 01 21:11:16 2012 UTC
| O]
select SOAM Server
B. The line entry Network Element Server Hostname gra‘ile Alm DB gf;m;llng Proc
should now be dr_dallastx drsds-dallast: Enabled N M M M
highlighted in r_dallas rsds-dallaste-a nable orm orm orm orm
GREEN. sds_mrsvnc sds-mrsvnc-a Enanled [IIEIEM Morm Morm Morm
sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm Morm Morm
sds_mrsvnc qs-mrsvne-1 Enabled Morm Morm Morm Morm
2) Select the S0_carync so-carync-b Disabled Warn MNorm Morm
[ t] H
Restart dlalOgue s0_carync so-carync-a Enabled Morm Morm MNorm Morm

button from the
bottom left corner of
the screen.

3) Click the “OK”
button on the
confirmation dialogue
box.

4) The user should be
presented with a
confirmation message
(in the banner area)
for SOAM Server B

& Help
E Logout

[Smp][ Restart ][ Reboot ]

Windows Internet Explorer

9

- ] on the following server(s)?

so-caryncb

Are you sure you wish to restart application software

l

[ Ok !%J[ Cancel

stating:
“Successfully )
restarted Main Menu: Status & Manage -> Server [ Restart] y
H H ”

application”. —

Status

Alm
m’ + so-carync-b: Successfully restarted application.
ed MNorm
sds_mrsvnc sds-mrsvnc-a Enabled [EIEH

Primary SDS VIP:

34. Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
|:| Select... B 8 Main Menu - .
# Administration Main Menu: Status & Manage -> Serve
. : Configuration
Main Menu B ‘ = __
> Stat &M | work Elements AE T
atus anage =
> Server Server Hostname Network Element Appl
State
...as shown on the dts3-dp-1 sds_soam Enabl
right. dts3-drmo-a sds_dr_noamp Enabl
dis3-gs-1 sds_noamp Enabl
- dts3-sds-a sds_noamp Enakbl
@i Alarms & Events dis3-sds-b sds_noamp Enabl
rity Log | Repart |
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Procedure 9: Pairing the SDS SOAM Servers (All SOAM sites)

Step Procedure Result
Primary SDS VIP: .
35. Main Menu: Status & Manage -> Server [ Restart] & Help
I:' Verify that the “Appl Wed Aug 01 21:14:18 2012 UTC
State” now shows Status -
“Enabled” and that _
the “Alm, DB, Network Element Server Hostname Appl Alm DB Reporting ¢
. State Status
Reporting Status &
Proc” status Columns dr_dallastx drsds-dallast-a Enabled MNorm Maorm Morm Morm
all show “Norm” for sds_mrsvnc sds-mrsvnc-a Enabled [ELE Morm Morm Norm
SOAM Server A and sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm Morm Morm

Server B before

proceeding to the sds_mrswne gs-mrsvnc-1 En Morm
next Step. TIE LT go-carync-b Enabled Norm Morm
s0_carync so-carync-a Enabled Morm

NOTE: If user chooses to refresh the Server status screen in advance of the default setting
(15-30 sec.). This may be done by simply reselecting the “Status & Manage - Server”
option from the Main menu on the left.

Primary SDS VIP:

|:| Click the “Logout”
link on the SDS ' P
server GUI. Fri Nowv 18 14:43:32 2011 UTC

Welcome guiadmin [Logout]

he = A 1-32-character string.
Rt least one alpha and must

THIS PROCEDURE HAS BEEN COMPLETED

5.9 DP Installation (All SOAM sites)

The user should be aware that during the Data Processor (DP) installation procedure, various errors may be seen at
different stages of the procedure. During the execution of a step, the user is directed to ignore errors related to values
other than the ones referenced by that step.

Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result

EXECUTE Appendix J: (Disable Hyperthreading (DP Only) ON EACH DP BLADE AFTER
THIS PROCEDURE.
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Configuration procedures

Step

Procedure

Result

lei|

PMAC Guest VM:

Launch an approved
web browser and
connect to the XMl IP
Address of the
PMAC server at the
SOAM site

NOTE: If presented
with the “security
certificate” warning
screen shown to the
right, choose the
following option:
“Continue to this
website (not
recommended)”.

@ There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercq

senver.

We recommend that you close this webpage and do not continue to

@ Click here to dose this webpage.

'gj' Continue to this website (not recommended).

@ More information

PMAC Guest VM:

The user should be
presented the login
screen shown on the
right.

Login to the GUI
using the default user
and password.

ORACLE

Oracle System Login
Fri Dec 10 15:19:48 2014 EST

LogIn
Enter your username and password to log in
Username: pmacadmin
Password: o.oo.oo‘

[F1  Change password

Unauthorized access is prohibited. This Cracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Oracle and Java are registered trademarks of Oracle Corporation and/or its affiliates.
Other names may be frademarks of their respective owners.

Copyright @ 2010, 2014, Oracle sndior its affiiates. All rights reserved.
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Configuration procedures

Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step

Procedure

Result

PMAC Guest VM:

The user should be
presented the PMAC
Main Menu as shown

.o [site] .

ORACLE

Platform Management & Configuration
6.0.0.0.0-60.14.0

on the right...
SR vain Mend :
Platform Management & Configuration
: i Software
- [ VM Management
i Storage
B Administration
B Status and Manage
.. B Task Monitoring
i Legal Notices L
. EfElini This is the user-defined welcome message.
S Help It can be modified using the 'GUI Site Settings’ page, reachg
g B Logout via the Main Menu's "Administration’ submenu.
PMAC Guest VM:

Select the designated
DP server blade from
the Menu...

Main Menu

- Hardware

-> System Inventory
- <Cabinet>

- <Enclosure>

-> <Server Blade>

...as shown on the
right.

Platform Management & Configuration
6.0.0.0.0-60.14.0

ORACLE

: o Enclosure 50201 - Bay 7F
Il Bay 0BR-OA -

B Bay 1F-Server Blade

B Bay 2F-Server Blade Hardware  Software  Network
B Bay 3F-Server Blade 3

B Bay 4F-Server Blade Entlt}’ Summaﬁ"

B Bay 6F-Server Blade Entity Type  Server Blade
2] Enclosure 50201

B Bay 8F-Server Bladeljs BT

B Bay oF-Server Blade Hot-swap State  Active

B Bay 10F-Server Blad

B Bay 11F-Server Blad Product Area

B Bay 12F-5erver Blad Manufacturer HP

B Bay 13F-Server Blad ProductName ProLiant BL620c G7
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result
PMAC G t VM:

5. ues Endosure 50201 - Bay 7F

I:' Install the operating i i

system by clicking the

“Insta" osu dialogue Hardware Software Network

button Entity Summary Product Area
Entity Type Server Blade Manufacturer HP
Enclosure 50201 Product Name ProLiant BL620c G7
Bay 7F Part Number
Hot-swap State Active ‘ Product Version 1.28 Jan 13 2012
' Serial Number USE130D8SFY
AssetTag N/A
File I1d
Board Area Chassis Area
Mfg Date Time N/A Part Number
Manufacturer Serial Number USE130D8FY
Product Name

Part Number 643786-B21
Serial Number USE130D8FY

File Id
l Install OS l [ Cold Reset } { Warm Reset
Upgrade
6. PMAC Guest VM: Select Image
|:| 1) Select the desired Image Name Type Architecture Description
TPD Image : g : i
g ;{I’;ﬁD.grLstall 6.7.0.0.1_84 20.0-OracleLinuxg.5- Bootable ¥86_64 TPD 24 20
2) Click the “Start /{D_in;all-? 0.0.0.0_86.14.0-OracleLinuxg.5- 1
) Click the “Star q4 e : otable  xB6_64
Software Install” MW B4 -
dialogue button 14 n ¢
Lo oo
Start Software Install i
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Configuration procedures

Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure

Result

PMAC Guest VM:

The user should be
presented with an
“Are you sure you
want to install”
message box as
shown on the right.

Click the “OK”
dialogue button

The page at https:/f10.240.39.4 says:

6 Are you sure you want toinstall TPD--5.0.0_72.25.0--x56_64 on the listed entities?

[8]4

| [ Cancel

PMAC Guest VM:

Note the task number
assigned to SDS
Application upgrade.
This number will be
used to track its
progress.

This task takes up to
~25 minutes.

Software Install - Select Image

Targets
Entity _Slatus.

Enc:50101 Bay.8F ( Task 793 )

Selectan|

TPD--5.0.0_72.28.0--x86_64
TPD--5.0.0_72.20.0--x86_64
TPD--5.0.0_72.8.0--x86_64
TVOE--1.0.0_72.30.0--872-2290-101--x86_64

Execute ”Install OS”

9. for for each additional e Repeat Steps 3 - 9 of this procedure for each additional DP server blade
|:| DP Server. in the SOAM enclosure.
10 PMAC Guest VM: .. [pmac-11809-38] ..
D 1) Select... ORACLE Platform Management & Configuration
Main Menu 60000-60140

-> Task Monitoring

...as shown on the
right.

8 Main Menu
iE Hardware
i Software

&
B Leogal Notices

i g2 Help

B Logout

Background Task Monitoring

ID Task

Target

[} 7367 Backup PM&C
[} 7366 Backup PM&C

[} 7365 Backup PM&C

SDS-7.1/7.2/7.3

150

September 2016




SDS Initial Installation and Configuration

Configuration procedures

Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result
11 PMAC GueSt VM: D Task Target Status Running Time  Start Time Progress
|:| [} 793  nstanos Enc:50101 Bay:8F Done: TPD--5.0.0_72.28.0--x86_64 0:24:45 131213:)2903 100%
Wait until “Install OS” BT
the tasks show 100% "] 792 nstall 0s Enc:50101 Bay-TF Done: TPD--5.0.0_72.28.0-x86_64  0:25:08 iR 100%
Under the Prog ress :] 791 Backup PM&C PM&C Backup successful 0:00:09 3210‘:]::'2103 100%
column. =
) 790 Upgrade HostIP: .55 e85:3528 o R 2011-12-07 T
Pora Guest: DP_SOAM B 0 12:24:53 2
Host IP: ..:55M1e85:3528 2011-12-07 :
.... then proceed to 7] 789  Install 08 Guest: DP SOAM B Done: TPD--5.0.0_72.28.0-x86_64  0:12:00 11:59:27 100%
the next step. Enc:50101B i
A 2 ay:12F Guest creation completed o 2011-12-07 o
0) 788 virtAction: Create o5 h soam B {DP_SOAM_E) (EEE 11:57:55 LoDz
PMAC Guest VM: .
12 ORACLE Platform Management & Configuration

Re-select the
designated DP server
blade from the
Menu...

Main Menu

- Hardware

- System Inventory
- <Cabinet>

- <Enclosure>

- <Server Blade>

...as shown on the
right.

6.0.0.0.0-60.14.0

i@ Enclosure Info
ay DAR-OA

m

Enclosure 50201 - Bay 7F

Hardware Software

Metwark

'Entity Summary

Entity Type Server Blade

Enclosure

50201

Bay 7F

Hot-swap State

Active

'Product Area

Manufacturer HP

Product Name

ProLiant BL620c G¥

Chmad R L
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Configuration procedures

Step Procedure Result
13, | PMAC GuestVM: Endosure 50201 - Bay 7F
I:' Select the “Software” - BT
tab. Hardwar@etwork
a E D 4
Entity Summary Product Area
Entity Type Server Blade Manufacturer HP
Enclosure 50201 Product Name ProLiant BL620c G7
Bay 7F Part Number
Hot-swap State Active Product Version 1.28 Jan 13 2012
Serial Number USE130D8FY
AssetTag N/A
File I1d
& Y 7
Board Area Chassis Area
Mfg Date Time N/A Part Number
Manufacturer Serial Number USE130D8FY
Product Name
Part Number 643786-B21
Serial Number USE130D8FY
File Id
[ Install OS ] [ Cold Reset \ l Warm Reset
Upgrade
14. PMAC Guest VM: Enclosure 50101 - Bay 7F
|:| 1) Verify the correct
TPD is shown. Hardware Network
2) Verify Operating System Details
“App”ca’[ion Details” Operating System CentOS
are blank. 0 S Version 5.6
Hosthame hostname1323359455
Platform Software TPD (x86_64)
Platform Yersion 5.0.0-72.28.0
Application Details
Application
Version
Function
Designation
Install 05 ] I Upgrade ] [ Cold Reset ] [ Warm Peset
00
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Configuration procedures

Step

Procedure

Result

15.

[]

PMAC Guest VM:

1) Select the
“Network” tab.

2) Make note of the
control IP address for
this DP, called
“bond0”; it will be
referenced later

3) Select the
“Upgrade” button.

Endosure 50101 - Bay 7F

Hardware

Software

Hetwork

Hardware

Software

Network

'/Networking Details for hostname1326745072

Admin Operational
Interface IP Address Status Status
bond0 92.168.1.226 Up Up &
v
£ >
Install OS Upgrade ” Cold Reset ” Warm Reset

PMAC Guest VM:

1) Select the correct
SDS version from the
“Image Name” list.
The line entry should
now be highlighted in
GREEN.

2) Select the “Start
Upgrade” dialogue
button

Software Upgrade - Select Image

Targets
Entity

Status

Enc:a0101 Bay:7F

Ima,

Thu Dec 08 16:01:34 2

Select an I1SO to Upgrade on the listed Entities

q S0S--3.0.0_10.4 u--s?z-2355-1nz--xaawraue

i —

TPD-5.0.0_72.28.0-xB86_64
TPD--6.0.0_73.20.0-x86_64
TPD--5.0.0_72.8.0--xB6_64

DSR--3.0.0_30.13.1--872-2329-102-x86_F4 Upgrade

MAWPSET--5.0.0_50.100--872-2332-101--x86_ Upgrade

DSR--3.0.0_30.14.1--872-2328-103-xB6_64 Upgrade

DSR--3.0.0_30.13.0--872-2338-102--x86_F4 Upgrade
DSR--3.0.0_30.14.0--872-2329-103-x86_64 Upgrade
DSR--3.0.0_30.11.0--872-2329-101--x86_84 Upgrade
TWOE--1.0.0_72.30.0--87 2-2290-101-%86_f4 Hootahle

Type Architecture Description
wB6_B4
JBE_64 Eil;l’lsg 13 test 150 with PRMAG WM
xBE_G4 557 testIS0
Bootable x36_64 official TPD 5.0.0-72.28.0 Release
Bootable *BE6_B4 Official TPD 72.20 release
Bootable HB6_G4 150 far CPA
¥BE_64 lggl:’ﬁrgCUmAgenUCF‘A perdormance
*B6_B4 official DSR 30.13.0 Release
HB6_64 Official DSR 30.14 release
xBE_G4 Official DSR 30,11 build.
HBE_F4 latest TVOE 180

< Start Upgrade >
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result

PMAC Guest VM:

The page at https://10.240.39.4 says:

I:I The user should be 6 Are wol sure you wank ko upgrade ko S05--3.0.0_10,4,0--872-23558-102--x586_64 on the listed
. entities?

presented with an

Are you sure youu o

want to upgrade

message box

....as shown on the
right.

] [ Cancel

Click the “OK”
dialogue button.

PMAC Guest VM:
18. Software Upgrade - Select Image

I:' Note the task number
assigned to upgrade
SDS application . Targets Select an ISO to Upgrade off
This number will be Entity

used to track its Enc:50101 Bay:aF ( Task795 s Image Name T iType Arc|
progress. || RN e T

S0S8--3.00_10.4.0-872-2358-102--%x86_64  Uparade pitela]

. DSR--3.0.0_30.13.1--872-2329-102--x86_64 Upograde it
This task takes up to

~20 minutes. ANWPSS7--5.0.0_50.10.0--872-2332-101--%86_ Upgrade fita1a]
TPD--5.0.0_72.28.0--x06_64 Bootahle el
TPD--5.0.0_72.20.0--x86_F4 Bootahble pite1a)
TPD--5.0.0_72.8.0-x86_E4 Bootable fit:1a]

DER--3.0.0_30.141--872-2329-103-%86_64 LUpagrade fita1a]

DER--3.0.0_30.13.0--872-2329-102-%86_K4 Upgrade itz
DER--3.0.0_30.14.0--872-2329-103-%86_64 LUpgrade fit:13]

Install SDS SW . "
% enscﬁ remaining gr;, e Repeat Steps 10 - 18 of this procedure for each additional DP server

server blade. blade installed in the SOAM enclosure.
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result
20 PMAC Guest VM: ..~ [pmac-11809-38] -
Select. .. ORACLE Platform Management & Configuration
6.0.0.0.0-60.14.0
Main Menu
- Task Monitoring o
& Hardware Background Task Monitoring
...as shown on the M Software
right. EIEIET:
D Task Target
[ 7367 Backup PM&C
B
B Legal Notices ] 7366 Backup PNEC
[ 7365 Backup PM&C
21 PMAC Guest VM: Target Status Running Time  Start Time
Ij < Upgrade Enc:50101 Bay:8F SUccess 0:12:11 121012132308
Yvall(t Unht II U]I.:)Ogorsd e Upagrade Enc:50101 Bay:TF Success 0:12:08 §2_1011'_1525'03
askKs snow (1) BIIE
under the Pro gress "] 793 Instal 0S5 Enc:50101 Bay:8F Done: TPD--5.0.0_72.28.0--x86_64  0:24:45 ﬁg:zk:'oi'os
column.
:] 792 Install 0S Enc:50101 Bay:7TF Done: TPD--5.0.0_72.28.0--x86_064 0:25:08 §g12':312203 100%
o then proceed to j 791 Backup PM&C PME&C Backup successiul 0:00:09 gg:ok:hﬁ-oa 100%
the next step. Host IP: ;551 fe85:3528 2011-12.07 .
p ] 790 upgrade Guest: DP SOAM B Success 0:06:24 12:24°53 100%
Host IP: . :55fffa85:3528 2011.12.07
PMAC Guest VM::
22. Welcome pmacadmia [Logout] )
D Click the “Logout” PR
link on the PMAC & Help
server GUI. Tue Dec 20 15:37:52 2011 UTC
Running Time  Start Time Progress
00257 2011-12-20 AO%: 2
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Step

Procedure

Result

23.

[]

Primary SDS VIP:

Launch an approved
web browser and
connect to the XMl
Virtual IP address
(VIP) assigned to
Active SDS site

NOTE: If presented
with the “security
certificate” warning
screen shown to the
right, choose the
following option:
“Continue to this
website (not
recommended)”.

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercq
server,

We recommend that you close this webpage and do not continue to
& Click here to close this webpage.

B9 Continue to this website (not recommended).

= More information

Primary SDS VIP:

The user should be
presented the login
screen shown on the
right.

Login to the GUI
using the default user
and password.

Oracle System Login

Unauthorized access is prohibited. This Oracle system requires the use of Microsoft Internet Explorer 8.0, 9.0, or

ORACLE

Tue MNov 4 13:38:12 2014 EST

Log In
Enter your username and password to log in
Username: |
Password:
r Change password

Welcome to the Oracle System Login.

10.0 with suppert for JavaSeript and cookies

Qracle and Java are registered trademarks of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Copyright @ 2040, 2014, Cracle andfor ifs affiliates. All rights reserved.
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step

Procedure

Result

25.

[]

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as shown
on the right.

Connected using VIP to dts3-sds-a (ACTIVE NETWORK OAM&P)

B 2 Main Menu
i Administration
= & Configuration
i i |l Network Elements
| @ & Network
: j Devices
B Routes
Services
- [l Servers
- [l Server Groups
- [l Resource Domains
- [ Places
B Place Associations
: = DSCP
B & Alarms & Events
; Bi View Active

ORACLE" ETE?;g:c:gons Diameter Signal Router Full Address Resolution

Main Menu: [Main]

This is the user-defin
Itcan be modified using the "General Cpti

Login Nam

Last Login Time: Mon N
Last Login IP:

Recent Failed L{

Primary SDS VIP:

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

Main Menu -~
|:| 1) Select... Main Menu: Configuration -> Servers
Main Menu
- . [ Fiter_~]
> Configuration =
- Servers Hostname Role System ID é:}ow“?)r :I‘:t::;':
...as shown on the
right Network NOAMP_ sds_noz
Domains dis3-sds-b O:M‘!?Fr' group fﬂps_m
2) Select the “Insert” [
dialogue button. Network NOAMP_ sds_noz
dis3-sds-a OAMEP aroup - mp_
| Insert | Report
Primary SDS VIP: .
27. y Adding & new server
|:| The user is now Attribute Value Description

presented with the
“Adding a new
server” configuration
screen.

Raole - Select Role -
Hardware
Frofile

Metworlk
Element - Unassigned - %=
MName

TVOE Guest

Location

Host Mame ® Valid characters are alphanumeric and minus sign. Must start with an

w

Unigue name for the server. [Default = n/a. Range = A 20-character string.

alphanumeric and end with an alphanumeric]

* Selectthe function of the server

w | Hardware profile ofthe server

Select the network element

Location description [Default =™. Range = A 15-character string. Valid value
is any text string.]
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Configuration procedures

Step Procedure Result
og. | Primary SDS VIP: Adding a new server
I:' ‘I‘E%L;tt:]haer:;?lf%rrlige Attribute  Value Description
Datab ) Unique name for the server. [Default = nfa. Range = A 20,
atabase Processor Host Name |d 1 . character string. Valid characters are alphanumeric and
(DP)- SEEN)E minus sign. Must start with an alphanumeric and end wi
an alphanumerjc]
Primary SDS VIP:
29. Raole MP w |« Selectthe function of the server
Select “MP” for the _ Select Role -
Role f th Hardware
server Role from the Profiic NETWORK 0AM&P VM1 v | Hardware profile of the semver
pull-down menu. SYSTEM OAM
Metwark

Element Mame QUERY SERVER

Selectthe network element

Primary SDS VIP:

Using the chart
provided, select the
DP Hardware Profile
which is appropriate
to your installation
from the pull-down
menu.

NOTE: The choice
of DP HW Profile is
dictated by the
placement of the
XMI switch pair in
the c-Class
enclosure.

Hardware

Prafile SDS TVOE Guest
SDS TVOE Guest

Metwark

S05 HP c-Class Blade V2
SDS HP c-Class Blade V0
SDS HP c-Class Blade W1

Element Name

~ | Hardware profile of the server

Selectthe netwark element

Location description [Default = ™. Range|

Location SDS HP Rack Mount String ]
) Bonded
DP HW Profile Network Comments
Interfaces

SDS HP c-Class | IMI Bondo Use when both XMI and IMI
Blade VO (etho1, ethop) | '€ 0 be VLAN tagged.

XMI

M Bond0 Use when XMI enclosure
SDS HP c-Class (eth01, eth02) | switches are connected to
Blade V1 bond1 DP blade mezzanine card

XMI (eth23, eth24) ports eth23 / eth24.

M Bond0 Use when XMI enclosure
SDS HP c-Class (eth01, eth02) | switches are connected to
Blade V2 bond1 DP blade mezzanine card

XMI (eth21, eth22) ports eth21 / eth22.
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result
31 Primary SDS VIP: Network
|:| Select the Network Element - Unassigned - |+ |+ Selectthe network element
Element.Namhe of tﬂe Mame - Unassigned -
Sg';“SM ﬁltseicv;”eret e Location sds_mrsvnc Location description [Default =
phy y dr dallastx character string. Valid value is

located from the list of
available NEs in the
pull-down menu

[ Apply H Cancel ]

NOTE: After the Network Element Name is selected, the Interfaces fields will be displayed,
as seen in Step 33

Primary SDS VIP:

Enter the site
location.

NOTE: Location is an
optional field.

Lacation

Cary NC

Location description [Default =
character string. Valid value is

Primary SDS VIP:

NTP Servers:

|:| 1) Enter the IMI IP NTP Server IP Address Prefer Add
address for the DP 10.240.21.191 Remove
Server. 10.240.21.192 Remove
10.240.21.193 v Remove
2) Set the IMI OK|[Apply| [Cancel
Interface to “bond0”
and “check” the VLAN
VLAN checkbox. DP Server Network Interface
Checkbox
DP IMI bond0 /
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34.

1) Enter the customer
assigned XMI IP
address for the DP
Server.

Layer 3

(No VLAN tagging
used for XMI)

2) Set the XMI
Interface to “bond1”
and “DO NOT
check” the VLAN
checkbox.

-OR -

Layer 2

(VLAN tagging used
for XMI)

2) Set the XMI
Interface to “bond0”
and “check” the
VLAN checkbox.

DP Server

Network

VLAN tagging
(on XMI network)

Interface

VLAN
Checkbox

DP

XMI

No

bond1l

X

Yes

bond0

v

111 CAUTION !!!

It is crucial that the correct network configuration be selected in Steps 33 - 34 of this
procedure. Choosing an incorrect configuration will result in the need to re-install the OS

and restart the DP Server instalation procedure over from the beginning.

Primary SDS VIP:

1) Click the “NTP
Servers:” “Add”
dialogue button.

2) Enter the NTP
Server IP Address
for an NTP Server.

3) Enter 3 NTP
Server IP address,
repeat (1) and (2) to
enter it.

4) Optionally, click the
“Prefer” checkbox to
prefer one NTP
Server over the other.

NTP Séreers:

NTP Serer P Address

Prefer

Ok Apply Cancel

NTP Servers:

10.250.32.10

NTP Server IP Address

Prefer

Remave

NTP Servers:

NTP Server IP Address

10.240.21.191
10.240.21.192

10.240.21.193

Prefer

Ok||Apply |Cancel

Add

Remove
Remove

Remove
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Result

36.

[]

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Click the “Apply”
dialogue button...

Main Menu: Configuration -> Servers [Insert]

Infoa =
Info

i

» Pre-Yalidation passed - Data MOT committed ..

Unigue name for the server
20-character string. WValid chj

Host Name - - 2 A .

|SD cary-nc and minus sign. Must start
Interfaces:
Network IP Address Interface
HMI(10.240.39.128/25) 10.240.39.154 bond1 % | [] yLAN (3)
IMI(10.240.38.64/26) 10.240.38.82 bond0 VLAN (4)

Primary SDS VIP:

If the values provided
match the network
ranges assigned to
the NE, the user will
receive a banner
information message
showing that the data
has been committed
to the DB.

Main Menu: Configuration -> Servers [Insert]

Info =

Info
/ o » Data committed!
Description
Unique name for the server. [D
Haost Mame |dp—|:ar'_\,fn|:—1 * Walid characters are alphanum

alphanumeric and end with an

Primary SDS VIP:

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

Select... B S Main Menu - . R
|:| 3 @ Administration Main Menu: Configuration -> Servers
ﬂ & Configuration .
Main Menu :
- Configuration
9 Hostname Role System ID éewer e o
roup Element
- Servers
MNetwork NOAMP_ sds_noz
dts3-sds-b - —
...as shown on the OAM&P group  mp
right. =
Metwork MNOAMP_ sds_nog
LEeisa DAM&P group  mp
C Ter Agent 1 ——
: B Communication Agent | Insert | Report
M SDS — =
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Primary SDS VIP: - - -
39. y Main Menu: Configuration -> Servers @
Fri Aug 17 13:58:41 2012
D On the o -
“Configuration pocesacoeooieoiooia : _
9 s ’ \Hostname Role Server Group Hetwork Element Location Details
ervers” screen, | [ttt
. XMI: 10.250.55.124
flnd the neWIy added sds-mrsvnc-a Network OAM&P  sds_mrsvnc_agrp  sds_mrsvnc IMI* 169 254 100 11
DP server in the list. T isvil XM 10.250.55.128
sds-mrsvnc-b Network OAM&P  sds_mrsvnc_grp  sds_mrsvnc Marrisville_NC ML 169.254.100.12
gs-mrsvne-1 Query Senver sds_mrsvnc_grp  sds_mrsvnc Morrisville_NC m'l:116092255%51% ;217;
Note: The DP server 10 350 55 1B
W|” haVe a “M Pu rOle. drsds-dallast-a Network OAM&F  drsds_dallasix_grp sds_mrsvnc Dallas_Tx IMI 169 254.100.14
XMI: 10.240.39.150
so-carync-a System OAM s0_canync_grp s0_cannc Cary_NC M- 10.240.38 78
XMI: 10.240.39.151
so-carync-b System OAM S0_canync_grp s0_canync Cary_NC 1M 10.240.38 79
L
E !
Primary SDS VIP:
40. Hostname Role Server Group Network Element  Location Details
|:| 1) Using the mouse, sds-mrsvnc-a MNetwork OAM&P  sds_mrsvnc_grp  sds_mrsvnc f(hmlga%z;gﬁ%:)z;:
SeIeCt the nery d b MNetwork OAME&EP v d Morrisville_NC UL SRS 2
added DP server sds-mrsvnc- etwor sds_mrsvnc_arp  sds_mrsvnc orrisville_l Wl 169,254 100 12
entry'_T_he “ne entry gs-mrsvnc-1 Query Server sds_mrsvnc_grp  sds_mrsvnc Marrisville_MC fml:a%zz%(iﬁ%:ﬁg
containing the server
i “ ” XMI: 10.250.55.161
er]th ?d MP t:ole drsds-dallaste-a Network OAM&P  drsds_dallaste_grp sds_mrsvnc Dallas_TX IMI: 169.954.100.14
should now pe
R . 3 _ HMI: 10.240.39.150
hlghllghted in S0-cannc-a System OAM S0_carmnc_grp 50_cannc Cary_NC W 10.240.38 78
GREEN. XMI: 10.240.39.151
so-carync-b System OAM s0_carync_grp s0_carync Cary_NC W 10,240 38 79
pemred P ] S0 Eme Cary_NG KMI: 10.240.39.154

2) Click the “Export”
dialogue button from

the bottom left corner
of the screen.

IMI: 10.240.38.82

Insert || Delete Ex$rt Validate

Primary SDS VIP:

The user will receive
a banner information
message showing a
download link for the
“MP” configuration
data.

Main Menu: Configuration -> Servers [ Export]

Wed Dec 14 19:3]

Hostname

sds-mrsvnc-a

sds-mrsvnc-b

drsds-dallastx-a

Info
La
o + Exported server data in TKLCConfigData.dp-carync-1.sh may be downloaded
B0
URNTEF
NETWORK |
OAMER 10.250.55.1: 169.254 100 sds_mrsvnc_grp  sds_mrsvnc M
NETWORK
OAMAE 10.250.55.11 169.254 100 drsds_dallast_arp dr_dallastx C

42.

[]

Configure/Export the
each additional DP
server to be installed
for this SOAM site.

e Repeat Steps 26 - 41 of this procedure for each additional DP server installed in

the SOAM cabinet.
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Step

Procedure

Result

Primary SDS VIP:

Click the “Logout”
link on the SDS
server GUI.

Welcome guiaidmin [Logout]

Fri Nov 18 14:43:32 2011 UTC

be = A 1-32-character string.
Bt least one alpha and must

Primary SDS VIP:

1) SSH to the
Primary SDS NOAM
VIP and access the
command prompt.

2) Log into the server

as the “admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>

Primary SDS VIP:

$ ed /var/TKLC/db/filemgmt

45,
|:| Change directory to
filemgmt
46 Primary SDS VIP: $ 1s —-ltr TKLCConfigData*.sh

Attain directory listing.

Look for the
configuration file(s)
that have just been
generated for the
DP(s). This should
appear toward the
bottom of the output.

*** TRUNCATED OUTPUT ***

-rw-rw-rw— 1 admusr admusr 2042 Dec 20 10:54 TKLCConfigData.dp-
carync-1.sh

-rw-rw-rw— 1 admusr admusr 2042 Dec 20 10:57 TKLCConfigData.dp-
carync-2.sh

Primary SDS VIP:

Use scp to copy the
file(s) to the PMAC

$sudo scp -p <configuration file-1> <configuration file-2>
admusr@<PMAC Mgmt_ IP>:/tmp/

Password: <admusr password>

server. TKLCConfigData.dp-carync-1.sh 100% 1757 1.7KB/s 00:00
TKLCConfigData.dp-carync-2.sh 100% 1757 1.7KB/s 00:00
$

Primary SDS VIP: $ exit

48.

Logout of the Primary

SDS CLI.

49 PMAC Server CLI: login: admusr

]

Use SSH to login to
the PMAC Guest VM
server as the
admusr.

Password: <admusr_password>
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Procedure

Result

50.

[]

PMAC Guest VM:

Copy the server
configuration file to
the Control IP for the
DP.

Note: The Control IP
for each DP is
obtained in Step 15
of this procedure.

$ sudo scp -p /tmp/<configuration file>
admusr@<DP_Control IP>:/var/TKLC/db/filemgmt/

Password: <admusr_password>
TKLCConfigData.dp-carync-1.sh 100% 1757 1.7KB/s 00:00

PMAC Guest VM:

Connect to the DP
server console from
the PMAC Server
Console.

$ ssh <DP Control IP>

Password: <admusr_password>

DP Server:

Copy the SDS DP
configuration file to
the “/var/tmp”
directory on the
server, making sure
to rename the file by
omitting the server
hostname (shown in
red) from the file
name.

Example:
TKLCConfigData<.server_hostname>.sh =» will translate to = TKLCConfigData.sh

S sudo cp -p /var/TKLC/db/filemgmt/TKLCConfigData.dp-carync-1.sh
/var/tmp/TKLCConfigData.sh

NOTE: The server will poll the /var/tmp directory for the presence of the configuration file
and automatically execute it when found.

DP Server:

After the script
completes, a
broadcast message
will be sent to the
terminal.

*** NO OUTPUT FOR =~ 3-20 MINUTES ***

Broadcast message from admusr (Mon Dec 14 15:47:33 20009):
Server configuration completed successfully!
See /var/TKLC/appw/logs/Process/install.log for details.

Please remove the USB flash drive if connected and reboot the
server.

<ENTER>

54.

DP Server:

Verify that the desired
Time Zone is
currently in use.

$ date
Mon Aug 10 19:34:51 UTC 2015
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Step Procedure Result
55 DP Server: Example: $ sudo set_ini_tz.pl <time_ zone>
If the desired Time NOTE: The following command example sets the time to the “UTC” (aka GMT) time zone
Zone V\;az nOtth which is recommneded for all sites.
resented in the . . . S
pres The user may replace, as appropriate, with the customer requested time zone for this site
previous step... . . . . L
installation. See Appendix H for a list of valid time zones.
Configure the Time
Zone. $ sudo set_ini_ tz.pl “Etc/UTC”
Otherwise, skip to the
next step.
DP Server: $ sudo init 6
56.
|:| Initiate a reboot of the
DP.
57 DP Server: $ Connection to 192.168.1.226 closed by remote host.

Output similar to that
shown on the right
may be observed as
the server initiates a
reboot.

Connection to 192.168.1.226 closed.

PMAC Guest VM:

After the DP server
has completed
reboot...

Re-connect to the DP
server console from
the PMAC Server
Console

$ sudo ssh <DP Control IP>
Password: <admusr_password>

DP Server:

1) Verify that the XMl
IP address input in
Step 33 has been
applied to “bond1”.

2) Verify that the IMI
IP address input in
Step 33 has been
applied to “bond0.4”.

NOTE: Exact bond
configuration may
vary for custom
network
implementations.

$ ifconfig |grep in

bond0 Link encap:Ethernet HWaddr B4:99:BA:AC:BD:64
inet addr:192.168.1.226 Bcast:192.168.1.255

Mask:255.255.255.0

bond0.4 Link encap:Ethernet HWaddr B4:99:BA:AC:BD:64
inet addg:10.240.38.82 ) Bcast:10.240.38.127

Mask:255.255.255.19

bondl Link :BD:64
inet .255

Mask:255.255.

eth01 Link encap:Ethernet HWaddr B4:99:BA:AC:BD:64

eth02 Link encap:Ethernet HWaddr B4:99:BA:AC:BD:64

lo Link encap:Local Loopback

addr:127.0.0.1

inet Mask:255.0.0.0
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60 DP Server: $ ping -c 5 10.240.38.78
; PING 10.240.38.78 (10.240.38.78) 56(84) byt f data.
|:| From the DP Server, ( . ) (84) bytes o data
“ping” the IMI IP 64 bytes from 10.240.38.78: icmp seqg=1 ttl=64 time=0.031 ms
address of the 64 bytes from 10.240.38.78: icmp seg=2 ttl=64 time=0.017 ms
SOAM-A Guest. 64 bytes from 10.240.38.78: icmp seqg=3 ttl=64 time=0.031 ms

64 bytes from 10.240.38.78: icmp seg=4 ttl=64 time=0.028 ms
64 bytes from 10.240.38.78: icmp seqg=5 ttl=64 time=0.030 ms
64 bytes from 10.240.38.78: icmp seg=6 ttl=64 time=0.028 ms

--- 10.240.38.78 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5000ms
rtt min/avg/max/mdev = 0.017/0.027/0.031/0.007 ms

61 DP Server: $ ping —c¢ 5 10.240.39.1
i PING 10.240.39.1 (10.240.39.1) 56(84) bytes of data.
|:| From the DP Server, ( . ) (84) by .
“ping” the local XMI 64 bytes from 10.240.39.1: icmp seg=1 ttl=64 time=0.024 ms
Gateway address 64 bytes from 10.240.39.1: icmp seqg=2 ttl=64 time=0.033 ms
associated with the 64 bytes from 10.240.39.1: icmp seq=3 ttl=64 time=0.032 ms
SOAM NE. 64 bytes from 10.240.39.1: icmp seg=4 ttl=64 time=0.026 ms
64 bytes from 10.240.39.1: icmp seg=5 ttl=64 time=0.027 ms
64 bytes from 10.240.39.1: icmp seqg=6 ttl=64 time=0.026 ms
--- 10.240.39.1 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5004ms
rtt min/avg/max/mdev = 0.024/0.028/0.033/0.003 ms
62 DP Server: $ ntpq -np
: « ' remote refid st t when poll reach delay offset Jjitter
|:| Use the “ntpq
command to verify
connectivitytothe +10.250.32.10 192.5.41.209 2 u 139 1024 377 2.008 1.006 1.049
assigned Primary and *10.250.32.51 192.5.41.209 2 u 979 1024 3717 0.507 1.664 0.702
Secondary NTP
server(s).
63 DP Server: $ sudo syscheck
; Running modules in class hardware...
|:| Execute a
“syscheck” to verify OK
the current health of Running modules in class disk...
the server. OK

Running modules in class net...

OK
Running modules in class system...

OK
Running modules in class proc...

OK

LOG LOCATION: /var/TKLC/log/syscheck/fail log
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64.

DP Server:

Accept upgrade to the
Application Software.

$ sudo /var/TKLC/backout/accept

Called with options: --accept

Loading Upgrade: :Backout: :RPM

Accepting Upgrade

Setting POST UPGRADE ACTION to ACCEPT in upgrade info.

Cleaning backout directory.

Clearing Upgrade Accept/Reject alarm.

Cleaning message from MOTD.

Cleaning up RPM config backup files...

Checking /

Checking /boot

Checking /tmp

Checking /usr

Checking /var

Checking /var/TKLC

Checking /tmp/appworks temp

Checking /var/TKLC/appw/logs/Process

Checking /var/TKLC/appw/logs/Security

Checking /var/TKLC/db/filemgmt

Checking /var/TKLC/rundb

Starting cleanup of RCS repository.
INFO: Removing '/var/lib/prelink/force' from RCS repository
INFO: Removing '/etc/my.cnf' from RCS repository

NOTE:
EXECUTE Appendix J: Disable Hyperthreading (DP Only) on server before exiting.

DP Server:

Exit from the
command line to
return the server
console to the login
prompt.

S exit
Connection to 192.168.1.199 closed.

Apply the
configuration file for
each additional DP
server installed at the
SOAM site.

® Repeat Steps 50 - 65 of this procedure for each subtending DP server installed in
the same SOAM enclosure.

PMAC Guest VM:

Exit from the PMAC
server.

S exit
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Primary SDS VIP:
Select...
Main Menu

- Configuration
- Server Groups

...as shown on the
right.

VvIP
B Adminis
& Configuration

ation

MNetwork Elements

m

dts3-sds-b (ACTIVE NETWORK DAM&P

Main Menu: Configuration -> Server Groups

Server Group Name  Level Parent
DP_group C SOAM_group
DRNO_group A NONE
MNOAMP aronn A MNORE

4 T
| Insert | | Repart |

: Con
Function Cou
sDsS 1
SDS 1
|Ns 1

Primary SDS VIP:

1) The user will be
presented with the
“Server Groups”
configuration screen

a (ACTIVE NETWORK OAM&P)

Main Menu: Configuration -> Server Groups

as shown on the right. Server Group Name  Level Parent Function gz:ﬂ
2) Select the ulnsertu dp_group = soam_group SDs 1
dialogue button from
the bottom left corner TR T A NONE sDs 1
of the screen.

soam_group B noamp_group 508 1

£ I

| Insert | | Report |
Primary SDS VIP: - - -
70 Main Menu: Configuration -> Server Groups [Insert]

The user will be
presented with the
“Server Groups
[Insert]” screen as
shown on the right.

NOTE: Leave the
“WAN Replication
Connection Count”
blank (it will default to
1).

-
Fiald

Sanger Sroup Name

L]

Parem

Function

'WAN Replication Connaciion Count

2]

1

Description

Liniky

S0AM seners. Level C gnoups
Sele an existing Sener Group or NONE

* Select one of Me FUnclions suppaned oy he sysem

Spachy e number of TCP conneciions tat will be wsed by replication over
a1y WAN connection 238001zt with Tils Sener Group. [Detsull = 1

Range = An Inmeger between 1 and 8]

A Booh] Cance)

e b=ntfier used 0 fatel 3 Saner Sroun [Deftsul = n'a Range = A
=racter string. Vil characters ane alphanumenks and underscone
Miust contain 3t least one alpha and must not start with a digh]

Select one of e Levels supporied by e system. [Level A grouns contzin
MOAMP and Query seners. Level B gnoups ans antional 3nd contain
COTREIN WP Seners ]
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Primary SDS VIP:
71. Field Value Description
Input the Server Unique identifier used to label a Server Group|
Server Group ) -
Group Name. Name |dp_carync_1_grp * character string. Valid characters are alphanu
contain at least one alpha and must not start

NOTE: Each DP will have its own server group. Group names may be differentiated by
assigning each a unique name.

Primary SDS VIP:

Select “C” on the
“Level” pull-down
menu.

Select one ofthe Levels supported by the system. [Level A groups contain

Level - Select Level - » |+ MOAMP and Query servers. Level B groups are optional and contain SOAM
- Selact Level - servers. Level C groups contain MP servers.]
FParent B # [ Select an existing Server Group or MOME

Primary SDS VIP:

Select System OAM
group on the
“Parent” pull-down
menu.

Farent - Select Parent- |# = Select an existing Server Group or NOME

- Select Parent-

Function e [ Select one of the Functions supported by thg

sds mrsvnc gr
m&

74.

Primary SDS VIP:

Select “SDS” on the
“Function” pull-down
menu.

Function sSDs bl Select one ofthe Functions supported by the system
- Select Function -
NONE Apply

Primary SDS VIP:

1) The user should be
presented with a
banner information
message stating
“Pre-Validation
passed”.

2) Select the “Apply”
dialogue button.

Main Menu: Configuration -> Server Groups [Insert]

Info

+ Pre-Validation passed - Data NOT committed ... I 2l £
& are alphanum
- art with a digit]

Select one ofthe Levels supported by
Level C E| 3 Query servers. Level B groups are opti
contain MP servers.]

-3
Parent S0_carync_grp |z| - Select an existing Server Grou
Function SD8& E‘ - Select one of the Functions su

Specify the number of TCP con
associated with this Server Gn

0K fpply Cancel

WAN Replication Connection Count
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76.

[]

Primary SDS VIP:

The user should be
presented with a
banner information
message stating
“Data committed”.

Main Menu: Configuration -> Server Groups [Insert]

Infa -

Info

o * Data committed!

digit]

Description

Unique identifier used to label a Server Group.
1-32-character string. Valid characters are alph
underscore. Must contain at least one alpha an

Primary SDS VIP:

1) Select...

Main Menu

- Configuration
- Server Groups

...as shown on the
right

2) The user will be
presented with the
“Configuration >
Server Groups”
screen as shown on
the right.

B & Configuration
i [ Network Elements

Server Group Name

dp_group

noamp_group

& Events soam_group
rity Log
: ' ]
] rements
|Insen|

@8 Communication Agent
i SDS

Main Menu: Configuration -> Server Groups

Level Parent

c soam_group
A MONE

B noamp_group
| Report |

: Con
Function c ouﬂ
5DSs 1
sDS 1
SDs 1

T

Primary SDS VIP:

1) Using the mouse,
select the MP Server
Group associated
with the DP being
installed.

2) Select the “Edit”
dialogue button from
the bottom left corner
of the screen.

Main Menu: Configuration -> Server Groups

Server Group Name  Level Parent Function
dp_group C soam_group 5DS
noamp_group A NOME 5DS
soam_group B noamp_group sDs

4 T

| Insert ||E|| Delete || Report |

Connection
Count

4
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79.

[]

Primary SDS VIP:

The user will be
presented with the
“Configuration >
Server Groups
[Edit]” screen as
shown on the right

Main Menu: Configuration -> Server Groups [Edit]

Field

Server Group Mame

Level

Parent

Function

Value

dp_group

WAN Replication Connection Count |1

Description

Unigue identifier used t
= A 1-32-character strin
underscore. Must conta
a digit]

Selectone ofthe Levels
Select an existing Senvg
Select one of the Functi
Specify the number of T

replication over any WA,
Group. [Default =1. Ray

sds_soam
Server 5G Inclusion Preferred HA Role
dts3-dp-1 [] Include in 56 [] Preferred Spare
VIP Assignment

VIP Address

@ Apply || Cancel
80 Primary SDS VIP: S0_carync
. Server SG Inclusion Preferred HA Role
Select the “DP” :

dp-carync-1 Include in 3G [ Preferred Spare

server from the list of
“Servers” by clicking
the check box next its
name.

Primary SDS VIP:

1) The user should be

Main Menu: Configuration -> Server Groups [Edit]

presented with a
banner information j Info
message stating + Pre-Validation passed - Data NOT committed . | |10 13Del a Ser

Pre-Validation are alphanu
passed”. - rtwith a digit

Level * Select one ofthe Levels supported |
2) Select the “Apply” VIP Assignment
dialogue button. VIP Address Add
oK % Cancel
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result
82 Primary SDS VIP: Main Menu: Configuration -> Server Groups [ Edit]
The user should be
. Infa =
|:| presented with a
banner information T Description
message stating . S— Unique identifier used to label a Se
“Data committed”. Data commitied! * string. Valid characters are alphant
alpha and must not start with a digi
Level * Select one ofthe Levels supported
83 Place each additional
. DP Server into its e Repeat Steps 68 - 82 of this procedure for each subtending DP server installed in
|:| respective DP Server the same SOAM enclosure, using a unique group for each DP.
Group.
84. Prlmary SDS VIP: Connected using VIP to sds-rlghnc-a (ACTIVE NETWORK OAM&P)
Select... Main Menu ) ) )
8 Administration Main Menu: Alarms & Events -> View Active
Main Menu i Configuration
Main Menu J TR Filer | Tasks
S Alarms & Events B & Alarms & Events
. . Wview Achivel
- View Active B ) NO_righnc_grp
B w History
...as shown on the paniiog Event ID Timestamp Severil
; i Security Log Seq #
right. Pl e Alarm Text Additio
g5, | Frimary SDSVIP: Main Menu: Alarms & Events -> View Active
Verify that Event ID
Filter ~ Tasks - Graph -
10200 (Remote
Database re-
initialization in NO_righnc_grp
progress) alarms are
present with the DP seq# Event ID Timestamp Severity Product Process NE
Server hostnames in Alarm Text Additional Info
the “Instance” field..
10200 2015-08-12 15:40:57.436 UTC OAM :E‘:?‘”aps NO_RLG
350
SE IS TR T L T Remote Database re-initialization in progress
progress prog

MONITOR THE EVENT ID 10200 (Remote Database re-initialization in progress) ALARMS.

DO NOT PROCEED TO THE NEXT STEP UNTIL THE ALARM CLEAR IS RECEIVED FOR
ALL DP SERVERS.
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Procedure 10: Installing the Data Processor blade (All SOAM sites)

Step Procedure Result

Primary SDS VIP:

86 Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)
B £ Main Menu - . .
I:‘ Select.... Administrati Main Menu: Configuration -> Servers
Main Menu [ -]
- Status & Manage Hostname Role System ID étreow“:r E;t::;:(
- Server
Groups
Metwork MNOAMP_ sd z
o " ource Domains dts3-sds-b D:M;; group fnp?_no
...as shown on the L
right. i
Metwork MOAMP_ sds_nog
LEEEIE DAM&P group  mp
[ Insert | Report
87 Primary SDS VIP: Main Menu: Status & Manage -> Server €@ Help

Wed Aug 01 21:47:30 2012 UTC

I:' Verify that the “DB &

Reporting” status

columns all show Network Element Server Hostname ‘;ra‘ile Alm [1]:] Efaﬁ:mg Proc
113 ”
thNorm, th':rtf:Ie DP at dr_dallastx drsds-dallast-a Enabled MNorm Morm Morm MNarm
IS point. e
hy p ' sds_mrsvnc sds-mrsvnc-a Enabled [EE Norm Maorm Morm
Proc” column d: d: b Enabled N N N N
sds_mrsvnc sds-mrswvnc- nable arm arm orm arm
should show “Man”. =
sds_mrsvnc gs-mrsvnc-1 Enabled MNorm Morm Morm MNarm
S0_carync so-carync-b Enabled Morm Maorm Maorm Morm

S0_carync S0-Carync-a Enabled  Marm [lorm Marm
S0_carync dp-carync-1 Disabled Warn MNorm Morm
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Configuration procedures

Step Procedure Result
88. Primary SDS VIP: Main Menu: Status & Manage -> Server & Help
|:| 1) Using the mouse Wed Aug 01 21:51:48 2012 UTC
! Filter ~
select the “DP”
hostname. The line Network Element Server Hostname .::]r.;l Alm DB E:ean;ortmg Proc
entry should now be € us
high|ighted in dr_dallastx drsds-dallaste-a Enabled MNorm Morm Morm Morm
GREEN. sds_mrsvnc sds-mrsvnc-a Enabled |[IIEEEM Morm Morm  Norm
sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm Morm Morm
2) Select the sds_mrsvnc gs-mrsvnc-1 Enabled MNorm Marm Marm Marm
“Restart” dia|ogue 50_canync so-carync-b Enapled MNorm Morm MNorm Norm
button from the 50_carync so-carync-a Enabled MNorm Norm MNorm Norm
bottom left corner of s0_cannc dp-caryne-1 Disabled Warmn Morm Morm
the screen.

3) Click the “OK”
button on the
confirmation dialogue
box.

4) The user should be

presented with a

confirmation message

(in the banner area)
for the “DP” stating:
“Successfully
restarted
application”.

NOTE: The user may
need to use the
vertical scroll-bar in
order to make the
“Restart” dialogue
button visible.

[Stup” Restart ][ Reboot l

Message from webpage

Are vou sure vou wish to restart application software

- on the Following server(s)?
' dp-carync-1
[ Ok ][ Cancel ]

Main Menu: Status & Manage -> Server [ Restart]

Status
Alm
E » dp-carync-1: Successfully restarted application.
Marm
sds_mrsvnc sds-mrsvnc-a Enabled [EI
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Configuration procedures

Step

Procedure

Result

89.

[]

Primary SDS VIP:
Select...
Main Menu

- Status & Manage
- Server

...as shown on the
right.

Main Menu -
B Administration
nfiguration
Hostname
dts3-sds-b
dis3-sds-a
| Insert |

Connected using VIP to dts3-sds-b (ACTIVE NETWORK OAM&P)

Role System ID

Metwork
OAMEP

Metwork
OAMEP

Main Menu: Configuration -> Servers

Server
Group

NOAMP_
group

MNOAMP_
group

Report

Network
Element

sds_nos
mp

sds_noz
mp

Primary SDS VIP:

Verify that the “Appl
State” now shows
“Enabled” and that
the “Alm, DB,
Reporting Status &
Proc” status columns
all show “Norm” for
the “DP”.

Main Menu: Status & Manage -> Server & Help
Wed Aug 01 21:532:02 2012 UTC
Network Element Server Hostname :E:‘;L Alm DB §faﬁl:l 1 Proc
dr_dallastx drsds-dallaste-a Enabled Morm Morm Morm Morm
sds_mrsvnc sds-mrsvnc-a Enabled [JIETE Morm Morm Morm
sds_mrsvnc sds-mrsvnc-b Enabled Morm Morm MNorm Morm
sds_mrsvnc gs-mrsvnc-1 Enabled Morm Morm Morm Morm
S0_Carync so-carync-b Enabled Morm Morm MNorm Morm
s0_cannc so-carync-a Epabled  MNorm [orm Morm MNarm
s0_cannc @nm Enabled Morm Morm Morm W)

Repeat this
procedure for each
additional DP Server.

e Repeat Steps 86 - 90 of this procedure for each additional DP server installed in

the SOAM cabinet.

THIS PROCEDURE HAS BEEN COMPLETED
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5.10 Configuring ComAgent

This procedure configures the ComAgent that allows the SDS Data Processor servers and the DSR Message Processor
servers to communicate with each other. These steps cannot be executed until all SDS DP servers are configured.

Procedure 11: Configuring comAgent (All SOAM sites)

Step | Procedure Result

Primary SDS VIP:

1. .
I:' Launch an _g] There is a problem with this website's security certificate.
approved web "\/

browser and
connect to the XMl The security certificate presented by this website was not issued by a trust

Virtual IP Address The security certificate presented by this website was issued for a different
(VIP) of the SDS
Security certificate problems may indicate an attempt to fool you or intercy
Server.

NOTE: If
presented with the
“security certificate
warning screen
shown to the right,

” We recommend that you close this webpage and do not continue to

) Click here to close this webpage.

choose the k¥ Continue to this website (not recommended).
following option:

“Continue to this @ More information

website (not

recommended)”.

5 Primary SDS VIP: _
|:| The user should be ORAC I—E

presented the login

screen shown on Oracle System Login
the right. Tue Now 4 13:38:12 2014 EST
Login to the GUI Log In
using the default Enter your username and password to log in
user and . —
password. sername: |

Password:

Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Internet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

Oracle and Java are registered trademarks of Oracle Corporation andfor its affiiates.
Other names may be frademarks of their respective owners.

Copyright @ 2010, 2014, Qracle and/or its affiliates. All rights reserved.
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Primary SDS VIP:

ORACLE E???Sal;:c:t[:ons Diameter Signal Router Full Address Resolution

I:' The user should be
presented the SDS
Main Menu as Connected using VIP to dts3-sds-a (ACTIVE NETWORK OAM&P)

shown on the right. = O Main Menu ) _
i Administration Main Menu: [Main]

B & Configuration
B Network Elements

B Devices
B Services
B Servers This is the user-defin
B Server Groups It can be modified using the "General Optj
Resource Domains Login Nam|
. Places Last LogiE Tim:.: I-_-loFPN
Qe ast Login IP:
B Place Associations Recent Failed Lt

i DSCP
B & Alarms & Events
i B View Active

Primary SDS VIP:
4. rimary ORACLE Communications Diameter Signal Router Full Addre

I:I Select... 717110

Connected using VIP to dts3-sds-b (ACTIVE NETWORK DAM&P)

Main Menu .

N o ] ..

A Co?‘m“”'ca“on @8 Administrati Main Menu: Communication Agent -
gen ! -

) . i Configuration
- Configuration - : =
9 3 B Alarms & Events

->Remote Servers .
rity Log Remote Server Name Remote Servi

...as shown on the ements
right. = &1 Communication Agent
{ @ & Configuration

2

Connection Groups

5 Primary SDS VIP:
I:' Select the “Insert” : é EElp .
dialogue button s
[ Insert ] [ Delete ]
6. Primary SDS VIP: Field Value Description
I:' Enter the “Remote Remote Server Unigue identifier used to label a Remote Server.
Server Name” for Narme RDUOEMP1 * [Default: n/a; Range: A 32-character string. Valid
the DSR Message underscore. Must contain atleast one alpha and
Processer server
7. Primary SDS VIP: R This is the IP address of the Remote Server.
emote SeverlP 169 254 2.6 * Default n/a;
|:| Enter the "Remote il Range:AvéIid IPvd4 address.
Server IMI IP
Address”.
NOTE: This should be the IMI IP address of the MP blade.
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Procedure 11: Configuring comAgent (All SOAM sites)

Configuration procedures

Primary SDS VIP:

8. Remote Server Mode | Client [=]=
TalH » — Select
I:' Select “Client” for ot
the Remote gty

Available Local Server Groups

Server Mode from
the pull-down
menu.

DP_righne_1_grp
DP_drhmnc_1_grp

Identifies the mode in which the Remote Server operates can be Client, Server

=

<

Primary SDS VIP:

Select the Local
Server Group for
the SDS Data
Processer server
group

DP_rlghnc_1_grp
DP_drhmnc_1_grp

Add selected Local Server Group(s).
Assigned Local Server Groups

Ok Apply| [Cancel

Primary SDS VIP:

Click the “Apply”
dialogue button

Assigned Local Server Groups

DP_righne_1_arp
DP_drhmnc_1_grp

EEB? |Cancel|

=]}

K

Primary SDS VIP:

Main Menu: Communication Agent -> Configuration -> Remote Servers [Insert]

Under the “Info”
banner option, the
user should be
presented with a
message stating
“Data committed”

Infa

-

Info

-
ﬂ + Data committed! _

4 [ 2

Remaote Server IP

Address (6325426

Remote Server Mode | Client

|Z| «

::: Available Local Server Groups ::

Description

Unigque identifier used to label a Remote Server.
* [Default nfa; Range: A 32-character string. Valid characters are alphanur|
alpha and must not start with a digit]

This is the IP address of the Remote Server.
* Default: n/a;
Range: Avalid IPv4 address.

Identifies the mode in which the Remote Server operates can be Client, 5

:: Assigned Local Server Groups

==
DP_righnc_1_grp
DP_drhmnc_1_grp

o

[OK [Apply} [Cancel

SOAM NE.

Repeat steps 5 - 11 of this procedure for each additional remote DA-MP in the associated DSR

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix A.

Appendix A: Accessing the iLO VGA Redirection Window

Configuration procedures

ACCESSING THE ILO VGA REDIRECTION WINDOW

Step

Procedure

Result

lei|

Launch an approved web
browser and connect to
the iLO interface

NOTE: Always use https://
for iLO GUI access.

/= Home - Windows Internet Explorer

e v @] hitps:/f10.240,240.91
File Edit WView Favorites Tools Help
W '-f;? I@Hume l

The web browser will
display a warning
message regarding the
Security Certificate.

NOTE: If presented with
the “security certificate”
warning screen shown to
the right, choose the
following option:
“Continue to this
website (not
recommended)”.

W [ @Cerﬁﬁcate Error: Navigation Blocked

]

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted
The security certificate presented by this website has expired or is not yet valig
The security certificate presented by this website was issued for a different we

Security certificate problems may indicate an attempt to fool you or intercept

server.

We recommend that you close this webpage and do not continue to thi

& Click here to dose this webpage.

@' Continue to this website (not recommended).

@ More information

Login to the iLO console
as “Administrator”

Integrated Lights-
HP Proliant

Out 2

Login name: |admin

Password: eessssss

[ logn | Cloar
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Appendix A: Accessing the iLO VGA Redirection Window

4. The admin GUI is
I:' displayed.

Select the “Remote
Console” tab in the upper
left corner of the GUI.

server Name sds-mrswnc-a; ProLiant D
Serial Number / Product ID:  USEL37HLLP / 494184
uuID: 31343834-3438-5355-4531-33374E314C50

System ROM: P64 05/05/2011; backup system ROM: 05/05/2011
System Health: ® ok

server Paver: i ©on

UID Light: [ TwmUDOn M

Last Used Remote Console: d integrated Remote Console

Latest IML Entry: [Repaired] System Power Supplies Not Redundant

Lo 2 Name: NILP

iLO 2 FQDA: NILP labs.nic. tekelec com nc tekelec.com ssz.tekelec com tekelec.com

se Type Advanced

iLO 2 Firmware Version

1P address. 10.25

Active Sessions: LO 2 user:tekelec

Latest iLO 2 Event Log Entry: & logout: tekelec - 10.25,60.123(DNS name nat found)
iLO 2 Date/Time: 02/17/2012 14:34:47

5. The Remote Console

|:| Information GUI is e
displayed I I | |

Remote Console Information a

Click on the “Integrated R
Remote Console” option ’

Integrated Remote Console
Access the system KYM and contral virtual Powpr & Media from a single cansale under Microsoft Intemet Explorer.

Re-size the Integrated Remate Console ta the same display resolution as the remate host. Exit the cansole to return to your client
desktop

Remote Console
Access the system KvM from a Java applet-based console requiring the availability of a Jvh

Remote Serial Console
Access a VT320 serial console from a Java applet-based cansole connected to the ILO 2 Virtual Serial Fort. This console requires
the availability of a JvM

6. The iLO Console window £ Intel(R) RMMZ2 Remote Console - 10.240.240.91

[] |isdisplaved

Cent0S release 4.6 (Final)
Kernel 2.6.18-1.2849prerel3.1.0_61.12.0 on an i686

NOTE: The console
window resembles an MS-
DOS window but DOES
NOT have a scroll-back
buffer.

mps—BA566-a login:

Console(S5L): Deskiop size is 720x 400 Fps: 5In: 241 B/s Out 50 Bis H %

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix B. HP DL360 BIOS SETTINGS

Appendix B: HP DL360 BIOS Settings

Step | In this procedure you will configure BIOS settings and IPM each HP DL360 G6 server under test.

Insert TPD Media Open the CD/DVD media drive in the server to be tested. Insert the TPD media into
into the server the optical drive. The KVM should be connected and the screen for the server to be
under test. tested ready.

Access the Server Reboot the server. This can be achieved by pressing and holding the power button
BIOS until the server turns off, then after approximately 5-10 seconds press the power
button to enable power.

DN I:I!—‘

As soon as you see F9=Setup in the lower left corner of the screen, press [F9] to
access the BIOS setup screen. You may be required to press [F9] 2-3 times. The
F9=Setup will change to F9 Pressed once it is accepted. See example below.

—

HP Proliant

Proliant System BIOS - Pé4 (03 2010)
Copyright 1982, 2010 Hewlett-Packard Development Company, L.P.

2 Processor(s) detected, 8 total cores enabled, Hyperthreading is enabled
Proc 1: Intel(R) Xeon(R) CPU E5540 @ 2.53GHz B

Proc 2: Intel(R) Xeon(R) CPU E5540 @ 2.53GHz

QPI Speed: 5.8 GT/s

HP Power Profile Mode: Balanced Power and Performance

Power Regulator Mode: Dynamic Power Savings

Advanced Memory Protection Mode: Advanced ECC Support

Redundant ROM Detected - This system contains a valid backup system ROM.

Inlet Ambient Temperature: 19C;
Press F9
when you

Press any key to view-Opfion ROM messages see this &)
Advar
Pay

F11 = Boot Menu

Expected Result:
ROM-Based Setup Utility is accessed and the ROM-Based Setup Utility menu will be
displayed.
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3 Set DL360 Server Scroll to Date and Time and press [ENTER]
: CMOS Clock
|:| Set the date and time and press [ENTER].
ROM-Based Setup Utility, Version 3.88
Copyright 1982, 2018 Hewlett-Packard Development Company, L.P.
BI0S Serial Console &
Server Asset Text
Advanced Dptions
ysten Default Options
ility Language
odify Date and Time
{ENTER)> to Save Changes, <ESC> to Main Henu
Expected Result:
Correct Time & Date is set.

4 Configure iLO The serial ports on HP DL360 G6 rack mount servers need to be configured so
: serial port settings the serial port used by the BIOS and TPD are connected to the “VSP” on the
|:| iLO. This will allow the remote administration of the servers without the need

for external terminal servers. If this configuration has not been completed
correctly and the server rebooted, the syscheck “syscheck -v hardware serial”
test will fail.

Select System Options option and press [ENTER].

Select Serial Port Options option and press [ENTER].

Change Embedded Serial Port to COM2 and press [ENTER].

Change Virtual Serial Port to COM1 and press [ENTER].

Press <ESC> two times
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5 Configure Power The Power Management Options on HP DL360 G6 rack mount servers used in
: Management SDM need to be configured for optimum SDM software performance.

|:| Options settings

Select Power Management Options option and press [ENTER].

Select HP Power Profile option and press [ENTER].

Change it to Maximum Performance and press [ENTER].

Press <ESC> two times

6 Save Configuration | Press [F10] to save the configuration and exit. The server will reboot
and Exit

ROM-Based Setup Utility, Version 3.60
Copyright 1982, 2818 Heuwlett-Packard Development Company, L.P.

> to Confirn Exit Utility

Current Boot Controller
PCI Embedded HP Snart A

Expected Result:
Settings are saved and server reboots.

THIS PROCEDURE HAS BEEN COMPLETED

NOTE: These settings are current as of ORACLE Communications Document 820-6641-01, Revision B. (Manufacturing

Acceptance Test Plan, Subscriber Data Management Rack Mount Servers) [4] . Please refer to the latest revision for
current values.
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Configuration procedures

CREATING TEMPORARY EXTERNAL IP ADDRESS FOR

This procedure creates a temporary external IP address that will be used for accessing the SDS GUI prior to configuring
the first SDS server. This procedure assumes that the user has access to the ILO and can access an external (XMI)

network at the customer site.

Appendix C: Creating Temporary External IP Address for Accessing SDS GUI

Step

In this procedure you will configure a temporary external IP Address for SDS Server A for the 1% SDS
site. The user will use this IP Address in a web browser to access the GUI to configure the first SDS

Server.

lei|

Log onto the SDS
NOAM Server A
ILO as indicated in
Appendix A

NOTE: Output
similar to that
shown on the right
will appear.

CentOS release 5.6 (Final)

Kernel 2.6.18-238.19.1.el5prerel5.0.0 72.22.0 on an x86 64

hostnamel260476221 login: admusr
Password: <admusr password>

For Gen6&Gens8:
Delete bond0

For Gen9:
Delete bond0

$ sudo netAdm delete --device=bond0

eth0l was successfully removed from bond0
ethll was successfully removed from bondO
Interface bond0 removed

For GEN9

$ sudo netAdm delete --device=bond0

eth0l was successfully removed from bond0
eth02 was successfully removed from bond0
Interface bond0 removed

Add XMI IP
address to the first
SDS server

(SDS NOAM-A)
and have it use
interface eth02 for
Gen6/Gen8 and
eth03 for Gen9

For Gen6&Gen8:

$ sudo netAdm set —--device=eth02
-—onboot=yes --netmask=255.255.255.0
-—address=<XMI_IP Address_for_ SDS_A>
Interface eth02 updated

For Gen9:

$ sudo netAdm set —--device=eth03
-—onboot=yes --netmask=255.255.255.0
-—address=<XMI_IP Address_for_ SDS_A>
Interface eth03 updated
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4 Add route to the For Gen6&Gen8:
; defaylt gateway for | s sudo netAdm add --device=eth02
I:‘ the first SDS site --route=default --gateway=<XMI_IP Address_ for default gateway>
Route to eth02 added
For Gen9:
$ sudo netAdm add --device=eth03
--route=default --gateway=<XMI IP Address_for default gateway>
Route to eth03 added
Wait a few minutes | $ ping <XMI_IP Address_ for default gateway>
S. and then ping the
|:| default gateway to
ensure
connectivity.
Log off the ILO $ exit

Important NOTE: NOTE: If this method is used, then the For Gen6&Gen8 eth02 (0r eth03 for
This interface must | cen9) interface must be un-configured in Step 37 of Procedure 2 in Section 5.0,

be un-configured Configuring SDS Servers A and B (1st SDS NOAM site only) ”:

D.\l D@

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix D. ESTABLISHING A LOCAL CONNECTION FOR ACCESSING THE
SDS GUI

This procedure contains steps to connect a laptop to the SDS NOAM-A server via a directly cabled Ethernet connection
and setting the IP address of the laptop. This procedure enables the user to use the laptop for accessing the SDS GUI
prior to configuring the first SDS server.

Appendix D: Establishing a Local Connection for Accessing SDS GUI

Step | In this procedure you will configure a temporary external IP Address for SDS Server NOAM A for the 1%
SDS site. The user will use this IP Address in a web browser to access the GUI to configure the first SDS

server.
1 Access the SDS Connect to the SDS NOAM-A server’s console using one of the access methods
: NOAM-A server’s described in Section 2.3.
|:| console.
> 1) Access the Cent0S release 5.6 (Final)
|:|' command prompt. Kernel 2.6.18-238.19.1.el5prerel5.0.0 72.22.0 on an x86_ 64

2) Log into the SDS | hostname1260476221 login: admusr
NOAM-A server as

« " Password: <admusr password>
the “admusr” user. P

This step, DL360 $ sudo netAdm set --device=ethl4 --address=192.168.100.11 --
3. G6 DL380 Gen8 netmask=255.255.255.0 --onboot=yes

|:| only!

Configure static IP
192.168.100.11 on
the eth14 port of
the SDS NOAM-A
server.

This step, DL380 $ sudo netAdm set --device=eth08 --address=192.168.100.11 --
Gen9 only! netmask=255.255.255.0 --onboot=yes

Configure static IP
192.168.100.11 on
the eth08 port of
the SDS NOAM-A
server.

SDS-7.1/7.2/7.3 186 September 2016



SDS Initial Installation and Configuration

Appendix D: Establishing a Local Connection for Accessing SDS GUI

Configuration procedures

Execute this step
S| for HP DL360 G6:

1) Plug in one end
of the Ethernet
cable (straight-thru)
into the back of
SDS NOAM-A
server ETH14 (top
left port).

2) Plug the other
end of the Ethernet
cable into the
laptop’s Ethernet

o
527

A R
o S S
pSegassss ety
SISSESSESSEN
ST

&

ETH
14 13412 11

HP DL360, DC (Rear Panel)

jack.
ETHE1 ETHB2 . uea iLo vip
House
Keyboard
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Configuration procedures

Execute this step
6. | for HP DL380

|:| Gen8:

1) Plug in one end

S
e
LT

e S
".~: .:{zg 2

of the Ethernet @ ‘z##a
cable (straight-thru)

into the back of S
SDS NOAM-A

server ETH14 (top

left port).

ETH14
— ETH13

&:—
| )
- )
»

2) Plug the other
end of the Ethernet

) - ETH12
— EgH11

HP DL380 (Gen9), DC (Rear Panel):
Execute this step

For HP DL380

|:| Gen9:

1) Plug in one end
of the Ethernet
cable (straight-thru)
into the back of
SDS NOAM-A
server ETHO8
(bottom left port).

2) Plug the other
end of the Ethernet
cable into the
laptop’s Ethernet
jack.

08 07 06 05

cable into the - = :5:
laptop’s Ethernet e
jack. H == ..:
P
o [ AN A "a2ele!
T T T T T HP DL380p Gen8 Backplane
I8y = iLO 4
EEEE
(NN NN N RN |
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Appendix D: Establishing a Local Connection for Accessing SDS GUI

7. Access the laptop W|ndOWS XP W|ndOWS V|Sta / W|n 7
|:| network interface e Go to Control Panel e Go to Control Panel.

?;rd N 'rI't.CPflP e Double-click on Network e Double-click on Network and
roperties: screen. Connections Sharing Center
NOTE: For this e Right-click the wired Ethernet e Select Manage Network
step follow the Interface icon and select Connections (left menu)
instruction specific “ ies” . . ,
1o the lapto F,)S oS Properties e Right-click the wired Ethernet
(XP Visfa c?r Win Select “Internet Protocol (TCP/IP)” and Interface icon and select
7 ’ select “Properties” “Properties”
Select “Internet Protocol Version 4
(TCP/IPv4)’
- Local Area Connection Properties E]g
-k Local Area Connection Properties
General | Advanced
General | Advanced
Connect using:
Connect using: g z
B Broadcom NetXtreme Gigabit Btheme
B8 Broadcom MetXtreme Gigabit Etheme _C e -
m This connection uses the following items:
LSEr o sl T T o B File and Printer Sharing for Microsoft Networks ~
51 File and Printer Sharing for Microsoft Networks -~ 281 505 Packet Scheduler
42305 Packet Scheduler
v
~ < >
- =
Description
Description Transmission Control Protocol/Intemet Protocol. The default
Transmission Control Protocol/Intemet Protocol. The default wide area network protocol that provides communication
wide area network protocol that provides communication across diverse interconnected netwarks
across diverse interconnected networks
[[] Show icon in notification area when connected
[[1Show icon in notification area when connected Motify me when this connection has limited or no connectivity
Motify me when this connection has limited or no connectivity
8 1) Set the |P Internet Protocol (TCP.‘IP] Properties E| L Local Area Connection Properties
I:' address and Gener General | Advanced
Yo IP d lly i vark .
netmask of the e i eyt T Cermect using:
!aptop s network the appropriate IP settings. BY Brozdoom Netireme Gigabit Etheme
|nterface Card to an () Obtain an IP address automatically 1 TH i the fall " A
1P address Wlthln (%) Use the following IP address: cne Eob et Bl
. A
the same network P address: 192 168100 . 100 gDaerrmnislic Network Enhancer
subnet as the Subnet mask 255.255.255. 0 V= Vlireless Intermediate Driver
Statica”y assigned Defauk qateway: ) ) 3 £is and Printer Sharing for Microsoft Networks 5 v
IP address used in
St 3 f thl [ Ingtall... ] [ Uninstal ] [ Froperties ]
ep 0 S (%) Use the following DNS server addresses Diescription
E)]I:ggeldéjsreloo 100 Prefemed DNS server Allows your computer to access resources on a Microsoft
netwark.
. . . Atemate DNS server:
is suggested) and
click “OK” i [[] Show icon in netification area when connected

Motify me when this connection has limited or no connectivity
2) Click “Close”
from the network o]

interface card’s
main “Properties”
screen.

THIS PROCEDURE HAS BEEN COMPLETED

e The user can now launch an approved web browser on this laptop and connect to https://192.168.100.11 to access
the SDS GUI using a temporary IP address.
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Appendix E. CONFIGURE CISCO 4948E-F AGGREGATION SWITCHES

These switch configuration procedures require that the SDS hardware (servers and switches) are installed in a frame as
indicated in the below picture:

DL360 Genb DL380 Gen8/Gen9
u 505 - DC - Seismic U 5D5 - DC - Seismic
44 = a4 =
a3 PDP-A E a3 PDP-A E
42 42
41 OPEM 41 OPEM
40 FILLER PANEL 40 FILLER PANEL
39 FILLER PANEL 39 FILLER PAMEL
38 FILLER PANEL 38 FILLER PAMNEL
37 FILLER PANEL 37 FILLER PAMEL
36 FILLER PANEL 36 FILLER PANEL
35 FILLER PANEL 35 FILLER PANEL
34 FILLER PANEL 34 FILLER. PAMEL
33 FILLER PANEL 33 FILLER PAMNEL
32 FILLER PAMNEL 32 FILLER PANEL
31 SWITCH B (Cisco 4948E-F) 31 SWITCH B |Cisco 4948E-F)
30 FILLER PANEL E 30 FILLER PANEL E
25 SWITCH A [Cisco 4948E-F) 29 SWITCH A (Cisco 4948E-F)
28 FILLER PANEL 28 FILLER PANEL
27 FILLER PANEL 27 FILLER PAMEL
26 FILLER PANEL 26 FILLER PANEL
25 FILLER PANEL 25 FILLER PAMEL
24 FILLER PANEL 24 FILLER PANEL
23 FILLER PANEL 23 FILLER PANEL
22 FILLER PANEL 22 FILLER PAMEL
21 FILLER PANEL 21 FILLER PAMNEL
20 FILLER PANEL 20 FILLER PAMEL
15 FILLER PANEL 19 FILLER PANEL
18 FILLER PANEL 18 FILLER PANEL
17 FILLER PANEL 17 FILLER. PAMEL
16 FILLER PANEL 16 FILLER PAMNEL
15 FILLER PAMNEL 15 FILLER PANEL
14 FILLER PANEL 14 FILLER PANEL
13 FILLER PANEL 13 FILLER PANEL
12 FILLER PANEL 12 FILLER PANEL
11 FILLER PANEL 11 FILLER PANEL
10 FILLER PANEL 10 FILLER PAMEL
9 FILLER PANEL 9
SERVER C - QUERY (HP DL380 Geng/Gen9)
8 FILLER PANEL B
7 FILLER PANEL 7 Q
SERVER B - SDS NOAM (HP DL3B0 Gen8/Gend) Z
6 SERVER C - QUERY (HP DL360 Genb) n =1 Z
5 SERVER B - 505 NOAM [HP DL360 Gené) = 5
o SERVER A - 5D5 NOAM [HP DL380 Gen8/Gen3)
4 SERVER A - 5D5 NOAM (HP DL360 Geng) . 4
3 FILLER PANEL 3 FILLER PAMEL
2 FILLER PANEL 2 FILLER PAMEL
1 FILLER PANEL 1 FILLER PAMEL
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Figure 11- SDS Frame Layout

E.l

Configuration procedures

Verifying Cisco Switch Wiring (All SDS NOAM sites)

Appendix E.1: Verifying Cisco Switch Wiring (SDS sites)

Step

Procedure

Result

Set/Verify the
following cable
configuration at the
Cisco 4948E-F
switches:

1) Verify that the ISL
switch1A, Port 1 to
switchlB, Port 1is
CONNECTED.

2) Verify that the ISL
switch1A, Port 2 to
switch1B, Port 2 is
CONNECTED.

3) Verify that the ISL
switch1A, Port 3 to
switch1B, Port 3 is
CONNECTED.

4) Verify that the ISL
switch1A, Port 4 to
switch1B, Port 4 is
CONNECTED.

Port 47 Port 43 Console Port

1B

switch1B
(Top) Port 2 Port 48 gjgagemem
1 c Part 1 Port 47 Patt 49 Console Port
switch1lA
(Bottom) Part 52
0|

Port 2 Part 48 Management

Part

Figure 12 - Cisco 4948E-F Switch ISL Connections

Verify that

SERVER A has the
Quad-Serial card
interface ports
connected to the
Console Port each
switch port.

SDS-7.1/7.2/7.3

Port 1

Port 47 Port 49 Consale Port

Port 52

Port 43 Management
Paort

Part 2

Figure 13 - Cisco 4948E-F Switch (Console Port)
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Appendix E.1: Verifying Cisco Switch Wiring (SDS sites)

Step

Procedure

[]

1) Verify that the

switch1A, Console
Port

is CONNECTED to
SERVER A,

Quad-Serial Port
S1 using Cable

830-1229-xx.

2) Verify that the

switch1B, Console
Port

is CONNECTED to
SERVER A,

Quad-Serial Port
S2 using Cable

830-1229-xx.

(

Result

N N N NN M NN N N NN N N NN NN NN MM N MM NN MM MM NN MMM MM NN MMM N NN RN NN NN RNV MM MM WM WM NN W N hw won

= M o~

=~ 1 1

EEEE

51 52 S3 sS4 1—' '-I 1—' 14
O

D
N

8 .=
R

- . E L > :
- T =
Quad-Serial cable Canan [=3t EE
ToNg iLO 4
T T T T
el el el o
W LW
Figure 14 - HP DL380 Gen8, Rear Panel (Quad-Serial Ports)
switch1a switch18 MRV (optional)
G BB BB
\
fErmd) [Ermns) [T [Erin)

ot
Qe®
B .

[Mouse]

(ETHO2)

Figure 15 - HP DL360 G6, Rear Panel (Quad-Serial Ports)

This step, DL360
G6 DL380 Gen8
only!

1) Verify that
switchlA, Port 5

is CONNECTED to
SERVER A, ETHO1.

2) Verify that

SDS-7.1/7.2/7.3

ETH HP DL360, DC {(Rear Panel)

14 13 12 1

agele L .-l—
g ,‘T’m‘—.-
i==°==h‘ WA
ataepesssssenes

\\\jLU uIp

ETHB81 ETHB@2 \\ UGA
Mouse
Keyboard Serial Port

Figure 7 - HP DL360 G6, Rear Panel (Ethernet)
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Appendix E.1: Verifying Cisco Switch Wiring (SDS sites)

Step Procedure Result

|:| switch1B, Port 5
is CONNECTED to : r‘1_|‘1 ﬁ :
SERVER A, ETH11. I T T T
= ~FF
[Ny Iy W W |
3) Verify that l l l l HP DL380p Gen8 Backplane
switch1A, Port 6 T ————————
is CONNECTED to .
I:' SERVER B, ETHO1.
s |
4) Verify that cmmnn L&
switch1B, Port 6 T T “ T
I:' is CONNECTED to
SERVER B, ETH11. T -d
ITT T
===
i [N N NN N
5) Verify that
switch1A, Port 7 Figure 8 - HP DL380 Gen8, Rear Panel (Ethernet)

D is CONNECTED to
SERVER C, ETHOL.

6) Verify that
switch1B, Port 7
I:' is CONNECTED to
SERVER C, ETH11.
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Appendix E.1: Verifying Cisco Switch Wiring (SDS sites)

Configuration procedures

Step

Procedure

Result

4,

[]

This step, DL380
Gen9 only!

1) Verify that
switchl1A, Port 5
is CONNECTED to
SERVER A, ETHO1

2) Verify that
switch1B, Port 5
is CONNECTED to
SERVER A, ETHO02

3) Verify that
switchl1A, Port 6
is CONNECTED to
SERVER B, ETHO1

4) Verify that
switch1B, Port 6
is CONNECTED to
SERVER B, ETHO02

5) Verify that
switch1A, Port 7
is CONNECTED to
SERVER C, ETHO1

6) Verify that
switch1B, Port 7
is CONNECTED to
SERVER C, ETHO02

HP DL380 (Gen9), DC (Rear Panel)

ETH

01 02

03 04

HPE Ethernet 1Gb 4-port
331FLR Adapter (Flex LOM)
eth05-eth08

Figure 16 - HP DL380 (Gen9), DC (Rear Panel)

Internal 4-Port NIC
Ethernet Ports
ethOl-eth04

THIS PROCEDURE HAS BEEN COMPLETED
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E.2 Configure Cisco 4948E-F Aggregation Switches

Configuration procedures

Steps within this procedure may refer to variable data indicated by text within "<>". Refer to this table for the proper
value to insert depending on your system type.
CAUTION!! All netConfig commands must be typed exactly as they are shown here! Input is case sensitive, there is
no input validation, and some terminal clients will inject bad characters if you backspace! Use Ctrl-C to exit

netConfig if you make a mistake on any field and re-run that command.

Variable management Serial Port (DL360) Serial Port (DL380 Gen9)
server

<switchlA_serial_port>| SERVER A ttyS4 ttyUSBO

<switch1B_serial_port> | SERVER A ttyS5 ttyUSB1

Variable

Cisco WS-C4948E-F

<IOS_image_file>

Variable

Fill in the appropriate value from [7]:
|

Value

<switch_platform_username>

Contact Oracle’s Customer Support Accessing My
Oracle Support (MOS).

<switch_platform_password>

Contact Oracle’s Customer Support Accessing My
Oracle Support (MOS).

<switch_console_password>

Contact Oracle’s Customer Support Accessing My
Oracle Support (MOS).

<switch_enable_password>

Contact Oracle’s Customer Support Accessing My
Oracle Support (MOS).

<SERVER A_mgmtVLAN_ip_address >

Primary SDS: 169.254.1.11 DR SDS: 169.254.1.14

<management_SERVER B_mgmtVLAN _ip_address>

Primary SDS: 169.254.1.12 DR SDS: 169.254.1.15

<switch_mgmtVLAN_id> 2
<switchlA_mgmtVLAN_ip_address> 169.254.1.1
<netmask> 255.255.255.0
<switchlB_mgmtVLAN ip_address> 169.254.1.2
<management_server_mgmtinterface> bond0.2
<SERVER A _iLO_ip>
(See Site Survey) [2][11]
<management_SERVER B_iLO_ip>
(See Site Survey) [2][11]
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Ethernet Interface DL360 G6/ | DL380 Gen9

DL380
Gen8/
<ethernet_interface_1> | bond0.2 (eth01, |bond0.2 (eth01,
ethll) eth02)
<ethernet_interface_2> | bond0.4 (eth01, |bond0.4 (ethO1,
eth11) eth02)
Variable Value

<platcfg_password>

Contact Oracle’s Customer Support Accessing My Oracle
Support (MOS).

<management_server_mgmtinterface>

bond0.2

<switch_backup_user>

Contact Oracle’s Customer Support Accessing My Oracle
Support (MOS)..

<switch_backup_user_password>

Contact Oracle’s Customer Support Accessing My Oracle
Support (MOS).

Note: The onboard administrators are not available during the configuration of Cisco 4948E-F switches.

Note: Uplinks, if present, must be disconnected from the customer network prior to executing this procedure. One of
the steps in this procedure will instruct when to reconnect these uplink cables. Refer to Section Ofor determining which

cables are used for customer uplink.

Needed Material:

HP Misc. Firmware DVD

application CD.

HP Solutions Firmware Upgrade Pack Release Notes [6]
Application specific documentation (documentation that referred to this procedure)
Switch A and B initialization xml files and SDS switch configuration xml file in an application 1SO on an

e Application 1SO's with netConfig and its required RPMs.

Note: If a procedural STEP fails to execute successfully, STOP and contact the Customer Care Center by referring to
the Customer Care Center section of this document.
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Configuration procedures

Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step Procedure Result

SERVER A:
1. Connect to the SERVER A console using one of the access methods described in Section
I:' Access the 2.3.

SERVER A console.

SERVER A:

N

Log into the HP
DL360 server as the
“admusr” user.

login: admusr
Using keyboard-interactive authentication.

Password: <admusr_password>

3 SERVER A: $ sudo
I:' Change to admusr
user
SERVER A: $ 1s -1 /usr/TKLC/plat/etc/switch/xml/switchlA SDS 4948E E-

N

Verify the switch1lA
initialization file
exists

Verify the switch1B
initialization file
exists

[]

Verify the switch
configuration files
exist

[]

F init.xml

$ 1s -1 /usr/TKLC/plat/etc/switch/xml/switchlB_SDS_4948E E-
F_init.xml

$ 1s -1 /usr/TKLC/plat/etc/switch/xml/Primary switchlA SDS 4948E E-
F_configure.xml

$ 1s -1 /usr/TKLC/plat/etc/switch/xml/Primary switchlB_SDS_4948E E-
F_configure.xml

$ 1s -1 /usr/TKLC/plat/etc/switch/xml/DR_switchlA SDS_4948E_E-
F_configure.xml

$ 1s -1 /usr/TKLC/plat/etc/switch/xml/DR_switchlB SDS_4948E_E-
F_configure.xml

If any file does not exist, contact Customer Care Center for assistance.

SERVER A:

Verify quad-serial
port mappings
(quad-dongle S1 =
ttyS4, quad-dongle
S2 = ttySb5)

[]°

$ setserial -g /dev/ttyS{1l..12}

/dev/ttySl, UART: 16550A, Port: 0x02£f8, IRQ: 3
/dev/ttyS2, UART: unknown, Port: 0x03e8, IRQ: 4
/dev/ttyS3, UART: unknown, Port: 0x02e8, IRQ: 3
/dev/ttyS4, UART: 16950/954, Port: 0x0000, IRQ: 24
/dev/ttyS5, UART: 16950/954, Port: 0x0000, IRQ: 24
/dev/ttyS6, UART: 16950/954, Port: 0x0000, IRQ: 24
/dev/ttyS7, UART: 16950/954, Port: 0x0000, IRQ: 24
/dev/ttyS8, UART: unknown, Port: 0x0000, IRQ: O
/dev/ttyS9, UART: unknown, Port: 0x0000, IRQ: O
/dev/ttyS10, UART: unknown, Port: 0x0000, IRQ: O
/dev/ttyS11l, UART: unknown, Port: 0x0000, IRQ: O
/dev/ttyS12, UART: unknown, Port: 0x0000, IRQ: O

Output should match the example shown above; if not, contact Customer Care Center for
assistance.
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Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step Procedure Result
6 SERVER A: $ conserverSetup -i -s <SERVER A mgmtVLAN ip address>
For Gen6 & Gen8:

[]

Setup conserver
serial console
access for switch1lA

Example:

$ conserverSetup -i -s 169.254.1.11

Enter your platcfg username, followed by [ENTER]:platcfg
Enter your platcfg password, followed by [ENTER]:

Target address is local to this host. Running conserverSetup in
local mode.

Checking Platform Revision for local TPD installation...
The local machine is running:

Product Name: SDS
Base Distro Release: 7.0.0.0.0 86.14.0
Checking Platform Revision for remote TPD installation...
The remote machine is running:

Product Name: SDS
Base Distro Release: 7.0.0.0.0 86.14.0

Enter the switch name for this console connection (default:
"switchlA console"), followed by [ENTER]: switchlA console

Enter the serial device designation for switchlA console (default:
"ttyUSBO"), followed by [ENTER]:ttyS4

Configure additional serial consoles [Y/n]? [press ENTER for
default <Y¥>]:n

Configuring switch 'switchlA console' console server...Configured.
Configuring console repository service...... Configured.
Remote host has the following available interfaces:

bond0

bond0. 4

bondl

eth01

eth02

ethll

ethl?2

Enter the name of the bond on the remote server (default: "bond0"),
followed by [ENTER]:

...No entry provided for bond. Resorting to default.
Slave interfaces for bondO:

bond0 interface: ethO01

bond0 interface: ethll
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Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step Procedure Result
7 SERVER A: $ conserverSetup -i -u <SERVER A mgmtVLAN ip address>
' Note: For DL380

GENB9 only:

Setup conserver
serial console
access for switch1lA

Example:

$ conserverSetup -i -u 169.254.1.11

Enter your platcfg username, followed by [ENTER]:platcfg
Enter your platcfg password, followed by [ENTER]:

Target address is local to this host. Running conserverSetup in
local mode.

Checking Platform Revision for local TPD installation...
The local machine is running:

Product Name: SDS
Base Distro Release: 7.0.0.0.0 86.14.0
Checking Platform Revision for remote TPD installation...
The remote machine is running:

Product Name: SDS
Base Distro Release: 7.0.0.0.0 86.14.0

Enter the switch name for this console connection (default:
"switchlA console"), followed by [ENTER]: switchlA console

Enter the serial device designation for switchlA console (default:
"ttyUSBO"), followed by [ENTER]:ttyUSBO

Configure additional serial consoles [Y/n]? [press ENTER for
default <Y¥>]:n

Configuring switch 'switchlA console' console server...Configured.
Configuring console repository service...... Configured.
Remote host has the following available interfaces:

bond0

bond0. 4

bondl

eth01

eth02

ethll

ethl?2

Enter the name of the bond on the remote server (default: "bond0"),
followed by [ENTER]:

...No entry provided for bond. Resorting to default.
Slave interfaces for bondO:

bond0 interface: ethO01

bond0 interface: eth02
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Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step

Procedure

Result

8.

SERVER A:

Note: For DL380
GENG6 & GENS:

Setup conserver
serial console
access for switch1B.

NOTE: Since
Platform 6.0, the
switch1A & switch1B
consoles both
connect to Server

A.

Therefore, the
Server A
mgmtVLAN P
address is used
again when
configuring switch1B
console access.

# conserverSetup -i -s <SERVER A mgmtVLAN ip address>
Example:

# conserverSetup -i -s 169.254.1.11

followed by [ENTER]:platcfg
followed by [ENTER]:

Checking Platform Revision for local TPD installation...

Enter your platcfg username,

Enter your platcfg password,

The local machine is running:
SDS
7.0.0.0.0 86.14.0

Checking Platform Revision for remote TPD installation...

Product Name:

Base Distro Release:

The remote machine is running:
Product Name: SDS
Base Distro Release: 7.0.0.0.0 86.14.0

Enter the switch name for this console connection (default:
"switchlA console"), followed by [ENTER]:switchlB console

Enter the serial device designation for switchlB console (default:

"ttyUSBO"), followed by [ENTER]:ttys5

Configure additional serial consoles
default <Y¥>]:n

[Y/n]? [press ENTER for

Configuring switch 'switchlB console' console server...Configured.
782...Configured.
1024:65535...Configured.

Configuring console repository service...

Configuring iptables for port(s)
Configuring iptables for port(s)

Repo entry for "console service" already exists; deleting entry
for:

Service Name: console service

Type: conserver
Host: 169.254.1.11
...Configured.

Remote host has the following available interfaces:
bond0
bond0.2
bond0.4
bondl
ethO01
eth02
ethll
ethl?2
ethl3
ethl4
Enter the name of the bond on the remote server (default:
followed by [ENTER]:
...No entry provided for bond. Resorting to default.

"bond0"),

Slave interfaces for bond0:
eth01
ethll

bond0 interface:
bond0 interface:

SDS-7.1/7.2/7.3

200

September 2016



SDS Initial Installation and Configuration

Configuration procedures

Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step

Procedure

Result

9.

[]

SERVER A:

Note : For DL380
Gen9

Setup conserver
serial console
access for switch1B.

NOTE: Since
Platform 6.0, the
switch1A & switch1B
consoles both
connect to Server A.

Therefore, the
Server A
mgmtVLAN IP
address is used
again when
configuring switch1B
console access.

$ conserverSetup -i -u <SERVER A mgmtVLAN ip address>
Example:

$ conserverSetup -i -u 169.254.1.11

followed by [ENTER]:platcfg
followed by [ENTER]:

Checking Platform Revision for local TPD installation...

Enter your platcfg username,

Enter your platcfg password,

The local machine is running:
SDS
7.0.0.0.0 _86.14.0

Checking Platform Revision for remote TPD installation...

Product Name:
Base Distro Release:
The remote machine is running:
SDS
7.0.0.0.0 86.14.0

for this console connection (default:
followed by [ENTER]:switchlB console

Product Name:
Base Distro Release:

Enter the switch name
"switchlA console"),

Enter the serial device designation for switchlB console (default:

"ttyUSB0"), followed by [ENTER]:ttyUSB1

Configure additional serial consoles [Y/n]?
default <Y¥>]:n

[press ENTER for

Configuring switch 'switchlB console' console server...Configured.
782...Configured.
1024:65535...Configured.

Configuring console repository service...

Configuring iptables for port(s)
Configuring iptables for port(s)

Repo entry for "console service" already exists; deleting entry
for:

Service Name: console service

Type: conserver
Host: 169.254.1.11
...Configured.

Remote host has the following available interfaces:
bond0
bond0.2
bond0. 4
bondl
eth01
eth02
ethll
ethl?2
ethl3
ethl4
Enter the name of the bond on the remote server (default:
followed by [ENTER]:
...No entry provided for bond. Resorting to default.

"bond0"),

Slave interfaces for bond0:
ethO01
eth02

bond0 interface:

bond0 interface:
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Appendix E.2: Configuring Cisco 4948E-F switches (All SDS NOAM sites)

Step Procedure Result
10 SERVER A: $ netConfig --repo addService name=ssh_service
: . Service type? (tft ssh, conserver, oa) ssh
Add a repository for , P b ' !
SSH service Service host? 169.254.1.11
Enter an option name <g to cancel>: user
Enter the value for user: admusr
Enter an option name <g to cancel>: password
Enter the value for password: <user_password>
Verify password: <user_password>
Enter an option name <g to cancel>: q
Add service for ssh service successful
SERVER A: $ netConfig --repo showService name=ssh_service

Verify you have
entered the
information correctly
for SSH service

Service Name: ssh service
Type: ssh
Host: 169.254.1.11
Options:
password: 615EBD88232A2EFD0O080AC990393083D
user: admusr

SERVER A:

Add a repository for
TFTP service

$ netConfig

Service type?

Enter an option

Enter a value for user: /var/lib/tftpboot/

Enter an option

Add service for

--repo addService name=tftp_service
(tftp,
Service host? 169.254.1.11

ssh, conserver, oa) tftp

name (g to cancel): dir
name (g to cancel): g

tftp service successful

SERVER A:

Verify that you have

$ netConfig --repo showService name=tftp_service

Service Name:

tftp service

entered the Type: tftp
information correctly Host: 169.254.1.11
for TFTP service Options:
dir: /var/lib/tftpboot/
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]Ij

SERVER A:

Create console
service for switch1A

$ netConfig --repo addService name=switchlA consvc

Service type? (tftp, ssh, conserver, oa) conserver
Service host? 169.254.1.11

Enter an option name (g to cancel): user

Enter a value for user: platcfg

Enter an option name (g to cancel): password

Enter a value for password: <platcfg password>

Verify password: <platcfg_ password>
Enter an option name(g to cancel): q

Add service for switchlA consvc successful

SERVER A:

Verify you have
entered the
information correctly
for switch1A console
service

$ netConfig --repo showService name=switchlA consvc

Service Name: switchlA consvc
Type: conserver
Host: 169.254.1.11
Options:
password: 0BY902ECD13D5BD2F1B57B5BEFC6E9S5FES
user: platcfg

SERVER A:

Add repository for
switch1B console
service

$ netConfig --repo addService name=switchlB_consvc

Service type? (tftp, ssh, conserver, oa) conserver
Service host? 169.254.1.11

Enter an option name (g to cancel): user

Enter a value for user: platcfg

Enter an option name (g to cancel): password

Enter a value for password: <platcfg password>

Verify password: <platcfg password>
Enter an option name (g to cancel): q

Add service for console service successful

SERVER A:

Verify you have

$ netConfig --repo showService name=switchlB_consvc

Service Name: switchlB consvc

entered the Type: conserver
information correctly Host: 169.254.1.11
for switch1B console Options:
service
password: 0BY902ECD13D5BD2F1B57B5BFC6E95FE9
user: platcfg
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5.

[]

SERVER A:

Verify and remove
the service named
“console_service” if
present

$ netConfig --repo showService name=console_service

Services:
Service Name: console service
Type: conserver
Host: 169.254.1.11
Options:

password: 0BY902ECD13D5BD2F1B57B5BEFC6E95FES
user: platcfg

If service named “console_service is present, then remove it. Otherwise skip to the next
step.

$ netConfig --repo deleteService name=console_service
Are you sure you want to delete console service (y/n)? y

Deleting service console service...
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6.

[]

SERVER A:

Add repository for
switch1A

$ netConfig --repo addDevice name=switchlA --reuseCredentials
Device Vendor? Cisco
Device Model? 4948E-F

What is the IPv4 (CIDR notation) or IPv6 (address/prefix notation)
address for management?: 169.254.1.1/24

Is the management interface a port or a vlan? [vlan]:vlan

What is the VLAN ID of the management VLAN? [2]: 2

What is the name of the management VLAN? [management]: management
What switchport connects to the management server? [GE40]: GE5

What is the switchport mode (access|trunk) for the management
server port? [trunk]: trunk

What are the allowed vlans for the management server port? [1,2]:
1-4

Enter the name of the firmware file [cat4500e-entservicesk9-mz.122-
54 .WO.bin] :

Enter the name of the upgrade file transfer service: tftp_service
File transfer service to be used in upgrade: tftp service

WARNING: Could not find firmware file on local host. If using a
local service, please update the device entry using the editDevice
command or copy the file to the correct location.

Should the init oob adapter be added (y/n)? y

Adding consolelInit protocol for switchlA using oob...

What is the name of the service used for OOB access?
switchlA consvc

What is the name of the console for OOB access? switchlA console
What is the platform access username? platcfg
What is the device console password?

Verify password:

What is the platform user password?

Verify password:

What is the device privileged mode password?

Verify password:
Should the live network adapter be added (y/n)? Y

Adding cli protocol for switchlA using network...
Network device access already set: 169.254.1.11

Should the live oob adapter be added (y/n)? y
Adding cli protocol for switchlA using oob...

OOB device access already set: switchlA consvc
Device named switchlA successfully added.
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7 SERVER A: $ netConfig --repo addDevice name=switchlB --reuseCredentials
’ . Device Vendor? Cisco
|:| Add repository for ,
switch1B Device Model? 4948E-F

What is the IPv4 (CIDR notation) or IPv6 (address/prefix notation)
address for management?: 169.254.1.2/24

Is the management interface a port or a vlan? [vlan]:vlan
What is the VLAN ID of the management VLAN? [2]: 2

What is the name of the management VLAN? [management]: management

What switchport connects to the management server? [GE40]: GE5

What is the switchport mode (access|trunk) for the management
server port? [trunk]: trunk

What are the allowed vlans for the management server port? [1,2]:
1-4

Enter the name of the firmware file [cat4500e-entservicesk9-mz.122-
54 .WO.bin]:

Enter the name of the upgrade file transfer service: tftp_service
File transfer service to be used in upgrade: tftp service

WARNING: Could not find firmware file on local host. If using a
local service, please update the device entry using the editDevice
command or copy the file to the correct location.

Should the init oob adapter be added (y/n)? y

Adding consolelInit protocol for switchlA using oob...

What is the name of the service used for OOB access?
switchlB_ consvc

What is the name of the console for OOB access? switchlB console
What is the platform access username? platcfg
What is the device console password?

Verify password:

What is the platform user password?

Verify password:

What is the device privileged mode password?

Verify password:

Should the live network adapter be added (y/n)? y

Adding cli protocol for switchlA using network...

Network device access already set: 169.254.1.12
Should the live oob adapter be added (y/n)? y
Adding cli protocol for switchlA using oob...

OOB device access already set: switchlB consvc
Device named switchlB successfully added.
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8 SERVER A: $ netConfig --repo listDevices
. . Devices:
I:' Verify you have
?n“ﬂethe Device: switchlA
information correctly i
Vendor: Cisco
Model: 4948E-F
Access: Network: 169.254.1.1/24
Access: OOB:

Service: switchlA consvc
Console: switchlA console
Init Protocol Configured

Live Protocol Configured

Device: switchlB

Vendor: Cisco

Model: 4948E-F

Access: Network: 169.254.1.2/24
Access: OOB:

Service: switchlB consvc
Console: switchlB console
Init Protocol Configured

Live Protocol Configured

SERVER A:

I:' Log in to switch1lA

Example:
console -M <SERVER A mgmtVLAN ip address> -1 platcfg
switchlA console

$ /usr/bin/console -M 169.254.1.11 -1 platcfg switchlA console

Enter platcfg@pmac5000101's password: <platcfg password>
[Enter ""Ec?' for help]

Press <Enter>

switchlA:

14.

I:' Note the image
version for

comparison in a
following step.

Switch> show version | include image
System image file is "bootflash:cat4500e-entservicesk9-mz.122-
54 .X0.bin"

Note the image version for comparison in a following step.
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NOTE:

IF THE SWITCH1A (4948E-F) I0S DOES NOT DISPLAY THE CORRECT VERSION IN THE ABOVE STEP,
THEN STOP AND EXECUTE THE FOLLOWING STEPS:

1) Appendix E.3 Cisco 4948E-F 10S Upgrade (All SDS NOAM sites)

2) Return to this Procedure and continue with the following Step. Beginning with Step 33.

For each switch, compare the I0S version from previous steps with the 10S version specified in the Firmware
Upgrade Pack Release Notes [6] for the switch model being used.

If the version from previous steps is equal or greater than the version from the release notes and has "k9" in the
name, denoting support for crypto, then continue with the next step, there is no upgrade necessary for this

switch.

Appendix E.2: - Configure Cisco 4948E-F Aggregation Switches (All SDS NOAM sites)

Step Procedure Result
SwitchlA: Switch> show bootflash

15. -#- --length-- ----- date/time------ path

[:] B 1 25771102 Nov 29 2011 08:53:46 cat4500e-entservicesk9-mz.122-
Execute “show 54.%0.bin

bootflash” to verify
that only the correct

95072256 bytes available (33210368 bytes used)

bootflash is
present. Note the image version for comparison in a following step
SwitchlA: Switch>en

16 Password:

Reset switch back
to factory defaults

Switch#write erase

Erasing the nvram filesystem will remove all configuration files!

by deleting the Continue? [confirm] <ENTER>
VLANS. [OK]
Erase of nvram: complete
Switch#
*Jan 26 12:53:06.547: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram <ENTER>
Switch#config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no vlan 2-1024
%$Default VLAN 1002 may not be deleted.
%$Default VLAN 1003 may not be deleted.
%$Default VLAN 1004 may not be deleted.
%$Default VLAN 1005 may not be deleted.
Switch (config) #config-register 0x2101
Switch (config) #end
Switch#
*Jan 26 12:53:31.675: %SYS-5-CONFIG I: Configured from console by
console
Switch#
SwitchlA: Switch#reload

Reload the switch.

System configuration has been modified. Save?

[confirm] <ENTER>

[yes/no]: no

Proceed with reload?
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Procedure

Result

18.

[]

SwitchlA:

Monitor the switch
reboot until it
returns to a login
prompt.

cisco WS-C4948E-F
memory.

Processor board ID CAT1529S91B
MPC8548 CPU at 1GHz, Cisco Catalyst 4948E-F

Last reset from Reload

(MPC8548) processor (revision 5) with 1048576K bytes of

1 Virtual Ethernet interface
48 Gigabit Ethernet interfaces
4 Ten Gigabit Ethernet interfaces

511K bytes of non-volatile configuration memory.

Press RETURN to get started! <ENTER>

Switch>
SwitchlA: Switch#enable
19. Switch#
I:' Enter “enable”
mode.
20 SwitchlA: Switch#dir bootflash:

Verify that you see
the correct I0S
version listed in the
bootflash.

Directory of bootflash:/

7 -rw- 25771102
mz.122-54.X0.bin

Jan 31 2012 07:45:56 +00:00 cat4500e-entservicesk9-

128282624 bytes total
Switch#

(72122368 bytes free)

SwitchlA:

Close connection to
switch.

Switch#quit

Switch conO is now available

Press RETURN to get started.

switchlA:

Note the image
version for
comparison in a
following step.

Exit from console by typing CTRL+E+c+. (combination control character
and ‘e’ character, followed by sequence ‘c’ character, then ‘period’
character) and you will be returned to the server prompt.

SERVER A:

Log in to switch1B

Example:
console -M <SERVER A mgmtVLAN ip address> -1 platcfg
switchlB console

$ /usr/bin/console -M 169.254.1.11 -1 platcfg switchlB_console
Enter platcfg@pmac5000101's password: <platcfg password>

[Enter “"Ec?' for help]
Press <Enter>
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24,

[]

Switchl1B:

Note the image
version for
comparison in a
following step.

Switch> show version | include image

System image file is "bootflash:cat4500e-entservicesk9-mz.122-

54.X0.bin"

Note the image version for comparison in a following step.
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IF THE SWITCH1B 10S DOES NOT DISPLAY THE CORRECT VERSION IN THE ABOVE STEP, THEN STOP
AND EXECUTE THE FOLLOWING STEPS:

1) Appendix E.3 Cisco 4948E-F I0S Upgrade (All SDS NOAM sites); Beginning with Step 25.

2) Return to this Procedure and continue with the following Step.

NOTE: For each switch, compare the IOS version from previous steps with the IOS version specified in the Firmware
Upgrade Pack Release Notes [6] for the switch model being used.
If the version from previous steps is equal or greater than the version from the release notes and has "k9" in the
name, denoting support for crypto, then continue with the next step, there is no upgrade necessary for this switch.
Step Procedure Result
Switch1B: Switch> show bootflash
25. -#- --length-- ----- date/time------ path
|:| . 1 25771102 Nov 29 2011 09:04:04 cat4500e-entservicesk9-mz.122-
Execute “show 54.%0.bin

bootflash” to verify
that only the correct

95072256 bytes available (33210368 bytes used)

bootflash is
present. Note the image version for comparison in a following step
Switch1B: Switch>en

26 Password:

Reset switch back
to factory defaults
by deleting the

Switch#write erase

Erasing the nvram filesystem will remove all configuration files!

Continue? [confirm] <ENTER>
VLANS. [OK]
Erase of nvram: complete
Switch#
*Jan 26 12:53:06.547: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram <ENTER>
Switch#config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no vlan 2-1024
%$Default VLAN 1002 may not be deleted.
%$Default VLAN 1003 may not be deleted.
%$Default VLAN 1004 may not be deleted.
$Default VLAN 1005 may not be deleted.
Switch (config) #config-register 0x2101
Switch (config) #end
Switch#
*Jan 26 12:53:31.675: %SYS-5-CONFIG I: Configured from console by
console
Switch#
Switch1B: Switch#reload

Reload the switch.

System configuration has been modified. Save?

Proceed with reload? [confirm] <ENTER>

[yes/no]: no
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28.

[]

Switchl1B:

Monitor the switch
reboot until it
returns to a login
prompt.

cisco WS-C4948E-F
memory.

Processor board ID CAT1529S91B
MPC8548 CPU at 1GHz, Cisco Catalyst 4948E-F
Last reset from Reload

(MPC8548) processor (revision 5) with 1048576K bytes of

1 Virtual Ethernet interface
48 Gigabit Ethernet interfaces
4 Ten Gigabit Ethernet interfaces

511K bytes of non-volatile configuration memory.

Press RETURN to get started! <ENTER>
Switch>
Switch1B: Switch#enable
29. Switch#
I:' Enter “enable”
mode.
30 SwitchlB: Switch#dir bootflash:

Verify that you see
the correct 10S
version listed in the
bootflash.

Directory of bootflash:/

7 —rw- 25771102
mz.122-54.X0.bin

Jan 31 2012 07:45:56 +00:00 cat4500e-entservicesk9-

128282624 bytes total
Switch#

(72122368 bytes free)

Switchl1B:

Close connection to
switch.

Switch#quit

Switch conO is now available

Press RETURN to get started.

Switchl1B:

Note the image
version for
comparison in a
following step.

Exit from console by typing CTRL+E+c+. (combination control character
and ‘e’ character, followed by sequence ‘c’ character, then ‘period’
character) and you will be returned to the server prompt.
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SERVER A:
33.

I:' Initialize switch 1A

$ netConfig --file=/usr/TKLC/plat/etc/switch/xml/switchlA SDS 4948E_E-
F_init.xml

Processing file: /usr/TKLC/plat/etc/switch/xml/switchlA SDS 4948E-F init.xml

$
Note: This step takes about 2-3 minutes to complete

Check the output of this command for any errors. If this fails for any reason,
stop this procedure and contact Customer Care Center.

A successful completion of netConfig will return the user to the prompt.

SERVER A:
I:' Initialize switch 1B

$ netConfig --file=/usr/TKLC/plat/etc/switch/xml/switchlB_SDS_4948E_E-
F_init.xml

Processing file: /usr/TKLC/plat/etc/switch/xml/switchlB_SDS_4948E-F_init.xml

$

Note: This step takes about 2-3 minutes to complete

Check the output of this command for any errors. If this fails for any reason,
stop this procedure and contact Customer Care Center.

A successful completion of netConfig will return the user to the prompt.
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SERVER A: $ ping -c 15 169.254.1.1
35.
I:' Ping switch 1A’s PING 169.254.1.1 (169.254.1.1) 56(84) bytes of data.
SVI (router
interface) ) )
addresses u)verﬁy 64 bytes from 169.254.1.1: icmp seg=1 ttl=255 time=3.09 ms
switch initialization.
64 bytes from 169.254.1.1: icmp seg=2 ttl=255 time=0.409 ms
Note: VIP ) .
. 64 bytes from 169.254.1.1: icmp seg=3 ttl=255 time=0.417 ms
addresses are not -
yet available.
64 bytes from 169.254.1.1: icmp seg=4 ttl=255 time=0.418 ms
64 bytes from 169.254.1.1: icmp seg=5 ttl=255 time=0.419 ms
64 bytes from 169.254.1.1: icmp seg=6 ttl=255 time=0.419 ms
64 bytes from 169.254.1.1: icmp seg=7 ttl=255 time=0.429 ms
64 bytes from 169.254.1.1: icmp seg=8 ttl=255 time=0.423 ms
64 bytes from 169.254.1.1: icmp seg=9 ttl=255 time=0.381 ms
64 bytes from 169.254.1.1: icmp seg=10 ttl=255 time=0.416 ms
64 bytes from 169.254.1.1: icmp seg=11 ttl=255 time=0.381 ms
64 bytes from 169.254.1.1: icmp seg=12 ttl=255 time=0.426 ms
64 bytes from 169.254.1.1: icmp seg=13 ttl=255 time=0.420 ms
64 bytes from 169.254.1.1: icmp seg=14 ttl=255 time=0.415 ms
64 bytes from 169.254.1.1: icmp seg=15 ttl=255 time=0.419 ms
--- 169.254.1.1 ping statistics ---
15 packets transmitted, 15 received, 0% packet loss, time 14006ms

rtt min/avg/max/mdev

0.381/0.592/3.097/0.669 ms S
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36 SERVER A: $ ping -c 15 169.254.1.2

|:| Ping switch 1B's PING 169.254.1.2 (169.254.1.2) 56(84) bytes of data.
SVI (router
interface)

addresseslx)verﬁy From 169.254.1.11 icmp seg=2 Destination Host Unreachable

switch initialization.
From 169.254.1.11 icmp seg=3 Destination Host Unreachable

Note: VIP
addresses are not
yet available.

From 169.254.1.11 icmp seg=4 Destination Host Unreachable
From 169.254.1.11 icmp seg=6 Destination Host Unreachable
From 169.254.1.11 icmp seg=7 Destination Host Unreachable
From 169.254.1.11 icmp seqg=8 Destination Host Unreachable
64 bytes from 169.254.1.2: icmp seg=9 ttl=255 time=2.76 ms
64 bytes from 169.254.1.2: icmp seqg=10 ttl=255 time=0.397 ms
64 bytes from 169.254.1.2: icmp seqg=11 ttl=255 time=0.448 ms
64 bytes from 169.254.1.2: icmp seg=12 ttl=255 time=0.382 ms
64 bytes from 169.254.1.2: icmp seg=13 ttl=255 time=0.426 ms
64 bytes from 169.254.1.2: icmp seg=14 ttl=255 time=0.378 ms

64 bytes from 169.254.1.2: icmp seg=15 ttl=255 time=0.431 ms

--- 169.254.1.2 ping statistics ---
15 packets transmitted, 7 received, +6 errors, 53% packet loss, time 14003ms

rtt min/avg/max/mdev = 0.378/0.747/2.769/0.825 ms, pipe 3

' WARNING !: The user needs to verify that the above ping is successful
before continuing on to the next step. If the ping continues to receive
“Destination Host Unreachable”, then stop this procedure and contact the
Customer Care Center.
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37.

[]

SERVER A:

Configure both

$ netConfig --file=/usr/TKLC/plat/etc/switch/xml/switch_SDS_4948E _E-
F_configure.xml

switches Processing file: /usr/TKLC/plat/etc/switch/xml/switch SDS 4948E-
F configure.xml
$
Note: This step takes about 2-3 minutes to complete.
e Check the output of this command for any errors. If this fails for any
reason, stop this procedure and contact Customer Care Center.
e A successful completion of netConfig will return the user to the
prompt.
38 SERVER A: $ tpdProvd --client --noxml --ns=Xinetd stopXinetdService service
: tftp
|:| Undo the
temporary . .
changes. Login on Remote: platcfg
Password of platcfg: <platcfg password>
1
SERVER A: $ netConfig --device=switchlA listFirmware

Verify the switch is
using the correct
I0S image per
platform version.

Image: cat4500e-entservicesk9-mz.122-54.X0.bin

$ netConfig --device=switchlB listFirmware

Image: cat4500e-entservicesk9-mz.122-54.X0.bin
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SERVER A:
40.

[]

Execute the

SERVER A
networking to
original state.

Output similar to

right may be
observed.

“service network
restart” to restore

that shown on the

$ service network restart

Shutting down

interface bond0.2:

Removed VLAN -:bond0.2:-

[ OK ]

Shutting down interface bond0.4: Removed VLAN -:bond0.4:-
[ OK ]

Shutting down interface bondO: [ OK ]

Shutting down interface bondl: [ OK ]

Shutting down loopback interface: [ OK ]

Bringing up loopback interface: [ OK ]

Setting 802.1Q VLAN parameters:
Should be visible in /proc/net/vlan/config

Set name-type for VLAN subsystem.

[ OK ]
Bringing up interface bond0O: RTNETLINK answers: No such device
[ OK ]
Bringing up interface bondl: [ OK ]
Bringing up interface bond0.2: Added VLAN with VID == 2 to IF -
:bond0: -
[ OK ]
Bringing up interface bond0.4: Added VLAN with VID == 4 to IF -
:bond0: -
[ OK ]
$
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a1 SERVER A: $ ping -¢ 5 169.254.1.1
I:' Ping switch 1A’s PING 169.254.1.1 (169.254.1.1) 56(84) bytes of data.
SVI (router
interface) ) )
addresses u)verﬁy 64 bytes from 169.254.1.1: icmp seg=1 ttl=255 time=0.430 ms
switch
configuration. 64 bytes from 169.254.1.1: icmp seq=2 ttl=255 time=0.426 ms
Note: VIP 64 bytes from 169.254.1.1: icmp seqg=3 ttl=255 time=0.427 ms
addresses are not
yet available. 64 bytes from 169.254.1.1: icmp seg=4 ttl=255 time=0.426 ms
64 bytes from 169.254.1.1: icmp seg=5 ttl=255 time=0.431 ms
--- 169.254.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 0.426/0.428/0.431/0.002 ms
$
SERVER A: $ ping —c 5 169.254.1.2
42,
I:' Ping switch 1B’s PING 169.254.1.2 (169.254.1.2) 56(84) bytes of data.
SVI (router
interface) ) .
addressesix)verﬁy 64 bytes from 169.254.1.2: icmp seg=1 ttl=255 time=0.401 ms
switch
configuration. 64 bytes from 169.254.1.2: icmp seq=2 ttl=255 time=0.394 ms
Note: VIP 64 bytes from 169.254.1.2: icmp seq=3 ttl=255 time=0.407 ms
addresses are not
yet available 64 bytes from 169.254.1.2: icmp seg=4 ttl=255 time=0.393 ms
64 bytes from 169.254.1.2: icmp seq=5 ttl=255 time=0.401 ms

---169.254.1.2 ping statistics ---
5 packets transmitted,

5 received,

rtt min/avg/max/mdev = 0.393/0.399/

0% packet loss,

0.407/0.013 ms

time 3999ms
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43 SERVER A: $ ssh platcfg@l169.154.1.1
Verify SSH

[]

capability from
server 1A to

The authenticity of host '169.254.1.1 (169.254.1.1)"' can't be
established.

switch 1A. RSA key fingerprint is
£d:83:32:34:3f:06:2f:12:e0:ea:e2:73:e2:cl:le:06e.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '169.254.1.1' (RSA) to the list of known
hosts.
Password: <switch platform password>
SERVER A: $ quit
44,
[:] CmseSSH Connection to 169.254.1.1 closed.
connection to
switch 1A.
45 SERVER A: $ ssh platcfg@l169.154.1.2
I:' Verify SSH

capability from
server 1A to

The authenticity of host '169.254.1.2 (169.254.1.2)"' can't be
established.

switch 18 RSA key fingerprint is
3a:1b:e0:92:99:73:9d:04:92:3f£:72:37:c0:1c:a6:95.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '169.254.1.2' (RSA) to the list of known
hosts.
Password: <switch platform password>
SERVER A: $ quit
46.
[:] CmseSSH Connection to 169.254.1.2 closed.
connection to
switch 1A.
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SERVER B:
47.

[]

Execute the

$ service network restart

“ X Shutting down interface bond0.2: Removed VLAN -:bond0.2:- [ OK ]
service network
restart” to restore
SERVER B Shutting down interface bond0.4: Removed VLAN -:bond0.4:- [ OK
networking to
original state. Shutting down interface bond0: [ OK ]
Output similar to Shutting down interface bondl: [ OK ]
that shown on the
right may be Shutting down loopback interface: [ OK ]
observed.
Bringing up loopback interface: [ OK ]
Setting 802.1Q VLAN parameters: Set name-type for VLAN subsystem.
Should be visible in /proc/net/vlan/config [ OK ]
Bringing up interface bondO: RTINETLINK answers: No such device
[ OK ]
Bringing up interface bondl: [ OK ]
Bringing up interface bond0.2: Added VLAN with VID == 2 to IF -
:bond0: -
[ OK ]
Bringing up interface bond0.4: Added VLAN with VID == 4 to IF -
:bond0: -
[ OK ]
$
48 SERVER B: $ ping -¢ 5 169.254.1.1
|:| Ping switch 1A’s PING 169.254.1.1 (169.254.1.1) 56(84) bytes of data.
SVI (router
interface) 64 bytes from 169.254.1.1: icmp seg=1 ttl=255 time=0.430 ms
addresses to verify 64 bytes from 169.254.1.1: icmp seg=2 ttl=255 time=0.426 ms
switch 64 bytes from 169.254.1.1: icmp seq=3 ttl=255 time=0.427 ms
configuration. . - .
64 bytes from 169.254.1.1: icmp seq=4 ttl=255 time=0.426 ms
64 bytes from 169.254.1.1: icmp seg=5 ttl=255 time=0.431 ms
Hote: VIP 169.254.1.1 pi tatisti -
addresses are not : -+ bing statistics
yet available. 5 packets transmitted, 5 received, 0% packet loss, time 4003ms

rtt min/avg/max/mdev =

0.426/0.428/0.431/0.002 ms
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49 SERVER B: $ ping -¢ 5 169.254.1.2
Ping switch 1B’s
PING 169.254.1.2 (169.254.1.2 4 £ .
[:] SVI (router G 169.25 (169.25 ) 56(84) bytes of data
interface) 64 bytes from 169.254.1.2: icmp seg=1 ttl=255 time=0.401 ms
addresses to verify | 64 bytes from 169.254.1.2: icmp seg=2 ttl=255 time=0.394 ms
switch 64 bytes from 169.254.1.2: icmp seq=3 ttl=255 time=0.407 ms
configuration. , - ,
64 bytes from 169.254.1.2: icmp seg=4 ttl=255 time=0.393 ms
64 bytes from 169.254.1.2: icmp seg=5 ttl=255 time=0.401 ms
Note: VIP --- 169.254.1.2 pi tatisti —
addresses are not n€0%. L. PINg Statistics
yet available 5 packets transmitted, 5 received, 0% packet loss, time 3999%ms
rtt min/avg/max/mdev = 0.393/0.399/0.407/0.013 ms
50 SERVER B: $ ssh platcfg@l169.254.1.1

I:' Verify SSH
capability from

server 1B to

The authenticity of host '169.254.1.1 (169.254.1.1)"' can't be
established.

RSA key fingerprint is
£d:83:32:34:3f:06:2f:12:e0:ea:e2:73:e2:cl:le:06e.

switch 1A. . .
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '169.254.1.1' (RSA) to the list of known
hosts.
Password: <switch_platform password>
51 SERVER B: switchlA> quit
; Connection to 169.254.1.1 closed.
D Close SSH
connection to
switch 1A.
52 SERVER B: $ ssh platcfg@169.254.1.2

I:' Verify SSH
capability from

server 1B to

The authenticity of host '169.254.1.2 (169.254.1.2)"' can't be
established.

RSA key fingerprint is
3a:1b:e0:92:99:73:9d:04:92:3f:72:37:c0:1c:a6:95.

switch 1B . .
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '169.254.1.2' (RSA) to the list of known
hosts.
Password: <switch_platform password>
53 SERVER B: switchlB> quit
[:] CbseSSH Connection to 169.254.1.2 closed.
connection to
switch 1B.
SERVER A:
54.

I:' Run Appendix E.4 to backup switch configuration.

SDS-7.1/7.2/7.3

221 September 2016




SDS Initial Installation and Configuration

Configuration procedures

Step

Procedure

Result

55.

[]

SERVER A:

Exit from the
command line to
return the server
console to the login
prompt.

$ exit

logout

CentOS release 5.6 (Final)

Kernel 2.6.18-238.19.1.elbprerel5.0.0 72.22.0 on an x86_ 64

THIS PROCEDURE HAS BEEN COMPLETED
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Cisco 4948E-F IOS Upgrade (All SDS NOAM sites)

Appendix E.3: Cisco 4948E-F I0S Upgrade (SDS sites)

Step Procedure Result
1 SERVER A:
. Connect to the SERVER A console using one of the access methods described in
I:' Access the _
SERVER A Section 2.3.
console.
SERVER A: CentOS release 5.6 (Final)

1) Access the
command prompt.

2) Log into the HP
DL360 server as

the “admusr” user.

Kernel 2.6.18-238.19.1.elb5prerel5.0.0 72.20.0 on an x86 64

hostnamel260476221 login: admusr

Password: <admusr_password>

SERVER A:

Output similar to
that shown on the
right will appear as
the server access
the command
prompt.

*** TRUNCATED OUTPUT ***

VPATH=/opt/TKLCcomcol/runcm5.16:/opt/TKLCcomcol/cm5.16
PRODPATH=

RELEASE=5.16

RUNID=00

VPATH=/var/TKLC/rundb: /usr/TKLC/appworks:/usr/TKLC/awpcommon: /usr/TKL
C/comagent-gui:/usr/TKLC/comagent: /usr/TKLC/sds

PRODPATH=/opt/comcol/prod
RUNID=00
[admusr@hostnamel260476221 ~1$

SERVER A:

Verify 10S images
on the system

$ 1s /var/lib/tftpboot/
<IOS_image_ file>

If the correct 10S version is displayed, skip forward to Step 7.
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SERVER A:

Place USB drive
containing the the
HP Misc Firmware
image with the
correct 4948E-F
10S version into
the SERVER A
front panel USB
port.

Figure 4 - HP DL360 G6 Front Panel (USB Port)

Figure 5 - HP DL380 Gen8, Front Panel (USB Port)

Figure 6 - HP DL380 Gen9, Front Panel (USB Port)

SERVER A:

Copy I0OS image
onto the system

mount /dev/scd0 /media/cdrom

cp /media/cdrom/files/<New_IOS_image file> /var/lib/tftpboot/
chmod 644 /var/lib/tftpboot/<New_IOS_ image file>

umount /media/cdrom

Uy 0 U Uy

SERVER A:

Prepare the system
for IOS transfer.

S tpdProvd --client --noxml --ns=Xinetd startXinetdService service
tftp

Login on Remote: platcfg

Password of platcfg: <platcfg password>

1
$

SERVER A:

Verify the current
bonded interface
configuration.

$ ifconfig |grep bond

bond0 Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6C
bond0.2 Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6C
bond0.4 Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6C
bondl Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6E
$

Execute one of the following options:

e Ifbond0 & bond0.2 are both present, skip to Step 10.

e If only bondO is present, continue with the following step.
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9.

[]

SERVER A:

For Gen6 & GenS:

Create the bond0.2
and add interfaces
eth01 & ethll to it.

For Gen9:

Create the bond0.2
and add interfaces
eth01 & eth02 to it.

For Gen6 & GenS8:

$ netAdm delete --device=bond0

$ netAdm add --device=bond0 --onboot=yes --type=Bonding --
mode=active-backup --miimon=100 --bootproto=none

$ netAdm set --device=eth0l --bootproto=none --type=Ethernet --
master=bond0 --slave=yes --onboot=yes

$ netAdm set --device=ethll --bootproto=none --type=Ethernet --
master=bond0 --slave=yes --onboot=yes

Add the <SERVER A_mgmtVLAN_IP_address> to bond0.2

$ netAdm add --device=bond0.2 --address=169.254.1.11 --
netmask=255.255.255.0 --onboot=yes

For Gen9:

$ netAdm delete --device=bond0

$ netAdm add --device=bond0 --onboot=yes --type=Bonding --
mode=active-backup --miimon=100 --bootproto=none

$ netAdm set --device=eth0l --bootproto=none --type=Ethernet --
master=bond0 --slave=yes --onboot=yes

$ netAdm set --device=eth02 --bootproto=none --type=Ethernet --
master=bond0 --slave=yes --onboot=yes

Add the <SERVER A_mgmtVLAN_IP_address> to bond0.2

$ netAdm add --device=bond0.2 --address=169.254.1.11 --
netmask=255.255.255.0 --onboot=yes
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10, | SERVERA: On SERVER A ensure that the interface connected to switch1A is the only
Disable the interface available and obtain the IP address of <SERVER

[]

bond0.2 interface
to switch1B and
verify the bond0.2

A_mgmtVLAN_Interface> by performing the following commands:

IP address. For Gen6 & Gen8:
S ifdown ethll
$ ifup ethO1
$ ifconfig bond0.2
bond0.2 Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6C
inet addr:169.254.1.11
Bcast:169.254.1.255Mask:255.255.255.0
inet6 addr: fe80::9a4b:elff:fe6e:876c/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:99384 errors:0 dropped:0 overruns:0 frame:0
TX packets:105440 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:0
RX bytes:4603240 (4.3 MiB) TX bytes:55536818 (52.9 MiB)
The command output should contain the IP address of the <SERVER
A _mgmtVLAN ip_address>.
For Gen 9:
$ ifdown eth02
$ ifup ethO1
$ ifconfig bond0.2
bond0.2 Link encap:Ethernet HWaddr 98:4B:E1:6E:87:6C
inet addr:169.254.1.11
Bcast:169.254.1.255Mask:255.255.255.0
inet6 addr: fe80::9a4db:elff:fe6e:876c/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:99384 errors:0 dropped:0 overruns:0 frame:0
TX packets:105440 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:4603240 (4.3 MiB) TX bytes:55536818 (52.9 MiB)
The command output should contain the IP address of the <SERVER
A _mgmtVLAN ip_address>.
11 SERVER A: console -M <SERVER A mgmtVLAN ip address> -1 platcfg switchlA console
[:] Connect to $ /usr/bin/console -M 169.254.1.11 -1 platcfg switchlA console

switchlA console

Enter platcfg@pmac5000101's password: <platcfg password>
[Enter “"Ec?' for help]

Press <Enter>
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ﬁ

switchlA:

Enter enable mode

Switch> enable
Switch#

13.

[]

switchlA:

Configure switch
port with this
sequence of

Switch# conf t

Switch (config) # wvlan 2

Switch(config)# int vlan 2

Switch(config-if)# ip address 169.254.1.1 255.255.255.0
Switch (config-if) # no shut

commands Switch(config-if)# int gil/5
Switch (config-if) # switchport mode trunk
Switch (config-if)# spanning-tree portfast trunk
Switch (config-if)# end

switch1A: ping <SERVER A mgmtVLAN ip address>

Test connectivity

Switch# ping 169.254.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to <SERVER

A mgmtVLAN ip address>, timeout is 2 seconds:
Success rate is 100 percent
1/1/4 ms

(5/5), round trip min/avg/max

If ping is not 100% successful the first time, repeat the ping. If unsuccessful again, double
check that the procedure was completed correctly by repeating all steps up to this point. If
after repeating those steps, ping is still unsuccessful, contact Customer Care Center.

switchlA:

Upload 10S image
to switch

Switch# copy tftp: bootflash:
Address or name of remote host []? <SERVER A;mgmtVLAN_ip_address>

Source filename []°? <New_IOS_image_file>

Destination filename [<New IOS image file>]? <ENTER>

Press <Enter> here, you do NOT want to change the filename

Accessing tftp://<SERVER A mgmtVLAN ip address>/<IOS image file>...
Loading <IOS image file> from <SERVER A mgmtVLAN ip address> (via
Vlan2): UL LLUUL U i ety

DULLUULIIILU I LT L [OK - 45606 bytes]

45606 bytes copied in 3.240 secs (140759 bytes/sec)
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16.

[]

switchlA:

Locate old IOS

Switch# dir bootflash:
Directory of bootflash:/

1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-

image to be entservicesk9-mz.122-54.W0.bin
removed 2 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-ipbasek9-
mz.122-54.WO.bin
60817408 bytes total (43037392 bytes free)
NOTE: Here, you should note which I10S you uploaded, and the one which was already on the
switch. Note the one that was already on the switch, this will be the one to delete, as notated
by the variable <OLD_lOS_image>
17 switch1A: Switch# delete /force /recursive bootflash:<OLD_IOS_image>
: Switch#
|:| Remove old 10S
image
18 switchlA: Switch# dir bootflash:

Directory of bootflash:/

|:| Locate old 10S 1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-
image to be entservicesk9-mz.122-54.WO.bin
removed 60817408 bytes total (43037392 bytes free)
NOTE: Here, you should see only the 10S version you uploaded.
SwitchlA: Switch#write erase

Reset switch back

Erasing the nvram filesystem will remove all configuration files!

Continue? [confirm] <ENTER>
to factory defaults [OK]
by deleting the Erase of nvram: complete
VLANS. Switch#
*Jan 26 12:53:06.547: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram
Switch#config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no vlan 2-1024
%$Default VLAN 1002 may not be deleted.
%$Default VLAN 1003 may not be deleted.
%$Default VLAN 1004 may not be deleted.
%$Default VLAN 1005 may not be deleted.
Switch (config) #config-register 0x2101
Switch (config) #end
Switch#
*Jan 26 12:53:31.675: %SYS-5-CONFIG I: Configured from console by
console
Switch#
switchlA: Switch#reload

Reload the switch

System configuration has been modified. Save?

[confirm] <ENTER>

[yes/no]: no
Proceed with reload?

' WARNING!: It is extremely important to answer “no” to the above “Save?” option.
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21 switchlA: Switch> enable
. Switchi#
I:' After the reload,
enter enable mode.
switchlA: Switch> show version | include image
22. System image file is "bootflash:cat4500-entservicesk9-mz.122-
|:| Wait until the 54.WO.bin"

switch is reloaded,
then confirm the
correct IOS image.

Switch>

NOTE: Here, you should see only the 10S version you uploaded. If the IOS version is not at
the correct version, stop here and contact Customer Care Center.

switchlA:

Switch# dir bootflash:
Directory of bootflash:/

Locate old 10S 1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-
image to be entservicesk9-mz.122-54.WO.bin
removed. 60817408 bytes total (43037392 bytes free)
NOTE: Here, you should see only the 10S version you uploaded.
24 switch1A: Switch# <CTRL-e><c><.>
Exit the switch1A . .
I:' console session. Hot Key sequence: Ctrl-E, C, period
o5 SERVER A: On SERVER A ensure that the interface of the server connected to switch1B is the only
: . interface up and obtain the IP address of <SERVER A_mgmtinterface> by performing the
|:| Disable the following commands:
bond0.2 interface
to switch1A. For Gen6 & GenS8:
$ ifup ethll
$ ifdown ethO1
For Gen9:
$ ifup eth02
$ ifdown ethO1
NOTE: The command output should contain the IP address of the variable <SERVER
A_mgmtVLAN_ip_address>.
26 SERVER A: console -M <SERVER A mgmtVLAN ip address> -1 platcfg switchlB console
[:] Connect to $ /usr/bin/console -M 169.254.1.11 -1 platcfg switchlB console

switch1lB console

Enter platcfg@pmac5000101's password: <platcfg password>
[Enter “"Ec?' for help]

Press <Enter>

switchlB:

Enter enable mode

Switch> enable
Switch#
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28.

[]

switch1B:

Configure switch
port with this
sequence of

Switch# conf t

Switch(config)# vlan 2

Switch(config)# int wvlan 2

Switch (config-if)# ip address 169.254.1.2 255.255.255.0
Switch (config-if) # no shut

commands Switch(config-if)# int gil/5
Switch (config-if)# switchport mode trunk
Switch(config-if)# spanning-tree portfast trunk
Switch (config-if)# end

switch1B: ping <management SERVER A mgmtVLAN ip address>

Test connectivity

Switch# ping 169.254.1.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to <SERVER

A mgmtVLAN ip address>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round trip min/avg/max =
1/1/4 ms

NOTE: If ping is not 100% successful the first time, repeat the ping. If unsuccessful again,
double check that the procedure was completed correctly by repeating all steps up to this

point. If after repeating those steps, ping is still unsuccessful, contact Customer Care Center.

switchlB:

Upload 10S image
to switch

Switch# copy tftp: bootflash:
Address or name of remote host []? <management SERVER
A mgmtVLAN ip address>

Source filename []? <New_IOS_image file>

Destination filename [<New IOS image file>]? <ENTER>
Press <Enter> here, you do NOT want to change the filename

Accessing tftp://<management SERVER B mgmtVLAN ip
address>/<IOS image file>...

Loading <IOS image file> from <SERVER A mgmtVLAN ip address> (via
Vlan2): UL LLUUL U i ey

trrrrrrrrrrrrrrrrrrrbrbrr it [OK - 45606 bytes]

45606 bytes copied in 3.240 secs (140759 bytes/sec)

switch1B:

Locate old IOS
image to be
removed

Switch# dir bootflash:

Directory of bootflash:/

1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-
entservicesk9-mz.122-54.WO.bin

2 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-ipbasek9-
mz.122-54.WO.bin

60817408 bytes total (43037392 bytes free)

NOTE: Here, you should note which IOS you uploaded, and the one which was already on the
switch. Note the one that was already on the switch, this will be the one to delete, as notated
by the variable <OLD_IOS_image>

SDS-7.1/7.2/7.3

230 September 2016




SDS Initial Installation and Configuration

Configuration procedures

Appendix E.3: Cisco 4948E-F 10S Upgrade (SDS sites)

Step Procedure Result
32 switch1B: Switch# delete /force /recursive bootflash:<OLD_IOS_image>
: Switch#
I:' Remove old 10S
image
33 switch1B: Switch# dir bootflash:

[]

Locate old IOS

Directory of bootflash:/

1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-

image to be entservicesk9-mz.122-54.WO.bin
removed 60817408 bytes total (43037392 bytes free)

Here, you should see only the 10S version you uploaded.
Switch1B: Switch#write erase

Reset switch back

Erasing the nvram filesystem will remove all configuration files!

Continue? [confirm] <ENTER>
to factory defaults [OK]
by deleting the Erase of nvram: complete
VLANS. Switch#
*Jan 26 12:53:06.547: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram
Switch#config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no vlan 2-1024
%$Default VLAN 1002 may not be deleted.
%$Default VLAN 1003 may not be deleted.
%$Default VLAN 1004 may not be deleted.
%$Default VLAN 1005 may not be deleted.
Switch (config) #config-register 0x2101
Switch (config) #end
Switch#
*Jan 26 12:53:31.675: %$SYS-5-CONFIG I: Configured from console by
console
Switch#
switch1B: Switch# reload

Reload the switch

Proceed with reload? [confirm] <ENTER>
System config modified. save? <y>

switchlB:

Wait until the
switch is reloaded,
then confirm the
correct I0S image

Switch> show version | include image

System image file is "bootflash:cat4500-entservicesk9-mz.122-
54 .WO.bin"

Switch>

switchlB:

Enter enable mode

Switch> enable
Switch#
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38.

switch1B:

Switch# dir bootflash:
Directory of bootflash:/

|:| Locate old 10S 1 -rwx 17779888 May 11 2011 02:25:23 -05:00 cat4500-
image to be entservicesk9-mz.122-54.WO.bin
removed 60817408 bytes total (43037392 bytes free)
Here, you should see only the 10S version you uploaded.
39 switch1A: Switch# <CTRL-e><c><.>
Exit the switch1lA . .
I:' console session. Hot Key sequence: Ctrl-E, C, period
40 SERVER A: On SERVER A ensure that the both bond0.2 interfaces are up:
|:| Re-enable the _
bond0.2 interface For Gen6 & Gen8:
to switchlA.
S ifup ethll
$ ifup ethO1
For Gen9:
$ ifup eth02
$ ifup ethO1
SERVER A: $ tpdProvd --client --noxml --ns=Xinetd stopXinetdService service

Stop the “tftp”
service.

tftp
Login on Remote: platcfg
Password of platcfg: <platcfg password>

1

THIS PROCEDURE HAS BEEN COMPLETED
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Variable

Value

<switch backup user>

configuration procedure)

(also needed in switch

<switch backup user password> (also needed in
switch configuration procedure)

<switch name>

hostname of the switch

<switch backup directory> /usr/TKLC/plat/etc/switch/backup

Appendix E.4: Cisco 4948E-F Backup (SDS sites)

Step Procedure Result

10 SERVER A:

|:| Access the gonn_ect éosthe SERVER A console using one of the access methods described in
SERVER A ection 2.3.
console.

11 SERVER A: login: admusr

; Using keyboard-interactive authentication.

[:] Log into server as Password: <admusr_password>
the “admusr” user.
SERVER A: $ sudo su -

12.

[:] Change to admusr
user

13 SERVER A: $ netConfig --device=<switch name> getHostname

Verify hostmane of
the switch1A

Hostname: switchlA

Note: The value beside "Hostname:" should be the same as the
<switch name> variable

SERVER A:

Verify SSH service

$ netConfig --repo showService name=ssh_service

Service Name: ssh _service
Type: ssh
Host: 169.254.1.11
Options:

password: 615EBD88232A2EFDO080AC990393083D

user: admusr

SERVER A:

Change directory

S cd

SERVER A:

Run backup
command

$ netConfig --device=<switch_ name> backupConfiguration
service=ssh_service filename=<switch_ name>-backup
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Step Procedure Result
17 SERVER A: $ ls <switch_name>-backup*
: $
Verify backup and $ cat <switch_name>-backup

[]

inspect its contents
to ensure they
reflect the
configured values

18. .

|:| Repeat steps 4 - 8 for switch1B.
SERVER A: $ scp -p <switchlA name>-backup*

19. 169.254.1.11:/<switch _backup_directory>/
Copy the switch1lA

[]

backup files to the
permanent backup
storage directory

20.

SERVER A:

Copy the switch1B
backup files to the
permanent backup
storage directory

$ scp -p <switchlB_ name>-backup*
169.254.1.12:/<switch _backup_ directory>/

SERVER A:

Move the switch1lA
backup files to the
permanent backup
storage directory

$ mv *<switchlA name>-backup* <switch_backup_directory>/

SERVER A:

Move the switch1B
backup files to the
permanent backup
storage directory

$ mv *<switchlB_name>-backup* <switch_ backup_ directory>/

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix F. CREATING AN XML FILE FOR INSTALLING NETWORK ELEMENTS

SDS Network Elements can be created by using an XML configuration file. The SDS software image (*.iso) contains
two examples of XML configuration files for “NO” (Network OAM&P) and “SO” (System OAM) networks.
These files are named SDS_NO_NE.xml and SDS_SO_NE.xml and are stored on the /usr/TKLC/sds/vlan directory.

The customer is required to create individual XML files for each of their SDS Network Elements (NOAM & SOAM).
The format for each of these XML files is identical. Below is an example of the SDS_NO_NE.xml file.

e THE HIGHLIGHTED VALUES IN EACH TABLE MUST BE UPDATED BY THE
USER FOR EACH NETWORK ELEMENT (SITE).

NOTE_1: The Description column in this example includes comments for this document only. Do
not include the Description column in the actual XML file used during installation.

NOTE_2: The MGMT_VLAN network should only be implemented when (2) dedicated Aggregation
Switches (typically Cisco 4948E-F) are used exclusively for the SDS NOAM and Query Server
(RMS) IMI network. The MGMT_VLAN network should be removed from the Network Element
XML file when SDS Aggregation Switches are not part of the implemention.

NOTE_3: When installing IPv6 for the XMl or IMI networks, please note that the MGMT_VLAN (if
implemented ) should remain in the IPv4 format only.

NOTE_4: When creating the SDS SOAM NE XML file, the user should be aware that the XMI and
IMI networks subnets chosen MUST EXACTLY MATCH those used by the associated DSR NE
within the same SOAM enclosure.
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XML File Text Description
<?xml version="1.0"?>
<networkelement>
<name>NO_RLGHNC</name> [Range = 1-32 character string] - Must be alphanumeric or underscore.
<networks>
<network>
<name>MGMNT_VLAN</name> Name of customer management network. Note: Do NOT change this name.
<vlanId>2</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.
<ip>169.254.1.0</ip> [Range = A valid IP address] - The network address of this VLAN
<mask>255.255.255.0</mask> Subnetting to apply to servers within this VLAN
</network>
<network>
<name>XMI</name> Name of customer external network. Note: Do NOT change this name.
<vlanId>3</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.
<ip>10.250.55.0</ip> [Range = A valid IP address] - This network must be the same as the

associated DSR NE XMI network subnet within the same SOAM enclosure.

<mask>255.255.255.0</mask>

Must be the same as the associated DSR NE XMI netmask within the same
SOAM enclosure.

<gateway>10.250.55.1</gateway>

[Range = A valid IP address] - This gateway address must be the same as
the associated DSR NE XMI network gateway within the same SOAM
enclosure.

<isDefault>true</isDefault>

[Range = true/false] - true if this is the network with the default gateway.

</network>

<network>
<name>IMI</name> Name of customer internal network. Note: Do NOT change this name.
<vlanId>4</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.

<ip>169.254.100.0</ip>

[Range = A valid IP address] - This network must be the same as the DSR
IMI network subnet within the SOAM enclosure.

<mask>255.255.255.0</mask>

Must be the same as the DSR IMI netmask within the SOAM enclosure.

<nonRoutable>true</nonRoutable>

[Range = true / false] - Determines whether or not the IMI network subnet is
treated as a routable network.

</network>

</networks>

</networkelement>
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XML File Text Description
<?xml version="1.0"?>
<networkelement>
<name>NO_RLGHNC</name> [Range = 1-32 character string] - Must be alphanumeric or underscore.
<networks>
<network>
<name>MGMNT_VLAN</name> Name of customer management network. Note: Do NOT change this name.
<vlanId>2</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.
<ip>169.254.1.0</ip> [Range = A valid IP address] - The network address of this VLAN
<mask>255.255.255.0</mask> Subnetting to apply to servers within this VLAN
</network>
<network>
<name>XMI</name> Name of customer external network. Note: Do NOT change this name.
<vlanId>3</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.

<ip>2001:db8:0:241::0</ip>

[Range = A valid IP address] - This network must be the same as the
associated DSR NE XMI network subnet within the same SOAM enclosure.

<mask>/64</mask>

Must be the same as the associated DSR NE XMI netmask within the same
SOAM enclosure.

<gateway>2001:db8:0:241::1</gateway>

[Range = A valid IP address] - This gateway address must be the same as
the associated DSR NE XMI network gateway within the same SOAM
enclosure.

<isDefault>true</isDefault>

[Range = true/false] - true if this is the network with the default gateway.

</network>

<network>
<name>IMI</name> Name of customer internal network. Note: Do NOT change this name.
<vlanId>4</vlanId> [Range = 2-4094.] - The VLAN ID to use for this VLAN.

<ip>fdei::e</ip>

[Range = A valid IP address] - This network must be the same as the
associated DSR NE XMI network subnet within the same SOAM enclosure.

<mask>/64</mask>

Must be the same as the associated DSR NE XMI netmask within the same
SOAM enclosure.

<nonRoutable>true</nonRoutable>

[Range = true / false] - Determines whether or not the IMI network subnet is
treated as a routable network.

</network>

</networks>

</networkelement>

SDS-7.1/7.2/7.3

237 September 2016




SDS Initial Installation and Configuration

Appendix G.

Configuration procedures

NETBACKUP CLIENT INSTALLATION

This section contains procedures for configuration of additional services to Appworks-based application servers.

Appendix G: NetBackup Client Installation

Step

This procedure will download and install NetBackup Client software on the server.

Check off (Y) each step as it is completed. Boxes have been provided for this purpose under each step number.

IF THIS PROCEDURE FAILS, CONTACT ORACLE’S ACCESSING MY ORACLE SUPPORT (MOS) AND ASK FOR ASSISTANCE.

1. Install Execute Section 3.10.5 Application NetBackup Client Procedures of reference [8] to
D Netbackup complete this step.
Client
Software ) ) ) ) ) )
NOTE: If installing Netbackup client software, it must be installed and configured on
all SDS servers (Primary SDS and DR SDS servers only).
NOTE: Location of the bpstart_notify and bpend_notify scripts is required for the
execution of this step. These scripts are located as follows:
/usr/TKLC/appworks/sbin/bpstart_notify
/usr/TKLC/appworks/sbin/bpend_notify
> Link notify Link the notify scripts to well-known path stated in the above step
i scripts to well-
I:' known path
stated in the In -s <path>/bpstart_notify /usr/openv/netbackup/bin/bpstart_notify
above step
In -s <path>/bpend_notify /usr/openv/netbackup/bin/bpend_notify
3 Verify if the Verify if the NetBackup port 1556 is opened on IPv4 protocol:
i Netbackup port
D 1556 is opened | iptables -L 6@sds-INPUT -n | grep 1556
for IPv4 )
protocol If there is no output, then enable the port 1556 for NetBackup on IPv4:
iptablesAdm append --type=rule --protocol=ipv4 --domain=60sds --
table=filter --chain=INPUT --match='-m state --state NEW -m tcp -p
tcp --dport 1556 -j ACCEPT' --persist=yes
Verify if the Verify if the NetBackup port 1556 is opened on IPv6 protocol:

Netbackup port
1556 is opened
for IPv6
protocol

ip6tables -L 60sds-INPUT -n | grep 1556

If there is no output, then enable the port 1556 for NetBackup on IPv6 protocol:

iptablesAdm append --type=rule --protocol=ipv6 --domain=60sds --
table=filter --chain=INPUT --match='-m state --state NEW -m tcp -p
tcp --dport 1556 -j ACCEPT' --persist=yes
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LIST OF FREQUENTLY USED TIME ZONES

This table lists several valid timezone strings that can be used for the time zone setting in a CSV file, or as the time
zone parameter when manually setting a DSR blade timezone. For an exhaustive list of ALL timezones, log onto the
PMAC server console and view the text file: /usr/share/zoneinfo/zone. tab

Table 6 - List of Selected Time Zone Values

Time Zone Value

Description

Universal Time Code
(UTC) Offset

Etc/UTC Coordinated Universal Time UTC-00

America/New_York Eastern Time UTC-05

America/Chicago Central Time UTC-06
America/Denver Mountain Time UTC-07
America/Phoenix Mountain Standard Time - Arizona UTC-07
America/Los_Angeles | Pacific Time UTC-08
America/Anchorage Alaska Time UTC-09
Pacific/Honolulu Hawaii UTC-10
Africa/Johannesburg UTC+02
America/Mexico_City | Central Time - most locations UTC-06
Africa/Monrovia UTC+00
Asia/Tokyo UTC+09
America/Jamaica UTC-05
Europe/Rome UTC+01
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Asia/Hong_Kong UTC+08
Pacific/Guam UTC+10
Europe/Athens UTC+02
Europe/London UTC+00
Europe/Paris UTC+01
Europe/Madrid mainland UTC+01
Africa/Cairo UTC+02
Europe/Copenhagen UTC+01
Europe/Berlin UTC+01
Europe/Prague UTC+01
America/Vancouver Pacific Time - west British Columbia UTC-08
America/Edmonton Mountain Time - Alberta, east British UTC-07
Columbia & westSaskatchewan
America/Toronto Eastern Time - Ontario - most locations UTC-05
America/Montreal Eastern Time - Quebec - most locations UTC-05
America/Sao_Paulo South & Southeast Brazil UTC-03
Europe/Brussels UTC+01
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Australia/Perth Western Australia - most locations UTC+08
Australia/Sydney New South Wales - most locations UTC+10
Asia/Seoul UTC+09
Africa/Lagos UTC+01
Europe/Warsaw UTC+01
America/Puerto_Rico UTC-04
Europe/Moscow Moscow+00 - west Russia UTC+04
Asia/Manila UTC+08
Atlantic/Reykjavik UTC+00
Asia/Jerusalem UTC+02
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Appendix I. ACCEPTING INSTALLATION THROUGH SDS NOAM GUI

This section will accept an application installation through SDS NOAM GUI.

Appendix I: Accepting Installation through SDS NOAM GUI

Step

Procedure

Result

lei|

Primary SDS VIP:

Launch an approved
web browser and
connect to the XMl
Virtual IP Address
(VIP) of the Active
SDS site

NOTE: If presented
with the “security
certificate” warning
screen shown to the
right, choose the
following option:
“Continue to this
website (not
recommended)”.

Q/] There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trust
The security certificate presented by this website was issued for a different

Security certificate problems may indicate an attempt to fool you or intercq
SErVer.

We recommend that you close this webpage and do not continue to
@ Click here to close this webpage.

B9 Continue to this website (not recommended).

= More information

Primary SDS VIP:

The user should be
presented the login
screen shown on the
right.

Login to the GUI
using the default
user and password.

ORACLE

Oracle System Login
Tue Nov 4 13:38:12 2014 EST

LogIn
Enter your username and password to log in
Username: |
Password:
I Change password

‘Welcome to the Oracle System Login.

Unauthorized access is prohibited. This Oracle system reguires the use of Microsoft Intemet Explorer 8.0, 9.0, or
10.0 with support for JavaScript and cookies.

QOracle and Java are registered trademarks of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Copyright @ 2010, 2014, Oracle andfor its affiiates. All righis resernved.
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Step Procedure

Result

Primary SDS VIP:

The user should be
presented the SDS
Main Menu as

shown on the right.

ORACLE
7.1.0.0.0-71.0.0

Connected using VIP to dis3-sds-a (ACTIVE NETWORK OAM&P)
B £ Main Menu

@8 Administration Main Menu: [Main]

Communications Diameter Signal Router Full Address Resolution

ﬂ & Configuration

f Network Elements
Network
B Devices
B Routes
Services
Servers

Server Groups

This is the user-defin
It can be madified using the 'General Cpti

Resource Domains Login Nam
Places Last Login Time: Mon N
N Last Login IP:
Place Associations Recent Failed L
f s DSCP
ﬂ & Alarms & Events
{ . B View Active
4 Primary SDS VIP: Main Menu: Administration -> Software Management -> Upgrade
Using the cursor .
. Filt - Tasks ~
|:| left-click, select the [ Fitter | [ Tasks -]
row containing the
Server(s) for which Server Status Server Role Function Upgrade State Stal
Pg
you would like to OAM Max HA Role Network Element Start Time Fini
Host
“Accept” upgrade. ostname Hax Allowed
H;};loleowe Application Version Upgrade 150
NOTE: Multi-select Norm Metwork OAM&P  OAM&P  Not Read
v
is available by sds-mrsvnc-a Standby NO_MRSVNG
holding down the Active 5.0.0-50.19.0
“CTRL” key while N Network OAMEP OAMEP Mot Read
. \ ety " Y ! v
using the cursor to om sers = e
left-click multiple sds-mrswnc-b Active L\\53 NO_MRSVMNC
rows. Active 5.0.0-50.19.0
Norm Query Server Qs Mot Ready
gs-mrswvnc Observer NO_MRSWVNC
5.0.0-50.19.0
|
5 Primary SDS VIP: 2
|:| Using the cursor Backup | | 1SO Cleanup | | Prepare | | Initiate | | Complete Report
left-click, select the " —a P— |
“Accept” dialogue | Accept upgrade on the selectec
button.
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Step

Procedure

Result

6.

[]

Primary SDS VIP:

The user is
presented with a
dialogue box stating
that the “Accept
Upgrade” action is
irreversible and
locks the Server on
the current software
release (i.e. Backout
to the previous
release is no longer
allowed).

If the user wishes to
continue, use the
cursor left-click to
select the “OK”
dialogue button.

The page at https://10.240.241.62 says:

Lal]

WARMIMG: Selecting OK will result in the selected server
being set to ACCEPT for its upgrade mode, Once accepted,
the server will NOT be able to revert back to its previous
image state,

Accept the upgrade for the following server?

sds-mrsvnc-b (169,254 100.12)

(Y

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix J. DISABLE HYPERTHREADING (DP ONLY)

Appendix J: Disable Hyperthreading (DP Only)

Ste
p

Procedure

Result

]Ij

DP Server XMl IP
(SSH):

Access the command
prompt via DP blade’s
XMI IP address and log
into the server as the
“admusr” user.

login: admusr

Password: <admusr_ password>

DP Server XMl IP
(SSH):

Change to admusr user

$ sudo

DP Server XMl IP
(SSH):

Execute “hpasmcli”
command to determine
status of hyperthreading
for the DP blade.

$ sudo hpasmcli -s "show ht"

Processor hyper-threading is currently enabled.

NOTE: Output returned may state “enabled” or “disabled”.

e If output from Step 3 shows that hyperthreading is currently “enabled”, then continue with
Step 5 of this procedure.

e |f output from Step 3 shows that hyperthreading is currently “disabled”, then STOP and
restart Appendix J for the next installed DP blade.

Launch the Internet
Explorer web browser
and connect to the DP-
iLO GUI interface.

NOTE: Always use
https:// for iLO GUI
access.

/= Home - Windows Internet Explorer

3 https:(10.240.247.38

Fil= Edit View Favorites Tools  Help

'\j_:f Favorites

-4 Home

T WARNING !

Verify the DP-IiLO IP address before proceeding. The user must login using the

DP-iLO IP address only.
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Ste

Procedure

Result

6.

[]

The web browser will
display a warning
message regarding the
Security Certificate.

NOTE: If presented with
the “security certificate”
warning screen shown to
the right, choose the
following option:
“Continue to this
website (not
recommended)”.

i':? ﬁ'ﬁi’ [@Cert’ﬁatﬁ Error: Mavigation Blocked

=

|@

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted
The security certificate presented by this website has expired or is not yet valig
The security certificate presented by this website was issued for a different we

Security certificate problems may indicate an attempt to fool you or intercept

senver.

We recommend that you close this webpage and do not continue to thi

& Click here to close this webpage.

@ Continue to this website (not recommended).

@ More information

Login to the iLO console
as “Administrator” and
enter the configured
password.

Firmware Version 2.10
ILOUSE230AA46

iLO 4
HP ProLiant

Local user name: |
Password: | __|
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sl Procedure

Result

8. The admin GUI is

I:' displayed.

( iLO 4
/) ProLiant BL4EDC Gend

Expand Al |iLo overview
Select the “Remote (& mtormation
Console” tab in the | By Information status
upper |eft corner of the | i";t;r;;:f:;?ﬁm" Server Name Compass-DAMP-03 System Heatth (2 oK
GU I . Integrated Management Log Product Name ProLiant BL480c Gend Server Power @on
Active Health System Log uuio 30313436-3631-5355-4532-333041413436 1D Indic stor Y uin
Diagnostics Server Serial Humber USE2304445 TP Statue Mot Pre
Location Discovery Services Product ID &41016-B21
Insight Agent System ROM 131 SD-Card Status - Hot Pre
iLO Federation System ROM Date 1022014 L0 DateiTime  Mon Jul
Remaote Console Backup System ROM Date  02/10/2014
Virtual Media Integrated Remote Conscle  .NET  Java
License Type iLO 4 Standard Blade Edition
Power Managemeant T
iLO Firmware ersion 2.10Jan 152015
Network IP Address 10.240.76.137
Remote Support Link-Local IPv6 Address FEB0:AE16:2DFF:FEAS.EAES
Administration iLO Hostname ILOUSE2304448.
BL c-Class ) .
Active Sessions
[user P
| Loc al User: Administrator 10.176.254 225
9. The Remote Console iLO 4
I:' Information GUI is f] I -
displayed ProlLiant BL460: Gend

Click on the “Remote
Console” menu option

Expand Al

E] Information
Owverview
System Information
iLO Event Log

Integrated Management Log
Active Health System Log
Diagnostics

Location Discovery Services
Inzsight Agent

iLO Federation

Repus

Power Management

Metwork

[+]| remote Support

Remote Consols
. Launc h . Java

.NET Integra

The .MET IRC prowic

If you are using YWing
at the Microsoft Dow

Mote for Firefox
Framework Assisi

Mote for Chrome
Az aworkaround ¢

= |ntegrated
= Standalon

lemdmmer e mnd
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Procedure

Result

Under the “Integrated
Remote Console”
section in the top of the
right panel, click on the
“Launch” dialogue
button.

NOTE: Answer
“Yes/OK” to any pop-up
windows that might
appear.

iLO Event Log

Integrated Management Log

Diagnostics

Insight Agent
I:l Remaote Console

Remate Console

Virtual Media
Powrer Management
Administration

BL c-Class

(=D

Integrated Remote Console
Acoesss the system KV and control Virtusl Power & Medis from a single
Microsoft MET Framewerdk 2.5, {available through Windows Update) is req

This machine reports to have the comect version of the .MET Framework 2

NET Version Detected

Version

3.5.30729 (V]

Maote for Firefox users: Firefox also reguires an Add-on to allow it to launc]
to find the |atest version of the Miorosaft MET Framewodk Assistant.

Java Integrated Remote Console

The iLO Console window
is displayed.

NOTE: The console
window resembles an
MS-DOS window but
DOES NOT have a
scroll-back buffer.

2.8.0_ 88,23

1024 x 768

nRE () Re4
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Appendix J: Disable Hyperthreading (DP Only)

S;e Procedure Result
12 Reboot the server. $ sudo init 6

This can be achieved by
logging in as the
“admusr” user and
executing init 6
command at the
command prompt.

NOTE: It is normal for the Remote Console window to stay blank for up to 3 minutes
before initial output appears.

Access the Server BIOS
by pressing F9 key

‘ F? = Setup F11 = Boot Manu

Reboot the server. This can be achieved by pressing and holding the power button
until the server turns off, then after approximately 5-10 seconds press the power
button to enable power.

As soon as you see F9=Setup in the lower left corner of the screen, press [F9] to
access the BIOS setup screen. You may be required to press [F9] 2-3 times. The
F9=Setup will change to F9 Pressed once it is accepted. See example below.

I—

HP Proliant

Proliant System BIOS - P44 (03/01/2010)
Copyright 1982, 2010 Hewlett-Packard Development Company, L.P.

2 Processor(s) detected, 8 total cores enabled, Hyperthreading is enabled
Proc 1: Intel(R) Xeon(R) CPU E5540 @ 2.53GHz

Proc 2: Intel(R) Xeon(R) CPU E5540 @ 2.53GHz

QPI Speed: 5.8 GT/s

HP Power Profile Mode: Balanced Power and Performance

Power Regulator Mode: Dynamic Power Savings

Advanced Memory Protection Mode: Advanced ECC Support
Redundant ROM Detected tem contains a valid backup system ROM.
Inlet Ambient Temperature: 19C/66F

Press F9 &
when you
Preseany key to vi ion ROM messages see this
Advar
Pac

Expected Result: ROM-Based Setup Utility is accessed and the ROM-Based Setup
Utility menu will be displayed.

NOTE: It is normal for a period of 2 minutes or more to occur between pressing the
F9 key and entering the Blade BIOS screen
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Appendix J: Disable Hyperthreading (DP Only)

S;e Procedure Result
14 Select System Options Scroll to System Options and press [ENTER]

[:::] ROM-Based Setup &

Copyright 1982, 2811 Heulett Packald Deve lopnent Company, L.P.

KEnter> to View/Modify System Specific Optioms
Kts4> for Different Selection; <TAB> for More Info; <ESC> to Exit Utility

Select Processor Select Processor Options option and press [ENTER]
Options

I:‘ ROH-Based Setup SMEZETE

Copyright 1982, 26811 Heulett Packard Deve lopment Company, L.P.

|{|Processor Options

<Enter> to Display Processor Specific Options
£1ts4> for Different Configuration Option; <ESC> to Close Henu
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Appendix J: Disable Hyperthreading (DP Only)

S;e Procedure Result
16 Select Hyperthreading Select Intel® Hyperthreading Options and press [ENTER].

Options

[:::] [ROM-Based Setup WSS s e

opyright 1982, 26811 Heulett:é;ékafd Deve lopmnent Company, L.P.

Set hyperthreading to
17. | Disabled.

Disab led

Kts1> Changes Configuration Selection
KEnter> Saves Selection; <ESC> to Cancel

SDS-7.1/7.2/7.3 251 September 2016




SDS Initial Installation and Configuration

Configuration procedures

Appendix J: Disable Hyperthreading (DP Only)

S;e Procedure Result
18 Save Configuration and Press [F10] to save the configuration and exit. The server will reboot

Exit.

NOTE: Itis normal for
the Remote Console
window to stay blank for
up to 3 minutes before
initial output appears.

ROM-Based Setup Utility, Version 3.68
Copyright 1982, 2818 Hewlett-Packard Development Company, L.P.

<{F18> to Confirm Exit Utility

Current Boot Controller
PCI Enbedded HP Smart Array P418i Controller

Expected Result: Settings are saved and server reboots.

Continue to monitor the
server boot process until
the screen returns to the
login prompt.

7 ProLiant - 10.240.247.38 (=163

1024 x 768

Close the Remote
Console window.
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S;e Procedure Result
21 DP Server XMl IP login: admusr
[:j (SSH): Password: <admusr_ password>
Access the command
prompt via the server’s
XMI IP address and log
into the server as the
“admusr” user.
22 DP Server XMI IP $ sudo
: (SSH):
Change to root user
23 DP Server XMl IP $ sudo syscheck
* | (SSH):
[:] Running modules in class disk... OK
1) Execute “syscheck”. | running modules in class hardware... OK
Running modules in class net... OK
2) Record the number of | Running modules in class proc... OK
“found” CPU(s) below. . )
Running modules in class system...
* cpu: FAILURE:: MINOR::5000000000000004 --
Hardware Configuration Error
* cpu: FAILURE:: 40 CPU(s) on the systel
“found” instead.
One or more module in class "system" FAILED
CPU(s):

LOG LOCATION: /var/TKLC/log/syscheck/fail log

DP Server XMl IP
(SSH):

Modify the
“EXPECTED_CPUS”
value to the number of
“found” CPU(s)
recorded in the previous
Step 23 of this
Procedure.

$ sudo syscheckAdm system cpu --set --var='EXPECTED CPUS' --
val='20"

DP Server XMl IP
(SSH):

Verify that the
“EXPECTED_CPUS”
value has been updated
to the correct number

$ syscheckAdm system cpu -get -var='EXPECTED_ CPUS'

20

26.

[]

DP Server XMl IP
(SSH):

Restart “syscheck”

$ sudo restart syscheck
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Appendix J: Disable Hyperthreading (DP Only)

Configuration procedures

Procedure

Result

DP Server XMl IP
(SSH):

Modify the number of
CPUs recorded at OS
installation to the number
of “found” CPU(s)
recorded in the Step 24
of this Procedure.

$ sudo echo 20 > /usr/TKLC/awpcommon/prod/bin/NumOriginalCpus

DP Server XMl IP
(SSH):

Verify the number of
CPUs has been updated
to the correct number

$ sudo cat /usr/TKLC/awpcommon/prod/bin/NumOriginalCpus

20

DP Server XMl IP
(SSH):

Execute “syscheck” to
verify that the previous

CPU alarms have been
cleared

$ sudo syscheck
Running modules
Running modules
Running modules
Running modules

Running modules

LOG LOCATION: /var/TKLC/log/syscheck/fail log

in
in
in
in

in

class
class
class
class

class

disk... OK
hardware. .. OK
net... OK
proc... OK
system. .. OK

DP Server XMl IP
(SSH):

Exit from the server
command line.

$ sudo exit

logout

e Repeat this procedure until hyperthreading has been “disabled” for all installed DP blades.

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix K. CONFIGURE THE HP DL380 (GEN8 & GEN9) SERVER CMOS
CLOCK/BIOS SETTINGS

K.1 GENS8: CONFIGURE THE ILO FOR RACK MOUNT SERVER
K.1.1 RMS: Configure ILO
Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and
TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:
v' Server powered on
v' Server booting up or rebooted

Step Procedure Result
Configure Integrated .

1. Lights Out (iLO) for HP Proliant

|:| Rack Mount Servers e

(RMS):

For HP GEN8 DL380
servers perform the

following

1. Reboot the server.

2. When “iLO 4
Standard press [F8] to
configure” is displayed,
press [F8]

3. Once [F8] is pressed
wait for the iLO
Configuration screen to
appear.

s enabled, Hyperthreading is enabl
2.60GHz

1 contains a valid backup System ROM

e: Advanced ECC Support
>pulated DIMM slots

2
P
P
C

I
P
R
I
A
H

iLO 4 Standard press [F8] to configure

iLO 4 1P: 192.168.100.18

(F9) satup  (F10) Intelligent Provisioning ~ (F11) Boot Menu

Figure 17.iLO Configuration - GENS8: Press [F8] to configure
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Configuration procedures

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and

TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v" Server booting up or rebooted

Step

Procedure

Result

After the initial iLO
configuration utility
screen appears, use
the arrow keys to
select the Network
menu

Figure 18. iLO Configuration - Initial iLO Configuration Screen
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Configuration procedures

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and

TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v' Server booting up or rebooted

Step

Procedure

Result

Within the Network
menu, select
DNS/DHCP

Figure 19. iLO Configuration - select Network->DNS/DHCP
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Configuration procedures

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and

TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v" Server booting up or rebooted

Step

Procedure

Result

Verify that DNS/DHCP
is set to OFF. If it is not
set to OFF, use the
[SPACE BAR] to toggle
the setting to ‘OFF’

Figure 20. iLO Configuration - press [SPACE BAR] to turn DHCP OFF
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Configuration procedures

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and

TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v' Server booting up or rebooted

Step

Procedure

Result

Press [F10] to save if
changes were made or
[ESC] to Cancel if no
changes were made.
You should be
returned to the
Network main menu.

Figure 21. iLO Configuration - Select NIC and TCP/IP

SDS-7.1/7.2/7.3

259

September 2016




SDS Initial Installation and Configuration Configuration procedures

Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and
TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:
v' Server powered on
v" Server booting up or rebooted

Step Procedure Result

Press [ENTER] if
required and select
‘NIC and TCP/IP’

Figure 22. iLO Configuration - Select NIC and TCP/IP and configure Network
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Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and
TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v Server powered on

v' Server booting up or rebooted

Configuration procedures

Step

Procedure

Enter the Network
Configuration
information for the
server. Use the arrow

Default IP Addressing For RMS

Use the following IP addresses for iLO for ship loose servers

keys to select the field RMS ILO IP Address
to change Server-A 192.168.100.200
Server-B 192.168.100.201
Server-C 192.168.100.202
Server-D 192.168.100.203
Server-E 192.168.100.204
Server-F 192.168.100.205
Server-G 192.168.100.206
Server-H 192.168.100.207
Server-| 192.168.100.208
Server-J 192.168.100.209
Server-K 192.168.100.210
Server-L 192.168.100.211
Server-M 192.168.100.212
Server-N 192.168.100.213
Server-O 192.168.100.214
Server-P 192.168.100.215
Server-Q 192.168.100.216
Server-R 192.168.100.217
Server-S 192.168.100.218
Server-T 192.168.100.219
Server-U 192.168.100.220
Server-V 192.168.100.221
Server-W 192.168.100.222
Server-X 192.168.100.223
Server-Y 192.168.100.224
Server-Z 192.168.100.225
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Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and
TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v" Server booting up or rebooted

Step

Procedure

Result

Once the Network
Configuration
information has been
entered, press [F10]
to save the settings.

Using the arrow keys,
select the User menu,
then select Add and
press [ENTER]

Figure 23. iLO Configuration - Select User - Add
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Procedure 12: GEN8: CONFIGURE THE ILO FOR RACK MOUNT SERVER:

In this procedure you will be configuring Integrated Lights Out (iLO) for RMS. You will configure the NIC and
TCP/IP, DNS/DHCP parameters as well as adding a new iLO user.

Prerequisites & Requirements:

v' Server powered on
v' Server booting up or rebooted

Step Procedure Result
Add the tekelec user.
9. Username: tekelec
Login name: tekelec
Password: tekelecl
10 Once the tekelec User has been added, press [F10] to Save the user.
ﬁ Repeat this procedure for other ship loose servers for the work order.

K.1.2 GENB8: RMS BIOS Configuration, verify processor & memory.

Procedure 13. Enter the ROM-Based Setup Utility (RBSU)
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Procedure 13. Enter the ROM-Based Setup Utility (RBSU)

Prerequisites & Requirements:

v Server powered on
v" KVM connectivity to the server to get console

Configuration procedures

Step

Procedure

Result

]Ij

Reboot the server. You
will see an HP ProLiant
screen as shown
below. When prompted
with the option to
Press F9 for setup, do
s0. Once F9 is pressed,
you should see “F9”
selected on the screen
as shown below:

HP ProlLiant

v2.14) 1 Logical Drive

[F10] Intalligant Provisioning [ F11) Bool Menu

Figure 24. RBSU - Enter RBSU - “F9 Pressed” indicated in HP Splash screen

After the initial iLO
configuration utility
screen appears, use
the arrow keys to
select the Network
menu

$9fd Network User Settings

Set Defaults

Exit this utility._

Figure 25. iLO Configuration - Initial iLO Configuration Screen

Procedure 14. Verify / Configure Serial Port Options
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Procedure 14. Verify / Configure Serial Port Options

Prerequisites & Requirements:
v' Server rebooted and in RBSU mode

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual
Serial Ports.

Step Procedure Result

Select System ROM-Based Setup Utility, Version 3.00
OptiOﬂS then Serial ight 1982, 2013 Hewlett-Packard Development Company,

1.
I:' Port Options:

<Enter> to Views/Modify System Specific Options
Kt/1> for Different Selection: <TAB> for More Info: <ESC> to Exit Utility

Figure 26. ROM-Based Setup Utility - initial screen

ROM-Based Setup Utility, Version 3.00
opyright 1982, 2013 Hewlett-Packard Development Company, L.P.

Berial Port Options

<{Enter> to Display Serial Port Options
Kt/1> for Different Configuration Option; <ESC> to Close Mewu

Figure 27. ROM-Based Setup Utility - Serial Port Options
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Configuration procedures

Procedure 14. Verify / Configure Serial Port Options

Prerequisites & Requirements:

v" Server rebooted and in RBSU mode

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual

Serial Ports.
Step Procedure Result
5 Verify the settings Select “Embedded Serial Port” and verify it is set for “COM 2”. If it is not set

for Embedded Serial

Port:

to COM 2, press [ENTER], select COM 2, then [ENTER].
ROM-Based Setup Utility, Version 3.00

ight 1982, 2013 Hewlett-Packard Development Company, L.P.

Embedded Serial Port

Po[[Virtual Serial Port
PC
PC|{U

St|{Processor Dptions
Bo[[NUMLOCK Power-On State
Da||SATA Controller Options

BIOS Serial Console & EMS
Server fisset Text
Advanced Options

System Default Options
Utility Language

"FDH Z: IRQ3: ID: 2F8h :TFhH

¢Enter> to Modify Embedded Serial Port Settings: <F1> for Help
{ts/1> for Different Configuration Option: <ESC> to Close Menu

Figure 28. Verify Embedded Serial Port setting
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Procedure 14. Verify / Configure Serial Port Options

Prerequisites & Requirements:
v' Server rebooted and in RBSU mode

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual
Serial Ports.

Step Procedure Result
3 Verify the settings Select “Virtual Serial Port” and verify it is set for COM 1. If it is not set to
' for Virtual Serial COM 1, press [ENTER], select COM 1, then [ENTER]
Port: ROM-Based Setup Utility, Version 3.60

Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

i(Embedded Serial Port

St|[Processor Options
Bo [[NUMLOCK Power-On State
Da||SATA Controller Options

BIOS Serial Console & EMS
Server fisset Text
Advanced Options

System Default Options
Utility Language

“EDH 1; IRQ4: 10: 3FBh ]FFhH

<Enter> to Modify Virtual Serial Port Settings:; <F1> for Help
{t/1> for Different Configuration Option; <ESC> to Close Menu

Procedure 15. Verify / Set Power Management

Procedure 15. Verify / Set Power Management

Prerequisites & Requirements:
v' Server rebooted and in RBSU

In this procedure you will be configuring Power Management Options. The server HP Power Profile will be
verified or set to Maximum Performance.

Step Procedure Result
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Procedure 15. Verify / Set Power Management

Prerequisites & Requirements:
v' Server rebooted and in RBSU

In this procedure you will be configuring Power Management Options. The server HP Power Profile will be
verified or set to Maximum Performance.

Step Procedure Result

1 While in RBSU, verify | Select “Power Management Options”, then press [ENTER].
i or set the HP Power
I:' Profile

ROM-Based Setup Utility, Version 3.00
Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

{Enter> to View/Modify Power Management Options
(ts/1> for Different Selection. <(TAB> for More Info: <ESC> to Exit Utility

Figure 29. RBSU - Select Power Management Options
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After pressing [ENTER] | HP Power Profile, HP Power Regulator, Redundant Power Supply Mode,

you will see several Advanced Power Management.
options to choose from

such as:

ROM-Based Setup Utility, Version 3.00

Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

KTl HP Power Profile

HP Power Regulator
PC[|[Redundant Power Supply Mode
PC[lAdvanced Power Management Options
St
Boot
Date and Time
Server Availability
Server Security
BIOS Serial Console & EMS
Server Asset Text
fdvanced Options
System Default Options
Utility Language

“Hﬂ ximum Performance

{Enter> to Modify HP Power Profile Options: <F1> for Help
{trs1> for Different Configuration Option: <{ESC> to Close Menu

Figure 30. RBSU - Select HP Power Profile and Maximum

3. e Select HP Power Profile
o Verify it is set to Maximum Performance

If not set to Maximum Performance, press [ENTER] and select “Maximum Performance”, then
press [ENTER]

Procedure 16. Verify / Set Standard Boot Order (IPL)
Procedure 16. Verify / Set Standard Boot Order (IPL)

Prerequisites & Requirements:
v’ Server rebooted and in RBSU

Step Procedure Result
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Procedure 16. Verify / Set Standard Boot Order (IPL)

Prerequisites & Requirements:
v Server rebooted and in RBSU

Step Procedure Result

1 While in RBSU, verify | Select “Power Management Options”, then press [ENTER].
i or set the Standard
I:' Boot Order. Select

i0M-Based Setup Utility, Uersion 3.00

Standard Boot Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

Order, then press

[ENTER]
{Enter> to ViewsModify the IPL Device Boot Order
<ts1> for Different Selection: <TAB> for More Info: <ESC> to Exit Utility

Figure 31. Select Standard Boot Order
5 Verify that IPL:1 is i0M-Based Setup Utility, Version 3.00
. ~ 7 > 2013 " _P 1 . ~
. USB DriveKey (C:). If Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

IPL:1 is not USB
DriveKey, then select
USB DriveKey and
press [ENTER], then
select “Set the IPL
Device Boot Order to
1” and press [ENTER]

Figure 32. Select “Set the IP Device Boot Order to 1”

Verify that IPL:1 is
now USB DriveKey

()

Figure 33. IPL:1 is now USB DriveKey (C:)

SDS-7.1/7.2/7.3 270 September 2016



SDS Initial Installation and Configuration

Configuration procedures

Procedure 17. Verify / Set System Date and Time

Procedure 17. Verify / Set System Date and Time

Prerequisites & Requirements:

v' Server rebooted and in RBSU

Step

Procedure

Result

]Ij

While in RBSU, set
the system Date and
Time:

Select “Date and
Time”, then press
[ENTER]

ROM-Based Setup Utility, Version 3.00

opyright 1982, 2013 Hewlett-Packard Development Company, L.P.

<Enter> to View/Modify Date and Time
<t/1> for Different Selection; <TAB> for More Info; <ESC> to Exit Utility

Figure 34. Select Date and Time

Set the current Date
and Time. Use UTC
for the time settings.
Once the correct Date
and Time has been
set, press [ENTER] to
confirm the settings.

ROM-Based Setup Utility, Uersion 3.00

opyright 1982, 2013 Hewlett-Packard Development Company, L.P.

odify Date and Time
KENTER> to Save Changes, <ESC> to Main Menu

Figure 35. Set Date and Time (UTC)
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Procedure 18. Verify / Set Server Availability

Procedure 18. Verify / Set Server Availability

Prerequisites & Requirements:

v" Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave
following a power loss and recovery. The server will be set to Always Power On following a power outage and
recovery. In addition it will be set to power on with No Delay.

Step

Procedure

Result

lei|

While in RBSU, set
the Server
Availability:

Select “Server
Availability”, then
press [ENTER]

ROM-Based Setup Utility, Version 3.00
opyright 1982, 2013 Hewlett-Packard Development Company, L.P.

System Dptions

Power Management Options
PCI IRQ Settings

PCI Device EnablesDisable
Standard Boot Order (IPL)
Boot Controller Order
Date and Time

erver Availability
Server Security

BI0S Serial Console & EMS
Server Asset Text
Advanced Options

System Default Options
Utility Language

<Enter> to View/Modify Server Availability Options
Kt/1> for Different Selection; <TAB> for More Info; <ESC> to Exit Utility

Figure 36. RBSU - Select Server Availability

After pressing [ENTER] you will see several options to choose from including

2.
ASR Status, ASR Timeout, Thermal Shutdown, Wake-On LAN, POST F1 Prompt, Power Button,
Automatic Power-On and Power-On Delay.

3 v' Select ASR Status.

v Verify it is set to Enabled.
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Procedure 18. Verify / Set Server Availability

Prerequisites & Requirements:

v' Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave
following a power loss and recovery. The server will be set to Always Power On following a power outage and
recovery. In addition it will be set to power on with No Delay.

Step Procedure Result
If not set to Enabled, ROM-Based Setup Utility, Version 3.00
4. press [ENTER] and Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.
select “Enabled”,
then press [ENTER]
{Enter> to Modify Automatic Server Recovery Status: <F1> for Help
{ts1> for Different Configuration Option; <ESC> to Close Menu
Figure 37. RBSU - Verify ASR Status is set to Enabled
Select Automatic ROM-Based Setup Utility, Version 3.00
5. Copyright 1982, 2013 Hewlett-Packard Development Company, L.P.

Power-On

Automatic Power-On

{Enter> to Modify Automatic Power-On Mode:; <F1> for Help
(t/4> for Different Configuration Option; <ESC> to Close Menu

Figure 38. RBSU - Verify Automatic Power-On is set to Enabled
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Procedure 18. Verify / Set Server Availability

Prerequisites & Requirements:
v' Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave
following a power loss and recovery. The server will be set to Always Power On following a power outage and
recovery. In addition it will be set to power on with No Delay.

Step Procedure Result
6 Verify Automatic Power-On is set to Always Power On
7 If not set to Enabled, press [ENTER] and select “Enabled”, then press [ENTER]
Select Power-On
8.
Delay
'e||Power-0n Delay
System Default Options
Utility Language
No [I:;lgld
<Enter> to Modify Power-On Delay Mode: <F1> for Help
{t/l> for Different Configuration Option:; <ESC> to Close Menu
Figure 39. RBSU - Verify Power-On Delay is set to No Delay
9 Verify Power-On Delay is set to No Delay
10 If not set to Enabled, press [ENTER] and select “No Delay”, then press [ENTER]

Procedure 19. Exit the RBSU
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Procedure 19. Exit the RBSU

Prerequisites & Requirements:
v Tasks within the RBSU have been completed.
e To Exit the RBSU, press <ESC> and then press <F10> to Confirm Exit Utility

Step Procedure Result
While in RBSU, set ROM-Based Setup Utility, Version 3.88
11. the Server opyright 1982, 2811 Hewlett-Packard Deve lopnent Company, L.P.

[ ] | availabiity:

Select “Server
Availability”, then
press [ENTER]
> to Confirm Exit Utility

rent Boot C

PCI Embedded

F18> to Exit Utility
ny Other Key to Return to Main Henu

Figure 40. RBSU - Exit ROM-Based Setup Utility

Expected Results:
The BIOS for the server is successfully configured, memory and processors are verified.

12.

K.2 GEN9: RMS CONFIGURE ILO

K.2.1 RMS: Configure llo

Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)
Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)
Prerequisites & Requirements:

v Server powered on
v Server booting up or rebooted
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Configuration procedures

Step

Procedure

Jlj

Reboot the server. You
will see an HP screen as
shown below. When
prompted with the
option to Press F9 for
System Utilities, do so.
Once F9 is pressed, you
should see “F9’ selected
on the screen as shown
below:

(C) Copyright 1982 - 2015 Hewlett Packard Enterprise Development LP

HP ProLiant DL3BO Gen3
BIOS Uersion: PBI v2.00 (12/27/2015)
Serial Mumber: USEGO93KEB

Systen Memory: 256 GB

2 Processor(s) detected. 24 total cores enabled. Hyperthreading is enabled
Proc 1: Intel(R) Keon(R) CPU ES-2680 v3 @ 2.50GHz
Proc 2: Intel(R) Xeon(R) CPU E5-2680 v3 @ 2.50GHz

QPT Speed: 9.6 GI/s

HPE Pouer Profile Mode: Maximum Performance
Pouer Regulator Mode: Static High Performance
Advanced Memory Protection Mode: Advanced ECC Support

Inlet Anbient Temperature: 21°C /7 69°F
Boot Mode: Legacy BIOS

Redundant ROM Detected - This system contains a valid backup system ROM
HPE SmartMemory authenticated in all populated DIMH slots.

il0 4 IPu4: 10.75.4.131
iLl0 4 IPub: FE 657 : ASFF : FEAF :F342

Hewlett Packard
Enterprise

4 4

Smart Storage  Smart Array
Batrery

4 4 4

Power Dynamic HPE
Regulator  Power Capping

4 4

HPE RESTHl Sea of Sensors

m Systen Utilities Intelligent Provisioning @ Boot Menu @ Network Boot "“'E‘%i":"'
Figure 41. Gen9:iLO Configuration - GEN9: Press [F9] to configure
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Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)

Prerequisites & Requirements:
v Server powered on
v Server booting up or rebooted

Step Procedure Result

After F9 is pressed

2. select System
Configuration then
selectiLO 4 b Sustem Configuration
Configuration Utility One-Time Boot Menu

Embedded fApplications
System Information

Suystem Health

Exit and resume system boot
Reboot the System

Select Language [Englishl

Figure 42. Gen9: iLOA4: Select System Configuration

BI0S/Platform Configuration (RBSU)

il0 4 Configuration Utility

Embedded RAID : Smart Array P440ar Controller

Embedded LOM 1 Port 1 : HP Ethernet 1Gb 4-port 331i Adapter - NIC
Embedded LOM 1 Port 2 : HP Ethernet 1Gb 4-port 331i Adapter - NIC

Embedded LOM 1 Port 3 : HP Ethernet 1Gb 4-port 331i Adapter - NIC
Embedded LOM 1 Port 4 : HP Ethernet 1Gb 4-port 331i Adapter - NIC
Embedded FlexibleLOM 1 Port 1 : HP Ethernet 1Gb 4-port 331FLR Adapter
Enmbedded FlexibleLOM 1 Port 2 : HP Ethernet 1Gb 4-port 331FLR Adapter
Enmbedded FlexibleLOM 1 Port 3 : HP Ethernet 1Gb 4-port 331FLR Adapter
Enmbedded FlexibleLOM 1 Port 4 : HP Ethernet 1Gb 4-port 331FLR Adapter

Figure 43. Gen9:iLO: Select iLO4 Configuration Utility
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Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)

Prerequisites & Requirements:

v Server powered on
v Server booting up or rebooted

Step Procedure Result
After the initial iLO
3. . . o
Configuration Utility iLD 4 Configuration Utility
screen appears, select
User Management
Network Options
Advanced Metwork Options
b User Management
Setting Options
Set to factory defaults
Reset iL0
About
Figure 44. Gen9: iLO Configuration - User Management
4 Select Add User press

[ENTER] to add the
admusr user.

System Contiguration

il0 4 Configuration Utility

User Management

» Add User
Edit/Remove User

Figure 45. Gen9: iLO Configuration - Add User
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Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)
Prerequisites & Requirements:

v Server powered on
v Server booting up or rebooted

Step Procedure Result

Enter the New User

5. - il0 4 Configuration Wtility
Name, Login Name
and Pas§vvord User Management + Add User
information for tekelec:
Mew User iL0 4 Privileges:
New User Name:
tekelec Administer User Accounts
Login Name: Remote Console Access
tekelec Uirtual Power and Reset
Password: UVirtual Media
tekelecl Configure Settings
Neuw User Information:
Neuw User Name
Login Name
Password
Figure 46. Gen9: iLO Configuration - Add New User Name: tekelec
6 Press [ESC] to go back
' to the iLO 4
Configuration Utility iL0 4 Configuration Utility

menu, then select
Network Options.

b Network Options
Advanced Metwork Options

User Management

Setting Options

Set to factory defaults
Reset ilO

About

Figure 47. Gen9:iLO Configuration - select Network Options
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Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)

Prerequisites & Requirements:
v Server powered on
v Server booting up or rebooted

Step Procedure Result

Within the Network
menu verify that DHCP il0 4 Configuration Utility
Enable is set to [OFF].
IF not set to [OFF],
press [ENTER] and

Network Options

MAC Address [94:57:A5:69:4F : 301
arrow down to select Metwork Interface Adapter [ON]
[OFF] then press Transceiver Speed Autoselect [ON1
[ENTER].

» DHCP Enable [OFF]
DNS Name [TLOUSES511PHU]

IP Address [192.168.100.2001
Subnet Mask [255.255.255.01
Gateway IP Address [192.168.100.11]

Figure 48. Gen9: iLO Configuration - DHCP Enable to OFF
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Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)

Prerequisites & Requirements:
v Server powered on
v Server booting up or rebooted

Step Procedure Result
8 Use the arrow keys to IP Address: Refer to below table for the correct IP address
' move up/down to set the
:\i a?l? 2;355(\;;[;3’2? P Default IP Addressing For RMS
Address for the server. Use the following IP addresses for iLO for ship loose servers
RMS iLO IP Address
Server-A 192.168.100.200
Server-B 192.168.100.201
Server-C 192.168.100.202
Server-D 192.168.100.203
Server-E 192.168.100.204
Server-F 192.168.100.205
Server-G 192.168.100.206
Server-H 192.168.100.207
Server-| 192.168.100.208
Server-J 192.168.100.209
Server-K 192.168.100.210
Server-L 192.168.100.211
Server-M 192.168.100.212
Server-N 192.168.100.213
Server-O 192.168.100.214
Server-P 192.168.100.215
Server-Q 192.168.100.216
Server-R 192.168.100.217
Server-S 192.168.100.218
Server-T 192.168.100.219
Server-U 192.168.100.220
Server-V 192.168.100.221
Server-W 192.168.100.222
Server-X 192.168.100.223
Server-Y 192.168.100.224
Server-Z 192.168.100.225
Subnet Mask: 255.255.255.0
Gateway IP Address: 192.168.100.1
il0 4 Configuration Utility
Network Options
SDS-7.1/7.2/7.3 HAC Address [94:57:A5:69:4F :30]
Network Interface Adapter [ON]
Transceiver Speed Autoselect [OM]
DHCP Enable [OFF1
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Configuration procedures

Procedure 20. Gen9: Configure Integrated Lights Out (iLO) for Rack Mount Servers (RMS)

Prerequisites & Requirements:
v Server powered on
v Server booting up or rebooted

Step Procedure Result
9 Press [F10] to save all ) ) ) .
. changes, ENTER “Y” il0 4 Configuration Utility
to confirm then exit out Network Options
and reboot the server
» MAC Address [94:57:A5:69:3F :DE]
Network Interface Adapter [OM]
Transceiver Speed Autoselect [OM]
DHCP Enahble [OFF1
DNS Name [TLOUSESS11PHK]
IP Address
Subnet Mask Changes are pending. Do you want to save changes and
Gateway IP Address exit?
Press 'Y’ to save and exit, ‘N’ to discard and exit.
‘ESC’ to cancel.
Figure 50. Gen9: iLO Configuration - F10 Save Changes
il0 4 Configuration Utility
User Management + Add User
New User iL0 4 Privileges:
Adninister User Accounts
Remote Console Access
Uirtual Power and Reset
UVirtual Media
Configure Settings
LETRIET Ry EAR L | iL0 configuration has changed and il0 needs to be
reset. The configuration utility will not be
New User Mame available until next system reboot.
Login Name Enter to Continue / Esc to Cancel.
» Passuord
Figure 51. Gen9: iLO Configuration - Change Reboot Message
10 Repeat this procedure for other ship loose servers for the work order.

K.2.2 GEN9: RMS BIOS Configuration, verify processor & memory
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In this section you will be configuring the BIOS on the Rack Mount Server and verifying the processor and
memory configuration.

Verify / Configure BIOS settings and verify configured memory

Procedure 21. Gen9: Enter the ROM-Based Setup Utility (RBSU)
Procedure 21. Gen9: Enter the ROM-Based Setup Utility (RBSU)
Prerequisites & Requirements:

v' Server powered on
v' KVM connectivity to the server to get console

Step Procedure Result

1 Reboot the server.
I:I You will see an HP
screen as shown

Hewlett Packard
below. Whe.n Enterprise
prompted with the
0pt|0n to Press F9 for ;;) pgg{?:,i]gh;]jagz[;;“gﬂlﬁ Heuwlett Packard Enterprise Development LP
System Utilities, do BIOS Uersion: P89 v2.00 (12/27/2015)

. Serial Mumber: USEGOI3KEBR
so. Once F9 is
System Memory: 256 GB

preSSEd, yOU ShOUId 2 Processor(s) detected, 24 total cores enabled., Hyperthreading is enabled
“ ’ Proc 1: Intel (R) Keon(R) CPU ES-2680 v3 @ 2.506Hz

see Fg SeIeCted on Proc 2: Intel (R) Xeon(R) CPU ES-2680 v3 @ 2.506Hz

the screen as shown QL Syeed: 9.6 G1/s

beIOW HPE Power Profile Mode: Maximum Performance

Pouer Regulator Mode: Static High Performance
Advanced Hemory Protection Mode: Advanced ECC Support
Inlet fimbient Temperature: 21°C 7 69°F

Boot Mode: Legacy BIOS

Redundant ROM Detected - This system comtains a valid backup system ROM [ [
HPE SmartMemory authenticated in all populated DIMM slots.

Smart Storage  Smart Array
Battery

2 2 14

Power Dynamic HPE
Regularor  Power Capping

il 4 TPvd: 10.75.4.131 » s n
il 4 TPub: FEBO::9657:ASFF:FEAF:F342 HPERESTR  Inteligent Seoo'lrnsm

APl Provisioning
2 2 4

iLo
m Systen Utilities Intelligent Provisioning @ Boot Menu @ Network Boot — Management Mﬁ:;;::m

Engine

Figure 52. Gen9 RBSU - Enter RBSU - “F9 Pressed” indicated in HP Splash
screen

Procedure 22. Gen9: Verify / Configure Serial Port Options
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Procedure 22. Gen9: Verify / Configure Serial Port Options

Prerequisites & Requirements:
v Server rebooted and in RBSU mode

Configuration procedures

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual
Serial Ports.

Step

Procedure

Result

1|.:|

Press Enter to go into
the System
Configuration menu
then select
BIOS/Platform
Configuration
(RBSU).

» System Configuration
One-Time Boot Menu
Embedded Applications
System Information

System Health

Exit and resume system boot
Reboot the Suysten

Jelect Language

Figure 53. Gen9: Select System Configuration

» BIOS/Platform Configuration (RBSU)

il0 4 Configuration Wtility
Embedded RAID : Smart Array P440ar Controller
Embedded LOM 1 Port 1 : HP Ethernet 1Gb 4-port 331i Adapter

Embedded LOM 1 Port 2 : HP Ethernet 1Gb 4-port 331i Adapter
Embedded LOM 1 Port 3 : HP Ethernet 1Gb 4-port 331i Adapter
Embedded LOM 1 Port 4 : HP Ethernet 1Gb 4-port 331i Adapter
Embedded FlexibleLOM 1 Port 1 : HP Ethernet 1Gb 4-port 331FLR Adapter
Embedded FlexibleLOM 1 Port 2 : HP Ethernet 1Gb 4-port 331FLR Adapter
Embedded FlexibleLOM 1 Port 3 : HP Ethernet 16b 4-port 331FLR Adapter
Embedded FlexibleLOM 1 Port 4 : HP Ethernet 1Gb 4-port 331FLR Adapter

Figure 54. Gen9: Select BIOS/Platform Configuration (RBSU)

[English]

- NIC
- NIC
- NIC
- NIC
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Procedure 22. Gen9: Verify / Configure Serial Port Options

Prerequisites & Requirements:

v Server rebooted and in RBSU mode

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual

Serial Ports.

Step Procedure

Result

Select System
Options then select
Serial Port Options

BIOS/Platform Configuration (RBSLD

» System Options
Boot Options
Network Options
Storage Options
Embedded UEFI Shell
Power Management
Performance Options
Server Security
PCT Device Enahle/Disahle
Server Availability
BIDS Serial Console and EMS
Server Asset Information
Advanced Options

Date and Time
Susten Default Options

Figure 55. Gen9: ROM-Based Setup Utility - System Options

BIO5/Platform Configuration (RBSLD
Systen Options

b Serial Port Options
USB Options

Processor Options
SATA Controller Options
Uirtualization Options
Boot Time Optimizations
Menory Operations

Figure 56. Gen9: ROM-Based Setup Utility - Serial Port Options
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Procedure 22. Gen9: Verify / Configure Serial Port Options

Prerequisites & Requirements:
v Server rebooted and in RBSU mode

Configuration procedures

In this procedure you will be verifying and/or configuring the Serial Port Options for the Embedded and Virtual

Serial Ports.
Step Procedure Result
3 Verify the settings

for Embedded Serial
Port:

Select “Embedded
Serial Port” and verify
it is set for “COM 2”. If
it is not set to COM 2,
press [ENTER], select
COM 2, then [ENTER]

BIOS/Platform Configuration (RBSU)

System Options + Serial Port Options

» Embedded Serial Port
Uirtual Serial Port

[COM 2: IRQ3: I/0: ZFB8h-2FFh]
[COM 1: IRQ4: I/0: 3FBh-3FFh]

COM 1; IRQ4: I/0: 3F8h-3FFh

O 2: IRQ3: I/0: 2F8h-2FFh

Disabled

Figure 57. Gen9: Verify Embedded Serial Port setting

Verify the settings
for Virtual Serial
Port:

Select “Virtual Serial
Port” and verify it is
set for COM 1. Ifitis
not setto COM 1,
press [ENTER], select
COM 1, then
[ENTER]

BIOS/Platform Configuration (RBSU)

BIDS/Platform Configuration (RBSU)

System Options + Serial Port Options

Enbedded Serial Port
» Uirtual Serial Port

[COM 2: IRQ3: I/0: 2F8h-2FFh]
[COM 1: IRQ4: I/0: 3F8h-3FFh]

OM 1: IRQ4; I/0: 3F8h-3FFh
COM 2; IRQ3: I/0: 2F8h-2FFh
Disabled

Figure 58. Gen9: Verify Virtual Serial Port setting
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Procedure 23. Gen9: Verify / Set Power Management

Procedure 23. Gen9: Verify / Set Power Management

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Power Management Options. The server HP Power Profile will be verified/set
to Maximum Performance.

Step Procedure Result
1 While in RBSU,

verify/set the HP Power
D Profile: BI0OS/Platform Configuration (RBSU)

Select “Power
Management”, then
press [ENTER]
System Options

Boot Options
Network Options
Storage Options
Embedded UEFT Shell
Power Management

Performance Options

Server Security

PCI Device Enable/Disable
Server Availability

BIOS Serial Console and EM3
Server Asset Information
Advanced Options

Date and Tine
System Default Options

Figure 59. Gen9: RBSU - Select Power Management
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Procedure 23. Gen9: Verify / Set Power Management

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Power Management Options. The server HP Power Profile will be verified/set
to Maximum Performance.

Step Procedure Result
After pressing [ENTER]
2. you will see several BIOS/Platforn Configuration (RBSU)
options to choose from T E—
such as:
» Power Profile [Maxinun Performancel
Power Profile, Power
Regulator, Minimum Power Regulator [Static High Perfornance Hodel
P I’g cessor Idle Power Mininum Processor Idle Power Core C-State [No C-statesl
o Minimum Processor Idle Power Package C-State [No Package Statel
Core C-State, Minimum
Processor Idle Power Advanced Power Options
Package C-State and
Advanced Power Figure 60. Gen9: RBSU - Select HP Power Profile and MaximumPerformance
Options.
3 e Select Power Profile.
e Verify it is set to Maximum Performance
4 If not set to Maximum Performance, press [ENTER] and select “Maximum Performance”, then press
) [ENTER]

Procedure 24. Gen9: Verify / Set Standard Boot Order (IPL)

Procedure 24. Gen9: Verify / Set Standard Boot Order (IPL)

Prerequisites & Requirements:
v" Server rebooted and in RBSU

Step Procedure Result
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Procedure 24. Gen9: Verify / Set Standard Boot Order (IPL)

Prerequisites & Requirements:
v" Server rebooted and in RBSU

Step Procedure Result

While in RBSU, verify
or set the Legacy BIOS

1.
[:] Boot Order, Select BIOS/Platform Configuration (RBSW)
Boot Options, then

press [ENTER], then
select Legacy BIOS
Boot Order then press
[ENTER]. System Options

» Boot Options
Network Options
Storage Options
Enbedded UEFI Shell
Power Management
Performance Options
Server Security
PCI Device Enable/Disahle
Server Availability
BIOS Serial Console and EMS
Server Asset Information
Advanced Options

Date and Tine
System Default Options

Figure 61. Gen9: Select Boot Options
BIOS/Platform Configuration (RBSU)

Boot Options

Boot Mode [Legacy BIOS Model
UEFI Optimized Boot [Disabledl

Boot Order Policy [Retry Boot Order Indefinitelyl

UEFI Boot Order
Advanced UEFI Boot Maintenance
» Legacy BIOS Boot Order

Figure 62. Gen9: Select Legacy BIOS Boot Order
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Procedure 24. Gen9: Verify / Set Standard Boot Order (IPL)

Prerequisites & Requirements:
v" Server rebooted and in RBSU

Step

Procedure

Result

Verify under Standard
Boot Order (IPL) that
USB DriveKey is in the
first position and
Embedded LOM is in
the fourth position. Press
“+” or “-” to maneuver
to the correct position.

Legacy BIOS Boot Order:

USB DriveKey

CD ROM/DVD

Hard Drive C

Embedded LOM 1 Port 1
Embedded FlexibleLOM 1 Port 1

BIOS/Platform Configuration (RBSW)

Boot Options + Legacy BIOS Boot Drder

Press the "+’ key to move an entry higher in the boot list and the key to move an entry lower
in the boot list. Use the arrow keys to navigate through the Boot Order list.

Standard Boot Order (IPL)
» USB DriveKey
CD ROM/DUD
Hard Drive C: ({see Boot Controller Order)
Embedded FlexibleLOM 1 Port 1 : HP Ethernet 1Gb 4-port 331FLR Adapter - NIC
Embedded LOM 1 Port 1 : HP Ethernet 1Gb 4-port 331i Adapter - MIC

Boot Controller Urder
Embedded RAID : Swart Array P440ar Controller

Figure 63. Select “Set the IP Device Boot Order USB DriveKey”
BIOS/Platform Configuration (RESU}
Boot Options + Legacy BIOS Boot Order

Press the "+’ key to move an entry higher in the boot list and the "-" key to move an entry lower
in the boot list. Use the arrow keys to navigate through the Boot Order list.

Standard Boot Drder (IPL)

USB DriveKey

CD ROM/DUD

Hard Drive C: (see Boot Controller Order)

Embedded LOM 1 Port 1 : HP Ethernet 1Gb 4-port 331i Adapter - MIC

Embedded FlexibleLOM 1 Port 1 : HP Ethernet 1Gb 4-port 331FLR Adapter - NIC

Boot Controller Order
Embedded RAID : Swart Array P440ar Controller

Figure 64. Select “Set the IP Device Boot Order Embedded LOM 1 Port 1”

Procedure 25. Gen9: Verify / Set system Date and Time

Procedure 25. Gen9: Verify / Set system Date and Time

Prerequisites & Requirements:
v' Server rebooted and in RBSU
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Step Procedure Result

1 While in RBSU, set the
i system Date and Time:

[:] Select “Date and BIOS/Platform Configuration (RBSWD
Time”, then press
[ENTER]

System Optioms
Boot Options
Network Options
Storage Options
Embedded UEFI Shell
Power Management

Performance Options

Server Security

PCI Device EnablefDisable
Server Availability

BIOS Serial Console and EMS
Server Asset Information
Advanced Options

Date and Tine
System Default Options

Figure 65. Gen9: Select Date and Time

Set the current Date and | Pl Iree R e e

2. :
Time. Use UTC for the .
time settings. Once the Date and Tine
correct Date and Time » Date (mm-dd-yyyy) 101/29/2016]
Tine (hh:nm:ss) [14:37:27
has been set, press. Tine Zone [UTC-00:00, Greenwich Mean Time, Dublin,
[ENTER] to confirm the London]

Settings_ Daylight Savings Time [Disabled]

Tine Format [Coordinated Universal Time (UTC)]

Figure 66. Gen9: Set Date and Time (UTC)

Procedure 26. Gen9: Verify / Set Server Availability
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Procedure 26. Gen9: Verify / Set Server Availability

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave following a
power loss and recovery. The server will be set to Always Power On following a power outage and recovery. In addition it
will be set to power on with No Delay.

Step

Procedure Result

Jlj

While in RBSU, set the
Server Availability:
Select “Server BIDS/Platform Configuration (RBSU)
Availability”, then press
[ENTER]

System Options
Boot Options
Network Optioms
Storage Options
Embedded UEFI Shell
Power Management

Performance Options

Server Security

PCI Device Enable/Disable
Server Availability

BIOS Serial Console and EMS
Server Asset Information
Advanced Options

Date and Time
Systen Default Options

Figure 67. Gen 9: RBSU - Select Server Availability

After pressing [ENTER] you will see several options to choose from including:

2.
ASR Status, ASR Timeout, Wake-On LAN, POST F1 Prompt, Power Button Mode, Automatic Power-On and
Power-On Delay.

3 e Select ASR Status.

o Verify it is set to Enabled
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Procedure 26. Gen9: Verify / Set Server Availability

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave following a
power loss and recovery. The server will be set to Always Power On following a power outage and recovery. In addition it
will be set to power on with No Delay.

Step Procedure Result
4 If not set to Enabled, BI0S/Platform Configuration (RBSUD
' press [ENTER] and

select “Enabled”, then Server Availability
press [ENTER]

» ASR Status [Enabledl]
ASR Timeout [10 Hinutes]

Wake-On LAN [Enabled]

POST F1 Prompt [Delayed 20 secondsl]
Power Button Mode [Enabled]

Automatic Power-On [Always Pouwer onl
Pouwer-0On Delay [No Delayl

Figure 68. Gen9: RBSU - Verify ASR Status is set to Enabled

5 Select Automatic BI0S/Platform Configuration (RBSU)
Power-On
Server Availability

ASR Status [Enabled]
ASR T imeout [10 Hinutesl

Wake-On LAN [Enabled]
POST F1 Prompt [Delayed 20 secondsl
Power Button Mode [Enabled]

» Automatic Power-On [Always Power onl
Power-0n Delay [No Delayl

Figure 69. Gen9: RBSU - Verify Automatic Power-On is set to Always Power on

Verify Automatic Power-On is set to Always Power On

If not set to Enabled, press [ENTER] and select “Enabled”, then press [ENTER]
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Procedure 26. Gen9: Verify / Set Server Availability

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave following a
power loss and recovery. The server will be set to Always Power On following a power outage and recovery. In addition it
will be set to power on with No Delay.

Step Procedure Result
8. SRS #5711t forn Configuration (RESU)
Server Availability
ASR Status [Enabledl]
ASR Tineout [10 Hinutesl
Wake-On LAN [Enabled]
POST F1 Prompt [Delayed 20 seconds]
Power Button Mode [Enabled]
Automatic Power-(n [Always Power onl
» Power-On Delay [No Delaul
Figure 70. Gen9: RBSU - Verify Power-On Delay is set to No Delay
9 Verify Power-On Delay is set to No Delay
10 If not set to Enabled, press [ENTER] and select “No Delay”, then press [ENTER]
11, Select POST F1 Prompt | By e ey ey
Server Availability
ASR Status [Enabled]
ASR Tineout [10 Minutes]
Wake-On LAN [Enabled]
» POST F1 Prompt [Delayed 20 seconds]
Pouer Button Hode [Enabled]
Autonatic Power-On [Always Power onl
Pouwer-On Delay [No Delayl
Figure 71. Gen9: RBSU - Verify Post F1 Prompt is set to Delayed 20
seconds
12 Verify Delayed 20 seconds is set
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Procedure 26. Gen9: Verify / Set Server Availability

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Server Availability which determines how the server will behave following a
power loss and recovery. The server will be set to Always Power On following a power outage and recovery. In addition it
will be set to power on with No Delay.

Step Procedure Result

13 If not set to Delayed 20 seconds, press [ENTER] and select “Delayed 20 seconds”, then press [ENTER]

Procedure 27. Gen9: Verify / Advanced Options

Procedure 27. Gen9: Verify / Advanced Options

Prerequisites & Requirements:
v Server rebooted and in RBSU

In this procedure you will be configuring Advanced Options. The Fan and Thermal Options will be verified/set to
Optimal Cooling.

Step Procedure Result
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Procedure 27. Gen9: Verify / Advanced Options

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Advanced Options. The Fan and Thermal Options will be verified/set to
Optimal Cooling.

Step Procedure Result

1 While in RBSU, set the
I':I Advanced Options

Select “Advanced BIOS/Platform Configuration (RBSW)

Options”, then press
[ENTER]

System Options
Boot Options
Network Options
Storage Options
Embedded UEFI Shell
Power Management

Performance Options

Server security

PCI Device Enable/Disable
Server Availability

BIOS Serial Console and EMS
Server Asset Informatiom
Advanced Options

Date and Time
System Default Options

Figure 72. Gen 9: RBSU - Verify Advanced Options

After pressing [ENTER] you will see several options to choose from including:

ROM Selection, Embedded Video Connection, Fan and Thermal Options, Advanced System ROM options.

Select Fan and Thermal Options
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Procedure 27. Gen9: Verify / Advanced Options

Prerequisites & Requirements:
v" Server rebooted and in RBSU

In this procedure you will be configuring Advanced Options. The Fan and Thermal Options will be verified/set to
Optimal Cooling.

Step Procedure Result
4. Verify Thermal BIOS/Platform Configuration (RESLD
Configuration is set for
Optimal Cooling fidvanced Options + Fan and Thermal Options
» Thermal Configuration [Optimal Coolingl
Thernal Shutdown [Enabled]
Fan Installation Requirements [Enable Messagingl
Fan Failure Policy [Shutdown/Halt on Critical Fan Failures]
Extended Ambient Temperature Support [Disabled]
Figure 73. Gen 9: RBSU - Verify Fan and Thermal Options
5 If not set to Optimal Cooling, press [ENTER] and select “Optimal Cooling”, then press [ENTER]

Procedure 28. Gen9: Save and exit the RBSU

Procedure 28. Gen9: Save and exit the RBSU

Prerequisites & Requirements:
Tasks within the RBSU have been completed.

Step Procedure Result
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Procedure 28. Gen9: Save and exit the RBSU

Prerequisites & Requirements:
Tasks within the RBSU have been completed.

Step Procedure Result

1 Press F10 to save
changes then Enter «“Y”
I:' to confirm changes. the
RBSU, press <ESC>
and then press <F10>to BI0S/Platforn Configuration (RBSU)
Confirm Exit Utility

BIOS/Platform Configuration (RBSU)

» System Options
Boot Options
Network Options
Storage Options
Embedded UEFI Shell
Power Management
Perfornance Options
Server Security
PCI Device Enable/Dis|Changes are pending. Do you want to save changes and
Server Availability |exit?
BIOS Serial Console a|Press 'Y’ to save and exit, "N’ to discard and exit,
Server Asset Informat|’ESC’ to cancel.
Advanced Options

Date and Time
System Default Options

can for
Online Help

Change Selection Select Entry Back @ Help Defaults
Figure 74. Gen9: RBSU - Save Changes and Confirm

BIOS/Platform Configuration (RBSU)

BIOS/Platform Configuration (RBSUY

» Systen Options
Boot Options
Netuwork Dptions
Storage Dptions
Embedded UEFI Shell
Power Management
Perfornance Options
Server Security

PCI Device Enable/Disable

Server fvailability

BIOS Serial Console and EMS Cl 5
Server Asset Information

Advanced Options

Date and Time
Systen Default Options

Scan for
Online Help

Change Selection Select Entry Back @ Help Defaults Save
Figure 75. Gen9: RBSU - Changes Saved
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Procedure 28. Gen9: Save and exit the RBSU

Prerequisites & Requirements:
Tasks within the RBSU have been completed.

Configuration procedures

Step

Procedure

Result

To Exit the RBSU and
System Utilities, press
<ESC> and then press
[ENTER] to confirm
exit.

System Utilities

» System Configuration
One-Tine Boot Menu
Enbedded Applications
System Information
System Health

Exit and resume syste|Press ENTER to exit and resume normal boot or ESC to
Reboot the Systen cancel .

Enter (EXIT) | ESC (CANCEL)
Select Language

Change Selection Select Entry Exit Help Defaults
Figure 76. Gen9: Exit System Utilities

THIS PROCEDURE HAS BEEN COMPLETED
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Appendix L. ACCESSING MY ORACLE SUPPORT (MOS)

“My Oracle Support (MOS) (https://support.oracle.com) is your initial point of contact for all product support
and training needs. A respresentabite at Customer Access Support (CAS) can assist you with MOS
registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call Oracle Support hotline for your
local country from the list at http://www.oracle.com/us/support/contact/index.htmil.

When calling, make the selections in the sequence shown below on the Support telephone menu:

e Select 2 for New Service Request.
e Select 3 for Hardware, Networking, and Solaris Operating System Support.
e Select 2 for Non-Technical Issue.

You will be connected to a live agent who can assist you with MOS registration and provide Support
Identifiers.

Simply mention you are a Tekelec Customer new to MOS. MOS is available 24 hours a day, 7 days a
week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access Support
(CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support hotline for your
local country from the list at http://www.oracle.com/us/support/contact/index.html. The emergency response
provides immediate coverage, automatic escalation, and other features to ensure that critical situation is
resolved as rapidly as possible. A critical situation is defined as a problem with the installed equipment that
severely affects service, traffic, or maintenance capabilities, and requires immediate corrective action.

Critical Situations affect service and/or system operation resulting in one or several of these situations:

¢ A total system failure that results in loss of all transaction processing capability.
e Significant reduction in system capacity or traffic handling capability

e Loss of the system’s ability to perform automatic system reconfiguration

e |nability to restart a processor or the system.

e Corruption of system databases that requires service affecting corrective actions
e Loss of access for maintenance or recovery operations.

e Loss of system ability to provide any required critical or major trouble notification
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Other problems severely affecting service, capacity/ traffic, billing, and maintenance capabilities may also be
defined as critical by prior discussion and agreement with Oracle.
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