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Policy and Charging Application Configuration Introduction

1.0INTRODUCTION
1.1 PURPOSE AND SCOPE

This document defines the procedures required to configure the Policy and Charging Application (PCA) on
a DSR system. This document contains information that is needed to configure and enable PCA which
includes configuring:

e Resource Domains

e Place and Place Associations

e Diameter Stack, and

e SBR Databases
This document also provides the procedures to activate and deactivate PCA.

The audience for this document includes these Oracle CGBU Groups:
Software Development
Product Verification
Documentation
Customer Service:
o Design Support
o Oracle TAC
o Professional Services

No additional software installation is required prior to executing this procedure. The standard installation
procedure documented in Reference [1] and [2] have installed all of the required software. PCA also
requires SBR function for which software is also included in standard installation described in Reference

[2].

The scope of this document is limited to guiding the user on mandatory configurations required to run
Policy and Charging Application. This document does not intend to train the user on deployment options.
Redundency Level of PCA Sites and Diameter Routing should be planned prior to executing the
configuration steps listed in this document. Such planning is outside the scope of this document.

1.2 REFERENCES

[1] DSR 7.3 Hardware and Software Installation Procedure 1/2, E53488-03
[2] DSR 7.3 Software Installation and Configuration Part 2/2, E69409-02
[3] IP Front End (IPFE) User’s Guide, E73317-01

[4] Policy Charging Application User's Guide, E73186-01

[5] IDIH User's Guide, E69819-01

[6] DSR Software Upgrade Guide, Release 7.3, E73343-01

[7] Diameter User’s Guide Release 7.3, E73184-01

[8] DSR GLA Feature Activation Procedure, Release 7.3, E58659-04

1.3 GLOSSARY

Table 1. Acronyms

ART Application Route Table

BBERF Bearer Binding and Event Reporting Function (Policy Client)
COMAGENT Communication Agent

CTF Charging Trigger Function (Online Charging Client)
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DA-MP Diameter Agent Message Processor

DB Database

DPI Diameter Plug-In

DSR Diameter Signaling Router

GUI Graphical User Interface

HA High Availability

IMI Internal Management Interface

IP Internet Protocol

IPFE Internet Protocol Front End

MP Message Processing or Message Processor

NE Network Element

NO Network OAM

NOAM Network OAM

OAM Operations, Administration and Maintenance
OC-DRA Online Charging DIAMETER Routing Agent

OCS Online Charging System (Online Charging Server)
P-DRA Policy DIAMETER Routing Agent

PCA Policy and Charging Application

PCEF Policy and Charging Enforcement Function (Policy Client)
PCRF Policy and Charging Rules Function (Policy Server)
PRT Peer Route Table

SBR Policy and Charging Subscriber Binding Repository
SO System OAM

SOAM System OAM

SSH Secure Shell

Ul User Interface

VIP Virtual IP

VPN Virtual Private Network

XMI External Management Interface

Table 2. Terminology

Term

Definition

PCA Application

The Policy and Charging Application hosts the Policy DRA and Online Charging DRA
functionality for intelligent routing of policy and charging Diameter signaling. The PCA
application is activated and deactivated using the PCA feature activation and deactivation
scripts. The PCA application can be enabled and disabled per DA-MP server using the
Main Menu: Diameter -> Maintenance -> Application Status GUI.

PCA Function

The PCA Application host two functions: Policy DRA and Online Charging DRA. The
administrative state of these functions is controlled via the Main Menu: Policy and Charging
Application -> Configuration -> General Options GUI - not by the Main Menu: Diameter ->
Maintenance -> Application Status GUI. PCA Functions can be enabled and disabled
independently of each other and without requiring feature deactivation or server restarts.
PCA function enable and disable are system-wide in scope.

PCA Mated Sites

PCA Sites are said to be “mated” if they share an SBR Database for purposes of Site
Redundancy.

PCA Site

The name of the Site where a DSR running the Policy and Charging Application is located.
All of the DA-MP and SBR servers at a PCA Site must have the same Site Place name.
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Introduction

Term

Definition

Place

A Server can be assigned a “Place” that denotes its physical location. The Place type
called “Site” is used to specify which DSR node a given server is located at. A Place is
needed for each DSR node (DSR Site). The PCA application requires that all DA-MP
servers and SBR servers be assigned to a “Site” Place.

Place Association

A container for Places (Sites) that have a relationship defined by the Place Association
type. The PCA application defines two types of Place Associations: Policy Binding Region
and Policy and Charging Mated Sites.

Policy and Charging Mated
Sites Place Association

For a PCA network in which either the P-DRA function or the OC-DRA function are being
used, a Policy and Charging Mated Sites Place Association is configured for each PCA Site
or set of PCA Sites that will share an SBR Session Database. Typically there will be two
Site Places in a Policy and Charging Mated Sites Place Association, but there could be one
or three.

Policy and Charging DRA
Resource Domain

A set of Server Groups having Function "DSR (multi-active cluster) that will be hosting the
Policy and Charging DSR Application.

One Policy and Charging DRA Resource Domain must be configured for each Policy and
Charging Mated Sites Place Association.

Policy and Charging SBR
Server Group

A Server Group with function set to “Policy and Charging SBR” — also known as an SBR
Server Group. The SBR Binding Database and SBR Session Databases are hosted by
one or more SBR Server Groups.

Policy Binding Region Place
Association

For a PCA network in which the P-DRA function is being used, a Policy Binding Region
Place Association is configured with all PCA Sites in the network.

Policy Binding Resource
Domain

A set of SBR Server Groups that host the SBR Binding Database. See also Initial
Resource Domain and Target Resource Domain.

Policy Session Resource
Domain

A set of SBR Server Groups that host an instance of the SBR Session Database. See also
Initial Resource Domain and Target Resource Domain.

Preferred Spare Server

A preference by a server in an SBR HA Policy to take on the role of spare server if other
servers can successfully fulfill the active and standby roles. A preferred spare server can
be promoted to standby if no other server is available for the standby role, or to active if no
other servers are available for either active or standby roles.

Resource Domain

A container for Server Groups hosting a particular resource. See also Policy Binding
Resource Domain and Policy Session Resource Domain.

Resource Provider

Resource Provider is a term used in the Communications Agent framework to refer literally
to the provider of a software resource. A Resource Provider has a name, an identifier and
an operational status. In the PCA application, an SBR Database consists of a number of
resource providers equal to the number of Server Groups in the Resource Domain
assigned to the database. Each resource provider hosts a portion of the logical database.

SBR Binding Database The SBR Binding Database consists of Policy DRA binding records. The SBR Binding
Database is hosted by Policy and Charging SBR Server Groups contained in a Policy
Binding Resource Domain. The SBR Binding Database is accessible from all PCA Sites in
the Policy Binding Region Place Association.

SBR Database The PCA application supports two types of SBR Database: SBR Binding Database, used

by the P-DRA function of PCA, and SBR Session Database, used by both P-DRA and OC-
DRA functions of PCA. An SBR Database is hosted by Policy and Charging SBR Server
Groups assigned to either a Policy Binding Resource Domain or a Policy Session Resource
Domain.

Diameter Signaling Router 7.3
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Term

Definition

SBR HA Policy

The high availability policy that runs on an SBR Server group. The SBR HA Policy
supports one active server, one standby server and 0 to 2 spare servers. When site
redundancy is not needed, 1 active and 1 standby are deployed at the same site. If two-
site redundancy is needed, 1 active and optionally 1 standby are deployed at one site and
a spare is deployed at the mate site. If three-site redundancy is needed, 1 active and
optionally 1 standby are deployed at one site, 1 spare is deployed at a mate site, and 1
spare is deployed at a second mate site.

SBR Session Database

An SBR Session Database consists of Policy DRA and/or Online Charging DRA session
records. An SBR Session Database is hosted by Policy and Charging SBR Server Groups
contained in a Policy Session Resource Domain. An SBR Session Database is accessible
from all PCA Sites in a Policy and Charging Mated Sites Place Association. A PCA
network can have many instances of an SBR Session Database.

Server Group

A container for servers having a common function. Example server group functions are
Policy and Charging SBR, DSR Multi-Active Cluster, efc.

Site Redundancy

An HA arrangement in which one site can take over PCA functionality when one or two
other PCA Mated Sites fail (e.g. due to flood, fire, etc.). See also, Two Site Redundancy
and Three Site Redundancy.

Split Binding

A scenario when Diameter sessions for a given subscriber (identified by IMSI) originated
from P-GW(s) having the same Access Point Name or routed to the same PCRF Pool exist
on more than one PCRF that do not share state information.

Three Site Redundancy

An HA configuration in which SBR data is redundant across 3 typically geographically
separate sites. In this configuration, SBR data integrity is preserved when at least one of
the 3 sites remain operational.

Two Site Redundancy

An HA configuration in which SBR data is redundant across two typically geographically
separate sites. In this configuration, SBR data integrity is preserved when one of the 2
sites remains operational.

1.4 GENERAL PROCEDURE STEP FORMAT

Figure 1 illustrates the general format of procedure steps as they appear in this document. Where it is
necessary to explicitly identify the server on which a particular step is to be taken, the server name is given
in the title box for the step (e.g. “ServerX” in Figure 1).

Each step has a checkbox for every command within the step that the
technician should check to keep track of the progress of the procedure.

Diameter Signaling Router 7.3

The title box describes the operations to be performed during that step.

Each command that the technician isto enterisin 10 point bold Courier font.
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5 | ServerX: Connect to
the console of the
server

Establish a connection to the server using cu on the terminal server/console.

$ cu -1 /dev/ttyS7

Diameter Signaling Router 7.3
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2.0 PCA CONFIGURATION OVERVIEW

Before starting PCA configuration steps, PCA activation is required. Please refer to Appendix A in the
document for activation details.

This section lists the required information needed to configure PCA. This includes topology configuration
(e.g. Resource Domains, Places and Place Associations), Diameter and PCA specific configurations.

2.1 REQUIRED CONFIGURATION DATA

The following information needs to be collected by conducting a system/site survey. The user needs to
plan the redundancy model required prior to system configuration.

e Please refer to the Diameter User’s Guidel” for details of paremeters required for configuring
Diameter

e Please refer to the Policy Charging Application User's Guidel“! for details of parameters required
for configuration PCA Functions (Policy DRA, Online Charging DRA)

A. A 3-tier DSR system installed using [1] and [2]
B. Following Diameter configuration material
1. List of supported Application Ids
2 CEX Parameters
3 Local and Peer Node(s) configuration parameters
4. Diameter Connection parameters
5 Routing configuration parameters
° Route Groups
o Route Lists
o Peer Route Tables
o Application Route Tables
6. IDIH Configuration Parameters (Optional)
C. Following PCA configuration material:

Server Group configuration parameters

Place configuration parameters

Place Association configuration parameters

Resource Domain configuration parameters

SBR Databases

Default Audit Options

Access Point Names and the “Stale Session Timeout” for the APN

Alarm Settings

© ©® N o g~ w NP

Congestion Settings
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D. Depending upon the PCA function, following configuration items
1. Policy DRA configuration parameters
o PCRF Pools
o PCRF Sub-Pools
. Early Binding Options
. Topology Hiding Options
o Suspect Binding Removal Options
. Session Integrity Option
2. Online Charging DRA configuration parameters
. OCS Realms/FQDNs and their session states
. Realms that requrie Session State
. CTFs that require Session State
. Session State Scope
o Session State Unavailable Action
. OCS Pool Selection Mode.
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2.2 PCA CONFIGURATION SUMMARY
An outline of the configurations required to run Policy and Charging Application on a DSR system is laid
below.

e The information required to configure various components (for e.g. Diameter Common, Diameter
Plugin and PCA is mentioned in Chapter 3.0.

o Please use the references provided at the top of the procedures to gather details about
the configuration parameters.

o Please note that this document does not cover planning the site-redundancy levels or
Diameter Routing.

o The user needs to consult relevant Oracle contacts to discuss deployment and routing
scenarios and figure out the deployment model most suitable for the given business
needs. Once that is figured out, this document helps the user to feed the required
configuration data into the DSR system to build the selected model.

e Policy and Charging Application feature needs to be activated prior to any configuration mentioned
in this document. PCA activation instructions can be found in APPENDIX-A.

¢ If anew DSR system is being configured to run PCA, follow the configuration procedures in the
following order:

o Non Maintenance Window Procedures

» Place Associations Configuration (Section 4.1)

= Resource Domains Configuration (Section 4.2)

= Diameter Configuration Procedures (Section 4.3)

= PCA Function Configuration Procedures (Section 4.4)
o Maintenance Window Procedures

= Post-configuration Procedures (Section 4.9)

e If PCA s to be configured on an operational DSR system, follow the configuration procedures in
the following order:

o Non Maintenance Window Procedures

= For Policy DRA Function — Configuring Policy DRA Function on a running DSR
PCA System (Section 4.6)

= For Online Charging DRA — Configuring Online Charging Function on a running
DSR PCA System (Section 4.5)

o Maintenance Window Procedures

= Post-configuration Procedures (Section 4.9)

NOTE: Any site level configuration (steps that have SOAM VIP mentioned in the step name) must be
repeated for each DSR site running PCA.
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3.0PCA CONFIGURATION PREPARATION

This section provides detailed procedures to prepare a system for PCA configuration.
3.1 HARDWARE PREPARATION

This document assumes that all necessary hardware has already been installed.

3.2 REQUIRED MATERIALS CHECK

This procedure verifies that all required materials needed for configuration have been collected and
recorded.

Procedure 1: Required Materials Check

This procedure verifies that all required materials are present.

Please refer to the Diameter User's Guidel” for details of paremeters required for configuring
Diameter

*+:m-=®»

Please refer to the Policy Charging Application User's Guidel¥ for details of parameters required for
configuration PCA Functions (Policy DRA, Online Charging DRA)

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
1 | Verify that the Required Information is listed in Section 2.1. Conduct a system survey to gather required
D configuration data has information.
been collected
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3.3 SYSTEM TOPOLOGY CHECK

This procedure is part of PCA configuration preparation and is used to verify the system topology of the
DSR 7.3 network and servers.
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Procedure 2: System Topology Check

S This procedure verifies System Topology.
T
E Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
1 Verify Network Element View the Network Elements configuration data; verify the data; save and print report:
D Configuration data
1. Log into the NOAM VIP GUI.
2. Select Configuration > Network Elements to view Network Elements Configuration
screen.
3. Click Report at the bottom of the table to generate a report for all entries.
4. Verify the configuration data is correct for your network.
5. Save the report and/or print the report. Keep these copies for future reference.
2 Verify Services View the Services configuration data; verify the data; save and print report:

Configuration data

Select Configuration > Services to view Services screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PwNE

Verify Place
Configuration data

View the Place configuration data; verify the data; save and print report:

=

Select Configuration > Places to view Server Group screen.

Click Report at the bottom of the table to generate a report for all entries.

3. Verify that all DAMP servers that will be running the PCA application and all SBR MP
Servers have a Site Place configured.

4.  Save the report and/or print the report. Keep these copies for future reference.

n

Verify Server Group
Configuration data

View the Server Group configuration data; verify the data; save and print report:

o

Select Configuration > Server Group to view Server Group screen.

Click Report at the bottom of the table to generate a report for all entries.

7. Verify that all Server Group(s) that have been identified to host the SBR Database(s)
have the function “Policy and Charging SBR”.

8. Save the report and/or print the report. Keep these copies for future reference.

o

Analyze and plan DA-
MP restart sequence

If the DSR system is running traffic other than PCA then all the DAMP servers must not be
restarted/rebooted simultaneously. Doing so will cause a network/site wide outage.

Instead a groups of DAMP servers must be selected and restarted one group at a time such
that the servers that are operational when some are down can handle the additional traffic.
Analyze system topology and plan for any DA-MPs which will be out-of-service during the
PCA configuration sequence.

1. Analyze system topology gathered in Step 1 and 2.

2. Determine exact sequence which DA-MP servers will be restarted (with the expected
out-of-service periods). This sequence needs to be followed while executing
APPENDIX-B

Verify Network
Configuration data

View the Network configuration data; verify the data; save and print report:

Select Configuration > Network to view Network screen.

Click Report at the bottom of the table to generate a report for all entries.
Verify the configuration data is correct for your network.

Save the report and/or print the report. Keep these copies for future reference.

PONPE

Verify Devices
Configuration data

View the Devices configuration data; verify the data; save and print report:

1. Select Configuration > Network > Devices to view Devices screen.
2. Click Report All at the bottom of the table to generate a report for all entries.
3. Verify the configuration data is correct for your network.

Diameter Signaling Router 7.3
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4.

Save the report and/or print the report. Keep these copies for future reference.
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3.4 PCA / POLICY AND CHARGING SBR TOPOLOGY CHECK

This procedure is part of PCA configuration preparation to identify the 3-tiered PCA topology for the
deployed system. The following diagram depicts an example of a 2 site Mated-Pair PCA system. The
topology configuration will depend on the customer’s choice of deployment options: standalone (no site-
redundancy), mated pair (2 site-redundancy) or mated triplet (3 site-redundancy).

NOAM NE - LabC OAM Blades

B : A\
Lab C - DSR Node Lab D - DSR Node

5o so LALCSOAMSG <0
Active Spare
<o L3DDSOAMSG so <o
Spare Active

a4 i Policy Binding Resource Domain ) Policy Binding\
LabC Server Group Region
=R ==
LabD Server Group
S . : ,
(;Folicy and Charginf Policy and Charging Session Resource Domain =) N

Mated Site LahC Server Group
[‘“ Actve ;| spare ]
LabD Server Group

\& 4 . J

Figure 2: Example — Mated Pair PCA / Policy and Charging SBR Topology

Notes of Figure 2:

1. The standby SOAM and SBR servers shown in the diagram are optional and not needed if the
user does not desire server-level redundancy.
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2. The spare SOAM and SBR servers are not optional in a mated pair deployment.

3. The OAM servers can be virtualized. Please refer to [1] and [2] for installation procedures for
virtualized OAM servers.

4. The IP Front End (IPFE) servers shown in the diagram are optional. Each DSR Node can have
upto 4 IPFE Servers Groups (deployed as active-standby pairs) with one IPFE server in each
Server Group. IPFE servers help in load distribution to DA-MP servers. Please refer to [3] for more
information on IPFE servers.

5. Disaster Recovery NOAMs (DR-NOs) can be optionally setup to handle Disaster Recovery
scenarios. Please refer to [2] for DR-NO installation procedures.

6. The Policy Binding Resource Domain can span across more than one mated site.
7. The Policy Binding Resource Domain can have upto 8 Server Groups.

8. Each Policy and Charging Session Resource Domain can have upto 8 Server Groups.
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Procedure 3: Record Required Configuration Information

This procedure gathers and records PCA Topology for the setup. This information must be
gathered before configuring the PCA system.

Please refer to the Policy Charging Application User's Guide! for details of parameters required
for configuration PCA Functions (Policy DRA, Online Charging DRA)

*+gm=®»

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
1 Identify the Place and 1. Identify and note the number of places and place names below — 2 in example, there
D Place Association might be upto 32 places.
Information.

Number of Places:

Place Names:

2. Identify the level of site redundancy to be deployed in the PCA system.

a) In case site-redundancy is not required, the number of non-redundant PCA sites
will be the same as the number of Places recorded above.

b) In case a two-site redundancy model is chosen for some or all sites, Identify and
note the number of PCA mated pairs — LabC and Lab D in example.

Number of PCA Mated Pairs:

OR

c) Incase a three site redundancy model is chosen for some or all sites, Identify and
note the number of PCA mated triplets

Number of PCA Mated Triplets:

3. If Policy DRA function is being configured, then identify and note the places that are
associated to the Place Association type — “Policy Binding Region”.

Note: This step is required for Policy DRA functionality only.

Policy Binding Region (Only 1 Binding Region since this is network wide) - LabC and Lab D
are associated places (since these are the only 2 sites/places, there might be more
depending on the number of sites/places).

Number of Places in Binding Region:

4. Identify and note the places that are associated to the Place Association type “Policy and
Charging Mated Sites”.

NOTE: The Policy and Charging Mated Sites Place Association type is used for all levels of
site redundancy chosen in item 2 above (no site redundancy, two-site redundancy, or 3-site
redundancy). For example, if no site redundancy is chosen, you would configure a Policy
and Charging Mated Sites Place Association for each Site Place (DSR node). If two-site
redundancy is chosen and you have 3 pairs of DSR nodes, you would configure 3 Policy
and Charging Mated Sites Place Associations - one for each pair.

PCA Mated Sites — Identify and Log the site names for single sites, mated pairs or mated
triplets
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PCA Mated Site 1: Lab C and Lab D
PCA Mated Site 2:
PCA Mated Site 3:
PCA Mated Site 4:
PCA Mated Site 5:
PCA Mated Site 6:
PCA Mated Site 7:

Use additional space for recording more
Mated Sites type Place Associations.
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2 Identify and log the
D Resource Domain
information.

1. Identify and log the number of ‘Policy and Charging DRA’ resource domains and their
Server Groups — In this example it is 2 since there is only one mated pair.

NOTE: Depending on the redundancy-model chosen there can be up to 3 Server
Groups in one Policy and Charging DRA Resource Domain.

DRA RDL1 - LabCDRASG
DRA RD2 - LabDDRASG
DRA RD3 -
DRA RD4 -
DRA RDS5 -
DRA RDG6 -
DRA RD7 -

Use additional space for recording more
Resource Domains.

2. Identify and log the ‘Policy Binding’ resource domain and its Server Groups.

Note 1: This step is required for Policy DRA functionality only.

Note 2: Depending on the capacity chosen there can be up to 8 Server Groups in one
Policy Binding Resource Domain.

Policy Binding RD1 — LabCBindingSR1SG

3. Identify and log the number of ‘Policy Session’ resource domains and their Server
Groups.

Note: Depending on the capacity chosen there can be up to 8 Server Groups in one
Policy Session Resource Domain.

Policy Session RD1 — LabCSessionSR1SG
Policy Session RD2 — LabDSessionSR2SG
Policy Session RD3 — LabCSessionSR3SG
Policy Session RD4 — LabDSessionSR4SG
Policy Session RD5 -
Policy Session RD6 -

Policy Session RD7 - Use additional space
for recording more Resource Domains.

3.5 DIAMETER NETWORK CHECK

3.5.1 Diameter Network Check for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION
SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

Please refer to Section 2.1 for the information required to be logged.
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Procedure 4: Record Required P-DRA Diameter Configuration

This procedure gathers and records PCA - Policy DRA function Diameter Configuration.

Please refer to the Diameter User’'s Guidel” for details of paremeters required for configuring
Diameter

*+gm=®»

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=

Identify the diameter 1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )

twork and ties.
D network and properties 2. Identify and log the number of policy clients (PCEFs, BBERFs and AFs) and policy

servers (PCRFs) in the network.

3. Identify and log the diameter attributes for all the policy clients and policy servers in the
network — FQDN, Realm, IP address.

4. ldentify and log the type of diameter Transport Protocol needed for all the policy clients
and policy Servers - TCP/SCTP

5. Identify and log the type of diameter connection mode needed for all the policy clients
and policy server-  Responder/Initiator/Responder-Initiator

6. Identify and log the ‘Peer Node Indentification’ for all the policy clients and policy servers-
IP Address/FQDN.

7. ldentify and log the route groups and route lists needed for Policy Servers and Policy
Clients. Routing configuration is required for Policy Clients if the Policy Servers send
Diameter request messages to be routed to the Policy Clients.

8. Identify and log the Policy Server configuration needed — Both Gx and Rx on same Policy
Server or are they on different servers.

9. Identify and log the number of peer route tables needed for the diameter configuration —
e.g. one for Rx Policy Servers and One for Gx Policy Servers .

10. Identify and log the number of Application Route Table entries — one for Gx Application
and one for Rx Application message processing.

11. Identify and log the TSA used for local nodes if IPFE is used.

2 PoIi(_:y DRA Network 1. Identify and log the SBR Databases of Session and Binding types to be configured.
D gggggsgatlon (No 2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the
same.
3. Identify and log the PCRF Pools and the Sub-Pool Selection Rules. Note that PCRF Sub
Pool Selection Rules are optional.
4. ldentify and log the General Options parameters for the Policy DRA network —
Default Stale Session Timeout
Binding Audit Session Query Rate
Audit Operation Rate
5. Identify and log the Network Wide Options parameters for the Policy DRA network —
Early Binding Options
Topology Hiding Options
Suspect Binding Removal Options
Session Integrity Options
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.
7. ldentify and log the Congestion Alarm Thresholds and Message Throttling Rules
3 Policy DRA Site 1.ldentify and log the all the PCRFs handling the Policy Traffic for this site.
D g:(?onglegéj)ratlon (SO 2.1dentify and log the Binding Key Priority settings, i.e. the order in which subscriber keys

(IMSI, MSISDN, IPv4, IPv6) will be used to correlate binding dependent session creation
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messages and route them to final bound PCRFs.
3. Identify and log the Policy Clients for which the topology hiding is heeded.
4. ldentify and log the PCRF Pool to PRT mapping configuration.

5. Identify and log the error code configuration for each of the ‘Error Condition’ in the table
per the policy client team request/ inteoperability requirements for Policy Client Vendor.

6. Identify and log the Suspect Binding Removal Rules.

7. Identify and log the Site Options parameters.for this site.
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3.5.2 Diameter Network Check for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR ONLINE CHARGING DRA FUNCTION
SKIP THIS PROCEDURE IF POLICY DRA FUNCTION ONLY
Procedure 5: Record Required OC-DRA Diameter Configuration

This procedure gathers and records PCA - Online Charging DRA function Diameter
Configuration.

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
Identify the diameter 1. Identify and log the hardware profile type for each of the DA-MP Servers (PCA )
network and properties.

Orlx~=mHw

2. Identify and log the number of Online Charging clients (CTFs) and Online Charging
servers (OCSs) in the network.

3. Identify and log the diameter attributes for all the Online Charging clients and Online
Charging servers in the network — FQDN, Realm, IP address.

4. Identify and log the type of diameter Transport Protocol needed for all the Online
Charging clients and Online Charging servers - TCP/SCTP

5. Identify and log the type of diameter connection mode needed for all the Online Charging
clients and Online Charging servers -  Responder/Initiator/Responder-Initiator

6. Identify and log the ‘Peer Node Indentification’ for all the Online Charging clients and
Online Charging servers - IP Address/FQDN.

7. Identify and log the route groups and route lists needed for Online charging Servers.

8. Identify and log the number of peer route tables and peer route rules needed for the
diameter configuration for Online charging Servers .

9. Identify and log the number of Application Route Table entries —for RBAR (regionalized
routing configuration) and for PCA message processing.

10. Identify and log the TSA used for local nodes if IPFE is used.

2 Online Charging DRA 1. Identify and log the SBR Database of Session type to be configured.NOTE: Skip this step
D Network configuration if Session type SBR Database was added during Policy DRA Function configuration in 3.5.1

(NO scoped) . . p . ) »
2. Identify and log the Access Point Names used and the “Stale Session Timeout” for the
same. (Optional)

3. Identify and log the General Options parameters for the Online Charging DRA network

Default Stale Session Timeout
Audit Operation Rate

4. Identify and log the Online Charging Network Realms to be configured for Session State
maintenance.

5. Identify and log the Network Wide Options for the Online Charging DRA network —
Session State Options
OCS Selection Options
6. Identify and log the Alarm Settings for “DSR Application ingress Message Rate”.
7. ldentify and log the Congestion Alarm Thresholds and Message Throttling Rules

3 Online Charging DRA 1.ldentify and log the all the OCSs handling the Gy/Ro Traffic for this site.
D Site Configuration (SO . ) . .
scoped) 2.ldentify and log the all the CTFs to be configured for Session State maintenance.

3. .Identify and Log the error code configuration for each of the ‘Error Condition’ in the table

for the Gy/Ro interface.
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3.6 PERFORM HEALTH CHECK

This procedure is part of PCA configuration preparation and is used to determine the health and status of
the DSR 7.0 network and servers. This may be executed multiple times but must also be executed at least
once within the time frame of 24-36 hours prior to the start of the maintenance window in which the PCA
configuration will take place.

Procedure 6: Perform Health Check (PCA configuration Preparation)

This procedure performs a Health Check.
Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*+m-®»

Verify Server status Verify Server status:

1. Select Status & Manage > Server; the Server Status screen is shown.

2. Verify all Server Status is Normal (Norm) for Application Status (Appl State), Alarms (Alm),
Database (DB), Collection (Reporting Status), and Processes (Proc).

3. Do not proceed to PCA configuration if any of the following statuses is not Norm: DB,
Reporting Status, Proc. If any of these are not Norm, corrective action should be taken
to restore the non-Norm status to Norm before proceeding with the PCA configuration.
Contact Engineering for assistance as necessary.

4. If the Alarm (Alm) status is not Norm but only Minor alarms are present, it is acceptable to
proceed with the PCA configuration. If there are Major or Critical alarms present, these
alarms should be analyzed prior to proceeding with the PCA configuration. The activation
may be able to proceed in the presence of certain Major or Critical alarms. Contact Oracle
Support for assistance as necessary.

Log all current alarms Log all current alarms in the system:

1. Select Alarms & Events > View Active; the Alarms & Events > View Active view is
shown.

2. Click Report button to generate an Alarms report.

3. Save the report and print the report. Keep these copies for future reference.
Note: the system should be alarm free unless the user is aware of the
alarms and understands the impact.

4. Select Alarms & Events > View History and repeat steps 2 and 3.
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4.0PCA CONFIGURATION

Before PCA configuration, execute the site survey and the system health check specified in Section3.0..
This ensures that all the data is ready for PCA configuration. Performing the system health check
determines which alarms are present in the system and if PCA configuration can proceed with alarms.

*kkk WARNING *kkkikk

If there are servers in the system which are not in Normal state, these servers should be brought to the
Normal or the Application Disabled state before the PCA configuration process is started.

If alarms are present on the server, contact PCA Development to diagnose those alarms and determine
whether they need to be addressed or if it is safe to proceed with the PCA configuration.

Please read the following notes on PCA configuration procedures:

e Command steps that require user entry are indicated with IR IR E S ES RO

e The shaded area within response steps must be verified in order to successfully complete that
step.

e Where possible, command response outputs are shown as accurately as possible. EXCEPTIONS
are as follows:

o Session banner information such as time and date.

o System-specific configuration information such as hardware locations, IP addresses
Node names and hostnames.

o ANY information marked with “XXXX” or “YYYY” where appropriate, instructions are
provided to determine what output should be expected in place of “XXXX or YYYY”

o Aesthetic differences unrelated to functionality such as browser attributes: window size,
colors, and toolbars and button layouts.

e After completing each step and at each point where data is recorded from the screen, the
technician performing the PCA configuration must initial each step. A check box should be
provided. For procedures which are executed multiple times, the check box can be skipped, but
the technician must initial each iteration the step is executed. The space on either side of the step
number can be used (margin on left side or column on right side).

e Captured data is required for future support reference.

NOTE: Refer to the data captured in Section 3.4 and Section 3.5 before proceeding with the configuration
in below sections.

The maintenance operations performed in Section 4.9 should be performed in a maintenance
window. Configuration of Policy and Charging Application can be done outside of the maintenance
window.
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4.1 PLACE ASSOCIATIONS CONFIGURATION
If all the required place associations are not already configured, then follow the procedures defined in this
section, else skip this section.

The following type of Place Association is required for both functions (Policy DRA and Online Charging
DRA) of PCA:

. Policy and Charging Mated Sites

The following type of Place Association is required for Policy DRA function ONLY:
. Policy Binding Region

4.1.1 Policy and Charging Places

NOTE: EXECUTE THIS PROCEDURE ONLY IF NEW MP SERVERS ARE TO BE CONFIGURED IN
THE TOPOLOGY OTHER THAN THOSE CONFIGURED DURING INSTALLATION PROCEDURE
FROM [1]

Procedure 7: Policy and Charging Places configuration

This procedure configures the Places.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

w® m o= W»n

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Places

to Places screen
Screen.

NOAM VIP: Add a Click on Insert inthe lower left corner.
new Place ) .
You will see a screen similar to:

Main Menu: Configuration -> Places [Insert]

Tue Nov 25 15:41:45

Inserting a new Place

Place

Field Value Description

Place Name W . Lu“r:éiursec‘green,tgi:sr#,zit‘]dtgplghc?]a Place. [Default = n/a. Range = A 1-32-character string. Valid characters are alphanumeric,
Parent [NONE =] The Parent ofthis Place

Place Type + The Type of this Place

Servers

GTXA_T111101_NO GIHANOT Available servers in GTXA_T111101_NO

GTXA-NOZ
GTXA_1111101_S0 No servers available

[ok] [Apply] [Gancel]

1. Enter the Place Name

2. Select “None” as the Parent

3. Select “Site” as the Place Type

4. Select all DAMP servers (running PCA) and all SBR servers that belong to this Place (DSR
Site).

5. Click Ok.

NOAM VIP: Add other | Repeat Step 4 for all other Places that are to be added.
Places.
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=

4.1.2 Policy and Charging Mated Sites Place Associations

Procedure 8: Policy and Charging Mated Sites Place Associations configuration

This procedure configures Place Association
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

*+= gm-W»

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Place Associations
to Place Associations

screen Screen.

NOAM VIP: Add Click on Insert inthe lower left corner.
Policy and Charging ) o

Mated Sites Place You will see a screen similar to:
Association

Main Menu: Configuration -> Place Associations [Insert]

Inserting a new Place Association

Place Association

Field Value Description

e R T BT I . Unigue identifier used to label a Plz
’ characters are alphanumeric, unde

Place Association Type | - Select Place Association Type - « |+ The Type of this Place Association

Places

Places DSRTOPCASIte Places in this Place Association

[ok| [Apply| [Cancel]

1. Enter the Place Association Name
2. Select “Policy and Charging Mated Sites” as the Place Association Type
3. Select the Places to associate with the Place Association. Please use the data recorded in

Section 3.4.
4, Click Ok.
NOAM VIP: Add other | Repeat Step 3 for all other Policy and Charging Mated Sites Place Associations that are to be
Policy and Charging added
Mated Sites Place
Associations.

4.1.3 Policy Binding Region Place Associations
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION
SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY
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Procedure 9: Policy Binding Region Place Associations configuration

This procedure configures the Policy Binding Region Place Associations
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

w* mo- W»n

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Place Associations
to Place Associations

screen Screen.

NOAM VIP: Add Click on Insert inthe lower left corner.
Policy Binding Region ) o

Place Association You will see a screen similar to:

Main Menu: Configuration -> Place Associations [Insert]

Inserting a new Place Association

Place Association

Field Value Description

Place Association Name I . Unigue identifier used to label a Plz
’ characters are alphanumeric, unde

Place Association Type | - Select Place Association Type - « |+ The Type of this Place Association

Places

Places DSRTOPCASIte Places in this Place Association

(K] [Appy) [Gancel]

1. Enter the Place Association Name

2. Select “Policy Binding Region” as the Place Association Type

3. Select all the Places to associate with the Place Association. Select all the sites (Places) in
the network..

4. Click Ok.
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4.2 RESOURCE DOMAINS CONFIGURATION
If all the required resource domains are not already configured, then follow the procedures defined in this
section, else skip this section.

The following Resource Domains are required for both functions (Policy DRA and Online Charging DRA)
of PCA:

o Policy and Charging DRA

. Policy Session

The following Resource Domain is required for Policy DRA function ONLY:

. Policy Binding

4.2.1 Policy and Charging DRA Resource Domain Configuration

Procedure 10: Policy and Charging DRA Resource Domain configuration

This procedure configures the Policy and Charging Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

w® m o= W»n

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains

to Resource Domain
Screen Screen.

NOAM VIP: Add Clickon Insert inthe lower left corner.
Policy and Charging ) o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

. Unigue identifier used to label a Res

Resource Domain Name -
I characters are alphanumeric and uni

Resource Domain Profile |-SelectResource Domain Profile - = |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MOAM_SG
SOAM_SG

(ok| [Apply] [Cancel

1. Enter the Resource Domain Name

2. Select “Policy and Charging DRA” as the Resource Domain Profile
3. Select the Server Groups to associate with the Resource Domain
4. Click Ok.

NOTE:
For Mated DSR sites, create one Policy and Charging DRA Resource Domain and add the
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DA-MP Server Groups from both sites into this Policy and Charging DRA Resource
Domain.

For Mated DSR Triplets, create one Policy and Charging DRA Resource Domain and add
the DA-MP Server Groups from three sites into this Policy and Charging DRA Resource
Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy and Charging DRA
Resource Domain per Site.

NOAM VIP: Add other | Repeat Step 3 for all other Policy and Charging DRA Resource Domains that are to be added.
Policy and Charging
DRA Resource
Domains.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server screen.
the Servers

Select the Servers just added to the Resource Domain and click ‘Restart’ button.

4.2.2 Policy Session Resource Domain Configuration

Procedure 11: Policy Session Resource Domain configuration

This procedure configures the Policy Session Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

*= g m-®»

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain

Screen Screen.

NOAM VIP: Add Click on Insert inthe lower left corner.
Session Resource ) o

Domain You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Unigue identifier used to label a Res
characters are alphanumeric and uni

Resource Domain Name | :

Resource Domain Profile | - Select Resource Domain Profile - = |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MNOAM_SG
S0AM_SG

[ok| [Apply | [Cancel

1. Enter the Resource Domain Name

2. Select “Policy Session” as the Resource Domain Profile

3. Select the Server Groups to associate with the Resource Domain
4, Click Ok.

NOTE:
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For Mated DSR sites, create one Policy Session Resource Domain and add all the Policy
and Charging SBR Server Groups from both sites that will be hosting the Session SBR
Database for the Mated Pair into this Policy Session Resource Domain.

For Mated DSR triplets, create one Policy Session Resource Domain and add all the
Policy and Charging SBR Server Groups from three sites that will be hosting the Session
SBR Database for the Mated triplet into this Policy Session Resource Domain.

For non-mated pair DSRs and standalone DSR: Configure a Policy Session Resource
Domain per site and add all the Policy and Charging SBR Server Groups in the site that
will be hosting the Session SBR Database.

NOAM VIP: Add other | Repeat Step 3 for all other Policy Session Resource Domains that are to be added.

Session Resource
Domains.

4.2.3 Policy Binding Resource Domain Configuration

The Policy Binding Resource Domain is only required for Policy DRA function of PCA. Skip this section if
not configuring the Policy DRA function.

Procedure 12: Policy Binding Resource Domain configuration

S | This procedure configures the Policy Binding Resource Domain
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
ASSUMPTION: PCA FEATURE IS ALREADY ACTIVATED USING SECTION 8.1.

=+ =g omo-

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu -> Configuration -> Resource Domains
to Resource Domain
Screen Screen.

NOAM VIP: Add Click on Insert inthe lower left corner.

Policy and Charging . o
DRA Resource Domain | You will see a screen similar to:

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value Description

Unigue identifier used to label a Res
characters are alphanumeric and um

Resource Domain Name | *

Resource Domain Profile | - Select Resource Domain Profile -« |+ The Profile of this Resource Domain

Server Groups
C_BIND
C_MP
Server Groups C_SESS Server Groups associated with this R
MNOAM_SG
SOAM_SG

(0] [Appy) [Cancel]

1. Enter the Resource Domain Name

2. Select “Policy Binding” as the Resource Domain Profile

3. Select the Server Groups to associate with the Resource Domain
4, Click Ok.
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NOTE:
Create only one Policy Binding Resource Domain and add all the Policy and Charging

SBR Server Groups from all sites that will be hosting the Binding SBR Database into this
Policy Binding Resource Domain.
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4.3 DIAMETER CONFIGURATION PROCEDURES

4.3.1 Diameter Configuration for Policy DRA

Detailed steps are given in the procedures below. The procedures in this section mention the parts of
Diameter configuration that are needed by Policy and Charging Application with some example sets of
configuration. For extensive information on the fields and screens or for planning your Diameter
configuration please refer to the Diameter User’'s Guide [

Procedure 13: Diameter configuration for Policy DRA
NOTE: EXECUTE THIS PROCEDURE FOR POLICY DRA FUNCTION
SKIP THIS PROCEDURE IF ONLINE CHARGING DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g m o= W

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Configuration ->

to Application Id Application Ids

Configuration Screen

SOAM VIP: Add Click on Insert inthe lower left corner.
Application Id for Gx ) o

Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description
Mame | * Application Id Name

@ -Select- - Application Id is usedto ic
Application Id Yalue [Default = n/a; Range = 1 -

16777216 - 42949672941

Application Route Table a:
Application Route Table | Default - Used for routing Request:
when the downstream Pe

Peer Route Table associa
Peer Route Table Default - Used for routing Request:
Peer Node does not have

Routing Option Set assoc
Routing Option Set Default - Used when processing tr:
Peer Mode does not have

FPending Answer Timer as
Pendng Answer Timer Default + Used when processing tr:
Peer Mode does not have

(0k| (Apply | [Cancel
1. Select Application Id for Gx Interface “16777238 - 3GPP Gx” (This will automatically fill in the
“Name” field, please make changes to the name as necessary).

2. Click Ok.

NOTE: This Application-Id is also used for Gx-Prime interface.
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SOAM VIP: Add Click on Insert inthe lower left corner.
Application Id for Rx ) o
Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description
Name | g Application 1d Name

@ -Select- - Application Id is usedto ic
Application Id Value [Default = nia; Range = 1 -

| 16777216 - 42949672941

Application Route Table a:
Application Route Table | Default - Used for routing Request:
when the downstream Pe
Peer Route Table associa
Peer Route Table Default - Used for routing Request:
Peer Node does not have
Routing Option Set assoc
Routing Option Set Default - Used when processing tre
Peer Node does not have
Pending Answer Timer as
Pendng Answer Timer Default - Used when processing tr:
Peer Node does not have

(ok| (Apply| [Cancel
1. Select Application Id for Rx Interface “16777236 - 3GPP Rx’
2. Click Ok.

SOAM VIP: Add Repeat Step 6 for all other Application Ids that are expected to be involved in the Diameter call-
Application Ids for any flows. For example, 16777266 (for 3GPP Gxx) etc.

other required Interfaces
for Policy DRA

SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->
all Application Ids have Application Ids
been configured

successfully. You should see a screen containing all the configured Application Ids.

Main Menu: Diameter -> Configuration -> Application Ids

Thu Aug 07 16:41

EAppI\ml\on Id » Name Application Route Table  Peer Route Table Routing Option Set Pending Answer Timer
16777236 3GPP Rx Default Default Default Default

16777238 3GPP Gx Default Default Default Default

4294967295 Relay Default Default Default Default

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> CEX
to CEX Parameters Parameters
Screen

SOAM VIP: Add CEX Click on Insert inthe lower left corner.

Parameter for Gx ] o
Interface You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description

Application Id is used to identify a specific Diamete
Application |d AVP.

[Default = n/a; Range =1 - 16777215 for Standard ¢
16777216 - 4294967294 for Viendor specific Applic:

Application Id 16777238 -3GPP Gx ~ |+

— @' Authentication N~
Application Id Type EEATIG Type of Application Id.
If checked, Viendor Id and Application Id AVP will be
Vendor Specific Application 1d v grouped in Vendor specific Appplication |d AVP.
[Default = Unchecked, Range = n/a]

Avendor |d value for this Vendor Specific Applicatiol
‘endor Id ‘|D4‘|5| endor Id will be placed in Vendor Id AVP.
[Default = nfa; Range = 1 - 4294967295]

(ok] (Apply] [Cancel |

1. Select Application Id Gx Interface “16777238”
2. Check the Vendor Specific Application Id button
3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX Click on Insert inthe lower left corner.

Parameter for Rx . o
Interface You will see a screen similar to:

Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description

Application Id is used to identify a specific Diameter
Application |d AVP.

[Default = nfa; Range = 1- 16777215 for Standard #
16777216 - 4294967294 for Vendor specific Applic:

Application Id 16777236-3GPPRx ~ |+

_— @ Authentication _—
Application Id Type AEETITS Type of Application 1d.
If checked, Viendor Id and Application Id AVP will be
Vendor Specific Application Id v grouped in Vendor specific Appplication |d AVF
[Default = Unchecked, Range = n/a]

Avendor Id value for this Vendor Specific Applicatior
Vendor Id ‘ID4‘IS| Vendor |d will be placed in Vendor Id AVP.
[Default = n/a; Range = 1 - 4294967295]

(o] [Apply] [cancel]

1. Select Application Id Rx Interface “16777236”

2. Check the Vendor Specific Application Id button

3. Enter the Vendor Id “10415”

4. Click Ok.

SOAM VIP: Add CEX Repeat Step 9 for all other configured Application Ids. For example, 3GPP Gxx, etc.
Parameters for any
other required Interfaces

SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration -> CEX
all CEX Parameters Parameters
have been configured

successfully. You should see a screen containing all the configured CEX parameters.
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Main Menu: Diameter -> Configuration -> CEX Parameters

E-.E\-p-p-h-éél-i;;;l-l-d ----------------------------- I Application Id Type  Vendor Id
16777236 - 3GPP Rx Authentication 10415
16777238 - 3GPP Gx Authentication 10415
4204967295 - Relay Authentication

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->

to CEX Configuration Configuration Sets -> CEX Configuration Sets
Sets screen

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the CEX Configuration

set to be used for You will see a screen similar to:

Connections with the

PCEF nodes. Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]
Field Value
CEX Configuration Set Name Gx

HAvailable CEX Parameters
Application Id-"Name"-Type-Vendor id

4284967295-"Relay™Authentication-
16777236-"3GPP Rx"-Authentication-10415

‘Add \rl | Remaove *
Selected CEX Parameters
Application Id-"Name"-Type-Vendorid

CEX Parameters 16777238-"3GPP Gx"-Authentication-10415

‘ Add \rl Remove "
Wust Include CEX Parameters

Application Id-"Name"-Type-Vendorid

Awvailable Supported Vendor lds

A

Supported Vendor ids Addv| | Remove
Selected Supported Vendor lds

10415

|E‘ {Apply | | Cancel |

. Enter the CEX Configuration Set Name “Gx”

. Select the 3GPP Gx Application Id “16777238” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the CEX Configuration

o O WN-=-
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Set to be used for You will see a screen similar to:

Connections with the AF

nodes. Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]
Field Value
CEX Configuration Set Name Rx

Auwailable CEX Parameters
Application Id-"Name"-Type-Vendor Id

4284967295-"Relay™Authentication-
16777238-"3GPP Gx™-Authentication-10415

|Add vl |[Remaove |
Selected CEX Parameters
Application ld-"Name"-Type-Vendorld

CEX Parameters 16777236-"3GPP Rx"-Authentication-10415

|Add vl Remove ™
Wust Include CEX Parameters

Appiication ld-"Name"-Type-Vendorld

Auvailable Supported Vendor ids

Supported Vendor ids Add v ‘Remm’e"|
Selected Supported Vendor ids
10415

[ok] [Apply] [cancel

. Enter the CEX Configuration Set Name “Rx”

. Select the 3GPP Rx Application Id “16777236” from Available Application Ids
. Click Add just below the list

. Select the Vendor Id “10415” from Available Supported Vendor Ids

. Click Add just below that list

. Click Ok.

Il SOAM VIP: Configure | Click on Insert inthe lower left corner.

the CEX Configuration . .
. Set to be used for You will see a screen similar to:

Connections with the
PCRF nodes.

O WN-=-
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Main Menu: Diameter -> Configuration -> Configuration Sets - CEX Configuration Sets - [Insert]

Field Value

CEX Configuration Set Name GxAndRx

Available CEX Parameters
Application ld-"Name"-Type-Vendor Id

4294967295-"Relay™Authentication-

(Remove ")

Selected CEX Parameters
Application id-"Name - Type-Vendorld

16777238-"3GPP Gx"-Authentication-10415

CEX Parametzrs 16777236-"3GPP Rx-Authentication-10415

|Add v ‘ Remove ”
Must Include CEX Parameters

Application id-"Name - Type-Vendorld

Avallable Supported Vendor Ids

Supported Vendor lds. Add v | |[Remove |
Selected Supported Vendor lds
10415

(o] [appiy] [cancel

1. Enter the CEX Configuration Set Name “GxAndRx”

2. Select the 3GPP Gx Application Id “16777238” and 3GPP Rx Application Id “16777236” from

Available Application Ids

3. Click Add just below the list

4. Select the Vendor Id “10415” from Available Supported Vendor Ids

5. Click Add just below that list

6. Click Ok.

Il SOAM VIP: Configure | Repeat step 15 for any other combination of Application Ids that need to be shared in a CEX
the CEX Configuration exchange with some other node, for example, BBERF etc.

. Set for any other
combination of
Application Ids.

IVl SOAM VIP: Verify that | Navigateto Main Menu -> Diameter -> Configuration ->
. all the required CEX Configuration Sets -> CEX Configuration Sets
Configuration Sets have
been configured

You should see a screen containing all the configured CEX Configuration Sets.
successfully.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

(3 EEIT T B CEX Parameters Supported Vendor lds
Name
Defautt - 1 Appid

4294967295 Relay

Gx - 1 Appid 10415
16777238-3GPP Gx

GxAndRx - 2 Appids 10415

: 16777236-3GPP Rx
16777238-3GPP Gx

R -1 App id 10415
16777236-3GPP Rx

Il SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration -> Local
. to Local Nodes screen Nodes

IEl SOAM VIP: Configure | Click on Insert inthe lower left corner.

the first Local Node (P- . o
. DRA) You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]
Thu Fek

Adding a new node

Field Value Description
Unique name ofthe Local Mode.

Local Node |F'DRA . [Default = n/a; Range = A 32-character string. Valid chi

Mame alphanumeric and underscore. Must contain at least o
must not start with a digit.]
Realm of this Local Mode. Realm is a case-insensitivi
consisting of a list of Iabels separated by dots, where
contain letters, digits, dashes (-') and underscore (_")

. start with a letter, digit or underscore and must end wir

SEE tekelec.com digit. Underscores may be used only as the first chara
must be at most 63 characters long and a Realm mus
255 characters long.
[Default = n/a; Range = Avalid Realm ]
Fully Qualified Domain Mame of this Local Node. FQD
insensitive string consisting of a list of labels separatt
where a label may contain letters, digits, dashes (<) a

. underscore (_"). Alabel must start with a letter, digit or

FEEL |pdra.te|vce|ec.cum| and must end with a letter or digit. Underscores may £
as the first character. A label must be at most 63 char:
and a FQDM must be at most 255 characters long.
[Default = n/a; Range = Avalid FQDM ]

SCTP 7 If checked, indicates that this Local Mode listens for 31

Enabled connections.

SCTP Listen 2868 SCTP Listen Port number of this Local Node.

Port [Default = 3868; Range = 1024 - 65535]

TCPEnabled [ If checks_.'d, indicates that this Local Mode listens for T¢
connections.

TCP Listen 2868 TCP Listen Port number of this Local Node.

Port [Default = 3868; Range = 1024 - 65535]

Connection ) . .

. . Connection Configuration Set of this Local Mode.
g::ﬂguratlon Default E [Default = n/a; Range = n/a]
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CEX ) ’
) CEX Configuration Set of this Local Node.
AndRx *
ggtnﬂguratmn GoAnd E [Default = n/fa; Range = nia]

10.240.71.118 [=]x+
10.240.71.121(TSA) [+ [%

- Select - X
Select- = The IP address and TSA list of this Local Nade.
Select - X [Default = n/a; Range = 1- 8 entries]
Select X
IP Addresses
Select X
Select X

|Apply| [Cancel|
1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)

2. Click Ok.

NOTE:

The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact ORACLE
Customer Service for further assistance.

SOAM VIP: Configure
other Local Nodes, if
required.

Repeat Step 19 and configure more Local Nodes if required.

SOAM VIP: Navigate
to Peer Nodes screen

Navigate to Main Menu -> Diameter -> Configuration -> Peer
Nodes

SOAM VIP: Configure
the first PCEF node

Click on Insert inthe lower left corner.

You will see a screen similar to:
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PCA Configuration

Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert]

Adding a new Peer node

Mezsage Prioriy Configuration Set

Application Rioute Table

[Peer Rowe Tablke

Egress Pending Answer Timer

[Pear Node Group Name

3.

Fleld Valus

Peer Node Name |PCEF'

Realm OrECke. Com

QDN |pc>af .oracle. com
SCTP Enanied <

SCTP Listen Pont 3858

TP Enabled )

TCP Listen Part 2588

0 10.240.147.22

P Addnesses

Abermie Imglich Roue _Soleot- - X
Fepiace Dest Resim
Feglace Dest Host

Topalogy Hiding StEus

Mirilmum Connection Capacky 1 -

Madmum ARemate Routing ARempis 4 =

Eame Pear

Aermaie Rouling on Connection Fallure
D pimerent Pear

Same Pear
ARemaie Riouing on Answer TR0l (@) ppmarent poer

Same Commedtion

Same Pear

Ahermaie Routing on Answer Resull Code
@) Diterent Peer

Qnore
Message Friorky Seiing

User Corfigured

Mot Selected o
Mot Selected -

Ingresss FReolting Option Sat Mot Selected  »

Mot Selected o

Read From Request Message

be replaced by actual values)
Note:

Enter the field values as shown above (the value given above are examples only and may

Description

Linkgue name of Ihe Pear Mode

[Detaull = ra; Fange = A 32-characker siring. valld
Feealm of fils Peer Node. Realm ks 3 case-insensih
undereaare 7). A [Ebel Mmust st Wil 3 leer, digl
e 3 most 63 characiers long and 2 Realm must b2
[Detaull = n'; Fange = Avalld Rezim]

Fully Crcaificd Doenzin Mame of Biks Peer Node. FQ
iR, 035085 (-7} 3nd UAGETSCONE (7). A L30al mus
characier. A label musi be 3t most 63 characiers lon
[Detzul = n'z; Rangs = Aallkd FQDN]

I ehecked, Indicates Wit ks PeeT N0G2 Iiskens for §

SCTP Listen POm rumber for iils Peer Node
[Detoul = 3355 Range = 1024 - 65535]
If checked, Indicates Bt ks Peer ode listens for 1

TCP Listen Port number for hls Peer Node
[Detsult = 3355 Range = 1024 - 3535

The IP address Ikt of ks Peer Node
[Detsul = n'z; Range = 1- 128 entries]

Rioute Lkt 10 wse for routing messages W s Peer

If checked, Indicates Bt e Destination-Realm AVF
[DetsuR = Unchaoked: Fange = na]

I ehecked, Indicates Tt e Dectination-Host AVP ¢
[Detaul = Unchecked: Range = nia]

if Enailed, Indicates Bt e Topalogy Hiding will be
[DetsuR = Disaled:; Fange = Disanled, Enanied]

The AT FRETIOET O EIiE0k: Connections 1 e
Omarwise, e number of 2alkaole conmactions 1|
Connection Capachy’, e peer Is “Degraded
SIIETY, If N0 CONMECons are SAaEliEDle 1 e peer
[Cetzul = 1; Range = 1 - 64 connestions]

Thie ezl mumider of fimes et 3 Reguest can b
[DetsuR = 4 Range = 1 - 4 Hmes]

WWRSEIET 0T P00 PErior ARSMEte Muting on Jhem
fallure oocurs

[Detzul = Different Pesr]

WWRSEIST 0T P00 PErion ARSMEte Muting of Be 53
when 2 Answer Timeout ocours
[Detzul = Different Pesr]

—~WWINSHDET O PR 0 RN IREMIEAE MOUIng on akel
Answer Resull Code ooours.

- Far an Answer response recahed from a DAS Pes
-> System Opfions = Message Copy Opfions - DV
[CetzuR - Cifkrent Pesr]

Message Priorky S2RINg SUppons e Rllowing cho

Kione - 521 Miessage Priorky besed on T Message
Detaul Mssage Priorky Configuration S2twill b2 ¢

Riead From Reguest Messags - Read Message Pr
noe

User Configured - Apgly Liser Configured Messags
[Detaun = oree]
The Message Priarky Configuration Sat used foi

The Message Priary Configuration St defines

Application Foue Table of Mis Pear Noda
Malue ks "Not Selecied”, e downstream Agpllc

[Pear Fioute Tabile of Mils Peer Node
Nncilue |5 "Not Selected”, e aowrsiream Applic

Foouting Opiion 5e4 of Mis INgress Peer Node:
i@l ks "Not Selecied”, e dowrstream Agplks:

Pending Arswer Timer of Biks egress Peer Node
ifzios b5 "Not Selected”, e downstream Agolk:

[Peer hiode Group IName iils Peer Node 3ssigne

@ m Cancel
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- For Peer Nodes that are PCRFs, the “Replace Dest Host” and “Replace Dest Realm”
check boxes MUST be checked.

- “Topology Hiding Status” field is not applicable for PCA and should remain disabled.

- The “Application Route Table” may apply for Peer Nodes that are Policy Clients.

- The “Peer Route Table” field may be populated to route to Shared State PCRFs.

- For mode details on the fields and routing configuration please consult the Diameter
User's Guide "
2. Click Ok.

Ykl SOAM VIP: Configure Repeat Step 22 to configure other peer nodes (PCEFs, AFs, BBERFs, PCRFs etc.) as required.
. other Peer Nodes

rZ3 SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->
. to Connections screen Connections

il SOAM VIP: Configure | Click on Insert inthe lower left corner.
. the connection with

PCEF Node You will see a screen similar to:
Field Value Description
. Aname thatuniguely identifies the Connection
e PCRFL_Connectionl [Default = n/a; Range = A 32-character string. Valid characters are alphanumeric
The AAA protocol for this Connection, which defines the Connection as Diametel
AAAPratocal Diameter ~ |« [Default = NiA; Range = Diameter or RADIUS]
SCTP "
o TCP The Transport Protocol used by this Connection
The protocol should be supported by both Local Node and Peer Node
TET R TLSTCP MNote: IPSEC should not be enabled if Connection is configured with TLS/TCP or
DTLSISCTP significant performance impact
uop
Initiator Only indicates that Local Mode will only initiate the connection to the Pee
Responder Only indicates that Local Node will only respond to the connection in
Connection Mode I . Initiator & Responder indicates that Local Mode will initiate connection in additio
. Initiator Only : RADIUS Server indicates that the Local Node receives incoming RADIUS reques
RADIUS Clientindicates that the Local Node sends RADIUS requests to a Peer
[Default = Initiator & Responder; Range = n/a)
Local Node PCA - [+ The Local Node of this Connection
— The Local Initiator Port of this Connection
ez TR R [Default = nia: Range = 1024 - 49151]
Primary Local IP Address 10.240.71.108 (PDRAB3SiteA) ~ * The IP Address to be used as the Primary Local Node address for this Connecti
Secondary Local IP Address ~ Salact - The IP Address to be used as the Secondary Local Node address for this Conne

This address is only used for SCTP multi-homing. This address must be differe

IPFE Initiator DAMP The DA-MP that will be used to initiate connections using the IPFE TSA address

Peer Node & The Peer Node of this Connection.

Specifies how Mode will derive the peer node's IP address(es) when initiating a
connection from the peer.

Mone - Use option Mone for this connection when responding to a connection fre

None IP Address - Use the remote IP address(es) configured for this Connection whe
@ |P Address the peer.
Peer Node Identificati
eer Node Identification Transport FODN
Peer Diameter Identity FQDN Transport FQDN - Use the DNS resolved Transport FQDM address configured fo

responding to a connection from the peer.

Peer Node FQDN - Use the DNS resolved FQDN address configured for the Pee
address(es)when responding to a connection from the peer
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Primary Peer IP Address 10.240.90.192 + X The IP Address to be used as the Primary Peer Node address for this Connection

The IP Address to be used as the Secondary Peer Node address for this Connection.

EEminy PP e This address is only used for SCTP multi-homing. This address must be different from the address ¢

For RADIUS Server connections, this is the UDP port on which the DSR expects to receive incoming R
destination Peer Node which will receive the RADIUS request sent by the DSR.
[Default = nia; Range = configured Local or Peer Node UDP port numbers]

UDP Port

Fully Qualified Domain Mame for this connection. FQDN is a case-insensitive string consisting of a lis
(_). Alabel must start with a lefter, digit or underscore and must end with a letter or digit. Underscares
must be at most 255 characters long.
[Default = nia; Range = Avalid FQDN]

Transport FODN

Connection Configuration Set Default =" The configuration set of this Connection.

CEX Configuration Set GxANdRX = CEX Configuration Set of this Cannection.
[Defautt = nia; Range = n/a)

The Capacity Configuration Set used for this Connecion

Capacity Configuration Set Default - The Capacity Configuration Set defines reserved and maximum ingress message processing rates z

[Default = Default Range = A 32-character string. Valid characters are alphanumeric and underscore

Defines the time period (in seconds) spent by the connection in abating each congestion level during

Transport Congestion Abatement Timeout 5 T ot Thaser. Chewe

Defines which Request messages can be forwarded on this connection after receiving a DIAMETER_

‘Disabled’ - The Connection is not considered to be BUSY after receiving a DIAMETER_TOO_BUSY re

Remote Busy Usage Disabled ~ |2 ‘Enabled - The Connection is considered to be BUSY afer recehing 3 DIAMETER_TOO_BUSY respar
Busy Abatement Timeout expires.
[Default = Disabled; Range = Disabled, Enabled]
Remote Busy Abatement Timeout 5 Defines the time period (in seconds) that a Connection will be considered BUSY from the lasttime al
[Default = 5, Range = 3 - 60 secs]
Message Priority Setting supports the following choices
None - Set Message Priority based on Peer Node Message Priority Setting
9 None
Message Priority Sefting Read From Request Message Read From Request Message - Read Message Priority from Ingress Request This option shall only b
User Configured
User Configured - Apply User Configured Message Priority Configuration Set
[Default = None]
The Message Priority Configuration Set used for this connection
Message Priority Configuration Set - Select- =
The Message Priority Configutaion Set defines the priority of the Request Messages
Egress Message Throttling Configuration Set |- Select - + The Eqgress Message Thratling Configuration Set used for this connection.

Shared Secret Configuration Set The Shared Secret Configuration Set used for this Connection,

Message Authenticator Configuration Set

The Message Authenticator Configuration Set used for this Connection

Ingress Status-Server Configuration Set The Ingress Status-Server Configuration Set used for this Cannection

If checked, connection unavailable alarm will not be raised

Suppress Connection Unavailable Alarm e TR e T

If checked, the connection attempts to standby Peer Node will be suppressed once Peer Node's Oper

ST BTN ATEED [Default = unchecksd; Range = n/a]

If checked, indicates that connection is in test made.

TestMode [Default = unchecked; Range = n/a]

4. Enter the field values as shown above (the value given above are examples only and may
be replaced by actual values).
Note: Please refer to the Diameter User's Guide [ for details on fields in this screen.
5. Click Ok.

NOTE:

Make sure the IPFE configuration matches the protocol which is selected in this step.

SOAM VIP: Configure Repeat Step 25 to configure all other required DIAMETER connections.
all other connections
with Peer nodes

SOAM VIP: Configure | PCRF Pooling allows the user to set up routing to PCRFs in groups. APNs can be mapped to
Route Groups such groups of PCRFs (called PCRF Pools). Each PCRF Pool can be mapped to a PRT that
points to a Route List that points to prioritized Route Groups.

Primary and Alternate Route Groups can be set up within each PCRF Pool by creating separate
Route Groups and assigning appropriate priority when configuring the Route List.

Please refer to the Diameter User's Guide ! for more information on Diameter Routing.

SOAM VIP: Create a Navigate to Main Menu -> Diameter -> Configuration -> Route
primary Route Group for | Groups
the first PCRF Pool

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Route Groups -> [Insert]

Adding a new route group

Field Value De
A
[C
Route Group Mame |Pcrﬂ?outeGroup * ct
M
a
Type @ Peer Route Group ?F
Connection Route Group th
FI
[C
Peer Node Connection FITCETETEL -
Peer Node, Capacity
Connection 01 |perf - - 1 X
and Capacity

mZA=Z2d= T

(ok|[Apply |[Cancel

1. Enter the Route Group name.

2. Select the Peer Node name (PCRF name).

3. If more PCRFs need to be added, click on “Add” and repeat step 2.
3. Enter the provisioned capacity as required.

4, Click Ok.

vl SOAM VIP: Configure | OPTIONAL
alternate Route
. Group(s) for the same If alternate Route Group(s) are planned, repeat step 28 for all such Route Groups.
PCRF Pool.

Ll SOAM VIP: Configure | Navigateto Main Menu -> Diameter -> Configuration -> Route

Route List for the first Lists
. PCRF Pool.

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Field Value
Route List Name JPool1_RL1 5
Minimum Route Group Availability Weight 1 =
9/Enabled
Route Across Route Groups
& Disabled
Route Group RG1 - |*
Priority 1
. Maximum Loss
Site Name Traffic Throttle Group Percent Threshold
01 & 1 X
| Add|
Route Group RG2 -
Priority 2
Route Group, Priority, .
Traffic Throtile Group and Site Name Traffic Throttle Group xml:"nrhﬁ::old
Maximum Loss Percent Threshold
01 & 1 X
| Add|
Route Group -
Pricrity |
. Maximum Loss
Site Name Traffic Throttle Group Percent Threshold
01 B 1 X
| Add|

1. Enter the Route List name.

2. Set the Minimum Route Group Availability Weight as needed.

3. Select the Route Group(s) configured in the previous two steps and set their desired
priorities.

4. Set any other parameters desired (for e.g. Maximum Loss Percent Threshold etc.)
5. Click Ok.

SOAM VIP: Configure | Configure the PRT such that DSR forwards messages based on the PCRF Pool selected by
the Peer Routing Rules | PCA.

for the first PCRF Pool.
Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table

Click on Insert inthe lower left corner.

You will see a screen similar to:

Adding a new Peer Route Table

Field Value Description

Unique name of the Peer Route Table.
[Default = nia; Range = A 32-character siring. Valid charar

Peer Route Table Name | *

1. Enter the Peer Route Table name.

2. Click Ok.
SOAM VIP: Click on Insert inthe lower left corner.
Configure Routing Rules . o
for the first PCRE Pool You will see a screen similar to:
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Field Value Description
Unigue name of the Rule
Rule Name [Pooh_Rule1 . [Default = n/a; Range = A 32-¢
a digit]
Peer Route Table Pooll_PRT # Peer Route Table associated

Priority of this Rule
Priority 1 * Low value means higher prior
[Default = n/a; Range = 1-10(

Conditions associated with th
Each condition has three part:
In order for a Diameter messz
it must match the criteria of ez
Application-d
[Default = n/a; Range = 0-429.
Parameter Operator Value I
Command Code:
Destination-Realm  Always True - | AND  [Default = n/a; Range = 0-167

Destination-Host  Always True h I AND  pestination-Realm and Origin
Realmis a case-insensitive s
where alabel may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 63 ch
[Default = n/a; Range = Sub =1

Application-ld Always True A AND

Conditions

Command-Code Always True -

Origin-Realm Always True M | GE

Origin-Host
[s] Always True v | Destination-Host and Crigin-+

FQDN is a case-insensitive si
where alabel may contain lett
Alabel must start with a letter,
Underscores may be used on
Alabel must be at most 63 ch
[Default = n/a; Range = Sub si

9 Route to Peer Action associated with this Ru

Action Send Answer Route to Peer will route mess
. fon Wi Send Answer will abandon m
Abandon With No Answer Abandon With No Answer will

Route List associated with this Ru

Route List RL1 h Route Listis required if Action is 'R

The priority of the message to be £

Message Priority No Change ~ message only when the ‘Action’ fie

Message Copy Configuration Set (
Message Copy Configuration Set | - Select - ~ Rule for copy to the DAS
[Default = nia]

- Select - Value to be placed in the Result-Ci
Answer Result-Code Value Answer Result-Code Value is requ
[Default = n/a; Range = 1000 - 599

Vendor Id Value

Vendor Id ‘Vendor Id will be placed in Vendor

[Default = n/a; Range = 1- 429496

String to be placed in the Error-Me:
[Default = null string; Range = 0 to

Answer Error Message |

1. Enter the Rule name.

2. Set the Priority of the Rule as needed (preferably 1).

3. Select “Always True” for all Condition Parameters. You may base the PCRF Pool routing on
some condition parameter in special use cases for example Origin-based routing.

3. Select the Route List configured in step 30.

4. Click Ok.

SOAM VIP: Configure | If more, PCRF Pools are planned in the Diameter network, repeat steps 28
Routing for other PCRF | through 32 for other PCRF Pools’ Routing
Pools.

SOAM VIP: Configure | OPTIONAL
Routing for in-session
Diameter messages If required, configure the routing for messages where Destination Host is present in the
Diameter messages (typically in-session messages).

CAUTION

In-session messages or session creation messages that follow a final subscriber binding,
destined for a particular Destination Host (PCRF) can be routed to alternate PCRFs only when
such PCRFs share state information. Doing so for PCRFs that do not share state information
may result in call failures or split-bindings.

KEl SOAM VIP: Configure | OPTIONAL
inter DSR Routing
If Diameter messages need to be routed in between DSR sites (nodes), set up the routing as
needed.

This is likely in 3-site redundancy deployments because many PCEFs likely only support
primary and secondary connections. In such deployments routing can be set up between the
three sites.

Diameter Signaling Router 7.3 48 of 113 August 2016



Policy and Charging Appl

ication Configuration PCA Configuration

[ soam viIP: Configure
Routing for Gx RAR
messages

OPTIONAL

Configure the Routing Rules to route a Gx RAR message generated at one site that is destined
for a PCEF connected to another site.

This is likely in 3-site redundancy deployments because many PCEFs likely only support
primary and secondary connections. In such deployments routing can be set up between the
three sites.

TIP: Destination-Host based routing can be set up to route the Gx RAR messages to the
appropriate site’s DSR.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->
Application Routing Rules

You will see a screen similar to:
Main Menu: Diameter -> Configuration -> Application Route Tables

Mon 2
Filter -

Application Route Table

Name Number of Rules

Default 0

o

Insert

1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.

KLl SOAM VIP: Configure
the ART for Gx Interface
messages

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Inserting Rule for Application Route Table: Default

Flald Valua Dt
Una
Fule Name GoRule - [D¢
=a

Agpllcation Rowe Tk | Di=fzut o i

Pri
Priorky s - Len

Parametsr Opsrator alus

Desthation-Realm  Always Trus anp ©o

Desthaion-0s!  Always True et
Condiions Agplication-id Equals ~  IETTTZIE - 3GPP Gx -~ AND
Command-Code  Always True - Belzct - AND
Origin-Rezim Abways True AND o

Origin-Heest Abways Tres - e

@) Rowse to Application o
Forwand To Egress Routing
Sand Arswer
AEndon W NO Answer

Action

Answer Resul-Cooe Vale — an

Vendar i R

Arewer Emmor Message
Agolkatin Name FCA - A
S-Prime i
ok | | Appy

1. Enter the field values as shown above (the value given above are examples only and may be

replaced by actual values).
2. Click Ok.

Kl SOAM VIP: Configure | Click on Insert in the lower left corner.

the ART for Rx Interface ) L
messages You will see a screen similar to:
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Inserting Rule for Application Route Table: Default

Fleid Valus C
Rl Name RxRul= . I
Application Rowe Table | Defzult . i
Priarky 3 - 1
[
1
4
[
Parameter Owpsrator alus |
Destination-Ream  Always True - s [
Destination-Host  Always Trus - mo |
————— ~ - i
—— Agaiication-id Equals » IETFIZIE-3GEPP Rx + AND
Command-Code  Ahways True v |-S=l=ct- AND
|
Orighn-Feaim Always Trus - AND I

Origin-Host Always Trus -

9 Rouse 0 Apilication

Fonward To Egress Routing

Action i

Send Answer i

Apandan W Mo Answer 1

Answer Resul-Cooe Value — '

[

Vendor id V

[

Answar Ermar Message I

Agmlication Name FCA - ]
Cx-Prime

|E| | Apply | | Cancel |

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values).

2. Click Ok.
LWl SOAM VIP: Configure | Repeat Step 38 for any other Application Id that needs to be routed to the PCA Application by
the ART for all other Diameter Routing Layer.
. Interfaces
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4.3.2 Diameter Configuration for Online Charging DRA
Detailed steps are given in the procedure below.

Procedure 14: Diameter configuration for Online Charging DRA
NOTE: EXECUTE THIS PROCEDURE FOR ONLINE CHARGING DRA FUNCTION
SKIP THIS PROCEDURE IF POLICY DRA FUNCTION ONLY

This procedure configures the Diameter stack.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to Application Id
Configuration Screen

SOAM VIP: Add
Application Id for GyRo
Interface

Navigate to Main Menu -> Diameter -> Configuration ->
Application Ids

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Application Ids -> [Insert]

Field Value Description

Name |DiameterCreditControl * Application Id Mame

Qo
Application |d Value

4 - Diameter Credit Control

Application Route Table | Default -

Application |dis used to ide
[Default = nfa; Range =1 -
16777216 - 4294967294 fc
Relay]

Application Route Table as
Used for routing Requests
when the downstream Pee
Table.

Peer Route Table associab

Peer Route Table Default - Used for routing Requests
Peer Mode does not have 2
Routing Option Set associz
Routing Option Set Default - Used when processing tral

Pendng Answer Timer | Default

1. Select Application Id for Diameter Credit Control “4”.

2. Click Ok.

downstream
Peer Mode does nothhave 2

Pending Answer Timer ass
Used when processing tral
Peer Mode does not have 2

[0k (apply] [Cancel]

SOAM VIP: Navigate
to CEX Parameters
Screen

Navigate to Main Menu -> Diameter -> Configuration -> CEX

Parameters

SOAM VIP: Add CEX
Parameter for GyRo
Interface

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> CEX Parameters -> [Insert]

Field Value Description

Application Id is used to identify a specific D
Application |d AVF.

[Default = nfa; Range = 1- 16777215 for Stz
16777216 - 4294967294 for Vendor specific

Application Id 4 - Diameter Credit Control = |+

@' Authentication

Accounting Type of Application Id.

Application Id Type

If checked, Vendor |d and Application Id AVP
“endor Specific Application 1d grouped in Vendor specific Appplication |d A
[Drefault = Unchecked, Range = n/a]

Avendor |d value for this Vendor Specific Ap

Vendor Id | Wendor Id will be placed in Vendor Id AVE.
[Default = nfa; Range = 1 - 42949657295]

(ok] (Apply] | cancel |

1. Select Application Id “4 — Diameter Credit Control”.
2. Click Ok.

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->

to CEX Configuration Configuration Sets -> CEX Configuration Sets
Sets screen

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the CEX Configuration ) o
set to be used for You will see a screen similar to:
Connections with the
CTF and OCS nodes.
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Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets -> [Insert]

Fleid Valus

CEX Configuration Set Name GyRo =

Aaliznke CEX Parameaters =
Anplication o~ Name™ Typa-Vendar i

4F3456T255-"Relzy -Authentication- -

|A-:-: v | | Remove ™
Selecled CEX Paramelers
Application I5-"Name™- Type-Vangarks

“Dizmetar Cradit Control-Authentication-
CEX Paramezrs 4-"Dizmeter Credit Control-Authentication

|A-:-: ¥ | Remave

st nclude CEX Parameaters
Application b~ Name™- Type-Vendark]

#AgliEnie Supporied Vendor ks

‘Sugpared Vendar ids Addv| Remove~

Selecled Supparied Vendor ids

|E| [ 2ppiy | | canes|

1. Enter the CEX Configuration Set Name “GyRo”.
2. Select the Diameter Credit Control Application Id from Available CEX Parameters box
3. Click Add just below the list.

4. Click Ok.

SOAM VIP: Verify that
all the required CEX
Configuration Sets have
been configured
successfully.

Navigate to Main Menu -> Diameter -> Configuration ->
Configuration Sets -> CEX Configuration Sets

You should see a screen containing all the configured CEX Configuration Sets.

Main Menu: Diameter -> Configuration -> Configuration Sets -> CEX Configuration Sets

Mon Aug 11
Filter

CEX Configuration Set

CEX Parameters Supported Vendor Ilds

Name
Default -/ 1AppId
4294967295-Relay

GyRo -/ 1App Id
. 4-Diameter Credit Conirol

SOAM VIP: Navigate
to Local Nodes screen

Navigate to Main Menu -> Diameter -> Configuration -> Local
Nodes

SOAM VIP: Configure
the first Local Node

Click on Insert inthe lower left corner.
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(OC-DRA) You will see a screen similar to:
. Main Menu: Diameter -> Configuration -> Local Nodes -> [Insert]

*Thu Feb
Adding a new node
Field Value Description

Unique name of the Local Node

Local Node [pca . [Default = n/a; Range = A 32-character sting. Valid ch:
Name ! alphanumenc and underscore. Must contain at least o

must not start with a digit]

Realm of this Local Node. Realm is a case-insensitv
consisting of a list of labels separated by dots, where
contain lefters, digits, dashes (~) and underscore (_")

. Startwith a letter, digit or underscore and mustendwe
digit Underscores may be used only as the first chara
must be at most 63 characters long and a Realm mus
255 characters long
[Default = n/a; Range = Avalid Realm ]

Fully Qualied Domain Name of this Local Node. FQD
ingensitive string consisting of a list of Iabels separaty
where 3 label may contain letters, digits, dashes (<) a

. uncerscore (). Alabel must start with 3 letter, digit of
and must end with a letter or Gigit. Underscores may t
as the first character. A label must be at most 63 chan
and a FODN must be at most 255 characters long
[Default = n/3; Range = Avalid FQDN |

Realm oracle.com

FQON | pca.oracle.com

SCTP If checked, Indicates that this Local Node listens for St
Enabled connections

SCTP Listen SCTP Listen Port number of this Local Node
Pont [Default = 3868, Range = 1024 - 65535)

If checked, indicates that this Local Node listens for Tt
connections

3668

TCP Enabdled v

TCP Listen 3868 TCP Listen Port number of this Local Node
Pont = [Default = 3868; Range = 1024 - 65535]
gx:;s"’::on ey Connection Configuration Set of this Local Node
et b [Default = nfa; Range = n/a)
g”ﬂ - | : CEX Configuraion Sat of this Local Node
S:!" gurasen  GyRo |- [Crefzul = nia; Range = na)
10, 240.71.118 =
10240 71 _12TSA) | = [
¥
= The P addreas and TSA izl of this Local Nods
o [Dedwult = nia; Range = 1 -8 entries]
W
1P Addres 583 )
F
¥

O8] Apply] [Cancel ]

1. Enterthe field values as shown above (the value given above are examples only and may
be replaced by actual values). Please refer to the Diameter User’s Guide ! for details on the
fields in this screen.

2. Click Ok.

NOTE:
The drop down list of IP address should contain the XSI addresses configured on DSR MP
Servers. If not found then Installation may be incomplete/incorrect, please contact Oracle
Customer Service for further assistance.
Nl SOAM VIP: Configure Repeat Step 10 and configure more Local Nodes if required.

other Local Nodes, if
. required.
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SOAM VIP: Navigate
to Peer Nodes screen

Navigateto Main Menu -> Diameter -> Configuration -> Peer

Nodes

SOAM VIP: Configure
the first CTF node

Click on Insert

You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Peer Nodes -> [Insert]

in the lower left corner.

@ Help

Adding a new Peer node

Field

Peer Mode Mame

Realm

FQDN

SCTP Enabled
3CTF Listen Port
TCPF Enabled

TCP Listen Port

IP Addresses

Alternate Implicit Route

Replace Dest Realm

Replace DestHost

Minimum Connection
Capacity

Maximum Alternate
Routing Attempts

Alternate Routing on
Connection Failure

Alternate Routing on
Answer Timeout

Alternate Routing on
Answer Result Code

Peer Route Table
Routing Option Set

Pending Answer Timer

Value

CTF

oracle.com

cif oracle.com

3668
v
3868

01 102505353
|Add |

-Select- + X
1 *
4 *

Same Peer

@'Different Peer

Same Peer
@'Different Peer
Same Connection

Same Peer
@'Different Peer

Default  ~

Default  ~

Wed Jul 04 06:42:01 2012 UTC

Description

Unigue name of the Peer Mode.
[Default = n/a; Range = A 32-character string. Valid char:
Must contain at least one alpha and must not start with :

Realm of this Peer Mode. Realm is a case-insensitive s
dots, where a label may contain letters, digits, dashes
a letter, digit or underscore and must end with a letter or
first character. A label must be at most 63 characters lor
characters long

[Default = n/a; Range = Avalid Realm.]

Fully Qualified Domain Mame of this Peer Node. FQDMN
of labels separated by dots, where a label may contain |
Alabel must start with a letter, digit or underscore and m
may be used only as the first character. A label must be
be at most 255 characters long.

[Default = nfa: Range = Avalid FQDN]

If checked, indicates that this Peer Node listens for SCT

SCTP Listen Port number for this Peer Node.
[Default = 3868; Range = 1024 - 65535]

If checked, indicates that this Peer Node listens for TCP

TCP Listen Port number for this Peer Node.
[Default = 3868; Range = 1024 - 65535]

m

The IF address list of this Peer Mode.
[Default = nia; Range = 1- 128 enfries]

Route List to use for routing messages to this Peerif all

If checked, indicates that the Destination-Realm AVP of 1
with this Peer Node Realm.
[Default = Unchecked; Range = n/a]

If checked, indicates that the Destination-Host &/P of ou
this Peer Mode Fully Qualified Domain Name.
[Default = Unchecked; Range = nia]

The minimum number of connections that must be avai
Otherwise, the Peer is ‘Degraded if connections less th
‘Available’ or ‘Unavailable' if no connections are availabh
[Default = 1; Range = 1 - 64 connections]

The maximum number of times that a Requestcanber
peeris selected.
[Default = 4; Range = 1 - 4 times]

Whether or not to perform alternate routing on alternate
selecting the next eligible peer of a Peer Route Group w
[Default = Different Peer]

Whether or not to perform alternate routing on the same
same peer before selecting the next eligible peerof a Py
OCCUrs

[Default = Different Peer]

-Whether or not to perform alternate routing on alternate
selecting the next eligible peer of a Peer Route Group w
- For an Answer response received from a DAS Peer (M
Answer Result Code is determined by the Diameter -= (
Copy Options -= DAS Answer Result Code parameter.
[Default = Different Peer]

m

The Peer Route Table to be associated with this Peer N
The Routing Option Set to be associated with this Peer |
The Pending Answer Timer to be associated with this P

(Ok] [Apply] [Cancel]

6. Enter the field values as shown above (the value given above are examples only and may
be replaced by actual values).

Note:

- For Peer Nodes that are OCSs, the “Replace Dest Host” and “Replace Dest Realm”
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check boxes MUST be checked.
- “Topology Hiding Status” field is not applicable for PCA and should remain disabled.
- The “Application Route Table” may apply for Peer Nodes that are CTFs.
- The “Peer Route Table” field may be populated to route to Shared State OCSs.
- For mode details on the fields and routing configuration please consult the Diameter
User's Guide [

7. Click Ok.

SOAM VIP: Configure | Repeat Step 13 to configure other CTF and OCS peer nodes as required.
other Peer Nodes

SOAM VIP: Navigate Navigateto Main Menu -> Diameter -> Configuration ->
to Connections screen Connections

SOAM VIP: Configure | Click on Insert inthe lower left corner.

the connection with CTF ) o
Node You will see a screen similar to:

Main Menu: Diameter -> Configuration -> Connections -> [Insert] & Help
Mon Feb 20 04:54:25 2012 EST

Adding 2 new connection

Field Value Description
Aname that uniguely identifies the Connection.
Connection Name conn_ctf * [Default = n/a; Range = A 32-character string. Valid characters
not start with a digit]
SCTP The transport protocol used by this Connection.
UL AR @ TCP The protocol should be supported by both Local Node and Peg
Local Node pca |Z| = The Local Mode of this Connection. =

Initiator Only indicates that Local Mode will only initiate the con
Responder Only indicates that Local Node will only respond to

Connection Mode Responder Only |Z| * Initiator & Responder indicates that Local Node will initiate cor
Mode.
[Default = Initiator & Responder; Range = nfal

Local Inftiate Port ,— The Local Initiate Port of this Connection.

[Default = n/a; Range = 1024-65535]
Primary Local IP Address 10_240.71.121(TSA}|Z|* The IP Address to be used as the Primary Local Node address

The IP Address to be used as the Secondary Local Node addr
This address is only used for SCTP multi-homing. This addres:

Peer Node CTF |Z| * The Peer Node ofthis Connection.

Secondary Local IP Address | - Select -

9! |P Address
Peer Node |dentification Transport FQDN
Peer Diameter |dentity FQDM

10.250.53.51[=|%

Specifies whether the Peer Mode is identified by IP address(e:
been selected and no Transport FODN has been specified, th

Primary Peer IP Address The IP Address to be used as the Primary Peer Mode address

The IP Address to be used as the Secondary Peer Node addre

| - S This address is only used for SCTP multi-homing. This addres:

ect -
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Fully Cuatified Domain Name for this connecion. FOONIsac
label may conkain leflers, digits, dashes (+) and underscore ('
Transport FOGDN | lefler or Sgt Underscores may be used ondy as the first charn
255 chasaciers Jong
[Defaul = /a3, Range = A valid FCON)

Connection ConSguration

Sat Default | |* The configuration set of this Connection
S

CEX Configuraion Set of this Connecion

CEX Contiguration Set GyRo |» [Detault = n/a; Range = /a)

The Capacity Confguration Set used for this Connection

The Capacity Configuradon Set defines resened and madms
Capacty Configuraion Set  Default (= |* connaction

[Dedaul = Defau Range = A 32-character sting Valid charad

must not stan with 2 Spt |

Detnes which Request messages can be forwarded on this ¢

connection’s Peer

Disabled - The Connection 15 not considered 10 be BUSY afe
continue 10 be forwarded o (of recouted 10) this connection

Enadled - The Connection IS considered 1o be BUSY afer rec

Remote Busy U Disabled .l
SO Euey Ut ane Sable J forwarded 1o (of refouted 1o) this connechon untd the Remote §

Host Override” - The Connection ks considered 10 be BUSY af
whose DestnationHost AVP value is e same a5 1 CONNeC ¢
Romote Busy Abatement Timeout expees

[Detaul = Disadied, Range = Disabdled, Enadied, Host Overnd

Remote Busy Abatement  ——— Defines Tie ime period (in seconds) that 3 Connection will e
i~ | received
Timeout '
[ [Detault = 3, Range = 3 - 60 secs]

If chacked, indicates that connecion IS in test mode

Testlode [Detault = unchecked, Range = nfaj

8. Enter the field values as shown above (the value given above are examples only and may
be replaced by actual values).
Note: Please refer to the Diameter User’s Guide!” for details on fields in this screen
9. Click Ok.

NOTE:

Make sure the IPFE configuration matches the Transport Protocol which is selected in this step.

SOAM VIP: Configure Repeat Step 16 to configure all other required connections.

all other connection with
Peer nodes

SOAM VIP: Configure If Online Charging DRA is configured to run in Single Pool Mode, Destination Host will not be

Route Groups populated in the CCR-Initiate Diameter message. The user needs to configure Routing Rules

based on Origin-Host or route all new session creation messages to a single Pool of OCSs. In
either case, primary and alternate routing groups may be configured and prioritized.

If Online Charging DRA is configured to run in Multiple Pool Mode, Destination Host will be
present in the Diameter CCR-Initiate message. Destination-Host based routing rules may be
configured in this case.

The Routing configuration shown below takes an example of Multiple Pool Mode OCS
Selection.

SOAM VIP: Configure | Navigateto Main Menu -> Diameter -> Configuration -> Route
the Primary Route Groups

Group for the first OCS
Pool.

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Route Groups -> [Insert] @ el

Twa Feb 28 03404153 2012 EST

Adding a new route group

Fiedd Vale Description

Anama that uniquely identiies the Rowte Group

Petaul » nfa; Range = A 32-characier string. Valid characters are alphan
and underscore

Must contain at least one alpha and must not st with a gl

Route Group ¢

Name ocsRouteGroup

@ Pear Route Group ARoute Group can Be provision as a set of Peers (PRG) o Connections |

Tipe Connecion Route Group Nt have the same pricaly within 3 Route List

Pear Noces 25500abed with this Route Group
Petault » a; Range » 1 - 64 eniries)
Provisioned ,
Poer Node PeerNode  Connection Capacity Connections associated with this Route Group
= oe=1-8 %)
Connecion ¢ ocs = - & Oetault = 3, Range = 1 - 64 entries)
iseb Proassoned Capacity of the Peer Node/CoNNEcton within this Reute Grou
Trafic is cesyiduted 10 avadadie Peer Nodes/Connections within a
Routs Group proportional 10 the Peer Node's/Connecion’s provisioned c:
Petault » nfa; Range = 1 -564000]

Ok, Apply, Cancel

Add

1. Enter the Route Group name.

2. Select the Peer Node name (OCS name).

3. If more OCSs need to be added to this Route Group click on Add and repeat step 2.
4. Enter the provisioned capacity as 1.

5. Click Ok.

Pl SOAM VIP: Configure | OPTIONAL
the Alternate Route
. Group(s) for the same If alternate Route Group(s) are planned, repeat step 19 for all such Route Groups.
OCS Pool.

X8 SOAM VIP: Configure | Navigateto Main Menu -> Diameter -> Configuration -> Route

the Route List for the Lists
. first OCS Pool

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Field Value

Route List Name JPool1_RL1 5

Minimum Route Group Availability Weight 1 =

9/Enabled

Route Across Route Groups Disabled

Route Group RG1 - |*
Priority 1

Maximum Loss
Percent Threshold

01 - 1 X

i

Site Name Traffic Throttle Group

Route Group RG2 -

Priority 2

Route Group, Priority ,

Traffic Throttle Group and Site Name Traffic Throttle Group Maximum Loss

Maximum Loss Percent Threshold Percent Threshold
01 - - X
| Add|
Route Group -}
Priority |
. Maximum Loss
Site Name Traffic Throttle Group e ——
01 - - X
| Add|

1. Enter the Route List name.

2. Set the Minimum Route Group Availability Weight as needed.

3. Select the Route Group(s) configured in the previous two steps and set their desired
priorities.

4. Set any other parameters desired (for e.g. Maximum Loss Percent Threshold etc.)
5. Click Ok.

vl SOAM VIP: Configure the Default PRT such that DSR forwards messages based on the OCS Pool selected
Configure Routing Rules | by PCA.
for the first OCS Pool
Navigate to Main Menu -> Diameter -> Configuration -> Peer
Route Table

Select the Default Peer Route Table and Click Edit

You will see a screen similar to:
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Unigue name of the Rule.
[Default = nfa; Range = A 32-c
a digit]

Rule Mame |Pnn\17RuIel *

Peer Route Table Pool1_PRT * Peer Route Table associated
Priority of this Rule.
Low value means higher priol

[Default = n/a; Range = 1- 101

Priarity 1 o

Conditions associated with th
Each condition has three part
In order for a Diameter messi
it must match the criteria of ez
Application-ld.

[Default = n/a; Range = 0-429

Parameter Operator Value 3

) Command Code:
Destination-Realm  Always True - AND  [Default = n/a; Range = 0-167

Destination-Host  Equals - ocsl.oracle.com AND  pestination-Realm and Origir
Realm is a case-insensitive &
where a label may contain letl
Alabel must start with a letter,

Application-d alect - AND

)

Conditions Always True -

Command-Code  Always True - Select - AND - Underscores may be used on

3 Alabel must be at most 63 ch
Origin-Realm Always True M I SiE [Default = n/a; Range = Sub s
Origin-Host Always True - |

Destination-Host and Origin-t
FQDMN is a case-insensitive s
where a label may contain letl
Alabel must start with a letter,
Underscores may be used or
Alabel must be at most 63 ch
[Default = n/a; Range = Sub g

Action associated with this Ru
Route to Peer will route mess
Send Answer will abandon m
Abandon With No Answer will

@' Route to Peer
Action Send Answer
Abandon With No Answer

Route List associated with this Ru

Route List RL1 M Route Listis required if Action is ‘R

The priority of the message to be =

Message Priority message only when the ‘Action’ fie

Mo Change -
Message Copy Configuration Set (
Rule for copy to the DAS

[Default = nia]

Message Copy Configuration Set | - Select- ~

- Select - Value to be placed in the Result-Ci
Answer Result-Code Value Answer Result-Code Value is requ
[Default = n/a; Range = 1000 - 539

Vendor Id Value.
Vendor Id will be placed in Viendor
[Default = nia; Range = 1- 429496

String to be placed in the Error-Me:
[Default = null string; Range = 0 to

—

Vendor Id

Answer Error Message |

1. Enter the Rule name.

2. Set the Priority of the Rule as needed (preferably 1).

3. Select the Operator as “Equals” for Destination-Host Condition Parameter and enter the
Destination-Host (FQDN) that will be populated by RBAR or any other DSR Application for the
first OCS Pool.

3. Select “Always True” for the remaining Condition Parameters. You may base the OCS Pool
routing on some condition parameters in special use cases for example Origin-based routing.
3. Select the Route List configured in step 21.

4. Click Ok.

SOAM VIP: Configure
Routing for other OCS
Pools.

If more, OCS Pools are planned in the Diameter network, repeat steps 19 through 22 for other
OCS Pools’ Routing

SOAM VIP: Configure
inter DSR Routing

OPTIONAL

If Diameter messages need to be routed in between DSR sites (nodes), set up the routing as
needed.

This is likely in 3-site redundancy deployments because many CTFs likely only support primary
and secondary connections. In such deployments routing can be set up between the three sites.

SOAM VIP: Configure
PRT rules for all other
OCSs

Repeat from step 28 for all other OCSs connected to this DSR. This Routing configuration will
ensure that whenever PCA requests DSR to route to a particular OCS based on PRT, DSR will
route to it if the OCS is available, however, if not, it will route the message to any other available
OocCs.

SOAM VIP: Navigate
to the Application
Routing Rules screen

Navigate to Main Menu -> Diameter -> Configuration ->
Application Routing Rules

You will see a screen similar to:
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Main Menu: Diameter -> Configuration -> Application Route Tables
Mon 2
Application Route Table
Name Humber of Rules
Default 0
Lo -]
Insert Delete View / Edit Rule
1. Select the Default Application Route Table Name to which rules are to be added.
2.Clickon View/Edit Rules button.
SOAM VIP: Configure | Click on Insert inthe lower left corner.
the ART for GyRo . o
Interface messages You will see a screen similar to:
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Inserting Rule for Application Route Table: Default

Field Value

Rule Mame

GyRoRule

Application Route Table

i)
o

Priority i

Parameter Crperator

Destination-Realm  Aways True

Destination-Host Always True
Conditions Application-Id Equals
Command-Code Always True
Crigin-Realm Always True
Owigin-Host Always True
@ Route to Application
Action Forward To Egress Routing

Send Answer

Abandon With No Answer

(%]
o
m
e}

Answer Result-Code Value

Vendor Id

Answer Emor Message
Application Name PCA -

Gx-Prime

replaced by actual values).
2. Click Ok.

1. Enter the field values as shown above (the value given above are examples only and may be

Value E
AND
AND
4 - Diameter Credit Control ~ AND
- Select - AND

AND

[0k) [Fepy] [Cancel

il SOAM VIP: Configure
the ART for all other
. Interfaces

Diameter Routing Layer.

Repeat Step 26 for any other Application Id that needs to be routed to the PCA Application by
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4.4 PCA FUNCTION CONFIGURATION PROCEDURES

This section provides the detailed procedure steps of the PCA configuration execution.
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4.4.1 Policy DRA Configuration
Detailed steps are given in the procedure below.

Procedure 15: Policy DRA configuration

This procedure configures the Policy DRA function of PCA application. For details on the fields of various
configuration screens please refer to the Policy Charging User’s Guide [,

PRE-REQUISITE: Procedure 13 must be executed before this procedure.

= g mo=-

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration
to PCRFs screen -> Policy DRA -> PCRFs

SOAM VIP: Configure | Click on Insert inthe lower left corner.
the first PCRF node. ) o
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRFs -> [Insert] 4

Mon Aug 18 14:14:43 20

Adding a new PCRF

Field Value Description

A name that uniguely identifies the PCRF Peer Node to be included
PCRF Peer Mode Name pcrf - in the round-robin load distribution of new bindings to PCRFs.
[Default = n/a; Range = List of configured Diameter Peer Modes]

An oplional comment to describe the PCRF node.
[Default = n/a; Range = 0-64 characters]

(o] [Apply ] [Cancel

Comments

1. Select the PCRF name from the drop down
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure Repeat Step 3 to configure all the PCRF nodes.
all other PCRF nodes.

SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration

to Binding Key Priority | -> Policy DRA -> Binding Key Priority
screen

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA - > Binding Key Priorityd

Mon Aug 18 14:18:44 20

Table Description: The Binding Key Priority table defines search priorities for binding keys that can be used to locate a subscriber binding for
Binding Dependent sessions of Gx-Prime and Rx diameter interfaces. The priority determines the order used to find a binding for subsequen|
sessions. The alternative binding keys must be assigned below in order to be used to locate subscriber bindings. If any alternative binding k
not assigned a priority, they will not be used to locate subscriber bindings, even if the key is presentin the Diameter message.

Priority Binding Key Type
1 IPv6 Address =
2 IPv4 Address ~
3 - Select- -
4 - Select- -

|App\y | | Cancel |

SOAM VIP: Configure | 1. Select the Binding Keys priority as appropriate
the Binding Key .

Priorities 2. Click Apply.
NOAM VIP: Navigate OPTIONAL

to Topology Hiding
screen

If Topology Hiding feature is required execute Steps 7 through 11. Else skip to Step 12

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Network-Wide Options

Topology Hiding Options

Enable or disable topology hiding using the check box. Once enabled or disabled
here, the Topology Hiding is enabled or disabled at all SOAMs underthis NOAM.
[Default = Disabled (unchecked); Range = Enabled (checked), Disabled
(unchecked)]

This sets the scope of messages where topology hiding will be applied. Select
“All Messages' to perform topology hiding for all messages destined to policy
clients. Select All Foreign Realms'to perform tapalagy hiding for messages
destined to the palicy clients whose realms are different from the realm of the
PCRF to be bound. Select 'Specific Clients’ to perform tapalogy hiding forthe

Topology Hiding Scope - Select - ~ policy clients that are configured in ane of SOAM GUI Main Menu: Policy and
Charging->Configuration--Policy DRA->Policy Clients screen. Select'All Foreign
Realms + Specific Clients’ to perform topology hiding if sither condition (All
Foreign Realms' or ‘Specific Clients’) is met.

[Default= n/a; Range = All Messages, All Foreign Realms, Specific Clients, All
Foreign Realms + Specific Clients]

Enable Topology Hiding g

FODN: This FODN is used as a defaultvalue in the Origin-Host AVP for answer
messages routed from a PCRF to a policy client, o in the Destination-Host AvP
for request messages routed from a PCRF to a policy client, only if Topolagy
Hiding Virtual Name FQDN is not configured at a SOAM relevant to the palicy client
and PCRF.

Realm: This Realm is used as a default value in the Origin-Realm AVP for answer
Y messages routed fom a PCRF to a policy client, or in the Destination-Realm AVP

for request messages routed from a PCRF to a policy client, only if Topology

Hiding Virtual Name Realm is not configured at a SOAM relevant to the policy
Realm client and PCRF.

Default Topalogy Hiding Virtual Name

[Default = n/a; Range = FQDN and Realm: a case-insensitive string consisting of
alist of labels separated by dots, where alabel may contain letters, digits,
dashes (-) and underscore (_). A label must start with a letter, digit or
underscore and must end with a letter or digit. Underscores may be used only as

In the Topology Hiding Options section:
1. Check the Enable Topology Hiding checkbox.
2. Select the Topology Hiding Scope from the dropdown.

3. Enter the default Virtual FQDN and Realm to be used in Topology Hidden messages. These
are default values that can be overridden by site configuration.

4. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure | OPTIONAL

the Peer node for which . . . . .
PCRF identity needs to Navigate to Main Menu -> Policy and Charging -> Configuration

be hidden -> Policy DRA -> Policy Clients

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Adding a new Policy Client
Field Value Description

Aname that uniquely identifies the Policy Client Peer Node from which PCRF names should be hidden. While configured in SOAM GUI, the
Policy Client Peer Node Name = Policy Client Peer Node Name is written to NOAN and is available globally within the NOAM topology.

[Default = n/a; Range = List of configured Diameter Peer Nodes]

Aread-only check box with default checked to indicats the Topology Hiding for the policy clisnt peer node being enabled. Itis the only option
Topology Hiding Enabled currently supported

[Default=Enabled (checked); Range = n/a (Read-Only)]

An optional commentto describe the Policy Client Peer Node
Caraeis [Default n/a; Range: 0-64 characters]

(k] (apay) (cancel

1. Select the (policy client) node name from the list for which the PCRF identity needs to be
hidden

2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure | OPTIONAL

other Peer nodes for . . . . . .
which PCRF identity Repeat Step 8 for all (policy client) nodes for which the PCRF identity needs to be hidden.

needs to be hidden

SOAM VIP: Navigate OPTIONAL

to PCA Site Options . . . . .
screen P Navigate to Main Menu -> Policy and Charging -> Configuration

-> Policy DRA -> Site Options

SOAM VIP: Configure OPTIONAL
the Topology Hiding

. Field Value Description
Virtual FQDN and FQDN: This value is used to populate the Diameter Origin-Host AYP for answer messages routed from a PORF to a policy
Realm dlient, or the Diameter Destination-Host AVP for request messages routed from a PCRF to a policy client. Ifno value is

configured here when Topolagy Hiding is enabled, the FQDN value of the Default Topolegy Hiding Virtual Name cenfigured in
NOAM GUI, Main Menu: Pelicy and Charging -> Configuration -> Policy DRA -» Network-Wide Options will be used.

sEEE Realm: This value is Used to populate the Origin-Realm AVP for answer messages routed from a PCRF to a policy client, or
Topology Hiding Virtual Name the Diameter Destination-Realm AVP for request messages routed from a PCRF to a policy client Ifno value is configured
here when Topology Hiding is enabled, the Realm value of the Default Topology Hiding Virtual Name configured in NOAM
Realm GUI, Wain Menu: Policy and Charging -> C. - Palicy DRA-> Netwark-Wide Options will be used

[Default = nia; Range = FODN and Realm: a case-insensilive string consisting of a list of labels separated by dots, where a
label may contain letters, digits, dashes (<) and underscore (_). Alabel must startwith a letter, digit or underscore and must
endwith a letter or digit. Underscares may be used only as the first character. A label must be at most 63 characters long
and a FQDN must be at most 255 characters long.]

The name of the Peer Route Table to be used for routing new binding requests
This entry is no longer used once PCRF Pooling is Enabled
[Default = Not Selected; Range = List of configured Diameter Peer Route Tables ]

Peer Route Table Name

[ apiy| [cancel|

1. Enter the virtual/pseudo host FQDN and Realm to be used for this site. These values override
the Virtual FQDN and Realm values configured in Step 7.

2. Click Apply.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP: Configure | Navigate to Main Menu -> SBR -> Configuration -> SBR
SBR Databases Databases

Click on Insert inthe lower left corner.

You will see a screen similar to:

Adding a new SBER Database

Fiedd Vasse Descripton
- Aname that uniquely idenifies the SER Datadase
Datasase Name {BindegSbiDb * [Defaull = V3, Range = A 32-characier sting Valid characiecs are aiphanumenc and unders:

contain at least one alpha 303 Mmust not s1an with a aigit )

The hype of SER Datadase

Select Binang' for 3 Policy BInding database. of Session for 3 Policy DRA or Onling Chargir
Session database

Defauit = va, Range = Binding' o ‘Session]

Datazase Type Binding ~

The Policy and Chaging Session or Policy Binding Resource Domain ihat contains the SBR
CONBRVIA K¢ use Dy Tis CaLadase

Rescerce Domain BindingRd 25G  +!» Select he Resource Domain that will host this database
[Oefault = va, Range = Configured Resource Domaing matching the selecied Datatase Typ
ready Deen 353igned 10 3 Database]

The number of SBR Sanver Groups requirec 10 host Pes catadase

Enter or change the numBer of Server Groups necessany 1o support the Sesired capacity of &
Number of Server Groups 2 * e selected Resource Domain akeady contans Server Groups, the number of Server Group

Resource Domain is displayed in e Hebd, Dut Can De cvarmioden 35 Sesired

Oetault = nfa, Range = 110 §)

The Polky Binging Region of Policy and Charping Mated Sites Flace ASSociation that contalr
will use this database

Select e Place Assocation Iat is 10 use his SBR Datadase

Oefault » n/a; Range » Configured Place AssoCalions matching the selecied Datadase Typi
aiready Deen 3asigned 10 3 Database]

Place ASS00300n

Ok | Apply  Cancel
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1. Enter Database Name
2. Select Database Type.

3. Select Resource Domain. This wil populate Number of Server Groups field with the number
of server groups currently present in the selected Resource Domain.

4. If needed, update Number of Server Groups value. Note that Resource Domain will then
have to be updated to match this count.

5. Select Place Association.
6. Click Ok
NOTE: This is a sample set of configuration data, the actual configuration may differ.

For Policy DRA Function one Session Type SBR Database per Standalone-site/mated-
pair/mated-triplet and one Binding Type SBR Database for the network must be configured.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
PCRF Pools -> Policy DRA -> PCRF Pools

Click on Insert inthe lower left corner.

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Mon Aug 18 19:12:4

Adding a new PCRF Pool

Field Value Description

Aname that uniguely identifies the PCRF Pool.
APCRF Pool names a set of PCRFs that should be used for policy requests fror
. Sspecified APN. The mapping from APN to PCRF Pool is configured in Policy and
HEXFFEL TR |PcrfPooID1 Charging -= Configuration -= Policy DRA -= Access Point Names.
[Default = nfa; Range = A 32-character string. Valid characters are alphanumeric
underscore. Must contain at least one alpha and must not start with a digit]

Check this box if the PCRF Pool is to be used as a Sub-Pool.
A Sub-Pool is used if policy requests from specified origin-hosts should be rout
to a different set of the PCRFs from those in the PCRF Pool selected by the APN
Sub-Pool Sub-Pool Selection Rules are configured in Policy and Charging -= Configuratiol
Policy DRA -= PCRF Sub-Pool Selection Rules
[Default = Mo (Unchecked), Range = Yes {Checked for Sub-Pool), No (Unchecke
for Poaol)]

An optional comment to describe the PCRF Pool or Sub-Pool.
[Default = nfa; Range = 0-64 characters]

Comments
(0x] [Apply [Cancel]
1. Enter PCRF Pool name
2. Click Ok
NOTE: this is a sample set of configuration data, the actual configuration may differ.

I8 NOAM VIP: Configure | OPTIONAL
PCRF Sub Pool

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF Pools

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pools -> [Insert]

Mon Aug 18 19:13:23

Adding a new PCRF Pool

Field Value Description

A name that uniquely identifies the PCRF Pool

A PCRF Pool names a set of PCRFs that should be used for policy requests from
specified APN. The mapping frem APM to PCRF Pool is configured in Policy and
Charging -= Configuration -= Policy DRA -= Access Point Names.

[Default = n/a; Range = A 32-character string. Valid characters are alphanumeric ar
underscore. Must contain at least one alpha and must not start with a digit]

Check this box ifthe PCRF Pool is to be used as a Sub-Pool.

ASub-Pool is used if policy requests from specified origin-hosts should be routed

to a different set of the PCRFs from those in the PCRF Pool selected by the APN.
Sub-Pool W Sub-Pool Selection Rules are configured in Policy and Charging -= Configuration -

Policy DRA -= PCRF Sub-Pool Selection Rules.

[Default = Mo (Unchecked); Range = Yes (Checked for Sub-Pool), No {Unchecked

for Pool)]

An optional comment to describe the PCRF Pool or Sub-Pool.
[Default = n/a; Range = 0-54 characters]

PCRF Pool Name |PerfSubPooll1 *

Comments
(0k] [Apply| [Cancel]
1. Enter PCRF Sub Pool name
2. Check the Sub-Pool box
3. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

N NOAM VIP: Configure | OPTIONAL
PCRF Sub Pool
Selection Rule

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> PCRF Sub-Pools Selection Rules

Click on Insert inthe lower left corner.

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Sub-Pool Selection Rules -> [Inser

Mon Aug 18 13

Adding a new PCRF Sub-Pool Selection Rule

Field Value Description

A name that uniquely identifies the PCRF
Sub-Pool Selection Rule.

[Default = n/a; Range = A 32-character strin/
characters are alphanumeric and undersco
Must contain at least one alpha and mustn
with a digif]

Priority of this Rule.

Priority 50 * Low value means higher priority.
[Default = 50; Range = 1-99]
The name of the PCRF Pool for which a Sul
is being defined.

PCRF Pool Name PerfPoold1 = |« [Default = n/a; Range = Configured PCRF P
that have not been specified as PCRF Sub-
Names]

PCRF Sub-Pool Selection Rule Name |SubPooclSelectionRulell *

Condition associated with this Rule

Origin-Host.
FQDN is a case-insensitive string consistin
list of labels separated by dots, where alab
.. contain letters, digits, dashes (-) and unde
(_). Alabel must start with a |etter, digit or
Origin-Host  Starts With ~ aftservicell underscore and must end with a letter or dir
Underscores may be used only as the first
character Alabel must be at most 63 chara
long and an FQDN must be at most 255
characters long
[Default = n/a; Range = Substring or comple
string of a valid FQDN]

PCRF Sub-Pool that is to be used for Gx an

session initiation request messages matct
PCRF Sub-Pool Name PcriSubPool0l |- this Rule

[Default = n/a, Range = Choice of configure:

PCRF Poals)

This read-only field displays the date and tit
this rule was created, or the |asttime the ru
changed, whichever is most recent. This fie
records the time and date of changes thatn
Last Updated affect routing of binding capable session in
requests. This date and time can be compz
against binding creation times when
troubleshooting using Policy and Charging
Maintenance -= Policy Database Query

Parameter Operator Value
Conditions

(oK) [Apply] [Cancel]
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1. Enter the Rule name
2. Select PCRF Pool Name and PCRF Sub-Pool Name
3. Enter the Condition as shown

4. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

ICE SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration

to PCRF Pool To PRT -> Policy DRA -> PCRF Pool To PRT Mapping
Mapping screen

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To
PRT Mapping

Mon Aug 18 15:38

Table Description: The PCRF Pool To PRT Mapping table displays the list of PCRF Pools or Sub-Pool configured at the NOAMP 3
each to be mapped to a Peer Routing Table to be used when a new binding is created for the PCRF Pool. The PCRF Pool or Sub
used for a given subscriber binding attempt is determined based on Access point Mame to PCRF Pool mappings, or by rules cor
MOAMP in Policy and Charging -= Configuration -= Paolicy DRA -= PCRF Sub-Pool Selection Rules.

PCRF Pool Name Peer Route Table Name
Default Default

PcriFool0 Mot Selected
PerfsubPool0 Mot Selected

SOAM VIP: Configure | Select the row with ‘Not Selected’ under Peer Route Table Name and click ‘Edit’
the PCRF Pool To PRT

- You will see a screen similar to:
Mapping

Main Menu: Policy and Charging -> Configuration -> Policy DRA -> PCRF Pool To ]
PRT Mapping -> [Edit]

Mon Aug 18 15:39:33 2C

Field Value Description

Aname that uniquely identifies the PCRF Pool

[Default = n/a; Range = A 32-character string. Valid characters are
alphanumeric and underscore. Must contain at least one alpha
and must not start with a digit]

PCRF Pool Name [PerfPaol0

The name of the Peer Route Table that is used to route new

bindings for this PCRF Pool
Hes s ang || PeriPoolPRT ~ [Default = Not Selected; Range = All Peer Route Tables

configured at this site]

(0k][Apply| [Cancel]

1. Select appropriate Peer Route Table Name form the drop box.
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure | Repeat Step 17 for all other PCRF Pool Names where the Peer Route Table Name is displayed
other PCRF Pool To as ‘Not Selected’.
PRT Mapping

SOAM VIP: Navigate OPTIONAL

to the Error Codes . . . . .
screen Navigate to Main Menu -> Policy and Charging -> Configuration

-> Error Codes

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Error Codes @ Helr
Mon Aug 18 15:46:20 2014 ED1

Table Description: The Error Codes table defines the result codes to be returned for various Policy and Charging error conditions. Each error condition wil return the result code configured for each
interface. Setting an experimental result code requires a corresponding Vendor ID. The default result code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID ‘—' means the result code is not
vendor-specific

Error Condition GxiGxx Gx/Gxx Rx Result RxVendor  S9 Result 89 Vendor  Gx-Prime Gx-Prime GyRo GyRo
Resuit Code VendoriD  Code D Code D Result Code Vendor ID Result Code Vendor ID
PCA Unavailable Or Degraded 3002 — 3002 - 3002 — 3002 — 3002 —
PCA Functionality Unavailable or Disabled 3002 — 3002 - 3002 — 3002 — 3002 —
Binding Not Found nia nia 3002 - nfa nia 3002 — nia nfa
Unable To Route 3002 — 3002 — 3002 — 3002 — 3002 —
SBR Error 3002 — 3002 — 3002 — 3002 — 5012 —
No Usable Keys In Binding Dependent Message nia nia 3002 — nfa nia 3002 — nia nfa
Session Not Found 3002 — 3002 — 3002 — 3002 — 5002 —
Missing Or Unconfigured APN 3002 — nia nia 3002 — nia nia nia nfa

Yl SOAM VIP: Configure | OPTIONAL
. the Error Codes Select the row to edit and click on ‘Edit’ button
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description

This error condition applies to session creation messages for all Diameter
interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.

Error Condition |Unab\e To

3002 . Result code to be retumned on the Gx and Gix interfaces.

(e SRR [Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx and Gix
GGxx Vendor ID interfaces
[Default = nia; Range = 1-4294967295]

Result code to be retuned on the Rx interface.

REEGT R 3002 : [Default = 3002 Range = 1-399@]

Rx Vendor ID ‘Vendor ID which corresponds with the experimental code for the Rx interface.
[Default = nfa; Range = 1-4294967295]
Result code to be returned on the S9 interface.

*
59 Resull Code 3002 [Default = 3002, Range = 1-9999]
59 Vendor 1D Vendor ID which corresponds with the experimental code for the S9 interface
sndar [Default = nia; Range = 1-4294967295]
Gx.Prime Result Code 3002 . Result code to be returned on the Gx-Prime interface

[Default = 3002; Range = 1-9999]

Vendor ID which corresponds with the experimental code for the Gx-Prime interface

e [Default = n/a; Range = 1-4294967295]

Result code to be returned on the Gy/Ro interface.

EIEITEE IR | 3002 . [Default = 3002; Range = 1-9999]

Vendor ID which corresponds with the experimental code for the Gy/Ro interface
[Default = n/a; Range = 1-4294067295]

(k] [Apply] [Gancel]

Gy/Ro Vendor ID

1. Enter the Result Code and Vendor ID values as appropriate
2. Click Ok.

Al SOAM VIP: Navigate OPTIONAL

to Suspect Binding
. Removal Rules screen

Execute Steps 21 through 23 if additional Suspect Binding Removal Rules are required.
Note: A default Suspect Binding Removal rule for Gx CCA-I messages is created by default.

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Policy DRA -> Suspect Binding Removal Rules

78 SOAM VIP: Configure | OPTIONAL
the Suspect Binding
. Removal Rule for
Diameter Interfaces and
messages that are
needed.

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Policy DRA -> Suspect Binding Removal Rules -> [Insert] & Help

Wed Apr 25 14:55:25 2015 EDT

Inserting a new Suspect Binding Removal Rule

Field Value Description

A name that uniquely identifies the Suspect Binding Removal Rule.
Rule Name 2 [Defautt = n/a, Range = A 32-character string. Vaid characters are alphanumeric and
underscore. Wust contain at least one alpha and must not start with a digit]

The Diameter Appiication Name and ki to which this Suspect Binding Removal Rule applies.
Session infiation answer messages including this Application-id are candidates to match this
rule.

[Defaul = n/a; Range = Supported P-DRA Application-ids]

Application Name - Select - v

The Diameter Command Code or Extended Command Code name and value to which this.
Suspect Binding Removal Rule apples. Session initiation answer messages including this
Command Code are candidates to match this rule.

[Defaut = va; Range = Supportsd P-DRA session infiation answer messages]

Command Code: - Select - A

The error category to which the Suspect Binding Removal Rule apples.Category ‘Unable to
Route' is for when no session initiation answer is received from the PCRF (possibly because
the request could not be routed). If Unable To Route' is chosen, the (Experimental) Resutt Code
sent to the poiicy client is the one configured in Policy and Charging - Configuration -> Error
Codes sereen for the specific interface. Category ‘External Result is for when a specified
session infiation error answer is received from the PCRF. If External Result is chosen, a Result
Code must be specified, otherwise no Resut Code is necessary.

[Defaul = n/a, Range = External Result, Unable to Route]

Error Scenario Category - Belect- M

The session infiation error answer (Experimental) Resuk Code to which this Suspect Binding
Removal Rule applies if the Error Scenario Category is ‘External Resulf. This field is not
applicable when Error Scenario Category is set to ‘Unable to Route"

[Defaul = n/a; Range = 1-9999]

Resuft Code

If & Resul Code is entered in the Result Code field above, and that Result Code is an

Vendor D experimental result code, enter the Vendor-d in this field. Otherwise leave this field setto blank
[Defaut = n/a, Range = 1-4294967295]
Check this box if a single occurrence of this rule match means that the binding should be
removed. Uncheck this box if multiple occurrences of this rule match are required before the
binding should be removed. Note: If this box is unchecked , the *Suspect Binding Removal

Remove Suspect Binding Immediately Events Threshold' field in Policy and Charging -» Configuration -» Policy DRA - Network-Wide

Options at the NOAN controls how many Suspect Binding Removal Events must occur before a

Session-Release RAR wil be sent to the policy client to request removal of the binding

[Default = Ne (Unchecked); Range = Yes (Checked), No (Unchecked)]

An optional comment to deseribe this suspect binding removal rule.

Gomments [Defaut = n/a; Range = 0 - 64 characters]

(oK) [Aply ) [cancel |
Enter the Rule Name
Select the Application Name from the drop box
Select the Command Code(Message) from the drop box

Select the required Error Scenario Category from the drop box

o > w DN PE

If the “External Error” Error Scenario Category was selected,

Enter the Result Code
6. If the “External Error” Error Scenario Category was selected,
Enter the Vendor ID(Optional)

7. Check the Remove Suspect Binding Immediately checkbox if the Binding is to be removed
on the first rule match. If not, leave the checkbox unchecked.

8. Click Ok.
NOTE: This is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure | OPTIONAL
additional Suspect
Binding Removal Rules.

Repeat Step 22 for all Suspect Binding Rules that are needed.
Note: Steps 21 through 23 may need to be repeated for each active SOAM.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]

Fri May 13 091141

Adding a new Access Point Name

Field Value Description
The network identifr of the Packet Data Network access point
Access PointName * [Default=niz; Range = 1-100 characters. Valid characters are alphabefic characters (A-Z and a-2), digits (0-9), hyphen (-, and period (). Must begin
nd end with an alphabetic character or a digit]
EODREC0 The PCA function which uses this Access Point PCRF Pool is requiredto be configured for PDRA only.
Function OCDRA Only

[Default = PDRA Only; Range =PDRA Only, OCDRA Only or PDRA and OCDRA]
PDRA and OCDRA
T foul . The PCRF Pool to which new bindings iniliated from ine Access Point Network are to be fouted
colame Default [Defaut=Default PCRF Fool; Range = Configured PCRF Pools]

N — = “This read-only field displays the number of PCRF Sub-Pools associated with the selected PCRF Pool. The mapping between PCRF Pool and PCRF
I AT FOES) Sub-Pool is configured in Policy and Charging -> Configuration = Policy DRA - PCRF Sub-Pool Selection Rules.

“This seting is the maxmum number of bound sessions allowed per IS for this APN.
Waximum Allowed Sessions per S| 2 [Defaat=2 Range = 1-10]
This setling defines the treatment of new binding capable session initiaion attempts when the maximum nuMBer of baund sessians for an NS for
ORoute this APN is exceeded.
I1Route' s selected, the COR-| message will be routed and the oldest bound session will be replaced. I Reject is selected, the GOR-| message will
REEd be rejected using the Diameter response code configured for SBR Error.
[Defauit = Route; Range = Route, Reject]

Per IMS| Session Exceeded Treatment

This setingis 2 time value (in hours), after which a session is consideredto be stale. For PDRA, a session is considered stale only ifnio RARIRAA
messages are received in longsr than this configured time; For OGDRA, a session is considered stale Ifno any in session messages ar received in
S T m . longerthan this configured time. If a session’s age exceeds this value, that session s eligible to be audited out ofthe database. This value is used for
sessions associated with this Access Point Name. For ses sions which are not associated with any configured Access Point Names, the Default Stale
Session Timeautvalue inthe Policy and Charging Configuration General Options table is used.
[Default = 168 hours (7 days); Range = 1-2400 hours (1 hour to 100 days)]

This read-only field displays the date and time thatthis APN was created, or the [asttime the PCRF Pool Name was changed, whichever is most
LastUpdated recent This field records the time and date of changes that may affect routing of binding capable session initiation requests. This date and time can be
compared against binding creafion times when troubleshooting using Policy and Charging > Maintenance > Policy Database Query.

[ok] [Apply] [cancel]

1. Enter the field values as required
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

i NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
. the Policy DRA function | -> General Options Screen.

Field Value Description
Indicate whether the Policy DRA Function of PCA is enabled
Policy DRA Enabled v [Default = Policy DRA Disabled (Unchecked); Range = Policy DRA Enabled (Checked) or Policy

DRA disabled (Unchecked)]

Indicate whether the Online Charging DRA Function of PCA s enabled.
Online Charging DRA Enabled [Default = Online Charging DRA Disabled (Unchecked); Range = Online Charging DRA
Enabled (Checked) or Online Charging DRA Disabled (Unchecked)]

1. Check the Policy DRA Enabled box
2. Click Apply.
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4.4.2 Online Charging DRA Configuration
Detailed steps are given in the procedure below.

Procedure 16: Online Charging DRA configuration

= g mo=-

This procedure configures the Online Charging DRA function of PCA application. For details on the fields of
various configuration screens please refer to the Policy Charging User’s Guide [,

PREREQUISITE: Procedure 14 must be executed before this procedure.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to OCSs screen

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> OCSs

SOAM VIP: Configure
the first OCS node.

Click on Insert inthe lower left corner.

You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> 0CSs -> [Insert]

Mon Nov 24 13:35:

Adding a new OCS

Field Value Description

Aname that uniquely identifies the OCS Peer Node to be included in the load distribution of new session iniiation diameter request messages to
0CSs.
[Default = n/a; Range = List of configured Diameter Peer Nodes]

OCS Peer Node Name

An optional comment to describe the OCS node.

s [Default = n/a; Range = 0-54 characters]

o

1. Select the OCS name from the drop down
2. Click Ok.
NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Configure
all other OCS nodes.

Repeat Step 3 to configure all the OCS nodes.

SOAM VIP: Navigate
to CTFs screen

If Session State needs to be maintained for Online Charging client, then

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> CTFs

SOAM VIP:
Configure the first
CTF node.

Click on Insert in the lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> CTFs -> [Insert]

Mon Aug 18 16:46:5¢

Adding a new CTF

Field Value Description

Aname that uniquely identifies the CTF Peer Node.

CTF Peer Node Name  [cff [Default = nia; Range = List of configured Diameter Peer Nodes]

An optional comment to describe the CTF Peer Node
[Default = nfa; Range = 0-64 characters]

(0] (Aeply] [Cancel

Comments
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1. Select the CTF name from the drop down
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

SOAM VIP: Repeat Step 6 to configure all the CTF nodes for which the Session State needs to be
Configure all other maintained.
CTF nodes.

NOAM VIP: Configure | Navigate to Main Menu -> SBR -> Configuration -> SBR
SBR Databases Databases

Click on Insert inthe lower left corner.

You will see a screen similar to:

Adding a new SBR Database

Field Value Description
N A name that uniquely Idensfies the SR Database
Datadase Name {SessionSbiDb * [Detault = nfa; Range = A 32-character siring. Valid characlers are alphanumenic and
contain at least one alpha and must not start with 3 dige |
The type of SBR Database
Database Type Session. 1 Select Binding for a Policy Binding database, of ‘Session’ for 3 Policy DRA or Oniine

Session database
Oeofault = nfa; Range = Binding’ of Session]

The Policy and Charging Session of Policy Binding Resource Domain !at contains |
configured for use by this database

Resource Domain SessionRd_Mated - Select the Resource Domain that will host this database
[Oetault = nfa; Range = Configured Resource Domains matching the selected Datad
already been assigned 1o 3 Database)

The number of SBR Server Groups required 1o host this database.

Enter or change the number of Server Groups necessary 10 support the desired capa
Number of Server Groups 2 * e selected Resource Domain already contains Server Groups, the number of Seny

Resource Domain Is displayed in the fleld, but can be overmidden as desired

Default = nfa; Range = 110 8}

The Policy Binding Region or Policy and Charging Mated Sites Place Associabon thy
will use this database.

Place Assodation MatedSites vl Select the Place Assocabon that Is 10 use this SBR Database
[Default = n/a; Range = Configured Place Assocations malching the selected Datady
alroady been assigned to a Database]

Ok | | Apply | Cancel
1. Enter Database Name
2. Select Database Type (Session).

3. Select Resource Domain. This wil populate Number of Server Groups field with the number
of server groups currently present in the selected Resource Domain.

4. If needed, update Number of Server Groups value. Note that Resource Domain will then
have to be updated to match this count.

5. Select Place Association.
6. Click Ok
NOTE: This is a sample set of configuration data, the actual configuration may differ.

For Online Charging DRA Function, Session Type SBR Database per Standalone-
site/mated-pair/mated-triplet MUST be configured.

NOAM VIP: Configure | Navigate to Main Menu -> Policy and Charging -> Configuration
Access Point Names -> Access Point Names

Click on Insert inthe lower left corner.

You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Access Point Names -> [Insert]

Mon Aug 18 20

Adding a new Access Point Name

Field Value Description

The network identifier of the Packet Data Network access point

[Default = nfa; Range = 1-100 characters. Valid characters are alphabetic characters (A-Z ¢
a-z), digits (0-9), hyphen (-), and period ( ). Must begin and end with an alphabetic characte
digit]

The PCRF Pool to which new bindings initiated from the Access Point Network are to be rc
[Default = Default PCRF Pool; Range = Configured PCRF Pools]

Access Point Name |ocsservice.attcom| @

PCRF Pool Name Default M

This read-only field displays the number of PCRF Sub-Pools associated with the selected
Number of Sub-Pools |G Pool. The mapping between PCRF Pool and PCRF Sub-Fool is configured in Policy and
Charging -> Configuration -> Policy DRA - PCRF Sub-Pool Selection Rules.

This setting is a ime value (in hours), after which a session is considered to be stale. A s
is considered stale only if no RAR/RAA messages are received in longer than this configu
time. If a session's age exceeds this value, that session is eligible to be audited out of the
database. This value is used for sessions associated with this Access Point Name. For
sessions which are not associated with any configured Access Point Mames, the Default!
Session Timeout value in the Policy DRA Configuration Network-Wide Options table is ust
[Default = 168 hours (7 days); Range = 1-2400 hours (1 hour to 100 days)]

Stale Session Timeout (Hrs) 168

This read-only field displays the date and time that this APN was created, or the lasttime t

PCRF Pool Name was changed, whichever is most recent. This field records the time and

Last Updated | changes that may affect routing of binding capable session initiation requests. This date 2
time can be compared against binding creation times when troubleshooting using Policy i
Charging -= Maintenance -= Policy Database Query.

(ok] (Apply] [cancel]

1. Enter the field values as shown above (the value given above are examples only and may be
replaced by actual values)
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

IV NOAM VIP: Navigate | OPTIONAL
to OCS Session
State screen

Execute Step 10, 11, 12 if any OCS is required to have Session State Configured.

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> OCS Session State
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> 0CS Session State @

Mon Nov 24 13:41:01 2014 £

Table Description: This e networkwide list of Online Charging Senvers (0CSs)
are inserted or delefed from the Policy and Ch
selecling the Peer Node Mame on the 0CS

listed oy their Realm and FQDMN. itis usedto configure e S
ng-> Configurafion = Onfine Charging DRA -+ 0CSs soreen at each site' The Realm and FQD)
reen

n State sefing for 0CSs. The list of OCSs in this tal
figured from each site's Dizmeter-> Configuration -» Pe:

0t up-do-gate when they
0es sreen prior i

Realm FODN Session State Enabled
0C51-6TXA east-
east-ghia com gacom Mo

N NOAM VIP: OPTIONAL
Configure the

Session State for an
OcCSs. You will see a screen similar to:

Select an OCS by highlighting the line, click on edit in the lower left corner.

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> OCS Session State -> [Edit]

Mon Nov 24 13:45:

Field Value Description

Realm ofthis Peer Node. Realm is 2 case-insensifive string consisting of a list of [abels separated by dots, where a label may contain lefters, digits, dashes (~)
.. andunderscore (). Alabel must start with a letter, digit or underscare and must end with alefter or digit Underscores may be used only as the first character A

R |abel must be at most 63 characters long and a Realm must be at most 255 characters long.
[Default= n/a; Range = Avalid Realm]
Fully Qualified Domain Name ofthis Peer Node. FODN is a case-insensitive string consisting of a list of |abels separated by dots, where a label may contain
QDN . Ietters, digits, dashes () and underscore (_"). A label must start with a letter, digit or underscore and must end with a letter or digit. Underscores may be used
only as the first character. A label must be at most 63 characters long and a FQDN must be at most 255 characters long.
[Defautt=/a; Range = Avalid FQDN]
Setting to enable Session State for OCSs. Check this box if the sessions are to be maintained for this 0CS. The Sessions shall be maintained ifthe Session
State Scope is setfo ‘All Messages'in Policy and Charging -» Configuration -> Online Charging DRA-> Network-Wide Options configuration or if Session State
0CS Session State Enabled Scope is setto ‘Specific Messages' and this Session State Enabled seffing is checked
[Default = No (unchecked) - Do not maintain session states; Range = Yes (checked) - Maintain session states, or No (unchecked) - Do not maintain session
states ]

[0k [Appiy] [cancel]
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1. Check OCS Session State Enabled checkbox to turn on the Session State for this OCS; Or
uncheck OCS Session State Enabled checkbox to turn off the Session State for this OCS.

2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure the
Session State for all
other OCSs.

OPTIONAL
Repeat Step 11 to configure all the OCSs.

NOAM VIP: Navigate
to Realms screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Realms

NOAM VIP:
Configure the first
Realm.

OPTIONAL
Click on Insert in the lower left corner.
You will see a screen similar to:

Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Realms -> [Insert]

Mon Au

Adding a new Realm

Field Value Description

Realm name is a case-insensitive string consisting of a list of lables separated by dots, where
contain letter, digits, dashes(-'Jand underscore ("_").A lable must start with a letter,digit or unders
end with a letter or digit Underscores may be used only as the first character A label must be at
characters long and a Realm must be at most 255 characters long.

[Default = n/a; Range = 1-100 enteries]

Realm Name |Ocrea\m attom *

An optional comment to describe the Realm.

Comments [Default = n/a; Range = 0-64 characters]

[oK] [Apply] [cancel]
1. Enter the realm name
2. Click Ok.

NOTE: this is a sample set of configuration data, the actual configuration may differ.

NOAM VIP:
Configure all other
Realm names.

OPTIONAL

Repeat Step 14 to configure all the realms.

NOAM VIP: Navigate
to Network-Wide
Options screen

OPTIONAL

Navigate to Main Menu -> Policy and Charging -> Configuration
-> Online Charging DRA -> Network-Wide Options

NOAM VIP:
Configure the options
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Main Menu: Policy and Charging -> Configuration -> Online Charging DRA -> Network-Wide
Options

Thu May 21 06:04:26 &

Field Value Description
Session Options

This sets the scope of messages for which Session State will be stored.

Select Al | ‘1o store Session State for all i Select 'None’to disable
Session State for all messages. Select‘Specific Messages' to store Session State only if
the CTF clientis configured in the CTFs configuration or OCS is configured with Session
State as enabled in ©CSs configuration or realm is configured in Realms configuration.
[Default = Mone; Range = None', "All Messages', ‘Specific Messages]]

Session State Scope None -

Sets the action to be performed if an in-session Request message cannot be
successfully processed due to the inability to retrieve session state associated with the
received Session-ld from the Session SBR (ie., session state is notfound or an SBR.
error is encountered). ‘Route to Peer will route the message to a peer using the Peer
Routing Table. "Send Answer will abandon message processing and send an Answer
response containing Answer Result-Code value configured for ‘Session Mot Found' or
"SBR Errar

[Default = Send Answer; Range ="Send Answer, ‘Route To Peer]

Session State Unavailable Action | Send Answer *

0CS5 Selection Options

This sets the operating mode for selecting the ©CS Server for routing the Session
Initiation Request messages

When 'Single Pool' mode is selected, the Session Initiation Requests are distributed in a
weighted round-robin scheme among all available OCS servers connected to this Node
When ‘Multiple Pools’ mode is selected the Session Initiation Requests are routed to an
OCS server identified by RBAR in a specific pool of OCS servers

OCS Pool Selection Mode Single Pool = |+

[Default = Single Pool; Range ="Single Pool’, "Multiple Pools]

‘Applﬂ ‘ Cancel |

1. Select the appropriate values for the available options. Please refer to the Policy Charging
Application User’s Guide ! for details on the fields.

2. Click Apply.

Il SOAM VIP: Navigate Navigate to Main Menu -> Policy and Charging -> Configuration

to the Error Codes -> Error Codes
screen

You will see a screen similar to:
Main Menu: Policy and Charging -> Configuration -> Error Codes @ Help

Mon Aug 18 15:45:20 2014 ED1

Table Description: The Erroer Codes table defines the result codes to be retumed for various Policy and Charging eror conditions. Each error cendition will return the result code configured for each
interface. Setting an experimental result code requires a comesponding Vendor ID. The default result code is 3002-DIAMETER_UNABLE_TO_DELIVER. The Vendor ID "— means the result code is not
vendor-specific.

Error Condition GXIGXX GX/GxX Rx Resuit RxVendor  S9Result S9Vendor  Gx-Prime Gx-Prime GyRo Gy/Ro
Result Code VendoriD  Code D Code D Result Code Vendor ID Result Code Vendor ID
PCA Unavailable Or Degraded 3002 - 3002 - 3002 - 3002 - 3002 -
PCA Functionality Unavailable or Disabled 3002 - 3002 - 3002 - 3002 —_ 3002 -
Binding Not Found nia nia 3002 - nfa nia 3002 - nia nfa
Unable To Route 3002 - 3002 - 3002 - 3002 - 3002 -
SBRErTor 3002 - 3002 - 3002 - 3002 - 5012 -
No Usable Keys In Binding Dependent Message nia nia 3002 - nfa nia 3002 - nia nfa
Session Not Found 3002 - 3002 - 3002 - 3002 - 5002 -
Missing Or Unconfigured APN 3002 - nia nia 3002 - na nia nia nfa

IR SOAM VIP: Configure | Select the row to edit and click on ‘Edit’ button

the Error Codes . - .
. You will see a screen similar to:
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Main Menu: Policy and Charging -> Configuration -> Error Codes -> [Edit]

Mon Aug 18 15:49:5

Field Value Description
This error condition applies to session creation messages for all Diameter

Error Condition |Unab\e To Route * interfaces. These error codes will be returned if a binding is found (or created) and
the Policy DRA is unable to route the message to the PCRF.
GG Result Code 3002 . Result code to be returned on the Gx and Gix interfaces

[Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx and Gix
Gx/Gxx Vendor ID interfaces
[Default = nia; Range = 1-4294967295]

Result code to be returned on the Rx interface

RxResult Code 3002 ’ [Default = 3002; Range = 1-9999]

Ry Vendor ID Vendor ID which corresponds with the experimental code for the Rx interface
[Default = n/a; Range = 1-4294967205]
Result code to be returned on the 59 interface.

*
59 Result Code 3002 [Default = 3002; Range = 1-9999]
59 Vendor ID ‘Vendor ID which corresponds with the experimental code for the S9 interface.
snder [Default = nia; Range = 1-4294967295]
Gx-Prime Result Code 3002 . Result code to be returned on the Gx-Prime interface

[Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gx-Prime interface

EePEEiET Y [Default = nia; Range = 1-4204967295]

Result code to be returned on the Gy/Ro interface

S eI | 3002 . [Default = 3002; Range = 1-9999]

‘Vendor ID which corresponds with the experimental code for the Gy/Ro interface.
S E R [Default = nia; Range = 1-4204967205]

(K] (Apely] [Cancel]

1. Enter the GyRo Result Code and GyRo Vendor ID values as appropriate

2. Click Ok.
Pl NOAM VIP: Enable Navigate to Main Menu -> Policy and Charging -> Configuration
the Online Charging -> General Options Screen.
DRA function
Field Value Description
Indicate whether the Policy DRA Func
Palicy DRA Enabled [Drefault = Policy DRA Disabled (Unch

DRA disabled (Unchecked]]

Indicate whether the Online Charging
Online Charging DRA Enabled v [Drefault = Online Charging DRA Disa
Enabled (Checked) or Online Chargir

1. Check the Online Charging DRA Enabled box
2. Click Apply.
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4.5 CONFIGURING ONLINE CHARGING FUNCTION ON A RUNNING DSR PCA SYSTEM

4.5.1 Configuring new Online Charging DRA Sites
Detailed steps are given in the procedure below.

Procedure 17: New Online Charging DRA Site Configuration

S | This procedure configures a site for OC-DRA function in a DSR PCA network
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= R om -

Configure new PCA OC- | Execute the procedures defined in [1] and [2] to add new site(s) in the DSR network and
DRA site configure the PCA Online Charging Function by executing Procedure 16.

4.5.2 Configuring Online Charging DRA in existing Sites
Detailed steps are given in the procedure below.

Procedure 18: Online Charging DRA Configuration on a running DSR PCA System

S | This procedure configures OC-DRA function in a DSR PCA network without any hardware changes

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#

Configure and enable Execute Procedure 16 to configure OC-DRA functionality.

OC-DRA

4.5.3 Configuring Online Charging DRA in existing Sites with scaling
Detailed steps are given in the procedure below.

Procedure 19: Online Charging DRA Configuration with scaling on a running DSR PCA System

S | This procedure performs scaling of OC-DRA function on a running PCA system
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g omo-

Call ORACLE Customer | If the need arises to scale OC-DRA on a running PCA system, please call ORACLE Customer
Service Service for assistance.
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4.6 CONFIGURING POLICY DRA FUNCTION ON A RUNNING DSR PCA SYSTEM

This section provides the procedures to configure the Policy DRA function in an already configured and
running DSR network with PCA application and Online Charging DRA function enabled.

4.6.1 Configuring Policy DRA
Detailed steps are given in the procedure below.

Procedure 20: Policy DRA Configuration with scaling on a running DSR PCA System

S | This procedure performs scaling of P-DRA function on a running PCA system
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ =g omo

Call ORACLE Customer | If the need arises to scale P-DRA on a running PCA system, please call ORACLE Customer
Service Service for assistance.
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4.7 UN-CONFIGURING POLICY DRA FUNCTION FROM A RUNNING DSR PCA SYSTEM

Detailed steps are given in the procedure below.

Procedure 21: Un-configuring Policy DRA

This procedure un-configures the Policy DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Disable
the Policy DRA function

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.

Field Value Description
Indicate whether the Policy DRA|
Policy DRA Enabled [Default = Policy DRA Disabled (1

DRA disabled (Unchecked))]

Indicate whether the Online Char
Online Charging DRA Enabled [Default = Online Charging DRA|
Enabled (Checked) or Online Ch

Audit Options

1. Uncheck the Policy DRA Enabled box
2. Click Apply.

CAUTION
Executing this step will irretrievably delete all the subscriber binding and Policy session records
from the SBR Databases.

NOAM VIP: Disable
the Policy DRA specific
Binding SBR Database

Main Menu -> SBR -> Maintenenace -> SBR Database Status
Select the SBR Database of type ‘Binding’ and Disable it.

NOAM VIP: Disable
the Policy DRA Session
SBR Database

If the Online Charging DRA Function is not enabled, disable all the Session Database(s).
Navigate to Main Menu -> SBR -> Maintenenace -> SBR Database
Status

One by one select the SBR Database of type ‘Session’ and Disable it.

NOAM VIP: Delete the
Policy DRA specific
Binding SBR Database

Main Menu -> SBR -> Configuration -> SBR Databases

Delete the SBR Database of type ‘Binding’ from this screen.

NOAM VIP: Delete the
Policy DRA Session
SBR Databases

If the Online Charging DRA Function is not enabled, disable all the Session Database(s).
Navigate to Main Menu -> SBR -> Configuration -> SBR
Databases

Delete the SBR Databases of type ‘Session’ from this screen.

NOAM VIP: Delete the
Policy DRA specific
APNs

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE APN CONFIGURATION DATA AFTER
RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
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Access Point Names

Delete the Policy DRA specific configuration data from this screen.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: De-
reference all the PRTs
from PCRF Pools

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE PCRF POOL CONFIGURATION DATA
AFTER RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Pool To PRT Mapping

Edit all the PCRF Pool Name entries and set the Peer Route Table Name to ‘Not Selected’.

SOAM VIP: Delete all
the PCRFs

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE PCRF CONFIGURATION DATA AFTER
RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRFs

Delete the complete configuration data from this screen.

SOAM VIP: Delete all
the Policy Clients
configuration

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> Policy Clients

Delete the complete configuration data from this screen.

SOAM VIP: Un-
configure the Site
Options

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> Site Options

Uncheck the ‘Enabled’ box against ‘Topology Hiding Options’.

SOAM VIP: Restore
default values of Error
Codes

(OPTIONAL)

Main Menu -> Policy and Charging -> Configuration ->
Error Codes

Edit all Error Conditions and set the Result Code as 3002 for all Policy DRA application
interfaces (Gx/Gxx, Rx, S9, Gx-Prime etc.).

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 4 to 9 on All Active SOAM servers.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Delete all
the Sub-Pool Selection
Rules

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE PCRF POOL CONFIGURATION DATA
AFTER RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Sub-Pool Selection Rules

Delete the complete configuration data from this screen.

NOAM VIP: Delete all
the PCRF Pools

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE PCRF POOL CONFIGURATION DATA
AFTER RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Policy DRA -> PCRF Pools
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Delete the complete configuration data from this screen.
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4.8 UN-CONFIGURING ONLINE CHARGING FUNCTION FROM A RUNNING DSR PCA
SYSTEM

Detailed steps are given in the procedure below.

Procedure 22: Un-configuring Online Charging DRA

This procedure un-configures the Online Charging DRA function of PCA application.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.

NOAM VIP: Disable
the Online Charging
DRA function

Navigate to Main Menu -> Policy and Charging -> Configuration
-> General Options Screen.

Field Value Description
Indicate whether the Policy DRA
Policy DRA Enabled [Default = Policy DRA Disabled

DRA disabled (Unchecked)]

Indicate whether the Online Cha
Online Charging DRA Enabled [Default = Online Charging DRA
Enabled (Checked) or Online Cr

Audit Options

1. Uncheck the Online Charging DRA Enabled box
2. Click Apply.

NOAM VIP: Disable
the Online Charging
DRA Session SBR
Database

If the Policy DRA Function is not enabled, disable all the Session Database(s).
Navigate to Main Menu -> SBR -> Maintenenace -> SBR Database
Status

One by one select the SBR Database of type ‘Session’ and Disable it.

NOAM VIP: Delete the
Online Charging DRA
Session SBR Databases

If the Policy DRA Function is not enabled, delete all the Session Database(s).
Navigate to Main Menu -> SBR -> Configuration -> SBR
Databases

Delete the SBR Databases of type ‘Session’ from this screen.

NOAM VIP: Delete all
configured Realms

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE ONLINE CHARGING REALMS
CONFIGURATION DATA AFTER RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Online Charging DRA -> Realms

Delete the complete configuration data from this screen.

NOAM VIP: Delete the
Online Charging specific
APNs

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE APN CONFIGURATION DATA AFTER
RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Access Point Names

Delete the Online charging specific configuration data from this screen.
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Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Delete the
Online Charging Servers

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE OCS CONFIGURATION DATA AFTER
RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Online Charging DRA -> OCSs

Delete the complete configuration data from this screen.

SOAM VIP: Delete the
Online charging Clients

NOTE: THIS STEP IS OPTIONAL. THIS STEP CAN BE SKIPPED IF
YOU ARE GOING TO ENABLE Policy DRA AGAIN ON THIS SYSTEM
AND YOU WANT TO RE-USE THE CTF CONFIGURATION DATA AFTER
RE-ENABLE.

Main Menu -> Policy and Charging -> Configuration ->
Online Charging DRA -> CTFs

Delete the complete configuration data from this screen.

SOAM VIP: Restore
default values of Error
Codes

(OPTIONAL)

Main Menu -> Policy and Charging -> Configuration ->
Error Codes

1. Edit the Error Condition ‘SBR Error’ and set the Gy/Ro Result Code as 5012.
2. Edit the Error Condition ‘Session Not found’ and set the Gy/Ro Result Code as 5002.
3. Edit all other Error Conditions and set the Gy/Ro Result Code as 3002.

SOAM VIP: Perform
steps on All Active
SOAM Servers

Repeat Steps 5 to 7 on All Active SOAM servers.

4.9 POST-CONFIGURATION PROCEDURES

4.9.1 Enable Application
Detailed steps are given in the procedure below.

Procedure 23: Enable Application

S

=g omo-

Diameter Signaling Router 7.3

This procedure enables the PCA application on the DA-MP servers.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish
GUI
Session
on the
active
SOAM
VIP

Establish a GUI session on the Active SOAM server by using the XMI VIP address. Login as user “guiadmin”.

SOAM
VIP:
Navigate
to

Navigate to Main Menu -> Diameter -> Maintenance -> Applications
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Applicatio
ns screen

SOAM Select the PCA row(s) and Click Enable.

VIP:

Enable

the PCA

applicatio

n

SOAM Navigate to Main Menu -> Diameter -> Maintenance -> Applications

VIP:

Verify that

the PCA Verify that the Application status has changed to Enabled-Available-Normal-Normal.

applicatio

n has L MP Server : Operational : Congestion )

téee2| ; Application Name T Admin State Sats Operational Reason Level Time ofjLast Update

nabled.

PCA th-mp-th-2a Enabled Available MNormal MNormal 2015-Mpr-26 07:42:22 EDT
PCA th-mp-th-1a Enabled Available MNormal MNormal 2015-Mpr-26 13:00:46 EDT

NOTE:

It may take some time (15-30 seconds) to initialize and change state.

SOAM Repeat Steps 1 to 4 on All Active SOAM servers.
VIP:
Enable
PCA
applicatio
non All
Active
SOAM
servers
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4.9.2 Enable SBR Databases
Detailed steps are given in the procedure below.

Procedure 24: Enable SBR Databases

This procedure enables the SBR Databases.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish Establish a GUI session on the Active NOAMP servers by using the XMI VIP address. Login as user “guiadmin”.
GUI
Session
on the
active
NOAMP
VIP

NOAMP | Navigate to Main Menu -> SBR -> Maintenance -> SBR Database Status
VIP:
Navigate
to SBR
Database
Status
screen

NOAMP | Select the SBR Database and Click Prepare.

VIP:
Prepare NOTE: This step enables status monitoring of the database by all servers that will communicate with the

the SBR database. In the Prepare state, the PCA application is not yet allowed to use the database.
Database

NOAMP | Navigate to Main Menu -> SBR -> Maintenance -> SBR Database Status
VIP:
Verify that

g]etS[?R Verify that the SBR Database status has changed to Prepare — Prepared — N of N prepared — N of N prepared
atabase

has been —— - The May 07 07136412
e v
prepared. =
Admamsirative Operatooal Resource User Resource Provder Reconfiguration i

Oalitiaes Wides State Status Operatona Reasca Operational Reascn Progress Dutbats Type

Binangsao Prepate Prepared 3o 3 prepaed 2002 plopwed No Binang

SessenSuis Prepare Prepared 3ot 3 prepared 2002 prepared No Session

NOTE:

It may take some time (5-6 seconds) to change state.
CAUTION:

If the state does not change to “N of N prepared” it is recommened to fix the problems that are causing part or
all of the database resource users and/or providers to not transit to prepared state. If the SBR Database is
enabled while it is still in “Preparing” state calls may fail because users of the database do not have access to
part or all the it.

NOAMP Select the SBR Database and Click Enable.

VIP:
Enabled NOTE: Enabling the database allows the PCA application to begin reading and writing the database.

the SBR
Database

NOAMP | Navigate to Main Menu -> SBR -> Maintenance -> SBR Database Status
VIP:
Verify that Verify that the SBR Database status has changed to Enable — Normal — N of N available — N of N available
the SBR

Database
has been
enabled.
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Thu May 07 0727

[P -
N A Ope ® Uses Resowrce Provider Reconhguration ia Datat
Dstabese State Status Operasonal Reason Operatonal Reason Progress se Type
Binang5Oy Enasle Normal 3 of 3 axatatie 2 of 2 3vailatie No Bngeny
SessinSieDd Enabdle Normal 3 of 3 avakadle 2012 waatie No Sassion
NOTE:

It may take some time (5-6 seconds) to change state.

[ NOAMP | Repeat Steps 1 to 6 for all SBR Databases which are to be enabled.

. VIP:
Enable
PCA NOTE:
applicatio o )
non All If all the verifications for SBR Database Status are successful, then proceed with the next step else STOP! And
Active call ORACLE Customer Service for further assistance.
SOAM
servers

4.9.3 Restart Process
Detailed steps are given in the procedure below.

Procedure 25: Restart Server

S | This procedure restarts the DSR and Policy and Charging SBR process.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=g mo-

Establish GUI Session
on the NOAM VIP

Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
“guiadmin”.

NOAM VIP: Restart
Process on DSR MP
and Policy and
Charging SBR Servers

Navigate to Main Menu -> Status & Manage -> Server

Select the MP servers with Function “DSR (multi-active cluster)” that are or will be handling
PCA traffic and all MP servers with Function “Policy and Charging SBR” then Click
Restart.

NOTE: The Function of an MP Server is the same as the Function assigned to its Server
Groupin Main Menu -> Configuration -> Server Groups

CAUTION:

If the DSR system is processing traffic other than PCA then DO NOT restart all
DA-MP servers simultaneously. Doing so will cause a network-wide outage.
Please follow the procedure listed in APPENDIX-B to restart the DA-MP
servers in a controlled order to minimize traffic loss.

4.9.4 Enable Connections
Detailed steps are given in the procedure below.

Procedure 26: Enable connections

S
T

This procedure enables the Diameter connection with Peer nodes.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
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SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Navigate
to Connections screen

Navigate to Main Menu -> Diameter -> Maintenance ->
Connections

SOAM VIP: Enable all
connections

Select all Connection rows for newly added PCA Peers Nodes and Click Enable.

SOAM VIP: Verify that
the connections have
been Enabled.

Navigate to Main Menu -> Diameter -> Maintenance ->
Connections

Verify that the Admin state of all connections change to “Enabled” and the Operational Reason
shows “Connecting” for connections to PCRF nodes and “Listening” for connections to other
(policy client e.g. PCEF, AF etc.) nodes.

Main Menu: Diameter -> Maintenance -> Connections @ Help
Thu Feb 16 05:29:46 2012 EST
. MP Server Admin Operational - .
Connection Name e |Sem S Operational Reason Connection Mode Local Hode Peer No
conn_af blade14 Enabled Unavailable Responder Only PDRA AF
conn_pcafl blade14 Enabled  Unavailable Responder Only PDRA EEEE]
conn_pcef2 blade14 Enabled Unavailable Responder Only PDRA EEEEZ2
conn_perfi blade14 Enabled  Unavailable Initiator Only PORA PCRF1
conn_pcri2 blade14 Enabled Unavailable Initiator Only FDRA PCRF2
NOTE 1:

For connections of type “Responder Only” (client nodes), the Operational Status and Reason
will be “Unk” if using TSA.
conn_af

Enabled  Unk

Responder Only PDRA AF1

NOTE 2:
It may take some time (15-30 seconds) to initialize and change state. Responder Only

connections will remain in Listening Operational Status until the peer node initiates the
connection

4.9.5 Perform Health Check
Execute this Procedure to verify the sanity of the system.
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Procedure 27: Perform Health Check
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This procedure performs a Health Check.

Check off () each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Verify SBR Database
Status

1. Log into the NOAM GUI using the XMI VIP address.
Navigate to Main Menu: SBR -> Maintenance -> SBR Database Status
3. Verify that the status for all the SBR Database rows have the following values
Administrative State = Enabled
Operational Status = Normal
Resource User Operational Reason = X of X available
Resource Provider Operational Reason =Y of Y available

n

If all the verifications are successful, then proceed with next step else STOP! And call ORACLE
Customer Service for further assistance.

Verify the Policy and
Charging SBR Status

1. Log into the NOAM GUI using the XMI VIP address.

2. Navigate to Main Menu: SBR -> Maintenance -> SBR Status

3. Verify that the server “Resource HA Role” is shown as “Active/Standby/Spare” and
‘Congestion Level’ is ‘Normal’ for all the “Binding Region” and ‘Mated Site” tabs.

The Resource HA Role of Standby applies if there is server level redundancy configured in the
DSR system. The Resource HA Role of Spare applies if there is site level redundancy
configured in the DSR system.

If all the verifications are successful, then proceed with signaling call flow execution else STOP!
And call ORACLE Customer Service for further assistance.

Verify there are no PCA
Alarms raised

1. Log into the NOAM GUI using the XMI VIP address.
2. Navigate to Main Menu: Alarms & Events -> View Active
3. Verify that there are no Alarms raised with Product PCA/SBR.

If all the verifications are successful, then proceed with signaling call flow execution else STOP!
And call ORACLE Customer Service for further assistance.
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5.0 CAVEATS
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6.0 CUSTOMER SERVICE SIGN OFF

Discrepancy List

Customer Service Sign Off

Date

Test
Case

Description of Failures and/or
Issues. Any CSR’s / RMA’s issued
during Acceptance. Discrepancy

Resolution and
Engineer Responsible

Resolution
Date
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7.0APPENDIX-A

7.1 PCA FEATURE ACTIVATION PROCEDURE

This section provides the detailed procedure steps of the PCA activation.

The procedures in this section need to be executed in the following order:

e For PCA activation on the entire network
o Section 7.1.1 PCA Activation on an installed or upgraded system
o Section 7.1.3 Restart Process
o Section 7.1.4 Post PCA Activation System Health Check

e For PCA activation on a newly added site
o Section 7.1.2 PCA Activation on a newly added site
o Section 7.1.3 Restart Process

o Section 7.1.4.2 System health check after Application Activation on SOAM servers

7.1.1 PCA Activation on an installed or upgraded system
Detailed steps are given in the procedure below.

Procedure 28: Verify PCA Activation Pre-Requisites

This procedure ensures that pre-requisites for activating PCA on an installed or upgraded system have been
fulfilled.

This Procedure does not require a Maintenance Window

*= g m-®»

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE COMPLETE THE TOPOLOGY CONFIGURATION OF ALL THE REQUIRED SOAM SERVERS
BEFORE CONTINUING THIS STEP. SEE [1] AND [2] FOR STEPS.

NOAM VIP: Check the | Navigate to Main Menu: Administration -> Software Management
software version on all -> Upgrade

servers.
Verify that the Upgrade ISO column shows the correct release number for all servers in the DSR
network.

NOTE: All servers in the network must be on the same DSR release when activating PCA.

NO_SG =~ BSBR_SG_sSiteA  DAMP_SG_SiteA  DAMP_SG_SiteB  S0_SG_SiteA  S50_SG_SiteB  S5BR_SG_SiteA

— Upgrade State OAM Max HA Role Server Role Function Application Version
lostname
Server Status Appl Max HA Role  Network Element Upgrade 150
) Ready Active Network OAME&P OAMEP 7.2.0.0.0-7217.0
MNOAMO1Resize
MIA MO_1030101

NOAM VIP: Check the | Navigate to Main Menu: Administration -> Software Management
Upgrade Acceptance -> Upgrade

status on all servers.
Verify that the Upgrade State column does not show "ACCEPT OR REJECT”.
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NOTE: Upgrade must be accepted on all servers before activating PCA.

NO_SG BSBR_SG_SiteA DAMP_SG_SiteA  DAMP_SG_SiteB  SO_SG_SiteA  SO_SG_SiteB = SSBR_SG_Sitt
Upgrade State OAM Max HA Role Server Role Function Application Version
Hostname
Server Status Appl Max HA Role  Network Element Upgrade ISO
_ Active Network OAM&P  OAMEP  7.20.00-72.17.0
NOAMO1Resize
NIA NO_1030101

If the Upgrade State is “ACCEPT OR REJECT”, follow the Installation Guide®or Upgrade
Guide!® (whichever applies) to accept the upgrade on all servers prior to activating PCA.

Procedure 29: PCA Activation on the entire network

w® mo- W»n

This procedure activates the PCA on complete system.

This Procedure does not require a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: - PLEASE COMPLETE THE TOPOLOGY CONFIGURATION OF ALL THE REQUIRED SOAM SERVERS
BEFORE CONTINUING THIS STEP. SEE [1] AND [2] FOR STEPS.

Verify configuration of
All SOAM servers

Before continuing all SOAM servers should be configured in the topology.

1. Log into the NOAM VIP GUI.
2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers are
configured and Application State is enabled.

Establish a secure shell
Session on the active
NOAM

Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
user “admusr”.

Use your SSH client to connect to the server (ex. Putty)

Note: you must consult your own software client's documentation to learn how to launch a
connection. For example:

# ssh <active NO XMI VIP Address>

PCA Application

Activation: Change
directory

Change to the following directory:

# cd /usr/TKLC/dsr/prod/maint/loaders/activate

PCA Activation:
Execute the PCA
application activation
script

# ./load.pcaActivationTopLevel

Note: - This command execution starts Activation on NOAM servers and All Active SOAM
servers.

Check log file /var/TKLC/log/pcaActivationTopLevel.log to see if there is any execution
failure.

If the activation fails, then execute the procedure in Section 7.2.2 to restore the system back to
state before start of activation.

PCA Application
Activation

Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
some time so that new changes can reflect.

Diameter Signaling Router 7.3

96 of 113

August 2016



Policy and Charging Application Configuration APPENDIX-A

(OPTIONAL): Clear | # clearCache

the Web Server cache

7.1.2 PCA Activation on a newly added site
Detailed steps are given in the procedure below.

THIS PROCEDURE NEEDS TO BE EXECUTED ONLY IF A NEW SITE IS ADDED TO AN EXISTING CONFIGURED SYSTEM.

This procedure activates the PCA on newly added site only. This section is only valid if system is already configured
and a new site is added to the system at a later stage. Skip this step if system is new for configuration.

Procedure 30: PCA Activation on newly added site

This procedure activates the PCA on a single site newly added to the DSR topology.

This Procedure does not require a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

w® m o= W»n

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Verify configuration of Before continuing all SOAM servers for the newly added site should be configured in the topology.

All SOAM servers for

the newly added site 1. Log into the NOAM VIP GUI.

2. Navigate Main Menu: Status & Manage -> Server. See all required SOAM servers for the
newly added site are configured and Application State is enabled.

Execute the activation For PCA activation on new site, the activation procedure needs to be executed from the NOAM.
procedure Execute the Procedures in Section 7.1.1.

7.1.3 Restart Process
Detailed steps are given in the procedure below.

Procedure 31: Restart Process

S | This procedure restarts the DSR and SBR application processes.

This Procedure needs to be performed in a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

=+ =g om o~

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE: If PCA Activation is being performed on a newly added site, this procedure is limited to the servers belonging to
that site only.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user
on the NOAM VIP “guiadmin”.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server

Process on DA-MP
Servers Select all the DA-MP servers and press Restart.

CAUTION:

If the DSR system is processing traffic other than PCA then DO NOT restart all
DA-MP servers simultaneously. Doing so will cause a network-wide outage.
Please follow the procedure listed in APPENDIX-B to restart the DA-MP
servers in a controlled order to minimize traffic loss.

NOAM VIP: Restart Navigate to Main Menu -> Status & Manage -> Server
Process on SBR
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Select all the SBR servers and press Restart.

u Servers

7.1.4 Post PCA Activation System Health Check

7.1.4.1 System health check after Application Activation on NOAM server
Detailed steps are given in the procedure below.

Procedure 32: Verification of application activation on NOAM Server

This procedure verifies the PCA application activation on NOAM Server.

= g m-W»

This Procedure does not require a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Active NOAM VIP:
Establish GUI Session
on the NOAM VIP

Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
“guiadmin”.

NOAM VIP: Verify that
the Resource Domain
Profile show the new
profile entries.

Verify that the Resource Domain Profile show the new profile entries.

Main Menu: Configuration -> Resource Domains [Insert]

Inserting a new Resource Domain

Resource Domain
Field Value

Resource Domain Name =
characters are alphanumeric and underscore]
Resource Domain Profile | - Select Resource Domain Profile - | = |« The Profile of this Resource Domain

Server Groups

Description

- SelectResource Domain Profile -
NOMNE

Policy Session

Policy Binding

Policy and Charging DRA

UTRFSTS

NOAM VIP: Verify that
the PCA specific KPIs
are shown.

Verify that KPIs menu shows the KPI tabs for PCA, SBR, SBR-Binding and SBR-Sessoin.

Main Menu: Status & Manage -> KPIs

Unique identifier used to label a Resource Domain. [Default = n/a. Range = A 1-32-cl

4 Entire-Hetwork Dsri0PcaBind-a Dsr70PcaBind-b Der7y0PcaDaMP-a

ComAgent | PCA SBR  SBR-Binding  SBR-Sessionll  Server

NOAM VIP: Verify that
the PCA specific
Measurement groups
are shown.

Verify that Measurement groups are shown for OC-DRA, P-DRA and PSBR.
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Main Menu: Measurements -> Report

Tue Au
Filter Info = Tasks -
Filter
Scope: |- Network Element- |v| |-Server Group- |»| |-Resource Domain- |~| |-Place- =

i [-Place Association - j Reset

Report: I — Group — |z| I —Interval - Reset
Column Filter: ComAgent Exception ﬂl
- ComAgent Performance [
| Time Range: |\ ALARM [2014 Jan Jo1 | 00 00 Reset |
’ OAM PERF
Go OAM SYSTEM

OC-DRA Congestion Excepfion
OC-DRA Diameter Exception
OC-DRA Diameter Usage
P-DRA Congestion Exception
P-DRA Diameter Exception
P-DRA Diameter Usage

SBR Audit

SBR Binding Exception

SBR Binding Performance
SBR Policy Session Exception
SBR Policy Session Performance
Server Exception

Sl NOAM VIP: Verify that
the Main Menu shows
the Policy and Charging
submenu.

Verify that Main Menu on Active NOAM shows the Policy and Charging and SBR submenus

with Configuration and Maintenance screens.

B & Configuration
. [ SBR Databa:
ing Plans
i L Data Mi
B & Maintenance
- || SBR Data
[l SBR Status

ration Plans

=JjGeneral Options

B Access Point Names

H & Policy DRA
. i |l PCRF Pools
B PCRF Sub-Pool 5
Bl Network-Wide Options

ction Rules
ﬁ Online Charging DRA
L B 0oCss

B Realms

ﬁ Metwork-Wide Options

sion State

larm Settings
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7.1.4.2 System health check after Application Activation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 33: Verification of application activation on SOAM Servers

This procedure verifies the activation of PCA on SOAM Servers.

This Procedure does not require a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

SOAM VIP: Establish Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user
GUI Session using “guiadmin”.

SOAM VIP

SOAM VIP: Verify that | Verify that the Policy and Charging folder appears on the Left Hand Menu:

the Policy and Charging ;
folder is visible in the B & SBR

Left Hand Menu H ' Configuration
SBR Databas
SBR Database Resizing Plans
SBR Data Migration Plans
H & Policy and Charging
A ' C c:ru’rlqur:moru
ral Options

5 Point Names
H ' Policy DRA
&
4 Binding Key Priorty
i PCRF Pools
§ PCRF Pool To PRT Mapping
i PCRF Sub-Pool Selection Rule
| Policy Clients
§ Suspect Binding Removal Rules
Site t_lpﬂnr'l

B Error Code
Alarm h--:—_-tt|r|c|5
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7.2 PCA FEATURE DEACTIVATION PROCEDURE

This section provides the detailed steps of the PCA Deactivation procedures.

The procedures in this section need to be executed in the following order:

e For PCA deactivation on the entire network
o Section 7.2.1 Pre PCA Deactivation Steps
o Section 7.2.2 PCA Deactivation Procedure
o Section 7.2.4 Post PCA Deactivation Steps
o Section 7.2.5 Post PCA Deactivation System Health Check

e For PCA deactivation on a site (in the case when the site is being decommissioned)
o Section 7.2.3 Site Specific PCA Deactivation Procedure
o Section 7.2.4 Post PCA Deactivation Steps

o Section 7.2.5.2 System health check after Application Deactivation on SOAM servers

7.2.1 Pre PCA Deactivation Steps

7.2.1.1 Verify and Deactivate the GLA application
Detailed steps are given in the procedure below.

Procedure 34: Verify and Deactivate GLA application

S | This procedure verifies that GLA is activated and then deactivates the GLA application.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ =g omo-

NOTE: - PLEASE VERIFY FIRST THAT GLA IS ACTIVATED IN STEPS 1-2 AND THEN EXECUTE THE STEPS 4-5 TO
DEACTIVATE THE GLA APPLICATION.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Maintenance ->
to Applications screen Applications

SOAM VIP: Verify the | Check the presence of GLA application. If GLA application record is present. It means GLA is
GLA application is activated on this system.

present. NOTE: - IF GLA RECORD IS NOT PRESENT ON THIS SCREEN, THEN SKIP
THE REMAINING STEPS IN THIS PROCEDURE.

SOAM VIP: Deactivate | If GLA record is present in the Applications screen. Then execute the steps to deactivate the
the GLA application. GLA application as per deactivation procedures defined in [8] .

SOAM VIP: Perform Repeat Step 1-4 on All Active SOAM servers.
steps on All Active
SOAM Servers
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7.2.1.2 Unconfigure PCA Functions
Detailed steps are given in the procedure below.

Procedure 35: Unconfigure PCA Functions (PDRA and OCDRA)

This procedure unconfigures the PCA Functions — Policy DRA and Online Charging DRA.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES.

= g m o= W

Unconfigure Policy DRA | Navigate to Main Menu: Policy and Charging -> Configuration -
> General Options

If Policy DRA is enabled, Execute the steps in Section 4.7 to unconfigure Policy DRA
Unconfigure Online Navigate to Main Menu: Policy and Charging -> Configuration -
Charging DRA > General Options

If Online Charging DRA is enabled, Execute the steps in Section 4.8 to unconfigure Online
Charging DRA

7.2.1.3 Disable Diameter Connections
Detailed steps are given in the procedure below.

Procedure 36: Disable Diameter Connections

S | This procedure disables the Diameter connections.

This Procedure does not require a Maintenance Window

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

w*x gomo-

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on all the Active SOAM by using the XMI VIP address. Login as user
on the SOAM VIP “guiadmin”.

SOAM VIP: Disable Navigate to Main Menu: Diameter -> Maintenance -> Connections
DSR connections.

Select all the PCA specific diameter connections and click disable or click
Disable All (if applicable). The Admin State of connections should be shown

as Disabled.

Main Menu; Diameter -> Maintenance - Connections @ te
Tue Jun 12 11:26:40 2012 UT

Connection Name MPServer . Admin | Operafional Operational Reason  ConnectionMode  LocalNode  Peer Node pemteh

Hostname | State Status Addresses

conn_af blade!2 Disabled |Unavailable Disahled Responder Only FDRA AF1

conn_peef blade!2 Disabled |Unavailable Disahled Responder Only FDRA PCEF1

SOAM VIP: Perform Repeat Steps 1 to 2 on All Active SOAM servers.
steps on All Active
SOAM Servers
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7.2.1.4 Disable Application
Detailed steps are given in the procedure below.

Procedure 37: Disable application

This procedure disables the PCA application.
This Procedure does not require a Maintenance Window
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.
on the SOAM VIP

= g m o= W

SOAM VIP: Navigate Navigate to Main Menu -> Diameter -> Maintenance ->
to Applications screen Applications

SOAM VIP: Disable Select the PCA row and press Disable.

the PCA application If there are multiple DA-MPs under this SOAM then there will be multiple entries of PCA in this

screen. Select all the entries and click Disable.

SOAM VIP: Verify that | Navigate to Main Menu -> Diameter -> Maintenance ->
the PCA application has | Applications

been Disabled.
Verify that the Application status has changed to Disabled.

Main Menu: Diameter -> Maintenance -> Applications & Helr
Tue Jun 12 06:33:59 2012 UTC
N MP Server N Operational - Congestion .
DSR Application Name Hostname Admin State Operational Reason Level Time of Last Update
PCA hladel2 Disabled Unavailable Mot Initialized Mormal 2012-Jun-12 06:33:43 UTC

SOAM VIP: Perform Repeat Steps 1 to 4 on All Active SOAM servers.
steps on All Active
SOAM Servers
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7.2.1.5 Remove DSR Configuration Data
Detailed steps are given in the procedure below.

Procedure 38: Remove DSR configuration data

= g mo=-

This procedure removes the DSR configuration data.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

NOTE:-

A.)) PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON THIS
SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-ACTIVATION.

Establish GUI Session
on the SOAM VIP

Establish a GUI session on the SOAM by using the XMI VIP address. Login as user “guiadmin”.

SOAM VIP: Remove
Application Routing
Rules.

Main Menu: Diameter -> Configuration -> Application
Routing Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Peer Routing Rules.

Main Menu: Diameter -> Configuration -> Peer Routing
Rules

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Route Lists

Main Menu: Diameter -> Configuration -> Route Lists

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Route Groups

Main Menu: Diameter -> Configuration -> Route Groups

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Connections.

Main Menu: Diameter -> Configuration -> Connections

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Peer Nodes.

Main Menu: Diameter -> Configuration -> Peer Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
Local Nodes.

Main Menu: Diameter -> Configuration -> Local Nodes

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
CEX Configuration Sets

Main Menu: Diameter -> Configuration -> Configuration
Sets -> CEX Configuration Sets

Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove
CEX Parameters.

Main Menu: Diameter -> Configuration -> CEX Parameters.
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Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Remove Main Menu: Diameter -> Configuration -> Application Ids

Application IDs . ) . ) )
Select and delete the PCA specific or the complete configuration data (as applicable) from this
screen.

SOAM VIP: Perform Repeat Steps 1 to 11 on All Active SOAM servers.
steps on All Active
SOAM Servers

7.2.2 PCA Deactivation Procedure
Detailed steps are given in the procedure below.

Procedure 39: PCA Application Deactivation

S | This procedure deactivates the PCA application.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#
Establish a secure shell | Establish a secure shell session on the active NOAM by using the XMI VIP address. Login as
Session on the active user “admusr”.
NOAM

Use your SSH client to connect to the server (ex. putty)

Note: you must consult your own software client’s documentation to learn how to launch a
connection. For example:

# ssh <active NO XMI IP Address>

PCA Deactivation: Change to the following directory:
h i
Change directory # cd /usr/TKLC/dsr/prod/maint/loaders/deactivate

PCA Deactivation: # ./load.pcaDeactivationTopLevel

Execute the PCA . . ) - . .
application deactivation Note: - This command execution will starts Deactivation on Active NOAM and All Active SOAM

script servers.
Check log file /var/TKLC/log/pcaDeactivationTopLevel.log to see if there is any execution
failure.
PCA Deactivation Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
[OPTIONAL]: Clear some time so that new changes can reflect.

the Web Server cache # clearCache
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7.2.3 Site Specific PCA Deactivation Procedure
THIS SECTION NEEDS TO BE EXECUTED WHEN PCA NEEDS TO BE DEACTIVATED FROM A PARTICULAR SITE.
Detailed steps are given below.

Procedure 40: PCA Application Deactivation on a particular site.

S | This procedure deactivates the PCA application on a particular site.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#
Establish a secure shell Establish a secure shell session on the active SOAM by using the XMI VIP address. Login as
Session on the active user “admusr”.

SOAM or on which
deactivation is required. Use your SSH client to connect to the server (ex. putty)

Note: you must consult your own software client’s documentation to learn how to launch a
connection. For example:

# ssh <active SO XMI IP Address>

PCA Deactivation: Change to the following directory:
h irect
Change directory # cd /usr/TKLC/dsr/prod/maint/loaders/deactivate

PCA Deactivation: # ./load.pcaDeactivateBscoped

Execute the PCA . ) . _— .
application deactivation | Note: - This command execution will start Deactivation on selected active SOAM server.

script
P Check log file /var/TKLC/log/pcaDeactivateBscoped.log to see if there is any execution
failure.
PCA Deactivation Delete all GUI cache files on active SOAM and NOAM for quick view of changes or wait for
[OPTIONAL]: Clear some time so that new changes can reflect.

the Web Server cache # clearCache
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7.2.4 Post PCA Deactivation Steps

IF PCA DEACTIVATION IS BEING PERFORMED ON A SINGLE SITE, THE PROCEDURES IN THIS SECTION APPLY TO
THE SERVERS BELONGING TO THAT SITE ONLY.

7.2.4.1 Move Policy and Charging SBR Servers to OOS State
Detailed steps are given in the procedure below.

Procedure 41: Move Policy and Charging SBR Servers to OOS State

This procedure puts all the MP Servers in Policy and Charging SBR Server Groups in OOS.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

*= g m-W»

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Navigate Navigate to Main Menu: Status & Manage -> HA

to HA screen . . .
Edit the Servers from list created in Step 3. Change the value of “Max Allowed HA Role” to

00s.

7.2.4.2 Remove Policy and Charging SBR Servers from Server Groups
Detailed steps are given in the procedure below.

Procedure 42: Remove Policy and Charging SBR Servers from Server Groups

This procedure removes all the MP Servers in Policy and Charging SBR Server Groups from their respective
Server Groups.

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

== gm0

PREREQUISITE: PREVIOUS PROCEDURE HAS BEEN EXECUTED.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
screen

NOAM VIP: Find the Find the Servers with Function as “Policy and Charging SBR”.
Server List

NOAM VIP: Edit the Navigate to Main Menu: Configuration -> Server Groups
Server Groups.
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Edit the Server Group with “Policy and Charging SBR” function and remove the servers from it.

Repeat the steps with all server groups with “Policy and Charging SBR” function.

7.2.4.3 Delete Server Groups related to Policy and Charging SBR
Detailed steps are given in the procedure below.

Procedure 43: Delete Server Groups related to Policy and Charging SBR

This procedure removes the Server Groups related to Policy and Charging SBR.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

= g m o= W

PREREQUISITE: PREVIOUS PROCEDURE HAS BEEN EXECUTED.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Configuration -> Server Groups
to Server Groups
Screen

NOAM VIP: Remove Remove the Server Groups which has Function value “Policy and Charging SBR”.

Server Groups
Resource Domains

7.2.4.4 Remove Place Configuration Data
Detailed steps are given in the procedure below.

Procedure 44: Remove Place configuration data

S | This procedure removes the Place configuration data.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

=+ g omo-

NOTE: - PLEASE DON'T EXECUTE THIS STEP IF YOU ARE GOING TO ACTIVATE PCA AGAIN ON
THIS SYSTEM AND YOU WANT TO RE-USE THE CONFIGURATION DATA AFTER RE-
ACTIVATION.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Remove Main Menu: Configuration -> Places
all the data from Place

screen as mentioned. ) )
Edit the Places and Remove Servers from it.

7.2.4.5 Reboot the Servers
Detailed steps are given in the procedure below.

Procedure 45: Reboot the Servers

S | This procedure removes the merge data from Servers by rebooting them.
T

Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
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SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

Establish GUI Session Establish a GUI session on the NOAM by using the XMI VIP address. Login as user “guiadmin”.
on the NOAM VIP

NOAM VIP: Navigate Navigate to Main Menu: Status & Manage -> Server
to Server Groups
Screen

NOAM VIP: Reboot Reboots all the relevant servers.
the Servers. Select all the MP servers having Function “Policy and Charging SBR” and click Reboot.
Select all the DA-MP servers running PCA and click Reboot.

CAUTION:

If the DSR system is processing traffic other than PCA then DO NOT reboot all
DA-MP servers simultaneously. Doing so will cause a network-wide outage.
Please follow the procedure listed in APPENDIX-B to reboot the DA-MP
servers in a controlled order to minimize traffic loss.

Select all the SOAM Servers belonging to sites running PCA and click reboot.
Select all NOAM servers except the Active NOAM and click reboot.
Select the Active NOAM server and click Reboot.

After rebooting the Active NOAM Server the GUI will go away. Please Establish a GUI session
on the NOAM by using the XMI VIP address. Login as user “guiadmin” after some time.

7.2.5 Post PCA Deactivation System Health Check

7.2.5.1 System health check after PCA Deactivation on NOAM server
Detailed steps are given in the procedure below.

Procedure 46: Verification of application deactivation on NOAM Server

S | This procedure verifies the PCA application deactivation on NOAM Server.
Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

w*x g omo-

Active NOAM VIP: Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
Establish GUI Session “guiadmin”.
on the NOAM VIP

NOAM VIP: Verify that | Verify that the Resource Domain Profile drop down doesn’t show the profile entries of “Policy
the Resource Domain Session” and “Policy Binding”.

Profile doesn’t show the . . . .
profile entries of Binding Main Menu: Configuration -> Resource Domains [Insert]

and Session Profiles.

Inserting a new Resource Domain

Resource Domain

Field Value Description

Reszource Damain I— . Unigue identifier used ta label a Resource Domain. [Defau
Mame =tring. Valid characters are alphanumetric and underscare ]
E;aosrﬁ:rce DEGET || Select Resource Domain Profile - % |+ The Profile of this Resource Dormain

NOAM VIP: Verify that | Verify that KPIs menu don’t show the KPI tabs for PCA, SBR, SBR-Binding and SBR-Session.

Diameter Signaling Router 7.3 109 of 113 August 2016



Policy and Charging Application Configuration APPENDIX-A

the KPls are not shown | Main Menu: Status & Manage -> KPIs
for PCA, SBR, SBR-

Binding and SBR- Tk o

Session.

NO_1030302 hladels hlade0& hlade0s

Server Comagent | |

NOAM VIP: Verify that | Verify that Measurement groups are not shown for OC-DRA, P-DRA and SBR.
the Measurement

groups are not shown Main Menu: Measurements - Report
for OC-DRA, P-DRA
and SBR Filter = Tasks =

Filter

|Scupe: |— Metwork Element -« |— Server Group - ¥ |— Fes

Repolt: | — Group — v | | F

L — Group —

Time |Rs Comagent Exception |
— Comagent Performance

Server Exception

NOAM VIP: Verify that | Verify that Main Menu on Active NOAM doesn’t show the Policy and Charging submenu.
the Main Menu don’t
show the
Policy and Charging
submenu.

7.2.5.2 System health check after Application Deactivation on SOAM servers
Detailed steps are given in the procedure below.

Procedure 47: Verification of application deactivation on SOAM Servers

S | This procedure verifies the PCA application deactivation on SOAM Servers.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#
SOAM VIP: Establish Establish a GUI session on the Active SOAM by using the XMI VIP address. Login as user
GUI Session on the “guiadmin”.
SOAM VIP

SOAM VIP: Verify that | Verify that the Policy and Charging folder does not appear on the Left Hand Menu:
the Policy and Charging
folder is not visible in the
Left Hand Menu
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ation

L NConfigurationt

SOAM VIP: Verify that | Verify that the Diameter maintenance application menu do not show the entry of PCA
the Diameter application

maintenance application Main Menu: Diameter -> Maintenance -> Applications
menu do not show the Tue Jul 03 3

entry of PCA application

DSR Application Name w:sﬁfm; Admin State g:;iraational Operational Reason (Lieo::gestioll Time of Last Update
SOAM VIP: Verify Repeat Steps 1 to 3 on All Active SOAM servers.

PCA application on All
Active SOAM servers
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8.0APPENDIX-B

This section has the procedure to restart DA-MP servers on a running DSR system such that the traffic
loss is confined.

Procedure 48: Restarting DA-MP servers on a running DSR system

S | This procedure restarts the DA-MP servers in a specific order so that the traffic loss is minimized.

T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.

E

P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.

#
NOAM VIP: Establish Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
GUI Session on the “guiadmin”.
NOAM VIP
Select a DSR site Chose a DSR site where the DA-MP servers will be restarted.
SOAM VIP: Identify Establish a GUI session on the Active SOAM of the site chosen in Step 2 by using the XMl VIP
the DA-MP Leader address. Login as user “guiadmin”.

Navigate to Main Menu: Diameter -> Maintenance -> DA-MPs

Locate and note the MP Server hostname for which the value in the “MP Leader” column is set
to yes.

NOAM VIP: Restarta | Navigate to Main Menu: Status & Manage -> Server

set of DA-MP servers ) ) ) N
Select a set of DA-MP servers in the site chosen in Step 2 such that the remaining DA-MP

servers in the site are able to handle the additional traffic when the selected DA-MP servers are
restarted.

Click Restart.

NOTE: The DA-MP Leader loacted in step 3 must be included in the last set of DA-MP servers
to be restarted to minimize DA-MP Leader switches.

NOAM VIP:; Restart Repeat Step 4 for the next set of DA-MP servers until all DA-MP servers in the site chosen in
next set of DA-MP step 2 have been restarted.

servers

NOAM VIP: Repeat for | Repeat Steps 2 to 5 for all DSR sites.

all DSR Sites

Procedure 49: Rebooting DA-MP servers on a running DSR system

S | This procedure reboots the DA-MP servers in a specific order so that the traffic loss is minimized.
T Check off (V) each step as it is completed. Boxes have been provided for this purpose under each step number.
E
P SHOULD THIS PROCEDURE FAIL, CONTACT ORACLE TECHNICAL SERVICES AND ASK FOR ORACLE TAC.
#
NOAM VIP: Establish Establish a GUI session on the Active NOAM by using the XMI VIP address. Login as user
GUI Session on the “guiadmin”.
NOAM VIP
NOAM VIP: Select a Chose a DSR site where the DA-MP servers will be rebooted.
DSR site
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SOAM VIP: Identify Establish a GUI session on the Active SOAM of the site chosen in Step 2 by using the XMI VIP
the DA-MP Leader address. Login as user “guiadmin”.

Navigate to Main Menu: Diameter -> Maintenance -> DA-MPs

Locate and note the MP Server hostname for which the value in the “MP Leader” column is set
to yes.

NOAM VIP: Restart a Navigate to Main Menu: Status & Manage -> Server

set of DA-MP servers ) ) ) o
Select a set of DA-MP servers in the site chosen in Step 2 such that the remaining DA-MP

servers in the site are able to handle the additional traffic when the selected DA-MP servers are
restarted.

Click Reboot.

NOTE: The DA-MP Leader loacted in step 3 must be included in the last set of DA-MP servers
to be rebooted to minimize DA-MP Leader switches.

NOAM VIP; Restart Repeat Step 4 for the next set of DA-MP servers until all DA-MP servers in the site chosen in
next set of DA-MP step 2 have been restarted.
servers

NOAM VIP: Repeat for | Repeat Steps 2 to 5 for all DSR sites.
all DSR Sites
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