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Preface

This guide describes how to manage an Oracle Private Cloud Appliance (PCA) using
Oracle Enterprise Manager Cloud Control 13c. This document provides detailed steps
required to install and configure an Enterprise Manager agent and its related artifacts
to manage and monitor an Oracle PCA.

Audience

This document is intended for Oracle Private Cloud Appliance customers, system
administrators and data center administrators who are interested in managing their
PCA using Oracle Enterprise Manager Cloud Control 13c.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. conl pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. con pl s/
t opi ¢/ | ookup?ct x=acc& d=i nfo orvisithttp://ww. oracl e. cont pl s/

t opi ¢/ | ookup?ct x=acc& d=t r s if you are hearing impaired.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's Changed

This table provides a brief overview of the document changes for the latest publication
of the Oracle® Enterprise Manager Cloud Control Monitoring an Oracle Private Cloud

Appliance:
Part Number Change Summary
E73613-01 Initial release in support of Enterprise Manager Cloud Control 13¢

Release 13.2.0.1.0.
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Introduction to the Oracle PCA Plug-in

This chapter provides a general overview of the Oracle Private Cloud Appliance
(PCA) plug-in, including supported hardware and software.

The following topics are discussed:

e About the Oracle Private Cloud Appliance
¢  About the Oracle Virtualization Plug-in

®  Oracle Private Cloud Appliance Features
* Supported Hardware

e Supported Software

1.1 About the Oracle Private Cloud Appliance

About PCA

Oracle Private Cloud Appliance (PCA) is an integrated, "wire once," software-defined
converged infrastructure system designed for rapid deployment of private cloud at
industry-leading price point.

The Oracle PCA supports a large range of mixed workloads hosted in a converged
server, network, and storage environment to enable general purpose, business-, and
mission-critical application deployments in medium-to-large data centers.

With Oracle Enterprise Manager 13c, the Private Cloud Appliance is transformed into
a powerful Cloud Services delivery platform and provides a simple path from on-
premise to Oracle Cloud.

1.2 About the Oracle Virtualization Plug-in

The Enterprise Manager for Oracle Virtualization (VT) plug-in has been extended to
support monitoring and management of the Oracle PCA Racks by Enterprise
Manager. Through Enterprise Manager Cloud Control, you can monitor the various
hardware components of the Oracle PCA rack (such as compute nodes, InfiniBand
switches, and so forth).
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Oracle Private Cloud Appliance Features

1.3 Oracle Private Cloud Appliance Features

Oracle PCA Features

"Turnkey" converged infrastructure solution automates hardware and
software deployment with Oracle Private Cloud Appliance controller
software.

Easy private cloud deployment ranging from IaaS to DBaaS by adding
Oracle Enterprise Manager 13c.

Support for Oracle VM Templates enables deployment of ready-to-run VMs
containing applications in minutes or hours, not days.

Oracle SDN software reduces operational complexity by enabling software-
defined infrastructure in a "wire-once" system.

Saving hundreds of hours of installation and configuration time.

Faster Time-to-Market at industry-leading price point.

Reduced risks by running Microsoft Windows, Linux and Oracle Solaris
workloads on one system.

Efficient Oracle software licensing based on what you use, not on the
system's total capacity.

Lowered acquisition, deployment and operational costs.

Innovative converged infrastructure solution from a single vendor allows
for superior ease-of-purchase, product integration, simplified management
and single point of contact for support.

3INVITddY ANOTD LVAING
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1.4 Supported Hardware

You can use the Oracle VT plug-in to monitor the performance of a wide variety of
Oracle PCA targets, including:

¢ Base rack. The Oracle PCA is composed of the following components:
- 2to 25 compute nodes.
- 2 management nodes.
— 2 NM2-36 Sun InfiniBand Switches.

— 2 ES1-24 Ethernet switches.
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Supported Software

Note: These switches are part of the Opus Switches family. The factory ILOM
version is not supported by the system infrastructure plug-in. Until it is
updated to the most recent version, the PCA Plug-in supports only Up/Down
status monitoring.

— 2 Fabric Interconnect switches.

Note: These are Xsigo Switches and support for complete monitoring and
configuration is not yet supported by the System Infrastructure Plug-in. The
PCA Plug-in supports only Up/Down status monitoring.

— 1 Oracle ZFS Storage Appliance ZS3-ES.

Compute nodes. The base rack can support a maximum of 25 compute nodes. The
base rack supports mixing of compute nodes from the following Oracle Servers:

- X6-2
- X5-2.
- X4-2.
- X3-2.

Virtual networking. Each Private Cloud Appliance hardware configuration
contains the following multiple redundant components that serve as gateways to
the data center's Ethernet network:

— QDR InfiniBand switches.
—  Oracle Fabric Interconnect systems.

Integrated storage. Oracle Private Cloud Appliance features a fully integrated,
enterprise-grade Oracle ZFS Storage ZS3-ES for centrally storing the management
environment as well as providing data storage for VMs.

The storage capacity of Private Cloud Appliance can be expanded beyond the
internal, included storage, to external data center racks containing Oracle ZFS
Storage Appliance or supported storage available from other storage vendors.

1.5 Supported Software

The following software, included with the Private Cloud Appliance, enable scalability,
software-defined virtual networking, and GUI-based management:

Oracle VM. Oracle VM application-driven server virtualization is designed to be
highly scalable and built to enable rapid application deployment. Oracle VM
supports up to 128 vCPUs and a variety of guest OSes such as Linux, Oracle
Solaris, and Microsoft Windows. Oracle VM is also optimized to accelerate
applications deployments.

Oracle SDN software: Oracle SDN dynamically connects servers to networks and
storage. It eliminates the physical storage and networking cards found in every
server and replaces them with virtual network interface cards (vNICs) and virtual
host bus adapters (VHBAs) that can be deployed on the fly. Applications and
operating systems see these virtual resources exactly as they would see their
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Prerequisites

physical counterparts. Oracle Virtual Networking simplifies complex data center
deployments with a wire-once solution and simple software-defined network
configurations.

e Oracle Private Cloud Appliance controller software: The controller software
allows users to manage and monitor the systems hardware, perform software
upgrades, create and manage virtual resources (virtual servers, virtual networks,
and storage), and monitor utilization of all system resources in real-time. The
controller software runs on two dedicated management nodes that are configured
for high availability with automatic failover in the event of a failure. It is
accessible via a GUI dashboard

1.6 Prerequisites

Ensure that the following prerequisites have been met before continuing:

® The Oracle Private Cloud Appliance (PCA) controller software should be version
2.1.1 or later.

* The ILOM version of the management nodes, compute nodes, InfiniBand switches
and Oracle ZFS Storage Appliance should be version 3.1 or later.

¢ The agent needs to be installed on the management node on shared storage
according to instructions, so that failover capability can be utilized. See Installing
the Management Agent on Oracle PCA for details.
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Discovering the Oracle Private Cloud
Appliance

This chapter provides instructions for discovery of the Oracle Private Cloud Appliance
(PCA) through Enterprise Manager Cloud Control 13c.

The following topics are provided:

¢ Installing the Management Agent on Oracle PCA

* Discovering the Oracle PCA in Enterprise Manager
* Registering Oracle VM Manager

* Removing the Oracle PCA Target from Enterprise Manager

2.1 Installing the Management Agent on Oracle PCA

Before discovering the Oracle PCA in Enterprise Manager, you must first prepare the
PCA and install a Management Agent. Follow the steps below to properly configure
your Oracle PCA:

1. Change the or acl e user password to a known password on both management
nodes of the PCA Rack:

# passwd oracle

2. Verify the VIP and public Enterprise Manager IP are in the / et ¢/ host s file on
both management nodes and on the Enterprise Manager Host:

YOUR. VI P vi p-host 1. exanpl e. com vcal-vip-vip
YOUR EM P em host 1. exanpl e. com enD1

3. On an the active management node, create an agent directory on the shared NFS
directory:

# nmkdir /nfs/shared_storage/ oemagent
# chown oracle !'$
# chgrp dba !'$

4. Open an Enterprise Manager agent port in the firewall by running the following
command. Make sure you choose the same port while pushing the agent in step 5:

# iptables -AINPUT -mstate --state NEW-mtcp -p tcp --dport <agent_port> -j
ACCEPT

# service iptables save

# service iptables restart
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Installing the Management Agent on Oracle PCA

Note:

* By default, the Enterprise Manager agent port 3872 is pre-populated by
PCA software. If you use this default Enterprise Manager agent port 3872
for pushing the agent, then this step is not needed.

* However, if the non-default port is used for Enterprise Manager agent,
the steps do need to be executed on passive management node.

e If the agent port is different to the default port (3872), you must configure
the firewall for that particular port, as 3872 is set by default in the PCA
management node setup.

5. Push the Management Agent from the OMS. From Enterprise Manager Cloud
Control:

a. From the Setup menu, select Add Target, then select Add Targets Manually.

b. In the Add Host Targets area of the Add Targets Manually page, click Install
Agent on Host. The Add Host wizard will begin.

c. Add a Host and Platform. On this page, click Add and select Manually. Enter a
host name (fully qualified) in the Host field. This name should be the fully
qualified virtual IP host name of the PCA rack for deploying the agent. Select
Linux x86-64 from the Platform drop-down menu. Figure 2-1 shows an
example:

Figure 2-1 Add Host Target: Host and Platform

Add Target
L]
Host and Platform Installation Details
Add Host Targets: Host and Platform Step1of3 Mext  Cancel

This wizard enables you fo install Management Agents on unmanaged hosts, thereby converting them to managed hosts, Enter a sesslon name, and validate (or add) the hosts
and their platforms on which you want to ingtall the Management Agent.

" Session Mame ADD_HOST_SYSMAN_Nov_17_2015_0:38:17_AM_PST

) Agent Software Options

4= add v I Remove Platform  Same for All Hosts -
Host Platform
hosﬂ.example.com Linux x86-64 |L

the platiorm of the OMS host

TP The target host's platform is def
- The &

based on a combination of factors, including hints re
ult is a su fi ils

nimend you to check the platforn

":/ IP Ifthe platiorm name is appended with "Agent Software Unavailable®, then download the software for that platform using Self Update
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Installing the Management Agent on Oracle PCA

Note:

The target host's platform is defaulted based on a combination of factors,
including hints received from automated discovery and the platform of the
OMS host. The default is a suggestion; however, you should check the
platform details before processing to the next step.

If the platform name is appended with "Agent Software Unavailable," then
download the software for that platform using Enterprise Manager's Self
Update feature.

Click Next.
. On the Installation Details page (Figure 2-2), enter the following information:
e Installation Base Directory: / nf s/ shar ed_st or age/ oemagent

e Instance Directory: / nf s/ shar ed_st or age/ oemagent / agent _i nst
(This value is automatically completed based on the Installation Base
Directory input.)

e Named Credential: <agent _user nane>

Note:

If this is the first time you are adding a credential, an add icon (%) appears.
Click this icon for a dialogue box that prompts for the credentials of the agent
user (or acl e /password for example).

Create a Named Credential for the or acl e user with the password you set in
step 1 above.

Once created, that credential and any other credentials that have already been
added to Enterprise Manager will be available for selection. For an existing
installation of an Enterprise Manager, a user may already have the necessary
credentials available for selection for Oracle PCA discovery.

* Privileged Delegation Setting: Leave the default. By default, this field is
populated with / usr/ bi n/ sudo -u Y%RUNAS% %COMVANDYo

e Port: By default, this field is populated with 3872
e Preinstallation Script: Leave this field blank.
e Postinstallation Script: Leave this field blank.

e Additional Parameters: Leave this field blank.
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Installing the Management Agent on Oracle PCA

Figure 2-2 Add Host Targets: Installation Details

Add Target
O e
Host and Platform Installation Details Review
Add Host Targets: Installation Details Back StepZof3 Mext  Cancel

On this screen, select each row from the following table and provide the instaliation details in the Instaliation Details section.
} Deployment Type: Fresh Agent Install

Agent Software

Platform Version Hosts Mandatory Inputs
Linux xB6-64 13.1.0.00 hast example.com B
Linux x86-64: Agent Installation Details
* Installation Base Directory Infelzhared_storage/oamagent
" Instance Directory  nfe/shared_storageloemagentiagent_inst
* Named Credential <agent_usemame> || op
Privileged Delegation Sefting  jyspiocalibin/sudo -u %RUNASS: 3% COMMANDS

Port 3372

¥ Optional Details

Once the fields are complete, click Next.

e. On the Review page, review the details of the host information. Click Deploy
Agent.

6. Run the privileged agent scripts on the active node:

# cd /u01/oemagent -or- cd /nfs/shared_storage/ oemagent
#./agent _13.2.0.0.0/root. sh
# /u01/ app/ oral nvent ory/ or ai nst Root . sh

Note: If the EM agent has not been configured with sudo permissions then
you must run this script.

7. On the active management node, set the emd property Agent Li st enOnAl | NI Cs
to false by running following command with the agent user (i.e., or acl e):

<Agent _BASE_DI R>/ agent _i nst/bin/entt| setproperty agent -name
"Agent Li stenOnAl | NI Cs" -val ue "fal se"

8. Copy the following agent installation files to the passive management node
(ovcamOQ6r 1 is passive in this example):

# scp /etc/init.d/gcstartup root @vcamO6r1:/etc/init.d/
# rsync -og /etc/oragchonelist root@vcamO06r1:/etc/oragchoneli st
# rsync -rog /u0l1/app/oralnventory/ oracle@vcamO6r1:/u0l/app/ oral nventory/

9. On the active management node, remove all gc r c. d links (no startup of agent on
startup):

# for x in “find /etc/rc.*/rc* | grep gestart™; do rm $x; done
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Discovering the Oracle PCA in Enterprise Manager

10. Restart the Enterprise Manager agent on the active management node as r oot
from the startup script or as or acl e from the agent's enct| command:

# letclinit.d/gcstartup stop
# letclinit.d/gcstartup start

or

% / nf s/ shared_st orage/ oenagent / agent _i nst/bi n/enct| stop agent
% / nfs/ shared_storage/ oemagent / agent _i nst/bin/enct| start agent

2.2 Discovering the Oracle PCA in Enterprise Manager

The steps below provide the prerequisites and instructions to discover an Oracle
Private Cloud Appliance (PCA) target in Enterprise Manager Cloud Control:

1. From the Setup menu, select Add Targets, and then select Add Targets Manually
(Figure 2-3):

Figure 2-3 Add Targets Manually Menu

Initial Setup Console

Configure Auto Discovery Add Target »
Auto Discovery Results Extensibility L
Add Targets Manually I,\\, Proxy Settings »
Group Security »
Cynamic Group Incidents L
Administration Groups Motifications g
Generic System Cloud L
Redundancy System Provisioning and Patching bk
Generic Senvice My Oracle Support L

Middleware Management Pk
Manage Cloud Contral b
Command Line Interface

Management Packs bk

2. On the Add Targets Manually page (Figure 2-4), click Add Targets Using Guided
Process.
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Discovering the Oracle PCA in Enterprise Manager

Figure 2-4 Add Targets Manually

Add Targets Manually

) Overview

Add Host Targets

N

|E Install Agent on Host

EE Install Agent Results

Add Host targets by installing an agent
using remote installation process. View
status of past Agent installations.

Add Non-Host Targets
Using Guided Process

&, Add Using Guided Process

Run guided discovery on a hostto find
manageable targets. Choose to promote
some or all discovered targets to become
managed.

Add Non-Host Targets
Using Declarative Process

& \]
4

/’ Add Target Declaratively

Addtargets by explicitly specifying
monitoring properties.

On the Add Using Guided Process window, select Private Cloud Appliance. Click

Add (Figure 2-5) to begin the discovery wizard.

Figure 2-5 Select Private Cloud Appliance

Add Using Guided Process

Guided
Discovery

Guided Discovery
Oracle Directory Server Enterprise Edition

Oracle Exadata Database Machine

Oracle Fusion Middleware/WeblLogic Domain
Oracle GlassFish Domain

Oracle SuperCluster

Oracle Virtual Platform

Private Cloud Appliance

Recaovery Appliance

Standalone Oracle HTTP Server

Systems Infrastructure Cisco Switch
Systems Infrastructure Oracle InfiniBand Switch
Systems Infrastructure POU

Systems Infrastructure Rack

Systems Infrastructure Server ILOM

Discovered Target
Types

Discovered Target Types
Oracle Directory Server Enterprise Edition Server, Dir...

Oracle Exadata Database Machine, Oracle Engineer...
Oracle WebLogic Domain

Oracle GlassFish Domain

Oracle Exadata Storage Server, Systems Infrastructur...
Oracle Virtual Platform

Systems Infrastructure Switch, Systems Infrastructur...
Recaovery Appliance

Oracle HTTP Server

Systems Infrastructure Cisco Switch

Systems Infrastructure Oracle InfiniBand Switch
Systems Infrastructure POU

Systems Infrastructure Rack

Systems Infrastructure Server ILOM
Cancel

m

On the Discovery Inputs page (Figure 2-6), you will need to enter the Monitoring

Agent host location.
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Discovering the Oracle PCA in Enterprise Manager

Figure 2-6 PCA Discovery Wizard: Discovery Input

@
Discovery Input Discovery
Prerequisites
Private Cloud Appliance Discovery Wizard: Discovery Input Step10of5 MNext Cancel

Select an Enterprise Manager Agent with access to Private Cloud Appliance Engineered system. The agent will communicate
with the Management Mode Host of the Private Cloud Appliance Engineered System to discover all supported targets in the
system.

* Monitoring Agent o,

Click the Search icon to display the Select Discovery Agent pop-up window:

Figure 2-7 Select Discovery Agent

Select Discovery Agent b4

4 Search

Target Hame

Search
Target Name Status
pcal example.com: 3378 1@
poal.example.com:1728 1

Mode Single Select

Select Cancel

Select the URL from the available list. Once you select the URL, the Management
Agent field on the Discovery Input page should auto-populate with the required
information.

Click Next.

5. On the Discovery Prerequisites page (Figure 2-8), a series of checks are conducted
automatically. Any errors returned must be resolved before continuing.
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Discovering the Oracle PCA in Enterprise Manager

Figure 2-8 PCA Discovery Wizard: Discovery Prerequisites

Discovery Input Discovery Discovered Targets
Prerequisites

Private Cloud Appliance Discovery Wizard: Discovery Prerequisites Back StepZof5 Next Reload  Cancel

Private Cloud Appliance prerequisites check information table. ERROR severnty messages have to be resolved before being able to proceed with the discovery.
(# TIP Click Reload to execute prarequisites check again,

Severity Message

[i ] Discovered Engineered System Privale Cloud Appliance hostl example.com.
i} Discovered Engineerad System Rack PCA Rack host, example,com,
Li ] Total 17 targets were discovered

Note:

If you get error severity messages, you must resolve the errors then click
Reload to run the prerequisites check again.

Click Next.

A confirmation pop-up window (Figure 2-9) will appear to show how many targets
to be discovered:

Figure 2-9 Confirmation Window

& Confirmation

Private Cloud Appliance Engineered System Discovery -
Completed Successfully

Discovery completed. 16 targets found.

Close

Click Close to continue.

6. On the Discovered Targets page (Figure 2-10), select the targets you want included
in the discovered PCA rack. By default, all available targets are pre-selected.
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Discovering the Oracle PCA in Enterprise Manager

Figure 2-10 PCA Discovery Wizard: Discovered Targets

Discovered Targets

Dizcovery input

Ty
Praraguisites

¥ TIP Al decovered components are pre-sslectad by defsult

4 Management Nodes

Select Rack Name

7l PCARack hosti.example.com
) PCA Rack hostl example.com
4 Compute Nodes

Select Rack Nama

v PCA Rack host_axampla com
7 PCA Rack hostl axample.com
= FCA Rack host example.com
7 PCA Rack hos! example com
&l PCA Rack host example com
7 PCA Rack hostl_example_com

4 Ethernet Switches
Select Rack Name

¥ PCA Rack hostl_sxample.com
4 Fabric Interconnect Switches

Select Rack Name

Monitoring Credentials

Private Cloud Appliance Discovery Wizard: Discovered Targets

Name
e Mastl axampla.com

ilom2Mmosti . example.com

Name

ilom-cn12/hostl_example.com
ilom-cn11fhostl example.com
lorkcn10Mmost example com
ilom-cn0aihost! example. com
ilom-cnOeihaostl example com

Hemm-en07ihostl example.com

Name

ethernet! host1 example .com

Name

Back Step3ofS Mext Cancel

List of all fargets discoverad in the Private Cloud Appliance Engineered System. Please uncheck the targets, that are to be ignored by this discovery wizard

v PCA Rack hostl_axampla.com fabric1/host1.example.com
] PCA Rack host! axampla com fabric2/host . example.com
Click Next.

On the Monitoring Credentials page, the credentials must be set for each
component in the Oracle PCA rack. A red status flag is shown for all components
where the credentials are not set.

For each component type, click the Edit icon. In the Monitoring Credentials pop-up
(Figure 2-11), enter the user name and password for each component in the Oracle
PCA rack:

Figure 2-11 Component Monitoring Credentials

ilom1/pcal.example.com Monitoring Credentials x
Use same credentials for all Management Nodes targets Save Cancel

Credential type ILOM S5H Credentials |z|
* Username

* password

* Confirm Password
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Discovering the Oracle PCA in Enterprise Manager

Note:

For the InfiniBand Switch, enter public in the Community String mandatory
field input.

You can select Use same credentials for all in the credential's edit dialog to use the
same credentials for all targets of the type. Figure 2-12 shows an example of the
Monitoring Credentials page with all credentials set:

Figure 2-12 PCA Discovery Wizard: Monitoring Credentials

L) L) L [ ]
Discovery Input Discovary Discovered Targets Monitoring System Roview
Prerequisites Credentials
Private Cloud Appliance Discovery Wizard: Monitoring Credentials Back Step4of5 Mext  Cancel

Provide menitonng credentials o enable mendtaning of the targets

,‘_": TIP You can check Use for all. " opton in the credentais edil dialog io sse same credendials for al targets. of the type
4 Management Nodes

Monitoring Credentials

Managed Rack Name Hame
Status Edit Configured Credentials
PCA Rack hostl, example.com flom1most, exampla.com 14 4 ILOM 25H Monitoring Credent
PCA Rack host! axample.com Ham2most exampla.com &l & ILOM SSH Monitoring Cradant

4 Compute Nodes

Maonitoring Credentials

Managed Rack Name Name
Status Edit Configured Credentials
PCA Rack hostl example.com N1 2Mastl exampla.com lﬂ P ILOM S5H Monitoting Credent
PCA Rack host . example.com cn1tihostt example com 8 & ILOM SSH Monitoring Credent
FCA Rack hostl.example.com cn10Most! example com E r ILOM S5H Monitoring Credent
PCA Rack hosti example.com en(fhost! example.com = 7 ILOM S5H Monitoring Credent..
PC# Rack hosti.example.com enl8fhost! example.com el F ILOM S5H Monitoring Credent
PC#A Rack hostl, exampla_com n07Most! sxample.com B 2 ILOM SSH Monitoring Credent..

4 Ethernet Switches

Monitoring Credentials
Managed Rack Name Name
Status Edit Configured Credentials

PCA Rack host!, example.com ethemetl/host] example.com = This Target does not require
4 Fabric Interconnect Switches

Monitoring Credentials
Managed Rack Name Name
Status Edit Configured Credentials

PCa Rack hosti. example.com fabric1/host1 example.com FI This Targel does nol require

Click Next.

8. On the System Review page, click Promote Targets to promote all components of
the Oracle PCA rack. If any component fails the promotion process, click Back to
update the inputs for that component. A pop-up window will appear to show the
progress. Once complete (Figure 2-13), click Close.
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Figure 2-13 Target Promotion Confirmation

. Confirmation
Private Cloud Appliance Engineered System Promotion - Completed Successfully

4 Hide

Targets promotion completed. 19 new targets were promoted.

Private Cloud Appliance wi26-vca-~vip.us.oracle.com associated to rack(s).

Adding targets to Private Cloud Appliance Engineered rack(s) system completed.

Private Cloud Appliance Engineered System promotion task completed. Duration 30,405 m

L] L

Close

Figure 2-14 shows an example of completed promotion of all components:

Figure 2-14 PCA Discovery Wizard: System Review

O ) . (@) @
Dizcovery Input Discovery Discoverad Tangefs Muonitoring Credenfials System Review
Prerequisites

Private Cloud Appliance Discovery Wizard: System Review Back Slep5of5 Close

Promotion of targets can be started by clicking ‘Promote Targets® button. Atter promotion process is completed table iz updated with the promotion results. =

C'r TIP After promoedion, you can directly navigate o targsts by cheking links in the Mamea’ column.

::\‘{ TIP If promation af targei(s) failed, you can navigals back fiking inpuls and proceeding wilh ‘Promote Targets' again

4 Private Cloud Appliance Engineerad Systems

Managed MName Promoted Target Promotion Status

= Add target Privale Cloud Appliance
host! example.com completed

successfully

. Target Private Cloud Appliance
F—r Private Cloud Appliance hosti_example com [7-'
hostl example com association
with PCA Rack host! example.com
complated successiully
4 Racks

Managed Name Promoted Target Promotion Status

* Add target PCA Rack
lil FCARack hostl example.com lﬂ hostl example com completsad

successfully
4 Management Nodes

Managed Rack Name Hame Promoted Target Promotion Status

 Add targel lom1Most!  examplecom

complated successiully
= PGA Rack hostl_sxampla.com

Hlomt host! example.com F’ = Target ilormd thostl example.com

is placed in rack PCARack hostl.

example.com on -

Click Close.
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2.3 Registering Oracle VM Manager

The Oracle VM Manager provides the user interface that allows you to create guest
virtual machines. Before you use the Oracle VM Manager to manage virtualization
targets in Enterprise Manager, you must register an existing installation of the Oracle
VM Manager

If you have not already done so, register the Oracle VM Manager by completing the
steps described in the EM Cloud Administration Guide, section: “Registering the
Oracle VM Manager."

2.4 Enterprise Manager Agent Recovery After Oracle PCA Upgrade

To recover an Enterprise Manager agent after the Oracle PCA is upgraded:

1. Backup the or al nvent or y agent to the NFS-shared location:
# cd /u01/app
# tar -cvf EMagent_oralnventory.tar oralnventory
# cp EMagent _oralnventory.tar /nfs/shared_storage

2. Create the full blackout on Oracle PCA rack.

3. Update the Oracle PCA rack.

4. After you have updated the Oracle PCA Rack, copy the or al nvent or y agent
from the NFS-shared location and untar it to the previous or al nvent or y location:

# cp I/ nfs/shared_storage/ EMagent _oral nventory.tar /u0l/app
# tar -xvf EMagent_oralnventory.tar

5. Keep the same password you created in Installing the Management Agent on
Oracle PCA for the or acl e user on both management nodes:

# passwd oracle
6. Run the privileged agent scripts on the active management node:
# cd /u01/ oemagent

or

# cd /nfs/shared_storage/ oemagent
#./agent _13.2.0.0.0/root. sh
# [u01/ app/ oral nvent ory/ or ai nst Root . sh

7. On the active management node, remove all gc r c. d links (that is, no startup of
agent on startup):

# for xin “find /etc/rc.*/rc* | grep gcstart™; do rm $x; done

8. Copy the following agent installation files to the passive management node
(ovcamO6r 1 is passive in this example):

# scp /etc/init.d/gestartup root @vcamO6r1:/etc/init.d/
# rsync -og /etc/oragchonelist root@vcamO06r1:/etc/oragchonelist
# rsync -rog /u01/app/oral nventory/ oracle@vcamO6r1:/u0l/app/ oral nventory
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9. Add the Enterprise Manager agent port to the number chosen during agent push
(see Installing the Management Agent on Oracle PCA) (default 3872) to the firewall
settings on both management nodes (active and passive):

# iptables -AINPUT -mstate --state NEW-mtcp -p tcp --dport <agent_port> -j
ACCEPT

# service iptables save

# service iptables start

Note:

* By default, the Enterprise Manager agent port 3872 is pre-populated by
PCA software. If you used this default Enterprise Manager agent port
3872 for pushing the agent, then this step is not needed.

10. Restart the Enterprise Manager agent on the active management node as r oot
from the startup script or as or acl e from the agent's enct | command:

# letclinit.d/gcstartup stop
# letclinit.d/gcstartup start

or

% / nf s/ shared_st orage/ oenagent/ agent _i nst/bi n/enctl stop agent
% / nf s/ shared_storage/ oenagent / agent _i nst/bin/enct| start agent

11. Remove the blackout on Oracle PCA rack.

Note:

You must follow all the above steps while upgrading to Oracle PCA 2.3.1 for
Enterprise Manager Agent Recovery. Oracle PCA 2.3.1 ships with OVM 3.4.2.
You must upgrade the Virtualization Plug-in of the Oracle PCA Management
agent to Enterprise Manager for Virtualization v13.2.3.0.0. This results in a
smooth upgrade and leverages new features implemented for OVM 3.4.2. The
upgrade can be done using the Self Update feature in Enterprise Manager.

2.5 Removing the Oracle PCA Target from Enterprise Manager

To remove the Oracle Private Cloud Appliance (PCA) target from Enterprise Manager
monitoring:

Note:

Removing the Oracle PCA target from Enterprise Manager monitoring will
also remove all PCA components from monitoring as well (for example, the
Compute and Management Nodes, InfiniBand switches, Ethernet and Fabric
Interconnect switches, Storage Servers, and so forth).

1. From the Targets menu, select the Private Cloud Appliance item (Figure 2-15):
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Figure 2-15 Targets Menu

All Targets Ctri+Shift+T

Groups
Systems

Senvices

Hosts

Databases
Middleware

Business Applications

Composite Applications

Private Cloud Appliance

Then, on the Targets page, select the Private Cloud Appliance item and click
Remove.

2. Alternatively, you can remove the target from the PCA target home page. Click the
Private Cloud Appliance menu, then select Target Setup, then select Remove
Target (Figure 2-16):
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Figure 2-16 Remove Target

£ Private Cloud Appliance »

Home

E Openthe home page in a new window.

Manitaring L4
Diagnostics L4
Contral L
Job Activity

Information Publisher Reports

Members k
Caonfiguration L4
Compliance

Manitaring Configuration
Target Setup

Administrator Access
Target Sitemap

Remaove Target... I},
Target Information
Addto Group...

Properies

3. A confirmation pop-up window appears (Figure 2-17):

Figure 2-17 PCA Target Removal Confirmation

E Confirmation

You have chosen to remove Private Cloud Appliance pcal.

example.com (Private Cloud Appliance). Do you want to
proceed?

Yes Ho

s

Click Yes to continue.

4. After the PCA target is removed, the All Targets page will reload. A confirmation
message will show that the PCA target and all of its components have been
removed (Figure 2-18):
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Figure 2-18 Oracle PCA Target Removed - All Targets Page

. . s
« Confirmatien
The specified Private Cloud Appliance and 2l ifs targets were removed.
All Targets Auto Refresh  OF E Fage Refreshed Sep #, 2015 10:43:55 AM PDT T)
Refine Search Yiew ¥  Search Target Hame ﬂ.\ Save Search  Saved Searches v
‘s Target
A Target Ty Target N 4w T T
arget Type arget Name arget Type Status
4 Cloud JEMGC_EMGC_DOMAINEMGC_DOMAIM Orade WeblLogic Domain MA A

Middleware and Dalabase Cloud (1)

EMGC_EMGE_DOMAINENGS_DOMANEMC Dormain Application Degloyment HiA

Oracle Cloud 1)

JEMGC_EMGC MAINEMGC_DOMANEMGC_ADMIMSERVER Oracle WeblLogic Server e
A Groups, Systems and Services EMGC_ENMGC_DOMAINENGE_DOMAINEMGC_ADMMNSERVERImds-cw.  Metadata Repasitory hitA
EM Senice (2] JEMGE_EMGC_DOMAINEMGE_DOMAIMEMEE_ADMIMSERVERImds-zys...  Metadata Repos tory hiA
Management Servers {1) 2| /ENCC_ENGC_DOMAINENGE_DOMANEWGS_ONS1 Oracte WabLogic Sarver %

A Widdleware JEMEC_EMGC_DOMAINENGC_DOMANEWGE_OMS1/emgc Applicaiion De ployment T =
Applicstion Deployment (3) EMCC_EMGC_DOMAINENGT_DOMAMEWGS_OMS1/empbs Application Daploymant %
Domgain Application Deployment (3) EMEC_EMGC_DOMAINEMGE_DOMANEWGE_OMS 1 fumdsngine(13 11 Application Deployment G
Metadata Repository (2) + EEMGC_ENGC_DUMAINENGT DOMAINEMpDS Comain Application Deploymant 1Y
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Monitoring the Oracle Private Cloud
Appliance

This chapter provides instructions for monitoring the Oracle Private Cloud Appliance
(PCA) through Enterprise Manager Cloud Control 13c.

The following topics are provided:

* About the Private Cloud Appliance Homepage

¢ Using the Incident Manager

* To monitor and administer an IaaS Cloud, see Administering and Monitoring and

IaaS Cloud in Oracle Enterprise Manager Cloud Administration Guide.

3.1 About the Private Cloud Appliance Homepage

The Private Cloud Appliance homepage lets you keep track of all your Private Cloud
Appliance components.

From the Private Cloud Appliance homepage you can view and search for the

following:
e Name
e Type

¢ Members within the Private Cloud Appliance

*  Member Status Summary

From the Member Status Summary you can drill down to:
—  Down Alerts

- Up Alerts

— Maintenance Alerts

-  Time-out Alerts

- N/A Alerts

—  Metric availability error Alerts

—  Critical Error Alerts

e Incidents

From the Incidents section you can drill down to:

—  Fatal errors
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—  Critical errors
—  Warnings
— Flagged incidents

From the Private Cloud Appliance Rack Schematic page, selecting a target with a red
ring and clicking on the target’s address will take you to the target’s summary page.
From the target’s summary page, the menu on the right side of the screen will let you
see the target’s:

¢ Photorealistic or table view.

® Resource utilization graphs.

¢ Temperature and Fan speed graphs.

e Interface graphs.

¢ Firmware and configuration summary.

3.2 Using the Incident Manager

The incident summary page is a tool to check the incident status of your selected
system.

From the Private Cloud Appliance homepage, click on a system to view the Private
Cloud Appliance Rack Schematic page. From this page, you can:

* See the Overview summary for this system.

* View the Private Cloud Appliance Rack Schematic.

From the Rack Schematic you can:
—  See the rack in Schematic, Photo-Realistic, or Table views.
—  Click on a component to check the current status

¢ Targets with a red box around it have critical errors and require your attention.

Incident Overview Page

From the Incident Overview page, clicking on an incident will take you to the Incident
Manager page of the selected incident in which you will see:

¢ The Incident Details section will give you more information such as incident ID,
incident creation date, reported state of the target, and event type.

e The Tracking section will show who was assigned this incident, the incident’s
priority, the incident’s status, and last comment.

* The Guided Resolution section will offer more insight with recommended links to
visit in order to proceed with a corrective action.
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Troubleshooting the Oracle Private Cloud
Appliance

This chapter describes some common problems you may encounter with your Oracle
Private Cloud Appliance (PCA).

The following troubleshooting topics are covered:
*  Oracle ZFS Storage Appliance Error Message

e Targets Still Appear as Pending

4.1 Oracle ZFS Storage Appliance Error Message

Problem: You may encounter a warning message in the agent log file about the Oracle
ZFS Storage Appliance.

Resolution: This is a known issue. The warning message can be ignored. Typically,
the message will look like this:

2015-05- 15 13:06: 04, 896 [87: 75FBA055] WARN - Can not eval uate push properties for
target

oracl e_si_zfssa_di skshel f_server_akcli. zfsl. exanpl e. conl akcl i/ 1/di skshel f/

chassi s-001_akcl i

for netric ConponentFaults - skipping this netric

oracl e. sysman. enSDK. agent . f et chl et . excepti on. Fet chl et Excepti on:

Can't resolve a non-optional query descriptor property [MatchAgent Addr]
(StorageServer| pAddress) at

oracl e. sysman. gcagent . net adat a. i npl . Properti esEval uat or | npl

$Quer yPropsConput er. conput e( Properti esEval uat or I npl . j ava: 1013) at

oracl e. sysman. gcagent . net adat a. i npl . Properti esEval uat or | npl

$Quer yPropsConput er. <i ni t >(PropertiesEval uator | npl.java: 859) at

oracl e. sysman. gcagent . net adat a. i npl . Properti esEval uatorlnpl.init(PropertiesEval uatorl
mpl . j ava: 346) at

oracl e. sysman. gcagent . net adat a. i npl . Properti esEval uator | npl . <i nit>(PropertiesEval uato
rinpl.java: 210) at

oracl e. sysman. gcagent . net adat a. i npl . Target | nst ancel npl . get Properti esEval uat or (Tar get |
nstancel npl . java: 1255) at

oracl e. sysman. gcagent.target.interaction.execution. Recei vel et Manager . addMet ri c( Recei v
el et Manager . j ava: 344) at

oracl e. sysman. gcagent.target.interaction.execution. Receivel etlnteracti onMyr.addMetri
c(Receivel etlnteractionMyr.java: 1446)

4.2 Targets Still Appear as Pending

Problem: After discovering the PCA Rack, you may still see all SI targets are in
Pending state.

Resolution: You must kill the stuck availability job in the OMS:
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$ sql pl us sysman/ sysman

SQL> SELECT job_subname, el apsed_tine, cpu_used FROM dba_schedul er _runni ng_j obs
WHERE j ob_name = ' EM REPOS_SEV_EVAL';

SQ.> BEG N dbns_schedul er. st op_j ob(' EM REPOS_SEV_EVAL'); COW T; END;

Problem: Import Component step failed for new VM request.

Resolution: In the OMS setup, determine the upload port, and update / et ¢/
ti nyproxy/tinyproxy.conf file on both management nodes.

1. Getthe"HTTPS Upl oad Port" for the OMS
*  On OMS host, login using the OMS install user. Example: or acl e

e $ enctl status ons -details -sysman_pwd <Sysman Passwor d>
| grep "HTTPS Upl oad Port"

2. Below the existing block of Connect Por t lines, add the following line by
replacing the <yyyy> with actual "HTTPS Upl oad Port" to/etc/
tinyproxy/tinyproxy. conf file.

Connect Port <yyyy>

3. Restart tinyproxy (service tinyproxy restarts).

4. If you have a firewall enabled, add this port to the list of ports enabled using
iptables and restart iptables service.
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