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Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.
italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.
nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

What's Changed

This table provides a brief overview of the document changes for the latest publication
of the Oracle® Enterprise Manager ORAcheck Healthchecks Plug-in User’s Guide:

Part Change Summary
Number

E73557-01 Updated for Enterprise Manager Cloud Control 13c Release 13.2.1.0.
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ORAchk Healthchecks Plug-in Overview

and Requirements

This chapter provides an overview description of the ORAchk plug-in and
summarizes the prerequisites required before configuration.

Overview of the ORAchk Healthchecks Plug-in
Supported Hardware and Software Versions
ORAchk Plug-in Prerequisites

Downloading the ORAchk Plug-in

Deploying the Plug-in

Upgrading the Plug-in

Undeploying the Plug-in

1.1 Overview of the ORAchk Healthchecks Plug-in

The ORAchk plug-in integrates ORAchk/Exachk with Oracle Enterprise Manager.
Once installed and integrated into Oracle Enterprise Manager Cloud Control, the
ORACchk plug-in yields the following benefits:

Install and set up ORAchk/Exachk from the Enterprise Manager console instead of
the command line on individual hosts.

View ORAchk results as compliance results at the target level.

Trending, scoring and other compliance standard framework features for ORAchk
results.

Receive notifications in case the ORAchk/EXAchk daemon goes down.

1.2 Supported Hardware and Software Versions

The ORAchk plug-in supports a variety of Oracle hardware and software products:

Supported Hardware Versions

Supported Software Versions

1.2.1 Supported Hardware Versions

The ORAchk plug-in supports Engineered Systems hardware, including all variants of
Exadata Database Machine and Exalogic Elastic Cloud.
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ORAchk Plug-in Prerequisites

Supported hardware types include:

¢ Exadata (physical configuration only)

® Recovery appliance

¢ Exalogic (virtualized configuration)

* Exalogic (physical configuration)

Hardware types currently not supported include:
e Exadata (virtual configuration)

* Oracle SuperCluster

e OQOracle Private Cloud Machine

1.2.2 Supported Software Versions

The ORAchk Healthchecks plug-in supports Oracle Enterprise Manager Cloud
Control 12¢ Release 12.1.0.5, 13¢ Release 13.1.0.1 and higher. It also supports non-
Engineered Systems hardware such as Cluster Database, Single Instance, and so forth.

1.3 ORAchk Plug-in Prerequisites

The following prerequisites must be met before you can deploy the plug-in:

1. Verify that your Engineered Systems hardware and software are at the supported
level as described in Supported Hardware and Software Versions.

2. All Engineered System plug-ins should be deployed.

3. InfiniBand switches and storage cells should be an Enterprise Manager-managed
target for the respective engineered system.

4. Expect package should be installed on the hosts.

1.4 Downloading the ORAchk Plug-in

You can download plug-ins in online or offline mode. Online mode refers to an
environment where you have Internet connectivity, and can download the plug-in
directly through Enterprise Manager from My Oracle Support. Offline mode refers to an
environment where you do not have Internet connectivity, or where the plug-in is not
available from My Oracle Support.

See the Managing Plug-ins chapter in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide for details on downloading the plug-in in either mode.

1.5 Deploying the Plug-in

You can deploy the plug-in to an Oracle Management Service instance using the
Enterprise Manager Cloud Control console, or using the EM Command Line Interface
(EMCLI). While the console enables you to deploy one plug-in at a time, the command
line interface mode enables you to deploy multiple plug-ins at a time, thus saving
plug-in deployment time and downtime, if applicable.

See the Managing Plug-ins chapter in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide for instructions on deploying the plug-in.
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Upgrading the Plug-in

1.6 Upgrading the Plug-in

The Self Update feature allows you to expand Enterprise Manager's capabilities by
updating Enterprise Manager components whenever new or updated features become
available. Updated plug-ins are made available via the Enterprise Manager Store, an
external site that is periodically checked by Enterprise Manager Cloud Control to
obtain information about updates ready for download.

See the Updating Cloud Control chapter in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide for steps to update the plug-in.

1.7 Undeploying the Plug-in

See the Managing Plug-ins chapter in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide for steps to undeploy the plug-in.
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Manage Health Checks Tools

This chapter explains how to provision and stop the ORAchk plug-in to monitor your
Engineered /non-Engineered Systems assets.

Warning:

You should not attempt to associate ORAchk compliance standards to targets
directly, but rather follow the below process. Failing to do so will result in
incorrect or no results.

The following sections are provided:
* Provisioning ORAchk

e Update the ORAchk Version

2.1 Provisioning ORAchk

Once the plug-in is deployed, follow the steps below to provision ORAchk/Exachk to
monitor your Engineered System/Cluster or Hosts running single instance databases
assets:

1. All member targets of Engineered and non-Engineered System targets should be
discovered and promoted before provisioning ORAchk.

2. From the Enterprise menu, select Provisioning and Patching, then Procedure
Library.

The Provisioning page displays the Deployment Procedure Manager.
Tip:

The Procedure Library contains tools or procedures that enable you to enact
best practices for effective monitoring and management of your Oracle
products.

3. On the Provisioning page, select the Provision ORAchk/Exachk procedure and
click Launch, as shown in Figure 2-1:
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Provisioning ORAchk

Figure 2-1 Launch Provision ORAchk Procedure

Provisioning

Deployment Procedure Manager
Procedure Library | Procedure Activity  Recyde Bin

Procedures are best practices provided by Orade for various Provisioning and Patching tasks. Procedures created by Orade cannot be edited, but can be extended using 'Create Like', so that you can customize the
procedure to fit your environment.

Search Text Fields | Go [ Advanced Search

ILaunch ~] o Edit Procedure Definition... | Create Like | Launch I 125084 [w] Mext 25

Last
Modified
Select | Procedure Type Parent |WVersion |LastUpdated Description By Owner
Analysis Procedure For Patch Orade Software None 15.10 Mov 7, 2015 4:40:16 PM UTC Analysis Procedure For Exadata Targets Oracle Oracle

Exadata Targets
Patching Siebel targets Patch Orade Software None 12,496 Mov 7, 2015 4:36:30 PM UTC Test Procedure for analyzing Siebel patch. Orace Orace

This procedure deletes Orade Grid

Delete Oracle Grid Infrastructure/Orade Database Software for

/D . : :35:
Isnomg-:cmre atabase  User Defined None Lo Nov 7, 2015 4:35:04PMUTC | oo 11g Release 2 and higher from given virtual Orace  Orace
= Hosts.

Provisions and starts ORAchk/Exachk instance.,

Integrates the newly set up instance with targets. Oracle Oracle

@  Provision ORAchk/Exachk Manage Health Chedk tools None 1.0 Mov 7, 2015 4:32:29 PM UTC

Procedure to manage already provisioned instances.

Manage ORAchk/Exachk  Manage Health Check tools None Lo Mov 7, 2015 4:32:29 PM LUTC Oracle Oracle

4. After you click Launch, the Provision ORAchk/Exachk wizard begins with the
Target and Frequency, as shown in Figure 2-2. On this page, you must set up
ORAchk/Exachk for the selected target.

Figure 2-2 Target Selection for ORAchk/Exachk Provisioning

Target and Frequency

Provision ORAchk/Exachk: Target and Frequency Step1o/2 Hext | Cancel

Use this guided process to set up ORAchk/Exachk tool on system targets to enable compliance standards on the member targets. For more
information about the tonl, see My Oracle Support Note 1968085 1

Target and Frequency Selection

All member targets of the system should be discovered and promoted before set up.

System Type T|

& Tp Alwaye pick the largest target contaning the eyetem type. If 2 host i part of a cluster, than pick the "clueter” ey=tem type. Ifa
host or clusier ig part of an engineered system, then pick ihe approprigte engineered Sysiem lype.

System TargetName  <py System Tarpets selectza=
Host Cradential <Mo Credenfials selected.-

Install Locaton  <pjy | peation selected »

A subdirectery caled “orachk” will be creatzd in this locaton.

Daemon Schedule 7] Monday [7] Tuesday [] Wednesday [ Thursday [ Friday [] Saturday [#] Sunday

Starttime 7 A~ w hours

Enter the following information:

a. Select a System Type. The target type list is presented for the systems
supported by ORAchk/Exachk.

Click the drop-down menu and make a selection of an appropriate system, as
shown in Figure 2-3:
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Figure 2-3 Select a System Type for ORAchk/Exachk Provisioning

e
Cluster

Exalogic Elastic Cloud

Exalytics System

Host

Oracle Exadata Database Machine
Recovery Appliance

Based on target type selection, more inputs may be needed. For example, if you
select Oracle Exadata Database Machine, then you may have to select Cluster
because one instance of Exachk is required per cluster.

Tip:
Always pick the highest available system type in the topology. If the host is

part of cluster, then pick cluster system type. If the host or cluster is part of an
engineered system, then pick the appropriate engineered system type.

. After you select the system type, select the System Target Name. Click the
search icon and select a target name from the list. In the example shown in
Figure 2-4, if you select an Exadata Databse Machine target type, then all
available targets are shown in the list:

Figure 2-4 Select a Target Name for ORAchk/Exachk Provisioning

Select Target X

4 Search

Target Hame

Search
Target Name Target Type Status
DB Machine hostl.example.com Oracle Exadata ... *+

Mode Single Select

Cancel
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Note:

Only targets that have already been discovered by Enterprise Manager will

appear in this list.

c. If the system type you select has a cluster, then choose the cluster on which you

want to configure Exachk. One instance of Exachk is needed for each cluster.
Select a cluster name from the Cluster drop-down menu.

d. Set the Host Credential. Click the search icon and select either Preferred or
Named in the pop-up window, as shown in Figure 2-5:

Figure 2-5 Select Preferred or Named Credentials for ORAchk/Exachk

Provisioning

Host Credentials

Enter RDBMS owner

Credential

Credential
Hame

Credential
Details

ar root credentials.

Preferred @ Mamed ) Mew

MC_HOST_2015-10-13-182020

Attribute Value
UserMame aracle
Password R
More Details

B

oK

Cancel

If the credentials are not set for the target, then click New and enter the
information as shown in Figure 2-6:
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Figure 2-6 Set New Credentials for ORAchk/Exachk Provisioning

Host Credentials

Enter host credentials to configure ORAchE.

Credential Preferred Mamed @ MNew

* UserName
4
Password

* Confirm Password

< Save As Qracle ORAzhk Uszer

Set As Preferred Credentials
A5 Test

OK Cancel

e. The Install Location should then be populated (by default) with the location for
where the or achk subdirectory will be created. Click the search icon to change
the location.

f. Set the Daemon Schedule. Select the day and the time you want to begin. By
default, the schedule is set for 2 am Sunday morning.

Click Next to begin the configuration. Provisioning processing takes about 5
minutes.

. On the Configuration page (Figure 2-7), enter the following configuration
information:

* General Configuration: Verify the CRS home directory. The ORAchk/Exachk
wizard will pre-populate this field with the necessary information.

¢ Cell Cluster Configuration: Select an option to evaluate the best practices on
the storage cells of a cluster or to skip the checks for the storage cells.

Note:

For evaluating best practices on the storage cells of a cluster, root level
privileges are required on the cells. You can select an option to use the same
root password on all storage cells. Otherwise, enter the password for each
storage cell.

¢ InfiniBand Configuration: Select an option to evaluate the best practices on the
InfiniBand switch of the cluster or to skip the checks on the InfiniBand switch.

Manage Health Checks Tools 2-5
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Note:

For evaluating best practices on the InfiniBand switch of a cluster, root level
privileges are required. You can select an option to use the same root
password on all InfiniBand switches. Otherwise, enter the password for each
InfiniBand switch.

Figure 2-7 Configuration Page

Configuration

Provision ORAchk/Exachk: Configuration Back Step2of3 Submit = Cancel

Enter the following configuration information:

General Configuration

CRS Home fud1/fappi11.2.0.3/grid

Cell Cluster Configuration

For evaluating best practices on the storage cells of a cluster, root level privileges are required on the cells. Select one of the following
options:
) Specify root password for each storage cell

_) Skip checking best practices on storage cells

InfiniBand Configuration

For evaluating best practices on the InfiniBand switches of a cluster, root level privileges are required on the switches. Select one of the
following options:

) Specify root password for each InfiniBand switch

_) Bkip checking best practices on InfiniBand switch

6. Click Submit.

7. On the Confirmation page, the Exachk setup begins. Click Show Status to view the
setup details as the process continues.

8. Click Finish.

Note:
Repeat these steps for each Engineered Systems target to set up ORAchk.

The steps described above can vary from engineered system to system. The
questions/details asked for will vary.

2.2 Update the ORAchk Version

ORAchk versions will be made available through the Self Update feature of Enterprise
Manager. To update the ORAchk plug-in:

* Stop the ORAchk Daemon
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* Update Entities

2.2.1 Stop the ORAchk Daemon

Once ORAchk has been set up as the daemon, you can stop it, as needed:

1. From the Enterprise menu, select Provisioning and Patching, then Procedure
Library.

The Provisioning page displays showing the Deployment Procedure Manager.

2. On the Provisioning page, select the Manage ORAchk/Exachk Services procedure
and click Launch as shown in Figure 2-8:

Figure 2-8 Manage ORAchk/Exachk

Provisioning
Procedure Library

procedure to fit your environment.

Procedure Activity

Deployment Procedure Manager

Recydle Bin

Search Text Fields |

I Launch : ﬂ

Go [ Advanced Search

Edit Procedure Definition... | Create Like | Launch

Procedures are best practices provided by Orade for various Provisioning and Patching tasks. Procedures created by Crade cannot be edited, but can be extended using 'Create Like', so that you can customize the

1-250f 84 : Mext 25

Last
Modified
Select | Procedure Type Parent |Version |LastUpdated Description By Owner
EA)T:L;I:E _Prraurceec‘lgre For Patch Orade Software Mone 15.10 Mov 7, 2015 4:40:16 PM UTC Analysis Procedure For Exadata Targets Orade Orade
Patching Siebel targets Patch Orade Software None 12.496 Mow 7, 2015 4:36:30 PM UTC Test Procedure for analyzing Siebel patch. Oracle Orade
Delete Crade Grid This procedure deletes Oracle Grid
Infrastructure/Database  User Defined Mone 1.0 Mov 7, 2015 4:35:04 PM UTC Infrastructure/Oradle Database Software for versions Orade Orade
Software 11g Release 2 and higher from given virtual Hosts,
- Provisions and starts ORAchk/Exachk instance.
Provision ORAchk/Exachk ' : :32:
Provision ORAchk/Exachk Manage Health Check tools MNone 1.0 Mov 7, 2015 4:32:29 PM UTC Integrates the newly set up instance with targets. Orade Orade
@  Manage ORAchkExachk  Manage Health Chedk tools l\ MNone 1.0 Mov 7, 2015 4:32:29 PM UTC Procedure to manage already provisioned instances,  Orade Orade
3. On the Manage ORAchk Services page, a list of all targets monitored by the
ORAchk plug-in is displayed, as shown in Figure 2-9:
Figure 2-9 Targets Monitored by ORAchk/Exachk
Manage ORAchk/Exachk: Services Cancel
b Search
This table lists system target: vhich ORAchk/Exachk instances have been set up. To perform an operation on an instance. highlight the row and select an operation
Target Name System Type Version Status Host Credentials Install Location
cluzdira0s Recovery Appliance 12.1.02.5_20151023 STARTED NC_HOST_2015-10-20-210810  juDl/appioracle/produ gu_main/orachk
host1.example.com Host 12.1.0.2.5 20151028 STARTED MYUSER_SUDD ful1/appioracie/productremmimatiorachi
jdenpOicnD2Exalogic Exalogic Elastic Cloud 12.1.0.2.5_20151023 STARTED EXLGCDENPO1CNO2ZROOT iscraichioracie/satydasa/FromSLC01NEQiorachk
KlenD8 Exalogic Elastic Cloud 12.1.0.2.5_20151028 STOPPED SLCNOS_ROOT fub2fappioracie/productiorachk
scab03-01 Oracle Exadata Database Machine 12.1.02.5_20151028 STARTED NC_HOST_2015-11-04-011832  juDt/appioraclelprodu

The table contains the following information:

Target Name: The target name as recognized by Enterprise Manager.

System Type: The type of the system you set during the provisioning (see

Provisioning ORAchk).

Version: The release version of the ORAchk plug-in running for a particular

target.
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e Status: The current monitoring status of the plug-in. The status field is provided
to help users track progress of setup activities and are described below:

Provisioned — Tool bits have been staged on mentioned location. However,
configuration data has not been provided to start the daemon process.

Processing — Daemon setup is in progress.

Collection Enabled — OMS has been configured to collect Orachk/Exachk
results for the system target (or cluster target wherever applicable).
Configuration Extensions feature of the platform is used to collect Orachk/
Exachk results.

Started — The setup process is complete.
Stopped — The Orachk services has been stopped successfully.

Terminal states are Provisioned, Started, and Stopped. If a procedure activity
has failed and the status in not amongst these terminal states, refer to
Troubleshooting the ORAchk Plug-in to recover.

¢ Host Credentials: The host credentials of the target that were last used during
the provisioning. This user must have the privileges to stop the ORAchk plug-
in.

* Location: The directory location of the ORAchk plug-in.

4. Select the target you want to exclude from ORAchk monitoring and click Stop
Service. A stop job will be submitted to Enterprise Manager.

Figure 2-10 Stop ORAchk

Manage ORAchk/Exachk: Services Finish | Show Status

Stop ORAchK is in progress

To moniter the status click on "Show Status” button.

5. Click Show Status to see the progression, as shown in Figure 2-11. The Procedure
Steps show each part of the stop process. A check mark indicates that the step is
complete.
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Figure 2-11 Status of Stop Job

Provisioning
Procedure Activity: stopOrachk 1446831
4 (D Elapsed Time: 10 seconds

Run stopOrachk 1446831 Scheduled
Procedure Manage ORAchk/Exachk Start Date
Owner SYSMAN Last Updated
Status  Running Completed Date
Procedure Steps
Show Al Steps v

View w

Selec Name Status

4 lterates over list of targets
4 host1 example.com
Disable compliance standards evaluations v
Disable results collection v

Stop instance

Nov 5, 2015 9:35:68 AMPS

Nov i, 2015 9:35.58 AM PST

Nov 6, 2015 9:36:06 AM PST

 Information

Select an execution step from the Procedure Steps tree on the lef to see the defails

Elapsed Time 10 seconds

Execution ld 23A03438B8ES6989

2.2.2 Update Entities

Three entities must be updated to use the latest version of ORAchk:

1. Updating Diagnostic Tools Updates Entity

2. Updating Compliance Content Entity

3. Updating ORAchk Metadata Entity

After applying these entities, every subsequent setup will use the new ORAchk. Older
instances will continue to use older version of ORAchk.

2.2.2.1 Updating Diagnostic Tools Updates Entity

This entity is used for updating ORAchk binaries:

1. Download the available update for Support Tool entity. Figure 2-12 shows an
example of what the ORAchk entries will look like:

Figure 2-12 Support Tools Updates Example

DRACL‘E Enterprise Manager Cloud Control 13c

9
Self Update

Sell Update =

Support Tools Updates

Actions w & Apply .-_:..‘f Search Description
Status Tool Name Version Vendor
L‘!I Downloaded ORAchk 12.1.0.2.4 131000 ORACLE

L

Size{(MB) Description

7.833 ORAchk Kit version 12.1.0.2.4
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2. Download the available update of other two entities. This is to ensure that all
updates related to ORAchk versions are applied together.

3. Apply the update and verify in software library if correct version has been updated
(Figure 2-13).

Figure 2-13 Software Library Example

ORACLE" Enterprise Manager Cloud Control 13¢

Software Library

Software Library =
View Entity: ORAchk Binaries (0.2) suge | / ok

Describe | Configure

MName
Description
Type

Subtype
Parent Directory

Maturity Production
Status Ready

Other Attributes
Name Value Description
roduct Version 12.1.0.2.4_20150305 Product Version of the softwane component
Froduct ORAchk Froduct the software component represents
Vendor Cracle Vendor of the software component
Attachments

Mo attachment has been added yet

Notes

No note has been added yet

2.2.2.2 Updating Compliance Content Entity
All new/modified ORAchk compliance standards and rules will be shipped using this
entity:

1. Download the available update for Support Tool entity. Figure 2-14 shows how the
ORACchk entries will look:

Figure 2-14 Self Update Compliance Content Updates Example

ORACLE’ Enterprise Manager Cloua Control 13¢
]
Self Update
Self Update
Compliance Content Updates

Actions w " @ Apply @ Compliance Content &  Search Description =+

Status Name Versien™ Vender ¥ SizefMB) Description

1% Downloaded Exalogic Compliance Content for CRAchk v12.1.0.2.4 131000 ORACLE 0.001 Exalogic Compliance Content for ORAChk v12.1.0.2.4

3 Downloaded Exalytics Compliance Content for ORAchkv12.1.0.2.4 31000 ORACLE 0.001 Exalytics Compliance Contentfor ORAchk v12.1.02.4

Past Activities

. - e " Elapsed

Actions Status Name Version Administrator Start Time Time{Sec)
Download Exalogic C 131000 SYSMAN 66
Available Exalogic C 131000 SYSMAN 41
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2. Apply these updates.

2.2.2.3 Updating ORAchk Metadata Entity
This entity is used to keep mapping of ORAchk checks on Enterprise Manager targets:

1. Download the available update. Figure 2-15 shows a sample entry:

Figure 2-15 Self Update ORAchk Metadata Updates Example

ORACLE Enterprise Manager Cioud Contral 13c
pi g

o
Self Update

Self Update >

ORAchk Metadata Updates

Actions w v @ Apply L} Search Description +
Supported
Status ORAchk Version Vendor Size(MB) Description
Version
% Downloaded 121024 13.1.000 Oratle 0.000 ORAchk Integration Metadata for ORAchkv12,1.0.2.4

Past Activities

- - 5 ] - Elapsed
Actions. Status Supported ORAchk Version Version Administrator Start Time Time(Sec)
Download 121024 13.1.000 SYSMAN 0.25
Available 121024 131000 SYSMAN 005

2. Apply these updates.
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Using the ORAchk Plug-in

This chapter describes how to use the ORAchk plug-in, including how to access
compliance results and general troubleshooting steps.

The following sections are provided:
® Accessing Compliance Results Details

* Compliance Standards for All Supported System Types

Self Updates

Troubleshooting the ORAchk Plug-in

3.1 Accessing Compliance Results Details

The Compliance Results shows a listing of all targets including targets that are 100%
compliant to a particular standard and targets that have compliance issues. ORAchk

results are included in this list to show any Engineered Systems target that may be out
of compliance.

You can access the Compliance Results for ORAchk/Exachk by:

Accessing ORAchk/Exachk Compliance Results through the Enterprise Menu
¢ Accessing ORAchk/Exachk Compliance Results through the Target Home Page

® Accessing ORAchk/Exachk Compliance Framework Details through the
Compliance Dashboard

e Compliance Content for Optional Targets

3.1.1 Accessing ORAchk/Exachk Compliance Results through the Enterprise Menu
To view the Compliance Results for ORAchk/Exachk:

1. From the Enterprise menu, select Compliance, then select Results (Figure 3-1):
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Figure 3-1 Compliance Results Menu

sSummary

Monitoring 3

Job L

Reports L

Configuration b

Compliance b Diashboard
Provisioning and Patching b Results
Cluality Management Library

My Oracle Support Real-Time Observations
Cloud [

Chargeback

Consolidation Planner

2. The Compliance Results page displays showing the evaluation results for all
targets (Figure 3-2). By default, the Compliance Standards and Evaluation Results
are shown.

Figure 3-2 Evaluation Results

Compllﬂnce Results
Compliance Frameworks | Compliance Standards | Targei Compliance
Evaluation Results = Errors
» Search
View w
Target ot
Compliance Standards Applicable To 21'::52 ?;ES‘:BIE Evaluations Violations Average Score (%)
D ~ a
Dxacl Cluster A9 Best Praciices For Orarie Bxadsts Cluster ASM Producton » 0 1 © o 0 100
?::;:‘.l_ o :t”ﬁ?“tw Besl Praciices Fr Cracle Exadata Storage Product on 0 0 [ 0 0 100
:_,[g ; IGI;?EC_IIJ-:;J;::_m[i,ﬁ;?:r Beet Fracicas For Systems Infrastructure 5 Production i} i] 3 i i} i} 100
;}aa:;”_:: uzter Best Practces For Oracle Exadata Database Cluster Product or 0 2 1 0 a 0 100
:;a\_r'ulpl {osi Best Praclices For Oracle Exadata Diatabase Mozt Product on 0 0 3 o 2 1 09
:Ju: : I;JI:: Ilh‘u‘lailldg:r‘;d .-Iulifuarl BestPracices For tomatic Storage Mana...  Producton 0 0oz 2 0 a7
?;.;L;Ij.il.;.;i]“:“i.a'_u* BestPraclices For Orade Exadata Clusier Dat=hase Produdtion 0 0 1 - 1 a7
i’rg 3';:ch't"_llj?x;"Jr,:':tcfﬂ?ﬁf' BRSUFMACCEs FOr e High Availabiliy 3. Production o o 2z 2 o o a8
::g ;;:;UL;?: _’ 1 -. tance HestPractices Forracle Database Instance Producti or 0 0 2 32 2 o ar

3. To limit the results to ORAchk or Exachk, expand the Search area, enter ORAchk%
or Exachk% in the Compliance Standard field, and click Search. The page will
refresh and show the filtered compliance standards (Figure 3-3):
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Figure 3-3 ORAchk Compliance Standards

Compliance Results

Comaliance Framewarks  Compliance Standards | Targel Compliance

Evaluation Resulls ~ Ermors

4 Search
Match & Al & Any
Compliance Standand Exachi% Target Hame
Average Compliance Scors 100 Target Type |-|
Advanced  Search  Reset
View ¥
A Target Evaluations Vielations
" " Compliance
Compliance Standards Applicable To Stondrd S0 @ o Average Score (%)
Exacs Clugter ASH Proguction 0 0 1 0 0 100
Cracle Exadata Siorage Server  Froduction 0 0 3 0 100
Systame Infrastiuciure Swilch Production Q o 3 0 100
Cluster Proguction o o 1 o 104
Host Production 0 0 2 2 2 3
Automatic Btorage Management  Production 0 0 2 1
Evacs Maching Clusier Database Production 0 ] 1 3 a7
Exachk Iatabase Mathine  Oracle High Avallability Servics  Production 0 0 2 2 0 £
Exacnk Datal a Machi Proguction 0 0 2 L a7

4. Click a link in the Compliance Standards column to view details about the
standard (Figure 3-4). In the navigation tree, all rules for the standard are listed.

Figure 3-4 Results by Target

Compliance Results
‘empliance Resulis ~ Exachk Oracle Exadata Storage Server Best Praciices Far Oracle Exadata Database Machine
Exachk Oracle Exadata Storage Server Best Practices For Oracle Exadata Database Machine

o o . Exachk Oracle Exadata Storage Server Best Practices For Oracle Exadata D {Comp d)
4 Exsehk Oracte Exsdats Storage
Summary  Trend Cvenew olations
Target Scorecard Rule Evaluations
. Mo
Targets By Severity Rule Fvaluations
Rosull By Targel  Resull By Compiiance Standard Rule
. Violations
Required Data Last Evaluation
Lol Available o 500 0 pare
host_sxample com Yos 0 100 Mov 10,2015
has12 axampls com Yes 100 Mov 10,2015
hostd example com Ves 100 Nov 10.2015

3.1.2 Accessing ORAchk/Exachk Compliance Results through the Target Home Page

To access Compliance Results for ORAchk/Exachk from the target home page:

1. From the target's menu, select Compliance, then select Results:
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Figure 3-5 Target Menu - Compliance Results

host1 @
% Exalogic Elastic Cloud w
Home
B Home - Openin new window
Maonitaring 3
Diagnostics »
Members [
Configuration [
Compliance g Results
Target Setup [ Standard Associations
Target Sitemap Realtime Observations
Target Information [

2. The Compliance Results page shows all ORAchk/Exachk evaluation results for the
target (Figure 3-6):

Figure 3-6 ORAchk Results for a Single Target

Exalogic-host1 &
-
L= BB esangc Blase cloud
Exalagiz-host] = Compliance Results
Compliance Results

Compliance Framawarks | Compliance Standards | Target Compliancs

Evaluation Results | Emors

4 Search
Match @ All & Ay

Compllance Standard

Avarage Compliance Score 100
Advanced — Search — Reset
View v
Target N
5 Vislationz
Compliance Standards Applicable Te Sl Elaltations Average Score (M)
Siandard Staie ~ .
Q o =
Exachk Besi Pracices For Exalogic Elastic Cloud Exalogic Elastic Claud  Producion o a 1 o o L o0

3. Click a link in the Compliance Standards column to view details about the
standard (Figure 3-7) as it applies to the target. In the navigation tree, all rules for
the standard are listed.
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Figure 3-7 Target Compliance Standard Details

Exalogic-host1 ©

-
E= BB exslogicElastic Cloud

(Exalogic-hostl = Compllance Reaulis = Exachk Best Pracices For Exalagic Elagtic Cloud

Exachk Best Practices For Exalogic Elastic Cloud

Exachk Best Practices For Exalogic Elastic Cloud (Compliance Standard)

4 ExachkBesi Practices For Exalogic Elastic Cloud | Summary | Trend Ovendew  Violations

Target Scorecard Rule Evaluaticns

) Targets By Severrty Rule Evaluations
R tency with DNS on Orade®
= Exachk configurad Result By Target | Resull By Comalianca Standard Rule
= Exachk eallectian 2lale Violath
Required Data clations Last Evaluation
Target Name Available o A Seore (%) Date
[Exalngic-host Yes I 0 o 100 Dot21, 2015

3.1.3 Accessing ORAchk/Exachk Compliance Framework Details through the
Compliance Dashboard

To access the compliance framework details through the compliance dashboard:

1. From the Enterprise menu, select Compliance, then select Dashboard as shown in
Figure 3-8:

Figure 3-8 Dashboard Menu

e
Summary
Manitaring L4
Job g
Reports g
Configuration g
Compliance g Dashboard
Provisioning and FPatching g Results L\}
Cuality Management bk Library
My Cracle Support » Real Time Observations
Cloud g |

2. On the Compliance Dashboard page, select a Framework from the drop-down
menu (for example, select Exachk Best Practices for Oracle Exadata Database
Machine) as shown in Figure 3-9:
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Figure 3-9 Select Framework

Compliance Dashboard

4 Compliance Framework Summary

Framework PCIDSS (Version 2.0)-Example Qnly IZI

Cerification

Exachk Best Practices for Oracle Exadata Database Machine
Exachk Best Practices for Recovery Appliance

Oracle 11.2g Database Security Technical Implementation Guide (3TIG)
Oracle Engineered Systems Compliance

Oracle Generic Compliance Framewark

Oracle |dentity Management Compliance

PCIDSS (Version 2.0) - Example Only

Security Technical Implementation Guide (STIG)

Security Technical Implementation Guides (STIGs)

Support Policy

© o Active

3. The Compliance Framework Summary will refresh with a graphic overview of the
components of the framework you have selected (Figure 3-10). These dials provide
a high-level overview of the system component, including the score:

Figure 3-10 Framework Dials

Compliance Dashboard

4 Compliance Framework Summary

Framework Exachk BestPractices for Oracle Exadata Database Machine EI

Database Instance Cluster Database Cluster Cluster ASM b

87% 97% 100% 100% |*

Automatic Storage Storage Server High Availability System Infrastructu
Management Server Switch

98% 100% 98% 100%

1 [ 1 [ »

@"TIP Click on the compliance scare to see summary details.

4. Click a dial to see additional information (Figure 3-11):
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Figure 3-11 Dial Details

Database Instance
Current Scaore 87.0%
Lowest Score in Last Week: 0.0%

Mote: A score of zero may indicate that nothing was monitored.

Click for mare information...

87“@

5. In the Compliance Summary section, there are three areas where you can drill
down for details:

¢ Frameworks shows the Compliance Frameworks you have selected (Figure
3-12):

Figure 3-12 Compliance Summary: Frameworks

4 Compliance Summary

Frameworks | Standards  Targets

Use @ Compliance Score ) Violations View Trends
Average Compliance
Name Score (%)
Exachk Best Practices for Oracle Exadata Database Machine 98

¢ Standards show all of the best practices standards being monitored for your
target (Figure 3-13):
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Figure 3-13 Compliance Summary: Standards

Frameworks

Use @ Compliance Score

4 Compliance Summary

Standards = Targets

) Violations

Name

Exachk Database Instance Best Practices For Oracle Ex...

Exachk Cluster Database Best Practices For Oracle Exa...

Exachk Automatic Storage Management Best Practices F...

Exachk Oracle High Availability Service Best Practices Fo...

Exachk Host Best Practices For Oracle Exadata Databas...

Average Compliance
Score (%)

87
a7
a7
g8
a9

m

¢ Targets show the compliance score for the targets monitored by ORAchk/
Exachk (Figure 3-14):

Figure 3-14 Compliance Summary: Targets

Framewaorks

4 Compliance Summary

Standards | Targets

Use @ Compliance Score ) Violations
Target Name Target Type
hostl example.com Host
host2 example.com Host

>

Average Compliance
Score (%)

89

99

For additional target types to appear in this section, click >> and select the
target types from the list (Figure 3-15):
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Figure 3-15 Compliance Summary: Target Types

All

Automatic Storage Management
Cluster
Cluster ASM
Cluster Database
Database Instance

J| Host l},
Listener
Oracle Exadata Database Machine
Oracle Exadata Storage Server
Cracle High Availability Service
Oracle Infiniband Switch
Cracle WeblLogic Domain
Cracle WeblLogic Server

Systems Infrastructure Switch

3.1.4 Compliance Content for Optional Targets

The ORAchk Healthchecks plug-in registers compliance content for all supported
target types. In cases where users have not deployed optional plug-ins that ships some
of the supported target types, compliance content will not be registered for such types.

For example, for target types such as TimesTen Database for Exalytics System, Oracle
ZFS Storage Appliance target for Exalogic System, and so forth, if you deploy such
plug-ins later, then you can download the compliance content from Self update and
apply later.

Note:

Compliance contents for the same ORAchk version should be deployed as
available in the Software library.

3.2 Compliance Standards for All Supported System Types

The following sections list the compliance standards for all supported system types:
® Oracle Exadata Database Machine Compliance Standards
¢ Exalogic Elastic Cloud Compliance Standards

¢ Exalytics System Compliance Standards
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® C(Cluster Compliance Standards
® Recovery Appliance Compliance Standards

* Host Compliance Standards

3.2.1 Oracle Exadata Database Machine Compliance Standards
e Exachk Cluster Best Practices For Oracle Exadata Database Machine

¢ Exachk Oracle High Availability Service Best Practices For Oracle Exadata
Database Machine

e Exachk Host Best Practices For Oracle Exadata Database Machine
e Exachk Database Instance Best Practices For Oracle Exadata Database Machine

* Exachk Oracle Exadata Storage Server Best Practices For Oracle Exadata Database
Machine

e Exachk Oracle Infiniband Switch Best Practices For Oracle Exadata Database
Machine

* Exachk Systems Infrastructure Switch Best Practices For Oracle Exadata Database
Machine

e Exachk Cluster ASM Best Practices For Oracle Exadata Database Machine

* Exachk Automatic Storage Management Best Practices For Oracle Exadata
Database Machine

e Exachk Cluster Database Best Practices For Oracle Exadata Database Machine

3.2.2 Exalogic Elastic Cloud Compliance Standards

Exachk Best Practices For Exalogic Elastic Cloud

e Exachk Host Best Practices For Exalogic Elastic Cloud

* Exachk Oracle Infiniband Switch Best Practices For Exalogic Elastic Cloud

¢ Exachk Systems Infrastructure Switch Best Practices For Exalogic Elastic Cloud
¢ Exachk Oracle ZFS Storage Server Best Practices For Exalogic Elastic Cloud

¢ Exachk Oracle VM Guest Best Practices For Exalogic Elastic Cloud

* Exachk Oracle VM Server Best Practices For Exalogic Elastic Cloud

e Exachk Sun ZFS Storage 7000 Best Practices For Exalogic Elastic Cloud

3.2.3 Exalytics System Compliance Standards

Exachk Best Practices For Exalytics System

Exachk Host Best Practices For Exalytics System

Exachk Oracle BI Instance Best Practices For Exalytics System

Exachk TimesTen In Memory Database 11g Best Practices For Exalytics System
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3.2.4 Cluster Compliance Standards

ORAchk Best Practices For Cluster

ORAchk Oracle High Availability Service Best Practices For Cluster
ORAchk Host Best Practices For Cluster

ORAchk Database Instance Best Practices For Cluster

ORAchk Automatic Storage Management Best Practices For Cluster

ORACchk Cluster Database Best Practices For Cluster

3.2.5 Recovery Appliance Compliance Standards

Exachk Cluster Best Practices For Recovery Appliance

Exachk Oracle High Availability Service Best Practices For Recovery Appliance
Exachk Host Best Practices For Recovery Appliance

Exachk Database Instance Best Practices For Recovery Appliance

Exachk Oracle Exadata Storage Server Best Practices For Recovery Appliance
Exachk Oracle Infiniband Switch Best Practices For Recovery Appliance
Exachk Systems Infrastructure Switch Best Practices For Recovery Appliance
Exachk Automatic Storage Management Best Practices For Recovery Appliance

Exachk Cluster Database Best Practices For Recovery Appliance

3.2.6 Host Compliance Standards

ORAchk Oracle High Availability Service Best Practices For Host
ORAchk Best Practices For Host
ORAchk Database Instance Best Practices For Host

ORAchk Automatic Storage Management Best Practices For Host

3.3 Self Updates

The regular updates for compliance standards, for each ORAchk/Exachk release, will
be provided through Enterprise Manager Cloud Control's Self Update feature. For
every ORAchk/Exachk release, the following self update downloads will be available:

ORAchk/Exachk Generic Compliance Content
Exachk Exalogic Compliance Content

Exachk Exalogic Virtualization Compliance Content
Exachk Exalogic Sun ZFS Compliance Content

Exachk Exalytics Compliance Content
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¢ Exachk Exalytics TimesTen Compliance Content

All updates are organized into multiple downloads to allow users to choose among
these depending upon the applicability for an Enterprise Manager instance. For
example, all users may not need the Exalytics update because they do not have an
Exalytics target.

3.4 Troubleshooting the ORAchk Plug-in

This section describes common problems you may encounter with the ORAchk plug-
in, including;:

® Special Purpose Compliance Rules

e Failures in Provisioning the ORAchk/Exachk Procedure Activity

3.4.1 Special Purpose Compliance Rules

Two compliance rules, which are available in the ORAchk plug-in, help users to self
service some of the issues that your system may encounter:

¢ "Is ORAchk configured" or "Is Exachk Configured"

This rule aids in identifying if users associate the compliance standard meant for
ORAchk/Exachk directly with a target. The ORAchk/Exachk standards can be
associated only using deployment steps explained in Provisioning ORAchk.

e "Is Exachk collection stale" or "Is ORAchk collection stale"

This rule violates if ORAchk/Exachk results are older than the expected date
(based on configuration frequency). Incidents will be created whenever this
compliance rule is violated.

3.4.2 Failures in Provisioning the ORAchk/Exachk Procedure Activity

Problem: Deployment procedure activities can fail due to environment issues in target
system or incorrect information provided by the user.

Resolution: Depending upon the situation, correct remedial actions can be taken.
Primarily these actions involve retrying the activities from failed step or recover from
failed setup attempts by using stop Orachk service and start the provisioning process
from beginning.

To facilitate the latter, the system allows users to stop Orachk irrespective of the state
of the instance. It automatically skips the steps depending upon the failure point
during provisioning activity.

Moreover, multiple stop activities can be submitted in succession. For example, if
users provide a wrong password in the "stop Orachk" activity, which caused failures
in third step, they can submit another activity by providing correct password.
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