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In Enterprise Manager, all changes to the status of a job are treated as events. You can either create incidents based on these events, and view and manage them in the Incident Manager, or use them to send nofiications that can act as
triggers for an automated workflow in a Change Management System. To avoid overloading the system, itis avisable to enable events only on those targets and only for job status changes that are critical to your data center. By defaul,
events are enabled for job status Action Required and Problems but not for targets.

Step 1: Events For Job Status And Severity =

Match status and severity @

Either

Severity of Events for Job Status Overview
Enable Events for Job Status  [] Al b % o « Super Adminisrator: Select the Job
Status Severi Description
- Status for your enterprise thatis
e ) Scheduled ‘The eventis generated with Informational
[ Running severity. allowed o generate events. Optionally
Acion Required » Running The eventis generated with Informational addtargets that should generate these.
severity. iob events.
[] suspended
N » Action Reaquire The eventis generated with Crical severity « Any Adminisirator: Add targefs that
cce -
O e The eventis generated with Crical or Should generate events forthe Job 1
Enable Events for Status [ Al Informationl severiy e sstece by e Super Admin =
0 criical < b succeedea The eventis generated with Informational
severity.

71 nformational
The eventis generated with Crical or

» Problems Informational severity -
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Name Type
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Arule setis a collection of rules that applies to a common set of abjects, for example, targets, jobs, and templates. A rule contains a set of automated actions to be taken on specific events, incidents or problems. For example,
individual rules can respond to incoming or updated events, incidents, or problems, and then take actions such as sending e-mails, creating incidents, updating incidents, and creating tickets.

Name Enabled 4 steps to define a Rule set
N\ Howis this Provide Name, Description and Type.
Rettence e\ e Enterprise fule sefs represent business processes to manage events,
incidents and problems. It alows all actions including create and update
Rules in a rule set acts on events, incidents and L R of incidents. Personal nofification rule setis for rules to send e-mails to

problems from a specific set of source objects. Select
the type of source objects for the rule set.

current user only.

Personal Notification
Choose source - e.g., Targets, Jobs
Choose setof targes for the events, incidents or problems which would
& & matchthe rules in the rule et You can choose sources ofher than
targets as well e.0., Jobs.

Add Rules.

Add rules to define specific coniions to match events, incidents or
problems. Rules also identify the actions to be taken when the
conditions match - e.g. e-mail, create incident.

4 Job

Select jobs to which this rule sst applies. A prerequisite to creating Incident Rules is enabling the relevant job status and add required targets to job event generation criteria. To change this, go to Setup->Incidents->Job.
Events.

+ Add.. /it Remove

Name Type Owner Apply Ruleset
No data o display.
4 Rules

Arule contains a set of automated actions to be taken on specific events, incidents or problems. For example, individual rules can respondto incoming or updated events, incidents, or problems, and then take actions such as
‘sending e-mails, creating incidents, updating incidents, and creating tickets. You can enable or disable a rule using the actions menu. Rules are evaluated and applisd in the order specified. You can change the order using the
Reorder Rule action. Any changes made to the rules are not saved until the ‘Save' button is clicked. m

Actions v View v Edit. Remove

Name

Applies To Action Summary Enabled Last Updated On LastUpdated 1
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Configure Thresholds

Significance Level: Alert thresholds can be dynamically set by the system to values representing statistical
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Administration Groups and Dynamic Groups are created using membership criteria specified using global target properties and values. A target joins an Administration Group or Dynamic Groups or both
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General  Service Test  Beacons  Review

Create Generic Service: Service Test

Define a service test to monitor the avalabilty of this service. Based on the test type you select, a set of relevant metrics are colected.

Test Type | ATS Transaction
ATS Transaction
*Name | Capay
* Collcton Frequency (minutes) | Sua™ P
FTP
Host Ping
From Local Machine [~ sk TTP Ping
Script Bundle ATKHome| JDBC SQL Timing
Fie sze (bytes) 338951 |LDAP
File upload time 2014-03-( ”"‘;’e
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ATS Zip Archive

Web Service (SOAP/REST)
Web Transaction

WebDAV
Sensitive Valug UL
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Description

property
k records
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Value

Cancel | Review | Back | Step20f4 Next

Tip

Choose the test type that best emulates the way clents wil
access the service. If the test succeeds, the service is
considered avaiable.

You can specy additional service tests after you have
created the service. Cick Help for detais.
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‘Specfy Network Scan Discovery to discover host operating systems and virtual servers. Schede the discovery on a configurable nterval.
@ To perform Network Scan discovery, configure the scanning agent hosts with Sudo Priviiege Delegation, and use credentials that have Run As oot attribute set.

= Name [Host Discovery Jun 15, 2013 3:11:54 AMPDT.

Description
Owner SYSMAN

Network Scans

view ~ | [ Add | 5 Remove 7 Edit Nnap Scan Serices and Pors
[P Ranges to Scan [Scarming Agent

o deta to dsplay.

2|Exclude IP Ranges
Schedule

Start @ Inmeditely @ Later [TITTTT] B (GT-08:00) Los Angees -PaciicTime ()
Repeat [Do ot repeat =

Credentials
“The discovery Network Scan s run 25 root. It s required that you set privieged host credentials or named credentils that use Suda.

Credentisl (@ Preferred @ Named @ New
Preferred Credental Name  [Priviiged Host Credentils [
Credental Detalls  Credentils il be determined atruntime.
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The dluster target wil be added with the following properties. SCAN Name, SCAN Port and ONS Port properties are applicable to Clusterware versions 11.2 and higher.
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Cluster Target Properties
‘The dluster target wil be added with the following properties. SCAN Name, SCAN Port and ONS Port properties are appicable to Clusterware versions 11.2 and higher.

*Target Name i)

Cluster Host and High Avalability Services Targets
“The following host targets along with the corresponding Oracle High Avaiabiity Service targets wil be added as members of this custer.
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| Enter the connection string that OMS should use when connecting to the target database, If blank, the OMS would automatically
 construct ane using the host, port, SID provided above.
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Cluster Discovery : Specify Host

In order to add targets to be monitred by Enterprise Manager, you must frst specify the host on which those targets reside. Cic the icon to select host arget name.
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= Adninstration Server Host | example.us.oradk.com Q
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Oracle High Availability Service Target Properties.
“The oracis high avalabilty service target wil be added with the folowing propertis.

*TargetName.
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The folowing databases have been discovered on this custer. Provide monitoring credentials and save th targets to start moritoring the databases. You can specify common monitring credentials for althe selected database targets using the ‘Speciy C
Properties for al selected targets or add them to a Group whils s3ving the targets for monitoring.
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Access Points - Current Capability Map 2z

Use this page to view the capabilty map of the access points that are configured for a system infrastructure target. Access points are channels of
communication using which a software or a hardware deployment can be monitored in Enterprise Manager Cloud Control. An access point can
have the capability to either collect metric data or take action against the target. Using the[“apability metric map, you can determine what each
access point is efficient at

Capability Type Al B Capability Name Al B Search

Show Only the Best Implementers []

Is Current
Access Point Priority Capability Type Capability Name Best Status
Implementer
smt52-4-c-ap 80 Collection correlation_identifier No Enabled
smt52-4-c-ap 80 Collection oracle_si_component_fault  Yes Enabled
smt52-4-c-ap 80 Collection oracle_si_component_state  Yes Enabled
smi52-4-c-ap 80 Collection oracle_si_component_su... Yes Enabled

smt52-4-c-ap 80 Collection oracle_si_fimware_config  Yes Enabled
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ORACLE’ Enterprise Manager Cloud Control 13¢

Administration Groups and Template Collections

Getting Started  Hierarchy  Template Collections
Getting Started With Administration Groups and Template Collections

‘Adminisration Groups are a specal type of group used to fully automate the applicaton of management sttings (moritoring settings, compliance standards, and oud polices) o targets upon joning the group. When a targetis
‘added to the group, Enterprise Manager automaticaly applies management settngs associated with the roup to the newly added target. You define target management settngs in a Template Colction. Any updates to the
Template Colection are automaticaly applied to al targets i the Adminiiration Group. Adminisiration Groups and associated Template Colections need orly be setup once.

“The following graphic shows a completed Administration Group hierarchy with associated Tempiate Colletions. It ustrates how Enterprise Manager uses tis to automate the application of target monitoring settings.

Auto-Applying Monitoring Settings to Targets through Administration Groups (@ All Targets.
‘and Template Collections l
% ‘Step 1. The Administrator sets the target property Lifecycle Status to Production”. ﬁ

Step 2 Entrprse ansges adds
e brget o e admistaton | 1@ Administration Group: Production T Adminstration Group- Test
Group.. (Targets whose Lifecyde Status = Production) (Targets whose Lifecyde Status = Test)

5} 8 8 o

|=aggg

‘Template Collection: Test

 Step 3. Enterprse Manager applies Template Collection: Production
the moritoring templat to the terget. (Froducton Moritorng Settings) (st Moritoring Settinge)
Elvonitorng Template: A [l Moritoring Templte: 8
‘CPU Utization: Warming > 80% CPU Utization: Warring > 95%
Before You Begin
Step 1:Plan your group hierarchy

A target can belong to at most one Admistraton Group. This prevents any conficts occuring as a result offoning mltiple Adminisration Groups with potential different monitoring settings. To ensure a target belongs to only.
‘one Administration Group, oy 2 singie Adminstration Groups hierarchy can be created and a target can join only one group in the hirarchy. Each Adminisration Group i the hierarchy is defined by membership citeria and 2
targetis added to the group only ifitmeets the group's membership arteria.

When defiring the hierarchy, tink about how you would frst break down al targets nto groups such that targets that are monitored and managed in the same way are put together in the same group. The attrbutes that are:
‘used to define the membershp citeria of the groups are based on target proper ties. Target proper ties incude attrbutes such as Lifecyc Status, Location, and Line of Business. In the lustration above, two Administration 5
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Target Properties
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Acmiistration Groups and Dynaic Groups are ereated using membership crtria specfied using dlobal terget properties and valuss, A
target oins an Admintration Group or Dynamic Groups or both automatically when s roperty values metch with the respective
Acmiistration Group's or Dynaic Groups'criteia, sublec o imicaions.
Adiiristration Groups Hisrarchy is o setup in tis environmert,

Name value

Comment
Contact
Cost Center

Customer Support
Idertier

Department
Uecycle Status

Line of Business

Location

Operating System  Linux
Platform 3664
Torget Verson  10.3.5.0

@ TIP The values you specify for target properties wil iy apply to ths target and not propagate to s members. To propagate values
tothis arge and ks members, use EM CLI set_target_property_valus with the -propagate_to_mermbers option.
Edt
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System Broadcast User Preferences

“This page allows user to set preferences for System Broadcasts sent by super administrators as well as various EM subsystems.

‘Show System Broadcasts

‘Show System Broadcast sent by the super administrator using ENCLI
Do not automatically close System Broadcast sent by the super administrator

‘Show Message with Types

Number of seconds to show the System Broadcast 15
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Manitar Laopback Flesystems (trueffase) Default false
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Monitoring
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‘Target Type Pluggable Database
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Preferred Connect String
Enter the connection string that OMS should use when connecting to the Pluggable Database. If blank, the OMS would
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The foloning databases have been discovered on this custer. Provide monitoring credentils and save the targets to start moritoring the databases. You can specify common moitoring credentials for al the selected database targets using the ‘Specify Common Monitoring Credentils' ction. You can set Global Target
Propertes fo al selected targets or add them to a Group whie saving the targets for monitoring.
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Create New: General Properties

‘Speafy the basic propertes fo the metric extension.
“The defauit colletion can be overridden on  target instance bass i the target's Metric and Collcton Settngs page.

4 General Properties

*Target Type Avtomatc tarage Menagement =]

*Name MES  ASMEXtension
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Create New Repository-side Metric Extension : repository-side metric extension (ME$repo) v1: SQL Query

5 s
e Execute 2 SQL query againstthe Enterprise Manager Reposiry.
[ valdate o | [ Upload | Instructions
SQLQuery | SELECT targets. target_qui target.gud,  The SQL Query should be a select dause oy and shouid not contain
Count(comp_alert) comp_alert any semi-clons.
FROM (SELECT target._guid,  TARGET_GUID i mandatory and shoud be the frst column i SQL
1S comp_slert Query.
FROM_qggsalrt_current  The SQL query should oy use the Management Repository views.
WHERE target_type = host Usage ofother views/tables i not o,
AND metric_name = Load E « The column names used n the SQL Query shouid match the colmn
ames in the Metric Extenion.
AND aert_state = Crital  The metric wil be executed as MGMT_VIEW user.
IVTERSECT « Use mgnisrepos_ mext_deployments view fo better performance.
SELECT target qud, (See Example =4below)
1S comp_alert « Use the target type internalfiter (say
FROM_qggsalrt_current target._type=orade_database) in the query for better performance.
WHERE target_type = host Refer mamiStargetype_deF for target type internalnames.
AND meiric_name = TotalDisiIsage’
AND metric_column = oipercntayalabs’ 4 Example 1: Composite Alerts
AND aert_State = Critca) aerts, L1 This wi generate an ket when both Cpu Utization and Tota Percentage:
manStarget targets of Disk Avallble metis are in Citca Sate.

WHERE alerts.torget_quil(+) = tarcets.target_guid
ANDtargets. target_type=host
‘GROLP BY targets.target_ausd

Youmust set a threshhold value of 1 for comp_alert column in Step 3 to
et the dert.

Example:
SELECT targets.carges_guid targes_guid,
Count {comp_alers) comp_alere
~  TROM  (SELECT varger_guid, L
‘ i ol o I v
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‘Specify the basic propertes for the metric extension =
The defaut collection can be overridden on atargetnstance basis in the targets Metic and Collection Settngs page

4 General Properties

“Target Type  Host =

* Name MES

A Metrio Extension Neme can only contain slphe-numeric
haracters and the following non lesding special characters: ('
ey

* Display Name

Adapter  0S Command - Multiple Columns =

& Tokenizes O command output using user specified delimiter
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Data Upload
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Metric Extensions
Metic Extensions enhance Enterprise Hanager's monitoring capabilties by enabling youto create new metrics specificto your envronment New metric extensions can be defined for any targst monifored by Enterprise Hanager

4 Hide Overview
Metric Extension Development and Deployment Process
o create 3 Hetric Extension, you mustfirst define a query to collect the desired data for a monitored targettype. Once you have tested the metric extension by validating the data retumed, you wil save it s a deployable draft
Afier successful testing, the Hletric Extension can be puslished for general use.

© Develop Test Deploy
é Editable Metric Extension Deployable Draft % Published Metric Etension

Availabl for general use.

Stop : Create Metric Exionsion Step 1: Deploy o targets
and test againt targets. Siep?2: Review metic daa. 1
Step 2:Edit as needed. Step . Test alert notifcations. Deploy using moritoring
tomplates ordiectl from
the st of pubished Metric

Extensions.

== R

Saved Search =

4 Search
Al e

Match © Al © Any

TargetType = Status = Display Oracle Provided Metric Extensions [7]
Name. Runs On ~
Version Owmer
search | Reset | Save..
Pending Operations 0 Failed Operations 0
Adtions v View v 4-Create v &, Import..  Deploy To Targets.
Name Runs On TargetType  Display Name  Version Description Deployed Targets Monitoring Templates Status

No data found
Row Count0

Columns Hidden &
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Monitoring Templates can be used to apply a subset of monitoring and collection settings to multple targets. This allows you to standardize monitoring across your enterprise. When a Monitoring Template is
‘applied to a target, any monitoring settings not specified in the Monitoring Template remain unaffected on the target.
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TP Orade Certfied templtes contai the subset of monitoring settngs pertaning to @ speciic functonal ares for th target type.
Related Links
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Monitoring Templates

Monitoring Templates can be used to 3pply a subset of monitoring settings to multple targets, This alows you to standardize moritoring across your enterprise, When a template s applied to @

target, any monitoring settings not specified n the template remain Lnaffected on the target.

Search

Template Name
Terget Type | Database Instance =

|Display Oracle Certfied templates G|

Pending Apply Operations 0

Aoriy| view]| Eat] Create Lie] Delte] Compare setings| Export] | Create] SetDefoult Tempates| import]

Select | Name ¥ TorgetType Pendig Apply Operations | Ouner
Orade Certfied-Enable Database Security Configuration Metrics Database Instance 0 svsuan
Oradle Certified-Disable Database Security Configuration Metrics Database Instance: 0 svsuan
Orade Certified - Enable Streams ¥Stream/G6 Metrics Database Instance: 0 svsuan

Database Instance: 0 svsuan
‘Cratle Certied - Enable Database Lsage Tracng Houry Metics Database Instance: 0 svsuan
Orade Certified - Enable AQ Metics for ST Database Database Instance: 0 svsuan
Oradle Certified -Disable Streams XStream/GG Metrics Database Instance: 0 svsuan
Oradie Certified -Disable Database Usage Tracking Metrics Database Instance: 0 svsuan
Oradle Certified -Disable AQ Metrics for S1 Database: Database Instance: 0 svsuan
Oradle Certified - Default thresholds for Streams/XStream/GGt Database Instance: 0 svsuan

Aopiy| view] Edt] Create ie] Delte] Compare setings| export] | Create] et Default Tempates| import]

5 Defouit Tenplate for 3 target type. Ths tenplate il be sppled automatcaly t nexy discovered targets i Enterprise Manager.
@ TIP Orade Certied templtes contai the subset of monitoring settngs pertaining to @ specfic functonal ares for th target tpe.

Related Links
Defauit Templates Past Apply Operations
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Each event creates a new incident
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4 Events are grouped together by
Target
User can select only one target option (target, host, ancestor or ancestor generic system):

Events are from the same target

) Events are from targets on same host

Events are from targets that have the same ancestortarget of type  Agaregate Service

) Events are from targets which are part of same Generic System (&
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4 Create Incident or Update Incident
Ifthere is no incident associated with the event, you could create one and optionally, settne incident owner and priority.If an incident exists, you could update the incident.

Create Incident (f not associated with one) [0] Update Incident

Each event creates a new incident

Group events into an incident
4 Events are grouped together by

0] Target

[ Category ®
[] EventName

4 Time window (Advanced)

Eventwill become part ofthe incident only ifthe incident has been created within the specified time window. Time
= 1 Hours [+

Else anew incident will be created for the current event and any matching future event.

) Message for Incident created by grouping events
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Simulating Rules (applies to events only)

Follow the two steps below to nfiate simulation of al rules for selected sample event.
1. Search and selectfor event to be used as sample i simulation of rfes. The event wil be passed through rues 35 f the event newly occurred. Rules wil be simulated based on current setup -e.g.,

2. Review smulation resuts

. e-mail address and scheduie for administrator, repeat notifcation setting.

4 Step 1: Select Event, Review Event and Start Simulation

Terget jdans base_domainjbase_domaint & EventType Target Availabiity = © Time Period _ Last 24 hours [
Name
£

Terget | Orade Weblogic Server = © Date Range

Type B
]
‘Select event to be used as sample to smulate s You can tweak the target name, f needed, to match any spedfic k.

View

Event Type Event Name Message Targethame  TarcetType
Target Avatabity| *2r The WeblogicServer s down Jdans. base_domi... Oracke Weblogics...

4 Step 2: Review Simulation Results
1F expected resultdoes not appear below, refer to Troubleshooting section under “Setting Up Rule sets” in Administrator's guide.
« Indent crested by rue (Name = Inddent management rule set for l targets, Incident creaton rue for 3 Target Down avalabilty status [System generated rule]).
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Simulating Rules (applies to events only)

Follow the two steps below to nfiate simulation of al rules for selected sample event.

1. Search and selectfor event to be used as sample in simulation of rfes. The event wil be passed throuch rues 35 f the event newly occured. Rules wil be simulated based on current setup -e.
2. Review smulation resuts

., &mall acdress and schedue for adminstrator, repeat notfication setting.
4 Step 1: Select Event, Review Event and Start Simulation

Terget | jdans_base_domainjbase_domaint & Event Type Target Availabiity [+ © Time Period  Last 24 hours [
Name

Target Orade Weblogic Server =]
Type

=)

Skt event b e sl sl You o ek e g name, e, oty e,
Vew = [Sort st Al Taget o St St

e reTe—

Torget Name. TergetType
Torget Avaiabilty  Status. R Jdans.base_domai... Oracke Weblogic...

(© Date Range.

&E&

4 Step 2: Review Simulation Results
Smiation yet to be started
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Simulating Rules (applies to events only)

Follow the two steps below to nfiate simulation of al rules for selected sample event.

1. Search and selectfor event to be used as sample in simulation of rfes. The event wil be passed through rues a5 f the event newly occurred. Rules wilbe smulated based on current setup -
2. Review smulation resuts

4 Step 1: Select Event, Review Event and Start Simulation

Target & EventType = © Timeperd Last 23hours [5]
Name

Target =] © Date Range:
Tpe

==

‘Select event to e used as sample to simuate rules.You can tweak the target name, if needed, to match any specificrule.

&&

View v | StartSmuaton | Alter Target Name and Start Simustion

EventType Internal Event Name Message. Terget Name TargetType.
No data found

4 Step 2: Review Simulation Results
Smuiation yet to be started
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Add Actions

Continue | _ Cancel

Define actions to be taken when an incident matches this rule.

|Conditions for actions

You can define the actions to apply whenever the rule matches or apply them conditionaly.
© Always execute the actions
Only execute the actions if specified conditions match @
© Incdent matches the folowing crtera
Incdent has been open for some time and is in a particular state (select time and optional expressions)
* Time in this state 483 Hours [7]
[ severty
[ Adnowledged
[ owner
[ Priority
tatus [Not in [] [Resolved;Closed
[ Escalation level
[ Unassigned

INotifications

Assign recipients for notfications. Reciients for the "To" ist can only be added or removed in this section. Users who subscribe to this rule will be added to the "Cc" lst; users who unsubscribe to this rule wil be removed from the "Cc” ist. You could specfy multiple users separated
by commas. Recpients could be Enterprise Manager users, direct E-mail address or predefined varisbles.

7 Basic Notifications
Emai To [DBA_MGR@MYCOM.COM Q
Email Cc Q

Page qQ

1 Advanced Notifications
1> Repeat Notifications(Not specified)

~lupdate Incident
Automaticaly update the ncdents to help trage your incoming ncidents.
Assan to Q

Set priority to [=]
Set status to None [=]

Escalate to | Level 1 [x]

vicreate Ticket
No ticket device has been configured.
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o | o sep 465 | v

For each of the resource types in the list below, dentify speciic priviiges to be explctly aranted on  lewel or indvidual resources to grant

Number of Resources with | Manage Priviege
Resource Type. Description Priviege Grants Applicable to al Resources Priviege Grants Grants

Access Defines the access to dfferent applicatin in Enterprise - )

Manager Cloud Control

sopication Replay Enties Sl el s ke pes, oy ks, s A
Backup Configurations Securiy Class for System BackupjRecovery Manager.
Changs Plan Securiy Class Securiy behaviorfor Change Plans

Extends Enterpriss Manager feature to allow Chargeback and
Chargeback and Consalidation Consaldation of Tergets based an configuration and resource.
usage

Cloud Polcy Defines access privieges for Cloud Polies
Cloud Polcy Group Defines access privieges for Cloud Polcy Groups

Defines the access priviiges and roles or Cloud Seff Service

Cloud Seff Service Portal Define

4
4
4
4
4
4
4

Complance Framework providss capabilty to
definejcustorize|mansge compliance frameworks, and

Complance Framework complance standardsjules and evaluste compliarce of
targetsjsystems with regards to business best pracices for
canfigurationjsecurityjstorage etz

Custom Configurations allow extending target configuration

Custom Configurations collctons.

eployment Procedure Deployment procecures are customizable orchestration
Deployment Proced: voutines for verious Provisoning and Petching tasks
Discovery Security Class Discovery Security Class

EMPlugin Manage the access contral or Enterprise Manager plug-ins

Enterprise Manager High Avalabilty Adrinistration alows to
Enterprise Manager High Avalabilty  add additional management service through deployment
procedre,

A WA NA VA NI VIR

Coliscion of rules that apply to Enterprise Manager slemerts,
for exarmple, targets and job. Indvidual ruls can be used to
send notfications, create incidents, update incidents, and
other incdent-managerent related actions.

AN

Enterpris Rule Set
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Adrinstrators are Enterpriss Manager users who can login o Enterprise Manager to perform mansgement tasks. The breadth of management tasks avaiable in Enterpriss Manager depends on the privieges
and roles assgned to the admisrators.

semnch ==

solct [ ame access Authertcatin Type bescitin
CLOLID_ENGINE_USER ‘Super Administrator Repository Cloud Engine User (Internal)
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|Intel Based Hardware|Yes|x86 64|GenuineIntel x86 6€4]2527.086)|11111|Intel(R) Xeon(R) CBU FS540 @ 2.53GHz|1]1101Virtus
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