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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Invoice Matching Installation Guide, Release 13.2.8

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience
This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers
* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Invoice Matching
Release 13.2.8 documentation set:

*  Oracle Retail Invoice Matching Release Notes

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

= Detailed step-by-step instructions to re-create

= Exact error message received

=  Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 13.2) or a later patch release (for example, 13.2.8). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi


https://support.oracle.com/

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Documentation is packaged with each Oracle Retail product release. Oracle Retail
product documentation is also available on the following Web site:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
(Data Model documents are not available through Oracle Technology Network. These
documents are packaged with released code, or you can obtain them through My Oracle
Support.)

Documentation should be available on this Web site within a month after a product
release.

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

This chapter explains the tasks required prior to installation.

Note: Oracle Retail product installations are tightly
integrated with their technical configuration. After
installation the application server hostname, database name
and hostname, and other technical configuration is
embedded within the installation of the Oracle Retail
product. It is not recommended to attempt to copy an
installation to a server with a different hostname for the
purposes of environment cloning. The easiest and safest way
to reconfigure applications on another server is to reinstall
the applications using the Oracle Retail installers.

Requesting Infrastructure Software

If you are unable to find the necessary version of the required Oracle infrastructure
software (database server, application server, WebLogic, etc.) on the Oracle Software
Delivery Cloud, you should file a non-technical ‘Contact Us’ Service Request (SR) and
request access to the media. For instructions on filing a non-technical SR, see My Oracle
Support Note 1071023.1 — Requesting Physical Shipment or Download URL for Software

Media.

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Invoice Matching

include:

Supported on

Versions Supported

Database Server OS

OS certified with Oracle Database 11gR2 (11.2.0.4) Enterprise
Edition. Options are:

Oracle Linux 5 for x86-64 (Actual hardware or Oracle virtual
machine).

Red Hat Enterprise Linux 5 for x86-64 (Actual hardware or
Oracle virtual machine).

Oracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine).

Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

AIX 6.1 (Actual hardware or LPARs)
AIX 7.1 (Actual hardware or LPARs)
Solaris 10 SPARC (Actual hardware or logical domains)
Solaris 11 SPARC (Actual hardware or logical domains)

HP-UX Itanium11.31 Integrity (Actual hardware, HPVM, or
vPars)

Installation Guide 1




Check Supported Application Server Requirements

Supported on

Versions Supported

Database Server 11gR2

Oracle Database Enterprise Edition 11gR2 (11.2.0.4) with the

following specifications:
Components:
= Oracle Partitioning

=  Examples CD (Formerly the companion CD)

Oneoff Patches:
= 18465025: MERGE REQUEST ON TOP OF 11.2.0.4.0 FOR
BUGS 18016963 18302329.

Other components:
= Perl compiler 5.0 or later

=  X-Windows interface

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail
Invoice Matching application include the following:

Note: Files required for Oracle Configuration Manager
(OCM) are removed after OPatch is used to patch the
WebLogic server. This will cause the product installers and
OCM installation to fail. To work around this issue, back up
the content of the SORACLE_HOME /utils/ccr/lib directory
prior to applying a patch using OPatch, and recopy the
content back after you apply any patches. ORACLE_HOME
is the location where WebLogic Server has been installed.

Note: If using an OPatch on Linux 64-bit platforms, see
“Installer Fails because of missing .jar in
$ORACLE_HOME/utils/ccr/lib” in Appendix: Common
Installation Errors.

2 Oracle Retail Invoice Matching




Verify Single Sign-On

Supported on

Versions Supported

Application Server OS

OS certified with Oracle Fusion Middleware 11g Release 1
(11.1.1.7). Options are:

»  Oracle Linux 5 for x86-64 (Actual hardware or Oracle virtual
machine).

= Red Hat Enterprise Linux 5 for x86-64 (Actual hardware or
Oracle virtual machine).

= Oracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine).

*  Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

=  AIX 6.1 (Actual hardware or LPARs)

=  AIX 7.1 (Actual hardware or LPARs)

=  Solaris 10 SPARC (Actual hardware or logical domains)

=  Solaris 11 SPARC (Actual hardware or logical domains)

= HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)

Application Server

Oracle Fusion Middleware 11g Release 1 (11.1.1.7)
Components:
= Oracle WebLogic Server 11g Release 1 (10.3.6)
= Java:

JDK 1.7.0+ 64 bit
Other components:
*  Oracle BI Publisher 11g (11.1.1.7)

=  Oracle Internet Directory 10gR3 (10.1.4) or Oracle Identity
Management 11gR1 (11.1.1.7).

Note: See Installer Fails because of missing .jar in
$ORACLE_HOME /utils/ccr/lib in Appendix: Common
Installation Errors. This issue occurs only when the application is
being installed on the same WebLogic server on which forms
based applications are installed. It is valid only for Linux 64-bit.

Verify Single Sign-On

If ReIM will not be deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Internet Directory 10gR3 version 10.1.4
or Oracle Identity Management 11gR1 version 11.1.1.7 has been installed along with the
components listed in the above Application Server requirements section. Verify the
Oracle WebTier Server is registered with the Oracle Access Manager 11gR1 as a partner

application.

Note: Oracle Application Server (OAS) 10.1.4 Single Sign-On
is only supported for existing installations, this support may
be dropped in a future 13.2.X patch release.

Installation Guide 3




Check Supported Client PC and Web Browser Requirements

Check Supported Client PC and Web Browser Requirements

Requirement Version

Operating system Windows 7

Display resolution 1024x768 or higher

Processor 2.6GHz or higher

Memory 1GByte or higher

Networking intranet with at least 10Mbps data rate

Oracle (Sun) Java Runtime Environment 1.7.0+

Browser Microsoft Internet Explorer version 9
Mozilla Firefox ESR 24

Configure Mozilla Firefox 24.0

If you are using Firefox 24.0, you need to configure the browser to display the list of
values pop ups correctly.

1. Open your Firefox browser and type in your address bar as follows:
about:config

2. A warning dialog is displayed. Accept the warning.
A list of configuration values is displayed.

3. Locate the browser.link.open_newwindow property, right-click on it, and select
Modify.
Change the value to 2.

Close and re-start the browser.

Supported Oracle Retail Products

Requirement Version

Oracle Retail Merchandising System (RMS)/Oracle Retail Trade 13.2.8
Management (RTM)/Oracle Retail Sales Audit (ReSA)

Oracle Retail Store Inventory Management (SIM) (by way of RMS) |13.2.8

Oracle Retail Analytics 13.2.8

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail.

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.

4 Oracle Retail Invoice Matching



Supported Oracle Applications

Supported Oracle Applications

Requirement Version
Oracle E-Business Suite Oracle E-Business Suite 12.1.3 integration is supported using the
Financials Oracle Retail Financial Integration for Oracle Retail

Merchandising Suite and Oracle E-Business Suite Financials.

See the Oracle® Retail Financial E-Business Suite Integration Solution
Implementation/Operations Guide for specific version information.

PeopleSoft Enterprise Oracle Retail Financial Integration (ORFI) Media Pack

Financials Oracle E-Business Suite 12.1.3 integration is supported using the

Oracle Retail Financial Integration Pack for Oracle Retail
Merchandising Suite and Oracle E-Business Suite Financials.

Installation Guide 5
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RAC and Clustering

Oracle Retail Invoice Matching has been validated to run in two configurations on Linux:
= Standalone WebLogic and Database installations

= Real Application Cluster Database and WebLogic Server Clustering

The Oracle Retail products have been validated against an 11.2.0.4 RAC database. When
using a RAC database, all JDBC connections should be configured to use THIN
connections rather than OCI connections. It is suggested that if you do use OCI
connections, the Oracle Retail products database be configured in the tnsnames.ora file
used by the WebLogic Server installations.

Clustering for WebLogic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 11.2.0.4 Oracle
Internet Directory database with the WebLogic 10.3.6 cluster. It is suggested that a Web
Tier 11.1.1.5 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

*  Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

=  Oracle® Real Application Clusters Administration and Deployment Guide
11g Release 2 (11.2) Part Number E16795-11

Installation Guide 7
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Database Installation Tasks

The ReIM database objects are bundled with the RMS database schema installer. To
install the ReIM database objects follow the Oracle Retail Merchandising System Installation
Guide to run the database schema installer, and select the ReIM option on the product
selection page.
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4
Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6) and
patches listed in the Chapter 1 of this document. The Oracle Retail Invoice Matching
application is deployed to a WebLogic Managed server within the Web Logic installation.
It is assumed that Oracle Database has already been configured and loaded with the
appropriate RMS and Oracle Retail Invoice Matching schemas for your installation.

Create Providers

Perform the following procedure to create providers in APPDomain and ClassicDomain.

Note: The following steps are being performed in
APPDomain but the steps must be done for both
APPDomain and ClassicDomain.

1. Log in to the Administration Console.
http:/ / <host>:<port>/console/

2. In the Domain Structure frame, click Security Realms.

ORACLE WebLogic Server® Adnisisaion Consoe B op

Ghamaeienten (& Home Log out Preferences Help Q Welcome, weblogic ‘ Connected to: APPDomain
emdrEser s Horme =Summary of Security Reslms smyreslm =Summary of Security Realms
Click the Lock & Edit button to modify, add or Summary of Security Realms
delets iteris in this domain.
LociaEd 4 security realm is & container for the mechanisms--including sers, groups, security roles, security policies, and security providers—that are used ko protect WeblLogic resources. You
ETOEILEe can have multiple security realms in & webLogic Server domain, but only one can be set as the defal (active) reaim.
This Security Realms page lists each security realm that has been configured in this WebLagic Server domain. Click the name of the realm ta explare and carfigure that reai,
Domain Structure
APPDoMaIN ~
: [ Custamize this table
“servers Realms {Filtered - More Columns Estist)
~Clusters
--irtual Hosts Click the £@ck B Fdit button in the Change Center to activate all the buttons on this page.
roMigratable Targets
~-Coherence Servers Mew | | Delste Showing 1to 1of 1 Previous | Mext
~~Coherence Clusters
~-Machines Name & Default Realm
“Wark Managers
~-Startup and Shutdown Classes myrealm true
~~Deployments
-}-Serp\”c};s (o | [BEEE Showing 1 ta 1 of 1 Previous | Mext
---Gecurity Realms ~
How do I B
o Configure new securiy reaims
e Delete security realms
o Change the default szcurky realn
System Status =
Health of Running Servers
Faled (0}
Critical ()
mnspL2095:17001 fconsole/console portal?_nfpb=trueg,_pagel abel=SecurityReamRealmTablePage v

3. In the Realms table, click myrealm. The Settings for myrealm page is displayed.

Installation Guide 11



Create Providers

ORACLE WeblLogic Server® Adminisaton Consle B T oB

Change Center ) Horne Log Out Prefersnces Help

Welcome, weblogic ‘ Connected to: APPDomain

e anllts Home =Summary of Security Realms =myrealm =Summary of Security Realms =myrealm

Click the Lock & Edit buttan to modfy, add ar Settings for myrealm
delete icems in this damain.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

General | RDBMS Security Store | User Lockout | Performance
Release Canfiguration

Domain Structure Click the £ ock & £dit button in the Change Center to modify the settings on this page.

APPDomain ~ Save
“Erwironment
Use this page to configure the general behavior of this security realm.
Mote:
1F you are implementing security Using JACC (Java Authorization Contract for Containers as defined in J5% 115), vou must use the DD Only security model, Other WebLoaic
Coherence Servers Server models are not avallable and the security functions For web applications and EJEs in the Administration Console 2t disabled.
~Coherence Clusters.
~Machines Name: myrealm The name of this security realm.  More Infa..
~Work Managers

Startup and Shutdown Classes
~Deployments
~Services

5] Security Model Default: Spexifies the default security modsl For Web applications or EJBs that are

secured by this security realm. You can override this default during
deployment.  More Info.

-G Kty Realms A
il = 5 Combined Role Mapping Enabled Determines how the role mappings in the Erterprise Application, Web
Howdol... application, and EJ8 conkainers interact. This setting is valid only for Web
applications and EJEs that Lse the Advanced security model and that
* Manage security for Web applcations and initialzz roles from deployment: descriptars,  More Info...
EXEs
o Sekthe defaul security modal &5 Use Authorization Providers to Protect IMX Access Configures the Weblogic Server MBean servers ko use the security
o Dilegate MBsan suthorization ko the realn realin's Authorization providers ko determing whether a JMX dient has
permission o access an MBean attributs or invoke an MBean
operation,  More Info..,
System Status =] & Advanced
Health of Running Servers o)
Failed (0)
el (8] Click the £ ook & Fdit button in the Change Center to madify the settings on this page.
i

Aan fe ™

4. Click the Providers tab.
ORACLE WeblLogic Server® Administration Conscle ‘ o

Change Center @ Home Log Qut Preferences Help. Q Welcome, weblogic ‘ Connected to: APPDomain

(s allais Home =Summary of Security Realms =myrealm =Summary of Security Realms =myresim =Providers

Click the Lock & Edit button to modify, add or Settings for myrealm
delete items in this domain.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Authentication | Password Yalidation | Authorization | Adjudication | Rale Mapping | Auditing | Credertial Mapping | Certification Path | Keystores
Release Configuration

Domain Structure An Authentication provider allows WebLogic Server to establish trust by walidsting & user, You must have one Authentication provider in & securiy realm, and you can configure multiple

Authentication providers in a security realm, Different types of Authentication providers are designed ko access different data stores, such as LDAP servers or DEMS, Vou can also
APPDOmain ~ _ n s
Eraronment canfigure a Realm Adapter Authertication provider that allows yau ko work with users and groups from previous releases of tiebLogic Server

Servers
Clusters
“yirtual Hosts

[ Customize this table

Authentication Providers

Click-the £ok & £dft button n the Change Center to activate 3l the buttons on this page.

~Work Managers Iew | [Delete | || Reorder Showing 1o 2 0f 2 Previous | Mext
~Startup and Shukdown Classes
“Deployments Name Description Yersion
~Services
--Ser ity Realms ] Defaultauthenticator Weblogic Authentication Provider 1.0
How do = DefaultidentityAsserter WebLogic Identity Assertion provider 1.0
o Canfigure Authentication and Identity Mewe | |Delete | || Reorder Shawing 1 ko 2af 2 Previous | Next

Assertion providers

+ Configure the Password Yalidation provider

¢ Manage securky providers
¢ Sekthe JABS cantral flag
¢ Re-order Authertication providers

System Status a

Health of Runring Servers
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Create Providers

5. Click Lock & Edit and then click New. The Create a New Authentication Provider
page is displayed.

ORACLE WebLogic Server® Adiisrsion console B OB

Change Center & Home Log Out Preferences [2] Record Help Q Welcome, weblogic ‘ Connected to: APPDomain
EndrTs arilas Heme =Summary of Security Realms =myrealm »Summary of Security Realms =myrealm =Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect.
& Activate Changss WOk | iCemcel)
Unido All Changes Create anew Authentication Provider

The fallaming praperties wil be used ta identify your new Authentication Pravider.

Domain Shauckure * Indicates required fields

APPDomain e
“Enwironment
~Servers The name of the acthentication provider.

~Clusters .
““Virtual Hosts Name: OIDAuthenticator
- Mgratable Targets
~Coherence Servers
~Coherence Clusters
~Machines
~work Managers
~Startup and Shutdown Classes
~Deployments oK || cancel
“Services
--Seririty Realms

This is the type of authentication provider you wish ta create,

Type: OracleinternetDirectoryAuthenticator

How do L... =]

+ Manage security providsrs

+ Configure suthentication and Identicy
Assertion providers

System Status a
Health of Runming Servers

Failed (0)
Critical {0}

Overloaded (0)
Warrinn (111 A4

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectoryAuthenticator as the type.

7. Click OK. The list of providers is displayed. Select the newly created provider,
OIDAutheticator. The Settings for OIDAuthenitcator page is displayed

ORACLE WebLogic Server® Adnisrsion Consle B of

Change Center &) Home Log Out Preferences [5] Record Help Q Welcome, weblogic ‘ Connected to: APPDomain
T A A taree Hanne =Summary of Sscurity Realms Smyrealn =Summary of Security Reslme smyveslm sProviders smyresim >Providsrs ~OIDAuthenticator
Pending changes exist. They must be activated Settings for DIDAuthenticator
to take effect,
Configuration | Performance
& Activate Changes
— Common | Pravider Specific
indo &1l Chenges
Save
Domain Structure B —
AFFDomain ~
Ervitonment This page displays basic information abok this Oracle Intermet Dirsctary Authentication provider, Viou can also use this page to set the 184S Control Flag to cantrol how this providsr is
' . used in the login sequence,
~Servers
~Clusters
~Wirtual Hosts 4] Name: OIDAUthenticator The name of this Oracle Internet Directory Authertication
F-Miigrakable Targets provider.  More Info..

~Coherence Servers

~-Coherence Clusters (£5] Description: Provider that performs LDAP authentication # short description of this Cracle Internet Directory Authentication
~Machines provider.  More Irfo..
“Work Managers
~Startup and Shutdown Classes 45 Yersion: 1.0 The version number of this Gracle Internet Directory Authentication
~Deployments provider,  More Info...
~Services
—Seryrity Realms. vl £F] Control Flag: OPTIONAL ~ Spexifies how this Oracls Internet Directory Authentication provider fits
inko the login sequence.  More Infa...
How do I... =]

Save
o Configure the Oracle Internet Directory E—

Authentication provider

+ Configure Authentication and Identity
Assertion providers

+ Setthe Jaas contral flag
o Canfigure the Password Valdation provider
o Manage securiy providers

System Status a

Health of Runring Servers

8. Set the Control Flag field to Optional and click Save. The Control Flag should be set
as Optional so users do not get locked out of the Admin console if there is a typo.
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Create Providers

9. Once your changes are saved, click Activate Changes.

ORACLE WebLogic Server® Adrinisaion Consle B of

Change Center & Home Log Out Freferences Record Help Q Welcome, wehlngl(‘(nnnetted to: APPDomain

T A A taree Harne =Summary of Sscurity Realms Smyrsalnn =Users snd Groups Summary of Security Reakas Srayresh sProwidsrs ~DIDAuthenticator

o pending changes exist, Click the Relsass Settings for OIDAuthenticator
Configuration button ko allow others to edit the
domain. Configuration | Performance

Lock & Edit Common | Provider Specific

Release Configuration
Save

Domain Structure

APPDOMIN This page displays basic infarmation about this Oracle Inkernet Directary Authentication provider. You can also use this page to set the JA4S Control Flag to cantrol how this provider is
Ervitonment used I the login ssquence,

Deployments

Services (HE] Name: OIDAuthenticator The name of this Oracle Internet Directory Authertication

Security Realms provider.  More Info..

Interaperabiicy

Diagnastics (] Description: Provider that performs LDAP authentication A shart description of this Cracle Internet Directory Authentication
provider. More Info..

45 Yersion: 1.0 The version number of this Gracle Internet Directory Authentication
provider, - More Info. .,

] Control Flag: OPTIONAL ~ Specifies how this Oracle Internet Directary Authentication provider fits
inito the Iogin sequence.  More Infa...

How do 1. 8| | (5ue

Canfigure the Oracle Inkermet Dirsctary
Authentication provider

Configure Authentication and Identity
Assertion providers

o Setthe 1445 control flag

Configurs the Password Validation provider

o Manage security providers

System Status =] ‘

10. Click the Provider Specific tab and click Lock & Edit.
ORACLE Weblogic Server® Administration Console — hat

Q Welcome, weblogic ‘ Connected to; APPDomain

Change Center &) Home Log Out Preferences [2] Record Help

s e Hamne =Summary of Security Realms smyresln =Summary of Security Reslms smyveslm =Providers smyvealm Providers sDIDAuthenticator
pending changes exist, They must be activated Settings for DIDAuthenticator

to take effect,
Configuration | Performance
« Activale Changes

Commen | Provider Specific
Undo &Il Changes:

Save
Domain Structure E—
APPDomain »
E-Environment Use this page to define the provider specific configuration For this Oracle Internet Directory Authentication provider,

~Servers
“Chusters Connection
~¥irtual Hosts

L"M\gratab\e Targets ] Host: mspl12095 us aracle. com The host name or IP address of the LDAP server.  More Info...

| ~Coherence Servers

?"CD":W”CE Clusters & Port: 3080 The part number on which the LDAP server is listening.  Mare Info...
{~Machines

{-Work Managers

“--Startup and Shutdown Classes 25 Principal: cr=orcladrmin The Distinguished Mame: (DM) of the LDAR user that WebLogic Server

Deployments should use to connect to the LDAP server.  More Info...

Services

ity Balms v o The credential (usually & password) used to connect to the LDAP
server,  More Info...
How do L. Z]
Confirm Credential:
« Configure the Oracle Internet Directory
Authentication provider
o Configurs Authentication and Identity [ £5 s51Enabled Specifies whether the 551 pratacol should be used when connecting ko
Assertion providers the LDAP server. More Info.
+ Manage security providers Users
User Base DN: - —us.de= The base distinguished name (D) of the tree In the LDAP directary that
System Status al | @ creusers, de=us de=orac contains users.  More Iffo...
Health of Running Servers
All Users Filter: = - A LDAP search fiker For finding all users beneath the base user
Faited (1) 4 {&{en=")(abjectclass=pers distinguished name (D), Mote: IF you thangs the User name sttriute to
Critieal ) & type other than cn, you must duplicate that change in the User From o3

11. Supply your LDAP connection and credentials.
The entries below are examples only. You should match the entries to your OID
= Host: msp12095.us.oracle.com
= Port: 3060
= Principal: cn=orcladmin
= Credential: <password>
= Confirm Credential: <password>
= User Base DN: cn=users,dc=us,dc=oracle,dc=com
=  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

= Check Propagate Cause For Login Exception
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Create Providers

12. Click Save and Activate Changes.
13. Click the Providers tab and click Lock & Edit.

ORACLE Weblogic Server® Asminista o

] eherences [ ) Q Weknme, weblogic | Comeste to: APPDomain

e

Sottings fur myreakm
Confipraton | UsersandGroups | Foles and Poices | Credentel Maopings  Prowiders  Mgraton

Authestication  Fascnord Ysidesen  Alhonzaton  Adudcation | RoleMaong  Audtng | Credensal Micong  CertScatonPath | Keystores

4 Ruthannes: e Sarvas 15 aa

st B 5 Authantien b pr
s LDAP ey o DBMS. Fou con

oy s, A o e 22
it R Advter Authenti

Feultpie AuthenBoanon providart i & ety raske
vider thad allows ous b work th users and

rouos from orevous relesses of iebloge Server.

| Costomize this table

Authentication Froviders
Elck the Lock & Foitubionn the Change Coier 5 actvale ol S butior on B page.

Shwing 110 3oA'3 Previcus | ne
Rame Descrigtion Versean
| | Provider thetpestorms LOAP auhenscason |
How do 1 | Webloge Auhenncanon Frovder 19
| Webloge Yty Assertors cemider |
g 110 3ol 3 Previcus | Mest

Sipstem Status

Fieaith of Rurring Servers

14. Click Reorder.

15. Order OIDAuthenticator first and DefaultAuthenticator second.
16. Click Save.

17. Once your changes are saved, click Activate Changes.

18. Shut down all servers and restart the admin server.

Verify and Set OID Authenticator

1. Log in to the Administration Console.
http:/ / <host>:<port>/console/
2. Inthe Domain Structure frame, click Security Realms.

3. In the Realms table, click Default Realm Name. The Settings page is displayed.
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Create Providers

4. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

You should see usernames from the Oracle Internet Directory configuration, which
implicitly verifies that the configuration is working.

ORACLE WeblLogic Server® Adrinisaton Consoe B o

Change Center &) Hoe Log Out Prefersnces Help. Q Welcome, weblogic ‘ Connected to: APPDomain
View changes and restarts Home =Summary of Security Realms =myrealm =Users and Groups
Click the Lock & Edit button ta modify, add or Settings for myrealm

delete items in this domain.
Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
Look & Edit

Users | Groups
Release Canfiguration

Domain Structure
APPDOMain

This page displays information about each user that has been configured in this security realm,
Moke: The authentication provider named OiMasserter does not suppart wiewing or managing ks users thraugh the WebLogic conscle,

[ Customize this table

Users
New: | [Delete Shawing 1 to 10 aF 10 Previous | Next
]| Name & Description Provider
manager1 SIM Store ID 7000 Manager OTDAuthenticator
[ | oratlesystembser Oracle application scftware system user, DefaultAuthenticator
orcladmn Seed administrative user for subscriber, OIDAuthenticatar
How do 1. g PUBLIC This entry is used as the identfication For Unauthenticated users. OIDAuthenticator
RETAILLISER. Retal User OIDAuthenticator
+ Manage users and groups REM.ADMIN Seed administrative user for subscriber OIDuthenticator
o Create users
SIM.ADMIN Seed administrative user for subscriber OIDnuthenticator
o Modfy users
N superuserl SIM Store ID 7000 Super User. OIDnuthenticator
weblagic Seed administrative user for subscriber. OIDAuthenticator
System Status =] [ | weblagic This user is the default administrator, DefaultAuthenticator
Health of Rurning Servers [ew | [Delete Showing 1 to 10 6F 10 Previous | Next
Failed (0)
Critical (0)

5. Click the Providers tab and click OIDAuthenticator.
ORACLE WebLogic Server® Administration Consale ‘ &

Change Center (& Home Log Out Preferences [24] Record Help Q welcome, weblogic ‘ Connected to; APPDomain
Mendrrs arielas Home =Summary of Security Realms smyrealm =Summary of Security Realms =myrealm =Providers smyrealm =Providers =0IDAuthenticator
Messages
Pending changes exist. They must be activated
to take effect, o Settings updated successfuly.
afadctivato Chanass Settings for DIDAuthenticator
Undo Al Ch
ndo 088 Configuration | Performance
Domain Structure Common | Provider Specific
APPDOmain ~
“Enwironment Save
Servers
Chisters
girtual Host: This page displays basic information abodk this Gracle Internet Directary Authentication provider, Vou can also use this page o set the 1445 Control Flag to control how this provider is
rtual Hosts Used in the login sequence.
i~Migrakable Targets
~Coherence Servers
~Coherence Clusters (4E] Name: OIDAuthenticator The niame of this Oracle Internet Dirsctary Authertication
Machines provider,  More Info...
~Work Managers
~Startup and Shutdown Classes (£F] Description: Provider that perfarms LDAP authertication & short description of this Oracle Internet Directary Authentication
~Deplayments provider,  More Info...
~Services
Sty Realns LS 5] Yersion: Lo The version rumber of this Oracle Intermet Directory Authentication
provider,  More Irfo...
Howdo ... a
] Control Flag: SUFFICIENT Spexifies how this Oracle Internet Directory Authentication provider fits
+ Configure the Oracle Internst Drectory inte the login sequence.  More Infe..
Authentication provider
« Configure Authentication and Identiy Save
Assertion providers —
o Sekthe JAAS contral flag
o Configure the Password Yalidation pravider
o Manage security providers

System Status a

Health of Runring Servers

6. Set Control Flag to SUFFICIENT and click Save.
7. Click Activate Changes and restart the admin server.
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Install Managed Server in WebLogic

Install Managed Server in WebLogic

Important Note: Skip this section if a managed server

already exists for Oracle Retail Invoice Matching.

Before running the application installer, you must install the managed server in
WebLogic if it was not created during the domain install.

1. Log in to the Administration Console.

/€ Home Page - APPDomain - WLS Console - Windows Internet Explorer

=]

=%

L A 5]

redevlv0072.us. oracle.com

EEEE

Google

B

i Favorites | < [@ RetaiCentral /% Bharat Sanchar Nigam Ltd(B... () Global Information Technolo, . [B5] MyDesktop {8 Suggested Sites ~ [ My Oracle Home

»

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Domain Structure
APPDomain
E+Environment
;““Sel VErs
~Clusters

- al Hosts
;““I'vhgratah\e Targets

“Machines

rk Managers

Startup & Shutdown Classes
~-Deployments

Services

~-Security Realms
B-Interoperability

“Diannostics

[»

How do ..

® Search the configuration
® Use the Change Center
& Record WLST Seripts

& Change Console preferences

o) [&

Haome >Summary of Serv
Home Page
Information and Resources

Helpful Tools
= Configure applications
m Recent Task Status

= Set your console preferences

Domain Configurations

Domain

# Domain

Environment

& Servers

Clusters
Virtual Hosts

Migratable Targets
Machines

Work Managers

Startup And Shutdown Classes

Your Deployed Resources

» Deployments

n =Summary of Environment = APPDomain

General Information

Commen Administration Task Descriptions

Read the documentation

Ask & question on My Cracle Support

Oradle Guardian Overview

Services
® Messaging
IMS Servers

Store-and-Forward
Agents

IMS Modules

Path Services

Bridges

JoBC

Data Sources

Multi Data Sources

Data Source Factaries
& Persistent Stores

& XML Registries

Interoperability
* WTC Servers

# Jolt Connection Pools

Diagnostics

# LogFiles

# Diagnostic Modules
+ Diagnostic Images

# Request Performance
* Archives

= Context

* SHMP

Charts and Graphs

(& Home Page - APPDomain - WLS Console - B | =y v Page - Safety - Tooks - (@h-
ORACLE WebLogie Server® Aammisraton o 8 OBF
Change Center @ Home Log Qut Preferences d Help ‘ Q Welcome, weblogic | Connected to: APPDomain

httpfiredeslv0072, us oracle.com: 1 7001 jconsolefconsole. portal? _nfpb=trued_pagelabel=HomePagel

€D 1nternet 43 -

H100%

2. Click Lock & Edit.
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Install Managed Server in WebLogic

3. Navigate to Environment > Servers and select new tab of the servers on the right

side.

/€ Create a New Server - APPDomain - WLS Console - Windows Internet Explorer

Type to search the web (CtrI+E)l [-_][E]m

G- &

redevlv0072,us, oracle. com

] [E] 2] [

. . »
7 Favorites \ 5 [=] RetaiCentral A Bharat Sanchar Nigam Ltd(B... @] Global Information Technolo.,. [@] MyDesktop @ Suggested Sites + [&] My Oracle Home

ool | Foibd

‘ (& Create a Mew Server - APPDomain - WLS Consale

| | ﬁ e = @ v Page - Safety - Tools - @-

Change Center
View changes and restarts
Mo pending changes exist. Click the Release

Configuration button to allow others to edit the
domair.

Release Configuration

ORACLE WeblLogic Server® Administration Console

Domain Structure

-Migratable Targets
“Machines

jork Managers

~~Startup & Shutdown Classes
--Deployments

B-Services

—-Security Realms
B-Interoperability

B-Diaannstics

APPDomain S
E+Environment
t-Servers

® Create Managed Servers

e Configure default netwark connections

How do L. g

@) Home Log Qut Preferences Record Help ‘ Q Weloome,wehlogic|cannacbed to: APPDomain

Home >Summary of

=APPDomain >Summary of Enviranment > APPDo

>Summary of Servers

Create a New Server

Next |Fin'Br| |Cﬂnce|

Server Properties

The following properties will be used to identify your new server,
* Indicates required fields

Vihat would you like to name your new server?

* .
Server Hame: reim-sener

Where wil this server listen for incoming connections?

Server Listen Address:

*Server Listen Port:

17009

Shauld this server belong to & cluster? b

(%) Mo, this is a stand-alone server.

() Yes, create a new cluster for this server.

Next | | Finish | | cancel

System status = it iG] e

S — (]
Done & Internet fh v ®m00% v
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4. Set the following variables:

= Server Name: These should be some name specific to your application targeted

(for example, reim-server).

Server Listen Address: <weblogic server> (for example,
redevlv0072.us.oracle.com)

= Server Listen Port: A free port. Check for availability.

A suggestion is to increment the AdminServer port by two and keep

incrementing by two for each managed server (for example, 17003, 17005, 17007,

17009, and so on
5. Click Next.

)

{€ Create a Mew Server - APPDomain - WLS Console - Windows Internet Explorer

[P f=1

@-;;-' ]

redevlv0072,us, oracle.com

][] [#2] [

".l Google

@ Create a Mew Server - APPDomain - WLS Console

Jg Favortes | <5 @ RetaiCentral A Bharat Sanchar Nigam Lte(B. .. (&) Global Information Technolo. . [ MyDesktop 1 Suggested sites =[] My Oracle Home

B

»

Change Center
View changes and restarts
Mo pending changes exist, Click the Release

Configuration button to allow others to edit the
domain,

Release Configuration

Domain Structure

APPDomain -

virtual Hosts
Migratable Targets

“--Startup & Shutdown Classes
~Deployments
B-Services
—-Security Realms
F-Interoperability
“Diannostics

il K1

How do ...

» Create Managed Servers

® Canfigure default network connections

System Status ]

S Eree e

ORACLE Weblogic Server® Administration Console

Siov Bl L o= v Page s+ Safety - Tooks - @
Y
@ Home Log Out Preferences Record Help ‘ Q WEIoomE,wehlogic|CnnnEched to: APPDomain

Home =Summary of Sarvers > APPDomsin »Summary of Environment > APPDomsin >Summary of Servers

Create a New Server
Back & | Finigh | Cancel

Review choices

Review the selections. If these are correct, dlick Finish to create this server,

Server Name:
Server Listen Address:
Server Listen Port:

Back & | Finigh | Cancel

reim-server
{No value specified)

17009

(]

Dane

e Inketnet

fa -

A 100%
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6. Click Finish.

] € Summary of Servers - APPDomain - WLS Console - Windows Internet Explorer = m

Googl | ‘ EE'
»

"¢ Favorites A etailCentral arat Sanchar Migam lobal Information Technola... yDesktop uggested Sites - Iy Oracle Home
F: { =) RetailCentral /% Bharat Sanchar M Lbd(B alobal Inf tion Technal MyDeskt Es ted Sit My Oracle H

&\f; - ‘& hktp:/ iredevlv0072,us oracle,com: L 7001 fconsole/console.portal?_nfpb=trust_pagelabel=Corese H (|

‘ 1€ summary of Servers - APPDomain - WLS Consale | | N B [ = v Page - Safety - Tooks - (@~
ORACLE WebLogic Server® Administration Console
Change Center @ Home LogOut Preferences Record Help ‘ Q Welcome, weblogic | Connected to: APPDomain
et T feeT e Home =Summary of Servers = APPDomain =Summary of Envircnment = APPDomzin >Summary of Servers

Messages
Pending changes exist. They must be activated
to take effect. & Server created successfully.

« Activate Changes

y of Servers

Undo All Changes = ion | Cantral

Domain Structure
APPDomain - A server is an instance of WebLogic Server that runs in its own Java Yirtual Machine (JVM) and has its own configuration.

Er-Environment This page summarizes each server that has been configured in the current WebLogic Server domain,

0

P Customize this table

“-Startup & Shutdown Classes Servers (Filtered - More Columns Exist)

~-Deployments -
E}'Sef\;i:is New | | Clone || D Showing 1to 20f 2 Previous | Next

--Security Realms i |
B-Interoperability =] [ | vame & Cluster Machine State Health Listen Port
B-Diannnstics ﬂ

[ | adminServer{admin) redevivo072 RUNNING ¥ oK 17001

How do L. 8
* Create Managed Servers [ [reim-server Unknown 17009
* Clone Servers New | | Clone Showing 1to 2o0f 2 Previous | Mext

Delete Managed Servers
Delete the Administration Server

Start and stop servers U

& Internet Yav Hiow -

7. Click Activate Changes on the left side.

ORACLE Weblogc Serve® s oo I
[re—— 1) pome Log Sut Sraferences el fecod beb | -1 Welcome. weblogic | Corrected to: APPDomain
Yow chanoes and restants Mo 35y oF Sarvirt surminiey oF Cuisy st »Susmendey of Sarsiet
Pendng hay st baachanad |
ehurgas auiet. Thay st ba At
bt ftect. D Sarver comatnd sccmisiddy,
'
inds A4 Changss. e
Domain Stracture
LoPDeman - & thevte bt 40 i anch oF Wabliogh 5 i Vi Mischin (1) ;
I Ermcareerd
3 e e that Wbl S o,
Chutti
Vet Hasts Q
Mhgratabie Targeis
s i Cusstomize: this table
Wrk Marsrgers
St b Shatidoers Cimans Servers (Fillered - More Colimins Exist)
t
B-Sarvices Mvw | (8 | [T Sowing 1o fol 6 Previous | Mesk
Security Resis [ I T
e a (]| Mame « Cluster Mackine. Health | Listen Port
) e ¥ i 1 ! 4
[ | acbminseres{admn redern: o LR00L
Howdo L | ! X | } |
] | e | LS
4 TN Harison v [ | eedebaTE Fox mn
& Clorm Servers T
[ |rpen-server PedeAONTE oox L
# Diiete Managed Servers t 4 ! 4 !
w Dilebe the Acksinisiylion Server [ | rekserver redevhiOln #or [t
Sk il s G [a] e | o *ox | 1mas
Now | [Fiin | [l Showng 1 6ol 6 Previous | Nest
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Install Node Manager

Install Node Manager if it was not created during domain install. The node manager is
required so that the managed servers can be started and stopped through the
Administration Console. Only one node manager is needed per WebLogic install.

1. Log in to the Administration Console.

2. Click Lock & Edit and navigate to Environments > Machines.

& Summary of Machines - APPDomain - WLS Console - Windows Internet Explorer g@
@'{/ v | riin ) redevho072.us.orade com |2
i3 v B ) @b v Page - Safety - Tools - @+

. oB
Change Center &) Home Log Out Preferences [25] Record Help Q

welcome, weblogic ‘ Connected to: APPDomain

¢ Favories | @8 Summary of Machines - APPDomain - WLS Console

ORACLE WeblLogic Server® Administration Console

View changes and restarts Home >Summary of

>Summary of Machines

No pending changes exist, Click the Release
Corfiguration button to alow others to edit the
domain.

Summary of Machines

Amachine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers), WebLogic Server uses configured machine names to

determine the optimum server in a custer to which certain tasks, such as HTTP session replication, are delegated, The Administration Server uses the machine definition in
conjunction with Node Manager to start remote servers.
Release Configuration

This page displays key information about each machine that has been configured in the current WebLogic Server domain,
Domain Structure

APPDomain =4 [ Customize this table

BH-Environment
i~Servers Machines
{~Clusters - i
E-lirtual Hosts Iiicg| [ 00

Showing 0 to 0of 0 Previous | Next
Migratable Targets

achines [ | name & Type
ork Managers
Startup & Shutdawn Classes
~-Deployments =
£ ” New | [Tlone Showing 010 0 of 0 Frevious | Next

ervices L=

~-Security Resims

There are na items to display

- Interoperabiity }—

“Diaonnstics j
How do L.. =]

v
Done € mtemet Sh v Hib0% -
3. Click New.

/€ Create a Mew Machine - APPDomain - WLS Console - Windows Internet Explorer

B>
o v +. -
(& A \g redevlvO072.us orace.com ’_I 4| % | |2 cooge | £
i Favorites | @ Craats & Mew Machine - APPDomain - WLS Consols

& - Bl 0 o= - Page~ Safety - Tools - @~

ORACLE weblLogic Server® Administration Console

Change Center @ Home Log Out Preferences [E] Record Help Q Welcome, weblogic ‘ Connected to: APPDomain
e S—; W Horme >Summary of Servers >Summary of Machines

Mo pending changes exist. Click the Release Create a lew Machine

Configuration button to allow others to edit the

domain.

oK Cancel

Machine Properties

Releaze Configuration

The following properties will be used to identify your new Machine.

* Indicates required fields
Domain Structure
AFFDomaIn [=]
Ed-Environment

What would you like to name your new Machine?
}““Se\ Vers
I + .
lusters Name:

redeviv072

Specify the type of machine operating system.

| Machine 0s:
“-Startup & Shutdown Classes
~-Deployments
[#-Services

oK ‘ Cancel
~“Security Realms

E-Interoperability

[ -Diaonostics j
How do T... =]
Done

@ Inkernet

Ga v 0

4.  Set the following variables.

= Name: Logical machine name
* Machine OS: UNIX

5. Click OK.
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6. Click on the machine created.

| @ Summary of Machines - APPDomain - WLS Consols - Windaws Internet Explorer n==)
(ETEIEINR |28

¢ Favorites [esummarynFMach\nes-APPDnmain-WLSCnnsnle l } - [ = v Page~ Safety - Tools - @~

G‘fﬁ;{ © [& i iredeviv0072.us.oradle.com 1 7001 /corsalefcansole porkal?_nfpb=trust_pagel abel=CorelachinebachineT

ORACLE weblLogic Server® Administration Console [l ~
Change Center @ Home Log Out Preferences [ Record Help ‘ Y Weleulne.weblugic‘l:onnected to: APPDomain
View changes and restarts Home = Summary of Servers >Summary of Machines

Messages

Pending changes exist, They must be activated
1o take effect. & Machine created successfully

« Activate Changes

Unda All Changes
& machine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers). WebLogic Server uses configured

Domain Structure maching names to determine the optimum server in a cluster to which certain tasks, such as HTTP session replication, are delegated, The
P Administration Server uses the machine definition in conjunction with Node Manager to start remate servers.

EbEnvironment

Summary of Machines

I¥]

This page displays key information about each machine that has been configured in the current WebLogic Server domain.

~Virtual Hosts B Customize this table
igratable Targets ,
Hachines Machines

t-—-Work Managers
i New
“-Startup & Shutdown Classes \—I

--Deployments

B-Services O
--Security Realms

[-Interoperability O

[#-Diaannstics

Showing 1to 1of 1 Previous | Next

Name &% Type

redevlv0072 UnixMachine

New

Showing 1to 1of 1 Previous | Next

o [E

How do L..

& Create and configure machines

® Assign server instances to machines

& Internat Sh v ®ioem v

7. Click the Node manager tab and update the details below.
= Type: Plain
= Listen Address: redevlv0072.us.oracle.com

= Listen Port: Default port (for example, 5556) or any available port.

TECEIT =
Configuration Mooy otes
Geowrs  Mode Mamager  Sevey
Stue
This page Slows you fo define the Node Manager configuration for s machne, To control 8 Managed Server from the consde, ager must be conigured
whent e Macaged Servers e nstaled,
The seltrgs defired on Hhis pege sre wed to confiun and Node Manager nstarces that contol Maneged Servers. This oage does nol conkral e
©oAgurason of the hode Manegir ngandes.
A Tvpe: """'E] % e rode marager bype. - More Infa, ..
Uisten Address: redmhO0T2 us oracke. com Tr host name or I address whene Hade Manager bsters for connecson
= requests,  More Info..,
Uisten Port: 5555 The ot rumber s Mode Manager betens for connection requesty.  More.
Ino...
8 Hede Manager Bnene:
# Create and confiure machines e ..
& Mo Node Manager $38tus &
5 :
& Monttr Node Mansger i6gs Morg Info,.,
System L] Dby Fruabbed bon
— 0 o debugged. Viken paabled, Hode Manager proveies mare rdoematen sbeut
Health of Rurring Secvers reaues! procestrg. Ths nformation & sen he kg of the server making
reduests to Nade Mansger.  Mace [nfo,
1 Fabed (1)
| Crizcl i) &
Overioaded (1) LY
I Waming {0)
I () 5
I} & et Fa v Hion v
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8. Click Save.

Change Center Y e Log Ot Prefmeres (52 Record Hes | Y ‘Wekcome, weblogic | i
View changes and restarts Homa » Summary of Sarvan » Summary of Mackran » redevhv0072
Messages
Brrcirg chiargms st Thay st b actated
0 take affect. WP Settngs ndated succesthully.
M. Avms Chinges Settngs for redevivourz
Uinge A1 Changes. Meritoring  Notes
Domain Structure Geoers  Mode Mambger Senvers
= | [Saw
Thig e sl yiu tn clefrie e hxke Manger configuration G S machie. T contral a Manage o the cormcie, e st
whers e Managed Sarvecs s nstaled,
Tha: waed b configun o Hioxte Maranger ey This pege dots nat contral e
anfiguratan of the Node Manbper nstanced.
i “Starho & Shutdosn Classes 4
i o Twoe: v Riesrns fhe node marager fype.  More Info...
B Servers il
| Secufty Resms
[Pinterooarabity e Listen Address: redevhO072 us. oracle com t o bssens for cornecton
mcumtts. Mere Info.
=]
Howids Lo, Listen Part: s55s Toe part rurmer e viariager banera fre [
* Create and corure machves izt
1 ke St A i o tode Manager tome:
# Momesr Nade Manager logs e dnfa..,
= B Shell Command:
St “ Mae Infa...
Health oF Runvng Servers
Dehisg Fnahbed Soeah hether commurication with thes Node Marager needs to be
I Faded (3) u debugged. Viban ensbied, fiode Mansasr orivdes mae Kormaton Bhavt
I csam reuest procesang. Ths nfsrmatin i sent t the g of the server maing e
e tequests b Node Manager,  More Info..
I T Ohverloded (1)
I Warring (8) St L
o e
@ brorst fae ®aoow v |

9. Click Activate Changes.
10. Click Lock & Edit.

11. Navigate to Environments->machines->click on the machine name and select the
Servers tab.

G-

Change Crater
View changes and restarls

Hia peneing changes eust. Cick e Relsase
Corrgarton buttor: 1o v athers 1o et the
doman

|»

How do 1. 8
« Crente and confipure machines

* Create Managed Servers

* Deiete machines

& ASEGN SeTURT PIACES 10 mAThRES

System Status a8
HEBT of Rurring Servers
I ~ Eaied (1)

I __Cren i)

ORACLE webLogic Server® Administration Conscle

R rome Log Out Prefererces (5 Recors mep |’

o > Surmmary of Sereany > fumeary of Machive sredevhe0072
Settngs e eedevh 72
Comfiguration  Meritoring | Hotes. |

Gerwenl  Mode Marager  Seneers

“This page chsplnys the servers that have been assgred o ths Machine. You can select 8 server 1o configure from the st of avadable servers.

¥ Customize this table
Servers (Filtered - More Colamng Exist)
Agg | [ Remeve Shovrg 012 00f 0 Previous | Next
0 | mame & Chister Hachine State Health Listen Port.
There are no items in daplay

sod | [Fensye

Showirg 0t 00f 0 Previous | Next

2

(Done

@ Fromat R 1,

12. Add the managed servers that need to be configured with the Node Manager. Save

the changes.
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13. Click Add.

€ Add a Server to Machine - APPDomain - WLS Console - Windows Internet Explorer

M=) <

@\:; - ‘& http:f,iredevlvUUTZ‘us‘oracle.com:l?UEllp’consoleﬁ’conso\e.portal?_nth:true&JageLabBI:CoreMeH

|28

¢ Favorites ‘ 1€ iadd 2 Server to Machine - APPDamain - WLS Console | |

= @ = Page = Safety = Tools = @-

ORACLE WebLogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lo

Release Configuration

Domain Structure

APPDomain o
EbEnvironment
;‘"Servars
~Clusters
~Virtual Hosts
--Migratable Targets
~-Machines
--\Wark Managers

“--Startup & Shutdown Classes
--Deployments
B-Services
~Security Realms
B-Interoperability
B-Diannnstics

How do I... E

Mo task help found.

System Status B

Health of Running Servers

Failed (D)

@ Home Log Out Preferences Record Help ‘

>Summary of Servers = APPDo
nes = redevivo072

Add a Server to Machine

Bach || Hext |F|msr| |Canoe|

Identify Server
Identify the server to be added

How would you like to proceed?

(& select an existing server, and associate it with this machine

Select a server:

() Create a new server and associate it with this machine

Back | [ hext |Fin'sn |Canc>el

Q Welcome, weblogic | Connected to: APPDomain

=Summary of Environment = APPDomain =Summary of Servers =Summary of

reim-semner

Dane

HA00% -

& mternet ¥ -

14. Set the following variables:

= Server: reim-server

15. Click Next/Finish.
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16.

17.

18.

19.

Click Activate Changes.

Note: To activate changes the server needs to be stopped as
follows.

$WLS_HOME/user_projects/domains/<APP_Domain>/bi
n/stopManagedWebLogic.sh reim-server
${server_name}:${server_port}

Go to the managed server that is being added to the machine
and click the Server Start tab. In the Class Path box, add the
following:
<full-path-to-domain>/servers/<managed-server>

For example: /u00/webadmin/product/10.3.x
/WLS/user_projects/domains/<Domain_name>/servers/r
eim-server

Start NodeManager from the server using the startNodeManager.sh at
$WLS_HOME /wlserver_10.3/server/bin:

Edit the nodemanager.properties file at the following location with the below values:
$WLS_HOME/wlserver_10.3/common/nodemanager /nodemanager.properties

= SecureListener=false

=  StartScriptEnabled=true

= StartScriptName=startWebLogic.sh.

nodemanager.properties has Listener port=5556 by default. If you have given a
different port in the previous steps, update the same in nodemanger.properties.

NodeManager must be restarted after making changes to the
nodemanager.properties file.

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It will not be
available before that point.
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Start the Managed Servers
To start the managed servers, do the following.

1. Start the Node Manager from the command line if not already done from starting the
node manager in the section above this.
$WEBLOGIC_HOME/wlserver_10.3/server/bin/startNodeManager .sh

After the Node Manager is started, the managed servers can be started through the
Administration Console.

2. Navigate to Environments->Servers->select reim-server server and click the Control
tab.

3. Click the managed server (reim-server) you want to start and press the Start button
to start the managed server you clicked to start.

e Summary of Servers - mastersaf_domain - WLS Console - Windows Internet Explorer

@ Lo \g, http:ffredevivl 10017001 fconsale/console. portal?_nfpb=truet:._pagelabel=WLSServerControlTablePagedhandie=com bea, consol Vl 2| % |

File Edt Yiew Favorites Tooks  Help

Google | v| P search < [ - dlav RS~ @B~ | @ share - f Sidewki = 3 Bockmarks~ | ApCheck = ButoRil < S, v @ dave-
— - »
v o [@mmmary G R i e R e I I % v B b - [hpage - 0 Tavk -
ORACLE WebLogic Server® Administration Console ‘
Change Center @) Home Log Out Preferences Record Help Q Weloome,wehlogic|c0nnected to: mastersaf_domain
View changes and restarts Home > Summary of Servers > Summary of Machines = redevlv0110 >Summary of Servers
Configuration editing is enabled. Future Summary of Servers
changes wil automatically be activated as you
maodify, add or delete items in this domain. Configuration | Control

Domain Structure

mastersaf_domain = Use this page to change the state of the servers in this Weblogic Server domain. Contral operations on Managed Servers require starting the Node

EH-Environment Manager. Starting Managed Servers in Standby mode requires the domain-wide administration port.

lusters Q

igratable Targets P Customize this table
lachines

-Work Managers Servers (Filtered - More Columns Exist)
L“St.arl:\.lp & Shutdown Classes
- Depiayments Start | | Resume | | Suspend~ | | Shutdown ~ | | Restart 55L Showing 1ta 20f 2 Previous | Next
B-Services
~-Security Realms [ | server & Machine State Status of Last Action
[H-Interoperability =

B-Diagnostics s [ | Adminserver(admin) redeviv0110 RUNNING Mone

=
How do L. reim-server redeviv0110 SHUTDOWN Mone

Start and stop servers
Start | | Resume | Suspend v | Shutdown~ | Restart SSL Showing 1to 20f 2 Previous | Next

Start Managed Servers from the
Administration Console

Start Managed Servers in Admin mode

Start Managed Servers in a custer

Configure the domain-wide administration port

System Status =

Health of Running Servers

[ Faled@
[ critcal (0
[ oOverloaded (0)
[ Waming (0 y
I ok (1)

v

S Local ntranet: H100% v

4. Update in weblogic console->servers->reim-server->server start tab->Classpath and
Arguments, with the following:

CLASSPATH: full_path_to _domain>/retail/<context_root>/properties:$CLASSPATH

Arguments for 1.7.0+ JDK
-Xms512m -Xmx1024m -XX:MaxPermSize=1024m
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Q J v | @] hitp:ffredeviadn72: 17001 jconsolejconsole. portal?_nfpbe=trusi: pagelabel=http: [jredeviv072: 17001 fconsalefcansole portal?_nfob=trueé pagelabel=: ¥ | £3|| X

file Edt View Favorites Took Help
O MeAfee jII
95 4r | @8 settings for reim-server - APFDamain - WLS Console

| G- 8

N »
@m v | Page - i Tools ~

domain,

Reiease Configuration

N pending changes exat, Click the Release
Configuration button to alow others to edit the

Domain Structure
APFDomain

EH-Environment

servers

~Clusters

~-yirtual Hosts

~Migratable Targets
~Machines

~\Work Managers

~Startup & Shutdown Classes
~Deployments

[H-services

--seaurity Reslns
G-Interoperability

B-Diagnosti ﬂ
fwskew Status g
Health of Running Servers

Seruecs
| TEEE 0]
[ il @
o shut down a servEvrdessed (0)
| warning (0)
I ©

Settings for reim-server

Configuration | Frotocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores | SSL | Federstion Services | Deployment | Migration | Tuning | Overload | Health Moritoring | Server Start

Save

Nads Manager is 2 Weblogc Server utiity that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to
configure the startup settings that Node Manager wil use to start this server on a remate machine,

&5 Java Home: The Java home directory (path on the machine running Node

Manager) to use when starting this server.  More Info...

&F] Java vendor: The Java Vendor value to use when starting this server For example

BEA, Sun, HP etc  More Info...

] BEA Home: The BEA home directory {path on the machine running Node
Manager) to use when starting this server.  More Info

4] Root The directory that this server use: oot directory. This

Directory: directory must be on the compute osts the Node Manager. If
you do not specify a Raot Directory value, the domain directory is
used by default.  More Info...

5] Class Path: The diasspath {path on the machine running Node Manager) to use

when starting this server. More Infa. .
fud badmin/product

x ojects/domains/APPDa| |
freim0l/propertie.

=

&5] Arguments: The arguments to use when starting this server. More Info...

-¥ms512m -Xmx1024m -XX:MaxPermSize=1024m =

=

& Local intranet. #,100%

5.  Export WEBLOGIC_DOMAIN_HOME=<full_path_to_domain>
6. Update <WLS_HOME>/server/lib/weblogic.policy file with the below.

Note: If copying the following text from this guide to UNIX,
ensure that it is properly formatted in UNIX. Each line entry
beginning with "permission” must terminate on the same
line with a semicolon.

Note: <WEBLOGIC_DOMAIN_HOME> in the below
example is the full path of the Weblogic Domain,
<managed_server> is the managed server created for the
App and <context_root> correlates to the value entered for
the application deployment name/context root of the
application during installation. See the example. There
should not be a space after file: in the following.
file:<WEBLOGIC_DOMAIN_HOME>.

grant codeBase "‘file:
<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/tmp/_WL_user/<context_root>/-""
{permission java.security.AllPermission;permission

oracle_security.jps.service.credstore.Credential AccessPermission
“'credstoressp.credstore’, ''read,write,update,delete’;permission
oracle_security.jps.service.credstore.Credential AccessPermission

}:

“'credstoressp.credstore.*"", "read,write,update,delete’;
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An example of the full entry that might be entered is:

grant codeBase
"File:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/APPDomain/servers
/reim-server/tmp/_WL_user/reim0l/-" {permission
Java.security.AllPermission;permission
oracle_security.jps.service.credstore.Credential AccessPermission
“'credstoressp.credstore’, ''read,write,update,delete’;permission
oracle_security.jps.service.credstore.Credential AccessPermission
"'credstoressp.credstore.*"", "read,write,update,delete’;}

7. Restart weblogic admin server after making changes to the weblogic.policy file in the
previous step.

Expand the RelM Application Distribution

To expand the ReIM application distribution, do the following.

1. Log in to the UNIX server as the user who owns the WebLogic installation. Create a
new staging directory for the ReIM application distribution (reim13application.zip).
There should be a minimum of 120 MB disk space available for the application
installation files.

Example: /u00/webadmin/media/reim

This location is referred to as INSTALL_DIR for the remainder of this chapter.
2. Copy reiml3application.zip to INSTALL_DIR and extract its contents.

Clustered Installations- Preinstallation Steps

Note: Skip this section if you are not clustering the
application server.

Complete the following preinstallation steps.

1. Make sure that you are able to start and stop the managed servers that are part of the
ReIM Cluster from the Administration Console.

2. Insert into SWEBLOGIC_HOME /wlserver_10.3/server/lib/weblogic.policy file, the
same RelM entries for java security permissions you entered on the main server. See
the Start the Managed Servers section for additional information.

There are no additional steps to take before running the installer for ReIM.
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Configure LDAP authentication Preinstallation Steps (Initial Login to RelM)

In order to Login to ReIM after the installation is done, you need to complete the
following pre-installation steps.

1. Make sure that you have access to a working LDAP server.

Note: It is recommended that you use OID 11g (11.1.1.7).
However, OID 10g (10.1.4) is also supported.

2. Create a Group called “reim”. All users need to be a member of this group in order to
login to the ReIM application.

Note: The ReIM code looks for a group named “reim” so it is
imperative that the group be named “reim”.

Example: Using OID 11.1.1.7, the steps to follow are:

a. Open your OID connection by launching odsm (Oracle Directory Services
Manager). A screen similar to the following is displayed.

b. Click Connect to a directory and select your OID directory.

& Directory Manager - Windows Internet Explorer

@.\—/‘. - |g, http://msp28044.us.orade.com: 16400/odsm/faces/odsm. jspx;jsessi DhCLQmG?sqxhkCEZCB\‘zPF\'l (X | | P~
File Edit View Favorites Tools Help

'

& I@DiractoryManager I l -8 &-E

ORACLE Directory Services Manager ry v Help > (&, Accessibiity Mode = (O

Saved Connections
7 OID - n=ordadmin@msp28044.us.orace.com: 3060
1 OID -msp28076
1 OID -redeviv0123-0124~vip

Welcome to Oracle Directory Services Manager,

Enterprise Managgr

[3 Create A New Connection

http:f/msp28044.us.orade. com: 16400/odsm faces/odsm. jspx;jsessionid=DhCLQ 1pG3Ps4XhkCt]2C8YzPFp1Yz ‘:J Local intranet # 100% <
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c. From the OID Connect dialog, click the Connect button.

ORACLE" Directory Services Manager

Welcome to Oracle Directgz==<

0ID - cn=orcladmin@msp28044...

Enterprise Manager
L — Idap: /{msp28044.us. orade, com: 3060

*User Name | en=ordiadmin

*Password | we

Copyright © 2009, 2011 Orade and/or its affiiates. All rights reserved.

| comnect |  cancel |

d. From the Oracle Internet Directory Welcome Screen, select the Data Browser tab.

The Data Browser tree shows how to find the “cn=Group” element

% Home

Groups | Apply | Revert

2 Data Tree
e Distinguished n=Groups, |
@ v m % / = h x h MName: dc=uz,dc=orade,dc=com =]
[T ~ B
= ot . 4 Created cn=ordadmin Modified cn=ordadmir
il cn=jpsroot hv: e o

i cn=0AMConfigStore < i | 3|
[l cn=orade internet directory \Subtee Aocess\{ Local Access o
=0radeContext

m=0radeSchemaVersion

[

Views Managed Attributes »

#] cn=replication configuration A
&l cn=Server Configurations £ — =]
=subconfigsubentry ELL
Bl @@ de=com objectdass
B @ de=crade ’ + X =
B @ dc=us Name
cn=Calendar Server top
ordContainer
L AR ) . _ —
m=Groups, dc=us,dc=orade,dc=comi 0pt|0l13| Attributes
m} —BiAuthors - = Click bo":'lanage Whid‘l] optional attributes . IXI

&§ cn=IDM Administrators v
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e. From the Data Tree panel of the ODSM screen, navigate to
dc=com,dc=oracle,dc=us,cn=Groups.

Q (B) & Advanced =
Groups Apply | Revert
1= Data Tree
@ ? m % / i~ i ® h Distinguished Name: cn=Groups, dc=us,dc=orade, dc=com
=
= [ Root V. Created by: cn=ordadmin Modified by: cn=ordadmin
[T8 cn=jpsroot B Crezted at: January 12, 2012 6:40:25 AM CST Modified at: January 12, 2012 11:49:20 AM CST
[E cn=0AMConfigStore
[El cn=orade internet directory = Attribut \Subnee .ﬂooess\[ Local Accese
[ cn=CracdeContext
[ en=OradeSchemaversion Views Managed Attributes -
[E cn=replication canfiguration E| ]
[E=] en=Server Configurations =cn + % —
[ cn=subconfigsubentry
El @ dc=com objectdass
=l @ dc=orade + X
Bl @ de=us MName
[ cn=Calendar Server top
= ﬁ;m:Gmups? ordContainer
&ft cn=administrators Optional Attributes
@5 cn=Bi Publisher Administrator ik Fich optional attribute shown bel
5 cn=BlAuthors - | = manage which optional attributes are shown below, L
—oa ... . > »
L) | B

f.  Right-click cn=Groups and select Create.

- !
Create

QU [¥ createlike E Groups apoiy |Revert
?E Data ? Configure Search Filter
E Eﬂ Refresh Entry tinguished Name: t=Groups, dc=us,dc=orade,dc=com
W; Refresh SubTree Entries reated by: cn=ordadmin Modified by: cn=ordadmin
it / Edit RDN Created att January 12, 2012 6:40:25 AM CST Modified at: January 12, 2012 11:43:20 AM CST
‘onfigStorel &) Export LDIF
gmgetd % Impart LDIF nﬁl‘lﬁ\KSubiree Aooess\{ Local Access
:Contex
Schemavd 26 Delete Views Managed Attributes «
ition confi Eﬂg Delete the selected entry and its subtree =
r Configur: - =
nfigsubent] Collzpse + %
\de Expand All Below objectdiass Gﬁ b4
-us Collapse All Below Name
cn=Calen - top
cn=Groups| ordContainer
&b cn=Administrators Optional Attributes
i cn=Bi Publisher Administrator . K .
#} cn=AlAuthors E Click to manage which optional attributes are shown below. = |
= 3 (]
o . . v

g. From the Create New Entry dialog, click the + icon to see the Object Classes in
the dropdown menu.

- _ ! N e ad | [
(= Apply | Revert

Create New Entry

T2 Data Tree
GY@®R A =) o o
Entry Properties Mandatory Properties Status

ot Chooge the type of LDAP entry to create using the Object Class, then choose the parent of the entry using the browse tree. AM CST
onfigStore N
: internet directory Entry Pppertus
EErri Object Class * 2
=SchemaVersion Name s Managed Attributes
ation configuration Click on the add icon above to add a new row, -~
'r Configurations =1
infigsubentry Parent of the entry Browse...
ade
=us MNext Cancel .
n=Calendar Server e T
cn=Groups |ordContainer |
&t en=Adnmiristratars Optional Attributes

@ cn=8i Publisher Administrator
& on=BlAuthors
AR

P A —

< I =

E Click to manage which optional attributes are shown below. L

%
<
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h. From the Add Object Class drop down menu select top and orclContainer.

Enter a keyword to search, Keyword supports pattern matching
(* and 7).

i.  On the Field Parent of the Entry field enter: cn=Groups,
dc=us,dc=oracle,dc=com.

O O
Entry Properties  Mandatory Properties Status
Choose the type of LDAF entry to areate using the Object Class, then choose the parent of the entry using the browse tree.

Entry Properties
*Object Class | 4 2

i Specify parent entry's DN, If this field is blank, new entry wil be
created under root entry,

Parentof the entty | o —Groups, demus de=orade de=com | Browse.

j.  Click Next.

] |
Entry Properties Mandatory Properties Status

Choose an attribute which will be the RDN value for this entry and enter a value for that attribute.
Mandatory Properties

= |

i S—

k. On the “*cn” text field enter: “reim”.

I. On Resolved Distinguished Name field enter: cn and click Next.
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a a
B

Create New Entry E]| Aoply (Bevers

‘12 Data Tree
BRY@Z o————@ .
Entry Properties Mandatory Properties Status n=orcladmin
pt Choose an attribute which will be the RDN value for this entry and enter a value for that attribute,  [S1U30Y 12, 2012 11:49:20 AM CST
“onfigStore N
: internet directory Mandatory Properties
=Context Fo reim
=Schemalersion * Relative Distinguished Name Views Managed Attributes
ation configuration ~
'r Configurations Distinguished Name cn=reim,cn=Groups, dc=us,dc=orade,dc=com =
infigsubentry ]
Back Next Cancel

ade _—
s IName 3
n=Calendar Server 1
cn ordContainer
& cn=Administrators Optional Attributes
&fi cn=Bi Publisher Administrator : X .
G cn=BIAuthors @Ch:km manage which optional attributes are shown below. -
PR = bl
< i |3

m. Click Finish.

El J-

Create New Entry [ pyert
2 Data Tree
T@® s '3 U———10
= Entry Properties Mandatory Properties Status
)
cn=jpsroot StatusThe new entry “cn=rein,cn=Groups, dc=us,dc=orade,dc=com” has been created successfully, Click the Finish™ button to exit the wizard.
n=0AMConfigStore
n=orade internet directory Finish
cn=0radeContext - —_—
n=0radeSchemaversion Bl Views Managed Attributes +
n=replication configuration ~
n=Server Configurations =m =
cn=subconfigsubentry ‘Groups | + X
dc=com objectdlzss
&) dc=orade + X
c=us MName =
n=Calendar Server top
=2 cn=Groups ordContainer

& cn=Administrators Optional Attributes

& cn=Bi Publisher Administrator X X X :

& cn=BlAuthors g @dld{t@ manage which optional attributes are shown below. _l

—ea ... . = A
i | A ]l|

$%  Advanced
Qy ® vances ﬁﬂﬂm

Apply | Revert
2 Data Tree

@ ? m % / i~ 12 R h Distinguished Name: cn=reim,cn=groups,dc=us dc=orade,dc=com
T AR L= UAMAUITINISU dLon s Created by: cn=ordadmin Madified by: cn=ordadmin
) n=0Cs_PORTAL_USERS Created at: August 14, 2012 1:14:30 PM CDT Modified at: August 15, 2012 9:01:26 AM CDT
@ cn=0IMAdministrators
3 cn=ordFAGroupReadPrivilegeGroup
& cn=ordFAGroupWiritePriviegeGroup E&Atﬁibub&s\[ Subtres AOOESS\[ Local Access
3% cn=ordF AUserReadPrivilegeGroup
@) cn=ordF AUser\iritePrefePrivilegeGrour
@) cn=ordFAUserWritePrivilegeGroup EI
@ cn=0rdPolicyAndCredentialReadPrivileg Owner
ﬁﬁ' licy AndCredentialWritePrivileg T ¥
cn=reim ; Cwner Name
@) cn=Retail_Analytics_Admin b =retail.user,cn=users,dc=us,dc=orade,dc=com
) on=Retail_Analytics_Users — -
) cn=Retzilanalysts
& on=RetziBuyerAnalysts
) on=RetailBuyers
&) cn=RetaillnventoryAnalysts
& cn=RetaillnventoryMariagers | b Description Reim Group 4 ¥ v

|3

3

Display Mame Reim Group

|

3. Create an LDAP connection user with the necessary rights to do sub-tree searches on
your users and groups respectively. This user can be named anything but
“REIM.ADMIN” is used in this document. This same user should be given as an
input for ‘Search User DN’ on the ‘LDAP Directory Server Details” screen while
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installing the ReIM application. This is the user which ReIM uses to login to LDAP
and perform the necessary search in the LDAP.

Follow the below steps to create the ‘example:REIM.ADMIN’ user.

a. Open your OID connection by launching odsm (Oracle Directory Services
Manager).

b. Click Connect to a directory and select your OID directory.

anager - Windows Internet Explorer |ZHE||§|

% - |g| http: /fmsp28044, us.orade, com: 16400 fodsm /faces/odsm. jspx;jsessionid=DhCLQ 1pG3PsXhkCtI2CaYZP ¥ | |E| |Z| |_'.s Search HP '|
File Edit View Favorites Tools Help

— = »
w [g[:iectmvmmager I l & - o - [5)Page - (G Tooks ~
ORACLE Directory Services Manager s
Mo current connections
Wel to O le Direct Si i M poved Com ons
elcome to Oradle Directory Services Managen o o T
. [ OID - msp28076
Enterprise Managﬂ OID - redeviv0123-0124-vip

Create A New Connection

http://msp28044.us. orade. com: 16400 fodsm /faces fodsm. jspx;jsessionid =DhCLQ 1pG 3Ps4xhkCtI2CEYzPFpiY2 QLOG| intranet H100% * ~

c. From the OID Connect dialog, click Connect.

Welcome to Oracle Directg

0ID - cn=orcladmin@msp28044...

Idap: /fmsp28044.us.orade.com: 3060

Enterprise Manager

*User Name | cn=ordadmin |

“Passiord |essssssss| |

Copyright @ 2009, 2011 Orade andjor its affliates. All rights reserved.

| Connect :| cancel |
N e O O Wi

d. From the Oracle Internet Directory Welcome Screen, select the Data Browser tab.
The Data Browser tree shows how to find the “cn=Users” element.
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¥

T:? ﬁ'g? I@Direcwry Manager ] l ﬁ - Gé; o l-_:_}'Page - ijooIs -

ORACLE' Directory Services Manager

® £%  Advanced Mo object selected

%3 Data Tree Please select an object from the left side navigation

W 1=

= [ Root
[ en=jpsroot

[ cn=0AMConfigStore
=] en=orade internet directory
[P en=OradeContext
[ en=0radeschemaversion
[ o =replication configuration EI
=] en=server Configurations
[ cn=subconfigsubentry
@ dc=com

1ttp: {fmsp2E044. us.orade . com: 16400 fodsm/faces odsm. jspx;jsessionid =DhCLQ 1pG3Ps4xhkCH12CEYzPFp 1Yz H Local intranet E 100% -

e. From the Data Tree panel of the ODSM screen, navigate to the “Users” branch.

urity = Ady;
Q (B) £ Advanced =
il Users Apply |Revert
t2 Data Tree e
@ ’? Eh ﬁﬁ. / = ‘ﬁf ® LE{i Distinguished Name: cn=Users, dc=us,dc=cradle,dc=com
= e 3 Created by: cn=ordadmin Modified by: en=ordadmin
% ;:SE;:E;:;E;L:::DHS 0 Created at: January 12, 2012 6:40:25 AM CST Modified at: January 12, 2012 11:49:20 AM CST
= @& dc=com
=l @ de=orade [ Attributes { subtree Access | Local Access
" ﬁ?% :15=Calendar Server | Views Managed Attributes -
= n=Groups 0 EI A
& cn=0blixAnonymous = d 32
[ cn=0radeContext
[T cn=reserve objectdass 4k 3%
&l cn=sm =
= ds
top
ShE 0 Uscrs ordContainer
& cn=ADMIN
@ en=ALAIN.FRECON Opﬂonal Attributes —
é en=BlImpersonatellser E Click to manage which optional attributes are shown below. “
& on=bipubligher 2
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f.

On the “Users” screen, right-click with “cn=Users” highlighted and select
“Create” from the drop down menu panel.

Apply ||Revert

Views Managed Attributes »

cn=ALAIN.FRECON
cn=BIImpersonatelser

Optional Attributes
E Click to manage which optional attributes are shown below,

&
o
a
&

Create
Q, Create Like
%7 ¥ configure Search Filter s
228 drbs Eﬂ Refresh Entry
@ ? Eﬂ % Refresh SubTree Entrics hed Name: cn=Users, dc=us,dc=orade,dc=com
E ;1:5;:\. & EditRON v: en=ordadmin Modified by: cn=ordadmin
[ nsub E Export LDIF at: January 12, 2012 6:40:25 AM CST Modified at: January 12, 2012 11:49:20 AM CST
B @ de=com| 4 pport LDIF
9 Delete { subtree Access ﬁ Local Access
ﬁ Delete the selected entry and its subtree
O
g Collapse [ USErs a4 3
Expand All Below
B El 4 %
[ Collapze All Below
=] d ::"E
&l i *ADI:;N ordContainer

-~

cn=bipublisher

B e

[ cn=Server Config
cn=subconfigsube|
E @@ de=com

Entry Properties

S
E Create New Entry E] Apply |Revert
Data Tree
= =1 O O
? m m / Entry Properties Mandatory Properties Status

Choose the type of LDAP entry to create using the Object Class, then choose the parent of the entry using the browse tree.

El @ de=orade * Object Class

+ X

Name

Click on the add icon above to add a new row.

Parent of the entry Browse...

MNext Cancel

[top

|ordContainer

& c=ADMIN

& cn=ALAIN.FRECON

@ cn=BlImpersonatellser
@ cn=bipublisher

Optional Attributes
@dickm manage which optional attributes are shown below.

AM CST

s Managed Attributes +
|
|

]

From the Add Object Class menu, select the “top” and “orclContainer” object

try using the browse tree.

Nexk Cancel

Iﬂl Revert

AM CST

s Managed Attributes +

|

classes.
f Home Add Object Class T
- _ [ e Select an object dass to add the object dass list of the new entry.
f Create New Entry Type a keyword in the search box to filter the list of objectdasses.
2 Data Tree
™D Search ®
.__ ??ﬂ% { Entry Properties @
[l n=5erver Config “hoose the type of LDAP
n=subconfigsube MName
= @& de=com Entry Properties subAd 3
B @ dc=orade * Object Class subconfig =]
B @ de=us subentry
[FE en=Cale subregistry
subschema
Parent of the entry tombstone
userSecurityInformation
vdeShadowObject v
OK Cancel
& cn=ADMIN —
@ cn=ALAIN.FRECON Optional Attributes
§ cn=BlImpersonatelser Gk bo man -
age which optional atiributes are shown below.
& on=bipublisher ™ —@
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i. Inthe Parent of the Entry field enter the following:
cn=Users,dc=us,dc=oracle,dc=com

O (m}
Entry Properties  Mandatory Properties Status
Choose the type of LDAF entry to create using the Object Class, then choose the parent of the entry using the browse tree.

Entry Properties
* Object Class | + %

.

|ordContainer
Parent of the entry |y jsers, dc=us,de=oracee,de=com | Browse...

) O
Entry Properties Mandatory Properties Status

Choose an attribute which will be the RDN value for this entry and enter a value for that attribute.
Mandatory Properties
=

S |

el ine

Distinguished Name cn=,cn=Users, dc=us,dc=orade,dc=com

k. From Mandatory Properties dialog, enter “REIM.ADMIN" in the cn field and
verify that cn is selected in the Relative Distinguished Name field. Click Next.

O ) (]
Entry Properties Mandatory Properties Status
Choose an attribute which will be the RDN value for this entry and enter a value for that attribute,
Mandatory Properties
T REM.ADMIN |

Distinguished Name (cn=REIM. ADMIN,cn=Users, dc=us,dc=orade,dc=com
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Make sure the information on screen is correct. Click Finish to create the
“REIM.ADMIN” user.

B @@ de|
=

Create New Entry

0

wizard,

0———@

Entry Properties Mandatory Properties Status

16| statusThe new entry "cn=REIMgADMIN, cn=Users, dc=us,dc=orade,dc=com” has been created successfully. Click the "Finish™ button to exit the

Finish ~
w TEErE
[E cn=OradeContext : e
cri=reserve objectdass 4 %
Bl cn=51M — =
=l cn=systemids =
= m:usus orZConia'nef
F § c=ADMIN
@ cn=ALAIN.FRECON Optional Attributes -

@ on=Bllmpersonatelser

When the “REIM.ADMIN” user is created a screen similar to the one below is

displayed.
 Home
q @ &3 Advancad
T2 Data Tree

B LY ACh-E .-

[

# @ on=neeraja-user
& c=oaamadmin
& c=oamadmin

& cn=oamlLDAP

& on=ordadmin

& =PolicyROUser
& =PolicyRWUser
3 =i
[+} M.ADI
& on=rekha-admin
& =rekha-user
@ c=RETAIL.USER
& cn=retail.user1
& on=retek

& c=RPM.ADMIN
& =5IM.ADMIN
@ n=sso-adminl

| w

>

|€

Nhtﬁibutes\[ Subtree Aaoess\{ Local Access

& REmM.ADMIN apply | Revert

Distinguished Name: cn=REIM.ADMIN,cn=Users,dc=us,dc=orade,dc=com

Created by: cn=ordadmin Modified by: cn=ordadmin
Created at: August 14, 2012 1:19:20 PM CDT Modified at: August 14, 2012 1:19:20 PM COT

~
Basic User Information

User REIM.A
Name -

First ;
Mame reim

Last adrmin
Name v

m. Click the Person tab and enter the following Basic User Information:

—  First Name: <reim>

— Last Name: <admin>

— Email Address: <reim.admin@mycompany.com>
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Click the Attributes tab and enter the following information:

Given Name: <reim>

Mail: <reim.admin@mycompany.com>
Uid: REIM.ADMIN
User Password: <password>

4 Home < Schema | f urity | =+ Advanced
Qy (D) %  Advanced
s & REIM.ADMIN Apply || Revert
= Data Tree —
7 Glﬂ @2: / = % % LE& Distinguished Name: cn=REIM. ADMIN,cn=Users,dc=us,dc=orade,dc=com
n=ordadmin F Created by: cn=ordadmin Modified by: cn=orcladmin
n=PolicyROUser 0 Created 2t August 14, 2012 1:19:20 PM CDT Maodified at: August 14, 2012 1:19:20 PM CDT
3 cn=PolicyRWUser
_P:-g':::””m m Aﬂriulls\&Subtree Aooess\{ Local Access
cn=
n=rekha-admin Views Managed Attributes «
@ en=rekha-user 4 TESTPION | Secd sdministrative user for subscr 4 36 ~
§ on=RETAIL.USER 0
g cn=retail.user1 givenName reim + %
n=retel
& cn=RPM,ADMIN mail “eim.admin @mycompany.com qe 3
& n=5IM.ADMIN .
8 nesso-admini = ordActiveStartDate 201208 140000002
& c=sso-admin2 ud
& c=sso-admin3 REIM.ADMIN + ¥
@ cn=sso-admind userPassword P 3
& =sso-admin5
: i -
0. Click Apply. After applying the changes, your screen will look similar to the
following:
- Schema - Security = ¢ Advanced
q @ 3% Advanced
it ) RETM.ADMIN Apply || Revert
2 Data Tree —

L

Distinguished Name: cn=REIM.ADMIN,cn=Users,dc=us,dc=oracle,dc=com

>

& on=nawin-user

& on=neeraja-admin
@ cn=neeraja-user
& ocn=oaamadmin
& cn=oamadmin

& c=oamLDAP

& om=ordadmin

& on=PolicyROUser
& on=PolicyR\WUser
d qopeuc
i M.ADM
& cn=rekha-admin
& on=rekha-user
) c=RETAIL.USER
& on=retail.user1
n=retek
cn=RPM.ADMIN
rn=STM _ADMIN

HEEEEEEHEERE

HEHEEEEBHBE

8
4

hd

Modified by: cn=ordadmin
Modified at: August 14, 2012 1:19:20 PM CDT

Created by: c=ordadmin
Created at: August 14, 2012 1:19:20 PM CDT

[ Pﬂsnn\r\Attribubes\[ Subtree Acoess\[ Local Access

4

Basic User Information

User
Name
First
Name
Last
Name

reim

admin

4.

Create the Application Admin user who will have access (Login) to ReIM.

If you are installing other MOM applications you should have already created
RETAIL.USER. If you do not have RETAIL.USER already created in LDAP,
create “RETAIL.USER” following the same procedure described for creating the
REIM.ADMIN user above or you may use the sample LDIF (RETAIL.USER) file
provided at the end of this section to create the attributes and create the user.

a.

The following attributes need to be included for the new user:
Preferred Country: US

Preferred Language: en
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Note: The Preferedcountry and PreferredLanguage
attributes should be defined using standard ISO codes for
language and country.

If the attributes above are not available in LDAP then refer to Create the

preferredCountry Attribute, Object Class and User for the details to create the
preferredCountry attribute and the objectclass “retailUser”. There is a RETAIL.USER.1dif

file which has been given as a template for creating the user.

b. The “RETAIL.USER” user should be created under the following container:

dc=com,dc=oracle,dc=us,cn=Users
The DN name for “RETAIL.USER” should be:
cn=RETAIL.USER,cn=Users,dc=us,dc=oracle,dc=com

Note: It need not be named as only RETAIL.USER but we
refer to RETAIL.USER in this document. Whatever
username is chosen to login to the ReIM application, that
user should possess the following mandatory attributes with
the values added for the attributes in LDAP.

= -uid

* -givenname

* -sn

* -mail

= -userpassword

= -preferredLanguage

= -preferredcountry

= -cn

These are considered as the mandatory attributes for the login user

(example:RETAIL.USER) which is listed in ldap.properties located on the ReIM

server at <DOMAIN_HOME> /servers/<reim-
server>/tmp/_WL_user/<reim13>/<xstkfu>/reim13.war/WEB-
INF/classes/com/retek /reim/ldap.properties

You can see the following list from Idap.properties:

login_id_attribute_name=uid
user_first_name_attribute_name=givenname
user_last_name_attribute_name=sn
user_email_attribute_name=mail
user_password_attribute_name=userpassword
user_language_attribute_name=preferredLanguage
user_country_attribute_name=preferredcountry
user_main_key=cn

# Name of attributes in LDAP for enterprise roles
role_member = uniqueMember

role_application = cn

Note: Attributes for enterprise roles will get added as part of
assigning users for the group “reim” created in LDAP which
is explained further in this document.
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In order the ReIM login to work, the above attributes must contain the values in
the LDAP for the login user (Example: RETAIL.USER).

fit Home .-. Schema | ®. Security | =+ Advanced

Q,, @ 3% Advanced
— & RETAILUSER Apply |[Revert
‘t2 Data Tree
T @a % / = 4R l.E& Distinguished Name: cn=RETAIL.USER, cn=Users,dc=us, dc=crade, dc=com
=)
& n=oaamadmin ~ Created by: cn=ordadmin Modified by:
& cn=oamadmin B Created at: January 26, 2012 11:02:36 AM CST Modified at: August 28, 2012 4:16:58 AM COT
& o=oamlLDAP
& o=ordadmin
& c=PolicyROLiser [ Pﬂm\httrlbubesﬁ Subtree Aooess\{ Local Access
& on=PolicyRWUser . . A
8 n=pUBLIC EI Basic User Information
& c=REIM.ADMIN
& cn=rekha-admin
@ m-rekhauser User W
al AILUSER': Hame
& on=retail.useri NFall:ws; retail
& m=retek - Lot
: as
i;; m=RPM. ADMIN Name user
@ n=5IM.ADMIN Title
& on=sso-adminl b
A rn=ssn-admin? sl B3 | >
< | ¥

c. Example value of Preferred Country is: <US> and Preferred Language is <en>.
These values can be used if the country is US and language is English. If another
locale is used, the value needs to be entered based on that locale.

™ Home .-. Schema [X ecurity =+ Advanced

Q @ 3% Advanced
s & RETAILUSFR Apply | Revert
12 Data Tree o
v G‘ﬂ ﬁ&. / I~ A %® LE& Distinguished Mame: cn=RETAIL USER,cn=Users,dc=us,dc=orade,dc=com
il

& n=oaamadmin A Created by: cn=ordadmin Modified by:

& m=oamadmin B Created at: January 26, 2012 11:02:35 AM CST Modified at: August 28, 2012 4:156:58 AM CDT

& m=oamLDAP

& cn=ordadmin

& =PolicyROUser Person ‘| AﬂriulIE\KSubtree A:cess\( Local Access

& on=PolicyRWUser Views Managed Attributes »

& en=PUBLIC ZUu =

@ c=REIM.ADMIM -

8 cn=rekha-admin E| preferredCountry us

@ en=rekha-user preferredLanauage

@ len ATLUSER en

3 m=retailuserl

g eretek SETMEsEmD [ 900312060000002

g m=§;:1:[l;)h:1[ﬁi supervisor Larry

a=5IM.

& o=sso-adminl B telephoneNumber 800-111-2222 4 R

& n=sso-admin2

& cn=sso-admin3 uid retail.user % B

& n=sso-adming B

& on=sso-admin5 3 userPassiord I

~ @ . bt v
< | >

d. Record the password you entered, so that you know it all the time.

5. Assign the user “RETAIL.USER” and any other users which need to login to ReIM
Application to the “reim” group

a. Onthe “reim” Group screen, on the Group tab, scroll down the right panel until
you find the Members section

b. On the Members section insert:
cn=RETAIL.USER,cn=users,dc=us,dc=oracle,dc=com
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After applying the changes, the screen should look similar to the following:

f Home ,-. schema |
q ® $%  Advanced

T2 Data Tree

ﬁ? reim

Apply | Revert

CETHR /E5R%

Distinguished Name: cn=reim,cn=groups,dc=us,dc=orade,dc=com

1 W LT=UAMADITITIS T Lors
izﬁ n=0C5_PORTAL_USERS

3% cn=0IMadministrators

& cn=ordFaGroupReadrrivilegeGroup
&% cn=ordFaGroupWiritPrivilegeGroup
& cn=ordFaUserR eadpriviegeGroup

& cn=ordFAUserwritePrivilegeGroup

= &5

Created by: c=ordadmin
Crested at: August 14, 2012 1:14:30 PM CDT

Modified by: cn=ordadmin
Modified at: August 15, 2012 9:01:26 AM CDT

Group . Attributes | Subtree Access | Local Access
3% cn=ordFAUseriritePrefsPriviegeGroup
&b cn=0rdPolicyAndCredentialReadPrivileg D .
e escription :
icyAndCredentialWritePrivileg Reim Group + X
] Members 4 32

vt
{# on=Retail_Analytics_Admin
3 cn=Retai_Analytics_Users
3 cn=RetailAnalysts

3 cn=RetaiBuyerAnalysts

Member Name

cn=admin,cn=users,dc=us,dc=crade,dc=com

izﬁ n=RetalBuyers
3 cn=Retailnventoryanalysts
4 cn=RetaillnventoryManagers v

cn=reim.admin,cn=users,dc=us,dc=orade,dc=com

cn=retail.user ,cn=users,dc=us,dc=orade,dc=com

c. Click Apply to save your changes.

6. Add new user (Example:RETAIL.USER) to the database if it is not already there.

a. Insert the new user (example: RETAIL.USER) into the im_business_role_id
database table by entering the following SQL command:
insert into im business_role_id

(USER_ID, BUSINESS ROLE_ID)
values (“RETAIL.USER’, 9000);

[, Connections (& Reports 2] [=1325_0a14_gasis23 [EIM_BUSINESS_ROLE_MEMBER [
E @é} T Columns  Data Constraints |Grar'rt3 |Sta‘ti51ics |Triggers |Flashback |[

i1 M_ap_STAGE_DETAL A RE RS R ot [Fiter]
[+-fEEH IM_8P_STAGE_DETAL_BAK USER_D | BUSINESS_ROLE_ID |
G- M_sP_STAGE_DETAIL_ERROR

1 ADMIN 9000
- M _8P_STAGE_HEAD
- IM_AP_STAGE HEAD_EaK ZALAINFRECON 4000
- IM_sP_STAGE_HEAD_ERROR 3 DEMO g00a
G- IM_8UTOMATCH_METRICS 4 DEMOI2 9000
G- M_BPEL_SEQUENCING _HELFER £ DEMOS Q000
F#-fE IM_BUS_ROLES_RE&SON_CODES_LOCK R —— 000
- IM_EUSINESS_ROLE_MEMEER:
- IM_BUSINESS_ROLES 7IDEMCS s0ao
-8 IM_BUSINESS_ROLES_DEPT B|DEMOE 000
- M_BUSINESS_ROLES_LOC 9 LIMPRI S0aa
-3 M_BUSINESS_ROLES_LOCK
F+-fEH IM_BUSINESS_ROLES_REASON_CODES 11 mibir parekh Qo0
1 IM_CN_DETAIL_MATCH_HIS = — -
G- IM_CN_SUMMARY _MATCH_HIS
[+-fE IW_COMPLEX_DEAL_DETAIL
[+ IM_COMPLEX_DEAL_DETAIL_Tax

Note: The above business role ID=9000 value should be
mapped with IM_BUSINESS_ROLES TABLE for that
particular user (Example: RETAIL.USER).

It may vary based on the mapping in

IM_BUSINESS_ROLES_TABLE for the user you are
inserting the record.

You are ready to Login to RelM.
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Create the preferredCountry Attribute, Object Class and User

The preferredCountry and preferredLanguage LDAP attributes, must be included in the
users created in LDAP for ReIM login.

The preferredCountry LDAP attribute is created as part of the other MOM products that
use LDAP authentication.

The preferredLanguage LDAP attribute will be available as part of other object classes
(example: inetorgperson) which can be imported to the user to include this attribute for
the user. If you do not have the attribute preferredCountry in your LDAP installation, it
must be created.

Use the sample retailuserobjectclass.1dif below to create the attribute preferredCountry,
create an object class retailuser and assign the attribute to the new object class retailuser.

Use the sample RETAIL.USER 1dif to create the user “RETAIL.USER” in LDAP. This ldif
contains the new object class created along with the necessary object classes which will
assign the mandatory attributes to the user.

You need to edit these scripts to match your LDAP installation. The object identifier
numbers you see in the script follow the standards of a local Oracle installation. The
object identifier numbers will be different from those listed in the sample script based on
your install. They must be unique among all the other object classes and attributes. The
sample ldif scripts should only be used as a template purpose. You are responsible for
modifying it according to your LDAP needs. Perform the following steps to run the
sample ldif scripts:

1. Copy sample retailuserobjectclass.ldif and RETAIL.USER.1dif scripts (below this
section of instructions) to a temp directory in your system.

2. Edit the sample retailuserobjectclass.ldif and RETAIL.USER.1dif scripts to match
your LDAP tree structure.

3. Edit the object identifier numbers for the object class and attributes (they must be
unique among all the other object classes and attributes).

4. In the temp directory in which you copied the sample 1dif scripts, export the
environments variables that match your environment:

Example:

export ORACLE_HOME=/u00/webadmin/product/10.3.X _0ID/0ID/Oracle_IDM1/bin
(replace with your OID server name)

export oid_host=redevIv008l.us.oracle (replace with your host)

export oid_port=3060 (replace with your OID port number)

export oid_pwd=password for oid administrator, in this case orcladmin

5. Run the following LDAP commands to run the LDIF files in the LDAP:

$ORACLE_HOME/bin/ldapadd -o <retailuserobjectclass _error.ldif> -v -c -h
$oid_host -p $oid port -w $oid pwd -D cn=orcladmin -F
retailuserobjectclass. Idif

$ORACLE_HOME/bin/ldapadd -o <retailuser_error.ldif> -v -c -h $oid host -p
$oid _port -w $oid pwd -D cn=orcladmin -f RETAIL.USER.Idif
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Note: retailuserobjectclass.ldif must be run before running
RETAIL.USER.Idif.

If you already have RETAIL.USER, then you will need to
only run retailuserobjectclass.ldif and import the “retailuser”
object class in the user ‘RETAIL.USER’".

Sample script retailuserobjectclass.1dif

# Oracle Retail - RelM User LDAP Schema
# You WILL need to make some changes to this based upon your #environment and
user you want to add

#
# This schema uses the OID tree starting with:
# 1.3.6.1.4.1.12388.897

# Where 1.3.6.1.4.1.12388 identifies definitions as
# belonging to the private enterprise MyCompany (12388),
# and the 897 identifies the RelM application.

Common Atrributes

HHIFHEHFHEHR

dn: cn=subschemasubentry
changetype: modify
add: attributetypes
attributetypes: (1.3.6.1.4.1.11380.97.7.14
NAME "preferredCountry® DESC "REIM User preferred country I1SO code® )

dn: cn=subschemasubentry
changetype: modify
add: objectclasses
objectclasses: (1.3.6.1.4.1.1.11380.97.11
NAME “retailuser™ DESC "Oracle Retail Users for MOM® STRUCTURAL
sup ( top )
MUST ( sn $cn)
MAY ( uid $ userPassword $ preferredCountry) )

Sample LDIF script for creating user RETAIL.USER - RETAIL.USER.LDIF

# start new entry for user RETAIL.USER
dn: cn=RETAIL.USER,cn=Users,dc=us,dc=oracle,dc=com
changetype: add

objectclass: top

objectclass: organizationalperson
objectclass: orcluser

objectclass: person

objectclass: retailuser

objectclass: orcluserv2

objectclass: inetorgperson
orclactivestartdate: 20121126000000z
givenname: RETAIL

sn: USER

cn: RETAIL.USER

uid: RETAIL.USER

userpassword: <password>
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mail: retail.user@company.domain

preferredCountry: US -> This will change based on the country.
preferredLanguage: en -> This will change based on the locale.
description: Reim Login User

#done

The screen below displays the results of the 1dif script. The preferredCountry and
preferredLanguage are included in the LDAP RETAIL.USER user.

™ Home .-. Schema | & urity =+ Advanced

q @ % Advanced
B @ RETAIL.USER Apply | Revert
2 Data Tree
F Elﬁ E&. / = <R I.E:i Distinguished Name: cn=RETAIL USER,cn=Users,dc=us,dc=orade,dc=com
=]

& cn=oaamadmin A Created by: cn=ordadmin Modified by:

& cn=oamadmin | Created at: January 26, 2012 11:02:36 AM CST Modified at: August 28, 2012 4:16:58 AM CDT

& c=oamLDAP

& on=ordadmin

& c=FolicyROLser Person 1 m\subnee .ﬂccess\ﬂ' Local Access

& m=PolicyR\WUser views Managed Attributes -

& m=PUBLIC ZouT =

& cn=REIM.ADMIN 3

& cn-rekha-admin E| preferredCountry us

O m=rekhauser preferredlanguzge  [on

4 icn=RETAIL.USER

@ m=retail.user1 startTimestam)

. P

& cn=retek 200812060000002

@ en=RPM.ADMIN supervisor Larry

& m=5IM.ADMIN

& on=sso-adminl E telephoneMNumber 800-111-2222 db 3%

& on=sso-admin2

@ m=sso-admin3 uid retail,user L

& m=sso-admin4 3

& o=sso-adming B userPassword ssssns

- o - — v
< >
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Run the RelM Application Installer

When the managed server is configured and started, you can run the ReIM application
installer. This installer configures and deploys the ReIM application.

Note: See Appendix: ReIM Application Installer Screens for
details on every screen and field in the application installer.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOME files.

Note: If you are using AIX 7.1, the "retail-OCM-
withAnt.zip" file present in the INSTALL_DIR /reim must
be renamed or removed, before running the installer. See
Appendix: Common Installation Errors for more information

Change directories to INSTALL_DIR/reim/application.

2. Set the ORACLE_HOME and JAVA_HOME environment variables.
ORACLE_HOME should point to your WebLogic 11g installation. JAVA_HOME
should point to the Java 7.0 (1.7.0) or higher.

3. Set the WEBLOGIC_DOMAIN_HOME environment variable to point to the domain
that ReIM will be installed to (for example,
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_soa_dom
ain).

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created (reim13install.<timestamp>.log).

6. DPrior to running the ReIM batch programs, run the following command.
cp
$WEBLOGIC_DOMAIN_HOME/retai l/reiml3/properties/com/retek/reim/reim.properties
$WEBLOGIC_DOMAIN_HOME/retai 1/reim13/batch/WEB- INF/classes/com/retek/reim/

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installs are overwritten by the successful installation.
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Oracle Configuration Manager

The Oracle Retail OCM Installer packaged with this release installs the latest version of
OCM.

The following document is available through My Oracle Support Access My Oracle
Support at the following URL:

https://support.oracle.com

Oracle Configuration Manager Installer Guide (ID 1071030.1)

This guide describes the procedures and interface of the Oracle Retail Oracle

Configuration Manager Installer that a retailer runs at the beginning of the installation
process.

OCM Documentation Link
http://ww_oracle.com/technology/documentation/ocm._html

Note: OCM is not supported on AIX 7.1

Clustered Installations— Post-Installation Steps

If you are installing the ReIM application to a clustered WebLogic Server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server node with the ORACLE_HOME you used for the
ReIM installer is referred to as the master server. All other nodes are referred to as the
remote server.

1. The ReIlM batch files should be copied from the master server to each of the remote
servers under the same path as on the master server. You should take the
$WEBLOGIC_DOMAIN_HOME /retail / context root/batch directory and copy it
onto the remote servers under the same path.

2. The Oracle Retail Installation creates some security files on
$WEBLOGIC_DOMAIN_HOME /retail / context root/config directory. Copy this
directory to each remote node of the Cluster, matching the full path of the location of
this directory on main node.

Backups Created by Installer

The RelM application installer backs up a previous batch script installation by renaming
it from reim-batch to reim-batch.<timestamp>. This is done to prevent the removal of any
custom changes you might have. These backup directories can be safely removed
without affecting the current installation.

Example: reim-batch.200803011726
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Test the RelM Application

After the application installer completes you should have a working ReIM application
installation. To launch the application, open a web browser and go to
http:// (managed_server_port)/<context_root>/index.jsp.

If you have configured a WebTier to a front end ReIM application, use httpport instead of
managed server port.

Example: http:// redevlv0072: 17009 /reim01/index.jsp

Oracle Retail provides test cases that allow you to smoke test your installation. See the
My Oracle support document, “Oracle Retail Merchandising Installation Test Cases” (ID
1277131.1).

reim.properties

The reim.properties file contains most of the settings for the ReIM application. Many
properties in this file are set by the installer to get a working application up and running,
but you may want to modify other settings in this file.

To modify settings in the properties file, you must redeploy the ReIM application. The
properties values are stored in the templates/reim.properties file, which is in the
directory where you expanded the RelM installer files (for example,
<INSTALL_DIR>/reim/application/templates/reim/properties, where
<INSTALL_DIR> is the directory the application installer was unzipped).

Edit the reim.properties file to set the properties to the desired values. Then rerun the
installer to deploy ReIM.

RelM Batch Scripts

The ReIM application installer configures and installs the batch scripts under
$ORACLE_HOME/ user_projects/domains/<domain>/reim-batch.

The batch scripts are copies of the same generic file. Their file names determine which
functionality is run. To run batch scripts, use the alias name provided in the installer
when RelM is installed, the one that is written out to the Java wallet (for example,
reim_batchpgmname ADMIN).

For the scripts to run correctly, values for the following variables must be provided:

= ORACLE_HOME: WebLogic Home directory where the ReIM application has been
deployed.

= JAVA_HOME: Java 7.0 (1.7.0) installation that typically is being used by the
WebLogic Application Server.

Example: export
ORACLE_HOME-=/u00/webadmin/product/10.3.x/WLS
export
JAVA_HOME=/u00/webadmin/product/10.3.x/jdk17
export PATH=$JAVA_HOME/bin:$PATH

Online Help

The application installer automatically installs Online Help to the proper location. It is
accessible from the help links within the application.
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Single Sign-On

Skip this section if ReIM is not used within an Oracle Single Sign-On environment.

Note: This section assumes the Oracle WebLogic Server has
already been registered with the Oracle Single Sign-On
server through the regsso.sh script. See Oracle Single Sign-
On documentation for details.

To set up single sign-on, complete the following steps.

1

If you are using Oracle Retail Invoice Matching in an Oracle Single Sign-On
environment, then the Invoice Matching root context must be protected. Modify the
following files

=  mod_wl_ohs.conf located in
<WEBLOGIC_HOME?>/Oracle_WT1/instances/instancel /config/OHS/ohs1

LoadModule weblogic_module
"'<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_wl_ohs.so™
<IfModule weblogic_module>

WebLogicHost host name

WebLogicPort admin port number

MatchExpression *_jsp
</1f\Vodule>
<Location /reim_sso >

SetHandler weblogic-handler
</Location>

=  mod_osso.conf located in
<WEBLOGIC_HOME?>/Oracle_WT1/instances/instancel /config/OHS/ohs1/
moduleconf

LoadModule osso_module
"'<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_osso-so™
<IfModule mod_osso.c>
OssolpCheck offF
OssoldleTimeout off
OssoSecureCookies off
OssoConfigFile
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel/config/0OHS/ohs1/0sso/0ss0.-c
onf
<Location /reim_sso >
WebLogicHost host name
WebLogicPort port number of managed server
require valid-user
AuthType Osso
</Location>
</I1fModule>

The descriptor files, web.xml and weblogic.xml, must be adjusted to include entries
related to security constraints.

= Your web.xml should look like this:

<security-constraint>
<display-name>Security Constraint</display-name>
<web-resource-col lection>
<web-resource-name>SecurePages</web-resource-name>
<description>These pages are only accessible by authorized
users.</description>
<url-pattern>/reim</url-pattern>
<url-pattern>/reim/*</url-pattern>
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<http-method>GET</http-method>
</web-resource-col lection>
<auth-constraint>
<description>These are the roles who have access to
RelM.</description>
<role-name>Users</role-name>
</auth-constraint>
<user-data-constraint>
<description>This is how the user data must be
transmitted.</description>
<transport-guarantee>NONE</transport-guarantee>
</user-data-constraint>
</security-constraint>
<login-config>
<auth-method>CL IENT-CERT</auth-method>
<realm-name>myrealm</realm-name>
</login-config>
<security-role>
<description>These are the roles who have access to
RelM.</description>
<role-name>Users</role-name>
</security-role>

*  Your weblogic.xml file should look like this:

<security-role-assignment>

<role-name>Users</role-name>
<principal-name>users</principal-name>

</security-role-assignment>

<security-permission>
<description>RelM Security Permissions</description>
<security-permission-spec>

grant { permission java.net.SocketPermission "™, "resolve"; };

</security-permission-spec>

</security-pemmission>

Add “-Xms512m -Xmx1024m -XX:MaxPermSize=1024m -
Dweblogic.http.enableRemoteUserHeader=true”) to server start of reim-server.

Adding New Users to RelM — Manually (after RelM has been installed)

When the ReIM installation has been completed you are able to Login to ReIM by using
the Admin user (RETAIL.USER) created in the section: Configure LDAP Authentication
Pre-Installation Steps (Initial Login to ReIM).

In order to have more users that are able to Login to ReIM, you need to create the new
users by following these post-installation steps.

1. Create the new user who will have access to ReIM (ex: RETAIL.USER1)

a. Create user “retail.userl” by going to dc=com,dc=oracle,dc=us,cn=Users and
enter the following;:
cn=RETAIL.USER1.user,cn=Users,dc=us,dc=oracle,dc=com
Record the password you entered, so that you know it all the time.

b. The following additional attributes are needed to Login to ReIM:
— Preferred Country: US
— Preferred Language: en

c. Click the Apply button.
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After applying the changes, your screen should look similar to the following:

S

@ 3% Advanced

12 Data Tree

CETVTRRL/ZEXR%

@ =neeraja-user
@ m=oaamadmin
@ cn=oamadmin

) =oamLDAP

& on=ordadmin

@ on=PolicyROUszer
@ n=PolicyR\WUser
& a=PUBLIC

@ =REIM,ADMIN
& on=rekha-admin
& on=rekha-user
@
o icn=retailuserl ;
@ =retek

@ =RPM.ADMIN

@ =5IM.ADMIN

& on=sso-adminl

& n=sso-admin2

HHBEEHEHEBEHEEEEREER

b

d

ﬁ retail.userl Apply || Revert

Distinguished Name: cn=retail.user1,cn=Users,dc=us,dc=orade,dc=com

Created by: en=ordadmin
Created at: February 8, 2012 5:07:33 AM CST

Modified by: en=ordadmin
Modified at: August 13, 2012 4:16:28 AM COT

[ Pusnn\f\ht'tribubes\[ Subtree Aooess\[ Local Access

>

Basic User Information

User
Name
First
Name
Last
Name

retail user 1

retail user 1

£:3

2.

Assign the RETAIL.USER1user as a member of the “reim” Group

a.

Go to cn=reim,cn=groups,dc=us,dc=oracle,dc=com on the right of the screen.
Locate the Members section and add the user:
cn=retail.userl,cn=users,dc=us,dc=oracle,dc=com

After applying the changes, your screen should look similar to the following:

Schema

T Security

== Advanced

Q,

@ % Advanced

2 Data Tree

BETHR ZE54EK%

T g 1 TP S UGS O TGS Y
&5 cn=0AAMInvestigatorGroup

& cn=0AAMRUleAdmInistratorGrou
@) cn=0AAMSOAPServicesGroup
3% ecn=0AMAdministrators

@ cn=0CS5_PORTAL_USERS

& cn=0IMAdministrators

&% en=ordFAGroupReadPrivilegeGre
3% en=ordFAGroupWritePrivilegeGr
3% en=ordFALserReadPrivilegeGrot
& cn=ordFAUserWritePrefsPrivileg
@ cn=ordFAUserWritePrivilegeGrot
5 cn=0rdPolicyAndCredentialReac
licyAndCredentialrite

& cn=Retail_analytics_Admin
& cn=Retail_analytics_Users

[ I PR

| ?

ﬁ reim

Distinguished Name: cn=reim,cn=groups,dc=us,dc=orade,dc=com

Apply | Revert

Created by: cn=ordadmin
Created at: August 14, 2012 1:14:30 PM COT

Modified by: cn=ordadmin
Modified at: August 15, 2012 9:01:26 AM COT

[ Gnuq)\r\.ht'tribuhes\[ Subtree Acoess\{ Local Access

‘ ~
Description
Reim Group
Members % %
Member Name
cn=retail.user 1,cn=users,dc=us,dc=orade ,dc=com |8
cn=admin,cn =users,dc=us,dc=orade,dc=com -
cn=reim.admin,cn=users,dc=us,dc=orade,dc=com aee[ = L
. a n ) v b
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3. Add the new user to the im_business_role_id ReIM database table.

a. You add the new user and assign to the new user a ReIM role, by enterinf this
SQL command:
insert into im business_role_id
(USER_ID, BUSINESS_ROLE_ID)
values (“RETAIL.USER1’, 9000);

After applying the changes, your screen should look similar to the following:

[7lReports ] [=1325_0a14_gasiszs [EIM_BWWESS_ROLE_WEWER [

Colutnns  Data Constraints |Grar1t3 |S‘latistic3 |Trigger3 |Flashhau:k |DE.'|
i+l M_BPEL_SEQUENCING _HELPER P RE XD R ot | Fiter

S e v v oo wserp il susress Roie.p|
- Busmp 1 DM a000
B BUSINESS_ROLEID 2 ALANFRECON 8000
- M_BUSINESS_ROLES 3 DEMO an00
&-fH M_BUSINESS_ROLES_DEPT 4 DEMO2 a000
- £ m_BUSINESS_ROLES_LOC 5 DEMO3 000
E IM_BUSINESS_ROLES_LOCK e~ a000
- M_BUSINESS_ROLES_REASON_CODES ——" a000
(- IM_CN_DETAIL_MATCH_HIS

#1-fE M_CR_SUMMARY_MATCH_HIS & DEMOE 5000
G- mM_COMPLEX_DEAL_DETAIL 9 LIMPRIY 8000
- M_COMPLEX_DEAL _DETAIL_TAX 10RETAIL USER 8000
% M_COST_DIZCREPANCY 11 tibir grarekh 5000
- IM_COST_DISCREPANCY _CHR Zroah a0
- M_COST_DISCREFANCY _CHR_HIST
- FE M_COST_DISCREPANCY _HIST 5000
mﬁ I Tl IRRERTIES

4. The new user “RETAIL.USER1” should be able to login to ReIM now. Follow the
same procedure for any additional users that need to have access to ReIM.
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Migrate RelM 13.2.4 users to LDAP

The users from ReIM 13.2.4 will not work in ReIM 13.2.8. They also need to be created in
LDAP and then added as members of the “reim” LDAP group

To migrate the users included in the ReIM database table IM_BUSINESS_ROLE_ID you
need to create for each of these users an entry in LDAP, following the instructions
explained in the former section: Adding New Users To ReIM — Manually. Once these
users are created in LDAP they need to be added as members of the “reim” LDAP group.

For example: In the next screen we see the IM_BUSINESS_ROLE_ID table with some
users.

If you need all of these the users to be able to login to RelM, they have to be included in
LDAP.

¥ Oracle SOL Developer : TABLE RM501.IM_BUSINESS_ROLE_MEMBER®13.2devlinZ_dvols16

File Edit View Havigate Run Source Versioning Migration Tools Help

ReEd 9e XEE0-0 &

[B\cornections | [ Reparts C] P13z 0814 geolsss 2132 0811 _geols3d |2 13 2dev
E @E} 'f Calurmnz | Data | Constraints |Grar'rts |Stati31ic:s |Triggers |Flashback |
- M_BUS_ROLES_REASON_CODES_LOCK A E X T R st |Fiter
= m_BUSINESS_ROLE_MEMEER USER_ID |8 susiess_roLeo |
G- M_BUSINESS_ROLE_MEMEER_BkP
-8 IM_BUSIMESS_ROLES 1AM anen
- M_BUSINESS_ROLES_DEPT ZALAIN FRECON s000
- M_BUSINESS_ROLES_LOC 3 DEMOZ 8000
-{EH M_BUSINESS_ROLES_LOCK 4 DEMOS 4000
¥l mM_BUSINESS _ROLES_REASON_CODES 5 DEMO Q000
G- IW_CM_DETAIL_MATCH_HIS gy 9000
- {EH IM_CM_SUMMARY _MATCH_HIS
G- M_COMPLEX_DEAL_DETAIL TILEMOG 3000
- Ih_COMPLEX_DEAL_DETAIL_TaxX BILIMPRIY 5000
G- m_cosT_DISCREPANCY IRETAIL USER 9000
-3 IM_COST_DISCRERANCY _CHR 10 RSCHANCER 4000
- M_COST_DISCREPANCY_CNR_HIST
- IM_COST_DISCREPANCY HIST
- M_CURRENCES

Installation Guide 53






S)

RelM Reports Installation—Patch

ReIM 13.2.8 reports support ONLY BI Publisher 11g.

Upgrading from BI Publisher 10g to 11g is not trivial. Among other things, the BI
Publisher report program in 10g is the <report_name>.xdo file. In 11g, this
<report_name>.xdo report file gets split into two new folders, a <report_name>.xdo
folder along with a <report_name>.xdm folder. Both of these two new folders have
report files within them. Your BI Publisher 10g reports programs will not work without a
change in BI Publisher 11g.

Note: If BI Publisher application 11g is already deployed to a
BI Publisher managed server in WebLogic, you can directly
go to the “Manually Copy Reports to Install Directory”
section. If not, continue with the “BI Server Component
Installation Tasks”.

Bl Server Component Installation Tasks

Oracle BI Publisher is used as the main RMS, RWMS, REIM, and SIM reporting engine
and can be used in conjunction with external printing solutions like label printing. This
section describes the installation of Oracle BI Publisher as a server application within
WebLogic 10.3.6. One deployment of BI Publisher can be used for any of the RMS,
RWMS, REIM, and SIM reports.

If you are installing BI Publisher as a part the Oracle BI EE suite(which you will if
installing BI Publisher 11g), refer to the appropriate Fusion Middleware guides for the
installation of the product in a WebLogic server environment.

Bl Publisher 11g Installation Process Overview

Installing the BI Publisher server as a standalone web application in a WebLogic server
involves the following tasks:

1. Run RCU to create BI Publisher related database schemas and other db objects.

2. Install Oracle BI EE under an existing WebLogic Server (WLS) 10.3.6 and choose
“software only install”.

3. Configure Oracle BI EE, create default bifoundation_domain and configure
component “Business Intelligence Publisher” only.

Select the BIPlatform schema for update of the ORACLE 11.2.0.4 DB
Configure ports and document and test the URL’s that are created.

The following post-installation tasks are involved once BI Publisher has been
installed:

6. Configure the BI Publisher repository. Set security model, add users, assign roles,
add reports, add printers, set repository path, set data source, etc.

7. Set up and copy the ReIM BI Publisher Report Templates produced for ReIM.

Installation Guide 55



RelM Reports Installation—Patch

Bl Publisher 11g- Install Oracle BI EE 11g

1. Run the Repository Creation Ultility to create the BI Publisher-related database

schemas and other database objects. Create the BIPlatform schema into an existing
ORACLE 11.2.04 DB

Note: Download Repository Creation Utility software from
http:/ /www.oracle.com/technetwork /middleware /bi-
enterprise-edition/downloads/bi-downloads-1525270.html.
Install it on your desktop

2. Export your DISPLAY.
Example: export DISPLAY=10.141.10.110:0.0
3. Go to $RCU_HOME/bin.

Example: /linux/x86_64/ofm_11g/RCU_11.1.1.7 /rcuHome /bin>
Start RCU: ./rcu

Repository Creation Utility — Welcome
Welcome ) _ORACLE 448

2_"\___,1 i FUSION MIDDLEWARE

Welcome

Welcome to Repository Creation Utility for Oracle Fusion Midd|eware.

The Repository Creation Utility enables youto create and drop component schemas that are part of

,},\ Create Repositary
[

] Qracle Fusion Middlewnare.
I

I

I

[] Skip this Page Mext Time

Messages:

Help Next = Cancel
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4. Click Next.
=

!l Create Repository

ORACLE’

FUSION MIDDLEWARE

Repository Creation Utility — Step 1 of 7 : Create Repository
r-

rovnmoost 115

Welcome
Jsl Create Repository

Database Connection Details

7
I
|
I
|

(3) [Create|
Create and Ioad com ponent schemas into a database

() Drop

Remove Component schemas from a database

Messages

Cancel

5. Launch Oracle BI EE RCU Repository Creation Utility to create the Oracle BI EE
schemas need for the Oracle BI EE BI Publisher installation. On this screen select
Create Repository and click Next.

| Database Connection Details

ORACLE’
FUSION MIDDLEWARE

Repository Creation Utility — Step 2 of 7 : Database Connection Details
-

113

i Database Type: |Gracle Database -
/\r\ Create Repositol
) Database Connection Details
Il Hast Name [mspav349 us aracle.com |
Select Components.
Y Lelect Compeonems For RAC database, specify WIP name or one of the Node name as Host name
T Part [1521 |
T Service Name:  [pkals07 ]
Username [sys |
User with DEA or STSDBA privileges. Examplessys
Password \....."." |
Role [svspea |
One or mare components may require SYSDBA role for the operation 1o
Succeed
Messages

<Back || Mext> |

Cancel
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6. On the Database Connection Details screen, enter your Oracle Database information
and click Next.

Repository Creation Utility — Step 3 of 7 : Select Components _l

/a ;
Select Components \" ) ORACLE 11g

g_"\__/ 4 FUSION MIDDLEWARE

: Wl

A Prefix groups the componens associated with one deployment

—Y—<
*

Database Connection Detalls (3) Create a new Prefix DEV |

Select Components Prefix can contain only alpha-numeric characters. Prefix should hot
start with a number and should not contain any special characters
Schema Passwords

Component Schema Owner [
=0 0racle AS Repasitory Components
EIE 45 Common Schemas

C—C-C € ©¢

[ Metadata Senices DEV_MDS
O Audit Senvices 1AL
O Enterprise Scheduler Senvice ORAESS

&0 Identity Management
@0 Enterprise Content Management
®[0 Oracle Data Integrator
E@ Oracle Business Imelligence
P Business Intelligence Platfarm DEV_BIPLATFORM
&0 WebLogic Communication Services
EOS0A and BPM Infrastructure
H Webcenter Suite
FMPartal and Rl

Messages.

| Hew | | <Back | Mext> | | cancel |

7. On the Select Components screen, select the Oracle Business Intelligence check box
and click Next.

ORACLE' g
Summary
FUSION MIDDLEWARE
/ Database details:
s Host Mame:  mspdv343.us.oracle.com
T art: 1521
[ Service Mame PKOLSO7
Connected As: sys
T Operation Create
T Prefix for (prefixable) Schema Owiners:DEV
7 Map Tablespaces
© Summary Companent Schema Owner | Tablespace Type Tablespace Hame
] Metadata Services DEV_MDS Default EV_MD:
. Temp DEV_IAS_TEMP
Additional None
Business Intelligence Platfarm DEV_BIPLATFORM Default DEV_BIPLATFORM
Temp DEV_BIPLATFGRM_TEMP
Additional Mone
[ gen | [ <gack | |_create | [ cancel |

8. The Summary of the Components created by the RCU tool is displayed. Click Create.

9. Install a new instance of WebLogic Server 10.3.6 or use an existing one. Having one
WebLogic Server for Oracle BI EE-BI Publisher 11g related items is recommended.
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10. Install Oracle BI EE and select Software Only Install. You launch Oracle Bl EE by
going to OBIEE_INSTALL/obieell.1.1.7 /bishiphome/Disk1l and entering;:

./runlInstaller
=l

Select Installatio

Welcome

Software Only Install
Prerequisite Checks
Specify Installation Locatia
Administrator Details
Configure Components
Database Details

Security Updates
Summary

Installation Progress

Configuration Progress

(-~~~ — € ——C——C——C— €

Complete

-

QOracle Business Intelligence — Step 2 of 12

]
oRACLE’ g
( FUSION MIDDLEWARE 1 1

n Type

O Simple Install
Installs and configures selected components with default settings.

() Enterprise Install
Installs binaries in an ORACLE_HOME and configures working
instances in an INSTANCE_HOME.

@ Software Only Install
Installs binaries in an ORACLE_HOME, but does not configure a
working instance of any installed compaonents.

Choaose this option for a software only install. You will not be able to configure
your components or select farm options until after the installation is finished.

IE\apsed Time: 8m 57s

11. Configure Oracle BI EE, create default bifoundation_domain and configure

Create or Scale O

Oracle Business Intelligence — Step 3

of 11

[
ORACLE’ 11g

ut Bl System
( FUSION MIDDLEWARE

¥ Welcome

| e
izt Prerequisite Checks

i
')?&' Create New Bl System

+ Specify Installation Locatio
+ Configure Companents
+ Database Details

+ Configure Ports

+ Security Updates

+ Summary

Configuration Progress

I
T
I

(3) Create New Bl System

User Name ‘mhlngi[ |
User Password ‘------" |
Confirm Password: ‘..o.oloc |

|

Domain Mame: ‘mfuundatmn_dumam

() Scale Out Bl System

o Complete

Confirm the password by entering it again.

The password must have a minimum of § alphanumeric characters, a maximum
of 30 alphanumeric characters,must begin with an alphabetic character, use
only alphanumeric, underscore (), dollar (F) or pound (#) characters and
include at least 1 digit

IE\apsEd Time: 6m S4s

component “Business Intelligence Publisher” only. Click Next.
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12. On the Create or Scale Out BI System screen, you are asked for the WebLogic
password and provided with a recommended a Domain Name. Enter and confirm
your WebLogic password and accept the recommended Domain Name;
“bifoundation domain”. Click Next.

Oracle Business Intelligence — Step 5 of 11
ORACLE’ 11g

Configure Components
FUSION MIDDLEWARE

[

L Welcome

[ [=}-[+] [Oracle Business Intelligence

.
).r\ Prerequisite Checks

Create NewEl System
.

|
L Specify Installation Locatio

>|:| Business Intelligence Enterprise Edition
Business Intelligence Publisher

[ ] Real-Time Decisions

I Configure Components
Database Details
Configure Ports
Security Updates
Summary

Configuration Progress

C——(—€—€—€—€—&H

Complete

Select the companents to canfigure as part of the installation process

| < Back " Mext>i

| Cancel |

[Brapsed Time: 9m 445

13. On the Configure Components screen, select only Business Intelligence Publisher
and click Next.

Configure your BI ports. This screen allows you to assign Oracle Bl EE ports from the
staticports.ini file.

This file is located in the Oracle BI EE software at:
/obieell.1.1.7 /bishiphome /Disk1/stage/Response/staticports.ini

osonmomimse 1 15

14.

Oracle Business Intelligence — Step 7 of 11

ORACLE'
FUSION MIDDLEWARE

Configure Ports

[

L Welcame

|
A Prerequisite Checks

|
Create New Bl System
T
Specify Installation Locatio
¢ Specify

() Auta Port Configuration

|

. Configure Components ~

| () Specify Ports using Configuration file

L Database Details

T

L Configure Ports Eile name |juDD,’wehadmmfstampnns ini | | Browse

I —_—

b Security Updates | View/Edit File ‘

| L. S

© Summary

|

[ Configuration Progress

I

~ Complete
Select this aption to provide custom port configuration options. This
information must be provided in afile with the same format as staticports.ini;
you can either edit this file and suppy your custom port numbers, or create a
newfile altogether. The installer will assign the ports which are provided in this

n— u file; any port which is not provided will be computed and assigned automatically.
| Help | | =< Back ” Next > ‘ | Cancel |

[Elapsed Time: 20m 95

15. Edit this file to make sure you will have the ports you want for your BI Publisher
components. Otherwise the installer will assign default port numbers. Click Next.
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16. Document and test the URLs that are created.
This screen contains the URL’s for the components that got installed.

Oracle Business Intelligence — Step 11 of 11

ORACLE"
Complete dﬂ mT‘g

TNSTanTe am e STancer =
[=1-Configure Components (|
[+ WebLogic Consale
A Create New Bl System L http:ffredeviv0143:7011 /consale
i (- Oracle Enterprise Manager
I L http:/fredeviv0143:7011/em =
T Po [}-Business Intelligence Enterprise Edition
), Database Details Lhttp: fredeviv0143:97 04 fanalytics
I [} Business Intelligence Publisher
Configure Ports
l wehttpffredeviv0143:97 04 /xmipserver
7 Security Updates [=-Real-Time Decisions
i L i C I~
U summary hitp:/fredeviv0143:9704 fui
! 4 [»]
p Lonfiguration Progress —
1 Save File ‘ Save
() Complete
Click Save to generate afile containing the summary details.
| Help ‘ ‘ < Back | ‘ Einish ‘

I |Flapsed Time: 61m 245
17. Save this screen, so that you know the right URL’s for your installation. Click Finish.

18. To test your BI Publisher installation, launch xmlpserver. Login with the credentials
you entered in your Oracle BI EE configuration (weblogic / password).

ORACLE' BI Publisher Enterprise

Please enter username and password

Username

‘weblogic ‘

Password

Accessibiity Mode [ ]
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19. Post install steps: Configure the BI Publisher repository. After sign on, select
“Administration”.

ORACLE" BI Publisher Enterprise Al

Home | Catalog | [ Mew BS Open

Signed In As administrator

c: System Maintenance

g& Data Sources
3 @ JDBC Connection

@ Server Configuration

@ INDI Connection @ Scheduler Configuration

@ File @ Scheduler Diagnostics

@ LDAP Connection @ Report Viewer Configuration
@ OLAP Connection

1 Security Center ;;7 Runtime Configuration
wa Security Configuration = a properties

@ Users @ Font Mappings

@ Roles and Permissions @ Currency Formats

@ Digital Signature

20. On the System Maintenance Section, press Server Configuration
21. Navigate to the Configuration Screen.

ORACLE’ BI Publisher Enterprise

Home | Catalog | B Mew RS Open v | Signed In As administrator v/

Administration » Server Configuration

System Maintenance

Server Configuration = Scheduler Configuration = Scheduler Di ics | Report Viewer Configuration

# TIP Any changes vl anly tzke effect after the application i restarted
Apply | | Cancel

Configuration Falder

The Cenbguration Repasitory contains all configurations, security, datasources, etc that you setup with BI Publisher,

Path |,-’u03,-’r.‘5bad min/preduct/10.3.X/WLS/user_projects/domains/bifoundation _

Catzlog

The Catalog contains 2ll content such 2 reports and datz modes,

Catalog Type | Oracke BI Publisher - File System | %

Path |,-’u03,-’r.‘5bad min/preduct/10.3.X/WLS/user_projects/domains/bifoundation _

22. On this screen on the Configuration Folder section, enter the path to your repository.
On the Catalog section enter Catalog Type: Oracle BI Publisher — File System from
the drop down menu.

This is the path you entered in the Configuration Section and Catalog Section:

$OBIEE_HOME/WLS/user_projects/domains/bifoundation_domain/config/bipublisher/r
epository

23. Restart the BI Publisher after this change.
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24. Post install step: Set BI Publisher security model

2 Orache Bl Publisher - Windows Internet Explorer

g - e i e o T Al byl 2 Bl
Fe Edt Vew Favories Tosh e
BEOOT | Oracke B Publier Mo B - iPeoe s (BT T

ORACLE"  BI Publisher Enterprise

# tichmebuer Digreatis
# fiepart Viewer Configuration

TP
aFTR
# CLPS Server

a. On the BI Publisher 11g Administration Screen, click Security Configuration
from the Security Center.

ORACLE" BI Publisher Enterprise Al
— oc
Administration > Security Configuration

Security Center
Security Configuration | Usars | Roles and Permissions | Digital Signatura

S TIP Any changes vill only take effect after the application s restarted.
Apply Cancel

Local Superuser

Local supsruser can log in to the system independsnt from the sslacted securty modsl,
[“]Enable Local Superuser

Superuser name [retail.user

Password  [esssss
Guest Access

[ Allow Guest Access

Guest Folder Name | Guest

S

b. Enable a superuser by checking the “Enable Local SuperUser” box and by
entering name and password on the corresponding fields on this screen.

Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name

Scroll down the screen and locate the Authorization section:

o et e o R By e e et A

(Example: orclguid )

Authorization

BIPublsher Secuty V|

Security Model

e. Select Bl Publisher Security from the Security Model list.:
f.  The default user name for the BI Publisher Security Model is Administrator

g. On the password text field, enter a value that you can remember. It is going to be
the password for Login to xmlpserver.

h. Save the changes and re-start the BI Publisher server.
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i. Launch xmlpserver. To Login you must use the new credentials that you set up
in the former step: Username: Administrator Password: password.

Note: You will not be able to login to xmlpserver as weblogic

any more because we have already changed the Security
Model.

ORACLE' BI Publisher Enterprise

Please enter username and password

Username
Administrator
Password

Accessibility Mode []

Guest

25. Post install step: Set the repository path.

Example:
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_dom
ain/config/bipublisher/repository In the Oracle BI EE file system you will find the
repository in the following location:
$OBIEE/wls/user_projects/domains/bifoundation_domain/config/bipublisher/reposi

tory

In the repository you will see the following directories:
* Admin

= DemofFiles

= Reports

= Tools

= Users
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26. Post install step: Create role Bipub_default_role.

a. From the xmlpserver Administration screen, scroll down to Security Center and
click Roles and Permissions.

Home | Catalog | B BS Open~ | Signed In Ag

Eécé Data Sources E‘?‘J System Maintenance
3 @ JDBC Connection = o gerver Configuration
2 INDI Connection # Scheduler Configuration
3 File @ Scheduler Diagnostics
2 | DAP Connection @ Report Viewer Canfiquration
2 OLAP Connection
.= Security Center Runtime Configuration
00 = Security Configuration ? Properties
2 {sers @ Font Mappings

2 Roles and Permissions @ Currency Formats
@ Digital Signature

b. On the Roles and Permissions screen, click the Create Role button.

Home | Catalog BS Open ed In As administrator v I

Admiristration > Roles and Permissions > Create Role
Create Role

G
*NMame |Bipub_default_role

Description

c. Create the Bipub_default_role. Enter in Create Role Section name of the role.
d.  When the information has been entered press Apply changes.
27. Post install step: Assign BiPub system roles to the newly created Bipub_default_role.
a. To assign BiPub system roles to the newly create Bipub_default_role, go to
Security Center section and navigate to the Roles and Permissions screen:

Administration = Roles and Permissions
Security Center

Security Configuration | Users = Roles and Permissions =~ Digital Signature

Numbsr of rows displayed perpage |10 ¥

Role: Name Search
Create Role

Add Data
Role Hame Description Sources  AddRokes  Delete
Bipub default role @ B m

fest rolle @ i}
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b. On the Roles and Permissions screen you should see the new role created:
“Bipub_default_role”. Add multiple roles to the Bipub_Default_Role by pressing
the corresponding green icon on the Add Roles column.

K Newv

Administration > Roles and Permissions » Add Reles: Bipub_default_role
Add Roles: Bipub_default_role

Home | Catalog RS Open~ | SignedIn As administraf]

FM__ =

(oo ] [

Lveilatie e Inchuded A
(2)
BT Prubdser Booed Arafyzer M :;.‘,E BI Putfestier Adminectrator 5)
BI Publisfer Developer BI Pubicher Oniine Anahyzer A
BI Publisfer Template Designer (53] Bl Publisher Scheduler &
{met_poilm -
Move Al 5]
9 @
Remove
9
Remave Al

c. From the “Available Roles” panel, select the ones needed for your reports and
move them to the “Included Roles” panel.

d. Press the Apply button to save your changes.
28. Post install step: create Guest (XMLP_GUEST) user.

ORACLE" BI Publisher Enterprise /4

Home | Catdog | [ Newv | & Openv | SignedinAs administratorv

Eé{ Data Sources E?J System Maintenance
a & JDBC Connection & Server Configuration
2 INDI Connection @ Scheduler Configuration
2 Fje & Scheduler Diagnostics
# | DAP Connection @ Report Viewer Configuration
& OLAP Connection
é: 5 Security Center = Runtime Configuration
(} "9 Security Configuration B a Properties
@ Jsers @ Font Mappings
& Roles and Permissions & Currency Formats

@ Digital Signature
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a. From the xmlpserver Administration screen scroll down to Security Center

section and press Users to navigate to the next screen.

PR s Home | Catalog | B New~ | B& Openv

Signed In As administrator v
Administration = Users
Security Center

Security Configuration

Users = Roles and Permissions | Digital Signature

Mumber of rows displayed perpage |10 |¥
Username Search
Create User

Username Assign Roles Delete

it

administrator

xmip guest

b. Select the “Create User” button to create the “xmlp_guest” user and save the

changes.

29. Post install step: Adding the Bipub_default_role to XMLP_GUEST user.

a. Open the Users section:

Administrat Home | Catalog E'

B Open v

Administration > Users

Security Center

Security Configuration

Users  Roles and Permissions | Digital Signature

Mumber of rows displayed perpage (10 ¥
Usemame Search
Create User

Usarname Assign Roles

i

administrator

xmip guest
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b. For xmlp_guest user, press on the “Assign Roles” icon to navigate to the next
screen:

Administration Home | Catalog Er'-leu'-."’ RS Open v

Administration » Users » Assign Roles: xmip_guest
Assign Roles: xmip_guest

Hveilatie R hrzigned Acde

>)
et Move (B 3
BI Pubiisher Administrator n
De=i_roile ] &
BI Publiher Booel Ansfyzer = .
BI Publiher Orline Ansfyzer Move A )
BI Publisher Deveiopsr
Bl Puiferiier St e q_:' ]
81 Publiher Tamplate Devigner Remave

9

Remove A

c. On the Assign Roles screen, select the BiPub_default_role from the Available
Roles panel to the “Assigned Roles” panel and press the Apply button to save
your changes.

30. Post install step: create folders. Complete the following steps:

a. Create the “Guest” and “REIM13” directories on the server and change directory
into this directory and make sure the permission to these new folders are 755.
Example assuming that /u00/webadmin is the root of the installation:
cd
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain

/config/bipublisher/repository/Reports
mkdir

/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest

cd Guest

mkdir
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest/REIM13

cd REIM13

Bl Publisher 11g — Manually Copy Reports to Install Directory

If you followed the instructions under “Option 1: Use Application Installer to Patch” in
the chapter, “Application Server Installation Tasks—Patch, you can skip to the next
section (“Installing the RMS BI Publisher Templates”). If you followed “Option 2:

Compile RMS Toolset and Forms Directly,” you must manually copy the reports to
INSTALL_DIR.

1. If the directory INSTALL_DIR/base/reports/10g or
INSTALL_DIR/base/reports/11g exist follow these steps. Otherwise, skip to step 2:

a. Change directories to INSTALL_DIR /base/reports

b. Remove the entire 10g directory if it exists. We will no longer ship 10g reports in
future releases.

c. Move all of the directories in INSTALL_DIR /base/reports/11g to
INSTALL_DIR/base/reports

d. Remove the empty INSTALL_DIR/base/reports/11g directory.
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2. If the directories INSTALL_DIR/base/reports/10g or
INSTALL_DIR/base/reports/11g do not exist, and the reports under
INSTALL_DIR/base/reports/ are the 13.2.4 set of reports or earlier, delete all the
directories under INSTALL_DIR/base/reports/. All reports that were a part of
13.2.4 and earlier releases are 10g reports that will be completely replaced by 11g
reports included in the 13.2.5 and future releases.

3. Copy the reports from the REIM application patch APP_PATCH_DIR/app-
patch/<version>/reports to INSTALL_DIR/base/reports/.

Bl Publisher 11g Installing the REIM BI Publisher Templates

This section describes how the REIM report templates are installed into the appropriate

Bl server repositories. BI_REPOSITORY refers to the BI Publisher reports repository.

example:

/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain/

config/bipublisher/repository/

Report files are placed in the directory, INSTALL_DIR /base/reports, and must be copied

into the BI repository directory.

1. Change directory to the proper directory under INSTALL_DIR/base/reports/11g.
This directory contains subdirectories whose names reflect the names of report
templates provided with REIM.

2. Copy each report directory into the directory created above
Example,
cp R *

/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest/REIM13
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Bl Publisher 11g — Configuring the REIM JDBC connection
Follow the below steps to configure JDBC connection for REIM Data Source name. This is
the data source that REIM uses for REIM reports.
1. Log on with the default user ID and passwords for BI Publisher using the
administrative user and password configured previously.
2. Click the Admin tab and select the JDBC Connection hyperlink in the Data Sources
lists. The following screen is displayed.

{Z Oracle Bl Publisher - Windows Internet Explorer.

@.\;/‘ - |ghm: cl 11 I i UPDATE&typr 13 V‘ 2| % ‘ | L
Fle Edt View Favorites Tooks Hep

— = ) »
W [@umdasl Publsher l I - B - & - [ rage - {5 Tooks -

TORACLE’ BIPublisher Enterprise

Reports | Schedules
Admin > JDBC > Update Data Source: RMS13
Update Data Source: RMS13

Welcome, administrator Preferences Sign Out Help

cancel | [ Apply
General
*TIP Please make sure to install the required JDBC driver classes.

Data Source Name RMS13
= Driver Type ‘Oracle 9i/10g/11g v

* Database Driver Class ‘orac\e.]dbc.Urac\eDrlver ‘

(Example: oracle.jdbe.OrackDriver )
* Connection String  |jdbc:oracle:thin: @redevivi064.us.oracle.com:1521 :dvols72

* Username |rms0lapp
Pre Process Function l:l
Past Process Function l:l

[[JUse Proxy Authentication

Test Connection

Security

Available Roles Allowed Roles

abirole
o M [

@ E

3. Enter “RMS13” for the datasource name, and enter the appropriate details for the
RMS data source. Once the data is entered, click Test Connection to test the
connection. Connection string is similar to this example:
jdbc:oracle:thin:@redevlv0064.us.oracle.com:1521:dvols72 syntax is
jdbc:oracle:thin:@<hostname>:<port>:<dbsid>

Note: REIM shares a database with RMS which is why the
Data Source Name is RMS13 instead of REIM13. The Data
Source Name has to be RMS13 in order for the reports to
work.

4. Click Apply to save the information.
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Appendix: RelM Application Installer
Screens

You need the following details about your environment for the installer to successfully
deploy the ReIM application. Depending on the options you select, you may not see
some screens or fields.

Screen: Data Source Details

] [©] Invoice Matching 13 Installer - Oracle Retail =) ks

ORACLE"

Data Source Details

Provide the details for the Invoice Matching data source

RelM/RMS 13 JDEC URL lethin:@redevivi071.us.oracle.com;1521:cs0ls13
RelM/RMS 13 schema user rmsQlapp
RelM/RMS 13 schema password [TTTT]

Enterthe RMS schema owner. This is usually the same as the RelM/RMS schema entered above
RMS 13 schema owner [RMs0L |

REIM 13 schema user alias |dsalias| |

(The alias for each username/password pair must be unigue)

|@Cancel||@ﬁack||@Next| *

Field URL used by the ReIM application to access the ReIM/RMS database schema.
Description See Appendix: URL Reference for expected syntax.

Destination reim.properties

Examples jdbc:oracle:thin:@redevlv0071.us.oracle.com:1521:csols13
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Field Title

ReIM/RMS 13 schema user

Field
Description

RMS database user for accessing the ReIM tables. This should match what was
given in the RMS 13 schema field of the ReIM database installer.

Destination

reim.properties

Example

rmsOlapp

Field Title

ReIM/RMS 13 schema password

Field
Description

Password for the JDBC username. This should match what was given in the
ReIM 13 schema password field of the ReIM database installer.

Destination

wallet

Field Title

RMS 13 schema owner

Field
Description

Database user which owns the RMS and ReIM tables. This usually has the same
value as the ReIM/RMS 13 schema field above.

Destination

reim.properties

Example

RMS01

Field Title

REIM 13 schema user alias

Field
Description

The alias of the ReIM user.

Destination

reim.properties

Example

db-alias

Note

This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Application Deployment Details

E Invoice Matching 13 Installer - Oracle Retail

ORACLE"

Application Deployment Details

The default values shown below are examples
= RelM 13 app deployment name
RelM 13 context root

Enter the REIM13 weblogic managed server or cluster.

REIM13 server/cluster

|reiml31 |

|reile |

|reim—semer |

| @ Cancel | | G Back | | @ Mext |

Field Title ReIM 13 app deployment name
Field Name by which this ReIM application is identified in the application server.
Description This value must match the <context_root> added to the weblogic.policy file
when the managed server for ReIM was created.
Example reimQ1
Field Title ReIM 13 context root
Field Path under the HTTP URL used to access the ReIM application (for example, a
Description context root of reim results in the application accessed at
http:/ /host:port/reim01/index.jsp).
This value must match the <context_root> added to the weblogic.policy file
when the managed server for ReIM was created.
Example reim01
Field Title ReIM 13 server/cluster
Field Name of the ReIM WebLogic managed server or cluster.
Description
Example reim-server
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Screen: WebLogic Administrative User
ﬁ [©] Invoice Matching 13 Installer - Oracle Retail

Weblogic Administrative User

Enterthe administrative user and password for the Weblogic Server to which the application will be deployed.

Hostname |redevlw]l]?z.us.oracle.com |
Weblogic admin port 17001

Weblogic admin user weblogic

Weblogic admin password |........ |

Weblogic admin alias |web|0gica|ias

(The alias for each username/password pair must be unigque)

|@ Cancel||@ﬁack||@l\lext| ¥

Field Title Hostname

Field Hostname of the application server
Description

Example redevlv0072.us.oracle.com

Field Title WebLogic admin port

Field This is the port of Administration Console.
Description

Example 17001

Field Title WebLogic admin user

Field User name of the admin user for the WebLogic instance to which the ReIM
Description application is being deployed.

Example weblogic
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Field Title WebLogic admin password

Field Password for the WebLogic admin user. You chose this password when you

Description created the WebLogic instance or when you started the instance for the first
time.

Field Title WebLogic admin alias

Field An alias for the WebLogic admin user.

Description

Example Weblogicalias

Note This alias must be unique. Do not use the same value for any other alias fields in

the installer. If the same alias is used, entries in the wallet can override each
other and problems issues with the application.
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Screen: LDAP Directory Details

ﬁ [©] Invoice Matching 13 Installer - Oracle Retail E B

OoRACLE |

.“_DAP Directory Server Details
RelM requires the use of an LDAP directory for storage of its user, role, and store entries. Please provide the details for

your LDAFP directory.

Mote: If the Idap server is configured to use 551, use |daps as the protocol. Otherwise use |dap.
LODAP Serwver LIRL |Idap:Hredevlelj?E.us.oracle.com:389 |

Enter the search base DN. This is a directory entry under which RelM will search for user and store entries

LDAP Search Base DN |cn=Users,dc=us,dc=orac|e,dc=com |

LOAP Croup DN |cn=Croups,dc=us,dc=orac|e,dc=com |

Enter the search user DM. RelM will authenticate to the LDAP directory as this entry.

Search User DN |cn=REIM.ADMIN,cn=LIsers,dc=us,dc=0rac|e,dc=[|
Search User Password |uuuu |
Search User Alias |Idap—user—alias| |

(The alias for each username/password pair must be unigue)

|@Cancel||@ﬁack||@Next| ¥

Field Title LDAP server URL

Field URL for your LDAP directory server. See Appendix: URL Reference for
Description expected syntax.

Destination ldap.properties

Example Idap:/ /redevlv0072.us.oracle.com:389

Field Title LDAP Search Base DN

Field Distinguished name of the user that RPM uses to authenticate to the LDAP
Description directory.

Destination ldap.properties

Example cn=Users,dc=us,dc=oracle,dc=com
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Field Title LDAP Group DN

Field Distingused name of the group that RPM uses to authenticate to the LDAP
Description directory

Destination ldap.properties

Example cn=Groups,dc=us,dc=oracle,dc=com

Field Title Search User DN

Field Search User DN that ReIM will authenticate to the 1dap directory
Description

Destination ldap.properties

Example cn=REIM.ADMIN, cn=Users,dc=us,dc=oracle,dc=com

Field Title Search user password

Field Search User DN Password that ReIM will authenticate to the Idap directory
Description

Example Search User Password

Field Title Search User Alias

Field The alias for the search user DN.

Description

Destination Ldap.properties

Example Ldap-user-alias

Notes This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each

other and cause problems with the application.
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Screen: WebLogic Webservice Account Validation Details

= Invoice Matching 13 Installer - Oracle Retail

ORACLE

Weblogic Webservice Account Validation Details

Provide the details for the Invoice Matching Weblogic Webservice Account Walidation

Webservice Account Validation Drill http:f faracle.apps.aia.drillbackfornardf
Webservice Account Validation itWalidationBean/ GlAccountWalidationService™WsDiL
Webservice Account Validation Namespace tegrationfservices fClAccountWalidationService /vl

|@Cance|||@ﬁack||@l\lext| ¥

Field Title

Webservice Account Validation Drill

Field
Description

The Web service provider URL used for drilling forward from the ReIM
application. This information is from the financial application to which you are
integrating (for example, PeopleSoft and Oracle E-Business Suite). Leave this
field blank if there is no integration with a financial application.

Example

http://oracle.apps.aia.drillbackforward/

Field Title

Webservice Account Validation

Field
Description

The URL for validating Web service accounts. This information is from the
financial application to which you are integrating (for example, PeopleSoft and
Oracle E-Business Suite). Leave this field blank if there is no integration with a
financial application.

Example

http:/ /host:port/GlAccountValidationBean/
GlAccountValidationService? WSDL
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Field Title Webservice Account Validation Namespace

Field The URL for validating the Web service namespace. This information is from

Description the financial application to which you are integrating (for example, PeopleSoft
and Oracle E-Business Suite). Leave this field blank if there is no integration
with a financial application.

Example http:/ /www.oracle.com/retail / fin /integration /services/

GlAccountValidationService/v1
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Screen: WebLogic Webservice Account Validation Credentials

Weblogic Webservice Account Validation Credentials

Provide the credentials for the Invoice Matching Weblogic Webservice Account Validation
Webservice Account Validation user

Webservice Account Validation password
Webservice Account Validation user alias

(The alias for each username/password pair must be unigue)

[©] Invoice Matching 13 Installer - Oracle Retail E m

|user1 |

|webservice—a|ias| |

|@Cance|||@ﬁack||@l\]ext| ¥

Field Title Webservice Account Validation user

Field The user for validating the Web service user name. A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Example userl

Field Title Webservice Account Validation Password

Field The password for validating Web service accounts. A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Field Title Webservice Account Validation Alias

Field The alias for the Web service account user names A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Example webservice-alias

Note This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Batch User Credentials

Batch user
Batch User password

Batch user alias

ORACLE’

Batch User Credentials

Provide the credentials for the Batch User

(The alias for each username/password pair must be unigque)

[©] Invoice Matching 13 Installer - Oracle Retail = B

ADMIN

BATCH-ALIAS

|@Cancel||@8ack||@Next| ¥

Field Title Batch User

Field The ReIM user name of the person running ReIM batch. It must be a valid ReIM

Description user that already exists in the database or through LDAP—or it must be a valid
ReIM user that will be built in the database. It does not have to exist already in
the database on the database table (IM_BUSINESS_ROLE_ID), but it must exist
when you try to use the alias created in this step to run batches. Using one of
the user names you will supply in subsequent screens (such as Setup
Application Users) is recommended. ADMIN is the default user for the ReIM
application.

Example ADMIN

Field Title Batch User Password

Field The wallet password must match the database password on the database

Description IM_USER_AUTHORIZATION table. The ReIM default scripts include User=

ADMIN with and password=retek..
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Field Title

Batch User Alias

Field
Description

The alias for the user running ReIM batch. This alias is part of ORACLE wallet
implementation. You will use this alias when running ReIM batch scripts.

Example

BATCH-ALIAS

Note

This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Appendix: Oracle Single Sign-On for
WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle currently
provides two different implementations: Oracle Single Sign-On (OSSO), and Oracle
Access Manager (provides more comprehensive user access capabilities).

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Oracle Single Sign-On?

The nexus of an Oracle Single Sign-On system is the Oracle Identity Management
Infrastructure installation. This consists of the following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

* AnOracle HTTP Server 11g Release 1 as a front end to the Oracle WebLogic Server.
The Oracle HTTP Server is included in the Oracle Web Tier Utilities 11g Release 1
(11.1.1).

= An Oracle Single Sign-On Plug-in, used to authenticate the user and create the OSSO
session cookie. This is available in the Oracle Fusion Middleware 11g Web Tier
Utilities (11.1.1.7) package. For Oracle Forms applications like RMS and RWMS,
HTTP server will be used.

= The Delegated Administration Services (DAS) application in OID10g and Oracle
Directory Services Manager (ODSM) application in OIM11g, used to administer users
and group information. This information may also be loaded or modified via
standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OSSO system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the OSSO technology.
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Can Oracle Single Sign-On Work with Other SSO Implementations?

Yes, OSSO has the ability to interoperate with many other SSO implementations, but
some restrictions exist.

Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
OSSO environment. The application may allow a user limited access when the user has
not been authenticated. Applications that implement dynamic OSSO protection typically
display a Login link to provide user authentication and gain greater access to the
application’s resources.

Identity Management Infrastructure for 10g, Oracle Identity Management (OIM) and
Oracle Access Manager (OAM) Oracle Access Manager (OAM) for 11g

If using OSSO 10g, The Identity Management Infrastructure is the collection of product
and services which provide Oracle Single Sign-on functionality. For OSSO 10g, this
includes the Oracle Internet Directory, an Oracle HTTP server, and the Oracle Single
Sign-On services. The Oracle Application Server deployed with these components is
typically referred as the Infrastructure instance.

If using SSO with OAM11g, Oracle Identity Management (OIM) 11g includes Oracle
Internet Directory and ODSM. Oracle Access Manager (OAM) 11g should be used for
SSO using osso agent. Oracle Forms 11g contains Oracle HTTP server and other Retail
Applications will use WebTierllg for HTTP.

MOD_0SSO

mod_osso is an Apache Web Server module an Oracle HTTP Server uses to function as a
partner application within an Oracle Single Sign-On environment. The Oracle HTTP
Server is based on the Apache HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the Apache HTTP server to the WebLogic server.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Single Sign-On.
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Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTier11g Server if using other
Retail Applications other than Oracle Forms Applications. OHS or WebTier uses the
MOD_OSSO module to configure this functionality.

All partner applications must be registered with the Oracle Single Sign-On server if using
0S5010g and all partner applications must be registered with Oracle Access Manager
(OAM) 11g if using OAM11g for SSO implementation. An output product of this
registration is a configuration file the partner application uses to verify a user has been
previously authenticated.

Realm

A Realm is a collection users and groups (roles) managed by a single password policy.
This policy controls what may be used for authentication (for example, passwords, X.509
certificates, and biometric devices). A Realm also contains an authorization policy used
for controlling access to applications or resources used by one or more applications.

A single OID can contain multiple Realms. This feature can consolidate security for
retailers with multiple banners or to consolidate security for multiple development and
test environments.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any attempt to access a
Statically Protected URL results in the display of a login page or an error page to the
user.

Servlets, static HTML pages, and JSP pages may be statically protected.

Note: Dynamically Protected URL and Statically Protected
URL are within the context of the Oracle Software Security
Assurance (OSSA). The static protection for URLs is a
common JEE feature.

What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps OSSO user IDs to a database logins on a per-
application basis.
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How Oracle Single Sign-On Works

Oracle Single Sign-On involves a couple of different components. These are:

* The Oracle Single Sign-On (OSSO) servlet, which is responsible for the back-end
authentication of the user.

=  The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

= The Oracle HTTP Server associated with the Web application, which verifies and
controls browser redirection to the OSSO servlet.

= If the Web application implements dynamic protection, then the Web application
itself is involved with the OSSO system.

Statically Protected URLs
When an unauthenticated user accesses a statically protected URL, the following occurs:

1. The user’s Web browser makes an HTTP request to a protected URL serviced by the
Oracle HTTP Server (OHS).

The Oracle HTTP Server processses the request and routes it to the mod_oss module.

This module determines whether the user is already authenticated. If the
authentication is required, it directs the browser to the OSSO server. The OSSO
server checks for a secure cookie containing the authentication information. If the
cookie is not found, the following occurs:

a. The OSSO servlet determines the user must authenticate, and displays the OSSO
login page.

b. The user must sign in via a valid user ID and password. If the OSSO servlet has
been configured to support multiple Realms, a valid realm must also be entered.
The user ID, password, and realm information is validated against the Oracle
Internet Directory LDAP server. The browser is then redirected back to the
Oracle HTTP Server with the encrypted authentication credentials. It does NOT
contain the user’s password.

4. The mod_osso module then decrypts the user credentials and sets HTTP headers
with relevant user attributes, marking the user’s session as authenticated.

5. The mod_WebLogic module (within the Oracle HTTP Server) then forwards the
request to the Oracle WebLogic Server.

6. The Oracle WebLogic Server then invokes the configured authentication providers
that decode the headers and provide the user’s role membership. In an OSSO
implementation, ensure that the OSSO Identity Asserter is invoked and Oracle
Internet Directory (OID) Authenticator is executed to provide the user’s role
membership.

7. Once the authentication is established, the relevant application logic is initiated and
the response is sent back to the user through the Oracle HTTP Server.
Because the Web browser session is now authenticated, subsequent requests in that
session are not redirected to the OSSO server for authentication.
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Dynamically Protected URLs

When an unauthenticated user accesses a dynamically protected URL, the following
occurs:

1.

The user’s Web browser makes an HTTP request to a protected URL serviced by the
Oracle HTTP Server (OHS). The Oracle HTTP server recognizes the user has not been
authenticated, but allows the user to access the URL.

The application determines the user must be authenticated and send the Oracle
HTTP Server a specific status to begin the authentication process.

The Oracle HTTP Server processes the request and routes it to the mod_oss module.

This module determines whether the user is already authenticated. If the
authentication is required, it directs the browser to the OSSO server. The OSSO
server checks for a secure cookie containing the authentication information. If the
cookie is not found, the following occurs:

a. The OSSO servlet determines the user must authenticate, and displays the OSSO
login page.

b. The user must sign in via a valid user ID and password. If the OSSO servlet has
been configured to support multiple Realms, a valid realm must also be entered.
The user ID, password, and realm information is validated against the Oracle
Internet Directory LDAP server. The browser is then redirected back to the
Oracle HTTP Server with the encrypted authentication credentials. It does NOT
contain the user’s password.

The mod_osso module then decrypts the user credentials and sets HTTP headers
with relevant user attributes, marking the user’s session as authenticated.

The mod_WebLogic module (within the Oracle HTTP Server) then forwards the
request to the Oracle WebLogic Server.

The Oracle WebLogic Server then invokes the configured authentication providers
that decode the headers and provide the user’s role membership. In an OSSO
implementation, ensure that the OSSO Identity Asserter is invoked and Oracle
Internet Directory (OID) Authenticator is executed to provide the user’s role
membership.

Once the authentication is established, the relevant application logic is initiated and
the response is sent back to the user through the Oracle HTTP Server.

Because the Web browser session is now authenticated, subsequent requests in that
session are not redirected to the OSSO server for authentication.
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Installation Overview

Installing Oracle Single Sign-On 10g requires installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Infrastructure Oracle
Application Server (OAS). They are typically installed using a single session of the
Oracle Universal Installer and are performed at the same time. OID requires an
Oracle relational database. If one is not available, the installer will install this as well.

The Infrastructure OAS includes the Delegated Administration Services (DAS)
application as well as the OSSO servlet. The DAS application can be used for user
and realm management within OID.

2. Additional midtier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the Infrastructure OAS installed in step 1. For additional
information on SSO 10g installation, see the Creating a High-Availability
Environment Whitepaper (My Oracle Support Doc ID: 1311392.1).

3. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities.

Installing Oracle Single Sign-On using OAM11g requires installation of the following;:

1. Oracle Internet Directory (OID) ldap server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management 11gR1 (11.1.1.7). The ODSM application can be used for user and realm
management within OID.

2. Oracle Access Manager 11gR1 (11.1.1.5) has to be installed and configured.
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3. Additional midtier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2. For additional information on SSO 11g
installation, see the Oracle Access Manager and Single Sign-On Whitepaper (My
Oracle Support Doc ID 1492047.1).

Infrastructure Installation and Configuration

The Infrastructure installation for OSSO and Oracle Access Manager (OAM) is dependent
on the environment and requirements for its use. Deploying an Infrastructure OAS or
Oracle Access Manager (OAM) to be used in a test environment does not have the same
availability requirements as for a production environment. Similarly, the Oracle Internet
Directory (OID) LDAP server can be deployed in a variety of different configurations. See
the Oracle Application Server Installation Guide and the Oracle Internet Directory Installation
Guide (if using OSSO 10g) for more details and Oracle Identity Management Installation
Guidel1g (if using OAM11).

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

The current version of Oracle Single Sign-On only supports OID as its user storage
facility. Customers with existing corporate LDAP implementations may need to
synchronize user information between their existing LDAP directory servers and OID.
OID supports standard LDIF file formats and provides a JNDI compliant set of Java
classes as well. Moreover, OID provides additional synchronization and replication
facilities to integrate with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

OID with Multiple Realms

OID and OSSO can be configured to support multiple user Realms. Each realm is
independent from each other and contains its own set of user IDs. As such, creating a
new realm is an alternative to installing multiple OID and Infrastructure instances.
Hence, a single Infrastructure OAS can be used to support development and test
environments by defining one realm for each environment.

Realms may also be used to support multiple groups of external users, such as those
from partner companies. For more information on Realms, see the Oracle Internet
Directory Administrators Guide.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are two basic methods of performing user management: LDIF scripts
and the Delegate Administration Services (DAS) application available for OID10g or
Oracle Directory Services Manager (ODSM) available for OID11g.
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OID DAS

The DAS application is a Web-based application used in OID10g is designed for both
administrators and users. A user may update their password, change their telephone
number of record, or modify other user information. Users may search for other users
based on partial strings of the user’s name or ID. An administrator may create new users,
unlock passwords, or delete users.

The DAS application is fully customizable. Administrators may define what user
attributes are required, optional or even prompted for when a new user is created.

Furthermore, the DAS application is secure. Administrators may also what user
attributes are displayed to other users. Administration is based on permission grants, so
different users may have different capabilities for user management based on their roles
within their organization.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Single Sign-On resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Single Sign-On.
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Appendix: Installer Silent Mode

In addition to the GUI and text interfaces of the ReIM installer, there is a silent mode that
can be run. This mode is useful if you wish to run a repeat installation attempt without
going through the installer screens again.
The installer runs in two distinct phases. The first phase involves gathering settings from
the user. At the end of the first phase, a properties file named ant.install.properties is
created with the settings that were provided. Then the second phase begins, where this
properties file is used to provide your settings for the installation.
To skip the first phase and re-use the ant.install.properties file from a previous run,
follow these instructions:
1. Edit the ant.install.properties file and correct any invalid settings that may have
caused the installer to fail in the previous run.
2. Run the installer again with the silent argument.
install.sh silent
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Appendix: URL Reference

Both the database schema and application installers for the Invoice Matching product
require certain URLs, including the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.

Thick Client Syntax: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin:@<host>:<port>:<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521:mysid
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of ReIM.

Database installer hangs on startup

Symptom
When the database schema installer is run, the following is written to the console and the
installer hangs indefinitely:

Running pre-install checks
Running tnsping to get listener port

Solution

The installer startup script is waiting for control to return from the tnsping command,
but tnsping is hanging. Type Control+C to cancel the installer, and investigate and solve
the problem that is causing the tnsping <sid> command to hang. This can be caused by
duplicate database listeners running.

Unreadable buttons in the Installer

If you are unable to read the text within the installer buttons, it could mean that your
JAVA_HOME is pointed to an older version of the JDK than is supported by the installer.
Set JAVA_HOME to the appropriate Java that is being used by the WebLogic Application
Server and run the installer again.

Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util _prefs_FileSystemPreferences

checkLockFi 1eOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.
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ConcurrentModificationException in Installer GUI

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the Errors tab shows the following error:

Java.util .ConcurrentModificationException
at

Java.util _AbstractlList$ltr.checkForComodification(AbstractList. java:448)
at java.util_AbstractList$ltr.next(AbstractList. java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.

Warning: Lower case user IDS supplied with the application do not work

Symptom
The default user supplied with the ReIM application (for example, retail.user, where
password = retek) does not work to for signing on to the application.

Solution

The user/password combination does not work because the password hashing is
incorrect in the database scripts run by the installer code that affect only lower case user
IDs/user names.

Run this code instead of the ReIM database to fix the passwords for the lower case user
IDs supplied as part of the ReIM application:

update im_user_authorization iua

set password = reim_security_sql .hash(username, password) where lower (username) =
username;

commit;
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Installer fails because of missing .jar in SORACLE_HOME/utils/cctr/lib

Symptom

The jar file expected by the installer (emocmclnt.jar) is overwritten after the OPatch patch
6880880 is applied, and any other patch is applied afterward using that OPatch. If you
try to run the installer after patching, as outlined in the installation guides, the installer
fails. All applications that are installed in the same WebLogic server that hosts any of the
forms applications will be affected by this issue. This is because of required Oracle
patches for Linux 64-bit systems that are applied to the forms server using OPatch.

Solution

Back up the content of the SORACLE_HOME /utils/ccr /lib directory prior to applying
OPatch patch 6880880, and recopy the content back after you apply any patches using
that Opatch.

GUI screens fail to open when running Installer

Symptom
When running the installer in GUI mode, the screens fail to open and the installer ends,

returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. I1legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.

Installer fails with sun.security.validator.KeyStores exception
Symptom
Installer first throws the error

Exception in thread "main" java.lang.NoClassDefFoundError:
sun.security.validator.KeyStores

And then on continuing aborts with the same error.

Solution

OCM does not work on AIX 7.1. The workaround after facing this exception, is to
recreate the INSTALL_DIR and then delete the "retail-OCM-withAnt.zip" file present in
INSTALL_DIR/reim directory, before running the installer.
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Appendix: Setting Up Password Stores with
Oracle Wallet

As part of an application installation, administrators must set up password stores for
database user accounts using Oracle Wallet. These password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

A password store for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

About Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sglplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are two different types of password stores or wallets. One type is for database
connect strings used in program arguments (such as sqlplus /@db_username). The other
type is for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

3. Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET _LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET.WALLET OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.
<alias-name> =
(DESCRIPTION =

(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT_DATA =

(SERVICE_NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting Up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

= For RMS, RWMS, RPM Batch, RETL, RMS, RWMS, and ARI
= For Java Applications (SIM, RelM, RPM, Alloc, RIB, RSL, AIP, RETL)

For RMS, RPM Plsql Batch, RETL DB, RWMS batch, and ARI

Complete the following steps.
1. Create a new directory called wallet under your folder structure.

cd /projects/rms13.2/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl13.2/dev/ .wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.
ifile = /u00/oracle/product/11.2.0.4/network/admin/tnsnames.ora

dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspdv3ll.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = dvols29) (GLOBAL_NAME = dvols29)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspdv31l.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = dvols29) (GLOBAL NAME = dvols29)))

Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.
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Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rms13.2/dev/ .wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore —wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential
dvols29 rmsOluser rmsOluser passwd

Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl3.2/dev/ .wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 11

Connected to:
Oracle Database 119

SQL> show user
USER i1s “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWS, and ARl forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

Delete a credential on wallet

mkstore —-wrl . —deleteCredential dvols29 rmsOluser

Change the password for a credential on wallet

mkstore —-wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd
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List the wallet credential entries
mkstore —wrl . —list
This command returns values such as the following.

oracle_security.client._connect_stringl
oracle._security.client.userl
oracle_security.client_passwordl

View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore —wrl . —viewEntry oracle_security.client._userl

Returns value of the entry:
rmsOluser

mkstore —-wrl . —viewEntry oracle_security.client._passwordl

Returns value of the entry:
passwd

For Java Applications (SIM, RelM, RPM, Alloc, RIB, RSL, AIP, RETL)

For Java applications, consider the following:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database
and application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME-> /retail / <appname>/config Example:
mspdv351:[103x_WLS] /u00/webadmin/product/10.3.x/WLS/user_projects/
domains/132_mck_soa_domain/retail /reim13/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME?> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
mspdv351:[103x_WLS] /u00/webadmin/product/10.3.x/WLS/user_projects/
domains/132_mck_soa_domain/retail /reim13/retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with application
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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= If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

Example:

mspdv351:[103x_WLS] /u00/webadmin/reim/application/retail-public-security-
api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only
to the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>

Example:

mspdev71:[103xXWLS]
/u00/webadmin/product/10.3_x/WLS/user_projects/domains/java_domain/retail/rpml
32test/retail-public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass
in.

mspdev71: [103xWLS]
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/java_domain/retail/rpml
32test/retail-public-security-api/bin>

dump_credentials.sh

dump_credentials.sh is used to retrieve information from the wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_soa_dom
ain/retail /reim13/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_s
oa_domain/retail /reim13/config

Application level key partition name:reiml3

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rms132mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh

save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above. You can add new or update using save_credential.sh as shown
below:

save_credential .sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>

Example:

mspdv351:[103x_WLS]
/u00/webadmin/mock132_testing/rtil/rtil/application/retail-public-security-
api/bin> save_credential .sh —I
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_soa_domain/reta
il/reiml3/config

-a RMS-ALIAS —-p reiml3 -u rmsl32mock

Retail Public Security APl Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save credential _.sh -au[plh]
E.g. save_credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,--locationofWalletDir <arg> location where the wallet file is

created. IT not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How Does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim13 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@mspdv349.us.oracle.com: 1521 :pkols07
datasource.schema.owner=rms132mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let. path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck _soa
_domain/retail/reiml3/config
csm.wallet_partition.name=reiml3

How Does the Wallet Relate to Java Batch Program Use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
REIM app user reimbat, already on the database. To run a ReIM batch program the
format would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by
the program in question>.

Setting up RETL Wallets
RETL creates a wallet under $REX_HOME/etc/security, with the following files:
= cwallet.sso
= jazn-data.xml
=  jps-config.xml
= README.txt
To set up RETL wallets, perform the following steps:
1. Set the following environment variables:
=  ORACLE_SID=<retaildb>
=  RFX_HOME=/uO0/rfx/rfx-13.2.0
= RFX_TMP=/u00/rfx/rfx-13.2.0/tmp
=  JAVA HOME=/usr/jdkl.7.64bit
= LD LIBRARY_PATH=$ORACLE HOME
= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH
2. Change directory to $RFX_HOME/bin.
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Run setup-security-credential .sh.

Enter 1 to add a new database credential.

Enter the dbuseralias. For example, retl_java_rmsOluser.
Enter the database user name. For example, rmsOluser .
Enter the database password.

Re-enter the database password.

Enter D to exit the setup script.

Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$VMMHOME/RETLFOrRPAS/rfx/etc/rmse_rpas_config.env.

The RETL_WALLET_ALIAS should point to the Java wallet entry:

export RETL WALLET_ALIAS="retl_java rmsOluser"

The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
export ORACLE WALLET ALIAS="dvols29 rmsOluser"

The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:

export SQLPLUS LOGON=""/@${ORACLE_WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

Enter 2 to update a database credential.
Select the credential to update.

Enter the database user to update or change.
Enter the password of the database user.
Re-enter the password.
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, Installer |n/a Alias hard-
(MMHOME)>/ .wallet SID>_<Data |schema execution coded by
base schema | owner> installer
owner>
RMS forms DB <forms install n/a <Database <rms Compile Installer |n/a Alias hard-
dir>/base/.wallet SID>_<Data |schema coded by
base schema | owner> installer
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile Manual | ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database | <rwms Compile Installer |n/a Alias hard-
dir>/base/.wallet SID>_<Data | schema forms, coded by
base schema | owner> execute installer
owner> batch
RPM app DB <RPM batch install n/a <rms <rms Execute Manual rms-alias
dir>/.wallet schema schema batch
owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer |rwms13inst
Installation | database schema forms app to
name> user alias> owner> avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer [n/a Alias hard-
Installation Publisher | forms app to coded by
name> administrat | connect to Bl installer
ive user> Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create Alias Notes
type partition by Example
AIP app JAVA <weblogic domain Each alias
home> /retail /<deployed must be
aip app unique
name>/config
aip13 <AIP <AIP App use Installer | aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip13 <AIP <AIP App use Installer | aipOluser-
database database alias
schema user | schema
alias> user name>
aip13 <rib-aip <rib-aip App use Installer | rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app JAVA <weblogic domain Each alias
home> /retail / <deployed must be
rpm app unique
name>/config
rpm13 <rpm <rpm App use Installer | rpm-
weblogic weblogic weblogic-
user alias> user name> alias
rpm13 <rms shema | <rms App, batch | Installer |rmsOluser-
user alias> shema user | use alias
name>
rpml13 <rpm <rpm App use Installer | userl-alias
application | application
user one user one
alias> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
rpml13 <rpm <rpm App use Installer | user2-alias
application | application
user two user two
alias> name>
rpm13 <rpm batch | <rpm batch | App, batch |[Installer |rpmbatch-
user alias> | user name> | use alias
rpm13 <rib-rpm <rib-rpm App use Installer | rib-rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
RelM app JAVA <weblogic dpmain Each alias
home>/retail /<deployed must be
reim app unique
name>/config
<installed <reim <reim App use Installer | weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms shema | <rms App, batch Installer | rmsOluser-
app name> | user alias> |shema user |use alias
name>
<installed <reim <reim App use Installer | reimwebser
app name> | webservice |webservice vice-alias
validation validation
user alias> | user name>
<installed <reim batch | <reim batch [ App, batch Installer | reimbat-
app name> | user alias> | user name> | use alias
Alloc app JAVA <weblogic domain Each alias
home> /retail / <deployed must be
alloc app unique
name>/config
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Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create Alias Notes
type partition by Example
<installed <alloc <alloc App use Installer | weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms shema | <rms App use Installer | rmsOluser-
app name> | user alias> | shema user alias
name>
<installed <rsl for rms | <rsl for rms | App use Installer | rsl-rms-
app name> | weblogic weblogic weblogic-
user alias> | user name> alias
RSL app JAVA <RSL INSTALL DIR> /rsl- Each alias
rms/security /config must be
unique
rsl-rsm <rsl <rsl App use Installer | weblogic-
weblogic weblogic alias
user alias> | user name>
rsl-rsm <rms shema | <rms App use Installer | rmsOluser-
user alias> | shema user alias
name>
SIM app JAVA | <weblogic dpmain
home>/retail /<deployed
sim app name>/config
rpm <rpm <rpm App use Installer | rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
rms <rsl for rms | <rsl for rms | App use Installer | rsl-rms-
weblogic weblogic weblogic-
user alias> | user name> alias
rib-sim <rib-sim <rib-sim App use Installer | rib-sim-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
RETL JAVA | <RETL n/a <target <target App use Manual User may vary
home> /etc/security application |application retl_java_rm | depending on
user alias> | db userid> sOluser RETL flow’s
target
application
RETL DB <RETL home>/.wallet n/a <target <target App use Manual | <db>_<user | User may vary
application |application > depending on
user alias> | db userid> ?ETL flow’s
arget
application
RIB JAVA | <RIBHOME <app> is
DIR>/deployment- one of aip,
home/conf/security rfm, rms,
rpm, sim,
rwms, tafr
IMS jms<1-5> <jms user <jms user |Integration |Installer |jms-alias
alias> for name> for |use
jms<1-5> jms<1-5>
WebLogic rib-<app>- <rib-app <rib-app Integration Installer | weblogic-
app-server- | weblogic weblogic use alias
instance user alias> | user name>
Admin GUI rib- <rib-app <rib-app Integration | Installer |admin-gui-
<app>#web- |admingui |admingui [use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integration | Installer |app-user- Valid only
<app>#user- | weblogic weblogic use alias for aip, rpm,
alias user alias> | user name> sim
DB rib- <rib-app <rib-app Integration | Installer |db-user- Valid only
<app>#app- | database database use alias for rfm, rms,
db-user-alias | schema user | schema rwms, tafr

alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create Alias Notes
type partition by Example
Error rib- <rib-app <rib-app Integration Installer | hosp-user-
Hospital <app>#hosp | error error use alias
-user-alias hospital hospital
database database
schema user | schema

alias>

user name>
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use only some of the applications, the
order is still valid, less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

1. Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM),
Oracle Retail Sales Audit (ReSA). Optional: Oracle Retail Fiscal Management (ORFM)

Note: ORFM is an optional application for RMS if you are
implementing Brazil localization.

Oracle Retail Service Layer (RSL)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)
Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

N o o~ owDn

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the

remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation
. Oracle Retail Central Office (ORCO)
10. Oracle Retail Returns Management (ORRM)
11. Oracle Retail Back Office (ORBO) or Back Office with Labels and Tags (ORLAT)
12. Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

13. Oracle Retail Predictive Application Server (RPAS)
14. Oracle Retail Demand Forecasting (RDF)

15. Oracle Retail Category Management (CM)

16. Oracle Retail Replenishment Optimization (RO)
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17. Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
18. Oracle Retail Regular Price Optimization (RPO)

19. Oracle Retail Merchandise Financial Planning (MFP)

20. Oracle Retail Size Profile Optimization (SPO)

21. Oracle Retail Assortment Planning (AP)

22. Oracle Retail Item Planning (IP)

23. Oracle Retail Item Planning Configured for COE (IP COE)
24. Oracle Retail Advanced Inventory Planning (AIP)

25. Oracle Retail Integration Bus (RIB)

26. Oracle Retail Point-of-Service (ORPOS)

27. Oracle Retail Markdown Optimization (MDO)

28. Oracle Retail Clearance Optimization Engine (COE)

29. Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

30. Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)

31. Oracle Retail Promotion Intelligence and Promotion Planning and Optimization
(PI-PPO)

32. Oracle Retail Analytics

33. Oracle Retail Workspace (ORW)
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