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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration" refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Invoice Matching Installation Guide, Release 13.2.9

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

*  Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
*  Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience
This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers
* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Invoice Matching
Release 13.2.9 documentation set:

*  Oracle Retail Invoice Matching Release Notes

= Oracle Retail Invoice Matching Operations Guide
»  Oracle Retail Invoice Matching Data Model

= Oracle Retail Merchandising Batch Schedule

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com
When contacting Customer Support, please provide the following:

*  Product version and program/module name

* Functional and technical description of the problem (include business impact)

*  Detailed step-by-step instructions to re-create

* Exact error message received

=  Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 13.2) or a later patch release (for example, 13.2.9). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi


https://support.oracle.com/

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Documentation is packaged with each Oracle Retail product release. Oracle Retail
product documentation is also available on the following Web site:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
(Data Model documents are not available through Oracle Technology Network. These
documents are packaged with released code, or you can obtain them through My Oracle

Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

xii
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Preinstallation Tasks

This chapter explains the tasks required prior to installation.

Note: Oracle Retail product installations are tightly
integrated with their technical configuration. After
installation the application server hostname, database name
and hostname, and other technical configuration is
embedded within the installation of the Oracle Retail
product. It is not recommended to attempt to copy an
installation to a server with a different hostname for the
purposes of environment cloning. The easiest and safest way
to reconfigure applications on another server is to reinstall
the applications using the Oracle Retail installers.

Requesting Infrastructure Software

If you are unable to find the necessary version of the required Oracle infrastructure
software (database server, application server, WebLogic, etc.) on the Oracle Software
Delivery Cloud, you should file a non-technical ‘Contact Us” Service Request (SR) and
request access to the media. For instructions on filing a non-technical SR, see My Oracle
Support Note 1071023.1 — Requesting Physical Shipment or Download URL for Software

Media.

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Invoice Matching

include:

Supported on:

Versions Supported:

Database Server OS

OS certified with Oracle Database 11gR2 (11gR2) and 12cR1
(12.1.0.2) Enterprise Edition. Options are:

Oracle Enterprise Linux 5 update x for x86-64 (Actual
hardware or Oracle virtual machine).

Red Hat Enterprise Linux 5 update x for x86-64 (Actual
hardware or Oracle virtual machine).

Oracle Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

AIX 6.1 (Actual hardware or LPARs)
AIX 7.1 (Actual hardware or LPARs)

Solaris 10, 11 Sparc (Actual hardware or Oracle VM Server
for SPARC).

HP-UX 11.31 Integrity (Actual hardware or HPVM)

Installation Guide 1



Check Supported Database Server Requirements

Supported on:

Versions Supported:

Database Server 11gR2

Oracle Database Enterprise Edition 11gR2 (11.2.0.4) with the
following specifications:

Components:

=  Oracle Partitioning

=  Examples CD (Formerly the companion CD)
Oneoff Patches:

= 18465025: MERGE REQUEST ON TOP OF 11.2.0.4.0 FOR
BUGS 18016963 18302329.

Other components:
= Perl compiler 5.0 or later

= X-Windows interface

Database Server 12cR1

Oracle Database Enterprise Edition 12cR1 (12.1.0.2) with the
following specifications:

Components:
=  Oracle Partitioning

=  Examples CD

Oneoffs:
" Patch 19623450: MISSING JAVA CLASSES AFTER
UPGRADE TO JDK 7

= 20406840: PROC 12.1.0.2 THROWS ORA-600 [17998]
WHEN PRECOMPILING BY 'OTHER' USER

= 20925154: ORA-39126: WORKER UNEXPECTED FATAL
ERROR IN KUPW$WORKER GATHER_PARSE_ITEMS
JAVA

= 18760297: DUMP IN QERTRCROWP WHEN TRACING
WITH OPERAND LENGTH CHECK

= 21614112: ORA-01732 ON DML ON A PARTITIONED

TABLE

RAC only:

= 21260431: APPSST 12C : GETTING ORA-4031 AFTER 12C
UPGRADE

= 21373473: INSTANCE TERMINATED AS LMDO0 AND
LMD2 HUNG FOR MORE THAN 70 SECS

Other components:

= Perlinterpreter 5.0 or later
= X-Windows interface

= JDK1.7JDK

Note: By default, JDK is at 1.6. After installing the rdbms
binary, apply patch 19623450. Then follow the instructions
on Oracle Database Java Developer’s Guide 12c Release 1 to
change JDK to 1.7. The document is available at:

http://docs.oracle.com/database/121/JJDEV /chone.htm#]]

DEV01000

2 Oracle Retail Invoice Matching
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Check Supported Application Server Requirements

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail
Invoice Matching application include the following;:

Note: Files required for Oracle Configuration Manager
(OCM) are removed after OPatch is used to patch the
WebLogic server. This will cause the product installers and
OCM installation to fail. To work around this issue, back up
the content of the SORACLE_HOME /utils/ccr/lib directory
prior to applying a patch using OPatch, and recopy the
content back after you apply any patches. ORACLE_HOME
is the location where WebLogic Server has been installed.

Note: If using an OPatch on Linux 64-bit platforms, see
“Installer Fails because of missing .jar in
$ORACLE_HOME /utils/ccr/lib” in Appendix: Common
Installation Errors.

Supported on Versions Supported

Application Server OS OS certified with Oracle Fusion Middleware 11g Release 1
(11.1.1.9). Options are:

=  Oracle Enterprise Linux 5 update x for x86-64 (Actual
hardware or Oracle virtual machine).

*  Red Hat Enterprise Linux 5 update x for x86-64 (Actual
hardware or Oracle virtual machine).

= Oracle Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

* Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine).

= AIX7.1 (Actual hardware or LPARs)
=  Solaris 11 SPARC (Actual hardware or logical domains)
=  HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)

Installation Guide 3



Verify Single Sign-On

Supported on

Versions Supported

Application Server

Oracle Fusion Middleware 11g Release 1 (11.1.1.9)
Components:
= Oracle WebLogic Server 11g Release 1 (10.3.6)

= Java:
JDK 1.7.0+ 64 bit

IMPORTANT: If there is an existing WebLogic installation on the
server, you must upgrade it to WebLogic 10.3.6. All middleware
components associated with WebLogic server should be
upgraded to 11.1.1.9.

Back up the weblogic.policy file

($WLS_HOME /wlserver_10.3/server/lib) before upgrading your
WebLogic server, because this file could be overwritten. Copy
over the weblogic.policy backup file after the WebLogic upgrade
is finished and the post patching installation steps are completed.

Optional (SSO required)
= Oracle WebTier 11g (11.1.1.9)

= Oracle Internet Directory 10gR3 (10.1.4) optionally with
Oracle Single Sign-On 10gR3 (10.1.4)

or

= Oracle Identity Management 11gR1 (11.1.1.9) optionally with
Oracle Single Sign-On 10gR3 (10.1.4)

or
*  Oracle Identity Management 11gR1 (11.1.1.9) optionally with
=  Oracle Access Manager 11gR1 (11.1.2.3) using osso Agent.

*  Must have separate WebLogic 10.3.6 for Oracle Access
Manager 11g.

or
= Oracle Identity Management 11gR1 (11.1.1.9) optionally with
Oracle Access Manager 11gR2 (11.1.2.3) using webgate 11gR2

(11.1.2.3) agent. Must have separate WebLogic 10.3.6 for
Oracle Access Manager 11g.

Verify Single Sign-On

If ReIM will not be deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Internet Directory 10gR3 version 10.1.4
or Oracle Identity Management 11gR1 version 11.1.1.9 has been installed along with the
components listed in the above Application Server requirements section. Verify the
Oracle WebTier Server is registered with the Oracle Access Manager 11gR1 as a partner

application.

Note: Oracle Application Server (OAS) 10.1.4 Single Sign-On
is only supported for existing installations, this support may
be dropped in a future 13.2.X patch release.

4 Oracle Retail Invoice Matching




Check Supported Client PC and Web Browser Requirements

Check Supported Client PC and Web Browser Requirements

Requirement Version

Operating system Windows 7

Display resolution 1024x768 or higher

Processor 2.6GHz or higher

Memory 1GByte or higher

Networking intranet with at least 10Mbps data rate

Oracle (Sun) Java Runtime Environment 1.7.0+

Browser Microsoft Internet Explorer version 9 or 11
Mozilla Firefox ESR 31+

Configure Mozilla Firefox ESR 31+

If you are using Firefox ESR 31+, you need to configure the browser to display the list of
values pop ups correctly.

1. Open your Firefox browser and type in your address bar as follows:
about:config

2. A warning dialog is displayed. Accept the warning.
A list of configuration values is displayed.

3. Locate the browser.link.open_newwindow property, right-click on it, and select
Modify.
Change the value to 2.

Close and re-start the browser.

Supported Oracle Retail Products

Requirement Version

Oracle Retail Merchandising System (RMS)/Oracle Retail Trade 13.2.9
Management (RTM)/Oracle Retail Sales Audit (ReSA)

Oracle Retail Store Inventory Management (SIM) (by way of RMS) | 13.2.9

Oracle Retail Analytics 13.2.9

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail.

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.

Installation Guide 5



Supported Oracle Applications

Supported Oracle Applications

Requirement

Version

Oracle E-Business Suite

Oracle E-Business Suite 12.1.3 integration is supported using the

Financials Oracle Retail Financial Integration for Oracle Retail
Merchandising Suite and Oracle E-Business Suite Financials.
See the Oracle® Retail Financial E-Business Suite Integration Solution
Implementation/Operations Guide for specific version information.

PeopleSoft Enterprise Oracle Retail Financial Integration (ORFI) Media Pack

Financials

Oracle E-Business Suite 12.1.3 integration is supported using the
Oracle Retail Financial Integration Pack for Oracle Retail
Merchandising Suite and Oracle E-Business Suite Financials.

6 Oracle Retail Invoice Matching
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RAC and Clustering

Oracle Retail Invoice Matching has been validated to run in two configurations on Linux:
*= Standalone WebLogic and Database installations

= Real Application Cluster Database and WebLogic Server Clustering

The Oracle Retail products have been validated against an 11.2.0.4/12.1.0.2 RAC
database. When using a RAC database, all JDBC connections should be configured to
use THIN connections rather than OCI connections. Itis suggested that if you do use
OCI connections, the Oracle Retail products database be configured in the tnsnames.ora
file used by the WebLogic Server installations.

Clustering for WebLogic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 11.2.0.4 Oracle
Internet Directory database with the WebLogic 10.3.6 cluster. It is suggested that a Web
Tier 11.1.1.5 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

*  Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

= Oracle® Real Application Clusters Administration and Deployment Guide
11g Release 2 (11.2) Part Number E16795-11 and /or

Oracle Real Application Clusters Administration and Deployment Guide
12c Release 1 (12.1) E48838-10

Installation Guide 7






3

Database Installation Tasks

The ReIM database objects are bundled with the RMS database schema installer. To
install the ReIM database objects follow the Oracle Retail Merchandising System Installation
Guide to run the database schema installer, and select the ReIM option on the product
selection page.

Installation Guide 9
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6) and
patches listed in the Chapter 1 of this document. The Oracle Retail Invoice Matching
application is deployed to a WebLogic Managed server within the Web Logic installation.
It is assumed that Oracle Database has already been configured and loaded with the
appropriate RMS and Oracle Retail Invoice Matching schemas for your installation.

IMPORTANT: If there is an existing WebLogic installation on
the server, you must upgrade WebLogic to WebLogic 10.3.6.
All middleware components associated with WebLogic
server should be upgraded to 11.1.1.9.

Back up the weblogic.policy file

($WLS_HOME /wlserver_10.3/server/lib) before upgrading
your WebLogic server, because this file could be
overwritten. Copy over the weblogic.policy backup file after
the WebLogic upgrade is finished and the post patching
installation steps are completed.

Create Providers

Perform the following procedure to create providers in APPDomain and ClassicDomain.

Note: The following steps are being performed in
APPDomain but the steps must be done for both
APPDomain and ClassicDomain.

1. Login to the Administration Console.
http:/ /<host>:<port>/console/

2. In the Domain Structure frame, click Security Realms.

ORACLE WebLoge Server® Adnisaton consso B o

Change Center & Home Log Out Preferences Help Q Welcome, weblogic ‘ Connected to: APPDomain
View changes and restarts Home sSummary of Security Resims smyresim >Summary of Security Realms
Click the Lack & Edit butten ta modFy, add or Summary of Security Realms
delets items in this domain.
Locis Bl # securlty realm is a conkainer Far the mechanisms--including Users, groups, securly roles, security palices, and security providers—that are used b pratect WebLogic resources. You
] can have muliple security realms in & Weblogic Server domain, but anly one can be st a5 the default (active! reaim.
This Security Realims page lists sach security resl that has been configured in this WebLogic Server domain. Click the name of the reslm £o explore and configure thet reahm.
Domain Structure
APPDomain
f Al | b customize this table
“servers Realms (Filtered - More Columns Exist)
~~Clusters
yirtual Hosts Click the £ @ok & Fdit button in the Change Center to activate all the buttons on this page.
t=-Migratable Targsts
~-Coherence Servers Mew | |Delete Shawing 1 to 1 of 1 Previous | Hext
~-Coherence Clusters
~Machines Name & Default Realm
~-Wark Managers
~Startup and Shutdown Classes ryrealm true
~Deployments
_3_5;\”;;5 Mew | | Delete Showing 1to 1of 1 Previous | Hext
---Gecurity Realms v
How do L... El
o Configure new security reaims
o Delete security realms
o Changs the default securiy reaim
System Status =]
Health of Running Servers
Faled (0)
Critical (0}
mispl 2095: 17001 jcansolz/cansole. porkal?_nfpb=trued,_pageLabel=SecurityReaiRealmTablzPage v
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3. In the Realms table, click myrealm. The Settings for myrealm page is displayed.
n Consolo o h

Change Center &) Home Log Out Preferences

ORACLE Weblogic Server® Administr

Help

=Y Welcome, weblogic ‘ Connected to; APPDomain
e T Home >Surmmary of Security Realms syl sSuramary of Security Reslms smyrealn
Click the Lock & Edit button to madify, add or Settings for myrealm

delete items in this domain.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

General | RDBMS Security Store | User Lockolk | Performance
Release Canfiguration

e Click the £eak & Fdit button in the Changs Center to modify the settings on this page.

APFDOmain ~ Save
EFEnvironment
F-Servers

Use this page to configure the general behavior of this security realm.
Clusters

{Virtual Hosts Mote:

“--Migrstable Targets 1F you are implementing security using JACC {Java Authorization Cortract for Containers as defined in JSR 115), you must use the DD Only security model, Other WebLogic

| Coherance Servers Server models are not availatle and the security Functions For Web applications and EJ8s in the Administration Console are disabled,

F-Coherence Custers

[~ Machines Name: yresim The niame of this security realm.  Mare Infa,

FWork Managers

“Startup and Shutdown Classss {ff] Security Model Default: Sperifies the default security model For tteb applications or E16s that are

Deplogments

secured by this security realm, You can override this defaulk during
Services

deployment.  Mare Infa...

e rity Bealms b
4 = &5 Combined Role Mapping Enabled Deterriines how the role mappings in the Erterprise Application, Web
How do I... application, and EJ8 cantainers interact, This setting is vald only for Web
applications and E¥6s that use the Advanced security model and that
« Manage security for Web appications and initialize roles from deployment descriptors,  More Info...
EJs
o Set the default sscurity model 5 Use Authorization Providers to Protect JMX Access Configures the webLogic Server MBaan servers ko use the securty
+ Delagate MBsan authorization ko the resln realm’s Authorization providers ta determins whether a JM: dlient has
permission ko access an MBean attribute or invole an MBean
operation,  More Info...
System Status B b Advanced
Health of Rurning Servers e
Failzd (0}
el 01 Click the £06k & £t button in the Change Center to modify the settings on this page.
~
e

4. Click the Providers tab.
ORACLE Weblogic Server® Administration Console — hat

Change Center & Home Log Out Freferences

Help Welcome, weblogic ‘ Connected to; APPDomain

e el et Hame =Summary of Security Realms =myrealn =Summary of Security Realms smyresim =Providers

Click the Lock & Edit button ta madify, add or Settings for myrealm

delete items in this domain.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Authentication | Password Yalidation | Authorization | Adjudication | Role Mapping | Auditing | Credertial Mapping | Certification Path | Keystores
Release Canfiguration

Domain Structure An Authentication provider allows WebLogic Server to establish trust by walidating a user. ¥ou must have one Authentication provider in a security realm, and you can configure multiple

APPDomain & Authentication providers in a security realm, Different types of Authentication providers are designed to access dfferent data stores, such a5 LDAP servers or DEMS. You can akso
; configure & Realm Adapter ALthentication provider that allows you ko work with ussrs and groups from previaus releases of Weblogiz Server,

[ Customize this table

Igratable Targets Authentication Providers
~Coherence Servers
- aherence Clusters Click the £eak & Fdit button in the Change Center o activate al the buttons on this page.

Marhines
ork Managers New | [Delete | |[Rearder
Startup and Shutdown Classes
Deplogments Name
Services

Security Bealms,

=

Showing 1 ko 2af 2 Previous | Next

Description Yersion

Defaultauthenticator webLogic Authentication Pravider 1.0

How do L... =1 DefaultIdentityAsserter WebLogic Identity Assertion provider 1.0

Configure Authentication and Identity Mew | | Delete | || Rearder Showing 1 to Zof 2 Previous | Mext
Assertion providers

Configurs the Password Validation provider

o Manage security providers
o Setthe JAAS contral flag

Re-order Authertication providers

System Status =]

Health of Running Servers
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5. Click Lock & Edit and then click New. The Create a New Authentication Provider
page is displayed.

ORACLE WebLogic Server® Adiisrsion console B OB

Change Center & Home Log Out Preferences [2] Record Help Q Welcome, weblogic ‘ Connected to: APPDomain
EndrTs arilas Heme =Summary of Security Realms =myrealm »Summary of Security Realms =myrealm =Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect.
& Activate Changss WOk | iCemcel)
Unido All Changes Create anew Authentication Provider

The fallaming praperties wil be used ta identify your new Authentication Pravider.

Domain Shauckure * Indicates required fields

APPDomain e
“Enwironment
~Servers The name of the acthentication provider.

~Clusters .
““Virtual Hosts Name: OIDAuthenticator
- Mgratable Targets
~Coherence Servers
~Coherence Clusters
~Machines
~work Managers
~Startup and Shutdown Classes
~Deployments oK || cancel
“Services
--Seririty Realms

This is the type of authentication provider you wish ta create,

Type: OracleinternetDirectoryAuthenticator

How do L... =]

+ Manage security providsrs

+ Configure suthentication and Identicy
Assertion providers

System Status a
Health of Runming Servers

Failed (0)
Critical {0}

Overloaded (0)
Warrinn (111 A4

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectory Authenticator as the type.

7. Click OK. The list of providers is displayed. Select the newly created provider,
OIDAutheticator. The Settings for OIDAuthenitcator page is displayed

ORACLE WebLogic Server® Adnisrsion Consle B of

Change Center &) Home Log Out Preferences [5] Record Help Q Welcome, weblogic ‘ Connected to: APPDomain
T A A taree Hanne =Summary of Sscurity Realms Smyrealn =Summary of Security Reslme smyveslm sProviders smyresim >Providsrs ~OIDAuthenticator
Pending changes exist. They must be activated Settings for DIDAuthenticator
to take effect,
Configuration | Performance
& Activate Changes
— Common | Pravider Specific
indo &1l Chenges
Save
Domain Structure B —
AFFDomain ~
Ervitonment This page displays basic information abok this Oracle Intermet Dirsctary Authentication provider, Viou can also use this page to set the 184S Control Flag to cantrol how this providsr is
' . used in the login sequence,
~Servers
~Clusters
~Wirtual Hosts 4] Name: OIDAUthenticator The name of this Oracle Internet Directory Authertication
F-Miigrakable Targets provider.  More Info..

~Coherence Servers

~-Coherence Clusters (£5] Description: Provider that performs LDAP authentication # short description of this Cracle Internet Directory Authentication
~Machines provider.  More Irfo..
“Work Managers
~Startup and Shutdown Classes 45 Yersion: 1.0 The version number of this Gracle Internet Directory Authentication
~Deployments provider,  More Info...
~Services
—Seryrity Realms. vl £F] Control Flag: OPTIONAL ~ Spexifies how this Oracls Internet Directory Authentication provider fits
inko the login sequence.  More Infa...
How do I... =]

Save
o Configure the Oracle Internet Directory E—

Authentication provider

+ Configure Authentication and Identity
Assertion providers

+ Setthe Jaas contral flag
o Canfigure the Password Valdation provider
o Manage securiy providers

System Status a

Health of Runring Servers

8. Set the Control Flag field to Optional and click Save. The Control Flag should be set
as Optional so users do not get locked out of the Admin console if there is a typo.
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9. Once your changes are saved, click Activate Changes.

ORACLE WebLogic Server® Adrinisaion Consle B of

Change Center & Home Log Out Freferences Record Help Q Welcome, wehlngl(‘(nnnetted to: APPDomain

T A A taree Harne =Summary of Sscurity Realms Smyrsalnn =Users snd Groups Summary of Security Reakas Srayresh sProwidsrs ~DIDAuthenticator

o pending changes exist, Click the Relsass Settings for OIDAuthenticator
Configuration button ko allow others to edit the
domain. Configuration | Performance

Lock & Edit Common | Provider Specific

Release Configuration
Save

Domain Structure

APPDOMIN This page displays basic infarmation about this Oracle Inkernet Directary Authentication provider. You can also use this page to set the JA4S Control Flag to cantrol how this provider is
Ervitonment used I the login ssquence,

Deployments

Services (HE] Name: OIDAuthenticator The name of this Oracle Internet Directory Authertication

Security Realms provider.  More Info..

Interaperabiicy

Diagnastics (] Description: Provider that performs LDAP authentication A shart description of this Cracle Internet Directory Authentication
provider. More Info..

45 Yersion: 1.0 The version number of this Gracle Internet Directory Authentication
provider, - More Info. .,

] Control Flag: OPTIONAL ~ Specifies how this Oracle Internet Directary Authentication provider fits
inito the Iogin sequence.  More Infa...

How do 1. 8| | (5ue

Canfigure the Oracle Inkermet Dirsctary
Authentication provider

Configure Authentication and Identity
Assertion providers

o Setthe 1445 control flag

Configurs the Password Validation provider

o Manage security providers

SYSlEmrstatus =] ‘
10. Click the Provider Specific tab and click Lock & Edit.
ORACLE Weblogic Server® Administration Console — hat

Q Welcome, weblogic ‘ Connected to; APPDomain

Change Center &) Home Log Out Preferences [2] Record Help

s e Hamne =Summary of Security Realms smyresln =Summary of Security Reslms smyveslm =Providers smyvealm Providers sDIDAuthenticator
pending changes exist, They must be activated Settings for DIDAuthenticator

to take effect,
Configuration | Performance
« Activale Changes

Commen | Provider Specific
Undo &Il Changes:

Save
Domain Structure E—
APPDomain »
E-Environment Use this page to define the provider specific configuration For this Oracle Internet Directory Authentication provider,

~Servers
“Chusters Connection
~¥irtual Hosts

L"M\gratab\e Targets ] Host: mspl12095 us aracle. com The host name or IP address of the LDAP server.  More Info...

| ~Coherence Servers

?"CD":W”CE Clusters & Port: 3080 The part number on which the LDAP server is listening.  Mare Info...
{~Machines

{-Work Managers

“--Startup and Shutdown Classes 25 Principal: cr=orcladrmin The Distinguished Mame: (DM) of the LDAR user that WebLogic Server

Deployments should use to connect to the LDAP server.  More Info...

Services

ity Balms v o The credential (usually & password) used to connect to the LDAP
server,  More Info...
How do L. Z]
Confirm Credential:
« Configure the Oracle Internet Directory
Authentication provider
o Configurs Authentication and Identity [ £5 s51Enabled Specifies whether the 551 pratacol should be used when connecting ko
Assertion providers the LDAP server. More Info.
+ Manage security providers Users
User Base DN: - —us.de= The base distinguished name (D) of the tree In the LDAP directary that
System Status al | @ creusers, de=us de=orac contains users.  More Iffo...
Health of Running Servers
All Users Filter: = - A LDAP search fiker For finding all users beneath the base user
Faited (1) 4 {&{en=")(abjectclass=pers distinguished name (D), Mote: IF you thangs the User name sttriute to
Critieal ) & type other than cn, you must duplicate that change in the User From o3

11. Supply your LDAP connection and credentials.
The entries below are examples only. You should match the entries to your OID
= Host: msp12095.us.oracle.com
= Port: 3060
= Principal: cn=orcladmin
= Credential: <password>
* Confirm Credential: <password>
= User Base DN: cn=users,dc=us,dc=oracle,dc=com
=  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com
= Check Propagate Cause For Login Exception
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12. Click Save and Activate Changes.
13. Click the Providers tab and click Lock & Edit.

SIRACLE Wobkoge e iesncorv C —
Chasge Conter @ Home terenzes ) Q Welcome, weblogic | Cerrectes o APPDOmain
View changes and restarts by Ao Frevders
Cick the Lok on o modéy, sddor Bettings bor rnyresle
dmnte dornar

Configuraton | Users andGroups | okes and Polces | Credentel Magoings | Providers | Mgraton

Lock A Ese

Authestication  Fassword vakdsson | Acthoraaton | Adudesson | RoleMapong | Auding | CredetelMaopng | CertScatonFath | Keystes
Domain Stnscture A Authanteytian providas sbisge Sarute 13 attabieh Ut by VARG § Uek, Tou MUEE R S AUTTANBEAGN prerider 1 & eAcEy FaAks, B you can Pt Authansesan pradare 1 Bacuty rabin
— Difterent broes of b eles are desigred bo necess fereet datn sases, uch i LAP servers o DEME, Yeus car sl eomfgure o Potoi Acpiter Sl e vous b ek math s o

groums from presvous reeases of Weblope Server,

| Costomize this table

Authentication Froviders

Ciek e Lol 8 Folitinsbion i the Charge Cieter 15 betvate al e bulbors on 4 page.

Sroneg 110 3073 Previous | Next
Name Description Version
Frovider the pesforms LOAP auenscazon Lo
How do 1. ViesLage Ahenncanen Provger 1o
Weblogic Jdeitty Aoserbom pravider
Shomireg 1t 3of 3 Previous | bt

Sipstem Status

Fieath of Runring Servers

14. Click Reorder.

15. Order OIDAuthenticator first and DefaultAuthenticator second.
16. Click Save.

17. Once your changes are saved, click Activate Changes.

18. Shut down all servers and restart the admin server.

Verify and Set OID Authenticator
1. Log in to the Administration Console.
http:/ /<host>:<port>/console/
2. In the Domain Structure frame, click Security Realms.

3. In the Realms table, click Default Realm Name. The Settings page is displayed.
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4. Click the Users and Groups tab to see a list of users and groups contained in the
configured authentication providers.

You should see usernames from the Oracle Internet Directory configuration, which
implicitly verifies that the configuration is working.

ORACLE WeblLogic Server® Adrinisaton Consoe B o

Change Center &) Hoe Log Out Prefersnces Help. Q Welcome, weblogic ‘ Connected to: APPDomain
View changes and restarts Home =Summary of Security Realms =myrealm =Users and Groups
Click the Lock & Edit button ta modify, add or Settings for myrealm

delete items in this domain.
Configuration | Users and Groups | Roles and Polides | Credential Mappings | Providers | Migration
Look & Edit

Users | Groups
Release Canfiguration

Domain Structure
APPDOMain

This page displays information about each user that has been configured in this security realm,
Moke: The authentication provider named OiMasserter does not suppart wiewing or managing ks users thraugh the WebLogic conscle,

[ Customize this table

Users
New: | [Delete Shawing 1 to 10 aF 10 Previous | Next
]| Name & Description Provider
manager1 SIM Store ID 7000 Manager OTDAuthenticator
[ | oratlesystembser Oracle application scftware system user, DefaultAuthenticator
orcladmn Seed administrative user for subscriber, OIDAuthenticatar
How do 1. g PUBLIC This entry is used as the identfication For Unauthenticated users. OIDAuthenticator
RETAILLISER. Retal User OIDAuthenticator
+ Manage users and groups REM.ADMIN Seed administrative user for subscriber OIDuthenticator
o Create users
SIM.ADMIN Seed administrative user for subscriber OIDnuthenticator
o Modfy users
N superuserl SIM Store ID 7000 Super User. OIDnuthenticator
weblagic Seed administrative user for subscriber. OIDAuthenticator
System Status =] [ | weblagic This user is the default administrator, DefaultAuthenticator
Health of Rurning Servers [ew | [Delete Showing 1 to 10 6F 10 Previous | Next
Failed (0)
Critical (0)

5. Click the Providers tab and click OIDAuthenticator.
ORACLE WebLogic Server® Administration Consale ‘ &

Change Center (& Home Log Out Preferences [24] Record Help Q welcome, weblogic ‘ Connected to; APPDomain
Mendrrs arielas Home =Summary of Security Realms smyrealm =Summary of Security Realms =myrealm =Providers smyrealm =Providers =0IDAuthenticator
Messages
Pending changes exist. They must be activated
to take effect, o Settings updated successfuly.
afadctivato Chanass Settings for DIDAuthenticator
Undo Al Ch
ndo 088 Configuration | Performance
Domain Structure Common | Provider Specific
APPDOmain ~
“Enwironment Save
Servers
Chisters
girtual Host: This page displays basic information abodk this Gracle Internet Directary Authentication provider, Vou can also use this page o set the 1445 Control Flag to control how this provider is
rtual Hosts Used in the login sequence.
i~Migrakable Targets
~Coherence Servers
~Coherence Clusters (4E] Name: OIDAuthenticator The niame of this Oracle Internet Dirsctary Authertication
Machines provider,  More Info...
~Work Managers
~Startup and Shutdown Classes (£F] Description: Provider that perfarms LDAP authertication & short description of this Oracle Internet Directary Authentication
~Deplayments provider,  More Info...
~Services
Sty Realns LS 5] Yersion: Lo The version rumber of this Oracle Intermet Directory Authentication
provider,  More Irfo...
Howdo ... a
] Control Flag: SUFFICIENT Spexifies how this Oracle Internet Directory Authentication provider fits
+ Configure the Oracle Internst Drectory inte the login sequence.  More Infe..
Authentication provider
« Configure Authentication and Identiy Save
Assertion providers —
o Sekthe JAAS contral flag
o Configure the Password Yalidation pravider
o Manage security providers

System Status a

Health of Runring Servers

6. Set Control Flag to SUFFICIENT and click Save.
7. Click Activate Changes and restart the admin server.
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Install Managed Server in WebLogic

Important Note: Skip this section if a managed server

already exists for Oracle Retail Invoice Matching.

Before running the application installer, you must install the managed server in
WebLogic if it was not created during the domain install.

1. Log in to the Administration Console.

/€ Home Page - APPDomain - WLS Console - Windows Internet Explorer

[P0 =1

@?' &

redevlv0072.us. oracle.com

EEEE

Google

B

i Favorites | < [@ RetaiCentral /% Bharat Sanchar Nigam Ltd(B... () Global Information Technolo, . [B5] MyDesktop {8 Suggested Sites ~ [ My Oracle Home

»

View changes and restarts

Click the Lock & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Haome >Summary of Serv
Home Page

Information and Resources

Helpful Tools
= Configure applications
m Recent Task Status

(& Home Page - APPDomain - WLS Console - B | =y v Page - Safety - Tooks - (@h-
ORACLE WebLogie Server® Aammisraton o 8 OBF
Change Center @ Home Log Qut Preferences d Help ‘ Q Welcome, weblogic | Connected to: APPDomain

n =Summary of Environment = APPDomain

General Information

Commen Administration Task Descriptions

Read the documentation

Domain Structure 3
= Set your console preferences = Ask a question on My Oracle Support
APPDomain -
E-Environment ® Oracle Guardian Overview
{-ETI -.'lers Domain Configurations
{~Clusters
- al Hosts Domain Services Interoperability
T":’:‘g"‘a‘ah‘ﬂarge“ + Domain o Messaging ® WTC Servers
F--Machines
“Wiork Managers = IMS Servers * Jolt Connection Pools
“-Startup & Shutdown Classes Environment L} S_tm'e"andFﬂr‘f\'ard
- : ents i
Deployments & Servers L Diagnostics L
B-Services = IMS Modules
—cecurity Realms e Clusters — ® LogFiles
¥ = Path Services
E-Interoperabiity —  Virtual Hosts = Eridges Y # Diagnostic Modules
-Diaonostics ﬂ * Migratable Targets # Diagnostic Images
> * IDBC
=] * Machines * Request Performance
How do L. g = Data Sources -
® Work Managers » Archives
i = Multi Data Sources
* Search the configuration « Startup And Shutdonn Classes « Context
® Use the Change Center = Data Source Factories . SHVE
& Record WLST Seripts Your Deployed Resources & Persistent Stores
& Change Console preferences g & XML Registries Charts and Graphs M
httpfiredeslv0072, us oracle.com: 1 7001 jconsolefconsole. portal? _nfpb=trued_pagelabel=HomePagel e Internet 43 - H00% -

2. Click Lock & Edit.
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3. Navigate to Environment > Servers and select new tab of the servers on the right

side.

/€ Create a New Server - APPDomain - WLS Console - Windows Internet Explorer

Type to search the web (CtrI+E)l [-_][E]m

G- &

redevlv0072,us, oracle. com

] [E] 2] [

. . »
7 Favorites \ 5 [=] RetaiCentral A Bharat Sanchar Nigam Ltd(B... @] Global Information Technolo.,. [@] MyDesktop @ Suggested Sites + [&] My Oracle Home

ool | Foibd

‘ (& Create a Mew Server - APPDomain - WLS Consale

| | ﬁ e = @ v Page - Safety - Tools - @-

Change Center
View changes and restarts
Mo pending changes exist. Click the Release

Configuration button to allow others to edit the
domair.

Release Configuration

ORACLE WeblLogic Server® Administration Console

Domain Structure

-Migratable Targets
“Machines

jork Managers

~~Startup & Shutdown Classes
--Deployments

B-Services

—-Security Realms
B-Interoperability

B-Diaannstics

APPDomain S
E+Environment
t-Servers

® Create Managed Servers

e Configure default netwark connections

How do L. g

@) Home Log Qut Preferences Record Help ‘ Q Weloome,wehlogic|cannacbed to: APPDomain

Home >Summary of

=APPDomain >Summary of Enviranment > APPDo

>Summary of Servers

Create a New Server

Next |Fin'Br| |Cﬂnce|

Server Properties

The following properties will be used to identify your new server,
* Indicates required fields

Vihat would you like to name your new server?

* .
Server Hame: reim-sener

Where wil this server listen for incoming connections?

Server Listen Address:

*Server Listen Port:

17009

Shauld this server belong to & cluster? b

(%) Mo, this is a stand-alone server.

() Yes, create a new cluster for this server.

Next | | Finish | | cancel

System status = it iG] e

S — (]
Done & Internet fh v ®m00% v
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4. Set the following variables:

= Server Name: These should be some name specific to your application targeted
(for example, reim-server).

Server Listen Address: <weblogic server> (for example,
redevlv0072.us.oracle.com)

= Server Listen Port: A free port. Check for availability.

A suggestion is to increment the AdminServer port by two and keep
incrementing by two for each managed server (for example, 17003, 17005, 17007,
17009, and so on.)

5. Click Next.

{€ Create a Mew Server - APPDomain - WLS Console - Windows Internet Explorer g@

@:/ - ‘g redevlv0072, us, orade,com: H hed]Bas

Jg Favortes | <5 @ RetaiCentral A Bharat Sanchar Nigam Lte(B. .. (&) Global Information Technolo. . [ MyDesktop 1 Suggested sites =[] My Oracle Home

".l Google | L2

»

(& Create & Mew Server - APPDamain - WLS Consale: o B | =y v Page - Safety - Tooks - (@
ORACLE Weblogie Sorver® Admsraton comls s OB
Change Center @ Home Log Qut Preferences Record Help ‘ Q Welcome, weblogic | Connected to: APPDomain
View changes and restarts Haome =Summary of Servars = APPDomain =Summary of Environment = APPDomzin >Summary of Servers
Mo pending changes exist, Click the Release Create a New Server
Configuration button to allow others to edit the
domain. Back & | Finigh | Cancel
Review choices
Release Configuration
Review the selections. If these are correct, dlick Finish to create this server,
Domain Structure Server Name: reim-server A
APPDomain [I= 7
Server Listen Address: {No value specified)
Server Listen Port: 17009
virtual Hosts
Migratable Targets Back & | Finigh | Cancel
“--Startup & Shutdown Classes
—-Deployments
B-Services
—-Security Realms
F-Interoperability —
“Diannnstics [=]
How do ... e
» Create Managed Servers
® Canfigure default network connections
System Status ]
Done €D Internet ¥ v Wi0%n -
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6. Click Finish.

] € Summary of Servers - APPDomain - WLS Console - Windows Internet Explorer

ok

&aﬂ - ‘& hktp:/ iredevlv0072,us oracle,com: L 7001 fconsole/console.portal?_nfpb=trust_pagelabel=Corese H |"?|| X |

Googls

"¢ Favorites A etailCentral arat Sanchar Migam lobal Information Technola... yDesktop uggested Sites - Iy Oracle Home
F: { =) RetailCentral /% Bharat Sanchar M Lbd(B alobal Inf tion Technal MyDeskt Es ted Sit My Oracle H

(28

‘ g Summary of Servers - APPDomain - WLS Console

| | N B [ = v Page - Safety - Tooks - (@~

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

| « Activate Changes |

Welcome, weblogic | Connected to: APPDomain

LY

Home > Summary of Servers = APPDomain = Summary of Environment = APPDomzin > Summary of Servers

@ Home Log Out Preferences Record Help ‘

Messages

& server created successfully.

| Unde Al Changes |

y of Servers

Co ion | Control

Domain Structure

APPDomain S
E+Environment

l'“St.artup & Shutdown Classes

A server is an instance of WeblLogic Server that runs in its own Java Yirtual Machine (JVM) and has its own configuration.

This page summarizes each server that has been configured in the current WebLogic Server domain,

0

P Customize this table

Servers (Filtered - More Columns Exist)

~-Deployments
[}'Sef\;i:is T Shawing 1t 20f 2 Previous | Next
--Security Realms i |
B-Interoperability = [ | name & Cluster HMachine State Health Listen Port
B-Diannnstics ﬂ
[ | adminServer{admin) redevivo072 RUNNING ¥ oK 17001
How do L. 8
Unknowr 17009
e Create Managed Servers ) || o
* Clone Servers New | | Clone | | Del Showing 1to 20f 2 Previous | Mext
® Delete Managed Servers
® Delete the Administration Server
® Start and stop servers U
& Internet Yav Hiow -
7. Click Activate Changes on the left side.
ORACLE Weblogic Server® Adminisration Cansole
= 8 Home Log Ok references (5 Record el | [a] Welcome, weblogic | Corrscted to: APPDomain
en ey i Tat ate Metd s Smvniry SFSarvirt sSuniniey o Datlsyrnts >Sumasary of Sarvint
Punding dnges s, Thay st baactiarnd | T
b ake eifect. | (G Sarver constad sccmfidy,
s
Unda Al Changss. =
Domain Stracture
£60eman - & sorvie bt 00 Itans oF WabLOgE § 1 et Pachies (1) s
g e PRT— T ———
-ttt
- rbaal Hasts i
Migratatie Tarpsts
[ Hachines b Cusstomize this table:
ek Marsrgers
St b Shtrioe Ol Servers (Filbored - Mere Columns Exist)
t
1 Nre | (3o | [t w10 6el 6 Previous | Nesk
[ Hame < |Dw!u Mackine State Health Listen Port
| O | dervestactn rederhoind FuntG I 17001
[ | | |urdrown 18
* [ | re-sereer e AITE LR +ox v
" ] |rom-server | PedeAO0TE RUMMING. oo L
# Dilste Managed Servers t f I | I
 Dolcho the Adninistration Strrer [ | rkserver rederhTE FARRIING. o (L E]
+ St and stop servers =] | pRrp— o= o e
Morw | [Gior | (Do Srowng 1 6ol 6 Previous | Nest
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Install Node Manager

Install Node Manager if it was not created during domain install. The node manager is
required so that the managed servers can be started and stopped through the
Administration Console. Only one node manager is needed per WebLogic install.

1.
2.

Log in to the Administration Console.

Click Lock & Edit and navigate to Environments > Machines.

& Summary of Machines - APPDomain - WLS Console - Windows Internet Explorer

0][=1 5%

G- &

redevk0072,us,orade, com

T Favorkes

(€ summary of Machines - APPDomain - WLS Consale

|2l

[ g - Page - Safety - Took - @@

Change Center
View changes and restarts
Mo pending changes xist, Clck the Release

Configuration button to alow others to edit the
domain.

Release Configuration

ORACLE WeblLogic Server® Administration Console

&) Home Log Out Preferences [25] Record Help
Ho

>Summary >Summary of Machines

Summary of Machines

Amachine is the logical representation of the computer that hosts one or more WebLogic Server instances (server
determine the optimum server in a custer to which certain tasks, such as HTTP session replication, are delegated.
conjunction with Node Manager to start remote servers,

—E

welcome, weblogic ‘ Connected to: APPDomain

WebLogic Server uses configured machine names to
e Administration Server uses the machine definition in

This page displays key information about each machine that has been configured in the current WebLogic Server domain,

Domain Structure

APPDomain = | B customize this table
Machines
[ :Mew, | | Clone Showing 0 to 0of 0 Previous | Next
[ | name & Type
Startup & Shutdawn Classes There are na items to disalay
~-Deployments =

New | [ Cione | [Delete

ices

showing 0 to 0 of 0 Previous | Next
~-Security Reslms

- Interoperabiity }—
_Diaonostics j
How do L.. a] [
Done € mtemet Sh v Hib0% -
3. Click New.
/€ Create a Mew Machine - APPDomain - WLS Console - Windows Internet Explorer g@
G‘ A4 \g redevlvO072.us orace.com ’ll +2| % | g coogle | P~

T Favorites (& Create a Mew Machine - AFPDomain - WLS Console

0.8 - Page~ Safety - Tools - @)

Welcome, weblogic ‘ Connected to: APPDomain

ORACLE weblLogic Server® Administration Console

Change Center @ Home LogOut Preferences

Record Help

e Home »Summary of Servers >Summary of Machines
o pending changes exist, Click the Release
Configuration button to allow others to edit the
domain.

Create a Hew Machine

oK Cancel

Machine Properties
Releaze Configuration

The following properties will be used to identify your new Machine.
* Indicates required fields

Domain Structure
APPDomain

HEnvironment Whst would you like to name your new Machine?

-Servers

~Clusters " Name: redeiv0072 m
rtual Hosts
Iaratable Targets Specify the type of machine operating system,

~Machines
jork Managers Machine 0S:

~Startup & Shutdown Classes

~-Deployments
[-Services

oK ‘ Cancel
~Security Realms I
B}-Interoperabiity
[ -Diannostics.

El
HowdoL.. =] ]

€ Internet 5 v H100%

Done

4.

Set the following variables.
= Name: Logical machine name
Machine OS: UNIX

Click OK.

5.
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6. Click on the machine created.

| @ Summary of Machines - APPDomain - WLS Consols - Windaws Internet Explorer n==)
(ETEIEINR |28

¢ Favorites [esummarynFMach\nes-APPDnmain-WLSCnnsnle l } - [ = v Page~ Safety - Tools - @~

G‘fﬁ;{ © [& i iredeviv0072.us.oradle.com 1 7001 /corsalefcansole porkal?_nfpb=trust_pagel abel=CorelachinebachineT

ORACLE weblLogic Server® Administration Console [l ~
Change Center @ Home Log Out Preferences [ Record Help ‘ Y Weleulne.weblugic‘l:onnected to: APPDomain
View changes and restarts Home = Summary of Servers >Summary of Machines

Messages

Pending changes exist, They must be activated
1o take effect. & Machine created successfully

« Activate Changes

Unda All Changes
& machine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers). WebLogic Server uses configured

Domain Structure maching names to determine the optimum server in a cluster to which certain tasks, such as HTTP session replication, are delegated, The
Administration Server uses the machine definition in conjunction with Node Manager to start remate servers.

Summary of Machines

APFDOMaIN -
EF-Environment This page displays key information about each machine that has been configured in the current WebLagic Server domain,
t-servers
~Clusters
~~Virtual Hosts P Customize this table
igratable Targets
Machines Machines
Lsgl;:?;f‘izwn Classes New Showing 10 1of 1 Previous | Next
~-Deployments
EH-Services [ | name & Type
--Security Realms
[H-Interoperability O | redevivoozz UnixMachine
[#-Diaannstics

New

Showing 1to 1of 1 Previous | Next

o [E

How do L..

& Create and configure machines

® Assign server instances to machines

& Internat Sh v ®ioem v

7. Click the Node manager tab and update the details below.
= Type: Plain

=  Listen Address: redevlv0072.us.oracle.com

= Listen Port: Default port (for example, 5556) or any available port.

2l

0| CAENG B .
Fi = B L0 e Ewe- gty - Tgk - @

-

P TOT TEBEIIT

Configuration Mooy otes
Gentrsl  Mode Manager  Servers

Save

This page skmes vou to defne the Node Manager configar ation for s machine. To control a Managed Server from the conscie, ager must be conifgued hine:
whent e Managed Servers are rstaled.

The settngs defned o 3 wsed 1 corific 2 comain and Noe Marsger mstances that conrol Managed Servers. This nage coes not contral e
eofiguraton of the Node Manager nstances.

4T [ Prain [] Riekurne he node manages ty

“Startp & Shutdoen Classes

1 Degieyments . .
Listen Address: The host name or P address whene Node Manager ksters for connecton
Bh-gervices recdevh0072 us oracle com blipinoparinhof Py
~Sequnty Resims

Ei-Interoperabiity

i - o istenPort: 5556 The px

rusmdrer wihere Nodle Marages beters.

How do L L}
) ede Manager Home

® Create and corrfigure machines More Inf...
« Montar Node Maneger status P
« Mot Node Mansger kags Mare Info..
Syste ] Debisg Enabled Speafies whether Communication with this Node Mansger reeds 13 be

A Shatus a Hebuagged. Viben rrabied, fisde Manager prnvdes mare rormaton Abewt
Health of Rurring Servers seues! processg. This nformation s sent fo the kog of the server makig

recuests to Mo Mansger.  Mort Info...,

1 Fabed (0]
| Crocal i)
r Overkoaded (0 L
[ Waming (0}
I ()

i

Fa = How -

22 Oracle Retail Invoice Matching



Install Managed Server in WebLogic

8. Click Save.

“ " " 4 . s [
G@.&_ prap— —————— PR e e = |~ | LN 1B
i Favorkes | @ Fra | - I g v Bage= Seety= Took = -
Change Cemter B v Log Ot Prafeerces (2] Record Help Q Welcome, T al
View changes and restarts Homa 5 Summary of Sarvars » Summary of Hackiras » redevhv0072
Messages
Prarcig charges muat. Thay mest be actunted
0 take effect. o Settngs undated succasshuly.
¥ Actiaie Changes Settngs for redevivoorz
Mindo &1 Changes i Meritorg  Hotes
Domein Structere Geowrsl  Mode Mamager Sevvers
ApeDonsn -
Er-gmromment | een
This page sl v 10 cefrae e Hoce Manager configuration for this sachine. To control & Mg e from the cormsie, g
whene e Managed Servers s rstaled,
¥ i i page ant uied o configun arel Hioclie Manager mstarces age 3 page does not contral e
cofiguranon of the Node MBnBRE NEtantes,
i q
m;nmv-ws o Tvoe: Pran Fleturns the node manager type.  More Infe...
iees |
Secunty Resims
B-Interoperablity = Listen Address: rodevh0072 us oracle.con The host name or [P address where Mode Marager bsters for connecson
! z smamets. More k...
=]
e Lo Listen Part: 5556 Toe port member whes agee baters e peats. Hore
* Create and corfigure machnes o
* Horitor Hode Hanager status A Hode Manager iome:
# Moncer Noge Manager lags Mare infu
=] Shell Command:
System Status L Mare Info..
Hesith 0f Running Servers
i Soedfes whether commuricabon with ths Node Manager reeds to be
1 Faded (1] o w Enabled debugged. Whn ensbied, Nodé Mansoer orovides mone nformaton sbout
I - o) secuest processng. This nfarmation s sent i the log of the server making 1l
i recuests to Node Manager,  More Info...
" Duerlaaded (1]
I Warring () o 1
e 1 ne
@ brerat Fac Huwoow v

9. Click Activate Changes.
10. Click Lock & Edit.

11. Navigate to Environments->machines->click on the machine name and select the
Servers tab.

G@. &_ oracde.com ':]" * Iﬂ":'-" e
i Favrtes | 8 serncen | Bir B0 - Bae- ety Tos- @-
ORACLE Weblogic Server® Adninsraion Consle e _____________©°B
Change Cemter 1) Home Log Cut Freferences [ Record Hep @ Wilcome, |

ek ance l paat et eamsa » Surmmmary of Sarvars »Summary of Hachiran = redevhi0072

Hin pencing changes ewist. Cick e Release Settings fos redevivi072
Corhgaraton button 1o v others 1o edt the
doman. Configuration  Moritorng  Hotes

Gereral  Mode Maruger  Servers

Reiease Con'geaton
This page csplays the servers that harve been assgred i ths Machine. You can select a server to configure from the Ist of avalable servers.
Doman Structure
il S b customize this table

Servers (Filtered - More Columing Exist)

| Aga ] [Remeve Showirg 0 to0of 0 Previous | Next

1 | wame & Chuster Machine State Health Listen Port.

There gee na items 1o dsplay
fdd || Remove Showirg 002 00F0 Previous | Next

* Create and configure machines
+ Create Managed Servers

+ Delete machnes

& ASSGN Server MEEANCES 10 mACRNES B

Sysbem Status L]
Heith of Running Servers
I " Faled (3)

I ~_Crimeal i) h-d|

Do @ brerat fa = Huow v

12. Add the managed servers that need to be configured with the Node Manager. Save
the changes.
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13. Click Add.

€ Add a Server to Machine - APPDomain - WLS Console - Windows Internet Explorer

M=) <

@\:; - ‘& http:f,iredevlvUUTZ‘us‘oracle.com:l?UEllp’consoleﬁ’conso\e.portal?_nth:true&JageLabBI:CoreMeH

|28

¢ Favorites ‘ 1€ iadd 2 Server to Machine - APPDamain - WLS Console | |

= @ = Page = Safety = Tools = @-

ORACLE WebLogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lo

Release Configuration

Domain Structure

APPDomain o
EbEnvironment
;‘"Servars
~Clusters
~Virtual Hosts
--Migratable Targets
~-Machines
--\Wark Managers

“--Startup & Shutdown Classes
--Deployments
B-Services
~Security Realms
B-Interoperability
B-Diannnstics

How do I... E

Mo task help found.

System Status B

Health of Running Servers

Failed (D)

@ Home Log Out Preferences Record Help ‘

>Summary of Servers = APPDo
nes = redevivo072

Add a Server to Machine

Bach || Hext |F|msr| |Canoe|

Identify Server
Identify the server to be added

How would you like to proceed?

(& select an existing server, and associate it with this machine

Select a server:

() Create a new server and associate it with this machine

Back | [ hext |Fin'sn |Canc>el

Q Welcome, weblogic | Connected to: APPDomain

=Summary of Environment = APPDomain =Summary of Servers =Summary of

reim-semner

Dane

HA00% -

& mternet ¥ -

14. Set the following variables:

- Server: reim-server

15. Click Next/Finish.
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16.

17.

18.

19.

Click Activate Changes.

Note: To activate changes the server needs to be stopped as
follows.

$WLS_HOME /user_projects/domains/<APP_Domain>/bi
n/stopManagedWebLogic.sh reim-server
${server_name}:${server_port}

Go to the managed server that is being added to the machine
and click the Server Start tab. In the Class Path box, add the
following;:
<full-path-to-domain>/servers/<managed-server>

For example: /u00/webadmin/product/10.3.x
/WLS/user_projects/domains/<Domain_name>/servers/r
eim-server

Start NodeManager from the server using the startNodeManager.sh at
$WLS_HOME /wlserver_10.3/server /bin:

Edit the nodemanager.properties file at the following location with the below values:
$WLS_HOME /wlserver_10.3/common/nodemanager/nodemanager.properties

=  SecureListener=false

= StartScriptEnabled=true

=  StartScriptName=startWebLogic.sh.

nodemanager.properties has Listener port=5556 by default. If you have given a
different port in the previous steps, update the same in nodemanger.properties.

NodeManager must be restarted after making changes to the
nodemanager.properties file.

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It will not be
available before that point.
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Start the Managed Servers
To start the managed servers, do the following.

1. Start the Node Manager from the command line if not already done from starting the
node manager in the section above this.
$WEBLOGIC_HOME/wlserver_10.3/server/bin/startNodeManager -sh

After the Node Manager is started, the managed servers can be started through the
Administration Console.

2. Navigate to Environments->Servers->select reim-server server and click the Control
tab.

3. Click the managed server (reim-server) you want to start and press the Start button
to start the managed server you clicked to start.

e Summary of Servers - mastersaf_domain - WLS Console - Windows Internet Explorer

@ Lo \g, http:ffredevivl 10017001 fconsale/console. portal?_nfpb=truet:._pagelabel=WLSServerControlTablePagedhandie=com bea, consol Vl 2| % |

File Edt Yiew Favorites Tooks  Help

Google | v| P search < [ - dlav RS~ @B~ | @ share - f Sidewki = 3 Bockmarks~ | ApCheck = ButoRil < S, v @ dave-
— - »
v o [@mmmary G R i e R e I I % v B b - [hpage - 0 Tavk -
ORACLE WebLogic Server® Administration Console ‘
Change Center @) Home Log Out Preferences Record Help Q Weloome,wehlogic|c0nnected to: mastersaf_domain
View changes and restarts Home > Summary of Servers > Summary of Machines = redevlv0110 >Summary of Servers
Configuration editing is enabled. Future Summary of Servers
changes wil automatically be activated as you
maodify, add or delete items in this domain. Configuration | Control

Domain Structure

mastersaf_domain = Use this page to change the state of the servers in this Weblogic Server domain. Contral operations on Managed Servers require starting the Node
F}'Envlrugmant Manager. Starting Managed Servers in Standby mode requires the domain-wide administration port.

lusters Q
rtual Hosts

igratable Targets P Customize this table
lachines

Vork Managers Servers (Filtered - More Columns Exist)
“--Startup & Shutdown Classes

- Depiayments | Start || Resume | | Suspend v || Shutdown v | | Restart SSL Showing 1ta 20f 2 Previous | Next
BH-Services

~-Security Realms [ | server & Machine State Status of Last Action
[H-Interoperability =
B-Diagnostics - [ | Adminserver(admin) redeviv0110 RUNNING None
How do L. E reim-server redevivo110 SHUTDOWN Mone
# Start and stop servers

Start | | Resume | Suspend v | Shutdown~ | Restart SSL Showing 1to 20f 2 Previous | Next

& Start Managed Servers from the —

Administration Console

Start Managed Servers in Admin mode

Start Managed Servers in a custer

Configure the domain-wide administration port

System Status =

Health of Running Servers

[ Faled@
[ critcal (0
[ oOverloaded (0)
[ Waming (0 y
I ok (1)

v

S Local ntranet: H100% v

4. Update in weblogic console->servers->reim-server->server start tab->Classpath and
Arguments, with the following:

CLASSPATH: full_path_to_domain>/retail/<context_root>/properties:$CLASSPATH

Arguments for 1.7.0+ JDK
-Xms512m -Xmx1024m -XX:MaxPermSize=1024m
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domain,

Reiease Configuration

Configuration button to allow others to edit the

Domain Structure
APFDomain

EH-Environment

servers

~Clusters

~-yirtual Hosts

~Migratable Targets
~Machines

~\Work Managers

~Startup & Shutdown Classes
~Deployments

[H-services

--seaurity Reslns
G-Interoperability

B-Diagnosti ﬂ
fwskew Status g
Health of Running Servers

Seruecs
| TEEE 0]
[ il @
o shut down a servEvrdessed (0)
| warning (0)
I ©

@ 4 = ] PttpafiredehaO72: 17001 jconsolejconsole. portal?_nfpb=trueé:_pagel abel=http:/jredevivi072: 17001 jconsolefconscle.portal?_nfb=truet:_pageLabel=z ¥ #7| X L=
File Edb Yiew Favortes Took Help

© Mchfee il

o dr (€ Settings for reim-server - APPDomain - WLS Consols ‘_| - B s ~ |k pags - {0 Tools - 2
o pending changes exist, Click the Release Settings for reim-server ~

Configuration | Frotocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes
General | Cluster | Services | Keystores | SSL | Federstion Services | Deployment | Migration | Tuning | Overload | Health Moritoring | Server Start
Save

Nads Manager is 2 Weblogc Server utiity that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to
configure the startup settings that Node Manager wil use to start this server on a remate machine,

&5 Java Home: The Java home directory (path on the machine running Node

Manager) to use when starting this server.  More Info...

&F] Java vendor: The Java Vendor value to use when starting this server For example

BEA, Sun, HP etc  More Info...

] BEA Home: The BEA home directory {path on the machine running Node
Manager) to use when starting this server.  More Info

4] Root The directory that this server use: oot directory. This

Directory: directory must be on the compute osts the Node Manager. If
you do not specify a Raot Directory value, the domain directory is
used by default.  More Info...

5] Class Path: The diasspath {path on the machine running Node Manager) to use

when starting this server. More Infa. .
fud badmin/product

x ojects/domains/APPDa| |
freim0l/propertie.

=

&5] Arguments: The arguments to use when starting this server. More Info...

-¥ms512m -Xmx1024m -XX:MaxPermSize=1024m =

=

& Local intranet. #100% v

5. Export WEBLOGIC_DOMAIN_HOME=<full_path_to_domain>
6. Update <WLS_HOME>/server/lib/weblogic.policy file with the below.

Note: If copying the following text from this guide to UNIX,
ensure that it is properly formatted in UNIX. Each line entry
beginning with "permission” must terminate on the same
line with a semicolon.

Note: <WEBLOGIC_DOMAIN_HOME?> in the below
example is the full path of the Weblogic Domain,
<managed_server> is the managed server created for the
App and <context_root> correlates to the value entered for
the application deployment name/context root of the
application during installation. See the example. There
should not be a space after file: in the following.
file:<WEBLOGIC_DOMAIN_HOME>.

grant codeBase "file:
<WEBLOGIC_DOMAIN_HOME>/servers/<managed_server>/tmp/_WL_user/<context_root>/-""
{permission java.security.AllPermission;permission
oracle_security.jps.service.credstore.Credential AccessPermission
“'credstoressp.credstore’, "'read,write,update,delete’;permission
oracle_security.jps.service.credstore.Credential AccessPermission

}:

“'credstoressp.credstore.*"", "read,write,update,delete’;
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An example of the full entry that might be entered is:

grant codeBase
"file:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/APPDomain/servers
/reim-server/tmp/_WL_user/reim0Ll/-" {permission
Java.security_AllPermission;permission
oracle._security.jps.service.credstore.Credential AccessPermission
“'credstoressp.credstore’, ''read,write,update,delete’;permission
oracle._security.jps.service.credstore.Credential AccessPermission
“'credstoressp.credstore.*"", "read,write,update,delete”;}

7. Restart weblogic admin server after making changes to the weblogic.policy file in the
previous step.

Expand the RelM Application Distribution

To expand the ReIM application distribution, do the following.

1. Log in to the UNIX server as the user who owns the WebLogic installation. Create a
new staging directory for the ReIM application distribution (reim13application.zip).
There should be a minimum of 120 MB disk space available for the application
installation files.

Example: /u00/webadmin/media/reim

This location is referred to as INSTALL_DIR for the remainder of this chapter.
2. Copy reiml3application.zip to INSTALL_DIR and extract its contents.

Clustered Installations- Preinstallation Steps

Note: Skip this section if you are not clustering the
application server.

Complete the following preinstallation steps.

1. Make sure that you are able to start and stop the managed servers that are part of the
ReIM Cluster from the Administration Console.

2. Insert into SWEBLOGIC_HOME /wlserver_10.3/server/lib /weblogic.policy file, the
same RelM entries for java security permissions you entered on the main server. See
the Start the Managed Servers section for additional information.

There are no additional steps to take before running the installer for ReIM.
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Run the RelM Application Installer

When the managed server is configured and started, you can run the ReIM application
installer. This installer configures and deploys the ReIM application.

Note: See Appendix: ReIM Application Installer Screens for
details on every screen and field in the application installer.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOMEE files.

Note: If you are using AIX 7.1, the "retail-OCM-
withAnt.zip" file present in the INSTALL_DIR/reim must
be renamed or removed, before running the installer. See
Appendix: Common Installation Errors for more information

Change directories to INSTALL_DIR/reim/application.

2. Set the ORACLE_HOME and JAVA_HOME environment variables.
ORACLE_HOME should point to your WebLogic 11g installation. JAVA_HOME
should point to the Java 7.0 (1.7.0) or higher.

3. Set the WEBLOGIC_DOMAIN_HOME environment variable to point to the domain
that ReIM will be installed to (for example,
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_soa_dom
ain).

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created (reim13install.<timestamp>.log).

6. Prior to running the ReIM batch programs, run the following command.

cp
$WEBLOGIC_DOMAIN_HOME/retai l/reiml3/properties/com/retek/reim/reim.properties
$WEBLOGIC_DOMAIN_HOME/retai 1/reim13/batch/WEB- INF/classes/com/retek/reim/

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installs are overwritten by the successful installation.
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Oracle Configuration Manager

The Oracle Retail OCM Installer packaged with this release installs the latest version of
OCM.

The following document is available through My Oracle Support Access My Oracle
Support at the following URL:

https://support.oracle.com

Oracle Configuration Manager Installer Guide (ID 1071030.1)

This guide describes the procedures and interface of the Oracle Retail Oracle

Configuration Manager Installer that a retailer runs at the beginning of the installation
process.

OCM Documentation Link
http://ww.oracle.com/technology/documentation/ocm.html

Note: OCM is not supported on AIX 7.1

Clustered Installations— Post-Installation Steps

If you are installing the ReIM application to a clustered WebLogic Server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server node with the ORACLE_HOME you used for the
RelM installer is referred to as the master server. All other nodes are referred to as the
remote server.

1. The ReIM batch files should be copied from the master server to each of the remote
servers under the same path as on the master server. You should take the
$WEBLOGIC_DOMAIN_HOME//retail / context root/batch directory and copy it
onto the remote servers under the same path.

2. The Oracle Retail Installation creates some security files on
$WEBLOGIC_DOMAIN_HOME /retail /context root/config directory. Copy this
directory to each remote node of the Cluster, matching the full path of the location of
this directory on main node.

Backups Created by Installer

The ReIM application installer backs up a previous batch script installation by renaming
it from reim-batch to reim-batch.<timestamp>. This is done to prevent the removal of any
custom changes you might have. These backup directories can be safely removed
without affecting the current installation.

Example: reim-batch.200803011726
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Test the RelM Application

After the application installer completes you should have a working ReIM application
installation. To launch the application, open a web browser and go to
http:// (managed_server_port)/<context_root>/index.jsp.

If you have configured a WebTier to a front end ReIM application, use httpport instead of
managed server port.

Example: http:// redevlv0072: 17009 /reim01/index.jsp

Oracle Retail provides test cases that allow you to smoke test your installation. See the
My Oracle support document, “Oracle Retail Merchandising Installation Test Cases” (ID
1277131.1).

reim.properties

The reim.properties file contains most of the settings for the ReIM application. Many
properties in this file are set by the installer to get a working application up and running,
but you may want to modify other settings in this file.

To modify settings in the properties file, you must redeploy the ReIM application. The
properties values are stored in the templates/reim.properties file, which is in the
directory where you expanded the ReIM installer files (for example,
<INSTALL_DIR>/reim/application/templates/reim/properties, where
<INSTALL_DIR> is the directory the application installer was unzipped).

Edit the reim.properties file to set the properties to the desired values. Then rerun the
installer to deploy ReIM.

RelM Batch Scripts

The RelM application installer configures and installs the batch scripts under
$ORACLE_HOME /user_projects/domains/<domain>/reim-batch.
The batch scripts are copies of the same generic file. Their file names determine which
functionality is run. To run batch scripts, use the alias name provided in the installer
when ReIM is installed, the one that is written out to the Java wallet (for example,
reim_batchpgmname ADMIN).
For the scripts to run correctly, values for the following variables must be provided:
* ORACLE_HOME: WebLogic Home directory where the ReIM application has been
deployed.
* JAVA_HOME: Java 7.0 (1.7.0) installation that typically is being used by the
WebLogic Application Server.

Example: export
ORACLE_HOME=/u00/webadmin/product/10.3.x/WLS
export
JAVA_HOME=/u00/webadmin/product/10.3.x/jdk17
export PATH=$JAVA_HOME /bin:$PATH

Online Help

The application installer automatically installs Online Help to the proper location. Itis
accessible from the help links within the application.
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Single Sign-On

Skip this section if ReIM is not used within an Oracle Single Sign-On environment.

Note: This section assumes the Oracle WebLogic Server has
already been registered with the Oracle Single Sign-On
server through the regsso.sh script. See Oracle Single Sign-
On documentation for details.

To set up single sign-on, complete the following steps.

1. If you are using Oracle Retail Invoice Matching in an Oracle Single Sign-On
environment, then the Invoice Matching root context must be protected. Modify the
following files

* mod_wl_ohs.conf located in
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel /config/OHS/ohs1

LoadModule weblogic_module
""<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_wl_ohs.so"
<IfModule weblogic module>

WebLogicHost host name

WebLogicPort admin port number

MatchExpression *_jsp
</1fVodule>
<Location /reim sso >

SetHandler weblogic-handler
</Location>

* mod_osso.conf located in
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel/config/OHS/ohs1/
moduleconf

LoadModule osso _module
"'"<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_osso.so"
<IModule mod osso.c>
OssolpCheck offF
OssoldleTimeout off
OssoSecureCookies off
OssoConfigFile
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel/config/OHS/ohs1/0ss0/0ss0.-C
onf
<Location /reim_sso >
WebLogicHost host name
WebLogicPort port number of managed server
require valid-user
AuthType Osso
</Location>
</1f\Vodule>

2. If you are using Oracle Retail Invoice Matching in an Oracle Single Sign-On
environment, then the Invoice Matching root context must be protected. Modify the
following files

* mod_wl_ohs.conf located in
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel/config/OHS/ohs1

LoadModule weblogic_module
"'<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_wl_ohs.so™
<IfModule weblogic_module>

WebLogicHost <WEBLOGIC_HOST>

WebLogicPort <WEBLOGIC_PORT>

Debug ON
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WLLogFile /tmp/weblogic.log
MatchExpression *_jsp
</1fVodule>

<Location /ReinViewController >
SecureProxy ON

WebLogicHost <WEBLOGIC HOST>
WebLogicPort <WEBLOGIC_PORT>
SetHandler weblogic-handler
WLCookieName REIMSESSIONID
WLProxySSL ON
WLProxySSLPassThrough ON
WISSLWallet

""${ORACLE_ INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT NAME}/keystores/h
ost_name"

</Location>

<Location /RetailAppsAdminConsole-REIM >
WebLogicHost <WEBLOGIC_HOST>
WebLogicPort <WEBLOGIC_PORT>

SetHandler weblogic-handler
WLCookieName REIMSESSIONID

WLProxySSL ON

WLProxySSLPassThrough ON

SecureProxy ON

WISSLWal let
"${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/keystores/h
ost_name"

The descriptor files, web.xml and weblogic.xml, must be adjusted to include entries
related to security constraints.

= Your web.xml should look like this:

<security-constraint>
<display-name>Security Constraint</display-name>
<web-resource-col lection>
<web-resource-name>SecurePages</web-resource-name>
<description>These pages are only accessible by authorized
users.</description>
<url-pattern>/reim</url-pattern>
<url-pattern>/reim/*</url-pattern>
<http-method>CET</http-method>
</web-resource-col lection>
<auth-constraint>
<description>These are the roles who have access to
RelM.</description>
<role-name>Users</role-name>
</auth-constraint>
<user-data-constraint>
<description>This is how the user data must be
transmitted.</description>
<transport-guarantee>NONE</transport-guarantee>
</user-data-constraint>
</security-constraint>
<login-config>
<auth-method>CL IENT-CERT</auth-method>
<realm-name>myrealm</realm-name>
</login-config>
<security-role>
<description>These are the roles who have access to
RelM.</description>
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<role-name>Users</role-name>
</security-role>

*  Your weblogic.xml file should look like this:

<security-role-assignment>
<role-name>Users</role-name>
<principal-name>users</principal-name>
</security-role-assignment>
<security-permission>
<description>RelM Security Permissions</description>
<security-permission-spec>

grant { permission java.net.SocketPermission "™, "resolve";

</security-permission-spec>
</security-pemission>

Add “-Xms512m -Xmx1024m -XX:MaxPermSize=1024m -
Dweblogic.http.enableRemoteUserHeader=true”) to server start of reim-server.
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ReIM 13.2.9 reports support ONLY BI Publisher 11g.

Upgrading from BI Publisher 10g to 11g is not trivial. Among other things, the BI
Publisher report program in 10g is the <report_name>.xdo file. In 11g, this
<report_name>.xdo report file gets split into two new folders, a <report_name>.xdo
folder along with a <report_name>.xdm folder. Both of these two new folders have
report files within them. Your Bl Publisher 10g reports programs will not work without a
change in BI Publisher 11g.

Note: If BI Publisher application 11g is already deployed to a
BI Publisher managed server in WebLogic, you can directly
go to the “Manually Copy Reports to Install Directory”
section. If not, continue with the “BI Server Component
Installation Tasks”.

Bl Server Component Installation Tasks

Oracle Bl Publisher is used as the main RMS, RWMS, REIM, and SIM reporting engine
and can be used in conjunction with external printing solutions like label printing. This
section describes the installation of Oracle BI Publisher as a server application within
WebLogic 10.3.6. One deployment of BI Publisher can be used for any of the RMS,
RWMS, REIM, and SIM reports.

If you are installing BI Publisher as a part the Oracle BI EE suite(which you will if
installing BI Publisher 11g), refer to the appropriate Fusion Middleware guides for the
installation of the product in a WebLogic server environment.

Bl Publisher 11g Installation Process Overview

Installing the BI Publisher server as a standalone web application in a WebLogic server
involves the following tasks:

1. Run RCU to create BI Publisher related database schemas and other db objects.

2. Install Oracle BI EE under an existing WebLogic Server (WLS) 10.3.6 and choose
“software only install”.

3. Configure Oracle BI EE, create default bifoundation_domain and configure
component “Business Intelligence Publisher” only.

Select the BIPlatform schema for update of the ORACLE 11.2.0.4/12.1.0.2 DB
Configure ports and document and test the URL'’s that are created.

The following post-installation tasks are involved once Bl Publisher has been
installed:

6. Configure the BI Publisher repository. Set security model, add users, assign roles,
add reports, add printers, set repository path, set data source, etc.

7. Set up and copy the ReIM BI Publisher Report Templates produced for ReIM.
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Bl Publisher 11g- Install Oracle Bl EE 11g

1. Run the Repository Creation Utility to create the BI Publisher-related database

schemas and other database objects. Create the BIPlatform schema into an existing
ORACLE 11.2.0.4/12.1.0.2 DB

Note: Download Repository Creation Utility software from
http:/ /www.oracle.com/technetwork /middleware/bi-
enterprise-edition/downloads/bi-downloads-1525270.html.
Install it on your desktop

2. Export your DISPLAY.
Example: export DISPLAY=10.141.10.110:0.0
3. Go to $RCU_HOME /bin.

Example: /linux/x86_64/ofm_11g/RCU_11.1.1.7/rcuHome /bin>
Start RCU: ./rcu

Repository Creation Utility — Welcome
Welcome ) _ORACLE 448

2"\__’,, FUSION MIDDLEWARE

Welcome

Welcome to Repository Creation Utility for Oracle Fusion Middleware.

The Repository Creation Utility enables youto create and drop component schemas that are part of

),i« Create Repositary
[

] Qracle Fusion Middlewnare.
[

I

I

[] Skip this Page Mext Time

Messages:

Help Next = Cancel
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4. Click Next.

I| Create Repository

Repository Creation Utility — Step 1 of 7 : Create Repository
-

(1‘\_{./‘ FUSION MIDDLEWARE
N &

Welcome

&) Create Repository

Database Connection Details

T
|
|
|
|

(3) Create

Create and l0ad component schemas into a database

O orop

Remove component schemas from a database

Messages

5. Launch Oracle BI EE RCU Repository Creation Utility to create the Oracle BI EE
schemas need for the Oracle BI EE BI Publisher installation. On this screen select
Create Repository and click Next.

I Repository Creation Utility — Step 2 of 7 : Database Connection Details
P
|| batabase Connection Details Y, ORACLE 11g
c"\h’/' FUSION MIDDLEWARE
Database Type: | Gracle Database -

Create Reposito

Database Connection Details

Select Components

C—C—C—C—€—@—F—

Password, [seeseeaces |
Role: [srspea -]
One or mare components may require SYSDBA rale for the operation to
succeed.
Messages

Hast Mame [mspdvz49.us oracle com |

For RAC database, specify VIP name or one of the Node name as Host name

Part [1521 |

Service Mame:  [pkols07 |

Username: [sys |
User with DEA or STSDBA privileges. Examplesys
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6. On the Database Connection Details screen, enter your Oracle Database information
and click Next.

‘I. Repository Creation Utility — Step 3 of 7 : Select Components
e .

Il select Components \ ) ORACLE 11g
[_"\_‘,/ y FUSION MIDDLEWARE

|
‘ A Prefix groups the components associated with one deployment.

M

Database Cannection Details (3) Create a new Prefix DEY |

Select Compaonents Prefix can contain only alpha-numeric characters. Prefix should not

startwith & number and should not contain any special characters
Schema Passwnrds

Companent Schema Qwner [
0 Oracle A5 Repository Components
EIE A5 Common Schemas

c—Cc—<c—€ @€

& Metadata Services DEY_MDS
O Audit Services 1)
O Enterprise Scheduler Service ORAESS

] [dlentity Managernent
@O Enterprise Content Management
@0 Oracle Data Integrator
=/ Oracle Business Intelligence
Business Intelligence Platform DEW_BIPLATFORM
B0 WehLogic Communication Services
#S0A and BPM Infrastructure
®0 Webcenter Suite
B Partal and Al

Messages

[ nep | [ <Back | mea> | | cancel |

7. On the Select Components screen, select the Oracle Business Intelligence check box
and click Next.

<"’ ORACLE g
Summary \ ) — =
N FUSION MIDDLEWARE
. L
/ Database details
yoy Host Name: mspdv349.us.oracle.com
[ Fort: 1521
Service Mame PKOLSO7
[ Connected As: sys
I Operation Create
T Prefix for (prefixable) Schema Qumers:DEY
7 Map Tablespaces
@ Summary Companent schemaQuner | Tablespace Type Tablespace Name
‘ Metadata Services DEY_MDS Default DEV_MDS
’ Temp DEV_IA5_TEMP
Additional Hone
Business Intelligence Platform  DEV_BIPLATFORM  Default DEV_BIPLATFORM
Temp DEV_EIPLATFORM_TEMP
Additional MNone
[ gewn | [ <gack | | create | [ cancel |

8. The Summary of the Components created by the RCU tool is displayed. Click Create.

9. Install a new instance of WebLogic Server 10.3.6 or use an existing one. Having one
WebLogic Server for Oracle BI EE-BI Publisher 11g related items is recommended.
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10. Install Oracle BI EE and select Software Only Install. You launch Oracle BI EE by
going to OBIEE_INSTALL /obieel1.1.1.9/bishiphome/Disk1 and entering:

./runlnstaller

Oracle Business Intelligence— Step 2 of 12 .

ORACLE' 11g

( FUSION MIDDLEWARE

Select Installation Type

Welcome

O Simple Install

| Software Only Install Installs and configures selected compaonents with default settings |

Frerequisite Checks

Specify Installation Locatio
O Enterprise Install

Installs binaries in an ORACLE_HOME and configures working
EonfigUIEEMpanents instances in an INSTANCE_HOME.
{= CETER QUINTET= 0 Y B O RE VL 59

Database Details

psecutityitipdates] (=) Software Only Install
Installs binaries in an ORACLE_HOME, but does not configure a

Summ al '

2ummary working instance of any installed components

Installation Progress

Configuration Progress

¥
1
farad
|
i
lTJ
n.:; Administrator Details
|
!
!
i
l.rl
I
T
T
I

Choose this option for 2 software only install. You will not be able to configure
your components or select farm options until after the installation is finished

Complete

|Elapsed Time: Bm 57s

11. Configure Oracle BI EE, create default bifoundation_domain and configure

component “Business Intelligence Publisher” only. Click Next.

Oracle Business Intelligence — Step 3 of 11 .

Create or Scale Qut Bl System ORACLE 11

( FUSION MIDDLEWARE

Welcome
U RIE c d (el

A Prerequisite Checks @ Create New Bl System

I
P?'\' Create New Bl System

Database Details

Domain Mame |hifnundalinn_dnmain

User Name: |web|ag\c |
Specify Installation Locatio

User Password: |uuuu |
Configure Components

Confirm Password: |--nuu |

Security Updates
Summary (7 Scale Out Bl System

!

!

!

T Configure Ports
!

i

T Configuration Progress
I

Complete

Confirm the password by entering it again.

The password must have a minimum of 8 alphanumeric characters, a maximum
of 30 alphanumeric characters,must begin with an alphabetic character, use
only alphanumeric, underscaore (), dollar () or pound (&) characters and
include at least 1 digit.

|Elapsed Time: 6m 545
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12. On the Create or Scale Out Bl System screen, you are asked for the WebLogic
password and provided with a recommended a Domain Name. Enter and confirm
your WebLogic password and accept the recommended Domain Name;
“bifoundation domain”. Click Next.

Oracle Business Intelligence — Step 5 of 11

roson e 1 15

ORACLE’
[ FUSION MIDDLEWARE

Configure Components

L Welcome

| g
EHEREGUISIEETER ECHS)
).r\ Prerequisite Checks

[=}-[+] [Oracle Business Intelligence
>|:| Business Intelligence Enterprise Edition

Business Intelligence Publisher

A Coete teasl systen

o Specify Installation Locatio “~[] Real-Time Decisions

I Configure Components
Database Details
Configure Ports
Security Updates
Summary

Configuration Progress

C——(—€—€—€—€—&H

Complete

Select the companents to canfigure as part of the installation process

| < Back " Mext>i

I [Brapsed Time: 9m 445

| Cancel |

13. On the Configure Components screen, select only Business Intelligence Publisher
and click Next.

Configure your BI ports. This screen allows you to assign Oracle BI EE ports from the
staticports.ini file.

This file is located in the Oracle BI EE software at:
/obieell.1.1.7 /bishiphome/Disk1/stage/Response/staticports.ini

.

14.

Oracle Business Intelligence — Step 7 of 11

- ORACLE’
Configure Ports
( FUSION MIDDLEWARE
. Welcome
|
A Prerequisite Checks
|
fT\ Lreate New Bl System () Auto Port Configuration
L Specify Installation Locatio
|
L Configure Companents .
| (3) Specify Ports using Canfiguration file
L Database Details
T
@ Configure Ports Fil name |juDlJ,’webadmm,’statlcports ini || Browsz
T
I e
0 Security Updates | View/Edit File |
| - 4
b Summary
i
7 Configuration Progress
i
-~ Complete
Select this option to provide custam part configuration options. This
information must be provided in a file with the same format as staticports.ini;
you can either edit this file and suppy your custom part numbers, or create a
newfile altogether. The installer will 2ssign the ports which are provided in this
n“ n file; any port which is not provided will be computed and assigned automatically.
‘ Help ‘ | < Back " Mext > | ‘ Cancel |
I [Elapsed Time. 20m 95

15. Edit this file to make sure you will have the ports you want for your BI Publisher
components. Otherwise the installer will assign default port numbers. Click Next.
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16. Document and test the URLs that are created.
This screen contains the URL’s for the components that got installed.

Database Details

Configure Ports
Security Updates
Summary
Configuration Progress
Complete

Help

Complete

L T

Oracle Business Intelligence — Step 11 of 11

ORACLE
[ FUSION MIDDLEWARE

|
18

= IPTSTARCE A e TSTancE L
[ Configure Components
[=+-WebLogic Console
----- hitp:/ fredeviv0143:7011 /console
El- Oracle Enterprise Manager
----- http:/ fredeviv0143:7011 /em
[+ Business Intelligence Enterprise Edition
----- http:/ fredeviv0143:9704 /analytics
[=h-Business Intelligence Publisher
L http:/ fredevivi143:9704/xmipserver
[=-Real-Time Decisions
L http:/ fredeviv0143:9704 /ui

Il

Save File: save

Click Save to generate afile containing the summary details.

| <Back | | Einish_|

[Elapsed Time: 61m 24s

17. Save this screen, so that you know the right URL's for your installation. Click Finish.

18. To test your BI Publisher installation, launch xmlpserver. Login with the credentials
you entered in your Oracle BI EE configuration (weblogic / password).

ORACLE' BI Publisher Enterprise

Please enter username and password

Username

‘weblogic

Password

Accessibiity Mode [ ]
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19. Post install steps: Configure the BI Publisher repository. After sign on, select
“Administration”.

ORACLE" BI Publisher Enterprise Al

Home | Catalog | [ Mew BS Open

Signed In As administrator

c: System Maintenance

g& Data Sources
3 @ JDBC Connection

@ Server Configuration

@ INDI Connection @ Scheduler Configuration

@ File @ Scheduler Diagnostics

@ LDAP Connection @ Report Viewer Configuration
@ OLAP Connection

1 Security Center ;;7 Runtime Configuration
wa Security Configuration = a properties

@ Users @ Font Mappings

@ Roles and Permissions @ Currency Formats

@ Digital Signature

20. On the System Maintenance Section, press Server Configuration
21. Navigate to the Configuration Screen.

ORACLE’ BI Publisher Enterprise

Home | Catalog | B Mew RS Open v | Signed In As administrator v/

Administration » Server Configuration

System Maintenance

Server Configuration = Scheduler Configuration = Scheduler Di ics | Report Viewer Configuration

# TIP Any changes vl anly tzke effect after the application i restarted
Apply | | Cancel

Configuration Falder

The Cenbguration Repasitory contains all configurations, security, datasources, etc that you setup with BI Publisher,

Path |,-’u03,-’r.‘5bad min/preduct/10.3.X/WLS/user_projects/domains/bifoundation _

Catzlog

The Catalog contains 2ll content such 2 reports and datz modes,

Catalog Type | Oracke BI Publisher - File System | %

Path |,-’u03,-’r.‘5bad min/preduct/10.3.X/WLS/user_projects/domains/bifoundation _

22. On this screen on the Configuration Folder section, enter the path to your repository.
On the Catalog section enter Catalog Type: Oracle BI Publisher — File System from
the drop down menu.

This is the path you entered in the Configuration Section and Catalog Section:

$OBIEE_HOME/WLS/user_projects/domains/bifoundation_domain/config/bipublisher/r
epository

23. Restart the BI Publisher after this change.

42 Oracle Retail Invoice Matching



RelM Reports Installation—Patch

24. Post install step: Set BI Publisher security model

= Oracle Bl Publisher - Windows Internet Explorer

@ 5~ [e o ke comm: T4 04 i ol e [ _ -

Fle Edt Vew Favrites Tools el

T | 0 orack 0 mubieher K- B M- P (FTehr T

ORACLE" BI Publisher Enterprise jut

# CLPS Server

a. On the BI Publisher 11g Administration Screen, click Security Configuration
from the Security Center.

ORACLE" BI Publisher Enterprise Al

—_—

Administration > Security Configuration
Security Center

Security Configuration | Usars | Roles and Permissions | Digital Signatura

S TIP Any changes vill only take effect after the application s restarted.

Apply | | Cancel

Local Superuser

Local supsruser can log in to the system independsnt from the sslacted securty modsl,
[“]Enable Local Superuser

Superuser name [retail.user

Password  [esssss
Guest Access

[ Allow Guest Access

Guest Folder Name | Guest

S

b. Enable a superuser by checking the “Enable Local SuperUser” box and by
entering name and password on the corresponding fields on this screen.

Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name
Scroll down the screen and locate the Authorization section:

e ]

(Example: orclguid )

Authorization

Securty Model | BI Publisher Securty |V

e. Select BI Publisher Security from the Security Model list.:
f.  The default user name for the BI Publisher Security Model is Administrator

g. On the password text field, enter a value that you can remember. It is going to be
the password for Login to xmlpserver.

h. Save the changes and re-start the BI Publisher server.
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i. Launch xmlpserver. To Login you must use the new credentials that you set up
in the former step: Username: Administrator Password: password.

Note: You will not be able to login to xmlpserver as weblogic
any more because we have already changed the Security
Model.

ORACLE' BI Publisher Enterprise

Please enter username and password

Username
Administrator
Password

Accessibility Mode []

Guest

25. Post install step: Set the repository path.
Example:
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_dom
ain/config/bipublisher/repository In the Oracle BI EE file system you will find the
repository in the following location:

$OBIEE/wls/user_projects/domains/bifoundation_domain/config/bipublisher/reposi

tory

In the repository you will see the following directories:
* Admin

* DemoFiles

= Reports

= Tools

= Users
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26. Post install step: Create role Bipub_default_role.

a. From the xmlpserver Administration screen, scroll down to Security Center and
click Roles and Permissions.

Home | Catalog | B BS Open~ | Signed In Ag

Eécé Data Sources Eft B System Maintenance
3 @ JDBC Connection = o gerver Configuration
2 INDI Connection # Scheduler Configuration
3 File @ Scheduler Diagnostics
2 | DAP Connection @ Report Viewer Canfiquration
2 OLAP Connection
i Security Center | Runtime Configuration
00 2 Security Configuration ? Properties
2 {sers @ Font Mappings
2 Roles and Permissions @ Currency Formats

@ Digital Signature

b. On the Roles and Permissions screen, click the Create Role button.

Home | Catalog BS Open ed In As administrator v I

Admiristration > Roles and Permissions > Create Role
Create Role

G
*NMame |Bipub_default_role

Description

c. Create the Bipub_default_role. Enter in Create Role Section name of the role.
d.  When the information has been entered press Apply changes.
27. Post install step: Assign BiPub system roles to the newly created Bipub_default_role.

a. To assign BiPub system roles to the newly create Bipub_default_role, go to
Security Center section and navigate to the Roles and Permissions screen:

Administration = Roles and Permissions
Security Center

Security Configuration | Users = Roles and Permissions =~ Digital Signature

Numbsr of rows displayed perpage |10 ¥

Role: Name Search
Create Role

Add Data
Role Name Description Sources  AddRoles  Delete
Bipub default role @ B m

fest rolle @ i}
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b. On the Roles and Permissions screen you should see the new role created:
“Bipub_default_role”. Add multiple roles to the Bipub_Default_Role by pressing
the corresponding green icon on the Add Roles column.

K Newv

Administration > Roles and Permissions » Add Reles: Bipub_default_role
Add Roles: Bipub_default_role

Home | Catalog RS Open~ | SignedIn As administraf]

FM__ =

(oo ] [

Lveilatie e Inchuded A
(2)
BT Prubdser Booed Arafyzer M :;.‘,E BI Putfestier Adminectrator 5)
BI Publisfer Developer BI Pubicher Oniine Anahyzer A
BI Publisfer Template Designer (53] Bl Publisher Scheduler &
{met_poilm -
Move Al 5]
9 @
Remove
9
Remave Al

c. From the “Available Roles” panel, select the ones needed for your reports and
move them to the “Included Roles” panel.

d. Press the Apply button to save your changes.
28. Post install step: create Guest (XMLP_GUEST) user.

ORACLE" BI Publisher Enterprise /4

Home | Catdog | [ Newv | & Openv | SignedinAs administratorv

Eé{ Data Sources E?J System Maintenance
a & JDBC Connection & Server Configuration
2 INDI Connection @ Scheduler Configuration
2 Fje & Scheduler Diagnostics
# | DAP Connection @ Report Viewer Configuration
& OLAP Connection
é: 5 Security Center = Runtime Configuration
(} "9 Security Configuration B a Properties
@ Jsers @ Font Mappings
& Roles and Permissions & Currency Formats

@ Digital Signature
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a. From the xmlpserver Administration screen scroll down to Security Center

section and press Users to navigate to the next screen.

PR s Home | Catalog | B New~ | B& Openv

Signed In As administrator v
Administration = Users
Security Center

Security Configuration

Users = Roles and Permissions | Digital Signature

Mumber of rows displayed perpage |10 |¥
Username Search
Create User

Username Assign Roles Delete

it

administrator

xmip guest

b. Select the “Create User” button to create the “xmlp_guest” user and save the

changes.

29. Post install step: Adding the Bipub_default_role to XMLP_GUEST user.

a. Open the Users section:

Administrat Home | Catalog E'

B Open v

Administration > Users

Security Center

Security Configuration

Users  Roles and Permissions | Digital Signature

Mumber of rows displayed perpage (10 ¥
Usemame Search
Create User

Usarname Assign Roles

i

administrator

xmip guest
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b. For xmlp_guest user, press on the “Assign Roles” icon to navigate to the next
screen:

Administration Home | Catalog Er'-leu'-."’ RS Open v

Administration » Users » Assign Roles: xmip_guest
Assign Roles: xmip_guest

Hveilatie R hrzigned Acde

>)
et Move (B 3
BI Pubiisher Administrator n
De=i_roile ] &
BI Publiher Booel Ansfyzer = .
BI Publiher Orline Ansfyzer Move A )
BI Publisher Deveiopsr
Bl Puiferiier St e q_:' ]
81 Publiher Tamplate Devigner Remave

9

Remove A

c. On the Assign Roles screen, select the BiPub_default_role from the Available

Roles panel to the “Assigned Roles” panel and press the Apply button to save
your changes.

30. Post install step: create folders. Complete the following steps:

a. Create the “Guest” and “REIM13” directories on the server and change directory
into this directory and make sure the permission to these new folders are 755.
Example assuming that /u00/webadmin is the root of the installation:
cd

/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports

mkdir
/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest

cd Guest

mkdir
/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest/REIM13

cd REIM13

Bl Publisher 11g - Manually Copy Reports to Install Directory

If you followed the instructions under “Option 1: Use Application Installer to Patch” in
the chapter, “Application Server Installation Tasks—Patch, you can skip to the next
section (“Installing the RMS BI Publisher Templates®). If you followed “Option 2:

Compile RMS Toolset and Forms Directly,” you must manually copy the reports to
INSTALL_DIR.

1. If the directory INSTALL_DIR /base/reports/10g or
INSTALL_DIR/base/reports/11g exist follow these steps. Otherwise, skip to step 2:

a. Change directories to INSTALL_DIR /base/reports

b. Remove the entire 10g directory if it exists. We will no longer ship 10g reports in
future releases.

c. Move all of the directories in INSTALL_DIR/base/reports/11g to
INSTALL_DIR/base/reports

d. Remove the empty INSTALL_DIR/base/reports/11g directory.
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2. If the directories INSTALL_DIR/base/reports/10g or
INSTALL_DIR/base/reports/11g do not exist, and the reports under
INSTALL_DIR/base/reports/ are the 13.2.4 set of reports or earlier, delete all the
directories under INSTALL_DIR /base/reports/. All reports that were a part of
13.2.4 and earlier releases are 10g reports that will be completely replaced by 11g
reports included in the 13.2.5 and future releases.

3. Copy the reports from the REIM application patch APP_PATCH_DIR/app-
patch/<version>/reports to INSTALL_DIR/base/reports/.

Bl Publisher 11g Installing the REIM Bl Publisher Templates

This section describes how the REIM report templates are installed into the appropriate

Bl server repositories. BI_REPOSITORY refers to the BI Publisher reports repository.

example:

/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain/

config /bipublisher /repository /

Report files are placed in the directory, INSTALL_DIR /base/reports, and must be copied

into the Bl repository directory.

1. Change directory to the proper directory under INSTALL_DIR/base/reports/11g.
This directory contains subdirectories whose names reflect the names of report
templates provided with REIM.

2. Copy each report directory into the directory created above

Example,

cp R =
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest/REIM13
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Bl Publisher 11g — Configuring the REIM JDBC connection
Follow the below steps to configure JDBC connection for REIM Data Source name. This is
the data source that REIM uses for REIM reports.
1. Log on with the default user ID and passwords for BI Publisher using the
administrative user and password configured previously.
2. Click the Admin tab and select the JDBC Connection hyperlink in the Data Sources
lists. The following screen is displayed.

{Z Oracle Bl Publisher - Windows Internet Explorer.

@.\7} - |g http: cl i1 i i UIPDATE &itype 13 V‘ 42/ x ‘ | Pelis
Fle Edt View Favorites Tools Help

— = ) »
W [@umdasl Publsher l I - B - & - [ rage - {5 Tooks -

TORACLE BIPublisher Enterprise

Reports | Schedules

Admin > JDBC > Update Data Source: RMS13
Update Data Source: RMS13

cancel | [ Apply
General
*TIP Please make sure to install the required JDBC driver classes.

Data Source Name RMS13
= Driver Type ‘Oracle 9i/10g/11g v

* Database Driver Class ‘orac\e.]dbc.Urac\eDrlver ‘

(Example: oracle.jdbe.OrackDriver )
* Connection String  |jdbc:oracle:thin: @redevivi064.us.oracle.com:1521 :dvols72

* Username |rms0lapp
Pre Process Function l:l
Past Process Function l:l

[[JUse Proxy Authentication

Test Connection

Security

Available Roles Allowed Roles

qabirole

=
5
e
%
@ E

3. Enter “RMS13” for the datasource name, and enter the appropriate details for the
RMS data source. Once the data is entered, click Test Connection to test the
connection. Connection string is similar to this example:
jdbc:oracle:thin:@redevlv0064.us.oracle.com:1521:dvols72 syntax is
jdbc:oracle:thin:@<hostname>:<port>:<dbsid>, Pluggable database:
jdbc:oracle:thin:@dbhostname:1521/servicename

Note: REIM shares a database with RMS which is why the
Data Source Name is RMS13 instead of REIM13. The Data
Source Name has to be RMS13 in order for the reports to
work.

4. Click Apply to save the information.
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Appendix: RelM Application Installer
Screens

You need the following details about your environment for the installer to successfully

deploy the ReIM application. Depending on the options you select, you may not see
some screens or fields.

Screen: Data Source Details

Invoice Matching 13 Installer - Oracle Retail

ORACLE

Data Source Details

Praovide the details for the Invaice Matching data source

RelM/RMS 13 JDEC URL jdbc;oraclethin:@dbhostname: 1521 :mydb
RelMfRMS 13 schema user rms0lapp
RelM/RMS 13 schema password [TITTT]

Enter the RMS schema owner. This is usually the same as the Rell/RMS schema entered above

RMS 13 schema owner rmsol
REIM 13 schema user alias dsalias

(The alias for each username/password pair must be unigue)

GCancel GBack ONEXI

Field Title ReIM/RMS 13 JDBC URL

Field URL used by the ReIM application to access the ReIM/RMS database schema
Description See Appendix: URL Reference for expected syntax.

Destination | reim.properties

Examples jdbc:oracle:thin:@dbhostname:1521:mydb

Pluggable database: jdbc:oracle:thin:@dbhostname:1521/servicename
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Field Title

ReIM/RMS 13 schema user

Field
Description

RMS database user for accessing the ReIM tables. This should match what was
given in the RMS 13 schema field of the ReIM database installer.

Destination

reim.properties

Example

rmsQlapp

Field Title

ReIM/RMS 13 schema password

Field
Description

Password for the JDBC username. This should match what was given in the
ReIM 13 schema password field of the ReIM database installer.

Destination

wallet

Field Title

RMS 13 schema owner

Field
Description

Database user which owns the RMS and RelIM tables. This usually has the same
value as the ReIM/RMS 13 schema field above.

Destination

reim.properties

Example

RMS01

Field Title

REIM 13 schema user alias

Field
Description

The alias of the ReIM user.

Destination

reim.properties

Example

db-alias

Note

This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Application Deployment Details

Invoice Matching 13 Installer - Oracle Retail

ORACLE

Application Deployment Details

The default values shown below are examples
FelM 13 app deployment name
Relld 13 context root

Enter the REIM13 weblogic managed server or cluster.

REIM13 server/cluster

reiml3

reim

reim-server

G Cancel G Back 6 Mext
Field Title ReIM 13 app deployment name
Field Name by which this ReIM application is identified in the application server.
Description This value must match the <context_root> added to the weblogic.policy file
when the managed server for ReIM was created.
Example reim13
Field Title ReIM 13 context root
Field Path under the HTTP URL used to access the ReIM application (for example, a
Description context root of reim results in the application accessed at
http:/ /host:port/reim01/index.jsp).
This value must match the <context_root> added to the weblogic.policy file
when the managed server for ReIM was created.
Example reim13
Field Title ReIM 13 server/cluster
Field Name of the ReIM WebLogic managed server or cluster.
Description
Example reim-server
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Screen: WebLogic Administrative User

Invoice Matching 13 Installer - Oracle Retail

ORACLE

Weblogic Administrative User

Hostname

‘Weblogic admin port
‘Weblogic admin user
‘Weblogic admin password
Weblogic admin alias

(The alias for each username/password pair must be unigue)

€3 Cancel | | (9 Back | &2 Next

Enter the administrative user and password for the Weblogic Server to which the application will be deployed.

apphostname
17001
weblogic
LLLLLL L]l ]

weblogicalias

Field Title Hostname

Field Hostname of the application server
Description

Example apphostname

Field Title WebLogic admin port

Field This is the port of Administration Console.
Description

Example 17001

Field Title WebLogic admin user

Field User name of the admin user for the WebLogic instance to which the ReIM
Description application is being deployed.

Example weblogic
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Field Title WebLogic admin password

Field Password for the WebLogic admin user. You chose this password when you

Description created the WebLogic instance or when you started the instance for the first
time.

Field Title WebLogic admin alias

Field An alias for the WebLogic admin user.

Description

Example Weblogicalias

Note This alias must be unique. Do not use the same value for any other alias fields in

the installer. If the same alias is used, entries in the wallet can override each
other and problems issues with the application.
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Screen: LDAP Directory Details

Invoice Matching 13 Installer - Oracle Retail

cLe

LDAP Directory Server Details

RelM requires the use of an LDAF directary for storage of its user, role, and store entries. Please provide the details for
wour LDAP directary.

Mote: If the |dap server is configured to use SSL, use ldaps as the protocol. GOtherwise use |dap.
LDAP Server LRL Idap://ldaphost; 389

Enter the search base DM. This is a directory entry under which Relld will search for user and store entries

LDAF Search Base DN ch=Users,dc=us,dc=oracle,dc=com
LDAP Group DM ch=Croups,dc=us,dc=oracle,dc=com

Enter the search user DM, RelM will authenticate to the LDAP directory as this entry.

Search User DM =REIM.ADMIN,ch=Users,dc=us,dc=oracle,dc=caom
Search User Passward [TTITYT]
Search User Alias Idap-alias

(The alias for each username/password pair must be unigque)

€3 cancel || €9 Back | | & Next

Field Title LDAP server URL

Field URL for your LDAP directory server. See Appendix: URL Reference for
Description expected syntax.

Destination ldap.properties

Example ldap:/ /1daphost:389

Field Title LDAP Search Base DN

Field Distinguished name of the user that RPM uses to authenticate to the LDAP
Description directory.

Destination ldap.properties

Example cn=Users,dc=us,dc=oracle,dc=com
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Field Title LDAP Group DN

Field Distingused name of the group that RPM uses to authenticate to the LDAP
Description directory

Destination Idap.properties

Example cn=Groups,dc=us,dc=oracle,dc=com

Field Title Search User DN

Field Search User DN that ReIM will authenticate to the Idap directory
Description

Destination ldap.properties

Example cn=REIM.ADMIN,cn=Users,dc=us,dc=oracle,dc=com

Field Title Search user password

Field Search User DN Password that ReIM will authenticate to the Idap directory
Description

Example Search User Password

Field Title Search User Alias

Field The alias for the search user DN.

Description

Destination Ldap.properties

Example Idap-alias

Notes This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each

other and cause problems with the application.
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Screen: WebLogic Webservice Account Validation Details

Invoice Matching 13 Installer - Oracle Retail

ORACLE

Weblogic Webservice Account Validation Details

Provide the details for the Invoice Matching Weblogic Webservice Account Walidation

Webservice Account Validation Drill http:/foracle.apps.aia.drillbackforward/
Webservice Account Walidation http://hostport/ClAccountValidationBean/ Glacct
Webservice Account Walidation Mamespace http:/ fwwworacle.com fretail /fin/integration/serv

€3 Cancel || (P Back || @ Next

Field Title Webservice Account Validation Drill

Field The Web service provider URL used for drilling forward from the ReIM

Description application. This information is from the financial application to which you are
integrating (for example, PeopleSoft and Oracle E-Business Suite). Leave this
field blank if there is no integration with a financial application.

Example http:/ /oracle.apps.aia.drillbackforward /

Field Title Webservice Account Validation

Field The URL for validating Web service accounts. This information is from the

Description financial application to which you are integrating (for example, PeopleSoft and
Oracle E-Business Suite). Leave this field blank if there is no integration with a
financial application.

Example http:/ /host:port/GlAccountValidationBean/
GlAccountValidationService? WSDL
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Field Title Webservice Account Validation Namespace

Field The URL for validating the Web service namespace. This information is from

Description the financial application to which you are integrating (for example, PeopleSoft
and Oracle E-Business Suite). Leave this field blank if there is no integration
with a financial application.

Example http:/ /www .oracle.com/retail /fin/integration/services /

GlAccountValidationService/v1
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Screen: WebLogic Webservice Account Validation Credentials

Invoice Matching 13 Installer - Oracle Retail

Weblogic Webservice Account Validation Credentials

Webservice Account Validation user
‘Webservice Account Validation password

Webservice Account Validation user alias

Frovide the credentials for the Invoice Matching Weblogic Webservice Account Walidation

userl
LLL L LY L]]

webservice-alias

(The alias for each username/password pair must be unique)

G Cancel G Back @ Mext

Webservice Account Validation user

Field Title

Field The user for validating the Web service user name. A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Example userl

Field Title Webservice Account Validation Password

Field The password for validating Web service accounts. A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Field Title Webservice Account Validation Alias

Field The alias for the Web service account user names A value is required in this

Description field, even if you are not using Web service integration. The field is not
validated, so enter any value.

Example webservice-alias

Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Batch User Credentials

Invoice Matching 13 Installer - Oracle Retail

ORACLE

Batch User Credentials

Batch user

Provide the credentials for the Batch User

Batch User passwored
Batch user alias

(The alias for each username/password pair must be unigue)

ADMIN
[TT11]

BATCH-ALIAS

G Cancel G Back 6 Mesxt

Field Title Batch User

Field The ReIM user name of the person running ReIM batch. It must be a valid ReIM

Description user that already exists in the database or through LDAP—or it must be a valid
ReIM user that will be built in the database. It does not have to exist already in
the database on the database table (IM_BUSINESS_ROLE_ID), but it must exist
when you try to use the alias created in this step to run batches. Using one of
the user names you will supply in subsequent screens (such as Setup
Application Users) is recommended. ADMIN is the default user for the ReIM
application.

Example ADMIN

Field Title Batch User Password

Field The wallet password must match the database password on the database

Description IM_USER_AUTHORIZATION table. The ReIM default scripts include User=

ADMIN with and password=retek..
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Field Title

Batch User Alias

Field
Description

The alias for the user running ReIM batch. This alias is part of ORACLE wallet
implementation. You will use this alias when running ReIM batch scripts.

Example

BATCH-ALIAS

Note

This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Appendix: Oracle Single Sign-On for
WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle currently
provides two different implementations: Oracle Single Sign-On (OSSO), and Oracle
Access Manager (provides more comprehensive user access capabilities).

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Oracle Single Sign-On?

The nexus of an Oracle Single Sign-On system is the Oracle Identity Management
Infrastructure installation. This consists of the following components:

* An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

* An Oracle HTTP Server 11g Release 1 as a front end to the Oracle WebLogic Server.
The Oracle HTTP Server is included in the Oracle Web Tier Utilities 11g Release 1
(11.1.1).

=  An Oracle Single Sign-On Plug-in, used to authenticate the user and create the OSSO
session cookie. This is available in the Oracle Fusion Middleware 11g Web Tier
Utilities (11.1.1.7) package. For Oracle Forms applications like RMS and RWMS,
HTTP server will be used.

= The Delegated Administration Services (DAS) application in OID10g and Oracle
Directory Services Manager (ODSM) application in OIM11g, used to administer users
and group information. This information may also be loaded or modified via
standard LDAP Data Interchange Format (LDIF) scripts.

= Additional administrative scripts for configuring the OSSO system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the OSSO technology.
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Can Oracle Single Sign-On Work with Other SSO Implementations?

Yes, OSSO has the ability to interoperate with many other SSO implementations, but
some restrictions exist.

Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
OSSO environment. The application may allow a user limited access when the user has
not been authenticated. Applications that implement dynamic OSSO protection typically
display a Login link to provide user authentication and gain greater access to the
application’s resources.

Identity Management Infrastructure for 10g, Oracle Identity Management (OIM) and
Oracle Access Manager (OAM) Oracle Access Manager (OAM) for 11g

If using OSSO 10g, The Identity Management Infrastructure is the collection of product
and services which provide Oracle Single Sign-on functionality. For OSSO 10g, this
includes the Oracle Internet Directory, an Oracle HTTP server, and the Oracle Single
Sign-On services. The Oracle Application Server deployed with these components is
typically referred as the Infrastructure instance.

If using SSO with OAM11g, Oracle Identity Management (OIM) 11g includes Oracle
Internet Directory and ODSM. Oracle Access Manager (OAM) 11g should be used for
SSO using osso agent. Oracle Forms 11g contains Oracle HTTP server and other Retail
Applications will use WebTierl1lg for HTTP.

MOD_0SSO

mod_osso is an Apache Web Server module an Oracle HTTP Server uses to function as a
partner application within an Oracle Single Sign-On environment. The Oracle HTTP
Server is based on the Apache HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the Apache HTTP server to the WebLogic server.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Single Sign-On.
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Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTierl1lg Server if using other
Retail Applications other than Oracle Forms Applications. OHS or WebTier uses the
MOD_OSSO module to configure this functionality.

All partner applications must be registered with the Oracle Single Sign-On server if using
0SS010g and all partner applications must be registered with Oracle Access Manager
(OAM) 11g if using OAM11g for SSO implementation. An output product of this
registration is a configuration file the partner application uses to verify a user has been
previously authenticated.

Realm

A Realm is a collection users and groups (roles) managed by a single password policy.
This policy controls what may be used for authentication (for example, passwords, X.509
certificates, and biometric devices). A Realm also contains an authorization policy used
for controlling access to applications or resources used by one or more applications.

A single OID can contain multiple Realms. This feature can consolidate security for
retailers with multiple banners or to consolidate security for multiple development and
test environments.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any attempt to access a
Statically Protected URL results in the display of a login page or an error page to the
user.

Servlets, static HTML pages, and JSP pages may be statically protected.

Note: Dynamically Protected URL and Statically Protected
URL are within the context of the Oracle Software Security
Assurance (OSSA). The static protection for URLs is a
common JEE feature.

What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps OSSO user IDs to a database logins on a per-
application basis.
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How Oracle Single Sign-On Works

Oracle Single Sign-On involves a couple of different components. These are:

* The Oracle Single Sign-On (OSSO) servlet, which is responsible for the back-end
authentication of the user.

= The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

= The Oracle HTTP Server associated with the Web application, which verifies and
controls browser redirection to the OSSO servlet.

= If the Web application implements dynamic protection, then the Web application
itself is involved with the OSSO system.

Statically Protected URLs
When an unauthenticated user accesses a statically protected URL, the following occurs:

1. The user’s Web browser makes an HTTP request to a protected URL serviced by the
Oracle HTTP Server (OHS).

The Oracle HTTP Server processses the request and routes it to the mod_oss module.

This module determines whether the user is already authenticated. If the
authentication is required, it directs the browser to the OSSO server. The OSSO
server checks for a secure cookie containing the authentication information. If the
cookie is not found, the following occurs:

a. The OSSO servlet determines the user must authenticate, and displays the OSSO
login page.

b. The user must sign in via a valid user ID and password. If the OSSO servlet has
been configured to support multiple Realms, a valid realm must also be entered.
The user ID, password, and realm information is validated against the Oracle
Internet Directory LDAP server. The browser is then redirected back to the
Oracle HTTP Server with the encrypted authentication credentials. It does NOT
contain the user’s password.

4. The mod_osso module then decrypts the user credentials and sets HTTP headers
with relevant user attributes, marking the user’s session as authenticated.

5. The mod_WebLogic module (within the Oracle HTTP Server) then forwards the
request to the Oracle WebLogic Server.

6. The Oracle WebLogic Server then invokes the configured authentication providers
that decode the headers and provide the user’s role membership. In an OSSO
implementation, ensure that the OSSO Identity Asserter is invoked and Oracle
Internet Directory (OID) Authenticator is executed to provide the user’s role
membership.

7. Once the authentication is established, the relevant application logic is initiated and
the response is sent back to the user through the Oracle HTTP Server.
Because the Web browser session is now authenticated, subsequent requests in that
session are not redirected to the OSSO server for authentication.
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Dynamically Protected URLs

When an unauthenticated user accesses a dynamically protected URL, the following
occurs:

1.

The user’s Web browser makes an HTTP request to a protected URL serviced by the
Oracle HTTP Server (OHS). The Oracle HTTP server recognizes the user has not been
authenticated, but allows the user to access the URL.

The application determines the user must be authenticated and send the Oracle
HTTP Server a specific status to begin the authentication process.

The Oracle HTTP Server processes the request and routes it to the mod_oss module.

This module determines whether the user is already authenticated. If the
authentication is required, it directs the browser to the OSSO server. The OSSO
server checks for a secure cookie containing the authentication information. If the
cookie is not found, the following occurs:

a. The OSSO servlet determines the user must authenticate, and displays the OSSO
login page.

b. The user must sign in via a valid user ID and password. If the OSSO servlet has
been configured to support multiple Realms, a valid realm must also be entered.
The user ID, password, and realm information is validated against the Oracle
Internet Directory LDAP server. The browser is then redirected back to the
Oracle HTTP Server with the encrypted authentication credentials. It does NOT
contain the user’s password.

The mod_osso module then decrypts the user credentials and sets HTTP headers
with relevant user attributes, marking the user’s session as authenticated.

The mod_WebLogic module (within the Oracle HTTP Server) then forwards the
request to the Oracle WebLogic Server.

The Oracle WebLogic Server then invokes the configured authentication providers
that decode the headers and provide the user’s role membership. In an OSSO
implementation, ensure that the OSSO Identity Asserter is invoked and Oracle
Internet Directory (OID) Authenticator is executed to provide the user’s role
membership.

Once the authentication is established, the relevant application logic is initiated and
the response is sent back to the user through the Oracle HTTP Server.

Because the Web browser session is now authenticated, subsequent requests in that
session are not redirected to the OSSO server for authentication.
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Installation Overview
Installing Oracle Single Sign-On 10g requires installation of the following:

1.

Oracle Internet Directory (OID) LDAP server and the Infrastructure Oracle
Application Server (OAS). They are typically installed using a single session of the
Oracle Universal Installer and are performed at the same time. OID requires an
Oracle relational database. If one is not available, the installer will install this as well.

The Infrastructure OAS includes the Delegated Administration Services (DAS)
application as well as the OSSO servlet. The DAS application can be used for user
and realm management within OID.

Additional midtier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the Infrastructure OAS installed in step 1. For additional
information on SSO 10g installation, see the Creating a High-Availability
Environment Whitepaper (My Oracle Support Doc ID: 1311392.1).

Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities.

Installing Oracle Single Sign-On using OAM11g requires installation of the following:

1.

Oracle Internet Directory (OID) ldap server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management 11gR1 (11.1.1.7). The ODSM application can be used for user and realm
management within OID.

Oracle Access Manager 11gR1 (11.1.1.5) has to be installed and configured.
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3. Additional midtier instances (such as Oracle Forms 11g) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2. For additional information on SSO 11g
installation, see the Oracle Access Manager and Single Sign-On Whitepaper (My
Oracle Support Doc ID 1492047.1).

Infrastructure Installation and Configuration

The Infrastructure installation for OSSO and Oracle Access Manager (OAM) is dependent
on the environment and requirements for its use. Deploying an Infrastructure OAS or
Oracle Access Manager (OAM) to be used in a test environment does not have the same
availability requirements as for a production environment. Similarly, the Oracle Internet
Directory (OID) LDAP server can be deployed in a variety of different configurations. See
the Oracle Application Server Installation Guide and the Oracle Internet Directory Installation
Guide (if using OSSO 10g) for more details and Oracle Identity Management Installation
Guidel1g (if using OAM11).

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

The current version of Oracle Single Sign-On only supports OID as its user storage
facility. Customers with existing corporate LDAP implementations may need to
synchronize user information between their existing LDAP directory servers and OID.
OID supports standard LDIF file formats and provides a JNDI compliant set of Java
classes as well. Moreover, OID provides additional synchronization and replication
facilities to integrate with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

OID with Multiple Realms

OID and OSSO can be configured to support multiple user Realms. Each realm is
independent from each other and contains its own set of user IDs. As such, creating a
new realm is an alternative to installing multiple OID and Infrastructure instances.
Hence, a single Infrastructure OAS can be used to support development and test
environments by defining one realm for each environment.

Realms may also be used to support multiple groups of external users, such as those
from partner companies. For more information on Realms, see the Oracle Internet
Directory Administrators Guide.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are two basic methods of performing user management: LDIF scripts
and the Delegate Administration Services (DAS) application available for OID10g or
Oracle Directory Services Manager (ODSM) available for OID11g.
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OID DAS

The DAS application is a Web-based application used in OID10g is designed for both
administrators and users. A user may update their password, change their telephone
number of record, or modify other user information. Users may search for other users
based on partial strings of the user’s name or ID. An administrator may create new users,
unlock passwords, or delete users.

The DAS application is fully customizable. Administrators may define what user
attributes are required, optional or even prompted for when a new user is created.

Furthermore, the DAS application is secure. Administrators may also what user
attributes are displayed to other users. Administration is based on permission grants, so
different users may have different capabilities for user management based on their roles
within their organization.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIE). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Single Sign-On resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Single Sign-On.
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Appendix: Installer Silent Mode

In addition to the GUI and text interfaces of the ReIM installer, there is a silent mode that
can be run. This mode is useful if you wish to run a repeat installation attempt without
going through the installer screens again.
The installer runs in two distinct phases. The first phase involves gathering settings from
the user. At the end of the first phase, a properties file named ant.install.properties is
created with the settings that were provided. Then the second phase begins, where this
properties file is used to provide your settings for the installation.
To skip the first phase and re-use the ant.install.properties file from a previous run,
follow these instructions:
1. Edit the ant.install.properties file and correct any invalid settings that may have
caused the installer to fail in the previous run.
2. Run the installer again with the silent argument.
install.sh silent
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Appendix: URL Reference

Both the database schema and application installers for the Invoice Matching product
require certain URLs, including the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.
Thick Client Syntax: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin:@<host>:<port>:<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521:mysid, Pluggable
database:
jdbc:oracle:thin:@<dbhostname>:<port>/<servicename>
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of ReIM.

Database installer hangs on startup

Symptom
When the database schema installer is run, the following is written to the console and the
installer hangs indefinitely:

Running pre-install checks
Running tnsping to get listener port

Solution

The installer startup script is waiting for control to return from the tnsping command,
but tnsping is hanging. Type Control+C to cancel the installer, and investigate and solve
the problem that is causing the tnsping <sid> command to hang. This can be caused by
duplicate database listeners running.

Unreadable buttons in the Installer

If you are unable to read the text within the installer buttons, it could mean that your
JAVA_HOME is pointed to an older version of the JDK than is supported by the installer.
Set JAVA_HOMEE to the appropriate Java that is being used by the WebLogic Application
Server and run the installer again.

Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util _prefs_FileSystemPreferences

checkLockFi 1eOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.
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ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the Errors tab shows the following error:

Java.util .ConcurrentModificationException
at

Java.util .AbstractList$ltr.checkForComodification(AbstractList. java:448)
at java.util_AbstractList$ltr.next(AbstractList. java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

Warning: Could not find X Input Context

Symptom
The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.

Warning: Lower case user IDS supplied with the application do not work

Symptom
The default user supplied with the ReIM application (for example, retail.user, where
password = retek) does not work to for signing on to the application.

Solution

The user/password combination does not work because the password hashing is
incorrect in the database scripts run by the installer code that affect only lower case user
IDs/user names.

Run this code instead of the ReIM database to fix the passwords for the lower case user
IDs supplied as part of the ReIM application:

update im_user_authorization iua

set password = reim_security_sql .hash(username, password) where lower (username) =
username;

commit;
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Installer fails because of missing .jar in SORACLE_HOME/utils/ccr/lib

Installer fails because of missing .jar in SORACLE_HOME/utils/ccr/lib

Symptom

The jar file expected by the installer (emocmclnt.jar) is overwritten after the OPatch patch
6880880 is applied, and any other patch is applied afterward using that OPatch. If you
try to run the installer after patching, as outlined in the installation guides, the installer
fails. All applications that are installed in the same WebLogic server that hosts any of the
forms applications will be affected by this issue. This is because of required Oracle
patches for Linux 64-bit systems that are applied to the forms server using OPatch.

Solution

Back up the content of the SORACLE_HOME /utils/ccr/lib directory prior to applying
OPatch patch 6880880, and recopy the content back after you apply any patches using
that Opatch.

GUI screens fail to open when running Installer

Symptom
When running the installer in GUI mode, the screens fail to open and the installer ends,

returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. 1 llegalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.

Installer fails with sun.security.validator.KeyStores exception
Symptom
Installer first throws the error

Exception in thread "main" java.lang.NoClassDefFoundError:
sun.security.validator.KeyStores

And then on continuing aborts with the same error.

Solution

OCM does not work on AIX 7.1. The workaround after facing this exception, is to
recreate the INSTALL_DIR and then delete the "retail-OCM-withAnt.zip" file present in
INSTALL_DIR/reim directory, before running the installer.
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Appendix: Setting Up Password Stores with
Oracle Walllet

As part of an application installation, administrators must set up password stores for
database user accounts using Oracle Wallet. These password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

A password store for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

About Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are two different types of password stores or wallets. One type is for database
connect strings used in program arguments (such as sglplus /@db_username). The other
type is for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

3. Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET.WALLET_OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.
<alias-name> =
(DESCRIPTION =

(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT_DATA =

(SERVICE_NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting Up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

=  For RMS, RWMS, RPM Batch, RETL, RMS, RWMS, and ARI
= For Java Applications (SIM, ReIM, RPM, Alloc, RIB, RSL, AIP, RETL)

For RMS, RPM Plsql Batch, RETL DB, RWMS batch, and ARI

Complete the following steps.

1. Create a new directory called wallet under your folder structure.

cd /projects/rms13.2/dev/
mkdir _wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl13.2/dev/ .wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET _LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.

ifile = /u00/oracle/product/11.2_0.4/network/admin/tnsnames.ora

dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspdv31l.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = dvols29) (GLOBAL _NAME = dvols29)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = mspdv3l1l.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = dvols29) (GLOBAL_NAME = dvols29)))

Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.
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Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rms13.2/dev/ .wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.p12
— cwallet.sso

Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.

mkstore -wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential
dvols29 rmsOluser rmsOluser passwd

Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/mmsl13.2/dev/ .wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 11

Connected to:
Oracle Database 11g

SQL> show user
USER i1s “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script._sh /@dvols29_rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RMWS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

Delete a credential on wallet

mkstore —-wrl . —deleteCredential dvols29 rmsOluser

Change the password for a credential on wallet

mkstore —wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd
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» List the wallet credential entries
mkstore —wrl . —list
This command returns values such as the following.

oracle_security.client._connect_stringl
oracle._security.client.userl
oracle_security.client_passwordl

* View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore —wrl . —viewEntry oracle._security.client._userl

Returns value of the entry:
rmsOluser

mkstore —wrl . —viewEntry oracle._security.client._passwordl

Returns value of the entry:
passwd

For Java Applications (SIM, RelM, RPM, Alloc, RIB, RSL, AIP, RETL)

For Java applications, consider the following:

* For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

*  Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database
and application server.

* Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in
<WEBLOGIC_DOMAIN_HOME?> /retail / <appname>/config Example:
mspdv351:[103x_WLS] /u00/webadmin/product/10.3.x/WLS/user_projects/
domains/132_mck_soa_domain/retail /reim13/config

* Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

= Scripts are located in <WEBLOGIC_DOMAIN_HOME> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
mspdv351:[103x_WLS] /u00/webadmin/product/10.3.x/WLS/user_projects/
domains/132_mck_soa_domain/retail /reim13/retail-public-security-api/bin

¢ In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with application
installed by way of an installer.

* Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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* If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

Example:

mspdv351:[103x_WLS] /u00/webadmin/reim/application/retail-public-security-
api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only
to the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>

Example:

mspdev71: [103xWLS]
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/java_domain/retail/rpml
32test/retail-public-security-api/bin> _/update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass
in.

mspdev71: [103xWLS]
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/java_domain/retail/rpml
32test/retail-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from the wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.

dump_credentials.sh <wallet location>
Example:

dump_credentials.sh
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_soa_dom
ain/retail /reim13/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck_s
oa_domain/retail /reim13/config

Application level key partition name:reiml3

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rms132mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh

save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above. You can add new or update using save_credential.sh as shown
below:

save_credential .sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>

Example:

mspdv351:[103x_WLS]
/u00/webadmin/mock132_testing/rtil/rtil/application/retail-public-security-
api/bin> save_credential .sh —I
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck _soa_domain/reta
il/reiml3/config

-a RMS-ALIAS —p reiml3 -u rmsl32mock

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save_credential .sh -au[plh]
E.g. save credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,--locationofWalletDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How Does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim13 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@mspdv349.us.oracle.com:1521:pkols07
datasource.schema.owner=rms132mock

datasource.credential .alias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wallet._path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/132_mck soa
_domain/retail/reiml3/config
csm.wallet_partition.name=reiml3

Note:
For Pluggable database REIM code sample:
datasource.url=jdbc:oracle:thin:@mspdv349.us.oracle.com:1521/pkols07

How Does the Wallet Relate to Java Batch Program Use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
REIM app user reimbat, already on the database. To run a ReIM batch program the
format would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by
the program in question>.

Setting up RETL Wallets

RETL creates a wallet under $REX_HOME/ etc/security, with the following files:
* cwallet.sso
* jazn-data.xml
"  jps-config.xml
= README.txt
To set up RETL wallets, perform the following steps:
1. Set the following environment variables:

=  ORACLE_SID=<retaildb>

=  RFX_HOME=/u00/rfx/rfx-13.2.0

=  REX_TMP=/u00/rfx/rfx-13.2.0/tmp

= JAVA HOME=/usr/jdk1.7.64bit

= LD _LIBRARY_PATH=$ORACLE_HOME

= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH
2. Change directory to $RFX_HOME/biin.
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Run setup-security-credential .sh.

Enter 1 to add a new database credential.

Enter the dbuseralias. For example, retl_java_rmsOluser.
Enter the database user name. For example, rmsOluser .
Enter the database password.

Re-enter the database password.

Enter D to exit the setup script.

Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$MVMHOME/RETLforRPAS/rfx/etc/rmse_rpas_config.env.

The RETL_WALLET_ALIAS should point to the Java wallet entry:

export RETL WALLET_ALIAS="retl_java rmsOluser"

The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
export ORACLE WALLET ALIAS="dvols29 rmsOluser"

The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:

export SQLPLUS LOGON=""/@${ORACLE_WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

Enter 2 to update a database credential.
Select the credential to update.

Enter the database user to update or change.
Enter the password of the database user.

Re-enter the password.
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Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create Alias Notes
type partition by Example
RMS batch DB <RMS batch install dir n/a <Database | <rms Compile, Installer |n/a Alias hard-
(MMHOME)>/ .wallet SID>_<Data | schema execution coded by
base schema | owner> installer
owner>
RMS forms | PB <forms install n/a <Database | <rms Compile Installer |n/a Alias hard-
dir>/base/.wallet SID>_<Data | schema coded by
base schema | owner> installer
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema | Compile Manual | ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile Installer [n/a Alias hard-
dir>/base/.wallet SID>_<Data | schema forms, coded by
base schema | owner> execute installer
owner> batch
RPM app DB <RPM batch install n/a <rms <rms Execute Manual | rms-alias
dir>/.wallet schema schema batch
owner owner>
alias>
RWMS auto- ]AVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer | rwms13inst
Installation | database schema forms app to
name> user alias> | owner> avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer |n/a Alias hard-
Installation Publisher | forms app to coded by
name> administrat | connect to BI installer
ive user> Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
AIP app JAVA | <weblogic domain Each alias
home>/retail / <deployed must be
aip app unique
name>/config
aip13 <AIP <AIP App use Installer | aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip13 <AIP <AIP App use Installer | aipOluser-
database database alias
schema user | schema
alias> user name>
aip13 <rib-aip <rib-aip App use Installer | rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app JAVA <weblogic domain Each alias
home>/retail / <deployed must be
rpm app unique
name>/config
rpml13 <rpm <rpm App use Installer | rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
rpml13 <rms shema | <rms App,batch | Installer |rmsOluser-
user alias> | shema user | use alias
name>
rpml13 <rpm <rpm App use Installer | userl-alias
application | application
user one user one
alias> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
rpm13 <rpm <rpm App use Installer | user2-alias
application | application
user two user two
alias> name>
rpm13 <rpm batch | <rpm batch | App, batch Installer | rpmbatch-
user alias> | user name> | use alias
rpm13 <rib-rpm <rib-rpm App use Installer | rib-rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
RelM app JAVA | <weblogic dpmain Each alias
home>/retail / <deployed must be
reim app unique
name>/config
<installed <reim <reim App use Installer | weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms shema | <rms App, batch Installer | rmsOluser-
app name> | user alias> shema user | use alias
name>
<installed <reim <reim App use Installer | reimwebser
app name> | webservice | webservice vice-alias
validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, batch | Installer | reimbat-
app name> | user alias> | user name> | use alias
Alloc app JAVA <weblogic dpmain Each alias
home>/retail /<deployed must be
alloc app unique
name>/config

Installation Guide 91



Quick Guide for Retail Wallets

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
<installed <alloc <alloc App use Installer | weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms shema | <rms App use Installer | rmsOluser-
app name> | user alias> |shema user alias
name>
<installed <rsl for rms | <rsl for rms | App use Installer | rsl-rms-
app name> | weblogic weblogic weblogic-
user alias> | user name> alias
RSL app JAVA <RSL INSTALL DIR>/rsl- Each alias
rms/security /config must be
unique
rsl-rsm <rsl <rsl App use Installer | weblogic-
weblogic weblogic alias
user alias> | user name>
rsl-rsm <rms shema | <rms App use Installer | rmsOluser-
user alias> | shema user alias
name>
SIM app JAVA | <weblogic dgmain
home>/retail /<deployed
sim app name>/config
rpm <rpm <rpm App use Installer | rpm-
weblogic weblogic weblogic-
user alias> user name> alias
rms <rsl for rms | <rsl for rms | App use Installer | rsl-rms-
weblogic weblogic weblogic-
user alias> user name> alias
rib-sim <rib-sim <rib-sim App use Installer | rib-sim-
weblogic weblogic weblogic-
user alias> user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
RETL JAVA | <RETL n/a <target <target App use Manual User may vary
home>/etc/security application | application retl_java_rm | depending on
user alias> | db userid> sOluser FETL flow’s
arget
application
RETL DB <RETL home>/.wallet n/a <target <target App use Manual | <db>_<user | User may vary
application |application > depending on
user alias> | db userid> RETL flow’s
target
application
RIB JAVA | <RIBHOME <app>is
DIR>/deployment- one of aip,
home/conf/security rfm, rms,
rpm, sim,
rwms, tafr
IMS jms<1-5> <jms user <jmsuser |Integration |Installer |jms-alias
alias> for name> for |use
jms<1-5> jms<1-5>
WebLogic rib-<app>- | <rib-app <rib-app Integration | Installer | weblogic-
app-server- | weblogic weblogic use alias
instance user alias> | user name>
Admin GUI rib- <rib-app <rib-app Integration | Installer |admin-gui-
<app>#web- [admingui |admingui |[use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integration | Installer |app-user- Valid only
<app>#user- | weblogic weblogic use alias for aip, rpm,
alias user alias> | user name> sim
DB rib- <rib-app <rib-app Integration | Installer | db-user- Valid only
<app>#app- | database database use alias for rfm, rms,
db-user-alias | schema user | schema rwms, tafr

alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create Alias Notes
type partition by Example
Error rib- <rib-app <rib-app Integration | Installer |hosp-user-
Hospital <app>#hosp | error error use alias
-user-alias hospital hospital
database database
schema user | schema

alias>

user name>
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Appendix: Oracle 11g Database Parameter
File

# Oracle 11.2.0.x Parameter file

#

# NOTES: Before using this script:

# 1. Change <datafile_path>, <admin _path>, <utl_file_path>, <diag_path>
and <hostname>

# values as appropriate.

# 2. Replace the word SID with the database name.

# 3. Size parameters as necessary for development, test, and production
environments.

#

# MAINTENANCE LOG

#

# Date By Parameter Old/New Notes

# + + + + + + + + +

#

#

# The policy is to give 60% for sga and 40% for PGA out of Memory Target at
startup

#

memory_target = 2000M

#

audit_file_dest = <admin_path>/adump

compatible =11.2.0

control_files = (<datafile_path>/controlOl.ctl
,<datafile_path>/control02.ctl)

db block size = 8192 # Default is 2k; adjust before db creation,

cannot change after db is created

db_file multiblock read count = 16 # Platform specific (max io

size)/(block size)

db_name = SID

diagnostic_dest = "<diag_path>"

Java pool_size = 100M

Jjob_queue_processes =5 # Oracle Retail required; number of

cpu's + 1

local_listener =

** (ADDRESS=(PROTOCOL=TCP) (HOST=<hostname>) (PORT=1521))""

nls_calendar = GREGORIAN

nls_date format = DD-MON-RR # Oracle Retail required; if RDW
database see later entry for proper format

nls_language = AVERICAN # Default

nls_numeric_characters =" # Should be explicitly set to ensure all
users/batch get the same results

nls_sort = BINARY # Should be explicitly set to ensure all

sessions get the same order

nls_territory AMERICA  # Default

open_cursors 900 # Oracle Retail required (minimum=900);
default is 50
plsgl_optimize_level =2 # 10g change; use this setting

to optimize plsgl performance
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processes = 2000 # Max number of OS processes that can connect
to the db

query_rewrite_enabled = TRUE # Oracle Retail required for function-
based indexes

session_cached cursors = 900 # Oracle Retail required;
undo_management = AUTO

undo_retention = 1800 # Currently set for 30 minutes; set to avg
length of transactions in sec

undo_tablespace = undo_ts

user_dump_dest = <admin_path>/udump

utl_file dir = <utl_file_path>

workarea_size policy = auto # Should be set to auto

when pga_aggregate target is set
#

# *>** Set these parameters for Oracle Retail Data Warehouse (RDW) database ***
#nls_date_format = DD-MON-RRRR # Required by MicroStrategy
#query_rewrite_integrity TRUSTED

#star_transformation_enabled TRUE

#uth_Ffile_dir <Windows_utl_file_path>,
<UNIX_util_file_path>

#

# *** Archive Logging, set if needed ***

#log_archive_dest 1 = "location=<admin_path>/arch/*
#log_archive_format = SlDbarch _%r_%s _%t.log

#log_buffer = 10485760 # Set to (612K or 128K)*CPUs
#log_checkpoint_interval = 51200 # Default:0 - unlimited
#log_checkpoint_timeout = 7200 # Default:1800 seconds
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Appendix: Oracle 12cR1 Database
Parameter File

# Copyright (c) 2015 by Oracle Corporation
# Oracle 12.1.0.x Parameter file
# NOTES: Before using this script:

# 1. Change <datafile_path>, <admin _path>, <utl_file_path>, <diag_path>
and <hostname>

# values as appropriate.

# 2. Replace the word SID with the database name.

# 3. Size parameters as necessary for development, test, and production
environments.

#

*_audit_file _dest=full_path of audit dir

*_audit_trail="db"

*_compatible="12.1.0.2"

*

.control_files="full_path of controlfile 1", "full_path_of controlfile 2

# Memory Settings:
# x0M = Some reasonable starting value for your environmen

.db_block size=xxxM
.db_cache_size=xxxM

-Java _pool_size=xxM
-memory_target=xxxM
-pga_aggregate_target=>oxM
-shared_pool_size=xxxM
.streams_pool_size=xxxM

ok X % % % %

.db_block size=8192

.db_domain=""

.db_name="dbName*"
.diagnostic_dest="full_path_of diag_dir"
-enable_pluggable_database=true|false
-fast start mttr_target=900
-nls_calendar="GREGORIAN"

-nls_date format="DD-MON-RR*
-nls_language="AMERICAN"
-nls_numeric_characters="_,"
-nls_sort=BINARY

-open_cursors=900

.0s_authent prefix=""

-pIsgl_optimize level=2
-processes=2000
-query_rewrite_enabled="true"
-remote_dependencies_mode="SIGNATURE"
.remote_login_passwordfile="EXCLUSIVE"
.remote_os_authent=true
-undo_tablespace="UNDOTBS1"

O ok 3k b 3k X X X X % ok %k 3k X % X ok X ok
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Appendix: Configuring Listener and
Tnsnames

Note: This example illustrates the listener configuration for
External procedures, container and non-container databases.
. It does not include environment specific settings that may
be needed. Consult Oracle Net Services guides for additional
information

# File: listener.ora
# Desc: Oracle Net8 listener file.
# Notes: Modify <hostname>

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(PROTOCOL_STACK =
(PRESENTATION = TTC)
(SESSION = NS))
(ADDRESS =
(PROTOCOL = tcp)
(HOST = <hostname>)
(PORT = 1521))
(ADDRESS =
(PROTOCOL = IPC)
(KEY = extproc_key))
)
)

SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(PROGRAM = extproc)
(SID_NAME = extproc_agent 1521)
(ORACLE_HOME = /u00/oracle/product/12.1.0.2)
(ENVS="EXTPROC_DLLS=ANY")

)
(SID_DESC =
(SID_NAME = prod_sidl)
(ORACLE_HOME = /u00/oracle/product/12.1.0.2)
(ENVS="TNS_ADMIN=/dba/network/extproc_1521%)
)
))
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Note: This example illustrates the configuration of net
services for External procedures, container and non-
container databases. It does not include environment
specific settings that may be needed. Consult Oracle Net
Services guides for additional information

# File: tnsnames.ora

# Desc: Net Services configuration file.

# Note: Change these values: <service_name>, <oracle_sid>, <hostname>,
# <global_name>

EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = IPC)(Key = extproc_key)))
(CONNECT_DATA = (SID = extproc_agent)))

EXTPROC_CONNECTION_DATA.world =
(DESCRIPTION =
(ADDRESS LIST = (ADDRESS = (PROTOCOL = IPC)(Key = extproc_key)))
(CONNECT DATA = (SID = extproc_agent)))

< Connect_string>
(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)(host = <hostname>)(Port = 1521)))
(CONNECT_DATA = (Service Name = <Service_Name>) (GLOBAL NAME =
<global_name>)))

<Connect_String>.world =
(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)(host = <hostname>)(Port
(CONNECT_DATA = (Service_Name = <Service_Name> >) (GLOBAL _NAME =
<global_name>)))

1521)))

< Connect_string> = (DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL =
tcp) (host = server_01)(Port = 1521))) (CONNECT DATA = (SERVICE NAME =
<Service_Name>))))

<Service_Name>.world = (DESCRIPTION = (ADDRESS_LIST
tep) (host = server_01)(Port = 1521))) (CONNECT_DATA
<Service_Name>))))

(ADDRESS = (PROTOCOL =
(SERVICE_NAVE =

Example:
EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = IPC)(Key
(CONNECT_DATA = (SID = extproc_agent)))

extproc_key)))

EXTPROC_CONNECTION_DATA.world =
(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = IPC)(Key = extproc_key)))
(CONNECT_DATA = (SID = extproc_agent)))

Database configuration for tnsnames entries (Container and Non-container):
prod_sidl =
(DESCRIPTION =

(ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)(host = server_01)(Port = 1521)))
(CONNECT_DATA = (Service _Name = sidl) (GLOBAL_NAME = prod_sidl.world)))
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prod_sidl.world =

(DESCRIPTION =
(ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)(host = server_01)(Port = 1521)))
(CONNECT_DATA = (Service_Name = prod_sidl) (GLOBAL NAME = prod_sidl.world)))

Pluggable Database configuration for tnsnames entries:

pdbl = (DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)(host =
server O1)(Port = 1521))) (CONNECT DATA = (SERVICE_NAVME = pdbl)))

pdol.world = (DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)(host =
server_01)(Port = 1521))) (CONNECT DATA = (SERVICE NAME = pdbl)))
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use only some of the applications, the
order is still valid, less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

1.

N o o DN

10.
11.
12.

13.
14.
15.
16.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM),
Oracle Retail Sales Audit (ReSA). Optional: Oracle Retail Fiscal Management (ORFM)

Note: ORFM is an optional application for RMS if you are
implementing Brazil localization.

Oracle Retail Service Layer (RSL)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)
Oracle Retail Invoice Matching (ReIM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the
RIBforRPM provider URL after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)

Oracle Retail Back Office (ORBO) or Back Office with Labels and Tags (ORLAT)
Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)
Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (CM)

Oracle Retail Replenishment Optimization (RO)
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17. Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
18. Oracle Retail Regular Price Optimization (RPO)

19. Oracle Retail Merchandise Financial Planning (MFP)

20. Oracle Retail Size Profile Optimization (SPO)

21. Oracle Retail Assortment Planning (AP)

22. Oracle Retail Item Planning (IP)

23. Oracle Retail Item Planning Configured for COE (IP COE)
24. Oracle Retail Advanced Inventory Planning (AIP)

25. Oracle Retail Integration Bus (RIB)

26. Oracle Retail Point-of-Service (ORPOS)

27. Oracle Retail Markdown Optimization (MDO)

28. Oracle Retail Clearance Optimization Engine (COE)

29. Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

30. Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)

31. Oracle Retail Promotion Intelligence and Promotion Planning and Optimization
(PI-PPO)

32. Oracle Retail Analytics

33. Oracle Retail Workspace (ORW)
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