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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.
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Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
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permit alteration of any VAR Applications. For purposes of this section, "alteration” refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Invoice Matching, Installation Guide, Release 15.0

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.

Xi
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Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience
This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers

* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Invoice Matching
Release 15.0 documentation set:

= Oracle Retail Invoice Matching Release Notes

= Oracle Retail Invoice Matching User Guide

= Oracle Retail Invoice Matching Online Help

= Oracle Retail Invoice Matching Operations Guide

= Oracle Retail Invoice Matching Data Model

= Oracle Retail Merchandising Implementation Guide
= Oracle Retail Merchandising Batch Schedule

= Oracle Retail Merchandising Security Guide

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

= Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 15.0) or a later patch release (for example, 15.0.1). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xiii
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xiv
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Preinstallation Tasks

This chapter explains the tasks required prior to installation.

Note: Oracle Retail assumes that the retailer has applied all
required fixes for supported compatible technologies.

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Invoice Matching

include:

Supported on:

Versions Supported:

Database Server OS

OS certified with Oracle Database 12cR1 Enterprise Edition.
Options are:

= Oracle Linux 6 and 7 for x86-64 (Actual hardware or Oracle
virtual machine).

= Red Hat Enterprise Linux 6 and 7 for x86-64 (Actual
hardware or Oracle virtual machine).

=  AIX 7.1 (Actual hardware or LPARs)
=  Solaris 11 SPARC (Actual hardware or logical domains)
=  HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)

Database Server 12cR1

Oracle Database Enterprise Edition 12cR1 (12.1.0.2) with the
following specifications:

Components:

=  Oracle Partitioning
= Examples CD
Oneoffs:

= 20846438: ORA-600 [KKPAPXFORMFKK2KEY_1] WITH
LIST PARTITION

= 19623450: MISSING JAVA CLASSES AFTER UPGRADE
TOJDK 7

= 20406840: PROC 12.1.0.2 THROWS ORA-600 [17998]
WHEN PRECOMPILING BY 'OTHER' USER

= 20925154: ORA-39126: WORKER UNEXPECTED FATAL
ERROR IN KUPW$WORKER GATHER_PARSE_ITEMS
JAVA

RAC only:

= 21260431: APPSST 12C : GETTING ORA-4031 AFTER 12C
UPGRADE

= 21373473: INSTANCE TERMINATED AS LMDO0 AND
LMD2 HUNG FOR MORE THAN 70 SECS

Other components:

= Perlinterpreter 5.0 or later
=  X-Windows interface

= JDK1.7

Installation Guide 1
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Check Supported Application Server Requirements

Note: By default, JDK is at 1.6. After installing the 12.1.0.2
binary, apply patch 19623450. Follow the instructions on
Oracle Database Java Developer’s Guide 12c Release 1 to
upgrade JDK to 1.7. The Guide is available at:
http://docs.oracle.com/database/121/JJDEV/chone.htm#JJD

EV01000.

Follow-through to complete the post-patch operation.

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail
Invoice Matching application include the following:

Supported on: Versions Supported:
Application Server OS OS certified with Oracle Fusion Middleware 12¢ 12.1.3. Options
are:

Oracle Linux 6 and 7 for x86-64 (Actual hardware or Oracle
virtual machine)

Red Hat Enterprise Linux 6 and 7 for x86-64 (Actual
hardware or Oracle virtual machine)

AIX 7.1 (Actual hardware or LPARs)
Solaris 11.2 SPARC (Actual hardware or logical domains)
HP-UX 11.31 Integrity (Actual hardware, HPVM, or vPars)

Installation Guide 3
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Verify Single Sign-On

Application Server

Oracle Fusion Middleware 12¢ 12.1.3
Components:

= Oracle Fusion Middleware Infrastructure 12¢ (12.1.3) (WLS
and ADF included)

=  ADF Patches:

= 17575028-EXISTS VIEW CRITERIA FAIL IN 12.1.2.0.0
WHEN VO SOURCE IS SQL QUERY

= 19771991-CLASSCASTEXCEPTION WHEN FILTERING
AF:-TABLE COLUMN OF TYPE DATE / ARRAYLIST
DURIN

= 20608945-MERGE REQUEST ON TOP OF 12.1.3.0.0 FOR
BUGS 20182987 18978726

=  Oracle Enterprise Manager 12.1.3
= Oracle Identity Management 11g Release 1 (11.1.1.9)

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP
directories, refer to Oracle WebLogic documentation set.

Java:

= JDK 1.7+ 64 bit

Optional (required for Operational Insights)

=  Oracle BIEE 11.1.1.9

Optional (required for SSO)

*  Oracle BI EE 11.1.1.9 (for Operational Insights)

= Oracle WebTier 11g (11.1.1.9)
Oracle Access Manager 11g Release 2 (11.1.2.3)
Note: A separate WebLogic 10.3.6 installation is required for
Oracle Access Manager 11g(11.1.2.3)

*  Oracle Access Manager Agent (WebGate) 11g Release 2
(11.1.2.3)

= Oracle Directory Services Manager (ODSM) 11.1.1.9

Verify Single Sign-On

If ReIM will not be deployed in a Single Sign-On environment, skip this section.

If Single Sign-On is to be used, verify the Oracle Identity Management 11gR1 version
11.1.1.9 has been installed along with the components listed in the above Application
Server requirements section. Verify if the Access Manager Agent is registered with the
Oracle Access Manager 11gR2 11.1.2.3 as a partner application..

4 Oracle Retail Invoice Matching
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Check Supported Client PC and Web Browser Requirements

Check Supported Client PC and Web Browser Requirements

Requirement Version
Operating system Windows 7,8
Display resolution 1024x768 or higher
Processor 2.6GHz or higher
Memory 1GByte or higher
Networking intranet with at least 10Mbps data rate
Oracle (Sun) Java Runtime Environment Java 1.7+
Browser Microsoft Internet Explorer 11
Mozilla Firefox Extended Support Release 38.0

Supported Oracle Retail Products

Requirement Version

Oracle Retail Merchandising System (RMS)/Oracle Retail Trade 15.0
Management (RTM)/Oracle Retail Sales Audit (ReSA)

Oracle Retail Store Inventory Management (SIM) (by way of RMS) | 15.0

Oracle Retail Insights 15.0

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail.

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.
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Supported Oracle Applications

Supported Oracle Applications

Requirement

Version

Oracle E-Business Suite
(Accounts Payable)

Oracle E-Business Suite 12.2.4 integration is supported using the
Retail Financial Integration 15.0 for Oracle Retail Merchandising
Suite and Oracle E-Business Suite Financials. See the RFI
installation and upgrade Guide for specific version information.

Oracle PeopleSoft Financials

Oracle PeopleSoft Financials 9.2, integration is supported using
the Oracle Retail Financial Integration for Oracle Retail
Merchandising Suite and Oracle PeopleSoft Financials.

See the Oracle Retail Financial Integration for Oracle Retail
Merchandise Operations Management and Oracle E-Business Suite or
PeopleSoft Financials for specific version information.
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RAC and Clustering

Oracle Retail Invoice Matching has been validated to run in two configurations on Linux:
Standalone WebLogic and Database installations
Real Application Cluster Database and WebLogic Server Clustering
The Oracle Retail products have been validated against a 12.1.0.2 RAC database. When
using a RAC database, all JDBC connections should be configured to use THIN
connections rather than OCI connections. It is suggested that if you do use OCI
connections, the Oracle Retail products database be configured in the tnsnames.ora file
used by the WebLogic Server installations.
Clustering for WebLogic Server 12.1.3 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 12.1.0.2 Oracle
Internet Directory database with the WebLogic 12.1.3 cluster. It is suggested that a Web

Tier 11.1.1.9 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

*  Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

=  Oracle Real Application Clusters Administration and Deployment Guide
12¢ Release 1 (12.1) E48838-10
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Database Installation Tasks

The ReIM database objects are bundled with the RMS database schema installer. To
install the ReIM database objects follow the Oracle Retail Merchandising System Installation
Guide to run the database schema installer, and select the ReIM option on the product
selection page.

Installation Guide 9
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic 12.1.3 using Fusion Middleware
Infrastructure with ADF.

These are the other prerequisites before installing Oracle Retail Invoice Matching
application:

= Install WebLogic domain with ADF and EM (Enterprise Manager). Managed server
used to install Allocation must be set up with ADF libraries extended.

= Setup MDS schema Datasource in Enterprise Manager (EM).
= Configuration of OID Authenticator in WebLogic domain
* Load LDIF files in LDAP to create Users and Roles

It is assumed Oracle database has already been configured and loaded with the
appropriate RMS and Oracle Retail Invoice Matching schemas for your installation.

MDS schema, OPSS schema and other required schemas for ADF must be created using
RCU utility. Steps to create the schemas are explained in this document.

Installing a separate domain as part of ADF configuration is recommended.

The Oracle Retail Invoice Matching application is deployed to a managed server
(example: reim-server) which is created inside the new domain (example: REIMDomain).
This managed server must contain all the ADF libraries.

Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation
Create a directory to install the WebLogic (this will be the MW_HOME):
Example: mkdir -p /u00/webadmin/products/wls_retail
1. Setthe MW_HOME, JAVA_HOME, and DOMAIN_HOME environment variables:
* ORACLE_HOME should point to your WebLogic installation.

= JAVA_HOME should point to the Java JDK 1.7+. This is typically the same JDK
which is being used by the WebLogic domain where application is getting
installed.

=  DOMAIN_HOME should point to the full path of the domain into which
application will be installed.

Example:

$ export MW_HOME=/u00/webadmin/products/wls_retail

$ export DOMAIN_HOME=/u00/webadmin/config/domains/wls_retail/APPNAMEDomain

$ export JAVA_HOME=/u00/webadmin/products/jdk java

(This should point to the Java which is installed on your server)
$ export PATH=$JAVA HOME/bin:$PATH

Going forward we will use the above references for further installations.

2. Set the system environment variable MW_HOME to the new directory then cd to
location where the jar is downloaded and run the installer using the following
command:

./ java -jar ./fmw_12.1.3.0.0_infrastructure.jar

Installation Guide 11



Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation

3. Welcome screen appears. Click Next.

& Oracle Fusion Middieware 12¢ Infrastructure Installation - Step 1 of 76

ORACLE 4

Welcome bt

FUSION MIDDLEWARE
% Welcome i
"' Instiallition Loextion Welcome to the Orscle Fusion Middleware 12¢ {12.1.3.0.0) Infrastructure Installer.
\:, Instalistion Type Use this installer 1o create a new Oracle home that contains the Oracle Fusion Middlewars
| Infrastructure software. You can then install additional Fusion Middleware products that require the
v Prerequisite Checks Infrastructure into the Oracle home, or you can use the Infrastructure to configure a WebLogic
i Server domain for the deploym ent of Java and Oracle ADF applications.
w Instaliation Summary

. For mare informaticn, see [nstall, Parch, and Upqrade in the Oracle Fusion Middisware

docum entation library

Context-sensitive online help is avallable from the Help button

Copyright © 1996, 2014, Oracle and/or its affifiates. Al rights reserved

Next > | Cancel

4. Enter the following and click Next.
Oracle home =<Path to the middleware home>
Example:
/u00/webadmin/products/wls_retail

O Oracle Fus

iddleware 12c Infrastructure Installation - Step 2 of T@mspZE206

Installation Location OoRACLE i j‘
FUSION MIDDLEWARE

i § s " Dracle Home
w Installation Location
fudd fwebsdmin/product s fwis_retaif

T Feature Sets Installed At Sefected Oracle Home: | Yiew
 Prerequisite Checks

i Insigliation Summary

Gracle Home may only contain uphanumeric, underscore (3, typhen (=) or dot(} charscters and i must
Begin with an Alphanumeric character.

Help < fack Hext > Cancel

5. Select install type ‘Fusion Middleware Infrastructure’. Click Next.
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Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation

Installation Type o ERANCLEE o
FUSION MIDDLEWARE
Welcome i
T | Eusion Middieware Infrastructure
y Intallstion Location

Installation Type

Fusion Middleware Infrastructure With Examples

& Prerequisite Checks
T
i
¥ Security Updates = Oracle Fusion Middleware 12¢ Infrastructure 12.1.3.0.8 e
i =
 Instaiistion Summ ary = Core Server
{ Core Application Server 12.1.3.0.0
mstall ragres: 5
R Coherence Product Files 121.3.0.0
i
w Instslistion Complate Web 2.0 HTTF Pub=Sub Server 12.1.3.0.0

Weblogic SCA12.130.0

WebLogic Clent Jars 12.1.3.0.0

Oracle WebLogic Communication Services 12.1.3.0.0
= Administraive Tools

Administration Congole Additionsl Language Help Files 121300

CIEWLS Config 121300

Enterprise manager 12.1.3.0.0
S Daabase Suppon

Thirdparty JDBC Drivers 1213
= Open Source Components

Third Party Jackson 12.1.3.0.0 =

Third Party jersey 1 18.0.0.0

Third Party Maven Apache 3.0.5.0.0

= |JRF and Enterprise Manager =

Help < Back Next > | Cancel

This screen will verify that the system meets the minimum necessary requirements.

FUSION MIDDLEWARE

@  Checking operating system cemification

Checking Java version used to launch the installer

Step | View Successful Tasks ViewlLog

Help Cancal

6. Click Next.
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Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation

O Oracle Fusion Middieware 12¢ Infrastructure Installation - Step 4 of BEmMspZEZ06

Preraquisite Checks _ORACLE ‘
FUSION MIDDLEWARE ‘ ’

Welcom
T [

Installation Location 100%

nsaiiation Type

= Checking operating system cenification
Prevequisite Checks

44

Checking Java version used to launch the installer
Security Updates

nstaliation Summary

{—f—€fH1—4%

! View Successful Tasks Viewlog

@ o’ Checking operating system centification
[ER® Checking Java wersion used 1o launch the installer

<gack | Nex> Cancel

If you already have an Oracle Support account, use this screen to indicate how you
would like to receive security updates.

If you do not have one or if you want to skip this step, clear the check box and verify
your selection in the follow-up dialog box.

9. C(Click Next.

© Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 5 of 8@msp28206

Security Updates ORACLE

FUSION MIDDLEWARE
Welcome

Instalation Location
Installation Type
Prerequisite Checks Provide your email address 1o be informed of security issues, install the product

and initiate configuration manager. Visw 1l
p———— g ager. Visw details,

Email
Installation Summary =

e e

Easier for you if you use your My Oracle Support email
address/username

| 1 wizh te receive security updstes via My Oracle Suppan

My Qracle Support Password:

Help

= fack Hexr > | Cancel
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Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation

Security Updates ORACLE

FUSION MIDDLEWARE

Security Updates

instailation Summany Emalt

Welcome
}r .
¥ Instailation Location
|
Installation Type
¢ Instaliation Type
i %
¥ Prerequisite Checks Provide your email address to be informed of security issues, install the product
T and initiate configuration manager. Vigw details
¥

Easier for you if you use your My Oracle Support smail
addressjusername

1wish to receive security updates via My Oracle Support

Help <gack || Hew> Cancel

frastructure Installatio

Security Updates ORACLE

FUSION MIDDLEWARE

Welcome

Inztaliation Location

Instaliation Type

Prerequisite Checks Provide your email address to be informed of security issues, install the product
1

and initiate configuration manager. Yi i
Security Updates £l ger. Wiew details.

Email

€

Instailation Summary.
Easier for you if you use your My Oracle Support smail

Progress address usermame.

o You have not provided an mail adaress.
D0 you wish 1o remain uninformed of critical security

issues in your configuration?

Ho

Help Cancel
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Middleware Infrastructure and WebLogic Server 12¢ (12.1.3) Installation

| Installation Progress

W Prepare
G Copy

Cenerating Libraries

] — = Performing String Substitutions
< Installation Progress
I Linking

Setup

Saving the inventary

Post install scripts

View Messages

W

Help

! © Dracle Fusion Middleware 12¢ Infrastructure Installation - Step 7 of 8@msp2B206

ORACLE “
FUSION MIDDLEWARE

v View Successtul Tasks ViewLog

Hardware and Software
Engineered to Work Together

Cancel

10. Click Next.

2 Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 8@msp2B206

Installation Progress

Prepare
Copy

Cenerating Libraries
! . Parforming String Substitutions
o Installation Progress
I Linking
Setup

Saving the inventory

L4484 444¢

Post install scripts

View Messages

W

Help

_ORACLE ”
FUSION MIDDLEWARE

100% |

| Yiew Successful Tasks WiewLog

Hardware and Software
Engineered to Work Together

Hext> | | Finish

11. Click Finish.
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Install RCU Database Schemas

Q3 Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of $&m:

ORACLE

Installation Complete o e
FUSION MIDDLEWARE

» = Install Oracle Fusion Middleware 12¢ Infrastructure -
= Installation Location
Oracle Home Location; fuld/webadmin/products /whs_retail
Log File Location: imp/Orainstali2015-07-29_06-01-13AM/instali2015-07-29_06-01-13A
Mlog
= Femure Sets Installed Successfully
Administration Congole Additional Language Help Files 121 3.0.0
CIEWLS Config 12.1.3.0.8
Enterprise manager 1213.0.0
1 Third Party Jackson 1213,
' Instaliation Complete Third Party Jersey 1.18.0.0.0
Third Pamy Maven Apache 3.0.5.0.0
WLS for FMW 121 3.0.0
Core Application Server 121300
Coherence Product Files 12.1.3.0.0
Web 2.0 HTTP Pub-5ub Server 12.1.3.0.0
Weblogic SCA12.12.0.0
WebLogic Client Jars 12.1.3.0.0
Oracle Weblegic Communication Services 12.1.3.0.0

i

Toplink Developer 12.1.3.0.0 -
< e 1»

Next Steps:
See the onling heip for next steps after installation

Oracle Fusion Middlewars 12¢ Infrastructure instaliation completed successfully

Help Einish |

12. Continue with RCU installation.

Install RCU Database Schemas

The RCU database schemas are required for the installation of retail application and

configuration of domain.

Note: You need ‘SYS’ user privileges to install the RCU

database schemas.

The following steps are provided for the creation of the database schemas:

1. Navigate to the directory into which RCU is installed. For example:

<MW_HOME>/oraclle_common/bin/
Run ““./rcu”

2. Click Next.

121 3/9.0 fir Girntiy Fiutitn MuBiosars

'8 EreMe B0 OrEp dAABALE 10T LLTRN b8 FEquned Tor

Shig this Paga Mg an Timy

[res fart = et
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Install RCU Database Schemas

3. Select Create Repository and System Load and Product Load. Click Next.

BlCreate Repository - Step 1 of T

Repository Creation Utility ORACLE I !i‘
FUSION MIDDLEWARE

Welcome
s Create Reposaory

U i can vt

S
G i.\fsfew !fa.n.am? P.r.de:l Load
Pruf.a.ne Seripts for ﬁ\:‘sil.em J.o-a?.
Efrr.ofm Pr.ouuct.L.oaa. :

Drop Repository

Messages

Help < pack nNext> | Cancel

4. Enter database connection details:
= Database Type: Oracle Database
= Host Name: dbhostname.us.oracle.com
=  Port: 1521
= Service Name: dbservicename
= Username: sys
= Password: <syspassword>
= Role: SYSDBA

Blvatabase Connection Details - Step 2 of T@mspzaz06

T ——— _ORacLE m

[ Ratabase Type: | Oracle Dutabase -
. Ereate Repositore
f
f
f

< Database Connection Details Host Name: dbhost.us.oracle.com

w Select Components

Part 1521

Service Name:  oolspEdfmw

UWsername: s¥s
Password! snsenens
Rale STSDBA -
Hessages:
Help <Back | Hext> Cancel
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Install RCU Database Schemas

5. Click Next. The Installer checks prerequisites.
6. When the prerequisite checks are complete, click OK. Click Next.

atabase Connection Details - Step 2 of THmsp2a206 [=Iol=]|

Repository Creation Utility % m

Database Type: | grace Darabase '

Jgi, Create Repositor

I

y Database Connection Details HostMame:  dbhostus.oraciecom

v Selecy Components A t,
Port: 1521

- Repository Creation Utility - Checking Prerequisites@msp28206

Checking Global Prerequisites

« Initializing reposnory configuration metadata 0000 S0E(ms)
« Obtain properties of the specified database 00,00 101(ms)
«" Check requirement for specified database 000502 0(sec)

Cperation completed. Click OK 10 continue 1o next page

Messages:

Help < Back MNext > | Cancel

7. Click the Create a new prefix option, the prefix name for your schemas should be
unique to your application environment.

Example: ReIM, ALLOC, ReSA, etc
8. Select the components to create:

=  Meta Data ServicesOracle Platform Security Services

Note: Once OPSS schema is selected, the following
dependent schemas will get selected automatically.

= Audit Services
= Audit Services Append

= Audit Services Viewer

Note: STB schema will be already selected as part of the
Common Infrastructure component.
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Install RCU Database Schemas

Select Components

ORACLE’

FUSION MIDDLEWARE

-

. Speciy aunique prefix for all schemas created in this session, 20 you can easily locate, reference, and
manage the schemas later,
T Select sxisting prefix
4 Daabaze Connection Details
it e ¥ Create new prefix APPNAME
" pone
1 pha numer annol start with 3 number, No special character
-L Schema Pagswords - L
I | Component Schema Crwner
=0 0racle AS Reposiory Companants
=SB A5 Common Schemas
EMetadaa Servces APPMAME_MDS
& Audit Services APPHRAME LA
B Audin Senvices Append APPNAME_LAL_APFEND
[ Audit Services Viewer APPNAME_LAL_VIEWER
' Oracie Platform Security Sendces | APPNAME.OPSS
OUser Messaging Servce UMs
O Weblogic Services WS
B 5
[ |
[ |
[ |
]
Hessages:
Help <pack | Next> | Cancel

ORACLE

FUSION MIDDLEWARE

Select Components

. Specify aunigue prefix for all schemas created in this session, 50 you can easily locate, reference, and
manage the schemas fater.

Select existing prefix:

|
Datapase Connection Details
i o Create newprefix APFHAME
w0 Select Components
f ository Creat
i
Checking Componem Prerequisites
o Metadata Serdtes [00:00. 100(ms)
o Audit Senvices 00:00.100(ms) os
o ludit Services Append 00:00, 101(ms) b
W Audit Senvices Viewsr 00:00. 100(ms) h)_APPEND
« Oracle Platform Security Services 00:00. 100(ms) £LI_VIEWER.
% Weblogic Senvices 00:00, 101({ms) 755
& Common Infrastructure Sendces 00:00.101(ms)
s
Operation completed. Click OK 1o continue 10 next page.
QK.
Messages
Help <pack || Next> | Cancel

9. Select “Use same passwords for all schemas’.
10. Enter your password.

Note: This password is needed at the time of ADF domain
creation.
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Install RCU Database Schemas

Passwords

Repository Creation Utility _ORACLE
FUSION MIDDLEWARE
| Define passwords for main and auxiliary schema users,
&' Use same passwords for all schemas
Password -
+ Selsct Components ir
\‘. Schema Pass words Confirm Password: e
v Minlasioices Use main schema passwords for auxiliary schemas
Specify different passwords for all schemas
Messages:
Help < Back Next > Cancel

ORACLE

Repository Creation Utility e MEELSNARE

+ Default and temporary tablespaces for the selected components appear in the table below.
To create newtablespaces or modify existing tablespaces,use the 'Manage Tablespaces Button®

Manage Tablespaces

Cormponerit Sehema Owner Default Tablespace Temp Tablaspace
\ schemaP: . Metadata Services APPNAME_MDS *APPNAME MDS *APPNAME_LAS TEMP
b Audit Servces APPNAME 1AL "APPNAME LAS 1AL "APPNAME_ LSS _TEMP
W Map Tablespaces Audit Senices Append | APPNAME_LAL_APP.., *APPNAME L&5_LaLl *APPNAME_LAS_TEMP
G Audlit Serices Viewer | APPMAMEIAUVIE . "APPNAME LSS 1AL *APPNAME |45 TEMP
Oracle Platform Secu... | APPNAME_OPSS *APPMAME_L&S_OP35 *APPNAME_LAG_TEMP
Common Infrastructu... APPNAMESTE TAPPNAME STE "APPNAME_LAS TEMP

= Default 1ablespaces (specified in the configuration files) are 1o be created upon confirmation,

Messages:

Help <Back | Next> Cancel

11. Click Next. A Repository Creation notification will appear. Click OK.
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Map Tablespaces - Step 5 of 7

Repository Creation Utility B v 3 @‘

« Default and temporary tablespaces for the selected components appear in the table below.
To create newtablespaces or modify existing tablespaces,use the "Manage Tablespaces Button®

Manage Tablespaces

3 | Component | Sehiama Owner Defaull Tablespace Temp Tablespare
| 5 p |Metadara Servces APPNAME MDS *APPMAME_MDS *APPMNAME_LAG_TEMP
| Audit Services APPHAME 1AL 'N’I‘NNAE 145 JN.I "APPNAME_LAS TEMP
T Map Tablespaces Aud| i S TEMP
A TEMP
et |orac TemP
| Com Ary tablespaces that do not already exist in the selected schemas TEMP

?

will be created.

Click OK to create tablespaces
Click Cancel 1o retum to the wizard,

=13 F Cancel

= Defaul tablespaces (specified in the configuration files) are 10 be created upon confirmation.

Messages:

Help <Back [ Hen> | Cancel

12. Tablespaces are created, and the progress will be displayed in a pop-up notification.
When the operation is completed, click OK.

Repository Creation Utility m?ﬂfﬁ:"&ms i | i‘

+ Default and temporary tablespaces for the selected components 3ppear in the 1able below:
To create newtablespaces or modify existing tablespaces use the "Manage Tablespaces Button’

Manage Tablespaces
; < ] [Schema Owner | Default Tablespace | Temp Tablespace
| 5 P Metadata Senices APPMNAME_MDS *APPRAME MDS *APPNAME_IAS_TEMP
.NJ(!I( Semces APPMAME_LAU “APPMAME_LAS_ 1AL 'N’PMN‘I&MS TEMP
w Map Tablespaces s = PRI R TR R TT z
e u-nilurr(r;d[ml tility - Creating Tabl
Eumm ary

T Validuting and Creating Tablespaces NML:#S_¥EME

o Check qui for selacted 100,00, 100(ms) NAMEL'S, TEM

«# Create In the rep y ol 00:03.558(sec)

Operation completed. Click OK 10 continue 1o next page.

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

Messages:

Help <pack | Hexi> Cancel

13. Click Create. The schema is created.
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Install RCU Database Schemas

& X
Repository Creation Utility ORACLE @‘
FUSION MIDDLEWARE

" Darabase derails

T Welcome
Create Repository Host Name; abhost.us.oracle.com
)T\ Por: 1521
T Database Connection Detalls | service Name,  QOLSPE4FMW
- - Connected s sys
T Operation: System and Dats Load concurrently
T hema P Prefix for (prefixable) Schema Crners-APPHAME
T Map Tabl
ET— Component Schema Craner Tablespace Type  Tablespace Name |
f Metadata Services APFRAME_MDS Deefault AFPNAME_MDS
Temp APPNAME_IAS_TEMP
Additional Hone
Audit Services APPHAME_IAL Default APPNAME_IAS_LaL
Temp AFPMAME_IAS_TEMP
Additional Hone
Audit Services Append APPMAME_IAU_APPEND  Default APPNAME_LAS_lAL
Temp APPNAME_IAS_TEMP
Additional Mone
Audit Services Viewer APPNAME_IAU_VIEWER  Default APPNAME_IAS 1AL
Temp AFPNAME_LaS_TEMP
Additional HNone
Oracle Platform Security Services  APPNAME_OPSS Default APPNAME_IAS_OPSS
Temp AFPNAME_IAS_TEMP
Additional Hone
Common Infrastructure Services APFRAME_STE Deefault AFPNAME_STE
Temp APPNAME_IAS_TEMP
Additional Hone
Help < Back t Create Cancel

ORACLE’
FUSION MIDDLEWARE

Repository Creation Utility

Weicome " Darabase derails:

reste Ry ity Host Name: dbhost.us oracle.com
Part.

Service Name:  QOLSPSAFMW
Connected As:  sys

S o e T

tap Tahlespaces  Repository System Load in progress,
F—— | % Execute pre create operations 00:00.302{ms) _ Tablespace Name
:;3 Metadana Services 00:05.722(seq) BFPNAME_MODS
Audit Senvices Append o RPPNAME_IAS_TEMP
Audit Sendces Yiewer ] one
Common Infrastructure Services 0 hPPNAME_La5_laLl
Audit Senvces ] BPPNAME_LAS_TEMP
Oracle Platform Security Serdees ] Hone
Execute post create operations o fPPHAME 185 1AL
PFPNAME_IAS_TEMP
None
RPPHAME A5 AL
APPNAME_LAS_TEMP
i“,p None
T OTITE PISIIOTN SECUTTY SETGICET  RPPNAME_URSS  UErsmm  APPNAMEIAS_OPSS
Temp APPNAME_IAS_TEMP
Addiional Mone
Common Infrastructure Services  APPMAME_STE Default APPNAME_STE
Temp APPNAME_IAS_TEMP
Additional Mone

Help < pack Create Cancel

Upon successful creation of database schemas, a screen will appear with all the
schemas created .

14. Click Close.
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Create a New ADF Domain (with managed server and EM)

Bl Completion Summary - Step 7 of T@#msp28206

Repository Creation Utility ORACLE e ‘
FUSION MIDDLEWARE “

" Darsbase details

Host Name: dbhost.us oracle.com

Port 1521

Service Name: QOLSPE4FMW

Connected As Y5

Operation System and Data Load concurrenthy
RCU Logfile:

JECralchfuDDwebadming products fwls_retailforacle_common freuflog/logdir 2015-09-26_07-37frculog
Companent Log Directory:

JSCraNChfu00 webadming products ws_retallforacle_commaonroufiog/logair 2015-09-26_07-37
Execution Time: 1 minute 20 seconds

« Completion Summary Aewlog. reulog

Prefix for {prefixable) Schema Cwners: APPNAME

Compaonent Status Time Logfile{Click to view)
Metadata Services Success 00:13.287(sec) mds.log
Audit Services Success 00:12.571(s¢c) iaulog
Audit Services Append Success 00:09.237(sec) lau_append.log
Audit Services Viewer Success 00:09.242(sec) iau_viewer.log
Oracle Platform Security Services Success 00:18.561(sec) opss.log
Common Infrastructure Services Success 00:09 385(z¢c) stb.log
Help Close

Create a New ADF Domain (with managed server and EM)

To create a new domain and managed server with ADF libraries and EM, follow the
below steps:
1. Set the environment variables:

export JAVA HOME=<JDK_HOME>

(Example:/u00/webadmin/products/jdk_java) [JDK HOME is the location where
Jjdk has been installed)
export PATH=$JAVA HOME/bin:$PATH
export ORACLE_HOME=<MW_HOME>/oracle_common
(Example:/u00/webadmin/products/wls_retail/oracle_common)

cd $WW_HOME/oracle_common/common/bin
(MW_HOME is the location where Weblogic has been installed.)

2. Run the following command:
./config.sh

3. Select Create a new domain.

Domain location: Specify the path to the <DOMAIN_HOME>
Example:/u00/webadmin/config/domains/wls_retail/ APPNAMEDomain

4. Click Next.
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Create a New ADF Domain (with managed server and EM)

Y Fusion Middleware Configuration Wizard - Page | of B@msp28206

Configuration Type ORACLE i j‘
FUSION MIDDLEWARE

Create Domain

Templates

Administrator Account

Domain Made and K

Advanced Configuration

Configuration Summary

Configuration Summ a What do you want to da?

€ —¥ —€—€—E—¥

s Create a new domain

Update an existing domain

Damain Location: | fullfwebadmin/confia/dom ains fwis_retail /AFPNAMED omain Browse

Create 3 new domain

Help Next > Cancel
5. Select Create Domain Using Product Templates.
6. Check the following components:

Oracle Enterprise Manager

Note: When Oracle Enterprise Manager component is
selected, the following dependent components are selected
automatically:

Oracle JRF

Weblogic Coherence Cluster Extension

7. Click Next.

Bfuimn Middleware Configuration Wizard - Page 2 of 12@mspZE206

N _ORACLE m
FUSION MIDDLEWARE

,T\ Create Domain 1|
0 1 :
T Templates Create Domain Using Product Tempilates:
T Application Location Template Categories: |All Templates -
T Administrator Account Awullable Templates
rrrereee Basic WebLogic Server Domain - 12,1 3.0 [wiserver]
T w|/Oracle Enterprise Manager - 12.1.3.0 [em]
T Database Configuration Type Oracle User Mezsaging Service Basic - 12,1.3.0 [oracle_common]
T Component Datasources Oracle WM Policy Manager - 12.1.3.0 [oracle_common]
DBC Test Oracle RAS Session Service - 12.1.3.0 [oracle_common]
T Oracle JRF SOAP/JMS Web Services - 12.1.3.0 [oracle_common]
T Advanced Configuration | Oracle JRF - 12.1.3.0 [oracle_common]
v Configuration Summ ary «|Weblogic Coherence Cluster Extension =121 3.0 [wiserver]
T Weblogic Advanced Web Services for JAX-WS Extension - 12.1.3.0 [oracle_common]
| Weblogic Advanced Web Services for JAX-RPC Extension - 12.1.3.0 [oracle_common]
WebLogic JAX-WS SOAP/IMS Extension - 12.1.3.0 [oracle_common]
Create Bomain Using Custom Template:
Help < fack Next > Cancel
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Application location: Application directory location. Example:
/u00/webadmin/config/applications/wls_retail/ APPNAMEDomain

8. Click Next.

nrusmru Middleware Configuration Wizard - Page 3 of 12@msp28206

Application Location ORACLE { ‘
FUSION MIDOLEWARE h ’

Create Domain

.. Templates
Application Location

& —% ._‘(_j

Administrator Account
«w Domain Mode and DK
Database Configuration Type

 Component Datasources
w |DBC Test Domain name APPNAMEDOM AN

——

Advanced Configuration Domain lscation fseranch U0 fwebadmin fconfig /domains wis_retail

—

& Configuration Summa Application location: | tch/ul0fwebadmin/config/applications fuds_retail /A PPHAMEDom ain Browse
I g LA N IR

Help < Back Next > Cancel

9. Provide the WebLogic administrator credentials and click Next:
= Username: <weblogic administrator user>
= Password: <Password for weblogic administrator user>

Y Fusion Middleware Configuration Wizard - Page 4 o

Administrator Account ORACLE ‘
FUSION MIDDLEWARE h b

Create Domain
Templates

Application Location
Arministrator ACcount

o3

w Domain Mode and DK
w  Database Configuration Type
w Component Datasources

& IDBC Test Name weblogic
s Advanced Configuration Password sassssans

w Configuration Summary Confirm Password | sesssssss

Must be the same as the password. Password must contain at least 8 alphanumeric characters with at least
| @ne number or special character.

Help < Back Next > | Cancel

10. Select Domain Mode as Production and the JDK to use (as applicable).
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EYFusion Middleware Configuration Wizard - Page 5 of 128msp28206

Domain Mode and JDK

——F—€ —€—€—€ ——C—F —J

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JOK
Database Configuration Type
Component Datasources
[DBC Test

Agvanced Configuration
Configuration Summary

Help

ORACLE

FUSION MIDDLEWARE

Domain Mode

Development
Utilize boot properties for username and password, and poll for applications to deploy.
+ Production
Require the entry of a usermame and password, and do not poll for applications 1o deploy
JoK
3 Qracle HotSpot 1.7.0_75 fzcratch/ul0webadmin fproducts fjdk_java

Other JOK Location

<fack || Neat> | Cancel

11.

Select RCU Data.
=  Vendor: Oracle

=  DBMS/Service: dbservicename

=  Host Name: dbhostname.us.oracle.com
=  Port: 1521
= Schema Owner: APPNAME_STB (Example: ALLOC_STB, ReSA_STB, etc)

= Password: <Password>. This password which was used for RCU schema

creation.

) Fusion Middleware Configuration Wizard - Page 6 of 12@

Database Configuration Type

ORACLE

1
I
1
I
T

Create Domain

Templates

Application Location
Administrator Account
Diomain Mode and |DE
Database Configuration Type

Help

1 Specify AuvtoConfiguration Options Using:

FUSION MIDDLEWARE

+) RCU Data Manual Configuration

Enter the database connection details using the Repository Creation Utility service table (STE) schema
credentials. The Wizard uses this connection to amomatically configurs the datasources required for
components in this domain,

Vendor: |Dracle | Driver; | *Oracle’s Driver (Thin} for Service connections; Versi..«=
DEMS/Service: | oolspEdfmw Host Name: | dbhost.us.oracle com Port: | 1521
Schema Cwner: | APPMAME_STE Schema Password: ssssss
et RCU Configuration
Connection Result Log
Click"Cet RCU Configuration® button 1o 1est the connection and activate the "Next™ buttan,
< park Cancel

12. Click the Get RCU Configuration button.
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) Fusion Middleware Configuration Wizard - Page & of

Database Configuration Type ORACLE i 5‘
FUSION MIDDLEWARE

Create Domain

Templates

Specify AutoConfiguration Options Using:

.

« RCU Data Manual Configuration

T Application Lecation

Administrator Accaunt Enter the database conmection details using the Repository Creation Utility service table (STB) schema
T credentials. The Wizard uses this connection to automatically configure the datasources required for
T Domain Mode and |DK in thiz domain,
% Database Configuration Type
+ Component Datasources Vendor: |Oracle | Driver "Oracle"s Driver (Thin) for Service connections; Versi. =
T DBE Test DBMS/Service: | oolspdfmw Host Mame: | dbhost.us.oracle.com Port: | 1521
A Advanced Canfiguration Sehema Owner: | APPNAME_STE Schema Password: | sseses

Configuration Summary
T

Ge1 RCU Configuration

ation Pro

Connection Result Log

Connecting to the database server, OK
Retrieving schema dunafrom database server, OK
Binding local schema components with retrieved data 0K

Successfully Done

Click™Next™ button 1o continue

Help <Back | Hext> Cancel

13. Click Next.

ion Middleware ©

JDBC Component Schema ORACLE
FUSION MIDDLEWARE

Create Domain

Templates

Application Location
Adminigtrator Account
Cromxin Made and DK
Databace Configuration Type
Comgsonent Datasous ces
DEC Test

Advanced Configuration
Configuration Summary

Eding 10 the dara abowe will affect all checked rows in the table below.

Host Mame
| dohost us.oracle | E
PSS Audit Schema | OOLSPSAFMW | dbhost.us,oracle 1521 | APPNAME_IAL
P55 Audit Viewer Schi| OOLSPEAFMW | dbhostus.oracie 1521 | APFNAME_IAL| seanne
ré;ﬁ;’schwa | OOLSPEAFMW dbhost us oracle 1521

Schema Password |

—&— X9

OF| sessen |

Help < fack Hex > Cancel

14. Click Next and it will test to make sure it can connect to your datasources.
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nfu\inn Middleware Configuration Wizard - Page 8 of 12@8msp28206

=y

{—€—F

15

3]

—3

— i —€ —C—C —€—3

ORACLE

IDBC Component Schema Test e
FUSION MIDDLEWARE

_ Create Domain Status Component Schema JDBC Connection URL

: LocaliveThl 5 n:maf japcoraciethin®/ fabhost.us oracle com 1521 /O0LIPEAF MW

Templates
ﬂEEIICNIOn Location
Administrator Account
Domain Mode and |DK
Database CDMIQUTQ\\OH ype
Component Datasources
JOBC Test

Advanced Configuration
Configuration Summary

=
v
o
o
o

$44¢4¢

Test Selecied Conneclions

Fess Connection Result Log

Componem Schema=LocalivcThl Schema

Driver=aracle jdbe OracleDriver [_
URL=jdbc:oracle thin:@/ fdbhost us oracle com:1521 fOOLSPE4F MW

User=aPPNAME_STE

Password="rre

SOL Test=SELECT 1 FROM DUAL

CFCFWK-64213: Test Successfull
CFOFWK-64213: JDEC connection Test was successiul,

Help < Back HNext > Cancel

. Select advanced configuration for:
=  Administration Server
* Node manager
* Managed Servers, Clusters and Coherence

Fusion Middleware Configuration Wizard - Page 9 of 18@8msp28206

ORACLE

Advanced Configuration e e e Y
FUSION MIDDLEWARE

Create Domain -

o

¥ Administration Server
_ Templates

Application Location
Administrator Account

Domain Mode and |DE

Database Configuration Type

Modify Sentings

¥ | Node Manager
Configure Mode Manager

Component Datasources
[DEC Test

Advanced Configuration
Administration Server
MNode Manager

Managed Servers
Clusters

Coherence Clusters

Machines

- €~ — € ——F — — — — — — —]

Configuration Summai

Help

v Servers, Clusters and Coherence
Add or Delete or Modify Settings

Domain Frontend Host Capture
Configure Domain Frontend Host

Deployments and Services
Target to Servers or Clusters

< Back Next > Cancel

16. Configure the Administration Server:
= Server Name: <APP name>_AdminServer

* Listen address: Appserver Hostname or IPAddress of the Appserver Host.

= Listen port: <Port for Admin Server> Note: The port used here must be a free

port.

= Server Groups: Unspecified
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nhmr_nn Middleware Configuration Wizard - Page 10 of 18@&msp28206

Administration Server .‘__..DI—‘.’.&..CML_E_. # ‘
FUSION MIDDLEWARE h b

s, Create Domain

r
ar
[
T
I
I
[
1
s

Templates

Application Location

Administrator Account

Dom ain Mode and [DK

Darabase Configuration Type | ServerName | APPName_AdminServer

Component Datasources Listen Address  apphost.us.oracle.com -
DBC Test Listen Port 7051

Advanced Configuration

Administration Server

Enable S5

S5k Listen Pont
Hode Manager

Managed Servers Server Croups  Unspecified =

—¢

—g

Clusters

£

€

Machines

—£—€

Configuration Summary

Part number must be berween 1 and 65535, and different from S50 listen port and coherence port

Help « Back Mext > Cancel

17. Configure Node Manager:
* Node manager type: Per domain default location
= Username: <weblogic administrator user>

= Password: <Password for weblogic administrator user>

nﬁl;iun Middleware Configuration Wizard - Page 11 of 18&msp28206

MNode Manager % o‘
FUSION MIDDLEWARE

, Create Domain

_y

Templates

Application Location

Administrator Account

Domain Mode and |DE Node Manager Type

Database Configuration Type = Per Domain Default Location
Component Datasources Per Domain Qustom Location
1DBC Test Node Manager Home:
Advanced Configuration Manual Node Manager Setup

Administration Server
Node Manager Credentials

Lt —e—t—)

ot Mager Username: weblogic
Managed Servers

T Password:

w Clusters

Confirm Password: RLL LTI
w Coherence Clusters

W Machines

w Configuration Summa

| Must be the same as the password. Password must contain at least 8 alphanumeric characters with at least
one number or special character,

Help = fack Next > | Cancel

18. Configure Managed Servers with the ADF template.
19. Click the Add button.
= Server Name: <appname-server>
= Listen address: Appserver Hostname or IPAddress of the Appserver Host

= Listen port: <Port for Managed Server> Note: The port used here must be a free
port.

= Server Groups: <JRF-MAN-SVR>
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@ Fusion Middleware Configuration Wizard - Page 11 of 17

T e e e e e e e e e T R &

Managed Servers

Create Domain
Templates

Application Location
Account

Domain Mode and DK
Database Configuration
Component Datasources
DBC Test

Advanced Configuration
Hode Manager

Managed Servers
Clusters

Coherence Clusters

Machines

Configuration Summary

Help

= =
ORACLE
FUSION MIDDLEWARE

o add By clone 3 perere ) Disgard Changes
Server Name Listen Address ListenPort | Enable S5L | SSLListen | Server Croups
oD rver | apphostus.oracie..v. 7053 | |RF-MAN-=5.. T
< Back Next > Cancel

20. Skip Configure Clusters and click Next.

£ Fusion Middle

Clusters

o — —— — — — —% —

Create Domain
Templates
Application Location

Administrator Account

[=]

om ain Mode and DK

=]

atabase Configuration

)

DBC Test

dvanced Configqurstion
Administration Server

{

=

:ghl
& -3
CE B
i
=R <R
fu £
(=3

= 2
S

ode Manage

3

]

onfiguration Summary

nfiguration Prog

Configuration

omponent Datasources

.

o ada

Cluster Mame

ORACLE
FUSION MIDDLEWARE
X ) Disgard Changes

Cluster Address Fromend Host Frontend HTTPPort | Fromtend HTTPS |

Help < Back Hexa >

Cancel

21. No change needed. Click Next.
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IE ) Fusion Middleware Configuration Wizard - Page 14 of 18@msp28206

Coherence Clusters _ORACLE [ ‘
FUSION MIDDLEWARE h ’

Create Domain
B Disgard Changes

5
H
H
i

Application Location Cluster Name Unicast Listen Part
Administrator Accoun defaultCoherenceCluster 0

=

omain Mode and JOK

=

atabase Configuration Type
s

n
= [o
[ E
= B
z [3
L
2
=
&
i
=
B
B
B

Advanced Configuration
Administration Server

ode Manager

i

s

i 3
o
E
B
Sl (-9
i
S
2
K
B3

g
:
4
g

w Machines

|
¥ Configuration Summary.

Help < Back Mext > Cancel

22. Configure Machines:apphost
23. Click the Add button.
* Name: apphostname_MACHINE
* Listen address: apphostname or IPAddress

= Listen port: <Port for node manager> Note: The port used here must be a free
port.

_‘] Fusion Middleware Configuration Wizard - Page 14 of 18

Machines _ORACLE' di
FUSION MIDDLEWARE

Create Domain

| Machinie | Unix Machine

=y

emplates
pplication Location 4 Add x Delete @ Disgard Changes

2

Administrator Account
— Name Enable Post Bind | Enable | PostBind Node Manager Listen Node

o

o ain Mods and |DE Past Bind olle] Post Bind uio Address Manager
cin wip Listen Port

=]

atabase Configuration Type

o)

DBC Test

Hl

Advanced Configuration
Node Manager

Managed Servers

Clusters

Coherence Clusters
Machines

ﬂf!lgﬁ Senvers 1o Machines

D
B
1
|
} omponent Datasources apphost i nobody nobody | apphost.us oracle, ¥ ssssi
1
T+
1
I
1
1
v
|
I Configuration Summary
ST

Help < Back Next > Cancel

24. Assign the configured Admin server and managed servers to the new machine.
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E]Flelon Middleware Configuration Wizard - Page 16 of 1

Assign Servers to Machines

Create Domain

Templates
Application Location
Administrator Account

=

omain Mode and DK
Database Configuration Type

omponent Datasources
DBC Test

i

Advanced Configuration
Administration Server
Mode Manager

Managed Servers

fa}
=3
3
&
s

Coherence Clusters

£
o
=
=
3
i3
(1

3

sign Servers to Machines

Configuration Summa

Configuration Progress

3}

m

nd Of Configuration

Help

nsp2B206

Servers

ORACLE
FUSION MIDDLEWARE
Machines
(& machine
= & 2pphost.us.oracle com
I;-‘ APPName-server
G APPName_AdminServer

Select one oF more servers inthe left pane and one machine in the right pane. Then use the right arrow

button (=) to assign the server or servers 1o the machine

< Back Next =

Cancel

25. Click Create.

Configuration Summary

ORACLE
FUSION MIDDLEWARE

,.l,\ Create Domain = View:  Deployment - Name Basic webLogic Server Domain
Description  Create a basic WebLogic Server dos
Templates =
T D RME = aF Author Oracle Carporation
Application Location 8 & server Location Fserateh/ulDjwebadmin/products,
T A . = (& APPName_AdminServer
T dministrator Accou S G Service T T —
T Domain Mode and JOK 2 & Shurdewn Class Description  Enterprise Manager
Datahase Conflguration Type [ omsshutdown Author Oracle Corporation
T & & Sartup Class Location  fscratch/ull /webadm in/products)
T Component Datasources [ Web Services Startup Class
IDBC Test [ Js starup Class Name emasTemplate
T (1) 1PS Startup Post-Activation Clag | Deseription  emas plugin Template
ap A VR iy [ wsM Starup Class Author Oracle Corporation
e T T D) JRE Startup Class Location fscratch/ull0 fwebadm infproductsy
T [} ooL-stanup
T Wode Manager 0} oMs-startup Name Oracle WebCenter Composer
ription  This tem pl: nifi racle W
7 s [) AWT Application Context Starty | D eocription This template configures Oracte Wep
B G DbC Author Oracle Corporation
Clusters 8= Location  fsermtch/ull fwebadm in/products)
T & (& JDBC Data Source
If e 0 LocalswcToiDaasource Name Oracle WeBCenter Skin
T Machines 0 opss-data-source Description  This template configures the Oracle
Assign Servers to Machines Q) opss-audn-viewds Aurhor: Orucle Corporzion
T [ opss-audn-DEDS - ‘E‘flf Efcm:h,‘uUOMbadmln.ﬂanu:tsr'
& Configuration Summary 1 B * A - =
Configuration Progress Select Create to accept the above oplions and 1an creating and configuring & new dom sin. Te change the
f above configuration before starting Domain Creation, go back to the relevant page by selecting s name in
End Of Configuration the left pane, or by using the Back button,
Help < gack Create Cancel
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[ Fusion Middleware Configuration Wizard - Page 18 of 198msp28206

Configuration Progress ORACLE ‘
FUSION MIDDLEWARE ‘ )

[ 36%

Preparing...

Extracting Domain Contents,

Creating Dom sin Security Information,

Starting OFSS Security Configuration Data Frocessing..

+ Configuration Progress

Help

26. Click Next.

ORACLE
FUSION MIDDLEWARE

| 100%

Preparing
Extracting Domain Contems...
Creating Domain Security Information...
Starting OPSS Security Configuration Dara Processing. .
The OFSS Security Configuration Data Processing Completed...
on Type Saving the Domain Information...
Storing Domain Inform ation.
- ! - String Substituting Domain Files...
|DBC Test Performing O Specific Tasks..
Performing Post Domain Creation Tasks.
Wfiguratior Starting QPSS Security Configuration Commit Task,
N The QPSS Security Configuration Completed..,
Administration Server Damain Created Successfullyl

1
w Configuration Progress
w End OF Configuration

Help Hext> | Cancel

27. When the process completes, click Finish.
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E)Fusion Middleware Configuration Wizard - Page 19 of 198msp28206 = E

Configuration Success ORACLE - ‘
FUSION MIDDLEWARE h )

o4 Oracle Weblogic Server Configuration Succeeded
New Domain APPNAMEDomain Creation Successful

Dromain Location
Firiil; infconfig/domains fuds retail /& PPHNAMEDomain

Admin Server URL
hupf Fapphostus oracle com: 7051 /console

w Configuration Success

Help Einizh

Start the Node Manager

1.

Start the nodemanager from <DOMAIN_HOME> /bin using the following:
./startNodeManager .sh

Start the AdminServer (admin console)

1.

Start the WebLogic Domain (Admin Server) from <DOMAIN_HOME> /bin using the
following:

-/startiWebLogic.sh

Provide weblogic username and password when prompted

Example:
/u00/webadmin/config/domains/wls_retail/RPMdomain/bin/startWebLogic.sh

Configure boot.properties for starting the Weblogic domain without prompting to
username and password using the following command:

Create security folder at <DOMAIN_HOME> /servers/<AdminServer>/ and create
boot.properties file under <DOMAIN_HOME> /servers/<AdminServer>/security

The file ‘boot.properties” should have the following:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is
given at the time of domain creation.

Save the boot.properties file and restart the WebLogic server.
Access the Weblogic Admin console
Example: http:/ /<HOST_NAME>:<ADMIN_PORT>/console

In the below screen, provide username=weblogic and password=<weblogic
password>

Installation Guide 35
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B O 0 B - MOT_RAMESADMIN PORE thatole

ORACLE WeblLogic Server Adminatation Conadle 12

Start the Managed Server

After NodeManager is started, the managed servers can be started via the admin console.
http:/ /<host>:<port>/console

Navigate to Environments -> Servers and click the Control tab. Select alloc-server and
click Start.

ORACLE WebLogie Sarver ssmras,

it Weblogic Sarvar femain. Cuntied Epsratont 5a Maasged Sarvers reguine tarting the Iiede Hansgr. Tlarting Hasaged Sarvers e Siandby mesde 1raures the dumais-ide sdmirtration port

Customize s Lable

Servers (Fibered - Hore Cokams Exit)

Server Machine. sate Status of Last Action

Managed Server should be up and running before configuring further steps

Configuration of OID Provider in WebLogic Domain

Note: In this section, the base DN
“dn=us,dn=oracle,dn=com” is used as an example. Modify
this value as per the organisation’s ldap settings.

Perform the following procedure to create providers in the domains created in the
previous steps.

1. Log in to the Administration Console.
http:/ / <host>:<port>/console/
In the Domain Structure frame, click Security Realms.
In the Realms table, click myrealm. The Settings for myrealm page is displayed.
Click the Providers tab.

36 Oracle Retail Invoice Matching



Configuration of OID Provider in WebLogic Domain

ORACLE weblLogic Server admnisimtion Console 12¢
) perre tog 0wt Prefeiesers (5] v

hange Leater
ok b A it hamm ey o Sarvers tumenary of Machioes =4975hott.cn raci.com armmary of Sarvars » ey of Sacurty Aaskn = yrasks - Providers
ek the Lack & FAE lattos to modéy, bd ot Settings for myealm

delete iores in thie donsis.

Cenfiguration | Uers ind Gutmps.  Role arsd Policies | Crodential Magsesgn | Prowiders  Migratien

Weknme, weblogis | Conmected fe: AFPRANE Domsin

Lot & B
i Actbenticalion  Pussword Validation | Autherizalion  Afjiestion | Rele Hapging | Aubling | Credertial Mappng | Certifcation Path | Kevsheres
el it Rethckicamion grousar allnes WabLagi Secvar 1o attablith bt by vald b i, a0d ’ o
- e h s LA servers or LOMS. o onfigure 2 that slcws Teleases of Weblagic Server,
[ Customze this table
Buthertiation Providers
Clikithe Eock & this
- Saitep ek Shtdavn Cladses ] [Ciai | | [Eisrat Shovieg Lbadal 3 Proviows | et
- Deploymenty
B Services |
ety Bk e S [
ooty = Trunt farvicn Hertity Atimten Tt Sarvion Lmmtity ansartion Prinider |1s
[ ——
Defauthuthesticator Weblagic Authestication Frovder |1e
ow da L, E) t
Oefuitirntitseer ieblag Mentity Avaerton poider 18

= Cosfigure Authentication and 1gentity
Ansartian, provider

= Configue the Fasserd Valiation Srovider
= Manape seqwy presiders

Mew| [ Diiete | | | Figarter

Showarg 113 10F 3 Previsust | hisst

= et the 3228 eontrot flag
 Recrder Ausentication prewders

5. Click Lock & Edit and then click New. The ‘Create a New Authentication Provider’

page is displayed.

CORACLE weblLoglc Server acministaton Console 12c
B o Lop Ot Prefurences [ Record balp |

L2

~Surmmary of Servery

Change Center
Wiew changes and restarts

Ble pendinsg charges exst. Click the Relcase
Configuration butten to allow others to edit
the Sarmn,

rremary o Machroan o hiak. . orscie.com “fuerrmary of Sacury Rasbn <y sk Providers

Create 3 New Authestication Pravebes

o || ance

s K kel

| | Create a new Authentication Provider

The f;
* Indhcates required fialds

A it boacity o
Domain Structure

APPAMEDSmain

i Emviioement i The naere of the sethentication provider,
-Clusters * Hame: CIDAhenticator
Coharmits Chatten
Machires
irtual Hests This in the tyge of actheatication presider you ninh o ereate.
ok Mansgers r — -
Startup and Shetdowm Classes hoad | Oxacleinsamet Diectory Authenticator ™
fre——
foa 0 | Gamel|

Seeutty Rrales
- Interoperabilay

Wk blogic |

HLTE TR —
How do 1. =

+ Manage crcutity prodden

» Conligere Authertuation snd Mertity
Attartion prowder:

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectoryAuthenticator as the type. Click OK.

ORACLE weblogic Server Administaton Console 12¢

hange Center B vame Log 0un Prefucances (50 Bucerd telp a

e ks vt e s Saevmary o Sawrs aevmary o Moshines g el et wsresiry o Batwars s Sasrovery o Bt by R mosyrastts sPeiibars
Pending changes esist. They must be acthated Settimgs for syreabm

1o take effent.

Corlguration  Users and Sosvps  Beles and Pelices  Coodenkiol Mapingn | Providers | Migiation
Kuthentieation  Puyswerd Vabdation  Sulherization  Adwdicalion | ReleMapping  Auilng  Crcderkial Magwing | Certification Path  Festives

e >}

Wekcome, weblgic | Cosrated bs: AFPMAME Dosinin |

A theriicanion prowsder aflows WebLagic Server o establish trust by aa o na . Different tipes of
. seugred ta e vath s LOSF i e veu eleases of webtogh 3 1]
e Customeze this tabie
Ruthertiation Provders
bipw | | i | | Foporier Shoming 1t 46l Prewea |
vk ranagers — AT dilhtsh L
L Statug are Shutdonn Clasaes
P | Mane Description wersion
T i Trust Senace Teestity Ruverter Trust Serdce [dentity Assertion Proder L
- frearapesabality - | | CudadtButherticater ‘Welblogic Authentication Provider 14
ecliamaiic . Webleg Ideetity Aseition primider 18
fadel a OlDéuthenticator Froader that performss LOWP asthentscation 7]
+ Corfigure Authertication and Igestity | [ | P

Aszerticn procen
= Corfigare the Pasyword Validalion prmider

Shaming 104004 Freviows | et

= Micage cacunty prasidect
= et the JAAS corerol flag
= Be-geder Authertication praviders

7. All the providers are displayed. Click OID Authenticator. Settings of

OIDAuthenticator are displayed.
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ORACLE webLogic Server Administration Console 12¢

Change Center & Home LogOut Preferences Record Help Q

View changes and restarts Home =Summary of Servers =Summary of Machines =apphast.us.oracle.com =Summary of Servers =Summary of Security Realms =my
Pending changes exist. They must be activated Settings for OIDAuthenticator

to take effect.

Configuration | Performance
4# Activate Changes

Undo Al Changes Common | Provider Specific

Save
Domain Structure —

APPNAMEDomain
E}Environment This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this p:

Name: OIDAuthenticator
r--Coherence Clusters (‘ig

; _Jﬁﬂlﬂl}t:ﬂsts @g Description: Provider that performs LDAP authentication
;“"‘.'Jol'k Managers
“-Startup and Shutdown Classes «F] Version: 1.0

--Deployments

F-Services i

- Security Realms Gg Control Flag: SUFFICIENT

B-Interoperability

[+-Diannnstics

Save

How do I.. =]

Configure the Oracle Internet Directory
Authentication provider

Configure Authentication and Identity
. :

PR JE —

Set the Control Flag field to SUFFICIENT and click Save.

From the Providers tab, click on DefaultAuthenticator -> Configuration tab ->
Common tab. Update the Control Flag to SUFFICIENT.

10. Click Save.

ORACLE WebLogic Server Administration Console 12¢

Change Center @i Home Log Out Preferences Record Help Q
View changes and restarts Home >Summary of Servers =Summary of Machines >apphost.us.cracle.com =Summary of Servers >Summary of Security Realms >myrealm >Provider
Pending changes exist. They must be activated Settings for DefaultAuthenticator

to take effect.

Configuration | Performance | Migration
4# Activate Changes

Unde All Changes Common | Provider Specific

Save
Domain Structure —

APPHAMEDomain

E-Environment This page displays basic information about this WebLegic Authentication provider. You can also use this page to set the JAAS Control Fli
Servers
Clusters &F] Name: DefaultAuthenticator
Coherence Clusters
Machines
Wirtual Hosts dﬁ Description: WebLogic Authentication Provider
Work Managers
“=-Startup and Shutdown Classes (gg Version: 1.0
--Deployments
[H-Services 4] Control Flag: '—|SUFF|C|ENT v
~Security Realms
[FH-Interoperability
B}-Diannostics M Save
How do L. =]

» Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider
Set the 1445 control flag

Manage security providers

System Status =] |

11. From the Providers tab, click the “OIDAuthenticator” (you just created), in the
configuration -> Provider Specific tab enter your LDAP connection details:
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The values shown below are examples only. You should match the entries to your
OID.

= Host: <oidhost>

= Port: <oidport>

= Principal: cn=orcladmin

= Credential: <password>

= Confirm Credential: <password>

= User Base DN: cn=users,dc=us,dc=oracle,dc=com
= Check ‘Use Retrieved User Name as Principal .

= Check ‘SSL Enabled’ if the OID is SSL enabled. Port mentioned above must be an
SSL port if OID is enabled.

ORACLE WebLogic Server Administration Console 12¢ I

Change Center @) Home Log Out Preferences [&] Record Help Q

Home >Summary of Machines >apphost.us.oracle.com >Summery of Servers >Summary of Security Reslms >myreaim >Providers >OIDAuthenticator >Providers >Defaultduthentcator >OTD

View changes and restarts

Ho pending changes exist, Click the Release Settings for OIDAuthenticator
Configuration button to allow others to edit
the domain. Configuration | Performance

Lock & Edit Commen | Provider Specific

Release Configuration

Save
Domain Structure

APPNAMEDomain Use this page to define the provider specific configuration for this Oracle Internet Directory Authentication provider.

=H-Environment
“Servers Connection
B Clusters
~Coherence Clusters 4] Host: idmhost us.oracle.com The host name or IP address of
- Machines
“Virtual Hosts
"\,‘j‘wfwl;gm 45 port: 3080 The port number on which the L
~-Startup and Shutdown Classes
~Deployments 4] Principal: er=orcladmin The Distinguished Name (DIY) of
B-Services server. More Info...
~-Security Realms
B Interoperability Credential: The credential (usually a passw
[ -Diannostics T
How do L.. =] Confirm Credential:

Configure the Oracle Internet Directory
Authentication provider

Configure Authentication and Tdentity
Assertion providers

Manage security providers

System Status
Health of Running Servers
Failed (0)

Critical (0)
overloaded (0}

5] SSLEnabled
Users

4 User Base DN:

5 All Users Filter:

] User From Name Filter:

12. Modify the following:
=  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

cn=Users,dc=us, dc=oracle,d

(&(cn="){objectclass=person),

(&(cn=%u)(objectclass=persc

Specifies whether the SSL proto

The base distinguished name (T

AN LDAP search filter for finding
change the user name attribute
From Name Filter and User Nam

An LDAP search filter for finding
in this filter must match the ont
attributes. More Info...
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Groups

{f] Group Base DN:

5] All Groups Filter:

(%] Group From Name Filter:

%] Group Search Scope:
gg Group Membership Searching:

gg Max Group Membership Search Level:

gﬁ Ignore Duplicate Membership

13. Check Propagate Cause For Login Exception

L @g Propagate Cause For Login Exception
¢| i Cache Enabled

@g Cache Size:
4] Cache TTL:
] GUID Attribute:

Save

32

60

orclguid

cn=groups,dc=us dc=oracle,

(&(cn="){|(objectclass=groupc

([{&{cn="%g){objectclass=grov

subtree ¥
unlimited =
0

14. Click Save.
15. Click the Providers tab.
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Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

w* Activate Changes

Undo All Changes

Domain Structure

APPNAMEDomain -

B Environment
;L“ Servers
'CI usters
t--Coherence Clusters
Machines
Virtual Hosts
Work Managers
“--startup and Shutdown Classes
--Deployments
F-Services
--Security Realms
B Interoperability

i
a
1

-

BH-Niannnstics e

How do L. =]

Configure Authentication and Identity
Aszcertion providers

Configure the Password Validation provider
« Manage security providers
* Setthe JAAS control flag

s Re-order Authentication providers

16. Click Reorder.

LY A0me Log UUT FrerTerences || Kecora neip i,

Welcome, weblogic | Connected to: APPNAMEDomain

Home =apphost.us.oracle.com =Summary of Servers =Summary of Security
Realms =myrealm =Providers =0IDAuthenticator =Providers =DefaultAuthenticator =0IDAuthenticator =Providers

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication

Password Validation || Authorization | Adjudication | Role Mapping | Auditing

Credential Mapping | Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one
Authentication provider in a security realm, and you can configure multiple Authentication providers in a
security realm. Different types of Authentication providers are designed to access different data stores, such
as LDAP servers or DEMS. You can also configure a Realm Adapter Authentication provider that allows you to
work with users and groups from previous releases of WebLogic Server.

[ Customize this table

Authentication Providers

 Mew | | Delete Reorder Showing 1to 4 of 4 Previous | Next
|| Name Description Version

| | Trust Service Identity Asserter Trust Service Identity Assertion Provider 1.0

|| | DefaultAuthenticator WebLogic Authentication Provider 1.0

|| | Defaultldentitydsserter ‘WebLogic Identity Assertion provider 1.0

|| | OIDAuthenticator Provider that performs LDAP authentication 1.0

New | | Delete | Reorder Showing 1to 4 of 4 Previous | Next

17. Move OIDAuthenticator to the top of the providers list

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

«# Activate Changes

Unde All Changes

Domain Structure

APPNAMEDomain .
EF-Environment
Servers
Clusters
Coherence Clusters
Machines
Virtual Hosts
‘Work Managers
L--5ta rtup and Shutdown Classes
-~ Deployments
BF-services
- Security Realms
Et-Interoperability

- Niannnstics T
How do I... =
= Re-order Authentication providers

» Setthe JAAS control flag

System Status = |

@ Home Log Out Preferences Record Help | Q,

Welcome, weblogic | Connected to: APPNAMEDomain

Home =apphost.us.oracke.com =Summary of Servers >Summary of Sacurity
Realms =myrealm =Providers »0IDAuthenticator =Providers =DefaultAuthenticator >CIDAuthenticator =Providers

Reorder Authentication Providers

QK Cancel

Reorder Authentication Providers

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you
can alter the authentication sequence.

Select authenticator(s) in the list and use arrows to move them up and down in the list.

5] Authentication Providers:
Available:
|| Trust Service Identity Asser
|| DefaultAuthenticator
|_| DefaultIdentityAsserter

K4 bkl

OK | Cancel
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Configure Oracle Single Sign-On

18. Click OK.

19. Once your changes are saved, click Activate Changes.

ORACLE Weblogic Server Administation Console 12¢

Change Cenber 1B Home Log Out Preferences E B Help QL
Wiew chamges and restaris Welcane, weblogh: | Connedted to: APPRAMEDomam
Clich the Lock & E&2 button te modkty, add o it 3ok e oy iyl ¥ oty sy _k
delefe items in this domain, s R FAEVC LA akty' > P S+ O x> Providen
Messapes
Lock & Edil
o ill dhanges have been activated. Howewss 2 items must be restavted For the changes to take effect
Aeiea i

Lattings for nyyrealm
Coefigwaticn  Usess and Groups Roles and Policies  Credential Magpings  Prowkders  Mgration
Authemtication Pasvword Validabion  Awthorizabion  Adpdication  Rele Mapping  Audiing  Credential Mapping

Certficatica Path  Keystoles

An Agthertication provider allows WeblLogic Sareer to establich trust by validating & user. You must have one Al

m & pEcurity realm, and you can configure maltiphe Authentication providers s & security realm. Different tpes o
sriniders are desiphed bo dotesd different data stodes, quch a3 LDAP dervers of DBME, Yau can slso tonfigure o Pealm Adaghed
Authenbication previder that allows vou to work vwath users snd growps from preious releases of Weblogic Server.

f Castomize this table

Authentication Providers.
Click the Lok & et buttan in the Change Center 13 activate all the Buttsns on this page.

Wew | [Deleie | | [ Fpoier Shawing 144 of 4 Previcws | bt
T

.

Mo Deescription | Wersion
. QIDAuthenticater Privt s thit peiforms LDAP suthestication 1.0
& Re-geder Authentication providers Trust Service [dentity Asserter Trust Service Identity Asserticn Provider 1.0

Def aultauthenbicator Wighloght Authentication Previder 10
bt ctakinid Belaultldentityhssernter Weblogic Identity Assertion praovider 10
Health of Running Servers = B i 5

hNew | |Deiete| | [Reonder Shawing 105 4 of 4 Previset | Hest

| Fibed [0
| Critical (0)

20. Restart Weblogic Adminserver and Managed server.

Configure Oracle Single Sign-On

Note: This procedure is only needed if you plan on setting
up the ReIM application using Single Sign On (S50)
authentication. This can be skipped if SSO is not going to be
configured for this environment. The Oracle Access Manager
must be configured and the Oracle http server (Webtier and
webgate) must be registered into the Oracle Access Manager.

Create the SSO provider in the REIMDomain
Log into the WebLogic console

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Set the provider name (Default: OAMIdentity Asserter).

Click Ok.

Open the new provider configuration.

Under Common, set the Control Flag to SUFFICIENT.

On the provider list, click Reorder.

© ©® N o g DR
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Create mds-CustomPortalDS Datasource using EM

10. Move the OAMIdentityAsserter to the top of the list, or above the
DefaultAuthenticator.

11. Click Ok.

12. Click Activate Changes.
13. Shutdown the domain.

14. Start the admin and managed servers for the domain.

Create mds-CustomPortalDS Datasource using EM

Follow the below steps to create mds-CustomPortal datasource.
1. Login to EM console

Enterprise Manager Fusion Middleware Conirol 12c

@1 Weblogic Domain ~

Change Center@

Target Navigation
View =
> [ Application Deployments
[ webLogic Domain
=i REIMDomain
5 REIM_AdminServer
5 reim-server

Tg Changes ~ [ Recording

REIMDomain @
ﬁ WebLogic Domain =

Summary Lo 3
General

Administration Server REIM_AdminServer
Administration Server Host msp28206.us.oracle.com
Administration Server Listen 7091
Port
Support Workbench Problems 0
Tools

& To configure and manage this WebLogic Domain, use
the Webloaic Server Administration Console,

4 Servers ity
Wup ()
View = »
Name 477 Status ZEE Host Lis
Type

&l REIM_Admins.. i
5 reim-server ﬁ

Adminis... msp282...
Configu... msp282...

ENIEN]

? weblogic~ (O

Logged in as weblogic
Page Refreshed Oct 27, 2015 2:41:30 AM EDT O

Clusters Gt
View » »
Cluster
Cluster .
Name P Servers b Messaging
Mode
No Clusters found
3
Deployments ko 29
Wup(9)
View » »
Hame Status Deployed

23 Application Deployment:
» [ Internal Applications
» [ Resource Adapters

2. Go to WebLogic Domain, Other Services and then MetaData Repositories
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Create mds-CustomPortalDS Datasource using EM

Enterprise Manager Fusion Middleware Confrol 12c § weblogicv (O

&1 Weblogic Domain

Change Centera REIMDomain @ Logged in as weblogic
@ Changes ~ [ Recording = E] Wm Domain + Page Refreshed Oct 27, 2015 3:30:54 AM EDT O
pe———
Target Navigation Monitoring 4 oy Clusters o
13
P— Diagnestics View + »
Contral 3
> [ Application Deployments InServer Cluster Cluster
Logs 3 Name P Servers Messaging
3 webLogic Domain g Js.oracle.com Address Mode
il [RETMDomain Deployments No Clusters found
&5l REIM_AdminServer JDBC Data Sources '
5 reim-server Messaging e
Cross Component Wiring L3 Deployments ity
Web Services p omaln, use
Other Services 4 Persistent Stores
4 Envirenment 3 ¥ML Entity Caches s @)
. P i3
Administration » 05G Frameworks
Refresh WebLogic Domain Metadata Repositories
Routing Topelegy WUp (2)
Security 3 View B
System MBean Browser Name Status Deployed On
. . X 3 Application Deployment
& WebLogic Server Administration Console ——
» » [ Internal Applications
Target Information > [ Resource Adapters
Hame 477 Status ZEN Host Liz '
Type
g REIM_Admins... ‘ﬂ Adminis... msp282... 7 L
&l reim-server @ configu  msp2g2 7
*
v

Enterprise Manager Fusion Middleware Confrol 12c § weblogic~ (O

&1 WebLogic Domain

Change Center 3 REIMDomain @ Logged in as weblogic
P Changes v [] Recording = £l webLogic Domain v Page Refreshed Oct 27, 2015 3:32:36 AM EDT
Target Navigation Metadata Repositories

‘You create most Fusion Middleware compenent schema repositeries in a database using the Repository Creation Utility.
Metadata Services (MDS) repositeries can be created in a database with the Repository Creation Utility or created on disk as
> 3 Application Deployments file-based repositories. You must register an MDS repository before you can deploy application metadata to the repository.
3 webLogic Domain
il [REIMDomain

§ REIM_AdminServer Register... Deregister...

View =

Database-Based Repositories

5 Teim-Server Repository Name Database Type Database Name Schems
Mo Repository

File-Based Repositories

Register... Deregister...

Repository Name Directory
Mo Repository

3. Under Database-Based Repositories, click the Register button.
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Create mds-CustomPortalDS Datasource using EM

Enterprise Ma

a1 Weblogic Domain =

Change Center@
Ta Changes ~ [ Recording =

Target Navigation
View =
» 2 Application Deployments
3 webLogic Domain

il RETMDomain
5' REIM_AdminServer
5 reim-server

| § weblogic» (O

nager Fusion Middleware Confrol 12c

REIMDomain &
ﬁ WebLogic Domain «

Logged in as weblogic
Page Refreshed Oct 27, 2015 3:33:04 AM EDT O

@ Information

The changes made on this page do not participated in the configuration session. The changes will be activated and applied
immediately. You cannot undo the changes from the Change Center.

Register Database-Based Metadata Repository@

A repository stores information used by Application Server components and other applications. A metadata repository must be
registered to be operational. A database-based repository is created using the Repository Creation Utility. To register, input
database connection infermation and click Query, then select one of the Metadata Repository and click OK button.

OK Cancel

Database Connection Information

Database ® Oracle
Type
* Host
Name
* Port

SQL Server 16M DE2 MySQL * User Name weblogic

* Password sessssss

Role 5YSDBA T

* Service
Name
Query

Metadata Repository
No Repository

Is Registered? Schema Name Version Status Mo

Selected Repository
The selected schema can be registered only if it has not already been registered.
Repository Name

Schema Password

4. Remove weblogic user if it appears in the Username field. Provide the MDS Schema
user created in RCU as part of RCU schemas creation.
Example: REIM_MDS

5. Input the details of Database Hostname, Port number and Service name. Click Query

and a list of all the schemas will be displayed.

Enterprise Manager Fusion Middleware Confrol 12¢

=1 Weblogic Domain ~

Change Center@
T Changes = [ Recording +

Target Navigation
View v
» 23 Application Deployments
[3 webLogic Domain
=]
&l REIM_Adminserver
&5 reim-server

‘ g weblogic = O

REIMDomain @
] WebLogic Domain =

Logged in as weblogic
Page Refreshed Oct 27, 2015 4:04:47 AM EDT 0

A TEOSITOrY STOTes INTOMMATION USE DY APPIICATION SErVEr COMPONENTS ANG OTNET APPIICATIONS. A METAOATA FEPOSITOry MUST D FeqISTEreq [0 DE OPEraTIoNal. A .
database-based repository is created using the Repository Creation Utility. To register, input database connection information and click Query, then select one of the
Metadata Repository and click OK button.

0K Cancel

Database Connection Information

Database Type @ Oracle SQL Server 1BM DB2 MysQL *User Name REIM_MDS

*Host Name msp52715.us.oracle.com
*Port 1521

“ Password sesess

Role NORMAL ¥

* Service Name | oolsp64fmw

Query

Metadata Repository Is Registered? Schema Name Version Status Modified Time

MDS false ALLOCDOMAIN_MDS 12.1.3.0.0 VALID Jul 14, 2015 11:34:15 PM EDT
MD5 false REIMDOMAIN_MDS  12.1.3.0.0 VALID Jul 14, 2015 11:43:33 PMEDT
MDs false RESADOMAIN_MDS 12.1.3.0.0 VALID Jul 14, 2015 11:52:53 PM EDT
MD5 false RPMDOMAIN_MDS  12.1.3.0.0 VALID Jul 15, 2015 12:02:19 AM EDT
MDS false RWMSDOMAIN_MDS 12.1.3.0.0 VALID Jul 15, 2015 12:12:40 AM EDT
MDS false SIMDOMAIN_MDS ~ 12.1.3.0.0 VALID Jul 15, 2015 12:21:56 AM EDT
MDS false RTGDOMAIN_MDS ~ 12.1.3.0.0 VALID Jul 15, 2015 12:44:21 AM EDT
MD5 false RIBDOMAIN_MDS  12.1.3.0.0 VALID Jul 15, 2015 1:27:30 AM EDT

MD3 false RSBDOMAIN_MDS  12.1.3.0.0 WALID Jul 15, 2015 2:13:56 AM EDT

MDS false RA_MDS 11.1.1.8.0 VALID Jul 15, 2015 2:53:14 AM EOT

MDS false 01_MDS 11.1.1.8.0 VALID Jul 15, 2015 3:20:10 AM EOT

MDs false ALLOC_MDS 12.1.3.0.0 VALID Jul 29, 2015 6:24:35 AM EDT

MDs false APPNAME_MDS 12.1.3.0.0 VALID Sep 28, 2015 7:42:24 AMEDT
MDs false REIM_MDS 11.1.1.8.0 VALID Oct 27, 2015 4:12:43 AM EDT
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6. Select the <ALLOC_MDS> schema and enter the repository name ‘CustomPortalDS’
and password and click the OK button.

Enterprise Manager Fusion Middieware Control 12¢

=1 Weblogic Domain +

Change Center@
%y Changes v [ Recording

Target Navigation
View v

» (3 Application Deployments
3 webLogic Domain
[l REIMBomain]

&l REIM_Adminserver
& reim-server

REIMDomain @
(5] weblLogic Domain v

Logged in as weblogic
Page Refreshed Oct 27, 2015 4:04:47 AM EDT o

*Port 1521 Role NORMAL ¥

* Service Name  oolsp6fmw

Query

Metadata Repository Is Registered? Schema Name Version Status Modified Time

MDS false ALLOCDOMAIN_MDS 12.1.3.0.0 VALID Jul 14, 2015 11:34:15 PM EOT
MDS false REIMDOMAIN_MDS  12.1.3.0.0 VALID Jul 14, 2015 11 33 PMEDT
MDS false RESADOMAIN_MDS 12.1.3.0.0 VALID Jul 14, 2015 11:52:53 PM EDT
MDs false RPMDOMAIN_MDS  12.1.3.0.0 VALID Jul 15, 2015 12:02:19 AM EDT
MDS false RWMSDOMAIN_MDS 12.1.3.0.0 VALID Jul 15, 2015 12 40 AM EDT
MDs false SIMDOMAIN_MDS  12.1.3.0.0 VALID Jul 15, 2015 12:21:56 AM EDT
MDs false RTGDOMAIM_MDS ~ 12.1.3.0.0 VALID Jul 15, 2015 12:44:21 AM EDT
MDS false RIBDOMAIN_MDS 12.1.3.0.0 VALID Jul 15, 2015 1:27:30 AM EDT
MDS false RSBDOMAIN_MDS  12.1.3.0.0 VALID Jul 15, 2015 2:13:56 AM EDT
MDS false RA_MDS 11.1.1.9.0 VALID Jul 15, 2015 2:53:14 AM EDT
MD3 false 01_MDs 11.1.1.9.0 VALID Jul 15, 2015 3:20:10 AM EDT
MDS false ALLOC_MDS 12.1.3.0.0 VALID Jul 29, 2015 6:24:35 AM EDT
MD5 false APPNAME_MDS 12.1.3.0.0 VALID Sep 28, 2015 7:42:24 AM EDT
MDS false REIM_MDS 11.1.1.9.0 VALID Oct 27, 2015 3 AMEDT

Selected Repository - Schema: REIM_MDS.
The selected schema can be registered enly if it has not already been registered.
* Repository Name  CustomPortalDs

= Schema Password sesess

7. The MDS Repository will appear. Click on mds-CustomPortalDS.

Enterprise Manager Fusion Middleware Control 12c 2 weblogic~ (O

=1 WebLogic Domain +

Change Center @
% Changes v [ Recording ~

Target Navigation
View v

i» [ Application Deployments
[ webLogic Domain
=il [REIMDomain]
S REIM_AdminServer
g reim-server
»» B3 Metadata Repositories

REIMDomain @
] webLogic Domain +

Logged in as weblogic
Page Refreshed Oct 27, 2015 4:17:48 AM EDT o

® Information E]

Metadata Repository mds-CustomPortalDS has been successfully registered. If it is not visible in the table after refresh the page, it maybe because Admin Server
need to be restarted. Restart Admin Server to see the newly registered Repository.

Metadata Repositories
You create most Fusion Middleware companent schema repositories in a database using the Repository Creation Utility. Metadata Services (MDS) repasitories can

be created in a database with the Repository Creation Utility or created on disk as file-based repositories. You must register an MDS repository before you can
deploy application metadata to the repository.

Database-Based Repositories

Register... Deregister...

Schema Name
REIM_MDS

Database Name
oolsp64fmw

Repository Hame.
mds-CustomPortalDs

JNDI Locati
jdbe/mds/C

Database Type
Oracle

File-Based Repositories

Register... | Deregister...

Repository Name Directory
lio Repository -

8. Under Targeted Servers, Click add and add the managed server ‘alloc-server’. Click

Target.
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Enterprise Manager Fusion Middleware Control 12c weblogic v (O
@1 Weblogic Domain +
Change Center@ mds-CustomPortalDS @ Logged in as weblogic| [5] msp28206.us.oracle.com
@ Changes  [] Recording = &, Metadata Repository + Page Refreshed Oct 27, 2015 4:18:41 AM EDT
L To select a partition click on a row in the Repository Partitions table. -
Target Navigation R
@ Delete .. | Manage Labels
View v —
Read Write
> [23 Application Deployments Repository Partition A7 Applications  Response Load Response Load
4 23 webLogic Demain {seconds) (reads/second) (seconds) (reads/second)
4 25 RETMDOMain No partitions found
& REIM_Adminserver
&5 reim-server
4 [ Metadata Repositeries
@ [mdsCustomPortalDs]
I‘ 4 Targeted Servers Tty | Read Response and Load
The repository is accessible from the servers listed below:
& Add.. 3 Remove ...
) & rem_adminserver
04:05 AM  04:08 0411 04:14 04:17
October 27 2015
“« »
M Document read time (in seconds)
W Number of documents read per second
> Resource Center o 2
Table View
< | I r

b Target the Repository
To make the MDS repository accessible from the servers in the Weblogic Server
domain, select one or more target servers.

| Target | cancel |

A message ‘Target repository operation completed’ is displayed. Click Close.
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% Target the Repository

Target repository operation completed.

10. Restart the Admin server and the Managed server. Login to the Admin console URL
and verify mds-CustomPortalDS datasource exists.

ORACLE webLogic Server Administration Consola 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain.

Lock & Edit
Release Configuration

&) Home Log Out Preferences [2] Record Help ||:| a, Wehmmz,mhhgi:|(:nnnactedtn: REIMDomain
Home >Summary of Security Realms >Summary of JDBC Data Sources >opss-audit-DBDS >Summary of JDBC Data Sources

‘Summary of JDBC Data Sources

Configuration | Monitoring

Domain Structure
REIMDomain
Eh-Environment
—Deployments
E'Services
[BH-Messaging
~~Data Sources
i ~Persistent Stores
~~Foreign JNDI Providers
~“Work Contexts
--XML Registries
=-XML Entity Caches
--jCOM
~-Mail Sessions
“-File T3

How do L.

Create JDBC generic data sources
Create JDBC GridLink data sources

Create JDBC multi data sources

Delete JDBC data sources

Delete JDBC multi data sources

A JDEC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look
up a data source on the JNDI tree and then borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain.

B Customize this table

Data Sources (Filtered - More Columns Exist)
Clickthe Lock & Edit button in the Change Center to activate all the buttons on this page.

showing 1to 5 0f 5 Previous | Next

Name & Type INDI Name Targets

LocalSveTbiDataSource Generic jdbe/Local SveThbiDataSource REIM_AdminServer

mds-CustomPortalDs Generic | jdbe/mds/CustomPortalDs REIM_AdminServer, reim-server

opss-audit-DEDS Generic jdbc/AuditAppendDataSource REIM_AdminServer, reim-server
opss-audit-viewDS ‘Generic jdbe/AuditViewDataSource REIM_AdminServer, reim-server
opss-data-source Generic jdbe/OpssDataSource REIM_adminServer, reim-server

showing 1to 5 0f 5 Previous | Next

System Status

Health of Running Servers

Failed (0)
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Deployment of jax-rs-2.0 library in WebLogic

The library jax-rs-2.0.war needs to be deployed in WebLogic prior to ReIM Application
install. This library is available at

/u00/webadmin/products/wls_retail/wlserver/common/deployable-libraries /jax-rs-

2.0.war.

Perform the following procedure to deploy the jax-rs-2.0 library:
1. Login to the WebLogic Admin Console.

ORACLE webLogic Server aministration Console 12c

Lhange Lenter
view changes and restarts

Clich the Luck & Edit bultun Lo modify, add or
delete items in this domain.

Lock & Edt

Fislease Conliger alion

Domain Structure
T Emarennsent
Deployments
Serdees

REMBemaln

cunity Realms
i bility
- Dlagnastics

How do L.

Search the configuraticn

Use the Change Center

Change Conscle preferences

Manage Console extensions

Manitor servers

System Status

Viealth of Running Sérvers

| F sk
[ o

Overloaded ||

i)

@) Home LogOue Preferences [ Help

[IEEpE 1 LRI IMDamain

Home Page

Informativn snd Resvurces

= Conligure Gridlink lor RAC Dala Source
= Configure a Dynamic Cluster

a Recent Task Status

u Set your consele preferences

® Ovache Enterpiive Manager
Domain Configurations
Domain

= Domain

= Servers
= Clusters
= Senver Templates
= Higratable Targets
+ Coherence Clusters
* Machines
val Hosts

= Work Managars

» Startup And Shitdewn Classes

2. Click Lock and Edit.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Wo pending changes exist, Click the Release
Configuration button te allow others to edit
the domain.

Lock & Edit

Release Gonfiguration

Domain Structure
REIMDomain

- Environment
~Deployments
~Senvices
~Security Realms
#}Interoperability
~Diagnostics

How do ... =]

Search the configuration

Use the Change Center
Record WLST Scripts
Change Console preferences

Manage Console extensions

Monitor servers.

System Status =]
Health of Running Servers

Failed (0)
Critical (0)
Overloaded (0)

&) Home Log Out Preferences [&] Record Help
Home >Summary of Servers >REIMDomain

Home Page
Information and Resources

Helpful Tools

= Configure applications

« Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

» Oracle Enterprise Manager

Domain Configurations

Domain
« Domain

Environment
« Servers
o Clusters
= Server Templates
= Migratable Targets
+ Coherence Clusters
« Machines
» Virtual Hosts.
« Work Managers
« Startup And Shutdovn Classes

Your Deployed Resources
« Deployments

Your Application’s Security Settings

* Security Realms

3. Click Deployments.

= Ask 8 question on My Oradie Support

= Messaging =

o Dala Souces ¢ Built<in Diagnestic Hodules
= Persistent Stores » Diagnostic Images

o AMLRirgistries = Request Performance

o ¥MLEnbity Caches. o Arthives

* Fereign JN0L Froviders = Contest

= Work Contests . P

- oM

o Mail Sessions

- I8

- 056

General

= Common Administration Task Descriptions
= Read the documentation

= Aska question on My Oracle Support

Services Interoperability
« Messaging « WTC Servers
= IMS Servers « Jolt Connection Pools.

« Data Sources
« Persistent Stores « Diagnostic Images
* XML Registries

XML Entity Caches « Archives
« Foreign JNDI Providers « Context
« Work Contexts. « SHMP

 jcomM

« Mail Sessions

« FileT3
o TR
« 05GiFy

Wieleame, weblogic | Connerted ta: RETMDamain

w Read

nentation

WL Servers
= JMG Servers & Jnlt Connection Poals
= Store-and-forward Sgents

» 1MS Modules

& = Log files

« Diagnostic Modudes

a Manitering Dashhoard &

Frameworks

Q Welcome, weblogic ‘ Connected to: RETMDomain

Information

Store-and-Forward Agents
IMS Modules

Siagnostics
Log Files

Diagnostic Modules

Path Services

Eridges.

Built-in Diagnestic Medules.

Request Performance

Charts and Graphs
« Monitoring Dashboard &

rameworks
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Ty ————

Change Center & Home Log Out Preferences Record Help ‘Welcome, weblogic | Connected to: REIMDomair
View changes and restarts Home >Summary of Servers >REIMDomsin >Summary of Deployments
No pending changes exist. Click the Release Summary of Deployments.
Configuration buttan to allow others to edit
the domain. Control | Monitoring
Lock & Edi
L Release C This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped,
updated or deleted from the domain by first selecting the application name and using the controls on this page.
Do ke Tainstall a new application or module for deployment to targets in this domain, dlick the Install button,
REIMDomain
-Emironment
- Deployments. [ Customize this table
-Services Deploy ts
~Security Realms ploymen
I-Interoperability Instal| [Update | [Delete | |[Start+| [Stop~ Showing 1to 10 of 51 Previous | Next
~Diagnostics
1/ | Name & State | Health | Type Targets Deployment Order
() | ipyadfioracle.businesseditor(1.0,12.1.3.0.0) Active Library REIM_AdminServer, reim- | 50
- erver
(] | ayadf.eracle.domain(1.0,12.1.3.0.0) Ative Library REIM_AdminServer, reim- | 100
- server
adf.oracle.domain.webapp(1.0,12.1.3.0.0 REIM_AdminServer, reim-
—r = O |y pp( ) Active Library corver 100
« Install an enterprise application (] | @ coherence-transaction-rar Active |4 OK | Resource Adapter ?z’:;“""'i"smﬂl reim- | 109
+ Configure an enterprise application
REIM_AdminServer, reim-
+ Update (redeploy) an enterprise application () | @ 75D Application (12.1.3.0.0) Active | & OK | Web Application | "o 5
« Start and stop a deployed enterprise Enterprise
application o o Active |9 0K Application REIM_AdminServer 400
= Menitor the modules of an enterprise () | igyemagentsdkimplpriv_jar(11.2.0.1.0,12.1.0.3.0) Active Library REIM_AdminServer 100
application -
« Deploy EJB modules () | ipyemagentsdkimpl Jar(11.2.0.1.0,12.1.0.3.0) Active Library REIM_AdminServer 100
» Install 2 Web application [ | wpyemagentsdk jar(11.2,12.1.0.3.0) Active Library REIM_AdminServer 100
System Status =] [ | ipyemas Adtive Library REIM_AdminServer 100
Health of Running Servers instal| [Update | [Dekete] | [Start~| [Stop~ Showing 1to 10 of 51 Previous | Next
[ Failed(m

4. Click Install.
ORACLE WeblLogic Server Agministration Consale 12¢ _

Change: Center & Home Log Out Preferences (2] Record Help Q Wekoime, weblegic | Comected 1o RETMDomain
wiew changes and restarts Hurw wrury of Servers ~REIMDomen »Summary ol Deploymants
Mo pending changes exst. Click the Release Install Apphcation Assistant
Configuration butlen to allow cthers Lo et
b Hach | bt | | [Fimh] | | Cancel
Lock & Eot
Locale b imstall for
Fisimase Confiparalion, )
Select the file path that represests the application reet directory, archiee file, exploded archive divecteey, er application module deseriptor that you wan ta iestall. Yew can also enter the
Dol Straclure path of the application dectary or file in the Fath field.
REIMDumain Mate: Only valid file paths are dsplayed helow. 1f you cannat find your deplayment files, upload yeur file(s) and/or confirm that yeer application cantains the required deployment
desenptors,
Path: i o insiwls_rotail/RE
[ scunty Realms Recently Used Paths: (none)
@ ]_:l"““"l”“"'l" Current Locabion: mapdi-br i onactecom | i { webadmin | config | demains  wds_retall { REIMDomain
H-Diagnasties
5 g
L common
L ennfig

How do .. =

» Shart and stop a depleyed enterprise

Back | Nest| || Fosh | || Cancel
applivabion st L

= Configure an enterpnse application

» Create a deghment plan
* Targel an entesprive application Lo & server
= Test the modules in an enterpnse apphcation

System Status

Health of Running Servers.

I Failed (1)

[ Critieal {2

I cvernaded |
L sarning
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5. Select the library from the path

/u00/webadmin/products/wls_retail /wlserver /common/deployable-libraries /jax-

rs-2.0.war on the server. Click Next.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lock & Edit

Release Configuration

Domain Structure
REIMDomain
-Environment
~-Deployments
~Senvices
~Security Realms.
- Interoperability
~Diagnostics

How do

start and stop a deployed enterprise
application

Configure an enterprise application

Create a deployment plan

Target an enterprise application to a server

Test the modules in an enterprise application

System Status [E]
Health of Running Servers.

Failed (0}

Critical (0)

Overloaded (0)
e

Warnina (0}

& Home Log Out Preferences Welnnme,wcblngic|cunneded to: REIMDomain

Record Help ‘ Q

Home > Summary of Servers =REIMDomsin >Summary of Deployments
Messages

© You must select an application before continuing.
Install Application Assistant
Back | | Mext ‘ Finish ‘ Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to install. You can also enter the
path of the application directory or file in the Path field

Note: Only valid file paths are displayed below, If you cannot find your deployment files, upload your file(s) and/or confirm that your application contains the required deployment
descriptors,

Path:

2.0.war
Recently Used Paths: {none)

Current Location: msp32494.us.oracle.com f u00 [ webadmin [ products f wis_retail / wiserver / common / deployable-libraries

() active-cache-1.0.ar
=

® B jax-rs-2.0.war

'@ jersey-bundle-1.9.war

=

() jsf-1.2.war

=

(0] jsf-2.0.war

(9] jsr311-api-

1.1.war
I~

) jsti-1.1.2.war

(@) jsti-1.2.war

=

(@) pubsub-1.0.war

9 weblogic-sca-1.2war

Back | | Next ‘ Finish ‘ Cancel

6. Select ‘Install the deployment as a library’. Click Next.

ORACLE weblLogic Server Adminis

change Center
View changes and restarts
Bio pending changes extst. Click the Release

onfiguration buttan o sllow others o edit
the dumain,

Lock & Edn

Release Configuraion

Domam Structure
RETMDBmain
B-Lnvironment
Deployments.
teh-Gerdres

curity Reshms
nberuperability
Dupgnestcs

How do I =

= startand stop & deploved enterpnse
apglication

+ Config

an enterprise application

+ Creale a deployment plan

= Target an enterpnse applicabon to 8 sarver

o Test the madules in an entemrise application

Systen Status =]
Fealth of Running Servers
I

I Critieal {0
rerdeaded (0)

Tnstall Application Assistant

Back | | fiet | | [ Finih

ation Console 12¢

@ reme Log out Preferences [P Record Help Y wielcome, wellogic | Convetied t; REIMDomain
y ol Sarvans

“Sum

ry of Deploymunts
Back | | Mext| | Fiah | || Cancel

Chuose Largeling slyle

Targets are the servers, dhsters, and wrtual hosts on which this depleyment il run. There are several vars yea an target an applization.

Tnstall this deployment as an application

The application and its companents will be targeted to the same locations. This is the most common usage.

# Tnstall this deployment as a israry
Application libraries are deployments that are available fer ather depleyments to share. Ubraries should be available on all of the targets running their referencing applications.

| Cancel
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7.

8.

ORACLE webLogic Server Admini

Change Center

server). Click Next.

CORACLE WebLogic Server Adminiswation Censole 12¢

Change Center
View changes and restarts.

Mo pending changes ewst. Click the Release
Configuratim button to allow cthers Lo edt
the dompen.

@ some LogOut Prefrrences 5] Recerd belp aQ

Home »Summary of Servers » REDMDoman > Summary of Deployments

Install Apphcation Assistant

Back | |Mext| | [Fiman | Caneet
Lock & Edit
Select deployment targers
Reieasn "
Select the or clusters to which vou want to depboy this appheation. (You can reconfigure deployment targets laterl,
Domain Structure

REIMOomain

A Dlagnostics

How do I B

» Start and stop a deployed enterprise
application

» Configure an enterpse apphiation

= Lreate a deployment plan

» Target an enterpeise application to a serer

Test Uhe modules in an esterprise sppbcation

System Status (=]
Health of Ruseing Servers

I Faded (1)

[ Critical (8}

[ Overluaded (8}

View changes and restarts
Ha pending changes evist. Click the Release
Configuration button to allow sthers to edt
e domain.

Lock & Edt

Feieaze Configerabon

Domain Structure
REIMDomain

- Diagnostics

Emarenment
~Deployments

Services
~Security Realms
- Intercgerability

How do T... ]

Start and stop & deployed enterprine
application

Cenfiqure an enterprise application

Create a degloyment plan

Target an enterprise application to & server
Test the medules in an esterprise apphication

System Status ]

Health of Runing Servers.

52 Oracle Retail Invi

Failed (0)
Critical {8}
Overloade

oice Matching

Avallable targets for jax s :

Servers

o remrserver

' RETM_AdminServer

Back | | bt |5mn |c.u=s

Target to both Admin server (eg:REIM_AdminServer) and Managed server(eg: reim-

Weleome, weblogic | Commected tn: RETMDomain

Select defaults for the Name=jax-rs. Click Next.

alion Cansale 12

B 1ome Log 0wt Preferences [ Record e | Q
Morma samrrary of “arvers HE tMDoman >Sumenary of Daploymants

Install Application Assistant

Lancel

Back | |Hext| || Fmsh

Optional Settings

ou can madify these settings or sccept the defaulls
* Indicates required fields

General
What do you want to name thes deployment?

|a-rs
Specification Version: 20
Tmglementation Version: 251
security

What security medel do you want to use with this application?
= 00 Only: Use only robes and policees that are defined in the deployment descriptors,

Custom Roles: Use roles that are defined in the Admintstration Console; use polickes that are defined

Wekome, webbnocl Connected to: REIMDomain

Custom Reles and Policies: Use only rales and palicies that are defined in the Adminkstration Console.

Use 1 r thve realn L paye.
Source Avcessibility

Herws shauld the source files he made accessible®

* Use the defaults detined by the deployment's targets

Recommended selection.

Copy this application vnlo every Largel for me
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9. Select Defaults and click Finish.
ORACLE webLegic ServVer Agministration Consale 12¢ ] _—

Changs Cemter M) Home Log Ot Freferences [E] fecord welp | Q Welcame, weblagic | Connected ta: RETMDamain
res chamgex el resturts Mesmaa wismeriy o breses s PHDeman SSsmmsary of Daploynsants
No pending changes exist. Click the Release Install Application Assistanl
Configuration betton to allow ethers to edt
the dosnale. Back ] [1ii] | [Finsn || Canced
Lock B Ef
Review your chaices and click Finish
| _Roksess Confgurgicn __|
ik Finish to cemlete This may take to complete.
Donain Striscture ~ additional configuration ~
';J“’;”_'“'"‘M I onder to work successfully, this application may require additional . Do vou h siter ssistant
o
® Yes, take me to the deployment's configuration screen.
| Security Realins
Btmtsrcperability M, T will Peview the configuration kter,
- Diagnestics — Sumemary
Hame: javes
Slaging Made: Use thee delauils defined by bhe choses bagels
— = Security Madel: £Cxnly: Use anly roles and policies that are defined in the deployment deseriptors.
Target Sunumary
o Start and stup a destoyed enterprise
aoplication | Companents & Targets
« Configure an enterprise applicatinn
o Create n depioyment pian | paers-20 neimeserver, REIM_Adminserver
» Targel an enterprive application bo 8 server B
= Test the modules in an enterpnise sppheatica| |

System Status =
Heaith of Running Servers

I Failed (1)

k Critical [}

Overloaded (0)

10. Click Activate Changes.
ORACLE webLegic Server sdminstation Consale 12¢ 1 __

@ tome Logout Preferences [ Record 1ip Wiekome, webloaic | Canected to: REIMDomain
Change Center
et sl e ol resturiy e “whusmemary of Sarvert I [M{amae sfummany o Oeploymants «jae-re 2.0,2.5.1)
Peniing dhanges s, They st be actted | | Sellings o jax-r3(2.025:1)
to take
Overview  Targets  Notes
& fciivate Changes
Unc A Changes e
Donaain Struture Use thi iun information about the Javs €E library, mmmum,wthmm sesnie of Uhe application, and staging mode, Use the
e e hopaeet o TAd b chate i ok skt ot any s deployed o sene s, et 1o st st
Bi-Emdranment
“Daplomints Hame: jarers The name of this Jwva LL Uibrary.  More Info...
~Eendces
Sansdtnitia Specification versin: ) The specification versian, fram the manifest ar mverridden during
Iekeroperability il sty
Si-[ragnastics
Tmplementation Version: 25,1 The implementation version, fram the manitest or overriden during
deployment. More lnfo.
‘ath: ul L s _r ser LGN Ll il ari: e palk to the source of the deployalde unil on the Admanestsation
Path 1900/ e produsts s sl sicerves  desteratieiieaies|  The ath o f the depluyable unil on the Admiristsati
Jers-2, 0, v Server. Tnfa...
st (ot specilied) The mode Uhat specifies whether an applicalions files are copied from a
o = saurce on the Administratian Server ta the Managed Server’s staging area
How du =]

during sohication preparation.  More Info_

= install 8 Java L library

= Target a Java CE bibrary to & server or duster

Corflgure a lava BE library

u Update (redepior) & Java Ei ibracy (5] Deployment Principal Ayt o o i sl o e
Manse: deplmying the file ar archive

Drlete a Javn EE library e used L et the cusrent subect when calling out isko aunllutmu e e

intesfaces such as Applicationt ifecyeletistener. 1f ne princigal name is

speafied, then the anonymous principsl wall be used.  More info...

4| Deployment Ordee: 100 An integer value that indicates whea this unit Is deployed, relative ta sther
deployable units on & server, dunng startup.  Hore Info.

System Status a

Health of fumeing Servers

| Faded (0) Applications Usal reference this Library

(] Critscal {2}

| Overloaded {0} Mame & Tye

| Warning {0} There are e ltems to display I
I (2
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11. The following screen is displayed.
ORACLE webLogic Server Administration Console 12¢ —

Change Center @) Home LogOut Preferences tecord Help | Q Welcome, weblogic | Connected to: REIMDomain
View changes and restarts Home »Summary of Servers =REIMDomain »Summary of Deployments »jax-rs(2.0,2.3.1)
Messages
Click the Lock & Edit button to modify, add or
delete items in this domain. « All changes have been activated. No restarts are necessary.

[SESTTAC — Settings for jax-rs(2.0,2.5.1)

Release Configuration

Overview | Targets | Notes

Domain Structure

R Click the Lock & Edit button in the Change Center to modify the settings on this page.
EIMDomain

~Environment Save

~-Deployments

-Services

~Security Realms Use this page te view, and sometimes change, general configuration information about the Java EE library, such as its name, path to the source of the application, and staging mode. Use the

Deployment Order field to change the order that the library is deployed at server startup, relative to other deployments.
B Interoperability

-Diagnestics

Name: jax-rs The name of this Java EE library. More Info.

Specification Version: 20 The specification version, from the manifest or overridden during

deployment.  More Info...

Implementation Version: 251 The implementation version, from the manifest or overridden during

deployment. More Info.

el B path J u00] webadmin/ products/ wls_retal] wiserver common/ deployable-libraries/  The path to the source of the deployable unit on the Administration
Jax-rs-2. 0. war Server. More Info...

» Install a Java EE library

« Targetadava EE library to a server or cluster Staging Mode: {not specified) The mode that specifies whether an application’s files are copied from a

Configure a Java EE library source on the Administration Server to the Managed Server's staging area
during application preparation. More Info.
Update (redeploy) a Java EE library

Delete a Java EE library

&5 Deployment Order: 100 An integer value that indicates when this unit is deployed, relative to other

deployable units on a server, during startup. ~ More Info...

System Status E]
4] Deployment Principal A string value that indicates the principal that should be used when
=T T A Name: deploying the file or archive during startup and shutdown. This principal will
be used to set the current subject when calling out into application code for
T Faled() interfaces such as ApplicationLifecydeListener. If no principal name is
) specified, then the anonymous principal will be used. Hore Info...
Critical ()
overloaded (0) -
I Weming(® Applications that reference this Library
I ok (2) Name G Tune

12. Verify the jax-rs library is shown in the Deployments.
ORACLE webLogic Server Administration Consale 12¢ —

Change Center i Home Log Out Preferences [&] Record Help | Welcome, weblogic | Connected to: REIMDomain
e i et Home >Summary of Servers »REIMDomain >Summary of Deployments >jax-rs(2.0, >Summary of Deployments

Click the Lock & Edit button to modify, add or Summary of Deployments

delete items in this domain.

Control | Menitoring
Lock & Edit

Release Configuration

“This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed applications and modules can be started, stopped,

. updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.
Domain Structure

EIMDomain To install a new application or module for deployment to targets in this domain, click the Install button.
EH-Environment
Deployments
},SE:K:S [ Customize this table
- Seauity Reslms Deployments
#-Diagnostics instal] [Update | [Delete] | [Startv| [Siop ~ Showing 21 to 30 of 52 Previous | Next
1/ | Name & State | Health | Type |Targets Deployment Order
() | ipyem_sdkeore_ppe_public_pojo_jar Active Library | REIM_adminServer 100
0 | myianrs(20,2.5.1) Active Library | REIM_AdminServer, reim-server | 100
[0 | apyisf2.1,2.1.7-01) Active Library | REIM_AdminServer, reim-server | 100
How do L.. B
)|yt z1200) Active Library | REIM_AdminServer, reim-server | 100
« Install an enterprise application
+ Configure an enterprise application [ | ipylog4ijar(1.3,1.2.15) Active Library | REIM_AdminServer 100
+ Update (redeploy) an enterprise application 0 | apyod.clickhistony(1.,12.1.3) Aactive Library | REIM_AdminServer, reim-server | 100
« Start and stop a deployed enterprise
application [ | ayedl.clickhistory.webapp(1.0,12.1.3) Active Library | REIM_AdminServer, reim-server | 100
« Monitor the modules of an enterprise 0 | apyohw-refi5,12.1.3.0.0) Active Library | REIM_AdminServer, reim-server | 100
application
« Deploy EJ8 modules () | ipyohw-uix(5,12.1.3.0.0) Active Library | REIM_adminServer, reim-server | 100
+ Install a Web application [ | wpyorace.adf.deonfigheans(1.0,12.1.3.0.0) Active Library | REIM_AdminServer, reim-server | 100
System Status =] Install| | Update | | Delete | || Startv | | Stop ~ Showing 21 to 30 of 52 Previous | Next

Health of Running Servers
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Steps to Configure WebLogic Work Manager

For the Invoice Matching Batch programs to use independent work managers for the
thread processing, we need to create a work manager for each batch program. The names
of the work managers need to be exactly the same as the ones mentioned in the table
below. In case a named work manager is not created, the default work manager will be

used by the server.

Batch Name Work Manager
Automatch AutoMatchWM
Edi Injector EdilnjectorWM

Credit note automatch | CNAutoMatchWWM

Complex deal upload | CDUploadWM

Fixed deal upload

FDUploadWM

Financial Posting

PostingWM

Steps to Create a Named Work Manager

1. From WebLogic Console navigate to Work Manager pane (Domain->Environment-
>Work Manager)

Change Center

wiew changes and restarts

Click the Lnck & Edit button ta madify, add or
delete items in this domain,

System Status
Health of Running Servers.

| Failed (0)

Hely Q Welwme, weblogic  Connecied Lo: REIMDomain

s ~Sunimsary of Weork Managurs

1B Hormy

summary of Waork Managers
& Werk Manager defines a set of request lasses and thread coastraints that manage work perfermed by Weblogic Server instances. This page displays the glohal Wark Managers, request
dasses and thresd constraints defined for thes domain,

Ginhal Work Managers are defined at the desnain lewel, Vou ean also define apglication-level and madule-bevel Wark Managers.

P Custonuze this table

Glohal Werk Managers, Request Classes and Constraints
Click the Lok & Fuld b

ait i e Change Ceetar 1o activate all the butbons on Wi page.

Shawing 0 to 0 of 0 Previears | Neat
Hame - Type Targels
There are no items to desplay

Clone | | Deléle Showing 0lo0of 0 Previows | Next
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2. (Click Lock and Edit.
ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help Wcloome,wehlogic‘ Connected to: REIMDomain
View changes and restarts Home >Summary of Sarvers >REIMDomain >Summary of Deployments >jei-rs(2.0,2.5.1) »Summary of Deployments >Summary of Work Managers
Ho pending changes exist. Click the Release Summary of Work Managers
Configuration butten to allow others to edit
the domain.
Tock & Edit A Work Manager defines a set of request dlasses and thread constraints that manage work performed by WebLogic Server instances. This page displays the global Work Managers, request

classes and thread constraints defined for this domain.
Release Configuration

Global Work Managers are defined at the domain level. You can also define application-level and module-level Work Managers,

Domain Structure

EIMDomain - [ Customize this table
cervers Global Work Managers, Request Classes and Constraints.
- Clusters

New | [Clone | [Delete

Shoving 0 te 0 of 0 Frevious | Next
~Coherence Clusters

~~Machines

LI | Name & ype Targets
~Virtual Hosts
~“Work Managers

~-Startup and Shutdown Classes
- Deployments New | [Glone| [Delete

There are no items to display

Shoving 0 te 0 of 0 Frevious | Next
E-Services

ecurity Realms
nteroperability
- Diannostics

How do I... a

Create application-scoped constraints

Create application-scoped request classes

Create application-scoped Work Managers

Create global constraints

Create global request dasses

Create global Work Managers.

System Status =]
Health of Running Servers

[ Failedn)
Critical (0)
[ oOverloaded (o)

3. Click New. This will take us to the screen which allows us to create work managers
and other related classes like constraints. Click Next.

ORACLE WebLogic Server Agminisration Console 12¢ _

Change Center &) Home Log Ok Preferences [#] Record Help | Webkome, weblegic | Connected Lo RETMDomain

View chinges sod rectarls Hustoe o Srmeriary o Sevewrs. »AETHDwmian ey of Dk iy ey iy Al WA Plkiged

Ho pending changes exist. Click the Redease Create a Mew Work Manager Component
Configuration butten to allow cthers to edt

& Bach| | Hewt| | [Firsh] | |Cancel
Lock & Edt 4

PBirease Configaralion Sebect Work Hanager Definilivn Lype

What bype of Werk Manager, Request Class or Canstraint ds you want o create?

Dusnain Structure
* work Manager

Response Time Request Clhss

-
- Clusters .
Coberence Clusters Fair Share Request Class
Machines
rtual Hests Context Request Class
ork Managers
Startup and Shutdewn Classes Maximum Theeads Constraint
Minkmusm Theeads Canstraint
ettty c Capacily Consraint
How do L. = Yack _N_g& Fnah

» Create application-seoped ennstraints

» Create app

on conped request casses

» Create applicalion-scoped Werk Mansgers.

straiets

request dasies

Create ghbal Wark Mamagers

System Stalus 2
Hiealth of Running Sérvers

| Fabed (1)
| Critieal{

verloaded (0}

4. Provide the name of the work manager as mentioned in the table above.
Example: AutoMatchiWM
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!I!Iw-ernebbqlcl Connected to: RLIMUonsain

ORACLE webLogic Server Administration Console 12¢
@ Home Log Out Freferences (] Record 1elp Q

Hrorme >Surmary of Servers >REIMDomain »Surnrmary of Dugloyrments ~jaxri 18,2

Change Center

“Sunmary of Deyhoprrmerrs ~Gunremary ol Work Hanasers

wiew changes and restarts

Ha pending changes euist, Click the Release Create a New Work Manager Component
Configuration button to allow others to edit
At Ao Back | | Mext | Frish | Cancel
Lotk & Lot
Work M Propert
Remase Confyuraten e S
* b wsed ¥ yeur newe Work Manager.
Dusmesin Structure * indhcates requred fiekds
REIMDumain -
b i What would v like b name your new Work Manager?
Servers
s * Mame: AutoMatchih
-Coberence Clusters
Hacties
~yirtual Hasts |Back | |Wext) | Frah |_
Wtk Managess
~Gtartup and Shutdown Classes

= Deployments

Intercperability
[2-faannnstic

How du L.

5. Target it to both Admin Server and the managed server (<Example>:
REIM_AdminServer and reim-server).

DORACLE webLogic Server Adminisialion Gonsale 12¢

Change Center
View changes and restarts

Bio pending changes essst. Click the Release
Configuration button to allow others to edit
the domain,

Loch & Edn

Release Confgursbon

Domain Structure

I=Coharence Clusters
| Hachines
irtual Mosts
ork Maragers
artep ard Shubdorm Classes
£~ Deployments
# Services
i Security Realms
P bnteroperabiliy
& Diannedic

How do L. 8

Creste application-sceped constraints

Create application-scoped request classes

Create appli
Creste global constraints

tion-seoped Work Hanagers

Creste global request classes

Crete global Work Managers

6. Click Finish.

ORACLE WeblLogic Server Adminisvaton Consale 12¢

Lhange Lenter
| ¥iew changes and restarts

Pending changes enst. They must be activated
to take eflecl.

aF Actyabe Changes
Undo A1 Changes

Domain Structure

REIMDomain -
E Emranment i
rvers
F-Clusters
Cabererice Clusters
Mackines
Virtual Hetts
Work Managers
*~startup and Shutdown Classes
Cepluyments
PACES
Secunity Realms
- Interaperahility s

How do T... -]

Ercale applicalion scoped

Creale spsticabior-scoped reguest dasses
Create spchoabion-scoped Work Managers
Create global constrainks

Create ghotl requent dasses

Create ghabal Work Managers

1R Home Log Out Preferences (5] Record nels | mm.mlmmmnmmn

Florms »Suererury of Serves »REIHDn

1 *Sumerury o Daiopemnts

o Doty Sumamary of Work Manasgen.

Create a Mew Work Manager Conpanent

Back | [Tieit I-mnilm

Select deplayment Largels

ou can target the Wark Manager tn any of these Wehlagie Server inskances er Clusters. Select the

e dbich you wll deploy reference the Work Manager.

Available targets :

Servers

¥ reinserver

¥ RLIM Adminserver

@ Home Log Out Preferences (5 Record welp | Wekcame, weblogic | Connected to: REIMDonsin

Hame »Summary of Servers » REIMDgmain »Summary of Deployments »
Messages

@ Work Masager rreated surcesshully

»Summary of Deplayments > Summary of Work Hanagers

Summary of Work Managers

& Work Manager defines a set of request clasies and thread eonstraink e vk
dlasses and thread constrants defined for this domain,

Weblagic Server instances. This page displays the glabal Work Managers, request

Global Werk Managers are defined 8t the domain Jevel, You can alse define application-level snd module-level Work Managers,

¥ Custonuze this table

Global Wark Managers, Request Classes and Canstraints

| Mew| [Clone| | Geksie Showing 1to 1 of 1 Frevious | et
Hame Type Targets
HateiWs Wk Manager sim-smres, RETH_fidiin Sarver
|Bew| [Cione ] [Dekte Shuwing 1 to 1of 1 Previous | Nest
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7. Click Activate Changes.

ORACLE WebLogic Server ssministration Consola 12c

Change Cemer {8l Home (og out Preferences [&] fecnrd Help
View changes and restarts ey ikt of Chesiy S wirreruny of Daplapmants wistrriary of Daplsyrents sSummary of Work Mansgers
Messages
Click the Lock & ESt butten to modily, add o
elete itens in this demain. oF All changes have been sctivated. Mo restarts are necessary.
Lock & Ede s

v ol Work Managers
Fuimase Corfinunation

[P —— A Work Manager defioes & sel of reguest dasses and tead constraints thel manage work performed by Weblogic Server instances, This page displays the global Work Hanage:s, recwest
classes and thread cesstraints defined for this domain.

Giskal Work Managers are defined at Ube domain level, You can also define spplication-level and module-devel Work Managers,

Coherene Clusters B Customise his Lable

I pasdice Ghobal Wark Managers, Request Classes and Constraints
Hwiral Hosts
|- Wburk Msninpers Click the Lock & £t betton in the Change Cénter to activate all the buttons on this page.
“=Startup and Shutdesn Classes
Deployments Hew | [Clene | | Dieloin Showing 1to1of 1 Frevous | Net
Services
Secunity Realms P (Time Targets:
B Intercperability T ¥
] niaseradic ' AutsMatehii ™ | Werk Manager veimr-server, REIM_AdminServer
do L. = New | |Chone | | Delete: Showing1to 1ol 1 Previous | Heat

Create application-scoped constraints

Create application scoped request classes

Create application-siuped Work Managess

Create global constraints

Create global request dasses

Create global Wosk Managers

System Status =]
Health of Running Servers

] Failed {3}

[ Critical [0}

[ Overloaded (3}

I Warnina 193

You can see the named work managers created in the list.

Steps to Create Maximum thread constraints

Maximum thread constraints can be assigned to work managers. Steps to create
constraints and to assign them to work managers are as below:

1. From WebLogic Console navigate to Work Manager pane (Domain->Environment-
>Work Manager)

ORACLE weblLogic Server Administrason Console 17c __

Change Center 18 Home Log Out Preferences [ Pecord Help Welcune, weblogic | Connected o; RETMDomain
View changes and restarts Ve 2Sunmmary of Servers ~FEIMDunain »Surrmiery of Deployrimcts =jenc iy ol Dvoeruns pSuirabry: o Werk Mboogurs.
Click the Lnck & Edit button ta madify, add or Summary of Work Managers
delete items in this domain,
k-
A — & Werk Manager defines a set of request classes and thread esestraints that manage work perfoemed by WebLagic Server instances. This page displays the glohal Work Masagers, request
Helerss Configuraton diasses and thresd constraints defined for thes domain,
clnhal nagers are. defined ak the desnain leved, You ean also define apglication-Ievel and madule- Level Werk Managers.

Doamain Structure
REIMDumain .

Emdranment 1| W Customize this table

jjze:f;,' Glohal Werk Managers, Request Classes and Constraints
-Caberence Clusters Click the Lok & Fi button in the Change Cester 1o activate all the buttons an it page.
Machines
rtual Hests Firw | [Che| [Dslsln Shawing 0o 0 oF 0 Previees | Nest
“Work Managers T
Stertup and Htdown Classes Hame = Type i Targels

There are ng items to dsplay

| | Hew | [Cione | | Dettle Showing 0lo0of 0 Previows | Next

= Create spplication-sooped constraints
» Create application.scoped request classes

Creale spwhicatior-sooped Wurk Managers

Create ghotal comliints

Create ghobal request dasses

Create ghobal Work Managers

System Status =]

Health of Running Servers

| Faile

[ T Ciiticad
Orverioaded (1)

[ Warning (1]
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2. Click Lock and Edit.

ORACLE webLogic Server Administration Console 12¢

@ Home LogOut Preferences [22] Record Help

Change Center

View changes and restarts Home Summary of Servers >REIMDomain »Summary of Deployments »jax-t5(2.0

Ho pending changes exist. Click the Release: Summary of Work Managers
Configuration button to allov: others to edit

the domain.

Lock & Edit
classes and thread constraints defined for this domain.
Release Configuration

Domain Structure

ETMDomain b Customize this table
E-Environment

i~ Servers
Clusters.
Coherence Clusters

Global Work Managers, Request Classes and Constraints

New | [Clone| [Delete

A Work Manager defines a set of request classes and thread constraints that manage work performed by WebLogic Server instances. This page displays the global Work Managers, request

Global Work Managers are defined at the domain level. You can also define application-level and module-level Work Managers.

Welcome, weblogic ‘ Connected to: REIMDomain

) »Summary of Deployments >Summary of Work Managers

Showing 0 to 0 of 0 Previous | Next

“Machines

Name &%
Virtual Hosts

ype

Targets

“Work Managers

There are no items to display

“Startup and Shutdown Classes.
~Deployments
BF-Services.

New | [Clone| [Delete

Showing 0 to 0 of 0 Previous | Next

~Diannostics

How do L.

Create application-scoped constraints

Create application-scoped request classes

Create application-scoped Work Managers

Create global constraints.

Create global request dasses

Create global Work Managers

System Status
Health of Running Servers
Failed (o)

Critical (0)
Overloaded (0)

3.

ORACLE WebLogic Server Asminiztation Canssls 12¢

Change Center & Home Log Out Preferemces [2] Record Help

Home i

View changes and restarts arvers »REIMDoman >
Mo pending changes exst. Click the Release CLreate a Mew Work Manager Component
Configuration button te allow sthers Lo edd
i Hach | |Hinsl

Fiemhi | || Cancel

Lock & Eae

Psinass Cax o Sebect Work Manager Definilion bype

what bype of ager, Frequest Class or Constraint do vou want to create?
Donsain Strsctire
REMOemain

S-Emarenmest

Work Manager

Response Time Request Clhss

Servers
B Clusters

Fair Share Request Class

Conmtexl Request Class

® Maxinum Threads Constramt

Minkum Theeads Constraint

- Capacity Constraint

Back | |Nest| | |Finsh | || Cancel

= Create application-scoped constraints

 Create application scoped reguest dasses

Create application-scoped Werk Managers

Create global constraints

Create global request classes

Create global Wark Mansg

Click New. This will take us to the screen which allows us to create constraints.

Webome, weblogic | Connedied le: REIMDomain
of Cesloyments » Summary of Week Managers

4. Select the Maximum Thread Constraint radio button and click Next.

5. Give a Name (MaxThreads) and specify maximum number of consumers needed for

your Application. Click Next.
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ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
o pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lock & Edit

Release Configuration

Domain Structure
EIMDomain

~Servers

~Clusters
~Coherence Clusters
~Machines

~Virtual Hosts
~Work Managers
~startup and Shutdovn Classes
~-Deployments.
H-Services

~-Security Realms

B Interoperability

+ -Diaanostics.

How do ...

Create application-scoped constraints.

Create application-scoped request dlasses

Create application-scoped Work Managers

e« Create global constraints

Create global request dasses

Create global Work Managers

System Status =

Health of Running Servers

Failed (0)
Critical (0)

Auerlnadad (M

{8 Home Log Out Preferences Welenm,wchlogiclcnnne(ted to: REIMDomain

Record Help a

Hame >Summary of Wark Managers >Summary of Deployments »Summary of Work Managers

Create a New Work Manager Component
Back | | Next ‘ Finish ‘Cam:e\

Maximum Threads Constraint Properties

“The following properties will be used to identify your new Max Threads Request Class.
* Indicates required fields

What viould you like to name the new Maximum Threads Constraint?
*Name:

MaxThreads

What is the maximum number of concurrent threads to allocate for requests? Enter either a fixed thread count or the name of a Data Source whose size will be used for the constraint.

Count: 10
Data Source:

Back | | Nest ‘ Finish ‘Cam:e\

6. Select Target as <reim-server> and click Finish.

ORACLE wWebLogic Server agministration Console 12c

Change Center

View changes and restarts

e pending changes exist, Click the Releave
Caefiguraticn buttes to allaw athers to sde
the domain.

Lock LBl

Feiase Configuration

Creale s New Work Manasger Component

Domain Structure

REIMDomain &

E Emvironmient
i-Servers
F-Clusters
Cohevence Clusters
F-pachines
Wirtual Hesls
vork Managers
“--5tartup and Shubdown Classes
| Depluyments.

Welcame, weblogic

) vame LogOut Preferences [ fecord Help | [ “nnnected t2: RETMDamaln

Horme ety of Werk Managers turmmary of Deploymants »Saummary of Work Mansgers
Back | [Tieit] | | Fmn| | | Gancel
Select drployment targets
o tan target the Werk Mansge tu any uf these Weblogic Server instances ur Clusters, Select Lve same Largets an which you will depluy applications that reference Lhe Work Manager,

Avallable targets :

Servers

# reimeserver

RETM_AdminServer

Bach | [Fisii] | | Fiish | | Cancel

» Create apphicabion-scoped cunstisnts

= LCreate sppiicationrscoped request dasses
» Create applitation scoped Work Managers
» Create glohal constraits

Creale global request dasses
Create global Work Managers

System Status

Health of Rurming Sarvers

I Failed ()

[ Critieal {2
erverinaded {0}
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7. Click Activate Changes.

ORACLE WeblLogic Server Adminisirason Consede 12¢

| chanae center ) Home Log Out Preferences (5] Reword el | Q,
View chinoges ind veskaits Hame »Summary of Work Managers » Swmmary of Desioyments »Summary of Work Managers
Messages
| Fsaa o 48, Thiy 4
o Lake elfect & Madmum Threads Caastraint created ssecesshully
of betven Chang Summary of Wark Hanagers
| Wﬂl%

Wekome, weblogi | Connected le; REIMDomain

R e & Werk Manager defines a et of sequest classes and thread age work

| ciasses and thread constraints defined for this domain.
REIMOOman

ishLogic Sereer Imstances. This page displays the glebal Work Managers, request

B Fianinank m Canbal Werk Managers are defined at the dnmain Ievel. You can alsa define applicabinn level and madele-level Wark Managers.
| Servens
- Clusters
| Caberance Clusters B customize this table
Glohal Werk Managers, Request Classes and Canstraints
Hiow | [Cione| Dl Showieg 102 of 2 Previses | Nest
| ; T
= Deployments | M Type | Targets
[et-Gerdres 1
-Sacurity Reshns (7] | AutoMatetivns Wark Manager | einserver, RETM_AdninServer
A T |
B nteroperstaity = [ | MasThueass Masimum Thesds Cemmtraint | reimeserver
=i-Caannpstr: -
Now | | Cione  Dedote Showing 1to 2 of 2 Previcws | Next
How o 1 _— ialis

» Create applicet Lraint

= Creste application-scoped request classes

Create application-sceped Work Managers
Create global comtraints

Create global request classes

Creste global Work Managers

System Status =

8. Summary of the work managers will be displayed.

ORACLE webLoglc Server adminisyaton Console 12¢

Change Center. @) Home Lng Gt Preferences [ frcord welp | Q|

Vs urmary of Wik Manigar

wiew changes and restarts smerury of tapryents s Smnsary of Work Managers

Cligh the Lock & Edil butkon bo modify, add or
delete items in this damain,

(I . 21—
Fisinsve Configus alion

Hessages

oF Al changes have been activated. o restarts are necessary.

Summary ol Work Managers

A Wk Manager defines a sel of reguest classes ints that

Weleome, m-bhqnzl Connected to: RETHDomsain

SOt in s classes and thread constraints defined for this domain.

REIMTemain

¥ Custumize this Lable

Global Work Managers, Request Classes and Comstraints
Click the Lock & £dif button in the Change Center to sctwvate ol the buttons om this page.

“=-Ghastup and Shutdawn Clazses

Glubal Werk Managess are defined a1 the domain level, You can alse define application-level sod module-level Work Managers,

Webleogic Server instances, This page displays e global Work Hanagers, receest

L-puployments Hrw| [Cione | [Driete Showing 1to 2of 2 Previcus | hest
0 Services |
tSecurity Realms | Mame & Type Targets

Fi-Interceerability =

L Ciannnski - | Bustablabe ki Wk Mamager

m-srrver, REIH_AdminSerers

| asThreads Masimum Threads Ceastraint

How do L.

| reim server

New| [Cione | | et

Créate soplcation-scoped constraints
Create application scoped request dasses

Shawing 1to 2ol 2 Previous | Head

Creale apgiialive-scoped Wark Managers
= Create ghobal constraints

= Create ghobl request classes

= Create ghobal Work Managers

System Status =)
Tiealth of Running Servers

[ " Failed (0]

r Erilical {0}

" Overdoaded (1)
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9. Click the work manager link from the Summary of work managers. Example:
AutoBatchWM

T = ——— B o

Change Center &) Home Log Out Preferences ecord Help Q Welcome, weblogic | Connected to: REIMDomain
View changes and restarts Home >Summary of Wark Managers >Summary of Deplayments »Summary of Work Managers >AutoMatchwM
Click the Lock & Edit button to modify, add or Settings for AutoMatchWM
delete items in this domain.
Configuration | Targsts | Notes
Lock & Edit
Release Configuration Click the Lock & Edit button in the Change Center to modify the settings on this page.
. Save
Domain Structure
EIMDomain -
Use this page to define the request classes and constraints for the selected global Work Manager,
~Servers
~Clusters
ot st Name: (1o value specified) The user-specified name of this MBean instance. ~ More Info...
~Coherence Clusters
~Machines
e e 45 Request class: {None configured) v | e A request dlass associated with this Work Manager. This may be a
( F lass, Response lass, or a
Vork Managers ContextRequestClass. More Info...

~-Startup and Shutdovm Classes
~Deployments

] Minimum Threads Constraint: (None configured) v |[Niew The minimum number of threads allocated to resolve deadlocks. More
-Senvices = Info.
~Security Realms.
'3'lntemnewablhw +| a5 Maximum Threads Constraint: [ (None configured) ¥ |[New The maximum number of concurrent threads that can be allocated to
“Diznnnstics {

execute requests.  More Info...

How do L. E
] Capacity Constraint: {None configured) ¥ |[New The total number of requests that can be queued or executing before
. WeblLogic Server begins rejecting requests. More Info...
» Create application-scoped constraints
+ Create application-scoped request dasses 45 Stuck Thread Action: Use server defaull behavior v Specify how stuck threads should be detected, and what action to take
« Create application-scoped Work Managers should they occur. ~ More Tnfo.
+ Create global constraints
+ Creste globel request dasses Max Stuck Thread Time: 1 Time after which a executing thread is declared as stuck. More Info...
« Create global Work Managers
Stuck Thread Count: 0 Number of stuck threads after which the WorkManager is shutdown More
Info.
System Status =
T — 7 Resume When Unstuck Whether to resume work manager once the stuck threads were

cleared More Info...

Failed (0)
Critical (0)

Overloaded (0) Clickthe Lock & Edit button in the Change Center to modify the settings on this page.
T e rm

Save

10. Click Lock and Edit.

11. From the Maximum Thread Constraint dropdown, select the constraint you have
created earlier.

ORACLE WebLogic Server Administration Console 12¢ —

Change Center {2 Home Log Out Preferences [24] Record Help Welcome, weblogic | Connected to: REIMDomain
Tt e oI Hame >Summary of Work Managers >Summary of Deployments »Summary of Wark Hanagers »AutoMatchWM
|| No pending changes exist. Click the Release Settings for AutoMatchWHM
Configuration button to allow others to edit
the domain. Configuration = Targets = Notes
Tock & Edt
Save
Release Configuration
| . Use this page to define the request classes and constraints for the selected global Work Manager.
Domain Structure
REIMDomain -
Name: (Ho value specified) The user-specified name of this MBean instance. More Info...
1 "~ Servers
~Clusters 5] Request dlass: (None configured) v || New A request class associated with this Work Manager. This may be a
~Coherence Clusters lass, Response
~Machines ContextRequestClass. More Info.
=-Virtual Hosts.
~Work Managers 5 Minimum Threads Constraint: (None configured) ¥ | Hew ‘The minimum number of threads allocated to resolve deadlocks. More
Inf
~Startup and Shutdown Classes e
~Deployments
| | Brsenvces 5] Maximum Threads Constraint: MaxThreads v || Hew The maximum number of concurrent threads that can be allocated to
— execute requests.  More Info...
—Security Realms
- Interoperability
| | B--piaonnstics - (] Capacity Constraint: (None configured) ¥ || New The total number of requests that can be queued or executing before
- ‘WebLogic Server begins rejecting requests.  More Info...
How do L.. [=]
4] stuck Thread Action: Use server default behavior v Specify how stuck threads should be detected, and what action to take
| = create application-scoped constraints should they occur. ~ More Info...
| = Create application-scoped request classes
| = create application-scoped Work Managers M Stuck Thread Time: 0 Resiey
+ Create global constraints
= Create global request classes Stuck Thread Count: 0 - More
= Create global Work Managers
| #| Resume When Unstuck
M Info...
System Status =] ore Info.
Health of Running Servers. Save
Failed (0}

Critical (0)
Overloaded (0)
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12. Click Save.
13. Click Activate Changes.

ORACLE webLogic Server Adminishalion Gonsale 12¢
Change Center B Fome Log Out Preferences [ Help =Y
View changes and restarts v 5 v ol W Surrmaty of 0 ks 5 Larmgers ~buboMabWH

Click the Lack & E4E huttan to modify, add or
g i this demain,

delete tems

Settings for AutoMatchwr

Hee
Configuration  Taipels  Foles

Donsain Striscture
Clicktbe Lock & Foil button in the Change Center to modily the vettings un Lhis page.

Use this page tu defime the reguest classes and constisinks fur the selected global Work Manager.
Mame: (Mo value specified)
4] Request Class: rr—— | -~
] Hindmuam Threads Canstraint:
] Haximum Theeads Constraint:
#] Capacity Constraint:

= Creste global dasses i Mk Thes b Action

- Create globsl Werk Mansgers
Max Stuck Thread Time:

System Status

el of Fring Servers Stuck Thread Count:

< Resume Wihen Unstuck
verlnaded 3

[ warning (5}

14. Restart Weblogic Adminserver and Managed server.

Load LDIF Files in LDAP

Wekome, weblugic | Connected ts: RETMDuinasin

The OID (Oracle Internet Directory 11.1.1.9) must be set up in order to perform the

configuration of OID Authenticator in WebLogic Domain.
There are four sample LDIF files provided in the application zip

(INSTALL_DIR/reim/application/reim/ldif):
= RGBU-oid-create-groups.ldif

= RGBU-oid-create-users.ldif

= RGBU-oid-delete-groups.1dif

= RGBU-oid-delete-users.1dif

Note: You may use the existing users and existing groups if
the enterprise users map to the appropriate groups for 15.0.
For more information, refer to the Retail Role Hierarchy
section in the Implementing Functional Security of the Oracle
Retail Invoice Matching 15.0 Operation Guide.
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IMPORTANT Note: If you are using the above LDIF files to
set up the users and groups, you must update the ‘RGBU-
oid-create-user.ldif” LDIF file with your password for the
‘userpassword’ attribute for all the users mentioned in the
RGBU-oid-create-user.1dif LDIF file. The changes must be
done before importing the users LDIF file ‘RGBU-oid-create-
users.ldif” into the LDAP. Once the users are imported into
the LDAP, remove the ‘userpassword’ attribute value from
the LDIF file. Refer to the Oracle Internet Directory
Administration Guide for OID password policies for setting
up passwords.

User DN and Group DN values (example:dc=us,dc=oracle,dc=com) may need to be
updated based on the DN values in your OID.

Once the LDIF files are updated for your configuration, the LDIF files can be loaded into
LDAP using the ldapadd tool that is included in the OID installation. LDIF files can also
be imported in other ways like ODSM.

For example to load RGBU-oid-create-users.ldif using ldapadd (this is done on the OID
host)

export ORACLE_HOME-=/u00/webadmin/products/wls_idm/ORACLE_IDM (this is
the ORACLE_HOME of your OID install)

export PATH=30RACLE_HOME /bin:$PATH

$ORACLE_HOME /bin/ldapadd —v —c -h <OID_HOST> -p 3060 -w <ORCLADMIN
PASSWORD> -D “cn=orcladmin” —f RGBU-oid-create-users.1dif

The LDIF ‘RGBU-oid-delete-groups.ldif’ can be used as needed if you need to delete the
groups created from the groups creation LDIF ‘RGBU-oid-create-groups.1dif’.

The LDIF ‘RGBU-oid-delete-users.ldif’ can be used if you need to delete the users created
from the users LDIF file 'RGBU-oid-create-users.ldif’".

1. Users in the LDIF will be imported and Users can be verified in your User DN
location, example: cn=Users,dc=us,dc=oracle,dc=com.
The group cn=Administrators and user cn=weblogic must have been added to your
OID as part of OID documentation. If itis not added already, create the cn=weblogic
user and cn=Administrators group and add cn=weblogic user as a uniquemember in
cn=Administrators group. Following LDIF scripts can be used for the creation of
the user (cn=weblogic) and group (cn=Administrators).
Note: DN value need to be changed based on your DN value in OID.
For Example:
cn=weblogic user LDIF:

dn: cn=weblogic,cn=Users,dc=us,dc=oracle,dc=com
description: A user for the "Administrators® role.
objectclass: inetOrgPerson

objectclass: organizationalPerson

objectclass: person

objectclass: top

objectclass: orcluser

objectclass: orcluserV2

objectclass: orclIDXPerson

cn: weblogic

orclsamaccountname: weblogic
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sn: weblogic

uid: weblogic

givenname: weblogic

displayname: weblogic
userpassword: <your password here>
employeeNumber:

middleName:

orclHireDate:

telephoneNumber:

facsimi leTelephoneNumber:

mail: weblogic@rgbu.generated.oracle.com
postalAddress:

street:

postalCode:

title:

employeeType:

cn= Administrators group LDIF:

dn: cn=Administrators,cn=groups,dc=us,dc=oracle,dc=com
objectclass: groupOfUniqueNames

objectclass: orclGroup

objectclass: top

cn: Administrators

description: Administrators

displayname: Administrators

uniquemember: cn=weblogic,cn=users,dc=us,dc=oracle,dc=com

Oracle Retail Application Administration Console

Oracle Retail Application Administration Console (ORAAC) is a tool used by an
administrator to manage application roles, manage the application navigator and
manage notifications. It facilitates the customization of default RGBU role mappings to
suit the retailer’s business role model. ORAAC is deployed along with the ReIM
application and accessed from the user menu of the ReIM application’s user interface.
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Tasks Manage Duty Roles %

4 Manage Roles

ltanage Duty Roles Actions = View = %+ ¥ & i Detach Name Q
Manage Roles Mapping
Role Hame Description
Manage Application Navigator .
ADMIN_CONSOLE_DUTY For oraac
Manage Notifications o
ALLOC_GLOBAL_MENU_DUTY

)
CREATE_CREDIT_NOTE_FROM_CNR_DUTY

m

.CREDIT_NOTE_fuIATCH\NG_DUTY

.DASHEOARDiDUT\’
.DEF'T_CL‘\SS_DYNAM\C_MAF’F’ING_INO.U\RY_DUTY
.DEF‘T_C LASS_DYNAMIC_MAPPING_MAINTENANCE_DUTY
.DISCREF‘ANCYﬁRESOLUT\ONiDUT\’
.DOCUMENT_\NC!UIRY_DUTY

.DOCUME NT_MAMAGEMENT_DUTY

.EDLMAINTENAN CE_DUTY

.GL_C ROSS_REFERENCE_INQUIRY_DUTY

.GL7C ROSS_REFERENCE_MAINTENANCE_DUTY

)
GL_OPTIONS_INQUIRY_DUTY -

Only the user with ReIM Application Administrator privilege can access ORAAC from
the ReIM application.

As part of the Retail Invoice Matching Application install, RAAC gets installed with one
default role REIM_APPLICATION_ADMINISTRATOR_JOB role. The same job role will
also exist in ReIM's jazn-data.xml file. The below options can be used for the set up.
Option 1:

Create the REIM_APPLICATION_ADMINISTRATOR_JOB role in your LDAP and
assign that role to a user who intends to execute the role mapping process.

Option 2:
Create a Job role in your LDAP and map the intended job role in the LDAP to the
REIM_APPLICATION_ADMINISTRATOR_JOB role using enterprise manager.

Since the user is part of the REIM _APPLICATION_ADMINISTRATOR_JOB role, the
user first access the REIM application app and then launch RASRM for role mapping
from the user menu of the REIM application.

Note: The REIM_APPLICATION_ADMINISTRATOR_JOB
role must have been already created if using the sample
LDIF files which are provided as part of the Retail Invoice
Matching Application zip file.

Clustered Installations — Preinstallation Steps

Skip this section if you are not clustering the application server.

1. Make sure that you are able to start and stop the managed servers that are part of the
ReIM Cluster from the WebLogic Admin Console.

There are no additional steps before running the installer for Retail Invoice Matching.
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(Optional) Analyze Changes in the Patch

Note: See Appendix: Analyze Tool for details and
instructions to run the Analyze Tool. This appendix also
contains screens and fields in the tool.

Expand the RelM Application Distribution

To expand the ReIM application distribution, do the following.

1.

Log in to the UNIX server as the user who owns the WebLogic installation. Create a
new staging directory for the ReIM application distribution (reim15application.zip).
There should be a minimum of 300 MB disk space available for the application
installation files.

Example: /u00/webadmin/media/reim

This location is referred to as INSTALL_DIR for the remainder of this chapter.
Copy reim15application.zip to INSTALL_DIR and extract its contents.

Example: unzip reim15application.zip

Run the Oracle Retail Invoice Matching Installer

Once you have a managed server that is configured and started, you can run the Oracle
Retail Invoice Matching application installer. This installer configures and deploys the
Oracle Retail Invoice Matching application.

Note: See Appendix: Oracle Retail Invoice Matching
Application Installer Screens for details about every screen
and field in the application installer.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server

ORACLE_HOME files.

Change directories to INSTALL_DIR/reim/application.

Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.7+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which Allocation will be installed.

If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:

export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net._ssl _keyStoreType=jks -Djavax.net.ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -

Djavax.net.ssl . trustStorePassword=<TRUSTSTORE PASSWORD>"'

An example of this would be:
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export ANT_OPTS="-

Djavax.net.ssl _keyStore=/u00/webadmin/product/identity.keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl_keyStorePassword=retaill23 -
Djavax.net._ssl . trustStore=/u00/webadmin/product/identity.truststore -
Djavax.net.ssl.trustStoreType=jks -

Djavax.net._ssl . trustStorePassword=retai 123"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created (reiminstall. <timestamp>.log). See Appendix:
Oracle Retail Invoice Matching Application Installer Screens for illustrations of
installer screens and details about what information needs to be entered on each
screen.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to retype the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installs are overwritten by the successful installation.

Post-Installation Steps

Update the following settings in WebLogic:

Transaction Time Out

The transaction time out is set at the Domain Level in Weblogic console
1. Login to the WebLogic Console.

2. Navigate to REIMDomain/Configuration/JTA /Timeout Seconds.
3. Set Timeout Seconds to 1200000.

Data Source Capacity

Depending on your planned load, you may need to increase the capacity on the
Allocation data sources to accommodate more concurrent connections. When increasing
this setting, ensure that your Allocation database has processes setting large enough to
accommodate the new maximum.

1. Login to the WebLogic Console.

2. Click the Data Sources link on the Home Screen. The Data Source screen is
displayed.

Under the list of Data Sources, click the ApplicationDBDS data source.
Click the Connection Pool tab.

Set the Maximum Capacity to 1000.

Repeat for all data sources.

o g s~ w
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Clustered Installations - Post-Installation Steps

If you are installing the ReIM application to a clustered WebLogic Server environment,
there are some extra steps you need to take to complete the installation. In these
instructions, the application server node with the ORACLE_HOME you used for the
RelM installer is referred to as the master server. All other nodes are referred to as the
remote server.

1. The ReIM batch files should be copied from the master server to each of the remote
servers under the same path as on the master server. You should take the
<retailhome>/batch directory and copy it onto the remote servers under the same
path.

2. The Oracle Retail Installation creates some security files on
$WEBLOGIC_DOMAIN_HOME /retail / context root/config directory. Copy this
directory to each remote node of the Cluster, matching the full path of the location of
this directory on main node.

3. The Oracle Retail Installation creates some properties files on
$WEBLOGIC_DOMAIN_HOME /retail / context root/ properties directory. Copy
this directory to each remote node of the Cluster, matching the full path of the
location of this directory on main node

Installing the REIM Bl Publisher Templates
In this section we will outline how the REIM report templates are installed into the
appropriate Bl server repositories which will be referred to as B REPOSITORY
Example: <DOMAIN_HOME->/config/bipublisher /repository

Report files are available from - " INSTALL_DIR/reimn/reports " and have to be copied into
the newly created directory within the Reports directory under the BI Publisher Guest
folder.
1. Create the directory to hold the reports under <BI_REPOSITORY>

mkdir <Bl_REPOSITORY>/Reports/Guest/REIM
2. Change directory to the INSTALL_DIR/reports. This directory contains

subdirectories whose names reflect the names of report templates provided with
REIM.

a. Copy each report directory into the directory created above

For example,
cp -R * <BI_REPOSITORY>/Reports/Guest/REIM

Test the RelM Application

After the application installer completes you should have a working ReIM application
installation. To launch the application, open a web browser and go to
http:/ /hostname:(managed_server_port)/<context_root>/index.jsp.

If you have configured a WebTier to a front end ReIM application, use http port instead
of managed server port.

Example: http:/ /appserver1:17009/reim01/index.jsp
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reim.properties

The reim.properties file contains most of the settings for the ReIM application. Many
properties in this file are set by the installer to get a working application up and running,
but you may want to modify other settings in this file.

To modify settings in the properties file, you must redeploy the ReIM application. The
properties values are stored in the templates/reim.properties file, which is in the
directory where you expanded the RelM installer files (for example,
<INSTALL_DIR>/reim/application/templates/reim.properties, where
<INSTALL_DIR> is the directory the application installer was unzipped).

Edit the reim.properties file to set the properties to the desired values. Then rerun the
installer to deploy ReIM.

integration.properties

The below changes need to be done only if WWAYV credentials have been enabled for
reim during deployment.

The integration.properties can be found under

<DOMAIN_HOME-> /retail / <reim app deployment
name>/<6m8whs>/reim.war/WEB-

INF/classes/com/retek /reim/integration.properties

Before changes, the integration.properties would look like the below:
#Drill Forward - start

#webservice.financial .drill_forward=https://hostname.us.oracle.com:7068/f
in-DrillBackForwardurl-
AppServiceDecorator/ProxyService/Dril1BackForwardUrlAppServiceProxy?wsdl

webservice.financial .drill_forward.wsdl=@deploy.webservice.drill_forward.
wsdl@

#The below entries are not required as per Dev Team.

#webservice.financial .drill.forward.url.targetnamespace=@deploy.webservic
e.drill_forward.url.targetnamespace@

#webservice.financial .drill_forward.targetsystem=@deploy.webservice.drill
.forward. targetsystem@

#Drill Forward - end

#webservice provider URL for account validation

webservice.financial .account.validation=https://msp00abq.us.oracle.com:70
68/Fin-GlAccountvalidation-
AppServiceDecorator/ProxyService/GlAccountVal idationAppServiceProxy?wsdl

webservice.financial .account.validation.namespace=http://www.oracle.com/r
etail/fin/integration/services/GlAccountValidationService/vl

webservice.financial .account.validation.local .code=GlAccountValidationSer
vice

#webservice user alias for account validation

webservice.financial .account.validation.credential .alias=${webservice.acc
ount.validation.credential.alias.trimmed.upper}

#enable webservice credentials

enable.webservice.account.validation.credentials=@deploy.enable.webservic
e.account.validation.credentials@
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After the changes have been made, integration.properties should look like
the below:

#webservice provider URL for drill forward
#Drill Forward - start
#webservice.financial .drill_forward=@deploy.webservice._drill.forward@

webservice.financial .drill_forward.wsdl=http://hostname.us.oracle.com:180
08/fin-DrillBackForwardurl-
AppServiceDecorator/ProxyService/Dril1BackForwardUrlAppServiceProxy?wsdl

#The below entries are not required as per Dev Team.

#webservice.financial .drill.forward.url._targetnamespace=http://www.oracle
.com/retail/fin/integration/services/DrillBackForwardUrlService/vl

#webservice.financial .drill_forward.targetsystem=@deploy.webservice.drill
.forward. targetsystem@

#Drill Forward - end

#webservice provider URL for account validation

webservice.financial .account.validation=https://msp00abq.us.oracle.com:70
68/Ffin-GlAccountvalidation-
AppServiceDecorator/ProxyService/GlAccountValidationAppServiceProxy?wsdl

webservice.financial .account.validation.namespace=http://www.oracle.com/r
etail/fin/integration/services/GlAccountValidationService/vl

webservice.financial .account.validation.local .code=GIlAccountValidationSer
vice

#webservice user alias for account validation

webservice.financial .account.validation.credential .alias=${webservice.acc
ount.validation.credential .alias.trimmed.upper}

#enable webservice credentials

enable.webservice.account.validation.credentials=@deploy.enable.webservic
e.account.validation.credentials@

Bounce the domain once the changes have been made.

RelM Batch Scripts

The ReIM application installer configures and installs the batch scripts under
<retailhome> /reim-batch.

Example: /u00/projects/j2ee/reim/rem-batch

The batch scripts are copies of the same generic file. Their file names determine which
functionality is run. To run batch scripts, use the alias name provided in the installer
when RelM is installed, the one that is written out to the Java wallet (for example,
reim_batchpgmname ADMIN).

For the scripts to run correctly, values for the following variables must be provided:

= ORACLE_HOME: WebLogic Home directory where the ReIM application has been
deployed.

= JAVA_HOME: Java 7.0 (1.7.0) JDK installation that typically is being used by the
WebLogic Application Server.
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Online Help

Example: export
ORACLE_HOME=/u00/webadmin/products/wls_retail
export JAVA_HOME=/u00/webadmin/products/jdk_java
export PATH=$JAVA_HOME/bin:$PATH

The application installer automatically installs Online Help to the proper location. It is
accessible from the help links within the application.

Single Sign-On

Skip this section if ReIM is not used within an Oracle Single Sign-On environment.

Note: This section assumes the Oracle WebLogic Server has
already been registered with the Oracle Access Manager
(OAM) via the oamreg tool. See the Oracle Single Sign-On
(OAM using webgate) documentation for details.

To set up single sign-on, complete the following steps.

1. If you are using Oracle Retail Invoice Matching in an Oracle Single Sign-On
environment, then the Invoice Matching root context must be protected. Modify the
following files

mod_wl_ohs.conf located in
<WEBLOGIC_HOME?>/Oracle_WT1/instances/instancel /config/OHS/ohs1

LoadModule weblogic_module
""<WEBLOGIC_HOME>/Oracle_WT1/ohs/modules/mod_wl_ohs.so™
<IfModule weblogic_module>

WebLogicHost <WEBLOGIC_HOST>

WebLogicPort <WEBLOGIC_PORT>

Debug ON

WLLogFile /tmp/weblogic.log

MatchExpression *_jsp
</IfModule>

<Location /ReimViewController >
SecureProxy ON

WebLogicHost <WEBLOGIC_HOST>

WebLogicPort <WEBLOGIC_PORT>
SetHandler weblogic-handler

WLCookieName REIMSESSIONID

WLProxySSL ON
WLProxySSLPassThrough ON
wiISSLWallet

""${ORACLE_ INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT _NAME}/keystores/h
ost_name"

</Location>

<Location /RetailAppsAdminConsole-REIM >
WebLogicHost <WEBLOGIC_HOST>
WebLogicPort <WEBLOGIC_PORT>

SetHandler weblogic-handler
WLCookieName REIMSESSIONID

WLProxySSL ON

WLProxySSLPassThrough ON

SecureProxy ON
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WISSLWal let
""${ORACLE_INSTANCE}/conFig/${COMPONENT _TYPE}/${COMPONENT NAME}/keystores/h
ost_name™

Adding Logout URI

After checking that the default authenticator's control flag is set correctly as per the OAM
documentation, and that the order of the providers is correct, add an OAM SSO provider
and restart all servers as described below.

1. Connect to the WebLogic domain using WLST and run the following command:

addOAMSSOProvider (loginuri="/<appcontextroot>/adfAuthentication’,
logouturi="/oamsso/logout._html'")

Example:
<WEBLOGIC_HOME>/common/bin/wlst.sh
Connect() and proceed with the above step
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Configuring BlIPublisher for REIM

Note: This section is not required if BIPublisher has been
configured as part of RMS Installation.

1. Login with the credentials you entered in your Oracle BI EE configuration (weblogic
/ password). Example URL:http://[obiee_host]:[obiee server_port]/xmlpserver

ORACLE’ BI Publisher Enterprise

Please enter username and password

Username
weblogic
Password

Accesshilty Mode [ ]

2. Configure the BI Publisher repository. After signon, select “Administration”.

DORACLE'  Business Intelligence wch (3 = 3] Abwrced Adiivesicn e+ Scnut €

3. On the System Maintenance Section, click Server Configuration

4. Navigate to the Configuration Screen.
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ORACLE" Business Intelligence E

Administration Home

System Maintenance

Server C i Confi ion Diagnostics | Report Viewer Configuration

“TIP Any changes will only take effect after the application is restarted.

Configuration Folder

The Configuration Repository contains all configurations, security, datasources, etc that you setup with BI Publisher.

Path |quU/weba\:Im\nfpm\:Iuct/frnw/wls_ub\eeEElﬂuser_pruJEEtsfduma\nsfbfuundatmn_dumamf

Catalog

The Catalog contains al content such as reports and data models.

Catalog Type [Oracle BT Publisher - Fie System [

Path |i'uUU/webadm\nfum\:IuEt/frnw/\'-rls,ub\eeEEIﬂuser,DruJectsfduma\nsfbfuundatmn,dumamf

General Properties

System Temporary Directory
Report Scalable Threshold
Database Fetch Size

5. On this screen on the Configuration Folder section, enter the path to your repository.
On the Catalog section enter Catalog Type: Oracle BI Publisher — File System from
the drop down menu.

This is the path you entered in the Configuration Section and Catalog Section:

$MIDDLEWARE_HOME/user_projects/domains/bifoundation domain/config/bipublisher/
repository

Restart the BI Publisher after this change.
Set BiPublisher security model.

2 Orache Bl Publisher - Windows Internet Explorer

L« IS TR o ache corm: 79 T v 4| x Bir
T s —

TE S| Orack 8 Publiher B B - e BTk T

ORACLE"  BI Publisher Enterprise

a. On the BiPublisher 11g Administration Screen, click Security Configuration from
the Security Center.

76 Oracle Retail Invoice Matching



Adding Logout URI

ORACLE’" BI Publisher Enterprise Al ~ _ Administratiol

Home | Catalog | [ New~ | B® Open™ |SignedIn As administrator v

Administration > Security Configuration
Security Center

Security Configuration ~ Users  Roles and Permissions | Digital Signature

# TIP Any changes vl only take effect after the appiication & restaried,
Apply Cancel

Local Superuser

ccal supsruser can log in to the system indepandent from the selected sscurity modal.

L
[“IEnable Local Superuser

Superuser name  [retsil.user

Password  [sssses
Guest Access

[l Allow Guest Access

Guest Folder Name  |Guest

Authentication

b. Enable a superuser by checking the “Enable Local SuperUser” box and by
entering name and password on the corresponding fields on this screen.

Mark “Allow Guest Access” check box. Enter “Guest” as Guest Folder Name

Scroll down the screen and locate the Authorization section:

o et e o R By e e et A

(Example: arclouid )
Authorization

Securty Model | BI Publsher Securty ¥

e. Select BI Publisher Security from the Security Model list.
f.  The default user name for the BI Publisher Security Model is Administrator

g. On the password text field, enter a value that you can remember. It is going to be
the password for Login to xmlpserver.

h. Save the changes and re-start the BIPublisher server.

i. Launch xmlpserver. To Login you must use the new credentials that you set up
in the former step: Username: <Administrator User> and Password: <password
for Administrator User>.
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Note: You will not be able to login to xmlpserver as weblogic

any more because we have already changed the Security
Model.

ORACLE' BI Publisher Enterprise

Please enter username and password

Username
Administrator
Password

Accessibility Mode []

Guest

8. Set the repository path.

Example:
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_dom
ain/config/bipublisher/repository In the Oracle BI EE file system you will find the
repository in the following location:
$OBIEE/wls/user_projects/domains/bifoundation_domain/config/bipublisher/reposi
tory

In the repository you will see the following directories:

Admin
DemoFiles
Reports
Tools
Users

9. Create role Bipub_default_role.

a.

From the xmlpserver Administration screen, scroll down to Security Center and
click Roles and Permissions.
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Home | Catalog

gécg Data Sources

3 2 JDBC Connection
@ JNDI Connection
? File
4 LDAP Connection
2 OLAP Connection

.= Security Center
e @ Security Configuration
@ Users

@ Roles and Permissions
2 Digital Signature

J System Maintenance

BS Openv | Signed In A

a Server Confiquration

@ Scheduler Configuration
@ Seheduler Diagnostics
# Report Viewer Configuration

Runtime Configuration

@ Properties

# Font Mappings
@ Currency Formats

b. On the Roles and Permissions screen, click the Create Role button.

Admiristration > Roles and Permissions > Create Role
Create Role

Home | Catalog | B BS Open

gned In A= administrator v I

*Mame |Bipub_default_role

G

Description

c. Create the Bipub_default_role. Enter in Create Role Section name of the role.
d.  When the information has been entered press Apply changes.
10. Assign BiPub system roles to the newly created Bipub_default_role.

a. To assign BiPub system roles to the newly create Bipub_default_role, go to
Security Center section and navigate to the Roles and Permissions screen:

Administration > Roles and Permissions
Security Center

Security Configuration | Users | Roles and Permissions  Digital Signature

Number of rows displayed perpage |10 (¥

Role Name Search
Creats Role

Role Name Description
Bipub default role

test role

Add Data

@@5

AddRoles  Delete
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b. On the Roles and Permissions screen you should see the new role created:
“Bipub_default_role”. Add multiple roles to the Bipub_Default_Role by pressing
the corresponding green icon on the Add Roles column.

K Newv

Administration > Roles and Permissions » Add Reles: Bipub_default_role
Add Roles: Bipub_default_role

Home | Catalog RS Open~ | SignedIn As administraf]

FM__ =

(oo ] [

Lveilatie e Inchuded A
(2)
BT Prubdser Booed Arafyzer M :;.‘,E BI Putfestier Adminectrator 5)
BI Publisfer Developer BI Pubicher Oniine Anahyzer A
BI Publisfer Template Designer (53] Bl Publisher Scheduler &
{met_poilm -
Move Al 5]
9 @
Remove
9
Remave Al

c. From the Available Roles panel, select the ones needed for your reports and click
Move to move them to the Included Roles panel.

d. Click Apply to save your changes.
11. Create Guest (XMLP_GUEST) user.

ORACLE" BI Publisher Enterprise /4

Home | Catdog | [ Mewv | B Openv | SgnedinAs administratorv

Eé{ Data Sources E?J System Maintenance
3 @ JDBC Connection 4 Server Configuration
@ JNDI Connection @ Scheduler Configuration
o Filg @ Scheduler Diagnostics
| DAP Connection 2 Report Viewer Configuration
4 COLAP Connection

gf}ﬂ Security Center Runtime Configuration
" 9 Security Configuration B Properties
2 sers 2 Font Mappings
& Roles and Permissions & Currency Formats

2 Digital Signature

a. From the xmlpserver Administration screen scroll down to Security Center
section and click Users to navigate to the next screen.
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Administration Home | Catalog ENE':‘-.' v | B Open~¥ |SignedInAs administrator ¥

Administration = Users
Security Center

Security Configuration | Users = Roles and Permissions | Digital Signature

Mumber of rows displayed perpage |10 |

Uszrname Search
Create User

Username Assign Roles Delete
administrator i{g

L]
xmip guest i{g m

L]

b. Click Create User to create the “xmlp_guest” user and save the changes.
12. Adding the Bipub_default_role to XMLP_GUEST user.
a. Open the Users section.

Home | Catalog | B

Administration » Users
Security Center

Security Configuration | Users | Roles and Permissions = Digital Signature

Number of rows displayed perpage (100 ¥

Username Search
Craate User

Username Assign Roles
sdministrator aro
s #

xmip guest ¥
L]

b. For xmlp_guest user, click the Assign Roles icon to navigate to the next screen.
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Administration Home | Catalog Er'-leu'-.'v BS Open v

Administration » Users » Assign Roles: xmip_guest
Assign Roles: xmip_guest

Lvaiatie Rojes lezigred Acles
)
el e Move ]
_:I i‘ﬂ sher Adminatrator 3
best_rlle )
BI Publiher Booel Anslyzer il .
BI Publisher Orline Andfyzer Move A o)
BI Publisher Deveiopsr
Bl Purhier Sehehder q_:| i
BI Publisher Template Devigner Remave
)
Remove A

c. On the Assign Roles screen, select the BiPub_default_role from the Available
Roles panel and click Move to move it to the Assigned Roles panel. Click Apply
to save your changes.

13. Create folders. Complete the following steps.

a. Create the “Guest” and “REIM” directories on the server. Change directories into
these directories and verify that the new folders have the 755 permission.
Example assuming that /u00/webadmin is the root of the installation:
cd
/u00/webadmin/product/10.3_X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports
mkdir
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest
cd Guest
mkdir
/u00/webadmin/product/10.3.X/WLS/user_projects/domains/bifoundation_domain
/config/bipublisher/repository/Reports/Guest/REIM

Configuring the RMS JDBC connection

Follow the below steps to configure JDBC connection for RMS Data Source name. This is
the data source that REIM uses for REIM reports.

1. Log on with the default user ID and passwords for BI Publisher using the
administrative user and password configured previously.

2. Click the Administration tab and select the JDBC Connection hyperlink in the Data
Sources lists. The following screen is displayed. Click Add Data Source.
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4.

5.

ORACLE" BI Publisher Enterprise
Administration
Administration > JDBC

Data Sources

Al

JDBC INDI File | LDAP OLAP

Add Data Source
Data Source Name ‘Connection String Delete
BIP-SIM-DATASQURCE jdbe:oracle:thin:@msp28078.us.oracle.com:1521:qa0ls03 m
demo jdbc:oracle:thin:@HOST:PORT:SID o
Oracle BI EE jdbe:oraclebi://msp28079.us.oracle.com:9703/ m
RMS13 idbc:oracle:thin: @msp28078.us.oracle.cam:1521:qaols03 m
RWMS jdbc:oracle:thin: @msp28078.us.oracle.com:1521:qa0ls03 m
TestDS jdbc:oracle:thin: @(DESCRIP TION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=tcps) o
(HOST=msp28078.us.oracle.com...

Enter RMS for the datasource name (datasource MUST be RMS as the xdm file has

code pointing at a datasource named RMS), and enter the appropriate details for the
RMS data source. Once the data is entered, click Test Connection to test the

connection.

The syntax for connection is jdbc:oracle:thin:@<hostname>:<port>/<servicename>
For example: jdbc:oracle:thin:@hostname.example:1521 /servicename

ORACLE" BI Publisher Enterprise
Administration
Administration > JDBC > Add Data Source

Add Data Source

General

¥ TIP Please make sure to install the required JDBC driver classes.

¥ TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your BI Server Database Connection.

* Data Source Name
* Driver Type

* Database Driver Class

* Connection String

Use System User

* Username
Password

Pre Process Function

Post Process Function

‘Security

[¥] allow Guest Access

Click Apply to save the information.

RMS

Oracle 11g E|
oracle.jdbc.OracleDriver
(Example: leDriver }

jdbcroracle:thin:@msp28078.us.0racle.com:1521:q30/503

4

rms01app

e

[Fuse Proxy Authentication

Test Connection

Ensure that Allow Guest Access is checked in the Security Section.

Available Roles Allowed Roles
bipub_default  a ()]
AR— Move
=
Move Al
<
Remove

~ | Remove All

el

@

B E
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Configure the Oracle Bl EE Environment for
Operational Insights

Terms

This section provides the details on how to configure Operation Insights Installation. This

is an optional section as you can chose not to use Operation Insights. Single Sign-On
configuration for REIM, ALLOC, ReSA and Oracle BI EE is highly recommended for
configuring Operational Insights.

The following terms apply to the Operational Insights installation and configuration:
OBIEE_PORT - The port where the Oracle BI EE administration server is running.
OBIEE_MS_PORT - The Oracle BI EE Managed server port.

OBIEE_WEBLOGIC_DOMAIN_HOME - The Oracle BI EE WebLogic domain path.

RMS_HOST - The host where RMS is installed in WebLogic.

Install Oracle BI

For step-by-step instructions on how to install and configure Oracle BI EE, see the

“Installing Oracle Business Intelligence” chapter of the Oracle BI EE Installation Guide.

Configure OID Provider in Oracle Bl EE WebLogic Domain

The OID Provider needs to be configured in Oracle BI EE WebLogic domain.

Note: In this section, the base DN
“dn=us,dn=oracle,dn=com” is used as an example. Modify
this value as per the organisation’s ldap settings.

Perform the following procedure to create providers in the domains created in the
previous steps.

1. Log in to the Administration Console.

http:/ /<OBIEE_HOST>:<OBIEE_PORT>/console/

In the Domain Structure frame, click Security Realms.

In the Realms table, click myrealm. The Settings for myrealm page is displayed.
Click the Providers tab.

a bk D

page is displayed.

Click Lock & Edit and then click New. The ‘Create a New Authentication Provider’
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@ Home Log Out Preferences [&] Record Help Q

Home >Summary of Servers >Summary of Machines >apphost.us.oracle.com >Summary of Servers >Summary of Security Realms >myreaim -Providers

Create a New Authentication Provider
OK Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.
* Indicates required fields
The name of the authentication provider.

*Name: OIDAuthenticator

This is the type of authentication provider you wish to create.

Type:

OraclelnternetDirectory Authenticator v

0K Cancel

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectoryAuthenticator as the type. Click OK.

B Home Lag Oul Prefessnces (2] Record Help Q

+Sumvsary 1f Servers s Sassvmary of Securly Rialia eyt snk

i iy o Serema xSurrraey of M »apbeat un o min v

Wekaine, weblogh: | Cennrited to: o
Settings for nwreatm

Confiuration  Users and Groups  Roles and Policies  Credestial Mappings  Providers  Migration

Adpafication  Pole Magping  Auding  Crederdisl Mapping  Cestication Path

Vaystorms
An Authertication provider allows Weblogic Server to establish trust by validating & user, You must have one provides in 3 im, and yeu i phe Auth providers in lm. O VB!
Autheckication previders are designed te access ddferet data sores, sueh a5 LDAP sereres or DEME, Vou can alio cosfigere & Realm Adapt b allomes yeu 1o mork wath d releases of Viebla
b Customize thi tabile
| Authestication Providers
tow | [Dekss | || Ratases Showing 1 td ol 4 1
| Name [Description Versien
| Detauitushesticator | Weblogis Authestication Frevder 10
| Cefautudenttytaverter | WWebilog: Identity Assertian proider 1.8
| otmutherticatsr | Pravider that performs LDAP authentication 1
e | et || Rnceoes

Showing Ttadof4

7. All the providers are displayed. Click OIDAuthenticator. Settings of

OIDAuthenticator are displayed.
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ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [2] Record Help Q

e Hame >Summary of Servers >Summary of Machines >apphost.us.oracle.com >Summary of Servers >Summary of Security Realms >my

Pending changes exist. They must be activated Settings for OIDAuthenticator
to take effect.

Configuration | Performance
« Activate Changes

Undo All Changes Common | Provider Specific
L —— Bosmmrmno s a1 Save
|| Domain Structure [ R —
1| bifoundationdomain i
: ) This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this pi
~Environment |
“Services L g Name: OIDAuthenticator
~Security Realms |
~Interoperability i o
° B Diagnostics a @ﬁ Description: Provider that performs LDAP authentication
1 | 4 version: 10
: | &5 Control Flag: SUFFICIENT +
H i
1 i
H 4 |save
How do L.. =]

Coenfigure the Oracle Internet Directory
Authentication provider

Configure Authentication and Identity
Aermekinn neidnn

Set the Control Flag field to SUFFICIENT and click Save.

From the Providers tab, click on DefaultAuthenticator -> Configuration tab ->
Common tab. Update the Control Flag to SUFFICIENT.

10. Click Save.

ORACLE WebLogic Server Administration Gonsole 12c

Change Center @) Home LogOut Preferences [22] Record Help Q

Home >Summary of Servers

View changes and restarts =Summary of Machines >apphast.us.oracle.com >5ummary of Servers >Summary of Security Realms =>myraalm >Provider
Pending changes exist. They must be activated Settings for DefaultAuthenticator
to take effect.
Configuration | Performance | Migration
« Activate Changes

Undo All Changes Common | Provider Specific

Save
Domain Structure

bifoundation_domain
. This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Contrel Fl
E-Environment
—Deployments
E-Services (] Name: DefaultAuthenticator

—Security Realms
[-Interoperability

[-Diagnostics ] Description: ‘WebLogic Authentication Provider
@g Version: 1.0
& Control Flag: SUFFICIENT *
Save |

How do I... =

Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider
Set the JAAS control flag

Manage security providers

11. From the Providers tab, click the “OIDAuthenticator” (you just created), in the
configuration -> Provider Specific tab enter your LDAP connection details:

The values shown below are examples only. You should match the entries to your
OID.

= Host: <oidhost>
= Port: <oidport>
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= Principal: cn=orcladmin

= Credential: <password>

= Confirm Credential: <password>

= User Base DN: cn=users,dc=us,dc=oracle,dc=com
*  Check ‘Retrieve credentials as principal.’

ORACLE webLogic Server Administation Console 12c -
Change Center B Home Log Out Prederences (B3] Racord elp Q
weew changes and restarts Herw ey of Machne sacohodusor e oo rery of Serverd »Suseary of Securiy Rk rtwpreskm sBrowde ALyt sty +Brovntern Do thutanie st <0108k hembator
o pending changes exist. Click the Release Settings for OlDAuthenticator
Configuration button to allow others to edit
the daman. Configuration  Performance

{r

Common  Provider Specific
L1

cnfguialion.
— save
Denain Strscture
Uise this page to define the provider specfic conflguration foe this Oradle Internet Directacy Authentication provider
- Ervvrorement
Deployments Connection

Sequnty Arses g veut: it us, orecle com The bt ractm ce 19 adlrnss of
- Intercperary
i g 5 Ports 3060 The pert nusber on which the L.
] Principak: en=orcladmin
Credentiak The credentil {usally 2 passw
Haw #0 L 2| Confiom Credestiat

] S51Enabled Spacilinn wh

Absertien provders i
- Manage security previders 5] User Dase DN: cn=Users de=us desarachs d Thee base stingwished neme (C.
Systenm Status H 15 AN Users Filer: (Bicn="Yokjectclass=perscn)
Health of Runsing Servers
I @Mhﬂl‘lﬂ'“": (Bicn=Yulobjeciclass=persc

12. Modify the following:
Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

Groups
5| Group Base DN: cn=groups dc=us, dc=oracle.(
@F] All Groups Filter: (&(cn=")(|(cbjectclass=groupc
5] Group From Name Fitter: (I(&(cn="%g)(objectclass =grol
(F] Group Search Scope: subtree ¥
ggGronp Membership Searching: unlimited ¥
4E| Max Group Membership Search Level: 0

] Tgnore Duplicate Membership

13. Check Propagate Cause For Login Exception

td @g Propagate Cause For Login Exception

#| 4] Cache Enabled

4] Cache Size: 2

] cache TTL: 60

] GUID Attribute: orclguid
|save |
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14. Click Save.
15. Click the Providers tab.

Change Center

e Ly L FIEIEEIe e e | -,

view changes and restarts | bl

Connected to: A
Pending changes exist. They must be activated Home >apphost.us.oracle.com >Summary of Serv
o tabe oot Realms >myrealm »Providers >OID2

=Summary of Security
=~Providers >Defauliuthenticator >0IDAUth >Providers

« Activate Ghanges Settings for myrealm

Undo All Changes Configuration | Users and Groups | Roles and Policies

Credential Mappings | Providers | Migration

. Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing
Domain Structure

bifoundation_domain
E-Environment
~-Deployments

Credential Mapping | Certification Path | Keystores

Services An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one
—-Security Realms Authentication provider in a security realm, and you can configure multiple Authentication providers in a
E-Interoperability security realm. Different types of Authentication providers are designed to access different data stores, such
as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to
[-Diagnostics work with users and groups from previcus releases of WebLogic Server.

[ Customize this table
Authentication Providers

New | | Delete | || Reorder

Showing 1to4 of 4 Previous | Next

=]
fowdnls Name Description Version
« Configure the Password Validation provider DefaultAuthenticator ‘WebLogic Authentication Provider 10
« Manage security providers DefaultldentityAsserter WebLogic Identity Assertion provider 1.0
» Setthe JAAS control flag OIDAuthenticator Provider that performs LDAP authentication 1.0
bt

16. Click Reorder.

17. Move OIDAuthenticator to the top of the providers list
ORACLE WebLogic Server Administration Console 12¢ _
Change Center @ Home Log Out Preferences [&] Recard Help ‘ Q
view changes and restarts Welcome, wehlogic| Connected to: £

Home »apphost.us.oracle.com »Summary of Servers >Summary of Security
fﬂgwﬂﬂgﬂ exist. They must be activated Realms >myreaim >Providers >OID. icator >Providers >Default cator >OID icator >Pre
o Activate Changes Reorder Authentication Providers

Undo All Changes 0K Cancel

Domain Structure Reorder Authentication Providers

foundation domain

“You can reorder your Authentication Providers using the list below. By reordering Authentication |
can alter the authentication sequence.

Select authenticator(s) in the list and use arrows to move them up and dovm in the list.

4] Authentication Providers:
Available:
Trust Service Identity Assel
DefaultAuthenticator
DefaultIdentityAsserter

4 b

How do L. =]

s Re-order Authentication providers
« Set the JAAS contral flag LOK | || Cancel |

Crerbm Eteae =l

18. Click OK.

19. Once your changes are saved, click Activate Changes.
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Click the Lock & Edit button to modify, add or
delete items in this domain.

Summary of Servers >Summary of

OIDAuthenticator = Providers »DefaultAuthenticator =OIDAuthenticator »Providers

Lock & Edit

«# All changes have been activated. However 2 items must be restarted for the changes to take effect.
Release Configuration

Settings for myrealm

Domain Structure Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

bifoundation domain

BH-Environment Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

L--Deployments

7 Services Certification Path | Keystores

i—-Security Realms

[#-Interoperability

-Diagnstics An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider
in & security realm, and you can configure multiple Authentication providers in a security realm. Different types of Authentication
providers are designed to access different data stores, such as LDAP servers or DBMS, You can also configure a Realm Adapter
Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.

[ Customize this table

Authentication Providers
How do L. =] Click the L@ck & Edit button in the Change Center to activate all the buttons on this page.
» Configure Authentication and Identity New | |Delete | || Reorder Showing 1to4 of 4 Frevious | Next
Assertion providers
» Configure the rd Validation provider Name T Version
« Manage security providers
« Set the JAAS control flag OIDAuthenticator Provider that performs LDAP authentication 1.0
]
Defaultauthenticator ‘WebLogic Authentication Provider 1.0

S S TS =) DefaultIdentityAsserter ‘WebLogic Identity Assertion provider 1.0
Health of Running Servers

MNew | | Delete | Reorder Showing 1 to4 of 4 Previous | Next
| Failed (0}

20. Shutdown all servers and restart the admin server using startWebLogic.sh script.

Load LDIF Files in LDAP

The OID (Oracle Internet Directory) must be set up in order to perform the configuration
of OID Authenticator in Oracle BI EE WebLogic Domain.

There are two ldifs which need to be loaded in OID.
* BI_Group.ldif
=  BI User.ldif

Note: The 1dif files are updated in the APPENDIX D

The steps given below can be used to import the Groups and Users into the LDAP using
the LDIF files.

Note: If you are using the above LDIF files to set up the
users and groups, you must update the ‘Bl_User.ldif" LDIF
file with your password for the ‘userpassword’ attribute for
all the users mentioned in the RESA-oid-create-user.1dif
LDIF file. The changes must be done before importing the
users LDIF file ‘BI_User.ldif” into the LDAP. Once the users
are imported into the LDAP, remove the “userpassword’
attribute value from the LDIF file. Refer to the Oracle Internet
Directory Administration Guide for OID password policies for
setting up passwords.

User DN and Group DN values (example: dc=us,dc=oracle,dc=com) may need to be
updated based on the DN values in your OID.

Once the LDIF files are updated for your configuration, the LDIF files can be loaded into
LDAP using the ldapadd tool that is included in the OID installation. LDIF files can also
be imported in other ways like ODSM.

For example to load BI_Group.ldif using ldapadd (this is done on the OID host)
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export ORACLE_HOME-=/u00/webadmin/products/wls_idm/ORACLE_IDM (this is
the ORACLE_HOME of your OID install)

export PATH=$0ORACLE_HOME/bin:$PATH

$ORACLE_HOME/bin/ldapadd —v —c —h <OID_HOST> -p 3060 -w <ORCLADMIN
PASSWORD> -D “cn=orcladmin” —f BI_Group.1dif

The same can be done to BI_User.1dif

Configure Oracle Single Sign-On

Note: This procedure is only needed if you plan on setting
up the OBIEE using Single Sign On (S5S0) authentication.
This can be skipped if SSO is not going to be configured for
this environment. The Oracle Access Manager must be
configured and the Oracle http server (Webtier and webgate)
must be registered into the Oracle Access Manager.

Create the SSO provider in the Oracle Bl EE Domain

1.

© ® N o g~ 0N

[EnY
o

11.
12.
13.
14.

Log into the WebLogic console.

Navigate to: security realms -> myrealm (default realm) -> providers.
Start a Lock and Edit session.

Click New provider.

Set the provider name (Default: OAMIdentityAsserter).

Click Ok.

Open the new provider configuration.

Under Common, set the Control Flag to SUFFICIENT.

On the provider list, click Reorder.

. Move the OAMIdentityAsserter to the top of the list, or above the

DefaultAuthenticator.
Click Ok.

Click Activate Changes.
Shutdown the domain.

Start the admin and managed servers for the domain.

Configure the Repository (rpd)

Complete the following steps.

1.

Stop Oracle Bl services by executing ‘opmnctl stopall” from
<BI_INSTALL_DIRECTORY>\instances\instancel \bin.

Update the configuration file located at
<BI_INSTALL_DIRECTORY>\instances\instancel \config\ OracleBIServerCompone
nt\coreapplication_obis1/NQSConfig.INI. Add a new line under the [REPOSITORY]
section. For example:

[REPOSITORY]

Star = Operational_Insights._rpd, DEFAULT;

Other default repositories should be commented out in the NQSConfig.INI. For
example:

[REPOSITORY]
Star = Operational_Insights.rpd, DEFAULT;
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http://msp52743.us.oracle.com:7331/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=oracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmOAMIdentityAsserter%253Boracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider
http://msp52743.us.oracle.com:7331/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration&_pageLabel=DispatcherPage&DispatcherPortletinterfaceClassName=oracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean&DispatcherPortlethandle=com.bea.console.handles.SecurityMBeanHandle%2528%2522Security%253AName%253DmyrealmOAMIdentityAsserter%253Boracle.security.wls.oam.providers.asserter.OAMIdentityAsserterMBean%2522%2529&DispatcherPortletproviderType=AuthenticationProvider

#Star = SampleAppLite.rpd, DEFAULT;

4. Change the following setting from FMW_UPDATE_ROLE_AND_USER_REF_GUIDS
=NO; to FMW_UPDATE_ROLE_AND_USER_REF_GUIDS= YES;

Save and close NQSConfig.INL

Verify the existence of tnsnames.ora file under
<BI_INSTALL_DIRECTORY>/Oracle_BI1/network/admin and the file has an entry
of the database used by Operational Insights.

7. Proceed to set up the database connection.

Note: When making any changes to the repository, does it in
the offline mode and before saving the changes perform a
global consistency check. The global consistency check
should not show any errors. Out of the box Operational
Insight repository will have some warnings when a Global
Consistency Check is done. These warnings do not affect
Operational Insight functionality in any way and these are
been thoroughly verified.

Set up the Database Connection

Refer to the “Configuring Repositories” chapter of the Oracle BI EE System Administrator’s
Guide for additional details.

Note: The screen illustrations in the following steps are only
examples. The screens that appear depend on the setup of
your system.

1. The Rpd.zip is located under <INSTALL DIR>\OI\Rpd and unzip the Rpd.zip to
obtain Operational_Insight.rpd file and proceed with DB Connection setup.

2. This change requires moving the rpd to a Microsoft Windows system which has
Oracle BI EE installed. Rpd is located at
<BI_INSTALL_DIRECTORY>\instances\instancel \bifoundation\OracleBIServerCo
mponent\coreapplication_obis1\repository.

3. Once the Operational_Insights.rpd is moved to a Microsoft Windows system, open it
using the Oracle BI Server Administration tool.

4.  When prompted for the password, refer to the RPD_post_install.txt located at
<BI_INSTALL_DIRECTORY>\instances\instancel \bifoundation\OracleBIServerCo
mponent\coreapplication_obis1\repository.

5. At this time the password of the rpd can be changed if desired. For more details on
changing the password refer to the chapter, “Managing Oracle BI Repository Files”
of the Oracle BI EE Metadata Repository Builder's Guide.

6. When the rpd is opened, from the menu, go to Manage > Variables.
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7. Under Repository Static variables, Double-click on RMS_USER to edit with main

RMS schema username (for example, RMS01) and RMS_DSN with Data Source

Name of the RMS Database.

[8] orscle B Administration Teol - Operstionsl Insight.rpd - ol x
File Edit View Marage Tools Diagram Window Help
Y - - T R e R
Presentation Business Model and Mapping Physical
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OK = | Hel
| como S |éltanc Repository Variable 7
ariahle "RMS | 1SFR" [T

Installation Guide 93



[ Orace Bt Admiristration Tool - Operatianal Insight rpd

S [=TES]

DS adl 400 @ 2L IIRE FmE (L
Presentation Business Model and Mypping Fhysical
+ (G Dpesaional Insghts Alcaion < & Operainal Insighis + [ Ovack FMS OLTP
+ [ Dpestional Intghts Fourrdaton
& [ DpessionlInvights Rl
& 1l Dposotonal nsights FleSA arabie Mg =ik
=R A Typo | Howne [ oesen. |
SZabsc epoitary Varible - RMS_ 0N o x e | T Viariskie RME_COMAIG_PARAM
5o = oo | TR Vavistia RS_DSN SN u
Iy Vit RMS_USER LLE T

g

i
Lo L]

&

Desaription
DN 1sed b connect to the datatase

o

o Corend Heigy

Aptic Reposi

8. Configure Rpd variable for RMS forms In-context launch
=  Change the value of Repository variable: RMS_CONFIG_PARAM

t5_COMFIG_PARANM

50
a
50

Mame:
Tvpe:
& Static
" Dynamic
Initialization Block:

Inot assigned LI ew. ..

Default Initializer:

'tms 155 vatdevsso’ d @

Drescription

oK I Cancel | Help |

MName -+ | Description | D efault Initializer
2 R ‘g1 Bevatdevesa'
. . . ot to the database  'dolsp20app’
Static Repository Wariable - RMS_COMFIG_PARAM I Dlil tio the database 'RMSO24PP

Note: If RMS URL is as below:

http:/ /<RMS_HOST>:<PORT> /forms/frmservlet?config=<

RMS15550>

Then the value of “RMS_CONFIG_PARAM” variable will be

“RMS15550”

9. In the Physical Layer, open the Connection Pool (Oracle RMS Connection Pool)
under “Oracle RMS OLTP” and update the password for the RMS User. The

following is a sample of the Oracle RMS Connection Pool screen.
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Connection Pool - Oracle RMS Connection Pool

=1 3

General | Connection Scripts | ML | ‘wiite Back | Miscellansous |

Marne: onhection Fooll Fermizsions.
Call interface: [Defaul (0o 10a/110) |
M sximum connections: ’7::'
™ Require fully qualified table names
Data source name: |VALUEDF[F!M57DSN]
W Shared lagon

User name: [VALUEOFIRMS_USER) Passwoid: [eseses
v Enable connection pooling

Timeaut: [5 [imirutes)  ~|
¥ Use multithreaded connections
Iv Parameters supported
Izalation levet [Defaul ~]
Description:
Uszer name iz VALU_EEIF[HMS_USEF!] J
D ata source name is VALLEOF[RMS_DSM)

=

o]

Cancel |

Help L

10. Follow the same steps for Oracle Data RMS Repository Initblocks Connection Pool.

Caonnection Pool - Oracle Data RS Repository Inithlocks Connection Poal

General | Cannection Scripts | HML | witite Back | Misoellaneous |

10| x|

MName: |Elrac|e Diata RMS Aepositary Initblocks Connection Pool Permissions.
Calinterface: [Detault (01 10g/11g) =l
I airmum connections: ’w
[ Require fully qualfied table names
D ata source name: |VALUEDF[F!MS_DSN]
I¥ Shared lagan

User name: [VALUEDFIRMS_USER) Password |ssssss
¥ Enahle cornection pooling

Timeout: |5 |[minules] j
¥ Use multithisaded connections
¥ Parameters supported
Isalation level: |Defau\t d
Drescription:
User name is VALLI_EDF[F!MS_LISEF!] J
Data source name iz YALUEOF(RMS_DSH)

=
ak Cancel | Help

)

11

. Save the Operational_Insights.rpd file.

12. Test the database connection by right-clicking on any of the tables in the Physical
Layer, and select Update Row Count. The number of rows will be shown when that
table is highlighted if the database connection is successful.

13.

FTP the rpd back to

<BI_INSTALL_DIRECTORY>/instances/instancel /bifoundation/OracleBIServerCo
mponent/coreapplication_obisl/repository. Make sure it is copied in binary mode.
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Notes:

When making any changes to the repository, does it in the
offline mode and before saving the changes perform a global
consistency check. The global consistency check should not
show any errors. Out of the box Operational Insight
repository will have some warnings when a Global
Consistency Check is done. These warnings do not affect
Operational Insight functionality in any way and these are
been thoroughly verified.

14. Proceed to the next section to configure the catalog.

Configure Catalog

To configure the catalog, complete the following steps.

1.

The Catalog.zip is located under <INSTALL DIR>/OI/Catalog and unzip the
Catalog.zip to obtain the catalog folder.

Copy the catalog folder to the below
directory<BI_INSTALL_DIRECTORY> /instances/instancel/config/OracleBIPresen
tationServicesComponent/ coreapplication_obipsl/catalog/

Update the instanceconfig.xml file to point to Operational_Insights catalog.
Instanceconfig.xml is found at
<BI_INSTALL_DIRECTORY>/instances/instancel/config/OracleBIPresentationSer
vicesComponent\coreapplication_obipsl. Change the catalog path within the file to
point to Operational_Insights. For example:

<CatalogPath><BI_INSTALL_DIRECTORY>/instances/instancel /bifoundation/Or
acleBIPresentationServicesComponent/coreapplication_obipsl/catalog/</CatalogP
ath>

Save and close instanceconfig.xml.

Log in to WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ /<OBIEE_HOST>:<OBIEE_ADMIN_PORT>/em. Log in with the username
and password created during Oracle BI EE installation.

Go to WebLogic Domain > right click bifoundation_domain > Security > Credentials
as shown in the following screen.

ORACLE Enterprise Manager 11g Fusion Wisdiwars Contral Setp * Hep v LogOut

& - ) WeblLogic Domain Page Rereshad 4535 Ak coT ()
T -
- (2] Applcaton Degloyments Target Tipe Fullame

¥ [ Webloge Domain bifoundatien_doman Orade Webloge Deman fFarm_hifoundaton_doman bfoundaton_doman
] DA i

- [ Busress)  Home
i [ Essbase$  Convral
[ Metmdsta  Logs

PortUsage:

Appication Degloyment

Web Services

A0F Daman Configuration

Seaurity 4 Credentisks
Métadata Répositories
OB Data Sources
System MBAM Erowssr

Security Provider Configuration
Agplcation Polioes
Agpkation Roles
4 Weblogc Server Admristration Console fE—
Genersl Informatien St

Audit Pollcy
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7. Click Create Key.

ORACLE Enterprise Manager 11g Fusion Siadewsrs conteol Seto - Hebe logOu
Fren logy

- bifoundation_domain g

£4] Webtagc Domain =

8. For Key, enter repository. Operational Insights. For User Name, enter system. Enter
the password of the rpd.

9. Click OK and log out.

10. Start Oracle BI services by executing opmnctl startall from
<BI_INSTALL_DIRECTORY>\instances\instancel \bin.

11. Test Operational Insights Installation by opening the browser with the URL as
http://<OBIEE_HOST>:<OBIEE_MS_PORT>/analytics with the username and
password created during Oracle BI EE installation.

Another alternative for configuring the rpd and catalog through WebLogic, refer to
the "Configuring Repositories" chapter in the System Administrator's Guide for
Oracle Business Intelligence Enterprise Edition"

Configure Oracle Retail Operational Insights Roles and Application Roles

Migrating Application Roles using WLST (Recommended approach)

1. To migrate security there is a WLST method called as Migrate Security Store which
can move the roles from one system-jazn-data.xml to the other. To do that, first copy
the system-jazn-data.xml from Dev instance (<INSTALL
DIR>/application/XXXX/Operationallnsights /XML ) to the Prod instance (to a
temporary directory). In the same way copy the system-jazn-data.xml from the Prod
instance to the temporary directory as shown below.
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. v Computer » Systern (C:) » SecurityMigration » securitymigration »

liew Tools Help

= Open Include in library = Share with = Burn Mew folder
eveloperll11.7 & Marme .
50Cache
J Dev
‘acle —
. Criginal
6569379
J Prod
rflogs
dgin
2. Take a backup of all these files before doing the migration. Now, copy the jps-

config.xml from any one of the instances (Dev or Prod) to the temporary Directory as
shown below. And rename the file to jps-config-policy.xml.

e N N
» Computer » System (C) » SecurityMigration » securitymigration » v |4

il ™ it
View Tools Help
v Includeinlibrary *  Sharewith v+ Bumn  Newfolder =
|developer 1117 “ Name Date modified Type Size
MS0Cache o .

Dev 10/14/201510:23 ... File folder

Oracle

Original 10/14/201510:23...  File folder
Prod 10/14/2015 10:

2 jps-config-policyxml 8/28/2014 8:49

p16569379
Perflogs
Pidgin

File folder
XML Document 14KB

Program Files
Program Files (x86)

w

Open up the jps-config-policy.xml. You will notice that this file contains all the
details about all the stores in the environment. Now, for policy migration, we need to
basically use this file to point to the locations of the Dev and Prod (source & target)
system-jazn-data.xml files. Also, since we are doing only policy migration, we do not
need the other store related tags within this file. Remember that we are modifying
only a copy of the jps-config.xml. This copy file will be used only for migration. The
modified file is given below

<?2xml version="1.0" encoding=""UTF-8" standalone="yes''?>

<jpsConfig xmlns="http://xmlns.oracle.con/oracleas/schema/11/jps-
config-11_1.xsd" xmlIns:xsi="http://wmww._w3.0org/2001/XMLSchema-
instance' schema-major-version=""11" schema-minor-version=""1"
xsi:schemalocation=""http://xmlns.oracle.com/oracleas/schema/11/jps-
config-11 1.xsd jps-config-11 1.xsd'>

<property name="'oracle.security.jps.jaas.mode" value="off'/>
<property name="'oracle.security.jps.enterprise.user.class"
value="weblogic.security.principal .WLSUser Impl*/>
<property name="'oracle.security.jps.enterprise.role.class"
value="weblogic.security.principal .WLSGrouplmpl*'/>
<propertySets>
<propertySet name="'saml.trusted.issuers.1">
<property name="name" value="ww.oracle.com"/>
</propertySet>
<propertySet name="'trust.provider.embedded"">
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<property name="trust.provider.className"
value=""oracle._security.jps. internal . trust.provider._embedded
.EmbeddedProviderimpl*'/>
<property name=""trust.clockSkew" value="'60""/>
<property name=""trust.token.validityPeriod" value="1800"/>
<property name=""trust.token.includeCertificate"
value=""false'"/>
</propertySet>
</propertySets>
<serviceProviders>
<serviceProvider type="CREDENTIAL_STORE" name="'credstoressp"

class=""oracle.security.jps. internal .credstore.ssp.SspCredentialStorePro
vider'>
<description>SecretStore-based CSF Provider</description>
</serviceProvider>
<serviceProvider type="IDENTITY_STORE" name="‘idstore.ldap.provider"

class=""oracle.security.jps. internal .. idstore. ldap.LdapldentityStoreProvi
der'>
<description>LDAP-based ldentityStore
Provider</description>
</serviceProvider>
<serviceProvider type="IDENTITY_STORE" name="idstore.xml.provider"
class=""oracle.security.jps. internal . idstore.xml . Xml ldentityStoreProvide
re
<description>XML-based ldentityStore Provider</description>
</serviceProvider>
<serviceProvider type="POLICY_STORE"
name=""policystore.xml.provider"
class=""oracle.security.jps. internal .policystore.xml _XmlPolicyStoreProvi
der'>
<description>XML-based PolicyStore Provider</description>
</serviceProvider>
<serviceProvider type="PDP'" name="pdp.service.provider"
class=""oracle.security.jps.az. internal .runtime.provider.PDPServiceProvi
der'>
<description>Runtime PDP Service Provider</description>
</serviceProvider>
<serviceProvider type="LOGIN" name="jaas.login.provider"
class=""oracle_security.jps.internal .login.jaas.JaasLoginServiceProvider'>
<description>This is Jaas Login Service Provider and is used to
configure login module service instances</description>
</serviceProvider>
<serviceProvider type="KEY_STORE" name="‘keystore._provider"
class=""oracle.security.jps. internal .keystore.KeyStoreProvider'>
<description>PKl Based Keystore Provider</description>
<property name="'provider.property.name" value="owsm''/>
</serviceProvider>
<serviceProvider type="AUDIT" name=""audit.provider"
class=""oracle._security.jps. internal .audit.AuditProvider'>
<description>Audit Service</description>
</serviceProvider>
<serviceProvider type="TRUST" name="‘trust.provider"
class="oracle._security.jps. internal . trust._TrustServiceProvider'>
<description>Trust Service</description>
</serviceProvider>
<serviceProvider type="ATTRIBUTE" name="‘attribute.provider"
class="oracle_security.jps. internal .attribute. impl _AttributeServiceProvide
rimpl">
<description>Attribute Service Provider</description>
</serviceProvider>
</serviceProviders>
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<servicelnstances>
<servicelnstance name="‘credstore™ provider="credstoressp"
location="_/"">
<description>File Based Credential Store Service
Instance</description>
</servicelnstance>
<servicelnstance name="bootstrap.credstore' provider="credstoressp"
location=""_/bootstrap'>
<description>Bootstrap Credential Store Service
Instance</description>
<property name="'location" value="_/bootstrap'/>
</servicelnstance>
<servicelnstance name="bootstrap.credstore.local"
provider="credstoressp" location=""${domain.home}/opss/local'">
<description>Local Bootstrap Credential Store Service
Instance</description>
<property name="'location™
value=""${domain.home}/opss/local"'/>
</servicelnstance>
<servicelnstance name="idstore. ldap"
provider=""idstore.ldap.provider'>
<description>LDAP Identity Store Service
Instance</description>
<property name="idstore.config.provider"
value=""oracle.security.jps.wls.internal . idstore._WlsLdapldStoreConfi
gProvider''/>
<property name=""CONNECTION_POOL_CLASS"
value="‘oracle._security. idm.providers.stdldap.INDIPool" />
</servicelnstance>
<servicelnstance name="idstore.xml" provider="idstore.xml_provider"
location=""./system-jazn-data.xml'">
<description>File Based ldentity Store Service
Instance</description>
<property name="'subscriber._name" value="jazn.com'/>
</servicelnstance>
<servicelnstance name="'srcpolicystore.xml"
provider="policystore.xml .provider'location="<path to /system-jazn-data.xml>"">
<description>File Based Policy Store Service
Instance</description>
</servicelnstance>
<servicelnstance
name=""pol icystore._xml*provider="pol icystore.xml _provider"
location=""<path to /system-jazn-data.xml>"">
<description>File Based Policy Store Service
Instance</description>
</servicelnstance>
<servicelnstance name="pdp.service"
provider=""pdp.service.provider'>
<description>Runtime PDP service instance</description>
</servicelnstance>
<servicelnstance name="keystore" provider="keystore.provider"
location=""_/default-keystore. jks'>
<description>Default JPS Keystore Service</description>
<property name="keystore.provider.type" value="file"/>
<property name="keystore.file.path" value="_/"/>
<property name="keystore.type' value="JKS"/>
<property name="keystore.csf.map"
value=""oracle._wsm.security"/>
<property name="keystore.pass.csf.key" value="keystore-csf-
key''/>
<property name="keystore.sig.csf._key" value="'sign-csf-
key''/>
<property name="keystore.enc.csf._key" value="‘enc-csf-key'/>
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</servicelnstance>
<servicelnstance name=""audit" provider="audit._provider"
location="_/audit- store.xml**>
<description>Audit Service</description>
<property name=""audit.filterPreset" value="None'/>
<property name=""audit.maxDirSize" value="0""/>
<property name=""audit.maxFileSize" value='104857600""/>
<property name=""audit.timezone" value="utc''/>
<property name=""audit.loader._jndi" value="jdbc/AuditDB"/>
<property name=""audit.loader.interval’ value="15"/>
<property name=""audit.loader.repositoryType" value="File'/>
<property name=""auditstore.type" value="file"/>
</servicelnstance>
<servicelnstance name=""trust'" provider="trust.provider'>
<description>Trust Service</description>
<extendedProperty>
<name>trust.providers</name>
<values>
<value>trust.provider.embedded</value>
</values>
</extendedProperty>
</servicelnstance>
<servicelnstance name="'saml.loginmodule™
provider="jaas. login.provider'>
<description>SAML Login Module</description>
<property name="'loginModuleClassName"
value=""oracle.security._jps. internal . jaas.module.saml . JpsSAMLLoginMo
dule"/>
<property name=""jaas.login.controlFlag"” value="REQUIRED"/>
<propertySetRef ref=""saml _trusted.issuers.1"/>
</servicelnstance>

<servicelnstance name="'saml2.loginmodule"
provider="jaas. login.provider'>
<description>SAML2 Login Module</description>
<property name="'loginModuleClassName"
value="‘oracle.security.jps.internal . jaas.module.saml . JpsSAML2LoginM
odule"/>
<property name=""jaas.login.controlFlag"” value=""REQUIRED"/>
<propertySetRef ref="'saml.trusted.issuers.1"/>
</servicelnstance>
<servicelnstance name="krb5. loginmodule™
provider="jaas. login.provider'>
<description>Kerberos Login Module</description>
<property name=""loginModuleClassName"
value=""com.sun.security.auth.module.Krb5LoginModule'/>
<property name="jaas.login.controlFlag"” value="REQUIRED"/>
<property name="'storekey" value="'true''/>
<property name="useKeyTab" value="‘true'/>
<property name="'doNotPrompt" value="‘true'/>
<property name="keyTab' value=""_/krb5_keytab"/>
<property name="principal”
value=""HOST/ localhost@EXAMPLE .COM"' />
</servicelnstance>
<servicelnstance name="'digest.authenticator.loginmodule™
provider="jaas. login.provider'>
<description>Digest Authenticator Login
Module</description>
<property name="'loginModuleClassName"
value=""oracle._security._jps.internal . jaas.module.digest._DigestLoginM
odule'/>
<property name=""jaas.login.controlFlag"” value="REQUIRED"/>
</servicelnstance>
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<servicelnstance name="'certificate.authenticator.loginmodule"
provider="jaas. login.provider'>
<description>X509 Certificate Login Module</description>
<property name=""loginModuleClassName"*
value="‘oracle.security.jps. internal . Jaas.module.x509.X509LoginModul
e"'/>
<property name="jaas.login.controlFlag" value="REQUIRED"/>
</servicelnstance>
<servicelnstance name="wss.digest. loginmodule"
provider=""jaas. login.provider'>
<description>WSS Digest Login Module</description>
<property name="'loginModuleClassName"
value="‘oracle.security.jps.internal . jaas.module.digest.WSSDigestLog
inModule'/>
<property name="jaas.login.controlFlag"” value="REQUIRED"/>
</servicelnstance>
<servicelnstance name="user.authentication.loginmodule®
provider="jaas. login.provider'>
<description>User Authentication Login Module</description>
<property name="'loginModuleClassName"
value=""oracle.security.jps.internal . jaas.module.authentication.JpsU
serAuthenticationLoginModule'/>
<property name="jaas.login.controlFlag"” value=""REQUIRED"/>
</servicelnstance>
<servicelnstance name="'user .assertion.loginmodule"
provider="jaas. login.provider'>
<description>User Assertion Login Module</description>
<property name="'loginModuleClassName"
value=""oracle.security.jps. internal . jaas.module.assertion.JpsUserAs
sertion LoginModule'/>
<property name=""jaas.login.controlFlag"” value="REQUIRED"/>
</servicelnstance>
<servicelnstance name=""attribute™ provider="attribute.provider'™>
<description>Attribute Service Instance</description>
<property name=""attribute.expire.time.seconds"
value=""86400""/>
</servicelnstance>
<servicelnstance name="idstore.loginmodule"
provider="jaas. login.provider'>
<description>ldentity Store Login Module</description>
<property name="'loginModuleClassName"
value="‘oracle.security.jps.internal . Jaas.module. idstore. IdStoreLogi
nModule™/>
<property name=""jaas.login.controlFlag"” value="REQUIRED"/>
</servicelnstance>
</servicelnstances>
<jpsContexts default=""default''>
<jpsContext name="'default'’>
<servicelnstanceRef ref="credstore'/>
<servicelnstanceRef ref="keystore'/>
<servicelnstanceRef ref="policystore._xml'/>
<servicelnstanceRef ref="audit''/>
<servicelnstanceRef ref=""trust''/>
<servicelnstanceRef ref="pdp.service'/>
<servicelnstanceRef ref="attribute"/>
<servicelnstanceRef ref="idstore.ldap'/>
</jpsContext>
<jpsContext name="bootstrap_credstore_context'>
<servicelnstanceRef ref="bootstrap.credstore'/>
</jpsContext>
<jpsContext
name=""oracle._security.jps.fmw.authenticator._DigestAuthenticator'>
<servicelnstanceRef ref=""digest.authenticator.loginmodule'/>
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</jpsContext>
<jpsContext
name=""oracle.security.jps.fmw.authenticator.BasicAuthenticator'>
<servicelnstanceRef ref=""idstore.loginmodule’/>
</jpsContext>
<jpsContext name=""X509CertificateAuthentication'>
<servicelnstanceRef
ref=""certificate.authenticator.loginmodule'/>
</jpsContext>
<jpsContext name=""SAML'>
<servicelnstanceRef ref="saml.loginmodule'/>
</jpsContext>
<jpsContext name="bootstrap_credstore_context local'>
<servicelnstanceRef ref="bootstrap.credstore.local"/>
</jpsContext>
<jpsContext name="'sourceFileStore'>
<servicelnstanceRef ref="'srcpolicystore._xml"/>
</jpsContext> <jpsContext name='‘targetFileStore'>
<servicelnstanceRef ref="policystore.xml"/>
</jpsContext>
</jpsContexts>
</jpsConfig>

4. Navigate to the temporary directory from the command prompt and initialize the
WLST using the following command:

icrosoft Windows [Uersior .37981
CC> Copyright 1985-2003 Hicrosoft Corp.

C:NDocuments and Sett iug]r:\ﬂlh'l inistratordcdy
C:vJed SecurityMigration

scurityMigration>Civorac leMiddlevares0Oracle_Bl1scomnonsbinswlst.cnd

C:Noracle\NIDDLE™1\patch_wls
patch.j \oracl DDLE
A patch H v
sat hsweblog
\ULSERU

5. In WLST, application role migration can be done even in offline mode. So, effectively
there is no need to connect to the WebLogic admin server. In offline interactive
mode, fire the following command.

migrateSecurityStore(type="appPolicies”, srcApp="obi”,
configFile="C:/SecurityMigration/jps-config-policy.xml”,
src="sourceFileStore”, dst=""targetFileStore”, overWrite="false™)
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iguration

st inat ion.a

6. A number of warnings are displayed. These can be safely ignored as we are only
moving the policy store. If you open up the Prod system-jazn-data.xml (under the
temporary directory), you will see that the application role which existed only in Dev
(Report Consumer) would now exist in this file as well.

Stop all BI services

Place the Prod system-jazn-data.xml (under the temporary directory), in the below
location:

<OBIEE_WEBLOGIC_DOMAIN_HOME>/config/fmwconfig
9. Start all services

Configure Oracle Retail Operational Insights Roles and Application Roles (Option 2)

Skip this section if you have successfully migrated the roles using the wlst method
mentioned above.

Perform the following procedure to configure pre-packaged security roles in Oracle
Retail Operational Insights:

1. Stop all services.

2. Make a backup of system-jazn-data.xml from below location
<OBIEE_WEBLOGIC_DOMAIN_HOME>/config/fmwconfig/system-jazn-data.xml

3. Copy the pre-packaged Oracle Retail Operational Insights system-jazn-data.xml file
from

<INSTALL DIR>/application/XXXX/Operational Insights/XML
Into
<OBIEE_WEBLOGIC_DOMAIN_HOME>/config/fmwvconfig

4. Start all services.

For more information regarding Oracle Retail Operational Insights application roles
and associated user groups of Oracle Retail MOM Products please refer to the below
Oracle Retail Security Guides

=  Oracle Retail Merchandising Security Guide
— Part III Oracle Retail Sales Audit (ReSA)
— Part IV Oracle Retail Invoice Matching (ReIM)
— Part VI Oracle Retail Allocation

=  Oracle Retail Operational Insights Security Guide
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If you already have custom roles defined and wanted to update the existing jazn
settings with the Oracle Retail Operational Insights specific roles, then you copy
the Oracle Retail Operational Insights application roles manually into the jazn
file.

For example:

Existing Jazn File:

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-
name>
<class>oracle.security.jps.service.policystore.Appli
cationRole</class>
<members>
<member>
<class>weblogic.security.principal .WL
SGrouplImpl</class>
<name>UserGroups</name>
</member>
</members>
</app-role>
</app-roles>

Now from the packaged system-jazn-data.xml file, copy the Oracle Retail
Operational Insights application into your existing jazn file. The text in italics
below is one of the application roles packaged with Oracle Retail Oracle
Operational Insights for example.

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-
name>
<class>oracle.security.jps.service.policystore.Appli
cationRole</class>
<members>
<member>
<class>weblogic.security._principal .WLSGroupl
mpl</class>
<name>UserGroups</name>
</member>
</members>
</app-role>

<app-role>
<name>Auditor Manager</name>
<display-name>BI Auditor Manager</display-name>
<guid>57B470702E7211E48F37AF2A78D27375</quid>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal. WLSGrouplmpl</class>
<name>AUDITOR_MANAGER_JOB</name>
</member>
<member>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<name>BIConsumer</name>
<guid>C3CC60E3FB7A11E3BFA201D53921A1EC</guid>
</member>
</members>
</app-role>

For information regarding creating users, user groups, security roles,
permissions and privileges refer to the Oracle BI EE Security Guide.

If you are using WLST to migrate Security, refer to the section below.
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Language Selection with SSO

See the "Enabling SSO Authentication" chapter in the Oracle BI EE Security Guide for
more information about configuration changes.

Operational Insights dashboards and reports display the same language as
ReSA /REIM/ Alloc by accepting the Lang parameter from the Respective system.

Operational Insights Configuration
= Operating System
RPD_post_install.txt which contain password to protect Operational Insights OBIEE

code should be owned by Operational Insight unix user and installed with 600
permission. Password in Oracle BI EE should be changed after installation is done.

= Qracle BI EE Server

Operational Insights Oracle BI EE metadata files (rpd, catalog, and translation)
should be owned by Operational Insights system administrator and installed with
750 permissions.

Infrastructure/Middleware
= Jdbc connection

Oracle database access through Oracle BI EE can be secured by using a Jdbc
connection. The Jdbc connection setup is provided in rpd file. User needs to provide
database login credential in the rpd file. The database login credential is stored
securely through Oracle BI EE.

Operational Insights Security Role

Operational Insights provides role based security in the current release. The access
permission of Operational Insights logical tables for each security role has been defined
in Operational Insights rpd file. Within these roles, the user has the privilege to access
every subject area of Operational Insights. It is designed for client’s testing, developing,
or similar non-business activities. Due to the extent of access associated with this role, it
should be used cautiously. See the Oracle Retail Merchandising Security Guide for
additional information on the Operational Insights security role.

Application Server
=  Ensure Restrictive Access Control

Operational Insights provides security roles to ensure restrictive access at object
level. WebLogic application server is used to create and maintain these application
roles. The definition of roles and the mapping of roles and user groups are stored in
system-jazn-data.xml file.
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7

Post Installation Tasks and Configuration

The Oracle BI EE environment has to be configured for enabling Operational Insights.
Please follow the steps to configure the Oracle BI EE environment for Operational
Insights.

Enable the Oracle Bl EE Content to be Displayed in IFrame

The Oracle BI EE content is not allowed to be displayed in IFrame by default. Please
enable the Oracle BI EE content to be displayed in IFrame using the following step.

Edit the instanceconfig.xml file at the following location

<OBIEE_ORACLE_HOME>/instances/<INSTANCE_NAME>/config/OracleBIPresenta
tionServicesComponent/coreapplication_obipsl

Add the following under the <Security></Security> section in the instanceconfig.xml
file.

<InlFrameRenderingMode>al low</ InlFrameRender ingMode>

Restart opmnctl.

Please note that the <In[FrameRenderingMode> tag has to be inside the Security section.
Otherwise, you could encounter an issue with the Presentation Server failing to start.

Configure Charts /Charts/to use HTML5

In order to enable charts to use HTML5 instead of Flash, please modify
instanceconfig.xml file at the following location

<OBIEE_ORACLE_HOME> /instances/<INSTANCE_NAME>/config/OracleBIPresenta
tionServicesComponent/coreapplication_obipsl

Add below tags under <views> </views>

<Charts>

<DefaultiWeblImageType>html5</Defaul teblmageType>
<MaxVisibleColumns>2000</MaxVisibleColumns>
<MaxVisiblePages>1000</MaxVisiblePages>
<MaxVisibleRows>2000</MaxVisibleRows>
<MaxVisibleSections>25</MaxVisibleSections>
</Charts>

Restart opmnctl.

Enable EVALUATE Function in Oracle Bl EE

In order to enable the Evaluate function in OBIEE, follow the step below.
Edit the NQSConfig.INI file, located at

<OBIEE_ORACLE_HOME> /instances/<INSTANCE_NAME>/config/OracleBIServerC
omponent/coreapplication_obisl

This is what you will see by default in the config file
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# EVALUATE_SUPPORT_LEVEL:

# 1: evaluate is supported for users with manageRepositories permssion
# 2: evaluate is supported for any user.

# other: evaluate is not supported if the value is anything else.
EVALUATE_SUPPORT_LEVEL = 0;

Change the parameter EVALUATE_SUPPORT_LEVEL to 2 as follows.

# EVALUATE_SUPPORT_LEVEL:

# 1: evaluate is supported for users with manageRepositories permssion
# 2: evaluate is supported for any user.

# other: evaluate is not supported if the value is anything else.

Save and restart the BI Server.

Disable Cache in Oracle Bl EE

The Oracle BI EE cache needs to be disabled to ensure that any saved changes on the
Oracle Retail Application are reflected immediately in the Operational Insights reports
which are embedded in the Oracle Retail Application screens. To disable cache in Oracle
BI EE follow the steps below.

1. Log in to the WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ /<OBIEE_HOST>:<OBIEE_ADMIN_PORT>/em. Log in with the username
and password created during Oracle BI EE installation.

2. Go to Business Intelligence > coreapplication > Capacity Management > Performance
as shown in the following screen.

ORACLE Enterprise Manager 11g Fusion Middleware Control

B:Fam~ . Topology

B -~

7 3 Farm_operational_insights
L= 3 Application Deployments
= 3 webLogic Domain
7 [ Business Inteligence

[] icoreapplication

[ [] Essbase Servers
[ £ Metadata Repositories
I £ Web Tier

-

<} coreapplication @
@ Business Inteligence Instance +

Change Center: | @ Lock and Edit Configuration

Overview Availability Capacity Management Diagnostics Security Deployment

Metrics Scalability Performance

Performance Options

Use this page to tune the performance of this BI Instance.

Enable BI Server Cache

Enabling the server cache can greatly improve performance by enabling users who share data visibility to retrieve row sets from queries that have
already been run at the cost of the possibility of seeing stale data.

Maximum cache entry size 20 MB

Maximum cache entries 1000

Global Cache
These settings apply to the cache when the BI server is dustered.
Global cache path

Global cache size 1] MB

RPD Updates
Disallowing RPD updates can increase performance.

Disallow RPD Updates

Click on ‘Lock and Edit Configuration’.

Uncheck the ‘Cache enabled’ checkbox as shown above. Click on Apply button on
the top right of the page and then click on Activate Changes. Once the changed
configuration activated, restart the Oracle BI Server.
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7.

Navigate to the path
<OBIEE_ORACLE_HOME> /instances/<INSTANCE_NAME>/config/OracleBIPres
entationServicesComponent/coreapplication_obipsl

Take a backup of the ‘instanceconfig.xml’ file and add the below mention code in
between the <ServerInstance> </ServerInstance> tag of the instanceconfig.xml file.

<Cache>

<Query>

<MaxEntries>100</MaxEntries>

<MaxExpi reMinutes>1</MaxExpireMinutes>
<MinExpireMinutes>1</MinExpireMinutes>
<MinUserExpireMinutes>1</MinUserExpireMinutes>
</Query>

</Cache>

Once the above code is added in the instanceconfig.xml file, restart all the OPMN
Instances.

Deploy Operational Insights Skin and Styles

1

Create a web application called “analyticsRes” in the Oracle BI EE environment.

Please open the document (Doc ID 1277311.1) on the Oracle Support website

http:/ /support.oracle.com and download the white paper ‘Customizing Oracle
Business Intelligence Enterprise Edition 11g’. Refer to the section “Exposing a Static
Directory in WebLogic Server’ to enable the analyticsRes application on the Oracle BI
EE WebLogic Server.

Note: The directory

ORACLE_INSTANCE /bifoundation/OracleBIPresentationS
ervicesComponent/ coreapplication_obips1/analyticsRes
mentioned in the document refers to
<OBIEE_ORACLE_HOME:>/instances/<INSTANCE_NAM
E>/bifoundation/OracleBIPresentationServicesComponent
/coreapplication_obips1/analyticsRes

Copy the OI_Custom_Style.zip from <INSTALL_DIRECTORY>/OI/CSS location
and unzip. OI_Custom_Style.zip contains Operational Insights Custom Styles and
Skins.

The unzipped directory will have an OI_Custom_Style folder. The OI_Custom_Style
folder includes the following four directories.

= s_skyros_custom

= sk_skyros_custom

= customMessages

= OL]JsS

Copy the above Four directories to the location mentioned below. If the below

location already has these directories then remove those directories first before the
copying the above directories.

<OBIEE_ORACLE_HOME>/instances/<INSTANCE_NAME> /bifoundation/Oracle
BIPresentationServicesComponent/coreapplication_obipsl/analyticsRes

Once the directories have been copied to the above location, please stop and start the
‘anayticsRes’ application from the WebLogic console to ensure that the new
resources are available.
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4. Modify the instanceconfig.xml under the location
<BI_INSTALL_DIRECTORY>/instances/<INSTANCE_NAME>/config/OracleBIPr
esentationServicesComponent/coreapplication_obipsl

to enable the Operational Insights skins and styles. The code below should be added
between the <ServerInstance> </ServerInstance> tag of the instanceconfig.xml file.
<Ul>
<DefaultStyle>skyros_custom</DefaultStyle>
<DefaultSkin>skyros_custom</DefaultSkin>
</Ul>
<URL>
<CustomerResourcePhysicalPath><Bl__INSTALL DIRECTORY>/instances/<INSTANC
E_NAME>/bifoundation/OracleBlPresentationServicesComponent/coreapplication
_obipsl/analyticsRes</CustomerResourcePhysicalPath>
<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>

Example:

<Table>

<I--This Configuration setting is managed by Oracle Enterprise Manager
Fusion Middleware Control-->

<DefaultRowsDisplayedinDel ivery>75</DefaultRowsDisplayedInDel ivery>
<I--This Configuration setting is managed by Oracle Enterprise Manager
Fusion Middleware Control-->
<DefaultRowsDisplayedInDownload>2500</DefaultRowsDisplayed InDownload>
<MaxCel 1s>4000000</MaxCel 1s>

<MaxVisibleRows>140000</MaxVisibleRows>

</Table>

<Ul>
<DefaultStyle>skyros_custom</DefaultStyle>
<DefaultSkin>skyros_custom</Defaul tSkin>
</Ul>

<URL>

<1-- CustomerResourcePhysicalPath is a tag that specifies the actual
directory name-->

<CustomerResourcePhysicalPath>/u00/webadmin/products/wls_obiee_oi/instance
s/instancel/bifoundation/OracleBlPresentationServicesComponent/coreapplica
tion_obipsl/analyticsRes</CustomerResourcePhysicalPath>

<1-- CustomerResourceVirtualPath provides the URLPrefix that will be added
for sourcing all the files——>

<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>

<Catalog>

<UpgradeAndexit>false</UpgradeAndExit>

<Val idate>OnStartup</Validate>

<Validateltems>None</Val idateltems>

<Val idateLinks>None</Val idateLinks>

<Val idateAccounts>Clean</Val idateAccounts>

<Val idateHomes>None</Val idateHomes>
<I--<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>-->
<I--This Configuration setting is managed by Oracle Enterprise Manager
Fusion Middleware Control--><EnableMultiTenancy>false</EnableMultiTenancy>
</Catalog>
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Note: The attribute CustomerResourcePhysicalPath should
point to the absolute path of the anlayticsRes directory on
that machine.

Create Symbolic Link to analyticsRes Directory

This step is required for the custom resources to be available to the Oracle BI EE
Presentations Services connection when using the StaticResourceMode as Auto. Please
create a symbolic link as follows.

1.

Change the directory to
<OBIEE_ORACLE_HOME?>/user_projects/domains/<DOMAIN_NAME> /servers/
bi_serverl/tmp/_WL_user/analytics_11.1.1/7dezjl/war

$cd

<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/analytics 11.1.1/
7dezj 1/war

Verify that you are in the correct directory

$ pwd

<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/analytics 11.1.1/
7dezj 1 /war

Create a symbolic link to the analyticRes directory

$In -s
<OBIEE_ORACLE_HOME>/ instances/<INSTANCE_NAME>/bifoundation/OracleBIPresentatio
nServicesComponent/coreapplication_obipsl/analyticsRes

Verify that symbolic link is available.

$ Is -Itr

total 28

drwxr--——- 5 oraweb dba 4096 Jan 11 18:35 workspace
drwxr-———- 3 oraweb dba 4096 Jan 11 18:35 WEB-INF
-rw-r———-—— 1 oraweb dba 69 Jan 11 18:35 default.jsp
drwxr-———- 9 oraweb dba 4096 Jan 11 18:35 res
drwxr--——- 31 oraweb dba 4096 Jan 11 18:35 olh
drwxr-———- 2 oraweb dba 4096 Jan 11 18:35 META-INF

Inxrwxrwx 1 oraweb dba 136 May 14 22:45 analyticsRes ->
<OBIEE ORACLE HOME>/instances/<INSTANCE NAME>/bifoundation/OracleBlPresentatio
nServicesComponent/coreapplication_obipsl/analyticsRes

Note: In windows environments, instead of creating a
symbolic link, we should manually copy the analyticsRes
directory to the following location
<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serve
rl/tmp/_WL_user/analytics_11.1.1/7dezjl/war

If the Oracle BI EE installation uses just the AdminServer
then the analyticsRes directory should be copied to the
following location

<OBIEE_ORACLE_HOME?>/user_projects/domains/bifoun
dation_domain/servers/AdminServer/tmp/_WL_user/ana
lytics_11.1.1/silp1lv/war
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Prepare the Operational Insights Environment for Oracle Bl EE

Presentation Services Connection

The Operational Insights environment has to be prepared for the Oracle BI EE
Presentation Services connection. The Oracle BI EE Presentation Services connection
requires a BlImpersonateUser to be created on the Oracle BI EE with the permission to
impersonate the logged in user. Please refer to the section ‘Credentials for Connecting to the
Oracle BI Presentation Catalog’ of the Fusion Middleware Developer’s Guide for Oracle Business
Intelligence Enterprise Edition.

The link to the Fusion Middleware Developer's Guide for Oracle Business Intelligence
Enterprise Edition for version 11.1.1.9 is

http:/ /docs.oracle.com/cd /E28280_01/bi.1111/e10545/embedding_adfhtm#BIEDV102
8

Enable the ADF Contextual Event Action in Oracle Bl EE

The ADF Contextual event action is not enabled by default in the Oracle BI EE
installation. It has to be manually enabled. Edit the following file in your Oracle BI EE
installation

<OBIEE_ORACLE_HOME> /instances/<INSTANCE_NAME> /config/OracleBIPresenta
tionServicesComponent/coreapplication_obipsl/instanceconfig.xml

In file instanceconfig.xml add a new ActionLinks attribute between the <ServerInstance>
</ServerInstance> tag of the instanceconfig.xml file as follows:

<ActionLinks><EnableADFContextualEvent>true</EnableADFContextual Event></Ac
tionLinks>

Restart opmnctl.

Single Sign-On Configuration for Oracle Bl EE

When the Oracle BI EE is configured to use Single Sign-On using the Oracle Access
Manager and the Oracle Web Tier then the following steps should be followed to enable
the Operation Insights custom skins and styles.

Make the Oracle Bl EE Static Resources Available to the Oracle Web Tier

We first need to make the Oracle BI EE static resources available to the Oracle Web Tier.
If the Oracle Web Tier is installed on the same machine where the Oracle BI EE is
installed then the following steps should be followed to make the Oracle BI EE static
resources and the Operational Insights skins and styles available to the Oracle Web Tier.
If the Oracle Web Tier is installed on a different machine then skip these steps and move
to the next list of steps.

1. Go to the Oracle Web Tier installation which has been configured with the current
Operational Insights environment for Single Sign-On.

2. Change the directory to the following:

<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/co
nfig/OHS/ohs1/htdocs
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7.

$cd
<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs

Verify that you are in the correct directory.

$ pwd
<WEB_TIER ORACLE HOME>/Oracle_ WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs

Create symbolic links to the following two directories

=  <OBIEE_ORACLE_HOME>/instances/<OBIEE_INSTANCE_NAME>/bifounda
tion/OracleBIPresentationServicesComponent/coreapplication_obipsl/analytics
Res

= <OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/
analytics_11.1.1/7dezjl/war/res

$In-s
<OBIEE_ORACLE_HOME>/instances/<OBIEE_INSTANCE NAME>/bifoundation/OracleBIP
resentationServicesComponent/coreapplication_obipsl/analyticsRes

$In-s
<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL user/analytics_11.
1.1/7dezjl/war/res

Note: If the Oracle BI EE installation uses just the
AdminServer then the location of the res directory will be

<OBIEE_WEBLOGIC_DOMAIN_HOME> /servers/AdminS
erver/tmp/_WL_user/analytics_11.1.1/silplv/war/res

Verify that the symbolic links are available.
$ Is —ltr

Invxrwxrwx 1 oraweb dba 144 Jun 5 15:51 analyticsRes ->
<OBIEE_ORACLE_HOME>/instances/<OBIEE_INSTANCE_NAME>/bifoundation/OracleBlPrese
ntationServicesComponent/coreapplication_obipsl/analyticsRes

Inxxrwxrwx 1 oraweb dba 65 Jun 5 15:55 res ->
<OBIEE_ORACLE_HOME>/user_projects/domains/<DOMAIN_NAME>/servers/bi_serverl/tmp
/_WL_user/analytics_11.1.1/7dezjl/war/res

Verify that you can list these new directories.
$ Is res

$ Is analyticsRes

Restart the Oracle Web Tier.

If the Oracle Web Tier and the Oracle BI EE are installed on different machines then
follow the following steps to make the Oracle BI EE static resources and Operations
Insights custom skins and styles available to the Oracle Web Tier installation.

1.

Go to the Oracle Web Tier installation location which has been configured with the
current Operational Insights environment for Single Sign-On.

Change the directory to the following

<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/co
nfig/OHS/ohs1/htdocs
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$cd
<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs

3. Make two new directories analyticsRes and res.

$ mkdir analyticsRes
$ mkdir res

4. Sudo as root.
$ sudo ksh

5. Go to the Oracle BI EE installation location in a different terminal window. We want
to mount the following two directories from the Oracle BI EE machine to the Oracle
Web Tier machine.
= <OBIEE_ORACLE_HOME>/instances/<OBIEE_INSTANCE_NAME> /bifounda

tion/OracleBIPresentationServicesComponent/coreapplication_obipsl/analytics
Res

= <OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/
analytics_11.1.1/7dezjl/war/res
6. Change to the directory:

<BI_INSTALL_DIRECTORY> /instances/<OBIEE_INSTANCE_NAME> /bifoundati
on/OracleBIPresentationServicesComponent/coreapplication_obipsl.

Run the command:
chmod -R 777 analyticsRes

$cd
<BI_INSTALL_DIRECTORY>/instances/<OBIEE_INSTANCE_NAME>/bifoundation/OracleBIPr
esentationServicesComponent/coreapplication_obipsl

$ chmod -R 777 analyticsRes

This will ensure that the analyticsRes directory has permissions to be available from
the Oracle Web Tier.

7. Change to the directory

<BI_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/analytics_11.1.1/7dezj
1/war/res.

Run the command:

chmod -R 777 res

$cd
<BI_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL_user/analytics_11.1.1/7dezjl/war/r
es

$ chmod -R 777 res

This will ensure that the res directory has permissions to be available from the Oracle
Web Tier.

8. Run the command df —-h on the Oracle BI EE terminal window to verify if the Oracle
BI EE is installed on an existing nfs mount or not. If the Oracle BI EE is installed on
an existing nfs mount then we need to get the actual mounted filesystem location.
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10.

11.

For Example, let’s say we have the Oracle BI EE installed on the machine mspdv171
at the location /u02/product/OBIEE_11.1.1.9. The df -h command displays as
follows:

$df —h
mspnas401 :/export/mspdv171/u02
500G 320G 181G 64% /u02

Since, /u02 is already an existing mount from the file system
mspnas401:/export/<Host_Name>/u02, our actual OBIEE_ORACLE_HOME
location for the mount command will be

mspnas401:/export/<Host_Name>/u02/product/OBIEE_11.1.1.9

Go back to the Oracle Web Tier terminal window where you were sudo’ed as root.
Run the following command to create a mount to the analyticsRes directory.

$mount -t nfs

<OBIEE_ORACLE_HOME>/ instances/<INSTANCE_NAME>/bifoundation/OracleBlPresentatio
nServicesComponent/coreapplication_obipsl/analyticsRes

<WEB_TIER ORACLE HOME>/Oracle_ WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs/analyticsRes

For example:

$mount -t nfs
mspnas401:/export/mspdv171/u02/product/OBIEE_11.1.1.9/instances/instance_oi/bi
foundation/OracleBlPresentationServicesComponent/coreapplication_obipsl/analyt
icsRes

/u00/product/OBIEE_11.1.1.9/0racle WT1/instances/instancel/config/OHS/ohs1/htd
ocs/analyticsRes

Similarly, create another mount for the res directory as follows:

$mount -t nfs

<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/ WL user/analytics 11.1.1/
7dezj1/war/res

<WEB_TIER _ORACLE HOME>/Oracle_ WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs/res

For example

$mount -t nfs
mspnas401:/export/mspdv171/u02/product/OBIEE_11.1.1.9/user_projects/domains/<D
OMAIN_NAME>/servers/bi_serverl/tmp/_WL user/analytics_11.1.1/7dezjl/war/res
/u00/product/OBIEE_11.1.1.9/0racle WT1/instances/instancel/config/OHS/ohs1/htd
ocs/res

Verify that your mount points are available by using mount -1 command.
$mount —I

mspnas401:/export/mspdv171/u02/product/OBIEE_11.1.1_9/instances/instance_oi/bi
foundation/OracleBlPresentationServicesComponent/coreapplication_obipsl/analyt
icsRes on
/scratch/u00/product/OBIEE_11.1.1.9/0racle_WT1/instances/instancel/config/OHS/
ohs1l/htdocs/analyticsRes type nfs (rw,addr=10.141.28.81)
mspnas401:/export/mspdv171/u02/product/OBIEE 11.1.1.9/
user_projects/domains/<DOMAIN_NAME>/servers/bi_serverl/tmp/_WL_user/analytics
11.1.1/7dezjl/war/res on
/scratch/u00/product/OBIEE_11.1.1.9/0racle_WT1/instances/instancel/config/OHS/
ohsl/htdocs/res type nfs (rw,addr=10.141.28.81)
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12. Try listing the analyticsRes and res directories under the htdocs directory on the

Oracle Web Tier.

$ls
<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs/analyticsRes

$ls

<WEB_TIER ORACLE HOME>/Oracle_ WT1/instances/<INSTANCE_NAME>/config/OHS/ohs1/ht
docs/res

13. Verify that you can go to each directory and list contents using the Is command.

Configure Alias for the Static Resources in the Oracle Web Tier

For the resources in the ‘res’ directory to be available from Oracle Web Tier we need to
configure alias in the Oracle Web Tier. Please follow the following steps to configure the
alias.

1

Navigate to the directory
<WEBTIER_ORACLE_HOME>/Oracle. WT1/instances/<INSTANCE_NAME>/con
fig/OHS/ohsl.

$cd
<WEB_TIER_ORACLE_HOME>/Oracle_WT1/instances/<INSTANCE_NAME>/config/OHS/ohsl1

Create a new file called alias.conf in the above directory.
$ vi alias.conf

Add the following entries in the file alias.conf and save the file.

Alias /res/v-UBtil9uroQ4/
""${ORACLE_INSTANCE}/confiig/${COMPONENT_TYPE}/${COMPONENT_NAME}/htdocs/res/"
Alias /res/v-1SAcoW1LIVY/
"${ORACLE_ INSTANCE}/config/${COMPONENT TYPE}/${COMPONENT NAME}/htdocs/res/"

<Directory

""${ORACLE_ INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT NAME}/htdocs/res'>
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Edit the file httpd.conf and go to the end of the file.

Include the recently created file alias.conf using the following entry.

include
""${ORACLE_INSTANCE}/conFiig/${COMPONENT _TYPE}/${COMPONENT_NAME}/alias.conf"

Undo the Redirect of analyticsRes to the WebLogic Server

If the analyticRes directory has been configured on the Oracle Web Tier to be redirected
to the WebLogic server then please remove the redirection as follows.

1

Change to the directory
<WEBTIER_ORACLE_HOME?>/Oracle_WT1/instances/instancel/config/OHS/ohs
1.

This directory has a file called mod_wl_ohs.conf. Edit this file.

Verify that in the file mod_wl_ohs.conf, only the /analytics context root is configured
to be redirected to the WebLogic Server. If the /analyticsRes context root is also
configured to be redirected to the WebLogic Server then please comment it out or
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remove it. We do not want to be redirected to the WebLogic Server to serve the
resources under the /anlayticsRes context root.

<Location /Zanalytics>
SetHandler weblogic-handler
WebLogicHost obiee_host
WeblogicPort obiee_port
</Location>

# <Location /analyticsRes>

# SetHandler weblogic-handler
# WebLogicHost obiee_host

# WeblogicPort obiee port

# </Location>

Make the Static Resources Publicly Available

The static resources are images, css and javascripts. These resources can be made publicly
available. Follow the steps below to make them publicly available.

1.

Change to the directory
<WEBTIER_ORACLE_HOME>/Oracle_WT1/instances/instancel/config/OHS/ohs
1.

Edit the file webgate.conf.

Inside the file webgate.conf, you will see the following lines:

<LocationMatch "'/*'">
AuthType Oblix
require valid-user
</LocationMatch>

The above lines instruct the Oracle Web Tier to route any request to the Oracle
Access Manager for authentication. Add the following lines after the above lines.
<LocationMatch "/analyticsRes/*'">

Satisfy any

</LocationMatch>

<LocationMatch "/res/*'">
Satisfy any
</LocationMatch>

This means for any request under the /analyticsRes or /res context roots, we do not
want to route to Oracle Access Manager for authentication. The resources under
these context roots can be served to users without any authentication.

Enable Caching and Compression of the Oracle Bl EE Static Resources

The Oracle BI EE static resources like css and javascripts can be compressed by the Oracle
Web Tier to optimize the Oracle BI EE performance. We will use the mod_expire and
mod_deflate modules of the Oracle Web Tier to enable the browser caching and
compression of the Oracle BI EE static resources.

The mod_expire module controls the setting of the Expires HTTP header and the max-age
directive of the Cache-Control HTTP header in server responses. These HTTP headers are
an instruction to the browser about the document's validity and persistence. If cached,
the document may be fetched from the cache rather than from the source until this time
has passed. After that, the cache copy is considered expired and invalid, and a new copy
must be obtained from the source. The mod_deflate module provides the DEFLATE
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output filter that allows output from the Oracle Web Tier to be compressed before being
sent to the client over the network.

Please follow the following steps to enable the browser caching of the Oracle BI EE static
resources.

1. Edit the httpd.conf file located in the location
<WEB_TIER_HOME>/Oracle_WT1/instances/instancel /config/OHS/ohs1.

2. Verify that the following line has been uncommented.
LoadModulle expires module "'${ORACLE HOME}/ohs/modules/mod_expires.so"

3. Go to the end of the file httpd.conf and add the following line:

include
""'${ORACLE_INSTANCE}/conFiig/${COMPONENT_TYPE}/${COMPONENT_NAME}/expire._conf"

4. Under the location
<WEB_TIER_HOME>/Oracle_WT1/instances/instancel /config/OHS/ohs1 create a
new file called expire.conf.

5. Add the following lines to the file expire.conf

<IfModule mod_expires.c>
ExpiresActive On
ExpiresByType image/jpg ""access plus 60 days"
ExpiresByType image/png "‘access plus 60 days"
ExpiresByType image/gif "access plus 60 days"
ExpiresByType image/jpeg ‘access plus 60 days"
ExpiresByType text/css "access plus 1 days"
ExpiresByType image/x-icon "access plus 1 month"
ExpiresByType application/pdf "access plus 1 month"
ExpiresByType audio/x-wav "‘access plus 1 month"
ExpiresByType audio/mpeg "‘access plus 1 month"
ExpiresByType video/mpeg "‘access plus 1 month"
ExpiresByType video/mp4 "access plus 1 month*
ExpiresByType video/quicktime "access plus 1 month"
ExpiresByType video/x-ms-wmv *‘access plus 1 month™
ExpiresByType application/x-shockwave-flash "access 1 month"
ExpiresByType text/javascript ""access plus 1 week™
ExpiresByType application/x-javascript "access plus 1 week"
ExpiresByType application/javascript "access plus 1 week™
</1fVodule>

Please follow the following steps to enable compression of the Oracle BI EE static
resources in the Oracle Web Tier.

1. Edit the httpd.conf file located in the location
<WEB_TIER_HOME>/Oracle_WT1/instances/instancel /config/OHS/ohs1.

2. Verify that the following line has been uncommented. If the line does not exist then
please add it.
LoadModulle deflate _module "${ORACLE_HOME}/ohs/modules/mod_deflate.so"

3. Go to the end of the file httpd.conf and add the following line:

include
""${ORACLE_INSTANCE}/conFiig/${COMPONENT_TYPE}/${COMPONENT _NAME}/deflate.conf"

4. Under the location
<WEB_TIER_HOME>/Oracle_WT1/instances/instancel /config/OHS/ohs1 create a
new file called deflate.conf.

5. Add the following lines to the file deflate.conf
<IfModule mod_deflate.c>
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AddOutputFilterByType DEFLATE text/plain
AddOutputFilterByType DEFLATE text/html
AddOutputFilterByType DEFLATE text/xml
AddOutputFilterByType DEFLATE text/css
AddOutputFilterByType DEFLATE text/javascript
AddOutputFilterByType DEFLATE image/svg+xml
AddOutputFilterByType DEFLATE image/X-icon
AddOutputFilterByType DEFLATE application/xml
AddOutputFilterByType DEFLATE application/xhtml+xml
AddOutputFi lterByType DEFLATE application/rss+xml
AddOutputFilterByType DEFLATE application/javascript
AddOutputFilterByType DEFLATE application/x-javascript

DeflateCompressionLevel 9

# Browser specific settings
BrowserMatch “Mozilla/Z4 gzip-only-text/html
BrowserMatch ~Mozilla/4\.0[678] no-gzip
BrowserMatch \bMSIE !no-gzip !gzip-only-text/html
BrowserMatch \bOpera !no-gzip

# Setup custom deflate log
DeflateFilterNote Input instream
DeflateFilterNote Output outstream
DeflateFilterNote Ratio ratio

LogFormat ""%r" %{outstream}n/%{instreamin (®{ratio}n%%)" deflate
# Example of log file

CustomLog logs/deflate log DEFLATE

</1fVodule>

Note: The image files like jpg and png are never compressed
as they are already in a compressed format and do not
provide any benefit by the Oracle Web Tier compression.

6. Once the above steps are completed, restart the Oracle Web Tier.

Verify the Static Resources using the Oracle Web Tier

Clear your browser cache. Verify that you can access the following URLs using the
Oracle Web Tier host and port. If the Oracle Web Tier port has not been changed during
installation then the default port is 7777.

http:/ /<WEBTIER_HOST>:<WEB_TIER_PORT> /res/siebelbug.gif

http:/ /<WEBTIER_HOST>:<WEB_TIER_PORT>/analyticsRes/s_skyros_custom/answe
rs/database.png

http:/ /<WEBTIER_HOST>:<WEB_TIER_PORT>/res/s_blafp /uicomponents/blafplus.c
ss

Go to the directory

<WEB_TIER_HOME> /Oracle_WT1/instances/instancel /diagnostics/logs/OHS/ohs1.
This directory will have a log file called deflate_log. Edit this file. You will notice that the
css file blafplus.css was served using compression.

“"GET /res/s_blafp/uicomponents/blafplus.css HTTP/1.1" 493/1402 (35%)
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Configure for In-Context launches of RMS forms

Step 1:

Add the below configuration in ActionFrameworkConfig.xml file located at
<BI_DOMAIN_HOME>
\domains\bifoundation_domain\config\fmwconfig\biinstances\coreapplication.

<aliases>
<location-alias>
<alias>rmshost</alias>
<actual>http://<RMS_HOST>:<Port></actual>
</location-alias>

</aliases>

Note: There would already be a <aliases \> and that should
be replaced with the above 6 lines of code.

Step 2:

1. Change the value of Rpd Variable.

2. Open Rpd go to Manage -> Variable -> Repository -> Statics

3. And change the value of Repository variable: RMS_CONFIG_PARAM

Name + | Description | Defaul Iriializer
71 AMS_CONFIG_PaRAM ‘tms15avatdeysso’
tto the database 'dolsp20app’
ttothe database  'RMSO28PF
50
0
Type: 50
+ Skatic

Static Repository Variable - RMS_COMNFIG_PARAM [m] ﬂ

Mame: | |

" Dynamic
[ot: assigned |
Default Initializer:
‘ms1Sswatdevsse’ 4] @

Description

ok Cancel ‘ Help |

Vi

Note: If RMS URL is as below:

http:/ /<RMS_HOST>:<PORT> /forms/frmservlet?config=<
RMS15550>

Then the value of “RMS_CONFIG_PARAM” variable will be
“RMS15550”
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Restart Oracle Bl EE

After the above steps are completed, restart the Oracle BI EE completely. Please ensure
that both the WebLogic servers and opmnctl are stopped and started again.

Validation

Oracle BI EE Analytics should be able to login with RESA /REIM/ALLOC application
user and able to view dashboard as well.

Troubleshooting

If any login issue after rpd and catalog migration or Oracle BI EE presentation services is
going to init state then please refresh the GUID using the steps below.

Refresh User GUIDs

This task requires that you manually edit the configuration files to instruct the Oracle BI
Server and Presentation Services to refresh the GUIDs on restart. Once completed, you
edit these files to remove the modification. For information about where to locate Oracle
Business Intelligence configuration files, see "Where Configuration Files are Located"

in the Oracle Fusion Middleware System Administrator’s Guide for Oracle Business Intelligence
Enterprise Edition.

To refresh user GUIDs, perform the following steps on APPHOST1 and APPHOST?2.
Note that GUID refresh must occur with only one node operating at a time.

1. Stop Oracle BI Server and Presentation Services on all nodes except where you are
refreshing the user GUIDs. For example:
cd ORACLE HOME/admin/instancen/bin

./opmnctl stopproc ias-component=coreapplication_obipsl
-/opmnctl stopproc ias-component=coreapplication_obisl

2. Update the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter in

NQSConfig.INI:

a. Open NQSConfig.INI for editing at:

b. ORACLE_INSTANCE/config/OracleBlServerComponent/coreapplication_obisn

c. Locate the FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter and set
it to YES, as follows:

d. FMW_UPDATE_ROLE_AND_USER_REF_GUIDS = YES;

e. Save and close the file.

3. Update the Catalog element in instanceconfig.xml:

a.
b.

d.

Open instanceconfig.xml for editing at:
ORACLE_INSTANCE/config/OracleBIPresentationServicesComponent/coreapp
lication_obipsn

Locate the Catalog element and update it as follows:

<Catalog>

<UpgradeAndexit>false</UpgradeAndExit>
<UpdateAccountGUIDs>UpdateAndExi t</UpdateAccountGUIDs>
</Catalog>

Save and close the file.

4. Restart the Oracle BI Server and Presentation Services using opmnctl:
cd ORACLE HOME/admin/instancen/bin
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./opmnctl stopproc ias-component=coreapplication_obipsl
-/opmnctl stopproc ias-component=coreapplication_obisl
./opmnctl startproc ias-component=coreapplication_obisl
5. After you confirm that the Oracle BI Server is running, then start Presentation
Services:

_/opmnctl startproc ias-component=coreapplication_obipsl

Note: The service will come up and go down which is
normal.

6. Setthe FMW_UPDATE_ROLE_AND_USER_REF_GUIDS parameter in
NQSConfig.INI back to NO.

Important: You must perform this step to ensure that your
system is secure.

7. Update the Catalog element in instanceconfig.xml to remove the UpdateAccount
GUIDs entry.

8. Restart the Oracle Business Intelligence system components again using opmnctl:

cd ORACLE HOME/admin/instancen/bin
./opmnctl stopall
_/opmnctl startall

9. If BISytemUser fails to authenticate is the error in presentation service then follow
below procedure. Once the OID provider is set and analytics is not logging in then
follow below procedure.

a. Shut down all OPMN components
(<MW_HOME> /instances/instancen/bin/opmnctl stopall)

b. Go to WLS Console (<http:// <servername>:7001/console), Security Realms,
myrealm, Users and Groups, Users. Locate the user BISystemUser, and change
the password for this user

c. Log on to Enterprise Manager (http://<servername>:7001/em), expand
Weblogic Domain, right- click bifoundation_domain, select Security, Credentials.

d. Under the "oracle.bi.system" folder, you will find the system.user credential. Edit
this key, and type in the new password you set for the BISystemUser in step 2.

e. Stop the bi_serverl managed server and the WLS AdminServer

f. Restart whole domain and BI instances.
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Usage

Parameters

Data Migration

ReIM includes a data conversion script that allows you to move old EDI data (reject to
table) to the new injector table structure from 14.1.1 to 15.0. This new script and database
package includes logic to move data from the old IM_EDI_REJECT% table to the new
IM_INJECTORY% tables so that the user can continue working on any documents that
were rejected to table before the upgrade.

The script is available in the same directory as other ReIM batch scripts.

dataConversioneEDIUpgrade <db_connect_string> <doc_create_username> <default_loc>
<default_dept> <default_class> <include_date_ for_doc_dup_check[Y or N]>
<include_year_for_doc_dup_check[Y or N]> <doc_hdr_qty_req[Y or N]> errpath

db_ connect_string

Database connect String

doc_create_username

The batch username (will be used as create_id if at all any
document passes validation)

default_loc

edi.default.location from reim.properties

default_dept

edi.default.department from reim.properties

default_class

edi.default.class from reim.properties

include_date_for_doc_dup_check[Y
or NJ

INCLUDE_DOC_DATE_FOR_DUPLICATE_DOC_CHECK
from reim.properties (Y | N)

include_year_for_doc_dup_check[Y
or N]

INCLUDE_DOC_YEAR_FOR_DUPLICATE_DOC_CHECK
from reim.properties (Y | N)

doc_hdr_qty_req[Y or N]

document.header.quantity.required from reim.properties
(YIN)

errpath

Error File directory

Error and Restart

The script would create errors in the error path if there were any. The user can rerun the
script after correcting the reason for failure.
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Locking

If the run is successful, the script creates a lock file which would prevent the user from
running the upgrade script again. The user can delete the lock file if they need to
override and rerun the script for any reason. (Not recommended, since all the documents
which got uploaded to IM% tables from previous runs would get rejected as
DUPLICATES)

Since this is a data conversion mechanism, it does not perform a reject to file. Users need
to go through the errors in IM_INJECT_DOC_ERROR table to check if there are any
documents that were earlier part of IM_EDI_REJECT% tables and have now been
classified as reject to file. (FIXABLE = ‘N’ in IM_INJECT_DOC_ERROR)
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Patching Procedures

Oracle Retail Patching Process

The patching process for many Oracle Retail products has been substantially revised
from prior releases. Automated tools are available to reduce the amount of manual steps
when applying patches. To support and complement this automation, more information
about the environment is now tracked and retained between patches. This information is
used to allow subsequent patches to identify and skip changes which have already been
made to the environment. For example, the patching process uses a database manifest
table to skip database change scripts which have already been executed.

The enhanced product patching process incorporates the following:

= Utilities to automate the application of Oracle Retail patches to environments.

= Unified patches so that a single patch can be applied against Database, Forms, Java
applications, Batch, etc. installations.

* Database and Environment manifests track versions of files at a module level.

* Centralized configuration distinguishes installation types (Database, Forms, Java,
Batch, etc.).

= Patch inventory tracks the patches applied to an environment.

These enhancements make installing and updating Oracle Retail product installations

easier and reduce opportunities for mistakes. Some of these changes add additional

considerations to patching and maintaining Oracle Retail product environments.
Additional details on these considerations are found in later sections.

Supported Products and Technologies

With version 15.0, several products and technologies are supported by the enhanced
patching process. The utilities, processes and procedures described here are supported
with the following products and listed technologies:

Product Supported Technology

Oracle Retail Merchandising System (RMS) =  Database scripts

= Batch scripts

*  RETL scripts

*  Data Conversion Scripts
* Forms

= Bl Publisher Reports

Oracle Retail Warehouse Management System (RWMS) [ =  Database scripts

= Batch scripts

= Forms

=  BIPublisher Reports
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Product Supported Technology
Oracle Retail Price Management (RPM) =  Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Invoice Matching (RelM) *  Database scripts (included with
RMS)

= Java Application
= Batch scripts

Oracle Retail Allocation =  Database scripts (included with
RMS)

*  Java Application
= Batch scripts

Oracle Retail Sales Audit (ReSA) =  Database scripts (included with
RMS)

= Java Application

Oracle Retail Insights (RI) *  Database scripts
Previously called Oracle Retail Analytics (RA)

Oracle Retail Advanced Science Engine (ORASE) =  Database scripts
=  Batch scripts

Oracle Retail Data Extractor (RDE) *  Database scripts

Oracle Retail Application Admin Console (ORAAC). = Java Application
Previously called Oracle Retail Application Security
Role Manager (RASRM)

Patch Concepts

During the lifecycle of an Oracle Retail environment, patches are applied to maintain
your system. This maintenance may be necessary to resolve a specific issue, add new
functionality, update to the latest patch level, add support for new technologies, or other
reasons.

A patch refers to a collection of files to apply to an environment. Patches could be
cumulative, such as the 15.0.1 release, or incremental, such as a hot fix for just a few
modules. Patches may contain updates for some or all components of a product
installation including database, application code, forms, and batch. In a distributed
architecture the same patch may need to be applied to multiple systems in order to patch
all of the components. For example, if a patch contains both database and application
changes, the patch would need to be applied to both the database server and the
application server.

The top-level directory for the installation of an Oracle Retail product is referred to as the
RETAIL_HOME. Underneath RETAIL_HOME are all of the files related to that product
installation, as well as configuration and metadata necessary for the Oracle Retail Patch
Assistant to maintain those files. In some cases the runtime application files also exist
under RETAIL_HOME. For example, the compiled RMS forms, compiled RMS batch
files, or Java Application batch scripts.
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Patching Utility Overview

Patches are applied and tracked using utilities that are specifically designed for this
purpose. The primary utility is described briefly below and additional information is
available in later sections.

Oracle Retail Patch Assistant (ORPatch)

ORPatch is the utility used to apply patches to an Oracle Retail product installation. Itis
used in the background by the installer when creating a new installation or applying a
cumulative patch. It is used directly to apply an incremental patch to an environment.

Oracle Retail Merge Patch (ORMerge)

ORMerge is a utility to allow multiple patches to be combined into a single patch.
Applying patches individually may require some steps to be repeated. Merging multiple
patches together allows these steps to be run only once. For example, applying several
incremental patches to database packages will recompile invalid objects with each patch.
Merging the patches into a single patch before applying them will allow invalid objects to
be recompiled only once.

Oracle Retail Compile Patch (ORCompile)

ORCompile is a utility to compile components of Oracle Retail products outside of a
patch. It allows RMS Forms, RMS Batch, and RWMS Forms to be fully recompiled even
if no patch has been applied. It also contains functionality to recompile invalid database
objects in product schemas.

Oracle Retail Deploy Patch (ORDeploy)

ORDeploy is a utility to deploy components of Oracle Retail Java products outside of a
patch. It allows RPM, RelM, Allocation and ReSA java applications to be redeployed to
WebLogic even if a patch has not been applied. It contains functionality to optionally
include or not include Java customizations when redeploying.

Changes with 15.0

Some products and technologies are supported by the enhanced patching process for the
first time in 15.0. In those cases all of the content in this chapter is new with 15.0.

Renamed Products

For the 15.0 release several products using Orpatch have been renamed. Oracle Retail
Analytics (RA) is renamed to Oracle Retail Insights (RI) and Oracle Retail Application
Security Role Manager (RASRM) is renamed to Oracle Retail Application Admin Console
(ORAAC). The old product names are still used in the underlying Orpatch code, the
Orpatch Action names, the Orpatch env_info.cfg, and the Orpatch wallet paths.
Documentation for these products will refer to the new names.

Patching Considerations

Patch Types

Oracle Retail produces two types of patches for their products: cumulative and
incremental.
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Cumulative Patches

A cumulative patch includes all of the files necessary to patch an environment to a
specific level or build a new environment at that level. Examples of cumulative patches
would be 15.0.1, 15.0.2, and so on. Cumulative patches come with a standard Oracle
Retail installer and so can be applied to an environment with the installer rather than
with ORPatch or other utilities.

Incremental Patches

An incremental patch includes only selected files necessary to address a specific issue or
add a feature. Examples of incremental patches would be a hot fix for a specific defect.
Incremental patches do not include an installer and must be applied with ORPatch.

Incremental Patch Structure

An Oracle Retail incremental patch generally contains several files and one or more
subdirectories. The subdirectories contain the contents of the patch, while the individual
files contain information about the patch and metadata necessary for patching utilities to
correctly apply the patch. The most important files in the top-level directory are the
README.txt, the manifest files.

README File

The README.txt file contains information about the incremental patch and how to apply
it. This may include manual steps that are necessary before, after or while applying the
patch. It will also contain instructions on applying the patch with ORPatch.

Manifest Files

Each patch contains manifest files which contain metadata about the contents of a patch
and are used by ORPatch to determine the actions necessary to apply a patch. Patches
should generally be run against all installations a product in an environment, and
ORPatch will only apply the changes from the patch that are relevant to that installation.

Note: Cumulative patches use a different patch structure
because they include a full installer which will run ORPatch
automatically.

Version Tracking

The patching infrastructure for 15.0 tracks version information for all files involved with
a product installation. The RETAIL_HOME contains files which track the revision of all
files within the RETAIL_HOME including batch, forms, database, Java archives and
other files. In addition, records of database scripts that have been applied to the product
database objects are kept within each database schema.

Apply all Patches with Installer or ORPatch

In order to ensure that environment metadata is accurate all patches must be applied to
the Oracle Retail product installation using patching utilities. For cumulative patches
this is done automatically by the installer. For incremental patches ORPatch must be
used directly. This is especially important if database changes are being applied, in order
to ensure that the database-related metadata is kept up-to-date.
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Environment Configuration

A configuration file in SRETAIL_HOME/orpatch/config/env_info.cfg is used to define
the details of a specific Oracle Retail environment. This file defines:

= The location of critical infrastructure components such as the ORACLE_HOME on a
database or middleware server.

= The location of Oracle Wallets to support connecting to the database users.

= The type of file processing which is relevant to a particular host. For example, if this
is a host where database work should be done, or a host where batch compilation
should be done, a host where Java applications should be deployed, etc. This allows
a single database, forms and batch patch to be run against all types of hosts, applying
only the relevant pieces on each server.

= Other configuration necessary to determine proper behavior in an environment.

Retained Installation Files

The RETAIL_HOME location of an Oracle Retail product installation contains all of the
files associated with that installation. This can include database scripts, Java files, Forms,
Batch, RETL and Data Conversion files as with previous versions and also includes all
database scripts. This allows objects to be reloaded during patching, including any
necessary dependencies.

Reloading Content

In order to ensure that database contents and generated files exactly match patched
versions, when applying cumulative patches some content is regenerated even if it does
not appear to have changed.

On a cumulative patch this includes:
= All re-runnable database content will be reloaded
— Packages and Procedures
— Database Types (excluding RIB objects)
— Control scripts
— Triggers
— WebService jars and packages
— Form Elements
= All RMS and RWMS forms files will be recompiled
= All RMS batch files will be recompiled

When applying incremental patches, only changed files will be reloaded. However this
does not apply to RMS batch, which is fully recompiled with any change.

Java Hotfixes and Cumulative Patches

When applying cumulative patches to Java applications components with ORPatch, all
hotfixes related to base product ear files included with the patch will be rolled back. This
increases the likelihood of a successful deployment because hotfixes may not be
compatible with updated product ear files, or may already be included with the ear.
Before applying a cumulative patch to Java applications, check the patch documentation
to determine which hotfixes are not included in the ear. Then work with Oracle Support
to obtain compatible versions of the fixes for the updated ear version. In some cases this
may be the same hotfix, in which case it can be re-applied to the environment. In other
cases a new hotfix may be required.
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Backups
Before applying a patch to an environment, it is extremely important to take a full
backup of both the RETAIL_HOME file system and the Oracle Retail database. Although
ORPatch makes backups of files modified during patching, any database changes cannot
be reversed. If a patch fails which contains database changes, and cannot be completed,
the environment must be restored from backup.

Disk Space

When patches are applied to an environment, the old version of files which are updated
or deleted are backed up to $RETAIL_HOME/backups/backup-<timestamp>. When
applying large patches, ensure there is sufficient disk space on the system where you
unzip the patch or the patching process may fail. Up to twice as much disk space as the
unzipped patch may be required during patching.

In addition to backups of source files, the existing compiled RMS or RWMS Forms and
RMS Batch files are saved before recompilation. These backups may be created during
patches:

= Batch ‘lib’ directory in $RETAIL_HOME/ oracle/lib /bin-<timestamp>

= Batch ‘proc’ directory in $RETAIL_HOME/oracle/proc/bin-<timestamp>

= Forms ‘toolset’ directory in $RETAIL_HOME /base/toolset/bin-<timestamp>
= Forms ‘forms’ directory in $RETAIL_HOME /base/forms/bin-<timestamp>
Periodically both types of backup files can be removed to preserve disk space.
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Patching Operations

Running ORPatch

ORPatch is used to apply patches to an Oracle Retail product installation. When
applying a patch which includes an installer, ORPatch does not need to be executed
manually as the installer will run it automatically as part of the installation process.
When applying a patch that does not include an installer, ORPatch is run directly.

ORPatch performs the tasks necessary to apply the patch:
= Inspects the patch metadata to determine the patch contents and patch type.

= Reads the environment configuration file to determine which product components
exist in this installation.

= Assembles a list of patch actions which will be run on this host to process the patch.

=  Executes pre-checks to validate that all patch actions have the necessary
configuration to proceed.

= Compares version numbers of files from the patch against the files in the
environment.

= Backs up files which will be updated.

=  Copies updated files into the installation.

= Loads updated files into database schemas, if applicable.

= Recompiles RMS batch, if applicable.

= Recompiles RMS forms, if applicable.

= Recompiles RWMS forms, if applicable.

* Constructs updated Java archives and deploys them to WebLogic, if applicable
= Updates Java batch files and libraries, if applicable

* Records the patch in the patch inventory.

If a patch does not contain updated files for the database or system, no action may be
taken. If a previously failed ORPatch session is discovered, it will be restarted.

Preparing for Patching

Before applying a patch to your system, it is important to properly prepare the
environment.

Single Patching Session

It is extremely important that only a single ORPatch session is active against a product
installation at a time. If multiple patches need to be applied, you can optionally merge
them into a single patch and apply one patch to the environment. Never apply multiple
patches at the same time.

Shutdown Applications

If a patch updates database objects, it is important that all applications are shutdown to
ensure no database objects are locked or in use. This is especially important when
applying changes to Oracle Retail Integration Bus (RIB) objects as types in use will not be
correctly replaced, leading to “ORA-21700: object does not exist or marked for delete”
errors when restarting the RIB.
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Backup Environment

Before applying a patch to an environment, it is important to take a full backup of both
the RETAIL_HOME file system and the retail database. Although ORPatch makes
backups of files modified during patching, any database changes cannot be reversed. If a
patch which contains database changes fails and cannot be completed, the environment
must be restored from backup.

Log Files

When applying a patch, ORPatch will create a number of log files which contain
important information about the actions taken during a patch and may contain more
information in the event of problems. Log files are created in the
$RETAIL_HOME/orpatch/logs directory. Logs should always be reviewed after a patch
is applied.

After a patch session the log directory will contain at a minimum an ORPatch log file and
may also contain other logs depending on the actions taken. The following table
describes logs that may exist.

Log File Used For
orpatch-<date>-<time>.log Primary ORPatch log file
detail_logs/dbsql_<component>/invalids/* Details on the errors causing a

database object to be invalid

detail_logs/analyze/details Detail logs of files that will be
created /updated /removed when
a patch is applied

detail_logs/compare/details Detail logs of the differences
between two sets of environment
metadata

orpatch_forms_<pid>_child_<num>.log Temporary logs from a child

process spawned to compile
forms in parallel. After the child
process completes, the contents
are append to the primary orpatch

log file
detail logs/forms/rms_frm_toolset/* Detail logs of the compilation of
each RMS Toolset file
detail logs/forms/rms_frm_forms/* Detail logs of the compilation of
each RMS Forms file
detail_logs/rmsbatch/lib/* Detail logs of the compilation of
RMS Batch libraries
detail_logs/rmsbatch/proc/* Detail logs of the compilation of
RMS Batch programs
detail_logs/dbsql_rms/rms_db_ws_consumer_jars/* Detail logs of the loadjava

command to install RMS
WebService Consumer objects

detail logs/dbsql_rms/rms_db_ws_consumer_libs/* Detail logs of the loadjava
command to install RMS
WebService Consumer libraries
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Log File Used For

detail logs/forms/rwms_frm_forms/* Detail logs of the compilation of
each RWMS Forms file

detail_logs/dbsqgl_rwms/rwms_db_sp _jars/* Detail logs of the loadjava
command to install RWMS SP jars

detail_logs/javaapp_<product>/deploy/* Detail logs of the deploy of a Java
product

Unzip Patch Files

Before executing ORPatch, the patch files must be unzipped into a directory. This
directory will be passed to ORPatch as the “-s <source directory>" argument on the
command-line when applying or analyzing a patch.

Location of ORPatch
The ORPatch script will be located in $RETAIL_HOME/orpatch/bin.

Command Line Arguments

ORPatch behavior is controlled by several command-line arguments. These arguments
may be actions or options. Command and option names can be specified in upper or
lower case, and will be converted to upper-case automatically. Arguments to options, for
example the source directory patch, will not be modified.

ORPatch command-line actions:

Action Description
apply Tells ORPatch to apply a patch, requires the —s option
Example: orpatch apply -s $RETAIL_HOME/stage/patch123456
analyze Tells ORPatch to analyze a patch, requires the —s option
Example: orpatch analyze -s SRETAIL_HOME /stage/patch123456
Isinventory Tells ORPatch to list the inventory of patches that have been applied to this
installation
exportmetadata Tells ORPatch to extract all metadata information from the environment

and create a $RETAIL_HOME /support directory to contain it. Requires
the —expname option.

diffmetadata Tells ORPatch to compare all metadata from the current environment with
metadata exported from some other environment. Requires the —expname
and —srcname options.

revert Tells ORPatch to revert the files related to a patch, requires the —s option

Example: orpatch revert —s $RETAIL_HOME /backups/backup-09302013-
153010

Note: An action is required and only one action can be
specified at a time.
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ORPatch command-line arguments:

Argument

Valid For Actions

Description

-s <source dir>

apply
analyze

Specifies where to find the top-level directory of the
patch to apply or analyze. The source directory
should contain the manifest.csv and patch_info.cfg
files.

-new

apply

Forces ORPatch to not attempt to restart a failed
ORPatch session

-exXxpname

exportmetadata

diffmetadata
Isinventory

Defines the top-level name to be used for the export
or comparison of environment metadata. When used
with Isinventory, it allows an exported inventory to
be printed.

-Srcname

diffmetadata

Defines the ‘name’ to use when referring to the
current environment during metadata comparisons.

-dbmodules

diffmetadata

When comparing metadata at a module-level,
compare the dbmanifest information rather than the
environment manifest. This method of comparing
metadata is less accurate as it does not include non-
database files.

-jarmodules

analyze
diffmetadata

When used with analyze, requests a full comparison
of the metadata of Java archives included in the patch
versus the metadata of the Java archives in the
environment. This behavior is automatically enabled
when Java customizations are detected in the
environment. Analyzing the contents of Java archives
allows for detailed investigation of the potential
impacts of installing a new Java ear to an environment
with customizations.

When used with diffmetadata, causes metadata to be
compared using jarmanifest information rather than
the environment manifest. This provides more
detailed information on the exact differences of the
content of Java archives, but does not include non-
Java files.

-selfonly

apply

analyze

Only apply or analyze changes in a patch that relate
to orpatch itself. This is useful for applying updates
to orpatch without applying the entire patch to an
environment.

-s <backup dir>

revert

Specifies the backup from a patch that should be
reverted to the environment. This restores only the
files modified during the patch, the database must be
restored separately or the environment will be out-of-
sync and likely unusable.

Analyzing the Impact of a Patch

In some cases, it may be desirable to see a list of the files that will be updated by a patch,
particularly if files in the environment have been customized. ORPatch has an ‘analyze’
mode that will evaluate all files in the patch against the environment and report on the
files that will be updated based on the patch.
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To run ORPatch in analyze mode, include ‘analyze’ on the command line. It performs
the following actions:

Identifies files in the environment which the patch would remove.

Compares version numbers of files in the patch to version numbers of files in the
environment.

Prints a summary of the number of files which would be created, updated or
removed.

Prints an additional list of any files that would be updated which are registered as
being customized.

Prints an additional list of any files which are in the environment and newer than the
files included in the patch. These files are considered possible conflicts as the
modules in the patch may not be compatible with the newer versions already
installed. If you choose to apply the patch the newer versions of modules in the
environment will NOT be overwritten.

If a Java custom file tree is detected, prints a detailed analysis of the modules within
Java ear files that differ from the current ear file on the system.

Saves details of the files that will be impacted in
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details.

This list of files can then be used to assess the impact of a patch on your environment.

To analyze a patch, perform the following steps:

1.
2.

9.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/15.0/tst

Set the PATH environment variable to include the orpatch/bin directory

export PATH=$RETAIL HOME/orpatch/bin:$PATH

Set the JAVA_HOME environment variable if the patch contains Java application
files.

export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage

Download the patch to the staging directory and unzip it.

Execute orpatch to analyze the patch.
orpatch analyze -s $RETAIL_HOME/stage/patchl123456

Repeat the patch analysis on all servers with installations for this product
environment.

Evaluate the list(s) of impacted files.

For more information on registering and analyzing customizations, please see the
Customization section later in this document.

Applying a Patch

Once the system is prepared for patching, ORPatch can be executed to apply the patch to
the environment. The patch may need to be applied to multiple systems if it updates
components that are installed on distributed servers.
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To apply a patch, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Set the DISPLAY environment variable if the patch contains Forms.
export DISPLAY=localhost:10.0

Note: If the DISPLAY environment variable is not specified,
the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

5. Set the JAVA_HOME environment variable if the patch contains Java application
files.
export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

6. Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage
Download the patch to the staging directory and unzip it.
Review the README.txt included with the patch. If manual steps are specified in
the patch, execute those steps at the appropriate time.
9. Shutdown applications.
10. Execute ORPatch to apply the patch.
orpatch apply -s $RETAIL_HOME/stage/patchl123456
11. After ORPatch completes, review the log files in $RETAIL_HOME/ orpatch/logs.
12. Repeat the patch application on all servers with installations for this product
environment.

13. Restart applications.

Restarting ORPatch

If ORPatch is interrupted while applying a patch, or exits with an error, it saves a record
of completed work in a restart state file in SRETAIL_HOME/orpatch/logs. Investigate
and resolve the problem that caused the failure, then restart ORPatch.

By default when ORPatch is started again, it will restart the patch process close to where
it left off. If the patch process should not be restarted, add ‘-new’ to the command-line of
ORPatch.

Please note that starting a new patch session without completing the prior patch may
have serious impacts that result in a patch not being applied correctly. For example, if a
patch contains database updates and batch file changes and ORPatch is aborted during
the load of database objects, abandoning the patch session will leave batch without the
latest changes compiled in the installation.
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Listing the Patch Inventory

After a patch is successfully applied by ORPatch the patch inventory in
$RETAIL_HOME/ orpatch/inventory is updated with a record that the patch was
applied. This inventory contains a record of the patches applied, the dates they were
applied, the patch type and products impacted.

To list the patch inventory, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Execute orpatch to list the inventory.
orpatch Isinventory

Exporting Environment Metadata

ORPatch functionality is driven based on additional metadata that is stored in the
environment to define what version of files are applied to the environment, and which
database scripts have been applied to database schemas. This environment metadata is
used to analyze the impact of patches to environments and controls what actions are
taken during a patch. The metadata is stored in several locations depending on the type
of information it tracks and in some cases it may be desirable to extract the metadata for
analysis outside of ORPatch. For example, Oracle Support could ask for the metadata to
be uploaded to assist them in triaging an application problem.

ORPatch provides a capability to export all of the metadata in an environment into a
single directory and to automatically create a zip file of that content for upload or
transfer to another system. The exact metadata collected from the environment depends
on the products installed in the RETAIL_HOME.

ORPatch metadata exported:

Installed Product | Exported Metadata Description
Component
Any orpatch/config/env_info.cfg ORPatch configuration and settings

orpatch/config/custom_hooks.cfg
ORPatch inventory files

Any All env_manifest.csv and Environment manifest files detailing
deleted_env_manifest.csv files product files installed, versions,
customized flags and which patch
provided the file
Database Schemas | DBMANIFEST table contents Database manifest information

detailing which database scripts were
run, what version and when they
were executed

Java Applications | All files from Environment-specific product
javaapp_<product>/config except jar | configuration files generated during
files installation
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Installed Product | Exported Metadata Description

Component

Java Applications [ Combined export of all META- Jar manifest information detailing
INF/env_manifest.csv files from all files, versions, customized flags and
product ear files which patch provided the file

Java Applications | orpatch/config/javaapp_<product>/ | Environment properties file created
ant.deploy.properties during product installation and used
during application deployment

Java Applications | <weblogic_home>/server/lib/weblo | WebLogic server java security

gic.policy manager policy file
RMS Batch orpatch/config/rmsbatch_profile Batch compilation shell profile
RMS Forms orpatch/config/rmsforms_profile Forms compilation shell profile
RWMS Forms orpatch/cofngi/rwsmforms_profile | Forms compilation shell profile

Exports of environment metadata are always done to the $SRETAIL_HOME/support
directory. When exporting metadata, you must specify the —expname argument and
define the name that should be given to the export. The name is used for the directory
within $RETAIL_HOME /support and for the name of the zip file.
To extract an environment’s metadata, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/u0O/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Execute orpatch to export the metadata.
orpatch exportmetadata —expname test env

This example would export all metadata from the environment to the
$RETAIL_HOME/support/test_env directory. A zip file of the metadata would be
created in $RETAIL_HOME/support/test_env.zip.

Note: The $RETAIL_HOME/support/<name> directory
should be empty or not exist prior to running
exportmetadata in order to ensure accurate results.

Comparing Environment Metadata

Once metadata has been exported from an environment, it can be used to compare the
environment manifest metadata of two environments. ORPatch provides a capability to
compare metadata of the current environment with the exported metadata of another
environment. Note that even though there are many types of metadata exported by
ORPatch, only environment manifest metadata is evaluated during comparisons.
Metadata comparison happens in four phases: product comparison, patch comparison,
ORPatch action comparison, and module-level comparison.

Product comparison compares the products installed in one environment with the
products installed in another environment. Patch comparison compares the patches
applied in one environment with the patches applied in another environment, for
common products. This provides the most summarized view of how environments
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differ. Patches which only apply to products on one environment are not included in the
comparison.

Since each patch may impact many files, the comparison then moves on to more detailed
analysis. The third phase of comparison is to compare the enabled ORPatch actions
between environments. These actions roughly correspond to the installed ‘components’
of a product. For example, one environment may have database and forms components
installed while another has only forms. Action comparison identifies components that
are different between environments. The final phase of comparison is at the module
level for actions that are common between environments. Modules which exist only on
one environment, or exist on both environments with different revisions, or which are
flagged as customized are reported during the comparison.

Differences between environment metadata are reported in a summarized fashion during
the ORPatch execution. Details of the comparison results are saved in
$RETAIL_HOME/orpatch/logs/detail_logs/compare/details. One CSV file is created
for each phase of comparison: product_details.csv, patch_details.csv, action_details.csv
and module_details.csv.

In order to be compared by ORPatch, exported metadata must be placed in the
$RETAIL_HOME/support directory. The metadata should exist in the same structure
that it was originally exported in. For example, if the metadata was exported to
$RETAIL_HOME/support/test_env on another system, it should be placed in
$RETAIL_HOME/support/test_env on this system.

When reporting differences between two environments, ORPatch uses names to refer to
the environments. These names are defined as part of the diffmetadata command. The
—expname parameter, which defines the directory containing the metadata, is also used
as the name when referring to the exported metadata. The —srcname parameter defines
the name to use when referring to the current environment. As an example, if you had
exported the ‘test” environment’s metadata and copied it to the ‘dev’” environment’s
$RETAIL_HOME/support/test_env directory, you could run “orpatch diffmetadata -
expname test_env -srcname dev_env”. The detail and summary output would then refer
to things that exist on dev but not test, revisions in the test environment versus revisions
in the dev environment, etc.

ORPatch will automatically export the environment’s current metadata to
$RETAIL_HOME/support/compare prior to starting the metadata comparison.

To compare two environment’s metadata, perform the following steps:

1. Export the metadata from another environment using orpatch exportmetadata.
2. Transfer the metadata zip from the other system to $RETAIL_HOME/support.
3. Login as the UNIX user that owns the product installation.
4

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/15.0/dev

5. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

6. Unzip the metadata zip file.
unzip test_env.zip

7. Execute orpatch to compare the metadata
orpatch diffmetadata —expname test _env —srcname dev_env

This example would compare the current environment against the metadata extracted in
$RETAIL_HOME/support/test_env directory.
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Note: The SRETAIL_HOME/support/compare directory
will be automatically removed before environment metadata
is exported at the start of the comparison.

Reverting a Patch

In general it is best to either completely apply a patch, or restore the entire environment
from the backup taken before starting the patch. It is important to test patches in test or
staging environments before applying to production. In the event of problems, Oracle
Retail recommends restoring the environment from backup if a patch is not successful.

Note: Reverting patches in an integrated environment can be
extremely complex and there is no fully automated way to
revert all changes made by a patch. Restoring the
environment from a backup is the recommended method to
remove patches.

It is, however, possible to revert small patches using the backups taken by ORPatch
during a patch. This will restore only the files modified, and it is still necessary to restore
the database if any changes were made to it.

Note: Reverting a patch reverts only the files modified by
the patch, and does not modify the database, or recompile
forms or batch files after the change.

When multiple patches have been applied to an environment, reverting any patches
other than the most recently applied patch is strongly discouraged as this will lead to
incompatible or inconsistent versions of modules applied to the environment. If multiple
patches are going to be applied sequentially it is recommended to first merge the patches
into a single patch that can be applied or reverted in a single operation.
To revert a patch, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Identify the backup directory in $SRETAIL_HOME /backups that contains the backup
from the patch you want to restore.

= The backup directory will contain a patch_info.cfg file which contains the name
of the patch the backup is from.

= Itis possible to have two directories for the same patch, if ORPatch was updated
during the patch. It is not possible to revert the updates to ORPatch. Select the
backup directory that does not contain orpatch files.

= Ifitis not clear which backup directory to use, restore the environment from
backup

5. Execute orpatch to revert the environment using the contents of the backup directory
orpatch revert —s $RETAIL_HOME/backups/backup-11232013-152059

Restore the database from backup if the patch made database changes

Use the orcompile script to recompile forms if the patch included RMS or RWMS
forms files
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orcompile —a RMS —t FORMS
orcompile —a RWMS —t FORMS

8. Use the orcompile script to recompile batch if the patch included RMS batch files
orcompile —a RMS —t BATCH

9. Use the ordeploy script to redeploy the appropriate Java applications if the patch
included Java files
ordeploy —a RPM —t JAVA
ordeploy —a REIM —t JAVA
ordeploy —a ALLOC —t JAVA
ordeploy —a RESA —t JAVA

Merging Patches

When patches are applied individually some ORPatch tasks such as compiling forms and
batch files or deploying Java archives are performed separately for each patch. This can
be time-consuming. An alternative is to use the ORMerge utility to combine several
patches into a single patch, reducing application downtime by eliminating tasks that
would otherwise be performed multiple times. Patches merged with ORMerge are
applied with ORPatch after the merge patch is created.

Source and Destination Directories

ORMerge uses source and destination areas in order to merge patch files. The source
area is a single directory that contains the extracted patches to merge. The destination
area is the location where the merged patch will be created. If a file exists in one or more
source patches, only the highest revision will be copied to the merged patch.

The source and destination directories should exist under the same parent directory.
That is, both the source and destination directories should be subdirectories of a single
top-level directory.

The source directory must have all patches to be merged as immediate child directories.
For example if three patches need to be merged the directory structure would look like
this:

Source and Destination Directory Example

<parent>

source destination

| | |
patch patch2 patch3

In the example above, the manifest.csv and patch_info.cfg files for each patch to be
merged must exist in source/patchl, source/patch2, and source/patch3.
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ORMerge Command-line Arguments

Argument Required Description

-s Yes Path to source directory containing patches to merge

-d Yes Path to destination directory that will contain merged patch

-name No The name to give the merged patch. If not specified, a name will be

generated. When the merged patch is applied to a system, this name
will appear in the Oracle Retail patch inventory.

-inplace No Used only when applying a patch to installation files prior to the

first installation. See “Patching prior to the first install” in the
Troubleshooting section later, for more information.

Running the ORMerge Utility

To merge patches, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/u0OO/oretail/15.0/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Create a staging directory to contain the patches.

mkdir —p $RETAIL_HOME/stage/merge/src

Download the patches to the staging directory and unzip them so that each patch is
in a separate subdirectory.

Review the README.txt included with each patch to identify additional manual
steps that may be required. If manual steps are specified in any patch, execute them
at the appropriate time when applying the merged patch.

Create a destination directory to contain the merged patches.

mkdir -p $RETAIL_HOME/stage/merge/dest

Execute ORMerge to merge the patches.

ormerge -s $RETAIL_HOME/stage/merge/src —d $RETAIL_HOME/stage/merge/dest —name
merged_patch

The merged patch can now be applied as a single patch to the product installation using
ORPatch.

Compiling Application Components

In some cases it may be desirable to recompile RMS Forms, RWMS Forms or RMS Batch
outside of a product patch. The ORCompile utility is designed to make this easy and
remove the need to manually execute ‘make’ or “frmemp’ commands which can be error-
prone. ORCompile leverages ORPatch functions to ensure that it compiles forms and
batch exactly the same way as ORPatch. In addition ORCompile offers an option to
compile invalid database objects using ORPatch logic.

ORCompile takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.
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ORCompile Command Line Arguments

Argument Description
-a <app> The application to compile.
-t <type> The type of application objects to compile

ORCompile Argument Options

Application | Type Description

RMS BATCH Compile RMS Batch programs

RMS FORMS Compile RMS Forms

RWMS FORMS Compile RWMS Forms

RMS DB Compile invalid database objects in the primary RMS schema

RMS DB-ASYNC Compile invalid database objects in the RMS_ASYNC_USER
schema

ALLOC DB-ALC Compile invalid database objects in the Allocations user
schema

ALLOC DB-RMS Compile invalid database objects in the RMS schema

REIM DB Compile invalid database objects in the RMS schema

RME DB Compile invalid database objects in the RME schema

ASO DB Compile invalid database objects in the ASO schema

RI DB-DM Compile invalid database objects in the RI DM schema

RI DB-RIBATCH Compile invalid database objects in the RI batch schema

RI DB-RMSBATCH | Compile invalid database objects in the RI RMS batch schema

RI DB-FEDM Compile invalid database objects in the RI front-end schema

RDE DB-DM Compile invalid database objects in the RDE DM schema

RDE DB-RDEBATCH | Compile invalid database objects in the RDE batch schema

RDE DB-RMSBATCH | Compile invalid database objects in the RDE RMS batch

schema

Running the ORCompile utility

Note: Compiling RMS type DB, ReIM type DB, and
Allocation type DB-RMS, are all identical as they attempt to
compile all invalid objects residing in the RMS schema.

To compile files, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH
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4. Execute orcompile to compile the desired type of files.
orcompile —a <app> -t <type>

ORCompile Examples

Compile RMS Batch.

orcompile -a RMS -t BATCH

Compile RWMS Forms.

orcompile -a RWS -t FORMS

Compile invalid objects in the RA DM schema.
orcompile -a Rl -t DB-DM

Compile invalid objects in the RMS owning schema.
orcompile -a RMS -t DB

Deploying Application Components

In some cases it may be desirable to redeploy Java applications outside of a product
patch. For example, when troubleshooting a problem, or verifying the operation of the
application with different WebLogic settings. Another situation might include wanting
to deploy the application using the same settings, but without customizations to isolate
behavior that could be related to customized functionality.

The ordeploy utility is designed to make this easy and remove the need to re-execute the
entire product installer when no configuration needs to change. ORDeploy leverages
Oracle Retail Patch Assistant functions to ensure that it deploys applications exactly the
same way as ORPatch. In addition ORDeploy offers an option to include or not include
custom Java files, to ease troubleshooting.

ORDeploy takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORDeploy Command Line Arguments

Argument Description

-a <app> The application to deploy.

-t <type> The type of application objects to deploy

ORDeploy Argument Options

Application |Type Description

ALLOC JAVA Deploy the Allocations Java application and Java batch files,
including any custom Java files.

ALLOC JAVANOCUSTOM | Deploy the Allocations Java application and Java batch files,
NOT including any custom Java files.

REIM JAVA Deploy the REIM Java application and Java batch files,
including any custom Java files.

REIM JAVANOCUSTOM | Deploy the REIM Java application and Java batch files, NOT
including any custom Java files.
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Application |Type Description

RESA JAVA Deploy the RESA Java application, including any custom Java
files.

RESA JAVANOCUSTOM | Deploy the RESA Java application, NOT including any custom
Java files.

RPM JAVA Deploy the RPM Java application and Java batch files,
including any custom Java files.

RPM JAVANOCUSTOM | Deploy the RPM Java application and Java batch files, NOT
including any custom Java files.

Running the ORDeploy utility
To deploy Java applications, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ORDeploy to deploy the desired Java application.
ordeploy —a <app> -t <type>

ORDeploy Examples

Deploy RPM.
ordeploy -a RPM -t JAVA

Deploy ReIM without including Java customizations.
ordeploy -a REIM -t JAVANOCUSTOM

Maintenance Considerations

The additional information stored within the RETAIL_HOME and within database
schemas adds some considerations when performing maintenance on your environment.

Database Password Changes

Oracle wallets are used to protect the password credentials for connecting to database
schemas. This includes all database schemas used during an install. If the password for
any of these users is changed the wallet’s entry must be updated.

The wallet location is configurable but by default is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/rms_wallet RMS Database
RMS Batch
$RETAIL_HOME/orpatch/rms_wallet_app RMS Forms
$RETAIL_HOME/orpatch/rwms_wallet RWMS Database
$RETAIL_HOME/ orpatch/rwms_wallet_app RWMS Forms
$RETAIL_HOME/orpatch/oraso_wallet ASO Database
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Location Installation Type
$RETAIL_HOME/orpatch/orme_wallet RME Database
$RETAIL_HOME/orpatch/ra_wallet RI (Previously RA) Database
$RETAIL_HOME/orpatch/rde_wallet RDE Database

The wallet alias for each schema will be <username>_<dbname>. Standard mkstore
commands can be used to update the password.

For example:

mkstore -wrl $RETAIL_HOME/orpatch/rms_wallet —modifyCredential rms_rmsdb rmsOl
rmspassword

This command will update the password for the RMS01 user to ‘rmspassword” in the
alias ‘rms_rmsdb’.

The Oracle wallets are required to be present when executing ORPatch. Removing them
will prevent you from being able to run ORPatch successfully. In addition the Oracle
wallet location is referenced in the RMS batch.profile, and in the default RMS and RWMS
Forms URL configuration, so removing them will require reconfiguration of batch and
forms. If batch and forms were reconfigured after installation to use other wallet files, it
is possible to backup and remove the wallets, then restore them when running ORPatch.

WebLogic Password Changes

Java wallets are used to protect the password credentials used when deploying Java
products. This includes the WebLogic administrator credentials, LDAP connection
credentials, batch user credentials and any other credentials used during an install. If the
password for any of these users is changed the wallet’s entry must be updated, or the
Java product installation can be run again.

The wallet location is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/config/javapp_rpm RPM Java

$RETAIL_HOME/ orpatch/config/javapp_reim ReIM Java

$RETAIL_HOME/ orpatch/config/javapp_alloc Allocation Java
$RETAIL_HOME/orpatch/config/javapp_resa RESA Java
$RETAIL_HOME/orpatch/config/javaapp_rasrm ORAAC (Previously RASRM) Java

The wallet aliases will be stored in the retail_installer partition. The names of the aliases
will vary depending on what was entered during initial product installation.

The dump_credentials.sh script can be used to list the aliases in the wallet.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
-/dump_credentials.sh $RETAIL_HOME/orpatch/config/javapp_alloc

Application level key partition name:retail_installer
User Name Alias:dsallocAlias User Name:rmsOlapp
User Name Alias:BATCH-ALIAS User Name:<SYSTEM_ADMINISTRATOR>
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User Name Alias:wlsAlias User Name:<weblogic>

The easiest way to update the credential information is to re-run the Java product
installer. If you need to manually update the password for a credential, the
save_credential.sh script can be used.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
./save_credential .sh —1 $RETAIL_HOME/orpatch/config/javapp_alloc —p
retail_installer —a wlsAlias —u weblogic

This command will prompt for the new password twice and update the aslias wlsAlias,
username weblogic with the new password.

Infrastructure Directory Changes

The RETAIL_HOME/ orpatch/config/env_info.cfg file contains the path to the database
ORACLE_HOME on database or RMS Batch installations, to the WebLogic Forms and
Reports ORACLE_HOME and ORACLE_INSTANCE on RMS or RWMS Forms
installations, and to the WEBLOGIC_DOMAIN_HOME, WL_HOME and MW_HOME
on Java product installations. If these paths change, the related configuration variables in
the env_info.cfg file must be updated.

DBManifest Table

The table dbmanifest within Oracle Retail database schemas is used to track the database
scripts which have been applied to the schema. It is critical not to drop or truncate this
table. Without it, ORPatch will attempt to re-run scripts against the database which have
already been applied which can destroy a working environment. Similarly, if copying a
schema from one database to another database, ensure that the dbmanifest table is
preserved during the copy.

RETAIL_HOME relationship to Database and Application Server

The RETAIL_HOME associated with an Oracle Retail product installation is critical due
to the additional metadata and historical information contained within it. If a database
or application installation is moved or copied, the RETAIL_HOME related to it should be
copied or moved at the same time.

Jar Signing Configuration Maintenance

The RPM product installation includes an option to configure a code signing certificate so
that jar files modified during installation or patching are automatically re-signed. This
configuration is optional, but recommended. If it is configured, the code signing
keystore is copied during installation to

$RETAIL_HOME/ orpatch/config/jarsign/orpkeystore.jks. The keystore password and
private key password are stored in a Java wallet in the
$RETAIL_HOME/orpatch/config/jarsign directory. The credentials are stored in a
wallet partition called orpatch:

Alias Username Description
storepass discard Password for the keystore
keypass discard Password for the private key
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The keystore file and passwords can be updated using the product installer. This is the
recommended way to update the signing configuration.

If only the credentials need to be updated, the sign_jar.sh script can be used.
5. Login as the UNIX user that owns the product installation.

6. Set the RETAIL_HOME environment variable to the top-level directory of your
installation.

export RETAIL_HOME=/uOO/oretail/15.0/tst

7. Change directories to the location of sign_jar.sh
cd $RETAIL_HOME/orpatch/deploy/bin

8. Execute sign_jar.sh
sign_jar.sh changepwd
9. When prompted, enter the new keystore password

10. When prompted, enter the new private key password
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Customization

Patching Considerations with Customized Files and Objects

In general, the additional capabilities provided by the ORPatch should make it easier to
evaluate the potential impacts of patches to your customizations of Oracle Retail
products. However, the additional metadata maintained by the Oracle Retail patching
utilities does add some considerations when making customizations.

General Guidelines

It is always preferred to customize applications by extension rather than by direct
modification. For example, adding new database objects and forms rather than
modifying existing Oracle Retail objects and forms. You can also leverage built-in
extension points such as User Defined Attributes, the Custom Flexible Attribute Solution,
or seeded customization points in ADF Applications.

It is strongly discouraged to directly modify Oracle Retail database objects, especially
tables, as your changes may be lost during patching or may conflict with future updates.
When adding or modifying database objects, Oracle Retail recommends that all objects be
added with scripts to ensure that they can be rebuilt if necessary after a patch.

Custom Database Objects

When you create new database objects, Oracle Retail recommends placing them in an
Oracle database schema specifically for your customizations. You must use synonyms
and grants to allow the Oracle Retail product schema owner and other users to access
your objects, and use synonyms and grants to allow your customizations to access Oracle
Retail objects. A separate schema will ensure that your customizations are segregated
from base Oracle Retail code.

ORPatch expects that there will be no invalid objects in the database schemas it manages
after a patch is applied. For this reason adding extra objects to the product schema could
result in failures to apply patches as changes to base objects may cause custom objects to
go invalid until they are updated. In this situation, manually update the custom objects
so that they compile, and restart the patch.

Custom Forms

When creating new custom forms, Oracle Retail recommends placing them in a separate
directory specifically for your customizations. This directory should be added to the
FORMS_PATH of your RMS or RWMS Forms URL configuration to allow the forms to be
found by the Forms Server. This will ensure that your customizations are segregated
from base Oracle Retail code. If you choose to place customizations in the Forms bin
directory, then your custom forms will need to be recopied each time Forms are fully
recompiled.

ADF Application Customization

Oracle Retail ADF-based applications such as Allocation and ReSA can be customized
using a process called ‘seeded customization’. The customization process involves using
JDeveloper in Customizer mode to create changes to product configurations, and then
building a MAR archive containing the changes. The generated MAR is deployed to the
MDS repository used by the application and applied to the application at runtime. These
types of customizations are handled outside of ORPatch and are not reported during
patch analysis or tracked by the custom file registration utility. More information can be
found in the respective product customization guides.
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Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file.
See the later “Custom Compiled Java Code” section for additional information and
considerations.

Analyze Patches when Customizations are Present

Whenever you have customized a product by directly modifying Oracle Retail files or
database objects, it is important to ensure you analyze each the files that will be updated
by a patch before applying the patch. This will allow you to identify any customized
files which may be overwritten by the patch and either merge your customization with
the new version of the file, or re-apply the customization after applying the patch.

Manifest Updates

If you choose to customize Oracle Retail files directly, it is extremely important not to
update the revision number contained in the env_manifest.csv. This could cause future
updates to the file to be skipped, invalidating later patch applications as only a partial
patch would be applied. The customized revision number for modified files will need to
be tracked separately.

Registering Customized Files

The ORPatch contains utilities and functionality to allow tracking of files that have been
customized through direct modification. This process is referred to as ‘registering’ a
customized file. Registration only works for files which are shipped by Oracle Retail. It is
not possible to register new files created in the environment as part of extensions or
customizations.

When patches are analyzed with ORPatch, special reporting is provided if any registered
files would be updated or deleted by the patch. Customized files impacted by the patch
are listed at the end of the analysis report from ORPatch. The detail files generated
during the analyze will contain a column called ‘customized” which will have a Y for any
files which were registered as customized. This allows easier identification of
customizations which will be overwritten by a patch.

All files delivered by Oracle Retail are considered ‘base” and so when they are applied to
an environment any registrations of those files as customized will revert back to un-
customized. Each time a patch overwrites customized files, you must re-register the
files as customized once you have applied customizations.

To register customized files, use the SRETAIL_HOME/orpatch/bin/orcustomreg script.
The orcustomerg script operates in one of two modes: registration and list.

= Registration mode registers or unregisters one or more files as customized.

= List mode lists all files in the environment that are registered as customized.

Command Line Arguments for Registration Mode

Argument Description
-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.
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Argument Description

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered as ‘customized’
-unregister Files specified with -f or -bulk will be registered as ‘base’
Notes:

= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

Command Line arguments for list mode

Argument Description

-list List all files in the environment registered as customized

Running the orcustomreg Script
Perform the following procedure to run the orcustomreg script:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/u0O/oretail/15.0/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Execute orcustomreg script to register the desired file(s).
orcustomreg —register —F <file>

Examples of using the orcustomreg Script

Register SRETAIL_HOME /dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql as
customized.

orcustomreg -f dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql

Unregister customizations for
$RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg
orcustomreg —unregister —f $RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg

Bulk register several files as customized.

echo “$RETAIL_HOME/oracle/proc/src/mrt.pc” > custom.txt
echo “$RETAIL_HOME/oracle/proc/src/saldly.pc” >> custom.txt
echo “$RETAIL_HOME/oracle/proc/src/ccprg.pc” >> custom.ixt
orcustomreg —bulk custom.txt
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List all files registered as customized.
orcustomreg —list

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file

This functionality is enabled by creating a directory called

$RETAIL_HOME /javaapp_<app>/custom, where <app> is the application the
customizations apply to. Files stored within this directory will be combined with the
base product ear files before the application is deployed to WebLogic. ORPatch will
attempt to consider customizations stored within the ‘custom’ directory during patch
analysis by triggering more detailed ear file change analysis to assist with identifying
which customizations might be impacted by changes in the patches.

Note: It is not possible, nor necessary, to register compiled
Java customizations with the orcustomreg tool.

As with other customization techniques for other technologies, Oracle Retail
recommends making Java customizations in new files as much as possible, versus
overwriting base product or configuration files. In the past it was necessary to build
complete replacement product ear files, but this method of customization is no longer
required nor recommended. Replacement ear and jar files will not contain the META-
INF/env_manifest.csv files which are required in order to be able to apply incremental
patches. Instead, compile the specific Java classes being customized and place them
along with any custom configuration files in $RETAIL_HOME /javaapp_<app>/custom.

Building Deployable ear files

When constructing the product ear file to deploy to WebLogic, ORPatch applies changes
to the ear file in a specific order, with files from later steps overwriting files in earlier
steps. The resulting ear is stored in $RETAIL_HOME /javaapp_<app>/deploy, and then
deployed to WebLogic.

Sequence for ORPatch Java Product ear file updates

Order File Type Location

1 Base product ear $RETAIL_HOME /javaapp_<app>/base

2 Updated configuration files $RETAIL_HOME /javaapp_<app>/config

3 Oracle Retail-supplied hotfixes | $SRETAIL_HOME/javaapp_<app>/internal
4 Compiled customizations $RETAIL_HOME /javaapp_<app>/custom

Merging Custom Files

When merging files from the custom directory with the product ear, ORPatch uses the
directory path of the files within custom to calculate where the file should be stored
within the ear. This allows arbitrary nesting of files, even when placing files within jars
stored in jars, stored within the ear. The following examples below use RPM, but apply
to adding compiled customizations to any Java-based product.
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Custom directory location and product ear location Examples

File path within javaapp_<app>/custom/ Final Ear File Location

rpm.ear/company/ui/MyCustom.class In rpm.ear:
/company /ui/MyCustom.class

rpm.ear/rpm.jar/company/bc/MyCustom?2.class | In rpm.ear:
In rpm jar:

/company /bc/MyCustom?.class

rpm.ear/lib/ourcustomlibs.jar In rpm.ear
/lib/ourcustomlibs.jar

rpm.ear/WebLaunchServlet.war/lib/ In rpm.ear:
rpm.jar/company/bc/MyCustom?2.class In WebLaunchServlet.war:

In lib/rpm jar:

/company /bc/MyCustom?.class

Analyzing patches when customizations are present

When analyzing a patch which contains a base product ear and the custom directory
contains files, ORPatch will automatically trigger a more detailed analysis of the changes
coming in a patch. This includes calculating what files inside the product ear have been
added, removed or updated and which files appear to be customized based on the
contents of the ‘custom’ directory. The detailed results of the ear file comparison during
patch analysis will be saved in javaapp_<app>_archive_compare_details.csv. Any
custom files which appeared to be impacted by the patch are saved in
javapp_<app>_archive_custom_impacts.csv. Both files will be in the
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details directory.

Note: This detailed analysis is not available when analyzing
individual hotfixes, so special care must be taken when
applying hotfixes to a customized product installation, to
ensure there are no conflicts between customizations and
hotfix changes.

Customizations and cumulative patches

By default, when applying a cumulative patch, ORPatch will not include customizations
in the deployed product ear, even if they are present in the appropriate directory. This
allows verification that the application is functioning properly using base code, before
applying customizations. After verifying the initial deployment, use ORDeploy with the
“-t JAVA” option to construct and deploy the product ear including customizations.

If customizations need to be removed outside of a patch, use ORDeploy with the “-t
JAVANOCUSTOM” option to create and deploy an ear containing only Oracle Retail
code. To force ORPatch to include customizations in the deployed ear even when
applying a cumulative patch, set JAVAAPP_<app>_INCLUDE_CUSTOM=Y in the
$RETAIL_HOME/ orpatch/config/env_info.cfg file.

Changing configuration files

It is possible to directly change product configuration files in
$RETAIL_HOME /javaapp_<app>/config. These updates can be deployed to the
environment using the ORDeploy utility. However, the ‘config’ directory is completely
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recreated each time the product installer is used. This means that modifications will be
lost and must be manually reapplied after each installer run. It is recommended to make
configuration changes via the installer where possible, and retain the
ant.install.properties file for use in later installer sessions.

Extending Oracle Retail Patch Assistant with Custom Hooks

The default ORPatch actions and processing logic is sufficient to install and patch the
base Oracle Retail product code. However there may be situations where custom
processing is desired during patching activities such as executing a shell script prior to
the start of patching, or running a SQL script at the end of the patch.

ORPatch supports extensions in the form of custom hooks. These hooks allow external
scripts to be run at specific points during ORPatch processing.

ORPatch Processing

Action

ORPatch supports a variety of ‘actions” which define the steps necessary to apply
updates to a particular area of the Oracle Retail application. Each action is generally
specific to updates to a single technology or logical component of the environment. For
example, one action might handle making updates to the RMS database schema, while a
separate action is responsible for compiling RWMS forms, and a different action deploys
the RPM Java application. These actions are enabled and disabled within the
environment configuration file, allowing ORPatch to determine what types of changes to
apply to each product installation.

ORPatch Actions

Order Action Name Description

1 DBSQL_RMS Loads RMS and RPM database objects into the primary
RMS schema

2 DBSQL_RMSASYNC Loads database objects into the RMS_ASYNC_USER
schema

3 DBSQL_RAF Loads Retail Application Framework database objects into
the RMS schema

4 DBSQL_REIM Loads ReIM database objects into the RMS schema

5 DBSQL_ALCRMS Loads Allocation database objects into the RMS schema

6 DBSQL_ALLOC Loads Allocation database objects into the Allocation user
schema

7 DBSQL_RMSDEMO Used to create demo data in the RMS schema if demo data
was selected during initial installation

8 DBSQL_RMSDAS Loads database objects into the RMS Data Access Schema

9 RMSBATCH Compiles RMS Batch

10 ORAFORMS_RMS Compiles RMS Forms, copies RMS reports to
$RETAIL_HOME

11 RMSRETLSCRIPTS Copies Oracle Retail Extract and Load scripts for RMS

12 RMSDCSCRIPTS Copies Oracle Retail Merchandising System data conversion
scripts
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Order | Action Name Description

13 DBSQL_RWMS Loads database objects into the primary RWMS schema

14 DBSQL_RWMSADEF Loads database objects into the RWMS ADF user schema

15 DBSQL_RWMSUSER Loads database objects into the RWMS user schema

16 ORAFORMS_RWMS Compiles RWMS Forms, copies RWMS batch scripts and
reports to SRETAIL_HOME

17 JAVAAPP_RPM Deploys the RPM Java application and batch scripts

18 JAVAAPP_REIM Deploys the REIM Java application and batch scripts

19 JAVAAPP_ALLOC Deploys the Allocation Java application and batch scripts

20 JAVAAPP_RESA Deploys the ReSA Java application

21 JAVAAPP_RASRM Deploys the ORAAC (previously called RASRM) Java
application

22 DBSQL_RARMSBATCH | Loads database objects into the RMS Batch schema for RI
(previously called RA)

23 DBSQL_RADM Loads database objects into the RI (previously called RA)
Data Mart schema

24 DBSQL_RAFEDM Loads database objects into the RI (previously called RA)
Front-end schema

25 DBSQL_RABATCH Loads database objects into the RI (previously called RA)
Batch schema

26 DBSQL_RDERMSBATCH | Loads database objects into the RMS Batch schema for RDE

27 DBSQL_RDEDM Loads database objects into the RDE Data Mart schema

28 DBSQL_RDEBATCH Loads database objects into the RDE Batch schema

29 DBSQL_RASECORE Loads core database objects into the ORASE schema

30 DBSQL_RASEASO Loads ASO database objects into the ORASE schema

31 DBSQL_RASECDT Loads CDT database objects into the ORASE schema

32 DBSQL_RASECIS Loads CIS database objects into the ORASE schema

33 DBSQL_RASEDT Loads DT database objects into the ORASE schema

34 DBSQL_RASEMBA Loads MBA database objects into the ORASE schema

35 RASECOREBATCH Copies ORASE core batch scripts and libraries

36 RASEASOBATCH Copies ORASE ASO batch scripts and libraries

37 RASECDTBATCH Copies ORASE CDT batch scripts and libraries

38 RASECISBATCH Copies ORASE CIS batch scripts and libraries

39 RASEDTBATCH Copies ORASE DT batch scripts and libraries

40 RASEMBABATCH Copies ORASE MBA batch scripts and libraries
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Phase

ORPatch processes patches in phases. Each action relevant to a patch and host is
provided an opportunity to process the patch for each phase. The standard phases which
allow hooks are:

Restart Phase | Phase Name Description
Number
N/A PRECHECK Actions verify that their configuration appears complete and

correct. This phase and the associated hooks will be run
every time orpatch is executed, even if processing will be
restarted in a later phase.

10 PREACTION Actions do processing prior to when files are copied to the
environment. Files are deleted during this phase.

20 COPYPATCH Actions copy files included in a patch into the destination
environment and the environment manifest is updated.

30 PATCHACTION | Actions take the more detailed steps necessary to apply the
new files to the environment. For database actions in
particular, this is the phase when new and updated sql files
are loaded into the database.

40 POSTACTION Actions do processing after files have been copied and
PatchActions are completed. The Forms actions, for
example, use this phase to compile the forms files as this
must happen after database packages are loaded.

50 CLEANUP Actions do any additional processing. Currently no actions
implement activities in this phase.

Configuring Custom Hooks

Custom hooks are configured in a configuration file

RETAIL_HOME/ orpatch/config/custom_hooks.cfg. The configuration file is a simple
text file where blank lines and lines starting with # are ignored and all other lines should
define a custom hook.

To define a custom hook, a line is added to the file in the form:
<hook name>=<fully qualified script>

The hook name must be in upper case and is in the form:
<action name>_<phase name>_<sequence>

The action name is any action name understood by ORPatch. The phase name is one of
the five phase names from the table above. The sequence is either ‘START’ or ‘END’.
Hooks defined with a sequence of ‘START” are run before the action’s phase is invoked.
Hooks defined with a sequence of ‘END’ are run after the action’s phase is invoked.

Multiple scripts can be associated with a single hook by separating the script names with
a comma. If a hook name appears in the configuration file multiple times only the last
entry will be used.

The script defined as a custom hook must be an executable shell script that does not take

any arguments or inputs. The only environment variable that is guaranteed to be passed
to the custom hook is RETAIL_HOME. The script must return 0 on success and non-zero
on failure.

If an action is a DBSQL action (i.e. has a name like DBSQL_), the custom hook can

optionally be a .sql file. In this case the SQL script will be run against the database
schema that the DBSQL action normally executes against. The SQL script must not
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generate any ORA- or SP2- errors on success. In order to be treated as a database script,
the extension of the file defined as the custom hook must be .sql in lower-case. Any other
extension will be treated as if it is a shell script. If you have database scripts with
different extensions, they must be renamed or wrapped in a .sql script.

When using the PRECHECK phase and START sequence, please note that the custom
hook will be executed prior to any verification of the configuration. Invalid
configuration, such as invalid database username/password or a non-existent
ORACLE_HOME, may cause the custom hook to fail depending on the actions it tries to
take. However in these cases, the normal orpatch PRECHECK activities would likely
have failed as well. All that is lost is the additional context that orpatch would have
provided about what was incorrect about the configuration.

Restarting with Custom Hooks

If a custom hook fails, for example a shell script hook returns non-zero or a sql script
generates an ORA- error in its output, the custom hook will be treated as failing. A
failing custom hook causes ORPatch to immediately stop the patching session.

When ORPatch is restarted it always restarts with the same phase and action, including
any START sequence custom hooks. If the START sequence custom hook fails, the
action’s phase is never executed. With an END sequence custom hook, the action’s phase
is re-executed when ORPatch is restarted and then the custom hook is re-executed.

When an action’s phase is costly, for example the DBSQL_RMS action which does a lot of
work, this can mean a lot of duplicate processing.

For this reason it is preferred to use START sequence custom hooks whenever possible.
If necessary, use a START sequence hook on a later phase or a later action, rather than an
END sequence custom hook.

Patch-level Custom Hooks

In addition to action-specific hooks, there are two patch-level hook points available.
These hooks allow scripts to be run before any patching activities start and after all
patching activities are completed. The hooks are defined in the same configuration file,
with a special hook name.

To run a script before patching, define:

ORPATCH_PATCH_START=<fully qualified script>

To run a script after patching, define:

ORPATCH_PATCH_END=<fully qualified script>

These hooks only support executing shell scripts, database scripts must be wrapped in a
shell script. It is also important to note that these hooks are run on every execution of
ORPatch to apply a patch, even when restarting a patch application. If the START
sequence patch-level hook returns a failure, patching is aborted. If the END sequence
patch-level hook returns a failure, it is logged but ignored as all patching activities have
already completed.

Please note that the ORPATCH_PATCH_START hook is executed prior to any
verification of the configuration. Invalid configuration may cause the custom hook to fail
depending on the actions it tries to take. However in these cases, the normal
ORPatchactivities would likely fail as well.

Example Custom Hook Definitions

A shell script that is executed prior to the Pre-Action phase of RMS Batch:
RMSBATCH_PREACTION_START=/u00/oretai l/prepare_custom_header.sh
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A shell script that is executed after RETL script files are copied into the RETAIL_HOME:
RETLSCRIPTS_COPYPATCH_END=/u00/oretail/copy_custom files.sh

A SQL script that is executed against the RWMS owning schema at the start of the Clean-
up Phase:

DBSQL_RWMS_CLEANUP_START=/dba/sqgl/recompile_synonyms.sql

158 Oracle Retail Invoice Matching



Patching Procedures

Troubleshooting Patching

There is not a general method for determining the cause of a patching failure. It is
important to ensure that patches are thoroughly tested in a test or staging system several
times prior to attempting to apply the patch to a production system, particularly if the
patch is a large cumulative patch. After the test application is successful, apply the patch
to the production system.

ORPatch Log Files

ORPatch records extensive information about the activities during a patch to the log files
in RETAIL_HOME/orpatch/logs. This includes a summary of the actions that are
planned for a patch, information about all files that were updated by the patch, and
detailed information about subsequent processing of those files. The ORPatch log files
also contain timestamps to assist in correlating log entries with other logs.

Even more detailed logs are available in RETAIL_HOME/ orpatch/logs/detail_logs for
some activities such as forms compilation, invalid database object errors, and output
from custom hooks. If the standard ORPatch log information is not sufficient, it might be
helpful to check the detailed log if it exists.

Restarting ORPatch

The restart mechanism in ORPatch is designed to be safe in nearly any situation. In some
cases to ensure this, a portion of work may be redone. If the failure was caused by an
intermittent issue that has been resolved, restarting ORPatch may be sufficient to allow
the patch to proceed.

Manual DBManifest Updates

A possible cause for database change script failures is that a database change was already
made manually to the database. In this event, you may need to update the dbmanifest
table to record that a specific script does not need to be run. Before doing this, it is
extremely important to ensure that all statements contained in the script have been
completed.

Use the $RETAIL_HOME/ orpatch/bin/ordbmreg script to register database scripts in
the dbmanifest table.

Command Line Arguments for ordbmreg

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered in the dbmanifest table

-unregister Files specified with -f or -bulk will be removed from the dbmanifest table
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Notes:
= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

= Registering a file in the dbmanifest table will cause it to
be completely skipped. Before doing so, ensure that all
commands contained in it have been completed.

* Removing a file from the dbmanifest table will cause it
to be run again. This will fail if the commands in the
script cannot be re-run. For example if they create a
table that already exists.

Running the ordbmreg Script

Perform the following procedure to run the ordbmreg script:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/u0OO/oretail/15.0/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ordbmreg script to register the desired file(s).
ordbmreg —register —fF <file>

Examples of using the ordbmreg Script

Register
$RETAIL_HOME/dbsql_rms/Cross_Pillar/db_change_scripts/source/000593_system_o
ptions.sql with the dbmanifest table.

ordbmreg -f
dbsgl_rms/Cross_Pillar/db_change_scripts/source/000593_system options.sql

Remove the dbmanifest row for
$RETAIL_HOME/dbsql_radm/ra_db/radm/database_change_scripts/000035_s1273324
0_w_party_per_d.sql

ordbmreg —unregister —f
$RETAIL_HOME/dbsql_radn/ra_db/radn/database_change_scripts/000035_s12733240 w_part

y_per_d.sql

Bulk register several files in the dbmanifest table.

echo “$RETAIL_HOME/dbsgl_rwms/DBCs/Source/000294 container.sql” > dbcs.txt
echo “$RETAIL_HOME/dbsqgl_rwms/DBCs/Source/000457_drop_object.sql” >> dbcs.txt
ordbmreg —bulk dbcs.txt

Restarting after registration

Once the row has been added to the dbmanifest table, restart ORPatch and the script will
be skipped. If the file is not skipped there are several possibilities:
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= The script registered is not the failing script.

= The file type is not a type that is filtered by the dbmanifest. The only file types that
skip files listed in the dbmanifest are:
— Initial install DDL Files
— Installation scripts that cannot be rerun

— Database Change Scripts

Manual Restart State File Updates
Oracle Retail strongly discourages manually updating the ORPatch restart state files.
Updating the file improperly could cause necessary steps in the patching process to be
skipped or patches to be incorrectly recorded as applied.

DISPLAY Settings When Compiling Forms

When compiling RMS or RWMS forms, it is necessary to have a valid X-Windows
Display. ORPatch allows this setting to come from one of two places:

= DISPLAY environment variable set before executing ORPatch

or
= DISPLAY setting in RETAIL_HOME/orpatch/config/env_info.cfg
The DISPLAY variable in the environment overrides the env_info.cfg, if both are set. The
destination X-Windows display must be accessible to the user running ORPatch, and for
best compilation performance it should be on the network ‘close’ to the server where
RMS Forms are installed and compiled. Using a local display or VNC display is
preferred. Compiling forms across a Wide-Area Network will greatly increase the time
required to apply patches to environments.

JAVA_HOME Setting

When working with Java application jar, ear or war files, it is necessary to have a valid
JAVA_HOME setting. ORPatch allows this setting to come from one of two places:

= JAVA_HOME environment variable set before executing ORPatch

or
= JAVA_HOME setting in RETAIL_HOME/orpatch/config/env_info.cfg

The JAVA_HOME variable in the environment overrides the env_info.cfg, if both are set.
The specified Java home location must be accessible to the user running ORPatch and be
a full Java Development Kit (JDK) installation. The JAVA_HOME must contain the jar
utility and if automatic Jar file signing is configured, must also contain the keytool and
jarsigner utilities.

Patching Prior to First Install

In some situations, it may be necessary to apply a patch to product installation files
before the initial install. For example, if there is a defect with a script that would be run
during the install and prevent proper installation. In this rare situation, it may be
necessary to apply a patch to the installation files prior to starting installation.

Note: These steps should only be undertaken at the direction
of Oracle Support.

Perform the following steps to patch installation files prior to starting an installation. The
steps assume an RMS installation, but apply to any product supported by ORPatch:
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1.

10.

Unzip the installation files to a staging area.

Note: The following steps assume the files are in
/media/oretaill5.0

Locate the patch_info.cfg within the product media. The directory it resides in will
be used for later steps.
find /media/oretaill5._0/rms/installer —name patch_info.cfg

Output Example:
/media/oretaill5.0/rms/installer/mom15/patch_info.cfg
Get the PATCH_NAME for the standard product installation. The patch name to use

in subsequent steps will be the portion following the “=" sign.
grep “PATCH NAME=" /media/oretaill5.0/rms/installer/moml5/patch_info.cfg
Output Example:

PATCH_NAME=MOM_15_0_0_0

Create a directory that will contain the patch that must be applied, next to the
directory with the product installation files.

Note: The following steps assume this directory is in
/media/patch.

Unzip the patch into the directory created in step 2.

Note: This should place the patch contents in
/media/patch/<patch num>.

Export RETAIL_HOME to point within the installation staging area.

export RETAIL_HOME=/media/oretail15.0/rms/instal ler/moml5/Build

Create a logs directory within the installation staging area

mkdir $RETAIL_HOME/orpatch/logs

Ensure the ORMerge shell script is executable.

chmod u+x $RETAIL_HOME/orpatch/bin/ormerge

Run ORMerge to apply the patch to the installation media, using a -name argument
that is the same as what was found in step 3.

$RETAIL_HOME/orpatch/bin/ormerge -s /media/patch -d
/media/oretaill5.0/rms/instal ler/mom1l5 —name MOM_15 0 0_O —inplace

Note: The —inplace argument is critical to ensure that the
patching replaces files in the mom15 directory.

Unset the RETAIL_HOME environment variable.
unset RETAIL_HOME

At this point, the installation files will have been updated with the newer versions of files
contained within the patch. Log files for the merge will be in
/media/oretail15.0/rms/installer/mom15/Build /orpatch/logs.

Providing Metadata to Oracle Support

In some situations, it may be necessary to provide details of the metadata from an
environment to Oracle support in order to assist with investigating a patching or
application problem. ORPatch provides built-in functionality through the
‘exportmetadata’ action to extract and consolidate metadata information for uploading to
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Oracle Support or for external analysis. For more information, see the ORPatch
‘Exporting Environment Metadata” section.
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Appendix: RelM Application Installer
Screens

You need the following details about your environment for the installer to successfully
deploy the ReIM application. Depending on the options you select, you may not see
some screens or fields.

Screen: Startup
=] Invoice Matching Installer - Oracle Retail - X

ORACLE

Oracle Retail Invoice Matching

This will install the FelM w15 Java application. The REelM Installation Suide provides details on e
every value reguested by this installer. Flease read it before proceeding.

Reguirements:
* See Release Motes and Installation Guide for OS5 reguirements.

* See the Installation Guide for Weblogic and Database requirements.

* See the Installation Guide for EMS reguirements.

* See the Installation Guide for other software reguirements.

The installer will ask wou for the following information
* Reld and REMS database settings

o

4

“wr Install

[ £3 Cancel I | fuw Bavk | [6 Mext I

Installation Guide 165



Troubleshooting Patching

Analyze Tool

The following screens will only appear if the variable ORPATCH_ANALYZE has been
set to True in the environment.

Screen: Analyze Tool

Invoice Matching Installer - Oracle Retail

Analyze Tool

This tool can analyze the RETAIL_HOME from a previous installation and generate a report
containing the changes that will be applied when running this patch

The analyze tool will ask you for the following information

* Qrpatch settings

< nstall

l@ Cancel HG Back][a Next]
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Screen: RETAIL_HOME to Analyze

= Invoice Matching Installer - Oracle Retail - X

ORACLE

RETAIL_ HOME to Analyze

Flease enter a RETAIL_HOME path from a pre-existing installation that you would like to analyze.
RETAIL_HOME pathfto/retail_home | Select Folder

Mote: If wou proceed to run the analyze tool, Orpatch will be updated in the RETAIL_HOME wou
have selected with the latest Orpatch files from this patch. Only generic Qrpatch files will be
updated, no product patches will be applied.

[ 3 Cancel ] [G Eack] ’ &3 Mext I “ % Install
Field Title RETAIL_HOME to Analyze
Field The pre-existing RETAIL_HOME location created and used during REIM
Description installation. This location should contain directories with your installed files as
well as the “orpatch” directory.
Example /path/to/retail_home
Note The Orpatch files in this RETAIL_HOME may need to be updated in order to be
able to run the analysis. The Analyze tool will take care of this automatically.
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Application Installer

The following screens will only appear if the variable ORPATCH_ANALYZE has not
been set in the environment.

Screen: Installation Component Selection

Invoice Matching Installer - Oracle Retail

ORACLE

Installation Component Selection

Flease select the components to install:
* Select 'Install REIM' for installing REIM 15 without Oracle Retail Operational Insights (O1).
* Select 'Install REIM and Q1" to install REIM 15 with QI configurations.

- Select this option to install REIM 15 application with QI configurations QR to re-configure the
existing REIM 15 installation with Q. Refer Installation Guide for post installation steps of Ol

- This aption will re-install EEIM 15 if it is already installed.
- Pre-requisite : OBIEE should be installed. This option will ask vou dertails related o BI.

Select the Installation Options: Install REIM
21 Install REIM ancl QI

€3 Ccancel || &9 Back | | €2 Mext

Field Title Installation Component Selection

Field Selecting ‘Install REIM’ will install REIM 15.0 without Operational Insights (OI).
‘Install REIM and OI” will install REIM along with OI configurations or
reconfigure the existing REIM 15.0 installation. Note that selecting the second
option will require OBIEE details to be entered in the further stages of the
installation.

Description
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Screen: RelM Application RETAIL_HOME

=

ORACLE

Invoice Matching Installer - Oracle Retail - %

RelM Application RETAIL_HOME

Flease enter the directory where the Fel application files and batch scripts will be installed.
Flease keep track of this directory, it should remain in place after installation and will be used to
apply future patches.

EelM Application RETAIL_HOME |:|ath,fm,.freim_retail_home[ Select Folder

[@ Cancel I ’@ Eack][a Nextl

7w Install

Field Title ReIM Application RETAIL_HOME

Field Retail Home is used to keep Orpatch related files, batches etc. by default. Please

Description keep track of this directory, it should remain in place after installation and will
be used to apply future patches.

Examples /path/to/reim_retail_home
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Screen: Host Details

Invoice Matching Installer - Oracle Retail

Host Details

Flease enter the hostname that the component(s) will be installed on. This should match your
current host.

Hostname |apphnstname

[@ Cancel ] [@ Eackl ’a Next]

“ e Install

Field Title Hostname

Field Provide the hostname where the Retail Home will be installed. This shall match
Description your Application Server hostname.

Examples apphostname
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Screen: Security Details
Invoice Matching Installer - Oracle Retail

Security Details

Frovice security details for the REIM application

Mote: enabling 551 requires that security certificates hawve been configured and installed for this
WeblLogic domain. The Adminserver and all managed servers must then be configured to use
S50

Enable 55L for REIM?

(3] Yes
Mo

[ 39 Cancel ] [@ Back ] [ &2 Mext ] “ < Install
Field Title Enable SSL for REIM?
Field Choosing Yes will deploy ReIM using SSL and configure ReIM to use SSL. In
Description this case, SSL must be configured and the ports must be enabled for the

AdminServer and ReIM managed servers.

Choosing No will deploy and configure ReIM without SSL. In this case the non-
SSL ports must be enabled for the AdminServer and for the RPM managed
servers.
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Screen: JDBC Security Details

Invoice Matching Installer - Oracle Retail

ORACLE

JDBC Security Details

Enabling Secure JDEC requires that security certificates hawve been configured and installed for
this WeblLogic domain.

Enable Secure |DBC connection

(3] Yes
Mo

[ £.9 Cancel ] [ @ Backl ’6 Mext ] “ 4 Install
Field Title Enable Secure JDBC connection
Field Select Yes to create secured data sources in WebLogic, otherwise choose No.
Description A secure data base connection must already be set up if you want to create a
secure data source.
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Screen: Data Source Details

Invoice Matching Installer - Oracle Retail

FEMS schema owner

REEIM schema user alias

Data Source Details

Frovide the details for the Invoice Matching data source
FelM/EM5 JDEC UEL
FelM/EMS schema user
RelM/EMS schema password

jdbcioracle:thin @DESCRIPTION = (ADDRESS _LIE
rmsdlapp

Enter the EMS schema owner. This is usually the same as the RelM /EMS schema entered abowve

rmsidl

db-alias

{The alias for each username/fpassword pair must be unique)

€3 Cancel | &3 Back | | €3 Next

Field Title ReIM/RMS IDBC URL

Field URL used by the ReIM application to access the ReIM/RMS database schema.

Description See Appendix: URL Reference for expected syntax.

Examples For Non Secure JDBC Connection: jdbc:oracle:thin:@hostname:1521/dbname
For Secure JDBC Connection:
jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL
=tcps)(HOST=dbhostname)(PORT=2484)))(CONNECT_DATA=(SERVICE_NA
ME=mydb)))

Field Title ReIM/RMS schema user

Field RMS database user for accessing the ReIM tables. This should match what was

Description given in the RMS schema field of the RMS database installer.

Example rmsOlapp

Field Title ReIM/RMS schema password

Field Password for the RMS database user entered above to access the ReIM tables.

Description
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Field Title

RMS schema owner

Field
Description

Database user which owns the RMS and ReIM tables. This usually has the same
value as the ReIM/RMS schema field above.

Example

rms01

Field Title

REIM schema user alias

Field
Description

The alias to store the schema credentials.

Example

db-alias

Note

This alias must be unique. Do not use the same value for any other alias fields
in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Secure Data Source Details
Invoice Matching Installer - Oracle Retail

Secure Data Source Details

Frovide the details for the REIM secure data source

lclentity Keystore fhomefsample. keystore
lclentity Keystare Type JES
Icdentity Keystore Fassphrase LA LI

Iclentity Truststore
Icentity Truststore

Iclentity truststore

Jhome/test. keystore
Type JES

Passphrase sssnes

€3 Cancel || &9 Back | &2 Mext

Note: This screen appears only if you have enabled ‘Secure
JDBC’ for ReIM. Ignore this step in case you have not
enabled ‘Secure JDBC’ for ReIM.

Field Title Identity Keystore

Field Keystores ensure the secure storage and management of private keys and

Description trusted certificate authorities (CAs). This screen lets you provide the keystore to
be used for datasource connection These settings help you to manage the
security of message transmissions. For further information, please refer MOM
security Guide.
Location or path where identity keystore file is stored.

Field Title Identity Keystore Type

Field Type of the identity keystore used.

Description Exampe: jks

Field Title Identity Keystore Passphrase

Field The password to access the keystore mentioned above.

Description
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Field Title

Identity truststore

Field
Description

Location or path where identity truststore file is stored.

Field Title

Identity truststore Type

Field
Description

Type of the identity truststore used.
Exampe: jks

Field Title

Identity truststore Passphrase

Field
Description

The password to access the truststore mentioned above.
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Screen: Application Deployment Details
Invoice Matching Installer - Oracle Retail

Application Deployment Details

The default values shown below are examples
FelM app deployment name reimls
FelM context root reim

Enter the REIM weblogic managed server or cluster.
REIM serverfcluster reim-server

€3 Cancel | &9 Back || &3 Mext

Field Title ReIM app deployment name

Field Name by which this ReIM application is identified in the application server.
Description

Example reim15

Field Title ReIM context root

Field The Client Context Root determines how the ReIM application will be accessed
Description from users’ web browsers. The ReIM client URL has the following format:

https:/ /<hostname>:<port>/<reim_client_ctx_root>/indexjsp OR
http:/ /<hostname>:<port>/<reim_client_ctx_root>/index.jsp

Example, with ReIM Client Context Root:
https:/ /hostname:23002 /reim /index.jsp

Example remm

Installation Guide 177


https://hostname:23002/reim/index.jsp

Troubleshooting Patching

Field Title

RelM server/cluster

Field
Description

Name of the ReIM WebLogic managed server or cluster.

Example

reim-server
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Screen: WebLogic Administrative User
Invoice Matching Installer - Oracle Retail

ORACLE’

Weblogic Administrative User

Enter the administrative user and password for the Weblogic server to which the application will
he deployed.

Hosthame hostname
Weblogic admin port 23002
Weblogic admin user weblogic
Weblogic admin passward TIIITIT
Weblogic admin alias weblogic-alias

{The alias for each username/password pair must be unigue)

€3 Cancel || &9 Back | & Next

Field Title Hostname

Field The hostname of the server where the WebLogic server is installed.
Description

Example Hostname

Field Title WebLogic admin port

Field This is the port of Administration Console.

Description

Example 23002

Field Title WebLogic admin user

Field User name of the admin user for the WebLogic instance to which the ReIM
Description application is being deployed.

Example weblogic
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Field Title

WebLogic admin password

Field
Description

Password for the WebLogic admin user. You chose this password when you
created the WebLogic instance or when you started the instance for the first
time.

Field Title

WebLogic admin alias

Field
Description

An alias for the WebLogic admin user.

Example

weblogic-alias

Note

This alias must be unique. Do not use the same value for any other alias fields in
the installer. If the same alias is used, entries in the wallet can override each
other and problems issues with the application.
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Screen: WebLogic Webservice Account Validation Details

Weblogic Webservice Account Validation Details

Frovide the details for the Invaice Matching Weblogic Webservice Account Validation

Websendce Account Validation Drill https:/fhostname:; 18008 /fin-Dril BackForward|
Webservice Account Validation https: f fhostname: 18008 ffin-ClAccountyalidari
Websendce Account Validation Mamespace http: / fwww. oracle com/fretail/finfintegration/se

€3 Cancel || (3 Back || &3 Mext

Field Title Webservice Account Validation Drill

Field The Web service provider URL used for drilling forward from the ReIM
Description application. This information is from the financial application to which you are
integrating (for example, Oracle E-Business Suite). Leave this field blank if there is
no integration with a financial application.

Example https:/ /hostname:18008 / fin-DrillBackForwardUrl-
AppServiceDecorator /ProxyService/DrillBackForwardUrlAppServiceProxy?wsdl

Field Title Webservice Account Validation

Field The URL for validating Web service accounts. This information is from the
Description financial application to which you are integrating (for example, Oracle E-Business
Suite). Leave this field blank if there is no integration with a financial application.

Example https:/ /hostname:18008 / fin-GlAccountValidation-
AppServiceDecorator /ProxyService/GlAccountValidationAppServiceProxy?wsdl
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Field Title

Webservice Account Validation Namespace

Field
Descriptio
n

The URL for validating the Web service namespace. This information is from the
financial application to which you are integrating (for example, Oracle E-Business
Suite). Leave this field blank if there is no integration with a financial application.

Example

http:/ /www.oracle.com/retail / fin/integration /services /GlAccountValidationServi
ce/vl
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Screen: Enable WebLogic Webservice Account Validation Credentials

=] Invoice Matching Installer - Oracle Retail

ORACLE

Enable Weblogic Webservice Account Validation Credentials

Enable WWAY Credentials for REIM?

(3) Yes
Mo

[ .3 Cancel ] ’ 9 Back] [a Mext ] | “ 4 Install

Field Title Enable WWAYV Credentials for REIM?
Field If the webservices entered in the above screen have security validation, choose
Description Yes.

Choosing Yes will navigate you to the screen asking for WebLogic Webservice
Account Validation Credentials. Choosing No will skip the WebLogic
Webservice Account Validation Credentials screen
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Screen: WebLogic Webservice Account Validation Credentials

Invoice Matching Installer - Oracle Retail

ORACLE

Weblogic Webservice Account Validation Credentials

Frovide the credentials for the Invoice Matching Weblogic Webservice Account Yalidation.

Webservice Account Yalidation user RET AL USER
Webhservice Account Validation password L LITLL Y L]
Webservice Account Yalidation user alias websenice-alias

{The alias for each username/password pair must be unigque)

€3 Cancel || &9 Back | & Next

Note: This screen appears only if you have enabled WWAV
Credentials for ReIM. Ignore this step in case you have not
enabled WWAYV Credentials for ReIM.

Field Title Webservice Account Validation user

Field Enter the username for validating the Web service.

Description

Example RETAIL.USER

Field Title Webservice Account Validation Password

Field The password of the above username which is used to validate the Web service.
Description
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Webservice Account Validation Alias

Field Title

Field The alias for the Web service account user name.

Description

Example webservice-alias

Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Batch User Credentials

Invoice Matching Installer - Oracle Retail

ORACLE’

Batch User Credentials

Frovide the credentials for the Batch User

Batch user

Batch User password

Batch user alias

ADMIMN

batch-alias

(The alias for each username/password pair must be unigue)

€3 Cancel || &9 Back || &3 MNext
Field Title Batch User
Field This shall be a valid user that can login into the application.
Description
Example REIM_ADMIN
Field Title Batch User Password
Field The password of the user that can login into the application.
Description
Field Title Batch User Alias
Field The alias for the user running ReIM batch. This alias is part of ORACLE wallet
Description implementation. You will use this alias when running ReIM batch scripts.
Example batch-alias
Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Turn off the application server’s non-SSL port

=] Invoice Matching Installer - Oracle Retail

ORACLE

Turn off the application server's non-SSL port

If turned off, all clients connecting to the application server must use a secured connection.

Acvvalue of "ves" indicates that the application server's non-55L port will be inactive. Awvalue of
"Mo" indicates that the applications server's non-55L port will still be active.

Disable non-55L port? (3] Yes
Mo

[@ Cancel ”G Back”@ Nextl

7w Install

Note: This screen appears only if you have enabled SSL for
ReIM. Ignore this step in case you have not enabled SSL for

ReIM.
Field Title Disable non-SSL port?
Field Choosing Yes disables the non SSL port on the managed server. Choosing no
Description will the leave the non SSL port of the managed server active.
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Screen: OHS Web Tier

=] Invoice Matching Installer - Oracle Retail - X

ORACLE

OHS Web Tier

Areyou running an OHS web tier for use in Oracle 5ingle Sign-0n and/or a Clustered
Environment?

) Yes
(a) Mo

[ 3 Cancel ] l@ Back] l@ Mext ] “ % Install
Field Title Are you running OHS Web Tier for use in Oracle Single Sign-on?
Field Selecting the option ‘Yes” will configure all the application URLs delivered by
Description this installer with the OHS webtier hostname and port that will be entered in the
next screen. Selecting option ‘No” will result in application URLs having default
ports.
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Screen: OHS Web Tier Details

This screen appears only if you have selected Yes in the previous screen.

Invoice Matching Installer - Oracle Retail

OHS Web Tier Details

Flease enter the OHS wel tier details.

0OHS web tier connection protocol http

a2 https
OH5 web tier host ohshostname
QOH5 web tier port 7002

€3 Cancel || (@ Back | &2 Mext

Field Title OHS web Tier connection protocol
Field Connection protocol for OHS web tier — http or https
Description

Field Title OHS web tier host

Field Host name for OHS web tier
Description

Example ohshostname

Field Title OHS web tier port

Field Port number for OHS web tier
Description

Example 7002
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Screen: OBIEE Details

This screen will appear only if you have selected the option ‘Install REIM and Ol in the
‘Installation Component Selection” screen.

Invoice Matching Installer - Oracle Retail

OBIEE Details
QEBIEE connection protocol 2] hitp
https
QEBIEE hostname ohieehostname
QEIEE Managed Senver por 7333
QEBIEE 550 port
Leave blank if not using 550
QBIEE Impersonate User Mame Bllmpersonatellser
QBIEE Impersonate User Alias Impersonatelseralias
OBIEE Impersonate User Password II1TI1 1T Lo
ORIFF Static Eesources L acatinn htto { {nhisehnsthame [ssannnl/analtics 'j

€3 Cancel | (@ Back | & Mext

Field Title OBIEE connection protocol

Field Connection protocol used while connecting to OBIEE — http or https
Description

Field Title OBIEE Hostname

Field OBIEE Hostname where you have installed /planning to install the Operational
Description Insights Dashboards.

Example obieehostname

Field Title OBIEE Managed Server Port

Field The port of the Oracle BI EE installation

Description

Example 7333
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Eield Title OBIEE SSO Port
Field The SSO port where OBIEE is configured, if SSO is enabled. If you are not using
Description SSO, leave the field blank.
Example 7780
Field Title OBIEE Impersonate User Name
Field The username that has been configured on the Oracle BI EE with the
Description impersonate permissions.
Example BlImpersonateUser
Field Title OBIEE Impersonate User Alias
Field An alias for the OBIEE Impersonate User
Description
Example ImpersonateUserAlias
Field Title OBIEE Impersonate User Password
Field The password associated with the username that has been configured on the
Description Oracle BI EE with the impersonate permissions.
Field Title OBIEE Static Resources Location
Field The path of the location where the static resources are available.
Description For non-SSO environments use the following URL.
http:/ /<obiee_host>:<obiee_port>/analytics
For SSO environments, use the host and port of the Oracle Web Tier.
http://<web_tier_host>:<web_tier_port>
Example http://obieehostname:7333 /analytics
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Screen: Installation Summary

Invoice Matching Installer - Oracle Retail

Installation Summary

Summary of Installation

App Mame |reim15 |
Context Root |reim |
Wehlogic Managed ServerfCluster |reim—ser\-rer |
App Server Host |h05mame |
Weblogic Admin Fort 123002 |
Weblogic Admin User |web|ngic |
Wehlogic Admin Alias |web|ngic—alias |

l@ Cancel ] [G Backl [@ Next]

T Install
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Appendix: Installer Silent Mode

Once you have a managed server that is configured and started, you can run the REIM
application installer. This installer configures and deploys the REIM application.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOME files.

Change directories to INSTALL_DIR/reim/application.

2. Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.7+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which REIM will be installed.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net._ssl _keyStoreType=jks -Djavax.net.ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -

Djavax.net.ssl . trustStorePassword=<TRUSTSTORE PASSWORD>"'

2. Anexample of this would be:

export ANT_OPTS="-

Djavax.net._ssl _keyStore/u00/webadmin/product/identity_keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl_keyStorePassword=retaill23 -
Djavax.net._ssl . trustStore/u00/webadmin/product/identity . truststore -
Djavax.net.ssl.trustStoreType=jks -

Djavax.net._ssl . trustStorePassword=retai 1123"

= If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

= Edit the ant.install.properties file and correct any invalid settings that may have
caused the installer to fail in its previous run.

Note: The password properties need to be copied over from
the ant.install.properties.sample to the ant.install.properties
file in this case and update with the values.

= If the application needs to be installed in silent mode copy the
ant.install.properties.sample to ant.install.properties. Provide values for each
property including the passwords

= Run the installation command “./install.sh silent”. This launches the installer in
silent mode. A detailed installation log file is created (reiminstall.<timestamp>.log).

= Remove the values for password once the installation is completed successfully.
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
Oracle Access Manager environment. The application may allow a user limited access
when the user has not been authenticated. Applications that implement dynamic
protection typically display a Login link to provide user authentication and gain greater
access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and ODSM.
Oracle Access Manager (OAM) 11g R2 should be used for SSO using WebGate. Oracle
Forms 11g contains Oracle HTTP server and other Retail Applications will use Oracle
WebTierl1lg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties and
delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTier11g Server if using other
Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g. An
output product of this registration is a configuration file the partner application uses to
verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any unauthenticated attempt
to access a Statically Protected URL results in the display of a login page or an error page
to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

= Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

*  One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.

OAM Server logs and returns decisions
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15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents

1) Check Authentication Policy

not protected

e
P s il
N _= o @ “  Result
=y [ '
E Hﬁ:ruthenticatsd |i H’ﬁ"r‘e"goiﬁgfm Web Gate I;;;ﬂ;nger;t;g:‘ ! g i

Else 2 Redirect to Credential Collector
B Return Login Form

Credentials sant to

User credentials Verify |
@ OAM Server - credentials . Usar
1o/ s ' )
. . =7 ; Identity
{9 9—= a; Store
Redirect to 3 T T
Log and return  Create Session OAM_ID
Success/Failure and Cookias — OAMAuthnCookie

------------------------------------------------------------------------------ OhSSoCookie (10g WebGate)

3) Check Authorization Policy

Web Server
: with WebGate S ;
k Redirected Check if user
: [ #] User Requests is authorized Check ;
(o > -—'f‘: {1l -—':j—(j_g- Session
- {5 L —(13 Evaluate Policles
! Gumenticated Return content if Log and return and Cache Result
i User ser is authorized authorization i
useris auiiionz | web Gate palicy decision ;
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Appendix: Single Sign-On for WebLogic

Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management . The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: URL Reference

Both the database schema and application installers for the Invoice Matching product
require certain URLs, including the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.
Thick Client Syntax: jdbc:oracle:thin:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax: jdbc:oracle:thin:@<host>:<port>/servicename<host>: hostname of
the database server

<port>: database listener port

< servicename>: Service Name for the database

Example: jdbc:oracle:thin:@myhost:1521 /servicename
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Appendix: Bl User and Group LDIF Entries
Bl_User.ldif Entries

dn: cn=BlSystemUser,cn=Users,dc=us,dc=oracle,dc=com
orclsamaccountname: BUYER

givenname: BlSystemUser

sn: BlSystemUser

userpassword: welcomel

mail: BISystemUser@rgbu.generated.oracle.com
displayname: BISystemUser

uid: BISystemUser

objectclass: inetOrgPerson

objectclass: organizationalPerson

objectclass: person
objectclass: top
objectclass: orclUser
objectclass: orclUserVv2

objectclass: orclIDXPerson

orclpassword: <your password here>
orclactivestartdate: 20140821000000z

cn: BlSystemUser

description: A user for the "Buyer® role.

dn: cn=BlImpersonateUser ,cn=Users,dc=us,dc=oracle,dc=com
orclsamaccountname: BUYER

givenname: Bl ImpersonateUser

sn: Bl lImpersonateUser

userpassword: welcomel

mail: BlImpersonateUser@rgbu.generated.oracle.com
displayname: Bl ImpersonateUser

uid: Bl ImpersonateUser

objectclass: inetOrgPerson

objectclass: organizationalPerson

objectclass: person

objectclass: top

objectclass: orclUser

objectclass: orclUserVv2

objectclass: orclIDXPerson

orclpassword: <your password here>
orclactivestartdate: 20140821000000z

cn: Bl ImpersonateUser

description: A user for the "Buyer® role.

Note: Change the userpassword with your password before
loading the 1dif into the LDAP.
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BI_Group.ldifs Entries

Bl_Group.ldifs Entries

dn: cn=BlAdministrators,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=resa_su,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
cn: BlAdministrators

dn: cn=BlSystemUsers,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=resa_su,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
cn: BlSystemUsers

dn: cn=BlAuthors,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

description: OBIEE Users

objectclass: top

objectclass: groupOfuniqueNames

objectclass: orclGroup

uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=resa_su,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail.user,cn=users,dc=us,dc=oracle,dc=com
cn: BlAuthors

dn: cn=BlConsumers,cn=groups,dc=us,dc=oracle,dc=com
uniquemember: cn=bisystemuser,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=orcladmin

uniquemember: cn=resa_su,cn=users,dc=us,dc=oracle,dc=com
uniquemember: cn=retail_user,cn=users,dc=us,dc=oracle,dc=com
orclnormdn: cn=biconsumers,cn=groups,dc=us,dc=oracle,dc=com
displayname: OBIEE Users

objectclass: top

objectclass: groupOfUniqueNames

objectclass: orclGroup

modifytimestamp: 20140925090248z

modifiersname: cn=orcladmin

cn: BlConsumers

creatorsname: cn=orcladmin

createtimestamp: 20140822142024z

description: OBIEE Users

204 Oracle Retail Invoice Matching



F

Appendix: Common Installation Errors

This section provides some common errors encountered during installation of ReIM.

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the Errors tab shows the following error:

Java.util .ConcurrentModificationException
at

Java.util _AbstractlList$ltr.checkForComodification(AbstractList. java:448)
at java.util_AbstractList$ltr.next(AbstractList. java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.

GUI screens fail to open when running Installer

Symptom

When running the installer in GUI mode, the screens fail to open and the installer ends,
returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. I1legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.
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Hostname Verification Error when SSL is used

Symptom:

The Application installer fails saying that the reim-server could not restart with the
below error.

[exec] This Exception occurred at Thu Nov 14 04:20:39 EST 2013.

[exec] javax.naming.CommunicationException [Root exception is
Java.net_ConnectException: t3s://msp52420:15004: Destination unreachable; nested
exception is:

[exec] Javax._net.ssl _SSLKeyException: [Security:090504]Certificate chain
received from msp52420 - 10.141.53.240 failed hostname verification check.
Certificate contained msp52420.us.oracle.com but check expected msp52420; No
available router to destination]

Solution:

Provide the complete hostname in the “Host Details” field of the installer screen (i.e.,
msp52420.us.oracle.com instead of msp5240) and the install will go through successfully.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET .WALLET_OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.

<alias-name> =
(DESCRIPTION =
(ADDRESS _LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT _DATA =

(SERVICE_NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

=  For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARl

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl15/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl5/dev/ wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.
ifile = /u00/oracle/product/12._1.0.2/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxoxxxx.us.oracle.com) (Port = 1521)))
(CONNECT _DATA = (SID = <sid _name> (GLOBAL NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = <sid_name>) (GLOBAL NAME = <sid_name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))
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Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rms15/dev/ .wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore -wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 rmsOluser
rmsOluser <passwd>

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl15/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWMS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

= Delete a credential on wallet
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mkstore -wrl . —deleteCredential dvols29 rmsOluser

Change the password for a credential on wallet
mkstore —-wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd

List the wallet credential entries
mkstore —wrl . —list

This command returns values such as the following.

oracle.security.client.connect _stringl
oracle_security.client._userl
oracle.security.client._passwordl

View the details of a wallet entry
mkstore —-wrl . —viewEntry oracle._security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore —-wrl . —viewEntry oracle.security.client.userl

Returns the value of the entry:
rmsOluser

mkstore —-wrl . —viewEntry oracle_security.client._passwordl

Returns the value of the entry:
Passwd

Setting up RETL Wallets

RETL creates a wallet under $REX_HOME/etc/security, with the following files:

cwallet.sso
jazn-data.xml
jps-config.xml
README.txt

To set up RETL wallets, perform the following steps:

1.

Set the following environment variables:

=  ORACLE_SID=<retaildb>

=  RFX_HOME=/u00/rfx/rfx-13

= RFEX_TMP=/u00/rfx/rfx-13/tmp

= JAVA HOME=/usr/jdk1.6.0_12.64bit

= LD_LIBRARY_PATH=$0RACLE_HOME

= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH

Change directory to $REX_HOME /bin.

Run setup-security-credential.sh.

= Enter 1 to add a new database credential.

=  Enter the dbuseralias. For example, retl_java_rmsOluser.
= Enter the database user name. For example, rmsOluser .
= Enter the database password.

= Re-enter the database password.

= Enter D to exit the setup script.
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Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$RETAIL_HOME/RETLForRPAS/rfx/etc/rmse_rpas_config.env.

= The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL_WALLET ALIAS="retl_java rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

= The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
—  export SQLPLUS LOGON="/@${ORACLE_WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

= Enter 2 to update a database credential.

=  Select the credential to update.

= Enter the database user to update or change.

=  Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME> /retail/ <appname>/config Example:
/u00/webadmin/config/domains/wls_retail/REIMDomain/retail /reim15/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME?> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:

/u00/webadmin/config/domains/wls_retail/REIMDomain/retail /retail-public-
security-api/bin

In this directory is a script to help you update each alias entry without having to

remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.

If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.
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= Example:
= /u00/webadmin/reim15/application/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>

Example:

/u00/webadmin/config/domains/wls_retail/REIMDomain/retail/reiml5/retail-public-
security-api/bin> _/update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/config/domains/wls_retail/REIMDomain/retail/reiml5/retail-public-
security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh location:
/u00/webadmin/config/domains/wls_retail/REIMDomain/retail/reiml5/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location/u00/webadmin/config/domains/wls_retail/REIMDomain/retail /reim15c
onfig

Application level key partition name:reiml5

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail .user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl5mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh
save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save_credential.sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mockl5_testing/reiml5/application/retail-public-security-api/bin>
save_credential _sh -1 wallet_test -a myalias -p mypartition -u myuser

Retail Public Security APl Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save_credential .sh -au[plh]
E.g- save _credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,—-locationofWal letDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@oocoxxx.us.oracle.com:1521:pkols07
datasource.schema.owner=rms15mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let.path=/u00/webadmin/config/domains/wls_retai l/REIMDomain/retail/reiml5co
nfig
csm.wallet_partition.name=reiml5

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 15.0 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials
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2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm15. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as
follows:

8 2, JIEE. and ADF apphcations. Applcations can Use the Credential Store, 8 sngle, consoldated service

! Wou can enter b dfferent user name for suthenticaton

The screen above shows the map (rpm) that came from the application installer, the key
(DB-ALIAS) that came from the application installer (some of the keys/alias are selected
by the person who did the application install, some are hard coded by the application
installer in question), the type (in this case password), and the user name and password.
This is where you would check to see that the user name is correct and reset the
password if needed. REMEMBER, a change to an item like a database password WILL
make you come into this and also change the password. Otherwise your application will
NOT work correctly.

Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for ReIM,
RPM, SIM, RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In

Installation Guide 217



Managing Credentials with WSLT/OPSS Scripts

listCred

script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display —
wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)

Output of orapki is below. This shows map name of rpm and each alias in the wallet:

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm@#3#@DB-ALIAS
rpm@#3#@LDAP-ALIAS
rpm@#3#@RETAIL.USER
rpm@#3#@user.signature.salt
rpm@#3#@user.signature.secretkey
rpm@#3#@WEBLOGIC-ALIAS
rpm@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

= listCred

= updateCred

= createCred

= deleteCred

= modifyBootStrapCredential
= addBootStrapCredential

The script listCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName
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updateCred

Interactive Mode Syntax

listCred(map="mapName", key="keyName'")

The meanings of the arguments (all required) are as follows:
* map specifies a map name (folder).

* key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls_apps/oracle_common/common/bin>
sh wist_sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect("weblogic®, "password123*, "xxxxxx.us.oracle.com:17001%)
Connecting to t3://x00xxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server “AdminServer®™ that belongs to domain
"APPDomain®.

wls:/APPDomain/serverConfig> listCred(map=""rpm",key="DB-ALIAS'")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpml5 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail

The script updateCred modifies the type, user name, and password of a credential in the
credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred(map=""mapName'*, key="keyName', user="‘userName", password=""passW"’,
[desc=""description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= map specifies a map name (folder) in the credential store.
= key specifies a key name.

= user specifies the credential user name.

= password specifies the credential password.

= desc specifies a string describing the credential.

Example of Use:
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createCred

deleteCred

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:
updateCred(map=""myMap'*, key="myKey", user="myUsr", password="myPassw'")

The script createCred creates a credential in the credential store with a given map name,
key name, user name and password. This script can create a credential of type password
only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred(map="mapName"*, key=""keyName', user="'userName', password=""passW',
[desc=""description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

* map specifies the map name (folder) of the credential.
* key specifies the key name of the credential.

= user specifies the credential user name.

= password specifies the credential password.

= desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred(map="myMap'*, key="myKey', user="myUsr', password="myPassw'")

The script deleteCred removes a credential with given map name and key name from the
credential store.

Script Mode Syntax
deleteCred.py -map mapName -key keyName

Interactive Mode Syntax

deleteCred(map="mapName'*, key="keyName'")

The meanings of the arguments (all required) are as follows:

* map specifies a map name (folder).

* key specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script modifyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.
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Interactive Mode Syntax

modi fyBootStrapCredential (JpsConfigFile=""pathName™, username="usrName',
password=""usrPass'")

The meanings of the arguments (all required) are as follows:

=  jpsConfigFile specifies the location of the file jps-config.xml relative to the location
where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig/bootstrap

= username specifies the distinguished name of the user in the LDAP store.
= password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to <welcomel>, and that the configuration file jps-
config.xml is located in the current directory.Then the following invocation changes the
password in the bootstrap credential store to welcomel:

modi fyBootStrapCredential (JpsConfigFile="_/jps-config.xml",
username="cn=orcladmin®, password="<welcomel>")

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given map,
key, user name, and user password to the bootstrap credentials configured in the default
jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java.* packages
included in the JVM. (For example, the bootstrap classloader loads java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (JpsConfigFile=""pathName™, map="mapName", key="keyName',
username=""usrName', password=""usrPass'")

The meanings of the arguments (all required) are as follows:

= jpsConfigFile specifies the location of the file jps-config.xml relative to the location
where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig

= map specifies the map of the credential to add.

= key specifies the key of the credential to add.

* username specifies the name of the user in the credential to add.

= password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (JpsConfigFile="_/jps-config.xml ", map="myMapName~,
key="myKeyName", username="myUser", password ="myPass”)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, |Installer n/a Alias hard-coded by
(RETAIL_HOME)>/.wallet SID>_<Data |schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile | Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsgl and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwms15inst
Installation | database schema forms app
name> user alias> owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher [ forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA [ <weblogic domain Each alias must be
home> /retail /<deployed unique
aip app
name>/config
aip <AIP <AIP App use |Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip <AIP <AIP App use |Installer aipOluser-
database database alias
schema user | schema
alias> user name>
aip <rib-aip <rib-aip App use |Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app DB Map=rpm or | Many for ;Webloglc df(.)m?m
credenti what you app use on}e>./ con 1g/ mwc
al store called the onfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
rpm app
name>/config
rpm <rpm <rpm App use |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpm <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad |LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA <weblogic dgmain Ea;h alias must be
home>/retail /<deployed unique
reim app
name>/config
<installed <reim <reim App use |Installer weblogic-
app name, weblogic weblogic alias
ex: reim> user alias> user name>
<installed <rms shema | <rms App, Installer rmsQluser-
app name, user alias> [ shema user |batch use alias
ex: reim> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim App use |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reim> validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= | user use AS
ex: reim> Users,dc=u
s,dc=oracle,
dc=com
JAVA <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim <reim App use |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resaor |Many for ;weblogic df(?me;in
credenti what you login and on.le>./ con 1g/ mwc
al store called the policies onflg/ jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
resa app
name>/config
<installed <resa <resa App use |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb App use |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb App use | Installer resa-alias
app name> | schema user | shema user
alias> name>>
JAVA | <retail_home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique
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home>/retail /config

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa App use |Installer wlsalias
er weblogic weblogic
user alias> | user name>
retail_install | <resa <rmsdb App use |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
Alloc app DB Map=alloc | Many for <weblogic domain
credenti or what you |login and hon.le>./ conflg/ fmwe
al store called the policies onflg/ jps-config.xml
app at install has 1nfq on the .
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA [ <weblogic domain Each alias must be

unique
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc App use |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms App use | Installer dsallocAlias
app name> | schema user |schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms App use |Installer dsallocAlias
er schema user | schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use |[Installer alloc14
er user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h fio /f
credenti retail.sim required for on.le>./ con 1g/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA <weblogic domain oracle.retail. | <simbatch |<simbatch | Appuse |Installer BATCH-
home>/retail /<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA [ <weblogic domain oracle.retail. | <sim <sim App use |Installer WIRELESS-
home>/retail /<deployed |[sim wireless wireless ALIAS
sim app user alias> | user name>
name>/wireless/resources
/conf
RETL JAVA <RETL n/a <target <target App use | Manual User may vary
home>/etc/security application | application retl_java_rm dePe,ndmg on RETL
user alias> | db userid> sO0luser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > dePe,ndmg on RETL
user alias> | db userid> flow’s target application
RIB JAVA [ <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user Integra- Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- |admingui |admingui [ tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user | schema
alias> user name>
RFI Java <RFI-HOME> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI App use |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI App use |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS App use |Installer ebsDataSour
app name> | ceUserAlias |schema ceUserAlias
user name>
<installed smtpMailFr | <From App use | Installer smtpMailFr
app name> | omAddress [email omAddress
Alias address> Alias
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

© ©® N o g~ bR

el
[N =

12.
13.
14.
15.
16.
17.
18.

19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
20.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

Oracle Retail Allocation

Oracle Retail Mobile Merchandising (ORMM)

. Oracle Retail Xstore Office

. Oracle Retail Xstore Point-of-Service, including Xstore Point-of-Service for Grocery,

and including Xstore Mobile

Oracle Retail Xstore Environment

Oracle Retail EFTLink

Oracle Retail Store Inventory Management (SIM), including Mobile SIM
Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Batch Script Architecture (BSA)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management Planning and Optimization/Macro Space
Optimization (CMPO/MSO)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)
Oracle Retail Size Profile Optimization (SPO)

Oracle Retail Assortment Planning (AP)

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Integration Bus (RIB)

Oracle Retail Services Backbone (RSB)
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30.
31.
32.
33.

34.

Oracle Retail Financial Integration (ORFI)
Oracle Retail Data Extractor for Merchandising
Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization (APC-
RPO)

Oracle Retail Insights, including Retail Merchandising Insights (previously Retail
Merchandising Analytics) and Retail Customer Insights (previously Retail Customer
Analytics)
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