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1.0 INTRODUCTION

1.1 Purpose and Scope

The purpose of this Feature Guide is to highlight the changes in the Tekelec HLR Router 4.1 release that may
have impact on the customer network, and should be considered by the customer during planning for this
release.

1.2 Disclaimers

This document summarizes HLR Router 4.1°s new features and the impacts of these features at a high level.
The Feature Requirements (FRS) documents remain the defining source for the expected behavior of these
features.

1.3 References

[1] HP Solutions Firmware Upgrade Pack Release Notes, Release 2.x.x
[2] HP Solutions Firmware Upgrade Pack Upgrade Guide, Release 2.x.x
[3] Network Interconnect for HP Hardware: Tekelec HLR Router 4.1 Technical Reference E-74584-01

1.4 Acronyms

Acronym Meaning

COMCOL HLR Router Database

DB Database

DR Disaster Recovery

HLR Router Home Location Register Router

Guest A simulated computer running in a Host. A Host can support multiple Guest VMs.
HA High Availability

Host A server that is running virtualization software
HLR Home Location Register

IMI Internal Management Interface

IMSI International Mobile Station Identity

MP Message Processor

MPS Messages Per Second

MSISDN Mobile Subscriber Integrated Services Digital Network (Number)
NOAM Network OAM and Provisioning

NE Network Element

NSP Network Software Platform

NTP Network Time Protocol

OAM Operations, Administration & Maintenance
PDBI Provisioning Database Interface

PMAC Platform Management and Control

SOAM Site Operation Administration and Maintenance
SDS Subscriber Database Server

sFTP Secure File Transfer Protocol

SMTP Simple Network Management Protocol

STP Signal Transfer Point (Eagle)

TPS Transactions Per Second
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Acronym Meaning

TVOE Tekelec Virtual Operating Environment
VM (Guest VM) | Guest Virtual Machine

XMI External Management Interface

XSI External Signaling Interface

1.5 Terminology

Acronym Meaning

Active server The server within an OAM server pair which is currently processing the real-time
provisioning data.

DR NOAM A geographically diverse site running as a cold “Standby” to the Primary HLR Router.

Network Element | A Primary Provisioning site, DR Provisioning site or HLR Router Signaling Site.

Provisioning data | Subscriber data provisioned via the PDBI interface hosted on the SDS or entered via the
Primary HLR Router or SDS GUIL

Standby server The server within the OAM server pair (HLR Router SOAM, HLR Router NOAMP)
which is "not” currently processing the real-time provisioning data.

2.0 OVERVIEW OF TEKELEC HLR ROUTER 4.1

This section provides an overview of the HLR Router 4.1 release, as compared to the HLR Router 4.0 release.

2.1 Networking Changes

No networking changes are required to the current HLRR network for the implementation of the HLRR 4.1
software release. Migration to the DL-380(Gen9) servers will require new network interconnections as defined
in ref [3] Network Interconnect for HP Hardware: Tekelec HLR Router 4.1 Technical Reference.
Implementation of the optional IPv6 feature requires changes to the customer network that are beyond the scope
of this document. Those requirements and procedures will be documented in the IPv6 migration documentation.

2.2 Architecture Changes

The following is a list of new optional features that are included in the Tekelec HLR Router 4.1 release, see
Section 6 for more information on each feature:

e Feature# 22175497 - Support of HP Gen9 RMS Hardware
o Feature# 22244442 - Support for 1 Billion Routing Entities

o Feature# 22244415 - Support for IPv6
The following functional changes have been made to HLRR 4.1:

e SSH functionality for “root” user is no longer supported and is blocked for security purposes.

e A new limited capability user “admusr” has been added to the HLRR system and can be used for SSH,
upgrade and installation.

e The NTP Sync function on the Status & Manage > Server GUI now requires you to place the server’s Max
Allowed HA role to standby before you can use the NTP Sync function.

E74585-01 Revision 1.0 Page | 6



Network Impact Report for Tekelec HLR Router 4.1

e Intermittent Comcol database stability issues can occur if a database audit is executed in parallel with the
automated Comcol database checksum validation process. To prevent this from happening the database
audit functionality has been purposely disabled in HLRR 4.1. As a result, the Status & Manage > Database
> Manual Audit GUI function will fail if the user attempts to start or suspend a manual database audit.
Database checksum validation is being continuously performed on the Comcol database and any checksum
discrepancies are automatically corrected.

2.3 HLR Router GUI Changes

This section will illustrate the new or modified HLRR 4.1 NOAM GUI changes. There are no changes to the
SOAM GUIs. A brief explanation of each change is provided and detailed information on all the fields of the
GUTI are available in the HLR Router Online Help function provided in each GUI screen.

2.3.1 Administration Section

2.3.1.1 General Options GUI
The “Enable MMI” Variable enable/disable function field was added to the GUI.
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2.3.1.2 Access Control > Users GUI
The “Enable MMI” Status was added to the GUI.
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2.3.1.3 Access Control > Users > Edit GUI
The Access Option “Allow MMI Access” was added to the User’s GUI.
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2.3.1.4 Certificate Management GUI
Added the capability to Import and Export Certificates from the Certificate Management GUI.
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2.3.1.5 Software Management > Upgrade GUI

The ISO Deployment function was removed from the Software Management Menu and incorporated into the
File functionality.

The following changes were made to the Upgrade GUI:

e Tabbed by server groups.

e Added Backup All Button.

e Added Auto Upgrade Button.

¢ Added Checkup and Checkup All Buttons (Not Used and Gray Out)
e Removed the ISO Cleanup, Prepare, Initiate, and Complete Buttons.
e Added Upgrade Server Button.

e The Report Button produces a report for just the tab that is selected.
e The Report All Button produces a report for all the tabs.

¢ Restructured the Information in the Title Section of the GUI.
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2.3.1.6 Software Management > Upgrade > Backup GUI

Selection of the Backup Button brings up a new screen where the user can select the backup options for the
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2.3.1.7 Software Management > Upgrade > Backup All GUI

Selection of the Backup ALL Button brings up a new screen where the user can select the Network Elements
and backup options for the backup.
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2.3.1.8 Software Management > Upgrade > Auto Upgrade GUI

Selection of the Auto Upgrade Button brings up a new screen where the user can select the hostname, upgrade
ISO and mode of automatic upgrade they wish to perform.
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2.3.1.9 Remote Servers > Data Export GUI
Added Test Transfer and Keys Report Buttons to the Data Export GUI.
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2.3.1.10 Remote Servers > DNS Configuration GUI

Reduced the number of External DNS Name Server Entries from 3 to 1.
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2.3.2 Configuration Section

Network Impact Report for Tekelec HLR Router 4.1

The order of the Configuration Menu was changed so Network is now second from the top of the list instead of
at the bottom of the list.

2.3.2.1 Network Elements GUI
Removed the Edit NE Networks and Delete NE Network Buttons from the NE GUI.
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2.3.2.2 Network GUI
Expanded the GUI to include Network Locked, Routeable, and Configured Interfaces plus Network Elements.
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Network Impact Report for Tekelec HLR Router 4.1

2.3.2.3 Services GUI

Added the Service Name of ComAgent and changed the selection wording to internalIMI and InternalXMI on
the GUL
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2.3.2.4 Service > Edit GUI

Added the Service Name of ComAgent and changed the selection wording to internalIMI and InternalXMI on
the GUL
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Network Impact Report for Tekelec HLR Router 4.1

2.3.3 Status & Manage Section

2.3.3.1 HA GUI

Changed heading OAM Max HA Role to OAM HA Role and Application Max HA Role to Application HA
Role.
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2.3.3.2 Database GUI
Changed the Inhibit Replication Button to the Inhibit/Allow Replication Button on the Database GUI.
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Network Impact Report for Tekelec HLR Router 4.1

2.3.3.3 KPIs GUI

Removed the following KPI’s from the PDBI KPIs GUI:
e Received Msgs/Sec

e Successful Msgs/Sec
e Sent Msgs/Sec
e Discarded Msgs/Sec
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2.3.3.4 Tasks > Files GUI

When selecting the Active NOAM the new Deploy/Undeploy ISO, Validate ISO buttons are shown. When an
ISO file is selected in the GUI the View ISO Deployment Report Button is also shown.
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Network Impact Report for Tekelec HLR Router 4.1

2.3.3.5 Tasks > Files > Deploy ISO GUI

Selecting the Deploy ISO Button transfers the selected ISO file to all servers in the current HLR Router
topology.
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2.3.3.6 Tasks > Files > Deploy ISO Status

Selecting the Tasks Button shows the current progress of the ISO file transfer.
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Network Impact Report for Tekelec HLR Router 4.1

2.3.3.7 Tasks > Files > Deploy/Undeploy ISO Report

If an ISO is currently being deployed and the user selects the ISO file in the GUI and then the View ISO
Deployment Report Button the current progress of the ISO file transfer will be displayed. If the ISO is currently
being undeployed when selecting the View ISO Deployment Report Button the report will show the current
status of the updeployment.

Connacted using VIP to pcO040807-aexhrNO-b (ACTIVE NETWORK OAMEP)
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2.3.4 Eagle XG Database Section

2.34.1 Configuration Menu > PDBI > Options GUI

The Options GUI’s Remote Import Host IP Address and the Remote Export Host IP Address fields have been
updated to support 39 characters for IPv6 addressing. The various fields need to support PDB Relay and Audit
to an EPAP were removed since these they are no longer functional in HLRR 4.1.
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Network Impact Report for Tekelec HLR Router 4.1

2.3.4.2 Configuration Menu > PDBI > Connections GUI

The Connections (Insert) GUI’s IP Address field have been updated to support 39 characters for IPv6
addressing.
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2.4 Alarm Messages
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This section list the added, changed and deleted Alarm Messages for HLR Router 4.1.

Change Warn Fatal
Type Change Num Group Name Severity Severity Description

Changed Changed - [Name] | 10020 DB Backup Failure Minor Minor Database backup failed
Duplicate

Changed Changed - [Name] | 10108 LOG Scheduled Export Minor Minor Duplicate scheduled export task queued
Task

Added 10110 AUD Certlﬁga 55 Hpaul Minor Minor Certificate about to expire
To Expire

Added 10111 AUD Certificate Expired Major Major Certificate expired

Added 10112 AUD gzr{fggte Cannot Major Major Certificate cannot be used

Added 10115 LOG I;;ﬂgil(:h“k Info Info Upgrade health check operation started

Added 10116 LOG LT EICES Info Info Upgrade health check operation completed successfully
Successful

Added 10117 LOG Health Check Failed | Info Info Upgrade health check operation failed

Added 10118 LOG I;zilth Cligg et Info Info Upgrade health check operation not run
Server Group .

Added 10120 LOG Uizt i Info Info Server group upgrade operation started
Server Group

Added 10121 LOG Upgrade Cancelled Info Info Server group upgrade cancelled - validation failed
- validation failed
Server Group .

Added 10122 LOG Ui o Sl Info Info Server group upgrade operation completed successfully
Server Group . .

Added 10123 LOG Upgrade Failed Info Info Server group upgrade operation failed
Server Group

Added 10124 LOG Upgrade Cancelled Info Info Server group upgrade cancelled by user
- User Request
Server Group . . . .

Added 10125 LOG Upgrade Failed Major Major Server group upgrade operation failed

Added 10130 LOG S:thlUpgrade Info Info Server upgrade operation started
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Network Impact Report for Tekelec HLR Router 4.1

Warn Fatal
Change Name Severity Severity Description
Server Upgrade
Added 10131 LOG Cancelled - Info Info Server upgrade cancelled - validation failed
validation failed
Added 10132 LOG e Info Info Server upgrade operation completed successfully
Successful
Added 10133 LOG gziﬁ; Uiprgits Info Info Server upgrade operation failed
Added 10134 LOG Ezﬂ;ﬁ Uiprgite Major Major Server upgrade operation failed
Added 10154 AUTH gf:arb/;cgount Minor Minor User Account disabled due to multiple login failures
Py iwiss | wew || Bk T % it SAYTL g sl
Successful
Added 10156 LOG SAML Login Failed | Info Info SAML Login Failed
Changed - .
Changed [Description, 19209 SS7 l];dri(iL S Info Info Message was discarded due to a routing error.
Name]
Deleted 19212 CEG-DB-Validatien ] : MP-server-duringanupdateMP-internal-databasetsnow
B Error y g outofsvae-with-the-confisuration-databasc-Subscquent
database-operations-onthe MP-are ALLOWED-
rcal datal Tidat | Tondl
Deleted 19213 Ss$7 Eail Critieal Critieal e b th ﬁ 1o database_Sul
databasc-operations-on-the M arc DISABLED-
MP-serverafter a-database-update_MP-internal database
Deleted 192414 S87 \ate B f i i isstitHn-syne-with-the-configuration-database:
Major Major i
AEEOWED-
cal datal Tidat 0 Tondl
: .
CEG-DBpest- " " !. H Server i ¢ SEEE tﬁdme, St R T
Deleted 19215 SS7 . Critieal Critieal is-stiHn-syne-with-the-configuration-database:
f Subsequent-database-operations-onthe MP-are
DISABLEED-
Deleted 19216 sS7 Mease&emeﬁt Critical Critical bicctfailed to initalize.
i) Changc.:d - 19242 SS7 SCCP'Hop Counter Info Info SCCB discarded message because a Hop Counter
[Description] Violation violation was detected.
SCCP was unable to route or process a message during
Changed - SCCP Routing SCCP processing for reasons (other than a global title
St [Description] e =] Failure lsifo ity translation failure, detected SCCP loop) possibly
requiring operator intervention.
SCCP Routing SCCP was una_ble to route or process a message during
Changed Changc.:d - 19244 SS7 Failure Network Info Info SCCP processing d.ue to transient conditions such as
[Description] Status RSP/Destination failures, Remote or Local Subsystem
failures.
Chaneed - SCCP Global Title Translation has failed to determine a
Changed £¢ 19245 SS7 SCCP GTT Failure Info Info destination for a PDU -- invoking message return
[throttleSecs]
procedure.
Local SCCP
e Changc.:d - 19246 SS7 R E—— Vel W The s.tz%tus of Local SCCP subsystem has changed to
[Description] 0 Prohibited
Prohibited
Changed -
[Description, . .
Fatal Severity, Operation discarded . : -
Changed Name ? 19259 SS7 due to local Info Info Operation discarded due to local resource limitation
throttleSecs, Warn resource limitation
Severity]
Scep Eoress The Sccp Egress Message Rate (Message per second) for
Added 19276 SS7 D Eer Major Major the MP is approaching or exceeding its engineered traffic
Message Rate . .
handling capacity.
TCAP Routi TCAP was unable to route message due to transient
Added 19281 SS7 . outing Info Info condition such as destination failure or destination
Failure s
unavailability
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Network Impact Report for Tekelec HLR Router 4.1

Warn

Fatal

Change Name Severity Severity Description
A minor database validation error was detected on the
Changed - CFG-DB Validation . . MP server during an update. MP internal database is now
Clierifget [Scope] e Bl Error Major Major out of sync with the configuration database. Subsequent
database operations on the MP are ALLOWED.
A critical database validation error was detected on the
Changed - CFG-DB Update - - MP server during an update. MP internal database is now
Cliergget [Scope] L Bl Failure (Cutiie Gt out of sync with the configuration database. Subsequent
database operations on the MP are DISABLED.
A minor database validation error was detected on the
MP server after a database update. MP internal database
Changed Fshci)ngee]d : 19903 STK EF(S;EE rf(;)rSt_ Major Major is still in sync with the configuration database.
P P Subsequent database operations on the MP are
ALLOWED.
A critical database validation error was detected on the
MP server after a database update. MP internal database
Changed E:Shci)ngee]d : 19904 | STK EF(E;?II?aﬁ?;g Critical Critical is still in sync with the configuration database.
P P Subsequent database operations on the MP are
DISABLED.
Changed - Measurement .. .. . . L
Changed 19905 STK S . Critical Critical A measurement object failed to initialize.
[Scope] Initialization Failure
Deleted 19919 DIAG MessageDisearded ] : Nermaltratfieis-being-disearded-beeause-tisroutedto
attestConncetion J g an-cgressFestConncction:
Fest—message ; .
Deleted 199+ | BIAG L led Into Info TFest-Message-discarded-at- Non-Test-egress-conneetion:
Added 31131 DB g?hglgswd U Minor Major DB ousted throttle may be affecting processes.
it Chang_ed - 31146 SW DB Mastership Vi Ml ]Z_)B replication is impaired due to no mastering process
[Description] Fault (inetrep)
Changed -
Changed [auto(;legrSecs, 31225 HA HA S RHE T Major Critical The required high availability resource failed to start
Description, Failure
throttleSecs]
Clrs HA Availability . ; The high availability status is degraded due to raised
Changed [autoClearSecs, 31226 HA Major Major
Status Degraded alarms
throttleSecs]
Changed - oo
Changed [autoClearSecs, 31227 HA HA Avallablllty Critical Critical The high availability status is failed due to raised alarms
Status Failed
throttleSecs]
Changed -
[deleters, HA Late Heartbeat . . High availability server has not received a message on
Shced Description, 31232 HA Warning Minor Minor specified path within the configured interval
throttleSecs]
Changed -
Changed I[\]IDa TISIZHP tion, 31233 HA HA Path Down Major Major High availability path loss of connectivity
throttleSecs]
Upon system initialization, the system time is not trusted
probably because NTP is misconfigured or the NTP
. servers are unreachable. There are often accompanying
Changed F]g:sncgriedti_on] 31234 SW gn:)rrlfslfi?igllirzrzion Critical Critical Platform alarms to guide correction. Generally,

P p applications are not started if time is not believed to be
correct on start-up. Recovery will often will require
rebooting the server.

After system initialization, the system time has become
untrusted probably because NTP has reconfigured
improperly, time has been manually changed, the NTP
Changed - Untrusted Time o .. servers are unreachable, etc. There are often

e [Description] SLPED 35 After Initialization (Cutiie Gl accompanying Platform alarms to guide correction.
Generally, applications remaining be running, but time-
stamped data is likely incorrect, reports may be
negatively affected, some behavior may be improper, etc.

Added 31236 HA HA Link Down Major Major High availability TCP link is down
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Warn Fatal
Change Name Severity Severity Description
Changed -
Changed [Description, 31260 SW SNMP Agent Fault Minor Major The SNMP agent (cmsnmpa) is impaired by a s/w fault
Name]
HA Node Join . - ..
Added 31285 HA sy S Info Info High availability node join recovery entered
HA Node Join . L ..
Added 31286 HA Recovery Plan Info Info High availability node join recovery plan
HA Node Join . S ..
Added 31287 HA e i Info Info High availability node join recovery complete
Added 31301 HA L Witel oy Info Info HA Topology Events
Events
Added 32337 PLAT Eilaﬂsilri’mgmm Major Major Flash Program Failure
Added 32338 PLAT Seralhcezanis Major Major Serial Mezzanine Unseated
Unseated
Server Upgrade . . . .
Added 32345 PLAT e () e Major Major Server Upgrade snapshot(s) invalid
Added 32346 PLAT SEEHERIEL Major Major Server Hardware Problem
Problem
Oracle
Added 32347 PLAT hwmgmtcliStatus Major Major Oracle hwmgmtcliStatus Problem
Problem
Added 32348 PLAT LLERS BT Major Major FIPS subsystem problem
problem
Added 32349 PLAT File Tampering Major Major File Tampering
Added 32350 PLAT Secur.lty B Major Major Security Process Terminated
Terminated
Server Upgrade . . .
Added 32536 PLAT e ) Minor Minor Server Upgrade snapshot(s) warning
Added 32537 PLAT FIPS.subsystem Minor Minor FIPS subsystem warning
warning
Added 30540 | pLar | SPUPowerLimit 1 i | Minor | CPU Power Limit Mismatch
Mismatch
Added 32701 PLAT HIDS Initialized Info Info HIDS Initialized
Added 32702 | pLar | HIDS Baseline Info Info HIDS Baseline Deleted
Deleted
Added 32703 PLAT HIDS Enabled Info Info HIDS Enabled
Added 32704 PLAT HIDS Disabled Info Info HIDS Disabled
Added 32705 PLAT HIDS Monitoring Info Info HIDS Monitoring Suspended
Suspended
Akl 32706 | PLAT | LUDSMomttormg | o it TN Wit R
Resumed
Added 32707 | prar | HIDS Bascline Tnfo 5t HIDS Baseline Updated
Updated

2.5 Measurements

This section list the new or changed Measurements for HLR Router 4.1.

Change
T Change Group Type Interval Description
The peak Ingress Message Rate (in messages per
it - Server second) measured during the collection interval. The
Changed N 9152 SS7RxMsgRatePeak | Resource Max Smin Ingress Message Rate is the number of non-SNM (SI >
Usage 0) messages that M3UA attempts to queue in the
M3RL Stack Event Queue.
The average Ingress Message Rate (messages per
ezl - Server : second) during_ the collection interval. The Ingress
Changed ] 9153 SS7RxMsgRateAvg | Resource Average Smin Message Rate is the number of non-SNM (SI> 0)
Usage messages that M3UA attempts to queue in the M3RL
Stack Event Queue.
Server TCAP ] 9 Number of MAP response messages successfull
— e SIS Performance Sl el transferred from SS7p TCAP laye% to comagent l}zliyer
. Server TCAP . . Number of MAP response messages failed to transfer
L 2e2 SHLETEER Exception il Sllinli from SS7 TCAP layer to comagent layer.
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Change

Type Change ) Interval Description
. Unknown SS7 MP id.Failed to transfer MAP response
Added 9321 §S7TXMP Bl lsairc\;erﬁ"l“(;AP Simple 30min message. MP id from origination transaction id can not
ptio be mapped to any SS7 MP in topology
Added 9322 S§7Deserlallzat10nF Server TCAP Strle 30min Num‘t')er. of MAP Tesponse message of which
ail Exception deserialization failed.
Added 9323 TxMsgRateAvg Server SCCP e 30min The average Egress Messe}ge Rate (messages per
Performance second) during the collection interval.
Added 9304 TxMsgRatePeak Server SCCP Max 30min The peak Egress Mes;age Rate (in messages per
Performance second) measured during the collection interval.
Changed - Transport
Changed | [Descripti | 9407 | EvTrSockInitFail Exceiﬁ?on Simple 30min The number of times the socket initialization failed.
on]
Added 31089 Idb.LwTransact Simple Smin Successful Lightweight Transaction Commit Count
€ .Shmat imple min ount of shmat() system calls
Added 31105 Idb.Sh Simpl Smi C f shmat() sy. 11
Added 31106 IgrelEMerge.AudiErr Simple Smin Inetmerge Audit Error Count
Added 31107 I:Ce;I:/[erge.Aud_Skl Simple Smin Inetmerge Audit Skip Count due to Overload
Added 31108 NetMerge.Log_Byp Strle Smin Inetmerge Log Collection Bypass Count due to
assCnt Overload
Added 32000 prworks.gulRquv OAM.PERF Average Smin Average AppWorks GUI request time
Added 32001 zzpworks.gulReqM OAM.PERF Max Smin Max AppWorks GUI request time
Added 32002 appworks.guiReqCo OAM PERF Srrais Smin Number of times a particular AppWorks GUI request
unt was made
Added 32003 22 rv)vli(/);i\?gServer.awS OAM.PERF Average Smin Average soap request server processing time (ms)
Added 32004 AR SRCTE OAM.PERF Max Smin Max soap request server processing time (ms)
oaplnMax
Added 32005 RN SRS OAM.PERF Simple Smin Number of times a soap request was processed
oapInCount
Added 32006 ORI DR OAM.PERF Average Smin Average soap request client wait time (ms)
0apOutAvg
Added 32007 OSSR OAM.PERF Max Smin Max soap request client wait time (ms)
oapOutMax
Added 32008 DTSRGS OAM.PERF Simple Smin Number of times a soap request was made
0apOutCount
apwSoapServer.tpd . . e
Added 32009 SoapOutAvg OAM.PERF Average Smin Average soap request client wait time (ms)
Added 32010 PTG OAM.PERF Max Smin Max soap request client wait time (ms)
SoapOutMax
Added 32011 APTREC AEp OAM.PERF Simple Smin Number of times a soap request was made
SoapOutCount
Added 32020 ﬁggioapServer.cac OAM.PERF Simple Smin Number of times the request cache was hit
Added 32021 ﬁg;vdsi;)sapServer.cac OAM.PERF Simple Smin Number of times the request cache was missed
Added 32022 ?12 VCVlSe (:rlp BEALEED OAM.PERF Simple Smin Number of times the request cache was cleared
Added 32023 fgzsoap D OAM.PERF Simple Smin Number of times an audit cycle was skipped
Added 32030 g[():vlviigfpServer.soa OAM.PERF Simple Smin Number of times a new soap client was created
Added 32031 ;[t);’;ftsoap Server.proc OAM.PERF Simple Smin Number of times the process was started
Added 32032 ;[i);vSoap EREL R OAM.PERF Simple Smin Number of times the process was signalled
Added 32033 g%vz(?gi%&rver.soa OAM.PERF Simple Smin Number of soap requests enqueued
Added 32034 g[}){vgigi[;server.soa OAM.PERF Average Smin Average soap request processing time (ms)
Added 32035 apwSoapServer.soa OAM.PERF Simple Smin Number of soap requests processed
pReqCount
Added 32036 ;%vz:{\); zf)XServer.soa OAM.PERF Max Smin Maximum time to process a soap request (ms)
Added 32037 ?ging()apServer.audl OAM.PERF Average Smin Average audit processing time (ms)
Added 32038 ?(pj):)vusnotapServer.audl OAM.PERF Simple Smin Number of audits processed
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Change

Type Change Num Interval Description
Added 32039 ?l\p;[v;/ioap Sl OAM.PERF Max Smin Maximum time to process an audit (ms)
Added 32040 :gp{)\\:(g)rks.totaleR OAM.PERF Average Smin Average GUI request processing time (ms)
Added 32041 ZS%irkS'tOtaleR OAM.PERF Max Smin Max GUI request processing time (ms)
Added 32042 :g [évgll(l)rrll:s.totalGulR OAM.PERF Simple Smin Number of GUI requests processed
Added 32043 ?}g) ORI {Ee OAM.PERF Average Smin Average AppWorks MMI request time
Added 32044 ;}[):}\(Vorks.mmlReq OAM.PERF Max Smin Max AppWorks MMI request time
Added 30045 appworks.mmiReqC OAM.PERF Simple Smin Number of times a particular AppWorks MMI request

ount was made

Added 32046 ;I;F:] vz:(z/r;(s.totalel OAM.PERF Average Smin Average MMI request processing time (ms)
Added 32047 ?{pe [:1 ﬁ;ﬁs'tOtalel OAM.PERF Max Smin Max MMI request processing time (ms)
Added 32048 ?(pe F:l\g:)ri(;tomlel OAM.PERF Simple Smin Number of MMI requests processed

2.6 SNMP Messages
The section list the added, deleted and changed SNMP Messages of HLR Router 4.1.

Change

Type Change Notification Name Description
The Sccp Egress Message Rate (Message per second)
Added awpss7SccpEgressMsgRateNotify | for the MP is approaching or exceeding its engineered | 1.3.6.1.4.1.323.5.3.25.1.2.19276
traffic handling capacity.
TCAP was unable to route message due to transient
Added awpss7TcapRoutingFailureNotify condition such as destination failure or destination 1.3.6.1.4.1.323.5.3.25.1.2.19281
unavailability
Added certificateAboutToExpire Certificate about to expire 1.3.6.1.4.1.323.5.3.25.1.2.10110
Added certificateCannotBeUsed Certificate cannot be used 1.3.6.1.4.1.323.5.3.25.1.2.10112
Added certificateExpired Certificate expired 1.3.6.1.4.1.323.5.3.25.1.2.10111
Added s;gifi)(fngerouterBDFQFullNotlf "Cl";lsaICBiltDyF work queue depth size has reached full 13.6.1.4.1323.5.3.25.1.2.19420
Added }e/‘l’\]g(l)fff(nger"“terBDFThmﬂNO"f 12350 vl e e R et 13.6.1.4.1.323.53.25.12.19421
The BDF subsystem received a StackEvent that was
Added eagleXngrRopterBroadcastDaFaFr somehow invalid, corrupt, or could not be delivered to | 1.3.6.1.4.1.323.5.3.25.1.2.19422
ameworkInvalidStackEventNotify S
the application.
Added eagl'eXngrRouterChentConnWalt Commumcat}on Agent copﬁgured copnectlon waiting 13.6.1.4.1323.53.25.1.2.19804
Notify for remote client to establish connection
Added eagleXngrRouterComAgentMax Max connections per connection group limit is 13.6.1.4.1323.53.25.1.2.19863
ConnsInConnGrpNotify reached.
Added Z‘I’\Ig(lji)f(nger"“terC°nnAhgnFa‘1° Communication Agent Failed to Align Connection. 1.3.6.1.4.1.323.5.3.25.1.2.19805
Added i?()gtlit:fi,(ngrRouterConnCOngested Communication Agent Connection Congested 1.3.6.1.4.1.323.5.3.25.1.2.19826
Added izﬁl;i(ggerouterCOnnLocalBloc Communication Agent Connection Locally Blocked 1.3.6.1.4.1.323.5.3.25.1.2.19801
Added siifﬁi?yﬂ“merc°““Rem°‘eB1° Communication Agent Connection Remotely Blocked | 1.3.6.1.4.1.323.5.3.25.1.2.19802
Added z‘\]g(ljff(ngerouterC"m‘“t“’nD°W Communication Agent Connection Down 1.3.6.1.4.1.323.5.3.25.1.2.19800
The percent utilization of the Communication Agent
Added eagleXngrRouterDataEvPoolRes DataEvent mempool is approaching defined threshold | 1.3.6.1.4.1.323.5.3.25.1.2.19818
UtilNotify .
capacity.
Changed Changc.:d - eagleXngrRouterDbMastershlpF a | DB rephgatlon is impaired due to no mastering 13.6.1.4.1323.53.25.1.2.31146
[Description] ultNotify process (inetrep)
Deleted grog PAe gent(samy gent f > 3644432353 254231260
otify a-s/w-fault
Deleted greng . & SSEE e 3644432353 25424994
agebiseardNouty conncetion:
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Change Notification Name Description
Added EOE RO B ERICOATE | o oo A Camremiton IRz 1.3.6.1.4.1.323.5.3.25.1.2.19858
RejConnUnknownlIpNotify
Added eagleXngrRouterEVt:thomAgtC Commqnlcatlon Agent DB Respoqder detected a 13.6.1.4.1.323.5.3.25.1.2.19817
onfigParamChangeNotify change in configurable control option parameter
eagleXgHIrRouterEventComAgtS Communication Agent Service Operational State
Added O Sy Gl 1.3.6.1.4.1.323.5.3.25.1.2.19831
Added eagleXngrRouterEventComAgtS Communication Agent Service Registration State 13.6.1.4.1323.5.3.25.1.2.19830
vcRegChangedNotify Change
Added eagleXngrRQuterEventComAgtTr Communication Agent Reliable Transaction Failed 1.3.6.1.4.1.323.5.3.25.1.2.19832
ansFailedNotify
. Communication Agent Connection Rejected.
Added eagngngrR R ernecty Connection to peer node is not initiated due to 1.3.6.1.4.1.323.5.3.25.1.2.19868
nRejectNotify . P
network incompatibility
Added eagleXngrRoute'rEventConnectlo Communication Agent Connection state Changed 1.3.6.1.4.1.323.5.3.25.1.2.19816
nStateChangeNotify
Added eagleXngrRouterEventEgressMes Communication Agent Egress Message Discarded 1.3.6.1.4.1.323.5.3.25.1.2.19810
sageDiscardedNotify
eagleXgHIrRouterEventFailToSet .
Added HostServerHWProfileNotify ComAgent Failed to Set Host Server Hardware Profile | 1.3.6.1.4.1.323.5.3.25.1.2.19865
Added eagleXng.rRouterEverlltHaEgress Cqmmunlcatlon Agent Resource Egress Message 13.6.1.4.1323.53.25.1.2.19853
MessageDiscardedNotify Discarded
eagleXgHIrRouterEventHaRPTTA | Communication Agent Resource-Provider Tracking
Added uditResultNotify Table Audit Results 1.3.6.1.4.1.323.5.3.25.1.2.19854
Added eagleXngr.RouterEventHeartbeat Communication Agent Peer has not responded to 13.6.1.4.1323.53.25.12.19814
MissedNotify heartbeat.
Added eagleXngrRouterE_ventIngressMe Communication Agent Ingress Message Discarded 1.3.6.1.4.1.323.5.3.25.1.2.19811
ssageDiscardedNotify
Added eagleXng.rRouterEverlltPSEgress Cqmmunlcatlon Agent Peer Group Egress Message 13.6.1.4.1323.53.25.1.2.19867
MessageDiscardedNotify Discarded
eagleXgHIrRouterEventPeerGroup L
Added R — Communication Agent Peer Group Status Changed 1.3.6.1.4.1.323.5.3.25.1.2.19866
eagleXgHIrRouterEventResourceP | Communication Agent Resource-Provider
e roviderDeRegisteredNotify Deregistered A
eagleXgHIrRouterEventResourceP L . .
Added . . . Communication Agent Resource-Provider Registered 1.3.6.1.4.1.323.5.3.25.1.2.19842
roviderRegisteredNotify
Added eag}eXngrRoqterEventResourceR Communication Agent Resource Routing State 13.6.1.4.1323.53.25.1.2.19852
outingStateNotify Changed
Added eagleXngrRogterEventResourceS Communication Agent Resource-Provider Resource 13.6.1.4.1323.53.25.1.2.19843
tateChangeNotify State Changed
Added eagleXgH} rRouterEYentResourceU Communication Agent Resource-User Deregistered 1.3.6.1.4.1.323.5.3.25.1.2.19851
serDeRegisteredNotify
Added eagleXngrRoute_r ST Cl Communication Agent Resource-USer Registered 1.3.6.1.4.1.323.5.3.25.1.2.19850
serRegisteredNotify
Added ie[z;ﬁl;:]i(tgilf;lllrRouterEventRoutlngFa g?ggg:écaﬂon Agent Service Egress Message 13.6.1.4.1323.53.25.1.2.19833
Added eagleXngrRouterEventStaleHBPa Commumcatlon Agent Resource-Provider Stale Status 13.6.1.4.1323.53.25.1.2.19844
cketNotify Received
eagleXgHIrRouterEventSuccessSet | ComAgent Successfully Set Host Server Hardware
s HostServerH WProfileNotify Profile A
eagleXgHIrRouterEventSvcProvO | Communication Agent Service Provider Operational
Added pStateChangedNotify i 1.3.6.1.4.1.323.5.3.25.1.2.19857
eagleXgHIrRouterEventSvcProvR | Communication Agent Service Provider Registration
Added ceStateChangedNotify State Changed 1.3.6.1.4.1.323.5.3.25.1.2.19856
Changed izl eggleXngrRouterHaHbTransmltF The high availability monitor failed to send heartbeat 1.3.6.1.4.1.323.5.3.25.1.2.31223
[Status] ailureNotify
Changed - eagleXgHIrRouterHaLateHeartbea | High availability server has not received a message on
Slasaes [Description] tWarningNotify specified path within the configured interval LRI 2RISR 2 R
Added E@ileXngrRomerHaLmkD OWINO | Hioh availability TCP link is down 13.6.1.4.1.323.5.3.25.1.2.31236
i) Changed - eagle?(ngrRouterHaNotConﬁgure High avallgblllty is disabled due to system 13.6.14.1323.53.25.1.2.31222
[Status] dNotify configuration
Added fﬁ};’leXngrR"“terHaPathDownNo High availability path loss of connectivity 1.3.6.1.4.1.323.5.3.25.1.2.31233
Added f\? Og&efi](ngrRouterHaSbrComp iz High availability node join recovery complete 1.3.6.1.4.1.323.5.3.25.1.2.31287
Added ga:gleXngrRouterHaSbrEntryNotl High availability node join recovery entered 1.3.6.1.4.1.323.5.3.25.1.2.31285
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Change Notification Name Description
Added §agleXngrRouterHaSbrPlanNotlf High availability node join recovery plan 1.3.6.1.4.1.323.5.3.25.1.2.31286
Deleted . High-availability secondary path-loss-of conneetivity
aNotHy
Changed Chang_ed 5 eagle)_(ngrRouterHaSvcStartFallu The required high availability resource failed to start 1.3.6.1.4.1.323.5.3.25.1.2.31225
[Description] reNotify
Added f;‘ygleXngrROMerHaTOpOlOgyNOt HA Topology Events 13.6.1.4.1.323.5.3.25.1.2.31301
Added eagleXgHIrRouterIngressRateNoti | The Communication Agent Ingress Stack Event Rate 13.6.14.1323.5.325.1.2.19862
fy is approaching its defined threshold capacity. | 77T T
Added cagleXgHlrRouterLogHealhChee | (5 rade health check operation Failed 13.6.1.4.1.323.53.25.12.10117
Added 3\‘;”(1)?1){( ifﬂrRouterLogHealthChec Upgrade health check operation not run 1.3.6.1.4.1.323.5.3.25.1.2.10118
Added ig%;;XngrR"“terLOgHea“hCheC Upgrade health check operation started 13.6.1.4.1.323.5.3.25.12.10115
Added le(z;ilsiilerouterLogHealthChec gl[;%z(:;u };le;lth check operation completed 136.14.1323.5325.12.10116
Added (eiz;%:lzr)l(cgellbﬂrdRouterLogServerUp € | Server upgrade cancelled - validation failed 1.3.6.1.4.1.323.5.3.25.1.2.10131
Added cagleXg!lrRouterLogServerUE | geryer upgrade operation failed 13.6.1.4.1.323.5.3.25.1.2.10134
Added Zi%ﬁﬁmm‘mermgse”erUpgTa Server upgrade operation failed 13.6.1.4.1.323.5.3.25.12.10133
Added ZZ%EﬁngrR"“mLogserverUpgra Server upgrade operation started 1.3.6.1.4.1.323.5.3.25.1.2.10130
Added zz;ilsziiierouterLogServerUp €1 | Server upgrade operation completed successfully 1.3.6.1.4.1.323.5.3.25.1.2.10132
Added z?l%leelféileRouterLogSgUpgradeC Server group upgrade cancelled - validation failed 1.3.6.1.4.1.323.5.3.25.1.2.10121
Added zifgfgﬁggO“terLOgSgUpgTadeC Server group upgrade cancelled by user 13.6.1.4.1.323.5.3.25.1.2.10124
Added z;‘l‘fifingrR"“terLogsgUpgradeF Server group upgrade operation failed 1.3.6.1.4.1.323.5.3.25.1.2.10125
Added zziilil(;:XngrRouterLogSgUp e Server group upgrade operation failed 1.3.6.1.4.1.323.5.3.25.1.2.10123
Added ?;r%leXngrRouterLogSgUpgradeS Server group upgrade operation started 1.3.6.1.4.1.323.5.3.25.1.2.10120
Added 1e;e;%i:es)s(ngrRouterLOgSgUpgradeS SSEZ\C/:;SggEIL;p upgrade operation completed 13.6.1.4.1323.53.25.12.10122
Added f\? Ogtlief;(ngrRouterMultlp e invies Communication Agent Resource Has Multiple Actives | 1.3.6.1.4.1.323.5.3.25.1.2.19855
. The percent utilization of the Communication Agent
Added cagleXgHIRouerMXFIFOULINO | 1y BiRO Queue is approaching defined threshold 13.6.1.4.1.323.53.25.12.19808
Y capacity.
Beleted E'g g’ INotif g Test.C 3 *E.E”EEEEEE“S“*““ €
Added gﬂiﬁig}f"“mm‘pOffsetCheCk NTP Offset Check Failure 13.6.1.4.1.323.53.25.12.32342
Added ;z%lllfii%g?y"“teﬂ\“pOffsetCh“k NTP Offset Check Failure 13.6.14.1323.5325.1.2.32117
Added @iﬁﬁ%ﬂrf"“m@“StedThmme DB ousted throttle may be affecting processes. 13.6.1.4.1323.5325.1231131
. . | The percent utilization of the Communication Agent
Added EagleXngrRouterPoolResUtllNotl CommMessage mempool is approaching defined 1.3.6.1.4.1.323.5.3.25.1.2.19806
Y threshold capacity.
The percent utilization of the Communication Agent
Added eagleXgHIrRouterQueueUtilNotify | Task stack queue is approaching defined threshold 1.3.6.1.4.1.323.5.3.25.1.2.19803
capacity.
eagleXgHIrRouterQueueUtilSMS The percent utilization of the SMS Task stack queue is
Added Notify e 1.3.6.1.4.1.323.5.3.25.1.2.19827
Added teizgleXngrRouterRSCongestedNo Communication Agent Routed Service Congested 1.3.6.1.4.1.323.5.3.25.1.2.19822
Added f;ygleXngrR"“terRSD egradedNot | o vumication Agent Routed Service Degraded 13.6.1.4.1.323.5.3.25.1.2.19821
Added sagleXngrR"“terRSUnavaﬂN"“f Communication Agent Routed Service Unavailable 1.3.6.1.4.1.323.5.3.25.1.2.19820
. . | Communication Agent routed service is routing traffic
Added ecagrii)égHI\lIrliiofuterRSUsmgLowPrl using a connection group that has a lower-priority than | 1.3.6.1.4.1.323.5.3.25.1.2.19823
OnnIpIoty another connection group.
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Change Notification Name Description
Added te:dgll\;:jiigfl;llerouterResourceConges Communication Agent Resource Degraded 1.3.6.1.4.1.323.5.3.25.1.2.19846
Added i?igft’XngrR°“terReS°“r°eE”°rN Communication Agent Resource Error 13.6.1.4.1.323.5.3.25.1.2.19848
Added f;%lggngrR°“terReS°“r°eU“ava‘ Communication Agent Resource Unavailable 13.6.1.4.1.323.5.3.25.1.2.19847
Added ie;‘ygleXngrR"“msCrlptFa””reN"t ComAgent Configuration Daemon Script Failure 1.3.6.1.4.1.323.5.3.25.1.2.19861
Added ga,gleXngrRouterSnmpAgentNotl gllﬁtSNMP agent (cmsnmpa) is impaired by a s/w 13.6.14.1323.5.3.25.1.2.31260
Added f:agleXngrRouterTableMonitorF a Cqugent Configuration Daemon Table Monitoring 13.6.1.4.1323.53.25.1.2.19860
ilureNotify Failure
Added eagle).(ngrRoutngpdeuPowerL1 The BIOS setting for CPU Power Limit is different 13.6.1.4.1323.5.3.25.1.2.32540
mitMismatchNotify than expected
Added cagleXgHIrRouterTpdDiskCtrirPro | ¢ 1py controller needs intervention. 13.6.14.1.323.5.3.25.12.32344
blemNotify
Added f;ﬁlj;(f%leR"“merdD‘Skpmble IRAILS) Bk e ) e Ao, 1.3.6.1.4.1.323.53.25.1.2.32343
Added I'?Ogtliefi(ngrR°“teerdD‘SkReSy“° RAID member disk is resyncing, 13.6.1.4.1.323.5.3.25.12.32535
Changed Change.:d - §agleXngrRouteerdFanErrorNot Servg Fan Failure. This test uses the leaky bucket 13.6.1.4.1323.5.3.25.1.2.32300
[Description] ify algorithm.
Added el S MRS TRTRT | i et sobesiom rees  Anramion 1.3.6.1.4.1.323.5.3.25.1.2.32348
emProblemNotify
Added Ep QISR | e oo e e st AR 13.6.1.4.1.323.5.3.25.1.2.32537
emWarningNotify
Added e I e e 1.3.6.1.4.1.323.5.3.25.1.2.32337
mFailureNotify
Added eagleXngrRoutF: ELEREN G T The hwmgmtcliStatus daemon needs intervention 1.3.6.1.4.1.323.5.3.25.1.2.32347
CLIProblemNotify
Added cagleXgHlIrRouterTpdHidsBaselin | 1y, 1ppy HIDS baseline was created 1.3.6.1.4.1.323.5.3.25.1.2.32701
eCreatedNotify
Added cagleXgHIrRouterTpdHidsBaselin | 1. 1ppy HIDS baseline was deleted 13.6.14.1323.53.25.1.2.32702
eDeletedNotify
Added ORI STREHEESE R | o5 o5 i B T ik 1.3.6.1.4.1.323.5.3.25.1.2.32707
eUpdatedNotify
Added S‘I’\Ig(l)fff(ngerouteerdH‘dSD‘S“ble TPD HIDS has been disabled 13.6.1.4.1323.5.3.25.1.2.32704
Added i?ogtlief?ngrR°“teerdH‘dSEnab“’d TPD HIDS has been enabled 1.3.6.1.4.1.323.5.3.25.1.2.32703
Added EHE O SIS INENE | oy e et Bl et 13.6.1.4.1.323.5.3.25.1.2.32349
mperingNotify
Added Z‘I’\Iglfff(ngerouteerdH‘dSResume TPD HIDS monitoring has been resumed 1.3.6.1.4.1.323.5.3.25.1.2.32706
Added N RO TGOS | o e oot s e Gl 1.3.6.1.4.1.323.5.3.25.1.2.32705
dedNotify
gl | e cagleXgHlrRouterTpdMaxPidLimi | 5.\ 1iber running of proccesss limit reached 13.6.1.4.1.323.5.3.25.1.2.32339
[Description] tNotify
Changed Change.:d 5 eggleXngrRouteerdMaxPldWar Max number running of proccesss limit warning 1.3.6.1.4.1.323.5.3.25.1.2.32533
[Description] ningNotify
Added cagleXgHirRouterTpdNTPDaemo | o _ . \'p Daemon Never Synchronized 13.6.1.4.1.323.5.3.25.1.2.32341
nNeverSynchronizedNotify
eagleXgHIrRouterTpdNTPDaemo | Server NTP Daemon Lost Synchronization For
— nNotSynchronizedErrorNotify Extended Time R
eagleXgHIrRouterTpdNTPDaemo | Server NTP Daemon Lost Synchronization For
R nNotSynchronizedFailureNotify Extended Time 136.14.1.323.53.25.1232115
Added eagleXngrRouteerdNTPSourcel NTP Source Server Is Not Able To Provide Correct 13.6.1.4.1323.53.25.1.2.32534
sBadNotify Time
Added cagleXgHIRouterTpdNTPTimeG | g o Time Has Gone Backwards 13.6.14.1323.5325.1.2.32116
oneBackwardsNotify
Added eagleXngrRou_teer CUERLEY OEM hardware management service reports an error 1.3.6.1.4.1.323.5.3.25.1.2.32346
areProblemNotify
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Change Notification Name Description
it Chang_ed - eagleXgH!rRouteerdRamShortag Server RAMV Shortage Error. This test uses the leaky 13.6.1.4.1.323.5.3.25.1.2.32306
[Description] eErrorNotify bucket algorithm.
Changed - eagleXgHIrRouterTpdRamShortag | Server RAM Shortage Warning. This test uses the
Clberae [Description] eWarningNotify leaky bucket algorithm. Lkl S ] Ao AR
Added ESIERIROE T IRE | s oo oot e s dlam 1.3.6.1.4.1.323.5.3.25.1.2.32350
essDownNotify
Added eagleXnger T il Serial Mezzanine card is not seated properly 1.3.6.1.4.1.323.5.3.25.1.2.32338
UnseatedNotify
Changed - eagleXgHIrRouterTpdSwapSpaceS | Server Swap Space Shortage Error. This test uses the
Cliergget [Description] hortageErrorNotify leaky bucket algorithm. LRGSR AR
Changed - eagleXgHIrRouterTpdSwapSpaceS | Server Swap Space Shortage Warning. This test uses
Cliergget [Description] hortageWarningNotify the leaky bucket algorithm. LRGP A 2P
Added gzﬁﬁﬁ%fgfﬁgfffrymdljpgmdeS“a LVM snapshot is invalid 1.3.6.1.4.1.323.5.3.25.1.2.32345
Added gzﬁﬁ)\i;gﬁrﬁggt;rig)dUpgradeSna LVM snapshot space usage warning 1.3.6.1.4.1.323.5.3.25.1.2.32536
Added eagleXngrRouterTransFallRateN Thej number of failed transactions during the sampling 13.6.1.4.1.323.5.3.25.1.2.19825
otify period has exceeded configured thresholds.
The ComAgent Reliable Transfer Function is
Added eagleXgHIrRouterTransUtilNotify | approaching or exceeding its engineered reliable 1.3.6.1.4.1.323.5.3.25.1.2.19824
transaction handling capacity.
The percent utilization of the Communication Agent
Added R ORI SAIREIDE A |\ 25 a1 0) Qv o fmenelfing s 13.6.1.4.1.323.5.3.25.1.2.19807
tilNotify .
threshold capacity.

2.7 Key Performance Indicators (KPIs)
There are no new, changed or deleted KPIs for the HLRR 4.1 release.
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3.0 HARDWARE CHANGES

3.1 Hardware Upgrade

HLRR 4.1 software running on DL-380 (GEN9) hardware are required to implement the following new optional
features:

Feature# 22175497 - Support of HP Gen9 RMS Hardware

Feature# 22244415 - Support for IPv6

Feature# 22244442 - Support for 1 Billion Routing Entities

Installation of the DL-380(GEN9) Hardware will require an appropriate migration process. The HLRR server
interconnection will be as defined in ref [3] Network Interconnect for HP Hardware: Tekelec HLR Router 4.1
Technical Reference.

4.0 SOFTWARE CHANGES
4.1 Platform 7.0.3

Platform release 7.0.3 inherits all the functionality of platform release 6.5.

Table 1: New Platform Component Versions

Component Release
TPD 7.0.3
AppWorks 6.0.1
Comcol 6.4
PM&C 6.0.3
TVOE 3.03

4.2 Firmware Changes

No firmware changes are required for the T1200 hardware to support HLRR 4. When required the user should
refer to the T-1200 Firmware Release Notes to determine the specific firmware versions needed.

For HP Hardware, a firmware upgrade is required as part of the HLRR 4.1 software upgrade process. Refer to
the HP Solutions Firmware Upgrade Release Notes to determine the specific firmware versions needed.

The required firmware and documentation for upgrading the firmware on HP hardware systems and related
components are distributed as the HP Solutions Firmware Upgrade Pack (HP FUP). When a firmware upgrade
is needed, the current GA release of the HP Solutions Firmware Upgrade Pack should be used.

Each version of the HP Solutions Firmware Upgrade Pack contains multiple items including media and
documentation.

The three pieces of required firmware media provided in the HP Solutions Firmware Upgrade Pack releases are:
e HP Service Pack for ProLiant (SPP) firmware ISO image

e HP Service Pack for ProLiant (SPP) firmware USB image
e HP MISC Firmware ISO image
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5.0 UPGRADE OVERVIEW

This section provides an overview of the Upgrade activities for HLRR 4.1.

5.1 Upgrade Path
HLR Router 4.0 2 4.1

5.2 Order of Upgrade
For HP Hardware Customer - Firmware Upgrade from HP FUP 2.2.5 - HP FUP 2.x.x

For T-1200 Hardware Customers — No Firmware updates are required.

TVOE Upgrade from 2.5 = 3.0.3

PM&C Upgrade from Release 5.5 2 6.0.3

HLRR Application Upgrade from 4.0 = 4.1 (includes TPD 7.0.3, AppWorks 6.0.1 and Comcol 6.4)

A e

5.3 Migration of HLRR Data

The existing HLRR Configuration, Provisoning and Supporting Data will be preserved during the HLRR 4.1
upgrade process.

6.0 CHANGES BY FEATURE

This section describes the new optional features introduced in the 4.1 product.

6.1 Feature# 22175497 — Support of HP Gen9 RMS Hardware

The main driver for supporting HP DL-380 (GEND9) servers is obsolescence. To maintain support for our
applications on HP servers, the Oracle Tekelec platform will support the DL-380 (GEN9) RMS server. The
GEND9 server is expected to offer greater performance than the Gen6 server and this performance can be used to
the benefit of the Oracle HLRR application.

6.2 Feature# 22244442 - Support for 1 Billion Routing Entities

This feature expands the capacity of the HLR Router database from 800 million to one billion IMSIs or DNs
entries in any combination. This new database capacity requires an SDS provisioning system running SDS 7.1.
It is available only on the DL380(Gen 9) RMS servers.

6.3 Feature# 22244415 - Support for IPv6

As the global public IPv4 address pool is getting exhausted, our customers are requiring IPv6 support to grow
their deployments. Therefore, there is a strong need for IPv6 support on HLRR interfaces and network services
including but not limited to Management Interfaces and services (Appworks Interfaces, etc.) and Remote server
Interfaces. Activation of IPv6 support requires the execution of an extensive activation procedure, which will
permit the interfaces to operate in dual stack IPv4/IPv6 mode. This feature is available on the DL380(Gen 9)
RMS servers only. The list of supported and not supported IPv6 interfaces are provided below.
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6.3.1 Interfaces that will support IPv4 and IPv6

Interface Definition
PDB Provisioning The main PDB provisioning interface (may be from the SDS).
PDB Provisioning Secure PDB provisioning link from the Customer Provisioning System (CPS).
(secure)

Remote Import Server

Interface to import bulk provisioning data

Remote Export Server

Interface for exporting bulk provisioning data

PDE Performance Data Export Interface

MySQL client queries Interface supporting mysql coming in to the Query Server

APDE Platform supported Automatic Performance Data Export for logs, measurements, KPIs etc.
LDAP Platform supported Lightweight Directory Access Protocol Server

DNS Platform supported Domain Name Server

SNMP Platform supported Simple Network Management Protocol managers for sending traps to

addresses that are registered to receive them

6.3.2 Interfaces that will NOT support IPv6

Interface

Definition

SIGTRAN links

Links between HLRR MPs and Eagle STPs

7.0 REFERENCE LIST

Internal Oracle Feature Requirement Specifications:
e HP GENO Support Feature Requirement Specification, CGBU EG 2016

e EAGLE XG HLR Router OAM&P and Database FRS, CGBU _EG 1422
e HLRR IPv6 Support Feature Requirement Specification, CGBU 017655
e FEAGLE XG HLR Router: Application and Signaling FRS, CGBU EG 1409

8.0 MY ORACLE SUPPORT (MOS)

MOS https://support.oracle.com is your initial point of contact for all product support and training needs. A

representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline for your
local country from the list at Attp.//www.oracle.com/us/support/contact/index.html. When calling, make the
selections in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request

2. Select 3 for Hardware, Networking and Solaris Operating System Support

3. Select 2 for Non-technical issue
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You will be connected to a live agent who can assist you with MOS registration and provide Support Identifiers.
Simply mention you are a Tekelec Customer new to MOS. MOS is available 24 hours a day, 7 days a week, 365
days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access Support
(CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support hotline for your
local country from the list at Attp.//www.oracle.com/us/support/contact/index.html. The emergency response
provides immediate coverage, automatic escalation, and other features to ensure that the critical situation is
resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects service, traffic, or
maintenance capabilities, and requires immediate corrective action. Critical situations affect service and/or
system operation resulting in one or several of these situations:

e A total system failure that results in loss of all transaction processing capability

e Significant reduction in system capacity or traffic handling capability

e Loss of the system’s ability to perform automatic system reconfiguration

e Inability to restart a processor or the system

e Corruption of system databases that requires service affecting corrective actions

e Loss of access for maintenance or recovery operations

e Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance capabilities may be
defined as critical by prior discussion and agreement with Oracle.

Locating Product Documentation on the Oracle Help Center Site

Oracle customer documentation is available on the web at the Oracle Help Center (OHC) site,
http://docs.oracle.com. You do not have to register to access these documents. Viewing these files requires
Adobe Acrobat Reader, which can be downloaded at http://www.adobe.com.

1. Access the OHC site at http://docs.oracle.com.

2. Click Industries.
3. Under the Oracle Communications subheading, click the Oracle Communications documentation link.
4

The Communications Documentation page appears. Most products covered by these documentation sets will
appear under the headings “Network Session Delivery and Control Infrastructure” or “Platforms.”

5. Click the Product and then the Release Number. A list of the entire documentation set for the selected
product and release appears.

6. To download a file to your location, right-click the PDF link, select Save target as (or similar command
based on your browser), and save to a local folder.
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