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1 Introduction

1.1 Document Purpose and Scope

This guide outlines installation of the Oracle DIVArchive Database, DIVArchive Database Migration
and the operational guidelines for the Oracle DIVArchive 7.4 Backup Service. Included are
installation, configuration, start-up, and shut-down procedures for the DIVArchive Backup Service
in a typical Oracle DIVArchive Suite 7.4 environment. The document also includes details on
controlling and monitoring aspects of the DIVArchive Backup Service using the DIVArchive Control
GUI and Configuration Utility.

Important: Refer to the Oracle DIVArchive Supported Environments Guide in the Oracle
DIVArchive 7.4 Core Documentation library to confirm disk partitioning and recommended
block sizes before proceeding.

1.2 Document Conventions
The following conventions are used with respect to text:
Normal Standard Text.

Italic Used to emphasize a term or variable.
Bold Used to emphasize critical information.
6.1 Refers to a section or sub-section in the document.

Courier New [ system screen output and system commands.

The following conventions are used with respect to file paths or variables:
e DI VA _HOVE: The Root Path on the file system where DIVArchive is installed.
e CYGW N_HOVE: The Root Path on the file system where CYGWIN is installed.
e ORACLE_HOME: The location of the Oracle Database installation.

The following conventions are used with respect to figures and drawings:

Red outlined boxes pointing to specific areas in a figure indicate procedural steps, or
point out specific parameters being discussed in the section text.

S

Red outlined boxes that surround specific areas in a figure indicate specific areas of
the figure being discussed in the section text.




1.3 Definitions, Acronyms, and Special Terms

Table 1: Definitions, Acronyms, and Special Terms

Term Definition

AXF Archive Exchange Format (www.openaxf.org). This is the format with
which Oracle DIVArchive Actor will start writing DIVArchive Objects to
tapes and disks beginning with DIVArchive 7.0.

By default, a DIVArchive Object with more than 10,000 files is considered
Complex Object a Complex Object. The number of files to qualify an object as a Complex
Object is configurable. All Complex Objects are created in AXF format.

Component File inside of a DIVArchive object.

CYGWIN A collection of tools which provide a Linux look-and-feel environment for
Windows. The tool collection can be obtained from http://www.cygwin.com/.

DIVArchive Oracle Standard Oracle Database Installation package release by Oracle.
Database
GUI Graphical User Interface.

An ISO image is an archive file of an optical disc, a type of disk image
ISO composed of the data contents of every written sector of an optical disc,
including the optical disc file system.

Main Manager System | This is the Oracle DIVArchive System where the Oracle DIVArchive
/ Manager System Manager and Backup Service are installed and running.

The Metadata Database is the location where the Metadata for

Metadata Database components of Complex Objects are stored in the DIVArchive System.

By default, DIVArchive Objects with 10,000 files or less are considered
Non-Complex Object Non-Complex Objects. The Maximum number of files a Non-Complex
Object can hold is configurable.

SQL Structured Query Language; used to query a database directly.
Remote Backup This is the system where copies of the Oracle Database Backups and
System / Backup Metadata Files in the Metadata Database are replicated. This system
System could be either an Actor Server or a dedicated Backup Server.

RMAN Oracle Recovery Manager (RMAN) is a command-line and Oracle

Enterprise Manager based tool. It is the Oracle-preferred method for
efficiently backing up and recovering an Oracle database.



http://www.openaxf.org/
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Term Definition

RSYNC Utility that provides fast incremental file transfer (http://rsync.samba.orq).

7zip Windows utility for manipulating archives. Fully supported formats are 7z,
ISO, ZIP, GZIP, BZIP2, and TAR. Additional formats can be unpacked
only.

1.4 System Overview

Oracle DIVArchive 7.4 supports system installations in the Oracle Linux 7 x86_64 and later
environment. Oracle Linux enables selection of specific languages during system installation,
however, the main Linux installation must be in English. To use a language other than English (after
installation) you must create a user configured for the language. All Windows installations must be
in English only. The installation of the database and backup service is different in the Linux
environment and is described in 2.3.

The DIVArchive Oracle Database and Backup Service components are installed as an integral part
of the standard DIVArchive system installation. The components are typically installed on the same
server as the Oracle DIVArchive Manager.

The Oracle Database is backed up using the RMAN and RSYNC components that are distributed
as part of the Oracle Database package.

Scheduled backups using the DIVArchive Backup Service are configured in its configuration file.
The DIVArchive Backup Service manages and monitors the entire backup process.

DIVArchive uses a Metadata Database to support Complex Object workflows. The DIVArchive
Backup Service ensures reliability and monitoring of both the Oracle Database backups and
Metadata Database backups.

DIVArchive 7.4 in a Windows environment only supports DIVA Oracle database package 203211-
010- Dat abase_2-3-4_Oracle_11-2-0-4-7_Wndows_64-bit.iso.
DIVArchive 7.4 in a Linux environment only supports DIVA Oracle database package

1.5 DIVArchive 7.4 Enhancements

Oracle DIVArchive 7.4 supports system installations in the Oracle Linux 7 x86_64 and later
environment. All batch files (. bat) have corresponding shell scripts (. sh) in Linux. You must
substitute Windows paths with Linux paths when operating on Linux. For example, the Windows
path: C:\ DI VA\ Pr ogr amwill be / hone/ di va/ DI VA/ Pr ogr amwhen running under Linux.

Note: Linux commands, paths and file names are case-sensitive.

The JDBC Thin Driver enables specifying the Oracle Service Name in lieu of the Oracle SID setting
in the Manager configuration file. If both the service name and SID are specified, the Oracle service
name takes precedence. The setting is identified using the DI VAMANAGER DBSERVI CENAVE
parameter in the Manager configuration file.


http://rsync.samba.org/

DIVArchive passwords are no longer stored as plain text in the configuration files. All database
password parameters have been removed from the Manager, Oracle DIVArchive Storage Plan
Manager (SPM), DBBackup, and Migration Service configuration files.

The password file permissions are restricted to read-only permission for all operating system users
and groups. Only the DIVArchive Administrator operating system user has permission to reset or
change the password file.

When you create a user, DIVArchive creates a password file that DIVArchive services use in place
of the configuration file parameters. The DIVArchive services (for example manager, SPM,
DBBackup, migration, and so on) read the password from the file when the service starts. The
services will fail to start if the password does not exist, the file is empty, or decryption fails. The
Configuration Utility and Control GUI do not use the password file.

You use the new - ORAPWD command line switch with the create_di va_user (for example
creat e_di va_user —ORAPWD) script to generate, or regenerate, a password file when you create a
database user, to upgrade an existing customer, or to reset an existing password. When you use
the creat e_di va_user script to create a database user, the passwords mentioned as arguments
are encrypted and stored in the password file located in the
DI VA_HOWE\ Pr ogr aml cormonJava\ pkpwd  folder In  Windows, and located in the
/ hone/ di va/ DI VA/ Pr ogr anmi conmonJava/ pkpwd directory in Linux.

1.6 Complex Objects

By default, objects archived with greater than 1,000 files are considered Complex Objects. Complex
Objects have Metadata stored in the Oracle Database and Metadata Database. The threshold on
the number of files before an object is considered a Complex Object is configurable in the Manager
Service Configuration File. Complex Objects are only capable of being stored in AXF format within
the DIVArchive System. The Backup Service must be used to back up the Oracle Database and
Metadata Database when Complex Object workflows are used.

1.7 DIVArchive Backup Service

The DIVArchive Backup Service is a component responsible for Database backups of the
DIVArchive System. The Backup Service has a Scheduler function allowing customizable
configuration of a backup schedule (refer to Section 0 for recommended settings). The DIVArchive
Backup Service has features to configure separate backup intervals for the Oracle Database and
Metadata Database.

In the event of a database/system failure, where restoring from a system backup is necessary,
restoration of a stored backup is accomplished manually and should be performed by Oracle.
Support personnel only.

Oracle Database Backups and Metadata Database Backups will be incrementally replicated to
Remote Backup Systems by the DIVArchive Backup Service. It also supports replicating backups
to multiple Remote Backup Systems.

The component resides in the following folders:
e DI VA HOVE\ Program conf\ db_backup. conf
e DI VA HOVE\ Pr ogr am DBBackup



The Backup Service monitors and sends backup status messages to the DIVArchive Manager. The
DIVArchive Manager relays any error/warning messages received from the service to all connected
Control GUIs listening for messages from the Manager. Manager records all events to the Events
Log and the Control GUI displays the messages in a pop-up window and in the Events Log for
review. If no Control GUIs are connected at the time of the error/warning, no error pop-ups will be
displayed; error/warning pop-up windows are only displayed on connected Control GUIs.

Prior to DIVArchive 7.0, separate installation of Oracle Backup Scripts was required apart from
DIVArchive System installation to perform Oracle Database backups. Starting with DIVArchive 7.0,
there is no separate installation of Oracle Backup Scripts required. All Oracle Backup Scripts are
now installed during the DIVArchive 7.4 installation and are located in the
DI VA _HOVE\ Pr ogr am DBBackup\ r man\ bi n folder.

The DIVArchive Backup Service will use these Oracle Backup Scripts to perform Oracle Database
backups.

Note: When using Complex Objects, it is STRICTLY REQUIRED to use the Backup Service.
The DIVArchive Backup Service is the only component backing up the Metadata Database
and removing outdated Metadata files. When a Delete Request for a Complex Object is sent
and processed, the data is removed from the Oracle Database, but the Metadata Database
File is not deleted and is removed by the Backup Service after the configured clean up period
(defined by the Recovery Peri od parameter) has been reached.

1.7.1 Oracle Database

The DIVArchive Backup Service uses Oracle’s RMAN Database Backup Utility to generate Oracle
Database Backups. Full and incremental backup files will be generated in the DB_ BACKUP_LOCATI ON
as defined in the configuration file.

The DIVArchive Backup Service generates a full database backup every 24 hours and an
incremental backup every 15 minutes by default. The backup files are compressed with 7zip tool
with the . gz extension. Refer to Section 4.1 for the list of prerequisites.

The Backup Service also incrementally replicates all the backup files to all configured
DB_BACKUP_REMOTE_DESTI NATI ONS as set in the configuration file. All of the remote backup
destinations must be RSYNC modules; refer to Section 0 for information on configuring an RSYNC
module.

Note: It is recommended to have the same backup location on all Main and Remote Backup
Destination Systems. That is, if the DB_BACKUP_LOCATI ON is set to H: \ or aback, on the Main
System, have the Backup Service copy the backups to the same location on all remote
backup destination systems by configuring the RSYNC module to H: \ or aback\ on all remote
backup destination systems. If the paths are different, the correct Oracle Backup Paths
needs to be mentioned and update in the Oracle RMAN Backup Tool during failover. Refer
to Section 5.9.3 for more details.



1.7.2 Metadata Database

The Metadata Database is a binary file in the file system. In order to support the Recovery Window
for the Metadata Database, DIVArchive Backup Service uses the following technique:

Complex Object Metadata Files are created by the Manager in the Metadata Database Path
configured in the Configuration Utility whenever a new Complex Object is archived.

By default, the DIVArchive Backup Service backs up Metadata Files inside the Metadata Database
every 15 minutes. In this manner, the Metadata File is transferred to all Backup Systems shortly
after creation so that file alterations do not influence the backup copies.

Note: If there is a failure backing up to one of the configured Backup Systems, the Backup
Service will continue to retry the failed backup until all backups to all configured Backup
Systems are successful. Metadata Files are not marked as being successfully backed up
until the backup to all configured Backup Systems is successful.

During every Metadata Database backup, the Backup Service searches for any Complex Object
Metadata Files that are not backed wup and replicates them to all of the
FBM_BACKUP_REMOTE_DESTI NATI ONS as configured in the configuration file. All of the Remote

Backup Destinations must be RSYNC modules. Refer to Section 0 for information on configuring a
RSYNC module.

Note: It is recommended to have the same Metadata Database Location on all Main and
Remote Backup Destination Systems. That is, if the Metadata Database Location is set to
H: \ net aback\, on the Main System, have the Backup Service copy the Metadata Database
backups to the same location on all remote backup destination systems by configuring the
RSYNC module to H: \ net aback\ on all Remote Backup Destination Systems. If the paths are
different, The Metadata Database Location needs to be updated in the Oracle Database after
an Oracle Database Restore during failover. Refer to Section 5.9.3 for more details.
1.8 Using the 7z Tool to Extract the ISO File

In order to utilize the . i so file, it must be extracted. The 7z tool may be used to extract the .iso file
from the command line using the following instructions:

1. Open a Command Line Window
a. Go to the Windows Start Menu then type cnd in the search box and hit Enter.
2. Navigate to the folder containing the . i so file.

3. Run the 7z utility to extract the file.
7z x <filenane.iso> -o<destination_folder> -y

e x - Extracts the file while preserving the folder structure.
e -0 - Specifies output directory.

0 Note there is no space between the switch and the folder path
e -y -Assumes YES to all questions during extraction.

Example:
7z x DI VArchiveDB.iso —oC \ISO -y



2 DIVArchive Oracle Database Installation and Configuration

The DIVArchive Oracle Database is distributed as an .iso file and is available in only 64-bit
versions. The installation process is identical for both versions and the version the user will install
depends upon the machine’s operating system.

The existing version of Oracle must be verified before upgrading a system to DIVArchive 7.4. The
minimum version level for DIVArchive 7.4 is Oracle version 11.2. This can be verified by navigating
to C: \ app\ or acl e and opening the VERSI ON. TXT file. The Oracle version number is displayed in
the file.

DIVArchive 7.4 in a Windows environment only supports DIVAOracle database package 203211-
010- Dat abase_2-3-4 Oracle_11-2-0-4-7_Wndows_64-bit.iso.

DIVArchive 7.4 in a Linux environment only supports DIVAOracle database package

2.1 Uninstalling the Existing DIVArchive Oracle Database in Windows (if required)

Before installing the new DIVArchive Oracle Database, it may be necessary to uninstall an existing
database and database engine. If Oracle is already installed on the machine then the existing
database and database engine need to be removed using the following procedure:

Important: Use the same DIVArchive Oracle Package used to install the database for
uninstalling.

1. Stop all running DIVArchive services.

2. Export the existing database contents from the Windows Command Prompt using this
command:

exp diva/lib5 fil e=c:\backup.dnp buffer=1048576 consi stent=Y
stati stics=none feedback=10000

a. The existing database contents have now been exported to the file named
c: \ backup. dnp.

b. Please make sure the export completed successfully before proceeding.

3. Extract the original DIVArchive Database . i so that was used to perform the installation using
the instructions in 0 (above) and all files contained within the . i so file will now be accessible.

4. In Windows Explorer, navigate to the Tools folder and locate the 2 files that are used to
uninstall the existing database and engine.

IMPORTANT: Be certain to uninstall the database first and the database engine
second.

uni nstal | _dat abase. cnd

uni nstal | _engi ne. cnd

5. Double-click each of the uninstall files to remove the existing database.



6.

Once the existing database has been exported and the uninstall process completed, restart

the machine and log in as Administrator to complete the uninstallation process.

a. Be certain to use the Restart option; do not just logoff.

b. The user must be logged in as Administrator to complete the uninstallation process.

c. This process deletes the remaining files.

2.1.1 Uninstalling the Database in Linux

Use the following procedure to uninstall the existing database in a Linux environment:

1.
2.
3.

Log in as the Oracle operating system user.
Open a terminal window.
Execute $ORACLE_HOVE/ dei nst al | / dei nst al |

2.2 Installing the DIVArchive Oracle Database in Windows

1.

Navigate to the . i so file from DIVArchive Oracle Database to be installed (refer to steps 3
through 6 in Section O for instructions)

If the installation is to be located on C: drive, the following 2 folders will need to be created
on C: drive. If the installation is to be located on E: and F: drives, there is no need to create
these 2 folders.

e u02
e u03

Installing on E: and F: drives are the recommend, and most commonly used, locations for
database installation.

Once these folders are created, open Windows Explorer and navigate to the folder containing
the extracted . i so file. Locate the | nst al | Engi ne. cnd file in the main folder and double-
click it to execute the Database Engine Installation.

A password is required in order to complete the Database Engine Installation. Please
contact Oracle Support to obtain the required password.

Figure 1: Database Engine Installation — Password Required

e O il SRl e T el e

KETALLER. Y HAY 1EEERERIAELY LOHE




6. Once the password is entered, the installation will begin. This process takes approximately
5 minutes, depending upon the machine it is being installed on — please be patient.

7. Once the Database Engine Installation is complete the screen will look similar to the figure
below. After a key is pressed the Command Window will close.

Figure 2: Database Engine Installation Complete

8. Navigate back to the folder containing the extracted . i so file. In the main folder there are
several files named:

a. Install Dat abase-snal | .cnd
b. I nstall Dat abase-1 arge. cnd
Cc. I nstall Dat abase- huge. cnd

Note: Small, Large, and Huge determines the size of the Database install. The
I nst al | Dat abase- huge. cnd is recommended and is most commonly used to create the
database for DIVArchive. Double-click the desired file to execute the Database Installation.

9. After the Database Installation begins, the user will be asked whether or not to use the mount
points that were created (C: \ u02 and C: \ u03).

Figure 3: Install Database Command Window — Mount Points




10.1f the answer given is Y (Yes) the installation will continue; however if the Answer given is N
(No), the script will check for the E and F mount points. If the E and F mount points do not
exist the installation will halt and exit.

Figure 4: Install Database Command Window — Use Mount Points (Yes)
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This operation should only be performed by a DIUArchive technical
representative.

IF A DATABASE INSTANCE IS ALREADY INSTALLED. ¥YOU MAY IRREMEDIABLY LOSE DATA.
Do ypou want to proceed [Y-sNl:y

Tue @7-89-2013 19:21:11.24 [INF] Found G:»uB2 and G:“uB3 mount points.

Do you want to use these mount points [Y¥~-Nl:n

Tue @7-8%9-2013 19:24:18.99 [ERR]1 No database mount points found.

Syntax: Instance.Ilnstall <{profile> [<{mountpoint layout>]

where:

{profile> is one of:
large Recommended for standard customer installations There were no mount

huge Recommended for very large customer installations H H
9€ Cover M ohjectsy T oY points (neither C nor E
small Recommended for simulator installations -
{mountpoint layout> is one of: al’ld F) ava.llable SO hel’e
[H Databasze files in C:wuB2, archive logs in C:su@3

EF Database files in E:z\. archive logs in F:\ the |nSta”at|0n halted

Press any key to exit.
Press any key to continue . . .

11.When the installation has completed, the DIVArchive Database is ready to have the
previously exported data (C: \ backup. dnp) imported.



12.Create the DIVArchive Database user using the scripts provided in the DIVArchive
Installation.

cd /d c:\ D VA HOVE\ pr ogr am\ dat abase\ i nst al

create_diva_user {db_sys passwd} {diva dbuser}
{di va_dbuser password} —useronly

13.0pen a Windows Command Prompt and import the database dump file using the following
command:

i mp systeni manager file=c:\dunpfile.dnp
f romuser =<user nane> t ouser =<user nane>

e fronuser =the username from where the dump was exported.
e touser =the username to which the dump is imported.

Example:

i mp systen manager file=c:\dunpfile.dnm
f romuser =di vaol d t ouser =di vanew

Assuming no errors occurred, at this point the database has been installed and the existing data
from the original database has been imported.

2.3 Installing the DIVArchive Oracle Database in Linux
Before running the installer verify the following is complete:
e Yum is configured to connect to the latest release of Oracle Linux.

e Recommended partitions for the Oracle Database. Oracle recommend partitions so that
the space is dedicated to Oracle DB.

0 /u01 partition for the Oracle Binaries

0 /u02 partition for the Oracle Database files (8 KB cluster size recommended)

0 /u03 partition for the Oracle Archive Logs (4 KB cluster size recommended)

0 /u04 partition for the Oracle database backups (64 KB cluster size recommended)

Refer to the Oracle DIVArchive Installation and Configuration Guide in the Oracle DIVArchive
7.4 Core Documentation library for partitioning information.

To begin installation run the following command as root:

You will be prompted to create a password for the operating system oracle user and the OracleDB
system user. This information must be stored in a safe place.



The following is the log output of the Linux install

[ root @l VA- AX52-43 O acl eDat abase] # ./ Oracl eDi vaDB_3- 0-

Checki ng Current user has root pernmnissions
Checki ng Oracl e user exists

Installing Oracl e pre-requisite package. Please wait - For progress see
/ root/ OSDC/ Or acl eDat abase/ | og/ oracl ei nstal | .| og. ..

Checking Oracle pre-requisite package.

Installing unzip package. Please wait - For progress see
/ root/ OSDC/ Or acl eDat abase/ | og/ oracl ei nstal | .| og. ..

Checki ng unzi p package.

Checking OS group oinstall.

Checki ng OS group dba.

Checki ng OS user oracle exists.

Checki ng oracl e user part of oinstall group.
Checki ng oracle user part of dba group.

kkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhhkhkhkhkhkhkhkhkhkkhkhkhkkkkkkk*k*x*%

New OS user ORACLE was creat ed.

R IR S I S R I I I I I I S I I I Rk I I I R A R R I I kR I S
Pl ease enter the password you would like to set for OS user ORACLE.

Password reconendati ons:

-at least 6 characters |ong

-has at | east one digit, one Upper and Lower case Al phabet

CS oracl e Password:
Renter OS oracle Password:

Checki ng di sk nount points..../u01,/u02,/u03,/u04
Prerequisite install conplete sucessfully.

starting installation... please wait

kkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk*k*x*%

New Oracl eDB user SYS is created.



kkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhkhhkhhkhhhhhhhhhhhhhhhhhdhdhddhddhddddddddddxdxd*x*x*x*x*x*%x%

Pl ease enter the password you would like to set for Oracl eDB user SYS.
Password recomendati ons:

-at least 6 characters |ong

-has at | east one digit, one Upper and Lower case Al phabet

DB sys Password:
Renter DB sys Password:

oracl e user

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhhkhhkhhhhhhhhhhhdhhdhhhhhdhddhddhddhddxddddddxddxd*x*x*x*x*x*%x%

Oracle Software Install Starting..
e
Checki ng di sk nount points..../u01,/u02,/u03,/u04

Prei nstall checkup

Extract database zip files

extracting p21419221_121020_Li nux- x86- 64_3of 10. zi p. . .

extracting p21419221_121020_Li nux- x86- 64_4of 10. zi p. . .

Total nmenmory (GB) : 128640

Current Available nmenory (GB): 126892
Starting Oacle software Universal installer
Starting Oracle Universal Installer..

Checki ng Tenp space: nust be greater than 500 MB. Actual 91618 MB Passed
Checki ng swap space: nust be greater than 150 MB. Actual 32767 MB Passed

Preparing to |aunch Oracle Universal Installer from/tnp/ Oralnstall 2015-12-
09 05-20-33PM Please wait ...You can find the log of this install session
at :

/u01/ app/ oral nventory/l ogs/instal |l Acti ons2015-12-09_05-20-33PM | og

Prepare in progress.
.................................................. 8% Done.

Pr epar e successful

Copy files in progress.



.................................................. 15% Done.

.................................................. 20% Done.
.................................................. 25% Done.
.................................................. 30% Done.
.................................................. 37% Done.
.................................................. 43% Done.
.................................................. 49% Done.
.................................................. 54% Done.
.................................................. 59% Done.
.................................................. 64% Done.
.................................................. 69% Done.
Copy files successful.

Li nk binaries in progress.

Li nk bi naries successful.

Setup files in progress.
.................................................. 74% Done.
Setup files successful.

Setup I nventory in progress.

Setup Inventory successful.
.................................................. 80% Done.

Fi ni sh Setup successful.
The installation of Oracle Database 12c was successful .

Pl ease check '/u0l1/ app/oralnventory/logs/silentlnstall2015-12-09_05-20-
33PM log" for nore details.

Setup Oracle Base in progress.

Setup O acl e Base successful .
.................................................. 90% Done.



Prepare for configuration steps in progress.

Prepare for configuration steps successful.

.................................................. 95% Done.
As a root user, execute the follow ng script(s):

1. /u01/ app/ oral nventory/orainstRoot.sh

2. [ u0l1/ app/ oracl e/ product/12. 1. 0/ dbhome_1/root. sh
.................................................. 100% Done.

Successfully Setup Software.

As the install user, execute the followi ng script to conplete the
configurati on:

/u0l/ app/ oracl e/ product/ 12. 1. 0/ dbhone_1/ cf gt ool | ogs/ confi gTool Al | Conmrands
RESPONSE _FI LE=<r esponse_fil e>

Not es:
This script must be run on the sane host fromwhere installer was run.

This script needs a small password properties file for configuration
assi stants that require passwords (refer to install guide docunent)

kkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhkhkhkhhkhkhkhkhkhkhkhkhkkkkkkk*k*x*%

Oracle Software Install conpleted sucessfully ..

R IR S I S R I I I R I I S R S Rk I I I R S A S R I I kR S kS I
Runni ng /u01l1/ app/ oral nvent ory/ or ai nst Root . sh

Runni ng /u01l1/ app/ oracl e/ product/ 12. 1. 0/ dbhone_1/r oot . sh

oracl e user

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhhhhhhhhhhhhdhhhhhhddhddhddddddddxddxddxd*x*x*x*x*x*%x%

Oracl e Dat abase | nstance creation started

kkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkkkkkkk*k*x*%

Creating Oracl e Database Instance. This can take a long tine.
Pl ease Wit - Log /hone/oracl e/ Oacl ebD vaDB_3-0-

Check PMON process i s running.

Check LISTNER i s running.

Setting up Environnent.

Custom zi ng the database. Please Wait - Log /hone/oracl e/ O acl ebi vaDB_3- 0-



Creating ARCH LOGS SPACE RESERVE on /u03.
d eani ng Up.

kkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhhhhhhhhhhhhhhhhhdhddhddhddhddddddddxddxd*x*x*x*x*x*%x%

Oracl e Database Instance created sucessfully

Kok k ok kA A Rk kk ok ok kA A Kk k ok ok kA Rk ko k ok kR R Kk kk ok ok kR R Rk ko k ok kR K ko k ok kR R K kK kR K K K Kk
Setting up OracleDB to start on boot

Updat i ng /etc/oratab.

Creating /etc/init.d/dbora

[ root @I VA- AX52-43 O acl eDat abase] #

2.4 Oracle Statistics Installation and Configuration

Statistics collection in a Linux environment is achieved through the Database Job Scheduler. The
required job is created when the database user and schema are created using the database scripts.

The Oracle Statistics are not installed by default in Windows. To install the Oracle Statistics in a
Windows environment use the following procedures:

1. Unzip the package DI VABackup&St at _<ver si on>. zi p into a folder.
7z x DI VABackup&St at <version>.zip -o<destination folder> -y

2. Navigate to the DI VABackup_and_St at s_4. 6 folder and copy all the folders and files directly
under it to c: \ app\ or acl e\ admi n.

3. Navigate to the c: \ app\ or acl e\ admi n\ st at \ schedul e folder and you will find two folders:
e Win-2003
e Win-2008

4. Navigate to corresponding folder based on the current Operating System Version of the
system where this package is being installed.

5. Execute I nstall_Statistics_Task. bat and you will be prompted for the administrator
login credentials.

6. By default the credentials are adni ni strat or and di va respectively. Take care to put the
correct information otherwise the Scheduled Tasks will not be installed.

7. The package installs all necessary Windows Scheduled Tasks for the Oracle Statistics
functions.

e The package for the Oracle Statistics is installed in the C: \ app\ or acl e\ admi n\ st at
folder.



2.5 Using the create_di va_user Script

The creat e_di vas_user script has been enhanced to provide greater functionality. This section
describes the use of the script for creating user accounts and assigning, or updating, the user
passwords. The following is the general script syntax:

Windows:

create _diva_user.bat {db_sys passwd} {diva dbuser} {diva _dbuser_ password}
oracl e_connection [-useronly|-tablesonly] [-customer_tabl espaces
tabl es_t abl espace i ndexes_t abl espace tenp_t abl espace]

Linux;:

./ create _diva_ user.bat {db_sys passwd} {diva_dbuser} {diva dbuser_ password}
oracl e_connection [-useronly|-tabl esonly] [-customer_tabl espaces
t abl es_t abl espace i ndexes_t abl espace tenp_t abl espace]

To assign a new password, or change an existing password, use the following command:

Windows:
create_diva_user. bat D VA SYS {current _password} {new password} —orapwd

Linux:
./ create_diva_user.bat DI VA SYS {current_password} {new password} -orapwd

Parameters:
e db_sys passwd - the Oracle sys account password
e diva_dbuser -the user name to be created
e diva_dbuser_password - the associated user password

e oracle_connection - The Oracle TNS Service Name or Oracle connection string (for
example, | P_ADDRESS: PORT/ ORACLE_SERVI CE_NAME).

e DI VA SYS - Use either DIVA or SYS to reset the password for that account in the password
file.

e new_password - the new password

e current_password - the current password. If there is no current database password then
enter a new password for this parameter.

Options:
e -useronly — only creates the database user and no database objects
e -tabl esonly — only creates the database objects for the given user
e -custom tabl espaces — create the user using customer tablespaces
e tabl es_tabl espace — the tablespace for the tables
e indexes_tabl espace — the tablespaces for indexes

e tenp_tabl espace —the database temporary tablespace



3 DIVArchive Database Migration

The procedures below describe how to migrate older DIVArchive versions with Oracle 9iinstalled,
to a newer DIVArchive version with Oracle 119 installed. Typically this procedure is performed
to upgrade customers with legacy DIVArchive installations to a current release.

3.1 Oracle 9to Oracle 11 Migration Procedure
3.1.1 Target Environment

e DIVArchive 5.5 to 6.1 with Oracle 9i for the Source Machine.
e DIVArchive 6.2 and later with Oracle 11g for the Target Machine.

e Supported systems for the Target Machine are:

o Windows 2003 32-hit
o Windows 2008 32-hit
o Windows 2008 R2 64-bit

3.1.2 Prerequisites

For Windows 2003/2008/R2 32-bit/64-bit, the DIVArchive Oracle Database .iso file for Oracle 11g
must be extracted on the Target Machine and the DIVArchive distribution must be installed on
the Target Machine.

3.1.3 Important Notes

e The procedure does NOT cover the DIVArchive upgrade. Specifically, the scripts
must be run afterward to upgrade the database tables and triggers to the target
DIVArchive version. The scripts are provided in the Database Upgrade Distribution
Package.

e Some rare customized environments may use triggers created under the system Oracle
user (generally for SPM object assignments). This procedure doesn't cover this case
and it is necessary to re-create these triggers manually. This is generally achieved by
re-using the customized scripts developed for this purpose at the time of the previous
installation (the site's Delivery Plan should provide this information).

3.1.4 Steps to be conducted on the source machine (Oracle 9 DIVArchive Manager)
3.1.4.1 Exporting DIVArchive Database Dump File from the Source Computer

Stop all running DIVArchive services, then open a command line window on the source
machine and run the following command:

exp userid=dival/lib5 fil e=SonePat h\di va_ora_9. dnp
buf f er =1048576 f eedback=10000 stati sti cs=none

Copy the dump files (di va_or a_9. dnp) from the Source Machine to the Target Machine.



3.1.4.2 Exporting Oracle DIVArchive Storage Plan Manager Data from the Source Computer
(SPM 5.5 and 5.6 only)

This step is applicable only to DIVArchive versions 5.5 and 5.6 when SPM is in use. In
DIVArchive versions 5.7 and later, SPM data resides in the di va user schema and doesn’t need
to be exported separately.

1. Open a command line window on the source machine and run the following command:

exp useri d=di vanet/|i b5 fil e=SonePat h\ di vanet _ora_9. dnp
buf f er =1048576 f eedback=10000 stati sti cs=none

2. Copythedumpfilesdi vanet _ora_9. dnp from the Source Machine to the Target Machine.

3.1.5 Stepsto be conducted on the Target Computer (Oracle 11 DIVArchive Manager)
3.1.5.1 Uninstalling Oracle on the Target Computer

These steps are necessary when the Target Machine is not a brand new Manager — typically it
will be a Backup Manager. Also refer to Section 0 for uninstall instructions.

Note: Please use the same DIVArchive Oracle Package used for installation to perform
Oracle uninstallation.

1. Extract the DIVArchive Database .iso file (refer to Section 0).

2. Go to the Tool s/ uni nstal | folder in the DIVArchive Database extracted .iso folder and
execute the instance and product uninstall scripts in the following sequence:

uni nstal | _dat abase. cnd

uni nstal | _engi ne. cnd

IMPORTANT: at the end of the uni nstal | _engi ne. cnd execution, the script may ask to
reboot the machine if any locked files were encountered. If asked to reboot, make sure
to perform the reboot before proceeding with the remaining steps.



3.1.5.2 Installing Oracle 11g on the Target Computer

Refer to Installing the DIVArchive Oracle Database and follow the procedures there to install Oracle
11g on the Target Machine.

Note: the Database Instance Size must be equal to or larger than the Instance Size of the Source
Machine.

For example; if the Source Machine’s Database Instance Size is large then the Target Machine’s
Database Instance Size must be at least large or huge, otherwise the import process may fail.

3.1.6 Uninstalling the Database in Linux
Use the following procedure to uninstall the existing database in a Linux environment:
3. Log in as the Oracle operating system user.
4. Open a terminal window.
5. Execute $ORACLE_HOVE/ dei nst al | / dei nst al |

Installing the DIVArchive Oracle Database and follow the procedures there to install Oracle 11g
on the Target Machine.

Note: the Database Instance Size must be equal to or larger than the Instance Size of the
Source Machine.

For example; if the Source Machine’'s Database Instance Size is large then the Target
Machine’s Database Instance Size must be at least large or huge, otherwise the import process
may fail.

3.1.7 Importing DIVArchive Database Dump File to the Target Computer
Open a command line window on the Target Machine and execute the following commands:

cd /d c:\ Dl VA HOVE\ pr ogr am\ dat abase\i nstal |

create_diva_user {db_sys_passwd} {diva_dbuser}
{di va_dbuser _passwor d} —useronly

i np userid=dival/lib5 fil e[ SomePat h]\diva_ora_ 9. dnp
i gnore=y full=y buffer=1048576 comm t =Y f eedback=10000

If the DIVArchive System being migrated is version 6.5 or later, there maybe a few Oracle
Warnings regarding creating views as shown below:

| MP- 00041: Warning: object created with conpil ati on warni ngs
" CREATE FORCE VI EW ...

The warnings can be ignored as long as they are about creating a VIEW.



3.1.7.1 Importing DIVArchive Storage Plan Manager Data (SPM 5.5 and 5.6 only)

This step is applicable only to DIVArchive versions 5.5 and 5.6 when SPM is in use. In
DIVArchive versions 5.7 and later, SPM Data resides in the di va user schema and doesn’t need
to be imported separately.

1. Open a command line window on the target machine and run the following commands:

cd /d c:\diva\program spn\ dat abase

2. Make a backup copy of the create_divanet _user.bat and create_di vanet _user -
no_triggers. bat files.

3. Editcreate_di vanet _user-no_triggers. bat with atext editor and replace the following
line:

set nmust _create_trigger=1

with

set nust _create_trigger=0

and proceed with the remaining commands below:

create_divanet user-no_triggers |ib5 diva divanet |ib5 —useronly
i np userid=di vanet/Ili b5 fil e=SonePat h\ di vanet _ora_9. dnp i gnor e=y
full =y buffer=1048576 conm t =Y f eedback=10000

The procedure is now complete and the database upgrade scripts may now be executed.

3.2 Oracle 11.1 to Oracle 11.2 Migration Procedure

3.2.1 Target Environment
e DIVArchive 5.7 and later with Oracle 11.1 for the Source Machine.
e DIVArchive 5.7 and later with Oracle 11.2 for the Target Machine.
e Supported systems for the Target Machine are:

0 Windows 2003 32-bit
o Windows 2008 32-bit
o Windows 2008 R2 64-bit

3.2.2 Prerequisites

e For Windows 2003/2008 32-bit/64-bit, the DIVArchive Database 2.0.6 (or later) CD for
Oracle 11g must be mounted on the Target Machine.

e For Windows 2008 R2 64-bit, the DIVArchive Database 2.2.3 (or later) CD for Oracle 11g
must be mounted on the Target Machine.



e The DIVArchive Distribution must be installed on the Target Machine
e The DIVAupgrade Distribution must be installed on the Target Machine.

3.2.3 Important Notes

e The procedure does NOT cover the DIVArchive upgrade. Specifically, the scripts
must be run afterward to upgrade the database tables and triggers to the target
DIVArchive version. The scripts are provided in the Database Upgrade Distribution
Package.

e Some rare customized environments may use triggers created under the system Oracle
user (generally for SPM object assignments). This procedure doesn't cover this case
and it is necessary to re-create these triggers manually. This is generally achieved by
re-using the customized scripts developed for this purpose at the time of the previous
installation (the site's Delivery Plan should provide this information).

3.2.4 Steps to be conducted on the Source Computer (Oracle 11.1 DIVArchive Manager)
3.2.4.1 Exporting DIVArchive Manager and File System Data from the Source Computer

Stop all running DIVArchive services, then open a command line window on the Source Machine
as user di va and run the following command:

exp userid=dival/lib5 fil e=SonmePat h\di va_ora_11-1. dnp
buf f er=1048576 feedback=10000 stati sti cs=none

Now copy the dump files (di va_ora_11- 1. dnp) from the Source Machine to the Target Machine.
3.2.4.2 Steps to be conducted on the Target Computer (Oracle 11.2 DIVArchive Manager)
1. Uninstall Oracle on the target machine.

e This is necessary when the target machine is not a brand new Manager. Typically it
will be a Backup Manager.

= Extract the DIVArchive Database installation . i so file (refer to Section 0).

= Navigate to the Tool s/ uni nstal | folder in the DIVArchive Database extracted
.iso folder and execute the instance and product uninstall scripts in the
following sequence:

uni nstal | _dat abase. cnd

uni nstal | _engi ne. cnd

IMPORTANT: at the end of the uni nstal | _engi ne.cnd execution, the script may
ask to reboot if some locked files were encountered. If asked to do so, make sure
the reboot is performed before proceeding with the remaining steps.



3.2.5 Installing Oracle 11.2 on the Target Computer
Refer to
3.2.6 Uninstalling the Database in Linux
Use the following procedure to uninstall the existing database in a Linux environment:
4. Log in as the Oracle operating system user.
5. Open a terminal window.
6. Execute $ORACLE_HOVE/ dei nst al | / dei nst al

Installing the DIVArchive Oracle Database and follow the instructions there to install Oracle 11g
on the Target Machine.

Note: the Database Instance Size must be equal to or larger than the Instance Size of the
Source Machine.

For example; if the Source Machine’'s Database Instance Size is Large, then the Target
Machine’s Database Instance Size must be at least Large or Huge, otherwise the import
process may fail.

3.2.6.1 Importing DIVArchive Database Dump File to the target machine
1. Open a command line window on the target machine and run the following commands:

cd /d c:\diva\program dat abase\i nstal |

create_diva user {db_sys passwd} {diva_dbuser}
{di va_dbuser password} -—useronly

i np userid=dival/lib5 fil e=SomePat h\diva ora_11-1.dnp
i gnore=y full=y buffer=1048576 comit=Y feedback=10000

The procedure is now complete. Proceed with database upgrade scripts.



4 DIVArchive Backup Service Installation and Configuration

The DIVArchive Backup Service component is installed as an integral part of the standard
DIVArchive System installation. The component must be installed on the same server as the
DIVArchive Manager and Oracle Database. The DIVArchive Backup Service allows for
configuration of scheduled backups through its configuration file and manages and monitors the
entire backup process.

The service utilizes existing DIVArchive Backup Scripts (these scripts use the Oracle RMAN tool)
to generate full database backups and incremental database backups of the Oracle Database.
Generated Oracle Backup Files and Metadata Database Files that are created by the Manager
when Complex Objects are created will be incrementally replicated by the Backup Service to remote
backup servers using the RSYNC tool.

The DIVArchive Backup Service should be configured to replicate files across multiple backup
servers. Before installation, the operator must identify the following systems for successful usage
of the DIVArchive Backup Service:

e Which machine will be called Backup System 1.
o0 Required
e Which machine will be called Backup System 2.
o Required
e Which machine(s) will be called Backup System n.

o Backup System n is optional and only required if more than 2 Backup Systems are
desired.

Figure 6: DIVArchive Installation Screen

Be sure this box is
checked to install the
DIVArchive Backup
Service Component.




4.1 DIVArchive Backup Service Prerequisites

The following components and services are prerequisites for use of the DIVArchive Backup
component. CYGWIN with the RSYNC service is required for the Backup Service to function. The
DIVArchive Manager Server, DIVArchive Backup Manager Server, DIVArchive Database Server,
and all Remote Backup Systems must have the following installed:

The first two modules must be installed in the specific order noted before proceeding.
e CYGWIN
o CYGWIN must be installed using the DIVArchive Prerequisite Package.
e RSYNC

CYGWIN must be installed first before RSYNC installation.
http://rsync.samba.org

RSYNC Modules must be configured.

RSYNC Service must be running.

Refer to Section 0 for more details.

o0 0O O0OO0O0o

e The DIVArchive Backup Service must be installed on the server where the Manager and
Oracle Database are installed.

e 7zip for 32-bit Windows
e Java JDK/JRE (build 1.8.0_45-b02)

4.2 DIVArchive Backup Service Configuration

When the DIVArchive Backup Service is selected to be installed, it will be installed to the
DI VA_HOWVE\ Pr ogr aml DBBackup folder by default. The default Backup Service configuration file is
named backup. conf. i ni and is located in the DI VA_HOVE\ Pr ogr aml conf \ db_backup folder.

There are settings that need to be made in both the DIVArchive Configuration Utility and the Backup
Service Configuration File. The configuration file must be renamed from backup. conf.ini to
backup. conf.

The configuration file must be edited, setting the application parameters and verifying the default
values.

Note: A forward slash (/) must be used instead of the typical backslash (\) for the folder
separator.

There are two parameters defining the scope of operations in the DIVArchive Backup Service’s
backup. conf configuration file (as listed in the table below).

Table 2: DIVArchive Backup Service Parameters

Parameter

BACKUP_SERVI CE_MANAGE_DATABASE_BACKUPS | Enables or disables backup of the

DIVArchive Database. The default
value is Y (Yes/enabled).



http://rsync.samba.org/

Parameter

BACKUP_SERVI CE_MANAGE_METADATA_BACKUPS | Enables or disables backup of the

Metadata Database. The default
value is Y (Yes/enabled).

If both of the above parameters are set to N (No/disabled), the DIVArchive Backup Service will not
start.

In the Configuration Utility, the Complex Objects Metadata Database Location, Database
Backup Notification, and Enable Metadata Database Feature parameters must be set in the
DIVArchive Configuration Utility's Manager Panel. The location of the Metadata Database Files
must be set to an existing, valid location because the Manager uses this value to save the Metadata
Database Files. An example Metadata Database location would be F: \ META_DATABASE_ROOT\ .

Table 3: Configuration Utility Parameters

Parameter Default Value or Required Settings

Complex Objects This is the path to the Metadata Database. There is no default path
Metadata Database specified. The path will be validated by Manager and the Backup
Location Service

Note: This parameter is not reloadable and is only checked
once when the Manager Service and the Backup Service start.
The Manager and Backup services must be restarted if any
changes are made to this parameter.

Database Backup ERRORS and WARNINGS - Popup notifications are displayed in
Notification all connected Control GUIs when there is a Backup Error or
Warning. Errors and Warnings are also recorded in the events log.

ERRORS - Popup notifications are displayed in all connected
Control GUIs only for Backup Errors. Errors and Warnings are
recorded in the events log.

DISABLED - Popup notification are disabled but all of the Errors
and Warnings are recorded in the events log.

The default is ERRORS and WARNINGS.

Note: Connected Control GUIs must be restarted if any
changes are made to this parameter.




Parameter Default Value or Required Settings

Enable Metadata
Database Feature

Only when this parameters is enabled (the box is checked) the
DIVArchive Manager can archive Complex Objects and Backup
Service can backup up Metadata Database. When disabled (the
box is unchecked) DIVArchive Manager cannot archive Complex
Objects and the DIVArchive Backup Service cannot backup the
Metadata Database. The default is enabled.

Note: This parameter is not reloadable and is only checked
once when the Manager Service and the Backup Service start.
The Manager and Backup services must be restarted if any
changes are made to this parameter.

These values should be set before starting the Manager and Backup Services:

PwnE

Launch the Configuration Utility.

Connect to the appropriate database.

Select the Manager Setting Tab.

Set the required value for the Complex Objects Metadata Location parameter.

a. The folder must be pre-existing.

b. A drive with ample storage should be used. Refer to Section 5.2 for information
about space calculations.

c. Enable the Database Backup Notification to receive notifications in the Control
GUI. The default is ERRORS and WARNINGS.

d. Enable the Enable Metadata Database Feature to enable Manager to archive
complex Objects. The default is enabled.

Figure 7: Configuration Utility - Manager Tab — Metadata Database Parameters

1

’ Enter the full path to the
Metadata Database Files.

/ Check the box to enable the

| Metadata Database Backup Feature.

The default is enabled (checked).
\ Enable the Metadata Database Backup
Notifications in the Control GUI. The
default is “ERRORS and WARNINGS”.




If the BACKUP_SERVI CE_MANAGE METADATA BACKUPS is set to Y (yes/enabled) in the Backup
Service Configuration File, the values of Enabl e Met adata Database Feature and Conpl ex
Obj ect s Met adat a Dat abase Locati on in the Configuration Utility is validated on Backup Service
start-up. If the Metadata Database feature is disabled or the Metadata Database Location is invalid,
the Backup Service will fail to start.

DIVArchive Backup Services Email Notifications will notify all users on the email list of errors. The
parameters must be set up in the DIVArchive Configuration Utility before starting the Manager or
Backup Services. To enable this functionality:

1.
2
3.
4

. Set the required values for the Email Notifications parameters.

Launch the Configuration utility.

. Connect to the appropriate Database.

Select the Manager Setting Tab.

a.

Enable E-Mail Notification: If selected Manager will attempt to send out email using
the configured values.

(SMTP) Outgoing Mail Host: Provide the URL or IP address of the email provider
for outgoing mail. This should be provided by the Email Administrator.

(SMTP) Outgoing Mail Port: By default the value is port 25, but many email
providers are using a different port for security reasons. The correct port number
should be provided by your Email Administrator.

E-Mail Subject: If an Email Subject is not provided when an error is generated this
value will be used.

(SMTP) Outgoing Mail Required Authentication: Many email providers are
requiring that you log into the Email Server to allow sending emails. If this is selected
you must provide a valid Account Name and Password.

Account Name: The full email address for the sender’s email account if
authentication is required.

Account Password: The sender’s account password. This should be left empty if
authentication is not required.

DIVArchive System Administrator’s E-mail Address: Enter the full email address
for the DIVArchive System Administrator. This address will be used as the sender’s
email address if mail authentication is not required.

Notification E-Mail Recipients: Enter the full email addresses of all people who
should receive the email notifications. This should be a comma-separated list with
no spaces.



Figure 8: Configuration Utility — Manager Tab — Email Notifications

Enter the valid SMTP Port. ]

Check this box to enable

X o Enter the SMTP mail host name.
email notifications.

Enter a default Email Subject.

A~ J Check this box if the
SMTP Server requires

/ | Authentication.

‘I—l Enter the Account Name.
/ Enter the Account Password.
A
Enter the System Enter the all notification
Administrator’s recipient’s email addresses
Email Address. in a comma-separated list.

Table 4: Default Backup Service Configuration File Parameters

Parameter

Default Value or Required Setting

DI VAMANAGER HOST

The default value is: | ocal host

DI VAVANAGER _PORT

The default value is: 9000

SERVI CE_NAVE

The default value is: DI VAr chi ve Backup Servi ce.

SERVI CE_PORT

The default value is: 9300. This should be changed if it
conflicts with other services.

DI VAVANAGER DBHOST

IP Address of the database the DIVArchive Manager is
connected to.

DI VAVANAGER DBPORT

Port number of the database the DIVArchive Manager is
connected to. The DIVArchive Database installation uses
Oracle's default of 1521.

DI VAVANAGER DBUSER

The database username (usually di va).

DI VAVANAGER _DBSI D

Oracle Database SID to which DIVArchive Manager is
connected to.




Parameter Default Value or Required Setting

DI VAVMANAGER _DB_SYS_PASSWORD The database system administrative password.

BACKUP_SERVI CE_MANAGE_DATABASE | Enables or disables backup of the DIVArchive Database. The
_BACKUPS default value is Y (Yes/enabled).

BACKUP_SERVI CE_MANAGE_METADATA | Enables or disables backup of the Metadata Database. The
_BACKUPS default value is Y (Yes/enabled).

SCRI PT_FI LES_DI RECTORY The DIVArchive Oracle Database Backup Script Location. The

scripts are by default copied to

DI VA_HOVE\ Pr ogr am DBBackup\ r man\ bi n during the
DIVArchive 7.4 installation. This parameter accepts both
relative path and absolute path. If the relative path is used the
current directory must be assumed as
DIVA_HOME\Program\DBBackup\bin. The default value is
../ rman/ bi n.

CYGW N_BI N_DI RECTORY Location of the CYGWIN installation. The default is
C. /cygw n/ bi n.

DB_BACKUP_LOCATI ON Location of Oracle Database backup files.

DB_BACKUP_REMOTE_DESTI NATI ONS | Location of the Oracle database remote backup
destination(s). All remote destinations must be an RSYNC
Service Module Name following by a Folder Name. The
backups must not be copied to the root of the RSYNC
module. Multiple destinations are allowed and must be
delimited by commas.

The default is:
rsync:// manager 2/ or aback/ mgr 1, rsync: // act or 3/ or aback/

norl
Syntax: rsync://172. 16. 3. 45/ Modul e_Name/ Fol der _Nan®e
Example: rsync://172. 16. 3. 45/ ORACLE_BACKUP/ | i b5
Also refer to Section 0 for more information.

FULL_BACKUP_START_HOUR_24 The hour of day to perform a full database backup when the
service is initially started. If the service is started later than the
configured value, the full backup will occur at this hour on the
following day. The default is Midnight; “0” hours.

FULL_BACKUP_START_M NUTE Minutes after the FULL_BACKUP_START HOUR 24 hour to start
the full backup. The default is “0” Minutes.

FULL_BACKUP_FREQUENCY_HOURS The frequency to execute a full backup of the database. The
default is every 24 hours.




Parameter Default Value or Required Setting

| NCREMENTAL _FREQUENCY_M NUTES | The frequency to execute an incremental backup of the
database. The default is every 15 minutes.

The Backup Service will automatically determine if a full
backup is required.

If the FBM_FREQUENCY_M NUTES parameter is not set then this
value is also used to notify the DIVArchive Manager how often
to expect a message from the DIVArchive Backup Service. If
a message is not received by the Manager within the
incremental minutes, all Connected Control GUIs will be
notified that the DIVArchive Backup Service may not be
running and the event will be recorded in the Events Log. If
the FBM_FREQUENCY_M NUTES is set, the lowest parameter
value will be used to notify the DIVArchive Manager how often
to expect a message from the DIVArchive Backup Service.

By default, Manager expects a message from the Backup
Service within 15 minutes after the start of the Manager
Service. Once the Backup Service is started and connected to
the Manager, the Manager expects a message within every

| NCREMENTAL_FREQUENCY_M NUTES or

FBM_FREQUENCY_M NUTES value that is identified in the
Backup Configuration File.

FBM_BACKUP_REMOTE_DESTI NATI ONS | Location of Metadata database remote backup destination(s).
All remote destinations must be an RSYNC Service Module
Name followed by a Folder Name. The backups must not be
copied to the root of the RSYNC module. Multiple destinations
are allowed and must be delimited by commas.

The default is:
rsync:// manager 2/ or aback/ nmgr 1, rsync: // act or 3/ or aback/

mgr 1

Syntax :
rsync://172.16. 3. 45/ Modul e_Nane/ Fol der _Nane

Example : rsync://172. 16. 3. 45/ META_BACKUP/ FBM

Also refer to Section 0 for more information.




Parameter Default Value or Required Setting

FBM_FREQUENCY_M NUTES The frequency to execute a Metadata Database Backup to all
Remote Metadata Backup Destinations. The default value is
every 15 minutes.

If | NCREMENTAL _FREQUENCY_ M NUTES is set, the lowest
parameter value will be used to notify the DIVArchive
Manager how often to expect a message from the DIVArchive
Backup Service.

Note: A Metadata Database backup will be executed at the
start-up of the service.

DB_FBM_RECOVERY_W NDOW DAYS This parameter represents the Recovery Window Period for
the Oracle and Metadata Databases. This is how many days
of backup that the Backup Service must retain and then delete
the obsolete backup copies. The default is 10 days.

The DIVArchive Backup Service calls the
RVANRecover yW ndow. bat batch file included in the bi n
folder of the DIVArchive Backup Service to set this value.

Note: If this batch file is missing the DIVArchive Backup
Service will not start.

CLEANUP_START_HOUR_24 The hour of the day for initial start-up of the Backup Service
clean-up process to delete the obsolete backup copies. The
default is 2 (2:00 AM).

CLEANUP_START_M NUTE The number of minutes after CLEANUP_START HOUR 24 to
start the clean-up process. The default is O (top of the hour).

CLEANUP_FREQUENCY_HCOURS The frequency to run the clean-up process. The default is
every 24 hours.




4.3 Installing the DIVArchive Backup Service

After verification of the DIVArchive Backup Configuration File parameters, the DIVArchive Backup
Service must be installed and started using the following procedure:

1. All the Prerequisites are in place. Refer to Section 4.1 for more details.
2. In Windows, select Start, Run, and open a command line window (cnd).
3. Change to the proper folder by executing:

CD <DI VA _HQOVE>\ Pr ogr am DBBackup\ bi n

4. The command line syntax for the dbbackup. bat file is as follows:
dbbackup conmand [opti ons]

Table 5: dbbackup.bat Command Line Options

Command Definition

install (-i) Installs the DIVArchive Backup Service as a Windows Service. The Backup
Service must be installed on the same server where the Manager and Oracle
Database are installed.

uninstal | (-u) Uninstalls DIVArchive Backup Service Windows Service.

start Starts the DIVArchive Backup Service. If the service fails to start, refer to
Section 0.

stop Stops the DIVArchive Backup Service.

restart Stops and subsequently restarts the service.

reconcile This command lists the Complex Objects that are missing the Metadata

Database Files.

status This will return the current version of DIVArchive Backup Service, the IP and
port that it is installed on, and the state of the service. Current states are
Running and Not Running.

If the state is Not Running after an attempt to start has failed, a review of the
logs will be required to determine why the service could not start.

Examples:
Service (on 127.0.0.1:9300) is running.
Service (on 127.0.0.1:9300) is not running.

Refer to Section O for more information about enhanced st at us output
information.

version (-v) Displays the version information and then exits.

hel p (-h) Displays help information and then exits.




Table 6: dbbackup. bat Command Line Commands

Description

-conf (-f) |Identifies the configuration file to load the settings from. The default is
DI VA_HOVE\ Pr ogr am conf \ db_backup\ backup. conf .

Note: The DIVArchive Backup Service doesn’t support having the Manager and Oracle
Database installed on separate machines in the DIVArchive 7.4 release.

4.4 Windows RSYNC Service Installation and Module Configuration

The DIVArchive Backup Service incrementally replicates Oracle Database Backup Files and
Metadata Files to remote backup servers. Once CYGWIN is installed, the RSYNC Service and
RSYNC Modules must be installed. The RSYNC Modules provide a logical name for the backup
location path. The DIVArchive Manager Server, DIVArchive Backup Manager Server, DIVArchive
Database Server, and all Remote Backup Systems must have the following setup:

Note: The DIVArchive Prerequisite Package takes care of installing CYGWIN and the RSYNC
Configuration. The following steps only need to be performed when the DIVArchive
Prerequisite Package is not used for Installing CYGWIN.

1. Run the following command to install the RSYNC Service if not already installed:

CYGWN N_HOWE\ bi n\ cygrunsrv -1 rsyncd -d "RSYNC Daenon" - -

path /usr/bin/rsync --args '--config=/etc/rsyncd. conf --
no- det ach --daenon --quiet' -e CYGN N='bi nnode tty
nont sec'

2. Add a new module to r syncd. conf :
a. Open CYGW N_HOWVE\ et c\ r syncd. conf to add the following:

[ Modul e Nane]
path = <cygwi n styl e path>
conment = <Descri ption>

Example:

[ ORACLE_BACKUP]
path = /cygdrivel/ h/ oraback
coment = Oracl e backups

[ METADATA_BACKUP]
path = /cygdrive/ h/ net aback
comment = Metadata Dat abase backups




It is recommended to configure RSYNC modules to the same directory on Main
and all Remote Backup Servers.

Note: The square brackets “[* are required for the [ Modul e Nane] statement
above in rsyncd. conf. Therefore, in the example, [ ORACLE_BACKUP] must
include the brackets.

3. Start the RSYNC Service from the Windows Service Manager, or from the command
line execute:

CYGW N_HOMVE\ bi n\ cygrunsrv -S rsyncd

4.5 Linux RSYNC Service Installation and Module Configuration

RSYNC for Linux is added as part of the di vaser vi ce. The following is the di vaser vi ce usage:

[di va@i nux008 Program $ ./divaservice

runuser: user oracle does not exist
Warni ng: Unable to get Oracle SID

Usage ./divaservice configure <SERVI CE>
Usage ./divaservice install <SERVICE> <configuration file as absolute path>
Usage ./divaservice start-all | stop-all | restart-all

Usage ./divaservice start | stop | restart | uninstall | status
<SERVI CE_NAME>

Usage ./divaservice |ist
Usage ./divaservice profile

SERVI CE: manager actor robotmanager mnigrate df m dbbackup | ynxl ocal del ete spm
r syncDaenon

Example:

Install : sh divaservice install rsyncDaenon
/ home/ di va/ DI VA/ 7_4 0 _35/ Program conf/rsync/ rsync. conf

Start : sh divaservice start rsyncDaenon



5 Operations

5.1 Metadata Database Configuration

To enable Complex Objects workflows and Metadata Database backups, two parameters must be
set in the Configuration Utility’'s Manager Setting Tab:

e Enable Metadata Database
0 Check this box to enable use of the Metadata Database.
e Metadata Database Location
o0 Set this to an existing empty directory in the file system.
Refer to Section 0 for more information.

It is highly recommended that the Metadata Database Files be stored on a RAID Disk Array. The
Metadata Database should not be on a standard disk due to decreased performance and the (real-
time) backup functionality that a RAID Array offers the system.

Metadata Database Files stored on a standard disk will be vulnerable to data loss in the event of a
single disk failure until the information is replicated via the DIVArchive Backup Service. Storing the
Metadata Database Files on a RAID Array isolates the data from this type of failure.

Note: Changes made to these parameters require the Manager and Backup Service to be
restarted. When changing the Metadata location is required, make sure to copy all of the
Metadata Files from the old location to the new location.

5.2 Metadata Database Sizing

What is the MINIMUM amount of disk space required to support the Complex Object Metadata
Database? The following formula can be used as a rough guide:

(100+average path _fil ename_size)*1. 15*avg _num conponent fil es*num obj s

When planning, enough Metadata Database disk space should be allocated to ensure (un)expected
growth of the customer environment. The same disk space must be allocated for the Metadata
Database on all of the Remote Backup Systems.

Example:
e average_path_fil enane_size = 60
0 this/nested/subdir0l1/As_The_Worl d_Turns_24f ps_scenesl- 10. avi
e avg num conponent files = 200, 000
o The Average Number of Files and Folders within the Complex Object.
e numobjs = 50,000
o0 The Number of Complex Objects to be archived.

In this example, the MINIMUM budgeting for a Metadata Database size of around 1.67TB would
be recommended.



5.3 Recovery Window

The Recovery Window defines how much history (days) of backups the DIVArchive Backup Service
should retain and delete the obsolete backups (outside of the Recovery Window range). Preserving
considerable days of backups is very important as this allows the flexibility to roll back the system
to any state in the past if a situation arises.

The Recovery Window value is configured using the DB_FBM RECOVERY_W NDOW DAYS parameter
in the configuration file. The default value is 10 days

When a Complex Obiject is deleted, the Manager will only delete the entries in the Oracle Database
and will retain the Complex Object’'s Metadata File in the Metadata Database until the end of the
Recovery Window period.

Example:

1. Assuming that the current Recovery Window is 10 days and the Backup Service clean-up is
scheduled to run every day at 2 AM.

DB_FBM RECOVERY_ W NDOW DAYS = 10
CLEANUP_START_HOUR 24 = 2
CLEANUP_START_M NUTE = 0
CLEANUP_FREQUENCY_HOURS = 24

2. Complex Object A is deleted on September 10, 2011 at 10 AM. Only the entries in the Oracle
Database are deleted and the Complex Object’'s Metadata File is retained on the Metadata
Database Location.

3. The Backup Service keeps track of the time and date of deleted Complex Objects until the
end of the Recovery Window.

4. On September 215t while running the clean-up task at 2 AM, the DIVArchive Backup Service
will detect that the recovery period of 10 days has expired since the deletion of Complex
Object A and will delete its corresponding Metadata File from the Metadata Database.

5. The DIVArchive Backup Service will retry failed Metadata File deletions again during the next
execution.

5.4 Backup Clean-up

It is impossible to preserve all of the backups and therefore any backups beyond the Recovery
Window must be deleted to clean up disk space. The DIVArchive Backup Service checks for
obsolete backups that were created beyond the Recovery Window every 24 hours by default and
deletes them. The cleaning of obsolete backups works differently for the Oracle Database and
Metadata Database as explained below.



5.5 Backup Interval Overrun

A Backup Interval Overrun will happen if a specific backup is taking a longer time to complete
beyond the next scheduled iteration.

Example:

1.

2.
3.

Let's assume the Oracle Incremental Backup is schedule to run every 15 minutes.
| NCREMENTAL _FREQUENCY M NUTES = 15

Time 12.00 PM - Incremental backup started.
Time 12.15 PM - Incremental backup is still running and not completed.

The above situation is called a Backup Interval Overrun as the Backup Service must run the
next incremental backup by 12.15 PM, but it cannot because the one started at 12.00 PM is still
running.

DIVArchive Backup Service sends a Backup Time-Out Warning Message to the Manager when
a Backup Interval Overrun occurs and Manager will broadcast this warning to all connected Control
GUIs. Manager also records the warning in the Events Logs. If a Backup Time-Out occurs three
consecutive times, the Time-Out messages will be elevated to an error message. The user must
take immediate and necessary action to modify the backup’s frequency by updating the
configuration file to avoid future Backup Interval Overrun occurrences.

Note: Updating the configuration file requires a Backup Service restart.

5.6 Recommended Practices

The recommended practices for the DIVArchive Backup Service are:

It must be installed on the same server as the DIVArchive Manager and Oracle
Database.

At least two (2) Backup Systems are always required to store the backups. Oracle
DIVArchive Actor machines may serve dual purposes and be used as backup machines as
well as Actor machines.

Oracle Incremental backups should be performed every 15 minutes.

Metadata Database backups should be performed every 15 minutes.

Backup Recovery Window should be set to value greater than, or equal to, 10 days.
Backup Clean-up function should be performed every 24 hours.

Oracle Full Backups should be performed every 24 hours.

If required, restoration of a system backup should only be performed by Oracle Support
Personnel.

Oracle Database Data Files, Oracle Database Backups, and the Metadata Database must
be stored on RAID disk array.

Allocate equal backup disk space on Main and all Backups Systems.



5.7 Monitoring the DIVArchive Backup Service

The DIVArchive Backup Service notifies Manager on all backup errors and warnings. Manager
broadcasts the backup errors and warnings to all connected DIVArchive Control GUIs and records
the same in the Manager Events Log.

On Control GUI startup, the system will query the logged events to determine if there are any Backup
Service Errors within the last 24 hours. If an error is detected, the Error Icon on the bottom right of
the Control GUI will be enabled (red in color) and when clicked will display all errors generated in
the last 24 hours in the Manager Events Panel. If pop-up messages are enabled (in the
Configuration Utility), and an error is detected, the last error in the logged events will be displayed
as shown in the figure below.

Figure 9: DIVArchive Control GUI Displaying Error Window

If errors are found during Control
GUI start-up, the last error logged
will be displayed here in this popup
window.

N/

If errors are found on
Control GUI start-up,
this button turns red.

N

When an error notification is received by the Control GUI, the Error Icon will flash 10 times
indicating arrival of a new error message. If the error received is a backup Service Error, the icon
will flash continually. Clicking on the Error Icon will open the Events in the Manager Panel and
display only the Backup Service errors received within the last 30 minutes, and reset the Error Icon
(it will stop flashing). Additionally, the Status Bar at the bottom of the Control GUI screen will display
the incoming Error, Warning and Info messages.



Figure 10: Logged Events Database Displaying Backup Service Errors

T~

Backup Service Errors from the previous
30 minutes are displayed in this area.

The following are the different warning and error notifications shown on the Control GUISs.

Table 7: DIVArchive Backup Service Errors and Warnings

Message Type Code User Message Posted to Manager
SUCCESS 0 Completed successfully Yes — Information
RUN 1 Running No — Internal
ERROR 2 Failure: Refer to the Backup | Yes — Error
Service logs for more
details.
TI MEQUT 3 Timeout: The process is Yes — Warning
taking longer to complete
than the configured intervals.
STARTUP_FAI LURE 4 DIVArchive Backup Service | Yes — Error
failed to start. Refer to the
Backup Service logs for
more details.
I NI'TIALI ZE 5 Scheduling Backups No — Internal




Message Type

TI MEOQUTERROR

Code

6

User Message

Timeout: The process is
taking longer to complete
than the configured interval.

Posted to Manager

Yes - Error

CONFI GERROR

1000

Invalid Configuration Error.
Refer to the Backup Service
logs for more details.

Yes — Error

VETADATALOCATI ONERROR

6000

The Metadata Database
Locations does not exist.
Refer to the Backup Service
logs for more details.

Yes — Error

CLEANUPFBIVFI LEERRCR

7000

The Metadata Database file
deletion failed. Refer to the
Backup Service logs for
more details.

Yes — Error

CLEANUPFBIVFI LEWARNI NG

7001

Failed deleting the Metadata
Database.

Yes — Error

RSYNCERRCR

8000

An error occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes — Error

RSYNCI OCERROR

8002

An 1/O error occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes — Error

RSUNCTI MEOQUTWARNI NG

8003

A timeout occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes - Warning

RSYNCTI MEOUTERROR

8005

A timeout occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes - Error




Message Type Code User Message Posted to Manager

DBCONNECTERROR 9000 | Database connection error. Yes - Error
Refer to the Backup Service
logs for more details.

SQLERRCR 9001 | Database SQL error. Refer | Yes - Error
to the Backup Service logs
for more details.

DBROLLBACKERROR 9002 | Database Rollback error. Yes - Error
Refer to the Backup Service
logs for more details.

Note: Error messages are prefixed with the process that generated the error/warning, and
where applicable, post fixed with the start of the process and elapsed time. Elapsed time
being the time the process ran before generating the error.

On connected Control GUIs a popup window is displayed (shown below) with the specific error or
warning message from the table above.

Figure 11: Control GUI Popup Message Window — Errors and Warnings

Using the pull-down item next to Suppress Alerts, the system will snooze the specific message type
displayed in the popup window and suppresses future messages for the same error/warning.
Snoozing a message window has no effect on the currently displayed error/warning; only on future
messages about the same error/warning that has been snoozed.

Note: Restarting the Control GUI will reset the error/warning snooze function.

The Backup Service will continue to display timeout messages as a warning. If the timeout occurs
three (3) consecutive times, the message will be elevated to an error message and displayed.

All messages generated by the Backup Service are also written to the Database Events Log and
marked as Backup Service Messages. In this manner, if no Control GUI is connected, all of the
backup errors and warnings can be reviewed by navigating to the Events Panel under the
Analytics Menu in the Control GUI.



Figure 12: DIVArchive Control GUI — Analytics Tab Logged Events

—

Use the Database Backup Only
checkbox to filter and display
only Backup Service events.




Events may be filtered using the Filters to reduce the number of entries being viewed at one time.
In the figure below, the screen has been filtered to show only Warnings and Errors. It is readily
apparent that there are three warning events that have been logged about the Database Backup
Manager timing out during an incremental backup attempt.

Figure 13: DIVArchive Control GUI — Analytics Tab Logged Events (Filtered)

1

Selecting only these checkboxes filters the Logged
Events display to show only Warnings and Errors.
These warnings indicate a recurring timeout from

The Logged Events results have the Database Backup Manager during an attempt

been narrowed here by filtering the to create an incremental backup.

Events Log for only Warnings and

Errors.

5.7.1 Minimum Disk Space Monitoring

A new parameter has been added to the DIVArchive Backup Service configuration. The
DI SK_M N_SPACE_THRESHOLD PERCENT is a notification threshold percentage of the available
space for each drive accessible by the Manager. The default value is 5 percent.

Note: Removable media and/or drives are not monitored by this function.

If the configured threshold of available space on the media is reached, warning notifications will be
sent out. Once the available space reaches 80% of the designated percentage (in the
dbbackup.conf file), an error message will be sent out.

Example:
DI SK_M N_SPACE_THRESHHOLD PERCENT=5

When the configured percentage is reached, a popup dialog window will be displayed as shown in
the figure below.



Figure 14: Manager Storage Minimum Threshold Dialog Window

The threshold level has been
set to 25%. Since this level
has been reached, this dialog
window is displayed.

The Suppress Alerts pull-
down box functions identically
to the other warning and error
dialog boxes.

The dialog window has a Suppress Alerts pull-down box that functions identically to the other
warning and error dialog boxes. In the figure above, a warning has been issues to notify the operator
that the DI SK_M N_SPACE_THRESHHOLD PERCENT has been reached.

Snoozing this alert will cause no additional warnings or errors about the disk space to be displayed.
Clicking the OK Button without setting a Suppression Level will allow future alerts about this
warning to be displayed.

From Figure 10 above, when 80% of the threshold percentage is reached (2.4GB on C Drive and
24.8GB on D drive), this dialog will turn into an error rather than a warning.

Additionally, when the dbbackup status command is executed, additional information will be
displayed as shown including the space available, threshold warnings and errors (highlighted below)
and additional information about recent backup attempts.

Last process: METADATA Dat abase Replication Start tine: Thu Sep 06
13: 26: 30 EDT 2012

Last status: Conpl eted Successfully.

Last Error:

System Stati stics
0S: W ndows 2003
Version: 5.2
x86
Avai | abl e processors (cores): 4

Total Free nenory: 52 MB
Total used nenory: 9 MB

Total avail able nenory: 61 MB




Warning: D\ minimum space threshold of 20.0% of capacity has
been reached.

percent Avail abl e: 16.605641010200685
Total space: 124.037 GB

Free space: 20 GB

Usabl e space: 20.597 GB

Last Met adat a Dat abase Acti ons
No records found
No records pending del etion

Nunmber of Database backup's perfornmed in the |last 24 hours is 89

Type St at us Start End
Dur ati on

ARCHI VELOG FAI LED 2012-09-05 13:37:52.0
2012-09- 05 13:38:00.0 0. 13

ARCHI VELOG FAI LED 2012-09-05 13:52:50.0
2012-09-05 13:53:00.0 0. 16

ARCHI VELOG FAI LED 2012-09-05 14:07:52.0
2012-09-05 14:08:00.0 0.13

DB FULL COVPLETED 2012-09-05 19:38:48.0
2012-09-05 19:45:24.0 6.6

ARCHI VELOG COVPLETED 2012-09-05 19:47:34.0
2012-09-05 19:47:41.0 0.11

ARCHI VELOG COVWPLETED 2012-09- 05 20:02:43.0
2012-09- 05 20:02:53.0 0.16

ARCHI VELOG COVWPLETED 2012-09- 05 23:23:06.0
2012-09- 05 23:23:18.0 0.2

5.7.2 Email Notifications

The DIVArchive Backup Service now incorporates the ability to send out emails of issues arising
from the process of backing up the Database and Metadata Database files. In order to take
advantage of this feature, DIVArchive must be configured to connect to an SMTP mail provider. The
email notifications are configured through the DIVArchive Configuration Utility under the Manger
Setting Tab.

To enable this functionality (see the figure below):
1. Launch the DIVArchive Configuration Utility.
2. Connect to the appropriate database.
3. Select the Manager Setting Tab.
4

. Set the required values for the Email Notifications parameters.

a. Enable E-Mail Notification: If selected Manager will attempt to send out email using
the configured values.

b. (SMTP) Outgoing Mail Host: Provide the URL of the email provider for outgoing
mail. This should be provided by the Email Administrator.



c. (SMTP) Outgoing Mail Port: By default the value is port 25, but many email
providers are using a different port for security reasons. The correct port number
should be provided by your Email Administrator.

d. E-Mail Subject: If an Email Subject is not provided when an error is generated this
value will be used.

e. (SMTP) Outgoing Mail Required Authentication: Many email providers are
requiring that you log into the Email Server to allow sending emails. If this is selected
you must provide a valid Account Name and Password.

f. Account Name: The full email address for the sender’s email account.

Account Password: The sender’s account password.

DIVArchive System Administrator’s E-mail Address: Enter the full email address

for the DIVArchive System Administrator.

i. Notification E-Mail Recipients: Enter the full email addresses of all people who
should receive the email notifications. This should be a comma-separated list with
no spaces.

= Q

Figure 15: Configuration Utility — Manager Tab — Email Notifications

Enter the valid SMTP Port. I

Check this box to enable

X o Enter the SMTP mail host name.
email notifications.

Enter a default Email Subject.

\ A~ J Check this box if the
SMTP Server requires

| Authentication.

L1
‘H Enter the Account Name.
// Enter the Account Password.
Enter the System Enter the all notification
Administrator’'s recipient’s email addresses
Email Address. in a comma-separated list.

Note: If these parameters are miss-configured, notifications will go out to all connected
Control GUIs and entries into the manager logs will be made.

Once you have configured the values and the Manager is ready running you will need to notify the
Manager. The Manager on start up or when it receives notifications from the Configuration Utility
will read in the configured values and attempt to send out a test email. If the test is successful, all
recipients will receive the following email message:



Figure 16: Test Email Message Sent by Manager

The following figure is an example of an error email message that would be sent to all recipients in
the Recipient List:

Figure 17: Example Error Email Message



Events are logged in the Logged Events Screen of all connected Control GUIs. The following figure
represents the Events Log indicating an email configuration error:

Figure 18: Example Control GUI Events Log

If the user is logged in as an Administrator in the Control GUI, they will receive the following pop up
message:

Figure 19: Example Error Message Popup Dialog

5.8 DIVArchive Backup Service Status Command Enhancements

The Backup Service status command delivers comprehensive service status information and
provides the information outlined in the following subsections. The command line syntax for the
dbbackup. bat file using the st at us option is as follows:

dbbackup status

5.8.1 The Backup Service is Running Normally

When the Backup Service is running, the following information will be displayed when the st at us
command option is executed:

e Running version of the service.

e |P and port that service is running on.
e System Statistics

e Operating System Information.

e Memory Information.

e Disk Array Information.



e Database Back up Statistics.
0 Last executed backup command and its status.
o Number of Metadata Database base files backed up.
o List of last 25 Metadata Files backed up with object name and date created.

Note: Information that is output to the console is also saved in the logs directory in a text
file named dbbackup. status. This file along with the log files should be included when
submitting customer support issues.

Figure 20: St at us Option Output for a Normal Running Backup Service

5.8.2 The Backup Service is Currently Stopped

When the Backup Service is not currently running, the following information will be displayed when
the st at us command option is executed:

e Running version of the service.
e |P and port that service is running on.

e Extract from DIVArchive Backup Service log files from last error/fatal error reported.



Figure 21: St at us Option Output for a Stopped Backup Service

+ Cammand Frampl

5.8.3 The Backup Service Failed to Start

If the Backup Service fails to start, executing dbbackup. bat with the st at us option will show why
the service failed to start. Below is a display of the status of a backup service that has failed to start.

Figure 22: St at us Option Output When the Backup Service Failed to Start



5.9 Failure Scenarios and Recovery Steps
Failure scenarios are categorized as two types:
e Non Failover Scenarios

e Failover Scenarios

5.9.1 Non Failover Scenarios

If the Main DIVArchive Manager machine is still fully operational and there has been no RAID Disk
failure, the DIVArchive System and its database can be restored and recovered from failure without
moving the DIVArchive Manager or Database to a Backup DIVArchive Manager machine.

Table 8: Non Failover Scenarios and Recovery Actions

Failure Scenario Possible Recovery Actions

Manager Crash e Restart Manager.
e Apply Cumulative Path and restart Manager.
e DIVArchive Upgrade.

Oracle Database Instance Failure e Restart Oracle Instance.

¢ Reinstall Oracle and restore Database from
backup.

Oracle Database Data File Corruption | Restore data file from Oracle backup.

Oracle Database Parameter File or Restore parameter file/control file from Oracle
Control File Corruption backup.

Oracle Online Redo Logs Corruption Restore the database using Oracle backup.

Oracle Archive Redo Logs Corruption | Shut down the database and perform full backup.

Replication (RSYNC) of RMAN DIVArchive Backup Service sends a Failure
Backup Files Failure Notification to Manager. Manager generates error
events and broadcasts messages to all connected
Control GUIs and records it in the event logs. The
Control GUIs display popup natifications indicating
the need for user action. The possible causes could
be network issues, the Remote Backup System is
unavailable, or the RSYNC Service is not running
on the Remote Backup System.




Failure Scenario Possible Recovery Actions

Replication (RSYNC) of Metadata DIVArchive Backup Service sends a Failure
Database Files Failure. Notification to Manager. Manager generates error
events and broadcasts messages to all connected
Control GUIs and records them in the event logs.
The Control GUIs display popup notifications
indicating the need for user action. The possible
causes could be network issues, the Remote
Backup System is unavailable, or the RSYNC
Service is not running on the Remote Backup
System.

5.9.2 Failover Scenarios

If the main DIVArchive Manager Machine has failed, is not operational, or there is a RAID Disk
failure, the DIVArchive Manager and Database must be restored and recovered on the Backup
DIVArchive Manager Machine to recover DIVArchive back to an operational state.

Table 9: Failover Scenarios and Recovery Actions

Failure Scenario Recovery Actions
Main DIVArchive Manager Machine o Failover to Backup DIVArchive Manager
Crash. Machine.

¢ Restore and recover the Oracle Database from
Oracle backups.

e Execute dbbackup. bat reconcil e to find out
if any Complex Objects are missing Metadata
Files.

e Start DIVArchive Manager.

RAID Disk Failure where Oracle Data e Failover to Backup DIVArchive Manager
Files are Stored. Machine.

e Restore and recover the Oracle Database from
Oracle backups.

e Execute dbbackup. bat reconcil e to find out
if any Complex Objects are missing Metadata
Files.

Start DIVArchive Manager.




Failure Scenario

RAID Disk Failure where Oracle
RMAN Backups are Stored.

Recovery Actions

Failover to Backup DIVArchive Manager
Machine.

Restore and recover the Oracle Database from
Oracle backups.

Execute dbbackup. bat reconcil e to find out
if any Complex Objects are missing Metadata
Files.

Start DIVArchive Manager.

RAID Disk Failure where Metadata
Database Files are Stored.

Failover to Backup DIVArchive Manager
Machine.

Restore and recover the Oracle Database from
Oracle backups.

Execute dbbackup. bat reconcil e to find out
if any Complex Objects are missing Metadata
Files.

Start DIVArchive Manager.




5.9.3 Failover Procedure

The following procedure is used to recover the DIVArchive System in the event of a failure. The first
diagram is a typical DIVArchive System configuration showing the connections between the different
modules; the second displays a failover case, and the third depicts a recovered, operational system.
The Main Manager and Backup System 1 are configured identically but the Backup Service,
Manager, and Oracle Database are not running until started (see the third diagram). The Backup
Service creates the backups on the Main Manager Machine and then pushes copies of them to the
Backup System 1, Backup System 2, and Backup System x (if applicable).

Figure 23: Typical DIVArchive System Configuration
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For this example, assume the Main Manager Machine crashed and is offline. The procedure outlined
below is the easiest and fastest way to get the system back online. Effectively switching the Original
Backup Manager to be the New Main Manager and the Original Main Manager will be the New
Backup Manager (swapping places) will result in the least amount of system down-time.

Figure 24: Main Manager Offline
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Restore the Oracle Database on the New Main Manager from the latest Oracle Database backup.
Execute the r est or e. bat script located in the DI VA_HOVE\ Pr ogr aml DBBackup\ r man\ bi n folder.

Syntax: restore <defdir> <sid> <srcdir> [-syspwd=<syspwd>] [-nocomp]

Table 10: r est or e. bat Command Definitions

Command Definition

sid Database Instance ID.

defdir The default directory where the backup files are
normally stored on local server.

srcdir The directory containing the backup files to
use as a source for restore. These files may be
backup files coming from another server, or
you can use the same directory as <def di r > if
you want to restore from the local backup.
When the two directories are different, the
contents of <def di r > will be erased and
replaced by a copy of the files from <sr cdi r >,
and then the restore will take place.

syspwd The database system user's password. When
not specified, <si d> will be used instead.
Note: Current RMAN versions seem to
ignore this value.

- hoconp Do not recompress backup files after restore.

Examples:

e Local restore:
restore "H: \oraback\lib5" LIB5 "H \oraback\li b5"

e Failover from Managerl to Manager2, the command is executed on Manager2:
restore "H \oraback\lib5" LIB5 "H:\oraback\ngr1\lib5"

Caution: Do not forget the double-quotes around the paths.



On the New Main Manager, adjust the Manager Configuration File and Backup Service
Configuration File to point to the Oracle Database that has just been restored (Step 1 above)

Update the parameters DB BACKUP_REMOTE_DESTI NATI ONS and
FBM_BACKUP_REMOTE_DESTI NATI ONS in the Backup Service Configuration File adding the Backup
System 2 as a Remote Backup System on New Main Manager System.

DB BACKUP_REMOTE_DESTI NATI ONS=r sync: / / Backup_Syst em x_| P_Addr ess/ Modul eNam
e/ O acl eBackupFol der Nane

FBM BACKUP_REMOTE_DESTI NATI ONS=r sync: // Backup_System x_| P_Addr ess/ Mbdul eNa
nme/ Met aFol der Nane

Note: Be sure to repeat this step for all Backup System x machines.

Update the Metadata Database Location to the location where the Metadata Database Files were
backed up on New Main Manager System (Original Backup System 1). This must be performed
under the Manager Panel in the Control GUI on the New Main Manager Machine.

Run the Backup Service r econci | e command on New Main Manager System.
dbbackup reconcile

This command will list all of the Complex Objects that are missing the Metadata File in the Metadata
Database.

If a Complex Object is missing the Metadata File, it must be restored from the Original Main Manager
or Backup System 2. Without the Metadata File, the Complex Object is no longer usable.

Start the Manager and Backup Service on the New Main Manager. Refer to Figure 10 for more
details.

Once the Old Main Manager System is restored and recovered from its crash and is up and running,
it will be converted to the New Backup System x with no down time. Refer to Figure 11 for more
details.

Update the DB _BACKUP_REMOTE _DESTI NATIONS and FBM BACKUP_REMOTE_DESTI NATI ONS
parameters in the Backup Service Configuration File on New Main Manager System by adding the
New Backup System x (Original Main Manager) as the additional Remote Backup Location. Note:
Be sure to repeat this step for all Backup System x machines.

Restart the Backup Service on the New Main Manager for changes to take effect.

Copy the existing Oracle Backups and Metadata Files from the Backup System 2 (or New Main
Manager) to the New Backup System x in the background.



Figure 25: System Configuration after Failover Recovery Procedure
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6 Troubleshooting

6.1 Metadata Backup Failure Scenarios
The following tables describe:
e Typical DIVArchive Configuration.

e Different possible failure scenarios with resolutions.

Table 11: Typical DIVArchive Backup Configuration

Backup Type Frequency

Metadata Database Network Transfer

to Remote Backup Systems Every 15 Minutes

Number of Remote Backup Systems |4







Scenario

Detection Method

Table 12: Failure Scenarios, Causes and Resolutions

Cause

Description

Recovery

Metadata
Database
Storage
Disk
Failure

Complex Object
Request fails with
error:

Internal error:
net adat a dat abase
error.

Metadata Database
Backup Failure
notification is shown
on the Control GUI
and the Backup
Failure Events are
logged in the
Manager Events.

1) RAID
controller
failure.

2) Power Surge.

3) External
Process Error.

4) Volume
reconstruction
error if RAID
was previously
rebuilt.

Even though we recommend
storing the Metadata Database
on a RAID Disk, Disk Failure
Scenarios cannot be totally
eradicated, and the unlikely
chance of Disk Failure still exist.

Disk Failure on Main
Manager:

No more Complex Objects can
be archived in to DIVArchive
System. Only delete requests
are possible on existing
Complex Objects. DIVArchive is
operational to archive Non
Complex Objects.

New Metadata Files created for
Complex Objects archived since
the last successful backup, up
until the disk crash are not
available immediately, but can
be recovered from the AXF file.

Disk Failure on one of the
Backup Systems:

Metadata Database files created
by a new archive request since
the Disk Failure are backed up
only to one Backup System.

Disk Failure on Main Manager:

Stop Manager and the Backup Service.
Replace the failed disk.

Go to the Manager Setting Tab in the
Configuration Utility and make sure the
Metadata Database Location is pointing
to the replaced disk.

Start Manager and the Backup
Service.

Copy all the Metadata Files from a
Backup System to the Metadata
Database Location on the replaced disk.

Use the Backup Service reconci | e
command to confirm no Complex
Objects are lost.

Metadata Files of Complex Objects
archived since the last successful
backup and before the disk crash are
not immediately available but they are
recoverable from the AXF file.
Recovery from AXF files is not
supported in DIVArchive version 7.4;
please contact Oracle Support.




Scenario Detection Method Cause Description Recovery

Metadata Disk Failure on one of the Backup

Database Systems:

[S)'Folr(age The system can be operational if the backups

FIS'I made to the other Backup System were
aidre successful.

(continued)

Replace failed disk.

Copy all Metadata Files from the
second Backup System/Main Manager
System to the Metadata Database
location on the replaced disk.




Scenario

Metadata
Database
File
Corruption

Detection Method

Complex Object
Request fails with
error:

Internal error:
net adat a dat abase
error:

Message: Met adat a
file read error.

Cause

External
Process
Error.

File
modified

manually by
mistake.

Description

Metadata File modified by any
external source other than
DIVArchive after it is backed up
won't affect its backup copies in
the Backup Systems.

Metadata File corruption will
result in no operations/requests
being possible except Delete
Object on the Complex Object
whose Metadata File is
corrupted until is it restored.

If the corruption occurred after the metadata
file is backed up, the metadata file can be
restored from one of the backups servers.

1)

2)

3)

4)

5)

Recovery

Use the tool Fi ndMet adat aFi | e. bat in

the
DI VA_HOVE/ prograns/utilities/bin

folder on the Main Manager System.

This tool prints out the location of the
Metadata File with its filename inside
the Metadata Location and takes the
database connection parameters and
Complex Object Name and Category as
parameters.

Locate the file with the filename and
path printed in step 2 in the Metadata
Database Backup Location on one of
the Backup Servers.

Replace the Metadata File on the Main
Manager System Metadata Database
Location with the copy from the Backup
Server.

If the corruption occurred before the
Metadata File was backed up, the
Metadata File is not immediately
available but it is recoverable from the
AXF file. Recovery from AXF files is
not supported in DIVArchive version
7.4; please contact Oracle Support.




Scenario

Metadata
Database
File lost or
manually
deleted.

Detection Method

Complex Object
Request fails with
error:

Internal error:
net adat a dat abase
error:

Message: get: Error

openi ng net adat a

for

obj ect nane/ cat egory
db error=Error

file not found.

Cause

External
Process
Error.

File deleted
manually by
mistake.

Description

Metadata deleted by any
external source other than
DIVArchive after it is
successfully backed up won't
affect its backup copies on the
Backup Systems.

Metadata File corruption will
result in no operations/request
being possible except Delete
Object on the Complex Object
whose Metadata File is
corrupted until is it restored.

Recovery

If the file is lost after the Metadata File is
backed up, the Metadata File can be restored
from one of the Backup Servers.

Use the tool Fi ndMet adat aFi | e. bat
in the
DI VA_HOVE/ prograns/utilities/bin
folder on the Main Manager System.

This tool prints out the location of the
Metadata File with its filename inside
the Metadata Database Location taking
the database connection parameters
and Complex Object Name and
Category as parameters.

Locate the file with flename and path
printed in step 2 in Metadata Database
Backup Location on one of the Backup
Servers.

Replace the Metadata File on the Main
Manager System Metadata Database
Location with the copy from Backup
Server.

If the file is lost before the Metadata
File was backed up, the Metadata File is
not immediately available but can be
recovered from the AXF file. Recovery
from AXF files is not supported in
DIVArchive version 7.4; please
contact Oracle Support.




Scenario Detection Method Cause Description Recovery

Metadata Metadata Database 1) Network Failure to back up the Metadata | Network Error: Resolve the network error.

Database Baqkup Fallyre Error. Database to all Backup Systems Backup System Offline: Start Backup

Backup to | Notification is shown means that all of the Complex

2) Backup . ) . systems.

all Backup | on the Control GUI Systems Objects archived after this _

Systems and the Backup offline failure are not backed up. This | RSYNC offline: Restart RSYNC Daemon.

failed. Failure .Events are 3) RSYNC fallqre must t_)e resolved at the Backup Service Crash: Restart the Backup

logged in the ) earliest possible time because | gepvice and collect logs for investigation.
Manager Events. Daemon the DIVArchive System is at risk .
offline. of data loss. Once the problem is resolved, all of the
Backup Systems are synced automatically,
4) gzgzgg backing up missing metadata files.
crashed. There is no data recovery required for this

scenario.

Metadata Metadata Database 1) Network The Metadata Database is not Network Error: Resolve the network error.

Database Bac_k_up _Fall_ure Error. backed up to one of_ the Backup Backup System Offline: Start the Backup

Backup to | Notification is shown 2) Backup Systems but is continued to be system

one of the | on the Control GUI System backed up to the other Backup ' .

Backup and the Backup offline System successfully. Once the problem is resolved the Backup

Systems Failure Events are ' Systems are synced automatically, backing

failed. logged in the up missing Metadata Files.

Manager Events.

There is no data recovery required for this
scenario.




6.2

6.3

DIVArchive Manager will not start.

Resolution: When Manager starts it will check the following parameters and if any
combination of these parameters is incorrect, Manager will not start. Check the
following parameters to make sure they are set correctly:

o Enable Metadata Database parameter.
e The Metadata Database Path must be a valid path and not empty.

The DIVArchive Backup Service will not start.

Resolution: If the DIVArchive Backup Service is configured incorrectly, it was
designed to terminate the execution immediately after attempting to start. Such
behavior can be caused by the following reasons:

e The configuration file is missing.

e The database connection information was incorrectly entered or the database is
not running.

e The BACKUP_SERVI CE_ VANAGE METADATA BACKUPS parameter is set to Y
(Yes/enabled) in the Configuration File but not enabled under the Manager
Settings in the Configuration Utility.

e The BACKUP_SERVI CE_MVANAGE METADATA BACKUPS parameter is set to Y
(Yes/enabled) in the Configuration File but the Metadata Database location is not
set, or set to an invalid directory under the Manager Settings in the Configuration
Utility.

e The BACKUP_SERVI CE_ MANAGE METADATA BACKUPS parameter is set to Y
(Yes/enabled) in the Configuration File and the Metadata Database Backup is
enabled under the Manager Settings in the Configuration Utility, but the Metadata
Database location is not set, or set to an invalid directory.

e BACKUP_SERVI CE_ MANAGE DATABASE BACKUPS and
BACKUP_SERVI CE_ MANAGE_METADATA BACKUPS parameters are setto N
(No/disabled) in the Configuration File. Refer to Section 0 for more details.

e RMANRecover W ndow. bat is not in the bin folder for the Backup Service.



7 Frequently Asked Questions

7.1

7.2

7.3

7.4

7.5

How do | check the status of the DIVArchive Backup Service?

Answer: Check the DIVArchive Backup Service status using the following command
from the Windows Command Line interface:

dbbackup st at us

Refer to Table 5: dbbackup.bat Command Line Options and Table O for
information on usage of the st at us command option.

How do | Failover to a Backup System when my Main Manager System has
crashed?

Answer: Refer to Section 5.9.3 for complete procedure.

How do | recover when the Metadata File of a Complex Object is corrupted in
the Main Manager System?

Answer: The DIVArchive Backup Service backs up the Metadata Database file by file.
Once the file is backed up to the Backup Systems, any corruption to, or
modifications of, the Metadata Files are not propagated to the Backup
Systems.

If a Complex Object Metadata File is corrupted, restore the Metadata File
from one of the Backup Systems.

In the unlikely event of disk corruption due to hardware failure occurring
before the Backup Service has backed up the Metadata files, the non-backed
up Metadata files can only be restored from a Tape/Disk. The feature to
restore Metadata Files from Tape/Disk is not available in DIVArchive 7.4
and will be available in future releases.

How do | recover when the Metadata File of a Complex Object is corrupted in
the Backup Manager System?

Answer: It is recommended to always make backup copies to two separate Backup
Systems to handle these scenarios. Restore the Metadata File from the
Secondary Backup or Main Manager System.

When a Metadata File is manually deleted from Main Manager System, is it also
deleted from all Backup Systems?

Answer: No. Manually deleted Metadata Files are not propagated to the Backup
Systems.



7.6 How do I recover when the Metadata File of a Complex Object is manually
deleted in Main Manager System?

Answer: Execute the dbbackup. bat reconci | e command to find out which Complex
Object is missing the Metadata File. Restore the Metadata File from one of
the Backup Systems.

7.7 How do | recover when the Metadata File of a Complex Object is lost on the
Main System and all Backup Systems?

Answer: Metadata Files can be restored from Tape/Disk. The feature to restore
Metadata from Tape/Disk is not available in DIVArchive 7.4 and will be
available in future releases.

7.8 How do I recover when the Backup Disk crashes or gets corrupted on the Main
Manager System?

Answer: Disk crashes or corruption requires a failover to the Backup Manager. Refer
to Section 5.9.3 for more details.

7.9 How do I configure a Full Backup to start on a Backup Service start-up?

Answer: The DIVArchive Backup Service will automatically determine if a full backup
is required on start. There is no configuration required.

7.10 How do | locate the Metadata of a Complex Object inside Metadata Database?

Answer: Please contact Oracle Support.

7.11 How does the Metadata Database maintain its Recovery Window when a
Complex Object is deleted?

Answer: Refer to 5.9 for information.

7.12 How do | turn off Backup Service Notifications on the GUI?

Answer: Notification can be turned off by setting the Database Backup
Notification parameter to D sabl e under the Manager Panel of
Configuration Utility.

7.13 Can the DIVArchive Manager and Oracle Database be installed on separate
servers?

Answer: No, the DIVArchive Backup Service doesn’t support Manager and Oracle
installations on separate servers in DIVArchive 7.4.



7.14 Does the Recovery Window apply to both Oracle Backups and Metadata
Backups?

Answer: Yes.

7.15 How do | estimate the size for the Metadata Database location?
Answer: Refer to Section 5.2 for information on Metadata Database Sizing.

7.16 Where do | configure the Metadata Database location?

Answer: The Metadata Database location is configured by setting the value of the
Conpl ex Obj ects Metadata Locati on parameter in the Manager Setting
Panel in Configuration Utility.

7.17 What information is stored in this metadata database (MDB)?

Answer: All the file details such as filenames, folder names, their location, size,
checksum, etc.

7.18 Is this information irreplaceable/mission-critical?

Answer: Itis always recommended to have at least 2 backup copies of the Metadata
Database. Please use the DIVArchive Backup Service to back up the
Metadata Database. In a worst case scenario, use the Oracle Archive
eXchange Format (AXF) Explorer to recover the object from tape if the
Metadata Database file of a particular object is lost.

7.19 Why is this information not being stored in the existing Oracle database?

Answer: The amount of Metadata information is huge as Complex Objects are now
supported up to 1 million files. Currently, the Oracle Standard Edition One
is in use, which does not have any scalability features to support Complex
Object workflows.

7.20 What are the space requirements for this database/data? Do they depend on
the quantity of objects, the complexity of those objects, or something else?

Answer: Refer to Section 5.2 for information on Metadata Database Sizing.

7.21 What becomes of a customer with, for example, 1M objects, each with 100K
files?

Answer: Our Metadata Database is very scalable and should be able to handle this
with no issues.



7.22 What are the consequences of this database being inoperable, corrupt, or
missing; data loss, performance loss, or something else?

Answer: Inoperable — No Complex Object Requests could be processed.
Corrupt — Restore from one of the backup copies.
Missing - Restore from one of the backup copies.

7.23 What are the consequences of this database running out of available storage
space; data loss, performance loss, or something else?

Answer: No Complex Object Requests could be processed.

7.24 What tools exist for testing/verifying the integrity of this database; are they
automatic and/or can they be invoked manually?

Answer: Currently there are no tools that exist to check the integrity; please contact
support if you need one.

7.25 What tools exist for backing up this database; are they automatic and/or can
they be invoked manually?

Answer: Please always use the Backup Manager Service to back up the Metadata
Database.

7.26 What tools exist for recovering this database in the event of loss/corruption,
what is the procedure to execute recovery and is any of the recovery
automatic?

Answer: Refer to
Failure Scenarios and Recovery Steps for recovery procedures.

7.27 Is the storage location of the “live” database performance-critical or space-
critical?

Answer: Yes it is both space and performance critical. Refer to DIVArchive Oracle
Database Installation and Configuration for installation and configuration
instructions.

7.28 Can the location of the backups of this database be configured?
Answer: Yes it is both space and performance critical.



APPENDIX

Al

DIVArchive Backup Service Windows Configuration File

U

# DI VArchive Backup Service Configuration file
U

#

# Synt ax:

#

# [ SET | set ] property_nane=property_val ue

f If the first word is "SET", it is ignored but the rest of the

ine is read.

# Every space is significant. Do not put extra spaces before or
after property

# names or val ues.
#

# Lines beginning with "#" or that do not contain an equal sign are
i gnor ed.

#******************************************************************

kkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikk k%

# DI VArchi ve Backup Basic Settings

#******************************************************************

kkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikhkikk k%

#**************************************I NP(R'I’A’\I‘I’*******************

kkhkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhk*k

# Pl ease use Dl VArchive database installation package for
installing Oacle.

# Pl ease use DI VArchive Prerequisites package for installing
CYGW N.

# Please use / instead of \ for directory location path val ues
t hroughout this configuration file

#******************************************************************

kkhkkhkkhkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikhkikhkikhk*

# W NDOAS SPECI FI C OPTI ON
# DI VArchi ve Backup service nane

# This variable can be used to specify the nane of the w ndows
servi ce.

# If this variable is used, the service name will be "Dl VArchi ve
Backup - <SERVI CE_NAME>".



# Default: If this variable is not used, the service nane wll be
"Dl VAr chi ve Backup".

# Default port is 9300.

#SERVI CE_NAME=
# DI VArchi ve Backup service port

# This will be the port nunber on which Backup service will be
listening.

# Default port is 9300.

SERVI CE_PORT=9300

BHEHBHHHHBHBHBHBHBH A B B A A R A R R H
BHEHHHHBHBHAH

# MANAGER: Paraneters for DI VArchi ve Manager

BHEHBHHBHBHBHBHBHBH R H BB H BB R R R R R R R R H
BHEHHHHBHBHAH

# The ip address and port of DI VArchive Manager

# Address default is "local host". Port valid range is 1..65535.
Default is 9000.

DI VAMANAGER _HOST=I ocal host
DI VAMANAGER PORT=9000

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R R R R H
BHEHHHHBHBHBHBHBH R R HBHBHBH BB HEH

# Connection paraneters for the database - Use sane Dat abase and
user DI VArchi ve Manager is connected

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R H
BHEHHHHBHBHBHBHBH R HBHBHBH B BRI H

# NB! For the follow ng "Database" paraneters no defaults will be
assumned!

DI VAMANAGER DBHOST=I ocal host
DI VAMANACGER DBPORT=1521
DI VAMANACER DBUSER=di va



#Dat abase | nstance identifiers DI VAMANAGER DBSERVI CENAME &
DI VAMANAGER DBSI D nmust be set.

DI VAVANAGER _DBSERVI CENAME=I! i b5. wor | d
DI VAMANACER_DBSI D=l i b5

BHEHBHHHHBHBHBHBHBH A A B A A R B R R H
BHEHHHHHHBHBHBHBH BB HBH B H B R

# BACKUP SERVI CES

BHEHBHHBHBHBHBHBHBH R H BB BB R R R R R R R R H
BHEHHHHBHBHBHBHBH R R H BB HBH BB HEH

#Thi s paranmeter is used enabl e/ di sabl e Oracl e database backups to
be managed by Backup Service. If set to 'N Backup Service

# won't backup Oracl e database. Default is 'Y .
BACKUP_SERVI CE_ MANAGE _DATABASE BACKUPS=Y

# This paraneter is used enabl e/ di sabl e Met adat a dat abase backups
to be managed by Backup Service. If set to 'N Backup Service

# won't backup Metadata database. Default is 'N.
#

# If this paraneter is set to 'Y and netedata database path is not
configured or invalid and Metadata database is not enabl ed under

# Manager setting panle on Control GJ, Backup Service will fail to
start.

BACKUP_SERVI CE_MANAGE_METADATA BACKUPS=N

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R H
BHEHHHHBHBHAH

# Backup Scripts & Cygwi n | ocation
# Pl ease use / instead of \ for directory |ocation path val ues

BHEHBHHHHBHBHBHBH B H A A B R A R B R H
BHEHHHHBHBHAH

# Dat abase Backup Script Location, The scripts are normally
i nstall ed at <DI VArchi ve_HOVE>/ pr ogr ans/ DBBackup/ r man/ bi n duri ng

# DIVArchive Installtion. Default is ../rman/bin

# If relative path is used, the start point nust be from
<Dl VAr chi ve_HQOVE>/ pr ogr ans/ DBBackup/ bi n.

SCRI PT_FI LES_DI RECTORY=. . / r man/ bi n



#cygwin installation location, Default is C/cygw n/bin
#Pl ease use DI VArchi ve Prerequisites package for installing CYGAN N.
CYGW N_BI N_DI RECTORY=C: / cygwi n/ bi n

BHEHBHHBHBHBHBHBHBH R H BB H BB R R R R R R R R H
BHEHHHHBHBHAH

# Dat abase Backup Confi guration
# Pl ease use / instead of \ for directory |ocation path val ues

BHEHBHHHHBHBHBHBH B H B B B R B R A B R H
BHEHHHHBHBHAH

# Dat abase backup Local destination. Default is H/oraback/lib5
DB_BACKUP_LOCATI ON=H: / or aback/ | i b5

#H##H AR A H#E RSYNC SERVI CE | NSTALLATI ON & MODULE CONFI GURATI ON
BHEHHHHBHBHBHBHBH BB R R R R R R

# Prerequisite - Please read Fully

Hoeo o e e e e e mmmeeaaa

# 1) Main Manager & all Renote backup systens nust install
CYGW N, RSYNC Servi ce and RSYNC nodul e confi gured.

#

# 2) DI VArchive Backup service uses the RSYNC nodul e in CYGN N,
so CYGA N installation is mandatory before installati on RSYNC
servi ce.

# 3) Please use D VArchive Prerequisites package, DI VArchive
Prerequi sites package takes care of installing CYGANN and RSYNC
service

# follow steps 2 to 4 on "RSYNC Service Installation &
Modul e Configuration" below to add a new RSYNC nodul e.

#

# 4) |If DIVArchive Prerequi sites package is not used, Please
Install CYGAN' N and make sure RSYNC package is is also installed
during CYGA N

# Installation and follow steps 1 to 4 on "RSYNC Service
Installation & Modul e Configuration"” bel ow

# RSYNC Service Installation & Mdul e Configuration

# This configuration is nandatory for all Miin Manager & Renote
backup systens.



#

# 1) Run the following command to install RSYNC service if it is
not already installed.
# <CYGWN N_HOVE>\ bi n\ cygrunsrv -1 rsyncd -d "RSYNC Daenon"

--path /usr/bin/rsync --args '--config=/etc/rsyncd. conf --no-detach
--daenon --quiet' -e CYGN N='bi nnode tty nontsec'

2) Open <CYGW N_HOVE>\ et c\rsyncd. conf
3) To add a new nodul e add the follow ng to rsyncd. conf
[ Modul e Nane]
path = <cygwi n style path>
comment = <Description>

#
#
#
#
#
#
# Exanpl e:

# [ ORACLE_BACKUP]

# path = /cygdrive/ h/ oraback
# comment = Oracl e backups

#

4) Start RSYNC service from Wndows service nmanager or execute
<CYGW N_HOVE>\ bi n\ cygrunsrv -S rsyncd

BHEHBHHHHBHBHBHBH B H A B B A A R A B R H
BHEHHHHHHBHBHBHBH B H A B R R A R R H
##

# Dat abase renote backup destination, no defaults will be assuned.
#

# Al renpte destination nmust be rsync service nodul e nane foll owed
by Fol der nane. Backups mnmust not be copied to RSYNC nodul e root.

# Miltiple destinations can be used, delinited by conma. Default is
rsync:// manager 2/ oraback/ ngr 1, rsync:// act or 3/ oraback/ ngrl

#

# Syntax : rsync://<Backup System i paddress or
host nane>/ RSYNC _nodul enane/ Fol der Nane

#
#Exanple : rsync://172.16. 3. 203/ ORACLE_BACKUP/ Jan_2011/

#Exanpl e :
rsync://172. 16. 3. 203/ ORACLE_BACKUP/ Jan_2011/,rsync://172.16. 3. 204/ O
RACLE_BACKUP/ Jan_2011/

DB BACKUP_REMOTE_DESTI NATI ONS=r sync: / / manager 2/ or aback/ mgr 1, rsync: /
[ act or 3/ or aback/ ngr 1



HHHHHHHH R AR AHH FULL DATABASE BACKUP SETTI NGS
BHEHBHHBHBHBHBHBHBH R BH B R R R R R R H

# Start up tine for full database backup.

# FULL_BACKUP_START HOUR 24 = Hour to start full database backup,
valid range is 0 TO 23 , default value is 0 for midnight.

# FULL_BACKUP_START M NUTE = Mnute to start full database backup,
Valid range is 0 TO 59, default value is O.

# FULL_BACKUP_FREQUENCY_HOURS = Frequency to run full database
backup in hours, default is 24 hours.

#Exanpl e:

# To set full backup frequency to every 6 hours.
# FULL_BACKUP_FREQUENCY_HOURS=6

# To set full backup frequency to every 1 day and 5 hours.
# FULL_BACKUP_FREQUENCY_HOURS=29

BHEHBHHBHBHBHBHBHBH R H BB H BB R R R R R R R R H
BHAHHHHHHBHBHBHBHBH B BB R

FULL_BACKUP_START_HOUR 24=0
FULL_BACKUP_START M NUTE=0
FULL_BACKUP_FREQUENCY HOURS=24

HHH#HH R R AR DB | NCREMENTAL BACKUP SETTI NGS
BHEHHHHBHBHBHBHBH B R BH B R R R R R R

# Increnental database backups have no startup tine and are started
as soon as backup service starts.

# | NCREMENTAL_FREQUENCY_M NUTES = Frequency to run increnental
dat abase backups in mnutes, default is 15 minutes.

#Exanpl e:
#To set increnental backup frequency to every 15 m nutes.
#1 NCREMENTAL _FREQUENCY_M NUTES=15

BHEHBHHHHBHBHBHBH B H A B B A A R A B R H
BHEHBHHHHBHBHBHBHBH BB A B H R

I NCREMENTAL_FREQUENCY_M NUTES=15



HEHHHAHHHHBHHHARHHH AR HHHBH#HH#A#S Fi | e Based Met adata Backup
Conf i gur at i on #####HHAHHHHHHHHBHHHABHHHARHHHBHHHBRHHHAHHH B

# FBM BACKUP_REMOTE _DESTI NATI ONS: FBM renot e backup desti nati on.
Al'l renote destination nust be rsync service nodul e nane

# fol |l owed by Fol der
nane. Backups nust not be copied to RSYNC nodul e root.

# Mul tipl e destinations
can be used, delimted by commu.

# Default is

rsync:// manager 2/ or aback/ fbm rsync://act or 3/ or aback/ f bm

# Synt ax

rsync://<Backup System i paddress or
host nane>/ RSYNC nodul enane/ Fol der Nane

#

# FBM FREQUENCY_ M NUTES = Frequency to run FBM backup in m nutes,
default is 15.

#

# Exanpl e:

# To set FBM backup frequency to every 15 m nutes.

# FBM_FREQUENCY_M NUTES=15

#

# To set FBM backup frequency to every 3 hours and 15 ni nutes.

# FBM_FREQUENCY_M NUTES=195

#

# Notes: Metadata database Must be enabl ed and Met adat a dat abase

| ocation nmust be configured from Configuration Uility.

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R H
BHEHFHHHHBHBHBHBHBH A H B R A B B R

FBM_BACKUP_REMOTE_DESTI NATI ONS=r sync: / / manager 2/ or aback/ f bm rsync:/
[ act or 3/ or aback/ f bm

FBM_FREQUENCY M NUTES=15

HHHHHHBHHRHH BB B R R ##H Recovery W NDOW & CLEANUP OBSOLETE
BACKUP CONFI GURATI ON ####HHBHHHHHHHHHHBHHBHHBHHBHHBHHRHH

#
#

# DB_FBM RECOVERY_ W NDOW DAYS = Dat abase and FBM recovery W ndow.
Thi s paraneter defined how days of oracle & FBM backup mnust be
r et ai ned.



# Val ue nmust be > 0,
Default is 10.

#
# Start up tine for backup cl eanup.

# CLEANUP_START HOUR 24 = Hour to start backup cleanup, valid range
is 0 TO23 , default value is 2 in the norning.

# CLEANUP_START_M NUTE = M nute to start backup cl eanup, Valid
range is 0 TO 59, default value is O.

#

# O eanup Frequency configures how frequently we want backup
manager to check for old backups taken beyond the recovery w ndow
and del ete them

# CLEANUP_FREQUENCY_HOURS = Frequency to run backup cl eanup,
default is 24.

#Exanpl e:

# To set backup cl eanup frequency to every 6 hours.

# CLEANUP_FREQUENCY_HOURS=6

#

# To set full cleanup frequency to every 1 day and 5 hours.

# CLEANUP_FREQUENCY HOURS=29

BHEHBHHHHBHBHBHBH B H A B B A A R A B R H
BHEHHHHHHBHBHBHBH B R A B R A B R

DB_FBM RECOVERY_ W NDOW DAYS = 10

CLEANUP_START_HOUR 24=2
CLEANUP_START_M NUTE=00

CLEANUP_FREQUENCY_HOURS=24

BHEHHHHHHBHBHBHBHBH R RS SERVER DI SK STORAGE
MONI TORI NG ###HAHBHHHHHHBHBHAHBHBHHHHHHBHBHBH BB AH BB H

# MONI TORED DRI VES = User can nentione wi ndows partion drives they
want Backup service to nonitior. Default is C & H

# DI SK_M N_SPACE_THRESHOLD PERCENT = Notification Threshold
Percent age of avail abl e space of each drive accessible by server

# DEFAULT VALUE |S 5 PERCENT



# |If available space on nedia is is reached warning notifications

will be sent out. |[|f available space is 20 percent bel ow the
t hreshol d
# an Error nessage will be sent out.

BHEHBHHHHBHBHBHBHBH B B A A R R H B R R H
BHEHHHHHHBHBHBHBH BB A B H B A A H R R A R

MONI TORED DRI VES=C; , H;
DI SK_M N_SPACE_THRESHOLD PERCENT=5

#******************************************************************

* %

# DI VArchi ve Backup Service Loggi ng

#******************************************************************

* %

# Level s can be: DEBUG |NFO WARN, ERROR, FATAL
# The default value is | NFO

LOGGE NG_ROOT_LEVEL=I NFO

LOGGE NG_TRACE_LEVEL=I NFO

LOGA NG_SERVI CE_LEVEL=Il NFO

# File size should be specified using the convention: #KB| MB
# The default value is 10MB.
LOGGE NG_MAXFI LESI ZE=10MB

# Al files (trace, service and .zip) older than this will be
removed

# hours
# The default value is 50.
LOGA NG LI FETI ME=50

BHEHBHHHHBHBHBHBHBH B B A A R R H B R R H
BHEHHHHBHBHAH

# DI VArchi ve Backup Service Options

#

# The foll ow ng service paraneters should not be changed w t hout
# the consent of FPD Support.

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R H
BHEHHHHBHBHAH

# Level can be: DEBUG |NFQ STATUS, ERROR, NONE
# To include thread dunps, set to DEBUG or | NFQ default)



wr apper.logfile.loglevel =I NFO

# The maxi mum size to allow Wapper log files to reach before

# rolling. File size should be specified using the conventi on:
#K| m

wr apper. |l ogfil e. maxsi ze=1m

# Mode in which the service is installed. AUTO START starts the

# service automatically when the systemis rebooted. DEVMAND START
# which requires that the service be started nmanually.

wr apper . ntservice. starttype=AUTO _START

# Tinme without CPU before JVMw || issue warning and extend ti neout
# (in sec). Tineout will be extended by a few seconds at | east
once

# before the service shuts down.

#wr apper. cpu. ti nmeout =30

# Nunber of seconds to allow between the tine that the Wapper

# |l aunches the JVM process and the tine that the JVM side of the
# W apper responds that the application has started.

wr apper . startup.ti meout =60

# Nunber of seconds to allow between the w apper pinging the JVM
# and the response
wr apper . pi ng. ti neout =60

# Nunber of seconds to allow between the tine that the Wapper asks
# the JVMto shutdown and the tine that the JVM side of the Wapper
# responds that it is stopping.

wr apper . shut down. ti neout =60

# Java Library Path (Add location of OCl driver ex: ocijdbcll.dll
i f using D VAVANAGER_TNSNAME.

# Ex: wapper.java.library. path=.; C \app\oracl e\product\11.1.0)
wr apper.java.library. pat h=.



# License Key for Java Service Wapper

#encodi ng=UTF- 8

wr apper. license.type=DEV

wr apper . |icense. i d=201603080000006

wr apper.license.licensee=Oracle Anerica, Inc.

wr apper . |license. group=0Oracl e DI VArchi ve

wr apper . | i cense. dev_appl i cati on=DI VAr chi ve Dat abase Backup Service
wr apper . license. features=pro, 64bit

wr apper . | i cense. upgrade_t erm begi n_dat e=2013-01- 18
wr apper. |license. upgrade_term end_dat e=2017-01- 18
wr apper. license. key. 1=64c2- 004c- 65c3- d82c

wr apper. license. key. 2=b684- 4d62-f d87-c7b3

wr apper. license. key. 3=6029- 7f ef - 53c4- 535b

wr apper. |license. key. 4=0117- 6de0- 03b2- 4d0f

BHEHBHHBHBHBHBHBHBH R H BB BB R R R R R R R R H
CRI Tl CAL | NFORVATI ON
BHEHBHHHHBHBHBHBHBH A A B A A R B R R H
BHAHBHHHHHHBHBHBHA

# PLEASE DO NOT MODI FY ANY OF THE BELOW PARAMETERS.

BHEHBHHHHBHBHBHBH B H A A B A A B R R H
BHEHBHHHHBHBHBHBHBH B B A A R R H B R R H
BHEHHHHBEHBHBHBHBHBH R HBH B R

FULL_BACKUP_COMVAND=%SCRI PT_FI LES_DI RECTORY% ul | _backup

oDl VAVANAGER DBSI D% %DB_BACKUP_LOCATI ON% -

syspwd=%Dl VAVANAGER DB_SYS_ PASSWORDY@®! VAVANAGER DBHOST% %Dl VAMANA
GER_DBPORT% %Dl VAVANAGER DBSERVI CENAVE%

| NCREMENTAL_ COMWAND=%SCRI PT_FI LES_DI RECTORY%ar ch_backup

%0l VAVANAGER _DBSI D% %B_BACKUP_LOCATI ON% -

syspwd=%0 VAMANAGER_DB_SYS_ PASSWORDY@®I VAMANAGER DBHOST% %I VAVANA
GER_DBPORT% %0l VAMANAGER _DBSERVI CENAME% r sync --del ete -av --
include *.gz --include *.nmd5 --exclude=*.gz* --exclude=*. nd5* --
excl ude=*. BCK --excl ude FAI LED %OB_BACKUP_LOCATI ON%
%OB_BACKUP_REMOTE_DESTI NATI ONS%

CLEANUP_COWMAND=%SCRI PT_FI LES_DI RECTORY%del et e_backup_obsol et e

oDl VAVANAGER DBSI D% %DB_BACKUP_LOCATI ON% -

syspwd=%Dl VAVANAGER DB_SYS_ PASSWORDY@®! VAVANAGER DBHOST% %Dl VAMANA
GER_DBPORT% %Dl VAVANAGER DBSERVI CENANEY -

keep=%DB_FBM RECOVERY_ W NDOW DAYS%

BHEHBHHBHBHBHBHBHBH R R H BB H BB R R R R R R R H
BHEHHHHBHBHBHBHBHBH R R H BB H BB R R R R R R R H
BHEHBHHHHBHBHBHBHBH BB A BB R



A2 DIVArchive Backup Service Linux Configuration File

s

# DI VArchi ve Backup Service Configuration file
s

#

# Synt ax:

#

# [ SET | set ]property_nane=property_ val ue

# Ig the first word is "SET", it is ignhored but the rest of the line is
read.

# Every space is significant. Do not put extra spaces before or after
property

# nanmes or val ues.

#

# Lines beginning with "#" or that do not contain an equal sign are
i gnor ed.

#*********************************************************************

kkhkkhkkhkkhkkhkhkkhkhkkhkhkkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkikhkikhk*k

# DI VArchi ve Backup Basic Settings

#*********************************************************************

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*k

#**************************************I NPWANT**********************

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkk*k

# Please use DI VArchive database installation package for installing
O acl e.

#*********************************************************************

kkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikkk*

# DI VArchi ve Backup service nane
# This variable can be used to specify the nane of the service.

# 1f this variable is used, the service name will be "Dl VArchive Backup
- this variable".

# Default: If this variable is not used, the service nane wll be
"Dl VAr chi ve Backup".

#SERVI CE_NAVE=

# DI VArchi ve Backup service port
# This will be the port nunber on which Backup service will be |istening.
# Default port is 9300.



SERVI CE_PORT=9300

BHEHBHHBHBHBHBHBH BB BB R R R R R R R R R
BHEHHHHBHH

# MANAGER: Paraneters for D VArchi ve Manager

BHEHBHHHHBHBHBHBH B H BB B H B R A A R R B R R
BHEHHHHBHH

# The ip address and port of DI VArchive Manager

# Address default is "local host". Port valid range is 1..65535. Default
i's 9000.

DI VAMANAGER HOST=I ocal host
DI VAMANAGER PORT=9000

BHEHBHHBHBHBHBHBHBH R R BH B R R RH H RH HHHHRHR R R R
BHEHBHHHHBHBHBHAHBHBH BB

# Connection paraneters for the database - Use sane Database and user
Dl VAr chi ve Manager is connected

BHEHBHHHHBHBHBHBHBH BB B B R A A R R R R R
BHEHBHHHHBHBHBHAHBHBH BB

# NB!' For the follow ng "Database" paranmeters no defaults will be
assumned!

DI VAMANAGER DBHOST=I ocal host
DI VAVMANAGER DBPORT=1521
DI VAMANAGER DBUSER=di va

#Dat abase I nst ance identifiers DI VAMANAGER DBSERVI CENAME &
DI VAMANAGER DBSI D nmust be set.

DI VAMANAGER _DBSERVI CENAME=I i b5. wor | d
DI VAMANACER_DBSI D=l i b5

BHEHBHHBHBHBHBHBHBH R H BB B R R R R R R R R R R
BHEHBHHHHBHBHBHBHBH B R HEHBHBHRH

# BACKUP SERVI CES

BHEHBHHBHBHBHBHBH BB B R R R R R R R R R R
BHEHBHHHHBHBHBHBHBH B R HEHBHBHRH



#This paraneter is used enabl e/disable Oacle database backups to be
managed by Backup Service. If set to 'N Backup Service

# won't backup Oracl e database. Default is 'Y .

BACKUP_SERVI CE_MANAGE_DATABASE_BACKUPS=Y

# This paraneter is used enabl e/ di sabl e Met adat a dat abase backups to be
managed by Backup Service. If set to 'N Backup Service

# won't backup Metadata database. Default is 'N .
#

# If this parameter is set to 'Y and netedata database path is not
configured or invalid and Metadata database is not enabl ed under

# Manager setting panle on Control GUJ, Backup Service will fail to
start.

BACKUP_SERVI CE_MANAGE_METADATA BACKUPS=N

BHEHBHHBHBHBHBHBHBH R B R R R R R R R R R R
BHEHHBHBHH

# Backup Scripts & Cygwi n | ocation
# Pl ease use / instead of \ for directory |ocation path val ues

BHEHBHHHHBHBHBHBHBH BB B H B R A A R R R R R
BHEHHHHBHH

# Dat abase Backup Script Location, The scripts are normally installed
at <Dl VAr chi ve_HOVE>/ pr ogr ans/ DBBackup/ r man/ bi n duri ng

# DIVArchive Installtion. Default is ../rman/bin

# If relative path 1is used, the start point nust be from
<Dl VAr chi ve_HQOVE>/ pr ogr ans/ DBBackup/ bi n.

SCRI PT_FI LES_DI RECTORY=. . / r man/ bi n

BHEHBHHHHBHBHBHBHBH BB B B R A A R R B R R
BHEHHHHBHH

# Dat abase Backup Confi guration

BHEHBHHHHBHBHBHBHBH BB B B R A A R R B R R
BHEHHHHBHH

# Dat abase backup Local destination. Default is /uO4/oraback/!|ib5
DB_BACKUP_LOCATI ON=/ u04/ or aback/ | i b5



#HiH#HH AR A H## RSYNC SERVI CE | NSTALLATION & MODULE CONFI GURATI ON
BHEHHHHBHBHBHBHBH BB R R R R R R R R R

# Prerequisite - Please read Fully

# 1) Main Manager & all Renote backup systens nust RSYNC Service and
RSYNC nmodul e confi gur ed.

#

# 2) DI VArchive Backup service uses the RSYNC service.

# 3) Please use DIVArchive Prerequisites package, DI VArchive
Prerequi sites package takes care of installing CYGNN and RSYNC service
# follow steps 2 to 4 on "RSYNC Service Installation & Mdule
Configuration" belowto add a new RSYNC nodul e.

#

# 4) If DI VArchive Prerequisites package is not used, Please Install
CYGW N and rmake sure RSYNC package is is also installed during CYGA N

# Installation and follow steps 1 to 4 on "RSYNC Service Installation
& Modul e Configuration” bel ow.

# RSYNC Servi ce Modul e Configuration

# This configuration is mandatory for all Miin Manager & Renote backup
syst ens.

#

# 2) Open /etc/rsyncd. conf

# 3) To add a new nodul e add the foll owing to rsyncd. conf
# [ Modul e Nane]

# path = <cygwi n style path>

# comment = <Description>

#

# Exanpl e:

# [ ORACLE_BACKUP]

# pat h = /u04/ or aback

# comment = Oracl e backups

# 4) Start RSYNC service from Wndows service nmanager or execute

<CYGW N_HOVE>\ bi n\ cygrunsrv -S rsyncd

BHEHBHHBHBHBHBHBHBH R H BB B R R R R R R R R R R
BHEHHHHBHBHBHBHBH BB BB R R R R R R

# Dat abase renote backup destination, no defaults will be assuned.
#



# Al renote destination nust be rsync service nodul e nanme foll owed by
Fol der nane. Backups must not be copied to RSYNC nodul e root.

# Multiple destinations can be used, delimted by comma. Default is
rsync:// manager 2/ or aback/ ngr 1, rsync://act or 3/ oraback/ ngr 1l

#

# Synt ax : rsync:// <Backup System i paddr ess or
host nane>/ RSYNC _nodul enane/ Fol der Nane

#

#Exanple : rsync://172.16. 3. 203/ ORACLE_BACKUP/ Jan_2011/

#Exanpl e

rsync://172. 16. 3. 203/ ORACLE_BACKUP/ Jan_2011/, rsync: // 172. 16. 3. 204/ ORAC
LE_BACKUP/ Jan_2011/

DB BACKUP_REMOTE_DESTI NATI ONS=r sync: / / manager 2/ or aback/ mgr 1, rsync:// ac
t or 3/ or aback/ ngr 1

BHEHHHHBHBHBHBHBHBH R HBH BT FULL DATABASE BACKUP SETTI NGS
BHEHBHHBHBHBHBHBHBH R HBH B R R R R R H

# Start up tine for full database backup.

# FULL_BACKUP_START_HOUR 24 = Hour to start full database backup, valid
range is 0 TO 23 , default value is 0O for m dnight.

# FULL_BACKUP_START_M NUTE = M nute to start full database backup, Valid
range is 0 TO 59, default value is O.

# FULL_BACKUP_FREQUENCY_HOURS = Frequency to run full database backup
in hours, default is 24 hours.

#Exanpl e:

# To set full backup frequency to every 6 hours.
# FULL_BACKUP_FREQUENCY_HOURS=6

# To set full backup frequency to every 1 day and 5 hours.
# FULL_BACKUP_FREQUENCY_HOURS=29

R
FULL_BACKUP_START_HOUR 24=0

FULL_BACKUP_START M NUTE=0

FULL_BACKUP_FREQUENCY HOURS=24

BHEHHHHBHBHBHBHBH B R HBHRH DB | NCREMENTAL BACKUP SETTI NGS
BHEHHHHBHBHBHBHBH B R H B R R R R R R



# Increnmental database backups have no startup tinme and are started as
soon as backup service starts.

# | NCREMENTAL FREQUENCY_M NUTES = Frequency to run increnental database
backups in mnutes, default is 15 m nutes.

#Exanpl e:
#To set increnental backup frequency to every 15 m nutes.
#1 NCREMENTAL_FREQUENCY_M NUTES=15

BHEHBHHHHBHBHBHBH B H BB B H B R A A R R B R R
BHEHBHHBHBHBHBHBHBH BB H BB R R

I NCREMENTAL_FREQUENCY_M NUTES=15

BHEHBHHHHBEHBHBHBHBHBH R HEH BB File Based Met adat a Backup
Conf i gur at i on #####HHAHHHHBHHHBHHHHBHHHARHHHBHHHBHHHH B H TR

# FBM BACKUP_REMOTE _DESTI NATI ONS: FBM renote backup destination. All
renote destination nust be rsync service nodul e name

# followed by Folder nane.
Backups nust not be copied to RSYNC nodul e root.

# Mul ti pl e destinations can be
used, delimted by conma.

# Def aul t is

rsync:// manager 2/ or aback/ fbm rsync://act or 3/ or aback/ f bm

# Syntax rsync:// <Backup
System i paddress or host name>/ RSYNC nodul enane/ Fol der Nane

#

# FBM FREQUENCY M NUTES = Frequency to run FBM backup in mnutes,
default is 15.

#

# Exanpl e:

# To set FBM backup frequency to every 15 m nutes.

# FBM_FREQUENCY_M NUTES=15

#

# To set FBM backup frequency to every 3 hours and 15 m nutes.

# FBM_FREQUENCY_M NUTES=195

#

# Not es: Met adat a dat abase Must be enabled and Metadata database

| ocation nmust be configured from Configuration Uility.

BHEHBHHBHBHBHBHBH BB B R R R R R R R R R R
BHEHHHHBHBHBHBHBHBH R H B R R R R H



FBM BACKUP_REMOTE_DESTI NATI ONS=r sync: // manager 2/ or aback/ f bm rsync:// ac
t or 3/ or aback/ f bm

FBM_FREQUENCY_M NUTES=15

HHHBHHBHHBHHBH BB B AR ##H Recovery W NDOW & CLEANUP OBSOLETE
BACKUP CONFI GURATI ON ###H#HHHBHAHBHBHFHHHHIHBHBHBHBHBHHHH

#
#

# DB_FBM RECOVERY_W NDOW DAYS = Dat abase and FBM recovery Wndow. This
paranet er defined how days of oracle & FBM backup nust be retained.

# Val ue nust be > 0, Default is
10.

#
Start up tinme for backup cl eanup.

CLEANUP_START _HOUR 24 = Hour to start backup cleanup, valid range is
TO 23 , default value is 2 in the norning.

CLEANUP_START M NUTE = M nute to start backup cleanup, Valid range is

#
#
0
#
0 TO 59, default value is O.
#

# O eanup Frequency configures how frequently we want backup nmanager to
check for old backups taken beyond the recovery wi ndow and del ete them

# CLEANUP_FREQUENCY_ HOURS = Frequency to run backup cleanup, default is
24.

#

# To set backup cl eanup frequency to every 6 hours.
# CLEANUP_FREQUENCY_HOURS=6
#
#

To set full cleanup frequency to every 1 day and 5 hours.
# CLEANUP_FREQUENCY_HOURS=29

BHEHBHHHHBHBHBHBHBH BB B B R A A R R B R R
BHEHHHHHHBHBHBHBH BB A B A B B R H

DB_FBM RECOVERY_ W NDOW DAYS = 10

CLEANUP_START _HOUR 24=2
CLEANUP_START_M NUTE=00



CLEANUP_FREQUENCY_HOURS=24

BHEHHHHBHBHBHBHBHBH BB H B R R R SERVER DI SK  STORACE
MONI TORI NG ###HAHBHHHHHHBHBHAHBHBHHHHHHBHBHBH BB HAH BB #

# MONI TORED_DRI VES = User can nentione nounted drives they want Backup
service to nonitior. Default is /u04 & /u05

# DI SK_M N_SPACE THRESHOLD PERCENT = Notification Threshol d Percentage
of avail abl e space of each drive accessible by server

# DEFAULT VALUE |S 5 PERCENT

# |If avail able space on nedia is is reached warning notifications wll
be sent out. |If available space is 20 percent bel ow the threshold

# an Error nessage will be sent out.

BHEHBHHBHBHBHBHBHBH R R BH B R R RH H RH HHHHRHR R R R
BHEHHHHBHBHBHBHBHBH B R H B R R R R R R R H

MONI TORED_DRI VES=/ u04, / u05
DI SK_M N_SPACE_THRESHOLD PERCENT=5

#********************************************************************

# DI VArchi ve Backup Service Loggi ng

#********************************************************************

# Level s can be: DEBUG | NFO WARN, ERROR, FATAL
# The default value is I NFQO

LOGGE NG_ROOT_LEVEL=I NFO

LOGGE NG_TRACE_LEVEL=I NFO

LOGGE NG_SERVI CE_LEVEL=l NFO

# File size should be specified using the convention: #KB| MB
# The default value is 10MB.
LOGA NG_MAXFI LESI ZE=10MB

# Al files (trace, service and .zip) older than this will be renoved
# hours

# The default value is 50.

LOGA NG_LI FETI ME=50

BHEHBHHBHBHBHBHBHBH R H BB B R R R R R R R R R R
BHEHHBHBHH

# DI VArchi ve Backup Service Options
#



# The follow ng service paraneters should not be changed wi t hout
# the consent of FPD Support.

BHEHBHHBHBHBHBHBH BB B R R R R R R R R R R
BHEHHBHBHH

# Level can be: DEBUG |INFQO STATUS, ERROR NONE
# To include thread dunps, set to DEBUG or | NFQ default)
wr apper .l ogfile.loglevel =I NFO

# The maxi mum size to allow Wapper log files to reach before
# rolling. File size should be specified using the convention: #k|m

wr apper .l ogfil e. maxsi ze=1m

# Mode in which the service is installed. AUTO START starts the

# service automatically when the systemis rebooted. DEMAND START
# which requires that the service be started nmanually.

wWr apper. ntservice. starttype=AUTO_START

# Time without CPU before JVMw Il issue warning and extend ti neout
# (in sec). Tineout will be extended by a few seconds at |east once
# before the service shuts down.

#wr apper . cpu. ti neout =30

# Nunber of seconds to allow between the tine that the Wapper

# launches the JVM process and the tine that the JVM side of the
# W apper responds that the application has start ed.

wWr apper. startup. ti meout =60

# Nunber of seconds to allow between the wapper pinging the JVM
# and the response
wr apper . pi ng. ti neout =60

# Nunber of seconds to allow between the tine that the Wapper asks
# the JVMto shutdown and the tine that the JVM side of the Wapper
# responds that it is stopping.

wr apper . shut down. ti neout =60



# Java Library Path (Add location of OC driver ex: ocijdbcll.dll if
usi ng DI VAMANAGER TNSNANME.

# Ex: wrapper.java.library. path=.)
wr apper.java.library. pat h=.

# License Key for Java Service Wapper

#encodi ng=UTF- 8

wr apper . license.type=DEV

wr apper . license.i d=201603080000006

wr apper.license.licensee=Oracle Anerica, Inc.

wr apper.|license. group=Oracl e DI VArchi ve

wr apper.license. dev_applicati on=Dl VArchi ve Dat abase Backup Service
wr apper.license. features=pro, 64bit

wr apper. |l icense. upgrade_term begi n_dat e=2013-01- 18
wr apper.|license. upgrade_term end_dat e=2017-01- 18
wr apper. license. key. 1=64c2- 004c- 65c3- d82c

wr apper . license. key. 2=b684- 4d62-f d87-c7b3

wr apper . | i cense. key. 3=6029- 7f ef - 53c4- 535b

wr apper . | i cense. key. 4=0117- 6de0- 03b2- 4d0f

BHEHBHHHHBHBHBHBH B H B A B R A R R A R H

CRI TI CAL | NFORVATI ON
BHEHBHHBHBHBHBHBHBH BB B R R R R R R R R R R
BHEHHHHBHBHBHAH

# PLEASE DO NOT MCODI FY ANY OF THE BELOW PARAMETERS.

BHEHBHHBHBHBHBHBHBH R H BB R R R R R R R R R R
BHEHBHHBHBHBHBHBHBH R H BB B R R R R R R R R R R
BHEHBHHHHBHHBHBHBHBHBH BB

FULL_BACKUP_COMWAND=%SCRI PT_FI LES_DI RECTORY% ul | _backup

%Dl VAMANACGER_DBSI D% %OB_BACKUP_LOCATI ON%

syspwd=%0I VAVMANAGER_DB_SYS_ PASSVWORDY@®I VAMANAGER DBHOST% B VAI\/ANAGER
_DBPORTY% %®I VAVANAGER _DBSERVI CENAMVE%

| NCREMENTAL_ COWRAND=%SCRI PT_FI LES_DI RECTORY%ar ch_backup

%Dl VAVANAGER DBSI D% %OB_BACKUP_LOCATI ON%

syspwd=%0 VAMANAGER _DB_SYS PASSWWORDY@®I VAMANAGER DBHOST% %Dl VAI\/ANAGER
_DBPORT% %0l VAMANAGER DBSERVI CENAME% rsync --delete -av --include *.gz

--include *.nmd5 --exclude=*.gz* --exclude=*.nmd5* --exclude=*.BCK --

excl ude FAI LED %OB_BACKUP_LOCATI ON% %DB_BACKUP_REMOTE_DESTI NATI ONS%

CLEANUP_COMIVAND=%GCRI PT_FI LES DI RECTORY%glel et e_backup_obsol et e
%Ol VAMANAGER _DBSI D% %OB_BACKUP_LOCATI ON%
syspwd=%DI VAMANAGER _DB_SYS PASSWORD¥@®I VAMANAGER DBHOST% %Dl VAI\/ANAGER



_DBPORTY% %I VAVANAGER DBSERVI CENAVE%
keep=%DB_FBM RECOVERY_ W NDOW DAYS%
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A3 Backup Service Status Error and Warning Messages

Message Type

SUCCESS

Code

0

User Message

Completed successfully

Posted to Manager

Yes — Information

RUN

1

Running

No — Internal

ERROR

Failure: Refer to Backup
Service logs for more
details.

Yes — Error

TI MEQUT

Timeout: The process is
taking longer to complete
than the configured intervals.

Yes — Warning

STARTUP_FAI LURE

DIVArchive Backup Service
failed to start. Refer to the
Backup Service logs for
more details.

Yes — Error

I NI TI ALl ZE

Scheduling Backups

No — Internal

TI MEOQUTERROR

Timeout: The process is
taking longer to complete
than the configured interval.

Yes - Error

CONFI GERROR

1000

Invalid Configuration Error.
Refer to the Backup Service
logs for more details.

Yes — Error

VETADATAL OCATI ONERROR

6000

The Metadata Database
Locations does not exist.
Refer to the Backup Service
logs for more details.

Yes — Error

CLEANUPFBMFI LEERRCOR

7000

The Metadata Database file
deletion failed. Refer to the
Backup Service logs for
more details.

Yes — Error

CLEANUPFBIVFI LEWARNI NG

7001

Failed deleting the Metadata
Database.

Yes — Error

RSYNCERRCR

8000

An error occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes — Error




Message Type

RSYNCI CERROR

Code

8002

User Message

An 1/O error occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Posted to Manager

Yes — Error

RSUNCTI MEOQUTWARNI NG

8003

A timeout occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes - Warning

RSYNCTI MEQUTERROR

8005

A timeout occurred while
copying backups to remote
backup destinations. Refer to
the Backup Service logs for
more details.

Yes - Error

DBCONNECTERRCR

9000

Database connection error.
Refer to the Backup Service
logs for more details.

Yes - Error

SQLERROR

9001

Database SQL error. Refer
to the Backup Service logs
for more detalils.

Yes - Error

DBROLLBACKERROR

9002

Database Rollback error.
Refer to the Backup Service
logs for more details.

Yes - Error
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