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TR RN

ZIEREIRM T B XA Oracle MiniCluster S7-2 RZM%. BEBMAEIFLLMIFENER,
EBDNBLUTER:

‘“RIDNENEEES 9]
‘PR RN [10]
‘eI [11]
“SHiREE" [12]
“BURRIP [12]

‘BT SEMME” [13]

VB FENREMES

ERA—1TIERS, MiniCluster EH FMEANEREN—TNESERENARS, =RETH
TREIEE:

FFRE B (virtual machine, VM) FRECE 7 522 Bk ML 24,
RINBRTRRTNE, FJURREESEENZRTHIENZS,
VM BB E TR AR/IMERY 0S, % 0S EEETF T HBIFLALE,
WiREHEREARETAEEAEE R/ NIRBYIARIINR,

FiE VM EBERINZR ZFS 7i#,

RET I EFRZHEIETR, ©FEH PKCS#11 FEEZHF FIPS,
ASHPEIET KASEPXHITHENEEE TR,

REHMERE VM ERECE S PCI-DSS. CIS £[[E 8, DISA-STIG R EXH, B —
EEMEE X LEI FEIZMER. BXIEIEEFIFIE IS DISA-STIG ERE X4 H
FiXE AR,

RETSTFEENEMNEETIR, ZETRIRIZFS FEITHEMEERE,

L4 MiniCluster [, REEERMIIERITHMES:

24 Oracle ILOM root 283, 1H5ESILERELIAB Oracle ILOM root Z4hg [25]
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ZOE2FEN

BRItz 9h, BEEFREEPHNL2ERR T #EHIIE MiniCluster R2INEE,

DR EREN

MiniCluster @ — M RENZEMENT S, BTRSNAREFMEEE, HEIFEEE
BFREET ANET I EEMEMWEIARS (infrastructure as a service, IaaS) W =fRE. E
N— 1 ZRETIERAMEE, ©HAEFIAT Oracle SPARC S7 M IEBZHIITEEES.
SPARC Solaris B RUEIMLINEE, UKEER T T ATEERY Oracle BURENMILEIEE
MRE, LESN, ERAT—1 10 GbE MK, LUAFREFPHIAIETE MiniCluster _EiETTHIRR
£, &G, 55— 10 GbE MLEIRE T @i&E, SPARC S7 fRS2 FHEINVIIFESHERN
[N BRRF Z BFrE R EEEE It EE,

SPARC S7 AMESZ BB IRA S MBVEHEBNINZThEE, ATLAEEB) MiniCluster 3 ERILAE
ERASMEHIERIPRFIFEFMEEE —S1FHTSH. FRTINMERTHNER. ZL
EREAEBCHRFRIFNTETIEE, 1ZI08E0] LU NHFE LIES NESUEIRIA TN TEIZERIE
XK, FLE LRERNBREF IR,

FIAMBR T, MiniCluster FItECER 250 MR ANL 2ITH, NIRRT IFEXH
ZHARS. WOMBIGHERAFNRSEENERFIEER, ML T REHNRE
HiHo

ZASZFRMEENSNB LT, TEERT —1MEST Oracle BUBEFEMNAERFTIE
ARBHEEIEE,
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VLAN VLAN

[ SPARC S7-2 1R ( SPARC S7-2 )

B RIEFF VM 41 Bz FItEFF VM 43
0 o o e | ) e e

{m&& VM 4R ] F{EE VM 48 ]
AR VM BRE VM
ETE VM (GZ) (NFSv4) (NFSva) EHE VM (GZ)

ILOM ILOM

LR E% (10GbE)

ZFS NFSv4 (ACFS) I I NFSv4 (ACFS) ZFS
5555555 SIS 5555555
— —" =0 =f

ZFZ #1 ACFS In#

T EHIE A

MiniCluster It BT RPN EZELMHREZ B RPIREN, EMTETSNZERIES]
SHG, Z5|SKABRLER/INMEI OS, SEARENEMNIETT, UHIETEAf
MEBEER R Z BN AP M AR SA18]l, MiniCluster {8 Oracle Solaris Zones AR {ENEE
PRI ERBIITRIMEH SR ER IR ER A LIETHSMNAEFETVE
, NTIEEEEHEMEMY P AENTEREREINEE, BAER—HNZPE
17, BRE Solaris KIF#FHEHB SHINR. BRE. AT EMNEREZRE. LhFL,
Solaris XIgi8:d s AR EN R ENRFETHIRET RENEML, B2 CPUNRES
BELE 1 REPNEEER LIETHNEREMINE L. S ERMVEBEEE—1RE
REXH, ZREEXHENX TEZESEFEINEN—AHLENLZLITHIFEREE, £
F ZFS MAEFEE R LA EIMNE— P B EE I RHRE A EMARENE T, FEFLU
BEEHACONR LKL,

TRREREN 11



Pk

iRl

IR RIF

NRIPNBEREIE. TEAFURX—EHE LE1THEMEE, MiniCluster $3¢
BRMEERIRMET 2EEMARENIARIEHITIEE. MiniCluster TEFXTIHRIR S
ARS3HY A P AR AR A2 7 SRR RV B Ahip () i2 I 75 72 ERFI A T Oracle Solaris, B#AR
SV P BRSNS 2R, B0 LU Oracle Solaris AIHREIRIIERZIR
(pluggable authentication module, PAM) {K REEFIRIZMNEERL ERBAVIIE S 7%, MTARIF
fEF3 LDAP. Kerberos Ml 2A$H381F, MiniCluster I+ EIFIEE T2 ENETABNILR)IE
#l (role-based access control, RBAC) TE#E, AFARRIERER EMBIRAFRNE
IBiFRNPR, #1357 £EEBRAF IR, Oracle Solaris FHY RBAC THEESLIL T HRZE
PEHAZFUTHS: EEAG. BN ARESNISIREEE Y, TEXYETER
SEARNAFPNEERDEMNR. RBAC SEMAZ Oracle Solaris ARSS (83E Oracle
Solaris fRZ EIE T A (Service Management Facility, SMF) FIE##1) #EER, RHE—HH
RREMRZIFFIERIERRRIFRITHEIF R, MiniCluster FJF Oracle Solaris B RBAC
NEEERNEHIFRIEGIARSHBNEM, AFALIMN— I EFRXVEREIR. EHMET
BRERGNEMCERS R, FIEERRENERARZS ABNTERIFNIRIE I BR
MRHATT. WFENLLBREIRE, RAMLEKRARIHES AdHTHEHR, XLLINEE
A AH R AR AP S0 EE N SRENLIBRESERIE,

MiniCluster R IREE AT FER TR ARSI RS HITMLZIHIRBIEES . F
BAEREWEZE (FIIONERE) ; EERHUBREIER/SHRERSIRSGE, LR
BIEZEYIENEINEE. REYEMEIMIZENIEN SIS Z BB EURETR
F LIRS EVES, MiniCluster RFAFIALZ 2R, FHIERT, BRT X2 (Secure
Shell, SSH) Z4F, FRAVFERIMLEIRSIEZ NN ES, HthEBBAINERSER
EZB{0IMfT Oracle Solaris ¥R{ER S (BN X)) WBNIEKR, Xl LUHRIEMERS

HINBR THEZERSAEIRENRNIAEAMARSEE, AL LURIEREERBREHIAD
B, MiniCluster FRScEZE B —MEF Oracle Solaris IP X ESRTHEERNIMEMNEHE (AR
) BUEELIEThEE. P ISR AET I IZHE T ENMHIMEINEE, BIEERESHIES
IS MR AN s O 3t AR R,

MiniCluster F18Y SPARC S7 4 2238 By F LM BN S EREINE, LUBREXI R
BB IT IFMBMEURRIFER, SPARC M7 M IBRAERE T HEFIPRERAR, %
FARF LS LSRN BEFRIINKRE, FIINAREFEIME. TRAAERIF. S4XKiED
MEXK T,

SPARC {M 2238 16 T AR ENZE A REEA IR IMB MR, XEEX
HENFEMBERREHIE, SEQHMNE. SWIRZHEME. FENERUKRITERN
RiIFEEZMEERE, I, TRIERERT), RMANBERTAKRSEIZOERSE
BINZEEINER, 82iE% 2 Shell. IPSec/IKE FINZH ZFS HiEEE,
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Hit5@M %

Oracle Database #1 Oracle Fusion Middleware B &R 5!l MiniCluster £ FBEY Oracle Solaris
RIER SN SPARC IR, XEBHUREMA B4 LA B ohi§F & RS INZE 1iER
INEERF TLS. WS-Security. RZTEINZF IR, ©EFECNIRILUERSHFRIFW
EUEeRBERAERF, #FEETERELBFPHTIEENTRRNBEFHIETE
o MiniCluster 3235 IPSec (IP Security, IP &%) , BiXfER IKE (Internet Key
Exchange, Internet Z{A3HE) RAEIMED AHMNEBMLERL VM HFEF VM (818
ERNREMNTEM,

£ MiniCluster £, ZFS #IBEMEFIA— &3 Oracle Solaris PKCS#11 Z£AER
LZEHIRIPEERRSA, F/ Oracle Solaris PKCS#11 AR B 5hxFra INZHEER

B SPARC FEAIHBITNINZRINE, XM ETF Oracle B LINR AMIIZRE 5 ZFS #ESE. Oracle
Database BBEEIENNZ: (Transparent Data Encryption, TDE). RZIE)INE. MNZEIEE
#1979 (f£A Oracle Recovery Manager [Oracle RMAN]) . MIZEHIEESH (A Oracle
Database FY¥X#ERIhaE) FMEM AL (A Oracle Active Data Guard) X<BEXRYINZZF0fR
BIRERVIMERE, FUBREEINAT LB FI B Oracle Solaris PKCS#11 Z A& @T7E
ACFS £ZF#E LEIE— M ERREARZREH R, UWEAUEEIN LREBIEEZ
BHZZEE. EEMTET A LFERAEEZENERRXZRRET UERAEBEFHER
F Oracle RIS EISEMMNBIESIEEARREWPEE. #IPFMILE Oracle TDE BZHH,
RAZPREBFETHEI T RZEEY, BEE ZFSs HiEE XHRESF/ZVOL) &5
KLHEINZ RS ZE A EERIBE T Z A HBRIR B RIEIMIER, MiniCluster X EEE IR
RN XEX ZFS #RENZ 2MIkR.

Hit5EM MK

MiniCluster f§£F8 Oracle Solaris it FRFiRKIWE. FREMVEBETEHEE. ST E
P FE2RXE) HMEERHFITCR, XLEHEINERSW A ZMEEIS S MiniCluster
(2RKIF) FIEFEHEFR, WA ETBERSMEMNTEEREEITHRIE, BEHiER
HEIE, RAXE RS REHNIRS,

Oracle Solaris ERITINREMSMMFAE BIRIR(E. S EH, EEEPNHHNEIARZEKRSR
AR, ZTESERRE, ARteR. SXIEESAFPHEITHRE. SkENFERE
WHES, TGS EMNNEITHEREED2/RXEP U LEENREN. £BXiE
EFFZsH1 Oracle Solaris B it TEFRIER S EIMELEHF] MiniCluster B IEXEXBIIRIEF
=M,

MiniCluster et 78R 89 T ERIFEFIR S I LRY Oracle Solaris I51TEIMRRYE

M. BEMNGLRRZFETRENA BN (Security Content Automation Protocol,

SCAP) £, MiniCluster AN E2EMMEEENIXECE S :

» RINREREXHF—— CIS FRBEXH (BT Intemnet REFLEE) , BEFE
HAMEMENRESEMMEER (BIE0 HIPAA. FISMA. SOX, F%) o

= PCI-DSS BREX M — I R{TW#HIELSmE&

= DISA STIG FREXH —EHEERAEBNR AL EIEminE, A E XA LUK
INZEEEBEXGNEM, SINTEHIN 75 ML eiTHl. FIPS-140-2 MZ/AR, #8
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Hit5@M %

XFNKE S B, AR MEEXHHaTEZM R BXEIFEFHERRILL
EEXATIHEAE,

MiniCluster BIE 51 A IRFBIEITEMEEETIAAIEIFMRREMENRE . XL
TRAIURBREEH RS EITTIARENERTEMIEER, XEXBEM MRS LUEZME
R ER T BRI AN B Ao

M MiniCluster v.1.1.18 FF18, RFAEEIELITEHITINEE:

» HitGA®—NMCMU BFIEET IA®R, ZAF A LUE MCMU BUI #ifa) &
HRMNEZAE. ZAFFEEETRITEMEM MiniCluster EEEES,

» HiItREEIE - XE2—MIHN MCMU BUI i@, REEAESHITRABNERA
BEEE, BUUTE, ALUAREITRES, HEEBETFSINXEERFIERAPE
HEITE R, BSNEMEITHRE [37
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TR

LU TFEFTNBT MiniCluster 223551

n ‘RENZEEEXMH [15]
s IOF VM REFEEXH (CLI) [15]

RNENZEEEXH

MiniCluster #J#a1¢ 2 E A MCMU BUI 8 CLI $117/, E#I181LHERIEl, MCMU &K%
HEEERTHRESEEXEZ—:

s RKINR2EENXMH—HES Internet £ A1) (Center for Internet Security, CIS) &£
435 RSCHEAN (Security Technical Implementation Guidelines, STIG) F{& iR E AV B
HEHEFERNEK,

= PCI-DSS BEEXH —FHEaHZMRTULLZSMEZRRE XN HRITIHIERS
#r/ (Payment Card Industry Data Security Standard, PCI DSS),

= DISA STIG BEEXH —EMEERARNET LR AL ISt E, EEENXH IR
INRSEXHHELM, SINTEIMNY 75 TR LIFH]. FIPS-140-2 IFRA, HE
S HFIZE eeprom HEhY, FE —MEEXH LTI TEZME, BNEIEESIFIRH
Rt & AT it i AR,

MCMU RIEFMERNRIE N £ /BRI LB XINE BT 250 TR 2ixHl,

Mk, ELIZEMIE, MCMU RERABPMEIMEE— M RLEEXH. &7
DRIELZ 2BREEMI LREERAZS N L2REX .

v ISNE VM R2EE X (CLI)

ERLLI R IIESRS A KIS E M EEEN R 2ECE X Mo

- BRIER RS root AEHNAFKFRIFR RS URITILIE,
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I VM RLFEE XM (CLI)

- BRI S iEL e BKENELEEX Y, BE MCMU BUI H&EF "System Setting”
(RAIKE) -> "User Input Summary" (AFPRIABEE) . XL EXHEERENHEK

#Bo

1. Plmcinstall S3ERIeRXiE,
BXRINENARIRZRIREE, 15&0% (Oracle MiniCluster S7-2 EI2$8F) o

2. 78 root AAfE,
5

# su root

3. MEHEX VM WBEXERZTR.
ELRAG, 89~ VM B—1MEEXHE:

# cd /var/opt/oracle.minicluster/mcmubui/MCMU/verification_logs
# 1s

verify_appvmgl-zone-1-mc4-nl.log verify_dbvmgl-zone-3-mc4-nl.log
verify_appvmgl-zone-1-mc4-n2.log verify_dbvmgl-zone-3-mc4-n2.log
verify_dbvmgl-zone-1-mc4-n2.1log verify_dbvmgl-zone-4-mc4-ni.log
verify_dbvmgl-zone-2-mc4-ni.log verify_dbvmgl-zone-4-mc4-n2.log
verify_dbvmgl-zone-2-mc4-n2.1log

#

4. BFREIEREXH.

EEASXHNREL1T. MNRE/RT (Pc1-pss), M VM MZRLECE X4 PCI-
DSS, MRKRFNHEMEEXH, U VM HE2EEXHE CIS F[F,

s U TFRHEIERTEE PCI-DSS BB X4 VM BRE 22 17

# tail -22 verify_dbvmgl-zone-1-mc4-n2.1log

(PCI-DSS) Checking /etc/cron.d/at.allow:
Passed/Configured

(PCI-DSS) Checking audit configuration (user audit flags)
Passed/Configured

(PCI-DSS) Checking audit configuration (non-attributable audit flags)
Passed/Configured

(PCI-DSS) Checking audit configuration (audit_binfile plugin)
Passed/Configured

(PCI-DSS) Checking audit flags on root and tadmin roles:
Passed/Configured
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WIE VM RLEE XM (CLI)

Check if tenant-key exists in keystore:
Passed/Configured

Check if immutability is enabled:
Failed/Not Configured

UTRHIERTAEE CIs FEREEXHH VM IR/GE 2217

# tail -22 verify_dbvmgl-zone-1-mc4-n2.1log
Checking if NDP routing daemon is disabled:
Passed/Configured

Checking if r-protocol services are disabled:
Passed/Configured

Checking if rpc/bind is enabled and configured correctly:
Passed/Configured

Checking if NFS v2/v3 is disabled:

Passed/Configured

Checking if GDM is enabled:
Failed/Not Configured

Check if tenant-key exists in keystore:
Passed/Configured

Check if immutability is enabled:
Failed/Not Configured

TRLLRE 17
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RIPERHE

T EINLET MiniCluster FIBFIPIEA

“SKF ZFS $BSE N R EIRMRIP [19]
EEH ZFS BIBREINEZ (BUI) [19]
“Z2 4 Shell RS [20]

¥4 SSH %A (BUI) [20]

“fEFE IPsec LML LIBI(E" [22]

B2 E IPsec # IKE [22]

XA ZFS BIESEMENEHIERP

£ MiniCluster F, FSHIRRIPEEMA 2Fs BIEENZEHREN. MBELEWNT:

» P ZFS BUREEEEMMNPHITNE, SERXERAMRIGRA.
» FiE ZFSs HIREHMELRXPHITME, ERXGRENZIXHRGERIN

ERI LB EEMERFARRIEMPESE, BSNEE ZFS HIREMZEH
(BUI) [19],

ke

BE ZFS HUREMEZER (BUI)

AR S IEEEMERRFAES.

1. 3hia) MCMU BUI,
B X1 MCMU BUI BIIFRE R, 15817 (Oracle MiniCluster S7-2 EIZgF) o

2. ESHEIRD, %iF "System Settings" (R4IRE) -> "Security"” (Z21%) o
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&% Shell RS

BHEEIMTNRUETFEAER.

Encryption Key Information

Encryption keys for all virtual machines and attached volumes

Node VM Name ZF S Pool Key Label
4 Node 1

mec12-n1 rpoolicommen gz_mc12-n1_zw;pinfile
mec12-n1 rpool/audit_pool gz_mc12-n1_zw;pinfile
mec 125501 rpool/common kz_mc12ss01_zw;pinfile
mec 125501 rpool/audit_pool kz_mc12ss01_zw;pinfile
me125501 rpool/u01 kz_mc12ss01_zw;pinfile
me2-n1 mecpool mepool-id-key
mec12-n1 mcpool/dbzonetemplate dbzonetemplate-id-key
mec12-n1 mcpool/appzonetemplate appzonetemplate-id-key
me12-n1 rpoolirepo repo-id-key
me12-n1 mcpool/me 12dbzg1-zone-1-mc12-n1u01 me12dbzg1-zone-1-mc12-n1-id-key

2% Shell IR

MiniCluster 2R SSH WA UABREL2ERE MiniCluster TET R (£2BK
) MBS QE2REXED) .

LAFBEXRER SSH EREY, RAZBNARER—THREY SSH 2R3,

Vv B SSH &R (BUI)

AIUER LSRR THIEE 2 —F X E vM 89 SSH Z$A:

s EHNFTEARIEER SSH HITIRN —EXREmA VM BFR&. VM M2/, L
X RSA 2§A.

= BHEIN VM EREER

3 - EfFF MCMU CLI 31171tbid#2, 15518 (Oracle MiniCluster S7-2 BIR18F) -
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B4 SSH %48 (BUI)

1.

2.

ifia] MCMU BUI,

ESAMmEIRTP, %E$F "System Settings” (RHFIKE) -> "Security” (Z£H) .

Encryption Key Information

Encryption keys for all virtual machines and attached volumes

Node VM Name ZFS Pool Key Label Encryption Key
» Node 1

» Node 2

1

Modify SSH Keys

Node Hostname
» Node 1

» Node 2

7 "Modify SSH Keys" ({824 SSH %H) mEiR,

Modify SSH Keys

Encryption Status Key Source Creation Date

Modify Key

BERIMTNRUBRAET.

Node Hostname
4 Node 1
global
acfskz

dbvmg1-zone-1-mc4-ni

dbvmg1-zone-2-mc4-ni

dbvmg1-zone-3-mc4-n1

JHFEIRIERE VM, BiE "Select" (£R) o

Modify Key

Select

Select

Select

Select

Select

MTHIRBERERE—MED, AFRT "Next" (F—2F) o

EIENT

= Insert New Key to Authorize Passwordless SSH (i N FTZ5£A AR T 255 SSH)

RIPELIE

21



{ER IPsec LMEZLBEE

= Auto Generate New Keys for Machines (BzhAM 284 RFER)
EE "Next" (-F_ﬁ) )

tﬂ;%f@iﬁ#é?iﬁﬁ%& SSH #{THEN, BRMAUTER, ABEE "Next" (F—
¥)

s HZBARA

s HESHENR

n  Hl2SHY RSA N

B "Setup SSH" (38E SSH) »
B 7 KL

f£H IPsec LML LBE

BiVEA Psec (IP Security, IP &£%) FIKE (Internet Key Exchange, Internet Z%H
T FFRPEE MR ERIXIEEET IP ABEH NFS BEERZENTEM, 2
WEA IPsec, AATZFMERITFIRIUE. SUERRIQIUE. HIRGFREME. SUETEM
MEMIRIF. HTE Oracle MiniCluster & _H{FEFEBY, IPsec 1 IKE REH8 B ohF REEH
BhzUINZEIRTHEE, FEIE A SR AEEMERERINERAFRIPRE NS EERNSURE
BT HEREE B,

Vv  EZE IPsec 1 IKE

22

WIFCTE X EBENFT R ZBIEARRAEN AT/ 1P ik, AISAEEECE IPseco

T T FE ARG, 1P #udk 10.1.1.1 #0 10.1.1.2 FARIEE R ENEFPIRIERIFR D
Solaris IF2BHXIFH, XML Z BRESEFER IPsec HITHRIP, LRBIZMS 1P i
Ik 10.1.1.1 XEXRIEL B XIS A EH AR,

FRUTTEBE—HEEN (EWV) IELBXIEZEEEFMEER IPsec 1 IKE:
EX IPsec 2,

EXEREXIFEN Z EEEHERN T2 K,

FbREIH, 10.1.1.1 #0 10.1.1.2 ZEFrBEMZEEEIFINE

{laddr 10.1.1.1 raddr 10.1.1.2}
ipsec{encr_algs aes encr_auth_algs sha256 sa shared}

B RIRIZHETE /etc/inet/ipsecinit. conf X{H4H,
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BLE IPsec #1 IKE

I8iF IPsec RESTEIEE LR B IEH,
i

# ipsecconf -c -f ipsecinit.conf

B2 E Internet A3 (Internet Key Exchange, IKE) ARS3.

%8 /etc/inet/ike/config XEFHFMENMEFIEEILE 1ZARSE
{ label "ipsec"

local id type ip

remote_addr 10.1.1.2

p1 xform { auth method preshared oakley group 5

auth_alg sha256 encr_alg aes } }

FEAREEZNZH,
A ER NN ET AR EZRHRAR LUESITLEELRIE, AG7 8RR IPsec,
Oracle Solaris IKE SRII S 15 MR EARE, SETAEEMNZEATIER, ?ﬁﬁ%ﬁ_x,

I RfIEERA /etc/inet/secret/ike . preshared XEFFENFTSEZNZH, T
A B A FERIIEA AR o] LU0 T g1,

4R4F /etc/inet/secret/ike.preshared XX, FIMAFLEHZMNZRAEE. Fla:

localidtype IP

localid 16.1.1.1

remoteid type IP

key "This is an ASCII phrAz, use strong p@sswords"
}

EmRITNET R LB IPsec #l IKE ARSS
RAGEERMEENETR LB Y%HE%, REZBEHITINR S,
R

# svcadm enable svc:/network/ipsec/policy:default
# svcadm enable svc:/network/ipsec/ike:default

RIPELIE
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IR

U ETNE T MiniCluster PHEEA5IEFITHEE :

BEXEAIAAY Oracle ILOM root 2585 [25]
At E EEPROM Z5H5 [26]
“HRE&[27]

“MCMU P E#ERZ [27]
“ETAERihRES (28]
“EFPKFA” [29]

“F P I 2RSS [30]

I&IF Oracle Solaris FAF A [30]
“VM B9Z2fiBR” [30]

IR T ENBIFASEFIN [31]
KRIOLFIOIERI 5| IR [32]
PREHIXY HZZMERVIAIR) [33]

Vv EXREAB Oracle ILOM root 6

ARG REMRNT 5 L&A Oracle ILOM root 1P 92 ER T ZRIANZHE, XESATLUE
EEIFNBHIATA R P RITRE DR, ERER, BIUNERRIAEBURRRER
=

1. Plroot BMERET = 1 _EH Oracle ILOM,

{#H ssh f3<1EZZ Oracle ILOM,

ZIREY Oracle ILOM MYEMNZ, BEELABIERF BUI HiKHE "System Settings" (RFAIK
&) ->"System Information" (RFKFER) o ENBFIE ILOM 5T,

B
% ssh root@nodel_ILOM_hostname_or_IPaddress

EINERIARY Oracle ILOM root ZH5: welcomel

2. X Oracle ILOM root &5,

-> set /SP/users/root password

=R 25



fdE EEPROM ZH3

Y EEE

Enter new password: ***xx*xxx
Enter new password again: **x*xxkxxxx

ATR 2 EEE PRSP EREN Oracle ILOM root FH3,

{EA#FZESES Oracle Engineered Systems Hardware Manager,
152 (Oracle MiniCluster S7-2 EIE5F) Y “EFAGZEE,

EPROM Zf5

B MiniCluster 71 2 ZE—1> EEPROM (HBY#F/9 OpenBoot PROM) , XE—ME%K
AEH, HPFOEET5ISREN—LRESHMIKNIER. FIAE R T, EEPROM &
IBIEE FERBRE.

EREWEDR, FRILIESAZEINEHRERE, BREENBRAHNATFHENT
&5

o

LI RZEA TRIBAZE, ERIBIAZEFR, ZEBETE OpenBoot ok BT FIRER,
3 #& B 7E Oracle Solaris Hi@id eeprom s IRE M,

AR - BSFRICERER. MRTIETER, WA FIRSKEMEERNRSEA S

/.
=

i - W ENE T WA fER MCMU BUILIREZR S, 59, R LUER memu security

A
-€ i <o

LEEEBRGM (5190 mecinstall) EFRE MCMU,
ESMERD, %F "System Settings" (RFAIKE) -> "Security” (Z214)

EEPROM Password

EEPROM Password is Disabled

Enable
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http://www.oracle.com/pls/topic/lookup?ctx=E78249&id=MNCADz40000de1004156894

BRE®

RARE&

HITUTIEEZ—:

n EEAHIRETIE— 8 "Enable” (BA) , WABBREX, SAGEE "Set
Password" (IREZHT) o

n EEAIINAE— B F "Disable” (2H) , AFEE "Confim" (FHIA) o

n BEXRINEZE —1%F "Change Password" (BHZL) , MAXEANFZG, AR
i "Update" (FH#7) o

EREE MiniCluster #i[8], RESEIBREQIZH IME— MCMU BF (B8R

mcinstall) . BWEZAFWAOREGE, SEEFHMAMUFBIESI, mcinstall
BFRFRE—TEEGAK . £ ncinstall BVRERN, LHERSEK ncinstall
SIE— I ERE, HEZEBANGESREEEE XM XELR Oracle Solaris Z 3R,

EEM mcinstall APHAE, SEREIEE—TAKTY MCMU BLAF, Regdd
BRI B FERFHULSRATIRBR AR . BRAFRARE MCMU BF, REERER.

LR A meinstall 7 #B5 SEFRAYA 5394 2 A B R0 B FER A SEAR K BX

HESHH MCMU AP, STMAFPKFHIEE— T TEERNEHEERAR
(BB ETRENIHRESR " (28]) . ERAMKE 281, mcinstall AN

2% FA P #R s B8 fth 172 BB FBR R ULEIRY URL SRALEFT A A KF (BSR“MCMU A

FE#RIE" [27]) . HFERERE, SBHAFPIRE— NS MCMU 25 5RERRY

0. ES AR RIEMZEERER" 301

MCMU B F &E#LRIE

P& MCMU A KA EFER MCMU BRAFRMEEERRA DA, ZRIERTIIE

BRI TR

1. FREARYAP (ARMITM MCMU BER) iAiE MCMU SR TTEHFHREUATHE
FARER:
= MCMU BF&

FEF R4 stk

n 27

» EBIESHE

= MCMU A8

2. MCMU [@ MCMU BHAFAMEERRLE—IHERMESIELAVE F B, ZHE
FHEREEE MCMU #t&/AELINEERN URL HE B & — MM —HZAITIRR.
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BT AarinnEd

YEBRAFRMEESEGEIETIKPE, ZBAFPKPE®RBHE, FH MCMU [
AP & X— AP BUE B FEb . BRI R L& MCMU BUI 8 CLI
IHiE— MCMU P, AP IEEUEI— Oracle Solaris AP, WIRBAFE
EF 25 LDAP 3 H MiniCluster EBEHE LDAP ZFF 11, NAF REER LDAP BF
Oracle Solaris M o

PR BAMB AR EFH#EE MCMU R4E2ER. MCMU BRI LUETEE MCMU
"System Settings" (RHIKE) -> "User Accounts" (FAFIKF) RIIEAF, BEHAR
MBLEAF. =6

User Accounts

User Name & Role Date Joined Last Login Email Phone Supervisor
meinstall root 06-10-2016 02:02 07-10-2016 20:59 mr.smith@cempany.com 0000000000 meSsuper
messuper supervisor  06-10-2016 02.03  06-10-2016 0203  hr@company.com

jr-admin tadmin 07-10-2016 20:38 07-10-2016 20:51 jrjones@company.com 408111111 meSsuper
sec-admin auditor 07-10-2016 20:41 07-10-2016 20:41 security.boss@company.com 4082222222 mecSsuper
blue root 07-10-2016 20:43 07-10-2016 20:43 blue. jeans@company.com 4083333333 mcSsuper
green mcadmin 07-10-2016 20:44 07-10-2016 20:44 green.jeans@company.com 4084444444 meSsuper

KER D PR EBE T ANARITEES,

BT AeriieE s

MiniCluster F5&8 root FHF., &, root @— "MABFESBRLITMANTEERD
MCMU AR,

812 MCMU BFE, B8 NARNE TRz —:

FEMERA (root ) —root ABENX MiniCluster &4 (BEHEBITET A,
WLE. $IBEMZE) MWEBEERMNRMEN. BE root ABKAF A LITFR
BRENFAEEEEIERE, SBEMARE. (FAXEER, iTUEKEIEHE
AT HOERINARBRERS, GERNTEERNEMESER, BRPSAAEREACH
%?Eiﬁﬁ’éio WITHI P IR R T B AR MIEA MR #ITIC RS
1To

HWBHEER (mcadmin AR) —ULABEX MiniCluster ML HXKIFHHEN EIE
SRR BIABRT, WABNEBAX MCMU NRIRHRRR, HITHIFR
BRFERET AP RRTMIFAEIMRARTEITIERMHEIT,
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AFkA

AP

n FHPEREG (tadmin ) —IEAEE X MiniCluster VM BYE 12 53 AV PR AN 454
tABEXES5HEEBIRERANBAREFTEMFEBRMZIFN VM BE RN
PRI, FREIREREETBFRIMRFTMIEABIMRARTHITEIT.

» HitHA (auditor ) —EAIUAGRNAR REEIHR MCMU BUI Hit&EiZIH,
T UAEZNE EEEHITHRSURERX TR ESNRS. REABILAR
BMRAP A LA EITEIZIE. HitRAAREEHR MCMU (BEiTTT@ERRSN) , HAREE
BERIAKXIHZE VM,

MiniCluster R EEILFR AT HBIB A,

=TS = fae R
mcinstall HZBEER root REFIREREE ncinstall IEAN MCMU TEERHOIERZLE, LthikP
EHAEEE IRIBE MCMU BWEEE R,
B, ©RLUE
F MCMU &8 R FAKA BT LT ER:
AEe u SETEST instalinc FELRERHIT RIANIA Ko
m {$F MCMU BUI #l memu CLI S{ &% (813 VM) #HITEIE,
n ENEERF VM LB XIERNiZXIEFHEIE root AT (su 3 root)
LUSR BB LR BB 45 1%,
MCMU 8% | FER RiEA 7 MiniCluster 27, BEAFPRE— AP IMBE TN, ERAEE
= Ejjﬁfﬁﬂﬁ REE, ALUER LKA E MCMU AR ERCHEFIRE— N TINIER,
ERMF &
FROIET I MCMU BFEY, LR ESSWEIBFERE, AP KBIRE
LARHNEEERME, ZRAPKPAERR.
A ERLk BT EFEBERZIMIARISEERBRHEAFTE MCMU P&
HRERIRH— D TINYE,
(AT3E) P VIS RS tadmin AP REEE VM ERITRRE R 5555,
EEGR-FAF Eo
;ﬂﬂﬂa‘ﬁﬁﬁ@ Lt REEFR SR EAZXIE, tAREEEIT MCMU BUI 5 CLI,
kS
() W8 | EERIH | ncadnin | HOIE— MCMU AP REEENRBEERN, RAFFLRREA
EER—-BF Fo B RIFIHENR.
SRR A E RY
k=S
oracle ligz =i root AP BT LT ESD:
mcinstall &
B, n FAEHURE VM ISR ERIKF,, TTLUESZKFEEESSEHIRE. B

SRR VM, Er]LURIEEEA B H itttk
m TEEUREE VM L3R root BB (su Bl root) LURBUESR 1%

HRERNEANEIL MCMU 2132 welcomel, 1IN welcomel 5, LAERIERE
HIEPEA— NI S XL RENFHERE, 8RB RIEMZEE R [30].
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FA P REAN R Y BR R

PR MCMU B #ITHFrIE RS RE T AP RRATHITIER. BXEIHREHE
B, BEIHEITSEMMERS (351

& - MCMU APIKPABTFRENGIITER, fIERNAREFMIEIEE, XEAPK
Fi@:d VM EB Oracle Solaris. NAEFMBUERFHITER, Uk@IiLRIZIRS
HITER,

P 3SIER

2265 SR

£ MiniCluster PEENPFIEAPHNEE— 1 AR, ZABGRATBINEERENER
2B E X IR H SRR E B I,

RN Z2HEIKIZTE T LIS MCMU ZBEX:
HTEEELD 14 NFRF
RIREBED—IHFFR
RREBEDL—NKENFHFR

WRE DB =ANFRARETFUEINERS
Tee5 2 g+ ERB IR

FrE AR & IER AR B SZEBE R EH Oracle Solaris 1K,

V¥ I83F Oracle Solaris AR A&

1.

E R MiniCluster £/ X1 ##%38 root 8,
BXRH—THIFMEE, 525 (Oracle MiniCluster S7-2 BIRIER) o
IrA AR ERYIR,

# logins -r

RIHITIIE L BHIRF AeED:

# grep root /etc/user_attr
root::::audit_flags=lo\:no;type=role;roleauth=user
mcinstall::::auths=solaris.system.maintenance;roles=root

VM B & 2 HlER

2B MCMU EEE R VM # VM B, HRIERED VM AHES, & B ahiiRss
NAER, FEEmEEERLIXEFHMH.
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FOIEETEANEIBA AL

EWIEILEThEE, BEEMR vM A ZaIUFEERBHERE MCMU BUI, REEEM
ZRA ("System Settings” (RFKIGE) -> "Security" (Z2M) ) o Mk vM A, A
EEBXREEDH. BEMERALN VM XBENZBEITEERBET.

Vv ISUFETF FENBIRA ASEFR N
FrEITERE (2iFeRXE. IzXEMIEEEXIY) #ERECESE IPFilter BHA
T, FEEFRLE,
EIOIE IPFilter @ B IEEFEH, BRITUTTE,

1. PAmcinstall HHERITS 1 LNEBEXIK, H&IE root A,
B X Oracle ILOM BRi588, 1EZ0# (Oracle MiniCluster S7-2 EIE$5/) -

% ssh mcinstall@mc4-n1

PaSSWOI’d: khkkkhkhkhkhkhkhkhkkkkk
Last login: Tue Jun 28 10:47:38 2016 on rad/59
Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured

Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-nl:/var/home/mcinstall % sSu root

Passwor‘d: khkkkkhhkkkhhkhkkkhkk

#

2. KT IPFilter EiE.

Ha1R /etc/ipf/ipf.conf XEFBIFINS LT R H ITE,

# cat /etc/ipf/ipf.conf

block in log on all

block out log on ipmppub® all

pass in quick on ipmppub® proto tcp from any to any port = 22 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 22 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 111 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 111 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 443 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 1159 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 1158 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 5499 >< 5550 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 4900 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port 4900 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port 1522 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port 1523 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 2049 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 2049 flags S keep state
pass out quick on ipmppub® proto tcp/udp from any to any port = domain keep state
pass in quick on ipmppub® proto icmp icmp-type echo keep state

pass out quick on ipmppub® proto icmp icmp-type echo keep state

pass in quick on ipmppub® proto udp from any to any port = 123 keep state

pass out quick on ipmppub® proto udp from any to any port = 123 keep state

block return-icmp in proto udp all

3. IIE IPF IR EE R FERAVIRZ,

# svcs | grep svc:/network/ipfilter:default
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ISR IR S| FIF IR

v

32

online 22:13:55 svc:/network/ipfilter:default
# ipfstat -v
bad packets: in 0 out ©
IPv6 packets: in © out ©
input packets: blocked 2767 passed 884831 nomatch 884798 counted @ short 0
output packets: blocked © passed 596143 nomatch 595516 counted © short ©
input packets logged: blocked 0 passed 0
output packets logged: blocked 0 passed 0
packets logged: input O output 0O
log failures: input O output 0O
fragment state(in): kept ® lost ® not fragmented 0O
fragment reassembly(in): bad v6 hdr 0 bad v6 ehdr © failed reassembly @
fragment state(out): kept ® lost ® not fragmented 0O
packet state(in): kept ® lost O
packet state(out): kept ® lost ©
ICMP replies: 0] TCP RSTs sent: 0
Invalid source(in): 0
Result cache hits(in): © (out): ©
IN Pullups succeeded: 0 failed: 3462
OUT Pullups succeeded: 0 failed: ©
Fastroute successes: 0 failures: 0
TCP cksum fails(in): 0 (out): ©
IPF Ticks: 92894
Packet log flags set: (0)
none

4. HETHREELAERNE AR SR SIEENNBERF.

ML INIERYS | S IR

Oracle Solaris I8R5 | F B—T R SR G MR REDNRE, BFRT SEIEIMEX
BES|ISMAZAGHNG, INERERHSH. 5IFRKMAZMNEH EEMEE S,

ZINERT, MiniCluster £FXIHEIE A Oracle Solaris IWIENE|1F. MNREBWIERSAR
BREEWIENEIS, BRITUTISE,

1. ERIEPF—ITHELEN Oracle ILOM,

B X Oracle ILOM & RiHBH, i

Z|% {Oracle MiniCluster S7-2 ‘EIBigm=) -

2. 1f Oracle ILOM H1EEIRIEN 5| FEE,
Ha1R boot_policy I E N warningo

-> show /HOST/verified_boot

/HOST/verified_boot
Targets:
system_certs
user_certs

Properties:
boot_policy = warning

Commands:

cd
show
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IREIXSH = ERIE

LEIIENG| SRR E,

1R module_policy I8 & A enforceo

-> show /HOST/verified_boot module_policy
/HOST/verified_boot

Properties:
module_policy = enforce

BehENEH S LSRR KE,
B mcinstall H3&E R,

-> start /HOST/console
Are you sure you want to start /HOST/console (y/n)? Yy

Serial console started. To stop, type #.

Minicluster Setup successfully configured
mc4-nl console login: mcinstall

Password: khkkkkhkhkkhhhkhkkhkkx
Last login: Tue Jun 28 10:17:38 2016 on rad/47
Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured
Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-n1:/var/home/mcinstall %

e BXIEPEXRRARG RIS | SEE S| SRR
£ messages X EHKFRTE NOTICE: Verified boot enabled;
policy=warningo

mcinstall % cat /var/adm/messages | grep Verified
Jun 29 11:39:15 mc4-nl unix: [ID 402689 kern.info] NOTICE: Verified boot enabled;
policy=warning

vV [RHIXHEEEMERIGIE)

MiniCluster B2 —1EA(ERA T SSD # HDD MI7Z6EMES, ALY HDD #{TEE KM
VM IREHZEE,

MiniCluster f2{f T HZZMEREINE, XB—METIHXNABT2/MAZKIEIEE
FREHITRBTIRA X, XETRI VM ARENLZ2MMENE, EEF52F
MARKEEZEX M, XaHR VM BRBHINE NFS HHHHRERZEA NFS ikS

?—fkﬁﬁféﬁﬁfﬁﬁ, BAERKIEE VM FMINBRERF VM BREEEE. NREH

?—7?11%, M4 ARG AR AT VM #HITRiEAR, BXRUNAEHESRZERREEEHE

EI'J'LHEFJ, 2% {Oracle MiniCluster S7-2 Administration Guide) ( {Oracle MiniCluster
S72’§¥E?Eﬁ§» ) » PIHEA: http://docs.oracle.com/cd/E69469_01,

/sharedstore B REHEEFMEMNER S
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REISH = ERY 9]

. HREZEEACESUEE VM IR BERF VM £, SERFRERRIRMN,

s EEFZHED, BEHRERDRZKIGESA BT AEMLHR, REEFYERE
iAo LM AEMERHE P HITHZEFZMHERS G BZBRMER. RE
AT EED NFS 15i8] /sharedstore X RS, BHfRET IPSEC/IKE &iE 7=
AR HEEF,
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Bt 5EMNMERS

T EFNMET MiniCluster PRERVEHITSEMMEREThEE:

»  IOIFEEITERES [35]

» BEFHITHE (36]

» EREITIRES [37]

n  (NRFEE) BALUKS FIPS-140 BIERIEIT (Oracle ILOM) [39]
= “FIPS-140-2 &35! 1 MM [40]

Vv ISIFER T ERER
HiT R ETE L BXEMIFLBXIGEAEEFEMNEEEXHE (BIAB CIs FRED
PCI-DSS) BYECEHY,
BITHFEITREREEERRE, BRITUTEE,

1. PUmcinstall BRERIL/HXIE, FH%EIE root A,
B X Oracle ILOM B RitFA, iEZH (Oracle MiniCluster S7-2 EI25F)

% ssh mcinstall@mc4-n1

Password: LR EEEEEREEEEEEEE]
Last login: Tue Jun 28 10:47:38 2016 on rad/59
Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured
Unauthorized modification of this system configuration strictly prohibited

mcinstall@mc4-nl:/var/home/mcinstall % Su root
Password: EEEEEEEEE R ER RS R

#

2.  IWIFEHEITRS RS TEHIRTS,

# svcs | grep svc:/system/auditd
online 22:14:37 svc:/system/auditd:default

3. WIFHRIHEGRERTENRE.
# auditconfig -getplugin audit_binfile

Plugin: audit_binfile (active)
Attributes: p_age=0h;p_dir=/var/audit;p_fsize=0;p_minfree=1

4. BIERQTFIERNRESHE TR,
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# auditconfig -getpolicy
configured audit policies = argv,cnt,perzone, zonename
active audit policies = argv,cnt,perzone,zonename

5. I8IEA cusa BT RIEHRMNFIERAE,
# userattr audit_flags root
cusa:no

# userattr audit_flags mcadmin
fw, fc, fd, ps, 1o, ex, ua,as,cusa:no

v  EFEITAS

1. PUmcinstall BRERIELHXIE, FH%EIE root A,
B X Oracle ILOM ERi#BH, 1B5205# {Oracle MiniCluster S7-2 EI2g8RI) o

% ssh mcinstall@mc4-n1

Password: EEEE R R R R EEEREX]
Last login: Tue Jun 28 10:47:38 2016 on rad/59
Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured
Unauthorized modification of this system configuration strictly prohibited

mcinstall@mc4-nl:/var/home/mcinstall % su root
PaSSWOrd: kkhkkkhkhkkkhhkkkhkk

#

2. UWTFR{ER auditreduce i<,
THEERATFEEHITHEMEE:
auditreduce -z vm_name audit_file_name | praudit -s

# cd /var/share/audit

#

# 1s

20160628051437.not_terminated.mc4-n1

#

# auditreduce -z dbvmgl-zone-1-mc4-nl 20160628051437.not_terminated.mc4-n1 |
praudit -s

file,2016-06-27 22:58:53.000 -07:00,

header, 127, 2, AUE_zone_state, ,mc4-nl.us.oracle.com,2016-06-27 22:58:53.354 -07:00
subject,mcinstall, root, root, root, root,26272,415120213, 9462 65558 mc4-nl.us.oracle.com
text, boot

zone, dbvmgl-zone-1-mc4-nl

return, success, 0

zone, global

header, 88,2, AUE_zone_state, na,mc4-nl.us.oracle.com, 2016-06-27 23:02:30.767 -07:00
text, reboot

zone, dbvmgl-zone-1-mc4-nl

return, success, 0

zone, global

file,2016-06-27 23:02:30.000 -07:00,
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EREITHRE

EREITRE

FRLEERREATARERNZD VM N BKIFERFITRS.

1. oREHEITGACHBEFRHNEHNERE MCMU,

FX MCMU BRPHIAENER, 15285 (Oracle MiniCluster S7-2 Administration
Guide) ( {Oracle MiniCluster S7-2 BE¥2$5F) ) , MU http://docs.oracle.
com/cd/E69469_01,

2. 7ESAEIRD, %R "System Settings" (RHIZE) -> "Security” (Z£H) .
BT B "Audit Review" (BiHEE Z) TiH,

- REHEAFITAAEN MCMU B LU ZRILTTHE,

ORACLE miniCluster Configuration tiity Engish v mctaudior v

Welcome to the Minicluster Audit Review!

Audit Pool Status

@
LS
3
3
]
3

@
g
3
2

H

3

35
o
i
3
3
H
3

@
g
3
2
]
3

o
i
3
3

H

3

3. &% "Audit Pool Status" (EititIkE) 245
EBAHTET BN A ENHEIHHEFERANT B EM BT E 2,

4. BRBITEERRS, BRFEP—ITEH "Generate" () BH, ARE
FFE 6
B, BRI EN VM SXIFAERIRS. BERTES

5. EAREN VM X2/BIWEMKRS, BFRITUTEE.
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EREITHRE

a. BENRZUN=AUEFRE,

Generate Audit Records
hostname user generate
4 metnd Generate Report for all users
» global Generate Report for all users
* M18-vm1-meSqt-n1 Generate Report for all users
» MME-vm1-meSgt-nt Generate Report for all users
4 mei-n2 Generate Report for all users
¥ global Generate Report for all users
» 18-vm1-mcSqt-n2 Generate Report for all users
» ME-vm1-meSgt-n2 Generate Report for all users

b. ¥F VM £BKXig, #if "Generate Report for all users" (HFFEBFPE£/MIR

&) o

6. 7f "Audit Record" (EHitid®) MiFEH, REHITHIREH

Audit Record

Generate Audit Reports:

© Complete
@ For a particular period =

Fetch Audit Record Fetch Login Record
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(INREE) BAUMS FIPS-140 MIEIETT (Oracle ILOM)

TER R R EAYED

= Complete (8) —NRFBRSEEMEHRINHERIRE, HEFULI

= For a particular period ($t345EHAE) —NRFBIETEIFENETEIE, MRS
HEAMZE R HER,

7. BEHP— "Fetch" (EE) #%H.
TER A R ERAED

= Fetch Audit Record (JRENEHITER) —ERTEMNHITER.
= Fetch Login Record (IREVERICR) —E£mMAFER, FIMER. FHEMBFE
&,

8. B "Click Here" (Bittidh) 1%$H3Hi%E$F "download XML file" (T XML X
) o

AR XML XESNEE ISR EBEZER (5190 Oracle Audit Vault) H,
9. B "Close" ((iF) o

vV (MNRFEE) BALKE FIPS-140 BIIETIETT (Oracle
ILOM)

EEEBEFHEEF ZEMFEHRSL FIPS 140 BiIEAIINER

ERINERT, Oracle ILOM ?‘LﬁETT fEFLR FIPS 140 WIEMINE, Fid, MRFE,
A LABCAELR FIPS 140 IERIINZR

ERE NSRS FIPS 140 FIRIETTHY, —2E Oracle ILOM 454 FTHEEAREI . {Oracle
[LOM R4357) hREIN"Y FIPS B F R ARSI RS M IEL H— RS T
XLETNRERIFIR,

515ZS W “FIPS-140-2 k5! 1 BMIE” [40].

A *E - LIS EREES Oracle ILOM, BEEASHBAFRENEREE L. HIt, W
Oracle ILOM #{TE Mt {EA45E F ik = E’JEE&ZEG, RS A LARTE FIPS 140 BURR
B7. MFOMEEETFIESNEEBEMNAS, BSH Oracle ILOM BB, LUETLL

EEE Oracle ILOM 2GR HEITE, BNXLEREBHEEL,

1. HFEEMEKH, ERF Oracle ILOM,

2. % Oracle ILOM REBEE A LURE FIPS 140 BIERIE1T,
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FIPS-140-2 k5! 1 M4

-> show /SP/services/fips state status
/SP/services/fips

Properties:

state = enabled

status = enabled

7E Oracle ILOM AR, TF& FIPS 140 BYHEIUH state A status BERT. state BIER
7% Oracle ILOM FRIEEEER,, M status B4R Oracle ILOM FHEITIER. 0
REX FIPS state @M, MTET—X Oracle ILOM EF5|S 20, BRAESTMEITIE
I (FIPS status B1%) o

BRUME FIPS 140 ERIET.

-> set /SP/services/fips state=enabled

EFEEH Oracle ILOM RS b IRSE,
BENEREN, HMEFHEE Oracle ILOM SP,

-> reset /SP

FIPS-140-2 &5 1 B M4

1£ MiniCluster EFEERIMNZE N FBIEF AK#TF Oracle Solaris BYINZANEZETHEE, ZINEEE §
¥ FIPS 140-2 £&51 1 BMMEHIT T EIUE, Oracle Solaris MZEAEZEZE Oracle Solaris AR
INZRFMEE, SRETHNE FIPS 140 WIEMESR, Si1XZFAP T EMRNZEIHTE,
XLEFERRAN BREFRENZE. %, 8. SRE/RMIIE. IEHERFMIIELUR
HERIEINEE, ARAXLERERI AP &N 2R 1E FIPS 140 #23 FiE1T.

B Oracle Solaris IIZMEZEZ 9}, 5 Oracle Solaris #H4F7E—#CHY OpenSSL I RIEIRWE
XF FIPS 140-2 2R3 1 M MHIT T IIUE, ZIERZIHE T LS Shell M TLS tMXITRZ A
BEHTINE, SRSEUHEANEERESS FIPS 140 WERX TERMEFA XM &FS
FIPS 140 B9#&{ FiE478Y, Oracle Solaris 1 OpenSSL (FIPS 140-2 121#%&) =3&HIER
FIPS 140 IIERIINZE X,

HiEEN (NREE) BRALUKE FIPS-140 FIEIIETT (Oracle ILOM) [39]o

TRFIE T FIPS IATTHYE Oracle Solaris 7 MiniCluster £ E %,

#$AsE CSP

EBRS

v1.0 vl.l

X FREEEA

AES: ECB. CBC. CFB-128. CCM. GMAC. GCM # CTR =, %128, 192 #1256 fIZAA/N | #2311 #2574

AES: XTS #3{, ¥3¢ 256 F 512 AR #2311 #2574
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FIPS-140-2 £&51 1 BMM

A% cSP WEBRS
TripleDES: CBC #1 ECB 183, #H3XIZ0%EIM 1 #1458 #1560
e FFER

RSA PKCS#1.5 BB £ R/IIE: 1024 1 2048 {ii (SHA-1. SHA-256. SHA-384 #ll SHA-512) #1194 #1321
ECDSA 24 p/I05E: P-192, -224, -256. -384 #-521; K-163. -233. -283. -409 1 -571; B- #376 #446
163, -233. -283. -409 1 -571

REEFIHTA (Secure Hashing Standard, SHS)

SHA-1. SHA-224. SHA-256, SHA-384 &l SHA-512 | #1425 | #1596
(hnZF) BFIESINIE

HMAC SHA-1. HMAC SHA-224, HMAC SHA-256, HMAC SHA-384 1 HMAC SHA-512 ‘ #1425 ‘ #1596

FEM BN R 28

swrand FIPS 186-2 FE# ¥4k 28 #1154 #1222

n2rng FIPS 186-2 FEAL A4 A 3% #1152 #1226

Oracle Solaris ¥ 7 NS FIPS 140-2 &30 1 #1477 IQIEMINZRE LR HE .

m  Oracle Solaris FIINZAEZEIIHEER Oracle Solaris ZRZE LR RINBEMEE, SieitT
AN FIPS 140 123k, AP EIERAERF TEFETHNBEFREINE, RiZE
RARZEHIZRMEINDR, XEEERANAEFRENE. B2, 85 €]/&E
[DENEmNN 1LT::BSEEJZ$U9_41LT:LX7S'Z HEIRIEINEE, ﬁﬁﬁﬁ‘%ﬁiﬁﬁ'ﬂﬁﬁ)ﬂéﬁﬁﬁﬁ&rr
FIPS 140 #R3{ Ti51T, B0 passwd sp<H IKEV2, RIZEEARE (5140 Kerberos F
IPsec) EA%EH APl ABWIZINZIEL

»  OpenSSL X R1ZERFY SSH FI Web [ Fﬁifzr“ IRHINZR, OpenSSL BLLEEFE
(Secure Sockets Layer, SSL) fl{&5i/Z &< (Transport Layer Security, TLS) /MY BIFFR
TES, RHEIMZEFE, 7E Oracle Solaris F1, SSH #1 Apache Web ARZ5 28 OpenSSL
FIPS 140 #IRAEHE, Oracle Solaris 11.2 FBf OpenSSL B9 FIPS 140 hixds, ZhkZs
AIFREEREER, {82 Oracle Solaris 11.1 FEMIARRZS R AEF Solaris SSH /A,
B FIPS 140-2 IRHEEREAKRE CPU, FTURINERTARBREN. ERERE
J\’ II—:\J\ J\T_ FIPS 140 *;TTF%;ZE{ %#EE%@%%O

B X7E Oracle Solaris _£/3F FIPS-140 12BN E LSS, 1FSI/ "Securing the Oracle
Solaris 11 Operating System" (Fif® Oracle Solaris 11 I2{EFRAL L) trill FR A (Using
a FIPS 140 Enabled System in Oracle Solaris 11.2)  ( {7E Oracle Solaris 11.2 Az $F
FIPS 140 FIRLE) ) BIXHY, MHEA: http://docs.oracle.com/cd/E36784_010
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RREEMME

UTEBNLET MiniCluster 2 EENNXIHEE:
s ReBMMEERENNR [43]

s RIS EMEEENIR (BUI) [43]

. EEEENAIRS (BUI) [45]

ZEEMEEEL

RERGH, SEBR—IL2EEXH (PCI-DSS. CIS F[E, MUK DISA-STIG) ,

HESBIBRARBENTOZLTEREXH. NHARKRAHERIELRSREXHIE

17, MCMU It TN A ERETREE2ENRFAA R EENRIRS. ETUEH

MCMU BUI #1 CLI R EBE &R,

BITReEAENRRET U TRA:

. AFETEEBIREMNBRER VM NHaI 2 RS,

s B MMENIRXZF PCI-DSS. CIS EFEHRE (FXIA) 1 DISA-STIG, BEEBURATF
ELREHERENTER.

» ZEEBMMNRXERSASISRB5hETT, HBERLUREIIRITLIMIEIRETT.

s AJLUERMAM MCMU BUI 458 M2 EFIR S, BXAH MCMU EEE R 50,

s EMMEIRERTR AL ERIN.

i - DISA-STIG FeE X HRI TR R, IBNAIFEFHRFRIEE X AT IR
Bm)iche 38

vV HHREEMEEENR (BUI)

A LAfE AR Lt #25@i3 MCMU BUI itXIZ 2 E &K, E28A MCMU CLI, E&%
{Oracle MiniCluster S7-2 EI2tgr) FAIIHAE,

1. PEFEERFHERE MCMU BUIL,
BXinBE, 152158 (Oracle MiniCluster S7-2 EIBfg/E) -

RREEM 43



THRIR 28 MR (BUI)

2. fEEXmd, ETEEE "Compliance Information" GEMIEER) EiR.

3. BEREMMRURAHEHFAES.

SMXEM VM MEEE— M L2EEXH (CIS FES PCI-DSS) o FEITRIEENR
B, BERESAMNTEREX NN EEN.

Compliance Information

Assess and Report Compliance for the virtual machines in the system

Update Reports

Node Hostname Benchmark Type Compliance Score Date & Time Remarks View Repo:
4 Node1
global pei-dss No Reports Found
global cis.equivalent No Reports Found
dbvmg1-zone-1-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-1-mc4-n1 cis.equivalent No Reports Found
dbvmg1-zone-2-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-2-mc4-n1 cis.equivalent No Reports Found
dbvmg1-zone-3-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-3-mc4-n1 cis.equivalent No Reports Found

4. M@EERDHBEZHP— VM B "Schedule" (3+%1) %5,
ILEETIE 2R "Schedule Compliance Run" (XM MEIETT) Biil,

Schedule Compliance Run

nc4-n1/cis.equivalent

Scheduli 5, 10415 format, eg: 18:00, 04:50, later than the
default time shown

Time to run compliance(in 24 hours format): 14:15

Select a Frequency of run: only once

Cancel
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EEREENHKRE (BUI)

5 {SERMEIMSAER, AREE "Start" (FFH8) o
AREEMNENRIZH NN EETTE, EEkRE REFREENARE
(BUI) [45],

v EFFEAENEKRS (BUI)

THEHRAEZNEMMESE

cis £ PCI-DSS
£RFXE | KL 88% K%Y 88%
VM K£9 90% K9 93%

TERREA Oracle Solaris (AT FHEIEXEMMEMIAEIR

» REEREM (%0 OS. rad-python)
= GDM

»  FRESTIPHE

= SSH [ElE#E — F B REEE S LR,
» S RARSBLIEIRSI DNS

= LDAP ZFH]

TEEEA MiniCluster &P M/ EALE 0@ M S EFEMMENIXEIR:

= NFS BF RS —AEEEIANRS
» I&E eeprom B —AIXIKE

1. EREF MCMU BUIL
FEmh, mTRENE "Compliance Information” (BMMEEE) ER.

% "Update Reports" (EHRE) .
EEREEERY— DA M.

4. EANKRETHIREEMERS

N

w

;3—1-mt4-n1 cis.equivalent 89.83/100 2016-06-20.14:21 - View Report

o

BARDFHET "View Report” (BEERE) o
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EREAENRRS (BUI)

LR B RE AN X RS

£ "Rule Overview" T, ERILUERBERETFHAERETRHNIHELER, EEAIUERRFR
PIEE—MERFFH.

SRACLE  Compliance Report

SOLARIS

Oracle Solaris Security Policy

with profile Solaris Recommended Security Policy

Oracle Solaris Compliance baseline and recommended settings for general purpose operating systems installations.

Evaluation Characteristics

Target appvmg1-zone-1-med-n1 CPE Platforms Addresses
machine
.
Benchmark Oracle Solaris Security Policy
Title

Benchmark 1.13749
Version

Benchmark Oracle Solaris Compliance baseline
Description and recommended settings for
general purpose operating systems

installations.
Profile ID Recommended
Started at 2016-06-20T14:21:21

Finished at 2016-06-20T14:22:10

Performed by

Compliance and Scoring

The target system did not satisfy the conditions of 11 rules! Please review rule results and consider applying remediation.

Rule results

174 passed 11 failed

Severity of failed rules

s

6. IRIEIRS, EALIGERSIEH. EMES K. SEMLYEREDRE,
7. BEFRENNHNR AT LERBGFAE S MR I EREER.
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EEEENRARE (BUI)

- Ee LUE T B HIRE EREPRY "Show all Result Details" 2 RFrE MR G4
B,

Package integrity is verified

Rule ID OSC-54005

Time 2016-06-20T14.21.46
Severity high

Identifiers and References

Description Run 'pkg verify' to check that all installed Oracle Solaris software matches the packaging database
and that ownership, permissions and content are correct.

The following packages showed errors
pkg://sclaris/system/core-os
pkg://solaris/system/management/rad/client/rad-python
Run 'pkg verify' to determine the nature of the errors.

Remediation description:

'pkg verify' has produced errors. Rerun the command and evaluate the errors. As appropriate, based on errors found, you should
run 'pkq fix <package-fmri=' See the pka(1) man page.

Remediation script:

# pkg verify
followed by
# pkg fix <package-fmri>

iR R 28 M 47
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T fi# SPARC S7-2 [RSEBBLiTH|

UTEBNRT 534 F OpenBoot FEN T 21T

n THREEMG RS [49]
= “fRHIXF OpenBoot AYifA]" [50]

THREGRS

Rz R eE R EMEIAYIERBNINREGRNEMZ . BRVIERSSLRER
SRR, HIEHSRRERNIGR. FF, iERFAIEFTISHEBTHERE. ¥
ERUTEXL EMFERERRENAFEINTAREREF) -

LUTRJLER 73 1R MM 7B X MiniCluster BN —RREE 4L 2N,

s CPREIAGER [49]
s ‘5SS [50]
n CFERIRTHES” [50]

BR&IA Stz

n RS [BMEXIEELEEFTHHRFEEHNEEIRN.

o NRIGHEREFEFAIBNNGES, NFRIESNENEARLEEAHS, TNRIELH L
MZRI1. i EMZRIIER BRHIA R LSRR RIS

n EERWIHAEREB ST (field-replaceable unit, FRU) 3 & F 0] B JT (customer-
replaceable unit, CRU) EBIE R BIBINIER, NFREIRINEIA RIEEHBIHIE,

»  EHAIONIZEA S ANE L BIRVIRORAEEM, ML LAIERRBIH BRI E
EBIFIE R,

» RNESRREEASHEREINR2ME,

» [RHIAGIZE USB 66, R4IEHI2S. BLEBIZE (power distribution unit, PDU)
WLE AN 2 KRV FEBPIBER USB &R, HTMIEHNATZEZMNEWE,
tR—MiIRL A HIER %,

T & SPARC S7-2 [REHBL LI H| 49



BR#I¥T OpenBoot BYif Al

o RHEH EREISMNE KVM LISSELTAZ IS SR, KVM IREIRE S WEWIE.
ErhipRERIAET. BX KVM NE2ENMRERBNESER, H55H KVM
REREMBI S,

R3S

» REFAERGHFETISIER.

o NIFENBEGHREEEYI EREMN) RINE SRS ERBHRIRINLER
ELHRE,

» BEGRERANTIIERET —TNREMUE, ERAFHAZIWARNARAEEST
BEMIBRE I E. FTENBYS S PIERIERRFR A I By ME—IEHE,

ToL& 5 HMIR 5! (radio frequency identification, RFID) 3B 28 A] LA — > &1 {4 35 7= ER B0
A ML I EFREX Oracle B2 {How to Track Your Oracle Sun System Assets by Using
RFID) ( (40faIfEA RFID ERER Oracle Sun RFHE=) ) -

http://www.oracle.com/technetwork/articles/systems-hardware-
architecture/o011-001-rfid-oracle-214567.pdf

FER X Eh a8

FER TN E ARFEERER. APLERERINHBEXERES, EEMER. FLE
ERNGERRIRNR A1, NMAWEFHITRLLE,

= f§F Oracle Solaris format (1M) 8p < FHEIZIF T AYRMPRIERZ XSS ERIFREEK
o

v AR HSEHMEFRIPRERAE RS ENER R AT %o
» NRFE, FA Oracle WEF HIENIRERBRS

http://www.oracle.com/us/support/library/data-retention-ds-405152.
pdf

PR#I%F OpenBoot B3/

IR EBALR T 9NfEI7E OpenBoot /AT T BREIAH]o
B XUWAIA OpenBoot BREZ ISRV, S IEZE EEPROM % [26].

= 3# X\ OpenBoot &/ i [51]
n ELKAES [51]
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http://www.oracle.com/us/support/library/data-retention-ds-405152.pdf
http://www.oracle.com/us/support/library/data-retention-ds-405152.pdf

N\ OpenBoot 2R

n  PRAEEBEE (51]
BXI&E OpenBoot RETEMER, 1FS(H OpenBoot 14, MiEA:

http://www.oracle.com/goto/openboot/docs

i# ) OpenBoot 1R iF

IS 2 4R T 7 MiniCluster 18T 52 E30{al# N\ OpenBoot IR KA E T2 Hl,

WATX A R G A BERX OpenBoot 3R fTo lﬁ#Lﬁ'ﬁﬁ:_F:F AHXE VM IEEEIE,
((Oracle MiniCluster S7-2 BEI2$5F) HFmR

BERI—PMT =L Oracle ILOM #H A HBIU TS,

-> set /HOST/bootmode script="setenv auto-boot? false
-> start /HOST/console

M mcinstall AR B3 EREIENITHIEH su F roots
£FrE VM X, L root fIGREFEIEEREKIE,

# init 0

%0} ok

WEXMHER

BEREEAZIRER security-#badlogins £%{ifia OpenBoot & Hifial kMK,
WML TGRSR

{6} ok printenv security-#badlogins

MRS LIREERIATF 0 B9E, WiEH T i5iA OpenBoot IFIFER K =1,
BERBANUTHESEESN.

{0} ok setenv security-#badlogins 0

he @ R IR

BAMEAREETIRNIES, BEEHFUTREERE:

TR SPARC S7-2 IR B L eish

51
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fRALEFEEE

» FAFREN.

» ERAPTERNRSBAE

» IEEAXRERANEI A RIIE)SHELK OpenBoot
o FAUTHLEAEWNESHES.

{0} ok setenv oem-banner banner-message
{0} ok setenv oem-banner? true

HEIEHBRZ AN 68 MFF. ERFE LT,
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A
ZE
[Fl, 9, 10
EFEFEE (BUI), 19
EEEENIRS (BUI), 45
BMMEEENR, 43
BMMEEENNR, 15 (BUI), 43
BB, 15
L4 Shell iR, 20
ZEEIML, 11
ZefiEXH
IRIE, 15
ZeES, &RVBEN, 9
REEGINRAE, 40
Ze
24 Oracle ILOM &85, 25

B
RIPELIE, 19
NEMNZLES, 9

Cc

KA ZFS SRS MEZRBIRRF, 19
5B, B2, 10

55

ZeEAENHRE (BUI), 45
RSB L 25 R (system security information,
BUI), 19

EEHITHSE, 36

BRABFKF, 29

D
BER, EKXMKH OBP, 51

STFRZRER, 40
DISA STIG Be& X, 15

E
EEPROM, BdE &S, 26

F

B AR, 323E, 31

518 OpenBoot ¥&/R T, 51

Sl 12

EXSHRZEER, 40

HBNEIERKF, 29

FIPS-140
U &R ERNENIETT (Oracle ILOM), B, 39
&5 1EMM, 40
INETRVEE, 40

G
BER
MCMU BFKP, 29
BR&EitRE, 27
¥4 SSH Z%H, 20
HZ=7EME, [REIAR], 33

H
HEhE, feftt, 51

|
IKE, fd&, 22
IPsec, 22
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E]

IPsec, Bic &, 22 R
root, B CAEEY
, 25
J
BTS00 HBIRIE, 40
i‘l‘*ﬂ]i‘fé%)ﬁﬂn\ﬂiﬁ, 43 s
&, 12, 19 BHRE, £, 37

NI, 12

[ 1A
#5108 OBP B, 51 T PR, ik, 35

HITAEMME, 13
HItEE, &, 36
EREITIRS, 37

M fEF IPsec SEM L @S, 22
) i BIRIRIP, 12

MCMU HIZRIAEES, 29 FEMERE RS, 40

7% Oracle ILOM HEERX, 25 SSH %#H, 4, 20

£, 30 SSH PN, 20

RINZLEEXH, 15
mcinstall AAFIKF, 29

MCMU B F
EHtRIE, 27 T
MCMU FBFAKA, 29 A, 28
MCMU BRIk BIfE, 28 REGERBIRIE, 51
o \/
OpenBoot VM V&= 2MiBx, 30
i8], 51 VM, Z2Mik%, 30

BRERNG, 26
FR#%IST OpenBoot BYIAIA], 50
Oracle ILOM, ® 24 root ZH5, 25
Oracle Solaris FFFP A, IEIE, 30 X
PREIXTHEZ7ZMERY AR, 33
MY, 22, 11

P F55, 50
foE
EEPROM #H3, 26
IPsec f1 IKE, 22 Y
REXH, &%, 15 83T
PCI-DSS EEE X, 15 Oracle Solaris AP A, 30
PKCS#11, 12 EF EANBBFAEMN, 31

L2EENXMH, 15
HITRER, 35

Q RS | SIRE, 32
B U4 FIPS-140 BERE1T (Oracle IIERY S| SRR, 3O, 32
ILOM), 39 IEBREXH, 15
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BB

5=, 50

HIRIPREI, 49
BHRe, THE, 49
EEAEYIA R PRSI, 49
EREIREHES, 50
=)

HHLRIE, 27

B, 27
FBFPtKF, 29
BFRtkFfAt, 28
FEN, &%, 9, 10

Z

BEAP, 27
FEEAK,, 29
FAPEEGK,, 29

RDGFENRELMES, 9

BEMMEMET, 13

B MM BT
R, 43

ZFS #IR&ENZ, 19
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