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SR VM Z2 8 EHE (CLI)

R - GERIIE A EIFNLZ 2T > 557F MCMU BUI AR [System
Setting] (R #i5&7E) -> [User Input Summary] ((EREBARE) - 22X EREGERTE
EES

1. LA meinstall ﬁkéﬁﬁgﬁi °
MEMEIEFERAKAIET » 5528 TOracle MiniCluster S7-2 Administration Guide] °

2. fEF root A ©
gl -

# su root

3. REBMEZ VM HEIRERTE o
EUEEFIH - BE VM EEE BRGCEE

# cd /var/opt/oracle.minicluster/mcmubui/MCMU/verification_logs

# 1s

verify_appvmgl-zone-1-mc4-nl.log verify_dbvmgl-zone-3-mc4-nl.log
verify_appvmgl-zone-1-mc4-n2.1log verify_dbvmgl-zone-3-mc4-n2.log
verify_dbvmgl-zone-1-mc4-n2.1log verify_dbvmgl-zone-4-mc4-nl.log
verify_dbvmgl-zone-2-mc4-nl.log verify_dbvmgl-zone-4-mc4-n2.log
verify_dbvmgl-zone-2-mc4-n2.1log

#

4. (IRERSEECEE o

R R E M R BT o MREET (pcr-pss) * B VM HIZ 2R TEIER PCI-DSS 1R %k
SIBERRERE > Bl VM L 2R EERE CISER °

» {Ff PCI-DSS :2EEZ VM M&R%E 22 175264 :

# tail -22 verify_dbvmgl-zone-1-mc4-n2.log

(PCI-DSS) Checking /etc/cron.d/at.allow:
Passed/Configured

(PCI-DSS) Checking audit configuration (user audit flags):
Passed/Configured

(PCI-DSS) Checking audit configuration (non-attributable audit flags):
Passed/Configured

(PCI-DSS) Checking audit configuration (audit_binfile plugin)
Passed/Configured

(PCI-DSS) Checking audit flags on root and tadmin roles:
Passed/Configured

Check if tenant-key exists in keystore:
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2 VM B2 ERE (CLI)

Passed/Configured

Check if immutability is enabled:
Failed/Not Configured

£ TCIS &% F£RTEEZ VM ERE 22 17856 -

# tail -22 verify_dbvmgl-zone-1-mc4-n2.log
Checking if NDP routing daemon is disabled:
Passed/Configured

Checking if r-protocol services are disabled:
Passed/Configured

Checking if rpc/bind is enabled and configured correctly:
Passed/Configured

Checking if NFS v2/v3 is disabled:
Passed/Configured

Checking if GDM is enabled:
Failed/Not Configured

Check if tenant-key exists in keystore:
Passed/Configured

Check if immutability is enabled:
Failed/Not Configured
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&8 SSH £48& (BUI)J [20]

M$H IPsec W& 2@ [22]

MR 7E IPsec M IKEJ [22]

£/ ZFSs BEREMENERRE

£ MiniCluster 5 » &£/ ZFS BERENE BFREIFERAPELRHFRE - MERESN

LI S

s INEREEREESSTTAN ZFS BRI > 835 root #l swap IEERAR ©
» MERZWEHFAERN ZFS B > 18 root f swap HEZERAFRI ©

ERI LU R IN 2R SRR RSO INZR 4B - 5520 TR ZFS BRIENE £i8
(BUI)J [19] ©

v &R ZFs EREMESIR (BUI)

fERLLIERT > BIRIR I B SR AE A o

1. 7FHEIMCMU BUI °

AT AN{RIEE MCMU BUI BYs¥4E T » 5528 Oracle MiniCluster S7-2
Administration Guide] °

2. TEEEmikS > BE [System Settings] (R#iRE(E) -> [Security] (&) °

ReEER
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v

%% Shell &%

B—TERL > LIBREFEE -

Encryption Key Information

Encryption keys for all virtual machines and attached volumes

222 Shell IR

MiniCluster SEEfEF SSH 48R EE

) FIE e Es JEREER) -

Node VM Name ZF S Pool Key Label
4 Node 1

mei12-n1 rpool/common gz_mc12-n1_zw;pinfile
mei12-n1 rpool/audit_pool gz_mc12-n1_zw;pinfile
mc12ss01 rpool/common kz_mc12ss01_zw;pinfile
mc12ss01 rpool/audit_pool kz_mc12ss01_zw;pinfile
mec125501 rpool/u01 kz_mc12ss01_zw;pinfile
mei2-n1 mcpool mepool-id-key
mei12-n1 mepool/dbzonetemplate dbzonetemplate-id-key
mei12-n1 mecpool/appzonetemplate appzonetemplate-id-key
mei12-n1 rpoolirepo repo-id-key
mei12-n1 mcpool/me12dbzg1-zone-1-mec12-n1u01 me12dbzg1-zone-1-mc12-n1-id-key

AL 2 #E A MiniCluster EH & (2IHE&E

EREFE—RMEM SSH BAR > AREEBELFEREMI SSH S84 -

£ SSH £i# (BUI)

fERILLIERT > BNREA T HP—EHERRREERIET VM B SSH £48

s AP IEUISEERIE SSH - EEEHEA VM FREZTE - VM #2532 18H
RSA Al&iE o

n BHEIES VM WSS

FE - EEFER MCMU CLI #YTIE 2R » 55280 Oracle MiniCluster S7-2
Administration Guide] °
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#5 SSH £1& (BUI)

1.

2.

3.

7ZEY MCMU BUI ©

EEBEERT > EH [System Settings] (R4 EE) -> [Security] (E2) ©

Encryption Key Information

Encryption keys for all virtual machines and attached volumes

Node VM Name ZFS Pool Key Label Encryption Key
» Node 1

» Node 2

1

Modify SSH Keys

Node Hostname
» Node 1

» Node 2

Encryption Status Key Source Creation Date

Modify Key

£ [Modify SSH Keys] ({&2X SSH i) iRk > #— TEISEURFREET ©

Modify SSH Keys

Node Hostname
4 Node 1
global
acfskz

dbvmg1-zone-1-mc4-ni

dbvmg1-zone-2-mc4-ni

dbvmg1-zone-3-mc4-n1

HEEFEEER VM > #—T [Select] (EHY) °

W THIZHAER RIEEURIE > 2A%81% [Next] (F—2) o

EIRGT :
AR EERS SSH

Modify Key

Select

Select

Select

Select

Select

ReEER
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£/ IPsec 9= 2@

» BEEESHBNNEE
6. 1% [Next] (F—%)-

7. WRECEEETVEEENS SSH > BRAULEN » A% [Next] (F—2) :

s HEBIEREZRE
n IR EMERTE
n H423H0 RSA ABSE

8. 1%#—TF [Setup SSH] (&% SSH) °
BIEEREE -

£/ IPsec NZ 2@

BZEH IPsec (IP %2&) fll IKE (MM AERE1830HY) » REME LEIFZHEY IP i@

M 1 NFS REREZMEFTEY o BEFER IPsec’ AAECZRAKERHENE &
EIREREE ~ BRI M « B TRB MM ERERE o 7£ Oracle MiniCluster SF & L{FH
B » IPsec 1 IKE AJ LA B EhF AIERSSEBNRIINZINER » EMAFEULARERIBIE _ FERME
EIRES T E TR BBE R EREIRE ©

vV 3% IPsec 1 IKE

WAFERBMEE Z BPTMERNRE BB (3X) IP (it > 7 5ERTE IPsec °

2R RaYEEf) - 2 IP fiik 10.1.1.1 A 10.1.1.2 > $5EBE—R P FRIEBIM(E
Solaris JEE & © BMEIALZ FRYE - iFEER IPsec EITIRE o ILEHIRLE
IP fiik 10.1.1.1 FERABAYIF IR @I ARIETT o

ERATHIZER » BIRIEIEERY (EHKES) IFEBEEECH ZE » sREL[ER IPsec #
IKE :

1. EZ IPsec Z&FA o
EEFEEN RS H 2 BasIBTNZ 2R
TEUHEEEFI > BEEN%F 10.1.1.1 81 10.1.1.2 Z MR B ERE -

{laddr 10.1.1.1 raddr 10.1.1.2}
ipsec{encr_algs aes encr_auth_algs sha256 sa shared}

2. H%}EE\U{E%#E /etc/inet/ipsecinit.conf *E%EF °
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BT IPsec 1 IKE

nlu IPsec @,EIJE’JnnlszEE °
#ifl

# ipsecconf -c -f ipsecinit.conf

R IR £ IR 3R (IKE) ARTS o

fKER /etc/inet/ike/config HEZRAFHIEEAEE LR TERTRT ©
{ label "ipsec"

local_id_type ip

remote_addr 10.1.1.2

pl_xform { auth_method preshared oakley_group 5

auth_alg sha256 encr_alg aes } }

REFERLAER -
WASEWENSHAELASRER » REFIRILENEE > 74 8ERUA IPsec ©

Oracle Solaris IKE B ERERRATL » QIFTRLHASBIRSE o AREME > 1EE
ﬁjﬁﬁﬁ /etc/lnet/secret/ike.preshared *%%q:'ﬁﬁﬁ%ﬁﬁgﬁ%#&ﬁﬁ%? 7F 2 «—?*ﬁﬁﬁ%

ERFERANABSt EZE M -
%ﬁiﬁ letclinet/secret/ike.preshared 1§%E » W ATES L AEIBE o Hla0
§ocalidtype IP
localid 10.1.1.1

remoteid type IP
key "This is an ASCII phrAz, use strOng p@sswords"

}
EMEYH % LB IPsec 1 IKE RFS ©

MBS EME@EA S S _ ERBIRTS » AEiEITINZ @A
&ify) :

# svcadm enable svc:/network/ipsec/policy:default
# svcadm enable svc:/network/ipsec/ike:default

ReEER
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FEHITFEY

IS L3 BERE MiniCluster ] FARYTEEIESITHAE -

887858 Oracle ILOM root 228 [25]
M%7 EEPROM ZHE ) [26]
MEREREIREL [27]

'TMCMU EBEZERER] [27]

A ARRNEFEERES 1 [28]
MERAEIRIE [29]
MERE PR MZERA ] [30]

&R Oracle Solaris FREA®E] [30]
rZz 2z vy [31]

MR OB N AEFRA ) [31]
MEsRERE UBIRIRIE ) [32]
MRHITZERE AREERE [33]

V  EEFESR Oracle ILOM root 15

2.

G HERFTEMEEEE EEE15E Oracle ILOM root IRIEITEERZRRE o LUEERTTE
BIFIATEEMRSIRMITREERER c TLE 2% > AUNEFTTEREE > BRRERZR
l& °

K root B9 » B ARIEL 1 LAY Oracle ILOM ©

{EH ssh 159 E4RZE Oracle ILOM o

L EES Oracle ILOM BEETE > SBELBIEIC BUI H » EEEY [System Settings] (&
IR EE) -> [System Information] (RAAE) o EHEZFBETIE ILOM T ©

=h3;
=17

% ssh root@nodel_ ILOM_hostname_or_IPaddress

& AF85& Oracle ILOM root 275 : welcomel

&% Oracle ILOM root Z505

-> set /SP/users/root password
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v

26

w

Ea

Enter new password: ***xx*xxx
Enter new password again: kkkkkkkkhk Kk

{EAFHIZEEEH Oracle Engineered Systems Hardware Manager ©

52/ I lupdate Component Passwords] in Oracle MiniCluster S7-2 Administration
Guide] °

% 7E EEPROM Z15

1@ MiniCluster EiZt#F 858 EEPROM (BFE#8%4 OpenBoot PROM) » &2 —TEKE 4K
g8 » EHP AR ARFEKN— AR SN RS2 - EEPROM ZHSINAETARR
ASEH °

EREIRED > FRLEFIRABENELREEN - ZESESRALEREM(E
RS

IR E I MER EZIEHIE /57% ¢ 1 OpenBoot ok FE/RETE Oracle Solaris i@

=A
eeprom j‘a < °

AR - AL ERN - MRTEEE » SR RMESIERTG A EBREREN R R
1 o

AE - IR MmN aER MCMU BUI REREZHS o IE @ S RI LAER nemu security

e 5 °

LUFEEEE RS (B4 ncinsta11) EA MCMU o

EEBEmRT > #EH [System Settings] (B4R EE) -> [Security] (£2)

EEPROM Password

EEPROM Password is Disabled

Enable

Oracle MiniCluster S7-2 22}57 » 2016 % 10 B


http://www.oracle.com/pls/topic/lookup?ctx=E69469&id=MNCADz40000de1004156894
http://www.oracle.com/pls/topic/lookup?ctx=E69469&id=MNCADz40000de1004156894

ERERBRTE

3. WITTIIEF—EEE:

» AR TEREN — #—T [Enable] (BUA) > BMIARRENR > BIRZ—T [Set
Password)] (R EZH)

» {EAILIIEE — KFE—T [Disable] (/) £ [Confirm] (F&EsR) °

» BEIRAMTE - % —T [Change Password] (BB 2H5) » M AMNEZEE - B
—F [Update] (%) ©

ERERERE

%4 MiniCluster 8 » REREFBEELRREIULNZMRATBA ncinstall BIFE—L MCMU
ERE - R GUWELAENEREN - SEEFEH U TEEIFRS o ncinstall
BERE—ETETEEIRTE c TF—1E ncinstall FAR > ABRERNEE ncinstall 1R
EHL 2R EEABRINAY Oracle Solaris ZRHER BRI FHHIZREE o

TEGEM meinstarl FAEHAR » BREISTIEIE MCMU supervisor I AR ° supervisor
QREFEBRBNEFEMHMULEITHAR © supervisor R MCMU fEEE » ALLREE
AGERAER o

supervisor ] mcinstall FHAESHEEEN A B R BMNE XN E FE 4t AE R

MBI EE MCMU ERER > SEFERERFHNERIEKEIEEESHIRNEEES
MAE B2 TUAGBERNEZEEEES | [28]) o EXFBHFHIINRSEZAT » ncinstall
fEAZE supervisor #ABEFEIBMMITEE FEMHHUREIRY URL RIZ AR B E IR
(GE2R TMCMU EREREIRF] [27) c F—REAR > GfIFERAEIETS
MCMU ZHSRAINZES o 5520 MEREREMZBREA [30]

MCMU (R & Z &R~

FrE MCMU f£FREIRSEEEE MCMU supervisor IEEEEESMANKE o 12FHE
EAUT -

1. TEEAEAE (FAFRMMIN MCMU BIES) R MCMU S EE @ WiRHiELE%
EFAE -
= MCMU fERERZE
s BFEFMAIE
s 2F
n  EEEIEHS
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LA B R BT

= MCMU &8

2. MCMU §R—HEREHIEEE FEHFiEL MCMU supervisor I EEIE
8 o EFHHEIE MCMU ZE/AEABINAERY URL > M EIEM—E8 ID ©

3. supervisor 1T EEE S EIOENRIER » FEUBMEREZIRSE > THE MCMU 2GR
IRSEERENN E FE M BREATIERE - FRAEZEWKEIAEE MCMU BUI 5 CLI
FHAY MCMU 1R5E o EFE 1 &1%U8E! Oracle Solaris EAEIRSE - MMRFEAE
F1ER/AT] LDAP A > I E MiniCluster s2 €A% LDAP FBF % » BIfEAE RAEEA
LDAP {E# Oracle Solaris 1R3E o

FRAEMIERE S EHEE MCMU #EEES - MCMU BIEE A LUIEBER MCMU
[System Settings] (B4R E (H) -> [User Accounts] (fEFAEIRSE) KEDERAE (BI5H
A &H supervisor) o &

User Accounts

User Name &~ Role Date Joined Last Login Email Phone Supervisor
meinstall root 06-10-2016 02:02 07-10-2016 20:59 mr.smith@cempany.com 0000000000 meSsuper
messuper supervisor  06-10-2016 02.03  06-10-2016 0203  hr@company.com

jr-admin tadmin 07-10-2016 20:38 07-10-2016 20:51 jrjones@company.com 408111111 meSsuper
sec-admin auditor 07-10-2016 20:41 07-10-2016 20:41 security.boss@company.com 4082222222 mecSsuper
blue root 07-10-2016 20:43 07-10-2016 20:43 blue. jeans@company.com 4083333333 mcSsuper
green mcadmin 07-10-2016 20:44 07-10-2016 20:44 green.jeans@company.com 4084444444 meSsuper

RERRVRIE T BRI ARITEET(F -

LU & S B R R TF B

28

MiniCluster 388 root fEAE o MEEMA root A > W HIERGEMATEESEEN
MCMU fEfH# o

ETEY MCMU ERER > R TIIHP—EABIERGEERE

L] IE%EEE (root ﬁ@) — root %@@E% MiniCluster %I%}E (@}%Fﬁﬁﬁﬁhﬁgﬁgﬁ N
MR ~ BREN#TFE) TEEEERER - BE root BENERE > AIURITFRE
LZRULEEMARFINFAEEZEIRFE - TEEESTIUFTIRIEE » UKRAZEN
IR ERE > SEFFNEIENREEES - EAEVAEHEERERRERET
BEA o FRERITHEIERIERE 2 IRIEERE ID (MIFAE ID) EITHMIEX -

Oracle MiniCluster S7-2 22}57 » 2016 % 10 B



fERERE

n REEES (ncadnin AB) - EHBES MiniCluster FBIHFIERIFEIFH R EEES
FERR o tEABTRRERMA MCMU FIMEFEME « R BITHEEMIERE SRR
& ID (MIFAE D) EITC8EMIEZ ©

» FAREEE (tadnin A) - ILABES MiniCluster VM BIEE MR - ItABES
STIREAREARENPESESEFEEN VM SEEER - FiE a2 RIEE
% D (M3EAE ID) E1THE%Z °

n FERZE (awditor ) - AELAEBNEREERS MCMU BUI [Audit Review] (1§
ZEE) EEMEIE > P U ELRREREEBREREEFERAE GRS - R
EEBIILAENERE R UER [Audit Review] FEIZAEE) BHE o BIZEE AT
MCMU ([Audit] (f&#%) BEPFRI) » ABEBAIZDEHT VM ©

£ A& MRSR

MiniCluster B3 ILLZRA& FRFRF B A E IRSIE

fERE =S b=} it
mcinstall %ﬁ%%ﬁﬁ%& root ﬁ%#ﬂﬂ@%%‘?ﬂﬁéﬁ mcinstall ﬂzs‘.*—j MCMU IE%EEQ@EE‘L?E% ° Jll:fIIE
HARFRERRE © FEE MCMU HNEEEIES -
EAUER .
MCMU #1TE IERERSEAR TYES -
BMEE o L . L
B BT instaline ° UEREIABHITRHAAAE ©
= fFH MCMU BUI # memu CLI ZREBIB R4 (B1F VM) ©
n EERRER VM EUEREIHEIEMZOEIEFER root A (su E root)
X% superuser R o
MCMU N/A N/A £ MiniCluster EXB8H > supervisor FFE R B FEHAE R B EFE Mk o
supervisor — 1€ EREBEAFPER o Mo LUEALEIRITRME MCMU FEREZEREFTIE
ZEAARIRATE Zgo
RIIRSR 28
FREILIN MCMU FRER » thEREEHSFWREIE FIH © supervisor
MEESEESNEEMNERE » T EBAFERERE
EAILUERLEIRSE > 18 TEEEES ) MUIMIABIEIRS supervisor » LU
ft MCMU ERERERFHHNEZRE -
(EEE%) AR MEBEARR | tadmin IEERE RAETE VM ERITRRE REBRES) ©
BEES-HFEFE |E- R _
FAES AR ItERESEAFEREETZ L&Y, 0 BRAEHIT MCMU BUI 5 CLI ©
RERIIRIE R
(i
(BEEM) RE WIBEARER | ncadmin MCMU FRERIIIERAREFERER - EAGIERHEEHNMEERFER
EEE-FF |E-° o
REFmEAE
RERIRSE R
i
oracle %"Egﬁi root Ebﬁ)ﬁ%mﬁ?ﬁﬁiﬁi‘?ﬂ}ﬁ@] :

mcinstall ":Z.._"ﬁ%

B
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ERED RN TSR

ERE

-4 p)=:) it

s EABRE VM NYBREARR » BBIIRER > TINERERE « B
DR EANIRSE (RFREE) REREERIE VM ©
m FERE VM LA root A (su El root) 3R superuser #[R o

—RE ARHMERBITEER MCMU 5 welcome1 © Bl A welcome1 Z 1% > ABEX &3&H!
FREREILMERBRANITREE o (520 [{EREERENRBERER [30] ¢

FiE MCMU ERERNITHFMABIFEZRBEAE 1D BT - BFEIRIRRIER
Bl > 26 [TERMFRRE ] [35] ©

#E - MCMU Tﬁﬁﬁ%ﬁlﬁsﬁTﬁﬁﬁﬁf%ﬁE’Jf’iJﬁﬁﬁﬁ BlnfERREMAEN M ERE L‘“‘
EREIRITZEIB Oracle Solaris * FEMATER + VM ERERIEURABILHI R ERTESE
ﬁziigg °

(ERERENENEERA

MiniCluster PEAEIRENFIBERE - MEWIEREAREREREFMEH NI THERSE
BRAMBENEZENALS -

Z2RAGEITELE MCMU ZHEERK :
=/ VNBEEE 14 ﬂil—y—rc

=/ VIR BE—ESET

=/ DINBE— @kﬁﬁi%m

=/ D in BB —(EZEE = EF AR
R AR HEER

FrEEREHREFERFERENZEEZIEE AHE Oracle Solaris IR3E ©

M

=

—‘~I 5‘511 I )

V¥V  [:2 Oracle Solaris FRE/AE

30

1.

% A MiniCluster 21H&15 > A /A root A o
MEE—THMAEN > 5520 TOracle MiniCluster S7-2 Administration Guide] ©

IR RAREE -

# logins -r

EITREMMENEREABNEE !

# grep root /etc/user_attr
root::::audit_flags=lo\:no;type=role;roleauth=user
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Z2HfikR VM

mcinstall::::auths=solaris.system.maintenance;roles=root

Z 2R viv

A MCMU TEEIEEAFEMIER VM 1 VM EE4E o MIB& VM e » & BEifIpREFE
&% > T EFHEEFELTIEEES -

LS EMPILINEE » :AERER VM T2z al 0 UETBEES 5595 A MCMU BUI » M%7
INZR &8 ([System Settings] (R&EREE) -> [Security] (Z2)) bk VM 7o » WEH
BRI - FEERFTRERTHE VM MIBRAK SIBIEE -

vV SR EE I AR R

FIEEEIES (IE2HE OGBSI HES) S8 EBRE IPFiter PAHE o
FREFBIEHE o

HERT IPFilters ERT > FHITFYITER o

1. W mcinstall EAEE 1 FHNRIEHE > MER root BB o
UN2E Oracle ILOM & A3ET » 552E0 Oracle MiniCluster S7-2 Administration
Guide] -°

% ssh mcinstall@mc4-ni

Password: EEEEEE SRR EEE R ]

Last login: Tue Jun 28 10:47:38 2016 on rad/59

Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured

Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-nl:/var/home/mcinstall % su root

Password: EEEEEE R EEEEEEE 2]

#

2. {57 IPFilter 4HEE o
HERE /etc/ipf/ipf.conf IERFHIFRAIFTS THIEEEHL ©

# cat /etc/ipf/ipf.conf

block in log on all

block out log on ipmppub® all

pass in quick on ipmppub® proto tcp from any to any port = 22 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 22 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 111 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 111 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 443 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 1159 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 1158 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port 5499 >< 5550 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 4900 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 4900 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port 1522 flags S keep state
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pass out quick on ipmppub® proto tcp from any to any port = 1523 flags S keep state
pass in quick on ipmppub® proto tcp from any to any port = 2049 flags S keep state
pass out quick on ipmppub® proto tcp from any to any port = 2049 flags S keep state
pass out quick on ipmppub® proto tcp/udp from any to any port = domain keep state
pass in quick on ipmppub® proto icmp icmp-type echo keep state

pass out quick on ipmppub® proto icmp icmp-type echo keep state

pass in quick on ipmppub® proto udp from any to any port = 123 keep state

pass out quick on ipmppub® proto udp from any to any port = 123 keep state

block return-icmp in proto udp all

m..\ IPF HE?%EI;J:.% °

# svcs | grep svc:/network/ipfilter:default

online 22:13:55 svc:/network/ipfilter:default
# ipfstat -v
bad packets: in @ out ©
IPv6 packets: in @ out 0O
input packets: blocked 2767 passed 884831 nomatch 884798 counted 0 short 0O
output packets: blocked 0 passed 596143 nomatch 595516 counted © short 0O

input packets logged: blocked 0 passed 0
output packets logged: blocked 0 passed 0

packets logged: input O output 0@

log failures: input O output 0@

fragment state(in): kept ® 1lost ® not fragmented 0O
fragment reassembly(in): bad v6 hdr 0 bad v6 ehdr © failed reassembly 0
fragment state(out): kept ® 1lost ® not fragmented 0O
packet state(in): kept ® 1lost O

packet state(out): kept © 1lost O

ICMP replies: o] TCP RSTs sent: 0

Invalid source(in): o]

Result cache hits(in): © (out): ©

IN Pullups succeeded: o] failed: 3462
OUT Pullups succeeded: 0 failed: ©

Fastroute successes: (0] failures: (0]
TCP cksum fails(in): o] (out): ©

IPF Ticks: 92894

Packet log flags set: (0)

none

BHEAEZEERAERA > BeIENEREMERER -

vV SRR T FAIRIR

32

Oracle Solaris Verified Boot @ — Bl LB EEEEHNESMHINGE » eIV ERTHHE
5’HW5ZE;IE@J?—§VIL,\TGT¢FE§§QE’Jﬂﬁﬁz o BFIBINFEZ T EES Faﬁ’f%%{m}ﬁﬂ’fﬁluﬂ’\ﬂ?
REEMZREE o

MiniCluster &1 & IHTER{EE R E Oracle Solaris Verified Boot ° Y RIEEHED LK E
BERTEEEEE > FHIT YT o

BEAHAP—{EEIE: LB Oracle ILOM ©
UNZE Oracle ILOM B AIGET » :52[ Oracle MiniCluster S7-2 Administration
Guide] -°

B Z Oracle ILOM B E T FAARAE o

EEE boot_policy E'Q{*{'p warning ©
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IREIFEL AT

-> show /HOST/verified_boot

/HOST/verified_boot
Targets:
system_certs
user_certs

Properties:
boot_policy = warning

Commands:
cd
show

3. WMEEEARERIRE -
EEE module_policy E'Q% enforce ©

-> show /HOST/verified_boot module_policy

/HOST/verified_boot
Properties:
module_policy = enforce

4. BESEMETESUENRZEHER o
LA meinstall ﬁ?fﬁk °
-> start /HOST/console
Are you sure you want to start /HOST/console (y/n)? y

Serial console started. To stop, type #.

Minicluster Setup successfully configured

mc4-nl console login: mcinstall

PaSSWOrd: EEEEEE R R LR R RS

Last login: Tue Jun 28 10:17:38 2016 on rad/47

Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured

Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-n1:/var/home/mcinstall %

5. BEREEEYF  EEARREUEEMISAHBRBEINER -
*ﬁﬁ messages 1‘%?7%143%%‘75 NOTICE: Verified boot enabled; policy=warning ?% °
mcinstall % cat /var/adm/messages | grep Verified

Jun 29 11:39:15 mc4-nl1 unix: [ID 402689 kern.info] NOTICE: Verified boot enabled;
policy=warning

vV REITFERFAfHERE

MiniCluster B£71ZREFESSES{ER T SSD #1 HDD © HDD BI:%7E AfS L A 1ZRS IR
45 VM o

MiniCluster S5 R#FREFRBEINAE — PR AAFRENIERILFIEERE2HEZO

EIBITHATHAE - EAMNRZ2MRBAARERN VM BHARIZIRR - BREZEHMZO
EINHAER - BREMR VM BHETBIERE NFS ##I(FH NFS fRE
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ATREEEZ2MNIRE  FTEMBHBHEEREERE vM FMEBRER VM £/ -
MR ARTRE  BRRARLAENUEES M VM 78 - NRWARASEAE
FRETEREMVIE » 5528 TOracle MiniCluster S7-2 Administration Guide] > #8331t

;‘.% . http://docs.oracle.com/cd/E69469_01 °©

/sharedstore B ket FAETFASHIEMNEES ¢

0 FHURBRETIR > KETIIEHRRELAMERS

» BEBRE VM AERER VM EAFEREAMERE > IERREREMWEN -

» FEERIRIED > FRERIZELABAERFNHAPHENERFIMEZOE
15 o WBAR IR B A RAER SR P iRFEEE ET&T?HR%D#@HL%T?%—HEFE’J@FH °
yﬂ%ﬁﬁ*ﬁ%%&ﬁﬁ#l_ NFS T‘HY /sharedstore *\é‘l‘m%{ ﬁ ’ 5 EE{?Eﬁ i IPSEc/
IKE i@iEEITFR ©
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MR ELR S

LT EREHEI MiniCluster FRB] FBRVIEAZAN R E3ER &S ThAE

w  [FESDFERZIFRI) [35]

n  EEREZEER [36]

n  TELERERZERE [36]

»  [(WEFEE) A FIPS-140 HHE{EZ (Oracle ILOM)] [39]
s 755 FIPS-140-2 4k 1 3R&E) [40]

v wEsStEZRA

R REEBFRERTIE (FE5% CIS FEL PCI-DSS) B » Ry &IgFIER
Iy & i EARIER RE ©

AERIERMARKRA  FRITTIIDER -

1. l-)( mcinstall %ﬁﬁ)\éﬁi@ﬂz ’ jtﬁm root ﬁ@, °
UN2E Oracle ILOM & A3ET » 55280 Oracle MiniCluster S7-2 Administration
Guide] -°

% ssh mcinstall@mc4-n1

Passwor—d: EEEEEEEEEEEEEE 2

Last login: Tue Jun 28 10:47:38 2016 on rad/59

Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured

Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-n1:/var/home/mcinstall % su root

Passwor—d: EEEEEEEEEEEEEE

#

2. HEDTERARTEE LA

# svcs | grep svc:/system/auditd
online 22:14:37 svc:/system/auditd:default

3. sorezIMIMENE R -

# auditconfig -getplugin audit_binfile
Plugin: audit_binfile (active)
Attributes: p_age=0h;p_dir=/var/audit;p_fsize=0;p_minfree=1

4. HERERAPEZRERER -
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# auditconfig -getpolicy
configured audit policies = argv,cnt, perzone,zonename
active audit policies = argv,cnt, perzone,zonename

5. FEIEHEE cusa FEIZRRINFRIE AR o

# userattr audit_flags root
cusa:no

# userattr audit_flags mcadmin

fw, fc, fd, ps, 1o, ex,ua,as,cusa:no

vV EEEZECR

1. M mcinsta1l BN EAZIZE » jﬁﬁﬁﬁ root A8 ©
YZE Oracle ILOM & A3ET > 552E) TOracle MiniCluster S7-2 Administration
Guide] -°

% ssh mcinstall@mc4-nl1

Password: khkkhkhkhhkhkhkhkhhkhkk

Last login: Tue Jun 28 10:47:38 2016 on rad/59

Oracle Corporation Sun0S 5.11 11.3 June 2016

Minicluster Setup successfully configured

Unauthorized modification of this system configuration strictly prohibited
mcinstall@mc4-n1:/var/home/mcinstall % su root

Password: EEEEEE S E RS

#

2. ;ll]Fﬁ'TT'\ﬁﬁa auditreduce ?E:'% °
& B ERE LR HEE ¢
auditreduce -z VIM_nhame audit_file_name | praudit -s

# cd /var/share/audit

#

# 1s

20160628051437.not_terminated.mc4-n1

#

# auditreduce -z dbvmgl-zone-1-mc4-nl 20160628051437.not_terminated.mc4-n1 | praudit -s
file,2016-06-27 22:58:53.000 -07:00,

header, 127, 2, AUE_zone_state, ,mc4-nl.us.oracle.com,2016-06-27 22:58:53.354 -07:00
subject,mcinstall, root, root, root, root,26272,415120213, 9462 65558 mc4-nl.us.oracle.com
text, boot

zone, dbvmgl-zone-1-mc4-nl

return, success, 0

zone, global

header, 88,2, AUE_zone_state, na,mc4-nl.us.oracle.com, 2016-06-27 23:02:30.767 -07:00
text, reboot

zone, dbvmgl-zone-1-mc4-nl

return, success, 0

zone, global

file,2016-06-27 23:02:30.000 -07:00,

v EEREZEBR

ERILIEF A EE R EER VM hEERIENTEZRE
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1.

Ki5i&# [Auditor] (812 &) ABNERAESZSEA MCMU °

WMEER MCMU EHEEHRA® > 5528 Oracle MiniCluster S7-2 Administration
Guidel > fr’ﬂiﬂ:#j . http://docs.oracle.com/cd/E69469_01 ©

EEEmRT > #H [System Settings] (R4REE) -> [Security] (£2) ©
BN BE TR [Audit Review] (FE1ZEE) Bl

AE - RAIEIRS [Auditor] (FE12E) ABH MCMU £REAERILER -

ORACLE minicluster Configuration Utility English v  metauditor

Welcome to the Minicluster Audit Review!

Audit Pool Status

nnnnnnnnn

7086

Generate Audit Records
» global Generate Report for all users.
Generate Report for all users.

Generate Report for all users

» gioval Generate Report for all users

EE MEZEEMRRE) Mo

AENY HEEETES L [used] (BfEMA) # [available] (FIfER) RFEIZERZER A/ ©
AEELEEMANERRE - FR—THP—ERSEY [Generate] (E4) #%#5h » WaiED
Bt 6

HE > TANEERTE VM IBIERERE - F2EI R 5

EEELERTE VM X FEERE o ERIT TP -
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http://docs.oracle.com/cd/E69469_01

EERZER

a. E—THREN=ARATIRRENR

Generate Audit Records

hostname user generate

4 metnd Generate Report for all users
» global Generate Report for all users
* M18-vm1-meSqt-n1 Generate Report for all users
» MME-vm1-meSgt-nt Generate Report for all users

4 mei-n2 Generate Report for all users
» giobal Generate Report for all users
k 118-vm1-mcSgtn2 Generate Report for all users
» ME-vm1-meSgt-n2 Generate Report for all users

b. #¥ VM 2 &EL > 53— T [Generate Report for all users] (E£FREEHRE
BIERTR) ©

6. 7 [Audit Record] (f&t%5C8%) HEEH T > REEZCHSH -

Audit Record

Generate Audit Reports:

© Complete
@ For a particular period i

Fetch Audit Record Fetch Login Record
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(INEFEE) KA FIPS-140 HHEEZ (Oracle ILOM)

ISR AE A AR

= Complete () - MIREERROSFAEREZCHE - sAEEULEE -
= For a particular period (#¥115EHifE) - MMREEIEE IS EHVEAME » FEDULLER
s ARG EAER B -

B—THPh—(EfRE%E -
A AER LU ERIA ¢
= Fetch Audit Record (HAEVTEIZACER) — A e BAIFELECER ©

= Fetch Login Record (FEUE ACHk) - EEEREEE > HIMIEA ~ BHMNERE
;i o

¥—F [Click Here] (3#— T Lb5R) $#ih > FA1EEEE [Download XML File] (& XML 1§
EJ
XML t&Z2 0] FE A E Oracle Audit Vault Z 8RO ERRER °

¥—TF [Close] (RARA) °

Y (NEEE) A FIPS-140 tHA{E% (Oracle ILOM)

A

EEBMIBANE R EEFEA FIPS 140 BB ©

Oracle ILOM FEER A EE A FIPS 140 BEsERINEIEE - FBWMAEE » nILIBA FIPS
140 E&:ERUMNES -

BRIE FIPS 140 HAEXE » B EERAELE Oracle ILOM F&HMINEE ° [Oracle
ILOM Security Guide]l BY TUnsupported Features When FIPS Mode Is Enabled /)\&f
HEELETHRERRE ©

FHESBE 48 FIPS-140-2 54k 1 3785 [40] ©

AR - LTFREEESR Oracle ILOM - ERGEXMEEAERENREE - BitiE
fBREA > 2% Oracle ILOM EITEMEMMBIGITENEE 2 /1 > SR AT FIPS
140 AE/EE - BN BEEMINSTEHRNRLE - 55D Oracle ILOM #HRE » LUE
Oracle ILOM BERZBAILETER » SARGERELEARESE -

EEEHEERLE > & A Oracle ILOM °
¥|ERr Oracle ILOM B E:&E 4 FIPS 140 tHE{E% -

-> show /SP/services/fips state status
/SP/services/fips
Properties:
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& FIPS-140-2 %4k 1 3R&E

state = enabled
status = enabled

Oracle ILOM H#Y FIPS 140 HHAIETLLL state F status $FHERT o state FHMHEHRR
Oracle ILOM HEEERIHETL » status FFHELER Oracle ILOM FRRYEEER - E FIPS
state FFIEEE® > HFITX Oracle ILOM EFFIEES > ST A FEE(EEER FIPS

status 554 o

EXF FIPS-140 BB E%

-> set /SP/services/fips state=enabled

E#EE) Oracle ILOM IRFEEIEES o
WEEFTENE) Oracle ILOM SP » I EAFELERS ©

-> reset /SP

S FIPS-140-2 54k 1 3RE0

Oracle Solaris ¥t MiniCluster LXERINZEBER > FHARS FIPS 140-2 F4k 1
FREESFEBIINZEZRHE o Oracle Solaris TIZZR#E Oracle Solaris IR RINZEFHE - It
ZEIREMERS FIPS 140 EErViEAE » BB IBFEREEBNZOBRNE
BEE - BLERERARHEREXNME « 2% « % - EEESMERS  BEE
HEFERE LU RN a5 INAE o PN S LEEANFERE R REAEXN T FIPS 140 HR
i o

B2 T Oracle Solaris TNZEZL#E9h > BEMIFL Oracle Solaris B OpenSSL ¥4 EHAR &
FIPS 140-2 4k 1 #3#15858 > AIZIRIUE 2 Shell M TLS HE AEFREBEZINMN

Z o BInRFEIRMHE CTEIZEREUR A 1089 FIPS 140 ABER o UL FIPS 140 FHAER
#1THF > Oracle Solaris £2 OpenSSL (ME#RZ FIPS 140-2 $2{ftE) Al KIERL FIPS
140 ERFERIMNE B EE ©

BE2HE TWEEE) BUF FIPS-140 FHE{EZ (Oracle ILOM)] [39] ©
R T4 MiniCluster £ Oracle Solaris 2128 FIPS O RE % ©

£/ CSP

REMRIR

v1.0 vli.l

HEAER

N

AES : ECB ~ CBC ~ CFB-128 ~ CCM ~ GMAC *~ GCM & CTR #E{EA 128 ~ 192 & 256 fitEiE A | #2311 #2574

AES : XTS XX BEA 256 £ 512 fiirtigA/N #2311 #2574
TripleDES : CBC £2 ECB R BAN&IREE 1 #1458 #1560
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& FIPS-140-2 £4k 1 R&E

@53 CSP L

B ER

RSA PKCS#1.5 ZEE4 /5858 - 1024 ~ 2048 i[5t (BE SHA-1 ~ SHA-256 ~ SHA-384 ~ SHA-512) #1194 #1321
ECDSA EE4/ERE | P-192 « -224 ~ -256 ~ -384 ~ -521 ; K-163 * -233 ~ -283 ~ -409 * -571 ; B- #376 #446
163 ~ -233 + -283 ~ -409 ~ -571

RERMHEIZE (SHS)

SHA-1 + SHA-224 ~ SHA-256 ~ SHA-384 + SHA-512 \ #1425 \ #1596
(&18) EXMIT:E

HMAC SHA-1 » HMAC SHA-224 ~ HMAC SHA-256 * HMAC SHA-384 » HMAC SHA-512 ‘ #1425 ‘ #1596
BB E L2

swrand FIPS 186-2 BLEAEE 2 #1154 #1222
n2rng FIPS 186-2 BLEXELE RS #1152 #1226

Oracle Solaris I2tMTETS FIPS 140-2 &4k 1 {REBEEMMNZBE AR HE o

Oracle Solaris B TNZ3%24) IHAER Oracle Solaris AP RIMNBERE > HEE2
BRI MTE FIPS 140 148 o userland HAE AR E TRIMITHEBEIREME
kernel #E4AAZ OB RIBIBIEEIRENE - BLEEXEEARERBREXMNE
R~ MR - BEESMERSE « BEEEMEBUKNEREINGE o I SLEEEN
FEREERERENZLU FIPS 140 #ERXBTT > BHIU0 passwd F5LE IKEV2 © IZILER
BE (530 Kerberos £ IPsec) EfFAEE API MEIURZC TINZEZRE) o

OpenSSL #1548 SSH 1 Web FEFRFZVIZHINES o OpenSSL & L2 i@in
B (SSL)) £ TEEHEZLR2 (TLS)) WENMMEXNBIARR » TiRHt—Em=E
IVE © £ Oracle Solaris 1 > SSH #1 Apache Web Server & OpenSSL FIPS 140 &
4HAIAE - Oracle Solaris 7£ Oracle Solaris 11.2 HB&EHt FIPS 140 Hx#Y OpenSSL »
AIMHFREABEA » 1B Oracle Solaris 11.1 BEMIAIRRZAS{E{H Solaris SSH E/A ° HAR
FIPS 140-2 12 EEHEFERKE CPU » ELLTER KA - ELAEES » AIWAE
BEMU FIPS 140 EXBBIREELRERS °

YNTBTE Oracle Solaris ERYA FIPS-140 RIEENFMEN > 5526 [{R:¥ Oracle
Solaris 11 fF¥ 2 4% %) HEA T1£ Oracle Solaris 11.2 ERAERF FIPS 140 M%)
EI\JY#F ) ,%Iaiﬂ:;.% . http://docs.oracle.com/cd/E36784_01 °©
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ML L E RS

WU EERR MiniCluster 2 E#THAE ©

n  TZRIREEAE | [43]
(TEEELZREEEE (BUI)I [43]
EREERE (BUII [45]

RERFHEE

R > FEINLZ 2R TR (PCI-DSS ~ CIS Z%4#] DISA-STIG) » MERAZTEF
BREMTEZLERRTERE - ATHFRARIRBELZERTEEREE(EE » MCMU BEFE
KHITLZ 2B ELREFIEZERS o EaILUER MCMU BUI 1 CLI ZREBR%

BT EENERNT -

n OREEGEATEENEMERER VM NERIZ2REE o

o Z2RHAHSRIEZEIPRFMRENZ 2 ERKZIE PCI-DSS ~ CIS FXIRE (B
%) WU DISA-STIG °

» ZRRFAHSERARBIEEEIHNIT 0 METURERFIHEEEREIT ©

» 3B MCMU TEEEBEZFEHN MCMU BUI BRI IZEUREI T IR ©

n FREIRERBHREE o

A% - DISA-STIG REEBRERET - AEFEEREAUBRMEEEALLRER -

vV BFEREZEMREEE (BUI)

fERILELIZR » BIRIfEHE MCMU BUI BEEZZ2E % - HEE{F MCMU CLI » 52
lOracle MiniCluster S7-2 Administration Guide] WES3ET ©

1. MUFEEESHH5EA MCMUBUI ©
WEIET > 2R Oracle MiniCluster S7-2 Administration Guide] °
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HEZZRELEE (BUI)

2. 7EHED > FTH#HHE [Compliance Information] (FREEE ) Eik °

3. ®R—TER > URFAHFMESEM -

SEGHMN VM BEEALERENE (CIS FUE PCI-DSS) FIRE - SICEER%E
B > FIENHEETHZEREENEE -

Compliance Information

Assess and Report Compliance for the virtual machines in the system

Update Reports

Node Hostname Benchmark Type Compliance Score Date & Time Remarks View Repo:
4 Node 1
global pei-dss No Reports Found
global cis.equivalent No Reports Found
dbvmg1-zone-1-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-1-mc4-n1 cis.equivalent No Reports Found
dbvmg1-zone-2-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-2-mc4-n1 cis.equivalent No Reports Found
dbvmg1-zone-3-mc4-n1 pei-dss No Reports Found
dbvmg1-zone-3-mc4-n1 cis.equivalent No Reports Found

4. HEIFIAR > ABIE—THP—E VM B [Schedule] (HEE) $4ih o
BI& 887 [Schedule Compliance Run] (BEEFREEHIT) EHE ©

Schedule Compliance Run

nc4-n1/cis.equivalent

Scheduli 5, 10415 format, eg: 18:00, 04:50, later than the
default time shown

Time to run compliance(in 24 hours format): 14:15]

Select a Frequency of run: only once

Cancel
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MREERE (BUI)

5. EEFEMIEER > ARE—T [Start] (BXE)
AHFENRRERITRERBARAZRE > FERKRS - F2H BREERS
(BUI)1 [45] °

v mREERS (BUI)

BER AR RS

CIS &3 PCI-DSS
2iHEE | K% 88% K4 88%
VM R4 90% K49 93%

BLEREMMREAIF K » E% Oracle Solaris BEFTERN -
ERXTBTEY (R OEERH ~ rad-python)

GDM

R EE

SSH [BIX{HE — JREEAEERE o

i 2 ARFS|OE A DNS

LDAP PR

ELE2EMAIRERR LR 0 2EA MiniCluster R M EARRERIREFRIER -

= NFS ARIRART — EENEEN R FHARTS o
» X7 eeprom FHE — BEIEMRTE

1. %A MCMU BUI °
2. EHED > FTH##HE [Compliance Information] (FREEE ) Eik °

3. #—T [Update Reports] (BFIRE) o
ENERRE—DER AN — DB SETEA ©

4. [REERS > BERURHERIRERS

;3—1-mt4-n1 cis.equivalent 89.83/100 2016-06-20.14:21 - View Report

5. #EHEIAMA > A% —T [View Report] (HE1RIRE) o
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RAREEERS (BUI)

BlERnEERS o

7£ [Rule Overview] (RRAJFETT) T > AT ERZRBEERETIAEEE - e
LI7E [Search] (8) BWAIFIEELBFH o

SRACLE  Compliance Report

SOLARIS

Oracle Solaris Security Policy

with profile Solaris Recommended Security Policy

Oracle Solaris Compliance baseline and recommended settings for general purpose operating systems installations.

Evaluation Characteristics

Target appvmg1-zone-1-med-n1 CPE Platforms Addresses
machine
.
Benchmark Oracle Solaris Security Policy
Title

Benchmark 1.13749
Version

Benchmark Oracle Solaris Compliance baseline
Description and recommended settings for
general purpose operating systems

installations.
Profile ID Recommended
Started at 2016-06-20T14:21:21

Finished at 2016-06-20T14:22:10

Performed by

Compliance and Scoring

The target system did not satisfy the conditions of 11 rules! Please review rule results and consider applying remediation.

Rule results

174 passed 11 failed

Severity of failed rules

s

6. RIS - CAINRBRREH TS « REABRILE o
7. B—TRREH > URGHERRAREERH o
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RAREEERS (BUI)

HE - —TIREE [Show all Result Details] (BERFAE 45 R:E4MB ) » BIeTEER
FRAE R AR E R o

Package integrity is verified

Rule ID OSC-54005

Time 2016-06-20T14.21.46
Severity high

Identifiers and References

Description Run 'pkg verify' to check that all installed Oracle Solaris software matches the packaging database
and that ownership, permissions and content are correct.

The following packages showed errors
pkg://sclaris/system/core-os
pkg://solaris/system/management/rad/client/rad-python
Run 'pkg verify' to determine the nature of the errors.

Remediation description:

'pkg verify' has produced errors. Rerun the command and evaluate the errors. As appropriate, based on errors found, you should
run 'pkq fix <package-fmri=' See the pka(1) man page.

Remediation script:

# pkg verify
followed by
# pkg fix <package-fmri>
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BEfR SPARC S7-2 AR L2 21

T EEHEEREF] OpenBoot IRIBHZ 2HEH o

n  EEMRIFESZ 2 [49]
= [PR&I7ZEX OpenBoot] [50]

BRAFTERE 2 2

THLERBY AR T ERRENFIIEFNER L -BERBRARSREELE
AUIRIZH > PIfREBREMARS RIS RERENFI - M » sLERFrEFRANER
FERSERIREEN « BENAEMREERE - B ERIBEN T RA BB RIS
W e

THNERIZ A MiniCluster F9—fRfERE 2 2 %A o

s [{EART [49]
s SR [50]
s TEERE) [50]

s F PR 1

» RERSBAAAERFELZET LEHARFASELNERERA -

» RSB REEAFIAT EEBER - BRIEGAME IR FRERR T - BRI
i IRPIRERFRIT L8R o iFI SRt AT AA IR BIZE T S IR TR BRI A -

» RERNRIGAEETT (FRU) SlE P AIEIRE T (CRU) FIR7E LHBIHIER © R
RIRBRSRENAS A SR L HATHAE

o THRERRENAERMERESHRE EHERTE » URBLBRHRABIRNA
INOARIGFT L SRAVER o

o REERRENEERVIASEHNRZEWE -

» [REIFEX USB E£iEH - RMEIERHES - BRDECSS (PDU) MR IRRERENAR
USB 4% - BEREVATHRRAZENERG X ASALEBF SR EIERKNE -

BEfR SPARC S7-2 AR 224 49



BR#%I7ZEX OpenBoot

» REEGEGIMNG KVM UBARREZESFR - KM KEBEIRERFTE
EP X FRUEHIRIEZINAE - MEBR KVM 222 E M REEFNFHAEN > 35
20 KVM RERHBIXH o

3

» SCERFRATERSAVESE o

» SFPAEENERERER BINBHRTH) M ERZ2REE - ERBARNRIIMRER
FFIKEMRERINE R 2ARAE ©

o RERRPTRAREXHEREZENMUE - EERRRNRE > RIREEAR
WIAREE ZMFEULAIE - EEXAAIRES EHEAERNME—ER -

HEARTIAR R (RFID) :EHES rliE— P RGEEERNEBHR o eI TH4EUERE M0
A8 RFID IBHHERY Oracle Sun 4B E ) Oracle HEE :

http://www.oracle.com/technetwork/articles/systems-hardware-architecture/011-001-rfid-
oracle-214567.pdf

FEER

PR EAREEREEN - MREFILIEENZ R RSIZENFE > BIRESEHME

B BRRAERZAINBEEREEEIE o

n  ERILUERERE SRR T A (5130 Oracle Solaris format (1IM) 36%) ARAUK B BRIEREE
LHBER -

s AABESZHERRERR  LYEREENEREERIEST -

n WIBEEE > :5FIA Oracle B Customer Data and Device Retention RFS

http://www.oracle.com/us/support/library/data-retention-ds-405152.pdf

FE&I7£EX OpenBoot

5 EBHIYNRIE OpenBoot & T RRHITFEE o
WMFBUNEIERTE OpenBoot ZHERYTET » FA2[E T5RE EEPROM %) [26] ©

= [ A OpenBoot &/ [51]
n  [BEFEXRMHEAL [51]
»  MRUFERERRAEF [51]
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# A OpenBoot &

YNFERTE OpenBoot EEEHAVIERIE » 5526 OpenBoot XX ff > ABULYIT -

http://www.oracle.com/goto/openboot/docs

# A OpenBoot i

A2 F 4R An Al 22 MiniCluster E B EIEL_ERY OpenBoot 1871 » URELZ TR o

T JARARA R4 > 7 BEEIE OpenBoot &7 ° EEST2RAR VM NEERRF (10
l'Oracle MiniCluster S7-2 Administration Guide1 HFfit) o

EAEB £ Oracle ILOM » M IEIES ©

-> set /HOST/bootmode script="setenv auto-boot? false
-> start /HOST/console

LA meinstall ﬁﬁﬁ%%ﬁﬁﬂiﬁ%jﬁ%ﬁ » Al su Eﬁ% root ©
RAEAFRAE VM 21 > s root AEHIERIF&E -

# init @

{0} ok

ERXRMBIEA

BRI T 5SS > security-#badlogins Z2EFIEIR T H KK OpenBoot IRIETFEN
{0} ok printenv security-#badlogins

IRIEAS L EREHEAAR @ 8918 > RIMLREEE T KMEY OpenBoot IRIFFEVER °
BALESRAAIERSZH -

{0} ok setenv security-#badlogins 0

REFARERAREN

BEBAAZERNTFAG SRR SRR TIIRRRERRAENR -
« BEHEHAE-

BEfR SPARC S7-2 AR 224 51


http://www.oracle.com/goto/openboot/docs

RUFBERRAREN

» HRERERTARSNGEERES -
» SREAEMRESRENAL > 7 EESTFEEEDL OpenBoot 28 -

® FAERATIESREABEIESENE -

{0} ok setenv oem-banner banner-message
{0} ok setenv oem-banner? true

ARENANSRE LIRS 68 AF 7T o AILUERFMARIFIENNF T ©

52 Oracle MiniCluster S7-2 22}57 » 2016 % 10 B



3|

52|
FTEEEEIRE, 29
1z, 12, 19
INZRINER, 12
MWELZE2TE 9
BAEEAIRE, 29

62|
HAREERS, [RHIFEY, 33
7ZHY OpenBoot &7, 51
FENIES, 12
Z2
[FA1, 9, 10
IERELERE (BUI), 45
BWRE (BUI), 19
FREEEZE 43
HREIEEE, BEE (BUI), 43
RIERE, 15
%8 Oracle ILOM ZH§, 25
2% Shell fR7S, 20
Z2T1F REBEHE, 9
Z 2 bk vMm, 31
ZRRERE
58, 15
TRERESE, 11
ZRMEZE 40
REEEENRE, 29

72|

5%, 50

REEN, 121, 51

B NG FRE, FESR, 31

83|
fEA IPsec 92 i@, 22
/A ZFS ERENZENERRE, 19
FRE
ERENERRE, 27
AR, 27
fERERE, 29
ERERSEAE, 28
JEHTBRN £, 40

CES]

ReEER, 19

EERMB OBP B A, 51
PREITZE L A 47ERS, 33

103
[RA, £&,9, 10

113
=5

MCMU BY78:&1E, 29

=H, 30

7f Oracle ILOM HA&EE, 25
BEZEEE, 43
RXF FIPS-140 #HZE{EZ (Oracle ILOM), 39
BB ERFRE, 27
EEREZIRRK, 36
FREFNFEZ, 13
FRETEAE

5T, 43

EEPROM 221§, 26
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E]

IPsec # IKE, 22
RERE, €2, 15

1281
REKELZR2TE 9
RIEHBERAMAEN, 51
BA, EFXME OBP, 51
BERE, 50
mERs

fEFBRS!, 49

FF3%, 50
R E, BRfR, 49
KEREEIEFABR &I, 49
KEE, Z&, 10
EEEs, &2, 11

133

BELEAELE2S, 40
BiMRE, 12
TERELRRIEE, 15

142
Hig\&ig, 40

152
B
Oracle Solaris fEFHE A, 30
FHCRA N ABFRA, 31
ZRRERE, 15
ferz=A, 35
ERsBTCBAMIRIE, 32
FerZFRE, 13
ferzlR R, MR, 35
fetzaii%, 88, 36
FetziRaR, EXE, 36
EEREZL %, 36

1721
1548
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RRZEEA (BUI), 19

18%|
7Y

MCMU fEFEIRSR, 29
EREZERR, 27

HEAMNSREE, 40

222
HERR, 28

238

% SSH %18, 20

BB RIKIRIR, FESD, 32
BReEsCERiE, 15

D

DISA STIG :REHE, 15

E

EEPROM, :&EZHE, 26

F

FIPS-140

ZHEEEE, 40
B 1EE (Oracle ILOM), XA, 39
F4R 1 #REE, 40

IKE, %%, 22
IPsec, 22
IPsec, &€, 22

M

mcinstall ﬁﬁﬁ %ﬂlﬁ%ﬁ, 29



]

MCMU fEB#&

2R, 27
MCMU {ER&IRSE, 29
MCMU FBEIRSENAE, 28

(0]
OpenBoot

FHY, 51

REZHE, 26

FR#I7ZEX OpenBoot, 50
Oracle ILOM, #£E8 root ZH8§, 25

Oracle Solaris EFEE& & E, T, 30

P
PCI-DSS =2 E1&, 15
PKCS#11, 12

R
root, EAEIRHE
, 25

S

SSH &, #8, 20
SSH #EE&I%E, 20
supervisor 1&5%, 29

\%
VM, ZZ& MR, 31

4
ZFS BERENR, 19
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