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Oracle ZFS Storage Appliance RESTful APl \
']

Oracle ZFS Storage Appliance A& W4Z IR EE MBI HFFIREIERS . BSIERNA

A AT EIEIEEM Oracle ZFS Storage Appliance RESTful I FA4R#2#% [ (Application
Programming Interface, APl), RESTful AREMETF 7 ENRFH/ARSE|EE, hiREY
AFEEIEELSE. BRASNEMRNERAEEERAINEENE R TEAMEER

ARS3o

RESTful API 383

Oracle ZFS Storage Appliance RESTful API {EFRVIGIEEIES BUI Hl CLIMERE. KRB
IR PRV E AR EB R A IR EEIEHITIRIEHERO 215 Li@id HTTPS E#HER
#17. RESTful API x#¥ HTTPS RIEEHEBEE 15 78, AR RAIENZE,

IR Z—:

n BEARBI-SMERBHNEERAFPER,
HTTP kfjl:

Authorization: Basic abcefgMwE

s FAPREIE—{FR BUI 5 CLI EREIE#HTERIE, EXMIBERT, X-Auth-User SkAT0
BEERA, M X-Auth-Key kAN BEE R,

HTTP k=ffl:

X-Auth-User: root
X-Auth-Key: letmein-xxx
» RERI—SFEIRIEG, AIFERARIEAMEETHES, EERIEIHH, 215
HifE, EERGTZE, BIMERHITIIE.
=iERTHI:

X-Auth-Session: guigqpQRE4g89ngb
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RESTful API hRZs

RESTful API hrZs

A SS hiR 7

IRELATERITHREY RESTful API IRABE S5IRERHRELEN2/RES. FIEIEKX
M A Sk R ER R Bt b A S

X-Zfssa-Version: nas.2013.1.1

BIMRBEE—MEAL—ZRFRIRFT (Uniform Resource Identifier, URI) BN—&853. B
FiRRRSHRE S, REEEBMREASHRBRAS, EROITREEERES, B
REMASENERN, NRKBHERBRAS, WEKIAMER "0" BRPNEBZRAES
MERSHNEBRES LA, ERPIRERAS %05 RS R ERZ S ITEC,

. BRNEERAS I "2.1" ARSRE T —EiEK,.

ERRZS RVF

vl False— X EZRAS LA

v2 True— FERAS LA, ERERESHAGSRS
v2.1 True— EBRAESFHIRERRA S ER LA

v2.2 False— X EBIRASLA, BRXERASEMEITHR

BT MR, TFEEEMARS API RS, MIfERIRERASME S REE WL
BHEFTA, XERMEERES &M CLI M BUI F, HEARIZIZELHIFIIIEEET.

» HpREHENE (FBERIBREM) -
» EMAGLHFMEFERARY, XEBERBHMIAME, UELSSHITELHIR
AR ATRTIR(Fo

BT HREREFREM<S A LIREBIEMEN, FILNISE P VLEITHR L BEEHE
Mo SNRITARSS API HITRIGFRENELL, MREAESKFEE,

» BIBRSAMHIEL,
» EARSELAMFHIEIBS K,

SNRIFARSS API HITAFRBANEN, WEEBRESFHEIE,

» HFFSRLEISK
» MIBIRS FRERESE <,
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®H RESTul $#&1%

RENHFNEERAFEEBENRBIIREER, FITEEE MG, LERSAIEE

A B B R FHIAR S,

BIARAS:

X-Zfssa-Nas-Api: 1.1

= F RESTful 21E

TRERTHREZRRE R REST ul

£ ANEDSA

FIEY

MM AR Bl S HTTP KN4 ERIRBYVIZ & API BV

&1 % F RESTful #2/F
ER BiZ Ei::puy
GET resources FIHFrERIR
GET resources/<name> FREVEIRIEE ZX TR JSON JHR
POST resources BRI RIR
PUT resources/<name> BBLEE R
DELETE resources/<name> ThIRRIETE 2R

HTTP PE[ 1EX

FHRHE RFC 4627 (http://tools.ietf.org/html/rfc4627.html) FRXE XY JSON 1B
SRR MR 3R HITHRIS. BRIESHEWE, T ENZRENGSERRE—MEIZ

HEBHENERZITA JSON R R, 817 aSE
[B] 7 BPLE B MR R,

FMRIESHEIREE, TNEIE (PosT) FEEK (PUT) S EIRIREIE RIS IEAERNE
%, ABNIZS GET iEXKIR[EIAYEITED,

RIIES:
{

"resource_name": {

"href":
"property_01":
"property_02":

}
}

R GET spiREIFRY IR

{

"resource_list_name": [

"path/to/this/resource",
"value_01",
"value_01

B EBIGIZR UL JISON AR RFIR

Oracle ZFS Storage Appliance RESTful APl \i] 15


http://tools.ietf.org/html/rfc4627.html

HTTP MRz 3k

{
"href": "path/to/resource_01",
"property_01": "value_01"
Ao
"href": "path/to/resource_02",
"property_02", "value_02"
}

1
}

- EAXER, WFRTHMETRN ISONREER, BELETRINEIEMTEIXLE
L£RIGE T RIULUEEAIE . S A esEligE,

HTTP MRk

16

FE AT REHIENIRERS e SEEA JSON BRI, HEEUTXE:

Accept: application/json
Content-Type: application/json

MmN EEUTMER:

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

WFINERAER, THELAOZE, REKEREZRNN. MRKREHEATKE, N
EPNATUREIERIEXEZE EOF (End of File, XFERR) , WEREFHERER
E5 6/

—EFERFEAEERDSY, XESPFERIITRREHHIE GXIFAER, 17
ZNENRFIXE. FESIRREBFAEERS N, sTUCRIRRLEEE
MNERSHEERANERERTSH.

*2 BERTREHK

B b

props=true FIHFRNBETEIE (BIAER false)
limit=n FREIREINTIRTERE

start=n BEREMTREUBANESIS (SATiE)
depth=n R | SEEREISIERIFAZE
match_Property-Name=Value FIH 515E BB A E LA R AR
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TS

EifjSE: props

props EIES¥ AT GET. POST 8 PUT 7%, MUBERZRBAFIAINTHIE. RELBFE
I EIISE props IRE N true SRIFRILINEE, XFTF GET M PuT 1R(E, IR[EIAY JSON X
KB ESFAENEIEURBMENTIIEYIR. *TF PosT, B{UREITTHIEUFEEAFIE
=Tl FE S

®3 BT EiEE

Bl i

name BHEET

label EiER

immutable ARSI B MR rIER

type BT String. Integer. Boolean...
choices NFHEEEYE, WA RENEE

FEHESE: limit

[REZIATAFREAZTENRS GET 65<, MURFIREITENZRAIE.

BHigSN . start

SEBEHISHNGSHUIIIFBRETIISH, HFREIOSEIRERIERESIENF LN
IR RS, WFLEBYEMENZRIR, LRSI — 1B E{E, {130 "20130531T01:13:
58"

EiE%1. depth

depth BSHATATIRRZIRYIRMN GET 8%, ZSHATIEEREYIRAIFHHIEZ
Eo depth FVEEHAK, REIMESHIFH,

EREIBSE depth FIIFRTHGI:

GET /api/user/v1/users?depth=2 HTTP/1.1

Host: zfs-storage.example.com

X-Auth-User: root
X-Auth-Key: letmein-xxx

LRI, KR depth=2 X—IFMIZEREIBFFIR,

Oracle ZFS Storage Appliance RESTful APl \i] 17



MRz 3

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{"users":
[{
"name": "root",
"properties": {
"logname": "root",
"fullname": "Super-User",
"initial password": "DummyPassword",
"require_annotation": false
i
"children": [{
"name": "preferences",
"properties": {
"locale": "C",

"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false
i
"children": [{
"name": "keys",
"properties": {3},
"children": [],

"list": []
N
"list": []
p
"list": [],
"href": "/api/user/v1/users/root"
i
"name": "tom",
"properties": {
"logname": "tom",
"fullname": "Tommy",
"initial password": "DummyPassword",

"require_annotation": false,
"roles": ["basic"],
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"
i
"children": [{
"name": "exceptions",
"properties": {3},
"children": [],
"list": [{
"name": "auth-000",
"properties": {
"scope": "stat",
"drilldowns": "*",
"allow_create": false,
"allow_read": true

i

"children": [],
"list": []

H

{

"name": "auth-001",
"properties": {

18 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hR 0S8.6.x * 2016 &£ 9 A



REHIR

IRE IR

"scope": "ad",
"name": "*",
"allow_domain": true,
"allow_workgroup": false

i
"children": [],
"list": []
H
A
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false
i
"children": [{
"name": "keys",
"properties": {3},
"children": [],
"list": ["key-000"]

B
"list": []
p
"list": [],
"href": "/api/user/v1/users/tom"
H

[

EEE:. match

match_Property-Name=Value B] B FI0ZRZIRYIRM GET B8, RHREISIEE B MR

BELERNEHIETR.

REBIRARHRE—MEREIREY HTTP RS LUK LA P& R B 2 & &

JSON HF&m Y :
{
fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',
code: 500
}
}
x4 B IEIRME
Ex4 [yeC] i
ERR_INVALID_ARG 400 BWASHEX

Oracle ZFS Storage Appliance RESTful APl \i]
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REHR

20

E=4 53 -3
ERR_UNKNOWN_ARG 400 MR IBIN S L
ERR_MISSING_ARG 400 ROBERNRANSE
ERR_UNAUTHORIZED 401 e A P RIRIG T oD S HIIEAN
ERR_DENIED 403 BIEWIEL
ERR_STATE_CHANGED RBERE AR
ERR_NOT_FOUND 404 RIKEERI
ERR_OBJECT_EXISTS 409 BERBEFENTR
ERR_CONFIRM_REQUIRED 409 EREESTH confirm=true TS
E5d
ERR_OVER_LIMIT 413 BWNERKK, TERE
ERR_UNSUPPORTED_MEDIA 415 BRONABRRBERZIERZ R
ERR_NOT_IMPLEMENTED 501 BRER LN
ERR_BUSY 503 RFFER, RSFAA
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ihiRARSS

HIhARSS

{5 RESTful API

JH18)ARS5 2 Oracle ZFS Storage Appliance =Ff RESTful API fRZHINO R, AARS A
FIIER P EIEAS) H A BB A9 RESTful API BRSS, SFEEARShRAFMIA A=,

FifnItbARSS, BEERAILLE URL: http:/zfssa.example.com:215/api/access/v1

2ihiREMRSS, BERAIHRRSHITER RN ARSIUEMMRE, AGER
IR[ERY URI IGIEXLERRSS, RSB SESRIREEEHRITREI M.

%5 RARS <
&R B’z i3
GET /api/access/v1 HIH RESTful API ARS51A1R) =
POST /api/access/v1 BIRERAIE
DELETE /api/access/v1 FHERIE

list services (i< HIHATAARSSIHAE URI, NRAEEERSIE, MBI list
services UNMERAYEIERSHATAMIARS IR URL, ttam<FHiZig&E AR
FARY RESTful API ARSSFIRRZS,

BRI

GET /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: joeadmin
X-Auth-Key: letmein

LR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 190

fEMH RESTful API 21



REXARSS 60
X-Zfssa-Access-Api: 1.0
{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1"
Ao
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
Ao
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1"
Ao
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
o]
}
}
= A A
KENARS AR

get service A RIRMEIZARSHAXRES, BEFRBERAHLHNTIR.
BERRA:

GET /api/appliance/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guigqpQRE4g89ngb

o) Rz 7~ 51 -

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"name": "appliance",
"methods": [
{
"description": "Get appliance RESTful services",

"path": "/apis",
"request": "GET"

i

{
"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"

i

{

"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"
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IIE=IE

IIE=IE

AR &3 PoST IR MIA IR ARSZS FENIIERIE ID. FRE EMARS I IRIERIE ID B
ERBHEIL, YBYAFPHNSIEENEMMEENBINERRE, IEIE ID BEK.
IANEBE N 15 9. DELETE B KRB ATF FHEIE ID HEFERIE ID T,

HEFAIUEMAEEMNBERNAERIEESN, TFERIERE, BT RESTful API #
ERBERE, FENEFEILIE 1D,

ER=E

TH PoST IBRSIBRINEFIE, HINE, FiR[E] 201 K& HTITP UINREFTEAD
B "access" BY JSON X%, ItEME ST A/ RESTful API fRE 53R,

BRBERTA:

POST /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

HIhE FREERE] HTTP R3S 201 (Created), WKzi@id X-Auth-Session HTTP SkHISiE
ID. MR IEX 8 &1EE B R A5 RRARS ISR,

MRz AR -

HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}

EHRIE

%= DELETE ZIXIERLUFHHESITRER,
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EHBRTA:

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guiggpQRE4g89ngb

MRz

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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RESTful APl ZiRARSE

Z4% RESTful API fR53 ST EECE ERIEIE UK B &7 EHRBIMAL,

®6 LiRBRS <

153 B&1% lapilalertivl iR

GET FIHERRS <

POST /thresholds B EIRFE S

GET /thresholds/<threshold> REUEEMNEIRRESETEYE
GET /thresholds FILPTE EIREELEINR
PUT /thresholds/<threshold> EEUEEMNEIRMELEINER
DELETE /thresholds/<threshold> SHEIEEMEEX R

POST /actions BTV EIRIZIE

GET /actions/<actions> REVEENERIZEEMY

GET /actions LR EEIRIBENR

PUT /actions/<actions> BBUEERNERIRENR
DELETE /actions/<actions> FHERIEE AVIRIETR

POST /actions/<actions> BRI EIRIBIERVIRIE

GET /actions/<actions>/<action> REUEENEIRIRERIRERY
PUT /actions/<actions>/<action> BEUEENEIRIZENRENR
DELETE /actions/<actions>/<action> SHERIEE AVIRIETR

GET /events N EIRE M
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EiRiEE

LikiEE

gERENEERERER. TRIIWTATEESRAENARENE, AXTE

2%, i§8 0 CLI #i.

=7

ERiRE

Bt

i)

b

uuid

Default

ISR ME—ARIRAT ("immutable")

statname

AnalyticsStatistics

ZEMAVGEITHEE ["cpu.
utilization" "arc.accesses". "
arc.size". "arc.l2_bytes". "
arc.|2_accesses". "arc.

12_size". “syscap.bytesused". "
syscap.percentused”. "repl.
bytes". "repl.ops". "shadow.
kilobytes". "shadow.ops". "
shadow.requests”, "io.bytes", "
io.ops". "datalink.kilobytes" "
nic.kilobytes". "net.kilobytes". "
ftp.kilobytes". "fc.bytes". "
fc.ops". "http.reqs". "ndmp.
bytes". "ndmp.diskkb". "ndmp.
ops". "nfs2.bytes". "nfs2.

ops". "nfs3.bytes". "nfs3.ops". "
nfs4.bytes". "nfs4.ops". "sftp.
kilobytes". "smb.ops". "srp.
bytes". "srp.ops". "iscsi.bytes". "
iscsi.ops"]

type

ChooseOne

Y stat EBH PRSI (normal) FAETF
PR (inverted) N BB EA R ER

["'normal”. "inverted"]

limit

Positivelnteger

IREZIHESHE

minpost

Duration

ERERAG IR RIEIE 5
(i3

days

ChooseOne

REREBBRHBER [all",

weekdays". "weekends"]

window_start

TimeOfDay

{X1E window_start 5 window_end
Z B R FRELR ['none". "00:00". "
00:30". "01:00". "01:30". "
02:00". "02:30". "03:00". "
03:30". "04:00". "04:30". "
05:00". "05:30". "06:00". "
06:30". "07:00". "07:30". "
08:00". "08:30". "09:00". "
09:30". "10:00". "10:30". "
11:00". "11:30". "12:00". "12:
30", "13:00". "13:30". "14:
00", "14:30". "15:00". "15:
30", "16:00". "16:30". "17:
00", "17:30". "18:00". "18:
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&

Bt

B3

b

30" "19:00". "19:30". "20:
00", "20:30". "21:00". "21:
30", "22:00". "22:30". "23:
00", "23:30"]

window_end

TimeOfDay

{X7E window_start 5 window_end
Z B &R HE4R ['none". "00:00".
00:30". "01:00". "01:30". "
02:00". "02:30". "03:00". "
03:30". "04:00". "04:30". "
05:00". "05:30". "06:00". "
06:30". "07:00". "07:30". "
08:00". "08:30". "09:00". "
09:30". "10:00". "10:30". "
11:00". "11:30". "12:00". "12:
30", "13:00". "13:30". "14:
00", "14:30". "15:00". "15:
30", "16:00". "16:30". "17:
00", "17:30". "18:00". "18:
30", "19:00". "19:30". "20:
00", "20:30". "21:00". "21:
30", "22:00". "22:30". "23:
00", "23:30"] ("immutable")

frequency

Duration

ENRHZAINREE

minclear

Duration

B & "all clear" ZiRZ BIMVER
f21E B ataE)

FIHEREE

S HFrEEC BN EIRE(E.

BERRA:

GET /api/alert/v1l/thresholds HTTP/1.1
Authorization: Basic abcd123MwWE=
Host: zfssa.example.com:215

Accept: application/json

) aa st TR

HTTP/1.1 2060 OK

Date: Tue, 27 Aug 2013 17:38:40 GMT
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

Content-Length: 689

{

"thresholds":

"days":

"all",

"frequency": 300,

"href":

"/api/alert/v1l/thresholds/
bec758ch-346e-6a7d-c211-b320c09ef6a6",

RESTful API ZiRARSS
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"limit": 500,
"minclear": 300,
"minpost": 300,

"statname": "cpu.utilization",
"threshold": "threshold-000",
"type": "normal",

"uuid": "bec758cb-346e-6a7d-c211-b320c09ef6ab",
"window_end": 0,
"window_start": -1

"days": "all",

"frequency": 300,

"href": "/api/alert/vil/thresholds/
475799d8-32c8-6ff6-882c-aal3b66e3aba2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",

"threshold": "threshold-001",

"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aal3b66e3a5a2",

"window_end": 300,

"window_start": 1200

IRENEHR HE
gl 2 R EN R
ERRHI:

GET /api/alert/vi/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

LR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

{
"threshold": {

"days": "weekdays",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
1b15d405-75c4-4c0Oc-e0f6-8a108165b874",

"limit": 100000,

"minclear": 300,

"minpost": 300,

"statname": "datalink.kilobytes",

"type": "normal",

"uuid": "1b15d405-75c4-4cOc-e0f6-8a108165b874",
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"window_end": 0,
"window_start": -1

IEERSE

BIEEREAE,

BRI

POST /api/alert/v1/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

MRz 31

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/vi/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874

"threshold": {
"href": "/api/alert/vil/alerts/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874",

e EiRSE

ERHEERE RBENEME .

BRI

PUT /api/alert/vi/thresholds/1b15d405-75c4-4cOc-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MwE=

Host: zfssa.example.com:215

n.n

{"days": "weekdays"}

MRz 31

HTTP/1.1 202 Accepted

RESTful API ZiRARSS
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X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 326

"threshold": {
"days": "weekdays",

MIPRE &

BIFRIEE N ERRE,
ERRA:

DELETE /api/alert/v1/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MwE=
Host: zfssa.example.com:215

Mz 3

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

LiRiR(E

KHBMREEE XHNERRENEE, BNEIHEXTHBSHELESE,

SRR
m ad
m all

m appliance_software

m  backup
m  cluster
m  custom

= hardware

m  hardware_faults
= ndmp

= network

= replication
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= replication_source

m  replication_target

m  restore
= scrk
= shadow
= smf
= thresholds
= zfs_pool
%8 ZARIBIE “ad"
B B3] iR
active_directory_degraded Boolean 12 E2S M ITET active_directory_degraded 5
4 [true T false]
smb_kerberos_client_authentication_degraded| Boolean S iERR M ITED
mb_kerberos_client_authentication_degraded
14 [true X false]
®9 EIRIBE "all”
B ESid] iR
all_defects Boolean 328N ITAD all_defects E
[true. false]
service_alerts Boolean T EBS M ILED service_alerts {4
[true. false]
all_hardware_faults Boolean 12 EBSAZULED all_hardware_fault
E14 [true. false]
%10 %12 /E "appliance software"
B Bt Ei::3u
obstacles_to_system_software_update| Boolean eSS ILED
obstacles_to_system_software_update
E14 [true. false]
operating_system_kernel_panic Boolean SRR AR
operating_system_kernel_panic Zff
[true B, false]
Fu E4RIZ(F "backup"
B B3] i
backup_finished Boolean 323288 N ITATD backup_finished &
4 [true Y false]
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Bt B3

b

backup_started Boolean

123N IUAD backup_started S5 4
[true B false]

xR 12 Z4R121E "cluster”

B

xm

i

cluster_i /o_link_down

Boolean

3 BB ILER cluster i/o_link _down B
[true B, false]

cluster_i/o_link_failed

Boolean

RS ILED cluster i /o_link failed 54
[true Y, false]

cluster_i /o_link_up

Boolean

T3S B8N IUAT cluster_i /o_link_up ¥ [true
g§, false]

unexpected_peer_error_occurred

Boolean

1 583 M/ ITAE unexpected_peer_error_occurred
E14 [true T false]

communication_t o_peer_lost

Boolean

3388 N ICAD communication_to_peer_lost 55
4 [true Y false]

cluster_peer_panicked

Boolean

BN ITAT cluster_peer_panicked 4
[true Y, false]

failed_to_set_s p_root_password_on_cluster_peer

Boolean

pupsE i udis
failed_to_set_sp_root_password_on_cluster_peer

14 [true 5 false]

cluster_rejoin_failed_on_peer

Boolean

I E2S M ITET cluster_rejoin_failed_on_peer &
14 [true Y false]

cluster_rejoin_mismatch_on_peer

Boolean

PURi=E VAUNT)
cluster_rejoin_mismatch_on_peer {4 [true T{
false]

cluster_rejoin_completed_on_peer

Boolean

bupssE i Unis
cluster_rejoin_completed_on_peer ¥ [true 3%
false]

cluster_peer_lost_communication_token

Boolean

pubisCrv ey
cluster_peer_lost_communication_token S
[true B false]

cluster_rejoin _failed

Boolean

T EBSMITET cluster_rejoin_failed {4 [true
of, false]

cluster_rejoin_mismatch

Boolean

388N ITAT cluster_rejoin_mismatch {4
[true B, false]

cluster_rejoin_completed

Boolean

T8RRI ITAT cluster_rejoin_completed 14
[true Y, false]

cluster_takeover_complete

Boolean

2888 M IUAD cluster_takeover_complete S5
[true B false]

resource_import_failed_during_cluster_takeover

Boolean

PUR i VAUNT)
resource_import_failed_during_cluster_takeover

E14 [true T false]

local_cluster_communication_token_lost

Boolean

PURi=E VAUNT)
local_cluster_communication_token_lost 544
[true B, false]
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#13 47121 "custom”

B £

b

patterns Default

FMA =48R

£14 EARI21E "hardware"

Bt

xm

b

fibre_channel_port_down

Boolean

123N ITAE fibre_channel_port_down 25
4 [true Y false]

multiple_transient_fibre_channel_port_status
_changes

Boolean

3SR ILAD
multiple_transient_fibre_channel_port
_status_changes ZEf¥ [true T, false]

transient_fibre_channel_port_status_change

Boolean

32 ILAD
transient_fibre_channel_port_status_change

¥ [true X false]

fibre_channel_port_up

Boolean

383N ITAT fibre_channel_port_up Hf
[true BX, false]

network_port_down

Boolean

D823 R ILEE network_port_down
[true B¥ false]

network_port_up

Boolean

12 523 ITAT network_port_up Zf¥ [true
5§ false]

chassis_connected_to_system

Boolean

32 iE28 M ITHT chassis_connected_to_system
¥ [true X false]

chassis_removed

Boolean

T8 28 MW UTED chassis_removed ¥ [true
5% false]

hardware_component_inserted

Boolean

123N IUAE hardware_component_inserted
14 [true 5 false]

hardware_component_removed

Boolean

3SR ILAD
hardware_component_removed Z ¥ [true 3%
false]

disk_inserted

Boolean

3B BE RV UTAL disk_inserted {4 [true BY

false]

disk_removed

Boolean

828 ITAD disk_removed E1¥ [true T§
false]

i/o_path_added

Boolean

SIS R ICAE i/o_path_added 44 [true 3
false]

i/o_path_removed

Boolean

12 E2S M ITET i/o_path_removed E14 [true
5§ false]

service_processor_offline_or_unavailable

Boolean

32 ILAD
service_processor_offline_or_unavailable &

4 [true Y, false]

service_processor_online_after_outage

Boolean

pubise i
service_processor_online_after_outag 254
[true BX, false]
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B E-Sid) R
failed_to_set_root_password_on_service_processor Boolean pUp st AU
failed_to_set_root_password_on_service_processor

14 [true 5 false]

%15 Z4R$21E "hardware_faults"

Bt xE EE::puy

all_hardware_faults Boolean 3828 MW ITALD all_hardware_faults
14 [true T false]

& 16 Z4R124E "ndmp"

B £ i3

invalid_ndmp_restore Boolean bubise ey
invalid_ndmp_restore S5 [true 5}
false]

backup_finished Boolean 388N ITATD backup_finished &
4 [true B, false]

backup_started Boolean 1223 MN IUATE backup_started S5 4
[true B false]

restore_finished Boolean 3828 MW ITAL restore_finished 15
[true B, false]

restore_started Boolean 33888 N UTHD restore_started S5
[true B false]

*17 Z4R121F "network"

Bl ESidl] R
datalink_failed Boolean T EBSMZUTED datalink_failed B4
[true B false]

datalink_ok Boolean 388 W ITET datalink_ok B4
[true B false]

network_port_down Boolean 3237288 N ITAT network_port_down
15 [true B false]

network_port_up Boolean 388N ITATD network_port_up
4 [true B, false]

ip_address_conflict Boolean 3388 N IUAT ip_address_conflict
15 [true 5 false]

ip_address_conflict_resolved Boolean pup -t A UN
ip_address_conflict_resolved &4
[true B false]

ip_interface_degraded Boolean T IERR R ITAER
ip_interface_degraded ¥ [true 3%
false]
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Bt

B3

b

ip_interface_failed

Boolean

823 R ILAE ip_interface_failed
15 [true 5 false]

ip_interface_ok

Boolean

12 E2S M ITET ip_interface_ok H14F
[true B false]

x18 Z3RI21E "replication”

I3

£S5

b

receive_failed_(unsupported
_version)

Boolean

3B B8 M ITAL receive failed
(unsupported_version) Zf¥ [true 2%,
false]

receive_failed_(cancelled)

Boolean

3B B8 M ITAL receive_failed_
(cancelled) ¥ [true T false]

receive_failed_(all_others)

Boolean

3828 MW ITAL receive_failed_
(all_others) 44 [true T false]

receive_failed_(out_of_space)

Boolean

3828 W ITAL receive_failed_
(out_of_space) ¥ [true T, false]

receive_failed_(package_not
_upgraded)

Boolean

3B B8 M ITAL receive failed
(package_not_upgraded) ¥ [true
), false]

receive_finished

Boolean

1828 M ITAL receive_finished 5
4 [true = false]

receive_started

Boolean

I E 2SR ITET receive_started SE{4
[true B false]

send_failed_(unsupported_version)

Boolean

323288 N ITAT send_failed_
(unsupported_version) Zf¥ [true 2§
false]

send_failed_(cancelled)

Boolean

13 52RRIILAS send_failed_
(cancelled) Zf¥ [true I false]

send_failed_(all_others)

Boolean

1828 M ITAD send_failed_
(all_others) =¥ [true I¥ false]

send_failed_(connectivity)

Boolean

SRS ILAD send_failed_
(connectivity) ZEf¥ [true ¥ false]

send_failed_(out_of_space)

Boolean

32388 N ITAT send_failed_
(out_of_space) ¥ [true I¥ false]

send_failed_(remote _verification)

Boolean

138288 R/ITAD send_failed
(remote_verification) {4 [true TY
false]

send_finished

Boolean

1828 N ITAL send_finished B4
[true B false]

send_skipped_(already_running)

Boolean

1583 ILER send_skipped_
(already_running) 51§ [true 3%
false]

send_started

Boolean

3288 N ITAT send_started B4
[true B, false]
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36

*19 E4R121F "replication_source"

B

£

i3

send_failed_(unsupported_version)

Boolean

13828 MW ITAD send_failed_
(unsupported_version) Z ¥ [true 5%
false]

send_failed_(cancelled)

Boolean

1828 M ITAD send_failed_
(cancelled) ¥ [true I false]

send_failed_(all_others)

Boolean

&S 28 N ITAD send_failed_
(all_others) 44 [true T false]

send_failed_(connectivity)

Boolean

3237888 N ITAT send_failed_
(connectivity) {4 [true ¥ false]

send_failed_(out_of_space)

Boolean

13828 MW ITAD send_failed_
(out_of_space) ¥ [true T¥ false]

send_failed_(remote_verification)

Boolean

1828 M ITAD send_failed_
(remote_verification) {4 [true Y
false]

send_finished

Boolean

12 E2S M ITET send_finished Z {4
[true B false]

send_skipped_(already_running)

Boolean

1SS 28 M ILAR send_skipped_
(already_running) ¥ [true T}
false]

send_started

Boolean

383N ITATD send_started 14
[true B false]

% 20 E3R3%(E "replication_target"

Bt

KE

b

receive_failed_
(unsupported_verrsion)

Boolean

3B 28 M ITAL receive_failed_
(unsupported_version) Z ¥ [true 3%
false]

receive_failed_(cancelled)

Boolean

3828 MW ITAL receive_failed_
(cancelled) Z¥ [true ¥ false]

receive_failed _(all_others)

Boolean

3B BE M ITAL receive failed
(all_others) Z=14¥ [true I¥ false]

receive_failed _(out_of_space)

Boolean

3B B8 M ITAL receive_failed_
(out_of_space) 1 [true I¥ false]

receive_failed_
(package_not_upgraded)

Boolean

3B 28 M ITAL receive_failed_
(package_not_upgraded) Z4 [true
¥, false]

receive_finished

Boolean

33 B8 M7 ILER receive finished 3
4 [true T false]

receive_started

Boolean

3B 2SR ITED receive_started SE{4
[true B false]
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F21 EIRIZ(E "restore”
B Ei) iR
restore_finished Boolean 337888 N ITHD restore_finished H{4F
[true B false]
restore_started Boolean 1828 M ITAL restore_started B4
[true BY, false]

* 22 EARIR(E "sark”

B

E

Fiz:pu

support_bundle_build_failed

Boolean

13 JE 23N AR support_bundle_build_failed
E 15 [true BX false]

support_bundle_sent

Boolean

3B 2SN ITEL support_bundle_sent {5 [true
5§ false]

support_bundle _upload_failed

Boolean

2828 RITAE support_bundle_upload_failed
ZE14 [true T false]

an_update_is_available_on_my_oracle_support.

Boolean

TS 28 R ILED
an_update_is_available_on_my_oracle_support.

E 5 [true ¥ false]

no_updates_available.

Boolean

2528 R ILER no_updates_available. S
[true B, false]

the_appliance_failed_to_verify _if_an_update_i
s_available.

Boolean

pupsst - gUni
the_appliance_failed_to_verify_if_an_u
pdate_is_available. 44 [true ¥ false]

F23 ZARIZ1E "shadow"
B =it R
shadow_migration_complete Boolean pUp st A UG
shadow_migration_complete 514
[true B false]
+F24 EIRIZME "smf"
B Ei) iR
service_failures Boolean 3388 N ITAD service_failures {5
[true B false]
& 25 E4R42(F "thresholds"
Bl =it R
thresholdid Default LR EER AV IS IAY UUID
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x 26 EIRIZVE "zfs_pool”

Bt B3 b

resilver_finished Boolean 1B 2SR ITELD resilver_finished 5§
4 [true ¢ false]

resilver_started Boolean 3828 UTAL resilver_started {4
[true B, false]

scrub_finished Boolean RS ILER scrub_finished B4
[true Y, false]

scrub_started Boolean 1828 W ITALR scrub_started {4
[true B false]

hot_spare_activated Boolean 1283 N ITAT hot_spare_activated
14 [true B false]

S E iR

FI B ERISEDSATIHAAE ERIZE. ERMNENTRNLUE, 1BRATELEIRIZER
JEEY href B4 &% HTTP GET &K,

RENE IR FRIERTA]

GET /api/alert/vi1/actions HTTP/1.1
Authorization: Basic abcd123MwE=
Host: zfs-storage.example.com:215
Accept: application/json

Mo Rz 7~ 151 -

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [
{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service_failures": true
i
{
"action": "actions-001",
"category": "scrk",
"href": "/api/alert/vl/actions/actions-001",
"action-000": {
"handler": "snmp_trap",
"href": "/api/alert/vl/alerts/actions/actions-001
/action-000"
i
"action-001": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-001
/action-001",
"subject": "Phone Home Alert"
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ERIRIE

}

"support_bundle_build_failed": true,
"support_bundle_sent": true,
"support_bundle_upload_failed": true

i
{
"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
}
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"
}

RENEIRIR(E

LEEs LR MTF TN HERIZER S, Bl MNREEERNERIZIE,
BRI

GET /api/alert/vl/actions/actions-002 HTTP/1.1

)V K

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 331

{
"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
H
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"
}
}

BIEERIR(E

HIEEIE— 1 EE JSON WREEIRIZ(E PosT 15KBY, WAZ[A /api/alert/v1/alerts/actions
RiXtgERY, vIgEXRABMLUAFEECIZMNRIERE, BXEERSK LHRER
FZ%ERIE, ESM CLI Xt
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EIRIRIF

Ky EEEEE:

"ad", "all", "appliance_software", "backup", "cluster", "custom",
"hardware", "hardware_faults", "ndmp", "network", "replication",
"replication_source", "replication_target", "restore", "scrk", "shadow",
"smf", "thresholds" or "zfs_pool"

BRI

POST /api/alert/v1l/actions HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghqg84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "hardware_faults"}

MRz

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vl/actions/actions-006

{
"action": {
"href": "/api/alert/vl/actions/actions-006",
"category": "hardware_faults",
"all_hardware_faults": true
}
}

IEEREIRIR(E

ALEE & IX HTTP PUT IEREEBNE list SpREIN—LE 4,

ERRA:

PUT /api/alert/v1/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle_sent": false}

MRz

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
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EiRRFIE

"support_bundle_build_failed": true,
"support_bundle_sent": false,
"support_bundle_upload_failed": true

MIPRE e i1

AT ERIZVE href SIRYE href &)X HTTP DELETE &R AIMIBRIEEMIZR. LIRS
HIMMRZ A9 HTTP 4R 204 (No Content),

BRI

DELETE /api/alert/vl/actions/actions-003 HTTP/1.1

Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

Me) 2 7~ 451 -

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

TR (FIM B

BRI B BRI S N EIRIBETIRF,

IEERINE

IR ERDE ERIBEA N A EHRIZEA P,

BRI

POST /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "Joe.Admin@acme.com", "handler": "email", "subject":"CPU Busy"}

MRz 7

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

{
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"action": {
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "Joe.Admin@acme.com",
"subject": "CPU Busy"

IECRE iR

IERFRIE BN B LRI (R,
BRI

PUT /api/alert/v1/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "Joseph.Admin@acme.com"}

MRz 7

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 176

X-Zfssa-Version: jkremer/generic@2013.06.08,1-0

{
"action": {
"href": "/api/alert/vl/actions/actions-001
/action-000",
"handler": "email",
"address": "Joseph.Admin@acme.com",
"subject": "CPU Busy"
}
}

PR E kiR (EmE

NTFAENEIREE, AIMFREMEE. ERBR—DSE, IBALEPE href BIERIE
DELETE 15K,

HFRIZERYIER TG :

DELETE /api/alert/vl/actions/actions-001/action-000 HTTP/1.1

Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content
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Analytics RS

Analytics @ —MaEIS FAEIR LN B REMAITHE B URIERBIEUERRLRN TR,
TR AFKEAEIMEEASI M. Analytics 8/ DTrace RENSEIZREHIMNSITHE
B, MMSHEERFUERNENEHITIFAD .

B FARY Analytics RS

AJFREXLAF Analytics BRS5, PI3EJD http:/zfssa.example.com/api/analytics/v1.0/

iR B£12 lanalyticsivl R

GET HHH Analytics RSB 158

POST /worksheets BUEFTEY Analytics #IEE

GET /worksheets/<worksheet> REVIEEHT Analytics $UBRERE

GET /worksheets 5 FFE Analytics HIEEITR

PUT /worksheets/<worksheet> BERISERY Analytics FIBEITR

DELETE /worksheets/<worksheet> HEIEEMN TIERWR

PUT /worksheets/<worksheet>/suspend HERBEIERIIES

PUT /worksheets/<worksheet>/resume MEFE TIEREUESE

POST /worksheets/<worksheet> /datasets BB TEREIES

GET /worksheets/<worksheet> /datasets/ REUEEM TIERIBERE
<dataset>

GET /worksheets/<worksheet> /datasets FIHFRE TIEREIEET R

PUT /worksheets/<worksheet> /datasets/ | {EBIEERN TIERIIBEXIR
<dataset>

DELETE /worksheets/<worksheet> /datasets/ SHERIEE RV EIREXR
<dataset>

POST /datasets BUEFTEY Analytics #IEE

GET /datasets/<dataset> REVIEEHT Analytics $URERE 4

GET /datasets FIHFFE Analytics HIEEITR

PUT /datasets/<dataset> BERISERY Analytics FIBEITR

DELETE /datasets/<dataset> HEHIEE NEUIREXR
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Analytics & &

&R B&1% lanalyticsivl -3

PUT /datasets =R MEMBEIESE

PUT /datasets/<dataset>/data REFUEIEE (IREKRT)

DELETE /datasets/<dataset>/data BHATE [HE] BIEIEMILLEIES
R B

GET /settings Gt Analytics I8 &

PUT /settings {BER Analytics I E&

Analytics 1% &

AT BEAVEWERRA DRI B SIEZR R E /N,

=

P

retain_second_data

SHHIENREER ()8Y)

retain_mi

nute_data

BHWHIENRZER ()Y

retain_hour_data

B/\EERNREBERR ()Y

R E

FREX An

alytics I & B %M HR1{E,

ERRA

GET /api/analytics/vi1/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

SRR

HTTP/1.1

200 OK

Content-Type: application/json

Content-

Length: 131

X-Zfssa-Analytics-Api: 1.0

"set
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Analytics T{ER

BugE

BEEE <A FEN Analytics 188, FIMNEIBREE,

BRI

PUT /api/analytics/vl/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600, "retain_minute_data":400, "retain_second_data":200}

LERT:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200
}
}

Analytics T{E&

TEREASIHERAHELRN BUl BR. SJUENEFIZHRIHER, HEIUATE
RIEE—MIEARFEIEREUEES, RELFRX—IREREIXREIT
SFOHE BHITIIEIRME, XERERASIFBH KA IREMITANRIER . TEX
A AT EEM BUI FIRBHITIER,

Exg R

ctime BRI T EZRAYES [E1F] 2 A
mtime ERIEERIE T EZRAVET (B1H] B HA
name I TERRIB IR

owner W TERAEE

uuid e T VESRAVE A ME—ARIRTT

FIHTER

FIH HATECERYFRE Analytics TIF&R,
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BRI

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/vl/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
Ao
"href": "/api/analytics/vl/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
H
}

FXHY Analytics T{E®*

FREXE A Analytics TER.

BRI

GET /api/analytics/vl/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets

/ab59bchc-080a-cfla-98c9-9f485bc3a43d",

"mtime": "Sun Jun 23 2013 16:22:01 GMT+00E0 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
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Analytics T{ER

BIETIER

B3 Analytics T{ER,

BRI

POST /api/analytics/v1/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json
Content-Length: 26

{"name": "myworksheet"}

HRTH:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO@16bec

"worksheet": {

"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl16bec",

"name": "myworksheet",

"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/v1l/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

HBRTIER

THER Analytics TF&R. TEULRGIR, THERI[MBIELIERITIAR, EHRILIGER href
FFARIREY uuido LA L RVITHS RIS TIFRRY CLI s3I T HEILED,

ERRAI

DELETE /api/analytics/vl/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

e Sz 7~ 51 -

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

FIH TERBIES

FIHIEEN TIFRPBFAE RS, BEREEEAUTEML,
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B R

name I HIEENRBSAITHE BB FR

drilldowns THHETMREETR (WRH)

seconds RS BREIFDEL
ARG

GET /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

I LIERERIESE

BT IFRIIES.
BERRH:

POST /api/analytics/vi/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

LR

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vi1i/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162

"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 300,
Meime: M

BER TIERERIESE

BB TIERIIES
BRI

PUT /api/analytics/vil/worksheets/name=myworksheet/datasets/dataset-008
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Analytics $iEE

HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json
Content-Length: 26

{"seconds": 60}

LERT:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": ©,
"drilldowns": [],
"seconds": 60,
Meime": "
}
}

Analytics $iE&E

®27 BIEREREM
et R
name ERERSIHE BRHBR
grouping &It E SNFEA
explanation KESIHE SRR
incore MIZP RSB SR F T3
size W& PSR BUIBNF T
suspended EBTREIBE SR ET R TEERSNAERE
activity FEHIREETE

FrEEMEBARIZE, suspended BRIM,
RIS

m  arc.accesses[hit/miss]

m arc.]2_accesses[hit/miss]
m  arc.]2_size

m  arc.size

®  arc.size[component]

Analytics fR$
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m  cpu.utilization
= cpu.utilization[mode]
m  dnlc.accesses[hit/miss]

= fc.bytes

= fc.ops

= ftp.kilobytes
= http.regs

m  io.bytes

= io.bytes[op]

m  jo.disks[utilization=95][disk]
= jo.ops

m  jo.ops[disk]

= io.ops[op]

m  iscsi.bytes

®  iscsi.ops

= ndmp.diskkb

= nfs2.ops

= nfs2.ops[op]

= nfs3.ops

= nfs3.ops[op]

= nfs4.ops

= nfs4.ops[op]

= nic.kilobytes

= nic.kilobytes[device]

= nic.kilobytes[direction]
= sftp.kilobytes

= smb.ops

= smb.ops[op]

FIH RS

FIHFrEECER Analytic #HEE.
BERRA:

GET /api/analytics/vl/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json
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Analytics $iEE

LERT:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.accesses[hit/miss]"

}I
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l2_accesses[hit/miss]",

}I
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l2_size",

}I
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size",

}I
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size[component]",

g

1

}

IRENEESR
RSB R EE,

HRRAI:

GET /api/analytics/vil/datasets/nfs4.ops HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: application/json

LR

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

accesses[hit/miss]",

12_accesses[hit/miss]",

12_size",

size",

size[component]",

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",
"href": "/api/analytics/vl/datasets/nfs4.ops",

"incore": 296128,
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"name": "nfs4.ops",
"size": 53211540,
"suspended": false

eI LRIES

BIEHEIEUES.
BERRA:

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

ZR:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

"dataset":{
"href": "/api/analytics/vl/datasets"
"name": "test.sine",
"grouping": "Test"
"explanation": "sine per second"
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

(5656713

BEEESER < A TEERIME R SEENEIRRE.
HIFIERRH:

POST /api/analytics/vl/datasets/nfs4.ops

{"suspended": true}

EIERRH:

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":false}
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Analytics $iEE

MRz 3

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

"dataset" {

"suspended": false

HERMIES

HRIRIES,

HRRHI:

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1

MBI f5 -

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

RFHIESE

RFHIES,
ERRA:

PUT /api/analytics/vl/datasets/nfs4.ops/data

e 27~ 151 -

HTTP/1.1 202 Accepted

il €S 6

IR AL E BN e YRR,

E=2u iR
granularity MERIE (Fb. 2%, /hEY)
endtime MELLA TE endtime Z BIUREEAVERIE
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endtime 52 ISO 8601 BYja)/HEA=F T (530 20130531T01:13:58)

BRI

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

Mz

HTTP/1.1 204 No Content

REREHRER 2R

M Analytic SUESEIREVEIE. STIQREIRIMIEN AR E R,

%28 EBH

Ex4 iR

start FrigW SR B4R E]

seconds IR GIERNFE (BRAME=1)

span SRR BIERIRRYISERETE] (S95h. /MY R B)

interval ELATERBEIESE (span) W, IHEHIBSTFHENBEER (98, et X B)

WMRKEM start S, NFIRETEIEE I S8BT E G SEEFIEK
(seconds). start BY[E] RBEEIGRETIEl, WRUEKEIRFIFNI S S EEIER BT [8]HE
FHpiEtE), RBJ[BYEFEMEFIWETE, AEBIREEE.

BRORMAIELIE, B span f interval B34S, NMTRFIT. FATXH NS
A, EMEIGE T seconds B8, HEZIRIZESE,

x29 span M interval 48&
interval
span 2% e, % ] 2 &
% X
N:E) X X
x X X X
& X X X
B X X X
&F X X X

MRE—SEIATEIR, WEZBBRIIEKHLA seconds B MRIFRAFERBIAR
3, BETREIREE "Input span and granularity are not supported"s
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Analytics $iEE

TRER T RERSIESESIER T,

% 30 YIRS HUERE
ExLud R
startTime IREIRE—MEFIRI BT E]
sample REINE—MEGIRESIZRS]
data G HESA
min EIEENEERRA SR/ ME
max EEEREERA ST RAE

startTime BRI AU TR Z—:

=[SO 8601 BY[E/HER=FRTE ({5190, 20130531T01:13:58)
. HEFIRSS
n XAFHRFE now

BERRG (AFUWE 3 WARENEE)

GET /api/analytics/vil/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: text/x-yaml

LR

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:
- sample: 239024557
data:
value: 5
startTime: 20130912T721:42:38
samples: 239024558

- sample: 239024558

data:

value: 15
startTime: 20130912T721:42:39
samples: 239024559

- sample: 239024559

data:
value: 25
startTime: 20130912T721:42:40
samples: 239024560
size: 3
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BRI (AFWE 1 BARES—RIEREE)

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?
start=239024557&span=week&interval=day
HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: text/x-yaml

SRR

HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557

data:
value: 5

max: 79
min: o]
startTime: 20130912T721:42:38
samples: 240074328

- sample: 239110957

data:
value: 15
max: 150
min: 1
startTime: 20130913T21:42:38
samples: 240074328

- sample: 239629357

data:
value: 25
max: 120
min: 2
startTime: 20130914T721:42:38
samples: 240074328
size: 7
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FEFARSS

ATTBEM RS, NAEMAGEIE,

BEGTATREHENEERERR,

ER B&1Z Ihardwarelvl 3%

GET /cluster IRENBE SR B MBS ZTRTIR

GET /cluster/resources /<resource:path> REVEERN B ERIRNEN

PUT /cluster/resources /<resource:path> BEGEERNBERR

PUT /cluster/failback B LA B F I E M E BT
HITHIERE

PUT /cluster/takeover BEMAE S IABHENFRENE
iR

PUT /cluster/unconfigure EUHB RIS BN ENIERECE

GET /cluster/links RENBEEE RHEREIRTS

PUT /cluster/setup PITHIREEEIRE

RIBERGE

KRB SEEERSNERRE T,

BERRH:

GET /api/hardware/v1/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=
Host: tanana:215

Accept: application/json

e 27~ 51 -

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
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Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

"cluster": {

"description": "Clustering is not configured",
"peer_asn": "",

"peer_description": "",

"peer_hostname": "",

"peer_state": "",

"resources": {
"net/ixgbe0": {
"details": ["10.80.231.58"],

"href": "/hardware/vl/cluster/resources/resources/net/ixgbe0",
"owner": "tanana",
"type": "singleton",
"user_label": "Untitled Interface"
}
"zfs/gold": {
"details": ["821G"],
"href": "/hardware/vil/cluster/resources/resources/zfs/gold",
"owner": "tanana",
"type": "singleton",
"user_label": ""
}

}
"state": "AKCS_UNCONFIGURED"

RNt EXRR

IRIERFSE R IRRY href B1E, ATLURBUZBMEHEERFNEIE, LOIFERITAA
iR /hardware/v1/cluster/resources/resources/zfs/gold # /hardware/v1/cluster/resources/
resources/net/ixgbe0

(BEABFERIE

HARSRTHEEEIR __[L,(T%ﬁﬁlltﬁ’v\waﬁ%/l\ﬁ%J\/}_m %, BXEZER, &
&0l CLI ”conflguratlon cluster resources" (FRBEREZRR) o

¥wﬂﬂ

B L1502 A failover. takeback #l unconfigure, FREMSERMEER
TRAEWE PUT IEK, HMH EZE<SHRMT. MIlE, mOGm<SHEIRE HTTP IR 202
(Accepted).

BERRA:
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BE

PUT /api/hardware/vi1/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

LR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MRBERVTFERHRT, TEEZHS, WRE HTTP KE 409 (Conflict),

BFERHERR

LtAr R BB E R H AR IS, MEHALERS aksh #5< "configuration cluster links"
RimEAER,. BINESITEHEIREZRIEITIHG S, URREEMLEEH, B1T8
BZH], FREHEREN T AKCIOS_ACTIVE K%

BERRA:

GET /api/hardware/vi/cluster/links HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2_embedded:0/clustron_uart:0 = AKCIOS_TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2_embedded:0/d1lpi:0@ = AKCIOS_TIMEDOUT"

}
}
L
KEHE

setup cluster S AIARFIREVIREIE, FIEMERRENATF AKCIOS_ACTIVE
RE, BRITANEFRFAANERERHITRRE, SNHSERK.

BRI

PUT /api/hardware/v1/cluster/setup HTTP/1.1
Authorization: Basic abcd123MwWE=

Host: zfssa.example.com:215

Accept: application/json
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{"nodename": "zfssa-storage-2", "password": "letmein"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

M8

FEfF < A FIRREUR SRR AV A ST IR,

BER B&1Z Ihardwarelv1.0 Ei::puy

GET /chassis FIE A

GET /chassis/<chassis> REUEEMNESHNFMEENE
PUT /chassis/<chassis> EBUEEMNESNMEEY
GET /chassis/<chassis>/<fru_type> FI BN FEA G

GET /chassis/<chassis>/<fru_type> /<fru> | SREIEE N FEAHEHE
PUT /chassis/<chassis>/<fru_type> /<fru> | {ERFEHNFEAHE &

S

get IR SAFERATMAEEH, SRERFNBNRITIR, dSHRIIRITRE, BHRE
HTTP JRZ 200 (OK)o

ESid) Bt iR

string name HFERR

string model RS

string manufacturer HFEHIER

string serial HFERFYIS

string revision HAEBITARR

string part NAEEREHS

boolean faulted [3{=ti=nnA)

string fru HFERY FMRI R

string uuid HFE uuid FRIRFF
BRI

GET /api/hardware/v1l/chassis HTTP/1.1
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GlEi]

Host: zfs-storage.example.com:215
Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",

"name": "cairo",

nrpmn: n__n

I
"serial": "1211FM200C",
"type": "system"

Ao
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "e@10",
"rpm": 7200,
"serial": "1235FM4002",
"type": "storage"
}I
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",
"path": 2,
"revision": "e@10",
"rpm": 10000,
"serial": "50050cc10c206b96",
"type": "storage"
1

()

IRERHAEA M

tbar L REEENETRIFREEGA N, rLMINTRE,
(OK)o
BRI

GET /api/nas/v1/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com

$%3iR[E] HTTP IRZ 200
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62

Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json

{
"chassis": {
"type": "storage"
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",
"path": 2,
"revision": "0010",
"rpm": 7200,
"serial": "1235FM4002",
"disk": [{
"device": "cOt5000CCAO1A76A2B8dO",

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",
"interface": "SAS",

"label": "HDD 0",

"locate": false,

"manufacturer": "HITACHI",

"model": "H7230AS60SUN3.0OT",

"pathcount": 4,
"present": true,

"revision": "A310",

"rpm": 7200,

"serial": "001210R37LVD YHJ37LVD",

"size": 3000592982016,

"type": "data",

"use": "peer"
Ao

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",
Ao

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
o

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
N

"fan": [

{

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo o

"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
N

"psu": [

{

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
Ao

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
i

"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
Ao
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"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",

B
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
B

IRENEE(FEH 1

tban L REIENMEFAMPRENE. spLMIINITE, RiRE HTTP A7 200 (OK), il
MR EE TRPEEHATE T,

Eid) Name Description

string device FRU i&#& ID

boolean faulted HAREIER FRU @B R L&
string fru FRU B FMRI &R

string interface FRU ##O2E8

string label FRU {i B

boolean locate & EEAIHETAT

string manufacturer FRU fli&w

string model FRUES

string part FRU 84S

boolean present FRU £ _ERFSIERIT

number rpm WERN RMP (OEATHLE)
string serial FRU F5IS

number size FRU X/ (BE)

string type AR

string use A FERE RS
BRI

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Me) Rz 7~ 451 -
HTTP/1.1 2600 OK

Content-Type: application/json

"disk": {
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"device": "cOt5000CCAO1A764FBOdO",

"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"interface": "SAS",

"label": "HDD 11",

"locate": false,

"manufacturer": "HITACHI",

"model": "H7230AS60SUN3.0OT",

"pathcount": 4,

"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R322ED YHJ322ED",

"size": 3000592982016,
"type": "data",
"use": "peer"

BERA GBI

AlfE A PUT IR EEGAGF FIRERBMN. HIIIEREIR[E] HTTP R 201
(Accepted) LA fEF JSON VA HE M

BRI

PUT /api/hardware/v1l/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}

JSON MRz

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",

Ry
"locate": true
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L=k

(i
BB WARSE AP,

< AT & CLI "maintenance logs" 2

BTHAARS. AXETRSBENE

BER 12 lapillog/vl iR

GET FIHBERS S

GET /logs HILFrEAEER

GET Nogs/<log> FIHEERASHAERE
GET /collect/<log> THIEEASEXENES
GET /collect THAERSKENES

FItigE EPRARTAEE.
SERIEIESS

BERRA:

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: application/json

R

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0

{
"logs": [

"href":

"/api/log/v1/logs/fault",

/L_.\%BA @-L(EIL;\EF'EIJ?J? E%&%*DEEP%E_/P/‘%E
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RENEEHRE

"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"
H
{
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"
H
{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"
H
{
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"
H
{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"
}

RENASFE

66

E.“'X)‘A? EE’J-LX%EIL.\ @E/L,\ZREO %AEIL.\Z'TE%BE @\Z%EE"JEH\H/ETJ[E—’JLX&
AEEENAETEM,

- RIEEENHE, RIBVAERXBTEsRARNERSIMART A, BUI# CLI PH
EHENRE, BREFAERARE, r“ ER T XFmRBIWERE FEX L R E,

B R
start=<index> FIaRIBLAE RS /M ELRE HE
limit=<number> PREREIM B ERE K

EIBERSIZAER 0, RTREIEFRHNE—MHE. WERAFAABEURKTFHET
BEXNIE, IR BAI LU EFR/E; 190 20130724T03:21:55,

- TEZETIHAAS—AULMNNEE, IBASHOERSIEREIRERNZRSZ
Mo FREIEZREIFHNALEIFTIREINEERE, REOBEHEHRENBILER RS
{Bo
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THES

THAS

THAS

BRI

GET /api/log/v1/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: tanana:215

Accept: application/json

SRR

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{ Illo ",
gs": [

{
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

Ao
"address": "10.159.84.34",
"annotation": "",

"summary": "Destroyed share \"gold:tst.volumes.py.34111.project/tst

34111.1un.7\"",

"timestamp": "20131022T722:52:34",
"user": "root"

oL
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": '"20131022T22:54:23",
"user": "<system>"

oL
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T22:54:19",
"user": "root"

.volumes.py.

THBETHLRE—MER gzip F4EH tar X, ERESAERFAT. XHEESR
MIZE N logs.tar.gzo HATEIEESLASGIEHF LURBIFZIVAIERY, RIUETARE TH.

MRNFTH—NEAETEE, WeBEIRMMEIs <L URERF, BERISEARLUR

B INREIZIZ P SNREBRHAIT gzip [£48, WIFA geip EEXA

FR%F, AmBE.

HthE4a83

A
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EXMECE

PEZEn <

TN BNMLZ A TEENSMIUNIRE, UREEMSESIEER. EOMBKH,

EXMBECETNRE R F B XMIEMLS R O EE S RIS E, CIESHRES. EM
NIC (virtual NIC, VNIC). EE#X LAN (virtual LAN, VLAN) M1 %R, FAGRILURXLE
HRABEXEEIEDN 1Pv4 § 1Pve Hitlk, UERFIEZERAA LN MHEIBRS.

AENEEERNNMARMES

IR E XN TR IEMELEZDS InfiniBand _ERY IP (IP on InfiniBand, IPoIB) 43 XAY
EYBE e S

n  BUREERR — AXFIRWEIE G EARLN, BIBERIUSIEE (BMIEMEKiRC)
1B HX——XIR, HEERTLUE X AEMIGEMEIEERAMNES. VLAN
VNIC ##Es% K.

» EO-IP RENIUNESLEE, 849 1P FOBMS—MEUERERXEE, BTN
BEHEMZEOR 1P 2K (IP MultiPathing, IPMP) £,

» REH-—IPRERE, BTEHRSY P BIEENER S .

EMARE R, WKigERTRIES; ENREREENRE. BURERES 2 BE
i, wAeEZEN], LUER LACP FIRENAEXEMLIRE. HORH 3ELE, &
BB BIEER RN 1P IRE, RAENEROIRED AR NERD : HIEERI NS
2 FIRE, BONNE 3 RIEE,

P4 R HE R

MRS e < A A T EIRIRE ERBURRER. ERILFIH. Eok. SIZMMEREE
HERR H R0

x31 LR TERR TS
ER #12 Inetworkivl R
POST /datalinks BB FT I B ERIERE RS
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LR SR HERR

BER E&42 Inetworkivl Ei::puy
GET /datalinks/<datalink> REVETE I SRR B 14
GET /datalinks FIE P M HIREERR TR
PUT /datalinks/<datalink> BRI E MM B EUBHE R R
DELETE /datalinks/<datalink> HRIEEVEIRERIR
& 32 MIRig SRR B
B *E 3%
class string “device” (“immutable”)
label NetworkLabel o
links ChooseOne FEBE ["igbl". "igb0". "ixgbe2". "
ixgbe3". "igh4". "igh3". "
ixgbel". "igh2". "igh5"]
jumbo Boolean fEFAE M ["true". "false"]
("deprecated")
mtu Positivelnteger RATEIRIETT (Max transmission
unit, MTU)
speed ChooseOne FERIRE ["auto”. "10". "100". "
1000". "10000"]
duplex ChooseOne FEEEXN T ["auto". "half' "full"]
%33 VNIC g & ¥IEERE
B *E i34
class string "vnic" ("immutable")
label NetworkLabel o
links ChooseOne HERE ["ixgbe0"]
mtu Positivelnteger RAfEIRIETT (Max transmission
unit, MTU)
id VLAN VLAN ID
x34 VLAN &R BT
B Sl i34
class string "vlan" ("immutable")
label NetworkLabel LS
links ChooseOne HEER ["ixgbe0"]
mtu Positivelnteger RAfEIRIETT (Max transmission
unit, MTU)
id VLAN VLAN ID
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LR SR HERR

%35 BETFRAENREHIEEREN

=43 *H 3%

class string "aggregation" ("immutable")

label NetworkLabel s

links ChooseN FEBE ["igbl". "igb0". "ixgbe2". "

ixgbe3". "igha". "igh3", "
ixgbel". "igh2". "igh5"]
jumbo Boolean fEFRAE R ["true". "false"]
("deprecated")

mtu Positivelnteger RATEIRIETT (Max transmission
unit, MTU)

policy ChooseOne RBE ['L2". "L3". "L4". "
L2+L3" "L2+L4". "L3+L4"]

mode ChooseOne R ["active". "passive". "off"]

timer ChooseOne iTETES ["'short" "long"]

Key Integer B4% ("immutable")

* 36 BT 1P XA & HIEEREGE

B Sl i34

class string "partition" ("immutable")

label NetworkLabel LS

links ChooseOne FERG

pkey Pkey oXE

linkmode ChooseOne FEERIER ['em". "ud"]

51t PO 4 ¥R i B

FhigE ENFE EREHIEER. PURERIIRTHESINREBEE A TREENH
TEHERS ZRBIAB R ARVERY href B 1M AR BB HE RS B Mo

BERRA:

GET /api/network/vi/datalinks HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

JSON #iE R4

"datalinks": [{
"href": "/api/network/vl/datalinks/ixgbe0",

Ao
"href": "/api/network/v1l/datalinks/ixgbel",
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LR SR HERR

Ao
"href": "/api/network/vl/datalinks/ixgbe2",

Ao
"href": "/api/network/vl/datalinks/ixgbe3",

1
}

IR 4% 2R HE R

GET T AR[ME— 1B & HIEHERR B IR JSON IR LU EIEHEIR I RBYFIR,

GET /api/network/vl/datalinks/ixgbe® HTTP/1.1 Host: zfs-
storage.example.com

Accept: application/json

JSON #IERHG):

"datalink": {
"class": "device",
"datalink": "ixgbe@"
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe®"
"jumbo": false,
"label": "Untitled Datalink"
"links": [

"ixgbe@"

]I
"mac": "0:21:28:a1:d9:68",
"mtu": 1500,
"speed": "auto"

el FE PS5 6 3R

POST SO EIQIRFTMMIEMR, QIRFNMIERRNEBN— M INELELENY, I
BIEN T SO SRS, "Datalinks' KEEREEERBAENY, ©F
DL TR —,

s RS- URETIRE MR

n vnic—BIEET VNIC BEURSER

n vian—BIEET VLAN H9%IRHER

v EA—OERETRANNRIEGR

s HE— IR B 5 RIUEHE

XLeE MERETE] "configuration net datalinks" 2B AR FEAIE— CLI B4,
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BRI

POST /api/network/v1/datalinks HTTP/1.1
Host: zfssa.example.com:215
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDataLink"
}
I Sz 7 f51 -

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

Location: /api/network/vil/datalinks/ixgbe2

&R as ¥R iE E ER

PUT 73R B TECRERIERE R B 1. A XRIREKIEER BT

BERRH:

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1

{"jumbo": true}

MRz 7

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

"datalink": {

"href": "/api/network/vl/datalinks/ixgbe2",

"class": "device",
"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

S

R o0 5 e i

tben L AT MR G MFREBUETERR . EF href BRZMIPRIETE BIERIEHER

HEEM CLI XH%,
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Mg

BRI

DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1

Mz 3

HTTP/1.1 204 No Content

FIH RS ERYIEMEIRE. MIEMKIEE LSERERNELE.

*®37 L& R <

EXR B&1Z Inetworkivl 3%

GET /devices/<device> REUEEMNMEILEEME
GET /devices FIHFRE MLZIREXR
%38 Wiz & B

E=g i3

active MRITSETRERS LA FEIRS
duplex RERNWNITIRES

factory_mac HI™ MAC ik

media ’&ENR

speed RERE, RAAIKGLR

up BTREE R B IRENRINE

FIHMSIRE

I HFE MR &
BRI

GET /api/network/vi/devices HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215

Accept: application/json

R

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
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MggiEO

"devices": [{

"href": "/api/network/v1l/devices/ixgbe@",
i

"href": "/api/network/v1l/devices/ixgbel",
+

"href": "/api/network/v1l/devices/ixgbe2",
+

"href": "/api/network/v1l/devices/ixgbe3",
H

IRENM A1 &
AR LSRR
ERRHI:

GET /api/network/vi/devices/ixgbe® HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

LER:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 178
X-Zfssa-Gns-Api: 1.0

"devices": {
"active": false,
"device": "ixgbe0@",
"duplex": "full-duplex",
"factory_mac": "0:21:28:a1:d9:68",
"href": "/api/network/v1/devices/ixgbe@",

"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true
}
}
*® 39 WO <
iER #£12 lapilnetworkivl R
POST /interfaces BIEFHIMSEEO
GET /interfaces/<interface> REVEERIMEZEOB Y
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76

&R B&1% lapilnetworkivl -3

GET /interfaces FIHFrEMEEONR
PUT /interfaces/<interface> BEIEEHI MO R
DELETE /interfaces/<interface> HEBIEERNEONER
& 40 MgiEOR %

Extud b

admin IAREIE RS A IEO E#ITER
class LA (Mipns tipmp")  (BIEBREARHE)
curaddrs HaIp it (FATE)

enable TS IETHEORSERA

label BONAFRE

links F e ORI E R AR RS

state BORS (F%)

vdaddrs IPv4 ik

v6dhep IPv4 DHCP #7&

v6addrs IPv6 itk

v6dhcp 1Pv6 DHCP #5&

FIH MO

S tHFrE B EMNSE O,
BRI

GET /api/network/vi/interfaces HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 369

{
"interfaces": {[
"href": "/api/network/vl/interfaces/ixgbe0@",
"vdaddrs": ["10.80.231.58/24"]

Ao
"href": "/api/network/v1l/interfaces/ixgbel",
"vdaddrs": ["10.80.231.59/24"]

}

"href": "/api/network/vl/interfaces/ixgbe2",
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MLEiED

"vdaddrs": ["10.80.231.60/24"]

Ao
"href": "/api/network/vl/interfaces/ixgbe3",
"vdaddrs": ["10.80.231.61/24"]

1

IRERM L8 i% O

REEE MM ONTREEBMT IR,
BERRA

GET /api/network/vi/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

Mo Rz 7~ 151 -

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 292

"interface": {
"admin": true,
"class": "ip",
"curaddrs": ["10.80.231.58/24"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe0@",
"interface": "ixgbe0",
"label": "Untitled Interface",
"links": ["ixgbe0"],
"state": "up",
"v4addrs": ["10.80.231.58/24"],
"vadhcp": false,
"véaddrs": [],
"védhcp": false

efed o3 dm

BRI AR,

BERRA

POST /api/network/vi1/interfaces HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

7



MO

nclass": "ip"
: ,
"links": ["ixgbe3"],
"v4addrs":"192.168.1.9/24"
}

e Rz 7~ 51 -
HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

(s

I ERIMEED,

BERRH

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.168.1.99/24"],
"interface": "Demo Rest"

)
M Rz f51 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.168.1.9/24"],
"enable": true,
"href": "/api/network/v1l/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"v4addrs": ["192.168.1.99/24"]
"v4dhcp": false,
"véaddrs": [],
"védhcp": false
}

MIBRMI 4% 1% 0

MIFRILABIMLEE O,

- MRREMRORE, SRS ZEOXEKEPIEBH,
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P4 ER B

P45 12 ER

BRI
DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1

Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215

HR:

HTTP/1.1 204 No Content

BIEWLEESH,
x4 EIEMKRH
ER #&1% lapilnetworkivl i3
POST /routes BT AR B
GET /routes/<route> IREEE ML R BB 1
GET /routes HItHFRE MLEER BT R
DELETE /routes/<route> HERIEERERENR
GET /routing FRENMLE B B 1
PUT /routing 1EEE LR R B 4
*® 42 WS ES ERE
Exg R
type BREHERY, 4N "system" 5§ "static" (FAIZE)
family HistiE (IPv4 = IPv6)
destination B&ER B Rtk
gateway TIPSkl
interface L E IR TR E O

BPEREHAY href BRIZERFERTE CLI RIS ERIERH ID &, (EHENRE, XL
BEEIEETN. APl FHERRBEPHE—BIEERESTEA, BN routes/

<name>=<value> compared to routes/route-###

(0 f ofizg=2

FIhTEIRE L EUERIPR B ML,
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PILEERER

BRI

GET /api/network/vi1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215

Accept: application/json

SRR

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"routes": [{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href": "/api/network/v1l/routing/route-000",

"interface": "ixgbe0@",
"mask": 0,
"route": "route-000",
"type": "static"

AL

"destination": "10.80.231.0",

"family": "IPv4",

"gateway": "10.80.231.58",

"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0@",
"mask": 24,
"route": "route-001",
"type": "system"
1
}
IR EN &
RENE R EHBEM,
ERTBI:

GET /api/network/v1/routes/destination=10.80.231.0 HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

HZR:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

{
"route": {
"destination": "10.80.231.0",
"family": "IPv4",
"gateway": "10.80.231.58",
"href": "/api/network/v1/routes/route-001",
"interface": "ixgbe0",
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P4 ER B

"mask": 24,
"route": "route-001",
"type": "system"

gylifizg=s

BIZFMAIMEEEH, NRARFERMEMEEE, MEKEH href BREAEEN. CIEKE
NREAREREREER, AARENEHFSHABMER. KItIEZBAE=IRE
HTTP K7 204 (Created),

BIEFHSEEIERTAE:

POST /api/network/v1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 164

{
"family": "IPv4",
"destination": "0.0.0.0",
"mask": "o",
"gateway": "10.11.12.1",
"interface": "ixgbe0@"

}

LRI

HTTP/1.1 201 Created

i BR 28 B

IPRINAE RS .

BRI

DELETE /api/network/v1l/routes/route-001 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215

R

HTTP/1.1 204 No Content

B 81
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[l AR S5

RESTful API [R]ZARSZ

RESTful API pl@fR S5 A FEEMEERIREHEEIER R MAEH,

A A
AR <<
%43 IE)RERRSS 6 &
BER 1% Iproblem/v1i R
GET 5l iR RRAR S5 A5
GET /problems HIHFRE ZRiiR
GET /problems/<problem> FRENEBIEE uuid BBV IF4H
B
PUT /problems/<problem> /markrepaired | 1§ wid FFIZHBEE

S PR Al

tbar <7 igE L SRFENFIE R, w<MRIRITE, FRE HTTP RZ 200
(OK)o

BRI

GET /api/problem/v1/problems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 7

HTTP/1.1 200 OK
Content-Type: application/json

{
"problems": [{
"code": "AK-8003-Y6",

"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure

cannot be used as part of a storage pool.",
"uuid": "0d30be41-b50d-4d03-ddb4-edb69eeO@80f8",
"repairable": false,
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BER=R

"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",
"chassis": "1204FMD063",
"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD063
:fru-serial=1204FMD063

:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",

"revision": "3529",

"part": "7041262",

"model": "Sun Disk Shelf (SAS-2)",

"serial": "1204FMD0O63",

"manufacturer": "Sun Microsystems, Inc."

H
H

FIh—~ e

L RFIE—NRRE, f<MINTITE, FRE HTTP KRZ 200 (OK),
URI NS uuid—— N &R UUID,

BERRA:

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

el Rz 7~ 451 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"problem": {
"uuid": "0d30be41-b50d-4d03-ddb4-edb69ee0@80f8",

(=1L

AIfERItEE RS SFRETIE N EEE.
BASE uuid— EHRFS N EEERIAER UUID,
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TERTGI:
PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee0@80f8/repaired
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

R IR 3R [E] HTTP JR7S 202 (Accepted):

HTTP/1.1 202 Accepted
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RESTful APl BBIRE

ABRANRLAFAN—AEN. FRFREEENEIINFARNERERNRERAER,
AARTIDEREARTRNERNAR, MANEDEFAUVENRN. ERAGLLER
HEMNEERZE (FINRFREARM oot BRER) BRe, AGRIIABFANXES
VENEN, HETHITAESTRERFEATIENAR R RNERT, FENRRN
"Basic administration" (BAEE) HAR, EESFEERBRN.

f£FH RESTful API BEIRS T EEBR A A BRI

ABiRS <R

UTRETAEHRD,

®a4 RERSHT
ER B&1Z Iroleivl 3%
GET FIHBBRSGHS
GET /roles/<role> REEENEEAEREY
GET /roles LA EEABNER
PUT froles/<role> BIEENERABNR
DELETE /roles/<role> HBEENABENR
POST /roles tIEMACHRENEAE
PUT /roles/<role>/revoke METERFHRREENAE
POST /roles/<role>/authorizations Bl A BN
GET /roles/<role>/authorizations /<auth> | JREXIEEM A BENE 4
GET /roles/<role>/authorizations FIHFrEAEEINR
PUT froles/<role>/authorizations /<auth> | &EX8ER A EIFIITR
DELETE froles/<role>/authorizations /<auth> | $HERIEERIEATTR
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b ep=c]es!

JIHAE

RRAE

STMAEHEBUTHRERE. AXACRBMENTEIRAE, ESN CLI #i,

& 45 ARt

KB ekt EE:

string name ABET RIREFRAIE)
string description AEER

BRI

GET /api/role/v1l/roles HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

Mz 7~ -
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/vi/roles/basic",
"name": "basic",
"role": "basic"
A
"description": "a",
"href": "/api/role/vl/roles/rola",
"name": "rola",
"role": "rola"
H
}

REBEMABNEME. BROBMTHIE, BREWSHIKEN true

BERRH:

GET /api/role/vl/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
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ARG

"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"

Ao
"label": "A description of this role",
"name": "description",
"type": "String"

B

"role": {
"authorizations": [],
"description": "Basic administration",
"href": "/api/role/vl/roles/basic",
"name": "basic"

}

tIEAE

e L FISIEM A e,

% 46 fellfe iy Y g

HR BB 30

string name MRBNETR (KE

string clone ERERIGEMENABHNET (7]
1)

string description AEER (WH)

ERRA

POST /api/role/v1/roles HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

LR

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
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BfRt

(1500

HiHAeE

"name": "role_workflow"

AEtEABRENARREL.

BRI

PUT /api/role/vi/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

MFrE R R#HA R,

BRI

PUT /api/role/vi1/role_worksheets/revoke HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©
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S =cke)

mFRAE

MARZHHEFRE. NREABDRDEL—DHZTEF, WEIGSE "confirm" I
RE A "trues

BERTA:

DELETE /api/role/vil/roles/rola?confirm=true HTTP/1.1

Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215
Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FIh F B RN

5 3% TE A B ATIR N

BERRH:

GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Mz
{

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguid": mEm

H

BIE A& RN

BIEMBIA BEN WMABIES CLI PEXNEMEER. S MIAERRBEXH "scope”
B%. AIRELBNEEIREREME. SCRERE:

ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
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B A EEN

BRI

POST /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

LERI:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

"auth": {
"allow_modify": false,
"allow_read": true,

"href": "/api/role/vi/roles/role_workflow/authorizations/auth-000",
Ilownerll: II*II,

"scope": "workflow",

Iluuidll: "

ErX A BN

Al A ERNEE.
BERRH:

PUT /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

ZR:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: MmN

: ’
"scope": "workflow",
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PR AR B

nxn

"uuid":

MIFR R BN

MRS RN
BRI

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl SAN AR

RESTful API SAN RS AAIFEIF IR FEIZ D FHEXIFH ML (Storage Area Network, SAN)o

SAN #LiA

SAN EE U TEAAHF:

»  FIEREEFERIE P
» RENBEFENFEIRE
» BEPVERRIFERMLS

REML LERNZAMINN, X=1MAGEHERERE, EREERT, NEEEATEE
RIS BEMZEIN—&4, BRAZHBERT, PRELRBHTIMR, RESTu
API SAN [RZEER 2 ZIFMMYAIMEHF SAN HIRSE,

n [BEHEE—REUSET SCSI &iF. &% SCSI 855 10 ERMN AIEFHE~ RS
o Bo#tiEd E—I U EFHITIFR.

» BEhESH——HBnhEs. BohEsAS5BEE TS (Logical Unit Numbers, LUN) XEX
&, ZAFREEIES R LIAIEZ LUN,

» Bin——1MNEHRFRES, RE—RSULIERBE5h288 SCSI 52 # /0 B
Ko BITHEHAATERCE, FEIW—IuHEMR. £RERS, BrEaes
ENHEZMNEEBETT,

s BHirt——4HB1R. LUN #X—MIFEBInATMFrE BinSH.

SAN BEhgs

UTEBFEIE SAN BrisEnms,

® a7 BEgdi <
EXR B&1Z Isaniv1.0 R
GET /<protocol>/initiators HxFAEMY (FC. iSCSI.
SRP) SW&RFILFE SAN /Z&has
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SAN [ZEh2s

96

BER B&1Z Isaniv1.0 3%

GET /<protocol>/initiators /<initiator> HIFAEMN (FC. iSCSI.
SRP) EMIREVEER SAN BE)
]

POST /<protocol>/initiators HRTAEMIY (FC. iSCSI.
SRP) BIEHH SAN BEheR

PUT /<protocol>/initiators /<initiator> HxAEMY (FC. iSCSI.
SRP) WRIEKIEEN SAN BE
2

DELETE /<protocol>/initiators /<initiator> FHEIETE M B ohaa xR

XS SEALLT URI B,

=48 URI 84K
SR R
protocol [B5h3sH NAS 1Y (FC. iSCSI. SRP)

initiator

Bh28AY ign. wwn T eui

REERGLERTEIENBMEENERLEE, SIBMELmLRERXERIEEN

DN =R
& 49 BRI
E=4 Y i3
alias all i =FE3ipIES
initiator fc tEshEmOAE [/ R (world
wide name, WWN)
iqn iscsi kS Eh2SHY iSCSI BRRE B 7R
chapuser iscsi PR FIIE Y (Challenge
handshake auth protocol, CHAP) A
ok
chapsecret iscsi FRIEEFIIE Y (Challenge
handshake auth protoco, CHAP) %
A
initiator srp ¥ BHE—IRIRAF (Extended Unique
Identifier, EUT)

Stk B hes

FIHERRE RIS E LR BN B B588. MNIEXE &R "initiators” BB

SSEMEEA (A JSON BR) -
B3R5I isCSI BEh28iE KRG
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SAN Bxh2s

GET /api/san/vi1/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiators": [{
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:02",
"initiator": "ign.1986-03.com.sun:02:02",
"chapsecret": "",
"ChapUSer": nn
e
"alias": "init-01",
"initiator": "ign.1986-03.com.sun:02:01",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:01",
"chapsecret": "",
"ChapUSer": nn
1
}

RIBEEERFAER

HIHEAN iSCSI BagsfiFAEE. MNIEXBEENR A "initiator" BISTREY iSCSI /B
oheg@ME (fEF JSON ) -
BRI

GET /api/san/vil/iscsi/initiators/ign.1986-03.com.sun:02:01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

e Rz 7~ 151 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-o1",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01"
"initiator": "ign.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
}
}

el B Ehas

BUEHHY iSCSI Bhgs. EAIIRH iSCSI PRIER (iSCSI Qualified Name, IQN), 153K
EX8% iscSI BahzsEM (FA JSON &) o M EE HTTP kA #T iSCSI Bz
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SAN [ZEh2s

ZHIMIE URI, LUK pEIHAY IR EIAIRZSES 201 (Created), MINIEX B ESEAR N
"initiator" BIXTERBY iSCSI BEh28EE ((EF JSON &) »

BERRH

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"initiator": "iqgn.1986-03.com.sun:02:02"
"alias":"init-02"

}

Mz 7~ 31 -

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:02

{
"initiator": {
"alias": "init-02"
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:02"
"initiator": "ign.1986-03.com.sun:02:02"
"chapsecret": "",
"chapuser": ""
}
}

(EB =L

ItE <SRBI E Bigs. BREXEENERNEEEEM (A JSONER)
URI i EILL /S 508309 IQN. TN/, RHR[E] HTTP 1RZ 202 (Accepted), MARIEX &
E1EAR A "initiator" BIXTRAVET iSCSI BrngEEM ((# JISON & R) .

BRI

PUT /api/san/vl/iscsi/initiators/ign.1986-03.com.sun:01 /HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
"alias":"init-01-secure",
"chapuser":"chuck",
"chapsecret":"igottheintersect"

}

M Rz 7 f51) -

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0
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BrhzH

{
"initiator": {
"alias": "init-0@1-secure",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:01",
"ign": "iqn.1986-03.com.sun:1",
"chapsecret": "igottheintersect",
"chapuser": "chuck"
}
}
S =EIE
Mig & FRIFREEDES.
SEAS — (Tl .
BRI

DELETE /api/san/vl/iscsi/initiators/ign.1986-03.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

FRINMIBRE, RE HTTP X5 204 (No Content):

HTTP/1.1 204 No-Content

iSCSI Brh2sm < AT EE1&%& /Y iSCSI BEh28H iSCSI [BnhasH, TFRHFILH T I8

EE
% 50 BEhEstia<

ER B&1Z Isaniv1.0 3%

GET /<protocol>/initiator-groups HITLREMMY (FC. iSCSI.
SRP) RFILFIHE SAN Bnhas
£

GET /<protocol>/initiator-groups / HITAEMY (FC. iSCSI\

<name> SRP) EMIREXEER SAN B
224

POST /<protocol>/initiator-groups EXTLAEMMY (FC. iSCSI\
SRP) B SAN Bahas

PUT /<protocol>/initiator-groups / XA EMY (FC. iSCSI.

<name> SRP) IRIEFIEELT SAN BED
234
DELETE /<protocol>/initiator-groups / FHEIEEMZIMXTR
<name>

XEedr S{ER LT URI 51,
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®51 URI 8%

SR R

protocol [E5h2sH NAS 1Y (FC. iSCSI. SRP)
name BEh2REARZ TR

B Bnh2BAEE "name" BIEMN initiators” 1%, EEEEBNFAFTRIEEHEERIT
o

FIH iEchas4

HIHFrE R AR iSCSI BohastH. MIhfE, REI HTTP RE 200 (OK), HEIEXEE
B4 %7 "groups" BY JSON SR, IITREEBah2FAHAITREVEE,
BRI

GET /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"groups": [{
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-0",
"initiators": ["iqn.1986-03.com.sun:0"],
"name": "aktest-initiators-0"
Ao
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-1",
"initiators": ["iqn.1986-03.com.sun:1"],
"name": "aktest-initiators-1"
H
}

RENEehEEAIFAER

MEA iSCSI BrIgAFREUFMES . FIRIEY LB 58 A <R EIR href B1%E1H
i) Ltb2H

BRI

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

Mz 3

HTTP/1.1 200 OK
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BEhsd

Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["iqn.1986-03.com.sun:02:01"],
"name": "test-group"
}
}

Bl Enhasd

BRI RRY iSCSI BrhgstH. BRIEXBEETHED "name" ST ISON XWER, B
BEHRT.

% 52 BrhERa 2R

Bt 3] R

name string BohEsER B TR

initiators array WM& EENEs IQN B4ErVEkaA
EKRRH:

POST /api/san/v1/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64

Accept: application/json

{

"name":"group-01",

"initiators": ["iqgn.1986-03.com.sun:02"]
}
Moz 3 f51) -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vl/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["iqn.1986-03.com.sun:02"],
"name": "group-01"
}
}

WIFR = ch234E

Mig &P RIFREEhE54H,
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BRI

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

BRINMBR R E] HTTP 3R7S 204 (No Content):

HTTP/1.1 204 No-Content

BR

102

iSCSI Birep$ AT B8 iscSI BAr#l iSCSI BArA, TEHIHTAHEGS:

% 53 Biren<
ER B&4% Isaniv1.0 Ei::pu
GET /<protocol>/targets HRTAEMIY (FC. iSCSI.
SRP) MRFILFA SAN BHR
GET /<protocol>/targets/<target> XA EMY (FC. iSCSI.
SRP) EMIREVEER SAN Bir
POST /<protocol>/targets HIFTAREMMY (FC. iSCSI.
SRP) GIE#HY SAN B
PUT /<protocol>/targets/<target> HRIAEMIY (FC. iSCSI.
SRP) MRIEIEER SAN Bir
DELETE /<protocol>/targets/<target> HEIEEM BRI R
X SEALLT URI 245
# 54 URI &¥
PR e R
string protocol SAN ¥ (FC. iSCSI. SRP)
string target B4 1D (IQN. WWN. EUI)

Frg "get" BArtnSEREIEIREM, B "create” Fl "modify" Biress S FER LU TEMME

J%EI N
xR 55 BirE M
BFR 73S iR
alias iscsi AN ATLRNEZR
iqn iscsi iSCSI FRE &R
state iscsi isCsI BArE9IRZS ("online”. "
offline”)
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Extud il R

auth iscsi AEIIESREY ("none”. "chap")
targetchapuser iscsi A]i% CHAP BB LI
targetchapsecret iscsi A]i% CHAP Z$AI0IE

interfaces iscsi BRe] MM ECOm5IR
wwn fc BT 2 /&R

port fc i iy i ks

mode fc RO (BEh2ssk Bir)
speed fc iR ORI R E
discovered_ports fc BEXRIYITE B im0 E
alias srp SRP BrHI3I&

eui sIp B AR B —iRR R

LT B RTFIXRE iscSI BAR4AE Bo

% 56 BirEM
ESil) E=g i R
string protocol BireAMMY (FC. iSCSI. SRP)
string name isCSI BARA R
array targets iSCSI B#x IQN AR RAYFIR

S B 15

i £ R ARIEE IXB9FRE SAN BiF.

BRI

GET /api/san/vil/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

e 27~ 51 -

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "iqn.1986-03.com.sun:02:72b6fa9a-96c4-

RESTful APl SAN BRSZ

103



85

e511-db19-aadb9bac2052",

Ao
"alias": "tst.volumes.py.96238.target",

"href": "/api/san/vl1l/iscsi/targets/iqn.1986-03.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqgn.1986-03.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

KRB RFAERE
MENBEIRPIREVE . BIEA "iqn" BHEESER "alias=<alias>" 1%&FE BT,
BRI

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=

Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

"target": {
"alias": "test-target",
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",

"interfaces": ["ixgbe0"],

"ign": "ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapsecret": "",

"targetchapuser": ""

eIEBR

BIEBFEYER. IBREXEE—NFEE name BRI JSON MR, LLEMREIMEYisCSI B
AR R,

BERTA:

POST /api/san/v1/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwWE=
Content-Type: application/json
Content-Length: 23

Accept: application/json
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{"alias": "test-target"}

MRz 31

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008

{
"target": {

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]

(e 4=k

BEXILE iSCSI BiF, IBRIEXBEHHE BIEHH isCSI BAr/E 4R JSON SR, AN
&, RR[E HTTP IR 202 (Accepted), MINIEX & E7E JSON XY RAHARIZHY BAirgV4E
8 iscs1 BirE .

BRI

PUT /api/san/vil/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwWE=

Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"letmeinnowplease", "auth":"chap",
"targetchapuser":"argus"}

Mz 3

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "letmeinnowplease",
"alias": "test-arget",

ni

ign": "ign.1986-03.com.sun:02:31d26d2e-6aa0@-6054-fe58-8b1fb508b0E8",
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"targetchapuser":
"interfaces":

il E3=E o

MAZHHIBR SAN B1To
BERRG:

"argus",
["ixgbe0"]

DELETE /api/san/vl/iscsi/targets/ign.1986-03.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Basic abcd123MwWE=

Authorization:

FRINMIBRE, RE HTTP X5 204 (No Content):

HTTP/1.1 204 No-Content

Bir4

106

BirHZBIRNES,

* 57

Birams

BR

%12 Isan/v1.0

i3

GET

/<protocol>/target-groups

XA EMY (FC. iSCSI.
SRP) W&F|HFIHE SAN BixH

GET

/<protocol>/target-groups /<target-
group>

H3FAEMN (FC. iSCSI.
SRP) BM4IREEER SAN BAR
el

POST

/<protocol>/target-groups

FRTAEMIY (FC. iSCSI.
SRP) GIEHAY SAN BiRA

PUT

/<protocol>/target-groups /<target-
group>

H3FAEMY (FC. iSCSI.
SRP) MREHIEER SAN BR
2l

DELETE

/<protocol>/target-groups /<target-
group>

HBRIEENBRANR

XL EMALLT URI B8

#* 58

URI &8¢

B

P

protocol

BahEsHI NAS i (FC. iSCSI. SRP)
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B R
name BirEny & R

5l th B AneH

FIHig&E LA RTARIBMRE. MIhfE, RHRE HTTP K 200 (OK), HEIEXEERE
%A "groups" BY JSON W%, LEIFREE BIRANRIVERA.

ERRA

GET /api/san/v1/iscsi/target-groups
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwWE=
Accept: application/json

MRz

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 237

{
"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"

1
oo

"href": "/api/san/vl/iscsi/target-groups/alt-group",

1

IREX B AR

REVENBArH, WIERERENBERAZBTINED URI S, MYEXEEERA
"target-group" BY JSSON SR, ItXWREE L BIRAREM,

TERTBGI:

GET /api/san/vil/iscsi/target-groups/test-group

Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwE=
Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
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"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [

"ign.1986-03.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a" ]

eFE=E e

B3RV iSCSI BAR4H, BERIEXEFTBE name B4ERY JISON TR, LbEYZ2IHLFTA
B2 FRo

BRI

POST /api/san/vl/iscsi/target-groups HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE

Accept: application/json

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

MRz 7

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}

il Z =R e

MIpRINAE BARd,

BRI

DELETE /api/nas/v1.0/iscsi/target-groups/test-group

FINMIER SR E] HTTP 3R7S 204 (No Content):

HTTP/1.1 204 No-Content
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kS5 an<

fg3% RESTful API B F5IHAMERIZE LizfTRHERSS,

BEmS

WU T RS H A,

*59 AR5

ER B&1Z Iservicelvl R

GET FIHARSS 8%

GET /services SR E RS

GET /services/<service> REVEE RS MBECE RS
PUT /services/<service> BEIEERS N E

PUT /services/<service>/enable BREENRS

PUT /services/<service>/disable L RIEENRS

AR S5

e R EEERE L ANAEERS REBRARSHTIR, oaLBITE, ik

[B] HTTP JRZ 200 (OK)o
BRI

GET /api/service/v1l/services HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 3

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{

"services": [{



FIHARSS

"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
i
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
}
"name": "smb"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
}
"name": "dns"
+
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log":
"href": "/api/log/v1l/logs/network-routing-route:default",
"size": 81
}
"name": "dynrouting"
+
"<status>": "disabled",
"href": "/api/service/vl/services/ftp",
"log": {
"href": "/api/log/v1/logs/network-ftp:proftpd",
"size": 40
}
"name": "ftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
+
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
}
"name": "identity"
Ao
"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
}
"name": "idmap"
+
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
"log":
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3
}
"name": "ipmp"
Ao

110 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hR 0S8.6.x * 2016 &£ 9 A



FItHARSS

}

"<status>": "online",

"href": "/api/service/vl/services/iscsi",

"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3

}

"name": "iscsi"

"<status>": "disabled",

"href": "/api/service/vl/services/ldap",

"name": "ldap"

{

"<status>": "online",

"href": "/api/service/vl/services/ndmp",

"log": {
"href": "/api/log/v1/logs/system-ndmpd:default",
"size": 11

}

"name": "ndmp"

"<status>": "online",

"href": "/api/service/v1l/services/nfs",

"log":
"href": "/api/log/v1l/logs/appliance-kit-nfsconf:default",
"size": 6

}

"name": "nfs"

"<status>": "disabled",
"href": "/api/service/v1l/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
}
"name": "nis"
{
"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"

"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"

"<status>": "online",

"href": "/api/service/vl/services/rest",

"log":
"href": "/api/log/v1l/logs/appliance-kit-akrestd:default",
"size": 10

}

"name": "rest"

"<status>": "disabled",
"href": "/api/service/vl/services/scrk",
"name": "scrk"

"<status>": "disabled",

"href": "/api/service/vl/services/sftp",
"name": "sftp"

{

"<status>": "online",

"href": "/api/service/vl/services/shadow",
"name": "shadow"

{
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"<status>": "online",

"href": "/api/service/vl/services/smtp",

"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6

}

"name": "smtp"

"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"

Ao
"<status>": "disabled",
"href": "/api/service/vl/services/srp",
"name": "srp"

"<status>": "online",

"href": "/api/service/v1l/services/ssh",

"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3

}

"name": "ssh"

Ao

"<status>": "disabled",

"href": "/api/service/vl/services/syslog",

"name": "syslog"

"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"

"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"

bo{

"<status>": "disabled",
"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1/logs/vscan",
"size": 0
}

"name": "vscan"

1

IREXARSS

e MBEMIRSPREUFAES, HPEELRSERSNESE.,
BERRA:

GET /api/service/v1l/services/ndmp HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

o) Rz 7~ 51 -

HTTP/1.1 200 OK
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Content-Type: application/json

{

"service": {
"cram_md5_password": "",
"cram_md5_username": "",
"dar_support": true,
"default_pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

BRSNS

It an < B 2R 4n RE AR S5 IR

»  service— fRS3 B FF
= state— FHTHIARSS IR (enable’, 'disable’)

M URI S8BVIERTH:
PUT /api/service/vil/services/replication/enable HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

FX TR 23R [B] HTTP R 202 (Accepted), E@EAARSS &% JSON IERRKBAH
= EAERS

fEF8 JSON RYIERRHGI:

PUT /api/service/vi1/services/replication HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}

BREAEIIRS, 1BAXLT JSON:

{"<status>": "disable"}



1EoRiRS

ECE

(58

114

ARSSECE

ALEE & IX PUT IERUREE AP EXNH R EREIEERSHEER . —LMR
SARREAFRIR, EHALRIEFZRRFRE X href RIEUX LRSS

BRI

PUT /api/service/v1/services/sftp HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

{"port": 218}

BRINMEN 23R [B] HTTP 37 202 (Accepted):

HTTP/1.1 202 Accepted

Content-Length: 162

Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0

{
"service": {
"<status>": "disabled",
"href": "/api/service/vl/services/sftp",
"keys": T[],
"listen_port": 218,
"logging_verbosity": "INFO",
"root_login": false
}
}

—‘tbﬂﬁﬂﬂﬁ¥J\, R BEHWNE MRS HHWARS e LTIRREIBEIE, LT #HEH

L7 2R o
60 IREFHRBFERS

iER Bz i

GET /services/<service>/<resource> SRS FER

PUT /services/<service>/<resource>/ B FER
<href>

POST /services/<service>/<resource> BIEFNFER

DELETE /services/<service>/<resource>/ HEFRR
<href>

Xy SERMNER S EHith RESTful API 65 $4ERE, HP, ceET BFFIHEKEUEER
FRIBEXEE, posT BT I FRRER, puT FHHWQE&?J\/ B, DELETE FAF5ySR
IEEMNFE R
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RESTful API 1ZfEARSE

RESTful API #iEBRS A TFEEREUNEEFMEL. TIH. XHRSAM LUN NENA

Ho BXRRIERREBIES,

TR R

7E Oracle ZFS Storage Appliance 7, NAS fEMAHITECE, XLEMIEFTE LUN M4

REHERFRHEHEGHRANSIENRIFE. EXMhiAHI NAS AP A, Sthig{EA TR
g & FHEREE,
E1 FEE <
BER 1% lapilstoragelvl R
GET /pools SR TEiEM
GET /pools/<pool> REVEEMIEAE S
POST /pools [iRE=gatiop eyl
PUT /pools/<pool> Rt AR GE S M RS BR TS
PUT /pools/<pool>/scrub e E Rt S Eh IR AR
DELETE /pools/<pool>/scrub FEE S I E AR ERE
DELETE /pools/<pool> BUHERE IR ENEMEH

5t

e L5 IH Rg LB FMENREN, s RZiIT/E, RiR[E HTTP K7 200 (OK)o
HTTP [EX B E#HRE MBRY JSON WRIFIR, FTRERTXERBERNBRTT,

% 62 it
ESidl k=g Ei:pu
string pool Birth &R
string profile BIBISEIEE XM
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FRENH

RE Extud o

string state ARZS ("online". "offline". "
exported")

string asn eI ERYIS

string peer BEAFPNETRMN ASN

string owner BN RANENZ

BRI

GET /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3d",
"name": "platinum",
"peer": "0OOOOOEOOO-0000-0000-0000-00O0CEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
A
"profile": "raidz1i",
"name": "gold",
"peer": "0OOOOOOOO-0000-0000-0000-00O0CEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0aed410749"
1
}

FREN
It as IR Bl ENEE PR E S USRI EFEEERBRER, mSHITE, FiR
[B] HTTP JRZS 200 (OK)s
ERRHG:

GET /api/storage/vi/pools/gold HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

vt
HTTP/1.1 200 OK

Content-Type: application/json

"pool": {
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[iGh=wi]

y=wi

"profile": "raidz1",
"name": "gold",
"usage": {

"available": 2388000726016,
"total": 2388001816576,
"dedupratio": 100,

"used": 1090560,
"usage_data": 31744.0,
"usage_snapshots": 0,
"usage_total":31744.0

H

"peer": "0OOOOOOOO-0O00-0000-00C0-000000000000",
"state": "online",

"owner": "tanana",

"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

&M, BXEZMFAIFENSH,

520 CLI ECEFMEm <. AIHITRATEIRMAVRIN

BITIER, ZAERSEREETANBEETNE, TEIRERSHEMEIREN "true" K

HAITUEIRE,
BRI

POST /api/storage/v1/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

{

"name": "silver",
}
I Sz 7 f51 -

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",

"type": "ChooseOne"

Ao
"choices": ["custom"],
"label": "Chassis 1",
"hame': "q"

: ’

"type": "ChooseOne"

Ao
"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11,
"label": "Chassis 1 data",
"name": "l1-data",
"type": "ChooseOne"

Ao

"choices": ["mirror", "mirror3", "raidz1l",
"raidz2", "raidz3_max", "stripe"],

12],
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bR ARINE S

"label": "Data Profile",
"name": "profile",
"type": "ChooseOne"
H
}

BERRG (BIRERNAE (1] & 8 MEEAH)

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwE=
Content-Type: application/json
Accept: application/json

{
"name": "silver",
"profile": "stripe",
"1-data": 8

}

vy

HTTP/1.1 201 Created
Content-Type: application/json

"pool": {
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],

"name": "silver",

"owner": "zfs-storage"

"peer": "0OOOOOOO-0000-0000-0000-000000000000"
"profile": "stripe",

"status": "online",

"usage": {

"available": 1194000466944.0,
"dedupratio": 100,

"total": 1194000908288.0,
"used": 441344.0

[ R RN F A

tean L XKMFRERNECE M, RMFEIFEMEESEFAMEIIE PR, &KIX href
<pool>/add, HEEXFEEERMNIMPNEFEEIRENAARNISEHE,
BRI

PUT /api/storage/vi/pools/pl/add HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=

Content-Type: application/json
Accept: application/json

"2-data": 8
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MtRIZERTEfE

MRz 3

HTTP/1.1 202 Accepted

MARIEERTFE

tben L RINTF Rt PRI S, BiREFEES NIIE PSR EFNE TEFEER S,
&I href <pool>/remove, HEIEXHESEMBRBZIFNEFHIREMATINIRESR
B, NiEmsSMREHE.

BERRA

PUT /api/storage/v1/pools/pl/remove HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

"O-cache" : 2

}

MRz 3

HTTP/1.1 202 Accepted

BETAIBFISENRE, BEENS K props IREA true.

BERRA:

PUT /api/storage/vi1/pools/pl/remove?props=true
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic abhadbfsMWE=

Content-Type: application/json

Accept: application/json

Mz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"props": [
{
"choices": [
ngr,
e
non

1,
"type": "ChooseOne",

"name": "@-cache",
"label": "Chassis 0 cache"
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B

i
{
"choices": [
ngr,
L
non
1,
"type": "ChooseOne",
"name": "1-log",
"label": "Chassis 1 log"
}

s

&KX <pool>/scrub PUT BY, DELETE J53KAI 733l /B chitt /B IR IR E S (S LE IFTEIBTTRY/RIRE
W, BXFEMER, EBN CLI f5< "configuration storage scrub”,

BCHECE M
HeA ST M RSB
AR

DELETE /api/storage/v1/pools/silver HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

MRz 3

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©

=

FRrETBREHAIRE DL EM. EPABETEFIZITHGR SRR /projects” Mt NE
URI, TEEHEHIEITHIER L UM "/projects/project}”s

% 63 MBS
ER B2 lapilstoragelvl R
GET /projects SIHPRET R
GET /pools/<pool>/projects HIHImE
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BER(F

&R B&1% lapilstoragelvl -3

GET /pools/<pool>/projects /<project> RENIMBE FAER

POST /pools/<pool>/projects BIEmE

PUT /pools/<pool>/projects /<project> EEe=|

DELETE /pools/<pool>/projects /<project> HERIE

GET /pools/<pool>/projects /<project>/ RENI B AR ERIER
usage/groups

GET /pools/<pool>/projects /<project>/ REEEANI B FERER
usage/groups/<group>

GET /pools/<pool>/projects /<project>/ JRENIE B ERRER
usage/users

GET /pools/<pool>/projects /<project>/ REFEENAFHMBEFERER

usage/users/<user>

TRERTHBEHRRPHERIERENT IR

%64 mER%

ESat) E=4 i34

string aclinherit ACL #7&174 ('discard". "
noallow". "restricted". "
passthrough"s "passthrough-x". "
passthrough-mode-preserve")

string aclmode WX ERAB ACL 178

("discard". "mask". "

passthrough")

boolean atime JREX BT ST R BT BT S

string canonical_name BB

string checksum HREF ("fletcher2". "
fletcher4". "sha256")

string compression BIBEGRE ("off's "Izjb". "
gzip-2". "gzip". "gzip-9")

number copies HtSHRIENEHE

datetime creation WME (FLUN. XHRS) Bl
B9 B #RFN A &)

boolean dedup BEEERRRTE

string default_group TNBBRIAXX RS . "other"

string default_permissions I B BRI R AR "700"

boolean default_sparse B EIA LUN BEEURIRS

string default_user MBMIAXGERLAF . "nobody"

number default_volblocksize B ZA LUN 3RA/N: 8192

number default_volsize B EIA LUN K/

boolean exported BSHinE
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TR R(E

PR e R

string logbias EFENRAE ("latency". "
throughput")

string mountpoint HEZEH R BIAE "Vexport/proj-
01"

string name B &R

boolean nbmand JEFEERBHIEBIEATE

boolean nodestroy FELESHERATE

number quota WERHAN (BARAFTH)

string origin SERIR

string pool MBI

boolean readonly NELEMHIRE I true BYZIEREY
i

string recordsize HURPEICRA/ NI "128K"

number reservation BTG == A

boolean rstchown PREIFFE N E TS

string secondarycache “REEREEFFERER (all "
metadata". "none")

string sharedav HTTP £EZHEJE ("off'. "rw". "
ro")

string shareftp FTP HZHE ("off'. "w". "
ro")

string sharenfs NFS £Z#H/E ("off'. "on", "
ro". "rw")

string sharesftp SFTP HEZR ("off's "rw", "
ro")

string sharesmb SMB/CIFS #Z# & ("off'. "
w'. "ro")

string sharetftp TFTP HEZHIRE ("off's "rw". "
ro")

string snapdir .zfs/snaphsot AJ % ("hidden". "
visible")

string snaplabel JRERYIRERATE

boolean vscan AERERS

FIHhIE

b2 F A EMTHIFREIE. S MRENMBEE S ERPESEERNTIRUNM
2R SIREE. NS, EFHRIFMEBERERRB .

ERSY filter —— MRARMNFFBRLETIEEE, EXTEFHBEMEEEETESER
W EERF AT Ho
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BER(F

65 URI B

88 iR

pool FiEmE IR
BERRH:

GET /api/storage/vi/pools/gold/projects HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FINIT get f&, #HR[E| HTTP X5 200 (OK) UKRINB BHEEEE (5 JISON &) -
LRI

HTTP/1.1 200 OK
Content-Type: application/json

{
“projects”: [{
“name”: “proj-01”,
Ao
“name”: “proj-02”,
}
}

ARG EMPRFAETIEMNYIZR,; URI FXESE /projects BT
REVPRBI B H U "backup" {ERNEE 7 BIERIERTHGI:

GET /projects?filter=backup HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

IRENIE B 1%

L LT HATEMPENTENE Y. BINIT get /5, FHR[E HTTP X5 200 (OK) LA
KImBRE% (/A JSON %&R) .

% 66 FRENINE URI &K
B b
pool FHEMZ R
project IME &

HIItH "gold" R A "proj-01" BT B AYIE R H :
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TR R(E

GET /api/storage/vi/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

"project": {

"default_volblocksize": 8192.0,
"logbias": "latency",
"creation": "20130411T20:02:35",
"nodestroy": false,

"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "gold/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

H

"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,

"pool": "gold",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true
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BER(F

elEmE

IZT B G RELEFMETERERLERMHIE, HEREIAGEINB IR
Bo

® 67 URI &

B85 ik

pool FiEMB R
JSON IEXiEREE:

= name— IR MHIIE ZMLBIETE,
= project properties— A1 B /B 4 & A 1 & A I B NH)IAE.

BERT (BIZR A "proj-01" FUIE)

POST /api/storage/v1/pools/gold/projects HTTP/1.1
Hosta: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “proj-01”,
“sharenfs”: “ro”

}

FINEIEE, $RE] HTTP A7 201 (Created), BfIBLBESHTMERN URl, EXHEE
FrEmBREMY (8 JSON &) o

R

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01

{
“project”: {
“name”: “proj-01”,
"href": "/api/storage/v1l/pools/gold/projects/proj-01",
“mountpoint”: “/export/acme/gold”,
}
}

(=

tEm B e AT EIEHBENREL.
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TR R(E

* 68 URI B
B8 R
pool FiEhB R
project B &#R

15K B —Project Properties — LA 101 B JE 4 &R A 1& B A F I B ¥ 81E,
ERRG (EIERZRFEM "proj-01" B "new-name") :

POST /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“sharenfs”: “rw”,
“compression”: “gzip-9”
}
IRz, ¥&R[E HTTP K7 202 (Accepted) F5IHFREINE B,
)vAay K

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/new-name

{
“project”: {
“name”: “new-name”,
“sharenfs”: “rw”,
“compression: “gzip-9”,
}
}

il =

LR BRI B 85 < B THIBRAG E BRI R,

#* 69 URI B
B8 R
pool FEMBR
project B &#F
BRI

DELETE /api/storage/vl/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
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XU RFIRE

Accept: application/json

A ERER

REUERI B ERIBRE R B TRAF A A AR BB ER BRI

X B G IR(E

XU RGHRERLAFILMEERX G RAHZER, FMEGEHAIRE THAENFMEN

EIATI =

{service_uri}/pools/{pool}/project/{project}

& 70 XHERFHL

&R #&1% lapilstoragelvl iR

GET /filesystems ILFIEXHRYE

GET /pools/<pool>/projects /<project>/ SIHX RS
filesystems

GET /pools/<pool>/projects /<project>/ R G RFAFAER
filesystems /<filesystem>

POST /pools/<pool>/projects /<project>/ BN RS
filesystems

PUT /pools/<pool>/projects /<project>/ BERXXH RS
filesystems /<filesystem>

DELETE /pools/<pool>/projects /<project>/ HBEXHRS
filesystems /<filesystem>

GET /pools/<pool>/projects /<project>/ R RFAERER
filesystems /<filesystem>/usage/
groups

GET /pools/<pool>/projects /<project>/ REEERAENNHRAFERIER
filesystems /<filesystem>/usage/
groups /<group>

POST /pools/<pool>/projects /<project>/ BN RS AR
filesystems /<filesystem>/usage/
groups

PUT /pools/<pool>/projects /<project>/ B RS AR AR
filesystems /<filesystem>/usage/
groups /<name>

GET /pools/<pool>/projects /<project>/ REXGRERFPERER
filesystems /<filesystem>/usage/users

GET /pools/<pool>/projects /<project>/

filesystems /<filesystem>/usage/
users /<user>

REMEENRF XS RAERE
i
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&R B&12 lapilstoragelvl -3

POST /pools/<pool>/projects /<project>/ BB RS ECET
filesystems /<filesystem>/usage/users

PUT /pools/<pool>/projects /<project>/ BRI RSt B P EC&R
filesystems /<filesystem>/usage/
users /<name>

BIMIXHRGHESHMETHNENE, HEEUTHETXAHRSENELE.

&7 XHRGEMSE
E3i%) E=g 3%
string casesensitivity "Case Sensitivity" & &
("mixed". "sensitive" 3§
"insensitive")
string group Ak
string normalization RN
string permissions XHRGRR
string project B &R
boolean quota_snap e R ECRP EIEIREB VAR E
boolean reservation_snap BRI =R R B IREBRIRE
string shadow BIBTER
string sharesmb_name SMB HEZRH AR
object source mMB4EBEM
object Usage XHRFEFERBERER
string user HERERENARZA
boolean utf8only $E483E UTF-8 BItTE

FIHXHF RS

I RSt < BRa MBI B RFTE X RS,

EigSH—filter —— M ERNF TR IER, EXDETRNEMHEHEREESHEE
9IS ER F AT o

®72 URI &¥
28 R
pool FiEMB IR
project B & #F
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BRI

GET /api/storage/vil/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FINRITIERE, HIRE] HTTP IR 200 (OK) UINRARZEXGBIEEA (A JSON 1§
R o

LR

HTTP/1.1 200 OK
Content-Type: application/json

“filesystems”: [{
“name”: “filesystem-01",
“project”: “proj-01”,
“pool”: “gold”,

AL
“name”: “filesystem-02”,
“project”: “proj-01”,
“pool”: “gold”,

3]
}

RS FPTEMNIE PRME XA RENTIR, EXMERT, URIFERZ /api

storage/v1/filesystems

BRI GREXFAE XM RFFH L "abed” FRIBIEAEIDEM)

GET /api/storage/vl/filesystems?filter=abcd HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

RIX RS

RENX 4 Z G an <R B4 E I B PR RN X RFERE M.

R 73 URI &
S8 R
pool TEE M Z R
project B & ¥
filesystem XHERFNER

BRG] (FIHE A "proj-01" BIIE) :

GET /api/storage/vi/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
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132

Accept: application/json

BIHHIT get &, FFIR[E] HTTP JRZS 200 (OK) UM G RSB S
M Rz 51 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/grape",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",
"readonly": "default",
"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

}

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "platinum/local/default/grape",

"recordsize": 131072.0,

"usage": {

"available": 880395477504.0,
"loading": false,

"quota": 0.0,

"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
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"total": 50176.0,
"data": 31744.0

}
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"shadow": "none",
"atime": true,

"pool": "platinum",
"quota_snap": true,
"name": "grape",
"checksum": "fletcher4",
"project": "default",
"sharesftp": "",
"nbmand": false,
"reservation_snap": true,
"sharedav": "",
"rstchown": true

BIEXH RS

BIEXH RS L A ELEFMNIINE PRIZERLERMIXERS. FiROHER
INB MRV XX RS

r74 URI &%
S8 Ei::3%
pool TEE M Z R
project TR &
filesystem XERFENER
BEREH:

» name— IR X R G E PRSI IR RSt

= filesystem properties— X R ARSI H B M5 HAVERB I E AL E A%
=1

BRI (BIREAF "joe" IBERIR A "share-01" BIXFHRLE)

POST /api/storage/vil/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{

“name”: “share-01",
“owner”: “joe”
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FXThEliEfE, RIR[E HTTP K7 201 (Created), BUBEXBEFMNXHRSAN URl, EX
BEMEXHRGRENE (EA JSON )

Mz 3

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl1/pools/gold/projects/proj-01/filesystems/share-01

“filesystem”: {
“name”: “share-01",
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
“owner”: “joe”

BRI RS

BEXGARLERSHTERNINEXERANENS. MINWLNE, RHRE] HTTP R 202
(Accepted) HFIHFIE X RFE M

153K B —Filesystem Properties— A {E MG RAHINE B

R75 URI &%
S8 Eii:pu
pool TEE M2 R
project =R
filesystem XERFENER

=p /j_'\@'J) (BXHRFRBFRM "share-01" SEELA "new-name" FHIGFFEEERN
"nobody") :

PUT /api/storage/vi/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“owner”: “nobody”,
}
I Sz 7 f51 -

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: http://zfs-storage.example.com:215
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“filesystem”:
“pame”
“pool”:
“collection”:
“project”: “proj-01”,
“owner”: “nobody”

MIBR (4 R 45

/pools/gold/projects/proj-01/filesystems/share-01

MIBRSC 1 2 Sran < BB T MIFRLA E IR B PR RE N X R S

xR 76
2 Fii:pu
pool TEE M2 FR
project INBE &R
filesystem XHRFENER
BERRA:

DELETE /api/storage/v1l/pools/gold/projects/proj-01/filesystems/share-01

HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FRINMBR SR [E] HTTP 3R7S 204 (No Content)o

Mo Sz 7~ 151 -

HTTP/1.1 204 No-Content

X R FECHMERESR

BIfEF POST Y PUT IER DA BIRECR A P NABECH. WX RFAERZRIRA GET 15
KA TR A P SR IR B R E A 1R R 23R

LUN 121E

P LUN SR E AR E FARMMRTAR. T LUN SLFM.
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®)77 BIL
iER #&1% lapilstoragelvl i3
GET /luns FIHFRE LUN
GET /pools/<pool>/projects /<project>/ HlH LUN
luns
GET /pools/<pool>/projects /<project>/ JREX LUN #4158
luns/<lun>
POST /pools/<pool>/projects /<project>/ Bl LUN
luns
PUT /pools/<pool>/projects /<project>/ {&24 LUN
luns/<lun>
DELETE /pools/<pool>/projects /<project>/ FHER LUN
luns/<lun>
THRILT LUN Blt. SRS AHBEBETEREE.
=78 BRI
B3] E=g 3%
string assignednumber 2R LU RS,
boolean fixednumber ¥ LU RS E TN LRIENIRS
string initiatorgroup Brhasa
string lunguid STMF GUID
string lunnumber LU %S, —MIF 5K "auto”
string project ME &M (RaJ)
object source FIHEMRE ("local'. "
inherited")
boolean sparse BREESENNS
string status BEETRE (online", "
offline")
string targetgroup Spe]
object Usage F LUN ERERFITER
number volblocksize BRAN
number volsize ERN
boolean writecache BRBENEFNRE

HERBMERTMIE PR, BRI T XLERE, HRREERE LUN B At Itk
EMIE A", BRIAERT, XEREATE SR, IEHITIRER, 7S LUN
HAtEN, FENRATE, BERFRREENRE "inherited”, FI'BUHIRE" B,

BUHIS B E4ERY JSON 15K

{"unset":

["compression"]}
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FIt LUN

It lun S5 L ZIRMOLGE B E FRIA LUN B71R,

& 79 URI &%
S i3
pool FiEMB IR
project B &#R

BERRG) (FIH "proj-01" EHEY LUN)
GET /api/storage/vi1/pools/gold/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

FIhIT get &, $HR[E HTTP A7 200 (OK) AKX LUN B (f£F JSON 1&R) »
MRz :

HTTP/1.1 200 OK
Content-Type: application/json

"luns": [{

"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
“name”: “vol-01”

Ao
"id": "690ae407-7c4d-b5d2-0000-000000000000",
“name”: “vol-01",

]

¥REX LUN

JREX LUN fp 2 =iR[OIAE I B AR 2 LUN B4,

#* 80 URI &%
S8 iR
pool FiEhBR
project B &R
lun lun ZFFR

BRG] (FREXR A "vol-01" Y LUN) :
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GET /api/storage/vi/pools/gold/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FIhIT get f&, $HR[E HTTP A7 200 (OK) AKX LUN B (M JSON 1&R) ©
MRz 51 :

HTTP/1.1 200 OK
Content-Type: application/json

{
“lun”: {

"logbias": "latency",

"creation": "20130423T21:31:17",

"nodestroy": false,

"dedup": false,

"rrsrc_actions": [],

"id": "e3045406-319b-cf7a-0000-000000000000",

"writecache": false,

"compression": "off",

"copies": 1,

"stmfguid": "600144FOD8EOAE4100005176FDA6GOGOL",

"source": {
"compression": "default",
"checksum": "inherited",
"logbias": "default",
"dedup": "default",
"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

}

"canonical_name": "platinum/local/default/disk1",

"snaplabel": "",

"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

}

"secondarycache": "all",

"collection": "local",

"exported": true,

"volsize": 1073741824.0,

"pool": "platinum",

"volblocksize": 8192,

"checksum": "fletcher4",

"project": "default",

"sparse": false

EIEFHAY LUN

AR LRI BUEEHTAY LUN. IEAUUHTRY LUN Rt A/ Na e fEiRo
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®81 URI 8%
S b
pool FiEhBR
project INBE &R
BERBE:

= name— IR LUN BFRLABIEEHTAY LUN.
= volume properties—LUN JE 45T B B 14 7| H VM ERIE M ER Pl 1% B N HIE1E.

SEAS — (7| -
ERTBGI:

POST /api/storage/vil/pools/gold/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Request JSON:

{
name : "vol-001", // Volume name (required)
size : 500000, // New Volume size
blocksize : 8192, // New Volume block size
sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name
targetgroup : 'default', // Target group name
lunnumber : 'auto', // Volume LUN number
status : 'online', // Initial Status ('online', 'offline')
fixednumber : false,
"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"
}
}

FIhelEfRE, JFiR[E] HTTP IRZ 201 (Created), B ELXEE% LUN B URI, [EXE
BFfE LUN B (M JSON &) .

SRR

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/luns/vol-001

“lun”: {
"name": "vol-001",
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&% LUN

&2 LUN s B FEXIE LUN HNEM.

*82 URI ¥k
BH R
pool FEMBRR
project B &R
lun LUN Z#5

&R S — Volume Properties— A[{EXEfE] LUN S B @14
1ERTE (B LUN ZFFM "vol-01" EBEXA "new-name”) .

POST /api/storage/v1/pools/gold/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

“name”: “new-name”,

}
FINMR S, JiR[E HTTP IRZ 202 (Accepted) HFIHFFE LUN &%,
0 Sz 7 f51) -

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/proj-01/luns/new-name

¢ “lun”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,

fflFR Lun

IR LUN 85< B FMER4E R thE B RIS LUN,

% 83 URI &
2 R
pool FiEMB IR
project B &#F
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P

LUN &R

BERRA:

DELETE /pools/gold/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

FINIT get [EIFIR[E] HTTP JRZS 204 (No Content),

Mz 3

HTTP/1.1 204 No-Content

IREGH T FE 12 (F

FRERIRIZEE AT IRE TLAERHEINR. REFIERAIRE F XM RS LUN &

Al

s FREETFINE/VIRERIZIER URI #8LL /api/storage/vi/pools/{pool}/projects/
{project} FFk

. FTEETFXHRFBVIRIBIZIER URI #BLA /api/storage/vi/pools/{pool}/
projects/{project}/filesystems/{filesystem} Fk

s FTEET LUN BYIRIRIR(ERY URI #LL /api/storage/vi/pools/{pool}/
projects/{project}/luns/{lun} Fk

# 84 REBM e fE8R <

&R #&1% lapilstoragelvl iR

GET /snapshots S FRE AN IR ER

GET /pools/<pool>/projects /<project>/ SR E I B RER
snapshots

GET /pools/<pool>/projects /<project>/ SIHFTBEXHRRIRE
filesystems /<filesystem>/snapshots

GET /pools/<pool>/projects /<project>/ HIHPRE LUN 1RER
luns/<Iun> /snapshots

GET /pools/<pool>/projects /<project>/ IRENI B RBRIFAE S
snapshots/<snapshot>

GET /pools/<pool>/projects /<project>/ REX M RFIRBIFMER
filesystems /<filesystem>/snapshots /
<snapshot>

GET /pools/<pool>/projects /<project>/ JREX LUN RERIFHE S
luns/<lun> /snapshots/<snapshot>

POST /pools/<pool>/projects /<project>/ BRI E HhER

snapshots
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&R B&12 lapilstoragelvl -3

POST /pools/<pool>/projects /<project>/ BIEXHRFIRE
filesystems /<filesystem>/snapshots

POST /pools/<pool>/projects /<project>/ Bl LUN RER
luns/<lun> /snapshots

PUT /pools/<pool>/projects /<project>/ &E I B HhER
snapshots/<snapshot>

PUT /pools/<pool>/projects /<project>/ B RS IRER
filesystems /<filesystem>/snapshots /
<snapshot>

PUT /pools/<pool>/projects /<project>/ fBEZ LUN RER
luns/<lun> /snapshots/<snapshot>

PUT /pools/<pool>/projects /<project>/ TN RFRE
filesystems /<filesystem>/snapshots /
<snapshot>/clone

PUT /pools/<pool>/projects /<project>/ 5ofZ LUN RER
luns/<Iun> /snapshots/<snapshot>/
clone

PUT /pools/<pool>/projects /<project>/ BEIRER A TEXHRAIRER
filesystems /<filesystem>/snapshots /
<snapshot>/rollback

PUT /pools/<pool>/projects /<project>/ BEIREIREILATE LUN fRER
lun/<lIun> /snapshots/<snapshot>/
rollback

DELETE /pools/<pool>/projects /<project>/ FHERT B RER
snapshots/<snapshot>

DELETE /pools/<pool>/projects /<project>/ HEXHFRFIRE
filesystems /<filesystem>/snapshots /
<snapshot>

DELETE /pools/<pool>/projects /<project>/ FHER LUN [RER
luns/<lun> /snapshots/<snapshot>

GET /pools/<pool>/projects /<project>/ 5|10 B R ER AR R IR
snapshots/<snapshot> /dependents

GET /pools/<pool>/projects /<project>/ FIH S AR IRBEAE KT
filesystems /<filesystem>/snapshots /
<snapshot>/dependents

GET /pools/<pool>/projects / Hllt LUN 1REEAERIN
<project>/lun/<lun> /snapshots/
<snapshot> /dependents

POST /pools/<pool>/projects /<project>/ BTN E BohiRER
automatic

GET /pools/<pool>/projects /<project>/ REVEERI B BohiRIRE M
automatic /<automatic>

GET /pools/<pool>/projects /<project>/ FIHPRET B BERIEXR
automatic

PUT /pools/<pool>/projects /<project>/ EIEE RN E B REBITR

automatic /<automatic>
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&R B&1% lapilstoragelvl -3
DELETE /pools/<pool>/projects /<project>/ HBIEENBINER
automatic /<automatic>
POST /pools/<pool>/projects /<project>/ BIEMXG RSB THIRE
filesystems /<filesystem>/automatic
GET /pools/<pool>/projects /<project>/ REFEENX GRS BhRBEN
filesystems /<filesystem>/automatic /
<automatic>
GET /pools/<pool>/projects /<project>/ SILFEXHRAEBREBWTR
filesystems /<filesystem>/automatic
PUT /pools/<pool>/projects /<project>/ BRI ENX R F B RBITR
filesystems /<filesystem>/automatic /
<automatic>
DELETE /pools/<pool>/projects /<project>/ FHBRIEEN BN
filesystems /<filesystem>/automatic /
<automatic>
POST /pools/<pool>/projects /<project>/ BUEHE LUN BEhRER
luns/<Iun>/automatic
GET /pools/<pool>/projects /<project>/ FEVEER LUN BaREBEM
luns/<Iun>/automatic /<automatic>
GET /pools/<pool>/projects /<project>/ HIHFrE LUN BRI R
luns/<Iun>/automatic
PUT /pools/<pooll>/projects /<project>/ BEIEER LUN BapIREWR
luns/<Ilun>/automatic /<automatic>
DELETE /pools/<pool>/projects /<project>/ HBIEEN BN
luns/<lun>/automatic /<automatic>
5l TR EG
Nnn
PIHI%E LA IR, FIRATBEEMBERE. XHRARRI LUN RER, BEEUR

FiEK URI,

& 85 FIHIREREN <
wme lapilstoragelvl/poolsi/{pool}/projects/{project}
HI I B RER /snapshots
I RFIRER /filesystems/{share}/snapshots

FI lun HRER

/lun/{share}/snapshots

BRI

GET /api/storage/vi1/pools/gold/projects/default/snapshots

Accept: application/json

Ul vean
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HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs"”,
"display_name": "snap-001",
“display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z"
H
}

IREXIRER

EEEXENMRBHIAERERS. MINERE HTTP K 200 (OK)o

BRI

GET /api/storage/vi1/pools/gold/projects/default/snapshots/snap-001
Accept: application/json

Mo Rz 7~ 151 -

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot": {
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"
}
}

BIEIRER

BRI AIE. XHRSEL LUN 8JZIRIR,

n BIEBINE R —PoST /pools/{pool}/projects/{project}/snapshots
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n BIEBXHRFAIRIE—POST /pools/{pool}/projects/{project}/filesystems/

{share}/snapshots

n BIEBEMRIB—P0oST /pools/{pool}/projects/{project}/luns/{lun}/
snapshots

BRI

POST /api/storage/vi1/pools/gold/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}
e Rz~ 51 -

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/gold/projects/default/
snapshot/initial-backup

{
"snapshot": {
"name": "initial-backup"
"numclones": 0O,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical_name": "gold/local/default@initial-backup",
"usage": {
"unique": 0.0,
"loading": false,
"data": 145408.0
}I
"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000"
"pool": "gold"

Ean R R

EHRUERE,

= &R URI—"Snapshot", LaTRIERT

s JERIEX—JSON &R, HEMSHESIHIRBZIR
BRI

PUT /api/storage/vi1l/pools/gold/projects/default/snapshots/initial-snapshot
Content-Type: application/json
Accept: application/json

{“name” :"”0ld-snapshot”}

Mz 3
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HTTP/1.1 202 Accepted
Content-Type: application/json
Location: /pools/gold/projects/default/snapshot/initial-backup

FePEIREE

RIEIA IRIR QBRI SUAF R SEEL LUN,
B3R URI efEX RS

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/clone

RiESE:

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/clone

% 86 URI &4
B i
pool PN i
project TRIE & #R
filesystem BEZHRET (ERATXHRARR)
lun RHEHFRM (EATF LUN 1RER)
snapshot TRIREBE R

BREXBEHUTEER JISON XK.

% 87 RERREE
Bt E=2 Ei::3u
string pool B Anse bt & FR
string project BirREImE &R
string lun B4R LUN &fF (GEAF LUN R
1)
ERTBGI:

PUT /api/storage/vi1/pools/gold/projects/default/filesystems/fs01/
snapshots/snap01/clone

{"project":"rest", "share":"snap®lclone®l1l", "compression": "gzip-9"}

MRz 31

HTTP/1.1 201 Created
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Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/gold/projects/rest/filesystem/snap0lclone061
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs01",
"snapshot": "snap@1",
"pool": "gold",
"collection": "local"
}
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@1",
"mountpoint": "/export/snap®lclone0l",
"compression": "gzip-9",
"source": {
"compression": "local",
+
"canonical_name": "gold/local/rest/snap@lclone®l1"
}
}

[ERRER

EIRREBSSBEXGRAE LUN HIENEHIRIRBIN RS RIMNE=IRE
HTTP K7 202 (Accepted) UM IRERE M (/8 JSON #£3) »

IR HRAIRE:
PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/rollback

B3R LUN [#RH&:

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/rollback

* 88 URI &%
S8 Ei::3%
pool PN UEZE i
project TRILE & #R
filesystem BEXHRGET (ERTXHRFRE)
lun IR LUN &7} (GEFTF LUN RER)
snapshot TRIRERZHR

BRI

PUT /api/storage/vi/pools/gold/projects/default/filesystems/fs-01
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/snapshots/initial-backup/rollback

MRz 3

HTTP/1.1 202 Accepted

Location: /pools/gold/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone

Content-Type: application/json

{
"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0O,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name":
fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
"loading": false,
"data": 31744.0
i
"type":
nigns
"pool":

"snapshot",

"gold"

AR B 1R B

"gold/local/default/

"5c9bda07-21c1-2238-0000-000000000000",

DELETE REZE L AT AT MARFRERIME RIR. XA RGIRIRE LUN RER,

%89 PR S REP

Ced

DELETE /apilstoragelvl/poolsi{pool}/projects/{project}

MFRERLE MR TR, DB BMAIREZMBITE R

i

/snapshots/{snapshot_name}

MBREALEBR. MER. XERFKRTAR
BRB MBS R YRR

/filesystems/{share_name}/snapshots/
{snapshot_name}

B ERLEMBIR. BB XHRARIFMHR
BRI RS LUN

/1luns/ {lun_name}/snapshots/
{snapshot_name}

# 90 URI &%
2 Eii:pu
pool PN UEZE i
project TRILE & #R
filesystem BXHRFEBT
lun LUN Z#7
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28 Eii:pu
snapshot TRIRERZHR

SNRIRERHPIFTE NDMP ITHIEHE, WABUE 2confirm=true FRANZI DELETE 83T H,
BR, HIR, XE% NDMP BITERFEM. BXEZER, 55N (Oracle ZFs
Storage Appliance EIE5m, &1ThR 0S8.6.x) HHI “NDMP ECE",

Nt

DELETE /pools/gold/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true
HIRIZPIFTE NDMP 1=HIEHERS, SNRAFRM 2confirm=true, MIZap<SRERMFH 4
HUTRA:

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation needed for
scripted command(scripted commands must be prefixed with \"confirm\" to automatically

confirm or \"deny\" to automatically deny) (encountered while attempting to run command \"
confirm destroy snap\"))", "code": 409, "name": "ERR_CONFIRM_REQUIRED"}}

I IR B AR K I

FIH 4 RS ERIE R T

&9l FIHREBME XTI S R E
wme lapilstoragelvl/poolsi/{pool}/projects/{project}
5 X R AE K I /filesystems/{share}/snapshots/{snapshot }/dependents
HIl K& EXIN lun/{lun}/snapshots/{snapshot}/dependents
%92 URI &
B R
pool RAFEM BT
project INE &R
filesystem X4 RFNET
lun LUN &#F
BRI

GET /api/storage/vi/pools/gold/projects/default/filesystems/fs01/snapshots/snap01/
dependents
Accept: application/json

el vean
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R

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
"dependents": [
{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@1",
"share": "snapO@lclone@1"
i
{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@2",
"share": "snapO@lclone02"
i
{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap®@lclone@3",
"share": "snap@lclone03"
}
1
}
==
=3
EEEGRE .
%93 BB
ER 1% lapilstoragelvl R
GET /schema FIHERE NAS BB MR
GET /schema/<property> REEER NAS IEXXB B4
POST /schema BIEHTE NAS BB
PUT /schema/<property> BEUEER NAS RILBE TR
DELETE /schema/<property> MIBRIERER NAS IR B TR

I 7EE GBI R MRPRIMAIZ "custom:”, BJEHH. XHERSM LUN RIgEEZNE

AU Mo

g0, LR "PUT" IEXAEEX T & /9 "priority” B int B14%:

{"custom:priority": 5}

*® 94

RAB

28

P

property

B (FAI%)

description

BHER (RS Rm)
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28 P

type 258! ("String". "Integer". "Positivelnteger".
Boolean". "EmailAddress". "Host")

FIHEE

FIHRE .

BRI

GET /api/storage/vi1l/schema
LR

"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

Ao
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
1

RENE %
AR B

BRI

GET /api/storage/vil/schema/priority

R

"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"

IR

BIEHMEVRIUE 4o

RESTful API T7i&RRSS
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BRI

POST /api/storage/v1l/schema HTTP/1.1
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 64

{"property":"priority", "type":"Integer", "description":"Oh my"}

FZR:

HTTP/1.1 201 Created

Content-Length: 89

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json

Location: /api/storage/vil/schema/priority

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"

(e

ERTVE 4o

BRI
PUT /api/storage/vi1/schema/priority

{"description":"My custom priority level"}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

BRI 14

MR UE %o
ERRA:
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£l

DELETE /api/storage/vl/schema/me HTTP/1.1

LR

HTTP/1.1 204 No Content

ZREEHNREZENENMEEZRRNERRME T EF,

i - &%= Oracle ZFS Storage Appliance F—IRiFR]IhEE, Bl RESTful API AJE IR
IhEE, AI@IELLT URI JR1FUELARSS . https://host.example.com:215/api/storage/
vl/replication

E4%| RESTful API BB TEE,

» EHIRS - BT EEERESHRS.

o SRIER-RBERENEEAZ—NFRE (R) PERRNBIENNFRS. ARED
fEigE LERIRENURAZ —REHTEFHN—MECEN R,

» SRRE—REE LN TMEEXNR, EREETHERAZERR. BRSEMRELE
I (BERXEEMME, BENMNE LNSIEHITNE, FF) .

» SHEHRES-FEMRMENBERENGE; BRSE EN— T ERENSR, EEEREAR
MIEREN—E D MSERER MR, RigE LS MEERIGTFSEMRE L
=M B EMEXE, RZTIFA. EXRTEA—IWREFGERCIBBIRIE/EE
By (FTBNEGEH) -

APl HERIRFNEFIHIE SR ESHIRME. IRS API BT EEEHIIRS UKRESIR
MEHI B o

x95 SHRS <
iER #&12 lapilservicelvllservices iR
GET /replication RENEHIRSIRESE
PUT /replication/enable BRERIRS
PUT /replication/disable RS HIRS

RERE HIARSS

RENEHIBRS BT,

BERRA
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GET /api/service/vil/services/replication HTTP/1.1

Host: zfssa.example.com:215

Authorization: Basic ab6rt4psMwE=

Accept: application/json

LER:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Replication-Api: 1.0

{
"service": {
"<status>": "online",
"href": "/service/vl/services/replication",
"sources": [],
"targets": []
}
}

P EFIARSS IR

AIREREREMRS —HERERIRS RS, BXFARES, BSNMRS RESTIul

APl,

EHB15

TRERTABNERBIRG<,.

% 96 E=LISE e
ER #12 lapilstoragelvl 17
POST /replication/targets BIEFHEFIBIT
GET /replication/targets/<target> REUEEME B BEREY
GET /replication/targets FIHFrE EHIBIRATR
PUT /replication/targets/<target> BRI ENEFIBIRT R
DELETE /replication/targets/<target> FHBRIEENBITNR

FIH S B15

5 th &4t LFRA AT AR EHI B .

BERRA:
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ERIBHR

GET /api/storage/vil/replication/targets HTTP/1.1
Host: zfssa-storage.example.com:215
Authorization: Basic ab6rt4psMwE=

Accept: application/json

L) vaa Nt

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"targets": [{
"address": "10.133.64.44:216",
"label": "chum",
"hostname": "10.133.64.44",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",
"href": "/api/storage/vl/replication/targets/chum"
Ao
"address": "10.153.34.165:216",
"label": "oakmeal-7320-165",
"hostname": "10.153.34.165",
"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",
"href": "/api/storage/vl/replication/targets/oakmeal-7320-165"
1
}

RERE I B 15

e L7 H BN EH BRRIFAREE. BinBEIEENRZIAE,
BRI

GET /api/storage/vl/replication/targets/chum HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

Me) Rz 7~ 451 -

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/vl/replication/targets/chum",
"address": "10.133.64.44:216",
"label": "chum",

"hostname": "10.133.64.44",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0

RESTful API T7i&RRSS
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EHIBR

eIEEH B15

MIZIZEHIEFEIE I BT,
ERRA:

POST /api/replication/vl/targets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname":"example", “root_password”:”letmein”, “label”:”east”}

MRz 3

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

{
"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "east"
}
}

llER =R =R

IteEs < PT R A R E S B 1T.
BERRA:

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

FRINMBR SR E] HTTP 3R7S 204 (No Content)o

MRz 3

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0
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SEHIRE

EHRE

EHHRERIE M BUBERIZIEH BRI, LT eSSBS HIRME.

& 97 EhRER<

&R lapilstoragelvl iR

GET /replication/actions FIHHFRE EHIRERTR

GET /replication/actions/<ra_id> REVEENEFIRIEBY

POST /replication/actions BRI S FIRE

PUT /replication/actions/<ra_id> B ERNEHIRIET R

DELETE /replication/actions/<ra_id> HBRIETE HIE BIHRIEXT R

PUT /replication/actions/ FHARTERN S HIIRIE
<ra_id> /sendupdate

PUT /replication/actions/ FEIEIRTERNE HIIRIE
<ra_id> /cancelupdate

GET /replication/actions/ SRR SRR IEEENR
<ra_id> /schedules

GET /replication/actions/ REMEENSFIRIEEER Y
<ra_id> /schedules/<ra_schedule>

POST /replication/actions/ BB EFIRIEAE
<ra_id> /schedules

PUT /replication/actions/ BEGEENETHRFAENR
<ra_id> /schedules/<ra_schedule>

DELETE /replication/actions/ HiBRIsE R E HIRIEIAEX R
<ra_id> /schedules/<ra_schedule>

GET /pools/<pool>/projects /<project>/ HILFREEEHRIEN R
replication/actions

GET /pools/<pool>/projects /<project>/ REVEENEFIRIEBY
replication/actions /<ra_id>

POST /pools/<pool>/projects /<project>/ BRI S HIRE
replication/actions

PUT /pools/<pool>/projects /<project>/ B ERNEHIRIET R
replication/actions /<ra_id>

DELETE /pools/<pool>/projects /<project>/ HBRIETE R B BIHRIEXT R
replication/actions /<ra_id>

PUT /pools/<pool>/projects /<project>/ FHARTERN S HIIRIE
replication/actions /<ra_id>/
sendupdate

PUT /pools/<pool>/projects /<project>/ FIEIRTERNE HIIRIE
replication/actions /<ra_id>/
cancelupdate

GET /pools/<pool>/projects /<project>/ SR E SR IEEENR

replication/actions /<ra_id>/
schedules

RESTful API 7ZfiBARSS 157
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ER

lapilstoragelvl

b

GET

/pools/<pool>/projects /<project>/
replication/actions /<ra_id>/
schedules /<ra_schedule>

REEENERIRFEERME

POST

/pools/<pool>/projects /<project>/
replication/actions /<ra_id>/
schedules

SIEHHERHRIFIRE

PUT

/pools/<pool>/projects /<project>/
replication/actions /<ra_id>/
schedules /<ra_schedule>

ERIEENEFHRFRAENR

DELETE

/pools/<pool>/projects /<project>/
replication/actions /<ra_id>/
schedules /<ra_schedule>

FRIEE B E SHRIFREN R

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions

FIHFE EHHRIETR

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>

REMEENEFNRIFREME

POST

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions

IR E FIUR(IE

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>

EIEE N EFHRIER

DELETE

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>

MFREENEFHRIENR

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/replication

R RAEHHRIFIRE

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/replication

B REEFIRIFIRE

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
sendupdate

FHAEENEFIR(E

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
cancelupdate

FIEEENEFIR(F

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules

FILFrEEHHRFRENR

GET

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

REEENEFHRFRERE
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SEHIRE

ER

lapilstoragelvl

b

POST

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules

SIEERIRIFIRE

PUT

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

EiEENERIRIFEEN R

DELETE

/pools/<pool>/projects /<project>/
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules /<ra_schedule>

MFREE R EFHRIFRENR

GET

/pools/<pool>/projects /<project>/
luns/<lIun> /replication/actions

FIHFIE ERHRIERR

GET

/pools/<pool>/projects /<project>/
luns/<lIun> /replication/actions/
<ra_id>

REEENEFNRFREME

POST

/pools/<pool>/projects /<project>/
luns/<lun> /replication/actions

BB BIEFHR(IF

PUT

/pools/<pool>/projects /<project>/
luns/<Iun> /replication/actions/
<ra_id>

EBIEE RN EFHRENR

DELETE

/pools/<pool>/projects /<project>/
luns/<lIun> /replication/actions/
<ra_id>

RIS E R E FHRIEXTR

GET

/pools/<pool>/projects /<project>/
luns/<lun> /replication

FREX LUN EHHRIFIRE

PUT

/pools/<pool>/projects /<project>/
luns/<lun> /replication

24 LUN SR IFIRE

PUT

/pools/<pool>/projects /<project>/
luns/<Iun> /replication/actions/
<ra_id> /sendupdate

FHREE RIS FIR(E

PUT

/pools/<pool>/projects /<project>/
luns/<lIun> /replication/actions/
<ra_id> /cancelupdate

FIEEEREFIRIE

GET

/pools/<pool>/projects /<project>/
luns/<lun> /replication/actions/
<ra_id> /schedules

FIHFrEEHHRFRENR

GET

/pools/<pool>/projects /<project>/
luns/<lun> /replication/actions/
<ra_id> /schedules/<ra_schedule>

REEENESIRFEERME

POST

/pools/<pool>/projects /<project>/
luns/<Iun> /replication/actions/
<ra_id> /schedules

I ERIRIEIRE

PUT

/pools/<pool>/projects /<project>/
luns/<lIun> /replication/actions/
<ra_id> /schedules/<ra_schedule>

EIEE N EFHRFRENR
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160

&R lapilstoragelvl -3
DELETE /pools/<pool>/projects /<project>/ MERIEE M E SHREAEXNR

luns/<lun> /replication/actions/
<ra_id> /schedules/<ra_schedule>

I S FHR1E

RENFRE PR ERIRIFRVTIR.
ERRA

GET /api/storage/vl/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
"href: M
A
"href": ",
1
}

IRERE I R{E

RNEFHRIERE L RME BN EFIRIE ID FHEEN BN ERHRERRE.

IR

GET /api/storage/vil/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Accept: application/json

MBI T f51 -

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
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"compression": true,

"continuous": false,

"enabled": true,

"estimated_size": 0.0,

"estimated_time_left": 0.0,

"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcb4aec",
"include_clone_origin_as_data": false,
"include_snaps": true,

"last_sync": "20130916T21:36:50",

"last_try": "20130916T21:36:50",
"max_bandwidth": 0,

"pool": "gold",

"project": "blah1",
"retain_user_snaps_on_target": false,

"share": "fs1",

"state": "sending",

"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

BIEE HIR(E

BIEHEIE FIHR(Fo
BIZEM:

Initial values:
target = (unset)
pool = (unset)
enabled = true
continuous = false
include_snaps = true
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = true
retain_user_snaps_on_target = false
include_clone_origin_as_data = false

HRRA:

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 121

Accept: application/json

{

"pool": "gold",

"project": "blue1l",

"share": "fs1",

"target_pool": "pool1l",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}
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MRz 3

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fch4aec
X-Zfssa-Replication-Api: 1.0

"action": {
"project": "bluel",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,

"collection": "local",
"estimated_size": 0.0,
"state": "idle",

"href": "/api/storage/vl/replication/pools/gold/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fch4aec",

"average_throughput": 0.0,

"use_ssl": true,

"estimated_time_left": 0.0,

"retain_user_snaps_on_target": false,

"share": "fs1",

"id": "8373d331-de60-e590-90e8-9ad69fchdaec",

"pOOl" : "gOld",

"include_clone_origin_as_data": false,

"include_snaps": true

IZERE HIR(E

ELINE EHRIF,

BERRH

PUT /api/storage/vil/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"use_ssl": false}

e Rz 7~ 151 -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 620

{
"action": {
"target_id": "407642ae-91b5-681c-de5e-afcd5chf2974",
"compression": true,
"continuous": false,
"enabled": true,
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"max_bandwidth": 0,

"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,

"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

BCHERT
BB ETE TSI,

SEAS —(T| -

BRI

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate
HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

e Rz 7~ 51 -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

ARIEEF

HEEHIEHRUR R IR E .
BERRA:

PUT /api/storage/vi/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Mz 3

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

PR S HlHR1E

MIFRILA & HlR1Fo

BERRA

DELETE /api/storage/vl/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=
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FRIOMBR SRR [E] HTTP 4R7 204 (No Content)o
MRz T f51) -

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

EHHES

164

ERIRMHEER S,

& 98 EHRMHEE S
iER lapilstoragelvl R
GET /replication/sources FIHE IR
GET /replication/sources/<source> FIHEBRIFMAER
GET /replication/sources/ REYEENEFIEIER

<source> /packages/<package>

PUT /replication/sources/
<source> /packages/<package>

EEEENERIHIES

DELETE /replication/sources/
<source> /packages/<package>

HRIEENEFTIEE

PUT /replication/sources/
<source> /packages/
<package> /cancelupdate

XI5 EHIEIEEIZ1T cancelupdate

PUT /replication/sources/ XTHEE RUERIB ELIETT sever
<source> /packages/<package>/
sever

PUT /replication/sources/ XI5 E HIEIE E1IE1T reverse
<source> /packages/<package>/
reverse

PUT /replication/sources/ REEENHIES
<source> /packages/<package>/
clone

GET /replication/sources/ FIHHZRIRE MR

<source> /packages/<package>/
clone /conflicts

GET /replication/sources/ HlHEiEamBE
<source> /packages/<package>/
projects

GET /replication/sources/ REVEIEEmA
<source> /packages/<package>/
projects /<project>

PUT /replication/sources/ EEIEEmE

<source> /packages/<package>/
projects /<project>
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ER

lapilstoragelvl

b

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/usage/groups

REEIEED B ANERBER

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/usage/users

RREEETERAPNERER

POST

/replication/sources/
<source> /packages/<package>/
projects /<project>/snapshots

IR

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

REUEERRIREME

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/snapshots

FIHFTEREN R

DELETE

/replication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

HRIEE IR R

PUT

/replication/sources/

<source> /packages/<package>/
projects /<project>/snapshots/
<snapshot>

B iEaRBRR

POST

/replication/sources/
<source> /packages/<package>/
projects /<project>/automatic

ERTSUE BB BahRIR

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/automatic /
<automatic>

REVEENVHIEEIE BEIRER
i

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/automatic

FIHFrE SRR IR BERIRYR

PUT

/replication/sources/

<source> /packages/<package>/
projects /<project>/automatic /
<automatic>

g&?ﬁiﬁ@%ﬁ%@lﬁ B BanRIRxY

DELETE

/replication/sources/

<source> /packages/<package>/
projects /<project>/automatic /
<automatic>

HBRIEENBMNR

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/filesystems

FIHBIR R RS

GET

/replication/sources/
<source> /packages/<package>/

RIEIEERX A RS
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projects /<project>/filesystems /
<filesystem>

PUT

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>

EREIREX RS

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/groups

REEHIEEX 4 RSHNERER

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/users

REIEE X RGERF B ERE

/.

POST

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots

IR

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /<snapshot>

REUEERRBEME

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots

SRR RN R

DELETE

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /<snapshot>

HBRIEERIRIRITR

PUT

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /<snapshot>

B EEAXHRGIRR

POST

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic

ISR E X RA B ENIRE

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /<automatic>

REEENWEIRE X RSB EIR
REM

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic

FIHFEMIEE X RGBT R
&R

PUT

/replication/sources/
<source> /packages/<package>/

EBIEE VIR E X RSB HIR
Bg
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EFIMES

ER

lapilstoragelvl

projects /<project>/filesystems /
<filesystem>/automatic /<automatic>

DELETE

/replication/sources/

<source> /packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /<automatic>

HBRIEENBHNR

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/luns

FHEIEE LUN

GET

/replication/sources/
<source> /packages/<package>/
projects /<project>/luns/<lun>

FRERFIES LUN

PUT

/replication/sources/
<source> /packages/<package>/
projects /<project>/luns/<lun>

EEREIEE LUN

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
usage /groups

FEVEIRE LUN ANERER

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
usage /users

FREVEIES] LUN B RIERE L

POST

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots

BIEHTIRER

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

REVEERIRIRE M

GET

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<Iun>/
snapshots

FIHFIB RN R

DELETE

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

HBRIEERIRBXR

PUT

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

SR HIEE LUN RER

POST

/replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic

BIEMAEUEE LUN BaIIRER

GET

/replication/sources/
<source> /packages/<package>/

REVETERVEUEE LUN BEIIRER
B
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&R lapilstoragelvl

projects /<project>/luns/<lun>/
automatic /<automatic>

GET /replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic

;!JH:%FEE ¥iEE LUN BohiRERRS

PUT /replication/sources/

<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

ECEERVEIES LUN BapRER
PHE

DELETE /replication/sources/ SHEIEEM B IR
<source> /packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

~|
5l & iR
/a1
SRR B R ARV EHR,
SE S (7| -
BRI
GET /api/storage/vl/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
- e .
HHHRG:
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"href": "/api/storage/vl/replication/sources/zfssa-repl-host",
"ip_address": "10.80.231.58:216",
"name": "zfssa-repl-host",
"source": "source-000"

1]

FIHEHHEE

s E B E HIRPBIFFE EH SiE e,

BRI

GET /api/storage/vil/replication/sources/zfssa-repl/packages HTTP/1.1
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EFIMES

Host: zfs-storage.example.com
Accept: application/json

SRR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"packages": [{
"enabled": true,
"href": "/api/vl/storage/replication/sources/zfssa-repl/packages/package-008",
"id": "b2d8b35a-a5a0-6c74-f7e9-b75c357e841f",
"last_result": "unknown",
"last_sync": "unknown",
"last_try": "unknown",
"state": "idle",
"state_description": "Idle (no update in progress)"

}I
"enabled": true,
"href": "/api/storage/vl/replication/sources/zfssa-repl/packages/package-009",
"id": "2643a0eb-648d-6ad7-d405-b690de6f6CcT6",
"last_result": "success",
"last_sync": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"last_try": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"state": "idle",
"state_description": "Idle (no update in progress)",
"project": "gold/nas-rr-2643a0eb-648d-6ad7-d405-b690de6f6cf6/default”,

}

13

(565 ¢

BEEIEEE M.

*® 99 BEIREEREY

ESid] Exg 0 R

boolean enabled SHEMNHFRES
BRI

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchd4aec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

{"enabled": false}

LR

HTTP/1.1 202 Accepted
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EHIIES

X-Zfssa-Replication-Api: 1.0

PR & &

HRE FIEEE.
BRI

DELETE /api/storage/vl/replication/sources/zfssa-repl/packages
/8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

B INMIERE¥E:RE] HTTP 4R7 204 (No Content)o

Me) Rz 7~ 451 -

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

BGHEH
B LA B T TR
ERRAI:

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchdaec/cancelupdate HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

WMRKFITEH, RHRE] HTTP RZ 409 (Conflict),

MRz 3

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

{
"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"
}
}
M T f5) -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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EFIMES

rEHES

REHIERTR,

BRI

PUT /api/vl/storage/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fch4aec/clone HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

Me) Rz 7~ 451 -

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

TePERL IR [E] HTTP 4R 202 (Accepted), #FEENS LRI FHEREIRERT HI A

oF
Ko

FefEsIE KRR A

GET /api/storage/vi/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchb4aec/clone/conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

TebE/ AR AR

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

n

"conflicts": "There are no conflicts.\n

}
BEiE:

Default settings:

target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint

RIEHIER
RSB AN ITAE T, IHERA MR GIIEE U B R R

SFRNEFINHZERR, FENRALRSGE ENAMINE, EA5RNEEERIERER
FEEXHTREM AKX TR EH

ERRAI
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PUT /api/storage/vil/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchb4aec/sever HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restsev"}

R TR :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

R¥EHIEE

REESIFM. HEFERAIIEECNES, FRIEHIEERNEEIRERTEHILEIR

AR, SHBEEXERERE, B ERRIENREXRITMBIFRE Tz

HIRE R E K

BRI

PUT /api/storage/vi/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fch4aec/reverse HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restrev"}

R TR :

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

VFRIEER: AILIRBRBINEThRE, EEBEEEFIFEPER, BINILThEEMERIMEITRIE, TR
e, BAAZRINEREFENEREEER. Oracle (REMEIEITFRI SFMIMERINF, BXEMER, B
B[ "Oracle Software License Agreement ("SLA") and Entitlement for Hardware Systems with Integrated Software
Options"s

Oracle ZFS Storage Appliance I2f£ T B RN UARENMHEZERIER (XHFRSKM LUN) &
AEEBREIRINE . Z&EBIE—TRNENSMERE, HEE0EREE Oracle Key
Manager (OKM) &%, S MENTEHHEZHFHRRTE— KRB ARME OKM ZEAE
HNEBEZH, JBENEZAREESEERE, HEALME OKM ZHERENERER
KA NNZ 7.

TRNABT IR FEEAMI] OKM INZRHI RESTful API iEK,
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% 100 ZHIINEE

BER iz 2ES Eiiipu
lapilstoragelvl

GET /encryption/local RENA A E R 14

PUT /encryption/local B AR AR B 4%

GET /encryption/local/keys FRENZA 25 5R

GET /encryption/local/keys/ RENA R R ARE S
<key>

POST /encryption/local/keys B A R

DELETE /encryption/local/keys/ FHER AN 2R £R
<key>

GET /encryption/local/keys/ Bl it alli g2 npa 3=
<key>/dependents BiR

% 101 OKM &

EXR Bz Fii:3ed
lapilstoragel/vl

GET /encryption/okm FREX OKM ZHERE M

PUT /encryption/okm 28 OKM ZAEE

GET /encryption/okm/keys FREX OKM %$A

GET /encryption/okm/keys/ FREY OKM ZH5HIFHAE R
<key>

POST /encryption/okm/keys B3 OKM Z$A

DELETE /encryption/okm/keys/ fHE OKM %4
<key>

GET /encryption/okm/keys/ HI T B A HE
<key>/dependents RiR

S FRE At 2 TR

i

{
"keys": [{
"cipher": "AES",
"keyname": "key-1",

"href": "/api/storage/vl/encryption/local/keys/key-000"

Ao
"cipher": "AES",
"keyname": "key-2",

"href": "/api/storage/vl/encryption/local/keys/key-001"

Ao
"cipher": "AES",
"keyname": "key-3",
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"href": "/api/storage/vl/encryption/local/keys/key-002"
H

HIH— a5
Wit

n keyll :
"href": "/api/storage/vl/encryption/local/keys/key-000",
"cipher": "AES",
"keyname": "key-1"

5ItHFRE OKM %A

it
{
"keys": [{
"cipher": "AES",
"keyname": "okm-key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"
o
"cipher": "AES",
"keyname": "okm-key-2",
"href": "/api/storage/vl/encryption/local/keys/key-001"
o
"cipher": "AES",
"keyname": "okm-key-3",
"href": "/api/storage/vl/encryption/local/keys/key-002"
H
}
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A0 A
AR

R BTHRBASMAGEMATIERAGEES L. TRIILTAIRNASS

A
~o

IRERAWL

UT &G < A Ao

% 102 BERGKHT

iER #12 lapilsystemivl R

GET /version FIHIEEEEMRRAER

PUT /diagreboot BHEISIRE, HEWIREPKRE
HiZkis 8

PUT /reboot BEfH5IS%E

PUT /poweroff KHANEE

PUT /restart BB EEEOHFKEIZIGER

PUT /factoryreset BRREEEE NN KE

GET /disks S PR BRI

GET /disks/<disk> FIHIEENRAHEEY

GET /memory RERNERSIRE

FREX hin s

Lt REIEE RAINREENRALEE, e SRIINITE, RE HTTP RZ 200
(OK)o

BERRH

GET /api/system/v1/version HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

»
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KARFER

MRz 3

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T716:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749",
"ssl version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "tanana",
"os_version": "nas/generic@®2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}

KARZBIR

L SIIEFERITREXH. FIEHIBRSMBRAKAMRATR, BRIFSERETEEN—
Hn. BEEFMITARARE, TEHNRSLIERIIEFNBEFX, kHSELIE
17HR[E] HTTP AR 202 (Accepted), @AM UEITIRE UK AL IR SHPRES.

BRI

PUT /api/system/vi1/poweroff HTTP/1.1
Host: zfs-storage.example.com

EMEITRE

iSRG FRITRE A XIER. AMERSENATH. <R PETHRE
HTTP K7 202 (Accepted), W MMEITIRE LK FLPran L VIR,

BRI

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com
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ENRMARERE

EMBEHMARER
BFEHEREOFMELITES. fhSSHETHEE HTTP RE 202
(Accepted). HUIEIRE LIKE IR S HRTS,
HRRHI:

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com

CEREHS|F

EM5I58HE, HELSIEPREEMIZEES, kSRS IETHRE HTTP K&
202 (Accepted), WMEITIEE UK EL PRI LHVIRES.

BRI

PUT /api/system/v1/diagreboot HTTP/1.1
Host: zfs-storage.example.com

mEHIIRE

BREEEME RSB ixﬁo FRrERBEEREIEEL, HFRIGEXHTHITERETE
BYFTHITHIIRIRE, Wam<S R P IEITHIRE HTTP K7 202 (Accepted), #4701 IEIE *
BLKF LR SRS, EE?JH:@%%%‘&FE%EE%%E%SE lﬁt%é)ﬁlxﬁ_lﬁl%
¥4 "confirm=true", ENItapSREEK,

BERRA:

PUT /api/system/vl/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

REZITE

UTZFaEm<La A
103 THREmT
ER B12 lapilsystemivl R
GET /bundles SIHFrERHE
GET /bundles/<bundle> REUEENEHIERES
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B

&R B&1% lapilsystemivl -3

POST /bundles BE— " ZFEHEE EHT
Oracle 3z #¥,

PUT /bundles/<bundle>/retry B LHIEEENE

PUT /bundles/<bundle>/cancel EUE EHIEEN S

PUT /bundles/<bundle>/send BEENE _LH T Oracle iR
BRI IR AIAR SR RS

DELETE /bundles/<bundle> HEEENE

tIERFE

SIEMNZ I E LU BRRIRSZ 1K, HITRMHARSSIEK (Service Request, SR) w532
FES5KRBANIRSIBEREXE, HEZHES KIEL Orac AZHFEI Jo SR HSHUM
{8 "3-nnnnnnnnnn" 1§ Xe EXFFE BN LHE Oracle 235, WIAEREE _ EHNERN
B MOS EIEEA "Phone Home Settings" (EBIEFTURE) o

BRI

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn": "3-0123456789"}

MRz 31

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

MR KIBHIRZ1ERS (Service Request Number, SRN), AR ACNE—NASHE,
BRI

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23

M T f51 -

"bundle": {
"status": ",
"uuid": "d4431d57-ba4f-4f37-fale-a@9fcbf3e56b",
"associated_bundle": [

"href": "/api/system/v1/bundles/4050963a-4082-663f-99c0-fee915f2839c"
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}
]

,
"srn": null,

"filename": "ak.d4431d57-ba4f-4f37-fale-a09fcbf3e56b.tar.gz",

"href": "/api/system/v1/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",

"type": "User initiated"

L2532

e L7 H R R IEE M IERUENFIA . H3FE EHE Oracle <Ffa, LL3ZHF
B MARFEHRIR,

BERTA:
GET /api/system/v1/bundles HTTP/1.1

Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

Accept:

* /%

R

"bundles": [{

"status": "building",

"step_progress": 6.25,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",

ar

RENZFiE

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "ba8ebd55-2349-c31c-cde3-acf3fbOc3389"

REENERE M.

BERTA:

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept:

* /%

R

HTTP/1.1 200 OK

»
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X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {

"status": "building",

"step_progress": 62.5,

"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-
acf3fb0c3389.tar.gz",

"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",

"type": "User initiated",

"uuid": "ba8ebd55-2349-c31c-cde3-acf3fbOc3389"

BHZ 18

e LEUE BN B EH.

SEAS (7| -
ARG
PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1

Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

MRz 3

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

ERZFELH

LbEr < Al BB =IH R 6 L& F Oracle ZIFRVMIVE EHFll, RENEHSAATEMX
e R,

TERTGI:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

) VAa
HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

B(FERARRE/IIRSSIEK (Service Request, SR) RS EiXE LEH, 15FEH send @<, MR
K SR RS, RABERARE SR FSEiRLE EF,
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EHZRHE

- WAMERBBIETT send 8B, FERM SRHES, TNUSME—THEIR.

SEAS — (7| -
ERTBGI:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfssa.example.com:215

{"srn": "3-0123456789"}

MRz

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

int =52 53]

AIFRI EH AR BRI L Oracle A ZIFIIINZIFE,

i - WAMERBEIETT send LR, FERM SRHES, TNSME—THEIR.

SEAS — (Tl .
ERRBGI:

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfssa.example.com:215

{"srn": "3-0123456789"}

R

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MIpRSZ 5

Iteen SR B Mg E IR,

SEAS — (7] .
BERRH:
DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1

Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

MRz

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

»
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RgCEH

RGERM

XLEHSHTEERAT MR,

% 104 iy

153 B&1% lapilsystemivl i3

GET /updates SIHFRE RAEN

GET /updates/<update> REFEENRAEHMEY

GET /updates-firmware FIHEREFAHRAHE. RE—RE

BTl AKX LELR BT S HIRTS

PUT /updates/<update> BREILE

PUT /updates/<update>/upgrade FREIEE I E RS

PUT /updates/<update>/check XI5 E M E B AT ARIZI TR

ReE

PUT /updates/<update>/rollback EIREIFEE R EHBRST

PUT /updates-apply MARRBNERER

DELETE /updates/<update> HBIEENRA T M

POST /updates GRS INEE % & &
£ 105 RpEHEM

E=Lud 3] g

version string BN RARA

date DateTime BEkITEE

status string BEHNABRRSES (FA%)
update_deferred ChooseOne FEIRIZE ['onreboot". "

onrequest"]

FER S HTIEA

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is

advised.

I ARG E

BT RBASKEHRHROER:

GET /api/system/v1/updates HTTP/1.1
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RNARLEH

Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215
Accept: application/json

e Rz 7~ 151 -

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{

"updates": [
"date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"href": "/api/system/vl1/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"

}l

{
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0"

}l

{
"date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"

1

}

RENAR G EH

RIENEFRENEM
ERRA:

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

el Rz 7~ 451 -

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/vl1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

»
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EHRSEN

EHRGEMR

Frek

I a S A _ EHIN AR K ERRE,
fEF curl B9 L& &S RG):

curl --user root:letmein -k --data-binary @nas@2013.08.24,1-0.pkg.gz \

--header "Content-Type: application/octet-stream" \
https://zfssa.example.com/api/system/v1/updates

ELEHHBERRES, FEREIEFRRERES. MIhfE, HTTP RESRKIZE N "201

(Created)", HTEMIEXHIREHFILGHIBNIE,
SERRH:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/vi1/updates/nas@2013.08.24,1-0

"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"

b <L A N EFIRGH G IR EEH5 | SEHEE R EMRE,
"previous”, &M SREEM,

BRI

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade

Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=
Content-Length: ©

e Rz 7~ 151 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
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ERSFREENSISE L EHREK,

sETS — (7|
-GN K

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=
Content-Length: ©

MRz

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

R B 5B S R 15

RRFERANERIRGMISEPRIER.

sETS — (7|
-GN K
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=

MRz

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

»
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RESTful APl BB BRSE

RESTful API BFIRZBEFERE LEEERMEIER AP BIE,

APkRS<

UTHFRS <SR A
& 106 FAFRSH<
ER B2 lapiluserivl iR
GET FIHAFRS &S
GET /users FILFTERFPRCAER
GET /users/<user> REUSERPRIEAER
DELETE Jusers/<user> MRFHRIpRAH P
POST /users SRR, =EREHAR
LUERFAR, SKMRLEERAM
BER
PUT /users/<user> BRAPEY
PUT /users/<user>/preferences () al=pran
GET /users/<user>/preferences FREYF BRI
POST /users/<user>/exceptions BRI A PRI
GET /users/<user>/exceptions/<auth> JREVIE E R A P IR GISMNE M
GET /users/<user>/exceptions 5 E B A PRGN T R
PUT /users/<user>/exceptions/<auth> 1EERIEERI A P IR FISMT R
DELETE /users/<user>/exceptions/<auth> FHERIEE IR R
POST /users/<user>/preferences/keys BIEEFTRYA P ssh 2R
GET /users/<user>/preferences/keys / REVIEER AR ssh ZEAE NS
<key>
GET /users/<user>/preferences/keys SIHFRrE AR ssh B R
PUT /users/<user>/preferences/keys / BEATE AP IY1EER) ssh 4R
<key>
DELETE /users/<user>/preferences/keys / FHERIEE MBI R

<key>
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FIHAF

FIHAR

BTARHAERUTLEEM.

& 107 RFRE%
Bt BB i3
string logname APE RIBREFAE)
number uid P ID, RNBRBFEA
string fullname 2%
string initial_password Zh5
boolean require_annotation EERIFIRINNE
string roles RPN fAE
boolean kiosk_mode Kiosk FAF
string kiosk_screen Kiosk R%&

BERRA:

GET /api/user/v1/users HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215
Accept: application/json

Me) Rz 7~ 451 -

"user":
{
"href": "/api/user/v1l/users/john",
"logname": "john",
"type": "local",
"uid": 2000000000,

"fullname": "John Doe",
"initial password": "DummyPassword",
"require_annotation": false,
"roles": [
"basic"
1,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href": "/api/user/vl1/users/john/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false,
"keys": [

]
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FREXFF

REVAF

IREVA A RS SHEER P ERIARRAIIN. S MNFISIMEREBEX THED
HE%. TEETTRAFEETET.

% 108 PR &%
B ekt iR
string locale EBEFR
string login_screen TRERRER
string session_timeout RNEBE (UDFH R
string advanced_analytics BRI AREZR Analytics 43T

SR EA LIS ssh BIBEENPIE X B EET—E8 57,

% 109 SSH Z$AE M
ESidl BERIR Ei::puy
string type SSH Z$AZAY: RSA 5§ DSA
string Key SSH Z$ANA
string comment 5tk SSH ZEEAXRBRVER
RGN

GET /api/user/vl1/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json

MRz 3

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {

"fullname": "John Doe",
"href": "/api/user/v1l/users/john",
"initial password": "DummyPassword",
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"logname": "john",

"require_annotation": false,
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IR

eIERAR
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"roles'

": ["basic"]

ETHRBAPMBAPEENERZELE, 1880 (Oracle ZFS Storage Appliance EIE15/,
R1ThR 0S8.6.x) HH “THRAFMAE",

tben S fER =Mz

» SIEHMAF -tIBHAF
» RERNEAF - BINERAFRERBR
» FNEER-AWEIERPEXNAFRERIRE,

EER=FERTR, BEMAF KX PosTEX, IEKRMIEXHELE JSON BILHIE

{8
SIEMAREY
% 110 IR B
E] BHRHR 3%
string logname MAPNERE (WE)
number uid AlERAF ID
string fullname MRAPN2E (WH)
string type Ay, EEE. RIEER (BA
H i)
string initial_password MEAFER (i F 4k
7"
boolean require_annotation FERIEIBRNAEGRSE (K
)
RIERFEMY
F111 RIERFEY
3] BB g
string user RRARE
number uid BF D, XNBRAFEHA
string clonename MNREERE
string fullname NRERFANE2E (FERTER

BF)



http://www.oracle.com/pls/topic/lookup?ctx=E78543-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=E78543-01&id=ZFSRCgpvak

AR

Eil) BB R
string password MREAFNER (FEATFER
BARIZLEERAR)

ANEEREM
* 112 ANEEREE

*u RHAT ik

string type BRARF

string logname BERARERSA
Bl 1 BlEEA AP

BRI

POST /api/user/v1/users HTTP/1.1
Host: zfssa.example.com:215
Authorization: Basic abcdefghijklmnop
Content-type: application/json

{
"type": "local",
"logname": "john",
"initial_password": "DummyPassword",
"fullname": "John Doe"

}

LER:

"user":

{

"href": "/api/user/v1l/users/john",

"logname": "john",
"type": "local",
"uid": 2000000002,

"fullname": "John Doe",
"initial password": "DummyPassword",
"require_annotation": false,
"roles": [

"basic"
1,

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"exceptions": [
1,

"preferences": {

"href": "/api/user/vl1l/users/john/preferences",

"locale": "C",

"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false,
"keys": [
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IR

Bl 2 SIZERAR

BERRA

POST /api/user/v1/users
{

"type": "directory",
"logname": "john"

}
HRH:

{
"user":
{
"href": "/api/user/v1/users/john",
"logname": "john",
"type": "directory",
"uid": 26718,
"fullname": "John Doe"
"require_annotation": false,
"roles": [
"basic"
] I
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"
"exceptions": [
] I
"preferences":
"href": "/api/user/v1/users/john/preferences",
"locale": "C",
"login_screen": "status/dashboard"
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
]
}
}
}
fl 3 B ERIER

BRI

POST /api/user/v1/users

{
"type": "data",
"logname": "john",
"initial password": "password",
"fullname": "John Doe",
"uid": 5000000
}
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G

(e

LR
{
"user":
{
"href": "/api/user/v1/users/data",
"logname": "john",

"type": "data",
"uid": 5000000,

"fullname": "John Doe",
"initial_password": "DummyPassword"
}
}
B a BIERILERAF
SEAS — (Tl .
ARG
POST /api/user/v1/users
{
"type": "nologin",
"logname": "john",
"fullname": "John Doe"
"uid": 5000001
}
LR
{
"user":
{
"href": "/api/user/v1l/users/john",
"logname": "john",
"type": "nologin",
"uid": 5000001,
"fullname": "John Doe"
}
}

EREAREN. BRER: RN, EoRsMFRFISN, Sk ssh #H. "UID"

0 "Type" BIRFARAIE,

BRI

PUT /api/user/v1/users/joe HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 24

RESTful APl BP RS
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il

{"require_annotation": true}

SRR

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 236

{
"user": {
"href": "/api/user/v1l/users/john",
"logname": "john",
"type": "local",
"uid": 2000000000,
"fullname": "John Doe",
"initial_password": "DummyPassword",
"require_annotation": true,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]
}
}

llE3zE N

MEBRZERBIFREF o

SEAS —(F| -
BRI

DELETE /api/user/v1/users/joe HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215
Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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ERLRSAIUEETFR. TERR LHEISEHRIGEEENMAE, TR UE
NEFAER A LTREPEITHI S ASHAMNIT, B UEAERIRENERS
ENBEHRITIER; Alt, TERAITISEUBEREERBIIENSNHTT R, H
A ATFERELAR NN BEF R REHEHITRD.

TERRS <

TRERT TERRS <

% 113 TERRS <

&R B&1% lapilworkflow/vl iR

GET FIETIERARS <o
GET /workflows SIHPRE TIER

GET /workflows/<workflow> FIHEENTIEREME
PUT /workflows/<workflow> BEIEENTIEREE
PUT /workflows/<workflow>/execute PATIEEM IIER
DELETE /workflows/<workflow> HBRIEENITIER

POST Iworkflows Eig&E EMERBTIER

FIh TR

FIHIgE L RIPFAE TIER. MIRIEE T EIBSE showhidden=true, WHIREIEE
-%L:_Fﬁ%ﬁllkumlﬂzﬂm

BERTA:

GET /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json
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RETIER

MRz 3

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

iy
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
iy
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris
Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffad1id9el",

iy
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
iy
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
1

REXTAER

REENTERNEB Y. EARKP, WR Accept $EE N application/javascript,
NSIREITERAR, BUKREITEREM.

5K —Accept $8E N application/javascript:

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfssa.example.com:215

Accept: application/javascript

MRz 3

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
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RENTAER

description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
parameters: {
hostname: {
label: 'Client hostname',
type: 'String'
i
ipaddrs: {
label: 'Client IP address',
type: 'String'

i
validate: function (params) {
if (params.hostname == "'') {
return ({ hostname: 'Hostname cannot be empty.' });
}
if (params.ipaddrs == '') {
return ({ ipaddrs: 'IP address cannot be empty.' });
i
execute: function (params) {
try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );
}
}

BRI — Accept RIEEKISE /I application/json:

GET /api/workflow/vi1/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfssa.example.com:215

Accept: application/json

MRz

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",
"uuid": "cc574599-4763-4523-9e72-b74e1246d448",
"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678f245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",
"owner": "root",
"origin": "Oracle Corporation",
"setid": false,
"alert": false,
"version": "1.0.0",
"scheduled": false
}
}
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B TIER

BERTIER

HRETERFRAE PUT BRFERENTIERNE T,
BERRG:

PUT /api/workflow/vi/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"setid": false}

el Rz 7~ 451 -

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 234

"workflow": {
"alert": false,
"description": "Echo bird repeats a song."
"href": "/api/workflow/vl/workflows/448b78el-f219-e8f4-abb5-e01e09elfac8",
"name": "Echo",
"origin": "<local>",
"owner": "root",

"scheduled": false,

"setid": true,

"uuid": "448b78el-f219-e8f4-abb5-e0le@9elfac8",
"version": ""

HMITITIER

RITTEREIAHIREISER, A TIERSEERXIEEES|EXXHRY JSON WK, AL
=P Hﬂ@HﬂT&umnmm@mhu&@aﬁA%%EﬁmﬁmNN%,kﬁﬁ@
BIERBEH.

BRI

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/execute HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}

LERT:
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B TE

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

{
}

"result": "tweet tweet tweet\n"

MR TER

Mig & FRER TIEREIZS,

BRI

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: */*

SRR

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

FEHTER
BT EHEIgE.

BRI

POST /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
song: {
label: 'words of a song to sing',
type: 'String',

+

execute: function (params) { return (params.song) }
}
LR

HTTP/1.1 201 Created

g
k)
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if

EHTER

=

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: jkremer/generic@2013.09.14,1-0

Location: /api/workflow/vi/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce997l

{
"workflow": {
"href": "/api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"owner": "root",
"origin": "<local>",
"setid": false,
"alert": false,
"version": "",
"scheduled": false
}
}
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RESTful & #1

f2fa HTTP FF MR B{E RESTful EFHl. BEEZIR URL RN, BIfE BUI
A]iR[E] RESTful API GET 455, Mozilla Firefox BRE T Al R AT 2 H RESTful i&K

B9 RESTful ZF H#E3R (https://addons.mozilla.org/en-us/firefox/addon/
restclient/)o LEARIRFIF PUT. POST # DELETE IERIUMKIEFEHI HTTP GET iEK, 75
TEEEXEZM RESTUl EFVINEZFMAEE

Curl Rest Z ]

RN EANET CLI A HTTP EFHLA weet 1 curle AATBNET ZMEA curl 1T
RESTful API JHRRYRGI, LAKBIEER weget SEIMAIZEATHEE,

IREN R RENE

R RN 55 A & B2 AY HTTP GET iESRRIREVFELE JSON #43E:
> curl --user ${USER}:${PASSWORD} -k -i https://zfssa.example.com:215/api/nas/v1/pools/gold

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2013 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "gold",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0

H

"peer": "0OOOOOOOO-0O0O-0000-C0CO-0000CEEEEEE",
"state": "online",

"owner": "tanana",

"asn": "314d252e-c42b-e844-dabl-a3bca680b563"
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Curl Rest ZF#

IR

IR R RINEFEBER P RIX JSON iz AR EFHFH IR

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfssa-host.example.com:215/api/user/vl/users <<JSON

> {"logname": "rest_user",

> "fullname": "REST User",

> "initial_password": "letmein"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2013 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {
"logname": "rest_user",
"fullname": "REST User",
"initial password": "DummyPassword",

"require_annotation": false,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"],

"exceptions": {3},

"preferences": {

"href": "/api/user/v1/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false,
"keys": {}

BEMBRIR

R EHE R P R ISR :

% curl --user larry:letmein -3 -s -k -1 -X PUT \
-H "Content-Type: application/json" -d @- \
https://tanana:215/api/appliance/v1/users/larry/preferences <<JSON

> {"session_timeout":60}

> JSON

HTTP/1.1 202 Accepted

Date: Wed, 24 Jul 2013 05:43:17 GMT

X-Zfs-Sa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: ©

{
"preferences": {
"href": "appliance/vl/users/larry/preferences",

202 Oracle ZFS Storage Appliance RESTful API $§85, %71T7hR 0S8.6.x * 2016 &£ 9 A



Python RESTful ZF#1

"locale": "C"
: ’

"login_screen": "status/dashboard",
"session_timeout": 60,
"advanced_analytics": false,
"keys": {3}

MIERILE H

ﬁ np-vi—rﬁﬁf*‘kk?ﬁ_JuqﬂﬂﬂJ&?

curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE https://tanana:215/api/appliance/v1l/
users/jschwartz

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2013 13:21:11 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Length: ©

Python RESTful Z 1l

Python RESTful API ZF HF#EMt 7— REST Mk ZE, aIthEh RESTful ARSS AR FF
&Ko

RESTful B P HAE2 R

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "letmein")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()
>>>
opener = urllib2.build_opener(urllib2.HTTPHandler)

>>> opener .addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
. ('Content-Type', 'application/json'), ('Accept', 'appplication/json')]

$AIG, FILAER opener ¥TFARLE BRI H HE B IF RIX/AZUL JISON #IERIIFK,

FREA TR

fER AT Python 1XA3 RT LAM RS RESTful API ZIRIRENE IR,
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GET =1

>>> request = urllib2.Request("https://zfssa:215/api/network/v1/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href":
"/api/network/v1l/routes/ixgbe0,0.0.0.0,10.80.231.1",
"interface": "ixgbe0",
"mask": O,
"type": "static"
}
]
}

BIERR

FBF eI ZEIRAY Python IR

>>> action = {'category': 'network'}

>>> post_data = json.dumps(action)

>>> request = urllib2.Request("https://zfssa:215/api/alert/v1/actions", post_data)
>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)

>>> response.getcode()

201

>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"actions": {
"category": "network",
"datalink_failed": true,
"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",
"ip_address_conflict": true,
"ip_address_conflict_resolved": true,
"ip_interface_degraded": true,

"ip_interface_failed":
true,
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"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

(R

BT ERIMBZHIRRY Python REFIFED:

>>> put_data = '{"ip_address_conflict_resolved": false}'
>>>
request = urllib2.Request("https://zfssa:215/api/alert/vl/actions/actions-001",
put_data)
>>> request.add_header('Content-Type', 'application/json')
>>> request.get_method = lambda: 'PUT'

>>> response = opener.open(request)

>>> response.getcode()

202

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": false,
"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,
"network_port_down": true,

"network_port_up":
true

HIBRINE H IR

FAFMPFRIAE FHIRRY Python RFIFLED:

>>> request = urllib2.Request("https://zfssa:215/api/alert/v1l/actions/actions-001")
>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()
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