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Oracle ZFS Storage Appliance RESTful APl Al
x|

Oracle ZFS Storage Appliance= HEQIIE Solf 28Xl It 3! =X O|0[E MH|A

£ M3 eLct o] MEMO|M = O{Z20|HAE 2H2|5H= O] AH8E =~ U= Oracle ZFS
Storage Appliance RESTful API(S€ T2 T2 21 QIE{H|0]|A)0f| CHal MEEHL|C
RESTful Ot |El X = #|E2Hel 22H0|HE-MH RS J[to 2 5tH, Z20[AHE 4 ¢lo]
BZE 5, 2t2H U 7|EL HESRZ A|ARS Sl MHIAE EEHSHA HX|EY = JUCE i
FLCt.

ﬂhI

RESTful API 215

Oracle ZFS Storage Appliance RESTful API= BUI 2 CLI?F 53 Q15 AtH &
SYLICL 2R SE0|HEN S0 EE QB2 O{E2I0|HA XA ZHE AE
HYOR QBE D, XE 2150 M HTTPS HZS Soll +HELICH RESTful APIE At
9| 7k M2k £17t 15222 HFYE HTTPS MHES X[ FLIC

252 L= g4 & SILIE AF8Y &= JA&UICH
n 7|2 2T -2 Y= ASXH 2a010] R0 RLOJOF BLCE

HTTP 8l o

Authorization: Basic abcefgMwE
» AEXQIE - BUI = CLI 2301 Xt ZHO| Q1B AL ELICt. of
sl= 2301 0|22 Eg.*oHOII SHH X-Auth-Key slH= 202 4= E

HTTP 8l o

AL X-Auth-User
ZotsHof giL|Ct,

X-Auth-User: root
X-Auth-Key: letmein-xxx

N QIF - NH0| ASE B MH0| Btz WX AL BHS dAst= o MM |l
E MET o USLICE MH0| U= E = HHO| SEE|7| T CHA| QIS S A0k gL

Ef.
MM S off:

X-Auth-Session: guiggpQRE4g89ngb
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RESTful APl HZ

RESTful API HA

X HEl o{Z2t0|AHA 2| A0 CHEH RESTful API H{ZF0f| O{Z2}0|HA AT EQ0 HE 1 &
X[ote M HM HS I UELICEH RE @Ko SE 6|0 O] HM HS It HhetEIL|Ct,

X-Zfssa-Version: nas.2013.1.1

MH|A HH

M| A0 HM|ASHZ| 8H URI(Uniform Resource Identifier)2] YEEOZ HH H 7t 2t
MH|AOf ZBHEILICEH HAO= F Heot B HE I JELICE X2 F HE HSE MSl
OF StX|2H & HH HS = MEfMO|D 2 NSSHX| Y2 ER 7|22 gt "0"C 2 X[HEL
Ch = Hz = MH|AQ = HS o AUX|sHOF SLICE B HS = MH|AL| B M HL RoLL 2
ofof gfL|Ct.

Of: 220U E= HT M "2.1"S 48 Sl MH[20] Chist LR 2F

mo
N
OOI'
il
r
il

28 #HH sgg

vl F alse - & =7t LX[SHX| 4&LILH.

FEXISHE 2 HeE o] HEDL =

N

v2 True-F #HE
SHEIL|CE

v2.1 True - T HZQt B HSIF AX[FfLICH

v2.2 F alse - & HZ 7} LX[St=0 £ Ha 7t £ HEYL
ct.

E ZE HF0| oM s MH|A API T HF 0| L RSHK| §&LICH O{E20[AA
U EHR ME 7t5Y S5 FEE 2Fst= ol AFE0{of LTt ot 0|2{st &
A2 CLI & BUIO|| HHEE[ 1 oljE O] Z 20| AL AAHAL[ T|5S HAILICH

E M| = M £3 S5 FELICH

LS -1 o/ o

O] HHnt S ote|= FHO| 2|4l HTO| =7t

M S= HEE PAStEE B ofof BT 8 WS
HPAZO| AS W STt

» J|E MH|A0 M BEES FItEL.

n  MH|A FHO| M ol oiviH4E FItetLCt

F Ho = MH|2 APIO| 2 2HE[X] gis HEAAMEO| AS o SItLCt

»  HF O O7fHSE ML,
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Ut RESTful &

» J|E MH|A0M BHE S HAELIC

O|Z20| 1A ATER0IS £ U2| A0 SEX| BHs W

He B |

Lo — [ .
Ch £ YUH0|E St X|F & Mu| A9 o] HTO| JAAL §lE == ASLICH 2
RIHE 2E0| Cfet $xY M| o ZatojelA APIZ B HTTP &

X-Zfssa-Nas-Api: 1.1

Qldt RESTful =

ChE B= XFE 2|20 et 2H RESTul 2 HE 2HELICE

E: Ut RESTful &Y

k) a2 oy

GET resources RE 2|AAE LIFELIC

GET resources/<name> MEHE 2| AAE HHSH= JSON A

HE 7t 3L C

POST resources M 2| aAE gHSL|CH

PUT resources/<name> MEHEl 2| AA S SHBL|CH
DELETE resources/<name> MEHE 2| AA S APIELICE

HTTP S8 =&

2= %'FJ E"lolE'IE RFC 4627 (http://tools.ietf.org/html/rfc4627.html)0“ —ql*H ng_o_|5| I:H

Z JSON YAloZ QIRGEIL|CH HEZ X|™HE|X| Qb= o Thel 2|A A0 CHeE HEL 2|
A 0|22 52 MEZ A= tHY JSON 22 K|S vtetstL|Ct 2 HE MMM e
JSON Z 1} ZiH|ofl Htet=l S5 HE 0|2 EA2teLICt.

HE 2 MEGHK| Qb= o IS 7| (posT) U +H (Put) HE2 £
AS| SE MHEE HI2EIL|CH LHE S cer REO| 2ol BHetEl Zat L X|sHoF BhL|Ct,

"resource_name": {
"href": "path/to/this/resource",
"property_01": "value_01",
"property_02": "value_01

o] A ad

12 GET B

rio

BlAA 222 ulBtELICH

—

Il

-~

"resource_list_name": [

{
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HTTP S& sl

"href": "path/to/resource_01",

"property_01": "value_01"
Ao

"href": "path/to/resource_02",

"property_02", "value_02"

Z -0l 2MollM= HEo| 2Lt 27| £A 2HS7| 28l 2|8 7] 3 SMS 71510 40| X|
HE JSON thet ZatE Hof ELIC AH £32 0| YAIS ZedSHX| ghELIC

HTTP 3% &

HIO|E{E T&3h= 2= O{S2H0|AA MH|A HH2 JSON H|0[E] ¥AlS AHEdHL L2 3|
o 22 2a= gL},

Accept: application/json
Content-Type: application/json

SH slHoll= ks 271 ZZEU

Date: Tue, 23 Jul 2013 13:07:37 GMT X-Zfs-Sa-Appliance-Api: 1.0 Content-Type: application/
json Content-Length: 357

22 Zto| A B0|E{7} LAl HAE|7| Hol= LHS ZO0IS & 4 QiBLICH LI Zo|7t A
Zg|x| ghe 29 Sato|dES EOFTIX| 28 222 ¢of uiets

- oH-d =
Ct.
Xlo A
Ao D7 H
U QS uhE CIO[E|S STSFLL S MeE Ho| U4 S ALZELICH XA
HEe 2t 2|A2A0 et MEME HZSHUA L. BE 2[AANAM ZE HO| O7fHSE X9
Sh= A2 oteLct. O] Mo M= 2|AaATF X -E ol ii7fH~E Foid o ALSE Ui A
| O{7HH=~0f] CHEH A B A HetL|Ct,
H2 Ut 2o of7HHS
TETEES a
props=true 2|AA0 et S ME HEIHO|HE LR CHo |2
ot false).
limit=n HHStEl 28 @4 5 FetetL|ch
start=n HhetEl Q4 CIO|EE A|&SH= O AL E QEA M
= Azt
depth=n HE2tEl ClO[E o MEYE 2'H S XY= ldlA Hs
iLICt.
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el ofzpe4

OiHEH 2 Ay

match_Property-Name=Value XHE S5 HE 0|8 A 2h3t LX|SH= HO[EE LIE
stL|Ct
gLt

props 22| IW7H= £[Z AH2XI7t HIEHH| OB 0] BM|A S 2~ QEF cer, posT, puT HEHO|

ICt. |5 AEXHE 2O of7HH 4 propsE trueZ MESIH 0| 7|52 KT
LICH eet & put 2t O AR HHEtEl JSON ZiH|ofl= QM E H|0|E{2t S2 M=ol HIEIH|0|E
SE0| ZEELICH poste| B AMEXII} E|AAE NMOHE OHE 4 U= F HIEIH|O|E{ T st
ELICt.

bal

B3 S5 ME HEtH|O|E 2k
SEXNE g
name SEHHOE
label SE HHo MY
immutable SE ZHE +NY £ gl3S LIE= E2iaLCh
type SE H¥E |49 string, Integer, Boolean...
choices HHE SE HEO F2 M8 JHsth gt il

1

limit 2= M2 0| RAE vHete 5 A= o2 cer B0 ALESHY] HretE 20 24
=1 o

A .
9| Di7HH=: start
start 21| D72 limit 0fH 4 S X2
o =
=

O|HE AlZSt= O| AHE|= AIZH QIElA 2
QIEA = "20130531T01:13:58" 1} Z2 AlZh 2t = JASLILCE.

Ho| o744~ depth

depth 22| DH7HHE cer O ALY 2|22 SFS MY = AFLICE Of DiHS
£ HetEl 289 NREYE 22S XIFst= o AHEELIT. depth A7t 25 MEEET}
Cf Bo| HhetE LTt
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o] o4

A o| o7 #H 4= depthoil CHSt RE 2| of|:

GET /api/user/v1/users?depth=2 HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

O ol M AFEXE S E 2 depth=27tX[0f sliEdts MEEHEt o7 HhetE LTt

SE

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1558
X-Zfssa-Access-Api: 1.0

{"users":
"na#g": "root",
"properties": {
"logname": "root",
"fullname": "Super-User",
"initial password": "DummyPassword",
"require_annotation": false
i
"children": [{
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false
i
"children": [{
"name": "keys",
"properties": {3},
"children": [],
"list": []
’
%1ist": [1
ap
"list": [],
"href": "/api/user/v1/users/root"

1y

"name": "tom",
"properties": {

"logname": "tom",

"fullname": "Tommy",

"initial password": "DummyPassword",

"require_annotation": false,

"roles": ["basic"],

"kiosk_mode": false,

"kiosk_screen": "status/dashboard"
i
"children": [{

"name": "exceptions",

"properties": {3},

"children": [],

"list": [{

"name": "auth-000",
"properties": {
"scope": "stat",

18 Oracle ZFS Storage Appliance RESTful APl A& A|, 2I2|A 0S8.6.x » 20163 9&



O{E2t0AL 2F

"drilldowns": "*",
"allow_create": false,
"allow_read": true

i

"children": [],

"list": []

i

{

"name": "auth-001",
"properties": {
"scope": "ad",
"name": "*",
"allow_domain": true,
"allow_workgroup": false

i
"children": [],
"list": []
H
boAo
"name": "preferences",
"properties": {
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false

i

"children": [{
"name": "keys",
"properties": {3},
"children": [],
"list": ["key-000"]

B
"list": []
p
"list": [],
"href": "/api/user/v1/users/tom"
H

[

Zlo] oj7ftH4=: match

ZAAH S
[ R =1

njo

match_Property-Name=Value 22| NI HFE cer BHO| AFESHO] 2[AA Z5
$ UASLICE X[™HE SE HE 0|8 U 21t YX|st= H|o|E 50| HretElL|Ct.

—

LFEE LIS 2 SE HOIZER gH RFE LIEIUE HTTP 4B Z=E ghetetL|C},

I

{

fault: {
message: 'ERR_INVALID_ARG',
details: 'Error Details...',
code: 500

Oracle ZFS Storage Appliance RESTful API A|Z}8t7| 19



O{E2t0[AA 2F

}
}
24 it o= AL

0|2 ac 9

ERR_INVALID_ARG 400 HRE A= ol Lct

ERR_UNKNOWN_ARG 400 XE|=|X| 42 37t ™ QlelL
Ct.

ERR_MISSING_ARG 400 2 A 2Tt SE|ASLICH

ERR_UNAUTHORIZED 401 O] ALEXIO|AH = HES MY &
A= Hzto| &Lt

ERR_DENIED 403 ol AREASLICE

ERR_STATE_CHANGED A AR MEfTL SERILICE

ERR_NOT_FOUND 404 FE =S S + elsLn

ERR_OBJECT_EXISTS 409 20| o|0| EX{st= HHIE HELI
Ct.

ERR_CONFIRM_REQUIRED 409 2H0| confirm=true Z 9| Dj7H4
7t t2E AE QFRLICEH

ERR_OVER_LIMIT 413 U HO| 2 HAM M2|e 8l
SLIch

ERR_UNSUPPORTED_MEDIA | 415 QFE oM 0| RENM X|E|
X| gk&LCH

ERR_NOT_IMPLEMENTED 501 E0| Roix[X| eb&LC

ERR_BUSY 503 HstEl 2|AAZ OIS MH|AE AL
o £ elgLtt
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RESTful AP| &

M M| A AMH|AE=Oracle ZFS Storage Appliance2 2= RESTful APl A{H| A0 CHSE A|ZHE
L|Ct O] MH|AE AEXLAHE ZEHE Q1B HH 3 HMA X|HE ZESI0 A8 Tts
¢t RESTful APl MH|AE LIESH= O Arga L{Ct.

AH|A M| A

MH|AO| HN|ASHZ{H URL http://zfssa.example.com:215/api/accessivig AFEEILICEH

CHE AMH| A0 HMASI2{H HMA MH|AS AFESH0 2015H0 A 7Hs ot MH|A 9| 2|
K| S TS 7t 2 CHE HHEtEl URIE AFE3H0 0|2{8h AH| 201 HAM[ABILITE AH[A 21X
£ oM o{SE0|HA 7Y = HE[2 YES 7 |EC 2 HEE 5 AFLIL

—

ES5 MH|A HMA HH
a a2z 29
GET Japi/access/vl RESTful APl MH|A HNA K-S
LS| CY.
POST Japilaccess/vl 20! MM S BhELCH
DELETE Japi/access/vl NMofl A 230t Ct,
MH|A LIE

list services BH2 AFE 7h5¢et MH|A HM|A URIE LIEELICE 231 MMS JSHX| 8
= B list services FHS Mgt XA %%‘J"—P SH AFESH ALE Tttt

URIE Ltge o= ASLICE o] BH2 slie S EH0IALMM AEE = /= ZE RESTHuI
API MH[A SIS LIGRLIC]

- o:

GET /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: joeadmin
X-Auth-Key: letmein
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Z1t o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 190
X-Zfssa-Access-Api: 1.0

{
"access": {
"services": [{
"version": "1.0",
"name": "appliance",
"uri": "https://zfs-storage.example.com:215/api/appliance/v1"
oL
"version": "1.0",
"name": "nas",
"uri": "https://zfs-storage.example.com:215/api/nas/v1"
oL
"version": "1.0",
"name": "replication",
"uri": "https://zfs-storage.example.com:215/api/replication/v1"
oL
"version": "1.0",
"name": "san",
"uri": "https://zfs-storage.example.com:215/api/san/v1"
oo
}
}

MH|A 71X 7| HH

get service= AFE 7hSTH RE Y SES Zo0] olid AfH|20f CHet YEE BratetL|ct.

-

GET /api/appliance/vl HTTP/1.1
Host: zfs-storage.example.com
X-Auth-Session: guiggqpQRE4g89ngb

SE ol

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 204
X-Zfssa-Access-Api: 1.0

{
"service": {
"name": "appliance",
"methods": [
{
"description": "Get appliance RESTful services",

"path": "/apis",
"request": "GET"

"description": "Get appliance RESTful service properties",
"path": "/apis/<api:path>",
"request": "GET"
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{
"description": "Create a new alert threshold watch",
"path": "/alerts/thresholds",
"request": "POST"

o]

posT RE S L0 UM A MH|A0M Q1F MM IDE ELICE O 21T M ID‘.: OE 2
= MH[ZO0IM ID XHH SH2Z MEE £ UAFLILE ¢IE ID= AL Md AlZH £t S5
HEol| o3l 2 E AlZH £t 7|2t 0|F 2R otELICE 7|=2t2 CthoH 152 LT oerete 2

H2 MM IDE 230t Y a6t o AH2E £ UE

EC20|HEE= 2t @HE 1 & 0I5 I*EE IH HM&SIEE QIE MMo| ERSHX| &LICEH,
RESTful API 2t 0] statelessO|2 £ Q15 D2 M A EIL|CT.

221 MM

Hl post QE2 M 2301 NMS QETILICH & A HTTP &El 2010| AHE Jts
RESTful APl MH|A 288 Xofot= HY S5 ™ "access"7t Y= JSON 7—'.*X1|9f SHH| gt
SHEIL|C,

2391 - o

POST /api/access/v1l HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein-xxx

g3t 21012 X-Auth-Session HTTP 8| E &3 HTTP &€l 201(Created)2 & MM
IDE gtetetL|CE SE 222 o 21212 Sdf °HA1|*°* & Ae MH|A SES ZERLC

HTTP/1.1 201 Created
X-Auth-Session: guigqpQRE4g89ngb
Content-Type: application/json
Content-Length: 378
X-Zfssa-Access-Api: 1.0

{
"access": {
"services":[{
H
}
}
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MM 23012

Bl peLetes MIMS 2012 Y 2535t QFS A%

2702 28 of:

DELETE /api/access/vl HTTP/1.1
X-Auth-Session: guiggpQRE4g89ngb

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Access-Api: 1.0
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ZHE RESTful APl MH|AE ASIH AA|El ZE0| CHot A A SEHE FHE
UELICH
- -| | A Had
S5 AMH|A BF
Che E= 45 MH|A HEE H0f FLICH
H6 ZE MH|A HY
X A2 Japilalert/vl oy
GET ZE MH|A HHES LIFRILICE
POST /thresholds M ZE A gt YXIE oL
GET Ithresholds/<threshold> XHE 28 LA 1K S8 HE
£ 74 3Lict
GET Jthresholds DE ZE AAZE YK AN E LIS
grLict.
PUT [thresholds/<threshold> XEE 22 AAZL /1K HHE 5
et
DELETE Ithresholds/<threshold> XHE dAZE HHE ARIELICH
POST Jactions M A2 ZTK|E gHEL|Ct
GET Jactions/<actions> XYE 22 =X S5 FEE 7HH
=SLIch
GET Jactions DE ZE ZX| 2AE LIFRLICH
PUT Jactions/<actions> XHE 22 =X M E +FeU
Ct
DELETE lactions/<actions> XIHE =X| M| E Af™RILICH
POST Jactions/<actions> M ZE =X &g otsL|Ct
GET Jactions/<actions>/<action> XHE 22 =X| &Y SE HEE
b Lt
PUT Jactions/<actions>/<action> XYE 22 =X & UM E +H
ghLict.
DELETE Jactions/<actions>/<action> XME =H N E APA|ghLCE

RESTful APl Z& MH|A
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2%

A2 Japilalertivl

/events

U2 Al
9|3t ot

H XS UHS=E BFYE
HET} Lo JASLICE HA

29

7|2k

QIX|of CHE DR AlEXt
("immutable")

stathame

AnalyticsStatistics

X A ["cpu.utilization”, "arc.
accesses", "arc.size", "arc.
12_bytes", "arc.l12_accesses",
"arc.12_size", "syscap.bytesused",
"syscap.percentused", "repl.
bytes", “repl.ops", "shadow.
kilobytes", "shadow.ops",
"shadow.requests", "io.bytes", "io
ops", "datalink.kilobytes", "nic.
kilobytes", "net.kilobytes", "ftp.
kilobytes", "fc.bytes", "fc.ops",
"http.regs”, "ndmp.bytes", "ndmp.
diskkb", "ndmp.ops", "nfs2.bytes",
"nfs2.ops”, "nfs3.bytes", "nfs3.
ops", "nfs4.bytes", "nfs4.ops",
"sftp.kilobytes", "smb.ops", "srp.
bytes", "srp.ops", "iscsi.bytes",
"iscsi.ops"]

type

ChooseOne

stat?t MietE =35t AHLE(normal)
Het ofzf 2 Ho{H w(inverted)
ZEHE HAEX] HE ["normal”,
"inverted"]

limit

Positivelnteger

S0l chet mMB 2t

minpost

Duration

A A AZEEAS HEE AABH

41 T ©

Toil RXIBHOF BrLICt,

days

ChooseOne

EX dol|ot A= A [all”,
"weekdays", "weekends"]

window_start

TimeOfDay

window_start2t window_end At
ololi2t ZE Al ["none”, "00:00",

"00:30", "01:00", "01:30", "02:00",
“02:30", “03:00", “03:30", “04:00",
“04:30", “05:00", “05:30", “06:00",
“06:30", “07:00", “07:30", “08:00",
“08:30", “09:00", “09:30", “10:00",
“10:30”, “11:00”, “11:30", “12:00",
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“12:30”, “13:00", “13:30", “14:00",
“14:30”, “15:00”, “15:30", “16:00",
“16:30", “17:00”, “17:30", “18:00",
“18:30”, “19:00”, “19:30", “20:00",
“20:307, “21:007, “21:30", “22:00",
“22:307, “23:00”, “23:307]

window_end

TimeOfDay

window_start®t window_end A}
oloflzt BE A Al [‘none”, “00:00”,
“00:307, “01:00", “01:30", “02:

00", “02:307, “03:00”, “03:30", “04:
00", “04:30", “05:00", “05:30", “06:
00", “06:30", “07:00", “07:30", “08:
00", “08:30", “09:00”, “09:30", “10:
007, “10:307, “11:00”, “11:30", “12:
007, “12:307, “13:00", “13:30", “14:
007, “14:307, “15:00", “15:30", “16:
007, “16:30", “17:00”, “17:30", “18:
007, “18:307, “19:00”, “19:30", “20:
007, “20:307, “21:00", “21:30", “22:
00", “22:30", “23:00", “23:30"]
("immutable")

frequency

Duration

ZEE MAAMSH| H £ & Al

minclear

Duration

"all clear" Z2E AAISH7| H &
A MEHQ| XA AlZE

o
[

a4

TYE 2

- o:

rin

Alzx

B AAIZS LI

oy

LIE

GET /api/alert/v1/thresholds HTTP/1.1

Authorization:

Basic abcd123MwE=

Host: zfssa.example.com:215
Accept: application/json

SE

HTTP/1.1 200 OK

Date: Tue,

27 Aug 2013 17:38:40 GMT

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 689

{

"thresholds": [

{

"days":

"all",

"frequency": 300,

"href": "/api/alert/vil/thresholds/
bec758ch-346e-6a7d-c211-b320c09ef6a6",

"limit": 500,

"minclear": 300,
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"minpost": 300,

"statname": "cpu.utilization",
"threshold": "threshold-000",
"type": "normal",

"uuid": "bec758cb-346e-6a7d-c211-b320c09ef6ab",
"window_end": 0,
"window_start": -1

"days": "all",

"frequency": 300,

"href": "/api/alert/vil/thresholds/
475799d8-32c8-6ff6-882c-aal3b66e3aba2",

"limit": 100000,

"minclear": 600,

"minpost": 300,

"statname": "datalink.kilobytes",

"threshold": "threshold-001",

"type": "normal",

"uuid": "475799d8-32c8-6ff6-882c-aal3b66e3as5a2",

"window_end": 300,

"window_start": 1200

[
[

B A 7t L]
clel Z 7gtol it 52 FEE LiggiLict,

- o:

GET /api/alert/vi/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

2t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 363

"threshold": {

"days": "weekdays",

"frequency": 300,

"href": "/api/alert/v1l/thresholds/
1b15d405-75c4-4c0Oc-e0f6-8a108165b874",

"limit": 100000,

"minclear": 300,

"minpost": 300,

"statname": "datalink.kilobytes",

"type": "normal",

"uuid": "1b15d405-75c4-4cOc-e0f6-8a108165b874",

"window_end": O,

"window_start": -1
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POST /api/alert/v1/thresholds HTTP/1.1
Host: zfs-storage.example.com
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 50

{"statname": "datalink.kilobytes", "limit": 100000}

SHE ol

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 321

Location: /api/alert/vi/thresholds
/1b15d405-75c4-4c0c-e0f6-8a108165b874

"threshold": {
"href": "/api/alert/vi/alerts/thresholds

/1b15d405-75c4-4c0Oc-e0f6-8a108165b874",

(]

- o:

PUT /api/alert/vi/thresholds/1b15d405-75c4-4c0c-e0f6-8a108165b874

HTTP/1.1
Authorization: Basic abcd123MwWE=
Host: zfssa.example.com:215

{"days": "weekdays"}

SE o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 326

RESTful APl Z& MH|A
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"threshold": {
"days": "weekdays",

[

DELETE /api/alert/v1/thresholds/475799d8-32c8-6ff6-882c-aa3b66e3a5a2
HTTP/1.1

Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

= ad

= all

= appliance_software
= backup

= cluster

®  custom

= hardware

= hardware_faults

= ndmp

= network

= replication
m replication_source
= replication_target
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m  restore
m  scrk
= shadow
m smf
= thresholds
s zfs pool
HS8 ZHE XX "ad"
EEReT 2y EE
active_directory_degraded 2E ZE{ = active_directory_degraded O|HIE

[true EE= false]@t L X|sHof BFL|CT.
smb_kerberos_client_authentication_degradg@& ZHe

mb_kerberos_client_authentication_degraded
O|#IE [true E= false]2t L X|sHOF L CE.

"9 ZE =X "all
SEHE /Y oy
all_defects 22 ZE{ £ all_defects O|HIE [true,
false]t 2 X[sHOF L|C.
service_alerts 22 LE| = service_alerts O[HIE [true,
false]t 2 X[SHOF EFL|C}.
all_hardware_faults ] LE{£ all_hardware_faults O|HIE
[true, false]2t L X[sOF &Lt
=10 ZAE ZX| "appliance software"
SEXHE /Y g
obstacles_to_system_software_upgldf= e

obstacles_to_system_software_update
O[HIE [true, false]2t Y X|SHOF EHL|
=3

HEE
operating_system_kernel_panic
O|HIE [true == false]2t Y x|sHOF
gLct.

Mo

operating_system_kernel_panic g7

H11 ZE ZX| backup
SEHE 4 g
backup_finished 2 ZE = backup_finished O[HIE
[true £ false]2F Y x|sHOF BfL|Ct,
backup_started ] ZE &= backup_started O|HIE
[true EE= false]2F L X|SHOF BFL|CE.
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H12 AY ZX| "cluster"

SEXHE /Y g

cluster_i /o_link_down 22 ZE = cluster_i /o_link_down O[HIE [true &
= false]2t LX|sof &tL|Ct.

cluster_i /o_link_faile T= =E{= cluster_i /o_link_faile AIE [true &£

luster_i /o_link_failed EE ZUE{= cluster i /o_link_failed O[HIE [true &

= false]2t L X|sHOF EL|CE.

cluster_i/o_link_u = 2 E{= cluster_i/o_link_u HIE [true EE=

lust /o_link_up HE ZE & clust Jo_link_up O[HIE [true EE=

false]2F Y X|SHOF BfLICE,

unexpected_peer_error_occurred g2 ZE{= unexpected_peer_error_occurred 0|
#IE [true L= false]2F L XIsHOF BfLICH

communication_t o_peer_lost 22 ZE{= communication_to_peer_lost O|HIE
[true EEE false]2F 2X|SHOF BfL|Ct.

cluster_peer_panicked 22 ZE £ cluster_peer_panicked O|HI E [true &
= false]2t L X|sHOF EL|CE.

failed_to_set_s 22 EE

p_root_password_on_cluster_peer failed_to_set _sp_root_password_on_cluster_peer
O[HIE [true S & false]2t L X|SHOF EHL|CH.

cluster_rejoin_failed_on_peer 22 ZE{ & cluster_rejoin_failed_on_peer O|HIE
[true EE£ false]2t Y X|SHOF RHLICE.

cluster_rejoin_mismatch_on_peer g2 ZE{ &= cluster_rejoin_mismatch_on_peer O]
HIE [true £ false]2t YX|sHOF LICE,

cluster_rejoin_completed_on_peer 22 Z'E & cluster_rejoin_completed_on_peer O]
HIE [true L& false]2t YX[SHOF FLICH

cluster_peer_lost_communication_token 22 EE
cluster_peer_lost_communication_token 0|
HIE [true & false]2t Y X|sof LICt.

cluster_rejoin _failed 22 LEE cluster_rejoin_failed O[HIE [true ==
false]2F 2 X|SHOF BfLICE.

cluster_rejoin_mismatch g2 ZE = cluster_rejoin_mismatch O[#HIE [true
EE = false]@t Yx[sHOF BfLIC.

cluster_rejoin_completed 22 ZE £ cluster_rejoin_completed OHIE [true
EE = false]2t YX[BHOF rL|C.

cluster_takeover_complete g2 LE{= cluster_takeover_complete O[HIE

p p

[true EE= false]2F 2 x[sHOF BFL|Ct,

resource_import_failed_during_cluster_takeover | & ZHe
resource_import_failed_during_cluster_takeover
O[HIE [true == false]2t Y X|sHOF EHLICE.

local_cluster_communication_token_lost 28 &
local_cluster_communication_token_lost O]
HIE [true £ false]2t YX|sHOF LICE,

H13 & ZX| "custom”
5= 3% 7 P
patterns 7|2k FMA O[HIE patterns
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H14 ZE EX| "hardware"

SEXMHE /Y g

fibre_channel_port_down 22 ZE{ & fibre_channel_port_down O[HIE
[true EE= false]2t Y X|sHOF BFL|CE.

multiple_transient_fibre_channel_port_status 28 UHe

_changes multiple_transient_fibre_channel_port
_status_changes O|HIE [true =& false]2t
U X|sHof gLt

transient_fibre_channel_port_status_change 22 HE
transient_fibre_channel_port_status_change
OHIE [true £ false]2t L X[sHOF EHL|C.

fibre_channel_port_up 22 LE{E fibre_channel_port_up O|#IE [true
&= false]t LX[sHOF BrL|CH.

network_port_down 22 ZE & network_port_down O|HIE [true &
£ false]2t LX|sof BrL|Ct.

network_port_up 22 ZE & network_port_up O[HIE [true EE&
false]2t X|sHOF BfLICE,

chassis_connected_to_system 22 ZE{& chassis_connected_to_system O|
HIE [true =& false]2t 2 X|sHof LICt.

chassis_removed 22 LEE chassis_removed O[HIE [true ==
false]2F 2 X|SHOF BfLICE,

hardware_component_inserted g2 ZE = hardware_component_inserted 0|
HIE [true =& false]2t 2 X|sHOF LICE.

hardware_component_removed 28 ZE{= hardware_component_removed O|
HIE [true L& false]2t Y X[SHOF FFLICH

disk_inserted 28 ZE{ & disk_inserted O|HIE [true =
false]2F 2 X|sHOF BfLICE,

disk_removed 22 LE & disk_removed O[HIE [true EE=
false]2F 2 X|sHOF BfLICE,

i/lo_path_added g2 ZE = ilo_path_added O|HIE [true E£&
false]2t x|SHOF LT

i/o_path_removed 22 ZE{£ ilo_path_removed O[HIE [true EE=
false]2t X|sHOF BfLICE,

service_processor_offline_or_unavailable 22 EeE
service_processor_offline_or_unavailable
O|HIE [true £ false]t L X[sHOF EHL|CH.

service_processor_online_after_outage 22 ZHEe
service_processor_online_after_outage
O[HIE [true &= false]2t Y X|sHOF EL|CE.

failed_to_set_root_password_on_service_processof = e
failed_to_set_root_password_on_service_processor
O|HIE [true £ false]2t YX|6HOF BrLIC.

RESTful APl Z& MH|A 33



=15 ZE ZX| "hardware_faults"
SEXHE /Y g
all_hardware_faults 2E LE{ £ all_hardware_faults O|HIE
[true EE= false]2t L X|SHOF BFL|CE.
H16 ZE ZA[ "ndmp"
SEXNE /Y g
invalid_ndmp_restore 2E Z'E = invalid_ndmp_restore O|tl
E [true £ false]2t L X|sH{Of L
ct.
backup_finished ] LE{= backup_finished O|HIE
[true £ false]2t Y X|SHOF RHLICE.
backup_started ]2 L= backup_started O[HIE
[true EE= false]2F L X|SHOF BFL|CE.
restore_finished He ZE{ £ restore_finished O[HIE
[true == false]2t L X|sHOF BrLIC.
restore_started 2E LE{E= restore_started O|HIE
[true £ false]2F 2 x|sHOF BfL|Ct,
H17 ZE EX| "network”
s=3m 2% EE
datalink_failed 22 LE £ datalink_failed O|#HI E [true
= false]t YX|sof BLICE
datalink_ok 28 ZE{ = datalink_ok O|HIE [true &£
= false]2t Y X|sof BiL|Ct.
network_port_down 2E LE{= network_port_down O[HIE
[true = false]2F 2 X|sHOF BfL|Ct,
network_port_up 2E LE{E= network_port_up O[HIE
[true £ false]2t Y X|SHOF RILICE.
ip_address_conflict ] ZE & ip_address_conflict O[HIE
[true EE= false]2F L X|SHOF BFL|CE.
ip_address_conflict_resolved H5E =i
ip_address_conflict_resolved O|
HIE [true L& false]2t L X[sHOF &
LIC},
ip_interface_degraded ] ZE & ip_interface_degraded O|
HIE [true £ false]2t Yx|sHof &
LIC},
ip_interface_failed ] LE{ £ ip_interface_failed O|#IE
[true £ false]t Y X|SHOF RHLICE.
ip_interface_ok e LE £ ip_interface_ok O[HIEQ}
[true EE= false]2F Y X|SHOF BFL|CE.
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=18 ZE EX| "replication"
EERT] B oy
receive_failed_(unsupported 22 ZE{= receive_failed_

_version) (unsupported_version) O[HIE
[true EE= false]2F L X|SHOF BFL|CE.

receive_failed_(cancelled) 22 ZE = receive_failed_(cancelled)
O|HIE [true == false]2t Y x|sHof
[2 ==
receive_failed_(all_others) 2E ZE = receive_failed_(all_others)
O|HIE [true == false]2t L x|dlof
gt
receive_failed_(out_of_space) 2E ZE = receive_failed_
(out_of_space) O[HIE [true EE&
false]2F 2 X|SHOF BfLICE,
receive_failed_(package_not 22 ZE{= receive_failed_

__upgraded) (package_not_upgraded) O[HIE
[true EE= false]2F Y X|SHOF BFL|CE.

receive_finished He ZE £ receive_finished O[HIE
[true == false]2t L X|sHOF BILIC.
receive_started 2E ZE{= receive_started O|HIE
[true £ false]2F 2 x|sHOF BfL|Ct,
send_failed_ ] ZE{& send_failed_

(unsupported_version) (unsupported_version) O[HIE
[true EE£ false]t Y X|SHOF RHLICE.

send_failed_(cancelled) 22 ZE = send_failed_(cancelled) O]
HIE [true EE= false]2t Y x|sHoF Bt
LIC}.

send_failed_(all_others) 22 LE £ send_failed_(all_others) 0|
HIE [true L& false]2t Y X[SHOF &
LIC},

send_failed_(connectivity) ] ZE{ & send_failed_(connectivity)
O|HIE [true == false]2t L x|dlof
gt

send_failed_(out_of_space) 2 ZE = send_failed_
(out_of_space) O|HIE [true &=
false]2F 2 X|SHOF BfLIC},

send_failed_(remote 22 ZE = send_failed_

_verification) (remote_verification) O|HI E [true
EE= false]2t LX[SHOF BHLICH

IE{= send_finished O|H#IE [true
EEE false]2t YX[6HOF BrLIC.
TE

4
Mo
e

send_finished

4r
Mo
1]
rr
(%]
[¢]
=5
o
lU)
=
o
he)
9]
lQ.

send_skipped_(already_running)
(already_running) O[HIE [true &
= false]@t L X|soF gL|Ct.

LE{£ send_started O|#IE [true
= false]2t YX|sof BrLICH

4r
Mo

send_started
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H19 ZE EX| "replication_source"
sE3= 2y EE
send_failed_ ] ZE & send_failed_
(unsupported_version) (unsupported_version) O|HI E
[true EE= false]2t Y X|SHOF BFL|CE.
send_failed_(cancelled) 22 ZE & send_failed_(cancelled) 0|

HIE [true L& false]2t YX[sHOF &

LIC},

send_failed_(all_others) 2E Z'E = send_failed_(all_others) 0|
H#IE [true £ false]2t Yx|sHof &
LIC},

send_failed_(connectivity) 2E ZE| = send_failed_(connectivity)
O|HIE [true = false]2t Y X|sH{oF
gt

send_failed_(out_of_space) 22 ZE = send_failed_

(out_of_space) O[HIE [true E£&
false]2t 2 x|HOF LT

LE{= send_failed_
(remote_verification) O|#IE [true
= false]t 2 X|sOf BHLICE

Mo

send_failed_(remote_verification) | £

send_finished 2E LE{E send_finished O[HIE [true
&= false]t YX[sHOF RrLICH

send_skipped_(already_running) | £ ZE = send_skipped_
(already_running) O[HIE [true &=
= false]et 2 X|sHOF gL|Ct.

send_started 22 ZE = send_started O|HIE [true
= false]t YX|sof BLICE

=20 ZE ZA| "replication_target"
s= 3% 28 EE
receive_failed_ 2E ZE = receive_failed_

(unsupported_verrsion) (unsupported_version) O|HIE
[true £ false]2F 2 x|sHOF BfL|Ct,

receive_failed_(cancelled) 2E ZE| = receive_failed_(cancelled)
O|HIE [true == false]2F Y X|sH{oF
gt

receive_failed _(all_others) 2E ZE = receive_failed_(all_others)
O[HIE [true = false]2t & X|sHOF
Lo

receive_failed _(out_of_space) 2 LE = receive_failed_
(out_of_space) O|HIE [true &&=
false]2t Y X|sHOF BfLICE,

receive_failed_ 2E ZE = receive_failed_

(package_not_upgraded) (package_not_upgraded) O[HIE
[true = false]2F 2 x|sHOF BfL|Ct,
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SEXNE /4 oy

receive_finished 2E ZE{ £ receive_finished O[HIE
[true == false]t L X|sHof BrLIC.

receive_started HE ZIE{ = receive_started O|HIE
[true £ false]2F Y x|sHOF BfL|Ct.

221 ZHE ZXK| "restore”

SEXNE /4 oy

restore_finished He ZE{ £ restore_finished O[HIE
[true == false]2t LX|sHOF BrLIC

restore_started HE ZE{ = restore_started O|HIE
[true £ false]2F Y x|sHOF BfL|Ct,

H22 ZHE XA "scrk”
SEXE /Y oy
support_bundle_build_failed 2E ZE{= support_bundle_build_failed O|HIE
[true =& false]2t LX|sHOF BILICE.
support_bundle_sent 22 ZE{£= support_bundle_sent O[HIE [true &£
£ false]2t YX[sHOF LILC
support_bundle _upload_failed 2 ZE{ &= support_bundle_upload_failed 0|

E [true == false]Qt L X[sHOF BtL|Ct,

ECE
an_update_is_available_on_my_oracle_support.
O[HIE [true EE= false]2t L X|sH{OF BhL|C}.

Mo

an_update_is_available_on_my_oracle_support. | &

no_updates_available. He Z'E = no_updates_available. O|#HIE [true
EE = false]2t L X|sHOF EL|CE.
the_appliance_failed_to_verify _if_an_update_i 2E ZE=
s_available. the_appliance_failed_to_verify_if_an_u
pdate_is_available. O|#lE [true == false]
o AX|sHjof grL|Ct.
H23 ZE XK "shadow”
SEXE 2y Mgy
shadow_migration_complete 2 ZE=
shadow_migration_complete Ol
E [true = false]2t L X|sf{of hL|
Ct.
H24 HE ZAK| "smf"
SEXE 2y M
service_failures 2E LEE service_failures O[HIE
[true £ false]2t Y X|SHOF RHLICE
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E25 ZE ZX| "thresholds"
5= 3 2¥ rE
thresholdid 7|22k ZEIH LX|gHof SH= fX|2| UUID
H 26 A& ZX| "zfs_pool"
ss 3= [d FE
resilver_finished g2 ZE= reS|Iver finished O| &l
[true & false]2t Y X|sHOF E L|C.
resilver_started 2E ZE{ = resilver_started O|HIE
[true £ false]2t Y X|SHOF RILICE.
scrub_finished ] n'E1'— scrub_finished O|#IE [true

L= false]@t 2 X|SHOF hL|Ct.

scrub_started

{r
Mo
A e

ZE{ = scrub_started O[HIE [true
T false]@t L |BHOF BHLICY.

hot_spare_activated

4r
Mo
]

ZE{= hot_spare_activated 0|l
E [true I = false]2t YX[sHOF B
Ch.

HAYH xTX| Lt

B8 =X LIE BE2 2= B XK E LIEL(Ch T 2[A A0 Ciet HIOHE 7t 28
o HTTP cer RES AIRE ZE x| 8|2AA9| href SE HE0| MAetL|CH

o=/ o Lod
AE TX|E JIHE= @Ko o

GET /api/alert/vi1/actions HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfs-storage.example.com:215
Accept: application/json

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 1395

{
"actions": [

{
"action": "actions-000",
"category": "smf",
"href": "/api/alert/vl/actions/actions-000",
"service_failures": true

H

{
"action": "actions-001",
"category": "scrk",

"href": "/api/alert/vl/actions/actions-001",
"action-000": {
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"handler": "snmp_trap",
"href": "/api/alert/vl/alerts/actions/actions-001
/action-000"
}
"action-001": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-001
/action-001",
"subject": "Phone Home Alert"
}
"support_bundle_build_failed": true,
"support_bundle_sent": true,
"support_bundle_upload_failed": true

i
{
"action": "actions-002",
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/actions/actions-002
/action-000",
"subject": "CPU Busy Alert"
}
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"
}

[

O| FH2 L =K LGt FASHR| 2 X1 el ZE Z=X|2hghetgtL|ct.

- = dJ

GET /api/alert/v1/actions/actions-002 HTTP/1.1
o .
SHE

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 331

{
"action": {
"category": "thresholds",
"href": "/api/alert/vl/actions/actions-002",
"action-000": {
"address": "Joe.Admin@acme.com",
"handler": "email",
"href": "/api/alert/vl/alerts/actions/actions-002
/action-000",
"subject": "CPU Busy"
}
"thresholdid": "b182ca05-53d3-6604-b874-ec353335704d"
}
}
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BE =X US|

JSON ZHH|E Ztst= HE XX post 8 M2 oS I =X| S5 FEE /api/alert/vl/alerts/
actionsZ M&6Hof gfL|Ct TS XX RHES MESIEE HF SE HEE AHSH0of &LCt,
XGE AARIOM AL 7HsS BE HEF 7242 CLI BB ME BXSHAIR.

2etHo =z Y Zlofl= ChS0l ZehE LI,

"ad", "all", "appliance_software", "backup", "cluster", "custom",
"hardware", "hardware_faults", "ndmp", "network", "replication",
"replication_source", "replication_target", "restore", "scrk", "shadow",
"smf", "thresholds" or "zfs_pool"

8 o

POST /api/alert/v1l/actions HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghqg84vbdv
Content-Type: application/json
Content-Length: 30

{"category": "hardware_faults"}
SE ol

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 118

Location: /api/alert/vil/actions/actions-006

{
"action":
"href": "/api/alert/vl/actions/actions-006",
"category": "hardware_faults",
"all_hardware_faults": true
}
}

T o
HTTP pur RES HEOHH 155t FHOM HEtE LR S5 FEE 8L = ASLIL

28 o

PUT /api/alert/vl/actions/actions-001 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 30

{"support_bundle_sent": false}

SE ol

HTTP/1.1 202 Accepted
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ox
HT
A
e
g

Jo

X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 195

{
"action": {
"href": "/api/alert/vl/actions/actions-001",
"category": "scrk",
"support_bundle_build_failed": true,
"support_bundle_sent": false,
"support_bundle_upload_failed": true
}
}

AE K| AR

HTTP pecete @B S ZE =X| href EE= ZX| hrefol] M&6HH X|-E 2[AATF AK|ELICH
A3t A SEH2 HTTP 4Ef 204(No Content) & L|Ct.

23 o

DELETE /api/alert/v1l/actions/actions-003 HTTP/1.1

Authorization: Basic abcd123MwE=
Host: zfssa.example.com:215

SH

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

O|&H| otH 7|&E ZE =X| 250 ZE =X[7} FIHELICL
25 0:

POST /api/alert/v1/actions/actions-001 HTTP/1.1

Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 68

{"address": "Joe.Admin@acme.com", "handler": "email", "subject":"CPU Busy"}

Sg o
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oX
HT
P
>
oot
o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 177

Location: /api/alert/vl/actions/actions-001/action-001

{
"action":
"href": "/api/alert/vl/actions/actions-001
/action-001",
"handler": "email",
"address": "Joe.Admin@acme.com",
"subject": "CPU Busy"
}
}

ZE =X £

O|Z7| 5tH 7|1& BE Z=X[7t +FELICt

2H o

PUT /api/alert/vl/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-Session: uerqghq84vbdv

Content-Type: application/json

Content-Length: 28

{"address": "Joseph.Admin@acme.com"}
o .
SE ol

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 176

X-Zfssa-Version: jkremer/generic@2013.06.08,1-0

"action": {
"href": "/api/alert/vil/actions/actions-001
/action-000",
"handler": "email",
"address": "Joseph.Admin@acme.com",
"subject": "CPU Busy"

[

BE K| &= oA

N
>+
M
2
=
it
1
30

K™= AE Ko AL o SLICH X E AH|SHAH peLete QP2
H

XK href S8 HEY

ZXE MHSHE 289 of:

42 Oracle ZFS Storage Appliance RESTful APl A& A|, 2I2|A 0S8.6.x » 20163 9&



oX
HT
[
>
oot
Jo

DELETE /api/alert/v1/actions/actions-001/action-000 HTTP/1.1
Host: zfssa.example.com:215
X-Auth-Session: uerqghq84vbdv

HTTP/1.1 204 No Content
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Analytics Services

Analytlcs._ CheF
EJIE%=7ls

DTraceZ =y %3f04 2
L|Ct.

= o =
ol EM2 UE

_._
O
—

SAE im0 HAIZIC = EAISHY

SQILICt. Analytics= Z7| BLIE{Z & EH| B

A2 758 Analytics Services

H A
e

LIS 0l ZME - A== o|0[E

[m=] = T
ME MSELICE Analytics=
o

=
SHH AR o2 ABS SMSH 24T = JATE SHOZ AR}

http://zfssa.example.com/api/analytics/v1.0/0l| A C+Z Analytics ServicesE AHEE = U
(|
k<] Z 2 Janalyticsivl =)
GET Analytics Services 82 S Lg%
L|C}.
POST /worksheets M Analytics HIO|E| MIEE THEL|
Ct.
GET Iworksheets/<worksheet> XM El Analytics CIO|E] HIE S2
HMHEE 714 SL|C}.
GET Iworksheets S E Analytics HIO|E| M E ZHH|E
LiggtLct,
PUT /worksheets/<worksheet> XM=l Analytics HIO|E| MIE Z4A|
£ St
DELETE /worksheets/<worksheet> XHE YIAE YA S AK| | C
PUT Iworksheets/<worksheet>/ E Y3ANE H0|H MEE AT
suspend chefL|ct.
PUT Iworksheets/<worksheet>resume | ZE |3 A|E H|0|E NIEE 71Tt
L|C},
POST Iworksheets/ M 2{ZAE 0| HMEE 2tEL
<worksheet> /datasets Ct.
GET Iworksheets/ X el A E HO|H ME 58
<worksheet> /datasets/<dataset> | HEE 7} ZL|Ct.
GET Iworksheets/ E Y3AE Ho|H ME HNE

<worksheet> /datasets

Lrggfuct,
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Analytics &3

X A2 Janalyticsivl g
PUT Iworksheets/ X HE I2AE H|o|E ME ZHHE
<worksheet> /datasets/<dataset> | & eiL|C
DELETE Iworksheets/ X|HE ClO|E M E M| E AXIEL
<worksheet> [datasets/<dataset> | Ct

POST /datasets M Analytics HO|E| MEE 2HEL|
C}.

GET /datasets/<dataset> XM=l Analytics HIO|E| MIE 52
HHE JIM LI

GET /datasets ZE Analytics HIO|E| ME K&
LiggtL|Ct.

PUT /datasets/<dataset> XIHEl Analytics CIO|E] ME 2|
£ XL

DELETE /datasets/<dataset> X4 Clo|E ME ZHH|E AxIgL
C}.

PUT /datasets EE H0|E MEE YAIBTHSALE
THIHEFLICE,

PUT /datasets/<dataset>/data O| Clo|E MIEE MA S| CHA ZHE|
X %42 E2).

DELETE Idatasets/<dataset>/data O| tllo|Ef MEO|AM X[-E [TH12
H|o|H & H[AEL|Ct.

GET Isettings Analytics 8™ 2 LIZg&L|Ct,

PUT Isettings Analytics &S £HL|Ct

Analytics 47X

C2 S5 MEE ol ZE Analytic H|O|E{E £HSt7LE C|O[H ER AZHA)E A &+
UELICE

olg o

retain_second_data 2 Cte| dioE{o]l CHSt A[Zte] & 7HA
retain_minute_data = Tl Cio|E{o]| CHSE A[Zte| HE ZHA
retain_hour_data AlZt ©H2| Cl|o|Efof| CHEt AlZte| HE 7+

23 N2

Analytics 88 S8 M=

-

GET /api/analytics/v1/settings HTTP/1.1
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Analytics ||3AIE

Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: application/json

At o

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 131
X-Zfssa-Analytics-Api: 1.0

{
"settings": {
"href": "/api/analytics/v1l/settings",
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200
}
}
M A
=20 To
2 =3 Y2 0| & Ztat Z2 Analytics 28 S
28 o:

PUT /api/analytics/v1/settings HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215
Content-Type: application/json
Content-Length: 60

{"retain_hour_data":600,

At o

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 101
X-Zfssa-Analytics-Api: 1.0

"retain_minute_data":400,

{
"settings": {
"href": "/api/analytics/v1l/settings"
"retain_hour_data": 600,
"retain_minute_data": 400,
"retain_second_data": 200
}
}

Analytics $I3AE

|TANE= EA7t 22 E 2 BA|E|= BUI SHHRLICE SAI0f| 0f2] 7kX] SAE O3 +=
0 AIAEO MSS Xt LB E=E MY 4+ JAFLICHL HIAES MESHH
A= ZE SOl CH3l oF7to[=2 20| RAis2 = MAMELILH &, B3 U= ZE SHE

+d5t= ol ALEEL Lt

"retain_second_data":200}
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(]

no

ne ¢
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Analytics ||3AIE

48

O}7t0|ESH= 0| FS| ASEILICH KITAIE HH2 BUIOIM AF2E 4= e /IANE
£ 2lst= ol A8 £ AUSLICH
olE EE
ctime Ol AIANETH HHE A2 S &t
mtime Ol RIFAIETL DIX|AC 2 £FE AlZH S Hu
name Ol RIZAIES| 0|
owner 0| {IANEQ AKQK}
uuid O IAE0| tist HE UG AEX}

HIAE HE

X AHE 2 E Analytics ¥ IAEE LIEELICE

2H o

GET /api/analytics/vi/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

SH

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheets": [{
"href": "/api/analytics/v1l/worksheets/ab59bcbc...",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
Ao
"href": "/api/analytics/vl/worksheets/bb3ee729...",
"uuid": "bb3ee729-080a-cfla-98c9-9f485bc3a43d"
H
}

Analytics Y3AE 71X 27|

EH Analytics YA ES 714 SLICE

2H o

GET /api/analytics/vl/worksheets/ab59bcbc-080a-cfla-98c9-9f485bc3a43d
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json
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Analytics ||3AIE

SEoll:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{
"worksheet": {
"ctime": "Thu Jun 13 2013 02:17:14 GMT+0000 (UTC)",
"href": "/api/analytics/vl/worksheets
/ab59bcbc-080a-cfla-98c9-9f485bc3a43d",
"mtime": "Sun Jun 23 2013 16:22:01 GMT+000 (UTC)",
"name": "myworksheet",
"owner": "root",
"uuid": "ab59bcbc-080a-cfla-98c9-9f485bc3a43d"
}
}

M Analytics R ZA|EE BHSLI|CH

-

POST /api/analytics/vl/worksheets HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json
Content-Length: 26

rl:l

{"name": "myworksheet"}

23t of:

HTTP/1.1 201 Created
Content-Length: 280
Location: /api/analytics/vl/worksheets/bb3ee729-4480-4609-89b2-fae2dcO16bec

"worksheet": {
"uuid": "bb3ee729-4480-4609-89b2-fae2dcOl6bec"
"name": "myworksheet",
"owner": "root",

"ctime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"mtime": "Fri Aug 23 2013 20:35:00 GMT+0000 (UTC)",

"href": "/api/analytics/v1i/worksheets
/bb3ee729-4480-4609-89b2-fae2dcO16bec"

SENI=Y

Analytics Y IAEE AHELICE O ol M= AZAE O|F0| AIAE AEXZ AL |
2t hrefofl M AEE uuide AF2E = AELICE 0] FHL SH2 YIAEE AHS= CLI E
Fo| SEIt LKAIFL|CE
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Analytics ||3AIE

25 0:
DELETE /api/analytics/vil/worksheets/name=myworksheet HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json
Content-Length: 26

SE ol

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

H3AE HIO|E ME LHE

XHE YIAES 2E G[0|Ef MIEE LIEYLICE C|OJE ME M2 LS S5 HEE A
gL

o P

name 0| H|O|E{ MEo] cizt 7|2 E7|2| 0|5

drilldowns Sixf 24X EAIE S22l 3R

seconds O| Hlo|E MEO|| CHeH EA == AlZH(E)
- o:

GET /api/analytics/v1/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

H3AE HIO|E] M E 7}

3 AIE HIoJH MEZ RHELICE

2H o

POST /api/analytics/vl/worksheets/name=myworksheet/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"name": "nfs4.ops", "seconds": 300}

21t of:

HTTP/1.1 201 Created

Content-Type: application/json

X-Zfssa-Analytics-Api: 1.0

Location: /api/analytics/vl/worksheets/name=me/datasets/nfs4.ops
Content-Length: 162
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"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,

"drilldowns": [],
"seconds": 300,
Meime': M

HIAE HO|E ME +=F

7|1E }IZAE HIO|E MEE $FRlLIC}

- o:

PUT /api/analytics/vi/worksheets/name=myworksheet/datasets/dataset-008
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 26

{"seconds": 60}

23t of:

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 161
X-Zfssa-Analytics-Api: 1.0

{
"dataset": {
"href": "/api/analytics/vl/worksheets/name=me/datasets/dataset-008",
"name": "nfs4.ops",
"width": o,
"drilldowns": [],
"seconds": 60,
Meime': M
}
}

Analytics H|O|E{ M E

27 CIO|E|f MIE S2 HH
M= My
name 7|12 E49l 0|8
grouping ol EA7t &3t 28
explanation 7|12 EAol MY
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52

Oracle ZFS Storage Appliance RESTful APl A3 A,

olE T
incore Q130{ H|O|E| M|E ClO|E{Q| HIO|E
size 2023 Ho[E| ME H|0[E{2| HIO|E
suspended Glo[E| METI ox YA BX|=[0 A=K HEE LIEL
e 22
activity HF Sl HolE ME &E Z2i
suspendedE 2ot ZE S& FEE= HEY £+ gISLIC

AHE Jtset HIOJE ME:

= arc.accesses[hit/miss]

m arc.I2_accesses[hit/miss]
m arc.l2_size

m  arc.size

= arc.size[component]

= cpu.utilization

= cpu.utilization[mode]

= dnlc.accesseslhit/miss]

m fc.bytes

s fc.ops

m ftp.kilobytes

= http.regs

= jo.bytes

= j0.bytes[op]

= jo.disks[utilization=95][disk]

= j0.0ps

= jo.ops[disk]
= jo.opsfop]

m  iscsi.bytes

m  iscsi.ops

= ndmp.diskkb
= nfs2.ops

m nfs2.ops[op]
= nfs3.ops

= nfs3.opsfop]
m nfs4.ops

= nfsd.opsfop]
= nic.kilobytes
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= nic.kilobytes[device]

= nic.kilobytes[direction]
= sftp.kilobytes

= smb.ops

= smb.ops[op]

CIO[E MIE LHE

THE 2= Analytics HO|Ef MEE LIEELICE

- o:

GET /api/analytics/vil/datasets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

23t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

{

"datasets": [{
"dataset": "dataset-000",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.accesses[hit/miss]"

A
"dataset": "dataset-001",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l2_accesses[hit/miss]",

H
"dataset": "dataset-002",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.l1l2_size",

H
"dataset": "dataset-003",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size",

Ao
"dataset": "dataset-004",
"href": "/api/analytics/vl/datasets/arc.
"name": "arc.size[component]",

Ao

1

}

HIO|E] MIE 71M 27|

X[YE HOoIH MEAM ST YEE 7FMSLCH

accesses[hit/miss]",

12_accesses[hit/miss]",

12_size",

size",

size[component]",
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- o:

GET /api/analytics/vil/datasets/nfs4.ops HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

23t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 237
X-Zfssa-Analytics-Api: 1.0

"dataset": {
"activity": "none",
"dataset": "dataset-030",
"explanation": "NFSv4 operations per second",
"grouping": "Protocol",

"href": "/api/analytics/vl/datasets/nfs4.ops",
"incore": 296128,

"name": "nfs4.ops",

"size": 53211540,

"suspended": false

CIOJE] ME 2S7|

M SOl NEE BHSLCE

2H

POST /api/analytics/vl/datasets HTTP/1.1
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 26

{"statistic": "test.sine"}

21t of:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 200

Location: /api/analytics/vl/datasets/test.sine

{
"dataset": {
"href": "/api/analytics/vl/datasets",
"name": "test.sine",
"grouping": "Test",
"explanation": "sine per second",
"incore": 34752,
"size": 31912,
"suspended": false,
"activity": "none"

54 Oracle ZFS Storage Appliance RESTful APl A& A|, 2I2|A 0S8.6.x » 20163 9&



Analytics HIO|E M E

CIOE ME 3

HIO|E ME +F B2 B HIo|E MEQ| H|o|H &S YAl STALL MIHSH= H| At

==ley

LA BE 2F o:

POST /api/analytics/vil/datasets/nfs4.ops
{"suspended": true}

70 2H ol

POST /api/analytics/vl/datasets/nfs4.ops
{"suspended":false}

o .

SE ol

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 228
X-Zfssa-Analytics-Api: 1.0

{
"dataset" {

"suspended": false

CIO|E] MIE AMK|

CIOIEf MIEE AfMIRILICE

28 o:

DELETE /api/analytics/vl/datasets/test.sine HTTP/1.1
SE ol

HTTP/1.1 204 No Content
X-Zfssa-Analytics-Api: 1.0

HIOIE] ME XM

HIO|E| MIESE MEELIC
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25 0:
PUT /api/analytics/vl/datasets/nfs4.ops/data
SHE o

HTTP/1.1 202 Accepted

HIO|E] MIE Ci|ofE{ &7

CIOIE| ME Wil HIO|E = X, & = AlZE Tl 2ol M HIAE 5= ASLICH

)

o1g 4y
£kl HI7H B, &, AlZh
2 Az XHE E&2 AlZHolHol| +7E HolEf K|

= AMZH2 1SO 8601 AlZHEM EXHE(0: 20130531T01:13:58) &4 L| L.
25 0:

DELETE /api/analytics/vl/datasets/nfs4.ops/data?granularity=hour

SEo:

HTTP/1.1 204 No Content

HIO|E| MIE H|0]E 1M 27|

Analytic H[O|E{ MIEO| M CIOIE{ & 7 FZLICt. & B9l HIo[E HA 8l M2stEl T2l o]
Ef Z4MO| 2= X| Lt

H28 Zo| of7fH=

0|8 oy

start MZ Ho|E 2T AT Azt

seconds ME HI0|HE ST AZhE)(71283t =1)

span ME OB E Y 7|1ZHE, A2 &, 7HE)

interval X|I™El span LHOlAM C|O|E ZQIE HWF0| MEE|= 7t (&, AlZh &, 7HE)

start OI7HEH ST HSE[X| 42 HL2 AR A|ZE2 9l AlZHof| A XY E MZ H|0|E{ 9
seconds =5l 2O 2 HFELICH A|Zf A|ZHO| D|2{ Y == QUSLICE HIO|HE T A2t

(X)0] M AlZt O|= = HO{Z H2 Mol A ClIo|E{S HEetsty| Hof| 2t HES 7ICHELICt
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HI23HEl THo| 2 H|0|E S ZMBI2{H CtS BO|M 2X0| span} interval O7HtHS0| 8IS
AbBHLICE 0|23t OjIHEH 27} AFR E|H seconds TH7H

HAE By

B0z FAIELICE

H 29 spanZt interval2| Z=g}
Interval
Span Minute Hour Day Week Month Year
Minute X
Hour X X
Day X X X
Week X X X
Month X X X
Year X X X

Oi7HEH7) Sttt &R AHE 22 Q™2 2AIE[DT seconds THZHHTF CHA AL E
LICE BRE QFO0|7Lt X[ EX| 2= 22Xl HL "Input span and granularity are not
supported( 3 X|& Al 3 thel= XX &LICH. 2= 2F HIAIX[ZF EAIEL|CH
CHS H= 8tete|= 0B ME H|0|H 85 MEE 20{FLICt

[

#30 HIO|E| ME HO|E| SE2 Be
ol& B
startTime HrehEl R ME| A2
sample ghehel R MEo| ME oleA
data HE HIo|E{ o] HH
min REE 2+ W =4 2|zt
max XY ZtA W =9 £|ohgt

startTine S8 HEE= CHS YA S 5L = ASLICH

= ISO 8601 AlZHEM EXHE (04: 20130531T01:13:58)

" MEZOIA MY

L] ‘E‘XI'OE:‘ E|E1Eé-| now

3% S¢tel 2t0|E HIo|HE +Tdt= 2H 9 o:

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?start=now&seconds=3
HTTP/1.1

Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215
Accept: text/x-yaml

Z1t o
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HTTP/1.1 200 OK

Content-Type: text/x-yaml
X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:
- sample: 239024557
data:
value: 5
startTime: 20130912T721:42:38
samples: 239024558

- sample: 239024558

data:

value: 15
startTime: 20130912T721:42:39
samples: 239024559

- sample: 239024559

data:
value: 25
startTime: 20130912T721:42:40
samples: 239024560
size: 3

X|& AlZh 13 Lf 7€ S¢t9 2t0|E H[0|E{E +Fd5t= 2H 2| of:

GET /api/analytics/vl/datasets/nfs4.ops%5Bfile%5D/data?
start=239024557&span=week&interval=day
HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: text/x-yaml

22t of:
HTTP/1.1 200 OK
Content-Type: text/x-yaml

X-Zfssa-Analytics-Api: 1.0
Transfer-Encoding: chunked

data:

- sample: 239024557

data:
value: 5

max: 79
min: o]
startTime: 20130912T721:42:38
samples: 240074328

- sample: 239110957

data:
value: 15
max: 150
min: 1
startTime: 20130913T21:42:38
samples: 240074328
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- sample: 239629357

data:
value: 25
max: 120
min: 2
startTime: 20130914T721:42:38
samples: 240074328
size: 7
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S{AH

SIEI0] MH|A

O] HOM= St=R0] S2{AH, MAl % T8 49[ 22[0f Chsl Y gfLICt.

mju
u
[>
m
08
o
ro
mju
u
[>
m
o

S 235t 2 AESE 2|AAS 22|5t= o A E LU

foks] Z 2 |hardwarelvl oy
GET Icluster 22{AH 52 HE Y 23{AH 2
AA BEZ Y ILICH
GET Icluster/resources /<resource: X|HE S2AH 2lAA0 S S5
path> HEE 7t 3Lt
PUT Icluster/resources /<resource: XHE 22AH 2AaAE SFBL
path> Ct.
PUT [cluster/failback Z22{AH m/ojof X[HE ZE 2laA
£ HYustL|ct,
PUT [cluster/takeover 2 AH Ijojof| XIFE ZE 2|aA
£ QlAghLct.
PUT Icluster/unconfigure SHAHSIE | E2I0[AHAE EE
d DEE AN siFELICt
GET [cluster/links 2 AH JIE B3 MEfE 7 ZH
C}.
PUT [cluster/setup x7| 23{AH ™ g ddeLch

S0AH S5 EE 77|

dM 2HAH 1 JEf 3 2|aA SE YEE JHNFLL

- o:

GET /api/hardware/vi/cluster HTTP/1.1
Authorization: Basic abcd45sMWE=
Host: tanana:215
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Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 529
X-Zfssa-Api: 1.0

"cluster": {

"description": "Clustering is not configured",
"peer_asn": "",

"peer_description": "",

"peer_hostname": "",

"peer_state": "",

"resources": {
"net/ixgbe0": {
"details": ["10.80.231.58"],

"href": "/hardware/vil/cluster/resources/resources/net/ixgbe0",
"owner": "tanana",
"type": "singleton",
"user_label": "Untitled Interface"
}
"zfs/gold": {
"details": ["821G"],
"href": "/hardware/vil/cluster/resources/resources/zfs/gold",
"owner": "tanana",
"type": "singleton",
"user_label": ""
}

}
"state": "AKCS_UNCONFIGURED"

S AE 2|AA I

S2{AH 2|AA0M href 52 HEE EH o o S2{AH 2|2 A0 CHEH H|0|H
E 712 £ JELICE O|™ o[o|M & 7tK| 2| A AQI /hardware/vl/cluster/resources/

resources/zfs/gold % /hardware/vl/cluster/resources/resources/net/ixgbe0E AHEE 4
ol&L|Ct
A H .

S| AE 2|AA £&H

—

A ARO| 2HAE{SIE|H O] BHE AESI0] 2 S2{AH 2|40 et S8 YEE +HE
= AELICE ZtMet HE2 CLI 74 SBAH 2| AAE HERSIYAL.
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ELE

S8 AH T

%aﬁE‘lo'”kl X|-°|:J'6|-E %‘%‘8 failover, takeback gtl unconfigure?:} |—| El‘. z=E %:l‘.—.gl% _jl:_7|-5|_|
HEH O| St EH SHAH 2|AA0 TSt pur RHE SHBILICH M3 A & HY ZF HTTP

AEHf 202(Accepted)S ghetetL|Ct,

- o:

PUT /api/hardware/v1l/cluster/failback HTTP/1.1
Authorization: Basic abcd123MWE=
Host: zfssa.example.com:215

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

AR HEE 618¢t= SHIE ME|7t Ol AR HTTP AEH 409(Conflict) 7 BHeHE!L|
Ct.

S¢{AH 23

O TS 2| AE| Fh=o| W) 22 MEHS WIEHBILICE S22 aksh T "74 22fA
£f 2139t SUBLIC S2{AE Alo2 =0 2H 7t SL=K Erolsty| 9o S2jAH 4
2 Uwel| Hoj o] YYS Mwsts 20| FALICH MHS MHspy| Fo| ZE YA

AKCIOS_ACTIVE AE{O{0F ShL|Ct,

- o:

GET /api/hardware/v1/cluster/links HTTP/1.1
Authorization: Basic abcd123MWE=

Host: zfssa.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 181

{
"links": {

"clustron2_embedded:0/clustron_uart:0® = AKCIOS_TIMEDOUT\n
clustron2_embedded:0/clustron_uart:1 = AKCIOS_TIMEDOU\n
clustron2_embedded:0/d1lpi:®@ = AKCIOS_TIMEDOUT"

}
}

STESIO] M|
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MAl

S¢{AH 28

setup cluster HES A|AHIO| CHSH 7| 2214

El2/S o

Lo 2= 282 d3=

AKCIOS_ACTIVE 2E{{C{Of 5t T{0] A|ARI2 FH R0 HXMOf ShX| 2 Y| K= ‘EJOPOF e

L|C}. _IE‘|X|

- o:

4O 0] FHO| HufgfL|ct.

PUT /api/hardware/v1l/cluster/setup HTTP/1.1

Authorization:
Accept: application/json

{"nodename":

ot off:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

MAl

StERo BE2 o{E20|A

"zfssa-storage-2",

Basic abcd123MWE=
Host: zfssa.example.com:215

"password": "letmein"}

A SIEO MAl L FER4A =

E2 7tM2E o ArgEL Tt

ok A2 Ihardwarelv1.0 oy

GET Ichassis StEI0] MHAIE LIEEfLICE

GET Ichassis/<chassis> XHE StERO MA S8 HEE
M &L

PUT Ichassis/<chassis> XYE SIEQO MA S8 HEE
AXBIL|CEH

GET Ichassis/<chassis>/<fru_type> SIELO] MA| THRAE LIFEL
Ct.

GET Ichassis/<chassis>/<fru_type>/ | XIHE MAl 2THRA EE HEE

<fru> 7R ELIC,
PUT Ichassis/<chassis>/<fru_type>/ | SIEH MA| 1HeA S5 HEE

<fru>

Sy,

MAl LIS

MA| 71427 ¥
20l thell HTTP At}
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© OIAS ARSSHR| 94T AIAE AA| K| S
i 200(0K)0| BHetEl

LIct.
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28 EE o

string name MAl 0|

string model MA 2™ H
string manufacturer Al = A
string serial MA| e Hs
string revision MALZHH 2
string part MAl nH 28 Hz
boolean faulted 2 HAIY|

string fru Al FMRI E¥
string uuid MAl uuid A€ X}
23 o:

GET /api/hardware/vi/chassis HTTP/1.1
Host: zfs-storage.example.com:215
Accept: application/json

S

HTTP/1.1 200 OK
Content-Length: 788
Content-Type: application/json
X-Zfssa-Appliance-Api: 1.0

"hardware": [{
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-000",
"manufacturer": "Oracle",

"model": "Oracle ZFS Storage ZS3-1",

"name": "cairo",

"rpmt: Moon

’
"serial": "1211FM200C",
"type": "system"
Ao
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24C",
"name": "1235FM4002",
"part": "7046842",

"path": 2,
"revision": "0010",
"rpm": 7200,

"serial": "1235FM4002",
"type": "storage"
Ao
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-002",
"locate": false,
"manufacturer": "Oracle",
"model": "Oracle Storage DE2-24P",
"name": "50050cc10c206b96",
"part": "7046836",
"path": 2,
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66

"revision": "0010",

"rpm": 10000,

"serial": "50050cc10c206b96",
"type": "storage"

1

MA| TMHQA 71 7]

O BH2 XIHE MAI L 2= StEH 28R4

2tEi 200(OK)O| BHetEIL|CE

- o:

GET /api/nas/vl1/chassis/chassis-001 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

S

HTTP/1.1 200 OK
Content-Type: application/json

{
"chassis": {
"type": "storage"
"faulted": false,

£ fratetL|ct. 43¢ P o HTTP

"href": "/api/hardware/vl/chassis/chassis-001",

"locate": false,

"manufacturer": "Oracle",

"model": "Oracle Storage DE2-24C",

"name": "1235FM4002",

"part": "7046842",

"path": 2,

"revision": "0010",

"rpm": 7200,

"serial": "1235FM4002",

"disk": [{
"device": "cOt5000CCAQ1A76A2B8d0O",
"faulted": false,

"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-000",

"interface": "SAS",
"label": "HDD 0",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60SUN3.0OT",
"pathcount": 4,

"present": true,
"revision": "A310",

"rpm": 7200,

"serial": "001210R37LVD
"size": 3000592982016,
"type": "data",

"use": "peer"

1y

1y

YHJ37LVD",

{
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-001",

{
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-002",
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A

oo o
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-023",
B
"fan": [
{
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-000",
oo o
"href": "/api/hardware/vl/chassis/chassis-001/fan/fan-007",
B
"psu": [
{
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-000",
Ao
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-001",
i
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-002",
+
"href": "/api/hardware/vl/chassis/chassis-001/psu/psu-003",
B
"slot": [{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-000",
{
"href": "/api/hardware/vl/chassis/chassis-001/slot/slot-001",
B
}
}
—~ o
SIES0] HRA TN 7|
O] HH2 tHY SIEQO A0 S5 YEE HHEtLICE H3o BHO| CHoH HTTP AMEf
200(0K)O| gtetElL|Ct S AMl= Ch3 Bofl ZetE #4He4 S5 HEE TogL|ct
/9 0|& 49
string device FRU X[ ID
boolean faulted FRUO|| Zgto| JE=X| {2 E LIE}
e S22
string fru FRUS| FMRI 3
string interface FRU QIH{H0|A R
string label FRU 2/%| 2llo|&
boolean locate a9 7| EA|7|
string manufacturer FRU HZH|
string model FRU 2 &
string part FRU 22 ¥z
boolean present FRU & EA|7|
number rpm Zaie RPM(CIA3 M E)
string serial FRU 2&H HZ

SHERIOf MH|A
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68

/¥ NE e

number size FRU 37((8

string type THe4 Y

string use TEAE A
23X o:

GET /api/hardware/vl/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

"disk": {
"device": "cOt5000CCA01A764FBOdO",
"faulted": false,
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011"
"interface": "SAS",
"label": "HDD 11",
"locate": false,
"manufacturer": "HITACHI",
"model": "H7230AS60OSUN3.OT",
"pathcount": 4,
"present": true,

"revision": "A310",
"rpm": 7200,
"serial": "001210R322ED YHJ322ED"
"size": 3000592982016,
"type": "data",
"use": "peer"
}
}
E:
FHQA SEHE 4H

PUT 282 MEHE StEL0f 20 CHet % HEE **I*6r= cll Ak
M3 QHLS HTTP AEl 201(Accepted)2 22 JSON HAlo| M4

gfLict.

- o:

PUT /api/hardware/vil/chassis/chassis-001/disk/disk-011 HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Accept: application/json

Content-Type: application/json

Content-Length: 16

{"locate": true}
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JSON S& ol

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Length: 403
Content-Type: application/json

{
"disk": {
"href": "/api/hardware/vl/chassis/chassis-001/disk/disk-011",
"locate": true
}
}

SEL0] AH[A 69
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23 HHS CLI "9l B2l 23 ol ofolA AR 4 Y= 2a2 He|FLIC HE A

HIA 23 FHE= MH|A APIE HZESHYAL.

X A2 Japillogivl ady

GET 27 MH|A HHS LIt Ct

GET llogs RE 2D RYS LigLCL

GET llogs/<log> MEdE 270] et 23 Y= Lt
FELct.

GET Icollect/<log> ANYE 20 g5 IS HREE
Lo

GET Icollect Eﬁ B YR 22E IREEY
L|C

O Z2}0| 212 0f A A
of g2 0| A7t 7|22

2H o

GET /api/log/v1/logs HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215
Accept: application/json

21t of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 532
X-Zfssa-Api: 1.0



2O ST MR

{
"logs": [

{
"href": "/api/log/v1/logs/fault",
"name": "faults",
"size": 16,
"updated": "20130614T22:51:48"

H

{
"href": "/api/log/v1/logs/audit",
"name": "audits",
"size": 460149,
"updated": "20130730T22:10:41"

H

{
"href": "/api/log/v1l/logs/alert",
"name": "alerts",
"size": 13054,
"updated": "20130728T00:06:10"

H

{
"href": "/api/log/v1/logs/phone-home",
"name": "phone-home",
"size": 249,
"updated": "20130730T03:22:35"

H

{
"href": "/api/log/v1l/logs/system",
"name": "system",
"size": 344,
"updated": "20130724T03:21:55"

}

1
}

2 3%E 71X 7|

NESES mgarom ZI0M 23 =S et = UL 4 22 gF2 2OH UE
SE FHe g =2 EM/AIZHS gretetL|Ct

3 0l meEr HE22] JMof A= Qs o|H| O] =21 et=S AFEE 5
°'*|-|Ef O S¥¢t Met2 BUI 3! CLIGIME MEELICHL ZE A2 238
of 28 +& g5 ALE3t0] 0|2{et 25 L2 =2 =0l of LTt

SE 3 43
start=<index> XIHE QI A/A|ZEO A 23 BtEhE A|RFEHL|CH
limit=<number> gistzl 23 g5 +E HeteLct.

AlE QAL MAE| MU} 20 visksts 3002 7|2 MFEL 84 % U203
7|SICE 24U 22 2 SGEIX| YALICE E8t AR QIEAL A7 EXPAY 2 YALICE

(0ll: 20130724T03:21:55).
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-

Z - X A2l M 1IHE R Q2HE AlZE 2L2 SIEE|X]| S LICE O 20 HM2 AR gt
off CHgt QA M = ArE3HOF BfLICH HMeh 2t XIFEl ¥ sl ttetel= 23 =5 H|
H

SIBILICE XITE Mgt 3tS XS] it 20| BEHElLir

- o:

GET /api/log/v1l/logs/audit?limit=4&start=1000 HTTP/1.1
Authorization: Basic abcd45sMWE=

Host: tanana:215

Accept: application/json

Z1t o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
X-Zfssa-Api: development
Transfer-Encoding: chunked

{
"logs": [
{
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T722:54:19",
"user": "root"

Ao
"address": "10.159.84.34",
"annotation": "",
"summary": "Destroyed share \"gold:tst.volumes.py.34111.project/tst.volumes.py.
34111.1un.7\"",
"timestamp": "20131022T722:52:34",

"user": "root"

A
"summary": "Joined workgroup \"RESTTESTWG\"",
"timestamp": "20131022T722:54:23",
"user": "<system>"

A
"address": "10.159.84.34",
"annotation": "",
"summary": "User logged in",
"timestamp": "20131022T722:54:19",
"user": "root"

}

Z2ILREE

ZOCIREE BYS DE NAY 208 T g2ipQ 2 UHE tar HHYS HHEBHCY,
Tk 8| 01S0] logs.tar.gz2 HHEILICE. HIO|E{7H AAZIOR BHSO{X| T AE2|YEDE
CHR2EE AN 4 elsLC



74

AR Y O|EE £ 2lAA0 Fote £
o HIA
oT —1—

SlLIel 20 QYU CIREESH =
O MAEL 2210[AE R CHA| AES|YELITE gzip $%0| s = 2

0| gzipe= L=EEFLICE 7|EL 4% RAE2 X YUE|X| #oH FAIELICH
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Ch =
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E AEZ|Y



HERI FZ

O] RoilM HFot= HESRZ B2 HIE/I F2 YU FXE EX HER/I HOH 3, ¢
E{mlojA 3 A2 E FY5t= ol ArEE LI

HEY3 2

HE®3 74 7|s2 AEdH 22X HEY3 ZEE Ed @3 £, VNIC(ZH NIC),
VLAN(ZH LAN) S COHS 22 T s EfZ 42 0tE £ &L
A
o

Ct. 221 C}3 Of2{St 2t E 218 IPv4 X IPv6 FAE Joh= THE FOIsto] A|ARS| CHRF
=13

AAES HERR 0= LhS 471K 84247t JASLIC

rir

s HX - 22|H HEYI HZ E= IPoIB(IP on InfiniBand) & EH0f| s &Hst
HERI3 ZEQL|LCE,

= GO|E &3 - i3IS HifD 27| 23t 7|2 £ HAILICE olo|E 3= &X[(E2[H 4|
EQZ ZE)Ex= B 2Y Y1t 112 ti8d & UELICH s AEXIFCHE FA| &
ool 32 M= E%, VLAN % VNIC H|O|E &3 E Ho|g &= JELICE

n QIE{HO|A - |p 1M Bl FA X[™HE (T 7|2 FHAMQULICE 2P QIE{H0|A = T O
O|f 232} HAE[7L} CHE QIHHo|A 2 1 E IPMP(IP Multipathing) 2§22 HQ|
ELICH

n ZE XHE - AAHOM 1P OHZle| BeFE XM= WHE H0{5H= IP 22 K™ 4
LICt.

%El by |

=~

O R M= LIERIZ FKXI7t AL 7h5t SIERO S LIEHH, 14 7t
Ct. C|o[Ef 3= A|E 2 AE|E|O[H, O|2{st HIEH S FX|0f| LACPSt 22 4
£ 2S0{0F ghL|Cf. AEH 0| A= HI0|E -3 E S3ll MSE= 1P 20| Zgt
E|QIL|C} o] 20N = HERXZ AEHMo|A HHO| £ BE2(HIE 2 EFS 2l
ot A& 3 S flTt EMo|A) o2 FEE[ASLICE

El

Im

2

|
o8
ol
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HES3 gloje &3

HIE®3 HI0|H

76

20i| chst C|ojE &3
ALt

oelE ’MSgLct HolH g

HE31 HE®3 Moy qH
2% A2 Inetworkivl Mo
POST /datalinks AI: HIES/ 3 ojo|y 3 E oHEL
C
GET Idatalinks/<datalink> XYE HERI Mol 23 55§
HEE JtMZLCL
GET /datalinks 2E HERI cloE] 3 HME
LigetLct.
PUT Idatalinks/<datalink> XPE HEI tlole 23 AHHE
AFBH|C}
DELETE Idatalinks/<datalink> I}7HEI CIOIE] &3 HH|E AfH|EL
C
H32 =2/® X Oojg @3 S§ ME
SEXE 4 g
class String "device"("immutable")
label NetworkLabel glo|=
links ChooseOne 23 [*igb1”, “igh0”, “ixgbhe2”,
“ixgbe3”, “igh4”, “igh3”, “ixgbel”,
“igh2”, “igh5”]
jumbo ] HE I A ["true”, "false"]
("deprecated")
mtu Positivelnteger o ME HMTU)
speed ChooseOne 3 £ [“auto”, “10”, “100”,
“1000”, “10000"
duplex ChooseOne 23 0|F [“auto”, “half’, “full”]
E33 VNIC #X| Hlo|H 23 5§ HE
EEET 28 e
class String “vnic” (“immutable”)
label NetworkLabel g|0|2
links ChooseOne 213 ["ixgbe0"]
mtu Positivelnteger 2o M& HIMTU)
id VLAN VLAN ID
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HEY3 dloje 232

34 VLAN HX| Hio|H 23 58 F&
S5 3e 28 ug
class String "vlan"("immutable")
label NetworkLabel glolg
links ChooseOne 213 ["ixgbe0"]
mtu Positivelnteger 2o & HAMTU)
id VLAN VLAN ID
E35 S 7| X HojH 23 S5 -
SEENR /Y Mg
class String "aggregation”(“immutable")
label NetworkLabel glolg
links ChooseN 213 [“igb1”, “igh0”, “ixgbe2”,
“ixgbe3”, “igh4”, “igh3”, “ixgbel”,
“igh2”, *igh5"]
jumbo 22 HME T A ["true”, "false"]
("deprecated")
mtu Positivelnteger 2o M& HI(MTU)
policy ChooseOne A [L27, “L3", “L4”, “L2+L3",
“L2+L4", “L3+L4"]
mode ChooseOne B E [“active”, “passive”, “off"]
timer ChooseOne E}O| [“short”, “long”]
key Integer £ 7|("immutable")
%36 IP 22 4o 79t &% Hole 33 S H
EENR /Y My
class String "partition"("immutable")
label NetworkLabel glolg
links ChooseOne 23
pkey Pkey 22 g9 7|
linkmode ChooseOne 23 3E ["em", "ud"]

o
HEQ3 o|o|E &3 Lt
ofE2to[etAo Y& BE H|O|H Y3 E LIFELILE ClojH @3 =F9| 2} Z4A|= C|olH
23 52 F=o e T HolE 23 a2 et HAS KL hrefS EBHLICE

8 o

GET /api/network/vi/datalinks HTTP/1.1

|
o8
ol

El

Im

2
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TEELLEEE!

Host: zfs-storage.example.com
Accept: application/json
JSON Hi[o]E of:
{
"datalinks": [{
"href": "/api/network/vil/datalinks/ixgbe®",
boA{
"href": "/api/network/vl/datalinks/ixgbel",
oL
"href": "/api/network/vl/datalinks/ixgbe2",
oL
"href": "/api/network/vl/datalinks/ixgbe3",
1
}

HER3 H|o|E] 23 71H27|

A S =1k eH o015

ceT HIAEE=
gretstL|Ct,

clolef &3

GET /api/network/vil/datalinks/ixgbe® HTTP/1.1 Host:

Accept: application/json

JSON C|0|E of:

"datalink": {
"class": "device",
"datalink": "ixgbe0@",
"duplex": "auto",
"href": "/api/network/vl/datalinks/ixgbe®",
"jumbo": false,
"label": "Untitled Datalink",
"links": [
"ixgbe@"
"mac": "0:21:28:a1:d9:68",
"mtu": 1500,
"speed": "auto"
}
}
=
L E<|3 olo|g] &3 atE7|
rosT BHE2 M H|0|E 213 E oHELICE Af C|O|E &
Hi= ohS H|o|E @39 A S Hodt= UL
ClOjE 35 ME= SQ Mo N OH2 SHA |

78 Oracle ZFS Storage Appliance RESTful APl A3 A,
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zfs-storage.example.com

SE oS oj 2

Qs siLtel X7t E2

E o
%% HELICL HolH &3 SHa=
d &5 = AFHICE
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HEY3 dloje 232

= device - &X| 7|t Cf|o]E] A3 E THELICY

= vnic - VNIC 7|8t 4|0|E 23 E THELICt

r

= vlan - VLAN 7|2t G|o|E] 213 & FHSLILCL
= aggregation - Sg 7|t G| F3E gHSL|CL
= partition - 1B 2 &4 O|0|E A3 E THSLICL

SEFYH="FTH HE MO/ &3 W0 AL £ U= S CLI S5 L0 0fE &
L|C}.
8 o

POST /api/network/vi/datalinks HTTP/1.1
Host: zfssa.example.com:215
X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

{
"class": "device",
"jumbo": true,
"links": ["ixgbe2"],
"label": "TestDatalLink"
}
S o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vil/datalinks/ixgbe2

HES®3 Ho|E 23 +F

T HAEE MO 23 S8 HE
of LIE2 CLI MEME HEsHMA

&t ol AL E LT ClofEf 23 AFof| chek XhA

23X :

PUT /api/network/vi/datalinks/ixgbe2 HTTP/1.1
{"jumbo": true}

SE ol

HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 219

{
"datalink": {
"href": "/api/network/vl/datalinks/ixgbe2",
"class": "device",

HEH

|
o8
ol
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¥ r

[m
Y
|u
oA
Ras

"label": "MyDatalLink",
"links": ["ixgbe2"],
"mac": "0:21:28:al1:d9:6a",

"mtu": 9000,
"duplex": "auto",
"jumbo": true,
"speed": "auto"

o
HE9{3 O|o|E] &3 ArA|
O] HH2 AAHIOM H|O|E] 23S MAHYLICE href Z2E AFESI] X|HE GO F3E
AtR[BtLCt,
25 0:
DELETE /api/network/vl/datalinks/ixgbe2 HTTP/1.1
SE ol

HTTP/1.1 204 No Content

HER3 FA|

AAgS] 2215 LEST HAIS LIFELICH S2Ix UEYT FH0| 4T + U= 52
eI el&L ot
H37 HERZ A
X A2 Inetworkivl 49
GET Idevices/<device> XNHE HESHI HX SE EEE
ZFRELIC.
GET Idevices E}E HERZ BX| HHE LIFEL
C
E38 HEQI X S§ HE
olg a4
active X7t g MEHQIX] 2 E LIEI = 28 E3ia
duplex Xl o|F
factory_mac 3E MAC =4
media K| oA
speed EX| £ (Mb/X)
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ul

[m
)
|u

Yal

t

0.

[o}:]

04 | mx

X7t ZtSst=X R E LIEtL= 22 2212

2H o

GET /api/network/v1/devices HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Host: example.zfssa.com:215

Accept: application/json

23t of:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 412
X-Zfssa-Gns-Api: 1.0

{
"devices": [{
"href": "/api/network/v1l/devices/ixgbe@",

}I

"href": "/api/network/v1l/devices/ixgbel",

}I

"href": "/api/network/vl/devices/ixgbe2",

"href": "/api/network/v1l/devices/ixgbe3",

GET /api/network/vi1/devices/ixgbe®@ HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

21t of:

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 178

El

Im
[T}
08
o

2
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HIEQ3 QlE{Ho|A

HES3

"0:21:28:a1:d9:68",
"/api/network/v1l/devices/ixgbe0@",

X-Zfssa-Gns-Api: 1.0
{
"devices": {
"active": false,
"device": "ixgbeo",
"duplex": "full-duplex",
"factory_mac":
"href":
"media": "Ethernet",
"speed": "1000 Mbit/s",
"up": true
}
}

QIE{H| O] A

H 39 HE3A AE{H0o[A EH
k<] A2 Japilnetworkl/vl o9
POST linterfaces M HIES{ 2 QIEM|0|AE ShEL|CL
GET linterfaces/<interface> XYE HES3 Emo|lA SEH
HE J}4SL|Ct.
GET linterfaces 2E HESZ QAETo]A HK|E Lt
=
PUT linterfaces/<interface> X HE HESA lEHo|A HHE
SFeLch
DELETE linterfaces/<interface> EFJE._' QIE{H|O| A HHIE AHITLI
H 40 HES3 AEmo|A S5 HE
olg o
admin 0| QIE{m|O| A0] CHEt 2+2|7} 5| 8| =X| O{FE LIEILY
= 22
class A SE((ip", "ipmp")(THE T HEAY £ 8I8)
curaddrs ol 1P FA(HEY = el3
enable O] QIETO|AE AIBCE MEEX| (R E LIEI = &
]
label QIE{m|o| A0f| CHEH ALEXL 2|0|E
links 0| QIE{mo|A0) CHEt HERT &3 Med
state QIE{mo| AL MEj(HAY 4= 2UB)
vdaddrs IPv4 4
v6dhcp IPv4 DHCP E211
v6addrs IPv6 4
vedhcp IPv6 DHCP Z2§1
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HIEQ3 QlE{Ho|A

HIES{3 QAE{m|0]A Lt

e

T4 ZE UESHZ AEHO|AS LIFRIL|C]

-

GET /api/network/vi/interfaces HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

SHol:
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 369

0z

{
"interfaces": {[
"href": "/api/network/vl/interfaces/ixgbe0@",
"v4addrs": ["10.80.231.58/24"]
i
"href": "/api/network/vil/interfaces/ixgbel",
"v4addrs": ["10.80.231.59/24"]
i
"href": "/api/network/vl/interfaces/ixgbe2",
"v4addrs": ["10.80.231.60/24"]
i
"href": "/api/network/v1l/interfaces/ixgbe3",
"v4addrs": ["10.80.231.61/24"]
1
}

HIE3 AEHO|A 7t 27|

XY HEXZ AEHo| A0 Tttt S5 HE2| WA F2]S 7P SLCH

- o:

GET /api/network/vi/interfaces/ixgbe® HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

SE ol
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 292

{
"interface": {
"admin": true,

HEH

|
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ol
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HIEQ3 QlE{Ho|A

"class": "ip",
"curaddrs": ["10.80.231.58/24"],

"enable": true,

"href": "/api/network/vl/interfaces/ixgbe0@",
"interface": "ixgbe0",

"label": "Untitled Interface",

"links": ["ixgbe@"],

"state": "up",

"vdaddrs": ["10.80.231.58/24"],

"v4dhcp": false,

"v6addrs": [],

"veédhcp": false

HER3 E{Ho]A 2HS7|

M HIEH 3 QIE{H|0|A S BHEL|CE,

- o:

POST /api/network/vi/interfaces HTTP/1.1
Host: zfssa.example.com:215

X-Auth-User: root

X-Auth-Key: letmein

Content-Type: application/json
Content-Length: 78

IIClaSSII . llipll

. I
"links": ["ixgbe3"],
"v4addrs":"192.168.1.9/24"

(S

SE

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0
Location: /api/network/vi/interfaces/ixgbe3

HES3 QAE{D 0] A =

2H o

PUT /api/network/vi/interfaces/ixgbe3 HTTP/1.1

"vdaddrs": ["192.168.1.99/24"],
"interface": "Demo Rest"

[

SEoll:
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HERI ZE=Z2

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 219

{
"admin": true,
"class": "ip",
"curaddrs": ["192.168.1.9/24"],
"enable": true,
"href": "/api/network/vl/interfaces/ixgbe3",
"interface": "ixgbe3",
"label": "Demo Rest",
"links": ["ixgbe3"],
"state": "failed",
"vdaddrs": ["192.168.1.99/24"]
"v4dhcp": false,
"v6addrs": [],
"veédhcp": false
}

Z - QUEIO| AT} A E|H O|ot HetEl RE 2L MAHELCH

2K o:

DELETE /api/network/vl/interfaces/ixgbe3 HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215

21t o

HTTP/1.1 204 No Content

HEYA B2

HESRZ 25 22 LI}

Ea HES3 Z& 2|

X A2 Japilnetworkivl oy

POST Iroutes MUESR3 HZE otELCt

GET routes/<route> XHE HEQ3 A2 SENHEE
7P ZLch

GET Iroutes ZE HESRZ ZE HHE LIEL
C}.

HE®= ¥ 85



X A2 Japilnetworkivl oy
DELETE Iroutes/<route> X HE 22 A E AFHRLICH
GET Irouting HE ZEXH SE HEE 7INa
L|C}.
PUT Irouting HE ZE XX S& MEE X
LIC}.
H42 HERZ ZZ SE X
0|8 g
type "system" EE & "static'd 22 F29 RPEEHEAY + ¢l
=3
family 2 JF(IPv4 E= IPv6)
destination ZE Y T4
gateway AHO|EH0] F&
interface HEL3 dlo[H &3 QlE{mo|A
2t AZ20f CHSt href Z2 = CLIO| A™E ZZ IDE AFESHX| T 0|28t 22 HZI ™ E o
HEE = JASLICH API= 22 L 1RSS5 YEE ME6I0 Y d=5 MEdSLICH ¢
22 routes/route-### T2l routes/<name>=<value>Z At+28fLILCE,
H I.O=|
S LIE

O{E2t0|AA0M BHE RE HIE/S Z2E LIEELICHL

- o:

GET /api/network/v1/routes HTTP/1.1

Authorization:
Host: zfssa.example.com:215
Accept: application/json

At o

HTTP/1.1 200 OK

Basic abcd1234MwE=

Content-Type: application/json

Content-Length: 192

{

"routes": [{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href": "/api/network/v1l/routing/route-000",
"interface": "ixgbe0",
"mask": O,
"route": "route-000",
"type": "static"

Ao
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HED 32

"destination": "10.80.231.0",

"family": "IPv4",

"gateway": "10.80.231.58",

"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0",
"mask": 24,
"route": "route-001",

"type": "system"

[

Cr AZof cfet SE HEE JIHSLITt,

280

GET /api/network/vi/routes/destination=10.80.231.0 HTTP/1.1
Authorization: Basic abcd1234MwE=

Host: zfssa.example.com:215

Accept: application/json

2t o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 192

"route": {
"destination": "10.80.231.0"
"family": "IPv4",
"gateway": "10.80.231.58",
"href": "/api/network/v1l/routes/route-001",

"interface": "ixgbe0@",
"mask": 24,
"route": "route-001"
"type": "system"
}
}
A2 F7}

MUER3 AZE otELICt FZE href gt2 T2 ZZ7t A|AHIN| 2ItEl A2 HEAE £+
SE MEI Q2 SE Myet SUSIOZ 0t nff A2 ™MEJ| BHEtE|X| oG
IS 7|= HTTP AEl 204(Created)S BHetstL|Ct,

POST /api/network/v1/routes HTTP/1.1
Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 164
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HES 32

{
"family": "IPv4",
"destination": "0.0.0.0",
"mask": "@"

: ’

"gateway": "10.11.12.1",
"interface": "ixgbeo"

}

21} of:

HTTP/1.1 201 Created

B2 A
7= HEYD ZRE AHELIC

25 0:
DELETE /api/network/v1l/routes/route-001 HTTP/1.1

Authorization: Basic abcd1234MwE=
Host: zfssa.example.com:215

23t of:

HTTP/1.1 204 No Content

88 Oracle ZFS Storage Appliance RESTful APl A& A|, 2I2|A 0S8.6.x » 20163 9&



RESTful APl 2H| AH|A

RESTful API 28| AMH|A= O{S2t0[1A et XS Sl LAHT 2HE 210 2alsh=
ol At ELCE.

=M MHE[A BE

H 43 =H MH[A B

k<] A2 Iproblemivl ady

GET ZH M| A FHEE LHEetL|C
GET Iproblems 2E M EME g ch
GET Iproblems/<problem> XI™E uuidel 2Hof Chet MIE S

£ YEE ISt
PUT Iproblems/ X™E 28 uuidE STECE HA|
<problem> /markrepaired Lo

=] (o]

=8| LI

O] HH2 O{S2t0|AUA0 M oAXl & HEiQ 2= ZRIE LIEYLICH 3o B Chl
HTTP &EH 200(0K)0| tetElL|Ct

25 0:

GET /api/problem/vi1/problems HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK

Content-Type: application/json

{

"problems": [{
"code": "AK-8003-Y6",
"description": "The device configuration for JBOD
'1204FMDE63' is invalid.",
"impact": "The disks contained within the enclosure

cannot be used as part of a storage pool.",
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"uuid": "0d30be41-b50d-4d03-ddb4-edb69ee@80f8",
"repairable": false,
"type": "Defect",
"timestamp": "2013-2-21 17:37:12",
"severity": "Major",
"components": [{
"certainty": 100,
"status": "degraded",
"uuid": "b4fd328f-92d6-4f0e-fb86-e3967a5473e7",

"chassis": "1204FMD063",

"label": "hc://:chassis-mfg=SUN
:chassis-name=SUN-Storage-J4410
:chassis-part=unknown
:chassis-serial=1204FMD0O63

:fru-serial=1204FMDO63
:fru-part=7041262
:fru-revision=3529/ses-enclosure=0",
"revision": "3529",
"part": "7041262",
"model": "Sun Disk Shelf (SAS-2)",
"serial": "1204FMD0O63",

"manufacturer": "Sun Microsystems, Inc."
H
H
}
=] A
=M LtE
=M LIE 332 B 2NE USLICE d3e B s HTTP 2t 200(0K)0| HhetEl

LICt.

URI 23 Di7H#H 4 uuid — &Y 2X|2] UUIDRILICY

28 o

GET /api/problem/v1.0/problems/0d30be41-b50d-4d03-ddb4-edb69ee0@80f8
HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

"problem": {
"uuid": "©d30be41-b50d-4d03-ddb4-edb69eed80f8",
}
}
=
=8 S+
M= 28 =27 BEE St EFERE HAE £ JSFLICHL
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ol Oj7fEH < yuid - EFEOE FAIE 2X[Q uuIDIL|C}.

- o:

PUT /api/problem/v1/problems/0d30be41-b50d-4d03-ddb4-edb69ee080f8/repaired
HTTP/1.1

Host: zfs-storage.example.com

Accept: application/json

M
(=X

ret

SEE HTTP Al 202(Accepted)S BHahgtL|CL,

HTTP/1.1 202 Accepted
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190
ot
g
ng

foXs] A2 [rolelvl ME
DELETE Iroles/<role>/authorizations / X -E Hot 20 A E AFH[L
<auth> ct

182
ot
-
ng

on

HEO| MY MEH2 CLIES

H 45 Ay SE "=
B S5 8208 o
string name A o|E(TE T HEY £ 8l3)
string description ool MY

23 o

GET /api/role/v1/roles HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215
Accept: application/json

o .
SEoll:
{
"roles": [{
"description": "Basic administration",
"href": "/api/role/v1l/roles/basic",
"name": "basic",
"role": "basic"
Ao
"description": "a",
"href": "/api/role/vi/roles/rola",
"name": "rola",
"role": "rola"
H

Chl ofhof CHS S2 HEE AMTL
E true2 MEEILICE
2 o:

GET /api/role/vil/roles/basic?props=true HTTP/1.1
Authorization: Basic abcefgMwE=
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Host: zfssa.example.com:215
Accept: application/json

SE ol

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"props": [{
"immutable": true,
"label": "Role name",
"name": "name",
"type": "String"
A

"label": "A description of this role",

"name": "description",
"type": "String"

i

"role": {
"authorizations": [],

"description": "Basic administration",
"href": "/api/role/vl/roles/basic",

"name": "basic"

Py
Ry

Il

SEEE0E

1

string

name

>
=

10
1=

string

clone

2| e of

string

description

19| o rie

gt

=
x| Jmojn| met
0F | 1x Ju

- o:

POST /api/role/vl/roles HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 71

{"name":"role_workflow", "description":"Role to run workflows"}

Z1tof:

RESTful APl &%t AMH|A
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190
ot

1
0

18
ot
4>

12
ot
il

96

>

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 143

Location: /api/role/vi/roles/role_workflow

{
"role": {
"authorizations": [],
"description": "Role to run workflows",
"href": "/api/role/vl/roles/role_workflow",
"name": "role_workflow"

T oY ES|

A
T o

12
ek
fio

s

rin
oln
met

3=

ufn

= ASLIC.

29
0zt
2

PUT /api/role/vi/roles/role_workflow HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"description":"Role allowing user to run workflows!"}

21t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 158

{
"role": {
"authorizations": [],
"description": "Role allowing user to run workflows!",
"href": "/api/role/vi/roles/role_workflow",
"name": "role_workflow"

8 o

PUT /api/role/vi/role_worksheets/revoke HTTP/1.1
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Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215
Accept: application/json

Z1t o

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

AMAROM S-S ATRILICEH Heo| A% ot F o[ 4o AEXI0A XIFE| U= B &
9| o7t 4= "confirm"S "true"= E&SHOF L|Ct.

23X o:

DELETE /api/role/vi/roles/rola?confirm=true HTTP/1.1

Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215
Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

ot At Ho]

-

&

MEHEl Hohof| CHEE M B E L BHL|Ct.
28

GET /api/role/vl/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

g o

~ 0o

"authorizations": [{
"allow_modify": false,
"allow_read": true,
"auth": "auth-000",

"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
Mowner™: "N
: ’
"scope": "workflow",
mguidt: e

1

RESTful APl &%t AMH|A 97



o3 At Hof prE7|
o2t A3 50| BHET)

18
ot

98

Oz AHE £ AFLICL He gholl= ChS0| ZEHEL(CH

ad cluster keystore role stmf user
alert dataset nas schema svc workflow
appliance hardware net stat update worksheet
23X o:

POST /api/role/vi/roles/role_workflow/authorizations HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 41

{"scope": "workflow", "allow_read": true}

23t of:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 171

Location: /api/role/vi/roles/role_workflow/authorizations/auth-000

{
"auth": {
"allow_modify": false,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
nguidt: mEn
}
}

~
(<)

rH
rot
!
2
4>

o2t AP HO| S2 HEE +TE 4 YBLICL

9
02t

oll:

PUT /api/role/vl/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 29

{"allow_modify": true}

At o
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HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 171

{
"auth": {
"allow_modify": true,
"allow_read": true,
"href": "/api/role/vl/roles/role_workflow/authorizations/auth-000",
"owner': "M,
"scope": "workflow",
mguidt: e
}
}

R E AHELIC

18
o
rH
e

9
02t
2

DELETE /api/role/vi/roles/role_workflow/authorizations/auth-000 HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215
Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

RESTful APl &%t AMH|A
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RESTful APl SAN A{H|A

RESTful APl SAN AMH|AE AtE35t0] 0] E2I0|HAE SAN(Storage Area Network)ofl HZ

g =+ AELICH

SAN &

SANO|= CHEat 22 7= 18R

>

7t AS LI,

s HESI AEZX|0| HM|ASHE 22H0[AHE
s HEQIS AEZXIE HMSdts AE2|X] O{E2t0[AA
» Z220|HUEE AEE|X|0| HESH= HESRZ

_— —

N
=
Jo ML
o2
1o
[0)] 0.
>
Z
L)
>
>

EIL|C}t. RESTful API SAN AMH|AE X|lE|l= 2t T2 EZ0f Cist 4
£ za|Ehct,

= JHAIRE- SCSI MM £7/2, SCSI B 9 10 28 H2 X2lY 4 = 88 Z2 Iy
w28 AlAH BHALICH HAXIE 19 74 X WAIS Sof AZELICH

= JHAIRE 2 - 20| HARFILICE HAIXF T1EO0] LUN(Logical Unit Number) T 912
Of QUOP Bt IOl JHAIRHEF LUNO| A AZH 4 LT

s CHA - JHAIRPH 240 SCSI B3 U 10 RES Halsts MU|AS HZsts AEa|X| A2
B BHQILICH A2 AER|X| AIAS BRIXPL OIS0 19 T4 KT WAS S3 Al
ElLich, T E thALS o7H of4te] 2| FxI2 o|ZofZLct,

s CHA 35 - Q20| cHAILICE LUNS sfite] S o4t 250 s BE thitoR L
LIt

o

SAN FHA| X}

CtZ 2 SAN HA[RLE 2t2|ots ol AEE L.
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SAN ZHA| R}

¥ 47

AR BB

24

42 Isaniv1.0 ks

GET

X|MEl T2 EZ(FC, iSCSI, SRP)
ZHH|of| CHEE 2= SAN ZHAIXIE Lt
FatLct.

/<protocol>/initiators

GET

I<protocol>/initiators /<initiator> | X|HE Z2EZ(FC, iSCSI, SRP)
SE FE0l| Tt XIFE SAN THA|

XS M ELICH

POST

I<protocol>/initiators X|HE T2EEE(FC, iISCSI, SRP)

Of CHEt Al SAN ZHAIXHS 2HELICE

PUT

X|™HE ZEEZS(FC, iSCSI, SRP)
2H(0fl Ch2t XIHE SAN HAIRHE
S

/<protocol>/initiators /<initiator>

DELETE

I<protocol>/initiators /<initiator> | X|ZE JHAIXt RIS AAISLICE

ol={et &

#He2 CH2 URI Of7HH

URI O{7HEH 4=

TE ASHLICL

4y

protocol

JHAIXH(FC, ISCSI, SRP)0| Li$ NAS T2EZE

THAIKE

THAIRLS] ign, wwn EE eui

H 49 HAIR S5 FE

JI= DZEZ =1

alias all O| JHA|Xtol| CHEt HA

THAIRE fc O] ZHAIXOl| i ZE WWN(World
Wide Name)

ign iscsi O] FHAIXtol| i3t isCSI A& el 0]
=

chapuser iscsi CHAP(Challenge Handshake
Authentication Protocol) At X} 0|
=

chapsecret iscsi CHAP(Challenge Handshake
Authentication Protocol) &%

FHAIRE srp EUI(Extended Unique Identifier)
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SAN JHA| R}

HAIRF LHE

XNEe Z2EE R o{F2t0[HA0 Chs L& BE JHAIKE LIFELICH S 222
0| &0] "initiators"Q! ZHA|Xt S5 HE 2| HIZ(JSON HA)S ZTetetLCt.

iISCSI JHAIXHE LtE5H= 2K 9| of:

GET /api/san/vl/iscsi/initiators HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SH o

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiators": [{
"alias": "init-02"
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:02"
"initiator": "iqgn.1986-03.com.sun:02:02"
"chapsecret": "",
"chapuser": ""
o
"alias": "init-o01"
"initiator": "iqgn.1986-03.com.sun:02:01"
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01"
"chapsecret": "",
"chapuser": ""
H
}

HAIRE MR EE 7t 27

T iSCSI FHAIRS] MR HEE LIEEILICH SH 222 iSCSI HAIXt S HEE 0]
"initiator"?! Z{K|(JSON &A= &t Ct,

Ol
o

8 o

GET /api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"initiator": {
"alias": "init-01",
"href": "/api/san/vl/iscsi/initiators/iqn.1986-03.com.sun:02:01"
"initiator": "ign.1986-03.com.sun:02:01",
"chapsecret": "",
"chapuser": ""
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SAN ZHA| R}

IHAIRL 2S 7]

M iSCSI JHA|XHE BHEL|CE IQN(iISCSI Qualified Name)S H|&8{0f &LICtH K 222
iISCSI 7HAIXt S5 HE(JSON HANE ZEBfLICH SEH2 43 Al HTTP 85 & AEH
201(Created)2| M iSCSI ZHAIXI| IX| URIE Z&BILICtH ST 222 iSCSI HAIX}
HEE 0|E0] "initiator"l Z4X|(JSON HA)ZE ZotpiL|Ct,

2H o

POST /api/san/v1.0/iscsi/initiators HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

"initiator": "ign.1986-03.com.sun:02:02",
"alias":"init-02"

}
SE ol

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 181

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:02

{
"initiator": {
"alias": "init-02",
"href": "/api/san/vl/iscsi/initiators/ign.1986-03.com.sun:02:02",
"initiator": "ign.1986-03.com.sun:02:02",
"chapsecret": "",
"chapuser": ""
}
}

HAIRE =3

O] HHE 7|&E JHAIKE +-YLICL 2H 222 JSON HAOR SHE[0{oF & JHAIXt S
E YEE TEALICE JHAIXIO| CHEE IQNS URIO MSELICH M3 Al HTTP &El 202
(Accepted)Zt BtetEILICH SE 222 M iSCSI /ARt S8 HEE 0|0] "initiator"2! 24
HI(JSON &A= metstL|Ct.

- o:

PUT /api/san/vl/iscsi/initiators/ign.1986-03.com.sun:01 /HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json
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[
H

Accept: application/json

{
"alias":"init-01-secure",
"chapuser":"chuck",
"chapsecret":"igottheintersect"

}

o .

SE ol

HTTP/1.1 202 Accepted
Content-Length: 167
Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

{
"initiator": {
"alias": "init-01-secure",
"href": "/api/san/v1l/iscsi/initiators/ign.1986-03.com.sun:01",
"ign": "ign.1986-03.com.sun:1",
"chapsecret": "igottheintersect",
"chapuser": "chuck"
}
}

FHAIXE AbF|
O{Z2t0|AAN M HAIXIE H|AHEELICE.
2H o

DELETE /api/san/vl/iscsi/initiators/igqn.1986-03.com.sun:01 HTTP/1.1
Host: zfs-storage.example.com:215

A% Al CH32H 20| HTTP 2E 204(No Content)E HHetgfL|Ct.
HTTP/1.1 204 No-Content
=
HAIR &

iISCSI JHAIXI HE 2 0{Z20[AA0| M iSCSI At 3L isCSI ZHAIXF 2 &S 2t2[dt= O
AMEELICE AL JHset B2 ofall Bofl LIFE|0f JASLICE.

H50 AR 25 HH
foks] 42 Isan/v1.0 ks
GET I<protocol>/initiator-groups X|™HE TEEE(FC, iSCSI, SRP)

ZHHofl Ci$t 2E SAN ZHAIRF 25
2 LIEgLc}
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106

Oracle ZFS Storage Appliance RESTful APl A3 A,

f2ks] Z 2 Isanlvl.0 oy
GET I<protocol>/initiator-groups / X ™ e Z2EZ(FC, iSCSI, SRP)
<name> SE& HEo| ofet X[FE SAN ZHA|
If I8 7t 3Lt
POST I<protocol>/initiator-groups X|HE T2EEE(FC, iISCSI, SRP)
Oil CHEH A SAN ZHAIRE O &2 BHE
=
PUT I<protocol>/initiator-groups / XM El T2EZ(FC, iISCSI, SRP)
<name> Zix|of| cHet X|=E SAN ZHA|XL 2
g2 #EYLICL
DELETE I<protocol>/initiator-groups /

<name>

X|YE Ol HHE AMIELIC

Ol|z{gt HHE CtS URI OH

NHE AFSELIC

HE51 URI O47HH

olg P

protocol JHAIRK(FC, iSCSI, SRP)0I| CHEt NAS ZE2ES

name JHAIXt 3 E Q| O|EQILICE
ZFIHAIRE OE2 AR 2L HAXE S 52 ZESt= "name” S5 FE U "initiators” &
E YHE mogtL|Ct,

= (o]

JWAIXE OF LIS

ME 7t
ZortLct.

280

St D E iSCSI AR 22 LIFstL|ct. M3 Al HTTP AEH 200(0K)O] &t
222 JHAXt OE K| LS XE

Foh=

[ =]

GET /api/san/vil/iscsi/initiator-groups HTTP/1.1

Host: zfs-storage.example.c
Accept: application/json

SE ol

HTTP/1.1 200 OK

om

Content-Type: application/json
{
"groups": [{
"href":

"initiators":
"name":

["ign.
"aktest-initiators-0"

1986-03.com.sun:0"],

2l2|A 0S8.6.x » 2016 9

Ol = ol "groupS"°|

tete|

SE ™MEJI JY= ISON KA E

"/san/vl/iscsi/initiator-groups/aktest-initiators-0",



W NPN;

[
H

Ao
"href": "/san/vl/iscsi/initiator-groups/aktest-initiators-1",
"initiators": ["iqn.1986-03.com.sun:1"],
"name": "aktest-initiators-1"

H

[

HAIR 25 MEEE 7N 27|

Tt iSCSI AR 2FOM MREYEE FFMFLICE AR 2F LIE S-|A BhetEl href

=
SE MEE n2t7tH o] 2E0f AMAE 4 Q&L|CE
280

GET /api/san/vl/iscsi/initiator-groups/test-group HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SH

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group"
"initiators": ["ign.1986-03.com.sun:02:01"],
"name": "test-group"
}
}

HAIRF 2F 2SI

T2l gloliscsI MAIAF 38
Oi7HH =7t Y= JISON 1A E

52 AR O OHET| SE "B

s=aEw %3 o

name string IHAIXF OEC| 0|8

initiators array 7|E AR IQN S8 HEo| HiE
2H o

POST /api/san/vl/iscsi/initiator-groups HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 64
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Accept: application/json

{
"name":"group-01",
"initiators": ["iqgn.1986-03.com.sun:02"]
}
o .
SEo:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/san/vil/iscsi/initiator-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/initiator-groups/test-group",
"initiators": ["iqn.1986-03.com.sun:02"],
"name": "group-01"
}
}

HAIXE 35 A

O{Z2H0IAL0M JHAIRF DFE MH LIS,

- o:

DELETE /api/san/v1.0/iscsi/initiator-groups/group-01 HTTP/1.1
Host: zfs-storage.example.com:215

MZst AR|= HTTP AEH 204(No Content)S ghatgtL|Ct,

HTTP/1.1 204 No-Content

iISCSI CHAN HHE2 iSCSI CHAF 8l iSCSI CHA O FS 22|st= O] AFEEILICH A THset E
H2 otzofl LtE=|of USLICE

H53 CHat E

foks] 42 Isanlv1.0 Ad

GET I<protocol>/targets X|™HE T2EEE(FC, iISCSI, SRP)
Kol CHot 2= SAN CHA S LHE
gt

GET I<protocol>/targets/<target> X|™HE TEEE(FC, iSCSI, SRP)
SE FEOo| oot X1 E SAN CHa
2 7tM 3Lk
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f2ks] Z 2 Isanlvl.0 g
POST I<protocol>/targets X|HE Z2EZ(FC, iSCSI, SRP)
ofl CHst M SAN CHAHE BHSLIC
PUT I<protocol>ltargets/<target> X|HE T2EEE(FC, iISCSI, SRP)
Zi|of cHSt X2 SAN CHAS 2
HELck
DELETE I<protocol>/targets/<target> XM chAb | E APA|ghL|CE
O] H2 Ct3 URI OH7H S A EILICH
H 54 URI D47 2=
/9 NE P
string protocol SAN ZZEZ(FC, iSCSI, SRP)
string target CH&H ID(IQN, WWN, EUI)

HE e "get BH2 Y
HEE UHO = ALZELICE

o=

SE HEE e

[y}

1 "target" "create" X

0z
od

I
ro
fiul
mlo
oln
Ju

55 oid S5 3
NE nzez o
alias iscsi Aol 212 &= U= ZHESt 0|2
ign iscsi iSCSI &t 0|8
state iscsi iSCSI CHAH ArEH("online”, "offline")
auth iscsi MEHN 21 2% ("none”, "chap”)
targetchapuser iscsi MEHX CHAP AtEXL QIS
targetchapsecret iscsi MEHX CHAP &% 215
interfaces iscsi aE AEE = A= HESRZA 2
EmojA 25
wwn fc 0| CHAtol| chst Worldwide O|&
port fc ZEQ| 22X 2%
mode fc Ol ZEO| BE(HAIR} K= CHA)
speed fc Ol ZEQ| i &
discovered_ports fc HAME AAH AR ZEQ| =
alias srp SRP CHAMO]| CHst HA
eui srp 0| CHAte| EUI(Extended Unique
Identifier)
ChE S5 dEEiscsItiy 28 HEE 7IMRE ol ArZELT
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H 56 e 05 S=E 3=
/9 oz Mo
string protocol & O T2EZ(FC, iSCSI,
SRP)
string name iSCSI CH& O & 0|
array targets iSCSICHAH IQN O 7143 52
CHef LIE

HES2H0[AL0M AHEE 4= A= KIHYE Z2EEQ| 2= SAN S LHE-L

2H o

GET /api/san/vil/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

SEoll:
HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: 1337

{
"size": 7,
"targets": [{
"alias": "tst.volumes.py.12866.target",
"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:
72b6fa9a-96c4-e511-db19-aadb9bac2052",
"ign": "iqgn.1986-03.com.sun:02:72b6fa9a-96c4-
e511-db19-aadb9bac2052",
A
"alias": "tst.volumes.py.96238.target",
"href": "/api/san/vl1l/iscsi/targets/iqn.1986-03.com.sun:02:
31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"ign": "iqgn.1986-03.com.sun:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
}
e
}
A MNREEE JHH 27|
CHah NIRE™E 7127
Y ol S8 HEE 7P SLICE "ign" S5 B E K= "alias=<alias>"E AH&35t0] T
Ag Mesh 4 ULt
28

GET /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
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Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE=
Accept: application/json

SE

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 251

-~

"target": {
"alias": "test-target"
"auth": "none",
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"interfaces": ["ixgbe@"],
"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"
"targetchapsecret": "",
"targetchapuser": ""

=
i}
0z
mjo
=)
on
r
i)
20)
a2t
re
i
Mo
=
%
'9)
)
fm}
0z
|J
i
10
k=]
i
ro
r
ne
>
QD
H
oin
Ju
0z
HL
N
80
rir

- o:

POST /api/san/vl/iscsi/targets HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE=
Content-Type: application/json
Content-Length: 23

Accept: application/json

{"alias": "test-target"}

SE ol

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 233

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/targets/ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-
fe58-8b1fb508b008

{
"target": {

"href": "/api/san/vl/iscsi/targets/iqn.1986-03.com.sun:02:31d26d2e-6aa@-6054-
fe58-8b1fb508b008",

"alias": "test-target",

"ign": "iqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b0E8",

"auth": "none",

"targetchapuser": "",

"targetchapsecret": "",

"interfaces": ["ixgbe0"]
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3}

A
Chat 43
7|&iSCSIAMS HSLICH @ EE2 &= iSCSI A SE NEE T ost=
JSON ZiH|E E.E. LICH M& Al HTTP AEl 202(Accepted) 7t BHEtEILICEH S 222
JSON Z{H|2 QIR El CHAMOf| CHEE Aot iSCSICHA S& HEE TatetL|Ct,

-

PUT /api/san/vl/iscsi/targets/alias=test-target HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic abcd123MwWE=

Host: zfs-storage.example.com

Content-Type: application/json

Content-Length: 54

Accept: application/json

{"targetchapsecret":"letmeinnowplease", "auth":"chap",
"targetchapuser":"argus"}

SE ol

HTTP/1.1 202 Accepted
Content-Type: application/json
Content-Length: 189
X-Zfssa-San-Api: 1.0

{
"target": {
"href": "/api/san/vl/iscsi/targets/alias=test-target",
"auth": "chap",
"targetchapsecret": "letmeinnowplease",
"alias": "test-arget",
"ign": "iqgn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008",
"targetchapuser": "argus",
"interfaces": ["ixgbe0"]

CHer AFH|

A|AEIOA SAN CHANS K HAEHLIC

2H o

DELETE /api/san/vl/iscsi/targets/ign.1986-03.com.sun:02:e7e688b1 HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwWE=

MAst AMH|= CHS3F 20| HTTP 2E 204(No Content)S BHetghL|Ct,

HTTP/1.1 204 No-Content
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[
H

Al =
& 38
et 252 ciae] 23 Lot
H 57 CHAY 02 HEH
foks] 4 Isanlv1.0 Ad
GET I<protocol>/target-groups X|HE T2EEE(FC, iISCSI, SRP)
ZiH|of i3t = SAN CHA O &S
LiggtLct.
GET I<protocol>/target-groups / X|™HE ZEEE(FC, iSCSI, SRP)
<target-group> SE 0| st X[™E SAN CHA
13 £ 7td 3Lt
POST I<protocol>/target-groups X|HE ZZEZ(FC, iSCSI, SRP)
ofl CHst M SAN CHA & & oL
Ct.
PUT I<protocol>/target-groups / X|HE Z2EZ(FC, iSCSI, SRP)
<target-group> (ol CHet XIHE SAN CHY O&
S AxSHL|C}
DELETE I<protocol>/target-groups / XYE ta-08 AN E Axe

<target-group> Ct.

ol2{st ™ Ct2 URI O{7HH

=5 ALERLIC

H58 URI D474
olE =
protocol JHAIRHFC, iSCSI, SRP)0I| CiEt NAS Z2ES
name oid 282 0|8

CHat

O{Z 20| AL0f CHEH AHEE =

I8 L

LIZStL|Ct, A3 Al HTTP AEH 200

(OK)O| Htetz|n 222 & O 8 A tiE S Eetst= 0| 0| "groups"°| SEHHIIY
= JSON ZHH|E ottt
F o:

GET /api/san/vl/iscsi/target-groups

Host:
Authorization:
Accept: application/json

SE ol

HTTP/1.1 200 OK

zfs-storage.example.com:215
Basic abcd123MwE=
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Content-Type: application/json
Content-Length: 237

{

"groups": [{
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [

"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008"

1
"href": "/api/san/vl/iscsi/target-groups/alt-group",

H

}

o thd OFS 7IMSLICHL M2 thid 38 0[SQ! T URI II7HH+E AP RILICE &
HEE2 0d 18 S5 2 E Xost= 0[E0] "target-group”2! JISON K| E ZatefL
Ct.

GET /api/san/vl/iscsi/target-groups/test-group
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MwE=

Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group"
"name": "test-group"
"targets": [
"ign.1986-03.com.sun:02:0d5a0ed8-44b6-49f8-a594-872bf787ca5a" ]
}
}

Mo
=
|J
i1
10
k=]
i
ro
rn
ne
>

QO

3

oin
Ju
0z
HL
N
80
rir

M iscsl & O E2 2tELICHL 88 2R
JSON ZHA| L]},

- o:

POST /api/san/v1/iscsi/target-groups HTTP/1.1
Host: zfs-storage.example.com:215
Authorization: Basic abcd123MWE

Accept: application/json
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[
[

Content-Type: application/json
Content-Length: 97

{"name":"test-group",
"targets": ["igqn.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]}

SEoll:

HTTP/1.1 201 Created

Content-Type: application/json

Content-Length: 154

X-Zfssa-San-Api: 1.0

Location: /api/san/vl/iscsi/target-groups/test-group

{
"group": {
"href": "/api/san/vl/iscsi/target-groups/test-group",
"name": "test-group",
"targets": [
"ign.1986-03.com.sun:02:31d26d2e-6aa0-6054-fe58-8b1fb508b008" ]
}
}
= A
e O& A%

DELETE /api/nas/v1.0/iscsi/target-groups/test-group

AZst AR|= HTTP A 204(No Content)S ghatetL|Ct,

HTTP/1.1 204 No-Content
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MH| A HE

MH|A RESTful API= O{E2I0[AA0M A SOl ATEQ 0| MH|AE LIFSHT 22|5H=
ol At ELCE.

MH|A EE

CS MH|A HHS ALY & JASLICH
59 AH[A HE
X A2 [servicelvl oy
GET MH|A HHS Liggh|ot,
GET Iservices ZE MH|AE LtERLICE
GET Iservices/<service> X E M| A0f CHet 714 S AFER
=E I SL|Ct.
PUT Iservices/<service> XIHE M| Ao CHot 18 S +Ht
|—|Ef.
PUT Iservices/<service>/enable XEE MHAE AtBOZ AL
Ct.
PUT Iservices/<service>/disable XHE MHAE AL Otgto= MH
ghuict
StL|CE,

MH|A LIE

O] HH2 AEZ|X| O{Z2I0[AA0M AZE = = 74 JtsT MH|A SEZS ST AL
MEHSEP S| ghetetL|ct 3ot HEOH| CHs HTTP &l 200(0K)0| HretE L|C
25 0:

GET /api/service/v1l/services HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

SE

HTTP/1.1 200 OK

-
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Content-Type: application/json; charset=utf-8
Transfer-Encoding: chunked
X-Zfssa-Service-Api: 1.0

{
"services": [{
"<status>": "disabled",
"href": "/api/service/vl/services/ad",
"name": "ad"
+
"<status>": "online",
"href": "/api/service/vl/services/smb",
"log": {
"href": "/api/log/v1l/logs/network-smb:default",
"size": 2
}
"name": "smb"
Ao
"<status>": "online",
"href": "/api/service/vl/services/dns",
"log": {
"href": "/api/log/v1l/logs/network-dns-client:default",
"size": 4
i
"name": "dns"
i
"<status>": "online",
"href": "/api/service/vl/services/dynrouting",
"log":
"href": "/api/log/v1l/logs/network-routing-route:default",
"size": 81
}
"name": "dynrouting"
+
"<status>": "disabled",
"href": "/api/service/v1l/services/ftp",
"log": {
"href": "/api/log/v1/logs/network-ftp:proftpd",
"size": 40
}
"name": "ftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/http",
"name": "http"
i
"<status>": "online",
"href": "/api/service/vl/services/identity",
"log": {
"href": "/api/log/v1l/logs/system-identity:node",
"size": 4
}
"name": "identity"
Ao
"<status>": "online",
"href": "/api/service/vl/services/idmap",
"log": {
"href": "/api/log/v1l/logs/system-idmap:default",
"size": 15
}
"name": "idmap"
+
"<status>": "online",
"href": "/api/service/vl/services/ipmp",
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MH|A LIS

"log": {
"href": "/api/log/v1l/logs/network-ipmp:default",
"size": 3

i

"name": "ipmp"

{

"<status>": "online",

"href": "/api/service/vl/services/iscsi",

"log": {
"href": "/api/log/v1l/logs/network-iscsi-target:default",
"size": 3

}

"name": "iscsi"

"<status>": "disabled",

"href": "/api/service/vl/services/ldap",

"name": "ldap"

{

"<status>": "online",

"href": "/api/service/vl/services/ndmp",

"log": {
"href": "/api/log/v1/logs/system-ndmpd:default",
"size": 11

H

"name": "ndmp"

"<status>": "online",

"href": "/api/service/v1l/services/nfs",

"log":
"href": "/api/log/vl/logs/appliance-kit-nfsconf:default",
"size": 6

}

"name": "nfs"

"<status>": "disabled",
"href": "/api/service/v1l/services/nis",
"log": {
"href": "/api/log/v1l/logs/network-nis-domain:default",
"size": 3
}
"name": "nis"
{
"<status>": "disabled",
"href": "/api/service/vl/services/ntp",
"name": "ntp"

"<status>": "online",
"href": "/api/service/vl/services/replication",
"name": "replication"

"<status>": "online",

"href": "/api/service/vl/services/rest",

"log":
"href": "/api/log/vl/logs/appliance-kit-akrestd:default",
"size": 10

}

"name": "rest"

"<status>": "disabled",
"href": "/api/service/vl/services/scrk",
"name": "scrk"

"<status>": "disabled",
"href": "/api/service/vl/services/sftp",

S LIES
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"name": "sftp"
+
"<status>": "online",
"href": "/api/service/vl/services/shadow",
"name": "shadow"
Ao
"<status>": "online",
"href": "/api/service/vl/services/smtp",
"log": {
"href": "/api/log/v1l/logs/network-smtp:sendmail",
"size": 6
}
"name": "smtp"
i
"<status>": "disabled",
"href": "/api/service/vl/services/snmp",
"name": "snmp"
Ao
"<status>": "disabled",
"href": "/api/service/v1l/services/srp",
"name": "srp"
i
"<status>": "online",
"href": "/api/service/v1l/services/ssh",
"log": {
"href": "/api/log/v1l/logs/network-ssh:default",
"size": 3
}
"name": "ssh"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/syslog",
"name": "syslog"
+
"<status>": "online",
"href": "/api/service/vl/services/tags",
"name": "tags"
+
"<status>": "disabled",
"href": "/api/service/vl/services/tftp",
"name": "tftp"
Ao
"<status>": "disabled",
"href": "/api/service/vl/services/vscan",
"log": {
"href": "/api/log/v1/logs/vscan",
"size": 0
}
"name": "vscan"
H

MH|A 1M 7]

o &

om
rlo
=

g HE 8 FYS ZEOte T Mu[A2 NREFHEE JE4FLIT.

-

GET /api/service/vil/services/ndmp HTTP/1.1
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Host: zfs-storage.example.com
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{

"service": {
"cram_md5_password": "",
"cram_md5_username": "",
"dar_support": true,
"default_pools": [],
"drive_type": "sysv",
"href": "/api/service/vl/services/ndmp",
"ignore_ctime": false,
"name": "ndmp",
"restore_fullpath": false,
"status": "online",
"tcp_port": 10000,
"version": 4,
"zfs_force_override": "off",
"zfs_token_support": false

MH| A 2Ef HE

O] HH2 X|YE MH|A9| JEHE HAZLICE

= service - A|H|A 0|
= state - Al A{H|A AElj(‘enable’, 'disable’)

URI DS AF8SHE 2F9| of:

PUT /api/service/vil/services/replication/enable HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

AR OZ MESIHLS AIR © Feios 4

JSONZ A85t= 89| o

PUT /api/service/vl/services/replication HTTP/1.1
Host: zfs-storage.example.com

Accept: application/json

Content-Type: application/json

Content-Length: 22

{"<status>": "enable"}
MHIAE A ooz HHSI2{H L2 JSONS &Lt
{"<status>": "disable"}

S LIES
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HHIA T4 2

A M x~
MH|A d +=H
XIHE Mu|20f Cot 18 S5 HE= sl|C0 Ho el M S5 FE 2t el rur 282 TS
St - = UASLICH L7 MH|AE= 59| 2[AAS Hotel &~ UOM 0[2{8t MH|A= Bt
2 EI**OH ’EJEIEI hrefE WM27tH =7 4= JAELICH
28 o
PUT /api/service/v1l/services/sftp HTTP/1.1
Host: zfs-storage.example.com
Content-Type: application/json
{"port": 218}
MZot SEE HTTP 4EH 202(Accepted)E dHetefL|Ct.
HTTP/1.1 202 Accepted
Content-Length: 162
Content-Type: application/json; charset=utf-8
X-Zfssa-Service-Api: 1.0
{
"service": {
"<status>": "disabled"
"href": "/api/service/vl/services/sftp",
"keys": [,
"listen_port": 218,
"logging_verbosity": "INFO",
"root_login": false
}
}
MH|A 2|AaA
LR MH| A0 Sk9| 2|AATE JAELICH ZF MH|A EE= MH|A BE Z20f| chsl BhetEl oo|
EE 2l5t] AL 8E = U= 5t 2[AAS HERLIC
X 60 MH|A 5| 2[AA HY
ek a2 g
GET Iservices/<service>/<resource> MH|A St2| 2|AA LEE
PUT Iservices/<service>/<resource>/ | 6t 2|AA
<href>
POST Iservices/<service>/<resource> M ot 2| AAE BHELICH
DELETE Iservices/<service>/<resource>/ | ot9| 2|AAE AA|ELICH
<href>
o|2{st HE 422 CtE RESTful API B St HES ASELICEH 67| M ger2 X[H
E otel 2lAA RYS LIS 7EM e O AL, post= M 619| 2| AA RYE THE
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AELX| &

RESTful APl AEE2|X| AH[A

RESTful APl AEE|X| MH|AL IMESE HD AEE|X| &, T2NE O} A|AE! O LUNS|
ZMS H2|St= o AFREILICt et AAF G 2| 22| EL|Ct.

A
3ol
Oracle ZFS Storage Appliance®lA| NASE 2 & LUN 3 IHY A[AE -<T'5° M SLgt o
B &= E42 E4o6t= E0M FEELICE O] HXMS[ NAS APIOIAM & Z2 o{E2to|A
A XE2|x| 7HE e Ol ABELL
H61 AERX| & EHY
ok} 42 apilstoragelvl o™
GET Ipools RE AEZX| ES LiFEL|C
GET Ipools/<pool> AERX| E MEFEE JIHZLICEH
POST Ipools M AEZ|X] E2S FMELICH
PUT Ipools/<pool> 0| AEE|X[E FIF5HALE 20A
AE2|X|E ®HgLct.
PUT Ipools/<pool>/scrub XIHE Z0M Clo|Ef ATE{HE Al
xhsfL|Ct,
DELETE Ipools/<pool>/scrub |7HEI Z0/|M Ho]Ef AT2{H =t
2 =x|3tLCt,
DELETE Ipools/<pool> XI"*El AEZ|X| £ 74 SiHEL
Ct.
O HH2 A|AHIOM ZE AERX| £ S5 HEE LIFELICE d3ot BHof| s HTTP
AEll 200(0K)0| Hr2tEIL|CE HTTP 222 2t E2 2Y5l= JSON 24K 252 X ELICH

SE = 0|52 U3 BOf| Lt ASLIC.
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E tHQ7|

62 AEEX| £ SEFE
/¥ Ol 49
string pool i Z 0|8
string profile Clloje &x| =2t
string state £ &El("online", "offline”,
"exported")
string asn E2 ARSH= 0|E210|HA LA H
k=
string peer S{AESIE AAR AL IO &
E9 ASN
string owner E8 ARSH= AMAHIOI SAE 0|F
28 o

GET /api/storage/vi/pools HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

SE ol

HTTP/1.1 200 OK
Content-Type: application/json

{
"pools": [{
"profile": "mirror3d",
"name": "platinum",
"peer": "0OOOOOOOO-0000-0000-0000-000CEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
A
"profile": "raidz1i",
"name": "gold",
"peer": "0OOOOOOOO-0000-0000-0000-000CEEOOOEEL",
"state": "online",
"owner": "zfs-storage",
"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"
H
}

O| HH2 20 et AEE|X| ArERF HEQL ot B AEE|X| 20N SE MEE dhetet
|Ch M2t HHEof| cHsll HTTP AEH 200(0K)O| HheHElL|Ct,

2H o

GET /api/storage/vi1/pools/gold HTTP/1.1
Host: zfs-storage.example.com
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Accept: application/json
SE ol

HTTP/1.1 200 OK
Content-Type: application/json

"pool": {
"profile": "raidz1",
"name": "gold",
"usage": {

"available": 2388000726016,
"total": 2388001816576,
"dedupratio": 100,

"used": 1090560,
"usage_data": 31744.0,
"usage_snapshots": 0,
"usage_total":31744.0

i

"peer": "0OOOOOOOO-000O-0000-COCO-000000CCEEEE",
"state": "online",

"owner": "tanana",

"asn": "2f4aeeb3-b670-ee53-e0a7-d8e0ae410749"

=S FYYLITE. 22 U= o 2 Di7fHS0f| M= CLI 718 2E2|X]| HHES &
SHYAR. AL Jhstt S5 YL 0|5 8l 22 Hetste E8 UE= dryrun REE &
ASFLICL Ol= | i7iHs S5 HEE "true"=2 BTG A EL|CE

POST /api/storage/v1l/pools?props=true HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

"name": "silver",

}
SE ol

HTTP/1.1 200 OK
Content-Type: application/json

"props": [{
"choices": ["custom" ],
"label": "Chassis 0",
"name": "@",
"type": "ChooseOne"

Ao

"choices": ["custom"],
"label": "Chassis 1",

RESTful APl AEZ|X| AH|A

127



E0| 2AE2|X| 37}

"hame': "q"
: ,

"type": "ChooseOne"
A

"choices": [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12],

"label": "Chassis 1 data",

"name": "l-data"

: ’

"type": "ChooseOne"
A

"choices": ["mirror", "mirror3", "raidz1l",

"raidz2", "raidz3_max", "stripe"],

"label": "Data Profile",

"name": "profile",

"type": "ChooseOne"
H

}
MAl 110 M 87HS] CIASE A8dtE 22 TEE 2T !

POST /api/storage/v1/pools HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=
Content-Type: application/json
Accept: application/json

{
"name": "silver",
"profile": "stripe",
"l-data": 8

}

o .

SE o

HTTP/1.1 201 Created
Content-Type: application/json

{
"pool":
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"errors": [],
"name": "silver",
"owner": "zfs-storage"
"peer": "0OOOOOOO-0000-0000-0000-000000000000"
"profile": "stripe",
"status": "online",
"usage": {
"available": 1194000466944.0,
"dedupratio": 100,
"total": 1194000908288.0,
"used": 441344.0

[

Eof| AE2|X| F7}

O| HH2 E2 UEHLt LMstE HH Dt QAFEILICH AEZ[X| F7t= 7|1& B0 FIH AE
2|X| &K E FIbetL|ct, Eof 71 AEZ|X| BK| 27t ZEHE 220t A hrefoll <pool>/
addE =L|C}

I
H
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E0IM 2E2|X] HAH

- o:

PUT /api/storage/vi/pools/pl/add HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

"2-data": 8
}

SEoll:

HTTP/1.1 202 Accepted

SO0l AEE|X] H|A

o] HHE E0| AER|XIE F75t= BT FALLICEH AERIXIE MAHSHH 7|1E E0iA 7Y
Al 3 23 AER|X] ZX|7F MAELICH SN MAHE AEE|X| ZA| 2, K8 U MA| HS It
bl 223t 8HH hrefoll <pool>/removeE = HLICE,

PUT /api/storage/vi1/pools/pl/remove HTTP/1.1
Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=
Content-Type: application/json

Accept: application/json

"O-cache" : 2

}

00

=l

HTTP/1.1 202 Accepted

HAHE 4 e ZA| 8 EAISHAH EO| Oi7HEHS propsE trueZ MEELICEH
- o:

PUT /api/storage/vi1/pools/pl/remove?props=true
HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic abhadbfsMwE=

Content-Type: application/json

Accept: application/json

Sg of:
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[>
AT}
o
0z

HTTP/1.1 200 OK
Content-Type: application/json

{
"props": [
{
"choices": [
ngr,
nqn
I|2II,
1,
"type": "ChooseOne",
"name": "@-cache",
"label": "Chassis 0 cache"
H
{
"choices": [
ngr,
nqn
I|2II,
1,
"type": "ChooseOne",
"name": "1-log"
"label": "Chassis 1 log"
}
1
}

Z A3zl

<pool>/scrub put EE= peLete 2P S MESHH 242 =
A 2 S §x|?=ﬂ—||:|'. XiMet LiE2 CLI B™E "+
2,

£ 74 il

O] HH2 A|AHIM ES FMAHTLIC

DELETE /api/storage/v1/pools/silver HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic abhadbfsMWE=

SEoll:

HTTP/1.0 204 No Content

Date: Fri, 02 Aug 2013 22:31:06 GMT
X-Zfssa-Nas-Api: 1.0
Content-Length: ©
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[=]
Hu
=
[m
2
18]

|H
Jé

S p

ol M 2S5t

DEDE=MNE Xl HelE XME EE MY = JSLICHL RE ZENE
oM S5tz HEE "/projects/

AN
= HH2 URIO "/projects"S F7t5t0 ©HY T2HE
{project}"E F7tgtLICt.

H 63 ODZHE HH
X 42 lapilstoragelvl Ad
GET Iprojects Z2E ZRNEE LIEYLICH
GET Ipools/<pool>Iprojects DE=NEE LtFSLICH
GET Ipools/<pool>/projects /<project> | ZRZHE NEHHE JtXFL|Ct
POST Ipools/<pool>/projects DI2HEE HELICH
PUT Ipools/<pool>/projects /<project> | Z2HEZS £HgtL|Ct.
DELETE Ipools/<pool>/projects /<project> | Z2HEZ AX|EL|Ct,
GET Ipools/<pool>/projects /<project>/ | Z2HE 18 M2 Y SLIC
usage/groups
GET Ipools/<pool>/projects /<project>/ | X|H=l 2 F0f gt T2HE AL
usage/groups/<group> 2 71§ SL|Ct.
GET Ipools/<pool>/projects /<project>/ | Z2HE AL2X} AF2S JIHSL
usage/users Ct.
GET Ipools/<pool>Iprojects /<project>/ | XI™MEl AL2X}0]| CHst T2HE AL
usage/users/<user> 2ks 7t ZLct.
02 = ZEHE 2|44 ol = HE 7Hstt 88 e =52 ¢ Lt
H 64 IZNE SEXE
/¥ E e
string aclinherit ACL &% SZH("discard",
"noallow", "restricted”,
"passthrough", "passthrough-x",
"passthrough-mode-preserve")
string aclmode 2E HAH Al ACL 3% ("discard",
"mask", "passthrough")
boolean atime 7| Al HM|IA A7 HOI0|E Saf
i
string canonical_name & 0|
string checksum =& N2 H4("fletcher2”,
"fletcher4", "sha256")
string compression Hlo|E gFz= MAE("off", "Izjb", "gzip-
2", "gzip", "gzip-9")
number copies B
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/¥ NE e

datetime creation DZHEE(EE LUN, IHY A[AH)
MM e 8 AIZE

boolean dedup Hole 55 24

string default_group DIZNE 7|2 oY A2 OF
"other"

string default_permissions ODIZHE J7|& oty A|AHE! S
"700"

boolean default_sparse IDIZHE J|&2 LUN ALtA H|0[H
£a21a

string default_user DEHE 7|2 ot A|AR AFEXE:
"nobody"

number default_volblocksize ODIZHE 7|2 LUN 28 37[:
8192

number default_volsize IZHE 7|2 LUN 27|

boolean exported LH2H ZEeia

string logbias S7|& M| HEO|O{A("latency”,
"throughput”)

string mountpoint OFRE XX 7|2e 35 "lexport/
proj-01"

string name OIZNE 0|8

boolean nbmand HEZZ &3z S22

boolean nodestroy AR 22X E2i2

number quota HFO|E Che|e| Z2HME B 37|

string origin HE =H|

string pool E0|E

boolean readonly OB & true2 HAE F2 27|
Mg

string recordsize C|O|E{H|O| A R E 37| "128K"

number reservation ClolEf of|2k =27

boolean rstchown 2R3 HE Wt Ea2a

string secondarycache HZ Al AP ("all", "metadata”,
"none"

string sharedav HTTP =5("off", "rw", "ro")

string shareftp FTP &% ("off", "rw", "ro")

string sharenfs NFS 3% ("off", "on", "ro", "rw")

string sharesftp SFTP 3%("off", "rw", "ro"

string sharesmb SMB/CIFS =& ("off", "rw", "ro")

string sharetftp TFTP 3% ("off", "rw", "ro")

string snapdir Zfs/ARAE 7EA| M ("hidden”,
"visible")

string snaplabel Of| o=l AHAF 20|15
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[=]
Hu
=
[m
b
18]

/¥ NE e
boolean vscan HO[2{ A HAL E2i

O| HH2 X|HYE 20 ZE ZI=HEZ LIGYLICE Hratel 2t T2 EE 9of LIEE 3
sttt SE YE S82 =8 2 0|18, 44 Mzt 29 dHi, S & & HlolH Af%%*E z

Ho| j7fH HE - Z2NE L{o| S5 HHEIL s 3t otofl SYet TE EXES Xt
2 273Hs Hhadt 2X1E UX| ZE QLT

H 65 URI O{7H 2=

Of7HEH 2 Moy

pool AEE|X| E 0|2

23 :

GET /api/storage/vi1/pools/gold/projects HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

getOll H33HH JSON YAlo| TZME S& MHE H{E D &M HTTP ZE 200(0K)0| et
L|C}.
23 o

HTTP/1.1 200 OK
Content-Type: application/json

{
“projects”: [{
“name”: “proj-01”,
g
“name”: “proj-02”,
}
}

REZEEEIZ

2

E 22 X|YELICE URIE /projects ZZ 0 T&HEHLICE

"backup"S T S5 YL LEZ AE5I0] 2= ZZHEE 71 = 2F9 !

GET /projects?filter=backup HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json
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Ol BF2 X|HE Eo Y Z=NEQ CHSt S5 EE LIFYLICH 833t get2 JSON &
Alo| 2HE S2 Mot 8 HTTP 2 E 200(0K)S ghetstL|Ct,

X 66 IZE2NE URI Of7HHS 71 27|

RS pepee

pool AEE|X| E 0|2

project ZENE 0|2

"gold" Z0i| 0|Z0]| "proj-01"Q! ZZMEZ LIHst= QK9 0f:
GET /api/storage/vil/pools/gold/projects/proj-01 HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

==K

HTTP/1.1 200 OK
Content-Type: application/json

{
"project": {
"default_volblocksize": 8192.0,
"logbias": "latency",

"creation": "20130411T20:02:35",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"default_permissions": "700",
"mountpoint": "/export",
"snaplabel": "",

"id": "042919bb-0882-d903-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],

"compression": "off",
"sharetftp": "",
"default_sparse": false,
"snapdir": "hidden",
"aclmode": "discard",
"copies": 1,

"aclinherit": "restricted",
"shareftp": "",
"canonical_name": "gold/local/default",
"recordsize": 131072.0,
"usage": {

"available": 1758424767306.0,

"loading": false,

"quota": 0.0,

"snapshots": 0.0,
"compressratio": 100.0,
"child_reservation": 0.0,
"reservation": 0.0,

"total": 45960.0,

"data": 45960.0

i
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TE2HE Ze
"default_volsize": 0.0,
"secondarycache": "all",
"collection": "local",
"exported": true,
"vscan": false,
"reservation": 0.0,
"atime": true,
"pool": "gold",
"default_user": "nobody",
"name": "default",
"checksum": "fletcher4",
"default_group": "other",
"sharesftp": "",
"nbmand": false,
"sharedav": "",
"rstchown": true
}
}
O2NE = |
D2HE ohs7| Y2 X AE2X| B0 ol XIHE 0|59 TRHES BHELIC 7|2
SE FEIIXEE M Z2HET} gretE LI
H 67 URI OW7HH 4
UHERS My
pool AEZX| E 0|
JSON 22 28 oj7f#H=:
= name - ZZHEZ ptS2{H TIZHE 0|5 MSoHof HL|C},
= project properties - TZHE SE MEE M IZHEQ| X7| o2 AT £ USL|
Ct.
0|E0]| "proj-01"¢! ZEMEES tE= Q9| 0f:

POST /api/storage/v1/pools/gold/projects HTTP/1.1

Hosta: zfs-storage.example.com
Content-Type: application/json
Accept: application/json

{
“name” :
“sharenfs”:

“proj-o1”,
Upgr

[

E% |E§ AH II_E%JHIEE O| LJFQ|
L|Ct, 222 JSON HAlo BE

mjo ox

s
[=)
I:I

g 1ot
2

b

I

2o

HTTP/1.1 201 Created
Content-Type: application/json

ZoshE 2K

8|42t EH HTTP AE 201(Created)

ZEHE S YHES EHBLICE
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Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01

-~

“project”: {
“name”: “proj-01”,
"href": "/api/storage/v1l/pools/gold/projects/proj-01",
“mountpoint”: “/export/acme/gold”,

[

|H
Hu
b
Im

|H

EL

Im

bl
o8

o
rlo
N
I
|H
HU

2
[m
1o
i3

X

o
re
oY
et
r
iu]

¥ 68 URI {7 5

of7He 4 Per

pool AEE|X| 20|18

project TZHE 0|2

0

QN OjHS - T2ME SE ¥ _I2NE S2 MEE N T2MEO| £7| 202 MH
o

(=3 == =
g = AFLICL

ITZHE 0|£2 "proj-01"0IA "new-name" Z HASH= A 9| of:

POST /api/storage/v1/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

“name”: “new-name”,
“sharenfs”: “rw”,
“compression”: “gzip-9”

o
3%t

olo

EF2 HTTP AEll 202(Accepted)E Btetstl R E TZHE SE HEE LIFEL

nox ~

S

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/new-name

{
“project”: {
“name”: “new-name”,
“sharenfs”: “rw”,
“compression: “gzip-9”,
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mRHE AN HYS NYE | HY TRHES FHLC

69 URI O{7HEH 2=
oHHE S e
pool AER|X| EO|E
project TZHE 0|2
- o:

DELETE /api/storage/v1l/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

DIEHE AR

Get % I2HE A8Y 2|4AS S TZHEO| s AR E= IBHE ABY G
O[E{Z M S 4 YALICE

Ell X}

a

1%

xe]

2 2lghich 2E 39 Hel= XFE &

IhQ AJAR ZY2 M A|AR ZRE LIFSHD
E2X| E £ IENER X|ZEL|Ct

{service_uri}/pools/{pool}/project/{project}

H70 QL A| AR A

foks] A2 Japilstoragelvl ay

GET fiilesystems DE oY A|ABIS LIS T

GET Ipools/<pool>/projects /<project>/ | Tt A|AH LIE
filesystems

GET Ipools/<pool>/projects /<project>/ | Tt A|AE MEHEE TP SLICH
filesystems /<filesystem>

POST Ipools/<pool>/projects /<project>/ | T+ A|ARIS OHELIC,
filesystems

PUT Ipools/<pool>/projects /<project>/ | Tt A|ARIS &~FTtL|CH,
filesystems /<filesystem>

DELETE Ipools/<pool>/projects /<project>/ | TtY A|AEIZ AX|EL|CE,
filesystems /<filesystem>
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X A2 Japilstoragelvl g
GET Ipools/<pool>/projects /<project>/ | Tt A|AR OF MBS 7 SL|
filesystems /<filesystem>/usage/ | C}.
groups
GET Ipools/<pool>/projects /<project>/ | XIAE JZ0f CHSt T A|AE] A}
filesystems /<filesystem>/usage/ | &2 7t4ZLICt
groups /<group>
POST Ipools/<pool>/projects /<project>/ | Tt A AR 25 HEHE THELICL
filesystems /<filesystem>/usage/
groups
PUT Ipools/<pool>/projects /<project>/ | Tt A|AE O F HEE $HEL
filesystems /<filesystem>/usage/ | Ct.
groups /<name>
GET Ipools/<pool>/projects /<project>/ | Tt A|AR ALEXt AIESRE 71 S
filesystems /<filesystem>/usage/ | L|C}.
users
GET Ipools/<pool>/projects /<project>/ | X|HEl ALEXtof| CHSt Th A|AE]
filesystems /<filesystem>/usage/ | AF2EES 7t ZLICH
users /<user>
POST Ipools/<pool>/projects /<project>/ | Tt A AR AL2X} HE{E DHEL|
filesystems /<filesystem>/usage/ | C}.
users
PUT Ipools/<pool>/projects /<project>/ | Tt A|AE AL2X HEE +HEL
filesystems /<filesystem>/usage/ | Ct.
users /<name>
2T AAdle DEHES] S5 MRS BN /00 TS THY AlAHE 55 Hug
Zotstn JA&LICE
E71 Y AlAY S Fe
s¥ olg EE
string casesensitivity OAZEX T2 HE("'mixed”,
“sensitive” = “insensitive”)
string group Jg 0|8
string normalization Hrgt
string permissions o A|AR ATt
string project TZNE 0|8
boolean quota_snap FHE{of AHMS Eotot= ST
boolean reservation_snap olekoll AHARS Zotsh= Eelia
string shadow G|O|Ef OFO| 2|0| M AA
string sharesmb_name SMB 372/ 0|2
object source DZNE ML SEFE
object usage O A|ARALEZF HE
string user 3RE 2R5t= ALK 0|
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= o8 EE

boolean utf8only HIUTF-82 H&st= E2i0

T Q75 Tt 2XiY UX| ZEYLIC
272 URI O47HH
OH7HEH 4 Mg
pool AEZX| £ 0|8
project nZHE 0|2
23X

GET /api/storage/vi1/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MIst QE2 JSON YAlo| I A|AE S2 M HiE ot & HTTP e 200(0K)S et
grL|ct.
Z ot o

HTTP/1.1 200 OK
Content-Type: application/json

“filesystems”: [{

“name”: “filesystem-01",
“project”: “proj-01”,
“pool”: “gold”,

AL
“name”: “filesystem-02”,
“project”: “proj-01”,
“pool”: “gold”,

1

}

DESHEIZHES BE MU AAE SE T X[/ EL|CH 0] B2 URI= /api/storage/vl/
filesystems7t ElL|C}.

"abcd" ZAIEE MY S5 FEO| LHZ MBI ZE T A2HS JIHLE RF9| o:
GET /api/storage/vi/filesystems?filter=abcd HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json
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op A AR 7M7)

O AAR 77| BE2 XFE 2 = Z2NEQ| T MY A|AH S5 HEE dtst
gLt

H73 URI O{7HH =~

oj7H 4 A

pool AEE|X| E 0|2

project ZENE 0|2

filesystem o A|AEI 0|

0| £0] "proj-01"2l ZZHEZ LIA5t= 2H2| of:
GET /api/storage/vi1/pools/gold/projects/proj-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

A3t get2 JSON HA/9| MU A AR S FE e oA HTTP &Ef 200(0K)S gretetL|

.

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"filesystem": {
"logbias": "latency",
"creation": "20130423T21:30:34",
"nodestroy": false,
"dedup": false,

"sharenfs": "on",

"sharesmb": "off",
"mountpoint": "/export/grape",
"snaplabel": "",

"id": "424ca2ec-b3fa-df86-0000-000000000000",
"readonly": false,
"rrsrc_actions": [],
"compression": "off",
"sharetftp": "",
"source": {
"logbias": "default",
"dedup": "default",

"sharenfs": "inherited",
"sharesmb": "off",
"mountpoint": "inherited",
"rrsrc_actions": "local",
"compression": "default",
"sharetftp": "inherited",
"snapdir": "default",
"aclmode": "default",
"copies": "default",
"aclinherit": "default",
"shareftp": "inherited",

"readonly": "default",
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"secondarycache": "default",
"exported": "inherited",
"vscan": "default",
"reservation": "local",
"atime": "default",
"recordsize": "default",
"checksum": "inherited",
"sharesftp": "inherited",
"nbmand": "default",
"rstchown": "default"

H

"snapdir": "hidden",

"aclmode": "discard",

"copies": 1,

"aclinherit": "restricted",

"shareftp": "",

"canonical_name": "platinum/local/default/grape",

"recordsize": 131072.0,

"usage": {
"available": 880395477504.0,
"loading": false,
"quota": 0.0,
"snapshots": 18432.0,
"compressratio": 100.0,
"reservation": 0.0,
"total": 50176.0,
"data": 31744.0

}
"secondarycache": "all",
"collection": "local",

"exported": true,
"vscan": false,
"reservation": 0.0,
"shadow": "none",
"atime": true,

"pool": "platinum",
"quota_snap": true,
"name": "grape",
"checksum": "fletcher4",
"project": "default",
"sharesftp": "",
"nbmand": false,
"reservation_snap": true,
"sharedav": "",
"rstchown": true

}
}
ol Hl O =
ohd A AH 2ES T
o A[AHITFSY| HHE2 X|FE AER[X| & £z I2HE U= XHE 0|EQ I A
ABIS OHELICH 7|2 S5 EEIH K™ E M ohY A|ARI0] HhetE LT
H74 URI Of7HEH 2
[EEES
pool AEE|X| E 0|
project nZHE 0|2
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RS e

filesystem ohd A|AEI 0|

27 Of7fH=

= name - M| IHY A|ABIS DHE2{H IHY A|AE! O|ES H|ZsHOf L

= filesystem properties — It A| AR S5 P L= IZNE S5 HEHO| LIEE S5
HEE &£7| =2 4T &+ UASLCL

0|£0]| "share-01"0| 11 ALEX} "joe"7t A R0t A A|AHIS BIEE= QM| of:

POST /api/storage/v1l/pools/gold/projects/proj-01/filesystems HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “share-01",
“owner”: “joe”
}
HBototET|E M I A|ARIS| URIE EESHE K] ST 2t BHH HTTP AFEH 201
(Created)2 HtetefL|Ct 222 JSON dAlo| BE MY A|AH S5 FHE ZofetL|Ch

SE ol

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01

“filesystem”: {
“name”: “share-01",
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
“owner”: “joe”

I A|AR +F HE2 7|E Y AARIS 48 HASLICH H3ot SEHE HTTP AE)
202(Accepted)S Htetstn D E MY A|AH SE HEE LIFEELICH

™ O HS - oY A AR S8 HE _TU A|A = IZHE SEHEHE ¥ & QY
&LICt

275 URI {7 2

TS e

pool AER|X| EO|E
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OiHEH 2 Moy
project DZHE 0|2
filesystem o A|AHEI 0|

ot A|AEl O|E2 "share-01"0A] "new-name"L 2 HZASID A RXHE "nobody"Z HAS}
= 289 o:

PUT /api/storage/vi1l/pools/gold/projects/proj-01/filesystems/share-01
HTTP/1.1

Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{
“name”: “new-name”,
“owner”: “nobody”,
}
ocCt ofl-
ST ol

HTTP/1.1 202 Accepted

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/filesystems/share-01

“filesystem”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
“owner”: “nobody”

[
[

I}

ue

A|AH

a

1z

A

DY AlAR AR W2 XIFE B = Z2REQ| Y I AIAHS AFHBLIC
H76 URI D47 4=

oj7H 4 A

pool AE2|X EOIE

project TZHE 0|2

filesystem o A|AEI 0|
25 0:
DELETE /api/storage/vl/pools/gold/projects/proj-01/filesystems/share-01

HTTP/1.1

Host: zfs-storage.example.com
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Accept: application/json
MZ %t AXl= HTTP AEl 204(No Content)E ghetetL|Ct,
SE ol

HTTP/1.1 204 No-Content

op AAR JE] S AETE

AR = T8 A 242} post = pur RES ALBSH0] DISVILE 2B 4 USLICE T}
o A|AE| A 22200 et er QA S T2HEO st AFBRHY EE IEE A8 Ho]
E1Z 7t 2L of AFRELITH

LUN = 28 Srelo] Hels X HE & w= T2MER NFYELIT TS LUN 3YS

77 =& 3Y
foks] 4= Japilstoragelvl Ad
GET fluns 2 E LUNSE LiggiLCt
GET Ipools/<pool>/projects /<project>/ | LUNSE Lt&EsiL|Ct.
luns
GET Ipools/<pool>/projects /<project>/ | LUN NI ™ML E JtXFL|Ct,
luns/<lun>
POST Ipools/<pool>/projects /<project>/ | LUNS BHEL|LC},
luns
PUT Ipools/<pool>/projects /<project> | LUNS $=HgL|Ct.
luns/<lun>
DELETE Ipools/<pool>/projects /<project>/ | LUNS AtH|EHLICE.
luns/<lun>
o2 B |E LUN S5 EEIF LIt JUSLICE ot EE2 T2HE S5 MEE MA&5H7LE
CHAlE 4= &L
E78 =E &=
2¥ B e
string assignednumber XEE LU HE
boolean fixednumber LU H= E #ixi gfoll ngst= Sl
a
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LUN =¢d

/¥ NE e

string initiatorgroup HAIR 28

string lunguid STMF GUID

string lunnumber LU HS M5 = "auto”

string project OIZHE O|Z(HEY £+ 8l8)

object source SE HE9 AA(local",
“inherited") Lt&

boolean sparse Thin Z2H|NYE AEOE MHst
e &40

string status =2 ZX| AEl("online”, "offline")

string targetgroup e 15

object usage LUN A3 SA| LI

number volblocksize 28 28 37|

number volsize 28 37|

boolean writecache MI| A E AE2E HEsH= Eal
|

DEHEON UL SE HEIF MAH £ YALICHL AA HHS 0243 SE HEE 242 L}
Hot3 ST S HETH LUNO "2Z"9IX], OfL| E2HEUA "NAE|=X|"S At
C}. 7|2 HOE o2f3t S FEE TR E| ofdf ASELIC 0/2(8 S2 vt 4
o SIS S2 HEIE LUNO| 2ZRILICH A4 HHL HA & UALICH AAS CHA| A4 E

O HESHHH S& HE 7} "unset"d = ASLICEL

2ES M- Slixst= JISON -9 o

"unset": ["compression"
p

E79 URI O§7HEH 4
il 4 Mo
pool AEE|X| E 0|
project ZZHE 0|8

ITZME "proj-01" LHOIM LUNSE LIE5= 2@X9| of:
GET /api/storage/vi/pools/gold/projects/proj-01/luns HTTP/1.1

Host: zfs-storage.example.com
Accept: application/json

3 ger2 IJSON 42| LUN SF FE2 el HTTP HEH 200(0K)E HHatetLict.
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LUN =t

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

"luns": [{

"id": "fadac6fb-0bcc-d2e3-0000-000000000000",
“name”: “vol-01”

A
"id": "690ae407-7c4d-b5d2-0000-000000000000",
“name”: “vol-01",

H

LUN 7IX 27|

LUN 7tM 27| B2 X|8E E E= T2HES Y LUN S5 HEE HretetL|Ct
H 80 URI OH7HtH 2

TS peper

pool 2AE2|X| £ 0|8

project TZHE 0|2

lun lun O|&

0|20| "vol-01"2 LUNE M= K9] of:

GET /api/storage/vi1/pools/gold/projects/proj-01/lun/vol-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

MBSt get2 JSON HAIQ| LUN S2 MEQ} 8H HTTP AEH 200(0K)S BtatstLCt,
SE o

HTTP/1.1 200 OK
Content-Type: application/json

{
“lun”: {
"logbias": "latency",
"creation": "20130423T21:31:17",
"nodestroy": false,
"dedup": false,
"rrsrc_actions": [],
"id": "e3045406-319b-cf7a-0000-000000000000",
"writecache": false,
"compression": "off",
"copies": 1,
"stmfguid": "600144FOD8EOAE4100005176FDA6GOGOL",
"source": {
"compression": "default",
"checksum": "inherited",
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LUN =t

"logbias": "default",
"dedup": "default",

"copies": "default",
"exported": "inherited",
"rrsrc_actions": "inherited",
"secondarycache": "default"

}

"canonical_name": "platinum/local/default/disk1",

"snaplabel": "",

"usage": {
"available": 881469214720.0,
"loading": false,
"snapshots": 0.0,
"compressratio": 100.0,
"total": 1073758208.0,
"data": 1073758208.0

}

"secondarycache": "all",

"collection": "local",

"exported": true,
"volsize": 1073741824.0,
"pool": "platinum",
"volblocksize": 8192,
"checksum": "fletcher4",
"project": "default",
"sparse": false

M LUN 2H=7|

O] EH2 M LUNS ZHELICH Af LUNO|| CHEE 37| EE= =X AAE M| SsHof LT,

H81 URI O47HEH 4
Of7HEH Moy
pool AERX| E 0|2
project DZZHE 0|8

X o7 HS:

= name - Aj LUNZ ZHS2{H M LUN 0|52 H|S3sHof gfL|Ct.
= volume properties - LUN S5 BE = Z2NE 5 dH0| LIFE S5 2
7| o HEE £ ASLICH

i
P

- o:

POST /api/storage/vil/pools/gold/projects/proj-01/luns HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

Request JSON:
{

name : "vol-001", // Volume name (required)
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LUN =t

size : 500000, // New Volume size

blocksize : 8192, // New Volume block size

sparse : true, // New Volume sparse data flag
initiatorgroup : 'default', // Initiator group name

targetgroup : 'default', // Target group name

lunnumber : 'auto', // Volume LUN number

status : 'online', // Initial Status ('online', 'offline')

fixednumber : false,

"source": {
"snapshot_id" : "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"snapshot": "/pool-001/local/proj-001/snap-001"

[

3T 2E7|= M LUNS| URIE E&6H= ?IX| 6|2t 2H HTTP AEf 201(Created)2 Bt
stotL|Ct 222 JSON ¥Al9l I E LUN SE M E Tt}

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://zfs-storage.example.com:215
/pools/gold/projects/proj-01/luns/vol-001

“lun”: {
"name": "vol-001",
}
}
LUN &3

H 82 URI D7

iK' Moy

pool AERX| E 0|8
project TZHE 0|8
lun LUN 0|2

=g 4 AL

Q™ OpiHS - 28 S5 ME - LUN £ T2 H|

0|I'|

=35

i

LUN O|Z¢€ "vol-01"0|A "new-name"C 2 HASH= K9] 0f:

POST /api/storage/vil/pools/gold/projects/proj-01/luns/vol-01 HTTP/1.1
Host: zfs-storage.example.com

Content-Type: application/json

Accept: application/json

{

“name”: “new-name”,
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}
MBZot SHE HTTP &EH 202(Accepted)E gHetstl 2= LUN S8 FEE LIEELICEH
SEal:

HTTP/1.1 201 Created
Content-Type: application/json
Location: /api/storage/vi/pools/gold/projects/proj-01/luns/new-name

{
“Iun”: {
“name”: “new-name”,
“pool”: “gold”,
“collection”: “local”,
“project”: “proj-01”,
}
}
AN
Lun A%

LUN A8 2 XFE 8 £= Z2ZHEQ| thd LUNS H|AFLIC.

83 URI OH7HEH 4
TS M
pool AER|X| E 0|8
project TZHE 0|2
lun LUN O|E

28 o

DELETE /pools/gold/projects/proj-01/luns/lun-01 HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

M B3t get2 HTTP AEH 204(No Content)S HHetgtL|CH,

[
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u E% HI'OEI A|¢E|::'” 7|H|_|' ﬁLn:lH)}\F J£||'|o=1'|0“ EHQ’ UR|E /api/storage/vi/pools/{pool}/projects/
{proj ect}/filesystems/{filesystem}QE A|I_|I-Eul L—l I:I'-

s = LUN 7|dt ARHAF XA CHSE URIE /api/storage/vi/pools/{pool}/projects/
{project}/luns/{lun}gi APQE |—| I:-|'.

He4 AHLSG BH HH

oXs] A2 Japilstoragelvl ks

GET Isnapshots ZE 2Z AHAS LIFLITH

GET Ipools/<pool>/projects /<project>/ | 2E T2HME AHAS LIFEBIL|CH
snapshots

GET Ipools/<pool>/projects /<project>/ | BE T A|AE AHAS LIHBIL]
filesystems /<filesystem>/ Ct
snapshots

GET Ipools/<pool>/projects /<project> | BE LUN AHAFS LIEEIL|C}
luns/<lun> /snapshots

GET Ipools/<pool>/projects /<project>/ | ZR2HME AHAF NEHEE JINS
snapshots/<snapshot> L|ct

GET Ipools/<pool>/projects /<project>/ | Tt A|AR AHAF NEHEE THH
filesystems /<filesystem>/ FLCH
snapshots /<snapshot>

GET Ipools/<pool>/projects / LUN 24 NEHEE TR SL
<project>/luns/<lun> /snapshots/ | C}.
<snapshot>

POST Ipools/<pool>/projects /<project>/ | T2HE AHALS OHEL|CH
snapshots

POST Ipools/<pool>/projects /<project>/ | Tt A|AE AHAES OHEL|CH
filesystems /<filesystem>/
snapshots

POST Ipools/<pool>/projects /<project>/ | LUN A& BHEL|C}
luns/<lun> /snapshots

PUT Ipools/<pool>/projects /<project> | TE2HME AMHAS 2HBHL|C}
snapshots/<snapshot>

PUT Ipools/<pool>/projects /<project>/ | LY A AR AHARS ML C}
filesystems /<filesystem>/
snapshots /<snapshot>

PUT Ipools/<pool>/projects / LUN A4S SH-ELICH
<project>/luns/<lun> /snapshots/
<snapshot>

PUT Ipools/<pool>/projects /<project>/ | T+ A|ARI AHARS 2 x|t
filesystems /<filesystem>/
snapshots /<snapshot>/clone

PUT Ipools/<pool>/projects / LUN 2 A4S SRISLICH
<project>/luns/<lun> /snapshots/
<snapshot>/clone
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X A2 Japilstoragelvl g

PUT Ipools/<pool>Iprojects /<project>/ | CIO|E{S X|HEl Dt A|AE ALHAF
filesystems /<filesystem>/ O=F EuHpiL|C}
snapshots /<snapshot>/rollback

PUT Ipools/<pool>/projects / OlO|E{E X|HE LUN 2-MCR
<project>/lun/<fun> /snapshots/ | SEL|C},
<snapshot>/rollback

DELETE Ipools/<pool>/projects /<project>/ | T2HE AHAS AF|BILICH
snapshots/<snapshot>

DELETE Ipools/<pool>/projects /<project>/ | Tt A|AHI AHARS AtX||EHL|CH
filesystems /<filesystem>/
snapshots /<snapshot>

DELETE Ipools/<pool>Iprojects / LUN A4S MR Ct
<project>/luns/<lun> [snapshots/
<snapshot>

GET Ipools/<pool>/projects / DIEHE AN B4 =2 LIEY
<project>/snapshots/ =
<snapshot> /dependents

GET Ipools/<pool>/projects /<project>/ | Tt A AR AHAF L StES L}
filesystems /<filesystem>/ et
snapshots /<snapshot>/
dependents

GET Ipools/<pool>Iprojects / LUN AL B4 St=g LIERL
<project>/lun/<lun> /snapshots/ Ct.
<snapshot> /dependents

POST Ipools/<pool>/projects /<project>/ | M Z2HE X5 AHAZ THEL|
automatic Ct.

GET Ipools/<pool>/projects /<project> | X|BE Z2HE xt5 AHUHF EF
automatic /<automatic> HEE 7P ZLICh

GET Ipools/<pool>/projects /<project>/ | ZE TE2HE X}5 AHAF HHE
automatic LiggtL|ct.

PUT Ipools/<pool>/projects /<project>/ | X|HE Z2HE Xt AHAF HHE
automatic /<automatic> SFELCH

DELETE Ipools/<pool>/projects /<project>/ | X|HEl XtE Z{H|E ArA|gtL|Ct,
automatic /<automatic>

POST Ipools/<pool>/projects /<project>/ | M I} A AR XtE AHLZ OHE
filesystems /<filesystem>/ L|C},
automatic

GET Ipools/<pool>/projects /<project>/ | XI™YEl Tt A|AH XI5 AHME S
filesystems /<filesystem>/ £ HEE 7PN 3L
automatic /<automatic>

GET Ipools/<pool>/projects /<project>/ | BE MY A|AH XpE AHAF 24K
filesystems /<filesystem>/ £ Lttt
automatic

PUT Ipools/<pool>/projects /<project>/ | X|HEl Tt A| AR X}E AHAF 24

filesystems /<filesystem>/
automatic /<automatic>

HE +=FgLich
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X A2 Japilstoragelvl oy
DELETE Ipools/<pool>/projects /<project>/ | X|HEl XtE Z{H|E ArA|gtL|Ct,
filesystems /<filesystem>/
automatic /<automatic>
POST Ipools/<pool>/projects /<project>/ | M LUN Xt& AHARS OHELIC
luns/<lun>/automatic
GET Ipools/<pool>/projects / X HE LUN RIS AHAFSE HE
<project>/luns/<lun>/automatic / | & 7t SL|Ct.
<automatic>
GET Ipools/<pool>/projects /<project>/ | ZE LUN Ats AHAF ZHH|E LA
luns/<lun>/automatic Lo
PUT Ipools/<pooll>/projects / XIHE LUN Xt5 AHAE K E
<project>/luns/<lun>/automatic / | HEfL|C},
<automatic>
DELETE Ipools/<pool>/projects / XHE XS M| E AwEL|Ct
<project>/luns/<lun>/automatic /
<automatic>
ALHA |.C:|
AHAF LA

01Z2t0| AL M AFEE 4

o4 Qe OIAS LIFEILICH Q8 URIY| o2t 222 =2
ME MY AJAH S [UN AHARS T33!

H 85 LS LIE BY gy
oy lapilstoragelvl/pools/{pool}/projects/{project}
List Project Snapshots /snapshots
List filesystem snapshots [filesystems/{share}/snapshots
List lun snapshots /lun/{share}/snapshots
28 o

GET /api/storage/vil/pools/gold/projects/default/snapshots
Accept: application/json

SE o

HTTP/1.1 200 OK
Content-Type: application/json

{

"snapshots": [{
"id": "3fbbcccf-d058-4502-8844-6feeffdf4acbs",
"display_name": "snap-001",
“display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
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"created_at": "2012-02-29T03:50:07Z"

Ao
"id": "e479997c-650b-40a4-9dfe-77655818b0d2",
"display_name": "snap-002",
"display_description": "Weekly backup",
"volume_id": "76b8950a-8594-4e5b-8dce-0dfa9c696358",
"status": "available",
"size": 25,
"created_at": "2012-03-19T01:52:47Z"
H

[

I

EHU ALHAEO| CHot D= MEE FL|CH H& Al HTTP AEH 200(0K)2 Bh=tatL|Ct,

GET /api/storage/vi/pools/gold/projects/default/snapshots/snap-001
Accept: application/json

SEoll:

HTTP/1.1 200 OK
Content-Type: application/json

{
"snapshot":
"id": "3fbbcccf-d058-4502-8844-6feeffdf4achs"”,
"display_name": "snap-001",
"display_description": "Daily backup",
"volume_id": "521752a6-acf6-4b2d-bc7a-119f9148cd8c",
"status": "available",
"size": 30,
"created_at": "2012-02-29T03:50:07Z"

[}

AhAlOHS)| e mRHE MY AJAT S LUNO| T3t AUARS BHSLICH

— —

§§7| — POST /pools/{pool}/projects/{project}/snapshots
u}

oy Lj§§7| — POST /pools/{pool}/projects/{project}/filesystems/{share}/

snapshots
] 5&%; i:tﬂff Ef§§7| — POST /pools/{pool}/projects/{project}/luns/{lun}/snapshots

- o:

POST /api/storage/vil/pools/gold/projects/default/snapshots
Content-Type: application/json

{"name": "initial-backup"}
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SEoll:

HTTP/1.1 201 Created

Content-Type: application/json
Location: /pools/gold/projects/default/
snapshot/initial-backup

{
"snapshot": {
"name": "initial-backup",
"numclones": 0,
"creation": "20130610T21:00:49",
"collection": "local",
"project": "default",
"canonical_name": "gold/local/default@initial-backup",
"usage": {
"unique": 0.0,
"loading": false,
"data": 145408.0
}
"type": "snapshot",
"id": "a26abd24-e22b-62b2-0000-000000000000",
"pool": "gold"

[}
[}

7|Z= Agstel 0|22 HHELICH
= 2% URI- AW, T A 0|2
= 2 22 A AW 0SS ZESHE name THH40] ISON 2

28 o
PUT /api/storage/vi/pools/gold/projects/default/snapshots/initial-snapshot

Content-Type: application/json
Accept: application/json

"waon

{“name” :"0ld-snapshot”}
SE ol

HTTP/1.1 202 Accepted
Content-Type: application/json
Location: /pools/gold/projects/default/snapshot/initial-backup

7|1E ARAEOI M M DY A|AR EE= LUNS ZHELICH

28 URI SH| ot A|AH!:

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/clone
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=& 5A:

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/clone

H 86 URI Of7HH 2>
EEES A
pool 22 E0|B
project LA IZHE 0|
filesystem A2A B 0|5 AAH AHAR)
lun 2A 37 0|E(LUN ARHAHE)
snapshot AA AHAFOIE

98 222 [}3 S2 HEI} s JSON 4|

mufn
H
o
il
r
n

¥ 87 EX AHAF SE HE

2% B u

string pool e =8 £ 0|8

string project CHa EX Z2HE 0|2

string lun CH4Af LUN O|S(LUN ARHAFS)
28 o

PUT /api/storage/vi/pools/gold/projects/default/filesystems/fs01/
snapshots/snap01/clone

{"project":"rest", "share":"snap@lclone@1", "compression": '"gzip-9"}
o .
SE ol

HTTP/1.1 201 Created

Content-Length: 2035

X-Zfssa-Storage-Api: 1.0

Location: /api/storage/vl/pools/gold/projects/rest/filesystem/snap0lclone01
Content-Type: application/json; charset=utf-8

{
"filesystem": {
"origin": {
"project": "default",
"share": "fs01",
"snapshot": "snap@1",
"pool": "gold",
"collection": "local"
}
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@1",
"mountpoint": "/export/snap@lclone0l",
"compression": "gzip-9",
"source": {
"compression": "local",
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+
"ééﬁonicalﬁname": "gold/local/rest/snap@lclone®l1"
}
}
ALHAE 2 HH
—_— el ]A =T
AHAS SUHSH AUAO| ASEUS M AA I AJAHR] = LUNO| SHE AEHZ CHA|
+HELICE 438 SH2 HTTP ¢El 202(Accepted) X JSON HAI9| AL S5 FHE
retefL|Ch

PUT /pools/{pool}/projects/{project}/filesystems/{share}/snapshots/{snap}/rollback
LUN AHAF S:

PUT /pools/{pool}/projects/{project}/luns/{lun}/snapshots/{snapshot}/rollback

H 88 URI Of7HH
OfHEH 2 Moy
pool aA E0|E
project AA DZHE 0|2
filesystem A I AR O|F (Y A|AR AHLZ)
lun AA LUN O|E(LUN AHAR)
snapshot aA AHAOIE
23 0!

PUT /api/storage/vi/pools/gold/projects/default/filesystems/fs-01
/snapshots/initial-backup/rollback

SEoll:

HTTP/1.1 202 Accepted

Location: /pools/gold/projects/default/filesystems/fs-01/snapshot/fs-01-initial-clone
Content-Type: application/json

{

"snapshot": {
"name": "fs-01-initial-clone",
"numclones": 0O,
"creation": "20130610T21:00:49",
"filesystem": "fs-01",
"collection": "local",
"project": "default",
"canonical_name": "gold/local/default/

fs-01@fs-01-initial-clone",
"usage": {
"unique": 0.0,
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"loading": false,
"data": 31744.0
H
"type": "snapshot",
"id": "5c9bda07-21c1-2238-0000-000000000000",

"pool": "gold"
}

}

A LHAE AF -"

AES X

AHAF peLete BE2 A|ARIOA ZENE OHY A|AR = LUN ARARS AMH[EILICEH
H 89 ARHAE AR BY A

Yy DELETE /apilstoragelvl/pools/{pool}/projectsi/{project}
X|§EI_| % Ol%, EEE!E 0|§ gtl ﬁ":'l“/\f O|§9| ng—ﬂ /snapshots/{snapshot_name}

E A AR

XPgE-_I % Ol%, EEH!E 0|§, I'OI A|¢|f-=ﬂ O|§ 3:' A /filesystems/{share_name}/snapshots/{snapshot_name}
HAF O[S9 Th A| A AL ALK

X|7g>|E-_I % Ol%, EEX—”E |§ I[I'OI A|AF“" Ol% gtl A /luns/ {lun_name}/snapshots/{snapshot_name}

A 0| 29| M A|AR LUN 2K
H 90 URI O{7HH >

ol 4 peper

pool A2AE 0|2

project AA DIZHE 0|E

filesystem A I AARIO|E

lun LUN 0|5

snapshot aA AHAOIZ

AHAE0| NDMP ER 7t = B 2confirm= tl"UeE pecete B0 F=716OF BLICE SFX| 2
O|ZA| 5t NDMP 2ol 2-AQl Jeto| O|& 5 JYSLICE XtM|et LHEE Oracle ZFS
Storage Appliance Z2| MEA, E2|A 0S8.6.x 2| “NDMP 7A"S & ZSHMUAIL.

o

DELETE /pools/gold/projects/default/filesystems/fs-01/snapshots/initial-backup?confirm=true

ALHARO| NDMP 227 2T M 2confirm=true?} 2275 X| QY OH HEHO| AMmijst Ct2a}
7I-O j'<E=Io| EA|5|L_|E|-

HTTP/1.1 409 Conflict

{"fault": {"message": "request requires confirm=true to complete (confirmation needed for
scripted command(scripted commands must be prefixed with \"confirm\" to automatically
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confirm or \"deny\" to automatically deny) (encountered while attempting to run command \"
confirm destroy snap\"))", "code": 409, "name": "ERR_CONFIRM_REQUIRED"}}

Ho1 AWM SS o LE B 9y
HE lapilstoragelv1ipools/{pool}/projects/{project}
List Filesystem Dependents [filesystems/{share}/snapshots/{snapshot}/
dependents
List Volume Dependents lun/{lun}/snapshots/{snapshot}/dependents
H92 URI O47HEH 4
Of7HEH 2 Moy
pool AAR AERIX| B9 0|2
project DZHE 0|
filesystem ol A|AHRN 0| E
lun LUN 0|2
28 o
GET /api/storage/vil/pools/gold/projects/default/filesystems/fs0@1/snapshots/snap@1/
dependents
Accept: application/json
SE ol

HTTP/1.1 200 OK

X-Zfssa-Storage-Api: 1.0

Content-Type: application/json; charset=utf-8
X-Zfssa-Api-Version: 1.0

{
"dependents": [

{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@1",
"share": "snapO@lclone@1"

i

{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@2",
"share": "snap@lclone02"

i

{
"project": "rest",
"href": "/api/storage/vl/pools/gold/projects/rest/filesystems/snap@lclone@3",
"share": "snapO@lclone03"
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A7|0t

A7|0

MEXYe A7|0t S5

H 93 A0 SE ®HE
X Z 2 Japilstoragelvl oY
GET /schema 2= NAS 27|01 SE FE AHE
L SHL|C},
GET Ischema/<property> XIHE NAS A7|0t S5 HE 55
HEE It SL|LC}.
POST /schema M NAS A7|0F SE HEE gHEL
Ct.
PUT Ischemal/<property> II"*El NAS A7|0F S8 HE 2|
= AxSHL|CE
DELETE Ischemal/<property> X|™HE NAS A7(0F S5 ™HE ZH|
£ MFEgLct
AEXY L S& FH O|S0f| HF0 "custom:"E F715t0| Z2HME T A[AE 31 LUNO|
M ZH AMEAHHe A7|0F S8 HEE ™Y & JUSLICH

oE &0, CtE "PUT"

{"custom:priority": 5}

222 0[F0| "priority"?! 1124

294 27|01 o7

oH7HEH 4 Hd

property SEFEo o|5(HEY £ 8lS)

description SE ¥ MY (EEIRXA 2EH0|A L)

type S8 (“string”, “Integer”, “Positivelnteger”, “Boolean”,

“EmailAddress”, “Host")

=2 N A

== dHE LIE

A7|0tSE YEE LIE

- o:

gct,

GET /api/storage/vil/schema
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Z1t o

-~

"properties": [{
"description": "bob",
"href": "/api/storage/v1l/schema/bob",
"property": "bob",
"type": "String"

e
"description": "boo",
"href": "/api/storage/v1l/schema/boo",
"property": "boo",
"type": "String"
1

S

S= HE JIN2

270t S8 YEE 7IMSU L

28 o
GET /api/storage/vi/schema/priority
A1t ofl:
{
"property": {
"description": "priority",
"href": "/api/storage/vl/schema/priority",
"property": "bob",
"type": "Integer"
}
}

M 27|10 S8 FEE 2ELU

—

- o:

POST /api/storage/vl/schema HTTP/1.1
Host: zfssa.example.com:215
Content-Type: application/json
Content-Length: 64

n.n

{"property":"priority", "type":"Integer", "description":"Oh my"}

21t of:

HTTP/1.1 201 Created
Content-Length: 89
X-Zfssa-Nas-Api: 1.0
Content-Type: application/json
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Location: /api/storage/vil/schema/priority

{
"property": {
"href": "/api/storage/v1l/schema",
"type": "Integer",
"description": "Oh my"
}
}

235 0:

PUT /api/storage/vl/schema/priority
{"description":"My custom priority level"}
23} o

HTTP/1.1 202 Accepted

X-Zfssa-Nas-Api: 1.0

Content-Type: application/json
Content-Length: 90

{
"property": {
"href": "//api/storage/vl/schema/priority",
"type": "Integer",
"description": "My custom priority level"
}
}

28 o
DELETE /api/storage/v1l/schema/me HTTP/1.1
Z1t o

HTTP/1.1 204 No Content
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=H|

25|= Oracle ZFS Storage Appliance®|Al AFE0| &{7tEl
o

7f ‘HE* 758 BE|FLICh MuA

com:215/api/storage/v1l/replication

= CI2 URIOIA At E

A
e

AN

0| 2H| RESTful API

45
I$L| I:I‘.https://host .example.

EEEEES

2x| RESTful API= CHE 2|&
. SN MHA - =X m*%ﬂ_ 2|st= MH[AILCE

= =AY - CHE O{EEH0]
A T{O{LICt. o] E0l= 01ﬂar0|°_+¢z
Ecto[AdAe 24 HHME

AANE
—=

o|nI5t7| = gfLICt.

A T{of(22)0 M SH|E HIo|HE & XEHSt= oE2to[A
CHE O E2to[AA

o SR 4+ AEE ot

of

=X AY-ZEHE EE TQ CfY 0{S2H0[21A W MM SH(YLI0|E BLpy| ¥, ©
OlE|Z T4 S0l SBSHER| 0i% & BehS XIFsi= A4 ofZajo|oiao] chet 74
AlLict,

= 2R TIIX| - CASOIA S0 SHEFElS JHIULICE SN AANN SH Rl uRE
o= =rEl GlO|E|S BH2|sts T4 ofB2toloi Aol chet 24 HHQALICE AA ofZa}

O|HAQ| 2t ZtH 2 LA O{Z 20| H A0 A HESHA|
a5 III|-XI'7|-X|°'L_|I:|- = = o A7t &AL H M X
EE 950{0} BfLCt.

StLtol mi7|X|of AHEtE[0 2 Bicho)
A/m7|X] 4 8 HA SH ol

API= SH| 2 9 ZH| mi7|X[of chet =x| 2 S MISELICE MH|A APIE SH| AH|A,
SH A 8 =X ciAS 22(ste o AR E LT
Ho5 SH M| A HH
X Z 2 Japilservicelvllservices ad
GET Ireplication SH MH|A e SE HEE 71X
SLIch
PUT Ireplication/enable SM MHIAE AFBCE dFetLCt
PUT Ireplication/disable 2 MH|AE AL otsto 2 M
LIC},

2 MH|A 7HH 7

=R Mu[29| HEHE 7t S LT

2™ o:

GET /api/service/vil/services/replication HTTP/1.1
Host: zfssa.example.com:215

Authorization: Basic ab6rt4psMwE=

Accept: application/json

oF o

HTTP/1.1 200 OK
Content-Type: application/json
Content-Length: 131
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=H| chet

S I Ey

X-Zfssa-Replication-Api: 1.0

{
"service": {
"<status>": "online",
"href": "/service/vl/services/replication",
"sources": [],
"targets": []
}
}

M MH| A HEf 7

CHE MH|AQ} OFEIVIX 2 SH| MH[A MEfE +H-T 4
RESTful APIE & ZESIMAIL.

CHE EE A8 71t X tiy 88E 20 FLCH

SLICE XpMeE LHE2 AH|A

H 96 SH cia HH

foks] A2 Japilstoragelvl Ad

POST Ireplication/targets M = chakg eHELC

GET Ireplication/targets/<target> XHE 56 e S5 FEE 7t-
FLCH

GET Ireplication/targets ZE SN ciA M| E LHERLICH

PUT Ireplication/targets/<target> XHE SH chak 24K E e
cth.

DELETE Ireplication/targets/<target> RIHE CHA K|S AfEL|Ct

SH o L4HE

AARIOM ALY = = ZE SH| S LIS

- o:

GET /api/storage/vl/replication/targets HTTP/1.1
Host: zfssa-storage.example.com:215
Authorization: Basic ab6rt4psMwE=

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
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Content-Type: application/json
Content-Length: 529

{
"targets": [{
"address": "10.133.64.44:216",
"label": "chum",
"hostname": "10.133.64.44",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0,
"target": "target-000",
"href": "/api/storage/vl/replication/targets/chum"
Ao
"address": "10.153.34.165:216",
"label": "oakmeal-7320-165",
"hostname": "10.153.34.165",
"asn": "16a4c82c-26c1-4a50-e317-ac53181f2e86",
"actions": 0,
"target": "target-001",
"href": "/api/storage/vl/replication/targets/oakmeal-7320-165"
H
}

SH e 7t 27|

O]l HH2 ot SH| Ao MIEHEE LIZEL|CE A2 3T SAE 0|5
Cf.
2H o

GET /api/storage/vl/replication/targets/chum HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: zfs-storage.example.com:215

Accept: application/json

SH o

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 337

{
"target": {
"href": "/api/storage/vl/replication/targets/chum",
"address": "10.133.64.44:216",
"label": "chum",
"hostname": "10.133.64.44",
"asn": "9d7a7543-ca83-68f5-a8fc-f818f65elcfc",
"actions": 0
}
}

M e 2H=S71

= SH|of et A SH| cheS 2HELICH
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POST /api/replication/vil/targets HTTP/1.1
Authorization: Basic ab6rt4psMwE=

Host: example.zfssa.com:215

Accept: application/json

Content-Type: application/json
Content-Length: 54

{"hostname":"example", “root_password”:”letmein”, “label”:”east”}

SE

HTTP/1.1 201 Created

Content-Length: 135

Content-Type: application/json

Location: /service/vl/services/replication/targets/target-000
X-Zfssa-Replication-Api: 1.0

"target": {
"actions": 0,
"address": "123.45.78.9:216",
"asn": "fa5bf303-0dcb-e20d-ac92-cd129ccd2c81",
"hostname": "example",
"href": "/service/vl/services/replication/targets/target-000",
"label": "east"

=Ml CH e A

o] ¥

rlo

7l

T

=H| tHets ALt

2H o

DELETE /service/vl/services/replication/targets/target-000 HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

M I AR|l= HTTP AFEH 204(No Content)S HH2HetL|CH,

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

= ZU2 H0|HE =H| thaoll SXIst= F#AS FlPLICt Oh2 B2 SX° HES &
2| gLt
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Ho7 =H 2y 3
23 lapilstoragelvl ag
GET Ireplication/actions 2E =X =Y AN E Lttt
GET Ireplication/actions/<ra_id> ™ 25 =Y 55 3E2E 7N
L
POST Ireplication/actions M =H| 2 2HS7|
PUT Ireplication/actions/<ra_id> XHE Sx = A E +HeL
c}.
DELETE Ireplication/actions/<ra_id> X HE SH = A E AFL
Ct.
PUT Ireplication/actions/ MEHEl SN 2Y S AIERLICH
<ra_id> /sendupdate
PUT Ireplication/actions/ MEHE SN 2H g SX|ect
<ra_id> [cancelupdate
GET Ireplication/actions/ DE =M 2 U MM E Lige
<ra_id> /schedules =
GET Ireplication/actions/ XY =0 2 2™ S5 YEE
<ra_id> /schedules/ M S
<ra_schedule>
POST Ireplication/actions/ M =6 & ™S oHSLIC
<ra_id> /schedules
PUT Ireplication/actions/ XYE SH =Y 2™ HHE 5
<ra_id> /schedules/ gLt
<ra_schedule>
DELETE Ireplication/actions/ XHE Sx =) Y HHE Al
<ra_id> /schedules/ gLt
<ra_schedule>
GET Ipools/<pool>/projects /<project>/ | ZE SH| ¢} S LG SL|CL
replication/actions
GET Ipools/<pool>/projects /<project>/ | X|HE SH| & S2 HEE 7tX
replication/actions /<ra_id> L
POST Ipools/<pool>/projects /<project>/ | M SH| & BHE7|
replication/actions
PUT Ipools/<pool>Iprojects /<project>/ | XY=l S| 2t HME SHEL|
replication/actions /<ra_id> Ct.
DELETE Ipools/<pool>/projects /<project>/ | X|’HEl SH| 2] UM E AFHEL
replication/actions /<ra_id> Ct.
PUT Ipools/<pool>/projects /<project>/ | MEHEl SX| ZAS A|ZHtL|C
replication/actions /<ra_id>/
sendupdate
PUT Ipools/<pool>/projects /<project>/ | MEHEl SX| 2 SX|L|Ct
replication/actions /<ra_id>/
cancelupdate
GET Ipools/<pool>/projects /<project>/ | ZE SH| = LY HHE LIZE

replication/actions /<ra_id>/
schedules
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GET Ipools/<pool>/projects /<project>/ | X|HE 2X &) YN S=E HHE
replication/actions /<ra_id>/ 7R ELIC
schedules /<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | M SH| 2 ™S otELIC}
replication/actions /<ra_id>/
schedules

PUT Ipools/<pool>/projects /<project>/ | XIHE SH| &P X AN E +H
replication/actions /<ra_id>/ ghLfct.
schedules /<ra_schedule>

DELETE /pools/<pool>/projects /<project>/ | X|HEl SH| = L™ ZHH E Al
replication/actions /<ra_id>/ gLct
schedules /<ra_schedule>

GET Ipools/<pool>/projects /<project>/ | 2E =/ = MM E LIEELICH
filesystems /<filesystem>/
replication /actions

GET Ipools/<pool>/projects /<project>/ | X|HEl 2x & S8 FEE 7HH
filesystems /<filesystem>/ L
replication /actions/<ra_id>

POST Ipools/<pool>/projects /<project>/ | M SH| = 2HS7|
filesystems /<filesystem>/
replication /actions

PUT Ipools/<pool>/projects /<project>/ | XIHE SX| = HHE L
filesystems /<filesystem>/ C}.
replication /actions/<ra_id>

DELETE Ipools/<pool>/projects /<project>/ | X|HEl 2X| = M| S Ax|EL
filesystems /<filesystem>/ Ct.
replication /actions/<ra_id>

GET Ipools/<pool>/projects /<project>/ | It A|AH =X 2P M™HS It
filesystems /<filesystem>/ ZLCH
replication

PUT Ipools/<pool>/projects /<project>/ | Tt A|AH SH| & MHE +H
filesystems /<filesystem>/ ghujct
replication

PUT Ipools/<pool>/projects /<project>/ | MEHEl 2X| =S A|=tetL|ct
filesystems /<filesystem>/
replication /actions/<ra_id>/
sendupdate

PUT Ipools/<pool>/projects /<project>/ | MEHEl EX| A SX|eL|ct
filesystems /<filesystem>/
replication /actions/<ra_id>/
cancelupdate

GET Ipools/<pool>/projects /<project>/ | 2E SX| = LN MM E LIET
filesystems /<filesystem>/ L|C},
replication /actions/<ra_id>/
schedules

GET Ipools/<pool>/projects /<project>/ | XNIYE 2x| &tH AN SE HEE

filesystems /<filesystem>/

t™ZLICh
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ek lapilstoragelvl oy
replication /actions/<ra_id>/
schedules /<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | M SH| &= XS oLt
filesystems /<filesystem>/
replication /actions/<ra_id>/
schedules

PUT Ipools/<pool>/projects /<project>/ | X|HE SH| = LA™ HHE +H
filesystems /<filesystem>/ grLct.
replication /actions/<ra_id>/
schedules /<ra_schedule>

DELETE Ipools/<pool>/projects /<project>/ | XIHE SH| & UX HH|E Atx|
filesystems /<filesystem>/ Lo
replication /actions/<ra_id>/
schedules /<ra_schedule>

GET Ipools/<pool>/projects /<project>/ | BE SH| =] HAHE LiFTiL|CL
luns/<lun> [replication/actions

GET Ipools/<pool>/projects /<project>/ | XIHE SH &P S HEE I
luns/<lun> [replication/actions/ SLICH
<ra_id>

POST Ipools/<pool>/projects /<project>/ | M =X = OtE7|
luns/<lun> /replication/actions

PUT Ipools/<pool>/projects /<project>/ | X|HEl 2X| = M E ™ L
luns/<lun> /replication/actions/ Ct.
<ra_id>

DELETE Ipools/<pool>Iprojects /<project>/ | XM= SX| ZtH HH|E AR|IEL
luns/<lun> [replication/actions/ Ct.
<ra_id>

GET Ipools/<pool>/projects /<project>/ | LUN SH| &Y MHZ It ZL|C}
luns/<lun> /replication

PUT Ipools/<pool>/projects /<project>/ | LUN =H| ¢ ™S £HehL|Ct
luns/<lun> /replication

PUT Ipools/<pool>/projects /<project>/ | MEHEl SX| 2 A|=HetL|Ct
luns/<lun> /replication/actions/
<ra_id> /sendupdate

PUT Ipools/<pool>Iprojects /<project>/ | ME{El 2X| P2 SX[EL|Ct
luns/<lun> Ireplication/actions/
<ra_id> /cancelupdate

GET Ipools/<pool>/projects /<project>/ | ZE SH| & U™ HHE LiZE
luns/<lun> Ireplication/actions/ L|Ct.
<ra_id> /schedules

GET Ipools/<pool>/projects / XHE X =Y U™ SE HEE
<project>/luns/<lun> Ireplication/ | 7-XZL|C}.
actions/<ra_id> /schedules/
<ra_schedule>

POST Ipools/<pool>/projects /<project>/ | M SH| =Y ™S otELIC}
luns/<lun> /replication/actions/
<ra_id> Ischedules
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PUT Ipools/<pool>/projects / XHE SH =y 4™ HHYE -
<project>/luns/<lun> Ireplication/ | EL|Ct.
actions/<ra_id> /schedules/
<ra_schedule>

DELETE Ipools/<pool>/projects / XYE SH =g 2™ HHE AH|

<project>/luns/<lun> /replication/
actions/<ra_id> /schedules/
<ra_schedule>

gucy.

=M &Y LHE

=

ME 7t =6 &Y S52 7HMSLICL

- o:

GET /api/storage/vi/replication/actions HTTP/1.1
Authorization: Basic ab6rt4psMwE=
Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"actions": [{
Thref: Mt
A
"href': ",
H
}

=M 2 7HH 27

Jr

H &Y el 7t 27| HE2 sl Do ofsh XY E T

9
02t
2

GET /api/storage/vil/replication/actions/1438ed7f-aad3-c631-d869-9e85cd7f15b4 HTTP/1.1

Authorization: Basic ab6rt4psMwE=
Accept: application/json

SE

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529
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"action": {
"average_throughput": 0.0,
"bytes_sent": 0.0,
"collection": "local",
"compression": true,
"continuous": false,
"enabled": true,
"estimated_size": 0.0,
"estimated_time_left": 0.0,
"href": "/api/storage/vl/replication/actions",
"id": "8373d331-de60-e590-90e8-9ad69fcb4aec",
"include_clone_origin_as_data": false,
"include_snaps": true,
"last_sync": "20130916T21:36:50",
"last_try": "20130916T21:36:50",
"max_bandwidth": 0,
"pool": "gold",
"project": "blah1",
"retain_user_snaps_on_target": false,
"share": "fs1",
"state": "sending",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"use_ssl": true

=M &
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e
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=
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7|
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Initial values:
target = (unset)
pool = (unset)
enabled = true
continuous = false
include_snaps = true
max_bandwidth = unlimited
bytes_sent = 0
estimated_size = 0
estimated_time_left = 0
average_throughput = 0
use_ssl = true
compression = true
retain_user_snaps_on_target = false
include_clone_origin_as_data = false

- o:

POST /api/storage/vl/replication/actions HTTP/1.1
Host: zfs-storage.example.com:215

Authorization: Basic ab6rt4psMwE=

Content-Type: application/json

Content-Length: 121

Accept: application/json

"pool": "gold",
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"project": "blue1l",

"share": "fs1",

"target_pool": "pool1l",

"target": "38094753-6c90-49ed-aa92-995a296d432a"
}

SH

HTTP/1.1 201 Created

Content-Length: 506

Content-Type: application/json

Location: /api/storage/vl/replication/action/8373d331-de60-e590-90e8-9ad69fch4aec
X-Zfssa-Replication-Api: 1.0

{
"action": {
"project": "bluel",
"target": "38094753-6c90-49ed-aa92-995a296d432a",
"bytes_sent": 0.0,
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"collection": "local",
"estimated_size": 0.0,
"state": "idle",
"href": "/api/storage/vl/replication/pools/gold/projects/blahl/shares/fs1/
actions/8373d331-de60-e590-90e8-9ad69fchdaec",
"average_throughput": 0.0,
"use_ssl": true,
"estimated_time_left": 0.0,
"retain_user_snaps_on_target": false,
"share": "fs1",
"id": "8373d331-de60-e590-90e8-9ad69fchdaec",
"pOOl" : "gold",
"include_clone_origin_as_data": false,
"include_snaps": true

Ex-" If?d-l

|

2H o

PUT /api/storage/vi/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc HTTP/1.1

Host: zfs-storage.example.com:215
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json

{"use_ssl": false}

o .

SE o

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

Content-Type: application/json
Content-Length: 620

RESTful APl AEZ|X| AH|A
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"action": {
"target_id": "407642ae-91b5-681c-de5e-afcd5chf2974",
"compression": true,
"continuous": false,
"enabled": true,
"max_bandwidth": 0,
"dedup": false,
"retain_user_snaps_on_target": false,
"use_ssl": false,
"id": "c141d88d-ffd2-6730-d489-b71905f340cc",
"include_clone_origin_as_data": false,
"include_snaps": true

18
m

[JISEP

=

d Sl =X HOIo|EE F ALt

—_ —

fO

H o

o

PUT /api/storage/vil/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/cancelupdate

HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

AHH|I0|E M&

=X GHI0|EE 7hstt o "E| AIZSI=EF o ofRL|Cf.

—

280

PUT /api/storage/vl/replication/actions/c141d88d-ffd2-6730-d489-b71905f340cc/sendupdate

HTTP/1.1
Authorization: Basic ab6rt4psMwE=

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0
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DELETE /api/storage/vl/replication/actions/e7e688b1-ff07-474f-d5cd-cac08293506e

HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

N Z%H ARlE HTTP AE 204(No Content)E BHatstL|CE.

SE

HTTP/1.1 204 No-Content

X-Zfssa-Replication-Api: 1.0

=X oi7 x|

=H 22 S mi7|X| FHEYL|CE

H 98 2R AA O Of7|X| HY

23 lapilstoragelvl g

GET Ireplication/sources SN AAE LGRLICH

GET Ireplication/sources/<source> SH A2 MEFEE LIFSL| ]

GET Ireplication/sources/ XEE Sx W7|X|E 7 FZLct
<source> [packages/<package>

PUT Ireplication/sources/ X|™E S8 W7 |XIE +FgLct
<source> /packages/<package>

DELETE Ireplication/sources/ X™E X 7|X|E A™EL|C
<source> [packages/<package>

PUT Ireplication/sources/ XM E o7 | x|ofl CHet
<source> /packages/ cancelupdateE A gL|C}.
<package> /cancelupdate

PUT Ireplication/sources/ K™=l mi7|X|ofl CiPt severE A
<source> /packages/<package>/ | EL|Ct.
sever

PUT Ireplication/sources/ X4 mi7|X[of CHEt reverseE A
<source> /packages/<package>/ | &etL|Ct.
reverse

PUT Ireplication/sources/ X ™ 17| X| & SXgLct.
<source> [packages/<package>/
clone

GET Ireplication/sources/ 37 SE ME =55 LEHLICL
<source> [packages/<package>/
clone /conflicts

GET Ireplication/sources/ IH7|X| Z2MEE LIESL|C
<source> [packages/<package>/
projects

GET Ireplication/sources/ I§7|X| Z2HMES TP FZL|CH
<source> [packages/<package>/
projects /<project>
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PUT Ireplication/sources/ IH7|X| ZTZREZS £H™eHL|Ct
<source> [packages/<package>/
projects /<project>

GET Ireplication/sources/ IH7|X| Z2ME 05 ASEE 71A
<source> /packages/<package>/ | ZLICL.
projects /<project>/usage/groups

GET Ireplication/sources/ I§7|X| Z2HE ALEX} AR S 7t
<source> /packages/<package>/ | MSL|Ct.
projects /<project>/usage/users

POST Ireplication/sources/ A AHARS BHEL|CE
<source> [packages/<package>/
projects /<project>/snapshots

GET Ireplication/sources/ XNYE AN SE HEE JINSL
<source> /packages/<package>/ | Ct
projects /<project>/snapshots/
<snapshot>

GET Ireplication/sources/ ZE AW Y E LIFSLIC
<source> [packages/<package>/
projects /<project>/snapshots

DELETE Ireplication/sources/ X HEl AHAF HHE AFSLICH
<source> [packages/<package>/
projects /<project>/snapshots/
<snapshot>

PUT Ireplication/sources/ I§7|X| TEME AHAFO| 0|2 Ht
<source> /packages/<package>/ | &LIC}.
projects /<project>/snapshots/
<snapshot>

POST Ireplication/sources/ M Ii7|X| Z2HE Xts AHAS
<source> /packages/<package>/ | BHELIC}.
projects /<project>/automatic

GET Ireplication/sources/ XHE 7| X ZENE X5 AL
<source> Ipackages/<package>/ | S MEE JtN§SL|Ct.
projects /<project>/automatic /
<automatic>

GET Ireplication/sources/ ZE X ZENME X5 ARAE
<source> /packages/<package>/ | Z{H|E LtEgtL|Ct,
projects /<project>/automatic

PUT Ireplication/sources/ XHE {7 |X| T2HE X5 AL
<source> [packages/<package>/ | Z{H|S X TtL|Ct
projects /<project>/automatic /
<automatic>

DELETE Ireplication/sources/ XHE XS HHE AFdect
<source> [packages/<package>/
projects /<project>/automatic /
<automatic>

GET Ireplication/sources/ Y7 |X| ot A|ARIS LIE LT
<source> [packages/<package>/
projects /<project>ffilesystems
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2%

lapilstoragelvl

a3

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>

{7 | K| oHed A AR

jo

7™ ELct.

PUT

Ireplication/sources/

<source> [packages/<package>/
projects /<project>ffilesystems /
<filesystem>

I{7|X| ok A|ARS +~F e C

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/groups

o7 |X| It A|AE 02 A RS
JE™gLCt,

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/usage/users

7| X| ThL A AR ALSAL AFEEE
™ ELICt

POST

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots

M AHAS BESLIC

GET

Ireplication/sources/

<source> [packages/<package>/
projects /<project>ffilesystems /
<filesystem>/snapshots /
<snapshot>

Xge &

i
el
on
Ju
X
H
i
N
=
mo
T

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots

DELETE

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

PUT

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/snapshots /
<snapshot>

I{7|X| T A|AE AR4AEO| O|F
HHEgLICt.

jo

POST

Ireplication/sources/

<source> [packages/<package>/
projects /<project>ffilesystems /
<filesystem>/automatic

M THF|X| ThL A AR XhS AR AF

= ZELUL.

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /
<automatic>

X GE 7 || ohd A AR XS A
A SE HEE 7t 3L,

o= o
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2%

lapilstoragelvl

a3

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic

2E 7K oiY AAH XIS AH
SE K|S LBt

PUT

Ireplication/sources/

<source> [packages/<package>/
projects /<project>ffilesystems /
<filesystem>/automatic /
<automatic>

X FE m7|X| ohd A AR XS A

WAk 242 SFELICH

DELETE

[replication/sources/

<source> [packages/<package>/
projects /<project>/filesystems /
<filesystem>/automatic /
<automatic>

GET

[replication/sources/
<source> [packages/<package>/
projects /<project>/luns

I§7|X| LUNS L& gLt

GET

[replication/sources/
<source> [packages/<package>/
projects /<project>/luns/<lun>

I{7|X| LUNS 7FMSLCt

PUT

Ireplication/sources/
<source> [packages/<package>/
projects /<project>/luns/<lun>

I{7|X| LUNE SHEELCH

GET

Ireplication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
usage /groups

I{7|X| LUN 2& AFZ S 7tMS
LCt,

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
usage /users

I{7|X| LUN AFZXE ALB S 7HA
SLICh

POST

[replication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
snapshots

M AHAS BESLIC

GET

Ireplication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

GET

[replication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
snapshots

DELETE

[replication/sources/

<source> [packages/<package>/
projects /<project>/luns/<lun>/
snapshots /<snapshot>

PUT

[replication/sources/
<source> [packages/<package>/

I{7|X| LUN 2H4EQ| O|ES HhE
LC
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projects /<project>/luns/<lun>/
snapshots /<snapshot>

POST Ireplication/sources/ M I§Z|X] LUN XtES AHAES OHE
<source> /packages/<package>/ | LIC}.
projects /<project>/luns/<lun>/
automatic

GET Ireplication/sources/ X|™E I{7|X| LUN XI5 AHAF S
<source> /packages/<package>/ | & MEE JtMZLICE,
projects /<project>/luns/<lun>/
automatic /<automatic>

GET Ireplication/sources/ 2E I{F|X| LUN XH5 AHAF ZiA|
<source> /packages/<package>/ | & LtEgLICE,
projects /<project>/luns/<lun>/
automatic

PUT Ireplication/sources/ X EE T7|X| LUN XHS ARHAF 24
<source> [packages/<package>/ | HIZ $HsiL|Ct.
projects /<project>/luns/<lun>/
automatic /<automatic>

DELETE Ireplication/sources/ XHE XS M E Af™RLCt
<source> [packages/<package>/
projects /<project>/luns/<lun>/
automatic /<automatic>

A A |-0=|
SH AA LIS

-

M8 7t BE =X AAS LIERLIC

- o:

GET /api/storage/vil/replication/sources HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

=3 0f:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{
"sources": [{
"asn": "314d252e-c42b-e844-dabl-a3bca680b563",
"href": "/api/storage/vl/replication/sources/zfssa-repl-host",
"ip_address": "10.80.231.58:216",
"name": "zfssa-repl-host",
"source": "source-000"
1
}
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=H 7| X| LIS

XNEE =8 220 2= =X I{7|X|S LS SLICt

2

0z

oll:

GET /api/storage/vil/replication/sources/zfssa-repl/packages HTTP/1.1
Host: zfs-storage.example.com
Accept: application/json

21t of:

HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 529

{

"packages": [{
"enabled": true,
"href": "/api/vl/storage/replication/sources/zfssa-repl/packages/package-008",
"id": "b2d8b35a-a5a0-6c74-f7e9-b75c357e841f",
"last_result": "unknown",
"last_sync": "unknown",
"last_try": "unknown",
"state": "idle",
"state_description": "Idle (no update in progress)"

A
"enabled": true,
"href": "/api/storage/vl/replication/sources/zfssa-repl/packages/package-009",
"id": "2643a0eb-648d-6ad7-d405-b690de6fecte",
"last_result": "success",
"last_sync": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"last_try": "Wed Jul 31 2013 21:58:02 GMT+0000 (UTC)",
"state": "idle",
"state_description": "Idle (no update in progress)",
"project": "gold/nas-rr-2643a0eb-648d-6ad7-d405-b690de6f6cT6/default",

}

13

7| x| =3

7|X| S5 YEE +HYLIC

H 99 71X S8 M +8

2 olg o

boolean enabled SH| 0| EQ| $4xH AEf
- o:

PUT /api/storage/vil/replication/sources/zfssa-repl/packages/
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8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1
Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=
Content-Type: application/json

{"enabled": false}

21t of:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

o 7| K| AFK]|

=X {7|XIE AHELIC

2H o

DELETE /api/storage/vl/replication/sources/zfssa-repl/packages
/8373d331-de60-e590-90e8-9ad69fch4aec HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwWE=

M It AXlE HTTP AEH 204(No Content)S BHabghL|CL,
SHE o

HTTP/1.1 204 No-Content
X-Zfssa-Replication-Api: 1.0

A0l E #|2

Of mi7|X[ofl gt Tl Sl AH0|ES F AT

ufn

- o:

PUT /api/storage/vil/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fchd4aec/cancelupdate HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

FIg ol AC|0|ET} gl AR HTTP A 409(Conflict) 7+ HH2HEIL|CE,

HTTP/1.1 409 Conflict
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 137

0l
i

{
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"cancelupdate": {
"AKSH_ERROR": "EAK_NAS_REPL_BADSTATE",
"message": "operation illegal for state"

[

00

=NCIR

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

7| x| S|

71X Z2MEES SR,

L=

28

PUT /api/vl/storage/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fch4aec/clone HTTP/1.1

Host: zfs-storage.example.com
Authorization: Basic ab6rt4psMwE=

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

-

MEZ ot SX= HTTP AEl 202(Accepted)E BtetetL|Ct = 20| HHS EX| 2o =
| YEX| &QlsH= O AR E £ USLICH

=M = 28 o:

GET /api/storage/vil/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fcb4aec/clone/conflicts HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

EM/ES0M = Bteh:
HTTP/1.1 200 OK
X-Zfssa-Replication-Api: 1.0
Content-Type: application/json
Content-Length: 58

"conflicts": "There are no conflicts.\n"
}
= .
SE e
Default settings:
target_project = (unset)
original_mountpoint = /export
override_mountpoint = false

mountpoint
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=M HZS RSt 7K LHES M ZE2HE=Z 0|SgLCt o] 22 o] If7|X| 8! FH|

S o 2RE A4 AAHI AP0 EFYS(0] Of2f8t B Of A|AEﬂo1|A1 2z o2y

EZ phSLIC o= ot Ao =4 =X YO[B Al A 2 S Folst TA| HCIo|EE M

S5loF ghLCt.

28 o:

PUT /api/storage/vi/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fch4aec/sever HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restsev"}

-

M
()

C
=N

Okl
olo

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

o7 x| &gk BH 7|

=] #stg HRELICH 0] Mete of 7|X0| Chet HHIS AR oo MFs1D o] )
Rl HBE S42 (| =xfsics 248 A 28 ZRue2 oS gLlch A Z2HEs)
X802 242 ChA| ZH|E 0] OFX2 AR ICI0[E 0] A201M 23S 2E HEfH o
Bf = Glo|E| W ARSO] AAELITY,

- o:

PUT /api/storage/vl/replication/sources/zfssa-repl/packages/
8373d331-de60-e590-90e8-9ad69fch4aec/reverse HTTP/1.1

Host: zfs-storage.example.com

Authorization: Basic ab6rt4psMwE=

{"projname":"restrev"}

Ct.

A Ct-

o

Ok
olo

HTTP/1.1 202 Accepted
X-Zfssa-Replication-Api: 1.0

2Ho|MlA ZX|: A=stof et Wots B2 2 JHSOHX|T ST 7|52 280 Arsta{H B2 =8| 2fo[dAS
Totisior gfLICE HIt 712F o= 0] 7150l Ch3ll 2to| A S FSatALtE 7153 HIg4=I3iof L Oracle2
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EfOlIA 4 CIHE OINEX ZAFE & U= #EFS BRIt AIAE LhES "Oracle SLAGEZEH0] 2fol
A 7o) 9 E3tEl ALERIO| EMS ALGSHE SHE0] AIARO T3t X422 AESHIAIR,

Oracle ZFS Storage Appliance= 7HE 39Tt A|AR HLUN) 2|8 L Z2HEN N &
ot G[O|E Y= 2tE HIELLICH o{E2t0|AA = LHE Ea* 7| MEAE ZEstn /UoH
OKM(OracIe Key Manager) A|ARIO| HAY £ JELICH ASSHE 2t IZHE L= F
ROll= 22 = OKM 7| MEAQ| 2 77} HRELICE 0|y 223} 7= AER[X| O E
2to|A A0 2ol 2t2|=|H 2 E&= OKM 7| K& AL 2l 7|0 28 =otk[0| FHEO

2 NEELI.

CHS BN = 22 3 OKM 2S3HE Z2|5He O] A2 E £ = RESTul API 250]| CHsH

AELC

H 100 24 A5t
24 3= 4d
lapilstoragelvl
GET Jencryption/local LI MEA SEHHE
M ELCE,
PUT lencryption/local BEHI| ML SEFHE
SHEELICE
GET lencryption/local/keys 2ZH J|E Jt4 LI
GET Jencryption/local/keys/ BEH I MENHEE JINZ
<key> Lct.
POST Jencryption/local/keys 2 7|1 MELCL
DELETE lencryption/local/keys/ E2Z 7|8 AfHghCt
<key>
GET lencryption/local/keys/ ol 7|0l E&£E S/E LIE
<key>/dependents Lo
101 OKM =%t
28 z= T
lapilstoragelvl
GET Jencryption/okm OKM 7| M&A SE HH
£ Jt™ 3Lt
PUT lencryption/okm OKM 7| &4 S5 FH
£ $3ect
GET lencryption/okm/keys OKM 7|8 7tN3LCt.
GET lencryption/okm/keys/ OKM 7| NIE™HEE 7tNZ
<key> LICH
POST lencryption/okm/keys OKM 7|E BtELICt
DELETE lencryption/okm/keys/ OKM 7|E Afd[gLICt
<key>
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lapilstoragelvl
GET lencryption/okm/keys/ o] 7|0l B&E ZRE LI
<key>/dependents gLt
= Z4 |E |.0=| (=13 | |-
=3
{
"keys": [{
"cipher": "AES",
"keyname": "key-1",
"href": "/api/storage/vl/encryption/local/keys/key-000"
Ao
"cipher": "AES",
"keyname": "key-2",
"href": "/api/storage/vl/encryption/local/keys/key-001"
Ao
"cipher": "AES",
"keyname": "key-3",
"href": "/api/storage/vl/encryption/local/keys/key-002"
1
}

7|12 LIE gLt

E=F
"y :
"href": "/api/storage/vl/encryption/local/keys/key-000",
"cipher": "AES",
"keyname": "key-1"
}
}

8= OKM 7|

24

=.

Mt

-~

"keys":

e

= I.o:l'é'l- | |-
ELEuLE-

[{

"cipher": "AES",

"keyname": "okm-key-1",

"href": "/api/storage/vl/encryption/local/keys/key-000"
"cipher": "AES",

"keyname": "okm-key-2",

"href": "/api/storage/vl/encryption/local/keys/key-001"
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o

"cipher": "AES",

"keyname": "okm-key-3",

"href": "/api/storage/vl/encryption/local/keys/key-002"
H
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>
0=
0R
O

AlAR B AL D HEES A3 AN W A B2 ¥YS

| T

) 5= O AFZEL
Ct. Ch2 BOl= AL 7hsth A A" HFHO| Lot QLELICY.

O{Z2H0|AA AAH HY

—

H 102 HE2I0|HA A|AHI HH
X Z 2 Japilsystem/vl oY
GET Iversion O{ZE2t0|AA StEL O] 2 AZES|
o HH HEE LIEELICH
PUT Idiagreboot DZZMANM 7L I HHE 3
50| 0| ZE2t0|AA S RHEEFIL|C}
PUT Ireboot O{Z20|HAE HEETILIC
PUT Ipoweroff O ZEI0|AAE HLICH
PUT Irestart 22| QIEH|O|AE CHA| A[ZfSt T
o HEE TSI
PUT [factoryreset O|E2l0|HA g £t A| dFC
2 CHA| T "L
GET Idisks DE AMAH” CIASIE LIFTLICH
GET /disks/<disk> XHE ANAR CIAS SE HHE
Lttt
GET /memory AAR O 22| Mef EoML|Ct

HH 7t 27

0| BYS AAH ID YHE Tos AAY TS HhEBiCH Yo

[==} — c - O

AEH 200(0K)O| BH2HEIL|CE,
2

GET /api/system/v1/version HTTP/1.1

o

40i| CHS HTTP
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>
[>

o
2
o
S
N

Host: zfs-storage.example.com
Accept: application/json

SH

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": {
"hw_csn": "1211FM2009",
"updated": "20130528T16:21:17",
"fw_vendor": "American Megatrends Inc.",
"os_isa": "i386",
"os_boot": "20130528T16:25:44",
"hw_product": "Sun Netra X4270 M3",
"http_version": "Apache/2.2.24 (Unix)",
"hw_asn": "2f4aeeb3-b670-ee53-e0a7-d8eQae410749",
"ssl_version": "OpenSSL 1.0.0k 5 Feb 2013",
"os_machine": "i86pc",
"os_nodename": "tanana",
"os_version": "nas/generic@2013.05.16,1-0",
"ak_product": "SUNW,iwashiG2",
"fw_version": "21000208",
"os_release": "5.11",
"installed": "20130411T19:50:16",
"sp_version": "3.1.2.0",
"os_platform": "i86pc",
"fw_release": "10/22/2012"
}
}
o
A|AH M2l 117

O| BH2 o{E2to[AA0 22 B E SHYLICH O{ZEt0|HATE 22 AE Q| LLT} ot
235
o

ot 2= OO MHIAE FFEOZ AEE 4= YIELICH A|ARS MAS ChAl He{H H @
ARIX|0] Chet MH|A T2 MM HMA E= F2|X AT ERTHL|CE O] HHE2 HISI|H
OF ML HTTP EH 202(Accepted)S E§_°”—|Ef X PO JEIE Wt EE of
S20|AAE HLIE{>SHOF LTt

- o:

PUT /api/system/v1l/poweroff HTTP/1.1
Host: zfs-storage.example.com

H
Ol c:>‘_|_ 0 E|'0| A |EE|_| :n_-I &7 Ef3f55|3| : |=|: I |' E_n_ klljl—AE EIAl {:EAI'

28 £ AAL|CH 0| HHS H|SJ|XOR MoHEm HTTP &Ell 202(Accepted)S HHeteiL
Ch &8 P2 HEiE EE}EMEE H{EEt0|AAE 2L E{ 0t of L Lt

- o:
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A|AE] B3| CHA] A|EH

A AE

A
r
Rl

1 X}
oo

A A X

I

PUT /api/system/v1/reboot HTTP/1.1
Host: zfs-storage.example.com

2| ChA| Al%

22| QIE{I|O|AE CHA| A|ZfstD ZITH HHE SFBILICL Ol BE2 H|S7| M2 AM¥ED
HTTP AMEf 202(Accepted)§ gretetL|Ct AN FEo| ME|E MEIEE 0{E2[0|HAE

SL[E{sHof ZfLICt.

2K o:

PUT /api/system/vl/restart HTTP/1.1
Host: zfs-storage.example.com

E

T2 MA0M 7t Tt HEE £75H0] 0{E2I0[AHA S IH$EE.*LI r 0I HH2 HIS7|H
OF MHME|D HTTP AEH 202(Accepted)S BhetetL|C
E2I0|HAE HL|E{ B0 Bt

_—=

2H o

PUT /api/system/v1/diagreboot HTTP/1.1
Host: zfs-storage.example.com

x|t HEE

O{Et0|AA P2 Hell ot Al 222 SRIBLLE BE 78 HAMYO| 25T oS
2fO|AAE XK EX| Al £7| 2F S Sl +AE(0{0F LT}, 0| HF2 H|S7|HL=Z A
ME| D HTTP ME 202(Accepted)S et E L|C}. 'Xﬂ PO LEHE Wetrt=E 0 S2H0
AAE HLIE{-ISHOF BiLICH O] B S AMAHSHH BE 719 H0|E{ 7} 2 4= 22 Fo| oj7HH
== "confirm=true"E &FsHOF FLIC}. J%ixl La_ﬁ 0| AoiELCt,

- o:

PUT /api/system/vl/factoryreset?confirm=true HTTP/1.1
Host: zfs-storage.example.com

o
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X HE HE7|
H 103 X HE BE
ok} A2 Japilsystem/vl o
GET /bundles RE X@ HES Ligg ot
GET /bundles/<bundle> X HE HE Oo|H == SE HE
£ 714 3Lict
POST /bundles X3 HES sty 2212 1A
X M2 2|t
PUT /bundles/<bundle>/retry XHE HES HEEE A ZRL
Ct
PUT /bundles/<bundle>/cancel XHE HEC| HEEE FAPLIC
PUT /bundles/<bundle>/send X e HES MEiALEQl SR HE
ot &M Qb2 DHX|YMEZ g2
gt
DELETE I/bundles/<bundle> X e HES AL
o = o=
II'."_'I Hn_'l = |_|' = 7 |
MHIA F siAS ?Ish M X HES CHELICH X[ HES 0|2 MH|A 28 TF HEEA|
A 222 DX J|MEZE ELi2{H SR(MH|A 2H) HS E X360 2iL|Ct SR HS =
"3-nnnnnnnnnn" @A|0|0{0} BfL|C}H XY HES XSO E 222 1 X MEHE H2E
Slei YR E Aet0| 9= RE3HMOS X2 S AFZ501 Phone Home AHE S0
OF gfL|Ct.
- o:

188

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23

{"srn":
SH o

HTTP/1.1 201 Created
X-Zfssa-Appliance-Api: 1.0

"3-0123456789"}

orom

SRN(MH|A 27 Mo)S HSoHX| k™ A[A”O0| M 2

2H o

POST /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 23
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i
re

mn

ne

SEoll:

"bundle":
"status":
"uuid":

{

nn
’

"d4431d57-ba4f-4f37-fale-a@9fchf3e56b",

"associated_bundle": [

"href": "/api/system/v1l/bundles/4050963a-4082-663f-99c0-fee915f2839c"

}
1,

"srn":

null,

"filename": "ak.d4431d57-ba4f-4f37-fale-a09fcbf3e56b.tar.gz",

"href": "/api/system/v1l/bundles/d4431d57-ba4f-4f37-fale-a09fcbf3e56b",
"date": "Thu Mar 10 2016 19:38:58 GMT+0000 (UTC)",
"type": "User initiated"
}
}
(o]
Lt
O] HH2 AAHIOM M2 ZO0|7ALE =& Sl BE x| HES LIE™L|Ct X
2t2 04 X|2 ME 2 A==l < A|A-|AM X|2l HE0| HMAHE LI
23 0:

GET /api/system/v1/bundles HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

Accept: */*

2ol

"bundles": [{
"status": "building",

"step_progress": 6.25,
"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",
"href": "/api/system/v1l/bundles/ba8ebd55-2349-c31c-cde3-acf3fboc3389",

"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "ba8ebd55-2349-c31c-cde3-acf3fboc3389"

Bar

T S0 S5 HEE JIMSLIC

189



rio

r'E

mn

190

GET /api/system/v1/bundles/9604155c-928b-cf97-c826-cda9fcl7ac57 HTTP/1.1
Authorization: Basic abhadbfsMWE=

Host: zfssa.example.com:215

Accept: */*

23t of:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 165

"bundle": {
"status": "building",
"step_progress": 62.5,
"srn": "3-0123456789",

"filename": "/upload/issue/3-0123456789/3-0123456789_ak.ba8ebd55-2349-c31c-cde3-

acf3fb0c3389.tar.gz",
"href": "/api/system/v1/bundles/ba8ebd55-2349-c31c-cde3-acf3fb0c3389",
"date": "Wed Apr 30 2014 19:31:06 GMT+0000 (UTC)",
"type": "User initiated",
"uuid": "baB8ebd55-2349-c31c-cde3-acf3fboc3389"

Ol HH2 X|gl HEQ| XI5 HPZEE FAELICH
280

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/cancel HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

A X HMEZE 2ESHE L 5h= M HE &
HSE P2 HEHE HLIE-SH=

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/retry HTTP/1.1
Authorization: Basic abhadbfsMwE=
Host: zfssa.example.com:215

B o

00
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fuin
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HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

CHE SR(MH|A 2F) HS E AFE5IHH
oto

SR(MH|A QX)) HS & HZ6tX]|
LRI

= |°:|-I 2EE IHA|Eo|-E=| send Eg%‘g P%E“—IEL
AHIO| °JEH SR HZ E ALE5H0 YZEE Al

F.E rE

F.-2Z2 HYE HSO| ol sensE HASIZ{H SR H2 It ZRLICH SR H2 It g™

28 o

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfssa.example.com:215

{"srn": "3-0123456789"}

SEol:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

o
it}
mju
EJ
=
pal
o
=
m
Hu
gﬂ

A
O HAZRLE|X| b= XY HE2 +522 H=2EE = ASL

F.-2Z2 HYE HS0| ol sensE HASIZ{H SR H2 It ZRLICH SR H2 It g™

28 o

PUT /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3/send HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfssa.example.com:215

{"srn": "3-0123456789"}

Z1tof:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

O] EH2 o{S2to[A20M X[ HES HMAYLIC.
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Al A ACI0|E

192

- o:

DELETE /api/system/v1/bundles/9aef7c38-073c-603f-f35c-be64e26e90e3 HTTP/1.1
Authorization: Basic abhadbfsMwE=

Host: zfssa.example.com:215
o .
SHE

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

Ol2{¢t BH2 AIAH AH|0|E O|0|X[E 2t2|EfLICt

104 Ho|E B
foks] A2 Japilsystem/vl ay
GET lupdates 2E ANAH AHO|EE LIETLIC
GET lupdates/<update> XHE AAR HOI0|E S8 FEE
bR ELIch,
GET lupdates-firmware OFX|SE A= A[ZE S S MEfQE B
H LI 0|EE He AHRAE L
FELct.
PUT lupdates/<update> YUH0|E 4F +H
PUT lupdates/<update>/upgrade XIHE ol E o|0|x|2 & azo]
EtLCt
PUT Jupdates/<update>/check X4 E Yoo E o|O|x[of CHEt ¥
20| = Al HALE HEBILICH
PUT lupdates/<update>/rollback XY e Lo E o|O|X|2 SuHBiL]
C}.
PUT Jupdates-apply SOEX| g XA HH0|EE HE
gLt
DELETE lupdates/<update> RIHE AAH AHO|EE AFIBL
Ct.
POST Jupdates [0 E O|0|X|E {Z2I0|HAR
BERLCH
H 105 MAR AOO|IE S5 B
0|8 /Y oy
version String O A ™ 0| E
date DateTime He|A Eu ool E
status String O A AEf HOO|E(HZEE £+ S13)
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A|AH ACIO|E LIS

olg e T

update_deferred ChooseOne X MH [*onreboot”,
“onrequest”]

XA HHOIE SX|:

The following updates enable features that are incompatible with earlier
software versions. As these updates cannot be reverted once committed, and
peer system resources are updated across a cluster, verifying first that the
system upgrade is functioning properly before applying deferred updates is
advised.

AAE HO|O|E LIE

AMAR HHO|EE 7HHRE= 273 o

GET /api/system/v1/updates HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json

SEoll:

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"updates": [
{
"date": "Tue Aug 13 2013 17:47:32 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.13,1-0",
"status": "previous",
"version": "2013.08.13,1-0"
%I
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0"
%I
"date": "Sun Aug 25 2013 12:56:57 GMT+0000 (UTC)",
"href": "/api/system/v1/updates/nas@2013.08.25,1-0",
"status": "waiting",
"version": "2013.08.25,1-0"
1
}

A|AHEI AHAH|O|E 71X 27|

the! Yool E o|ofX|of tigt S5 EE 7S L

193



A AH AUCIO|E H2E

- o:

GET /api/system/v1/updates/nas@2013.08.25,1-0 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

SE O

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Length: 541
Content-Type: application/json

{
"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/vl1l/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"
}
}

AlAE B|0|E YEE

O H2 M Al2E H[0|E ool

ufn

P2 gL Ct,

curl2 AtEsto] HE HE2E2| of:

curl --user root:letmein -k --data-binary @nas@2013.08.24,1-0.pkg.gz \
--header "Content-Type: application/octet-stream" \
https://zfssa.example.com/api/system/v1/updates

O|0|X|7t Y= EE|1 &= i El O|= O|0|X| YH|0|ES| S5 FE 7} gtetEL(Ct 43 Al
HTTP AMER7} 201(Created)2 A= 1 9| S0l M Af O|0|X|2] ATHE 9|X|7t HISHEIL|
Ct.

At o

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Length: 541

Content-Type: application/json

Location: /api/system/v1/updates/nas@2013.08.24,1-0

{
"update": {
"date": "Sat Aug 24 2013 17:54:23 GMT+0000 (UTC)",
"href": "/api/system/vl/updates/nas@2013.08.24,1-0",
"status": "current",
"version": "2013.08.24,1-0",
"update_deferred", "on_request"
}
}
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A 0|=

Yeo|=

MU
1=

oo 4d

0| BH2 YO|I0|E 0|0|X|E EE5t O{F2H0|AHAE X|HE
Ct. XI’HEl o|0|X| AEf= "previous"2t S 6OF BfLICH O X

CI0|E 0|0|X|2 MFEESL
X| @tom maio| AlnjstL|Ct,

LS - OO

- o:

PUT /api/system/v1/updates/nas@2013.08.25,1-0/upgrade
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: ©

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Eui2 0{Z210|HAE 0|H UH|0|E 0|0|X| 2 HEETtL|CY,
- o:

PUT /api/system/v1/updates/nas@2013.08.24,1-0/rollback
Host: zfssa.example.com:215

Authorization: Basic abcefgMWE=

Content-Length: ©

SEoll:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Y0 E O|Of x| At

0| S2t0|A A0 M AHZE|X| Gt= YCIO|E O|0|X[S MAHELICE

2H o
DELETE /api/system/v1/updates/nas@2013.08.13,1-0 HTTP/1.1

Host: zfssa.example.com:215
Authorization: Basic abcefgMWE=

SEoll:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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RESTful APl AF2 X} AH|A

RESTful APl AF2X} AH|A
MotE | AF2EL|CH

AMEX MH[A HE

CHE ALEXH MH|A F

= O|Zf0|AA0 M 2 22| ALEX} B AL AL 2

S AMEE = AL

—

o
X
2

o

-

H 106 AFEXE MH|A HF

X A2 Japiluserivl Ay

GET AHE XL MH|A HEES LIS Ct

GET lusers 2= ALEXO| cet oF HEE Lt
FELct.

GET lusers/<user> E3 ALEXto| CHet MEFEE THH
SLich

DELETE lusers/<user> AARIOIM 2H AHEXHE HAEL
Ct.

POST Jusers M 2Z AFXIE BHEZHLE 7|1 E AL
BXE M AIEXIE SX|SHALE Y|
E9|3 C|YE2|of|M 2E|XFE FTt
Lok

PUT lusers/<user> AHBXL S8 HEE -t

PUT lusers/<user>/preferences A%t 2HE HEE SEULITH

GET lusers/<user>/preferences AHEZt 2tE HEE JHdZLIc

POST lusers/<user>/exceptions M AFEXE Hot 204 02| E THEL
C}.

GET lusers/<user>/exceptions/<auth> | x| & A%t Mot 201 0|2 S5
HEE 7t 3LCh

GET lusers/<user>/exceptions SE AR At 2o o2 HHE
LtggtL|Ct,

PUT lusers/<user>/exceptions/<auth> | X|HEl ALK} M3t 20] 0of 2] ZHA|
= AXBH|CY,

DELETE lusers/<user>/exceptions/<auth> | X|™El Mot 20 HHE AR|EL|

ct.
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AEX} LIS

X A2 Japiluserivl g

POST lusers/<user>/preferences/keys | M AFEXt ssh 7|E BHELICE

GET lusers/<user>/preferences/keys / | X|HE AL2Xt ssh 7| 85 HEE
<key> M ELIC

GET lusers/<user>/preferences/keys | BE AF2Xtssh 7| K|S LI

C}.

PUT lusers/<user>/preferences/keys / | X|HEl ALEXtof| Chet X|HEl ssh 7|
<key> £ +Hect

DELETE lusers/<user>/preferences/keys / | XI&E 7| Z{H|E ArA[gho|ct

<key>

AEXL LIE

198

ZF ALt

rr

Ct3at 22 M8 7tstt 2% S5 EEIH AsLILL

107 AEXHSE H
/Y SEME 0| oy
string logname ALEXL O|E(THE = HEAY £ 8l3)
number uid AHEXH D, CIER| AHSXtof| CHSH
A O R MEEX| 43
string fullname HH oI5
string initial_password Rl
boolean require_annotation N =M g Eefa
string roles O] AtEXte| HAgt
boolean kiosk_mode 7|2A3 AHSXt
string kiosk_screen 71223 o™
28 o

GET /api/user/v1/users HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215
Accept: application/json

o .

6|:r 01|

¢ "user":

{

"href":
"logname": "john",
"type": "local",
"uid": 2000000000,
"fullname": "John Doe",

"/api/user/v1/users/john",
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INE=ISIVERe)

"initial password": "DummyPassword",
"require_annotation": false,
"roles": [

"basic"

,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href":
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
1

AERL 7127

"/api/user/v1/users/john/preferences",

AEXtof Chet MR EEE 710 AKXt 2t A™ I Het 2o 0|2 E ZatefL|ct 2t A
ot 20f 02| RYE2 XN S5 FEE HolgfL|Ct AEXL 2t 4H S5 HEIF EAIELICL
I 108 AR 2
4 SEMHE OIS ady
string locale PNS:ES
string login_screen x7| 2391 3HH
string session_timeout MM A|1ZE 23HE)
string advanced_analytics 13 Analytics E7 Al
2t AF8XH= MolEl 28 dHo| AR E X|HE ssh 7|18 7HE = USLICH
H 109 SSH7| 88§ ®E
7d CEEERE T
string type SSH 7| 8: RSA &= DSA
string key SSH 7| LHE
string comment 0| SSH 7|2 HztEl M
23X :

GET /api/user/v1/users/joe HTTP/1.1
Authorization: Basic abcefgMwE=
Host: zfssa.example.com:215

RESTful APl ALE X} AH|A
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AEX ST

Accept: application/json
SE o

HTTP/1.1 200 OK
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 390

{
"user": {
"fullname": "John Doe",

"href": "/api/user/v1/users/john",
"initial_password": "DummyPassword",

"kiosk_mode": false,

"kiosk_screen": "status/dashboard",

"logname": "john",

"require_annotation": false,

"roles": ["basic"]

AMEX 2HS|

AR S AL XL RA0]| CHEE XEMISH LHE 2 Oracle ZFS Storage Appliance EHE| MHA,

22| A 0S8.6.x 2| “AF2 X} I AT O3"S KESHIAIL.

O] BH2 LIS 37kK| A ALERILICE

M AREXL 2HST| - A ALE R}

g orsLc,

[y =]

n J|E MEX FH - 7|1E ASXOIM M AHEXIE S AL

w2} T} - AEZELO| = DR ER 0| M Y2 E ALEXIZE {EEI0|AAE 22| 4= U

EESEYLI.

O] 37kX| B2 2F0A ==0
O M&ELICE.

M AER HST| S8 BE

ol

A= JSON HAlo| SE YEL gH ALEXI0]| TSt posT R

¥ 110 M ALEXFEHEY| S8 HE
e SEEEoE EE
string logname M AREAIS] 2191 0| (=)
number uid MENH ALZXLID
string fullname M AL XS] HA| 0|5 (E4)
string type "Local", "Data", "No-login"(7| 22k
"Local")
string initial_password 5}7 | AH8X 25 ("Local" Y "Data"
2h
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http://www.oracle.com/pls/topic/lookup?ctx=E78544-01&id=ZFSRCgpvak
http://www.oracle.com/pls/topic/lookup?ctx=E78544-01&id=ZFSRCgpvak

AEX ST

29 EERRE P
boolean require_annotation MM =M ZHe MEiN Zaia
("Local"2h
ALEXL EH S8 &
H111 AR EX SE HE
BrY EERRE P
string user AA AEXOIE
number uid AHEXLID, CIME2| ALZXL0] sl
Agoz MEEX| 3
string clonename M =8 2301 0|&
string fullname A =8| AFE X} A O] S(CIHEE
A8t A2 SEsHA| 2k3)
string otz M =X ArEX A (CIAMER| E=
HI23Ql AL8Xte| B sHEstX| ot
=)
#E|Xt =7 S8 B2
" 112 #elxt Ft S8 BE
/¥ SEME 0| oy
string type ClAEZ| AMSXt
string logname CIMER| AF8X 2301 0|8
of 1 2 AKX oHET|

- o:

POST /api/user/vl1/users HTTP/1.1
Host: zfssa.example.com:215
Authorization: Basic abcdefghijklmnop
Content-type: application/json

{
"type": "local",
"logname": "john",
"initial password": "DummyPassword",
"fullname": "John Doe"
}
21} of:
{
"user":

RESTful APl ALE X} AH|A

201



AEX ST

{
"href": "/api/user/v1l/users/john",
"logname": "john",
"type": "local",
"uid": 2000000002,
"fullname": "John Doe",
"initial password": "DummyPassword",
"require_annotation": false,
"roles": [
"basic"
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences": {
"href": "/api/user/vl1l/users/john/preferences",
"locale": "C",
"login_screen": "status/dashboard",
"session_timeout": 15,
"advanced_analytics": false,
"keys": [
1
}
}
}
of 2 CIMEE| AHEXt BHET|
28 o
POST /api/user/v1/users
{
"type": "directory",
"logname": "john"
}
Z3t o
{
"user":
{
"href": "/api/user/v1l/users/john",
"logname": "john",

"type": "directory",
"uid": 26718,

"fullname": "John Doe",
"require_annotation": false,
"roles": [
"basic"
1,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"exceptions": [
1,
"preferences":
"href": "/api/user/vl1l/users/john/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
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"advanced_analytics": false,

"keys": [
1
}
}
}
o 3 ClolE H& ALEXL BHEY|
28 o
POST /api/user/v1/users
{
"type": "data",
"logname": "john",
"initial_password": "password",
"fullname": "John Doe",
"uid": 5000000
}
21} of:
{
"user":
{
"href": "/api/user/v1/users/data",
"logname": "john",
Iltypell : Ildatall ,
"uid": 5000000,
"fullname": "John Doe",
"initial password": "DummyPassword"
}
}
of 4 H|Z2391 AF2X} gHE 7|
28 o
POST /api/user/vl/users
{
"type": "nologin",
"logname": "john",
"fullname": "John Doe",
"uid": 5000001
}
23} of:
{
"user":
{
"href": "/api/user/v1l/users/john",
"logname": "john",

"type": "nologin",
"uid": 5000001,
"fullname": "John Doe"

RESTful APl AL X} AH|A
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S AR S HEE SHHLICL ALSK 2142 oflel,
e FZHE 4+ UBLICE "UID" B "Type'2 BHE & WY

- o:

PUT /api/user/vl1/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215

Accept: application/json
Content-Type: application/json
Content-Length: 24

{"require_annotation": true}
23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 236

{
"user":
"href": "/api/user/v1l/users/john",
"logname": "john",
"type": "local",
"uid": 2000000000,
"fullname": "John Doe",
"initial_password": "DummyPassword",
"require_annotation": true,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard",
"roles": ["basic"]
}
}

AFERL AFH|

AAR0IM AFEXHE APHILICE.

235 0:
DELETE /api/user/vi1/users/joe HTTP/1.1
Authorization: Basic abcefgMWE=

Host: zfssa.example.com:215
Accept: */*

Z1t o
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HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0
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X A2 Japilworkflow/vl g

GET IEZER MH|A HHES LIEEL
Ct.

GET /workflows DE Y IEERE LIEYLICt

GET Iworkflows/<workflow> YE I EER SEFEE LIE
gruict

PUT Iworkflows/<workflow> AHE YIERR SEHEE +H
gLt

PUT Iworkflows/<workflow>/execute XEE I EERE AHTLICE

DELETE Iworkflows/<workflow> X™E I EELE AFELIC

POST Iworkflows O{E20|AA M HFEZRE 2
gLt

OEEEEANE

ojZ2to|t A0 MA|E DE YIB2LE LIABHLIC HO| BHHHL snownidden-true?t 4
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EES

2R IIHL7|

GET /api/workflow/v1/workflows HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

SE ol

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 1908

{
"workflows": [{
"description": "Clear locks held on behalf of an NFS client",
"href": "/api/workflow/vl/workflows/10f25f2c-3a56-e733-d9c7-d4c6fd84e073",

i
{
"description": "Sets up environment for Oracle Solaris Cluster NFS",
"href": "/api/workflow/vl/workflows/2793f2dc-72de-eac4-c58b-cfbe527df92d",
i
{

"description": "Removes the artifacts from the appliance used by Oracle Solaris

Cluster NFS",
"href": "/api/workflow/vl/workflows/9e2d5eed-cc72-67b0-e913-bf5ffadid9el"”,

i
{
"description": "Sets up environment to be monitored by Oracle Enterprise Manager",
"href": "/api/workflow/vl/workflows/bb5delb8-b950-6da6-a650-f6fb19f1172c",
i
{
"description": "Removes the artifacts from the appliance used by Oracle Enterprise
Manager",
"href": "/api/workflow/vl/workflows/bd7214fc-6bba-c7ad-ed1f-942c0189e757",
H

HIASELR 1M 27|

208

|:f0| & %E—?— | H-é.-_" %% XCQIE% 7|-X=|%L| I:|'. 6‘||E‘|0"k| Accept7|' application/javascriptg
|§j£_| ZR YIAEE R0 HUXTF HigtE| D, THX| YOH IEER S5 I} vietE

Lict.

QM Ol - application/javascript® K| ™ El accept:
GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74e1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfssa.example.com:215
Accept: application/javascript

SE ol

HTTP/1.1 200 OK
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X-Zfssa-Appliance-Api: 1.0
Content-Type: application/javascript; charset=utf-8
Content-Length: 916

var workflow = {
name: 'Clear locks',
description: 'Clear locks held on behalf of an NFS client',
origin: 'Oracle Corporation',
version: '1.0.0',
parameters: {
hostname: {
label: 'Client hostname',
type: 'String'
i
ipaddrs: {
label: 'Client IP address',
type: 'String'

H
validate: function (params) {

if (params.hostname == "'') {

return ({ hostname: 'Hostname cannot be empty.' });
}

if (params.ipaddrs == '') {

return ({ ipaddrs: 'IP address cannot be empty.' });

i

execute: function (params) {

try {

nas.clearLocks(params.hostname, params.ipaddrs);
} catch (err) {
return ('Failed to clear NFS locks: ' + err.message);

}

return ('Clear of locks held for ' + params.hostname +
' returned success.' );
}
}

X o - XI™HE|X| LUHLt application/json2LE K| HEl accept:

GET /api/workflow/vi/workflows/cc574599-4763-4523-9e72-b74€1246d448 HTTP/1.1
Authorization: Basic cm9vdDpsMWE=

Host: zfssa.example.com:215

Accept: application/json

S

HTTP/1.1 200 OK

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json; charset=utf-8
Content-Length: 649

{
"workflow": {
"href": "/api/workflow/vl/workflows/cc574599-4763-4523-9e72-b74e1246d448",
"name": "Clear locks",
"description": "Clear locks held on behalf of an NFS client",

"uuid": "cc574599-4763-4523-9e72-b74e1246d448",

"checksum": "695d029224f614258e626Te0@b3c449c1233deel119571f23b678f245f7748d13c",
"installdate": "Wed Apr 01 2015 17:59:44 GMT+0000 (UTC)",

"owner": "root",

"origin": "Oracle Corporation",
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"setid":
"alert": false,

"version": "1.0.0",
"scheduled": false

false,

e =
=

=

o A
TT@

SEECETPPS
SLIC

ol PUT 248

- o:

S|

HM&ote] T 13

0

ol =
= =

&

e
1

220] o3t 5=

ufn
$0

A
e

oln

PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d HTTP/1.1

Authorization: Basic abcefgMWE=
Host: zfssa.example.com:215
Accept: application/json
Content-Type: application/json
Content-Length: 28

{"setid":
o .
SE:
HTTP/1.1 202 Accepted

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json
Content-Length: 234

false}

{

"workflow": {
"alert": false,
"description":
"href":
"name":
"origin": "<local>",
"owner": "root",
"scheduled": false,
"setid": true,
"uuid":
"version":

"Echo bird

"Echo",

nn

Oracle ZFS Storage Appliance RESTful APl A3 A,

repeats a song.",

"448b78e1-f219-e8f4-abb5-e01e09e1fac8”,

é
02(Accepted)
| BFEtEILICE
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"/api/workflow/vl/workflows/448b78el1-f219-e8f4-abb5-e01le09elfac8",
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PUT /api/workflow/v1/workflows/6c2b6545-fa78-cc7b-8ccl-ff88bd628e7d/execute HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/json

Content-Length: 28

{"song": "tweet tweet tweet"}

23t of:

HTTP/1.1 202 Accepted
X-Zfssa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 34

"result": "tweet tweet tweet\n"

[

YIAZZQ A

O{Z2I0|AL0M HIEZLR AT EES AH|ELILY.

2K o:

DELETE /api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971 HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: */*

23t of:

HTTP/1.1 204 No Content
X-Zfssa-Appliance-Api: 1.0

HIAEER YUEE

HIEZLE o{E2t0[A 20 = ETILCE

2K o:

POST /api/workflow/vi/workflows HTTP/1.1
Authorization: Basic abcefgMwE=

Host: zfssa.example.com:215

Accept: application/json

Content-Type: application/javascript
Content-Length: 290

var workflow = {
name: 'Echo',
description: 'Echo bird repeats a song.',
parameters: {
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song: {
label: 'words of a song to sing',
type: 'String',

}
+
execute: function (params) { return (params.song) }
}
21t ofl:

HTTP/1.1 201 Created

X-Zfssa-Appliance-Api: 1.0

Content-Type: application/json

Content-Length: 268

X-Zfssa-Version: jkremer/generic@2013.09.14,1-0

Location: /api/workflow/v1/workflows/f4fe892f-cf46-4d6a-9026-cd0cOcce9971

"workflow": {
"href": "/api/workflow/vl/workflows/f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"name": "Echo",
"description": "Echo bird repeats a song.",
"uuid": "f4fe892f-cf46-4d6a-9026-cdOcOcce9971",
"owner": "root",
"origin": "<local>",

"setid": false,
"alert": false,
"version": "",
"scheduled": false
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RESTful 220|HE

DE HTTP 220|HE &= RESTful 2210|HEZE AIEE £ JUSLICE BUIE E2|AA URLE

225t RESTful APl cer 23S Hretel = AELICE Mozilla Firefox0ll= RESTful 2%

(https://addons.mozilla.org/en-us/firefox/addon/restclient/)% ¢6$|3f7| -?-|5H AE-IMEEI —J|k— %1

= RESTful 2210|HE ZE0| YELICE 0] BE2 pur, posT X peLete R DL OfL| 2} YEt
=

HTTP cer R ¥ = S 82LICE 0] Bof| M= 02 RESTful 22+0|H E0f| CH3l XtA[3| CHEL
Ct.

Curl Rest 22|0|HE

ol CLI 7|2t HTTP 22t0|HE &= wget X curlLICE O] HollE curl2 A2t
(=] A5t 2ol CHet o] JHX| o7t Liet AELICH wgetS AHESH
FAet 7|58 +d8Y & JASLC

2|2 A HIO[E 7FH 27|

L

A

O| ool M= ZHEHSE HTTP e ™S ALESH0 2LE JSON H[O|HE &= HWHE Hof
Ct.

> curl --user ${USER}:${PASSWORD} -k -i https://zfssa.example.com:215/api/nas/v1/pools/gold

HTTP/1.1 200 OK

Date: Tue, 23 Jul 2013 12:57:02 GMT
Server: WSGIServer/0.1 Python/2.6.4
Content-Length: 284

Content-Type: application/json
X-Zfs-Sa-Nas-Api: 1.0

"pool": {
"profile": "mirror",
"name": "gold",
"usage": {

"available": 895468984832.0,
"total": 895500681216.0,
"dedupratio": 100,

"used": 31696384.0

}
"peer": "00000000-0000-0000-0000-000000000000",

"state": "online",
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214

"owner": "tanana",
"asn": "314d252e-c42b-e844-dabl-a3bca680b563"

M 2|laA ZHST|

O] oflof M= 29[ JSON HIO|E E &30 M 2|2AE TtEE= SES Hof FL L

$ curl --user ${USER}:${PASSWORD} -s -k -i -X POST -d @- \
-H "Content-Type: application/json" \
https://zfssa-host.example.com:215/api/user/vil/users <<JSON

> {"logname": "rest_user",

> "fullname": "REST User",

> "ipitial password": "letmein"}
> JSON

HTTP/1.1 201 Created

Date: Tue, 23 Jul 2013 13:07:37 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: 357

"user": {
"logname": "rest_user"
"fullname": "REST User",
"initial password": "DummyPassword",

"require_annotation": false,
"kiosk_mode": false,
"kiosk_screen": "status/dashboard"
"roles": ["basic"],

"exceptions": {},

"preferences": {

"href": "/api/user/v1/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 15,
"advanced_analytics": false,
"keys": {}

(]
-
(]

7|1& glat 73

O oflofl M= AFEXIS| MM AlZh XatE 4=FetL|Ct.

% curl --user larry:letmein -3 -s -k -1 -X PUT \
-H "Content-Type: application/json" -d @- \
https://tanana:215/api/appliance/v1/users/larry/preferences <<JSON
> {"session_timeout":60}
> JSON
HTTP/1.1 202 Accepted
Date: Wed, 24 Jul 2013 05:43:17 GMT
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X-Zfs-Sa-Appliance-Api: 1.0
Content-Type: application/json
Content-Length: ©

"preferences": {

"href": "appliance/vl/users/larry/preferences",
"locale": "C",
"login_screen": "status/dashboard",

"session_timeout": 60,
"advanced_analytics": false,
"keys": {3}

[

7|

[P

o[ A ALK

O| B2 A|AHIOM ALERIE M AZLICE

curl --user ${USER}:${PASSWORD} -s -k -i -X DELETE https://tanana:215/api/appliance/v1/
users/jschwartz

HTTP/1.1 204 No Content

Date: Tue, 23 Jul 2013 13:21:11 GMT
Server: WSGIServer/0.1 Python/2.6.4
X-Zfs-Sa-Appliance-Api: 1.0
Content-Length: ©

Python RESTful 220|HE

Python RESTful APl 220|HE = RESTful A{H|A 2| HIAE JHYS X|&5H= REST HIA
E 2to|=2{2|2t &H HSE Lt

RESTful 22t0|HE TZ 74 0f:

>>> import urllib2
>>> import json

>>> request = urllib2.Request("https://zfsssa.example:215/api/access/v1", "")
>>> request.add_header ("X-Auth-User", "rest_user")

>>> request.add_header ("X-Auth-Key", "letmein")

>>> response = urllib2.urlopen(request)

>>> response.getcode()

201

>>> info = response.info()
>>>
opener = urllib2.build_opener(urllib2.HTTPHandler)
>>> opener.addheaders = [("X-Auth-Session", info.getheader("X-Auth-Session")),
('Content-Type', 'application/json'), ('Accept', 'appplication/json')]

221 TH2 openerS AF&310] 0]0] A QISE|Y O JSON HIOIES HL1 w2 Ful7t ¢t
28 932 9 4 ALt
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2| AA JEH 27|

CtS Python ZEE AR50 RESTful API 2|2A0M H|O|E S 7t S £ U&LICE.

GET o;

>>> request = urllib2.Request("https://zfssa:215/api/network/v1l/routes")
>>> response = opener.open(request)

>>> response.getcode()

200

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{
"routes": [
{
"destination": "0.0.0.0",
"family": "IPv4",
"gateway": "10.80.231.1",
"href":
"/api/network/v1/routes/ixgbhe0,0.0.0.0,10.80.231.1",
"interface": "ixgbe0@",
"mask": 0,
"type": "static"
}
]
}
A A O I

M 2|AAE TEE Python ZE Of:

—_
>>> action = {'category': 'network'}
>>> post_data = json.dumps(action)
>>> request = urllib2.Request("https://zfssa:215/api/alert/vil/actions", post_data)
>>> request.add_header('Content-Type', 'application/json')

>>> response = opener.open(request)
>>> response.getcode()
201
>>> response.info().getheader('Location')
'/api/alert/vl/actions/actions-001'
>>> body = json.loads(response.read())
>>> print json.dumps(body, sort_keys=True, indent=4)
{
"actions": {
"category": "network",
"datalink_failed": true,
"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
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"ip_address_conflict_resolved": true,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":

true
}
}
2| AN A

7|& 2|AAE £HSH= Python ZE 0f:

>>> put_data = '{"ip_address_conflict_resolved": false}'
>>>
request = urllib2.Request("https://zfssa:215/api/alert/vi/actions/actions-001",
put_data)
>>> request.add_header('Content-Type', 'application/json')
>>> request.get_method = lambda: 'PUT'

>>> response = opener.open(request)

>>> response.getcode()

202

>>> body = json.loads(response.read())

>>> print json.dumps(body, sort_keys=True, indent=4)

{

"actions": {
"category": "network",
"datalink_failed": true,

"datalink_ok": true,
"href":
"/api/alert/vl/actions/actions-001",

"ip_address_conflict": true,
"ip_address_conflict_resolved": false,

"ip_interface_degraded": true,
"ip_interface_failed":

true,

"ip_interface_ok": true,

"network_port_down": true,
"network_port_up":
true

(S
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>>> request = urllib2.Request("https://zfssa:215/api/alert/v1l/actions/actions-001")
>>> request.get_method = lambda: 'DELETE'

>>> response = opener.open(request)

>>> response.getcode()

204
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