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1.1

1.2

1.3

1. Preface

This document contains notes and installation steps needed to install WebServices. Oracle
Financial Services Lending and Leasing relies on several pieces of Oracle software in order
to run and this document is in no way meant to replace Oracle documentation supplied with
the WebServices product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of WebServices.
This guide covers the following processes.

e Installing WebServices Database Objects
e Deploying Application Interface WebServices
e Configuring Weblogic Policy on WebServices

Prerequisites

1. Download and Install the Oracle WebLogic Server 12c Version 12.2.1.0.0 from http://
www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html).
They are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

2. Itis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the WebServices installer.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Application Oracle Financial Services Lending and Leasing

11 ORACLE



2. Installing WebServices Database Objects

Download and unzip the the WebServices database - ofsllxws.zip.

Run $ ./installofslixwsdb.sh
-bash-4.1% ./installof=sllxwsdb. shl

This installer adds the required tables and packages to the apllication database.

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note:

It i=s expected to have the OFSLL Application DB been installed and confiqured
before running this installer.

Thi= installer adds the required tables and packages to the =same OFSLL DB schema.

Continue? [v/n]: yl

Enter 'y’ when prompted to continue.

Oracle Financial Serwvices Lending and Leasing Webservices DB Installer

Important Mote:

1 installed and configured

to the same OF5LL DB schema.

r the Oracle F

and Leasing
h/work area/DEV/OFSLLREL

o O

Script Prompts Description and Action Required

Oracle Financial Services Lending | Enter the path to the home directory. This is referred
and Leasing Home Path to as $OFSLL_HOME. Enter 'y’ when prompted for.

21 ORACLE



Cracle Financial Services Lending and Leasing Webservices DB Installer

Imporcant Note:

It is expected to have the OFSLL Application DB been installed and configured
before running this inscaller.

This installer adds the required tables and packages to the same OFSLL DB schema.

Continue? [y/n}: y

Enter the Oracle Financial Services Lending and Leasing
Home Path? (usuwually /home/ofsll): /scratch/work area/DEV/OFSLLREL

OFSLLHCME=/=cratch/work_area/DEV/QFSLLREL
Okay? [v/nl: v

Enter the Oracle DB Home Path? /scratch/app/dbl2c/product/12.1.0/dbhome 1

ORAHOME=/scratch/app/dbl2c/product/12.1.0/dbhome 1
Okay? [y/n]: vy

Enter the Oracle SID? CRCL
INSTANCENAME=QRCL
okay? [v/n]: vfjj

Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This
is referred to as $ORACLE_HOME. Enter ‘y’ when
prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter 'y’ when
prompted for.

Importanc Hote:

v_iniza/piatiomm/bin: fusz/dev_infra/genczic/bin;
app/dbl2c/prod
ee/12.1.0/dbhoms 1

V/OFSLLREL

culd be able sta:

orrect the en

Continue? [y/n]: ‘1.
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The script lists and sets the CRITICAL environment variables

Here is & list of CRITICAL environment variables and their settings:

1 fuse/dev infrafplacform/bin: fusc/dev infra/generic/bin

i. database types (273)
2. database tables (47)
3. database views (157}
4. database crigger (4)

5. database package specs (254)
6. databa’c package bodies (262)
7. database indexes 3m
8. Syscem Sesd Daca (o)

Enter 'y’ when prompted to continue. A list of items available for installation are listed. Enter
'y’ when prompted to ‘Continue with Installation’.

Oracle Financial 3ervices Lending and Leasing Webservices Database Object Installation

The following items are available for installation:
1. dacabase types (173
2. database tables (27)
3. databasze views (237)
4. database trigger ()
5. dacabase package specs (254)
6. database package bodies (262)
7. database indexes (303}
8. System Seed Data (o)
Continue with Installation? [y/n] : ¥y
Log files will be located in /acratch/work area/DEV/OFSLLREL/logs/ofsll xws install logs
Fress Enter to Contimue. ..
Encver the Oracle userid (schema name) that will own the Oracle Financial Services Lending and Leasing

objects? (usually ofsllprd): OFSLLREL

Enter the password for this userid: [J

Sets the path for the location of log files. Press ‘Enter’ to continue.

Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial | Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

23 ORACLE



The script installs the objects.

PL/30L procedure successtully completed.

PL/SQL procedicre succesatfully completed.

PL/SQL proceduce successfiully compleced.

PL/S0L procedure succesafully completed.

PL/SQL procedure successfully compleced.

Commit complete,

Recompilling Invalid Objects...

my: CAnnot scat C/omp/recomp ob).,23135.1log': No such file or directory

Oracle Financial Services Lending and Leasing Webservices DE Chjecc Installation Com

While installing, the script recompiles the invalid objects and completes the installation of DB

objects.

ORACLE



3. Deploying Application Interface WebServices

Creating Data Sources for WebServices

Create a new server on the console which will be specifically for WebServices.

1. Login to WebLogic Server 12c console (http://hostname:port/console).

ORACLE h\NebLogic: Server Administration Console 12¢

2. The following window is displayed.

ORACLE webLogic [Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Eoit button to modify, add or
delete items in this domain.

Lock & Eatt

Release Configuration

Domain Structure
FSLLREL_domain
~Demain Partitions

- Diagnostics

How do

= Search the configuration
= Use the Change Center

= Record WLST Scripts

= Change Console preferences

Manage Console extensions

Monitor servers

System Status
Heslth of Running Servers
[ Faild(g)
[ citical(0)
Overloa
warning
I oK (1)

@ rome Log Out Preferences
Home ~Summary of Services
Home Page

Information and Resources

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

» Setyour console preferences

= Oradle Enterprise Manager

Domain Configurations

Domain

 Domain

main Partitions
« Domain Partitions.

o Partition Work Managers

nment
- Servers
o Clusters
= Server Templates
= Migratable Targets

- Coherence Clusters

« Machines

« Work Managers
« Concurrent Templates
« Resource Management

« Startup And Shutdown Classes

Application’s Security

« Security Realms

relp |

ral Information

= Commeon Administration Task Descriptions

= Read the documentation

= Aska question on My Oracle Support

urce Group Templates

- Resource Group Templates

ource Groups

« Resource Groups

eployed Re:

« Deployments

- Messaging
= IMS Servers

= Store-and-Forward Agents
IMS Modules

= Path Servics
= Bridges

« Data Sources

« Persistent Stores

« XML Registries
XML Entity Caches

= Foreign JNDI Providers
« Work Contexts

. jCOM

« Mail Sessions

o FileTs

Y

« 0SGi Frame

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

Welcome, weblogic ‘ Connected to: OFSLLREL_domai

Interoperability
- WTC Servers

« Jolt Connection Pools

Diagnostics
« LogFiles

= Diagnostic Modules

« Built-in Diagnostic Modules
- Diagnostic Images

- Request Performance

o Archives

« Context

o suvp

o Interceptors

Charts and Graphs

« Monitoring Dashboard &

ORACLE



3. Click Domain Name > Services > Data Sources. The following window is displayed.

<«

C  [3 ofss2221038.in.oracle.com:

70

/console/c

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £t button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

@ Home LogOut Preferences ord Help

Home >Summary of Services > Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration | Monitoring

Domain Structure

OFSLLREL_domain

~Deployments
“Senices
~Security Realms

borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain.

b Customize this table

Data Sources (Filtered - More Columns Exist)
Clickthe Lock & Edit button inthe Change Center to activate all the buttons on this page.

oballD

CDataSourceTablePage

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

b

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of IDBC connections. Applications can look up a data source on the INDI tree and then

How do L..

« Create JDBC generic data sources

« Create 1DBC GridLink data sources

« Create IDBC multi data sourcs

« Create UCP data sources

* Create Prowy data sources

New | [Delete Showing 105 0f 5 Previous | Next
Name & Type INDI Name Targets Scope Domain Partitions
LocalSvcThiDatasource Generic | 3dbe/LocalSveTbIDatasou Global
OFsLL Generic | ydbc/ofsliDBConnDS Adminserver, OFSLLREL_ManagedServer Global
opss-audit-DBDS Generic | jdbe/ taS OFSLLREL Global
opss-audit-viewDs Generic | jdbe/AuditViewDat: , OFSLLREL | Global
opss-data-source Generic | jdbc/OpssDatasou . OFSLLREL | Global

New

showing 1to50f 5 Previous | Next

System Status
Health of Running Servers

" Failed (0)
(] Critical {0)

[ Ovwerloaded

4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic

Data Source’.

Il rights

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
o pending changes exist. Click the Release
Configuration button to allow others to edit
the domain,

Lotk & Edit

Release Configuration

@ Home LogOut Prefersnces

Record Help

Home >Summary of Servi

Summary of JDBC Data Sources
Summary of JDBC Data Sources

Configuration | Monitoring

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the JNDI tree and then

Domain Structure
OFSLLREL_domain

~Security Realms.
nteroperability
~Diagnostics

How do L., =]

Create JDBC generic data sources

 Create JDBC GridLink data sources

Create IDBC multi data sources

o Create UCP data sourcs

 Create Proxy data sour

System Status a
Health of Running Servers

Failed (0)
P

Critical (0)

Overloaded (0)

barrow a datab: ction from a data source.

This page summarizes the 1DBC data source objects that have been created in this domain.

b Customize this table

Data Sources (Filtered - More Columins Exist)

[New~ | [Delete: Showing 1to 5of 5 Previous | Next
‘Generic Data Soury
{5 Type JNDI Name Targets Scope Domain Partitions
GridLink Data Sourte
Al e ree Generic | jdbe/LocalSveTblDataSouree Adminserver Global
Proxy Data Source Generic | jdbo/ofslIDBCoNNDS AdminServer, OFSLLREL ManagedServer Global
UCP Dt Saisee Generic | jdbe/. Datasour 4 , OFSLLREL | d Global
T e Generic | idbo/AudityiewDat: , OFSLLREL ! Global
‘ opss-data-source Generic | jdbc/OpssDataSource AdminServer, OFSLLREL_ManagedServer Global

New~ | [Delete

Showing 1toSof 5 Previous | Next

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

ORACLE



5. Specify the following details:
ORACLE' WebLogic Server Administration Console 12¢ _

Record Help

Change Center @ Home LogOut Preferences

Welcome, weblogic | Connected to: OFSLLREL_domain
~Summary of JDBC Data Sources

Home >Summary of Ser Summary of JDBC Data Saurc

-Summary of Sery

view changes and restarts

NNo pending changes exist. Click the Release Create a New JDBC Data Source
Configuration button te allow others to edit
the domain.

ack | | Next ‘Fw‘ls?‘ ‘Came\
Lock & Edit

IDBC Data Source Properties
Release Configuration

The following properties will be used to identify your new JDBC data source

Domain Structure
OFSLLREL_domain
Domain Partitions
Environment
ployments &5 * Name: jdbe/dbk105nIEJBDS

rity Realms
nteroperability ‘What scope de you want to create your data source in ?

What would you like to name your new JDBC data source?

Scope: Global ¥

What JNDI name would you like te assign to your new JDEC Data Source?

5] INDI Name:
jdbe/dbk1@5n1EIBDS

How do L. a

Create JDBC generic data sources

+ Create LLR-enabled JDBC data sous

System Status =) What database type would you like to select?

Health of Running Servers

Database Type: Oracle v

K Texl ‘ Finish ‘ Cancel

I Warning (0)

I k(1)

— Enter Data source Name.
— Enter JNDI Name as ‘jdbc/dbk105nIEJBDS’.
— Select ‘Oracle’ as Database Type.

6. Click ‘Next’. The following window is displayed.

7. Select the Database Driver ‘Oracle's Driver(Thin) for Instance connections;Versions:Any’
as shown.

“ C  [7 ofss2221038.in.oracle.com:7001/c

teGlobalJDBC

urcePortlet._: om/bea/co

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Record Help Q wekxmm.wehlog»cl(arrected to: OFSLLREL_domain

Home >Summary of S Summary of JDBC Data Sou

Summary of Ser Summary of JDBC Data Sources

View changes and restarts

No pending changes exist. Click the Release Create a New JDBC Data Source
Configuration button to allow others to edit

the domiain- Back | |Next ‘ Finish ‘ Cancel

JDBC Data Source Properties
Release Configuration

“The following properties will be used to identify your new JDBC data source.
Domain Structure
OFSLLREL_domain

Database Type: Oracle
[-Domain Partitions

B}Environment

What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Dracle Weblogic Server.

Database Driver: *Oracle’s Driver (Thin) for Instance connections: Versions:Any v

B

Tnteroperability
Back | | Next ‘ Finish ‘ Gancel

 Create LI R-enzbled JDBC data s

urces

System Status =t
Heslth of Running Servers

[ Warning (0)

[

3-3 ORACLE



8. Click ‘Next’. The following window is displayed.
ORACLE webLogic Server Administration Console 12¢ b _

Py @ Home LogOut Preferences (2] Record Help |

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

e e oo etatte Home 5 Summary of Servicas »Summary of JDBC Data Sources =Summary of Services =Summary of JDBC Data Sources
No pending changes exist. Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit

the domain.

Back | [Next ‘ Finish ‘ Cancel
Lock & Edit

Transaction Options
Release Configuration

You have selectad non-XA JDBC driver to ereate database connaction in your new data source.
Domain Structure

Does this data source support global transactions? If yes, please choose the transaction protocol for this data source.
OFSLLREL_domain

~Domain Partitions
~Environment
ents

¥ Supports Global Transactions

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the Logging Last Rescurce (LLR) transaction optimization.
Recommended in place of Emulate Twe-Phase Commit.

Logging Last Resource

Select this option if you want to enable non-XA JDBC connections from the data source to emulate participation in global transactions using JTA. Select this option only if your applicatien can tolerate
heuristic conditions.

Emulate Two-Phase Commit

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction processing. With this option, no
other resources can participate in the global transaction.

How do 8
® One-Phase Commit
o Create 10BC generic date sou
. LLR-enabled JDBC data sources Back| [Next ‘ T ‘ Cancel
System Status ]

Health of Running Servers
| Failed (0)
[ Critical (0)

Overloa:

[ Warning (0)

[

9. Click ‘Next’. The following window is displayed.
ORACLE WebLogic Server Administration Console 12c _

Change Center @ Home Log Out Preferences [ Record Help | Q Welcome, weblogic | Connected to: OFSLLREL_domain

e T e Home >Summary of Services >Summary of JDBC Data Sources >Summary of Services >Summary of JDBC Data Sources
Mo pending changes exist. Click the Release Create a New JDBC Data Source

Configuration button to allow others to edit

the domain,

Back | (Next| | [Finsh] | Cancel
[ock & EGE

Connection Properties
Release Configurstion

Define Connection Properties.

Domain Structure

What is the name of the database you would like to connect to?

Database Name: ORCL

what is the name er IP address of the database server?

Host Name:

ofss2221038.in oracle com

~Diagnostics

What is the port on the database server used to connect to the database?

Port: 1821

What database account user name do you want to use to create database connections?
How do L. 2

Database User Name: OFSLLREL

« Create JDBC generic data sources

o Crea

LLR-enabled JDBC data sour:

What is the database account password to use to create database connections?

Password:

System Status 8

Health of Running Servers
] Confirm Password:

I Failed (0)
I Critical ()

Qverloaded (0

Additiona| Connection Propsrtiss:

[ Warning (0) oracle jdbc. DRCPConnectionClass:

I k(1

Back | [Next| | [Finsh] | Cancel

emarks of th

10. Enter the Database details.

ORACLE



11. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
changes exist. Click the Release

Configuration button to allow others to edit
the domain.

B o Los Ot Proerences B Recond i |

Home >Summary of Services >Summary of JDBC Data Soure

Summary of Services ~Summary of JDBC Data Sources

Create a New JDBC Data Source

e optgurmion) | ssck | (st |Lmn, | [Cance

Lotk & Edit
Test Database Connection
Release
Test availability and properties you provided.
Docmain Stneches What is the full package name of JDBC driver class used in pocl?

FSLLREL domain

}-Diagnostics

How do I... =

= Create JDBC generic data sources

Create LLR-enabled JDBC data sources

System Status =

Health of Running Servers

Failed (0)
Critical (0)
Overloaded (0)
Warning (0)

I O (1)

Driver Class Name: oracle jdbc OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
- jdbbe orac le:thin: @ ofss2221038.in.oracle.com: 1521:ORCL.
What database account user name do you want to use to create database connections?

Database User Name:

OFSLLREL

What is the database account password to Use to create database connections?

Password:

Confirm Password:

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
[

The set of driver properties whose values are derived at runtime from the named system property.

System Properties:

Welcome, weblogic | Connected

FSLLREL_domain

12. Click ‘Test Configuration’. The following window is displayed indicating a confirmation
message as ‘Connection test succeeded’.

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lotk & Edit

Release Configuration

Domain Structure
FSLLREL_domain
E-Domain Partitions
E-Environment
~-Deployments
Bl-Seniices

Security Realms
El-Interoperability
Bt-Diagnostics

How do I... a

« Create JDBC generic data sources
o Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

[ railed(o)
[ cital©
[ Overloaded(0)
[ waming(0)
I k(1)

& Home LogOut Preferences [4] Record Help |

Home >Summary of Services >Summary of JDBC Data Saurces >Summary of Services >Summary of JDBC Data Sources
Messages

o Connection test succeeded.

Create a New JDBC Data Source

Test Configuration | || Back | |Next| || Finish| || Gancel

Test Database Connection
Test the database availability and the connection properties you provided.

What is the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name:

oracle. jdbc.OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
URL: jdbe -oracle thin: @ofss2221038.in_oracle com-1521:ORCL
What database account user name do you want to use to create database connections?

Database User Name: OFSLLREL

What is the database account password to use to create database connections?

Password:

Confirm Password:

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=0FSLLREL

A

The set of driver properties whose values are derived at runtime from the named system property.

System Properties:

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

ORACLE



13. Click ‘Next’. The following window is displayed.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit
the domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_demain

How do L. =]

ata sol

Create JDBC gener

= Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

[ " Failed (0)

Overlo:

[ Warning (0)

I (1)

@ tHome LogOut Freferences Welcome, weblogic ‘ Connected to: OFSLLREL_dom

Record elp |

Home >Summary of Services >Summary of JDBC Deta Sources >Surmmary of Services >Summary of JDBC Date Sources >Summary of Services >Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | [Tiext ‘ Finish ‘ Cancel
Select Targets

You can select one or more targets to daploy your new JDBC data source. If you don' select a target, the data source will be created but not deployed. You will need to deploy the data source ata
later time,

Servers

Adminserver

OFSLLREL_Managedserver

'%we bService_ManagedServer

Back | [Fiei] | Finish| | [Cancel

14. Select target WebServices Server and click ‘Finish’. The following window is displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect,

o Activate Gnangﬁ

Undo All Ghanges

Domain Structure

OFSLLREL_domain

“Interoperability
~Diagnost

How do ... =}

« Creats JDBC
tbe JDBC GridLink data sourt

o Cn

« Create JDBC multi data source
ibe UCP data sourcs

o Cre

« Create Proxy data sou

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

&) Home LogOut Preferences [ Record Help |

Home >Summary of Serv

s >Summary of JDBC D 5 >Summary of Ser Summary of JDBC Data Sou Summary of Servs

< > Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration | Monitoring

A IDBC data source is an object bound to the JNDI tree that provides database connectivity through a poal of JDBC connections. Applications can lock up a data source on the JNDI tree and then
borrow a database connection from a data source.

‘This page summarizes the JDBC data source objects that have been created in this domain.

[ Customize this table
Data Sources (Filtered - More Columins Exist)

New v | | Delete Showing 1to 6of 6 Previous | Next

Name & Type | INDIName Targets Scope | Domain Partitions
k105nIEJBDS Generic | jdbc/dbk105nIEJBDS WebService_ManagedServer Global

LocalSvcThiDataSource | Generic | jdbefLocalSveThiDataSource: AdminServer Global

OFSLL Generic | jdbefofslDBCONNDS AdminServer, OFSLLREL_ManagedServer Global

opss-audit-DBDS Generic | jobe/ taS , OFSLLREL | , WebService | Global

opss-audit-viewDs Generic | jdbc/AuditViewDatas , OFSLLREL | , WebService | Global
ata-source Generic | jdbc/OpssDataS: , OFSLLREL } , WebSenvice | Global

Showing 1to 6 of & Previous | Next

System Status a

Health of Running Servers

| Faile:
| Critical (0

Overloa

15. Click ‘Activate Changes’.

Similarly follow the above steps to create the following data sources:
— jdbc/dbkwsDS
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—  jdbc/INTHukWznGOb4es;j
ORACLE webLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences velp | Q Welcome, weblogic | Cornected to: OFSLLREL_domain
e mpr A Pt Home >Summary of Services >Summary of JDBC Data Sources >Summary of Services >Summary of JDBC Dats Sources =Summary of Services >Summary of JDBC Data Sources
Messages
Click the Lok & £dit button to modify, add or
delete items in this domain. o All changes have been activated. However 1 items must be restarted for the changes to take effect.
Lock & Edit

Summary of JDBC Data Sources
Release Configuration

[ i Monitoring
Domain Structure
OFSLLREL_domain A JDBC data source is an object bound to the INDI tree that provides database connectivity through 2 pool of JDBC connections. Applications can lock up 2 data source on the INDI tree and then
borrow a database connection from a data source.

This page summarizes the JDBC data source objects that have been created in this domain

b Customize this table

Data Sources (Filtered - More Colunins Exist)

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | | Delete Showing 1t0 66f 6 Previous | Next
Name & Type | JNDIName Targets Scope | Domain Partitions
=] iébefdbk10SnIEIEDS |, | Generic | jdbe/dbk10SnlEJEDS WebService_ManagedServer Global
W
LocalSvcTbiDataSource | Generic | idbc/LocalSvcTbiDataSource AdminServer Global
OFsLL Generic | jdbo/ofslIDBCoRNDS AdminServer, OFSLLREL_ManagedServer Global
opss-audit-DEDS Generic | jdb/| tas  OFSLLREL | , WebService_| Global
DS Generic | dbe/AuditviewDatasource Adminserer, OFSLLREL_ManagedServer, WebService_ManagadSerer Global
« Create Proxy data sources
s Fre cata s sss-data-source Generic | jdbe/OpssDataSource , OFSLLREL_ Manag , WebService_Manag Global
System Status = New ~ | [Delete Showing 1to 6 of 6 Previous | Next

Health of Running Servers

ther names may be trademarks of th

3.2 Working with SSL

Itis not recommended to run OFSLL WebServices with the test certificates in production. You
have to get:

1. Vendor public production key/certificates for SSL handshake. These have to be imported
into weblogic truststore.

2. RO public production key/certificates to validate digital signature in the RO inputs. This
has to be imported into dIs_cacerts keystore mentioned in the configuration file.

3. Generate production grade public/private key signed by appropriate CA. The public key
has to be shared with RO so that they can validate digital signature in OFSLL requests.
The corresponding private key should not be shared, should be imported into dIs_cacerts
keystore mentioned in the configuration file and used to add the digital signature in RO
requests.

Additional Notes

e While testing with the test certificates, you may get error: ‘Signature verification failed
because RSA key public exponent [3] is too small’.

— As a fix, you need to add the following in the start-up script:
‘Dweblogic.security.SSL.allowSmallRSAExponent=true’

e You may encounter error: ‘java.security.InvalidKeyException: lllegal key size or
Cipher not initialize’.

— As afix add the following in the start-up script: ‘Dweblogic.security.SSL.nojce=true’

e You may encounter error: ‘java.security.InvalidAlgorithmParameterException: the
trustAnchors parameter must be non-empty’.

— As afix remove the -DUseSunHttpHandler=true’ SSL option if any from the startup
script.

3.21 Steps to Import Certificates to keystore
1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.
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2. Save all the certificates from the vendor website. Note to save the certificates in "Base-
64 encoded X.509(.CER)" and with extn .cer. Steps for saving certificates from the vendor

website:

e Click on the padlock and choose ‘View Certificates’.

(W e soucecom s e g ENRENGD il o

v
X

o § e

i i

e Click on the Certification Path tab and select the certificate with the ‘Name’ and ‘Issued
To’ the same as the user-defined ID.

General | Details | Certification Path |
Certification path

(53] GeoTrust Global A
I [55] GeoTrust S5L CA

BB vwww . oracle. com

Certificate status:

View Certificate

lms certificate is OK.

Learn more about certification paths

e Go to the Details tab.

| General | Details |cer Path |
Show: [(_.H) v]

Field value -
\-'ersion V3 =
|- | serial number 0266 db

| |signature algorithm shalRSA

[ signature hash algorithm shal

Issuer GeoTrust S5L CA, GeoTrust, L.,

[ ]valid from
-] valid to

[l s hviart

Sunday, July 28, 2013 7:12:5...
Saturday, March 08, 2014 2:1...
uuuuuuuu rla_rom_Cantant Ma

Learn more about certificate details

| EditPropertes... |
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3.2.2

3.2.3

3.3

e Click on the ‘Copy to File’ button, and click ‘Next’. Select ‘Base-64 encoding’ and save
the file somewhere on your local computer.

X

Export File Format
Certificates can be exported in a variety of file Formats.

Select the formak you want to use:

I Indade t

€ pers

IS lInde o
I5 Erooe=u
I | Defet

< Back | et > | Cancel |

3. Run following command to import certificate into JKS(dlIs_cacerts)

"keytool -keystore <Key store Path> /dls_cacerts -import -trustcacerts -file
<Certificate location in file system>\xxx.cer -alias <alias as mentioned in config file>

4. Run following command to view details of certificate like expiration date of certificate etc.

"keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key
store Path> /dIs_cacerts

"keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

For more details on keytool refer the link: http://docs.oracle.com/javase/7/docs/technotes/
tools/windows/keytool.html

Enable SSL Debuqging

SSL debugging can be enabled by adding the following to managed server start-up script:
‘Dssl.debug=true’

Connecting to service supporting only TLS protocol

For WLS 12c by default (acting as a client) will send sslv2 hello for the SSL handshake to TLS
service. The TLS service will not respond to SSLv2 hello and the connection will be dropped.

The fix for the problem is to set Dweblogic.security.SSL.protocolVersion=TLS1 at the
Managed server level in which the WebServices have been deployed.

Create RouteOne Credentials and System Policies

In order Configure RouteOne, you need to create credentials and system policies.

1. Login to Oracle Enterprise Manager 12c (http://hostname:port/em).
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2. On the left panel, right click on OFSLL_domain and select Security > System Policies >
Credentials. The following window is displayed.

F|':| WebLogic Domain v weblogic ¥

ORACLE Enterprise Manager Fusion Middlewara Control 12¢

=== OFSLL_domain @
= &5} WebLogic Domain Feb 5, 2016 8:23:46 PM IST 4.

/Domain_OFSLL_domain/OFSLL_domain >

Credentials
A credential store is the repository of security data that cerlifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a

single, consolidated service provider to store and manage their credentials securely.
b Credential Store Provider
P izl Detach

View v Create Map Credential Key Name

[+
Create a new map

No credentials found.

Type Description

3. Click ‘Create Map’. The following window is displayed.

Create Map
Acredentialis uniquely identiied by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical group of credentials, such as the credentials used by the application. All map names in a

credental store must be distinct

*MapName ofsilintrouteond  x
ok cancel

4. Enter Map Name as ‘ofsll.int.routeone’ and click ‘OK’.
5. Click ‘Create Key’. The following window is displayed.

Create Key x

Select Map ofsiLin.routeone ﬂ

& Key routeone key store password
Type Password ﬂ
* User Name keystorePassword
* Password essssssess
asswor
Description Update keystore F‘assword
OK Cancel

6. Click ‘OK.

Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Key Name Username Password Description
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3.4

3.4.1

ofsll.in | routeone_key - keystore- changeit The keystore password
t.rou- store_password Password
teone
routeone_key_alias roKeyAlias routeone_- RouteOne's public key
pub_tst alias name.The public
key is needed to verify
the xml signature of the
request.
routeone_ss- sscroKeyAlia | ssc_route- OFSLL's private key
cro_key alias s one alias name. The private
key is used to sign xml
response to RouteOne
routeone_ss- sscroKey- demot- OFSLL's private key
cro_key passsword Password estSSCR1 password

You need to provide access permission for the below mapping. For details on how to set the
access permission, refer to point 9 in ‘Create Credentials and System Policies’ section.

Permission Class Resource Name Per_mlssmn
Actions
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.routeone keyName=*
Deploying Webservices
Deployment of WebServices in Enterprise Manager
1. Download and unzip the WebServices - ofslixws.zip.
2. Following is a mapping of which EAR is needed for which service:
dbkls- dbkls-xxws.ws.app- dbkls- dbkls-
XXWS.WS.app- XXWS.WS.app-
XXWS.Ws.app.ear dt.ear
ds.ear ro.ear

Dialerintegrator:
Service to integrate
with third party
dialer systems

DT Interface: To
receive loan application
from dealer track

DS Interface: To
receive edocs
application update

RO Interface: To
receive loan appli-
cation from route
one

CSSAccountDe-
tailsRequestSer-
vice: Service to
fetch Account
Details by account
number

DT Interface: To
receive loan applica-
tion/deal update from
dealer track

DS Interface: To
receive edocs
comment update

RO Interface: To
receive loan appli-
cation/deal

refresh from route
one
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CSSAccount-
SearchRequest-
Service: Service to
fetch Account
Details by attrib-
utes such as
AccountNumber,
CustomerFirst-
Name, Customer-
LastName, SSN

DT Interface: To
receive comments from
dealer track

DS Interface: To
receive edocs
location update

RO Interface: To
receive com-
ments from route
one

CSSPostTransac- LOSPostStatusRe- LOSPostStatus-
tionsRequestSer- questService: To post RequestService:
vice: To post comments to dealer To post com-
different transac- track ments to route
tions such as one

update address,

update phone num-

ber, update ACH

details, etc

CSSAccountPay- LOSPostStatusRe- LOSPostStatus-
OffQuoteRequest- | questService: To post RequestService:

Service: To get the
account payoff
quote

application status to
dealer track

To post applica-
tion status to route
one

LOSeApplication-
RequestSer-
vice:Edocs
application update
service

ILOSPostDealerDe-
tailsService: To post
dealer details to dealer
track

ILOSPostDealer-
DetailsService:
To post dealer
details to dealer
track

LOSApplication-
RequestService:
Loan application
entry service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
CommentUpdate-
Service: Edocs
application com-
ment update ser-
vice
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LOSPostStatusRe-
questService: Ser-
vice to post loan
application status

LOSApplica-
tionUpdateSer-
vice: Service to
update an existing
application

LOSCheckStatus-
RequestService:
Service to check
application status

LOSApplication-
AccountWebSer-
vice: Service to
create Account
number in OFSLL

LOSEContract-
Service: To
recieve contract
information from
RouteOne

3. Unzip all the ear files present:
— dbkls-xxws.ws.app.ear
— dbkls-xxws.ws.app-dt.ear
— dbkls-xxws.ws.app-ro.ear
— dbkls-xxws.ws.app-ds.ear
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-bash-4.1% unzip ofsllxws.zip -d ofsllxws

Archive: ofsllxws.zip
inflating:
inflating:
inflating:
inflating:

-bash-4.15 cd ofsllxws

-bash-4.151s

o0fzl1lxws/dbkls-xxws.
ofsllxws/dbkls-x=ws.
o0fgllxws/dbkls-x=xwWS.
ofsllxws/dbkls-x=ws.

Wa.
W3.
wWa.
W3,

app-ds.ear
app—dt.ear
app-ro.ear
app.ear

dbkls-x8ws.ws,.app-ds.ear dbkls-xxws.ws.app—-dt.ear dbkls-xxws.ws.app.ear dbkls-xxws.ws.app-ro.ear
-bash-4.15 unzip dbkls-xxws.w2.app-ds.ear -d dbkls-xxws.ws.app-ds

Archive: dbkls—xxws.ws
creating: dbkls-xxws
inflating: dbkls-xxws
inflating: dbkls-xxws

. app—ds.ear

.wW3.app-ds/META-INE/
.W3.app-ds/META-INF/application.xml
.w2.app-ds/dbklz-rws-web-d=.war

-bash-4.15cd dbkls-xxws.ws.app-ds
-bash-4.1% 1s

ibkls-xws-web-ds.war E 2
-bash-4.1% unzip dbkls-zws-web-ds.war -d dbkls-xws-web-ds

dbkls-rws-web-ds.war

dbkls-xws-web-ds/WEB-INF/

dbklz-xws-web-ds /WEB-INF/clazzes/
dbkls-xws-web-ds/WEB-INF/classes/com/
dbkls—xws-web-da/WEB-INF/classes/com/afas/
dbklz-rws-web-ds/WEB-INF/claszes/com/ofas/f11/
dbkls—rws-web-da/WEB-INF/classes/com/ofss/f11/utilsa/
dbklz-rwz-web-ds/WEB-INF/classes/com/ofas/f11/xws/
dbk1s-xws-web-ds/WEB-INF/classes/com/ofss/fl1l/xws/dialerintegration/
dbkls—zws-web-ds/WEE-INF/classes/com/of=s/fl11/xws/exception/
dbkls-rws-web-ds/WEB-INF/classes/com/ofss/f11/xws/lockup/
dbkls—rws-web-da/WEB-INF/classes/com/ofss/f11/xws/xae/
dbklz-rws-web-ds/WEEB-INF/claszes/com/ofas/f11/xwa/xecl/
dbkls—xws-web-da/WEB-INF/classes/com/ofss/f11/xws/rcs/

irchive:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:

4. Open each of the unzipped files and unzip the war file.

-bash-4.1%1s -lart

total 7520

-rWw-r—--r-- 1 orafmw oinstall 1074660 Apr 10 08:47 dbkls-xxws.wWs.app.ear
—-rWw-r——r—— 1 orafmw oinstall 996280 Apr 10 08:47 dbkl=s-xxws.ws.app-dt.ear
-rWw-r—--r-- 1 orafmw oinstall 9%1947 Apr 10 08:47 dbkls-xxws.ws.app-ro.ear
—-rWw-r——r—— 1 orafmw oinstall 978700 Apr 10 08:47 dbkls-xxws.ws.app-ds.ear
—IW—-L————— 1 orafmw oinstall 4032431 Apr 10 15:09 ofsllxws.zip

drwxr-———-— 8 orafmw oinstall 40%¢& Apr 10 15:09

drwrr-xr-x 3 orafmw oinstall 4086 Apr 10 16:26 dbkl=s-=xws.wWs.
drwxr-xr-x 323 orafmw oinstall 40%6 Apr 10 16:26 dbkl=z-xxws.wWs.
drwrr-xr-x 3 orafmw oinstall 4086 Apr 10 16:26 dbkl=s-xxws.wWs.
drwxr-———-— & orafmw oinstall 40%& Apr 10 1l&:26

drwrr-xr-x 3 orafmw oinstall 40%6 Apr 10 16:26 dbkls—=xxws.wWs.app

-bash-4.15cd
-bash-4.1%1s

dbkl=—xxws.W=.app

T

dbkl=-xws-web.war
-bash-4.15unzip dbkls-xwWws-web.war

MElIOo-INE

Archive: dbkls-zxws-web.war

creating: WEB-INFE/
creating: WEB-INF/classes/
creating: WEB-INF/classes/com/
creating: WEB-INF/classes/com/ofss/
creating: WEB-INF/classes/com/ofss/£11/
creating: WEE-INF/classes/com/ofss/fl1l/utils/
creating: WEB-INF/classes/com/ofss/f11/xws/
creating: WEB-INF/classes/com/ofss/fl11/xws/dialerintegration,
creating: WEB-INF/classes/com/ofss/fll/xws/exception/
creating: WEB-INF/classes/com/ofss/f11/xws/lockup,

5. It creates a WEB-INF file

-hash-4.151s
dbkl=z-rws-web.war

T

After unzipping the war file to directory, the directory will have the following structure

e dbkls-xxws.ws.app / dbkls-xxws.ws.app-ds / dbkls-xxws.ws.app-dt / dbklsxxws.ws.app-
ro
e /dbkls-xxws.ws.app/dbkls-xws-web
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WEB-INF (directory)

---->classes (directory)

- config

- class files (in package folders)

_____ > lib (directory)

- jdom-2.0.6.jar

- OfslliCommonCSF jar

- soap-2.3.1.jar

> wsdl (directory)

- *.wsdl

----- >

*-java-wsdl-mapping.xml

----- > web.xml

..... > weblogic.xml

----- > weblogic-webservices.xml

----- > weblogic-webservices-policy.xml

..... > webservices.xml

6. To edit the web interface config files, navigate to the above WEB-INF > classes > config.

Edit the following configuration files with the application url and port.

For complete details on configuration parameters, refer to “Appendix - Configuration
parameters” section in Appendix chapter.

ds_servlet_init.conf-This is the configuration file only for edocs servlet interface

#### XML schema to use when validating incoming application update
#### (comments) messages

#### URL for OFSLL eDocs web service
LOSeApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSeApplicationRequestService
LOSApplicationCommentUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationCommentUpdateService
LOSApplicationLocationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationLocationUpdateService

#### URL for OFSLL application update web service

dt_servlet_init.conf- This is the configuration file only for dealer track servlet interface

#### URL for OFSLL new application web service

LOSApplicationRequestServicelURL = http://<localhost>:<porty/dbkls-xws-app-dt/LOSApplicationRequestservice

#### URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http:f/<localhast>:<port>/dtkls—st—app—dtfLO%EFplicationUpdateService
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e ro_servlet_init.conf- This is the configuration file only for route one servlet interface

###%# URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOShpplicationRequestService

###%# URL for OFSLL application update web service
LOSApplicationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSApplicationUpdateService
#### URL for OFSLL e contract web service

LOoSeContractWebServiceServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSEContractService

7. Login to Web Logic application server enterprise manager (e.g.: http://hostname:port/em)

Domain Domain_OFSLLREL_domain

* User Name

* Password

Loain |\

ORACLE

Copyright ® 1996, 2015, Oracle and/or its affiiates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective
owners

8. Enter valid login credentials. The following window is displayed.

eblogicDomain ¥ weblogic v -

ORACLE Enterprise Manager Fusion Middlsware Conirol 12

mms OFSLLREL_domain & S~ Ev |AttoRefresh of [o]
=

{fis WebLogic Domain + Mar 22, 2016 7:33:17PMIST )
Servers

Administration Server

5 » Name  AdminServer
Yo Host ofss.oracle.com
Listen Port 7001

SSL Listen Port 7002

Clusters
servers
J o» View v Wl Create Delete Control v E§
Clusters:
Name Status  Cluster Machine State Health Listen Port “PY ""a(!
Depioyments AdminServer(admin) + Running oK 7001 o
OFSLLREL_ManagedServer + ofsi Runring oK 7003 0

. 2 “ WebSenice_ManagedServer 4+ ofsil Running oK 7005 0
up

Domain Partitions.
Domain Partitions

Resource Group Templates.
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9. Expand the weblogic domain present in the left pane. The following window is displayed.

ORAC L€ Enterprise Manager Fusion Middleware Control 12¢ I WebLogic Domain ¥ weblogic v ===
F= OFSLLREL domain © ER] =~ |~worewsn or -
i webLogic Domain v B8 o (ISR > ]

@ Confirmation Loqgs Eat =
The edit session lock has been released. T——

@ Information

[l
Certain functionality on this page is availablc only when you own the cdit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu. Re
Servers Deployments B
View v Show All | Deployment v  Overide w  Control
» es s
3w Name Status ~ State Health Type Domain
rreferences.
> | opss-rest 4 Actve oK Web Application
talp
Clusters
»
Clusters
Deployments
‘ e
Domain Partitions
Domain Parutions .
Resource Group Templates
Columns Hidden 4 Columns Frozon 1 Peployments 1 of 1

10. Right click on WebService_ManagedServer in left panel, select Application Deployment
> Deploy.

ORACLE Enterprise Manager Fusion Middieware Control 12c I& webLogic Domain ¥ weblagic ¥ -e
=== OFSLLREL_domain @ B v Ev |AumoReresn of v
=

{i& WebLogic Domain v Mar 22, 2016 10:47:03 AMIST )
@ Confirmation E]

The edit session lock has been acquired. No pending changes exist.

Servers Deployments
L, Vieww [ SnewAl Degloyment v Oumde v Cortol v
‘ 3 Name @ oepoy Status  State Health  Type Domain Partition  Targets
» opss-test | B Redeploy 4+ active OK Web Application AdminServer

¢ Undeploy
Clusters
., Fetch Deployment Plan

Clusters

Deployments

®-

Domain Parti

Domain Partitions

Resource Group Templates

Columns Hidden 4 Columns Frozen 1 Deployments 1 of 1
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11. The following window is displayed.

ORACL_E Enterprise Manager Fusion Miadieware Gentrol 12

orsiRri

_domain @

Archive Seimcl Target ation A - —

Deploy Java EE Application: Select Archive

Scope

Selmct w scops Ul you wanl o dspley Uis spplication o

Archive or Exploded Directory
lles (WAR filas), F.IR Madules (FIR AR fles) Reso

Arenive Is on e Machine whara Mis Wab Browser Is runNIng.

Choosa File | No ie chosen

e Modiilas (RAR files), Cahe =
ibrars M5 CJar %) can be Jeployen. You tan also AEPIo an SxPIOAEa Arehive Tnat 15 PTEsent on the Serverwhere LIie sHse Manager s running

® Archive or expladed diractary is on the server where Fnterprise Manager is rinning

waplogie ¥

Stop o4 Next | Cancel

4 Information

Usc this page to dopioy Java &
appllcatns nat require Oracle

files) IDAE Modilas M Madules and  ADplication Dovelopmont

ork (Oracis ADF).
1t yaur application is 2 SOA
mposite. use the SOA
Somposit doployment wizard.
Ityour application Is nota SOA
Corposile o1 1L dss ol s 4

Ero conncctions. thon you can dop

Jour appilcation Using this wizard
3 1 s Oracis WebLugie Seiver

Aministeation Ganacle

Deployment Plan

The deployment pian is a fls at CONaINS the depIOYMENT SSEINGS or 3n APPIICATON. YOU C3N USG 3 proviously saved plan for mis appiication. Latar in tn

PIOECSS, o €an oplionally cdil Ui deployrment plan a save i ior 4 lure youuu o v s i ric will bl Sty

Auring fhe Procass when isdane The depiaymet plan s ot apniicable when yon depioy 2 lbrary

® Creata a new plan when is done

LepIoYMENt plan 15 On the MACKING WNCIG this WG BIowsor IS runnina.

Gnoese File | No fie chosen

LopIoYmENt plan 1S On the SCrVer WNOrS ENtSrBNss Manader is running

Deployment Type
The srehive o1 sxplodea o
1 ibraries Sheia be avala
tgar il

® Deploy Whis aichive o expluded dirsciony us @i spplication

Deploy this archive or exploded directory as a library

Seey S e st bl ohos s o il bl sia e
Ie an all of fhe targats ruAning heir referancing applications The de

Browse...

i ars dsploy s Nl s susitabls for ol deployments o <.

e T e e

12. Browse to the folder containing the WebService.

Eg: /scratch/ofslixws/dbkls-xxws.ws.app

Click ‘Next’

ORACL_E Enterprise Manager Fusion Middieware Gontrol 12

OFSLLRLL_domain @

Sciect Arcnive seicet aract on Atrputes
Deploy Java EE Application: Select Archive

Scope

Select a scope that you want to deploy this application to | Global v

Archive or Exploded Directory

v FE archives, Wl Moules OVAR Tles), FIR Modules (FIR AR Tles) Resourice Adspler Mosiles (RAR fles). Golierence Aichives (GAR Tles), DA Modules,
library files (Jar files) can be deployed. You can also deploy an exploded archive that s presenton the server where Cnterorise Manager is running.

Archive s on the

hirms wiisrs Ui Waets Liowsssr i 1unning

[ Ghonse File | Na fils chosen

& Archive or explodad diraciory Is 0N Ma server whera ENMarprisa Manager Is running

Iscratehicbkis-oows ws app ear

Deployment Flan

Drowse

Ths depltment plan s s e sl ot e iyl seligs G an spplicaion Yu can s  prviosly sl deploy et plan o s sppliaion (e i e ol
Brosess. you canontionaly editine depioyment plan and save it for @ e Ifyou do nothave a bian: ane will be created automatically
auring the ass e e o et 1o 12 Mok SRR IAEI e ot Bepiay 3 WA

® Greate anew plan when is done

Deployment plan is on the machine where this Web browser is runnina
chooss File | No fie chosen
Daployment pian Is On ta server whare ENarprise Managar s running

Deployment Type

s The deployment

The srchive or sxploded dinsclony can o application or 4 b Application 1o
Libraries shouid Be availabic on all oTthe tarasts ruRRING thelr Teforencing anpiicatio
wa

© Deploy this archive or exploded directory as an application

Dieploy Wis archive or exploded direelory ws = by

Arowse...

s s daploy me s Uil wrs Svailabie for ol deplo
e option will be Set 25 librany automatcally when you Sepioy

2 library file

weblogic ¥ .

Back Stop1of4 | Mgxt | | Cancel

4 intormation

Lisa this page m deploy ava FF
applications that require Oracle
Hetagata Sarvicas (MDS) of mat
take advantage afthe Oracie

IS Mo ana - Application Development

WOk (Gracia ADFY.
yaur anpiication is 2 S04
£OMDOSIE, USG the SO/
oot Gspioyment wizara

your application is nota SO

Administration Gonsole.

shze.
alibrary file

13. The following window is displayed. Select the server on which the WebService needs to

be deployed. Click ‘Next’

ORACL € Enterprise Manager Fusion Miadieware Gontrol 12¢
OFSHIRFI_domain @

Selsct Archive Select Target Application Alibutes o

Deploy Java EE Application: Select Target

Select the WeblLogic server or cluster that you want this application to be deployed to.

Select| Name Type
Adminsarvar Oracla Wahl ogic Servar
OFSLLREL Manageaserver Oracle webLoaic Server
@ WebService_ManagedServer Oracle WebLogic Server

Deployed Applications

weblugic v -

Back Step20of4  MNext  Cancel

=3
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14. The following window is displayed. Check the context root and click ‘Next’.

€« - © ([ o-=22210328in

scle_com7001/cim/ls
ORACL € Enterprise Manager Fusion Middlew:

OFSLLREL domaln @

ron_deployinon sk _llow/as ocd) deploy deployAppALributes 2Adl Window Id=w0&Adl Puge 1d=6 ¥ A =

- -, L]
Sulsetaenive seteelTgel Avplication AWibules  Doployment Sollings

Deploy Java EE Application: Application Attributes Back | step s ot | Next | | pepoy | | Gancer
4 Hide Deployment Summary &

Glova

Avolication

R R ——

Contaxt Root of Wab Module
Context root ot Wab maduls Spesmad in LSEUMANE [vpe LETnEan (L3 1L) bassd anpl:

Web Moduls Context Hoot

Distribution

uon requests)

- otner opuions

oOoORACL

15. The following window is displayed. Click ‘Deploy’.

aer rusion cantro 12 weningie +
+ webscrvice_managedserver €
=

select archive setect 1arast Application Atnbutes  Deployment Setunas

Deploy Java EE icati D

Back | Slep19T4  nex: | peplov | | Cancel
4 rias veployment Summary

Archive Type  Java EE Apy

Ear rile)

Deployment Tasks
L bolow I

1o lasks hal you may wish 1o o bol

Go To Task

4 Deployment Plan

You can optionally

5 the Edit Deployment Plan option to set mors advanced
Lart veplovment 1an

16. The following window is displayed. Click ‘Close’.

Deployment Succeeded

of Applic " is completed. h; pending activation. Exit the wizard and use the Change Center
to activate or undo the changes.

summary
Scope  Global

Version Notversioned

Deployed Archive jqeratchiotsibws/dbkis-oons ws.app.ear
Location
Archive Type  Java EE Application (EAR file)

Deployment Mode  Install only. Do not start,

Target !
Application States Unavailable (WebSenvice_ManagedServer)

Context Root  dbks-xws-app

_4 Hide Progress Messages

[March 23, 2016 4:12:12 PM IST] Initiating deploy operation
[March 23, 2016 4:12:12 PM IST] Archive: scratch/ofsIixwsidbkls—oows ws.app. ear

[March 23, 2016 4:12:12 PM IST] [Deployer-149140[The task cannot be processed further until the current edit session is activated. When this occurs,
task processing will continue. The user can exit the deployer tool without affecting the task.
[March 23, 2016 4:12:12 PM IST] Deploy operation completed.

17. If required, similarly deploy rest of the WebServices.

18. In case the context root has to be changed for the WebServices, it can be changed by
editing the application.xml or through the console. To change through console, login to
WebLogic Server 12c console (http://hostname:port/console).
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19. Go to Deployments > <select the service deployment> > Configuration General and
modify the context root to the recommended name as follows:

Service Service EAR Recommended Remark
Context
Webservices | dbkls- dbkls-xws-app If this the recommended context
XXWs.ws.app.ear name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed
Edocs Inter- | dbkls-xxws.ws.app- | dbkls-xws-app-ds | If this the recommended context
face ds.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

Dealer Track

dbkls-xxws.ws.app-

dbkls-xws-app-dt

If this the recommended context

Interface ds.ear name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

Route One dbkls-xxws.ws.app- | dbkls-xws-app-ro | If this the recommended context

Interface ro.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

20. Ensure that the application status is ‘Active’.
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4. Configuring Weblogic Policy on WebServices

After deploying WebServices, you must configure Weblogic Policy on WebServices.

To configure Weblogic Policy on WebServices

1.

Login to WebL ogic application server console (http://hostname:port/console). The
following window is displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Editbutton to modify, add ar
delete items in this domain,

Lock & E

Release Configuration

Domain Structure
FSLLREL_domain
“Domain Partitions
rvironment
epioyments
“Services
ecurity Realms
Interoperability
“Diagrostics

How do L..

« Search the configuration
* Use the Changs Center

+ Record WLST Seripts

« Change Console preferences
« Manage Consele extensions

« Moritor servers

System Status.
Health of Running Servers

[ Faed®
[ cia@
[ Overloaded @)
[ Waming @
I O (3)

@ Home Log Out Preferences
Home
Home Page

Information and Resources

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Orade Enterprise Manager
Domain Configurations

Domain

 Domain

Domain Partitions
« Domain Partitions
« Partition Work Managers

* Servers
« Clusters
= Server Tempiates
= Mgratable Targets
* Coherence Clusters
* Machines
« Virtual Hosts
« Virtual Targets
« Work Managers
« Concurrent Templates
+ Resurce Management

® Startup And Shutdown Classes

Application’s Security

« Seaurity Realms

Help

= Common Administration Task Descriptions
= Read the documentation

= Ask a question on My Oradle Support

« Resource Group Templates

« Resource Groups

Deployed Resources

« Deployments

« Messaging
= S Servers
= Store-and-Forward Agents
= M5 Modhules
= Path Services
= Bridges

« Data Sources

« Persistent Stores

XML Registries

XML Entity Caches

« Foreign INDI Providers

« Work Contexts

« oM

« Mail Sessions

« FieT3

oA

« 05Gi Frameworks

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

* WTC Servers

« Jolt Connection Pocls

+ Log Fiks

 Diagnostic Modules

» Buiit-n Diagnostic Modules

+ Dizgnestic Images

* Request Performance

« Archives

* Context

+ SNMP

+ Interceptors

+ Monitaring Dashboard &

2. Click ‘Deployments’ which is available on both side panels as marked above. The
following window is displayed.

ORACLE webLogic Server Administration Consale 12¢

Change Center
View changes and restarts

Click the Lock & Eefitbutton te medify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

FSLLREL_domain
~Domain Partitions

-Interoperabiity
~Diagnostics

Howdo L.

 Install an enterprise application
« Configure an enterprise application
« Update (redeploy) an enterprise application

« Monitor the modules of an enterprise
applcation

« Deploy EJ8 modules
« Install  Web application

System Status
Health of Running Servers

[ Faed®
[ citel@
[ overioaded (@
[ waming(0)
I o (3)

@ Home Log Out Preferences
Home =Summary of Deployments

Summary of Deployments

Control

Configuration Monitoring

ecord Help

This page displays the it of Java EE applications and standslone application modues installed to this domain

Welcome, weblogic | Connected to: OFSLLREL_domain

You can update (redeplay) or delete installed applications and medules from the demain by selecting the checkbox next to the appication name and then using the controls on this page.

Toinstall a new application or module for deployment to targets in this domain, dick Tnstall,

¥ Customize this table
Deployments
Install | | Update | | Delete Showing 1to 10 of 55 Previous | Next
[]| Name & State | Health | Type | Targets Scope | Domain Partitions | Deployment Order
AdminServer,
df.orade. businesseditor (1.0, 12.2.1.0.0) Active Lbrary | OFSLLREL Managedserver, | Global 100
WebService_ManagedServer
AdminServer,
[ | ipsadf.oracle domain(1.0,12.2.1,0.0) Active Library OFSLLREL_ManagedServer, |Global 100
ViebService_Managedserver
AdminServer,
edf.orade.domain. webapp(L.0,12.2.1.0.0) Active Lbrary | OFSLLREL Managedserver, | Global 100
WebService_ManagedServer
AdminServer,
[[] | geeherence-transaction-rar Actve @0k |RESUE | orsi1RE Managedserver, | Giobal 100
5 WebService_Managedserver
S Enterprise [,
L] Lﬁdbkls X00NS. WS, 3PP N Prepared | & OK Appiication WebService_ManagedServer | Global 100
oy AdminServer,
] DMS Application (12.2,1.0.0) Active | ¥ OK OFSLLREL_ManagedServer, | Global 5
) Application
WebService_ManagedServer
Enterprise
B Eem Active | ¥ 0K acplcaton AdminServer Global 400
[ | afyemagentsdkimplpriv_jar(12.4,12.1.0.4.0) Active Library | Adminserver Global 100
] | pyemagentsdiimpl_jar(12.4,12.1.0.4.0) Active Library AdminServer Global 100
[0 | ipyemagentsdk_jar(12.4,12.1.0.4.0) Active Library AdminServer Global 100

Install | [ Update | [ Delete

Showing 110 10 0f 55 Previous | Next
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3. Click on application name dbkls-xws-app on right side panel. The following window is

displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Eoitbutton to modify, add or
delete items in this domain.

Lock &Edit

Release Configuration

Domain Structure

FSLLREL_domain
~Domain Partitions

Environment

& Home LogOut Preferences

Hare > Summary of Deployments - dblds-so0ws.we.app

Settings for dbkis-xomws.ws.app

Overview | Deployment Plan

Canfiguration

Seaurity | Targets

Cantrol | Testing

Click the £ock & Editbutton in the Change Center to modify the settings on this page.

Save

Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application fies, the associated deployment plan, and 50 on. The table at the
end of the page lists the modules (such as Web applications and EJBs) that are contained in the enterprise application. Click on the name of the module to view and update its configuration.

Welcome, weblogic ‘ Connectsd to: OFSLLREL_domain

Deployments
~Services Name: dbkls-so0vs.ws.apD The name of this enterprise application, More Info.
~Security Resims
interoperability Scope: Global Specifies if this enterprise applcation is accessible within the domain,
Diagnastics partition, or a resource oroup template.  Mare Info.
Path: I scratch/ dbkis s, ws. app. ear The path to the source of the deployable unit on the Administration
Server. More Info.
Deployment Plan: (o plan specified) The path to the depioyment plan document on the Administration
Server. More Info.
flondol B staging Mode: (ot specfied) Spedifies whether a deployment's fils are copied from a source on the
Administration Server to the Managed Server's staging ares during
« Start and stop a deployed enterprise 2pplication preparation. More Info...
appiication
* Configure an enterprise application Plan Staging Mode: (nutspenﬁed% Specifies whether an application's deployment plan is copied from a source:
« Create a deployment pisn on the Administration Server to the Managed Server's staging ares during
applcation preparation.  More Info...
» Target an enterprise application to a server
ta
R Security Model: ooCnly The security model that s used to secure @ deployed module.  More Info..
« Test the modues in an enterprise application
Aninteger value that indicates when this unit is deployed, relative to other
100 g ploy:
EE—— o deployable units on a server, during startup.  More Info...
Health of Running Servers A string value that indicates the principal that shoud be used when
deploying the fie or archive during startup and shutdown. This principal
Faled (0) e Lsed 10 set the current subject when caling out into application code
| E———— interfaces such as ApplicationLifecydelListaner. If no princpal name i
spedified, then the anonymous principal wil be used.  More Info...
Overloaded ()
Warning (0) ——
I o< () Modvies and Componests
Showing 1t0 1of 1 Previous | Next
Name & Type
Enterprise
5 dbkis-oovs. s 3pp e,
E=
T verioaded ()
Warning (0) e G i
I o () S e
Showing 1to 1of 1 Previeus | Next
Name & Type
Ente
) dbisocis.ws. 20D oplcation
EEBs
None to display
 Modues
dokls-son web
R Application
E Web Services
@ CSSAccountDetallsRequestservice prich,
service
@SS AccountPayOffuoteRequestService e
service
& CSSAccountSear hRsquestServi web
i — ) service
& CSSPostTansactionsRequestServics wweb
service
G pialerntegrator g’ﬁb
ervice
G LOSPostDealerDetalsServics eh
@LookUpRequestService e
467105 AppicationAccountiebServics el
L 0SAppicationCommentpdateService Web
service
&)LOsAppicationL ocationlpdateService Web
Service
41-0SAppicatorRequestServics yih;
Service
@1-0sAppicationsearchRequestService prich)
service
L0 ApplcationUpdateService web
Service
L0sCalalatorsWienService Web
service
&)1 OSChedimtsRequestService Web
Service
4a}-OseADplicationR equestService prich
Service
@}OSPostaccountipdateService prich,
service
f552221038.in.oracle.com:700L/console/c rtal? _pagelabel=App) g Type=AppD: b.wardbid pp:CSSAccountSear £

5. Click ‘WebServices CSSAccountSearchRequestService'.

ORACLE



6. The WSDL will be accessible on http before applying WS-Policy.

rvice?WSDL [<

wEe 98O =

This XML file does not appear to have any style information associated with it. The dacument tree is shown below.

~ <WL5G3NO:definitions name="CSSA SearchRequestService’ targetNi "hitp//com/ofss flixws/xes!/ A chwsdl'>
— <WL5G3N0:types>
d:schema targetN: "http:/icom.ofss ll xws.xcs TCSSA hRequestServicexsd>
<WL5G3NO:types>

—<WL5G3N0 name="doA ccountSearchStr0Request'>
:part name="requestStr" type="WL5G3N1 string"/>
essage>

—<WL5G3N0:message name="doAccountScarchStr0Response’>

<WL5G3N0:part name="return’ type="WL5G3N1string"/>
<WL5G3NO:message>
~ <WL5G3N0:portType name="AccomtSearchRequestService">
— <WL5G3NO ion name="doA h
<WL5G3NO:input ge="WL5GIN2:doA hStr0Request” name="doA ccountSearchStr0Request’/>
<WL5G3N0:output ge="WL3GIN2doAccomtSearchStriResponse” name="doA hStrOR o
</WL5G3N0:operation>
</WL5G3NO:portType>
— <WL5G3N0:binding name="CSS AccountS earchR ice" type="WL5G3N2AccomtSearchRequestService>
<WL3G3N3:binding style="rpc" transp chemas xmlsoap.org/soap!t
— <WL5G3N0 ion name="doA

<WL5G3N3:0peration style="rpc/>
— <WL5G3N0:input name="doAccountSearchStr0Request">

<WL5G3N3:body "CSSA hR. Service" use="literal"/>
</WI NO:input>
—<WL3G3N0:output name="doAccountSearchStr0Response'>
<WL5G3N3:body "CSSA SearchR Service" use="literal"’>

IND:-output>
peration>
:binding>
service name="CSSAccountSearchRequestService'>
—<WL3G3N0:port binding="WL3G3N2:CSSAccountSearchRequestService” name="CSSAccountSearchRequestService">
<WL5G3N3:address location="http://10.184.150.97-7005/dbkls-xws-app/CSSAccountSearchRequestService"/>
</WL5G3N0:port>

<WL5G3N0:service>

<WL5G3NO:definitions>

7. Navigate to Configuration > WS-Policy tab.
ORACLE webLogic Server Administration Console 12¢ _

Change Center &) Home Log Out Preferences d Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain

e chmes e Home >Summary of Dey 2pp >CSSAccountSearchRequestService
Click the Lock & Fuitbutton to modify, add or Settings for CSSAccountsearchRequestservice

delete items in this domain.
Overview | Configuration | Security | Testing | Monitoring
Lock & Edit

General | Handlers | WS-Policy | Ports
Release Configuration

Domain Structure This page lists the policy files that are attached to the endpoints and operations of this Web service. The operations are listed below the endpoint; cick on the + sign to view them. Click on the

FSLLREL_domain endpoint er operation name to attach a policy fil. For example, you can specify that the polcy file appies only for inbound (request) SOAP messages, and so on,

*-Domain Partitions

“-Environment ‘WS-Policy Files Associated With This Web Service

]":‘*P'”Vma”‘s Click the Lock & Editbutton in the Change Center to actvate al the buttons on this page.

“Services

Security Realms Showing 1to 10f 1 Previous | Next

#H-Interoperabiity

*-Diagnostics Service Endpoints and Operations & Policies

&
T Showing 110 1of L Previous | Next

How do I =l

« Install a Web service

« Start and stop a Web service

« Attach  WS-Policy file to a Web service
* Configure Web services

« View the SOAP message handlers of 3 Web
service

* View the WSDL of a Web service
« Test a Web service

« Monitor SOAP Web services

* Monitor SOAP Vieb service dients

System Status E
Health of Running Servers

[ Faled(@
I cita(@©
[ overloaded (0)
[ Wamning (@
I oK (%)
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Click ‘CSSAccountSearchRequestService’.
ORACLE webLogic Server Administration Console 12¢ _

Change Center &) Home Log Out Preferences Record Help ‘ Welcome, weblogic ‘ Connected to: OFSLLREL_domain
View changes and restarts Hams »Summary of Deployments > dbkis sons.vis2pp > CSSACcoUntSearchRequestSarvice
No pending changes exist. Click the Release Configure a WebService policy
Configuration button to allow others to edt the
main Back | [ Next | |[Finsh | | concel
Lock & Edit

Configure the Policy Type for a Web Service
Release Configuration

Use this page to configure which kind of policies (WebLogic or OWSM)

Web Service will use.

Domain Structure

T ot O o have added a policy to this Wieb Service, you wil orly be able to add pocies of the same type unless you remove al of the policies from this Wieb Service's endpoints and operations
~Domain Partitons g
~Environment
“Deployments Which kind of Web Service policies should this Web Service use?
“Services
“Security Realms @4 wehﬁqic
“Interaperabilty

“Diagnestics [

Back | | Neat | | [Finish | || concel

How do L. =]

« Instal o Web service
= Start and stop a Wieb service

+ Attach a Ws-Policy file to a Web service
* Configure Web services

« View the SOAP message handiers of a Web
service

* View the WSDL of a Web service
= Testa Web service

= Moritor SOAP Web services

= Moritor SOAP Web service dients

System Status =]

Health of Running Servers

I Fhed®@

I citcad (@

[ Overloaded (0)

[ weming@
oK (3)

Select ‘policy:Wssp1.2-Https-UsernameToken-Plain.xml’ and click right arrow to move it
to the selected policies list.

R i s e s B o

@ Home Log Out Preferences Record Help Welcome, weblogic | Connectzd to: OFSLLREL_domain
Change Center
s Hame >Summary of Deploymants »dbkis oo, uis.3pp > CSSACcountSea rchRaquastSarvica
No pending changes exist. Clck the Release Configure a WebService policy
Configuration buttan to alow others to edit the
s pack | [ ekt | || Fnsh | || Cance
Lock & Edit
Configure a Ws-Policy File for a Web Service Endpoint
Release Configuration
Use this page to configure the WS-Policy fle that is associated with this Web Service endpoint,
Domain Structure
FSIRE o The Availsble Endpoint Policies window lists the WS5-Policy files that are available for you to associate to the Web Service endpoint. Use the arrows to move a file to the Chosen Endpoint Polides
o table, then dick OK to activate your update.
-Domain Partitions
t-Environment
~Deployments Service Endpoint Policies
-Services
--Security Realms #E] Service Endpoint Policies:
HInteroperability Available Endpoint Policies: Chosen Endpoint Policies:
“Diagnostics = - v = o e
[ poli P % lais “
[T policy:Wssp1.2-EncryptBody.xml [N
[£] policy:Wssp1.2-Https-BasicAuthoml
[[] policy:Wssp1.2-Https-ClientCertReq.xmi
[T poli P i
[ policy:Wssp1.2-Htps.xml 5
How do 1 2 [7] policy:Wssp1.2-Sign-Wsa-Headers.xml
« Install 3 VWeb service [ policy:Wssp1.2-SignBody.xm| »
« Start and stop a Web senvice g 2 e o Q@
i 2-Wss1. i i 15.
« Attach a WS-Policy file to a Web service = = &
[ polie 2-Wss1. L 1 &K
« Configure Web services ; N 3
i e a 2-Wss1. L 1
« View the SOAP wi
e he ok menge e f S A 1 o vy g .
3 & z
« View the WSDL of a Web service = i
[ pol 2-Wss1.
» Test a Web service B polk 2-Wss1.0-X509-Tri 15.cml
« Monitor SOAP Web services I o £ EECRE il
= Monitor SOAP Web service dients
e = Back | [ et ||| Finish | || Cance
Health of Running Servers < ] 1 v
Faled (0)
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10. Click ‘OK’.

11.

ORACLE' webLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences

ecord Help Q

e e e Hams > Summary of Deploymants >dbkis v s 3pp > CSSACcountSaarchRaquestSarvica
No pending changes exist, Click the Release
Configuration button to low others to edit the

main.

Save Deployment Plan Assistant

Lock & Edit

Save Deployment Plan
Release Configuration

You have made configuration changes that need to be stored in a new deployment plan.
Domain Structure
FSLLREL_domain
~Domain Partitions
+-Environment

Select or enter the path of a deployment pian file. The path must end

~Deployments
e Path: /scratch/Plan.xml
3 f:;!;fj,‘r: Recently Used Paths: (one)
-Diagnostics Current Location: ofss2221038.in.oracle.com | scratch
Oapp
O iz
O frw2c
O optena
Oer
How do L =

3 work_area
« Create a deployment plan o] | once
« Updte & deployment plan e
« Specy a deployment plan

* Configure an enterprise applcation

ith 'l Tt is highly recommended that this file be named Plan.anl’,

Each plan should be located inits own directory, otherwise appications can inadvertently share deployment plan fles. The plan fle wil be veruritten ifit akeady exists. Other fies in the plan directory
may be overwritten as well

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

« Start and stop a deployed enterprise
applcation

« Target an enterprise application to a server
instance

« Test the modules in an enterprise application

System Status. =
Health of Running Servers

[ Falled (0)

[ Critical (@)
Overloaded (0)

[ Warning (0)

I Ok )

Browse to any folder to save Deployment Plan and click ‘OK’.

ORACLE Weblogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

ecord Help

a

>CSSAccountSes rchRequestService

View changes and restarts L.

>Summary of D
Messages

yments >dbkis-cavs.

Pending changes exist, They must be activated
to take effect. o A new deployment plan has been successfully created in fscratch/Plan. xml.

& Activate Chane & Your deployment configuration has been updated to indude the new plan,

Undo Al Changes Settings for CSSAccountSearchRequestService

Domain Structure

FSLLREL_domain
~Domain Partitions

Overview | Configuration | Security | Testing | Monitoring

uses JWS metadata znnotations to spedify the shape and behavior of the Web service.
eployments

-5
s fie in which itis packaged, and name that appears in the WSL that describes the Web service
~-Security Realms
t-Interoperability
“Diagnostics Deployment Name: dbkis-wows. ws.2pp
Module Name: dbkis-sons-uwebwar
/i CSSAccountSearchRequestService
How do L. =

« Install 3 Web service

A Wieb service is a set of functions packaged into a single entity that is available to other systems on a network, Itis mplemented using  Java Web Service (JWS) file, which is a Java dass that
vironment

‘This page displays the general configuration of a deployed Web service, such as the name that appears in the Deployments table of the Administration Console, the name of the WAR or EJ6 JAR

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Name of the Web service as it appears in the Deployments table. More
Info.

Name of the Veb service archive file, cither a WAR file or £38 JAR file
depending on the Web service features it mplements.  More Info. ..

Name of this Web service. This name appears in the WSDL file that defines
the public contract of this Web service.  More Info.

* Startand stop a Web service
« Attach a WS-Policy file to a Web service
* Configure Web services

« View the SOAP message handlers of a Web
service

« View the WSDL of a Web service
« Test a Web service
 Monitor SOAF Web services

 Monitor SOAP Web service cients

System Status =
Health of Running Servers
I Failed (0)

[ Critical (0)
Overloaded (0)

Warning (0)
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12. Now you will be not able to access the WSDL on http port. Following message will be
shown when you access with http URL.

10.184.86.121.70

dbkl

untSearchRequestService ™

aQ

- Googi

| %

B[S

|25 Most Visited |31 OFSLL: Recent Activity _| Others |_|

This XML file does not appear to have any style ?

OFSS |_| Tech & Applying WS-Security ... &

Product Security gps. Oracle Financial Servic... | | Profiling 4, Dashboard [Hudson] |

Oracle WebLogic Serv...

with it. The ds

tree is shown below.

—<env:Envelope>
<env:Header/>
—<env:Body>
—<env:Fault>
<faultcoderenv-Client Access</faultcode>
<faultstring>SSL Required!</faultstring>
<fenv:Fault>
</env:Body>
</env:Envelope>

Note

For SSL communication, the vendor servers seek public certificates. Hence, you need to
download the certificates from vendor website and import into your java keystore. You
then need to configure Weblogic to present the certificates to vendor servers for success-

ful handshake.

13. Select the environment on the left pane. The following window is displayed.

ORACLE' webLegic Server Administration Console 12¢

Welcome, weblogic ‘ Connectsd to: OFSLLREL_domain

7 m—— @ Home Log Out Preferences ecord Hep |

Home »Summary of Deployments »dbkls-owvrs.

e I p >Gsshc Summary of Environment

Click the Lock & Edibutton to modify, add o
delete items in this domain,

Summary of Environment

Lock & Edit WebLogic Server can host your applications on multiple server instances, each of which can run on a different computer and specify its own network address. You can also group servers into dusters to
ensu I

re that your applications are always avaiiable even if ane server instance fals.
Release Configuration

Use this section of the Administration Console to create, configure, and control servers and dusters.

Domain Structure

Section Description
Ff;‘;f;;d:::;ns Servers ‘A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its onn configuration.
Environment e A duster is a deploymentin which multiple WebLogic Server instances (servers) run simultaneously and work together to provide increased scalability and refiabilty. A duster
-Deployments = appears to dients to be a single WebLogic Server instance. The servers that constitute a duster can run on the same machine, or be located on different machines.
“Services

Server Templates | A server template is a prototype server, allowing administrators to easly configure shared settings for homogenous servers.

Security Realms

Migratable Targets
Interoperabiity = C

A Migratable Targetis a target that is active on at most one server of a duster at a time.

Dingnostics A Coherence duster is a group of Coherence nodes that share a group address which allows them to communicate. Coherence nodes can be applications, modues, or appiication
€oherence Clusters | servers (WebLogic Server instances or stand-slone cache servers). Coherence chusters enable applications to share data management and caching services among server
instances and dusters hosting the applications that need access to them.
Resource Groups | Re39Urce Groups are a named coliection of related deployable resources, such as Java EE appications and the data sources, VS artifacts, and ather resources that the
S| applications use.
femounie, 2P | Resource Group Templates are a named, domain-evel collscton of deployabl resources ntended to be used as a pattern by multe resource groups,
— = A machine s the logical representation of the computer that hosts one or more Weblogic Server instances (servers). WebLogic Server uses configured machine names fo
3 Machines Getermine the opfimum server in a cluster to which certain tasks, such 25 HTTP session replcation, are Gelegated. The Administration Server uses the machine definiton in
corunction with the Node Manager application to start remote servers.
« Create Managed Servers
A virtusl host i 2 set of host names to which WebLogic Server instances (servers) or clusters respond. When you use virtual hosting, you Use DNS to specify one or more host
 Start and stop servers Virtual Hosts

names that map to the IP address of a server or duster. You also specfy which Web appiications are served by each virtual host.

o Create a cluster

Virtual Targets A virtual target represents a target for a resource group, both at the domain level and in a domain par ition.

e de T o cecloes A Work Manager defines a set of request dasses and thread constraints that manage work performed by WiebLogic Servers, Java EE Applications, e Application Modules, EX6s,

Work Managers | 5 R applications can specify a named work manager to use for managing their work requests.

» Configure startup dasses

 Create a Resource Consumption Manager Concurrent WebLogic Server provides concurrency capabilties to Java EE applications by using concurrent managed object (CMO) tempiates to make threads container-managed. Configured
Templates €MO templates are available for use by applcation components, sich as serviets and EJ6s.

System Status =] ;Zﬁgg;:gn a Resource Managers provide flesible, dynamic mechanisms to manage shared resources and provide consistent performance of domain partitions in MT environments,

Health of Running Servers T

Startup and shutdown dasses are Java programs that you creatte to provide custom, system-wide services for your applications. You add the dasses to the Weblogic Server dass

Shutdown Classes | path and then configure them to load and run when a server starts or shuts down.

Failed (0)

I
[ citcd(0)
—

I

Overloaded (0)
Warning (0)
oK (3)
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14. Click ‘Servers’.

ORACLE Waniogis Seroer ramatasaion oo 20 -

Change Center & Home Log Out Preferences

Help Q Welcome, weblogic | Connected to: OFSLLREL_domain
F—

View changes and restarts

= >Summary of Deploymants »d

- Summary of Environment >Summary of Servers
Click the Lock & Edl button to modify, add or Summary of Servers

delete items in this domain.
Configuration | Control
Lock & Edit

Release Configuration

A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration

Domain Structure This page summarizes each server that has been configured in the current WebLogic Server domain.

FSLLREL_domain
~Domain Partitions 3]
H-Environment
~Deployments
“Services
~Seaurity Realms
HInteroperability

b Customize this table

Servers (Filtered - More Columns Exist)

: Click the Laek & Fditbutton in the Change Center to activate al the buttons on this page.
Diagnostics
Mew | [ Clone | | Delete Showing 110 30f 3 Previous | Next
Name & Type Cluster Machine State Health Listen Port
Adminserver(admin) Configured RUNNING « ok 7001
e = CFSLLREL ManagedServer Configured ofsl RUNNING ¥ oK 7003
WebService ManagedServer Configured ofsl RUNNING « ok 7005
« Create Managed Servers
New | [ Clone | [ Delete
« Clone servers

Showing 1o 30f 3 Previous | Next
« Delete Managed Servers

« Delete the Administration Server

« Startand stop servers
« View objects in the JNDI ree

System Status El
ieslth of Rumning Servers

I Faied)
I cital(@
~ Overloaded (0)
I waming(@
— 0 ()

15. Select the Server into which the WebServices are deployed.

R o B o

Change Center @ Home Log Out Preferences ecord Help ‘ Q Welcome, webloqic‘cunnectedtn OFSLLREL_domain
s Ehaicuics el erstmers Home = Summary of Deployments >dbkis-iovis.wsapp >CSSACCOUNtS: =Summary of Envircnment = Summary of Servers -WebService_ManagedServer
Click the Lock & Eafitbutton to modify, add or Settings for WebService_ManagedServer
delete items in this domin
Configuration | Protocols | Logaing | Debug | Monitoring | Control | Deployments | Services | Security | Notes
Lock &Edit
General | Cluster | Services | Keystores | ssL | Federation Services | Deployment | Migration | Tuning | Overbad | Concurrency | Health Monitoring | Server Start | Web Services
Release Configuration
Coherence

Domain Structure

FSLLREL_domain Click the Lock & Edit button in the Change Center to modify the settings on this page.
“Domain Partitions
save
Environment
~-Deployments
“Services Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings.
~Security Realms help you to manage the security of message transmissions.
HInteroperabiity
“Diagnostics
Keystores: Demo Identity and Demo Trust| Chanqe Which configuration rules should be used for finding the server's identity
and trust keystores?  More Info...
Tdentity
Demo Identity Keystore: kss://system /demoidentity ‘The location of the deme identity keystore.  More Info...
Demo Identity Keystore Type: kss The type of the dema identity keystore. Generaly, this is JK5 or KSS. More
How do L. a

Info...
« Configure identity and trust

Demo Identity Keystore Passphrase:
* Configure keystores

‘The demo identity keystore's encrypted passphrase. This is readorly and
changes wil not be appiied.  More Info

« SetupSSL e
T — =) Demo Trust Keystore: kss:/jsystem/trust The location of the demo trust keystore.  More Info
Health of Running Servers Demo Trust Keystore Type: ks

The type of the demo trust keystore. Generally, this is JKS or KS5. More
) e
I critical (0)
[ Overloaded (0)
Warning (0)
I O (3) Java Standard Trust Keystore: Jscratch/app/idk1..0_66 reibjsecurity/cacerts

Demo Trust Keystore Passphrase: The demo trust keystore's encrypted passphrase., This is read only and

changes wil not be applied. More Info...

‘The location of the java standard trust keystore. More Info...

Java Standard Trust Keystore Type: Jis The type of the java standard trust keystore. Generally, thisis XS. More
Info...

Java Standard Trust Keystore Passphrase: The password for the Java Standard Trust keystore. This password is
defined when the keystore is created.  More Info

Confirm Java Standard Trust Keystore Passphrase:
save

Click the Lock & Editbutton in the Change Center to modify the settings on this page.
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16. Select ‘Keystores’.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

No pending changes exist. Click the Release

ar
Configuration button to allow others to edit the

Lock & Edit

Release Configuration

Domain Structure

FSLLREL_domain
-Domain Partitions

Environment.

~Security Realms
Interoperability
~Diagostics

HowdoL..

« Configure identity and trust,
* Configure keystores
« SetupssL

System Status

Health of Running Servers

I Failed (0)
B Critical (0)
T Overloaded (0)
warming (0)

[
I O (3)

@ Home Log Out Freferences Welcome, weblogic ‘ Comnected to: OFSLLREL_domain

Record Help Q
H

= >Summary of Dap e bk,

P >CS3A

of Servers >WebService_ManagedServer
Settings for WebService_Managedserver

Configuration | Protocols | Logging | Debug || Menitoring | Conrol | Deployments | Serviees | Security | Motes
General | Cluster | Services | Keystores | SSL || Federation Services | Deployment | Mgration | Tuning | Overload | Concurrency | Health Monitoring | Server Start | Web Services
Coherence

save | | cancel
Keystores ensure the secure storage and management of private keys and tusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help

You to manage the security of message transmissions.

Keystores:

Custom Identity and Custom Trust
and Command Line Trust

Which configuration ruies should be used for finding the server's identity and
trust keystores?  More Info.

save | | Cancel
PSSR S T Custom Identity and Java Standard-STust

Demo Identity and Demo Trust

17. Click ‘Change’ and select ‘Custom Identity and Custom trust’ from the drop-down list.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £git button to modify, add or
delete ftems in this domain.

Lock & Edit

Release Configuretion

@) Home Log Out Preferences Welcome, \nehlog»c‘curvne(tﬁdm OFSLLREL_domain

Help ‘ Q

cnment »Summary of S

2 > Summary of En

rs > WabSarvice_ManagedSarver

Settings for WebService_ManagedServer

Configuration | Protocols | Logging | Debug | Monitoring | Centrol | Deployments | Services | Security | Notes
General | Cluster | Services | Keystores | SSL | Federation Services | Deployment | Mgration | Tuning | Overload | Concurrency | Health Monitoring | Server Start | Web Services
Coherence

Domain Structure

FSLLREL_domain
“I-Domain Par titions

Interoperabilty
#-Diagnostics

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Save

Keystores ensure the secure storage and managament of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings
help you to manage the security of message transmissions.

Keystores: Custom Identity and Custom Trust| Change hich configuration rules should be used for finding the server's identity
— and trust keystores?  More Info...
Identity
5 Custom Identity Keystore:

How do L.. =t

 Configure identity and trust
® Configure keystores
o setupssL

The source of the identity keystore. For 3 JKS keystors, the source is the
path and file name. For an Orade Key Store Service (KSS) keystore, the
source s the KSSURL  More Info..

5 Custom Identity Keystore Type: The type of the keystare. Generally, this is X, If using the Oradle Key

Store Service, this would beKSS  More Info.

Custom Identity Keystore Passphrase:

System Status =

Health of Running Servers

I Failed (0)

I Critical (0)
Overloaded (0)

[ Wiarning (0)

—

The encrypted custom identity keystore's passphrase. If empty or null, then
the keystore will be opened without a passphrase.  More Info.

Confirm Custom Identity Keystore Passphrase:
Trust

5 Custom Trust Keystore: The source of the custom trust keystore. For a JKS keystore, the source is
the path and file name. For an Crade Key Store Service (KSS) keystore, the
source s the KSS UL More Info..

Specify

4] Custom Trust Keystore Type:

The type of the keystore. Generaly, this is JS. If using the Orade Key
Store Service, this would bekSS  More Info...

Custom Trust Keystore Passphrase: The custom trust keystore's passphrase. If empty or null, then the keystore
will be opened without a passphrase.  More Info.

Confirm Custom Trust Keystore Passphrase:

Save

Custom Identity Keystore: Java keystore holding the certificates
Custom Trust Keystore: Java keystore holding the certificates

Custom Identity Keystore Type: jks
Custom Trust Keystore Type: jks

%Keystore Passpharses: keystore password

ORACLE



18. Click Save. The WSDL can be accessed on https port as below. The WS-Policy will be
shown in WSDL.

This XML file does not appear to have any style i iated with it. The d tree is shown below:

—<WL5G3Ni itions name="C hRequestService” targef "http://com/ofss/fll xws/xes/AccountSearch wsdl">
—<WL5G3N0:types>
<xsd:schema targetNamespace="http://com ofes fll xws xes/ICSSAccountSearchRequestService xsd">
</WL5G3N0:types>
— <WL5G3NI nam
<WLSG3N0:part name="requestStr" type="WL5G3NL:string"/>
</WL5G3NO:message>
—<WL5G3N0 nam
<WL5G3N0:part name="rcturn" type="WL5G3N1:string"/>
</WL5G3NO:message>
— <WLSG3NO:portType name="AccountScarchRequestService ">
— <WLSG3N0:operation name="doAccountSearch™>

quest">

ponse'>

<WLSG3N0:input "WL3G3N2:d hStr0Request” name="doAccountSearchStr0Request”/>
<WLSG3N0:output message="WL3G3N2:doAccountSearchStrOR " name="d hStrOR ot
</WL5G3N0:operation=>
</WL5G3N0:portType>
—<WL5G3N0:binding name="C! R rice” type="WL5G3N2: AccountSearchRequesiService">

<WLS5G3N3:binding style="rpc" transport="hitp-//schemas xmlsoap org/soap/http"/>
—<WL5G3N0:operation name="doAccountSearch">
<WL5G3N3:operation style="rpc"/>
—<WL5G3N0:input name="doAccountSearchStr0Request">

<WL5G3N3:body "C hRequestService” use="literal"/>
</WL5G3N0:input>
—<WL5G3NI name="doA« t Res; s
<WL5G3N3:body "C! -hRequestService" use="literal />

</WL5G3N0:output>
</WL5G3N0:operation>
</WL5G3N0:binding>
—<WLSG3N0:service name="CSSAccountSearchRequestService">
—<WLS5G3N0:port binding="WL5G3N2:CSSA hR vice" name="CSSAccountSearchRequestService">
<WL5G3N3:address location="http://10.184.150.97:7005/dbkls-xws-app/CSS AccountSearchRequestService />
</WL5G3N0:port>
</WL3G3N0:service>
</WL3G3N0:definitions>

Apply WS-Policy policy:Wssp1.2-Https-UsernameToken-Plain.xml to the following
WebServices.

e CSSAccountDetailsRequestService

e CSSAccountPayOffQuoteRequestService
e CSSAccountSearchRequestService

e CSSPostTransactionsRequestService
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5.1

5.2

5. Verifying Successful Installation

Steps to Verify Successful Webservices deployment:
1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

Steps to Verify Successful Interface (Route One) de-
ployment:

1. Making sure that the state is ACTIVE and health in OK in the Weblogic

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found™:

e "http://<hostname>:<port>/<context root>/postdi2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postds2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postro2xws?xaeprc
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6.1

6.2

6. Enable Logging

Enabling WebService Log

It is not recommended to enable WebServices log while running in production environment.
The logging should be enabled in production only for debugging purpose by following the
below mentioned steps.

1.

The log file path has to be specified in ‘logging.properties’ file.

2. The file is available inside config folder. Navigate to dbkls-xxws.ws.app/dbkls-xws-web/
WEB-INF/classes/config
— Edit the following with the log file path:
java.util.logging.FileHandler.pattern=<Path>/dbkls_xws_%g.log
3. Restart the managed server (in which services are deployed) with the following
argument:
Type Description
Argument Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties
Example nohup ./startManagedWebLogic.sh -
Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties &

4. The login levels can be set through the logging.properties file. Un-comment the level

required in the logging.properties file
— #com.ofss.fll.xws.level=FINEST
—  #com.ofss.fll.xws.level=FINER
— #com.ofss.fll.xws.level=FINE
—  #com.ofss.fll.xws.level=CONFIG
— #com.ofss.fll.xws.level=INFO

Enabling SQL Log for WebServices Component

It is not recommended to enable WebServices SQL log while running in production
environment. The logging should be enabled in production only for debugging purpose by
following the below mentioned steps:

1.

The CMN_DEBUG_LEVEL system parameter should be enabled and set to appropriate
non-zero value.

The CMN_DEBUG_METHOD system parameter should be enabled and set to
appropriate non-zero value.

6-1 ORACLE



3. The respective package debug level for the webservice should be enabled and set to
appropriate non-zero value in system parameter. Please refer the below table to for the
service and debug level mapping.

Service

Functionality

Dialerintegrator:
xcsadi_em_100_01

To receive loan applica-
tion from dealer track:
XAEPRC_EM_100_01

To receive edocs
application update
: XAE-
EDS_EM_100_01

To receive loan
application from
route one:XAE-
PRC_EM_100_01

CSSAccountDe-

tailsRequestSer-

vice:

XCSPRC_EM 100
01

To receive loan applica-
tion/deal update from
dealer track: XAEUP-
D EM 100 01

To receive edocs
comment update :
XAE-

EDS EM_100 01

To receive loan
application/deal
refresh from route
one : XAEUP-

D EM 100 01

CSSAccount- To receive comments To receive edocs To receive com-
SearchRequest- from dealer track : location update : ments from route
Service: XAEPRC_EM_100_01 | XAE- one: XEAUP-
XCSACS_EM_100 EDS_EM_100_01 | D_EM_100_01
_01
CSSPostTransac- | To post comments to To post com-
tionsRequestSer- | dealer track: XAECH- ments to route
vice: K_EM_100_01 one: XAECH-
XCSUP- K_EM_100_01
D_EM_100_01
CSSAccountPay- To post application sta- To post applica-
OffQuoteRequest- | tus to dealer track: tion status to route
Service: N/A XAECHK_EM_100_01 one: XAECH-
K_EM_100_01

LOSeApplication-
RequestService:
XAE-
EDS_EM_100_01

To post dealer details
to dealer track: XPR-
PRC_EM_100_01

To post dealer
details to dealer
track: XPR-
PRC_EM_100_01

LOSApplication-
RequestService:
XAE-

PRC_EM_100_01

LOSApplication-
SearchRequest-
Service:

XAE-
QUE_EM_100_01

LOSApplication-
LocationUpdate-
Service:

XAE-
EDS_EM_100_01
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Service

Functionality

LOSApplication-
CommentUpdate-
Service:

XAE-

EDS_EM 100 01

LOSPostStatusRe-
questService:
XAECH-
K_EM_100_01

LOSApplica-
tionUpdateSer-
vice:

XAEUP-
D_EM_100_01

LOSCheckStatus-
RequestService:
XAECH-
K_EM_100_01

LOSEcontractSer-
vice:

XACPRC_EM_100
01
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7. Configure AQ-JMS Bridge

The following steps are to be performed to configure the AQ-JMS Bridge through the
Weblogic Console:

e Create Data Sources for AQ-JMS Bridge
e Configure MDB Flow

e Create Credentials and System Policies
e Deploy MDB EJB

Note

Ensure that MDB EJB is not configured and deployed (i.e. OfsllAppQueue.ear deploy-
ment) on the same server on which the other WebServices are deployed.

71 Create Data Sources for AQ-JMS Bridge

1. Login to Oracle Weblogic 12¢ console (http://hostname:port/console).

ORACLE MebLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain
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2. On successful login, the following window is displayed.
ORACLE WebLogic &wer Administration Console 12¢ _

Change Center @ Home Log Out Preferences ecord Help ‘ \N:Ioomt,w:bbgic‘cnnmed 01 OFSLLREL_domai
View changes and restarts e e
Click the tack & Edi button to modify, add or Home Page
delete items i this domain,
Lock & Edit Information and Resources
SR Helpful Tools General Information
- Configure applications = Common Administration Task Descriptions
Domain Structure = Cenfigure Gridlink for RAC Data Source = Read the documentation
FSLLREL_domain - Configure a Dynamic Cluster = Aska question on My Oradle Support
~Domain Partitions - Recent Task Status
E’;:E’n” ";\”é = Set your console preferences
£ = Oracle Enterpriss Manager
~~Security Realms.
}Interoperability Domain Configurations
iagnesics Domain Resource Group Templ s Interoperability
« Domain « Resource Group Templates o WTC Servers
= Jolt Connection Pools.
Domain Partitions Resource Groups
« Domain Partitions. « Resource Groups Diagnostics
« Partition Work Managers o LogFiles
How do = Deployed Resources « Diagnostic Modules
- Search the configuration Environment « Deployments « Built-in Diagnostic Modules
« Use the Change Center - Servers « Diagnostic Images
= Record WLST Scripts - Clusters e - Request Performance
- Change Console preferences - Server Templates « Messaging - Archives
= Manage Console extensions. = Migratable Targets = IMS Servers = Context
= Monitor servers » Coherence Clusters = Store-and-Forward Agents * SNMP
s Machines = JMS Modules * Interceptors
System Status =] - Virtual Hosts = Path Services
e - Virtual Targets - Bridges Charts and Graphs
« Work Managers « Data Sources « Menitoring Dashboard &
[ Failed(0)
T - Cencurrent Templates « Persistent Stores
[ overloaded (0} « Resource Management o XML Registries
[ Waming (0} « Startup And Shutdovin Classes XML Entity Caches
. 0K (1) - Foreign INDI Providers

Application’s S

Work Conts

Settings

- Security Realms

jcom

Mail Sessions
FileT3
. JTA

« 0SGI Framevorks

3. Click Domain Name > Services > Data Sources. The following window is displayed.

<« € [ ofss2221038.in.oracle.com:70! nsole.portal?_nfpb=true&_pagelabel=Global)lDBCDataSourceTablePage | =
P ————————— B o
P —— & Home Log Out Preferences ord Help Q Welcome, weblogic ‘ Connected to: OFSLLREL_domain

e el seararte Home =Summary of Services >Summary of JDBC Data Sources
Click the Loek & Seiit button to modify, add or Summary of JDBC Data Sources

delete items in this domain. o
Configuration | Monitori
Lotk & Edit ]

Release Configuration

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the INDI tree and then
- borrow 2 database connection from a data source.

Domain Structure
FSLLREL domain This page summarizes the DBC data source objects that have been created in this domain,
~Domain Partitions
~Emronment
“Deployments

[ Customize this table

“Ser

Data Sources (Filtered - More Columns Exist)
~-Security Realms

-Interoperability Click the Lock & Edit button inthe Change Center to activate all the buttons on this page.
~Diagnestics

New~| [Delete Showing 1to5of 5 Previous | Next
Name &% Type INDI Name Targets Scope. Domain Partitions
LocalSucThiDataSource Generic | jdbe/LocalSwcTblDataSource. Adminserver Global
OFSLL Generic | jdbe/ofslIDBConNDS AdminServer, OFSLLREL_ManagedSenver Global

How do L.. El ‘opss-audit-DBDS Generic t: , OFSLLREL | Globsal

o Creste JDBC generic data sou opss-audit-vienDs Generic | jdbc/AuditViewDat:  OFSLLREL | Global

« Create JDBC GridLink data sour opss-data-source Generic | jdbo/OpssDatas  OFSLLREL| Global

o !\ reats TN fm i cncsy soerces New | [Dekete Showing 1t050f 5 Previous | Next

Create UCP data sources

« Creats Froxy data sources

System Status =]
Health of Running Servers

Failed (0)

T critical @)
Overloaded (0)
Warning (0)
oK (1)
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4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic
Data Source’.

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @) Home LogOut Preferences 2] Record Help Q Weloome,weblogic‘(onmed to: OFSLLREL_domain

Home >Summary of Services >Summary of JDBC Data Sources

View changes and restarts

No pending changes exist. Click the Release Summary of JDBC Data Sources
Configuration button to allow others to edit
the domain, Configuration | Monitoring
Lock & Edit
Release Configuration 2 JDBC data sourez is an objact bound to the INDI tres that provides database connectivity through a pocl of JDBC connections. Applications can look up 3 data source on the JNDI tres and then
borrow a datab: ction from a data source.
Domiain Structure This page summarizes the JDBC data source objects that have been created in this domain.

FSLLREL domain

b Customize this table

Data Sources (Filtered - More Columins Exist)

New~ | |Delete Showing 1to 5of 5 Previous | Next
‘Generic Data Soury
Type JNDI Name Targets Scope Domain Partitions.
‘GridLink Data Seurce
T Generic | dbejLocalSveThiDataSource Adminserver Global
Prosy Data Source Generic | idbe/ofsliDBCoNNDS AdminServer, OFSLLREL ManzgedServer Global
LN s, Generic | ke Datasour P , OFSLLREL I P Gloks!
Generic dbe/AuditViewDat: ; OFSLLREL [ Global
a
flandols Generic | jdbc/OpssDataSource: AdminServer, OFSLLREL_ManagedServer Global
= Create JDBC generic data s Newv | [Delete Showing 1to5of 5 Previous | Next

 Create JDBC GridLink data sourcs

IDBC multi

System Status a

Health of Running Servers

|

5. The following window is displayed.

Create a New JDBC Data Source
Back| | Next | Finish ‘ Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
* Indicates required fields

‘What would you like to name your new JDBC data soErce?

&g * Name: AQ-JMS-DB
What scope do you want to create your data source in ?
Scope: Global| v|

What INDI name would you like to assign to your new JDBC Data Source?

45| INDI Name:

jdbc/agjmsdb
A
v
What database type would you like to select?
Database Type: Oracle J

Back| | Next | Finish ‘ Cancel

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/agjmsdb’.
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Note

If required, you can specify any other JNDI name, but however ensure to use the same
JNDI name during other configuration steps.

— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.

Database Qracle
Type:

What database driver would you like to use to create database connections? Mote: * indicates that the driver is explicitly supported by Oracle WebLogic
Server.

ga_ta"ase *QOracle's Driver (Thin XA) for Service connections; Versions:Any ﬂ
river:

Back | | Next | Finish | Cancel

8. Select the Database Driver ‘Oracle's Driver(Thin XA) for Services
connections;Versions:Any’.

9. Click ‘Next’. The following window is displayed.
Create a New JDBC Data Source

Back | | Next | Finish | Cancel

Transaction Options

You have selected an X4 JDBC driver to use to create database connection in your new data source, The data source will support global transactions and
use the Two-Phase Commit' global transaction protocol. No other transaction configuration options are available.

Back | | Next | Finish |Cance|
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10. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?

Database Name: OFSLLDB x
What is the name or IP address of the database server?

Host Name: ofsll oracle com

What is the port on the database server used to connect to the database?

ot 1521

What database account user name do you want to use to create database connections?

Database User Name: OFSLLREL

What is the database account password to use to create database connections?
Password:

Confirm Password: sessssee

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

Back | | Next | Finish | Cancel

11. Enter the Database details.
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12. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source

Finish ‘ Cancel

Test Configuration Back | | Next

Test Database Connection

Test the database availability and the connection properties you provided.

What is the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle.jdbc xa.client OracleXADataSource

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.

ikl - Jdbc:oraclecthin:@//ofsll.oracle com:1521/0FSLLDB

What database account user name do you want to use to create database connections?

Database User Name: OFSLIRFL

What is the database account password to use to create database connections?

Password: (IXIIIITII IR Y I

Confirm Password: SRR RRRRRRRNI

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=0FSLLREL

13. Click ‘Test Configuration’. On completion, displays a confirmation message as
‘Connection test succeeded’.

14. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish ‘ Cancel

Select Targets

You can select one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will be created but not deployed.
‘You will need to deploy the data source at a later time.

Servers

D AdminServer

OFSLLREL_ManagedServer

D WebServiceManagedServer

Back | | Next |Finish ‘Cancel

15. Select target Server as ‘OFSLLREL_ManagedServer'.

16. Click ‘Finish’ to activate the changes.
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7.2 Configure MDB Flow

To configure the MDB Flow from Weblogic Console, do the following:
1. Login to Oracle Weblogic 12¢ console (http://hostname:port/console).

2. On the left pane, click 'Services'.

3. In Messaging tree click ‘JMS Modules’. The following window is displayed.

ORACLE WeblLogic Server Administration Console 12¢

Change Center @ Home Log Out Prefersnces Record Help | Q Welcome, weblogic | Connected to: OFSLLREL_domain
e TR Home >Summary of JMS Modules
No pending changes exist. Click the Release Summary of JMS Modules
Configuration button to allow others to edit the
domain.
Lock & Edit IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection
factories, templates, ion keys, quota, distri C topics, foreign servers, and JMS store-and-forward (SAF) parameters. You

T can administratively configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.
Domain Structure

OFSLLREL_domain

TS . | Customize this table
&
Environment IMS Modules
Deployments
E"ftervices New | [Delete showing 0to 0 of 0 Previous | Next
=} Messaging
IMS Servers [1| Name & Type Scope Domain Partitions
i~ Store-and-Forward Agents
M There are no items to display
' Services N Delett howi f
-Bridges lew elete Showing 0 to 0 of 0 Previous | Next
Data Sources
Persistent Stores v
Forsian INDI_Providars.
Howdol...
System Status =]

Health of Running Servers

| Failed (0)

| Critical (0)
Overloaded (0)

[ Warning (0)

[ )

4. Click 'New'. The following screen is displayed.

Create JMS System Module
Back] |Next | Finish |Cance|

The following properties will be used to identify your new module.

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection
factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You
can administratively configure and manage JMS system modules as global system resources.

* Indicates required fields

What would you like to name your System Moedule?
AName: AQJMSModule

Would you like this new JMS System Module to be restricted to a specific resource group template or resource group ?

Scope: Global| v |

What would you like to name the descriptor file name? If you do not provide a name, a default will be assigned.

Descriptor File Name: AQJMSModuIe| x

Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directory of your domain?

Location In Domain:

Back | | Next | Finish |Cance|

5. Specify the following details:
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— Name: AQJMSModule
— Descriptor File Name: AQJMSModule

6. Click ‘Next’. The following window is displayed.

Create JMS System Module
Back | | Next | Finish | Cancel
The following properties will be used to target your new JMS system module.

Use this page to select the server or cluster on which you would like to deploy this JMS system module. You can reconfigure targets later if you wish.

Targets :

Servers

[] Adminserver

OFSLLREL_ManagedServer

O WebService_ManagedServer

Back | | Next | Finish |Cance|

7. Select target servers as ‘OFSLLREL_ManagedServer’.
8. Click ‘Next’. The following window is displayed.

Create JMS System Module
Back | | Next | Finish | Cancel
Add resources to this IMS system module

Use this page to indicate whether you want to immediately add resources to this JMS system module after it is created. JMS resources include queues,

topics, connection factories, etc.

[] would you like to add resources to this IMS system module?

Back | | Next | Finish |Cance\

9. Click ‘Finish’ to activate the changes. The following window is displayed.

y of IMS Modul

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection
factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You

can administratively configure and manage JMS system medules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

| Customize this table

JMS Modules

New | | Delete Showing 1 to 1 of 1 Previous | Next

[ ]| name & Type Scope Domain Partitions
|:| AC JMSM&duIe IMSSystemResource Global
New Deléﬁej Showing 1 to 1 of 1 Previous | Next
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10. Click on the JMS Module that you created. The following window is displayed.
Settings for AQIMSModule

Configuration = Subdeployments = Targets = Security =~ Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing

Fesources.

Name: AQIMSModule The name of this JMS system module. More Info...

Scope: Global Specifies if the JMS system module is accessible within the
domain, a partition, or a resource group template. More
Info...

Descriptor File Name: AQIMSModule-jms.xml The name of the IMS module descriptor file.  More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, IMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
[ Customize this table

Summary of Resources

New | | Delete Showing 0 to 0 of 0 Previous | Next

]| Name & Type JINDI Name Subdeployment Targets

There are no items to display

New | | Delete Showing 0to 0 of 0 Previous | Next

11. Click ‘New’ in ‘Summary of Resources’ section. The following window is displayed.

Create a New JMS System Module Resource
Back | | Next | Finish ‘ Cancel

Choose the type of resource you want to create.

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like
stand-alone queues and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to
targeting pages for selecting appropriate server targets. You can also associate targetable resources with subdeployments, which is an advanced
mechanism for grouping JMS medule resources and the members to server resources.

() Connection Factory Defines a set of connection configuration parameters that
are used to create connections for JMS dients. More Info...

() Queue Defines a point-to-point destination type, which are used for
asynchronous peer communications. A message delivered to
a gueue is distributed to only one consumer.  More Info...

() Topic Defines a publish/subscribe destination type, which are used
for asynchronous peer communications. A message
delivered to a topic is distributed to all topic
consumers. More Info...

O Distributed Queue Defines a set of queues that are distributed on multiple JMS
servers, but which are accessible as a single, logical queue
to JMS dlients. More Info...

() Distributed Topic Defines a set of topics that are distributed on multiple JMS
servers, but which are accessible as a single, logical topic to
IMS clients. More Info...

(®) Foreign Server Defines foreign messaging providers or remote WebLogic
Server instances that are not part of the current
domain. More Info...

12. Select ‘Foreign Server’ as the option for type of resource to be created.
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13. Click ‘Next’. The following window is displayed.

Create a New JMS System Module Resource

Back | | Next |F|msh | Advanced Targeting |Cance|

The following properties will be used to target your new JMS system module resource

Use this page to view and accept the default targets where this IMS resource will be targeted. The default targets are based on the parent IMS system
module targets. If you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting

this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changed, this

resource will also be retargeted appropriately.

Targets :

Servers

+/'| OFSLLREL_ManagedServer

Back | | Next |F|msh | Advanced Targeting |Cance|

14. Click ‘Finish’ and activate the changes. The following window is displayed.

Settings for AQIJMSModule

Configuration = Subdeployments = Targets = Security = Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing

resources.
Name: AQIMSModule
Scope: Global

Descriptor File Name: AQIMSModule-jms.xml

The name of this IMS system medule. More Info...

Specifies if the IMS system module is accessible within the

domain, a partition, or a resource group template.

Info...

The name of the JMS module descriptor file.

More

More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

Showing 1 to 1 of 1 Previous | Next

New | | Delete
]| Name & Type JNDI Name Subdeployment Targets
O AQForeignServth Foreign Server /A Default Targeting OFSLLREL_ManagedServer
Showing 1 to 1 of 1 Previous | Next

New | | Delete
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15. Click on the Foreign Server that you created. The following window is displayed.

Settings for AQForeignServer
Configuration = Subdeployment = Motes

General Destinations Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the
remote JNDI provider. This way, 2 number of connection factory and destination objects (queues or topics) can be defined on one JNDI directory. Use

this page to configure a foreign server.

45| Name: AQForeignServer

JNDI Initial oracle jms AQjmslnitialCi
Context Factory:

45 INDI
Connection URL:

JINDI Properties
Credential:

Confirm JNDI
Properties
Credential:

JNDI Properties:
datasource=jdbc/agijmsdb

(5] Default Targeting Enabled

Save

The name of this foreign server. More Info...

The name of the class that must be instantiated to access
the JNDI provider. This class name depends on the JNDI
provider and the vendor that are being used. More Info...

The URL that WebLogic Server will use to contact the JNDI
provider. The syntax of this URL depends on which JNDI
provider is being used. For WebLogic JMS, leave this field
blank if you are referencing WebLogic JMS objects within
the same cluster. More Info...

Any Credentials that must be set for the INDI provider.
These Credentials will be part of the properties will be
passed directly to the constructor for the JNDI provider's
InitialContext class. Note: For secure credential
management, use the Credential field. Using the Properties
field results in the credential being stored and displayed as
originally entered More Info...

Any additional properties that must be set for the JNDI
provider. These properties will be passed directly to the
constructor for the JNDI provider's InitialContext

class. More Info...

Specifies whether this JMS resource defaults to the parent
module's targeting or uses the subdeployment targeting
mechanism. More Info...

16. Specify the following details:

— Enter JNDI Initial Context Factory as ‘oracle.jms.AQjmslInitialContextFactory’.
— JNDI Properties as ‘datasource=jdbc/agjmsdb’.

— Ensure ‘Default Targetting Enabled’ option is selected.

17. Click ‘Save’.
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18. Select ‘Destinations’ Tab and click ‘New’ to create new destination. The following window
is displayed.

Create a New Foreign JMS Destination
OK | Cancel
Foreign Destination Properties

The following properties will be used to identify your new foreign destination.

* Indicates required fields

* Name: AQJMSQueue

Local INDT Name: fjmsfaq/OfsliQueue

Remate JNDI Name: Queues/OFSLL_OUTBOUND Q x

OK | Cancel

19. Specify the following details:
— Name: AQJMSQueue
— LocalJNDI Name: /jms/aq/OfsllQueue
— Remote JNDI Name: Queues/OFSLL_OUTBOUND_Q

20. Click ‘OK’ and save the changes.

21. Select ‘Connection Factories’ Tab and click ‘New’ to add new connection factory. The
following window is displayed.

Create a New Foreign JMS Connection Factory
OK | Cancel

Foreign Connection Factory Properties

The following properties will be used to identify your new foreign connection factory.

* Indicates required fields

* Name: AQofslICF x

Local INDI Name: fims/aq/OfslICF

RemoteINDTName: XAQueueConnectionFactory

OK | Cancel

22. Specify the following details:
— Name: AQofslICF
— Local JNDI Name: /jms/aq/OfslICF
— Remote JNDI Name: XAQueueConnectionFactory

23. Click ‘OK’ and save the changes.

7.3 Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

1. Login to Oracle Enterprise Manager (http://hostname:port/em).
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2. On the left panel, right click on OFSLL_domain and select Security > System Policies >
Credentials. The following window is displayed.

F|':| WebLogic Domain v weblogic ¥

ORACLE Enterprise Manager Fusion Middlewara Control 12¢

=== OFSLL_domain @

b= : .
== & WebLogic Domain v Feb 5, 2016 8:23:46 PM IST 4.

/Domain_OFSLL_domain/OFSLL_domain >

Credentials
A credential store is the repository of security data that cerlifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider to store and manage their credentials securely.

b Credential Store Provider

View v Create Map Credential Key Name p iz Detach

i :
Create a new map

No credentials found.

Type Description

3. Click ‘Create Map’. The following window is displayed.

Create Map
A credential is uniquely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical
group of . such as the ials used by the appli 1. All map names in a credential store must be distinct

* Map Name  ofsiLint.bureau x

OK  Cancel

4. Enter Map Name as ‘ofsll.int.bureau’ and click ‘OK’.
5. Click ‘Create Key’. The following window is displayed.

Create Key x

SelectMap ofsll II'IT.DLII’EaIJj

* Key jdbc_ds_key
Type Generic j

Description Datasource configured to retrieve the request XML
for credit bureaus.

(®) Enter as () Enter map of property name and value

text pairs

* Credential  jdbc/agjmsdb

OK Cancel

6. Specify the following details:
— Select Map as ‘ofsll.int.bureau’ from the drop down list.
— Specify Key as ‘jdbc_ds_key’
— Select Type as ‘Generic’ from the drop down list.
— Specify the Credential as ‘jdbc/agjmsdb’.

7. Click ‘OK'.
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8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Keys Description
ofsll.int.bur This map is used to setup keys for all credit
eau bureau interfaces
ProxyServer Name of the proxyServer to be configured
ProxyPort Port to which ProxyServer is running.
ExpEcalsURL The Experian Connection URL to be config-
ured.
ExpDirectExperianEna- If you set value as true, then you would be set-
bled ting ecals response URL. Else, the Ecals
request URL
ExpCertPath The location of .jks file which contains the valid
certificate for Experian Credit Bureau.
ExpBusUserNamePass- | Login Credentials to be configured for Experian
word Business reports.
ExpConUserNamePass- | Login Credentials to be configured for Experian
word Consumer reports.
EfxURL The Equifax Connection URL to be configured.
EfxCertPath The location of .jks file which contains the valid
certificate for Equifax Credit Bureau.
EfxUserNamePassword Login credentials to be configured for access-
ing Equifax Reports.
TucCertPath The location of .p12 file which contains valid
certificate for Transunion Bureau .
TucCertPassword The password that requires to read the valid
.p12 certificate for the Transunion Bureau.
TucUserNamePassword | Login credentials to be configured for access-
ing Transunion reports
TucConnectionURL The Transunion URL to be configured.
ofsll.int.out This map is used to setup keys for the Route-
bound One and Dealer track call back from OFSLL.
roUserNamePassword Login Credentials used at the time of call back
from OFSLL to RouteOne Interface.
dtUsernamePassword Login Credentials used at the time of Call back
from OFSLL to Dealer Track Interface.
ofsll.int.bip This Map is used to setup all the Keys required
to setup interface with BIP to generate reports.
local_top_dir Define the path of the local BIP server where

you would like place the generated BIP reports.
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Maps

Keys

Description

email_from_addr

Define the From Email address to be used
while sending email for the generated BIP
reports.

emailBodyContentPath

The path for file.properties’ file that contains
the content of the subject and body required
while sending letter, report or correspondence
as mail to the applicant or producer.

For example; /tmp/file.properties

*Refer to note below for details on ‘file.proper-
ties’ file creation for email configuration.

fax_server

Configure the name of Fax server to be used to
fax the generated BIP reports.

ofsll.int.file
transfer

This map is used to setup keys for all credit
bureau interfaces

sftp_key

Credentials to login to SFTP server(Username/
Password)

sftp_top_dir

Top root directory for SFFTP server

sftp_servers

SFTP server names

ofsll.int.se
curity

bip_key

This is BIP login credentials

* A new file(file.properties) needs to be created and copied to the application server in the
same path as mentioned in the value corresponding to the key 'emailBodyContentPath' under
the map 'ofsll.int.bip’. The file should have the following contents:

— letter_subject="Text that is configurable and would be the subject of the mail'

— letter_body='Text that is configurable and would be the body of the mail’

— correspondence_subject="Text that is configurable and would be the subject of the

mail'

— correspondence_body="Text that is configurable and would be the body of the mail’

— report_subject="Text that is configurable and would be the subject of the mail'

— report_body='Text that is configurable and would be the body of the mail'
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9. On the left panel, right click on OFSLL_domain and select Security > System Policies.
The following window is displayed.

WeblLogic Domain + weblogic ¥ CLT]

ORACLE Enterprise Manager Fusion Middleware Gontral 12¢

t- OFSLL_domain @
== & WebLogic Domain Feb 10, 2016 12:02:47 PM IS 0

/Domain_OFSLL_domain/OFSLL_domain >
System Policies
System policies are the system-wide policies applied to all applications deployed to current management domain. You can grant special permissions and privileges to principal or

codebase.
& To manage users and groups in the Weblogic Domain, use the Oracle Weblogic Server Security Provider.

b Policy Store Provider

4 search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Type Codebase j
Name  Starts With j »
View v Create... e in' Detach
£ |Create a new system security grant|
Name
No security policies found.
10. Click ‘Create’. The following window is displayed.
OK Cancel

Create System Grant
There are two different types of system policies supported by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to a list of users or roles
It il , which is mostly URL or location of jar file in file system. Codebase can be either absolute path or relative path.

and pi gestoa

Codebase policy grants p

Grant To Cudsbasej

* Codebase file:${domain.home}lib/OfsliCommonCSF jar
Permissions

[+ Detach

View v = Add Ed
Resource Name Permission Actions

Permission Class

No permissions added

11. Enter the codebase as ‘file:${domain.home}/lib/OfslICommonCSF .jar

12. Click ‘Add’. The following window is displayed.

Add Permission
Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right permissions

4 search
Type Codebase j
Name

Permission

Search Resulis
Type Permission

Name

No permissions found.

Select here to enter details for a new permission

* Permission Class oracle.security.jps service credstore.Credential AccessPermission
Resource Name context=SYSTEM,mapName=ofsil.int.security keyName=*

Permission Aclions read

OK  Cancel
L3

13. Select the check box 'Select here to enter details for a new permission'.
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14. Specify the following details as the first permission class.

Permission Class Resource Name Per!mssmn
Actions
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.bureau,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsllint.filetransfer,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.outbound,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.bip,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.http.listener.jndi,key-
Name="
15. Click ‘OK’.

7.4 Deploy MDB EJB

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

LOGIN TO

ORACLE

Copyright ® 1996, 2015, Oracle and/or its affiiates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective
owners
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2. Enter valid login credentials. The following window is displayed.

ORACLE Enterprise Manager Fusion Middiswars Control 126

WebLogicDomain weblogic ¥ ---

mms OFSLLREL_domain & e - | AutoRefresh of  []
k=

{fis WebLogic Domain + Mar 22, 2016 7:33:17PMIST )
Servers

Administration Server

5 » Name  AdminServer
Yo Host ofss.oracle.com
Listen Port 7001

SSL Listen Port 7002

Clusters
servers
» View v Wl Create Delete Control v E§
Clusters:
Name Status Cluster Machine State Health Listen Port <P ”sa(’
Depioyments AdminSenver(adminy + Running oK 7001 0.
OFSLLREL_ManagedServer + ofsi Running oK 7003 0

. 2 “ WebSenice_ManagedServer 4+ ofsil Running oK 7005 0
up

Domain Partitions
Domain Partitions

Resource Group Templates

3. Click ‘Deployment’ in the left panel.

4, Select ‘Lock & Edit’ option in the lock drop-down list available in the header. The following
window is displayed.

ORAC L€ Enterprise Manager Fusion Middleware Control 12¢ I WebLogic Domain ¥ weblogic v ===
F= OFSLLREL domain © ER] =~ |~worewsn or -
i webLogic Domain v B8 o e )

The edit session lock has been released.

@ connrmation Loqs Eat =

@ Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Cdit” in the Change Center menu.

3]

Servers Deployments B -
| Viewsw Show All | Deployment v  Overide v  Control e
3w Name Status ~ State Health Type Domain
Preriences
(L = T—— 4+ Acte oK wep Application
lielp
Clusters
>
Clusters
Deployments
‘ e
Domain Partitions
Domain Partitions .
Resource Group Templates
Columns Hiaden 4 Columns Frozen 1 Deployments 1 of 1
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5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACL_E Enterprise Manager Fusion Middieware Control 12t [ WebLogic Domain ~  weblogic ¥ ===
t_— OFSLLREL_domain @ B v BAw |AuoRefresh OF v
I WebLogic Domain Mar 22, 2016 1t 3aMIsT £)
@ Confirmation el
The edit session lock has been acquired. No pending changes exist.
Servers Deployments
View w Show All Deployment v Override w Control w
»
3w Name.  Depioy Stats  State Health  Type Domain Partition  Targets
a N P el
» & Redeploy 4+ Active oK Web Application AdminServer
¢ Undeploy
Clusters
.+, Fetch Deployment Plan
»
Clusters
Deployments
‘ L
Domain Fartitions
Domain Partitions )
Resource Group Templates
Columns Hidden 4 Columns Frozen 1 Deployments 1 of 1

6. The following window is displayed.

ORACLE Enterprise Manager Fusion Middlewars Control 12¢ weblogic ¥ =)

OFSLLREL_domain @

®
Select Archive Select Target Application Atiribute:
Deploy Java EE Application: Select Archive Back Stepiof4 Next  Cancel
Scope

4 Information
Selecta scope thatyou want to deploy this application to. Global ¥ T ——
applications that require Oracle
. * Metadata Services (MDS) or that
Archive or Exploded Directory take advantage of the Oracle
Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Resaurce Adapter Modules (RAR files), Conerence Archives (GAR files), JOBC Modules, JMS Modules, and  Application Development
library fles (Jar files) can be deployed. You can also deploy an exploded archive that is present on the server where Enterprise Manager is funning, Framework (Oratle ADF).

Ityour application is a SOA
composite, use the SOA
Composite deployment wizard

® Archive is on the machine where this Web brows  Archive Location

[ Choose file | CrslicueueApp.ear
1 Ityour application is nota SOA
Archive or exploded directory is on the server where Enterprise Manager is running composite or it does not require an
DS repository or ADF
Browsos. connections, then you can deploy
your application using this wizard
o the Oracle WebLogic Server
Adminisiration Console
Deployment Plan

7. Browse to the folder containing the MDB EJB. Eg: C:/OfsllQueueApp.ear
8. Click ‘Next’. The following window is displayed.

ORACLE Enterprise Manager Fusion Middleware Control 12¢ weblogic ¥
OFSLLREL_domain @
i ®
Select Archive Select Target Application Attributes
Deploy Java EE Application: Select Target Back Step20f4 Next Cancel

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name Type Deployed Applications
AdminServer Oracle WebLogit Server oo
4 OFSLLREL_ManagedServer Cracle WebLogic Server oo
WebService_ManagedServer Oracle WebLogic Server oo

9. Select the server on which the MDB EJB needs to be deployed.
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10. Click ‘Next’. The following window is displayed.

ORACLE Enterprise Manager Fusion Middieware Control 12c

OFSLLREL_domain @

(@) O @
Select Archive Select Target Application
Attributes

Deploy Java EE Application: Application Attributes

Deployment Settings

weblogic v

Back Sitep3of4 Next Deploy  Cancel

4 Hide Deployment Summary ~
Archive Type Java EE Application (EAR file)
Deployment Plan  Create a new plan
Deployment Target OFSLLREL_ManagedServer
Scope Global
Deployment Type  Application
~ Application Name = OfsliQueueApp
The application source files and deployment plan are
distributed to the deployment targets. If distribution is
Distribution successful, the application is then staried on each of the
targets.
@ Install and start application (servicing all requests)
() Install and start application in mode (servicing only requests)
11. Select the option ‘Install and start application (servicing all requests)’.
12. Check the context root and click ‘Next’.The following window is displayed.
ORACLE Enterprise Manager Fusion Middleware Control 12 weblogic ¥
OFSLLREL_domain @
O O O [}
Select Archive Select Target Application Attributes  Deployment Settings
Deploy Java EE Application: Deployment Settings Back Step4of4 Next | Deploy  Cancel

4 Hide Deployment Summary

Archive Type

Deployment Plan

Deployment Target

Scope

Deployment Type

Application Name

Version

Java EE Application (EAR file)
Create 2 new plan
OFSLLREL_Managedserver
Global

Application

OfsiiQueueApp

Not versioned

Deployment Mode  Install and start application (servicing all requests)

13. Click ‘Deploy’. On successful deployment, the following window is displayed.
& Deployment Succeeded

Deployment of Application "OfsllQueueApp” is completed. The deployment changes are pending activation. Exit the wizard and use the Change Center
to activate or undo the changes.

Summary
Scope Global

Version Not versioned

Deployed
Archive Location

fseratch/appifmwi 22/0racie/user_projects/idomains/OFSLLREL domain/sysman/upload/deploy/OfsiiQueueAppiarchive/OfsiiQueusApp.ear
Archive Type Java EE Application (EAR file)

DEDIW{,‘";;; Install and start application (servicing all requests)
D“D'°¥L‘}ggi OFSLLREL_ManagedServer

Application

States Jnavailable (OFSLLREL_ManagedServer)

4 Hide Progress Messages

[September 30, 2016 9:13:01 PM IST] Initiating deploy operation ..

[September 30, 2016 9:13:01 PM IST] Saving the oracle configuration changes to archive.
[September 30, 2016 9:13:01 PM IST] Archive: w 122/0
OfsliQueueApp/archive/OfsliQueueApp ear

[September 30, 2016 9:13:01 PM IST] [Deployer 149140] The task cannot be processed further until the current edit session is activated. When this oceurs,
task processing will continue. The user can exit the deployer fool without affecting the task.

[September 30, 2016 9:13:01 PM IST] Deploy operation completed.

1s/IOFSLLREL domain/sysman/upload/deploy/

Close

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.
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Note

While starting the ‘OFSLLREL_ManagedServer’, always start with option ‘-DUseSun-
HttpHandler=true’ to enforce the weblogic server to uses SUN SSL implementation.
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8. Configuring RESTful WebService

Follow the below steps to configure RESTful WebService.

e Create Data Source for RESTful WebService
e Deploy RESTful WebService

8.1 Create Data Sources for RESTful WebService

1. Login to Oracle Weblogic 12c console (http://hostname:port/console).

ORACLE 'b\NebLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

2. On successful login, the following window is displayed.
. O

Welcome, weblogic ‘ Cennected to: OFSLLREL_domail

ORACLE WwebLogic &rver Administration Consale 12¢
@ Home Log Out Preferences Record Help ‘ Q

Home >Summary of Services

Change Center
View changes and restarts

Click the Lock & Eait button to medify, add or Home Page
delete items in this domain.
Information and Resources

Lock & Edit
Gonfiguration de Tooss e
= Configure s . ninistration Task Descriptions
= Cenfigure Gridink for RAC Data Source = Read the documentation
= Cenfigure a Dynamic Cluster = Aska question on My Gradle Support

= Set your console prefer

- Oracle Enterprise Man:
Domain Configurations

Domain

« Domain

System Status

Health of Running Servers

Virtual Host

Virtual Targets

« Startup And Shutdovn Classes

Appl

o Security Realms

Path Services

Contexts

Wail Sessions

FileT3
.

« 0SGi Framevorks

Domain Partitions D
Partition Work Managers .
=
Deployed Resources .
« Deployments .
= Server Templates s .
= Migratable Targets IMS Seovern .
Coherence Clusters Store-and-Forward Agents o
Machine: IMS Modules « Interceptors

Charts and Graphs

« Monitoring Dashboard &




3. Click Domain Name > Services > Data Sources. The following window is displayed.

€« C' [} ofss2221038.in.oracle.com:70!

/console/c ortal?_n

fpb abel=Global)lDBCDataSourceTablePa,

ORACLE WebLogic sever Asmstaton s 2 B o

rued_pag;

or
n

Change Center @ Home LogOut Preferences ord Help Wekxxme,weblog»c‘(or‘necledt : OFSLLREL_domain
T e e Home >Summary of Services >Summary of JDBC Data Sources

Click the Lock & Fdft button to modify, add or Summary of JDBC Data Sources

delete items in this domain.

Configuration | Monitori
Lock & Edit s i

Rek

 Configuration

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of IDBC connections. Applications can look up a data source on the INDI tree and then
borrow a database connection from a dats source.
Domain Structure

OFSLLREL. domain ‘This page summarizes the JDBC data source objects that have been created in this domain.

b Customize this table

Data Sources (Filtered - More Columns Exist)

Interoperability Clickthe Lock & Edit button inthe Change Center to activate all the buttons on this page.
~Diagnostics
New | [Delete Showing 105 0f 5 Previous | Next

Name & Type INDI Name Targets Scope Domain Partitions
LocalSvcThiDatasource Generic | 3dbe/LocalSveTbIDatasou Global
OFsLL Generic | ydbc/ofsliDBConnDS Adminserver, OFSLLREL_ManagedServer Global

How do L.. =} opss-audit-DBDS Generic dbef ta S , OFSLLREL ! Global

- Create 1DBC generic data sources opss-audit-viewDs Generic | jdbe/AuditViewDatas , OFSLLREL | Global

« Create 1DBC GridLink data sources opss-data-source Generic | jdbc/OpssDatasour . OFSLLREL | Global

« Create JDBC multi data sourc: N

showing 1to50f 5 Previous | Next
« Create UCP data sources

* Create Prowy data sources

System Status a8
Health of Running Servers

I " Failed (0)
I Critical {0)

Overloaded

varming (0)

I v (1)

Il rights

4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic
Data Source’.

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home LogOut Preferences [&] Record Help. Y Welcome, weblogic | Connectedto: OFSLLREL_domain

e e i e Home >Summary of Services >Summary of JDBC Data Sources
No pending changes exis. Click the Release Summary of JDBC Data Sources
Configuration button to allow others to edit
the domain. Configuration | Monitoring
Lotk & Edit
Release Configuration A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a data source on the JNDI tree and then

barrow a datab: ction from a data source.

Domain Structure This page summarizes the JDBC data source objects that have been created in this domain.

OFSLLREL_domain

b Customize this table

Data Sources (Filtered - More Columins Exist)

-Security Realms New~ | |Delete Showing 1to 5of 5 Previous | Next

nteroperability
i Generic Data Sour
Diagnostics {5 Type JNDI Name Targets Scope Domain Partitions
GridLink Data Sourte
tiDamcone, T Generic | jdbe/LocalSueTblDataSource AdminSener Global
Prosy Data Soures Generic | idbe/ofsliDBCoNNDS AdminServer, OFSLLREL ManagsdServer Global
UCP Dt Saisee Generic | jdbe/. Datasour 4 , OFSLLREL | d Global
T e Generic | idbo/AudityiewDat: , OFSLLREL ! Global
E]
flandols ‘ opss-data-source Generic | jdbg/OpssDataSource AdminServer, OFSLLREL_ManagedServer Global

Create JDBC generic data sources Newv | [Dekete Showing 1to 5 of 5 Previous | Next
# Create JDEC Gridlink data sources

Create IDBC multi data sources

o Create UCP data sourcs

 Create Proxy data sour

System Status a
Health of Running Serers

| Failed (0)

I Critical (0}

[ Overloaded (0)

I Warning (0}

(1)

ther nam be trademarks




5. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.

* Indicates required fields

What would you like to name your new JDBC data source?
&g~ Name: OfsliRest

What scope do you want to create your data source in ?
Scope: Global| v |

What JNDI name would you like to assign to your new JDBC Data Source?

;!ﬁ JNDI Name:
jdbc/0fs11WSDS
F
W
What database type would you like to select?
Database Type: Oracle ﬂ

Back | | Next | Finish | Cancel

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/ofslIIWSDS’.
— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source

Back | | Next

Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
Database Oracle
Type:

What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Oracle WebLogic
Server.

ga_t“"ase *Oracle's Driver (Thin) for Service connections; Versions:Any ﬂ
river:
Back | | Next Finish | Cancel

8. Select the Database Driver ‘Oracle's Driver(Thin) for Services
connections;Versions:Any’.



9. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish ‘ Cancel

Transaction Options

You have selected non-XA 1DBC driver to create database connection in your new data source.

Does this data source support global transactions? If yes, please choose the transaction protocol for this data source.
Supports Global Transactions

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the Logging Last
Resource (LLR) transaction optimization. Recommended in place of Emulate Two-Phase Commit.

() Logging Last Resource

Select this option if you want to enable non-XA JDBC connections from the data source to emulate participation in global transactions using JTA. Select
this option only if your application can tolerate heuristic conditions.

() Emulate Two-Phase Commit

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit
transaction processing. With this option, no other resources can participate in the global transaction.

\:., One-Phase Commit

Back | Next | Finish ‘ Cancel

10. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?

Database Name: OFSLLDB ®
What is the name or IP address of the database server?

Host Name: ofsll oracle com

What is the port on the database server used to connect to the database?

Post: 1521

What database account user name do you want to use to create database connections?

Database User Name: OFSLLREL

What is the database account password to use to create database connections?
Password:

Confirm Password: ssscsssse

Additional Connection Properties:

oracle.jdbc. DRCPConnectionClass:

Back | | Next | Finish | Cancel

11. Enter the Database details.



12. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source

Test Configuration Back | | Next ‘ Finish ‘ Cancel

Test Database Connection

Test the database availability and the connection properties you provided.

What is the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle.jdbc xa.client OracleXADataSource
What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
ikl - Jdbc:oraclecthin:@//ofsll.oracle com:1521/0FSLLDB

What database account user name do you want to use to create database connections?

Database User Name: OFSLIRFL

What is the database account password to use to create database connections?

Password: (IXIIIITII IR Y I

Confirm Password: SRR RRRRRRRNI

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=0FSLLREL

13. Click ‘Test Configuration’. On completion, displays a confirmation message as
‘Connection test succeeded’.

14. Click ‘Next’. The following window is displayed.
Create a New IDBC Data Source

Back | | Next | Finish ‘ Cancel

Select Targets

You can select one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will be created but not deployed.
You will need to deploy the data source at a later time.

Servers

[] Adminserver

[] OFSLLREL_Managedserver

WebService_ManagedServer

Back | | Next |Finish ‘Cancel

15. Select target Server as ‘WebService_ManagedServer'.

16. Click ‘Finish’ to activate the changes.



8.2 Deploy RESTful WebService

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

LOGIN TO

Domain Domain_OFSLLREL_domain
* User Name

* Password

Login N

ORACLE

Copyright ® 1996, 2015, Oracle and/or its affiiates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective
owners

2. Enter valid login credentials. The following window is displayed.

WebLogicDomain ¥ weblogic ¥ «==

ORACL E Enterprise Manager Fusion Widdlsware Control 12¢

msm OFSLLREL_domain @ £ v v |asoReresh of [<]
k=

..... Mar 22, 2016 7:33:17PM IST )

Administration Server
» Name AdminServer
Host ofss.oracle.com
Listen Port 7001

SSL Listen Port 7002
Clusters

servers
J o» View v Wl Create Delete Control v E§
Clusters:
Name Status  Cluster Machine State Health Listen Port “PY ""a(!
Depioyments AdminServer(admin) + Running oK 7001 o
OFSLLREL_ManagedServer + ofsi Runring oK 7003 0

. 2 “ WebSenice_ManagedServer 4+ ofsil Running oK 7005 0
up

Domain Partitions.
Domain Partitions

Resource Group Templates

3. Click ‘Deployment’ in the left panel.



4. Select ‘Lock & Edit’ option in the lock drop-down list available in the header. The following
window is displayed.

ORACL_E Enterprise Manager Fusion Middleware Control 12¢ I} WeblLogic Domain ¥ weblogic v ===
F= OFSLLREL domain © ER] =~ |~worewsn or -
5 webLogic Domain + Edit Sessions TR

@ Confirmation Loqgs Eat =
The edit session lock has been released ew C

@ Information

Certain functionality on this page is available only when you own the cdit session lock. To obtain the lock, elick "Lock and Edit” in the Change Conter menu. Release 9

Servers Deployments -
View v Show All | Deployment v  Overide w  Control =
» ew Re: _—
3w Name Status ~ State Health Type Domain
rreferences.
> | opss-rest 4 Actve oK Web Application
talp
Clusters
Clusters
Deployments
‘ gk
Domain Partitions
Domain Parutions .
Resource Group Templates
Columns Hidden 4 Columns Frozon 1 Peployments 1 of 1

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACLE Enterprise Manager Fusion Middleware Control 12¢ (I webLogic Domain ¥ weblogic =
t_ OFSLLREL_domain @ B v EAw |AuoRefesh OF v
{5 WebLogic Domain v Mar 22, 2016 10:47:03 AMIST 0
@ Confirmation E]

The edit session lock has been acquired. No pending changes exist.

Servers Deployments
,  Vewr Show All | Deployment v  Override v  Control
3w Name Deploy Status  State Health  Type Targets.
b @opssrest B Redeploy 4 Active OK Web Application AdminServer
3 Undeploy
Clusters
.1, Fetch Deployment Plan
3
Clusters
Deployments
1w
Domain Partitions
Domain Partitions .
Resource Group Templates
Columns Hidden 4 Columns Frozen 1 Deployments 1 of 1
Deploy Java EE Application: Select Archive Back Stepiof4 Next Cancel

Scope

B 4 Information
Selecta scope that you wantto deploy this applicationte  Global v Use this page to deploy Java EE
applications that require Oracle

Metadata Services (MDS) or hat
Archive orExplodad Dirsctory take advantage of the Oracle:
Java EE archives, Web Modules (WAR files), EJB Modues (EJB JAR files), Resource Adapter Modules (RAR fls), Coherence Archives (GAR fles), JBC Modules, JMS Modules, and lbrary fles (Jar fles) can be deployed.  Application Development

You can also depioy an exploded archive that i present on the server where Enterprise hanager s running Framework (Oracle ADF)

Ifyour application is a SOA
® Archive s on the machine where this Web browser s running. composite, use
EE Composite deployment wizard
[ Choose File | osiiRestEAR ear
| ShiepseFie;| Ifyour application is nota SOA
Archive or exploded directory is on the server where Enterprise Manager is running composite or it does notrequire an
MDS repository or ADF
T— connections, fhen you can deploy
your application using this wizard
or the Oracle WebLogic Server
Administration Console.

7. Browse to the folder containing the WebService. Eg: C:/OfslIRestEAR.ear



8. Click ‘Next’. The following window is displayed.

ORACL € Enterprise Manager Fusion Miadieware Gontrol 12¢

OFS1IRFI _domain @

L AChive Select Target Applivation Alribules

Deploy Java EE Application: Select Target

Select the WeblLogic server or cluster that you want this application to be deployed to.

weblugic v

Back Step2of4  Next

=3

Select| Name
Adminsarvar
OFSLLREL Manageaserver

@ WebService_ManagedServer

Type

Oracla Wahl ogic Servar
Oracle webLoaic Server

Oracle WebLogic Server

Deployed Applications

cancel

9. Select the server on which the WebService needs to be deployed.

10. Click ‘Next’. The following window is displayed.
Deploy Java EE Application: Application Attributes Back Siep3of4 Next Deploy  Cancel

4 Hide Deployment Summary ~
Archive Type Java EE Application (EAR file)

Deployment Plan  Create a new plan

Depl Target
Scope Giobal

Deployment Type Application

* Application Name  OfsliRestEAR

Context Root of Web Modules
Web Module Context Root

OfslIREStWAR war OfslIRestWS

Distribution

@ Install and start application (servicing all requests)
O Install and start application in administration mode (servicing only administration requests)

O Install only. Do not start

11. Select the option ‘Install and start application (servicing all requests)’.

12. Check the context root and click ‘Next’.The following window is displayed.

Deploy Java EE Application: Deployment Settings

Back Step4of4 Next  Deploy  Cancel

4 Hide Deployment Summary A
Archive Type Java EE Application (EAR file)
Deployment Plan  Create a new plan
Deployment Target WebService_ManagedServer
Scope Global
Deployment Type Application
Application Name OTsIIReSIEAR
Version Not versioned
Gontext Root  OTSIReStWS

Deployment Mode Install and start application (servicing all requests)

Deployment Tasks

The table below lists common tasks that you may wish to do before deploying the application

Name Go To Task Description

Configure Web Modules s Configure the Web modules in your application

Configure Application Security Vs Configure application pelicy migration, credential migration and other security behavior.



13. Click ‘Deploy’. On successful deployment, the following window is displayed.

[E Deployment Succeeded

"o s

Deploy of The deploy
activate or undo the changes.

changes are pending activation. Exit the wizard and use the Change Center to
Summary

scope  Global

Version Not versioned

Deployed Archive

= estEAR/archive/OfsliRestEAR ear
Location

Iscratch/app/mw122/Oraclefuser_project

'OFSLLREL do
Archive Type Java EE Application (EAR file)

Deployment Mode  Install and start application (servicing all requests)

Deploy Target WebService

States U (WebService_| )

Context Root OfsliRestWS

A Hide Progress Messages

[Seplember 27, 2016 8:30:15 PM IST] Iniliating deploy operation ..
[September 27, 2016 8:30:15 PM IST] Saving the oracle configuration changes to archive.

[September 27, 2016 8:30:15 PM IST] Archive: /stratch/app/fmw122/0racle/user_projects/domains/OF SLLREL_domain/sysman/upload/deploy/
OfsliRes{EAR/archive/OfslIReStEAR ear

[September 27, 2016 8:30:15 PM IST] [Deployer-143140]The task cannot be processed further until the current edit session is activated. When this occurs
task processing will continue. The user can exit the deployer tool without affecting the task.

[Seplember 27, 2016 8:30:15 PM IST] Deploy operation completed

Close

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

To Identify the RESTful Webservice URL

1. Login to WebLogic Server 12c console (http://hostname:port/console).

2. Click ‘Deployments’ Under Configuration tab and select ‘OfslIRestEAR’ services. The
following window is displayed.
Summary of Deployments

Configuration = Control = Monitoring
This page displays the list of Java EE applications and standalone application modules installed to this domain.

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and
then using the controls on this page.

To install a new application or module for deployment to targets in this domain, click Install.

[ Customize this table

Deployments
Install | | Update | | Delete Showing 31 to 40 of 61 Previous | Next
[]| Name & State Health | Type Targets Scope | Domain Partitions | Deployment Order
#fodl.clickhisto Pekiwice s,
] b Active Library OFSLLREL_ManagedServer, Global 100
(1.0,12.2.1) WebService_ManagedServer
"’. AdminServer,
ickhi Active Librat OFSLLREL_ManagedServer, Global 100
|:| (Dfl")dllczkglit)ow'wemrjp v WEbService_ManagedServér
.0,12.2.
== =
|:| & Lg ofsll143 Prepared Enterpn;e OFSLLREL_ManagedServer, Global 100
(V14.3.0.0.4-b125) Application
»
]| ¥ Loofsiiza3 active |# ok |EM™OPM | oeoiipel Managedserver, | Global 100
(V14.3.0.0.4-b126) Application
I:l [® [ ofsliQueueMDB Active o oK ElB OFSLLREL ManagedServer, Global 100
[1| & FRofslirestear Active | ¥ OK i;t;ircp;t‘is:n WebService ManagedServer | Global 100




3. Click ‘Testing’ tab and expand ‘OfslIRestWS’. The following window is displayed.
Settings for OfsliIRestEAR

Overview = Deployment Plan = Configuration = Security = Targets  Control | Testing = Monitoring = Notes

Some deployment types support test points you can use to verify that a deployment was successful and that the module is ready for use.

The following table includes all of the test points available for this application or module.

Deployment Tests
Showing 1to 1of 1 Previous | Next
Name &% Test Point Comments
Sort table by Comments b—
El OfsliRestEAR
El OfsliRestWs
[OfsliRestWS/rest fapplication.wad| WADL page on server WebService_ManagedServer
[OfslIRestWS/service/apifresources fapplication.wad| WADL page on Server WebService_ManagedServer
default | http://10.184.132.155:8315/0fslIRestWs | Default url on server WebService_ManagedServer

Showing 1to 1of 1 Previous | Next

4. You can view the 'OfslIRestful' Services URL as shown.



A. Appendix - Configuration parameters

Refer to the following section for details on configuration parameters.

Modifying Configuration Files

Route One Configuration

Property
Name

Property Value

Description

Remarks

Configuration Fil

e: ro_servlet_init.conf

LOSApplica- http://<HOST URL for OFSLL New | Refer the recommended
tionRequest- NAME>:<PORT>/ | application WebSer- | context root table for
ServiceURL <CONTEXT vice CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-
vice app-ro/LOSApplication-
RequestService
LOSApplica- http://<HOST URL for OFSLL Refer the recommended
tionUpdate- NAME>:<PORT>/ | application update context root table for
ServiceURL <CONTEXT WebService CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-
vice app-ro/LOSApplica-
tionUpdateService
LOSeCon- http://<local- URL to validate and Refer the recommended
tractWebSer- host>:<port>/ receive the contract context root table for

viceServiceUR
L

dbkls-xws-app-ro/
LOSEContractSer-
vice

information

CONTEXT ROOT.
Sample URL: http://host-
name:port/dbkls-xws-
app-ro/LOSEContract-

keystoreLoca- | config/dls_cacerts Parameter to set key- | The keystore location
tion store location should not be changed
and keystore should be
available in this location
postURL https://messag- URL for posting Verify the URL with Route
ing.itl.routeone.net/ | acknowledgement
IF1_ITL/CASSB- message to Route
MessagingRe- one
ceiver
fileLocation /tmp temporary file direc- The directory for tempo-
tory rary files. Make sure that
such directory exists on
the deployment server
postTimeout 10 Parameter to set Timeout value should be

timeout value to post

specified in number of

XML message to seconds.
third party.
A-1 ORACLE




Property
Name

Property Value

Description

Remarks

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xae_init.conf

lenderld SOME- The finance source SOMELENDER ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
application- ROUTEONE Parameter to set Don't modify this value
Source application source
dealerEle- DEALER_DE- Name of XML ele- DEALER_DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation /tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter , Delimiter used in Needed only for Route-
dealer header file One
jndiLookupDa- | jdbc/IN1Huk- Parameter that Don't modify the value
taSource WznGO0b4esj defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts Parameter to set The keystore location
tion location for public/pri- | should not be changed

vate key store for
HTTPS posting and
for XML Digital Sig-
nature

and keystore should be
available in this location

ORACLE




Property
Name

Property Value

Description

Remarks

postTimeout

10

Parameter to set
timeout value to post
XML message to
third party.

Timeout value should be
specified in number of
seconds.

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xec_init.conf

jndiLookupDa-
taSource

jdbc/IN1THuk-
WznGO0Ob4esj

Parameter that
defines the JNDI look
up for the applicaton
datasource

Don't modify the value

Configuration Fil

e: dbkws_xcl_init.co

nf

lenderld SOME- The finance source SOMELENDER _ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER _ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
dealerEle- DEALER _DE- Name of XML ele- DEALER _DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter Delimiter used in

dealer header file

ORACLE




Property
Name

Property Value

Description

Remarks

jndiLookupDa- | jdbc/dbk105nIE- Parameter that Don't modify the value
taSource JBDS defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts | Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value
Configuration File: Logging.properties
handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler
java.util.log- ALL
ging.File-
Handler.level
java.util.log- /somewhere/logs/
ging.File- dbkls_xws_%g.log

Handler.patter
n

java.util.log- 1000000
ging.File-

Handler.limit

java.util.log- 4
ging.File-

Handler.count
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Property
Name

Property Value

Description

Remarks

java.util.log-
ging.File-
Handler.appen
d

true

java.util.log-
ging.File-
Handler.format
ter

java.util.log-
ging.SimpleFor-
matter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.format
ter

ging.SimpleFor-
matter

com.ofss.fll.xw
s.level

FINER

set the logging level
for the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO

ORACLE




Dealer Track

Property
Name

Property Value

Description

Remarks

Configuration File: dt_servlet_init.conf

LOSAppli- | http://<HOST URL for OFSLL New Refer the recommended
cationRe- | NAME>:<PORT>/ | application WebService context root table for
questServ | <CONTEXT CONTEXT ROOT.
iceURL ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationRe-
questService
LOSAppli- | http://<HOST URL for OFSLL applica- | Refer the recommended
cationUp- | NAME>:<PORT>/ | tion update WebService | context root table for
dateServi | <CONTEXT CONTEXT ROOT.
ceURL ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationUp-
dateService
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is setto 1.
proxyPort | 80 Parameter to set proxy
port. This is required if
useProxy is set to 1.
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value
file
applica- DEALERTRACK Parameter to set applica- | Don't modify this value
tion- tion source
Source

ORACLE



Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- /tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
jndi- jdbc/IN1Huk- Parameter that defines Don't modify the value
Lookup- WznGO0b4esj the JNDI look up for the
DataSour applicaton datasource
ce
keystore- config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort | 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER_ | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value

file
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
fileDelim- |, Delimiter used in dealer Needed only for Route-
iter header file One
jndi- jdbc/dbk105nIE- Parameter that defines Don't modify the value
Lookup- JBDS the JNDI look up for the
DataSour applicaton datasource
ce
keystore- | config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKey | ofss_routeone OFSLL's private key You may import the pri-
Alias alias name. The private vate key with alias
key is used to sign xml "ofss_routeone" else
response to RouteOne modify the property value
to alias used while import-
ing the private key into
keystore.
sscroKey- | demotestSSCR1 OFSLL's private key demotestSSCR1 is a
Password password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.lo | ALL

gging.File-

Han-

dler.level
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Property
Name

Property Value

Description

Remarks

java.util.lo
gging.File-
Han-
dler.patter
n

/somewhere/logs/
dbkls_xws_%g.log

java.util.lo
gging.File-
Han-
dler.limit

1000000

java.util.lo
gging.File-
Han-
dler.count

java.util.lo
gging.File-
Han-
dler.appen
d

true

java.util.lo
gging.File-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

java.util.lo
gging.Con
sole-
Han-
dler.level

WARNING

java.util.lo
gging.Con
sole-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

com.ofss.f
Il.xws.leve
I

FINER

set the logging level for

the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO

ORACLE



EDOCS

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplication- | http://<HOST URL for OFSLL Refer the recommended

RequestServi- NAME>:<PORT>/ | eDocs Create/ context root table for CON-

ceURL <CONTEXT update applica- TEXT ROOT.
ROOT>/LOSeAp- | tion WebService | Sample URL: http://host-

plicationRequest-
Service

name:port/dbkls-xws-app-
ds/LOSeApplicationRe-
questService

LOSApplication- http://<HOST URL for OFSLL Refer the recommended
CommentUpdate- | NAME>:<PORT>/ | eDocs comment | context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationCom- name:port/dbkls-xws-app-
mentUpdateServi ds/LOSApplicationCom-
ce mentUpdateService
LOSApplication- http://<HOST URL for OFSLL Refer the recommended
LocationUpdate- NAME>:<PORT>/ | eDocs location context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-

plicationLoca-
tionUpdateServic
e

name:port/dbkls-xws-app-
ds/LOSApplicationLoca-
tionUpdateService

postTimeout

10

Parameter to set
timeout value to
post XML mes-
sage to third
party.

Timeout value should be
specified in number of sec-
onds.

useProxy

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.
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Property Name Property Value Description Remarks
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
applicationSource | EDOCS Parameter to set | Don't modify this value
application
source
dealerElement- DEALER_DE- Name of XML DEALER _DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookupData- jdbc/IN1THuk- Parameter that Don't modify the value
Source WznGO0b4esj defines the JNDI

look up for the
applicaton data-
source

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature
keystorePassword | changeit The keystore The deafult password is
password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTimeout 10 Parameter to set | Timeout value should be

timeout value to
post XML mes-
sage to third
party.

specified in number of sec-
onds.
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Property Name

Property Value

Description

Remarks

useProxy

0

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
dealerElement- DEALER_DE- Name of XML DEALER_DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in
dealer header
file
jndiLookupData- jdbc/dbk105nIE- Parameter that Don't modify the value
Source JBDS defines the JNDI

look up for the
applicaton data-
source
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Property Name

Property Value

Description

Remarks

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature

keystorePassword | changeit The keystore The deafult password is

password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKeyAlias ofss_routeone OFSLL's pri- You may import the private

vate key alias
name. The pri-
vate key is used
to sign xml
response to
RouteOne

key with alias "ofss_route-
one" else modify the prop-
erty value to alias used
while importing the private
key into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private
key password

demotestSSCR1 is a sam-
ple value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_x-

Handler.pattern ws_%g.log

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.append

java.util.log- java.util.log-

ging.File- ging.SimpleFor-

Handler.formatter

matter
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ging.Console-
Handler.formatter

ging.SimpleFor-
matter

Property Name Property Value Description Remarks
java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

com.ofss.fll.xws.le | FINER set the logging Other Level values -- FIN-
vel level for the EST,FINE,CONFIG and
application INFO
Webservices
Property Property Description Remarks
Name Value

Configuration File: dbkws_lookups_init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set keystore | The keystore location
cation cacerts location should not be changed and
keystore should be availa-
ble in this location
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-

erty in case the password is
different for the keystore.

Configuration File: dbkws_xae_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER _ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER_- Name of XML element DEALER_DETAILS is a
mentName DETAILS used for the dealer sample value
details used in the dealer
file
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookup- jdbc/INTHuk- | Parameter that defines Don't modify the value
DataSource WznGO0b4esj | the JNDI look up for the

applicaton datasource
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Property

Property

Name Value Description Remarks
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xmi one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value
postTimeout 10 Parameter to set timeout | Timeout value should be
value to post XML mes- specified in number of sec-
sage to third party. onds.
useProxy 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER_NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER - Name of XML element DEALER DETAILS is a
mentName DETAILS used for the dealer sample value

details used in the dealer
file
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Property

Property

Name Value Description Remarks
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in dealer
header file
jndiLookup- jdbc/ Parameter that defines
DataSource dbk105nIE- the JNDI look up for the
JBDS applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xml one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value

Configuration File: dbkws_xcs_

init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
fileLocation /tmp The directory for temporary

files. Make sure that such
directory exists on the
deployment server
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Property

Property

Name Value Description Remarks
application- DBKTST Application source DBKTST is a sample value.
Source Set it to appropriate value

Configuration File: Logging properties

Handler.form
atter

handlers java.util.log-
ging.File-
Handler,
java.util.log-
ging.Con-
soleHandler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/

ging.File- logs/dbkls_x-

Handler.patte | ws_%g.log

n

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.appe

nd

java.util.log- java.util.log-

ging.File- ging.Sim-

pleFormatter

Handler.form
atter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-
ging.Console- | ging.Sim-

pleFormatter

com.ofss.fll.x | FINER set the logging level for Other Level values -- FIN-
ws.level the application EST,FINE,CONFIG and
INFO
Others

e Verify that latest XWS SQL Types, Views and Packages are installed.

e Required Java permissions have been granted
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o Verify that System parameters for WebServices URLs as well as Post Response URLs
are set. Please see the table below for details

o System parameter CMN_WALLET_PATH and CMN_WALLET_PASSWORD is setup

e Verify lenderld, lendername in config(dbkws_xae_init.conf) file and also set lenderld in
all response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under
config dir

System Parameters to be configured:

System Parameter Name System Parameter Desc

XWS_XAE_DLR_TRACK_RESP_PWD DEALERTRACK APPLICATION
RESPONSE BASIC AUTH PASSWORD

XWS_XAE_DLR_TRACK_RESP_URL DEALERTRACK APPLICATION
RESPONSE URL

XWS_XAE_DLR_TRACK_RESP_USER DEALERTRACK APPLICATION
RESPONSE BASIC AUTH USER

XWS_XAE_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO DEALER-
TRACK

XWS_XAE_ROUTEONE_RESP_PWD ROUTE ONE APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_ROUTEONE_RESP_URL ROUTE ONE APPLICATION RESPONSE
URL

XWS_XAE_ROUTEONE_RESP_USER ROUTE ONE APPLICATION RESPONSE
BASIC AUTH USER

XWS_XAE_ROUTEONE_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO ROUTE
ONE

XWS_XAE_EDOC_RESP_URL EDOCS APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_EDOC_WS_URL EDOCS APPLICATION RESPONSE URL

XWS_XAE_EDOC_RESP_USER EDOCS APPLICATION RESPONSE

BASIC AUTH USER

XWS_XAE_EDOC_RESP_PWD OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO EDOCS

XWS_XPR_DLR_TRACK_RESP_PWD DEALER TRACK DEALER LOAD PASS-
WORD

XWS_XPR_DLR_TRACK_RESP_URL DEALER TRACK DEALER LOAD
RESPONSE URL

XWS_XPR_DLR_TRACK_RESP_USER DEALER TRACK DEALER LOAD USER
ID

XWS_XPR_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO DEALER TRACK
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System Parameter Name

System Parameter Desc

XWS_XPR_INCLUDE_TEMP

INCLUDE TEMP PRODUCERS

XWS_XPR_ROUTEONE_RESP_PWD

ROUTE ONE DEALER LOAD PASS-
WORD

XWS_XPR_ROUTEONE_RESP_URL

ROUTE ONE DEALER LOAD
RESPONSE URL

XWS_XPR_ROUTEONE_RESP_USER

ROUTE ONE DEALER LOAD USER ID

XWS_XPR_ROUTEONE_WS_URL

OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO ROUTE ONE

XWS_XAE_DLR_TRACK_LENDERID

DEALERTRACK LENDER ID

XWS_XAE_ROUTEONE_LENDERID

ROUTEONE LENDER ID

XWS_XAE_DL-
R_TRACK_LENDER_NAME

DEALERTRACK LENDER NAME

XWS_XAE_ROUTE-
ONE_LENDER_NAME

ROUTEONE LENDER NAME

XWS_XAE_ECON_ROU-
TEEONE_RESP_URL

Route One E-contract response URL
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