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Preface

This document describes how to install the Oracle Payment Interface (OPI) release 6.1
with Oracle Hospitality OPERA Property Management Service release 5.0.05.11 and
higher and contains the configuration for both OPERA and the Oracle Payment Interface
systems.

Audience

This document is intended installers and system administrators of Oracle Payment
Interface (OPI) release 6.1 and Oracle Hospitality OPERA Property Management System
release 5.0.05.11 and higher.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com
¢  When contacting Customer Support, please provide the following:
e Product version and program/module name
¢ Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received and any associated log files

e Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at the
following URL: http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change
October 2016 Initial publication
February 2017 Revised formatting and edits
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1 Pre-Installation

Consider the following guidelines before installing Oracle Payment Interface (OPI)

OPERA Property Management System release 5.0.05.11 is the minimum release
you can use to integrate with OPL

Upgrading to OPI 6.1.0.9 from any previous OPI or MPG versions is not
supported.

Any previous version of OPI or MPG should be uninstalled prior to installing
OPI6.1.0.9.

The application requires Microsoft. NET Framework version 4.0 or higher.

OPI requires at least 6 GB of free disk space.

You must install OPI as a System Administrator.

Uninstalling a previous OPI or MPG version

To uninstall a previous version of OPI or MPG:

Pre-Installation

1.
2.

10.
11.

Save a backup of the entire existing OPI/MPG folder structure.

Open $OPI HOME$/bin/MicrosGatewayConfig.exe and save a screenshot
of the ServerXX values.

Save a screenshot of the PMS record as you will use the values later during the
installation process.

Uninstall MPG/ OPI from Programs and Features.

Uninstall MySQL from Programs and Features if no other products are using the
MySQL database.

Uninstall MySQL community from Programs and Features.

Rename the C:\ProgramData\MySQL folder to MySQL O1d.

You may need to Enable Microsoft Windows Explorer | Tools | Folder Options |
View | "Show hidden files, folders, and drives", and then close and re-open the
Microsoft Windows Explorer window to view the C: \ProgramData folder.
Restart the computer.

Install OPI.

Verify with the merchant if you need to activate the Refund functionality. The
merchant needs to control the privilege for this function.

The following information is required to install the application.

User name and password of a Microsoft Windows local administrator
PMS Chain Code and Property Code

IP address of the OPI Server

IP address of the Hotel Property Interface (IFC8) Server

SQL root password may be needed if there is an existing MySQL database
installed

OPERA Client Workstation ID that will integrate with OPI

Port number of terminal/host (confirm the port is open)



Installing OPI

2 Installing OPI

Download latest OPI installer from My Oracle Support (MOS) website and then complete
the following steps to install OPI.

1.

Double-click the OPI installer.

The installer validates the required Microsoft .Net Framework release 4.0. or higher.
If the OPI installer does not detect the Microsoft .Net Framework software, an error

message appears.

HSel:up - Oracle Payment Interface E

Checking dependencies
Please wait while your machine is verified.

Validating required software. ..

Next, the Oracle Payment Interface release 6.
applications install.

1 and the MySQL release 5.6

B8 Setup - Oracle Payment Interface

Components getting installed
Below component(s) will be installed on this system

ioix

&

Orade Payment Interface v6.1
MySQL Server 5.6

< Back I Next > I

Cancel
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3. Create a MySQL root password.

§ Setup - Oracle Payment Interface

Choose your MySQL Root Password
This password will be used for creating database schema

Password is case sensitive, should be at least 8 characters in length and must have at
least one letter, one number and one spedial character from the following list
|@#5% &>

Password

Confirm Password

< Back I Next > I Cancel

4. Create the MySQL database user and password for OPIL. OPI uses this account to
connect to MySQL.

E Setup - Oracle Payment Interface o ] |

Creating DB user for OP1
This user will be used by OPI to make database connections

Username and password are case sensitive.

Username should be made only using alphanumeric characters and must have at least
one letter.

Password should be at least 8 characters in length and must have at least one letter,
one number, and one spedal character from the following list | @#$%~&*

Username:
|

Password:

Confirm password:

< Back I Next > I Cancel
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Installing OPI

Select the Oracle Hospitality product integrating with this OPI installation.

Setup - Oracle Payment Interface

Choose communication channel
Please select appropriate installation type

¥ Pos
" Mative Driver
¥ MGDH

< Back I Next > I Cancel

Setup the Microsoft Windows task scheduler to restart OPI service weekly.

B Setup - Oracle Payment Interface

OPI Service Restart Task Scheduler
This task will restart OPI Service every 7 days from the date you input below

Please enter the date/time you want to restart OPI Service, time is 24 hour period.

Mon Day Year

I|HI 2016

Hour  Minute

po o

< Back I Next > I Cancel
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7. Select the location to install OPI. You can change the folder name or you can keep
the default folder name.

¥ Setup - Oracle Payment Interface

Select Destination Location
Where should Orade Payment Interface be installed?

} Setup will instzll Orade Payment Interface into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

At least 6 GB of free disk space is required

<Bad<|Next>| Cancel

9. Select the open source project source code and license installation folder. You can
keep the default location inside the OPI folder.

Setnp - Oracle Payment Interface

Select Open Source Project Source Code and License Install Folder
‘Where should source code and license files be stored?

Orade Payment Interface(OPI) application make use of Open Source Software
components, the License terms of such companents gives you the right to receive its
source code, as well a copy of the applicable License.

If the application being installed make use of Open Source technologies, the source
code and license will be available for you in the folder spedfied below.

Open Source Project Source Code will be stored in the following folder:

C:\OradePaymentInterface\( Browse...

Open Source Project Licenses will be stored in the following folder:

|C:'u,oradePayment]nterface\OpenScurca.icense Browse...

< Back I Next > I Cancel |
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Installing OPI

10.

Select the Start Menu folder for OPI, you can keep the default location.

Setup - Oracle Payment Interface = |l'_'l|_)_(_]

Select Start Menu Folder ‘
Where should Setup place the program's shortcuts? C

’ = i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse... I

< Back Next > Cancel
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11. Select Install to begin installing OPI.

B Setup - Oracle Payment Interface

Ready to Install

Setup is now ready to begin installing Oradle Payment Interface on your
computer,

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Destination location: -
C:\OradePaymentInterface

Open Source Project Source Code Location:
C:\OradePaymentInterface\OpenSourceSrcCode

Open Source Licenses Location:
C:\OradePaymentInterface\OpenSourcelicense

Open Sources:

Apache
Bouncy Castle-147 -
K| A

SEtup - Oracle Payment Interface

Installing
Please wait while Setup installs Orade Payment Interface on your computer.,

Extracting files...
C:\... Local{Temp'is-43VC 3. tmp\database \mysql-nstaller -community-5.5. 32.0.msi

|

Installing OPI



Configuring OPI

After the OPI installation completes, configure OPL

1. Login to the configuration tool as local administrator or as domain administrator
account.

The OPIConfigurationWizard.exe islocated in the OraclePaymentInterface
folder - then select the bin folder.

=101x]
Oracle Payment Interface - Configuration Tool
User name I Password :
Please login with an existing wi that has i rights
ORACLE
HOSPITALITY Lﬂn]

2. Select the type of PMS Interface and the POS Interface, then click Next.
To configure OPI follow these guidelines:

* If the merchant uses Oracle Hospitality OPERA Property Management
System, select OPERA IFC8 from the PMS interface drop-down list.

* If the merchant uses a POS, then from the POS Interface drop-down list
select Enable.

* From the OPI Mode drop-down list, select the Terminal for the PED direct
connection or select Middleware for middleware connection.

* Enter the third-party payment service provider middleware Host IP address.

Oracle Payment Interface Configuration Tool i -10f x|

Oracle Payment Interface - Configuration Tool

PMS Interface: Opera IFC8 -
POS Interface: Enable -

OPI Mode: Middleware -
PrimaryHost: 127.0.0.1
BackupHost: |

ORACLE
HOSPITALITY Next
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Installing OPI

* To establish a direct connection, select Add terminal to map the OPERA

workstation ID with terminal IP for PED.

Oracle Payment Interface Configuration Tool =101 x|

Oracle Payment Interface - PMS Configuration Tool
OPERA Chain & Property Code © FSDHFSDH

Acquirer Specific Configuration :
Configuration Mode: MerchantLink

Property ID | Workstation ID |

Add Terminal

* Double click your selected record to update its content

ORACLE
HOSPITALITY Previous Next

Please Edit Terminal Information

Workstation ID - I
1P I

ORACLE’ | OK | Cancel

HOSPITALITY
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3. Select PMS Configuration.

Oracle Payment Interface Configuration Tool =101 x|

Oracle Payment Interface - Configuration Tool

" PMS Configuration

" POS Configuration

ORACLE’

HOSPITALITY Show Summary |

4. Select Add New Property to add a new merchant configuration for OPERA.

Oracle Payment Interface Configuration Tool - |D|_>§]

Oracle Payment Interface - PMS Configuration Tool

Interface Type

* Double click your selected record to review or update its content

ORACLE
HOSPITALITY Previous Add New Property
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5. To configure the OPERA merchant, enter the following information.

e Enter the OPERA Chain and Property Code.

e Select Generate Key. You must use this key to configure the Hotel
Property Interface (IFC8).

e Enter the IFC8 IP address and port number for the Hotel Property
Interface (IFC8) server.

e Enter the Merchant name, city, and country information.

e Select Next.

Oracle Payment Interface Configuration Tool = ]-|_Ej

Oracle Payment Interface - PMS Configuration Tool

OPERA Chain & Property Code - [FSDHFSDH

OPERA Interface Type: FC8 v

IFC8 Key ]rGGp10|aezs+EEzZKk044IzQMXp8Y8wm Generate Key

IFC8IP: [172.29.141.51 Port: [1234

Merchant Configuration :

Merchant Name OP! Test Merchant
Merchant City :  [Columbial
Merchant Country :  |United States of America vI
ORACLE’

HOSPITALITY Previous | Next

6. Enter the OPERA payment code for each card type.

Oracle Payment Interface Configuration Tool =101 x|

Oracle Payment Interface - PMS Configuration

OPERA Chain & Property Code : FSDHFSDH

Tender Configuration:
Visa: IVA_ MasterCard: IW AMEX: IAX— DinersClub : IDC_
MasterCardDedit  [VD Jo8: fic CUP: ey aincara: [6C
CUP Debit ICU— Debit: IDD— Visa Debit: W Visa Electron: IVE—
Switch: [SD  LocalDebit [DL  PapalCarc: [PC Maesto: [ME
vear: [P Aance: [AL Ecchip: [EC | BCCarg: [BC |

ORACLE’

HOSPITALITY Previous | Next l
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Installing OPI

7. After you complete the merchant configuration for OPERA, select Exit.

Oracle Payment Interface Configuration Tool

Lol

Oracle Payment Interface - Configuration Summary

posSybase properties
Max\Wait=20

Initldle=20
ResPort=2638
MaxPool=40
ResHost=127.0.0.1
Minldle=10
ResDB=micros
opera.properties
TotalMerchantNumber=1
Port=5002

Mode=7

log properties
parameter_level properties
Type=OnSite
Instance=1

]

Continue Exit |

ORACLE
HOSPITALITY

8. Click Yes to save the changes.

9. Select Finish to restart the computer and complete the OPI installation.

Setup - Oracle Payment Interface

=10

&

Completing the Orade Payment
Interface Setup Wizard

To complete the installation of Orade Payment Interface,
Setup must restart your computer. Would you like to restart
now?

{+ Yes, restart the computer now

= Mo, I will restart the computer later

2-11



Configuring the OPI Port

After completing the OPI install and restarting the computer, go to the
OraclePaymentInterface\bin folder, and double-click the config.exe file.

1. Log in using the local or the domain administrator account.

T."Oracle Payment Intetuce Configuration o ] 4

About
-] Oracle Payment Inteface Key | value [ <

Please login with machine credents:
User I
Password I

ﬂl Cancell

2. Update the port value for the server 0Q property.
3. Restart the OPI Service.

T;Oracle Payment Inteface Configuration o [m] |

About
di | | value [
ifcg 10
i Host 127.0.0.1
ifc3l
HostMode false

leg Paort 8991
0

master Timeout 2
opera Use550 true
operal UseTCP false

parameter_level
passphrase
payment
pinpadAddress2
pos9700
pos97001
posApi

posRes
posRes1
posSybasel

-
simphorry
simphony 1

it ;I LI
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Restarting the OPI Service

After the installation completes you must restart the computer for the OPI Service to be
available. You must restart the OPI Service each time you change the Oracle Payment
Interface configuration.

‘ Q Services M[=] E3

File Action Yiew Help

& |mE = |Hm »mnn
£} Sservices (Local)

., Services (Local)

Status
Started

Startup Type

Automatic

Description

Oracle Pay...

Installing OPI 2-13



3 Configuring OPERA

Configuring the EFT Interface

Creating an EFT Interface

Log in to OPERA and start a session with Configuration setup, select the menu option
Setup > Property Interfaces > Interface Configuration > and select New to add

configuration for new EFT interface.

1. Enter the following options, and then select OK:

IFC Type: EFT
Name: Oracle Payment Interface
Product Code: MFG

Machine: Select the machine

License Code: License code for interface

IFC8 Prod Cd: XML_MFG

Communication
IFC Type Name [ JI| ©1epip @ seral
Product Code Machine |osPCiapp ||| comPort[ |
License Code IFC8 Prod Cd [XWL_MFd| e e =] Pparity jiore =] o
I~ Generate XML Data Bits [ =] stopBits I =l Close

Configuring OPERA

2-14



2. Select the check box to enable the CC Vault Function.
3. Define the Timeout value as 210.

ICM![CI_‘I Product Code |1/ | Menutye | | #] Menuname Llwmcm
Name RIS | wactine fovcisre =] ComobecPort(in | versinfooo ]

IFCB Product Code [ML_MFG Program [c ideboifeiicd exe =l inc Port (5300 CashiorD| 74|
FadveYN [ DisplaylFc [ Autostant  PamiDfi | _ MsgEmiesater| | I™ Use Data Through

XML Configuration General ICIassotseMcel Import Roorms |Woms:anonsmp| Trans|ation |

| I Handle night audit commands
[ G Vau Function | P ]
|
R PAgess[ |

I Stored Value System

¥ Regular Transaction
I™ Courtesy Card Handling

|

4. Go to the Translation tab and select Merchant ID.
5. Select New to add the Merchant ID. This must be the same as previously configured

Configuring OPERA

in OPI (MPG) Configuration.

FcTye [ 7| +] Product Code [~ ] Menutyps || Menuname[ | Licensecode[050817220 |
Name [EFT ntertace ] Machine [orcare =] controber Port Version
Inferface 1D /(11| IFCB Product Code [0AL_WF G Program [c wdeioiicavics exe =l Vi Port Cashierio| s
FoAcwe¥N [ DisplayFC [ Auostat  PaniD[i | Timeowt[210 | MspExpiresaner| | I Use Data Through
XML Configuration General | Class of Senice | |mpon Rooms | Workstation Setup  Translation I
Select Translation Origin Code |MerchantID s
et TG
 Aticle Number [ [
" Language Code
€ Key Options
Guest number length ﬁ >| Update I I T 1
GuestMsg 0 lengh s =] Upoase | £
[ T 1 dit
Group number length E :' Update I ) £
={| peete
Defautt Charge [ | [
2-15



Configuring General Parameters

To configure the General Parameters:

1. Go to Setup, then Property Interface, and select the Credit Card Interface.
2. Go to General Parameters.

3. Enter the property ID in the Hotel ID field.

4

. If the OPP_MHT2 Multi-Property Cross Reservation add-on license is active, then
you can select a Property from a list of values.

Hotel ID [FSDH Property |[FSDH | &
CC Reader Magtek
- = a9

——Automatic Authorization Schedule
activa [

Interval I:I Minutes

Close

To configure the Functionality Setup:

5. Go to Setup then Application Settings, IFC, Parameters, and enable CHIP AND PIN.

";5 FSDH - Application Settings
Property _!_J ’ " Eunctions ' Parameters " Settings
Growp X |Name |a}
AT = | ADVANCED AUTHORIZATION RULES
o X | ALLOW GIFT CARD CASHOUT
BEOCKs | CC NUMBER NOT MANDATORY FOR RESERVATIONS
CASHIERING X | CHIP AND PIN
GAIERMG | X | DISPLAY HOUSE BOOTH CALLS
COMMISBION ] | DISPLAY KEY SCREEN
ENDOFDAY X | DISPLAY KEY SCREEN UPON CHECKIN
EXPORTS | DISPLAY VALUED PROGRAM DURING CHECKIN I
FRONT DESK S G/ T CARDS
SENERAL [IFC POST EXCLUSIVE TAX AS ITEMIZER
ORG | MULTIPLE GUEST ROOM KEY
IFC [ RESTRICT KEYDATACHANGE AT CHECKIN
MEMBERSHIP " |RESTRICT KEYS FOR RESERVATIONS NOT CHECKED-IN
NAVIGATOR ! | STORE CHECK DETAILS BY CHECK NUMBER ONLY
EREVENTATIVEMANT | "X | SWAP REFERENCE AND SUPPLEMENT |
PRIORITY =
PROFILES lActivate Chip and Pin Functionality. =
PTM
RATES
RESERVATIONS
ROOMS MANAGEMENT — -
SELLING SCREEN ';’
Copy Find Edit Close
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6. Go to Setup, Property Interfaces, Credit Card Interface, Functionality setup.

’*;fl FSDH - Credit Cards Functiohality Setup
—Global Rules
[+ Online Settlerment - Termpaoararily Store Offline Settlements
[ Batch Settlement ¥ tManual Authaorization Notification
" Send Tatal Tax in Settlements [T activate Installments

[T credit card Type Checkillsages

I™ iMight Audit Remote Authorization

" Blacklist Card Check

I+ Force Auth. During Check In § Interactive Auth. Window

—Card Specific Rules

¥ suthorization at Check-In Types |A}<,MC,DC,JC,VS EFT |£|
¥ Authorization Reversal Allowed Types |A}<,MC,DC,JC,VS EFT |£|
v Authorization during StawDeposit Types |A}(,MC,DC,JC,V5 EFT |£|
¥ authorization Setflerment at Check-Out  Types [vA SALE | +]
I~ Deposit G2 Check Types | 2]
[ Deposit Address Verification Types | |;|
¥ Chip and Fin Types [AMC VS EFT.JC VA SALE,DC | 2]
(0] 24 | Close |

* Online Settlement. Select this check box to allow online settlement. OPI is an online
settlement. You must check this check box to use the Chip and PIN payment method.

* Authorization at Check In. Select the payment methods that will trigger an
automatic credit card authorization at check-in.

* Authorization Reversal Allowed. Select the payment methods that can process
authorization reversals. This allows the property to remove a hold on a customer’s
credit card or debit card if they check-out using a different payment method. For
example, assume a customer checks-in on a reservation for a 5-night stay using a Visa
credit card. At the time of authorization, a hold is put on the Visa credit card for the
total cost of the stay. If the customer checks-out using cash or a different brand of
credit card, the hold on the originally selected Visa credit card is reversed. A partial

reverse authorization is not supported.

* Authorization During Stay/Deposit. Select the payment methods that allow
manual and automatic authorization checks following check-in and prior to check-out
and settlement. This option must be enabled in order to allow authorizations by the

end-of-day routine.

Configuring OPERA 2-17



* Authorization Settlement at Check-Out. Select the payment types that can use
credit card authorization and settlement at check-out. For example, select payment
types that do not allow an authorization to complete separate from the settlement and
the authorization, the settlement must happen at the same time. The payment types
that are available in the multi-select list of values are only payment types configured
as EFT payment types. Any payment types selected here cannot be selected for other
credit card specific rules such as Authorization at check-in, Authorization Reversal, or
Authorization during Stay/Deposit and if they are selected for any of these card
specific rules, then the payment types are not available to select and apply this rule.

* Chip and PIN Enabled Payment Types. When the IFC > Chip and PIN application
parameter is set to Y this option is visible and selected by default. You may not
unselect the check box. Select the down arrow to choose a credit card payment type
that offers the Chip and PIN functionality when used at a Chip and PIN enabled
terminal. The same payment type can also be selected in the Authorization Settlement
at Check-out payment types. Payment types that are configured in both options will
not require that a credit card number or expiration date to be entered when selected as
a payment method on the Reservation screen or on the Payment screen. This
information is contained in the response message from the interface.

Configuring the Authorization Rules

Go to Setup, Property Interfaces, Credit Card Interface, Authorization Rules to specify
the authorization rule or rules for the property credit card authorizations.

~ Main
Authorization Rule _!] Nights*(Daily Rate + Amount - Daily Rate)
Amount
Percentage [:]

Max. Days to Authorize I™" Ignore Advance Payments

— Other Windows

Auth. Rute [ | =]
Auth. Amount :] Auth. Percentage l:]

OK | Close
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Configuring the CC Vault

Go to Setup, Application Settings, IFC, Functions, and enable CREDIT CARD VAULT.

Configuring OPERA

atio

Propery [FSOH | o

& Functions

¢ Parameters

 Gettings

Group

ACTIVITY

AR

BLOCKS
CASHIERING
CATERING
COMMISSION
END OF DAY
EXPORTS
FRONT DESK
GENERAL

GRC

IFC
MEMBERSHIP
NAVIGATOR
PREVENTATIVE MAINT
PRIORITY
PROFILES

PTM

RATES
RESERVATIONS
ROOMS MANAGEMENT —

-

SELLING SCREEN Ll

<«

Activate Credit Card Vault Functionality

|»

<l

Find |

Edit

| Close |

2-19



Configuring Cashiering

Setting up Credit Card Payment Transaction Codes
1. In OPERA go to System Configuration, Cashiering, Codes, Transaction Codes and

then select New to create a transaction code.

| &

Subgroup * |Credit Card

Group [Payment |
Trn. Type | -
AdjustmentCoge [ | #|

Minimum Amount Maximum Amount

= Credit Card © Cash © Check & Others
" manual
AR Account [CCC123 + | Credit cards
™ Revenue Group ™ membership I Manual Posting
I paidout I~ Generates Inclusive I¥ Deposit Payments

¥ Cashier Payments (1-8) V¥ AR Payments
I™ Include in DeposiyCxL Rule I Check No. Mandatory

I Inactive

Display Code

Generales

2. Follow these guidelines to setup credit card payment transaction codes:

* If you use this credit card transaction code interface with the gateway, you

must select EFT.
* If this credit card transaction code does not interface with the gateway, you

must select Manual.
* An AR Account must be linked to the correct credit card accounts receivable

account.
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Setting up the Credit Card Payment Type

To setup the credit card payments create the payment type link with transaction code:

1. In OPERA, go to System Configuration.
2. Go to Cashiering, and then Payment Types.
o Inthe IFC CC Type field, select the credit card code.

e In the Trn Code field, select the credit card transaction code.

%8 FSDH - Payment Types - Ed

PaymentType [~ |  Description {2 Credit Limit
Fecompe[n ]2 Tm.Code[3020 || Extra Percent
Merchant Number ™ No Post IV Reservation
™ Authorization Receipt
Display Sequence lj]

Algarithm Caonfiguration

Card Length [13.16 4000000000000 4905249999993
Card Prefix 4000000000000000 4905249999999999

Validation Rule IModm vl 4905300000000 4910999999999 ~|
Delete I

OK Close
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Configuring the Workstation

If the workstation is connected to a terminal, the Chip & Pin Device Available check box
must be enabled.

1.

Configuring OPERA

In OPERA, go to Setup, and select Workstations.
2. Select the Chip & Pin Device Available check box to enable the device for this

workstation.

’5_5 FSDH - Warkstations

- |_ Search |
S %5 FSDH - Warkstations - Edit |
Station Station [OPERASERVER |
NPLLOANERH Description [OPERASERVER |
NPLTECHDB3 :
— " | Gwipe Reader Attached | . | Chip & Pin Device Available ¥ ||
OPERADEMOS -
OPERAKENNE Reaterto[ ¢
OPERALAB-3.f
OPERASERVE | Altach Print Tasks from | |A| Print Tasks
PADMESHFT | Default Key Encoder configured - m
. New

PC307225103
- - oK I Close | Edit
PDHAS.FTMIC =
PK2.143741398 FREIE KL Delete
RAMNATH.FT.MICROS.COM.1115142 ramnath f.micras.com 111514275 +| |__Close
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Configuring the Hotel Property Interface (IFC8) instance to
the OPERA Hotel Property Interface (IFC)

To configure the link between the interfaces:

1. In the Hotel Property Interface, go to the PMS1 tree and select OPERA in the
application layer.

2. Enter the OPERA IFC number in the parameter IfcNum value.

MmN
{L) %ML Canfiguration Parameter I Value I
ﬁ :;5151 IfcHum ER
0 Printer Configuration lfchuthKey E]
-4 Wonitor Properties CcDecSeparator E -
{10 Application Layer CcMerchantld E
P in| tanTrack2Length ] 1
@ Protocol Layer Enable_UTF8 L
P Q Physical Layer
i@y General Properties
*

¢ You can find the OPERA IFC number in OPERA on the IFC Configuration of the
related Hotel Property Interface (IFC) (related interface controller number).

& 'OPERA Configuration[Version 5.0, Service Pack 5.0.04.02] EU - Opera Demo Hotel, Small

Window
———— ]
meacer2t §

IFC Type |- | +| Product Code [/ | menu type [ [ 2] Menu name | | 1
Nare [EFT Chip&Pin | Machine [meoEseL DE ~|  controller Port
Interface ID IFC8 Product Code [{ML_MFG Program [ c:idelioifcaircd sxe = Vne Port [5800
¥ iactve YN T DisplayFC I~ Autostat  PathID [1 | Timeout [250 | MsgEwpiresaner ]
J XML Configuration Parameter I Value
’ IFC1
m PMST IfcMum El -
B . - Ifchuthk e
: * Printer Configuration ¥ El
- Moritor Properties CeDecSeparator 8.
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Configuring OPERA

Go to the PMSI tree in the Physical Layer.

Enter the port number into Parameter value Port. This is the port IFC8 uses to

communicate with the opera IFC controller.

Select Enter and Apply to re-initiate IFC8, and then click Save.

ﬁ;] Ifcd Setup for "Physical Layer”

] ML Configuration

- IFC1
= EE

% Printer Configuration

0 Monitar Properties

Q Protocol Layer

L. TCP
- % General Properties

Pararneter | W alue
Layer] |X| Tcp
CheckState [#] v

Port [#] 50m
Param [#] Locar
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Configuring Authentication for the Hotel Property Interface
(IFC8) with OPI

You must secure the connection between OPI and Hotel Property Interface (IFC8) by
exchanging encryption keys at startup.

This authentication key must be defined by OPI. The corresponding key must be entered
in the Hotel Property Interface (IFC8) configuration.

1.

Configuring OPERA

In the Hotel Property Interface (IFC8) configuration, go to the IFC1 tree, and then in
the Application Layer, select the XML_MEFG option.

] ®ML Configuration

- IFC

’ Printer Configuration
! ’ Manitor Properties
- Application Layer

QL MFG]

’ Frotocal Layer
‘ Physical Layer

@ PMS51

‘ General Properties

Parameter

DoublePostingSize
lfcAuthkey
EFT_RequestTimeout
DLS_RequestTimeout

D ataResyncOption
SingleThread

Copy the generated key from Configuring OPI - OPERA merchant step 5, and add
“FidCrypt0S!” to the generated key as prefix.

For example: FidCrypt0S | x000aaaaaaaaaaaiaaaaaaX
Copy this string into IFC8 Parameter IfcAuthKey value field.

Hromreme L =

) %ML Configuration Parameter I Value ]
~ IFc -
. y . DoublePostingSize E] 0
’ Printer Configuration
0 Monitor Properties IfcAuthKey ) E][I ; LI
i m Application Layer EFT_RequestTimeout E] 80%
‘m KML_MFG DLS_RequestTimeout lg] 80% i
IfcAuthKey EI i ahPopEBCldix/FYk4Z:C B 4 ‘
=
DoublePostingSize EI 0
IfctuthKey i
EFT_RequestTimeout @ 80%
DLS_RequestTimeout 9] a0z
DataResyncOption El 0 I
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4. Go to IFC1 tree and select the Physical Layer.
5. Enter the port number in port value. This is the same port that was configured in

OPL
@ Ifcd Setup for "Physical Layer" @
L ><_M|- Configuration Paramneter | Y alue
U E‘P_ N Layer] ] Tce
rinker Canfiguration
0 onitor Properties CheckState @ N
’ Application Layer Port @ 5007
0 Protocol Layer Faram |£| LOCAL
L. TCP
- PM51
- General Properties

6. Click Apply, IFCS reinitiates.

7. The IfcAuthKey value now shows an encrypted key and the entered string is now
encrypted by IFCS8.

8. Click Save, and then click OK to close the IFC8 Configuration form.

IFC8 now connects with OPI and OPERA IFC Controller.
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To verify IFC8 successful status, confirm that all 6 status indicators are green.

r— ]
Bl 0FC8 V10.0.0] -> XML_MFG - MICROS-Fidelic Gateway Service (| =1 e S

File Properties Info

[IFC1] -= XML_MFG/TCP=5011:L OCAL

LtafABYhhYWIxCTRxDzgh/xtQMOCKT EMYS8fvhZ8ywpwhoggedSweu+WHOXCEL4NLP »
TW.JD42.0VRI/E3y DxUz 081 0bzGnE46CETXGV0pDYNnxFfYkio="/= L

[04.29/11:06:51#0/0 > L

[04.25/11:06:51] <MessLvi3= ChangelinkState: Mive

[D4.25/11:06:51] <MessLvi3> Monitor security: "Mask security relevant fields for al

schemas™

[04.25/11:06:511#1/0 == <LinkAlive Date="160429" Time="110651"/>

[04.25/11:06:51]#1/0 <- 1 <LinkAlve Date="160429" Time="110651"/> L

[04.29/11:06:51#0/0 > ; <LinkAive Date="160429" Time="110645"/>

[04.25/11:06:51]#0/1 <= <LinkAlive Date="160425" Tme="110645"/> -

Reftt:0/0 Link:Alive Camm:Sync
. = '35 - UM ERAY F=20UL L UL A
<attribute type="WSNum"/> -+

<Altnbute Type name="TotalAmount™/>
<=attribute type="Totaldmount™/>
</ElementType>
=/Schemaz= L
[04.29/11:06:51#1/0 == <LinkAlive Date="160429" Time="110651"/>
[04.29/11:06:51]#1/0 <-4 <LinkAlive Date="160429" Time="110651"/> L
[04.29/11:06:51#0/0 > ; <LinkAjive Date="160429" Time="110651"/>1
[04.29/11:06:51]#0/1 <= <LinkAlve Date="160429" Time="110651"/>
[04.29/11:06:51] <MessLvi3> ChangeLinkState: Alive -

Reft:0/0 Link:&live Comm:Sync
[fcBugiV10.0.0 [licéction ¥10.0.0 C:\Fidelio\ FCB\MFGT mp73I08.2ml 11:06:557 -
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