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Preface v 

Copyright © 2010, 2017, Oracle and/or its affiliates. All rights reserved. 

This software and related documentation are provided under a license agreement containing 

restrictions on use and disclosure and are protected by intellectual property laws. Except as 

expressly permitted in your license agreement or allowed by law, you may not use, copy, 

reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or 

display any part, in any form, or by any means. Reverse engineering, disassembly, or 

decompilation of this software, unless required by law for interoperability, is prohibited. 

The information contained herein is subject to change without notice and is not warranted to be 

error-free. If you find any errors, please report them to us in writing. 

If this software or related documentation is delivered to the U.S. Government or anyone licensing it 

on behalf of the U.S. Government, then the following notice is applicable: 

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated 

software, any programs installed on the hardware, and/or documentation, delivered to U.S. 

Government end users are "commercial computer software" pursuant to the applicable Federal 

Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, 

disclosure, modification, and adaptation of the programs, including any operating system, 

integrated software, any programs installed on the hardware, and/or documentation, shall be 

subject to license terms and license restrictions applicable to the programs. No other rights are 

granted to the U.S. Government. 

This software or hardware is developed for general use in a variety of information management 

applications. It is not developed or intended for use in any inherently dangerous applications, 

including applications that may create a risk of personal injury. If you use this software or 

hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe, 

backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its 

affiliates disclaim any liability for any damages caused by use of this software or hardware in 

dangerous applications. 

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be 

trademarks of their respective owners. 

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC 

trademarks are used under license and are trademarks or registered trademarks of SPARC 

International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or 

registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open 

Group. 

This software or hardware and documentation may provide access to or information about content, 

products, and services from third parties. Oracle Corporation and its affiliates are not responsible 

for and expressly disclaim all warranties of any kind with respect to third-party content, products, 

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle 

Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to 

your access to or use of third-party content, products, or services, except as set forth in an 

applicable agreement between you and Oracle. 
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Pre-Installation vii 

Preface 

This document describes how to install the Oracle Payment Interface (OPI) release 6.1 

with Oracle Hospitality OPERA Property Management Service release 5.0.05.11 and 

higher and contains the configuration for both OPERA and the Oracle Payment Interface 

systems.  

Audience 
This document is intended installers and system administrators of Oracle Payment 

Interface (OPI) release 6.1 and Oracle Hospitality OPERA Property Management System 

release 5.0.05.11 and higher.  

Customer Support 
To contact Oracle Customer Support, access My Oracle Support at the following URL: 

https://support.oracle.com 

 When contacting Customer Support, please provide the following: 

 Product version and program/module name 

 Functional and technical description of the problem (include business impact) 

 Detailed step-by-step instructions to re-create 

 Exact error message received and any associated log files 

 Screen shots of each step you take 

Documentation 
Oracle Hospitality product documentation is available on the Oracle Help Center at the 

following URL: http://docs.oracle.com/en/industries/hospitality/ 

Revision History 

Date Description of Change 

October 2016 Initial publication 

February 2017 Revised formatting and edits 

 

 

 

https://support.oracle.com/
http://docs.oracle.com/en/industries/hospitality/
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1  Pre-Installation 

Consider the following guidelines before installing Oracle Payment Interface (OPI) 

 OPERA Property Management System release 5.0.05.11 is the minimum release 

you can use to integrate with OPI. 

 Upgrading to OPI 6.1.0.9 from any previous OPI or MPG versions is not 

supported. 

 Any previous version of OPI or MPG should be uninstalled prior to installing 

OPI 6.1.0.9.   

 The application requires Microsoft.NET Framework version 4.0 or higher.   

 OPI requires at least 6 GB of free disk space.  

 You must install OPI as a System Administrator. 

 

Uninstalling a previous OPI or MPG version 
To uninstall a previous version of OPI or MPG: 

1. Save a backup of the entire existing OPI/MPG folder structure. 

2. Open %OPI_HOME%/bin/MicrosGatewayConfig.exe and save a screenshot 

of the ServerXX values. 

3. Save a screenshot of the PMS record as you will use the values later during the 

installation process. 

4. Uninstall MPG/ OPI from Programs and Features. 

5. Uninstall MySQL from Programs and Features if no other products are using the 

MySQL database.  

6. Uninstall MySQL community from Programs and Features. 

7. Rename the C:\ProgramData\MySQL folder to MySQL_Old. 

8. You may need to Enable Microsoft Windows Explorer | Tools | Folder Options | 

View | "Show hidden files, folders, and drives", and then close and re-open the 

Microsoft Windows Explorer window to view the C:\ProgramData folder. 

9. Restart the computer. 

10. Install OPI. 

11. Verify with the merchant if you need to activate the Refund functionality.  The 

merchant needs to control the privilege for this function.  

 

 

The following information is required to install the application. 

 User name and password of a Microsoft Windows local administrator 

 PMS Chain Code and Property Code 

 IP address of the OPI Server  

 IP address of the Hotel Property Interface (IFC8) Server  

 SQL root password may be needed if there is an existing MySQL database 

installed 

 OPERA Client Workstation ID that will integrate with OPI 

 Port number of terminal/host (confirm the port is open) 
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2  Installing OPI  

Download latest OPI installer from My Oracle Support (MOS) website and then complete 

the following steps to install OPI. 

1. Double-click the OPI installer.  

The installer validates the required Microsoft .Net Framework release 4.0. or higher. 

If the OPI installer does not detect the Microsoft .Net Framework software, an error 

message appears.  

 

  
 

2. Next, the Oracle Payment Interface release 6.1 and the MySQL release 5.6 

applications install.  
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3. Create a MySQL root password.  

 

  

    
 

4. Create the MySQL database user and password for OPI. OPI uses this account to 

connect to MySQL.  
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5. Select the Oracle Hospitality product integrating with this OPI installation.  

 

 
 

 

6. Setup the Microsoft Windows task scheduler to restart OPI service weekly. 
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7. Select the location to install OPI. You can change the folder name or you can keep 

the default folder name.  

 

 

 

9. Select the open source project source code and license installation folder. You can 

keep the default location inside the OPI folder.  
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10. Select the Start Menu folder for OPI, you can keep the default location.  
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11. Select Install to begin installing OPI.  
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Configuring OPI 
 

After the OPI installation completes, configure OPI.  

1. Log in to the configuration tool as local administrator or as domain administrator 

account.  

The OPIConfigurationWizard.exe is located in the OraclePaymentInterface 

folder - then select the bin folder.  

 

  

2. Select the type of PMS Interface and the POS Interface, then click Next.  

To configure OPI follow these guidelines: 

• If the merchant uses Oracle Hospitality OPERA Property Management 

System, select OPERA IFC8 from the PMS interface drop-down list.  

• If the merchant uses a POS, then from the POS Interface drop-down list 

select Enable.  

• From the OPI Mode drop-down list, select the Terminal for the PED direct 

connection or select Middleware for middleware connection.  

• Enter the third-party payment service provider middleware Host IP address.  
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• To establish a direct connection, select Add terminal to map the OPERA 

workstation ID with terminal IP for PED.  
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3. Select PMS Configuration.  

   
 

 

4. Select Add New Property to add a new merchant configuration for OPERA.  
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5. To configure the OPERA merchant, enter the following information.  

 Enter the OPERA Chain and Property Code.  

 Select Generate Key. You must use this key to configure the Hotel 

Property Interface (IFC8).   

 Enter the IFC8 IP address and port number for the Hotel Property 

Interface (IFC8) server. 

 Enter the Merchant name, city, and country information.  

 Select Next.  

 

  

 

6. Enter the OPERA payment code for each card type.  
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7. After you complete the merchant configuration for OPERA, select Exit.  

 

  
 

  

8. Click Yes to save the changes.  

   

9. Select Finish to restart the computer and complete the OPI installation.  
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Configuring the OPI Port 
 

After completing the OPI install and restarting the computer, go to the 

OraclePaymentInterface\bin folder, and double-click the config.exe file. 

 

1. Log in using the local or the domain administrator account. 

 

 
 

 

2. Update the port value for the server 0Q property. 

 

3. Restart the OPI Service. 
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Restarting the OPI Service  
After the installation completes you must restart the computer for the OPI Service to be 

available. You must restart the OPI Service each time you change the Oracle Payment 

Interface configuration.  
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3  Configuring OPERA 

Configuring the EFT Interface 

Creating an EFT Interface  

Log in to OPERA and start a session with Configuration setup, select the menu option 

Setup > Property Interfaces > Interface Configuration > and select New to add 

configuration for new EFT interface.  

 

1. Enter the following options, and then select OK: 

 IFC Type: EFT  

 Name: Oracle Payment Interface  

 Product Code: MFG  

 Machine: Select the machine  

 License Code: License code for interface  

 IFC8 Prod Cd: XML_MFG  
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2. Select the check box to enable the CC Vault Function.  

3. Define the Timeout value as 210.  

 

  
 

 

4. Go to the Translation tab and select Merchant ID. 

5. Select New to add the Merchant ID. This must be the same as previously configured 

in OPI (MPG) Configuration.  
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Configuring General Parameters  

To configure the General Parameters: 

1. Go to Setup, then Property Interface, and select the Credit Card Interface. 

2. Go to General Parameters.  

3. Enter the property ID in the Hotel ID field.  

4. If the OPP_MHT2 Multi-Property Cross Reservation add-on license is active, then 

you can select a Property from a list of values.  

 

  
 

To configure the Functionality Setup:  

5. Go to Setup then Application Settings, IFC, Parameters, and enable CHIP AND PIN. 
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6. Go to Setup, Property Interfaces, Credit Card Interface, Functionality setup.  

 

  
 

 

• Online Settlement. Select this check box to allow online settlement. OPI is an online 

settlement. You must check this check box to use the Chip and PIN payment method.   

 

• Authorization at Check In. Select the payment methods that will trigger an 

automatic credit card authorization at check-in.   

 

• Authorization Reversal Allowed. Select the payment methods that can process 

authorization reversals. This allows the property to remove a hold on a customer’s 

credit card or debit card if they check-out using a different payment method. For 

example, assume a customer checks-in on a reservation for a 5-night stay using a Visa 

credit card. At the time of authorization, a hold is put on the Visa credit card for the 

total cost of the stay. If the customer checks-out using cash or a different brand of 

credit card, the hold on the originally selected Visa credit card is reversed. A partial 

reverse authorization is not supported.  

 

• Authorization During Stay/Deposit. Select the payment methods that allow 

manual and automatic authorization checks following check-in and prior to check-out 

and settlement. This option must be enabled in order to allow authorizations by the 

end-of-day routine.  

 

 

 



 

Configuring OPERA 2-18 

• Authorization Settlement at Check-Out. Select the payment types that can use 

credit card authorization and settlement at check-out. For example, select payment 

types that do not allow an authorization to complete separate from the settlement and 

the authorization, the settlement must happen at the same time. The payment types 

that are available in the multi-select list of values are only payment types configured 

as EFT payment types. Any payment types selected here cannot be selected for other 

credit card specific rules such as Authorization at check-in, Authorization Reversal, or 

Authorization during Stay/Deposit and if they are selected for any of these card 

specific rules, then the payment types are not available to select and apply this rule.  

 

• Chip and PIN Enabled Payment Types. When the IFC > Chip and PIN application 

parameter is set to Y this option is visible and selected by default. You may not 

unselect the check box. Select the down arrow to choose a credit card payment type 

that offers the Chip and PIN functionality when used at a Chip and PIN enabled 

terminal. The same payment type can also be selected in the Authorization Settlement 

at Check-out payment types. Payment types that are configured in both options will 

not require that a credit card number or expiration date to be entered when selected as 

a payment method on the Reservation screen or on the Payment screen. This 

information is contained in the response message from the interface.  

 

Configuring the Authorization Rules  

Go to Setup, Property Interfaces, Credit Card Interface, Authorization Rules to specify 

the authorization rule or rules for the property credit card authorizations.  
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Configuring the CC Vault  
 

Go to Setup, Application Settings, IFC, Functions, and enable CREDIT CARD VAULT. 
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Configuring Cashiering  

Setting up Credit Card Payment Transaction Codes  

1. In OPERA go to System Configuration, Cashiering, Codes, Transaction Codes and 

then select New to create a transaction code.   
 

  

 

2. Follow these guidelines to setup credit card payment transaction codes:  

 

• If you use this credit card transaction code interface with the gateway, you 

must select EFT.  

• If this credit card transaction code does not interface with the gateway, you 

must select Manual.  

• An AR Account must be linked to the correct credit card accounts receivable 

account. 
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Setting up the Credit Card Payment Type  

 

To setup the credit card payments create the payment type link with transaction code:  

 

1. In OPERA, go to System Configuration.  

2. Go to Cashiering, and then Payment Types.  

 In the IFC CC Type field, select the credit card code.  

 In the Trn Code field, select the credit card transaction code.  
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Configuring the Workstation  
If the workstation is connected to a terminal, the Chip & Pin Device Available check box 

must be enabled.  

 

1. In OPERA, go to Setup, and select Workstations. 

2. Select the Chip & Pin Device Available check box to enable the device for this 

workstation.  
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Configuring the Hotel Property Interface (IFC8) instance to 
the OPERA Hotel Property Interface (IFC)  

 

To configure the link between the interfaces:   

1. In the Hotel Property Interface, go to the PMS1 tree and select OPERA in the 

application layer.  

2. Enter the OPERA IFC number in the parameter IfcNum value.  

 

  

  

 You can find the OPERA IFC number in OPERA on the IFC Configuration of the 

related Hotel Property Interface (IFC) (related interface controller number). 
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3. Go to the PMS1 tree in the Physical Layer. 

4. Enter the port number into Parameter value Port. This is the port IFC8 uses to 

communicate with the opera IFC controller. 

5. Select Enter and Apply to re-initiate IFC8, and then click Save. 
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Configuring Authentication for the Hotel Property Interface 
(IFC8) with OPI 

You must secure the connection between OPI and Hotel Property Interface (IFC8) by 

exchanging encryption keys at startup.  

 

This authentication key must be defined by OPI. The corresponding key must be entered 

in the Hotel Property Interface (IFC8) configuration.   

  

1. In the Hotel Property Interface (IFC8) configuration, go to the IFC1 tree, and then in 

the Application Layer, select the XML_MFG option.  

 

  

  

2. Copy the generated key from Configuring OPI - OPERA merchant step 5, and add 

“FidCrypt0S|” to the generated key as prefix. 

For example: FidCrypt0S|xxxxxxxxxxxxxxxxxxxxxxxxxx  

3. Copy this string into IFC8 Parameter IfcAuthKey value field.  
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4. Go to IFC1 tree and select the Physical Layer. 

5. Enter the port number in port value. This is the same port that was configured in 

OPI. 

 

 
 

 

 

6. Click Apply, IFC8 reinitiates. 

7. The IfcAuthKey value now shows an encrypted key and the entered string is now 

encrypted by IFC8. 

8. Click Save, and then click OK to close the IFC8 Configuration form. 

 

IFC8 now connects with OPI and OPERA IFC Controller.   
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To verify IFC8 successful status, confirm that all 6 status indicators are green. 
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