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Preface

This document will cover the steps to install Oracle Payment Interface (OPI) using the
RES native credit card driver. It will also cover Middleware mode vs Terminal mode and
Pay@Table.

Audience

This document is intended for installers of OPI using the RES native credit card driver in
RES 5.5 MR1 and higher.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com

When contacting Customer Support, please provide the following:
e Product version and program/module name
¢ Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received and any associated log files

e Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

April 2017 e Initial publication
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1 Pre-Installation

Important Information

Only RES 5.5 MR1 or later support the native driver solution.

You must install the CaOPI credit card driver.

There is no MICROS Gateway Device Handler (MGDH) installation with the native
driver solution.

You can upgrade from OPI 6.1 (6.1.0.9) and higher to OPI 6.1 MR1.

You cannot upgrade to OPI 6.1 MR1 from any previous MICROS Payment Gateway
(MPGQG) version.

You must uninstall previous versions of MPG before installing OPI 6.1.

Batch and settle all credit transactions prior to installing or upgrading OPL

Uninstalling Prior OPI/MPG Versions

1.

Pre-Installation

Run POSEOD and verify all previous transactions have been batched and approved
in transaction.log.
Save a backup of the entire existing OPI/MPG folder structure.
Start $0PI HOME$/bin/MicrosGatewayConfig.exe.

a. Take a screenshot or note of the ServerXX values.

b. Take a screenshot or note of all the values set for the POS record you will be

using. For example, posRes1.

Uninstall MPG/ OPI through the Microsoft Windows Control Panel.
If no other applications use the database, uninstall MySQL through the Microsoft
Windows Control Panel.
Uninstall MySQL community through the Microsoft Windows Control Panel.
Rename the C:\ProgramData\MySQL folder to MySQL 01d.
If you cannot see the ProgrambData folder, you may need to configure the Windows
Explorer folder options to show hidden folders.
Restart the server.

1-1



2 OPI Native Driver

Installation Prerequisites
OPI requires:

Microsoft NET Framework version 4.0 or later.
Microsoft Visual C++ 2010.
At least 6 GB of free disk space.

CaOPI requires Microsoft .NET Framework version 4.6.1 or later.

Before you start, make sure to know:

Verify whether the merchant is a table service restaurant (ISR), quick service
restaurant (QSR), or both. You cannot use tips in a QSR.

Verify with the merchant whether they would like Refund functionality
activated. The merchant needs to control the privilege for this function.

Login credentials for an administrator account on the Microsoft Windows
operating system.

Login credentials to the Micros database to enable Pay@Table.

The Pay@Table certificate password when enabling Pay@Table. The certificate
password comes from the OPI partner and should be part of the partner
validation process.

A passphrase to create during the OPI install. You will enter this passphrase in
CreditCards.exe during configuration.

If upgrading from OPI 6.1 or later you will need to know the MySQL root user
account password.

Installation Wizard

OPI Native Driver

1.
2.

Take Micros Control Panel to off.

Double-click Oracle Payment Interface-6.1.1.9.exe tolaunch the
install.

On the Choose your MySQL Root Password page, create a password, confirm
the password, and then click Next. This password will be needed for future
upgrades.

On the Create DB user for OPI page, create an OPI database user name and
password, confirm the password, and then click Next.

On the Choose communication channel page, select POS, select Native Driver,
and then click Next.

On the Configuring POS communication page, create the passphrase, and then
click Next. Keep the passphrase for configuring CreditCards.exe.
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7. On the OPI Service Restart Task Scheduler page, enter a date and time for the
OPI Service to be restarted once per week, and then click Next.

8.  On the Select Destination Location page, select a location to install files, and
then click Next.

9. On the Select Open Source Project Source Code and License Install Folder
page, select the folders to install the source code files, and then click Next.

10. Follow the instructions and use the wizard to complete installation.

Interface Configuration Tool / Wizard

& Oracle Payment Interface Configuration Tool o || =) 2R

OPI Native Driver

Oracle Payment Interface - Configuration Tool

User name : Password :

Please login with an existing windows account that has administrative rights.

ORACLE

HOSPITALITY Login

1. The installation wizard launches the Oracle Payment Interface Configuration

Tool. If it does not automatically start, double-click
INSTALLATION DIR\OraclePaymentInterface\bin\OPIconfiguratio

nWizard.exe.

2. Enter the login credentials to an administrator account on Microsoft Windows,
and then click Login.

3. Set POS Interface to Enable.

4. Select Terminal from the OPI Mode drop-down to allow OPI to communicate
directly with the pinpads. Fill in the Port value to be used in communicating
with the pinpads. If you want OPI to communicate directly with a 3rd-party that
controls the pinpads, select Middleware, and then go to the Middleware section.

5. Select POS Configuration.
6. For each Merchant ID needed, click Add New Property and fill out the form:
POS Type = POSRES
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Merchant ID = Enter your Merchant ID.
PosCrossMerchant = Disable
PosCrossCheck = Disable
Pay@Table = Disable
If you want to enable Pay@Table, see the Pay@Table section.
Port = The CaOPI driver will communicate to OPI on this port.
Merchant Type = restaurant
Fill in all Merchant info.
7. On the Terminal Configuration page, for each workstation with pinpads, click
Add Terminal, and then fill out the form:
Workstation ID = workstation obj_num in POS Configurator
IP = Pinpad IP address.
If using a simulator instead of a PED, enter IP of the PC running the simulator.

8. To add another Merchant ID or Property, click Continue.
9. To finish configuration, click Exit, save the changes, and then restart the
computer.
OPI Config.exe (Terminal mode)
The following settings are for installs selecting the Terminal OPI Mode.

1. Double-click \OraclePaymentInterface\bin\config.exe to start the
Oracle Payment Interface Configuration tool, and then enter the administrator
credentials to the computer.

.

About

B 3 Oracle Payment Interface Key Value

IM Cracle Payment Interface Configuration =N ERE

card Mode 8
CUITEncy Server_port 5098
dll

el

efl

ifc

e QOPlis listening on port 5098.

2. The Pay@Counter terminal records are kept in pinpadAddress2. You do not need to
make changes.

OPI Native Driver 2-3



IM Cracle Payment Interface Configuration
About

opera
operal
parameter_level
passphrase
payment
pinpadAddress2
pos9700
pos97001
poshpi

Format is MerchantID_WSID
IP of pinpad

3. HostMode is false when using Terminal mode. The Host value is unused.

(==

Value
370000000111 10.39.176.16
3700000001 _4 10391765
3700000001 _949 10.39.176.89

M Cracle Payment Inteface Configuration

Lbout

ifcl

ifc1

log

master

opera

operal
parameter_level
passphrase
payment
pinpadAddress2
pos3700
pos97001
posApi

posRes

posRes]
posSybasel
server(C}
simphaony
simphaonyl

switch

Key

I Value

ConnectTimeout
Host

HostMeode
Timeout

Uses5L

UseTCP

10
127.0.0.1
falze
8991

60

true
falze

4. Set the Port to the port the PEDs are listening on.
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Middleware

IM Oracle Payment Interface Configuration E@

About

opera ~  Key | Value

operal PayAtTableServer 0q

pararmeter_level m 8992
UseDeviceRRM true

passphrase
Use550 false

payment
pinpadéddress2
pos9700
pos97001
posipi

posRes

posResl
posSybasel
serverl
simphony

m

simphonyl
switch
terminald7?
b 702

Sl 8 L

Change the vx6702 port because the MICROS KDSController service uses port
5023. You must change this port even if you are not using Pay@Table. RES does
not use port 8992, so it is a safe choice.

Exit the configuration tool and save the changes.
Restart OPI service.

Take Micros Control panel to Front of house. The system is ready for a test
transaction.

Follow the instructions in this section if you select Middleware as the OPI Mode during
the installation, to allow OPI to communicate to a 3rd-party that controls the pinpads.

Middleware Wizard

Note: The below screens can be seen and used both during the middle of the OPI install
and also AFTER the OPI install by launching
OraclePaymentInterface \ bin\ OPIconfigurationWizard.exe.

OPI Native Driver

The installation wizard launches the Oracle Payment Interface Configuration

Tool. If it does not automatically start, double-click
INSTALLATION DIR\OraclePaymentInterface\bin\OPIconfiguratio

nWizard.exe.

Enter the login credentials to an administrator account on Microsoft Windows,
and then click Login.

2-5
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3. Fill out the form as described:

¥ Oracle Payment Interface Configuration Tool =2 =2 | =]

Oracle Payment Interface - Configuration Tool

PMS Interface: Disable -
POS Interface: Enable -
OPI Mode: Middleware -

Primary Host: https-//10.39.176.89:8991
Backup Host:
Proxy Address:
Proxy Port:

ORACLE
HOSPITALITY Mext

POS Interface = Enable

OPI Mode = Middleware

Primary Host = URL of 3rd party that will control the pinpads, including port.
Backup Host = Backup URL of 3rd party

Proxy Address = Blank unless you must go through a proxy server.

Proxy Port = Blank unless you must go through a proxy server.

4. Select POS Configuration, and then click Show Summary.

5. Double-click the existing property, or if none yet click Add New Property and
then configure the form as shown in the following image. If you are using

OPI Native Driver



Pay@Table, skip to the Pay@Table section.

% Oracle Payment Interface Configuration Tool |E| = |E
Oracle Payment Interface - POS Configuration Tool
POS Type . |POSRES Port : 5098
Merchant ID : 3700000001 Merchant Type : restaurant -
PosCrossMerchant - Disable -
PosCrossCheck - Disable -
Pay@Table :  Disable -
Merchant Configuration :
Merchant Name : Clean6.1.1Merchant
Merchant City : Pocono
Merchant Country : United States of America
ORACLE
HOSPITALITY | Previous | [ New |

6. Click Next, confirm the configuration summary, click Exit, and then save the

changes.
Middleware Config.exe
The following settings are for installs selecting the Middleware OPI Mode and
disabling Pay@Table.

1. Double-click \OraclePaymentInterface\bin\config.exe to start the
Oracle Payment Interface Configuration tool, and then enter the administrator
credentials to the computer.

IM Cracle Payment Interface Configuration
About
Bl = Oracle Payment Interface Key Walue
card Mode 8
currency Server_port 5098
dll
el
efl
8 is for the Native driver OPI solution.
OPl is listening on port 5098.
OPI Native Driver 2-7




OPI Native Driver

2. Configure server0Q

IM Oracle Payment Interface Configuration

About

Bl = Oracle Payment Interface
card
currency
dll
el
eil
ifcB
ifc8l
log
master
opera
operal
parameter_level
passphrase
payment
pinpadAddress2
pos9700
pos97001
posApi
posRes
posResl
posSybasel
server(lQ)
simphony

RSN P

HostMode = true.

Key Value

ConnectTimeout 10

Host https://10.39.176.89:3991
HostMode true

Port 8991

Timeout 60

UseS5L true

UseTCP false

Host = The URL of PrimaryHost set using the wizard. Including the port.
Port = Not used in Middleware mode since the port is included in URL.

M Cracle Payment Interface Configuration
About

opera
operal
parameter_level
passphrase
payment
pinpadfddress2
pos9700
pos97001
posfpi

posRes

posResl
possybasel
server(l()
simphony
simphonyl
switch
terminald?
wib702

s

m

-

(o]l O |ms]

Key | Value
PayAtTableServer g
8992
UzeDeviceRRM true
Use55L falze

1|

T

3. You must change the vx6702 Port to the port used for connecting to the 3rd
party. The MICROS KDSController service uses port 5023. You must change this

2-8
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port even if you are not using Pay@Table. RES does not use port 8992.

4. Exit the configuration tool and save the changes.
5. Restart OPI service.

6. Take Micros Control panel to Front of house. The system is ready for a test
transaction in Middleware mode.

Pay@Table
POSCFG Create Pay@Table Tender

With the RES Native driver solution, there must be separate tenders for Pay@Counter
transactions and Pay@Table (P@T) transactions. You can:

e Create one P@T tender for all P@T transactions.
e Create a P@T tender for each card type.

If you create a separate P@T tender for each card type, make sure to use easily-
identifiable names such as P@T Visa and P@T M.C.

If the merchant wants to use the 3t party processor’s reports, all transactions will be
reported by card type and will not be separated into P@T vs P@C.

If the merchant wants to use local RES reports to show just 1 total for each card type, they
can have a custom report made that combines the Pay@Counter and Pay@Table tenders
for each card type.

The following example provides instructions for creating one P@T tender for all P@T
transactions.

1. Poscfg | Sales | Tender Media, copy Cash Tender and paste it.
2. Rename it to PQT.

3. Configure P@T tender according to the following screenshots.

OPI Native Driver 2-9



Tender / Media

File Edit Record Help
Tender { Media
106 P@T

Record View ] T able Wiew ]

Murmber | Mame |A
102 Traveler Chk,
103 Perzonal Chi
104 GC Redeem

n 105 | Cash w/place

L 106 §Eles

200 - CreditCard

2m

202

203

204

205

206

210 X DP' B

211 OFl Visa

2 NP Mivemseer

@ EHE >
44 > » =

# €K7

Sort By |Mumber - @

General ] Tender] Presets] Cc Tender] Credit .t‘-\uth] PMS ] Service TTL] F'rinting] Personal Check

lcon
Type Effective From Effective To
| FPayment ﬂ | |

Ewempted Tax Clasz SLU

| 2~

= el

Prirt Class Menu Level Class
1101 Guest Check = & 101 AlLsvels =]
Privilege Category ML K.ey Code

o = b = |

The Manager. Joe 915/2016 12
Tender / Media 7]
File Edit Record Help
Tender / Media /T £ b2 i & n?
106 P@T SortBy [Number | |4 4 P P g = =] F 43

Record Wiew l T able View ]

MHumber | tame |A
102 | Traveler Chk,
103 Perzonal Chik
104 GC Redeem

a 105 Cash w/place

L 106 {Fleir

200 - CreditCard

20

202

203

204

205

208

210 == 0P| ==

211 0PI Visa

212 0PI Dizcover

213 0Pl Amex

214 0PI Diners

215/ 0PI M.C.

216 CashBack Tdr

217 |OP1 Default

General Tender ] Presets] CC Tender] I:ledit.t’-‘-.uth] PMS ] Service TTL] F'linting] Perzonal O

General Options Charged Tip

Open drawer |
Idze with currency conversion
Reference required

Exempt auto service charge
Exempt inclusive service charge
Employes meal

=l =]
High Amaunt Lockout
[~ Enable HALD

e

Azzume paid in full fx)

; )
Require amaunt entry
Declare tips: paid Options

Item iz shareable [~ Enable Tender Truncation

Post to grose IECEip_tS I Enable Tender Rounding
Puoszt to charge receipts -

Puost fiscal cash register credit r

Tax exempt coupon
0

External Type

Idze with Tip Check
Check. for Placeholders
Perzigt Auto Dizcounts | ﬂ
Prampt far Fromize Time
Open drawer before prompt
Enforce beverage control

SRAM Payment Type

—

I e M M B A

OPI Native Driver
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File

Tender / Media

Record Help

Tender { Media
106 P@T

Record View l Table View ]

Number |

Marne | -

102 Trawveler Chk
103 Perzonal Chk
104 GC Redeem
105 Cazh w/place
106 e

200 - CreditCard
2m

202

203

204

205

20E

Saort By |Mumber

BE PR #h & N7
4 4 » M = j=1F 1

General] Tender Fresets IEC Tender] Credit .-’-\ulh] PS5 ] Service TTL] F'rinting] Perzonal Check

P@T

a2

Arount MNLU #

Kep Code |

SLU

Warme
»

i

File

Edit

Tender / Media

Record Help

Tender { Meadia
106 PiaaT

Record View ] T able Wiew l

Sort By |Mumber

General] Tender] Presets CC Tender lEredit .f-‘«uthl FhS ] Service TTL] Printing] Pe

®RE AR

4 4 » §

g =

& @ N7
2%

OPI Native Driver

MHumber | M ame |A Credit Cards Promgt far ...
n 102 Trawveler Chk [~ Werify before authorization [~ Prompt for immediate payment
n 103 Perzonal Chi [ Tender must exceed tip [~ Prompt for issue number
a 104 |GC Redeem [ Credit auth required [ Prompt for issue date
n 105 Cazh w/place [~ Credit final amount required [~ Prompt for optional trailer print
L 106 {FEqE [ Allow recal [~ Prompt for cashback amount
a 200 | - CreditCard [~ Mask Credit Card Mumber [ Prompt for Card Holder Mat Present
20 B [~ Prompt for 2V an Manual Entry
: 202 [~ Mask Cardholder Name [~ Prompt for OV on Swiped Entry
n 203 [ Persistent Payment [~ D not Prompt for 84S
204 -
| 205 -
- 208 [ Co-branded Credit Card FIMNFad
— ;‘10 *D**P:j\l:“ Expiration D ate [ Require FIN
N 212 0P| Dizcover [~ Ewxpiration date required Accaunt Input
B 13| 0PI Amex [~ Do not check expiration Prompt Length
B 214 0P Diners [ Open expiration format | 0
| ME Aol [ Mazk exniration date
2-11




Tender / Media
File Edit

Tender { Media & & £ > i & N2
106 P@T SortBy [Number ~| |4 4 B P i = B8] £

Record View ] T able View l

Record Help

General] Tender] F'reset$] CC Tender  Credit Auth IPMS ] Service TTL] F'rinting] F

Hurnber | Mame | ~
| 102 Traveler Chk Authorization | Preambles |
103 Personal Chi
| CA Drivver EDC Drrivveer
104 | GC Redeem
: 105 Cash w/place | ﬂ @ | ﬂ @
L 106 {RlEr CATip % Baze Floor Limit 1
i 200 - CreditCard Arnauit
- <01 Iriitial Auth Aot |
202 [ Do rot go online for authanization
B 203 [ Print altermate voucher
204 Secondary Floor Linnit
- B asze Floor Limit 2
- <03 Aok
L 206 Secondary Difference % |
| 0w DP| s Ii =
211 0P Viza m
B 212 0P| Dizcover [ Allov partial autharization
| 213 OPl Amex Card Type
214 0P Diners I—
| =5 oRMC
4. Preambles tab = No Preambles.
5. PMS tab = Allow 19 reference characters.
Pay@Table Wizard
1. The installation wizard launches the Oracle Payment Interface Configuration
Tool. If it does not automatically start, double-click
INSTALLATION DIR\OraclePaymentInterface\bin\OPIconfiguratio
nWizard.exe.
2. Enter the login credentials to an administrator account on Microsoft Windows,
and then click Login.
3. Do not make changes to the interfaces and OPI mode. The P@T install does not
change depending on the OPI Mode.
4. Select POS Configuration.
5. Double-click the existing property, and then configure the form as shown in the
following image.
OPI Native Driver 2-12



% Oracle Payment Interface Configuration Tool

POS Type :

Merchant ID :
PosCrossMerchant :
PosCrossCheck :
Pay@Table -

Pay@Table Cert Password :

Confirm Pay@Table Cert Password -
Merchant Configuration :

Merchant Name :
Merchant City :

Merchant Country :

ORACLE’
HOSPITALITY

Oracle Payment Interface - POS Configuration Tool

POSRES Port : 5098

3700000001 Merchant Type : restaurant -
Disable -

Disable -

Enable ~ Pay@Table Port : 8993

Cleant.1.1Merchant

Pocono

United States of America -

| Previous | | Next ]

a. Enable Pay@Table. The Pay@Table certificate is provided by the partner

and is part of the partner validation process.
b. Enter and confirm a Pay@Table Cert Password.

c. Set correct Pay@Table Port. 8993 is just an example.

% Oracle Payment Interface Configuration Tool - x
Oracle Payment Interface - RES Pay@Table Configuration
RES Merchant ID © 3700000001
RES Database:
Name: [micros | Host: [127.0.0.1 | Port: (2638 Max Pool:
Password: Confirm Password:
Tender Configuration:
Visa: MasterCard: [106 AMEX ; DinersClub: | 106 MasterCard Debit |:|
JCEI:I:' CUP: I:IGiﬂCard: |:| CUP Debit: |:| Debit:
Visa Debit|:| Visa Electron: |:| Switch: |:| Local Debit: |:| Paypal Card: |:|
Maestro:| | vear: [ | mmance: | | Eccne | ] BCCare: | |
SenviceNum:
ORACLE
HOSPITALITY Previous MNext
6. Fill out the RES Pay@Table Configuration form:
Name: name of the database, such asmicros.
Host: IP of RES Server.
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If OPl is installed on the RES server, you can enter 127.0.0.1.

If OPl is installed on a different PC, you must enter the actual IP of the
RES server.

Port: Do not change from 2638.

Max pool: 40

User: the username of a Micros.db user

Password: the password for the Micros.db user.

7. Fill out the Tender Configuration section to link each tender to the P@T tender.
If you configured separate P@T tenders for each card type, make sure to enter the
correct tender number.

a. Unused tenders: Leave the entry blank.
b. Gift Cards: Leave the entry blank (not supported).
c. ServiceNum: Enter the Print Check tender number.
8. For each terminal you want to add, click Add Pay@Table Terminal, and then
enter the terminal information:
a. Mobile Device ID: enter and assign an ID for the P@T terminal.
b. Select Query by Check or Query by Table. Query by Table will bring up
all checks open at that table.

9. To add another Merchant ID or Property, click Continue.

10. To finish configuration, click Exit, and then save the changes. Restart the server if
prompted by the installation wizard.

Pay@Table Config.exe

1. Verify all settings are as they should be in config.exe and make any changes if
necessary.

2. Double-click \OraclePaymentInterface\bin\config.exe to start the

OPI Native Driver

Oracle Payment Interface Configuration tool, and then enter the administrator
credentials to the computer.
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IM Cracle Payment Interface Configuration

About

log

master

opera

operal
parameter_level
passphrase
payment
pinpadAddress2
pos3700
pos37001
posApi

posRes
posResl
posSybasel
serverl Q)
simphony
simphonyl
switch
terminald7

m

(= =]C

Key Value |
Century 20

Command5leep 200

CommandSleep2 100

Currency 240

Mode 2

NeedAdjustReceipt false

PCommand CREDIT_AUTHORIZE_AND_PAY
PaymentCode 0 106

PaymentCode_1 106

PaymentCode_2 106

PaymentCode_3 106

PaymentCode 4 106

PaymentCode_§ 106

RoomPosting 4

ServiceMum 902

Timeout 30

Url http://127.0.0 1/ResPosApiWeb,/

Left click on posApi, then right click on PCommand and delete it. This will

allow P@T transactions to post.

You do not need to make changes to terminal47. You can view or configure

information for the Pay@Table terminals.

IM Oracle Payment Inteface Configuration

About

opera
operal
parameter_level
passphrase
payment
pinpadAddress2
pos9700
pos97001
posApi

posRes

posResl
posSybasel
server(()
simphony
simphonyl
switch
terminald?
w702

Value

m

0R_3700000001
OR_3700000001_1_C

Key = Mobile Device ID
OR = 3700
3700000001 = Merchant ID

_1_C=The _1is a Revenue Center value and is unused in RES, but defaults to 1.
The _C means this is a Query by Check terminal.
The Query by Table Terminals do not show the “_1_C”.

You must change the vx6702 Port to the port used for connecting to the 3rd
party. The MICROS KDSController service uses port 5023. You must change this
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6.
7.
8.

port even if you are not using Pay@Table.

About

M Qracle Payment Inteface Configuration

opera
operal
parameter_level
passphrase
payment
pinpadAddress2

-~

Key

| Value

CertPass
PayAtTableServer
Port
UseDeviceRRM
UseSSL

J—
0Q
5023
true
false

pos9700
pos97001
poshpi
poshes
posResl
posSybasel
server ()
simphony

m

simphonyl
switch
terminald?
wb702

Exit the configuration tool and save the changes.
Restart OPI service.

System is ready to run a test transaction.

POS Configuration for Native Driver

Credit card drivers, including CaOPI, require complex security. Ops.exe does not start if
complex security is not enabled. The troubleshooting section contains instructions for

enabling complex security.

Install and Configure CaOPI driver

1.

2
3.
4

Batch and Settle all current transactions.
Take Micros Control panel to off.
Verify Microsoft NET Framework 4.6.1 is installed.

On the RES Server, double-click CaOPTI . exe and follow the installation
instructions.

You must run the CaOPI . exe installation on RES backup servers because it
must register OpiProxy.d11. You cannot only copy the file to the backup
servers. Make sure the to install Microsoft .NET Framework 4.6.1 on the backup
server.

Configure CaOPI Driver

OPI Native Driver

1.

2
3.
4

Take Micros Control Panel to Back of house.
Open Poscfg | Devices | CA/EDC Drivers.
Create a new record named OPI.

On the Driver tab, enter OPI as the Driver Code.
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5. On the System tab, enter the Host URL Part 1 and Host URL Part 2:

CA f EDC Drivers - m| *
File Edit Record Help

CA | EDC Drivers A == S i SN2
2 0PI SotBy [Murber v |4 4 B Pl = @

Record Yiew l Table Yiew ]

Mumnber | Marne |A Driver  Shstemn lMerchant]
1 Demo Drver

F 2 |:|F'| Mot Used

| 4 TvCredit 0

n b TWSettle

| & TWDebit

| 7 TVDSette
Host URL Part 1
|http:.".v"l 033176176
Host URL Part 2
|5098AIS0M

W
The Manager, Joe 12/6/42016 10:09:20 AR

Use the IP of the PC where OPI is installed.

Do not use 127.0.0.1 even if OPI is installed on the RES server.
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6. On the Merchant tab, enter the Merchant ID Number.

B ca / EDC Drivers — m| *
File Edit Record Help

CA | EDC Drivers REEE 2 éh &N
2 0PI SotBy [Mumber  v| |4 4 B Pl i == =] 4

Record Wiew l T able View ]

Mumber | Mame |A Diriver ] System MEfCha”tl 44> » =
| 1 Demo Driver Mumber |Mame A Authorization ]Settlement] RVC ]
| 3 OF E_‘—‘
4 T Credit
B 5 TWSettle
B & TwDebi
| 7 TWDSettle

terchant ID Mumber
AF000000071

W

94,/20F 10 44-47 PR

The Mananer .lne

If you are using multiple merchant IDs, click the lower blue plus symbol to add
another Merchant record. Use the record Number that Poscfg defaults to even if
it is not in sequence. Add a Name for each Merchant record and the correct
Merchant ID Number.

Link each revenue center to the correct Merchant.

B ca s EDC Drivers - O X
File Edit Record Help
CA / EDC Drivers B T #h & w7

2 0PI SortBy [Mumber  ~| |4 4 » Pl g = @%

Record YWisw l T able Wiew ]

Mumber | M ame |h Diriveer ] Spstem  Merchant l 44 » D + —
5 | '3 Driver Mumber [Mame ~ .-’-'«uthulizatiun] Settlement  AWVC l
L b z
| 4 TVCredi B 3| Catering > b b= =
| 5 TWSettle B 2 Retai Name B
| 6 TWDebit B #|1 - Restaurant
| 7 TWDSetile |4 - Curbside
: 3 - Delivery

Every revenue center must be linked to a Merchant. Checks should not be
transferred between revenue centers with different Merchant IDs.
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8. In Micros Control Panel, highlight Restaurant, and then click Reload DB. No
driver configuration changes are complete until the DB has been reloaded.

Credit Card Batch Configuration
1. Start | Run | CreditCards.exe | OPL
2. Enter the passphrase created during the OPI installation, and then click Save.

3. Verify it says the Passphrase saved successfully.

File Help
Credit Card Batch @ N2
Create ] Reports ] Edit Settle Mhagriostic iy

Enter the Pazsphraze below

nformation X

The OPI Passphrase is saved successfully.
In order to complete this change on the RES side go to the Diagnostic tab and select OPI (bottomn left corner),
then select "Update OPI PassPhrase” (upper left corner), and click "Begin Test".

If you have a backup server configured and the Passphrase cannot be written to
that PC, the passphrase will not save.

Note: If a new backup server workstation is added after the OPI passphrase is
entered in CreditCards.exe, you must re-enter the passphrase in CreditCards.exe
again, so that the passphrase can be saved to the backup server.
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4. CreditCards.exe | diagnostics, select OPI from CA/EDC Drivers, select Update
OPI PassPhrase, and then click Begin Test.
£3 Credit Card Batch

File Help
Credit Card Batch
Creste | Repons | Edi Sette | Diagnostic i o
Diagnoztic Functions Statuz Infarmation
Get version Submitting Diag Murber [2] to Driver Seq [10]

date 0P| PazzPhraze 0Pl PazzPhraze update succeeded

CaA ¢ EDC Dnvers IJzer Defined Data
1 - Demao Driver ~ |
4 - TWCredit o

C T ol

Begin Test | % Frirt |

5. Result = "OPI Passphrase update succeeded"

If the OPI Passphrase is changed to something other than what was used during
the OPI installation, you must also change the value on the OPI side. See the
Utilities | RWregistry section for more information.

Employee Class Configuration
Poscfg | Employees | Employee Classes | Options:

Enable Tender with initial authorization for the manager employee class or the class
that can authorize special transactions for servers.

This option is only needed for and only applies to OPI transactions.

For example, if a bartender begins a check and does an initial authorization and then the
customer leaves without paying their bill, the bartender will not be able to do another
authorization without having the credit card. If they select CC final and an employee
with this option enabled authorizes it, the check can be closed to the initial auth.

See POS Workstation Procedures.
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Tender Configuration
1.

OPI Native Driver

Navigate to Sales | Tender/Media | Tender, and then create a tender for a card

using OPL. The following example uses an OPI tender for Visa. To create a

default tender, follow the same instructions or make a copy of an existing tender,
clear the card type ID field, and then name the tender accordingly.

Edit the Tender tab as described in the following:

Tender / Media - o
File Edit Record Help
Tender / Media & I £ p 6 € N?
211 OPI Visa SotBy [Mumber +| |4 4 b Pl g = 8l
Recond iew ] Table Yiew ]
General Tender l F‘resets] CC Tender] CreditAuth] FMS ] Service TTL] F'rinting] Perzonal Check]
Mumber | Mame | ~ General Options Charged Tip
L 206 [~ Open drawer [901 Charge Tip ~| @
210 == QP == [ Use with currency conversion High Amount Lockout
T 211 [v Reference required g
1 212 0P Discover [~ Exempt auto service charge [ Enable HALD
: 713 0PI Amex lI: E:;Tclje:ﬂ;:ve service charge
1 214 /0PI Diners v Azzume paid in full ;
- 215 0PI M.C. [~ Require amount entry
L 216 | CashBack Tdr [~ Declare tips paid Options
L 217 0PI Default v Item iz shareable [~ Enable Tender Truncation
218 [¥ Post to gioss receipts [ Enable Tender Rounding
N 300 - Other [v Post to charge receipts r
N 301 Manager Meal [™ Post fizcal cash register credit r
— 7 Tawx exempt coupon
L 302 Promo =
| 400 - Room Chig [~ Use with Tip Check 0 =
o 401 | Room Charge [~ Check for Placehalders External Type
L 402 | Account Chig I~ Persist Auto Discourts &
] 501 Cash Drop [~ Prompt for Promize Time SRM Payment Type
502 | Cash Pickup [ Open drawer befare prompt
: 502 Tips Paid [~ Enforce beverage control
L 504 |Paid In
a 505 |Paid Out
The Manager, Joe 9142016 10:43:15 PM

Reference required
Assume paid in full

Charged Tip linked if any TSR Revenue Centers.

Empty if only QSR Revenue Centers.
Make sure the Presets tab is empty.

Enable the following options on the CC Tender tab:

Credit Auth required.

Mask Credit Card Number.

Mask expiration date.
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5. Edit the Credit Auth tab as described in the following;:

Tender / Media
File Edit Record Help

Tender { Media

211 OPI Yisa

Recard Wiew ] Table View ]

Genetal] Tender] Presets] CC Tender

®oOREAR S
SotBy [Number  ~| |4 4 B M = =11

Mumber | Mame |A
| 105 | Cash w/place Authorization | Preambles |
106 P@T
| 200 - CrediCad s Dty
| 201 visa 2 0P =1
B 202 Discover A Tip %
| 203 Amex
o 204 Diners/C.B. Iniitial Auth Amount
205 M.C.
] 206
B 210 == QP Secondary Floor Limit
| M
n 212 0PI Discover Secondary Difference %
n 213 0PI Amex
| 214 0PI Diners
25 OFI M.C. v Allov partial authorization
| 216 CashBack Tdr Card Type
217 | OPI Default ,—
| 713 w
L 300 - Other
L 301 Manager Meal
302 Promo

#h @2

Credit Auth ] PHS ] Service TTL ] Printing ] Persanal Check]

EDC Driver
2 om =l el

Base Floor Limit 1
Amourt

[~ Daonot ga online for autharization
[~ Print altemate voucher

Baze Floor Limit 2
Amourt

-
-

The Manager, Joe 941472016 11:09:22 PM

e CA Driver =0PI
e EDC Driver = OPI

e Allow partial authorization = Enable (unless 3rd party does not support

it.)

e Card Type = Enter the card type ID, in this case 00 for Visa. Card Type ID
Reference contains a reference of the ID for each card type.

Note: Some of the card type values have changed from OPI 6.1 to 6.1
MR1. The new values must be entered in Tender/Media | Credit Auth |

Authorization, “Card Type”.

6. Make sure the Preambles tab is empty.

7. On the PMS tab, select Allow 19 reference characters.
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8. On the Personal Check tab, select Authorization required, and then select OPI
from the Check Driver drop-down list.

Tender/ Media -
File Edit Record Help

Tender / Media ® @ £ > #h SN2

217 OPI Default SotBy [Number ~| |4 4 B M = =11

Record Yiew ] Table View]

General] Tender] Presets] CC Tender  Credit Auth ] PHS ] Service TTL] Printing] Perzonal Check.

Mumber | N arne: | ~
A 206 Autharization l Preambles]
210 == 0P| =
| 211 oPivisa CA Driver EDC Diiver
| 212 0P Discover |2 0P ~l el Jz2om x| =
L 213 0PI Amex CaTip % Baze Floor Limit 1
| 214 | OPI Diners Amount
- glg gpl:g'c'k T Imitial Suth Armourt D X ot ot
3ENoac r 0 nak go onling hor authonzation
7 Al OF| Default [~ Print alkernate voucher
] 218 Secondany Floor Limit -
: 200 - Other ,7 E?nsoeuiltool Lirrit 2
L 301 Manager Meal Secondamy Difference &
n 302 Pramio ,7 =
A 400 - Room Chrg ) o r
401 | Room Charge v Allows partial authorization
: 402 | Account Chig Card Type

501 | Cash Drop
A02 Cash Pickup
503 | Tips Paid
504 Paid In

B05 | Paid Out

-

9. Save the tender.
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Revenue Center Configuration

RVC Credit Cards - ]
File Edit Record Help

RVC Credit Cards @ 2 2 # SN2
1 Restaurant Sort By |Mumber - | 3 1 + =] @

Record Wiew ] Table View ]

Murnber ~ General lHeaders] Trailers] Floor Limits] Printing] Driver ] AVS ] EustomerDispIay]

Restaurant

Optiohs
g E:;ivery [~ Suppress amount on initial authorization [ Initial Auth &z Zera Dollar Account Yerification
4 Curbside [~ Suppress linefeeds after voucher Charged Tips Limit
5 Quick Service [~ Authorize below Ca floor message ’—
& Drive Thru [v allove 20 reference characters
8 O5R- nonCOM [~ Confirm customer signature v Enable OPI mode

 Disable charged tip Cefault OPI Tender
[ Donot add estimated tips to CC autharization 217 0P Defaul :"

[~ Dizable Prompt for Card Holder Mot Present
[~ Always Prompt for Co-branded

[~ Enable auto offiine auth

CA& Status
[ Enable CA status display
[ Display for entire RWC

Credit Second Level Encryption Data Debit Second Level Encryption D ata

Navigate to Revenue Center | RVC Credit Cards | General. For each applicable revenue
center, on the General tab:

e Select Allow 20 reference characters.
e Select Enable OPI mode.
e Set the Default OPI Tender.

If OPI is not enabled for all revenue centers, you cannot transfer checks with Credit auths
between the differing revenue centers.

Upgrade Installation
Before upgrading

1. Batch and settle all credit transactions.

2. Know the MySQL root user account password.

Note: Some of the card type values have changed from OPI 6.1 to 6.1 MR1. The new
values must be entered in Tender/Media | Credit Auth | Authorization, “Card Type”.
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Steps to upgrade from OPI 6.1

1. Take Micros Control Panel to off.
2. Double-click Oracle Payment Interface-6.1.1.9.exe tolaunch the
install.
3. On the Missing dependency screen read the message and follow the
instructions to copy a backup of the MySQL Server 5.6.35 installation files.
4. Exit the OPl installer.
5. Double click mysql-installer-community-5.6.35.0.msi and follow prompts to
upgrade the MySQL version.
6. When the MySQL upgrade is complete, double-click Oracle Payment
Interface-6.1.1.9.exe tolaunch the installer again.
7. Follow the on screen instructions.
& Oracle Payment Interface Configuration Tool (=)= |[=]
Oracle Payment Interface - Configuration Tool
User name : Password :
Please login with an existing windows account that has administrative rights.
ORACLE
HOSPITALITY Logi

OPI Native Driver

10.

11.

The installation wizard launches the Oracle Payment Interface Configuration
Tool.

If it does not automatically start, (you do not see the screen above), double-click
INSTALLATION_DIR\ OraclePaymentInterface \ bin\ OPIconfigurationWizard.exe.

Verify all settings are correct or update them if needed.

On Configuration Summary screen, to add another Merchant ID or Property,
click Continue.

To finish configuration, click Exit, save the changes, and then restart the
computer.

2-25



TSR

3 POS Workstation Procedures

Credit card transactions with OPI and the RES native CaOPI driver function the same as
existing native drivers. You can now use the following features that were not supported
by MGDH:

e Beverage control

e Place holders

e Splitting checks with auths.

e Adding checks with auths.

¢ Not limited to 5 auths per check.

e Auths can be associated with a specific seat.

e Can void a CC tender (before batch and settle).

e Credit auths print to the CA Voucher printer.

CC Auth

Button configuration = Function Transaction: Credit Authorize.
1. Begin check, ring food, and service total.
2. Pick up check, select Auth CC, and service total.

CC Final

Button configuration = Function Transaction: Credit Finalize.
1. Pick up check with a CC auth and select CC Final.
2. Select No to "Chg tip amount is 0.00".
3. Enter total amount including tip and select CC Final.
4. Click OK at the tip amount prompt.

Void CC Tender

1. Re-open the closed check.
2. Select CC tender payment.
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3700 POS Operations = x

SubREST

Gst1 Rest t o
Thi 30i1 Chk ng? m Sally S “ o= s Seat 1: Ready For Your Next Entry

-
1 Crab Cakes 10.00 . [ Debi ! #& Dircou ?0 ?0 -
—

Charge Tip A 7 Redee nt
XXX XX KX X4659 ’ 2
- .@
# XOOOOKKXXXK4659 XXIXX
OPI Visa: 100569 Auth |ﬁ - gggle Funcm
Authorization 10.00 | ] Fchisc
# XXAXXKXXKXXKKX4659 1
Authorization 3.00
‘T‘;'TD h ancel Trans
\ __.,u DISC Order
MPG Pay @ Ente [‘.Iea p -
screen

Subtotal .
Tax - - - - -
Service Chrg .
Payment ' - - " -
EatIn Tt
3. Click the Void button. (Normal RES void button. No SIM.)
3700 POS Operations — b
Thi 30/ Chkﬁi‘%; ﬂ Sally § ﬂ Rseusgaﬁlérsqpl Seat 1: Ready For Your Next Entry
1 Crab Cakes 10.00 1 W Debit] o1
# XXXXXXXXXXXX4659 XXIXX 1 " | Redee|  nt ?U ?0 =S

L

OPI Visa:100569 * — -
R 5=
al CC nq e
F#OOOOOKKAAXNXK4659 | 1 — -
. . —
OPI Vls.a' . . Alﬂh |p |1 Igs Josgle e
Authorization 3.00 .. nquire | AutoDisc
C C.
'T'E"S'TD . _add il o Trans
__.-' DISC Order

B D ED
screen

Subtotal 10.00
Tax 0.00 - - - -
Service Chrg 0.00
Payment 0.00

- - - -
Eat In Ttl 10.00
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Adjust tip

1. Starting from the steps above with the CC tender already voided, enter 15.00 and
select CC Final. This applies 10.00 to the amount due and raises the tip from 3.00
to 5.00.

2. Click Yes to tip prompt.

Thl 301 chic7o7 I e "SUREST
1 Crab Cakes 10.00 1 9 Dcbi i - -
#OXXAXKAKAXAAXL659 XXIXX 1

OPI Visa: 100569

Authorization 10.00
#XXXAARXAKXAXKL659 | 17

OPIl Visa:

Authorization

Inguire  AutoD)

P@T | o
ror [

Cance
Order

Subtotal

Tax

Service Chrg
Payment

Eat In Ttl

Voice / Manual Auth

This is only supported in TSR.

Button configuration = Function Transaction: Manual Authorize.
1. Begin check, ring food, and service total.
2. Pick up check, and select Manual CC.
3. Enter the voice auth code when Ops prompts for it.

Refund

1. Begin check, and then select Void.
2. Ringup $10.00 food, and then select CC auth.

Result = A $10.00 refund is applied to the card and the check closes without having to
hitting CC final.

Customer and Merchant copies of Refund voucher print.
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Move Auth

Pick up a check with food rung on seats 1 and 2 and a CC auth on seat 2.

1.

Click Split Check and select the food and auth on Seat 2.

2. Click in the Check 2 window.

10.00

HEAAH Coot ] wwwwaw [Rww Ak oot D O RRREEW

1 Crab Cakes | 1 Mozzarella Sticl

# KKXXKKXK}G(XKXEUj
OPI Visa:544751
muthorization

CC Reprint

CC Reprint cannot be used from within a check.
Button configuration = Function Transaction: On Demand CC Voucher.
Vouchers can be reprinted for open or closed checks.

1.

2.
3.
4

Sign into Ops, but do not begin a check.

Enter a check # and select CC Reprint.

The vouchers will reprint showing **Reprint** at the top.

If just CC Reprint is hit, the auth from the last check that was open on that
specific workstation will be reprinted. If it has multiple auths on it, a list of those
auths will be shown so the user can select one. If there were no CC auths on the
last check then it will show: “No CC Voucher Found to Print”.

Initial Auth

Button configuration = Function Transaction: Initial Authorize
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Sign into Ops, begin check, enter an amount and select Initial Auth.
That amount will be authorized, but no vouchers will print.

To close the check later, do a CC auth and CC final with the card.
If the patron has left without paying (card not present), select CC Final.

Ops will prompt: “Use initial authorization to finalize the check?”

Click Yes to prompt.

N o @l

Ops will prompt for a user with this privilege to authorize the transaction.
(Employee Classes | Options, “Tender with initial authorization)

QSR
CC Sale

Button configuration = Function Transaction: Credit Card Lookup.
1. Sign into QSR revenue center and ring in order.
2. Select CC Sale.

Void CC Tender

1. Re-open the closed check and select CC tender payment.
2. Click the Void button. This is a normal RES void button and not SIM.

CC Reprint

Button configuration = Function Transaction: On Demand CC Voucher.
CC Reprint cannot be used from within a check.
Vouchers can be reprinted for open or closed checks.

1. Sign into Ops, but do not begin a check.

2. Enter a check # and select CC Reprint.

3. The vouchers will reprint showing **Reprint** at the top.

4. If just CC Reprint is hit, the auth from the last check that was open on that
specific workstation will be reprinted. If it has multiple auths on it, a list of those
auths will be shown so the user can select one. If there were no CC auths on the
last check then it will show: “No CC Voucher Found to Print”.

Refund

1. Select Void, and then ring $10.00 food.
2. Select CC sale.

Result = A $10.00 refund is applied to the card and the check closes.

Customer and Merchant copies of Refund voucher print.

POS Workstation Procedures 3-30



4 Utilities

OPI Configuration Wizard

The OPI wizard is installed to
INSTALLATION DIR\OraclePaymentInterface\bin\OPIconfigurationWizard.exe

and can be used to:

Enable or Disable PMS or POS interfaces.

Change from Terminal mode to Middleware mode and vice versa.
Enable Pay@Table

Add Pay@Table terminals

Add Pay@Counter terminals

Add a new Merchant ID

Edit an existing Merchant ID

RWregistry.exe

Q: How can I edit the Native Driver Passphrase in OPI?
A: Use the RWregistry tool:

Utilities

1.

SN

Navigate to C: \OraclePaymentInterface\Bin\RWregistry.exe.
Right click rwregistry.exe and run as administrator.

Log in with Windows admin user and password.

Select Update POS passphrase from drop box.

Enter new password twice, and then click Confirm.

Restart OPI service.

Q: Where do I change the corresponding passphrase on the RES side?

A: Use the CreditCards.exe tool:

1.
2.

Navigate to CreditCards.exe | OPI, change the password, and then click Save.
Navigate to CreditCards.exe | diagnostics, select OPI, select Update OPI
PassPhrase, and click Begin Test.

Wait for the operation to complete and verify that you get the message: OPI
Passphrase update succeeded.

Q: How do I update the OPI DB user password?
A: First change the pw in MySQL.

1.

Stop OPI service.

Start | All programs | MySQL | MySQL Server 5.6 | MySQL 5.6 Command line
Client.

Enter the MySQL root user account pw at the prompt.

Select user,password,host from mysql.user;

Result = shows root user 3 times and OPIDBuser 2 times.

The following commands use a DB user name of 'OPIDBuser' as an example.
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Update mysql.user set password=PASSWORD("YourNewPWgoesHere') where
user='OPIDBuser’;

Result = When successful it shows: 'Query OK, 2 rows affected"

Select user,password,host from mysql.user;

Result = the hashed PW for OPIDBuser should now be different than in step 3
above.

Exit MySQL.

Then, change it to match on the OPI side in rwregistry.

Config.exe

Utilities

1. Goto OraclePaymentInterface\Bin\ and right click rwregistry.exe and "Run as
Adminstrator".

2. Login using the administrative user credentials given during install.

3. From the drop-down, select Update Database Creds.

User: Enter the OPIDBuser name given during install (and changed in MySQL).
Password: Enter new PW. Same as used in MySQL.

a. Confirm pw: confirm pw.

b. Click Commit.

c. Result: "Committed update successfully"

4. Close rwregistry.

5. Restart MySQL svc

6. Restart OPI svc

7. If using an OPI simulator, restart the simulator.

1. Double-click \OraclePaymentInterface\bin\config.exe to start the
Oracle Payment Interface Configuration tool, and then enter the administrator
credentials to the computer.

2. Settings can be viewed and or updated here.

3. After making changes, save and exit.

4. Restart the OPI service.

card

Key Value Description

Amex 2 3400000000 349999999913 00 AMEX card schema.

JCB 4 3528000000 3589999999 16 0 0 JCB card schema.
Mastercard 1 5100000000 5599999999 16 1 0 MasterCard card schema.
Visa 0 4000000000 4999999999 16 1 0 Visa card schema.
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Utilities

currency

Key Value Description

036 0361 AUD 214 Australia Dollar ~ Currency list, refer to chapter 4.

dil

Key Value Description

Mode 8 8 = Native, 3 = MGDH

Port 5098 Default port for POS request.
ifc8

Key Value Description
CpPolicy 3
Dp_pms_connection_check true

Pms_check_inactive_interval 73

Pms_inactive_gate 313
TotalMerchantNumber 0-n Total merchant number for
OPERA, depends on merchant
configuration.
ifc8X
Key Value Description
Condition_code 42 Default value.
Currency_code 840 Merchant currency code, please refer
to chapter 4.
Currency_code_decimal 2 Currency decimal.
Device_merchant_id XXXXXXXX OPERA Chain and Property ID.
ExternalMode true Default value.
Merchant_city XXXXXX Merchant city, maximum is 13
characters.
Merchant_country XX Merchant country, please refer
chapter 4.
Merchant_id MGS-OPERA  Default value.
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Utilities

Merchant_name XOXOXXXXXX Merchant name, maximum is 25
characters.

Merchant_type 7011 Merchant MCC code.

PaymentCode_0 VA Visa transaction code in OPERA.

PaymentCode_1 MC MasterCard transaction code in
OPERA.

PaymentCode_10 CU

PaymentCode_11 DD

PaymentCode_12 DL

PaymentCode_15 GC

PaymentCode_17 MD

PaymentCode_18 ME

PaymentCode_19 VE

PaymetnCode_2 AX AMEX transaction code in OPERA.

PaymentCode_21 SD

PaymentCode_24 VP

PaymentCode_25 AL

PaymentCode_26 EC

PaymentCode_29 MX

PaymentCode_3 DC Diners transaction code in OPERA.

PaymentCode_32 PC

PaymentCode_4 JC JCB transaction code in OPERA.

PaymentCode_40 BC

PaymentCode_9 CC

Pms_server_ip XX XX XX XX OPERA IFC8 server IP.

Pms_server_port XXXX OPERA IFC8 server port.

SwitchID 0Q Default value.

Terminal_id OPERA1 Default value.

User3

Lttt

OPERA IFC8 encryption key.
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master

Key Value Description

systemType 1 Default value.

parameter_level

Key Value Description

Country uUs

Instance 1

Region NA

Solution OPI

Type OnSite

payment

Key Value Description

Country us

Dll 0/1 Enable or disable port for POS. 0 is
disable port, 1 is enable port.

Opera 0 Default value.

Opera2 0 Default value.

OptionByte2 true Default value.

OptionByte4 true Default value.

Pos 0 Default value.

P0s9700 0 Default value.

RefreshTime 0290**? OPI refresh time to reload merchant

configuration and purge history
transaction data.

RemoveDevice4 0/1

Enable or disable port for Pay@Table

device. 0 is disable port, 1 is enable
port.

Running_mode 0

Default value.

Server

0Q

Default value.
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TimeZone America/New_York

Merchant time zone, follow Java time

zone format.

Ifc8 0/1

Enable or disable function for
OPERA IFCS8 interface. 0 is disable
function, 1 is enable function.

pinpadAddress2

Key Value Description

XXXXXXXX_ XX TID IP

PED mapping list, please refer to chapter 4.

posApi

Key Value Description

Century 20

CommandSleep 200

CommandSleep2 100

Currency 840 Merchant currency code, please
refer to chapter 4.

Mode 2 RES IIS mode, default value.

Need AdjustReceipt false Default value, doesn’t allow
Pay@Table modify exist check.

PCommand CREDIT_AUTHORIZE This PCommand value must be

_AND_PAY

deleted for Pay@Table to be
able to post with RES Native in
OPI 6.1.1.9.

It should remain for MGDH
solution. PCommand is re-
created every time the Wizard
is run and any change is saved.

PaymentCode_0 XXX Visa tender number in POS
configuration.

PaymentCode_1 XXX MasterCard tender number in
POS configuration.

PaymentCode_10 XXX

PaymentCode_11 XXX

PaymentCode_12 XXX
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PaymentCode_15 XXX

PaymentCode_18 XXX

PaymentCode_19 XXX

PaymentCode_2 XXX AMEX tender number in POS
configuration.

PaymentCode_21 XXX

PaymentCode_24 XXX

PaymentCode_25 XXX

PaymentCode_26 XXX

PaymentCode_29 XXX

PaymentCode_3 XXX Diners tender number in POS
configuration.

PaymentCode_32 XXX

PaymentCode_4 XXX JCB tender number in POS
configuration.

PaymentCode_40 XXX

PaymentCode_9 XXX

RoomPosting XXX Room posting tender number
in POS configuration.

ServiceNum XXX “Save check” tender number in
POS configuration.

SimphonyVersion 2.5 Simphony version definition.

Timeout 30 Timeout value for OPI connect
to POS transaction service.

Url http://xxxx RES transaction service URL.

posRes

Key Value Description

TotalMerchantNumber 0-n

Total merchant number for RES, depend
by merchant configuration.
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posResX

Key Value Description

Condition_code 42 Default value.

Currency_code 840 Merchant currency code, please
refer to chapter 4.

Currency_code_decimal 2 Currency decimal.

Device_merchant_id XXXXXXXX CMID, assig by OPI installer.

Merchant_city XXXXXX Merchant city, maximum is 13
characters.

Merchant_country XX Merchant country, please refer

to chapter 4.

Merchant_id

MGS-POS 3700

Default value.

Merchant_type

5812

Merchant MCC code.

Pos_type posRES POS version definition.

SwitchID 0Q Default value.

Terminal_id POS3700 Default value.

posSybase1

Key Value Description

Initldle 20

MaxPool 40

MaxWait 20

Minldle 10

ResDB Micros RES DB name, default value.

ResHost XX XX XX XX RES Server IP.

ResPassword ****#**** RES DB user password.

ResPort 2638 RES Server Sybase database port, default
value.

ResUser X RES DB user name.
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server0Q

Key Value Description

ConnectTimeout 10

Host https://xx.xx.xx.xx:port 3 PSP middleware URL.

HostMode true/false Terminal mode (PED direct
connection) = false. Middleware
mode = true.

Port 8080 Port for 3 PSP PED or
middleware.
Timeout 60 Timeout value for OPI send request

to 314 PSP PED or middleware.

UseSSL true Default value, OPI send request to
34 PSP PED or middleware by
HTTPS.

UseTCP false Default value.

UselnquiryMode  true This parameter must be added

manually and it only affects
Middleware mode. true =do
transaction Inquiry. false =do
reversal.

switch

Key Value Description

0 0QI-11-11 Default value.
1 0QI-11-11

11 0QI-11-11

2 0QI-11-11

3 0QI-11-11

4 0QI-11-11

8 0QI-11-11
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terminal47

Key Value Description

XXXXXXXX XX XXXXXXXX_X Please refer to chapter 4 for Pay@Table
device mapping.

vx6702

Key Value Description

CertPass Ak Pay@Table certificate password.

PayAtTableServer  0Q Default value.

Port 5023 Default port for Pay@Table device request.
The RES KDScontroller uses port 5023 so
this value should always be changed.

UseDeviceRRN true Default value.

UseSSL true/false =~ Pay@Table connection mode, default is

“true” to use HTTPS for Pay@Table request.
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5 Troubleshooting and FAQs

Troubleshooting

Situation 1: Unable to launch config.exe on Server 2008 R2.

Solution: Right click and config.exe and select “Run as Administrator”.

Situation 2: Cannot communicate to OPI after installation.

Test:
1. Verify you can telnet to the OPI PC on port 5098 from another PC.
Ex: From CMD prompt: telnet 172.23.25.16 5098
(Where 172.23.25.16 is the IP address of the OPI server.)
If you cannot telnet to the OPI port, try the following;:
Restart the OPI Service.
Temporarily bypass the firewall.
Verify OP1 is listening on port 5098.
Open CMD prompt: C: \>netstat > c:\temp\ports.txt
Search ports.txt for “5098”.

SRR S

Situation 3: When starting Ops you see:

PCI Security Settings are MOT in Place >

One or mere of the following viclations have been detected:
Default DBA/MICROS database password(s) in use
Default Sensitive Data/Database encryption passphrase(s) in use
Tender/Media masking cptions not properly configured
Complex Security not properly configured

Refer to the MICROS Security Event Log and/or the 3700d.log for more details

OK

Solution:
e Enable Complex security.
e Look in event viewer to see what the specific issue or issues are.
e  Correct the issues listed.

If Ops does not start, go to Event Viewer | Applications and Services Logs | Micros
Security and see what the issue is.

Example below.
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£ Event Viewer
File Action View Help

= o
@ Event Viewer (Local) Micros Security Number of events: 2,322
% Custom Views -
—i: Windows Logs Level Date and Time Source Event D Task C
v [ Applications and Services Logs 1 Information 10/25/2016 7:31:43 AM RESDBS_
] Hardware Events ®Information 10/25/2016 7:31:35 AM P05 Configurat... 105 Form
=] Internet Explarer 10/25/2016 7:31:30 AM PQOS Configurat... 103 Data
] Key Management Service 10/25/2016 7:31:30 AM POS Configurat... 103 Data(
[ McAfee Anti-Virus File Systemn Filt 10/25/2016 7:31:30 AM POS Configurat... 103 DataC
}Ej Micros Security 10/25/2016 7:31:30 AM POS Cenfigurat... 103 DataC
[ Microsoft 10/25/2016 7:31:30 AM POS Configurat... 103 DataC
{=] Windows PowerShell 10/25/2016 7:31:29 AM POS Configurat... 103 Data(

_;j Subscriptions

Event 109, RESDB5_

General Details

not required (must be enabled)

|PCI Security Error: Alp

Setup a complex password for power user.

Human Resources - O ®
File Edit Record Reports Help

Employee Setup @REEE © @@ > i & n?
|9l]1 The Manager, Joe So[tb}l:lm 4 4 » M & = + = ﬁ@

Murnber I Last hame I ~ POS I Motes I Hourly Job I Salary Job I Payroll Information I Driver Info
109 AP Employes General I Personal I Contact Information I 1-9 Information I Exemptions Security I Employes Status
110/ Server 10- M5SR Reg P 41D PL anplication [0 Pawrall D

— = . assword [D: application [D: ayrall 10

| 111 | Srvr-FingerPrintReg I—SS I—EL = |541 08400
201 | Bartender 1

202 Bartender 2- MSF Fe User D Usger Pagsword

— Igg prm— [~ User must change password at first logon

203 | Bartend3- FingerPrint
I~ UserAccount Dizabled

| 204 Bartender 4 ﬂ‘ Do " Confirm U ser Password
205 Bartender 5 —lee e Rl If‘m“m" I~ Overide Authentication Mode

| 205 Bartender B ih Enroll Finger Prints | dindaws D amain M arme: ‘windows Uzar Name
L 301 | Deliveny Cghr 1

351 | Diriver Employee class:
— e |Manager - =l

Poscfg | Employees | Employees | Security
¢ Give your manager or power user a User Password with both letters and
numbers and at least 7 characters.
¢ You will not be able to open any back office application without this complex
User Password.

Restaurant = O
File Edit Record Help

Restaurant BHhmm 207y ¢ i @N?

|2 Micros Cafe So[tBleumber Vl 4 4 » M ¥ EI:::l —= @

Record Yiew | Table View I

Descriptionsl G55 Stare Infol Buziness Settingsl Eurrencyl Dptionsl Taxesl MLU Groups S ecurity |

Enhanced Password Security

I~ Usze Micros Classic Security

Dayz Until Pagsword E spires W Minimum Password Length I—?
M aximum Idle Time in Minutes W M aximum Failed Logins I—B
¥ Require AlphaNumeric Passwaords Paszword Repeat Interval |—4
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Poscfg | System | Restaurant | Security:
Disable Use Micros Classic Security.
Days Until Password Expires = not greater than 90

¢ Maximum Idle Time in Minutes = 15 or less

Require AlphaNumeric Passwords = On

¢  Minimum Password Length = at least 7

¢ Maximum Failed Logins = not greater than 6

Password Repeat Interval = at least 4

Before exiting Poscfg, test your new complex password by logging into another
application like CreditCards.exe.

Poscfg | Sales | Tender / Media | CC Tender, and then enable:
Verity before authorization

Credit auth required
Mask Credit Card Number
Mask Expiration Date

The “Micros” and “DBA” user passwords must not be the defaults.

These passwords can be changed in Database Manager | Users\Passwords.

The “Database Key” and “Data Key” values must not be the defaults.

These values can be changed in Database Manager | Encryption Keys.

After making all of the above changes, Ops should start.

If not, go back to event viewer and see what it says.

Situation 4:

If you have more than one card settlement driver, and you decide to clear sales totals,
you will need to manually delete the batch history of those drivers to avoid future batch
settlement issues. This is a very rare configuration and situation, but here are the details.
When sales totals are cleared, and a new batch is created it will be batch 1. The existing
batch 1 is found in batch history and all batches for that settlement driver are
automatically deleted. This is by design as it prevents duplicate batch numbers. But if a
2nd settlement driver exists that does not have a batch 1, that driver’s batch history will
not be automatically cleared.

Solution:

After clearing sales totals open the registry to

HKLM\Software\Wow6432Node \MICROS\Common\CCS\DrvrCfg\ and open each
“Drvr#” record. Example: Drvr5
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If the Drvr# folder contains a “History” folder, delete the entire History folder.
If there is no History folder, nothing needs to be done for that driver.

¥ .
LI

NMCATee

MICROS
3700
CAL
Common
AuditTrail
..... CaClient
----- CashManagement
w.l | CCS
..... CurrentVersion
v DrerCfg
;; - Direrl
5 .| | Drr10
5. | Drurd
v . | Drers
5. History
5 . Merchant
..... RvchMerchMap
é ..... Suppoﬁ
- System
5 .| | Drurb
5. | D7

Repeat this for every Drvr# record.

Situation 5:

Attempting to get an auth results in error “Failed to send OPI request [-214".

Solution:

Install Microsoft .NET Framework 4.6.1 on both server and backup server.

Situation 6:

-

Error

This generic error message can be caused by several things.

Solution 1:

Restart the OPI Service and try again.

Troubleshooting and FAQs
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Solution 2:

If the system.log shows the message below then the cause is likely a Java security update.
(This should not be an issue in OPI 6.1 MR1, but leaving info, in case.)

[GATEWAY RESPONSE] GenericJSONProcessor : Can not decrypt
java.security.InvalidKeyException: Illegal key size

Not all Java updates will cause this error, but security updates will. For example: Java 8
update 111 causes this issue.

1. Stop the OPI service.

2. Go to the link below and download jce_policy-8.zip.

http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-
2133166.html

3. Unazip the file and copy the two files to your Java security folder.

e Local_policy.jar
e US_export_policy.jar

Ex: C:\Program files\Java\jre (your current
version)\lib\security\

Some systems may have Java installed in Program Files (x86). If so, update the
files there also.

4. Start the OPI service.
Solution 3:

If the debug.log shows: "ht is null" and the problem was not caused by the Java
security update mentioned in solution 2 above, then the cause may be that the wrong
POS passphrase is in either OPI or RES.

The solution is to change the POS passphrase at both RES and OPI to be the same value.
The steps to do this are in the Utilities | RWregistry section.

Solution 4:

If nothing is writing to the debug.log at all when you get the “Unknown decline
reason [99]” error, then you likely have the wrong dll mode setting.

1. Open OraclePaymentInterface\Bin\config.exe | dll

2. Change mode to 8. (8 is for Native Driver solution. 3 is for MGDH.)
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IM Oracle Payment Inteface Configuration - O X

About
El (= Oracle Payment Inteface ~ Key Value A

card Mode | 8

currency Port 5098
dil

ifc8

ifc81

log
master

Amars

3. Save changes, and then restart OPI service.
Situation 7:  “Issuer or switch inoperative”

Cause 1:  Simulator is not running.
Cause 2: OPI service not restarted after making config change.

Cause 3: Java security update broke OPI by replacing files.
This should not be an issue in OPI 6.1 MR1.

Cause 4: Incorrect Proxy settings.
Cause 5: Incorrect settings in Config | Server0Q, for Host and or Port.
Solution For Middleware mode:

1) Need to use https instead of http.

2) Need to append port to end of host value

Ex: Host = https://10.39.176.175:8991

Cause 72 Wrong IP address in Config | pinpadAddress2 for that terminal.

Situation 8: “Bad Terminal ID”

Cause 1: In Config | pinpadAddress2, wrong Merchant ID
or wrong workstation number.

Cause 2: Config | posResl | Device_merchant_id is not set correctly.
Cause 3: Forgot to restart OPI service after making changes in config.exe or
the wizard.
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Frequently Asked Questions (FAQSs)

Q1: How can I change the port that OPI listens on from 5098 to 8089 (as an

example)?
1. OpenoOraclePaymentInterface\bin\OPIConfigurationWizard.exe.
2. Login as a local admin user.
3. Go to Pos Configuration and double click on your Merchant.
4. Change the Port: value to 8089
5. Click Next to final screen and Exit Config.exe, saving changes.
6. Restart OPI Service.
7. Open Poscfg | Devices | CA /EDC Drivers | System, select the OPI driver, and
then change the Host URL to use the new port. Save changes.
CA / EDC Drivers - O X
File Edit Record Help
CA | EDC Drivers RTEEHE 2 #h &
2 OPI SortBy (Mumber | 4 4 P P = ]
Record Wiew l T able Wiew ]
Muraber | Narme | A Driver  System l Merchant ]
1 Demo Driver
> 2 IiE] Mot Used
| 4 TWred 0
n 5 TwSettle
| & TvDebit
| 7 TWDSettle
Host URL Part 1
|hll|:u:a‘.r"| 0.33.176.176:8089
Host URL Part 2
|AJSON
L
8. In Micros Control Panel, select Restaurant and click Reload DB.

Q2: If a transaction can't finish for some reason. (for example, your network is
shutdown), how does OPI handle it?

A: If HostMode is false, (Terminal mode) OPI automatically sends a reversal transaction

to void the previous one.

If HostMode is true, (Middleware mode) OPI automatically sends an inquiry transaction
every 3 minutes until bank give a response (decline or approve).
This can be changed by adding the UselnquiryMode parameter:

1.

Run config.exe.
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2. Select server0Q from left list, right click , select add, add UseInquiryMode.
UselnquiryMode = true, means do a transaction inquiry.
UselnquiryMode = false, means do a reversal.

3. This parameter has no affect unless HostMode = true

Not Supported

Not supported in the RES Native driver solution:

Gift Cards

TopUp Auth

Balance Inquiry

Void a refund (RES limitation)

Debit (RES Native OPI)

SaleCashBack (RES Native OPI)

CC Voice/Manual CC for QSR (offline sale)
Backup OPI Server

Currency List

Appendix
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Key Value

036 0361 AUD 12141 Australia Dollar|
124 1241CADI2141Canadian Dollar|
156 156 CNY 12141 Chinese RMB|

344 3441HKD 1214 |Hong Kong Dollar|
356 3561INR1214|India Rupeel

360 3601IDR1214|Indonesia Rupiah |
392 3921JPY1014|Japanese Yenl|

410 4101 KRW 014 1South Korean Won |
446 4461 MOP1214|Macau Patacal

458 458 MYR 24| Malaysian Ringgit|
462 462IMVR1214|Rufiyaal

554 554INZDI1214|New Zealand Dollar|
608 608 | PHP 214 | Philippine Pesos|
634 6341 QAR 12141 Qatari Rial

702 7021SGD1214|Singapore Dollar

756 756 CHF 1214 |Swiss Francs|

764 764 THBI2141Thai Baht|

826 8261 GBP 214 |British Sterling Pound |
840 8401USDI12141US Dollar!|

901 9011 TWDI214|New Taiwan Dollar|
978 978 [ EUR 214 |Eurol
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Country Code

Country Code
Australia AU
Austria AT
Canada CA
Denmark DK
Germany DE
France FR
Hong Kong HK
Ireland IE
Italy IT
Japan JP
Korea, Republic of KR
Macau MO
Malaysia MY
Maldives MV
Mexico MX
New Zealand NZ
Philippines PE
Qatar QA
Switzerland CH
Thailand TH
United Kingdom GB
United States Us

PED Mapping Format

Key Value
CMID_WS TID_IP
POS Format

CMID: need match “Device_merchant_id” in merchant configuration.
WS: POS workstation number.

TID: Terminal ID.

IP: PED IP.

OPERA Format

CMID: need match “Device_merchant_id” in merchant configuration.
WS: OPERA client name, can’t contain “_" and space.

TID: Terminal ID.

IP: PED IP.
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Pay@Table Mapping Format

Key Value
PTID Product_CMID_RVC
or

Product_CMID_RVC_Option

Format

PTID: Pay@Table device ID.

Product: POS definition, 2 characters.

OR: RES; OF: 9700; 1Z: Simphony 1 & 2; 1N: IFC8

CMID: need match “Device_merchant_id” in merchant configuration.

RVC: RVC number in POS will activate Pay@Table function.

Option: by default Pay@Table pickup check by table number, if option “C” attached will
allow pickup check by check number.

Card Type ID Reference

Card Type ID for OPI 6.1.1 and later
Visa 00
Master Card 01
American Express 02
Diners 03
JCB 04
CUP 10
Discover 26
PayPal 27
Visa Electron 17
Maestro 19
VPAY 20
Alliance 21
EC Chip 22
Bancomat Card 23
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