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Preface

This document describes how to install the Oracle Payment Interface (OPI) Release 6.1
with Oracle Hospitality Simphony Release 2.9 or higher and contains the configuration
for both Simphony and the Oracle Payment Interface systems.

Audience

This document is intended for installers and system administrators of the Oracle
Payment Interface and the Oracle Hospitality Simphony Point-of-Sale Release 2.9 or
higher.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com

When contacting Customer Support, please provide the following:
e Product version and program/module name
¢ Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received and any associated log files

e Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change
April 2017 e Initial publication
August 2017 e Updated credit card preambles table
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1 Simphony Native Driver

Installing the Native Driver

The Simphony native driver provides connectivity functionality between Simphony and
OPL. Equivalent functionality was provided by the MGDH software (MICROS Gateway
Device Handler) in older versions of Simphony.

To use the native driver you must upgrade Simphony to release 2.9 or higher.

Selecting the Native Driver Refund Method

The native driver handles refunds in two ways, one method affects the sales figure in
Simphony reports; the other method does not.

The customer decides which method to use considering how they need refund amounts
to appear in their Simphony sales reporting.

When configuring OPI, you must also understand how the other credit card interfaces
used by the enterprise or property are handling refunds. It may be necessary to match
the native driver configuration in order to maintain consistent Simphony reporting to
other properties across the Enterprise

Method 1

1. Create the refund check value by ringing in a non-revenue service charge.
2. Pay the check using the Native Driver | CreditCardRefund function.

Method 2

1. Start a negative check using the Function | Transaction Void key.
2. Enter the items to be refunded and raise the negative check value.
3. Pay the check using the Native Driver | CreditAuthAndPay function.

You cannot combine steps from the two different methods. For example, creating a
negative check and trying to use the Native Driver | CreditCardRefund function does

not work.

If the non-revenue service charge method is required, configure a non-revenue service
charge similar to the following example:

Simphony Native Driver 1-1
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Configuring the Native Driver

1-2

You can configure the native driver in the Enterprise Management Console
(EMC). The screenshots and examples in this document refer to the configuration
at an enterprise level.

Typically, the OPI host resides at property level, and as a result the host address
may be different at each property or RVC, so the native driver configuration
may need to be completed at property or the RVC level. In either case, the
configuration steps are the same.

Adding the Payment Driver Configuration

To configure the OPI payment driver:
1. Depending if the payment drivers are configured at enterprise, property, or RVC

level, select the required level in the locations hierarchy and then navigate to Setup |

Payment Drivers.
2. If arecord for the OPI payment driver does not exist, use the green Insert Record
option.

Simphony Native Driver



m EMC

Fle Edt View Help

RERCODISEBBEHME - @@« « » 0 E R

Home PaymentDrivers
Page Enterprise
Filter
#  Clear Filters
Shaw Records Where Show All Records ] [contains the text = | Filter Mow o

w. Clear and Run

Zone/Location Inheritance Type
Enterprise Defined Here

1. For the initial setup, open the OPI record and select Import from a file.
Browse to:
:\MICROS\Simphony2\EgatewayService\handlers\OPIPayment.dll

3. Select the Open option.

M EMC
File  Edit  Wiew Help

RERBIODSHBBBME oG K « » 1 EEG[E

Horme PaymentDrivers
FPage Enterprise

m Name y General ]
Curnent Record
Number Audit This Record

Name |DP|

Content Type IEE - Secure DLL Configuration j Imnport from 4 file

File Mame Origin |D:\MIEHDS\SlmphonyZ\EgatewaySerwce\handlers\[l|

Content .Configuration }
1 | OPIPayment

4. Select the Configuration tab.

MEmc

[_[5]x]

File Edt View Help
CEBoRNS BRBB D - B 1« » »iEKGEIE
Po  Emtornee x
3 e /General |
1 oPl Curent Record

Number 0 This o

Name

Content Type |26 - Secure DLL Configuration ~|  Import om a file

Fie Nome Digi [ MICAOS Siphony2\Egalenayservcethandersa

Gontert ) Configuration]
Driver Configuration |
E=]
& Assembly/ Class
‘Assembly Name
Category And Typs

OPIPayment. dl

Class Name Wicros.Payment. CrecitCardDrivers. OPIPaymentDriver
Description OPI Payment Driver
Display Name:

OPI Test PSP
E Common Driver Properties

Merchant Number

510910000001
Bl Transport Service Properties
Host Timeout 120
PassPhase  eessssssssesees
Primary Host.

http://10.167.78.184:5098/ ISON

5. Configure the following options in each section.

Assembly/Class
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e Display Name: (Mandatory). This value appears in the driver display drop-
down list later during the configuration.
Common Driver Properties
e Merchant Number: (Mandatory) The value must match the Device Merchant
ID that has been configured in the OPL
Transport Service Properties
e Host Timeout: (Mandatory) The recommended value is 60 seconds. If the
value configured is too low, the Ops client can timeout before a response is
received from the payment service provider.
e DPass Phrase: Enter the pass phrase that is configured in OPL
e Primary Host: Enter the address of the OPI host. The host address must be
appended by the port number and the JSON interface.

Adding the Payment Module Configuration

To configure the payment module:

1. Depending if the payment drivers are configured at enterprise, property, or RVC
level, select the required level in the locations hierarchy then navigate to Setup |
Payments.

2. If arecord for the OPI payment driver does not exist, use the green Insert Record
option.
Fle Edit Wiew Help
CEBcPIBRD0 XE -6 E: 1 R |

Home Payments
Page Enterprise

Filter

- = #  Clear Filters
= - Filker N =
Show Records where Show All Records =] [contains the text = | porton | .. Clear and Run

Name | Zone/Location

Inheritance Type
Defined Here

Enterprize
i Enterprise Defined Hers i - |

For the initial setup, open the OPI record and select Import from a file.

4. Browse to

:\MICROS\Simphony2\EgatewayService\handlers\Micros.Payment.Loa
dableCreditCardModule.dll

Select the Open option.

Select the Driver from the drop-down list of the payment drivers and display name
created previously.

7. Use the default settings for the Device and Content Type drop-down list.
Select the Configuration tab.
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Data Lifetime Seconds
Default Ul Elment
Do Not Batch
Encrypt Data
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Manual Card Data Enitry Retris
Offine Authorizations
Prompt For Manual Card Data Entry
Retry Authorization Reversals On Batch
Run As Service

Micras.Payment LoadableCreditCardiModule.dl

Wicros. Payment LoadableCredtCardiodule Lnadablecreditc ardiodule
MicrosLoadableCreditDebitPaymentModuleStandard

Micros Standard Credit/ Debit Payment Module

CreditDehit:Lnadable

True
True
7200

False
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ALWAYS
1]

1]

False
False
False

Assembly Name
Name of the assembly containing the modue.

In the Common Driver Properties section, you must configure the following information.
If the setting is not listed below, then you must retain the default value and the setting is

not used with the OPI integration.

Setting

Description

Allow Manual Authorization Credit Card

Simphony Native Driver

This indicates if the manual
authorization of credit cards is allowed.
You must set this value to True unless
the process guidelines state otherwise.
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Do Not Batch You must define this value as True,
preventing database tables from filling
up with unnecessary data which may
cause problems with other Simphony

features for example, Clear Totals.

Configuring the Default Payment Card Tender (Pre-
Authorization Tender)

With the OP], the credit card type is not known until the transaction processes and
returns to the Point-of-Sale (POS). As a result, you must configure a pre-Authorization
Tender/Media record as a placeholder until the transaction is processed. If multiple
loadable payment drivers are used in the organization, set the following settings in the
properties or revenue centers use OPL

Tender/Media

1. In the relevant locations hierarchy, navigate to Configuration | Tender/Media.
2. Add anew Tender/Media record using the green Insert Record option. (This
becomes the default OPI Payment.)

Provide the Record Name(s) for example, Default OPI and select Ok.
Double-click the newly added Tender/Media row to open.

Select the Options tab.

Configure the following option bits for the OPI Default/Pre-authorization tender.

o U W

1-6

2 - Options | Interface 31 - ON=PMS and Disable
Options Credit Cards use
19 Digit Acct
Number; OFF=16
Digits
2 - Options | Credit Card Estimated Tip Unsupported in | Disable
Options Percentage F&B
2 - Options | Credit Card Base Limit Obsolete with Disable
Options OPI
2 - Options | Credit Card Second Limit Unsupported in | Disable
Options F&B
2 - Options | Credit Card Second Limit Unsupported in | Disable
Options Percentage F&B
2 - Options | Credit Card Offline Est Tip Unsupported in | Disable
Options Percentage F&B
2 - Options | Credit Card Unauthorized Obsolete with Disable
Options Authorization OPI
Threshold

Simphony Native Driver




2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

Simphony Native Driver

Credit Card
Options
Credit Card
Options

Credit Card
Options
Credit Card
Options

Credit Card
Options
Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options
Credit Card
Options
Credit Card
Options
Credit Card
Options
Credit Card
Options

CA Offline Limit

Preambles 1 - [n]

7 - Use with Credit

Card Recall

17 - Check Credit
Card Expiration
Date

27 - Credit Card
Validity Test

34 - Prompt for
Debit or Credit
Card

49 - Require Credit

Card Start Date

50 - Require Credit

Card Issue
Number

51 - No Credit
Card Length
Check

60 - Do Not Retain

Cardholder's
Name

61 - Require AVS
on Manual Entry

62 - Require AVS
on Auto Swipe

63 - AVS Must be
Full Address

64 - Require CVV
on Manual Entry

65 - Require CVV
on Auto Swipe

Obsolete with
OPI

Leave blank for
Pre-
Authorization
Tender

Obsolete with
OP1

Obsolete with
OPI

Obsolete with
OPI

Obsolete with
OPI

This information
will be collected

at the Electronic

Payment Device

(EPD)

This information
will be collected

at the Electronic

Payment Device
(EPD)

Obsolete with
OPI

Obsolete with
OPI

Processor
Defined

Processor
Defined

Processor
Defined

Processor
Defined

Processor
Defined

Disable

NULL

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable
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2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

Credit Card
Options

Ops Behavior >
Amount Options

Ops Behavior >
Amount Options

Ops Behavior >
Security Options

Charge Tip
Options
Charge Tip
Options

Miscellaneous
Options >
Signature
Capture Options

Miscellaneous
Options >
Signature
Capture Options

80 - Enable Partial
Authorization

2 - Amount
Required

3 - Assume Paid in
Full

68 - Mask Account
Number

9 - Charged Tip
Required

Defined in SSL Disable

Configuration

Recommended
Disable
Disable
Disable

Disable

36 - ON = Charged | Option bit cannot | Disable

Tip Must Be Less
Than Pmt; OFF =
Any Amount

Default Tip %

58 - Enable
Signature Capture

Configuring the Tender Parameters

To configure the Tender Parameters:

be enforced
when OPI is
active.

Unsupported in | Disable

F&B

Inclusion is
provided by
processor.

Disable

1. In the Locations hierarchy, navigate to the relevant Setup | Tender Parameters.

2. Select the Default Payment Card Tender from the drop-down list of Tender/Media
records that are configured as payment types.

3. Select the OPI Default tender that was configured in previous steps.

4. If the customer uses the reprint functions, select an option for the Default Reprint
Check Tender.

Simphony Native Driver



Im EMC

‘ File Edt View Help

FEB oS HGDD ME - il 1 « » v EMHGE|E

Haome TenderParameters
Page Enterprise
General V' Configuration ]

— Tender Settings

Default Cash Tender |1 -Cazh

Default Payment Card Tender |1‘I - 0PI Default

Default Bank Loan Tender ID - None

Default Reprint Check Tender |1UDDB - Reprint Check

L L ] L] e

Default Suspend Order Tender IU . None

—Service Charge Settings

Cover Charge ID - Mane

Lef L

Avtamnatic Service Charge IIJ - Mone

Configuring the Payment Tenders

This section assumes that the Credit Card Payment Tenders have already been
configured and are defined at the Enterprise Level. Depending on the customer’s specific
setup the Tender Media overrides may be required if OPI native drivers are not used at
every property or RVC.

To configure the credit card tenders:
1. Select the Options tab.
2. Configure the following option bits for the Credit Card Tenders to use with OPIL.

2 - Options |Interface Options |31 - ON=PMS and Disable
Credit Cards use 19 Option

Digit Acct Number; Bit

OFF=16 Digits

2 - Options | Credit Card Estimated Tip Unsupported in | Disable
Options Percentage F&B Option

Bit
2 - Options | Credit Card Base Limit Obsolete with OPI | Disable
Options Option

Bit
2 - Options | Credit Card Second Limit Unsupported in | Disable
Options F&B Option

Bit

Simphony Native Driver 1-9
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2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Second Limit
Percentage

Initial Authorization

Amount

Offline Est Tip
Percentage

Unauthorized
Authorization
Threshold

CA Offline Limit

7 - Use with Credit
Card Recall

17 - Check Credit Card

Expiration Date

27 - Credit Card
Validity Test

33 - Require Credit
Auth Before Service
Total

34 - Prompt for Debit or

Credit Card

49 - Require Credit
Card Start Date

50 - Require Credit
Card Issue Number

51 - No Credit Card
Length Check

60 - Do Not Retain
Cardholder's Name

Unsupported in
F&B

Part of default
tender
configuration only

Unsupported in
F&B

Obsolete with OPI

Obsolete with OPI

Obsolete with OPI

Obsolete with OPI

Obsolete with OPI

Part of default
tender only

Obsolete with OPI

This information
is now collected at
the device

This information
is now collected at
the device

Obsolete with OPI

Obsolete with OPI

Simphony Native Driver

Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit



2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options

2 - Options
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Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Credit Card
Options

Ops Behavior >
Security Options

Charge Tip
Options

Miscellaneous
Options > HALO
Options
Miscellaneous
Options > HALO
Options
Miscellaneous
Options > HALO
Options

Miscellaneous
Options >
Signature
Capture Options

Miscellaneous
Options >
Signature
Capture Options

61 - Require AVS on
Manual Entry

62 - Require AVS on
Auto Swipe

63 - AVS Must be Full
Address

64 - Require CVV on
Manual Entry

65 - Require CVV on
Auto Swipe

80 - Enable Partial
Authorization

68 - Mask Account
Number

36 - ON = Charged Tip
Must Be Less Than
Pmt; OFF = Any
Amount

HALO Code

18 - Enable HALO

19 - ON=Use HALO on
Amount Entered;
OFF=Amount
Overtendered

Default Tip %

58 - Enable Signature
Capture

Processor Defined

Processor Defined

Processor Defined

Processor Defined

Processor Defined

This option bit
cannot be
enforced when
OPl is active.

Part of default
tender only

Part of default
tender only

Part of default
tender only

Unsupported in
F&B

Inclusion is
provided by
processor.

Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit

Disable
Option
Bit
Disable
Option
Bit
Disable
Option
Bit

Disable
Option
Bit

Disable
Option
Bit
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2 - Options | Credit Card

Options

Credit Card Preambles

OPI uses the following preambles for the credit card payment types. These preambles are

Preambles 1 - [n]

Used to map the | Refer to
OPI payments to | Table
specific card types | below
in Simphony

the internal POS Card Type numbers for OPI and are not the typical first six numbers of
the Primary Account Number (PAN). Ensure the length of each preamble is also
specified in the tender’s configuration record.

Tender Media Preamble Preamble Length
Visa 0* 1
Visa PIN Credit 12* 2
Visa Electron 17* 2
Visa Debit 18* 2
VPay 20* 2
MasterCard 1* 1
MasterC Debit 24* 2
MasterCard PIN Credit 13* 2
American Express 2% 1
Discover 26* 2
Diners 3* 1
JCB 4* 1
Store Value Card (SVC) 7* 1
Maestro 19* 2
Gift Card 8* 1
Point 9* 1
Ccur 10* 2
CUP Debit 14* 2
Debit 11* 2
Interac 15* 2
UKDM/Switch 16 1
VPAY 20* 2
Alliance 21* 2
ecChip 22% 2
GiroCard 23% 2
Bank Card 25% 2
Pay Pal 27* 2

Configuring the Page Design

The credit card functionality is a combination of functionality provided by the OPI native
drivers and core Simphony functionality.

Simphony Native Driver



These instructions describe how to setup the front of house pages and buttons to use

with the OPI payment card driver.

1. Navigate to the Configuration | Page Design.

2. To open the page, double-click the row.

3. Click the Insert (+) button to add a new credit card function button for the payment
card driver.

4. In the General tab, select Payment Tenders from the type drop-down list.

Directly under the Payment Tenders drop-down, click the black arrow.

6. On the Select Tender/Media Payment window, select None or the desired payment
tender, and then select Ok.

7. On the Payment Configuration window, select CreditDebit:Loadable for the

o

Payment Type and your desired function in the functions drop-down list. Select the
Ok.

8. Position and size the button wherever you want to place it on the page.

9. In the Legend field, type the name of the button.

10. Repeat the configuration steps for any additional supported functions.

11. Save the changes and close the Page Design tab.

12. Update the database on the Ops clients for the screen design changes to appear on
the workstations.

m Payment Configuration !EI
Payment Type IEreditDehit:LDadahle j
Functions | CredittuthOnly |

" CreditReverszal
CredittuthdndFay
Initial&utharization

Command Test [ anualbutharization

b aralE O DS ettement

CreditCardR efund

Argumen

F, Cancel

The following functions are provided by the native drivers.

Function Description

CreditAuthOnly This function obtains an authorization for the check
value when the guest is ready to pay the bill.

CreditReversal Internal function used by the native driver to handle

an authorization release and void functionality. This
is not a function that can be called manually, this
function should not be linked to a touchscreen
button.
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CreditAuthAndPay

Initial Authorization

ManualAuthorization

ManualEODSettlement

CreditCardRefund

Function | CCard Finalize

Function | Reprint Closed
Check

Function | Reprint Previous
Closed Check

Function | Popup Numeric
Keyboard

Function | Credit Voucher
Reprint

This function obtains an authorization and final
transaction in one transaction, also known as a Sale
transaction. This function is intended for counter
service where the guest is present at the workstation
and completes the payment on the PED (PIN Entry
Device).

This function allows the user to try authorizing a
specific amount and may not reflect the value of the
check. These transactions can be settled at a later time
and do not require the credit card to be present.

Use this function in situations when a transaction was
attempted and a voice referral is returned. The
Manual Authorization function is used to send the
transaction to the payment service provider and can
include the manual Authorization Code that was
provided over the phone. This enables the payment
service provider to include the pre-approved
authorization code in their authorization transaction.
The Manual End-of-Day (EOD) Settlement function
allows the user to send a message to the payment
service provider indicating any un-batched
transactions, up to the point when the button is
pressed, should be marked as ready for settlement.
This function can be used if the scheduled EOD did
not run properly.

Use this transaction to settle Non-Revenue Service
Charge refund checks only. The Native Driver
Refunds section contains more information.
Depending on how the system is configured, you can
also require some of the following buttons to use in
conjunction with the native driver functions.

This key finalizes a credit card through the Simphony
system. This function key posts the previously-
authorized credit card to the check as a payment
typically closing the check, unless an amount less
than the check total was entered first.

Use this function to reprint the Guest Check of a
closed transaction.

Use this function to reprint the receipt for the last
check that was closed on the workstation.

This function causes the default numeric keypad
screen to appear.

This key reprints a credit card voucher.

Simphony Native Driver



Function | Adjust Closed Use this key to adjust closed checks for the current

Check business day. When a check is adjusted, the tenders
and service charges on the check can be edited but the
check itself is not reopened.

Function | Void Use this key to void items from the check such as
Authorization or Final Tenders. Items can be voided
by pressing this key twice (last item is removed),
pressing Void and then entering a menu item,
selecting an item in the check detail and then pressing
Void.

Function | Transaction Void This key is used to place the workstation into Void
mode after pressing this key, every menu item
purchased is a voided menu item.

Service Charge | Non-Revenue May be required depending on Refund Method

Service Charge Record selected. Refer to NATIVE DRIVER REFUNDS .

Scheduling the End-of-Day

To schedule the End-of-Day task:

1. Navigate to Configuration | Task Schedules
2. Use the green plus symbol to add a new record for the OPI EOD.
3. Open the record and define the General and Recurrence values for the following
options:
e From the Service Type drop-down list, select Check and Posting,.
e From the Task Type drop-down list, select the EOD Settlement.
e From the Schedule type drop-down list, select Daily.
4. Select the Enabled checkbox, to enable the task.
5. Enter the date using the format MM/DD/YYYY.
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M| EMC

File  Edit ‘Wiew Help

& H B S BR0 0
Home Task Schedules
Page Enterprise

it | Mame

1 Purge C&P DB data older tha..

2 Purge 'S DB data alder tha...

3 Update C4P DB Statistics

4 Update 'w'S DB Statistics

5 | OFIECD

General ‘ Recurrence |

Current Record

Kumter

Name [OFI EOD

General Seftings

Audit This Record

Service Type IB - Check and Posting

[

Service D |D -0-Hane

| Select

Task Type |5 - EOD Settlement

[

Task Data |

Diuration [seconds]

Time Zane |U - Local Time Zone

| selea

Schedule Type |4 - Recurring - Daily

Duration

¥ Enabled Start date: | 8127206 = € Erddate:

* Noend date

[

34 BA2007 =

m|EMC

Fle  Edit wiew Help

R E B =YY o BRI H > 0
Home Task Schedules
Page Enterprise
1 | Mame General /" Recurrence ‘
1 Purge C&F DB data older tha... Curent Record
2 Purge 'S DB data older tha..
3 Update C&P DB Statistics Humber Lwdit This Recard
4 Update w5 DB Statistics Name |DF'I EOD
5 OF EOD

Draily

Ewvery wx day(s)

[ aily Frequency

& Occus once at: lm
\1—| IMinule[s] j
Starting at |07:54 3:

 Ocours every

Ending at: [15:28 33
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2 Oracle Payment Interface

Introduction

The Oracle Payment Interface installs on premise and connects to third-party payment
service providers (PSP) to process financial transactions from the Oracle Hospitality POS

systems and the OPERA Property Management Systems.

Payment
Partner
Data Centre

Merchant Premises

Payment Device

Generic
POS EFT
Interface

Point of Sale

Oracle
e
Interface

Partner
Transaction
Switch

Partner Payment
Application

Property Generic
Management PMS EFT
Interface

System

These switches route
transactions to the

These interfaces Is run on a suitable PC- Runs either on the appropriate card
connect the POS to OP| typically on-premise payment device or a processor. Some
and are specific to each suitable PC. Might be a merchants have more

POSe.g. Simphony, X premises or cloud than one processor.
Store based application

Supported Currencies

OPI supports the following currencies.

AUD - Australian Dollars
CNY - China Yuan Renminbi
EUR - European Union

FJD - Fiji Dollars

IDR - Indonesia Rupiah
GBP - UK

HKD - Hong Kong Dollars
INR - India Rupee

JPY - Japanese Yen

KRW - South Korea Won
LKR - Sri Lanka Rupee
NZD - New Zealand Dollar
MOP - Macau Pataca

MYR - Malaysia Ringgit
MVR - Maldives Rufiyaa
PHP - Philippines Peso

PLN - Poland
SGD - Singapore Dollars
SEK - Sweden

THB - Thailand Baht
TWD - Taiwan Dollar
USD - US Dollars

Oracle Payment Interface

Card Processors
Data Centre

Card Processor’s
Authorisation platform

Card Processor’s
Authorisation platform

Card Processar’s
Authorisation platform

Each card processor has its own set of
services that deal with requests for
card authorisations and the later
submission of that data for
settlement.
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Installing OPI
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Consider the following points before installing OPI:

¢ You cannot upgrade from earlier version of OPI to OPI release 6.1. If an earlier
version of OPI already exists on the host machine, you must uninstall this
version of OPI. The Uninstall / Reinstall section contains more information.

e Oracle Payment Interface requires 6 GB of free disk space to complete the
installation.

e The configuration wizard requires Microsoft .Net framework. Confirm the
Microsoft .Net Framework release 4.0 or higher is installed on the OPI host
machine.

e The required C++ DLLs are now included in the OPI installation process.

To install Oracle Payment Interface:

Run the Oracle Payment Interface-6.1.1.9.exe file.

2. Select Next. The installer verifies the JRE version and the available space on the host

computer.

e Java Runtime Environment (JRE) release 1.8 is required. If the JRE is already
installed, the installation wizard checks if the existing JRE version meets the
minimum requirements and then installs a later version if required.

e Free Memory Size The installation wizard installs a .start file according to the
free memory size on the machine, the minimum requirement is 1024MB of
free disk space.

On the installer screen that confirms the components to install, select Next.

The Oracle Payment Interface uses a MySQL database to store the configuration data.
The database stores the transaction data to create the reprints of credit vouchers.
Enter and confirm the database password, and then select Next.

e alpha characters

e numeric character

e special character

The installer configures the username and password for OPI to access the database
Enter the database user name and password, select Next.

Select Native Driver as the installation type, and select Next. Selecting the native
driver solution requires you to set a passphrase for the communication between
Simphony and OPI. The passphrase must match the value entered earlier in
Enterprise Management Console | Payment Drivers | Configuration | Transport
Service Properties | Pass Phrase.

Enter and confirm the password, and select Next. The password is case sensitive,
must contain at least 15 characters, and at least one of the following:

e alpha characters

e numeric character

e special character

Enter the date and time to restart the OPI Service.

Confirm the location to install OPI, and select Next. If there is insufficient space on
the selected drive, a following warning appears. Although the Oracle Payment
Interface does not consume this space immediately, it uses the space over time as log
files are created
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10. Confirm the path of the source code and software license files. By default the
installation wizard populates uses the subdirectory of the
OraclePaymentInterface folder. Select Next

11. Confirm the Start Menu folder name, and select Next.

12. Review the installation steps, and select Install. The installation wizard extracts the
files, and install the Java Runtime Environment and MySQL software

13. After OPl installs, the configuration wizard starts.

Configuring OPI

1. Log into the configuration wizard with a user name that has local administrator
rights to the host machine. Enter the user name and password, and select Login. OPI
requires the Microsoft Windows user to use a password with at least 8 characters,
and contain at least one letter, one number, and one special character.

If the password of the user provided does not meet these requirements the password
must be changed by the customer, or the customer must create a new user with the
password requirements stated above

2. Enable the relevant merchant type, select the OPI Mode, and define the Host
addresses if applicable.

- Orade Payment Interface Configuration Tool - B n
Oracle Payment Interface - Configuration Tool
PMS Interface: Disable v
POS Interface: Enable v
OPI Mode erminal v
ORACLE
HOSPITALITY Next

3. Select the OPI Mode. The OPI Mode depends on the partner payment service
provider and uses the following guidelines.
Terminal Mode
e  OPI maintains the mapping between the POS workstation number and
terminal IP address.
* You can configure the terminal mapping during the OPI configuration
process.
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Middleware Mode

e The partner maintains the mapping between the POS workstation number
and terminal IP address.

¢ You cannot configure the terminal mapping during the OPI configuration
process.

e All communication sends to the primary or secondary host configured.

e If the Middleware connection to the partner payment service provider is
selected, HTTPS:// is used internally as the prefix. Only the HTTPS protocol
is supported.

By default the port 8080 is configured for both the Terminal mode and the Middleware
mode. If the port must be amended, use the
\OraclePaymentInterface\bin\config.exe file to edit the Server0Q | Port

parameter.

4. Select the radio button to select the Merchant Type to edit.

5. If you do not need to edit the Merchant configuration for an existing installation,
then you can select the Show Summary option to skip to the end of the configuration
wizard.

6. Select Add New Property to configure a new Merchant. If Merchants were
previously setup for OPL, you can select one of the existing Merchant configurations
to edit from the list that appears on the screen.

7. Confirm the POS type to configure the POS Merchant.

8. Enter the Device Merchant ID for the merchant. The Merchant ID must match the
value configured in EMC | Payment Drivers | Configuration | Common Driver
Properties| Merchant Number

9. Enter the Merchant Name and Merchant City and select the Merchant Country,
select Next.

10. Enter the details of all PIN Entry Device (PED) mappings (If terminal mode was
selected). Select the Device Type from the drop-down list if applicable, then select
Add Terminal.

11. On the Terminal Configuration screen, enter the Workstation ID from the Enterprise
Management Console and the PED Devices IP address and select OK.

12. Repeat the steps for each required TCP/IP device.

13. After all terminals are mapped, select Next. The Configuration Summary shows the
OPI configuration

14. Do not edit any values, select Exit and Save.

15. Reboot the host before running OPL

16. After the OPI installation is complete use the
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\OraclePaymentInterface\bin\config.exe utility to update the following
parameter dll | Mode = 8.
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3 Pay@Table

Configuring Simphony for Pay@Table
Configuring the POSAPI

The Simphony 2.9 POSAPI Workstation runs as a second workstation instance on the
same Service Host ID. You can no longer change the Workstation Type to POSAPI as you
could in previous versions of Simphony. The exception to this is if the POSAPI runs on a
machine that does not require OPS.

In the Enterprise Management Console Workstation, add a record when prompted to
select the Service Host ID of the Workstation where the POSAPI needs to run and set the
Type to the POSAPI client. If the POSAPI machine is not available, Pay@Table will not
work.

m EMC

Fle Edb  View Help

CEB DS HRBS KR - & [EH: 1| 6 B [ |
Home Workstations
Page 1 - TEST PROPERTY
Filter
% Clear Filters.
= 5[ FiterNow % Leafiles
Show Pecords Where Servios Hoel D =] feortans e e HE ] ~ Coasmifin
‘ § | Worknation Name e Addiese JHOSt | gubnet Mask fipe o e Type Options | Order Devices Language Warkstation Class
‘ 2 2 NATIVE-SIMP2MWwS 18 10.167.78.184 256, 255,256,128 10167.78129 A ‘ 48008C2880081 i | 0000000 | 1 - English [United = | 0-Nore
» 3 % NATIVE-SIMP2MWwS 18 10.167.78.184 256, 265256128 10167.78129 A ‘ 000000000000( +=+ | 00000000 | 1 - English [United = | 0-Nore

Check and Posting

Calls from OPI to the POSAPI retrieve the check information from the CAPS database. If
your CAPS machine is not available, Pay@Table will not work.

Employee

OPI needs the object number of a Simphony employee to use to retrieve check values. It
is not required for the employee to have an ID for signing into OPS.

mErc

File  Edt Wiew Help

ke =LY TR = Ve
Home Employee Maintenance
Page Enterprise

search/Table view | Employee: 90001 - POSAPIL, POSAPT |

Employes Flecord

Ermployes # [I0001
Frapely Summary
Last Name [POSEFI 1 -TEST PROFEATY
First Name [POSAFI
Check Name [POSAP!
General \ Roles | Reporting \ References |
Geneial Settings Infarmation Lins
Language [1 - English [United States] = 1 ]
PayiallID [ | 2 |
LY — 3l \
Y — ‘| \
EMC Login
e 0 ) IR [ o
Locale [1-Engich <
Is Deleted 7 I =l
FingerPint E nrollment Engagement
Configuiation [~
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Gratuities

If the Tip prompt is enabled on the Pay@Table devices, then a gratuity record must be
linked to the Tender Medias in Simphony EMC. The charged tip configuration options on
the Tender Media and the Tip records must be similar. For example, if the Option Post to
Charged Tips Total on Tip Reports is enabled on the Tender/Media record, the option
must also be enabled on the relevant Service Charge Tip record.

File  Edit Wiew Help
(3 & SHRD D ME Bk r o B R ]

Horme Service Charges
Fage Enterprise

[ Name General | Iternizers | Menu Levels | HLU/SLU | Output Effectivity Groups

Vip A Current Record
Tip%

12.5% Serv Chrg Number Audit This Record

0Pl Refund Name |Tip At

EOR R R B

General Settings

Percent ID Tax Class IU -Mone Vl

Amaunt IDUU— Privizge Group Iﬁ

Tips Paid Tender/Media lm Percent to Tips Paid IU—
HaLo IUUU— Feport Group Im

(Optionz

- On = Open; Off = Preset -
- On = Amount; Off = Percentage
- Post to Charged Tips Total on Tip Reports

an L3 R =

- Reference Enty Requied
- Yalidation Required

- Non-Revenue Service Charge [Mo Paost to Sales)
- Taiwanese Paid Out

- Reset ltemizer(s)

Service Charge Adds to Guest Count

KOOOO KKK
WD - om

12 - Itern i Shareable

13 -Cazh Tips

14 - Service Charge Used For Stored Yalue Tranzactions
15 - Mask Account Number

16 - Encrypt Service Charge Reference Ent

18
21 -Post To Till Totals

22 -Add to Checks Begun/Paid Count if Mon-Revenue s
23 - Rental Deposit

26 - Configure az Banquet Tip LI

vl
O
O
]
O
]
]
]
O
O

| ¥ Search within Context Sensitive Help

M EMC

File Edit  Vew Hep

LEa = SBRB6BEE - % M 4 onE R E]
Home Service Charges Property Parameters Workstations Tender/Media
Page Enterprise 1- TEST PROPERTY 1- TESTPROPERTY Enterprise
E] [Name = General )" Options | “Menu Levels | output | Effectivity Groups |
kL] LE =i Curent Record
1599 Visa
1600 All Other Card Types Humber (3101 i This Fecord
IR e e
5001 SVC Pickup
100 00-LocalDebi _
101 01-Visa Search | Printing Options | Interface Options | redit Card Options | Taxing options @psbehavior | Charge Tip Options Miscellansous Gptions
3102 02-M astercard Payment Charge Tip Options
9103 03-8mey lﬁ
0 s Servics Charge [+ Tip Amt
5105 05-ICB vl 3 - Charged Tip Required
105 06CUP 110 -Post Amaunt ta Gross Fizceipts on Tip Repatts
107 7.5V At Card 21 11 - Past Amount to Charged Receipts on Tip Reparts
108 05Others [ 36 - On = Charged Tip Hust Be Less Than Prrt; Off = Any Amaunt
109 03Cup Debit
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Configuring OPI Pay@Table

To configure the OPI Pay@Table:

1. Enable the OPI Pay@Table functionality by following the steps in the OPI section
above to install and configure a Merchant.

2. Enable the Pay@Table interface on the Merchant configuration page.

3. Enter a certificate password for the Pay@Table PED’s to communicate with OPL
The password is case sensitive, must contain at least 8 characters, and must
contain at least one of the following an alpha character, a numeric character, and
a special character.

4. Enter and confirm the certificate password, and select Next.

- Cracle Payment Interface Configuration Toal = =

Oracle Payment Interface - POS Configuration Tool
POS Type :  Simphony2

Merchant ID . 510310000001

Pay@Table : v
Payi@Table Cert Password ;"=

Confirm Pay@Table Cert Password e
Merchant Configuration :

Merchant Name : Test Merchant
Merchant City : | Somewhere

Merchant Country United Kingdom v

ORACLE’

HOSPITALITY Previous Next

5. With Pay@Table enabled you must enter the following:
o Host — Enter the IP address of the Simphony POSAPI Client Workstation
host.
o EmpObjNum — Enter the Employee object number from Simphony EMC
that OPI uses to pickup check values though the POSAPL
o Map the required payment types to the Tender Media object numbers
from Simphony EMC.
6. Select Next.
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Oracle Payment Interface Configuration Tool = = n

ORACLE
HOSPITALITY Previous Next

Oracle Payment Interface - Simphony2 Pay@Table Configuration

Simphony2 Merchant ID : 510910000001

Simphony2 Webservice: :

Host  192.168.78.101 EmpObjNum: 90001
Tender Configuration:
visa: 9101 MasterCard: 9102 AMEX: 9103 DinersClub: 9104 MasterCard Debit: 9124
JCB: 9105 CUP: 3106 GiftCard: 9107 CUP Debit: (9109 Debit: 9110
Visa Debit: 9118 Visa Electron: 9117 Switch: (9116 Local Debit 9110 Paypal Card: 9113
Maestro: 9119 WPAY @ 8120 Alliance: 9121 EC Chip: |9122 BC Card: 9111
ServiceNum: \

MM

Fle Edt View Help

&5 SHBOBME o6 E: | B =

Home Tender/Media

Page Enterprise

Fier
Shaw Fiecords Where Show &l Records =] [contains the test = Filter Now % %
. lear and Run
& - Name: Zone/Location Inheritance Type Report Group Type Options:

3101 01-visa Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( s
102 024 astercard Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( =+«
9103 03-Amex Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( ++«
9104 04-Diners Enterprise Defined Here 0-None ™ | 1- Payment = | 01401 B0204100000000000080( «:«
9105 |05JCB Enterpiise Diefined Here 0-None = |1-Pament v | 01A01B02041000000D0D00CEN s
906 06-CUP Enterprise: Defined Here: 0-Nane = 1-Payment = | 01401B80204100000000000080( 10
107 07-SWC/Gift Card Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( s
9108 08-Others Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( =+«
9103 08-Cup Dehit Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( ++«
a0 10-Debit SMS Enterprise Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( «:
9111 | 11Bank Cad Enterpiise Diefined Here 0-None = |1-Pament v | 01401B0204100000000D00CE0 e
anz 12Discover Enterprise: Defined Here: 0-Nane = 1-Payment = | 01401B0204100000000000080( 1
Mz 13PayPal Enterprise: Defined Here: 0-Nane = 1-Payment ~ | 01401 B0204100000000000080( s
ame 1E-UKDM/Switch Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( =+«
a7 17Visa Election Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( ++«
ame 18-isa Debit Enterprise Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( «:
919 | 13Maestio Enterpiise Diefined Here 0-None - |1-Papment |+ | 01401502041 000000D0D00CEN « e
a120 20WPay Enterprise: Defined Here: 0-Nane = 1-Payment = | 01401B0204100000000000080( 1
921 21-4liance Enterprise: Defined Here: 0-Nane = 1-Payment ~ | 01401 B0204100000000000080( s
9122 22EC Chip Enterprise: Defined Here 0-None = | 1-Payment = | 01401 B0204100000000000080( =«
9123 23-Giro Card Enterprise: Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( =+«
9124 24-Mastercard Debit Enterprise Defined Here 0-None = 1-Payment = | 01401 B0204100000000000080( «:

10.

11.

Select the Add Pay@Table Terminal option, add the mapping details for each
Pay@Table device that connects to OPL

Enter a Mobile Device ID. This value is a unique identifier assigned to the
Pay@Table device by the payment service provider.

Select a Query By value to define if the device picks-up checks by prompting for
the Table number or Check number. The customer must decide which method
suites their enterprise best.

Enter the RVC, enter the object number from the Simphony EMC of the RVC
where the device will be used.

Select Ok to add the terminal mapping.
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12. Repeat the previous step for each required device, and select Next. The
Configuration Summary shows the OPI configuration details.
13. Do not edit any values. Select Exit and Save.

By default the Pay@Table port is set to 5023. If the port needs to be amended, use the

:\OraclePaymentInterface\bin\config.exe file to edit the following parameter
to the required value: Vx6702 | Port
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4 OPI Maintenance and FAQ

OPI Services

After the OPI installation completes there will be two OPI Services.

Services == n
File Action \iew Help
eas|F E ez HEE vrenp
Services (Local) Services (Local)
OPI Service MNarme Description Status Startup Type Log On As
) OP| Service Oracle Pay..  Running  Automatic Network $...
Siog the service OPI Service Utility Oracle Pay...  Running  Automatic MNetwork S...

Restart the service

Description:
Oracle Payment Interface Service

| Extended A Standard _,-”

OPI Service

The OPI Service deals with communication between the payment service provider and
Simphony. The OPI Service must be restarted each time any configuration changes are
made to the Oracle Payment Interface.

OPI Service Utility

The OPI Service Utility handles communication between the OPI configuration tools and
the MySQL database. If you are having trouble logging into the configuration wizards,
make sure the OPI Service Utility is running.

OPI Uninstallation / Re-installation

4-26

If you are uninstalling OPI with the intention of reinstalling it again, be sure to remove
the : \ProgramData\MySQL\ folder manually, the uninstall of the MySQL database
does not remove this automatically. If the folder is left the old schema information causes
challenges during the re-install process.

The :\ProgramData\ folder is typically hidden folder by default.

OPI Additional Configuration

Additional configuration can be done using the configuration wizard. The configuration
wizard should be used wherever possible to ensure configuration is performed to the
same standard.
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OPI Log Files

The following guidelines apply to the OPI log files. The OPI log file location is
:\OraclePaymentInterface\Log\

Log File Description

debug. log The debug log is rotated by file size, not by date. The
maximum file size is 20MB.

Gateway.log The file is rotated by file size; the maximum size is 20MB.

System.log Use the System. log to check the Oracle Payment Interface

build number. The log file is rotated by file size; the
maximum size is 20MB.

Transaction.log The Transaction.log is rotated daily, the current
transaction log file name is transaction.log. The previous days
transaction log file name is transaction.log.YYYY-MM-
DD.

OPI Service Restart Task

The OPI installer creates an OPI Service task. After you install and configure OPI, you
can change the details of the OPI Service restart task using the Microsoft Windows Task

Scheduler.
(€) Task Scheduler -8
File Action View Help
«=| 7|7 H|E
D Task Scheduler (Loca) Name Status  Triggers NextRunTime  LastRunTime Last Run Result Author Actions
4 | Task Scheduler Library N
> [ Microsoft ClOP! Service  Ready At 12:10every 7 days 16/09/2016 12:10:00_09/09/201612:10:00 _(0:0) [TETERM, | Task Scheduler Library =
MysaL © Optimize Sta... Disabled When computeris idle 14/09/201612:41:30  (0x0) Microsoft Co| | ] Create Basic Task.
% Create Task...

WPD B Optimize Sta.. Ready  When computeris idle Never
i D User_Feed S.. Ready  At18:07 every day - Trigger expires at 14/00/2026 18:07:06, 14/09/201618:07:06 14/09/201611:44:44  (0x0) NATIVE-SIMA
ser_Feed S.. Ready  At06:16 every day - Trigger expires at 18/01/2025 06:16:03. 15/09/2016 07:16:03  18/01/2015 06:16:03  (0<0) WS6-PAWE
D User Feed S.. Ready  At21:38 every day - Trigger expires at 22/12/2025 21:38:02.  14/09/2016 22:38:02  22/12/2015 21:21:58  (0x0) WS-PH\mic| | 3 Display All Running Tasks
] Enable All Tasks History

Import Task.

New Folder...
View »

S Refrech

OPI Password Maintenance

The passwords for the OPI database and the native driver passphrase are configured
during the installation. If the passwords for the OPI database or the native driver
passphrase must be updated after OPI is installed, use the rwregistry.exe utility to

update these passwords in the OPI configuration by accessing the following file:
:\OraclePaymentInterface\Bin\rwregistry.exe

The rwregistry utility does not change the MySQL password within MySQL. The system
administrator on site would change the MySQL password.

1. Run :\OraclePaymentInterface\bin\rwregistry.exe assystem
administrator and login with local administrator user credentials.

2. Select the required function.

3. Enter the updated credentials in the OPI configuration and commit to save the
changes
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OPI Configuration Logs

The configAudit log file no longer tracks the configuration changes:
:\OraclePaymentInterface\log\configAudit\

Configuration changes are now stored in the OPI MySQL database. An OPI system

administrator can view the logs using the AuditLogTool.exe utility.

To access the utility

1. Run the :\ OraclePaymentInterface \bin\ AuditLogTool.exe file.

2. Enter the date range and then select View to display the logs for a specific date
range.
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