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Preface

This document is to guide users attempting to configure Oracle Payment Interfaces On
Premise Token Exchange Service.

Audience

This document is intended to cover the additional steps required to setup OPI to handle
the On Premise Token Exchange functionality.

This document covers only the configuration of the additional On Premise Token
Exchange functionality, it does not cover in detail, installation of the OPI software and
IFC8 merchant configuration, separate documentation already exists to cover this.

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:
https://support.oracle.com
When contacting Customer Support, please provide the following;:
e Product version and program/module name
e Functional and technical description of the problem (include business impact)
e Detailed step-by-step instructions to re-create
e Exact error message received and any associated log files

e Screen shots of each step you take

Documentation

Oracle Hospitality product documentation is available on the Oracle Help Center at
http://docs.oracle.com/en/industries/hospitality/

Revision History

Date Description of Change

April 2017 e Initial publication
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Pre-Installation

1 Pre-Installation

Consider the following guidelines before installing Oracle Payment Interface (OPI)

OPERA Property Management System release 5.0.05.11 is the minimum
release you can use to integrate with OPL

Upgrading to OPI1 6.1.1.9 from any previous OPI is supported but MPG
versions are not supported.

Any previous version of MPG should be uninstalled prior to installing OPI
6.1.1.9.

The application requires Microsoft. NET Framework version 4.0 or higher.
OPI requires at least 6 GB of free disk space & you must install OPI as a
System Administrator
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Install OPI 6.1.1.9

-

website and then complete the following steps to install OPIL.

Double-click the OPI installer.

The installer validates the required software.

- Setup - Oracle Payment Interface

Checking dependencies
Please wait while your machine is verified.

Yalidating required software. ..

2

Install OPI1 6.1.1.9

Download 6.1.1.9 OPI installer from My Oracle Support (MOS)

1

2

Next, the Oracle Payment Interface release 6.1 and the MySQL release 5.6

applications install.

= Setup - Oracle Payment Interface

Components getting installed

Oracle Payment Interface wb. 1
MySQL Server 5.6

Create a MySQL root password.

Eelow component{s) will be installed on this system

E=8 B[

< Back

[

MNext =

| |

Cancel
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Install OPI 6.1.1.9

= Setup - Oracle Payment Interface

Choose your MySL Root Password
This password will be used For creating database schema

Password is case sensitive, should be at least 8 characters in length and must have at
least one letter, one number, one upper case letter, and one special character from
the Following lisk D § o ~a*

Password

Confirm Passward

< Back |[ Mext = ] | Cancel

3  Create the MySQL database user and password for OPI. OPI uses this account
to connect to MySQL.

= Setup - Oracle Payrment Interface

Creating DB user for OPI
This user will be used by OPI bo make database connections

Username and passwaord are case sensitive,

Usernare should be made anly using alphanumeric charackers and must have at least
one letter,

Password should be at least & characters in length and must have at leask one letter,
one number, one upper case letker, and one special character fram the Following list
i@ at

Lsername:

Password:

Confirm password:

< Back H Mexk = ]l Cancel

4 Select the Oracle Hospitality product integrating with this OPI installation.
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Install OPI 6.1.1.9

= Setup - Oracle Payment Interface

Choose communication channel
Please select appropriate installation bvpe

pos
Mative Driver

MiaDH

| < Back |[ Mext = ]| Cancel |

Setup the Microsoft Windows task scheduler to restart OPI service weekly.

- Setup - Oracle Payment Interface =] B [

0PI Service Restart Task Scheduler
This task will restart OPI Service every 7 days From the date vou input below

Flease enter the date/time vou wank to restart OPI Service, time is 24 hour period.

M_u:un Day  Year
W/ o1 ozote

Hour  Minuke
oo 10

< Back H Mext = ]l Cancel

Select the location to install OPL. You can change the folder name or you can
keep the default folder name.
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Install OPI 6.1.1.9

Select Destination Location
Where should Oracle Payment Interface be installed?

Setup will install Oracle Payvment Interface into the Fallowing folder.

To continue, click Mext, IF vou would like to select a different Folder, click Browse,

ePaymentInterface Browse. .,

At least & GB of free disk space is required

< Back H Mexk = ]| Cancel

m Setup - Oracle Payment Interface EI =

7 Select the open source project source code and license installation folder. You

can keep the default location inside the OPI folder.

= setup - Oracle Payment Interface

Select Open Source Project Source Code and License Install Folder
Where should source code and license Files be stored?

Cracle Payment Interface(OPI) application make use of Open Source Software
components, the License terms of such components gives vou the right to receive its
source code, as well a copy of the applicable License,

If the application being installed make use of Open Source technologies, the source
code and license will be available For you in the Folder specified below,

Open Source Project Source Code will be stared in the Following Folder:

Brawse. ..

Open Source Project Licenses will be stared in the Following Folder:

]

D OraclePayvmentInterface\OpenSourcelicense Browse, ..

| < Back |[ Mext = l| Cancel |

8  Select the Start Menu folder for OPI, you can keep the default location.
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, Setup - Oracle Payrnent Interface

Select Start Menu Folder
where should Setup place the program's shorkoutsy

= h Setup will create the program's sharbcuts in the Following Start Menu Folder,

To conkinue, click Mext, IF vou would like to select a different: folder, click Browse,

Browse. ..

nent Inberface V6.1

| « Back, |[ Mexk = l| Cancel

9 Install will begin installing OPIL.

" Setup - Oracle Payment Interface

Ready to Install
Setup is now ready to begin installing Cracle Payment Inkerface on vour
computer,

Click Install to conkinue with the installation, or click Back if you want to review or
change any settings.

Destination location:
DihOraclePaymentInterface

m

Open Source Project Source Code Location:
D:hOraclePaymentInterf acel OpensourcesrcCode

Open Source Licenses Location:
OraclePaymentInterf acelOpensourcelicense

Open Sources:

Apache
Bouncy Castle-154

< Back. |[ Install ]| Cancel
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Install OPI 6.1.1.9

m Setup - Oracle Paymment Interface EI =l

Installing
Please wait while Setup installs Oracle Payment Interface on your computer,

Extracting files. ..
i ALocal Templis-55C6L. trnphdat abasetmysgl-installer-community-5,6, 35, 0. msi

Cancel



3 Configuring OPI

1 Run :\OraclePaymentInterface\bin\ OPIConfigurationWizard.exe
Login as local or domain administrator.

= Oracle Payment Interface Configuration Taal EI =] @

Oracle Payment Interface - Configuration Tool

Username . administrator Password . e

Please login with an existing windows account that has administrative rights.

ORACLE
HOSPITALITY | Login

Select the Enable Token box. The Token Exchange service effectively runs via a second
merchant configuration within OPI. The Token Exchange functionality is separate to the
IFC8 merchant functionality.
e From the OPI Mode drop-down list, select the Terminal for the PED direct
connection or select Middleware for middleware connection.
e Enter the third-party payment service provider middleware Host IP
address if Middleware mode selected. If Terminal mode selected OPI
configuration will populate another window in further steps to input
Workstation ID and IP address.

Configuring OPI 3-1



% Oracle Payment Interface Configuration Tool [=] ® @

Oracle Payment Interface - Configuration Tool

PMS Interface: Opera IFC8 Enable Token:
POS Interface: Enati-
OPI Mode: Middleware -

Primary Host: https://10.167.78.226:8991

Backup Host:
Proxy Address:
Proxy Port:
ORACLE
HOSPITALITY Next

2 Select PMS Configuration.

= Oracle Payment Interface Configuration Tool EI =] IEI

Oracle Payment Interface - Configuration Tool

) PMS Configuration

©) POS Configuration

ORACLE

HOSPITALITY

3 Click on add Property to add a new merchant configuration for OPERA
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Configuring OPI

Oracle

Fyment nterrace Lonfiguration | oo

Oracle Payment Interface - PMS Configuration Tool

Froperty Mame
MR ONE

Interface Type
OFERAIFCE

Chain &Property Code
SHELL|O ALL1

* Double click your selected record to review or update its content
ORACLE
HOSPITALITY Previous | | Add New Property |

4 To configure the OPERA merchant, enter the following information

o The OPERA Vault Chain Code & Property Code; will form the Siteld value
in the Token request messages.

e The format of the Siteld field includes a pipe character to separate the
two OPERA Vault Chain Code & Property Code values.

e See the screenshot below where OPERA Vault chain code is “SHELL”
and Property code is “O9SMALL1” so value in field will be
“SHELLIO9SMALL1”

o Select Generate Key. You must use this key to configure
the Hotel Property Interface (IFC8).

o Enter the IFC8 IP address and port number for the Hotel
Property Interface (IFC8) server.

e Enter the Merchant name, city, and country information.

e Select Next.

Whilst the other populated settings are not directly related to the Token
Exchange Service configuration, Token Exchange will not be possible if the IFC8
interface is not running, as OPI will not progress past the IFC8 startup if the IFC8
connection is not possible.
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Configuring OPI

# Oracle PaymentInterface Configuration Taal

Oracle Payment Interface - PMS Configuration Tool

OPERA Chain & Property Code © SHELLLIOZSMALLY
DOFERA Interface Type:  |IFCE

IFCEIP:  10.167.78.148 Port: 5007

Merchant Configuration :
herchant Mame CPI OFERA,

herchant City Reading

herchant Country

IFCE Key : ocrdjg+r)m? zUmERME Bz cA+Yer9aC Generate kKey

ORACLE

HOSPITALITY | Previous | | Nes

5 Enter the OPERA payment code for each card type & next.

= Oracle Payrment Interface Confiquration Taal EI =] @
Oracle Payment Interface - PMS Configuration
OFERA Chain & Property Code . SHELL|O9SMALL1
Tender Configuration:
Visar A MasterCard: MC AMER A DinersClub . DG
MasterCard Debit: MO JeB: JC CUP: ru Digcaver: WA,
CUP Dehit : CuUP Debit: WA Wiga Dehit.  MD Yiga Electron:  WVE
LIKDm: sD Local Debit. DL Paypal Card: P Maestro:  ME
YRS WP Alliance: AL EC Chip:  EC GiroCard: BC
GiftCard: GC
ORACLE
HOSPITALITY Prewvious | | Mext
3-4



6  The top half of the next page relates to communication from OPI to the PSP host,
and the PSP Client certificate credentials.

* Oracle PaymentInterface Configuration Taol EI' =] '@
Oracle Payment Interface - PMS Configuration Tool
4 "
Fayment Service Provider :
Token Server Url: hitps: 10,167 76222 Token Server FailOwver Url:
Key Password: e key Passward Confirm: e
Certificate Password: H— Certificate Password Confirm:
\ y
| Create OPI Token Certificates |
| SetBasic Authertication |
ORACLE | Create Opera Token Certificates |
HOSPITALITY | Previous | | bl |

Key Password: The password provided with the client .pfx file by the PSP.

Certificate Password: Is the password that when creating the Java Key Store (JKS) in the

steps below.

Certificates
OPERA IFC8 opl psp
NORMAL IFC8 ~ b
| > _ > S
TRANSACTIONS > MERCHANT | o 2 B
S S
N TOKEN EXCHANGE HTTPS . TOKEN SERVER URL/ 0
= =
:‘ TRANSACTIONS > MERCHANT :‘ FAILOVER URL \;'
S > S
MICROS_OperaToken.pfx OPI_PSP_1.pfx
SHELL.pfx MICROSOeraToken.cer OPI_PSP_1Root
SHELL.cer

OPI on Premise Token Exchange requires three sets of certificates:
- OPI >PSP - (PSP - Client Side Certificates)
- Opera>OPI - (OPI - Server Side Certificates)

Opera > OPI - (OPI - Client Side Certificates)

Refer to the sections below for further details.
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PSP - Client Side Certificates

The communication from OPI to the PSP for token exchange uses HTTPS with a client
certificate for client authentication. That is, while a server side certificate is expected to be
deployed at PSP (server side) for HTTPS communication, PSP is also expected to provide
a client side certificate to be deployed at OPI side. OPI will present this client certificate
during HTTPS communication with PSP so that PSP can authenticate OPI properly.

In order to achieve this, PSP is required to provide two files:

e A client side certificate file in the name of “OPI_PSP_1.pfx”, this is a PKCS#12
Certificate file that contains a public key and a private key and will be protected
by a password. If the file provided by PSP has a different name, rename to
“OPI_PSP_1.pfx” before deploying it to OPL

e The root certificate file for the server side certificate that is deployed at PSP side.
OPI needs to load this root certificate file into the Java Key store so that OPI can
properly recognize and trust the server side certificate deployed at PSP side. We
expect the root certificate file provided by PSP to be in the format of .cer or .crt.
For the demo purpose in this document, we assume the file has the name “ca-
cert.crt”.

Handling the client side certificate

Deploying the client certificate at OPI side is straightforward - you just need to place the
file in folder “:\ OraclePaymentInterface \key\”.

The passwords set by the PSP should meet the minimum complexity requirements
discussed below; otherwise, it will not be possible to enter the details to the OPI
configuration.

Note: The PSP Client Side Certificates expiry date will vary depending on what the PSP
set during creation of the certificate. Check the expiry date in the properties of the

certificate files.

Be aware the PSP certificates will need to updating, prior to the expiry date to avoid
downtime to the interface.

- !

=

’ . Password should be at least & characters in length and must have at
' least one letter, ane number, and one special character from the
following list l@sEe" &0
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Handling the root certificate file

In order to load the root certificate file for the PSP server certificate into the Java key
store, perform the following steps:

Creating a JKS

From a command prompt change to the JRE bin folder, in order for the keytool command
to be recognized.

The exact path of your JRE bin folder will depend on the environment on which you are
running the commands, and the JRE version you have installed, but may be similar to the
example path shown below;

Bl Chwindows\system32\cmd.exe L

C:“Program Files“Java“jrel.8.@8_111~hin>

The three commands below, when run in sequence;
- Create a new Java keystore,
- Delete the default key created inside the Java Key Store
- Import the supplied root certificate in its place:

In the following example, the root .cer / .crt file is named ca-cert.crt, and is located in the
folder C:\Certificates. Adjust file names and paths to be relevant to your details. OPI
expects that the Java key store file that contains the root certificate for PSP server
certificate to be in the name of “OPI_PSP_1Root”.

-alias tempalias -keystore C:\ Certificates\ OPI_PSP_1Roof

You must supply some basic information during the creation of the Java keystore,
including a password.

E¥ Command Prompt o || = | &=

IC:“Program Files“Java~jrel 8.8 _11i1~bin>keytool —genkey —alias tempalias —keystor
e C:nCertificate OPI_PSP_1Root
Enter keystore oprd:
Re—enter new pa H
Vhat is your fi and last name?
[Unknownl: g User
What is the name of your organizational unit?
[Unknownl: QA Dept
What iz the name of your organization?
[Unknownl: Oracle
WYhat is the name of your City or Locality?
[Unk Reading
name of your State or Province?
Berkshire
two—letter country code for this wunit?
[Unknownl: UK
IS[CN;QR User. OU=0A Dept,. O=0racle, L=Reading. 8T=Berkshire. C=UK correct?
nol: vyes

Enter key password for {tempalias>
(RETURN if same as keystore password):

IC:“Program Files“Java“jrel.8.8_111%hin>

You should use the same key password as for the keystore password when prompted.
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(i.e. RETURN if same as keystore password — Press Enter)

tool -delete -alias tempalias -keystore C:\ Certificates\ OPI_PSP_1Root

Lo o]

IC:\Program Files“Java>jrel.8.8_111~bhin>keytool —delete —alias tempalias —keystow
e C:\Certificate~OPI_PSP_1Root
Enter keystore password:

E¥ Command Prompt

IC:“\Program Files“Javasjrel.8.8_111~bin>

keytool -import -alias myrootca -file C:\ Certificates\ ca-cert.crt -keystore]
C:\ Certificates\ OPI_PSP_1Root -trustcacerts

B8 Cornmand Prormpt

7dals?Fy4
B@i4 wntil: Wed How 13 19:44:

B
mame: SHA1wit hRSA

riticality=§f

.14 Criticality=false
[

AD 16 E2 &A 7?0 cA 82 17 76 9F C1
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Verify the new Java keystore’s details by running the following command if required;

tool —list —keystore c:\ Certificates\ OPI_PSP_1Roof

EX Command Prompt EI@

C:“\Program FilessJavasjrel.8.B_11i\bhin>keytool —-list -keystore c:“Certificate“OP
I_PSP_1iRoot
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

myrootca, 23—Mov-20816,. trustedCertEntry
Certificate flngerprmt (SHA1>: EB:78: GD D7:B6:CE:68:AD:33:6E:BA:FD:86:AE:D1:CA:
28:19:DB:D5

C:~Program Files~Javasjrel.8.B_11ixhin>

OPI_PSP_1.pfx & OPI_PSP_1Root once ready, will need to be located in the folder;
:\OraclePaymentInterface\key \

@uvl v Computer » Mew Volume (D) v OraclePaymentInterface - Copy 6.1.0.132 Backup » key »
Organize = j Install PFX. New folder

¢ Favorites i Mame : Date maodified Type Size
B Desktop L | MICROS Opera 16/11/2016 09:35 MAICROS_OPERAF.. JKE
& Downloads L | MICROS_Pinpad_Gateway 16/11/2016 09:3% RAICROS_PINPAD ., IKB
“| Recent Places i ,L1 MICROS_PTable.pfi 16/11/2016 09:38 Persanal Informati... 3KB
ﬁ MICROS_Opera.pfx 1711/2016 15:26 Personal Informati.., IKE
- Libraries ,Lv MICROS OperaToken.pfx 2141172016 16:55 Personal Informati.., IKB
=| Documents ,L? MICROS_Pinpad_Gateway.pfx 1641172016 09:3% Personal Informati.., IKB
-.;- Music ,Lw MICROS PTable.pfx 16/11/2016 09:3% Personal Informati.., KB
| Pictures 5] MICROSOperaToken.cer 2141172016 16:55 Security Certificate 1KB
a Wideas ,Lw OPLPSP_1.pfx 25/08/2016 05:42 Personal Informati.., 4KB
= || OPIL_PSP_1Root 25/08/2016 05:42 File 3KE

2 itemns selected Date modified: 25/08/2016 05:42 Date created: 22/11/2016 17:09
y Size: 6.84 KB

Updating a JKS with a new PSP certificate

If this is an existing OPI On Premise Token Exchange installation, and you are importing
a new PSP certificate prior to an existing key expiring, the current OPI_PSP_1.pfx &
OPI_PSP_1Root, should be deleted from the :\ OraclePaymentInterface \key\ folder prior to
following the steps above to import new certificate file.
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OPI - Server Side Certificates

7 The lower half of the page relates to generating server side certificates used in
communication from Opera to OPL

e Click the Create OPI Token Certificates button to proceed.

= Oracle Payment Interface Configuration Taal EI =] @

Oracle Payment Interface - PMS Configuration Tool

Fayment Service Provider :

Token Server Url: hitps: 10,167 76222 Token Server FailOwver Url:
Key Password: i key Password Confirm: e
Certificate Password: i Certificate Password Confirm:

I Create OPI Token Certificates I

| SetBasic Authentication |

ORACLE | Create Opera Token Certificates |
HOSPITALITY | Previous | | g |

Populate the fields with the relevant information.
The password fields validate the passwords are complex, so the passwords will
need to meet these requirements;

- Min 8 characters in length

- Min 1 Alpha Character

- Min 1 Numeric Character

- Min 1 Special Character from the following list |@#$%"&*

[ )

(=]

_"'.I Password should be at least & characters in length and must have at
' least one letter, ane nurber, and one special character frorm the
following list IE#ERe" &
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Configuring OPI

I TokenCertificate Configuration

Please Input Certificate Information

(=5 EoR ==

OFI Server IP: 10.167.78.239 Password :
Merchant City - Reading Confirm Passward : |
Merchant State Berks Merchant Country GB
ORACLE Generate l l Close
HOSPITALITY
Once ready select Generate
I TokenCertificate Configuration = || = | = |
Please Input Certificate Information
OPI Server [P Opera CC Yault Key is creating, please wait. .
Merchant City :
Merchant State Progress: 50% =]
ORACLE Generate l ’ Close
HOSPITALITY
= TokenCertificate Configuration o || = | 82|
Please Input Certificate Information
OPI Server [P Opera CC Yault Key is creating, please wait...
Merchant City L
Merchant State : |0| Opera CC Vault Key is created successfully =
=
ORACLE‘ l ETTET a0 J l S | P ) ol I
HOSPITALITY
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This process will generate the MICROS_OperaToken.pfx & MICROSOperaToken.cer files
in the folder;
:\OraclePaymentInterface \key \

[E=5 B (=)
@Qv‘ » Computer b Mew Volume (D) b OraclePaymentinterface b key [ [ searn ey )
Organize = [ Install PEX ~ New folder =~ 0 @
Eaverites Harne ‘ Date madified Type Size
B Desktop |} MICROS_Dpers 16/11/2006 0838 MICROS OPERAF.. 118
§ Downloads | MICROS Pinpad_Gateway 16/11/2016 0838 MICROSPINPAD_.. G
5] Recent Places [2 MICROS_PTable pfi 16/1/2016 0838 Personal Informati.. 3KB
[ MICROS_Opers ph UG PersonslInforrmati.. 168
 Libraries 15 MICROS_OperaToken.phe 22/11/2016 1351 Personal Informat 3KB
[ Documents MICROS Pinpad_Gateway.ph 16/11/20160838  Personal Informati 3KB
& Music MICROS_PTable pfx 16/1/2006 0838 PersonslInformati.. 168
& Pictures ) MICROSOperaToken.cer UG ITEL Security Certificate 1KE

B videos

Note: The OPI Server Side Certificates have a default expiry date of five years from the
date of creation. Check the expiry date in the properties of the certificate files.

The OPI Server Side Certificates will need updating prior to the expiry date to avoid
downtime to the interface.

Copy the MICROSOperaToken.cer files to all of the Opera registered terminal that you
will run the Token Exchange process from, and then import to Trusted Root Certification
Authorities, using mmec.exe (see below for more info)

8 Close the Certificate generation screen, you should now see the green message
Token Certificate exists.

% Oracle Payment Interface Configuration Toal EI =] @
Oracle Payment Interface - PMS Configuration Tool
Payment Service Provider
Taken Server Url: hitps:#10.167.78.222  Token Server FailOver Url:
Key Passward: e Key Passward Canfirm: e
Certificate Password: Certificate Password Confirm:
Token Certificates exist | Create OPI Taken Certificates |
| SetBasicAuthentication |
ORACLE | Create Opera Token Certificates |
HOSPITALITY | Previous | | ple |
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Configuring OPI

OPI - Client Side Certificates

9  For communication from Opera to OPI, OPI Client Certificates at the Opera side
are also required.
e Click the Create Opera Token Certificates button to proceed.

= Oracle Payment Interface Configuration Tool EI = @

Oracle Payment Interface - PMS Configuration Tool

Fayment Service Provider :

Token Server Url: https #0167 78222 Token Server FailCwer Url:
by Password: i by Password Confirm: e
Certificate Password: e Certificate Password Confirm:
Token Certificates exist | Create OPI Taken Certificates |

| SetBasic Authertication |

ORACLE I Create Opera Token Certificates I

HOSPITALITY | Previous | | Mext |

= Dpera Certificate Configuration EI@

Opera Certificate Information

Password | T Confirm Password : e
Merchant City Reading Merchant Country GB
Merchant State ; Berks|
ORACLE ‘ Generate | ‘ Close
HOSPITALITY

¢  Once values entered and ready click generate.
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=N R =
@vvl . » Computer v Local Disk (D) » OraclePaymentnterface v key - | +4 | | Search key 2|
Organize » @ Open Mew folder = - E] '@‘
¢ Favorites Mame Date rodified Type Size
Bl Desktop =) SHELL.cer 2040372017 10:05 Security Certificate 1KB
& Downloads SHELL.pfe 20/03/2017 10:05 Personal Informati,.. KB
=l Recent Places jé MICROS OperaToken.pfx 2040372017 10:04 Personal Informati... KB
5 MICROSOperaToken.cer 2040372017 10:04 Security Certificate 1kE
7 Libraries || MICROS Opera 10/03/2017 11:21 MICROS OPERAF... KB
) Dacurnents | MICROS Pinpad_Gateway 10/03/2017 11:21 WICROS FINPAD ... KB
J? Music __jé MICROS_PTablepf: 1040372017 11:21 Personal Informati.. 3KB
= Pictures MICROS_Opera.pfx 1070372017 11:21 Personal Informati,.. KB
B8 videns j MICROS_Pinpad_Gateway.pfx 1040372017 11:21 Personal Informati... KB

In the example above the certificates are named SHELL, which is picked up from the
Chain Code entered in previous steps. the certificates you create may be named
differently relative to the environment in which they are being installed.

Copy the SHELL.pfx & SHELL.crt files created, to all of the Opera registered terminals
that you will run the Token Exchange transactions from. Import the certificates using
mmc.exe (see below for more info)

- SHELL.pfx import to Personal — you will need the password used
during the creation in the previous steps.

- SHELL.crt import to Trusted Root Certification Authorities.

Note: The OPI Client Side Certificates have a default expiry date of five years from the
date of creation. Check the expiry date in the properties of the certificate files

Be aware the OPI Server Side Certificates will need updating prior to the expiry date to
avoid downtime to the interface.

10 Select Set Basic Authentication to configure the Header Authentication
credentials used in communications from Opera > OPL.
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= Oracle Payment Interface Configuration Tool

Fayment Service Provider :

Token Server Url: https #0167 78 222

by Password:

Certificate Passward:

Oracle Payment Interface - PMS Configuration Tool

Token Certificates exist

Token Server FailCwer Url:

by Password Confirm:

Certificate Passward Confirm:

Create OP| Token Certificates l

Set Basic Authentication

ORACLE Create Opera Token Certificates ‘
HOSPITALITY Previous ‘ [ NExt J
= Authentication Configuration E@
Please Edit Information
support basic authentication : [iruic] -
User : CATESTUSER
FPassword : A———
Algarithrn SHA-Z56 -
oRrRACLE Ok | | cancel
HOSPITALITY

11 Select OK to confirm the Authentication details and return to the PSP/Certificate

Page.

Configuring OPI
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e The Algorithm setting is the hashing method used to store the password at the

OPI host machine; it is not set at the Opera side. The minimum supported
method is SHA-256.

o The details entered will need to match the details entered in the OPERA Interface
Custom Data page, see below;
OPERA PMS Configuration > Setup > Property Interfaces > Interface
Configuration > edit EFT IFC OPI > Custom Data tab

B oPERA Configuration[Yersion 5.0, Service Pack 5.0.05.00/11] 09SMALL1 - Opera Demo Hotel, Small
Window

09.06.14

Gl tion - Edit

Interface # 222

IFC Type +| Product Code [1FG | menutype [ | #| menu narme [Data Card System License Cote (1433372437
Marme [SE] | Machine [ea-crFca ~|  Controller Port (5501 Wersion [9.6.11
Interface 10 [WF 01 IFC# Product Code [XML_MFG Program | fidslioiiositcs.exe | Vinc Port [5500 Cashier ID £
I¥ Active YN I DisplayIFC | Autostat  PathID Tirneout Msy Expires after || ™ Use Data Through
XML Configuration General | Class of Service | Impaort Rooms | Warkstation Setup | Translation Custom Data |
User Defined Walue o~
HTTF_USERMNAME QATESTUSER
HTTP_PASSWORD e

Room Translation

=1 searsh
Search j'
From j'
Mew
To l—;l E
=1 Delete

Generate XML | Sawe | Close |

12 Select Next to continue.
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Configuring OPI

% Oracle Payment Interface Configuration Tool

Oracle Payment Interface - PMS Configuration Tool

Payment Service Provider :

Token Server Url:

Key Password:

Certificate Passwoard:

ORACLE
HOSPITALITY

https 0167 78222 Token Server FailOwer Url:

i Key Password Confirm:

— Certificate Password Confirm:

Token Certificates exist

A

[ Create OF| Token Certificates

| SetBasic Authentication

[ Create Opera Token Certificates

)
)
]

Prewious

I

|

Mext

I

13 Select Exit, and save the changes when prompted.

E Oracle Payment Interface Canfiguration Toal

Oracle Payment Interface - Configuration Summary

ORACLE’
HOSPITALITY

posSybaszel properies
hdaxiait=20
Initldle=20
ResPon=2635
haxPool=40
ResHost=127.0.0.1

hdinld
ResD)
opera
Total

Port=|
hdode
Port2
hode
termi

log.p

MICROS Gatewray Service Configuration

| You have changed the data,
' doyou want to save?

| [ cancel

-

Continue

Exit
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4 Opera Configuration

Creating an EFT Interface

Log in to OPERA and go to Configuration. Select the menu option Setup > Property
Interfaces > Interface Configuration. If there is no active EFT or CCW IFC Type, select
New to add configuration for a new EFT interface.

1. Enter the following options, and then select OK:
e IFC Type: EFT
¢ Name: Oracle Payment Interface
e  Product Code: OPI
e  Machine: Select the machine
e License Code: License code for interface

e [FC8 Prod Cd: XML_OPI

HIF G Weh Corfiguration - MNew
cammunication

IFC Type Mame |Orac|e Pavmentlnterrace| + TCPIP " Serial
Product Code Machine |IRUMENA.-US =l e I |

License Code 387654 IFC8 Prod Cd [<ML_OFI | Port | | oK
[ Generate XML Close
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2. Select the check box to enable the CC Vault Function.
3. Define the Timeout value as 210.

| menutme | #| Merumame [ | LicenseCode [2050817223 |

cél | machine [osecure =]  controller Port Versiorn

ntertaca 1D (70| IFCBProduct Code Program [c wieboitcaircBee v Vi Port Castiorid 14
P atvayM [ DisplaylFc [ Autostat  PathiD MegExpiesater| | I™ Use Data Through

XML Canﬁguration General Iclasso{sanﬁcsl |mport Rooms Iwnrles1alinnSe1un| Translation |

._|_ -HandIE night audit commands

7 G Vaull Function Pt ]
[ EFT Setup IF Address :
F RegularTransaction I” Stored Value System

I™ Courtesy Card Handling

4. Go to the Translation tab and select Merchant ID.
5. Select New to add the Merchant ID. This must be the same as previously configured
in OPI (MPG) Configuration.

IFC Type +| Product Code |lFG Menu type iI Menu narme License Code
Mame \OPI | Machine |GA-OP\-IFCB j Controller Port Wersion
Intetface ID IFC8 Product Code [xXML_MFG Program | idelioWfcaiics sxe =] vinc Port Cashier ID
¥ Active ikl " DisplayIFc I~ Autostat  PathID Timeout MsgExpiresater | ™ Use Data Through

XML Configuration General | C\assu_fSer\nceI Import Rooms |WDIKSIEIIDH Setup Trans|ation | Custom Data I
—

Select Translation
& iMerchant Iy
= Article Number

€ 1 annuana Cnida | [ |

Configuring CHIP AND PIN (EMV)

To configure the Functionality Setup:

1. Go to Setup > Application Settings > IFC Group > Parameters, and enable CHIP
AND PIN.
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"RFSDH -

Property [FSOH ll

| " Eunctions = Parameters  Seftings
Grolp S % | Name 4]
ACTMITY = ADVANCED AUTHORIZATION RULES
AR X | ALLOW GIFT CARD CASHOUT
BLOCKE CC NUMBER NOT MANDATORY FOR RESERVATIONS
[CASHIERING TS
CATERIG X | DISPLAY HOUSE BOOTH CALLS
COMMISSION DISPLAY KEY SCREEN
ENDOF DY X | DISPLAY KEY SCREEN UPON CHECKIN
EEORTS DISPLAY VALUED PROGRAM DURING CHECKIN
FRONT DESK GIFT GARDS
GENERAL IFC POST EXCLUSIVE TAX AS ITEMIZER
GRC MULTIPLE GUEST ROOM KEY
IFC RESTRICT KEYDATACHANGE AT GHECKIN
MEMBERZHIF RESTRICT KEYS FOR RESERVATIONS NOT GHECKED-IN
NAVIGATOR | STORE CHECK DETAILS BY CHECK NUMBER ONLY ;
EREVENTATIVE MAINT | X | SWAP REFERENCE AND SUPPLEMENT =
PRIORITY
EROEIEES lActivate Chip and Pin Functionalty. =
AT
RATES
RESERVATIONS
[FOOMS MANAGEMENT ey =
SELUNGSCREEN | :
e Copy Find Edit Close

Opera Configuration
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2. Go to Setup > Property Interfaces > Credit Card Interface > Functionality Setup.

‘@ODH - Credit Cards Functionality Setup

Global Rules

[+ EOnIine Eeﬁlementé [ Tempararily Stare Offine Settlements
[ Batch Settlement [ Manual Authorization Motification

[ Send Total Tax in Setllements [ Activate Installments

[ Credit Card Type CheckiUsages

[ Might Audit Remote Autharization

[ Blacklist Card Check

v Farce Auth. During Check In ! Interactive Auth. Window

Card Specific Rules

v Authorization at Checkn Types [vI,MC AKX DS VA | 2]
IV puthorization Reversal Allowed Types |UA,UI | s |
¥ Authorization during StayDeposit Types [vI,MC AKX DS VA | 2]
v muthorization Settlernent at Check-Out  Types [CPMC, | 2]
I Deposit CYv2 Check Types | | +]
[ Deposit Address Verification Types | | t|
¥ Chip and Fin Types |AX,CPMC DS MC VA, | 2]
QK | Close

* Online Settlement. Select this check box to allow online settlement. OPI is an online
settlement. This must be checked to activate the Chip and PIN Application Setting.

* Authorization at Check In. Select the payment methods that will trigger an
automatic credit card authorization at check-in.

* Authorization Reversal Allowed. Select the payment methods that can process
authorization reversals. This provides a request transaction to the Payment Partner to
remove the existing authorization on a guest credit card or debit card if the folio
payment type is changed or at check-out a different payment method is used. For
example, a guest checks-in on a reservation for a 5-night stay using a Visa credit card
for payment type. At the time of authorization, a hold is put on the Visa credit card for
the total cost of the stay. If the payment type is changed to another type on the
reservation or the guest checks-out using cash or a different brand of credit card,
OPERA will send a reversal request for the originally selected Visa credit card
authorization. A partial reverse authorization is not supported.
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* Authorization During Stay/Deposit. Select the payment methods that allow
manual and automatic authorizations following check-in and prior to check-out and
settlement. This option must be enabled in order to allow authorizations by the end-
of-day routine.

* Authorization Settlement at Check-Out. Select the payment types that use credit
card authorization and settlement in one transaction request. These are payment types
that do not allow an authorization separate from the settlement/sale.

* The payment types that are available in the multi-select list of values are only
payment types configured as EFT payment types. Any one payment type can be
selected for credit card specific rules of Authorization at check-in, Authorization
Reversal, and Authorization during Stay/Deposit. If they are selected for these card
specific rules, then the payment types will not be available for Authorization During
Stay/Deposit.

* Chip and PIN Enabled Payment Types. When the IFC > Chip and PIN application
parameter is set to Y this option is visible and selected by default. You may not
unselect the check box. Select the LOV to choose the credit card payment types that
will trigger a Chip and PIN message with or without credit card data to the EMV
Device. Payment types that are configured here will not require that a credit card
number or expiration date to be entered when selected as a payment method on the
Reservation screen or on the Payment screen. This data can be provided in the
response message from the Payment Partner.
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Configuring the CC Vault

Go to Setup > Application Settings > IFC Group > Functions, and enable CREDIT
CARD VAULT.

"z_s FSDH - Application Setings

Progerty [FSDH AI ‘ * Functions " Parameters " Seftings

Groupi H [MName -
BALLR S »  CREDIT cARD vAULT

2R

BLOCKS
CASHIERING
CATERING
COMMISSION
END OF DAY
EXFORTS
FRONT DESK
GENERAL
GRC

IFC
MEMEERSHIP
NAVIGATOR
PREVENTATIVE MAINT L
PRIORITY
EROFIEES Activate Credit Card Vault FUﬂCUUna”N =]
FTM

RATES
|RESERVATIONS
ROOMS MANAGEMENT — -
mj

Copy | Find | Edit | Close |

Configuration -> Setup -> Application Settings -> IFC -> Settings

OPERA uses the CREDIT CARD VAULT CHAIN CODE for the certificate lookup and
should be populated with what was entered during the OPI configuration for PMS.
The CREDIT CARD VAULT WEB SERVICE URL should be in the format:

https://<ipaddress_opi_host>:5012/TokenOPERA

The CREDIT CARD VAULT ID is currently not used.

The CREDIT CARD MAX CC PROCESSED is set to what the Payment Partner can
support for the number of rows sent in one Token (GetID/GetCC) request. This is used
during the bulk tokenization process and when multiple folio windows exist on OPERA

Reservations. 50 is the default used when nothing is set here.

The CREDIT CARD VAULT TIMEOUT is set to the timeframe to wait for a response
from the Token Proxy Service. At least 45 is recommended.
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Froperty [08sMaLLT | #|

" Parameters

i+ Settings

Group
ACTIVITY =
AR

BACK OFFICE
BLOCKS
CASHIERING
CATERIMG
EMD OF DAY
EXPORTS
FROMT DESK
GEMNERAL

MEMBERSHIP

QEDS

WS

FROFILES

RATES
RESERVATIONS
ROOMS MAMNAGEMENT

Ll

CCAUTHPROC STOP CHECK INTERVAL

CREDIT CARD PROMPT

CREDIT CARD WALILT CHAIN CODE

SHELL

CREDIT CARD WALLT ID

CREDIT CARD WALILT MAX CC PROCESSED

CREDIT CARD VAULT TIMEQUT

30

CREDIT CARD WAULTWEB SERVICE URL

hitps:i1 0.167.78.222:501 2MokenOPE

DEFALILT POSTING ROOM

3001

EMABLE FAILOVER &l

EXTERMAL TIMEOLIT a0

FAILOVER LUIRL

FLAGS

GUEST LOQKLUP TIMEOUT &0

KEY INTERFACE TIMEQUT 120 ~|

Assigned printer for automatic Credit Card authorizations

|»

Copy

Find Edit Close

Cashiering Overview

Credit Card Payment Transaction Codes

1. In OPERA go to Configuration > Cashiering > Codes > Transaction Codes to view
the Credit Card Payments transaction codes setup.

Opera Configuration
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2.

@ODH - Transaction Codes - Edit

Code
Description [visa ||
Subgroup [CC_ | #|CreditGards
Group [Payment |
TnType | 0 =l
| Adjustment Code I:lil
Fiscal Trn. Code Type I:l
MinimumAmuumIZI aximurm Amount I:l

' Credit Card " Cash " Check " Others
= EFT  Manual CC Gode [VA Yisa- EFT
AR Accuunt@ CC Commission %
I¥ Revenue Group I~ membership I¥ Manual Posting
I Paidout ™ Generates Inclusive I¥ Deposit Payments
IV Cashier Payments {1-8) ¥ AR Payments I Post Covers

I Include in Depositicyl Rule T Check Mo. Mandatany
I” Inter Hotel Deposits
I Inter Hotel Payments
I Inactive

Display Code

Generates | Exp.Mapp... (o] 4

Close

Information for credit card payment transaction codes:
* EFT selection is necessary to send credit card transactions out to the integrated

payment partner for the specific Payment type.
partner.
Payment Type.

accessed in OPERA PMS.

Overview of Credit Card Payment Types

The credit card payment types link with the transaction code:

1.

Opera Configuration

In OPERA Configuration > Cashiering > Payment Types.
The IFC CC Type field has the credit card code used such as MC, VA, AX.

The Trn Code field has the credit card transaction code.

* CC Code will auto-populate once the transaction code is associated to a

* Manual selection will not send out any transactions to the integrated payment

* Display Code can be populated to display a button when payment screen is
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Payment Type [/4
FocoTpe[# e
Merchant Number [001060000501 459

Description (] Credit Limit
Trn. Code (9020 _!I Extra Percent
™ o Post V' Reservation

I Authorization Receipt

DisplaySequence [ 6]

Algorithm Configuration

Card Length [13.16
Card Prefix 4000000000000000 4005249999955999
Validation Rule [vod 10 = 4905300000000 4910099995999 =
Delete
Ok Close
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Configuring the Workstation

If the workstation is connected to a Chip & Pin terminal, the Chip & Pin Device
Available check box must be enabled.

1. In OPERA > Setup > Workstations > edit your workstation selected.
Select the Chip & Pin Device Available check box to enable the device for this
workstation (this allows the generic CP Payment Type to display in the LOV for a

reservation).

"W FSDH - Workstations

Search |

Station |_ %1 FEDH - Waorkstation
Station Station [OPERASERVER |
NPLLOANER | Description [OPERASERVER |
NPLTECHDES :
""" | Syipe Reader Attached | . { chip & Pin Device Available M |
OPERADEMOS .
OPERAKENNE Readerho[ |24
OPERALAB-3 f
OPERASERVE | Afttach Print Tasks from | |£| Print Tasks
WSHFTI Default Key Encoder configured -N—
FADMESRET New

0 3
PC307225103 0K | Cloge | Edit
PDHAS.FT.MIC -
PK2.14374138% PRZTTITT 06 Delete
RAMNATH.FT MICROS.COM.1115142iramnath . ricros.com. 111514275 .| | Close
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Configuring the Hotel Property Interface (IFC8) instance to
the OPERA Hotel Property Interface (IFC)

To configure the link between the interfaces:

1. In the Hotel Property Interface, go to the PMSI1 tree and select OPERA in the
application layer.

2. Enter the OPERA IFC number in the parameter IfcNum value.

oo T

[L] <ML Configuration

Parameter | Walue |
ll‘j :5'5151 Ifchum EE
; Ifoduthkey

.49 Printer Configuration
- Manitor Properties CeDecSeparator
i l]_] Application Layer Ccherchantld
- MaxTrackZlength

Q Protocol Laper Enable UTFS

EEEEE

Q General Properties

You can find the OPERA IFC number in OPERA on the IFC Configuration of the
related Hotel Property Interface (IFC) (Row_ID).

& OPERA Configuration[Version 5.0, Service Pack 5.0.04.02] EU - Opera Demo Hotel, Small 14.11.14
Window
|
S E—SSSS———__—_—N_————————————————_———————_————————————_——_—_———————.—.——;—;w’_
IHC 1ype [=F | g| Product Code IMF'E‘ | Menu type [ |£| Menu name [ | |
Name [EFT Chip&Pin | ine [MBOESEL-DE ~|  Controller Port

Interface ID IFC8 Product Code [XML_MFG Program |Ci\fide"0‘"03‘ifcs-exe ;l Wnc Port (5800
WMiactiveymi I DisplaylFc | Autostat  Pathib [1 | Timeout [250 | MsgEiresater |

#ML Configuration Parameter I Value |
Q.j :!.:5151 [F:Mum E| ;ﬂ
0 Printer Configuration IfcAuthkey El
& Monitor Properties CeDec3eparator @ :
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3. Go to the PMS1 tree in the Physical Layer.

4. Enter the port number into Parameter value Port. This is the port IFC8 uses to
communicate with the opera IFC controller.

5. Select Enter and Apply to re-initiate IFC8, and then click Save.

ﬁ;] Ifc8 Setup for "Physical Layer” @
111 ML Canfiguration Pararneter | Y alue
- IFC1 Layer! & e
u..:ﬂ 2.18; . . CheckState |g| e
rinker Configuration
.- Monitar Properties Fort @ 50
L% Application Layer Faram |g| LOCAL
ﬁ Protocol Layer
TCP
* General Properties

Configuring Authentication for the Hotel Property Interface
(IFC8) with OPI

You must secure the connection between OPI and Hotel Property Interface (IFC8) by
exchanging encryption keys at startup.

This authentication key must be defined by OPI. The corresponding key must be entered
in the Hotel Property Interface (IFC8) configuration.

1. In the Hotel Property Interface (IFC8) configuration, go to the IFC1 tree, and then in
the Application Layer, select the XML_MFG option.

[~ = ™
%3] Ifc8 Setup for "XML_MFG" ’ (o

lm 'ﬁ'”- Configuration Pararneter | Value |
Ll IFCT I
s DoublePostingSize 0
-4 Printer Configuration ? Ig
: . . IfcAuthk.ey )
&9 Moritar Properties : a
M Application Layer EFT_RequestTimeout Igl 20%
i u_:_u HML_MFG DLS_RequestTinmeout E 0%
Q ProthD| Layer D ataFiesyncOption @ I
‘V%Sﬁhwcal Layer SingleThread =
General Properties
L

2. Copy the generated key from Configuring OPI - OPERA merchant step 5, and add
“FidCrypt0S|” to the generated key as prefix.
For example: FidCrypt0S | xxxxxX XXX XXXXXXXXXXXXXXX

3. Copy this string into IFC8 Parameter IfcAuthKey value field.
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,

e o

D #ML Configuration

- 1P

Q Fonitar Properties
ﬂ] Application Layer

Farameter | Y alue |
DoublePostingSize @ 0
Iichuthiey | -]

EEn

EFT_RequestTimeout

M HML_MFG DLS_ReguestTimeout E 80%
[frdsuthiey il ahFopE
DoublePostingSize E 1]
Ifcdwuthk.ey 2 FidCrypt0S|j2e0chiabdmi ahPa...

EFT_RequestT imeout
DLS_RequestTimeout
D ataFezpncOption

& a0
& a0
Ef: |

Go to IFC1 tree and select the Physical Layer.
Enter the port number in port value. This is the same port that was configured in

OPL
M1 Ifc8 Setup for "Physical Layer” )
Iﬁj] ﬁdL Configuration Parameter | Y alue I
A IFC
; Layerl TCF
0 F'rint,ar Ennfigur?atic:n Eh}nlackSlate % v
’ M anitor Properties
0 aypplication Layer Fort @ s0av
- Pratocal Layer Param |£| LOCAL

@ TCP

- PMS1

Q General Properties

Click Apply, IFCS reinitiates.
The IfcAuthKey value now shows an encrypted key and the entered string is now

encrypted by IFCS.

Click Save, and then click OK to close the IFC8 Configuration form.

IFC8 now connects with OPI and OPERA IFC Controller.
To verify IFC8 successful status, confirm that all 6 status indicators are green.
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L T — B
Bl 0FC8 V10.0.0] -> XML_MFG - WCRDS—Fidm
e — e c— — T

e

File Properties Info |

[IFC1] -= XML_MFG/TCP=5011:L OCAL

LtafASYhhYWik=xCT RxDzgh/xtQMOCKT EMY SSTvhZ Sy wpwhoggoSSweu+WHOoxcEL4hLP -
TWID42 W RIVE 3y Dxc Uz 0811 Obz GnE46CS TXGWIp D MNnx FitYldo="s= L

[04.20/11:06: 6100 > L

[04 25/11:06:51] <MesslLwvi3d= ChangelinkState: Alve

[042.25/11:06:51] =Me=ssLwvi3> Monitor security: "Mask security relevant fields for all
schemas™

[0 251 1:06:51F1/0 == <Linka&live Date="1604259" Time="110651"/>
[04.29/11:06:51F1/0 <= 4 =Linkdive Date="160429" Time="110651"/=L

[02. 291 1:06: 51FE0/0 -= 4 =Linkalive Date="160423" Time="110645"/> L

[0 251 1:06: 5101 == =Link&inve Date="180429" Time="110645"/=

[P Reft:0/0 [ Link:Alive [ Comm:Sync
[PMS1] -> OPERA/TCP=5501:LOCAL
=attribute type="IWSMNum~ > -

<Attnbute Type name="Totalbmount™/=
=attribute type="Totalfmount™/>
=/Element T ype>

=/Schemas= L
[03.29/11:06: 51F1/0 => =LinkMive Date="160429" Time="110651"/>
[04.29/11:06:511#1/0 =- 4 =LinkcAlive Date="1680429" Time="110651"/> L
[0:3. 2901 1:06: 51000 -> 4 <LinkAlive Date="160429" Time="110651"/>L
[04. 281 1:06:51#0/1 <= <LinkAlive Date="160429" Time="110651"/>
[0 2571 1:06:51] <Messl vid> Changel inkState: Alve

[ Reft:0-0 [ Link:Alve [ Comm:Sync
IfeBusi v10.0.0 [Ifedction ¥10.0.0 C:\Fidelia\ | FCEAMFG AT mp7I0S.<ml 11:06:57 -

Perform a Tokenization
Utilities -> Convert CC -> Convert Vault CC Information -> Test Client

AALLT - Credit Card VW

Credit Card Vault Conversion Status

Table Mame [Total Records  [# Processed  |% Completed  |Status Sl i
| Log

ersion LIRL Test Client

URL entered here will be used only for conversion process
[https 182 166 15101501 2TokenOPERA]

| Ere Auth

(8124 | Close

il Auth

Euture S

Convert Co

Close

Complete the Test Client conversion, to enable the Credit Card Vault Conversion
functions.

OPI only supports the Convert CC function; the other conversion options are not
currently supported.
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Certificate Import using Microsoft Management Console

1 Find and open mmc.exe from start menu

Programs (1)

4 See mare results

| mmel B4 Logoff |»

L 7Start §J§ Mf ;-% This page can be dis. ..

Oapplli
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2 Select File > Add/remove snap in and add certificates to Selected snap-ins, select OK.

¥ou can select snap-ins for this consaole Fram those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, wou can configure which extensions are enabled.,

Available snap-ins: Selecked snap-ins:
Snap-in | Vendor | - [ console Root Edit Extensions. .. |
= Ackivey Contral Microsoft Cor... ﬂCertiFicates - Current User
Authaorization Manager  Microsoft Cor.., Hemeye |
5 Microsoft Cor..,
N Conrer g, Mot o |
..J:‘t!Device Manager Microsoft Car... MMaye Dawn |
1= Disk Management Microsaoft and. .. Add > |
@ Ewvent Yiewer Microsoft Cor...
| Folder Microsaft Cor...
__" Group Palicy Object ... Microsoft Cor..,
.g IP Security Monitor Microsoft Car...
@ IP Security Policy Ma... Microsoft Cor,.,
|2 Link to web Address  Microsoft Cor..,
& oral Users and Gro... Microsoft Car,.. ll Helranezd.
Drescripkion:

The Certificates snap-in allows wou to browse the conkents of the certificate stores for yourself, a service, or a computer.

a4 I Cancel

3 Expand Certificates, expand Personal or Trusted Root as required, and
select Certificates.

& Consolel - [Console Root\Certificates - Current Lse
E File  Action Miew  Faworites  SWindow  Hel

&= 2E 8lc= HE

| Cansale Root
4 _BLJ Certificates - Current User

a || Personal
| Certificates

4 || Trusted Root Certification Suthorities
| Certificates

| Enterprise Trust

| Intermediate Certification Authorities

| fctive Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Autharities
| Trusted People

| Certificate Enrollment Requests

| Smart Card Trusted Roots

4  Right-click Certificates, select All Tasks, select Import.
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E Consalel - [Console Root\Certificates - Current User\Personal\Certificates]

& File  Action

&= | #E o= HE

Wiew  Faworites  Window  Help

| Cansole Root

4 @ Certificates - Current User

Issued Ta

¥,110.167.78.148
¥.1172.28.96.20

Is

T
[T = Y

4 || Personal
= All Tasks
43
Wiewy

Mewne W ind owe from Here
Mewr Taskpad Wiew..,

Refresh
Export List..,

Help

Request Mew Certificate...

Irmport,.,

Sdvanced Operations

- || Srnart Card Trusted Roots

o  On the Certificate Import Wizard Welcome page, click Next.

e Browse to the location of the certificate file, and then click Next.

o If required enter the password relevant to the certificate you are importing, and
then click Next.

e If imported is successful the certificates Common Name will be listed under the

folder that was selected during import.

Opera Configuration

4-34



5 OPI Maintenance & FAQ

OPI Services

Once installation is complete, there will be 2 OPI Services present.

Services

File Action Wiew Help

@ | BE = Bz > e nmwp

Services {Local) 7 Services (Local)

OPI Service Marme : Description Status Startup Type Log On As
Offline Files The Offline ...  Started Autornatic Local Syste..
Start the service OperaIFC Contral... Autornatic Local Syste..
& OPI Service Oracle Pay.. Autornatic Metwrark 5.
Description: OPI Service Utility  Oracle Pay..  Started Butomatic Metaork ...
Oracle Payment Interface Service Parental Contrals  This service ... tanual Local Service

Peer Mame Resolu.., Enables sera.. hanual Local Service

OPI Service

The OPI Service deals with communication between the PSP and Opera.
The OPI Service will need to be restarted each time any configuration changes are made
to the Oracle Payment Interface.

OPI Service Utility

The OPI Service Utility handles communication between the OPI configuration tools and
the MySQL database.

If you are having trouble logging into the configuration wizards, make sure this is
running.

OPI Uninstallation / Re-installation

If you are uninstalling OPI with the intention of reinstalling it again, be sure to remove
the :\ProgramData\MySQL\ folder manually, as the uninstall of MySQL does not
remove this automatically. If the folder is left the old schema information will cause
challenges during the re-install.

NOTE: The :\ProgramData\ folder is usually a hidden folder by default.

OPI Additional Configuration

The majority of configuration can now be completed using the configuration wizard. The
configuration wizard should be used wherever possible to ensure configuration is
completed to the same standard.

There will however be instances, where certain configurations are not dealt with yet by
the configuration wizard, and the Config.exe must be used as it has been in the past.
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OPI Log Files

OPI Logs are found at the following path :\ OraclePaymentInterface\ Log\
e Debug log

Is rotated by file size, the maximum size is 20MB.

Current debug log file name is “debug.log”, previous debug log file name is
“debug.log.1”, “debug.log.X”, sort by date.

o Gateway.log
Is rotated by file size, the maximum size is 20MB

e System.log
Check the Oracle Payment Interface build number.
Is rotated by file size, the maximum size is 20MB

¢ Transaction log

Is rotated daily, the current transaction log file name is “transaction.log”, and previous
day transaction log file name is “transaction.log.YYYY-MM-DD".

OPI Service Restart Task

If the details of service restart need to be amended once OPI is installed, these can be
changed using Windows Task Scheduler.
The OPI installer creates an OPI Service task.

(%) Task Scheduler
Fil: Action Wiew Help
R ake AW i 7]
(B Task Scheduler (Local) Marme s Triggers MextRunTi. ¥  Last Run Time Last Ru...
a [ Task Scheduler Library _
[ Microsaft © {8DDIDTES-... (00
2 ] mysaL L& 0PI Service Ready At 00:10 every 7 days 04/ T
“ WPD @ GoogleUpda... Ready Multiple triggers defined 29413/, :09:20 2 17 12:09:
(© GoogleUpda... Ready At12:09 every day - After triggered, repeat every L hour for a duration of 1day.  29/03/2017 1L09:20  29/03/2017 10:09:20 (00}

Ready ‘When the task is created or maodified

OPI Password Maintenance

The passwords for the OPI database and the Native Driver Pass Phrase are set during
installation.
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If the passwords for the OPI database, or the Native Driver Pass Phrase, need to be
updated once OPI is already installed the :\ OraclePaymentInterface\Bin\rwregistry.exe
utility can be used to update these within the OPI configuration.

Note: The rwregistry utility does not change the MySQL password within MySQL, this
would normally be done by the System Administrator on site.

- Run :\OraclePaymentInterface\bin\rwregistry.exe as Administrator, and Login
with local Administrator user credentials.

M Updating Security Creds EI@

Please login with machine credentials

User

Password

- Select the required function. Enter the updated credentials you want to set in the
OPI configuration. Commit

M Updating Security Creds EI@ M Updating Security Creds EI@

Username and password are case sensitive.
Please enter username using only alphanumeric
characters with at least one letter. Password
should be at least eight characters in length and
must have at least one letter, cne number,one
upper case letter, and one special character from

il ist ! Y-
Let us know what you want to do the following list | @#8 %" &«
1 5 Y —
Update POS Passphrase Password

Update OPI Database User Creds

Confirm Password

OPI Configuration Logs

Logs of any configuration changes are no longer written to the log files at
:\OraclePaymentInterface\log\ configAudit\
Instead this data is now stored in the OPI MySQL database. A utility now exists to access
these logs, and administrator login is now required to view them.

- Run:\OraclePaymentInterface\bin\ AuditLogTool.exe
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% Oracle Payment Interface Auditlog Tool

User name :

ORACLE
HOSPITALITY

Oracle Payment Interface - AuditLog Tool

Password :

Please login with an account that has administrative rights.

Login

- Select the date range required, and select View to see the required logs;

= Oracle PaymentInterface Suditlog Tool EI =] @
Audit Log
Start D ate; 2016120 End Date: Wiew ] | Purge
UszerlD Date Time Operation Parametert ame Original Parameterl ame Resulted o
20170320 095730 MODIFY dli Succeed L
20170320 035732 CREATE e7 Succeed
20170320 0595732 CREATE efl Succeed
gateway 20170320 095308 LOGIN Succeed
gateway 20170320 100703 CREATE terminald 7 Succeed
gateway 20170320 100703 ManIFyY ifce1 Succeed
gateway 20170320 100703 CREATE zerverls Succeed
nateman AN 10N703 WMARIFY nazenhiasa Surceed i
< T 3
HOSPITALITY
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