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Preface

This guide describes the administration tasks for Oracle Retail Merchandising Cloud
Services.

Audience
This guide is intended for administrators.
This guide describes the administration tasks for Oracle Retail Merchandising Cloud
Services.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following:

s Product version and program/module name

= Functional and technical description of the problem (include business impact)
»  Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in
the case of Data Models, to the applicable My Oracle Support Documentation
container where they reside.

Oracle Retail documentation is available on the Oracle Technology Network at the
following URL:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

An updated version of the applicable Oracle Retail document is indicated by Oracle
part number, as well as print date (month and year). An updated version uses the


http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

same part number, with a higher-numbered suffix. For example, part number
E123456-02 is an updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all
previous versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You
can obtain these documents through My Oracle Support.)

Conventions
The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Administrative Tasks

This chapter describes the processes for maintaining users and roles as well as batch
processes. For information regarding standard end user activities like creating and
viewing reports, please see the Oracle Retail Merchandising Cloud Services User Guide.

Oracle Support

User Creation

It is considered to be a best practice to have all Oracle Retail Merchandising Cloud
Services support requests submitted through a single point of contact for that
customer environment; the client designated administrator is usually designated to
perform this role.

The link to use when submitting Service Requests (SR) is:

https://support.oracle.com

Before users can access the Oracle Retail Merchandising Cloud Services applications it
is necessary to provision each user access to the system, and assign roles to each user
to control what functionality will be available to them. The access provisioning is done
using Oracle Identity Management (OIM). The following steps explain how to define
users, assign roles and revoke access for users when needed. The OIM Application
URL and the login with the required administrator access would be needed to execute
the below steps:

1. Log into the OIM application.

2. Under Administration, click Users.

Administrative Tasks 1-1
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Figure 1-1 Select Users

customeradmin v ===

ORACLE’ Identity Self Service

Ny Self Senvice Manage

Home

Fe

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies
Manage policies

3. Under Actions, click Create.

Figure 1-2 Select Create

5 Users
Search [Display Name | - Q Advanced
Actions w View v <= Create Open () Refresh [y 27 Detach

The Create User screen opens.
4. Under Basic Information, enter the following:

= First Name

= Last Name

»  For Organization, enter Retail

»  For User Type, enter Full time employee

= For E-mail, enter the e-mail address of the employee
5. Under Account Settings, enter the following:

= User Login: <firstname>.<lastname>

= Password, enter a password

= Confirm Password, reenter the password
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Figure 1-3 Complete User Information

Home Users x | Create User x
Create User ('8 saveAs.. v Cancel
4 Request Information

Effective Date G"e

Justification

4 Basic Information

" FirstName  oim Manager o,
Middle Name * Organization Retail o,
* LastName  test * UserType Full-Time Employee El

 E-mail  test-acmin@oracle.com Display Name oim.test

4 Account Settings
User Login  oim.test
Password sessssses (i ]

* Confirm Password  ssssesss

6. Click Submit.

Assigning Members to a Role
To assign members to a role, complete the following:
1. Log into the OIM application.
2. Click Users.

Figure 1-4 Select Users

customeradmin v ===

ORACLE’ Identity Self Service

Ny Self Senvice Manage

Home

Fe

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies
Manage policies

3. Click the oim.test user.
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Figure 1-5 oim.test User

Home  Users x ]
& Users
Search Display Name B Q,  Advanced
Actions w View w < Create / Edit Enable @ Disable 3 Delete G Lock Account Unlock Account  i7) Reset Password »  »
User Login Display Name  First Name Last Name Organization Iﬁ"‘:ﬂ‘:” E-mail Identity Status  Account St
CE.ADMIN1 ce admini ce admin1 Retail ce.admini@ora... Aclive Unlocked
CE ADMIN10 ©e admin10 ce admin10 Retail ce.admin10@or. .. Active Unlocked
CEADMINZ ce admin2 ce admin2 Retail ce.admin2@ora... Adive Unlocked
CEADMIN3 ce admin3 ce admin3 Retail ce.admin3@ora... Adive Unlocked
CE ADMING e admind ce admind Retail ce aamml@nra Active Unlocked
CEADMINS ce adminS ce admins Retail ce.admin5@ora... Active Unlocked
CEADMING ce adming ce adming Retail ce.admin6@ora... Adive Unlocked
CE ADMINT ce admin? ce admin? Retail ce admm?@ora Active Unlocked
CEADMING ce adming ce adming Retail ce.adminB@ora... Active Unlocked
CEADMING ce adming ce adming Retail ce.admind@ora... Adive Unlocked
CETEST cetest ce tast Retail ce IESI@MSHE Active Unlocked
CETEST3 cetestd ce tests Retail celest3@oracle... Active Unlocked
CUSTOMERAD... customer admin customer admin Retail Adtive Unloacked
CUSTOMER AD customer admin1  customer admin1 Retail customeradmin. Active Unlocked
CUSTOMERAD... customeradmin2 customer admin2 Retail Active Unlocked
OIMTEST oimtest oim test Retail cimtest@oracl.. Adive Unlocked
« i B
4. Click the Roles tab.
Figure 1-6 Roles Tab
Home Users x User Details:oimtest x (]
o
i oim test
7 Modity nable © Disable ¥ Delete & Lock Account UnLock Account i) Reset Password
Attributes  Roles Entilements Accounts Direct Reports  Organizations  Admin Roles
Refresh
4 Basic Information
5. Click the Request Roles button.
Figure 1-7 Request Roles Button
Home Users x  User Details : oim test x
° o
n4 oim test
# Wodify Enable @ Disable 2 Delete fi Lock Account UnLock Account ) Reset Password
Mfributes | Roles = Entiiements  Accounts DirectReports  Organizations  Admin Roles
Granted = Pending
Actions w View v == Request Roles Remove Roles Open Modify Grant Duration () Refresh By Detach
oy Membershi 4
Role Name Description Type P Assigned On Request Id Start Date End Date
ALL USERS Default role fora Direct 125812015

6. Click the Add to Cart button next to the role you want to assign.
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Figure 1-8 Adding Roles to the Cart

Home Users x UserDetails:oimlest x Role Access Request x m
Back ° Cancel  Next =
Add Access =
Search and select indvidual items from the Catalog tab. Sets of pre-bundled items commonly used in your organization can be selected from the Request Profiles tab.
Catalog = Request Profiles
Search
Categories SoBy Display Name j Add Selected to Cart
7] SelectAll -‘&v: OmTest © 4 Addrocan
V] Role (3) °
‘hae Testt © = Addrocan
s customer_admin O  Addtocan
7. Click Next.
Figure 1-9 Add Access Request
Home Users x UserDetails :oimtest x  Role Access Request x [a
Back Cancel  Next =0
Add Access Checkout Cat L)
o
Search and select individual items from the Catalog tab. Sets of pre-bundled items commonly used in your arganization can be selected from the Request Profiles tab
Catalog | Request Profiles
. .
8. Click Submit.
Figure 1-10 Submit Access Request
Home Users x UserDetails  oimiest x Role Access Request x E
® Cancel  Next . Io‘o

Cart Details

4 Request Information

Justification

Back

Checkout

Savehs.. v

The role is now assigned to the User.
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Figure 1-11 User Details

Home Users x User Details : oim test x

14 oim test

/" Modify & Disable X Delete f3 Lock Account

Aftributes | Roles ' Entittements Accounts DirectReports Organizations Admin Roles

Granted Pending
Actions v View w <= Request Roles

Membership

Role Name Description T Assigned On
ype

ALL USERS Defaultrole fora... Direct 12/8/2015

Test1 Direct 12/8/2015

Copyright © 2001, 2015, Oracle and/or its affiliates. All rights reserved

Retail Merchandising System (RMS) Security Implementation

If Data Level Security is enabled in RMS then for the users to have access to the data,
the below must be setup through the Data Upload Utility available in the RMS
application:

= Role Privileges

= Security Group Attribute

= Security User and Security User Role

»  Security User and Security Group mapping information

= Merchandise Hierarchy LOV filtering access information

Setup Role Privileges
The setup of role privileges is required for purchase order approval.

1. Log into the RMS Application.
2. Navigate to Foundation Data > Data Loading > Download.
3. In the Download Data screen, select:

»  Template Type as 'Security’'

= Template as 'Role Privileges'

1-6 Oracle Retail Merchandising Cloud Services Administration Guide



Oracle Support

Figure 1-12 Download Security Privileges Template Spreadsheet

= ORACLE' Merchandising

UploadData = Download Data %

Template Type  Security

»

Template Role Preges

4]

®

52 RMS_ADMIN v @ =

4. C(lick the Download button.

5. Save File to the local directory location when prompted.

Figure 1-13 Save File

3= ORACLE Merchandising

Upload Data *  Download Data %

Template Type  Secunty

Template Role Pridleges

‘You have chosen to open:
[} Role Privileges - 25.05.2017 11.27 PM.ods

which is: OpenDocument Spreadsheet
from: https://mspd0ady.us.oracle.com

What should Firefox do with this file?

© v

@ Save File

[] Do this gutomatically for files like this from now on.

& RUS_ADMIN v @ v

6. Click the Done button.

7.

Open the downloaded file.
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Figure 1-14 Open File

(& e Privieges - 25 1127 PM_ankd.ods - LibreOffice Calc -
| Ee Edit Yiew fosent Fgrmat Sheet Dota ook Window belp @

W-BRMB KBB4 S AUV EEEE LI HOE Q= -~

I FeFaead-B- === 068 %ol %y ==M0-T-»

a2 & X = & =
A B | v D E I F G | H | 1 I J 1 [

| 1_Action  [Role |Order Approve Amt | || e

% I

[ | 4§

I E|a

| ¢ |

[ 7] o

| 8 |

| ¢ | x

{ 10 |

| i

{ 12 |

{ 13 |

{ 14 |

{ 15 |

16 .

+ T 0 ] vl

Hdr ¥ 4+ | ReleP

X [Fina [=] Find 48 ] Search Formatted Display String ] Match Case | G

Sheet1 of 1 Defautt w | Sum=0 - ——o—— +[100%

8. Save As < file name>.

Figure 1-15 Save as <File Name>

B-n-E-de0 LR85
| [asiat Fe-@aaa &-8-=

_::Islslzlm]:l:]s|q|ﬁ|,,|,'IMI_IU e

S— J 1
Role_| |

=
-
=
+

[«] Find Al [7] Search Formatted Display String (] Match Case | G

Es

Default - | 3 Sum=0 = —0

9. In the Security_Groups tab, enter/select the following;:
»  Action: 'Create’

s Role: <Role>

»  Order Approve Amt: < Upper limit that the role will be able to approve on an
order
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Figure 1-16 Enter Role Privileges information

Fle Edt View lset Format Sheet Dats ook Window Help x
W-BE-I8 x BB & C AT HEEEEHLITBHOE Q= -
[ana prr@le a da-B8- 5= 5 $ %oo[] % == [H-IF-»
a =] & X = |action t] .
B C | D [ 3 | F G | H | 1 [ J | [T | =
Role Order Approve Amt S

2 |Create OIM_TEST_ROLE 93995999599

N i
[ r

(5 | s
6 |

L | ®

N

| 9| x
10

1

12

13 |

14

15

16 L

ei[r m vl

4 4 ¢ H 4+ | Rolel

X [Fina - Find All (] Search Formatted Display String || Match Case G

Sheet1of1 Default - Sumsz0 - —() + | 100%

10. Save and Close the file.
11. In the RMS Application, navigate to Foundation Data > Data Loading
12. In the Upload Data screen, select:

s Template Type as 'Security’'

= Template as 'Role Privileges'

= Enter new Process Description or retain as is

= Browse and select the Source file that was created in Step 10

Figure 1-17 Upload Role Privileges Information

> Upload.

ORACLE’ Merchandising

T Upload Data %
Template Type  Security 3 Process Description Role Prvileges - upld
* Template Role Pridleges - Source File Role Pridleges - upidods | Update_

£ RMS_ADMIN v @ v

13. Click the Upload button.

Administrat
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Figure 1-18 Upload Role Privileges Information Complete

3= ORACLE Merchandising & RMS_ADMIN v @ +
. Upload Data %
Template Type E Process Description
* Template Source File [—&wse] Mo file selected.
&

14. Click the Done button..

15. View the newly created Role Privileges by downloading the Role privileges
spreadsheet (Steps 2 - 7).

Figure 1-19 View Newly Created Role Privilege

FSSTCURITCENTIA )
| B¢ Edt Yiew Jset Fgrmat Sheet Data Tooks Window Help &
- B-E- 8@ 3B -4 Y EEEE VLI HOE = -
[ OeF@ea &-8-=s=5 $ %00 [ %% == M-IF-
a =] & X = |actien & =~
B | = | [] | E F G H | 1 [ ) | K L B
dor Amt .
2 |Update  DIM_TEST_P99959393999
1] [ §
4
s ..}
&
: ®
8 |
| 9 | x
0
1
12
13
14
15 |
16 -
<0 i v
A 4 b ¥ 4 | Role Priviieges
= = Findl &l [7] Search Formatied Display Stiing (7] Match Case | (G0
Sheet1ofl Default - | & Sum=0 - —) + | 100%

Setup Security Group Attribute

Perform the following procedure to define a Security Group in the system.
1. Navigate to Foundation Data > Data Loading > Download.

2. Inthe Download Data screen, select Template Type as 'Security' and Template as
'Security Groups'.

1-10 Oracle Retail Merchandising Cloud Services Administration Guide
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Figure 1-20 Download Security Groups Template Spreadsheet

ORACLE" Merchandising

Download Data %

Template Type  Security

5a RMS_ADMIN v @ ~

* Template [Security Groups v
ihl
@ & Download Done
L<]
3. Click the Download button.
4. Save File to a local directory location when prompted.
Figure 1-21 Save File
= ORACLE Merchandising & RMS_ADNIN v @ v
Download Data % -
_ Opening Security Groups - 25.05.2017 12.19 AM.ods =
You have chosen to open:
Template Type  Security
| * ] Security Groups - 25.05.2017 12.19 AM.ods
Template  Security Groups which is: OpenDocument Spreadsheet
from: hitps://msp0ady.us.oracle.com
What should Firefox do with this file?
‘ Openwith | Browse..
'8‘)‘)- @ SaveFile
[7] Do this gutomatically for files like this from now on.
ihl
o Cancel )
L = = IE ’ Done
‘ W@
5. Click the Done button.

6. Open the downloaded file.
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Figure 1-22 Open File

8] Security Groups - upld.ods - LibreOffice
Ede Edit View |nset Format Sheet Data Tools Windew Help & x
H-B-EH- I8 « 2 B-a AU EEEE LI HOE Q=
= Frlaea d-E- === $ %oo[] g =EE H-[F-»
a2 [ & 2 = |updme &l =
e & [ [} E F | G H |
1 |Action |Group ID_|Group Name Business Role_|[Comments 3
| Ml pdate [8] SYSTEM SUPER USER GROUP ot to be associated with any hierarchy levels T
| 3 | [E
] ]
| 6 |
: o
8
EN s
10 |
1
12
|13 |
14
15
6 .
ik i vl
A4k W % | Secarity Gr _Group_Translations
: 3 [Fina [« Find All [ Search Formatted Display String [ | Match Case Q
Sheet1 of 2 Defauit - Sum=0 - — + | 100%
Note: The application User IDs can be mapped to the seeded

Security Group (for example, SYSTEM SUPER USER GROUP) or new
Security Groups can be defined. In order to define new Security
Groups follow below steps.

7. Save As < file name>.

Figure 1-23 Save as <File Name>

File Edit View Jnset Fgrmat Sheet Data Jook Window Help & x
2 ) 3 ol ey

-8B 18 %653 XS EEEERE L B0 Qe -

i CrElaca d-B- =225 $ %oo ] % == [H-F--

a2 =l B X = | vpame Bl =
e e | c [ £ [+ 6 [ wm [ 7

1 |Action |Group ID |Group Name Business Role_[Comments 8
Ml pcate |3 SYSTEM SUPER USER GROUP et to be associated with any hierarchy levels

: [ §

| 4 | E

(5| &

6 |

EN o
[

| 2 | #x

10

1

12

13

| |

15

| 25 | =

= v

44 » ¢ % | Security Groups Secur&_ﬁam_‘l’ramlams

E % [ & Find ANl ] Search Fomnatted Display String ] Match Case

Sheet1 of 2 Default - | L Sumz0 - ] + | 100%

Action: 'Create'

.
s Group ID: <Group ID>

s Group Name: <Group Name>

= Business Role: <role> (optional)

s  Comments: <comments> (optional)
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9. In the Security_Groups_Translations tab, enter the translated Security Group

descriptions (optional).

Figure 1-24 Enter Security Groups information

& e e 3 s e S
fle Edn Yiew [aset Fgemat Sheet Data Jools Windew Help & ®
W-B-EH-d098 <283 QB T O -~
e Cezlaea d-B- == 5 $ WA RNEE -
a2 D = Creme | =
B < [}] E F [ H_ [ 1=

1 mwon [Group iame Ja omments I | T @
2 |Update 1 SYSTEM SUP [Hot b Be 3a3300iated with any hierarchy levels.

WEioah J¥] 1001 MM TEST USER GROUP M Tost User Group T
4

3

6| | -
Ll

[l Y
3 |

10

1| =
12|

1 =

‘ C : 1

4 b b % | Secusity Groups | Secunty Group_Transistins

® [ = Find Al (] Search Formutted Diplay String [ Match Case | G

Sheet 1 of 2 Defauit - | Sum=0 — + | 90%

10. Save and Close the file.

11. In the RMS Application, navigate to Foundation Data > Data Loading > Upload.

12. In the Upload Data screen, select:

s Template Type as 'Security

s Template as 'Security Groups'

]

= Enter new Process Description or retain as is

= Browse and select the Source file that was created in Step 10

Figure 1-25 Upload Security Groups Information

= ORACLE Merchandising

- Uplcad Data

Template Type  Security ]
* Template Security Groups.

a2 RMS_ADMIN = ) «

Process Description  Security Groups - upld

Source File Security Groups - upld ods | Update...

13. Click the Upload button.
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Figure 1-26 Upload Security Group Information Complete

= ORACLE' Merchandising & RUS_ADMIN v @ »

- Upload Data

Template Type =] Process Description
* Template Source File | Browse... | Nofie selected.
‘59?

14. Click the Done button.

15. View the newly created Security Group by downloading the Security Groups
spreadsheet (Steps 1 - 6).

Figure 1-27 View newly created Security Group

T e o
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E F G H |
roup I0_|Gr e "
2 _|Update 1 SYSTEM SUPER USER GROUP Mot 1o be associated with any Feeraschy levels.
3 |Update 1001 QM TEST USER GROUP OfM Test User Group [
4 .
5 | =]
1]
L o
| !
§ | =
10 |
|
12 |
13
|
15|
16| ;
— 'l
V » 4 | Securlty Groaups | Secuety Group Tramslatiens |
x = Eind All [7] Gearch Formatted Display Sering | Mateh Case G
Sheet1 of 2 Default - Suma{ =l - - + | 100%

Note: The system generated Group ID. This Group ID should be
mapped to the Security Users.

Setup Security User and Security User Role

The LDAP User ID used to login to the RMS application must be defined as a Security
User.

1. Navigate to Foundation Data > Data Loading > Download.

2. In the Download Data screen, select Template Type as 'Security’ and Template as
'Security Users'.
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Figure 1-28 Download Security Users template spreadsheet

>— ORACLE Merchandising & RMS_ADMIN v @ v
wew | DownloadData
Template Type  Security B
* Template Security Users -
il
€] ) Download Done
|

3. C(lick the Download button.

4. Save File to local directory location when prompted.

Figure 1-29 Save File

= ORACLE Merchandising & RMS_ADMIN v @ v

Download Data X
T Openir\gSemﬁtyUsm-ZSM?Mlm

I Template Type  Security You have chosen to open:
* ] Security Users - 23.05.2017 05.21 AM.ods
Tompiste | Securly Uz which is: OpenDocument Spreadsheet
from: hitps://msp00ady.us.oracle.com

What should Firefox do with this file?

("] Do this automatically for files like this from now on.

5. Click the Done button.
6. Open the downloaded file.
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Figure 1-30 Open File
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7. Save As < file name>.

Figure 1-31 Save as <File Name>
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Sheet 1 of 2 Default = | Sumal - — + | 100%

8. In the Security_Users tab, enter/select the following;:
= Action: 'Create'
= User Sequence: <number>
= Application User ID: <Application User ID>
= RMS User Ind: Yes
= ReSA User Ind: Yes/No
= ReIM User Ind: Yes/No
= Allocation User Ind: Yes/No
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Figure 1-32 Security Users Information
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Sheet 10f 2 Defauit - | Sum=D ——= +[100%

9. In the Security_User_Roles tab, enter/select the following:

Note: Proceed to set up Security User Role, only if Role Privileges
have been setup.

s Action: 'Create’

= User Sequence: <number>

Note: This must be the User Sequence provided in the Security_
Users tab.

= Role: <Role>

Figure 1-33 Security User Roles Information

(18] Security Users - upid.ods - LibreOffice Calc
Ede Edit View Inset Fgrmat Sheet Dota Tools Window Help & x
H-B-E- M8 « B4 9 AV EE=EE ST O -
£ o lvFaea d-E-=ESE5 $ oo [f] B E=E »
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i i Q|

A4 b ¥ 4 | Securty Users | Security User Roles

P [Fina = Find All ["] Search Formatted Display String || Match Case
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10. Save and Close the file.

11. In the RMS Application, navigate to Foundation Data > Data Loading > Upload.
12. In the Upload Data screen, select:
s Template Type as 'Security’'
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s Template as 'Security Users'
= Enter Process Description or retain as is

= Browse and select the Source file that was created in Step 10

Figure 1-34 Upload Security Users Information

= ORACLE' Merchandising & RUS_ADMIN v © +
Upload Data =
Template Type  Security T| Process Description  Secusity Users - Upld
* Template Security Users A4 Source File Security Users -upldods  Update...
=

13. Click the Upload button.

Figure 1-35 Upload Security Users Information Complete

= ORACLE Merchandising & RUS_ADMN v @) ~
Upload Data %
Template Type [« Process Description
* Template Source File | Browse... | Mo file selected
[ ]
1l
@ & | uplosd Done
LCE.

14. Click the Done button.

15. View the newly created Security User and Security User Role by downloading the
Security Users spreadsheet (Steps 1 - 6).
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Figure 1-36 View newly created Security User and Security Role Mapping information
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Figure 1-37 View newly created Security User Role mapping information

(] Security Users - 25.05.2017 1153 PMLods - LibreOffce Calc
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Note the system generated User Sequence. This Security User (User Sequence) will

be mapped to the Security Group.

Map Security User with Security Group

The security user must be assigned to a security group. This is achieved by associating
the User Sequence assigned to the Application User ID with a Security User Group.

1. Navigate to Foundation Data > Data Loading > Download.

2. Inthe Download Data screen, select Template Type as 'Security' and

'Associate Users to Groups'.

Template as
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Figure 1-38 Download Associate User to Groups Template Spreadsheet

= ORACLE' Merchandising & RUS_ADMIN + @ ~

- Download Data =
-

Template Type  Security B

* Template Associale Users 1o Groups v
ihl

© w [cwmme] o

Lc]
3. Click the Download button.
4. Save the file to a local directory location when prompted.
Figure 1-39 Save File
= ORACLE Merchandising £ RUS_ADUN v @ ~
gpe | Downcsben ¥ Opening Associate Users to Groups - 25.05.2017 04.47 AM.ods.
{ ¥ou have chosen to open:
I * Tompiats Type | Secuy H Associate Users to Groups - 25.05.2017 04.47 AM.ods
Template Associate Users to Groups which is: OpenDecument Spreadshest
| from: httpe//mapO0ady.us.orcle.com
What should Firefox do with this file?
Openwith | Browse...
@ Save File

[7] Do this gutomatically for files ke this from now on.

5. Click the Done button.
6. Open the downloaded file.
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Figure 1-40 Open File
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7. Save As < file name>.

Figure 1-41 Save as <File Name>
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8. In the User_Groups tab, enter/select the following:
»  Action: 'Create’
»  Group ID: <Group ID>
»  User ID: <User ID>
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Figure 1-42 Enter User Groups information
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9. Save and Close the file.

10. In the RMS Application, navigate to Foundation Data > Data Loading > Upload.

11. In the Upload Data screen, select:
Template Type as 'Security’'

]
»  Template as 'Associate Users to Groups'
= Enter new Process Description or retain
]

Figure 1-43 Upload User Groups Information

asis

Browse and select the Source file that was created in Step 9

= ORACLE’ Merchandising & RMS_ADUIN  © ~
— Upload Data  x
Template Type  Security B Process Description  Assodiate Users to Groups - upld
{ * Template Associate Users to Groups - Source Fils Associale Users to Groups - upld.ods
Update...

'

ihl

@ & | Upload Done
LK
12. Click the Upload button.
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Figure 1-44 Upload User Groups Information Complete

= ORACLE Merchandising

Upload Data =

Template Type . Process Description
Template Source File | Browse... No file selected
(5]
©

& RMS_ADMIN v @) »

13. Click the Done button.

14. View the newly created User Groups mapping by downloading the User Groups

spreadsheet (Steps 1 - 6).

Figure 1-45 View Newly Created User Group Association

[} Associste Users to Groups - 25.05.2017 1119 PM_drid.ods - LibreOffice Calc
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Setup Merchandise Hierarchy LOV Filtering Access Information

The security group can only access the merchandise hierarchies and organization
hierarchies assigned to the user through Filter Groups. If a security group is not

assigned to any Filter Group then the users in the group are considered 'super users'

and will have access to all merchandise hierarchies or all organization hierarchies
respectively.

1. Navigate to Foundation Data > Data Loading > Download.

2. In the Download Data screen, select Template Type as 'Security' and Template as

'Associate Users to Groups'.
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Figure 1-46 Download Filter Groups Template Spreadsheet

= ORACLE Merchandising

— UpioadData *  Download Data %

Template Type  Security

Template Filter Groups

i RMS_ADMIN v @ ~

3. C(lick the Download button.

4. Save File to local directory location when prompted.

Figure 1-47 Save File

| = ORACLE Merchandising

‘ - UploadData x  Download Data x

Template Type  Security

*

Template  Filter Groups

5 RMS_ADMIN v @ ~

Opening Filter Groups - 26.05.2017 1205

You have chosen to open:
(] Filter Groups - 26.05.2017 12.05 AM.ods

which is: OpenDocument Spreadsheet
from: hetps://rmsp00ady.us.onmdle.com

What should Firefox do with this file?

@ Save File

[ Do this autematically for files like this from now on.

5. Click the Done button.
6. Open the downloaded file.
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Figure 1-48 Open File
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7. Save As < file name>.

Figure 1-49 Save as <File Name>
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8. In the Filter_Group_Organization tab, enter/select the following:
»  Action: 'Create’
»  Sec Group ID: <User Security group ID>
»  Filter Org Level: <Organization hierarchy level>

»  Filter Org ID: <ID of the Organization hierarchy level>
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Figure 1-50 Enter Filter Group Organization information
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9. In the Filter_Group_Merchandise tab, enter/select the following;:

s Action: 'Create’

s Sec Group ID: <User Security group ID>

»  Filter Merch Level: <Organization hierarchy level>

»  Filter Merch ID: <ID of the Merchandise hierarchy level>

»  Filter Merch ID Class: <Class ID of the Merchandise hierarchy level> (optional

depending on the selected Filter Merch Level)

»  Filter Merch ID Subclass: <Subclass ID of the Merchandise hierarchy level>

(optional depending on the selected Filter Merch Level)

Figure 1-51 Enter Filter Group Merchandise information

[ Filter Groups - upld.ods - LibreOffice
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10. Save and close the file.

11. In the RMS Application, navigate to Foundation Data > Data Loading > Upload.

12. In the Upload Data screen, select:
=  Template Type as 'Security’'

= Template as 'Filter Groups'
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= Enter new Process Description or retain as is

= Browse and select the Source file that was created in Step 10

Figure 1-52 Upload Filter Groups Information

= ORACLE Merchandising

Upload Data =

Template Type  Security

Template Filter Groups

h RMS_ADMIN v @ ~

ZI Process Description  Filter Groups - upld

Source File Filter Groups - upidods  Update...

@ & | Upload | Done

13. Click the Upload button.

Figure 1-53 Upload Filter Groups Information Complete

= ORACLE Merchandising

s Upload Data %

Template Type

Template

&2 RMS_ADMIN v 1@ =

q Process Description

Source File | Browse.. | Mofile selected.

@ 8 Upload Done

14. Click the Done button.

15. View the newly created Filter Groups mapping by downloading the Filter Groups

spreadsheet (Steps 1 - 6).
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Figure 1-54 View Newly Created Filter Groups
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Figure 1-55 Newly Created Filter Groups
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Retail Merchandising Cloud Services Default Enterprise Roles

Retail Merchandising Cloud Services is built with role-based access. Permissions are
associated with roles. Assign these roles to the user following the steps in the section,
"Assigning Members to a Role" as per your requirement.

The following roles are available for RMS and ReSA:

Table 1-1

Retail Merchandising Cloud Services Default Enterprise Roles

Cloud Service Default Enterprise Roles

Corresponding Application Roles

Merchandising RMS Application Administrator RMS Application Administrator
Foundation

Merchandising RMS Data Steward RMS Data Steward

Foundation

Merchandising Buyer Buyer

Foundation

Merchandising Inventory Analyst Inventory Analyst

Foundation
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Table 1-1 (Cont.) Retail Merchandising Cloud Services Default Enterprise Roles

Cloud Service

Default Enterprise Roles

Corresponding Application Roles

Merchandising Inventory Manager Inventory Manager

Foundation

Merchandising Corporate Inventory Control Analyst Corporate Inventory Control

Foundation Analyst

Merchandising Inventory Control Manager Inventory Control Manager

Foundation

Merchandising Sourcing Analyst Sourcing Analyst

Foundation

Merchandising Finance Analyst Finance Analyst

Foundation

Merchandising Supply Chain Analyst Supply Chain Analyst

Foundation

Merchandising Finance Manager Finance Manager

Foundation

Merchandising Sales Audit Analyst Sales Audit Analyst

Foundation

Merchandising Sales Audit Manager Sales Audit Manager

Foundation

Merchandising ReSA Application Administrator RESA Application Administrator

Foundation

Merchandising Finance Manager Finance Manager

Foundation

POM Batch Business Batch Business

Pricing Pricing Application Administrator Pricing Application Administrator

Pricing Pricing Data Steward Pricing Data Steward

Pricing Pricing Analyst Pricing Analyst

Pricing Pricing Manager Pricing Manager

Pricing Promotion Planner Promotion Planner

Pricing Promotion Manager Promotion Manager

ReIM Accounts Payable Specialist Accounts Payable Specialist

ReIM Finance Manager Finance Manager

ReIM Buyer Buyer

ReIM Corporate Inventory Control Analyst Corporate Inventory Control

Analyst

ReIM ReIM Application Administrator ReIM Application Administrator

ReIM Finance Analyst Finance Analyst

ReIM Accounts Payable Manager Accounts Payable Manager

ReIM Data Steward Data Steward

Allocation Allocation Application Allocation Application
Administrator Administrator

Allocation Allocation Manager Allocation Manager

Allocation Allocator Allocator
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Table 1-1 (Cont.) Retail Merchandising Cloud Services Default Enterprise Roles

Cloud Service Default Enterprise Roles Corresponding Application Roles

Allocation Buyer Buyer

Revoking Role Membership

To revoke the membership of a member in a role:
1. Loginto the OIM application.
2. Click Users.

Figure 1-56 Select Users

customeradmin w ===

ORACLE Identity Self Service & sorservcs m

Home

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies
Manage policies

3. Click the oim.test user.

Figure 1-57 Select Role to Revoke Users

Home  Users x
i Users
Search Display Name B Q  Advanced
Actions w View v = Create /' Edit Enable @ Disable ¢ Delete 5 Lock Account Unlock Account  §2) Reset Password » »

User Login Display Hame  First Hame Last Name Organization  [@lephone E.mail Identity Status  Account 5t
CE ADMIN ce admint ce admin1 Retail ce.admini@ora.. Active Unlacked
CEADMIN10 «ce admin10 ce admin10 Retail ce.admin10@or... Active Unlocked
CEADMINZ ce aoming e agmin2 Retail ceaomin2@ora... Adve Unlocked
CE ADMING ce admind ce admin3 Retail ce.admin3@ora.. Active Unlacked
CE ADMINS ce admind ce admind Retail ce.admind@ora... Active Unlocked
CE ADMINS e adminS ce admins Retail ce.adminS@ora Active Unlocked
CE ADMING ce admin ce adming Retail ce.adminb@ora... Active Unlacked
CEADMINT ce admin7 ce admin? Retail ce.admin7@ora... Active Unlocked
CE ADMING e adming ce adming Retail ce.adming@ora Active Unlocked
CEADMING ce adming ce adming Retail ce.admino@ora... Active Unlacked
CETEST ce test ce test Retail ce.lesi@oracle.. Active Unlocked
CETEST3 cetestd ce test3 Retail cetest3@oracle. Active Unlocked
CUSTOMERAD... customer admin  customer admin Retail Active Unlacked
CUSTOMERAD... customeradmin1 customer admin1 Retail customeradmin... Active Unlocked
CUSTOMER AD customer admin2  customer admin2 Retail Adlive Unlocked
OIMTEST oim test oim test Retail oimilest@oract... Active Unlacked
< i ] v
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4. Click the Roles tab.

Figure 1-58 Roles Tab

Home Users x User Details:oimtest x r_a
o
& oim test

# Modify © Disable X Delete # Lock Account i) Reset Password
Attributes  Roles  Entitliements  Accounts  Direct Repons  Organizations  Admin Roles

Refresh
4 Basic Information

5. Select the Role you want to revoke and click the Remove Role button

Figure 1-59 Remove Roles Button

14 oim test

/7 Modify © Disable X Delete 3 Lock Account

Aftributes | Roles | Entittements Accounts DirectReports Organizations Admin Role

Granted Pending
Actions v View w

<= RequestRoles 3 RemoveRoles / Open

Role Name Description Membership
Type
ALL USERS Defaultrole fora... Direct
Test1 Direct
6. In the Remove Roles screen, click Submit.
Figure 1-60 Remove Roles Screen
Home Users x UserDetsils:oimtest x Roles x Testi x Remove Roles x ]
Remove Roles SIS
4 Target Users

4 Request Information
Name

oim test

Justification

4 Cart ltems
Display Name
0 @ Test
(Y]

Copyright ® 2001, 2015, Oracke andior ts affilates. Allrihts reserved

Deleting a User or Disabling User Privileges
To delete or disable a user
1. Log into the OIM application.

2. Under Administration, click Users.
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Figure 1-61 Select Users

customeradmin v ===

ORACLE' dentity Self Service e

Manage

Home

Fe

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies
Manage policies

3. Select the user and click Disable or Delete as necessary.

Figure 1-62 Delete and Disable

Home | Users x Roles x Testl x
i1 Users
Search Display Name Q, | Advanced
Actions w View v 4 Create  / Edit Enable @ Disable 3¢ Delete [ Lock Account Unlock Account  §7) Reset Password » »
Display Name User Login First Name Last Name  Organization ::I E-mail Identity Status  Accou
customer.admin user CUSTOMERADMIN customer.admin user Xellerate Users rpas@oracle.com  Active Unlock
OIM ADMIN OIMADMIN OlM ADMIN Retail oam-admin-nore. . Active Unlacks
oim.test OIM.TEST oim lest Retail ftest-admin@oracl... Aclive Unlocks
Internal User OIMINTERNAL OIMINTERNAL OIMINTERNAL  Xellerate Users Active Unlocks
regularuser REGULAR USER3 bilt kan1 Retail agalya.asaravan.. Active Unlocks
Testuser1 TESTUSER1 QA Test1 Retail noreply@oracle.c Active Unlocks
Bi Bilna Kanot TEST.USERG Bi Kanot Retail bilnakanoth@orc... Active Unlocks
bilis kanth TESTUSERT bilis kanth Retail bilis.kanth@oracl... Active Unlock:
QACE TESTUSERS =1 CE Retail QACE@oracle.com  Active Unlacks
Weblogic User WEBLOGIC WEBLOGIC WEBLOGIC Xellerate Users Active Unlocks
System Administrator XELSYSADM System Administrator  Xellerate Users donotreply@oracl... Active Unlocks
kanot Anlib 04 Anlib Retail kanotAnlib@orac... Active Unlocks
o i | 13

4. You can also Lock or Unlock a particular user from the same screen if needed.

Resetting a User Password

To reset the password of a user:
1. Log into the OIM application.

2. Under Administration, click Users.
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Figure 1-63 Select Users

customeradmin v ===

ORACLE’ Identity Self Service =

A4 Self Service Manage

Home

Fe

Users Roles Organizations Administration Roles
Manage users Manage roles Manage organizations Manage admin roles

Policies
Manage policies

3. Click the Search tab and then select on the User you want to reset the password.

4. C(lick Reset Password.

Figure 1-64 Reset Password Button

Home Users x  Roles x Testl x
i Users
Search Display Name E Q  Advanced
Actions v View w == Create / Edit Enable @ Disable 3¢ Delete f Lock Account Unlock Account  §2) Reset Password » »
Display Name User Login First Name Last Name  Organization ;r";l E-mail Identity Status  Accou
customer.admin user CUSTOMER ADMIN customer.admin user Xellerate Users pas@oracle.com  Active Unlocks
QIM ADMIN OIMADMIN [} ADMIN Retail oam-admin-nore.. Active Unlocks
oim.test %D\M TEST oim test Retail test-admin@oradl... Active Unlocki
Internal User OIMINTERNAL OIMINTERNAL OIMINTERNAL  Xellerate Users Active Unlocks
regularuser REGULAR USER3 bill kan1 Retail agalyaasaravan.. Active Unlocks
Testuser1 TESTUSER1 QA Test1 Retail noreply@oracle.c... Active Unlocki
Bi Bilna Kanot TESTUSERS Bi Kanot Retail bilna.kanoth@orc...  Active Unlocks
bilis kanth TESTUSERT bilis kanth Retail bilis kanth@oracl...  Active Unlocks
QACE TESTUSERS QA CE Retail QACE@oracle.com Active Unlocki
Weblogic User WEBLOGIC WEBLOGIC WEBLOGIC  Xellerate Users Active Unlocks
System Administrator XELSYSADM System Administrator  Xellerate Users donotreply@oracl... Active Unlocks
kanot Anlib 0o Anlib Retail kanotAnlib@orac... Active Unlocki
< [ m | »
Copyright © 2001, 2015, Oracle andior s affilates. Allrights reserved

5. In the Reset Password screen, make sure Auto-generate the Password is selected
and then click Reset Password. (The system auto-generates the password and
e-mails it to the user.)
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Figure 1-65 Reset Password

I3 Reset Password x
Change the user's password using one of the following two methods.

[ Manually change the Passward
Mew Password

@

Confirm New Password

() Auto-generate the Password (Randomly generated)
¥ E-mail the new password to the user
Reset Password | Cancel

Approve Requests from User

The users can also request for the Roles or revoke those that are available for him to
access the RIS Service. Follow these steps to approve the request from the User.

1. Login into OIM Application.
2. Click Pending Approvals.

Figure 1-66 Select Pending Approvals

ORACLE’ Identity Self Service

Home

My Information My Access Request Access Track Requests
Manage your profile, See what you have access to Request access for yourself Track the status of your
passwords and challenge or for others pending requests
questions

Provisioning Tasks Pending Approvals

Take action on fulfillment Take action on requests

tasks assigned to you assigned to you for
approvals

Copyright ® 2001, 2015, Oracle and/or its affilates. All rights reserved

3. Click on the Action that is assigned to you.
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Figure 1-67 Pending Approvals Tab

ORACLE’ |dentity Self Service

Home | Pending Approvals x ]
Adions v @ B Q v Assigned F‘ B v @
Title Assignees State Created Expires
[E) Default operational level approval for Request ID 14001 customer_admin (G) Assigned Dec3,20155:14 AM

Copyright @ 2001, 2015, Oracle and/or its affiiates. All rights reserved

4. C(Click the Claim button.

Figure 1-68 Claim the Pending Approval

ORACLE Identity Self Service

Home Pending Approvals x = Default operational level... x E

Default operational level approval for Request ID 14001 ¥ Claim

» 3 Details

4 Summary Information

Requestid 14001 Requester ce admind
Requested Date  12/3/2015 Status Request Awaiting Approval

Justification Parent Request ID

Request Type Assign Roles

5. Click Approve or Reject.

Figure 1-69 Approve Pending Approval

Home Pending Approvals x  Default operational level... x
Default operational level approval for Request ID 14001 Task Adions w Reject
» ,‘3 Details

4 Summary Information

Requestid 14001 Requester ce admin4

Requested Date  12/3/2015 Status Request Awaiting Approval

Justification Parent Request ID

Request Type Assign Roles

6. The request is complete.

Approve Requests from User for Multiple Roles

Users can also request for the multiple Roles or revoke them if they are available for
him to access the RIS Service. Follow these steps to approve the request from the User.

1. Login into OIM Application.
2. C(Click Pending Approvals.
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Figure 1-70 Select Pending Approvals

ORACLE' Identity Self Service

Home
ﬂ
My
4

My Information My Access Request Access Track Requests
Manage your profile, See what you have access to Request access for yourself Track the status of your
passwords and challenge o for others pending requests
questions

Provisioning Tasks

Take action on fulfiliment
tasks assigned to you

Pending Approvals
Take action on requests
assigned to you for

approvals

Copyright ® 2001, 2015, Oracle and/or its affilates. All rights reserved

3. Click on the Action that is assigned to you.

Figure 1-71 Pending Approvals Tab

ORACLE’ Identity Self Service

Self Service '“ Manage

Home = Pending Approvals x
Adtions ¥ %] Q v Assigned F‘ B v 55
Title Assignees State Created Expires

@ Default operational level approval for Request ID 14001 customer_admin (G) Assigned Dec3, 2015514 AM

Copyright @ 2001, 2015, Oracle and/or s affilates. All rights reserved

4. Click the Claim button.

Figure 1-72 Claim the Pending Approval

ORACLE Identity Self Service

ﬁh Honase

Home Pending Approvals x = Default operational level... x

Default operational level approval for Request ID 14001 TaskAdions v | | Claim

» & Details

4 Summary Information
Requestid 14001 Requester ce admind
Requested Date  12/3/2015 Status Request Awaiting Approval
Justification Parent Request ID

Request Type  Assign Roles
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5.

Click Approve or Reject.

Figure 1-73 Approve Pending Approval

Home

Pending Approvals x = Default operational level... x

Default operational level approval for Request ID 14001
b u% Details

4 Summary Information

Requestid 14001

Requested Date  12/3/2015

Justification

Requester

Status

Parent Request 1D

Request Type

e}

Task Adions ¥ Reject

ce admind

Request Awalting Approval

Assign Roles

Once done, if approved, the request is split into multiple requests, one for each
role for each user. Approve all of them by following steps 3-5.

Once all the requests are approved, all the roles are assigned to users.

Note: The customer administrator can request multiple roles for
multiple users. Once this request is made, the customer administrator
is required to approve the request using the Approve Requests from
User for Multiple Roles process.

Importing a Batch of User Accounts

If you have batch of users that have to be created, the Oracle team can bulk load the
users into the OIM Application. When users are bulk loaded their initial password will
be set to the current password of a template user. The new users are required to
change their password on their first login.

To request the creation of accounts by bulk loading, perform the following steps.

1.
2.

Create a CSV file listing all of the users to create (see the example in step 3).

Create or identify a user whose password will be used as the initial password for
all created users.

Open an SR with Oracle support and provide the CSV file and user from steps 1
and 2.

HhEH S
filename.csv

HhEH

HhEH R

USR_LOGIN,USR_FIRST NAME,USR_LAST_NAME,USR_EMAIL, ORG_NAME

ce

ce.

ce

ce.

ce

ce.

ce

ce.

ce

ce.

.adminl, ce,adminl, ce.
admin2, ce,admin2, ce.
.admin3, ce,admin3, ce.

adminl@oracle.
admin2@oracle.
admin3@oracle.

admind, ce,admin4, ce.
.admin5, ce,adminb, ce.
adminé, ce,adminé, ce.
.admin7, ce,admin7, ce.
adming8, ce,adming, ce.
.admin9, ce, admin9, ce.

admind@oracle.
admin5@oracle.
admin6@oracle.
admin7@oracle.
admin8@oracle.
admin9@oracle.

com,Retail
com,Retail
com,Retail
com, Retail
com, Retail
com, Retail
com, Retail
com, Retail
com,Retail

adminl0, ce,adminl0, ce.adminl0@oracle.com,Retail

HFEEH AR R e
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Bulk Role Membership Update (Optional)

If you have quite a few users that have roles to be assigned to, the Oracle team can
bulk update the role membership into the OIM Application.

To update the membership of the by bulk update, perform the following steps.

1. Create CSV file with the user role mapping. Please note that the user name must
be in upper case format (see the example in step 3).

2. Open an SR with Oracle support and provide the CSV file and user from step 1.

#HEH
role.csv

FHH A

HhEF S R
UGP_NAME, USR_LOGIN

Rolel,CE.ADMINL

Role2,CE.ADMIN1

Rolel,CE.ADMIN2

Role3,CE.ADMIN3

Roled,CE.ADMIN4

Role5,CE.ADMINS

Role6,CE.ADMING6

Role7,CE.ADMIN7

Role8,CE.ADMINS

Role2,CE.ADMINS

Role2,CE.ADMIN9

FH AR

Note: If you want more than one role attached to a particular user,
add one more row with the role that you want the user to have and
the user name. Refer to the CE.ADMINT1 in above table for example.

Nightly Batch File Uploads

The following is the file upload process. The Private/Public Keys must be generated
and the public Key must be associated with your SFTP Account for the file uploads.
The Adding Authorized Keys section describes the step-by-step method to generate
the Keys (2048 bit RSA Keys).

Adding Authorized Keys

Use this process to generate a 2048 bit RSA key and add the same to the SFTP server.
With Windows, use the WinSCP tool or with Linux, use ssh-keygen.

1. Launch WinSCP and select Tools -> Run PuttyGen.

2. Select SSH-2 RSA for the type of key to generate and enter 2048 for the number of
bits in a generated key field and click Generate.
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Figure 1-74 Key Generator

File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
O SSH-1(RSA)

Number of bits in a generated key:

Save public key | | Save private key |

@® SSH-2 RSA

(O SSH-2DSA

3. Move the mouse over the blank space in the window until the key is generated.
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Figure 1-75 Key Generator Progress

g PUTTY Key Generator [ 2 X

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair Generate
Load an exdsting private key file

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

SSH-1 (RSA) SSH-2 RSA SSH-2

Number of bits in a generated key: 2048

4. Once the key is generated, click Save public key to save the public key to a file.

5. Click Save private key to save the Private key to a file. Confirm to save it with or
without a passphrase.

6. Open an SR with Oracle Support, to associate the Public half of the Key with your
SFTP account (attach the Key with the SR).

Steps - Login to WinSCP
These upload steps use the private key generated in section, Adding Authorized Keys.
1. Launch WinSCP and connect to <SFTP Server> using port 22.
2. Enter the username and then click Advanced.
3. Click Authentication.
4

In the Private Key File field, click Browse and select the private key created in the
section, Adding Authorized Keys.
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Figure 1-76 Advanced Site Settings Dialog

[]Bypass authentication entirely (SSH-2)
Authentication options
[w] Attempt authentication using Pageant
[] Attempt TIS or CryptoCard authentication (SSH-1)
[w] Attempt 'keyboard-interactive’ authentication (S5H-2)
[v]Respond with password to the first prompt

Authentication parameters
[] Allow agent forwarding
Private key file:

I

GSSAPI
[] Attempt GSSAPI authentication (S5H-2)
[ ] Allow GSSAPI credential delegation

5. After loading the private key file, click OK.
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Figure 1-77 Private Key File Loaded

Advanced Site Settings |2 [

Environment [ Bypass authentication entirely (S5H-2)

- Directories o _

- Recyde bin Authentication options

- SFTP [w] Attempt authentication using Pageant

) She"_ [ ] Attempt TIS or CryptoCard authentication (SSH-1)
Connection

- Proxy [w] Attempt 'keyboard-interactive' authentication (SSH-2)

~ Tunnel [V]Respond with password to the first prompt
SSH

- Key exchange Authentication parameters

- Authentication

' Bu [_] Allow agent forwarding

gs
Note Private key file:
[:J:V.Jser_Proﬁles\pgasa'av\Desktop\private.ppk E”
GSSAPI
[_] Attempt GSSAPI authentication (SSH-2)
Allow GSSAPI credential delegation
Color ¥ | ok || cancel || Heb |

6. Click Login. The window does not prompt for a password and logs into the SFTP
server. Provide a passphrase if one has been set up.

Note: Login can only be performed using the authorized keys. Login
with username / password is not supported.

Steps to Upload the Batch File
Login to the WinSCP by Following the Steps — Login to WinSCP section.

1. Transfer the file to be copied (e.g., test) to /<SFTP User>.

Figure 1-78 <SFTP User> Directory

Name Type Changed Name Changed
- Parent directory 2/9/2017 4:36:54 PM - 2/8/2017 2:49:59 PM

testcomplete COMPLETE File 11/28/2016 94343 PM | COMMAND 2/9/2017 4:36:48 PM
._t_eg_l_l File 11/28/2016 9:43:43 PM COMPLETE 11/28/2016 9:43:43 PM
test 11/28/2016 9:43:43 PM

2. Transfer an empty file <filename>.complete (eg: test.complete) to the directory
/<SFTP User>.
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Figure 1-79 Transferring Empty File

Mame Type
Parent directory
COMPLETE File

test File

e

Changed || Name
27972017 || & .

11/28/207 | | COMMAND
11/28/20: COMPLETE

test
test.complete

Changed

2/8/2017 2:49:59 PM
2/9/2017 4:36:48 PM
11/28/2016 9:43:43 PM
11/28/2016 9:43:43 PM
11/28/2016 9:43:43 PM

3. If multiple files have to be transferred, copy all the files to /<SFTP_user>.

Figure 1-80 Transferring Multiple Files

MName Type

' . Parent directory
test File
testl File
r‘(est2_ File

Changed
2/9/2017

11/28/20]
11/28/20]
11/28/207

Name

£ .

COMMAND
COMPLETE
test

testl

test2

Changed

2/8/2017 2:49:59 PM
2/9/2017 4:36:48 PM
11/28/2016 9:43:43 PM
11/28/2016 9:43:43 PM
11/28/2016 9:43:43 PM
11/28/2016 9:43:43 PM

4. Transfer all the corresponding <filename>.complete files to the /<SFTP_user>

directory for the transfer to complete.

Figure 1-81 Transferring .complete Files

Name

Mame Type Changed Changed
- Parent directory 2/9/2017 || E . 2/8/2017 2:49:59 PM
COMPLETE File 11/28/20! COMMAND 2/9/2017 4:36:48 PM
COMPLETE File 11/28/20: COMPLETE 11/28/2016 9:43:43 PM
COMPLETE File 11/28/20] test 11/28/2016 9:43:43 PM
test.complete 11/28/2016 9:43:43 PM
testl 11/28/2016 9:43:43 PM
testl.complete 11/28/2016 %:43:43 PM
test2 11/28/2016 9:43:43 PM
test2.complete 11/28/2016 9:43:43 PM

Export File Downloads

Login to the WinSCP by following the Steps — Login to WinSCP section. The following

is the download file process.

1. Change the directory to /<SFTP User>/EXPORT.

2. Download all data files.
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