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Setting up Plug-Ins

Introduction

You need to carry out certain tasks manually before Oracle FLEXCUBE deployment. This
document details out the pre-deployment tasks based on the on the selected plug-ins.

Integrating Oracle FLEXCUBE IS and BPEL

If you have created the EAR file with BPEL as a plug-in, then along with the Oracle FLEXCUBE
IS EAR file, the Installer creates ‘FCBPELCIS.jar file. You need to complete the following tasks
before deploying Oracle FLEXCUBE IS EAR file.

Custom Provider Configuration

Custom Authenticator Provider configuration has to be done from the weblogic console of SOA or
manually update the config.xml of the SOA domain. Below steps needs to be followed to setup

Custom Authentication Provider:

1. Along with FCIS Ear file, Installer creates FCUBSAuthenticationProvider.jar file. Copy this

files to <ORACLE_HOME>\wlserver\server\lib\mbeantypes

2. Restart the Admin Server
3. Login to the Console
4. Click on Security Realms.

ORACLE webLogic Server Administration Console 12¢
@ Home Log Out Preferences Record Help

Change Center
TErE e Homs =Summary of Security Realms
Configuration editing is enabled. Future Home Page

changes will automatically be activated as you
modify, add or delete items in this domain. Information and Resources
Domain Structure

Dev 1201 domain = Configure applications

+H-Environment  Configure GridLink for RAC Data Source
~Deployments = Configure a Dynamic Cluster
“-Services

= Recent Task Status
~-Security Realms

#-Interoperabilty
#-Diagnostics = Oracle Enterprise Manager

= Set your console preferences

Domain Configurations

 Domain
Howdo L. B

 Servers
 search the configuration * Clusters

© Use the Change Center
* Record WLST Saipts

= Server Templates
m Migratable Targets
© Change Console preferences o Coherence Clusters
« Manage Console extznsions « Machines
« Monitor servers * Vitual Hosts

o Work Managers
System Status * Startup And Shutdown Classes

Health of Running Servers

[ Failed (0)

[ Critical (0)  Deployments
Overloaded (0)

[ \Yarning (0)

I ok ) * Security Realms

= Common Administration Task Descriptions
u Read the documentation

= sk 2 question on My Oradle Support

o Messaging
= IMS Servers
= Store-and-Forward Agents
M5 Modules
= Path Services
= Bridges

® Data Sources

o Persistent Stores

XML Registries

& XML Entity Caches

© Foreign JNDI Providers

# Work Contexts

o jcom

® Mal Sessions

o FileT3

o A

* 0SGiFrameworks

Welcome, weblogic ‘ Comnected to: Dev1201_domain

© WTC Servers
® Jolt Connection Poals

* LogFiles

& Diagnostic Modules

* Built-n Diagnostic Modules
# Diagnostic Images

o Request Performance

® Archives

® Context

® SNMP

© Monitoring Dashboard &
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ORACLE wenLogio ssrver mstatonrso 12 B o

Change Center @ Home Log Out Preferences ecord Help Q Welcome, weblogic | Connected to: Dev1201_domain

e =i Home >Summary of Security Realms

Configuration editing is enabled. Future Summary of Security Realms
changes will automatically be activated as you
madify, add or delete items in this domain,

A security realm is a container for the mechanisms—induding users, groups, security roles, security polides, and security providers—that are used to protect Weblogic resources. You can have multiple
Domain Structure security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.

Dev1201_domain
#-Environment
~-Deployments
~Services b Customize this table

This Security Realms page lists each security realm that has been configured in this Weblogic Server domain. Click the name of the realim to explore and configure that realm.

‘Security Realms
Interoperabii Realms (Filtered - More Columns Exist)
~Diagnostics
M Delete Showing L to 1of 1 Previous | Next
[T | name & Default Realm
] | myreaim true
New | | Delete Showing 1 to 10f 1 Previous | Next
How do L. a

o Configure new seaurity reaims
* Delete security realms
* Change the default security reaim

System Status =l

Health of Running Servers

| Failed (0)

[ Critical (0)
Overloaded (0)
Warning (0)

\
[ )

6. Click on Providers tab and click on new button to create new authentication provider.
7. Give Provider name as FCJCustomProvider and type as FCUBSUserAuthenticator.

ORACLE' weblLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Hep |

Welcome, weblogic ‘ Connected to: Dev1201_domain

View changes and restarts Home >Summary

Configuration editng is enabled. Future Create a New Authentication Provider
changes wil automatically be activated as you

modify, add or delete items in this domain K | || Cancel

Domain Structure Create a new Authentication Provider

Devi201, domain The following properties il be used to identify your new Authentication Provider.
S —
-~ Deployments = Incicates requred fidds
—~Services
seauity Reans The name of the authentication provider.
#-Interoperability
Diagrostics S

FCJCustomProvider

This is the type of authentication provider you wish to create.

Type: FCUBSUserAuthenticator [=]
oK Cancel

Howdo L. a o

 Manage secrity providers

 Configure Authentication and Identity
‘Assertion providers

System Status a

Health of Running Servers

[ Failed (0)

[ Critical (2)
Overloaded (0)

[ Warning (0)

)

on and/or ks of their

8. Iick erer to bri rir irt f all providers and click OK.
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ORACLE Weblogie server ssmssaton consas 12 o

Change Center {8 Home Log Out Preferences ecord Help

Welcome, weblogic ‘ Connected to: Dev1201_domain

e Ty e et i T ome = Summary of Security im = Providrs > FCICustomProvider >Providers

Messages

ims =y

Configuration editing is enabled. Future
changes will automatically be activated as you & Create operation cancelled - no Authentication Providers created.
modify, add or delete items in this domain.

Settings for myrealm
Domain Structure

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Dev1201_domain

BH-Environment
~Deployments
“Services
~Seaurity Realms
“Interoperability

Authentication | Fassword Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping || Certification Path | Keystores

An Authentiation provider allows WebLogic Server to estabish trust by validating a user. ou must have one Authentication provider in a security realm, and you can configure multple Authentication
providers in a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You can also configure a Realm Adapter

“Diagnostics Authentication provider that allows you to work with users and groups from previous releases of WebLogic Server.
> Customize this table
Authentication Providers
New | | Delete Showing 1o 40f 4 Previous | Next
How do L. =]
]| name Description Version

* Configure Authentication and Identity

Assertion providers [0 [FeacustomProvider Authentication provider for FLEXCUBE users FCUBS 12.1
« Configure the Passiord Valdation provider [ | Trust Service Identity Asserter Trust Service Identity Assertion Provider 10
* Manage security providers [ | pefauttauthenticator WebLogic Authentication Provider 10
+ Setthe JAS control flag [7] | Defaultidenttyasserter Weblogic Identity Assertion provider 10
« Re-order Authentication providers

New | | Delete | || Reorder Showing 1o 4of 4 Previous | Next

System Status B

Heaith of Running Servers

| Failed (0)

| Critical (0)
Overlaaded (1)

[ Warning (0)

)

ORACLE' webLogic Server Administration Consale 12¢

Change Center @) Home Log Out Preferences (] Record Help [ Welcome, weblogic | Connected to: Dev1201_domain

View changes and restarts H Summary of Security Reaims >myreaim >Prc > FCICustomP
Configuration editing is enabled, Future Reorder Authentication Providers

changes will automatically be activated as you

modify, add or delete items in this domain, OK | || cancel

Domain Structure Reorder Authentication Providers

Dev1201_domain
Environment
Deployments
B-Services
‘Security Realms
Interoperability
E-Diagnostics

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.

Select authenticator(s) in the list and use arrows to move them up and down in the lst

5] Authentication Providers:
Available:

[C] FOcustomProvider

[ Trust Service Identity Asse
[] DefaultAuthenticator

[] DefaultidentityAsserter

Howdo L. =]

 Re-order Authentication providers

OK | || Cancel
o Set the JAAS control flag

System Status =]
Health of Running Servers

| Failed (0)

| Critical (0)
Gverloaded (0)

[ Warning (0)

- o

9. Click on FCJCustomProvider.
10. In Common tab change the control flag to “SUFFICIENT”.
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ORACLE webLogic Server Administration Console 12

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be actvated as you
modify, add or delete items in this domain.

Domain Structure
Dev1201_domain
B-Environment
~-Deployments
-Services
—Security Realms
B+ Interoperabity
+H-Diagnostics

How do L. =

No task help found.

System Status a
Health of Running Servers
| Failed (0)
I Critical (0)
Overloaded (0)
| Warning (0)

I <)

@) Home Log Out Preferences Record Help Q

Realms >myrzaim »Providers > FCICustomProvider >Pra

Home >Summary of Seci

Settings for FCICustomProvider
Configuration
Common | Provider Spedific
Save

This page allows you to define the general configuration of this provider.

& Name: FCICustomProvider

&5 Description: Authentication provider for FLEXCUBE users
&5 version: FCUBS 12.1

] Control Flag: SUFFICIENT [+]

Save

iders > FCICustomProvider

Welcome, weblogic ‘ Connected to: Devi201_domain

11. In Provider Specific tab
a) Set JNDIName as Flexcube JNDI Name.
b) If external authentications used in FCIS then Fill the LDAP/MSAD related fields.

-

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be actvated as you
modify, add or delete items in this domain.

Domain Structure
Dev1201_domain
Bi-Environment
~-Deployments
+}-Services
~-Security Realms
B-Interoperability
#1-Diagnostics

How do L. =

No task help found.

System Status a

Health of Running Servers

Failed (0)
| Critical (2)
Overloaded (0)
[ Warning (0)

o

12. or manually editing the config.xml go to

@ Home Log Out Preferences [2] Record Help ‘ Q

Home »Summary of Sec
Settings for FCICustomProvider
Configuration

Common | Provider Specific

Save

“This page alows you to configure additional attributes for this seeurity provider.

[T £5 Ldap SSLEnabled

aviders >FCICustomProvider

45 Authentication Type: MSAD [+]

] Ldap Domain Name: OFSS.COM
& Security Authentication Type: simple [+]

] Ldap Server Ip And Port: localhost389
[] 4E) External Password Required

] Ldap Server Time Out Duration: 0

[C] 5] Msad or Ldap Login Required

45 INDMame: jdbe/icjdevDS

Save

Welcome, weblogic ‘ Connected to: Devi201_domain

<ORACLE_HOME>\Middleware\user_projects\domains\base_domain\config\ path. Open
config.xml file. The following codes need to be added at proper locations in the config.xml.
a) Search for < realm> tag and add the following code between <realm> and </ realm>
tags.This should be the first child of the realm Node.

<sec:authentication-provider xmlns:n1="http://fcubs.ofss.com/security”" xsi:type="n1:fcubs-

user-authenticatorType">
<sec:name>FCJCustomProvider</sec:name>

<sec:control-flag>SUFFICIENT</sec:control-flag>

<nl:msad-or-ldap-login-required>true</nl:msad-or-ldap-login-required>
<nl:external-password-required>true</nl:external-password-required>

<nl:authentication-type>MSAD</n1:authentication-type>

1-5
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<nl:ldap-server-ip-and-port>LDAP://localhost:389</n1:ldap-server-ip-and-port>

<nl:ldap-ssl-enabled>true</nl:ldap-ssl-enabled>

<nl:security-authentication-type>simple</nl:security-authentication-type>

<nl:ldap-domain-name>0OFSS.COM</nl:ldap-domain-name>

<nl:ldap-server-time-out-duration>0</n1:ldap-server-time-out-duration>
</sec:authentication-provider>

b) Make sure tag values matches the value given during Property file creation.

1.2.2 Configuring libovd for single Entity

You need to configure the libovd details. Follow the steps given below:
1. Along with the Oracle FLEXCUBE IS EAR file, the Installer creates ‘FCBPELCIS jar’ file.

2. Create a folder by name ‘classes’ at the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x".

3. Extract the file ‘FCBPELCIS.jar’ and copy the content of the folder ‘com’ to:
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes’.

4. Navigate to the location
‘<MIDDLEWARE_HOME>soa\soa\modules\oracle.soa.ext_11.1.x\classes\com\ofss\fcc\bpel\
cac’. Edit the properties file ‘CISProperties.properties’ and update ‘JNDIl.name’ with the JNDI
name defined in the properties file ‘fcubs.properties’.

5. Copy ‘FCBPELCIS.jar’ to
‘<MIDDLEWARE_HOME>/user_projects/domains/<domain_name>/config/fmwconfig/ovd/plu
gins/lib.Create the directory structure if it does not exists.

6. Copy the fcubs_adapter.xml to
‘<MIDDLEWARE_HOME>/oracle_common/modules/oracle.ovd/templates/

fcubs_adapter.xml

7. Search for <FCUBSDATASOURCE> in fcubs_adapter.xml and update it with fcubs Datasource
name.

8. Execute “libovdadapterconfig” script which is present in
‘<MIDDLEWARE_HOME>/oracle_common/bin’ with below parameters.Update the admin
server host name or ip ,admin server port ,weblogic user id,domain home and fcubs
datasource

libovdadapterconfig.sh -adapterName fcubsAdapter -adapterTemplate fcubs_adapter.xml -host
<ADMIN_SERVER_HOST> -port <ADMIN_PORT> -userName <WEBLOGIC_USERID> -domainPath
<DOMAIN_HOME> -dataStore DB -root ou=fcubs,dc=oracle,dc=com -contextName default -
dataSourceJNDIName <FCUBSDATASOURCE>

9. Once the above steps are completed, restart the server.

1-6 ORACLE



1.2.3 Configuring libovd for MultiEntity

1.
2.
3.

9.

Continue step 1 to step5 from 1.2.2 section.
In the following steps replace the <Entityld> tag with the proper Entity name.

Copy the fcubs_adapter_<Entityld>.xml to
‘<MIDDLEWARE_HOME>/oracle_common/modules/oracle.ovd/templates/

l®

fcubs_adapter_ Entityld.xml
Search for <FCUBSDATASOURCE> in fcubs_adapter_< Entityld>.xml and update it with fcubs
Datasource with the mapped Datasource for the entity in the property file.
Ex:<param name="DataSource" value="<FCUBSDATASOURCE>"/>
Search for UserldPattern Parameter and Update the value for OU to the entity name.

EX: <param name="UserldPattern" value="cn=%USERID%,0u=<
Entityld>,dc=oracle,dc=com"/>

Search for MultiEntityEnabled element and update the value to true.
EX: <param name="MultiEntityEnabled" value="true"/>

Search for Entityld element and update the value with the entity name which we have
created.

EX:<param name="Entityld" value=" < Entityld >"/>

Execute “libovdadapterconfig” script which is present in
‘<MIDDLEWARE_HOME>/oracle_common/bin’ with below parameters.Update the admin
server host name or ip ,admin server port ,weblogic user id,domain home ,root and fcubs
datasource

libovdadapterconfig.sh -adapterName fcubsAdapter -adapterTemplate fcubs_adapter_< Entityld >.xml
-host <ADMIN_SERVER_HOST> -port <ADMIN_PORT> -userName <WEBLOGIC_USERID> -
domainPath <DOMAIN_HOME> -dataStore DB -root ou=<Entityld>,dc=oracle,dc=com -contextName
default -dataSourceJNDIName <FCUBSDATASOURCE name which we mapped in step4>

Repeat from step2 to step7for each entity creation

10. Once the above steps are completed, restart the server.

1.7 ORACLE



1.2.4 Configuring for Multiple Providers for Multiple Entities

1. Login to the Adminserver.

2. Click on security Realms.

modity, add or delete items in this domain.

Domain Structure

soa_domain
Domain Partibons

&

-Environment

Security Realms
Interoperability
3-Diagnostics

How do L.. =]

# Search the configuration
 Use the Change Center

+ Record WLST Soripts

+ Change Console preferences
+ Manage Console extensions

 Monitor servers

System Status B
Health of Running Servers
| Falled (0)
| Critical (0)
Overloaded (0)
| Warning (0)

I ()

Information and Resources

» Configure applications

= Configure GridLink for RAC Data Source
» Configure a Dynamic Cluster

= Recent Task Status

» Set your consale preferences

» Orade Enterprise Manager

Domain Configurations

* Domain

# Domain Partitions

« Partition Work Managers

o Servers

o Clusters
» Server Templates
» Migratable Targets

* Coherence Clusters
» Machines
# Virtual Hosts

© Virtual Targets

Vork Managers
« Concurrent Templates

* Resource Management

« Startup And Shutdown Classes

» Common Administration Task Descriptions

= Read the documentation

# Ask a question on My Orade Support

* Resource Group Tempistes

* Resource Groups

» Deployments

* Messaging
= JMS Servers
» Store-and-Forward Agents
» JMS Modules:
= Path Services
» Bridges.

» Data Sources

» Persistent Stores

© XML Regstries

* XML Entity Caches

eign JNDI Providers

* Work Contexts
« jCOM

* Mai Sessions

o JTA
® OSGI Frameworks

® WTC Servers

» Jolt Connection Pools

* Log Files

» Diagnostic Modudes

» Built-n Diagnostic Modules
* Diagnostic Images

® Request Performance

* Archives

« Context

. P

« Interceptors

» Monitoring Dashboard B
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Click on myrealms.

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
s0a_domain
Et-Domain Par tiions
B-Envirorment
~Deployments
B-Services

i~ Security Realms
B Interoperabiity
BDiagnostics

How do L. =]

« Configure new security realms
« Enable automatic ream restart
« Delete secuity realms

+ Change the defalt security reaim

System Status g
Health of Running Servers

[ Faied (0)

| Critical ()
Overloaded (0)

I Warning (3)

(o

10.184.133.168:7401/console/cansole.portal?_nfpt

Welcome, weblogic ‘ Connected to: soa_domz

@) Home Log Out Preferences [22] Record Help

Hoi

me >Summary of Servers >Summary of S

ity Re

sims = myresim >Summary of Se

rity Realms >myrsaim >Summary of Security Realms

‘Summary of Security Realms

A security realm i 2 container for the mechanisms-induding users, groups, security roles, security polides, and security providers--that are used to protect WebLogic resources, You can have multiple
active security realms in a Weblogic Server domain, but only one can be set as the default security realm, which is reserved for domain administrative purposes.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain, Click the name of the realm to explore and configure that realm.

§ Customize this table

Realms (Filtered - More Columns Exist)

New | | Delete Showing 1to 1of 1 Previous | Next
[7] | Hame & Default Realm

[ | myrealm true

New | | Delete

Showing 1to 10f 1 Previous | Next

 pagelabel=RealmgeneralTabPagefiSec bemconsale hanglesSecuniyhB

Handle('Security:N yrealm security.R )

ORACLE



4. Click on Providers.

ORACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts
Configuration edtng i enabled. Future

changes wil automatcally be actvated as you
modify, add or delte items n this domain,

ty Realms
BH-Interoperabiity
E-Diagnostics

How do L. =

» Configure new security realms
» Enable automatic realm restart

» Manage security for Web applications and
EBs

 Set the def:

curity madel

' Delegate MBean authorization to the realm

&) Home Log Out Preferences [&] Record Help Q

Settings for myrealm

Configuration | Users and Groups  Roles and Polides | Credential Mappings

General = RDBMS Security Store | User Lockout  Performance

Save

Use this page to configure the general behavior of tis security reaim.

Welcome, weblogic | Connected to: soa_don

myresim

1 you are implementing security using JACC (Java Authorization Contract for Containers as defined in JSR 115), you must use the DD Only security model. Other Weblogi: Server models are

Note:
not avaiable and the seaurity functions for Web applications and EJBs in the Administration Cansole are disabled.
Name: myresim
(] Security Model Default: DD Only 3

V| 4] Combined Role Mapping Enabled

Use Authorization Providers to Protect JMX Access

System Status |
Health of Running Servers
[ Faied (0)
| Critical (0)
[ Overloaded (0)
Waming (1)

[
— )

Restart After Non-Dynamic Changes

Retire Timeout: 60

b Advanced

Save

The name of this security reaim. More Info...

ep
s setting is valid o
seaurity model and th
fo

uto ed if non-dynamic changes
ithin the realm,  More Info...

1-10
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5. Click on New

ORACLE WebLogic Server Administration Console 12c _

Change Center ) Home Log Out Preferences [ Record Hep Q WEloomE,weblogic|CunnEEtedtu: soa_domait

s mei=en Home »myreim P < FCUBS > Summary of Secury m > Providers
Configuration editing is enabled, Future Settings for myrealm
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration | Usersand Groups | Roles and Polides | Credential Mappings | Providers | Migration
P Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
soa_domain
~Domain Partitions
ronment An Authentication provider allows WebLogic Server to estabish trust by validating a user. You must have one Authentication provider in a security reaim, and you can configure multiple Authentication
y E providers in a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
~Deploymen
~Services
~Searity Reains b Customize this table
Interoperability
~Diagnostics Authentication Providers
New | | Delete ‘ Reorder Showing 1to 4of 4 Previous | Next
"] | name Description Version
[ | Feuss Authentication provider for FLEXCUBE users FCUBS 12.2
Howdo L. 2] [ | Trust Service Identity Asserter Trust Service Identity Assertion Provider 10
"
+ Confiqure Authentication and dentity [7] | DefaultAuthenticator \tiebLogic Authentication Provider 10
Assertion providers [F7] | DefaultidentityAsserter Vieblogic Identity Assertion provider 10
+ Configure the Password Validation provider

New | | Delete Reorder
« Manage security providers e —

» Set the JAAS control flag

Showing 1to 4of 4 Previous | Next

* Re-order Authentication providers

System Status 8
Health of Running Servers

[ Faied ()

[ critcal 0)
Overloaded (0)

| Warring (0)

€]
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6. Enter the Name with proper Entity Name(entity name we mapped in propertyfile) and select
the type as FCUBSUserAuthenticator

ORACLE webLogic Server Administration Console 12¢ _

Change Conter & Home LogOut Preferences [&] Record Help Wekcome, weblogic | Comected to: soa_dow
View changes and restarts Home >F = e = = reaim >Sumemary of Securty Resims >myreaim >Providers >ENTITYID >Providers

Configuration edting is enabled. Future Create a New Authentication Provider

changes wil automatically be activated as you

modify, add or delete items in this domain. okl c

Domain Structure

Create a new Authentication Provider
s0a_domain
Domain Partitons

The following properties wil be used to identify your new Authentication Provider.

The name of the authentication provider,

Dot l"‘a“‘“ ENTITYID
This is the type of authentication provider you wish to create.
Tope FCUBSUserAuthenticator [+
0K | LCaeel

How do L. 3

« Manage security providers

* Configure Authentication and Identity
Assertion providers

System Status =

Health of Running Servers

[ Failed (0)
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7. click on Reorder.Bring the Authenticatiorprovider the first in the order and click ok.

ORACLE' webLogic Server dministration Cansole 12¢ _

Change Center &) Home Log Out Preferences [ Record Help Q Welcome, weblogic ‘ Connected to: soa_domz
View changes and restarts Home »FCUBS >Summary of Security Reaims >myresim > Summary of Security Rezlms >myr s >myraaim >Providers >ENTITYID >Providers
Configuration editing is enabled, Future Reorder Authentication Providers
changes will automatically be activated as you
modify, add or delete items in this domain. ok ||| cancal
Domain Structure Reorder Authentication Providers
soa_domain
Doman Partitons You can reorder your Authentication Providers using the st below. By reordering Authentication Providers, you can alter the authentication sequence.
""E”V‘I’D”"‘E”é Select authenticator(s) i the st and use arrows to move them up and down in the fst,
~Deploymen
“Senices £] Authentication Providers:
~Security Realms Available:
- Interoperabilty walane:
~Diagnostics
[7] Fcuss ~
[7] Trust Service Tdentity Asse N
[7] DefauttAuthenticator
-
[7] DefaultidentityAsserter -
HowdoIL.. =)
« Re-order Authentication providers ok ||| Cancal

» Set the JAAS control flag

System Status E

Health of Running Servers

| Failed (0)

[ critcal 0)
Overloaded (0)

[ Warning (0)

)
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8. Click the Provider that we have created.

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
madify, add or delete items in this domain,

Domain Structure

s0a_domain
#-Domain Par ttions
EiH-Environment
~Deployments
#-Services
~~Security Realms
B-Interaperablity
#-Diagnostics

Howdo L.

« Configure Authentication and Identity
Assertion providers

+ Configure the Password Validation provider

* Manage security providers

» Set the JAAS control flag

* Re-order Authentication providers

@ Home Log Out Preferences 2] Record Help WEkx)mE,wEhhg»c‘CnnnE[tEd to: s0a_domait

Home >myrsaim >Summa >Summary of Securiy rs SENTITYID »Providers

Settings for myrealm

Credential Mappings

Providers | Migration

Configuration | Users and Groups | Roles and Polices

Authentication | Password Validation | Authorizaton | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path

An Authentication provider allows WebLogic Server to estabiish trust by valdating a user. You must have one Authentication provider in 3 security realm, and you can configure multiple Authentication
providers in a security reaim, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

[ Customize this table

Authentication Providers

| New | | Delete | || Reorder Showing 1to 5of 5 Previous | Next
[7]| name Description Version

[F vy Authentication provider for FLEXCUBE users FCUBS 12.2

[0 | Feues Authentication provider for FLEXCUBE users FCUBS 12.2

[ | Trust Service Identity Asserter Trust Service Identity Assertion Provider 1.0

[F] | pefaulthuthenticator Weblogic Authentication Provider 1.0

[£] | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0

New | | Delets | || Reorder Showing 1 to 5of 5 Previous | Next

System Status
Health of Running Servers

I Faied ()

| Critical (0)
Overloaded (0)

| Warning (0)

)

rovider

. DispatcherPort! tive=c '_pagelabel=.. viders.authentication,FCUBSUserAuthenticatorMBean a2 %29 &Dispatct derType=Authi

10.184.133168:7401/ console/console.portal?
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9. In comman tab select the control flag as SUFFICENT from the list and click on save.

ORACLE' webLogic Server Administration Console 12¢ _

‘Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

s0a_comain
E-Domain Partitions
BEnvironment
~Deployments
[-Services

ecurity Realms
- Interoperability
[-Diagnostics

@ Home LogOut Preferences [ Record Help ‘ Weloome,wehlogic‘canneched to: soa_d

ims >myreaim >Summary of Security >ENTITYID P

SENTITYID P

s >ENTITYID
Settings for ENTITYID

Configuration
Common | Provider Spedfic
Save

“This page allows you to define the general configuration of this provider.

@ Name: ENTITYID

] Description: Authentication provider for FLEXCUBE users
4] version: FOUBS 12.2

¢ Control Flag: SUFFICIENT ]

Howdo L. B
No task help found.

System Status 5]
Health of Running Servers

I Faled ()

[ Critical (0)

Overloaded ()

[ Warning (0)
I k()
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10. Select the provider specific tab .

ORACLE webLogic Server Administration Cansole 12¢ _

—— @ Home Log Out Preferences [ Record Hel ‘ Welcome, weblogic ‘ Connected to: s0a_doma
View changes and restarts H Summary of ENTITYID
Configuration editing is enabled, Future Settings for ENTITYID
changes wil automatically be actvated as you
modify, add or delete items in this domain. Configuration
Domain Structure Common | Provider Specific
s0a_domain
-Domain Parttions | Save |
F-Environment. 5 B
- Seployments “This page allows you to configure additional attributes for this security provider.
“Services
- Securly Reslms (e localhost:389
- Interoperabiity
~Diagnostics .
&5 INDMName: jdbe/ijdevDS
[ 4] External Password Required
] Ldap Server Time Out Duration: )
How do L.. 5]
[ 4] Multi Entity Enabled
Mo task help found.
4] Security Authentication Type: simple [+
System Status 5]
Health of Running Servers ] Entity 1d: ENTI
[ Failed (0)
I Critcal (0) ] Ldap Domain Name: OFSS.COM
Overloaded (0)
[ Waring (0) [] 4] Ldap SSLEnabled
I o)
[ 4£] Msad Or Ldap Login Required
4] Authentication Type: MsAD [+]

Save

11. Change the JNDI name to the Datasource JNDI name which have mapped to the entity in the
property file level and check the multi entity enabled checkbox.
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ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatcaly be activated 25 you
mocfy, add or delete items in this domain.

Domain Structure

B-Environment
Deployments

#-senvices
Security Reaims
Interoperabilty
Disgnostics

&

How do L..

No task help found.

System Status
Health of Running Servers

| Faled (0)
| Critical (0)
Overloaded (0)

Warning (0)

@ Home Log Out Preferences [ Record Hep Q
Settings for ENTITYID
Configuration
Common  Provider Spedific
Save

“This page alows you to configure ackitonal atiributes for this security provider.

4£] Ldap Server Ip And Port: localhost389
4£] INDIName: jdbe/icjdevDS
] External Password Required
4] Ldap Server Time Out Duration: 0
7] 4] Multi Entity Enabled
] Secunty Authentication Type: simple [+]
] Entity 1d: ENTI
4] Ldap Domain Name: OFSS.COM
'] 4] Ldap SSLEnabled
g_,“,:] Msad Or Ldap Login Required
5] Authentication Type: MSAD 7‘
luSaey

ENTITVID

Welcome, weblogic  Connected to: soa_dom

12. Enter the Entityld with the Entity name which we created in the property file level and click on

save
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ORACLE WebLogic Server Adminisiration Consolz 12c

Change Center {8 Home Log Out Preferences [ Record Help Q
View changes and restarts Home »Summary of Secury Realms »myres myres
Canfiguration editing s encbled. Future Settings for ENTITYID
changes wil automatcaly be actvated as you
modify, add or delete tems 1 s domain, Configuration
Domain Structure Common  Provider Specific
s03_domain
[E-Domain Partitions Save
H-Environment
- eployments This page alows you to configure additionl attributes for this seeurity provider.
[-services

] Ldap Server Ip And Port:
Security Realms

- Interoperability

[EH-Diagnostics ,ﬂ INDIName:

T ] External Password Required

4] Ldap Server Time Out Duration:

localhost389

jdbeffcjdevDS

How do L.

7. 45| Multi Entity Enabled

No task help found.

(] Security Authentication Type: simple Z|
System Status
Health of Running Servers (£ Entity 1d: ENTI ‘
| Falled (0)
I crtcal (0) (] Ldap Domain Name: OFSS COM

QOverloaded (0)
[ Warning (0)
g 45 Ldap SSLEnabled
— ) 9
15 Msad Or Ldap Login Required
] Authentication Type: MSAD [+
| Sawe

fers >ENTITYID

Welcome, weblogic | Connected to: soa_don

13. Create the new datsource for each entity with the JNDI nhame which we mapped in the

property file.

14. Restart the Admin server

15. Continue the stepl to stepl5 for each provider creation in mutlientity scenario.
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1.2.5

Configuring DBAdapter

In order to configure DBAdapter, follow the steps given below.

16. Log in to ‘Weblogic Console’ and click ‘Deployment’ under ‘Domain Structure’.

ORACLE' WebLogie server samnstasonConsls 12 ]

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automaticaly be activated as you
modify, 2dd or delete items in this domain

Domain Structure
Dev1201_domain
E-Environment.
{~-Deployments
~Services
~Security Realms
Interoperabilty
~Diagnostics

How do L.

* Install an enterprise application
* Configure an enterprise application
« Update (redeploy) an enterprise appiication

« Start and stop a deployed enterprise
application

* Maniter the modules of an enterprise
application

o Deploy EJ6 modules
* Install a web application

System Status
Health of Running Servers

| Failed (0)

[ critical (0)
Overloaded (0)

[ Warning (0)

I o)

@) Home Log Out Preferences Record Help Q Welcome, wehlog»c‘cnnnectedm‘ Dev1201_domain

Home »Summary of Deployments
Summary of Deployments
Control | Monitoring
This page displays a list of Java EE applications and stand-alone appiication modules that have been installed to this domain, Installed applcations and modules can be started, stopped, updated
(redeployed), or deleted from the domain by first selecting the application name and Using the controls on this page.
To install a new application or madule for deployment to targets in this domai, dick the Install button,
b Customize this table
Deployments
install | | Updste | Delete Start v | | Stop v Showing 1 to 470f 47 Previous | Next
[]] Hame & State | Health | Type Targets Deployment Order
Resource
AgAdapter
[ | g3 Aaadap Acve | FOK | soa_serverl 324
Enterprise
I,
0| = b Acve YOk | IPCE [soaservert 313
_ Enterprise
B [RBamComposer New Application bam_server1 500
— » Enterprise
0= [REamCQservic New Application bam_server1 300
Enterprise
[ BamS "
]| & pgpamServer New Poplicaton bam_server1 400
[ | ® mRBPMComposer Acve Yok [EntererEe soa_serverl 385
) Applcation £
]| @ coherence-transaction-var Acve |Wor  |Rosource Adminserver, 100
Adapter bam_server1, soa_server1
CoherenceAdapter fE=re
Ofg P! Instaled s 331
Dbadapter & Resource
Og Active K | enter soa_serverl 322
Enterprise
[[] | ® pRDefaultToDoTaskFlow Active | ¥ OK soa_serverl 314
& Applcation £
B DM Applcation (12.1.3.0.0) Acve | POk | web Appication | AdMnServer
bam_server1, soa_server1
— Enterprise
0| & gem Active | ¥OK Appication AdminServer 400
[ | ® rcussapp (12.1.0.0) Prepared | POk | CMETPTEE soa_serverl 500
5 Application -

11. In the Deployments table, select ‘DbAdapter’. You will be navigated to ‘Settings for

DbAdapter’.

ORACLE' webLogi server amsotoncosa 12 o

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

Dev1201_domain

~Security Realms
~Interoperabiity

@ Home Log Out Preferences [&] Record Help Welcome, weblogic ‘ Connected to: Dev1201_dom:

y of Deplor

DbAdapter
Settings for DbAdapter
Qverview | DeploymentPlan | Configuration | Security | Targets  Control | Testing | Monitoring | Notes

General | Properties | Outbound Connection Pools | Admin Objects | Workload | Instrumentation

‘This page displays  table of Cutbeund Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Qutbound Cennection Pocl groups. Groups are listed
by connection factory interface and the instances are listed by their JNDI names. Expand 2 group to obtain configuration information for a Connection Fool instance within an Outbound Connection
Pool group. Ciick the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.

Outbound Connection Pool Configuration Table

New | | Delete Showing 1to 1of 1 Previous | Next
|| Groups and Instances ¢ Connection Factory Interface
Javax, resource, ccl.ConnectionFactory javax.resource. cdi.ConnectionFactory
New | | Delete

Showing 1t 1ef 1 Previeus | Next

~Diagnostics

How do B

o Configure outbound connection pool
properties

System Status B

Health of Running Servers

| Failed (0)

[ Critical (0)
Overloaded (0)

[ Warning (0}

I o>

12. Click ‘Configuration’ tab and select ‘Outbound Connection Pools’ under it.
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13. Under ‘Groups and Instances’, click and expand ‘javax.resource.cci.ConnectionFactory’.

14. Click ‘New’ and select ‘javax.resource.cci.ConnectionFactory' in Outbound Connection
Group.

15. Define ‘UNDI Name’ as ‘eis/DB/FCCDEV’ and click on ‘Finish’.

The ‘jndi name’ should be the same as the one in ‘Dbutility sub-process’.

16. Click ‘DbAdapter’ again. The new JNDI name is listed.
17. Click on the hyperlink ‘eis/DB/FCCDEV’.

ORACLE WebLogte server amwisrton o 2 B o

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, wehlogn:l Comnected to: Dev1201_domain
e Home »Summary of Beployments = DbAdapter
Configuration editing s enabled, Future Y
changes wil automatically be activated 2s you
modify, add or delete items i this domain General | Properties | Transacton | Authentication | Connection Pool | Logging
Domain Structure
etz g “This page allows you to vien and modify the configuration properties of this outbound connection pool, Properties you modify here are saved to a deployment pian.
ev1201_domain
+-Environment
‘Outbound Connection Properties
--Deployments
“services Save Showing 108 of & Previous | Next
~Security Realms =
t+-Interoperabil
ol ty Property Name & e T Property value Supports Dynamic Updates
DataSourceName java.lang.String jdbe/fejdevDs false
DefaulthiChar java.lang.Boolean false folse
PlatformClasshame Iang,Stn i tance. platform, database. Crace 10Platform false
SequencePrealocationsize Java.lang. Integer 50 false
L Jova.lang.Boolean true false
oo = u cng Iang.Bool true false
» Configure outbound connection pool Usesskiplocking Javaang.Bedlean rue false
properties -
XADataSourceName java.lang.5tring false
System Status = Save Showing 1to 8 of8 Previous | Next
Health of Running Servers
| Failed (0)
[ Critical (0)

Overloaded (0)
Warning (0)
oK ()

18. Click the ‘Property Value’ field for the ‘DataSourceName’ and update the application JNDI
reference (given in ‘fcubs.properties’ file) and then press ‘Enter’ key.

19. Save and restart the Adminserver.

1.2.6 Configuring JMS Adapter

Login in to console - Click on JMS Servers—>New
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soa-infra (SOA Infrastruct... » | FC121IQAR2 (Oracle Web.. * | Home Page - AlphaDoma.. * | dev_domain (Oracle Web... %  Summary of JMS Servers... IAIphaDnmain[OracleWe... x ‘ +

€ 01018413521 & | B - Google

11/ console/console.partal?_nfpb=trued._pagelabel=HomePagel

ORACLE WebLogic Server Administration Console 12¢

Change Center i) Home Log Out Preferences Record Help Q Welcome, adm'm|Cannected to: AlphaDomain

View changes and restarts >Summary of JMS Servers

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

AlphaDomain
Er-Environment

r--Servers

+-Clusters
t--Coherence Clusters
t--Machines
i~-Virtual Hosts

~-Work Managers
--Startup and Shutdown Classes

m

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Orade Enterprise Manager

Domain Configurations

General Information

= Common Administration Task Descriptions
= Read the documentation

= sk 3 question on My Oracle Support

~Deployments
Domain Services Interoperability
E}-Messaging * Domain » Messaging * WTC Servers
~-IM5 Servers

E-Services

--Store-and-Fonward Aents,

Environment

= Store-and-Forward Agents

# Jolt Cannection Pools

How do L. El v Servere = IMS Madules Diagnostics
» Search the configuration » Clusters ® Path Services * Log Files
« Use the Change Center = Server Templates = Bridges  Diagnostic Modules
» Record WLST Scripts = Migratable Targets * Data Sources » Built-n Diagnostic Modules
» Change Console preferences « Coherence Clusters  Persistent Stores * Diagnostic Images
« Manage Console extensions « Machines » XML Registries * Request Performance
® Monitor servers » Virtual Hosts * XML Entity Caches » Archives
T  Foreign JNDI Providers * Context
System Status =] « Startup And Shutdown Classes * Wark Contexts * SNMP

Health of Running Servers

| Fald)
[ citeal @
[ Overloaded (@)
[ waming(@
I )

Your Deployed Resources

* Deployments

Your Application's Security Settings
® Security Realms

» JCOM

+ Mai Sessions

* FileT3

- JTA

= 05Gi Frameworks

Charts and Graphs

* Monitoring Dashboard &
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soa-infra (SOA Infrastruct... | FC121IQAR2 (Oracle Web... * | Summary of IMS Servers... % | dew_domain (Oracle Web... % Summary of IMS Servers.. x | AlphaDomain (Oracle We... * ‘ +
[

€ 1018413521

1/console/console.portal?_nfpb=trued._pagelabel=Jm:

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

AlphaDomain
Er-Environment

r--Servers

+-Clusters
t--Coherence Clusters
t--Machines
i~-Virtual Hosts

| t--Work Managers

| ‘--Startup and Shutdown Classes
i~-Deployments

E-Services

| Er-Messaging

m

How do L.. =]
« Configure IS servers

« Configure JMS system modules

System Status =]

Health of Running Servers

| Fald
[ criteal @)
[ Overloaded (0)
[ waming@
<

@) Home Log Out Preferences Record Help

Summary of JMS Servers

rver)MSServerTablePage

>Summary of JMS Servers

e o |

|

IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

[ Customize this table

IMS Servers (Filtered - More Columns Exist)

& | B - Google

A B 3 A

Welcome, admin | Connected to: AlphaDomain

New Delete: Showing 1to 8of8 Previous | Next

[ | Name & Persistent Store Target Current Target Health

[F] | BamalertEngine JmsServer BamAlertEngine JmsFileStore BAMServer BAMServer

[F] | BamCQService ImsServer_BAMServer BamCQService ImsFileStore_BAMServer BAMServer BAMServer

[F] | BamReepartCache JmsServer BamReportCache JmsFileStore BAMServer BAMServer

[T] | BamServer msServer_BAMServer BamServer ImsFileStore_BAMServer BAMServer BAMServer

[[] | BPMIMSServer BPMIMSFileStare SOAServer SOAServer oK

[ | soAmMSserver SOAIMSFileStore SOAServer SOAServer  OK

[F] | umsIMSServer_auto_1 UMS JMSFileStore_auto_1 BAMServer BAMServer

[F] |UMsIMSServer_auto_2 UMS IMSFileStore_auto_2 SOAServer SOAServer & 0K

New Delete:

Showing 1to 8of8 Previous | Next

20. Please provide the below
below->Next
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soavinfra (SOAInfrastruct.. X | FCI21IQAR? (Oracle Web... X | Create aNew IMS Server .. % | dev_domain (Oracle Web.. % | Summary of JMS Servers . % | AlphaDomain (Oracle We.. % + Elﬂlgl
[

€ | @ 10184135.218:7001 console/console.portal?_nfpb=trued_pageLabel=JmsServerCreatelMSServerBimsServerCreatelMSServerPortlet_actiond v € | |~ Google A uEB ¥ R =
ORACLE weptogte server sammsaon e 2 =Y
Change Center @) Home Log Out Preferences [2] Record Help Q Connected to: i
T Homs = Alphaliomzin >Summary of JMS Sarvers

Configuration editing is enabled. Future Create a New JMS Server

changes will automatically be activated as you

modify, add o delete items in this domain, Back | | Next ‘ Finish ‘ Cancel

Domain Structure JMS Server Properties

AlphaDomain -

= The following properties will be used to identify your new JMS Server.
E+-Environment

Indicates required fields

r--Servers

m

What would you lke to name your new JMS Server?

—Work Managers 4 *Name: FCUBSJMSServer
--Startup and Shutdown Classes
-Deployments Spedify persistent store for the new JMS Server.
[E}-Messaging Persistent Store: SOAJMSFileStore [=]| Creste a New Stors

--JMS Servers

E-Services
i --Gtors-and-Fooard Ansnte

Back | | Next ‘ Finish ‘ Cancel
How do I... E} e e

# Configure JMS system modules

« Configure custom persistent stores

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamng @
()

6/23/2015

21. Select the target as SOA Server 2> Finish
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soa-infra (SOAInfrastruct.. % | FCI2QAR2 (Oracle Web.. % | Createa New JMS Server .. x| dev domain (Oracle Web... X  Summary of IMS Servers.. % | AlphaDomain (OracleWe.. %+ T S|
—

€ 1018413521

onsole/cansole. portalimsServerCreatelMSServerPortlet_actionOverride=/com/beaconsole/actions/jms/server/create] v & | | [B - Google PAaB ¥ & =

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help Q Welcome, admin | Connected to: AlphaDomain
View changes and restarts Hame =Alphalomain >Summary of JMS Servers
Configuration editing is enabled. Future Create a New JMS Server
changes will automatically be activated as you
modify, add or delete items in this domain. Back | [ e | || Frish | || Cancel
Domain Structure Select targets
AlphaDomain |~ Select the server instance or migratable targat on which you would like to deploy this JMS Server.
Er-Environment
| fServers
= Target:

Clusters = S0AServer El

--Coherence Clusters

Machines ™ Back | [ e | || Frish | || Cancel

~Work Managers

i~-Virtual Hosts

| L-Startup and Shutdown Classes
i~-Deployments

E-Services

| Er-Messaging

IMS Servers
--Store-and-Fonward Aents,

How do L.. a

o Configure JMS system modules

* Configure custom persistent stores

System Status =]

Health of Running Servers

| Fald
[ criteal @)
[ Overloaded (0)
[ waming@
<
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soavinfra (SOAInfrastruct... % | FCI21IQAR2 (Oracle Web.. % | Summary of IMS Servers .. | dev.domain (Oracle Web... ﬂ Summary of IMS Servers ... % |AIphaDnmain[0mcleWe... x + Lg‘ﬁgj
[

€ ©10184135.21 console/console.portal?_nfpb=trued_pagelabel=JmsServer)M5ServerTablePage [ '\333;:‘5 P ﬁ‘ E ¥ @ =

ORACLE WebLogic Server Administration Console 12¢ —

Record Help Q, Welcome, admin | Connectzd to: AlphaDomain

Change Center &) Home Log Out Preferences

e Home > AlphaDomain >Summary of JMS Servers

Messages
Configuration editing is enabled. Future
changes will automatically be activated as you o All changes have been activated. No restarts are necessary.

modify, add or delete items in this domain. o M5 Server created successfully

Domain Structure Summary of JMS Servers
AlphaDomain B
EF-Environment

L--Servers IMS servers act as management containers for the queues and topics in JMS modules that are targeted to them.
+-Clusters
i--Coherence Clusters

t--Machines —
t--Virtual Hosts

n

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

-Work Managers [ Customize this table

| L-Startup and Shutdown Classes

i~Deployments
EF-Services New | | Delete
| Er-Messaging —

IMS Servers (Filtered - More Columns Exist)

Showing 1to 9of 8 Previous | Next

| atnra-and-Fonmard Anents Name & Persistent Store Target Current Target Health

Howdo L. =

EamA\erEnglneJmsSerw Sort table by Name BamAlertEngine JmsFileStore BAMServer BAMServer
e Mt
BamCQService ImsServer_BAMServer BamCQServiceImsFileStore_BAMServer BAMServer BAMServer

« Configure IS servers

« Configure JMS system modules BamRepartCacheImsServer BamReportCacheImsFileStore BAMServer BAMServer

BamServer ImsServer_BAMServer BamServer JmsFileStore_BAMServer BAMServer BAMServer

System Status BPMIMSServer BPMIMSFileStare SOAServer SOAServer oK

o]
0ogoEomoo

Health of Running Servers FCUBSIMSServer SOAIMSFileStore OQAServer SOAServer o oK

Failed (0)
Critical (0)
Overloaded (0)
Warning (0]
2 () New Delete Showing 1to 90f 3 Previous \ MNext
I ) —

SOAIMSServer SOAIMSFileStore SOAServer SOAServer oK

UMSIMSServer_auto_1 UMSIMSFileStore_auto_1 BAMServer BAMServer

UMSJMSServer_auto_2 UMSIMSFileStore_auto_2 SOAServer SOAServer @ oK

6/23/2015

4. Go back to Console 2JMS Modules=>New
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soa-infra (SOA Infrastruct... x | FC121IQAR2 (Oracle Web.. % | Home Page - AlphaDoma... % | dev_domain (Oracle Web...
—

€ 9 10184135218

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

AlphaDomain
Er-Environment

r--Servers

#-Clusters
t--Coherence Clusters
t--Machines
i~-Virtual Hosts

| t--Work Managers

| ‘--Startup and Shutdown Classes
i~-Deployments

E-Services

| Er-Messaging

IMS Servers
--Store-and-Fonward Aents,

m

How do L..

 Search the configuration

o Use the Change Center

# Record WLST Seripts

» Change Console preferences
» Manage Console extensions

* Monitor servers

System Status

Health of Running Servers

| Fald)
[ citeal @
[ Overloaded (@)
[ waming(@
I )

@) Home Log Out Preferences

1/consale/consale.portal?_nfpb=truef_pagelabel=HomePagel

Record Help

% Summary of IMS Servers... % | AlphaDomain (OracleWe.. %+

e o |

& | B - Google

Q

Home >AlphaDamsin >Summary of M5 Servers >Summary of JMS Modules

Home Page
Information and Resources

Helpful Tools

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Orade Enterprise Manager
Domain Configurations

Domain

* Domain

Environment

® Servers

 Clusters
= Server Templates
= Migratable Targets

» Coherence Clusters

* Machines

* Virtual Hosts

 Work Managers

* Startup And Shutdown Classes

Your Deployed Resources

* Deployments

Your Application's Security Settings
® Security Realms

General Information

= Common Administration Task Descriptions
= Read the documentation

= sk 3 question on My Oracle Support

Services
» Messaging
= IMS Servers
= Store-and-Forward Agents

= Path Services
u Bridges

= Data Sources

 Persistent Stores

= XML Registries

» XML Entity Caches

» Foreign JNDI Providers

# Work Contexts

» JCOM

+ Mai Sessions

* FileT3

- JTA

= 05Gi Frameworks

Welcome, admin | Connected to: AlphaDomain

Interoperability
* WTC Servers

# Jolt Cannection Pools

Diagnostics
* Log Files

 Diagnostic Modules

» Built-in Diagnastic Modules
# Diagnostic Images

» Request Performance

* Archives

= Context

* SNMP

Charts and Graphs

* Monitoring Dashboard &

l

A B 3 A

10.184.135.218:7001/console/console.portal?_nfpb=trued_pagelabel

imsModulesTablePage
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nsole/console.portal?_nfpb=trued_pageLabel=JmsModulesTablePage | B - Google P B & @

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @) Home Log Out Preferences Record Help Q Welcome, admin | Connected to: AlphaDomai

View changes and restarts Home =AlphaDomain >Summary of IMS Servers >Summary of JMS Modules

Configuration editing is enabled. Future Summary of JMS Modules
changes wil automatically be activated as you
modify, add or delete items in this domain.

IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota,
Domain Structure distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage JMS system modules as global system resources.
Er-Environment

--Servers
[-Clusters
--Coherence Clusters
--Machines

--Virtual Hosts
--Work Managers

This page summarizes the M5 system modules that have been created for this domain.

[ Customize this table

m

JMS Modules

--Startup and Shutdown Classes Delste Showing 1to 8of8 Previous | Next
~Deployments
Er-Services 7| Name & Type
[E}-Messaging
£~ IMS Servers [ | BamAlertEngine ImsSystemModule System
t--Store-and-Forward Agents
| p amCQService ImsSystemResource_BAMServer ystem
| IMS Modules [[] | BamcQservice ImsSystemRs BAMS Syste
- = [ | BamRepartCacheImsSystemModule System
How do L..
[F] | BamServer ImsSystemResource System
« Configure JMS system modules 1 | evomanoduie System
* Configure resources for MS system modules
[F1] | soAIMSMadule System
System Status = [F] | umsaQIMSSystemResaurce System
UMSIMSSystemResource System
Health of Running Servers o i i
New | | Delete

Showing 1to 8 of 8 Previous | Mext

| Fald
[ criteal @)
[ Overloaded (0)
[ waming@
<

5. Create a JMS Module with the below Name->Next-> Select the target as SOA Server->Finish
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soavinfra (SOAInfrastruct.. X | FCI21IQAR? (Oracle Web... X | Create IS System Modu... % | dev_domain (Oracle Web.. % | Summary of JMS Servers . % | AlphaDomain (Oracle We.. %+ Elﬂlgl
[

4 @ 10.184.135.218:7001 /console/console portal?Create/MSSystemModulePortletreturmnTo=JmsModulesTablePagefUmsModulesTablePortiethan: + C | | [~ Google LS He ¥ & =
ORACLE WebLogic Server Administration Console 12c —
Change Center @ Home LogOut Preferences [2] Record Help Q Welcome, admin ‘Cunne:ted to: AlphaDomain
e Tt ] e TR T Home =AlphaDomain »Summary of IM5 Servers >Summary of JMS Modules

Configuration editing is enabled. Future Create JMS System Module

changes will automatically be activated as you

modify, add or delete items in this domain., Back | | Next ‘ Frish ‘ Cancel

Domain Structure The following properties will be used to identify your new module.

AlphaDomain B

E-Environment IMS system resources are configured and stored as modules similar to standard J2EE modules. Such resources indude quees, topics, connection factories, templates, destination keys, quota,

t--Servers distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage JMS system modules as global system resources.

m

Coherence Clusters = Indicates required fields
--Machines bl

j‘"Virma\ Hosts
F--Wark Managers What would you like to name your System Module?
L--Startup and Shutdown Classes
~Deployments * Hame: FCUBSJMSModule
[EH-Services

[EH-Messaging

--JMS Servers
--Store-and-Formard Anente

What would you like to name the descriptor file name? If you do nat provide a name, a default will be assigned.

Descriptor File Name:
How do I... =]

# Configure JM5 system modules Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directory of your domain?

« Configure JMS servers
Location In Domain:

System Status =]
Back | | Next ‘ Finish ‘ Cancel

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamng @
()

AM
6/23/2015
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-
€ @10184135218 c||B-~ Google A B ¥ A& =

ORACLE WebLogic Server Administration Console 12c —

1/console/console portaliCreatelM!

temModulePortlet_actionOverride=/com/bea/consocle/actions/jms/module:

Change Center @ Home LogOut Preferences Record Help Q Welcome, admin ‘Cunne:ted to: AlphaDomain
e e pye e e T Home = Alphaliomain >Summary of JMS Servers >Summary of JMS Modules

Configuration editing is enabled. Future Create JMS System Module

changes will automatically be activated as you

modify, add or delete items in this domain., Back | | Nex ‘ Finish ‘ Cancel

Domain Structure The following properties will be used to target your new JMS system module.

AlphaDomain -

E-Environment Use this page to select the server or duster on which you would like to deploy this JMS system module. You can reconfigure targets later if you wish.

r--Servers

m

% 3 Coherence Clusters Targets:

| f~Machines m

i iVirtual Hosts

| -Work Managers —

| ‘~Startup and Shutdown Classes

| Deployments [C] Adminserver
E-Services

| Eh-Messaging

| b-Ivs Servers ] paMServer
L l-atore.andEormard Ansnfe SZ
How do I... a SOAServer

# Configure JMS system modules

o Configure M5 servers Jaflackyl Ni‘ [sn ‘L‘e‘

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamng @
()

AM
6/23/2015
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soa-infra (SOA Infrastruct... ‘FC]Z[]QAIQ(OlacI:Web... % | Settings for FCUBSIMSM... % | dev_domain (Oracle Web... % = Summary of JMS Servers ... * |AIpI\aDumain(OracleWe... ® | ar
—

oo e

€ | @ 10.184.135.218:7001 /console/console.portal?_nfpb=truel_pagelabel=IM

emModuleConfigGeneralPagefUh

ORACLE weblLogic Server Administration Consale 12¢

Change Center {2 Home Log Out Preferences [ax] Record Help Q

Home » AlphaDomain »Summary of JMS Servers >Summary of JMS Modules > FOUBSIMSModule

View changes and restarts

Messages
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

o All changes have been activated. No restarts are necessary.

4 The IMS module was created successfully.

Domain Structure Settings for FCUBSIMSHModule

AlphaDomain

EH-Environment m Configuration = Subdeployments = Targets Security  Notes

m

Coherence Clusters

~Machines W
~Virtual Hosts

~Work Managers

~-Startup and Shutdown Classes

Name: FCUBSIMSModule

Deployments Descriptor File ame: fms Feubsimemodule-jms sl
EH-Messaging
| s servers destination quots, distributed destinations, forei d store-and-forward e
[ o ectination quots, distributed destinations, foreian servers, and store-and-forward parameters,
How do L. =

[ Customize this table
No task help found.
Summary of Resources

System Status [=] New | | Delste

temModuleConfigGen

This page displays general information about a JMS system module and its resources, It also allows you to configure new resources and access existing resources,

This page summarizes the JMS resources that have been created for this MS system module, including queus and topic destinations, connection factories, JMS templates, destination sort keys,

AN =T O

Welcome, admin ‘ Connected to: AlphaDomain

| |B- Google

The name of this JMS system module. More Info...

The name of the JMS module descriptor file.  More Info...

Showing 0 to 0 of 0 Previous | Next

Health of Running Servers

[T | Hame & Type JNDI Hame

Subdeployment Targets

Failed (0}

There are no items to display

[ crital (@
Overloaded (0] Mew | | Delets
[ Wamng©

Showing 0 to 0 of 0 Previous | Next

o

1. Go back to JIMS Modules=>FCUBSJMSModule->New
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ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

01/consele/console.portal?_nfpb=truel_pagelabel=IMS5

mMeduleConfigGeneralPage&thandle=com bea.consolehan + & | | B~ Google A B ¥ A

&) Home Log Out Preferences Record Help Q

Connected to:

Home > AlphaDomain »Summary of IMS Sarv

Modules >FCUBSIMSModule

= >Summa

s > FCUBSIMSMadule >Summary of IM5

ules >FCUBSIMSModule >Summar,y

CUBSIMSModule >Summa

Settings for FCUBSIMSModule

« tion | 5t s | Targets | Security | Notes

Domain Structure

AlphaDomain
E+-Environment
{--Servers

| -Work Managers
| ‘~Startup and Shutdown Classes
i~Deployments
E-Services
| Eh-Messaging
|| p~IMs servers
L i cinre and Fooward Agente

m

How do L.

No task help found.

System Status

Health of Running Servers

| Fakd@
[ crieal )
[ overloaded (0)
[ wamng@
()

This page displays general information about a JMS system module and its resources, It also allows you to configure new resources and access existing resources.
Name: FCUBSIMSModule The name of this JMS system module. More Info...
Descriptor File Name: jms{fcubsjmsmodule-jms. sl The name of the IMS module descriptor file. More Info...

This page summarizes the JMS resources that have been created for this JMS system module, induding queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table
Summary of Resources

Mew Delete: Showing 0 to 0 of 0 Previous | Next

[ | Hame Type JNDI Hame Subdeployment Targets

There are no items to display

New Delete Showing 0 to 0 of 0 Previous | Next

6/23/2015

2. Click on Connection Factory—> next->Create the connection Factory with the below Names—>Next
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Create a New JMS System... %

A B & A =

€ | @ 10.184135.218:7001 /console/console. portal?_nfpb=trued._pagelabel=msCreateSystemMeoduleEntityBmsCreateSystemModuleEntityPortlet v ¢

ORACLE WebLogic Server Administration Console 12¢

Change Center @) Home Log Out Preferences [ Record Help ||:| Q wdmme,adm|Cunnected to: AlphaDomain

View changes and restarts Home > RlphaDomain >Summary of IMS Servers >Summary of IMS Modules > FCUBSIMSModule >Summary of IMS Modules >FCUBSIMSMadule >Summary of M5 Modules >FCUBSIMSModule >Summary of
IMS Modules >FCUBSIMSMadule

!
NG

Configuration editing is enabled. Future
changes will automatically be activated as you Create a New JMS System Module Resource

moify, add or delete iters in this domain.
Back | | Nex ‘ |Canca|

Domain Structure
AlphaDomain A Choose the type of resource you want to create.
Er-Environment
t--Servers Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

m

Coherence Clusters Depending on the type of resource you select, you are prompted to enter basic information for creating the resource, For targetable resources, like stand-alone queues and topics, connection

|- Machines factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to targeting pages for selecting appropriate server targets. You can also associate
| sl Hosts targetable resources with subdeployments, which is an advanced mechanism for grouping IS module resources and the members to server resources.
+--Work Managers
*--Startup and Shutdown C
sl 'E:;” Hiden iasses @ Connection Factory Defines a st of connection configuration parameters that are used to
v create connections for JMS dients.  More Info...

[F-Services
[Eh-Messaging
T s Servers Defines a point-to-pint destination type, which are used for asynchronous =
| | ciee o Foramrd Saents ~ peer communications. A message delivered to a queue is distributed to only

one consumer.  More Info...
How do L. B

Topic Defines a publish/subscribe destination type, which are used for

o Configure quotas for destinations

asynchronous peer communications. A message delivered to a topicis
« Configure IS templates distributed to all topic consumers, More Info...
# Configure destination keys
Distributed Queue Defines a set of queves that are distributed on multiple JMS servers, but

= Configure topics
which are accessible as a single, logical queue to JMS dients. More Info...
 Configure queues

« Configure connection factories

Distributed Topic Defines a set of topics that are distributed on multiple JMS servers, but

+ Configure uniform distributed topics which are accessible s a single, logical topic to M5 dients,  More Info...

 Configure uniform distributed queues

Foreign Server Defines foreign messaging providers or remate Weblogic Server instances
that are not part of the current domain.  More Info...

® Configure foreign servers
« Configure JM5 SAF

Quota Controls the allotment of system resources available to destinations. More
System Status =] Info...

Health of Running Servers

Destination Sort Key Defines a unique sort order that destinations can apply to arriving

[ Fald@ messages.  More Info... L
Critical (0)
JMS Template Defines a set of default configuration settings for multiple destinations. More
QOverloaded (0) o,
Warning (0)
o

SAF Imported Destinations Defines a collection of imported store-and-forward (SAF) destinations. A
SAF destination is a representation of a queus or topic in a remote server
instance or duster that is imported into the local duster or server instance,
so that the local server instance or duster can send messages to the remote
server instance or cluster.  More Info...
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ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

console/console.portal?JmsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jms/modules & C'

Domain Structure

AlphaDomain B
E+-Environment
i--Servers
lusters
~Coherence Clusters

m

~Wark Managers

--Startup and Shutdown Classes
--Deployments
E-Services
[EH-Messaging
=-JMS Servers
~-Stora-and-Formard Ansnte

i~Virtual Hosts

How do L.. =

« Configure quotas for destinations

o Configure JMS templates
 Configure destination keys

« Configure topics

« Configure queues

& Configure connection factories
 Configure uniform distributed topics
 Configure uniform distributed queues
« Configure foreign servers

* Configure JMS SAF

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamna@
()

(e |

H- Google AN =K

&) Home Log Out Preferences Record Help Q admin

Connected to:

Home > AlphaDomain >Summary
ules = FCUBSIMSModule

MS Servers =Summary of JMS Mod s > FCUBSIMSM

s > FCUBSIMSMadule >Summary of M5 M.

ules > FCUBSIMSMod

= >Summary of M5

= >Summary of M5

Create a New JMS System Module Resource
Back | | Nex ‘ Finish ‘ Cancel

Connection Factory Properties

The following properties will be used to identify your new connection factory. The current module is FCUBSIMSModule.
= Indicates required fields
What would you like to name your new connection factory?

*Hame: UBSConnectionfactory

What JNDI Name would you like to use to look up your new connection factory?

JNDI Name: jndifFCUBSCannectionfactory

The Connection Factory Subscription Sharing Policy Subscribers can be used to control which subscribers can access new subscriptions. Should subscriptions created using this factory be sharable?

Subscription Sharing Policy: Exclusive El

The Client ID Policy indicates whether more than one JMS connection can use the same Client ID, Oradle recommends setting the Client ID policy to Unrestricted if sharing durable subscribers.
Subscriptions created with different Client ID policies are ahways treated as independent subscriptions, What Client ID Policy would you like to use?

Client ID Policy: Resticted [+

A connection factory can limit the number of messages that can queued for an asynchronous session. Should this connection factory impose a limit?

Maximum Messages per Session: 10

Should this connection factory create sessions that are JTA aware, and create XA queues and XA topics?

XA Connection Factory Enabled

Back | | Nex ‘ Finish ‘ Cancel

AM
6/23/2015

3. Select Advanced targeting—>create New Sub Deployment with the below Name-> Select the

target as JMS server which we have created on top—>Finish

ORACLE
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soa-infra (SOAInfrastruct.. %  FCI2UQAR2 [Oracle Weh... % | CreateaNew VS System.. » | dev_domain (Oracle Web.. % | Summary of IMS Servers .. % | AlphaDomain (OracleWe.. % |+ e T |
[
s/connecti v C | |~ Google LS He ¥ & =

ORACLE WebLogic Server Administration Console 12c —

Change Center &) Home Log Out Preferences Record Help Q A e =

console/console.portal?imsCreateSystemModuleEntityPortlet_actionOverride=/com/bearconsole/actions/j

€ 1018413521

ules =>FCUBSIMSM;
= »placeholder

lules =FCUBSIMS!

ule >FCUBSConnectio

e > Summary of M

View changes and restarts actory >Summary of y of IMS

Configuration editing is enabled. Future
changes will automatically be activated as you Create a New JMS System Module Resource

modify, add or delete items in this domain.
Back | [Next ‘ Finish ‘ Advanced Targeting |Car|ce|

The following properties will be used to target your new JMS system module resource

Domain Structure

AlphaDomain B
EHEnvironment M
| pServers A Use this page to view and accept the default targets where this JMS resource wil be targeted. The defauilt targets are based on the parent JMS system module targets. If you do not want to accept
§ +-Clusters 3 the default targets, then dick Advanced Targeting to use the subdeployment mechanism for targeting this resource.
| i—Coherence Clusters
| t~Machines b
‘ ;"Virtua\ Hosts The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changed, this resource will also be retargeted appropriately.
| -Work Managers
| “--Startup and Shutdown Classes Targets:
i~Deployments
E-Services
| ElMessaging Servers
|| p~IMs servers
L l-atore.andEormard Ansnfe S SOAServer
How do L.. =2
» Configure quotas fo desthatons | Back | [[ie | || Fiih | || Advanced Tareting | || Caneel |

* Configure JMS templates
 Configure destination keys

« Configure topics

« Configure queues

& Configure connection factories
 Configure uniform distributed topics
 Configure uniform distributed queues
« Configure foreign servers

* Configure JMS SAF

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamna@
()

6/23/2015
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soa-infra (SOAInfrastruct.. X | FCI2UQARZ (Oracle Web... X | Create NewMS System... % | dev_ domain (Oracle Web... %  Summary of IMS Servers.. % | AlphaDomain (OracleWe.. %+ o T
—
onnecti ¥ & | | [l Google PAaB ¥ & =

ORACLE WebLogic Server Administration Console 12¢ —

Change Center i) Home Log Out Preferences Record Help Welcome, adm'm|Cannected to: AlphaDomain

€ 1018413521

1/console/console.portal?JmsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jm

e e hirmee el s re = ules >FCUBSIMSModule >Summary o C -CUBSCannection of M5 Modules >FCUBSIMSModule >Summary of IMS
ules >FCUBSIMSH: >placehalder
Configuration editing is enabled. Future
changes will automatically be activated as you Create a New JMS System Module Resource
modify, add or delete items in this domain.
Back | [Nexd | || Fiish | || Cancel
Domain Structure
AlphaDomain P The following properties will be used to target your new JMS system module resource
Er-Environment 7
| t-Servers L Use this page to select a subdeployment to assign this system module resource, A subdeployment is a mechanism by which IMS resources are grouped and targeted to a server instance, duster, or
| E-Clusters g SAF agent, If necessary, you can create a new subdeployment by diicking the Create a New Subdeployment button, You can also reconfigure subdeployment targets later by using the parent
| t--Coherence Clusters module's subdeployment management page.
| t-Machines —
i iVirtual Hosts
| Work Managers Select the subdeployment you want to use, If you select (none), no targeting will ncal
| ‘--Startup and Shutdown Classes
{-Deployments Subdeployments: (none) E Create a New Subdeployme:
- [
: E}-Messaging What targets do you want to assign to this subdeployment?
i --IMS Servers

--Store-and-Fonward Aents,

Targets:
How do L.. =]

o Configure quotas for destinations

« Configure M5 templates ey [iee ‘ﬂ |ﬂ

» Configure destination keys

= Configure topics

 Configure queues

# Configure connection factories

« Configure uniform distributed topics
 Configure uniform distributed queues
® Configure foreign servers

* Configure JM5 SAF

System Status =]

Health of Running Servers

[ Fald@
| citel (@
’7 QOverloaded (0)
[ waming (@)
)
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ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain B
E+-Environment
i--Servers

lusters
~Coherence Clusters

m

~Wark Managers
~-Startup and Shutdown Classes
--Deployments
E-Services
[EH-Messaging
| F-Ivs servers
| \-—ators-and Fooward Aosnte

i~Virtual Hosts

&) Home Log Out Preferences Record Help

ules =>FCUBSIMSM;
= »placeholder

Create a New Subdeployment
OK | | Cancel

Subdeployment Propertics

e |

e > Summary of M

Q

lules =FCUBSIMS!

The following properties will be used to identify your new subdeployment,

Subdeployment Name:

QK | | Cancel

FCUBS|

console/console.portal?imsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jms/target/ni ¥ C

ule >FCUBSConnectio

B - Google

actory >Summary of

P B + #

admin

Connected to:

ules >FCUBSIMSModule >Summary of IMS

How do L.. =

« Configure quotas for destinations

o Configure JMS templates
 Configure destination keys

« Configure topics

« Configure queues

& Configure connection factories
 Configure uniform distributed topics
 Configure uniform distributed queues
« Configure foreign servers

* Configure JMS SAF

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamna@
()
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€ ) @ 10.184.135.218:7001 /console/console.portal?imsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/ console/actions/jms/target/cr  C | |[B~ Google Al ¥ AR =

ORACLE WebLogic Server Administration Console 12c /L

Change Center

View changes and restarts

Pending changes exist. They must be activated

to take effect. You may activate them now.
Otherwise, they will be automatically activated
when you next modify, add or delete items in
this domain.

Activate Changes
Undo All Changes

Domain Structure

AlphaDomain

E-Environment

~-Servers

[FH-Clusters

--Coherence Clusters
t--Machines

~Virtual Hosts

—-Work Managers

—Startup and Shutdown Classes
--Deployments

[=-Services

El-Messaging

--JMS Servers

vz -and Formard Anants

>

m

How do L.

& Configure quotas for destinations

« Configure JMS templates

# Configure destination keys

» Configure topics

 Configure queues

# Configure connection factories

# Configure uniform distributed topics
 Configure uniform distributed queues
 Configure foreign servers

* Configure JMS SAF

System Status

Health of Running Servers

| Fald@
[ citcal@
[ overloaded (0)
Ii Warning (0)
[ e

@ Home LogOut Preferences [2] Record Help a, Weﬁmmadnil‘l:unnected to: AlphaDomain

Home »>Summary of JMS Modules »FCUBSIMSModule »Summary of JMS Modules =FCUBSIMSModule » FCUBSConnectionfactory =Summary of IMS Modules »FCUBSIMSModule >Summary of IMS
Modules = FCUBSIMSModule = placeholder

Create a New JMS System Module Resource

Back | | Ned ‘ Finish ‘Camﬂ

The following properties will be used to target your new JMS system module resource

Use this page to select a subdeployment to assign this system module resource. A subdeployment is a mechanism by which JMS resources are grouped and targeted to a server instance, duster, or
SAF agent. If necessary, you can create a new subdeployment by dicking the Create a New Subdeployment buttan. You can also reconfigure subdeployment targets later by using the parent
module’s subdeployment management page.

Select the subdeployment you want to use. If you select (none), no targeting will occur.

Subdeployments: FCUBS E| Create a New Subdeployment

What targets do you want to assign to this subdeployment?

SOAServer

IMS Servers

BPMIMSServer

FCUBSIMSServer

SOAIMSServer

UMSIMSServer_auto_2

Back | | et ‘ Finish ‘Camﬂ
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ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

console/console. portal?_nfpb=trued._pageLabel=IM

Domain Structure

AlphaDomain
E+-Environment
i--Servers

lusters
~Coherence Clusters

~Wark Managers

--Startup and Shutdown Classes
--Deployments
E-Services
[EH-Messaging

i~Virtual Hosts

| F-Ivs servers
| t-Gtoreand-Forward Anente

m

How do L.

No task help found.

System Status

Health of Running Servers

| Fakd@
[ crieal )
[ overloaded (0)
[ wamng@
()

e |

stemModuleConfigGeneralPage | |B- Google A B ¥ A

&) Home Log Out Preferences Record Help Q admin | Connected to:

ules =>FCUBSIMSM;
= »placeholder

= =Summary of JM lules =FCUBSIMS!

ule >FCUBSConnectio

actory =Summary o ules >FCUBSIMSModule >Summary of IMS

Messages
o All changes have been activated. No restarts are necessary.

4 Connection factory created successfully.
Settings for FCUBSIMSHMedule

Configuration = Subdeployments = Targets Security  Notes

This page displays general information about a JMS system module and its resources, It also allows you to configure new resources and access existing resources,

Name: FCUBSIMSModule The name of this JMS system module. More Info...

Descriptor File Name: jms/Feubsjmsmodule-jms.xmi The name of the JM5 madule descriptor fie. More Info...

This page summarizes the JMS resources that have been created for this IMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

New | | Delste Showing 1to 10f 1 Previous | Next
[T | Hame & Type INDI Name Subdeployment Targets
[0 | FeuesConnectionfactory Connection Factory jndi/FCUBSConnectionfactory FCUBS FCUBSIMSServer

Mew Delete:

Showing 1to 10f 1 Previous | Next

1 PM
6/23/2015
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€ 1018413520 console/console.portal?_nfpb=trued._pagelabel=JMSSystemModuleConfigGeneralPage | |B - Google LS He ¥ & =
ORACLE WebLogic Server Administration Console 12c —
Change Center @) Home Log Out Preferences [2] Record Help Q admin | Connected to: i

ules =>FCUBSIMSM;
= »placeholder

lules =FCUBSIMS!

e > Summary of M

ule >FCUBSConnectio

View changes and restarts actory =Summary o ules >FCUBSIMSModule >Summary of IMS

Canfiguration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain, « All changes have been activated. No restarts are necessary.

4 Connection factory created successfully.
Domain Structure
AlphaDomain - Settings for FCUBSIMSHMedule
B t

i T_v_‘:;:le: Configuration = Subdeployments = Targets Security  Notes
lusters

~Coherence Clusters
~Machines L This page displays general information about @ JMS system module and its resources. It also allows you to configure new resources and access existing resources,

m

i~Virtual Hosts
F--Wark Managers

e ol Name: FCUBSIMSModule The name of this JMS system module. More Info...
~-Startup and Shutdonn Classes
--Deployments
; riptor File Name: jms/feubsimsmodule-jms. xml & name of the JMS module descriptor fle.  More Info...
EH-Services Descriptor File Na jms feubsimsmodule-jms.xmi Th f the JMS module descriptor fle.  More Info,
| ElMessaging
ins SE"’:f P i This page summarizes the JMS resources that have been created for this IMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
LeandLormarc Aosn destination quota, distributed destinations, foreign servers, and store-and-forward parameters,
How do L.. =2
Mo task help found. [ Customize this table
Summary of Resources
System Status =2
New | | Delete Showing 1to 1of 1 Previous | Next
Health of Running Servers —
I rakdo [T | Hame & Type INDI Name Subdeployment Targets
Critical (0) [F] | FeusCannectionfactory Connection Factory jndifFCUBSConnectionfactory FCuBs FCUBSIMSServer
Overloaded (0
@ New | [ Delete Showing 1to 1of 1 Previous | Next

Warning (0)
2

PM
6/23/2015

4. Go back to console =>Click on JMS Modules >New - check on Queue->next
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t--Servers
lusters

Coherence Clusters
Machines
~Virtual Hosts
-Work Managers
~-Startup and Shutdown Classes
~Deployments
~Services
EH-Messaging
| F-IMs Servers
| t--ctars-andFarward Anente

Tl

m

How do L..

+ Configure quotas for destinations

« Configure JMS templates
 Configure destination keys

* Configure topics

+ Configure queues

« Configure connection factories
 Configure uniform distributed topics
« Configure uniform distributed queues
+ Configure foreign servers

* Configure JMS SAF

System Status

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamng @
()

e |

1/censole/console portaltmsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jms/destinati

| |B - Google

P B + #

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like stand-alone queues and topics, connection
factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to targeting pages for selecting appropriate server targets, You can also assodiate
targetable resources with subdeployments, which is an advanced mechanism for grouping JMS module resources and the members to server resources.

() Connection Factory

@ Queue

) Topic

(©) Distributed Queue

(© Distributed Topic

() Foreign Server

~) Quota

() Destination Sort Key

©) JMS Template

(©) SAF Imported Destinations

() Remote SAF Context

() SAF Error Handling

| Back | Ni‘ Finish ‘E‘ance‘

Defines a set of connection configuration parameters that are used to
create connections for JMS dients.  More Info...

Defines a point-to-point destination type, which are used for asynchronous
peer communications. A message delivered to a queue is distributed to only
one consumer.  More Info...

Defines a publish/subscribe destination type, which are used for
asynchronous peer communications. A message delivered to a topic is
distributed to al topic consumers.  More Info...

Defines a set of queues that are distributed on multiple JMS servers, but
which are accessible as a single, logical queue to JMS dients,  More Info...

Defines a set of topics that are distributed on multiple JMS servers, but
which are accessible as a single, logical topic to JMS dients.  More Info...

Defines foreign messaging providers or remote Weblogic Server instances
that are not part of the current domain.  More Info...

Contrals the allotment of system resources avaiable to destinations. More
Info...

Defines a unique sort order that destinations can apply to arriving
messages.  More Info...

Defines a set of default configuration settings for multiple destinations. More
Info...

Defines a collection of imported store-and-forward (SAF) destinations. A
SAF destination is a representation of a queue or topic in a remote server
instance or duster thatis imported into the local duster or server instance,
so that the local server instance or duster can send messages to the remote
server instance or duster. More Info...

Defines the URL of the remote server instance or duster where a JMS
destination is exported from. It also contains the security credentials to be
authenticated and authorized in the remote duster or server.  More Info...

Defines the action to take when the SAF service fails to forward messages
to remote destinations. More Info...

|

n

5. Create Queue with Name NOTIFY_DEST_QUEUE and JNDI name as

12:05 PM
6/23/2015

ims/NOTIFY_DEST_QUEUE->select the sub deployment which we have created earlier

->Next=>Finsish
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€

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain B
E+-Environment
i--Servers
lusters
~Coherence Clusters

m

~Wark Managers

--Startup and Shutdown Classes
--Deployments
E-Services
[EH-Messaging
=-JMS Servers
~-Stora-and-Formard Ansnte

i~Virtual Hosts

How do L.. =

« Configure quotas for destinations

o Configure JMS templates
 Configure destination keys

« Configure topics

« Configure queues

& Configure connection factories
 Configure uniform distributed topics
 Configure uniform distributed queues
« Configure foreign servers

* Configure JMS SAF

&) Home Log Out Preferences Record Help

ules =>FCUBSIMSM;
= »placeholder

Create a New JMS System Module Resource
Back | | Nex ‘ Finish ‘ Cancel

JMS Destination Properties

e |

1/censole/console. portal?lmsCreateSystemModuleEntityPortlet_actionOverride=/com/bea/console/actions/jms/modules © C'

Q

lules =FCUBSIMS!

= =Summary of JM ule >FCUBSConnectio

The following properties will be used to identify your new Queue. The current module is FCUBS JMSModule.

* Indicates required fields

*Name: NOTIFY_DEST_QUEL

ML Name:
Template: None E

[ Back | |t | || i | || Cancel |

B - Google

actory >Summary of

P B + #

admin

Connected to:

|

ules >FCUBSIMSModule >Summary of IMS

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamna@
()
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soainfra (SOA Infrastruct.. % FCIZUIQAR2 (Oracle Web... % | Creste aMew JMS System... % | dev_domain [Oracle Web... X | Summary of MS Servers .. X | AlphaDomain (Orecle We.. X | + e T |
—
€ 1018413521 console/console.portal | |B - Google A B ¥ A& =

ORACLE WebLogic Server Administration Console 12c —

Change Center &) Home Log Out Preferences Record Help Q A e =

ules =>FCUBSIMSM;
= »placeholder

lules =FCUBSIMS!

ule >FCUBSConnectio

View changes and restarts & =Summary of M actory >Summary o y of IMS
Configuration editing is enabled. Future

changes will automatically be activated as you Create a liew JMS System Module Resource
modify, add or delete items in this domain.

Back | | Ned ‘ Finish ‘ Cancel
Domain Structure
The following properties will be used to target your new JMS system module resource

AlphaDomain B
EHEnvironment M
t--Servers A Use this page to select a subdeployment to assign this system module resource. A subdeployment is a mechanism by which JMS resources are grouped and targeted to a server instance, duster, or
lusters 3 SAF agent. If necessary, you can create a new subdeployment by dicking the Create a New Subdeployment buttan. You can also reconfigure subdeployment targets later by using the parent
--Coherence Clusters module’s subdeployment management page.

;"Virtua\ Hosts
j_ Select the subdeployment you want to use. If you select (none), no targeting will occur.

—-Work Managers

~-Startup and Shutdown Classes
~Deployments Subdeployments: FCUBS [ || Create a New Subdeployment
E-Services
[EH-Messaging
--JMS Servers
—-Stora-and-Farard Anente

What targets do you want to assign to this subdeployment?

Targets:
How do L.. =2
+ Configure quotas for destinations IMS Servers
« Configure JMS templates -
« Configure destination keys '~/ BPMIMSServer

* Configure topics

@
» Configure queues O FCUBSIMSServer

& Configure connection factories

© soaIMSsSe:
» Configure uniform distributed topics rver

 Configure uniform distributed queues -
) UMSIMSServer_auto_2
« Configure foreign servers

* Configure JMS SAF

Back | | Ned ‘ Finish ‘ Cancel

System Status =]

Health of Running Servers

| Fakd@
[ citeal @
[ overloaded (0)
[ wamna@
()

06 PM
6/23/2015
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& | @ 10184.135.218:7001 /console/console.portal?_nfpb=truedi_pagelabel=IMSSystemModuleConfigGeneralPage | |B - Google LS He ¥ & =
ORACLE WebLogic Server Administration Console 12c —
Change Center @) Home Log Out Preferences [2] Record Help Q admin | Connected to: i

= >Summary
< = FCUBSIMSI

les »>FCUBSIMSModule =Summary of IMS Mo
> placeholder

View changes and restarts s >FCUBSIMSModule = FCUBSConnectionfactory »Summary of JMS Modules »FCUBSIMSModule =Summary of IMS

M:

Canfiguration editing is enabled. Future Messages
changes will automatically be activated as you
modify, add or delete items in this domain, « All changes have been activated. No restarts are necessary.

o The IMS Queue was created successfully
Domain Structure

AlphaDomain - Settings for FCUBSIMSHMedule

B t
- Environmen| Configuration | Subdeployments | Targets | Security | Motes

m

L This page displays general information about a JMS system module and its resources, It also allows you to configure new resources and access existing resources,

i Name: FCUBS MSModule The riame of this 145 system module,  More Tnfo...
| LStartup and Shutdown Classes
i~Deployments
Geservices Descriptor File Names fms Feubsimemodule-ms. sl The niame of the TMS module descriptor fle.  More Info. .
| ElMessaging
ins SE"’:f I i This page summarizes the JMS resources that have been created for this IMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
— destination quota, distributed destinations, foreign servers, and store-and-forward parameters,
How do I =
Mo task help found. [ Customize this table
Summary of Resources
System Status =
Mew | | Delste Showing 1to 20f 2 Previous | Next
Health of Running Servers e
I R [T | Hame & Type INDI Name Subdeployment Targets
Critical (0) [ | Feussconnectionfactory Connection Factory JndifFCUBSConnectionfactory FoUBS FCUBSIMSServer
Overlaaded (0} [C] | NOTIFY_DEST_QUELE Queue Jms/NOTIFY_DEST_QUELE FCUBS FCLBSIMSServer
Warring (5)
| =Xel | MNew | | Delete Showing 1to 26f 2 Previous | Next

11. Please create the MDB_QUEUE_RESPONSE, eis/jms/ORGateway, FAULT_QUEUE_RESPONSE Queues as
above in console with in FcuBsiMsSModule.(Follow step 9-10 in 1.2.7)

12. Go to Console->Deployment->JMS Adapter - Configuration—>outbound connection pool->New—>
next->Finish
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€ | 9 @ 10.184.135.218:7001 /console/console.portal?_nfpb=truef_pageLabel=AppDeploymentsControlPage c | |[B- Google P B ¥ & =
-
— I I
AdminServer, BAMServer
- s .
f@bMs Application (12,1,3.0.0) Active |9 OK Wieb Application | o0 co 5
Enterpr
@ gen Actve | ¥ 0K wg"].s; AdminServer 40
A Enterprise
FRFCUBSARPILI (12.1.0.0.0) Actve | Sirng | apploaton SOAServer 500
Resource
7 | Fileadapter
P Active | 0K Adapter SOAServer 321
[gfrewo Actve | oK ﬁg‘i&n sOAServer 100
Resource
Active |9 OK Adapter SOAServer 325
) Enterprise
[ WebServices (12.1.0.0.0) actve [Pk | TSRS SOAServer 500
Resource
7 | 5 DEWoridadapter
P Tnstalled o 333
Resource
Active | ¥ OK Adapter SOAServer 323
Ldapadapt] JmsAdapter, Level 1, 19 of 46 e Resource 2
Adapter
71 | zMaseriesadapter Resource
(s} i Active [¥OK Adapter SOAServer 327
Resource
Tnstalled P 334
Enterpri £
[ OMAPredictionsenice Actve | OK wg"f; SOAServer 100
OracleAppsAdapter Actve WOk | Lo SOAServer 328
Adapter
Resource
] | 7 OradeBamadapter
o Installed posindi 329
Enterprise
[l [3 OracieBPMBACSzrverApp Active |9 OK Application SOAServer 384
Enterpr
[ OradeBPMComposerRalesépp Actve | ¥ OK wg"f; SOAServer 382 o
[FjOradeBPMProcessRolesApp Actve | ¥ 0K ﬁg&j SOAServer 381
Enterpr
[F OradeBPMWorkspace Active | ¥ OK wg"f; S0AServer 363
Resource
SapAdapter
p Installed . 335
[ESmoleAgprovalTaskFlon Active | OK i”p;’;’f:ﬂ SOAServer 386
[geoainfra Actve | oK :;;g"; sOAServer 350
71 F=soa-webapps Active |9 OK f‘”te.rpr"se SOAServer 360
10.184.135.218:7001/console/console.portal?_nfpb=truss._pagel abel= AppApplicstionDispatcherPage&AppApplic om.bes.consolehandles. AppDeploymentHandle(’ com.beaName=msAdapter, Type=AppDepl NS
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Settings for JmsAdapter

€ | @ 10184135218:7001 /console/console.portal?_pagelabel=ConnectorApplicationCenfigurationOutboundConnectionPoolPage&_nfpb=truet v C | [~ Google Al ¥ AR =
View changes and restarts Home »FCUBSConnectionfactory =Summary of IMS Modules > FCUBSIMSModule =Summary of IMS Modules »FCUBSIMSModule »placeholder =Summary of Deployments =ImsAdapter >Summary of -

Deployments = JmsAdapter
Configuration editing is enabled. Future

changes will automatically be activated as you Settings for JmsAdapter
modify, add or delete items in this domain. |
Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes
Domain Structure General | Properties | Qutbound Comnection Pools | Admin Objects | Workioad | Instrumentation
AlphaDomain -
El-Environment
A This page displays a table of Outbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Outbound Connection Pool groups. Groups are
+ 3 listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound
;‘ Coherence Clusters Connection Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below,
{--Machines
-~ Virtuzl Hosts Outbound Connection Pool Configuration Table
F—-Work Managers
“--Startup and Shutdown Classes Mew Delete Showing 1to 10f 1 Previous | Next
—Deployments
E-Services Groups and Instances & Connection Factory Interface
[EH-Messaging
| M Servers | [ oracie. tip adapter. jms. TmsCornectionFactory oradle. tip.adapter.jms. imsConnectionFactory
|__‘--Storacand-Formard Ansnte
eis/activemq/Queue oradle. tip.adapter. jms. JJmsConnectionFactory
How do L. =]
eis/agims/EDNLocalTxDurableTopic oracle. tip.adapter.jms.IJmsConnectionFactory
. s:’o"plgr‘:j’;"““”“"d connection pocl eis/qjms/EDNLocalTxTopic orade. tip.adapter.jms. DmsConnectionFactory
J JEDNxaDurableTopic oradle. tip.adapter. jms. [ImsConnectionFactory
System Status =] eis/agjms/EDNxaTopic orade. tip.adapter jms.IImsConnectionFactory =
Health of Running Servers eis/agims/Queue oradle.tip.adapter. jms, ImsConnectionFactory
— T eis/aqjms/Topic oradle.tip.adapter.jms. I ImsConnectionFactory
I el eis/fioranoma/Topic oradle. tip.adapter.jms. ImsConnectionFactory
Overloaded (0) cis/jbossma/Queue orade. tip.adapter.jms. IImsConnectionFactory
Warning (1) &is fjms/iaB2BQueLECF oracle. tip.adapter.jms. imsConnectionFactory
I o) eis/jms/aiaErrorTopicCF oradle. tip.adapter. jms. JJmsConnectionFactory
&is/pramatijQuene orale.tip.adapter jms. ImsConnectionFactory
eis/sunmg/Queue orade. tip.adapter.jms. IJmsConnectionFactory
eis/thjms/Queue orade.tip.adapter.jms. IImsConnectionFactory
eis/tibjms/Topic orade. tip.adapter jms.IImsConnectionFactory
eis/tibjmsDirect/Queue oradle. tip.adapter. jms. [ImsConnectionFactory
eis/tibjmsDirect Topic oradle.tip.adapter.jms. I ImsConnectionFactory
eis/webspheremg/Queue oradle. tip.adapter.jms. [JmsConnectionFactory
eis/wls/EDNLocalTxDurableTopic orade. tip.adapter.jms. IImsConnectionFactory
eis/wis/EDNLocalTxTopic orade. tip.adapter jms.IImsConnectionFactory B
eis/wls/EDNxaDurableTopic oradle. tip.adapter. jms. JJmsConnectionFactory
eis/wis/EDMxaTopic orade. tip.adapter jms.IImsConnectionFactory
eis/wls/Queue orade. tip.adapter.jms. IJmsConnectionFactory
eis/wls/Topic oradle. tip.adapter.jms.ImsConnectionFactory
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€ | @ 10.184.135.218:7001 /console/console portal?_nfpb=truefi_pagelabel=ConnectorCreateOutboundConnectionPage c||B-~ Google LS He ¥ & =
ORACLE weptogte server sammsaon e 2 =3
Change Center @) Home Log Out Preferences [2] Record Help Q Welcome, admin ‘Cunne:ted to: AlphaDomain
T Home = FCUBSIMSModule =p =r =Summary of Deployments =JmsAdapter >Summary of Deployments »ImsAdapter »Summary of Dey ster = Summary of Deployments =ImsAdapter
Configuration editing is enabled. Future Create a New Outbound Connection
changes will automatically be activated as you
modify, add o delete items in this domain, Back | | Next ‘ Finish ‘ Cancel
Domain Structure ‘Outbound Connection Group
AlphaDomain = In which outbound connection group do you want to create an instance?
E+-Environment

\Servers Outbound Connection Groups

m

Showing 1to 10f 1 Previous | Next

i‘“Mﬂd""ES W ‘Qutbound Connection Group &
t-Virtual Hosts

®

~Wark Managers

--Startup and Shutdown Classes
--Deployments
E-Services
[EH-Messaging
=-JMS Servers
~-Stora-and-Formard Ansnte

orade. tip.adapter.jms. LmsConnectionFactory

Showing 1to 10f 1 Previous | Next

Back | | Next | ‘ Finish ‘ Cancel

How do L.. =

» Configure outbound connection pool
properties

System Status =]

Health of Running Servers

| Fald@
[ Gt
[ overloaded (0)
[ Waming@
[ )

. A [ v Highlight All Match Case x

12 PM

6/23/2015
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soavinfra (SOAInfrastruct.. X | FCI21IQAR? (Oracle Web... % | CreateaMNew Outhound .. % | dev_domain (Oracle Web.. ® | Summary of JMS Servers . % | AlphaDomain (Oracle We.. %+ e |
[

€ ) @ 10.184.135.218:7001 /console/console.portal?ConnectorCreateOutboundConnectionPortlet_actionOverride=/com/bea/console/actions/conn ¥ € | [~ Google LS He ¥ & =
ORACLE weptogte server sammsaon e 2 =3
Change Center @) Home Log Out Preferences [2] Record Help Q Welcome, admin ‘Cunne:ted to: AlphaDomain
T Home = FCUBSIMSModule =p =r =Summary of Deployments =JmsAdapter >Summary of Deployments »ImsAdapter »Summary of Dey ster = Summary of Deployments =ImsAdapter
Configuration editing is enabled. Future Create a New Outbound Connection

changes will automatically be activated as you

modify, add o delete items in this domain, Back | [ Nex ‘ Finish ‘ Cancel

Domain Structure INDI name for Outbound Connection Instance

AlphaDomain -

= Enter the JNDI name that you want to use to obtain the new connection instance
E+-Environment

L--Gervers * Indicates required fields

m

i L4 The Outbound Connection instance represents a connection pool. The INDI name can be used to obtain the pool at runtime.
~-Machines

i~Virtual Hosts
1‘--Wurk Managers 4F] * INDI Name: eisfQueue/Notif
L--Startup and Shutdown Classes
~Deployments Back | [ e | || Fish | || Cancel
[EH-Services — e
[EH-Messaging

--IMS Servers
--Store-and-Formard Anente

How do L.. =

» Configure outbound connection pool
properties

System Status =]

Health of Running Servers

| Fald@
[ Gt
[ overloaded (0)
[ Waming@
[ )

. A [ v Highlight All Match Case x

12 PM

6/23/2015
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€ 10184135218
+F-Clusters

~Work Managers
~-Startup and Shutdown Classes
~Deployments

F-Virtual Hosts

1/consele/console.port

How do I.. =]

 Configure outbound connection pool
properties

System Status =]

Health of Running Servers

[ Faled@
| cital@
’7 Overloaded ()
| waming (@
I o

e

pageLabel=ConnectorApplicationConfigurationOutboundCennectionPoolPage&_nfpb=truell

| |B - Google

P B + #

listed by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain contfiguration information tor a Connection Pool instance within an Outbound

Connection Pool aroup. Click the name of & group or instance to canfigure it. Automatically generated Comnection Pools are nat displayed in the table below.

Outbound Connection Pool Configuration Table

New | | Delete

Showing 1to 10f 1 Previous | Next

0

Groups and Instances &

‘Connection Factory Interface

= arade. tip.adapter. jms. LimsConnectionFactary

oradle. tip.adapter.jms.ImsConnectionFactory

sis/activemq/Queue

orade. tip. adapter.jms. msComnectionFactory

eis/aqims/EDNLocalTxDurableTopic

orade. tip.adapter jms. imsConnectionFactory

&is/aqjms/EDNLocalT«Topic

orade. tip. adapter.jms. msComnectionFactory

eis/aqims/EDNxaDurableTopic

orade. tip.adapter.jms. msConnectionFactory

cis/agjms/EDNxaTopic

arade. tip.adapter.jms. LimsConnectionFactory

sis/aqims/Queue

orade. tip. adapter.jms. msComnectionFactory

eis/agims/Topic

orade. tip.adapter.jms. imsConnectionFactory

sis/fioranoma/Topic

orade. tip. adapter.jms. msComnectionFactory

eisfjbossmg fQueue

orade. tip.adapter.jms. msConnectionFactory

eisfjms/aiaB28QueusCF

oradle. tip.adapter.jms.ImsConnectionFactory

els/jms/aiaErrorTopicCR

orade. tip. adapter.jms. msComnectionFactory

eis/pramati/Queue

orade. tip.adapter jms. imsConnectionFactory

eis/Queue Notif

orade. tip. adapter.jms. msComnectionFactory

eis/sunmg/Queue

orade. tip.adapter.jms. imsConnectionFactory

eis/tibjms/Queue oradle. tip.adapter.jms.IImsConnectionFactory
eis/tibjms/Topic orade. tip.adapter jms.IImsConnectionFactory
eis/tibjmsDirect/Queue oradle. tip.adapter. jms. JJmsConnectionFactory
eis/tibjmsDirect Topic orade. tip.adapter jms.IImsConnectionFactory

eis/webspheremg/Queue

orade. tip.adapter.jms. imsConnectionFactory

eis/wis/EDNLocalTxDurableTapic

oradle. tip.adapter.jms.ImsConnectionFactory

eis/wls/EDNLocalTxTopic

orade. tip.adapter.jms. msComnectionFactory

eis/wls/EDNxaDurableTopic

orade. tip.adapter jms. imsConnectionFactory

eis/wis/EDMNxaTopic

orade. tip. adapter.jms. msComnectionFactory

eisfwls/Queue

orade. tip.adapter.jms. imsConnectionFactory

OoooooooooDoD oo oooDoooooooom

eis/wls/Topic

oracle. tip.adapter.jms.IJmsConnectionFactory

New | | Delete

Showing 1to 10f 1 Previous | Next

m

12:14 PM
6/23/2015

6. Click on the Outbound connection pool with eis/Queue/Notif and enter the connection factory
location as jndi/FCUBSConnectionfactory—>press Enter and Save
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http://10.184.135.218:7001/console/console.portal?_nfpb=true&_pageLabel=ConnectorOutboundConnectionConfigPropertiesPage&ConnectorOutboundConnectionConfigPropertiesPortlethandle=com.bea.console.handles.ModuleDescriptorHandle%28%22com.bea%3AName%3DJmsAdapter%2CType%3DAppDeployment%3BJmsAdapter.rar%3Boracle.tip.adapter.jms.IJmsConnectionFactory%3Beis%2FQueue%2FNotif%3BConnectionInstanceBean%3BCONNECTOR%22%29

soa-infra (SOA Infrastruct... ‘ FC121IQARZ (Oracle Web... % | Settings for oracletip.ada.. * | dev_domain (Oracle Web... % | Summary of JMS Servers ... % |AIpI\aDnmain[0mcleWe... x | +

e e

€ 1018413521

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

AlphaDomain B
E+-Environment
{--Servers
lusters

m

console/console.portal?_nfpb=truefi_pageLabel=ConnectorOutboundConnectionC

A uEB ¥ R =

Connected to: il

| |B - Google

nfigPropertiesPageB&ConnectorOu

admin

&) Home Log Out Preferences Record Help Q

ules >FCUBSIMSModule =Summary of JMS Modules =Summary of

ster >Summary of Dey
Deployments = JmsAdapter

oyments »JmsAdapter >Summary of Deployments >JmsAdapter >Summary

Settings for oracle.tip.adapter.jms.IJDmsConnectionFactory

General | Properties | Transaction | Authentication | Conmection Pool | Logaing

This page allows you to view and madify the configuration properties of this outbound connection poal. Properties you modify here are saved to a deployment plan.

Outbound Connection Properties

|| ~Coherence Clusters B Save Showing 1to 76f 7 Previous | Next
| [--Machines —

i iVirtual Hosts _

Vo Property Name &% Property Type Property Value Supports Dynamic Updates

| p~Werk Managers

| estarup and shutdown Classes AcknowledgeMode java.lang.Sring AUTO_ACKMOWLEDGE false

i~—Deployments

E-Services ConnectionFactoryLocation java.lang.String difFCUBSConneq false

| ElMessaging

|| -avs Servers FactoryProperties jawa.lang.String false

L ‘Stre-andForvard Sneats IsTopic javalang.Boolean false false

How do L. a8 IsTransacted java.lang.Boolean false false

# Configure outbound connection pool Password java.lang.5tring false

properties Username java.lang.String false

System Status = Save Showing 1to 7of 7 Previous | Next

Health of Running Servers

| Fald@
[ Gt
[ overloaded (0)
[ Waming@
[ )

. A [ ~| Highlight All

Match Case x

7PM

6/23/2015
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soavinfra (SOAInfrastruct.. X | FCI21IQAR? (Oracle Web... X | Seftings for eracletip.ada.. % | dev_domain (Oracle Web.. % | Summary of JMS Servers .. % | AlphaDomain (Oracle We.. %+ o1 |

€ 1018413520 consele/censole portal?_nfpb=truell_pagelabel=ConnecterQutboundConnectionCenfigPropertiesPageBiConnectorOu v C | | [~ Google LS He ¥ & =
ORACLE WebLogic Server Administration Console 12c —
Change Center @) Home Log Out Preferences [2] Record Help Q admin | Connected to: i

e Tt ] e TR T Home = ImsAdapter = Summany of Deployments »JmsAdzpter >Summary of Deployments =ImsAdapter »Summary o ules >FCUBSIMSModule »Summary of JMS Modules »Summary of
Deployments > JmsAdapter

Canfiguration editing is enabled. Future Messages

changes will automatically be activated as you

modify, add or delete items in this domain, « All changes have been activated. No restarts are necessary.

4 Deployment plan has been successfully updated.
Domain Structure
& Remember to update your deployment to reflect the new plan when you are finished with your changes.
AlphaDomain B

El-Enviranment Settings for oracle.tip.adapter.jms.IJmsConnectionFactory

| f-servers
| B-Clusters 3 General | Properties | Transaction || Authentication | Connection Pool | Logging
| i—Coherence Clusters
| t~Machines b
‘ i‘"Virtua\ Hosts This page allows you to view and modify the configuration properties of this outbound connection pool. Properties you modify here are saved to a deployment plan,
| p~Werk Managers
| '-Startup and Shutdown Classes Outbound Connection Properties
i~—Deployments
?'SEW‘EES Save Showing 1to 7of 7 Previous | Next
| EtMessaging ]
i“:‘ﬂs SE"’:’; I i Property Hame & Property Type Property Value Supports Dynamic Updates
How do I... a AcknowledgeMode java.lang.String AUTO_ACKNOWLEDGE false
ConnectionFactoryLocation java.lang.String indi/FCUBSComnectionfactory false
+ Configure outbound connection pool
properties FactoryPraperties java.lang.String false
I<Topic java.lang.Boolean false false
Svslom Shabus = IsTransacted java.lang.Ecolean fakse false
Health of Running Servers Password java.lang.5tring false

Failed (0) Username java.lang.String false

Critical (0) Save Showing 1to 7of 7 Previous | Next

Overloaded (0) -

Warning (8)
()

. A [ v Highlight All Match Case x

8 PM

6/23/2015

15. Go to console > Deployments>JMS adapter->Update—>Next-> Next >finish
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Summary of Deployment... %

€ | @ 10.184.135.218:7001 /console/console portal?_nfpb=truefi_pagelLabel=AppDeploymentsControlPage c | |[B- Google P B ¥ & =
o Clusters 10 IMSTall & e APPICATON O MGGUIE TOF DEDIGYMENT 15 T3MGETS IN TS GMaIn, CICk The LSt BUTTor, A
~Coherence Clusters U
- Machines
~Virtual Hosts [ Customize this table
~Work Managers
~Startup and Shutdown Classes Deployments
--Deployments I
-Services nstal | | Delete | “M | Stop v | Showing 1to 46 of 46 Previous | Next
[EH-Messaging
| F-IMs Servers State |Health | Type Targets Deployment Order
| Gtars-andEnrward Ansnte S
Resource
4
= = Prepared @0k | (T SOAServer 324
* Install an enterprise appiication [Epu Prepared | ¥ OK i”p;g:]s; SOAServer 313
# Configure an enterprise application
» Update (redeploy) an enterprise appiication [gBamComposer New i;;g";; BAMServer 500 =
* Start and stop a deployed enterprise
application [EpamCaservice Hew i:j"’fe BAMServer 300
* Moritor the modules of an enterprise eaten
application Enterprise
BamServer New ; BAMServer 00
« Deploy EJB modules o K5 Application
 Install a Web application
ol FEpPMCompaser Active | ¥ 0K Z;gf; SOAServer 385
System Status a = coherence-transaction-rar Resource AdminServer, BAMServer, =
Actve | S OK Adapter SOAServer 0
Health of Running Servers
Resource
B Tnstalled 331
Failed (0) Adapter
Critieal (0) R
Acive  |Wok | LoorE SOAServer 322
Overloaded (0) Adapter
Warring (0]
a©) FEPefaultToDoTaskFon actve @Ok | SnErPEe SOAServer 314
| e pepkcon
AdminServer, BAMServer
- , :
{5/PVS Appicstion (12.1.3.0.0) Actve  |POK | Web Applcation | naro :
Eem Actve | OK ﬁg"}j AdminServer 400
Enterprise
[EFCUBSADRILT (12.1.0.0.0) Actve | “yorring | amplcation SOAServer 500
leAdapter Actve | ¥ 0K i:::'::e S0AServer 321
Enterpr
Actve | ¥ oK wg"f; S0AServer 100
Actve | oK i:::'::e sOAServer 325
[EGWWebServices (12.1.0.0.0) Active | OK i”p;’;’f:ﬂ SOAServer 500
IDEWorldAdspter Installed Resource 333
Adapter
" v
| A [~ | Highlight All Match Case x
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soavinfra (SOA Infrastruct.. X | FCI21IQAR? (Oracle Web... % | Update Application Assist.. % | dev_domain (Oracle Web.. % | Summary of JMS Servers . % | AlphaDomain (Oracle We., % + o0 |

€ 1018413520 console/console.portal?AppApplicationUpdatePortletreturnTo=AppDeploymentsControlPage&tAppDeploymentsContro v C | | B~ Google LS He ¥ & =
ORACLE WebLogic Server Administration Console 12c —
Change Center @) Home Log Out Preferences [2] Record Help admin | Connected to: i

ster >Summary ol

View changes and restarts Home >Summary of Deployments »JmsAdapter >Summary of De ules > FCUBSIMS!

Deployments »JmsAdapter >Summary of Deployments

Configuration editing is enabled. Future — -
changes will automatically be activated as you Update Application Assistant
modify, add or delete items in this domain.

Back | | Next ‘ Finish ‘ Cancel
Domain Structure

AlphaDomain o Locate new deployment files

E-Environment You have elected to update the JmsAdapter application.

r--Servers

m

lusters (©) update this application in place with new deployment plan changes. (A deployment plan must be specified for this option)
—Coherence Clusters

i——\mma\ Hosts Deployment plan path: fscratch/fapp/orade fproduct/fmw 12cr3soa/soa/connectors/Plan1.xml| Change Path
F--Wark Managers
L--Startup and Shutdown Classes

@ Redeploy this application using the following deployment files:

--Deployments
E-Services Source path: [scratchfappforade fproduct/fw 12cr 3fsoasoafconnectors /ImsAdapter.rar| Change Path
| ElMessaging —
|| p~IMs servers
UL e e Arimte - Deployment plan path: Jscratchfapp/oradle fproduct/finw 12cr 3/soa/soa/connectors Plan 1.uml| Change Path
How do L.. =

Back M‘ Finish ‘ Cancel

# Start and stop a deployed enterprise
application

« Configure an enterprise application
® Create a deployment plan
# Target an enterprise application to 3 server

® Test the modules in an enterprise application

System Status =]

Health of Running Servers

| Faled@
[ crital @
[ overloaded (0)
[ wamng(@
()

. A [ v Highlight All Match Case x

0 PM

6/23/2015
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€ | @ 10184.135.218:7001 /console/console portal?_nfpb=truefi_pagelabel=AppDeploymentsControlPage

ORACLE webLogic Server Administration Console 12c

c ~ Google

Change Center @ Home LogOut Preferences [2] Record Help Welcome, admin ‘ Connected to: AlphaDomain
e Tt ] e TR T Home =Summary of Deployments »ImsAdapter >Summary of Deployments = ImsAdapter »Summary of IMS Modules »FCUBSIMSModule »Summary of IM5 Modules »>Summary of
Depk =ImsAdapter of
Configuration editing is enabled. Future e
changes will automatically be activated as you
modify, add or delete items in this domain, « All changes have been activated. No restarts are necessary.
o Selected Deployments were updated.
Domain Structure
AlphaDomain .| | Ssummary of Deployments
EH-Er t
pronmen Control | Monitoring
t-Servers L
lusters 3
oherence Clusters
achines This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be started, stopped, updated
irtual Hoste (redeployed), or deleted from the domain by first selecting the application name and using the contrels on this page.
F--Werk Managers To install a new application or module for deployment to targets in this domain, dick the Install button,
“-Startup and Shutdown Classes
-—-Deployments
E-Services ¥ Customize this table
[EH-Messaging
%‘--JMS Servers 1 Deployments
& t—-Store-andForward Anente
— = Install | | Update | | Delete Start v | | Stop v Showing 1 to 46 of 46 Previous | Next
+ Install an enterprise application []| name ¢ State |Health |Type Targets Deployment Order
« Configure an enterprise application Resource
« Update (redeploy) an enterprise applcation O | @hordapter Prepared |V OK | it SOAServer 324
* Start and stop a deployed enterprise Enterprise
application M| = Ebz’“‘ Prepared | 4 OK Application SOAServer 313
* Monitor the modules of an enterprise -
application [0 | @ pgpamComposer New Enterprise BAMServer 500
Application
+ Deploy EJ8 modules
- Enterprise
+ Install a Web application
opl [0 | @ pgpamcqservice Hew e BAMServer 300
Enterprise
[+
System Status = | = %Eamsarver New Application BAMServer 400
Health of Running Servers
[ | & FEBPMComposer Actve  |WPok | S SOAServer 385
Application
Failed (0)
| —E T coherence-ransactionrar Resource AdminServer, BAMServer,
O Ola Active | 0K Adapter SOAServer 100
Overloaded ()
Warning (0] CoherenceAdapter R
g (0) a| g P Installed Adapter 331
I o
Dbadapter Resource
0a p Active |97 OK Adapter SOAServer 322
] DefaultToDoTaskFlow Actve  |Wok | S SOAServer 314
Fs) Application
[7] | @ fDMs Application (12.1.3.0.0) Actve |POK | Web Applcation | ACmnServer, BAMServer, | o
e | ~[ v | Highlight All Match Case

n

16. Create the out bound connection pool with the eis/wls/Queue name in the Deployments using

connection factory jndi/FCUBSConnectionfactory.

1.2.7 Configuring FTP Adapter

1. Login to console->Deployments> FTP Adapter->Configuration->Outbound Connection

Pool->New
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soainfra (SOAInfras.. % | Login- OracleEnter.. % | Settings for FtpAdap... % | AmendRetailloanCo.. % | Settingsforjavacres.. * Alphabamain (Oracl.. % | NewTab x|+ e |
—

€ 1018413521 console/console.portal?_pageLabel=ConnectorApplicationConfigurationOutboundConnectionPoolPage8t_nfpb=trucét ¥ ¢ | [~ Google L e ¥ A& =
ORACLE weptogte server sammsaon e 2 =3
Change Center @) Home Log Out Preferences [2] Record Help Q admin | Connected to: i
T Homs = Summary of Deployments =FtpAdapter

Configuration editing is enabled. Future Settings for FtpAdapter

changes will automatically be activated as you -

modify, add or delete ftems in tis domain. Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes

- General | Properties | Outbound Connection Pools | Admin Objects | Workioad | Instrumentation
Domain Structure

AlphaDomain

This page displays a table of Qutbound Connection Pool groups and instances for this resource adapter. The top level entries in the table represent Outbound Connection Pool groups. Groups are listed
by connection factory interface and the instances are listed by their JNDI names. Expand a group to obtain configuration information for a Connection Pool instance within an Outbound Connection
Pool group. Click the name of a group or instance to configure it. Automatically generated Connection Pools are not displayed in the table below.

Outbound Connection Pool Configuration Table

New | | Delete showing 1to 10f 1 Previous | Next
[ | Groups and Instances & Connection Factory Interface
Bl javax.resource.cd. ConnectionFactory javax.resource.cd. ConnectionFactory
= eis/Ftp/CoherenceHAF tpAdapter javax.resource.cci. ConnectionFactory
How do ... a ] eis/Fip/FpAdapter javax.resource.cc. ConnectionFactory
+ Configure outbound cannection pool B eis{ftp/FpAdapterLd javax.resource.cd.ConnectionFactory
properties [[1|  eis/Fip/FipAdapter_yMs javax.resource.cd, ConnectionFactory
B eis/Fip/FipsAdapter javax.resource.cd.ConnectionFactory
System Status =]
& (=] eis/Ftp/HAFtpAdapter jawax.resource.cci.ConnectionFactory
Health of R S
SELIITE L LR RS ]| eis/Fip/HAFtpAGEpterDB2 javas.resource. cd. ConnectionFactory
Failed (0) =] eis/Fip/HAFtpAdapterMSSQL javax.resource.cd. ConnectionFactory
Critical (0) F1|  eisfFipiocamransactionFtpadapter javax.resource.cd.ConnectionFactory
Overloaded (0)
[ Waming@) New | | Delete Showing 1to 10f 1 Previous | Next

I

eis/wls/Queue # | v | Highlight All  Match Case x

3 PM

6/23/2015
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soa-infra (SOAInfras.. % | Login-OracleEnter.. X | Creates New Outbo.. % | AmendRetailloanCo.. X | Settingsforjavatres.. % AlphaDomain (Oracl.. % | NewTab x + et |
s |
€ 101841352187 s/comn v € | |B~ G L e ¥ A& =

ORACLE WebLogic Server Administration Console 12c —

1/consele/console.portal?ConnectorCreateOutboundConnectionPortlet_actionOverride=/com/bea/console/actio

Change Center @ Home LogOut Preferences Record Help Q Welcome, admin ‘Cunne:ted to: AlphaDomain
e e pye e e T Home =Summary of Deployments >FtpAdapter

Configuration editing is enabled. Future (Create a New Outbound Connection

changes will automatically be activated as you

modify, add or delete items in this domain., Back | [ Nex ‘ Finish ‘ Cancel

Domain Structure INDI name for Qutbound Connection Instance

AlphaDomain

Enter the JNDI name that you want to use to obtain the new connection instance
EH-Environment

* Indicates required fields

The Outbound Connection instance represents a connection pool. The INDI name can be used to obtain the pool at runtime.

4] * INDI Name: eis/fip/FipAdapterLcl

Back | [ et ‘ Finish ‘ Cancel

How do L.. =

» Configure outbound connection pool
properties

System Status =]

Health of Running Servers

| Fald@
[ Gt
[ overloaded (0)
[ Waming@
[ )

eis/wis/Queue # | v | Highlight All  Match Case

PM

6/23/2015

2)Click finish and save.

1.2.8 BIP Interactive reports configuration

1) Login to the BIP domain console, http/s:<hostname>:<port>/console.

2) Follow the step 1.2.1 to add the “FCJCustomProvider”.
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After adding, Navigate to security realms >myrealm > Users and Groups and check if the users from
the schema are displayed in Users tab, and Roles from the schema are displayed under the Groups
Tab.

ORACLE WebLagic Server® Adniniaion Cansel o

Change Center &) Home Log Out Preferences [ Record Help Q WEkx)mE,wEhlﬂgic‘CnnnE[tEdtn: bifoundation_domain
View changes and restarts Home » Summary of Secury Resims »myresim »Users and Groups
No pending changes exist. Click the Release Settings for myrealm

Canfiguration button to allow others to edit the
domain Configuration Roles and Polides | Credential Mappings | Providers | Migration

Lock & Edit e

Release Configuration

This page displays information about each user that has been configured in this security realm.
Domain Structure

bifoundation_domain Some resuits are not displayed because there are too many matches. Please customize this table to Specify more spedific criteria
E-Environment
- Deplayments  Customize this table
Users
VD‘:Z'”‘LF;E‘ ity [New | [Delete Showing 1to 10 of 1000 Previous | Next
Hame & Description Provider
00DANTL Defauit Admin User1 FCXCustomProvider
11111RM_3 Sweta FCICustomProvider
11111RM 4 "M FCICustomProvider
112233 Defauit Admin Useri0 FCCustomProvider
How do L.. S] 121212 Default Admin User10 FCICustomProvider
+ Manage users and groups 123456 SANKER GS FCICustomProvider
\ Createusers 141414 Defauit Admin Useri0 FCXCustomProvider
« Modfy users 15259A03 Kumar FCICustomProvider
« Delete users M20862 BALA FCICustomProvider
2086241 Eala FCICustomProvider
System Status =) [Mew | [Delete Showing 1to 10 0f 1000 Previous | Next

Health of Running Servers

I Faled@
I cita@
[ Overloaded ()
I wWaming @
el

3) Login to the Enterprise Manager (em) http/s:<hostname>:<port>/em
e Right click on the domain(in which Bl suite is installed) under the weblogic domain

e Go to security and then navigate to application roles
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup v Help  Log Out

Farm_bifoundation_domain @ Logged in a5 weblogic
7 @3 Farm_bifoundation_domain Page Refreshed Mar 19, 2014 6:34:36 Ph 15T 02
L~ [ Application Deployments
= - | Deployments @ | Fusion Middleware LA
Home
&= [ Business
I> [0 Essbase  Contral v
I~ [ Metadate  Logs v Wb (9) Wown (3)
Port Usage
Application Deployment 4
\eb Services v | status [Target - | Stats |Host ‘ cPU Usage|
(%)
ADF Domain Configuration plication Deployments %)
7 [ WebLogic Domain
Scan Credentals O rrEm ¥ i bifoundaten_demain
Tietadata Reposiories Security Provider Configuration & e &5 adminserver &  soATEAMRND2i 0.00
JDEC Data St
2ta Sources Apolication Policies <} AdminServer v S bi_cluster &
System MBe Brow:
ystem MBean Browser I_EhmhEE o 5 bi_server1 3
E'webLogic server Conscle Py [ Business Inieligence
ystore (3] corespplication i
General Information
System Policies 7 [ Essbase Servers
ﬂ Audit Policy (] essbaseserver1 $  SOATEAMRNDZ.I
7 [ Metadata Repositories
[@mds-onsm SOATEAM-RNDZ.i.
| Farm Resource Center ST
Before You Begin
(@) Introduction to Oracle Fusion Middieware
(@) Understanding Key Oradle Fusion Middleware Farm Concepts
(@) Overview of Oracle Fusion Middieware Administration Tools
Typical Administration Tasks
(@ Getting Started Lising Oradle Enterprise Manager Fusion Middieware Control
(@) Navigating Within Fusion Middleware Control
(@ starting and Stapping Oracle Fusion Middieware
(@) Deploying an Application Using Fusion Middleware Control
Other Resources
) Oradle Fusion Middleware Resources on the tiieb
) Orade Fusion Middleware Forums
userrole_xml M hostdsn_xm| M ¥ Show all download: x

4) After navigating to next screen as in below screenshot,

e Select application stripe as obi
e Click on the search button
e Click on create button to add a role
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ORACLE Enterprise Manager 11g Fusion Middleware Control

EiFam>~ % Topology

Setup v Help v LogOut

-

% & Farm_bifoundation_domain
£> 3 Application Deployments
v £ WebLogic Domain

7 il Ibifoundation_domain|

&5 adminserver
&> B bi_cluster
> [ Business Inteligence
br [ Essbase Servers
- [ Metadata Repositories

bifoundation_domain @
4] webLogic Domain ~

Application Roles

Appiication roles are the roles used by security aware applications that are specific to the application. These roles are seeded by appications in single global palicy store when the zpplcations are
registered, These are also appiication rales that are created in the context of end users accessing the application.

[ To manage users and groups in the ViebLogic Domain, use the Orade Weblogic Server Security Provider.

>|Policy Store Provider

~|Search

Select an application and enter search keyword for role name to search for roles defined by this application. Use application stripe to search if application uses a stripe thatis differerent from

application name.

Application Stripe | obi v

Role Name | Starts With ¥

Createlike... A Edit.. 3§ Delete...
Roe Nar— — | Display Name
I syt reete 2 new spplcation role o

Page Refreshed Mar 19, 2014 6:40:40 PM 15T L)

Logged in as weblogic

|Description

BIAdministrator B1 Administrator Role

B1Author 81 Author Role:

BIConsumer E1 Consumer Role

NormalUser Normaliser

Manager Manager
~/Membership for BISystem
Principal |Display Name [Type Description
BI3ystemlser User

localhost:7002/em/faces/as/as/:

& userrole_xml

= hestdsn_sml

X y le_ias_farma_afrloop=204754250353830%

5) After navigating to next screen as in below screenshot,

¥ Show all downloads... %

e Enter the role name(mandatory), display name(optional), description(optional)

e Click on the Add button

e Inthe Add Principal pop up select type as “Group”

¢ Inthe advanced option check the checkbox and again select the type as “Group” below

o Click on the Search button, if the roles are listed then select the roles like

ALLROLES-000, ADMINROLE-000 from the list.

or

o Enter the Principal Name (mandatory), which is actually the role present in the
FCUBS (ex: ALLROLES-000, ADMINROLE-000), Display Name (optional).

e After completing click on OK button in pop up window and also in the screen.
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Add Principal

ol el et e et you

. v|Search
O Crr——
Principal Name | Starts With ¥

Display Name [ starts with v || [©)
Searched Principals
Wlrrincipal |Display Name | Description
ElAdministrators R
oup
BlAuthors BI Authors Group
BIConsumers BI Consumers Group

BIFTest

domain calls from

foreign domains.

Deployers can view
| resource

Deployers attributes and deploy

applications.

Monitors can view

and modify all

resource attributes o

CrossDomainConnectors

Menitors
v|Advanced Option

ok principal i of searchi above. Thi
[ Jpe vsec ror
Type [Group ¥ |+ principal Name [ALLROLES-000
Display Name | ALLROLES-000

6) After getting information message like “A new role added successfully”, then again
¢ Right click on the domain(in which Bl suite is installed) under the weblogic domain

e (o to security and then navigate to application polices
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ORACLE Enterprise Manager 11g Fusion Middleware Control Setup v Help » Log Out

bifoundation_domain @ Logged n as weblogic
5] webLogic Domain Page Refreshed Mar 19, 2014 7:37:40 PM 15T L2

Application Policies
ies are the autharization policies that an application relies upan for controlling access to its resources.

Foundat

& adminser  HOMe users and groups in the WebLogic Domain, use the Cracle Webl ogic Server Security Provider
> Bl bi_duster  Control + bre Provider
I> (3 Business Intelig  Logs » Scope WebLogic Domain
Le [ Essbase Server: Provider XML
PortUsage
1> [ Metadata Repo: Location . fsystem-jazn-data.xml
Application Deployment >
Web Services + fplication siripe in poiicy store , select principal type and enter search keyword to query application security grants assigned to the principals. Click on searched principal to query
ed.
ADF Domain Configuration feolcatonstioe [ ¥]
Security 3 Credentials
Metadata Repositories Security Provider Configuration @
JB5C Data Sources Application Palicies 9 Delete...
System VMBean Browser
" ‘Application Roles ame [Description
= WebLogic Server Administration Console Keystore ,-sza:nm
m Role
General Informati
sners ematen System Policies bmer Role
j BAUROT ooy v Role

«~/|Policies for BIAdministrator

Permissions

Resource Name |Resource Type |Permission Actions |Permission Class

oracle bi,server.manageRepositories oradle biserverpermission _al_ oracle, security.jps. ResoLrcePermission
racle.bi, scheduler manageJob: rade.bi.scheduler permission _all_ oracle,security.jps.ResourcePermission
arade.bi Jmana... orade.bi talo... _all_ oracle.security.jps.ResourcePermission
racle bi.publisher racle.bi. publisher.permission _al_ oracle security. jps. ResoLrcePermission

=] userrole_aml | 2 hostdsn_xml ¥ Showalldownloads.. %

7) After navigating to next screen as per screen shot,
o Select the application stripe as obi, principal type as “Application Role”
o Click on the search button

o Select BIConsumer(it should be highlighted) from the list and click on the create like
button.
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ORACLE Enterprise Manager 11g Fusion Middleware Control

Eiram~

Topology.

-
7 B Farm_bifoundation_domain
1> £ Application Deployments
'+ [ WebLogic Domain
7 ] bifoundation_domain
&5l Adminserver
1> B bi_duster

Setup v Help v LogOut

bifoundation_domain @

Logged in 2s weblogic
] WebLogic Domain ~

Page Refreshed Mar 15, 2014 7:37:40 bM 157 02

Application Policies
Application policies are the authorization policies that an appication relies upon for controling access to its resources.
=1 To manage users and groups in the WebLogic Demain, use the Oracle Webl oaic Server Security Provider.
~|Policy Store Provider

1> [ Business Intelligence
1> [ Essbase servers
1> [ Metadata Repositories

v|Search

Select an application stripe in policy store , select principal type and enter search keynord to query application security grants assigned te the principals. Cick on searched principal to query
polidies -

Stope WebLogic Domain
Provider XML
Location - /system-jazn-data.xml

Fllicpa
Eladministrazor
ElCutham
ElLonsumer
Eldulon
ERepotuiever

EPalicies for BIConsumer

permissions
Pesaurce Nams
Sxlore
Athclance
al

8) After navigating to

Principal Type

Applcation Rale ¥

[CiGeatetie.) / Edt..  $ Deiete..
Dleplaviame
&1 Administrator Rele
B System Ralz
El Lonsumer Kele
BLAutiur Rule
FCUBS Concume- Rale

Desipion

Resource Type Sermicgion Actione Permiction Clas

rtd_ic_persp de_persacetive orcdesceurityjpa Resaure:erm B
rhi_ic_perep de_percsertism

g satch betch admn orEde secuntyIps Kessutcemission

rtd_ls

choice_edtor

orede securityjps ResourcsSermission

next screen as per the screen shot,

Click on Add button , a new window “Add Principal” will be launched.
Select Type as “Application Role” and click on the search button

From the list select the role that has been created earlier in application role screen and
click on OK button in pop up window and screen.

ORACLE Enterprise Manager 11g Fusion Middleware Control

HiFarm~ | 4 Topology
a8~

1 % Farm_bifoundation
[ Appiication Depl
= 3 WebLogic Domai

© il [bifoundation1203_dom

5l Adminsen
E bi_custer

Setpv Hepw LogOut

bifoundation1203_domain @

1203_domain ] Weblogic Domain =

loyments

Logged in as weblogic
Page Refreshed Jun 4, 2015 8:16:52 PM IST {2

in Appiication Policies > Create Application Grant

Create Application Grant OK | | Cancel
e Application Stripe obi

Grantee

23 Business Inteligence

[ Metadata Reposi

Select the grantees (user, group or application role} you want to add to the policy.
gpadd 38 Delete...

Name
No users or groups added.

itories

Display Name:
Add principal

Type Description

Specify criteria to search and select the application roles that you want to grant permissions to.
ESearch

Type | Application Roke []

Permissions principal Name [ starts with [=]
Display Name W
R — play Starts With [+ ]
Searched Principals
Permission Class Prinapal Display Name Desarpton Resource Type Permission Actions
Na permissions added.
BISystem BI System Role
BIAdministrator BI Administrator Role
M BlAuthor B Author Role
BIConsumer BI Consumer Role
BIReportviewer FCUBS Consumer Role
[ | ALLROLES ALLROLES ALLROLES
authenticated-role Authenticated Role
anonymous-role Anonymous Role

OK || Cancel
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e Click Add button under Permissions and add the two permissions one by one as
mentioned below.

= oracle.bi.publisher.runReportOnline

= oracle.bi.publisher.accessReportOutput

ORACLE Enterprise Manager 11g Fusion Middleware Control

Setup v Help v Log Ou

< ELCM121MAT @ Logged in as infra
7 [ Farm_ELCM1ZIMAT ] weblogic Domain = Page Refreshed Dec 10, 2014 4: 15:06 P 15T T
= [ Application Deployments
7 [ WebLogic Domain Application Policies = Create Application Grant

7 5 ELEMIZIMAT | Greate Application Grant M Cancel
& Adminserver
b B bi_duster
L= [ Business Inteligence

Application Stripe  obi
Grantee
Select the grartess (user, group or appiication role] you want ko add to the poiicy.
[ [ Essbase Servers padd 3¢ Delets...
L Metadata R itx
B8 Metadata Repositories |Hame |Display Hame Type Description

ALLROLES ALLROLES Application Rale ALLROLES

Permissions

Aede.. 3 Delete.

Permission Class Resource Name

Resource Type Permission Actions
Oratle SecUriy.ps ResourcePermission oracle.bi.publisher.runReportoni oracle bi.publsher permission sl
oracle.security.ips. ResourcePermission oracle.bi. publisher. acce tput oracle. bi.publisher . permission Ll

9) After getting information message like “A security added successfully”,
o Login into the BIPublisher , http/s:<hostname>:<port>/xmlpserver
o Click on the Administration .

o Click on the Roles and Permission under Security center and check if the added role(in
em) is displayed, If not restart the servers.

ORACLE" BI Publisher Enterprise

Administration

© | Administration  Heb~ | Sgnout O

Home | Catalog | [ Newv | B& Open~ |Signed In As weblogic

E& Data Sources E'}#J System Maintenance
3 @ IDBC Connection @ Server Configuration
= JNDI Connectian » Scheduler Configuration
*File # Scheduler Diognostics

° LDAP Connection @ Report Viewer Configuration
* OLAP Connection

(7 Security Center
(]

Runtime Configuration

a Security Confiquration Properties
< Fot Mapgings
e

# Currency Formats

2s [=\ Integration
@ Delivery Configuration @ Oracle BI Presentation Services
@ Printer
o Fax
° Emai
& WebDAV
o HTTP

@ Oracle Endeca

o FTF
9 CUPS Server

Oracle BI Publisher 11.1.1.7.0 (buld:20130303. 1415)

= userrole_xml 7| 2] hestdsn_xml ¥ Showall downloads... %
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10) Then click on the Catalog , then on the folder that has been created , and then on permissions

ORACLE’ BI Publisher Enterprise

@ | Administration | Helpv | signout O

Catalog Home Cataleg [ New~ | Be Openv |SignedinAs weblogic
(5> % 2 @ % B 71 % |~ || Location | fshared Folders/FCReports M @
£l Folders ratio | Last Modified 3/13/14 1:28 PM | Created By weblogic
D My Folders Open | Schedule | Jobs | Job History | Edit | Morev
2B shared Folders E ratio | Last Modified 3/13/14 1:26 PM | Created By weblogic

undefine:
[ [ Components 3 i | Morew
BT FCReports
T Sampes
4

£l Tasks
[ FCReports
(23 Expand 2§ Upload
3 Delete @ Download
Copy 3 cut

te fm Rename.
(&) Properties
[ Export XLIFF

11) After clicking on the permissions, a new window will pop up, delete all the roles if any present on
click of permissions, then click on Add button, and then click on search button in “Add Roles”

window that is launched newly and select the role that has been created and click on move button
and click on OK.
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ORACLE’ BI Publisher Enterprise

Home | Catalog | [ New

£ my Folders

E3 shared Folders
[ components.
5]
[ samples

I

Jshared Folders FCReperts

ratio | Last Modified 3/13/14 128 PM | Created By weblogic
Open | schedule | Jobs | Job History | Edit | Morev

ratio | Last Modified 3/13/14 1:26 PM | Created By weblogic

L undefin
3 Edit | Morev

FCReports
(53 Expand 2 Upload
& Delete & pownload

Copy & cut
Faste i Rename
L8, ermissions Properties

[ Export XLIFF

Location [FCReports.
[ Apply permissions to items within this folder
=

Role Name: Read

\irite Delete. Run tOnine Schedule t View t

Add Roles

Location [FCReports.

Available Roles Selected Roles.

e — s
Roles

EI Administrator Role
>

EI Consumer Role g

Move Al
BI System Role

Remove
Manager
NormalUser Remove All

12) Finally, the role will be added and select the options that has to be provided for the particular role

and check if the permissions is only to items within the folder if necessary.

[Permissions

Locatien /FCReparts
[1J Apply permissions to items within this folder
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Now the reports in the folder will be accessed accordingly based on the roles.
Note:
In the similar way we can set the permissions at report level also for particular role.

13. Please login in to Bi Publisher http://server:port/xmlipserver.

14. Click on Adminstration—=> JDBC connection=>Add Data Source

€ @ 10184132161:9704/xmlpserver/servet/admin c

~ Google

Pldr A @

ORACLE" BI Publisher Enterprise

Data Sources

@ IDBC Connection
# JNDI Connection
@ Flle

# LDAP Connection
# OLAP Connection

| Security Center

@ Security Configuration
# Roles and Permissions
# Digital Signature

Delivery

# Delivery Configuration
@ Printer

* Fax

& Email

# WebDAV

s HTTP

@ FTP

# CUPS Server

10.184.133.161:9704/xmlpserver/servlet/admin

Search ]

=</, System Maintenance
=

E
@ Server Configuration

@ Scheduler Configuration

@ Scheduler Diagnostics

@ Report Viewer Configuration

il

3 Runtime Configuration

@ Properties
@ Font Mappings
@ Currency Formats

:._;\ Integration

% o Oracle BI Presentation Services

Home | Catalog

@ | Administration
E New~ | B® Open~
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http://server:port/xmlpserver

ORACLE" BI Publisher Enterprise Search Al @ | Administration | Help~ | Sign Out o

Home | Catalog | ¥ New~ | B Open~ |Signed In As weblogic-

System Maintenance

4  Data Sources la?"l
{4‘3 @ JDBC Connection = @ Server Configuration
@ JNDI Connection @ Scheduler Configuration
@ File @ Scheduler Diagnostics
@ LDAP Connection @ Report Viewer Configuration

@ OLAP Connection

| Security Center Runtime Configuration
w # Security Configuration = @ Properties
# Roles and Permissions @ Font Mappings
@ Digital Signature @ Currency Formats

Delivery Integration

@ Delvery Configuration “ @ Oracle BI Presentation Services
@ Printer

# Fax

& Email

= WebDAV

@ CUPS Server

10.184.133.161:9704 /xmloserver/servlet/adm/datasource/connectionhome?tvoe=idbc8l sTkn=6ec2d6c614e37518204

sexch ENCY I © | ~crtration | i | somoue G

Bs Open~ | Signed In As weblogic «

ORACLE" BI Publisher Enterprise

Home | Catalog

Administration > JDBC

Data Sources
JDBC | INDI File LDAP | OLAP

Add Data Source Previous [ 110 of 16 [] Next6 ®

Data Source Name: Connection String Delete
demo jdbezoracle:thin:@10.184.149.52:1521:50ADB W
EC120008S jdbeioracle;thin: @10.184,132.144:1521:KD12NEW 7]
ECI21DEV Jdbezoracle:thin: @10.184.132.144:1521:KD12NEW @
FCBIP Jdbezoracle:thin:@10.184.154.149:1521:0RFC12C i}
ECOR121DEV jdbc:oracle:thin:@10.184.154.149:1521:0RFC12C @
FCOR1211UT jdbe:oracle:thin:@10.184.154.149:1521:0RFC12C |}
FCUBS1203 jdbezoracle;thin:@10.184.132.137:1521:;FCPATCH2 o
FCUBS121 jdbesoracle;thin: @whfobaew:1521:0RFCL2C 7]
FCUBS12C Jdbezoracle:thin: @10.184.132.172:1521:FCUBS12C i}
feubsuf1202 jdbezoracle:thin:@10.184.149.52:1521:50ADB i}

Add Data Source Previous | 1-10 of 16 j Next 6 @&
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15. Please create the data source with data source name as FCSOA and use soa schema

details to create the same.

Administration > JDBC > Add Data Source

Add Data Source

on | Help v

Bs Open~ | Signed In As weblogic -

General

“TIP Please make sure to install the required JDBC driver classes.
TIP With Oracle Fusion Middleware Security Model, select the Use System User checkbox to use the BI System User for your BI Server Database Connection.

* Data Source Name  [FCSOA
= Driver Type | Oradle 11g

* Database Driver Class |oracle.jdbc.OracleDriver
(Examp OradeDriver )

* Connection String  [dbczor 22783.in.0racle.com:1521/FCUBSDEVI2L

Use System User
* Username  [DEV12C_SOAINFRA

Password

Pre Process Function

Post Process Function
[T use Proxy Authentication

Test Connection

Backup Data Source

“TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information.

[F] use Backup Data Source

Connection String

Username
Password

16. Add the FCIS roles to allowed Roles under security

ORACLE" BI Publisher Enterprise

Use System User
* Username  [DEV12C_SOAINFRA

Password

Pre Process Function

Post Process Function
[0 use Proxy Authentication

Test Connection

Backup Data Source

“TIP To enable access to a backup data source, please check the Use Backup Data Source checkbox and enter the necessary connection information.

[7] use Backup Data Source
Connection String

Username
Password

Security

[ Allow Guest Access Avaiable Roles Alowed Roles
BI Administrator Role - Z - ®
BI Author Role Move o)
BI Consumer Role )
BI Systerm Role 9
FCUBS Consumer Role Move All 2
- 2

Remove
| Remove All s

Apply | | Cancel

corch N I © | ~rinitation | e
A K

B Ope ed In As weblogid

17. Click on test connection .once the connection is established succesfuly .Click on Apply.
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18. Please follow the steps 15 to 17 to create data source for FCIS Schema and give the name
as FCBIPBPEL

1.2.9

BAM Report Configuration settings

1. Generate a deployment plan for BAM Composer Application.
2. Login in to console http://hostname:port/console
3. Click on Deployments—>click on BAM Composer

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be actvated as you
modify, add or delete items in this domain.

Domain Structure

dev_domain
3 Enviggnment

31 Services

@ Home Log Out Preferences [ Record Help

Home >Summary of Deployments
‘Summary of Deployments

Control | Montoring

This page displays 2 st of Java EE appications and stand-alone appiication modules that have been installed to this domain. Installed applications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the applcation name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, ciick the Instal button.

L Security Real Deployments, Level 1,2 of 6, Selected |

& Interoperabilty
& Diagnostics

How do I... B

« Installan enterprise application
o Configure an enterprise applcation
« Update (redeploy) an enterprise 3ppication

© Start and stop 3 deployed enterprise
application

o Monitor the modules of an enterprise
application

* Deploy EJB modules
o Installa Web applcation

System Status E
Health of Running Servers

| Failed (0)
| Critical (0)

[ Overloaded (0)
| Warning (0)

I o< )

4.

b Customize this table

Deployments
instail | [ Update | [ Delete | |[Smnv | [ Stopw Showing 1 t0 47 0f 47 Previous | Next
[7] | name & State | Health | Type Targets Deployment Order
[ | @ Aqadapter Actve | ¥ OK iziz‘;;‘f soa_serverl 324
[ | @ ppbabui Active | OK i::g’f:ﬂ s0a_serverl 313
ﬂ [ BamComposer > Actve  |# OK i:;jg;‘:ﬂ bam_serverl s00
[ | ® peamcgservice Actve | OK i::g;'s:n bam_serverl 300
0| ® ppgamsener Actve | @ 0K i:ﬁg’f:ﬂ bam_servert 400
71| @ paePMComposer Actve | ¥ 0K i:jg’t‘:n soa_serverl 385
) P—— ae |voc s BT i
s0a_server!
11 | g Coherenceadapter I s =
1 | g obadaoter Actve | & 0K :ﬁ‘;g‘f so03_serverl 32
[0] | @ pppefaultToDoTaskFlow: Actve | OK i::";’f:ﬂ s03_server 314
Admiserver,
8= GoMs Application (12.1.3.0.0) Active | OK Applcation ?:;r_\_;fvr\:&l 5

click on Configuration Configuration - Save
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http://hostname:port/console

ORACLE WebLogic Server Administration Console 12¢ _

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: dev_domain
T Home >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer
Configuration editing is enabled. Future Settings for BamComposer
changes wil automaticaly be activated as you
modfy, add or delete ftems n this domain, Overview | Deployment Plan Security | Targets | Control | Testing | Monktoring = Notes
P —— Application ~ Workload | Instrumentation
dev_domain =
&1 Environment B
Deployments
B Services This page describes the configuration information that is currently defined in the deployment plan for the selected module or component.
Security Reaims
3 Interoperabilty
81 Diagnostics Session cookies max age (in seconds): a The ife span of the session cookie (in seconds) after which it
expires on the clent. The value 1’ indicates that the cookie
persist unti the client’s browser shuts d More Info...
Session Invalidation Interval (in seconds): 60 The time (in seconds) that WebLogic Server waits between
doing house-cleaning checks for timed-out and invalid sessions,
and deleting the old sessions and freeing up memory. More Info.
| Session Timeout (in seconds): 3600 The amount of tme (in seconds) that 2 session can remain
Hosdol a inactive before tt is invaldated. More Info...
 Create a deployment plan b bled oot deb ; ot M .
[ nable debugging information for this session  More Info...
« Update a deployment plan | Debug Enal ugging informatic r this L ore Info,
. :tar‘t‘:::nszup 2 deployed enterprie Maximum in-memory Sessions: A The maximum number of sessions to retain in memory. The value
PRlcaty 1" indicates that there is no limit. More Info...
* Configure an enterprise applcation
« Target an enterprise application to a server Monitoring Attribute Name: Speciies the name of 3 session attribute which i tagged with
session information. For example, if this value is set to usemame,
then the username attribute is guaranteed to be unique. More
System Status = Info.
Health of Running Servers
| Faled (0)
| Critical (0)
Overloaded (0)
I Warning (0)
I o« (3)

5. Click on Overview—>check the deployment plan location
ORACLE WebLogic Server Administration Console 12c ‘

Change Center & Home Log Out Preferences [&] Record Help Q Welcome, wehlogic‘ Connected to:
View changes and restarts Home >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer >Summary of Deployments >BamComposer

Configuration editing is enabled. Future Settings for BamComposer

changes wil automatically be activated s you =

modify, add or delete ftems in this domsin. Overview | Deployment Plan | Configuration | Securty | Tergets | Control | Testing | Monitoring | Notes

Domain Structure Sas

dev_domain

@+Environment Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment:

~Deployments plan, and 50 on. The table at the end of the page ists the modules (such as Web appications and EJBs) that are contained in the enterprise zppiication. Click on the
-Services name of the module to view and update its configuration.

~Security Realms
#-Interoperabilty

Diagnostics Name: BamComposer The name of this enterprise application. More Info...
path: | scratch/ app/ fmw12¢/ Middleware/ soa/ bam/ applications/ The path to the source of the deployable unit on the
BamComposer. ear Administration Server. More Info...
Deployment Plan: / scratch/ app/ fmw12¢/ Middieware/ soa/ bamy appiications/ plan/  The path to the deployment plan document on the

Administration Server. More Info...

How dol.. =|  staging Mode: nostage Spacfies whether a deployment's files are copied from 3 source
on the Administration Server to the Managed Server's staging
« Start and stop 2 deployed enterprise ares during 3ppication preparation.  More Info.
application
« Configure an enterprise application Plan Staging Mode: (not specified) Specfies whether an application’s deployment plan i copied

Create a deployment p from a source on the Administration Server to the Managed
« Create 3 deployment pian Server's staging area during appication preparation. More Info...

& Target an enterprie application to a server

 Test the modules in an enterprise ‘Security Model: DDOnly. The security model that is used to secure a deployed
application modle. More Info...
P———— (5] Deployment Order: 500 An integer value that indicates when this unit i deployed,
relative to other deployable units on a server, during
Health of Running Servers startup.  More Info...
Faded (0) A string value that indicates the prncipal that shouid be used
Crtical (0) hen deploying the fle or archive during startup and shutdown.
[ Overloaded (0) This principal wil be used to set the current subject when
[ aling out into 3pplication code for interfaces such 35
vamng AppicationLifecycleListener. If no principal name s specied,
I o (3) then the anonymous principal will be used. More Info...

Modules and Components

Showing 1 to 1 of 1 Previous | Next

6. Add variable and variable assignment as below to the Plan.xml in

<module-name>BamComposerWeb.war</module-name> and for reference please find
plan.xml file.

<variable>
<name>oracle.adf.view.rich.security. FRAME_BUSTING</name>
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<value>never</value>
</variable>

<module-descriptor external="true">

<root-element>web-app</root-element>
<uri>WEB-INF/web.xml</uri>

<variable-assignment>

<name>oracle.adf.view.rich.security. FRAME_BUSTING</name>
<xpath>/web-app/context-param/[param-
name="oracle.adf.view.rich.security.FRAME_BUSTING"])/param-value</xpath>
<origin>planbased</origin>

</variable-assignment> </module-descriptor>

Plan3.xml
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7. Stop the BAM composer application in console.

B} Senvices
Security Realms
B} Interoperabiity
B2 Diagnostics

How do L.. E

* Instal an enterprise application
« Configure an enterprise application
« Update (redeploy) an enterprise application

o Start and stop 2 deployed enterprise
appication

« Monitor the modules of an enterrise
application

© Deploy EJ8 modules
« Install a Web application

System Status
Health of Running Servers

[ Faled(0)
[ ol (o)
[ overloaded (0)
[ wemno(0)
I o« (3)

| Customize this table

Deployments
Install | | Update | | Delete | || Startv | | Stopv Showing 1t0 47 of 47 Previous | Next
When work completes
[]| name & Type Targets Deployment Order
Force Stop Now
[0 | @ AaAdapter Stop, but continue servicing adminitration requests ok | R&OUCe | ooy corvar 34
Adapter
Enterprise
0 | & pb2bui Actve |@ok | TP | soa_servert 313
& BamComposer ) Ace |POk | bamsever 500
[ | @ pgBamcosenvice Actve & 0K i’;ﬁgﬁ:ﬂ bam_serverl 300
[ | & pgBamsenver Acve | OK i:?hg'::n bam_serverl 400
] | @ pgBemcomposer Actve & OK i’;ﬁg’;:n s0a_server1 385
Adminserver,
Resource
coherence-transaction-rar
0a Active | OK Adspter bam_serverl, 100
s0a_serverl
CoherenceAdapter Resource
Ba P Installed i 331
] | g DbAdanter Active  |# OK :::‘;‘;:r‘ s0a_serverl R
. Enterprise
Al® muefzukmuomkﬂow Active  |¥ OK Application s0a_serverl 314
Adminserver,
[ | @ 50Ms Appiication (12.1.3.0.0) Actie ¥ OK feﬁmw bam_senverl, |5
- P soa_serverl
O | @pgem Actve & 0K i’;ﬁgﬁ:ﬂ Adminserver 400
a Enterprise
[ | & pRFCUBSARPIUT (12.1.0.0.0) ACHE | Waming | Application | 0-551VerE 600
Enterprise
[ | & prFcuBSAppSoaEmb (12.1.0.0.0) Prepared | OK | 0L on | S03-serverl 601
[ | @ FleAdapter Acve [0k :Z:‘;‘::‘f s0a_server1 321
= Enterprise
O | @ rpfrewo Installed ophation 100
™ LexFrnadanter Acve [P0k |REOUIC oo corvert 25

8. Update the deployment plan.
9. Click on deployments —>click on BAM Composer checkbox - Click on update

ORACLE WebLogic Server Administration Console 12¢

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes wil automaticaly be actiated as you
modify, add or delete items in this domain.
Domain Structure

dev_domain

|- Security Realms
B} Interoperabiliy
- Diagnostics

How do L..

 Install an enterprise application
« Configure an enterprise application
« Update (redeploy) an enterprise appication

« Start and stop a deployed enterprise
application

* Monttor the modules of an enterprise
application

« Deploy EJB modules
« Installa Web applcation

System Status

Heatth of Running Servers

[ Faked(0)
[ citical (0)
[ overbaded (0)
[ wWaming(0)
I oK (3)

Welcome, weblogic ‘Connected to: dev_domain

@ Home Log Out Preferences ecord Help ‘ Q
Home >Summary of Deployments »BamComposer >Summary of Deployments >BamComposer >Summary 0l
‘Summary of Deployments
Control ~ Monitoring

>BamComposer

v

This page displays 3 list of Java EE 3pplications and stand-alone application modules that have been installed to this domain. Installed applications and modules can be
started, stopped, updated (redeployad), or deleted from the domain by first selecting the applcation name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, click the Install button.

b Customize this table

Deployments
Delete | || Startv | | Stopv Showing 1 to 47 of 47 Previous | Next
[] | name & State | Health | Type Targets Deployment Order
AqAdapter Resource
O | @AqAdap! Acive  |#OK | - danter s0a_serverl 324
- Enterprise
] & pb2bui Active | ¥ OK Applcation s0a_serverl. 313
& P BamComposer Acwe |0k | EMEEPTER |y corver 500
Applcation
= Enterrise
O | ® pgBamcaservice Active | ¥ OK Appication | P2M-senvert 300
Enterrise
 FBamS: @
[ | @ pggamserver Active 0K | oplcation | Pam_serverl 400
= Enterprise
B & FEBPMComposer Actve |¥ OK Applcation s0a_serverl 385
Adminserver,
] | @ conerence-transaction-far acve |0k |REOUC | ham servert, 100
Adapter
s0a_serverl
CoherenceAdapter Resource
B g P! Installed i 331
7 DbAdapter Resource
[=)F-} P Active | ¢ OK Adapter 503_serverl 322
= Enterprise
[ | ® papefautToboTaskFow Active | ¥ OK Appication | <o-senerL 314
Adminserver,
[ | & 75DMS Application (12.1.3.0.0) aave |[Pox | Ve bam server, |5
O Application
s0a_serverl.
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10. select the Update this application in place with new deployment plan changes and click on

change path button.
ORACLE WebLogic Server Adminsuston Cansl 12 s 2 2020 o

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, weblogic | Connected to: dev_domain

View changes and restarts Home >Summery of Deployments poser >Summary of Deployments

Configuration edting is enabled. Future Update Application Assistant
changes will automatically be activated as you
modiy, add or delete items in this domain.

Domain Structure Locate new deployment files
day_donein You have elected to update the BamComposer appication.
&} Environment
zemwme"'s ®pda!e this application in place with new deployment plan changes. (A deployment plan must be specified for this
% Services Srtion)

Securtty Realms
Interoperabilty

h:
- Diagnostics il
Redeploy this application using the following deployment files:
Source path: o/ omposer.ear, Change Path
plan path: o/ 3.xml_Change Path
How do L. =

Back | | Next| | | Finish | | | Cancel
o Start and stop  deployed enterprise
appication

« Configure an enterprise application
« Create 3 deployment pln
© Target an enterprise application to a server

 Test the modules in an enterprise
application

System Status E

Heakh of Running Servers

| Faied (0)

| Critical (0)
Overloaded (0)

I Warning (0)

I o« (3)

11. Select the latest plan.xml in the in the path->next->next->Finish

_j' Update Applicati.. » | G WebLogic = Mid. | BAM Composer result of page ‘gmhmu. 1=} 16 Securing Ora.. ! ) Introducing the . | Summary of Servers.. | + e Sl

* ols<2221222 7401 e . . ale/actio ¢

AP B ¥ &=

ORACLE WebLogic Server Asrinstaton Cansoe 15 B 2 0 O

Change Center @& Home Log Out Preferences [ Record Help Q Wwekcome, weblogic | Connected to: dev_domain
View changes and restarts Home: >Summary f Geployments >BamCamposer >Summary of Depkoyments >BamCompases >Summary of Deplayments >GamComposer >Summary of Deployments

Configuration editing & enabled. Future Update Application Assistant

changes vl autometicaly be activated a5 you

madify, add of delete tems in the domain. Back | | Mext | | [Finish ancel

Domain Structure select a deployment plan.

dev_doman

3 Emronment
Deployments

& Servicas

Sequrty Realms Recently Used Paths:

Select or enter 2 deployment plan for this app. The fle must exst and have 2 .xml extension.

Path: [ A Vi

plan/Pland xmi
w12c/Middlewara/soa/bamyapplications/plan
amvapphations

Current Location: ofs52221222 | scratch J app / fmwi2c | Middieware / 503 | bam / appications / plan

£ Plan.xml
@ ¥ planz.xmi

Mext sh | || Cancel
How do I...

» Start and stop 3 deployed enterprse
icati

« Configure an en

* Create
* Targ

# Test the madules i an sntamrise
appicatio

deplayment pbn

£ an entarprise 3 t0 3 server

System Status

Heakh of Running Servers

[ Faled (0)

[ crmical (0)
Overloaded (0)

|

Warning (0)
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ORACLE' WebLogic Serve
Change Center
View changes and restarts.

Configuration editing is enabled. Future

changes wil automatically be activated as you
modify, add or delete tems in this domain.

Domain Structure

dev_domain

Envronment

- Deployments
Services

~ Securty Realms
Interoperabiity

- Diagnostics

How doI...

« Installan enterprise applcation

* Configure an enterprise appiication

* Update (redeploy) an enterprise application

o Start and stop a deployed enterprise
applcation

« Monitor the modules of an enterprise
application

« Deploy EJB modules

« Instal a Web application

System Status
Health of Running Servers

Faled (0)
Critical (0)
Overloaded (0)
Warning (0)
OK (3)

—
—
—

r Administration Console 12¢

@ Home Log Out Preferences [&] Record Heb

Messages
o Al changes have been activatad. No rastarts ara necessary.
 Selected Deployments were updated.

la

Welcome, weblogic ‘ Connected to: dev_domain

Home >Summary of Deployments >BamComposer >Summary of Deplayments >BamCompeser >Summary of Deployments >BamComposer >Summary of Deployments

Summary of Deployments
Control | Monitoring
This page displays 2 lst of Java EE appiications and stand-alone appiication modules that have been installed to this domain. Installed appiications and modules can be
started, stopped, updated (redeployed), or deleted from the domain by first selecting the applcation name and using the controls on this page.
To instal a new application or module for deployment to targets in this domain, ciick the Instal button.
I Customize this table
Deployments
install | [Update | [ Delete | | [Startv | [Stopv Showing 1t0 47 of 47 Previous | Next
=
[ | name & State | Health | Type Targets Deployment Order
AqAdapt: Resource
F1 | @ Aaadapter aae Lok |Gl Json severt 324
Enterprise
O | & pgbabui Actve | ¥ 0K Applcation | So-serverl. 313
Enterprise
[ | & ppBamComposer prepared | ¥ OK Appicston | Pom-senverl 500
Enterprise
[ | & pBamCQservice Active  |¥ OK Appicaton | Pomsenverl 300
Enterprise
71| & ppyBamserver Active | ¥ OK Appicaton | PPm-senvert 400
Enterprise
[ | & pBRMComposer Active  |¥ OK Applcation | S93-ervert 385
Resource | Adminsenver,
h -transaction-
[0 | g coherence-transaction-rar Acve Yok RS bamsenert, | 100
s0a_server]
CoherenceAdapter EmE
[=hT-) P Installed e 231
DbAdapt: ¢ Resource
=01~ Active Ok | dapter soa_serverl 322
FRDefaukTaDoTaskFlow acve |Loc [EMEPER [oon savert 314

12. Restart the BAM Composer application in the console

Change Center
View changes and restarts
Configuration editingis enabled. Future

changes wil automaticaly be activated as you
modify, add or delete items in this domain.

ORACLE' webLogic Server Administration Console 12

@ Home Log Out Preferences (& Record e |

Home >BamCompaser »>Summary of Deployments

»Summary of De

i

Welcome, admin ‘:vnected to: AlphaDomain

Deployments »/bam/composer >Summary of Deployments:
Messages

o Selected Deployments have been requested to stop.

>Summary of Deployments >Summary of Servers >Summary of

Domain Structure Summary of Deployments
AlphaDomain o Control  Monitaring
J-Environment
i--servers
-Clusters “This poge displays alist of Java EE applcations and stand-alone applcation modules tothis domain, Instaled applcations and modules can be started, stopped, updated
{-Coherence Clusters (redeployed), or deleted from the by g the application name: page.
Machines
Virtual osts = To nstalla new appication or modue for deployment to targets n this domain, dick the Install button,
{--Work Managers
Startup and Shutdown Classes
Deployments b Customize this table
Services
~Sequrity Realms 3 Deployments
) Interoperabiity
2 Install | | Update Shoning 1 to 48.0f 48 Previous | Next
fowdol )] ame & I State | Health | Type Targets Deployment Order
Servicng only administration requests
o Instal an enterprise appication o — Resource
+ Configure an enterprise applcation B | @hadswtsr Frevared | SO | goprr SOAserver i
* Update (redeploy) an enterprise application Enterprise
& FRb2bui Prepared | ¥
+ Start and stop a deplyed enterprise o= pored | YK | poplcation | SOASver £
appication
+ Moritor the modues of an enterprise 91| ® pgpamComposer repared| w0k SR manserver 00
appication
+ Derloy E38 modues 1| @ ppamcaservce neve [ox[TEEE | pavserver 0
+ Instal a Vieb applcaton -
]| ® ppamserver Active | FOK ot BAMServer 400
System Status
[ | @ paEPMcomposer Acive [woc  |GErErse soAserver 385
Health of Running Servers s Appication
. - coberence-ransact . Resouce AdminServer, BAMServer,
I Feled ‘(:)) 7] | g eoherence-vansacton-rar Acive | Sox R o 100
crieal (0
[ Overloaded (0) [ | @ Coherenceadapter Instaled Resource -
Adapter
- Warring (1)
[ te) [ | g PoAdapter acwe | Poc [T soserver 32
]| ® pppefauitiopsTasicion Adive | OK E"“”':; SOAServer 314
- AdminServer, BAMServer,
| 8 giows Apphcaten (12.1.3.0.0) Active WWeb ADDICaON | <o cerver s
1| B == cMADON T (4. 1.0.0.00 Active EEE SOAServer 600

13. Login in to em console http://hostname:port/em
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http://hostname:port/em

14. Right Click on BAM Server-> Security->Application Roles

Enterprise Manager Fu:

=¥ WebLogic Domain ~

Target Navigation & BamServer @ Logged in as weblogic| (3 ofss2221222.in.orace.com
View 2 Business Actwity Monitorng ~ Page Refreshed Jul 23, 2015 11:17:31 AMIST C
(33 Application Deployments
(3 soa Application Roles
[ WebLogic Domain Appication roles are the roles used by security aware applcations that are specfic to the application. These roles are seeded by applications in sngle
@ global policy store when the applications are registered. These are also applcation roles that are created in the context of end users accessng the
application.
To manage users and groups in the WebLogic Domain, use the Orade WebLoaic Server Securtty Provider.
[ Metadata Repositories Home

Policy Store Provider

[ User Messaging Service Monitoring N
Scope WebLogic Domain
Control v P 2
Provider LDAP
Logs b

Location jdbc/OpssDataSource

Appiication Policies
System MBean Browser  €CAgpication RDPES ) keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe that is
T ATTrom application name.
Target Information

Role Name  Starts With =]
View~ [ Creat

é

Role Name Display Name Description
No appiication roles found.

B Ripeacn

15. Click on Create - create application role with ALL ROLES-000->Click on ADD button in the
Members

Enterprise Manager Fusion Middleware Control 12¢

w1 WebLogic Domain ~

Target Navigation @ BamServer ® Logged in as weblogicl B ofss2221222.n.0racle.com
View v %) Business Activity Monttoring v Page Refreshed Jul 23, 2015 11:20:30 AMIST &
(3 Aplcation Deployments
3 soa Create Application Role OK | | Cancel

(3 WebLogic Domain

(3 Business Activity Montoring Application BamServer
i1 bam_server1; stripe

() Metadata Reposttories * Role Name ALLROLES-000

(3 user Messaging Service

General

Display Name = ALLROLES-000

Description
Members
An applcation role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other appication
roles.
View ~ [ Detach
Name Display Name Type

No groups or app| Add roles | added.
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16. Select the Type as Group and add principle details be referring the below screen shot.

Add Principal

Specify criteria to search and select the appiication roles that you want to grant permissions to.
+ Search

Type  Group [~
Principal Name  Starts With []

Display Name  Starts With [
Searched Principals
Principal Display Name
No principals found based on search criteria

Rdvanced Option
Check to enter principal name here instead of searching from above. This option Oy
be used for advanced scenarios related to custom authenticators.

Enter 256 or fewer characters, "¢ ALLROLES-000
Display Name  ALLROLES-000|

17. Login to BAM Composer - http://hostname:port/bam/composer--> Click on Administrator.

BAM Composer me y references  He weblogic ¥

+7%xQ

4 m, Data Objects
> 3 oracle
@ CUBE_INSTANCE
@ pemo
B FCUBSDATAOBIECTS
@ GetutisoB
@ ORVW_FACILITY_EXPOSURE
B ORVW_TRACK_EXPOSURE
@ sample
@ SMTB_USER_TYPE_CONVERSION_
B test
@ Testarp
@ Testobject2
@ TestObjectTestObject
@ witask_Different_Stages
B4 Enterprise Message Sources
[EB continuous Queries Monitoring
[ Viewset Monttoring
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18. Go to Data Object>Right Click on CUBE_INSTANCE- Security

BAM Composer ne Administrator ces  Hep~  weblogic

ﬂ SMTB_USER_TYPE_CONVERSION_
B test

@ Testarp

@ Testobject2

@ TestobjectTestObject

@ Wftask_Different_Stages

B4 Enterprise Message Sources

B continuous Queries Monitoring

B8 viewset Monitoring

19. Click on Add button under Grant permission and search the list based on the Application Role

Add Application Roles, Groups and Users
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20. Move the ALLROLES-000 to Selected members.

Add Application Roles, Groups and Users

Name
Lt Application Role  []

Available Members Selected Members
BPMContentViewer ALLROLES-000

21. Click on read ,select and Update check boxes ->Click on Save.

4 £ R @ OetuusD (Secunty)

A security
4 G Data Objects
» [ oracle

B CUBE_INSTANCE FullName  /dataobject/GetUtisDB

Demo Owner Type USER
B FCUBSDATAOBIECTS Owner Name  weblogic
@ GetutilsoB .
B ORVW_FACILITY_EXPOSURE
B ORVW_TRACK_EXPOSURE 1. Grant permission
B sample
B SMTB_USER_TYPE_CONVERSION_ Remove Select Delete
D test
@ Testarp @5 BAMArchitect -
B TestObject2 @8 BaMContentCreator
B) TestObject TestObject {8 BAMContentViewer

B witask_Different_Stages
S Enterprise Message Sources
[ continuous Queries Monttoring
[ER viewset Monttoring

=

2. Deny Permission

vieww o ¥ fioetach
Role Name Read Write Remove Select Delete Update Securtty
No data to display
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22. Follow the step 17 to 21 for other Data objects also.(cube_instance,wftask_different_stages,
ORVW_TRACK_EXPOSURE, ORVW_FACILITY_EXPOSURE, GetUtilsDB,
SMTB_USER_TYPE_CONVERSION_VIEW, FCUBSDATAOBJECTS).

23. Click on Designer >open Project

BAM Composer Home Administrator | Designer,

FCUBS_BAM_Report

= create

> @, Data Objects ; 0skte
> R Business Queries SHoIkY

' KPIs @ Rename
> [ Business Views
> [E® pashboards

L Aerts

> B3 parameters Dashboard or Al Business View Model Data

: What do you want to create?

Dashboards and Alerts

o Dashboards are composed of one or more views

.

al Create one
Alerts are notifications based on KPIs, Queries, OF Pattern Matches
Create one

24. Click on FCUBS_BAM_report

Open Project

Select the project to open

FCUBS BAM Report
Pracess Analytics

TestApp_2204
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25. click on FCUBS_BAM_Report - Security

BAM Composer

UBS_BAM_Repo ¥4 Open Project
& create

R pelete

Home Administrator Designer

G_] Data Objects
8 Business Queries

8 o & Rename

EE, Business Views

E“J‘ Dashboards é -

L, Aerts - - .
&1 parameters Dashboard or Al

Business View

Data

What do you want to create?
Dashboards and Alerts

= Dashboards are composed of one or more views
Kl
Create one
[

Alerts are notifications based on KpIs, Queries, OF Pattern Matches

“ Create one

26. Click on ADD button Under Grant Permission.

BAM Composer

trator Designer

FCUBS_BAM_Report | FCUBS_BAM_Report (Security) x
+/7%xa A security

@, Data Objects

7 Business Queries FullName /project/FCUBS_BAM_Report
8 s Owner Type  USER
) Business Views Owner Name  weblogic
;:"J’ Dashboards .
L, Alerts
Parameters 1. Grant permission
View v i petach
Role Name ( = Remove Security
- | Add Application Roles, Groups and Users | . =
% BAMCont 5 [V

&% BAMContentViewer V]

2. Deny Permission

Viewv dp ¥ [fioetach

Role Name Read Write Remove Security
No data to display
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BAM Composer

Designer

FCUBS_BAM_Report = FCUBS_BAM_Report (Security) x

S/ RB Aseary

> G Data Objects
» [ Business Queries
8 s
> [ Business Views
b @ Dashboards
L, Alerts

> B parameters

Full Name /project/FCUBS_BAM_Report
Owner Type USER

QOwner Name weblogic

1. Grant permission

viewv |odp ¥  Hioetach
Role Name -

i Add Applcation Roles, Groups and Users |
&§ BaMContentViewer

2. Deny Permission

views o 3  Efioetach

Role Name Read Write

No data to display

Remove

Remove

weblogic ~

Security

Security

27. Search the List based on the Application Roles and Select the ALLROLES-000

Add Application Roles, Groups and Users

i e G

BAMArchitect

ALLROLES-000
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28. Move the ALLROLES-000 to Selected Members and click on ok.

Add Application Roles, Groups and Usars

Name
List Application Role

Available Members
BAMArchitect
BPMContentViewer

fec2771993:740 fna

Selected Members
ALLROLES-000

29. Select the Read check box for ALLROLES-000 ->Click on Save

BAM Composer

¢ Designe

FCUBS_BAM_Report | FCUBS_BAM_Report (Security)

/XA

3 security
> @, Data Objects
> B Busness Queries Ful Name  project/FCUBS_BAM_Report
8§ s Owner Type  USER
> KB Business Views Owner Name  weblogic
> [ pashboards
L, Herts

> B9 parameters

—
B
% BamContentviewer
7|
“
H
2. Deny Permission
views o 3 [ oetach
Role Name Read Write Remove Security
No data to display
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1.2.10 IPM configuration to edit the document

1) Login to the console, http/s:<hostname>:<port>/console with admin user

2) Follow the step 1.2.1 to add the “FCJCustomProvider”.

After adding, Navigate to security realms > myrealm > Users and Groups and check if the
users from the schema are displayed in Users tab, and Roles from the schema are displayed
under the Groups Tab.

3) After adding the custom authenticator,

e Navigate to security realms >my realm > Users and Groups > Groups.

e Click on the New button.

Change Center
View changes and restarts
Configuration editing is enabled, Future

changes will automatcally be activated as you
mcify, add or delete items in this domain.

Domain Structure
PM_domain
BH-Environment.
i~Deployments
B-5eryices
“Interoperabiity

EH-Diagnostics

I Gitcal @
[ Overoaded (0)
[ Waming(0)
I (3)

ORACLE Weblagic Server® Adminisiration Console

@ Home Log Out Preferences 2] Record Help |

Settings for myrealm

Configuration | Users and Groups ||Roles and Policies | Credential Mappings | Providers | Migration

‘This page displays information about each group that has been configured in this security reaim.

b customize this table

Welcome, weblogic | Connected to: TPM_domain

Groups
New Showing 1to 10 of 568 Previous | Next
[]| name & Description Provider
AC-BATCH Accounting Batch Operations Faubs
AC-REPORTS Accounting Reperts Faubs
Howdo L.. ACRPT Accounting Reports Feubs
« Manage users and groups ADMIN i) ot
+ Create grouss [ | AdminChanneluser dminChannelUsers can access the admin channel. DefaultAuthenticator
« Mocify groups [ | Administrators Administrators can view and modify allresource attributes and start and stop servers, DefaultAuthenticator
+ Delete groups ADMINROLE Admin Role Faubs
AE-MAINT-IN AEOD Maitenance Feubs
System Status AEQDRPT AEOD Reports Faubs
Health of Running Servers AEOD-STB Accounting Reperts Faubs
[ Fald® | Mew | Showing 1to 10 of 568 Previous | Next

4) After Clicking on the new button,

e Enter the name as “IPMUserGroup”
e Description for it (optional)
¢ And select the authenticator as “DefaultAuthenticator”

e And then click “Ok”
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Change Center
View changes and restarts
Configuration editing is enabled. Future

changes wil automatically be activated as you
mocify, add or delete items in this domain.

Deomain Structure
1PM_domain
H-Environment
~Deployments
“Services
~Security Reslms
HInteroperability
“Diagrostics

How do L...

+ Create groups
* Modify groups
+ Delete groups
+ Create users
+ Manage users and groups

ORACLE WebLogic Server® Administration Console

& Home Log Out Freferences [&] Record Help

Home
Create a New Group.
0K | || Cancal

Group Properties

The following properties wil be used to identify your new Group.
* Indicates required fields

What would you like to name your new Group?
* Name: IPMUserGroup
How would you like to describe the new Group?
Description: User group for IPM
Please choose a provider for the group.

Provider: DefaultAuthenticator [~ ]

oK | || cancel

Welcome, weblogic ‘ Connected to: TPM_domain

System Status

Health of Runring Servers

[ Fald@
I cita@@
[ Overloaded (0)
[ wamning (0)
I O (3)

5) Login to the Imaging URL http/s:<hostname>:<port>/imaging with admin user

ORACLE WebCenter Content: Imaging

Sign In

User ID

Password

Copyright (<) 2010, 2013 Oracle andfor its affilates. Al rights reserved,

Privacy Statement

a. Navigate to Manage Applications

b. Click on the FLEXCUBE

c. Then click on the modify on the right pane
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ORACLE WebCenter Content: Imaging

= B Searches.
D FLEXCUBE: Application Summary

I properties

Document Stoeage

AR S19A Dehatin Crate  weblégc
[/RZS Gkt Defation Moddy _weblegc

£}
“Field Definitions.
Tipe Hame | Lenger. Seale Requrea | ndesed Defaut Y sue Puckint
R T ) v
=Appiication Security
=3
Type |secunty Member View Hadfy | Odee | S ‘
3 mionc v v .
“Document Security
b I View | _wte_| ouee |5 ] o ‘
B sdmoatas v v v e
B st . v M
- Storage Pulicy

[ Manage Tnpuits
5 [h Manage Connextions.

s 8= Manage Security

e T |
6) After clicking on the modify button,

a. Navigate to Document Security

b. Click on Add button

c. Click on Search button in the pop up window

d. Select the “IPMUserGroup”

e. Click on Add

—h

g. Finally click on the submit button on the right corner

IPMUserGroup will be listed in the panel, select view ,write,annotate
Standard,Annotate Restricted and Annotate Hidden checkboxes.

ORACLE' WebCenter Content: Imaging

Create Application: Document Security

5% Searches - -
e Genara rapemes FiddDefnmians Aqpication secufl Document securty [rurage vy visfion Cartueativn Resen semings

Concel || Back || et | submt

AEITuE

ot T whet 1 b e W and Deee sty it e et
5 T 208 (o R e

= P Tes . Gt Reratte | anctae | Aresate

il - rgmm [ ven | e | oo | it docsts [ e | Actce

S Hinisotes
= G s B o e e e e
4 Security Hesrbes

= T Manage dpplications. ki
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7) After clicking on the submit button,

a.
b.

C.

Navigate to Manage Searches
Click on the available search (ex: USER_ID in this doc)
Click on the modify

ORACLE’ WebCenter Content: Imaging

eblogic | Help

Refresh | Preferes

= B3 searches
USER_ID USER_ID: Search Summary 7 Modfy 3¢ Delete @) Close
EProperties
Search Name USER_ID
Descrption
4% Tools Instructions
0% Hanage Searches Maximum Search Resuits 0
USERID EResults Formatting
‘Saurc& Application [DoCID Document Creation  Document Created o et atch1d - [pocument 1d |
FLEXCUBE |DocID | \t Creatio... |Document Created... | 1d_|Document Id | |
= Conditions
[ Application: FLEXCUBE ]
[ |Fed [Cperator [value [ ) |Comjunction Il
I Document Created... (Contains |Parameter - Document Created By | Jii
EParameters
[Parameter Name [Prompt Text. |Operator Text [Default value I Pickist | requred [ readony | |
|Document created .. |pocument Created... |contain I | | | | |
= Security
Grant
Type [Security Member | View Modify | Delete ‘ el
& administrators v v v v
& PMsersromn v
B Audit History
Dote. [Type [User Name
7/2/2014 Defiition Creste  ARUL
77472014 Definition Modfy  weblogic
- . 77472014 Defirition Modify  weblogic
Manage Applications 77472014 Definition Modfy  weblogic
77472014 Defirition Modify  weblogic
# (5 Manage Inputs 71412014 Defiition Modify  weblogic
[Z Manage Connections 7/4/2014 Defirition Modify __weblogic

©= Manage Security

8) After clicking on the modify button,

a.

b.

Navigate to Document Security

Click on Add button

Click on Search button in the pop up window
Select the “IPMUserGroup”

Click on Add

IPMUserGroup will be listed in the panel; don’t select any checkbox except the

default view checkbox.

Finally click on the submit button on the right corner
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ORACLE" WebCenter Content: Imaging

Logged in as weblogic | Help | Refresh | Preference:

= B3 searches

a—a ] o—4—a—}—o——0o
USER_ID Properties Results Formatting Conditions Parameterrewew andTest Review Settings

USER_ID: Search Security
Provide security rights for the search. Select Next” when you have firished with search security
B Addl[% Copy 38 Remove

Cancel Back Next

B 42 Tools Type |Security Member ‘ Vien ‘ Modify ‘ Delete ‘ e ‘

& &, Manage Searches & Administrators L

USER_ID & PMUserGroup 1 =) ) | |
Add Security Member =

Use the piddist to search for groups or users. Use the textinput to search for
a specific member name. You can use the ™= character as a wicard within a
group name or user name. (For exampl, search for M7S' o find member
names beginning with M and ending with 's.) Leave the text input blank to
return all members.

Search Groups =]

I Type |Security Member
& |AdminChannelUsers

AppTesters

CrossDomainConnectors

&
G
Deployers
#IPMUSHGIOUD !
&
&

Monitors

Operators

Manage Applications

& [F Manage Inputs

- Cancel
[ Manage Connections

€ Manage Security

9) Copy the FCBPELCIS.jar to location

<ORACLE_HOME >\user_projects\domains\<domian name>\lib
10) Go to the location — ‘<ORACLE_HOME>\
user_projects\domains\<Domain_created>\config\fmwconfig’
a.

Open ‘jps-config.xml’ file. Search for ‘<serviceProviders>’ tag and add the following code
between ‘<serviceProviders>’ and ‘</serviceProviders>’ tags.

<serviceProvider class="oracle.security.jps.internal.idstore.generic.GenericldentityStoreProvider"
name="custom.generic.provider" type="IDENTITY_STORE">

<description>DB IdentityStore Provider</description>
</serviceProvider>

Similarly, Search for ‘<servicelnstances>’ tag and add the following code between
‘<servicelnstances>’ and ‘</servicelnstances>’ tags.

<servicelnstance location="dumb" name="idstore.custom" provider="custom.generic.provider">
<description>Custom Identity Store Service Instance</description>
<property name="idstore.type" value="CUSTOM"/>
<property name="ADF_IM_FACTORY_CLASS"
value="com.ofss.fcc.bpel.security.idm.providers.stddb.FCldentityStoreFactory"/>
<property name="DATASOURCE_NAME" value="jdbc/fcjdevDS"/>
<property name="INTERNAL_CONTEXT_REQUIRED" value="true"/>

<property name="INTERNAL_CONTEXT_NAME" value="internalstore"/>
</servicelnstance>

Make sure that the JNDI (jdbc/fcjdevDS) matches the value given during property file
creation.
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c. Search for ‘<jpsContexts default="default">’ tag and add the following code between
‘<jpsContexts default="default">’ and ‘</jpsContexts>’, preferably after the default
‘ijpsContext’.

<jpsContext name="internalstore">
<servicelnstanceRef ref="credstore"/>
<servicelnstanceRef ref="keystore"/>
<servicelnstanceRef ref="policystore.xml"/>
<servicelnstanceRef ref="audit"/>
</jpsContext>

1.2.11 Configuring Superviser Roles in EM

1. Right click on soa-infra. Select security—>Application Roles

ORACLE Enterprise Manager Fusion Migdleware Control 12c {5 webLogicDomain v wetlogic ¥
Target Navigation b—
g 9 L= Mar 21, 2016 12:30:59 PM IST o
View v
PR e - 15 that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
Home » 255ing the application
ne Oracle Webl ogic Server Security Provider.
Monitoring >
Logs »
S0A Deployment " 3 application. Use application stripe to search if application uses a sfripe that is different from application name.
Manage Partitions
»
‘Work Manager Groups SRR
im: Detach
Resequencing Groups
Service Engines » 0]
Bindings »35[10] Description
Services and References
Business Events
S0A Administration L4
Security > Application Policies
Administration > Application Rales
Target Sitemap
Target Information
s{3 CRDCProcess [1.1]
»{§ CreateCorporateCustomer [2.0]
»{§ CreateCorporateCustomer [3.0]
{3 CreateCorporateCustomer [3.1]
o{§ CreditBureauHandler [1.0]
L2 DBUtility [1.0]
o2 DBUtility [1.1]
[ DBULNility [2.0]
-8 EAEVDrannnn r4_ni =2
] m v

2. Search the Application Roles with “Starts with” option.
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WebLogic Domain *

ORACLE Enterprise Manager Fusion Middleware Control 12c

weblogic ¥ -

F 4 soa-infra [ ]
- H- S0A Infrastructure « Mar 21, 2015 12:30:59 PM IST t

Application Roles -

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
application roles that are created in the context of end users accessing the application

& To manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider.

» Policy Store Provider

4 search

Enter search keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe that is different from application name.

Role Name = Staris With

[ CreateLike.. . Edit.. 3 Delete.. | >e2rchapplication roles

View ¥ Wl Create...

P

Role Name
default_Composer
default_Deployer
default_Tester
default_ApplicationOperator
default_Monitor
MiddlewareQperator
MiddlewareAdministrator
S0AAdmin

SOAOQperator
S0AManitor
S0AAudithdmin
S0AAuditViewer
BPMWorkflowAdmin
BPIMWorkflowCustomize
BPMAGAdmIn
BPMOrganizationAdmin
S0ADesigner

Display Name

Compaoser for the Default Partition

Compaosite Deployer for the Default P...

Tester for the Default Partition

Application Operator for the Default Pa_

Monitor for the Default Partition
SOA MiddleWare Operator
S0A Middleware Administrator
S0A Admin Role

SOA operator Role

S0A Manitor Role

S0A Audit Admin Role

SOA Audit Viewer Role

BPM Workflow System Admin Role
BPFM Workflow Customize Rale
BPM Activity Guide Admin Role
BPM Organization Admin role
S0OA Designer

Description

A composer is responsible for making changes to composite artifacts, such as business rules in a business process, security poli.

Adeploveris ible for ing new ications, L ing existing 15, and managing the continuous integratio.

Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of..
An application operator is responsible for handling customer complaints and making decisions on requests that result in faults in t_
A default partition monitor is responsible for ensuring the successful operations of the deployed applications on the default partition.
A middleware operator is responsible for ensuring operational continuity. A middleware operator is also the main point of contact w..
A middleware administrator is responsible for ensuring the continuous availability of the middleware servers, but is not always resp..
S0A application admin role, has full privilege for performing any operations including security related

S0A application operator, for common operational tasks like start, stop, monitor, backups

SOA application monitor role, has read-only privileges for monitoring

S0A audit administrator role, can perform audit configuratoin and administration

S0A auditviewer role, can view audit records

BPM Workflow Administrator Application Role

BPM Workflow Customize Application Role

BPM Activity Guide Administrator Application Role

BPM Organization Administrator Application Role

SO0A Designer

10.184.133,168:7401/em/faces/as/security/appRolesMain?type=oracle soainfratarget=/Domain_soa_domain/soa_domain/soa_serverl /soa-infra

ORACLE
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3. Select the SOAAdmIn Role and Click on ‘Edit option’.

OR’ACLE'Enterprise Manager Fusion Middieware Control 12¢

2 f soa-infra @
== 1T SOAInfrastructure

Application Roles

Application roles are the roles used by security aware applications that are specific to the application. These roles are seeded by applications in single global policy store when the applications are registered. These are also
application roles that are created in the context of end users accessing the application.

& To manage users and groups in the WeblLogic Domain, use the Oracle Webl ogic Server Security Provider

» Policy Store Provider

4 search

Enter search keyword for role name to query roles defined by this application. Use application stripe to search if application uses a stripe that is different from application name

»

Role Name = Staris With

View ¥ Wl create..  [E Create Like... Edit.. 3 Delete...

Edit the selected application role

&

Role Name
default_Composer
default_Deployer
default_Tester
default_ApplicationOperator
default_Monitor
MiddlewareOperator
MiddlewareAdministrator
SOAAdmiIn

S0AOperator
S0AMonitor
S0AAuditAdmin
S0AAuditViewer
BPIMWorkflowAdmin
BPMWaorkflowCustomize
BPMAGAdmIn
BPMOrganizationAdmin

S0ADesigner

Display Name

Compaser for the Default Partition

Compaosite Deployer for the Default P...

Tester for the Default Partition

Application Operator for the Default Pa_

Wonitor for the Default Partition
SOA MiddleWare Operator
S0A Middleware Administrator
SOA Admin Role

SOA operator Role

S0A Monitor Role

S0A Audit Admin Rale

S0A Audit Viewer Role

BPM Workflow System Admin Role
BPM Workflow Customize Role
BPM Activity Guide Admin Role
BPM Qrganization Admin role

SOA Designer

Description

A composer is responsible for making changes to composite artifacts, such as business rules in a business process, security poli.

‘WebLogic Domain ¥ weblogic ¥

Mar 21, 2016 12:30:59 PM 15T )

A deployer is responsible for deploying new applications, upgrading existing applications, and managing the continuous integratio.

Atester performs integrated black box testing on preproduction systems. A system tester typically runs tests using a combination of.

An application operator is responsible for handling customer complaints and making decisions on requests that resultin faults in t

A default partition monitor is responsible for ensuring the successful operations of the deployed applications on the default partition.

A middleware operator is responsible for ensuring operational continuity. A middleware operator is also the main point of contact w..

A middleware administrator is responsible for ensuring the continuous availability of the middleware servers, butis not always resp..

S0A application admin role, has full privilege for performing any operations including security related

S0A application operator, for common operational tasks like start, stop, monitor, backups

SOA application monitor role, has read-only privileges for menitoring

SO0A audit administrator role, can perform audit configuratoin and administration

SOA auditviewer role, can view audit records
BPM Workflow Administrator Application Role
BPM Workflow Customize Application Role

BPM Activity Guide Administrator Application Role
BPM Crganization Administrator Application Role

S0A Designer
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4. Click on the ADD button and provide the Type as Group from drop down.

Add Principal

Specify criteria to search and selectthe application roles that you want to grant permissions to.
4 search

Type l
Principal Name

Display Name

Searched Principals

Principal Display Name
Mo search conducted

4 Advanced Option

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators.

OK
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5. Provide the principal name as (EX:ALLROLES-000) Param_val which is mapped to the
OR_ADMINROLE in the cstb_param table and search the role.Click on ok.

Add Principal

Specify criteria to search and select the application roles that you wantte grant permissions to.
4 search

Type Group E|

Principal Name Starts With |z| ALLROLES-000

Display Hame  Starts With E| >

Searched Principals

View ¥ iz Detach
Principal Display Name Description
ALLROLES-000 ALLROLES-000

A pdvanced Option

Check to enter principal name here instead of searching from above. This option can be used for advanced scenarios related to custom authenticators.

OK  Cancel

.0.184.133.168:7401 /em/faces/as/security/editAppRole?type=oracle_soainfrafitarget=/Domain_soa_demain/sea_domain/soa_serverl /soa-infra

6. Click on Ok .
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1.2.12 Email Driver Configuration

Login to EM console
Navigate to User Messaging Service

Right click usermessagingdriver-email (soa_serverl)

A

Click on Email Driver Properties

Enterprise Manager Fusion Mi

i‘ Webl ogic Domain ™

Target Navigation o
View 3@1
» 3 Application Deployments
» [ soa En
» [[3 webLogic Domain T
> [ Business Activity Monitoring
» [0 Metadata Repositories vi
3 user Messaging Service
‘%E;J usermessagingdriver-email (bam_server 1)
%!,:] ‘nsermessagingd .
G — S Home
28 usermessagingserve
‘%E!,'J usermessagingserve Control *
Logs b
Performance Summary
Email Driver Properties
System MBean Browser
Target Information

5. .Enter the sender Address and default sender address (This id will be used as sender
address).

6. .Enter the supported protocols (SMTP)
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http://10.184.132.159:7201/em/faces/as/as/wlFarmHome?target=Farm_DEV159117&type=oracle_ias_farm&_afrLoop=424017769005738

Enterprise Manager Fusion Middleware Control 12¢ | g weboge» O

1 WeblogicDomain ¥

Target Navigation & usermessagingdriver-email @ Loggedin as weblogic| [ ofss2221222.n.orade. com
View 14 User Messaging Email Driver Page Refreshed Jun 11, 2015 11:09:57 AM IsT (s

&+ 23 Application Deployments
» (2 504
&+ 23 Weblogic Domain
»» [ Business Activity Monitoring
»» [ Metadata Repositories
[ User Messaging Service

Edit Driver Properties OK | Cancel

Common Configuration
Name FCUBS121 Supported Protocols SMTP

Driver Type User Messaging Email Driver Supported Carriers
2 usermessagingdriver-email (bam_server1)

@ Domain
21 [usermessagingdriver-email (soa_serve - (©) Use Sender Addresses

Confiouraton Level * Cluster
il usermessagingserver (bam _server1) 9 “

2 Cluster Name Sender Address
244 usermessagingserver (soa_server 1) @ Use Default Sender Address
Supported Delivery Types EMAIL

Capabiity SEND, RECEIVE
Supported Content Types | = = cost [

EMAIL:x0oe@xxx.xom

Supported Status Types  DELIVERY_TO_GATEWAY_SUCCESS, speed [
DELIVERY_TO_GATEWAY_FAILURE,
USER_REPLY_ACKNOVLEDGEMENT_SUCCESS, . )
USER_REPLY_ACKNOV/LEDGEMENT FAILURE Supports Replace

Supports Status Poling

Supports Cancel

Supports Tracking

7. Select the mail access protocol (IMAP) as per the mail server specification

Driver-Specific Configuration

- Encoded
MName Description Mandatory Credential Value
. . E-mail receiving protocal, The possible -
E-mail Receiving Protocol values are IMAP and POP3, IMAP B _._
This value specdifies the number of times 3
to retry connecting to the incoming mail b
Connection Retry Limit server, if the connection is lost due to "

some reason, The default value is -1
which means no limit to the number of
tries.

The frequency to permanently remove
deleted messages. The unit is in seconds
and the default value is 600 seconds. A
Message Cleanup Frequency negative value indicates the messages 600

should not be expunged. For the POP3

protocol, the message is expunged after

itis processed.

Whether the driver should mark the

messages deleted after they have been -

8. Enter the Receive folder in the mailbox (INBOX)
9. Enter the Outgoing mail server hostname or IP
10. .Enter the outgoing mail server port

11. .Enter the outgoing default from address

12. Enter the Outgoing user name and password if required
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Driver-Specific Configuration

Name Description Mandatory
The name of the SMTP server,

Mandatory only if e-mail sending is

required,

Outgoing Mail Server

Outgoing Mail Server Port  Outgoing Mail Server Port

The security used by SMTP server,
Outgoing Mail Server Securit Possible values are None, TLS and S5L.
Default value is None.
Deprecated. Use Default Sender Address
instead. The default FROM address (if
one is not provided in the outgoing
message).
The username used for SMTP
authentication. Required only if SMTF
authentication is supported by the SMTP
SEMVET,

Default From Address

Outgoing Username

-

Enterprise Manager Control 12¢

a1 WebLogic Domain

Encoded
Credential

Value

m

XXX@XXX.COm

13. Navigate to SOA Administration ->Workflow Properties

& soa-infra ®
22 50A Infrastructure

Target Navigation
Vien +

> [ Application Deployments

D50 Mailer | Task
= ET——— @
S D) Information
> () defout o ' o - -
) 1 WeblogcDon  Monitoring , Al changes made i this page require a server restart to take effect,
> [ Business Activ  Logs N

Workflow Notification Properties
b [ Metadata Rer

[ User Messagir

SOA Deployment v

Manage Partitions
*Motificaton Mode  Emal [
2 Work Manager Groups
&4 usermessa

8 emessa RESCAUENON Goups Notification Service

&l usemessa - Servie Engnes ' *Email: From Address xx@xxx.com
Bindings 3
*Email : Actionable Address ggg@ggg.com
Services and References =

* Emal : Reply To Address XXX@XXX.COm
Business Events

SOA Administration » CommonProperties  festion Confiouration Properties. .
Seaurity b ePEL Properties

Administration ¥ BPMN Properties

Target Information Mediator Praperties
Workflow Properties
826 Server Properties
Cross References
Token Configurations
Auto Purge

and reply to Address.

Before configuring the Workflow Notfication, configure the Messaging Service Driver. Go to the Messaging Driver page
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@ Related Links = | Apply || Revert

14. Select the notification mode as Email/ALL and enter the from address Actionable address
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1.2.13 TimeOut Settings for BPEL

1. Login in to Console (http://hostname:port/console)

2. Click on Deployments

G € 10.184.135.218:7001/console/ console.portal?_nfpb=true& _pagelabel=HomePagel

ORACLE' WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
AlphaDomain
E-Emvironment

Servers

Clusters
Coherence Clusters

ecurity Realms
E+-Interoperabilty

LT Servers

m

How do 1. =]

+ Search the configuration

« Use the Change Center
 Record WLST Scripts

« Change Console preferences
+ Manage Console extensions

& Monitor servers

System Status (=]

Health of Running Servers

[ raed)
'7 Critical (0)
’7 Overloaded (0)
'7 Warning (0)

&) Home Log Out Preferences [ Record Help

Pl ¥ & =

Q Welcome, admin | Connected to: AlphaDomain

Home > AlphaDomain >Summary of Servers >AlphaDomain >Summary of Servers >Summary of Deployments >soz-infra > BPELEngineBean

Home Page
Information and Resources

Helpful Tools

= Configure applications

 Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

u Recent Task Status

u Set your console preferences

u Orade Enterprise Manager

Domain Configurations

Domain

* Domain

Environment
® Servers
» Clusters
W Server Templates
» Migratable Targets
* Coherence Clusters
 Machines
* Virtual Hosts
® Work Managers
 Startup And Shutdown Classes

Your Deployed Resources

Your Apphicau s Security Settings

General Information
= Common Administration Task Desariptions
= Read the documentation
= Ask a question on My Orade Support
Services Interoperability
® Messaging © WTC Servers
u M5 Servers # Jolt Connection Pools
= Store-and-Forward Agents
M5 Modules Diagnostics
® Path Services # Log Fies
u Bridges « Diagnostic Modules
o Data Sources ® Built-in Diagnostic Modules
# Persistent Stores * Diagnostic Images
© XML Registries ® Request Performance
XML Entity Caches * Archives
o Foreign INDI Providers # Context
 Work Contexts * SNMP
o JCOM
o Mai Sessions Charts and Graphs
* FiieT3 ® Monitoring Dashboard &
o TA
 0SGi Frameworks

3. Click on SOA_INFRA Application under deployments.
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http://hostname:port/console

L+ services
+~Security Realms
EHInteroperabiity

|__L--WIC Servere

Howdo L. =]

# Install an enterprise application
« Configure an enterprise application
# Update {redeploy) an enterprise application

# Start and stap a deployed enterprise
application

& Monitor the modues of an enterprise
application

 Deploy EJB madules
« Install a Web application

System Status B

Health of Runring Servers.

[ R
[ cite(
[ overoated )
[ waming (o)
o

4,

[7]| name & State | Health | Type Targets Deployment Order il
& 6nrade.wsm.mnsn\e‘mvE‘ViEW[LG,12‘LS‘G) Active Library AdminServer 31
[F] | iyorade.wom.seedpolces(2.0,12,1.3) Adtive Fep) ggx?:::rer,ﬁmsmer, 1m0
] | jg0radkeAcpsacapter Actve | 0K Z‘:::‘;:E SOAServer 8
& @Oradaﬁam.ﬂdapw Instaled i:::\;:r:e B
| B oradssevencsenvripp Active | POk i"p;g“:n SOAServer B4 I
1 | B pporadecPMComposerRolesicp Acive | POk i”p;g“fn SOAServer ET)
| pRoradeBpiprocesshoesiop Actve | 0K i”p;g;: SOAServer 31
0| g OradeBPMiorkpsce Actve | 0K i"p;g;: SOAServer ES
]| ipyoraitan-adf{i1, 11.1.1.1.0) Acive Lbrary :g:;!:::rer,ﬁmsewer, 1m0
[ | iomaspesa(20,12.1.3) Active ibrary gggjr?::r,amaawer, 100
[ | seeadanter Installed i‘;::‘;:e 35 )
| B ppsmetpprovalrasiion Actve | 0K z;g;fﬂ SOAServer £
U@ Actve | 0K i"p;g“:n SOAServer 350
[ |E Esaawebaws Acive |#OK i”p;g;: SOAServer 30
B ;e em Active Library AdminServer 100
[ | g SodketAdapter Instaled iz:::f %
7] | gtete-nanagenent provder-memory-(ar-12.1.3 adive | ok i;::‘::e ggxg‘jri’::"ﬁmss"‘”r 100
0| s 21309) cie Lary Adnerier SSEeT | 1g il

® | W ofssd221222:/401/ consale/ console.portal/_pagelabel= AppUeploymentstontrolPaged_ntph=truettAppleplaymentsControlPortletexpandh

ofs52221222:7401/ console/console.portal?_s

& || A Search

Click on BPEL Engine EJB->Configuration->set Transaction Time Out to 300.

WweE - nm

7 B2BInstanceMessageBean £18
7 B2BIntegratorBean e8
7 B2BMetadataUtiityBean BB
7 B2BStarterBeanWLs e8

B2BUtiltyBean =
7 BAMACtionMDB e8

BeamActionMDB £
7 BottleneckDetectionBean e8
{7 BPELACEVIyManagerBean £18
7 BPELAUdit TraiBean €18
[ BPELCacheRegistyBean £18
1~ BPELCacheStoreBean €18
) BPELClusterBean £18
[~ BPELDelveryBezn €18
{7} BPELDispatcherBean £18

E}?ELEng\n@ €8
~ BPELFindd BPELEngineBean, Level 3, 22 of 106 =
7 BPELInstanceManagerBean o8
7 BPELKeyGeneratorBean B

BPELProcessManagerBezn o8
7 BPELSensorValuesBean £8
[ BPELServerManagerBezn o8
BREL TestInstanceManager €8
7 BomAGPracessBrokerServiceBaan £8
7 BpmAppServiceBean €18
7 BPMData0bjectSecurityService e8
BRMNACtvityManagerBean €18
7 BPMNAUdIETraiBezn e8
BRMNClusterBean e8

_pagelabel ationDispatcherf

lication.
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€ @ 101841352187

irtual Hosts
Work Managers
L-Startup and Shutdown Classes
eployments
E-Services

~-Security Realms
“Interoperability

LWTE Sarvers

How do L.

« Configure Version 2.X E18s
« view deployment status of EX6s

* SetEI6 target servers and dusters
* Update (redeploy) EJBs

o Stop E8s
System Status
Health of Running Servers
| Failed (0)
I Critical (0)
T " Owverloaded (0)
I Warning (0)

o

x|+ éﬂ'g‘.i

Transaction Type:

Container

EJB Class Name:

Pool Configuration

Initial Beans in Free Pook 100
Max Beans in Free Pook 1000
Tdle Timeout: 0

Enterprise Bean Configuration

Network Access Point:

Run As Principal Name:

Create As Principal Name:

Remove As Principal Name:

Passivate As Principal Name:

INDI Mame:

Local JNDI Name:

7] Dispateh Policy:

Pl B ¥ A=

The name of this bean. More Info.. -
The 38 type (session, entty, or message).  More Info...

The bean's transaction type. More Info...

E28 OassName  More Infa...

The initial number of beans in the free pool. More Info.

The maximum number of beans in the free posl. When an E18 has been in
the free pool for the number of seconds specified in Idie Timeout, and the -
total number of beans in the free pool approaches the maximum beans in
free pool specfied in this field, idle beans are removed from the free
poal.  More Info...

The maximum length of ime (in seconds) an EJ6 shouid remain in the cache
or free pool before it is passivated or removed. More Info.

Custom network channel that the EJB uses for network
communications. Mare Info...

The security princpal to be used as the run-as principal for a bean that has
security-dentity specfied in its ejb-jar.xmi fie. More Info...

The principal to be used when ejbCreate would otherwise run with an
anonymous princpal.  More Info...

The principal to be used when ejbRemove would otherwise run with an
anonymous principal.  More Info.

The prinipal to be used when ejbPassivate would otherwise run with an
anonymous princpal.  More Info.

The INDI name of an EJ8, resource, of reference in Weblogic Server. More
Info.

The JNDI name for a bean's local Home.  More Info..

which server execute thread pool the EJB should runin. More

The transaction tmeout value, in seconds. More Info. .

_payciouei—

LA UL 11— 1 L LY L3 1 U1 U1 ELE a1

o e wm gy 130AM
= 6/17/2015

Go to EJBs>BPEL Delivery Bean-> Configuration->set TransactionTimeOut to 300

B28UtlityBean -
BAMACtionMDB o8
BeamActionMDB B
7 BottleneckDetectionBean B
~ BPELACtivityManagerBean 18
BPELAUdI TraiBean -
BPELCacheRegistryBean e8
BPELCacheStoreBean e8
BPELClusterBean BB
EDELDEINEQ@ E38
| BPELDispatct] BPELDeliveryBean, Level 3, 20 of 106 £18
BPELENgineBean 8
BPELFinderBean e8
BPELInstanceManagerBean B
~ BPELKeyGeneratorBean BB
| BPELProcassManagerBean £18
BPELSensorvaluesBean -
7 BPELServerManagerBean e8
BPELTestInstanceManager £8
7 BpPmAGProcessBrokerServiceBean B
= BpmAppServiceBean EB
BPMData0bjectSecurityService e8
BPMHNACtivityManagerBean e
BPMNAUditTraiBean o8
BPMNClusterBean BB
7 BPMNDeliveryBean ElB
| BPMNDispatcherBean £18
BPMNENgineBean 8
~jBPMHFinderBean e8
1222:7401 rial? . pagelabel=App. pp. . com,  Type=AppD: _ob_engine_wls jaBPELDeliveryBean;<none=E/8") |~
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stateless The E78 typ. o message).  More Infa a
Transaction Type: Container The bean's transaction type. More Info,
EIB Class Name: com.collaxa.cube.engine. ejb.impl.bpel.BPELDeliveryBean EJB Class Name More Info...
Pool C
[E] . .
ooy Initial Beans in Free Pool: 200 The initial number of beans in the free pool. More Info...
= Configure Version 2.X EJBs _ N
Max Beans in Free Pool: 1000 The maximum number of beans in the free pool. When an E18
« View deployment status of EIBs has been in the free pool for the number of seconds specified in
« Set E28 target servers and clusters Idle Timeout, and the total number of beans in the free pool
approaches the maximum beans in free pool speciied in this
= Update (redeploy) EJ8s field, idle beans are removed from the free pool.  More Info...
« Stop El8s il
Idle Timeout: ) The maximum length of time (in seconds) an E18 should remain
in the cache or free pool before it is passvated or
System Status B removed. More Info...
Health of Running Servers Enterprise Bean Configuration
Failed (0} Network Access Point: Custom network channel that the EJB uses for network
| E———TARPS) communications. More Info...
Overloaded (0) .
I wamng(0) Run As Principal Name: The securtty principal to be used as the run-as principal for a
vaming bean that has security-identity specified in its ejb-jar.xml
I oK (4) fle. More Info...
Create As Principal Name: The principal to be used when ejbCreate would otherwise run

with an anonymous principal. More Info

Remove As Principal The principal to be used when ejbRemove would otherwise run
Name: with an anonymous principal. More Info.
Passivate As Principal The principal ta be used when ejbPassivate would otherwise run
Name: h an anonymous principal. More Info.
INDI Name: The JNDI name of an EJB, resource, or reference in V
Server. More Info...
Local JNDI Name: The JNDI name for a bean's local Home. More Info...
(5 Dispatch Policy: Designates which server execute thread pool the EJB should run
in. More Info...

The transaction timeout value, in seconds. More Info...

6. Login in to Console >JTA

7. Set the JTA timeout According to the below condition. Make sure BPELEngineBean +
BPELDeliveryBean is <= JTA timeout(300+300<=600)
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ORACLE WebLogic Server Administration Consale 12¢

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

dev_domain

- Envronment
Deployments

[+ Sarvices
Security Realms

[#- Interoperabilty

[®- Diagnostics

Howdo .. B

» Configure domezin JTA options
» Configure advanced domain JTA options

System Status B
Health of Running Servers

[ Feld()
[ il (0)
[ Overloaded (0)
[ waming (0)
I 0 (4)

@ Home Log Qut Preferences Record Help

Home >Summary of Deployments >dev_domain
Settings for dev_domain
‘Configuration Control

Monitoring Security

General JTA | JPA | EJBs Web Applications

Save

\Web Service Security

Logging | Log Fitters

Notes

Use this page to define the Java Transaction AP1 (JTA) configuration of this Weblogic Server domain.

Timeout Seconds:

3600

Abandon Timeout Seconds:

Before Completion Iteration Limit:

Max Transactions:

Max Unique Name Statistics:

Checkpoint Interval Seconds:

86400

10

10000

1000

300

[*] write recovery logs when determiners configured

Determiners:

Forget Heuristics

Specifies the maximum amount of time, in saconds, an active
transaction is alowed to be in the first phase of a two-phase
commit transaction. If the specified amount of time expires, the
transaction is automatically rolled back. More Info...

Specifies the maximum amount of time, in seconds, 3
transaction manager persists in atternpting to complete the
second phase of @ two-phase commit transaction.  More Info...

The maximum number of cycles that the transaction manager
performs the beforaCompletion synchronization callback for this
WebLogic Server domain. More Info...

The maximum number of simultaneous in-progress transactions

allowed on a server in this WebLogic Server domain.  More Info...

The maximum number of unique transaction names for which
statistics are maintained. More Info...

The interval 3t which the transaction manager creates a new
transaction log file and checks all old transaction log files to see i
they are ready to be deleted. More Info...

Indicates two-phase transaction recovery logs are written even
if one or more determiners are configured. More Info...

Specifies a list of one or maore transaction resources
(determiners) separated by line breaks. A determiner's in-doubt
transaction records are used during transaction recovery when a
TLog is not present.  More Info...

Specifies whether the transaction manager automaticaly
performs an XA Resource forget operation for heuristic
trancartion comnletinns  More Tnfn

m

Login in to EM console (http://host:port/em)->SOA dminstration>BPEL

Properties>MoreConfigpropeties> Syncmax timeout .Change the SyncmaxtimeOut to

200 secs
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Integrating Oracle FLEXCUBE IS and Scheduler

Before deploying the Oracle FLEXCUBE IS EAR file, you need to carry out the following tasks.

Running Backend Scripts

You need to compile certain tables pertaining to Scheduler in the schema to which the Application
points. The version of Quartz to be used is Latest Qualified Version.
Follow the steps given below:

1. Download Quartz Latest Qualified Version.gz file from the following URL:
http://www.quartz-scheduler.org/download/download-catalog.html

1. Extract the gz file.

2. Open the folder ‘Quartz-Latest Qualified Version \docs\dbTables’ folder and run
‘tables_oracle.sql’ (this is specific to Oracle Database) in the schema.

For details on latest version of the software qualified with Oracle FLEXCUBE, refer to the
release certificate.

Integrating Oracle FLEXCUBE IS and BIP Reports

You can integrate Oracle FLEXCUBE IS and BIP reports. The details are available in the chapter
‘BIP Web Service Reports’.

Deploying Application Through Application Server’s Admin Console

Deployment from Weblogic Administration Console

You can find the details pertaining to the deployment of Application using Weblogic
Administration Console in the chapter ‘Deploying Oracle FLEXCUBE Application on Weblogic’.

Integrating Oracle FLEXCUBE IS and MBean

In order to integrate Oracle FLEXCUBE IS and MBean, you need to follow the below steps before
deploying the Oracle FLEXCUBE IS EAR file created with MBean as a Plugin.

Startup Script Modification

By default, the TopLink used in MBean uses Oracle xml parser internally. However, Weblogic
Server has to use JAXPlatform.

To change the system property, follow the steps given below:

1. Go to the Weblogic domain home folder.

c) Based on the operating system used, open ‘startWeblogic.cmd’ or ‘startWeblogic.sh’ from
the folder ‘bin’.
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d) Search for ‘WLS_REDIRECT_LOG'. After ‘%JAVA_OPTIONS%’ add the following code
under ‘if and ‘else’ conditions.

“-Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform”
Now, the details will look like this:
if "S$WLS REDIRECT LOG%"=="" (

echo Starting WLS with line:

echo $JAVA HOME$\bin\java $JAVA VM$% %MEM ARGS$ -
Dweblogic.Name=%SERVER NAMES% -
Djava.security.policy=%WL HOME$\server\lib\weblogic.policy
$JAVA OPTIONS% %PROXY SETTINGSS $SERVER CLASS%

$JAVA HOME%\bin\java $JAVA VM% $MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -
Djava.security.policy=%WL HOMES$\server\lib\weblogic.policy
$JAVA OPTIONSS -
Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
$PROXY SETTINGS% %SERVER CLASS%

) else (
echo Redirecting output from WLS window to $WLS REDIRECT LOG%

$JAVA HOMES%\bin\java %$JAVA VM% %MEM ARGS% -
Dweblogic.Name=%SERVER NAME% -
Djava.security.policy=%WL HOMES%$\server\lib\weblogic.policy
$JAVA OPTIONSS -
Dtoplink.xml.platform=oracle.toplink.platform.xml.jaxp.JAXPPlatform
%PROXY_SETTINGS% %SERVER_CLASS% >"%WLS_REDIRECT_LOG%" 2>&1

)
e) Restart the Weblogic server.
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