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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications

The following restrictions and provisions only apply to the programs referred to in this section and
licensed to you. You acknowledge that the programs may contain third party software (VAR
applications) licensed to Oracle. Depending upon your product and its version number, the VAR
applications may include:

(i) the MicroStrategy Components developed and licensed by MicroStrategy Services Corporation
(MicroStrategy) of McLean, Virginia to Oracle and imbedded in the MicroStrategy for Oracle Retail
Data Warehouse and MicroStrategy for Oracle Retail Planning & Optimization applications.

(ii) the Wavelink component developed and licensed by Wavelink Corporation (Wavelink) of
Kirkland, Washington, to Oracle and imbedded in Oracle Retail Mobile Store Inventory
Management.

(iii) the software component known as Access Via™ licensed by Access Via of Seattle, Washington,
and imbedded in Oracle Retail Signs and Oracle Retail Labels and Tags.

(iv) the software component known as Adobe Flex™ licensed by Adobe Systems Incorporated of
San Jose, California, and imbedded in Oracle Retail Promotion Planning & Optimization
application.

You acknowledge and confirm that Oracle grants you use of only the object code of the VAR
Applications. Oracle will not deliver source code to the VAR Applications to you. Notwithstanding
any other term or condition of the agreement and this ordering document, you shall not cause or
permit alteration of any VAR Applications. For purposes of this section, "alteration” refers to all
alterations, translations, upgrades, enhancements, customizations or modifications of all or any
portion of the VAR Applications including all reconfigurations, reassembly or reverse assembly, re-
engineering or reverse engineering and recompilations or reverse compilations of the VAR
Applications or any derivatives of the VAR Applications. You acknowledge that it shall be a breach
of the agreement to utilize the relationship, and/or confidential information of the VAR
Applications for purposes of competitive discovery.

The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
not attempt, cause, or permit the alteration, decompilation, reverse engineering, disassembly or
other reduction of the VAR Applications to a human perceivable form. Oracle reserves the right to
replace, with functional equivalent software, any of the VAR Applications in future releases of the
applicable program.
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Send Us Your Comments

Oracle Retail Sales Audit Installation Guide, Release 14.1.3

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

Audience
This Installation Guide is written for the following audiences:
= Database administrators (DBA)
= System analysts and designers

* Integrators and implementation staff

Related Documents

For more information, see the following documents in the Oracle Retail Sales Audit
Release 14.1.3 documentation set:

= Oracle Retail Merchandising System Release Notes

= Oracle Retail Merchandising Batch Schedule

=  Oracle Retail Merchandising System documentation

=  Oracle Retail Trade Management documentation

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following:

= Product version and program/module name

= Functional and technical description of the problem (include business impact)

= Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.1) or a later patch release (for example, 14.1.3). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://www._oracle.com/technetwork/documentation/oracle-retail-100266._html
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

This chapter explains the tasks required prior to installation.

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Sales Audit (ReSA)

include the following:

Supported on

Versions Supported

Database Server OS

OS certified with Oracle Database 12cR1 Enterprise Edition.
Options are:

»  Oracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine)

*  Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or
Oracle virtual machine)

= AIX7.1 (Actual hardware or LPARs)
=  Solaris 11.1 SPARC (Actual hardware or logical domains)
=  HP-UX 11.31 Integrity (Actual hardware, HPVM, or vPars)

Database Server 12cR1

Oracle Database Enterprise Edition 12cR1 (12.1.0.2) with the
following specifications:

Components:

*  Oracle Partitioning
= Examples CD
Oneoffs:

= 19623450: MISSING JAVA CLASSES AFTER UPGRADE TO
JDK 7

= 20406840: PROC 12.1.0.2 THROWS ORA-600 [17998] WHEN
PRECOMPILING BY 'OTHER' USER

= 20846438: ORA-600 [KKPAPXFORMFKK2KEY_1] WITH
LIST PARTITION

= 20925154: ORA-39126: WORKER UNEXPECTED FATAL
ERROR IN KUPW$WORKER GATHER_PARSE_ITEMS
JAVA

= 19672263: GTT SESSION LEVEL STATISTICS RETURNS
ORA-20006

RAC only:

= 21260431: APPSST 12C : GETTING ORA-4031 AFTER 12C
UPGRADE

= 21373473: INSTANCE TERMINATED AS LMDO0 AND LMD2
HUNG FOR MORE THAN 70 SECS

Other components:

= Perlinterpreter 5.0 or later
=  X-Windows interface

= JDK1.7

Installation Guide 1




Check Supported Database Server Requirements

Note: By default, JDK is at 1.6. After installing the rdbms
binary, apply patch 19623450. Then follow the instructions
on Oracle Database Java Developer’s Guide 12¢ Release 1 to
change JDK to 1.7. The document is available at:

http:/ /docs.oracle.com/database /121 /JJDEV /chone.htm#
DEV01000

2 Oracle Retail Sales Audit
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Check Supported Application Server Requirements

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail Sales
Audit (ReSA) application include the following.

Supported on: Versions Supported:

Application Server OS OS certified with Oracle Fusion Middleware 11g Release 1 (11.1.1.9).
Options are:

=  Qracle Linux 6 for x86-64 (Actual hardware or Oracle virtual
machine)

* Red Hat Enterprise Linux 6 for x86-64 (Actual hardware or Oracle
virtual machine)

= AIX7.1 (Actual hardware or LPARs)

=  Solaris 11.1

. SPARC (Actual hardware or logical domains)

= HP-UX11.31 Integrity (Actual hardware, HPVM, or vPars)

Application Server Oracle Fusion Middleware 11g Release 1 (11.1.1.9)
Components:

=  Oracle WebLogic Server 11g Release 1 (10.3.6)

=  Repository Creation Utility (RCU 11.1.1.9)

=  Oracle ADF 11g Release 1 (11.1.1.9)

=  Oracle Identity Management 11g Release (11.1.1.9)

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP directories,
refer to Oracle WebLogic documentation set.

Note: You also need ODSM to load the users into LDAP and manage
them

Java:

= JDK 1.7+ 64 bit

IMPORTANT: If there is an existing WebLogic installation on the
server, you must upgrade it to WebLogic 10.3.6. All middleware

components associated with WebLogic server should be upgraded to
11.1.1.9.

Optional (required for SSO)

=  Oracle WebTier 11g (11.1.1.9)
Oracle Access Manager 11g Release 2 (11.1.2.2)
Note: A separate WebLogic 10.3.6 installation is required for
Oracle Access Manager 11g.

®  Oracle Access Manager Agent (WebGate) 11g Release 2 (11.1.2.2)
Optional (required for Operational Insights)

=  Oracle Business Intelligence Enterprise Edition (OBI EE)
11.1.1.9.0

Note: It is mandatory to configure SSO in production
environment with the above mentioned tech stack if you are
planning to use Operational Insights. SSO must be configured for
both the ReSA Application and OBIEE

Installation Guide 3



Verify Single Sign-On

Verify Single Sign-On
If ReSA will not be deployed in a Single Sign-On environment, skip this section.
If Single Sign-On is to be used, verify that Oracle Access Management 11gR2 version
11.1.2.2 has been installed along with the components listed in the above Application

Server requirements section. Verify the HTTP Server is registered with the Oracle Access
Manager (OAM) 11gR2 as a partner application.

Note: The Single Sign-On (SSO) implementation for Oracle
Retail Sales Audit (ReSA) Operational Insights dashboards
and reports is mandatory in production environments
because it has contextual BI reports and in context launches
into ReSA screens apart from dashboard reports. Because
accessing the Operational Insights reports from the ReSA Ul
in the absence of SSO poses a security risk, the use of
integrated Operational Insights reports in RESA Ul without
SSO is not supported in this release. In the absence of SSO,
the ReSA Operational Insights dashboard can be accessed in
a standalone Oracle Business Intelligence Enterprise Edition
(OBIEE) environment. The use of the Operational Insights
contextual reports in a standalone OBIEE environment is not
supported due to dependencies on ReSA input parameters.

Check Supported Client PC and Web Browser Requirements

Requirement Version
Operating system Windows 7 or 8
Display resolution 1280x1024 or higher
Processor 2.6GHz or higher
Memory 1GByte or higher
Networking intranet with at least 10Mbps data rate
Oracle (Sun) Java Runtime Environment 1.7+
Browser Microsoft Internet Explorer 11
Mozilla Firefox ESR 45

Configure Mozilla Firefox ESR 45

If you are using Firefox 38, you need to configure the browser to display the list of values
pop ups correctly.

1. Open your Firefox browser and type in your address bar as follows:
about:config

2. A warning dialog is displayed. Accept the warning.
A list of configuration values is displayed.

3. Locate the browser.link.open_newwindow property, right-click on it, and select
Modify.
Change the value to 2.

5. Close and re-start the browser.

4 Oracle Retail Sales Audit



Supported Oracle Retail Products

Supported Oracle Retail Products

Requirement Version
Oracle Retail Active Retail Intelligence 14.1
(ARI)

Oracle Retail Merchandising System (RMS) | 14.1.3

Oracle Retail Invoice Matching (RelM) 1413

Oracle Retail Store Inventory Management | 14.1.3
(SIM)

Oracle Retail POS Suite with Mobile Point- | 14.1.3
of-Service

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.

Installation Guide 5
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RAC and Clustering

Oracle Retail Sales Audit has been validated to run in two configurations on Linux:

= Standalone WLS and Database installations

= Real Application Cluster Database and WebLogic Server Clustering

The Oracle Retail products have been validated against a 12.1.0.2 RAC database. When
using a RAC database, all JDBC connections should be configured to use THIN
connections rather than OCI connections. It is suggested that if you do use OCI
connections, the Oracle Retail products database be configured in the tnsnames.ora file
used by the WebLogic Server installations.

Clustering for WebLogic Server 10.3.6 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a RAC 12.1.0.2 Oracle
Internet Directory database with the WebLogic 10.3.6 cluster. It is suggested that a Web

Tier 11.1.1.9 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

*  Oracle® Fusion Middleware High Availability Guide 11g Release 1 (11.1.1) Part
Number E10106-09

=  Oracle Real Application Clusters Administration and Deployment Guide
12¢ Release 1 (12.1) E48838-08

Installation Guide 7
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Database Installation Tasks
ReSA Schema

The ReSA database objects are installed with the RMS database schema. RMS 14.1.3
database install is a prerequisite for ReSA 14.1.3 installation.

Installation Guide 9
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 11g Release 1 (10.3.6) with
the patches listed in the Chapter 1 of this document and Oracle ADF 11g Release 1
(11.1.1.9).

If Oracle Forms 11g has been installed in the same WebLogic being used for this
application, a domain called ClassicDomain is installed. You may choose the same Oracle
Middleware Home and install ADF component and apply the patches listed in Chapter 1
in the same location.

Note: If applying 14.1.3 patch to an existing 14.1 ReSA, you
may use the existing ReSA domain which has been already
set up in Weblogic/ADF with 14.1 ReSA installations.

These are the other prerequisites before installing the ReSA application:

= Install required RCU database schemas for OPSS and MDS. You may use existing
OPSS and MDS schemas if applying the patch 14.1.3 to an existing 14.1 ReSA install.

= Install ADF

= Install Weblogic domain with ADF and em. Create a managed server in the same
domain and extend ADF libraries to the managed server.

= Set up OPSS schema Datasource in WebLogic domain

= Setup Loading policies into Database

= Set up MDS schema Datasource in Weblogic domain

= Register the MDS repository.

= Configuration of OID Authenticator in WebLogic domain
* Load LDIF files in LDAP to create Users and Roles

It is assumed Oracle database has already been configured and loaded with the
appropriate RMS and ReSA schemas for your installation.

MDS schema, OPSS schema and other required schemas for ADF must be created using
RCU 11.1.1.9 utility. Steps to create the schemas are explained in the below section.

Installing a separate domain as part of ADF configuration is recommended.

The Oracle Retail Sales Audit application is deployed to a managed server which is
created inside the new domain (example: Appdomain). This managed server must be
created with ADF libraries explained in the below section “Create a New Domain with
managed server and configure it with ADF”.

Expand the ReSA Application Distribution

To expand the ReSA application distribution, complete the following steps.

1. Log into the UNIX server as the user who owns the WebLogic installation. Create a
new staging directory for the ReSA application distribution (resal4application.zip).

Example: /u00/webadmin/media/resa

This location is referred to as INSTALL_DIR for the remainder of this chapter.
2. Copy resal4application.zip to INSTALL_DIR and extract its contents.
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Example: unzip resal4application.zip

Install RCU Database Schemas

The RCU database schemas are required to install the ReSA application and for the ADF
installation and configuration of a domain.

The following steps will show you the creation of the database schemas required:

1. Download the RCU 11.1.1.9 zip file and extract it to a new folder named RCU

11.1.1.9. This folder (RCU 11.1.1.9) is used as RCU_HOME for the remainder of this
guide. You may use a Windows version of RCU to create the schemas.

2. Go to <RCU_HOME>\BIN and double click rcu.bat.

Repository Creation Utility - Welcome
1 Q‘-D ORACLE 11 g
Welcome k/}’ FUSION MIDDLEWARE

@) Welcome
T
|

Create Repository . . . .
T Welcome to Repository Creation Utility for Oracle Fusion Middleware.

The Repository Creation Utility enables you to create and drop component schemas that are part of
Oracle Fusion Middleware

["] Skip this Page Next Time

Messages:

Help Mext = Cancel
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3. Click Next.

Repository Creation Utility - Step 1 of 7 : Create Repository

OoORACLE’

FUSION MIDDLEWARE 1 1

Create Repository

 Welcome
(3) Create

I
e Create Repos itor .
e i ¥ Create and load component schemas into a database.

(O brop
Remove component schemas from a database

+ Database Connection Details
I
I
I
I

Messages:

| Help ‘ < Back " Mext = Cancel
4. Select Create and click Next.

Repository Creation Utility - Step 2 of 7 : Databas f Connectlon Details

Database Connection Details y OR LE 11g

FUSION MIDDLEWARE

Database Type: |Orac\e Database '|
Create Repository
Database Connection Details

Host Mame: |hostname |

2elect Lomponents P
Select Components For RAC database, specify VIP name or one of the Node name as Host name.

For SCANM enabled RAC database, specify SCAM host as Host name.

Fart [1521 |

Service Name: |senr|cename |

._._._._(__(:__}_.

Username: |SYS |
User with DEA or SYSDBA privileges. Example:sys

Fassword |u"-uu |

Role: [svspEa M|
One or more components may require SYSDBA role for the operation to succeed.

Messages

| Help | ‘ < Back " Mext > Cancel
5. Enter all the fields as explained below and click Next:

a. Host Name: Database server host name which Application will use.(example:
DBHostname)

b. Port: Database port (example: 1521)

c. Service Name Database name (example: DBName)
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d. Username: SYS
e. Password: <SYS password>

6. Prerequisite requirements are verified and the following screen is displayed.

Repository Creation Utility, - Checking Prerequisites

Checking Global Prerequisites

% Initializing repository configuration metacdata 00:01.317(sec)
% Obtain properties of the specified database 00:00. 100(ms)
% Check reguirement for specified database 00:00.703(ms)
o Execute pre create operations 00:00.101(ms)
| |

Operation completed. Click OK to continue to next page.

7. Click OK. The following screen is displayed.

!Repository Creation Utility - Step 3 of 7 : Select Components =] E3

ORACLE" g
Select Components -
FUSION MIDDLEWARE

A Prefix groups the components associated with one deployment

I () Select an existing Prefix
/I\

i Database Connection Details (8) Create a new Prefix RESAIC |
I

e Select Components Prefix can contain only alpha-numeric characters. Prefix should not

I start with a number and should not contain any special characters.

I Component Schema Owner |
I =0 0racle AS Repasitory Camponents

T 0 AS Common Schemas

#[ ldentity Management
EOvehCenter Content

#[ Oracle Data Integrator

#[ Oracle Business Intelligence

0 weblLogic Communication Services
FHO504 and BPM Infrastructure

#H[] webhCenter Portal

#H[JPortal and Bl

#H[] Oracle Social Network

Meszages:

Help < Back Cancel
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8. Expand “AS Common Schemas” and select Metadata Services and Oracle Platform
Security Services checkboxes as shown below:

!Repnsitnry Creation Utility - Step 3 of 7 : Select Components

ORACLE’ g
Select Components _——————
FUSION MIDDLEWARE
A Prefix groups the components associated with one deployment.
-':'- Select an existing Prefix
.:, Datahase Connection Details (&) Create a new Prefix RESAIG
I
@ Select Components Prefix can contain only alpha-numeric characters. Prefix should not
I startwith a number and chould not contain any special characters.
v Schema Passwords
Component Schema Crwner |
E00racle A5 Repository Companents ||
SIEAS Comrnon Schemas
I¥i i etadata Services RESAIG_MDS
O Audit Services [F0]
O Audit Services For OES 1ALOES
CEmerprise Scheduler sendce E55
[¥ Dracle Platform Security Senvices RESAIG_OPSS
®OIdentity Management
E[ WebCenter Content
EOracle Data Integrator
#H[] Oracle Business Intelligence
O WeblLogic Communication Services
FHO504 and BPM Infrastructure
WebCenter Portal
®EOPortal and BI =
#[ Oracle social Metwork [ |
Messages
Help = Back || Mext = Cancel

9. Click Next.

HRepusitury Creation Utility - Checking Prerequisites

Checking Camponent Prerequizites

% Metadata Senvces Q000 10adms)
% Oracle Platform Security Services D000, 1000ms)

Operation completed. Click QK. to continue ta next page.

10. Click OK.
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11. Enter and confirm your password

Note: Make a note of the password you give here as it will
be used later.

Repository Creation Uk

Step 4 of 7: Schema Passwords

Schema Passwords

ORACLE 11
FUSION MIDDLEWARE

N
>

Select Camponents
Schema Passwords

IMap Tablespaces

C—(—€— T —

Pleaze enter the passwords for the main and additional (auxiliaty) schema users. Password can contalh
alphabets, numbers and the following special characters: §, #, _ Password should not start with a number
ar a special character.

(=) Use same passwords for all schemas

Password |- ] |

Confirm Password |nun| |

(") Use main schema passwords for auxiliary schemas

() Specify different passwords for all schemas

Component Schema Ouner Schema Password Canfirm Password

Mezszages

< Back ” Mext = Cancel

12. Click Next.
13. Click Next.

!Repositury Creation Ul

Map Tablespaces

¥ - Step 5 of 7 : Map Tablespaces

ORACLE 1 1g

FUSION MIDDLEWARE

=
s

tchema Passwords
Map Tablespaces

Summary

c—e-1@e—c—

Choose tablespaces for the selected components. The default and temporary tablespaces are specified in
the table below:
To create newtablespaces or modify existing tablespaces click the 'Manage Tablespaces' button.

Component Schema Owner
Metadata Services RESAIG_MDS
Qracle Platform Secu... |RESAIG_QPSS

Default Tablespace
TRESAIG_MDS
TRESAIC_LAS_OP3S

Temp Tahlespace
TRESAIG_ 145 _TEMP
TRESAIC_LAS _TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation

anage Tablespaces

Mezzages

Help

= Back Mext = Cancel
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14. Click Next.

EREpusiturr Creation Utility - Confirmation

)

Any tablespaces that do not already exist inthe selected schemas
will be created.

Click OF. 1o create tablespaces.
Click Cancel to return to the wizard.

Ok

| | Cancel

15. Click OK.

gRestitory Creation Utility - Step 6 of 7 : Summary

Summary

ORACLE’ 1 g
FUSION MIDDLEWARE

[_[O]x]

Welcome

—

Database details:

i Create Repository Host Mame: msp5264Z. us.oracle.com
T Part: 1521
T Database Connection Details Service Name: OOLSPLSEMW
[ Select Components Conne;tec.i e s
T Operation: Create
T SR PR ESRITEE Prefix for {prefixable) Schema Owners:RESAIC
¥ Map Tablespaces
\'_, Summary Component Schema Owner Tablespace Type Tablespace Mame
I Metadata Services RESAIC_MDS Default RESAIC_MDS
Temp RESAIC_IAS_TEMP
Additional Mane
Oracle Platform Security Services RESAIC_OPSS Default RESAIC_IAS_OPSS
Temp RESAIC_IAS_TEMP
Additional Mane
Help | <Back  Creae | [ cancel |
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16. Click Create. This will create the selected database schemas.

gRepusitnry Creation Utility - Create

Repozitory Create in progress,
(5| Metadata Services Qo022 10(sec)
Oracle Platform Security Senvices 0
Execute post create operations 0
|
| stop_|

17. The following Completion Summary screen is displayed on a successful schema
creation.
M[=] E3

!Repusitury Creation Utility - Step 7 of 7 : Completion Summary

) ORACLE’ g
Completion Summary FUSION MIDDLEWARE

Database details:
Host Mame: msp52642.us.oracle.com
Port 1521
Service Mame: QOLSPLSFRW
Connected As sys
Operation: Create
RCU Logfile: Simpjlogdir.2014-10-14_01-32frcu.log
Component Log Directory:  ftmpflogdir.2014-10-14_01-32
Execution Time: 29 seconds
* Prefix for {prefizable) Schema Owners:RESAIG
I
'« Completion ¥
Compaonemnt Status Logfile Time
Metadata Services SUCCess mds.log 00:10.500{zec)
Oracle Platform Security Services Success apss.log 00:14.508isec)
Help Close

The above procedure can be used to create database schemas for OID (Oracle Internet
Directory) using the OID database information.

Install and configure ADF 11.1.1.9
Follow the steps below to install ADF.
1. Download the ADF installation zip and extract it to a stage location.

2. Set the environment variables below:

export JAVA HOME=<location of JDK>
export PATH=$JAVA HOME/bin:$PATH

18 Oracle Retail Sales Audit



Install and configure ADF 11.1.1.9

3. Execute the installer command under <ADF_STAGE>/Disk1 as below:
./runinstaller —jreLoc <JAVA HOME>

4. The Welcome screen is displayed. Click Next.

© Oracle Fusion Middleware 11g Application Developer Installation - Step 1 of

Welcome

| Welcome
Install Software Updates
Prerequisite Checks
Installation Location
Application Server

Installation Sum mary

Installation Prog

e55

€€ €—€—€0

Installation Complete

| Hee

FUSION MIDDLEWARE

-

‘Welcome to the Oracle Fusion Middleware 11g Application Developer
Installer version 11.1.1.5.0.

This installer can be used to install a new Oracle Application Developer
Oracle Home, or to patch an existing Oracle Application Developer
Oracle Home.

If you are installing a new Oracle hame:

# Make sure you have installed a supported version of Oracle
WeblLogic Server 11g or IEBM WebSphere.

# If the products you are installing require database schemas, make —
sureyou have created these schemas inyour database.
For mare information, see the Oracle Fusion Middleware Installation

Planning Guide.

[«

Copyright {c) 1996, 2015, Oracle and/or its affiliates. All rights reserved.

MNext = | | Cancel

|Elapsed Time: Om 44s
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5. Select Skip Software Updates and click Next.

© Oracle Fusion Middleware 11g Application Developer Installation - Step 20 _ x

Install Software Updates ORACLE 11g

. FUSION MIDDLEWARE

I
B

Welcome

5 Skip Software Updates
1 Skip Software Updates ~

() Search My Oracle Support for Updates
Prerequisite Checks

Installation Lacation
Application Server
Installation Summary () search Local Directory for Updates

Installation Progress

C—C——€—€——€——€ €

Installation Complete

| Help | | < Back " ﬂext>‘ | Cancel |

| [Elapsed Time: 2m 195
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6. Click Next.

© Oracle Fusion Middleware 11g Applicgtjon Developer Installation - Step 30 — x

i DR’ACLE
Prerequisite Checks
FUSIDN MIDDLEWARE
¥ Welcome Selectior{ Check | Progress | Status |
I Skip Software Updates Checking operating system certific... 100% v
e
i) Prerequisite Checks Checking recommended operating... 100% s
T
+ Installation Lacatian Checking kernel parameters 100% 4
+ Application Server Checking Recommended glibc ver... 100% v
+ Installtion Summan Checking physical memory 100% W
|
I Installation Progress
|
~ Installation Complete
+ Checking operating system certification
+ Checking recommended operating system packages
+ Checking kernel parameters
+ Checking Recommended glibc version =
l+| Fl L Lei L i 1 3
| Help | | < Back " Next = | | Cancel |
| [Elapsed Time: 3m 295
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7. Enter the details as below:

Oracle Middleware Home = <This should be the Middleware Home location where
Weblogic has been installed>. For example: /u00/webadmin/product/wls_resa

Click Next.

© Oracle Fusion Middleware 11g Application Developer Installation - Step 4 of 8 (on msp52651) !E E

ORACLE’ 1 1

Specify Installation Location
FUSION MIDDLEWARE

il

¢ Welcome
Skip Software pdates
Prerequisite Checks

| Installation Location

Application Server
Installation Summary Oracle Middleware Home: iabadminl.fproductl."wis_resa|:| | Erowse

Installation Progress

€ —

Installation Complete

The Oracle home will be created under the Oracle Middlewars Home location
with the given name.

| Help < Back " Next = | Cancel

| |Elapsed Time: 3m 19s

22 Oracle Retail Sales Audit



Install and configure ADF 11.1.1.9

8. Select WebLogic Server and click Next.

O Dracle Fusion Middleware 11g Application Developer Install. n - Step 5 of 8 {(on msp52651) M= I

OoRACLE" 118’

FUSION MIDDLEWARE

Application Server

Welcome

Skip Software Updates
WeblLogic Server

Prerequisite Checks

Installation Location
| Application Server

Installation Summary

Installation Progress

L O

Installatio

Complete

WLS installation detected, WebLaogic Server support available in this Middleware
Home.

| Help | < Back || MNext > | | Cancel

| [Elapsed Time: 4m 293

9. Click Install.

Q) Oracle Fusion Middleware 11g Application Developer Installation - Step & of 8 {on msp52651)

Installation Summary ORACLE 11

FUSION MIDDLEWARE

Welcome = Install Oracle Application Developer
] Directory Details

Skip Software Updates
liddleware Home Location: fud0fwebadmin/product/wis_resa
IBCErEqUIS TelEhecles) Oracle Home Location: ful0/fwebadmin/product/wis_resa/oracle_co
Application Server Type: WebLogic Server
pplication Server Location: fuddfwebadmin/product jwis_resa
isk Space
equired: 1080 MEB
vailable: 336332 MB
Applications

“-Oracle Enterprise Manager

Installation Location
Application Server
| Installation Summary

Installation Progress

(e~ —€

Installation Complete

Save Response File: Save

To change this configuration before installing, select the topic you want to
change inthe pane onthe left.

Tao install this configuration, select Install.

| Help = Back | Install || Cancel

| |EIapsedTime:5m 19s
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10. Click Next.

© Oracle Fusion Middleware 11g Application Developer Install

Installation Progress

Skip Software Updates

Prerequisite Checks

Installation Location

Application Server

Installation Summary

-

e Installation Frogress

IO

ion - Step 7 of 8 {on msp52651)

OoRACLE

- FUSION MIDDLEWARE 1 1g

100% |

Progress

Completed ..
Install Log fudd/oralnventory/logs/finstall2014-10-14_02-01-18AM.log

Installation Successful.
Starting execution of post install scripts

Execution of past install scripts completed

More Flexibility

| MNext = |

| Cancel

|Elapsed Time: 9m 9s

11. Click Save to save your installation details and click Finish.

© Oracle Fusion Middleware 11g Application Developer Install

Installation Summary

Welcome

Skip Software Updates
Prerequisite Checks
Installation Location
Application Server

I Installation Summary

Installation Progress

(e~~~ —¢

Installation Complete

| Hep

- Step 6 of &

ORACLE’ 11 g
 FUSION MIDDLEWARE

I
b

=t Install Oracle Application Developer
}.. Directory Details

liddleware Home Location: fscratch/ul0/webadmin/product /wis_allg
racle Home Location: fscratch/ul0/webadmin/product fwis_alloc/a
pplication Server Type: WebLogic Server
pplication Server Location: fscratchful0 /webadmin/product/wis_all
Disk Space
Required: 1275 ME
vailable: 7668392 MB
[=1-Applications

“-Oracle Enterprise Manager

«

»

Save Response File: Save

Tao change this configuration befare installing, select the topic you want ta
change in the pane an the left.

Tainstall this configuration, select [nstall.

= Back | Install || Cancel
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Create a New Domain with Managed Server and Configure it with ADF

To configure a new domain with a managed server and configure it with ADF libraries,
follow the below steps:
1. Set the environment variables:

export JAVA HOME=<JDK_HOME>
export PATH=$JAVA HOME/bin:$PATH
export ORACLE_HOME=<WLS HOME>/oracle_common
(Example:/u00/webadmin/product/fnw/WLS_resa/oracle_common)
cd $ORACLE_HOME/common/bin

2. Run the following command:

./config.sh
3. The Welcome screen is displayed.
4. Select Create a new WebLogic domain and click Next.

n Fusion Middleware Configuration Wizard (on msp52651) M= =

Welcome

ORACLE’

® Create a new WebLogic domain

Create a WebLogic domain in your projects directons

O Extend an existing WeblLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

[ ] (e ]
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5. Select the components shown in the screenshot below and click Next.

E Fusion Middleware Configuration Wizard {on msp52651)

Select Domain Source

ORACLE’

| ® Generate a domain configured automatically to support the following products:

|Orac|e Enterprise Manager - 11.1.1.0 [Dracle_commnn]l
[ Cracle WsM Policy Manager - 11.1.1.0 [oracle_cammon]

[ Cracle JRF WebServices Asynchronous services - 11.1.1.0 [oracle_common]
Qracle JRF - 11.1.1.0 [oracle_comman]
[ Basic WebLogic SIP Server Domain - 10.3.6.0 [wiserver_10.3]

[1 Oracle Platform Security Service for Audit - 11.1.1.0 [oracle_common]
[1webLogic Acvanced Web Services for JAX-RPC Extension - 10.3.6.0 [wiserver_10.3]
[1WebLogic Advanced Web Services for JAX-WS Extenszion - 10.3.6.0 [wiserver_10.3]

( Base this domain on an existing template

6. Domain name: <RESADomain> (you may provide the name of the domain here).
Click Next

E Fusion Middleware Configuration Wizard {on msp52651) [_ o]

Specify Domain Name and Location

ORACLE’
Enter the name and location for the domain and its applications:
Domain name: | RESADomain |
Cromain location: | Julldfvebadming product fads_resafuser_projects/domains | | Browse ‘
Application location: | Fuldjwebadmingproduct fnds_resafuser_projects/fapplications | | Browse ‘
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7.
password).

User password=<password>

Enter ‘User password’ value and ‘Confirm user password’ value (same as user

Confirm user password=<password>

Click Next

ﬂ Fusion Middleware Configuration Wizard {on msp52651) M= E

Configure Administrator User Name and Password

ORACLE

" Discard Changes

Thame: | weblogic|

*User passward: | kbbb

*Confirm user password: | ittt

Drescription: | Thiz useris the default administrator.

8.

Select Production Mode. Click Next.

£ ] Fusion Middleware Configuration Wizard {on msp52618) [_ O]

Configure Server Start Mode and JDK

ORACLE’

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic
'Securing a Production Environment' in the WeblLogic Server documentation

‘WeblLogic Domain Startup Mode

JDK Selection

(") Development Mode

Utilize boot properties for username
and password and poll for applications
to deploy.

Sun JDK recommended for better starup
petrformance during iterative
development.

(® Production Mode

Require the entry of a username and
password and do not poll for
applications to deploy.

‘WebLogic JRockit JDE recommended for
better runtime performance and
management.

® Available JDKs
Sun SDK 1.7.0_121 @ /scratch /ud0 /webadmin/prod

[« 0

() Other DK

Location: |:|
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9. Select Administration Server, Managed Server, Clusters and Machines and
Deployments and Services and then click Next.

E Fusion Middleware Configuration Wizard {on msp52651)

Select Optional Configuration

ORACLE’

Administration Server
Modify Settings

Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

Deployments and Services
Target to Servers or Clusters

[ RDEMS Security Store
Modify Settings

10. Enter the Listen port and click Next.
= Listen port: 23301 (This port must be an open port on the server)

E Fusion Middleware Configuration Wizard {on msp52651) M= B3

Configure the Administration Server

ORACLE’
" Discard Changes
*Mame: | AdminServer ‘
*Listen address: | All Local Addresses |~ ‘

Listen part: | 23301 |

S5L listen port: | ‘

ssLenabled: [
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11. Click the Add button for creating a managed server.

E Fusion Middleware Configuration Wizard (on msp52651) M= B
Configure Managed Servers
ORACLE’
Q. Add 3 {7, Discard Changes J Switch Dizplay
Name® Listen address™ Listen port 35Llisten port S3L enabled

12. Enter in the name of the managed server — listen address and listen port. Again be
sure to select a port that is not already in use.

E Fusion Middleware Configuration Wizard {(on msp52651}) M= B

Configure Managed Servers

ORACLE’
Q. Add 3 Delete 7 Discard Changes Jg\n’itch Display
Mame® Listen address™ Listen port S5L listen port 55L enabled
=+ 1| resa-server] " All Local Addresses 4 " 23303 " ‘ O
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13. Click Next.
ﬂ Fusion Middleware Configuration Wizard (on msp52651) [ (O] <]

Configure Clusters

ORACLE’
Q. Add W ) Discard Changes J Switch Display
Mame™ Cluster messaging mode Multicast address Multicast port Cluster address

14. Add the machine information as a UNIX machine. Make sure that the port specified
for the Node Manager Listen port is not already in use and click Next.

@l Fusion Middleware Configuration Wizard - X
Configure Machines
ORACLE
Machine Unix Machine ‘
Q. Add % Delete 7 Discard Changes
Mame* Post bind GID e.. Postbind Q.. Postbind UID e.. Post bind U... Mode manager listen... Mode manager list...

% 1 hostname | O O |nobody | Iocahost | 5556

30 Oracle Retail Sales Audit



Create a New Domain with Managed Server and Configure it with ADF

15. Assign the servers to the UNIX machine and click Next.
[E) Fusion Middleware Configuration Wizard (on msp52651) [_ (D] x|

Assign Servers to Machines

ORACLE’

Select a machine in the right pane. Then select the server(s) in the left pane and assign them to the machine by clicking the right arrow
buttan.

Server hachine
"7 Unix Machine

£l msp52561
@ reza-server

AdminServer

16. Add the ADF libraries and applications to the resa-server and click Next.
E Fusion Middleware Configuration Wizard {on msp52651) [_ [ x|

Target Deployments to Clusters or Servers

ORACLE

Select clusters or servers in the left pane. Then check applications inthe right pane to target them to the selected clusters or servers.

Target

Feza-server

] Server
& Adminserver
“® resa-server

Deployments

= 1 Application
Fhui Welcome Page Application#11.1.0.0.0
DMS Application#11.1.1.1.0
] wisil-nds
em

= M Library
oracle biadf. model slib#1.0811.1.1.2.0
oracle biadf wiew.slib#1.0@11.1.1.2.0
oracle biadf webcenter slib#1.0@11.1.1.2.0
oraclessm.seedpolicies#11.1.1@11.1.1
oraclejsp.next#11.1.1@11.1.1
oracle.dconfig-infra®#11@11.1.1.1.0
orailfn-adf#11@11.1.1.1.0
oracle.adf.dconfigbeans#1.0811.1.1.2.0

oracle pudgen#ll 1.1@11.1.1.2.0

oracle jrf.zystem filter

Target

AdminServer,resa-s

AdminServer,resa-s..
AdminServer,resa-s..

Adminserver,resa-s.

AdminServer,resa-s..
AdminServer,resa-s..

Adminserver,resa-s.

AdminServer,resa-s

AdminServer,resa-s..
AdminServer,resa-s..
Adminserver,resa-s. .
AdminServer,resa-s..
AdminServer,resa-s..

AdminServer,resa-s..

Ol

| |Qnse|ectAII | | Dizcard Changes
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17. Add the ADF Startup Classes to the resa-server and click Next.

) Fusion Middleware Configuration

ard {on msp52651)

Target Services to Clusters or Servers

= B3

ORACLE’

Select clusters or servers in the left pane. Then check services in the right pane to target them to the selected clusters or servers.

Target

Feza-server

] Server
hAdminSer\ter
“® resa-server

Service
=] [ shutdawn Class
[ JoC-Shutdown
DhEShutdown
=] [ startup Class
[#] IRF Startup Class
JPS Startup Class
ODL-Startup
AWT Application Context Startup Class

M Framewark Startup Class
Web Services Startup Class
JOC-Startup
DME-Startup
=] ] WLDF System Resource

Mo dule-FMWDFW

Target

AdminServer,resa-server

AdminServer,resa-server

AdminServer,resa-server
AdminServer,resa-server
AdminServer,resa-server
AdminServer,resa-server
AdminServer,resa-server
AdminServer,resa-server
AdminServer,resa-server

AdminServer,resa-server

AdminServer,resa-server

| |gnse|ectAII | | Discard Changes

18. From the Configuration Summary screen, click Create.

E Fusion Middleware Configul

Configuration Summary

Cromain Summary

Summary Wiews:
| Deployment

=[] Server
= [ AdminServer
= [ Service
=[] Shutdown Class

=[] Startup Class

[ obL-startup

[ Joc-startup
[ omMs-startup

= Deployments

hoEm s .

[

] RESADomain (quDf\m\ebadminfproductf\/\ds_reslz

[ Joc-shutdown
[ omMsshutdown

D JRF Startup Class
D JPS Startup Class

D AWT Application Context Stal
D M Framewnark Startup Class
D Web Services Startup Class

=[] WLDF System Resource
[ Module-FMwDFw

ion Wizard (on msp52651) [_ O]
Click on an item in the Domain Summary pane on the left to inspect its attributes
in the Details pane below. Youw can make limited adjustments by clicking Previous

| - | to return to a prior panel. If everything is satisfactory, click Create.
Dietails
Attribute Walue
Mame Basic WeblLogic Server Domain E
Description  Create a basic WeblLogic Server domain without installing samp
Author Cracle Corporation
Location fecratch/ul0 fmebadmin/product fuds_resafudserver_10.3/col
Mame Cracle Enterprise Manager
Description  Enterprize Manager
Author Cracle Corporation
Location fecratch/ul0 fmebadmin/product fuds_resaforacle_common/c
Mame emasTemplate
Description  emas plugin Template
Author Cracle Corporation
Location fecratch/ul0 fmebadmin/product fuds_resaforacle_common/c
Mame Oracle WebCenter EM
Dezcription  This template will install oraclewebcenter.composer shared libi
Author Cracle Corporation
Iz‘ Location ,"scratch.."uDD.."\n/ebadmin.."product;’\uds_resa,."oracle_commonfcli‘
B @ | D)
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19. When the domain is successfully created, the following screen is displayed. Click
Done.

E Fusion Middleware Configuration Wizard {on msp52651) M= B3

Creating Domain

ORACLE’

Progress:

[ 100%

Preparing...

Extracting Domain Contents.

Creating Domain Security Infarmation...
Saving the Domain Infarmation...
Staring Damain Information

String Substituting Domain Files...
Performing O5 Specific Tasks...
Petforming Post Domain Creation Tasks
Domain Created Successfully!

Domain Laocation: fuli fwebadmin/product fuds_resafuser_projects/domains /RESADOm aih
Admin Server URL: http:/fmsp52651:23301

ORACLE"

[ ][ en ] [Eceviouz][pone ]

Start the Node Manager

1. Start up the nodemanager. Edit the nodemanager.properties file at the following
location with the below values:

$WLS_HOME /wlserver_10.3/common/nodemanager/nodemanager.properties
= StartScriptEnabled=true
*  StartScriptName=startWebLogic.sh.

2. After making changes to the nodemanager.properties file, NodeManager must be
restarted.

Note: The nodemanager.properties file is created after
NodeManager is started for the first time. It is not available
before that point.

3. Start WebLogic Server from the <DOMAIN_HOME> /bin

Example:
/u00/webadmin/product/wls_resa/user_projects/domains/RESADomain/bin/sta
rtWebLogic.sh

4. Create boot.properties file under
<DOMAIN_HOME-> /servers/<AdminServer>/security

The file ‘boot.properties” should have the following;:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is
given at the time of domain creation.
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5. Save the boot.properties file and restart the WebLogic server.
6. Login to the Admin console of the Domain

Example: http:/ /<HostName>:<Adminport>/console

ORACLE

WebLogic Server® 11g
Administration Console

Walcome

Lasg in o werk with the Weblogic Server domain

mw

OIRACLE Weblogic Server® Administration Consals _

View changes and restarts mmimmm
Click the Leck & Edit bution 1 moddy, 584 or Hinken.
delete items i s dommn. % ]
Hume Page
I ook & £t -
L= SR e — Inf and
| Fslease Confgis sbon
Helpiul Took Geriverisl Enformatscn
Dommain Struciuee »  Coafigure spplcatioes v Comemon Sdranistrason Task Descripbions
?m * Conhgare GadLink for RAC Data » Fead the documentstion
m Eaurce » Aak 5 question b My Drads Support
[~ Cieplyments # Recent Task Status
[ | *-W & sk Gobtthan Qv
b Secunity Resims St your console preferences
# fetereprrabt * Cunche Erterprie Masager
- Cepanitics
Cramain Servees Inberogeeratalaty
& Domsn & Messaging & WTC Servers
* M5 Servers + Joit Comnertisn Pocis
Eremnnament = Store-god-Formand
Agents
& Tareers Cragmoati
=]
Howr o Lo : . zﬂnﬂu + LogFls
L] Services
o Searth the comfigeration = Virtusl Hoas » Daagronte Modaded
Ll m
& Use Bhe Change Cenber = Hagratable Targets = Deagnoshc Dmages
= Recond WLST Sorpts = Cohevence Servers = Daka Searves: = Regued Pefarmmce
o hange Console preferences + Cohermace Chusters . o Archive
“
& Mpnsge Console extenuons & Hachines. & XML Registries & Combext
" 1 - el E ey
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Start the Managed Server

To start the managed servers, complete the following steps.

1. After the Node Manager is started, the managed servers can be started via the admin

console.

2. Navigate to Environments > Servers. Click the Control tab and Select <app-server>.
3. Click on ‘Start’ to start the selected <app-server>

ORACLE weblogic Servor® Administraticn Console

Change Cenber
View changes sef restarts

Click tha Lock & Edie button 1o modify, add or
defehe ibems i ths. domaen.

Seoaty REms
= - Imteraperabdity
= Capgnostics

Warwi o 1o

= S and W00 S

» Shat Hanaged Servers from the
Admanesiration Cadsnle

» Seact Fahaged Sanr i Adn mode
» Seart Managed Sorvers in 8 chemter

& Configuew the domsin-wade sdmimntraton
21

0 v Lo Out Preferescen B mecod ielp | -y
e+ mmeesary of Sereers
Swmisiory of Sorwiis

Combgurmtn  Control

P [iaged 0 CRE T SEa f the SETVERT i DN WEbLEgi Satver demnain. Conlral parataoas £ MISET6] SEMEn rafiine Snng the liods Hansosr,

e
Saartng Managed Servery mn ftasdly mode reguines e domam-wide sdmeatiation port
]

[ Castoimiee this talde

Sorenns (Fillened - More Columas Exin}

A

W e, webihoger  [ierted 10, RESAD{=ha

| Status of Last Acticn

Shoring S0 30l 3 Provieus | ext

Shiwing 1102 4f 2 Preveous | Mest

<
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Set up OPSS Schema Datasource in WebLogic domain

Follow the below steps to set up the datasource with OPSS schema in WebLogic domain.
1. Login to the Admin console.

ORACLE WebLogic Server® Administration Console o

Change Center & Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: RESADomain
View changes and restarts Home, >Summary of
Click the Lock & Edit button to modify, add or Summary of Environment

delete items in this domain.
Lock & Edit WebLogic Server can host your applications on multiple server instances, each of which can run on a different computer and speify its own network address. You

- can also group servers into dusters to ensure that your applications are always available even if one server instance fails.
Release Configuration

Use this section of the Administration Console to create, configure, and control servers and dusters.
Domain Structure

Section Description

Servers A server is an instance of WebLogic Server that runs in its owin Java Virtual Machine (JVM) and has its own configuration.

A duster is a deployment in which multiple WebLogic Server instances (servers) run simultaneously and work together to provide increased
Clusters scalability and reliability. A cluster appears to dients to be a single WebLogic Server instance. The servers that constitute a cluster can run on
the same machine, or be located on different machines.

Avirtual host is a set of host names to which WebLogic Server instances (servers) or clusters respond. When you use virtual hosting, you use
Virtual Hosts | DNS to specify one or more host names that map to the IP address of a server or dluster. You also specify which Web applications are served
by each virtual host.

Diagnostics

Q";E;ﬁble A Migratable Target is a target that is active on at most one server of a cluster at a time.
Coherence B . : 4 P
Servers A Coherence server is a stand-alone cache server, a dedicated VM instance responsible for maintaining and managing cached data.
A Coherence duster is a group of Coherence nodes that share a group address which allows them to communicate. Coherence nodes can be
Coherence applications, modules, or application servers (WebLogic Server instances o stand-alone cache servers). Coherence clusters enable
P — = Clusters applications to share data management and caching services among server instances and dlusters hosting the applications that need access
to them.

+ Create Managed Servers A machine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers). WeblLogic Server uses

« Start and stop servers Machines configured machine names to determine the optimum server in a duster to which certain tasks, such as HTTP session replication, are

delegated. The Administration Server uses the machine definition in conjunction with the Node Manager application to start remote servers.
+ Create a cluster

AWork Manager defines a set of requast dlasses and thread constraints that manage work performed by WebLogic Servers. J2EE

+ Configure default network connections Work Managers | Applications, Web Application Modules, EJBs, and RMI applications can specify a named work manager to use for managing their work

+ Configure startup dasses requests.
Startup and . §
Startup and shutdown classes are Java programs that you create to provide custom, system-wide services for your applications. You add the
Shutdown
System Status =] Clnsses dlasses to the WebLogic Server dlass path and then configure them to load and run when a server starts or shuts down.

Health of Running Servers

[ Fakdi®)
[ citical (0)
[ Overloaded (0)
[ waming(0)
I )

2. In Domain Structure, go to Services-> Data Sources and click Lock & Edit.

View changes and s Home > Summary of JDBC Data Sources
Click the Lock & Edit button to modify, add or Summary of JDBC Data Sources
delete items in this domain.
Configuration | Monitoring
Lock & Edit
Release Configuration
A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a
data source on the JNDI tree and then borrow a database connection from a data source.
Domain Structure
REIMDomain This page summarizes the JDEC data source objects that have been created in this domain,
~
[ Customize this table
Data Sources (Filtered - More Columns Exist)
~-Data Sources
--Persistent Stores Click the Lock & Fdit button in the Change Center to activate all the buttons on this page.
~Foreign INDI Providers
~-Work Contexts New~ | | Delete Showing 0 to 0 of 0 Previous | Next
~-XML Registries
—XML Entity Caches Name & Type JNDI Name Targets
—jOoM
—Mail Sessions v There are no items to display
—File T3
= New ~ | |Delete Showing 0 to 0 of 0 Previous | Next
How do I... =]
+ Create JDBC generic data sources
+ Create JDBC GridLink data sources
+ Create JDBC multi data sources
+ Delete IDBC data sources
+ Delete JDBC multi data sources
System Status =]

Health of Running Servers

Failed (0)
[ Citical (0)
[ Overloaded (0)
[ waming (0)
I <)
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Set up OPSS Schema Datasource in WebLogic domain

3. Click New -> Generic Data Source.

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences

Record Help
Mienweichanges md restarks Home >RESADomain >Summary of Environment >Summary of JDBC Data Sources
Mo pending changes exist. Click the Release Create a New JDBC Data Source
Configuration butten to allow others to edit the
domain.

Back| | Next |F\msh ‘Carmel
Lock & Edit

JDBC Data Source Properties
Release Configuration

The folloviing properties will be used to identify your new JDBC data source.

Domain Structure * Indicates required fields

RESADomain

E3-Environment ~
--Deployments

E-Services 5= Name:

B1-Messaging

“-Data Sources

What wiould you like ta name your new JDBC data source?

JDEBC Data Source-0

L--Persistent Stores What INDI name would you like to assign to your new JDBC Date Source?
~Foreign JNDI Providers
~Work Contexts 5] INDI Name:
XML Registries

--jcom
~~Mail Sessions v

~File T3

How do L... =]

Vihat database type would you like to select?
« Create JDBC generic data sources

« Create LLR-enabled JDBC data sources Database Type: Qracle

System Status B Back| | Next |Fm\sh ‘Carme!

Health of Running Servers

Q

Welcome, weblogic | Connected to: RESADomain

[ Faild(®
[ Citical (0)
[ Overloaded (0)
[ waming (0)
e

4. Enter the details:
= Name: <OPSS DataSource>
= JNDI Name: jndi/OPSSDS
= Database Type: Oracle
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5. Click Next.

ORACLE Weblogic Server® Administration Console

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

RESADomain

[1-Messaging

~Data Sources
--Persistent Stores
~-Foreign JNDI Providers
~Work Contexts

XML Registries

XML Entity Caches
~-jCOM

~~File T3

—Mail Sessions v

How do I... a

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status =]
Health of Running Servers

I faled(
[ critical (0)
[ Overloaded ()
[ waming (0)
[

& Home Log Out Preferences W‘eﬁmme,wehluglc‘!:unnected to: RESADomain

Record Help Q

Home >RESADomain »Summary of Environment > Summary of JDBC Data Sources

Create a New JDBC Data Source
Back| | Next ‘ Finish | Cancel

JDBC Data Source Properties
The following properties will be used to identify your new JDBC data source.
= Indicates required fields

What would you like to name your new JDBC data source?

4~ Name:

OPSSDataSource

What JNDI name would you like to assign to your new JDEC Data Source?

5] INDI Name:

indi/OPSSDS|
~
v

What database type would you like to select?

Database Type: Oracle

Back| | Next ‘Flnlsh |CannE|

er names may be tr

6. Select Oracle’s Driver (Thin) for Service connections; Versions: 9.0.1 and later. Click

Next.

Change Center

View changes and restarts

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

ORACLE Weblogic Server® Administration Console

Domain Structure

RESADomain

B Environment )
~Deployments

- Services

[BH-Messaging

~Data Sources

--Persistent Stores

~-Foreign JNDI Providers

~Work Contexts

~-XML Registries

XML Entity Caches

~-jCOM

~Mail Sessions v
—File T3

How do I... =]

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status =]
Health of Running Servers

[ Faled()
[ critical (0)
[ Overloaded ()
[ waming (0)
[

Welcome, weblogic ‘ Connected to: RESADomain

2 Home Log Out Preferences [22] Record Help Q

Home >RESADomain »Summary of Environment » Summary of JDBC Data Sources

Create a New JDBC Data Source
Back | Mext ‘ Finish | Cancel

JDBC Data Source Properties

The fallowing properties will be used to identify your naw JDBC data source.

Database
Type:

Oracle

What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Oracle WebLogic Server.

["Oracle’s Driver (Thin) for Service connections; Versions:9.0.1 and later

Back | Mext ‘ Finish |Cance|
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7. Uncheck Supports Global Transactions. Click Next.

ORACLE WeblLogic Server® Administration Console

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure

RESADomain
B} Environment )
~Deployments

EH-Senvices

[1-Messaging

~Data Sources

--Persistent Stores

~-Foreign JNDI Providers

~Work Contexts

XML Registries

~XML Entity Caches

~-§C0M

~Mail Sessions v
—File T3,

How do I... =]

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

[ Falkd(®)
[ ciitical (0)
[ Overloaded (0)
[ warning (0)
[ e

Q Welcome, weblogic ‘ Connected to: RESADomain
Home »>RESADemain »Summary of Environment >Summary of JDBC Data Sources

2 Home Log Out Preferences [22] Record Help

Create a New JDBC Data Source
| Back| | Next| ‘ Finish | Cancel
Transaction Options
You have selected non-XA JDBC driver to create database connection in your new data source.
Does this data source support global transactions? If yes, please choose the transaction protocol for this data source.

[] Supports Global Transactions

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the Logging Last Resource (LLR)
transaction optimization. Recommended in place of Emulate Two-Phase Commit.

Logging Last Resource

Select this option if you want to enable non-XA JDBC connections from the data source to emulate participation in global transactions using JTA. Select this option
only if your application can tolerate heuristic conditions.

Emulate Two-Phase Commit

Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction
processing. With this option, no other resources can participate in the global transaction.

# One-Phase Commit

Back |  Mext ‘ Finish | Cancel

8. Enter the details:

=  Database Name:

<database name>

=  Host Name: <database server name>
= Port: <database port>

= Database User Name: <RESAIG_OPSS> (This is the OPSS schema which has
been created using RCU earlier in this document.)

= Password: <password> (Password given at the time of OPSS schema creation)

And click Next.
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9. Click Next.

Create a New JDBC Data Source

Back | | Next | Finish | Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?

Database Name:

DEBEDname

What is the name or IP address of the database server?

Host Name:

DEHostName

What is the port on the database server used to connect to the database?

Port:

1521

What database account user name do you want to use to create database connections?

Database User Name:

RESAIG_OPSS

What is the database account password to use to create database connections?

Password:
Confirm Password:

Back | | Next | Finish | Cancel

10. Click Test Configuration. The message “Connection test succeeded” will appear
upon a successful connection.

ORACLE WeblLage Servar® rammsaion conea -]

Domain Structure

RESADomain

B} Environment ~
--Deployments

EhServices

[}-Messaging

~Data Sources
i+-Persistent Stores
~-Foreign JNDI Providers
~Work Contexts

~XML Registries

--XML Entity Caches
~-jCOM

~Mail Sessions v
_File T3

How do I... 2

« Create JDBC generic data sources
+ Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

[ Faled(n)
[ Critical (0)
[T Overoaded (0)
[ waming (@)
o

Change Center @ Home Log Out Preferences Record Help Q Welcome, weblogic | Connected to: RESADomain
ey et [y e e T Home »RESADomain = Summary of Environment > Summary of JDBC Data Sources
Messages
No pending changes exist. Click the Release
Configuration button to allow others to edit the 4 Connection test succeeded.
domain,
Lock & Edit Create a New JDBC Data Source
Release C Test Conl Back | |Next | Finish ‘ GCancel

Test Database Connection
Test the database availability and the connection properties you provided.

What is the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle jdbc OracleDriver

What is the URL of the database to connect te? The format of the URL varies by JDBC driver.
URL: fdbc-oracle thin @DBH x

‘What database account user name do you want to use to create database connections?
Database User Name: RESAIG_OPSS

What is the database account password to use to create database connections?

Password:

‘Confirm Password:

‘What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=RESAIG_OPSS

http://msp52611.us.oracle.com:23001/ console/ console.portal?_nfpb=trued._pagelabel=HomePagel |
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11. Select Targets Admin Server and <resa-server>. Click Finish.

Server® Administion Console O

ORACLE weblo,

Change Center @ Home Log Out Preferences | Q Welcome, weblogic ‘ Connected to: RESADomain
View changes and restarts Home in > Summary of Envi of IDBC Data Sources

No pending changes exist. Click the Release Create a New JDBC Data Source

Configuration butten to allow others to edit the

domain.

Back | [Mext ‘ Finish |Canr.e|
Lock & Edit

Select Targets
Release Configuration

You can select one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will be created but not deployed. You will

A —— need to deploy the data source at a later time.

RESADomain

| |servers

vl AdminServer

i-Messaging
—Data Sources resa-server
|--Persistent Stores
~Foreign JNDI Providers
~Work Contets Back| [Hext ‘ Finish | Cancel
~-XML Registries

XML Entity Caches

—joom

~-Mal Sessions v
H —File T3,

How do I... a

« Create JDBC generic data sources
» Create LLR-enabled JDBC data sources

System Status =]

Health of Running Servers

I Falkd(0)
[ Crtical (0)
[ Overloaded (0)
[ waming (0)
I ok )

er names m:

12. Click Activate Changes. The OPSS DataSource is created as below.
ORACLE WebLogic Server® Administration Console ‘

Change Center & Home Log Out Preferences [] Record Help ‘ Q Welcome, weblogic | Connected to: RESADomain
View changes and restarts Home >RESADomain >Summary of Environment =>Summary of JDEC Data Sources »>mds-CustomPortalDS >Summary of JDBC Data Sources
Messages

Pending changes exist. They must be activated
to take effect. « Selected JDBC data sources have been deleted.

. ckvals Chanaes Summary of JDBC Data Sources

Undo All Changss

G a
Domain Structure
RESADomain A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a
- Environment ) data source on the JNDI tree and then borrow a database connection from a data source.
~-Deployments
oo This page summarizes the JDBC data source objects that have been created in this domain,

[ Messaging

[ Customize this table

~Foreign JNDI Providers Data Sources (Filtered - More Columns Exist)

~Work Contexts

-XML Registries New | [Delele Showing 1to 1 of 1 Previous | Next
~XML Entity Caches

COM []| Nname & Type INDT Name Targets
“Mail Sessions v
--Fila T3 [ | opss Datasource Generic JndifOPSSDS AdminServer, resa-server
How do I... =] |New x| | Delete Showing 1te 1of 1 Previous | Next

Create JDBC generic data sources
Create JDBC GridLink data sources

Create JDBC multi data sources
Delete JDBC data sources

Delete JDBC multi data sources

System Status =]

Health of Running Servers

[ Faikd(®
[ Citical (0)
[ overloaded (0)
[ waming(0)
I o (2)

http://msp52611.us.oracle.com:23001/console/console portal?_nfpb=trues:_pagelLabel=HomePagel
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Set up MDS Schema Datasource in WebLogic domain

Follow the below steps to set up the datasource with MDS schema in WebLogic domain.
1. Login to the Administration console.

ORACLE WebLogic Server® Administration Console B O

Change Center & Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: RESADomain
View changes and restarts Home »Summary of
Click the Lock & Edit button to modify, add or Summary of Environment

delete items in this domain.
Lock & Edit WebLogic Server can host your applications on multiple server instances, each of which can run on a different computer and speify its own network address. You

- can also group servers into dusters to ensure that your applications are always available even if one server instance fails.
Release Configuration

Use this section of the Administration Console to create, configure, and control servers and dusters.

Domain Structure
RESADomain

Section Description

Servers A server is an instance of WebLogic Server that runs in its owin Java Virtual Machine (JVM) and has its own configuration.

A duster is a deployment in which multiple WebLogic Server instances (servers) run simultaneously and work together to provide increased
Clusters scalability and reliability. A cluster appears to dients to be a single WebLogic Server instance. The servers that constitute a cluster can run on
the same machine, or be located on different machines.

Avirtual host is a set of host names to which WebLogic Server instances (servers) or clusters respond. When you use virtual hosting, you use
Virtual Hosts | DNS to specify one or more host names that map to the IP address of a server or dluster. You also specify which Web applications are served
by each virtual host.

r;?;ﬁble A Migratable Target is a target that is active on at most one server of a cluster at a time.
Coherence . . . . P
Servers A Coherence server is a stand-alone cache server, a dedicated VM instance responsible for maintaining and managing cached data.
A Coherence duster is a group of Coherence nodes that share a group address which allows them to communicate. Coherence nodes can be
Coherence applications, madules, or application servers (WebLogic Server instances or stand-alone cache servers). Coherence clusters enable
P — = Clusters applications to share data management and caching services among server instances and dlusters hosting the applications that need access

to them.

+ Create Managed Servers A machine is the logical representation of the computer that hosts one or more WebLogic Server instances (servers). WeblLogic Server uses

« Start and stop servers Machines configured machine names to determine the optimum server in a duster to which certain tasks, such as HTTP session replication, are

delegated. The Administration Server uses the machine definition in conjunction with the Node Manager application to start remote servers.
+ Create a cluster

AWork Manager defines a set of requast dlasses and thread constraints that manage work performed by WebLogic Servers. J2EE

+ Configure default network connections Work Managers | Applications, Web Application Modules, EJBs, and RMI applications can specify a named work manager to use for managing their work

+ Configure startup dasses requests.
Startup and . §
Startup and shutdown classes are Java programs that you create to provide custom, system-wide services for your applications. You add the
Shutdown
System Status =] Clnsses dlasses to the WebLogic Server dlass path and then configure them to load and run when a server starts or shuts down.

Health of Running Servers

[ Fakdi®)
[ citical (0)
[ Overloaded (0)
[ waming(0)
I )
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2. In Domain Structure, go to Services-> Data Sources and click Lock & Edit.

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

lick the Lock & Edit button to medify, add or
delete items in this domain.

Lock & Edit

@) Home Log Out Preferences [&] Record Help ‘ Q Weknme,wehloglc|tnnnected to: RESADomain

Home >RESADomain >Summary of Environment >Summary of JDEC Data Sources >mds-CustomPortzlDS >Summary of JDEC Data Sources >0PSS DataSource >Summary of
IDBC Dats Sources

Summary of JDBC Data Sources

s

Release Configuralion

Domain Structure
RESADomain

- Deployments
- Services

| BF-Messaging

| Hata Sources
| i-Persistent Stores

| t--Foreign JNDI Providers
| i-Work Contexts

Environment )

A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC connections. Applications can look up a
data source on the NDI tree and then borrow a database connection from a data source.

This page summarizes the DBC data source objects that have been created in this domain.

§ Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lack & Fdif button in the Change Center to activate all the buttons on this page.

~-XML Registries HNew ~ | |Delete Showing 1to 1 of 1 Previous | Next
--XML Entity Caches
—jCoM Name & Type INDI Name Targets
~-Mail Sessions v - —
ez OPSS DataSource Generic ndifoPSSDS AdminServer, resa-server
How do 1 =] New v | | Delete

« Create JDBC generic data sources
+ Create JDBC GridLink data sources
« Create JDBC multi data sources

« Delete JDBC data sources

« Delete JDBC multi data sources

System Status =]

Health of Running Servers

| Feled(@
[ citical (0)
[ Overloaded (0)
[ waming(0)
)

Showing 1to 10f 1 Previous | Next

3. Click New -> Generic Data Source.

ORACLE weblo

Change Center

View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Server® Administration Console

8} Home Log Out Preferences

Create a New IDBC Data Source

Domain Structure
RESADomain

ervices

&1 Messaging

~-Data Sources
i~Persistent Stores
“-Fareign JNDI Providers
~Work Contexts

XML Registries

“XML Entity Caches
~-jCOM

“-Mail Sessions v
~File T3,

How do I... =]

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status B

Health of Running Servers

[ Failed(n)
[ Citcal(D)
[ Overloaded (0)
[ waming (0)
[ )

* Indicates required fields

What database type would you like to select?

Database Type:

Welcome, weblogi

Record Help | Q | Connected to: RESADomain

Home >Summary of of JDBC Data Sources

Back | Next | Finish ‘ Cancel
JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.

What viould you like to name your new JDBC data source?

4F] * Name: JDBC Data Source-0
What JNDI name would you like to assign to your new JDBC Data Source?
45| INDI Name:

~

v

Qracle

Back | Next | Finish ‘ Cancel
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4. Enter the details:
= Name: <MDS DataSource>
= JNDI Name: jdbc/mds/CustomPortalDS
= Database Type: Oracle

5. Click Next.

ORACLE Weblogi Server® nammisraton conee B 4 O

Change Center & Home Log Out Preferences

Record Help Q Welcome, weblogic | Connected to: RESADomain

View changes and restarts Home >RESADomain »Summary of Environment > Summary of JDBC Data Sources »mds-CustomPortalDS »Summary of JDEC Data Sources >OPSS DataSource >Summary of
= JDBC Data Sources

No pending changes exist. Click the Release

Configuration button to allow others to edit the | | Create a New JDBC Data Source

demain.

Lock & Edit Back | Next | Finish | Cancel

Release Configuration JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
= Indicates required fields

Domain Structure

RESADomain

B-Environment ~
- Deployments What would you like to name your new JDBC data source?

45| * Name: mds-CustomPortalD5| X

What JNDI name would you like to assign to your new JDEC Data Source?

: (5] INDI Name:
F XML Registries
XML Entiy Caches adbc/mds/CustomPortalls N
com
il Sessions b
File T3
v
How do L. =]
+ Create JDBC generic data sources What database type would you like to select?
+ Creste LLR-enabled JDBC data sources
Database Type: Oracle

System Status =]
Back | Next | Finish | Cancel
Health of Running Servers — =
Failed (0)
[ cticl(0
[ Overoaded(0)
Warning (0)
)
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6. Select Oracle’s Driver (Thin) for Service connections; Versions: 9.0.1 and later. Click
Next.

T Ry —— e R o

Change Center @) Home Log Out Preferences Record Help Q Welcome, weblogi c|Cnnr|=:ted to: RESADomain

View changes and restarts Home >RESADemain >Summary of Envirenment >Summary of JDEC Data Sources >mds-CustomPortalDS >Summary of JDBC Data Sources >OPSS DataSource >Summary of
= JDBC Data Sources

No pending changes exist, Click the Release

Configuration button to allow others to edit the Create a New JDBC Data Source

domain.

Lock & Edit HNext ‘ Finish | Cancel

Release Canfiguration JDBC Data Source Properties

- The following properties will be used to identify your new JDBC data source.
Domain Structure

RESADomain
~Environment ~ Database  Oracle
~Deployments Type:

~Services

- Messaging What database driver would you like to use to create database connections? Note: * indicates that the driver is explicitly supported by Orade WebLogic Server.
~Data Sources
| ~Persistent Stores Database
~Fareign INDI Providers Driver:

“~Work Contexts
XML Registries Back| | Next| ‘ Finish | Gancel
XML Entity Caches

~jC0M

~Mail Sesions v
--File T3,

How do I... =]

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status ]

Health of Running Servers

I Failed(o)
Critical (0)
[ Overloaded (0)
[ waming(0)
[ e

7. Click Next.
ORACLE WebLogic Server® Administration Console ‘

Change Center (@ Home Log Out Preferences Record Help Q W’l:kmll:,w:bloglc|tunn=:ted to: RESADomain

View changes and restarts ;S?E I)I:EAS?:::; >Summary of Environment > Summary of JDEC Data Sources »mds-CustomPortalDS >Summary of JDBC Data Sources >OPSS DataSource > Summary of

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the Create a New JDBC Data Source
domain.

Lock & Edit Back | Next ‘ Finish | Cancel

Release Ci i ion Options

- You have selected non-XA JDBC driver to create database connection in your new data source.
Domain Structure

RESADomain Does this data source support global transactions? If yes, please choose the transaction protocol for this data source.
Environment ~
Deployments [/] Supports Global Transactions
envices
il-Messaging Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the Lagging Last Resource (LLR)
--Data Sources transaction optimization. Recommended in place of Emulate Two-Phase Commit.
t-Persistent Stores -
--Foreign JNDI Providers () Logging Last Resource
--Work Contexts
XML Registries Select this option if you want to enable non-XA JDEC connections from the data source to emulate participation in global transactions using JTA. Select this eption
XML Entity Caches only if your application can tolerate heuristic conditions.
~j0oM
--Mail Sessions W () Emulate Two-Phase Commit
—File T3
Select this option if you want to enable non-XA JDBC connections from the data source to participate in global transactions using the one-phase commit transaction
How do I... = processing. With this option, no other resources can participate in the global transaction.

« Create JDBC generic data sources

One-Phase Commit
s Create LLR-enabled JDBC data sources

ack | Next ‘ Finish | Cancel

System Status =]

Health of Running Servers

[ Faled(0)
[ Citical (0)
[ Overloaded (D)
[ waming(0)
[
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8. Enter the details:
= Database Name: <database name>
= Host Name: <database server name>
= Port: <database port>

=  Database User Name: <RESAIG_MDS> (This is the MDS schema which has been
created using RCU earlier in this document.)

= Password: <password> (Password given at the time of MDS schema creation)
9. Click Next.

Create a New JDBC Data Source
Back MNext | Finish | Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?
Database Name: DEDname
What is the name or IP address of the database server?

Host Name: DBHostName
What is the port on the database server used to connect to the database?

Port: 1521

What database account user name do you want to use to create database connections?

Database User Name: RESNG_MDS'
What is the database account password to use to create database connections?
Password:

Confirm Password: sssnse

Back Mext | Firish | Cancel
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10. Click Test Configuration. The message “Connection test succeeded” will appear
upon a successful connection.

o Server® Adninisaaion Console - -]

ORACLE WebL

Change Center &) Home Log Out Preferences Record Help Q Welcome, weblogic ‘ Connected to: RESADomain
U Home »RESADomain »Summary of Environment > Summary of JDEC Data Sources > mds-CustomPortalDS. > Summary of JDBC Data Sources >OPSS DataSource >Summary of
9 IDBC Data Sources
No pending changes exist. Click the Release Messages
Configuration button to allow others to edit the
domain, 4 Connection test succeeded.
Lock & Edit

Create a New JDBC Data Source
Release Configurati

Test Configuration Back | Next Finish Cancel

Domain Structure

Test Database Connection
RESADomain
Environment ~ Test the database availability and the connection properties you provided.
Deployments
Services What is the full package name of JDBC driver class used to create database connections in the connection pool?
B Messaging ) st this drive must be in the dassp y server to which it is d
--Data Sources
[--Persistent Stores
~ Foreign JNDI Providers Driver Class Name: oracle.jdbc.OracleDriver
~“Work Contexts
XML Registries
~-XML Entity Caches ‘What is the URL of the database to connect to? The format of the URL varies by JDBC driver.
--jCOM
- Mail Sessions v URL: jdbcoracle-thin- @DBH x
~-File T3
7
T — = What database account user name do you want to use to create database connections?
« Create JDBC generic data sources Database User Name: RESAIG_MDS

« Create LLR-enabled JDBC data sources
‘What is the database account password to use to create database connections?

System Status =] Note: f E ssword in the Passwio

Health of Running Servers

Failed (0) Password:
[ critical ()
[ Overloaded (0) Confirm Password:
Warning (0)
I ok (2 What are the properties to pass ko the JDBC driver when creating database connections?
Properties:

user=RESAIG MD3

11. Select Targets Admin Server and <resa-server>. Click Finish. We must point this to
Admin Server as that is how the MDS Repository creation will happen.

ORACLE WebLaghe Server® Admmimraton comsoe e @400 o

Change Center 8 Home Log Out Preferences

ecord Help ‘ Q Welcome, weblogic ‘Cunnected ‘to: RESADomain

View changes and restarts Home » RESADormai > Smimar of Envionent » Suray of DBC Dt Sources » mdk-CustomPortlDs » Sumenary of IOEC Data Sorcss »0PSS Datasource > Summary of

Mo pending changes exist. Click the Release
Configuration button to allow others to edit the Create a New JDBC Data Source
domain

Lock & Edit Back | Mexi | Finish | Cancel

| Release Configuaion | Select Targets

You can select one or more targets to deploy your new JDBC data scurce. If you don't select a target, the data source will be created but net deployved. You will

Domain Structure need to deploy the data source at a later time.

RESADomain
Environment 2 Servers
Deployments

= Services ] Adminserver
Bl-Messaging

~-Data Sources
Persistent Stores
“-Foreign JNDI Providers

e
| F-Work Contexts

XML Registries Back| | Nexi | Finish | Cancel
~-XML Entity Caches

~-jCOM

~-Mail Sessions v
~File T3,

How do I... =)

« Create JDBC generic data sources
« Create LLR-enabled JDBC data sources

System Status =l

Health of Running Servers

I Failed (D)
[ Crtical (0)
[ Overloaded (0)
[ waming (0)
I oK (2
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12. Click Activate Changes. The mds Custom Portal DataSource is created as below.

ORACLE WenLogi Server® Aammiaraton comeet 00 o

Change Center @ Home Log Out Preferences [2] Record Help | Q

Welcome, weblogic | Connected to: RESADomain

View changes and restarts ;i;gz )D:g.ksl;\:.r::; >Summary of Environment > Summary of JDBC Data Sources >mds-CustomPortalDS > Summary of JDEC Data Sources »>0PSS DataSource > Summary of

Pending changes exist. They must be activated
effect.

to take ‘Summary of JDBC Data Sources

« Activate Changes o

Undo All Changes

. A JDBC data source is an object bound to the JNDI tree that provides database connectivity through a peol of JDBC connections. Applications can look up a
Domain Structure data source on the INDI tree and then borrow a database connection from a data source.
RESAD:
omain o This page summarizes the JDBC data source objects that have been created in this domain.
B} Environment
~-Deployments
E-Services (> Customize this table
Messaging
~Data Sourced Data Sources (Filtered - More Columns Exist)
r--Persistent Stores
~~Foreign JNDI Providers | New v | | Delete Showing 1to 2 of 2 Previous | Next
~Work Contexts
XML Registries []| Name & Type INDI Name Targets
XML Entity Caches
--j00M [ | mds-CustomPortalDs Generic jdbe/mds/CustomPortalDs AdminServer, resa-server
~Mail Sessions b [1| opss DataSource Generic indi/OPSSDS AdminServer, resa-server
~—File T3
New~ | [Delele Showing 1to 2 of 2 Previous | Next
How do I... B —

« Create JDBC generic data sources
« Create JDBC GridLink data sources
Create JDBC multi data sources
Delete JDBC data sources

Delete JDBC multi data sources

System Status =l
Health of Running Servers

Failed (0)

Critical (0)

Overloaded (0)

Warning (0)
I o (2)

L hitp:/msp32611 us oracle com:23001/console/console portal?_nfpb=tiuel pagelabel=HomePagel
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Re-Associate Policy Store to Database

Follow the steps below to re-associate a policy store to the database:

1. Login to the WebLogic EM console.

ORACLE 13!
Enterprise Manager 11g

Fusion Middleware Control

'V Menu Based Navigation
Finding a feature in Enterprise Manager is now easy with menus.
Well-designed menu navigation makes the product easy to learmn
and remember.

L~ Interactive Correlation Charts

1> Dynamic Context Menu

- Context Sensitive Help

'/ SOA Management

You can manage, monitor and diagnose the SOA infrastructure,
as well as the composite applications you deploy. You can
configure service engines such as BPEL, Mediator, Human Work
Flow and can deploy and manage SCA composite applications.
> Identity Management
> WebCenter Management

Login to Oracle Fusion Middleware Control
Farm Farm_RESADomain

* User Name | webl

‘You can manage and secure Web sarvices and SOA applications.
*ou can define new sarvice policies. You can enforce service policies
of service endpoints. You can also test Web senvice endpoints and
monitor their performance and faults.

1> Complete Security and Audit Management
1> Configure Logging and Search Log Files

2. Go to WebLogic Domain and click RESADomain.

ORACLE Control Setup ~ Help~ Log Out
= RESADomain @ Logged in as weblogic
¥ G5 Farm_RESADomain ] webLogic Domain ~ Page Refreshed Dec 4, 2014 2:10:57 AM EST U)
> [ Application Deployments
v E WebLogic Domain T Summary e | Clusters @&~ ~
- l _d . Search =+
Metadata Reposit Gen
[ Metadata Reposttories = ) ?‘Tu c:nﬁqure and manig;' Cluster  [Cluster  [Default[Session
[©] mds-CustomPortalDs Administration  AdminServer this WebLogic Domain, use the e Servers | Messaging  [Load Replication
Server Orece webloaic Semver Address  itode Algorithm _ [Type
Administration msp52611.us.oracle.com — Mo Clusters found
Server Host
Administration 23001
Server Listen Port | Deployments @E
~| Servers @5
j Hup ()
Wup (2)
Search £
Name | status  |Target
Search E7] 7 [ Application Deployments
Reque > [ Intenal Applications
Name Status |Host  |Cluster R enco¥e Processir
Time (m
(5| Adminserver ¢ msps26 23001 1 3
& resaserver & 23003 0
< > ™
~| Oracle Wehl naic Domain Resnurce Center Lo
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3. Select the dropdown WebLogic Domain->Security->Security Provider Configuration.

RESADomain @

Logged in as weblogic
i3] WebLogic Domain ~

Pags Refrashad Dec 4, 2014 3:29:36 AM 5T (2
Security Provider Configuration @
Use this page to configure global management domain policy and credential store providers, keystore and login modules used by Weh Services Manager. )
Security Stores

Current policy and credential store providers are shown below. To migrate the current policy and credential providers use the Change Store Type button.

Change Store Type | # Edit

|name Store Type Location

Policy Store system-jazn-data.xmi
Credential Store . cwallet.sso

Audit Store e audit-store xml
Keystore keystores.xml

> |Identity Store Provider

| Audit Service

Web Services Manager Authentication Providers

You can configure the login modules and keystore for Web Services Manager authentication.
Login Modules

The following table lists all configured login modules for Web Services Manager. Use this lst to create, configure or delete a login module.

Create.. | 7 Edit.. 3¢ Delete..
[Name |class |control Flag Description
samlJoginmodule oradle.security.jps.intemal jaas.module.saml.JpsSAMLLoginMod... Required SANL Login Module
saml2.loginmodule  oradle.security jps.internal jaas. module.saml.JpsSAML2LoginMo... Required SANL2 Login Module ~
kebS Joginmodule com.sun.security.auth.module.KrbSLoginModule Required Kerberas Login Module
digest.authenticator.lo... oracle.security.jps.intemal.jaas.module.digest.DigestLoginModule Required Digest Authenticator Login Module
certificate.authenticato .. oracle.security.jps.intemal.jaas.module x509.X509LoginModule  Required X509 Certificate Login Module
wss.digest.loginmodule  oracle.security jps.intemal jaas.module.digest. WSSDigestLogin_.  Required WSS Digest Login Module
user.authentication.log.. oracle.security.jps.intemal.jaas.module.authentication JpsUserA... Required User Authentication Login Module

rtion.| l ity i

dul rtion.JpsUserAsserti... Required User Assertion Login Module

| Keystore
>/Single Sign-On Provider
2 |Trust Service Provider

»|Advanced Properties

v
4. Click Change Store Type.
OIRACLE Enterprise Manager 11g Fusion M) Welp e Lag O
= - RESADomain @ Logged in 25 weblogie
1§ Faem_pESaDeman ] Webtogic Domain - Page afraahad Duc 4, 2014 Znacag a5 03
L (2 Appcation Deployments
¥ [ Weblosgic Domain Securty Pravides Configuration >
- (i) Tntormatien X
7 [ Meadata Repaeones A thanges mads in this page requice & server festart b take elfect,

(& mes-Customportalos ¥ | |
Confiqure Security Stores O] cabiel]
Speaky server spechic attvibutes by reassoate the polcy, credential and keystores
Store Type |Oracle intemet Darectory v |
LDAP Server Detads
Peireidie walbd tredential b connect t LOAP sereer. Farm wses s eredemtial b £ 10 LOAP server for 1 st

* Connect 0N Test LUAP Athentication
* Passerord
L Ruot Wode Detaibs

Use this section to define provider speafic confiquration far this secunity store. To specfy the roat DN, enter the desired raot name and domaim name. Under Custom Properties, cick Add, ester the name
and desired value of the preperty in the resuibng daleg, and chok 0K,

* Risok Db
Create New Doma

* Daeemaen tame | RESADomain

Palicy Starr Properics
specy policy stace instance praperty coshguratien for getting manimum performance.
w

anog
1000
€00
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5. Select Oracle Database in the Store Type drop down.

| ORACLE Enterprise Managar 11g Fusion Middiewsrs Contral Setup = Help = Log Ot

- RESADomain @ Logged in 35 weblogic
7 B aem_pusapeman ] Weblogie Doman » e Rt D 4, 2014 24c48 A 57 £)
]
@ Security dr i ndigur ¥ Soies.
o+ 1| ESKDomain| Safcrnation
valﬁmnmm . " ey 2]
mas CustamPartals
Conflqure Securfty Stores v o] camen]
Store Tyse TSRS~ |
Database Sarver Details
* Data Soarce D1 Neme | Selects|
Data sourve Auuess.
Frotested Data Source[]
wername [
[

che this szcurty stoee. Te spechy the root DN, operties, ehek Add, enter the name
and gesired value of the praperty In the resulting dalog, and dhck
* oot oo |
Crnate New Demanf]
_ o
Spechy policy stire af efa
.- [ anw
L Repfemb Tone |
Fuse Member | 1060
Cacha St m“-:—m'
s e =]
Fadover Rtey |
Update ] | 3
IRt Faliver Retey W
for Irterval
(secs) ~
Frisble Store W]

6. Click Select and select jndi/OPSSDS JNDI name. Click OK.

jdbe/mds/Custom. . 5

7. Enter the values:
=  Root DN= <cn=RESAPolicies>
= Select ‘Create New Domain’

=  Domain Name=<RESADomain> (This must be the domain name which has been
created earlier in this document)

= User Name : <RESAIG_OPSS> Schema user name of the OPSS schema
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8. Click OK.

ORACLE Enterprise Manay

r 11g Fusion Migdiwware Cantrol

Setup v Help+ Log Out

m - RESADomain @ Logged in ar weblogic
7 [ rurm_Resadomsn ] Wiebhogic Domain Page Rafreshwd Dec 4. 2004 2,348 A4 €57 03
e |23 Apchcation Deployments
T (23 WebLegic Domain Security Brovider Ciamfiguistion [
o ] mA— PR i
v O bioedvia Raosieries Al changes made in this page require 8 server restart to take effect
[$] mde-ContomPortalss i
Conlfigure Security Stores k| concal]
Specify serves speufic attrbutes 1o resssociate the polcy, aiedentisl and keystores.
Stoe Type | Orache Database ]
Databas Server Detaiks
* Dusts Soorte INDT Narne. [ndy OPSSDS sebect_|
Data Searce Properties
Dot Clams s orachn b v, clart. OraeleXADM NS tn
Database URL jbcoraclethin Smsp5 42 1. us.orade. come1521/DOLSPOSRM
* Uner Mame | RLSA_OPES
q * Pagpwond
* Confirm Password
0DBC st Hame
Data Scurce Ao
Protected Duta Source |
Uises tame
Password
oot Mode Details Enter the bate dttinguished name (ON) of the tree in the
Wise Hhis sechon b define provider specific for thiy secunty pobdiet. For example, . Uinder Custam Properties, click Add, eater the same
and desierd alue of B propesty in the rexlling dafog, nd cick O, nejpsmotnade .
* Root D | cne=RE5aRoboed £
Specfy policy store instance property configuration for gesting maximum performance.
Enable Lury %] Farced Az w
tosd Risfrah Tima
1

9. Click Yes.

& Confirmation

The change requires the restart of management domain. Are
you sure you want to change security store provider?

v e
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10. The message Configure Security Stores — Completed Successfully appears. Click

Close.

& Confirmation

i Configure Security Stores - Completed Successfully

% Hide

JLDII.HI'I:I o I1II|_.'I QLT LI'CUcimrgr Slurc..
Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.
Tested JPS Service

W Updated security store reassociation configuration.

| Completed migrating credential store.
Starting to migrate keystore...
Set up security provider reassociation successfully.
Checked and seeded security store schema successfully.
Succeeded in migrating data.
Tested JPS Service
Updated security store reassociation configuration,
Completed migrating keystore.
Starting to migrate audit store...
Set up security provider reassociation successfully.
Checked and seeded security store schema successfully,
Succeeded in migrating data.
Tested JPS Service
Updated security store reassociation configuration,

fi

Close

11. Restart the WebLogic domain.

Rename and Update jps-config.xml file

1. Go to $SWLS_HOME/user_projects/domains/ APPDomain/config/fmwconfig.

2. Copy the file jps-config.xml and rename it with jps-config-<env>.xml

3. In the same file, add the following entry:
<servicelnstance location=""./merged-jazn-data.xml"

provider="policystore._.xml .provider’” name="policystorelocal .xml"">
<description>File based policy store Instance''</description>

</servicelnstance>

The above entry can be added above this:

</servicelnstances>
<jpsContexts default=""default''>
<jpsContext name="'default'’>
<servicelnstanceRef ref="'credstore.db'/>

Example:

<propertySetRef ref=""props.db.1"/>
</servicelnstance>
<servicelnstance location=""_/merged-jazn-data.xml"

provider="policystore.xml .provider" name="policystorelocal .xml'">
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<description>"File based policy store Instance''</description>
</servicelnstance>
</servicelnstances>
<jpsContexts default=""default''>
<jpsContext name="'default’’>
<servicelnstanceRef ref="credstore.db''/>

4. In the same file, add the following entry:

<jpsContext name=''source'">
<servicelnstanceRef ref="policystorelocal .xml''/>
</jpsContext>

Example:

<servicelnstanceRef ref="attribute'/>
<servicelnstanceRef ref="idstore.ldap"/>
</jpsContext>
<jpsContext name=''source’'">
<servicelnstanceRef ref="policystorelocal .xml"'/>
</jpsContext>
<jpsContext name="bootstrap_credstore_context'>
<servicelnstanceRef ref="bootstrap.credstore/>
</jpsContext>

The modified jps-config-<env>.xml and the cwallet.sso file will be used for
deploying policies.

Wallet file is available
atSWLS_HOME/user_projects/domains/<RESADomain>/config/fmwconfig/boots
trap/cwallet.sso

Note: Only use the wallet in the above bootstrap folder
location. Make sure to check the line break in the path
mentioned for the wallet file.

5. Copy the jps-config-<env>.xml file to the
<INSTALL_DIR>/resa/application/resal4/policysetup/jps-config.

6. Rename the file jps-config-<env>.xml at
<INSTALL_DIR>/resa/application/resal4/policysetup /jps-config to jps-config.xml
after copying the file jps-config-<env>.xml in step 6.

7. Copy cwallet.sso from
$WLS_HOME /user_projects/domains/<RESADomain>/config/fmwconfig/bootstr
ap to the location <INSTALL_DIR>/resa/application/resal4/policysetup/wallet.
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Configure OID Authenticator in WebLogic Domain

The OID (Oracle Internet Directory 11.1.1.9) must be set up in order to perform the
configuration of OID Authenticator in WebLogic Domain.

Follow the steps below to configure WebLogic domain with OID Authenticator:
1. Login to Admin console of the domain (Example: RESADomain).
2. Go to SecurityRealm.

ORACLE WebLoghe Server® Admmraton comsle B 3z o

Change Center @ Home Log Out Preferences Help Q Welcome, weblogic ‘ Connected to: RESADomain
View changes and restarts Home >mds-CustomPortalDS »Summary of Security Realms >myrealm »>Usars and Groups >Providers »DefaultAuthenticator »Providers »>0OID Authenticator >Providers >Summary
o of Security Realms
Click the Lock & Edit button to modify, add or -
delete items in this domain. Summary of Security Realms
Lock & Edit
e A security realm is & container for the mechanisms--including users, groups, security roles, security policies, and security providers—that are used to protect
WebLogic resources. You can have multiple security realms in a WebLogic Server domain, but only one can be set as the default (active) realm.
Domain Structure This Security Realms page lists each security realm that has been confiured in this WebLogic Server domain. Click the name of the realm to explore and configure
—Deployments that realm.
EHServices ~

[H-Messaging

—-Data Sources
+—Persistent Stores
~-Foreign JNDI Providers

[ Customize this table

Realms (Filtered - More Columns Exist)

~Work Contexts Click the £ock & Edit button in the Change Center to activate all the buttons on this page.

XML Registries

XML Entity Caches New| [Delete Showing 1to 1 of 1 Previous | Next
~-jCOM

~Mail Sessions Name & Default Realm

~File T3

—JTA v myrealm true

-Becurity Realmg
_{Becurity Realms New| |Delete Showing Lto 10f 1 Previous | Next

How do I... =]

+ Configure new security realms
« Delete security realms
« Change the default security realm

System Status =]

Health of Running Servers

[ Fald(0)
[ citical (0)
[ Overloaded (0)
[ waming (0)
[
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3. Click the MyRealm -> Providers tab.
ORACLE Weblogic Server® Administration Console —

Change Center @ Home Log Out Preferences [&] Record Help | Q, Welcome, weblagic | Connected to: RESADomain
T Tmer s Home myraalm »Users and Groups >Providers »DefaultAuthenticator »Providers >OID Authenticator >Praviders >Summary of Sacurity Realms »myreaim >Praviders
Click the Lock & Edit button ta modify, add or Settings for myrealm

delete items in this domain.

e Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
oc)

Release Configuration Authentication | Password Validation = Authorization =~ Adjudication | Role Mapping ~ Auditing =~ Credential Mapping = Certification Path | Keystores

Domas Souciey An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and

RESADomain you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different data stores,

Bi-Environment A such as LDAP servers or DBMS. You can also configure 2 Realm Adapter Authentication provider that allows you to work vith users and groups from previous
“Degloyments releases of WebLogic Server.

[=H-Services

B Customize this table
Authentication Providers

Foreign JNDI Providers

Work Contexts Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

XML Registries

XML Entity Caches New | Delete Reorder
COM

Showing 1 to 2 of 2 Previous | Next

Mail Sessions v —— T — P —
[
e —— = DefaultAuthenticator WebLogic Authentication Provider 1.0
DefaultidentityAsserter WebLogic Identity Assertion provider 10
« Configure Authentication and Identity

Assertion providers New | Delete Reorder

Showing 1to 2 of 2 Previous | Next
Configure the Password Validation provider

Manage security providers
Set the JAAS control flag

Re-order Authentication providers

System Status =]

Health of Running Servers

[ Failked(@
[ citical (0)
[ Overloaded (0)
[ waming (0)
I ok (2)

4. Click DefaultAuthenticator.
ORACLE Weblogic Server® Administration Console —

Change Center @ Home Log Out Preferences [&] Record Help Q Wekmme,wehlnglc‘tnnnected to: RESADomain

Home =Users and Groups >Providers >DefaultAuthenticator »Providers ~0ID Authenticator -Providers >Summary of Security
View changes and restarts Realms >myreaim >Providers >DefaultAuthenticator
Click the Lock & Edit button to modify, add or - .
delete items in this domain. Settings for DefaultAuthenticator

Lock & Edit L Performance | Migration

Release Configuration — Provider Speciic

Domain Structure
RESADomain

Click the Lock & Edit button in the Change Center to modify the settings on this page.
~ Save

This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Contral Flag to control how this
provider is used in the login sequence.
~Data Sources
—Persistent Stores
—Foreign JNDI Providers 5] Name: DefaultAuthenticator The name of this WebLogic Authentication provider. More
~Work Contexts Info...
—XML Registries
XML Entity Caches 5 Description: WebLogic Authentication Provider A short description of the Authentication provider. More Info...
~jcoM
~-Mail Sessiens n &5 Version: 1.0 The version number of the Authentication provider. More
—File T3 Info...
How do I... =] .
5 Control Flag: REQUIRED Returns how the login sequence uses the Authentication

provider. Mare Info...

Configure Authentication and Identity

Assertion providers Save

Configure the Password Validation provider
Set the JAAS control flag Click the £ock & Edit button in the Change Center to modify the settings on this page.

Manage security providers

System Status B

Health of Running Servers

[ Failed(0)
[ crtial(0)
[ Overloaded ()
[ waming (o)
o)

| http://msp5261L.us.oracle.com:23001/console/console.portal?_nfpb=trued!_pageLabel=HomePagel —
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5. Click Lock & Edit.
ORACLE WeblLogic Server® Administration Console —

Change Center @ Home Log Out Preferences [2] Record Help Q

Welcome, weblogic | Connected to: RESADomain

Home =Users and Groups >Providers >DefaultAuthenticator >Providers >0ID Authenticator »>Providers >Summary of Security
View changes and restarts Realms >myreaim > Providers > DefaultAuthenticator

No pending changes exist. Click the Release

Configuration button to allow others to edit the Settings for DefaultAuthenticator
domain.
e EER Configuration | Performance | Migration
ach i
Release Configuralion Common | Provider Specific
Save
Domain Structure E—
RESADomain
- Environment ~ This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control hovs this
--Deployments provider is used in the login sequence.
EF-Senvices
[H-Messaging gg Name: DefaultAuthenticator The name of this WebLogic Authentication provider. More
Info...
5] Description: ‘WebLogic Authentication Provider A short description of the Authentication provider. More Info...
: Versiol 1.0 The version number of the Authentication provider. More
XML Entity Caches @g Info...
§OOM
Mail Sessions v )
—File T3 @] Control Flag: REQUIRED Returns how the login sequence uses the Authentication
provider. More Info...
How do L... (=]
Save
« Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider
Set the JAAS control flag

+ Manage security providers

System Status =

Health of Running Servers

[ Faikd(®
[ critical (0)
[ overloaded (0)
[ waming (0)
I o (2)

6. Select Control Flag=SUFFICIENT. Click Save and Activate changes.
ORACLE WebLogic Server® Administration Console —

Change Center @) Home Log Out Preferences [2] Record Help | Q

Welcome, weblogic ‘ Connected to: RESADomain

Home »Users and Groups »Providers »DefaultAuthenticator >Providers >OID Authenticator »Providers >Summary of Security
View changes and restarts Realms >myrealm >Providers > DefanltAuthenticator

No pending changes exist. Click the Release - -
Configuration button to allow others to edit the |  Settings for DefaultAuthenticator
domain.
Configuration = Performance | Migration
Lock & Edit

Release Confiqurati Common | Provider Specific

Save
Domain Structure B
RESADomain
A~ This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to centrol how this
provider is used in the login sequence.
] Name: DefaultAuthenticator The name of this WebLogic Authentication provider. More
-Data Sources Info...
{--Persistent Stores
~~Foreign JNDI Providers 5] Description: WebLogic Authentication Provider A short description of the Authentication provider. More Info...
~~Work Contexts
XML Registries ) . -
XML Entity Caches gﬁ Version: 1.0 ;r:fi version number of the Authentication provider. More
-jO0M
- Mail Sessions v .
J— (7] Control Flag: SUFFICIENT] Returns how the login sequence uses the Authentication
provider. More Info...
How do L.. 5|

Save

Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider
Set the JAAS control flag

Manage security providers

System Status =
Health of Running Servers

Failed (0)

Critical (0)

Overloaded (0)

Warning (0)

OK (2
hitp://msp52611.us.cracle.com:23001/ console/consele.pertal?_nfpb=trucdl_pageLabel=HomePagel |
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7. Go to Security Realms->MyRealm->Providers tab. Click Lock & Edit. Click New.
ORACLE WebLogic Server® Administration Console ‘

Change Center @ Home Log Out Preferences Record Help | Q Welcome, weblogic | Connected to: RESADomain
View changes and restarts Home >Providers > DefaultAuthenticator > Providers >OID Authenticator >Providers >Summary of Security Realms >myrealm >Providers =DefaultAuthenticator >Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect.
4 Aclivale Changes OK | || Cancel

Undo All Changes Create a new Authentication Provider

T The following properties will be used to identify your new Authentication Provider.
* Indicates required fields
RESADomain
E}-Environment ~
--Deployments The name of the authentication provider.
EbSenvices
B-Messaging * Name:
~Data Sources
”:z:?:';k?‘“zzmm This is the type of authentication provider you wish to create.
~Work Contexts
XML Registries Type: SAML2IdentityAsserter
XML Entity Caches
—jcom oK | || cancel
~-Mail Sessions v D
~—File T3
How do L.. =]

« Manage security providers

« Configure Authentication and Identity
Assertion providers

System Status B

Health of Running Servers

I Fkd()
[ citical (0)
[T Overloaded (0)
‘Warning (0)
I oK (2)

8. Enter the values:

Name: <OIDAuthenticator> (Provide a name for OID Authenticator.
Example:OIDAuthenticator)

= Type: OraclelnternetDirectory Authenticator
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9. Click OK.

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

4+ Activale Changes

Undo All Changes

ORACLE weblLogic Server® Administration Consale

Domain Structure

RESADomain

- Messaging

~Data Sources

-~ Persistent Stores
~Foreign JNDI Providers
~Work Contexts

XML Registries

~-XML Entity Caches
~-jCOM

~File T3

—Mail Sessions v

Welcome, weblogic ‘ Connected to: RESADomain

Home :Providers -DefaultAuthenticator »Providers »OID Authenticstor »Providers »Summary of Sacurity Realms »myrealm »Providers =Defaulthuthenticator ~Providers

8} Home Log Out Preferences (2] Record Help Q

Create a New Authentication Provider
0K Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.
= Indicates required fields

The name of the authentication provider.

= Name: OIDAuthenticator

This is the type of authentication provider you wish to create.

Type: Or:

etDirectory

Cancel

« Manage security providers

« Configure Authentication and Identity
Assertion providers

How do I... =]

System Status =]

Health of Running Servers

Failed (0)
Critical (0)
Overloaded (0}
Warning (0)
oK (2)

10. Click OIDAuthenticator.

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

4 Aclivate Changes

Undo All Changes

ORACLE Weblogic Server® Administration Consols

Domain Structure
RESADomain

--Data Sources
[--Persistent Stores
~-Foreign JNDI Providers
~“Work Contexts

XML Registries

XML Entity Caches
--j00M

“File T3

--Mail Sessions v

How do L... =]

Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider

Manage security providers
Set the JAAS control flag

Re-order Authentication providers

Welcome, weblogic ‘ Connected to: RESADomain

Home »Praviders >DefaultAuthenticator »Providers >OID Authenticator >Providers >Summary of Security Realms >myrealm >Providers >DefaultAuthenticator >Providers

8} Home Log Out Preferences Record Help Q

Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validation | Authorization | Adjudication = Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and
you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different data stores,
such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous
releases of WebLogic Server.

[ Customize this table

Authentication Providers

| New | | Delete Reorder Showing 1to 3 of 3 Previous | Next
[[]| Name Description Version

[] | pefaulthuthenticator WebLogic Authentication Provider 1.0

[] | DefaultidentityAsserter WebLogic Identity Assertion provider 1.0

[] | oIDAuthenticator Provider that performs LDAP authentication 1.0

|New| |Delete | || Reorder

Showing 1to 3 of 3 Previous | Next

System Status =]

Health of Running Servers

[ Failed ()
[ Critical (0)
[ Overloaded (0)
[ waming(0)
I <)
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11. Select Type: SUFFICIENT. Click Save.
ORACLE WebLogic Server® Administration Console ‘

Change Center & Home Log Out Preferences (2] Record Help ‘ Q Welcome, weblogic | Connected to: RESADomain
[\t srmisea ol ris Home »DefaultAuthenticator > Providers 01D Authenticator »Providars = Summary of Sacurity

o =5 Realms >myrealm >Providers ator >Providers henti
Pending changes exist. They must be activated
to take effect. Settings for OIDAuthenticator

4 Acfivate Changes C Performance

lindo 41 Changes Common | Provider Specific
Domain Structure =
RESADomain
- Environment ~ ) ) ) ) )
- Deployments This page displays basic information about this Oracle Internet Directory Authentication provider. You can also use this page to set the JAAS Control Flag to

control how this provider is used in the login sequence.

ervices
[BH-Messaging
~~Data Sources 5] Name: OIDAuthenticator
i~ Persistent Stores

~—Foreign JNDI Providers

The name of this Oracle Internet Directory Authentication
provider. Mare Info...

~-Work Contexts gﬁ Description: Provider that performs LDAP authentication A short description of this Orade Intemet Directory
~-XML Registries Authentication provider. More Info...

~-XML Entity Caches

~-jCOM gg Version: 1.0 The version number of this Orade Internet Directory
~Mail Sessiens v Authentication provider. More Info...

—File T3

How do 1. g| | 48 Control Flag: SUFFICIENT]

Specfies how this Oracle Internet Directory Authentication
provider fits inta the login sequence. More Info...

Configure the Oracle Internet Directory

; ; Save
Authentication provider =

Configure Authentication and Identity
Assertion providers

Set the JAAS control flag

Configure the Passwiord Validation provider

+ Manage security providers

System Status =]

Health of Running Servers

[ Failed)
[ citical (0)
[ Overloaded (0)
[ waming (0)
I o (2)
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12. Click Provider Specific tab.
Enter the values:
= Host: <OID Server name> (Example: msp12068.us.oracle.com)
= Port: <OID port> (Example: 3060 or 389)
=  Principal: <cn=orcladmin> (provide the OID admin user)
* Credential: <password> (provide the password of cn=orcladmin)
= User Base DN: (Example: cn=Users,dc=us,dc=oracle,dc=com)
=  Group Base DN: (Example: cn=Groups,dc=us,dc=oracle,dc=com)
= Select ‘Ignore Duplicate Membership’
= Results Time Limit: 30000

Settings for OIDAuthenticator

Configuration | Performance

Common | Provider Specific

Save

Use this page to define the provider spedific configuration for this Oradle Internet Directory Authentication provider.

Connection
4] Host: OIDApphos{
#F] Port: 3060
«#F] Principak: cn=orcladmin,.cn=users
Credentiak:

Confirm Credential: LTI IS

5] SSLEnabled
Users

(5] User Base DN: cn=users,dc=us,dc=orz

«#F] All Users Filter: (&{cn=")(objectclass=re

4] User From Name Filter: (&(cn="%u){objectclass

g@ User Search Scope: subtree |Z|

13. Save the values and activate changes.
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14. Go to Security Realms->myrealm->Providers.

ST P pvm—— . @00 o

Change Center @) Home Log Out Preferences d Help Q Welcome, weblogic | Connacted to: RESADomain
View changes and restarts Home >Providers > 01D Authenticator >Providers »>Summary of Security Realms >myrealm > Providers > DefaultAuthenticator »Providers >OIDAuthenticator >Providers
dlick the Lock & Edit button to modify, add or Settings for myrealm
delete items in this domain.
S — Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers = Migration
ac}
e Authentication | Password Validation | Authorization | Adjudication = Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores

Domeis Sl An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and
RESADomain you can configure multiple Authentication providers in a security realm. Different types of Authentication providers are designed to access different data stores,

[#-Environment ~ such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previeus
--Deployments releases of WebLogic Server.
[H-Services
M
__D::: asg;:?ﬁs [ Customize this table

i—Persistent Stores

Authentication Providers
~-Foreign JNDI Providers

—Work Contexts Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
XML Registries
XML Entity Caches New | [Delete | |[Reorder Showing 1to 3 of 3 Previous | Next
~-jCOM
~Mail Sessions v e [ e
—File T3
Pr—— = DefauitAuthenticator WebLogic Authentication Provider
Defauftidentityasserter WebLogic Identity Assertion provider
+ Configure Authentication and Identity
Assertion providers OIDAuthenticator Provider that performs LDAP authentication
« Configure the Password Validation provider New | [Delele Reorder Showing 1to 3 of 3 Previous | Mext
+ Manage security providers

Set the JAAS control flag

Re-order Authentication providers

System Status =]

Health of Running Servers

[ Faled(®
[ Critical (0)
[ overloaded (0)
[ waming (0)
I o (2)

15. Click Lock and Edit and then click Reorder. Select OIDAuthenticator and move it to
the top of the list. Click OK.

ORACLE WeblLogic Server® Adminisation Conele B o

Change Center ) Home Log Out Preferences Record Help Q Welcome, weblogi
Tl Home >Providers >OID Authenticator Providers »>Summary of Security Realms >myreaim »Providers >Providers Provid
Mo pending changes exist. Click the Release Reorder Authentication Providers
Configuration button to allow others to edit the
domain. K| || Cancel

Lock &Edit

Reorder Authentication Providers
Release Configuration

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Domain Structure

RESADomain
BH-Environment 1 4] Authentication Providers:

--Deployments Available:
EF-Senvices

[}-Messaging [ pefaultAuthenticator
~Data Sources [] DefaultidentityAsserter
Persistent Stores

~Foreign JNDI Providers

~Work Contexts

XML Registries

~XML Entity Caches

~§C0M

~Mail Sessions v
—File T3

Select authenticator(s) in the list and use arrows to move them up and dovin in the list.

4 B H

OK | || Cancel
How do I... =

+ Re-order Authentication providers
+ Setthe JAAS contral flag

System Status =]

Health of Running Servers

[ Fikd®
[ Critical (0)
[ Overloaded (D)
[ waming(0)
[

—_ R

o e - -
/msp52611.us.oracle.com:23001/console/console portall_nfpb=trued_pagelabel=HomePagel
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ORACLE WebLogic Server® Adrinistraton Consele B o

Change Center (@1 Home Log Out Preferences [2] Record Help Q Welcome, weblogic | Connected to: RESADomain
View chang?s and s Home >Providers >0ID Authenticator >Providers >Summary of Security Realms >myrealm >Providers >DefaultAuthenticator >Providers >OIDAuthenticator >Providers

Mo pending changes exist. Click the Release Reorder Authentication Providers

Configuration butten to allow others to edit the

domain,

OK | || Cancel
Lock & Edit

Reorder Authentication Providers
Release Configuration

You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence.
Domain Structure

Select authenticator(s) in the list and use arrows to move them up and down in the list.
RESADomain

~Enviranment 1| 4E| Authentication Providers:
Available:
ervices h
- Messaging EQOmnsth o
--Data Sources [] DefaultAuthenticator

i~Persistent Stores [ befaultidentityAsserter
“-Foreign JNDI Providers

~Work Contexts

“-XML Registries

“-XML Entity Caches

“-jcoM

~-Mail Sessions v
—File T3

tor

4 bk

0K Cancel
How do I... =]

+ Re-order Authentication providers
+ Set the JAAS control flag

System Status =]
Health of Running Servers

I Faldm)
[ crtical (0)
[ Overloaded ()
[ Waming (@
o)

16. Click Activate Changes.

ORACLE Weblo

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, weblogic | Connected to: RESADomain
View changes and s Home =Providers >0ID Authenticator »Providers »>Summary of Security Realm: yrealm = Providers »DefaultAuthenticator >Provids OIDAuthenticator >Providers
Pending changes exist. They must be activated Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers  Migration
+ Activate Changes
Undo All Ghanges Authentication = Password Validstion | Authorization | Adjudication = Role Mapping | Auditing | Credential Mapping | Certification Path | Keystores

e An Authentication provider allows WebLogic Server to astablish trust by validating a user. You must have one Authentication provider in a security realm, and

RESADomain you can configure multiple Authentication providers in 2 security realm. Different types of Authentication providers are designed to access different data stores,

[} Environment ~ such as LDAP servers or DBMS. You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous
~Deployments releases of WebLogic Server.

[H-Senvices

[#}-Messaging

~Data Sources

- Persistent Stores
~Foreign JNDI Providers

[ Customize this table

Authentication Providers

—Work Contexts New | |Deleie | || Reorder Showing 1to 3 of 3 Previous | Next
~-XML Registries
XML Entity Caches [ [Iwame - S
~-jCOM HE sr=ton
~Mail Sessions e [ | o1DAuthenticator Provider that performs LDAP authentication 1.0
—File T3
[ | Defaultauthenticator WebLogic Authentication Provider 10
How do L.. =
[ | DefaultidentityAsserter WebLogic Identity Assertion provider 10
+ Configure Authentication and Identity
Assertion providers New | |Deleie | || Reorder

Showing 1to 3 of 3 Previous | Next

Configure the Password Validation provider

Manage security providers
Set the JAAS contral flag

Re-order Authentication providers

System Status =]
Health of Running Servers

[ Faled(®
| citical (D)
[ Overloaded (0)
[ waming (0)
I <)

17. Restart the WebLogic Domain and Managed server.

18. Login to WebLogic domain->Security Realms->MyRealm->Users and Groups and
verify that the users in OID appear in this screen (Users and Groups). This confirms
the OID authentication from WebLogic is successful.
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Load LDIF Files in LDAP

The OID (Oracle Internet Directory 11.1.1.9) must be set up in order to perform the
configuration of OID Authenticator in WebLogic Domain.

There are four LDIF files provided in the application zip:
= RESA-oid-create-groups.ldif

* RESA-oid-create-users.ldif

= RESA-oid-delete-groups.ldif

* RESA-oid-delete-users.1dif

Note: You may use the existing users and existing groups if
the enterprise users and groups are already available in the
LDAP. The users provided in the LDIF files above may not
be required to use the application. For more information,
refer to the Retail Role Hierarchy section in the
Implementing Functional Security of the Oracle Retail Sales
Audit 14.1.3 Operation Guide.

The steps given below can be used to import the Groups and Users into the LDAP using
the LDIF files ‘RESA-oid-create-groups.ldif” and ‘RESA-oid-create-users.1dif’.

Note: If you are using the above LDIF files to set up the
users and groups, you must update the ‘RESA-oid-create-
user.1dif” LDIF file with your password for the
‘userpassword’ attribute for all the users mentioned in the
RESA-oid-create-user.ldif LDIF file. The changes must be
done before importing the users LDIF file ‘'RESA-oid-create-
users.ldif” into the LDAP. Once the users are imported into
the LDAP, remove the ‘userpassword’ attribute value from
the LDIF file. Refer to the Oracle Internet Directory
Administration Guide for OID password policies for setting
up passwords.

Note: LDIF files can also be imported in other ways, but the
steps below are using ODSM console.

The delete LDIF ‘RESA-oid-delete-groups.ldif’ can be used as needed if you need to
delete the groups created from the groups creation LDIF ‘RESA-oid-create-groups.1dif’.

The delete LDIF ‘RESA-oid-delete-users.ldif’ can be used if you need to delete the users
created from the users LDIF file ‘RESA-oid-create-users.1dif".
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1. Login into ODSM and navigate to the ‘Data Browser” tab.

a @ (M g ket st

P nebct an et bom i b e et

2. On the Data Tree in the left hand side, expand dc=com, dc=oracle, dc=us. Right click
cn=Groups and select Import LDIF. Below pop up appears.

Import File

Select a LDIF File: No fie selected.

Note:

1. All operational attributes except 'orciguid' will be excluded while importing the entries.

2. The maximum size of LDIF file that can be imported is 4MB.

Loc | (oonest |
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Click Browse. Select the LDIF file ‘RESA-oid-create-groups.ldif’ which has been
downloaded from the media. Click OK.

Umgort Filke

Select  LDIF Fle: ip\lap|AESA oid- creste-groups.Jaf | Browse...

Nete:

1. AN operabonad sttribntes except ‘orclgust wil be exchuded while mporting the sntries.
2. The madmem 5ize of LOIF file that can be imported is-

OF Cancel
i e

4. You should see the entries successfully imported as shown in the screenshot. The
following Groups will be imported in the LDAP.

LEIF Import Progress:

Import operatisn i comgleted
Womber of entries successfully imported - 4
Mermber of entries faled tn impert : 0

< Hide Import Progress Table
Entry Operstion  Ststas
e FINARCE_MANAGER O, chegroens 8 Add Success
neAUDITOR_MANAGER. 208.cnagroups,dc . Add Success
enmALOTTOR_JOU,tnegrougs. demus.deasr . Add Suctess
en=ADMINISTRATOR_JO8,cnegrovgs deeu . Add Sucvess

Mostes All operatonal attributes except "orcgusd will be excuded whie mporing the entries.

5. Verify the Groups are available at cn=Groups,dc=us,dc=oracle,dc=com.
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6. Go to cn=Users,dc=us,dc=oracle,dc=com. Right Click cn=Users and select Import
LDIF.

Tmprt T

seect a0 e [ rown. | 1 B ssecins

2. The mamum sw f LO fie St can by mmporied s 440

7. Click Browse and select the LDIF file RESA-oid-create-users.ldif to import the Users
in LDAP.

1. ARl eperational atiributes exrept ‘origuid will be exciuded while impaeting the eatries.

2. The susemum size of LD fle that can be imported is 4HEL
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8. You should see the entries successfully imported as shown in the screenshot. The
following Users will be imported in the LDAP.

LOIF Import Progress.

Amipett operabion 16 completed
Mumber of sotries saccessfully imponted : 5
Mlusbser of artsies (aded 1o smpest < 0

- Hidhe Import Progress Table
Entry. Operation. Status

cn=FIRANCE_MANAGLR, cn=Lsere, dc=us, dc

AL _MANAGER, = Usemn di=un,d

enaRESA_AUDITOR, enetisers deeus, domor,

MeRESA_AOMINISTRATOR, cnstisers dosy

n=HLSA_SU,n=Ubers, de=usde-srade.dc

Mote: AN operationsl attribebes excepd ‘orquid vell be cxchadod whie importing the crtries.
o

Retail Application Security Roles Manager

Retail Application Security Roles Manager (RASRM) is a tool to facilitate the
customization of default RGBU role mappings to suit your business role model. This new
application can be deployed along with the ReSA application to manage the application
policies of ReSA. A new installer screen is added, so you can opt for this application and
this gets deployed to the managed server of the ReSA application. Once deployment is
done, you should be able to access this application from the main page of ReSA. You can
modify the application roles and their mappings to enterprise roles from RASRM
(application shown below).
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ORMACLE  Retail Application Security Roles Manager

Tasks Masage Duty Roes =
Misnage Duty Reies
Manage Holes Magers)

Actons- View- S W | Eivewon  pame =Y
ok Mame
“Create Driine Tramsachon_OUTY

s and Field Level Access
8005 30 Fogha Lavel Acoass, This Suty s an asdension of e §

This: duly is & exdension of e Bank Sore inguiry Duly.
a0

nng Fules
vy isusvding Rubes. This dety is alze 0 exdension of e Cumency

101 by ChEcKing B Overmie chicthon on s Entor List 138 o
e Cvarmice chacksar on e Emor List tab on séher e S3ors Dy Summan

_ICLIRY_DUTY
GNT_OUTY

Thies cuty ks an extension of e Emor Messages ir

This duty &5 3n esension of e (L Cross Riseac
values 1 the Salus contaner on ether e Store Day Semmi

Takds. This dufy i 3n astanzion of i Refiesncs Flalds inget

3 Stora Diay's Data S2amis and Auckt S2atus

Saore Days. This duly is &9 entension of e Store Dy Ingusty Duty

Do

Store Diata. This duly is am exdension of fhe Store Data Inquiry Duly
OV IO by Chiciing T Overmde chisitss o B Eamd Lisl

R = el T

e 5808 RESOM values o SO Me Cvarsh

2l astraans

a3l definons. This duly is 4 extension of M Tolal DeSrition inuiy Du. -

Only the user with System Administrator privilege can access RASRM from the ReSA
application.

As part of the Retail Sales Audit Application install, RASRM gets installed with one
default role SYSTEM_ADMINISTRATOR_JOB role. The same job role will also exist in
ReSA's jazn-data.xml file. The below options can be used for the set up.

Option 1:

Create the SYSTEM_ADMINISTRATOR_JOB role in your LDAP and assign that role to a
user who intends to execute the role mapping process.

Option 2:

Create a Job role in your LDAP and map the intended job role in the LDAP to the
SYSTEM_ADMINISTRATOR_JOB role using enterprise manager.

Since the user is part of the SYSTEM_ADMINISTRATOR_JOB role, the user first access
the ReSA application app and then launch RASRM for role mapping from the user menu
of the ReSA application.

Note: The SYSTEM_ADMINISTRATOR_JOB role must have
been already created if using the sample LDIF files which
are provided as part of the Retail Sales Audit Application
zip file.

Clustered Installations — Preinstallation Steps

Skip this section if you are not clustering the application server.

1. Make sure that you are able to start and stop the managed servers that are part of the
ReSA Cluster from the WebLogic Admin Console.

There are no additional steps before running the installer for Retail Sales Audit.
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Run the ReSA Application Installer

Once you have a managed server that is configured and started, you can run the ReSA
application installer. This installer configures and deploys the ReSA application.

Note: See Appendix: Oracle Retail Sales Audit Application
Installer Screens for details about every screen and field in
the application installer.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOME files.

Change directories to INSTALL_DIR /resa/application.

2. Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.7+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which ReSA will be installed.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT_OPTS=""-Djavax.net.ssl _keyStore=<PATH TO KEY STORE> -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -

Djavax.net.ssl.trustStoreType=jks -
Djavax.net._ssl_trustStorePassword=<TRUSTSTORE PASSWORD>'*

An example of this would be:

export ANT_OPTS="-

Djavax.net._ssl _keyStore/u00/webadmin/product/identity_keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl_keyStorePassword=retaill23 -
Djavax.net._ssl . trustStore/u00/webadmin/product/identity . truststore -
Djavax.net.ssl.trustStoreType=jks -

Djavax.net._ssl . trustStorePassword=retai 123"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created (resal4install.<timestamp>.log). See
Appendix: Oracle Retail Sales Audit Application Installer Screens for illustrations of
installer screens and details about what information needs to be entered on each
screen.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to re-enter the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.
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Test the ReSA Application

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installations are overwritten by the successful installation.

Test the ReSA Application

After the application installer completes you should have a working ReSA application
installation. To launch the application, open a web browser and go to

http:/ /host:httpport/ResaPortal

Examples:

http:/ /myhost:23303 /ResaPortal

Online Help

You should use a user/password that you built in the previous section of this install
guide “Load LDIF files in LDAP”.

The default, preloaded user supplied in the LDIF scripts for testing this installed
application is RESA_SU; the password is <the password which you have given in the
LDIF file RESA-oid-create-users.ldif as part of loading LDIF files into the LDAP>.

The application installer automatically installs Online Help to the proper location. It is
accessible from the help links within the application.

REST Web Service Disable/Re-enable

If you want to disable or enable RST web services for Merchandising Mobile, perform the
following procedures.

Disable REST Web Services war

1.
2.

N o o s~ ow

Login to the WebLogic Administration console with username/password.

Click the Deployments in the domain structure panel which will list all the
applications deployed under that domain.

In Summary of Deployments click resal4 application.

Click the Target tab and click Lock & Edit.

Check the ResaReSTServices under Target Assignments and click Change Targets.
Uncheck the server and click Yes.

Click Activate Changes for the changes to become effective.

Re-enable REST Web Services war

1.
2.

N o ok~ ow

Login to the WebLogic Administration console with username/password.

Click the Deployments in the domain structure panel which will list all the
applications deployed under that domain.

In Summary of Deployments click resal4 application.

Click the Target tab and click Lock & Edit.

Check the ResaReSTServices under Target Assignments and click Change Targets.
Check the server and click Yes.

Click Activate Changes for the changes to become effective.
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Single Sign-On

Single Sign-On

Skip this section if ReSA is not used within an Oracle Single Sign-On environment.

Note: This section assumes the Oracle WebLogic Server has
already been registered with the Oracle Access Manager
(OAM) via the oamreg tool. See the Oracle Single Sign-On
(OAM using webgate) documentation for details.

If you are using ReSA in an Oracle Single Sign-On environment, then the ReSA root
context must be protected. Modify the following files.

=  mod_wl_ohs.conf located in
<WEBLOGIC_HOME?>/Oracle_WT1/instances/instancel /config/OHS/ohs1

LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"
<IfModule weblogic_module>

</IfModule>

<Location /console>
WebLogicHost <weblogichostname>
WebLogicPort <AdminServerPort>
SetHandler weblogic-handler
</Location>

<Location / ResaPortal-Portal-context-root />
WebLogicHost <weblogichostname>
WebLogicPort <resaserverport>
SetHandler weblogic-handler
</Location>

<Location /adfAuthentication>
WebLogicHost <weblogichostname>
WebLogicPort <resaserverport>
SetHandler weblogic-handler
</Location>

Note: In the above, modify ‘ResaPortal-Portal-context-root’
with the context root name used for installing the ReSA
Application.
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Operational Insights Installation Tasks

(Optional)

This section provides the details on how to configure Oracle Retail Sales Audit (ReSA)
Operational Insights dashboards and reports installation. This is an optional section as
you can choose not to use Oracle Retail Sales Audit (ReSA) Operational Insights. Single
Sign On configuration for ReSA and Oracle BI EE is mandatory for configuring
Operational Insights in production environment.

Install Oracle BI

For step-by-step instructions on how to install and configure Oracle BI EE, see the
“Installing Oracle Business Intelligence” chapter of the Oracle BI EE Installation Guide.

Installing Operational Insights 14.1.3

Configure the Repository (rpd)

Complete the following steps to configure the repository:

1.

Stop Oracle Bl services by executing opmnctl.bat or opmnctl stopall from
<BI_INSTALL_DIRECTORY>\instances\instancel \bin.

Update the configuration file located at
<BI_INSTALL_DIRECTORY>\instances\instancel \config\ OracleBIServerCompone
nt\coreapplication_obis1\NQSConfig.INI. Add a new line under the [REPOSITORY]
section. For example:

[REPOSITORY]

Star = Operational_Insight_rpd, DEFAULT;

Other default repositories should be commented out in the NQSConfig.INI. For
example:

[REPOSITORY]
Star = Operational_Insights._rpd, DEFAULT;
#Star = SampleAppLite.rpd, DEFAULT;

Change the following setting from FMW_UPDATE_ROLE_AND_USER_REF_GUIDS

NO;
1o
FMW_UPDATE _ROLE AND USER REF GUIDS= YES;

Save and close NQSConfig.INL

Make sure that the thsnames.ora file exists under
<BI_INSTALL_DIRECTORY>\Oracle_BI1\network\admin and the file has an entry
of the database used by Operational Insights.

Proceed to set up the database connection.
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Set up the Database Connection

Refer to the “Configuring Repositories” chapter of the Oracle BI EE System Administrator’s

Guide for additional details.

Note: The screen illustrations in the following steps are only
examples. The screens that appear depend on the set up of

your system.

1. The Rpd.zip is located under <INSTALL DIR>\

application/resal4/Operationallnsights\Rpd and unzip the Rpd.zip to obtain
Operational_Insight.rpd along with Rpd_post_install.txt file and proceed with DB

Connection setup.

2. This change requires moving the rpd to a Microsoft Windows system which has
Oracle BI EE installed. Rpd is located at
<BI_INSTALL_DIRECTORY>\instances\instancel \bifoundation\OracleBIServerCo
mponent\coreapplication_obis1\repository.

3. Once the Operational_Insights.rpd is moved to a Microsoft Windows system, open it
using the Oracle BI Server Administration tool.

When prompted for the password, refer to the RPD_post_install.txt

At this time the password of the rpd can be changed if desired. For more details on
changing the password refer to the chapter, “Managing Oracle BI Repository Files”
of the Oracle BI EE Metadata Repository Builder's Guide.

When the rpd is opened, from the menu, go to Manage > Variables.

Under Repository Static variables, edit RMS_USER with main RMS schema
username(for example, RMS01) and RMS_DSN with Data Source Name of the RMS
Database by double clicking on RMS_USER and RMS_DSN options.

Wariable Manager

=53 Repositary
23 Initialization Blocks
=-[7] Variables
[?zl_, Dynamic:
[?] Static
=& Session
‘fd Initiglization Blocks
=1 Variables
= [-l?{b Systemn
['-"{5 Security
3 MonSystem

Wariable : "RMS_USER" : Static Repository Wariable
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Type Mame ¢ Description |
[?é Warisble RMS_DSN DSM used to connect ta the database
[% Variable RMS_USER User used to connect to the database
Static Repository Variable - RhS_USER m] ﬁ
Name: RMS_USER
Type!
(¥ Static
" Dynamic
not assigned J
Default Initializer:
'DB User Mame' J @
Description
User used ko connec’ to the database J
ok Cancel | Help |
]
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Variable Manager

-[olx]

=5 Repostory Type [ Name | Description |
G Initialization Blocks EVauanIa RMS5_DSN DSM used to connect to the datshase
=112] Varisbles (% Variatle FiMS_USER User used to connest o the database
1), Dynamic
(2] Static Static Repesitory Varisble - RIS DSH ol x|
5 @ Sevsion atic Repository Variable - RMS|
G Iitialization Blocks
= 1% Vaisbies Mame: | RMS DS
=13 System Type:
o 13 Secuity & static
T MonSpstem £ bynanic
ot assigned
Default Initisizer:
DN Hame| | @
Description

D3N used ko connect to the database

oK Canesl | Help

,

Wariable : "RMS_DSN" : Static Repository Variable

8. In the Physical Layer, open the Connection Pool (Oracle RMS Connection Pool)
under “Oracle RMS OLTP” and update the password for the RMS User. The
following is a sample of the Oracle RMS Connection Pool screen.

Connection Poal - Oracle RMS Connection Pool O &

General | Connection Scripts | #hL | ‘wirite Back | Mizcelaneous |

Permizsions. ..

Call interface: [Default (OCI 100/114) =l

kd aximum connections: 'IDE':

[~ Require fully qualified table names

Data zource name: |VALUEDF[HMS_DSN]

IRENIES Oracle .0h tion Pool

[V Shared logon
U=zer name: |V.~’-‘«LUEDF[HMS_USEH] Pazzward: |eesesesse

Iv Enable connection poaling
Timeout; |5 | [minutes) j

v Use multithreaded connections

[ Parameters supported

Izalation level: | Default |
Description:
Uzer name iz Wal IEOF[RMS_USER) J

Data zource name iz VALUEOF[RMS_DSM)

9. Save the Operational_Insight.rpd file.

10. Make sure tnsnames.ora file exists under
<BI_INSTALL_DIRECTORY>\Oracle_BI1\network\admin and the file has an entry
of the database which is used by Operational Insights.
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11

12.

13

. Test the database connection by right-clicking on any of the tables in the Physical

Layer, and select Update Row Count. The number of rows will be shown when that
table is highlighted if the database connection is successful.

FTP the rpd back to
<BI_INSTALL_DIRECTORY>\instances\instancel \bifoundation\OracleBIServerCo
mponent\coreapplication_obis1\repository. Make sure it is copied in binary mode.

. Proceed to the next section for to configure the catalog.

Configure Catalog

Perform the following procedure to configure the catalog:

1.

The Catalog.zip is located under <INSTALL DIR>\
application\resal4\Operationallnsights\Catalog and unzip the Catalog.zip to obtain
the catalog folder “Operational_Insight”.

Copy the catalog folder to the below
directory<BI_INSTALL_DIRECTORY>\instances\instancel\config\OracleBIPresen
tationServicesComponent\ coreapplication_obips1\catalog\

Update the instanceconfig.xml file to point to Operational_Insight catalog.
Instanceconfig.xml is found at
<BI_INSTALL_DIRECTORY>\instances\instancel\config\ OracleBIPresentationSer
vicesComponent\coreapplication_obipsl. Change the catalog path within the file to
point to Operational_Insight. For example:

<CatalogPath><Bl__INSTALL DIRECTORY>\instances\instancel\bifoundation\OracleBIP
resentationServicesComponent\coreapplication_obipsl\catalog\</CatalogPath>
Save and close the instanceconfig.xml.

Log in to WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ /<hostname>:7001/em. Note that the 7001 port number can be different for
every installation. Log in with the username and password created during Oracle BI
EE installation.

Go to WebLogic Domain > right click bifoundation_domain > Security > Credentials
as shown in the following screen.

ORACLE Enterprise Manager 11g Fusion Wiadieware Control Setp * Hep v LogOut

-

7 {33 Farm_bifoundstion_goman

=
v

>

) WebLogic Domain PoseRashad S 18, 91468535 A COT 03

3 Appkcation Degloyments Target Trpe Ful hame

(3 IWebtoge Deman bifoundaton_doman Grade Weblogc Domain Fam_bifoundation_doman/bifoundatian_domsin

2 3] Brloareh i

-] Busness]  eme

) Esshases  Control

o Metadatn  Logs
Poet Usage:
Appication Deployment
Vieh Servees
ADF Domain Configuration
Searity ' Credentiss
Metsdats Repostories
108C Data Sources:
System MBAM Erowssr

Sequrity Provider Configuraton
‘Agglcation Polioes
Appkation Roles
£ Weblogic Server Administration Console o
Genersl Informatin =

Audit Polcy
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7. Click Create Key.

ORACLE Enterprise Manager 119 Fusion Middieware Control Setp + Hep v LogOut

bifoundation_domain g
§] Webloge Doman +

For Select Map,enter value as oracle.bi.enterprise
For Key, enter repository- Operational_Insight. For User Name, enter system. Enter
the password of the rpd.

10. Click OK and log out.

11. Start Oracle BI services by executing opmnctl.bat or opmnctl startall from
<BI_INSTALL_DIRECTORY>\instances\instancel \bin.

12. Test Operational Insights Installation by opening the browser with the URL as
http:/ /<hostname>:9704/analytics with the username and password created during
Oracle BI EE installation.

Another alternative for configuring the rpd and catalog through WebLogic, refer to
the "Configuring Repositories" chapter in the System Administrator's Guide for
Oracle Business Intelligence Enterprise Edition"

Configure Operational Insights Roles

Perform the following procedure to configure ReSA pre-packaged security roles in
Operational Insights:
1. Stop all services.

2. Make a backup of
<BI_INSTALL_DIRECTORY>\user_projects\domains\bifoundation_domain\confi
g\fmwconfig\system-jazn-data.xml.

3. Copy the pre-packaged Operational Insights system-jazn-data.xml file from
<INSTALL DIR>\application\resal4\Operationallnsights\ XML

Into

<BI_INSTALL_DIRECTORY>\user_projects\domains\bifoundation_domain\confi
g\fmwconfig\.

4. Start all services.

For more information regards Operational Insights application roles and associated
user groups please refer to the Oracle Retail Merchandising Security Guide Chapter 13
Operational Insights Security Overview.

If you already have custom roles defined and wanted to update the existing jazn
settings with the Operational Insights specific roles, then you copy the Operational
Insights application roles manually into the jazn file.
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For example:

Existing Jazn File:

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-name>

<class>oracle._security.jps.service.policystore_ApplicationRole</class>

<members>

<member>
<class>weblogic.security.principal .WLSGrouplmpl</class>

<name>UserGroups</name>
</member>

</members>

</app-role>

</app-roles>

Now from the packaged system-jazn-data.xml file, copy the Operational Insights
application roles into your existing jazn file. The text in italics below is one of the
application roles packaged with Oracle Operational Insights.

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-name>
<class>oracle_security.jps.service.policystore_ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal .WLSGrouplmpl</class>
<name>UserGroups</name>
</member>
</members>
</app-role>

<app-role>
<name>Auditor Manager</name>
<display-name>Bl Auditor Manager</display-name>
<guid>57B470702E7211E48F37AF2A78D27375</guid>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal .WLSGrouplmpl</class>
<name>AUDITOR_MANAGER_JOB</name>
</member>
<member>

<class>oracle._security.jps.service.policystore._ApplicationRole</class>

<name>BIConsumer</name>
<guid>C3CC60E3FB7A11E3BFA201D53921A1EC</guid>
</member>
</members>
</app-role>

Manage Users and Security

For information regarding creating users, user groups, security roles, permissions and
privileges refer to the Oracle BI EE Security Guide.

Language Selection with SSO

See the "Enabling SSO Authentication" chapter in the Oracle BI EE Security Guide for more

information about configuration changes.

Operational Insights dashboards and reports displays the same language as ReSA by
accepting the Lang parameter from the ReSA system.
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Other Notes

When making any changes to the repository, do it in the offline mode and before saving
the changes perform a global consistency check. The global consistency check should not
show any errors. Out of the box Operational Insight repository will have some warnings
when a Global Consistency Check is done. These warnings do not affect Operational
Insight functionality in any way and these are been thoroughly verified.

Operational Insights Configuration

Operating System

RPD_post_install.txt which contain password to protect Operational Insights OBIEE code
should be owned by Operational Insight unix user and installed with 600 permission.
Password in Oracle BI EE should be changed after installation is done.

= Qracle BI EE Server

Operational Insights Oracle BI EE metadata files (rpd, catalog, and translation)
should be owned by Operational Insights system administrator and installed with
750 permissions.

Infrastructure/Middleware

Oracle BI EE
= Jdbc connection

Oracle database access through Oracle BI EE can be secured by using a Jdbc
connection. The Jdbc connection setup is provided in rpd file. User needs to provide
database login credential in the rpd file. The database login credential is stored
securely through Oracle BI EE.

Operational Insights Security Role

Operational Insights provides role based security in the current release. The access
permission of Operational Insights logical tables for each security role has been defined
in Operational Insights rpd file. Within these roles, the user has the privilege to access
every subject area of Operational Insights. It is designed for client’s testing, developing,
or similar non-business activities. Due to the extent of access associated with this role, it
should be used cautiously. See the Oracle Retail Merchandising Security Guide for
additional information on the Operational Insights security role.

Application Server
= Ensure Restrictive Access Control

Operational Insights provides security roles to ensure restrictive access at object
level. WebLogic application server is used to create and maintain these application
roles. The definition of roles and the mapping of roles and user groups are stored in
system-jazn-data.xml file.
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Post-installation Tasks

Enable IFrames

The contextual reports launch from the ADF screen is iFrame based, leveraging ADF
contextual event infrastructure. To enable IFrame in OBIEE perform the following
procedure:

1. Add the following tags in instanceconfig.xml located at
<BI_INSTALL_DIRECTORY>\instances\instancel\config\ OracleBIPresentationSer
vicesComponent\coreapplication_obipsl

Within security key of <ServerInstance> </ServerInstance> tag and restart the OBI
Presentation Service. Take a backup of the instanceconfig.xml file before adding the
below mention code:

<Security>

<InlFrameRenderingMode>al low</ InlFrameRender ingMode>
</Security>

2. Add the IFrame bursting configurations to the OBI Presentation Server by adding the
below mentioned code to the web.xml located at

<BI_INSTALL_DIRECTORY>\oracleBI1\bifoundation\web\app \WEB-INF\.

Restart all OBIEE 11G services to reflect these changes in application.

<context-param>
<param-name>oracle.adf.view.rich.security.FRAVE BUSTING</param-name>
<param-value>never</param-value>
</context-param>

Configuring ReSA URL for In-Context launches of ReSA from Operational Insights
Dashboards and Reports

1. Add the below configuration in ActionFrameworkConfig.xml filelocated at
<BI_INSTALL_DIRECTORY>\user_projects\domains\bifoundation_domain\confi
g\fmwconfig\biinstances\coreapplication

<aliases>
<location-alias>
<alias>resahost</alias>
<actual>http://ReSA Server Name:Port</actual>
</location-alias>
</aliases>

Note: There would already be a <aliases \> and that should
be replaced with the above 6 lines of code.
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Remove Background shadow from Operational Insights Reports (Optional)

1

Navigate to
<BI_INSTALL_DIRECTORY>\Oracle_BI1\bifoundation\web\msgdb\s_FusionFX\
viewui\chart (11.1.1.9.0 and above) and make the below mentioned changes to “dvt-
graph-skin.xml” file.
Original:
<Graph>
<SlicelLabel>
<I-- decimalDigitUsed is false here so that non-percentage pie slices
do not pick up this value
The DVTChartProcessor sets decimalDigitUsed to true iIf this is a
percentage pie slice -—>
<ViewFormat decimalDigit=""2" decimalDigitUsed="false'/>
</SlicelLabel>
<Title>
<I-- attributes supported - fontColor="#0", bold=""true", italic=""true",
underline=""true" -->
<GraphFont fontColor=""#0" bold=""true"/>
</Title>
</Graph>

Modified:

<Graph visualEffects="NONE'>
<SlicelLabel>
<I-- decimalDigitUsed is false here so that non-percentage pie slices do not
pick up this value The DVTChartProcessor sets decimalDigitUsed to true if this
is a percentage pie slice -—>
<ViewFormat decimalDigit=""2" decimalDigitUsed="false'/>
</SlicelLabel>
<Title>
<I-- attributes supported - fontColor="#0", bold=""true",
italic=""true", underline="‘true'" -->
<GraphFont fontColor=""#0" bold=""true"/>
</Title>
</Graph> -

Configuring Translation Strings for Supported Languages

1

Run the W_LOCALIZED_STRING_G.sql on the main RMS schema, (say RMSO01) to
create W_LOCALIZED_STRING_G table which holds the translation strings for
names and descriptions of all the metrics and attributes of the Operational Insights
rpd for the supported languages. The script can be found under
<INSTALL_DIR>/application/resal4/Operationallnsights/DB/Common/DDL.2.U
nzip and run the insert scripts present in
<INSTALL_DIR>/application/resal4/Operationallnsights /Translations /rpdStringl
nserts.zip. on the main RMS schema

Note: If these Insert scripts are going to be run in Unix
Environment, before running these scripts run the below
command to set NLS_LANG

setenv NLS_LANG AMERICAN_AMERICA.UTF8
or

export NLS_LANG=AMERICAN_AMERICA.UTF8
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2. For all catalog translation strings, Unzip and copy the content of
<INSTALL_DIR>/application/resal4/Operationallnsights /Translations /translation
s.zip to <OBIEE_HOME>/
instances\instancel \bifoundation\OracleBIPresentationServicesComponent\coreap
plication_obips1\msgdb

For more details on Operational Insights translations refer to topic Operational
Insights Dashboard and ReSA in the Oracle Retail Merchandising Implementation Guide.

Cache Disabling

Cache needs to be disabled on OBIEE to ensure any saved changes on the ReSA screen
are reflected immediately in the Operational Insights reports embedded in the ReSA ADF
UL To disable cache in OBIEE follow below steps

1. Log in to WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ /<hostname>:7001/em. Note that the 7001 port number can be different for

every installation. Log in with the username and password created during Oracle BI
EE installation.

2. Go to Business Intelligence > coreapplication > Capacity Management > Performance
as shown in the following screen.

ORACLE Enterprise Manager 110 Fusisn Wisd

Sehpe Mo LogOut
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@~ & coreapplication g Loggrdinm weblogic
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Chamge Center: | [ Actvate Changes |l Rekeose Corfiquration d Restart to acply recers changes £

Cvervew  Avalisdty  Copacity Hamagement  Dlagnestis | Searty  Degloyment

Mekics  Scolablty | Perdormance

Performance Options o

Lt e by e B e of o B [

Enable 0] Server Cache User Session Expiry
Ensbing the server cache can grestly mprove performance by ensbing Lsers who share data vsbity o retnéve row o The user sesnon expry me wil niTeass perforance S resouross assosted
‘613 frivm cueries that e areach been run 3% the caat of e passiity bf seeng st Sa with the sesson £an be reieased B senvos new Prouests. The dovie &5 Pt sers wll be

regared 1 oy in more freouenty and can kote barsent sesson siste,
Gk e

M ache iy s 0 202 [Mrutes [=]
! " d ¥ ED i |Mevte e

Macmeen Rumber of Rows Processed when Rendernng a Table View

Thes st ets how rrasch s i reeved froe the il Server and processed. The defaut
walue i 43000, Reducng the menamum number of rows processed can signficanty nprove
Theae settes apply b o cache when e B strves o chaalered. prrormerer by redacrs e spaters resarees that o be e by 4 groen e
sesn,

Glabsal Cathe

500 |5
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RPD Updates
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3. Uncheck the “Cache enabled” click on Apply and then click on Activate Changes,
once the changed configuration activated, Restart the Presentation services so
changes will reflect.

4. Navigate to below path
<BI_INSTALL_DIRECTORY>\instances\instancel\config\ OracleBIPresentationSer
vicesComponent\coreapplication_obipsl

5. Take a backup of the “instanceconfig.xml” file and add the below mention code in
between <Serverlnstance> </ServerInstance> tag
<Cache>
<Query>
<MaxEntries>100</MaxEntries>
<MaxExpireMinutes>1</MaxExpireMinutes>
<MinExpireMinutes>1</MinExpireMinutes>
<MinUserExpireMinutes>1</MinUserExpireMinutes>
</Query>
</Cache>
Once the above code is added in the instanceconfig.xml file, restart the Presentation
Service.
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Deploy Operational Insights Skin and Styles

1.

Create a web application called “analyticsRes” in the Oracle BI EE environment.

Open the document (Doc ID 1277311.1) on the Oracle Support website

http:/ /support.oracle.com and download the white paper ‘Customizing Oracle
Business Intelligence Enterprise Edition 11g’. Refer to the section “Exposing a Static
Directory in WebLogic Server’ to enable the analyticsRes application on the Oracle Bl
EE WebLogic Server.

Note: The directory

ORACLE_INSTANCE /bifoundation/OracleBIPresentationS
ervicesComponent/ coreapplication_obipsl/analyticsRes
mentioned in the document refers to
<OBIEE_ORACLE_HOME:>/instances/<INSTANCE_NAM
E>/bifoundation/OracleBIPresentationServicesComponent
/coreapplication_obips1/analyticsRes.

OI_Custom_Style.zip contains the Operational Insights Custom Styles and Skins.

Copy the OI_Custom_Style.zip from <INSTALL_DIRECTORY>/OI/CSS location
and unzip in the analyticRes folder.

The unzipped directory will have an OI_Custom_Style folder. The OI_Custom_Style
folder includes the following four directories.

e s_skyros_custom
e sk skyros_custom
e customMessages
e OLJS
Copy the above Four directories to the location mentioned below. If the below

location already has these directories then remove those directories first before the
copying the above directories.

<OBIEE_ORACLE_HOME?> /instances/<INSTANCE_NAME>/bifoundation/Oracle
BlPresentationServicesComponent/coreapplication_obipsl/analyticsRes

Once the directories have been copied to the above location, stop and start the
‘anayticsRes’ application from the WebLogic console to ensure that the new
resources are available.

Modify the instanceconfig.xml under the location
<BI_INSTALL_DIRECTORY>/instances/<INSTANCE_NAME> /config/OracleBIPr
esentationServicesComponent/coreapplication_obips] to enable the Operational
Insights skins and styles. The code below should be added between the
<ServerInstance> </ServerInstance> tag of the instanceconfig.xml file.

<Ul>
<DefaultStyle>skyros_custom</DefaultStyle>
<DefaultSkin>skyros_custom</DefaultSkin>
</Ul>
<URL>
<CustomerResourcePhysicalPath><Bl_INSTALL_DIRECTORY>/instances/<INSTANCE_N
AME>/bifoundation/OracleBlIPresentationServicesComponent/coreapplication_obipsl
/analyticsRes</CustomerResourcePhysicalPath>
<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>
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Example:

<Table>

<I1--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<DefaultRowsDisplayedInDelivery>75</Defaul tRowsDisplayedinDel ivery>

<I--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->
<DefaultRowsDisplayedInDownload>2500</Defaul tRowsDisplayed InDownload>

<MaxCel 1s>4000000</MaxCel Is>

<MaxVisibleRows>140000</MaxVisibleRows>

</Table>

<Ul>
<DefaultStyle>skyros_custom</DefaultStyle>
<DefaultSkin>skyros_custom</Defaul tSkin>
</Ul>

<URL>

<I-- CustomerResourcePhysicalPath is a tag that specifies the actual directory
name-->

<CustomerResourcePhysicalPath>/u00/webadmin/products/wls_obiee_oi/instances/in
stancel/bifoundation/OracleBlPresentationServicesComponent/coreapplication_obi
psl/analyticsRes</CustomerResourcePhysicalPath>

<I-- CustomerResourceVirtualPath provides the URLPrefix that will be added for
sourcing all the files-—>

<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>

<Catalog>

<UpgradeAndExit>false</UpgradeAndExit>

<Val idate>OnStartup</Validate>

<Validateltems>None</Val idatel tems>

<Val idateLinks>None</Val idateLinks>

<Val idateAccounts>Clean</Val idateAccounts>

<Val idateHomes>None</Val idateHomes>
<I-—<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>-->
<I1--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control--><EnableMultiTenancy>false</EnableMultiTenancy>
</Catalog>

Note that the attribute CustomerResourcePhysicalPath should point to the absolute
path of the anlayticsRes directory on that machine.
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Create Symbolic Link to analyticsRes Directory

This step is required for the custom resources to be available to the Oracle BI EE
Presentations Services connection when using the StaticResourceMode as Auto. Please
create a symbolic link as follows.

1.

5.

Change the directory to

<OBIEE_ORACLE_HOME?>/user_projects/domains/ <DOMAIN_NAME> /servers/
bi_serverl/tmp/_WL_user/analytics_11.1.1/7dezjl/war

$cd

<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/ WL user/analytics 11.1.1/
7dezj1/war

Verify that you are in the correct directory

$ pwd

<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serverl/tmp/_WL user/analytics 11.1.1/
7dezj 1/war

Create a symbolic link to the analyticRes directory

$In -s
<OBIEE_ORACLE_HOME>/ instances/<INSTANCE_NAME>/bifoundation/OracleBlPresentatio
nServicesComponent/coreapplication_obipsl/analyticsRes

Verify that symbolic link is available.

$ Is -Itr

total 28

drwxr----—- 5 oraweb dba 4096 Jan 11 18:35 workspace
drwxr---—-- 3 oraweb dba 4096 Jan 11 18:35 WEB-INF
-rW-r-———-— 1 oraweb dba 69 Jan 11 18:35 default_jsp
drwxr-—-——- 9 oraweb dba 4096 Jan 11 18:35 res
drwxr---—-- 31 oraweb dba 4096 Jan 11 18:35 olh
drwxr-———- 2 oraweb dba 4096 Jan 11 18:35 META-INF

Inxrwxrwx 1 oraweb dba 136 May 14 22:45 analyticsRes —>
<OBIEE ORACLE HOME>/instances/<INSTANCE NAME>/bifoundation/OracleBlPresentatio
nServicesComponent/coreapplication_obipsl/analyticsRes

Note: In windows environments, instead of creating a
symbolic link, we should manually copy the analyticsRes
directory to the following location
<OBIEE_WEBLOGIC_DOMAIN_HOME:>/servers/bi_serve
rl/tmp/_WL_user/analytics_11.1.1/7dezjl/war

If the Oracle BI EE installation uses just the AdminServer
then the analyticsRes directory should be copied to the
following location

<OBIEE_ORACLE_HOME?> /user_projects/domains/bifoun
dation_domain/servers/AdminServer/tmp/_WL_user/ana
lytics_11.1.1/silplv/war

Restart all Oracle BI EE instances and domains.
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Oracle Retail Patching Process

The patching process for many Oracle Retail products has been substantially revised
from prior releases. Automated tools are available to reduce the amount of manual steps
when applying patches. To support and complement this automation, more information
about the environment is now tracked and retained between patches. This information is
used to allow subsequent patches to identify and skip changes which have already been
made to the environment. For example, the patching process uses a database manifest
table to skip database change scripts which have already been executed.

The enhanced product patching process incorporates the following:

= Utilities to automate the application of Oracle Retail patches to environments.

= Unified patches so that a single patch can be applied against Database, Forms, Java
applications, Batch, etc. installations.

* Database and Environment manifests track versions of files at a module level.

* Centralized configuration distinguishes installation types (Database, Forms, Java,
Batch, etc.).

= Patch inventory tracks the patches applied to an environment.

These enhancements make installing and updating Oracle Retail product installations
easier and reduce opportunities for mistakes. Some of these changes add additional
considerations to patching and maintaining Oracle Retail product environments.
Additional details on these considerations are found in later sections.

Supported Products and Technologies

With version 14.1.3, several additional products and technologies are supported by the
enhanced patching process. The utilities, processes and procedures described here are
supported with the following products and listed technologies:

Product Supported Technology

Oracle Retail Merchandising System (RMS) =  Database scripts

= Batch scripts

*  RETL scripts

*  Data Conversion Scripts
* Forms

= Bl Publisher Reports

Oracle Retail Warehouse Management System (RWMS) [ =  Database scripts

= Batch scripts

= Forms

=  BIPublisher Reports
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Product Supported Technology
Oracle Retail Price Management (RPM) =  Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Invoice Matching (RelM) *  Database scripts (included with
RMS)

= Java Application
= Batch scripts

Oracle Retail Allocation =  Database scripts (included with
RMS)

*  Java Application
= Batch scripts

Oracle Retail Sales Audit (ReSA) =  Database scripts (included with
RMS)
= Java Application
Oracle Retail Analytics (RA) *  Database scripts
Oracle Retail Advanced Science Engine (ORASE) =  Database scripts
=  Batch scripts
Oracle Retail Application Security Role Manager = Java Application
(RASRM)

Patch Concepts

During the lifecycle of an Oracle Retail environment, patches are applied to maintain
your system. This maintenance may be necessary to resolve a specific issue, add new
functionality, update to the latest patch level, add support for new technologies, or other
reasons.

A patch refers to a collection of files to apply to an environment. Patches could be
cumulative, such as the 14.1.0 or 14.1.3 release, or incremental, such as a hot fix for just a
few modules. Patches may contain updates for some or all components of a product
installation including database, application code, forms, and batch. In a distributed
architecture the same patch may need to be applied to multiple systems in order to patch
all of the components. For example, if a patch contains both database and application
changes, the patch would need to be applied to both the database server and the
application server.

The top-level directory for the installation of an Oracle Retail product is referred to as the
RETAIL_HOME. Underneath RETAIL_HOME are all of the files related to that product
installation, as well as configuration and metadata necessary for the Oracle Retail Patch
Assistant to maintain those files. In some cases the runtime application files also exist
under RETAIL_HOME. For example, the compiled RMS forms, compiled RMS batch
files, or Java Application batch scripts.
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Patching Utility Overview

Patches are applied and tracked using utilities that are specifically designed for this
purpose. The primary utility is described briefly below and additional information is
available in later sections.

Oracle Retail Patch Assistant (ORPatch)

ORPatch is the utility used to apply patches to an Oracle Retail product installation. Itis
used in the background by the installer when creating a new installation or applying a
cumulative patch. It is used directly to apply an incremental patch to an environment.

Oracle Retail Merge Patch (ORMerge)

ORMerge is a utility to allow multiple patches to be combined into a single patch.
Applying patches individually may require some steps to be repeated. Merging multiple
patches together allows these steps to be run only once. For example, applying several
incremental patches to database packages will recompile invalid objects with each patch.
Merging the patches into a single patch before applying them will allow invalid objects to
be recompiled only once.

Oracle Retail Compile Patch (ORCompile)

ORCompile is a utility to compile components of Oracle Retail products outside of a
patch. It allows RMS Forms, RMS Batch, and RWMS Forms to be fully recompiled even
if no patch has been applied. It also contains functionality to recompile invalid database
objects in product schemas.

Oracle Retail Deploy Patch (ORDeploy)

ORDeploy is a utility to deploy components of Oracle Retail Java products outside of a
patch. It allows RPM, RelM, Allocation and ReSA java applications to be redeployed to
WebLogic even if a patch has not been applied. It contains functionality to optionally
include or not include Java customizations when redeploying.

Changes with 14.1

Many products and technologies are supported by the enhanced patching process for the
first time in 14.1. In those cases all of the content in this chapter is new with 14.1.

MMHOME changed to RETAIL_HOME

For RMS and RWMS, which were previously supported in 14.0, there is a change when
using ORPatch and related tools. Previously the MMHOME environment variable was
used to refer to the RMS and RWMS installation area. Starting with 14.1,
RETAIL_HOME is now used to refer to the installation area. So where previously it was
necessary to set MMHOME before executing ORPatch, you must now set
RETAIL_HOME.

Note: RMS Batch continues to use MMHOME to refer to the
area where batch is installed, and requires it to be set when
executing batches. The change to using RETAIL_HOME
relates only to ORPatch and related utilities.

Java batch script location

For Java products with batch scripts, starting with 14.1 the location of batch scripts has
been changed to $RETAIL_HOME/ <app>-batch. Previously batch scripts were stored
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within the WebLogic domain in the retail directory. Credential store files continue to be
stored within the WebLogic domain.

Patching Considerations

Patch Types

Oracle Retail produces two types of patches for their products: cumulative and
incremental.

Cumulative Patches

A cumulative patch includes all of the files necessary to patch an environment to a
specific level or build a new environment at that level. Examples of cumulative patches
would be 14.1.1, 14.1.2, and so on. Cumulative patches come with a standard Oracle
Retail installer and so can be applied to an environment with the installer rather than
with ORPatch or other utilities.

Incremental Patches

An incremental patch includes only selected files necessary to address a specific issue or
add a feature. Examples of incremental patches would be a hot fix for a specific defect.
Incremental patches do not include an installer and must be applied with ORPatch.

Incremental Patch Structure

An Oracle Retail incremental patch generally contains several files and one or more
subdirectories. The subdirectories contain the contents of the patch, while the individual
files contain information about the patch and metadata necessary for patching utilities to
correctly apply the patch. The most important files in the top-level directory are the
README.txt, the manifest files.

README File

The README.txt file contains information about the incremental patch and how to apply
it. This may include manual steps that are necessary before, after or while applying the
patch. It will also contain instructions on applying the patch with ORPatch.

Manifest Files

Each patch contains manifest files which contain metadata about the contents of a patch
and are used by ORPatch to determine the actions necessary to apply a patch. Patches
should generally be run against all installations a product in an environment, and
ORPatch will only apply the changes from the patch that are relevant to that installation.

Note: Cumulative patches use a different patch structure
because they include a full installer which will run ORPatch
automatically.

Version Tracking
The patching infrastructure for 14.1 tracks version information for all files involved with
a product installation. The RETAIL_HOME now contains files which track the revision
of all files within the RETAIL_HOME including batch, forms, database, Java archives and
other files. In addition, records of database scripts that have been applied to the product
database objects are kept within each database schema.
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Apply all Patches with Installer or ORPatch

In order to ensure that environment metadata is accurate all patches must be applied to
the Oracle Retail product installation using patching utilities. For cumulative patches
this is done automatically by the installer. For incremental patches ORPatch must be
used directly. This is especially important if database changes are being applied, in order
to ensure that the database-related metadata is kept up-to-date.

Environment Configuration

A configuration file in SRETAIL_HOME/orpatch/config/env_info.cfg is used to define
the details of a specific Oracle Retail environment. This file defines:

= The location of critical infrastructure components such as the ORACLE_HOME on a
database or middleware server.

=  The location of Oracle Wallets to support connecting to the database users.

= The type of file processing which is relevant to a particular host. For example, if this
is a host where database work should be done, or a host where batch compilation
should be done, a host where Java applications should be deployed, etc. This allows
a single database, forms and batch patch to be run against all types of hosts, applying
only the relevant pieces on each server.

= Other configuration necessary to determine proper behavior in an environment.

Retained Installation Files

The RETAIL_HOME location of an Oracle Retail product installation contains all of the
files associated with that installation. This can include database scripts, Java files, Forms,
Batch, RETL and Data Conversion files as with previous versions and also includes all
database scripts. This allows objects to be reloaded during patching, including any
necessary dependencies.

Reloading Content

In order to ensure that database contents and generated files exactly match patched
versions, when applying cumulative patches some content is regenerated even if it does
not appear to have changed.

On a cumulative patch this includes:
= All re-runnable database content will be reloaded
— Packages and Procedures
— Database Types (excluding RIB objects)
— Control scripts
— Triggers
—  WebService jars and packages
— Form Elements
= All RMS and RWMS forms files will be recompiled
= All RMS batch files will be recompiled

When applying incremental patches, only changed files will be reloaded. However this
does not apply to RMS batch, which is fully recompiled with any change.
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Java Hotfixes and Cumulative Patches

Backups

Disk Space

When applying cumulative patches to Java applications components with ORPatch, all
hotfixes related to base product ear files included with the patch will be rolled back. This
increases the likelihood of a successful deployment because hotfixes may not be
compatible with updated product ear files, or may already be included with the ear.
Before applying a cumulative patch to Java applications, check the patch documentation
to determine which hotfixes are not included in the ear. Then work with Oracle Support
to obtain compatible versions of the fixes for the updated ear version. In some cases this
may be the same hotfix, in which case it can be re-applied to the environment. In other
cases a new hotfix may be required.

Before applying a patch to an environment, it is extremely important to take a full
backup of both the RETAIL_HOME file system and the Oracle Retail database. Although
ORPatch makes backups of files modified during patching, any database changes cannot
be reversed. If a patch fails which contains database changes, and cannot be completed,
the environment must be restored from backup.

When patches are applied to an environment, the old version of files which are updated
or deleted are backed up to $RETAIL_HOME/backups/backup-<timestamp>. When
applying large patches, ensure there is sufficient disk space on the system where you
unzip the patch or the patching process may fail. Up to twice as much disk space as the
unzipped patch may be required during patching.

In addition to backups of source files, the existing compiled RMS or RWMS Forms and
RMS Batch files are saved before recompilation. These backups may be created during
patches:

= Batch ‘lib’ directory in $RETAIL_HOME/ oracle/lib /bin-<timestamp>

= Batch ‘proc’ directory in $RETAIL_HOME/ oracle/proc/bin-<timestamp>

* Forms ‘toolset” directory in $RETAIL_HOME /base/toolset/bin-<timestamp>
= Forms ‘forms’ directory in $RETAIL_HOME /base/forms/bin-<timestamp>

Periodically both types of backup files can be removed to preserve disk space.
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Patching Operations

Running ORPatch

ORPatch is used to apply patches to an Oracle Retail product installation. When
applying a patch which includes an installer, ORPatch does not need to be executed
manually as the installer will run it automatically as part of the installation process.
When applying a patch that does not include an installer, ORPatch is run directly.

ORPatch performs the tasks necessary to apply the patch:
= Inspects the patch metadata to determine the patch contents and patch type.

= Reads the environment configuration file to determine which product components
exist in this installation.

= Assembles a list of patch actions which will be run on this host to process the patch.

=  Executes pre-checks to validate that all patch actions have the necessary
configuration to proceed.

= Compares version numbers of files from the patch against the files in the
environment.

= Backs up files which will be updated.

=  Copies updated files into the installation.

= Loads updated files into database schemas, if applicable.

= Recompiles RMS batch, if applicable.

= Recompiles RMS forms, if applicable.

= Constructs updated Java archives and deploys them to WebLogic, if applicable
= Updates Java batch files and libraries, if applicable

* Records the patch in the patch inventory.

If a patch does not contain updated files for the database or system, no action may be
taken. If a previously failed ORPatch session is discovered, it will be restarted.

Preparing for Patching

Before applying a patch to your system, it is important to properly prepare the
environment.

Single Patching Session

It is extremely important that only a single ORPatch session is active against a product
installation at a time. If multiple patches need to be applied, you can optionally merge
them into a single patch and apply one patch to the environment. Never apply multiple
patches at the same time.

Shutdown Applications

If a patch updates database objects, it is important that all applications are shutdown to
ensure no database objects are locked or in use. This is especially important when
applying changes to Oracle Retail Integration Bus (RIB) objects as types in use will not be
correctly replaced, leading to “ORA-21700: object does not exist or marked for delete”
errors when restarting the RIB.

Backup Environment

Before applying a patch to an environment, it is important to take a full backup of both
the RETAIL_HOME file system and the retail database. Although ORPatch makes

Installation Guide 93



Patching Operations

backups of files modified during patching, any database changes cannot be reversed. If a
patch which contains database changes fails and cannot be completed, the environment
must be restored from backup.

Log Files

When applying a patch, ORPatch will create a number of log files which contain
important information about the actions taken during a patch and may contain more
information in the event of problems. Log files are created in the
$RETAIL_HOME/orpatch/logs directory. Logs should always be reviewed after a patch
is applied.

After a patch session the log directory will contain at a minimum an ORPatch log file and
may also contain other logs depending on the actions taken. The following table
describes logs that may exist.

Log File Used For
orpatch-<date>-<time>.log Primary ORPatch log file
detail_logs/dbsql_<component>/invalids/* Details on the errors causing a

database object to be invalid

detail_logs/analyze/details Detail logs of files that will be
created /updated /removed when
a patch is applied

detail_logs/compare/details Detail logs of the differences
between two sets of environment
metadata

orpatch_forms_<pid>_child_<num>.log Temporary logs from a child

process spawned to compile
forms in parallel. After the child
process completes, the contents
are append to the primary orpatch

log file
detail logs/forms/rms_frm_toolset/* Detail logs of the compilation of
each RMS Toolset file
detail_logs/forms/rms_frm_forms/* Detail logs of the compilation of
each RMS Forms file
detail_logs/rmsbatch/lib/* Detail logs of the compilation of
RMS Batch libraries
detail_logs/rmsbatch/proc/* Detail logs of the compilation of
RMS Batch programs
detail_logs/dbsql_rms/rms_db_ws_consumer_jars/* Detail logs of the loadjava

command to install RMS
WebService Consumer objects

detail logs/dbsql_rms/rms_db_ws_consumer_libs/* Detail logs of the loadjava
command to install RMS
WebService Consumer libraries

detail logs/forms/rwms_frm_forms/* Detail logs of the compilation of
each RWMS Form:s file
detail_logs/dbsql_rwms/rwms_db_sp _jars/* Detail logs of the loadjava

command to install RWMS SP jars
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Log File Used For
detail_logs/javaapp_<product>/deploy/* Detail logs of the deploy of a Java
product

Unzip Patch Files

Before executing ORPatch, the patch files must be unzipped into a directory. This
directory will be passed to ORPatch as the “-s <source directory>" argument on the
command-line when applying or analyzing a patch.

Location of ORPatch

The ORPatch script will be located in $RETAIL_HOME/orpatch/bin.

Command Line Arguments

ORPatch behavior is controlled by several command-line arguments. These arguments
may be actions or options. Command and option names can be specified in upper or
lower case, and will be converted to upper-case automatically. Arguments to options, for
example the source directory patch, will not be modified.

ORPatch command-line actions:

Action

Description

apply

Tells ORPatch to apply a patch, requires the —s option
Example: orpatch apply -s $RETAIL_HOME/stage/patch123456

analyze

Tells ORPatch to analyze a patch, requires the —s option
Example: orpatch analyze -s SRETAIL_HOME /stage/patch123456

Isinventory

Tells ORPatch to list the inventory of patches that have been applied to this
installation

exportmetadata

Tells ORPatch to extract all metadata information from the environment
and create a SRETAIL_HOME/support directory to contain it. Requires
the —expname option.

diffmetadata

Tells ORPatch to compare all metadata from the current environment with
metadata exported from some other environment. Requires the —expname
and -srcname options.

revert

Tells ORPatch to revert the files related to a patch, requires the —s option

Example: orpatch revert —s SRETAIL_HOME /backups/backup-09302013-
153010

Note: An action is required and only one action can be
specified at a time.

ORPatch command-line arguments:

Argument

Valid For Actions | Description

-s <source dir>

apply Specifies where to find the top-level directory of the

analyze patch to apply or analyze. The source directory
should contain the manifest.csv and patch_info.cfg
files.
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Argument Valid For Actions | Description
-new apply Forces ORPatch to not attempt to restart a failed
ORPatch session
-expname exportmetadata Defines the top-level name to be used for the export
diffmetadata or comparison of environment metadata. When used
Isinventory with Isinventory, it allows an exported inventory to
be printed.
-srcname diffmetadata Defines the ‘name’ to use when referring to the

current environment during metadata comparisons.

-dbmodules diffmetadata When comparing metadata at a module-level,
compare the dbmanifest information rather than the
environment manifest. This method of comparing
metadata is less accurate as it does not include non-
database files.

-jarmodules analyze When used with analyze, requests a full comparison
diffmetadata of the metadata of Java archives included in the patch
versus the metadata of the Java archives in the
environment. This behavior is automatically enabled
when Java customizations are detected in the
environment. Analyzing the contents of Java archives
allows for detailed investigation of the potential
impacts of installing a new Java ear to an environment
with customizations.

When used with diffmetadata, causes metadata to be
compared using jarmanifest information rather than
the environment manifest. This provides more
detailed information on the exact differences of the
content of Java archives, but does not include non-

Java files.
-selfonly apply Only apply or analyze changes in a patch that relate
analyze to orpatch itself. This is useful for applying updates
to orpatch without applying the entire patch to an
environment.
-s <backup dir> revert Specifies the backup from a patch that should be

reverted to the environment. This restores only the
files modified during the patch, the database must be
restored separately or the environment will be out-of-
sync and likely unusable.

Analyzing the Impact of a Patch

In some cases, it may be desirable to see a list of the files that will be updated by a patch,
particularly if files in the environment have been customized. ORPatch has an ‘analyze’
mode that will evaluate all files in the patch against the environment and report on the
files that will be updated based on the patch.

To run ORPatch in analyze mode, include ‘analyze’ on the command line. It performs
the following actions:

= Identifies files in the environment which the patch would remove.

= Compares version numbers of files in the patch to version numbers of files in the
environment.
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Prints a summary of the number of files which would be created, updated or
removed.

Prints an additional list of any files that would be updated which are registered as
being customized.

Prints an additional list of any files which are in the environment and newer than the
files included in the patch. These files are considered possible conflicts as the
modules in the patch may not be compatible with the newer versions already
installed. If you choose to apply the patch the newer versions of modules in the
environment will NOT be overwritten.

If a Java custom file tree is detected, prints a detailed analysis of the modules within
Java ear files that differ from the current ear file on the system.

Saves details of the files that will be impacted in
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details.

This list of files can then be used to assess the impact of a patch on your environment.

To analyze a patch, perform the following steps:

1.
2.

9.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory

export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Set the JAVA_HOME environment variable if the patch contains Java application
files.

export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage

Download the patch to the staging directory and unzip it.

Execute orpatch to analyze the patch.
orpatch analyze -s $RETAIL_HOME/stage/patch123456

Repeat the patch analysis on all servers with installations for this product
environment.

Evaluate the list(s) of impacted files.

For more information on registering and analyzing customizations, please see the
Customization section later in this document.

Applying a Patch

Once the system is prepared for patching, ORPatch can be executed to apply the patch to
the environment. The patch may need to be applied to multiple systems if it updates
components that are installed on distributed servers.

To apply a patch, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst
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3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Set the DISPLAY environment variable if the patch contains Forms.
export DISPLAY=localhost:10.0

Note: If the DISPLAY environment variable is not specified,
the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

5. Set the JAVA_HOME environment variable if the patch contains Java application
files.
export JAVA HOME=/uOO/oretail/java_jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

6. Create a staging directory to contain the patch, if it does not already exist.
mkdir —p $RETAIL_HOME/stage
Download the patch to the staging directory and unzip it.
Review the README.txt included with the patch. If manual steps are specified in
the patch, execute those steps at the appropriate time.
9. Shutdown applications.
10. Execute ORPatch to apply the patch.
orpatch apply -s $RETAIL_HOME/stage/patchl123456
11. After ORPatch completes, review the log files in $RETAIL_HOME/ orpatch/logs.
12. Repeat the patch application on all servers with installations for this product
environment.

13. Restart applications.

Restarting ORPatch

If ORPatch is interrupted while applying a patch, or exits with an error, it saves a record
of completed work in a restart state file in SRETAIL_HOME/orpatch/logs. Investigate
and resolve the problem that caused the failure, then restart ORPatch.

By default when ORPatch is started again, it will restart the patch process close to where
it left off. If the patch process should not be restarted, add ‘-new’ to the command-line of
ORPatch.

Please note that starting a new patch session without completing the prior patch may
have serious impacts that result in a patch not being applied correctly. For example, if a
patch contains database updates and batch file changes and ORPatch is aborted during
the load of database objects, abandoning the patch session will leave batch without the
latest changes compiled in the installation.

Listing the Patch Inventory

After a patch is successfully applied by ORPatch the patch inventory in
$RETAIL_HOME/orpatch/inventory is updated with a record that the patch was
applied. This inventory contains a record of the patches applied, the dates they were
applied, the patch type and products impacted.

To list the patch inventory, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
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2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14_1/tst
3. Set the PATH environment variable to include the orpatch/bin directory

export PATH=$RETAIL_HOME/orpatch/bin:$PATH
4. Execute orpatch to list the inventory.

orpatch Isinventory

Exporting Environment Metadata

ORPatch functionality is driven based on additional metadata that is stored in the
environment to define what version of files are applied to the environment, and which
database scripts have been applied to database schemas. This environment metadata is
used to analyze the impact of patches to environments and controls what actions are
taken during a patch. The metadata is stored in several locations depending on the type
of information it tracks and in some cases it may be desirable to extract the metadata for
analysis outside of ORPatch. For example, Oracle Support could ask for the metadata to
be uploaded to assist them in triaging an application problem.

ORPatch provides a capability to export all of the metadata in an environment into a
single directory and to automatically create a zip file of that content for upload or
transfer to another system. The exact metadata collected from the environment depends
on the products installed in the RETAIL_HOME.

ORPatch metadata exported:

deleted_env_manifest.csv files

Installed Product | Exported Metadata Description

Component

Any orpatch/config/env_info.cfg ORPatch configuration and settings
orpatch/config/custom_hooks.cfg
ORPatch inventory files

Any All env_manifest.csv and Environment manifest files detailing

product files installed, versions,
customized flags and which patch
provided the file

Database Schemas

DBMANIFEST table contents

Database manifest information
detailing which database scripts were
run, what version and when they
were executed

Java Applications

All files from
javaapp_<product>/config except jar
files

Environment-specific product
configuration files generated during
installation

Java Applications

Combined export of all META-
INF/env_manifest.csv files from all
product ear files

Jar manifest information detailing
files, versions, customized flags and
which patch provided the file

Java Applications

orpatch/config/javaapp_<product>/
ant.deploy.properties

Environment properties file created
during product installation and used
during application deployment

Java Applications

<weblogic_home>/server/lib/weblo
gic.policy

WebLogic server java security
manager policy file

Installation Guide 99




Patching Operations

100 Oracle Retail

Installed Product | Exported Metadata Description
Component

Java Applications [ <weblogic_home>/common/nodem | Weblogic nodemanager configuration
anager /nodemanager.properties file

Java Applications | <domain_home>/config/fmwconfig |]JPS configuration file for the Weblogic

/jps-config.xml application domain.
RMS Batch orpatch/config/rmsbatch_profile Batch compilation shell profile
RMS Forms orpatch/config/rmsforms_profile Forms compilation shell profile
RWMS Forms orpatch/cofngi/rwsmforms_profile | Forms compilation shell profile

Exports of environment metadata are always done to the $RETAIL_HOME/support
directory. When exporting metadata, you must specify the —expname argument and
define the name that should be given to the export. The name is used for the directory
within $RETAIL_HOME/support and for the name of the zip file.
To extract an environment’s metadata, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute orpatch to export the metadata.
orpatch exportmetadata —expname test env

This example would export all metadata from the environment to the
$RETAIL_HOME/support/test_env directory. A zip file of the metadata would be
created in $RETAIL_HOME/support/test_env.zip.

Note: The $RETAIL_HOME/support/<name> directory
should be empty or not exist prior to running
exportmetadata in order to ensure accurate results.

Comparing Environment Metadata

Once metadata has been exported from an environment, it can be used to compare the
environment manifest metadata of two environments. ORPatch provides a capability to
compare metadata of the current environment with the exported metadata of another
environment. Note that even though there are many types of metadata exported by
ORPatch, only environment manifest metadata is evaluated during comparisons.
Metadata comparison happens in four phases: product comparison, patch comparison,
ORPatch action comparison, and module-level comparison.

Product comparison compares the products installed in one environment with the
products installed in another environment. Patch comparison compares the patches
applied in one environment with the patches applied in another environment, for
common products. This provides the most summarized view of how environments
differ. Patches which only apply to products on one environment are not included in the
comparison.

Since each patch may impact many files, the comparison then moves on to more detailed
analysis. The third phase of comparison is to compare the enabled ORPatch actions
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between environments. These actions roughly correspond to the installed ‘components’
of a product. For example, one environment may have database and forms components
installed while another has only forms. Action comparison identifies components that
are different between environments. The final phase of comparison is at the module
level for actions that are common between environments. Modules which exist only on
one environment, or exist on both environments with different revisions, or which are
flagged as customized are reported during the comparison.

Differences between environment metadata are reported in a summarized fashion during
the ORPatch execution. Details of the comparison results are saved in
$RETAIL_HOME/orpatch/logs/detail_logs/compare/details. One CSV file is created
for each phase of comparison: product_details.csv, patch_details.csv, action_details.csv
and module_details.csv.

In order to be compared by ORPatch, exported metadata must be placed in the
$RETAIL_HOME/support directory. The metadata should exist in the same structure
that it was originally exported in. For example, if the metadata was exported to
$RETAIL_HOME/support/test_env on another system, it should be placed in
$RETAIL_HOME/support/test_env on this system.

When reporting differences between two environments, ORPatch uses names to refer to
the environments. These names are defined as part of the diffmetadata command. The
—expname parameter, which defines the directory containing the metadata, is also used
as the name when referring to the exported metadata. The —srcname parameter defines
the name to use when referring to the current environment. As an example, if you had
exported the ‘test” environment’s metadata and copied it to the ‘dev’ environment’s
$RETAIL_HOME/support/test_env directory, you could run “orpatch diffmetadata -
expname test_env -srcname dev_env”. The detail and summary output would then refer
to things that exist on dev but not test, revisions in the test environment versus revisions
in the dev environment, etc.

ORPatch will automatically export the environment’s current metadata to
$RETAIL_HOME/support/compare prior to starting the metadata comparison.

To compare two environment’s metadata, perform the following steps:

1. Export the metadata from another environment using orpatch exportmetadata.
2. Transfer the metadata zip from the other system to SRETAIL_HOME/support.
3. Login as the UNIX user that owns the product installation.
4

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14_1/dev

5. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

6. Unzip the metadata zip file.
unzip test env.zip
7. Execute orpatch to compare the metadata
orpatch diffmetadata —expname test _env —srcname dev_env

This example would compare the current environment against the metadata extracted in
$RETAIL_HOME/support/test_env directory.

Note: The $SRETAIL_HOME/support/compare directory
will be automatically removed before environment metadata
is exported at the start of the comparison.
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Reverting a Patch

In general it is best to either completely apply a patch, or restore the entire environment
from the backup taken before starting the patch. It is important to test patches in test or
staging environments before applying to production. In the event of problems, Oracle
Retail recommends restoring the environment from backup if a patch is not successful.

Note: Reverting patches in an integrated environment can be
extremely complex and there is no fully automated way to
revert all changes made by a patch. Restoring the
environment from a backup is the recommended method to
remove patches.

It is, however, possible to revert small patches using the backups taken by ORPatch
during a patch. This will restore only the files modified, and it is still necessary to restore
the database if any changes were made to it.

Note: Reverting a patch reverts only the files modified by
the patch, and does not modify the database, or recompile
forms or batch files after the change.

When multiple patches have been applied to an environment, reverting any patches
other than the most recently applied patch is strongly discouraged as this will lead to
incompatible or inconsistent versions of modules applied to the environment. If multiple
patches are going to be applied sequentially it is recommended to first merge the patches
into a single patch that can be applied or reverted in a single operation.
To revert a patch, perform the following steps:
1. Log in as the UNIX user that owns the product installation.
2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Identify the backup directory in $RETAIL_HOME /backups that contains the backup
from the patch you want to restore.
= The backup directory will contain a patch_info.cfg file which contains the name
of the patch the backup is from.

= Itis possible to have two directories for the same patch, if ORPatch was updated
during the patch. It is not possible to revert the updates to ORPatch. Select the
backup directory that does not contain orpatch files.

= Ifitis not clear which backup directory to use, restore the environment from
backup

5. Execute orpatch to revert the environment using the contents of the backup directory
orpatch revert —s $RETAIL_HOME/backups/backup-11232013-152059
Restore the database from backup if the patch made database changes

Use the orcompile script to recompile forms if the patch included RMS or RWMS
forms files

orcompile —a RMS —t FORMS
orcompile —a RWS —t FORMS

8. Use the orcompile script to recompile batch if the patch included RMS batch files
orcompile —a RMS —t BATCH
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9. Use the ordeploy script to redeploy the appropriate Java applications if the patch
included Java files
ordeploy —a RPM —t JAVA
ordeploy —a REIM —t JAVA
ordeploy —a ALLOC —t JAVA
ordeploy —a RESA —t JAVA

Merging Patches

When patches are applied individually some ORPatch tasks such as compiling forms and
batch files or deploying Java archives are performed separately for each patch. This can
be time-consuming. An alternative is to use the ORMerge utility to combine several
patches into a single patch, reducing application downtime by eliminating tasks that
would otherwise be performed multiple times. Patches merged with ORMerge are
applied with ORPatch after the merge patch is created.

Source and Destination Directories

ORMerge uses source and destination areas in order to merge patch files. The source
area is a single directory that contains the extracted patches to merge. The destination
area is the location where the merged patch will be created. If a file exists in one or more
source patches, only the highest revision will be copied to the merged patch.

The source and destination directories should exist under the same parent directory.
That is, both the source and destination directories should be subdirectories of a single
top-level directory.

The source directory must have all patches to be merged as immediate child directories.
For example if three patches need to be merged the directory structure would look like
this:

Source and Destination Directory Example

<parent>

source destination

I | |
patch1 patch2 patch3

In the example above, the manifest.csv and patch_info.cfg files for each patch to be
merged must exist in source/patchl, source/patch2, and source/patch3.

ORMerge Command-line Arguments

Argument Required Description
-s Yes Path to source directory containing patches to merge
-d Yes Path to destination directory that will contain merged patch
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Argument Required Description

-name No The name to give the merged patch. If not specified, a name will be

generated. When the merged patch is applied to a system, this name
will appear in the Oracle Retail patch inventory.

-inplace No Used only when applying a patch to installation files prior to the

first installation. See “Patching prior to the first install” in the
Troubleshooting section later, for more information.

Running the ORMerge Utility

To merge patches, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14_1/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Create a staging directory to contain the patches.

mkdir —p $RETAIL_HOME/stage/merge/src

Download the patches to the staging directory and unzip them so that each patch is
in a separate subdirectory.

Review the README.txt included with each patch to identify additional manual
steps that may be required. If manual steps are specified in any patch, execute them
at the appropriate time when applying the merged patch.

Create a destination directory to contain the merged patches.

mkdir -p $RETAIL_HOME/stage/merge/dest

Execute ORMerge to merge the patches.

ormerge -s $RETAIL_HOME/stage/merge/src —d $RETAIL_HOME/stage/merge/dest —name
merged_patch

The merged patch can now be applied as a single patch to the product installation using
ORPatch.

Compiling Application Components

In some cases it may be desirable to recompile RMS Forms, RWMS Forms or RMS Batch
outside of a product patch. The ORCompile utility is designed to make this easy and
remove the need to manually execute ‘make’ or “frmemp’ commands which can be error-
prone. ORCompile leverages ORPatch functions to ensure that it compiles forms and
batch exactly the same way as ORPatch. In addition ORCompile offers an option to
compile invalid database objects using ORPatch logic.

ORCompile takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.
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ORCompile Command Line Arguments

Argument Description
-a <app> The application to compile.
-t <type> The type of application objects to compile

ORCompile Argument Options

Application |Type Description

RMS BATCH Compile RMS Batch programs

RMS FORMS Compile RMS Forms

RWMS FORMS Compile RWMS Forms

RMS DB Compile invalid database objects in the primary RMS schema

RMS DB-ASYNC Compile invalid database objects in the RMS_ASYNC_USER
schema

ALLOC DB-ALC Compile invalid database objects in the Allocations user
schema

ALLOC DB-RMS Compile invalid database objects in the RMS schema

REIM DB Compile invalid database objects in the RMS schema

RME DB Compile invalid database objects in the RME schema

ASO DB Compile invalid database objects in the ASO schema

RA DB-DM Compile invalid database objects in the RA DM schema

RA DB-RABATCH Compile invalid database objects in the RA batch schema

RA DB-RMSBATCH | Compile invalid database objects in the RA RMS batch schema

RA DB-FEDM Compile invalid database objects in the RA front-end schema

Running the ORCompile utility

Note: Compiling RMS type DB, ReIM type DB, and
Allocation type DB-RMS, are all identical as they attempt to
compile all invalid objects residing in the RMS schema.

To compile files, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute orcompile to compile the desired type of files.
orcompille —a <app> -t <type>
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ORCompile Examples

Compile RMS Batch.

orcompile -a RMS -t BATCH

Compile RWMS Forms.

orcompile -a RWS -t FORMS

Compile invalid objects in the RA DM schema.
orcompile -a RA -t DB-DM

Compile invalid objects in the RMS owning schema.
orcompile -a RMS -t DB

Deploying Application Components

In some cases it may be desirable to redeploy Java applications outside of a product
patch. For example, when troubleshooting a problem, or verifying the operation of the
application with different WebLogic settings. Another situation might include wanting
to deploy the application using the same settings, but without customizations to isolate
behavior that could be related to customized functionality.

The ordeploy utility is designed to make this easy and remove the need to re-execute the
entire product installer when no configuration needs to change. ORDeploy leverages
Oracle Retail Patch Assistant functions to ensure that it deploys applications exactly the
same way as ORPatch. In addition ORDeploy offers an option to include or not include
custom Java files, to ease troubleshooting.

ORDeploy takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORDeploy Command Line Arguments

Argument Description

-a <app> The application to deploy.

-t <type> The type of application objects to deploy

ORDeploy Argument Options

Application |Type Description

ALLOC JAVA Deploy the Allocations Java application and Java batch files,
including any custom Java files.

ALLOC JAVANOCUSTOM | Deploy the Allocations Java application and Java batch files,
NOT including any custom Java files.

REIM JAVA Deploy the REIM Java application and Java batch files,
including any custom Java files.

REIM JAVANOCUSTOM | Deploy the REIM Java application and Java batch files, NOT
including any custom Java files.

RESA JAVA Deploy the RESA Java application, including any custom Java
files.
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Application |Type Description

RESA JAVANOCUSTOM | Deploy the RESA Java application, NOT including any custom
Java files.

RPM JAVA Deploy the RPM Java application and Java batch files,

including any custom Java files.

RPM JAVANOCUSTOM | Deploy the RPM Java application and Java batch files, NOT
including any custom Java files.

Running the ORDeploy utility
To deploy Java applications, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14_1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ORDeploy to deploy the desired Java application.
ordeploy —a <app> -t <type>

ORDeploy Examples
Deploy RPM.
ordeploy -a RPM -t JAVA

Deploy ReIM without including Java customizations.
ordeploy -a REIM -t JAVANOCUSTOM

Maintenance Considerations

The additional information stored within the RETAIL_HOME and within database
schemas adds some considerations when performing maintenance on your environment.

Database Password Changes

Oracle wallets are used to protect the password credentials for connecting to database
schemas. This includes all database schemas used during an install. If the password for
any of these users is changed the wallet’s entry must be updated.

The wallet location is configurable but by default is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/rms_wallet RMS Database
RMS Batch
$RETAIL_HOME/orpatch/rms_wallet_app RMS Forms
$RETAIL_HOME/orpatch/rwms_wallet RWMS Database
$RETAIL_HOME/ orpatch/rwms_wallet_app RWMS Forms
$RETAIL_HOME/orpatch/oraso_wallet ASO Database
$RETAIL_HOME/orpatch/orme_wallet RME Database
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Location Installation Type

$RETAIL_HOME/orpatch/ra_wallet RA Database

The wallet alias for each schema will be <username>_<dbname>. Standard mkstore
commands can be used to update the password.

For example:

mkstore -wrl $RETAIL_HOME/orpatch/rms_wallet —modifyCredential rms_rmsdb rmsOl
rmspassword

This command will update the password for the RMS01 user to ‘rmspassword’ in the
alias ‘rms_rmsdb’.

The Oracle wallets are required to be present when executing ORPatch. Removing them
will prevent you from being able to run ORPatch successfully. In addition the Oracle
wallet location is referenced in the RMS batch.profile, and in the default RMS and RWMS
Forms URL configuration, so removing them will require reconfiguration of batch and
forms. If batch and forms were reconfigured after installation to use other wallet files, it
is possible to backup and remove the wallets, then restore them when running ORPatch.

WebLogic Password Changes

Java wallets are used to protect the password credentials used when deploying Java
products. This includes the WebLogic administrator credentials, LDAP connection
credentials, batch user credentials and any other credentials used during an install. If the
password for any of these users is changed the wallet’s entry must be updated, or the
Java product installation can be run again.

The wallet location is in the following locations:

Location Installation Type
$RETAIL_HOME/orpatch/config/javapp_rpm RPM Java
$RETAIL_HOME/ orpatch/config/javapp_reim ReIM Java
$RETAIL_HOME/ orpatch/config/javapp_alloc Allocation Java
$RETAIL_HOME/ orpatch/config/javapp_resa RESA Java
$RETAIL_HOME/orpatch/config/javaapp_rasrm RASRM Java

The wallet aliases will be stored in the retail_installer partition. The names of the aliases
will vary depending on what was entered during initial product installation.

The dump_credentials.sh script can be used to list the aliases in the wallet.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
-/dump_credentials.sh $RETAIL_HOME/orpatch/config/javapp_alloc

Apapplication level key partition name:retail_installer
User Name Alias:dsallocAlias User Name:rmsOlapp

User Name Alias:BATCH-ALIAS User Name:SYSTEM_ADMINISTRATOR
User Name Alias:wlsAlias User Name:weblogic
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The easiest way to update the credential information is to re-run the Java product
installer. If you need to manually update the password for a credential, the
save_credential.sh script can be used.

For example:

cd $RETAIL_HOME/orpatch/deploy/retail-public-security-api/bin
./save_credential .sh —1 $RETAIL_HOME/orpatch/config/javapp_alloc —p
retail_installer —a wlsAlias —u weblogic

This command will prompt for the new password twice and update the aslias wlsAlias,
username weblogic with the new password.

Infrastructure Directory Changes

The RETAIL_HOME/ orpatch/config/env_info.cfg file contains the path to the database
ORACLE_HOME on database or RMS Batch installations, to the WebLogic Forms and
Reports ORACLE_HOME and ORACLE_INSTANCE on RMS or RWMS Forms
installations, and to the WEBLOGIC_DOMAIN_HOME, WL_HOME and MW_HOME
on Java product installations. If these paths change, the related configuration variables in
the env_info.cfg file must be updated.

DBManifest Table

The table dbmanifest within Oracle Retail database schemas is used to track the database
scripts which have been applied to the schema. It is critical not to drop or truncate this
table. Without it, ORPatch will attempt to re-run scripts against the database which have
already been applied which can destroy a working environment. Similarly, if copying a
schema from one database to another database, ensure that the dbmanifest table is
preserved during the copy.

RETAIL_HOME relationship to Database and Application Server

The RETAIL_HOME associated with an Oracle Retail product installation is critical due
to the additional metadata and historical information contained within it. If a database
or application installation is moved or copied, the RETAIL_HOME related to it should be
copied or moved at the same time.

Jar Signing Configuration Maintenance

The RPM product installation includes an option to configure a code signing certificate so
that jar files modified during installation or patching are automatically re-signed. This
configuration is optional, but recommended. If it is configured, the code signing
keystore is copied during installation to

$RETAIL_HOME/ orpatch/config/jarsign/orpkeystore.jks. The keystore password and
private key password are stored in a Java wallet in the
$RETAIL_HOME/orpatch/config/jarsign directory. The credentials are stored in a
wallet partition called orpatch:

Alias Username Description
storepass discard Password for the keystore
keypass discard Password for the private key

The keystore file and passwords can be updated using the product installer. This is the
recommended way to update the signing configuration.
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If only the credentials need to be updated, the sign_jar.sh script can be used.
5. Log in as the UNIX user that owns the product installation.

6. Set the RETAIL_HOME environment variable to the top-level directory of your
installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

7. Change directories to the location of sign_jar.sh
cd $RETAIL_HOME/orpatch/deploy/bin

8. Execute sign_jar.sh

sign_jar.sh changepwd
9. When prompted, enter the new keystore password
10. When prompted, enter the new private key password
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Customization

Patching Considerations with Customized Files and Objects

In general, the additional capabilities provided by the ORPatch should make it easier to
evaluate the potential impacts of patches to your customizations of Oracle Retail
products. However, the additional metadata maintained by the Oracle Retail patching
utilities does add some considerations when making customizations.

General Guidelines

It is always preferred to customize applications by extension rather than by direct
modification. For example, adding new database objects and forms rather than
modifying existing Oracle Retail objects and forms. You can also leverage built-in
extension points such as User Defined Attributes, the Custom Flexible Attribute Solution,
or seeded customization points in ADF Applications.

It is strongly discouraged to directly modify Oracle Retail database objects, especially
tables, as your changes may be lost during patching or may conflict with future updates.
When adding or modifying database objects, Oracle Retail recommends that all objects be
added with scripts to ensure that they can be rebuilt if necessary after a patch.

Custom Database Objects

When you create new database objects, Oracle Retail recommends placing them in an
Oracle database schema specifically for your customizations. You must use synonyms
and grants to allow the Oracle Retail product schema owner and other users to access
your objects, and use synonyms and grants to allow your customizations to access Oracle
Retail objects. A separate schema will ensure that your customizations are segregated
from base Oracle Retail code.

ORPatch expects that there will be no invalid objects in the database schemas it manages
after a patch is applied. For this reason adding extra objects to the product schema could
result in failures to apply patches as changes to base objects may cause custom objects to
go invalid until they are updated. In this situation, manually update the custom objects
so that they compile, and restart the patch.

Custom Forms

When creating new custom forms, Oracle Retail recommends placing them in a separate
directory specifically for your customizations. This directory should be added to the
FORMS_PATH of your RMS or RWMS Forms URL configuration to allow the forms to be
found by the Forms Server. This will ensure that your customizations are segregated
from base Oracle Retail code. If you choose to place customizations in the Forms bin
directory, then your custom forms will need to be recopied each time Forms are fully
recompiled.

ADF Application Customization

Oracle Retail ADF-based applications such as Allocation and ReSA can be customized
using a process called ‘seeded customization’. The customization process involves using
JDeveloper in Customizer mode to create changes to product configurations, and then
building a MAR archive containing the changes. The generated MAR is deployed to the
MDS repository used by the application and applied to the application at runtime. These
types of customizations are handled outside of ORPatch and are not reported during
patch analysis or tracked by the custom file registration utility. More information can be
found in the respective product customization guides.
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Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file.
See the later “Custom Compiled Java Code” section for additional information and
considerations.

Analyze Patches when Customizations are Present

Whenever you have customized a product by directly modifying Oracle Retail files or
database objects, it is important to ensure you analyze each the files that will be updated
by a patch before applying the patch. This will allow you to identify any customized
files which may be overwritten by the patch and either merge your customization with
the new version of the file, or re-apply the customization after applying the patch.

Manifest Updates

If you choose to customize Oracle Retail files directly, it is extremely important not to
update the revision number contained in the env_manifest.csv. This could cause future
updates to the file to be skipped, invalidating later patch applications as only a partial
patch would be applied. The customized revision number for modified files will need to
be tracked separately.

Registering Customized Files

The ORPatch contains utilities and functionality to allow tracking of files that have been
customized through direct modification. This process is referred to as ‘registering’ a
customized file. Registration only works for files which are shipped by Oracle Retail. It is
not possible to register new files created in the environment as part of extensions or
customizations.

When patches are analyzed with ORPatch, special reporting is provided if any registered
files would be updated or deleted by the patch. Customized files impacted by the patch
are listed at the end of the analysis report from ORPatch. The detail files generated
during the analyze will contain a column called ‘customized” which will have a Y for any
files which were registered as customized. This allows easier identification of
customizations which will be overwritten by a patch.

All files delivered by Oracle Retail are considered ‘base’” and so when they are applied to
an environment any registrations of those files as customized will revert back to un-
customized. Each time a patch overwrites customized files, you must re-register the
files as customized once you have applied customizations.

To register customized files, use the SRETAIL_HOME/orpatch/bin/orcustomreg script.
The orcustomerg script operates in one of two modes: registration and list.

= Registration mode registers or unregisters one or more files as customized.

= List mode lists all files in the environment that are registered as customized.

Command Line Arguments for Registration Mode

Argument Description
-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.
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Argument Description

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered as ‘customized’
-unregister Files specified with -f or -bulk will be registered as ‘base’
Notes:

= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

Command Line arguments for list mode

Argument Description

-list List all files in the environment registered as customized

Running the orcustomreg Script
Perform the following procedure to run the orcustomreg script:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL_HOME=/uOO/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

Execute orcustomreg script to register the desired file(s).
orcustomreg —register —F <file>

Examples of using the orcustomreg Script

Register SRETAIL_HOME /dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql as
customized.

orcustomreg -f dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql

Unregister customizations for
$RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg
orcustomreg —unregister —f $RETAIL_HOME/dbsql_rwms/Triggers/Source/TR_WAVE.trg

Bulk register several files as customized.

echo “$RETAIL_HOME/oracle/proc/src/mrt.pc” > custom.txt
echo “$RETAIL_HOME/oracle/proc/src/saldly.pc” >> custom.txt
echo “$RETAIL_HOME/oracle/proc/src/ccprg.pc” >> custom.ixt
orcustomreg —bulk custom.txt
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List all files registered as customized.
orcustomreg —list

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file

This functionality is enabled by creating a directory called

$RETAIL_HOME /javaapp_<app>/custom, where <app> is the application the
customizations apply to. Files stored within this directory will be combined with the
base product ear files before the application is deployed to WebLogic. ORPatch will
attempt to consider customizations stored within the ‘custom’ directory during patch
analysis by triggering more detailed ear file change analysis to assist with identifying
which customizations might be impacted by changes in the patches.

Note: It is not possible, nor necessary, to register compiled
Java customizations with the orcustomreg tool.

As with other customization techniques for other technologies, Oracle Retail
recommends making Java customizations in new files as much as possible, versus
overwriting base product or configuration files. In the past it was necessary to build
complete replacement product ear files, but this method of customization is no longer
required nor recommended. Replacement ear and jar files will not contain the META-
INF/env_manifest.csv files which are required in order to be able to apply incremental
patches. Instead, compile the specific Java classes being customized and place them
along with any custom configuration files in $RETAIL_HOME /javaapp_<app>/custom.

Building Deployable ear files

When constructing the product ear file to deploy to WebLogic, ORPatch applies changes
to the ear file in a specific order, with files from later steps overwriting files in earlier
steps. The resulting ear is stored in $RETAIL_HOME /javaapp_<app>/deploy, and then
deployed to WebLogic.

Sequence for ORPatch Java Product ear file updates

Order File Type Location

1 Base product ear $RETAIL_HOME /javaapp_<app>/base

2 Updated configuration files $RETAIL_HOME /javaapp_<app>/config

3 Oracle Retail-supplied hotfixes | $SRETAIL_HOME/javaapp_<app>/internal
4 Compiled customizations $RETAIL_HOME /javaapp_<app>/custom

Merging Custom Files

When merging files from the custom directory with the product ear, ORPatch uses the
directory path of the files within custom to calculate where the file should be stored
within the ear. This allows arbitrary nesting of files, even when placing files within jars
stored in jars, stored within the ear. The following examples below use RPM, but apply
to adding compiled customizations to any Java-based product.
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Custom directory location and product ear location Examples

File path within javaapp_<app>/custom/ Final Ear File Location

rpm1l4.ear/company /ui/MyCustom.class In rpm14.ear:
/company /ui/MyCustom.class

rpml4.ear/rpml4.jar/company/bc/MyCustom?2.class | In rpm14.ear:
In rpm14jar:
/company /bc/MyCustom?.class

rpm14.ear/lib/ourcustomlibs.jar In rpm14.ear
/lib/ourcustomlibs.jar

rpm14.ear/WebLaunchServlet.war/lib/ In rpm14.ear:
rpm14.jar/company/bc/MyCustom?.class In WebLaunchServlet.war:
In lib/rpm14 jar:

/company /bc/MyCustom?.class

Analyzing patches when customizations are present

When analyzing a patch which contains a base product ear and the custom directory
contains files, ORPatch will automatically trigger a more detailed analysis of the changes
coming in a patch. This includes calculating what files inside the product ear have been
added, removed or updated and which files appear to be customized based on the
contents of the ‘custom’ directory. The detailed results of the ear file comparison during
patch analysis will be saved in javaapp_<app>_archive_compare_details.csv. Any
custom files which appeared to be impacted by the patch are saved in
javapp_<app>_archive_custom_impacts.csv. Both files will be in the
$RETAIL_HOME/orpatch/logs/detail_logs/analyze/details directory.

Note: This detailed analysis is not available when analyzing
individual hotfixes, so special care must be taken when
applying hotfixes to a customized product installation, to
ensure there are no conflicts between customizations and
hotfix changes.

Customizations and cumulative patches

By default, when applying a cumulative patch, ORPatch will not include customizations
in the deployed product ear, even if they are present in the appropriate directory. This
allows verification that the application is functioning properly using base code, before
applying customizations. After verifying the initial deployment, use ORDeploy with the
“-t JAVA” option to construct and deploy the product ear including customizations.

If customizations need to be removed outside of a patch, use ORDeploy with the “-t
JAVANOCUSTOM” option to create and deploy an ear containing only Oracle Retail
code. To force ORPatch to include customizations in the deployed ear even when
applying a cumulative patch, set JAVAAPP_<app>_INCLUDE_CUSTOM=Y in the
$RETAIL_HOME/ orpatch/config/env_info.cfg file.

Changing configuration files

It is possible to directly change product configuration files in
$RETAIL_HOME /javaapp_<app>/config. These updates can be deployed to the
environment using the ORDeploy utility. However, the ‘config’ directory is completely
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recreated each time the product installer is used. This means that modifications will be
lost and must be manually reapplied after each installer run. It is recommended to make
configuration changes via the installer where possible, and retain the
ant.install.properties file for use in later installer sessions.

Extending Oracle Retail Patch Assistant with Custom Hooks

The default ORPatch actions and processing logic is sufficient to install and patch the
base Oracle Retail product code. However there may be situations where custom
processing is desired during patching activities such as executing a shell script prior to
the start of patching, or running a SQL script at the end of the patch.

ORPatch supports extensions in the form of custom hooks. These hooks allow external
scripts to be run at specific points during ORPatch processing.

ORPatch Processing

Action

ORPatch supports a variety of ‘actions” which define the steps necessary to apply
updates to a particular area of the Oracle Retail application. Each action is generally
specific to updates to a single technology or logical component of the environment. For
example, one action might handle making updates to the RMS database schema, while a
separate action is responsible for compiling RWMS forms, and a different action deploys
the RPM Java application. These actions are enabled and disabled within the
environment configuration file, allowing ORPatch to determine what types of changes to
apply to each product installation.

ORPatch Actions

Order Action Name Description

1 DBSQL_RMS Loads RMS and RPM database objects into the primary RMS
schema

2 DBSQL_RMSASYNC Loads database objects into the RMS_ASYNC_USER schema

3 DBSQL_REIM Loads ReIM database objects into the RMS schema

4 DBSQL_RAF Loads Retail Application Framework database objects into
the RMS schema

5 DBSQL_ALCRMS Loads Allocation database objects into the RMS schema

6 DBSQL_ALLOC Loads Allocation database objects into the Allocation user
schema

7 DBSQL_RMSDEMO Used to create demo data in the RMS schema if demo data
was selected during initial installation

8 DBSQL_RMSDAS Loads database objects into the RMS Data Access Schema

9 RMSBATCH Compiles RMS Batch

10 ORAFORMS_RMS Compiles RMS Forms, copies RMS reports to
$RETAIL_HOME

11 RMSRETLSCRIPTS Copies Oracle Retail Extract and Load scripts for RMS

12 RMSDCSCRIPTS Copies Oracle Retail Merchandising System data conversion
scripts

13 DBSQL_RWMS Loads database objects into the primary RWMS schema
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Order Action Name Description
14 DBSQL_RWMSADF Loads database objects into the RWMS ADF user schema
15 DBSQL_RWMSUSER Loads database objects into the RWMS user schema
16 ORAFORMS_RWMS Compiles RWMS Forms, copies RWMS batch scripts and
reports to SRETAIL_HOME
17 JAVAAPP_RPM Deploys the RPM Java application and batch scripts
18 JAVAAPP_REIM Deploys the REIM Java application and batch scripts
19 JAVAAPP_ALLOC Deploys the Allocation Java application and batch scripts
20 JAVAAPP_RESA Deploys the ReSA Java application
21 JAVAAPP_RASRM Deploys the RASRM Java application
22 DBSQL_RARMSBATCH | Loads database objects into the RMS Batch schema for RA
23 DBSQL_RADM Loads database objects into the RA Data Mart schema
24 DBSQL_RAFEDM Loads database objects into the RA Front-end schema
25 DBSQL_RABATCH Loads database objects into the RA Batch schema
26 DBSQL_RASECORE Loads core database objects into the ORASE schema
27 DBSQL_RASEASO Loads ASO database objects into the ORASE schema
28 DBSQL_RASECDT Loads CDT database objects into the ORASE schema
29 DBSQL_RASECIS Loads CIS database objects into the ORASE schema
30 DBSQL_RASEDT Loads DT database objects into the ORASE schema
31 DBSQL_RASEMBA Loads MBA database objects into the ORASE schema
32 RASECOREBATCH Copies ORASE core batch scripts and libraries
33 RASEASOBATCH Copies ORASE ASQO batch scripts and libraries
34 RASECDTBATCH Copies ORASE CDT batch scripts and libraries
35 RASECISBATCH Copies ORASE CIS batch scripts and libraries
36 RASEDTBATCH Copies ORASE DT batch scripts and libraries
37 RASEMBABATCH Copies ORASE MBA batch scripts and libraries
Phase

ORPatch processes patches in phases. Each action relevant to a patch and host is
provided an opportunity to process the patch for each phase. The standard phases which
allow hooks are:

Restart Phase | Phase Name Description
Number
N/A PRECHECK Actions verify that their configuration appears complete and

correct. This phase and the associated hooks will be run
every time orpatch is executed, even if processing will be
restarted in a later phase.
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Restart Phase | Phase Name Description
Number
10 PREACTION Actions do processing prior to when files are copied to the

environment. Files are deleted during this phase.

20 COPYPATCH Actions copy files included in a patch into the destination
environment and the environment manifest is updated.

30 PATCHACTION | Actions take the more detailed steps necessary to apply the
new files to the environment. For database actions in
particular, this is the phase when new and updated sql files
are loaded into the database.

40 POSTACTION Actions do processing after files have been copied and
PatchActions are completed. The Forms actions, for
example, use this phase to compile the forms files as this
must happen after database packages are loaded.

50 CLEANUP Actions do any additional processing. Currently no actions
implement activities in this phase.

Configuring Custom Hooks

Custom hooks are configured in a configuration file

RETAIL_HOME/ orpatch/config/custom_hooks.cfg. The configuration file is a simple
text file where blank lines and lines starting with # are ignored and all other lines should
define a custom hook.

To define a custom hook, a line is added to the file in the form:
<hook name>=<fully qualified script>

The hook name must be in upper case and is in the form:
<action name>_<phase name>_<sequence>

The action name is any action name understood by ORPatch. The phase name is one of
the five phase names from the table above. The sequence is either ‘START’ or ‘END’.
Hooks defined with a sequence of ‘START” are run before the action’s phase is invoked.
Hooks defined with a sequence of ‘END’ are run after the action’s phase is invoked.

Multiple scripts can be associated with a single hook by separating the script names with
a comma. If a hook name appears in the configuration file multiple times only the last
entry will be used.

The script defined as a custom hook must be an executable shell script that does not take

any arguments or inputs. The only environment variable that is guaranteed to be passed
to the custom hook is RETAIL_ HOME. The script must return 0 on success and non-zero
on failure.

If an action is a DBSQL action (i.e. has a name like DBSQL_), the custom hook can
optionally be a .sql file. In this case the SQL script will be run against the database
schema that the DBSQL action normally executes against. The SQL script must not
generate any ORA- or SP2- errors on success. In order to be treated as a database script,
the extension of the file defined as the custom hook must be .sql in lower-case. Any other
extension will be treated as if it is a shell script. If you have database scripts with
different extensions, they must be renamed or wrapped in a .sql script.

When using the PRECHECK phase and START sequence, please note that the custom
hook will be executed prior to any verification of the configuration. Invalid
configuration, such as invalid database username/password or a non-existent
ORACLE_HOME, may cause the custom hook to fail depending on the actions it tries to
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take. However in these cases, the normal orpatch PRECHECK activities would likely
have failed as well. All that is lost is the additional context that orpatch would have
provided about what was incorrect about the configuration.

Restarting with Custom Hooks

If a custom hook fails, for example a shell script hook returns non-zero or a sql script
generates an ORA- error in its output, the custom hook will be treated as failing. A
failing custom hook causes ORPatch to immediately stop the patching session.

When ORPatch is restarted it always restarts with the same phase and action, including
any START sequence custom hooks. If the START sequence custom hook fails, the
action’s phase is never executed. With an END sequence custom hook, the action’s phase
is re-executed when ORPatch is restarted and then the custom hook is re-executed.

When an action’s phase is costly, for example the DBSQL_RMS action which does a lot of
work, this can mean a lot of duplicate processing.

For this reason it is preferred to use START sequence custom hooks whenever possible.

If necessary, use a START sequence hook on a later phase or a later action, rather than an
END sequence custom hook.

Patch-level Custom Hooks

In addition to action-specific hooks, there are two patch-level hook points available.
These hooks allow scripts to be run before any patching activities start and after all
patching activities are completed. The hooks are defined in the same configuration file,
with a special hook name.

To run a script before patching, define:

ORPATCH_PATCH_START=<fully qualified script>

To run a script after patching, define:

ORPATCH_PATCH_END=<fully qualified script>

These hooks only support executing shell scripts, database scripts must be wrapped in a
shell script. It is also important to note that these hooks are run on every execution of
ORPatch to apply a patch, even when restarting a patch application. If the START
sequence patch-level hook returns a failure, patching is aborted. If the END sequence
patch-level hook returns a failure, it is logged but ignored as all patching activities have
already completed.

Please note that the ORPATCH_PATCH_START hook is executed prior to any
verification of the configuration. Invalid configuration may cause the custom hook to fail
depending on the actions it tries to take. However in these cases, the normal
ORPatchactivities would likely fail as well.

Example Custom Hook Definitions

A shell script that is executed prior to the Pre-Action phase of RMS Batch:
RMSBATCH_PREACTION_START=/u00/oretai l/prepare_custom_header.sh

A shell script that is executed after RETL script files are copied into the RETAIL_HOME:
RETLSCRIPTS_COPYPATCH_END=/u00/oretail/copy_custom files.sh

A SQL script that is executed against the RWMS owning schema at the start of the Clean-
up Phase:
DBSQL_RWMS_CLEANUP_START=/dba/sqgl/recompile_synonyms.sql
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Troubleshooting Patching

There is not a general method for determining the cause of a patching failure. It is
important to ensure that patches are thoroughly tested in a test or staging system several
times prior to attempting to apply the patch to a production system, particularly if the
patch is a large cumulative patch. After the test application is successful, apply the patch
to the production system.

ORPatch Log Files

ORPatch records extensive information about the activities during a patch to the log files
in RETAIL_HOME/orpatch/logs. This includes a summary of the actions that are
planned for a patch, information about all files that were updated by the patch, and
detailed information about subsequent processing of those files. The ORPatch log files
also contain timestamps to assist in correlating log entries with other logs.

Even more detailed logs are available in RETAIL_HOME/orpatch/logs/detail_logs for
some activities such as forms compilation, invalid database object errors, and output
from custom hooks. If the standard ORPatch log information is not sufficient, it might be
helpful to check the detailed log if it exists.

Restarting ORPatch

The restart mechanism in ORPatch is designed to be safe in nearly any situation. In some
cases to ensure this, a portion of work may be redone. If the failure was caused by an
intermittent issue that has been resolved, restarting ORPatch may be sufficient to allow
the patch to proceed.

Manual DBManifest Updates

A possible cause for database change script failures is that a database change was already
made manually to the database. In this event, you may need to update the dbmanifest
table to record that a specific script does not need to be run. Before doing this, it is
extremely important to ensure that all statements contained in the script have been
completed.

Use the $RETAIL_HOME/ orpatch/bin/ordbmreg script to register database scripts in
the dbmanifest table.

Command Line Arguments for ordbmreg

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered in the dbmanifest table

-unregister Files specified with -f or -bulk will be removed from the dbmanifest table
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Notes:
= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is “-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_HOME. The same is
true for filenames specified within a -bulk file.

= Registering a file in the dbmanifest table will cause it to
be completely skipped. Before doing so, ensure that all
commands contained in it have been completed.

* Removing a file from the dbmanifest table will cause it
to be run again. This will fail if the commands in the
script cannot be re-run. For example if they create a
table that already exists.

Running the ordbmreg Script

Perform the following procedure to run the ordbmreg script:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL_HOME=/uOO/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL_HOME/orpatch/bin:$PATH

4. Execute ordbmreg script to register the desired file(s).
ordbmreg —register —fF <file>

Examples of using the ordbmreg Script

Register
$RETAIL_HOME/dbsql_rms/Cross_Pillar/db_change_scripts/source/000593_system_o
ptions.sql with the dbmanifest table.

ordbmreg -f
dbsgl_rms/Cross_Pillar/db_change_scripts/source/000593_system options.sql

Remove the dbmanifest row for
$RETAIL_HOME/dbsql_radm/ra_db/radm/database_change_scripts/000035_s1273324
0_w_party_per_d.sql

ordbmreg —unregister —f
$RETAIL_HOME/dbsql_radn/ra_db/radn/database_change_scripts/000035_s12733240 w_part

y_per_d.sql

Bulk register several files in the dbmanifest table.

echo “$RETAIL_HOME/dbsqgl_rwms/DBCs/Source/000294 container.sql” > dbcs.txt
echo “$RETAIL_HOME/dbsqgl_rwms/DBCs/Source/000457_drop_object.sql” >> dbcs.txt
ordbmreg —bulk dbcs.txt

Restarting after registration

Once the row has been added to the dbmanifest table, restart ORPatch and the script will
be skipped. If the file is not skipped there are several possibilities:
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= The script registered is not the failing script.

= The file type is not a type that is filtered by the dbmanifest. The only file types that
skip files listed in the dbmanifest are:
— Initial install DDL Files
— Installation scripts that cannot be rerun

— Database Change Scripts

Manual Restart State File Updates
Oracle Retail strongly discourages manually updating the ORPatch restart state files.
Updating the file improperly could cause necessary steps in the patching process to be
skipped or patches to be incorrectly recorded as applied.

DISPLAY Settings When Compiling Forms

When compiling RMS or RWMS forms, it is necessary to have a valid X-Windows
Display. ORPatch allows this setting to come from one of two places:

= DISPLAY environment variable set before executing ORPatch

or
= DISPLAY setting in RETAIL_HOME/orpatch/config/env_info.cfg
The DISPLAY variable in the environment overrides the env_info.cfg, if both are set. The
destination X-Windows display must be accessible to the user running ORPatch, and for
best compilation performance it should be on the network ‘close’ to the server where
RMS Forms are installed and compiled. Using a local display or VNC display is
preferred. Compiling forms across a Wide-Area Network will greatly increase the time
required to apply patches to environments.

JAVA_HOME Setting

When working with Java application jar, ear or war files, it is necessary to have a valid
JAVA_HOME setting. ORPatch allows this setting to come from one of two places:

= JAVA_HOME environment variable set before executing ORPatch

or
= JAVA_HOME setting in RETAIL_HOME/orpatch/config/env_info.cfg

The JAVA_HOME variable in the environment overrides the env_info.cfg, if both are set.
The specified Java home location must be accessible to the user running ORPatch and be
a full Java Development Kit (JDK) installation. The JAVA_HOME must contain the jar
utility and if automatic Jar file signing is configured, must also contain the keytool and
jarsigner utilities.

Patching Prior to First Install

In some situations, it may be necessary to apply a patch to product installation files
before the initial install. For example, if there is a defect with a script that would be run
during the install and prevent proper installation. In this rare situation, it may be
necessary to apply a patch to the installation files prior to starting installation.

Note: These steps should only be undertaken at the direction
of Oracle Support.

Perform the following steps to patch installation files prior to starting an installation. The
steps assume an RMS installation, but apply to any product supported by ORPatch:
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1. Unzip the installation files to a staging area.

Note: The following steps assume the files are in
/media/oretail14.1

2. Locate the patch_info.cfg within the product media. The directory it resides in will
be used for later steps.
find /media/oretaill4_1/rms/installer —name patch_info.cfg
Output Example:
/media/oretail14.1/rms/installer/mom14/patch_info.cfg
3. Get the PATCH_NAME for the standard product installation. The patch name to use

in subsequent steps will be the portion following the “=" sign.
grep “PATCH NAME=" /media/oretaill4.l/rms/installer/moml4/patch_info.cfg
Output Example:

PATCH_NAME=MOM_14_1_0_0

4. Create a directory that will contain the patch that must be applied, next to the
directory with the product installation files.

Note: The following steps assume this directory is in
/media/patch.

5. Unzip the patch into the directory created in step 2.

Note: This should place the patch contents in
/media/patch/<patch num>.

6. Export RETAIL_HOME to point within the installation staging area.
export RETAIL_HOME=/media/oretaill4.1/rms/installer/moml4/Build
7. Create a logs directory within the installation staging area
mkdir $RETAIL_HOME/orpatch/logs
8. Ensure the ORMerge shell script is executable.
chmod u+x $RETAIL_HOME/orpatch/bin/ormerge
9. Run ORMerge to apply the patch to the installation media, using a -name argument
that is the same as what was found in step 3.

$RETAIL_HOME/orpatch/bin/ormerge -s /media/patch -d
/media/oretaill4.1/rms/instal ler/moml4 —name MOM_14 1 0_0 —inplace

Note: The —inplace argument is critical to ensure that the
patching replaces files in the mom14 directory.

10. Unset the RETAIL_HOME environment variable.
unset RETAIL_HOME
At this point, the installation files will have been updated with the newer versions of files

contained within the patch. Log files for the merge will be in
/media/oretail1l4.1/rms/installer/mom14/Build /orpatch/logs.

Providing Metadata to Oracle Support

In some situations, it may be necessary to provide details of the metadata from an
environment to Oracle support in order to assist with investigating a patching or
application problem. ORPatch provides built-in functionality through the
‘exportmetadata’ action to extract and consolidate metadata information for uploading to
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Oracle Support or for external analysis. For more information, see the ORPatch
‘Exporting Environment Metadata” section.
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Appendix: Oracle Retail Sales Audit
Application Installer Screens

You need the following details about your environment for the installer to successfully
deploy the ReSA application. Depending on the options you select, you may not see
some screens or fields.

Screen: Start up

ReSA 14 Installer - Oracle Retail

Oracle Retail ReSA

[v]] |

This will install the Re54A and RASEM Jawva application. The Re5A Installation Cuide provides
details on everywvalue requested by this installer. Please read it before proceeding.

Requirements:
*5ee REelease Motes and Installation Cuide for 05 reguirements.
* 5ee the Installation Guide for Weblogic and Database requirements.

* 5ee the Installation Guide for EMS requirements.

™ 5ee the Installation Guide for other software recuirements.

The installer will ask wou for the following information:

* ReSA database settings

le

L]

€3 Cancel | @ Bac |Ia Mext |
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Screen: ReSA Application RETAIL_HOME
ReSA 14 Installer - Oracle Retail

ReSA Application RETAIL_HOME

Please enter the directory where the Re54 and RASEM application files will be installed. Please
lkkeep track of this directony, it should remain in place after installation and will be used 1o apply
future patches.

ReSA Application RETAIL_HOME | /path/to/home | select Folder

|@ Cancel ||GBack||@Next |

Field Title ReSA Application RETAIL_HOME

Field Retail Home is used to keep ORpatch related files by default. Please keep track of

Description this directory, it should remain in place after installation and will be used to
apply future patches.

Examples /path/to/retail_home
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Screen: Host Details

= I ReSA 14 Installer - Oracle Retail

Host Details

Flease enter the hostname that the componentis) will be installed on. This should match your
current host.

Hostname |hosmame

|@Cancel||@8ack||aNext|: ¥ nstall |

Field Title Hostname

Field Provide the hostname where the Retail Home will be installed. This shall match
Description your current host.

Examples Apphostname

Installation Guide 127



Troubleshooting Patching

Screen: Security Details
=] | ReSA 14 Installer - Oracle Retail

Security Details

Provide security details for the Re5A application

Mote: enabling 550 requires that security certificates hawve been configured and installed for this
Weblogic domain. The AdminServer and all managed servers must then be configured 1o use
S5L.

Enable S5L for Res4
(@) Yas
) No

| ] Cancel||GBack||@Next |

Field Title Enable SSL for WLS AppDomain Admin server
Field Chose “Yes” only if you are using SSL. The following screen will appear only if
Description you chose ‘Yes’ in this screen.
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Screen: Turn off the application server’s non-SSL port (shown if ‘SSL is enabled’)
ReSA 14 Installer - Oracle Retail

Turn off the application server's non-55L port

If turned off, all clients connecting to the application server must use a secured connection.

Aovalue of "Yes" indicates that the application server's non-55L port will be inactive. Avalue of
"Mo" indicates that the applications servar's non-55L port will still be activa.

Disable non-55L port? (2] Yes

) Mo

|IE3 Cancel || €9 Back | | € Next |

Field Title Disable non-SSL port?
Field This screen will only appear if you have selected “Yes’ for SSL in the previous
Description screen. Chose “Yes’ if you want the installer to disable the Non-SSL port.
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Screen: Application Server Details
ReSA 14 Installer - Oracle Retail

Application Server Details

Hostname |hnsmame |
WebLogic Admin Port 11800 |
WebLogic Admin User |web|ogir_ |
WebLogic Admin Password [ssseses |
Flease re-enter password |n-un |

Using an alias increases the security of your application.

WebLogic Admin User Security Alias wisAlias |

(The alias for each usernamefpassword pair must be unigue)

| €3 Cancel”@BackH@Next |

Field Title Hostname

Field The hostname of the application server.
Description

Example Myhost

Field Title WebLogic Admin Port

Field Port number of the WebLogic AdminServer.
Description

Example 1800
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Field Title WebLogic Admin User

Field Username of the admin user for the WebLogic instance to which the ReSA
Description application is being deployed.

Example weblogic

Field Title WebLogic Admin Password

Field Password for the WebLogic admin user. You chose this password when you
Description created the WebLogic instance or when you started the instance for the first time.
Field Title WebLogic Admin User Security Alias

Field An alias for the WebLogic admin user.

Description

Example wlsAlias

Note This alias must be unique. Do not use the same value for any other alias fields in

the installer. If the same alias is used, entries in the wallet can override each other
and cause problems with the application.
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Screen: Application Deployment Details
ReSA 14 Installer - Oracle Retail

Application Deployment Details

The default values shown in the text boxes are examples.

ReSA App Deployment Name ResAl4
ReSA Context Root ReSAL4
ReS4 server/Cluster |ReSA_servP_r1

|@ Cancel”@BackH@Next |

Field Title ReSA App Deployment Name

Field Name by which this ReSA application is identified in the application server.

Description

Example ReSA14

Field Title ReSA Context Root

Field Path under the HTTP URL that is used to access the ReSA application. For

Description example, a context root of ReSA results in the application being accessed at
http:/ /host:port/ ResaPortal /

Example ReSA14

Field Title ReSA Server/Cluster

Field The name of the ReSA 14 WebLogic managed server or cluster.

Description

Example resa-server
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Screen: ReSA JDBC Security Details
ReSA 14 Installer - Oracle Retail

ReSA |DBC Security Details

Mote: Enabling Secure JDBC requires that security certificates have been configured and installed
for this WebLogic domain.

Enable Secure |DEC connection

(@ Yes

Mo

|@ Cancel”GBackH@Next |

Enable Secure JDBC connection

Field Title
Field Select Yes if the database being used for the ReSA application installation is
Description using secure configuration.
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Screen: Data Source Details

ReSA 14 Installer - Oracle Retail

ORACLE

ReSA Data Source Details

FProvide the details for the Re54 data source.

FesSAEMS 14 |DEC URL N COMNMECT _DAT A= (SERVICE_MAME=[sid]in
FesSs Schema User resallser
FesS4 Schema Fassword semaee

Using an alias increases the security of your application.
Database User Security Alias dsResAdlias

EMS 14 Schema Owner EMSUSER

(The alias for each username/password pair must be unigue)

€3 Cancel | €9 Back | &2 Next

Field Title ReSA/RMS 14 JDBC URL

Field URL used by the ReSA application to access the ReSA database schema. See
Description Appendix: URL Reference for expected syntax.

When deploying in SSL. mode, JDBC URL format should include complete
description as shown below.

Example jdbc:oracle:thin:@myhost:1521/mydatabase OR

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL
—tcps)(HOST=myhost)(PORT=2484)))(CONNECT_DATA=(SERVICE_NAME=

mydatabase)))
Field Title ReSA Schema User
Field Database schema user of the ReSA application. This value should match what
Description was given in the ReSA database schema field of the ReSA database installer.

This is where the ReSA temporary tables and temporary views reside, with
synonyms to other ReSA objects that are in the RMS main schema.

Example resaUser
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Field Title ReSA Schema Password

Field Password for the ReSA schema user. This should match what was given in the

Description ReSA 14 schema to create field of the ReSA database installer.

Field Title Database User Security Alias

Field An alias for the Database user.

Description

Example dsAlias

Field Title RMS 14 Schema Owner

Field RMS schema user into which the ReSA schema user has synonyms. This should

Description match the RMS schema that was given during execution of the ReSA database
schema installer. This is the RMS main schema, where the ReSA non temporary
tables and objects are stored.

Example RMSUSER

Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Secure Data Source Details (shown if ‘Secure JDBC connection enabled’)

ReSA 14 Installer - Oracle Retail

ReSA Secure Data Source Details

Frovide the Keystore and Truststore details for the Re54 secure data ...

ldentity Keystore |fpathfprnduct |
Identity Keystore Type kS |
lclentity Keystore Passphrase |---"- |
ldentity truststore |fpathfprnduct |
Iclentity truststore Type kS |
Iclentity truststore Fassphrase |---"-| |

| R Cancel”@BackH@Next |

Field Title Identity Keystore

Field Path to the identity keystore, i.e.:

Description /u00/webadmin/product/identity.keystore

Field Title Identity Keystore Type

Field i.e. JKS

Description

Field Title Identity Keystore Password

Field Password used to access the identity keystore defined above.
Description
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Field Title Identity Trustore

Field Path to the identity truststore, i.e.:

Description /u00/webadmin/product/identity.truststore

Field Title Identity Truststore Type

Field i.e. JKS

Description

Field Title Identity Truststore Password

Field Password used to access the identity truststore defined above.
Description
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Screen: Install RASRM?

ReSA 14 Installer - Oracle Retail

Install RASRM?

Install RASEM (Retail Application Security Roles Manager)?

(2] Yes

(I Mo

| €3 cancel ||GBack||@Next |

Field Title Install RASRM
Field Select Yes to install the RASRM application installation on the same managed
Description server as ReSA. This provides you access to RASRM application as explained in

the above section. This application can be used to update and manage the
enterprise users and roles
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Screen: OHS WEB TIER

ReSA 14 Installer - Oracle Retail

OHS Web Tier

Are ol running an OHS weh tier for use in Oracle single 5ign-0n and/or a Clustered
Environment?

(3] Yas
)Mo

[ 3 Cancel ] [ @ Back] ’ﬁ Mext ] | < Install

Field Title Are you running OHS Web Tier for use in Oracle Single Sign-on and/or a
Clustered Environment?

Field Selecting the option ‘Yes’ will configure all the application URLs delivered by

Description this installer with the OHS webtier hostname and port that will be entered in the
next screen. Selecting option “No” will result in application URLs having default
ports.
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Screen: OHS WEB Tier Details (This screen will be displayed only if you selected ‘Yes’
in the previous screen)

= ReSA 14 Installer - Oracle Retail - X

ORACLE

OHS Web Tier Details

Flease enter the OHS web tier details.

OHS web tier connection protocol http

a1 hitps
OHS welb tier host ohshostname
QHS wel tier port 7002

9 Cancel || €9 Back || & Next

Field Title OHS web Tier connection protocol
Field Connection protocol for OHS web tier — http or https
Description

Field Title OHS web Tier host

Field Host name for OHS web tier
Description

Example ohshostname

Field Title OHS web Tier port

Field Port number for OHS web tier
Description

Example 7002
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Screen: OBIEE Integration

ReSA 14 Installer - Oracle Retail

OBIEE Integration

Mote:
Enable QEIEE integration

(@) Yes
(Mo

| (R Cancel”@BackH@Next |

Field Title Enable OBIEE Integration?
Field Select Yes to integrate ReSA application with Operational Insights Dashboards.
Description Select No if you if you don’t want the integration.
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Screen: OBIEE Scripts Home Details

ReSA 14 Installer - Oracle Retail

| OBIEE Scripts Home Details

Flease provide OBIEE home directory.
OBIEE URL LOCATION (http: / /[host]:[port] |

‘ £3 Cancel ||@Back||@l\lext|

Field Title

OBIEE URL LOCATION

Field
Description

Please provide the URL of OBIEE where you have installed / planning to install
the Operational Insights Dashboards. You need to give the single sign on port if
you have SSO configured for OBIEE
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Screen: BIPublisher Integration

ORACLE

ReSA 14 Installer - Oracle Retail

BIPublisher Integration

Mote:

Enahle BIFublisher integration

(3] Yes
Mo

[ £4 Cancel ] [G Back ] [ &3 Mext ] | “ % Install

Field Title Enable BIPubliser Integration
Field Select Yes to integrate ReSA application with BIPublisher reports. Select No if
Description you do not want the integration.
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Screen: BlIPublisher Details

ReSA 14 Installer - Oracle Retail

BIPublisher Details

Flease provide BIPublisher URL
BIFublisher LUEL |http:H[hust]:[por‘l]fxmlpseruerfcuest,fRMS |
BlValue Qption | |

| €3 cancel | | @ Back | | @ next |

Field Title BIPublisher URL

Field Update the BI Publisher URL where you have the RMS reports set up.
Description

Field Title BIValue Option

Field Input “True” to integrate ReSA application with BIPublisher reports. Input
Description “False” if you do not want the integration.
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Once you have a managed server that is configured and started, you can run the ReSA
application installer. This installer configures and deploys the ReSA application.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOME files.

Change directories to INSTALL_DIR/resa/application.

2. Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.7+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which ReSA will be installed.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT_OPTS="-Djavax.net.ssl .keyStore=<PATH TO KEY STORE> -
Djavax.net._ssl _keyStoreType=jks -Djavax.net.ssl_keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net._ssl_trustStoreType=jks -

Djavax.net.ssl . trustStorePassword=<TRUSTSTORE PASSWORD>"'

An example of this would be:

export ANT_OPTS="-

Djavax.net.ssl . keyStore/u00/webadmin/product/identity.keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl_keyStorePassword=retaill23 -
Djavax.net._ssl . trustStore/u00/webadmin/product/identity . truststore -
Djavax.net.ssl.trustStoreType=jks -

Djavax.net._ssl . trustStorePassword=retai 1123"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Copy the ant.install.properties.sample to ant.install.properties. Provide values for
each property including the passwords.

6. Run the installation command “./install.sh silent”. This launches the installer in
silent mode. A detailed installation log file is created (resal4install. <timestamp>.log)
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The database schema and application installer for the ReSA product asks for several
different URLs. These include the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.

Thick Client Syntax for non- pluggable database: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax for pluggable database: jdbc:oracle:thin:@<host>:<port>/<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521 /mysid
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of ReSA.

Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util _prefs_FileSystemPreferences

checkLockFi leOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system. See http://bugs.sun.com for details.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the errors tab shows the following error:

Java.util _ConcurrentModificationException
at

Java.util _AbstractlList$ltr.checkForComodification(AbstractList. java:448)
at java.util.AbstractList$ltr.next(AbstractlList. java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn™t find X Input Context

Solution
This message is harmless and can be ignored.
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GUI screens fail to open when running Installer

GUI screens fail to open when running Installer

Symptom

When running the installer in GUI mode, the screens fail to open and the installer ends,
returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
Java.lang. Il legalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db_username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.
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Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet_location> is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet_location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator’s Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet_location> -createCredential <alias-name> <database-user-
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD DATA = (DIRECTORY =
<wallet_location>)))

SQLNET .WALLET_OVERRIDE = TRUE

SSL_CLIENT_AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.

<alias-name> =
(DESCRIPTION =
(ADDRESS _LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))

)
(CONNECT _DATA =

(SERVICE_NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

= For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARl

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl4/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION =  (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsl4/dev/ wallet)) )

SQLNET .WALLET_OVERRIDE=TRUE

SSL_CLIENT_AUTHENT ICAT ION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29_rmsOluser.

ifile = /u00/oracle/product/11.2_0.1/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxooxx.-us.oracle.com) (Port = 1521)))
(CONNECT _DATA = (SID = <sid name> (GLOBAL NAME = <sid_name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SID = <sid _name>) (GLOBAL NAME = <sid_name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xooxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxx.us.oracle.com) (Port = 1521)))
(CONNECT_DATA = (SERVICE_NAME = <pluggable db name>)))
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Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.

a. Ensure you are in the intended location.

$ pwd
/projects/rmsl4/dev/ wallet

b. Create the wallet files.
$ mkstore -wrl . —create

c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.

d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso

5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore -wrl . —createCredential <tns_alias> <username> <password>

Example: mkstore -wrl . —createCredential dvols29 rmsOluser
rmsOluser passwd

6. Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS_ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sqglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29_rmsOluser
for use in RMS batch compiles, and RMS, RWMS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

= Delete a credential on wallet
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mkstore -wrl . —deleteCredential dvols29 rmsOluser

Change the password for a credential on wallet
mkstore —-wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd

List the wallet credential entries
mkstore —wrl . —list

This command returns values such as the following.

oracle.security.client.connect _stringl
oracle_security.client._userl
oracle.security.client._passwordl

View the details of a wallet entry
mkstore —-wrl . —viewEntry oracle._security.client.connect_stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore -wrl . —viewEntry oracle.security.client.userl

Returns the value of the entry:
rmsOluser

mkstore —-wrl . —viewEntry oracle_security.client._passwordl

Returns the value of the entry:
Passwd

Setting up RETL Wallets

RETL creates a wallet under $REX_HOME/etc/security, with the following files:

cwallet.sso
jazn-data.xml
jps-config.xml
README.txt

To set up RETL wallets, perform the following steps:

1.

Set the following environment variables:

=  ORACLE_SID=<retaildb>

=  RFX_HOME=/u00/rfx/rfx-13

= RFEX_TMP=/u00/rfx/rfx-13/tmp

= JAVA HOME=/usr/jdk1.6.0_12.64bit

= LD_LIBRARY_PATH=$0RACLE_HOME

= PATH=$RFX_HOME/bin:$JAVA HOME/bin:$PATH

Change directory to $REX_HOME /bin.

Run setup-security-credential.sh.

= Enter 1 to add a new database credential.

=  Enter the dbuseralias. For example, retl_java_rmsOluser.
= Enter the database user name. For example, rmsOluser .
= Enter the database password.

= Re-enter the database password.

= Enter D to exit the setup script.
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Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
$RETAIL_HOME/RETLForRPAS/rfx/etc/rmse_rpas_config.env.

= The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL_WALLET ALIAS="retl_java rmsOluser"

= The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

= The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
—  export SQLPLUS LOGON="/@${ORACLE_WALLET ALIAS}"

To change a password later, run setup-security-credential .sh.

= Enter 2 to update a database credential.

=  Select the credential to update.

= Enter the database user to update or change.

=  Enter the password of the database user.

= Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME> /retail/ <appname>/config Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/14_mck_soa_domai
n/retail /reim14/config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:
/u00/webadmin/product/10.3.6/WLS/user_projects/domains/REIMDomain/retai
1/reim14 /retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to
remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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= If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

= Example:
* /u00/webadmin/reim14/application/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>_sh <myuser>

Example:

/u00/webadmin/product/10.3_x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO1USER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/product/10.3.x/WLS/user_projects/domains/RPMDomain/retail/rpml4/reta
il-public-security-api/bin>

dump_credentials.sh
dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.
dump_credentials.sh <wallet location>

Example:

dump_credentials.sh
location:/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/retail/
reiml4/config

Retail Public Security APl Utility

Below are the credentials found in the wallet at the
location: /u00/webadmin/product/10.3.x/WLS/user_projects/domains/ REIMDom
ain/retail /reim14/config

Application level key partition name:reiml4

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail .user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh
save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save_credential.sh -a <alias> -u <user> -p <partition name> -l <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mock14 testing/rtil/rtil/application/retail-public-security-api/bin>
save_credential .sh -1 wallet_test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security APl Utility

usage: save_credential .sh -au[plh]
E.g- save _credential.sh -a rms-alias -u rms_user -p rib-rms -1 ./

-a,—-userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information
-1,—-locationofWal letDir <arg> location where the wallet file is

created. If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p,——appLevelKeyPartitionName <arg> application level key partition name
-u,--userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@oocoxxx.us.oracle.com:1521:pkols07
datasource.schema.owner=rmsl4mock

datasource.credential .al ias=RMS-ALIAS

#
# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wal let. path=/u00/webadmin/product/10.3.x/WLS/user_projects/domains/REIMDomain/
retail/reiml4/config
csm.wallet_partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 14.1 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials

@ Farm_APPDomain (Oracle Fusion Middleware Farm) - Oracle Enterprise Manager (weblogic) - Windows Internet Explorer

||

@ k/ w [ &) httpy//msp12115.us.oracle.com:1 7001 /em faces/as/as/ui 2
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[ Application Deployments
= £ WebLogic Domain
) ] [ABBRamn

Farm_APPDomain @

Setpv Helpw LogOut

Logged in as weblogic
Page Refreshed Oct 25, 2013 12:32:17 PM EDT ()

ome s 2t) [ 0 -
Control >
Logs >
: ts Status Target Status Host cPU Us(an?f’
Port Usage o B [ WebLogic Domain -~
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2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer

credentials.
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as

follows:
(@ Credentials: /Farm_APPDomain/APPDomain (Oracle WebLogic Domain) - Oracle Enterprise Manager (we - Windows Internet Explorer (=@
pe
G- () hitte://mspL2115 soracle.come1 7001 ferm/faces/asfasfwiFarmHometarget=Farm_APPDomain@itype=oracle jas_fam&_afiLoop [ % |[B Googte o ~|
i Favorites <5 [@) Signing and Verifying JAR .. & Web Slice Gallery =
- ervice - Oracle repos: rgbudocs/Install .. | @& Credentials: /Farm_A... ite Search - Oracle Reta... anaging the Policy St... - v @ v Pagev Safetyv Toolsv @~
55+ [®] Service - Oracle CRM O, pos: rgbudocs/Install .. | & Credentials: /Farm_A. EA site Search - Oracle Reta... [&] Managing the Policy St fi~ 8 B v Pagev Safety~ Tools~ @
Find: [ qacl27 | Previous Nea | (7] Options = |
ORACLE Enterprise Manager 119 Fusion Middleware Control Setup Hepw LogOut
FiFam» | % Topology
- APPDomain @ Loggedin as weblogic
= B Farm_APPDomain ] weblogic Domain Page Refreshed Oct 75, 2013 12:49:37 M EDT L)
% £ Appiication Deployments
=l 3 WebLogic Domain Credentials
=l (1] /APPDomain A credential store is the repository of security data that certify the authority of entities used by Java 2, J2EE, and ADF applications. Applications can use the Credential Store, a single, consolidated service
5 Adninserver provider o store and manage their credentals securely.
@ 8 Clusterrein i Credential Store Provider
. ‘Q Cluster-rpm Scope WebLogic Domain
@ 5 Custerss Provider DB_ORACLE
# 8l Cluster-sm
&l [ Metadata Repositories dp CreateMap  dp Createkey | A Edt.. $€Delete.. | credential Key Name ®
Credential Type Description
= [ Jorade.retal.sm -
 bip-user =
s [ Edit Key
@ rslrpm-user
DL Select Map TPm14
@ relrms-user Koy DEALEES
@ server-user Type Password T Vou can enter 2 different user name for authenticaton.
@ datasource-user =User Name | tms0 1app
@ Idap-user *Passiord | evesse
[ @ sso-token-key =Confirm Password | ewswse
= remit Description
@ LDAP-ALIAS
@ user signature s
7 DB-ALIAS .
l | OK || Cancel
Done & Local intranet | Protected Mode: Off v R100% v

The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.
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Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see
http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 /managepols.htm#CIHIBBDJ

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display —
wallet
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:
Oracle PKI Tool : Version 11.1.1.9.0

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@LDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#@user.signature.salt
rpm14@#3#@user.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS
rpm14@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US
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Managing Credentials with WSLT/OPSS Scripts

listCred

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

= listCred

= updateCred

= createCred

= deleteCred

* modifyBootStrapCredential
= addBootStrapCredential

The script listCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax
listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred(map="mapName"", key="keyName'")

The meanings of the arguments (all required) are as follows:
= map specifies a map name (folder).

= Kkey specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:

listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls_apps/oracle_common/common/bin>
sh wist_sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect("weblogic®, "password123*, ">xxxxxx.us.oracle.com:17001%)
Connecting to t3://xo0xx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server “AdminServer® that belongs to domain
"APPDomain® .

wls:/APPDomain/serverConfig> listCred(map=""rpml4", key="DB-ALIAS'")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail
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updateCred

createCred

deleteCred

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred(map=""mapName'*, key="keyName', user="'userName", password=""passW",
[desc="description’])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= map specifies a map name (folder) in the credential store.
= Kkey specifies a key name.

= user specifies the credential user name.

= password specifies the credential password.

= desc specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:
updateCred(map=""myMap'*, key="myKey", user="myUsr", password=""myPassw'")

The script createCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred(map="mapName", key="'keyName', user="userName', password=""passW',
[desc="description'])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

= map specifies the map name (folder) of the credential.
= key specifies the key name of the credential.

= user specifies the credential user name.

= password specifies the credential password.

= desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:
createCred(map="myMap'*, key="myKey', user="myUsr', password="myPassw'")

The script deleteCred removes a credential with given map name and key name from
the credential store.

Script Mode Syntax
deleteCred.py -map mapName -key keyName
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Interactive Mode Syntax

deleteCred(map="mapName'*, key="keyName'")

The meanings of the arguments (all required) are as follows:

= map specifies a map name (folder).

= Kkey specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py -map myMap -key myKey

modifyBootStrapCredential

The offline script modi fyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modi fyBootStrapCredential (JpsConfigFile="pathName', username="'usrName',
password=""usrPass'")

The meanings of the arguments (all required) are as follows:

= jpsConTigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig. Example location of the bootstrap wallet is
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig/bootstrap

* username specifies the distinguished name of the user in the LDAP store.
= password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to welcomel, and that the configuration file jps-
config.xml is located in the current directory.Then the following invocation changes
the password in the bootstrap credential store to we lcomel:

modi fyBootStrapCredential (JpsConfigFile="_/jps-config.xml",
username="cn=orcladmin®, password="welcomel®)

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given
map, key, user name, and user password to the bootstrap credentials configured in the
default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java.* packages
included in the JVM. (For example, the bootstrap classloader loads
jJava.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (JpsConfigFile=""pathName', map="mapName", key="'keyName',
username=""usrName", password=""usrPass'")

The meanings of the arguments (all required) are as follows:

= jpsConTigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/APPDomain/config/
fmwconfig

= map specifies the map of the credential to add.

= key specifies the key of the credential to add.

* username specifies the name of the user in the credential to add.

= password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (JpsConfigFile="_/jps-config.xml ", map="myMapName~,
key="myKeyName", username="myUser", password ="myPass”)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database <rms Compile, |Installer n/a Alias hard-coded by
(RETAIL_HOME)>/.wallet SID>_<Data |schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema [ Compile | Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database <rwms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsgl and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl14inst
Installation | database schema forms app
name> user alias> owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher [ forms app installer
name> administrat | to connect
ive user> to BI
Publisher

Installation Guide 169




Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA | <weblogic domain Each alias must be
home> /retail / <deployed unique
aip app
name>/config
aipl4 <AIP <AIP App use |Installer aip-
weblogic weblogic weblogic-
user alias> | user name> alias
aip14 <AIP <AIP App use |Installer aipOluser-
database database alias
schema user | schema
alias> user name>
aipl4 <rib-aip <rib-aip App use |Installer rib-aip-
weblogic weblogic weblogic-
user alias> | user name> alias
RPM app DB Map=rpm14 | Many for ;webloglc df(.)m?m
credenti or what you | app use on.le>./ con 1g/ mwc
al store called the onfig/jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
rpm app
name>/config
rpm14 <rpm <rpm App use |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad |LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA <weblogic dgmain Ea;h alias must be
home>/retail /<deployed unique
reim app
name>/config
<installed <reim <reim App use |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rmsQluser-
app name, user alias> [ shema user |batch use alias
ex: reim14> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim App use |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reiml14> | validation validation
user alias> | user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= | user use AS
ex: reim14> Users,dc=u
s,dc=oracle,
dc=com
JAVA <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQluser-
er user alias> | shema user |batch use alias
name>
retail_install | <reim <reim App use |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resal4 | Many for ;weblogic df(?me;in
credenti or what you |login and on.le>./ con 1g/ mwc
al store called the policies onflg/ jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA [ <weblogic domain Each alias must be
home>/retail /<deployed unique
resa app
name>/config
<installed <resa <resa App use |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb App use |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb App use | Installer resa-alias
app name> | schema user | shema user
alias> name>>
JAVA | <retail_home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa App use |Installer wlsalias
er weblogic weblogic
user alias> | user name>
retail_install | <resa <rmsdb App use |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
Alloc app DB Map=alloc | Many for <weblogic d(?main
credenti 14 or what | login and hon.le>./ conﬁg/ fmwe
al store you called policies onflg /jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA [ <weblogic domain Each alias must be

home>/retail /config

unique
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc App use |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms App use | Installer dsallocAlias
app name> | schema user |schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms App use |Installer dsallocAlias
er schema user | schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use |[Installer alloc14
er user alias> ADMINIST
RATOR>
JAVA <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc App use |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h fio /f
credenti retail.sim required for on.le>./ con 1g/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA <weblogic domain oracle.retail. | <simbatch |<simbatch | Appuse |Installer BATCH-
home>/retail /<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA [ <weblogic domain oracle.retail. | <sim <sim App use |Installer WIRELESS-
home>/retail /<deployed |[sim wireless wireless ALIAS
sim app user alias> | user name>
name>/wireless/resources
/conf
RETL JAVA <RETL n/a <target <target App use | Manual User may vary
home>/etc/security application | application retl_java_rm dePe,ndmg on RETL
user alias> | db userid> sO0luser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target App use | Manual <db>_<user | User may vary
application | application > dePe,ndmg on RETL
user alias> | db userid> flow’s target application
RIB JAVA [ <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/conf/security rwms, tafr
IMS jms<1-5> <jms user <jms user Integra- Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- <rib-app <rib-app Integra- Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- |admingui |admingui [ tion use alias
app-user- user alias> | user name>
alias
Application rib- <app <app Integra- Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> | user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user | schema
alias> user name>
RFI Java <RFI-HOME> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI App use |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI App use |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS App use |Installer ebsDataSour
app name> | ceUserAlias |schema ceUserAlias
user name>
<installed smtpMailFr | <From App use | Installer smtpMailFr
app name> | omAddress [email omAddress
Alias address> Alias
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’'s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

= An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

= An Oracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

=  Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
Oracle Access Manager environment. The application may allow a user limited access
when the user has not been authenticated. Applications that implement dynamic
protection typically display a Login link to provide user authentication and gain greater
access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and ODSM.
Oracle Access Manager (OAM) 11g R2 should be used for SSO using WebGate. Oracle
Forms 11g contains Oracle HTTP server and other Retail Applications will use Oracle
WebTierl1lg for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties and
delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTier11g Server if using other
Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g. An
output product of this registration is a configuration file the partner application uses to
verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any unauthenticated attempt
to access a Statically Protected URL results in the display of a login page or an error page
to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1.
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

= Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

*  One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.

OAM Server logs and returns decisions
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15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents

1) Check Authentication Policy
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Installation Overview

Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management . The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

N o o ks~ Dde

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (RelM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the

remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Mobile Merchandising (ORMM)
Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)
Oracle Retail Back Office (ORBO)

Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (RCM)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)

Oracle Retail Size Profile Optimization (SPO)
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22.
23.
24,
25.
26.
27.
28.
20.
30.
31.

32.
33.
34.

35.

36.

Oracle Retail Assortment Planning (AP)

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Analytics

Oracle Retail Advanced Science Engine (ORASE)

Oracle Retail Integration Bus (RIB)

Oracle Retail Service Backbone (RSB)

Oracle Retail Financial Integration (ORFI)

Oracle Retail Point-of-Service (ORPOS)

=  Oracle Retail Mobile Point-of-Service (ORMPOS) (requires ORPOS)
Oracle Retail Markdown Optimization (MDO)

Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)

Oracle Retail Macro Space Planning (MSP)

The Oracle Retail Enterprise suite includes Macro Space Planning. This can be
installed independently of and does not affect the installation order of the other
applications in the suite. If Macro Space Planning is installed, the installation order
for its component parts is:

=  Oracle Retail Macro Space Management (MSM)

=  Oracle Retail In-Store Space Collaboration (ISSC) (requires MSM)

=  Oracle Retail Mobile In-Store Space Collaboration (requires MSM and ISSC)
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