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Value-Added Reseller (VAR) Language

Oracle Retail VAR Applications
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The VAR Applications contain trade secrets of Oracle and Oracle's licensors and Customer shall
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Send Us Your Comments

Oracle Retail Sales Audit Installation Guide, Release 14.1.3.2

Oracle welcomes customers' comments and suggestions on the quality and usefulness of
this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

*  Are the implementation steps correct and complete?

* Did you understand the context of the procedures?

* Did you find any errors in the information?

*  Does the structure of the information help you with your tasks?

* Do you need different information or graphics? If so, where, and in what format?
*  Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell us
your name, the name of the company who has licensed our products, the title and part
number of the documentation and the chapter, section, and page number (if available).

Note: Before sending us your comments, you might like to
check that you have the latest version of the document and if
any concerns are already addressed. To do this, access the
new Applications Release Online Documentation CD
available on My Oracle Support and www.oracle.com. It
contains the most current Documentation Library plus all
documents revised or released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com
Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at www.oracle.com.


http://www.oracle.com/
mailto:retail-doc_us@oracle.com
http://www.oracle.com/




Audience

Preface

Oracle Retail Installation Guides contain the requirements and procedures that are
necessary for the retailer to install Oracle Retail products.

This Installation Guide is written for the following audiences:
= Database administrators (DBA)

* System analysts and designers

* Integrators and implementation staff

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:
https:/ /support.oracle.com

When contacting Customer Support, please provide the following;:

*  Product version and program/module name

* Functional and technical description of the problem (include business impact)

*  Detailed step-by-step instructions to re-create

*  Exact error message received

=  Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 14.1) or a later patch release (for example, 14.1.3). If you are installing the base
release or additional patch releases, read the documentation for all releases that have
occurred since the base release before you begin installation. Documentation for patch
releases can contain critical information related to the base release, as well as information
about code changes since the base release.

Xi
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Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in the
case of Data Models, to the applicable My Oracle Support Documentation container
where they reside.

This process will prevent delays in making critical corrections available to customers. For
the customer, it means that before you begin installation, you must verify that you have
the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:
http://ww. oracl e. com t echnet wor k/ docunent ati on/ oracl e-retail -100266. ht m
An updated version of the applicable Oracle Retail document is indicated by Oracle part
number, as well as print date (month and year). An updated version uses the same part
number, with a higher-numbered suffix. For example, part number E123456-02 is an
updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all previous
versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:
http://ww. oracl e. com t echnet wor k/ docunent ati on/ oracl e-retail -100266. htm

(Data Model documents are not available through Oracle Technology Network. You can
obtain them through My Oracle Support.)

Conventions

Navigate: This is a navigate statement. It tells you how to get to the start of the procedure
and ends with a screen shot of the starting point and the statement “the Window Name
window opens.”

This is a code sample
It is used to display examples of code

Xii
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Preinstallation Tasks

This chapter explains the tasks required prior to installation.

Check Supported Database Server Requirements

General requirements for a database server running Oracle Retail Sales Audit (ReSA)

include the following:

Supported on

Versions Supported

Database Server OS

OS certified with Oracle Database 19¢ (19.3.0.0.0) Enterprise
Edition. Options are:

»=  Oracle Linux 7 for x86-64 (Actual hardware or Oracle virtual
machine)

* Red Hat Enterprise Linux 7 for x86-64 (Actual hardware or
Oracle virtual machine)

=  AIX7.2 (Actual hardware or LPARs)
*  Solaris 11.x SPARC (Actual hardware or logical domains)

Database Server 19¢

Oracle Database Enterprise Edition 19¢ (19.3.0.0.0) with the
following specifications:

Components:

*  Oracle Partitioning

=  Examples CD

Other components:

= Perl interpreter 5.0 or later
=  X-Windows interface

= JDK1.8

Installation Guide 1




Check Supported Application Server Requirements

Check Supported Application Server Requirements

General requirements for an application server capable of running the Oracle Retail Sales
Audit (ReSA) application include the following.

Supported on: Versions Supported:

Application Server OS OS certified with Oracle Fusion Middleware 12¢ (12.2.1.4).
Options are:

= Oracle Linux 6 and 7 for x86-64 (Actual hardware or Oracle
virtual machine)

* Red Hat Enterprise Linux 6 and 7for x86-64 (Actual
hardware or Oracle virtual machine)

= AIX 7.2 (Actual hardware or LPARs)
=  Solaris 11.x SPARC (Actual hardware or logical domains)

Application Server Oracle Fusion Middleware 12¢ (12.2.1.4)

Components:

= FMW 12.2.1.4 Infrastructure (WLS and ADF included)
= Repository Creation Utility (RCU 12.2.1.4)

=  Oracle Identity Management (OID 12.2.1.4)

Note: Oracle Internet Directory (OID) is the supported LDAP
directory for Oracle Retail products. For alternate LDAP directories,
refer to Oracle WebLogic documentation set.

Java:
= JDK 1.8+ 64 bit
Optional (required for SSO)
= Oracle WebTier (OHS 12.2.1.4)
Oracle Access Manager (OAM 12.2.1.4)
= Oracle Access Manager Agent (WebGate) (12.2.1.4)
= Oracle Directory Services Manager (ODSM) 12.2.1.4

2 Oracle Retail Sales Audit



Verify Single Sign-On

Verify Single Sign-On
If ReSA will not be deployed in a Single Sign-On environment, skip this section.
If Single Sign-On is to be used, verify that the Oracle Identity Management 12.2.1.4 has
been installed along with the components listed in the above Application Server

requirements section. . Verify the Oracle Access Manager Agent is registered with the
Oracle Access Manager as a partner application.

Note: The Single Sign-On (SSO) implementation for Oracle
Retail Sales Audit (ReSA) Operational Insights dashboards
and reports is mandatory in production environments
because it has contextual Bl reports and in context launches
into ReSA screens apart from dashboard reports. Because
accessing the Operational Insights reports from the ReSA Ul
in the absence of SSO poses a security risk, the use of
integrated Operational Insights reports in RESA Ul without
SSO is not supported in this release. In the absence of SSO,
the ReSA Operational Insights dashboard can be accessed in
a standalone Oracle Business Intelligence Enterprise Edition
(OBIEE) environment. The use of the Operational Insights
contextual reports in a standalone OBIEE environment is not
supported due to dependencies on ReSA input parameters.

Check Supported Client PC and Web Browser Requirements

Requirement Version

Operating system Windows 10

Display resolution 1280x1024 or higher

Processor 2.6GHz or higher

Memory 8GByte or higher

Networking intranet with at least 10Mbps data rate

Oracle (Sun) Java Runtime Environment 1.8+

Browser Microsoft Internet Explorer 11
Microsoft Edge 44+
Mozilla Firefox Extended Support Release 60+
Chrome 73+

Configure Mozilla Firefox ESR 45

If you are using Firefox 38, you need to configure the browser to display the list of values
pop ups correctly.

1. Open your Firefox browser and type in your address bar as follows:

about:config
2. A warning dialog is displayed. Accept the warning.
A list of configuration values is displayed.

3. Locate the browser.link.open_newwindow property, right-click on it, and select
Modity.

Installation Guide 3



Supported Oracle Retail Products

4. Change the value to 2.

5. Close and re-start the browser.

Supported Oracle Retail Products

Requirement Version
Oracle Retail Active Retail Intelligence 14.1
(ARTI)

Oracle Retail Merchandising System (RMS) | 14.1.3.2

Oracle Retail Invoice Matching (ReIM) 14.1.3.2

Oracle Retail Store Inventory Management | 14.1.3.2
(SIM)

Oracle Retail POS Suite with Mobile Point- | 14.1.3
of-Service

UNIX User Account Privileges to Install the Software

A UNIX user account is needed to install the software. The UNIX user that is used to
install the software should have write access to the WebLogic server installation files.

For example, oretail

Note: Installation steps will fail when trying to modify files
under the WebLogic installation, unless the user has write
access.

4 Oracle Retail Sales Audit
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RAC and Clustering

Oracle Retail Sales Audit has been validated to run in two configurations on Linux:
* Standalone WLS and Database installations
= Real Application Cluster Database and WebLogic Server Clustering

The Oracle Retail products have been validated against a 19c RAC database. When using
a RAC database, all JDBC connections should be configured to use THIN connections
rather than OCI connections. It is suggested that if you do use OCI connections, the
Oracle Retail products database be configured in the tnsnames.ora file used by the
WebLogic Server installations.

Clustering for WebLogic Server 12.2.1.4 is managed as an Active-Active cluster accessed
through a Load Balancer. Validation has been completed utilizing a 19c RAC Oracle
Internet Directory database with the WebLogic 12.2.1.4 cluster. It is suggested that a Web
Tier 12.2.1.4 installation be configured to reflect all application server installations if SSO
will be utilized.

References for Configuration:

*  Oracle Fusion Middleware High Availability Guide, 12c (12.2.1.4.0)Part Number
E95492-01

=  Oracle Real Application Clusters Administration and Deployment Guide
19¢ (19.3.0.0.0) E95728-07

Installation Guide 5
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Database Installation Tasks
ReSA Schema

The ReSA database objects are installed with the RMS database schema. RMS 14.1.3
database install is a prerequisite for ReSA 14.1.3 installation.
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Application Installation Tasks

Before proceeding, you must install Oracle WebLogic Server 12.2.1.4. The Oracle Retail
Price Management application is deployed to a WebLogic Managed server within the
WebLogic installation.

It is assumed Oracle Database has already been configured and loaded with the
appropriate Oracle Retail Price Management schemas for your installation.

Installing a separate domain is mandated. It can be called “RPMdomain” (or something
similar) and will be used to install the managed servers. The ADF libraries should be
extended to this domain and the Enterprise Manager should be deployed.

Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation
Create a directory to install the WebLogic (this will be the ORACLE_HOME):
Example: mkdir -p /u00/webadmin/products/wls_retail

1.

3.

Set the ORACLE_HOME, JAVA_HOME and DOMAIN_HOME environment

variables:

* ORACLE_HOME should point to your WebLogic installation.

* JAVA_HOME should point to the Java JDK 1.8+. This is typically the same JDK
which is being used by the WebLogic domain where application is getting
installed.

Example:

# export ORACLE HOME=/u00/webadmin/products/wls retail

# export JAVA HOME=/u00/webadmin/products/jdk java

(This should point to the Java which is installed on your server)
# export PATH=$JAVA HOME/bin:S$PATH

Going forward we will use the above references for further installations.

Go to location where the weblogic jar is downloaded and run the installer using the
following command:

java -jar ./fmw_12.2.1.4.0_infrastructure jar

Installation Guide 9



Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

4. Welcome screen appears. Click Next.
Oracle Fusion Middleware 12c Infrastructure Installation - Step 1 of 8
Welcome ORACLE

v Welcome

)it

« &0 Updates Welcome to the Oracle Fusion Middieware 12¢ {12.2 1 4.6) Infrastructure Installer

v nstalation Locaben Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
Infrastructure software. You can then wstal sddtional Fusion Middiemare products that

w Instelation T recuire the frastructure into the Oracie home, oF you can uie the infrastructure to configure

& Weblegic Seever damain for the depdeymant ef Java and Oratle ADF applications
v Prerequisis Checks

For mace information, ses loptall Patch, snd Userade m the Ocadle Fusian Middaware
w installabian Summary Socumaentation Weary

natsighan Frogrees

Cantext-sanutive enleve hals is avalable frem the Help button

rataliation Complute

Capynght ® 1596, 2019, Oracle andior its affibates Al rights reserved

elp Neat > Canzal

5. Click Next.

Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 2 of 8

Auto Updates _ORACLE
FUSION MIDOLEWARE

v Walcome ‘

« Aute Updates *) 3p Buks Updates

v inataliation Location Select patches from girectory
v [nstallation Type
v Prerequisde Checka Search My Oracle Support for Updates
v [natallation Beamary
stallmtion Pragress

stallation Contiphets

Help <gace | Nest> | Cancel

10 Oracle Retail Sales Audit



Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

Enter the following and click Next.
Oracle home =<Path to the ORACLE HOME>
Example:
/u00/webadmin/products/wls_retail

le Fusion Midd) 12¢ Infra installation - Step 3of 8
Installation Location _ORACLE
PUSION MIDDLEWARE
¢ Weicome ' Qracle Home
: Auty Updates
{ > T JseratchiuOtvmebadminioroductsiwie_retal - Oromse
Installation Location
r Foature Sets stalied At Selected Oracle Home  Yiaw
v Inatallation Type
; Prevaquista Checks
v Inatellation Summary
[ 'Orade Home may ondy contain olph&nurr-eﬂc underscore (|, Myphen (-1 or dotl ) characters and &
must bagin with an slphasumeric character
Help < Back | P unl; 5 Cancel
7. Select install type ‘Fusion Middleware Infrastructure’. Click Next.

Installation Type e —

A A = —

le Fusion Midd) 12¢ Infra installation - Step 4 of B

Walcome

Auts Update Fusion Mddiewsre Infrestructure With Exomgles

installation Lacaben
————————————— + Fusion Middieware infrastructurs

installation Type

Ererequisite Checia = Oracle Fusion Middi 12¢ Infi ture 12.2,1.4.9 -
Installation Sumenary & Core Server
Cocw Applcation Server 122140
Installation Fregrsas Coherence Froduct Files 12.2.1 4.0
Installation Comgiete Web 2 0 HTTP Pub-Sub Server 122140
(T T2 S FF RN |

WebLogic Chent jars 12.2.14.0

= Admievatrative Tocis
Admimistration Console Addtonal Language Melp Mes 12214 0
CIE WLS Config 1221.4.0 3
Enterprins manager 122140

£ Database Support
Third party JOBC Drivers 12.2.140
Weblogs Evalustion Databiase 122140

& Open Source Compenerts
Fusian MdSeware Maven Suppeet 122140

= [HF and Erterprise Manager
WLS for PN 12.2140

5 Oracle Auternatic Diagnostic Rapositery Festure Set Groue
MW Platform Generic 12.2.14.0

Help <Bock | Next > Cancel
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

This screen will verify that the system meets the minimum necessary requirements.
8. Click Next.

Oracle Pusion Middleware 12¢ Infrastructure Installation - Step Saof 8
Prerequisite Checks _ORACLE
FUSION MIDOLEWARE
y Wekome 8
7' Auto Updates - ”
.; ratalaton tocation
| P o Chetking aperating systern certfication
NAta X ‘ﬂ
! e faite Cheche 4 Chething Java version used o launch the matalier
« Prerequisite Chec
; oatalaten Semmary
Al at ;
) Dlete
v View Successhd Tasks View Log |
o . . s—
|3 @ Checking operating system certfication
i«h hecking lava versior launch t
Hele =< Hack | Nest» Cancel

9. Click Install.

Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 6 of 8

ORACLE

Installation Summary S

Weltoms + = mnstall Oracle Fusion Middieware 12¢ infrastructore
Autn Updates = Installation Lecation

RN G Oracle Home Locabion fecratchiul0iwebsdminiproductsiwis_retall
Sl et Log Fle Location. Amp/Oranstali2020-02-27_02-18-054Minstall2020-02-27_02-18-05AM
e

inztofation Type
Presequaite Checks = Dk Spacn
Regqured 2127 M8
Installation Summary Avalable: 7223 M8
= Festure Sets to install
Administration Console Additional Languape Help Files 122140
Rl o CIEWLS Config 122140
Erterprise manager 222140
Third party JDEC Drivers 122140
Webiogic Evaluation Datebese 122140
FMW Patform Generic 12.21.4.0
OPaih 139421
Toglink Developer 122140
WLS for FMW 1221 40
Corn Applicabion Server 122 140
Coherence Product Rles 122140
Web 2.0 HTTP Pub.Sub Servar 12214 0
Weblogic SCAL2 2140
Webdlogic Client Jars 222140
Fusion Middlemare Mavun Support 122 140

Ll G =-§

ratat Froyre

Save Respanse Ale

e 5
Selact Inatall to accept the above apbens and stert the matallation

To change the sbove options before starting the installation, select the sption to change m the left
pane or use the Dack button

m « gack m_a!t Cancel
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Middleware Infrastructure and WebLogic Server12c (12.2.1.4.0) Installation

10. Click Next
[

Installation Progress

Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 7 of 8

) Ay pdates 100% '
ssababion Lacation
oo Tyae v Prepare
PR . jowr
Gl g v Generating Lidwanes
‘| sz isial W Performing String Substitutions
Installation Progress
T v Unkng
w rutobstion Compiets
. v Saup
W Sxang the swentary
v Postinatal scrigts
Vew Messagun o Yiew Succensful Tasks “"f 0§
v " ’ Hardware and Software
A Engineered to Work Together
ﬂ < Nest = 3 Dnish
11. Click Finish
Oracle Pusion Middleware 12¢ Infrastructure Installation - Step 0 of 8 &
Installation Complete _ORACLE
PUSION MIDDLEWARE

W= g

Moto Updates
natallytion Locee
Instald stiun Type
Precequisita Checa
mutalwtion Sorrmary

Installation Complete

telp

‘
¢ = Install Oracle Fusion Middleware 12¢ Infrastructure
= Imstallation Location
Ocatle Homa Location. /wcratchiudg, lu_retad
Log Fée Location: AmgyOrainstali2020-02-27_02-10-05AMnstali2020-02-27_02-18-05AM
L]

b adr
e

= Feature Sets Installed Successfully
Adminsstration Console Additional Language Melp Ples 3122140
CIEWLS Ceafig 122140
Ererprise manager 122 14.0
Third party JOBC Drivers 122140
Weblogic Evaluaton Database 122140
FMW Platform Generic 12.2.1.4.0
OPatch 139421
Toplink Developer 12214 0
WES far oW 12.2140
Core Agplication Server 122140
Coherence Product Fles 122140
Webd 2 0 HTTP PubSub Server 122140
Weblogic SCAI22.140
Weblagic Client Jaes 122 140
Fusion Middlewars Maven Suppert 122140

Hext Steplsk

See the online help for next steps after matalistion

. A SO A ST T —— ST
| Orade Fusion Mddieware 12¢ Infrastructure installation completed successfully
[
[
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InstaRCU Database Schemas

InstaRCU Database Schemas

The RCU database schemas are required for the installation of configuration of domain

and retail application.

Note: Need user which have sys admin privileges to install
the RCU database schemas.

The following steps are provided for the creation of the database schemas:

1. Navigate to the directory into which RCU is installed. For example:
<ORACLE HOME>/oracle common/bin/

Run ™.

Click Next.

Repository Creation Utility

v Welcome
. Creste Fepomton, The Repostory Creaton Utikty enables you to creaste and drop database schemas that are required
for

w Database ¢

/rcu”

Repository Creation Utility - Step 1 of 8

ORACLE
FUSION MIDDLEWARE

il

wWelcome to Repository Creation Ublity 12.2.1 4 0 for Oracle Fusion Middieware

onneclion Detalls  Oracle Fusion Middleware products

M

v Summary

v Select Components

v achema Eansvaris

»

|

I » Copyright @ 1996 2019 Oracle andfor it affiliates. Ml rights reserved

Help

14 Oracle Retail Sales Audit
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InstaRCU Database Schemas

3.

Repository Creation Utllity

Waliome
Create Repository

Swnmary

Repository Creation Utility - Step 2 of 8

Creste Repository

' 1 load NOOrs ama Ly 3 Gatahans

« System Load and Product Load

Frepare

Scrgts for System Losd
v vioth for CEA o run lat

s I
Perform Product Load

Lrop Reposttory

- ponent schemss fror

Select Create Repository and System Load and Product Load. Click Next.

- i |
ORACLE (-
FUSION MIDOLEWARE

Nfﬂ- Cancel
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InstaRCU Database Schemas

4. Enter database connection details:

Database Type: Oracle Database

Host Name: dbhostname.us.oracle.com
Port: 1521

Service Name: dbservicename
Username: sys

Password: <syspassword>

Role: SYSDBA

Repository Creation Utility - Step 3 of 2

Repository Creation Utility

Weiioms
Qatabase Type Oracle Database
Sreate fenository o
4 Database Connection Del Connection String Format. o Connection Parameters

16 Oracle Retail Sales Audi

Host Nafne cbhostname us oracle com
Pant 151
Service Nams pborc|
Usemame 4% &5 SYSDEA
Passmord sssesss
So% SYSOBA
»
i < fack

t

ORACLE
FUSION MIDDLEWARE

Connection Spring

e

Carvcul



InstaRCU Database Schemas

5. Click The Installer checks prerequisites.
6. When the prerequisite checks are complete, click OK. Click Next.

Rupositney Criation UKLy - Step S of 8 <o S
Repository Creation Utilit Koo
- y FUSION MIDDLEWARE
' -
| Walcome i
1 Ratabase Type Oratle Datsbasn -
§ormelzuin )
T Database Connection Det Connection String Farmat & Copnection Parameters Cannection Sgring
T Select Compgnanty
T Khema Paaswarsds
Y Map Tableopares Repository Creation Utility - Checking Prerequisites XSRS
T ey Checking Glcba Prevequintes
| Intiakang repostary configuraticn metadata 00:00,806{ms)
o Obtam properties of the specified database 00:00.101{ms)
| Check requiramant for specfied datsbass 00:07.026{sac)
|
ot ) | ¢ i
-
26
‘e
[} e S— D
l el <Back | Nea> | Cancel
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InstaRCU Database Schemas

7. Click the Create a new prefix option, the prefix name for your schemas should be
unique to your application environment.

Example: ReIM, ALLOC, ReSA, and so on.
8. Select the components to create:
=  Meta Data Services

= Oracle Platform Security Services

Note: Once OPSS schema is selected, the following
dependent schemas will get selected automatically.

Audit Services
Audit Services Append

Audit Services Viewer

Note: STB schema will be already selected as part of the
Common Infrastructure component.

Repository Creation Utility - Step dof 8

=
Repository Creation Utllity m_on_:‘wil-wem m
SION 13

‘
+ Specty s unigue prefix tor all schemas created In this Se5510N. 50 you can easily locate, reference,
y Hexome and manage the schemas later

y Qatabase Coonection Detajle Select existing prefix
« SelectC . —~~ -
EFRLt. Componeats » Creats new prefix APPRAME
v - 2eherna Fassyoeds
v Map Tablesnaces
Component Scharma Owner

 (Rzianic S 0ratle AS Repuditony Companents
=@ &S Carenon Schemas
ECOWNHH Infrastructure Servces *
Horacle Platform Securnty Senvices
CUser Masgaging Senice UMS
A Audt Senires
B Audt Serices Append
Haudt Senices Viewar
EiMetadats Sendces APPNAME_MDS
Eweblogic Services ¢ APFNAME WLS

¥ Mardstory component. Mandstory componerts cannot be deselectec

Help < Bach Mot > Cancel
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InstaRCU Database Schemas

9. Click Next.

Nepository Creation Uty -Step 3 of 8

I o &l
Repository Creation Utility _o‘?.“’_c_hfﬁ m

: Specty o unique prefix for & schemas created m this session, 50 you can easily locste, reference,
T Welcome and manage the schemas later
T Create Regomtory
by Ratabase Conpection Details Select existing prefoc
- $olect Components i Cemare na nrabie ARDMAME
Y Sthema Pannmers Rapository Creation Utility - Checking Prerequisites = x
T Mag Tablespaiss  Checking Component Prerequisites -
g woier
v Summay | & Comman Wfrastructure Sandces 00 00.100(ms}
| @ Oracle Platform Securty Services 00:00,100(m2)
o Audit Servces 0D 00.101(ms)
| @ Audit Services Append 00:00.10X(ms}
| & Audit Serycas Viewar 00:00.101(ms)
| @ Metadata Senvices 00:00.100(ms)
& Weblogic Serwces 00:00.1 01 (ms)
[ MDS
leted Clich OF. th COntinus 1 et page WLE
130
¢ Mandatory component. Mandatory components cannat be deselected
oy \
) o s (D)
Help <k | Hem» | Cancel

10. Enter password of your choice.

Note: This password is needed at the time of ADF domain
creation.

Repository Crantion Utility - Step S of 8

S
Repository Creation Utility ——O'MC"‘"'; m

¥
v Define pssswords for man snd suxikary schema usars

+ Jor same passwords for all scheman

Lassword it

Alghia tusnne Wy Cannut whart sith o huridie
b aperist charscters et 4 #

Schema Passwords

|

Lonfirm Paseword:  sesees

E

Use (pan scheenas pasewordas For auxdiary schamas

Soecify different passwords for all schemas

Helo J «Back | Nestw | Cancel
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InstaRCU Database Schemas

11. Provide the password and Click ‘Next’.

Repository Creation Utility - Step 6of 8 = X
Repository Creation Util _ORACLE
po Yy ky FUSION MIDDLEWARE
: Defaul and temporary tablespaces for the selected components appear n the table below
Wel<oma To cresto new tableapaces or modity existing tablespaces use the Manage Tatdespaces Sutton
T Sreale Bepcaliory
Y Ratabase Conncten Cetals Manage Tablespecon
Select Compopenks
! Schema Passwordy | Campanent __|Schema Owner | Default Tablasp Terg Tablespace |
R c 3 | Comman Infrastructu., AFPNAME_ST8 *PPNAME STE CAPPNAME 1AS TEMP
Y Mop Tablespaces | Oracle Platform Secu.. APPNAME OPSS  "APPNAME IAS_OPSS  *APPNAME IAS_TEMP
¥ Summare [Augit Sendces APPNAME L SAPPNAME AL *APPNAME_IAS_TEMP
|Audit Senices Agpend APPNAME LU AP, . SAPPNAME AU SAPPNAME_1AS_TEMP
| Audit Senices Viewer  AFPNAME AU VIE... *APPNAME 1AL SAFPNAME_IAS TEMP
Metsdata Senices AFPRAME_MDS PAPPNAME MODS SAFPNAME_IAS_TEMF
weblogic Seevices APPNAME_WLE YAPPHAME WLS *APPNAME_IAS_TEMP
* Defaudt tablespaces (specified in the configurabion files] are to be treated upon corfemation
Ercrypt Tablenpace
-
o ) HO
_oe SReck J) etz oot Bl Ssocsly

12. Click Next. A Repository Creation notification will appear. Click OK.

Hegpostary Crouting Utility - Step s ol 8

O,
Repository Creation Utility %m

! Detaut and temparary tablespaces tor the selected components appear in the table below.
To create new tablespaces or modify exaating tablespaces use the Manage Tablespaces Button

) < Manage Tatlespaces

TW

EE

Sthema Fansnords | Componert. _ [Schams Ownar | Default Tsblespace | Temp Tablespsce |
(Comman Infrastrugtu,,. APPNAME STE *APPHAME STE CAPPNAME _IAS_TEMP
T Map Tablespaces [ Oeassms 2 - b simnaiiriis Smac MAPPNAME IAS TEMP
ey v Repository Creation Utility - Confirmation = VAPFNAME 85 TEMP
T LAut SAPPNAME_IAS TEMF
! T | Aug : Acty tablespaces that do not siready exst in SAPPNAME 0S5 TEMP
ML ? i the selected scheman wil be created SAPPNAME_|0S_TEMP
[ wel —_— SAPPIAME_IAS_TEMP

Click O to create tablespaces
Click Cancel to return to the waard

v, 3 | Lancel

* Defaudt tablonpaces [specied in the configuration files) are to be crasted upon confrmation
Encrypt Tablespace

ERE

Help 7 « Back u—x:c_p _l Carncid‘
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InstaRCU Database Schemas

13. Tablespaces are created, and the progress will be displayed in a pop-up notification.
When the operation is completed, click OK.

Raponitory Craation Uity - Step 6ot 1 S

Repository Creation Utility H%;Acim £

. Oeiadt md temporary tablespaces for the selected components appear in the table below

T Wekome To creste naw tablespaces or modify exdsbing tablespaces, use the Hanage Tablespaces Button
T Croate Bapcadory,
Y Database Connection Details Hansge Tablespaces |
Salect Components
T Schems Pasgwords Comqonenx_ _Schema 0&]@@!_77 lp_etaul! Tablespa:e 'Teu'g Tab il
Mop Toblespace Cammaon hfrastruttu APFNAME STE PAFPNAME STH 'AP‘PNAME lAS TEMP
. 4 5 SHAME IAS_TEMP
1 mmull;ly-; ‘Creating Tablespaces o ‘ng us N
Y Validating and Creating Tabiespaces NAME_IAS_TENS
i HAME _1AS TEMP
[ Check tablespace requiremants for selected compon... DDOO 101(ms) 'NAME 145 “TEMP
‘[V Create tablespaces in the repository database 00:-03.815(sec) INAME IAS TEMS
}
peration compietes Clich OF to continue 1O nast page
]
. Defacdt tablaspaces (apecifind in the configuration flesl are to be cruatad upon confirmation
Encryot Tablespace
LE P 1)

Help | <gach | Nwas | | cancel

14. Click Create. The schema is created.

Repository Creation Utility - Step 7 of B & &
Repository Creation Utili _ORACLE &
42 ty FUSION MIDDLEWARE
| T Welcome " Database detais:
4N Sreate Pepcaitory Host Name mepd0syz us orache com
T [stabaee Connection Detalis Port 1521
Select COmRonents Serwce Name PEOLSPOSARP
Y sch F 4 Connected As sy a5 SYSOBA
T Operaton System and Data Load concurrently
Y aTaieninak
w Summary Prefec for (preficable) Schems Ouners ARPPNAME
A pu.-m“xu._lmumw al : 2 99 R
Common Infrastructure Serices  AFPNAME_STB Default AFPNAME STB -~
Temp APPNAME IAS TEMP
agdttional [None]
Oracle Platform Security Services APPNAME CPSS Default APPNAME WS OPSS g
Ternp ARPNAME_AS_TEMP |
Addttional [Nene] ]
Audit Services APPNAME LU Dufault APPNAME WU
Temp APPNAME_IAS_TEMP
Addional [None]
Audit Services Appand APPNAME AU _APPERD Default APPNAME_IsU
Temp AFPNAME_IAS_TEMP
Addtional {None)
audit Services Viewer APPNAME_IAU_VIEWER  Default AFPNAME_IAL
Temp APPNAME A5 TEMP
Actditional IMonel o
< = fle) LSesvBagponee e
{ Help | < Back Create | Cencel |
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Create a New ADF Domain (with managed server and EM)

15. Upon successful creation of database schemas, a screen will appear with all the

schemas created. Click Close.

Repository Creation Utility - Step 8of 8

| Repository Creation Utility

Database details

_ORACLE
FUSION MIDDLEWARE

Host Mame mspOCayz us oracle.com
Port 1521
Service Name PKOLSPOSAFP
Connected As sys as SYSDBA
I Operation System and Data Load concurrently
| Bxecution Time 1 minute 42 seconds
i RCU Logfile CU2020-02-27 05-16 326331587 5
& Completion Su = off AMp/RCU2020-02-27_05-16_326351587A0gs/reulog
Component Log Smp/RCU2020-02-27_05-16 3253381587 ogs
Directory
Yiew Log reulog

Prefix for (prefixadle) APPHAME
Schema Owners

[ Compenent

! Commen Infrastructure Services
Oracle Plafform Security Seraces
Audit Services

2udit Services Append

Audit Services Viewer

Metadata Services

‘Weblogic Services

Status Time Lacfile{Click to wiew}
Success 00:10 366(5&’1 stb.log
Success opss.log
Success 2 fau leg
Success 00: 0’-! ‘9(seﬂ iau append leg
Success 00:03 230isec) iay_wsewer.log
Success 00:16.420(sec) mds. | og
Success 00:16.968(sec) wis log

Close

Create a New ADF Domain (with managed server and EM)

To create a new domain and managed server with ADF libraries and EM, follow the

below steps:

1. Set the environment variables:
export JAVA HOME=<JDK HOME>

(Example: /uOO/webadmln/products/jdk Jjava)

jdk has been installed)
export PATH=$JAVA HOME/bin:$PATH
export ORACLE HOME=<ORACLE HOME>/

(Example:/u067webadmin/prgducts/wls_retail)

cd $ORACLE HOME/oracle common/common/bin

[JDK HOME is the location where

(ORACLE HOMEis the location where Weblogic has been installed.)

Run the following command:
3. ./config.sh
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Create a New ADF Domain (with managed server and EM)

Select Create a New Domain

Domain location: Specify the path to the <DOMAIN_HOME>
Example:/u00/webadmin/config/domains/wls_retail/ APPNAMEDomain

Click Next.

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type _ORACLE
FUSION MIDDLEWARE

C—— —(—C——

Create Domain

Templates
Administrator Account
Domain Mode and JDK

. Advanced Configuration
Configuration Summany

n Progress

What do you want to do?

s Create a new domain

Update an existing dorain

Domain Location: | scratch/u00/webadmin/configf/domains/wls_retail/APPNAMEDomain Browse

Create a new domain.

Help Next = Cancel

Select Create Domain Using Product Templates.
Check the following components:

Oracle Enterprise Manager

Oracle WSM Policy Manager

Note: When Oracle Enterprise Manager component is
selected, the following dependent components are selected
automatically:

Oracle JRF

Weblogic Coherence Cluster Extension
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Create a New ADF Domain (with managed server and EM)

8.

Application Location ORACLE

- €433

Application location: Application directory location. Example:

Click Next.
Fusion Middleware Configuration Wizard - Page 2 of 12 Y ®
Templates M_
FUSION MIDDLEWARE
T Croate Domaln :
& Templates o Create Doman Ueing Broduct Tampiates
-
T Anplication Location Filter Templates:
Admintstrator Rccount mnclude all gelected templates Inchude all previously applied templates
T Domain Mode and DK Avallable Templates
T o Cie || Basic WebLogic Server Domain [wiserver| * I~
T |¥| Oracle Enterprise Manager [em]
T Zomponent Datssources || Oracle Enterprise Manager-Restricted JRF [em)
[DBC Tost | | Oracle User Messaging Service Basic [oradle_common]
T S Aol > || Oracle JRF SOAPAMS Web Services [oracle_commaon)]
Advanced Configuration &
T' | | Oracle RAS Session Serwce [oracle_common)
v Senfiguration SUMMAry |#] Oracle WSM Policy Manager [eracle_common)
srfigut atinn Froatess | | Oracle WSM Policy Manager Cloud - Mle [oracle_common] 8|
B G Cothaimsn |¥! Oracle JAF [oracle_comman] i
R ; | | Oracle Restricted JRF [oracle_common])
| | Weblogic Advanced Web Services for JAX-WS Extension |oracle_common] |
(LAY M sle AROO ATAT. e wdos leokion bosssle ' =
Create Doman Using Custorn Template
ugh | - ﬁick ri:; = l cancel

/u00/webadmin/config/applications/wls_retail/ APPNAMEDomain

Click Next.
Fusion Middleware Configuration Wizard - Page 3 of 12

FUSION MIDDLEWARE
Croata Durmsen .
Tes =
Application Location
Adiraniatrator Account
Domain mode and OF
Database Cocfiguration Type

Component Datasources
108C Test Domain name APPRAMEDOMAN

Adyanced Configuration Domain locabon IscratchAQ0/mebacmirvcorfigidomanadmls_retsd
c Apphcation location:  hiuGGiwebadmindconfigdapplcotionaiwis retsiAPPRAMED omain
Sanfigucation Sumemon: a

grfiguration Frogress

find Of Cunbguraber

1
o ‘

Browse J

Beln | TEmk g tind > o
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Create a New ADF Domain (with managed server and EM)

10. Provide the WebLogic administrator credentials and click Next:
= Username: weblogic
= Password: <Password>

Fusion Middleware Configuration Wizard - Page 4 of 12

- =
ey Rectx _ORACLE m
FUSION MODMEWANRE

Cresin Domain :
Terrciates

ﬂee“:.ﬂml! Locaton
Administrater Account
Domain Mode and [Ds
Ratabaze Sunfiguration Time
Campanent Defawoyrtes

DEC Tant Name weblogk
Advarted Conhguratiun Fassword ECLEEEE

4 —<«—C(—<—<€—€—<——

Configuration Summany Confirm Pasaword  sessssend

yefiguranan

Must be the same as the password Password must contan at least & alphanumenc characters with
&t least one number or special character

felp < Back | W> ] Cancal
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Create a New ADF Domain (with managed server and EM)

11. Select Domain Mode as Production and the JDK to use (as applicable) and click Next.

Fuslon Middlewars Configuration Wizard - Page 5 of 12 2 X
Domain Mode and JDK __.__OQACLG._.___
FUSION MIDDLEWARE
Create Doonan :
Domain Mode
Templates
Qeveloprmens

Aopication Lacation
Adminvatrator Accoynt
Domain Mode and JOK

Qatabase Configuration Type

Utdize boot properties for username and password, and poll for apphcations to deplhoy,

b b |

* Production
Require the entry of a username and passward. and do not poll for apphcations to deploy

£ -

Component Datsscurces jox

v

SeT » Qracle HotSpot 1.8 0 221 facratchiudliwebadmevproductefjdh_java
v {DES Test
| X Locat
. Advanced Configuration A B Az ation
w Sanfiguration Summary

fiquratcn ragrees

| OF

tep = Back | ﬁé!_i_-_J Cancel
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Create a New ADF Domain (with m

anaged server and EM)

12. Select RCU Data.
=  Vendor: Oracle
= DBMS/Service: dbservicename
= Host Name: dbhostname.us.oracle.com
= Port: 1521
= Schema Owner: APPNAME_STB (Example: ALLOC_STB, ReSA_STB, and so on).

creation.

Database Configuration Type

Creste Domain
Templates
Apphcation Location
Administrator Account

Domaln Mode and [0

4 -4 ————4

Database Configuration Ty

Help

Fusion Middleware Configuration Wizard - Page 6 of 12
ORACLE
FUSION MIDDLEWASE

Specty Autod onfiguration Opbions Using

« HCU Dats Manual Configuration

Enter the datobase connection detalis using the schema credentisls correspondng to Common
vérastructure Services component In the Repostory Creation Lefity. The Wizard uses this connection

10 stomatically configure the datasources required for components In this doman

vendor: | Oracle v Driver

» Cotmerton Varametery Connwchion URL String
Host Nome  dbhostname us oracle com
DaMSiService: | pborcl Port 1521

Scheroa Owner  APPNANE STE Schema Pacaword | sesees

Get RCY Configuration

Cormection Result Log

Sudcennfully Done

*Oracle's Drtver (Thin) for Service connections:

Password: <Password>. This password which was used for RCU schema

| CEamD

Chek “Gat 20U Configuration™ button to test the cornection and activate the *Ned™ button

< fach

13. Click the Get RCU Configuration button.

Carcul
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Create a New ADF Domain (with managed server and EM)

14. Click Next.

r

JDBC Component Schema

Create Domain

Templates

Application Location
Administrator Account
Domain Mode and JDK
Database Configuration Type

Component Datasources

Advanced Configuration
Configuration Summary

~ ]

W) |

Fusion Middleware Configuration Wizard - Page 7 of 12

_ORACLE
FUSION MIDDLEWARE

Edits to the data above will affect all checked rows in the table below.

Configuration Progress

End Of Configuration

|| Component Schema | DBMS/Service Host Name | Port |Schema Ow... Schema Passw...
] | LocalSveThl Schema | PKOLSPOSAPF. msp00ayz us.or 1521 | APPNAME_STE| ======

[ ] | WLS Schema PKOLSPOSAPF. msp00ayz. us.or 1521 APPMNAME_WLS| ======

[ ] | OWSM MDS Schema | PKOLSPOSAPF. mspO0ayz us.or 1521 APPNAME_MD | ====e=

] | OPSS Audit Schema | PKOLSPOSAPF, msp00ayz us.or 1521 | APPNAME_|AU | ===e=s

[ ] | OPSS Audit Viewer S PKOLSPOSAPF, msp00ayz. us.or 1521 APPNAME_IAU

[ ] | OPSS Schema PKOLSPOSAPF msp00ayz.us.or 1521 | APPNAME_OP:
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Create a New ADF Domain (with managed server and EM)

15. Click Next and it will test to make sure it can connect to your datasources.

r

Fusion Middleware Configuration Wizard - Page 8 of 12

JDBC Component Schema Test _ORACLE
FUSION MIDDLEWARE

Create Domain

Templates

Application Location
Administrator Account

T Domain Mode and |DK

T Database Configuration Type

—~— 3

Component Datasources

w JDBC Test
)T\ Advanced Configuration
T Configuration Summary

Configuration Progress

End Of Configuration

| Hep |

\v‘ Status Component Schema JDBC Connection URL
o | LocalSwcThbl Schema jdbc:oracle:thin: @//msp00ayz.us.oracle.
7& WLS Schema jdbc:oracle:thin: @//msp00ayz.us.oracle.
o | OWSM MDS Schema jdbc:oracle:thin: @/fmsp00ayz. us.oracle.
I o | OPSS Audit Schema jdbc:oracle:thin: @#msp00ayz. us.oracle.
o | OPSS Audit Viewer Schema jdbcioracle:thin: @/#msp00ayz. us.oracle.
E\ 7@ OPSS Schema jdbc:oracle:thin: @//msp00ayz.us.oracle.

| Test Selected Connections | | Cancel Testing

Connection Result Log
USEr=AFPNANC_UFSS T
Password=tikikk i
SQL Test=select 1 from schema_version_reqistry where owner=(select user from dual) and mr_type

CFGFWK-64213: Test Successfull
CFGFWK-64213: |DBC connection test was successful.
CFGFWK-64213: No action required.

| =Back || Nexts I Finish | | Canceivi\
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Create a New ADF Domain (with managed server and EM)

16. Click Next to continue
17. Select advanced configuration for:
* Administration Server
= Node manager
* Managed Servers, Clusters and Coherence

= Deployments and Services

Fusion Middleware Configuration Wizard - Page 9 of 23

Advanced Configuration ORAC'—E
FUSION MIDDLEWARE

Create Domain —‘-:

/T\ v| Administration Server
Templates

/T\ _— X Modify Settings

T Application Location

T Administrator Account v|Hode Manager

T Domain Mode and |DK Configure Node Manager

T Database Configuration Tyg /| Topology

T Component Datasources Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence

[ DBC Test

T | Domain Frontend Host Capture

w. Advanced Configuration|

N

2

Configure Domain Frontend Host

Administration Server

NadsManagan v Deployments and Services

Managed Servers

Clusters File Store

Target to Servers or Clusters

Server Templates Modify Settings
Coherence Clusters
Machines

Yirtual Targets L=

Partitions

Deployrments Targeting
Senvices Targeting

—€—€—€—€—€—€—€—€—€—€—€
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Create a New ADF Domain (with managed server and EM)

18.

Configure the Administration Server:

= Server Name: <APP name>_AdminServer

= Listen address: Appserver Hostname or IPAddress of the Appserver Host.

= Listen port: <Port for Admin Server> Note: The port that is not already used.

= Server Groups: Unspecified

Administration Server

A —(— (] —~—(—~(—(————}

. Create Domain

Templates

, Application Location

Administrator Account

Dormain Mode and |DK

Database Configuration Tyg

I»

Component Datasources

DBEC Test

. Advanced Configuration

1 Administration Server

Node Manager
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

virtual Targets
Partitions
Deployments Targeting
Services Targeting

-

Fusion Middleware Configuration Wizard - Page 10 of 23

_ORACLE
FUSION MIDDLEWARE

O

Server Name AdminServer
Listen Address | APPhostname.us.oracle.com|

Listen Port 7001

Enable SSL

SSL Listen Port

Server Groups | Unspecified

ax

The name must not be null or empty and may not contain any : , =* 7 % / _cloned.

= gack Next = Cancel
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Create a New ADF Domain (with managed server and EM)

19. Configure Node Manager:
* Node manager type: Per domain default location
= Username: weblogic

= Password: <Password for weblogic>

Fusion Middleware Configuration Wizard - Page 11 of 23

Application Location

Administrator Account

Domain Mode and |DK Hode Manager Type

Database Configuration Ty » Per Domain Default Location
Component Datasources ' Per Domain Custom Location
DBC Test Mode Manager Home:

Advanced Configuration

Administration Server

Manual Node Manager Setup

Hode Manager Credentials
Hode M

SEEIEENS Y Username: | weblogic
Managed Servers

Clusters

Password: sassnnan

Confirm Password: ---------|
Server Templates

Coherence Clusters

Machines

Virtual Targets -

Node Manager _ORACLE
FUSION MIDDLEWARE
| Create Dormnain =i
Templates

O

Partitions | 3
G | at least one nurmber or special character.

Deployrents Targeting
Services Targeting

C——(—(—(—( —(—(—(—(—(——} —(—(—(—(—(-(-}—}

~amEim

Help = Back || Mext= '

‘Must be the same as the password. Password must contain at least 8 alphanumeric characters with

Cancel
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Create a New ADF Domain (with managed server and EM)

20.

Click the Add button.
= Server Name: <appname-server>
= Listen address: Appserver Hostname or IPAddress of the Appserver Host

= Listen port: <Port for Managed Server> Note: The port used here must be a free
port.

= Server Groups: JRE-MAN-SVR

Fusion Middleware Configuration Wizard - Page 12 of 23

Managed Servers _ORACLE ‘
FUSION MIDDLEWARE 6 b

‘ —(—(—(—(—(—(—(—(—C—«—(—}A—c:—«—«—<—¢'—<;—}—)

»

Create Domain
GF Add Clone | x Delete @ Discard Changes

Templates e < E - -
Application Location [ Server Name Listen Address Listen Port Enable SSL| SSL Listen Server

Port Groups
Administrator Account

Domain Mode and |DK
Database Configuration Tyg
Component Datasources
DBC Test

Advanced Configuration
Administration Server

| appsever-name APPhostname.us... ¥ 7003 C | IRF-MAN-S. :A:":

Node Manager
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

¥irtual Targets | -

Partitions

Deployments Targeting
Services Targeting

-l

Help | =< Back | Mext = r : Cancel
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Create a New ADF Domain (with managed server and EM)

21. Skip Configure Clusters and click Next.

Fusion Middleware Configuration Wizard - Page 13 of 23 W

Clusters ORACLE
FUSION MIDDLEWARE

e}
3
S
3
A

o acd X oelut | & Diagard Changes |

a
3

F

ation Location Chuster Name Cluster Address Frontend Host Frontend MTT? Frontend MTTPS
Port Port

£

ministrator Accours

=]

omain Mode and DK
ase Configuration

|

-
=}

onent Datasources

=1
)

=S
S
=l 3
o
3
o

f

:
-

5
3

emplates
Coherence Clusters
Machines
Virtual Targets

e e S S B S B e B S B S e S e e e e S J
E E
1

_ <@ack | Ned> | _ Cancel

%
z

22. Do not change anything and click Next.
' A e L RS N 9
Server Templates %
FUSION MIDDLEWARE

[ dpada | X0 &) Disgard Changes

. Create Domain 3

;

Application Location Name Listen Port S5L Listen Port Enable S5L
Administrator Account

wim-cache-servertemp 7100 100
wasmpm-senvertemplate 7100 €100

Advanced Corfiguration
Administration Server
Node Manager
Managed Servers
Clusters

Sewver Templates

:

|

Yirtual Targets aa

e e B S G B e e e R B B e S e B e e e o J

Yelp « Bach Next = | Cancel |
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Create a New ADF Domain (with managed server and EM)

23. Click Next.
i Fusion Middleware Configuration Wizard - Page 15 of 23

Coherence Clusters _ORACLE"
FUSION MIDDLEWARE

Create Domain i

[»

i @ Discard Changes
Templates - ~

Application Location Cluster Name Cluster Listen Port
Administrator Account defaultCoherenceCluster 7574

Domain Mode and JDK
Database Configuration Tyg
Component Datasources
DBC Test

Advanced Configuration

Administration Server

Node Manager
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets -

Partitions

Deployments Targeting
Services Targeting

A S —— R |

Help | = Back | MNext = inist | Cancel

L — —— — —
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Create a New ADF Domain (with managed server and EM)

24. Configure Machines
Select unix Machine :
Click the Add button.
* Name: apphostname_ MACHINE
= Listen address: apphostname or IPAddress

= Listen port: <Port for node manager> Note: The port used here must be a free
port.

Fusion Middleware Configuration Wizard - Page 16 of 24

Machines ORACL'G
FUSION MIDDLEWARE

-l

Create Domain =

Machine = Unix Machine
. Templates
Application Location ‘* Add | x Delete fﬂa Discard Changes

MName Enable Post Enable Post Node Manager MNode

Administrator Account T T T
Domain Mode and |DK 1 Bind GID [ Bind UID Listen Address Manager ‘

Database Configuration Tyg apphost ) ‘ nobody ‘ ] ;'nobody |APPhost.us.oracl... "ﬁ
Component Datasources V ' - V
DEC Test

Advanced Configuration

Administration Server

Node Manager
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Assign Servers to Machines | —
Yirtual Targets ‘

Partitions

Deployments Targeting

) — — — — —) —

vl

Help | < Back || MNext = | ; Cancel
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Create a New ADF Domain (with managed server and EM)

25. Assign the configured Admin server and managed servers to the new machine.

Fusion Middleware Configuration Wizard - Page 17 of 24 S W
Assign Servers to Machines _ORACLE
PUSION MIDDLEWARE
T Cresty Domain —:: Survers Machines
® UnoMachne

T Tamplates =3 bw
T Application Locaten g AdminServer
1 Administrater &ccourt AP SpdenmpoaTe
Y Domain Mode and JOk
; Cemponent Datagoprcey v
T JOC Teut
T Advacced Configuratinn
T Administration Serves
T Node Manager s

.
T Managed Servers
1 Chsters
1 Eeceer Teimeiates

Soherency Clustary
; achnas
T Assign Servers to Machii ||
| Select one of mare senvire in e left pane and one macking i the right pane Then use (e nght
T Mua| Vargath ‘ Aerow HUlton [=) 10 seagn the server of aervers to the mathine
T Pantitions |
T ents Target |
Help

«pock | Net> | Cancol

26. Skip Virtual Targets. Click Next.

——<—< 44—1—(—(—4—4—4—{—(—(—(—(—4—4—(—{

Applization Locabion

Administrator Azcount
Mu +

Database Configuration Tyg

Component Datasources

o0CTent

Advented Configuration

Adminiutration Surver

Node Manager

Hanaged Servers

Lhaters

Server Temglates

Conherence Clusters

Rachines

A n

Virtual Targets
Parutians
Desloyments Targeting

e h Ll e

Yelp

Fusian Middleware Configuration Wizard - Page 18 of 24 o oadl

| degee | X ) Oingard Changes |

ORACLE
FUSION MIDDLEWARE

Name Target Host URI Pretfix Explicit Port
Names Port Offset

« Back Neout - Cancel |
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Create a New ADF Domain (with managed server and EM)

27. Skip Partitions. Click Next.

Partitions

roate Dom

|

lcaton Location

n Mode and DK

:
§

iy D

|

A A — A — — < —— —%

t
7
FHES
i

i

abase Contiguration Typ

[

Machinen
m_zmuma:iu

Fusion Middleware Configuration Wizard - Page 19 of 24 O
ORACLE \
FUSION MIDDLEWARE

-

TR e 9 gt chages

Name ]

<feck | Nex> o) Cancel

28. Target the “wsm-pm” deployment to APPNAME_AdminServer:
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Deplayments Targeting _ORACLE
FUSION MIDOLEWARE
. Sregte Doman -~ Deployments _DeploymentTargets 2
T kg AppOeployment - “® AdminServer =
T Templeng kg DMS Applcation#122110 & W AdminServer
Apglication (ocation i cobevence-transaction-rar ® Server
I Aioiab o Arsaces kg om = D Appeevarnamel
T A ope-rest 2 gl AppDegioynent
T Comain Mode sod OF bl otate Mansgement-provdermemaory: kg DMS Applicaton®12.21 1.0
T Databisse Corfiguration Tyg g mam-pm I coherencedransaction-rar
kg Lbecacy y By state-management-provider-me
T Componert Datsscurcon U’w.nelzz.] 30 "l &g wam-pm
T 1DSC Test g adf oracle businessedtor#] 00122 ¢ = kgl Ubrary L
kgl adl orecle doman¥l 0@12 21350 | EPUDMI@I22130 |
T‘ Advanced Configyration b adt oracle domain groov 9108122 1 kg af oracle businesseditor 91,05
T Acovristration Sercer b adf.oracle doman webapp#l 0@12.2) bg# 2¢f oracle domain@l 0@12 2.1 2
de Mana Al odf oracle domain webape antirruntin fg 2cf oracle domain groow#1.0@3
T by adf oracle domain mebapp apache htty & & =¥ oracle domain webapp#1.08
T Manzged Servers ¥ adf oracle domain webapp apache hity g a¥ nracle domain webapp antir4
T Glustera y adf oracle domar mebapp apache Mq v# oracle domain webapp ap«"‘
1 | g adf oracle doman webape apache hiy ” adf orache. domain webapp apach
T Server Templates b’ adf.orazle doman mebapp apache vel' by acf aracle domain webapp apach
T Coharunce Clustars by adf.oracle domain mebapp. batik-bundt kg 2cf oracle. domain webapp.apack
hined g adf.oracle domain mebapp guava#1.0; iy 2cf oracte. domain webapp.apach
i |2 adf aracle.coman pebace i a0is €. b ack aracie. dpmain webaos. bath-
T Addign Su Ma h — . ] [ PSS NOSIRAREANN i
Virtual Targets Select one of more Deployinarts (n the left pane and one seever or chustar in the right pans. Then
T b the AghE arrom Batton {>) to target the Agplications 1o the servers o tlusters
T Pactitcon
T‘ Deployments Targeting |
Woam homm P b - )
e LT oo JEES RTTI




Create a New ADF Domain (with managed server and EM)

29. Click Next.

s
/T&
T
T
T
I
T
T
)T‘\
T
1
T
I
T
T
i
T
T
i
i

Services Targeting

Templates

Application Location
Administrator Account
Domain Mode and |DK
Database Configuration Tyg
Component Datasources
DBC Test
Adwvanced Configuration
Administration Server
MNode Manager
Managed Servers
Clusters
Server Templates
Coherence Clusters
Machines

Assign Servers to Machine

Create Domain .

Fusion Middleware Configuration Wizard - Page 21 of 24

I‘sj LocalSvcTblDataSource
Lﬁ‘ WLSSchemaDataSource
o mds-owsm

B ‘® AdminServer
=] @JDBCSystemResource
@ LocalSvcThlDataSource

ORACLG
FUSION MIDDLEWARE
= Services DeploymentTargets
f:9) IDBCSystemResource '® AdminServer B

& opss-audit-DEDS
g opss-auditviewDS
&" opss-data-source
g ShutdownClass

[{ﬁ DMSShutdown

lfj StartupClass

@ AWT Application Context Startup Class
) DMS-Startup

QJRF Startup Class

f: ODL-Startup

(i WSM Startup Class

@‘ Web Services Startup Class
Ei WLDFSystemResource

) Module-FMWDFW

&‘ mds-owsm
Q‘ opss-audit-DEDS
Ef‘ opss-auditwviewDS
@ opss-data-source
=] @‘ ShutdownClass
{5 DMSShutdown
=] E\:ﬁ StartupClass

) DMS-Startup

(g IRF Startup Class
< £ ODL-Startup

@) WSM Startup Class

=] @i WLDFSystemResource
fog) Module-FMWDPW

‘a Server

=2 b appsever-name

&Ea AWT Application Context Startup

&i Web Services Startup Class

¥irtual Targets

Partitions

Deployments Targeting

| Select one or more Services in the left pane and one server or cluster in the right pane. Then use
the right arrow button (=) to target the services to the servers or clusters.

" Help | | <Back | Mext> Finish Cancel H
Click Create.

30.

Fusion Middleware Configuration Wizard - Page 22 of 24

Configuration Summary

e el ], el ol el el el el el o e} ol i, e ol el = e

ORACLE
FUSION MIDOLEWARE

Create Doman S \ew | Deplayment v | Mame Basic WebLogic Server Domain =
= Descrighion Crasts & base Webloge Server o
T ! - " Py 4.
Ternpifes i AppRAnETama h bad i Authar Oracle Corporation
Apgiicatien Location B Secver Location  fecratchiudDfwebadmirdproducts/
Adden brgtnr Account o o ‘
rvaireing r .
= & AppDegicyment | Name Oracle Enterprse Hanager
Darmmn Mode and (O£ __j ceherencerans acton s Descrigtion  Enterpries Mansger
Database Confiuration T 1) atate-management-prodder-men | Author Oracle Corporation
) DNS applicatione1221.1.9 Location facratehiud0iwebadmirdproducts!
Componect Datasources Y wem-pm
|DES Test Ubrary Neene amasTemplate
: o oracle busnesseditorsl 0, | Dewcrigtion  emas phagn Temnplate
ddvansed Cochareben ChwuES@12.21.3.0 Author Oracie Corparation
Advn busts ation Server ¥ orade. domain groowy#1.0@; | Lecation  facratchiudD/mebadminiproductsy]
e — e \ 4
Hode Manager = ::‘";‘::‘ .":;ﬁu‘;:;n;l‘,“r Nane Oracie WSM Policy Manager
Ma ™ b Description  Oracle WSM Polcy Mansger mdnn|
naged Servers L) oracie bi adf.view slib#1 0@12.2 Author Orache Carporation |
™
Slusters L oracle nom: seedpokicles®2 0QN || )\ asign mvaunWbmrvpmductﬂ{
g i ) aF orade domnain webapp soach
Jerver Templotey [ -
D) erailtn-soll@ll 1110 Naene Oracie WSM Cormcls - Core
Caharance Clusters 0 cracle sdp Rant#2 0@12.2 130 pagcription This sdension template daploys
Mathinas ) a oracdle.domain mebapp apact Author Orade Carparation
ey L) eracie bl romn 11@01 - %'mwm«mmmucm =
Mrﬂ_mmt Ho— B s ,
Virtusl Targets Select Create to accest the above options and start creating and configuring a rew domain. To
| | change the abave corfiguration before starting Domain Creation, go back to the relevant page by
Eartticon sefecting its name in the left pane, or by weing the Back button
Qeployments Targeting |
Funbosm Viewsline ..
< Back Lreate Cancal

Help
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Create a New ADF Domain (with managed server and EM)

31.

Click Next.

-

Configuration Progress

32.

Create Domain = )
Templates
Anpheation Lotation

Administyatoe Account

R

Doorem Muse and jDe
stahane Configursben T
nevpunent Detanaurses

LR Tew)

Advanced Configur sl

Administrabion Seceet

NoSe Manuger

Managec Servtm

Clusters
erver Tamgistes

Cohecon:n Cluviers

Mackines

Annign Servers tn Machine

wrtunl Targets
Fertitians

aployrnants Targuiing

i

ORACLE
FUSION MIDOLEWARE

§

Copy Unprocessed Artifacts

OPSS Prozessing

OWSM Proceasing

Securty Processing

Artifacta Generation
String Substitubion

Post Protessing

When the process completes, click Finish.

Cancel

Fusion Middleware Configuration Wizard - Page 24 of 24

End Of Configuration ORACLE
: FUSION MIDOLEWARE
13 Sseerme 1
¥ Oracle Weblogic Server Configuration Succeeded
’ Hew Domain APPNAMEDomain Creation Succeeded
A " Dernan Lecation
retchisimetag
A A Admin Server URL
: » U m -
Dbmain Made & L
alitare "t
el O "

var Tuiniate &

nharanoe KRR e

|

Mazhines

Asngn ZervELE Sl Wi 'vx‘L
|

-

|_Besh |
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Update the WebLogic.policy

Update the WebLogic.policy

1. After the APPNAMEdomain has been created, update
<MW_HOME>/wlserver/server/lib/weblogic.policy file with the information
below.

Note: If copying the following text from this guide to UNIX,
ensure that it is properly formatted in UNIX. Each line entry
beginning with "permission" must terminate on the same
line with a semi colon. Also, the AdminServer must be
restarted for these changes to take effect.

Note: <DOMAIN_HOME> in the example below is the full
path of the WebLogic domain; <appname-server> is the
RPM managed server created.

grant codeBase “file:< DOMAIN HOME>/servers/<appname-
server>/tmp/ WL, user/<context root>/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore", "read,write,update,delete";

permission oracle.security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore.*", "read,write,update,delete";

}i

grant codeBase "file:<DOMAIN HOME>/servers/<appname-—
server>/cache/EJBCompilerCache/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore", "read,write,update,delete";

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore.*", "read,write,update,delete";

}i

An example of the full entry that might be entered is:

grant codeBase
"file:/u00/webadmin/config/domains/wls_retail/RPMdomain/servers/rpm-
server/tmp/ WL user/rpml6/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore", "read,write,update,delete";

permission oracle.security.jps.service.credstore.CredentialAccessPermission
credstoressp.credstore.*", "read,write,update,delete";

i

grant codeBase "file:/u00/webadmin/config/domains/wls retail/
RPMdomain/servers/rpm-server/cache/EJBCompilerCache/-" {

permission java.security.AllPermission;

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore", "read,write,update,delete";

permission oracle.security.jps.service.credstore.CredentialAccessPermission
"credstoressp.credstore.*", "read,write,update,delete";

}i
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Start the Node Manager

Note: If RPM application hosted on AIX Operating system,
then add below JAVA_OPTIONS in setDomainEnv file.

For Example, Navigate to <DOMAIN_HOME?>/bin and add
below line in setDomainEnv.sh file.

JAVA OPTIONS="${JAVA OPTIONS} -
Djavax.xml.validation.SchemaFactory:http://www.w3.0rg/20

01/XMLSchema=com.sun.org.apache.xerces.internal.jaxp.val
idation.XMLSchemaFactory"

export JAVA OPTIONS

After making changes to the weblogic.policy (and setDomainEnv.sh for AIX) be sure to
bounce the whole domain including the AdminServer

Start the Node Manager

1.

Start the nodemanager from <DOMAIN_HOME>/bin using the following script:
nohup ./startNodeManager.sh &

Start the AdminServer (admin console)

1.

Configure boot.properties for starting the Weblogic domain without prompting to
username and password using the following command:

Create security folder at <DOMAIN_HOME>/servers/<AdminServer>/ and create
boot.properties file under <DOMAIN_HOME>/servers/<AdminServer>/security

The file ‘boot.properties” should have the following;:

username=weblogic
password=<password>

In the above, the password value is the password of WebLogic domain which is
given at the time of domain creation.

Save the boot.properties file and start WebLogic server.

Start the WebLogic Domain (Admin Server) from <DOMAIN_HOME> using the
following:

nohup ./startWebLogic.sh &
Example:

nohup
/u00/webadmin/config/domains/wls_retaill/ APPdomain/startWebLogic.sh &
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Start the Managed Server

4.  Access the Weblogic Admin console
Example: http:/ /<HOST_NAME>:<ADMIN_PORT>/console

In the below screen, provide username=weblogic and password=<weblogic
password>

ORACLE Weblogic Server Admrisraton Conscle 12¢

Start the Managed Server

After NodeManager is started, the managed servers can be started via the admin console.

Navigate to Environments -> Servers and click the Control tab. Select appname-server
and click Start.

e b vt ke

v

S Tvent S b S |

Managed Server should be up and running before configuring further
steps.
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

Configuration of OID LDAP Provider in Weblogic Domain:

Perform the following procedure to create LDAP providers in the domains created in the
previous steps

1. Login to the Administration Console.
http://<HOSTNAME>:<ADMIN PORTI>/console
In the Domain Structure frame, click Security Realms.
In the Realms table, click myrealm. The Settings for myrealm page is displayed.
Click the Providers tab.

5. C(lick Lock & Edit and then click New. The ‘Create a New Authentication Provider’
page is displayed.
bl v a9
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

6. Enter OIDAuthenticator in the Name field and select
OraclelnternetDirectory Authenticator as the type. Click OK.
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7. All the providers are displayed. Click OID Authenticator. Settings of OID
Authenticator are displayed.
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8. Set the Control Flag field to SUFFICIENT and click Save.

From the Providers tab, click on DefaultAuthenticator -> Configuration tab -> Common
tab. Update the Control Flag to SUFFICIENT
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

9. Click Save.

ORACLE WebLogic Server Aarransben Covees 1)

Chaage Contay @ e iaq vt Prwiwerse U2 farm Q
" ond W Gantmey of et S LaxTy 2 Wt L EEaR | Cmmrary o Goreet Summer ) f Caaiy Bn ek P > DA s Srate s Dot st st
Percg changes et ey rast be et ated Settungs tor Defaut bt hestaato
0 ke eftact, e
Coslberatinn irvancs Lo
. o cruegms ==
O Cormmmon  Prodde Spectc
Zae
(orsam Strwctere —
LAV TRy
T Davaee Pazoon ThH Pt Sspteys Dase forvation sboct this Webuoge AythamiCation crosdes. 10O Co N0 50¢ 1 [0ge 19 08t the JARS Contrs Fing to contyol haw thea ovider 1= used i the kg se3y
£t eyt
& :-:::' 'ﬁ [— Oetpdticttenistn
Caoherence Chstons ~
Nesource Grougs iff] Descrigtion: Ml Autertiiarar Provde
Fesouss Gy Tergdatas
Poachewes o] vershm &
Wil osts
Witk Tergets . - -
et F] Contral Flag: SUFFICIENT »

Yo Mg
Carcarert Terytsn
Ry T — = Semt

wdo L.

o Confipae 2 Itce il ety
Samertion o

.

Crfigare e Fmemod Vabtaoce provide

ot the 1043 corerd Mg

PRSI SONTY [rovders

46 Oracle Retail Sales Audit



Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

10. From the Providers tab, click the “OIDAuthenticator” (you just created), in the
configuration -> Provider Specific tab enter your LDAP connection details:

The values shown below are examples only. You should match the entries to your
OID.

*  Host: <oidhost>
*  Port: <oidport>
* Principal: cn=orcladmin
* Credential: <password>
»  Confirm Credential: <password>
= User Base DN: cn=users,dc=us,dc=oracle,dc=com
»= Enable ‘Use Retrieved User Name as principal.
- B —————

A o o -

11. Modify the following;:
*  Group Base DN: cn=Groups,dc=us,dc=oracle,dc=com

Groups

Groep Base DN

tnegougs deus, doroacie
153 A8 Coowps Fiter: B n="gobpcb: l3ss=grouge
(5] Growp From Namse Filter: JA(enaSegiobectclans e g
Growp Search Scope: subliea ¥
Grosp Metsbership Searching: unlmesd *

Max Geoup Mendershyp Search Leved

Igeore Duplicate Membership
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

12. Check Propagate Cause For Login Exception

—t ']

Conmection Pool Sze: 6

Conmect Timeout: 0

Conmection Retry Linat: 1

Parallel Connect Delay: 0

Results Time Limit: 0 T

_ Keep Alive Enabled

¥ Follow Referrals

_ £ Bd Anceymously On Referrals

¥/ 5| Propagate Cause For Login Exception
13. Click Save.
14. Click the Providers tab.
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15. Click Reorder.
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

16. Move OIDAuthenticator to the top of the providers list.
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17. Click OK.

18. Once your changes are saved, click Activate Changes.
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19. Shutdown all servers and restart the admin server using startWebLogic.sh script.
Login to Admin Console and restart Managed server.
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Managed Server should be up and running before configuring further steps. Configuration of OID LDAP Provider in Weblogic Domain:

Verify OID Authenticator
1. Login to the Administration Console.
http:/ /<HOST_NAME>:<ADMIN_PORT>/console/
In the Domain Structure frame, click Security Realms.
In the Realms table, click Default Realm Name. The Settings page is displayed.
Click the Providers tab. You must see the OID Provider in that list.

5. Click the Users and Groups tab to see a list of users and groups contained in the

configured authentication providers.
ACLE wescing e : - )
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Loading LDIF into the OID to Login to RPM Application

Loading LDIF into the OID to Login to RPM Application

1.
2.

Make sure that you have access to a working LDAP server.

Create an LDAP connection user with the necessary rights to do sub-tree searches on
your users and groups respectively. This user can be named anything but
“RPM.ADMIN” is used in this document. This same user should be given as an input
for ‘Search User DN’ on the ‘LDAP Directory Server Details” screen while installing
the RPM application. This is the user which RPM uses to login to LDAP and perform
the necessary search in the LDAP.

Load the RPM LDIF files into the OID in order to login to the RPM application

The RPM installation media contains of 1dif files with rpm user and group used to
login to the application. They are packed in the RPM installer directory:
<INSTALL_DIR>/rpm/application/rpm/1dif

The LDIF files included are just templates and must be modified to fit the structure
and conventions of the OID setup for your environment. Once the LDIFs are updated
for your configuration they can be loaded into LDAP using the Idapadd tool that is
included in the OID installation.

Login to OID host and follow the steps

# export ORACLE HOME=/u00/webadmin/products/wls idm/Oracle IDM
# export PATH=SORACLE HOME/bin:S$PATH

To load the RPM Users:

# ldapadd -v -c -h <OID HOST> -p 3060 -w <ORCLADMIN PASSWORD> -D cn=orcladmin
-f RPM Users.ldif

To Load the RPM Group:

# ldapadd -v -c -h <OID HOST> -p 3060 -w <ORCLADMIN PASSWORD> -D cn=orcladmin
-f RPM Group.ldif

Verify RPM Users and Groups loaded into the OID

1.

Login to OID using ODSM console and verify the loaded RPM users and groups as
shown below.

For Example:

Login to ODSM
http://<OID HOST>:<ManagedServer PORT>/odsm
Click Connect to a directory.

Ovacie Directory Servces Manager
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Retail Application Security Roles Manager

3. Create a new connection with OID_HOST, OID_PORT and Admin username and
password

Note: Provide SSL port and enable SSL if connection in a
secure environment.

4. Navigate to Data browser tab and click on root in left pane data tree. Verify the
loaded RPM Users and Groups are displaying under the tree as per data structure in
your environment.

Retail Application Security Roles Manager

Retail Application Security Roles Manager (RASRM) is a tool to facilitate the
customization of default RGBU role mappings to suit your business role model. This new
application can be deployed along with the ReSA application to manage the application
policies of ReSA. A new installer screen is added, so you can opt for this application and
this gets deployed to the managed server of the ReSA application. Once deployment is
done, you should be able to access this application from the main page of ReSA. You can
modify the application roles and their mappings to enterprise roles from RASRM
(application shown below).
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Clustered Installations — Preinstallation Steps
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Only the user with System Administrator privilege can access RASRM from the ReSA
application.

As part of the Retail Sales Audit Application install, RASRM gets installed with one
default role SYSTEM_ADMINISTRATOR_JOB role. The same job role will also exist in
ReSA's jazn-data.xml file. The below options can be used for the set up.

Option 1:

Create the SYSTEM_ADMINISTRATOR_JOB role in your LDAP and assign that role to a
user who intends to execute the role mapping process.

Option 2:
Create a Job role in your LDAP and map the intended job role in the LDAP to the
SYSTEM_ADMINISTRATOR_JOB role using enterprise manager.

Since the user is part of the SYSTEM_ADMINISTRATOR_JOB role, the user first access
the ReSA application app and then launch RASRM for role mapping from the user menu
of the ReSA application.

Note: The SYSTEM_ADMINISTRATOR_JOB role must have
been already created if using the sample LDIF files which
are provided as part of the Retail Sales Audit Application
zip file.

Clustered Installations — Preinstallation Steps

Skip this section if you are not clustering the application server.

1. Make sure that you are able to start and stop the managed servers that are part of the
ReSA Cluster from the WebLogic Admin Console.

There are no additional steps before running the installer for Retail Sales Audit.
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Run the ReSA Application Installer

Run the ReSA Application Installer

Once you have a managed server that is configured and started, you can run the ReSA
application installer. This installer configures and deploys the ReSA application.

Note: See Appendix: Oracle Retail Sales Audit Application
Installer Screens for details about every screen and field in
the application installer.

Note: Itis recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOME files.

Change directories to INSTALL_DIR/resa/application.

2. Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.8+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which ReSA will be installed.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT OPTS="-Djavax.net.ssl.keyStore=<PATH TO KEY STORE> -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -
Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=<TRUSTSTORE PASSWORD>"

An example of this would be:

export ANT OPTS="-
Djavax.net.ssl.keyStore/u00/webadmin/product/identity.keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=retaill23 -
Djavax.net.ssl.trustStore/ul00/webadmin/product/identity.truststore -
Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=retaill23"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Run the install.sh script. This launches the installer. After installation is completed, a
detailed installation log file is created (resal4install.<timestamp>.log). See
Appendix: Oracle Retail Sales Audit Application Installer Screens for illustrations of
installer screens and details about what information needs to be entered on each
screen.

Resolving Errors Encountered During Application Installation

If the application installer encounters any errors, it halts execution immediately. You can
run the installer in silent mode so that you do not have to re-enter the settings for your
environment. See Appendix: Installer Silent Mode in this document for instructions on
silent mode.
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Test the ReSA Application

See Appendix: Common Installation Errors in this document for a list of common
installation errors.

Because the application installation is a full reinstall every time, any previous partial
installations are overwritten by the successful installation.

Test the ReSA Application

After the application installer completes you should have a working ReSA application
installation. To launch the application, open a web browser and go to

http:/ /host:httpport/ResaPortal

Examples:

http:/ /myhost:23303 /ResaPortal

Online Help

You should use a user/ password that you built in the previous section of this install
guide “Load LDIF files in LDAP”.

The default, preloaded user supplied in the LDIF scripts for testing this installed
application is RESA_SU; the password is <the password which you have given in the
LDIF file RESA-oid-create-users.ldif as part of loading LDIF files into the LDAP>.

The application installer automatically installs Online Help to the proper location. It is
accessible from the help links within the application.

REST Web Service Disable/Re-enable

If you want to disable or enable RST web services for Merchandising Mobile, perform the
following procedures.

Disable REST Web Services war

1.
2.

N o o s w

Login to the WebLogic Administration console with username/ password.

Click the Deployments in the domain structure panel which will list all the
applications deployed under that domain.

In Summary of Deployments click resal4 application.

Click the Target tab and click Lock & Edit.

Check the ResaReSTServices under Target Assignments and click Change Targets.
Uncheck the server and click Yes.

Click Activate Changes for the changes to become effective.

Re-enable REST Web Services war

1.
2.

N o o bk~ ow

Login to the WebLogic Administration console with username/password.

Click the Deployments in the domain structure panel which will list all the
applications deployed under that domain.

In Summary of Deployments click resal4 application.

Click the Target tab and click Lock & Edit.

Check the ResaReSTServices under Target Assignments and click Change Targets.
Check the server and click Yes.

Click Activate Changes for the changes to become effective.
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http://myhost:23303/ResaPortal

Single Sign-On

Single Sign-On

Skip this section if ReSA is not used within an Oracle Single Sign-On environment.

Note: This section assumes the Oracle WebLogic Server has
already been registered with the Oracle Access Manager
(OAM) via the oamreg tool. See the Oracle Single Sign-On
(OAM using webgate) documentation for details.

If you are using ReSA in an Oracle Single Sign-On environment, then the ReSA root
context must be protected. Modify the following files.

=  mod_wl_ohs.conf located in
<WEBLOGIC_HOME>/Oracle_WT1/instances/instancel/config/OHS/ ohs1

LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"
<IfModule weblogic_module>
</IfModule>

<Location /console>
WebLogicHost <weblogichostname>
WebLogicPort <AdminServerPort>
SetHandler weblogic-handler
</Location>

<Location / ResaPortal-Portal-context-root />
WebLogicHost <weblogichostname>
WebLogicPort <resaserverport>
SetHandler weblogic-handler
</Location>

<Location /adfAuthentication>
WebLogicHost <weblogichostname>
WebLogicPort <resaserverport>
SetHandler weblogic-handler
</Location>

Note: In the above, modify ‘ResaPortal-Portal-context-root’
with the context root name used for installing the ReSA
Application.
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S

Operational Insights Installation Tasks

(Optional)

This section provides the details on how to configure Oracle Retail Sales Audit (ReSA)
Operational Insights dashboards and reports installation. This is an optional section as
you can choose not to use Oracle Retail Sales Audit (ReSA) Operational Insights. Single
Sign On configuration for ReSA and OAS is mandatory for configuring Operational
Insights in production environment.

Terms

The following terms apply to the Operational Insights installation and configuration:

OAS_PORT - The port where the Oracle OAS administration server is running.
OAS_MS_PORT - The Oracle OAS Managed server port.

OAS_ORACLE_HOME - The Oracle OAS installation path
OAS_DOMAIN_HOME - The Oracle OAS WebLogic domain path.
RMS_HOST - The host where RMS is installed in WebLogic

Install Oracle OAS 5.5

For step-by-step instructions on how to install and configure OAS, see the “Installing
OAS server” chapter of the OAS Installation Guide.

Installing Operational Insights 14.1.3.2

Configure the Repository (rpd)

Complete the following steps to configure the repository:

1.

Stop Oracle Bl services by executing opmnctl.bat or opmnctl stopall from
<BI_INSTALL_DIRECTORY>\instances\ instancel\bin.

Update the configuration file located at
<BI_INSTALL_DIRECTORY>\ instances\ instancel\ config\ OracleBIServerCompone
nt\ coreapplication_obis1\NQSConfig.INI. Add a new line under the [REPOSITORY]
section. For example:

[REPOSITORY]

Star = Operational Insight.rpd, DEFAULT;

Other default repositories should be commented out in the NQSConfig.INI. For
example:

[REPOSITORY]

Star = Operational Insights.rpd, DEFAULT;
#Star = SampleAppLite.rpd, DEFAULT;
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Installing Operational Insights 14.1.3.2

4. Change the following setting from FMW_UPDATE_ROLE_AND_USER_REF_GUIDS

NO;
to
FMW UPDATE ROLE AND USER REF GUIDS= YES;

Save and close NQSConfig.INI.
Make sure that the thsnames.ora file exists under

<BI_INSTALL_DIRECTORY>\Oracle_BI1\ network\ admin and the file has an entry
of the database used by Operational Insights.

7. Proceed to set up the database connection.

Set up the Database Connection

In Oracle BI EE 12c RPD, Catalog and Security model metadata of a Service Instance can
be migrated through Oracle Business Intelligence application archive (BAR) file. Refer
“Managing Metadata and Working with Service Instances” chapter of the Fusion
Middleware System Administrator’s Guide for Oracle Business intelligence Enterprise Edition
for additional details.

Note: The screen illustrations in the following steps are only
examples. The screens that appear depend on the set up of
your system.

A BAR file is a compressed archive file that contains a cohesive set of Bl metadata
artifacts (data model, content model, and authorization model). The Operational Insights
Bar file packaged in the installer and will be available under

rpd-catalog-bar/Operational_Insights.bar.

Bar file administration can be done at a command line through the WebLogic Scripting
Tool (WLST).

1. Navigate to /u0l/domains/wls oas/OASDomain/bitools/bin/ to invoke WLST
command line as shown below.
For Example:
/u0l/domains/wls oas/OASDomain/bitools/bin/

u01/domains/wls oas/OASDomain/bitools/bin/> ./wlst.sh Initializing WebLogic

Scripting Tool (WLST)... Welcome to WebLogic Server Administration Scripting Shell
Type help () for help on available commands wls:/ offline>

2. To view all the service instances in a domain use the WLST command

listBIServiceInstances: wls:/offline> listBIServiceInstances ('/u0l/domains/
wls_oas/OASDomain ')

oracle.bi.servicelcm.spi.PluginFinder createloader INFO: Found servicelcm
plugin jar:
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Operational Insights Installation Tasks (Optional)

Import BAR file

Import RPD, catalog, security model using BAR file. Options are available to import all
three or just specific components. Perform the following to import the
Operational_Insights.bar file without security model:

Perform the following to import the Operational_Insights.bar file without security model:

Getting command parameters

domains/bi/bitools/bin/importarchive.sh -h

USAGE:

<service instance key> <location of bar file to import> [nodatamodel] [nocontent]
[noauthorization] [nodatasets] [nosearch] [noaction]
[encryptionpassword=<encryption password for connections>]

nodatamodel : Do not import RPD metadata content
nocontent : Do not import WEBCAT metadata content
noauthorization : Do not import JAZN metadata content
nodatasets : Do not import DSS metadata content
nosearch : Do not import Search metadata content
noaction : Do not import Action metadata content

encryptionpassword : Encryption password for connections if any

For Example:

./importarchive.sh ssi Operational Insights.bar encryptionpassword=Adminl23

importarchive.sh '/u00/webadmin/config/domains/wls obiee/Bifoundation domain'
, 'ssi', '/u00/webadmin/media/rpd/Operational Insights.bar
', true, true, false, 'Adminl23"

Starting Import Service Instance

Finished Import Service Instance

=  OBIEE_DOMAIN_HOME: Oracle BI EE Domain home
* ServicelnstanceKey: Service instance key name which it will be imported
= BAR_FILE LOCATION: The Bar file full path and name

*  Whether to import RPD: If RPD file need to be imported from BAR file. The
default value is true, change to false if not needed

*  Whether to import WebCat: If Web Catalog need to be imported from BAR file.
The default value is true, change to false if not needed stallation Guide 79

*  whether to import Security Model: If security model need to be imported from
BAR file. The default value is true, change to false if not needed

* RPD_Password: This is the password used to encrypt the database connection
redentials in the RPD
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Installing Operational Insights 14.1.3.2

Updating Connection pool for RPD Uploaded RPD

BAR file migration can be found in the below directory

/bidata/service instances/ssi/metadata/datamodel/custo mizations.

Verify the existence of “tnsnames.ora” file under/ config/fmwconfig/bienv/core
directory and the file has an entry of the database used by Operational Insights

For Example:

<DB SID> = (DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp) (host =
<RMS DB HOST>) (Port = 1521))) (CONNECT DATA = (SERVICE NAME = <DB SID>)))

Modify connection pool of RPD according to the environment.
There are two methods for updating connection pool.

1. Download rpd and update variables by obiee client tool and again upload rpd.
a. Download RPD file using datamodel.sh script available in
<OBIEE_DOMAIN_HOME>/bitools/bin directory
Download RPD:
OAS Domain tool

/1u00/webadmin/config/domains/wls_obiee/Bifoundation_domain/bitools/bin/

Command :

./datamodel.sh downloadrpd -O /<RPD
PATH>/<RPD file name to download.rpd> -U <weblogic user> -p
<Weblogic Passwd> -sSi <service instance>

-0 filename of the downloaded RPD file
-3 the OBIEE service instance, e.g. ssi
-U the weblogic administrator user-id
-P the weblogic administrator password

Example :

datamodel.sh downloadrpd -O Operational_Insights.rpd -SI ssi -U weblogic - P
<Password>

b. Copy the Operational_Insights.rpd file and open the rpd file in 12c OAS Client
tool and make changes to the db variables. The Oracle OA Client tool tool can be
downloaded from

Oracle Analytics Client Tools 5.5.0
https:/ /www.oracle.com/solutions/business-analytics/analytics-server/analytics-
server.html
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iii. Under Repository Static variables, Double-click on RMS_USER to edit with
main RMS schema username (for example, RMS01) and RMS_DSN with
Data Source Name of the RMS Database.

iv. In the Physical Layer, open the Connection Pool (Oracle RMS Connection
Pool) under “Oracle RMS OLTP” and update the password for the RMS
User. The following is a sample of the Oracle RMS Connection Pool screen.

5 Connection Pool -10] x]

\ENL =Nl Oracle RMS Connection Pool Pemissions...

Call interface: [ Defaut (Oracle Call Interface (OCH) =
Maximum connections: I 103:

I Require fully qualified table names

Data source name:  [VALUEOF(RMS_DSN)

IV Shared logon
User name: [VALUEOF(RMS_USER) ~ Password: |eeeeee
[V Enable connection pooling
Timeout: [5 |mintes) v

[V Use muttithreaded connections
[V Parameters supported

Isolation level: | Defaut |
[” Extemalize connection ™ 1sDSS connection
Connection name I
Description:
User name is VALUEOF(RMS_USER) _A]

Data source name is VALUEOF(RMS_DSN)

OK Cancel |  Hebp
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v. Follow the same steps for Oracle Data RMS Repository Initblocks Connection
Pool.

vi. Save the Operational_Insights.rpd file.

vii. Test the database connection by right-clicking on any of the tables in the
Physical Layer, and select Update Row Count. The number of rows will be
shown when that table is highlighted if the database connection is successful.

Upload the Operational_Insights.rpd back to the OBIEE Domain under the
destination environment.

<OAS_DOMAIN_HOME?>/bitools/bin/datamodel.sh uploadrpd -1 Operational _Insights.rpd -S1
ssi -U <weblogic> -P <WLS_password>

Example: ./datamodel.sh uploadrpd -1 Operational_Insights.rpd -SI ssi -U weblogic -P
<Password>

d.

RPD will have been updated in
<OBIEE_DOMAIN_HOME> /bidata/service_instances/ssi/ metadata/datamode
1/ customizations.

Note: When making any changes to the repository, does it in
the offline mode and before saving the changes perform a
global consistency check. The global consistency check
should not show any errors. Out of the box Operational
Insight repository will have some warnings when a Global
Consistency Check is done. These warnings do not affect
Operational Insight functionality in any way and these are
been thoroughly verified.

2. Create a connect pool file and update directly to existing rpd.

a.
b.
c.

Create ConnectionPool.json file from the Oracle BI EE Domain
Navigate to /<ORACLE_OBIEE_HOME> /bitools/bin

Execute following command to generate connection pool content for
ConnectionPool.json file

Command:

./datamodel.sh listConnectionpool -SI ssi -U <WLS Admin UserName> —P
<WLS_Admin Password>

Save the Jason out result

nohup ./datamodel.sh listConnectionpool -SI ssi -U weblogic -P <Password>
> ConnectionPool.json&

Modify the Jason file with DB details

/u00/webadmin/config/domains/wls obiee oi/Bifoundation domain/bitools/bin>

./datamodel.sh listConnectionpool -SI ssi -U weblogic -P <Password>
{

"Title":"List Connection Pools",

"Conn-Pool-Info": [

{

"uid":"00000001-3216-14ed-806e-0a0a0a0a0000",
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"connPool":"Oracle RMS Connection Pool",
"parentName":"\"Oracle RMS OLTP\"",
"user":"VALUECF (RMS_USER)",
"password" :"<RMS SCHEMA PASSWORD>",
"dataSource": "VALUEOF (RMS_DSN) ",
"appServerName" :"Null"

e

{

"uid":"80000000-2a48-14£f1-8029-0a0a0a0a0000",

"connPool":"Oracle Data RMS Repository Initblocks Connection
Pool",

"parentName":"\"Oracle RMS OLTP\"",

"user":"VALUECF (RMS USER)",

"password":"<RMS SCHEMA PASSWORD>",

"dataSource": "VALUEOF (RMS_DSN) ",

"appServerName" : "<Replace Me>"

}

1,

"Variables-In-Conn-Pool": [

{
"uid":"0023844e-0bd7-0000-714b-e31d400000000",
"variable":"RMS USER",

"value":"'<RMS SCHEMA NAME>'"

e

{
"uid":"0023844£-0bd7-0000-714b-e31d00000000",
"variable":"RMS DSN",
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Run the command for Jason file for update connection pool.

./datamodel . sh updateConnectionpool -C ConnectionPool.json -SI ssi -U
weblogic
-P <Password>

d. Copy the above command output and save in ConnectionPool.json file

e. Modify environment variables like RMS Schema username, password and RMS
Database Name according to environment and Save the file
f.  Once after update, run following command. /bitools/bin/datamodel.sh

updateConnectionpool —-C ConnectionPool.json —-SI $SSI -U -P Service
Instance: ssi
Operation successful. Connection pool update completed successfully.

g. Restart the OBIEE services.
cd <OBIEE DOMAIN HOME>/bitools/bin
./stop.sh
./start.sh
./status.sh
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Configure Catalog

Perform the following procedure to configure the catalog:

1. The Catalog.zip is located under <INSTALL DIR>\
application\ resal4\ Operationallnsights\ Catalog and unzip the Catalog.zip to obtain
the catalog folder “Operational_Insight”.

2. Copy the catalog folder to the below
directory<BI_INSTALL_DIRECTORY>\instances\ instancel\ config\ OracleBIPresen
tationServicesComponent\ coreapplication_obips1\ catalog\

3. Update the instanceconfig.xml file to point to Operational_Insight catalog.
Instanceconfig.xml is found at
<BI_INSTALL_DIRECTORY>\instances\ instancel\ config\ OracleBIPresentationSer
vicesComponent\ coreapplication_obipsl. Change the catalog path within the file to
point to Operational_Insight. For example:

<CatalogPath><BI INSTALL DIRECTORY>\instances\instancel\bifoundation\OracleBIP
resentationServicesComponent\coreapplication obipsl\catalog\</CatalogPath>

Save and close the instanceconfig.xml.

Log in to WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ / <hostname>:7001/em. Note that the 7001 port number can be different for
every installation. Log in with the username and password created during Oracle BI
EE installation.

6. Go to WebLogic Domain > right click bifoundation_domain > Security > Credentials
as shown in the following screen.

TRALCLE Dtoprne Manager 11g s St Coms . e e

J Weld o Bveaain

= §
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7. Click Create Key.

For Select Map,enter value as oracle.bi.enterprise
For Key, enter repository- Operational_Insight. For User Name, enter system. Enter
the password of the rpd.

10. Click OK and log out.

11. Start Oracle BI services by executing opmnctl.bat or opmnctl startall from
<BI_INSTALL_DIRECTORY>\ instances\ instancel\ bin.

12. Test Operational Insights Installation by opening the browser with the URL as
http:/ / <hostname>:9704/analytics with the username and password created during
Oracle BI EE installation.

Another alternative for configuring the rpd and catalog through WebLogic, refer to
the "Configuring Repositories" chapter in the System Administrator's Guide for
Oracle Business Intelligence Enterprise Edition"

Configure Operational Insights Roles

Perform the following procedure to configure ReSA pre-packaged security roles in
Operational Insights:
1. Stop all services.

2. Make a backup of
<BL_INSTALL_DIRECTORY>\user_projects\ domains\ bifoundation_domain\ confi
g\ fmwconfig\ system-jazn-data.xml.

3. Copy the pre-packaged Operational Insights system-jazn-data.xml file from
<INSTALL DIR>\application\resal4\ Operationallnsights\ XML

Into

<BI_INSTALL_DIRECTORY>\user_projects\ domains\ bifoundation_domain\ confi
g\fmwconfig\.

4. Start all services.

For more information regards Operational Insights application roles and associated
user groups please refer to the Oracle Retail Merchandising Security Guide Chapter 13
Operational Insights Security Overview.

If you already have custom roles defined and wanted to update the existing jazn
settings with the Operational Insights specific roles, then you copy the Operational
Insights application roles manually into the jazn file.
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For example:

Existing Jazn File:

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-name>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal .WLSGroupImpl</class>
<name>UserGroups</name>
</member>
</members>
</app-role>
</app-roles>

Now from the packaged system-jazn-data.xml file, copy the Operational Insights
application roles into your existing jazn file. The text in italics below is one of the
application roles packaged with Oracle Operational Insights.

<app-role>
<name>UserDefinedRole</name>
<display-name>Custom User Defined Role</display-name>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal .WLSGroupImpl</class>
<name>UserGroups</name>
</member>
</members>
</app-role>

<app-role>
<name>Auditor Manager</name>
<display-name>BI Auditor Manager</display-name>
<quid>57B470702E7211E48F37AF2A78D27375</quid>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<members>
<member>
<class>weblogic.security.principal . WLSGroupImpl</class>
<name>AUDITOR MANAGER JOB</name>
</member>
<member>
<class>oracle.security.jps.service.policystore.ApplicationRole</class>
<name>BIConsumer</name>
<guid>C3CC60E3FB7A11E3BFA201D53921A1EC</quid>
</member>
</members>
</app-role>

Manage Users and Security

For information regarding creating users, user groups, security roles, permissions and
privileges refer to the Oracle BI EE Security Guide.

Language Selection with SSO

See the "Enabling SSO Authentication" chapter in the Oracle BI EE Security Guide for more
information about configuration changes.

Operational Insights dashboards and reports displays the same language as ReSA by
accepting the Lang parameter from the ReSA system.
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Other Notes

When making any changes to the repository, do it in the offline mode and before saving
the changes perform a global consistency check. The global consistency check should not
show any errors. Out of the box Operational Insight repository will have some warnings
when a Global Consistency Check is done. These warnings do not affect Operational
Insight functionality in any way and these are been thoroughly verified.

Operational Insights Configuration

Operating System

RPD_post_install.txt which contain password to protect Operational Insights OBIEE code
should be owned by Operational Insight unix user and installed with 600 permission.
Password in Oracle BI EE should be changed after installation is done.

=  Qracle BI EE Server

Operational Insights Oracle BI EE metadata files (rpd, catalog, and translation)
should be owned by Operational Insights system administrator and installed with
750 permissions.

Infrastructure/Middleware

Oracle BI EE
= Jdbc connection

Oracle database access through Oracle BI EE can be secured by using a Jdbc
connection. The Jdbc connection setup is provided in rpd file. User needs to provide
database login credential in the rpd file. The database login credential is stored
securely through Oracle BI EE.

Operational Insights Security Role

Operational Insights provides role based security in the current release. The access
permission of Operational Insights logical tables for each security role has been defined
in Operational Insights rpd file. Within these roles, the user has the privilege to access
every subject area of Operational Insights. It is designed for client’s testing, developing,
or similar non-business activities. Due to the extent of access associated with this role, it
should be used cautiously. See the Oracle Retail Merchandising Security Guide for
additional information on the Operational Insights security role.

Application Server

* Ensure Restrictive Access Control
Operational Insights provides security roles to ensure restrictive access at object
level. WebLogic application server is used to create and maintain these application
roles. The definition of roles and the mapping of roles and user groups are stored in
system-jazn-data.xml file.
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Post-installation Tasks

Enable IFrames

The contextual reports launch from the ADF screen is iFrame based, leveraging ADF
contextual event infrastructure. To enable IFrame in OBIEE perform the following
procedure:

1. Add the following tags in instanceconfig.xml located at
<BI_INSTALL_DIRECTORY>\instances\ instancel\ config\ OracleBIPresentationSer
vicesComponent\ coreapplication_obipsl

Within security key of <ServerInstance> </ServerInstance> tag and restart the OBI
Presentation Service. Take a backup of the instanceconfig.xml file before adding the
below mention code:

<Security>
<InIFrameRenderingMode>allow</InIFrameRenderingMode>
</Security>

2. Add the IFrame bursting configurations to the OBI Presentation Server by adding the
below mentioned code to the web.xml located at

<BI_INSTALL_DIRECTORY>\ oracleBI1\ bifoundation\ web\ app\ WEB-INF\ .
Restart all OBIEE 11G services to reflect these changes in application.

<context-param>
<param-name>oracle.adf.view.rich.security.FRAME BUSTING</param-name>
<param-value>never</param-value>
</context-param>

3. Modify the xmlp-server-config.xml by adding the X_FRAME_OPTIONS value as
“false”

./config/fmwconfig/biconfig/bipublisher/Admin/Configuration/xmlp-server-config.xml

Add the tag : <property name="X FRAME OPTIONS" value="false"/>

Enable EVALUATE Function in Oracle Bl EE

In order to enable the Evaluate function in OBIEE, follow the step below.
Edit the NQSConfig.INI file, located at

<OAS_DOMAIN_HOME> /config/fmwconfig/biconfig/OBIS This is what you will see
by default in the config file

EVALUATE SUPPORT LEVEL:

# 1: evaluate is supported for users with manageRepositories permssion
# 2: evaluate is supported for any user.

# other: evaluate is not supported if the value is anything else.

EVALUATE_SUPPORT_LEVEL = 0;
Change the parameter EVALUATE_SUPPORT_LEVEL to 2 as follows
# EVALUATE SUPPORT LEVEL:

1: evaluate is supported for users with manageRepositories permssion
# 2: evaluate is supported for any user.
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# other: evaluate is not supported if the value is anything else.

EVALUATE SUPPCRT LEVEL = 2;

Restart Oracle BI EE component processes by running stop and start scripts in
<OAS DOMAIN HOME>/bitools/bin directory.

./stop.sh

./start.sh

Configuring ReSA URL for In-Context launches of ReSA from Operational Insights
Dashboards and Reports

1. Add the below configuration in ActionFrameworkConfig.xml filelocated at
<BI_INSTALL_DIRECTORY>\user_projects\ domains\ bifoundation_domain\ confi
g\ fmwconfig\ biinstances\ coreapplication

<aliases>
<location-alias>
<alias>resahost</alias>
<actual>http://ReSA Server Name:Port</actual>
</location-alias>
</aliases>

Note: There would already be a <aliases \ > and that should
be replaced with the above 6 lines of code.
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Remove Background shadow from Operational Insights Reports (Optional)

1

Navigate to

<BI_INSTALL_DIRECTORY>\Oracle_BI1\ bifoundation\ web\ msgdb\ s_FusionFX\
viewui\ chart (11.1.1.9.0 and above) and make the below mentioned changes to “dvt-
graph-skin.xml” file.

Original:
<Graph>
<Slicelabel>
<!-- decimalDigitUsed is false here so that non-percentage pie slices

do not pick up this value
The DVTChartProcessor sets decimalDigitUsed to true if this is a
percentage pie slice -—>
<ViewFormat decimalDigit="2" decimalDigitUsed="false"/>
</Slicelabel>
<Title>
<!-- attributes supported - fontColor="#0", bold="true", italic="true",
underline="true" -->
<GraphFont fontColor="#0" bold="true"/>
</Title>
</Graph>

Modified:

<Graph visualEffects="NONE">
<SliceLabel>
<!-- decimalDigitUsed is false here so that non-percentage pie slices do not
pick up this value The DVTChartProcessor sets decimalDigitUsed to true if this
is a percentage pie slice —-—>
<ViewFormat decimalDigit="2" decimalDigitUsed="false"/>
</SlicelLabel>
<Title>
<!-- attributes supported - fontColor="#0", bold="true",
italic="true", underline="true" -->
<GraphFont fontColor="#0" bold="true"/>
</Title>
</Graph> -

Configuring Translation Strings for Supported Languages

1

Run the W_LOCALIZED_STRING_G.sql on the main RMS schema, (say RMS01) to
create W_LOCALIZED_STRING_G table which holds the translation strings for
names and descriptions of all the metrics and attributes of the Operational Insights
rpd for the supported languages. The script can be found under
<INSTALL_DIR>/application/resal4/Operationallnsights/DB/Common/DDL.2.U
nzip and run the insert scripts present in
<INSTALL_DIR>/application/resal4/Operationallnsights/ Translations/rpdStringl
nserts.zip. on the main RMS schema

Note: If these Insert scripts are going to be run in Unix
Environment, before running these scripts run the below
command to set NLS_LANG

setenv NLS_LANG AMERICAN_AMERICA.UTFS8
or

export NLS_LANG=AMERICAN_AMERICA UTF8
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2. For all catalog translation strings, Unzip and copy the content of
<INSTALL_DIR>/application/resal4/Operationallnsights/ Translations/ translation
s.zip to <OBIEE_HOME>/
instances\ instancel\ bifoundation\ OracleBIPresentationServicesComponent\ coreap
plication_obips1\msgdb
For more details on Operational Insights translations refer to topic Operational
Insights Dashboard and ReSA in the Oracle Retail Merchandising Implementation Guide.

Cache Disabling

Cache needs to be disabled on OBIEE to ensure any saved changes on the ReSA screen
are reflected immediately in the Operational Insights reports embedded in the ReSA ADF
UL To disable cache in OBIEE follow below steps

1. Login to WebLogic Enterprise Manager (EM) via web browser with the URL as
http:/ / <hostname>:7001/em. Note that the 7001 port number can be different for
every installation. Log in with the username and password created during Oracle BI
EE installation.

2. Go to Business Intelligence > coreapplication > Capacity Management > Performance
as shown in the following screen.
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3. Uncheck the “Cache enabled” click on Apply and then click on Activate Changes,
once the changed configuration activated, Restart the Presentation services so
changes will reflect.

4. Navigate to below path
<BI_INSTALL_DIRECTORY>\instances\ instancel\ config\ OracleBIPresentationSer
vicesComponent\ coreapplication_obipsl

5. Take a backup of the “instanceconfig.xml” file and add the below mention code in
between <ServerInstance> </ServerInstance> tag

<Cache>

<Query>

<MaxEntries>100</MaxEntries>
<MaxExpireMinutes>1</MaxExpireMinutes>
<MinExpireMinutes>1</MinExpireMinutes>
<MinUserExpireMinutes>1</MinUserExpireMinutes>
</Query>

</Cache>

Once the above code is added in the instanceconfig.xml file, restart the Presentation
Service.
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Deploy Operatlonal Insights Skin and Styles

Create a web application called “analyticsRes” in the Oracle Bl EE environment.

Open the document (Doc ID 1277311.1) on the Oracle Support website

http:/ /support.oracle.com and download the white paper ‘Customizing Oracle
Business Intelligence Enterprise Edition 11g’. Refer to the section “Exposing a Static
Directory in WebLogic Server’ to enable the analyticsRes application on the Oracle Bl
EE WebLogic Server.

Note: The directory
ORACLE_INSTANCE/bifoundation/OracleBIPresentationS
ervicesComponent/ coreapplication_obipsl/analyticsRes
mentioned in the document refers to
<OBIEE_ORACLE_HOME>/instances/<INSTANCE_NAM
E>/bifoundation/OracleBIPresentationServicesComponent
/coreapplication_obipsl/analyticsRes.

OL_Custom_Style.zip contains the Operational Insights Custom Styles and Skins.

2. Copy the Ol _Custom_Style.zip from <INSTALL_DIRECTORY>/OI/CSS location
and unzip in the analyticRes folder.

The unzipped directory will have an OI_Custom_Style folder. The OI_Custom_Style
folder includes the following four directories.

e s _skyros_custom
e sk_skyros_custom
e customMessages

e OLJS

3. Copy the above Four directories to the location mentioned below. If the below
location already has these directories then remove those directories first before the
copying the above directories.

<OBIEE_ORACLE_HOME>/instances/<INSTANCE_NAME>/bifoundation/Oracle
BIPresentationServicesComponent/ coreapplication_obipsl/analyticsRes

4. Once the directories have been copied to the above location, stop and start the
‘anayticsRes” application from the WebLogic console to ensure that the new
resources are available.

5. Modify the instanceconfig.xml under the location
<BI_INSTALL_DIRECTORY>/instances/<INSTANCE_NAME>/ config/OracleBIPr
esentationServicesComponent/ coreapplication_obips1 to enable the Operational
Insights skins and styles. The code below should be added between the
<Serverlnstance> </ServerInstance> tag of the instanceconfig.xml file.

<UI>

<DefaultStyle>skyros custom</DefaultStyle>

<DefaultSkin>skyros custom</DefaultSkin>
</UI>
<URL>

<CustomerResourcePhysicalPath><BI INSTALL DIRECTORY>/instances/<INSTANCE N

AME>/b1foundatlon/OracleBIPresentatlonServ1cesComponent/coreappllcatlon obipsl
/analyticsRes</CustomerResourcePhysicalPath>

<CustomerResourceVirtualPath>/analyticsRes</CustomerResourceVirtualPath>
</URL>
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Example:

<Table>

<!--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<DefaultRowsDisplayedInDelivery>75</Defaul tRowsDisplayedInDelivery>

<!--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<DefaultRowsDisplayedInDownload>2500</Defaul tRowsDisplayedInDownload>
<MaxCells>4000000</MaxCells>

<MaxVisibleRows>140000</MaxVisibleRows>

</Table>

<UI>

<DefaultStyle>skyros custom</DefaultStyle>
<DefaultSkin>skyros custom</DefaultSkin>
</UI>

<URL>

<!-- CustomerResourcePhysicalPath is a tag that specifies the actual directory
name——>

<CustomerResourcePhysicalPath>/u00/webadmin/products/wls obiee oi/instances/in
stancel/bifoundation/OracleBIPresentationServicesComponent/coreapplication obi
psl/analyticsRes</CustomerResourcePhysicalPath>

<!-- CustomerResourceVirtualPath provides the URLPrefix that will be added for
sourcing all the files——>

<CustomerResourceVirtual Path>/analyticsRes</CustomerResourceVirtualPath>
</URL>

<Catalog>
<UpgradeAndExit>false</UpgradeAndExit>
<Validate>OnStartup</Validate>
<ValidateItems>None</ValidateItems>
<ValidateLinks>None</ValidateLinks>
<ValidateAccounts>Clean</ValidateAccounts>
<ValidateHomes>None</ValidateHomes>
<!--<UpdateAccountGUIDs>UpdateAndExit</UpdateAccountGUIDs>——>
<!--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control--><EnableMultiTenancy>false</EnableMultiTenancy>
</Catalog>

Note that the attribute CustomerResourcePhysicalPath should point to the absolute
path of the anlayticsRes directory on that machine.
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Create Symbolic Link to analyticsRes Directory

This step is required for the custom resources to be available to the Oracle BI EE
Presentations Services connection when using the StaticResourceMode as Auto. Please
create a symbolic link as follows.

1

5.

Change the directory to
<OBIEE_ORACLE_HOME?> /user_projects/domains/ <DOMAIN_NAME>/servers/
bi_serverl/tmp/_WL_user/analytics_12.2.1.4/7dezjl/ war

Scd
<OBIEE WEBLOGIC DOMAIN HOME>/servers/bi serverl/tmp/ WL user/analytics 12.2.1/
7dezjl/war

Verify that you are in the correct directory
$ pwd

<OBIEE WEBLOGIC DOMAIN HOME>/servers/bi serverl/tmp/ WL user/analytics 12.2.1/
7dezjl/war

Create a symbolic link to the analyticRes directory

S 1n -s
<OBIEE ORACLE HOME>/instances/<INSTANCE NAME>/bifoundation/OracleBIPresentatio
nServicesComponent/coreapplication obipsl/analyticsRes

Verify that symbolic link is available.

S 1s -ltr

total 28

drwxr——-—-- 5 oraweb dba 4096 Jan 11 18:35 workspace
drwxr——--- 3 oraweb dba 4096 Jan 11 18:35 WEB-INF
—rw-r—-———-— 1 oraweb dba 69 Jan 11 18:35 default.jsp
drwxr———--— 9 oraweb dba 4096 Jan 11 18:35 res
drwxr——-—-- 31 oraweb dba 4096 Jan 11 18:35 olh
drwxr———-- 2 oraweb dba 4096 Jan 11 18:35 META-INF

lrwxrwxrwx 1 oraweb dba 136 May 14 22:45 analyticsRes —>
<OBIEE ORACLE HOME>/instances/<INSTANCE NAME>/bifoundation/OracleBIPresentatio
nServicesComponent/coreapplication obipsl/analyticsRes

Note: In windows environments, instead of creating a
symbolic link, we should manually copy the analyticsRes
directory to the following location
<OBIEE_WEBLOGIC_DOMAIN_HOME>/servers/bi_serve
rl/tmp/_WL_user/analytics_12.2.1/7dezjl/war

If the Oracle BI EE installation uses just the AdminServer
then the analyticsRes directory should be copied to the
following location

<OBIEE_ORACLE_HOME?>/user_projects/domains/bifoun
dation_domain/servers/ AdminServer/tmp/_WL_user/ana
lytics_12.2.1/silplv/war

Restart all Oracle BI EE instances and domains.
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Oracle Retail Patching Process

The patching process for many Oracle Retail products has been substantially revised
from prior releases. Automated tools are available to reduce the amount of manual steps
when applying patches. To support and complement this automation, more information
about the environment is now tracked and retained between patches. This information is
used to allow subsequent patches to identify and skip changes which have already been
made to the environment. For example, the patching process uses a database manifest
table to skip database change scripts which have already been executed.

The enhanced product patching process incorporates the following;:

= Utilities to automate the application of Oracle Retail patches to environments.

* Unified patches so that a single patch can be applied against Database, Forms, Java
applications, Batch, etc. installations.

* Database and Environment manifests track versions of files at a module level.

* Centralized configuration distinguishes installation types (Database, Forms, Java,
Batch, etc.).

* Patch inventory tracks the patches applied to an environment.

These enhancements make installing and updating Oracle Retail product installations
easier and reduce opportunities for mistakes. Some of these changes add additional
considerations to patching and maintaining Oracle Retail product environments.
Additional details on these considerations are found in later sections.

Supported Products and Technologies

With version 14.1.3, several additional products and technologies are supported by the
enhanced patching process. The utilities, processes and procedures described here are
supported with the following products and listed technologies:

Product Supported Technology

Oracle Retail Merchandising System (RMS) »=  Database scripts

=  Batch scripts

*  RETL scripts

*  Data Conversion Scripts
*  Forms

= BI Publisher Reports

Oracle Retail Warehouse Management System (RWMS) [=  Database scripts

= Batch scripts

* Forms

= BI Publisher Reports
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Product Supported Technology
Oracle Retail Price Management (RPM) = Database scripts (included with
RMS)

* Java Application
=  Batch scripts

Oracle Retail Invoice Matching (ReIM) = Database scripts (included with
RMS)

* Java Application
= Batch scripts

Oracle Retail Allocation *  Database scripts (included with
RMS)

= Java Application
=  Batch scripts

Oracle Retail Sales Audit (ReSA) = Database scripts (included with
RMS)
= Java Application
Oracle Retail Analytics (RA) =  Database scripts
Oracle Retail Advanced Science Engine (ORASE) = Database scripts
=  Batch scripts
Oracle Retail Application Security Role Manager = Java Application
(RASRM)

Patch Concepts

During the lifecycle of an Oracle Retail environment, patches are applied to maintain
your system. This maintenance may be necessary to resolve a specific issue, add new
functionality, update to the latest patch level, add support for new technologies, or other
reasons.

A patch refers to a collection of files to apply to an environment. Patches could be
cumulative, such as the 14.1.0 or 14.1.3 release, or incremental, such as a hot fix for just a
few modules. Patches may contain updates for some or all components of a product
installation including database, application code, forms, and batch. In a distributed
architecture the same patch may need to be applied to multiple systems in order to patch
all of the components. For example, if a patch contains both database and application
changes, the patch would need to be applied to both the database server and the
application server.

The top-level directory for the installation of an Oracle Retail product is referred to as the
RETAIL_HOME. Underneath RETAIL_HOME are all of the files related to that product
installation, as well as configuration and metadata necessary for the Oracle Retail Patch
Assistant to maintain those files. In some cases the runtime application files also exist
under RETAIL_HOME. For example, the compiled RMS forms, compiled RMS batch
files, or Java Application batch scripts.
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Patching Utility Overview

Patches are applied and tracked using utilities that are specifically designed for this
purpose. The primary utility is described briefly below and additional information is
available in later sections.

Oracle Retail Patch Assistant (ORPatch)

ORPatch is the utility used to apply patches to an Oracle Retail product installation. It is
used in the background by the installer when creating a new installation or applying a
cumulative patch. It is used directly to apply an incremental patch to an environment.

Oracle Retail Merge Patch (ORMerge)

ORMerge is a utility to allow multiple patches to be combined into a single patch.
Applying patches individually may require some steps to be repeated. Merging multiple
patches together allows these steps to be run only once. For example, applying several
incremental patches to database packages will recompile invalid objects with each patch.
Merging the patches into a single patch before applying them will allow invalid objects to
be recompiled only once.

Oracle Retail Compile Patch (ORCompile)

ORCompile is a utility to compile components of Oracle Retail products outside of a
patch. It allows RMS Forms, RMS Batch, and RWMS Forms to be fully recompiled even
if no patch has been applied. It also contains functionality to recompile invalid database
objects in product schemas.

Oracle Retail Deploy Patch (ORDeploy)

ORDeploy is a utility to deploy components of Oracle Retail Java products outside of a
patch. It allows RPM, RelM, Allocation and ReSA java applications to be redeployed to
WebLogic even if a patch has not been applied. It contains functionality to optionally
include or not include Java customizations when redeploying.

Changes with 14.1

Many products and technologies are supported by the enhanced patching process for the
first time in 14.1. In those cases all of the content in this chapter is new with 14.1.

MMHOME changed to RETAIL_HOME

For RMS and RWMS, which were previously supported in 14.0, there is a change when
using ORPatch and related tools. Previously the MMHOME environment variable was
used to refer to the RMS and RWMS installation area. Starting with 14.1,
RETAIL_HOME is now used to refer to the installation area. So where previously it was
necessary to set MMHOME before executing ORPatch, you must now set
RETAIL_HOME.

Note: RMS Batch continues to use MMHOME to refer to the
area where batch is installed, and requires it to be set when
executing batches. The change to using RETAIL_HOME
relates only to ORPatch and related utilities.

Java batch script location

For Java products with batch scripts, starting with 14.1 the location of batch scripts has
been changed to $RETAIL_HOME/ <app>-batch. Previously batch scripts were stored
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within the WebLogic domain in the retail directory. Credential store files continue to be
stored within the WebLogic domain.

Patching Considerations

Patch Types

Oracle Retail produces two types of patches for their products: cumulative and
incremental.

Cumulative Patches

A cumulative patch includes all of the files necessary to patch an environment to a
specific level or build a new environment at that level. Examples of cumulative patches
would be 14.1.1, 14.1.2, and so on. Cumulative patches come with a standard Oracle
Retail installer and so can be applied to an environment with the installer rather than
with ORPatch or other utilities.

Incremental Patches

An incremental patch includes only selected files necessary to address a specific issue or
add a feature. Examples of incremental patches would be a hot fix for a specific defect.
Incremental patches do not include an installer and must be applied with ORPatch.

Incremental Patch Structure

An Oracle Retail incremental patch generally contains several files and one or more
subdirectories. The subdirectories contain the contents of the patch, while the individual
files contain information about the patch and metadata necessary for patching utilities to
correctly apply the patch. The most important files in the top-level directory are the
README.txt, the manifest files.

README File

The README .txt file contains information about the incremental patch and how to apply
it. This may include manual steps that are necessary before, after or while applying the
patch. It will also contain instructions on applying the patch with ORPatch.

Manifest Files

Each patch contains manifest files which contain metadata about the contents of a patch
and are used by ORPatch to determine the actions necessary to apply a patch. Patches
should generally be run against all installations a product in an environment, and
ORPatch will only apply the changes from the patch that are relevant to that installation.

Note: Cumulative patches use a different patch structure
because they include a full installer which will run ORPatch
automatically.

Version Tracking
The patching infrastructure for 14.1 tracks version information for all files involved with
a product installation. The RETAIL,_ HOME now contains files which track the revision
of all files within the RETAIL_HOME including batch, forms, database, Java archives and
other files. In addition, records of database scripts that have been applied to the product
database objects are kept within each database schema.
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Apply all Patches with Installer or ORPatch

In order to ensure that environment metadata is accurate all patches must be applied to
the Oracle Retail product installation using patching utilities. For cumulative patches
this is done automatically by the installer. For incremental patches ORPatch must be
used directly. This is especially important if database changes are being applied, in order
to ensure that the database-related metadata is kept up-to-date.

Environment Configuration

A configuration file in SRETAIL_HOME/ orpatch/config/env_info.cfg is used to define
the details of a specific Oracle Retail environment. This file defines:

= The location of critical infrastructure components such as the ORACLE_HOME on a
database or middleware server.

*  The location of Oracle Wallets to support connecting to the database users.

* The type of file processing which is relevant to a particular host. For example, if this
is a host where database work should be done, or a host where batch compilation
should be done, a host where Java applications should be deployed, etc. This allows
a single database, forms and batch patch to be run against all types of hosts, applying
only the relevant pieces on each server.

= Other configuration necessary to determine proper behavior in an environment.

Retained Installation Files

The RETAIL_HOME location of an Oracle Retail product installation contains all of the
files associated with that installation. This can include database scripts, Java files, Forms,
Batch, RETL and Data Conversion files as with previous versions and also includes all
database scripts. This allows objects to be reloaded during patching, including any
necessary dependencies.

Reloading Content

In order to ensure that database contents and generated files exactly match patched
versions, when applying cumulative patches some content is regenerated even if it does
not appear to have changed.

On a cumulative patch this includes:
=  All re-runnable database content will be reloaded
— Packages and Procedures
— Database Types (excluding RIB objects)
— Control scripts
— Triggers
— WebService jars and packages
— Form Elements
* All RMS and RWMS forms files will be recompiled
= All RMS batch files will be recompiled

When applying incremental patches, only changed files will be reloaded. However this
does not apply to RMS batch, which is fully recompiled with any change.
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Java Hotfixes and Cumulative Patches

Backups

Disk Space

When applying cumulative patches to Java applications components with ORPatch, all
hotfixes related to base product ear files included with the patch will be rolled back. This
increases the likelihood of a successful deployment because hotfixes may not be
compatible with updated product ear files, or may already be included with the ear.
Before applying a cumulative patch to Java applications, check the patch documentation
to determine which hotfixes are not included in the ear. Then work with Oracle Support
to obtain compatible versions of the fixes for the updated ear version. In some cases this
may be the same hotfix, in which case it can be re-applied to the environment. In other
cases a new hotfix may be required.

Before applying a patch to an environment, it is extremely important to take a full
backup of both the RETAIL_HOME file system and the Oracle Retail database. Although
ORPatch makes backups of files modified during patching, any database changes cannot
be reversed. If a patch fails which contains database changes, and cannot be completed,
the environment must be restored from backup.

When patches are applied to an environment, the old version of files which are updated
or deleted are backed up to $SRETAIL_HOME/backups/backup-<timestamp>. When
applying large patches, ensure there is sufficient disk space on the system where you
unzip the patch or the patching process may fail. Up to twice as much disk space as the
unzipped patch may be required during patching.

In addition to backups of source files, the existing compiled RMS or RWMS Forms and
RMS Batch files are saved before recompilation. These backups may be created during
patches:

» Batch ‘lib’ directory in SRETAIL_HOME/ oracle/lib/bin-<timestamp>

= Batch ‘proc” directory in $RETAIL_HOME/ oracle/ proc/bin-<timestamp>

* Forms ‘toolset’ directory in SRETAIL._HOME/base/ toolset/bin-<timestamp>
* Forms ‘forms’ directory in $RETAIL_HOME/ base/forms/bin-<timestamp>
Periodically both types of backup files can be removed to preserve disk space.
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Patching Operations

Running ORPatch

ORPatch is used to apply patches to an Oracle Retail product installation. When
applying a patch which includes an installer, ORPatch does not need to be executed
manually as the installer will run it automatically as part of the installation process.
When applying a patch that does not include an installer, ORPatch is run directly.

ORPatch performs the tasks necessary to apply the patch:
* Inspects the patch metadata to determine the patch contents and patch type.

= Reads the environment configuration file to determine which product components
exist in this installation.

= Assembles a list of patch actions which will be run on this host to process the patch.

=  Executes pre-checks to validate that all patch actions have the necessary
configuration to proceed.

*  Compares version numbers of files from the patch against the files in the
environment.

= Backs up files which will be updated.

= Copies updated files into the installation.

* Loads updated files into database schemas, if applicable.

= Recompiles RMS batch, if applicable.

* Recompiles RMS forms, if applicable.

*  Constructs updated Java archives and deploys them to WebLogic, if applicable
* Updates Java batch files and libraries, if applicable

* Records the patch in the patch inventory.

If a patch does not contain updated files for the database or system, no action may be
taken. If a previously failed ORPatch session is discovered, it will be restarted.

Preparing for Patching

Before applying a patch to your system, it is important to properly prepare the
environment.

Single Patching Session

It is extremely important that only a single ORPatch session is active against a product
installation at a time. If multiple patches need to be applied, you can optionally merge
them into a single patch and apply one patch to the environment. Never apply multiple
patches at the same time.

Shutdown Applications

If a patch updates database objects, it is important that all applications are shutdown to
ensure no database objects are locked or in use. This is especially important when
applying changes to Oracle Retail Integration Bus (RIB) objects as types in use will not be
correctly replaced, leading to “ORA-21700: object does not exist or marked for delete”
errors when restarting the RIB.

Backup Environment

Before applying a patch to an environment, it is important to take a full backup of both
the RETAIL_HOME file system and the retail database. Although ORPatch makes
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backups of files modified during patching, any database changes cannot be reversed. If a
patch which contains database changes fails and cannot be completed, the environment

must be restored from backup.

Log Files

When applying a patch, ORPatch will create a number of log files which contain
important information about the actions taken during a patch and may contain more
information in the event of problems. Log files are created in the

$RETAIL_HOME/ orpatch/logs directory. Logs should always be reviewed after a patch

is applied.

After a patch session the log directory will contain at a minimum an ORPatch log file and
may also contain other logs depending on the actions taken. The following table

describes logs that may exist.

Log File

Used For

orpatch-<date>-<time>.log

Primary ORPatch log file

detail logs/dbsql_<component>/invalids/*

Details on the errors causing a
database object to be invalid

detail_logs/analyze/details

Detail logs of files that will be
created/updated /removed when
a patch is applied

detail_logs/compare/details

Detail logs of the differences
between two sets of environment
metadata

orpatch_forms_<pid>_child_<num>.log

Temporary logs from a child
process spawned to compile
forms in parallel. After the child
process completes, the contents
are append to the primary orpatch
log file

detail_logs/forms/rms_frm_toolset/*

Detail logs of the compilation of
each RMS Toolset file

detail_logs/forms/rms_frm_forms/*

Detail logs of the compilation of
each RMS Forms file

detail_logs/rmsbatch/lib/*

Detail logs of the compilation of
RMS Batch libraries

detail_logs/rmsbatch/proc/*

Detail logs of the compilation of
RMS Batch programs

detail_logs/dbsql_rms/rms_db_ws_consumer_jars/*

Detail logs of the loadjava
command to install RMS
WebService Consumer objects

detail_logs/dbsql_rms/rms_db_ws_consumer_libs/*

Detail logs of the loadjava
command to install RMS
WebService Consumer libraries

detail_logs/forms/rwms_frm_forms/*

Detail logs of the compilation of
each RWMS Forms file

detail_logs/dbsql_rwms/rwms_db_sp _jars/*

Detail logs of the loadjava
command to install RWMS SP jars
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Log File Used For
detail_logs/javaapp_<product>/deploy/* Detail logs of the deploy of a Java
product

Unzip Patch Files

Before executing ORPatch, the patch files must be unzipped into a directory. This
directory will be passed to ORPatch as the “-s <source directory>" argument on the
command-line when applying or analyzing a patch.

Location of ORPatch
The ORPatch script will be located in $RETAIL_HOME/ orpatch/bin.

Command Line Arguments

ORPatch behavior is controlled by several command-line arguments. These arguments
may be actions or options. Command and option names can be specified in upper or
lower case, and will be converted to upper-case automatically. Arguments to options, for
example the source directory patch, will not be modified.

ORPatch command-line actions:

Action Description
apply Tells ORPatch to apply a patch, requires the -s option
Example: orpatch apply -s SRETAIL_HOME/stage/ patch123456
analyze Tells ORPatch to analyze a patch, requires the -s option
Example: orpatch analyze -s SRETAIL_HOME/ stage/ patch123456
Isinventory Tells ORPatch to list the inventory of patches that have been applied to this
installation
exportmetadata Tells ORPatch to extract all metadata information from the environment

and create a $RETAIL_HOME/ support directory to contain it. Requires
the —expname option.

diffmetadata Tells ORPatch to compare all metadata from the current environment with
metadata exported from some other environment. Requires the -expname
and -srcname options.

revert Tells ORPatch to revert the files related to a patch, requires the -s option

Example: orpatch revert -s SRETAIL_HOME/ backups/backup-09302013-
153010

Note: An action is required and only one action can be
specified at a time.

ORPatch command-line arguments:

Argument Valid For Actions | Description
-s <source dir> apply Specifies where to find the top-level directory of the
analyze patch to apply or analyze. The source directory
should contain the manifest.csv and patch_info.cfg
files.
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Argument Valid For Actions | Description
-new apply Forces ORPatch to not attempt to restart a failed
ORPatch session
-expname exportmetadata Defines the top-level name to be used for the export
diffmetadata or comparison of environment metadata. When used
Isinventory with Isinventory, it allows an exported inventory to
be printed.
-srcname diffmetadata Defines the ‘name’ to use when referring to the

current environment during metadata comparisons.

-dbmodules diffmetadata When comparing metadata at a module-level,
compare the dbmanifest information rather than the
environment manifest. This method of comparing
metadata is less accurate as it does not include non-
database files.

-jarmodules analyze When used with analyze, requests a full comparison
diffmetadata of the metadata of Java archives included in the patch
versus the metadata of the Java archives in the
environment. This behavior is automatically enabled
when Java customizations are detected in the
environment. Analyzing the contents of Java archives
allows for detailed investigation of the potential
impacts of installing a new Java ear to an environment
with customizations.

When used with diffmetadata, causes metadata to be
compared using jarmanifest information rather than
the environment manifest. This provides more
detailed information on the exact differences of the
content of Java archives, but does not include non-

Java files.
-selfonly apply Only apply or analyze changes in a patch that relate
analyze to orpatch itself. This is useful for applying updates
to orpatch without applying the entire patch to an
environment.
-s <backup dir> revert Specifies the backup from a patch that should be

reverted to the environment. This restores only the
files modified during the patch, the database must be
restored separately or the environment will be out-of-
sync and likely unusable.

Analyzing the Impact of a Patch

In some cases, it may be desirable to see a list of the files that will be updated by a patch,
particularly if files in the environment have been customized. ORPatch has an “analyze’
mode that will evaluate all files in the patch against the environment and report on the
files that will be updated based on the patch.

To run ORPatch in analyze mode, include ‘analyze” on the command line. It performs
the following actions:

= Identifies files in the environment which the patch would remove.

= Compares version numbers of files in the patch to version numbers of files in the
environment.
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Prints a summary of the number of files which would be created, updated or
removed.

Prints an additional list of any files that would be updated which are registered as
being customized.

Prints an additional list of any files which are in the environment and newer than the
files included in the patch. These files are considered possible conflicts as the
modules in the patch may not be compatible with the newer versions already
installed. If you choose to apply the patch the newer versions of modules in the
environment will NOT be overwritten.

If a Java custom file tree is detected, prints a detailed analysis of the modules within
Java ear files that differ from the current ear file on the system.

Saves details of the files that will be impacted in
$RETAIL_HOME/ orpatch/logs/detail_logs/analyze/details.

This list of files can then be used to assess the impact of a patch on your environment.

To analyze a patch, perform the following steps:

1.
2.

9.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL HOME=/u0O/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory

export PATH=SRETAIL HOME/orpatch/bin:S$PATH

Set the JAVA_HOME environment variable if the patch contains Java application
files.

export JAVA HOME=/u00/oretail/java jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

Create a staging directory to contain the patch, if it does not already exist.
mkdir -p $RETAIL HOME/stage

Download the patch to the staging directory and unzip it.

Execute orpatch to analyze the patch.

orpatch analyze -s $SRETAIL HOME/stage/patchl23456

Repeat the patch analysis on all servers with installations for this product
environment.

Evaluate the list(s) of impacted files.

For more information on registering and analyzing customizations, please see the
Customization section later in this document.

Applying a Patch
Once the system is prepared for patching, ORPatch can be executed to apply the patch to

the environment. The patch may need to be applied to multiple systems if it updates
components that are installed on distributed servers.

To apply a patch, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u00/oretail/14.1/tst
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3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Set the DISPLAY environment variable if the patch contains Forms.
export DISPLAY=localhost:10.0

Note: If the DISPLAY environment variable is not specified,
the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

5. Set the JAVA_HOME environment variable if the patch contains Java application
files.
export JAVA HOME=/u00/oretail/java jdk

Note: If the JAVA_HOME environment variable is not
specified, the value from
RETAIL_HOME/ orpatch/config/env_info.cfg will be used.

6. Create a staging directory to contain the patch, if it does not already exist.
mkdir —-p $RETAIL HOME/stage
Download the patch to the staging directory and unzip it.
Review the README.txt included with the patch. If manual steps are specified in
the patch, execute those steps at the appropriate time.
9. Shutdown applications.
10. Execute ORPatch to apply the patch.
orpatch apply -s SRETAIL HOME/stage/patchl23456
11. After ORPatch completes, review the log files in SRETAIL_HOME/ orpatch/logs.
12. Repeat the patch application on all servers with installations for this product
environment.

13. Restart applications.

Restarting ORPatch

If ORPatch is interrupted while applying a patch, or exits with an error, it saves a record
of completed work in a restart state file in SRETAIL_ HOME/ orpatch/logs. Investigate
and resolve the problem that caused the failure, then restart ORPatch.

By default when ORPatch is started again, it will restart the patch process close to where
it left off. If the patch process should not be restarted, add -new” to the command-line of
ORPatch.

Please note that starting a new patch session without completing the prior patch may
have serious impacts that result in a patch not being applied correctly. For example, if a
patch contains database updates and batch file changes and ORPatch is aborted during
the load of database objects, abandoning the patch session will leave batch without the
latest changes compiled in the installation.

Listing the Patch Inventory

After a patch is successfully applied by ORPatch the patch inventory in
$RETAIL_HOME/ orpatch/inventory is updated with a record that the patch was
applied. This inventory contains a record of the patches applied, the dates they were
applied, the patch type and products impacted.

To list the patch inventory, perform the following steps:

1. Log in as the UNIX user that owns the product installation.
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2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL HOME=/u00/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orpatch to list the inventory.

orpatch lsinventory

Exporting Environment Metadata

ORPatch functionality is driven based on additional metadata that is stored in the
environment to define what version of files are applied to the environment, and which
database scripts have been applied to database schemas. This environment metadata is
used to analyze the impact of patches to environments and controls what actions are
taken during a patch. The metadata is stored in several locations depending on the type
of information it tracks and in some cases it may be desirable to extract the metadata for
analysis outside of ORPatch. For example, Oracle Support could ask for the metadata to
be uploaded to assist them in triaging an application problem.

ORPatch provides a capability to export all of the metadata in an environment into a
single directory and to automatically create a zip file of that content for upload or
transfer to another system. The exact metadata collected from the environment depends
on the products installed in the RETAIL_HOME.

ORPatch metadata exported:

Installed Product | Exported Metadata Description
Component
Any orpatch/config/env_info.cfg ORPatch configuration and settings

orpatch/config/custom_hooks.cfg
ORPatch inventory files

Any All env_manifest.csv and Environment manifest files detailing
deleted_env_manifest.csv files product files installed, versions,
customized flags and which patch
provided the file
Database Schemas | DBMANIFEST table contents Database manifest information

detailing which database scripts were
run, what version and when they
were executed

Java Applications | All files from Environment-specific product
javaapp_<product>/config except jar | configuration files generated during
files installation

Java Applications | Combined export of all META- Jar manifest information detailing
INF/env_manifest.csv files from all files, versions, customized flags and
product ear files which patch provided the file

Java Applications | orpatch/config/javaapp_<product>/ [ Environment properties file created
ant.deploy.properties during product installation and used
during application deployment

Java Applications | <weblogic_home>/server/lib/weblo | WebLogic server java security
gic.policy manager policy file
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Installed Product | Exported Metadata Description
Component

Java Applications | <weblogic_home>/common/nodem | Weblogic nodemanager configuration
anager/nodemanager.properties file

Java Applications | <domain_home>/config/fmwconfig [JPS configuration file for the Weblogic

/jps-config.xml application domain.
RMS Batch orpatch/config/rmsbatch_profile Batch compilation shell profile
RMS Forms orpatch/config/rmsforms_profile Forms compilation shell profile
RWMS Forms orpatch/cofngi/rwsmforms_profile | Forms compilation shell profile

Exports of environment metadata are always done to the $SRETAIL_HOME/ support
directory. When exporting metadata, you must specify the -expname argument and
define the name that should be given to the export. The name is used for the directory
within $RETAIL_HOME/ support and for the name of the zip file.

To extract an environment’s metadata, perform the following steps:
1. Login as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u00/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orpatch to export the metadata.
orpatch exportmetadata —expname test env

This example would export all metadata from the environment to the
$RETAIL_HOME/ support/test_env directory. A zip file of the metadata would be
created in SRETAIL_HOME/ support/test_env.zip.

Note: The $RETAIL_HOME/ support/<name> directory
should be empty or not exist prior to running
exportmetadata in order to ensure accurate results.

Comparing Environment Metadata

Once metadata has been exported from an environment, it can be used to compare the
environment manifest metadata of two environments. ORPatch provides a capability to
compare metadata of the current environment with the exported metadata of another
environment. Note that even though there are many types of metadata exported by
ORPatch, only environment manifest metadata is evaluated during comparisons.
Metadata comparison happens in four phases: product comparison, patch comparison,
ORPatch action comparison, and module-level comparison.

Product comparison compares the products installed in one environment with the
products installed in another environment. Patch comparison compares the patches
applied in one environment with the patches applied in another environment, for
common products. This provides the most summarized view of how environments
differ. Patches which only apply to products on one environment are not included in the
comparison.

Since each patch may impact many files, the comparison then moves on to more detailed
analysis. The third phase of comparison is to compare the enabled ORPatch actions
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between environments. These actions roughly correspond to the installed ‘components’
of a product. For example, one environment may have database and forms components
installed while another has only forms. Action comparison identifies components that
are different between environments. The final phase of comparison is at the module
level for actions that are common between environments. Modules which exist only on
one environment, or exist on both environments with different revisions, or which are
flagged as customized are reported during the comparison.

Differences between environment metadata are reported in a summarized fashion during
the ORPatch execution. Details of the comparison results are saved in

$RETAIL_HOME/ orpatch/logs/detail_logs/compare/details. One CSV file is created
for each phase of comparison: product_details.csv, patch_details.csv, action_details.csv
and module_details.csv.

In order to be compared by ORPatch, exported metadata must be placed in the
$RETAIL_HOME/support directory. The metadata should exist in the same structure
that it was originally exported in. For example, if the metadata was exported to
$RETAIL_HOME/ support/test_env on another system, it should be placed in
$RETAIL_HOME/support/test_env on this system.

When reporting differences between two environments, ORPatch uses names to refer to
the environments. These names are defined as part of the diffmetadata command. The
-expname parameter, which defines the directory containing the metadata, is also used
as the name when referring to the exported metadata. The -srcname parameter defines
the name to use when referring to the current environment. As an example, if you had
exported the “test’ environment’s metadata and copied it to the ‘“dev’ environment’s
$RETAIL_HOME/ support/test_env directory, you could run “orpatch diffmetadata -
expname test_env -srcname dev_env”. The detail and summary output would then refer
to things that exist on dev but not test, revisions in the test environment versus revisions
in the dev environment, etc.

ORPatch will automatically export the environment’s current metadata to
$RETAIL_HOME/ support/compare prior to starting the metadata comparison.

To compare two environment’s metadata, perform the following steps:

1. Export the metadata from another environment using orpatch exportmetadata.
2. Transfer the metadata zip from the other system to SRETAIL_HOME/support.
3. Log in as the UNIX user that owns the product installation.
4

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u00/oretail/14.1/dev

5. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:SPATH

6. Unzip the metadata zip file.
unzip test env.zip
7. Execute orpatch to compare the metadata
orpatch diffmetadata -expname test env —-srcname dev_env

This example would compare the current environment against the metadata extracted in
$RETAIL_HOME/ support/test_env directory.

Note: The $RETAIL_HOME/support/compare directory
will be automatically removed before environment metadata
is exported at the start of the comparison.
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Reverting a Patch

In general it is best to either completely apply a patch, or restore the entire environment
from the backup taken before starting the patch. It is important to test patches in test or
staging environments before applying to production. In the event of problems, Oracle
Retail recommends restoring the environment from backup if a patch is not successful.

Note: Reverting patches in an integrated environment can be
extremely complex and there is no fully automated way to
revert all changes made by a patch. Restoring the
environment from a backup is the recommended method to
remove patches.

It is, however, possible to revert small patches using the backups taken by ORPatch
during a patch. This will restore only the files modified, and it is still necessary to restore
the database if any changes were made to it.

Note: Reverting a patch reverts only the files modified by
the patch, and does not modify the database, or recompile
forms or batch files after the change.

When multiple patches have been applied to an environment, reverting any patches
other than the most recently applied patch is strongly discouraged as this will lead to
incompatible or inconsistent versions of modules applied to the environment. If multiple
patches are going to be applied sequentially it is recommended to first merge the patches
into a single patch that can be applied or reverted in a single operation.

To revert a patch, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u0O/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:SPATH

4. Identify the backup directory in $RETAIL_HOME/backups that contains the backup
from the patch you want to restore.
*  The backup directory will contain a patch_info.cfg file which contains the name
of the patch the backup is from.

= Itis possible to have two directories for the same patch, if ORPatch was updated
during the patch. It is not possible to revert the updates to ORPatch. Select the
backup directory that does not contain orpatch files.

= Ifitis not clear which backup directory to use, restore the environment from
backup
5. Execute orpatch to revert the environment using the contents of the backup directory
orpatch revert —s $RETAIL HOME/backups/backup-11232013-152059
Restore the database from backup if the patch made database changes

Use the orcompile script to recompile forms if the patch included RMS or RWMS
forms files

orcompile —a RMS -t FORMS
orcompile —a RWMS -t FORMS

8. Use the orcompile script to recompile batch if the patch included RMS batch files
orcompile —a RMS -t BATCH
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9. Use the ordeploy script to redeploy the appropriate Java applications if the patch
included Java files
ordeploy —a RPM -t JAVA
ordeploy —a REIM -t JAVA
ordeploy —a ALLOC -t JAVA
ordeploy —a RESA -t JAVA

Merging Patches

When patches are applied individually some ORPatch tasks such as compiling forms and
batch files or deploying Java archives are performed separately for each patch. This can
be time-consuming. An alternative is to use the ORMerge utility to combine several
patches into a single patch, reducing application downtime by eliminating tasks that
would otherwise be performed multiple times. Patches merged with ORMerge are
applied with ORPatch after the merge patch is created.

Source and Destination Directories

ORMerge uses source and destination areas in order to merge patch files. The source
area is a single directory that contains the extracted patches to merge. The destination
area is the location where the merged patch will be created. If a file exists in one or more
source patches, only the highest revision will be copied to the merged patch.

The source and destination directories should exist under the same parent directory.
That is, both the source and destination directories should be subdirectories of a single
top-level directory.

The source directory must have all patches to be merged as immediate child directories.
For example if three patches need to be merged the directory structure would look like
this:

Source and Destination Directory Example

<parent>

source destination

I | |
patch1 patch2 patch3

In the example above, the manifest.csv and patch_info.cfg files for each patch to be
merged must exist in source/patchl, source/ patch2, and source/ patch3.

ORMerge Command-line Arguments

Argument Required Description
-s Yes Path to source directory containing patches to merge
-d Yes Path to destination directory that will contain merged patch
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Argument Required Description

-name No The name to give the merged patch. If not specified, a name will be

generated. When the merged patch is applied to a system, this name
will appear in the Oracle Retail patch inventory.

-inplace No Used only when applying a patch to installation files prior to the

first installation. See “Patching prior to the first install” in the
Troubleshooting section later, for more information.

Running the ORMerge Utility

To merge patches, perform the following steps:

1.
2.

Log in as the UNIX user that owns the product installation.

Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.

export RETAIL HOME=/u00/oretail/14.1/tst

Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

Create a staging directory to contain the patches.

mkdir -p SRETAIL HOME/stage/merge/src

Download the patches to the staging directory and unzip them so that each patch is
in a separate subdirectory.

Review the README.txt included with each patch to identify additional manual
steps that may be required. If manual steps are specified in any patch, execute them
at the appropriate time when applying the merged patch.

Create a destination directory to contain the merged patches.

mkdir -p $RETAIL HOME/stage/merge/dest

Execute ORMerge to merge the patches.

ormerge -s SRETAIL HOME/stage/merge/src —-d $RETAIL HOME/stage/merge/dest —name
merged patch

The merged patch can now be applied as a single patch to the product installation using
ORPatch.

Compiling Application Components

In some cases it may be desirable to recompile RMS Forms, RWMS Forms or RMS Batch
outside of a product patch. The ORCompile utility is designed to make this easy and
remove the need to manually execute “‘make” or “frmcmp’ commands which can be error-
prone. ORCompile leverages ORPatch functions to ensure that it compiles forms and
batch exactly the same way as ORPatch. In addition ORCompile offers an option to
compile invalid database objects using ORPatch logic.

ORCompile takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.
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ORCompile Command Line Arguments

Argument Description
-a <app> The application to compile.
-t <type> The type of application objects to compile

ORCompile Argument Options

Application | Type Description

RMS BATCH Compile RMS Batch programs

RMS FORMS Compile RMS Forms

RWMS FORMS Compile RWMS Forms

RMS DB Compile invalid database objects in the primary RMS schema

RMS DB-ASYNC Compile invalid database objects in the RMS_ASYNC_USER
schema

ALLOC DB-ALC Compile invalid database objects in the Allocations user
schema

ALLOC DB-RMS Compile invalid database objects in the RMS schema

REIM DB Compile invalid database objects in the RMS schema

RME DB Compile invalid database objects in the RME schema

ASO DB Compile invalid database objects in the ASO schema

RA DB-DM Compile invalid database objects in the RA DM schema

RA DB-RABATCH Compile invalid database objects in the RA batch schema

RA DB-RMSBATCH | Compile invalid database objects in the RA RMS batch schema

RA DB-FEDM Compile invalid database objects in the RA front-end schema

Running the ORCompile utility

Note: Compiling RMS type DB, ReIM type DB, and
Allocation type DB-RMS, are all identical as they attempt to
compile all invalid objects residing in the RMS schema.

To compile files, perform the following steps:

1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u00/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:SPATH

4. Execute orcompile to compile the desired type of files.

orcompile —a <app> -t <type>
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ORCompile Examples

Compile RMS Batch.

orcompile -a RMS -t BATCH

Compile RWMS Forms.

orcompile -a RWMS -t FORMS

Compile invalid objects in the RA DM schema.
orcompile -a RA -t DB-DM

Compile invalid objects in the RMS owning schema.
orcompile -a RMS -t DB

Deploying Application Components

In some cases it may be desirable to redeploy Java applications outside of a product
patch. For example, when troubleshooting a problem, or verifying the operation of the
application with different WebLogic settings. Another situation might include wanting
to deploy the application using the same settings, but without customizations to isolate
behavior that could be related to customized functionality.

The ordeploy utility is designed to make this easy and remove the need to re-execute the
entire product installer when no configuration needs to change. ORDeploy leverages
Oracle Retail Patch Assistant functions to ensure that it deploys applications exactly the
same way as ORPatch. In addition ORDeploy offers an option to include or not include
custom Java files, to ease troubleshooting.

ORDeploy takes two required command line arguments each of which take an option.
Arguments and options can be specified in upper or lower case.

ORDeploy Command Line Arguments

Argument Description

-a <app> The application to deploy.

-t <type> The type of application objects to deploy

ORDeploy Argument Options

Application | Type Description

ALLOC JAVA Deploy the Allocations Java application and Java batch files,
including any custom Java files.

ALLOC JAVANOCUSTOM | Deploy the Allocations Java application and Java batch files,
NOT including any custom Java files.

REIM JAVA Deploy the REIM Java application and Java batch files,
including any custom Java files.

REIM JAVANOCUSTOM | Deploy the REIM Java application and Java batch files, NOT
including any custom Java files.

RESA JAVA Deploy the RESA Java application, including any custom Java
files.
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Application | Type Description

RESA JAVANOCUSTOM | Deploy the RESA Java application, NOT including any custom
Java files.

RPM JAVA Deploy the RPM Java application and Java batch files,

including any custom Java files.

RPM JAVANOCUSTOM | Deploy the RPM Java application and Java batch files, NOT
including any custom Java files.

Running the ORDeploy utility
To deploy Java applications, perform the following steps:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u00/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=$RETAIL HOME/orpatch/bin:$PATH

4. Execute ORDeploy to deploy the desired Java application.
ordeploy —a <app> -t <type>

ORDeploy Examples

Deploy RPM.

ordeploy -a RPM -t JAVA

Deploy ReIM without including Java customizations.
ordeploy -a REIM -t JAVANOCUSTOM

Maintenance Considerations

The additional information stored within the RETAIL_HOME and within database
schemas adds some considerations when performing maintenance on your environment.

Database Password Changes

Oracle wallets are used to protect the password credentials for connecting to database
schemas. This includes all database schemas used during an install. If the password for
any of these users is changed the wallet’s entry must be updated.

The wallet location is configurable but by default is in the following locations:

Location Installation Type
$RETAIL_HOME/ orpatch/rms_wallet RMS Database
RMS Batch
$RETAIL_HOME/ orpatch/rms_wallet_app RMS Forms
$RETAIL_HOME/ orpatch/rwms_wallet RWMS Database
$RETAIL_HOME/ orpatch/rwms_wallet_app RWMS Forms
$RETAIL_HOME/ orpatch/oraso_wallet ASO Database
$RETAIL_HOME/ orpatch/orme_wallet RME Database
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Location Installation Type

$RETAIL_HOME/ orpatch/ra_wallet RA Database

The wallet alias for each schema will be <username>_<dbname>. Standard mkstore
commands can be used to update the password.

For example:

mkstore -wrl SRETAIL HOME/orpatch/rms wallet -modifyCredential rms rmsdb rmsOl
rmspassword

This command will update the password for the RMS01 user to ‘rmspassword’ in the
alias ‘rms_rmsdb’.

The Oracle wallets are required to be present when executing ORPatch. Removing them
will prevent you from being able to run ORPatch successfully. In addition the Oracle
wallet location is referenced in the RMS batch.profile, and in the default RMS and RWMS
Forms URL configuration, so removing them will require reconfiguration of batch and
forms. If batch and forms were reconfigured after installation to use other wallet files, it
is possible to backup and remove the wallets, then restore them when running ORPatch.

WebLogic Password Changes

Java wallets are used to protect the password credentials used when deploying Java
products. This includes the WebLogic administrator credentials, LDAP connection
credentials, batch user credentials and any other credentials used during an install. If the
password for any of these users is changed the wallet’s entry must be updated, or the
Java product installation can be run again.

The wallet location is in the following locations:

Location Installation Type
$RETAIL_HOME/ orpatch/config/javapp_rpm RPM Java
$RETAIL_HOME/ orpatch/config/javapp_reim ReIM Java
$RETAIL_HOME/ orpatch/config/javapp_alloc Allocation Java
$RETAIL_HOME/ orpatch/config/javapp_resa RESA Java
$RETAIL_HOME/ orpatch/config/javaapp_rasrm RASRM Java

The wallet aliases will be stored in the retail_installer partition. The names of the aliases
will vary depending on what was entered during initial product installation.

The dump_credentials.sh script can be used to list the aliases in the wallet.

For example:

cd SRETAIL HOME/orpatch/deploy/retail-public-security-api/bin
./dump credentials.sh $RETAIL HOME/orpatch/config/javapp alloc

Apapplication level key partition name:retail installer
User Name Alias:dsallocAlias User Name:rmsOlapp

User Name Alias:BATCH-ALIAS User Name:SYSTEM ADMINISTRATOR
User Name Alias:wlsAlias User Name:weblogic
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The easiest way to update the credential information is to re-run the Java product
installer. If you need to manually update the password for a credential, the
save_credential.sh script can be used.

For example:

cd $RETAIL HOME/orpatch/deploy/retail-public-security-api/bin
./save credential.sh -1 SRETAIL HOME/orpatch/config/javapp alloc —p
retail installer -a wlsAlias -u weblogic

This command will prompt for the new password twice and update the aslias wlsAlias,
username weblogic with the new password.

Infrastructure Directory Changes

The RETAIL_HOME/ orpatch/config/env_info.cfg file contains the path to the database
ORACLE_HOME on database or RMS Batch installations, to the WebLogic Forms and
Reports ORACLE_HOME and ORACLE_INSTANCE on RMS or RWMS Forms
installations, and to the WEBLOGIC_DOMAIN_HOME, WL_HOME and MW_HOME
on Java product installations. If these paths change, the related configuration variables in
the env_info.cfg file must be updated.

DBManifest Table

The table dbmanifest within Oracle Retail database schemas is used to track the database
scripts which have been applied to the schema. It is critical not to drop or truncate this
table. Without it, ORPatch will attempt to re-run scripts against the database which have
already been applied which can destroy a working environment. Similarly, if copying a
schema from one database to another database, ensure that the dbmanifest table is
preserved during the copy.

RETAIL_HOME relationship to Database and Application Server

The RETAIL_HOME associated with an Oracle Retail product installation is critical due
to the additional metadata and historical information contained within it. If a database
or application installation is moved or copied, the RETAIL_HOME related to it should be
copied or moved at the same time.

Jar Signing Configuration Maintenance

The RPM product installation includes an option to configure a code signing certificate so
that jar files modified during installation or patching are automatically re-signed. This
configuration is optional, but recommended. If it is configured, the code signing
keystore is copied during installation to

$RETAIL_HOME/ orpatch/config/jarsign/orpkeystore.jks. The keystore password and
private key password are stored in a Java wallet in the

$RETAIL_HOME/ orpatch/config/jarsign directory. The credentials are stored in a
wallet partition called orpatch:

Alias Username Description
storepass discard Password for the keystore
keypass discard Password for the private key

The keystore file and passwords can be updated using the product installer. This is the
recommended way to update the signing configuration.
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If only the credentials need to be updated, the sign_jar.sh script can be used.
5. Log in as the UNIX user that owns the product installation.

6. Set the RETAIL_HOME environment variable to the top-level directory of your
installation.

export RETAIL HOME=/u00/oretail/14.1/tst

7. Change directories to the location of sign_jar.sh
cd $RETAIL HOME/orpatch/deploy/bin

8. Execute sign_jar.sh
sign jar.sh changepwd
9. When prompted, enter the new keystore password

10. When prompted, enter the new private key password
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Customization

Patching Considerations with Customized Files and Objects

In general, the additional capabilities provided by the ORPatch should make it easier to
evaluate the potential impacts of patches to your customizations of Oracle Retail
products. However, the additional metadata maintained by the Oracle Retail patching
utilities does add some considerations when making customizations.

General Guidelines

It is always preferred to customize applications by extension rather than by direct
modification. For example, adding new database objects and forms rather than
modifying existing Oracle Retail objects and forms. You can also leverage built-in
extension points such as User Defined Attributes, the Custom Flexible Attribute Solution,
or seeded customization points in ADF Applications.

It is strongly discouraged to directly modify Oracle Retail database objects, especially
tables, as your changes may be lost during patching or may conflict with future updates.
When adding or modifying database objects, Oracle Retail recommends that all objects be
added with scripts to ensure that they can be rebuilt if necessary after a patch.

Custom Database Objects

When you create new database objects, Oracle Retail recommends placing them in an
Oracle database schema specifically for your customizations. You must use synonyms
and grants to allow the Oracle Retail product schema owner and other users to access
your objects, and use synonyms and grants to allow your customizations to access Oracle
Retail objects. A separate schema will ensure that your customizations are segregated
from base Oracle Retail code.

ORPatch expects that there will be no invalid objects in the database schemas it manages
after a patch is applied. For this reason adding extra objects to the product schema could
result in failures to apply patches as changes to base objects may cause custom objects to
go invalid until they are updated. In this situation, manually update the custom objects
so that they compile, and restart the patch.

Custom Forms

When creating new custom forms, Oracle Retail recommends placing them in a separate
directory specifically for your customizations. This directory should be added to the
FORMS_PATH of your RMS or RWMS Forms URL configuration to allow the forms to be
found by the Forms Server. This will ensure that your customizations are segregated
from base Oracle Retail code. If you choose to place customizations in the Forms bin
directory, then your custom forms will need to be recopied each time Forms are fully
recompiled.

ADF Application Customization

Oracle Retail ADF-based applications such as Allocation and ReSA can be customized
using a process called ‘seeded customization’. The customization process involves using
JDeveloper in Customizer mode to create changes to product configurations, and then
building a MAR archive containing the changes. The generated MAR is deployed to the
MDS repository used by the application and applied to the application at runtime. These
types of customizations are handled outside of ORPatch and are not reported during
patch analysis or tracked by the custom file registration utility. More information can be
found in the respective product customization guides.
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Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file.
See the later “Custom Compiled Java Code” section for additional information and
considerations.

Analyze Patches when Customizations are Present

Whenever you have customized a product by directly modifying Oracle Retail files or
database objects, it is important to ensure you analyze each the files that will be updated
by a patch before applying the patch. This will allow you to identify any customized
files which may be overwritten by the patch and either merge your customization with
the new version of the file, or re-apply the customization after applying the patch.

Manifest Updates

If you choose to customize Oracle Retail files directly, it is extremely important not to
update the revision number contained in the env_manifest.csv. This could cause future
updates to the file to be skipped, invalidating later patch applications as only a partial
patch would be applied. The customized revision number for modified files will need to
be tracked separately.

Registering Customized Files

The ORPatch contains utilities and functionality to allow tracking of files that have been
customized through direct modification. This process is referred to as ‘registering’ a
customized file. Registration only works for files which are shipped by Oracle Retail. Itis
not possible to register new files created in the environment as part of extensions or
customizations.

When patches are analyzed with ORPatch, special reporting is provided if any registered
files would be updated or deleted by the patch. Customized files impacted by the patch
are listed at the end of the analysis report from ORPatch. The detail files generated
during the analyze will contain a column called ‘customized” which will have a Y for any
files which were registered as customized. This allows easier identification of
customizations which will be overwritten by a patch.

All files delivered by Oracle Retail are considered ‘base” and so when they are applied to
an environment any registrations of those files as customized will revert back to un-
customized. Each time a patch overwrites customized files, you must re-register the
files as customized once you have applied customizations.

To register customized files, use the SRETAIL_HOME/ orpatch/bin/orcustomreg script.
The orcustomerg script operates in one of two modes: registration and list.
* Registration mode registers or unregisters one or more files as customized.

= List mode lists all files in the environment that are registered as customized.

Command Line Arguments for Registration Mode

Argument Description
-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.
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Argument Description

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed
inside <file> will be registered.

-register Files specified with -f or -bulk will be registered as ‘customized’
-unregister Files specified with -f or -bulk will be registered as “base’
Notes:

= Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is ‘-register’.

* File names specified with -f must either be fully-
qualified or be relative to RETAIL_ HOME. The same is
true for filenames specified within a -bulk file.

Command Line arguments for list mode

Argument Description

-list List all files in the environment registered as customized

Running the orcustomreg Script
Perform the following procedure to run the orcustomreg script:
1. Log in as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u0O/oretail/l14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute orcustomreg script to register the desired file(s).

orcustomreg -register —-f <file>

Examples of using the orcustomreg Script
Register SRETAIL_HOME/ dbsql_rms/Cross_Pillar/control_scripts/source/oga.sql as
customized.

orcustomreg -f dosgl rms/Cross_Pillar/control scripts/source/oga.sql

Unregister customizations for
$RETAIL_HOME/ dbsql_rwms/ Triggers/Source/ TR_WAVE.trg

orcustomreg —unregister —-f SRETAIL HOME/dbsql rwms/Triggers/Source/TR WAVE.trg

Bulk register several files as customized.

echo “SRETAIL HOME/oracle/proc/src/mrt.pc” > custom.txt
echo “SRETAIL HOME/oracle/proc/src/saldly.pc” >> custom.txt
echo “SRETAIL HOME/oracle/proc/src/ccprg.pc” >> custom.txt
orcustomreg -bulk custom.txt
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List all files registered as customized.

orcustomreg -list

Custom Compiled Java Code

When customizing Oracle Retail Java-based products such as RPM and ReIM via product
source code, ORPatch supports automatically adding compiled customizations into the
application ear file prior to deployment. This allows customizations to be applied to the
application without directly modifying the base product ear, enabling customizations
and defect hotfixes to co-exist when they do not change the same file or a dependent file

This functionality is enabled by creating a directory called
$RETAIL_HOME/javaapp_<app>/custom, where <app> is the application the
customizations apply to. Files stored within this directory will be combined with the
base product ear files before the application is deployed to WebLogic. ORPatch will
attempt to consider customizations stored within the ‘custom” directory during patch
analysis by triggering more detailed ear file change analysis to assist with identifying
which customizations might be impacted by changes in the patches.

Note: It is not possible, nor necessary, to register compiled
Java customizations with the orcustomreg tool.

As with other customization techniques for other technologies, Oracle Retail
recommends making Java customizations in new files as much as possible, versus
overwriting base product or configuration files. In the past it was necessary to build
complete replacement product ear files, but this method of customization is no longer
required nor recommended. Replacement ear and jar files will not contain the META-
INF/env_manifest.csv files which are required in order to be able to apply incremental
patches. Instead, compile the specific Java classes being customized and place them
along with any custom configuration files in SRETAIL_ HOME /javaapp_<app>/custom.

Building Deployable ear files

When constructing the product ear file to deploy to WebLogic, ORPatch applies changes
to the ear file in a specific order, with files from later steps overwriting files in earlier
steps. The resulting ear is stored in SRETAIL_HOME/javaapp_<app>/deploy, and then

deployed to WebLogic.

Sequence for ORPatch Java Product ear file updates
Order |File Type Location
1 Base product ear $RETAIL_HOME/javaapp_<app>/base
2 Updated configuration files $RETAIL_HOME/javaapp_<app>/config
3 Oracle Retail-supplied hotfixes | $SRETAIL_HOME/javaapp_<app>/internal
4 Compiled customizations $RETAIL_HOME/javaapp_<app>/custom

Merging Custom Files

When merging files from the custom directory with the product ear, ORPatch uses the
directory path of the files within custom to calculate where the file should be stored
within the ear. This allows arbitrary nesting of files, even when placing files within jars
stored in jars, stored within the ear. The following examples below use RPM, but apply
to adding compiled customizations to any Java-based product.
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Custom directory location and product ear location Examples

File path within javaapp_<app>/custom/ Final Ear File Location

rpml4.ear/company/ui/MyCustom.class In rpm14.ear:

/company/ui/MyCustom.class

rpml4.ear/rpml4.jar/company/bc/MyCustom?2.class | In rpm14.ear:
In rpm14 jar:
/company/bc/MyCustom?2.class

rpm14.ear/lib/ ourcustomlibs.jar In rpm14.ear

/1ib/ ourcustomlibs jar

rpml4.ear/ WebLaunchServlet.war/lib/ In rpm14.ear:
rpml4.jar/company/bc/MyCustom?.class In WebLaunchServlet.war:
In lib/rpm14 jar:

/company/bc/MyCustom?.class

Analyzing patches when customizations are present

When analyzing a patch which contains a base product ear and the custom directory
contains files, ORPatch will automatically trigger a more detailed analysis of the changes
coming in a patch. This includes calculating what files inside the product ear have been
added, removed or updated and which files appear to be customized based on the
contents of the ‘custom’” directory. The detailed results of the ear file comparison during
patch analysis will be saved in javaapp_<app>_archive_compare_details.csv. Any
custom files which appeared to be impacted by the patch are saved in
javapp_<app>_archive_custom_impacts.csv. Both files will be in the

$RETAIL_HOME/ orpatch/logs/detail_logs/analyze/details directory.

Note: This detailed analysis is not available when analyzing
individual hotfixes, so special care must be taken when
applying hotfixes to a customized product installation, to
ensure there are no conflicts between customizations and
hotfix changes.

Customizations and cumulative patches

By default, when applying a cumulative patch, ORPatch will not include customizations
in the deployed product ear, even if they are present in the appropriate directory. This
allows verification that the application is functioning properly using base code, before
applying customizations. After verifying the initial deployment, use ORDeploy with the
“-t JAVA” option to construct and deploy the product ear including customizations.

If customizations need to be removed outside of a patch, use ORDeploy with the “-t
JAVANOCUSTOM” option to create and deploy an ear containing only Oracle Retail
code. To force ORPatch to include customizations in the deployed ear even when
applying a cumulative patch, set JAVAAPP_<app>_INCLUDE_CUSTOM=Y in the
$RETAIL_HOME/ orpatch/config/env_info.cfg file.

Changing configuration files

It is possible to directly change product configuration files in
$RETAIL_HOME/javaapp_<app>/config. These updates can be deployed to the
environment using the ORDeploy utility. However, the “config” directory is completely
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recreated each time the product installer is used. This means that modifications will be
lost and must be manually reapplied after each installer run. It is recommended to make
configuration changes via the installer where possible, and retain the
ant.install.properties file for use in later installer sessions.

Extending Oracle Retail Patch Assistant with Custom Hooks

The default ORPatch actions and processing logic is sufficient to install and patch the
base Oracle Retail product code. However there may be situations where custom
processing is desired during patching activities such as executing a shell script prior to
the start of patching, or running a SQL script at the end of the patch.

ORPatch supports extensions in the form of custom hooks. These hooks allow external
scripts to be run at specific points during ORPatch processing.

ORPatch Processing

Action

ORPatch supports a variety of “actions” which define the steps necessary to apply
updates to a particular area of the Oracle Retail application. Each action is generally
specific to updates to a single technology or logical component of the environment. For
example, one action might handle making updates to the RMS database schema, while a
separate action is responsible for compiling RWMS forms, and a different action deploys
the RPM Java application. These actions are enabled and disabled within the
environment configuration file, allowing ORPatch to determine what types of changes to
apply to each product installation.

ORPatch Actions

Order Action Name Description

1 DBSQL_RMS Loads RMS and RPM database objects into the primary RMS
schema

2 DBSQL_RMSASYNC Loads database objects into the RMS_ASYNC_USER schema

3 DBSQL_REIM Loads ReIM database objects into the RMS schema

4 DBSQL_RAF Loads Retail Application Framework database objects into
the RMS schema

5 DBSQL_ALCRMS Loads Allocation database objects into the RMS schema

6 DBSQL_ALLOC Loads Allocation database objects into the Allocation user
schema

7 DBSQL_RMSDEMO Used to create demo data in the RMS schema if demo data
was selected during initial installation

8 DBSQL_RMSDAS Loads database objects into the RMS Data Access Schema

9 RMSBATCH Compiles RMS Batch

10 ORAFORMS_RMS Compiles RMS Forms, copies RMS reports to
$RETAIL_HOME

11 RMSRETLSCRIPTS Copies Oracle Retail Extract and Load scripts for RMS

12 RMSDCSCRIPTS Copies Oracle Retail Merchandising System data conversion
scripts

13 DBSQL_RWMS Loads database objects into the primary RWMS schema
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Order Action Name Description
14 DBSQL_RWMSADF Loads database objects into the RWMS ADF user schema
15 DBSQL_RWMSUSER Loads database objects into the RWMS user schema
16 ORAFORMS_RWMS Compiles RWMS Forms, copies RWMS batch scripts and
reports to SRETAIL_HOME
17 JAVAAPP_RPM Deploys the RPM Java application and batch scripts
18 JAVAAPP_REIM Deploys the REIM Java application and batch scripts
19 JAVAAPP_ALLOC Deploys the Allocation Java application and batch scripts
20 JAVAAPP_RESA Deploys the ReSA Java application
21 JAVAAPP_RASRM Deploys the RASRM Java application
22 DBSQL_RARMSBATCH | Loads database objects into the RMS Batch schema for RA
23 DBSQL_RADM Loads database objects into the RA Data Mart schema
24 DBSQL_RAFEDM Loads database objects into the RA Front-end schema
25 DBSQL_RABATCH Loads database objects into the RA Batch schema
26 DBSQL_RASECORE Loads core database objects into the ORASE schema
27 DBSQL_RASEASO Loads ASO database objects into the ORASE schema
28 DBSQL_RASECDT Loads CDT database objects into the ORASE schema
29 DBSQL_RASECIS Loads CIS database objects into the ORASE schema
30 DBSQL_RASEDT Loads DT database objects into the ORASE schema
31 DBSQL_RASEMBA Loads MBA database objects into the ORASE schema
32 RASECOREBATCH Copies ORASE core batch scripts and libraries
33 RASEASOBATCH Copies ORASE ASO batch scripts and libraries
34 RASECDTBATCH Copies ORASE CDT batch scripts and libraries
35 RASECISBATCH Copies ORASE CIS batch scripts and libraries
36 RASEDTBATCH Copies ORASE DT batch scripts and libraries
37 RASEMBABATCH Copies ORASE MBA batch scripts and libraries
Phase

ORPatch processes patches in phases. Each action relevant to a patch and host is
provided an opportunity to process the patch for each phase. The standard phases which
allow hooks are:

Restart Phase | Phase Name Description
Number
N/A PRECHECK Actions verify that their configuration appears complete and

correct. This phase and the associated hooks will be run
every time orpatch is executed, even if processing will be
restarted in a later phase.
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Restart Phase | Phase Name Description
Number
10 PREACTION Actions do processing prior to when files are copied to the

environment. Files are deleted during this phase.

20 COPYPATCH Actions copy files included in a patch into the destination
environment and the environment manifest is updated.

30 PATCHACTION [ Actions take the more detailed steps necessary to apply the
new files to the environment. For database actions in
particular, this is the phase when new and updated sql files
are loaded into the database.

40 POSTACTION Actions do processing after files have been copied and
PatchActions are completed. The Forms actions, for
example, use this phase to compile the forms files as this
must happen after database packages are loaded.

50 CLEANUP Actions do any additional processing. Currently no actions
implement activities in this phase.

Configuring Custom Hooks

Custom hooks are configured in a configuration file

RETAIL_HOME/ orpatch/config/custom_hooks.cfg. The configuration file is a simple
text file where blank lines and lines starting with # are ignored and all other lines should
define a custom hook.

To define a custom hook, a line is added to the file in the form:
<hook name>=<fully qualified script>

The hook name must be in upper case and is in the form:
<action name> <phase name> <sequence>

The action name is any action name understood by ORPatch. The phase name is one of
the five phase names from the table above. The sequence is either ‘START” or ‘END’.
Hooks defined with a sequence of ‘START” are run before the action’s phase is invoked.
Hooks defined with a sequence of ‘END’ are run after the action’s phase is invoked.

Multiple scripts can be associated with a single hook by separating the script names with
a comma. If a hook name appears in the configuration file multiple times only the last
entry will be used.

The script defined as a custom hook must be an executable shell script that does not take

any arguments or inputs. The only environment variable that is guaranteed to be passed
to the custom hook is RETAIL_HOME. The script must return 0 on success and non-zero
on failure.

If an action is a DBSQL action (i.e. has a name like DBSQL_), the custom hook can
optionally be a .sql file. In this case the SQL script will be run against the database
schema that the DBSQL action normally executes against. The SQL script must not
generate any ORA- or SP2- errors on success. In order to be treated as a database script,
the extension of the file defined as the custom hook must be .sql in lower-case. Any other
extension will be treated as if it is a shell script. If you have database scripts with
different extensions, they must be renamed or wrapped in a .sql script.

When using the PRECHECK phase and START sequence, please note that the custom
hook will be executed prior to any verification of the configuration. Invalid
configuration, such as invalid database username/password or a non-existent
ORACLE_HOME, may cause the custom hook to fail depending on the actions it tries to
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take. However in these cases, the normal orpatch PRECHECK activities would likely
have failed as well. All that is lost is the additional context that orpatch would have
provided about what was incorrect about the configuration.

Restarting with Custom Hooks

If a custom hook fails, for example a shell script hook returns non-zero or a sql script
generates an ORA- error in its output, the custom hook will be treated as failing. A
failing custom hook causes ORPatch to immediately stop the patching session.

When ORPatch is restarted it always restarts with the same phase and action, including
any START sequence custom hooks. If the START sequence custom hook fails, the
action’s phase is never executed. With an END sequence custom hook, the action’s phase
is re-executed when ORPatch is restarted and then the custom hook is re-executed.

When an action’s phase is costly, for example the DBSQL_RMS action which does a lot of
work, this can mean a lot of duplicate processing.

For this reason it is preferred to use START sequence custom hooks whenever possible.
If necessary, use a START sequence hook on a later phase or a later action, rather than an
END sequence custom hook.

Patch-level Custom Hooks

In addition to action-specific hooks, there are two patch-level hook points available.
These hooks allow scripts to be run before any patching activities start and after all
patching activities are completed. The hooks are defined in the same configuration file,
with a special hook name.

To run a script before patching, define:

ORPATCH PATCH START=<fully qualified script>

To run a script after patching, define:

ORPATCH PATCH END=<fully qualified script>

These hooks only support executing shell scripts, database scripts must be wrapped in a
shell script. It is also important to note that these hooks are run on every execution of
ORPatch to apply a patch, even when restarting a patch application. If the START
sequence patch-level hook returns a failure, patching is aborted. If the END sequence
patch-level hook returns a failure, it is logged but ignored as all patching activities have
already completed.

Please note that the ORPATCH_PATCH_START hook is executed prior to any
verification of the configuration. Invalid configuration may cause the custom hook to fail
depending on the actions it tries to take. However in these cases, the normal
ORPatchactivities would likely fail as well.

Example Custom Hook Definitions

A shell script that is executed prior to the Pre-Action phase of RMS Batch:
RMSBATCH PREACTION START=/u00/oretail/prepare custom header.sh

A shell script that is executed after RETL script files are copied into the RETAIL_HOME:
RETLSCRIPTS COPYPATCH END=/u00/oretail/copy custom files.sh

A SQL script that is executed against the RWMS owning schema at the start of the Clean-
up Phase:
DBSQL RWMS CLEANUP START=/dba/sql/recompile synonyms.sql
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Troubleshooting Patching

There is not a general method for determining the cause of a patching failure. Itis
important to ensure that patches are thoroughly tested in a test or staging system several
times prior to attempting to apply the patch to a production system, particularly if the
patch is a large cumulative patch. After the test application is successful, apply the patch
to the production system.

ORPatch Log Files

ORPatch records extensive information about the activities during a patch to the log files
in RETAIL_HOME/ orpatch/logs. This includes a summary of the actions that are
planned for a patch, information about all files that were updated by the patch, and
detailed information about subsequent processing of those files. The ORPatch log files
also contain timestamps to assist in correlating log entries with other logs.

Even more detailed logs are available in RETAIL_HOME/ orpatch/logs/detail_logs for
some activities such as forms compilation, invalid database object errors, and output
from custom hooks. If the standard ORPatch log information is not sufficient, it might be
helpful to check the detailed log if it exists.

Restarting ORPatch

The restart mechanism in ORPatch is designed to be safe in nearly any situation. In some
cases to ensure this, a portion of work may be redone. If the failure was caused by an
intermittent issue that has been resolved, restarting ORPatch may be sufficient to allow
the patch to proceed.

Manual DBManifest Updates

A possible cause for database change script failures is that a database change was already
made manually to the database. In this event, you may need to update the dbmanifest
table to record that a specific script does not need to be run. Before doing this, it is
extremely important to ensure that all statements contained in the script have been
completed.

Use the $RETAIL_HOME/ orpatch/bin/ordbmreg script to register database scripts in
the dbmanifest table.

Command Line Arguments for ordbmreg

Argument Description

-f <file> Adds <file> to the list of files that will be registered. Can be specified more than
once.

-bulk <file> Specifies a file to read, containing one filename per line. All filenames listed

inside <file> will be registered.

-register Files specified with -f or -bulk will be registered in the dbmanifest table

-unregister Files specified with -f or -bulk will be removed from the dbmanifest table
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Notes:
*  Atleast one of -f or -bulk is required.

= If neither -register nor -unregister is specified, the
default is ‘-register’.

= File names specified with -f must either be fully-
qualified or be relative to RETAIL_ HOME. The same is
true for filenames specified within a -bulk file.

* Registering a file in the dbmanifest table will cause it to
be completely skipped. Before doing so, ensure that all
commands contained in it have been completed.

* Removing a file from the dbmanifest table will cause it
to be run again. This will fail if the commands in the
script cannot be re-run. For example if they create a
table that already exists.

Running the ordbmreg Script

Perform the following procedure to run the ordbmreg script:

1. Login as the UNIX user that owns the product installation.

2. Set the RETAIL_HOME environment variable to the top-level directory of your
product installation.
export RETAIL HOME=/u0O/oretail/14.1/tst

3. Set the PATH environment variable to include the orpatch/bin directory
export PATH=SRETAIL HOME/orpatch/bin:S$PATH

4. Execute ordbmreg script to register the desired file(s).
ordomreg -register —-f <file>

Examples of using the ordbmreg Script

Register

$RETAIL_HOME/ dbsql_rms/Cross_Pillar/db_change_scripts/source/000593_system_o
ptions.sql with the dbmanifest table.

ordbmreg -f£
dbsql rms/Cross Pillar/db change scripts/source/000593 system options.sql

Remove the dbmanifest row for
$RETAIL_HOME/ dbsql_radm/ra_db/radm/database_change_scripts/000035_s1273324
0_w_party_per_d.sql.

ordomreg —unregister -f
SRETAIL HOME/dbsgl radm/ra db/radm/database change scripts/000035 s12733240 w part
y per d.sql

Bulk register several files in the dbmanifest table.

echo “SRETAIL HOME/dbsqgl rwms/DBCs/Source/000294 container.sgl” > dbcs.txt
echo “SRETAIL HOME/dbsgl rwms/DBCs/Source/000457 drop object.sql” >> dbcs.txt
ordbmreg -bulk dbcs.txt

Restarting after registration

Once the row has been added to the dbmanifest table, restart ORPatch and the script will
be skipped. If the file is not skipped there are several possibilities:
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»  The script registered is not the failing script.

= The file type is not a type that is filtered by the dbmanifest. The only file types that
skip files listed in the dbmanifest are:
— Initial install DDL Files
— Installation scripts that cannot be rerun

— Database Change Scripts

Manual Restart State File Updates
Oracle Retail strongly discourages manually updating the ORPatch restart state files.
Updating the file improperly could cause necessary steps in the patching process to be
skipped or patches to be incorrectly recorded as applied.

DISPLAY Settings When Compiling Forms

When compiling RMS or RWMS forms, it is necessary to have a valid X-Windows
Display. ORPatch allows this setting to come from one of two places:

= DISPLAY environment variable set before executing ORPatch

or
= DISPLAY setting in RETAIL_HOME/ orpatch/config/env_info.cfg
The DISPLAY variable in the environment overrides the env_info.cfg, if both are set. The
destination X-Windows display must be accessible to the user running ORPatch, and for
best compilation performance it should be on the network “close” to the server where
RMS Forms are installed and compiled. Using a local display or VNC display is
preferred. Compiling forms across a Wide-Area Network will greatly increase the time
required to apply patches to environments.

JAVA_HOME Setting

When working with Java application jar, ear or war files, it is necessary to have a valid
JAVA_HOME setting. ORPatch allows this setting to come from one of two places:

* JAVA_HOME environment variable set before executing ORPatch

or
* JAVA_HOME setting in RETAIL_HOME/ orpatch/config/env_info.cfg
The JAVA_HOME variable in the environment overrides the env_info.cfg, if both are set.
The specified Java home location must be accessible to the user running ORPatch and be
a full Java Development Kit (JDK) installation. The JAVA_HOME must contain the jar
utility and if automatic Jar file signing is configured, must also contain the keytool and
jarsigner utilities.

Patching Prior to First Install
In some situations, it may be necessary to apply a patch to product installation files
before the initial install. For example, if there is a defect with a script that would be run
during the install and prevent proper installation. In this rare situation, it may be
necessary to apply a patch to the installation files prior to starting installation.

Note: These steps should only be undertaken at the direction
of Oracle Support.

Perform the following steps to patch installation files prior to starting an installation. The
steps assume an RMS installation, but apply to any product supported by ORPatch:
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1. Unzip the installation files to a staging area.

Note: The following steps assume the files are in
/media/oretail14.1

2. Locate the patch_info.cfg within the product media. The directory it resides in will
be used for later steps.
find /media/oretaill4.l/rms/installer -name patch info.cfg
Output Example:
/media/oretaill4.1/rms/installer/mom14/ patch_info.cfg
3. Get the PATCH_NAME for the standard product installation. The patch name to use

“u__r

in subsequent steps will be the portion following the “=" sign.
grep “PATCH NAME=" /media/oretaill4.l/rms/installer/moml4/patch info.cfg

Output Example:
PATCH_NAME=MOM_14_1_0_0

4. Create a directory that will contain the patch that must be applied, next to the
directory with the product installation files.

Note: The following steps assume this directory is in
/media/patch.

5. Unzip the patch into the directory created in step 2.

Note: This should place the patch contents in
/media/patch/<patch num>.

6. Export RETAIL_HOME to point within the installation staging area.
export RETAIL HOME=/media/oretailld.l/rms/installer/moml4/Build
7. Create a logs directory within the installation staging area
mkdir $RETAIL HOME/orpatch/logs
8. Ensure the ORMerge shell script is executable.
chmod u+x $RETAIL HOME/orpatch/bin/ormerge
9. Run ORMerge to apply the patch to the installation media, using a -name argument
that is the same as what was found in step 3.

SRETAIL HOME/orpatch/bin/ormerge -s /media/patch -d
/media/oretailld.l/rms/installer/moml4 —name MOM 14 1 0 0 -inplace

Note: The -inplace argument is critical to ensure that the
patching replaces files in the mom14 directory.

10. Unset the RETAIL_HOME environment variable.
unset RETATL HOME

At this point, the installation files will have been updated with the newer versions of files
contained within the patch. Log files for the merge will be in
/media/oretail14.1/rms/installer/mom14/Build/ orpatch/logs.

Providing Metadata to Oracle Support

In some situations, it may be necessary to provide details of the metadata from an
environment to Oracle support in order to assist with investigating a patching or
application problem. ORPatch provides built-in functionality through the
‘exportmetadata’ action to extract and consolidate metadata information for uploading to
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Oracle Support or for external analysis. For more information, see the ORPatch
‘Exporting Environment Metadata” section.
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Appendix: Oracle Retail Sales Audit
Application Installer Screens

You need the following details about your environment for the installer to successfully
deploy the ReSA application. Depending on the options you select, you may not see
some screens or fields.

Screen: Start up

ReSA 14 Installer - Oracle Retail

Oracle Retail ReSA

| This will install the ReSA and RASRM Java application. The ReSA Installation Guide provides
details on every value requested by this installer. Please read it before proceeding.
|

Requirements:
* See Release Notes and Installation Guide for OS requirements.
‘ * See the Installation Guide for Weblogic and Database requirements.

* See the Installation Guide for RMS requirements.

* See the Installation Guide for other software requirements.
[

The installer will ask you for the following information:

* ReSA database settings —]

lLelz

(G canc] (9 (@]~
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Screen: ReSA Application RETAIL_HOME

| future patches.

ORACLE
| ReSA Application RETAIL_HOME

Flease enter the directory where the ReSA and RASRM application files will be installed. Please
| keep track of this directory, it should remain in place after installation and will be used to apply \

‘ ReSA Application RETAIL_HOME [/path/to/home Select Folder

ReSA 14 Installer - Oracle Retail

| €3 cancel || @ Back | | € Next ||

Field Title

ReSA Application RETAIL_HOME

Field
Description

Retail Home is used to keep ORpatch related files by default. Please keep track of
this directory, it should remain in place after installation and will be used to
apply future patches.

Examples

/path/to/retail_home
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Screen: Host Details

ReSA 14 Installer - Oracle Retail

ORACLE"

‘ Host Details

Please enter the hostname that the component(s) will be installed on. This should match your
current host.

Hostname hosthame

i@CancelHGBackHONextlj

Field Title Hostname

Field Provide the hostname where the Retail Home will be installed. This shall match
Description your current host.

Examples Apphostname
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Screen: Security Details

I ReSA 14 Installer - Oracle Retail

ORACLE’

’ Security Details

Provide security details for the ReSA application

Note: enabling SSL requires that security certificates have been configured and installed for this
Weblogic domain. The AdminServer and all managed servers must then be configured to use
SSL.

Enable SSL for ReSA

@) Yes

] (&)

() No

\

| €3 cancel | | € Back | l@ Next |

Field Title Enable SSL for WLS AppDomain Admin server

Field Chose “Yes” only if you are using SSL. The following screen will appear only if
Description you chose “Yes’ in this screen.
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Screen: Turn off the application server’s non-SSL port (shown if ‘SSL is enabled’)
ReSA 14 Installer - Oracle Retail

! Turn off the application server's non-SSL port

If turned off, all clients connecting to the application server must use a secured connection.

Avalue of "Yes" indicates that the application server's non-SSL port will be inactive. A value of
"No" indicates that the applications server's non-S5L port will still be active.

Disable non-SSL port? (3) Yes
() No

\@CancelHGBackH@Nextl v Inst;

Field Title Disable non-SSL port?
Field This screen will only appear if you have selected “Yes” for SSL in the previous
Description screen. Chose “Yes’ if you want the installer to disable the Non-SSL port.
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Screen: Application Server Details

ReSA 14 Installer - Oracle Retail

ORACLE

" Application Server Details

Hostname |hostname J
WebLogic Admin Fort 11800 |
WebLogic Admin User iweblogic ]
WebLogic Admin Password (esesess |
Please re-enter password |"""o ’

Using an alias increases the security of your application.
WebLogic Admin User Security Alias \wlsAlias ]

(The alias for each username/password pair must be unique)

| €3 cancel | | @ Back || @ Next ||

Field Title Hostname

Field The hostname of the application server.
Description

Example Myhost

Field Title WebLogic Admin Port

Field Port number of the WebLogic AdminServer.
Description

Example 1800
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Field Title WebLOgiC Admin User

Field Username of the admin user for the WebLogic instance to which the ReSA
Description application is being deployed.

Example weblogic

Field Title WebLogic Admin Password

Field Password for the WebLogic admin user. You chose this password when you
Description created the WebLogic instance or when you started the instance for the first time.
Field Title WebLogic Admin User Security Alias

Field An alias for the WebLogic admin user.

Description

Exam p le wlsAlias

Note This alias must be unique. Do not use the same value for any other alias fields in

the installer. If the same alias is used, entries in the wallet can override each other
and cause problems with the application.
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Screen: Application Deployment Details

£

ReSA 14 Installer - Oracle Retail

ORACLE

Application Deployment Details

The default values shown in the text boxes are examples.

ReSA App Deployment Name |ReSA14 i
ReSA Context Root \ReSAL4 |
ReSA server/Cluster ‘ReSA_serverl I

| €3 cancel | | € Back | | € Next |

Field Title ReSA App Deployment Name

Field Name by which this ReSA application is identified in the application server.

Description

Example ReSA14

Field Title ReSA Context Root

Field Path under the HTTP URL that is used to access the ReSA application. For

Description example, a context root of ReSA results in the application being accessed at
http:/ /host:port/ ResaPortal /

Example ReSA14

Field Title ReSA Server/Cluster

Field The name of the ReSA 14 WebLogic managed server or cluster.

Description

Example resa-server
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Screen: ReSA JDBC Security Details
ReSA 14 Installer - Oracle Retail

ReSA |DBC Security Details

Note: Enabling Secure |DBC requires that security certificates have been configured and installed
for this WebLogic domain.

Enable Secure |DBC connection

(&1 Yes
() No

| €3 cancel | | @ Back | | € Next |

Enable Secure JDBC connection

Field Title
Field Select Yes if the database being used for the ReSA application installation is
Description using secure configuration.
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Screen: Data Source Details

ReSA 14 Installer - Oracle Retail

ORACLE

ReSA Data Source Details

FProvide the details for the Re54 data source.

FesSAEMS 14 |DEC URL N COMNMECT _DAT A= (SERVICE_MAME=[sid]in
FesSs Schema User resallser
FesS4 Schema Fassword semaee

Using an alias increases the security of your application.
Database User Security Alias dsResAdlias

EMS 14 Schema Owner EMSUSER

(The alias for each username/password pair must be unigue)

€3 Cancel | €9 Back | &2 Next

Field Title ReSA/RMS 14 JDBC URL
Field URL used by the ReSA application to access the ReSA database schema. See
Description Appendix: URL Reference for expected syntax.

When deploying in SSL mode, JDBC URL format should include complete
description as shown below.

Example jdbc:oracle:thin:@myhost:1521 / mydatabase OR

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL
=tcps)(HOST=myhost)(PORT=2484)))(CONNECT_DATA=(SERVICE_NAME=

mydatabase)))
Field Title ReSA Schema User
Field Database schema user of the ReSA application. This value should match what
Description was given in the ReSA database schema field of the ReSA database installer.

This is where the ReSA temporary tables and temporary views reside, with
synonyms to other ReSA objects that are in the RMS main schema.

Example resaUser
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Field Title ReSA Schema Password

Field Password for the ReSA schema user. This should match what was given in the

Description ReSA 14 schema to create field of the ReSA database installer.

Field Title Database User Security Alias

Field An alias for the Database user.

Description

Example dsAlias

Field Title RMS 14 Schema Owner

Field RMS schema user into which the ReSA schema user has synonyms. This should

Description match the RMS schema that was given during execution of the ReSA database
schema installer. This is the RMS main schema, where the ReSA non temporary
tables and objects are stored.

Example RMSUSER

Note This alias must be unique. Do not use the same value for any other alias fields

in the installer. If the same alias is used, entries in the wallet can override each
other and cause problems with the application.
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Screen: Secure Data Source Details (shown if ‘Secure JDBC connection enabled’)

ReSA 14 Installer - Oracle Retail

ORACLE

ReSA Secure Data Source Details

Provide the Keystore and Truststore details for the ReSA secure data ...

|dentity Keystore ‘/path/product l
Identity Keystore Type iJKS ]
Identity Keystore Passphrase |o..... y
|dentity truststore |/path/product ]
|dentity truststore Type |JKS ]
Identity truststore Passphrase [nuul ]

|@CancelHGBackH@Next[

Field Title Identity Keystore

Field Path to the identity keystore, i.e.:
Description /u00/webadmin/product/identity.keystore

Field Title Identity Keystore Type

Field ie. ]KS

Description

Field Title Identity Keystore Password

Field Password used to access the identity keystore defined above.
Description
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Field Title Identity Trustore

Field Path to the identity truststore, i.e.:

Description /u00/webadmin/product/identity.truststore

Field Title Identity Truststore Type

Field i.e. JKS

Description

Field Title Identity Truststore Password

Field Password used to access the identity truststore defined above.
Description
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Screen: Install RASRM?

ReSA 14 installer - Oracle Retail

Install RASRM?

| Install RASRM (Retail Application Security Roles Manager)?

(3) Yes

v_'n No

i €3 Cancel ].G Back“@ Next |

Field Title

Install RASRM

Field
Description

Select Yes to install the RASRM application installation on the same managed
server as ReSA. This provides you access to RASRM application as explained in
the above section. This application can be used to update and manage the
enterprise users and roles
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Screen: OHS WEB TIER

ReSA 14 Installer - Oracle Retail

OHS Web Tier
Are you running an OHS weh tier for use in Oracle single 5ign-0n andor a Clustered
Environment?
(3] Yas
Mo
[ 3 Cancel ] [ @ Back] [6 Mext I | < Install
Field Title Are you running OHS Web Tier for use in Oracle Single Sign-on and/or a
Clustered Environment?
Field Selecting the option “Yes” will configure all the application URLs delivered by
Description this installer with the OHS webtier hostname and port that will be entered in the

next screen. Selecting option “No” will result in application URLs having default
ports.
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Screen: OHS WEB Tier Details (This screen will be displayed only if you selected ‘Yes’
in the previous screen)

= ReSA 14 Installer - Oracle Retail - X

ORACLE

OHS Web Tier Details

Flease enter the OHS web tier details.

OHS web tier connection protocol http

a1 hitps
OHS welb tier host ohshostname
QHS wel tier port 7002

9 Cancel || €9 Back || & Next

Field Title OHS web Tier connection protocol
Field Connection protocol for OHS web tier - http or https
Description

Field Title OHS web Tier host

Field Host name for OHS web tier
Description

Example ohshostname

Field Title OHS web Tier port

Field Port number for OHS web tier
Description

Example 7002
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Screen: OBIEE Integration

Note:

OBIEE Integration

Enable OBIEE integration

ReSA 14 Installer - Oracle Retail

(@) Yes
() No

| €3 cancel I l @ BackHO Next]

Field Title Enable OBIEE Integration?
Field Select Yes to integrate ReSA application with Operational Insights Dashboards.
Description Select No if you if you don’t want the integration.
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Screen: OBIEE Scripts Home Details

ReSA 14 Installer - Oracle Retail

OBIEE Scripts Home Details

Please provide OBIEE home directory.
OBIEE URL LOCATION [http://[host]:[port]

| €3 cancel | \ @ BackHO Next |

Field Title

OBIEE URL LOCATION

Field
Description

Please provide the URL of OBIEE where you have installed / planning to install
the Operational Insights Dashboards. You need to give the single sign on port if
you have SSO configured for OBIEE
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Screen: BIPublisher Integration
ReSA 14 Installer - Oracle Retail

BIPublisher Integration

Mote:

Enable BIFublisher integration

(3] Yes
Mo

< Install

[@ Cancel ] [G Back][@ Next]

Field Title Enable BIPubliser Integration
Field Select Yes to integrate ReSA application with BIPublisher reports. Select No if
Description you do not want the integration.
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Screen: BlPublisher Details

ReSA 14 Installer - Oracle Retail

BIPublisher Details

Please provide BIPublisher URL

BIPublisher URL
BlValue Option

[Lhttp://[host]:[pon]/mepserver/Guest/RMS

|

| €3 cancel | | (P Back | | € Next |

Field Title

BIPublisher URL

Field
Description

Update the BI Publisher URL where you have the RMS reports set up.

Field Title

BIValue Option

Field
Description

Input “True” to integrate ReSA application with BIPublisher reports. Input
“False” if you do not want the integration.
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Appendix: Installer Silent Mode

Once you have a managed server that is configured and started, you can run the ReSA
application installer. This installer configures and deploys the ReSA application.

Note: It is recommended that the installer be run as the
same UNIX account which owns the application server
ORACLE_HOMEE files.

Change directories to INSTALL_DIR/resa/application.

2. Set the ORACLE_HOME, JAVA_HOME, and WEBLOGIC_DOMAIN_HOME
environment variables. ORACLE_HOME should point to your WebLogic
installation. . JAVA_HOME should point to the Java JDK 1.7+. This is typically the
same JDK which is being used by the WebLogic domain where Application is getting
installed. WEBLOGIC_DOMAIN_HOME should point to the full path of the domain
into which ReSA will be installed.

3. If a secured datasource is going to be configured you also need to set “ANT_OPTS”
so the installer can access the key and trust store that is used for the datasource
security:
export ANT OPTS="-Djavax.net.ssl.keyStore=<PATH TO KEY STORE> -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=<KEYSTORE
PASSWORD> -Djavax.net.ssl.trustStore=<PATH TO TRUST STORE> -

Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=<TRUSTSTORE PASSWORD>"

An example of this would be:

export ANT OPTS="-
Djavax.net.ssl.keyStore/u00/webadmin/product/identity.keystore -
Djavax.net.ssl.keyStoreType=jks -Djavax.net.ssl.keyStorePassword=retaill23 -
Djavax.net.ssl.trustStore/ul00/webadmin/product/identity.truststore -
Djavax.net.ssl.trustStoreType=jks -
Djavax.net.ssl.trustStorePassword=retaill23"

4. If you are using an X server such as Exceed, set the DISPLAY environment variable
so that you can run the installer in GUI mode (recommended). If you are not using an
X server, or the GUI is too slow over your network, unset DISPLAY for text mode.

5. Copy the ant.install.properties.sample to ant.install.properties. Provide values for
each property including the passwords.

6. Run the installation command “./install.sh silent”. This launches the installer in
silent mode. A detailed installation log file is created (resal4install.<timestamp>.log)
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Appendix: URL Reference

The database schema and application installer for the ReSA product asks for several
different URLs. These include the following.

JDBC URL for a Database

Used by the Java application and by the installer to connect to the database.
Thick Client Syntax for non- pluggable database: jdbc:oracle:oci:@<sid>
<sid>: system identifier for the database

Example: jdbc:oracle:oci:@mysid

Thin Client Syntax for pluggable database: jdbc:oracle:thin:@<host>:<port>/<sid>
<host>: hostname of the database server

<port>: database listener port

<sid>: system identifier for the database

Example: jdbc:oracle:thin:@myhost:1521/mysid
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Appendix: Common Installation Errors

This section provides some common errors encountered during installation of ReSA.

Warning: Could not create system preferences directory

Symptom
The following text appears in the installer Errors tab:

May 22, 2006 11:16:39 AM java.util.prefs.FileSystemPreferences$3 run

WARNING: Could not create system preferences directory. System preferences are
unusable.

May 22, 2006 11:17:09 AM java.util.prefs.FileSystemPreferences
checkLockFileOErrorCode

WARNING: Could not lock System prefs. Unix error code -264946424.

Solution

This is related to Java bug 4838770. The /etc/ java/.systemPrefs directory may not have
been created on your system. See http:/ /bugs.sun.com for details.

This is an issue with your installation of Java and does not affect the Oracle Retail
product installation.

ConcurrentModificationException in Installer GUI

Symptom
In GUI mode, the errors tab shows the following error:

java.util.ConcurrentModificationException
at

java.util.AbstractList$Itr.checkForComodification (AbstractlList.java:448)
at java.util.AbstractList$Itr.next (AbstractList.java:419)

.. etc

Solution

You can ignore this error. It is related to third-party Java Swing code for rendering of the
installer GUI and does not affect the retail product installation.

Warning: Could not find X Input Context

Symptom

The following text appears in the console window during execution of the installer in
GUI mode:

Couldn't find X Input Context

Solution
This message is harmless and can be ignored.
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GUI screens fail to open when running Installer

GUI screens fail to open when running Installer

Symptom
When running the installer in GUI mode, the screens fail to open and the installer ends,

returning to the console without an error message. The ant.install.log file contains this
error:

Fatal exception: Width (0) and height (0) cannot be <= 0
java.lang.IllegalArgumentException: Width (0) and height (0) cannot be <= 0

Solution

This error is encountered when Antinstaller is used in GUI mode with certain X Servers.
To work around this issue, copy ant.install.properties.sample to ant.install.properties and
rerun the installer.
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Appendix: Setting Up Password Stores with
wallets/credential stores

As part of an application installation, administrators must set up password stores for
user accounts using wallets/credential stores. Some password stores must be installed on
the application database side. While the installer handles much of this process, the
administrators must perform some additional steps.

Password stores for the application and application server user accounts must also be
installed; however, the installer takes care of this entire process.

ORACLE Retail Merchandising applications now have 3 different types of password
stores. They are database wallets, java wallets, and database credential stores.
Background and how to administer them below are explained in this appendix

About Database Password Stores and Oracle Wallet

Oracle databases have allowed other users on the server to see passwords in case
database connect strings (username/ password@db) were passed to programs. In the
past, users could navigate to ps —ef|grep <username> to see the password if the password
was supplied in the command line when calling a program.

To make passwords more secure, Oracle Retail has implemented the Oracle Software
Security Assurance (OSSA) program. Sensitive information such as user credentials now
must be encrypted and stored in a secure location. This location is called password stores
or wallets. These password stores are secure software containers that store the encrypted
user credentials.

Users can retrieve the credentials using aliases that were set up when encrypting and
storing the user credentials in the password store. For example, if username/password@db
is entered in the command line argument and the alias is called db_username, the
argument to a program is as follows:

sqlplus /@db username

This would connect to the database as it did previously, but it would hide the password
from any system user.

After this is configured, as in the example above, the application installation and the
other relevant scripts are no longer needed to use embedded usernames and passwords.
This reduces any security risks that may exist because usernames and passwords are no
longer exposed.

When the installation starts, all the necessary user credentials are retrieved from the
Oracle Wallet based on the alias name associated with the user credentials.

There are three different types of password stores. One type explain in the next section is
for database connect strings used in program arguments (such as sqlplus
/@db_username). The others are for Java application installation and application use.

Installation Guide 141



Setting Up Password Stores for Database User Accounts

Setting Up Password Stores for Database User Accounts

After the database is installed and the default database user accounts are set up,
administrators must set up a password store using the Oracle wallet. This involves
assigning an alias for the username and associated password for each database user
account. The alias is used later during the application installation. This password store
must be created on the system where the application server and database client are
installed.

This section describes the steps you must take to set up a wallet and the aliases for the
database user accounts. For more information on configuring authentication and
password stores, see the Oracle Database Security Guide.

Note: In this section, <wallet location>is a placeholder text
for illustration purposes. Before running the command,
ensure that you specify the path to the location where you
want to create and store the wallet.

To set up a password store for the database user accounts, perform the following steps:
1. Create a wallet using the following command:
mkstore -wrl <wallet location> -create

After you run the command, a prompt appears. Enter a password for the Oracle
Wallet in the prompt.

Note: The mkstore utility is included in the Oracle Database
Client installation.

The wallet is created with the auto-login feature enabled. This feature enables the
database client to access the wallet contents without using the password. For more
information, refer to the Oracle Database Advanced Security Administrator's Guide.

2. Create the database connection credentials in the wallet using the following
command:
mkstore -wrl <wallet location> -createCredential <alias-name> <database-user-—
name>
After you run the command, a prompt appears. Enter the password associated with
the database user account in the prompt.

Repeat Step 2 for all the database user accounts.

Update the sqlnet.ora file to include the following statements:

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD_DATA = (DIRECTORY =
<wallet location>)))

SQLNET.WALLET_OVERRIDE = TRUE

SSL CLIENT AUTHENTICATION = FALSE

5. Update the tnsnames.ora file to include the following entry for each alias name to be
set up.

<alias—name> =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <host>) (PORT = <port>))
)
(CONNECT DATA =
(SERVICE NAME = <service>)
)
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In the previous example, <alias-name>, <host>, <port>, and <service> are
placeholder text for illustration purposes. Ensure that you replace these with the
relevant values.

Setting up Wallets for Database User Accounts

The following examples show how to set up wallets for database user accounts for the
following applications:

*  For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

For RMS, RWMS, RPM Batch using sqlplus or sqlldr, RETL, RMS, RWMS, and ARI

To set up wallets for database user accounts, do the following.

1. Create a new directory called wallet under your folder structure.

cd /projects/rmsl4d/dev/
mkdir .wallet

Note: The default permissions of the wallet allow only the
owner to use it, ensuring the connection information is
protected. If you want other users to be able to use the
connection, you must adjust permissions appropriately to
ensure only authorized users have access to the wallet.

2. Create a sqlnet.ora in the wallet directory with the following content.

WALLET_LOCATION = (SOURCE = (METHOD = FILE) (METHOD_DATA =
(DIRECTORY = /projects/rmsld/dev/.wallet)) )
SQLNET.WALLET70VERRIDE=TRUE

SSL CLIENT AUTHENTICATION=FALSE

Note: WALLET_LOCATION must be on line 1 in the file.

3. Setup a tnsnames.ora in the wallet directory. This tnsnames.ora includes the
standard tnsnames.ora file. Then, add two custom tns_alias entries that are only for
use with the wallet. For example, sqlplus /@dvols29 rmsOluser.
ifile = /u00/oracle/product/11.2.0.1/network/admin/tnsnames.ora

Examples for a NON pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <sid name> (GLOBAL NAME = <sid name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SID = <sid_name>) (GLOBAL NAME = <sid_name>)))

Examples for a pluggable db:
dvols29 rmsOluser =
(DESCRIPTION = (ADDRESS LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))

dvols29 rmsOluser.world =
(DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL = tcp)
(host = xxxxxx.us.oracle.com) (Port = 1521)))
(CONNECT DATA = (SERVICE NAME = <pluggable db name>)))
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Note: It is important to not just copy the tnsnames.ora file
because it can quickly become out of date. The ifile clause
(shown above) is key.

4. Create the wallet files. These are empty initially.
a. Ensure you are in the intended location.
$ pwd
/projects/rmsl4d/dev/.wallet
b. Create the wallet files.
$ mkstore -wrl . —create
c. Enter the wallet password you want to use. It is recommended that you use the
same password as the UNIX user you are creating the wallet on.
d. Enter the password again.
Two wallet files are created from the above command:
— ewallet.pl2
— cwallet.sso
5. Create the wallet entry that associates the user name and password to the custom tns
alias that was setup in the wallet’s tnsnames.ora file.
mkstore —wrl . —createCredential <tns alias> <username> <password>
Example: mkstore -wrl . -createCredential dvols29 rmsOluser

rmsOluser passwd

6.

Test the connectivity. The ORACLE_HOME used with the wallet must be the same
version or higher than what the wallet was created with.

$ export TNS ADMIN=/projects/rmsl4/dev/.wallet /* This is very import to use
wallet to point at the alternate tnsnames.ora created in this example */

$ sglplus /@dvols29 rmsOluser
SQL*Plus: Release 12

Connected to:
Oracle Database 12g

SQL> show user
USER is “rmsOluser”

Running batch programs or shell scripts would be similar:

Ex: dtesys /@dvols29 rmsOluser
script.sh /@dvols29 rmsOluser

Set the UP unix variable to help with some compiles :

export UP=/@dvols29 rmsOluser
for use in RMS batch compiles, and RMS, RWMS, and ARI forms compiles.

As shown in the example above, users can ensure that passwords remain invisible.

Additional Database Wallet Commands
The following is a list of additional database wallet commands.

Delete a credential on wallet
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mkstore —wrl . —deleteCredential dvols29 rmsOluser
Change the password for a credential on wallet

mkstore —wrl . —modifyCredential dvols29 rmsOluser rmsOluser passwd

List the wallet credential entries
mkstore -wrl . —list
This command returns values such as the following.

oracle.security.client.connect stringl
oracle.security.client.userl
oracle.security.client.passwordl

View the details of a wallet entry
mkstore —wrl . —viewEntry oracle.security.client.connect stringl
Returns the value of the entry:

dvols29 rmsOluser
mkstore -wrl . -viewEntry oracle.security.client.userl

Returns the value of the entry:

rmsOluser

mkstore -wrl . —viewEntry oracle.security.client.passwordl

Returns the value of the entry:

Passwd

Setting up RETL Wallets

RETL creates a wallet under $SREX_HOME/ etc/security, with the following files:

cwallet.sso
jazn-data.xml
jps-config.xml
README.txt

To set up RETL wallets, perform the following steps:

1.

Set the following environment variables:

" ORACLE SID=<retaildb>

®= RFX HOME=/u00/rfx/rfx-13

* RFX TMP=/u00/rfx/rfx-13/tmp

* JAVA HOME=/usr/jdkl.6.0 12.64bit

* 1D LIBRARY PATH=SORACLE HOME

*  PATH=$RFX HOME/bin:$JAVA HOME/bin:$PATH

Change directory to $SREX_HOME/ bin.

Run setup-security-credential.sh.

* Enter 1 to add a new database credential.

= Enter the dbuseralias. For example, retl java rmsOluser.
* Enter the database user name. For example, rms0Oluser.
* Enter the database password.

* Re-enter the database password.

= Enter D to exit the setup script.
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Update your RETL environment variable script to reflect the names of both the
Oracle Networking wallet and the Java wallet.

For example, to configure RETLforRPAS, modify the following entries in
SRETAIL HOME/RETLforRPAS/rfx/etc/rmse rpas config.env.

* The RETL_WALLET_ALIAS should point to the Java wallet entry:
— export RETL WALLET ALIAS="retl java rmsOluser"

* The ORACLE_WALLET_ALIAS should point to the Oracle network wallet entry:
— export ORACLE WALLET ALIAS="dvols29 rmsOluser"

* The SQLPLUS_LOGON should use the ORACLE_WALLET_ALIAS:
— export SQLPLUS LOGON="/@${ORACLE WALLET ALIAS}"

To change a password later, run setup-security-credential.sh.

* Enter 2 to update a database credential.

= Select the credential to update.

=  Enter the database user to update or change.

=  Enter the password of the database user.

* Re-enter the password.

For Java Applications (SIM, RelM, RPM, RIB, AIP, Alloc, ReSA, RETL)

For Java applications, consider the following;:

For database user accounts, ensure that you set up the same alias names between the
password stores (database wallet and Java wallet). You can provide the alias name
during the installer process.

Document all aliases that you have set up. During the application installation, you
must enter the alias names for the application installer to connect to the database and
application server.

Passwords are not used to update entries in Java wallets. Entries in Java wallets are
stored in partitions, or application-level keys. In each retail application that has been
installed, the wallet is located in

<WEBLOGIC_DOMAIN_HOME>/retail/ <appname>/config Example:
/u00/webadmin/product/ WLS/user_projects/domains/14_mck_soa_domain/retai
1/reim14/ config

Application installers should create the Java wallets for you, but it is good to know
how this works for future use and understanding.

Scripts are located in <WEBLOGIC_DOMAIN_HOME> /retail / <appname> /retail-
public-security-api/bin for administering wallet entries.

Example:

/u00/webadmin/product/ WLS/ user_projects/domains/ REIMDomain/retail / reim
14/ retail-public-security-api/bin

In this directory is a script to help you update each alias entry without having to

remember the wallet details. For example, if you set the RPM database alias to
rms0luser, you will find a script called update-RMS01USER:.sh.

Note: These scripts are available only with applications
installed by way of an installer.

Two main scripts are related to this script in the folder for more generic wallet
operations: dump_credentials.sh and save_credential.sh.
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= If you have not installed the application yet, you can unzip the application zip file
and view these scripts in <app>/application/retail-public-security-api/bin.

=  Example:
*= /u00/webadmin/reim14/application/retail-public-security-api/bin

update-<ALIAS>.sh

update-<ALIAS>.sh updates the wallet entry for this alias. You can use this script to
change the user name and password for this alias. Because the application refers only to
the alias, no changes are needed in application properties files.

Usage:
update-<username>.sh <myuser>
Example:

/u00/webadmin/product/WLS/user projects/domains/RPMDomain/retail/rpml4/retail-
public-security-api/bin> ./update-RMSO1USER.sh

usage: update-RMSO1USER.sh <username>

<username>: the username to update into this alias.

Example: update-RMSO01USER.sh myuser

Note: this script will ask you for the password for the username that you pass in.
/u00/webadmin/product/WLS/user projects/domains/RPMDomain/retail/rpml4/retail-
public-security-api/bin>

dump_credentials.sh

dump_credentials.sh is used to retrieve information from wallet. For each entry
found in the wallet, the wallet partition, the alias, and the user name are displayed.
Note that the password is not displayed. If the value of an entry is uncertain, run
save_credential.sh to resave the entry with a known password.

dump credentials.sh <wallet location>
Example:

dump credentials.sh
location:/u00/webadmin/product/WLS/user projects/domains/REIMDomain/retail/reiml4/
config

Retail Public Security API Utility

Below are the credentials found in the wallet at the
location:/u00/webadmin/product/ WLS/ user_projects/ domains/REIMDomain/ ret
ail/reim14/ config

Application level key partition name:reiml4

User Name Alias:WLS-ALIAS User Name:weblogic

User Name Alias:RETAIL-ALIAS User Name:retail.user
User Name Alias:LDAP-ALIAS User Name:RETAIL.USER
User Name Alias:RMS-ALIAS User Name:rmsl4mock
User Name Alias:REIMBAT-ALIAS User Name:reimbat
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save_credential.sh

save_credential.sh is used to update the information in wallet. If you are unsure
about the information that is currently in the wallet, use dump_credentials.sh as
indicated above.
save credential.sh -a <alias> -u <user> -p <partition name> -1 <path of the
wallet file location where credentials are stored>
Example:

/u00/webadmin/mockl4 testing/rtil/rtil/application/retail-public-security-api/bin>
save credential.sh -1 wallet test -a myalias -p mypartition -u myuser

Retail Public Security API Utility

Enter password:
Verify password:

Note: -pin the above command is for partition name. You
must specify the proper partition name used in application
code for each Java application.

save_credential.sh and dump_credentials.sh scripts are the
same for all applications. If using save_credential.sh to add a
wallet entry or to update a wallet entry, bounce the
application/managed server so that your changes are visible
to the application. Also, save a backup copy of your
cwallet.sso file in a location outside of the deployment path,
because redeployment or reinstallation of the application
will wipe the wallet entries you made after installation of the
application. To restore your wallet entries after a
redeployment/reinstallation, copy the backed up cwallet.sso
file over the cwallet.sso file. Then bounce the
application/managed server.

Usage

Retail Public Security API Utility

usage: save credential.sh -au[plh]
E.g. save credential.sh -a rms-alias -u rms user -p rib-rms -1 ./

-a,--userNameAlias <arg> alias for which the credentials
needs to be stored

-h,--help usage information

-1,--locationofWalletDir <arg> location where the wallet file is

created.If not specified, it creates the wallet under secure-credential-wallet
directory which is already present under the retail-public-security-api/

directory.
-p, ——applevelKeyPartitionName <arg> application level key partition name
-u, ——userName <arg> username to be stored in secure

credential wallet for specified alias*
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How does the Wallet Relate to the Application?

The ORACLE Retail Java applications have the wallet alias information you create in an
<app-name>.properties file. Below is the reim.properties file. Note the database
information and the user are presented as well. The property called
datasource.credential.alias=RMS-ALIAS uses the ORACLE wallet with the argument of
RMS-ALIAS at the csm.wallet.path and csm.wallet.partition.name = reim14 to retrieve
the password for application use.

Reim.properties code sample:

datasource.url=jdbc:oracle:thin:@xxxxxxx.us.oracle.com:1521:pkols07
datasource. schema.owner=rmsl4mock
datasource.credential.alias=RMS-ALIAS

#

# ossa related Configuration

#

# These settings are for ossa configuration to store credentials.
#

csm.wallet.path=/u00/webadmin/product/WLS/user projects/domains/REIMDomain/retail/
reiml4/config
csm.wallet.partition.name=reiml4

How does the Wallet Relate to Java Batch Program use?

Some of the ORACLE Retail Java batch applications have an alias to use when running
Java batch programs. For example, alias REIMBAT-ALIAS maps through the wallet to
dbuser RMS01APP, already on the database. To run a ReIM batch program the format
would be: reimbatchpgmname REIMBAT-ALIAS <other arguments as needed by the
program in question>

Database Credential Store Administration

The following section describes a domain level database credential store. This is used in
RPM login processing, SIM login processing, RWMS login processing, RESA login
processing and Allocation login processing and policy information for application
permission. Setting up the database credential store is addressed in the RPM, SIM,
RESA, RWMS, and Alloc 14.1 install guides.

The following sections show an example of how to administer the password stores thru
ORACLE Enterprise Manger Fusion Middleware Control, a later section will show how
to do this thru WLST scripts.
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1. The first step is to use your link to Oracle Enterprise Manager Fusion Middleware
Control for the domain in question. Locate your domain on the left side of the screen
and do a right mouse click on the domain and select Security > Credentials
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2. Click on Credentials and you will get a screen similar to the following. The following
screen is expanded to make it make more sense. From here you can administer

credentials.
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The Create Map add above is to create a new map with keys under it. A map would
usually be an application such as rpm14. The keys will usually represent alias to various
users (database user, WebLogic user, LDAP user, etc). The application installer should
add the maps so you should not often have to add a map.

Creation of the main keys for an application will also be built by the application installer.
You will not be adding keys often as the installer puts the keys out and the keys talk to
the application. You may be using EDIT on a key to see what user the key/alias points to
and possibly change/reset its password. To edit a key/alias, highlight the key/alias in
question and push the edit icon nearer the top of the page. You will then get a screen as
follows:
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The screen above shows the map (rpm14) that came from the application installer, the
key (DB-ALIAS) that came from the application installer (some of the keys/alias are
selected by the person who did the application install, some are hard coded by the
application installer in question), the type (in this case password), and the user name and
password. This is where you would check to see that the user name is correct and reset
the password if needed. REMEMBER, a change to an item like a database password
WILL make you come into this and also change the password. Otherwise your
application will NOT work correctly.
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Managing Credentials with WSLT/OPSS Scripts

This procedure is optional as you can administer the credential store through the Oracle
enterprise manager associated with the domain of your application install for RPM, SIM,
RESA, or Allocation.

An Oracle Platform Security Scripts (OPSS) script is a WLST script, in the context of the
Oracle WebLogic Server. An online script is a script that requires a connection to a
running server. Unless otherwise stated, scripts listed in this section are online scripts
and operate on a database credential store. There are a few scripts that are offline, that is,
they do not require a server to be running to operate.

Read-only scripts can be performed only by users in the following WebLogic groups:
Monitor, Operator, Configurator, or Admin. Read-write scripts can be performed only by
users in the following WebLogic groups: Admin or Configurator. All WLST scripts are
available out-of-the-box with the installation of the Oracle WebLogic Server.

WLST scripts can be run in interactive mode or in script mode. In interactive mode, you
enter the script at a command-line prompt and view the response immediately after. In
script mode, you write scripts in a text file (with a py file name extension) and run it
without requiring input, much like the directives in a shell script.

For platform-specific requirements to run an OPSS script, see
http:/ /docs.oracle.com/cd/E21764_01/core.1111/e10043 / managepols.htm#CIHIBBDJ

The weakness with the WLST/OPSS scripts is that you have to already know your map
name and key name. In many cases, you do not know or remember that. The database
credential store way through enterprise manager is a better way to find your map and
key names easily when you do not already know them. A way in a command line mode
to find the map name and alias is to run orapki. An example of orapki is as follows:

/u00/webadmin/product/wls_apps/oracle_common/bin> ./orapki wallet display -
wallet

/u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/fmw
config

(where the path above is the domain location of the wallet)
Output of orapki is below. This shows map name of rpm14 and each alias in the wallet:
Oracle PKI Tool : Version 11.1.1.9.0

Requested Certificates:

User Certificates:

Oracle Secret Store entries:
rpm14@#3#@DB-ALIAS
rpm14@#3#@QLDAP-ALIAS
rpm14@#3#@RETAIL.USER
rpm14@#3#Quser.signature.salt
rpm14@#3#Quser.signature.secretkey
rpm14@#3#@WEBLOGIC-ALIAS
rpm14@#3#@WLS-ALIAS

Trusted Certificates:

Subject: OU=Class 1 Public Primary Certification Authority,O=VeriSign\, Inc.,C=US
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listCred

OPSS provides the following scripts on all supported platforms to administer credentials
(all scripts are online, unless otherwise stated. You need the map name and the key name
to run the scripts below

»  listCred

* updateCred

* createCred

* deleteCred

* modifyBootStrapCredential
* addBootStrapCredential

The script 1istCred returns the list of attribute values of a credential in the credential
store with given map name and key name. This script lists the data encapsulated in
credentials of type password only.

Script Mode Syntax

listCred.py -map mapName -key keyName

Interactive Mode Syntax

listCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:
* map specifies a map name (folder).

* key specifies a key name.

Examples of Use:

The following invocation returns all the information (such as user name, password, and
description) in the credential with map name myMap and key name myKey:
listCred.py -map myMap -key myKey

The following example shows how to run this command and similar credential
commands with WLST:

/u00/webadmin/product/wls apps/oracle common/common/bin>
sh wlst.sh

Initializing WebLogic Scripting Tool (WLST)...

Welcome to WebLogic Server Administration Scripting Shell

wls:/offline> connect ('weblogic', 'passwordl23', 'xxxxxx.us.oracle.com:17001")
Connecting to t3://xxxxxx.us.oracle.com:17001 with userid weblogic ...
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'APPDomain’' .

wls:/APPDomain/serverConfig> listCred (map="rpml4", key="DB-ALIAS")
Already in Domain Runtime Tree

[Name : rmsOlapp, Description : null, expiry Date : null]

PASSWORD:retail

*The above means for map rpml4 in APPDomain, alias DB-ALIAS points to database
user rmsOlapp with a password of retail
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updateCred

createCred

deleteCred

The script updateCred modifies the type, user name, and password of a credential in
the credential store with given map name and key name. This script updates the data
encapsulated in credentials of type password only. Only the interactive mode is
supported.

Interactive Mode Syntax

updateCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

* map specifies a map name (folder) in the credential store.
* key specifies a key name.

* user specifies the credential user name.

* password specifies the credential password.

* desc specifies a string describing the credential.
Example of Use:

The following invocation updates the user name, password, and description of the
password credential with map name myMap and key name myKey:

updateCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

The script createCred creates a credential in the credential store with a given map
name, key name, user name and password. This script can create a credential of type
password only. Only the interactive mode is supported.

Interactive Mode Syntax

createCred (map="mapName", key="keyName", user="userName", password="passW",
[desc="description"])

The meanings of the arguments (optional arguments are enclosed by square brackets) are
as follows:

* map specifies the map name (folder) of the credential.
* key specifies the key name of the credential.

* user specifies the credential user name.

* password specifies the credential password.

* desc specifies a string describing the credential.
Example of Use:

The following invocation creates a password credential with the specified data:

createCred (map="myMap", key="myKey", user="myUsr", password="myPassw")

The script deleteCred removes a credential with given map name and key name from
the credential store.

Script Mode Syntax

deleteCred.py —-map mapName -key keyName
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Interactive Mode Syntax

deleteCred (map="mapName", key="keyName")

The meanings of the arguments (all required) are as follows:

* map specifies a map name (folder).

* key specifies a key name.

Example of Use:

The following invocation removes the credential with map name myMap and key name
myKey:

deleteCred.py —-map myMap —key myKey

modifyBootStrapCredential

The offline script modifyBootStrapCredential modifies the bootstrap credentials
configured in the default jps context, and it is typically used in the following scenario:
suppose that the policy and credential stores are LDAP-based, and the credentials to
access the LDAP store (stored in the LDAP server) are changed. Then this script can be
used to seed those changes into the bootstrap credential store.

This script is available in interactive mode only.

Interactive Mode Syntax

modifyBootStrapCredential (jpsConfigFile="pathName", username="usrName",
password="usrPass")

The meanings of the arguments (all required) are as follows:

* jpsConfigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/ config/
fmwconfig. Example location of the bootstrap wallet is
/1u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/
fmwconfig/bootstrap

* username specifies the distinguished name of the user in the LDAP store.
* password specifies the password of the user.
Example of Use:

Suppose that in the LDAP store, the password of the user with distinguished name
cn=orcladmin has been changed to welcomel, and that the configuration file jps-
config.xml is located in the current directory.Then the following invocation changes
the password in the bootstrap credential store to welcomel:
modifyBootStrapCredential (jpsConfigFile="'./jps-config.xml"',
username='cn=orcladmin', password='welcomel')

Any output regarding the audit service can be disregarded.
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addBootStrapCredential

The offline script addBootStrapCredential adds a password credential with given
map, key, user name, and user password to the bootstrap credentials configured in the
default jps context of a jps configuration file.

Classloaders contain a hierarchy with parent classloaders and child classloaders. The
relationship between parent and child classloaders is analogous to the object relationship
of super classes and subclasses. The bootstrap classloader is the root of the Java
classloader hierarchy. The Java virtual machine (JVM) creates the bootstrap classloader,
which loads the Java development kit (JDK) internal classes and java. * packages
included in the JVM. (For example, the bootstrap classloader loads
java.lang.String.)

This script is available in interactive mode only.

Interactive Mode Syntax

addBootStrapCredential (jpsConfigFile="pathName", map="mapName", key="keyName",
username="usrName", password="usrPass")

The meanings of the arguments (all required) are as follows:

* jpsConfigFile specifies the location of the file jps-config.xml relative to the
location where the script is run. Example location:
/u00/webadmin/product/wls_apps/user_projects/domains/ APPDomain/config/
fmweconfig

* map specifies the map of the credential to add.

* key specifies the key of the credential to add.

* username specifies the name of the user in the credential to add.

* password specifies the password of the user in the credential to add.
Example of Use:

The following invocation adds a credential to the bootstrap credential store:

addBootStrapCredential (jpsConfigFile="'./Jjps-config.xml', map='myMapName',
key="myKeyName', username='myUser', password ='myPass’)
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name |Use Create by Alias Notes
type partition Example
RMS batch DB <RMS batch install dir n/a <Database | <rms Compile, [ Installer n/a Alias hard-coded by
(RETAIL_HOME)>/ .wallet SID>_<Data [schema execution installer
base schema | owner>
owner>
RMS forms DB <forms install n/a <Database <rms Compile | Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema installer
base schema | owner>
owner>
ARI forms DB <forms install n/a <Db_Ari01> | <ari schema | Compile [Manual ari-alias
dir>/base/.wallet owner>
RMWS forms | PB <forms install n/a <Database | <rwms Compile [ Installer n/a Alias hard-coded by
dir>/base/.wallet SID>_<Data | schema forms, installer
base schema | owner> execute
owner> batch
RPM batch DB <RPM batch install n/a <rms <rms Execute Manual rms-alias RPM plsql and sqlldr
plsql and dir>/.wallet schema schema batch batches
sqlldr owner owner>
alias>
RWMS auto- |JAVA <forms install
login dir>/base/ javawallet
<RWMS <RWMS <RWMS RWMS Installer rwmsl4inst
Installation | database schema forms app
name> user alias> | owner> to avoid
dblogin
screen
<RWMS BI_ALIAS <BI RWMS Installer n/a Alias hard-coded by
Installation Publisher forms app installer
name> administrat | to connect
ive user> to BI
Publisher
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
AIP app JAVA [ <weblogic domain Each alias must be
home>/retail/ <deployed unique
aip app
name>/config
aipl4 <AIP <AIP Appuse |Installer aip-
weblogic weblogic weblogic-
user alias> [ user name> alias
aipl4 <AIP <AIP Appuse |Installer aipOluser-
database database alias
schema user |schema
alias> user name>
aipl4 <rib-aip <rib-aip Appuse |Installer rib-aip-
weblogic weblogic weblogic-
user alias> [ user name> alias
RPM app DB Map=rpml14 |Many for ;webl>ogic deme}in
credenti or what you |app use ome ./ con 1g/ mwc
al store called the onﬁg/ jps-config.xml
app at install has info on the
time. credential store. This
directory also has the
domain cwallet.sso
file.
RPM app JAVA <weblogic domain Each alias must be
home>/retail/ <deployed unique
rpm app
name>/config
rpml14 <rpm <rpm Appuse |Installer rpm-
weblogic weblogic weblogic-
user alias> | user name> alias
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
rpml4 <rpm batch | <rpm batch | App, Installer RETAIL.US
user name> | user name> | batch use ER
is the alias.
Yes, here
alias name =
user name
JAVA [ <retail_home>/orpatch/co Each alias must be
nfig/javaapp_rpm unique
retail_install | <rpm <rpm Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> user name>
retail_install | <rms shema | <rms App, Installer rmsOluser-
er user alias> | shema user | batch use alias
name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=rpm.ad | LDAP Installer LDAP_ALI
er ALIAS> min,cn=Use | user use AS
rs,dc=us,dc
=oracle,dc=
com
RelM app JAVA [ <weblogic domain Each alias must be
home>/retail / <deployed unique
reim app
name>/config
<installed <reim <reim Appuse |Installer weblogic-
app name, weblogic weblogic alias
ex: reim14> | user alias> user name>
<installed <rms shema | <rms App, Installer rmsQ0luser-
app name, user alias> | shema user | batch use alias
ex: reim14> name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <reim <reim Appuse |Installer reimwebser
app name, webservice | webservice vice-alias
ex: reim14> | validation validation
user alias> user name>
<installed <reim batch | <reim batch | App, Installer reimbat-
app name, user alias> | user name> | batch use alias
ex: reim14>
<installed <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
app name, ALIAS> DMIN,cn= [ user use AS
ex: reim14> Users,dc=u
s,dc=oracle,
dc=com
JAVA | <retail_home>/orpatch/co Each alias must be
nfig/javaapp_reim unique
retail_install | <reim <reim Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms shema | <rms App, Installer rmsQ0luser-
er user alias> | shema user | batch use alias
name>
retail_install | <reim <reim Appuse |Installer reimwebser
er webservice | webservice vice-alias
validation validation
user alias> | user name>
retail_install | <reim batch | <reim batch | App, Installer reimbat-
er user alias> | user name> | batch use alias
retail_install | <LDAP- cn=REIM.A | LDAP Installer LDAP_ALI
er ALIAS> DMIN,cn= | user use AS
Users,dc=u
s,dc=oracle,
dc=com
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
RESA app DB Map=resal4 | Many for ;webl:gic dfc?mafin
credenti or whatyou [login and ome ./ con 18/ mwc
al store called the policies onfig/jps-config.xml
app at install has info on the
time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
RESA app JAVA | <weblogic domain Each alias must be
home>/retail / <deployed unique
resa app
name>/config
<installed <resa <resa Appuse |Installer wlsalias
app name> | weblogic weblogic
user alias> | user name>
<installed <resa <rmsdb Appuse |Installer Resadb-alias
app name> |schemadb [shema user
user alias> | name>
<installed <resa <rmsdb Appuse |Installer resa-alias
app name> | schema user |shema user
alias> name>>
JAVA | <retail _home>/orpatch/co Each alias must be

nfig/javaapp_resa

unique
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home>/retail / config

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
retail_install | <resa <resa Appuse |Installer wlsalias
er weblogic weblogic
user alias> [ user name>
retail_install | <resa <rmsdb Appuse |Installer Resadb-alias
er schema db | shema user
user alias> | name>
JAVA <retail Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> [ user name>
Alloc app DB Map=alloc | Many for <weblogic domain
credenti 14 or what | login and hon.1e>./ conflg/ fmwe
al store you called | policies onfig/jps-config.xml
the app at has info on the
install time credential store. This
directory also has the
domain cwallet.sso
file. The bootstrap
directory under this
directory has
bootstrap cwallet.sso
file.
Alloc app JAVA <weblogic domain Each alias must be

unique
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed <alloc <alloc Appuse |Installer weblogic-
app name> | weblogic weblogic alias
user alias> | user name>
<installed <rms <rms Appuse |Installer dsallocAlias
app name> | schema user | schema
alias> user name>
<installed <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
app name> | user alias> | ADMINIST
RATOR>
JAVA | <retail_ Each alias must be
home>/orpatch/config/ja unique
vaapp_alloc
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias
user alias> | user name>
retail_install | <rms <rms Appuse |Installer dsallocAlias
er schema user |schema
alias> user name>
retail_install | <alloc batch | <SYSTEM_ | Batch use | Installer alloc14
er user alias> [ ADMINIST
RATOR>
JAVA | <retail Each alias must be
home>/orpatch/config/ja unique
vaapp_rasrm
retail_install | <alloc <alloc Appuse |Installer weblogic-
er weblogic weblogic alias

user alias>

user name>
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Quick Guide for Retail Password Stores (db wallet, java wallet, DB credential stores)

Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
DB Map=oracle. | Aliases <weblogic domain
SIM app h > fio/f
credenti retail.sim required for ome ./ con 18/ mwc
al store SIM app use onfig/jps-config.xml
has info on the
credential store. This
directory also has the
domain cwallet.sso
file.
JAVA [ <weblogic domain oracle.retail. | <sim batch [ <sim batch | Appuse |Installer BATCH-
home>/retail/<deployed |sim user alias> | user name> ALIAS
sim app
name>/batch/resources/c
onf
JAVA | <weblogic domain oracle.retail. | <sim <sim Appuse |Installer WIRELESS-
home>/retail/<deployed |sim wireless wireless ALIAS
sim app user alias> [ user name>
name>/wireless/resources
/conf
JAVA | <RETL n/a <target <target App use | Manual User may vary
RETL 8 g pp
home>/etc/security application [ application retl_java_rm dePe,nding on RETL
user alias> | db userid> sOluser flow’s target application
RETL DB <RETL home>/.wallet n/a <target <target Appuse | Manual <db>_<user [ User may vary
application [ application > depending on RETL
user alias> db userid> flow’s target application
RIB JAVA | <RIBHOME <app> is one of aip,
DIR>/deployment- rfm, rms, rpm, sim,
home/ conf/security rwms, tafr
IMS jms<1-5> <jms user <jmsuser |[Integra- |Installer jms-alias
alias> for name> for | tion use
jms<1-5> jms<1-5>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
WebLogic rib-<app>- | <rib-app <rib-app Integra- | Installer weblogic-
app-server- | weblogic weblogic tion use alias
instance user alias> [ user name>
Admin GUI rib- <rib-app <rib-app Integra- | Installer admin-gui-
<app>#web- | admin gui admin gui | tion use alias
app-user- user alias> user name>
alias
Application rib- <app <app Integra- | Installer app-user- Valid only for aip,
<app>#user- | weblogic weblogic tion use alias rpm, sim
alias user alias> [ user name>
DB rib- <rib-app <rib-app Integra- | Installer db-user- Valid only for rfm,
<app>#app- | database database tion use alias rms, rwms, tafr
db-user-alias | schema user | schema
alias> user name>
Error rib- <rib-app <rib-app Integra- | Installer hosp-user-
Hospital <app>#hosp | error error tion use alias
-user-alias hospital hospital
database database
schema user |schema
alias> user name>
REI Java <RFI-HOME?> /retail-
financial-integration-
solution/service-based-
integration/conf/security
<installed rfiAppServe | <rfi App use |Installer rfiAppServe
app name> | rAdminServ | weblogic rAdminServ
erUserAlias | user name> erUserAlias
<installed rfiAdminUi | <ORFI Appuse |Installer rfiAdminUi
app name> | UserAlias admin UserAlias
user>
<installed rfiDataSourc | <ORFI Appuse |Installer rfiDataSourc
app name> |eUserAlias [schema eUserAlias

user name>
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Retail app Wallet | Wallet loc Wallet Alias name | User name | Use Create by Alias Notes
type partition Example
<installed ebsDataSour | <EBS Appuse |Installer ebsDataSour
app name> | ceUserAlias [schema ceUserAlias
user name>
<installed smtpMailFr | <From Appuse |Installer smtpMailFr
app name> | omAddress |email omAddress
Alias address> Alias
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Appendix: Single Sign-On for WebLogic

Single Sign-On (SSO) is a term for the ability to sign onto multiple Web applications via a
single user ID/Password. There are many implementations of SSO. Oracle provides an
implementation with Oracle Access Manager.

Most, if not all, SSO technologies use a session cookie to hold encrypted data passed to
each application. The SSO infrastructure has the responsibility to validate these cookies
and, possibly, update this information. The user is directed to log on only if the cookie is
not present or has become invalid. These session cookies are restricted to a single
browser session and are never written to a file.

Another facet of SSO is how these technologies redirect a user’s Web browser to various
servlets. The SSO implementation determines when and where these redirects occur and
what the final screen shown to the user is.

Most SSO implementations are performed in an application’s infrastructure and not in
the application logic itself. Applications that leverage infrastructure managed
authentication (such as deployment specifying Basic or Form authentication) typically
have little or no code changes when adapted to work in an SSO environment.

What Do | Need for Single Sign-On?

A Single Sign-On system involves the integration of several components, including
Oracle Identity Management and Oracle Access Management. This includes the
following components:

* An Oracle Internet Directory (OID) LDAP server, used to store user, role, security,
and other information. OID uses an Oracle database as the back-end storage of this
information.

* An Oracle Access Manager (OAM) 11g Release 2 server and administrative console
for implementing and configuring policies for single sign-on.

= A Policy Enforcement Agent such as Oracle Access Manager 11g Agent (WebGate),
used to authenticate the user and create the Single Sign-On cookies.

= Oracle Directory Services Manager (ODSM) application in OIM11g, used to
administer users and group information. This information may also be loaded or
modified via standard LDAP Data Interchange Format (LDIF) scripts.

* Additional administrative scripts for configuring the OAM system and registering
HTTP servers.

Additional WebLogic managed servers will be needed to deploy the business
applications leveraging the Single Sign-On technology.

Can Oracle Access Manager Work with Other SSO Implementations?

Yes, Oracle Access Manager has the ability to interoperate with many other SSO
implementations, but some restrictions exist.
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Oracle Single Sign-on Terms and Definitions

The following terms apply to single sign-on.

Authentication

Authentication is the process of establishing a user’s identity. There are many types of
authentication. The most common authentication process involves a user ID and
password.

Dynamically Protected URLs

A Dynamically Protected URL is a URL whose implementing application is aware of the
Oracle Access Manager environment. The application may allow a user limited access
when the user has not been authenticated. Applications that implement dynamic
protection typically display a Login link to provide user authentication and gain greater
access to the application’s resources.

Oracle Identity Management (OIM) and Oracle Access Manager (OAM) for 11g

Oracle Identity Management (OIM) 11g includes Oracle Internet Directory and ODSM.
Oracle Access Manager (OAM) 11g R2 should be used for SSO using WebGate. Oracle
Forms 11g contains Oracle HTTP server and other Retail Applications will use Oracle
WebTierl1g for HTTP Server.

MOD_WEBLOGIC

mod_WebLogic operates as a module within the HTTP server that allows requests to be
proxied from the OracleHTTP server to the Oracle WebLogic server.

Oracle Access Manager 11g Agent (WebGate)

Oracle WebGates are policy enforcement agents which reside with relying parties and
delegate authentication and authorization tasks to OAM servers.

Oracle Internet Directory

Oracle Internet Directory (OID) is an LDAP-compliant directory service. It contains user
ids, passwords, group membership, privileges, and other attributes for users who are
authenticated using Oracle Access Manager.

Partner Application

A partner application is an application that delegates authentication to the Oracle
Identity Management Infrastructure. One such partner application is the Oracle HTTP
Server (OHS) supplied with Oracle Forms Server or WebTierl1lg Server if using other
Retail Applications other than Oracle Forms Applications.

All partner applications must be registered with Oracle Access Manager (OAM) 11g. An
output product of this registration is a configuration file the partner application uses to
verify a user has been previously authenticated.

Statically Protected URLs

A URL is considered to be Statically Protected when an Oracle HTTP server is configured
to limit access to this URL to only SSO authenticated users. Any unauthenticated attempt
to access a Statically Protected URL results in the display of a login page or an error page
to the user.

Servlets, static HTML pages, and JSP pages may be statically protected.
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What Single Sign-On is not

Single Sign-On is NOT a user ID/password mapping technology.

However, some applications can store and retrieve user IDs and passwords for non-SSO
applications within an OID LDAP server. An example of this is the Oracle Forms Web
Application framework, which maps Single Sign-On user IDs to a database logins on a
per-application basis.

How Oracle Single Sign-On Works

Oracle Access Manager involves several different components. These are:

The Oracle Access Manager (OAM) server, which is responsible for the back-end
authentication of the user.

The Oracle Internet Directory LDAP server, which stores user IDs, passwords, and
group (role) membership.

The Oracle Access Manager Agent associated with the Web application, which
verifies and controls browser redirection to the Oracle Access Manager server.

If the Web application implements dynamic protection, then the Web application
itself is involved with the OAM system.

About SSO Login Processing with OAM Agents

1
2.
3.

10.
11.

12.
13.
14.

The user requests a resource.

Webgate forwards the request to OAM for policy evaluation

OAM:

a. Checks for the existence of an SSO cookie.

b. Checks policies to determine if the resource is protected and if so, how?
OAM Server logs and returns the decision

Webgate responds as follows:

= Unprotected Resource: Resource is served to the user

* Protected Resource:
Resource is redirected to the credential collector.
The login form is served based on the authentication policy.
Authentication processing begins

User sends credentials
OAM verifies credentials
OAM starts the session and creates the following host-based cookies:

*  One per partner: OAMAuthnCookie set by 11g WebGates using authentication
token received from the OAM Server after successful authentication.
Note: A valid cookie is required for a session.

*  One for OAM Server: OAM_ID
OAM logs Success of Failure.
Credential collector redirects to WebGate and authorization processing begins.

WebGate prompts OAM to look up policies, compare them to the user's identity, and
determine the user's level of authorization.

OAM logs policy decision and checks the session cookie.
OAM Server evaluates authorization policies and cache the result.
OAM Server logs and returns decisions
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How Oracle Single Sign-On Works

15. WebGate responds as follows:

= If the authorization policy allows access, the desired content or applications are
served to the user.

= If the authorization policy denies access, the user is redirected to another URL
determined by the administrator.

SSO0 Login Processing with OAM Agents

1) Check Authentication Policy

Web Server
with WebGate S%/r\vhg,

User requests Check if resource

“  _ Result
-—@ :

pe - i Ao
% < {5 «—{4;
ser
! Unauthenticated | o Feturn content Log and return )
: if resource Web Gate policy decision
‘ not protected ;

Else 2 Redirect to Credential Collector
B | Return Login Form

OAM '
Server '
User credentials Crsomntely st Verify !
= credentials » U
& > ' ser
) . ~7———+— Identity
{0 {9—= 8 g Store
Redirect to 3 T T i
Logand return  Create Session OAM_ID
Success/Failure and Cookies — OAMAuthnCookie

------------------------------------------------------------------------------ ObSSoCookie (10g WebGate)

: Web Server :
; with WebGate oM. :
: Redirected Check if user E
; User ﬁequests is authorized _ Check i
{0 /; ) /;—@ Session ;
; « @ l «—{14 - —(3 Evaluate Policies !
Ggg}emicated Return content if b :° and Spodd ' &nd Crche flomt. |
user is authorized  Web Gate pg"c‘;' ::tzeaciglon o
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Installation Overview

Installation Overview

Installing an Oracle Retail supported Single Sign-On installation using OAM11g requires
installation of the following;:

1. Oracle Internet Directory (OID) LDAP server and the Oracle Directory Services
Manager. They are typically installed using the Installer of Oracle Identity
Management . The ODSM application can be used for user and realm management
within OID.

Oracle Access Manager 11gR2 has to be installed and configured.

Additional midtier instances (such as Oracle Forms 11gr2) for Oracle Retail
applications based on Oracle Forms technologies (such as RMS). These instances
must be registered with the OAM installed in step 2.

4. Additional application servers to deploy other Oracle Retail applications and
performing application specific initialization and deployment activities must be
registered with OAM installed in step 2.

Infrastructure Installation and Configuration

The Infrastructure installation for Oracle Access Manager (OAM) is dependent on the
environment and requirements for its use. Deploying Oracle Access Manager (OAM) to
be used in a test environment does not have the same availability requirements as for a
production environment. Similarly, the Oracle Internet Directory (OID) LDAP server can
be deployed in a variety of different configurations. See the Oracle Identity Management
Installation Guidellg.

OID User Data

Oracle Internet Directory is an LDAP v3 compliant directory server. It provides
standards-based user definitions out of the box.

Customers with existing corporate LDAP implementations may need to synchronize user
information between their existing LDAP directory servers and OID. OID supports
standard LDIF file formats and provides a JNDI compliant set of Java classes as well.
Moreover, OID provides additional synchronization and replication facilities to integrate
with other corporate LDAP implementations.

Each user ID stored in OID has a specific record containing user specific information. For
role-based access, groups of users can be defined and managed within OID. Applications
can thus grant access based on group (role) membership saving administration time and
providing a more secure implementation.

User Management

User Management consists of displaying, creating, updating or removing user
information. There are many methods of managing an LDAP directory including LDIF
scripts or Oracle Directory Services Manager (ODSM) available for OID11g,.

ODSM

Oracle Directory Services Manager (ODSM) is a Web-based application used in OID11g
is designed for both administrators and users which enables you to configure the
structure of the directory, define objects in the directory, add and configure users,
groups, and other entries. ODSM is the interface you use to manage entries, schema,
security, adapters, extensions, and other directory features.
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User Management

LDIF Scripts

Script based user management can be used to synchronize data between multiple LDAP
servers. The standard format for these scripts is the LDAP Data Interchange Format
(LDIF). OID supports LDIF script for importing and exporting user information. LDIF
scripts may also be used for bulk user load operations.

User Data Synchronization

The user store for Oracle Access Manager resides within the Oracle Internet Directory
(OID) LDAP server. Oracle Retail applications may require additional information
attached to a user name for application-specific purposes and may be stored in an
application-specific database. Currently, there are no Oracle Retail tools for
synchronizing changes in OID stored information with application-specific user stores.
Implementers should plan appropriate time and resources for this process. Oracle Retail
strongly suggests that you configure any Oracle Retail application using an LDAP for its
user store to point to the same OID server used with Oracle Access Manager.
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Appendix: Installation Order

This section provides a guideline as to the order in which the Oracle Retail applications
should be installed. If a retailer has chosen to use some, but not all, of the applications
the order is still valid less the applications not being installed.

Note: The installation order is not meant to imply
integration between products.

Enterprise Installation Order

N o o~ owdhe

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

Oracle Retail Merchandising System (RMS), Oracle Retail Trade Management (RTM)
Oracle Retail Sales Audit (ReSA)

Oracle Retail Extract, Transform, Load (RETL)

Oracle Retail Active Retail Intelligence (ARI)

Oracle Retail Warehouse Management System (RWMS)

Oracle Retail Invoice Matching (ReIM)

Oracle Retail Price Management (RPM)

Note: During installation of RPM, you are asked for the
RIBforRPM provider URL. Because RIB is installed after
RPM, make a note of the URL you enter. To change the

RIBforRPM provider URL after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Allocation

Oracle Retail Mobile Merchandising (ORMM)
Oracle Retail Central Office (ORCO)

Oracle Retail Returns Management (ORRM)
Oracle Retail Back Office (ORBO)

Oracle Retail Store Inventory Management (SIM)

Note: During installation of SIM, you are asked for the RIB
provider URL. Because RIB is installed after SIM, make a
note of the URL you enter. To change the RIB provider URL
after you install RIB, edit the
remote_service_locator_info_ribserver.xml file.

Oracle Retail Predictive Application Server (RPAS)

Oracle Retail Demand Forecasting (RDF)

Oracle Retail Category Management (RCM)

Oracle Retail Replenishment Optimization (RO)

Oracle Retail Analytic Parameter Calculator Replenishment Optimization (APC RO)
Oracle Retail Regular Price Optimization (RPO)

Oracle Retail Merchandise Financial Planning (MFP)

Oracle Retail Size Profile Optimization (SPO)
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22.
23.
24.
25.
26.
27.
28.
20.
30.
31.

32.
33.
34.

35.

36.

Oracle Retail Assortment Planning (AP)

Oracle Retail Item Planning (IP)

Oracle Retail Item Planning Configured for COE (IP COE)
Oracle Retail Advanced Inventory Planning (AIP)

Oracle Retail Analytics

Oracle Retail Advanced Science Engine (ORASE)

Oracle Retail Integration Bus (RIB)

Oracle Retail Service Backbone (RSB)

Oracle Retail Financial Integration (ORFI)

Oracle Retail Point-of-Service (ORPOS)

= Oracle Retail Mobile Point-of-Service (ORMPOS) (requires ORPOS)
Oracle Retail Markdown Optimization (MDO)

Oracle Retail Clearance Optimization Engine (COE)

Oracle Retail Analytic Parameter Calculator for Markdown Optimization
(APC-MDO)

Oracle Retail Analytic Parameter Calculator for Regular Price Optimization
(APC-RPO)
Oracle Retail Macro Space Planning (MSP)

The Oracle Retail Enterprise suite includes Macro Space Planning. This can be
installed independently of and does not affect the installation order of the other
applications in the suite. If Macro Space Planning is installed, the installation order
for its component parts is:

*  Oracle Retail Macro Space Management (MSM)

= Oracle Retail In-Store Space Collaboration (ISSC) (requires MSM)

= Oracle Retail Mobile In-Store Space Collaboration (requires MSM and ISSC)
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