Oracle® Tuxedo
Administering an Oracle Tuxedo Application at Run Time

12c Release 2 (12.2.2)

April 2016

ORACLE



Administering an Oracle Tuxedo Application at Run Time, 12c Release 2 (12.2.2)
Copyright © 1996, 2016, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure
and are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you
may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any
part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law
for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors,
please report them to usin writing.

If thisis software or related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs
installed on the hardware, and/or documentation, delivered to U.S. Government end users are "commercial computer software”
pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use,
duplication, disclosure, modification, and adaptation of the programs, including any operating system, integrated software, any
programs installed on the hardware, and/or documentation, shall be subject to license terms and license restrictions applicable to
the programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general usein avariety of information management applications. It is not developed
or intended for use in any inherently dangerous applications, including applications that may create arisk of persona injury. If
you use this software or hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe,
backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective
owners.

This software or hardware and documentation may provide access to or information on content, products, and services from third
parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect
to third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or
damagesincurred due to your access to or use of third-party content, products, or services.



Contents

1. Starting Up and Shutting Down an Application

The Tasks Involved in Starting Up and Shutting Down an Application. .. .......... 1-1
How to Set Your EnVironment . ... ... 1-2
ONWINOOWS. . . oo e e e 1-2
ONUN X L e 1-3
How to Createthe TUXCONFIGFile . ... .o e 1-4
How to Start tlistenat All SItes. . ... ..o 1-5
tlisten Command OptionNS . . .....cvt it e 1-5
How to Manually Propagate the Application-Specific Directoriesand Files. ... ..... 1-6
How to Create aTLOG DEVICE. . . . ..o vt ettt e e 1-7
How to Boot the Application ......... ..ot e 1-8
Sequence of tmboot Tasks for a2-Machine Configuration. .................. 1-9
Sequence of tmboot Tasks for Large Applications (Over 50 Machines). . ... ... 1-10
How to Shut Down Your Application. .. .......... ... i, 1-11
Running tmshutdown. .. ... ... e 1-12
Using the IPC Tool When an Application Failsto Shut Down Properly. . ... ... 1-12

2. Monitoring Your Oracle Tuxedo Application

Waysto Monitor Your Application ........ ... 2-1
System and Application DataThat YouCanMonitor .......................... 2-4
Monitoring System Data . . .. ...t 2-4
Monitoring Dynamic and Static AdministrativeData. .. .................... 2-5

Administering an Oracle Tuxedo Application at Run Time iii



Common Startup and Shutdown Problems . ... 2-6

Common Startup Problems. . ... ... 2-7
Common Shutdown Problems. .. ... .. o 2-7
Selecting Appropriate Monitoring ToolS. . . ... .o 2-7
Using Command-line Utilitiesto Monitor Your Application .................... 2-8
Inspecting Your Configuration Usingtmadmin ........................... 2-8
Generating Reports on Serversand ServicesUsingtxrpt. . .................. 29
How atmadmin Session Works. . . ... ..o 2-11
Monitoring Your System Using tmadminCommands .. ................... 2-12
Using EventBroker to Monitor Your Application . ..., 2-12
Using Log Filesto Monitor Activity ...........c i 2-13
What Isthe Transaction Log (TLOG)? . . ..o v v e 2-14
What Isthe User Log (ULOG)?. . ... i ettt 2-14
Detecting ErrorsUSINGLOGS . . ..o v ettt 2-14
Analyzing the Transaction Log (TLOG). . ... .o oo 2-15
AnalyzingtheUser Log (ULOG) . ... oo v 2-15
Analyzing tlisten Messagesinthe ULOG. .. ......... ..., 2-16
Estimating Service Workload Using the Application ServiceLog .. ............. 2-17
Using the MIB to Monitor Your Application. ..., 2-18
Limiting Your MIB QUENES . . . ..ot 2-18
QueryingGlobal andLocal Data .. ......cooiiii i 2-18
Using tmadmcall to AccessInformation. ............ .. ... ... 2-19
Querying and Updating theMIB withud32. ........... ... .. ... ... .. 2-19
Using the Run-time and User-level Tracing Utility. . ......... ... ... . ..t 2-20
Managing ErrorsUsingthe DBBL andBBLS. . ............c it 2-21
Using ATMI to Handle System and ApplicationErrors . ...................... 2-23
Using Configurable Timeout Mechanisms. . ............................ 2-24
Configuring Redundant Serversto Handle Failures. . ..................... 2-25

Administering an Oracle Tuxedo Application at Run Time



Monitoring Multithreaded and Multicontexted Applications. . .................. 2-25
How to Retrieve Data About a Multithreaded/M ulticontexted Application Using the

3. Dynamically Modifying an Application

Dynamic ModificationMethods. .. ......... .. .. . i 31
Toolsfor Modifying Your Application .. ......... .. ... i, 32
Using tmconfig to Make Permanent Changesto Y our Configuration.............. 34
How tmeonfig WOrKS. . ... oot e e e 35
How Results of atmconfig Task AreDisplayed. .......................... 37
How to RUNtMCONTig . . ..o e e e e 39
How to Set Environment Variablesfor tmeconfig ......................... 3-10
How to Conduct atmconfig Walkthrough Session........................ 3-10
tmconfig Input Buffer Considerations. .. .............coiiiiinnaa... 313
Making Temporary Modificationsto Y our Configuration with tmconfig.......... 313
How to Add aNew Machine . ... i e 3-15
HOW to Add @ SarVer ...t e 3-18
How to Activate aNewly Configured Machine. . ............................ 3-20
HOow to Add aNew GroUp .. ..ot e e et e e et 3-23
How to Change Data-dependent Routing (DDR) for an Application. ............. 3-24
How to Change Factory-based Routing (FBR) for an Interface. . ................ 3-25
How to Change Application-wide Parameters. ... .......... .o iiiinnen... 3-27
How to Changean ApplicationPassword ............. ... .. ... ... ..., 3-29
Limitations on Dynamic Modification Usingtmconfig. ....................... 331
Tasks That Cannot Be Performed on aRunning System. .. ................. 3-32
Making Temporary Modificationsto Y our Configuration withtmadmin.......... 3-33
How to Set Environment Variablesfor tmadmin. . ........................ 3-33
How to Suspend Tuxedo ATMI Servicesor Servers. .. ..o i i, 3-34

Administering an Oracle Tuxedo Application at Run Time



How to Resume Tuxedo ATMI Servicesor Servers . ...ooovv e i iee e 3-34

How to Advertise Services Or SEIVErS . . ..ottt e 335
How to Unadvertise Services or SErVErS . . ...t 3-35
How to Change Service Parameters for Tuxedo ATMI Servers . ................ 3-35
How to Change Interface Parameters for Tuxedo CORBA Servers . ............. 3-36
How to Changethe AUTOTRAN TimeoutValue. ..................cun... 3-37
How to Suspend Tuxedo CORBA Interfaces. ..., 3-37
How to Resume Tuxedo CORBA Interfaces. . ..., 3-37

4. Managing the Network in a Distributed Application

Running a Network for a Distributed Application. . ........... ... ... ... ...... 4-1
Compressing DataOver aNetwork ... ... 4-1
How to Set the Compression Level. . ... i 4-2
Selecting Data Compression Thresholds .. ......... ... oo i, 4-3
Balancing Network Request Loads . ... ... 4-4
How to Use Data-Dependent Routing . . ... ... .o 4-5
Example of Data-dependent Routing with a Horizontally-partitioned Database . . 4-5
Example of Data-dependent Routing with Rule-based Servers . .............. 4-6
How to Change Y our Network Configuration. . .............. oo, 4-7
5. About the EventBroker
What ISan EVent?. . ... 5-1
Differences Between Application-defined and System-defined Events .. .......... 5-2
What Isthe EventBroker? . . ... 5-2
How the EventBroker WOrks. . ... e 5-3
Event NotificationMethods . . ... 5-4
Severity Levelsof SystemEvents. .. .......... . 55
What Arethe Benefitsof Brokered Events? . ..., 5-6

Administering an Oracle Tuxedo Application at Run Time



6. Subscribing to Events

Processof Usingthe EventBroker .. ....... ... 6-1
How to Configure EventBroker Servers. . .. ... 6-2
How to Setthe Polling Interval. . .......... . e 6-3
Subscribing, Posting, and Unsubscribing to Events with the ATMI and the EVENT_MIB
6-3
Identifying Event Categories Using eventexpr and filter .................... 6-4
Accessingthe EventBroKer . ........... it e 6-4
Subscribing, Posting, and Unsubscribing to Events AcrossDomains. .. ........... 6-6
VIV BV . oottt e e e e 6-6
ConfigurationsinDMCONFIG. . ....... ... e e 6-6
Dynamically Modifying the Event Configurations. . ....................... 6-8
Interoperability .. ...t 6-8
How to Select aNotificationMethod. . ........... ... it 6-9
How to Cancel aSubscriptiontoanEvent. . ........... ... ..., 6-10
How to Use the EventBroker with Transactions ............................. 6-10
How Transactions Work with the EventBroker. .. ........................ 6-11

/. Migrating Your Application

What IS Migration?. . ..ot e e e 7-1
Performing aMaster Migration. ... 7-2
Migrating @ Server GrOUD . . .« v v vt et ettt ettt i 7-3
Migrating Machines. . . ... i i e 7-4
Performing aScheduled Migration. .............. .. i, 7-4

Migration OptioNS. . ... vttt e e 7-5

How to Switch the Master and Backup Machines . ............................ 7-6
Examples of Switching MASTER and BACKUP Machines ................. 7-6

HOW to Migrate Server GrOUPS. . . .. v v vttt it e ettt e et e e eeees 7-9

Administering an Oracle Tuxedo Application at Run Time vii



How to Migrate a Server Group When the Alternate Machine |'s Accessible from the

Primary Machine. . ... . 7-9
How to Migrate a Server Group When the Alternate Machine Is Not Accessible from
thePrimary Machine. ......... ... .. i i 7-10
Examples of MigratingaServer Group . ... ..o vvveii e 7-10
How to Migrate Server Groups from One Machineto Another. . ................ 7-12
How to Migrate Machines When the Alternate Machine Is Accessible from the
Primary Machine . . .. ... e 7-12
How to Migrate Machines When the Alternate Machine Is Not Accessible from the
Primary Machine. . ... .. . 7-13
Examples of MigratingaMachine . ............. ... 7-13
Automatic Migration .. ... ... 7-14
How to Cancel aMigration ........ ... .. i e 7-15
Example of aMigration Cancellation. .. ......... ... .. ... ... .. ... 7-15
How to Migrate Transaction Logsto aBackup Machine ...................... 7-16

8. Tuning a Oracle Tuxedo ATMI Application

viii

WhentoUSe M SSO SElS . ..ottt et et et e 8-1
Howto EnableLoad Balancing ... ...t 8-3
How to Measure Service Performance Time. ... ...t 83
How to Assign Prioritiesto Interfacesor Services. .. ... 8-4
Exampleof Using Priorities . .......... ..o i 84
Using the PRIO Parameter to Enhance Performance . . ..................... 84
Bundling Servicesinto SerVerS . ... .ovi i e 8-5
Whento Bundle Services . . ... 85
Enhancing Overal System Performance. . ............. ... i, 8-5
Serviceand InterfaceCaching . .......... ... ... i 8-6
Removing Authorization and Auditing Security. . ............. .. ... ... ..., 8-7

Administering an Oracle Tuxedo Application at Run Time



Using the Multithreaded Bridge . ... ... e 8-7

Turning Off Multithreaded Processing . . ...t 8-8
Turning Off XA TransactionS . . . ... .o o ot 8-9
Determining Your System IPC Requirements . .. ..., 89
Tuning IPC Parameters. . . . ...t e 8-10
Setting the MAXACCESSERS, MAXSERVERS, MAXINTERFACES, and
MAXSERVICES Parameters. . . ..o v vttt 8-11

Setting the MAXGTT, MAXBUFTY PE, and MAXBUFSTY PE Parameters. . . . 8-11
Tuning with the SANITY SCAN, BLOCKTIME, BBLQUERY, and DBBLWAIT

Parameters ... ... 8-12
Recommended Values for Tuning-related Parameters ..................... 8-12
Measuring System TraffiC .. ... e e e e 8-12
Example of DetectingaSystem Bottleneck ............................. 8-13
Detecting Bottleneckson UNIX Platforms. . ........... ... ..., 8-13
Detecting Bottlenecks on Windows Platforms ... ........................ 8-14

9. Troubleshooting an Oracle Tuxedo Application

Determining Typesof Faillures. . . ... e 9-2
How to Determine the Cause of an Application Failure. . ................... 9-2
How to Determine the Cause of an Oracle Tuxedo System Failure . ........... 9-3

How to Broadcast an Unsolicited Message . ...t 9-3

Maintaining Your System Files ... ... .. 9-4
How to Print the Universal DeviceList (UDL). ..., 9-5
How to Print VTOC Information. . .. ...t 9-5
How to ReinitializeaDevice. . ... ... e 9-5
How to CreateaDevice List ... ... i 9-6
How to Destroy aDevice List. . .. ..o 9-6

Recovery Considerations . ... ..o oottt 9-7

Administering an Oracle Tuxedo Application at Run Time ix



Repairing Partitioned Networks. . . ... 9-7

Detecting a Partitioned Network. . .. ... .. o i 9-8
Restoring a Network Connection . . .........o it 9-9
Restoring Failed Machines. . ... . 9-10
How to Restore aFailed MASTER Machine. ........................... 9-10
How to Restore a Failed Nonmaster Machine ........................... 9-10
How to Replace System Components . .. ... vttt i i 9-11
How to Replace Application Components. . . ........ovu it 9-12
Cleaning Up and Restarting ServersManually . ........... ... ..., 9-12
How to Clean Up Resources Associated with Dead Processes. .. ............ 9-12
How to Clean Up Other RESOUICES. . ... o oo v 9-13

How to Check the Order in Which Oracle Tuxedo CORBA Servers Are Booted. ... 9-13
How to Check the Hostname Format and Capitalization of Oracle Tuxedo CORBA Servers

9-14
Why Some Oracle Tuxedo CORBA ClientsFail toBoot . ..................... 9-14
Aborting or Committing Transactions. .. ....... ..ot 9-15
How to AbortaTransaction . ... 9-15
How to Commit aTransaction . ...........ouriiirineiii e, 9-16
How to Recover from Failures When TransactionsAreUsed. . ................. 9-16
How to Use the IPC Tool When an Application Failsto Shut Down Properly. . . ... 9-17
Troubleshooting Multithreaded/
Multicontexted AppliCatioNS. . . .. ...t 9-18
Debugging Multithreaded/Multicontexted Applications ................... 9-18
Limitations of Protected Mode in a Multithreaded Application. . ............ 9-18

10. About Oracle Tuxedo Diagnostic Tool
OV IV BV .« ottt e e e e 10-1

Installation ReqUIremMENtsS. . . ... ...t 10-1

X Administering an Oracle Tuxedo Application at Run Time



11.

Using Diagnostic TOOl . ... ..ot 10-2

Setting up Environment Variables. . ........ .. o 10-2
Getting Runtime Information . ............c.o i 10-3
Diagnostic TOOl OPtioNS. . . . ..o ot e 10-3
Debug Information . . .. ... 10-4
Debug Information Categories . ... 10-4
Debug Information for Each Category . ...t 10-4

Using Oracle Tuxedo Services Console

O VIV, .« oottt et e et e e e e e e 11-1
Oracle Tuxedo ServicesConsole . ... ..ot 11-2
Main Page . . ... 11-3
Metadata REPOSITONY . . . ..ot 11-4
Exported Web Services (SOAP) . ..o 11-5
Imported Web Services (SOAP) .. ..o 11-9
REST WED SErVICES. . . oo ittt e 11-10
Mainframe Transaction Publisher: Export viaSALT . .................... 11-11
Mainframe Transaction Publisher: Import viaSALT ..................... 11-13
Mainframe Transaction Publisher: ExportviaOSB .. .................... 11-14
SALT Gateway Properties. . . ... 11-17
Mainframe Gateway Configuration. . ............ .. .. ... 11-18

Administering an Oracle Tuxedo Application at Run Time Xi



Xii Administering an Oracle Tuxedo Application at Run Time



CHAPTERo

Starting Up and Shutting Down an
Application

Thistopic includes the following sections:
e The Tasks Involved in Starting Up and Shutting Down an Application
e How to Set Your Environment
e How to Create the TUXCONFIG File
o How to Start tlisten at All Sites
e How to Manually Propagate the Application-Specific Directories and Files
e How to Create a TLOG Device
e How to Boot the Application

e How to Shut Down Your Application

The Tasks Involved in Starting Up and Shutting Down an
Application
Figure 1-1illustratesthe tasksrequired to start up and shut down your Oracle Tuxedo application.
Click on each of the following tasks for instructions on completing that task.
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Figure 1-1 Startup and Shutdown Tasks
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How to Set Your Environment

Being able to access the Oracle Tuxedo executables and data librariesis essential to the job of
managing a Oracle Tuxedo application. For example, the commands needed to start up or shut
down an application are located in $TuxDIR%\bin on a Windows host machine, and in
$TUXDIR/bin on a UNIX host machine.

On Windows

On aWindows host machine, enter the following commands at the command prompt to set up
your environment;

set TUXCONFIG=path_name_of TUXCONFIG file

set TUXDIR=path name of_ BEA_ Tuxedo_system root_directory

set APPDIR=path _name of_ BEA_Tuxedo_application_root_directory
set PATH=%APPDIRS%; $TUXDIR%\bin; $PATHS
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How to Set Your Environment

Replace the substitutable strings (italicized) with the absolute pathnames appropriate for your
installation.

Windows accesses the required dynamically loadable library files through its paTH variable
setting. Specifically, Windows searches for dynamically loadable library files in the following
order:

The directory from which the Oracle Tuxedo application was loaded

. The current directory

1.
2
3. The Windows system directory (for example, c: \win2003\System32)
4. The Windows directory (for example, c: \win2003)

5

. Thedirectorieslisted in the paTH environment variable

On UNIX

On aUNIX host machine, set and export the following environment variables to set up your
environment:

TUXCONFIG=path_name_of_ TUXCONFIG_file

TUXDIR=path name_ of BEA Tuxedo_system root_directory
APPDIR=path_name_of_ BEA_Tuxedo_application_root_directory
PATH=$SAPPDIR: $STUXDIR/bin: /bin:$PATH

LD_LIBRARY PATH=$APPDIR:$TUXDIR/1lib:/lib:/usr/lib:$LD_LIBRARY_ PATH
export TUXCONFIG TUXDIR APPDIR PATH LD_LIBRARY_PATH

On This Platform . . . Make This change . ..

HP-UX on the HP 9000 Use SHLIB_PATH instead of LD_LIBRARY_PATH

AlX on the R§/6000 Use LIBPATH instead of LD_LIBRARY_PATH

Replace the substitutabl e strings (italicized) with the absolute pathnames appropriate for your
installation.

Note: Theapplication administrator definesthe TuxconNF1G, TUXDIR, and APPDIR environment
variablesin themMacuINEs section of the uBBconr1G file or the T_macHINE class of the
mv_M1B for each machine in an application. See the UBBCONFIG (5) OF TM_MIB (5)
reference page for a description of these environment variables.
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How to Create the TUXCONFIG File

1-4

Each Oracle Tuxedo domain is controlled by a configuration file in which installation-dependent
parameters are defined. The text version of the configuration fileis referred to as

UBBCONFIG. The binary version of the ueconr1c fileisreferred to as Tuxconrrc. Aswith
UBBCONFIG, the Tuxconr1c file may be given any name; the actual nameisthe device or system
filename specified in the TuxconFIG environment variable.

Note: For information about the configuration file, refer to ussconrF1c (5) in File Formats,
Data Descriptions, MIBs, and System Processes Reference.

The tmloadcf (1) command converts the text configuration file to abinary file called
TUxCONFIG and writes the new file to the location given in the Tuxconr1c variable. Run the
command as follows:

$ tmloadcf [-n] [-y] [-c] [-b blocks] {UBBCONFIG file | -3

Note: You must belogged in on the MasTER machine and have the effective user ID of the
configuration file owner.

The options shown here perform the following functions:
e -n performs asyntax check only; reports errors
e -y overwrites the existing Tuxconrig file without asking
e —c calculates minimum interprocess communication (1PC) resources of the configuration.

e -b limitsthe size of the Tuxconr1G file

The -c and -n optionsdo not load the ruxconr1c file. IPC resources are platform specific. If you
usethe -c option, check the data sheet for your platform in the Oracle Tuxedo Installation Guide
to judge whether you must make changes. If you do want to change IPC resources, check the
administration documentation for your platform. If the -n option checks for syntax errorsin the
configuration file, correct the errors before you proceed. (For usBconNFIG_f£ile, substitute the
fully qualified name of your configuration file.)

The -b option takes an argument that limits the number of blocks used to store the TuxconrFIc
file. Useitif you areinstalling Tuxconr1c on araw disk devicethat has not beeninitialized. The
option is not recommended if TuxconFIG isstored in aregular UNIX system file.
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How to Start tlisten at All Sites

How to Start tlisten at All Sites

For a networked application, alistener process must be running on each machine. A networked
application is an application that runs on more than one machine, as established by the mopeL mp
parameter in the RESOURCES section of the application’susBconF1G file.

Note: Youmust define TUXDIR, TUXCONFIG, APPDIR, and other relevant environment variables
before starting t1isten.

The port on which the processis listening must be the same as the port specified for NLSADDR in
the NETWORK Section of the configuration file. On each machine, usethet1isten (1) command,
asfollows:

tlisten [ -d device ] -1 nlsaddr [-u {uid-# | uid-name}] [ -z bits 1 [ -Z bits ]

Example: tlisten -1 //machinel:6500

tlisten Command Options

e -d device—thefull pathname of the network device. For Oracle Tuxedo release 6.4 or
later, this option is not required. For earlier versions of the Oracle Tuxedo system (up to
release 6.3), some network providers (for example, TCP/IP) require this information.

e -1 nlsaddr—network address at which the process listens for connections. TCP/IP
addresses may be specified in the following forms:

"/ /hostname:port_number"

“//#.#.#.#:port_number"

Inthe first example, t1isten finds an address for hostname using the local name
resolution facilities (usually DNS). hostname must be the local machine, and the local
name resol ution facilities must unambiguously resolve hostname to the address of the
local machine.

In the second example, the #. #. #. # isin dotted decimal format. In dotted decimal format,
each # should be a number from 0 to 255. This dotted decimal number represents the | P
address of the local machine. In both of the above formats, port_number isthe TCP port
number at which the t1isten process listens for incoming requests. port_number Can
either be anumber between 0 and 65535 or aname. If port_number isaname, then it
must be found in the network services database on your local machine. The address can
also be specified in hexadecimal format when preceded by the characters 0x. Each
character after theinitia 0x isanumber between 0 and 9 or aletter between A and F (case
insensitive). The hexadecimal format is useful for arbitrary binary network addresses such
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as 1px/spPx Or TcP/IP. The address can also be specified as an arbitrary string.The value
should be the same as that specified for the NL.sADDR parameter in the NETWORK section of
the configuration file.

tmloadcf (1) printsan error if n1saddr ismissing from any entry—except the entry for
themMasTER LMID, for which it will print awarning. However, if n1saddr ismissing from
the MASTER LMID entry, tmadmin (1) cannot be run in administrator mode on remote
machines; it islimited to read-only operations. This also means that a backup site is unable
to reboot the MasTER Site after failure.

® -u uid-#0r uid-name—used to run the t1isten process asthe indicated user. This
option isrequired if thet1isten (1) command isrun by root on aremote machine.

e -z [bits]—gpecifiesthe minimum level of encryption required when establishing a
network link between a Oracle Tuxedo system administrative processand t1isten. Zero
(0) means no encryption, while 56 and 128 specify the length (in bits) of the encryption
key. If thisminimum level of encryption cannot be met, link establishment fails. The
default is zero.

e -7 [bits]—specifiesthe maximum level of encryption allowed when establishing a
network link between a Oracle Tuxedo system administrative processand t1isten. Zero
(0) means no encryption, while 56 and 128 specify the length (in bits) of the encryption
key. The default is 128.

How to Manually Propagate the Application-Specific
Directories and Files

1-6

TUXCONFIG iS propagated automatically to all machinesin your configuration by the Oracle
Tuxedo system when you run tmboot (1) . There are, however, other files that you need to
propagate manually. Following isalist of the files and directories that you need to create for a
networked application. First, install the Oracle Tuxedo system on the machine.

Note: Thetlisten process must be started on each machine of a networked Oracle Tuxedo
application before the application is booted. Refer tothe t1isten (1) reference page.

Y ou must define TUXDIR, TUXCONF IG, APPDIR, and other relevant environment variablesbefore
starting tlisten.

Table 1-1 shows the directories and files to propagate.
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How to Create a TLOG Device

Table 1-1 Directories and Files to Propagate

Directory/File Description

APPDIR Y ou must create the directory named in the APPDIR variable on each node. It iseasier
if this directory has the same pathname on all nodes.

Executables Y ou must build one set of application servers for each platform, and manually
propagate the appropriate set to all machines running on each platform (that is, the
Oracle Tuxedo system does not do this automatically). Store the executablesin
APPDIR, orinadirectory specifiedinaPATH variablein ENVFILES intheMACHINES
section of your configuration file.

Field tables If FML or VIEWS buffer types are used, field tables and vIEW description files must be

VIEW tables manually propagated to the machines where they are used, and then recompiled. Use
mkfldhdr, mkfldhdr32 (1) to make aheader file out of afield tablefile; use
viewc, viewc32 (1) tocompileavIew file. The FML field tablesand VIEW
description files should be available through the environment variables FLDTBLDIR,
FIELDTBLS, VIEWDIR, and VIEWFILES, or their 32-bit equivalents.

How to Create a TLOG Device

To create distributed transaction processing, you must have created a global transaction log
(Tr.0G) on each participating machine. To define a T.og, complete the following steps.

1. You must first set several parametersin the MacHINES Section of the configuration file:
TLOGDEVICE, TLOGOFFSET, TLOGNAME, and TLOGSIZE.

2. You must aso create auniversal devicelist entry (UDL) for the TnoGgpEVICE On each
participating machine. (You can do thistask before or after |loading Tuxconr1g, but you must
do so before booting the system.) To create an entry in the UDL for the TL.oc device, invoke
tmadmin -c onthemasTER machine with the application inactive. (The -c option invokes
tmadmin in configuration mode.)

3. Enter the command:
crdl -z config -b blocks

where -z config specifiesthe full pathname for the device on which the UDL should be
created (that is, where the T.oc will reside) and -b b1ocks specifies the number of blocks
to be alocated on the device. The value of conf£ig should match the value of the
TLOGDEVICE parameter in theMacHINES section. The blocks must be larger than the
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TLOGSIZE. If -z isnot specified, the value of config defaults to the value of the variable
FSCONFIG (which points to the application’s databases).

4. Repeat steps 1 and 2 on each machine in your application that will use global transactions.

If the TLOGDEVICE is mirrored between two machines, step 4 is not required on the paired
machine. To be recoverable, the Tr.oc should reside on a device that can be mirrored. Because
therroc istoo small (typically, 100 pages) to warrant the all ocation of awholedisk partition, the
TLOG IS commonly stored on the same raw disk slice as the Oracle Tuxedo /Q database.

How to Boot the Application

Once all prerequisites have been completed successfully, you can bring up the application using
tmboot. Only the administrator who created the Tuxconr1c file can execute tmboot (1).

The application is generally booted from the machine designated as MASTER in the RESOURCES
section of the configuration file or the Backup acting astheMasTER. The -b option allows some
deviation from thisrule. For tmboot to find executables, Oracle Tuxedo system processes such
astheBulletin Board Liason (BBL) must belocated in sTuxpIrR/bin. Application serversshould
be in the directory defined by the apppIR variable, as specified in the configuration file.

When booting application servers, tmboot Usesthe cLoPT, SEQUENCE, SRVGRP, SRVID, and MIN
parameters from the configuration file. Application servers are booted in the order specified by
the SEQUENCE parameter, if SEQUENCE iS used. If SEQUENCE is not specified, servers are booted
in the order in which they appear in the configuration file. The command line should look
something like the following:

$ tmboot [-g grpname] [-o sequence] [-S] [-A] [-Vy]

Table 1-2 lists the tmboot options.

Table 1-2 tmboot Options

This Option Performs This Function

-g grpname Boots al TMS and application serversin groups using this grpname parameter.
-0 sequence Boots all serversin the order shown in the SEQUENCE parameter.

-s server-name Boots an individual server.

-S Boots all serverslisted in the SERVERS section.

1-8
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How to Boot the Application

Tahle 1-2 tmboot Options

This Option Performs This Function

-A

Boots all administrative servers for machineslisted in the MACHINES section. This
option ensures that the DBBL, BBL, and BRIDGE processes are started in the proper
order.

Providesan automatic “yes’ responseto the prompt that askswhether all administrative
and application servers should be booted. This prompt is displayed only if no options
that limit the scope of the command (-g grpname, for example) are specified.

Note: For acompletelist of tmboot options, seethe tmboot (1) reference page.

Sequence of tmboot Tasks for a 2-Machine Configuration
To boot the entire configuration, enter the following command:

prompt> tmboot -y

tmboot performs the following tasks:

Figure 1-2 lists the default boot sequence for a small application.
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Figure 1-2 Default Boot Sequence for a Small Application

FProcesses TUXCOMFIG file on
MASTER site.

Boots DBBL a!‘ud BHEL (creating
shared memond on MASTER
machine.

|
Boots BRIDGE on MASTER
machine (zetting up listening
address).

|
Sets up connection with remaote

site tlisten process; propragates
TUXCOMFIE to remote site

|
Boots BSBRIDGE (sets up
connection to BRIDGE
process on MASTER)

Boots a3 BBL {creates local BB
and sends request to DBBEL
wia BSBRIDGE to register it as
a semer); DBBL reply contains
copy of MASTER BB used by
BBL to update itz BB.

Boots 3 BRIDGE (sets up a
connection badi to BRIDGE an
MASTER and tells BSBRIDGE
itiz no longer needed.

|
Boots local application
seners and then remote
application senvers.

Sequence of tmhoot Tasks for Large Applications (Over 50
Machines)

For relatively large applications (that is, those consisting of over 50 machines), tmboot boots
entire machinesin asingle step rather than performing al the steps used to boot two machinesin
the default sequence.Figure 1-3 is the optimized sequence of tasks.
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Figure 1-3 Boot Sequence for a Large Application

Boots entire MASTEEm achine
using -hd -1

Boots entire remote machine
using -B -1.

Note: The boot sequence is much faster for large applications because the number of system
messages is far smaller. This method generally reduces boot time by 50%. In a
configuration running on a slow network, boot time can be improved by booting
machines with higher speed connections to the MAsTER machine first.

How to Shut Down Your Application

Usethe tmshutdown (1) command to shut down all or part of a Oracle Tuxedo application. The
rules for running this command are similar to those for running tmboot (1) ; tmshutdown iSthe
inverse of tmboot.

When the entire application is shut down, tmshutdown removestheinterprocess communication
(IPC) resources associated with the Oracle Tuxedo system. The options used by tmboot for
partial booting (-2, -g, -1, -5, -s, -1, -M, -B) are supported in tmshutdown. The-b option (allowing
tmboot to be used from anon-mMasTER machine) isnot supported for tmshutdown; you must
enter the tmshutdown command from the MASTER (Or BACKUP MASTER) machine.

To migrate servers, use the -r option. This option shuts down the servers without removing
bulletin board entries for them. If amachine is partitioned, run tmshutdown with the -p LmID
option on the partitioned machine to shut down the servers on that machine.

tmshutdown does not shut down the administrative server BBL on a machine to which clients
areattached. Y ou can usethe-c option to overridethisfeature. Y ou need thisoption for occasions
when you must bring down a machine immediately and you cannot contact the clients.

Y ou can use the -w delay option to force a hard shutdown after de1ay seconds. This option
suspends all serversimmediately so that additional work cannot be queued. The value of delay
should allow time for requests already queued to be serviced. After delay Seconds, a SIGKILL
signal is sent to the servers. This option enables the administrator to shut down serversthat are
looping or blocked in application code.
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Running tmshutdown

Only the administrator who has written the Tuxconr1c file can execute tmshutdown (1). The
application can be shut down only from the machine designated asMasTER in the configuration
file. When the BACKUP acts asMASTER, it is considered to be the masTeR for shutdown purposes.
(Theonly exception to thisruleisapartitioned machine. By using the -p option, an administrator
can run the tmshutdown command from a partitioned machine to shut down the application at
that site.)

The order in which application servers are shut down is the reverse of the order specified by the
SEQUENCE parameter for them, or the reverse order in which they are listed in the configuration
file. If some servers have sequeENcE humbers and others do not, the unnumbered servers are the
first to be shut down, followed by the application servers with seQUENCE numbers (in reverse
order). Finally, administrative servers are shut down.

When an application is shut down, all the IPC resources allocated by the Oracle Tuxedo system
are removed; tmshutdown does not remove | PC resources allocated by the DBMS.

Using the IPC Tool When an Application Fails to Shut Down
Properly

I PC resources are operating system resources, such as message queues, shared memory, and
semaphores. When a Oracle Tuxedo application shuts down properly with the tmshutdown
command, all IPC resources used by the Oracle Tuxedo application are removed from the system.
In some cases, however, an application may fail to shut down properly and stray |PC resources
may remain on the system. When this happens, it may not be possible to reboot the application.

Oneway to addressthis problemisto remove | PC resources with a script that invokesthe system
1pcs command and scan for all |PC resources owned by aparticular user account. However, with
thismethod, it is difficult to distinguish among different sets of 1PC resources, some may belong
to a particular Oracle Tuxedo application; and others to applications unrelated to the Oracle
Tuxedo system. It isimportant to be able to distinguish among these sets of resources,
unintentional removal of 1PC resources can severely damage an application.

The Oracle Tuxedo IPC tool (that is, the tmipcrm (1) command) enables you to remove IPC
resources allocated by the Oracle Tuxedo system (that is, for core Oracle Tuxedo and
Workstation components only) in an active application.

The command to remove | PC resources, tmipcrm (1), residesin TuxpIr/bin. Thiscommand
reads the binary configuration file (Tuxconr1c), and attaches to the bulletin board using the
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How to Shut Down Your Application

informationinthisfile. tmipcrm worksonly onthelocal server machine; it doesnot clean up IPC
resources on remote machines in a Oracle Tuxedo configuration.

To run this command, enter it as follows on the command line:
tmipcrm [-y] [-n] [TUXCONFIG_file]

The IPC tool lists all IPC resources used by the Oracle Tuxedo system and gives you the option
of removing them.

Note:  This command will not work unless you have set the TuxconrFIG environment variable
correctly or specified the appropriate Tuxconr1a file on the command line.

To remove /Q IPC resources, use the gmadmin (1) ipcrm command.
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CHAPTERa

Monitoring Your Oracle Tuxedo
Application

Thistopic includes the following sections:

e Waysto Monitor Your Application

Selecting Appropriate Monitoring Tools

e Using Command-line Utilities to Monitor Your Application
e Using EventBroker to Monitor Your Application

e Using Log Filesto Monitor Activity

e Using the MIB to Monitor Your Application

e Using the Run-time and User-level Tracing Utility

e Managing Errors Using the DBBL and BBLS

e Using ATMI to Handle System and Application Errors

e Monitoring Multithreaded and Multicontexted Applications

Ways to Monitor Your Application

As an administrator, you must ensure that once an application is up and running, it continues to
meet the performance, availability, and security requirements set by your company. To perform
this task, you need to monitor the resources (such as shared memory), activities (such as
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transactions), and potential problems (such as security breaches) in your configuration, and take
any necessary corrective actions.

To help you meet this responsibility, the Oracle Tuxedo system provides several methods for
monitoring system and application events, and dynamically reconfiguring your system to
improve performance. The following facilities offer an excellent view of how your systemis
working:

e command-line utilities

log files

the ATMI

e the MIB

e run-time and user-level tracing facilities

Thesetoolshelp make your application capable of responding quickly and efficiently to changing
business needs or failure conditions. They also assist you in managing your application’s
performance and security.

Figure 2-1 shows the monitoring tools.
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Figure 2-1 Monitoring Tools
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The Oracle Tuxedo system offers the following tools to monitor your application:

e Command-line utilities—a set of commands (for example, tmboot (1), tmadmin (1), and
tmshutdown (1)) you can use to activate, deactivate, configure, and manage your
application.

e EventBroker—a mechanism that informs administrators of system faults and exceptional
happenings such as network failures. When an event is posted by clients or servers, the
EventBroker matches the name of the posted event to alist of subscribers for that event,
and takes appropriate action, determined by each subscription.

e Log files—aset of filesthat make up arepository for error and warning messages,
debugging messages, and informational messages helpful in tracking and resolving
problems in the system.

e MIB—an interface to a set of procedures for accessing and modifying information in the
MIBs. Using the MIB, you can write programs that enable you to monitor your run-time
application.

e Run-time and User-level tracing facility—software that tracks the execution of an
application, thus providing information that is helpful in resolving system problems.
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See Also
e “System and Application Data That You Can Monitor” on page 2-4
e “Selecting Appropriate Monitoring Tools” on page 2-7
e “Using Command-line Utilities to Monitor Your Application” on page 2-8
e “Using EventBroker to Monitor Your Application” on page 2-12
e “Using Log Filesto Monitor Activity” on page 2-13
e “Using ATMI to Handle System and Application Errors’ on page 2-23
e “Using the MIB to Monitor Your Application” on page 2-18
e “Managing Operations Using the MIB” on page 4-12 in Introducing Oracle Tuxedo ATMI
e “Using the Run-time and User-level Tracing Utility” on page 2-20
e tmshutdown (1) inthe Oracle Tuxedo Command Reference

e “Oracle Tuxedo Management Tools” on page 4-1 in Introducing Oracle Tuxedo ATMI

System and Application Data That You Can Monitor

The Oracle Tuxedo system enables you to monitor system and application data.

Monitoring System Data

To help you monitor arunning system, your Oracle Tuxedo system maintains parameter settings
and generates statistics for the following system components:

e Clients

e Conversations

Groups

e Message queues
o Networks

e Servers

e Services
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System and Application Data That You Can Monitor

e CORBA Interfaces

e Transactions

Y ou can access these components using the MIB or tmadmin. Y 0Ou can set up your system so that
it can use the statisticsin the bulletin board to make decisions and to modify system components
dynamically, without your intervention. With proper configuration, your system can perform the
following tasks (when bulletin board statistics indicate that they are required):

e Turn on load balancing
e Start anew copy of aserver

e Shut down serversthat are not being used

By monitoring the administrative datafor your system, you can prevent and resolve problemsthat
threaten the performance, availability, and security of your application.

Where the System Data Resides
To ensure that you have the information necessary to monitor your system, the Oracle Tuxedo
system provides the following three data repositories:

o Bulletin board—a segment of shared memory (on each machine in your network) to which
your system writes statistics about the components and activities of your configuration

e Log files—filesto which your system writes messages

e yBBconrIG—atext filein which you define the parameters of your system and application

Monitoring Dynamic and Static Administrative Data

Y ou can monitor two types of administrative data that are available on every running Oracle
Tuxedo system: static and dynamic.

What Is Static Data?

Static data about your configuration consists of configuration settings that you assign when you
first configure your system and application. These settings are never changed without
intervention (either in realtime or through a program you have provided). Examplesinclude
system-wide parameters (such as the number of machines used) and the amount of interprocess
communication (1PC) resources (such as shared memory) allocated to your system on your local
machine. Static datais kept in the uBeconF1G file and in the bulletin board.
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Checking Static Data

At timesyou may need to check static dataabout your configuration. For example, you may want
to add alarge number of machineswithout exceeding the maximum number of machinesallowed
in your configuration (or allowed in the machine tables of the bulletin board). Y ou can look up
the maximum number of machines allowed by checking the current values of the system-wide
parameters for your configuration (one of which is MaxmMaCHINES).

Y ou may be able to improve the performance of your application by tuning your system. To
determine whether tuning is required, you need to check the amount of local |PC resources
currently available.

What Is Dynamic Data?

Dynamic data about your configuration consists of information that changesin realtime, that is,
while an application is running. For example, the load (the number of requests sent to a server)

and the state of various configuration components (such as servers) change frequently. Dynamic
datais kept in the bulletin board.

Checking Dynamic Data

Dynamic configuration datais useful in resolving many administrative problems, as
demonstrated by two examples.

In the first example, suppose your throughput is suffering and you want to know whether you
have enough servers running to accommodate the number of clients currently connected. Check
the number of running servers and connected clients, and the load on one or more servers. These
numbers help you determine whether adding more servers will improve performance.

In the second example, suppose you receive multiple complaints about slow response from users
when making particular requests of your application. By checking load statistics, you can
determine whether increasing the value of the BLockTIME parameter would improve response
time.

Common Startup and Shutdown Problems

When evaluating whether your Oracle Tuxedo system is operating normally, you might want to
consider the following list of common startup and shutdown problems, and monitor your system
periodically.
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Common Startup Problems

e Application server failed or dumped core during initialization
e Application server file not found or not executable

e Automatic migration of server group

e Default boot sequence may not be optimal

e Environment variable not set or not set properly

e IPCKEY isalready in use

o Invalid network address

e Met upper bound limits specified in the uBsconr1c file
e Network port isin use aready

e Reached limit on system resources

e Server boot dependency

e TLOG fileis not created

Common Shutdown Problems
e Clients still attached
o Dead servers

e Shutdown sequence

Selecting Appropriate Monitoring Tools

To monitor arunning application, you need to keep track of the dynamic aspects of your
configuration and sometimes check the static data. In other words, you need to be able to watch
the bulletin board on an ongoing basis and consult the ussconr1c file when necessary. The
method you choose depends on the following factors:;

e Your Oracle Tuxedo system administration experience: If you have alot of experience as
an administrator, as well as shell programming expertise, you may prefer to write programs
that automate your most frequently run commands.
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e Which information you want to view: If you decide to monitor your application by
examining the REsourcEs section of the ussconr1c file through the tmadmin command,
you will have accessto only the current values.

Table 2-1 describes how to use each monitoring method.

Table 2-1 How to Use Each Monitoring Method
Use This Method... By...

Command-line utilities, such  Entering commands after a prompt.
as txrpt and tmadmin

EventBroker Subscribing to Oracle Tuxedo system events, such as
servers dying, and network failures.

Log files (for example, uLoG, Viewing the ULOG with any text editor; checking the uL.oG

TLOG) for t1isten messages, and converting the TLOG (abinary
file) to atext file by running tmadmin dumptlog which
downloads aTLOG to atext file.

MIB Writing programs that monitor your run-time application.
Run-time and user-level Specifying atracing expression that contains a category, a
tracing utility filtering expression, and an action, and enabling the

TMTRACE run-time and TMUTRACE user-level environment
variable. For more information, see “Using the Run-time
and User-level Tracing Utility” on page 2-20.

Using Command-line Utilities to Monitor Your Application

To monitor your application through the command-line interface, use the tmadmin (1) or
txrpt (1) command.

Inspecting Your Configuration Using tmadmin

The tmadmin command isan interpreter for 53 commands that enable you to view and modify a
bulletin board and its associated entities. Using the tmadmin commands, you can monitor
statistical information in the system such asthe state of services, the number of requests executed,
the number of queued requests, and so on.

Using the tmadmin commands, you can also dynamically modify your Oracle Tuxedo system.
Y ou can, for example, perform the following types of changes while your system is running:
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e Suspend and resume services
e Advertise and unadvertise services
e Change service parameters

e Change the AuTOTRAN timeout value

Whenever you start a tmadmin session, you can choose the following operating modes for that
session: the default operating mode, read-only mode, or configuration mode:

e |n default operating mode, you can view and change bulletin board data during a tmadmin
session, if you have administrator privileges (that is, if your effective UID and GID are
those of the administrator).

e Inread-only mode, you can view the data in the bulletin board, but you cannot make any
changes. The advantage of working in read-only mode is that your administrator processis
not tied up by tmadmin; the tmadmin process attaches to the bulletin board asa client,
leaving your administrator slot available for other work.

e |n configuration mode, you can view the data in the bulletin board and, if you are the
Oracle Tuxedo application administrator, you can make changes. You can start a tmadmin
session in configuration mode on any machine, including an inactive machine. On most
inactive machines, configuration mode is required in order to run tmadmin. (The only
inactive machine on which you can start a tmadmin session without requesting
configuration mode is the MASTER machine.)

Note: You can aso generate areport of the Oracle Tuxedo version and license numbers.

Generating Reports on Servers and Services Using txrpt

The txrpt command analyzes the standard error output of a Oracle Tuxedo server and provides
asummary of service processing time within the server. The report shows the number of times
each service was dispatched and the average amount of time it took for each service to process a
request during the specified period. txrpt takesitsinput from the standard input or from a
standard error file redirected as input. To create standard error files, have your serversinvoked
withthe -r option from the servopts (5) selection; you can name the file by specifying it with
the -e servopts option. Multiple files can be concatenated into asingle input stream for txrpt.

Over time, information about service X and server Y (onwhich service X resides) isaccumulated
inafile. txrpt processesthe file and provides you with areport about the service access and
timing characteristics of the server.
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See Also
e “Waysto Monitor Your Application” on page 2-1
e “How atmadmin Session Works’ on page 2-11
e “Monitoring Your System Using tmadmin Commands’ on page 2-12

e “Managing Operations Using Command-Line Utilities’ on page 4-9 in Introducing Oracle
Tuxedo ATMI
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How a tmadmin Session Works

The tmadmin command is an interpreter for 53 commands that enable you to view and modify
abulletin board and its associated entities. Figure 2-2 shows you how atypical tmadmin Session
works.

Figure 2-2 Typical tmadmin Session

Administrator types tnadnin ata
prompt
ftwadnin
[operating mode option ]
=

|

twmaduin verifies the configuration is
running. If naot, this message is
displayed:
No bulletin board exists.
Entering boot mode
=

|

If canfiguration is running, twadnin
checks TUXCONFIG (pathname) and
TIKOFF3ET (offzet) environment
vatiahles to get location of the
configuration file

The BEA Tuxedo systemn checks
the operating mode option
specified with tmadwin

v |frno option ar —c {configuratian You can request configuration

rode)was entered, tnaduin tmode an any machine whether
enters the bulltin board as an active or inactive.

administrative process

v f -r (read-only mode)was
entered, twadnin entersthe
bulletin board as a client

If a persan other than an administrator
enters -r option, and security is turned

on, a password is required.
|

Wihen = is displayed, an administrator || #vailable tmadmin commands depend an:
cah enter any tmadwin command *  The mode ofthe current session

v Current state ofthe configuration

v Type of machine anwhich you are warking

Administering an Oracle Tuxedo Application at Run Time 2-11



Monitoring Your System Using tmadmin Commands

Following isalist of run-time system functions that you can monitor with tmadmin commands:
o Number of serversinstalled in aservice
e Appropriate load distribution
e |f aparticular serviceis doing any work
e |nactive clients
o If distribution of work is flowing smoothly through the system

e |f aclient istying up a connection and preventing a server from doing any work for
another client

o Stability of network
e |f you must manually commit or abort a transaction

o Sufficient operating system resources (such as shared memory and semaphores) on alocal
machine

See Also

e tmadmin (1) inthe Oracle Tuxedo Command Reference

Using EventBroker to Monitor Your Application

2-12

The Oracle Tuxedo EventBroker monitors arunning application for events (for example, a state
changein aMIB object, such as the transition of a client from active to inactive). When the
EventBroker detects an event, it reports or posts the event, and then notifies relevant subscribers
that the event has occurred. Y ou can be informed automatically when events occur in the M1B by
receiving rFurL data buffers representing M1B objects. To post the event and report it to
subscribers, the EventBroker usesthe tppost (3¢) function. Both administratorsand application
processes can subscribe to events.

The EventBroker recognizes over 100 meaningful state transitionsto a MIB object as system
events. A posting for a system event includes the current MIB representation of the object on
which the event occurred, and some event-specific fieldsthat identify the event that occurred. For
example, if amachineis partitioned, an event is posted with the following:
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e The name of the affected machine, as specified in the T_MACHINE class, with al the
attributes of that machine

e Some event attributes identifying the event as machine partitioned

To use the EventBroker, you simply subscribe to system events.

See Also

e “Managing Events Using EventBroker” on page 4-15 in Introducing Oracle Tuxedo ATMI

Using Log Files to Monitor Activity

To help you identify error conditions quickly and accurately, the Oracle Tuxedo system provides
the following log files:

e Transaction log (TLOG)—a binary file that is not normally read by you (the
administrator), but that is used by the Transaction Manager Server (TMS). A TLOG iS
created only on machinesinvolved in Oracle Tuxedo global transactions.

e User log (ULOG)—alog of messages generated by the Oracle Tuxedo system while your
application is running. The uL.oGMILLISEC environment variableis used to time stamp
ulog message output intervalsin milliseconds instead of seconds. The ULOGRTNSIZE
environment variable is used to specify rotation files size. For more information on
ULOGMILLISEC and ULOGRTNSIZE, Se€userlog (3¢) inthe Oracle Tuxedo Command
Reference.

These logs are maintained and updated constantly while your application is running.

See Also
e “What Isthe Transaction Log (TLOG)?' on page 2-14
e “Waysto Monitor Your Application” on page 2-1
e “Detecting Errors Using Logs’ on page 2-14
e “Estimating Service Workload Using the Application Service Log” on page 2-17

userlog(3c)
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What Is the Transaction Log (TLOG)?

Thetransactionlog (Troc) keepstrack of global transactions during the commit phase. At theend
of the first phase of a 2-phase commit protocol, the participantsin aglobal transaction issue a
reply to the question of whether to commit or roll back the transaction. Thisreply isrecorded in
the TLOG.

The TroG file is used only by the Transaction Manager Server (TMS) that coordinates global
transactions. It is not read by the administrator. The location and size of the Tr.oc are specified
by four parameters that you set in the macHINES section of the uBBconFi1G file.

Y ou must create a T.oG on each machine that participatesin global transactions.

See Also

e “Detecting Errors Using Logs’ on page 2-14

What Is the User Log (ULOG)?

Theuser log (un.og) isafiletowhich all messages generated by the Oracle Tuxedo system—error
messages, warning messages, information messages, and debugging messages—are written.
Application clients and servers can also write to the user log. A new log is created every day and
there can be a different log on each machine. However, auLoc can be shared by multiple
machines when aremote file system is being used.

Theuroc providesan administrator with arecord of system eventsfrom which the causes of most
Oracle Tuxedo system and application failures can be determined. Y ou can view the ur.oc, atext
file, with any text editor. The ur.oc also contains messages generated by the t1isten process.
The t1isten process provides remote service connections for other machinesin an application.
Each machine, including the master machine, should have at1isten processrunning onit.

Detecting Errors Using Logs

The Oracle Tuxedo log files can hel p you detect failuresin both your application and your system
by:

e “Analyzing the Transaction Log (TLOG)” on page 2-15
e “Analyzing the User Log (ULOG)” on page 2-15

e “Analyzing tlisten Messages in the ULOG” on page 2-16
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Detecting Errors Using Logs

Analyzing the Transaction Log (TLOG)

The Troc isabinary file that contains only messages about global transactions that arein the
process of being committed. To view the TL.og, you must first convert it to text format so that it
isreadable. The Oracle Tuxedo system provides two tmadmin operations to do this:

e dumptlog (d1) downloads (or dumps) the Tr.oc (abinary file) to atext file.

e loadtlog uploads (or loads) an text version of the Tr.oG into an existing Tr.oc (abinary
file).
The dumptlog and 1oadtlog commands are also useful when you need to move the Tr.oc
between machines as part of a server group migration or machine migration.

Detecting Transaction Errors

UsetheMIB T_TrANSACTION classto obtain the runtime transaction attributes within the system.
The tmadmin command printtrans (pt) can also be used to display thisinformation.
Information about each group in the transaction is printed only if tmadmin iSrunning in verbose
mode as set by a previous verbose (v) command.

Any serious errors during the transaction commit process, such as a failure while writing the
TLOG, iSwritten to the USERLOG.

Analyzing the User Log (ULOG)

On each active machinein an application, the Oracle Tuxedo system maintains alog file that
contains Oracle Tuxedo system error messages, warning messages, debugging messages, or other
helpful information. Thisfileiscalled theuser log or ur.oc. Theur.oc simplifiesthejob of finding
errors returned by the Oracle Tuxedo ATMI, and provides a central repository in which the
Oracle Tuxedo system and applications can store error information.

Y ou can use the information in the uL.oc to identify the cause of system or application failures.
Multiple messages about a given problem can be placed in the user log. Generally, earlier
messages provide more useful diagnostic information than later messages.

ULOG Message Example

In the following example of Listing 2-1, message 358 from the L1aTUX_caT catalog identifies
the cause of thetrouble reported in subsequent messages, namely, that there are not enough UNIX
system semaphores to boot the application.
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Listing 2-1 Sample ULOG Messages

151550.gumby ! BBL.28041.
151550.gumby ! BBL.28041.
151550.gumby ! BBL.28041.
151550.gumby ! BBL.28040.
151550.gumby ! BBL.28040.

LIBTUX_CAT:262: std main starting

LIBTUX_CAT:358: reached UNIX limit on semaphore ids
LIBTUX_CAT:248: fatal: system init function ...
CMDTUX_CAT:825: Process BBL at SITE1l failed ...

.0: WARNING: No BBL available on site SITELl.

Will not attempt to boot server processes on that site.

PR PR e
oo oo

2-16

Note: System Messages contains complete descriptions of user log messages and
recommendations for any actions that should be taken to resolve the problems indicated.

Analyzing tlisten Messages in the ULOG

Part of the ur.oc records error messagesto the t1isten process. You can view tlisten
messages using any text editor. Each machine, including themMasTeEr machine contains aseparate
tlisten process. Though separate t1isten logs are maintained in the ur.oc on each machine,
they can be shared across remote file systems.

The uLoc records t1isten processfailures. t1isten isused, during the boot process, by
tmboot and, whilean applicationisrunning, by tmadmin. t1isten messagesare created assoon
asthe tlisten processis booted. Whenever at1isten process failure occurs, amessageis
recorded in the uLoG.

Note:  Application administrators are responsible for analyzing the t1isten messagesin the
ULOG, but programmers may aso find it useful to check these messages.

The Oracle Tuxedo System Messages CMDTUX Catalog contains the following information
about t1isten messages:

e Descriptions of all messages
e Recommended actions that you (or a programmer) can take to resolve the error conditions

reported in these messages

tlisten Message Example
Consider the following example of at1isten message in the uroc:

121449 .gumby!simpserv.27190.1.0: LIBTUX_CAT:262: std main starting

A uLoc message consists of atag and text. The tag consists of the following:
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e A 6-digit string (hhmmss) representing the time of day (in terms of hour, minute, and
second).

e The name of the machine (as returned, on UNIX systems, by the uname -n command).

e The name and processidentifier of the process that is logging the message. (This process
ID can optionally include atransaction ID.) Also included isathread ID (1) and a context
ID (0).

Note: Placeholders are printed in the thread_1Dp and context_1D field of entries for
single-threaded and single-contexted applications. (Whether an application is
multithreaded is not apparent until more than one thread is used.)

The text consists of the following:
e The name of the message catalog
e The message number

e The Oracle Tuxedo system message
Note: You can find this message in the Oracle Tuxedo System Messages LIBTUX Catalog.

See Also

e “How to Create a TLOG Device” on page 1-7
e “How to Boot the Application” on page 1-8

e “Oracle Tuxedo Transaction Management Server” on page 3-10in Introducing Oracle
Tuxedo ATMI

e “Using Transactions’ in Tutorials for Developing Oracle Tuxedo ATMI Applications

Estimating Service Workload Using the Application
Service Log

A Oracle Tuxedo application server can generate alog of the service requestsit handles. The log
isdisplayed on the server’ s standard output (stdout). Each record contains a service name, start
time, and end time.

Y ou can request such alog when a server is activated. The txrpt facility produces a summary
of the time spent by the server, thus giving you away to analyze the log output. Using this data,
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you can estimate the relative workload generated by each service, which will help you set
workload parameters appropriately for the corresponding services in the MIB.

Using the MIB to Monitor Your Application

2-18

There are essentially two operations you can perform using the MIB: you can get information
from the MIB (aget operation) or you can update information in the MIB (a set operation) at
any time using a set of ATMI functions (for example, tpalloc(3c), tprealloc(3c),
tpcall (3c), tpacall (3c), tpgetrply (3c), tpenqueue (3c), and tpdequeue (3c)).

When you query the MIB with aget operation, the MIB responds to your reply with a number
of matches, and indicates how many more objects match your request. The MIB returns ahandle
(that is, the cursor) that you can use to get the remaining objects. The operation you use to get the
next set of objectsis called getnext. The third operation occurs when queries span multiple
buffers.

Limiting Your MIB Queries

When you query the MIB, which isavirtual database, you are selecting a set of records from the
database table. Y ou can control the size of the database table in two ways: by controlling the
number of objects about which you want information, or by controlling the amount of
information about each object. Using key fieldsand filters, you can limit the scope of your request
to data that is meaningful for your needs. The more limits you specify, the lessinformation is
requested from the application, and the faster the datais provided to you.

Querying Global and Local Data

Datainthe MIB is stored in a number of different places. Some datais replicated on more than
one machine in a distributed application. Other datais not replicated, but islocal to particular
machines based on the nature of the data or the object represented.

What Is Global Data?

Globa dataisinformation about application components such as serversthat is replicated on

every machinein an application. Most of the dataabout aserver, for example, such asinformation
about its configuration and state, isreplicated globally throughout an application, specificaly in
every bulletin board. An Oracle Tuxedo application can access this information from anywhere.

For example, from any machinein an application called Customer Orders, the administrator can
find out that server B6 belongs to Group 1, runs on machine CustOrdA, and is active.
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Querying and Updating the MIB with ud32

What Is Local Data?

Other informationisnot replicated globally, but islocal to an entity, such asstatisticsfor aserver.
An example of alocal attributeista_toTrEQC, Which defines the number of times services have
been processed in a specified server. This statistic is stored with the server on its host machine.

When the server accepts and processes a service request, the counter isincremented. Because this
kind of information is managed locally, replicating it would inhibit your system’s performance.

There are also classesin the MIB that are exclusively local, such as clients. When a client logs
in, the Oracle Tuxedo system creates an entry for it in the bulletin board, and records all tracking
information about the client in that entry. The MIB can determinethe state of the client at anytime
by checking this entry.

Using tmadmcall to Access Information

The Oracle Tuxedo system provides a programming interface that offers direct accessto the MIB
while your application is not running. Thisinterface, the tpadmcall function, givesthe
application direct accessto the data upon which the MIB isbased. tpadmcal1 allowsyou access
to a subset of information that islocal to your process.

Use tpadmcall when you need to query the system or make administrative changes while your
system is not running. tpadmcall queriesthe Tuxconric file on behalf of your request. Data
buffersthat you put in, and data buffers that you receive (containing your queries and the replies
to them) are exactly the same.

See Also
e “Managing Operations Using the MIB” on page 4-12 in Introducing Oracle Tuxedo ATMI

e MIB(5) in File Formats, Data Descriptions, MIBs, and System Processes Reference

e “Querying and Updating the MIB with ud32” on page 2-19

Querying and Updating the MIB with ud32

ud32 isaclient program delivered with the Oracle Tuxedo system that reads input consisting of
text representation of FML buffers. You canuseud32 for ad hoc queriesand updatesto the MIB.
It createsan rur32 buffer, makesaservice call with the buffer, receivesareply (alsoinan Fun32
buffer) from the service call, and displays the results on screen or in afilein text format.
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ud32 buildsan rv13 2-type buffer with the ruvr fiel dsand valuesthat you represent in text format,
makes a service call to theidentified service in the buffer, and waitsfor the reply. Thereply then
comes back in FML32 format as areport. Now, because the MIB is FuL32-based, uda3 2 becomes
the scripting tool for the MIB.

For example, suppose you write asmall file that contains the following text:
SRVCNM .TMIB

TA_OPERATION GET

TA_CLASS T_SERVER

Note: Thefield name and field value must be separated using the Tab character.

When you typethisfile into ud32, you receive an FML output buffer listing all the datain the
system about the servers.

Using the Run-time and User-level Tracing Utility

2-20

The Oracle Tuxedo system provides a run-time and user-level tracing facility that enable you to
track the execution of distributed business applications. The system has a set of built-in trace
points that mark callsto functionsin different categories, such as ATMI functionsissued by the
application or XA functions issued by the Oracle Tuxedo system to an X/Open compliant
resource manager.

To enable tracing, you must specify atracing expression that contains a category, afiltering
expression, and an action. The category indicates the type of function (such as ATMI) to be
traced. Thefiltering expression specifies which particular functionstrigger an action. The action
indicates the response to the specified functions by the Oracle Tuxedo system.

The system may, for example, write arecord in the uLog, execute a system command, or
terminate atrace process. A client process can al so propagate thetracing facility with itsrequests.
This capability is called dyeing; the trace dye colors all services that are called by the client.

Y ou can specify atracing expression in the following ways.
e Setting the TMTRACE run-time environment variable

For asimple tracing expression, define TMTRACE=0on in the environment of the client. This
expression enablestracing of ATMI functions on the client and on any server that performs
aservice on behalf of that client. The trace records are written to the urog file.

e Specifying the expression in a server environment
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You can aso specify atracing expression in the environment of a server using the ulog or
utrace tmtrace (5) receivers. For example, you might enter the following:

— Run-time Tracing Expression: TMTRACE=atmi : /tpservice/ulog. If you export this
setting within a server environment, arecord with general run-time trace information is
created in the ur.oc file for al service requests performed on that server.

— User-Level Expression: TMTRACE=atmi :utrace. Specifying theutrace receiver
automatically calls the user-defined tputrace (3c) . If you export this setting within a
server environment, a record with trace information and output location defined by the
user is created for the ATMI functions running on that server.

Y ou can activate or deactivate the tracing option using the changetrace command of tmadmin.
This command enables you to overwrite the tracing expression on active client or server
processes. Administrators can enable global tracing for al clients and servers, or for aparticular
machine, group, or server.

See Also

e “Waysto Monitor Your Application” on page 2-1
e tmtrace(5) in File Formats, Data Descriptions, MIBs, and System Processes Reference

e userlog(3c) and tputrace(3c) in Oracle Tuxedo ATMI C Function Reference

Managing Errors Using the DBBL and BBLs

The Oracle Tuxedo system uses the following two administrative servers to distribute the
information on the bulletin board to all active machines in the application:

e peBr—the Distinguished Bulletin Board Liaison server propagates global changesto the
MIB and maintains the static part of the MIB. Specifically, the DBBL.:

— Resides (only one DBBL per application) on the MasTER machine and provides
periodic status requeststo all BBLs

— Coordinates bulletin board updates, the state of different machines, and queries with the
BBLs

— Coordinates migration of servers

— Can be migrated to other machines for fault resiliency
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e BBI—the Bulletin Board Liaison server maintains the bulletin board on its host machine,
coordinating changes to the local MIB, and verifying the integrity of application programs
active on its machine. Specifically, the bulletin board:

— Resides on each Oracle Tuxedo machine in an application, carries out requests from the
DBBL, and administers timeouts for service requests, replies to requesters, and
transactions

Detects server failures, initiates user-defined recovery, and automatically restarts
servers

Detects client failures

Cleans up client and server entries, and conversations on the bulletin board

Detects and recovers DBBL failures (if it isthe BBL residing on the MasTER machine)
Figure 2-3 shows the diagnosis and repair using the DBBL and BBLSs.
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Figure 2-3 Diagnosis and Repair Using the DBBL and BBLs
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Both servers have arole in managing faults. The DBBL coordinates the state of other active
machines in the application. Each BBL communicates state changes in the MIB, and sometimes
sends a message to the DBBL indicating all is OK on its host machine.

The Oracle Tuxedo run-time system records events, along with system errors, warnings, and
tracing events, in the user log (uLoc). Programmers can use the uLog to debug their applications
or notify administrators of special conditions or states found (for example, an authorization
failure).

Using ATMI to Handle System and Application Errors

Using ATMI, aprogrammer controls some of the more global aspects of communications. ATMI
provides functions for handling both application and system-related errors. When a service
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routine encounters an application error, such as an invalid account number, the client knows the
service performed its task but could not fulfill its request because of an application error.

With a systemfailure, such as a server crashing while performing arequest, the client knowsthe
serviceroutine did not perform itstask because of an underlying system error. The Oracle Tuxedo
system notifies programs of system errorsthat occur asit monitorsthe application’ sbehavior and
its own behavior.

Using Configurable Timeout Mechanisms

At times, aservice may get stuck in an infinite loop while processing arequest. The client waits,
but no reply isforthcoming. To protect a client from endless waiting, the Oracle Tuxedo system
has two types of configurable timeout mechanisms:. blocking timeouts and transaction timeouts.
For more information about these timeout mechanisms, refer to Specifying Domains Transaction
and Blocking Timeoutsin Using the Oracle Tuxedo Domains Component.

A blocking timeout is a mechanism that ensures a blocked program waits no longer than the
specified timeout value for something to occur. Once atimeout is detected, the waiting program
is alerted with a system error informing it that a blocking timeout has occurred. The blocking
timeout defines the duration of service requests, or how long the application iswilling to wait for
areply to aservice request. The timeout valueis agloba value defined in the BL.ockTIME field
of the RESOURCES section of the Tuxconr1c file.

A transaction timeout is another type of timeout that can occur because active transactions tend
to be resource-intensive. A transaction timeout defines the duration of atransaction, which may
involve several service requests. The timeout value is defined when the transaction is started
(with tpbegin (3¢)). Transaction timeouts are useful when maximizing resources. For example,
if database |ocks are held while atransaction progresses, an application programmer may want to
limit the amount of time that the application’ s transaction resources are held up. A transaction
timeout always overrides a blocking timeout.

There are two uBcoNF1G file transaction timeout parameters:

e TRANTIME Which is specified in the servicEs section of the uBeconFIc and controls the
timeout value for a specific AuToTRAN Service.

e MAXTRANTIME Which is specified in the REsourcEs section of the uBBconFIG and is used
by the administrator to place a maximum upper bound on the timeout value of atransaction
started via tpbegin (3c) O Viaan AUTOTRAN Service invocation.

For more information about these transaction timeout parameters, refer to UBBCONFIG(5) in
File Formats, Data Descriptions, MIBs, and System Processes Reference.
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Monitoring Multithreaded and Multicontexted Applications

Configuring Redundant Servers to Handle Failures

Y ou can handle somefailure situations by configuring an application with redundant serversand
the automatic restart capability. Redundant servers provide high availability, and can be used to
handle large amounts of work, server failures, or machine failures. The Oracle Tuxedo system
continually checks the status of active servers, and when it detects the failure of arestartable
server, the system automatically creates a new instance of that server.

By configuring servers with the automatic restart property, you can handle individua server
failures.Y ou can also specify the number of restarts that the system will provide. This capability
can prevent arecurring application error by limiting the number of times a server is restarted.

The Oracle Tuxedo system frequently checks the availability of each active machine. A machine
is marked as partitioned when it cannot be reached by the system. If this occurs, a system event
isgenerated. A partition can occur due to a network failure, machine failure, or severe
performance degradation.

See Also

e “Oracle Tuxedo System Administration and Server Processes’ on page 3-1 in Introducing
Oracle Tuxedo ATMI

e “System and Application Data That You Can Monitor” on page 2-4

e “Monitoring Dynamic and Static Administrative Data’ on page 2-5

Monitoring Multithreaded and Multicontexted
Applications

o While monitoring a multithreaded application, keep in mind that individual threads are not
visible to an administrator.

e You can get MIB statistical reports for various aspects of your multithreaded and/or
multicontexted application by running the tmadmin (1) command interpreter. Here are a
few examples of the information you can request for a multithreaded application:

— Count of client contexts per client process and a separate entry for each client context
(obtained by running the tmadmin pc1t command).

— Count of dispatched services per server process and, optionally, information about each
context (obtained by running tmadmin/psr, optionaly in verbose mode).
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o When the BBL checksclients, it verifiesthat a processisaive. If aprocess has died, the
BBL detects the process death. If an individual thread within a process has died, however,
the death of the thread is not detected by the BBL.

Therefore application programmers should keep in mind the possibility that individual
threads within a process may die. If one thread dies and a signal isissued, the whole
process to which the thread belongs usually dies, and that death is detected by the BBL.

If athread dies as the result of an erroneous call to athread exit function, however, no
signal is generated. If thistype of death occurs before the thread calls tpterm (), then the
BBL cannot detect the death and does not deall ocate the registry table ot for the context
associated with the dead thread. (It would not be proper for the BBL to deallocate this
registry table slot even if it could detect the death of the thread because, in some
application models, another thread might subsequently choose to associate itself with that
context.)

Thereis no solution for thislimitation so it isimportant for programmersto keep it in mind
and design their applications accordingly.

How to Retrieve Data About a Multithreaded/Multicontexted
Application Using the MIB

Note: Theinformation presented here appliesto all multithreaded and/or multicontexted
applications, regardless of which administrative tools are being used. The functionality
is discussed from the point of view of an administrator using MIB calls, but is the same
for an administrator using an interface to the MIB.

Y ou can obtain information about a multithreaded or multicontexted application by:
e |Issuing callstothe MIB
e |ssuing selected tmadmin commands

Information is available in the following locations:

e The client section of the bulletin board registry provides an entry for each context. (An
entry is created automatically by the Oracle Tuxedo system whenever anew context is
created through acall to tpinit() in TPMULTICONTEXTS mode.)

e TheT sERVERCTXT class of the v m1B provides multiple instances of 14 fields if multiple
server dispatch threads are active simultaneously. Specifically, the T_servERCcTXT Section
includes an instance of each of the following fields for each active sever dispatch thread:

— Ta_coNTEXTID (key field)
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— Ta_sRrVGRP (key field)
— Ta_srvID (key field)
- TA_CLTLMID

- TA_CLTPID

- TA_CLTREPLY

- TA_CMTRET

- TA_CURCONV

- TA_CURREQ

- TA_CURRSERVICE

- TA_LASTGRP

- TA_SVCTIMEOUT

- TA_TIMELEFT

- TA_TRANLEV

For example, if 12 server dispatch threads are active simultaneously, then the
T_SERVERCTXT class of the MIB for this application will include 12 occurrences of the
Ta_coNTEXTID field, 12 occurrences of the Ta_srvcre field, and so on.

When multiple instances of T_seRVER class fields contain multiple values for different
contexts of a multicontexted server, a“dummy” value is specified in the T_serRVER class
field and the T_servERCTXT field contains an actual value for each context.

See Also

e tmadmin (1) inthe Oracle Tuxedo Command Reference
e ™v_MIB(5) intheFile Formats, Data Descriptions, MIBs, and System Processes Reference

e “Programming a Multithreaded and Multicontexted ATMI Application” on page 10-1 in
Programming Oracle Tuxedo ATMI Applications Using C
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CHAPTERa

Dynamically Moditying an Application

Thistopic includes the following sections:
e Dynamic Modification Methods
e Using tmconfig to Make Permanent Changes to Your Configuration

e How to Run tmconfig

Making Temporary Modifications to Your Configuration with tmconfig

Limitations on Dynamic Modification Using tmconfig

Making Temporary Modifications to Your Configuration with tmadmin

Dynamic Modification Methods

As an administrator, you must ensure that once an application is up and running, it continues to
meet the performance, availability, and security requirements set by your company. The Oracle
Tuxedo system allows you to make changes to your configuration without shutting it down.
Without inconveniencing your users, you can do the following:

e Modify existing entriesin your configuration file, that is, make changes to TuxconrIG
e Add componentsto your application by adding entries for them to your configuration file.

e Make temporary changes to an application by advertising, unadvertising, suspending, or
resuming services, and changing service parameters (such as Loap and PRIORITY).
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Note: To modify the configuration file for a running application, you must do one of the
following:

e Shut down your application first (and reboot it after revising the configuration file).

e Run the tmconfig(l) command (described on the tmconfig, wtmconfig (1)
reference page), which allows you to modify your configuration file dynamically.

Thus, you can adjust your system to reflect either current or expected conditions by making either
permanent or temporary changes to an application. Temporary changes are reflected in the
bulletin board only. Permanent changes are made by modifying the Tuxconrzc file. Because
TUXCONFIG isahbinary file, however, you cannot edit it through a simple text editor.

Tools for Modifying Your Application

To help you dynamically modify your application, the Oracle Tuxedo system provides the
following methods: the command-line utilities and the Management Information Base (MIB)
API. These tools help you respond quickly and efficiently to the need for changesin your
application resulting from changing business needs or failure conditions. Use them to keep your
application performing fast, well, and securely.

Figure 3-1 shows the dynamic modification tools.
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Dynamic Modification Methods

Figure 3-1 Dynamic Modification Tools
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e Command-line utilities—most of the functionality needed for dynamic modification is
provided by two commands: tmadmin and tmconfig. tmadmin iSashell-level command
with over 70 subcommands for performing various administrative tasks, including dynamic
system modification. tmconfig isashell-level command that you can use to add and
modify configuration entries while your system is running.

e MIB APl—aManagement Information Base API that enables you to write your own
programs to monitor your system and make dynamic changes to your system.

If you prefer to work on the command line, however, simply run the tmadmin Of tmconfig
command.

Note: For lists of configuration parameters and reconfiguration restrictions, see
tmconfig, wtmconfig (1) intheOracle Tuxedo Command Referenceand tv_MIB(5)
in File Formats, Data Descriptions, MIBs, and System Processes Reference.

See Also

e “Using tmconfig to Make Permanent Changes to Your Configuration” on page 3-4
e “Managing Operations Using the MIB” in Introducing Oracle Tuxedo ATMI
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e APPQ MIB(5),DM MIB(5),MIB(5),and ™ MIB(5) inthe File Formats, Data
Descriptions, MIBs, and System Processes Reference

Using tmconfig to Make Permanent Changes to Your
Configuration

The tmconfig command enables you to browse and modify your configuration file (TuxconFIG
on theMasTER machine) and its associated entities, and to add new components (such as
machines and servers) to your application while it is running. When you modify your
configuration file (TuxconFIc on the MASTER machine), tmconfig enablesyou to perform the
following tasks:

e Update the Tuxconric file on al machines that are currently booted in the application.

e Propagate the Tuxconr1c file automatically to new machines as they are booted.
Note: The tmconfig command runs as a Oracle Tuxedo system client.

Because tmconfig runsasaOracle Tuxedo client, it is characterized by the following conditions:
e tmconfig failsif it cannot allocate a TpInTT typed buffer.

e The username associated with the client is the login name of the user. (tmconfig failsif
the user’s login name cannot be determined.)

e For asecure application (that is, an application for which the securITY parameter has
been set in the configuration file), tmconfig promptsfor the application password. If the
application password is not provided, tmconfig fails.

e If tmconfig cannot register asaclient, an error message containing tperrno is displayed
and tmconfig exits. If this happens, check the user log to determine the cause. The most
likely causes for this type of failure are;

— The TuxconFIG environment variable was not set correctly.

— The system was not booted on the machine on which tmconfig isbeing run.
e tmconfig ignoresall unsolicited messages.

e Theclient name for the tmconfig process that is displayed in the output from
printclient (a tmadmin command) IS tpsysadm.
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Using tmconfig to Make Permanent Changes to Your Configuration

How tmconfig Works

When you type tmconfig 0n acommand line, you are launching the display of a series of menus
and prompts through which you can request an operation such as the display or modification of
aconfiguration file record. tmconfig collects your menu choices, performs the requested
operation, and prompts you (by displaying another set of menu choices) to request another
operation. It repeatedly offers to perform operations (by repeatedly displaying the menus) until
you exit the session by selecting guzT from amenu.

Listing 3-1 shows the menus and prompts that are displayed once you launch a tmconfig
command session.

Note: Thelinesin thelisting are numbered in this example for your convenience; during an
actua tmconfig Session, these numbers are not displayed.

Listing 3-1 Menus and Prompts Displayed in a tmconfig Session

$ tmconfig

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING ¢g) QUIT 9) WSL

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:
Enter editor to add/modify fields [n]?

W 0 J o Ul b W N

Perform operation [y]?

As shown, you are asked to answer four questions:
e Inwhich section of the configuration file do you want to view, add, or modify arecord?

e For the section of the configuration file you have just specified, which operation do you
want to perform?

e Do you want to enter atext editor now to add or modify fields for the record?

e Do you want tmconfig to perform the requested operation now?
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How to Select a Section of the Configuration File
When you start a tmconfig session, the following menu is displayed Each item is a section of
TUXCONFIG, the configuration file for the application.

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

Note: For details about these sections (including alist of configurable parameters for each
section), see TM_M1B (5) inthe File Formats, Data Descriptions, MIBs, and System
Processes Reference. Tv_m1B includes the names of fields that are displayed during a
tmconfig command session, the range of values for each field, the key fields for each
section, and any restrictions or updates to the fields in each section.

e To select a section, enter the appropriate number after the menu prompt. For example, to
select the MacHINES section, enter 2, asfollows.

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 2

e The default section is the RESOURCES section, in which parameters that apply to your entire
application are defined. To accept the default selection (which is displayed within square
brackets), simply press the Enter key.

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

How to Select a tmconfig Task
A menu of tasksthat tmconfig can perform is displayed after you select a section of the
configuration file.

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:

To select an operation, enter the appropriate number at the menu prompt. For example, to select
the CLEAR BUFFER Section, enter 6, asfollows.

6) CLEAR BUFFER 7) QUIT [1]: 6
Table 3-1 defines each task.
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Table 3-1 tmconfig tasks

Using tmconfig to Make Permanent Changes to Your Configuration

This Menu Called
Item

Performs the Following Activities

1 FIRST

Displays thefirst record from the specified section. No key fields are
needed. If any arein theinput buffer, they areignored.

Using the FIRST operation can reduce the amount of typing that is
needed. When adding a new record to a section, instead of typing all the
required field names and values, use the FIRST operation to retrieve an
existing record for the UBBCONFIG section. Then, select the ADD
operation and use the text editor to modify the parameter valuesin the
newly created record.

2 NEXT

Displays the next record from the specified section, based on the key
fieldsin the input buffer.

3 RETRIEVE

Displays the requested record (specified with the appropriate key fields)
from the specified section.

4 ADD

Addstheindicated record to the specified section. For any optional fields
that are not specified, the defaults specifiedin Tv_MIB (5) areused. (All
defaults and validations used by tmloadcf (1) areenforced.) The
current values for al fields are returned in the output buffer. This
operation can be done only by the Oracle Tuxedo application
administrator.

5 UPDATE

Updates the record specified in the input buffer in the selected section.
Any fields not specified in the input buffer remain unchanged. (All
defaults and validations used by tmloadcf (1) areenforced.) The
current valuesfor al fieldsarereturned in theinput buffer. Thisoperation
can be done only by the Oracle Tuxedo application administrator.

6 CLEAR BUFFER

Clearsthe input buffer. (All fields are deleted.) After this operation,
tmconfig immediately prompts for the specified section again.

7 QUIT

Exits tmconfig gracefully: the client is terminated. Y ou can also exit
tmconfig at any time by entering g at any prompt.

How Results of a tmconfig Task Are Displayed

After tmconfig completes atask, the results—a return value and the contents of the output
buffer—are displayed on the screen.
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o |f the operation was successful but no update was done, the following messageis
displayed:
Return value TAOK

The message in the Ta_staTus field is:

Operation completed successfully.

o |f the operation was successful and an update was done, the following message is
displayed:
Return value TAUPDATED

The message in the Ta_status fieldis:

Update completed successfully.
o |f the operation failed, an error message is displayed:

— If there is a problem with permissions or a Oracle Tuxedo system communications
error (rather than with the configuration parameters), one of the following return values
isdisplayed: TAEPERM, TAEOS, TAESYSTEM, Of TAETIME.

— If there is aproblem with a configuration parameter of the running application, the
name of that parameter is displayed as the value of the Ta_BaprrpNaME file, and the
problem isindicated in the value of the Ta_sTaTus field in the output buffer. If this
type of problem occurs, one of the following return valuesis displayed: TAERANGE,
TAEINCONSIS, TAECONFIG, TAEDUPLICATE, TAENOTFOUND, TAEREQUIRED, TAESIZE,
TAEUPDATE, O TAENOSPACE.

tmconfig Error Message Conditions
The following list describes the conditions indicated by both sets of error messages.

TAEPERM
The uPDATE Or ADD operation was selected but tmconfig isnot being run by the Oracle
Tuxedo application administrator.

TAESYSTEM
An Oracle Tuxedo system error has occurred. The exact nature of the error isrecorded in
the user log. See userlog(3c) inthe Oracle Tuxedo ATMI C Function Reference.

TAEOS
An operating system error has occurred. The exact nature of the error iswritten to the user

log.
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How to Run tmconfig

TAETIME
A blocking timeout has occurred. The output buffer is not updated so no information is
returned for retrieval operations. The status of update operations can be checked by
retrieving the record that was being updated.

TAERANGE
A field valueis either out of range or invalid.

TAETINCONSTS
For example, an existing RQADDR Value or 0ne SRVGRP/SERVERNAME entry may be
specified for adifferent SRVGRP/SERVERNAME entry.

TAECONFIG
An error occurred while the Tuxconr1c file was being read.

TAEDUPLICATE
The operation attempted to add a duplicate record.

TAENOTFOUND
The record specified for the operation was not found.

TAEREQUIRED
A field value is required but is not present.

TAESIZE
A valuefor astring field is too long.

TAEUPDATE
The operation attempted to do an update that is not allowed.

TAENOSPACE
The operation attempted to do an update but there was not enough spacein the TUXCONFIG
file and/or the bulletin board.

How to Run tmconfig

Torun tmconfig properly, you must set the required environmental variables. Also, if you have
not run tmconfig, we recommend that you walk through a generic tmconfig session, during
which you modify entriesin your configuration file.
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How to Set Environment Variables for tmconfig

Before you can start a tmconfig Session, you must set the required environment variables and
permissions. For your convenience, you may al so want to select atext editor other than the default
editor.

Complete the following procedure to set up your working environment properly before running

tmconfig.

1

Log in as the Oracle Tuxedo application administrator if you want to add entriesto
TUXCONFIG, or modify existing entries. (You do not need to log in asthe administrator if you
only want to view existing configuration file entries without changing or adding to them.)

. Assign values to two mandatory environment variables: TUxcoNFIG and TUXDIR.

— Thevalue of Tuxconric must be the full pathname of the binary configuration file on
the machine on which tmconfig isbeing run.

— Thevalue of TuxpIr must be the full pathname of the root directory for the Oracle
Tuxedo system binary files. (tmconfig must be able to extract field names and
identifiers from $TUXDIR/udataobj/tpadmin.)

You may also set the EDITOR environment variable; thisstep isoptional. The value of ED1TOR
must be the name of the text editor you want to use when changing parameter values, the
default is ea (a UNIX system command-line editor).

Note: Many full-screen editors do not function properly unless the TErm environment
variableis also set.

How to Conduct a tmconfig Walkthrough Session

The following procedure leads you through a sample tmconfig Session.

1.

Enter tmconfig after ashell prompt.
$ tmconfig

Note: You canendasession at any time by entering g (short for quit) after the Section menu
prompt.

A menu of sectionsin the Tuxconric fileis displayed.

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5) SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:
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2. Select the section that you want to change by entering the appropriate menu number, such as
2 for themMacHINES section. The default choiceisthe RESOURCES section, represented by [1]
at the end of thelist of sections shownin Step 1. If you specify asection (instead of accepting
the default), that section becomes the new default choice and remains so until you specify
another section.

A menu of possible operationsis displayed.

Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:

Each operation listed here is available to be performed on one record at atime of one
section of the configuration file. The names of most operations (FIRST and NEXT) are
self-explanatory. When you select FIrsT, you are asking to have the first record (in the
specified section of the configuration file) displayed on the screen. When you select NEXT,
you are asking to have the contents of the buffer replaced by the second record in the
specified section, and to have the new buffer contents displayed on the screen. By
repeatedly choosing NExT, you can view all the recordsin a given section of the
configuration file in the order in which they are listed.

3. Select the operation that you want to have performed.

The default choice isthe FTrsT operation, represented by [1] at the end of the list of
operations shown in step 2.

A prompt is displayed, asking whether you want to enter atext editor to start making
changes to the TuxconFIc section you specified in step 2.

Enter editor to add/modify fields [n]?

4. Selecty orn (for yesor no, respectively). The default choice (shown at the end of the prompt)
isn.

If you select yes (v), the specified editor isinvoked and you can start adding or changing
fields. The format of each field is:

field name<tabs>field value
where the name and value of the field are separated by one or more tabs.

In most cases, the field name is the same as the corresponding xkEyworp in the UBBCONFIG
file, prefixed with Ta_.

Note: For details about valid input, see “tmconfig Input Buffer Considerations’ on
page 3-13. For descriptions of the field names associated with each section of the
uBBCONF1IG file, see TM_M1B (5) inthe File Formats, Data Descriptions, MIBs, and
System Processes Reference.
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When you finish editing the input buffer, tmconfig readsit. If any errors are found, a

syntax error isdisplayed and tmconfig prompts you to decide whether to correct the
problem.

Enter editor to correct?

. Selectn ory.

If you decide not to correct the problem (by entering n), the input buffer contains no fields;
otherwise, the editor is executed again.

When you finish editing the input buffer, a prompt is displayed, asking whether you want
to have the operation you specified (in step 3) performed now.

Perform operation [y]°?
Select n or y. The default choice (shown at the end of the prompt) isy.
— If you select no, the menu of sections is displayed again. Return to step 2.

— If you select yes, tmconfig executes the requested operation and displays the
following confirmation message.

Return value TAOK

The results of the operation are displayed on the screen.

You have completed an operation on one section of TUXCONFIG; you may now start
another operation on the same section or on another section. To allow you to start a

new operation, tmconfig displays, again, the menu of the TuxconrFIG sections
displayedin step 1.

Note: All output buffer fields are available in the input buffer unless the input buffer is
cleared.

. Continue your tmconfig Session by requesting more operations, or quit the session.

— To continue reguesting operations, return to step 2.

— Toend your tmconfig session, select gurT from the menu of operations (as shown in
step 3).

. After you end your tmconfig Session, you can make a backup copy, in text format, of your

newly modified Tuxconr1g file. In the following example, the administrator chooses the
default response to the offer of abackup (ves) and overrides the default name of the backup
file (uBBCONFIG) by specifying another name (backup).
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Unload TUXCONFIG file into ASCII backup [y]?
Backup filename [UBBCONFIG]? backup
Configuration backed up in backup

tmconfig Input Buffer Considerations

The following considerations apply to the input buffer used with tmconfig:

o If the value that you are typing into afield extends beyond one line, you may continue it
on the next lineif you insert one or more tabs at the beginning of the second line. (The tab
characters are dropped when your input is read into TUXCONFIG.)

e A linethat contains only a single newline character isignored.

e |f more than onelineis provided for a particular field, the first occurrence is used and
other occurrences are ignored.

e To enter an unprintable character as part of the value of afield, or to enter atab asthe first
character in afield, enter a backslash, followed by the two-character hexadecimal
representation of the desired character. (For a mapping of ASCII to hexadecimal
characters, see asc11(5) inaUNIX system reference manual.) Here are afew examples:

— Toinsert ablank space, type:
\20

— Toinsert abackslash, type:
\\

Making Temporary Modifications to Your Configuration
with tmconfig

Many aspects of your configuration can be changed dynamically. This section provides
instructions for performing the tasks cited in the following list:

e “How to Add aNew Machine” on page 3-15

e “How to Add a Server” on page 3-18

e “How to Activate aNewly Configured Machine” on page 3-20
e “How to Add aNew Group” on page 3-23

e “How to Change Data-dependent Routing (DDR) for an Application” on page 3-24
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e “How to Change Factory-based Routing (FBR) for an Interface” on page 3-25
e “How to Change Application-wide Parameters’ on page 3-27
e “How to Change an Application Password” on page 3-29
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How to Add a New Machine

1. Enter tmconfig.

2. To specify themacHINES section of the configuration file, enter 2 after the prompt following
the list of sections. (Refer to lines 2-4 in the following sample listing.)

3. Pressthe Enter key to accept the default operation to be performed. Thedefaultis1) FIRsT,
an operation that displaysthefirst record in the designated section. Inthis case, thefirst record
isfor the first machine appearing in the MacHINES section. (Refer to line 6.)

4. Pressthe Enter key to accept the default choices regarding whether to enter the text editor (no)
and whether to have the specified operation performed (yes). Asrequested, thefirst record in
the MacHINES section is now displayed, which is the record for a machine named s1TE1 in
the following sample listing. (Refer to lines 10-35 in the following listing.)

5. Select the MACHINES section again, by pressing the Enter key after the menu of sections.
(Refer to lines 36-38.)

6. Select the ApD operation by entering 4 after the menu of operations. (Refer to lines 39-40.)
7. Enter thetext editor by entering v at the prompt. (Refer to line 41.)
8. Change pathnames as appropriate and specify new values for four key fields:
- Ta_TLOGSIZE (refer to lines 50-51)
— 7a_pM1D (refer to lines 52-53)
— Ta_1M1D (refer to lines 54-55)
— Ta_TYPE (refer to lines 56-57)
9. Write (that is, save) your input and quit the editor. (Refer to lines 58-60.)

10. Direct tmconfig to perform the operation (add the machine) by entering v at the prompt.
(Refer to line 61.)

Listing 3-2 illustrates a tmconfig session in which amachine is being added.

Listing 3-2 Adding a Machine

1 $ tmconfig
2 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
3 5)SERVICES 6) NETWORK 7) ROUTING qg) QUIT 9) WSL
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10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 2
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [1]:
Enter editor to add/modify fields [n]?
Perform operation [y]?
9 Return value TAOK
10 Buffer contents:

0 ~J o Ul

11 TA_OPERATION 4

12 TA_SECTION 1

13 TA_OCCURS 1

14 TA_PERM 432

15 TA_MAXACCESSERS 40

16 TA_MAXGTT 20

17 TA_MAXCONV 10

18 TA_MAXWSCLIENTS 0

19 TA_TLOGSIZE 100

20 TA_UID 4196

21 TA_GID 601

22 TA_TLOGOFFSET 0

23 TA_TUXOFFSET 0

24 TA_STATUS LIBTUX_CAT:1137: Operation completed successfully
25 TA_PMID mchnl

26 TA_LMID SITE1l

27 TA_TUXCONFIG /home/apps/bank/TUXCONFIG
28 TA_TUXDIR /home/tuxroot

29 TA_STATE ACTIVE

30 TA_APPDIR /home/apps/bank

31 TA_TYPE 3B2

32 TA_TLOGDEVICE /home/apps/bank/TLOG

33 TA_TLOGNAME TLOG

34 TA_ULOGPFX /home/apps/bank/ULOG

35 TA_ENVFILE /home/apps/bank/ENVFILE

36 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
37 5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL

38 10) NETGROUPS 11) NETMAPS 12) INTERFACES [2]:

39 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
40 6) CLEAR BUFFER 7) QUIT [1]: 4

41 Enter editor to add/modify fields [n]? vy

42 491

43 g/home/s//usr/p

44 TA_TUXCONFIG /usr/apps/bank/TUXCONFIG
45 TA_TUXDIR /usr/tuxroot

46 TA_APPDIR /usr/apps/bank

47 TA_TLOGDEVICE /usr/apps/bank/TLOG

48 TA_ULOGPFX /usr/apps/bank/ULOG

49 TA_ENVFILE /usr/apps/bank/ENVFILE
50 /100/s//150/p

51 TA_TLOGSIZE 150

52 /mchnl/s//mchn2/p
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53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88

TA_PMID

/SITEl/s//SITE3/p

TA_LMID
/3B2/s//SPARC/p
TA_TYPE

w

412

q

Perform operation
Return value TAUPDATED

Buffer contents:
TA_OPERATION
TA_SECTION
TA_OCCURS
TA_PERM
TA_MAXACCESSERS
TA_MAXGTT
TA_MAXCONV
TA_MAXWSCLIENTS
TA_TLOGSIZE
TA_UID

TA_GID
TA_TLOGOFFSET
TA_TUXOFFSET
TA_STATUS
TA_PMID
TA_LMID
TA_TUXCONFIG
TA_TUXDIR
TA_STATE
TA_APPDIR
TA_TYPE
TA_TLOGDEVICE
TA_TLOGNAME
TA_ULOGPFX
TA_ENVFILE

How to Add a New Machine

mchn?2
SITE3

SPARC

432
40
20
10

150

4196

601

0

0

LIBTUX_CAT:1136: Update completed successfully
mchn?2

SITE3
/usr/apps/bank/TUXCONFIG
/usr/tuxroot

NEW

/usr/apps/bank

SPARC
/usr/apps/bank/TLOG

TLOG

/usr/apps/bank/ULOG
/usr/apps/bank/ENVFILE
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1. Enter tmconfig.

2. To specify the servERs section of the configuration file, enter 4 after the menu of sections.
(Refer to line 3 in the following sample listing.)

3. Request thecLEAR BUFFER Operation by entering 6 after the menu of operations. (Refer toline
5 in the following sample listing.)

4. Pressthe Enter key to accept the default section: servers. (Refer to lines 7-9 in thefollowing
sample listing.)

5. Request the ApD operation by entering 4 after the menu of operations. (Refer to lines 10-11in
thelisting.)

6. Enter the text editor by entering y at the prompt. (Refer to line 12.)
7. Specify new values for three key fields:
— TA_SERVERNAME (refer to line 15)
— Ta_SRVGRP (refer to line 16)
— Ta_srvID (refer toline 17)
8. Write (that is, save) your input and quit the editor. (Refer to lines 19-21.)

9. Direct tmconfig to perform the operation (add the server) by entering y at the prompt. (Refer
toline 22.)

Listing 3-3illustrates a tmconfig session in which a server is being added.

Listing 3-3 Adding a Server

1 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
2 5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL

3 10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 4

4 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
5 6) CLEAR BUFFER 7) QUIT [4]: 6

6 Buffer cleared

7 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
8 5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL

9 10) NETGROUPS 11) NETMAPS 12) INTERFACES [4]:

10 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
11 6) CLEAR BUFFER 7) QUIT [6]: 4
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12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

Enter editor to add/modify fields [n]? vy

1

c

TA_SERVERNAME
TA_SRVGRP
TA_SRVID

w

28

q

Perform operation
Return value TAOK
Buffer contents:
TA_OPERATION
TA_SECTION
TA_OCCURS
TA_SRVID
TA_SEQUENCE
TA_MIN

TA_MAX
TA_RQPERM
TA_RPPERM
TA_MAXGEN
TA_GRACE
TA_STATUS
TA_SYSTEM ACCESS
TA_ENVFILE
TA_SRVGRP
TA_SERVERNAME
TA_CLOPT

TA_CONV
TA_RQADDR
TA_REPLYQ
TA_RCMD
TA_RESTART

XFER
BANKB1

PP OURFWW

432

432

5

86400

LIBTUX _CAT:1137:
FASTPATH

BANKB1
XFER
-A

N

Y

How to Add a Server

Operation completed successfully
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How to Activate a Newly Configured Machine

1
2.

© ®© N o

Enter tmconfig.

To specify the macuINEs section of the configuration file, enter 2 after the menu of sections.
(Refer to lines 1-3 in the following sample listing.)

In order to select the appropriate record in the MacHINES section, you need to toggle through
the list of machine records. To view the first machine record, select the FIrsT operation by
pressing the Enter key after the menu of operations. (Refer to lines4-5 inthefollowing sample
listing.) If you do not want thefirst machine record, select the NExT operation to view the next
machine record by entering 2 after the menu of operations.

Pressthe Enter key to accept the default choices regarding whether to enter the text editor (no)
and whether to have the specified operation performed (yes). The requested record in the
MACHINES Section is now displayed, which is the record for a machine named s1TE3 in the
following sample listing. (Refer to lines 9-34 in the following listing.)

Select the MACHINES Section again, by pressing the Enter key after the menu of sections.
(Refer to lines 35-37.)

Select theuppaTE Operation by entering 5 after the menu of operations. (Refer to lines 38-39.)
Enter the text editor by entering v at the prompt. (Refer to line 40.)
Change the value of the Ta_sTaTe field from nEw to acTIVE. (Refer to lines 42-45.)

Write (that is, save) your input and quit the editor. (Refer to lines 46-48.)

10. Direct tmconfig to perform the operation (activate the newly configured machine) by

entering y at the prompt. (Refer to line 49.)

11. tmconfig displaysthe revised record for the specified machine so that you can review your

change and, if necessary, edit it.

12. If the revised entry is acceptable, select 7 after the menu of operationsto end the tmconfig

session.

Listing 3-4 illustrates a tmconfig session in which a server is being activated.

Listing 3-4 Activating a New Server

1 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
2 5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL

3-20
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How to Activate a Newly Configured Machine

10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 2

Operation: 1) FIRST 2)

6) CLEAR BUFFER 7) QUIT

NEXT 3) RETRIEVE 4) ADD 5) UPDATE

[17:

Enter editor to add/modify fields [n]?

Perform operation [y]?
Return value TAOK
Buffer contents:
TA_OPERATION
TA_SECTION
TA_OCCURS

TA_PERM
TA_MAXACCESSERS
TA_MAXGTT
TA_MAXCONV
TA_MAXWSCLIENTS
TA_TLOGSIZE
TA_UID

TA_GID
TA_TLOGOFFSET
TA_TUXOFFSET
TA_STATUS

TA_PMID

TA_LMID
TA_TUXCONFIG
TA_TUXDIR
TA_STATE
TA_APPDIR

TA_TYPE
TA_TLOGDEVICE
TA_TLOGNAME
TA_ULOGPFX
TA_ENVFILE
Section: 1) RESOURCES,

432
40
20
10

150
4196
601
0

0

LIBTUX_CAT:1175: Operation completed successfully

mchn?2

SITE3
/usr/apps/bank/TUXCONFIG
/usr/tuxroot

NEW

/usr/apps/bank

SPARC
/usr/apps/bank/TLOG

TLOG

/usr/apps/bank/ULOG
/usr/apps/bank/ENVFILE
MACHINES, 3) GROUPS 4) SERVERS

5) SERVICES 6) NETWORK 7) ROUTING q) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [2]:

Operation: 1) FIRST 2)

6) CLEAR BUFFER 7) QUIT

NEXT 3) RETRIEVE 4) ADD 5) UPDATE

[1]: 5

Enter editor to add/modify fields [n]? vy

491

/TA_STATE

TA_STATE

s/NEW/ACTIVE

TA_STATE

w

412

a

Perform operation [y]?
Return value TAUPDATED
Buffer contents:

NEW

ACTIVE
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ow to Add a New Group

1. Enter tmconfig.

2. To specify the croups section of the configuration file, enter 3 after the prompt following the

list of sections. (Refer to lines 1-3 in the following sample listing.)

3. Request the cLEAR BUFFER Operation by entering 6 after the menu of operations. (Refer toline

5 in the following sample listing.)

4. Accept the default section, croups, by pressing the Enter key. (Refer to lines 7-9 in the

following sample listing.)

5. Request the ApD operation by entering 4 after the menu of operations. (Refer to lines10-11in

thelisting.)
6. Enter the text editor by entering v at the prompt. (Refer to line 12.)
7. Specify new values for three key fields:

— 7a_1M1D (refer to line 15)
— Ta_SRVGRP (refer to line 16)
— Ta_GrpNO (refer to line 17)
Listing 3-5illustrates a tmconfig session in which agroup is being added.

Listing 3-5 Adding a Group

0 ~Jo Ui W

e e )
AUl WN R O

Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]: 3
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6) CLEAR BUFFER 7) QUIT [4]: 6
Buffer cleared
Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL
10) NETGROUPS 11) NETMAPS 12) INTERFACES [3]:
Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE

6) CLEAR BUFFER 7) QUIT [6]: 4
Enter editor to add/modify fields [n]? vy
1
c
TA_LMID SITE3
TA_SRVGRP GROUP3
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17

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

TA_GRPNO 3
18 .

w
42

a

Perform operation [y]?
Return value TAUPDATED
Buffer contents:

TA_OPERATION 2

TA_SECTION 2

TA_OCCURS 1

TA_GRPNO 3

TA_TMSCOUNT 0

TA_STATUS LIBTUX_CAT:1136: Update completed successfully
TA_LMID SITE3

TA_SRVGRP GROUP3

TA_TMSNAME

TA_OPENINFO

TA_CLOSEINFO

How to Change Data-dependent Routing (DDR) for an
Application

To change the data-dependent routing for an application, complete the following steps:

3-24

1
2.

Enter tmconfig.

To specify the RouTING section of the configuration file, enter 7 after the prompt following
thelist of sections.

Toggle through the list of entries for the RouTING Section by selecting the FIrRST and NEXT
operations, which display the first and subsequent entries, respectively. Select the entry for
which you want to change the ppr.

Select 5) uppaTe from the menu of operations.

Enter the text editor by entering v at the prompt.
Do you want to edit(n)? vy

Change the values of relevant fields to the values shown in the “ Sample Value” column of
Table 3-2.

Administering an Oracle Tuxedo Application at Run Time



How to Change Factory-based Routing (FBR) for an Interface

Table 3-2 Change Data-dependent Routing (DDR) for an Application

Field

Sample Value Meaning

TA_ROUTINGNAME account_routing Name of the routing section

TA_BUFTYPE FML Buffer type
TA_FIELD account_ID Name of the routing field
TA_RANGES 1-10:groupl, *: * The routing criteriabeing used. If, as shown here, the value of

account_ID isbetween 1 and 10 (inclusive), requests are
sent to the serversin group 1. Otherwise, requests are sent to
any other server in the configuration.

Note: For details, see tmconfig, wtmconfig (1) inthe Oracle Tuxedo Command Reference.

How to Change Factory-based Routing (FBR) for an
Interface

Note: For detailed information about factory-based routing for a distributed Oracle Tuxedo

CORBA application, refer to the Scaling, Distributing, and Tuning CORBA Applications
guide.

To change the factory-based routing for a CORBA interface, complete the following steps:

1
2.

Start a tmconfig SEsSion.

Select the RouTING Section of the configuration file (choice #7 on the menu of configuration
file sections).

Using the rTrsT and NEXT operations, select the entry for which you want to change the FBR.
Select the upDATE Operation.

Enter v (for yes) when prompted to say whether you want to start editing.
Do you want to edit(n)? vy

Change the relevant fields to values such as those shown in the middle column in Table 3-3:
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Table 3-3 Change Factory-based Routing (FBR) for an Interface

Field Sample Value Meaning

TA_ROUTINGNAME STU_ID Name of the routing section.

TA_FIELD student_id The value of thisfield is subject to the
criterion (specified in the TA_RANGES
field); that is, the value of thisfield
determines the routing result.

TA_RANGES 100001-100050:0RA_GRP1, Therouting criterion being used.

100051-*:0RA_GRP2

3-26

The value of the Ta_rances field isthe routing criterion. For example, assume that our modest
student enrollment before the update allowed for arouting criterion of student I Ds between
100001-100005 to ora_crp1, and 100006—100010 to ora_crr2. In the change shown in the
preceding table, if thevalue of student_id isbetween 100001-100050 (inclusive), requestsare
sent to the serversin ora_grp1. Other requests are sent to ora_GRP2.

Note: Dynamic changes that you make to arouting parameter with tmconfig take effect on
subsequent invocations and do not affect outstanding invocations.

Y ou can aso dynamically change the Ta_FACTORYROUTING assignment in the INTERFACES
section. For example:

1. Start atmconfig Session.

2. Select the INTERFACES section of the configuration file (choice #12 on the menu of
configuration file sections).

3. Usingther1rsT and NEXT Operations, select theinterface entry for which you want to change
the FBR. For example, if you defined a new factory-based routing criterion named campus in
the rouTING Section, you could reassign a Registrar interface to this criterion.

4. Select the upDATE operation.

5. Enter y (for yes) when prompted to say whether you want to start editing.

Do you want to edit(n)? vy
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How to Change Application-wide Parameters

Some run-time parameters are relevant to all the components (machines, servers, and so on) of
your configuration. These parameters are listed in the REsoURCES section of the configuration
file

An easy way to familiarize yourself with the parameters in the REsourcEs section isto display
the first entry in that section. To do so, complete the following procedure.

1. Enter tmconfig.

2. Select the RESOURCES section, which isthe default, by pressing the Enter key after the list of
sections. (Refer to lines 1-3 in the following sample listing.)

3. Request the FIRST Operation, which is the default, by pressing the Enter key after the menu
of operations. (Refer to lines 4-5.)

4. When asked whether you want to edit, accept the default (n) by pressing the Enter key.
Do you want to edit(n)?

5. When asked whether you want the specified operation (rIrsT) to be performed, accept the
default (v) by pressing the Enter key.

Perform operation [y]?

Listing 3-6 shows a tmconfig session in which the first entry in the RESOURCES sectionis
displayed.

Listing 3-6 Displaying the First Entry in the RESOURCES Section

1 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
2 5)SERVICES 6) NETWORK 7) ROUTING ¢g) QUIT 9) WSL

3 10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

4 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
5 6) CLEAR BUFFER 7) QUIT [1]:

6 Enter editor to add/modify fields [n]?

7 Perform operation [y]?

8 Return value TAOK

9 Buffer contents:

10 TA_OPERATION 1

11 TA_SECTION 0

12 TA_STATUS Operation completed successfully

13 TA_OCCURS 1

14 TA_PERM 432
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

3-28

TA_BBLQUERY
TA_BLOCKTIME
TA_DBBLWAIT
TA_GID
TA_IPCKEY
TA_LICMAXUSERS
TA_MAXACCESSERS
TA_MAXBUFSTYPE
TA_MAXBUFTYPE
TA_MAXCONV
TA_MAXDRT
TA_MAXGROUPS
TA_MAXGTT
TA_MAXMACHINES
TA_MAXQUEUES
TA_MAXRFT
TA_MAXRTDATA
TA_MAXSERVERS
TA_MAXSERVICES
TA_MIBMASK
TA_SANITYSCAN
TA_SCANUNIT
TA_UID
TA_MAXACLGROUPS
TA_MAXNETGROUPS
TA_MAXINTERFACES
TA_MAXOBJECTS

30

6

2

10
80997
1000000
100
32

16

10

0

100
25
256
36

0

8

36
100

0

12

10
5469
16384
8

150
1000

TA_SIGNATURE_AHEAD 3600
TA_SIGNATURE_BEHIND 604800

TA_MAXTRANTIME
TA_STATE
TA_AUTHSVC
TA_CMTRET
TA_DOMAINID
TA_LDBAL
TA_LICEXPIRE
TA_LICSERIAL
TA_MASTER
TA_MODEL
TA_NOTIFY
TA_OPTIONS
TA_SECURITY
TA_SYSTEM_ACCESS
TA_USIGNAL
TA_PREFERENCES
TA_COMPONENTS

0
ACTIVE

COMPLETE

Y
2003-09-15
1234567890
SITEL

SHM

DIPIN

NONE
FASTPATH
SIGUSR2

TRANSACTIONS, QUEUE, TDOMAINS,

EVENTS, WEBGUI , WSCOMPRESSION, TDOMCOMPRESSION
TA_SIGNATURE_REQUIRED
TA_ENCRYPTION_REQUIRED
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64 TA_SEC_PRINCIPAL_NAME
65 TA_SEC_PRINCIPAL_LOCATION
66 TA_SEC_PRINCIPAL_PASSVAR

How to Change an Application Password

1. Enter tmconfig.

2. Select the RESOURCES section, which isthe default, by pressing the Enter key following the
list of sections. (Refer to lines 2-4 in the following sample listing.)

3. Request the cLEAR BUFFER operation by entering 6 after the menu of operations. (Refer to
line6.)

4. Select the RESOURCES section again, by pressing the Enter key after the menu of sections.
(Refer to lines 8-10.)

5. Select theurpaTE operation by entering s after the menu of operations. (Refer to lines 11-12.)
6. Enter thetext editor by entering v at the prompt. (Refer to line 13.)

7. Enter (inthe buffer):

TA_PASSWORD new_password

8. Write (that is, save) your input and quit the editor. (Refer to lines 18-20.)
Listing 3-7 shows a tmconfig session in which an application password is changed to neptune.

Listing 3-7 Changing an Application Password

1 $ tmconfig

2 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
3 5)SERVICES 6) NETWORK 7) ROUTING g) QUIT 9) WSL

4 10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:

5 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
6 6) CLEAR BUFFER 7) QUIT [4]: 6

7 Buffer cleared

8 Section: 1) RESOURCES, 2) MACHINES, 3) GROUPS 4) SERVERS
9 5)SERVICES 6) NETWORK 7) ROUTING qg) QUIT 9) WSL

10 10) NETGROUPS 11) NETMAPS 12) INTERFACES [1]:
11 Operation: 1) FIRST 2) NEXT 3) RETRIEVE 4) ADD 5) UPDATE
12 6) CLEAR BUFFER 7) QUIT [6]: 5
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14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

3-30

Enter editor to add/modify fields [n]? vy

1
C
TA_PASSWORD

w
49

g
Perform operation

neptune

[yl?

Return value TAUPDATED

Buffer contents:
TA_OPERATION
TA_SECTION
TA_STATUS
TA_OCCURS
TA_PERM
TA_BBLQUERY
TA_BLOCKTIME
TA_DBBLWAIT
TA_GID
TA_TIPCKEY
TA_LICMAXUSERS
TA_MAXACCESSERS
TA_MAXBUFSTYPE
TA_MAXBUFTYPE
TA_MAXCONV
TA_MAXDRT
TA_MAXGROUPS
TA_MAXGTT
TA_MAXMACHINES
TA_MAXQUEUES
TA_MAXRFT
TA_MAXRTDATA
TA_MAXSERVERS
TA_MAXSERVICES
TA_MIBMASK
TA_SANITYSCAN
TA_SCANUNIT
TA_UID
TA_MAXACLGROUPS
TA_MAXNETGROUPS
TA_MAXINTERFACES
TA_MAXOBJECTS
TA_PASSWORD
TA_STATE
TA_AUTHSVC
TA_CMTRET
TA_DOMAINID
TA_LDBAL

1

0
Operation completed successfully
1

432

30

6

2

10
80997
1000000
100

32

16

10

0

100

25

256

36

0

8

36

100

0

12

10
5469
16384
8

150
1000
neptune
ACTIVE

COMPLETE

Y
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63
64
65
66
67
68
69
70
71
72
73

TA_LICEXPIRE
TA_LICSERIAL
TA_MASTER
TA_MODEL
TA_NOTIFY
TA_OPTIONS
TA_SECURITY
TA_SYSTEM_ACCESS
TA_USIGNAL
TA_PREFERENCES
TA_COMPONENTS

Limitations on Dynamic Modification Using tmconfig

1998-09-15
1234567890
SITE1l

SHM

DIPIN

NONE
FASTPATH
SIGUSR2

TRANSACTIONS, QUEUE, TDOMAINS, EVENTS, WEBGUTI,
WSCOMPRESSION, TDOMCOMPRESSION

Limitations on Dynamic Modification Using tmconfig

Keep in mind the following restrictions when modifying your application dynamically using
tmconfig. Be careful about setting parameters that cannot be changed easily.

e Associated with each section is a set of key fields that are used to identify the record upon
which operations are performed. (For details, see tmconfig, wtmconfig (1) inthe
Oracle Tuxedo Command Reference.) Key field values cannot be changed while an
application isrunning. Normally, it is sufficient to add a new entry, with a new key field,
and use it instead of the old entry. When thisis done, only the new entry is used; the old
entry in the configuration is not booted by the administrator.

e Generally speaking, you cannot update a parameter while the configuration component
with which it is associated is booted. For example, you cannot change an entry in the
MACHINES Section while the machine associated with that entry is booted. Specifically:

— If any server in agroup is booted, you cannot change the entry for that group.

— If aserver is booted, you cannot change its name, type (conversationa or not), or
parameters related to its message queue. (You can change other server parameters at
any time but your changes do not take effect until the next time the server is booted.)

— You can change a SERVICES entry at any time, but your changes do not take effect until
the next time the service is advertised.

— Updatesto the REsouRrCES section are restricted by the following conditions: the uTp,
GID, PERM, MAXACCESSERS, MAXGTT, and MaxcoNv parameters cannot be updated in the
RESOURCES Section but can be updated on a per-machine basis; and the 1pckEy,
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MASTER, MODEL, OPTIONS, USIGNAL, MAXSERVERS, MAXSERVICES, MAXBUFTYPE, and
MAXBUFSTYPE parameters cannot be changed dynamically.

o Carefully track the section of the configuration file in which you are working; tmconfig
does not warn against performing an operation in the incorrect section. For example, if you
try to update the ENVFILE parameter (in the MACHINES Section) while you are working in
the RESOURCES section, the operation appears to succeed (that iS, tmconfig returns TA0K),
but the change does not appear in your unloaded usecoNF1G file. You can be sure an
update is done only when the TAuPDATED status message is displayed.

In a multiple-machine configuration, always perform the following tasks:

e Specify abackup for the masTER machine, along with the MmIGRATE option (even if aneed
for application server migration is not anticipated).

e FOr MAXSERVERS, MAXSERVICES, and other parameters that define maximum limits, assign
settings that are high enough to allow for sufficient growth. If your applicationisinitialy
deployed on only one machine, but is expected to grow to a multiple-machine
configuration, use the MP model, specifying the L.ax option and a network entry for the
initial machine.

e Set the parametersin the MAcHINES section carefully because updating them requires

shutting down the machine (and switching the MasTER to the backup in the case of the
MASTER machine).

Tasks That Cannot Be Performed on a Running System

Most elements of the Oracle Tuxedo system can be changed dynamically, through either manual
intervention or automatic processes. For example, new servers can be spawned, new machines
can be added, timeout parameters can be changed, and so on. A few parameters, however, cannot
be changed while a system is operational :

e Any parameter that affects the size of the bulletin board is not dynamic. Most of these
parameters begin with the string max, such as maxcTT, which defines the maximum number
of in-flight transactions allowed within the Oracle Tuxedo system at any time.

e The name of amachine being used in arunning application is not dynamic. New machines
(that is, machines with new names) can be added, but an existing machine name cannot be
changed.

e Once server executables are assigned to run on both master and backup machines, the
assignment of the master and backup cannot be changed.
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Note: You can configure new copies of a server executable to run on additional machines, but
you cannot change existing servers with unique identifiers.

Making Temporary Modifications to Your Configuration
with tmadmin

When you use the tmconfig command to update the Tuxconrzc file and any bulletin board
entries associated with it, the changes you make are permanent; they persist after the system is
shut down and rebooted.

In some situations, however you may want to make temporary changesto arunning application.
For example, you may want to:

e Suspend Tuxedo ATMI services or servers
o Resume Tuxedo ATMI services or servers

Advertise services or servers

Unadvertise services or servers

Change ATMI service parameters

Change CORBA interface parameters

Change the timeout value
e Suspend CORBA interfaces

o Resume CORBA interfaces

Y ou can perform these taskswith the tmadmin command, as specified in the procedures provided
in this section.

How to Set Environment Variables for tmadmin

Before you can start a tmadmin Session, you must set your environment variables and any
required permissions. For your convenience, you may also want to select atext editor other than
the default editor.

Complete the following procedure to set up your working environment properly before running
tmadmin.
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1. Loginasthe Oracle Tuxedo application administrator if you want to add entriesto
TUXCONFIG, or to modify existing entries. This step is not required if you only want to view
existing configuration file entries without changing or adding to them.

2. Assign values to two mandatory environment variables: TuxcoNFIG and TUXDIR.

— Thevalue of Tuxconric must be the full path name of the binary configuration file on
the machine on which tmconfig isbeing run.

— Thevalue of TuxpIr must be the root directory for the Oracle Tuxedo system binary
files. (tmconfig must be able to extract field names and identifiers from
$TUXDIR/udataobj/tpadmin.)

How to Suspend Tuxedo ATMI Services or Servers

To suspend aTuxedo ATMI server or aservice, enter the tmadmin and susp (short for suspend)
commands, as follows:

$ tmadmin

> susp

The suspend command marks one of the following as inactive:
e One service
e All services of aparticular queue

e All services of aparticular group ID or server ID combination

After you suspend a service or aserver, any requests for it that remain on the queue are handled,
but no new service requests are routed to the suspended server. If agroup ID or server ID
combination is specified and it is part of an MSSQ set, all serversin that MSSQ set become
inactive for the services specified.

How to Resume Tuxedo ATMI Services or Servers

3-34

To have aTuxedo ATMI server or a service resume, enter the tmadmin and resume (Or res)
commands, as follows:

$ tmadmin

> res

The resume command undoes the effect of the suspend command; it marks as active for the
queue one of the following:
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e Oneservice
e All services of aparticular queue

e All services of aparticular group ID/server ID combination

If, inthis state, the group ID or the server ID ispart of an MSSQ set, al serversin that M SSQ set
become active for the services specified.

How to Advertise Services or Servers

To advertise a service or server, enter the following commands:

$ tmadmin

> adv [{[-g queue_name] | [-g grpid] [-i srvidl}] service

Although a service must be suspended before it may be unadvertised, you do not need to
unsuspend a service before readvertising it. If you simply advertise a service that was
unadvertised earlier, and is currently suspended, the service is unsuspended.

How to Unadvertise Services or Servers

To unadvertise a service or server, you must suspend it by entering the following commands:

$ tmadmin

> unadv [{[-g gqueue_name] | [-g grpid] [-i srvidl}] service

Unadvertising a service has more drastic results than suspending it. When you unadvertise a
service, the service table entry for it is deallocated and the cleared space in the service table
becomes available to other services.

How to Change Service Parameters for Tuxedo ATMI
Servers

The tmadmin command allows you to change, dynamically, the values of service parametersfor
aspecific group ID/server ID combination or for a specific queue.

Table 3-4 lists the tmadmin commands available for changing service parameters defined in this
way.
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Table 3-4 tmadmin Commands for Changing Service Parameters

To Change... Enter the Following Commands...

Load value (LOAD) $tmadmin
>chl -s service name

Dequeueing priority (PRIO) $tmadmin
>chp -s service_name

Transaction timeout value $tmadmin
>chtt -s service_ name

The -s option must be specified, either on the tmadmin default command line or on the
tmadmin chl, chp, Of chtt command line. Because it is possible to set the -s option on the
default command line, the -s option is considered optional on the chi1, chp, and chtt
command lines.

How to Change Interface Parameters for Tuxedo CORBA
Servers

The tmadmin command allows you to change, dynamically, the values of interface parameters
for a specific group ID/server ID combination or for a specific queue.

Table 3-5 lists the tmadmin commands available for changing interface parameters defined in
thisway.

Table 3-5 tmadmin Commands for Changing Interface Parameters

To Change... Enter the Following Commands...

Load value (LOAD) $tmadmin
>chl -I interface name

Dequeueing priority (PRIO) $tmadmin
>chp -I interface_name

Transaction timeout value $tmadmin
>chtt -I interface name
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The -1 option must be specified, either on the tmadmin default command line or on the
tmadmin chl, chp, Of chtt command line. Because it is possible to set the -1 option on the
default command line, the -1 option is considered optional on the chl, chp, and chtt
command lines.

How to Change the AUTOTRAN Timeout Value

To change the transaction timeout (TranTIME) for aninterface or service with the auToTran flag
set, run the changetrantime (chtt) command, asfollows:

$ tmadmin

chtt [-m machine] {-q gaddress [-g groupname] [-1 srvid]
[-s service] | -g groupname -i srvid -s service |
-I interface [-g groupname]} newtlim

Y ou cannot change transaction timeouts begun by application clients using tpbegin () or

txX_set_transaction_timeout ().

How to Suspend Tuxedo CORBA Interfaces

Note: The execution of the suspend commands has minimal impact on the Oracle Tuxedo
system resources when compared with the resources gained by suspending a server.

To suspend an interface, enter the suspend (0r susp) command. For example:

tmadmin
>susp -1 IDL:beasys.com/Simple:1.0

If aninterfaceis suspended, aclient will not be able to invoke amethod on that interface until the
interface is resumed.

How to Resume Tuxedo CORBA Interfaces

Note: Theexecution of the resume command hasminimal impact on the Oracle Tuxedo system
resources when compared with the resources gained by suspending a server.

To resume an interface, enter the resume (Or res) command. For example:

tmadmin

>res -1 IDL:beasys.com/Simple:1.0

If a suspended interface is resumed, clients will be able to invoke methods on that interface.
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CHAPTERo

Managing the Network in a Distributed
Application

Thistopic includes the following sections:

Running a Network for a Distributed Application

Compressing Data Over a Network

Balancing Network Request Loads
e How to Use Data-Dependent Routing

e How to Change Your Network Configuration

Running a Network for a Distributed Application

Most of the work associated with running the network for adistributed application is donein the
configuration or setup phase. Once you have defined the network and booted the application, the
software automatically runs the network for you.

This topic describes how the Oracle Tuxedo system moves data through a network, and explains
how to set the configuration file parameters that control network operations.

Compressing Data Over a Network

The Oracle Tuxedo system allows you to compress data being sent from one application process
to another. Data compression is useful in most applications and is vital in supporting large
configurations. Y ou can use data compression when the sender and receiver of amessage are on
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the same machine (local data compression), or when the sender and receiver of amessage are on
different machines (remote data compression). Both forms of compression provide advantages:

e Because messages are sent over interprocess communication (IPC) queues, the advantage
of local data compression isthat it resultsin lower utilization of IPC resources.

e Because messages are sent over a network, the advantage of remote data compression is
that it resultsin lower utilization of network bandwidth.

How to Set the Compression Level

If you decide to use data compression, you must set the cMpr.IMIT parameter in the MACHINES
section of the configuration file, as follows:

CMPLIMIT=string valuell,string valueZ2]

The strings that make up the value of this parameter specify the threshold message size for
messages bound to remote processes (string valuel) andlocal processes (string value2).
Only thefirst string is required. The default for both stringsis the value of the Maxr.onG
parameter.

In addition, you have the option of setting the TmcvprrFM parameter to establish an appropriate
balance between compression and CPU performance. Higher and slower compression resultsin
more efficient network bandwidth; lower but faster compression yields less CPU utilization.

To specify the desired level of compression, complete the following procedure.

1. Set the compression threshold using the cMpLIMIT parameter in the UBBCONFIG
configuration file.

2. (Optional step) Set the TMmcMpPrRFM environment variable. The value of TMcMPPRFM Must be a
single digit between 1 and 9; the default is 1.

A value of 1 specifies the lowest level of compression with the fastest performance; 9
represents the highest level of compression with the slowest performance. The lower the
number, the more quickly the compression routine is executed.

For moreinformation on setting the TmcupPRFM Variable, refer to tuxenv (5) intheFile Formats,
Data Descriptions, MIBs, and System Processes Reference.
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Compressing Data Over a Network

Selecting Data Compression Thresholds

Y ou can designate acompression threshol d for messages. any messages larger than the threshold
you specify are compressed. To designate acompression threshold, set the cupr.iMIT parameter.
For instructions, see “How to Set the Compression Level” on page 4-2.

When choosing data compression thresholds, keep in mind the following criteria:

e Consider using remote data compression if your sites are running Oracle Tuxedo release
4.2.1 or later. Your setting depends on the speed of your network. You may want to assign
different settings, for example, to an Ethernet network (which is a high-speed network) and
an X.25 network (which is alow-speed network).

— For ahigh-speed network, consider setting remote data compression to the lowest limit
for file transfers generated by the Oracle Tuxedo system. (See the note about file
transfers provided later in thislist.) In other words, compress only messages that are
large enough to be candidates for file transfer on either the sending site or the receiving
site. Note that each machine in an application may have a different limit. If thisisthe
case, choose the lowest limit possible for each machine.

— For alow-speed network, consider setting remote data compression to zero on all
machines; that is, compress all application and system messages.

e Consider using local data compression for sites running Oracle Tuxedo release 4.2.1 or
later, even if they are interoperating with pre-release 4.2.1 sites. Thisresultsin lower
utilization of IPC resources. This setting also enables you to avoid file transfers in many
situations that might otherwise require atransfer and, when file transfers cannot be
avoided, this setting greatly reduces the size of the files used. For more information, refer
to “Message Queues and Messages’ in Installing the Oracle Tuxedo System.

For local data compression, you can assign a different threshold to each machine in an
application. If thisisthe case, aways choose the lowest limit possible for each machine.

Note: For high-traffic applications that involve alarge volume of timeouts and discarding
of messages due to |PC queue blocking, you may want to lower the demand of the
application on the IPC queuing subsystem by having local compression done at all
times.

Because compression depends on the type of data being transmitted, we strongly recommend that
you try different settings in your environment to determine which one yields the best results.
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See Also

e DMCONFIG(5) inthe File Formats, Data Descriptions, MIBs, and System Processes
Reference

e tuxenv (5) inthe File Formats, Data Descriptions, MIBs, and System Processes Reference

e “What |s Data Compression?” in Introducing Oracle Tuxedo ATMI

Balancing Network Request Loads

44

If load balancing is turned on (that is, if LDBAL is set to v in the RESOURCES section of the
application configuration file), the Oracle Tuxedo system attempts to bal ance requests across the
network. Becauseload information isnot updated globally, each site hasauniqueview of theload
at remote sites.

Usethe NETLOAD parameter in themacuINES section of the configuration file (or the TMNETL.OAD
environment variable) to force more requests to be sent to local queues. The value of this
parameter isanumber that is added to the load for remote queues, so the remote queues appear
to have more work than they do. As aresult, even if load balancing is turned on, local requests
are sent to local queues more often than to remote queues.

Asan example, assume servers A and B offer a service with load factor 50. Server A isrunning
on the same machine as the calling client (local), and server B isrunning on a different machine
(remote). If NETLOAD is set to 100, approximately three requests will be sent to A for every one
sent to B.

Another mechanism that affects load balancing islocal idle server preference. Requests are
always sent to a server on the same machine as the client, assuming that the server offers the
desired serviceand isidle. Thisdecision overrides any load balancing considerations, becausethe
local server is known to be available immediately.

See Also
e “What Is Load Balancing?’ in Introducing Oracle Tuxedo ATMI
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How to Use Data-Dependent Routing

How to Use Data-Dependent Routing

Data-dependent routing is useful when clients issue service requests to:
e Horizontally-partitioned databases

o Rule-based servers

A horizontally-partitioned database is an information repository that is divided into segments,
each of which isused to store a different category of information. This arrangement issimilar to
alibrary in which each shelf of a bookcase holds books for a different category (for example,
biography, fiction, and so on).

A rule-based server is a server that determines whether service requests meet certain,
application-specific criteria before forwarding them to service routines. Rule-based servers are
useful when you want to handle requests that are aimost identical by taking dlightly different
actions for business reasons.

Note: For detailed information about factory-based routing for a distributed Oracle Tuxedo
CORBA application, refer to the Scaling, Distributing, and Tuning CORBA Applications
guide.

Example of Data-dependent Routing with a
Horizontally-partitioned Database

Suppose two clients in a banking application issue requests for the current balance in two
accounts: Account 3 and Account 17. If data-dependent routing is being used in the application,
then the Oracle Tuxedo system performs the following actions:

1. Getsthe account numbers for the two service requests (3 and 17).

2. Checkstherouting tableson the Oracle Tuxedo bulletin board that show which servershandle
which range of data. (In this example, server 1 handles al requests for Accounts 1 through
10, and server 2 handles all requests for Accounts 11 through 20.)

3. Sends each request to the appropriate server. Specifically, the system forwards the request
about Account 3 to server 1, and the request about Account 17 to server 2.

Figure 4-1 illustrates this process.
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Figure 4-1 Data-dependent Routing with a Horizontally-partitioned Database
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Example of Data-dependent Routing with Rule-based

Servers

A banking application includes the following rules:

e Customers can withdraw up to $500 without entering a specia password.

e Customers must enter a special password to withdraw more than $500.

Two clientsissue withdrawal reguests: one for $100 and one for $800. If data-dependent routing
isenabled to support the withdrawal rules, then the Oracle Tuxedo system performsthefollowing

actions:

1. Getsthe amount specified for withdrawal in the two service requests ($100 and $800).

2. Checkstherouting tables on the Oracle Tuxedo bulletin board that show which servershandle
requests for the amount being requested. (In this example, server 1 handles all requeststo
withdraw amounts up to $500; server 2 handles all requests to withdraw amount over $500.)

3. Sendseach request to the appropriate server. Specifically, the system forwards the request for

$100 to server 1 and the request for $800 to server 2.
Figure 4-2 illustrates this process.
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How to Change Your Network Configuration

Figure 4-2 Data-dependent Routing with Rule-Based Servers
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See Also
e “What |s Data-Dependent Routing?’ in Introducing Oracle Tuxedo ATMI

e Chapter 9, “Distributing ATMI Applications Across a Network,”in Setting Up an Oracle
Tuxedo Application

e Chapter 10, “Creating the Configuration File for a Distributed ATMI Application,”in
Setting Up an Oracle Tuxedo Application

e Chapter 11, “ Setting Up the Network for a Distributed Application,” in Setting Up an
Oracle Tuxedo Application

e Scaling, Distributing, and Tuning CORBA Applications

How to Change Your Network Configuration

To change configuration parameters while your application is running, run the tmconfig (1)
command. This command is a shell-level interface to the Oracle Tuxedo System Management
Information Base (MIB).

Using tmconfig, you can browse and modify the Tuxconr1c file without bringing down your
system. For example, you can add new components, such as machines and servers, while your
application is running.
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See Also

e “Operating Your Application Using Command-Line Utilities” in Introducing Oracle
Tuxedo ATMI

e tmconfig, wtmconfig(1) inthe Oracle Tuxedo Command Reference
e MIB(5) inthe File Formats, Data Descriptions, MIBs, and System Processes Reference

e TM MIB(5) inthe File Formats, Data Descriptions, MIBs, and System Processes
Reference

e “Administering Link-Level Encryption” in Using Security in CORBA Applications
e “Administering Public Key Security” in Using Security in CORBA Applications
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About the EventBroker

Thistopic includes the following sections:

e What Isan Event?

o Differences Between Application-defined and System-defined Events
What Isthe EventBroker?

How the EventBroker Works

What Are the Benefits of Brokered Events?

What Is an Event?

An event is a state change or other occurrence in arunning application (such as a network
connection being dropped) that may require intervention by an operator, an administrator, or the
software. The Oracle Tuxedo system reports two types of events:

e System-defined events—which are situations (primarily failures) defined by the Oracle
Tuxedo system, such as the exceeding of certain system capacity limits, server
terminations, security violations, and network failures.

e Application-defined events—which are situations defined by a customer application, such
asthe oneslisted in Table 5-1.
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Table 5-1 Application-defined Events

Inan application for thistype  An occurrence of this situation may he defined as an

of business . .. “event” ...
Stock brokerage A stock istraded at or above a specified price.
Banking A withdrawal or deposit above a specified amount is made.

The cash availablein an ATM machine drops below a
specified amount.

Manufacturing Anitem isout of stock.

Application events are occurrences of application-defined events, and system events are
occurrences of system-defined events. Both application and system events are received and
distributed by the Oracle Tuxedo EventBroker component.

Differences Between Application-defined and
System-defined Events

Application-defined events are defined by application designers and are therefore application
specific. Any of the events defined for an application may be tracked by the client and server
processes running in the application.

System-defined events are defined by the Oracle Tuxedo system code and are generally
associated with objects defined in ™v_m1B (5) . A complete list of system-defined eventsis
published on the EveEnTs (5) reference page. Any of these events may be tracked by users of the
Oracle Tuxedo system.

The Oracle Tuxedo EventBroker posts both application-defined and system-defined events, and
an application can subscribe to events of both types. The two types of events can be distinguished
by their names: the names of system-defined events begin with adot ( . ); the names of
application-specific events cannot begin with adot (. ).

What Is the EventBroker?

The Oracle Tuxedo EventBroker isatool that provides asynchronous routing of application
events among the processes running in a Oracle Tuxedo application. It also distributes system
events to whichever application processes want to receive them.
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How the EventBroker Works

The EventBroker performs the following tasks:
e Monitors events and notifies subscribers when events are posted via tppost (3c) .
e Keeps an administrator informed of changes in an application.
e Provides a system-wide summary of events.
e Providesatool through which an event can trigger a variety of notification activities.

e Provides afiltering capability, providing additional conditions to the posted event’s buffer.

Note: For asample application that you can copy and run asademo, see“ Tutorial for bankapp,
aFull C Application” in Tutorials for Developing Oracle Tuxedo ATMI Applications.

The EventBroker recognizes over 100 meaningful state transitionsto a MIB object as system
events. A posting for a system event includes the current MIB representation of the object on
which the event occurred and some event-specific fieldsthat identify the event that occurred. For
example, if amachineis partitioned, an event is posted with the following:

e The name of the affected machine, as specified in the T_MACHINE class, with all the
attributes of that machine

e Some event attributes that identify the event as machine partitioned

Y ou can use the EventBroker simply by subscribing to system events. Then, instead of having to
query for MIB records, you can be informed automatically when events occur in the MIB by
receiving ruL data buffers representing M1B objects.

How the EventBroker Works

The Oracle Tuxedo EventBroker is atool through which an arbitrary number of suppliers of
event notifications can post messages for an arbitrary number of subscribers. The suppliers of
such notifications may be application or system processes operating as clients or servers. The
subscribers of such notifications may be administrators or application processes operating as
clients or servers.

Client and server processes using the EventBroker communicate with one another based on a set
of subscriptions. Each process sends one or more subscription requests to the EventBroker,
identifying the event types that the process wants to receive. The EventBroker, in turn, acts like
anewspaper delivery person who delivers newspapers only to customers who have paid for a
subscription. For these reasons, the paradigm on which the EventBroker is based is described as
publish-and-subscribe communication.
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Event suppliers(either clientsor servers) notify the EventBroker of eventsasthey occur. Werefer
to this type of notification as posting an event. Once an event supplier posts an event, the
EventBroker matches the posted event with the subscribers that have subscribed for that event
type. Subscribers may be administrators or application processes. When the EventBroker finds a
match, it takes the action specified for each subscription; subscribers are notified and any other
actions specified by subscribers are initiated.

Figure 5-1 shows how the EventBroker handles event subscriptions and postings.

Figure 5-1 Posting and Subscribing to an Event

Event Event
Subscription Posting i
Client or Server —————w Event 7 | Clientor Server
Broker
-
Event
Hotification

Asthe administrator for your Oracle Tuxedo application, you can enter subscription requests on
behalf of client and server processes through callsto the T_eveNnT_commanD class of the
EVENT_MIB(5). You can also invoke the tpsubscribe (3c) function to subscribe,
programmatically, to an event by using the EventBroker.

Event Notification Methods
The EventBroker subscription specifies one of the notification methods shown in Figure 5-2.

Figure 5-2 Supported Notification Methods
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How the EventBroker Works

o Notify aclient—the EventBroker keeps track of aclient’sinterest in particular events and
notifies the client, without being prompted, when such an event occurs. For this reason,
this method is called unsolicited notification.

e Invoke a service—if a subscriber wants event notifications to be passed to service calls, the
subscriber process should invoke the tpsubscribe () function to provide the name of the
service to be called.

e Enqueue message to stable-storage queues—for subscriptions with requests to send event
notifications to stable-storage queues, the EventBroker will obtain a queue space, queue
name, and correlation identifier. A subscriber specifies a queue name when subscribing to
an event. The correlation identifier can be used to differentiate among multiple
subscriptions for the same event expression and filter rule, that are destined for the same
queue.

e Execute acommand—when an event is posted, the buffer associated with it is transformed
into a system command that is then executed. For example, the buffer may be changed to a
system command that sends an e-mail message. This process must be executed through the
MIB.

o Write messages to the user log—when events are detected and matched by the
EventBroker, the specified messages are written to the user log, or uroc. This process must
be executed through the MIB.

Severity Levels of System Events

The EventBroker assigns one of three levels of severity to system events such as server
terminations or network failure.

Table 5-2 shows the severity levels of system events.

Table 5-2 Severity Levels of System Events

The level of severity is
When the EventBroker is informed of . . .

ERROR An abnormal occurrence, such as a server being terminated or a
network connection being dropped.
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Tahle 5-2 Severity Levels of System Events

The level of severity is
When the EventBroker is informed of . . .

INFO (short for A state change resulting from a process or a change in the
“Information”) configuration.

WARN (short for The fact that a client has not been alowed to join the application
“Warning”) because it failed authentication. A configuration change that

threatens the performance of the application has occurred.

What Are the Benefits of Brokered Events?

e Anonymous communication—the Event Broker enables Oracle Tuxedo programsto
subscribe to events in which they are interested and it keeps track of all subscriptions.
Therefore, a subscriber to one event does not need to know which programs subscribe to
the same event, and a poster of an event does not need to know which other programs
subscribe to that event. This anonymity allows subscribers to come and go without
synchronizing with posters.

e Decoupling of exception conditions—a publish-and-subscribe communication model
allows the software detecting an exception condition to be decoupled from the software
handling the exception condition.

e Tight integration with the Oracle Tuxedo system—the EventBroker retains functionality
such as message buffers, messaging paradigms, distributed transactions, and ACL
permission checks for event postings.

o Variety of notification methods—when a client or server subscribesto a system event (such
as the termination of a server) or an application event (such as an ATM machine running
out of money), it specifies an action that the EventBroker should take when it is notified
that the target event has occurred.

If the subscriber is an Oracle Tuxedo client, it can do one of the following at the time it
subscribes:

— Request unsolicited notification
— Name a service routine that should be invoked

— Name an application queue in which the EventBroker should store the data for later
processing
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What Are the Benefits of Brokered Events?

If the subscriber is an Oracle Tuxedo server, it can do one of the following at thetime it
subscribes:

— Specify a service request

— Name an application queue in which the EventBroker should store the data

See Also

“Subscribing to Events’ on page 6-1

“Subscribing, Posting, and Unsubscribing to Events with the ATMI and the EVENT_MIB”
on page 6-3 in Introducing Oracle Tuxedo ATMI

EVENT_MIB(5) inthe File Formats, Data Descriptions, MIBs, and System Processes
Reference

tpsubscribe (3¢) inthe Oracle Tuxedo ATMI C Function Reference

tpunsubscribe (3¢) inthe Oracle Tuxedo ATMI C Function Reference

Administering an Oracle Tuxedo Application at Run Time 5-7


{DOCROOT}/rf5/rf5.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html

5-8 Administering an Oracle Tuxedo Application at Run Time



Subscribing to Events

Thistopic includes the following sections:

Process of Using the EventBroker

How to Configure EventBroker Servers

How to Set the Polling Interval

Subscribing, Posting, and Unsubscribing to Events with the ATMI and the EVENT_MIB

Subscribing, Posting, and Unsubscribing to Events across Domains

How to Select a Notification Method

How to Cancel a Subscription to an Event

e How to Use the EventBroker with Transactions

Process of Using the EventBroker

Use of the EventBroker requires the completion of several preparatory steps. The following
flowchart lists these steps and indicates whether each step should be performed by an application
administrator or programmer.
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|
Set up the polling interval aorministratar task

Select 3 notification method and
subscribe to an event with that method

Cancel a subscription to the event programmer task

administrator task

pragrammer task

For instructions on any of these tasks, click on the appropriate box in the flowchart.

Note: A good way to learn how the EventBroker works is by running bankapp, the sample
application delivered with the Oracle Tuxedo system. To find out how to copy bankapp
and run it asademo, see “Tutorial for bankapp, a Full C Application” in Tutorials for
Developing Oracle Tuxedo ATMI Applications.

How to Configure EventBroker Servers

6-2

A client accesses the EventBroker through either of two servers provided by the Oracle Tuxedo
system: TMUSREVT (5), which handles application events, and TMsysevT (5), which handles
system events. Both servers process events and trigger the sending of notification to subscribers.

To set up the Oracle Tuxedo EventBroker on your system, you must configure either or both of
these serversin the servERS section of the uBeconr1c file, as shown in the following example.

*SERVERS
TMSYSEVT SRVGRP=ADMIN1l SRVID=100 RESTART=Y GRACE=900 MAXGEN=5

CLOPT="-A --"
TMSYSEVT SRVGRP=ADMIN2 SRVID=100 RESTART=Y GRACE=900 MAXGEN=5
CLOPT="-A -- -S -p 90"

TMUSREVT SRVGRP=ADMIN1l SRVID=100 RESTART=Y
MAXGEN=5 GRACE=3600
CLOPT="-A --"

TMUSREVT SRVGRP=ADMIN2 SRVID=100 RESTART=Y
MAXGEN=5 GRACE=3600
CLOPT="-A -- -S -p 120"
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How to Set the Polling Interval

We recommend that you assign the principal server to themasTER site, even though either server
can reside anywhere on your network.

Note: Y ou can reduce the network traffic caused by event postings and notifications by
assigning secondary serversto other machinesin your network.

How to Set the Polling Interval

Periodically, the secondary server pollsthe primary server to obtain the current subscription list,
which includes filtering and notification rules. By default, polling is done every 30 seconds. If
necessary, however, you can specify adifferent interval.

Y ou can configurethe polling interval (represented in seconds) with the -p command-line option
iNn TMUSREVT (5) OF TMSYSEV (5) entriesin the configuration file, asfollows:

-p poll_seconds

It may appear that event messages are lost while subscriptions are being added and secondary
servers are being updated.

Subscribing, Posting, and Unsubscribing to Events with
the ATMI and the EVENT_MIB

Asthe administrator for your Oracle Tuxedo application, you can enter subscription requests on
behalf of aclient or server process through callsto the T_EvENT commanD class of the

EVENT MIB(5).You can also useinvokethe tpsubscribe (3c) function to subscribe,
programmatically, to an event.

Figure 6-1 shows how clients and servers use the EventBroker to subscribe to events, to post
events, and to unsubscribe to events.

Figure 6-1 Subscribing to an Event
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Identifying Event Categories Using eventexpr and filter

Clients or servers can subscribe to events by calling tpsubscribe (3c). The tpsubscribe ()
function takes one required argument: eventexpr. The value of eventexpr can be awildcard
string that identifies the set of event names about which the user wants to be notified. Wildcard
strings are described on the tpsubscribe (3¢) reference pagein the Oracle Tuxedo ATMI C
Function Reference.

Asan example, auser on aUNIX system platform who wants to be notified of all eventsrelated
to the category of networking can specify the following value of eventexpr:

\ . SysNetwork. *

The backslash preceding the period (.) indicates that the period isliteral. (Without the preceding
backslash, the period (.) would match any character except the end-of-line character.) The
combination . * at the end of \ . sysNetwork . * matches zero or more occurrences of any
character except the end-of-line character.

In addition, clients or servers can filter event data by specifying the optional £i1ter argument
when calling tpsubscribe (). Thevalue of £ilterisastring containing a Boolean filter rule
that must be evaluated successfully before the EventBroker posts the event.

Asan example, auser who wantsto be notified only about system events having a severity level
of ErRrOR can specify the following value of filter:

"TA_EVENT_SEVERITY='ERROR'"

When an event name is posted that evaluates successfully against eventexpr, the EventBroker
teststhe posted data against the filter rule associated with eventexpr. If the data passesthefilter
rule or if thereisno filter rule for the event, the subscriber receives a notification along with any
data posted with the event.

Accessing the EventBroker

Y our application can access the EventBroker through either the ATMI or the EVENT MTB (5).
Table 6-1 describes both methods.
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Subscribing, Posting, and Unsubscribing to Events with the ATMI and the EVENT_MIB

Table 6-1 Accessing the EventBroker

Method

Function

Purpose

ATMI

tppost (3c)

Notifies the EventBroker, or posts an event and any
accompanying data. The event is named by the eventname
argument and the da ta argument, if not NULL, pointsto the data.
The posted event and data are dispatched by the Oracle Tuxedo
EventBroker to all subscribers with subscriptions that
successfully evaluate against eventname and optional filter
rules that successfully evaluate against data.

tpsubscribe (3c)

Subscribes to an event or a set of events named by eventexpr.
Subscriptions are maintained by the Oracle Tuxedo EventBroker,
and are used to notify subscribers when events are posted via
tppost () . Each subscription specifies one of the following
notification methods: client notification, service calls, message
engueuing to stable-storage queues, executing of commands, and
writing to the user log. Notification methods are determined by
the subscriber’s process type (that is, whether the processisa
client or aserver) and the arguments passed to tpsubscribe ().

tpunsubscribe (3c¢)

Removes an event subscription or a set of event subscriptions
from the Oracle Tuxedo EventBroker’slist of active
subscriptions. subscription isan event subscription handle
returned by tpsubscribe (). Setting subscription tothe
wildcard value, -1, directs tpunsubscribe to unsubscribe to
al nonpersistent subscriptions previously made by the calling
process. Nonpersistent subscriptions are those made without the
TPEVPERSIST hit setting inthe ct1->flags parameter of
tpsubscribe (). Persistent subscriptions can be deleted only
by using the handle returned by tpsubscribe ().

EVENT_MIB(5)

N/A

The EVENT MIB isamanagement information base (MIB) that
stores subscription information and filtering rules. In your own
application, you cannot define new events for the Oracle Tuxedo
EventBroker using EVENT_MIB, but you can customize the
EventBroker to track eventsand notify subscribers of occurrences
of special interest to the application.

Y ou can use the EVENT_MIB to subscribe to an event, or to
modify or cancel a subscription.
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Note: tppost(3c), tpsubscribe (3c), and tpunsubscribe (3¢c) are C functions.
Equivalent routines (TPPOST (3¢cbl), TPSUBSCRIBE (3cbl), and
TPUNSUBSCRIBE (3cbl)) are provided for COBOL programmers. See the Oracle
Tuxedo ATMI C Function Reference and the Oracle Tuxedo ATMI COBOL Function
Reference for details.

Subscribing, Posting, and Unsubscribing to Events
Across Domains

Overview

Tuxedo is now equipped to subscribe, post, and unsubscribe brokered events in cross domain
environment.

Toredize such feature, two new sections, pM_EvT_IN and bM_EVT_ouUT, are added to DMCONFIG
to manage static event inout information.

For details of pM_EvT_IN and bM_EVT_0UT, See “DMCONFIG (5)” in Tuxedo Reference Guide.

Note: InUBBCONFIG, theEvtBroker server should be configured prior to the ewr server asGwr
will subscribe the configured events to the EvtBroker when starting up.

Configurations in DMCONFIG

How to Process Brokered Events Crossing Domains

Figure 6-2 as below illustrates atypical processing flow of subscribing, posting, and
unsubscribing a brokered event in cross domain environment.

Administering an Oracle Tuxedo Application at Run Time


{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3cbl/rf3cbl.html
{DOCROOT}/rf3cbl/rf3cbl.html
{DOCROOT}/rf3cbl/rf3cbl.html
../rf5/rf5.html

Subscribing, Posting, and Unsubscribing to Events Across Domains

Figure 6-2 Cross Domain Event Overall Flow
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How to Configure DMCONFIG — Case Study

This use case elaborates how to get pmMconrIc well configured.

Asshown on Figure 6-2, two clients (Client A and Client B) arelocated in two domains (Domain
A and Domain B), each has one machine within SHM mode (Machine A and Machine B).

For machine A, use dmloadcf to create new BDMCONFIG With additional configurationsin
DMCONFIG as below, and then tmboot Tuxedo.

*DM_EVT_IN
MACHINEB_EVT
LACCESSPOINT=DOMAINA

*DM_EVT_OUT

MACHINEA_EVT
LACCESSPOINT= DOMAINA
RACCESSPOINT= DOMAINB

For machine B, use dmloadcf to create new BDMCONFIG With additional configurationsin
DMCONFIG as below, and then tmboot Tuxedo.
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*DM_EVT_IN
MACHINEA_EVT
LACCESSPOINT=DOMAINB

*DM_EVT_OUT

MACHINEB_EVT
LACCESSPOINT= DOMAINB
RACCESSPOINT= DOMAINA

After configuring as above, take atwo-step test as below by two clients.
1. Client B issues tpsubscribe (“MACHINEA_EVT") on Machine B;

2. Client A issues tppost (“MACHINEA_EVT") on Machine A.
Result: Client B will receive the event macuINEA_EVT if DMCONFIG isconfigured correctly.

In cross domain environment, all events should be explicitly imported or exported — requestsfor
an unknown domain will not be accepted. Once configured correctly, cwr server will
automatically subscribe every configured event to thelocal Event Broker when Tuxedo startsup.
When receiving aremote event message, local ewt will forward this request to Event Broker. On
the other side, when alocal event is posted, the Event Broker will forward this event to the local
ewt which has subscribed such event. After that, the local cwr will forward this event to the
configured remote domain’ s gwr.

Dynamically Modifying the Event Configurations

Besides allowing users to set up static configurations as above, Tuxedo provides two
administration methods to dynamically modify the event configurations as needed without
shutting the system down: dmadmin command and MIB operations.

For “ dmadmin” command, two sub-commands (“advertiseevent” and“unadvertiseevent”)
and two sections (“EveENTS_IN” and “EVENTS_ouT”) are added to support the modification of
event configurations dynamically. Related classes are added in m1B operations.

For detailed information, see dmadmin (1) in Tuxedo Command Reference, and om_MIB(5) in
Tuxedo Reference Guide.

Interoperability

The cross domain event broker feature is supported only when both GWT and EvtBroker are
running Oracle Tuxedo 12c Release 1 (12.1.1) or above.
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How to Select a Notification Method

How to Select a Notification Method

The EventBroker supports a variety of methods for notifying subscribers of events, as shownin
Figure 6-3.

Figure 6-3 Notification Methods Supported by the EventBroker

EventBroker

= -
tpsubscribe ()

MHotify a
tlient Yirrite to
userlog

Invoke a service | Engueue Execute a
to queue cammand

tppost()

Whichever notification method you choose, the procedure for implementing it is the same: in
your call to tpsubscribe (), specify an argument that refers to a structure of type TpEvCTL.

If the value of the argument isNULL, the EventBroker sends an unsolicited message to the
subscriber. Two of these methods, having the notification sent to aservice and having it sent to a
gueue in stable storage, cannot be requested directly by aclient. Instead, aclient must invoke a
service routine to subscribe on its behalf.

For each subscription, you can select any of thefollowing notification methods. The EventBroker
can:

o Notify the client—the EventBroker keeps track of eventsin which the client is interested
and sends unsolicited notifications to the client when they occur. Some events are
anonymously posted. A client can join an application, regardless of whether any other
clients have subscribed, and post events to the EventBroker. The EventBroker matches
these events against its database of subscriptions and sends an unsolicited notification to
the appropriate clients. (See the definition of the T_eveNT_cLIENT classin the
EVENT_MIB(5) entry inthe File Formats, Data Descriptions, MIBs, and System Processes
Reference.)
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e Invoke a service—if a subscriber wants event notifications to be sent to service calls, then
the ct1 parameter must point to avalid TrevcTL structure. (See the definition of the
T_EVENT_SERVICE classin the evEnT_MIB (5) entry in the File Formats, Data
Descriptions, MIBs, and System Processes Reference.)

e Enqueue messages to stable-storage queues—for subscriptions to stable-storage queues, a
gueue space, queue name, and correlation identifier are specified, in addition to values for
eventexpr and £ilter, SO that matching can be performed. The correlation identifier can
be used to differentiate among several subscriptions characterized by the same event
expression and filter rule, and destined for the same queue. (See the definition of the
T_EVENT_QUEUE classinthe EvENT MIB(5) entry in the File Formats, Data Descriptions,
MIBs, and System Processes Reference.)

e Execute commands—using the T_EVENT_coMMaND class of the EveEnT_M1B, subscribers
can invoke an executable process. When a match is found, the datais used as the name of
the executable process and any required options. (See the definition of the
T_EVENT_COMMAND classin the evenT_m1B (5) entry inthe File Formats, Data
Descriptions, MIBs, and System Processes Reference.)

o Write messages to the user log (uL.oG) —using the T_EVENT_USERLOG class of the
EVENT_MIB, subscribers can write system userLoc messages. When events are detected
and matched, they are written to the userLoc. (See the definition of the T_EVENT_USERLOG
classin the EveNT_MIB(5) entry inthe File Formats, Data Descriptions, MIBs, and
System Processes Reference.)

How to Cancel a Subscription to an Event

When aclient leaves an application by calling tpterm(3c), al of its subscriptions are canceled
unless the subscription is specified as persistent. (If persistent, the subscription continuesto
receive postings even after aclient performsatpterm().) If the client later rejoins the
application and wants to renew those subscriptions, it must subscribe again.

A well-behaved client unsubscribes before calling tpterm () . Thisisaccomplished by issuing a
tpunsubscribe (3c) cal before leaving an application.

How to Use the EventBroker with Transactions

Special handling is needed to use the EventBroker with transactions.

e Before you can use the EventBroker with transactions, you must configure the NULL_TMS
parameter with the TMusrevVT (5) server for the server groups in which the EventBroker is
running.
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How to Use the EventBroker with Transactions

e The advantage of posting an event in atransaction isthat all of the work, including work
not related to the posting, is guaranteed to be complete if the transaction is successful. If
any work performed within the transaction fails, it is guaranteed that all the work done
within the transaction will be rolled back. The disadvantage is that the poster takes a risk
that something may cause the transaction to be aborted, and the posting will be lost.

e To specify that a subscription is part of atransaction, use the TpEvTRAN flag with
tpsubscribe (3c). If the subscription is made transactionally, the action taken in response
to an event will be part of the caller’s transaction.

Note: This method can be used only for subscriptions that cause an Oracle Tuxedo service
to be invoked, or that cause arecord to be enqueued on a permanent queue.

How Transactions Work with the EventBroker

If both aposter and a subscriber agreeto link their transactions, they create aform of voting. The
poster makes an assertion that something istrue and infects the message with thistransaction. (In
other words, the message that |eaves the originating process is marked as being associated with
the transaction.) The transaction goes to the EventBroker.

The EventBroker’s actions, such as calling the service or putting a message in the queue for the
subscriber, are also part of the same transaction. If aservice routine that is running encounters an
error, it can fail the transaction, rolling back everything, including all other transactional
subscriptions and the poster’ s original transaction, which might have invoked other services and
performed other database work. The poster makes an assertion (“1’m about to do this”), provides
data, and links the data to its transaction.

A number of anonymous subscribers, that is, subscribers about which the poster knows nothing,
are invoked transactionally. If any subscriber failsto link its work with the poster’s work, the
whole transaction isrolled back. All transactional subscribers must agree to link their work with
the poster’ swork, or all the work isrolled back. If a poster has not allowed the posting to
participate in its transaction, the EventBroker starts a separate transaction, and gathers all the
transactional subscriptionsinto that transaction. If any of thesetransactionsfail, all thework done
on behalf of the transactional subscriptionsisrolled back, but the poster’ stransactionisnot rolled
back. This processis controlled by the TpEvTRAN flag.

Example of Using the EventBroker with Transactions

A stock trade is about to be completed by abrokerage application. A number of database records
have been updated by various services during the trade transaction. A posting statesthat the trade
is about to happen.
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An application responsible for maintaining an audit trail of such trades has subscribed to this
event. Specifically, the application has requested the placement of arecord in a specified queue
whenever an event of thistypeis posted. A service routine responsible for determining whether
trades can be performed, also subscribes to thistype of event; it, too, is notified whenever such a
trade is proposed.

If al goeswell, the trade is completed and an audit trail is made.

If an error occursin the queue and no audit trail can be made, the entire stock trade isrolled back.
Similarly, if the service routine fails, the transaction is rolled back. If al is successful, the trade
is made and the transaction is committed.

See Also
e What Isan Event?
e “Managing Events Using EventBroker” in Introducing Oracle Tuxedo ATMI

e “Using Event-based Communication” in Tutorials for Developing Oracle Tuxedo ATMI
Applications

® tppost (3c), tpsubscribe (3¢), and tpunsubscribe (3¢) inthe Oracle Tuxedo ATMI C
Function Reference

® TPPOST (3cbl), TPSUBSCRIBE (3cbl), and TPUNSUBSCRIBE (3cbl) inthe Oracle Tuxedo
ATMI COBOL Function Reference

e EVENT MIB(5), EVENTS (5), TMSYSEVT (5), and TMUSREVT (5) in the File Formats, Data
Descriptions, MIBs, and System Processes Reference
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Migrating Your Application

Thistopic includes the following sections:

e What Is Migration?

Migration Options

How to Switch the Master and Backup Machines

How to Migrate Server Groups

How to Migrate Server Groups from One Machine to Another

Automatic Migration

How to Cancel a Migration

How to Migrate Transaction Logs to a Backup Machine

What Is Migration?

Under normal circumstances, an administrator performs daily administrative tasks on the
configured masTER machine. The DBBL on the masTER machine monitors other machinesin a
configuration, handles configuration updates, and broadcasts dynamic changesto the tv1s. If the
MASTER machinefails, for example, due to amachine crash, database corruptions, Oracle Tuxedo
system problems, network partitioning, or application faults, the application does not stop
running. Clients can still join the application, servers can still service requests, and naming isstill
available on each local machine. However, until the MmasTER machine is restored, servers cannot
be activated or deactivated, and an administrator cannot dynamically reconfigure the system.
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Similarly, application servers are configured to run on specific machines to service client
requests. However, if amachine fails or must be brought down to be serviced, the servers on that
machine become unavailable. In each case, you can migrate the servers to a configured Backup
or alternate machine.

An administrator who performs amigration in preparation for shutting down a machine for
service or upgrading, does not face the problems inherent in a machine failure. Therefore an
administrator in this situation has arelatively high degree of control over migration activities.

Performing a Master Migration

A master migration isthe process of moving the DBBL from the configured MasTER machine to
the configured Backupr machine so that servers can continue to be serviced while the configured
MASTER machine isdown. To start a migration, an administrator requests that the configured
BACKUP assumetherole of acting MmasTER, and the configured MASTER, therole of acting Backup.
The acting MASTER then performs all administrative functions: it begins monitoring other
machines in the configuration and accepts any dynamic reconfiguration changes.

InFigure 7-1, Machine 2, the configured Backup machine, assumes the role of masTeRr, while
Machine 1, the configured masTER, assumes the role of acting Backup. When the configured
MASTER iSavailable again, it can be reactivated from the acting MasTER (that is, the configured
BackuP). The configured MasTER then regains control as acting MASTER.

Figure 7-1 Perfoming a Master Migration
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What Is Migration?

Before Migration

Machine 1 (MASTER) Machine 2 (BACKUP)

T

DBBL BBL BBL

After Migration
Machine 1 {Acting BACKUP) Machine 2 (Acting MASTER)

BBL .. DpeBL BBL

Migrating a Server Group

For each group of servers, an administrator specifiesaprimary machine and an alternate machine.
The process of migrating a server group involves activating the server group on the alternate
machine.

In Figure 7-2, GroupA is assigned to Machine 1 (that is, Machine 1 is configured as the primary
machine); Machine 2 is configured as the alternate machine for GroupA. After migration,
GroupA is activated on Machine 2, which meansthat all serversin this group and the services
associated with them, are available on Machine 2 (the acting primary).

Figure 7-2 Migrating a Server Group
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Migrating Machines

While it is sometimes useful to migrate only a single server group, it is more often necessary to
migrate an entire machine. This type of migration may be necessary, for example, when a
computer fails. Migrating amachine involves migrating each of the server groups running on the
machine. An alternate machine must be configured for each server group.

Performing a Scheduled Migration

In acontrolled situation, such as when a computer needs to be offline for awhile, or needsto be
upgraded, an administrator can preserve information about the current configuration for servers
and services, and use that information when activating servers on alternate machines. Such use
of configuration information is possible because server entries areretained on aprimary machine,
even after the servers are deactivated and become unavailable in response to arequest for a
migration.

Y ou can migrate an entire server group or an entire machine. Migration of an entire machineis
possible when the same machine is configured as the alternate for all the server groups on a
primary machine. When that is not the case (that is, when different alternate machines are
configured for different server groups on a primary machine), then the servers must be migrated
by group, rather than by machine.

In Figure 7-3, Machine 1 is the configured MasTER and the primary machine for GroupB;
Machine 2 isthe configured Backup. Server GroupB is configured with Machine 1 asits primary
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Migration Options

machine and Machine 3 asits dternate. If Machine 1 is taken down, Machine 2 becomes the
acting MASTER, and Server GroupB is deactivated, migrated to its alternate (Machine 3), and
reactivated.

Figure 7-3 Performing a Scheduled Migration
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Machine 1 (MASTER, Machine 2 (BACKUP) Machine 3 (alternate
primary) DEBL GroupB)

Server GroupB: "'Z_ BBL -z'- BBL

Buy Sarvica
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Ma-::_hine 1 Machine 2 Machine 3 (primary
(Acting BACKUP, {Acting MASTER) GroupB)
alternate) Server GroupB:
BBL .-z' DEBL BBL BBL | Euwsenics
SallZanvica

After deactivating al the serversin a group, you can migrate the group from the acting primary
to the acting aternate. Y ou do not need to specify which servers are running, which services are
currently advertised, or which, if any, dynamic configuration changes are being made. The
configured alternate machine obtains this information from the configuration information for the
serversthat is available on the configured primary machine, when the servers are deactivated. I
data-dependant routing is being used and will continue to be used on the alternate machine,
services are routed on the basis of the target group name, instead of the target machine name.

Whether you need to migrate an entire application or only portions of it, be sure to make the
necessary changes with minimal service disruption. The integrity of all machines, networks,
databases, and other components of your application must remain intact. The Oracle Tuxedo
system provides away to migrate an application while preserving the integrity of all its
components.

Migration Options

The Oracle Tuxedo system allows you to migrate:
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e A MASTER machineto a Backup machine, and vice-versa
e A server group from its primary machine to its alternate machine
e All server groups on a primary machine to an aternate machine
e A transaction log

Y ou can aso cancel amigration.

By migrating a combination of the application components listed here, and using the system
utilities for recovering a partitioned network, you can migrate entire machines.

How to Switch the Master and Backup Machines

When amasTeER machine must be shut down for maintenance, or is no longer accessible due to
an unanticipated problem (such as a partitioned network), then you must transfer the work of the
MASTER to a configured Backup machine.

Note: Before you can migrate the MASTER, both the MASTER and BackuP machines must be
running the same release of the Oracle Tuxedo system software.

Thistype of switching is done by migrating the DBBL from the masTER to the Backup. To
migrate the DBBL, enter the following command:

tmadmin master

In most cases, you need to migrate application servers to alternate sites, or restore the MASTER
machine. For more detail about the tmadmin command, seethe tmadmin (1) reference pagein
the File Formats, Data Descriptions, MIBs, and System Processes Reference.

Examples of Switching MASTER and BACKUP Machines

Thefollowing two sample tmadmin sessions show how to switch MASTER and BACKUP machines
regardless of whether themMasTeR machineisaccessiblefrom thesackup machine. InListing 7-1,
theMmasTER machineis accessible, so the pBBL processis migrated from the MasTER to the
BACKUP.

Listing 7-1 Switching MASTER and BACKUP When MASTER Is Accessible from BACKUP

$ tmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved.
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How to Switch the Master and Backup Machines

> master

are you sure? [y,n] vy

Migrating active DBBL from SITEl to SITE2, please wait...
DBBL has been migrated from SITEl to SITE2

> q

InListing 7-2, becausethemasTer machineisnot accessible from the Backup machine, the peen
processis created on the Backup machine on backup node (SITE2).

Listing 7-2 Switching MASTER and BACKUP When MASTER Is Not Accessible from BACKUP

$ tmadmin

TMADMIN_CAT:199: WARN: Cannot become administrator.Limited set of commands
available.

> master

Are you sure? [y, n] vy

Creating new DBBL on SITE2, please wait
New DBBL created on SITE2

> q

$ tmadmin

> pcl SITE1
Cleaning the DBBL.
Pausing 10 seconds waiting for system to stabilize.

3 SITEl servers removed from bulletin board
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InListing 7-3 and Listing 7-4, after the old master (SITEL) becomes accessible again, executethe
following commandsto makethe new MP modework well. Make suretlisten on both nodes starts

up.

Listing 7-3 Make Sure the New MP Mode Works Well After the 0ld Master Is Accessible Again on Site 1

$ tmadmin

> pcl SITE2
Cleaning the DBBL.
Pausing 10 seconds waiting for system to stabilize.
3 SITE2 servers removed from bulletin board

> q

Stmshutdown -y

Listing 7-4 Make Sure the New MP Mode Works Well After the 0ld Master Is Accessible Again on Site 2

$ tmadmin

> boot -B SITEl -1 SITEl
INFO: Oracle Tuxedo, Version 12.1.1.0, 64-bit, Patch Level (none)
Booting admin processes
exec BBL -A
on SITE1 -> process 1d=15044 ... Started.
Booting server processes
exec serverping -A :
on SITE1 -> process 1d=15053 ... Started.

2 processes started.
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How to Migrate Server Groups

How to Migrate Server Groups

1

Configure an alternate location in the LMD parameter (for the server group being migrated)
in the croups section of the usBconF1G file. Serversin the group must specify RESTART=Y
and the mTGRATE option must be specified in the REsourcEs section of the ussconFIG file.

If you are planning to migrate a group of servers, shut down each server in the group by
issuing the following command:

tmshutdown -R -g groupname
Start a tmadmin session by entering the following command:
tmadmin
At the tmadmin prompt, enter one of the following commands:
— To migrate all the serversin asingle group, enter:
migrategroup (migg)
This command takes the name of a single server group as an argument.
— To migrate all the server groups on a machine (as specified by an LMID), enter:
migratemach (migm)

If transactions are being logged for a server being migrated as part of agroup, you may need
to move the TL.oc to the Backup machine, load it, and “warm start” it.

How to Migrate a Server Group When the Alternate Machine
Is Accessible from the Primary Machine

To migrate a server group when the alternate machine is accessible from the primary machine,
complete the following procedure.

1

From the MasTER machine, shutdown the group to be migrated by entering the following
command:

tmshutdown -R -g groupname

On the primary machine, start a tmadmin session by entering the foll owing command:
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tmadmin
3. Migrate the appropriate group by entering the following command:
migrategroup groupname

4. |If necessary, migrate the transaction log.

5. If necessary, migrate the application data.

How to Migrate a Server Group When the Alternate Machine
Is Not Accessible from the Primary Machine

Tomigrate aserver group when the alternate machineis not accessible from the primary machine,
switch the MasTER and Backup machines, if necessary.

1. Ontheaternate maching, start a tmadmin session by entering the following command:

tmadmin

2. Request cleanup and restart of any servers on the primary machine that require these
operations by entering the following command:

pclean primary._machine

3. Transfer the appropriate server group to a configured alternate machine by entering the
following command:

migrate groupname

4. Boot the newly migrated server group by entering the following command:

boot -g groupname

Examples of Migrating a Server Group

The following two sample sessions show how you can migrate a server group, regardless of
whether the alternate machine is accessible from the primary machine. In Listing 7-5, the
alternate machine is accessible from the primary machine.

Listing 7-5 Migrating a Group When the Alternate Machine Is Accessible from the Primary Machine

$ tmshutdown -R -g GROUPL
Shutting down server processes...

Server ID = 1 Group ID = GROUP1l machine = SITEl: shutdown succeeded
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How to Migrate Server Groups

1 process stopped.

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
> migg GROUP1

migg successfully completed

> q

In Listing 7-6, the alternate machine is not accessible from the primary machine.

Listing 7-6 Migrating a Group When the Alternate Machine Is Not Accessible from the Primary Machine

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
> pclean SITEl

Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITEl servers removed from bulletin board

> migg GROUP1

migg successfully completed.

> boot -g GROUP2

Booting server processes

exec simpserv -A

on SITE2 -> process id=22699 ... Started.

1 process started.

> a
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How to Migrate Server Groups from One Machine to
Another

1. Usethe .m1D parameter to name the processor on which the server group(s) have been
running. The aternate location must be the same for all server groups on the L.M1D.

2. IntheRESOURCES section of the urBconFIc file, set the following parameters:
— Set rRESTART=Y for each server on the machine indicated by the LmID.
— Specify the MIGRATE options.

3. Shut down all server groups and mark the serversin the groups as restartabl e by entering the
following command:

tmshutdown -R

4. Usethe tmadmin (1) migratemach (migm) command to migrate all server groups from one
machine to another when the primary machine must be shut down for maintenance or when
the primary machine is no longer accessible. (The command takes one logical machine
identifier as an argument.)

How to Migrate Machines When the Alternate Machine Is
Accessible from the Primary Machine

To migrate a machine when the alternate machine is accessible from the primary machine,
complete the following procedure.

1. From themasTeR machine, shutdown the primary machine to be migrated by entering the
following command:

tmshutdown -R -1 primary. machine
2. OnthemasTER machine, start a tmadmin session by entering the following command:
tmadmin

3. Atthe tmadmin prompt, migrate the appropriate machine by entering the following
command:

migratemach primary._machine

4. If necessary, migrate the transaction log.

5. If necessary, migrate the application data.
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How to Migrate Server Groups from One Machine to Another

How to Migrate Machines When the Alternate Machine Is
Not Accessible from the Primary Machine

To migrate a machine when the alternate machine is not accessible from the primary machine,
switch themasTER and BackuP machines, if necessary.

1. On the dternate machine, start a tmadmin session by entering the following command:
tmadmin

2. Request cleanup and restart of the primary machine that require these operations by entering
the following command:

pclean primary._machine

3. Transfer the appropriate server group to a configured alternate machine by entering the
following command:

migratemach primary. machine

4. Boot the newly migrated server group by entering the following command:

boot -1 alternate_machine

Examples of Migrating a Machine

Listing 7-7 shows how to migrate machines. In the first example, the alternate machineis
accessible from the primary machine.

Listing 7-7 Migrating a Machine When the Alternate Machine Is Accessible from the Primary Machine

$ tmshutdown -R -1 SITEl

Shutting down server processes...

Server ID = 1 Group ID = GROUP1 machine = SITEl: shutdown
succeeded 1 process stopped.

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.

> migm SITE1

migm successfully completed

> a
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In Listing 7-8, the alternate machine is not accessible from the primary machine.

Listing 7-8 Migrating a Machine When the Alternate Machine Is Not Accessible from the Primary Machine

$ tmadmin

tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
>pclean SITE1L

Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITEl servers removed from bulletin board

> migm SITE1

migm successfully completed.

> boot -1 SITE2

Booting server processes ...

exec simpserv -A :

on SITE2 -- process id=22782 ... Started.

1 process started.

>d

Automatic Migration

1-14

When only onelogical machinefails (unreachable), theentities (DBBL and server groups) on that
machine will be migrated by Automatic Migration feature if both such feature is enabled and the
entity has backup machine defined in UBB. If the machineis unreachable merely due to network
issue and the automatic migration is evoked, once the network issueis resolved and the “ dead”
machine comes back, one of the duplicate entities will be removed.

To enable the Automatic Migration feature, two threshold options are required to be configured
in *RESOURCES Section of UBBCONFIG.

® DBBLFAILOVER numeric_value (0 <= num < 32768)
DBBLFAILOVER*SANITYSCAN*SCANUNIT iS the time threshold for migrating pssL. This
parameter is specified in seconds, or milliseconds if scanuNzT is specified in
milliseconds. The Automatic Migration for DBBL will be enabled only if
DBBLFAILOVER iS configured greater than O.
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How to Cancel a Migration

® SGRPFATILOVER numeric_value (0 <= num < 32768)
SGRPFAILOVER*SANITYSCAN*SCANUNIT isthe time threshold for migrating server
groups. This parameter is specified in seconds, or milliseconds if scanuntT is specified
iNmilliseconds. If not specified, scRPFATLOVER Will be set as 0 by default. The
Automatic Migration for server groups will be enabled only if SGRPFAILOVER iS
configured greater than 0.

Besides that, two related attributes Ta_DBBLFAILOVER and TA_SGRPFAILOVER are defined in
T_DOMAIN classfor M1B operations.

See the UBBCONFIG(5) or TM_MIB(5) reference for more details.

How to Cancel a Migration

If you decide, after deactivating a server group or machine, that you do not want to continue, you
can cancel the migration before reactivating the server group or machine. All the information in
the name server for the deactivated servers and servicesis deleted.

To cancel amigration after a shutdown but before issuing themigrate command, enter one of
the following commands shown in Table 7-1.

Table 7-1 How to Cancel a Migration

To Cancel . .. Enter This Command . . . As aResult. ..

Server migration tmadmin migrategroup -cancel Server entries are deleted
from the bulletin board.

Y ou must reboot the
servers once the migration
procedure is cancel ed.

or

tmadmin migg -cancel

Machine tmadmin migratemach -cancel The migration is stopped.

migration
or

tmadmin migm -cancel

Example of a Migration Cancellation

The following sample tmadmin session in Listing 7-9 shows how a server group and a machine
can be migrated between their respective primary and alternate machines.
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Listing 7-9 Canceling a Server Group Migration for GROUP1

Stmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL.
> psr -g GROUP1

a.out Name Queue Name Grp Name ID RgDone Ld Done Current Service
simpserv 00001.00001 GROUP1 1 - - (DEAD MIGRATING)
> psr -g GROUP1

TMADMIN_CAT:121: No such server

migg -cancel GROUP1

>boot -g GROUP1

Booting server processes...

exec simpserv -A:

on SITEl ->process id_27636 ... Started. 1 process started.

> psr -g GROUP1

a.out Name Queue Name Grp Name ID RgDone Ld Done Current Service
simpserv 00001.00001 GROUP1 1 - - (-
> q

How to Migrate Transaction Logs to a Backup Machine

To migrate atransaction log to a Backur machine, complete the following procedure.
1. Start atmadmin session by entering the following command:
tmadmin

2. Shut down the serversin all the groups that write to the log, to prevent them from writing
further entries.

3. Dump the Tr.oc into atext file by running the following command:
dumptlog [-z config] [-o offset] [-n filename]l [-g groupname]

Note: Thetroc isspecified by the configand offset arguments. The value of offset
defaultsto 0; name defaultsto Tr.oc. If the -g option is chosen, only those records
coordinated by the s from groupname are dumped.

4. Copy filename tothe BACKUP machine.
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How to Migrate Transaction Logs to a Backup Machine

5. Read thefile into the existing Tr.oc for the specified machine by entering the following
command:

loadtlog -m machine filename

6. Force awarm start of the Tr.oc by entering the following command:
logstart machine

The system reads the information in the Tr.oc and uses it to create an entry in the
transaction table in shared memory.

7. Migrate the serversto the Backupr machine.

Administering an Oracle Tuxedo Application at Run Time 1-11



1-18 Administering an Oracle Tuxedo Application at Run Time



Tuning a Oracle Tuxedo ATMI
Application

Thistopic includes the following sections:

o When to Use MSSQ Sets

How to Enable Load Balancing

How to Measure Service Performance Time

How to Assign Prioritiesto Interfaces or Services

Bundling Servicesinto Servers

Enhancing Overall System Performance

Determining Your System |PC Requirements

Tuning IPC Parameters

e Measuring System Traffic

Note: For detailed information about tuning your applications in the Oracle Tuxedo CORBA
environment, refer to the Scaling, Distributing, and Tuning CORBA Applications guide.

When to Use MSSQ Sets

Note: Multiple Servers, Single Queue (MSSQ) sets are not supported in Oracle Tuxedo
CORBA servers.
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The MSSQ scheme offers additional load balancing in Oracle Tuxedo ATMI environments. One
gueue is accommodated by several servers offering identical services at all times. If the server
gueue to which arequest is sent is part of an MSSQ set, the message is dequeued to the first
available server. Thus load balancing is provided at the individua queue level.

When a server is part of an MSSQ set, it must be configured with its own reply queue. When the
server makes requests to other servers, the replies must be returned to the original requesting
server; they must not be degqueued by other serversin the MSSQ set.

Y ou can configure M SSQ sets to be dynamic so they automatically spawn and eliminate servers
based upon a queue load.

The following table specifieswhen it is beneficial to use MSSQ sets.

You Should Use MSSQ Sets If . .. You Should Not Use MSSQ Sets If . . .
Y ou have between 2 and 12 servers. There are many servers. (A compromiseis to use many
MSSQ sets.)

Buffer sizesare not too large, that is, large enough  Buffer sizes are large enough to exhaust one queue.
to exhaust a queue.

All servers offer identical sets of services. Each server offers different services.

Messages are relatively small. Large messages are being passed to the services, causing the
gueue to be exhausted. When a queue is exhausted, either
nonblocking sends fail or blocking sends block.

Optimization and consistency of service
turnaround time are paramount.

The following two analogiesillustrate when it is beneficia to use MSSQ sets.

e A situation analogous to the appropriate use of MSSQ sets can be found in a bank at which
several tellers performing identical services handle asingle line of customers. The next
available teller always takes the next person in line. In this scenario, each teller must be
able to perform all customer services. In an Oracle Tuxedo environment, all servers set up
to share a single queue must offer an identical set of services at all times. The advantage of
MSSQ setsisthat they offer a second form of load balancing at the individual queue level.

e A supermarket at which different cashiers accept different forms of payment (some accept
credit cards, while others accept only cash) is similar to a Oracle Tuxedo application in
which M SSQ sets should not be used.
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How to Enable Load Balancing

To dleviate the performance degradation resulting from heavy system traffic, you may want to
implement aload balancing a gorithm on your entire application. With load balancing, aload
factor is applied to each service within the system, and you can track the total load on every
server. Every service request is sent to the qualified server that is least |oaded.

To implement system-wide load balancing, complete the following procedure.
1. Runyour application for an extended period of time.

2. Note the average amount of time it takes for each service to be performed.
3. IntherEsourcEs section of the configuration file:

— Set LpBAL tO V.

— Assign aroap value of 50 (1.oaD=50) to any service that takes approximately the
average amount of time.

— For any service taking longer than the average amount of time, set .oaD>50; for any
service taking less than the average amount of time, set .oaDp<50.

Note: Thisalgorithm, although effective, isexpensive and should be used only when necessary,
that is, only when a service is offered by serversthat use more than one queue. Services
offered by only one server, or by multiple servers, all of which belong to the same MSSQ
(Multiple Server, Single Queue) set, do not need load balancing.

How to Measure Service Performance Time

Y ou can measure service performance time in either of two ways:

e Administratively—in the configuration file, you can arrange to have alog of services that
are performed to be written to standard error. In the servICES section, specify:
servopts -r

To analyze the information in the log, run the txrpt (1) command.

For details about servopts (5) and txrpt (1), seethe File Formats, Data Descriptions,
MIBs, and System Processes Reference and Oracle Tuxedo Command Reference,
respectively.

e Programmatically—insert acall to time () at the beginning and end of a service routine.
Services that take the longest time receive the highest |oad; those that take the shortest time
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receive the lowest load. (For details about time (), See the documentation for your C
language libraries.)

How to Assign Priorities to Interfaces or Services

8-4

Assigning priorities enables you to exert significant control over the flow of datain an
application, provide faster service to the most important requests, and provide slower service to
thelessimportant requests. Y ou can also give priority to specific users—at all timesor in specific
circumstances.

Y ou can assign prioritiesto Oracle Tuxedo servicesin either of two ways.

e Administratively—in the servIces section of the configuration file, specify the pr10
parameter for each service named.

e Programmatically—add callsto the tpsprio () function to the appropriate client and
server applications, to alow designated clients and servers to change a priority
dynamically. Only preferred clients should be able to increase the service priority. Ina
system on which servers perform service requests, the server can call tpsprio () to
increase the priority of itsinterface or service cals so the user does not wait in line for
every interface or service request that is required.

Example of Using Priorities

Server 1 offers Interfaces A, B, and C. Interfaces A and B have a priority of 50; Interface C, a
priority of 70. Aninterface requested for C is always dequeued before arequest for A or B.
Requests for A and B are dequeued equally with respect to one another. The system dequeues
every tenth request in first-in, first-out (FIFO) order to prevent a message from waiting
indefinitely on the queue.

Using the PRIO Parameter to Enhance Performance

The pr10 parameter determines the priority of an interface or a service on aserver’s queue. It
should be used cautiously. Once priorities are assigned, it may take longer for some messages to
be dequeued. Depending on the order of messages on the queue (for example, A, B, and C), some
(such as A and B) are degqueued only one in ten times when there are more than 10 requests for
C. This means reduced performance and potential slow turnaround time for some services.

When you are deciding whether to use the pr10 parameter, keep the following implicationsin
mind:
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e Because higher priorities get first preference, a higher priority should usually be assigned
only to an interface or service that is not called frequently.

e A message with alower priority does not remain enqueued indefinitely; every tenth
message is retrieved on a FIFO basis. Before you assign alow priority to an interface or
service you should be sure that response time for that interface or service is not important.

Bundling Services into Servers

The easiest way to package servicesinto serversisto avoid packaging them at all. Unfortunately,
if you do not package services, the number of servers, message queues, and semaphores rises
beyond an acceptablelevel. Thusthereisatrade-off between no bundling and too much bundling.

When to Bundle Services

We recommend that you bundle services if you have one of the situations or requirements
described in the following list.

e Functional similarity—if multiple services play asimilar rolein the application, you can
bundle them in the same server. The application can offer al or none of them at agiven
time. In the bankapp application, for example, the wITHDRAW, DEPOSIT, and INQUIRY
services are all operations that can be grouped together in a“bank teller operations” server.
Administration of servicesis simplified when functionally similar services are bundled.

e Similar libraries—less disk space isrequired if you bundle services that use the same
libraries. For example, if you have three services that use the same 100K library and three
services that use different 100K libraries, bundling the first three services saves 200K.
Functionally equivalent services often use similar libraries.

e Filling the queue—bundle only as many servicesinto a server as the queue can handle.
Each service added to an unfilled MSSQ set may add relatively little to the size of an
executable, and nothing to the number of queues in the system. Once the queueisfilled,
however, system performance is degraded and you must create more executables to
compensate.

Do not put two or more servicesthat call each other, that is, call-dependent services, in the same
server. If you do so, the server issues a call to itself, causing a deadlock.

Enhancing Overall System Performance

Thefollowing performance enhancement controls can be applied to Oracle Tuxedo release 8.0 or
later.
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e Service and Interface Caching
e Removing Authorization and Auditing Security
e Turning Off Multithreaded Processing

e Turning Off XA Transactions

Service and Interface Caching

Oracle Tuxedo release 8.0 or later allows you to cache service and interface entries, and to use
the cached copies of the service or interface without locking the bulletin board. This feature
represents a significant performance improvement, especially in systems with large numbers of
clientsand only afew services.

The sTcACHEENTRIESMAX Option has been added to the MacHINES and SERVERS sections of the
configuration file to allow you to define the maximum number of service cache entries that any
process and/or server can hold.

Since caching may not be useful for every client or every application, the
TMSICACHEENTRIESMAX environment variable has been added to control the cachesize. The default
value for TMSTCACHEENTRIESMAX IS preconfigured so that no administrative changes are
necessary when upgrading from previous rel eases. TMSICACHEENTRIESMAX can & so control the
number of cache entries, sinceit is not desirable for clientsto grow too large.

Service Caching Limitations
The following limitations apply to the caching feature:

o If there are routing criteria on a service, then the service will not be cached.
o If there are buffer type restrictions on a service, then the service will not be cached.

o |f the group of aserviceis predetermined (that is, TM S services), then the service will not
be cached.

o |If the number of service entriesis zero, no caching will be done.
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Notes. For more information about the sTcACHEENTRIESMAX Option, refer to the
UBBCONFIG (5)and TM_MIB (5) sectionsin the File Formats, Data Descriptions, MIBs,
and System Processes Reference.

For more information about the TMSICACHEENTRIESMAX Variable, refer to the
tuxenv (5) section in the File Formats, Data Descriptions, MIBs, and System Processes
Reference.

Removing Authorization and Auditing Security

For Oracle Tuxedo release 7.1, the AAA (authentication, authorization, and auditing) security
features were added so that implementations using the AAA plug-in functions would not need to
base security on the Oracle Tuxedo administrative option. As aresult, the Oracle Engine AAA
security functions are always called in the main Oracle Tuxedo 7.1 code path. Since many
applications do not use security, they should not pay the overhead price of these Oracle Engine
security calls.

For Oracle Tuxedo release 8.0 or |ater, the No_aa option has been added to the opr1ONS
parameter in the REsoURrCES section of the configuration file. The no_aa option will circumvent
the calling of the authorization and auditing security functions. Since most applications need
authentication, this feature cannot be turned off.

If the no_aa option is enabled, the following sEcURITY parameters may be affected:

e The parameters NONE, APP_pw, and USER_AUTH parameters will continue to work
properly—except that no authorization or auditing will be done.

e The acL and MANDATORY_ACL parameters will continue to work properly, but will only use
the default Oracle security mechanism.

Note: For more information about the no_aa option, refer to the uBsconFIG (5) and
TM_MIB(5) sectionsin the File Formats, Data Descriptions, MIBs, and System
Processes Reference.

Using the Multithreaded Bridge

Because only one Bridge process is running per host machine in a multiple machine Tuxedo
domain, al traffic from a host machine passes through a single Bridge processto al other host
machines in the domain. The Bridge process supports both single-threaded and multithreaded
execution capabilities. The availability of multithreaded Bridge processing improves the data
throughput potential. To enable multithreaded Bridge processing, you can configure the
BRTHREADS parameter in the MACHINES section of the uBsconF1G file.
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Setting BRTHREADS=Y configures the Bridge process for multithreaded execution. Setting
BRTHREADS=N O accepting the default v, configures the Bridge process for single-threaded
execution.

Configurationswith BRTHREADS=Y onthelocal machineand BRTHREADS=N ontheremote
machine are allowed, but the thoughput between the machineswill not be greater than that for the
single-threaded Bridge process.

Other important considerations for using the BRTHREADS parameter include:

e Setting BRTHREADS=Y makes sense only if a machine has multiple CPUs; however,
having multiple CPUs id not a prerequisite for setting BRTHREADS=Y.

e If the MODEL parameter in the RESOURCES section of the UBBCONFIG fileisset to
SHM, the BRTHREADS parameter has no effect and is ignored.

e If BRTHREADS=Y and the Bridge environment contains TMNOTHREADS=Y, the Bridge starts
up in threaded mode and logs a warning message. Basically, BRTHREADS overrides
TMNOTHREADS and the warning message states that the Bridge is ignoring the
TMNOTHREADS Setting.

Note: InaTuxedo multiple-machine domain, setting BRTHREADS=Y has no effect for amachine
that isrunning an earlier version of Tuxedo.

For more information about the multithreaded Bridge, see the BRTHREADS parameter
inthe MACHINES section of the UBBCONFIG(5) in File Formats, Data Descriptions,
MIBs, and System Processes Reference.

Turning Off Multithreaded Processing

Oracle Tuxedo has a generalized threading feature. Due to the generality of the architecture, all
ATMI calls must call mutexing functions in order to protect sensitive state information.
Furthermore, the layering of the engine and caching schemes used in the libraries cause more
mutexing. For applications that do not use threads, turning them off can result in significant
performance improvements without making changes to the application code.

To turn off multithreaded processing use the TMnoTHREADS environment variable. With this
setting, individual processes can turn threads on and off without introducing anew API or flagin
order to do so.

If the TMnOTHREADS=Y, then the calls to the mutexing functions are avoided.

Note: For more information about TMNOTHREADS, refer to the tuxenv (5) sectionin File
Formats, Data Descriptions, MIBs, and System Processes Reference.
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Determining Your System IPC Requirements

Turning Off XA Transactions

Although not al Oracle Tuxedo applications use XA transactions, all processes pay the cost of
transactional semantics by calling internal transactional verbs. To boost performance for
applicationsthat don’t use XA transactionsfor Oracle Tuxedo release 8.0 or later, theno_xa flag
has been has been added to the opTI0ONS parameter in the RESOURCES section of the configuration
file.

No XA transactions are allowed when theno_xa flag is set. It isimportant to remember though,
that any attempt to configure TMS servicesin the croups section will fail if the no_xa option
has been specified.

Note: For more information about the no_xa option, refer to the uBsconFIG (5)and
TM_MIB(5) sectionsin the File Formats, Data Descriptions, MIBs, and System
Processes Reference.

Determining Your System IPC Requirements

TheIPC requirementsfor your system are determined by the values of several system parameters:
® MAXACCESSERS
® REPLYQ
® ROADDR
® MAXSERVERS
® MAXSERVICES
® MAXGTT

Y ou can use the tmboot -c command to display the minimum IPC requirements of your
configuration.

The following table describes these system parameters.
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Table 8-1 Parameters for Tuning IPC Resources

Parameter(s) Description

MAXACCESSSERS Equalsthe number of semaphores.

Number of message queuesis almost equal to MAXACCESSERS +
number of servers with reply queues (number of serversin MssQ set *
number of MSSQ sets).

MAXSERVERS, WhileMAXSERVERS, MAXSERVICES, MAXGTT, and the overall size of
MAXSERVICES, the ROUTING, GROUP, and NETWORK sections affect the size of shared
and MAXGTT memory, an attempt to devise formulas that correlate these parameters

can become complex. Instead, simply run tmboot -c or tmloadcf
-c to calculate the minimum I PC resource reguirements for your
application.

Queue-related Need to be tuned to manage the flow of buffer traffic between clients

kernel parameters  and servers. The maximum total size (in bytes) of aqueue must be large
enough to handlethe largest messagein the application. A typical queue
is not more than 75 to 85 percent full. Using a smaller percentage of a
queue is wasteful; using alarger percentage causes message sends to
block too frequently.

Set the maximum size for amessage to handle thelargest buffer that the
application sends.

The maximum queue length (the largest number of messagesthat are
alowed to sit on aqueue at once) must be adequate for the application’s
operations.

Simulate or run the application to measure the average fullness of a
queue or its average length. This process may require alot of trial and
error; you may need to estimate values for your tunables before running
the application, and then adjust them after running under performance
analysis.

For alarge system, analyze the effects of parameter settings on the size
of the operating system kernel. If they are unacceptable, reduce the
number of application processes or distribute the application across
more machines to reduce MAXACCESSERS.

Tuning IPC Parameters

The following application parameters enable you to enhance the efficiency of your system:
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® MAXACCESSERS, MAXSERVERS, MAXINTERFACES, and MAXSERVICES

MAXGTT, MAXBUFTYPE, and MAXBUFSTYPE
e SANITYSCAN, BLOCKTIME, and individual transaction timeouts

® BBLQUERY and DBBLWAIT

Setting the MAXACCESSERS, MAXSERVERS, MAXINTERFACES,
and MAXSERVICES Parameters

The MAXACCESSERS, MAXSERVERS, MAXINTERFACES, and MAXSERVICES parameters increase
semaphore and shared memory costs, so you should carefully weigh these costs against the
expected benefits before using these parameters, and choose the values that best satisfy the needs
of your system. Y ou should take into account any increased resources your system may require
for a potential migration. Y ou should also allow for variation in the number of clients accessing
the system simultaneously. Defaults may be appropriate for a generous alocation of 1PC
resources, however, it is prudent to set these parameters to the lowest appropriate values for the
application.

Setting the MAXGTT, MAXBUFTYPE, and MAXBUFSTYPE
Parameters

To determine whether the default is adequate for your application, multiply the number of clients
inthe system timesthe percentage of timethey are committing atransaction. If the product of this
multiplication is closeto 100, you should increase the value of theMaxcTT parameter. Asaresult
of increasing MAXGTT:

e Your system may require a greater number of clients, depending on the speed of commits.
e You should also increase Tr.ocs1zE accordingly for every machine.

e You should set maxcTT to O for applications in which distributed transactions are not used.

To limit the number of buffer types and subtypes allowed in the application, set the MAXBUFTYPE
and MAXBUFSTYPE parameters, respectively. The current default for MAXBUFTYPE is 16. If you
plan to create eight or more user-defined buffer types, you should set MaxBUFTYPE to a higher
value. Otherwise, you do not need to specify this parameter; the default valueis used.

The current default for MaxBUFSTYPE iS32. Y OU may want to set this parameter to ahigher value
if you intend to use many different view subtypes.
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Tuning with the SANITYSCAN, BLOCKTIME, BBLQUERY, and
DBBLWAIT Parameters

If asystemisrunning on slow processors (for example, dueto heavy usage), you can increase the
timing parameters. SANITYCAN, BLOCKTIME, and individual transaction timeouts.

If networking is slow, you can increase the value of the BLOCKTIME, BBLQUERY, and DBBLWAIT
parameters.

Recommended Values for Tuning-related Parameters

In the following table are recommended values for the parameters available for tuning an

application.
Use These Parameters . .. To...
MAXACCESSERS, MAXSERVERS, Set the smallest satisfactory val ue because of
MAXINTERFACES, and MAXSERVICES IPC cost. (Allow for extraclients.)
MAXGTT, MAXBUFTYPE, and Increase MAXGTT for many clients; set
MAXBUFSTYPE MAXGTT to 0 for nontransactional
applications.
UseMAXBUFTYPE only if you create eight or
more user-defined buffer types.
Increase the value of MAXBUFSTYPE if you
use many different vIEW subtypes.
BLOCKTIME, TRANTIME, and Increase the valuesiif the system is slow.
SANITYSCAN

BLOCKTIME, TRANTIME, BBLQUERY, and  Increasethevaluesif networkingisslow.
DBBLWAIT

Measuring System Traffic

Ason any road that supportsalot of traffic, bottlenecks can occur in your system. On ahighway,
cars can be counted with a cable strung across the road, that causes a counter to be incremented
each time acar drives over it.
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Y ou can use asimilar method to measure service traffic. For example, when a server is started
(that is, when tpsvrinit () isinvoked), you caninitializeaglobal counter and record a starting
time. Subsequently, each time aparticular serviceis called, the counter isincremented. When the
server isshut down (through the tpsvrdone () function), thefinal count and the ending time are
recorded. This mechanism allows you to determine how busy a particular serviceis over a
specified period of time.

In the Oracle Tuxedo system, bottlenecks can originate from problematic dataflow patterns. The
quickest way to detect bottlenecksis to measure the amount of time required by relevant services
from the client’s point of view.

Example of Detecting a System Bottleneck

Client 1 requires 4 seconds to display the results. Callsto time () determinethat the tpcall to
service A isthe culprit with a3.7-second delay. Service A ismonitored at the top and bottom and
takes 0.5 seconds. Thisfinding implies that a queue may be clogged, a situation that can be
verified by running the pqg command in tmadmin.

On the other hand, suppose service A takes 3.2 seconds. The individual parts of service A can be
bracketed and measured. Perhaps service A issues a tpcall to service B, which requires 2.8
seconds. Knowing this, you should then be able to isolate queue time or message send blocking
time. Once the relevant amount of time has been identified, the application can be retuned to
handl e the traffic.

Using time (), you can measure the duration of the following:
e An entire client program
e A single client service request
e An entire service function

e A service function making a service request (if any)

Detecting Bottlenecks on UNIX Platforms

The UNIX system sar (1) command provides valuable performance information that can be used
to find system bottlenecks. Y ou can run sar(1) to do the following:

e Sample cumulative activity countersin the operating system at predetermined intervals

e Extract datafrom a system file
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The following table describes the sar(1) command options.

Use This Option... To...

-u Gather CPU utilization numbers, including percentages of time
during which the system: runsin user mode, runsin system mode,
remains idle with some process waiting for block 1/0, and
otherwiseremainsidle.

-b Report buffer activity, including number of data transfers, per
second, between system buffers and disk (or other block devices).

-c Report activity of system calls of al types, aswell as specific
system calls, such as fork(2) and exec(2).

-w Monitor system swapping activity, including the number of
transfers for swapins and swapouts.

-q Report average queue lengths while queues are occupied, and the
percentage of time they are occupied.

-m Report message and system semaphore activities, including the
number of primitives per second.

-p Report paging activity, including the number of addresstranslation
page faults, page faults and protection errors, and valid pages
reclaimed for freelists.

-r Report the number of unused memory pages and disk blocks,
including the average number of pages available to user processes
and disk blocks available for process swapping.

Note:  Some flavors of the UNIX system do not support the sar(1) command, but offer
equivalent commands, instead. BSD, for example, offersthe iostat(1) command; Sun
offersperfmeter(l).

Detecting Bottlenecks on Windows Platforms

On Windows platforms, you can use the Performance Monitor to collect system information and
detect bottlenecks. To open the Performance Monitor, select the following options from the Start
menu:

Start —> Settings —> Control Settings —> Administration Tools —> Performance
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Measuring System Traffic

See Also

e “Creating the Configuration File for a Distributed ATMI Application” in Setting Up an
Oracle Tuxedo Application

e “Setting Up the Network for a Distributed Application” in Setting Up an Oracle Tuxedo
Application

e “Managing the Network in a Distributed Application” on page 4-1
e Scaling, Distributing, and Tuning CORBA Applications
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CHAPTERa

Troubleshooting an Oracle Tuxedo
Application

Thistopic includes the following sections:
e Determining Types of Failures
e How to Broadcast an Unsolicited Message
e Maintaining Your System Files
e Recovery Considerations
e Repairing Partitioned Networks
e Restoring Failed Machines
e How to Replace System Components
e How to Replace Application Components
e Cleaning Up and Restarting Servers Manually
e Aborting or Committing Transactions
e How to Recover from Failures When Transactions Are Used

e How to Usethe IPC Tool When an Application Failsto Shut Down Properly

Troubleshooting Multithreaded/ Multicontexted Applications
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Determining Types of Failures

9-2

Thefirst step in troubleshooting is determining problem areas. In most applications you must
consider six possible sources of trouble:

e Application
e Oracle Tuxedo system
e Database management software

o Network

Operating system
e Hardware

Once you have determined the problem area, you must then work with the appropriate
administrator to resolve the problem. If, for example, you determine that the trouble is caused by
anetworking problem, you must work with the network administrator.

How to Determine the Cause of an Application Failure

The following steps will help you detect the source of an application failure.
1. Check any Oracle Tuxedo system warnings and error messages in the user log (UL0G).

2. Select the messages you think most likely reflect the current problem. Note the catalog name
and the number of each of message, so you can look up the message in System Messages. The
manual entry provides:

— Details about the error condition indicated by the message

— Recommendations for recovery actions
3. Check any application warnings and error messages in the uL.oa.

4. Check any warnings and errors generated by application servers and clients. Such messages
are usually sent to the standard output and standard error files (named, by default stdout and
stderr, respectively).

— The stdout and stderr filesare located in the directory defined by the appDIR
variable.

— The stdout and stderr filesfor your clients and servers may have been renamed.
(You can rename the stdout and stderr files by specifying -e and -o in the

Administering an Oracle Tuxedo Application at Run Time



How to Broadcast an Unsolicited Message

appropriate client and server definitionsin your configuration file. For details, see
servopts (5) inthe File Formats, Data Descriptions, MIBs, and System Processes
Reference.)

5. Look for any core dumpsin the directory defined by the appp1R.Variable. Use a debugger
such as dbx to get a stack trace. If you find core dumps, notify your application developer.

6. Check your system activity reports (for example, by running the sar(1) command) to
determine why your system is not functioning properly. Consider the following reasons:

— The system may be running out of memory.

— Thekernel might not be tuned correctly.

How to Determine the Cause of an Oracle Tuxedo System
Failure

The following steps will help you detect the source of a system failure.

1. Check any Oracle Tuxedo system warnings and error messages in the user log (uL.og):
— TPEOS messages indicate errorsin the operating system.

— TPESYSTEM Mmessages indicate errors in the Oracle Tuxedo system.

2. Select the messages you think most likely reflect the current problem. Note the catalog name
and number of each of message, so you can look up the message in System Messages. The
manual entry provides:

— Details about the error condition flagged by the message.
— Recommendations for recovery actions.

3. Prepare for debugging in the following ways:
— Shut down the suspend service.

— Usetmboot -n -s(server) -dai.(Thiswill not boot the server, but printsthe
command line used to boot the server by the Oracle Tuxedo system.) Use that
command line with a debugger such as dbx.

How to Broadcast an Unsolicited Message

The EventBroker enhances troubleshooting by providing a system-wide summary of events and
amechanism whereby an event triggers notification. The EventBroker provides details about
Oracle Tuxedo system events, such as servers dying and networks failing, or application events,
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such asan ATM machine running out of money. An Oracle Tuxedo client that receives
unsolicited notification of an event, can name a service routine to be invoked, or name an
application queue in which data should be stored for later processing. An Oracle Tuxedo server
that receives unsolicited notification can specify a service request or name an application queue
to store data.

1. To send an unsolicited message, enter the following command:
broadcast (bcst) [-m machine] [-u usrname] [-c cltname] [text]
Note: By default, the message is sent to al clients.
2. You can limit distribution to one of the following recipients:
— One machine (-m machine)
— Oneclient group (-c client_group)
— Oneuser (-u user)

The text may not include more than 80 characters. The system sends the message in a STRING
type buffer, which means the client’ s unsolicited message handling function (specified by
tpsetunsol (0)) must be able to handle thistype of message. The tptypes () function may be
useful in this case.

See Also

e “Unsolicited Communication” in Introducing Oracle Tuxedo ATMI

e “Managing Events Using EventBroker” in Introducing Oracle Tuxedo ATMI

Maintaining Your System Files

Periodically, you may need to perform the following tasks to maintain your file system:
e Print the Universal DeviceList

Print VTOC information

e Reinitialize adevice
e Create adevicelist

e Destroy adevicelist

Note: Thisfileformat isused for TuxconFIG, TLOG, and /Q.
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Maintaining Your System Files

How to Print the Universal Device List (UDL)

To print aUDL, complete the following procedure:
1. Run tmadmin -c.
2. Enter the following command:

1id1

3. To specify the device from which you want to obtain the UDL, you have a choice of two
methods:

— Specify the device onthe 1id1 command line:
-z device name [devindx]

— Set the environment variable Fsconr1c to the name of the desired device.

How to Print VTOC Information

To print VTOC information, compl ete the following procedure.
1. Run tmadmin -c.
2. Togetinformation about all VTOC table entries, enter the following command:

livtoc

3. To specify the device from which you want to obtain the VTOC, you have a choice of two
methods:

— Specify the following on the 1id1 command line:

-z device name [devindx]

— Set the environment variable FsconF1G to the name of the desired device.

How to Reinitialize a Device

To reinitialize adevice that isincluded on adevice list, complete the following procedure.
1. Run tmadmin -c.

2. Enter the following command:
initdl [-z devicename] [-yes] devindx

Note: Thevalue of devindx istheindex to the file to be destroyed.
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3. You can specify the device by:
— Entering its name after the -z option (as shown here), or

— Setting the environment variable Fsconr1g to the device name

4. If you include the -yes option on the command line, you are not prompted to confirm your
intention to destroy the file before the file is actually destroyed.

How to Create a Device List

To create adevice list, complete the following procedure.
1. Run tmadmin -c.

2. Enter the following command:
crdl [-z devicename] [-b blocks]

— Thevalue of devicename [devindx] isthe desired device name. (Another way to
assign aname to anew deviceis by setting the Fsconrzc environment variable to the
desired device name.)

— Thevaue of blocks isthe number of blocks needed. The default is 1000 blocks.

Note: Because 35 blocks are needed for the administrative overhead associated with a
TLOG, be sure to assign a value higher than 35 when you create a TLOG.

How to Destroy a Device List
To destroy adevice list with index devindx, complete the following procedure.
1. Runtmadmin -c

2. Enter the following command:
dsdl [-z devicename] [yes] [devindx]
Note: Thevaue of devindx istheindex to the file to be destroyed.
3. You can specify the device by:
— Entering its name after the -z option (as shown here), or

— Setting the environment variable Fsconr1é to the device name

4. If you include the yes option on the command line, you are not prompted to confirm your
intention to destroy the file before the file is actually destroyed.
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Recovery Considerations

Recovery Considerations

The Oracle Tuxedo system requiresacertain level of environmental stability to provide optimum
functionality. Although the Oracle Tuxedo administrative subsystem offers unparalleled
capabilities of recovering from network, machine, and application process failures, it is not
invulnerable. Y ou should be aware of the following waysin which an Oracle Tuxedo system
works.

Application clients and servers that use the FasTpaTH model of sysTeM_access (the default)
have direct memory access to the Oracle Tuxedo shared data structures. Using the FASTPATH
model helps ensure that the Oracle Tuxedo system achieves its outstanding performance. The
Oracle Tuxedo system uses the IPC (InterProcess Communication and File System) facilities
provided by the operating system.

If an application accidentally usesthese facilitiesto writeinto the Oracle Tuxedo shared memory
or to an Oracle Tuxedo file descriptor, or if it mistakenly uses any other Oracle Tuxedo system
resource, data may become corrupted, Oracle Tuxedo functionality may be compromised, or an
application may be brought down.

Itisinappropriate for auser or administrator to directly terminate application clients, application
servers, or Oracle Tuxedo administrative processes because these processes may be executing
within acritical section (that is, updating shared information in shared memory). Interrupting a
critical section during a memory update could potentialy cause inconsistent internal data
structures. (Thisis characteristic not only of the Oracle Tuxedo system, but of any systemin
which shared datais used.) Error messages in the Oracle Tuxedo userlog that refer to locks or
semaphores may indicate that such corruption has occurred.

For maximum application availability, you can take advantage of the Oracle Tuxedo system’s
facilities for managing redundancy, such asits multiple server, machine, and domain facilities.
Distributing an application’s functionality allows continued operation if afailure occursin one
area

Repairing Partitioned Networks

Thistopic provides instructions for troubleshooting a partition, identifying its cause, and taking
action to recover from it. A network partition exists if one or more machines cannot access the

MASTER machine. As the application administrator, you are responsible for detecting partitions

and recovering from them.

A network partition may be caused by any the following failures:
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o A network failure—either atransient failure, which correctsitself in minutes, or asevere
failure, which requires you to take the partitioned machine out of the network

e A machine failure on either the MASTER machine or the nonmaster machine

e A BRIDGE falure

The procedure you follow to recover from a partitioned network depends on the cause of the
partition.

Detecting a Partitioned Network

Y ou can detect anetwork partition in one of the following ways:
e Check the user log (uroc) for messages that may shed light on the origin of the problem.

e Gather information about the network, server, and service, by running the tmadmin
commands provided for this purpose.

How to Check the ULOG

When problems occur with the network, Oracle Tuxedo system administrative servers start
sending messages to the ur.oc. If the uL.oc is set up over aremote file system, all messages are
written to the samelog. In this scenario, you can run the tai1(1) command on one file and check
the failure messages displayed on the screen.

If, however, the remote file system is using the network in which the problem has occurred, the
remote file system may no longer be available.

Listing 3-1 Example of a ULOG Error Message

151804 .gumby !DBBL.28446: ... : ERROR: BBL partitioned, machine=SITE2

How to Gather Information About the Network, Server, and Service

Thefollowing isan example of a tmadmin session in which information is being collected about
apartitioned network, aserver, and a service on that network. Three tmadmin commandsare run:

e pnw (the printnetwork command)
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e psr (theprintserver command)

e psc (theprintservice command)

Listing 9-2 Example tmadmin Session

Repairing Partitioned Networks

$ tmadmin
> pnw SITE2
Could not retrieve status from SITE2

> psr -m SITEL

a.out Name Queue Name Grp Name Rg Done Load Done Current Service
BBL 30002.00000 SITE1 - - (-
DBBL 123456 SITE1 121 6050 MASTERBB
simpserv 00001.00001 GROUP1 - - (-
BRIDGE 16900672 SITE1l - ( DEAD )
>psc -m SITEL

Service Name Routine Name a.out Grp Name ID Machine # Done Status
ADJUNCTADMIN ADJUNCTADMIN BBL SITE1l 0 SITEL - PART

ADJUNCTBB ADJUNCTBB BBL SITEL 0 SITEL - PART

TOUPPER TOUPPER simpserv GROUP1 1 SITE1L - PART
BRIDGESVCNM BRIDGESVCNM BRIDGE SITE1l 1 SITEL - PART

Restoring a Network Connection

This topic provides instructions for recovering from transient and severe network failures.

How to Recover from Transient Network Failures

Because the BRIDGE tries, automatically, to recover from any transient network failures and
reconnect, transient network failures are usually not noticed. If, however, you need to perform a
manual recovery from atransient network failure, complete the following procedure.

1. OntheMasTER machine, start a tmadmin (1) Session.

2. Runthereconnect command (rco), specifying the names of nonpartitioned and partitioned

machines;

rco non-partioned_nodel partioned _nodeZ2
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How to Recover from Severe Network Failures

To recover from severe network failure, complete the following procedure.

1
2.

3.

On the MASTER machinge, start a tmadmin Session.

Run the pc1ean command, specifying the name of the partitioned machine:

pcl partioned _machine

Migrate the application servers or, once the problem has been corrected, reboot the machine.

Restoring Failed Machines

The procedure you follow to restore a failed machine depends on whether that machine was the
MASTER machine.

How to Restore a Failed MASTER Machine

To restore afailed masTER machine, complete the following procedure.

9-10

1
2.

Make sure that all IPC resources for the Oracle Tuxedo processes that are removed.

Start a tmadmin Session onthe ACTING MASTER (SITE2):

tmadmin

Boot the BBL on themMasTER (s1TE1) by entering the following command:
boot -B SITEL

(The BBL does not boot if you have not executed pclean ON SITEL.)

Stll in tmadmin, start a DBBL running again on the MASTER Site (sTTE1) by entering the
following:

MASTER

If you have migrated application servers and data off the failed machine, boot them or migrate
them back.

How to Restore a Failed Nonmaster Machine

To restore a failed nonmaster machine, compl ete the following procedure.

1

On the MASTER machinge, start a tmadmin Session.
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How to Replace System Components

2. Runpclean, specifying the partitioned machine on the command line.
3. Fix the machine problem.

4. Restorethefailed machineby booting the Bulletin Board Liaison (BBL) for the machinefrom
the MASTER machine.

5. If you have migrated application servers and data from the failed machine, boot them or
migrate them back.

In the following list, stTE2, a nonmaster machine, is restored.

Listing 9-3 Example of Restoring a Failed Nonmaster Machine

$ tmadmin
tmadmin - Copyright © 1987-1990 AT&T; 1991-1993 USL. All rights reserved

> pclean SITE2
Cleaning the DBBL.

Pausing 10 seconds waiting for system to stabilize.
3 SITE2 servers removed from bulletin board

> boot -B SITE2
Booting admin processes ...

Exec BBL -A :

on SITE2 -> process id=22923 ... Started.
1 process started.
> q

How to Replace System Components

To replace Oracle Tuxedo system components, complete the following procedure.
1. Install the Oracle Tuxedo system software that is being replaced.
2. Shut down those parts of the application that will be affected by the changes:

— The Oracle Tuxedo system servers may need to be shut down if libraries are being
updated.
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— Application clients and servers must be shut down and rebuilt if relevant Oracle
Tuxedo system header files or static libraries are being replaced. (Application clients
and servers do not need to be rebuilt if the Oracle Tuxedo system message catal ogs,
system commands, administrative servers, or shared objects are being replaced.)

3. If relevant Oracle Tuxedo system header files and static libraries have been replaced, rebuild
your application clients and servers.

4. Reboot the parts of the application that you shut down.

How to Replace Application Components

To replace components of your application, complete the following procedure.

1. Install the application software. This software may consist of application clients, application
servers, and various administrative files, such asthe FML field tables.

2. Shut down the application servers being replaced.
3. If necessary, build the new application servers.

4. Boot the new application servers.

Cleaning Up and Restarting Servers Manually

9-12

By default, the Oracle Tuxedo system cleans up resources associated with dead processes (such
as queues) and restarts restartable dead servers from the Bulletin Board (BB) at regular intervals
during BBL scans. Y ou may, however, request cleaning at other times.

How to Clean Up Resources Associated with Dead
Processes

To request an immediate cleanup of resources associated with dead processes, complete the
following procedure.

1. Start atmadmin Session.

2. Enter bbclean machine.

The bbclean command takes one optional argument: the name of the machine to be cleaned.
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How to Check the Order in Which Oracle Tuxedo CORBA Servers Are Booted

If You Specify... Then...

No machine The resources on the default machine are cleaned.

A machine The resources on the specified machine are cleaned.

DBBL The resources on the Distinguished Bulletin Board Liaison

(DBBL) and the bulletin boards at all sites are cleaned.

How to Clean Up Other Resources

To clean up other resources, complete the following procedure.

1. Start a tmadmin Session.

2. Enter pclean machine.

Note: You must specify avalue for machine; it isarequired argument.

If the Specified Machine Is Then
Not partitioned pclean will invokebbclean.
Partitioned pclean will removeall entries for servers and

services from all nonpartitioned bulletin boards.

This command is useful for restoring order to a system after partitioning has occurred
unexpectedly.

How to Check the Order in Which Oracle Tuxedo CORBA
Servers Are Booted

If aOracle Tuxedo CORBA application failsto boot, open the application’ suseconr1c filewith
atext editor and check whether the serversare booted in the correct order in the SErvERS section.
Thefollowing is the correct order in which to boot the serversin a Oracle Tuxedo CORBA

environment. A Oracle Tuxedo CORBA application will not boot if this order is not adhered to.

Boot the serversin the following order:
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1. Thesystem EventBroker, TMSYSEVT.

2. The TMrFNAME Server with the - option and the - option, which starts the NameM anager
service (asaMASTER). This service maintains a mapping of application-supplied names to
object references.

3. The TvrrNaME server with the -n option only, to start a lave NameManager service.
4. The TMFFNAME Server with the -F option, to start the FactoryFinder.

5. The application servers that are advertising factories.

For adetailed example, see the section “Required Order in Which to Boot CORBA C++ Servers’
in Setting Up an Oracle Tuxedo Application.

How to Check the Hostname Format and Capitalization of
Oracle Tuxedo CORBA Servers

The network address that is specified by programmers in the Bootstrap object constructor or in
TOBJADDR Must exactly match the network addressin the server application’s uBconr1G file.
Theformat of the address aswell as the capitalization must match. If the addresses do not match,
the call to the Bootstrap object constructor will fail with a seemingly unrelated error message:

ERROR: Unofficial connection from client at
<tcp/ip address>/<port-number>:

For example, if the network address is specified as //TrRIx1E:3500 in the ISL command-line
option string (in the server application’s uBBconFIG fil€), specifying either
//192.12.4.6:3500 Or //trixie:3500 in the Bootstrap object constructor or in TOBJADDR
will cause the connection attempt to fail.

OnUNIX systems, usetheuname -n command on the host system to determinethe capitalization
used. On Windows systems, see the host system’s Network control panel to determine the
capitalization used.

Why Some Oracle Tuxedo CORBA Clients Fail to Boot

9-14

Y ou may want to perform the following steps on a Windows server that is running a Oracle
Tuxedo CORBA application, if thefollowing problem occurs: some Internet Inter-ORB Protocol
(I1OP) clients boot, but some clients fail to create a Bootstrap object and return an
InvalidDomain Message, even though the / /host :port addressis correctly specified. (For
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Aborting or Committing Transactions

related information, see the section “How to Check the Hosthame Format and Capitalization of
Oracle Tuxedo CORBA Servers’ on page 9-14.)

1. Start regedt32, the Registry Editor.
2. GototheHKEY_LOCAI_MACHINE on Local Machine Window.
3. Select:
HKEY LOCAI_MACHINE\SYSTEM\CurrentControlSet\Services\Afd\Parameters

4. Add the following values by using the Edit —> Add Value menu option:
DynamicBacklogGrowthDelta: REG_DWORD : 0Oxa
EnableDynamicBacklog: REG_DWORD: 0x1
MaximumDynamicBacklog: REG_DWORD: 0x3e8
MinimumDynamicBacklog: REG_DWORD: 0x14

5. Restart the Windows system for the changes to take effect.

These values replace the static connection queue (that is, the backlog) of five pending
connections with a dynamic connection backlog, that will have at least 20 entries (minimum
0x14), at most 1000 entries (maximum 0x3e8), and will increase from the minimum to the
maximum by steps of 10 (growth delta 0xa).

These settings only apply to connections that have been received by the system, but are not
accepted by an I1OP Listener. The minimum value of 20 and the delta of 10 are recommended by
Microsoft. The maximum value depends on the machine. However, Microsoft recommends that
the maximum value not exceed 5000 on a Windows server.

Aborting or Committing Transactions

Thistopic provides instructions for aborting and committing transactions.

How to Abort a Transaction

To abort a transaction, complete the following procedure.

1. Enter the following command:

aborttrans (abort) [-yes] [-g groupname] tranindex

2. Todeterminethe value of tranindex, runthe printtrans command (a tmadmin
command).
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3. If groupname is specified, amessage is sent to the TM S of that group to mark as “aborted”
the transaction for that group. If agroup is not specified, a message is sent, instead, to the
coordinating TMS, requesting an abort of the transaction. You must send abort messages to
al groupsin the transaction to control the abort.

This command is useful when the coordinating site is partitioned or when the client terminates
before calling acommit or an abort. If the timeout is large, the transaction remainsin the
transaction table unlessit is aborted.

How to Commit a Transaction

To commit atransaction, enter the following command:
committrans (commit) [-yes] [-g groupname] tranindex
Note: Both groupname and tranindex are required arguments.

The operation fails if the transaction is not precommitted or has been marked aborted. This
message should be sent to all groupsto fully commit the transaction.

Cautions About Using the committrans Command

Be careful about using the commi t t rans command. Theonly timeyou need to runitiswhen both
of the following conditions apply:

e The coordinating TM S has gone down before all groups got the commit message.

e The coordinating TMS will not be able to recover the transaction for some time.

Also, aclient may be blocked on tpcommit (), which will be timed out. If you are going to
perform an administrative commit, be sure to inform this client.

How to Recover from Failures When Transactions Are
Used

9-16

When the application you are administering includes database transactions, you may need to
apply an after-image journal (AlJ) to arestored database following a disk corruption failure. Or
you may need to coordinate the timing of this recovery activity with your site's database
administrator (DBA). Typically, the database management software automatically performs
transaction rollback when an error occurs. When the disk containing database files has become
corrupted permanently, however, you or the DBA may need to step in and perform the
rollforward operation.
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How to Use the IPC Tool When an Application Fails to Shut Down Properly

Assume that a disk containing portions of adatabase is corrupted at 3:00 P.M. on a Wednesday.
For this example, assume that a shadow volume (that is, you have disk mirroring) does not exist.

1. Shut down the Oracle Tuxedo application. (For instructions, see “ Starting Up and Shutting
Down an Application” on page 1-1 in Setting Up an Oracle Tuxedo Application.)

2. Obtain the last full backup of the database and restore the file. For example, restore the full
backup version of the database from last Sunday at 12:01 A.M.

3. Apply theincremental backup files, such astheincrementals from Monday and Tuesday. For
example, assume that this step restores the database up until 11:00 PM. on Tuesday.

4. Apply the AlJ, or transaction journal file, that contains the transactions from 11:15 PM. on
Tuesday up to 2:50 PM. on Wednesday.

5. Open the database again.
6. Restart the Oracle Tuxedo application.

Refer to the documentation for the resource manager (database product) for specific instructions
on the database rollforward process.

How to Use the IPC Tool When an Application Fails to Shut
Down Properly

Inter-process communication (1PC) resources are operating system resources, such as message
gueues, shared memory, and semaphores. When a Oracle Tuxedo application shuts down
properly with the tmshutdown command, all I1PC resources are removed from the system. In
some cases, however, an application may fail to shut down properly and stray |PC resources may
remain on the system. When this happens, it may not be possible to reboot the application.

Oneway to addressthis problem isto remove | PC resources with ascript that invokes the system
1rcs command and scan for al 1PC resources owned by aparticul ar user account. However, with
thismethod, it is difficult to distinguish among different sets of 1PC resources, some may belong
to the Oracle Tuxedo system; some to a particular Oracle Tuxedo application; and othersto
applications unrelated to the Oracle Tuxedo system. It isimportant to be able to distinguish
among these sets of resources; unintentional removal of 1PC resources can severely damage an
application.

The Oracle Tuxedo IPC tool (that is, the tmipcrm command) enables you to remove |PC
resources allocated by the Oracle Tuxedo system (that is, for core Oracle Tuxedo and
Workstation components only) in an active application.
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The command to remove |PC resources, tmipcrm, residesin TuxbpIr/bin. Thiscommand reads
the binary configuration file (Tuxconrzg), and attaches to the bulletin board using the
informationinthisfile. tmipcrmworksonly onthelocal server machine; it doesnot clean up IPC
resources on remote machines in a Oracle Tuxedo configuration.

To run this command, enter it as follows on the command line:
tmipcrm [-y] [-n] [TUXCONFIG_file]

The IPC tool lists all IPC resources used by the Oracle Tuxedo system and gives you the option
of removing them.

Note:  This command will not work unless you have set the TuxconrFIG environment variable
correctly or specified the appropriate Tuxconr1a file on the command line.

Troubleshooting Multithreaded/
Multicontexted Applications

9-18

Debugging Multithreaded/Multicontexted Applications

Multithreaded applications can be much more difficult to debug than single-threaded
applications. As the administrator, you may want to establish a policy governing whether such
multithreaded applications should be created.

Limitations of Protected Mode in a Multithreaded
Application

When running in protected mode, an application attaches to shared memory only when an ATMI
call isbeing executed. Protected mode is used to guard against problems that arise when Oracle
Tuxedo shared memory is accidentally overwritten by stray application pointers.

If your multithreaded application is running in protected mode, some threads may be executing
application code while others are attached to the Oracle Tuxedo Bulletin Board' s shared memory
within an Oracle Tuxedo function call. Therefore, aslong as at |east one thread is attached to the
bulletin board in an ATMI call, the use of protected mode cannot guard against stray application
pointers in threads executing application code, which may overwrite the Oracle Tuxedo shared
memory. As aresult, the usefulness of protected mode isrelatively limited in multithreaded
applications.
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Troubleshooting Multithreaded/ Multicontexted Applications

There is no solution to this limitation. We simply want to warn you that when running a
multithreaded application you cannot rely on protected mode as much as you do when running a
single-threaded application.
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cHAPTERﬂ

About Oracle Tuxedo Diagnostic Tool

Thistopic includes the following sections:
e Overview

e Installation Requirements

Using Diagnostic Tool

Diagnostic Tool Options

Debug Information

Overview

Diagnostictool isaTuxedo command. It providesaconvenient way of collecting Tuxedo runtime
information, especially when system administrators analyze problems that can only be
reproduced in production environment.

Installation Requirements

To use diagnostic tool, install the commands listed in the following table, depending on your
platform, and set them in environment variable pATH.
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Table 10-1 Installation Requirements

Platform Commands

Linux cp, file, gdb, gstack, 1dd, lsb_release, ps, rm, strace,
which

Solaris X86 cp, dbx, dirname, file, 1dd, ps, psig, pstack, rm,

showrev, truss, uname, which

Solaris Sparc cp, dbx, dirname, file ,1dd, ps, psig, pstack, rm showrev,
truss, uname, which

AlX cp, dbx, dirname, file, instfix, 1dd, oslevel, procstack,
ps, rm, truss, uname, which, grep

HP-UNIX cp, dirname, file, gdb, 1dd, lstrace, ps, pstack, rm,
uname, which, 1dd,gdb,pstack,uname, swlist

Windows DUMPBIN.exe, cbd.exe, systeminfo.exe, windbg.exe

Using Diagnostic Tool

10-2

Diagnostic tool is a Tuxedo command named diagnosetool under TUXDIR/bin.

Setting up Environment Variables

Before using the diagnostic tool, manualy fill up diagnoseToolEnvFile filewith thefollowing
environment variables and put it in TUXDIR/bin directory.

TUXDIR=<Value of Tuxedo Environment Variable TUXDIR>
Absolute pathname of Oracle Tuxedo

APPDIR=<Value of Tuxedo Environment Variable APPDIR>
Absolute pathname of Tuxedo application on the target managed node

TUXCONFIG=<Value of Tuxedo Environment Variable TUXCONFIG>
Absolute pathname of Tuxconr1c file on the target managed node

BDMCIBFUG=<Value of Tuxedo Environment Variable BDMCONFIG>
Absolute pathname of somcosric file on the target managed domain

DIAGNOSEROOTDIR=<Value of Environment Variable DIAGNOSEROOTDIR>
Absolute pathname of diagnosetool

Administering an Oracle Tuxedo Application at Run Time



Diagnostic Tool Options

Note: The configuration needs to be done at least one time. All environment variables are
indispensable; any configuration change should be manually updated in

diagnoseToolEnvFile

Getting Runtime Information

e On Unix platforms

diagnosetool --type <error|crash|hang> [--tmtrace] [--aduitlog] [--ubb]
[--dmc] [--core <core_path>] [--pid <Process_number>] [--trace

<executable_with_option>]

e On Windows platforms

diagnosetool.exe --type <error|crash|hang> [--tmtrace] [--aduitlog] [--ubb]

[--dmc] [--core <core_path>] [--pid <Process_number>]

Diagnostic Tool Options

type <error|crash|hang>

Before using thistool, specify the bug type properly.
* type error: Program Logical Error

* type crash: Server/Client Crash

* type hang: Process Hang

For more information about bug type, please see Debug Information.

tmtrace
Turn on TvTRACE and collect the corresponding uLoc file.

aduitlog
Turn on Audit Log and collect the corresponding Audit log if the issue relates to Tuxedo
Domain.

ubb

Collect UBBCONFIG.

dmc
Collect DMCONFIG.

trace <executable_with_option>
Collect trace from a specific program by executable_with_option.
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core <core_path>

Thisoption isused with option type crash to specify the absolute pathname of corefile.

pid <process_number>
This option only can be used with option type hang to specify the process ID.

Debug Information

10-4

Debug Information Categories

There are three problem types.

e Server or Client Crash

If a process crashes and generates a core or dump file, you can use diagnostic tool to get
the stack trace written on the file. You can define the problem type as " Server or Client
Crash" and get the corresponding information.

e Server or Client Hang

If a process enters an endless loop or keeps waiting in afunction for along time, you can
use diagnostic tool to figure out what the process is doing. You can define the problem
type as " Server or Client Hang" and get the corresponding information.

e Program Logical Error

For all other problems, you can define the problem type as "Program Logical Error" and
get the corresponding information.

Debug Information for Each Category

Y ou can get different debug information according to different problem types.

e Program Logical Error
— Get general information
— Get system call trace
e Server or Client Crash
— Get general information
— Get the call stack at the moment of server or client crash

— Get system call trace

Administering an Oracle Tuxedo Application at Run Time



Debug Information

e Server or Client Hang
— Get general information
— Get the call stack and truss command output
— Get system call trace
Note: Please run diagnostic tool by the same owner during the running process.
The followings are general information.

e Tuxedo release and patchlev

e OSinformation and OS patch information

Note: Theinformation is not supported on Linux systems.

e Open the TMTRACE and get the corresponding ur.oc file

Note: Thisaction regquires you to shut down those Tuxedo servers. Y ou can chooseto do it
by yourselvesor by the diagnostic toals, or choose not to shut down any server, letting
the function to be useless.

e Open the Audit Log for domain cases and get the corresponding Audit log

Note: Theaction requiresyou to shut down GWTDOMAIN Servers. Y ou can chooseto doit by
yourselves or by diagnostic tools, or choose not to shut down any server, letting the
function to be useless.

e Get the BB dump

e You can configure other configuration files, such as $TUXDIR/$APPDIR/ubbconfig and
$SAPPDIR/dmconfig

Note: Theinformation is supposed to be confidential and you can choose not to provideit.
e Information about all Tuxedo process:
— Machine D
— Group ID
— Server ID

Process ID

Program Name

Process Status
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Process Execute Priority

Nice

Note: Theinformation is not supported on Windows platforms.

Dynamic libraries linked into this process

Signal actions and handlers of each process
Note: Theinformation is not supported on Solaris platforms.

Under product root directory, 1og/<year>.<month>.<day>-<hour>.<minute>.<second>
sub-directory keeps all debug information and may contain the following files.

baseInfo.txt
Itisrequired. It contains general information.

bbdump
Itisrequired. ItisBB dumpfile.

patchInfo.txt
It contains OS Patch information.

Note: It isnot supported on Linux platforms.

trace-<executeBinaryName>. txt
It contains Get System Call Trace when specific commands are running.

Note: It isnot supported on Windows platforms.

UBBCONFIG
It isuBBconFIG file, only generated when option usas is used.

DMCONFIG
It ispmconFIc file, only generated when option puc is used.
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Using Oracle Tuxedo Services Console

Thistopic includes the following sections:
e Overview

e Oracle Tuxedo Services Console

Overview

Oracle Tuxedo introduces a new console for managing Oracle Tuxedo services. The easy-to-use
and cool looking Ul provides following functionality in this release:

e Tuxedo metadata repository editor: alows to add/edit/del ete Oracle Tuxedo service
definitions to be used by Jolt, SALT or other Oracle Tuxedo components.

e Web services (SOAP and REST) configuration: enables Oracle Tuxedo servicesto be
accessed as SOAP or REST services and enables Oracle Tuxedo applications to access
external SOAP/REST Web services.

e Mainframe transaction integrator: enables mainframe transactions to be accessed as Web
services (SOAP or REST) or enables mainframe transactions to access external Web
services. .

A new Tuxedo system server, TMADMSVR, iSconfigured in UBBCONF IG in order to usethisconsole.
See TMaDMSVR for more information.
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Oracle Tuxedo Services Console

Y ou can access Oracle Tuxedo Services Console using aweb browser:
http://hostname: port/admin/index.html. Y ou can use TMADMSVR -a Option to specify
"http://hostname:port". See TMapMsvR for more information.

Thelayout of Oracle Tuxedo Services Console looks like this:
e Main Page
— Metadata Repository
Exported Web Services (SOAP)
Imported Web Services (SOAP)
REST Web Services
Mainframe Transaction Publisher: Export via SALT

Mainframe Transaction Publisher: Import via SALT

Mainframe Transaction Publisher: Export via OSB

SALT Gateway Properties

Mainframe Gateway Configuration
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Main Page

Thisisthe main page of Oracle Tuxedo Services Console.

Figure 11-1 Oracle Tuxedo Services Console Main Page
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Metadata Repository

On this page, you can add, edit, remove Tuxedo service definitions in Tuxedo Service metadata
repository.

Figure 11-2 Metadata Repository
ORACLE Tuxedo12220.0 Services Console & GWWs1 -

Tuxedo Services Metadata

Services
Service Details

Service hame v SCAP NRESH Save  Create New Service
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inbound_string WsDL
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inbound_header_view32 WsDL Export Y
inbound_header_carray WsDL Service Type request-response v
inbound_headerd WsDL Input Buffer FML32 N
inbound_header2 WsDL Output Buffer FML32
inbound_header WsDL Error Buffer
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Delete Selected Service
4 B address / in [ fml32
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Exported Web Services (SOAP)

Oracle Tuxedo Services Console

On this page, you can publish existing Tuxedo services as SOAP/http Web services.

Figure 11-3 Exported Web Services (SOAP): Creating Service
ORACLE" Tunedo 122200 Services Console

Export Web Services (SOAP)

< Back . - ] -
Services Bindings Operati... Policies

Creating Service
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unions

# GWWS1 ~

. Next
Publish

Administering an Oracle Tuxedo Application at Run Time 11-5



11-6

Figure 11-4 Exported Web Services (SOAP): Editing Web Service and Including Binding and SOAP
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Figure 11-5 Exported Web Services (SOAP): Selecting the Operation that Metadata Defines
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Oracle Tuxedo Services Console

Figure 11-6 Exported Web Services (SOAP): Configuring Service Policy and Message Handler
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Figure 11-7 Exported Web Services (SOAP): Saving SALT Configuration
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Oracle Tuxedo Services Console

Imported Web Services (SOAP)

On this page, you can import external Web services and access these services from Tuxedo
applications.

Figure 11-8 Imported Web Services (SOAP)
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Administering an Oracle Tuxedo Application at Run Time 11-9



11-10

REST Web Services

On this page, you can publish existing Tuxedo services as REST services and import external

REST servicesinto Tuxedo application.

Figure 11-9 REST Web Services
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Oracle Tuxedo Services Console

Mainframe Transaction Publisher: Export via SALT
On this page, you can publish existing mainframe transactions as SOAP/http or REST Web

servicesthrough SALT.

Figure 11-10 MTP Export via SALT: Selecting Input/Output/Error Copyhook

ORACLE" Tuxedo 12.2.2.0.0 Services Cansole

Mainframe Transaction Publisher: Export via SALT
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Figure 11-11 MTP Export via SALT: Inputting Mainframe Service and Web Service
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Figure 11-12 MTP Export via SALT: Selecting Input/Output Buffer

ORACLE Turedo 122.2.0.0 Services Console &  owwsi v
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Figure 11-13 MTP Export via SALT: Inputting Web Service Definitions
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Figure 11-14 MTP Export via SALT: Publishing the Service
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Oracle Tuxedo Services Console

Mainframe Transaction Publisher: Import via SALT

On this page, you can enable access to external Web services from mainframe CICS/IMS
transactionsvia SALT and Tuxedo Mainframe Adapter.

Figure 11-15 MTP Import via SALT

A GWWS1 ¥
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Mainframe Transaction Publisher: Export via 0SB

On this page, you can publish existing mainframe transactions as SOAP/http Web servicesusing
Oracle Service Bus.

Notes:
In order to automatically publish to OSB, the following steps should be performed:

— Createwlfullclient.jar (see Creating awlfullclient.jar for JIDK 1.7 client
applications for more information), and copy it to $TUXDIR/udataobj /MTP_libs.

— Add sarse_nome from your OSB environment to the environment of the Tuxedo
domain where TMADMSVR iS running, either by adding it to the shell environment before
booting the domain, or by adding it to the EnvrILE Of the TMADMSVR System server.
$ALSB_HOME can be obtained by running the setbomainEnv. sh script from the
$DOMATIN_HOME/bin Where OSB is started from.

Figure 11-16 MTP Export via 0SB: Selecting Input/Output Copybook

ORAC LE Tuxedo 12.2.2.0.0 Services Consale w GWWS1 »

Mainframe Transaction Publisher: Export via OSB
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Oracle Tuxedo Services Console

Figure 11-17 MTP Export via 0SB: Inputting Service Information and WTC Configuration
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Figure 11-18 MTP Export via 0SB: Inputting the Publishing Setting and Code Generation Information
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Figure 11-19 MTP Export via 0SB: Selecting Input/Output Buffer
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Figure 11-20 MTP Export via 0SB: Publishing the Service
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Oracle Tuxedo Services Console

SALT Gateway Properties

On this page, you can set various SALT gateway properties, which apply to all exported and
imported Web services.

Figure 11-21 Setting SALT Gateway Properties
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Mainframe Gateway Configuration

On this page, you can add domains and Export/Import services to/from Mainframe Gateway.

Figure 11-22 Configuring Mainframe Gateway
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inbound_header3 Exported Remaote Service
inbound_header Exported Remote Service [
Joltsrv_STRING Exported Remote Service [
myService Exported Remote Service |
Joltsrv_xXML Exported Remote Service |
inbound_header_view32 Exported Remote Sen
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