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Section 5 - File Formats, Data
Descriptions, MIBs, and System
Processes Reference

Table 1 Oracle Tuxedo File Formats, Data Descriptions, MIBs, and System Processes

Name Description

Introduction to Tablesand Files  Overview of this document

ACL_MIB(5) Management Information Base for ACLs

APPQ_MIB(5) Management Information Base for /Q

AUTHSVR (5) Server providing per-user authentication

Accesslog(5) Monitors Tuxedo client validity

compilation (5) Instructions for compilation of Oracle Tuxedo system application
components

DMADM (5) Domains administrative server

DMCONFIG (5) Text version of a Domains configuration file

DM_MIB(5) Management Information Base for Domains

EAUTHSVR (5) Security server to provide authorization service for OES

EVENTS (5) List of system-generated events

EVENT_MIB(5) Management Information Base for EventBroker
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Table 1 Oracle Tuxedo File Formats, Data Descriptions, MIBs, and System Processes (Continued)

Name Description
factory_ finder.ini (5) FactoryFinder Domains configuration file
Ferror, Ferror32(5) FML error codes

field_tables(5) FML mapping filesfor field names

GAUTHSVR (5)

General LDAP-based authentication server

GWADM (5)

Domains gateway administrative server

GWTDOMAIN (5)

TDomain gateway process

ISL(5) Enables access to Oracle Tuxedo objects by remote Oracle Tuxedo clients
using I1OP
KAUTHSVR (5) Kerberos-based Tuxedo authorization server

langinfo (5)

Language information constants

LAUTHSVR (5)

WebL ogic Server embedded L DA P-based authentication server

METAREPOS (5)

Tuxedo service metadata repository buffer format

MIB(5) Management Information Base
nl_types(5) Native language data types
OAUTHSVR (5) Security server to provide authentication and authorization servicefor OAM.

OAUTHSVR isimplemented as Tuxedo Java Server.

servopts (5)

Run-time options for server processes

TM_MIB(5)

Management Information Base for core Oracle Tuxedo system

TMADMSVR (5)

Web administration server

TMFAN (5)

Server that receives and dealswith Fast Application Natification event from
OracleRAC

TMFFNAME (5)

Server that runs the FactoryFinder and NameManager services

TMIFRSVR (5)

The Interface Repository server

TMMETADATA (5)

Tuxedo service metadata repository server
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Introduction to Tables and Files

Table 1 Oracle Tuxedo File Formats, Data Descriptions, MIBs, and System Processes (Continued)

Name Description

TMJAVASVR (5) ATMI Java server

TMQFORWARD (5) Message Forwarding Server

TMQUEUE (5) Message Queue Manager

TMSYSEVT (5) System event reporting process

tmtrace (5) Run-time tracing facility

TMUSREVT (5) User event reporting process

tperrno (5) Oracle Tuxedo system error codes

tpurcode (5) Oracle Tuxedo system global variable for an application-specified return
code

tuxenv (5) List of environment variablesin the Oracle Tuxedo system

tuxtypes (5) Buffer type switch; descriptions of buffer types provided by the Oracle
Tuxedo system

typesw (5) Buffer type switch structure; parameters and routines needed for each buffer
type

UBBCONFIG(5) Text version of an Oracle Tuxedo configuration file

viewfile (5) Source file for view descriptions

WS_MIB(5) Management Information Base for Workstation

WSL(5) Workstation Listener server

XAUTHSVR (5) Default security server for the Tuxedo extened security

Introduction to Tables and Files

Description
This section describes the format of miscellaneous tables and files.

File Formats, Data Descriptions, MIBs, and System Processes Reference 3



The page named compilation (5) summarizesinformation about header files, libraries, and
environment variables needed when compiling application source code.

The section includes descriptions of Oracle Tuxedo system-supplied servers. Applications
wishing to use the Oracle Tuxedo system-supplied servers should specify them in the
configuration file for the application.

The servopts page describes options that can be specified in the configuration fileasthe cLopr
parameter of application servers.

The Oracle Tuxedo Management Information Base is documented inthem1s (5) reference page
and in the following component MIB pages:

® ACL_MIB(5)

® APPQ MIB(5)
® DM_MIB(5)

® EVENT_MIB(5)
® TM_MIB(5)

® WS_MIB(5)

ACL_MIB(3)

Name
aAcL_miB—Management Information Base for ACLs

Synopsis

#include <fml32.h>
#include <tpadm.h>

Description

The Oracle Tuxedo MIB definesthe set of classesthrough which access control lists (ACLS) may
be managed. An Oracle Tuxedo configuration with sECURITY Set t0 USER_AUTH, ACL, OF
MANDATORY_ACL must be created before accessing or updating these classes. act,_wm1B (5) should
be used in combination with the generic MIB reference pagem1B (5) to format administrative
requests and interpret administrative replies. Requests formatted as described inmMIB (5) using
classes and attributes described in this reference page may be used to request an administrative
service using any one of a number of existing ATMI interfacesin an active application. For
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ACL_MIB(5)

additional information pertaining to all act._m1B(5) classdefinitions, see“ACL_MIB(5)
Additional Information” on page 12.

ACL_MIB(5) consistsof the following classes.

Tahle 2 ACL_MIB Classes

Class Name Attribute

T_ACLGROUP ACL group

T_ACLPERM ACL permissions
T_ACLPRINCIPAL ACL principal (users or domains)

Each class description section has four subsections:

Overview
High level description of the attributes associated with the class.

Attribute Table
A table that lists the name, type, permissions, values and default for each attribute in the
class. The format of the attribute table is described below.

Attribute Semantics
Tells how each attribute should be interpreted.

Limitations
Limitationsin the access to and interpretation of this class.

Attribute Table Format

As described above, each classthat is a part of thisMIB is defined below in four parts. One of
these partsis the attribute table. The attribute table is areference guide to the attributes within a
class and how they may used by administrators, operators and general usersto interface with an
application. There are five components to each attribute description in the attribute tables: name,
type, permissions, values and default. Each of these componentsis discussed inMIB (5) .

TA_FLAGS Values

MIB(5) definesthe generic Ta_rraGs attribute which isa 1ong containing both generic and
component MIB specific flag values. At thistime, thereareno acL,_wm1B(5) specific flag values
defined.

File Formats, Data Descriptions, MIBs, and System Processes Reference 5



FML32 Field Tables

Thefield tables for the attributes described in this reference page are found in the file
udataobj/tpadm relative to the root directory of the Oracle Tuxedo system software installed
on the system. The directory $ { TUXDIR} /udataobj should beincluded by the application in the
colon-separated list specified by the FL.oTBLDIR environment variable and the field table name
tpadm () should be included in the comma-separated list specified by the F1ELDTBLS
environment variable.

Limitations

Access to the header files and field tables for thisMIB is provided only at sites running Oracle
Tuxedo release 6.0 and later, both native and Workstation.

T _ACLGROUP Class Definition

Overview
The T_acLcroup class represents groups of Oracle Tuxedo application users and domains.

Attribute Table

Table 3 ACL_MIB(5): T_ACLGROUP Class Definition Attribute Tabhle

Attribute Type  Permissions Values Default
TA_GROUPNAME(r)(*) string  rU------- string[1..30] N/A
TA_GROUPID(K) long rw--—-—---- 0 <= num <16,384 lowest id
TA_STATE string  rw------- GET: “INA” N/A

SET: Y{NEW | INV}” N/A

(k)—GET key field
(r)—required field for object creation (SET TA_STATE NEW)
(* )—GET/SET key, one or more required for SET operations

Attribute Semantics

TA_GROUPNAME: string{l..30]

Logical name of the group. A group nameis astring of printable characters and cannot
contain a pound sign, comma, colon, or newline.
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ACL_MIB(5)

TA_GROUPID: 0 <= num < 16,384
Group identifier associated with thisuser. A value of O indicatesthe default group “ other.”
If not specified at creation time, it defaultsto the next available (unique) identifier greater
than 0.

TA_STATE:

GET: {vaLid}
A GeT operation will retrieve configuration information for the selected
T_acLGROUP object(s). The following states indicate the meaning of aTa_sTate
returned in response to aGET request.

VALid T_acLGRoUP object isdefined and inactive. Notethat this
istheonly valid statefor thisclass. ACL groupsare never
active.

SET: {NEW | INValid}
A ser operation will update configuration information for the selected
T_ACLGROUP object. The following statesindicate the meaning of aTa_sTaTE set
in aseT request. States not listed may not be set.

NEW Create T_acL.cgroup object for application. State change
allowed only when in the 1nvalia state. Successful
return leaves the object in the varnia state.

unset Modify an existing T_acLcroup object. This
combination is not allowed in the 1nvalid state.
Successful return leaves the object state unchanged.

INvalid DeleteT acrLcroup object for application. State change
allowed only when in the vaLid state. Successful return
leaves the object in the 1nvalid state.

Limitations

A user can be associated with exactly one ACL group. For someone to take on more than onerole
or be associated with more than one group, multiple user entries must be defined.

File Formats, Data Descriptions, MIBs, and System Processes Reference 1



T _ACLPERM Class Definition

Overview

TheT_acLpERM classindicateswhat groups are all owed to access Oracle Tuxedo system entities.
These entities are named viaastring. The names currently represent service names, event names,
and application queue names.

Attribute Table

Table 4 ACL_MIB(5): T_ACLPERM Class Definition: Attribute Tahle

Attribute Type Permissions Values Default
TA_ACLNAME(r)(*) string rw------- string[1..127] N/A
TA_ACLTYPE(r)(*) string rw------- “ENQ | DEQ | N/A
SERVICE |
POSTEVENT”
TA_ACLGROUPIDS string  rw------- string N/A
TA_STATE string  rw------- GET: “INA” N/A

SET: “{NEW | INV}” N/A

(r)—required field for object creation (SET TA_STATE NEW)
(* )—GET/SET key, one or more required for SET operations

Attribute Semantics

TA_ACLNAME. string
The name of the entity for which permissions are being granted. The name can represent
aservicename, an event name, and/or aqueue name. An ACL nameisastring of printable
characters and cannot contain a colon, pound sign, or newline.

TA_ACLTYPE: ENQ | DEQ | SERVICE | POSTEVENT
The type of the entity for which permissions are being granted.

TA_ACLGROUPIDS. string
A comma-separated list of group identifiers (numbers) that are permitted access to the
associated entity. Thelength of stringislimited only by the amount of disk space onthe
machine.

8 File Formats, Data Descriptions, MIBs, and System Processes Reference



TA_STATE!

GET:

ACL_MIB(5)

{vavria}
A cET operation will retrieve configuration information for the selected
T_ACLPERM object(s). The following states indicate the meaning of aTa_STATE
returned in response to aGeT request.

VALid

T_ACLPERM object is defined and inactive. Note that this
istheonly valid state for thisclass. ACL permissionsare
never active.

SET.

{NEW | INValid}
A seT operation will update configuration information for the selected T_aAcLPERM
object. The following states indicate the meaning of aTa_sTATE Setin aseT
request. States not listed may not be set.

NEW

Create T_acL.pERM Object for application. State change
allowed only when in the 1nvalid state. Successful
return leaves the object in the varnia state.

unset

Modify an existing T_acLpERM Object. This combination
isnot allowed in the 1nvalid state. Successful return
leaves the object state unchanged.

INValid

Delete T_acr.prrERM Object for application. State change
alowed only when in the varia state. Successful return
leaves the object in the 1nvalid state.

Limitations

Permissions are defined at the group level, not on individual user identifiers.

T _ACLPRINCIPAL Class Definition

Overview

The T_ACLPRINCIPAL class represents users or domains that can access an Oracle Tuxedo
application and the group with which they are associated. To join the application as a specific
user, it is necessary to present a user-specific password.

File Formats, Data Descriptions, MIBs, and System Processes Reference 9



Attribute Table

Table 5 ACL_MIB(5): T_ACLPRINCIPAL Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_PRINNAME(r)(*) string rU------- string[1..30] N/A
TA_PRINCLTNAME(K) string rTw-—————- string(1..30] Wk
TA_PRINID(K) long rU------- 1<=num< 131,072 lowest id
TA_PRINGRP( k) long rTw-—————- 0 <= num < 16,384 0
TA_PRINPASSWD string TWX--———- string N/A
TA_STATE string rTw-—————- GET: “INA” N/A
SET: “{NEW | INV} ~ N/A

(k)—GET key field
(r)—required field for object creation (SET TA_STATE NEW)
(* )—GET/SET key, one or more required for SET operations

Attribute Semantics

TA_PRINNAME: string
Logical name of the user or domain (aprincipal). A principal nameisastring of printable
characters and cannot contain a pound sign, colon, or newline.

TA_PRINCLTNAME:. string
The client name associated with the user. It generally describes the role of the associated
user, and provides a further qualifier on the user entry. If not specified at creation time,
the default isthewildcard asterisk (). A client nameisastring of printable charactersand
cannot contain a colon, or newline.

TA_PRINID: 1<= num< 131,072
Unique user identification number. If not specified at creation time, it defaults to the next
available (unique) identifier greater than 0.

TA_PRINGRP. 0 <= num < 16,384
Group identifier associated with thisuser. A value of 0 indicatesthe default group “ other.”
If not specified at creation time, the default O is assigned.
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ACL_MIB(5)

TA_PRINPASSWD. string
TA_STATE:

GET: {vaLid}
A et operation will retrieve configuration information for the selected
T_ACLPRINCIPAL object(s). The following states indicate the meaning of a
TA_STATE returned in response to a GET request.

VALid T_ACLPRINCIPAL object is defined and inactive. Note
that thisisthe only valid state for this class. ACL
principals are never active.

SET: {NEW | INValid}
A st operation will update configuration information for the selected
T_aCLPRINCIPAL Object. The following states indicate the meaning of a
TA_STATE Set in a ST request. States not listed may not be set.

NEW Create T_ACLPRINCIPAL object for application. State change
allowed only when in the INValid state. Successful return
leaves the object in the vaLid state.

unset Modify an existing T_ACLPRINCIPAL object. This
combination is not alowed in the INValid state. Successful
return leaves the object state unchanged.

INValid DeleteT_ACLPRINCIPAL object for application. State change
allowed only wheninthevaLid state. Successful return leaves
the object in the INValid state.

Limitations

A user or domain can be associated with exactly one ACL group. For someone to take on more
than one role or be associated with more than one group, multiple principal entries must be
defined.
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ACL_MIB(5) Additional Information

Diagnostics

There are two genera types of errors that may be returned to the user when interfacing with
ACL_MIB(5) . First, any of the three ATMI verbs (tpcall (), tpgetrply () and tpdequeue ())
used to retrieve responsesto administrative requests may return any error defined for them. These
errors should be interpreted as described on the appropriate reference pages.

If, however, therequest issuccessfully routed to asystem service capable of satisfying the request
and that service determines that there is a problem handling the request, failure may be returned
in the form of an application level service failure. In these cases, tpcall () and tpgetrply ()
will return an error with tperrno () set to TPESVCFAIL and return areply message containing
the original request along with Ta_ERROR, TA_sTaTUs and Ta_BaDprLD fields further qualifying
the error as described below. When a service failure occursfor arequest forwarded to the system
through the TMoFORWARD (5) server, the failure reply message will be enqueued to the failure
gueue identified on the original request (assuming the -a option was specified for TMQFORWARD).

When a service failure occurs during processing of an administrative request, the FML 32 field
TA_STATUS is Set to atextual description of the failure, the FML32 field Ta_ERROR is set to
indicate the cause of the failure as indicated below. All error codes specified below are
guaranteed to be negative.

Thefollowing diagnostic codes arereturned in Ta_ERROR to indicate successful completion of an
administrative request. These codes are guaranteed to be non-negative.

[other]
Other return codes generic to any component MIB are specified inthemzs (5) reference
page. These return codes are guaranteed to be mutually exclusive with any Ac1,_MI1B (5)
specific return codes defined here.

Interoperability

12

The header files and field tables defined in this reference page are available on Oracle Tuxedo
release 6.0 and later. Fields defined in these headers and tables will not be changed from release
torelease. New fields may be added which are not defined on the ol der rel ease site. Accessto the
AdminAPI isavailable from any site with the header files and field tables necessary to build a
request. The T_ACLPRINCIPAL, T_ACLGROUP, and T_ACLPERM classes are new with Oracle
Tuxedo release 6.0.
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ACL_MIB(5)

Portability

The existing FML32 and ATMI functions necessary to support administrative interaction with
Oracle Tuxedo system MIBs, aswell as the header file and field table defined in this reference
page, are available on all supported native and Workstation platforms.

Example

Following is a sequence of code fragments that adds a user to a group and adds permissions for
that group to a service name.

Field Tables

Thefield table tpadm must be available in the environment to have access to attribute field
identifiers. This can be done at the shell level asfollows:

$ FIELDTBLS=tpadm
$ FLDTBLDIR=${TUXDIR}/udataobj
$ export FIELDTBLS FLDTBLDIR

Header Files
The following header files are included.

#include <atmi.h>
#include <fml32.h>
#include <tpadm.h>

Add User
The following code fragment adds a user to the default group “ other.”

/* Allocate input and output buffers */

ibuf = tpalloc("FML32", NULL, 1000);

obuf = tpalloc("FML32", NULL, 1000);
/* Set MIB(5) attributes defining request type *
Fchg32 (ibuf, TA_OPERATION, 0, "SET", 0);

Fchg32 (ibuf, TA_CLASS, 0, "T_ACLPRINCIPAL", 0);

/* Set ACL_MIB(5) attributes */
Fchg32 (ibuf, TA_PRINNAME, 0, ta_prinname, 0);
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Fchg32 (ibuf, TA_PRINID, 0, (char *)ta_prinid, 0);
Fchg32 (ibuf, TA_STATE, 0, (char *)"NEW", 0);

Fchg32 (ibuf, TA_PRINPASSWD, 0, (char *)passwd, 0);

/* Make the request */

if (tpcall(".TMIB", (char *)ibuf, 0, (char **)obuf, olen, 0) 0) {
fprintf (stderr, "tpcall failed: %s\en", tpstrerror (tperrno));

if (tperrno == TPESVCFAIL) {

Fget32 (obuf, TA_ERROR, 0, (char *)ta_error, NULL);

ta_status = Ffind32 (obuf, TA STATUS, 0, NULL);

fprintf (stderr, "Failure: %1d, %s\en",

ta_error, ta_status);

}

/* Additional error case processing */

}

Files

${TUXDIR}/include/tpadm.h, ${TUXDIR} /udataobj/tpadm,

See Also

tpacall (3c), tpalloc(3c), tpcall (3c), tpdequeue (3¢c), tpenqueue (3c),
tpgetrply (3c), tprealloc (3c), Introduction to FML Functions, Fadd, Fadd32 (3fml),
Fchg, Fchg32(3fml), Ffind, Ffind32 (3fml),MIB(5), TM MIB(5)

Setting Up an Oracle Tuxedo Application
Programming an Oracle Tuxedo ATMI Application Using C
Programming an Oracle Tuxedo ATMI Application Using FML

APPQ_MIB(5)

Name
appg_MIB—Management Information Base for /Q

14 File Formats, Data Descriptions, MIBs, and System Processes Reference


{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3c/rf3c.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html
{DOCROOT}/rf3fml/rf3fml.html

APPQ_MIB(5)

Synopsis

#include <fml32.h>
#include <tpadm.h>

Description
The /Q MIB defines classes through which application queues can be managed.

appQ_MIB(5) should be used in combination with the generic MIB reference page mis (5) to
format administrative requests and interpret administrative replies. Requests formatted as
described inm1B (5) using classes and attributes described on this reference page may be used to
request an administrative service using any one of a number of existing ATMI interfacesin an
active application. Application queuesin an inactive application may aso be administered using
the tpadmcall () function interface. For additional information pertaining to all Appo_MIB(5)
class definitions, see “ APPQ_MIB(5) Additional Information” on page 44.

aPPQ_MIB(5) consists of the following classes.

Table 6 APPQ_MIB Classes

Class Name Attributes

T_APPQ Application queues within a queue space
T_APPQMSG Messages within an application queue
T_APPQSPACE Application queue spaces

T_APPQTRANS Transactions associated with application queues

Note that this MIB refers to application-defined persistent (reliable disk-based) and
non-persistent (in memory) queues (that is, /Q queues), and not server queues (the T_quEUE class
of the™m_mM1B (5) component).

Each class description section has four subsections:

Overview
High level description of the attributes associated with the class.

Attribute Table
A table that lists the name, type, permissions, values and default for each attribute in the
class. The format of the attribute table is described below.
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Attribute Semantics
Tells how each attribute should be interpreted.

Limitations
Limitations in the access to and interpretation of this class.

Attribute Table Format

Each class that is a part of this MIB is documented in four parts. One part is the attribute table.
The attribute table is a reference guide to the attributes within a class and how they may used by
administrators, operators, and general usersto interface with an application.

There are five components to each attribute description in the attribute tables: name, type,
permissions, values and default. Each of these componentsis discussed inM1B (5) .

TA_FLAGS Values

MIB(5) definesthe generic Ta_rLaGs attribute which isa1ong containing both generic and
component MIB-specific flag values. Thefollowing flag valuesare defined for theapprg_mM1B(5)
component. These flag values should be OR’d with any generic MIB flags.

QMIB_FORCECLOSE
When setting the Ta_sTATE attribute of aT_apPPoSPACE object to cLEaning, thisflag
indicates that the state change should succeed even if the state of the queue space is
ACTive.

QOMIB_FORCEDELETE
When setting the Ta_sTatE attribute of aT_arpospack object to 1nvalid, thisflag
indicates that the state change should succeed even if the queue spaceisacTive or if
messages are present in any of its queues. Similarly, when setting the Ta_sTATE attribute
of aT_aprprg object to 1nvalid, thisflag alowsthe queue to be deleted even if messages
are present or processes are attached to the queue space.

OMIB_FORCEPURGE
When setting the Ta_sTATE attribute of aT_arpg object to 1nvalid, thisflag indicates
that the state change should succeed even if messages are present on the queue. If,
however, a message stored in the selected T_arpg object is currently involved in a
transaction, the state change will fail and an error will be written to the user log.

FML32 Field Table

The field table for the attributes described on this reference page isfound in thefile
udataobij/tpadm relative to the root directory of the Oracle Tuxedo software installed on the
system. The directory $ {TUxDIR} /udataobj should beincluded by the application in the path
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list (semicolon-separated list on Windows and colon-separated list otherwise) specified by the
FLDTBLDIR environment variable and the field table name tpadm should be included in the
comma-separated list specified by the FIELDTBLS environment variable.

Limitations

ThisMIB is provided only on Oracle Tuxedo system 6.0 sites and later, both native and
Workstation.

If asite running an Oracle Tuxedo release earlier than release 6.0 is active in the application,
administrative access through this MIB is limited as follows.

e SET Operations are not allowed.

e Loca information access for sites earlier than release 6.0 is not available.

T_APPQ Class Definition

Overview

The T_appg class represents application queues. One or more application queues may exist in a
single application queue space.

Limitations

It isnot possible to retrieve all instances of this class by leaving al key fields unset. Instead,
sufficient key fields must be supplied to explicitly target a single application queue space. These
required key fields are TA_APPQSPACENAME, TA_QMCONFIG, and Ta_LMID, except when the
application is unconfigured (that is, when the TuxconrFIG environment variableis not set), in
which case Ta_r.mM1D must be omitted. For example, if the TA_aAPPQSPACENAME, TA_QMCONFIG,
and Ta_1M1D attributes are set in arequest using tpcall (), al T_appg objects within the
specified queue space will be retrieved.

Attribute Table

Tahle 7 APPQ_MIB(5): T_APPQ Class Definition Attribute Tahle

Attribute ® Type  Permissions Values Default
TA_APPONAME(K)(r)(*) string  ru-r--r-- string[l..127] N/A
TA_APPQSPACENAME(K)(r)(*) string  ru-r--r-- string[l..15] N/A

File Formats, Data Descriptions, MIBs, and System Processes Reference 17



Tahle 7 APPQ_MIB(5): T_APPQ Class Definition Attribute Table (Continued)

Attribute ? Type  Permissions Values Default
TA_QMCONFIG(K)(r)(*) string  ru-r--r-- string[1..78] N/A
Ta_LMID(K)(r)(*) P string  ru-r--r-- string[1..30] N/A
TA_STATE © string  rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} ” N/A
TA_APPQORDER 9 string  rw-r--r-- {PRIO|TIME|LIFO|FIFO FIFO
| EXPIR}
TA_DEFEXPIRATIONTIME string  rw-r--r-- {+seconds | NONE} N/A
TA_DEFDELIVERYPOLICY string  rw-r--r-- {PERSIST | NONPERSIST} PERSIST
TA_CMD string  rw-r--r-- shell-command W
-string[0..127] €
TA_CMDHW string  rw-r--r-- 0 <= num [bBm%] 100%
TA_CMDLW string  rw-r--r-- 0 <= num [bBm%] 0%
TA_CMDNONPERSIST string  rw-r--r-- shell-command-string "”
[0..127] €
TA_CMDNONPERSISTHW string  rw-r--r-- 0 <= num[bB%] 100%
TA_CMDNONPERSISTLW string  rw-r--r-- 0 <= num[bB%] 0%
TA_MAXRETRIES long rw-r--r-- 0 <= num 0
TA_OUTOFORDER string  rw-r--r-- {NONE | TOP | MSGID} NONE
TA_RETRYDELAY long rw-r--r-- 0 <= num 0
TA_CURBLOCKS long r--r--r-- 0 <= num N/A
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Tahle 7 APPQ_MIB(5): T_APPQ Class Definition Attribute Table (Continued)

Attribute ? Type  Permissions Values Default
TA_CURMSG long r--r--r-- 0 <= num N/A
TA_CURNONPERSISTBYTES long r--r--r-- 0 <= num N/A
TA_CURNONPERSISTMSG long r--r--r-- 0 <= num N/A

(k)—GET key field f
(r)—required field for object creation
(* )—required SET key field

aAll attributes of classT_apPP0o arelocal attributes.

bra_1.MID must be specified as a key field except when the application is unconfigured (that is,
the TUXCONFIG environment variable is not set).

¢ All operations on T_aPPQ objects—both GET and sET—silently open the associated queue
space (that is, implicitly set the state of the queue space to OPEn if it is not aready OPEn or
ACTive). This may be atime-consuming operation if the queue spaceislarge.
dTA_APPQORDER cannot be modified after the application queue is created.

€ Maximum string length for this attribute is 78 bytes for Oracle Tuxedo 8.0 or earlier.

f Sufficient key fields must be supplied in aGET operation to explicitly target asingle application
queue space.

Attribute Semantics

TA_APPQNAME: string[l1..127]
Name of the application queue.

TA_APPQSPACENAME: string{l..15]
Name of the application queue space containing the application queue.

TA_QMCONFIG: string[l..78]
Absolute pathname of the file or device where the application queue space is located.

TA_LMID: string[1..30] (no comma)
Identifier of the logical machine where the application queue space is located.

TA_STATE:

GET: {vaLid}
A GET operation retrieves information about the selected application queues. The
following list describes the meaning of the Ta_sTaTE attribute returned in
response to aGET request.
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VALid The specified queue exists. This state is INActive
equivalent for purposes of permissions checking.

SET: {NEW | INValid}
A sET operation changes characteristics of the selected application queue or
creates a new queue. The following list describes the meaning of the Ta_sTaTE
attribute returned by a seT request. States not listed cannot be set.

NEW Create anew gqueue in the specified queue space. The
queueisleft in state varid following successful creation.

INValid Delete the specified queue. The queue must bein state vALid
to be deleted. If the queue space has processes attached to it
(thatis, itisintheacTive state), the queue will not be deleted
unlessthe TA_FLAGS attribute includes the
QMIB_FORCEDELETE flag. In addition, if the queue has
messages in it, it will not be deleted unless
QMIB_FORCEPURGE is specified. Successful return leavesthe
object inthe INValid state.

unset Modify an application queue. Successful return leavesthe state
unchanged.

TA_APPQORDER:
The order in which messages in the queue are to be processed. Legal values are pr10,
TIME, OF EXPIR. A combination of sort criteriamay be specified with the most significant
criterion specified first, followed by other criteria, and optionally followed by either 1.1Fo
or rIro, which aremutually exclusive. If ExpIr isspecified, messageswith no expiration
time are dequeued after all messages with an expiration time. If neither FFo nor LIFO IS
specified, FIro isassumed. If no order is specified when a queue is created, the default
order isFIFo. For example, the following are settings are legal:

PRIO

PRIO, TIME, LIFO

TIME, PRIO,FIFO

TIME, FIFO

EXPIR

EXPIR, PRIO, FIFO
TIME, EXPIR, PRIO,FIFO
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TA_CMD: shell-command-string[0..127]
The command to be automatically executed when the high water mark for persistent
(disk-based) messages, Ta_cmpnw, isreached. Thecommand will bere-executed when the
high water mark is reached again after the low water mark, Ta_cmprw, has been reached.

For Oracle Tuxedo 8.0 or earlier, the maximum string length for the Ta_cwup attributeis
78 bytes.

TA_CMDHW: 0 <= num[bBm%]

TA_CMDLW. 0 <= num[bBm$]
The high and low water marks that control the automatic execution of the command
specified in the Ta_cwmp attribute. Each is an integer greater than or equal to zero. Both
Ta_cMpHW and Ta_cmprLw must be followed by one of thefollowing key lettersand the key
letters must be consistent for Ta_cMprw and TA_cMDLW.

b
The high and low water marks pertain to the number of bytes used by persistent
(disk based) messages in the queue.

B
The high and low water marks pertain to the number of blocks used by persistent
messages in the queue.

m

The high and low water marks pertain to the number of messages (both persistent
and non-persistent) in the queue.

The high and low water marks are expressed in terms of a percentage of queue
capacity. This pertains only to persistent messages.

For example, if Ta_cMpLw iS 50m and Ta_cMpHW IS 100m, the command specified in
Ta_cmp Will be executed when 100 messages are on the queue, and it will not be executed
again until the queue has been drained below 50 messages and has filled again to 100

messages.

TA_CMDNONPERSIST. shell-command-string]0..127]
This attribute specifies the command to be executed automatically when the high water
mark for non-persistent (memory-based delivery) messages, Ta_CMDNONPERSISTHW, IS
reached. The command isre-executed when the high-water mark isreached again after the
low-water mark for non-persistent (memory-based delivery) messages,
TA_CMDNONPERSISTLW, has been reached.
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For Oracle Tuxedo 8.0 or earlier, the maximum string length for the Ta_cMDNONPERSIST
attribute is 78 bytes.

TA_CMDNONPERSISTHW: 0 <= num[bB%]

TA_CMDNONPERSISTLW: 0 <= num[bB%]

These attributes specify the high and low water marksthat control the automatic execution
of the command specified in the Ta_cMpNoNPERSIST attribute. Eachisan integer greater
than or equal to zero followed by one of the following key letters. The key |etters must be
consistent for Ta_CMDNONPERSISTHW and TA_CMDNONPERSISTLW.

b
The high and low water marks are expressed as the number of bytes used by
non-persistent (in memory) messages in the queue.

The high and low water marks are expressed as the number of blocks used by
non-persistent (in memory) messages in the queue.

o0

Thehigh and low water marks are expressed as a percentage of the shared memory
capacity reserved for non-persistent messages in the queue space used by the
queue.

The messages threshold type specified viathe Ta_cypuw and Ta_cypLw attributes (when
followed by an m) applies to all messages in a queue, including both persistent and
non-persistent messages, and therefore is not available as a threshold type for
TA_CMDNONPERSISTWNandTA_CMDNONPERSISTLW.

TA_CURBLOCKS: 0 <= num

The number of disk pages currently consumed by the queue.

TA_CURMSG: 0 <= num

The number of persistent messages currently in the queue. To determine the total number
of messages in the queue, add Ta_curMEMMSG to thisvalue.

TA_DEFAULTEXPIRATIONTIME.

This attribute specifies an expiration time for messages enqueued with no explicit
expiration time. The expiration time may be either arelative expiration time or NoNE. The
relative expiration time is determined by associating a fixed amount of time with a
message after the message arrives at the queue manager process. When a message's
expiration timeis reached and the message has not been dequeued or administratively
deleted, all resources associated with the message are reclaimed by the system and
statistics are updated. |If a message expires during a transaction, the expiration does not
cause the transaction to fail. Messages that expire while being enqueued or dequeued
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within a transaction are removed from the queue when the transaction ends. There is no
notification that the message has expired. If no default expiration timeis specified for a
gueue, messages without an explicit expiration time do not expire. When the queue's
expirationtimeismodified, the expiration times of messagesthat werein the queue before
the modification are not changed.

Theformat is +seconds where seconds isthe number of seconds allowed to lapse
between the time that the queue manager successfully completes the operation and the
time that the message isto expire. If seconds is set to zero (0) the message expires
immediately.

The value of this attribute may also be set to the string NonE. The NoNE string indicates
that messages enqueued to the queue with no explicit expiration time do not expire. You
may change the expiration timefor messagesalready in aqueuewiththe Ta_EXPIRETIME
attribute of the T_aprrgusc classin the appg_m1B.

TA_DEFDELIVERYPOLICY:
This attribute specifies the default delivery policy for the queue when no delivery mode
is specified for a message enqueued to the queue. When the value is PERSTST, messages
enqueued to the queue without an explicitly specified delivery mode are delivered using
the persistent (disk-based) delivery method. When the value is NONPERST ST, messages
enqueued to the queue without an explicitly specified delivery mode are delivered using
the non-persistent (in memory) delivery method.When aqueue's default delivery policy is
modified, the delivery quality of service of messages that are in the queue before the
modification are not changed. If the queue being modified is the reply queue named for
any messages currently in the queue space, the reply quality of service isnot changed for
those messages as aresult of changing the default delivery policy of the queue.

For non-persistent delivery, if the memory areais exhausted or fragmented such that a
message cannot be engqueued, the enqueuing operation fails, even if there is sufficient
persistent storage for the message. Similarly, if the persistent storage areais exhausted or
fragmented such that a message cannot be enqueued, the enqueuing operation fails, even
if there is sufficient non-persistent storage for the message. If the Ta_MEMNONPERSTST
attribute of the T_arprospack classis zero (0) for aqueue space, no space isreserved for
non-persistent messages. |n such a case, any attempt to enqueue a non-persi stent message
fails. Thistypeof failureresults, for example, when no delivery quality of servicehasbeen
specified for amessage and the TA_DEFDELIVERYPOLICY attribute for the target queue
has been set to NONPERSTST.

TA_MAXRETRIES: 0 <= num
The maximum number of retries for afailed queue message. When the number of retries
isexhausted, the message is placed on the error queue of the associated application queue
space. If thereis no error queue, the message is dropped. The default is zero.
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TA_OUTOFORDER: {NONE | TOP | MSGID}
The way in which out-of-order message processing isto be handled. The default is NONE.

TA_RETRYDELAY. O <= num
The delay, in seconds, between retries for afailed queue message. The default is zero.

TA_CURNONPERSISTBYTES. 0 <= num
This attribute specifies the number of shared memory bytes currently consumed by the
non-persi stent messages on the queue.

TA_CURNONPERSISTMSG. O <= num
This attribute specifies the number of non-persistent messages currently in the queue. To
determine the total number of messages in the queue, add Ta_curumsé to thisvalue.

T_APPQMSG Class Definition

Overview

TheT_arproMsG class represents messages stored in application queues. A message is not created
by an administrator; instead, it comes into existence as aresult of acall to tpengueue (). A
message can be destroyed either by acall to tpdequeue () or by an administrator. In addition,
certain attributes of a message can be modified by an administrator. For example, an
administrator can move amessage from one queue to another queue within the same queue space
or change its priority.

Limitations

It is not possible to retrieve all instances of this class by leaving al key fields unset. Instead,
sufficient key fields must be supplied to explicitly target a single application queue space. These
required key fields are Ta_aAPPQSPACENAME, TA_QMCONFIG, and Ta_LMID, except when the
application is unconfigured (that is, the TuxcoNFIG environment variable is not set), in which
case Ta_LMID must be omitted. For example, if the TA_aAPPQSPACENAME, TA_QMCONFIG, and
TA_LMID attributes are set in arequest using tpcall (), al T_appomMsc objectsin all queues of
the specified queue space will be retrieved.
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Attribute Table

Table 8 APPQ_MIB(5): T_APPQMSG Class Definition Attribute Table

Attribute? Type Permissions Values Default
TA_APPOMSGID(K)(*) string  r--r--r-- string[l1..32] N/A
TA_APPONAME(K)(*) string  r--r--r-- string[1..127] N/A
TA_APPQSPACENAME(K) (*) string  r--r--r-- string[l..15] N/A
TA_QMCONFIG(K)(*) string  r--r--r-- string[1..78] N/A
TA_LMID(K)(*)° string  r--r--r-- string[1..30] N/A
TA_STATECS string rw-r--r-- GET: “VAL” N/A
SET: “INV” N/A
TA_NEWAPPQNAME string -w--w---- string[1..127] N/A
TA_PRIORITY long rW-rw-r-- {1<=num<=100]|-1} N/A
TA_TIME string  rw-rw-r-- {vv{MDD[hh[mm[ss]]]]] N/A
| +seconds}
TA_EXPIRETIME string rw-rw-r-- {vy[MM DD[hh[mm[ss]]]]]  N/A
| +seconds}
TA_CORRID(K) string  r--r--r-- string[0..32] N/A
TA_PERSISTENCE (K) string r--r--r-- {PERSISTINONPERSIST} N/A
TA_REPLYPERSISTENCE string  r--r--r--  {PERSIST|NONPERSIST N/A
| DEFAULT}
TA_LOWPRIORITY(K) long k--k--k-- 1<=num<=100 1
TA_HIGHPRIORITY(K) long k--k--k-- 1 <= num<=100 100

File Formats, Data Descriptions, MIBs, and System Processes Reference 25



Tahle 8 APPQ_MIB(5): T_APPQMSG Class Definition Attribute Table (Continued)

Attribute? Type Permissions Values Default
TA_MSGENDTIME(K) string k--k--k--  { vY[MM[DD[hh[mm[ss]]]]] MAXLONG
| +seconds}
TA_MSGSTARTTIME(K) string k--k--k-- { yyY[mM DD[hh[mm[ss]]]]] O
| +seconds}
TA_MSGEXPIREENDTIME(K) string  k--k--k--  { vY[m{DD[hh[mm[ss]]]]] MAXLONG
| +seconds | NONE}
TA_MSGEXPIRESTARTTIME(K)  string k--k--k--  { vyY[MM[DD[hh[mnm[ss]]]]] O
| +seconds}
TA_CURRETRIES long r--r--r-- 0 <= num N/A
TA_MSGSIZE long r--r--r-- 0 <= num N/A

(k )—GET key field?
(* )—required SET key field

Al attributes of class T_aPPQMSG are local attributes.
bra_1.MID must be specified as a key field except when the application is unconfigured (that is,
the TUXCONFIG environment variableis not set).
CAll operations on T_APPQMSG objects—both GET and SET—silently open the associated queue
space (that is, implicitly set the state of the queue space to OPEn if it is not already OPEn or
ACTive). Thismay be atime-consuming operation if the queue spaceis large.
dsufficient key fields must be supplied in aGET operation to explicitly target a single application

queue space.

Attribute Semantics

TA_APPQMSGID: string[l1..32]

A unigue identifier for the queue message, which can be used to select the message for
GET or SET operations. No significance should be placed on this value beyond using it for
equality comparisons.

TA_APPQNAME: string[l..127]
Name of the application queue in which the message is stored.
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TA_APPQSPACENAME: string{l..15]
Name of the application queue space containing the message.

TA_QMCONFIG: string[l..78]
Absolute pathname of the file or device where the application queue space is located.

TA_LMID: string[1..30] (ho comma)
Identifier of the logical machine where the application queue space is located.

TA_STATE!

GET: {vaLid}
A GET operation retrievesinformation about the sel ected messages. The following
list describes the meaning of the Ta_sTATE attribute returned in response to aceT
request.

VALid The message exists. This state is INaAct ive equivalent
for purposes of permissions checking.

SET: {INValid}
A sET operation changes characteristics of the selected message. Thefollowing list
describes the meaning of the Ta_sTaTE attribute returned by a seT request. States
not listed cannot be set.

INValid Themessageisdeleted fromitsqueue space. The message must
bein state VALid before attempting this operation. Successful
return leaves the object in the INValid state.

unset Modify a message. Successful return leaves the state
unchanged.

TA_CURRETRIES: O <= num
The number of retries that have been attempted so far on this message.

TA_CORRID: string[0..32]
The correlation identifier for this message provided by the application in the

tpenqueue (3c) request. The empty string indicates that a correlation identifier is not
present.
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TA_EXPIRETIME:

This attribute specifies the time at which a message expires (that is, the time at which the
message should be removed from the queue if it has not already been dequeued or
administratively deleted). When amessage expires, all resources used by it are reclaimed
by the system and statistics are updated. If a message expires during a transaction, the
expiration does not cause the transaction to fail. Messages that expire while being
engueued or dequeued within a transaction are removed from the queue when the
transaction ends. Thereis no notification that the message has expired.

Expiration times cannot be added to messages enqueued by versions of the Oracle Tuxedo
system that do not support message expiration, even when the queue manager responsible
for changing this value supports message expiration. Attempts to add an expiration time
fail.

The empty string is returned by aceT operation if the expiration time is not set. The
TA_EXPIRETIME format isone of the following:

+seconds
Specifies that the message will be removed after the specified number of seconds.
If the value of seconds is set to zero (0), the message is removed immediately
from the queue. Relative expiration timeis calculated on the basis of the time at
which the MIB request arrives and has been processed by the corresponding queue
manager.

{2 DD hb] mn s s]]]]
Specifiestheyear, month, day, hour, minute, and second when the message will be
removed if it has not been dequeued or administratively deleted already. Omitted
units default to their minimum possible values. For example, 9506 is equivalent to
950601000000. The years 00 through 37 are treated as 2000 through 2037, 70
through 99 are treated as 1970 through 1999, and 38 through 69 areinvalid. An
absolute expiration time is determined by the clock on the machine where the
gueue manager process resides.

NONE
Specifies that the message will never expire.

TA_LOWPRIORITY. 1 <= num <= 100
TA_HIGHPRIORITY. 1 <= num <= 100

The lowest and highest priority within which to search for occurrences of T_aprpgomse
objects. These attributes may only be used as key fields with ceT operations.
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TA_MSGEXPIRESTARTTIME.

TA_MSGEXPIREENDTIME!:
The expiration start and end times within which to search for occurrences of T_aprousc
objects. Therangeisinclusive. A start or end time must be specified as an absolute time
value; seeTa_exPIRETIME for the format. These attributes may only be used askey fields
with GeT operations.

TA_MSGSIZE. 0 <= num
The size of the message, in bytes.

TA_MSGSTARTTIME:

TA_MSGENDTIME:
The start and end time within which to search for occurrences of T_aprrgusc objects. The
rangeisinclusive. A start or end time must be specified as an absolute time value; see
Ta_tIME for the format. These attributes may only be used as key fields with GeT
operations.

TA_NEWAPPQNAME: string[l..127]
Name of the queue into which to move the selected message. This queue must be an
existing queue in the same queue space. The message must be in state var.id for this
operation to succeed. This attribute is not returned by a ceT operation. The delivery
quality of service of messagesthat are moved will not be changed asaresult of the default
delivery policy of the new gueue. When messages with an expiration time are moved, the
expiration timeis considered an absol ute expiration timein the new queue, even if it was
previously specified as arelative expiration time.

TA_PERSISTENCE
The quality of service with which the message is being delivered. Thisread-only stateis
set to NONPERSIST for non-persistent messages and pERSIST for persistent messages.

TA_PRIORITY: 1 <= num<= 100
The priority of the message.

TA_REPLYPERSISTENCE!
The quality of service with which replies to the message should be delivered. This
read-only state is set to NoNPERSIST foOr non-persistent, pErs1sT for persistent, and
DEFAULT When the reply isto use the default persistence  established for the queue
where the reply isto be enqueued.

Note that the default delivery policy is determined when the reply to amessageis
enqueued. That is, if the default delivery policy of the reply queue is modified between
the time that the original message is enqueued and the reply to the message is enqueued,
the policy used isthe onein effect when the reply is finally enqueued.
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TA_TIME:
The time when the message will be made available. The format is one of the following:

+seconds
Specifiesthat the message will be processed seconds inthefuture. Thevalue zero
(0) specifiesthat the message should be processed immediately.

{2 DD hb[ m[ s s]]]]]
Specifiestheyear, month, day, hour, minute, and second when the message should
be processed. Omitted units default to their minimum possible values. For
example, 9506 isequivalent to 950601000000. The years 00 through 37 aretreated
as 2000 through 2037, 70 through 99 are treated as 1970 through 1999, and 38
through 69 are invalid.

T_APPQSPACE Class Definition

Overview

The T_aprrospack class represents application queue spaces. An application queue spaceis an
areain an Oracle Tuxedo system device; seethe T_pEevIcE classin Tv_m1B(5) for more
information about devices and their attributes. Each queue space typically contains one or more
application queues, and each queue may have messages stored in it.

A queue space is uniquely identified by severa attributes: its name (TA_APPQSPACENAME
attribute), the device that containsit (Ta_omcoNFIG attribute), and the logical machine where the
deviceislocated (Ta_rMID attribute).

A queue space istypically associated with exactly one server group in a configured application.
The queue space name aswell asthe device name are components of the Ta_opeNINFO attribute
of the T_croup object.

Limitations

30

Itisnot possible to retrieve al instances of this class by leaving al key fields unset. Instead, all
three key fields must be supplied to explicitly target a single application queue space. Thesingle
exception occurs when accessing alocal queue space via tpadmcall () inthe context of an
unconfigured application (that is, the TuxconF1c environment variableisnot set). Inthiscasethe
TA_1MID Key field must be omitted.

Theabove limitation regarding accessibility of queue spacesalso appliesto T_aArpQ, T_APPQMSG,
and T_aAPPQTRANS Objects because operations on all objectsin the /Q MIB implicitly involve
gueue spaces.
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Attribute Table

Table 9 APPQ_MIB(5): T_APPQSPACE Class Definition Attribute Table

APPQ_MIB(5)

Attribute? Type Permissions Values Default
TA_APPQSPACENAME(K)(r)(*)  string ru-r--r-- string[l..15] N/A
TA_QMCONFIG(K)(r)(*) string ru-r--r-- string[l1..78] N/A
Ta_LMID(K)(r)(*)b string ru-r--r-- string[1..30] N/A
TA_STATE(K)C string TWXTWXL - — GET: “{INA | INI | OPE | N/A

ACT}”

SET: “{NEW |OPE |[CLE| N/A

INV}”
TA_BLOCKING long rw-r--r-- 0 <= num 16
TA_ERRORQNAME string rTW-r--r-- string[0..127] wo
TA_FORCEINIT string rw-r--r-- {v |~} N
TA_IPCKEY(F) long rw-r--r-- 32769 <= num<= 262143 N/A
TA_MAXMSG(r) long rw-r--r-- 0<=num N/A
TA_MAXPAGES(r) long rw-r--r-- 0 <= num N/A
TA_MAXPROC(r) long rw-r--r-- 0<=num N/A
TA_MAXQUEUES(r)d long rTW-r--r-- 0 <= num N/A
TA_MAXTRANS(r) long rw-r--r-- 0 <= num N/A
TA MAXACTIONS long rTW-r--r-- 0 <= num 0
TA_MAXHANDLES long rw-r--r-- 0 <= num 0
TA:MAXOWNERS long rTW-r--r-- 0 <= num 0
TA_MAXTMPQUEUES long TWor--r-- 0 <= num 0
TA_MAXCURSORS long TW-r--r-- 0 <= num 0
TA_ MEMNONPERSIST string rw-r--r-- 0 <= num[bB] 0
TA_MEMFILTERS long TW-r--I-- 0 <= num 0
TA_MEMOVERFLOW long TWor--r-- 0 <= num 0
TA_MEMSYSTEMRESERVED long r--r--r-- 0 <= num N/A
TA_MEMTOTALALLOCATED long r--r--r-- 0 <= num N/A
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Tahle 9 APPQ_MIB(5): T_APPQSPACE Class Definition Attribute Table (Continued)

Attribute? Type Permissions Values Default
TA_CUREXTENT long r--r--r-- 0<num<=36 N/A
TA_CURMSG long r--r--r-- {0<=num|-1} N/A
TA_CURPROC long r--r--r-- 0 <= num N/A
TA_CURQUEUES long r--r--r-- {0<=num|-1} N/A
TA_CURTRANS long R--R--R-- 0 <= num N/A
TA_CURACTIONS long r--r--r-- 0 <= num N/A
TA_CURHANDLES long r--r--r-- 0 <= num N/A
TA_CUROWNERS long r--r--r-- 0 <= num N/A
TA_CURTMPQUEUES long r--r--r-- 0 <= num N/A
TA_CURCURSORS long r--r--r-- 0 <= num N/A
TA_CURMEMNONPERSIST long r--r--r-- 0 <= num N/A
TA_CURMEMFILTERS long r--r--r-- 0 <= num N/A
TA_CURMEMOVERFLOW long r--r--r-- 0 <= num N/A
TA_HWMSG long R--R--R-- 0 <= num N/A
TA_HWPROC long R--R--R-- 0 <= num N/A
TA_HWQUEUES long R--R--R-- 0 <= num N/A
TA_HWTRANS long R--R--R-- 0 <= num N/A
TA_HWACTIONS long R--R--R-- 0 <= num <= 100 N/A
TA_HWHANDLES long R--R--R-- 0 <= num N/A
TA_HWOWNERS long R--R--R-- 0 <= num N/A
TA_HWTMPQUEUES long R--R--R-- 0 <= num N/A
TA_HWCURSORS long R--R--R-- 0 <= num N/A
TA_HWMEMNONPERSIST long R--R--R-- 0 <= num N/A
TA_HWMEMFILTERS long R--R--R-- 0 <= num N/A
TA_HWMEMOVERFLOW long R--R--R-- 0 <= num N/A
TA_PERCENTINIT long r--r--r-- 0 <= num N/A

(k)—GET key field
(r)—required field for object creation
(* )—required SET key field
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aAll attributes of class T_APPQSPACE are local attributes.

b.Ta_1.MID must be specified as a key field except when the application is unconfigured (that is,
the TUXCONF IG environment variable is not set).

c.All operations on T_APPQ, T_APPQMSG, and T_APPQTRANS objects (both GET and SET)
silently open the associated queue space (that is, implicitly set the state of the queue spaceto OPEn
if itisnot already OPEn or ACTive). Thismay be atime-consuming operation if the queue space
islarge.

d.TA_MAXQUEUES cannot be modified after the queue space is created.

Attribute Semantics

TA_APPQSPACENAME: String[1..15]
Name of the application queue space.

TA_QMCONFIG: string[1..78]
Absolute pathname of the file or device where the application queue space is located.

TA_LMID: string]1..30] (no comma)
Identifier of the logical machine where the application queue space is located.

TA_STATE:

GET: {INActive | INTtializing | OPEn | ACTive}
A cET operation retrieves information about the sel ected application queue space.
The following list describes the meaning of the Ta_sTaTE attribute returned in
response to aGET request.

INActive The queue spaceexists; that is, disk spacefor it hasbeen
reserved in adeviceand the spacehasbeeninitialized (if
requested or if necessary).

INItializing  Disk spacefor the queue spaceis currently being
initialized. This stateisacTive equivaent for
purposes of permissions checking.
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OPEn Shared memory and other IPC resources for the queue
space have been alocated and initialized, but no
processes are currently attached to the shared memory.
This stateis INActive equivalent for purposes of
permissions checking.

ACTive Shared memory and other |PC resources for the queue
space have been alocated and initialized, and at least
one processis currently attached to the shared memory.
These processes can be the queue servers (TMS_QM,
TMQUEUE, and perhaps TMQFORWARD) associated with
the queue space, or they can be administrative processes
such as gmadmin (1), or they can be processes
associated with another application.

SET: {NEW | OPEn | CLEaning | INValid}
A seT operation changesthe sel ected application queue space or createsanew one.
The following list describes the meaning of the Ta_sTaTE attribute returned by a
SET reguest. States not listed cannot be set.

NEW Create anew queue space. The state of the queue space
becomes either INTtializing or INActive
following a successful SET to this state.

OPEn Allocate and initialize shared memory and other IPC
resourcesfor the queue space. Thisisallowed only if the
gueue spaceisin the INActive state.

CLEaning Remove the shared memory and other | PC resourcesfor
the queue space. Thisis alowed only when the queue
spaceisinthe OPEn or ACTive state. The
QMIB_FORCECLOSE flag must be specified if the state
isacTive. When successful, al non-persistent
messages are permanently lost.
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INValid Delete the queue space. Unlessthe
QMIB_FORCEDELETE flag is passed, an error is
reported if the stateis ACTive or if messages exist on
any queues in the queue space. Successful return leaves
the object in the INValid state. When successful, all
non-persistent messages are permanently lost.

unset Modify an application queue space. Successful return
leaves the state unchanged.

TA_BLOCKING: 0 <= num
Theblocking factor used for disk space management of the queue space. The default when
anew queue space is created is 16.

TA_CURACTIONS: 0 <= num
This attribute specifies the current number of actionsin usein the queue space. This
number can be determined if the queue space isopen or AcTive, or if the queue spaceis
newly created. If none of the conditions apply, the value —1 is returned.

TA_CURCURSORS: 0 <= num
This attribute specifies the current number of cursorsin usein the queue space. This
number can be determined if the queue space is orPEn Or AcTive, Or if the queue spaceis
newly created. If none of the conditions apply, the value —1 is returned.

TA_CUREXTENT. O < num <= 36
The current number of extents used by the queue space. Thelargest number allowed is 36.
Each time the value of the Ta_maxpacEs attribute isincreased, a new extent is allocated.
When this attribute is modified, all non-persistent messages in the queue space are
permanently lost.

TA_CURHANDLES: 0 <= num
This attribute specifies the current number of handles in use in the queue space. This
number can be determined if the queue space isopen or AcTive, or if the queue spaceis
newly created. If none of the conditions apply, the value —1 is returned.

TA_CURMEMFILTERS. O <= num
This attribute specifies the current number of bytesin use for filtersin the queue space.
Thisnumber can bedetermined if the queue spaceisorEn or AcTive, Or if the queue space
is newly created. If none of the conditions apply, the value —1 is returned.
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TA_CURMEMNONPERSIST. O <= num
The current amount of memory in bytes consumed by non-persistent messagesin the
gueue space. This number can be determined if the queue spaceis opPEn Or ACTive, OF if
the queue space is newly created. If none of the conditions apply, the value—1 is returned.

TA_CURMEMOVERFLOW. 0 <= num
This attribute specifies the current number of bytesin use of the overflow memory in the
queue space. This number can be determined if the queue space iS 0PEn Or ACTive, O if
the queue spaceis newly created. If none of the conditions apply, the value—1 is returned.

TA_CURMSG: 0 <= num
The current number of messagesin the queue space. This number can be determined only
if the queue space isoPEn Or AcTive, Or if the queue space is newly created. If none of
these conditions are met, the value -1 is returned.

TA_CUROWNERS: O <= num
This attribute specifies the current number of ownersin usein the queue space. This
number can be determined if the queue space is orEn Or AcTive, Or if the queue spaceis
newly created. If none of the conditions apply, the value —1 is returned.

TA_CURPROC:. 0 <= num
The current number of processes accessing the queue space.

TA_CURQUEUES: 0 <= num
Thecurrent number of queues existing in the queue space. Thisnumber can be determined
only if the queue spaceisorEn Or ACTive, OF if the queue space is newly created. If none
of these conditions are met, the value -1 is returned.

TA_CURTMPQUEUES: 0 <= num
This attribute specifies the current number of temporary queuesin use in the queue space.
Thisnumber can bedetermined if the queue spaceisorEn or AcTive, Or if the queue space
is newly created. If none of the conditions apply, the value —1 is returned.

TA_CURTRANS: 0 <= num
The current number of outstanding transactions involving the queue space.

TA_ERRORQNAME: string[0..127]
Name of the error queue associated with the queue space. If there is no error queue, an
empty string is returned by aGeT request.

TA_FORCEINIT: {Y | N}
Whether or not to initialize disk pages on new extents for the queue space. The default is
not to initialize. Depending on the device type (for example, regular file or raw dlice),
initialization can be done even if it is not requested.
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TA_HWACTIONS: O <= num
This attribute specifies the highest number of concurrent actions reached in the queue
space since the queue space was last opened. The number is reset to 0 when the queue
space state is set to cLEaning.

TA_HWCURSORS: 0 <= num
This attribute specifies the highest number of concurrent cursors created in the queue
space since the queue space was last opened. The number is reset to 0 when the queue
space stateis set to cLEaning.

TA_HWHANDLES: 0 <= num
This attribute specifies the highest number of concurrent handles opened in the queue
space since the queue space was last opened. The number is reset to 0 when the queue
space stateis set to cLEaning.

TA_HWMEMFILTERS. O <= num
This attribute specifies the highest number of bytes used for filtersin the queue space
sincethe queue spacewas|ast opened. The number isreset to 0 when the queue space state
is set to CLEaning.

TA_HWMEMNONPERSIST: 0 <= num
The largest amount of memory in bytes consumed by non-persistent messages since the
gueue space was last opened. The number isreset to 0 when the queue space state is set to
CLEaning.

TA_HWMEMOVERFLOW. 0 <= num
This attribute specifies the highest number of bytes used in the overflow memory in the
gueue space since the queue space was last opened. The number is reset to 0 when the
gueue space state is set to cLEaning.

TA_HWMSG: 0 <= num
The highest number of messages in the queue space at a given time since the queue space
was last opened. The number is reset to 0 when the queue space state is set to cL.Eaning.

TA_HWOWNERS: 0 <= num
This attribute specifies the highest number of concurrent owners reached in the queue
space since the queue space was last opened. The number is reset to 0 when the queue
space stateis set to cLEaning.

TA_HWPROC: 0 <= num
The highest number of processes simultaneously attached to the queue space since the
gueue space was last opened. The number isreset to 0 when the queue space state is set to
CLEaning.
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TA_HWQUEUES: 0 <= num

The highest number of queues existing in the queue space at a given time since the queue
space was last opened. The number is reset to 0 when the queue space state is set to
CLEaning.

TA_HWTMPQUEUES: O <= num

This attribute specifies the highest number of concurrent temporary queues opened in the
gueue space since the queue space was last opened. The number isreset to 0 when the
gueue space state is set to CLEaning.

TA_HWTRANS: 0 <= num

The highest number of outstanding transactions at a given timeinvolving the queue space
since the queue space was last opened. If the queue space is accessed by more than one
application, this number reflects al applications, not just the application represented by
the TuxconF1G environment variable. The number isreset to 0 when the queue space state
isset to CLEaning.

TA_IPCKEY. 32769 <= num <= 262143

The IPC key used to access queue space shared memory.

TA_MAXACTIONS: O <= num

This attribute specifies the number of additional actions that the Queuing Services
component of the Oracle Tuxedo infrastructure can handle concurrently. When ablocking
operation isencountered and additional actionsare available, the blocking operationis set
aside until it can be satisfied. After setting aside the blocking operation, another operation
request can be handled. When the blocking operation completes, the action associated
with the operation is made available for a subsequent operation. The system reserves
actions equivalent to the number of processesthat can attach to aqueue space, so that each
gueue manager process may have at least one blocking action. Beyond the
system-reserved number of blocking actions, the administrator may configure the system
to be able to accommodate additional blocking actions beyond the reserve. An operation
failsif ablocking operation isreguested and cannot beimmediately satisfied and there are
no actions available.

TA_MAXCURSORS: 0 <= num

This attribute specifies the number of cursors that users of that the Queuing Services
component of the Oracle Tuxedo infrastructure may use concurrently. Cursors are used to
navigate a queue. When a cursor is destroyed, the cursor resources are made available for
subsequent cursor creation operations. When the cursors are used by an application, the
administrator must configure the system to accommodate the maximum number of
cursors that will be allocated concurrently. An operation fails if auser attemptsto create
acursor and there are no cursor resources available. Oracle Tuxedo applications need not
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adjust this value. Adjusting this value has no effect on Oracle Tuxedo applications other
than unnecessarily consuming shared memory resources.

TA_MAXHANDLES: 0 <= num
This attribute specifies the number of handles that users of that the Queuing Services
component of the Oracle Tuxedo infrastructure may use concurrently. Objects
mani pulated by the queuing services API require handles to access the objects. When an
object is opened by a call to the Queuing Services API, anew handleis created and
returned to the user. When an object handle is closed, the handle is made available for
subsequent open object operations. When the Queuing Services APl isused by an
application, the administrator must configure the system to accommodate the maximum
number of handlesthat will be opened concurrently. An operation failsif a user attempts
to open a queuing services object and there are no handles avail able. Adjusting this value
has no effect on Oracle Tuxedo applications other than unnecessarily consuming shared
Memory resources.

TA_MAXMSG: 0 <= num
The maximum number of messages that the queue space can contain at a given time.

TA_MAXOWNERS: O <= num
This attribute specifies the number of additional Oracle Tuxedo infrastructure
authenticated users that may concurrently use Queuing Services resources. Thereis one
owner record per user, regardless of the number of open handlesfor the user. When there
are no open handles for a user, the owner record is made available for subsequent users.
The system reserves owners equivalent to the number of actions so that each action may
beinitiated by adifferent owner. Beyond the system-reserved number of ownersthat may
be concurrently using queuing services resources, the administrator may configure the
system to accommodate additional ownersbeyond the reserve. An operation failsif auser
attemptsto open ahandle when they currently do not have any open handles, and there are
no owners available. Adjusting this value has no effect on Oracle Tuxedo applications
other than unnecessarily consuming shared memory resources.

TA_MAXPAGES: 0 <= num
The maximum number of disk pagesfor all queuesin the queue space. Each time the
TA_MAXPAGES atribute isincreased, anew extent is allocated (see Ta_CUREXTENT). It is
not possible to decrease the number of pages by setting this attribute to alower number;
an error isreported in this case.

TA_MAXPROC: 0 <= num
The maximum number of processes that can attach to the queue space.

TA_MAXQUEUES: 0 <= num
The maximum number of queues that the queue space can contain at agiven time.
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TA_MAXTMPQUEUES: 0 <= num

This attribute specifies the number of temporary queues that may be opened concurrently
in the Queuing Services component of the Oracle Tuxedo infrastructure. Temporary
gueues reduce the need for administratorsto configure each queue used by an application.
They are used by dynamic self-configuring applications. Messages enqueued to
temporary queues are not persistent. When all handles to atemporary queue are closed,
the temporary queue resources are made available for subsequent temporary queue
creation. When the temporary queues are used by an application, the administrator must
configurethe system to accommodate the maximum number of temporary queuesthat will
be active concurrently. An open operation failsif a user attempts to open atemporary
gueue and there are no temporary queue resources available. Adjusting this value has no
effect on Oracle Tuxedo applications other than unnecessarily consuming shared memory
resources.

TA_MAXTRANS: 0 <= num

The maximum number of simultaneously active transactions allowed by the queue space.

TA_MEMFILTERS: 0 <= num

This attribute specifies the size of the memory areato reserve in shared memory to hold
the compiled representation of user defined filters. The memory sizeis specified in bytes.
Filters are used by the Queuing Services component of the Oracle Tuxedo infrastructure
for message selection in dequeuing and cursor operations. Filters may be specified using
various grammars but are compiled into an Oracle Tuxedo infrastructure normal form and
stored in shared memory. Filters are referenced by a handle returned when they are
compiled. When afilter is destroyed, the memory used by the filter is made available for
subsequent compiled filters. When the filters are defined by an application, the
administrator must configure the system to accommodate the maximum number of filters
that will be concurrently compiled. An operation failsif auser attempts to create a new
filter and there is not enough memory allocated for the compiled version of the filter.
Adjusting thisvalue has no effect on Oracle Tuxedo applications other than unnecessarily
consuming shared memory resources.

TA_MEMNONPERSIST. 0 <= num [bB]

This attribute specifies the size of the area reserved in shared memory to hold
non-persistent messages for all queues in the queue space. The memory size may be
specified in bytes (b) or blocks (B). (The size of ablock, in this context, is equivalent to
the size of adisk block.) The [br] suffix isoptional and, if not specified, the default is
blocks (B).

If thevalueis specified in bytes (o) for thisattribute, the system dividesthe specified value
by the number of bytes per page (page size is equivalent to the disk page size), rounds
down the result to the nearest integer, and allocates that number of pages of memory. For
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example, assuming a page size of 1024 bytes (1KB), arequested value of 2000b resultsin
amemory alocation of 1 page (1024 bytes), and arequested value of 2048b resultsin a
memory allocation of 2 pages (2048 bytes). Requesting a value less than the number of
bytes per page resultsin an alocation of O pages (0 bytes).

If the value is specified in blocks (B) for this attribute and assuming that one block of
memory is equivalent to one page of memory, the system allocates the same value of
pages. For example, arequested value of 50B resultsin amemory allocation of 50 pages.

All non-persistent messages in the specified queue space are permanently lost when
TA_MEMNONPERSIST iS successfully changed.

If Ta_MEMNONPERSIST fOr aqueue spaceiszero (0) for agueue space, no spaceisreserved
for non-persistent messages. In this case, any attempt to enqueue anon-persistent message
fails. Thistypeof failureresults, for example, when no delivery quality of service hasbeen
specified for amessage and the Ta_DEFDELIVERYPOLICY attribute of ther_appg classfor
the target queue has been set to NoNPERSIST. FOr non-persistent delivery, if the memory
areais exhausted or fragmented such that a message cannot be enqueued, the enqueuing
operation fails, even if there is sufficient persistent storage for the message. Similarly, if
the persistent storage area is exhausted or fragmented such that a message cannot be
enqueued, the enqueuing operation fails, even if thereis sufficient non-persistent storage
for the message.

TA_MEMOVERFLOW. O <= num
This attribute specifies the size of the memory areato reserve in shared memory to
accommodate peek load situations where some or all of the allocated shared memory
resources are exhausted. The memory size is specified in bytes. Additional objects are
allocated from this additional memory on afirst-come-first-served basis. When an object
created in the additional memory is closed or destroyed, the memory is released for
subsequent overflow situations. This additional memory space may yield more objects
than the configured number, but there is no guarantee that additional memory isavailable
for any particular object at any given point in time. Currently, only actions, handles,
Cursors, owners, temporary queues, timers, and filters use the overflow memory.

TA_MEMSYSTEMRESERVED. 0 <= num
This attribute specifies the total amount of memory (in bytes) reserved from shared
memory for queuing services system use.

TA_MEMTOTALALLOCATED: O <= num
This attribute specifies the total amount of memory (in bytes) allocated from shared for
al queuing services objects.
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TA_PERCENTINIT. O <= num <= 100
The percentage of disk space that has been initialized for the queue space.

T_APPQTRANS Class Definition

Overview

TheT_apPPQTRANS classrepresents run-time attributes of transactions associated with application

queues.

Limitations

It isnot possible to retrieve all instances of this class by leaving al key fields unset. Instead,

sufficient key fields must be specified to explicitly target a single application queue space. For
example, if al key fields except Ta_x1D are set in an request using tpcall (), al T_APPQTRANS
objects associated with the specified queue space will be retrieved.

It isimportant to keep in mind that transactions represented by objects of this class are not
necessarily associated with the application in which they are retrieved. Care must be taken when
heuristically committing or aborting atransaction because the transaction may actually belong to
or have an effect on another application. The value of the Ta_x1p attribute is not guaranteed to

be unique across applications.

Attribute Table

Tahle 10 APPQ_MIB(5): T_APPQTRANS Class Definition Attribute Table

Attribute? Type Permissions Values Default
TA_XID(K)(*) string R--R--R-- string[l..78] N/A
TA_APPQSPACENAME(K)(*)  string r--r--r-- string[l..15] N/A
TA_QMCONFIG(K)(*) string r--r--r-- string[l..78] N/A
TA_LMID(K)(*) string r--r--r-- string[1..30] N/A
TA_STATEP string R-XR-XR-- GET: “{ACT|ABY |ABD|COM|REA N/A

| DEC | HAB | HCO} ~

SET: “{HAB |HCO}” N/A

(k)—GET key field®
(* )—required SET key field
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a. All attributes of classT_APPQTRANS arelocal attributes.

b. All operations on T_APPQTRANS objects—both GET and SET—silently open the associated
queue space (that is, implicitly set the state of the queue space to OPEn if it is not already OPEn
or ACTive). This may be atime-consuming operation if the queue spaceislarge.

c. Sufficient key fields must be supplied in aGET operation to explicitly target asingle application
queue space.

Attribute Semantics

TA_XID: string[1..78]
Transaction identifier asreturned by tx_info () and mapped to a string representation.
The datain this field should not be interpreted directly by the user except for equality
comparison.

TA_APPQSPACENAME: string{l..15]
Name of the application queue space associated with the transaction.

TA_QMCONFIG: string[l..78]
Absolute pathname of the file or device where the application queue space is located.

TA_LMID: string[1..30] (ho comma)
Identifier of the logical machine where the application queue space is located.

TA_STATE:

GET: {ACTive | ABortonlY | ABorteD | COMcalled | REAdy | DECided |

HAbord | HCommit}
A GET operation retrieves run-time information about the selected transactions.
The following list describes the meaning of the Ta_sTaTE attribute returned in
response to aGeT request. All states are acTive equivaent for purposes of
permissions checking.

ACTive The transaction is active.
ABortonlY The transaction has been identified for rollback.
ABorteD The transaction has been identified for rollback and

rollback has been initiated.

COMcalled Theinitiator of thetransaction hascalled tpcommit ()
and thefirst phase of two-phase commit has begun.
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REAdy All of the participating groups on the retrieval site have
successfully completed the first phase of two-phase
commit and are ready to be committed.

DECided The second phase of the two-phase commit has begun.

SUSpended The initiator of the transaction has suspended
processing on the transaction.

SET: {HABort | HCOmmi t}
A sET operation updates the state of the selected transactions. The following list
describes the meaning of the Ta_sTaTE attribute returned by a seT request. States
not listed cannot be set.

HABort Heuristically abort the transaction. Successful return
leaves the object in the HABort state.

HCOmmit Heuristically commit the transaction. Successful return
leaves the object in the HCOmmi t state.

APPQ_MIB(5) Additional Information

Portability

The existing FML32 and ATMI functions necessary to support administrative interaction with
Oracle Tuxedo system MIBs, aswell asthe header file and field table mentioned on thisreference
page, are available on all supported native and Workstation platforms.

Interoperability
This MIB is provided only on Oracle Tuxedo 6.0 sites and later, both native and Workstation.

If asite running an Oracle Tuxedo release earlier than release 6.0 is active in the application,
administrative access through this MIB is limited as follows:

e SET Operations are not allowed.

e Loca information access for sites earlier than release 6.0 is not available. If the class being
accessed also has global information, the global information only is returned. Otherwise,
an error is returned.
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If sites of differing releases, both greater than or equal to release 6.0, are interoperating,
information on the older siteis available for access and update as defined on the MIB reference
page for that release and may be a subset of the information available in the later release.

Examples

Following is a set of code fragments that illustrate how to perform various operations on
application queue spaces, queues, messages, and transactions.

Each fragment should be preceded by code that allocates an FML32 typed buffer, such asthe
following:

rgbuf = tpalloc("FML32", NULL, O0);

After the buffer is populated, each fragment should be followed by code that sends the request
and receives the reply, such as the following:

flags = TPNOTRAN | TPNOCHANGE | TPSIGRSTRT;

rval = tpcall(".TMIB", rgbuf, 0, rpbuf, rplen, flags);

Seem1B (5) for additional information.

Field Tables
The field table tpadm must be available in the environment to allow access to attribute field
identifiers. This can be done at the shell level asfollows:

$ FIELDTBLS=tpadm
$ FLDTBLDIR=S{TUXDIR}/udataobj
$ export FIELDTBLS FLDTBLDIR

Header Files
The following header files are needed.
#include <atmi.h>

#include <fml32.h>
#include <tpadm.h>

Libraries

${TUXDIR}/1lib/libtmib.a, ${TUXDIR}/lib/libgm.a,
$S{TUXDIR}/1lib/libtmib.so.<rel>, ${TUXDIR}/lib/libgm.so.<rel>,
${TUXDIR}/1lib/libgm.1lib

The libraries must be linked manually when using buildclient. The user must use:
-L${TUXDIR}/1lib -ltmib -lgm
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Create an Application Queue Space

Creating an application queue space typically involves two operations:. the first to create the
Oracle Tuxedo system devicein which the queue space will be allocated, and the second to create
the queue space itself.

/* Allocate the buffer; see above */

/* Build the request to create a new device on SITEl */
Fchg32 (rgbuf, TA_OPERATION, 0, "SET", 0);

Fchg32 (rgbuf, TA_CLASS, 0, "T_DEVICE", 0);

Fchg32 (rgbuf, TA_STATE, 0, "NEW", 0);

Fchg32 (rgbuf, TA_CFGDEVICE, 0, "/dev/qg/dsk001", 0);
Fchg32 (rgbuf, TA_LMID, 0, "SITEl1l", 0);

size = 500;

Fchg32 (rgbuf, TA_DEVSIZE, 0, (char *)size, 0);

/* Make the request; see above */

/* Reinitialize the same buffer for reuse */
Finit32 (rgbuf, (FLDLEN) Fsizeof32 (rgbuf));

/* Build the request to create the queue space */
Fchg32 (rgbuf, TA_OPERATION, 0, "SET", 0);

Fchg32 (rgbuf, TA_CLASS, 0, "T_APPQSPACE", 0);
Fchg32 (rgbuf, TA_STATE, 0, "NEW", 0);

Fchg32 (rgbuf, TA_APPQSPACENAME, 0, "QSPACEl", 0);
Fchg32 (rgbuf, TA_QMCONFIG, 0, "/dev/qg/dsk001", 0);
Fchg32 (rgbuf, TA_LMID, 0, "SITEl", 0);

Fchg32 (rgbuf, TA_ERRORQNAME, 0, "errque", 0);
ipckey = 123456;

Fchg32 (rgbuf, TA_IPCKEY, 0, (char *)ipckey, 0);
maxmsg = 100;

Fchg32 (rgbuf, TA_MAXMSG, 0, (char *)maxmsg, O0);
maxpages = 200;

Fchg32 (rgbuf, TA_MAXPAGES, 0, (char *)maxpages, 0);
maxproc = 50;

Fchg32 (rgbuf, TA_MAXPROC, 0, (char *)maxproc, 0);

maxqueues = 10;
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Fchg32 (rgbuf, TA_MAXQUEUES, 0, (char *)maxqueues, 0);
maxtrans = 100;
Fchg32 (rgbuf, TA_MAXTRANS, 0, (char *)maxtrans, O0);

/* Make the request; see above */

Add a Queue to an Application Queue Space
The following code creates a new gqueue in the queue space created in the previous example.

/* Build the request */

Fchg32 (rgbuf, TA_OPERATION, 0, "SET", 0);

Fchg32 (rgbuf, TA_CLASS, 0, "T_APPQ", 0);

Fchg32 (rgbuf, TA_STATE, 0, "NEW", 0);

Fchg32 (rgbuf, TA_APPQNAME, 0, "errque", 0);

Fchg32 (rgbuf, TA_APPQSPACENAME, 0, "QSPACEl", 0);
Fchg32 (rgbuf, TA_QMCONFIG, 0, "/dev/qg/dsk001", 0);
Fchg32 (rgbuf, TA_LMID, 0, "SITEl1l", 0);

Fchg32 (rgbuf, TA_APPQORDER, 0, "PRIO", 0);

/* Make the request; see above */

List Application Queue Spaces Known to the Application

To list the application queue spaces known to an application, atwo-level searchisused. First, the
groupsusing the/Q transaction manager Ts_ow are retrieved from the application configuration,
and then the queue space referenced by each group is retrieved. The following code fragment
assumes that each group entry involving a queue space has a single logical machine associated
with it (that is, server migration is not used).

Listing 1 List Application Queue Spaces Known to the Application

/* Build the request to retrieve all TMS_QM groups */
Fchg32 (rgbuf, TA_OPERATION, 0, "GET", O0);

Fchg32 (rgbuf, TA_CLASS, 0, "T _GROUP", 0);

Fchg32 (rgbuf, TA_TMSNAME, 0, "TMS_QM", O0);

f1ldidl = TA_OPENINFO;

f1did2 = TA_LMID;

Fchg32 (rgbuf, TA_FILTER, 0, (char *)fldidl, 0);
Fchg32 (rgbuf, TA_FILTER, 0, (char *)fldid2, 1);

/* Make the request, assuming we are joined to the application */
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rval = tpcall(".TMIB", rgbuf, 0, rpbuf, rplen, flags);

/* For each TMS_QM group, build the request to retrieve its queue space */
rval = Fget32 (*rpbuf, TA_OCCURS, 0, (char *)occurs, NULL);
for (1 = 0; i occurs; i++) {

/* Reinitialize the buffer and set all common attributes */
Finit32 (rgbuf, (FLDLEN) Fsizeof32 (rgbuf));

Fchg32 (rgbuf, TA_OPERATION, 0, "GET", 0);

Fchg32 (rgbuf, TA_CLASS, 0, "T_APPQSPACE", 0);

/* Get the OPENINFO to determine device and queue space name */

/* OPENINFO has the format <resource-mgr>:<gmconfig>:<appgspacename> */
/* or on Windows <resource-mgr>:<gmconfig>;<appgspacename> */

rval = Fget32 (rpbuf, TA_OPENINFO, i, openinfo, NULL) ;

/* The device is the 2nd field in OPENINFO */
gmconfig = strchr(openinfo, ':') + 1;
/* The queue space name is the 3rd field in OPENINFO */

#1f defined(_TMDOWN) || defined(_TM_NETWARE)

#define pathsep ";" /* separator for PATH */

#else

#define pathsep ":" /* separator for PATH */

#endif
appgspacename = strchr (gmconfig, pathsep);
appgspacename[0] = '\e0'; /* NULL-terminate gmconfig */

appgspacename++; /* bump past the NULL */

/* Set the APPQSPACENAME and QMCONFIG keys */
Fchg32 (rgbuf, TA_APPQSPACENAME, 0, appdgspacename, 0);
Fchg32 (rgbuf, TA_QMCONFIG, 0, gmconfig, 0);

/* Get the LMID (assume no migration for this group) */
rval = Fget32(rpbuf, TA_LMID, i, lmid, NULL);
Fchg32 (rgbuf, TA_LMID, 0, 1lmid, 0);

/* Make the request */
rval = tpcall(".TMIB", rgbuf, 0, rpbuf2, rplen2, flags);

The above technique does not find any queue space that has been created but does not yet have a
corresponding croup entry in the application configuration. Such queue spaces must beretrieved
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by knowing a priorithekey fields(that is, TaA_APPQSPACENAME, TA_QMCONFIG, and TA_LMID)
for the queue space.

List Messages in an Application Queue

The following code retrieves all messages in the queue sTRING in the queue space QSPACEL in
device /dev/q/dsk001 onlogical machine s1TE1.

/* Build the request */ Fchg32(rgbuf, TA_OPERATION, 0, "GET", 0);
Fchg32 (rgbuf, TA_CLASS, 0, "T_APPQMSG", 0);

Fchg32 (rgbuf, TA_APPQONAME, 0, "STRING", 0);

Fchg32 (rgbuf, TA_APPQSPACENAME, 0, "QSPACEl", 0);

Fchg32 (rgbuf, TA_QMCONFIG, 0, "/dev/g/dsk001", 0);

Fchg32 (rgbuf, TA_LMID, 0, "SITEl", 0);

/* Make the request; see above */

List Transactions Involving a Queue Space

Files

The following fragment retrieves al transactionsinvolving (any queue in) the queue space
QSPACEL.

/* Build the request */ Fchg32(rgbuf, TA_OPERATION, 0, "GET", 0);
Fchg32 (rgbuf, TA_CLASS, 0, "T_APPQTRANS", 0);

Fchg32 (rgbuf, TA APPQSPACENAME, 0, "QSPACEL", 0);

Fchg32 (rgbuf, TA_QMCONFIG, 0, "/dev/qg/dsk001", 0);

Fchg32 (rqbuf, TA_LMID, 0, "SITEL", 0);

/* Make the request; see above */

S{TUXDIR}/include/tpadm.h
${TUXDIR} /udataobj/tpadm

See Also

tpacall (3c), tpadmcall (3¢c), tpalloc(3c), tpcall (3¢c), tpdequeue (3c),
tpenqueue (3¢), tpgetrply (3¢), tprealloc (3¢), Introduction to FML Functions,
Fadd, Fadd32(3fml),Fchg, Fchg32(3fml),Ffind, Ffind32(3fml),MIB(5),
TM_MIB(5)

Setting Up an Oracle Tuxedo Application
Administering an Oracle Tuxedo Application at Run Time

Programming an Oracle Tuxedo ATMI Application Using C
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Programming an Oracle Tuxedo ATMI Application Using FML

AUTHSVR(5)

Name

AUTHSVR—Server providing per-user authentication

Synopsis

AUTHSVR SRVGRP="identifier" SRVID=number other_ parms CLOPT="-A"

Description

AUTHSVR is an Oracle Tuxedo provided server that offers the authentication service. This server
may be used in a secure application to provide per-user authentication when clients join the
application. This server accepts service requests containing TpINIT typed buffersfor client
processes requesting access to the application. It uses the datafield of the TpInIT typed buffer
as auser password and validates it against the configured password. If the request passes
validation, an application key is returned with a successful return as the ticket to be used by the
client.

The rcode parameter of tpreturn (3c) isused to set the application key. It isreturned (in
tpurcode) to the code that hascalled tpinit (3c) upon either successful validation or
permission failure.

For additional information pertaining to AuTHsVR, see“AUTHSVR Additional Information” on
page 53.

SECURITY USER_AUTH

50

If SECURITY iSSet to USER_AUTH, per-user authentication is enforced. The name of the
authentication service can be configured for the application using the autusvc parameter in the
RESOURCES section of the uBsconr1g file. For example, the following auThsve parameter
setting specifies the authentication service (autasvc) advertised by AuTHSVR When SECURITY IS
Set to0 USER_AUTH.

*RESOURCES
SECURITY USER_AUTH
AUTHSVC "AUTHSVC"

If the auTHSVC parameter is not specified, the authentication service defaultsto auTHsvcC.
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By default, the file tpusr in the directory referenced by the first pathname defined in the
application’sappp1r variableis searched for password information; /etc/passwdisusedif this
file does not exist (although this file cannot be used correctly on systems that have a shadow
password file). The file can be overridden by specifying the filename using a"-f £i1lename"
option in the server command-line options (for example, cLopT="-a -- -f
/usr/tuxedo/users"). Note that automatic propagation of the user file from the master
machine to other machines in the configuration isdone only if $APPDIR/tpusr iSused.

Theuser fileis searched for amatching username and client name. There are four types of entries
in the user file. They arelisted below in order of matching precedence when validating a user
against thefile.

1. Exact username/exact clientname
2. Wildcard username (*)/exact clientname
3. Exact username/wildcard clientname (*)

4. Wildcard username (*)/wildcard clientname (*)

An authentication request is authenticated against only the first matching password file entry.
These semantics allow for asingle user to have multiple entries (usually with different client
names) and the username may be awildcard. These semantics are allowed if the user fileis
maintained using tpaddusr (), tpdelusr (), and tpmodusr () . Note that use of these semantics
is not compatible with the semantics for acL and ManpaTORY_acL and will make migration to
these security levelsdifficult. To get therestricted semanticsfor compatibility with ACL security,
usethe tpusradd (), tpusrdel (), and tpusrmod () programsto maintain the user file.

Note: Tousetpusradd(), tpusrdel (), and tpusrmod (), SECURITY for the target
application must be set to USER_AUTH, ACL, OF MANDATORY_ACL. Otherwise, the system
returns an error when you attempt to use these programs.

The reserved client name values tpsysadm (System administrator) and tpsysop (System
operator) are treated specialy by AuTHSVR (5) when processing authentication requests. These
values are not allowed to match wildcard client names in the user file.

The application key that isreturned by the auTHsvR isthe user identifier. Thisapplication key is
passed to every service in the appkey element of the TpsvcInrFo structure.

Notethat a standard auTHSVR is shipped as part of the system in $ {TUXDIR} /bin/AUTHSVR and
has the semantics as described above. Sample source code is provided in
${TUXDIR}/1ib/AUTHSVR.c. The AuTHSVR can be replaced by an application authentication
server that validates users and user data (which may not be a password) in an
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application-dependent fashion (for example, using Kerberos). If you plan to replace AUTHSVR,
take special note of the warning later in this reference page. It is also up to the application to
determine what value is returned from the authentication service to be used for the application
key (which is passed to each service).

The application keys that correspond to tpsysadm and tpsysop are 0x80000000 and
0xC0000000, respectively.

SECURITY ACL or MANDATORY_ACL

52

If SECURITY iS Set to ACL Or MANDATORY_ACL, per-user authentication is enforced, and access
control lists are supported for access to services, application queues, and events. The name of the
authentication service can be configured for the application using the autusvc parameter in the
RESOURCES Section of the uBsconr1c file. For example, the following auTrHsvc parameter
setting specifiesthe authentication service (. . autasvce) advertised by AuTHSVR when SECURITY
iS set to ACL Or MANDATORY_ACL.

*RESOURCES
SECURITY ACL
AUTHSVC . .AUTHSVC

If the auTHSVC parameter is not specified, the authentication service defaultsto . . auTHSVC.

Note: AuTHSVR advertises the authentication service as AuTHsvVC wWhen SECURITY iS set to
USER_AUTH, and as . . AUTHSVC When SECURITY iS Set t0 ACL Or MANDATORY_ACL.
auTHSVC and . . AuTHSVC point to the same authentication service.

The user file must be $APPDIR/tpusr. It iSautomatically propagated from the master machine
to other active machinesin the configuration. One instance of the auTasvr must be run on the
master machine. Additional copies can be run on other active machines in the configuration.

The user fileis searched for amatching username and client name. The entry must match exactly
on the username. The client name must either match exactly, or the client name value in the user
file can be specified asthe wildcard (*) which will match any client name. A single user can have
only one entry in the user file and cannot be awildcard. The user file can be maintained through
the tpusradd (), tpusrdel (), and tpusrmod () programs, the graphical user interface, or the

administrative interface.

Thereserved client name values tpsysadm (System administrator) and tpsysop (System
operator) are treated specialy by AuTHsVR (5) when processing authentication requests. These
values are not allowed to match wildcard client names in the user file.

The application key that is returned by the auTasvr isthe user identifier in the low order 17 bits
and the group identifier in the next 14 bits (the high order bit isreserved for administrative keys).
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The application keys that correspond to tpsysadm and tpsysop are 0x80000000 and
0xC0000000, respectively. Thisapplication key is passed to every servicein the appkey element
of the TpsvcINFO Structure.

For SECURITY ACL Of MANDATORY_ACL, YOUu must use the standard auTasvr shipped as part of
the system in $ {TUXDIR} /bin/AUTHSVR.

AUTHSVR Additional Information

Usage

WARNING: ${TUXDIR}/1ib/AUTHSVR.c iSnot the source file used to generate
${TUXDIR}/bin/AUTHSVR (don't clobber this executable); if you
provide your own AUTHSVR, it is recommended that you install it in
$ {APPDIR}.

Portability
AUTHSVR is supported as an Oracle Tuxedo-supplied server on non-Workstation
platforms.

Examples
# Using USER_AUTH
*RESOURCES
SECURITY USER_AUTH
AUTHSVC "AUTHSVC"

*SERVERS

AUTHSVR SRVGRP="AUTH" CLOPT="-A -- -f /usr/tuxedo/users" \
SRVID=100 RESTART=Y GRACE=0 MAXGEN=2

#

#

# Using ACLs

*RESOURCES

SECURITY ACL

AUTHSVC ". .AUTHSVC"

*SERVERS

AUTHSVR SRVGRP="AUTH" SRVID=100 RESTART=Y GRACE=0 MAXGEN=2
#

#
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# Using a custom authentication service
*RESOURCES

SECURITY USER_AUTH

AUTHSVC KERBEROS

*SERVERS
KERBEROSSVR SRVGRP="AUTH1" SRVID=100 RESTART=Y GRACE=0 MAXGEN=2

See Also
tpaddusr (1), tpusradd (1), UBBCONFIG(5)

Setting Up an Oracle Tuxedo Application
Administering an Oracle Tuxedo Application at Run Time
Programming an Oracle Tuxedo ATMI Application Using C
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Accesslog(d)

Name
Accesslog (5) —Monitors Tuxedo client validity

Description
Accesslog (5) assists with recording client login/logoff action with timestamp and location

information. It creates an access log file and adds one line to the Tuxedo UL OG file. For more

information, see Examples and ULOG File Entry.

Accesslog automatically creates anew file every 24-hour period to the acceslog file. It creates

an access log output file using the following format:

hhmmss.uname!pname.pid.tid.ctx: total client (Scurrentclientcount), Sevent:

Sprotocol [IP (S$Sclientip)] cltname ($Sclientname) [usrname (Susername) ]
success.

Scurrentclientcount = numeric_value
Current registered clients count

Sevent = enum_value
Valuesare logon|logon With AUTH. |logoff|logoff With AUTH|cleaned.

logon: client login
logon With auTH: client login with authentication required

logoff: client logoff
logof £ with aurh: authenticated client logoff

cleaned: client expired without tpterm.
BBL assists with deletion and recording event.

$protocol = enum_value
NATIVE|TGIOP|/WS|IIOP|JOLT|SALT

e NATIVE: native TUXEDO & COBOL client.

e TGcIOP: nhative CORBA client.

e /ws: workstation & .Net & WSCOBOL client.
110P: iiop CORBA client

JoLT: JOLT client

saLT: SALT client
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Sclientip = string_value

The client IP address (if possible), in IPv4 or IPv6 format.

$clientname = string_value
TPINIT clthame

Susername = string_value
TPINIT USrname

Examples

Listing 2 shows an example access1og file output.

Listing 2 Acceslog File Output Example

112749 .ubuntu! ?proc.31212.3079091888.0: total client (2), logon: NATIVE
cltname () success

112749 .ubuntu! ?proc.31212.3079091888.0: total client (2), logoff: NATIVE
cltname () success

112749 .ubuntu!WSH.31211.3078347248.0: total client (2), logon: /WS IP
(//127.0.1.1:39224), cltname () success

112749 .ubuntu!WSH.31211.3078347248.0: total client (2), logoff: /WS IP
(//127.0.1.1:39224), cltname () success

ULOG File Entry

56

Tuxedo also automatically logs high-water client count to ULOG at each log entry header.
Notes. Inthe ULOG, accesslog(5) output does not include system server, app server
statistics.
highwater and currentclientcount may beempty if it was not printed by BBL.
It inserts aline to the ULOG output file using the following format:

hhmmss.uname!pname.pid.tid.ctx: mm-dd-yyyy: client high water (Shighwater),
total client (Scurrentclientcount)

Listing 3 shows an example ULOG file with added accesslog(5) line.
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Listing 3 Line Added to ULOG File Examples

Accesslog(h)

145622 .ubuntu!tmloadcf.4568.3079399872.-2: 12-17-2008:

(0), total client (0)

/*Not Printed by BBL*/

145625.ubuntu!tmloadcf.4568.3079399872.-2: 12-17-2008:

(), total client ()

client high water

client high water

Shighwater = numeric-value
Total registered clients count ever

Scurrentclientcount = numeric-value
Current registered client count

Environment Variables

The following environment variables should be set and exported:

ALOGPFX
ALOGPFX=string_value

If environment ALoGPFX is not specified, the default $APPDIR/access isused. The date
"mmddyy" (month, day, year) is appended to the log filename prefix. The accesslog

filename length should less then 255 characters.

ALOGRTNSIZE=numeric_value
ALOGRTNSIZE=numeric_value

Specifiesthe accesslog file size. If thefilesizeislarger that the set file size, an additional

accesslog fileis created. The default file sizeis 2GB.

After turning ALOGRTNSIZE On or off, you must reboot Tuxedo.
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Name

compilation—Instructions for compilation of Oracle Tuxedo ATMI system application
components.

Description

In order to compile application clients and servers, and subroutines that are link edited with the
Oracle Tuxedo system, programmers need to know:

e Which header files to include, and the order in which to specify them
e Which environment variables to set and export

e Which utilities are used to compile the application modules

A programmer who has finished writing code modules and is ready to build an executable
program must:

e Compilethe sourcefiles

e Link edit the executables with the required libraries

The Oracle Tuxedo system provides two commands that perform both of these operations for
client and server modules: buildclient () andbuildserver (), respectively. If you run one of
these commandsto perform both operations, be sureto specify, onthe command line, thelibraries
with which your files need to be link edited. (For details, see buildclient (1) Of
buildserver (1) in Oracle Tuxedo Command Reference.)

Link editing must be done by running buildclient Of buildserver, but the system allows
more flexibility about how compiling is done. If you prefer, you can use the compile command
of your choiceto compileyour files, and thenrunbuildclient Of buildserver to performthe
link editing.

Thisrest of this reference page specifies the header files and environment variables required for
various types of programs.

Basic Oracle Tuxedo System

Interms of header file sequence, UNIX header files should always be included before any Oracle
Tuxedo system header files. Commonly used UNIX header filesare stdio.h and ctype.h.

58 File Formats, Data Descriptions, MIBs, and System Processes Reference


{DOCROOT}/rfcm/rfcmd.html
{DOCROOT}/rfcm/rfcmd.html

compilation(5)

Environment Variables
The following environment variables should be set and exported:

TUXDIR
Specifies the topmost directory in which the Oracle Tuxedo system software resides.

PATH
Should include $TUXDIR/bin.
ULOGPFX
Prefix of the filename of the central event log; by default, the value of uL.ocpFx isuLoG.
If... Then you must first set and export the following environment variables
Y ou want to run e TUXDIR—aways required for servers; also required for native
e buildclient (1) clients
+ buildserver (1) » cc—if you want to use a non-default compiler
* CrFLAGS—If you want to specify flags to be passed to the compiler
A default or validation routine e FIELDTBLS—acomma-separated list of field table files
references FML fields + FLDTBLDIR—acolon-separated list of directoriesto search for the
FIELDTBLS
Y ou want to execute a server TUXCONFIG—Tull pathname of the binary configuration file (defaultis
the current directory)
e Security isturned on inyour e APP_PW—application password
application « USR_PW—User password

* You are going to supply input
indirectly (that is, from a source
other than standard input) for any of
the following system-supplied
clients: tmadmin (1), tmconfig
orwtmconfig (see tmconfig,
wtmconfig (1)), or ud or wud
(seeud, wud(1))

Y ou want to execute a Workstation e WSENVFILE—Tfile containing environment variable settings
client +  WSDEVICE—network device to use for connection
*  WSTYPE—workstation machine type
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Note: Moreinformation about these variables can be found in Programming an Oracle Tuxedo
ATMI Application Using C, Programming an Oracle Tuxedo ATMI Application Using
COBOL, and Setting Up an Oracle Tuxedo Application.

After the system has been built with shared libraries and before you execute a client, you must
set avariable that defines the location of the shared libraries.

On this platform . . . Set the following environment variable . . .
All platforms except HP-UX  LD_LIBRARY_ PATH=$TUXDIR/1lib
and AIX

HP-UX SHLIB_PATH=$TUXDIR/1lib

AIX LIBPATH=$TUXDIR/1ib

Note: Moreinformation about optionsfor servers can befound onthe servopts (5) reference
page.

FML Programs

In terms of header file sequence, C programsthat call FML functions should include the
following header files, in the following order:

#include <UNIX header files> (if needed by the application)
#include "fml.h"

Compilation of FML Programs

To compile a program that contains FML functions, execute;
cc pgm.c -I S$TUXDIR/include -L $TUXDIR/lib -1fml -lengine -o pgm
where pgm is the name of the executable file.

If the -1 option is not locally supported, use the following command, instead:

cc pgm.c -I STUXDIR/include STUXDIR/1lib/libfml.a $TUXDIR/lib/libengine.a -o pgm

Note: The order in which the libraries are specified is significant. Use the order given above.

Compiling FML VIEWS

To usethe FML view compiler, execute the following:

viewc view file
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Here view_fileisaset of oneor more files containing source view descriptions.

Note: viewc invokesthe C compiler. The environment variable cc can be used to designate the
compiler to use. The environment variable crracs can be used to passaset of parameters
to the compiler.

Environment Variables for FML

Thefollowing environment variabl es should be set and exported when running an application that

uses FML.

FIELDTBLS
A comma-separated list of field tablefiles.

FLDTBLDIR
A colon-separated list of directoriesto search for the FIELDTBLS.

The following environment variables should be set and exported when executing viewc.

FIELDTBLS
A comma-separated list of field tablefiles.

FLDTBLDIR
A colon-separated list of directories to search for the FIELDTBLS.

VIEWDIR
A directory containing viewfiles; the default is the current directory.

See Also

buildclient (1), buildserver(l), viewc, viewc32 (1)

cc(1), me(1) in aUNIX system reference manual
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Name
pMaDM—Domains administrative server

Synopsis
DMADM SRVGRP = "identifier"
SRVID = "number"
REPLYQ = "N"
CLOPT -3
Description

The Domains administrative server (pmapm) is an Oracle Tuxedo system-supplied server that
provides run-time access to the BbMconF1G file.

pMADM is described in the seErvERS section of the uBsconF1G file asaserver running within a
group, for example, pMapmcrp. There should be only one instance of the pMapwm running in this
group, and it must not have areply queue (REPLYQ must be set to “n”).

The following server parameters can also be specified for the pmapm server in the SERVERS
Section: SEQUENCE, ENVFILE, MAXGEN, GRACE, RESTART, RQPERM, and SYSTEM_ACCESS.

The BpMcoNFIG environment variable should be set to the pathname of the file containing the
binary version of the pmconric file.

Options

CLOPT -3
Used inthe *sErvVERS section of theussconrF1c file. If thisoption is specified, DMADM
usestriple-DES password encryption for greater security. If not specified, DMADM uses
DES password encryption.

Portability

pMaDM IS supported as an Oracle Tuxedo system-supplied server on all supported server
platforms.

Interoperability

pMADM Must beinstalled on Oracle Tuxedo release 5.0 or later; other machinesinthe samedomain
with arelease 5.0 gateway may berelease 4.1 or later.
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Thefollowing exampleillustratesthe definition of the administrative server and agateway
group in the uBeconFIG file. This example uses the cwTpoMAIN gateway process to

provide connectivity with another Oracle Tuxedo domain.

#

*GROUPS

DMADMGRP LMID=machl GRPNO=1
gwgrp LMID=machl GRPNO=2
#

*SERVERS

DMADM SRVGRP="DMADMGRP" SRVID=1001 REPLYQ=N RESTART=Y GRACE=0

GWADM SRVGRP="gwgrp" SRVID=1002 REPLYQ=N RESTART=Y GRACE=0
GWTDOMAIN SRVGRP="gwgrp" SRVID=1003 RQADDR="gwgrp" REPLYQ=Y
RESTART=Y MIN=1 MAX=1

Example 2: Triple-DES Encryption

*SERVERS
DMADM SRVGRP=GROUP4 SRVID=1 CLOPT="-A -- -3"

See Also
dmadmin (1), tmboot (1), DMCONFIG (5), GWADM (5), servopts (5), UBBCONFIG (5)
Setting Up an Oracle Tuxedo Application
Administering an Oracle Tuxedo Application at Run Time
Using the Oracle Tuxedo TOP END Domain Gateway with ATMI Applications

How to Configure Domains Password Security
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Name

DMCONFIG—Text version of a Domains configuration file

Description

A Domains configuration is aset of two or more domains (business applications) that can
communicate and share services with the help of the Oracle Tuxedo Domains component. How
multiple domains are connected and which services they make accessible to each other are
defined in a Domains configuration file for each Oracle Tuxedo domain participating in the
Domains configuration. The text version of a Domains configuration file is known as the
puconFIG file, athough the configuration file may have any name as long as the content of the
file conforms to the format described on this reference page.

The pmconrF1c fileis parsed and loaded into a binary version, called BbMconF1G, by the
dmloadcf (1) utility. Aswith pMconFIG, the BDMCONFIG file may be given any name; the actual
name is the device or system filename specified in the BbmconFIc environment variable. One
BDMCONFIG fileisrequired for each Tuxedo domain participating in a Domains configuration.

The pmconrF1G and BpMcONFIG files are analogous to the uBeconFIG and TuxconrIa files used
to define an Oracle Tuxedo domain. For a description of the uBsconr1c and TuxcoNFIG files,
SEe UBBCONFIG (5).

For additional information pertaining to the omconr1g file, including examples, see
“DMCONFIG(5) Additional Information” on page 102. For a detailed description of the Oracle
Tuxedo Domains component for both ATMI and CORBA environments, see Using the Oracle
Tuxedo Domains Component.

Definitions

64

An Oracle Tuxedo domain is defined as the environment described in a single Tuxconric file.
In Oracle Tuxedo terminology, a domain is the same as an application—a business application.

There is one Domains administrative server (pMapm) process running in each Oracle Tuxedo
domain involved in a Domains configuration. The pmapu is the administrative server for al
domain gateway groups running in a particular Oracle Tuxedo domain.

A domain gateway group consists of an Oracle Tuxedo system gateway administrative server
(cwapm) process and an Oracle Tuxedo system domain gateway process.

An Oracle Tuxedo system domain gateway process provides communication services with a
specific typeof transaction processing (TP) domain; for example, the gwTpoMa IN process enables
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Oracle Tuxedo applications to communicate with other Oracle Tuxedo applications. A domain
gateway relays requests to another domain and receives replies.

A local domain access point isauser-specified logical name representing a set of services of the
Oracle Tuxedo domain that is made availableto other domains (remote domains). A local domain
access point maps to adomain gateway group; both terms are used as synonyms.

A remote domain access point is a user-specified logical name representing a set services of a
remote domain that is made available to the local domain. The remote domain may be another
Oracle Tuxedo application or an application running on another TP system.

A remote service is a service provided by aremote domain that is made available to the local
domain through a remote domain access point and alocal domain access point.

A local serviceisaservice of thelocal domain that is made available to remote domains through
alocal domain access point.

Configuration File Purpose
Y ou use a bMCONFIG file to:

e Define the local domain access points through which application clients on aremote
domain can access services on the local domain

e Definethe local services available through each local domain access point

o Define the remote domain access points through which application clients on the local
domain can access services on aremote domain

o Define the remote services avail able through each remote domain access point

e Map local domain access points and remote domain access points to specific domain
gateway groups and network addresses

Configuration File Format
The omconr1c fileis made up of the following specification sections:

DM_LOCAL (&lso known aspM_LOCAL_DOMAINS)

e DM_REMOTE (&S0 known as pM_REMOTE_DOMAINS)

DM_EXPORT (alSO Known as DM_LOCAL_SERVICES)

DM_TMPORT (alSO KNOWN as DM_REMOTE_SERVICES)

DM_RESOURCES
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® DM_ROUTING
® DM_ACCESS_CONTROL

e DM_TDOMATIN (Section for domain gateways of type TDoOMATN)
e DM_EVT_OUT

® DM_EVT_IN

e DM_dom, Where dom may be any of the following sections for other domain gateway types:
SNACRM, SNASTACKS, SNALINKS, OSITP, OSITPX.

Linesin apMconrIc file beginning with an asterisk (*) indicate the beginning of a specification
section. Each such line containsthe name of the sectionimmediately following the*. The asterisk
isrequired when specifying a section name. The pv_1.0cAL section must precede the oM_REMOTE
section.

This reference page describes how to configure a domain gateway of type Tooma1n (the
TDomain gateway), which isimplemented by the cwrpomaIn gateway process. For information
about how to configure a sNax, osITP, or osITPX domain gateway, see Oracle Tuxedo
Mainframe Adapters documentation.

Parameters are generally specified by: keyworp = value; white space (space or tab character) is
allowed on either side of the equal sign (=). Thisformat sets kEYworD t0 value. Valid keywords
are described below within each section.

Lines beginning with the reserved word peErauLT contain parameter specifications that apply to
al linesthat follow them in the section in which they appear. Default specifications can be used
in all sections. They can appear more than once in the same section. The format for theselinesis:

DEFAULT: [KEYWORD1 = valuel [KEYWORDZ2 = value2 [...]]]

The values set on this line remain in effect until reset by another perauLT line, or until the end

of the section is reached. These vaues can aso be overridden on non-perauLT lines by placing
the optional parameter setting on theline. If on anon-perauLT line, the parameter settingisvalid
for that line only; lines that follow revert to the default setting. If pEFaULT appears on aline by
itself, all previoudy set defaults are cleared and their values revert to the system defaults.

If avalueis numeric, standard C notation is used to denote the base, that is, Ox prefix for base
16 (hexadecimal), O prefix for base 8 (octal), and no prefix for base 10 (decimal). The range of
values acceptable for a numeric parameter are given under the description of that parameter.

If avalueisan identifier (astring value already known to the Oracle Tuxedo Domains
component such as TpoMa1n for the TYpE parameter), standard C rules are typically used. A
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standard C identi fier starts with an aphabetic character or underscore and contains only
alphanumeric characters or underscores. The maximum allowable length of an identifier is 30
bytes (not including the terminating NULL).

Thereis no need to enclose an identifier in double quotes. A value that is neither an integer
number nor an identifier must be enclosed in double quotes.

Input fields are separated by at least one space (or tab) character.
"#" introduces a comment. A newline ends a comment.

Blank lines and comments are ignored.

Comments can be freely attached to the end of any line.

Lines are continued by placing at least one tab after the newline. Comments cannot be continued.

Domains Terminology Improvements

For Oracle Tuxedo release 7.1 or later, the Domains MIB uses improved class and attribute
terminology to describe the interaction between local and remote domains. The improved
terminology has been applied to the pMconFIG (5) reference page, section names, parameter
names, and error messages, and to the pm_m1B (5) reference page, classes, and error messages.

For backwards compatibility, aliases are provided between the pmconrF1c terminology used prior
to Oracle Tuxedo 7.1 and the improved Domains MIB terminology. For Oracle Tuxedo release
7.1 or later, both versions of pmMconF 16 terminology are accepted. The following table showsthe
mapping of the previous and improved terminology for the bmMconr1c file.

Previous Terminology Improved Terminology
Section Name Parameter Name Section Name Parameter Name
DM_LOCAL_DOMAINS DM_LOCAL
DM_REMOTE_DOMAINS DM_REMOTE
DOMAINID ACCESSPOINTID
MAXRDOM MAXACCESSPOINT
MAXRDTRAN MAXRAPTRAN
DM_LOCAL_SERVICES DM_EXPORT
DM_REMOTE_SERVICES DM_TIMPORT
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Section Name Parameter Name Section Name Parameter Name
LDOM LACCESSPOINT
RDOM RACCESSPOINT

For Oracle Tuxedo release 7.1 or later, the dmunloadcf command generates by default a
pMcoNFIG file that uses the improved domains terminology. Use the -c option to print a
pMcoNFIG file that uses the previous domains terminology. For example:

prompt> dmunloadcf -c > dmconfig_prev

DM_LOCAL Section
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This section, al'so known as the pv_r.ocaL_poMaINs section, defines one or more local domain
access point identifiers and their associated gateway groups. The section must have alocal
domain access point entry for each active gateway group defined in the uBeconr1c file. Each
entry specifies the parameters required for the domain gateway process running in that group.

Entries within the pv_r.0car section have the following form:

LocalAccessPoint required parameters [optional_ parameters]

where rocalaccesspoint isthelocal domain access point identifier (logical name) that you
choose to represent a particular gateway group defined in the useconr1c file.
LocalAccessPoint must be unique acrossthelocal and remote domainsinvolved inaDomains
configuration. Asyou will seein the description of the pv_ExpoRT section, you use the local
domain access point to associate local services with the gateway group. The local services
available through the local domain access point will be availableto clientsin one or more remote
domains.

Required parameters for the DM_LOCAL section

GWGRP = identifier
Specifies the name of the domain gateway group (the name provided in the croups
section of the Tuxconr1c fil€) representing this local domain access point. Thereisa
one-to-one rel ationship between alocal domain access point and adomain gateway group.
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TYPE = identifier
Specifiesthetype of domain gateway associated with thislocal domain accesspoint. TYPE
can be set to one of the following values. TDOMAIN, SNAX, OSITP, OF OSITPX.

The TpoMa1In value indicates that thislocal domain access point is associated with a
GWTDOMAIN gateway instance and therefore can communicate with another Oracle Tuxedo
application.

The snax value indicates that thislocal domain access point is associated with acwsnax
gateway instance and therefore can communicate with another TP domain viathe SNA
protocol.

Theos1Tp or os1TPx Valueindicatesthat thislocal domain accesspoint isassociated with
acwosIiTp gateway instance and therefore can communicate with another TP domain via
the OSI TP protocol. The oszTP value indicates the use of the OSI TP 1.3 protocol, and
the os1TPx value indicates the use of the OSI TP 4.0 or later protocol. The oszTPx Value
is supported only by Oracle Tuxedo 8.0 or |ater software.

Domain types must be defined in the puTypE file! $TUXDIR% \udataobj\DMTYPE for
Windows or $TUXDIR/udataobj/DMTYPE for UNIX.

ACCESSPOINTID (also known as poMAINID) = string]1..30]
Used to identify the domain gateway group associated with thislocal domain access point
for purposes of security when setting up connectionsto remote domains. ACCESSPOINTID
must be unique across all local and remote domain access points.

Thevalue of string can beasequence of characters (for example, “Ba . CENTRALO1"), OF
a sequence of hexadecimal digits preceded by ox (for example,
“0x0002FF98C0000B9D6"). ACCESSPOINTID Must be 30 bytes or fewer in length. If the
valueisastring, it must be 30 characters or fewer (counting the trailing NuLL).

Optional parameters for the DM_LOCAL section

The following optional parameters for the pm_1.ocar section describe resources and limits used
in the operation of domain gateways:

AUDITLOG = string[1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
Specifies the name of the audit log file for thislocal domain access point. The audit log
featureisactivated from the dmadmin (1) command and recordsall the operationsfor this
local domain access point. If the audit log feature is active and this parameter is not
specified, the file bMmmddyy . LoG (where mm=month, dg=day, and yy=year) is created in
the directory specified by the $apppIR environment variable or the apppIR parameter of
the macHINES section of the Tuxconric file.

File Formats, Data Descriptions, MIBs, and System Processes Reference 69


{DOCROOT}/rfcm/rfcmd.html

BLOCKTIME = numeric

Specifies the maximum wait time allowed for ablocking call for thislocal domain access
point. The valueis amultiplier of the scanunTT parameters specified in the RESOURCES
section of the Tuxconr1c file. The value sCANUNIT * BLOCKTIME must be greater than
or equal to scanunIT and lessthan 32,768 seconds. If this parameter is not specified, the
default is set to the value of the BL.ockTIME parameter specified in the RESOURCES section
of the Tuxconr1a file. A blocking timeout condition implies that the affected service
request hasfailed.

Note: To enable this feature, you need to export the environment variable
GWT_NW_TIMEOUT With its value set to v.

Be aware that interdomain transactions generate blocking timeout conditions when
transaction duration exceeds BLockTIME. That is, for an interdomain transaction, if the
BLOCKTIME Valueislessthan (a) the TrRanTIME timeout value specified in the sErvICES
section of the Tuxconr1c file or (b) the timeout value passed in atpbegin () call to start
the transaction, the timeout for the transaction is reduced to the BLockTIME value. In
contrast, for intradomain transactions (that is, transactions handled within asingle Oracle
Tuxedo domain), the BLockTIME value specified in the RESOURCES section of the
TUxCoNFIG file has no effect on the timeout of an intradomain transaction.

CONNECTION_POLICY = {ON_DEMAND | ON_STARTUP | INCOMING_ONLY |
PERSISTENT_DISCONNECT}
Specifies the conditions under which the domain gateway associated with this local
domain access point tries to establish connections to remote domains. Supported values
are ON_DEMAND, ON_STARTUP, INCOMING_ONLY, Of PERSTSTENT_DISCONNECT. This
parameter applies only to domain gateways of type TDoMAIN.

A connection policy of on_pemanD means that a domain gateway attempts to establish a
connection with aremote domain only when requested by either a client request to a
remote service or admadmin (1) connect command. The default for
CONNECTION_POLICY iSON_DEMAND. Connection retry processing is not alowed when
the connection policy is ON_DEMAND.

Note: If aewrpoMATN runs on bypass-domain model, on_pemanD should not be
specified; otherwise, itistreated ason_sTarTUP automatically when GwTDoMAIN
starts up, and GWTDOMATN Outputs message "L.IBGWT_CAT XXXX, ON_STARTUP
is applied instead of ON_DEMAND on bypass domain model".

A connection policy of on_sTarTUP meansthat adomain gateway attemptsto establish a
connection with its remote domains at gateway server initiaization time. If
CONNECTION_POLICY iS Set to oN_sTaRTUP, the remote services for a particular remote
domain (that is, services advertised by the domain gateway) are advertised only if a
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connection is successfully established to the remote domain. Thus, if thereis no active
connection to the remote domain, the remote services are suspended. By default, this
connection policy retries failed connections every 60 seconds, but you can specify a
different value for thisinterval using the RETRY_INTERVAL parameter. Also, see the
MAXRETRY parameter.

A connection policy of tncoMING_ONLY means that a domain gateway does not attempt
aninitial connection upon startup and that remote services are initially suspended. The
domain gateway is available for incoming connections from remote domains, and remote
services are advertised when the domain gateway receives an incoming connection or an
administrative connection (using the dmadmin (1) connect command) is made.
Connection retry processing is not allowed when the connection policy is
INCOMING_ONLY.

A PERSISTENT_ DISCONNECT connhection policy means that the local domain rejects
connections from other domains. The domain gateway does not attempt to connect to the
remote domain as well. Related remote service is suspended accordingly. The local
domainisisolated until it is manually changed to another connection policy.

Note: For domain gateways of type rpoma1n running Oracle Tuxedo 8.1 or later
software, coNNECTION_POLICY can be specified on aper remote domain basisin
the pv_TDOMATIN section.

MAXRETRY = {numeric | MAXLONG}
Specifies the number of times that the domain gateway associated with thislocal domain
access point triesto establish connections to remote domains. This parameter appliesonly
to domain gateways of type rpomMaIn and isvalid only when the coNNECTION_POLICY
parameter for this local domain access point is set to oN_sTarTUP. For other connection
policies, automatic retries are disabled.

The minimum value for MAXRETRY is 0, and the maximum value iS MAXL.ONG
(2147483647). maxL.oNG, the default, indicates that retry processing will be repeated
indefinitely, or until a connection is established. Setting MAXRETRY=0 turns off the
automatic retry mechanism.

RETRY_INTERVAL = numeric
Specifies the number of seconds that the domain gateway associated with this local
domain access point waits between automati ¢ attemptsto establish aconnection to remote
domains. This parameter applies only to domain gateways of type TpomaIn and isvalid
only when the conneEcTTON_POLICY parameter for thislocal domain access point is set to
ON_STARTUP. For other connection policies, automatic retries are disabled.
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The minimum value for RETRY_INTERVAL iS 0, and the maximum value is 2147483647.
The default is 60. If MAXRETRY IS Set to 0, setting RETRY_INTERVAL iSnot allowed.

CONNECTION_PRINCIPAL_NAME = string[0..511]

Specifies the connection principal name identifier, which is the principa name for
verifying the identity of the domain gateway associated with thislocal domain access
point when establishing a connection to aremote domain. This parameter applies only to
domain gateways of type TpoMa1n running Oracle Tuxedo 7.1 or later software.

The CONNECTION_PRINCIPAL_NAME parameter may contain a maximum of 511
characters (excluding the terminating NuLL character). If this parameter is not specified,
the connection principal name defaultsto the accesspornT1D string for thislocal domain
access point.

For default authentication plug-ins, if avalueis assigned to the
CONNECTION_PRINCIPAL_ NAME parameter for thislocal domain access point, it must be
the same as the value assigned to the accEsspoINTID parameter for thislocal domain
access point. If these values do not match, the local TDomain gateway process will not
boot, and the systemwill generatethefollowinguserlog (3c) MESSAJe: ERROR: Unable
to acquire credentials.

DMTLOGDEV = string[1..256] (Up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
Specifiesthe Oracle Tuxedo filesystem that contains the Domains transaction log (TL.oG)
for thislocal domain access point. The TL.oG is stored as an Oracle Tuxedo system VTOC
table on the device. If this parameter is not specified, the domain gateway group
associated with thislocal domain access point is not allowed to process requestsin
transaction mode. Multiplelocal domain access pointsfor the same machine can sharethe
same Oracle Tuxedo filesystem, but each local domain access point must haveitsown log
(atable in the pMTLOGDEV) named as specified by the pvTL.OGNAME parameter.

To output tlog information into an Oracle database, you must use the following
DMTLOGDEV String to connect to an Oracle database:

DMTLOGDEV="DB:0Oracle_XA:
Oracle_XA+Acc=P/Scott/*****+SesTm=30+LogDit=/tmp"

oracle_xa isthe published name of the Oracle XA interface. The series of five asterisks
(*) in the bMTLOGDEV String pertains to the encrypting of a password.

DMTLOGNAME = string[l..18]
Specifies the name of the Trog for thislocal domain access point. This name must be
unigque when the same Oracle Tuxedo filesystem (as specified in pMTLOGDEV) is used for
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several local domain access points. If this parameter is not specified, the default is the
string pMTL.oG. The name must be 18 characters or less.

To output tlog information into an Oracle database, pMTLOGNAME must not be empty. If
the TLOGs are stored in the same schema on the same database, the pMTLOGNAME must
be unique for each log. Y ou must make sure that there are no other programs using the
table name DMTL.OGNAME.

DYNAMIC_RAP=value
Specifies whether Dynamic Remote Access Point is alowed or not. bynamIc_rap has
two valid values: YEs, No.
A vEs value indicates Dynamic Remote Access Point is allowed. When thisfeatureis
enabled and all the remote access points that are capable of requesting dynamic
registration, they do not need to be configured in the /pomain configuration.

Note: Beaware that the system is less secure when thisfeature is enabled. Currently,
only the Oracle Tuxedo JCA Adapter can initiate dynamic registration requests.
For more information, refer to Oracle Tuxedo JCA Adapter documentation.

A no value indicates Dynamic Remote Access Point isnot allowed. Thisisthe default
behavior.

DMTLOGSIZE = numeric
Specifiesthenumeric size, in pages, of theTr.oc for thislocal domain access point. It must
be greater than 0 and less than the amount of available space on the Oracle Tuxedo
filesystem. If this parameter is not specified, the default is 100 pages.

MAXRAPTRAN (alSO KnOWn as MAXRDTRAN) = numeric
Specifies the maximum number of domains that can be involved in atransaction for this
local domain access point. It must be greater than 0 and lessthan 32,768. If this parameter
is not specified, the default is 16.

MAXTRAN = numeric
Specifies the maximum number of simultaneous global transactions allowed for thislocal
domain access point. It must be greater than or equal to 0 and less than or equal to the
MAXGTT parameter specified inthe REsourcEs section of the Tuxconr1c file. If MAXTRAN
is not specified, the default is the value of MAXGTT.

MTYPE = string[l..15]
Used for grouping domains so that encoding/decoding of messages can be bypassed
between the machine associated with thislocal domain access point and the machines
associated with the remote domain access points. This parameter applies only to domain
gateways of type TDOMATIN.
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If mTYPE is not specified, the default is to turn encoding/decoding on. If the value set for
themtypE field isthe same in both the ov_1.0caL and the pm_rEMOTE section of a
pMcoNFIG file, data encoding/decoding is bypassed. The value set for mTypE can be any
string value up to 15 charactersin length. It is used only for comparison.

STATISTICS_INTERVAL= numeric

Turns on the statistics gathering feature for the remote domain service call if its number
is greater than zero. numeric specifiestheinterval timeflushing the statisticstrace to the
audit log file. If this parameter isnot specified or set to zero, thisfeatureisturned off. The
unit of this parameter is second.

The format of the information written to the statistics log file is as follows.

# HourMinSec: local domain id: remote domain id: remote service name:
Average response time [ success times, excluding timeout times]
HourMinSec :DOM2 :DOM1 : ToLower:110ms [555 times, excluding 94 timeout]

Note: If you do not specify roowm for remote service in pM_REMOTE_SERVICES Section,
the format is changed to:
HourMinSec :DOM2 : ALLDOM: ToLower:110ms [555 times, excluding 94
timeout]

STATISTICSLOG_PFX= string[0..256]

Specifies the absolute pathname prefix of the statistics log file for thislocal domain
access point. The statistics log feature is activated from the dmadmin (1) command and
records all the service call from thislocal domain access point to remote domain. If the
statistics log feature is active while this parameter is not specified, the file
STAT_LOG_domainid.mmddyy (Wheremm means month, dd means day, and yy means
year) iscreated in the directory that sappPpIR environment variable specifies or the
APPDIR parameter in UBBCONFIG MACHINES Section specifies. The statistics log fileis
created when server cwapu starts up.

Note: If afilenameisspecified, thelognameisspecified_name_domainid.mmddyy.

SECURITY = {NONE | APP_PW | DM_PW}

Specifiesthetype of application security to be enforced for thislocal domain access point.
The securITY parameter currently has three valid values for domain gateways of type
TDOMAIN: NONE, APP_PW, Or DM_PW. ThevalueNoNE (the default) indicatesthat no security
isused. The value app_prw indicates that the application password security isto be
enforced when a connection is established from a remote domain; the application
password is defined in the Tuxconr1c file. The value pv_pw indicates that Domains
password security isto be enforced when a connection is established from aremote
domain; Domains passwords are defined through the dmadmin (1) command.
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The securITY parameter does not apply to domain gateways of type os1Tp. For gateways
of type 0s1TPX, the values NONE or p_pw can be used. For gateways of type snax, the
values NONE Of DM_USER_Pw can be used.

THROUGHGATEWAY = {Y | N}

Specifies the conditions under which the domain gateway associated with this local
domain access point tries to transmit messages. THROUGHGATEWAY=Y indicates that the
local domain access points transmit message through GWTDOMATN; THROUGHGATEWAY=N
indicatesthat the remote serviceinvocation goesthrough roma instead of cgwrpoma1n. The
default value for this parameter is.

Note: THROUGHGATEWAY can be specified only when bypass domain featureis switched
on.

Non-TDomain parameters for the DM_LOCAL section

Thefollowing pM_r.ocar section parameters do not apply to domain gateways of type TpoMaTN
but are included here for compl eteness:

e BLOB_SHM_SIZE = numeric — applicable to domain gateways of type snax

® MAXACCESSPOINT (@S0 known as MAXRDOM) = numeric — applicable to domain gateways
of type ostTP

e MAXDATALEN = numeric — applicable to domain gateways of type ostTp

For detailed descriptions of snax and os1Tp parameters, see Oracle Tuxedo Mainframe Adapters
documentation.

DM_REMOTE Section

This section, aso known as the pv_RrREMOTE_DOMATNS Section, defines one or more remote
domain access point identifiers and their characteristics.

Entries within the pm_remMOTE section have the following form:

RemoteAccessPoint required parameters [optional_ parameters]

where rRemoteAccessPoint isaremote domain access point identifier (logical name) that you
choose to identify each remote domain known to the local Oracle Tuxedo application.
RemoteAccessPoint MuUst be unique across the local and remote domainsinvolved in a
Domains configuration. As you will seein the description of the pm_1MPORT Section, you use a
remote domain access point to associate remote services with a particular remote domain. The
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remote services available through the remote domain access point will be available to clientsin
the local domain through a remote domain access point and alocal domain access point.

Required parameters for the DM_REMOTE section

TYPE = identifier
Specifies the type of local domain gateway needed to communicate with the remote
domain associated with this remote domain access point. TyPE can be set to one of the
following values: TDOMATN, SNAX, OSITP, Of OSITPX.

The rpoMaIN value indicates that alocal instance of the cGwrpomMa1IN process will
communicate with aremote Oracle Tuxedo application.

The snax value indicates that alocal instance of the cwsnax process will communicate
with aremote TP domain via the SNA protocol.

TheostTp valueindicatesthat alocal instance of the cwostTp processwill communicate
with aremote TP domain viathe OS| TP 1.3 protocoal.

The os1TPx value indicates that alocal instance of the cwosITe process will
communicate with aremote TP domain viathe OSI TP 4.0 or later protocol. The osTTPX
value is supported only by Oracle Tuxedo 8.0 or later software.

ACCESSPOINTID (also Known as DOMAINID) = string[l..30]
Used to identify the remote domain associated with this remote domain access point for
purposes of security when setting up a connection to the remote domain. For alocal
domain gateway of type TpoMAIN, thisvalue may also be used by the TDomain gateway
(local instance of the cwTpoMaIN process) as the user 1D for incoming requests from this
remote domain access point connection. ACCESSPOINTID must be unique acrosslocal and
remote domain access points.

ACcESsPOINTID must be 30 bytesor fewer inlength. If thevalueisastring, it must be 30
characters or fewer (counting the trailing nur.). The value of string can be a sequence
of characters or a sequence of hexadecimal digits preceded by 0x.

Optional parameters for the DM_REMOTE section

The following optional parametersfor the oM REMOTE Section describe resources and limits used
in the operation of the local domain gateways:

ACL_POLICY = {LOCAL | GLOBAL}
Specifies the access control list (ACL) policy for this remote domain access point. This
parameter applies only to domain gateways of type TooMaIn running Oracle Tuxedo 7.1
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or later software and domain gateways of type os1Tpx running Oracle Tuxedo 8.0 or later
software.

LocaL meansthat thelocal domain replacesthe credential (identity) of any servicerequest
received from the remote domain with the principal name specified in the
LOCAL_PRINCIPAL_NAME parameter for this remote domain access point. GLOBAL means
that the local domain does not replace the credential received with a remote service
request; if no credential is received with aremote service request, the local domain
forwards the service request to the local service asis (which usually fails). If this
parameter is not specified, the default isLocaL.

Note that the ac1._por.1cy parameter controls whether or not the local domain replaces
the credential of aservice request received from aremote domain with the principal name
specified in the LOCAL_PRINCIPAL_NAME parameter. The CREDENTIAL_POLICY
parameter is related to this parameter and controls whether or not the local domain
removesthe credential from alocal service request before sending the request to aremote
domain.

Note: If acr_poLICY iSLOCAL, the remote domain only works on non-bypass domain
model, even if the gateway is configured as a bypass domain gateway.

LOCAL_PRINCIPAL_NAME = string[0..511]
Theloca principal name identifier (credential) assigned by the local domain to service
requests received from the remote domain when the act._por1cy parameter for this
remote domain access point is set (or defaulted) to n.ocar. This parameter applies only to
domain gateways of type Tpoma1n running Oracle Tuxedo 7.1 or later software and
domain gateways of type ostTpx running Oracle Tuxedo 8.0 or later software.

The LoCAL_PRINCIPAL_NAME parameter may contain a maximum of 511 characters
(excluding the terminating NuLL character). If this parameter is not specified, the local
principal name defaultsto the accesspoINTID string for thisremote domain access point.

CONNECTION_PRINCIPAL_NAME = string[0..511]
Specifies the connection principal name identifier, which is the principal name for
verifying the identity of this remote domain access point when establishing a connection
to thelocal domain. This parameter applies only to domain gateways of type TpoMaIN
running Oracle Tuxedo 7.1 or later software.

The CONNECTION_PRINCIPAL_NAME parameter may contain a maximum of 511
characters (excluding the terminating NuLL character). If this parameter is not specified,
the connection principal name defaults to the accesspoINTID String for this remote
domain access point.
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For default authentication plug-ins, if avalueis assigned to the
CONNECTION_PRINCIPAL_NAME parameter for this remote domain access point, it must
be the same as the value assigned to the accEsspoINTID parameter for this remote
domain access point. If these values do not match, any attempt to set up a connection
between the local TDomain gateway and the remote TDomain gateway will fail, and the
system will generate the following userlog (3c) MESSage: ERROR: Unable to
initialize administration key for domain domain_name.

CREDENTIAL_ POLICY = {LOCAL | GLOBAL}

MTYPE

Specifiesthe credential policy for thisremote domain accesspoint. This parameter applies
only to domain gateways of type TooMaIN running Oracle Tuxedo 8.0 or later software.

rocaL meansthat the local domain removes the credential (identity) from alocal service
request destined for this remote domain access point. cr.oBar, meansthat thelocal domain
does not remove the credential from alocal service request destined for this remote
domain access point. If this parameter is not specified, the default is L.ocar.

Note that the cREDENTIAL_PoLICY parameter controls whether or not the local domain
removesthe credential from alocal service request before sending the request to aremote
domain. The ac1._poLIcy parameter isrelated to this parameter and controls whether or
not the local domain replaces the credential of a service request received from aremote
domain with the principal name specified in the LocAL,_PRINCIPAL_NAME parameter.

= string[l..15]

Used for grouping domains so that encoding/decoding of messages can be bypassed
between the machine associated with this remote domain access point and the machine
associated with the local domain access point. This parameter applies only to domain
gateways of type TDOMATIN.

If MTYPE is not specified, the default is to turn encoding/decoding on. If the value set for
themtyPE field is the same in both the pm_1.0ca1, and the pv_rEMOTE section of a
pMcoNFIG file, data encoding/decoding is bypassed. The value set for uTypE can be any
string value up to 15 characters. It is used only for comparison.

PRIORITY_TYPE ={LOCAL_RELATIVE | LOCAL_ABSOLUTE | GLOBAL}

Note: Itisignored at runtime if GwTpoMAIN runs on bypass-domain model.

INPRIORITY = numeric

Together, the PRIORITY TYPE and INPRIORITY parameters specify the message priority
handling for this remote domain access point. These parameters are supported by Oracle
Tuxedo 8.0 or later software.
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For the PRIORITY_TYPE parameter, the LocAl,_RELATIVE and LOCAL_ABSOLUTE Values
arevalid for al remote domain types; the cr.osar valueisvalid only for remote domains
of type TpoMa1IN. If not set, the PRTORITY_TYPE parameter defaultsto LOCAL_RELATIVE.

PRIORITY_ TYPE=LOCAL_RELATIVE meansthat the priority associated with arequest
from this remote domain access point (for example, viathe tpsprio call) isnot used by
the local domain. Instead, the priority of incoming requests from this remote domain
access point is set relative to the tnpRIORITY Value this value may be greater than or
equal to -99 (lowest priority) and less than or equal to 99 (highest priority), with O being
the default. The setting of INPRIORITY increments or decrements a service's default
priority asfollows: up to amaximum of 100 or down to aminimum of 1, depending on its
sign, where 100 isthe highest priority. For requeststo the remote domain access point, the
priority associated with arequest will accompany the request to the remote domain access
point.

PRIORITY_TYPE=LOCAIL_ABSOLUTE means that the priority associated with a request
from this remote domain access point is not used by thelocal domain. Instead, the priority
of incoming requests from this remote domain access point is set relative to the
INPRIORITY Value; thisvalue may be greater than or equal to 1 (lowest priority) and less
than or equal to 100 (highest priority), with 50 being the default. The setting of
INPRIORITY increments or decrements a service's default priority asfollows: upto a
maximum of 100 or down to aminimum of 1, depending on its sign, where 100 is the
highest priority. For requests to the remote domain access point, the priority associated
with arequest will accompany the request to the remote domain access point.

PRIORITY_TYPE=GLOBAL means that the priority associated with arequest from this
remote domain access point is adjusted by the local domain. The priority of incoming
requests from this remote domain access point is adjusted relative to the INPRIORITY
value; thisvalue may be greater than or equal to-99 (lowest priority) and lessthan or equal
to 99 (highest priority), with O being the default. If INPRIORITY iS Set, the priority
accompanying the incoming request is added to the tnPrRIORITY Value to create an
absolute priority setting for the incoming request. If INPRIORITY iSnot set or is set to O,
the priority accompanying the incoming request is used asis by the local domain. For
requests to the remote domain access point, the priority associated with a request will
accompany the request to the remote domain access point.

Note: Itisignored at runtime if GwTpoMAIN runs on bypass-domain model.
REQUEST_VERSION = { numeric | * } ( 0<=num<=65535)

For each incoming request from the specified remote domain, domain gateway uses this
attribute to map the request version of such incoming request from the specified remote
domain to the configured request version. The domain gateway will change theincoming
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request version if and only if the user configures the REQUEST _VERSION in domain
configuration file; otherwise, the domain gateway will propagate the incoming request
version.

VERSION_POLICY = string_value { PROPAGATE }

It indicates that domain gateway should propagate the request version of the incoming
request from specified remote domains, i.e. the domain gateway should not change the
request version of the incoming request. The VERSION_POLICY will override the
REQUEST_VERSION configuration if both REQUEST _VERSION and
VERSION_POLICY are configured.

Non-TDomain parameters for the DM_REMOTE section

Thefollowing pv_RrREMOTE section parameter does not apply to domain gateways of type TpoMa1n
but isincluded here for completeness:

CODEPAGE = string— applicable to domain gateways of type snax and osITPx

For detailed descriptions of snax and os1Tpx parameters, see Oracle Tuxedo Mainframe
Adapters documentation.

DM_EXPORT Section

This section, aso known as the pv_1.0cAL_SERVICES Section, provides information on the
services exported by each individual local domain access point.

For eachindividual local domain, if this sectionisabsent, or ispresent but thereisnolocal service
exported from the local domain, the local domain access point accepts remote requests for all
services advertised by the local Oracle Tuxedo application. If this section is specified, it should
be used to restrict the set of local servicesthat can be requested from a remote domain.

A local serviceisaservice made availableto one or more remote domainsthrough alocal domain
access point.

Entries within the pm_exporT section have the following form:
service [optional_parameters]

where service istheidentifier name of aparticular local service; it must be 127 characters or
fewer in length. This nameis advertised by one or more servers running within the local Oracle
Tuxedo application.
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A local service made available to one or more remote domains inherits many of its properties
from the servIcEs section of the Tuxconr1c file, or their defaults. Some of the properties that
may beinherited are .0AD, PRT0, AUTOTRAN, ROUTING, BUFTYPE, and TRANTIME.

Optional parameters for the DM_EXPORT section

LACCESSPOINT (also known as.ooMm) = identifier
Specifies the name of the local domain access point exporting this service. If this
parameter is not specified, al local domain access points defined inthe pm_1.0car. section
accept remote requests to thislocal service.

ACL = identifier
Specifies the name of the access control list (ACL) to be used by the local domain access
point to restrict requests made to thislocal service by remote domains. The name of the
ACL isdefined in the bM_AcCESS_CONTROL Section.

conv = {v | n}
Specifies whether (v) or not () thislocal serviceis aconversational service. The default
iSN.

RNAME = string{1..127]
Specifiesan alternativeidentity, or “alias,” for the name of thislocal serviceto theremote
domains. This name will be used by the remote domains to request this service. If this
parameter is not specified, the actual name of thislocal service name—the service
identifier—is the name used by the remote domains to request this service.

Non-TDomain parameters for the DM_EXPORT section

Thefollowing pM_ExPORT section parameters do not apply to domain gateways of type TooMATIN
but are included here for completeness.

e INBUFTYPE = string— applicable to domain gateways of type snax, osITp, and 0SITPX

OUTBUFTYPE = string — applicable to domain gateways of type snax, os1Tp, and
OSITPX

COUPLING = { TIGHT | LOOSE} — applicable to domain gateways of type os1TPx

INRECTYPE = string— applicable to domain gateways of type osITPx

OUTRECTYPE = string— applicable to domain gateways of type ostTPx

For detailed descriptionsof snax, 0os1TP, and os1TPx parameters, see Oracle Tuxedo Mainframe
Adapters documentation.
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This section, also known asthe bM_REMOTE_SERVICES Section, providesinformation on services
imported and available to the local domain through remote domain access points defined in the
DM_REMOTE section. If the pv_1MPoORT section is absent, or is present but empty, no remote
services are available to the local domain.

A remote serviceisaservice made avail ableto thelocal domain through aremote domain access
point and alocal domain access point.

Entries within the pm_1MPORT section have the following form:

service [optional_parameters]

where service isthe identifier name advertised by the local Oracle Tuxedo application for a
particular remote service; it must be 127 characters or fewer in length. A remote service may be
imported from one or more remote domains.

A remote Oracle Tuxedo service made available to the local domain inherits many of its
properties from the servicEs section of the remote Tuxconric file, or their defaults. Some of
the properties that may be inherited are L.oaD, PRIO, AUTOTRAN, ROUTING, BUFTYPE, and
TRANTIME.

Note: If two domains work on bypass-domain model, all parameters in this section associated
with remote domain take effect at connection time. Although they might be changed on
line, they take effect until next connection.

Optional parameters for the DM_IMPORT section

RACCESSPOINT (also known as rbom) =
identifierl|, identifier2|[, identifier3][, identifier4]..[, indentifier 10]
Specifies the remote domain access point through which this service isimported. If a
remote domain access point is specified for this service and alocal domain access point
is specified (using the LaccesspoINT parameter) for this service, only the named local
domain access point is alowed to send local requests to this remote service through the
named remote domain access point.

If aremote domain access point is specified for this service but no local domain access
point is specified, any local domain access point defined in the pi_1.ocAL section having
the same gateway type (TpoMATIN, ...) asthe remote domain access point isallowed to send
local requests to this remote service through the named remote domain access point.

If no remote domain access point is specified for this service and no local domain access
point is specified, any local domain access point defined in the pv_r.ocar section may
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send requests to this service through any remote domain access point defined in the
DM_REMOTE Section.

If you want to configure alternate remote domain access points with the identifier2,
identifier3, identifier4 arguments, you must specify on_sTaArRTUP asthe value of
the coNNECTION_POLICY parameter in the pm_LocAL section. (CONNECTION_POLICY
may also be specified in the pm_Tpoma1n section for an Oracle Tuxedo 8.1 or later
application.) If identifierzisconfigured, it isused for failover: When the remote
domain associated with identifier1 isunavailable, the remote domain associated with
identifier2isused. Si miIarIy, if identifier3 ND identifierd are configured,
they are used for failover: When the remote domains associated with identifieri,
identifier2 and identifier3 areunavailable, the remote domain associated with
identifierd isused.

LACCESSPOINT (also known as.poMm) = identifier
Specifies the name of alocal domain access point that is allowed to send requeststo this
remote service. The gateway group associated with thislocal domain access point
advertisesthe name—the servi ce identifier—of the remote servicein the Oracle Tuxedo
system bulletin board.

BLOCKTIME numeric_value
Specifies the nontransactional client blocking time value, in seconds, per service
indicating the minimum amount of time ablocking API call will delay before timing out
for a particular service. The blocktime value is controlled by the local domain.

This parameter lets the client know that (after a specified time in seconds), no reply has
been received by the server while the service request is still processing.

numeric_value can be between 0 and 32,767 inclusive. If not specified, the default is0
which indicates that the system-wide Br.ockTIME value specified in the uBBcONFIG
RESOURCES section is used for the service.

conv = {v | n}
Specifieswhether (v) or not () thisremote serviceisaconversational service. The default
isN. This parameter must be consistent to the option of service in remote domains - if
remote service is a conversational service, it must be set to Y, and vice versa. A wrong
setting may impact other services that are provided by the same server.

LOAD = numeric

Specifiesthe service load for this remote service. The value must be greater than or equal
to 1 and less than or equal to 32767. The default is 50. Interface |oads are used for load
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balancing purposes, that is, queues with higher enqueued workloads are less likely to be
chosen for a new request.

RNAME = string[1..127]

Specifiesan alternativeidentity, or “aias,” for the name of thisremote serviceto thelocal
domain. This name will be used by the local domain to request this service. If this
parameter is not specified, the actual name of this remote service name—the service
identifier—is the name used by the local domain to request this service.

ROUTING = identifier

Specifies the name of the routing criteria table used for data-dependent routing for this
remote service. When more than one remote domain access point offers the same service,
alocal domain access point can perform data-dependent routing if thisoptional parameter
is specified. If this parameter is not specified, data-dependent routing is not used for this
service.

The identifierisarouTING_cRITERIA_NAME definedinthepm_rouTIne section. The
value of identifier must be 127 characters or lessin length. If multiple entries for the
same service name are included with different remote domain access points (specified
using the RACCESSPOINT parameter), the value of the rRouTING parameter should be the
same for all of these entries.

VERSION_RANGE = string value (0 <= num <= 65535)

Note:

Specifies the version range of the service imported from the remote domain.
string value should be composed of two numeric values and a hyphen (-) in between,
for example, 1-3. If VERSION_RANGE is not specified, the default value will be 0-65535.

The version range had better to be the same asthat of the same servicein remote domain;
otherwise, the service call may fail in remote domain because of the wrong version range.

If the user configuresthe vERSTON_RANGE in DM_REMOTE, thelocal domainwill advertise
this remote service with the configured vErRsTON_RANGE; otherwise, the
VERSION_RANGE Of the imported remote service in the local domain will be till
determined by application level and by the configuration of service group that the domain
gateway server (GWTDOMAIN) belongs to. Therefore, pay attention to the impact on
the imported remote service by the vErRsToN_RANGE configuration of the *Groups and
*RESOURCES if the user does not specify the VERSTON_RANGE in DM_REMOTE.

Non-TDomain parameters for the DM_IMPORT section

Thefollowing pM_1MPORT Section parameters do not apply to domain gateways of type TooMaTN
but are included here for compl eteness:

e INBUFTYPE = string— applicable to domain gateways of type snax, osITp, and 0SITPX
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e OUTBUFTYPE = string— applicable to domain gateways of type snax, os1Tp, and
0SITPX

e AUTOPREPARE = {Y | N} — applicable to domain gateways of type osITPx
e INRECTYPE = string— applicableto domain gateways of type os1TPx
® OUTRECTYPE = string— applicable to domain gateways of type os1TpPx

e TPSUT_TYPE = { INTEGER | PRINTABLESTRING} — applicable to domain gateways of type
OSITPX

e REM_TPSUT = string— applicable to domain gateways of type os1TPx

For detailed descriptions of snax, 0sITP, and osITPx parameters, see Oracle Tuxedo Mainframe
Adapters documentation.

DM_RESOURCES

Thisoptional section isused for defining global Domains configuration information, specifically
a user-supplied configuration version string. Thisfield is not checked by the software.

The only parameter for the bM_RESOURCES Section is:
VERSION = string

where stringisafield in which users can enter aversion number for the current pMconr1c file.

DM_ROUTING Section

This section provides information for data-dependent routing of local service requests using
FML, FML32, VIEW, VIEW32, RECORD, X_C_TYPE, X_COMMON, or XML typed buffers
to one of severa remote domains offering the same service.

Entries within the pm_rouTIne section have the following form:
ROUTING_CRITERIA_NAME required_parameters

where ROUTING_CRITERIA_NAME iSthe identifier Nname assigned to the RouTING parameter
for the particular serviceentry intheom_1MPORT Section. ROUTING _CRITERIA_NAME must be 127
characters or lessin length.
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Required parameters for the DM_ROUTING section

FIELD = identifier

Specifiesthe name of therouting field. It must be 254 characters or less. It isassumed that
thevalueof identifierisoneof thefollowing: afield namethat isidentifiedinan FML
fieldtable (for FML and FML 32 buffers); an XML element or element attribute (for XML
buffers); or an FML view table (for VIEW, X_C_TYPE, or X_COMMON buffers). Two
environment variables, FLDTBLDIR and FIELDTBLS Of FLDTBLDIR32 and FIELDTBLS32,
are used to locate FML field tables. Similarly, two environment variables, viEwpIir and
VIEWFILES Or VIEWDIR32 and VIEWFILES32, are used to locate FML view tables. If a
fieldinan FML or FML32 buffer is used for routing, the value of that field must be a
number less than or equal to 8191. To enable XML based DR, F1ELD must be “ xpaTH”.

An XML element content encoded in UTF-8 can be used for routing. When used for

routing, the element content cannot contain character references, entity references, or
CDATA sections. An XML element attribute encoded in UTF-8 can also be used for
routing if the element to which the attribute belongs is defined.

When XML documents are being routed on the basis of element content or element
attribute, the r1ELD parameter must be defined with the following syntax:

FIELD = “root_element[/child element] [/child _element][/. . .][/@attribute name]”

The value of rF1ELD specifies the name of arouting element or an element attribute. It is
assumed that the value of root_element isan element type (or name) or an element
attribute namefor an XML document or datagram. Thisinformation isused to identify the
element content or element attribute value for data-dependent routing while sending a
document or datagram. The element name and attribute name combined may contain no
more than 30 characters. Because indexing is not supported, the Oracle Tuxedo system
recognizes only the first occurrence of a given element type when processing an xmL
buffer for data-dependent routing.

XML gtrictly defines the set of characters that may be used in an attribute name. An
attribute name must be a string consisting of asingleletter, underscore, or colon, followed
by one or more name characters. Both element names and attribute names are
case-sensitive.

Y ou can find more information about XML on the World Wide Web Consortium Web site
al http://www.w3c.org/XML.

FIELDTYPE = type
Indicatesthetype of routing field specified inthe FELD parameter. This parameter isused
only for routing XML buffers. The value type can be set to one of the following: cHAR,
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SHORT, LONG, FLOAT, DOUBLE, XPATH, Of STRING. The default type of the routing field is
STRING. To enable XML based DDR, FIELDTYPE must be XPATH.

An XML element content and attribute value encoded in UTF-8 can be used for routing if
they can be converted to the data type specified by the FIELDTYPE parameter.

RANGES = “string]1..4096]~
Specifies the ranges and associated remote domains access point names for the routing
field. string must be enclosed in double quotes. The format of stringisa
comma-separated ordered list of pairs, where each pair consists of arange and amaximum
of ten semicolon-separated remote domain access points separated by a colon (:); for
example,
RANGES = “MIN-1000:001,1001-3000:002;b03,*:b04".

A rangeisasingle value (signed numeric value or character string in single quotes), an
xpath expression, or arange of theform*“ 1ower - upper” (Where 1ower and upper are
both signed numeric values or are both character stringsin single quotes). Note that the
xpath expression should be enclosed by single quotation marks and abide by XML Path
Language (XPath) Version 1.0 (http://www.w3.org/ TR/xpath/). Also note that the value
of 1ower must be less than or equal to the value of upper.

To embed asingle quote in a character string value (asin o' Brien, for example), you
must precede it with two backslashes (0\\ 'Brien).

The value M1N can be used to indicate the minimum value for the data type of the
associated r1ELD; for strings and carrays, it isthe NuLL string; for character fields, it isO;
for numeric values, it is the minimum numeric value that can be stored in the field.

The value Max can be used to indicate the maximum value for the data type of the
associated F1ELD; for stringsand carrays, it is effectively an unlimited string of octal-255
characters; for acharacter field, it isasingle octal-255 character; for numeric values, it is
the maximum numeric value that can be stored in the field. Thus, “mMINn - -5" isall
numberslessthan or equal to-5and“6 - mMax” isall numbers greater than or equal to 6.
Themeta-character » (wildcard) inthe position of arangeindicatesany valuesnot covered
by the other ranges previously seen in the entry; only one wildcard rangeis allowed per
entry and it should be last (ranges following it will be ignored).

A numeric routing field must have numeric range values and a string routing field must
have string range values. String range values for string, carray, and character field types
must be placed inside a pair of single quotes and cannot be preceded by a sign. Short and
long integer values are a string of digits, optionally preceded by a plus or minus sign.
Floating point numbers are of the form accepted by the C compiler or atof (3): an
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optional sign, then astring of digitsoptionally containing adecimal point, then an optional
e or & followed by an optional sign or space, followed by an integer.

When afield value matches arange, the associated remote domain access point indicates
the remote domain to which the request should be routed. A remote domain access point
valueof “ =" indicatesthat the request can go to any remote domain known by the gateway

group.

Data dependent routing has been extended to support routing requests to more than one
remote domain. Each range of values can be configured with a maximum of ten remote
domains. To choose atarget remote domain (RDOM) from the candidate remote domains
list, the policies are summarized as following points.

— Thelatest used RDOM inthelist is checked first. If thisRDOM isin connected status,
it wins.

— If the RDOM mentioned aboveis not available, the one next to it is checked. Repeat
this step until get a connected RDOM as the winner.

— If all the RDOMsinthelist are not available in the step above, the one next to the
latest used RDOM is selected to have atry. A success call to thisRDOM is not
guaranteed (For example, when connection policy is on_bemaND, the first tpcall may be
failed if the selected RDOM is down).

Configuration rules are as follows:

— If only one remote domain or "*" is configured for arange of values, both the
configuration and behavior will be completely the same as those without DDR high
availahility feature added since 12cR1.

— If multiple remote domains are configured for arange of values, DDR high availability
is enabled automatically.

— The delimiter between remote domains is semicolon.

— If the number of remote domains configured for a single range of values exceeds ten, it
causes error report and binary format configuration file (BbMcoNFIG) is not generated.

— If there are duplicated remote domains configured for a single range of values, it causes
error report and binary format configuration file (BDMCONFIG) IS not generated.

— For the string of remote domain list, it is not allowed to configure any kinds of spaces
and empty domain name. Trailing delimiter is also not allowed.

The following example shows a correct configuration:

"1000-5000 : RDOM1 ; RDOM2 ; RDOM3"
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The following examples show some incorrect configurations:
"1000-5000:RDOM1, RDOM2 , RDOM3" - invalid delimiter

"1000-5000:RDOM1 ; RDOM2 ; RDOM3 ; RDOM4 ; RDOMS5 ; RDOM6 ; RDOM7 ; RDOM8 , RDOM9 ; RDO
M10;RDOM11" - upper limit of remote domainsis exceeded

"1000-5000:RDOM1; RDOM2;RDOM3" - blanks/spaces/tabs are not allowed
"1000-5000:RDOM1 ; RDOM2 ; RDOM3 ; " - trailing delimiter is not allowed
"1000-5000:RDOMI ; ; RDOM3" - empty remote domain

"1000-5000:RDOM1 ; RDOM1 ; RDOM3" - duplicate remote domain

BUFTYPE = “typel[: subtypell, subtype2...]|[; type2[:subtype3[,... 1] .. ."
A list of types and subtypes of data buffersfor which thisrouting entry isvalid. The types
arerestricted to FML, FML32, VIEW, VIEW32, RECORD, X_C_TYPE, X_COMMON, Or XML. NO
subtype can be specified for type FuL, FML32, Or xML; Subtypes are required for types
VIEW, VIEW32, RECORD, X_C_TYPE, and x_comMmon (“*” isnot allowed). Duplicate
type/subtype pairs cannot be specified for the same routing criteria name; more than one
routing entry can have the same criterianame as long as the type/subtype pairs are unique.
Thisparameter isrequired. If multiple buffer typesare specified for asinglerouting entry,
the data types of the routing field for each buffer type must be the same.

If thefield value is not set (for FML or FML32 buffers), or does not match any specific
range and awildcard range has not been specified, an error is returned to the application
process that requested the execution of the remote service.

To route rRECORD buffer, you should define the value of the F1ELD parameter with the
following syntax: FIELD=" [groupnamel .groupname2 . . .groupnameN. ] itemname".
FIELD must be 254 characters or less. groupname isthe name of group in copybook
definition.

DM_ACCESS_CONTROL Section

This section specifies one or more access control list (ACL) names and associates one or more
remote domain access points with each specified ACL name. Y ou can use the AcL parameter in
the bM_ExPORT section by setting acL=acr,_namE to restrict access to alocal service exported
through a particular local domain access point to just those remote domain access points
associated with the acr,_name.

Entries within the pv_access_conTroL section have the following form:

ACL_NAME required_parameters
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where acr,_name is an identifier value used to specify an access control list; it may contain no
more than 15 characters.

The only required parameter for the bM_ACCESS_CONTROL Sectionis:
ACLIST = identifier|, identifier]

where an acLIsT is composed of one or more remote domain access point names separated by
commas. The wildcard character (*) can be used to specify that all remote domain access points
defined in the pM_rREMOTE Section can access a particular local service exported through a
particular local domain access point.

Note: In bypass domain mode, if this section is given, the services associated with ACL
parameter in pv_EXPORT Section isonly exported to those remote domains that are
specified in the access list(s).

DM_TDOMAIN Section

This section defines the network-specific information for TDomain gateways. The bM_TDOMAIN
section should have an entry per local domain access point if requests from remote domains to
local services are accepted through that local domain access point, and at least one entry per
remote domain access point if requests from the local domain to remote services are accepted
through that access point.

Theov_tpoMaInN section isused to configure the following network properties for an access
point entry:

e For alocal domain access point entry, specify the network address to be used for listening
for incoming connections.

e For aremote domain access point entry, specify the destination network address to be used
when connecting to the remote domain associated with that access point.

e For alocal or remote domain access point entry, specify the conditions under which the
TDomain gateway tries to establish connections. This optional configuration is available
only to Oracle Tuxedo 8.1 or later applications.

e For alocal or remote domain access point entry, specify whether the TDomain gateway
sends keepalive messages on the connection to the remote domain. This optional
configuration is available only to Oracle Tuxedo 8.1 or later applications.

Entries within the pm_Tpoma1N section have the following form:

AccessPoint required_parameters [optional_parameters]
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where Accesspoint isanidentifier value used to identify either alocal domain access point or
aremote domain access point. The accesspoint identifier must match a previously defined
local domain access point inthepM_r.ocar section or apreviously defined remote domain access
point in the pM_REMOTE Section.

Required parameters for the DM_TDOMAIN section

NWADDR = string[1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)

Specifies the network address associated with thislocal or remote domain access point.
For alocal domain access point, this parameter supplies the address to be used for
listening for incoming connections from other Oracle Tuxedo applications. For aremote
domain access point, this parameter supplies the destination address to be used when
connecting to the Oracle Tuxedo application associated with the remote domain access
point. The value of this parameter must be unique across all pM_TpoMAIN entries.

If stringhastheform “oxhex-digits” Or “\\xhex-digits”, it must contain an even
number of valid hexadecimal digits. Theseforms are translated internally into a character
array containing TCP/IP addresses. Thevalue of string may also berepresentedin either
of the following forms as shown in Table 11.

Table 11 Ipv4, IPv6, and SDP Address Formats

IPv4

IPv6 Sbp

//IP:port //[IPv6 address] :port sdp://IB_IP:port

//hostname:port_number //hostname:port_number

//#.#.#.#:port_number Hex format is not

supported

hostname isresolved to a TCP/IP host address at the time the address is bound using the
locally configured name resolution facilities accessed viagethostbyname(3c). For [Pv4,
thestring #. #. #. # isthedotted decimal format where each # representsadecimal number
in the range 0 to 255.

port_number iSadecima number in the range 0 to 65535.

Note: Some port numbers may be reserved for the underlying transport protocols (such
as TCP/IP) used by your system. Check the documentation for your transport
protocols to find out which numbers, if any, are reserved on your system.
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Optional parameters for the DM_TDOMAIN section

NWDEVICE = string[1..78]
Specifiesthe network device to be used when binding to the network address of thislocal
or remote domain access point. For alocal domain access point, this attribute specifiesthe
deviceto be used for listening. For a remote domain access point, this attribute specifies
the device to be used when connecting to the remote domain access point.

The nwpEVICE parameter is not required. In earlier releases, if the networking
functionality is TLI-based, the network device name must be an absol ute pathname.

CMPLIMIT = numeric
Specifies the compression threshold to be used when sending data to this remote domain
access point. Thisparameter isrelevant only to remote domain access points. Itsminimum
valueisO, and itsmaximum valueis2147483647. Thedefault is2147483647. Application
buffers larger than the cvpr.IM1IT Value are compressed.

MINENCRYPTBITS = {0 |40 |56 | 128|256}
Specifies the minimum level of encryption required when establishing a network link to
the remote domain associated with this remote domain access point. This parameter is
relevant only to remote domain access points.

A value of 0 means no encryption, while avalue of 40, 56, 128, or 256 specifiesthe
encryption key length (inbits). Thedefaultiso. If theminimum level of encryption cannot
be met, link establishment fails.

Note: Thelink-level encryption value of 40 bitsis provided for backward compatibility.
256-bit encryption is currently possible only when using SSL.
Oracle Tuxedo does not support 0-hit, 40-bit, or 56-bit encryption keysfor SSL inthis
release. The minimum encryption key sizeis 112. If min-max valueis configured
with 40 or 56, then 112 will be used by default.

MAXENCRYPTBITS = {0 | 40 | 56 | 128|256}
Specifies the maximum level of encryption alowed when establishing a network link to
the remote domain associated with this remote domain access point. This parameter is
relevant only to remote domain access points.

A vaue of 0 means no encryption, while avalue of 40, 56, 128 or 256 specifiesthe
encryption key length (in bits). The default is 128.

Note: Thelink-level encryption value of 40 bitsis provided for backward compatibility.
256-bit encryption is currently possible only when using SSL.
A 0-bit maximum encryption level is not allowed when using SSL.
Oracle Tuxedo does not support O-bit, 40-bit, or 56-bit encryption keysfor SSL inthis
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release. The minimum encryption key sizeis 112. If min-max value is configured
with 40 or 56, then 112 will be used by default.

NWPROTOCOL = {LLE | SSL | SSL_ONE_WAY}
Specifies SSL, LLE, or one-way SSL encryption. The default valueis LLE. The ssL
option requires the domains at both end of the connection to authenticate each other; the
SSL_ONE_WAY option does not.

If ss1._oNE_way is set, the domain that accepts an SSL connection needs to authenticate
itself to the domain that initiates the connection using an SSL certificate. Theinitiating
domain does not need to authenticate itself to the other domain. Thisvalueis mainly
intended for use with a cONNECTTON_POLICY t0 INCOMING_ONLY, and should only be set
when the domain that accepts incoming connections does not need to authenticate
connecting domains.

Note: If NwPROTOCOL iSNnot Set or is set to LLE and SSI._RENEGOTIATION iSSettoa
non-zero value, dmloadcf prints awarning message.

SSL_RENEGOTIATION numeric
Specifies the renegotiaton interval (in seconds) for SSL information. It must be greater
than or equal to 0 and less than or equal to 2,147,483,647. The default value is O (which
indicates that no renegotiation takes place).

Note: If NwPROTOCOL iS not Set or set to LLE and SSIL_RENEGOTIATION IS Setto a
non-zero value, dmloadcf prints awarning message.

CONNECTION_POLICY = {LOCAL | ON_DEMAND | ON_STARTUP | INCOMING_ONLY |

PERSISTENT DISCONNECT}
Specifies the conditions under which the TDomain gateway associated with thislocal or
remote domain access point tries to establish connections. Supported values are LocaL,
ON_DEMAND, ON_STARTUP, INCOMING_ONLY Of PERSISTENT_DISCONNECT (for remote
domain access point only). Locar is relevant only to remote domain access points.

The cONNECTION_POLICY parameter isavailable in the pm_tpomaIn section when
running Oracle Tuxedo 8.1 or later software. Its value in the pm_TpomaIn section for a
particular local or remote domain access point takes precedence over its global valuein
the pM_r.ocar section. The ability to override the global connection policy enablesyou to
configure connection policy on aper TDomain session basis.

Specifying no connection policy for alocal domain access point defaults to the global
connection policy specified in the pM_r.ocar section. If you choose to specify a global
connection policy in the bmM_TpoMAIN section, do not specify a global connection policy
in the pM_r.oCAL section.
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A connection policy of LocaL meansthat aremote domain access point acceptsthe global
connection policy defined inthepm_1r.o0cat section. LocalL isthe default connection policy
for remote domain access points. Excluding r.ocat, the connection policy value for a
remote domain access point takes precedence over the connection policy valuefor alocal
domain access point.

A connection policy of on_DEMAND means that the TDomain gateway attempts a
connection only when requested by either a client request to aremote service or a
dmadmin (1) connect command. Connection retry processing is not allowed when the
connection policy iS ON_DEMAND.

Note: If agwrDoMAIN runson bypass-domain model, on_peManD should not be
specified; otherwise, itistreated ason_sTarTUP automatically when GwTDoMAIN
starts up, and GWTDOMAIN OUtpUtS MeSsage "LIBGWT CAT XXXX, ON_STARTUP
is applied instead of ON_DEMAND on bypass domain model".

A connection policy of on_sTarTup means that the TDomain gateway attempts to
establish aconnection at gateway server initialization time. For on_sTarTup, the remote
services for a particular remote domain (that is, services advertised by the TDomain
gateway) are advertised only if aconnection is successfully established to the remote
domain. Thus, if there is no active connection to the remote domain, the remote services
are suspended. By default, this connection policy retries failed connections every 60
seconds, but you can specify adifferent valuefor thisinterval usingthe RETRY_INTERVAL
parameter in the pM_TpomMaTN section. Also, see the MAXRETRY parameter in this section.

A connection policy of IncoMING_oNLY means that the TDomain gateway does not
attempt aninitial connection upon startup and that remote servicesareinitially suspended.
The TDomain gateway is available for incoming connections from aremote domain, and
remote services are advertised when the gateway receives an incoming connection or an
administrative connection (using the dmadmin (1) connect command) is made.
Connection retry processing is not allowed when the connection policy is
INCOMING_ONLY.

A connection policy of PERSISTENT DISCONNECT Mmeansthat theincoming connections
from aremote domain are rejected. The local domain will not attempt to connect to the
remote domain. Related remote service is suspended accordingly. The local domainis
isolated until it is manually changed to another connection policy.

Note: TheprersIsTENT DIscoNNECT policy canonly be used for aremote access point
in the pM_TDOMAIN Section.
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FAILOVERSEQ = -1 <= num<= 32767
Specifiesthe failover sequence and establishes the primary record for a TDomain session
between remote and local access pointsin Tuxedo release 9.0 and later. The TDomain
session record with the lowest FATL.OVERSEQ number is the primary record for that
session. If not specified, FATL.OVERSEQ defaultsto -1.

Thereis only one primary record for a TDomain session, all remaining records for the
same TDomain session are called secondary/backup records. With the exceptions of
NWADDR, NWDEVICE, and FAILOVERSEQ, the primary record isthe sourcefor all TDomain
session configuration parameters and attributes. All other parameters and attributeslisted
in secondary/backup records are ignored.

Based on the connECcTTON_POLICY attribute you select, the local domain will try to
connect to a TDomain session’s primary record. If the primary record fails to connect, it
will then try to connect to the next sequential secondary/backup record. If all secondary
record connections fail, it will retry the primary record information at a later time as
determined by RETRY_INTERVAL until MAXRETRY is exhausted.

LACCESSPOINT (also known as.oom) = “ string~[1..30]
Specifies the name of alocal domain access point listed in the pM_1.0car section of the
DMCONFIG file in Tuxedo release 9.0 and later. The LACCESSPOINT parameter is used
exclusively to define TDomain session gateways and can contain only one local domain
access point asitsvaue.

If not specified, LaccEsspoINT defaultsto**” and the TDomain session will connect to
all local domain access pointslisted inthe pv_rocarL section. Y ou can substitute L.oom for
the LACCESSPOINT parameter.

Note: racceEsspoInNT can aso useregular expression valuesto define multiple local
domain access points. When the pmconr1c fileis compiled using dmloadcf, the
regular expression values are expanded to their full local domain namesin the
BDMCONFIG file. LacceEsspoINT can only use regular expressionsin the
DMCONFIG file.

[MAXRETRY = {numeric | MAXLONG}
Specifies the number of times that the TDomain gateway associated with thislocal or
remote domain access point tries to establish a connection. This parameter isavailablein
the pv_TpoMATN Section when running Oracle Tuxedo 8.1 or later software, and isvalid
when the connECTTON_POLICY parameter for thisaccess point is set to on_sTarTUP. For
other connection policies, automatic retries are disabl ed.
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The minimum value for MAXRETRY iS 0, and the maximum value iS MAXL.ONG
(2147483647). Mmax1.0NG, the default, indicates that retry processing will be repeated
indefinitely, or until a connection is established.

RETRY_INTERVAL = numeric
Specifies the number of seconds that the TDomain gateway associated with thislocal or
remote domain access point waits between automatic attempts to establish a connection.
This parameter is available in the pm_TpoMaIN section when running Oracle Tuxedo 8.1
or later software, and is valid when the conNECTION_POLICY parameter for this access
point is set to on_sTarTUP. For other connection policies, automatic retries are disabled.

The minimum value for RETRY_INTERVAL is 0, and the maximum value is 2147483647.
The default is 60. If MAXRETRY iS Set to 0, setting RETRY_INTERVAL iS not allowed.

TCPKEEPALIVE = {LOCAL | NO | YES}
Enables TCP-level keepalive for thislocal or remote domain access point. Supported
values are LocaL, N (no), or v (yes). LocAL isrelevant only to remote domain access
points.

The TCPKEEPALIVE parameter appliesonly to domain gateways of type TDoMAIN running
Oracle Tuxedo 8.1 or later software. Its value for aremote domain access point takes
precedence over itsvaluefor alocal domain access point. The ability to override thelocal
domain access point value enables you to configure TCP-level keepalive on aper remote
domain basis.

A value of Locar means that a remote domain access point accepts the TCP-level
keepalive value defined for the local domain access point. L.ocar isthe default TCP-level
keepalive value for remote domain access points.

A value of No means that TCP-level keepaliveis disabled for this access point. n is the
default TCP-level keepalive value for local domain access points.

A value of YEs means that TCP-level keepalive is enabled for this access point. When
TCP-level keepalive is enabled for a connection, the keepalive interval used for the
connection isthe system-wide value configured for the operating system’ s TCP keepalive
timer. Thisinterval is the maximum time that the TDomain gateway will wait without
receiving any traffic on the connection. If the maximum time is exceeded, the gateway
sends a TCP-level keepalive request message. If the connection is still open and the
remote TDomain gateway is still alive, the remote gateway responds by sending an
acknowledgement. If the local TDomain gateway does not receive an acknowledgement
within afixed period of time of sending the request message, it assumes that the
connection is broken and rel eases any resources associated with the connection.
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Not only does TCP-level keepalive keep Oracle Tuxedo interdomain connections open
during periods of inactivity, but it also enable TDomain gateways to quickly detect
connection failures.

Note: The TcPKEEPALIVE and DMKEEPALIVE parameters are not mutually exclusive,
meaning that you can configure an interdomain connection using both
parameters.

DMKEEPALIVE = numeric
Controls application-level keepalive for thislocal or remote domain access point. This
value must be greater than or equal to -1 and less than or equal to 2147483647. The value
-lisrelevant only to remote domain access points.

The pMKEEPALIVE parameter applies only to domain gateways of type TpoMATN running
Oracle Tuxedo 8.1 or later software. Its value for aremote domain access point takes
precedence over itsvalue for alocal domain access point. The ability to override the local
domain access point value enables you to configure application-level keepalive on a per
remote domain basis.

A value of -1 means that a remote domain access point accepts the application-level
keepalive value defined for the local domain access point. -1 is the default
application-level keepalive value for remote domain access points.

A value of 0 means that application-level keepalive is disabled for this access point. O is
the default application-level keepalive value for local domain access points.

A value greater than or equal to 1 and less than or equal to 2147483647, in milliseconds,
currently rounded up to the nearest second by the Domains software, means that
application-level keepaliveis enabled for this access point. The time that you specify is
the maximum time that the TDomain gateway will wait without receiving any traffic on
the connection. If the maximum time is exceeded, the gateway sends an application-level
keepalive request message. If the connection is still open and the remote TDomain
gateway is still alive, the remote gateway responds by sending an acknowledgement. If
the local TDomain gateway does not receive an acknowledgement within a configurable
period of time (see the DMKEEPALTIVEWAIT parameter) of sending the request message, it
assumes that the connection is broken and releases any resources associated with the
connection.

Not only does application-level keepalive keep Oracle Tuxedo interdomain connections
open during periods of inactivity, but it also enable TDomain gateways to quickly detect
connection failures.
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Note: The pMKEEPALIVE and TCPKEEPALIVE parameters are not mutually exclusive,
meaning that you can configure an interdomain connection using both
parameters.

DMKEEPALIVEWAIT = numeric
Specifies the maximum time for thislocal or remote domain access point that the
TDomain gateway will wait without receiving an acknowledgement to a sent keepalive
message. This value must be greater than or equal to 0 and less than or equal to
2147483647, in milliseconds, currently rounded up to the nearest second by the Domains
software. The default is 0. This parameter applies only to domain gateways of type
TDOMAIN running Oracle Tuxedo 8.1 or later software.

If omxeEEPALTVE iSO (keepalive disabled) for thisaccess point, setting DMKEEPALTVEWAIT
has no effect.

If DMKEEPALIVE iS enabled for this access point and DMKEEPALIVEWAIT iS Set to avaue
greater than pMKEEPALIVE, the local TDomain gateway will send more than one
application-level keepalive message before the DMKEEPALTIVEWAIT timer expires. This
combination of settingsis allowed.

If purkEEPALIVE iS enabled for this access point and DMKEEPALIVEWATIT iS Set to 0,
receiving an acknowledgement to a sent keepalive message is unimportant: any such
acknowledgement isignored by the TDomain gateway. The gateway continuesto send
keepalive messages every time the DMKEEPALIVE timer times out. Use this combination
of settings to keep an idle connection open through a firewall.

MAC={OFF | ON | MANDATORY }
Relevant to remote domain access points only. Specifieswhether to activate MAC feature
when connecting to the remote domain. Supported values are orF, ON, MANDATORY. For
more information, see Denial-of-Service (DoS) Defense, in Introducing ATMI Security.

MACLEVEL={0]|1]2|3}
Relevant to remote domain access points only. Specifiesthe MAC protection level for the
entire message. For more information, see Denial-of-Service (DoS) Defense, in
Introducing ATMI Security.

THROUGHGATEWAY = {Y|N}
Specifies the conditions under which the TDomain gateway associated with this local
domain access point or remote domain access point tries to transmit messages.
THROUGHGATEWAY'S Value in the pM_tpoma1n section for a particular local or remote
domain access point takes precedence over its global valuein the pm_r.ocar section. The
ability to override the global THrROUGHGATEWAY policy enables you to configure it on a
TDomain session basis.
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TLSversion = {TLSv1.2|TLSvl1.1|TLSv1.0}
Specifies the Transport Layer Security (TLS) version.

Multiple entries for the same access point in the DM_TDOMAIN section

If thispm_TpoMaIN entry isalocal domain access point (as specified in the pv_rocaL section),
itsnwaDDR isanetwork address to be used to listen for incoming connections. Entries associated
with alocal domain access point can be specified more than oncein the pv_TpoMaIN section, to
allow for migration of the services associated with alocal access point to another machinein the
Oracle Tuxedo domain.

Entries associated with aremote domain access point (as specified in the pv_REMOTE section) can
al so be specified more than once in the pm_TpoMaIN Section. If FATLOVERSEQ iS not specified,
thefirst entry isconsidered to be the primary address, which meansitsNwaDDR isthefirst network
address tried when a connection is being attempted to the remote domain access point. The
second entry is considered to be the secondary address, which means its nwappr is the second
network address tried when a connection cannot be established using the primary address.

Note: If the FATLOVERSEQ parameter is used, it determines the primary and secondary
addresses for TDomain session connection policies.

If thispM_TpoMATN entry isanother occurrence of aremote domain access point, the entry points
to asecondary remote gateway that must reside in a different Oracle Tuxedo domain than the
Oracle Tuxedo domain in which the primary remote gateway resides. The secondary and primary
remote gateways must have the same accesspoINTID defined in the pm_rocar section of their
associated pmconr1G files; this arrangement is often referred to as ami rrored gateway. This
feature is not recommended for use with transactions or conversations. In addition, the mirrored
gateway is not recommended for use when the primary remote gateway is available.

Note: For multiple entries of alocal or remote domain access point in the pv_TpoMaTN section,
only the multiple instances of the NwADDR parameter are read by the Domains software.
For multiple instances of any other parameter, only the first instance of the parameter is
read by the Domains software; all other instances are ignored.

DM_EVT _OUT Section

This section providesinformation for the eventsinlocal domain, which can be sent out to remote
domain access point. Entries within pv_evT_out section have the following form:

event_name [optional_ parameters]

where event_name iSthe identifier name of a particular local event.
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Optional Parameters for the DM_EVT_O0UT Section

LACCESSPOINT = identifier
Specifies the name of alocal domain access point that is allowed to send this event to
remote domains. The type of local domain must be Tpoma1n. If not specified,
LACCESSPOINT Of current event will be set as* =" by default, which means all local
domain access points listed in the pm_1.0ca1, section.

RACCESSPOINT =
identifierl(,identifier2][,identifier3][, identifier4]..[identifierl0]
Specifies the remote domain access point, which this event is sent to. The remote domain

type must be Tpoma1n. If aremote domain access point is specified for this event and a
local domain access point is specified (using the.accEsspoINT parameter) for thisevent,
only the named local domain access point will be allowed to post thislocal event through
the named remote domain access point. If not specified, RaccesspoINT of current event
will be set as“ =" by default, which means al remote domain access points listed in the

DM_REMOTE Section.

Note: The combination of event_name, LACCESSPOINT and RACCESSPOINT must be unique.
Typicaly, if RaccEsspoINT contains multiple remote domain, such as RACCESSPOINT
= identifierl, identifier2 .., thecombination of event_ name, LACCESSPOINT,
and any identifierx must be unique in the whole pm_evT_ouT section.

PRIO = number
Specifiesthat the event has a dequeuing priority of the specified number. The value must
be greater than 0 and less than or equal to 100, with 100 being the highest priority. The
default is 50. A lower priority message does not remain forever enqueued because every
tenth event isretrieved on a FIFO basis. Response time should not be a concern of the
lower priority event.

EVT_TRAN = {Y|N}
Specifieswhether current event notification will beincluded in the poster’ stransaction. If
“v" is specified, the event notification will be included in the poster’ s transaction, if one
exists. If the poster is not atransaction, then atransaction is started for this event
notification. On the contrast, if “N” is specified, then any events posted will not be done
on behalf of any transaction in which the poster is participating. If not specified,
EVT_TRAN Will be set as“n” by default.

EVT_EXPR = “string”[1..255]
Specifies an outgoing event or a set of outgoing events. This string isanull-terminated
string containing regular expression. If not specified, Evr_expr will be set as

event_name.
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This parameter is similar to the eventexpr of tpsubscribe (). To send out the system
event, e.g. SysEvent, to remote domain, you should configure EvT_EXPR as.
EVT_EXPR="\.SysEvent"

EVT_FILTER = “string”[l1..255]
Specifies afilter for an outgoing event or a set of outgoing events. This stringisa
null-terminated string containing a Boolean filter rule.

REVTNAME = “string”[1..30]
Specifies an alternative event identity, or “aias’, for the name of thislocal event. This
string contains at most 30 characters. Once specified, this field should match the
REVTNAME iN DM_EVT_IN Section on peer domains; otherwise, such field will be set as
event_name.

DM_EVT _IN Section

This section provides information for the remote events, which can be received from remote
domain access point. Entries within pv_EvT_1N section have the following form:

event_name [optional_parameters]

where event_name iSthe identifier name for a particular remote event, containing at most 30
characters. The local domain subscriber should subscribe the real event name posted in remote
domain (asit subscribes local events) rather than this event_name identifier.

Optional parameters for the DM_EVT_IN section

LACCESSPOINT = identifier
Specifiesthe name of alocal domain accesspoint that isallowed to receivethisevent from
remote domains. The type of local domain must be TboMATN.

Note: The combination of REvTNAME and LACCESSPOINT must be uniquein thepm vt 1IN
section.

ACL = identifier
Specifies the name of the access contral list (acL) to be used by the local domain access
point to restrict requests made by the local domain to this remote event. The name of the
acL isdefined in the bM_ACCESS_CONTROL Section.

EVT_EXPR = ‘“string~[1..255]
Specifiesan incoming event or aset of incoming events. This stringisanull-terminated
string containing regular expression. If not specified, Evr_expr will be set as
event_name.
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EVT_FILTER = "string”[1..255]
Specifies afilter for an incoming event or a set of incoming events. Thisstringisa
null-terminated string containing a Boolean filter rule.

REVINAME = “string”[1..30]
Specifies an alternative event identity, or “alias’, for the name of this remote event. This
string contains a most 30 characters. Once specified, this field should match the
REVTNAME iN DM_EVT_OUT Section on peer domains; otherwise, such field will be set as
event_name.

DMCONFIG(5) Additional Information

Files

The BDMCONFIG environment variableis used to find the BoMconFzc configuration file.

Example 1
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The following Domains configuration file defines afive-site Domains configuration. The
example shows four Bank Branch domains communicating with a Central Bank Branch. Three
of the Bank Branches run within other Oracle Tuxedo domains. Thefourth Branch runsunder the
control of another TP domain. OSI TP is used for communication between that domain and the
Central Bank. The example showsthe Domains configuration file from the Central Bank point of
view.

Listing 4 Example 1

# Oracle Tuxedo Domains Configuration File for the Central Bank
#

#

*DM__LOCAL

#

DEFAULT: SECURITY = NONE

c01l GWGRP = bankgl

TYPE = TDOMAIN
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#

ACCESSPOINTID = "BA.CENTRALOL"
DMTLOGDEV = "/usr/apps/bank/DMTLOG"

STATSTICS_INTERVAL=10

STATSVCLOG = "/usr/apps/bank/STATSVCLOG"

DMTLOGNAME = "DMTLG_CO1"

GWGRP = bankg?2

ACCESSPOINTID = "BA.CENTRALO2"
DMTLOGDEV = "/usr/apps/bank/DMTLOG"
DMTLOGNAME = "DMTLG_CO02"

*DM_REMOTE

#

b0l

b02

b03

b04

TYPE = TDOMAIN

ACCESSPOINTID = "BA.BANKO1"

TYPE = TDOMAIN

ACCESSPOINTID = "BA.BANKO2"

TYPE = TDOMAIN

ACCESSPOINTID = "BA.BANKO3"

TYPE = OSITP

ACCESSPOINTID = "BA.BANKO04"

*DM_TDOMAIN

DMCONFIG(5)
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#
# local network addresses

c0l NWADDR = "//newyork.acme.com:65432" NWDEVICE ="/dev/tcp"

# remote network addresses

b0l NWADDR = "//192.11.109.5:1025" NWDEVICE = "/dev/tcp"
b02 NWADDR = "//dallas.acme.com:65432" NWDEVICE = "/dev/tcp"
b03 NWADDR = "//192.11.109.156:4244" NWDEVICE = "/dev/tcp"

*DM__EXPORT

#

open_act ACL = branch
close_act ACL = branch
credit

debit

balance

loan LACCESSPOINT = c02 ACL = loans

*DM_IMPORT

#

tlr_add LACCESSPOINT = c0l1 ROUTING = ACCOUNT
tlr_bal LACCESSPOINT = c0l1 ROUTING = ACCOUNT

tlr_add RACCESSPOINT = b04 LACCESSPOINT c02 RNAME ="TPSUO002"

tlr_bal RACCESSPOINT = b04 LACCESSPOINT c02 RNAME ="TPSUO003"

tlr_bal RACCESSPOINT = b02,b03" LACCESSPOINT = c02

*DM_ROUTING
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#
ACCOUNT FIELD = branchid BUFTYPE = "VIEW:account"

RANGES = "MIN-1000:001,1001-3000:b02,*:b03"

*DM_ACCESS_CONTROL
#

branch ACLIST

"b01,b02,b03"

loans ACLIST b04

Example 2

Thisexample showsthe Oracle Tuxedo Domains configuration file for one of the Bank Branches
(BANKO1).

#
#Oracle Tuxedo Domains Configuration file for a Bank Branch
#
#
*DM__LOCAL
#
b0l GWGRP = auth
TYPE = TDOMAIN
ACCESSPOINTID = "BA.BANKO1"
DMTLOGDEV = "/usr/apps/bank/DMTLOG"

*DM_REMOTE
#
c0l TYPE = TDOMAIN
ACCESSPOINTID = "BA.CENTRALOL"

*DM_TDOMAIN

#
b0l NWADDR = "//192.11.109.156:4244" NWDEVICE = "/dev/tcp"
c0l NWADDR = "//newyork.acme.com:65432" NWDEVICE ="/dev/tcp"

*DM_EXPORT
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#
tlr_add ACL = central
tlr_bal ACL = central

*DM_IMPORT

#

OPAOO1 RNAME = "open_act"
CLAOO1 RNAME = "close_act"
CRD0OO01 RNAME = "credit"
DBT001 RNAME = "debit"

BALOOL1 RNAME = "balance"

*DM_ACCESS_CONTROL
#
central ACLIST = cO01

Example 3
This example shows how to configure GWTDOMAIN to listen on SDP.
*DM_LOCAL
#
SCLCU03

GWGRP=DOMGRP
TYPE=TDOMAIN

*DM_TDOMAIN
#
SCLCUO3 NWADDR="sdp://IB_IP: 27610"

Example 4

This example shows how to configure GWTDOMAIN to connect using SDP.

*DM_LOCAL
#
SCLCU03
GWGRP=DOMGRP
TYPE=TDOMAIN
#
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*DM_REMOTE
#
SCLCUO5 TYPE=TDOMAIN
DOMAINID="EXALOGIC_SCLCUO05"
#
*DM_TDOMAIN
SCLCUO5 NWADDR="sdp://IB_IP: 27610"

Example 4
This example shows how to configure GWTDOMAIN to listen on | PolB.

*DM_LOCAL

#

SCLCU03
GWGRP=DOMGRP
TYPE=TDOMAIN

#

*DM_TDOMAIN

#

SCLCUO3 NWADDR="//IB_IP: 27610"

Example 5
This example shows how to configure GWTDOMAIN to connect using |PolB.

*DM_LOCAL

#

SCLCU03
GWGRP=DOMGRP
TYPE=TDOMAIN

#

*DM_REMOTE

#

SCLCUO5 TYPE=TDOMAIN
DOMAINID="EXALOGIC_SCLCUO5"

#

*DM_TDOMAIN

#

SCLCUO5 NWADDR="//IB_IP: 27610"
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Example 6

This example shows how to configure GWTDOMAIN to listen on ethernet based TCP/IP.

*DM_LOCAL

#

SCLCUO03
GWGRP=DOMGRP
TYPE=TDOMAIN

#

*DM_TDOMAIN

#

SCLCUO3 NWADDR="//ETH_IP: 27610"

Example 7

This example shows how to configure GWTDOMAIN to connect using TCP/IP.

*DM_LOCAL

#

SCLCUO03
GWGRP=DOMGRP
TYPE=TDOMAIN

#

*DM_REMOTE

#

SCLCUO5 TYPE=TDOMAIN
DOMAINID="EXALOGIC_SCLCUO5"

#

*DM_TDOMAIN

#

SCLCUO5 NWADDR="//ETH_IP: 27610"

Network Addresses
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Suppose the local machine on which a TDomain is being runis using TCP/IP addressing and is
named backus . company . com, With address 155.2.193 . 18. Further suppose that the port
number at which the TDomain should accept requestsis 2334. Assume that port number 2334
has been added to the network services database under the name bankapp-gwtaddr. The address
can be represented in the following ways:

//155.2.193.18:bankapp-gwtaddr
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//155.2.193.18:2334

/ /backus.company.com: bankapp-gwtaddr
/ /backus .company.com:2334
0x0002091E9B02C112

The last of these representations is hexadecimal format. The 0002 isthefirst part of aTCP/IP
address. The 091k isthe port number 2334 translated into ahexadecimal number. After that each
element of thelPaddress 155.2.193 .12 istrandated into a hexadecimal number. Thusthe 155
becomes 9B, 2 becomes 02 and so on.

See Also

dmadmin (1), dmloadcf (1), dmunloadcf (1), tmboot (1), tmshutdown (1), DMADM(5),
GWADM (5) , GWTDOMAIN (5)

Setting Up an Oracle Tuxedo Application
Administering an Oracle Tuxedo Application at Run Time
Using the Oracle Tuxedo Domains Component

Programming an Oracle Tuxedo ATMI Application Using C
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DM_MIB(5)

Name
pM_MIB—Management Information Base for Domains

Synopsis
#include <fml32.h>
#include <tpadm.h> /* MIB Header, includes DOMAINS */

Domains Terminology Improvements

For Oracle Tuxedo release 7.1 or later, the Domains MIB uses improved class and attribute
terminology to describe the interaction between local and remote domains. Thisimproved
terminology has also been applied to pMconFIc file syntax.

These terminology improvements eliminate multiple uses of the term “domain” and introduce
termsthat more clearly describethe actionsthat occur. For example, theterm access point defines
an object through which you gain access to another object. Therefore, you access aremote
domain through aremote domain access point, and remote domains gain accessto alocal domain
through alocal domain access point. The following table reflects the pMconFIG section name
changes that result from eliminating multiple uses of the term “domain.”

This pMcoNFIc section name. .. Has changed to. . .
DM_LOCAL_DOMAINS DM_LOCAL
DM_REMOTE_DOMAINS DM_REMOTE

Within these sections, the following parameter names have changed.

This parameter name. . . Has changed to. . .
DOMAINID ACCESSPOINTID
MAXRDOM MAXACCESSPOINT
MAXRDTRAN MAXRAPTRAN
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Theequivalent pv_wm1B classesfor these bMcoNFIG sectionsare T_pM_1.OCAL and T_DM_REMOTE,
respectively.

In certain configurations, both avail able services and resources, such as queue spaces and queue
names, need to be imported and exported. As such, the pmconrFIG section names
DM_LOCAL_SERVICES and DM_REMOTE_SERVICES no longer accurately describe the necessary
activity. Replacing these section names with ov_ExporT and pv_1MPORT, respectively, clearly
describes the actions that occur; that is, from the perspective of a single Oracle Tuxedo domain,
resources are exported from the domain through local access points and imported into the domain
through remote domain access points. These pMcoNFIG section name changes are shown in the
following table.

This pMcoNFIG section name. .. Has changed to. . .
DM_LOCAL_SERVICES DM__EXPORT
DM_REMOTE_SERVICES DM_IMPORT

Within these sections, the following parameter names have changed.

This parameter name. . . Has changed to. ..
LDOM LACCESSPOINT
RDOM RACCESSPOINT

The equivalent pv_m1B classes for these pMcoNFIG sections are T_bM_EXPORT and
T_DM_IMPORT, respectively.

Backwards Compatibility

Theimproved Domainsterminology introduced in Oracle Tuxedo release 7.1 has been applied to
the pm_wm1B reference page, classes, and error messages, and to the pucoNr1G reference page,
section names, parameter names, and error messages.

For backwards compatibility, aliases are provided between the pmconrF1c terminology used prior
to Oracle Tuxedo 7.1 and the improved Domains MIB terminology. For Oracle Tuxedo release
7.1 or later, dmloadcf accepts both versions of the pMconFIG terminology. dmunloadcf,

however, generates apMconF1G filethat usestheimproved domainsterminology by default. Use
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the -c option of dmunloadcf to generate apmconric file that uses the previous domains
terminology.

Description

12

The Domains MIB defines the set of classes through which a domain may import or export
services using domain gateways and domain gateway administrative servers. Thisreference page
assumes the reader is familiar with the Oracle Tuxedo System Domains component, which is
described in Using the Oracle Tuxedo Domains Component.

UsepM MIB(5) in combination with the generic MIB reference pagemis (5) to format
administrative requests and interpret administrative replies.

Requestsformatted as described inMIB (5) using classesand attributes described in pi_m1B may
be used to request an administrative service using existing ATMI interfacesin an active
application. For additional information pertaining to all pm_m1B (5) class definitions, see
“DM_MIB(5) Additional Information” on page 187.

pM_MIB(5) consists of the following classes:

Table 12 DM_MIB Classes

Class Name Attributes

T_DM_ACL Domain access control list

T_DM_CONNECTION Connection status between two domains
T_DM_EVT_IN Events to be received from remote domains

T _DM_EVT_OUT Events to be sent to remote domains

T_DM_EXPORT Exported resource

T_DM_IMPORT Imported resource

T_DM_LOCAL Local access point

T_DM_OSITP OSl TP 1.3 specific configuration for an access point
T_DM_OSITPX OSl TP 4.0 or later specific configuration for an access point
T_DM_PASSWORD Domain password entry

T_DM_PRINCIPAL_MAP Principa mapping entry
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Class Name

Attributes

T _DM_REMOTE

Remote access point

T_DM_RESOURCES

Global Domains configuration information

T DM_ROUTING

Access point routing criteria

T_DM_RPRINCIPAL

Remote principal entry

T DM_SNACRM

SNA-CRM-gpecific configuration for alocal access point

T_DM_SNALINK

SNAX-specific configuration for a remote domain access point

T_DM_SNASTACK

SNA stack to be used by a specific SNA CRM

T_DM_TDOMAIN

TDomain-specific configuration for an access point

T_DM_TRANSACTION

Transaction entry associated with alocal access point

Each class description consists of four sections:

e Overview—nhigh level description of the attributes associated with the class.

e Attribute Table—atable that lists the name, type, permissions, values, and default for each
attribute in the class. The format of the attribute table is described below.

o Attribute Semantics—defines the interpretation of each attribute that is part of the class.

e Limitations—limitationsin the access to and interpretation of this class.

Attribute Table Format

The attribute table is a reference guide to the attributes within a class and how they may used by
administrators, operators, and general users to interface with an application.

There are five components to each attribute description in an attribute table: name, type,
permissions, values, and default. Each of these componentsisdiscussed inM1B(5).

TA_FLAGS Values

m1B (5) definesthe generic Ta_rracs attribute which isalong-valued field containing both
generic and component MIB-specific flag values. At thistime, there are no pm_n1B-specific flag

values defined.
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FML32 Field Tables

Thefield tables for the attributes described in this reference page are found in the file
udataobj/tpadm relative to the root directory of the Oracle Tuxedo System software installed
on the system. The directory $ { TUXDIR} /udataobj should beincluded by the application in the
colon-separated list specified by the FL.oTBLDIR environment variable. The field table name
tpadm should beincluded in the comma-separated list specified by the FTELDTBLS environment
variable.

Interoperability

Accessto the header filesand field tablesfor thisMIB is provided only on Oracle Tuxedo release
7.1 sites and later, both native and Workstation. If arelease 5.0 or earlier siteis activein the
application, global information updates (~seT~ operations) are not allowed to gateway groupson
those sites.

Local information accessfor release 5.0 and earlier sitesisnot available. If the classaccessed also
has global information, only the global information is returned. Otherwise, an error is returned.

Portability

The existing FML32 and ATMI functions necessary to support administrative interaction with
Oracle Tuxedo System MIBs, aswell asthe header file and field tables defined in this reference
page, are available on all supported native and Workstation platforms.

T _DM_ACL Class Definition

Overview
The T_pM_acL class represents access control information for domains.

Attribute Table

Tahle 13 DM_MIB(5): T_DM_ACL Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_DMACLNAME (r) (K) (*) string rw-r--r-- string[1..15] N/A
TA_DMRACCESSPOINTLIST (*) string rw-r--r-- string [0..1550] w
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Tahle 13 DM_MIB(5): T_DM_ACL Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_STATE(r) string rw-r--r-- GET: “VAL" N/A
SET: “{NEW | INV}” N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMACLNAME. string[1..15]
The access control list name, unique within the scope of the T_bm_acr entry namesin the
Domains configuration.

TA_DMRACCESSPOINTLIST: string [0..1550]
Thelist of remote domain access points associated with this access control list.
TA_DMRACCESSPOINTLIST IS acomma-separated list of remote domain access point
names (that is, the value of the Ta_bpMRrRaccESsPoINT attribute of avalid T_pv_REMOTE
object). The list can contain up to 50 remote domain access point identifier elements.
Setting this attribute to »*» means that all the remote domains in the configuration are
associated with thisentry. *~ means no remote domain access points are associated with
thisentry. The default is »~.

TA_STATE:

GET: “{vALid}”
A cET operation retrieves configuration information for ther_pm_act object. The
following state indicates the meaning of aTa_sTaTk attribute value returned in
response to aGeT request. States not listed are not returned.

“WALid"” The object is defined and inactive. Thisisthe only valid state
for this class. ACL groups are never active.

SET: “{NEW | INValid}”
A seT operation updates configuration information for the selected T_pm_acr,
object. The following states indicate the meaning of aTa_sTATE set in aseT
request. States not listed may not be set.
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“NEW” A new object is created. A state change is alowed only
wheninthe “INvalid” state. A successful return leaves
the object inthe “vaLid” state.

unset Modify an existing object. Thiscombination isnot allowed
inthe “INvalid” state. A successful return leavesthe
object state unchanged.

“INvValid” The object is deleted. A state changeis allowed only when
inthe “vaLid” state. A successful return leavesthe object
inthe “INvalid” state.

Limitations
None.

T_DM_CONNECTION Class Definition

Overview
TheT_pm_conNECTION Class represents the status of connections between domain access points.

Attribute Table

Table 14 DM_MIB(5): T_DM_CONNECTION Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMLACCESSPOINT(K)(*) string IwW-r--r-- string[1..30] N/A
TA_DMRACCESSPOINT(K) string IW-r--r-- string(1..30] N/A
TA_DMTYPE string r--r--r-- “{TDOMAIN }” N/A
TAa_STATE(K)(*) string TWXY -XT—— GET: {ACT|sus|INI|INA N/A

| oaei} ~ N/A

SET: “{ACT | INA}”

Attributes available when TA_DMTYPE=TDOMAIN:
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Tahle 14 DM_MIB(5): T_DM_CONNECTION Class Definition Attribute Table

Attribute Type Permissions Values Default

TA_DMCURENCRYPTBITS string R ~{0]40 |56 | 128} ~Notel ~Q”

(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Note 1The |ink-level encryption value of 40 bits is provided for backward compatibility.

Attribute Semantics

TA_DMLACCESSPOINT. string{l..30]
The name of the local domain access point identifying the connection between the
domains.

OncEeT and seT operations, aspecific local domain access point must be specified for this
attribute.

TA_DMRACCESSPOINT. string{l..30]
The name of the remote domain access point identifying the connection between the
domains.

OnceT and seT operations, if Ta_DMRACCESSPOINT isabsent, all theT_pm_conNNECTION
entries for the local access point specified by Ta_pmr.accEsspoInT are selected.

TA_DMTYPE: “{TDOMAIN }”
The type of domain, which can be *TpoMaAIN".

TA_STATE:

GET: “{ACTive | SUSpended | INTtializing | INActive | UNKnown} "
A GET operation retrieves run-time information for the connection. The following
states indicate the meaning of aTa_sTtaTk attribute value returned in response to
acET request. States not listed are not returned.

“ACTive” The connection is active.
“SUSpended” The connection is awaiting retry.
“INItializing” The connection isinitializing.
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“INActive” The specified domain access points are
disconnected. (This stateis only returned by
gateways running Oracle Tuxedo release 7.1 or
later.)

“UNKnown” The connection state of the specified domain
access points cannot be determined.

SET: “{ACTive | INActive}”
A sEeT operation updates run-time information for the connection. The following

states indicate the meaning of aTa_sTATE in a SET request. States not listed may
not be set.

“ACTive” Connect the specified domain access points. If the
current state is “*SUSpended” or *INActive”,
SET: “ACTive” placestheconnectionintothestate
“INItializing”, otherwisethereisno change.

“INActive” Disconnect the specified domain access points and
destroy the object.

Attributes available when TA_DMTYPE=TDOMAIN

TA_DMCURENCRYPTBITS: “{0 |40 |56 |128}"
Thelevel of encryption in use on this connection. *0~ means no encryption, while ~40~,
v567, and ~128~ specify the encryption length (in bits). This attributeisvalid only for

gateways running Oracle Tuxedo release 7.1 or higher. For all other gateways, thisvalue
issetto 0.

Note: Thelink-level encryption value of 40 bitsis provided for backward compatibility.

Limitations

The Domain gateway administration (cwapm) server and the domain gateway supporting thelocal
domain access point specified in the Ta_bMLACCESSPOINT éttribute must be active in order to
perform GET or SET operations on connections to that access point.
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T _DM_EVT IN Class Definition

Overview

DM_MIB(5)

TheT_pM_EvT_IN class represents the events, which can be received from remote domains.

Attribute Table

Table 15 DM_MIB(5): T_DM_EVT_IN Class Definition Attribute Table

Attribute Type Permissions  Values Default
TA_DMEVTNAME(r)(K)(*) string  rw-r--r--  string[1..30] N/A
TA_DMLACCESSPOINT(K)(*) string rw-r--r--  string{l.30] *(wildcard character)
TA_STATE(r) string rw-r--r--  GET: “VAL” N/A

SET: “{NEW |

INV}”
TA_DMACLNAME string  rw-r--r--  string{l..15] N/A
TA_DMEVTEXPR string  rw-r--r--  string{l..255] N/A
TA_DMEVTFILTER string rw-r--r--  string{l..255] N/A
TA_DMREVTNAME string rw-r--r--  string{l1..30] N/A

(r)—required when a new object is created
(k)—akey field for object retrieval

(*)—arequired key field for all SET operations on the class

Note: All the FIELDS definitions have been defined within “udataobj/tpadm”.

Attribute Semantics

TA_DMEVTNAME: string[l..30]

Specifies the name of a particular remote event, which should be subscribed by local

domain subscriber.

TA_DMLACCESSPOINT: string[l..30]
Specifies the name of alocal domain access point, which is alowed to receive this event

from remote domain(s).
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TA_STATE:

GET: “WVAL”
A GET operation retrieves run-time information for the connection. The following
states indicate the meaning of aTa_sTATE attribute value returned in response to
aGET request. States unlisted are not returned.

“WAL" T_DM_EVT_IN objectisdefined and valid.

SET: “{NEW | INV}”
A sET operation updates run-time information for the connection. The following
states indicate the meaning of aTa_sTATE in a sET request. States unlisted may
not be set.

“NEW” CreatesT_DM_EVT_IN object for application. State changewill beallowed only
within the INV state. Successful return leaves such object in the VAL state.

“INV” DeletesT DM _EVT_IN objectfor application. State changewill beallowed only
within in the VAL state. Successful return leaves such object in the INV state.

TA_DMACLNAME: string[l..15]
Specifies the name of the access control list (act) to be used by the local domain access
point to restrict requests made by the local domain to this remote event. The name of the
ACL is defined in the pM_accEss_coNTROL section.

TA_DMEVTEXPR: string][l..255]
Specifiesan incoming event or aset of incoming events. This stringisanull-terminated
string containing regular expression.

TA_DMEVTFILTER: string[l..255]
Specifies afilter for an incoming event or a set of incoming events. This stringisa
null-terminated string containing a Boolean filter rule.

TA_DMREVTNAME: string[l1..30]
Specifies an aternative event identity, or “alias’, for the name of this remote event. This
field should match the REVTNAME in DM_EVT_oUT Section on peer domains.
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T _DM_EVT_OUT Class Definition

Overview

DM_MIB(5)

The T_pM_EvT_oUT class represents the events which can be sent to remote domains.

Attribute Table

Table 16 DM_MIB(5): T_DM_EVT_OUT Class Definition Attribute Table

Attribute Type Permissions  Values Default
TA_DMEVTNAME(r)(K)(*) string  rw-r—r-- string[1..30] N/A
TA_DMLACCESSPOINT(K)(*) string  rw-r—r-- string[1..30] *(wildcard character)
TA_DMRACCESSPOINTLIST(K)(*) string rw-r—r-- string[1..92] *(wildcard character)
TA_STATE(r) string rw-r—r-- GET: “VAL" N/A

SET: “{NEW |

INV}”
TA_DMPRIO string rWXr—--r—-- 0 < num<=100 50
TA_DMEVTTRAN string  rw-r—r-- “{Y|N} "~ N
TA_DMEVTEXPR string rw-r—r-- string[1..255] N/A
TA_DMEVTFILTER string  rw-r—r-- string[l..255] N/A
TA_DMREVTNAME strng rw-r—r-- string(1..30] N/A

(r) —required when anew object is created
(k)—akey field for object retrieval

(*)—arequired key field for all SET operations on the class

Note: All the FIELDS definitions have been defined within “udataobj/tpadm”.

Attribute Semantics

TA_DMEVTNAME: string][l1..30]

Specifies the name of a particular local event, which can be posted to remote domains.
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TA_DMLACCESSPOINT: string[l..30]
Specifies the name of alocal domain access point, which is allowed to send this event to
remote domains. The default value of Ta_pMrLaccEssPOINT iS”+”, which meansall local
domain access points listed in the pv_1.0carL section.

TA_DMRACCESSPOINTLIST: string[l..92]
Specifies the remote domain access point which this event is sent to. The default value of

TA_DMRACCESSPOINTLIST iS“*”, which meansall remote domain access pointslistedin
the pM_REMOTE Section.

TA_STATE:
GET: “WVAL”
A GET operation retrieves run-time information for the connection. The following
states indicate the meaning of aTa_sTATE attribute value returned in response to
aGET request. States unlisted are not returned.
“WAL" T_DM_EVT_OUT object is defined and valid.

SET: “{NEW | INV}”
A sET operation updates run-time information for the connection. The following

states indicate the meaning of aTa_sTATE in a SET request. States unlisted may
not be set.

“NEW” Creates T_DM_EVT_OUT object for application. State change will be allowed
only within the TNV state. Successful return leaves such object in the VAL state.

“INV” DeletesT_DM_EVT_OUT object for application. State change will be allowed
only within the VAL state. Successful return leaves such object in the TNV state.

TA_DMPRIO: 0 < num<=100
Specifiesthat the event has a dequeuing priority of the specified number. The value must
be greater than 0 and less than or equal to 100, with 100 being the highest priority. The
default is50. A lower priority message does not remain forever enqueued because every
tenth event isretrieved on a FIFO basis. Response time should not be a concern of the
lower priority interface or service.

TA_DMEVTTRAN: “{Y|N}”
Specifieswhether current event notification will beincluded in the poster’ stransaction. If
“v" is specified, the event notification will be included in the poster’ s transaction, if one
exists. If the poster is not a transaction, then atransaction is started for this event
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notification. On the contrast, if “n” is specified, any events posted will not be done on
behalf of any transaction in which the poster is participating. If not specified,
TA_DMEVTTRAN Will be set as“N” by default.

TA_DMEVTEXPR: string[l..255]
Specifies an outgoing event or a set of outgoing events. This string isanull-terminated
string containing regular expression.

TA_DMEVTFILTER: string]l..255]
Specifies afilter for an outgoing event or a set of outgoing events. Thisstringisa
null-terminated string containing a Boolean filter rule.

TA_DMREVTNAME: string{l1..30]
Specifies an aternative event identity, or “aias’, for the name of thislocal event. Once
specified, thisfield should match the REVTNAME in DM_EVT_IN Section on peer domains.

T _DM_EXPORT Class Definition

Overview

The T_pM_ExPORT class represents local resources that are exported to one or more remote
domains through alocal access point.

Attribute Table

Table 17 DM_MIB(5): T_DM_EXPORT Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMRESOURCENAME(r)(K)(*) string rw-r--r-- string[l..127] N/A
TA_DMLACCESSPOINT(K)(*) string rw-r--r-- string[1..30] * (meaning
al)

TA_STATE(r) string rw-r--r-- GET: “VAL” N/A

SET: “{NEW | INV} ” N/A
TA_DMACLNAME string  rw-r--r-- string[l..15] N/A
TA_DMCONV string rw-r--r-- “{v N}~ “N”
TA_DMREMOTENAME string rw-r--r-- string[1..127] N/A
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Table 17 DM_MIB(5): T_DM_EXPORT Class Definition Attribute Table (Continued)

Attribute Type Permissions Values Default
TA_VERSION_RANGE string rWXY-XT—-- numeric_valuel-nume N/A
ric _valueZ2,
“"DEFAULT”

Attributes available from remote domain access points of TA_DMTYPE=SNAX | OSITP | OSITPX:

TA_DMINBUFTYPE string rw-r--r-- string[0..513] N/A

TA_DMOUTBUFTYPE string rw-r--r-- string[0..513] N/A

Attributes available from remote domain access points of TA_DMTYPE=0SITPX:

TA_DMCOUPLING(F) string rw-r--r-- “{TIGHT | LOOSE} " “LOOSE”
TA_DMINRECTYPE(r) string rw-r--r-- string[0..78] wo
TA_DMOUTRECTYPE() string rw-r--r-- stringl0..78] w

(r)—required when a new object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMRESOURCENAME: string{l..127]

Thelocal resource namefor entries of resource type servIce (the service name), QSPACE
(the queue space name), and oNaAME (the queue name). For a sErVICE entry, the value of

this attribute corresponds to the value of the Ta_sErvICENAME attribute of an active
T_svcGRP object. This resource is exported to remote domains with the same name or
with the alias defined in the TA_DMREMOTENAME Or TA_DMTE* attributes.

TA_DMLACCESSPOINT. string{l..30]
Thelocal access point name through which thislocal resource is available. Setting this
attribute to ~*~ means the resource is available at al local access points.

TA_STATE!

GET: “{vALid}”

A GET operation retrieves configuration information for the T_pM_ExPORT Object.
The following state indicates the meaning of aTa_sTATE attribute value returned

in response to aceT request. States not listed are not returned.
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“WALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected T_pM_EXPORT
object. The following states indicate the meaning of aTa_sTATE setin a ST
request. States not listed may not be set.

“NEW” A new object is created.

unset Modify an existing object. This combination is not
alowed inthe “INValid” state. A successful return
leaves the object state unchanged.

“INValid” The object is deleted.

TA_DMACLNAME: string[l..15]
The name of aT_bM_AcL object to use for security for thislocal resource.

TA_DMCONV: “{Y | N}~
Specifies whether this local resource is conversational.

TA_DMREMOTENAME: string{l..127]
Specifies the name of thislocal resource exported through the remote domain access
points. If thisattribute is not specified, the name of the local resource defaultsto the name
specified in TA_DMRESOURCENAME.

Attributes available from remote domain access points of
TA_DMTYPE=SNAXIOSITPIOSITPX

TA_DMINBUFTYPE. string{0..513]
type[:subtype]—Specifiestheinput buffer type, optionally followed by the subtype, for
thislocal resource. If this attribute is present, it defines the buffer type [and subtype]
accepted. This attribute should be defined for entries of
TA_DMRESOURCETYPE="SERVICE” When using sNax, or when accessis permitted from
remote domain access points using osITp or osITpx With the UDT application context.

TA_DMOUTBUFTYPE:. string{0..513]
type[:subtype]— Specifies the output buffer type, optionally followed by subtype, for
thislocal resource. If this attribute is present, it defines the buffer type [and subtype]
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output by the service. This attribute should be defined for entries of
TA_DMRESOURCETYPE="SERVICE” When using sNax, or when access is permitted from
remote domain access points using osITp or osITPx With the UDT application context.

Attributes available from remote domain access points of TA_DMTYPE=0SITPX

TA_DMCOUPLING: string“{TIGHT | LOOSE}"
Specifies whether the transaction coupling is to be tight or loose when requests for this
local service come through the same remote domain access point. The defaultis *Loose”.
Setting TA_DMCOUPLING="LOOSE” meansthat database updates made by the first request
to thislocal service cannot be seen by the second request to the local service even though
both requests are involved in the same global transaction. Setting
TA_DMCOUPLING="“TIGHT” meansthat multiple callstothe samelocal servicethroughthe
same remote domain access point are tightly coupled: database updates made by the first
request can be seen by the second request.

TA_DMCOUPLING="TIGHT” appliesonly when duplicate service requests come through
the same remote domain access point. When the service requests are through different
remote domain access points, the requests are always loosely coupled.

TA_DMINRECTYPE: string{l..78]
type[:subtype]—Specifies the type, optionally followed by subtype, and in some case
the format of the reply buffer that a particular client requires for thislocal service. This
attribute can be omitted if the local service sends a buffer that isidentical in type and
structure to the buffer that the remote client expects. If you do not specify
TA_DMINRECTYPE, the type of buffer is unchanged.

TA_DMOUTRECTYPE: string[l..78]
type[:subtype]—Specifies the type, optionally followed by subtype, of the buffer sent
by the remote client for thislocal service. This attribute is used to enforce stronger type
checking.

Limitations

126

On seT operations that add or update an instance of this class, and where a specific local domain
access point is specified in the Ta_pMr.accEssPOINT attribute, the access point must exist in the
T_DM_LOCAL class. If it does not, a*“not defined” error isreturned for the TaA_DMLACCESSPOINT
attribute, and the operation fails.
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T _DM_IMPORT Class Definition

Overview

The T_pM_IMPORT class represents remote resources that are imported through one or more
remote domain access points and made available to the local domain through one or more local
domain access points.

Attribute Table

Table 18 DM_MIB(5): T_DM_IMPORT Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMRESOURCENAME(r)(K)(*) string rw-r--r-- string[1..127]
TA_DMRACCESSPOINTLIST(K)(*) string rw-r--r-- string(1..92] *

(meaning al)
TA_DMLACCESSPOINT(K)(*) string rw-r--r-- string[1..30] *

(meaning al)
TA_STATE(r) string  rwxr-xr-- GET: “VAL” N/A

SET: “{NEW | INV} ” N/A

TA_DMBLOCKTIME long rwyr--r-- 0 <= num<= 32,767 0
TA_DMCONV string rw-r--r-- “{y |}~ N~
TA_DMLOAD short rw-r--r-- 1 <= num <= 32,767 50
TA_DMREMOTENAME string  rw-r--r-- string{l1..127] N/A
TA_DMRESOURCETYPE string  rw-r--r-- “SERVICE” “SERVICE”
TA_DMROUTINGNAME string  rw-r--r-- string[l..15] N/A
TA_VERSION_RANGE string rWXTY-XT—- numeric_valuel-nume N/A

ric_valueZ2,
“DEFAULT"”

Attributes available from remote domain access points of TA_DMTYPE=SNAX | OSITP | OSITPX:

TA_DMINBUFTYPE

string

rw-r--r--

string{0..256]

N/A

TA_DMOUTBUFTYPE

string

rW-r--r--

string[0..256]

N/A
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Table 18 DM_MIB(5): T_DM_IMPORT Class Definition Attribute Table (Continued)

Attribute Type Permissions Values Default

Attributes available from remote domain access points of TA_DMTYPE=OSITPX:

TA_DMAUTOPREPARE(r) string rw-r--r-- “{v [N}~ “N”
TA_DMINRECTYPE(r) string rw-r--r-- stringl0..78] w
TA_DMOUTRECTYPE(r) string rw-r--r-- string[0..78] v
TA_DMTPSUTTYPE(r) string rw-r--r-- “{ INTEGER | w
PRINTABLESTRING}”
TA_DMREMTPSUT(r) string rw-r--r-- stringl0..64] v

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMRESOURCENAME: string{l..127]
The remote resource name used for entries of resource type service (the service name),
QsPACE (the queue space name), and oname (the queue name). Thisresource isimported
from remote domains with the same name or with the alias defined in the
TA_DMREMOTENAME Of TA_DMTE* attributes.

TA_DMRACCESSPOINTLIST. string][l..92]
I dentifies the remote domain access point through which this remote resource should be
imported. TA_DMRACCESSPOINTLIST iSacomma-separated failover domain list; it can
contain up to ten remote domain access points of up to 30 characters each. If thisattribute
isset to »*~, the resource can be imported from all remote domain access points.

TA_DMLACCESSPOINT: string{1..30]
The name of thelocal domain access point through which this remote resource should be
made available. If this attribute is set to » *~, the resource is made available through all
local domain access points.
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TA_STATE!

GET: “{vaALid}”
A GET operation retrieves configuration information for the T_pv_ImMPORT Object.
The following states indicate the meaning of ata_sTaTE attribute value returned
in response to aGET request. States not listed are not returned.

“wALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates the configuration information for the selected
T_DM_IMPORT object. Thefollowing statesindicate the meaning of Ta_sTaTEina
SET request. States not listed may not be set.

“NEW” A new object iscreated. A state changeisalowed in
the state “INValid” and resultsin the state
“ACTive”.

unset Modify an existing object. This combination is not
alowedinthe “INvalid” state. A successful return
leaves the object state unchanged.

“INValid” Theobject isdeleted. A state changeisalowed inthe
state “ACTive” and resultsin the state
“INValid”.

TA_DMBLOCKTIME. O <= num <= 32,767

Blocktime limit, in seconds, indicating the minimum amount of time a blocking API call
will delay before timing out for aparticular service. Thisattribute letsthe client know that
(after aspecified time in seconds), no reply has been received by the server while the
service request is still processing.

If not specified, the default is O which indicates that the system-wide Br.ockTIME Value
specified in the UBBCONFIG RESOURCES Section isused for the service.

TA_DMCONV: *{Y | N}~
A boolean value (*v~ or *n~) specifying whether this remote resource is conversational.
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TA_DMLOAD: 1 <= num<= 32,767

The service load for this remote resource. Interface loads are used for 1oad balancing
purposes, that is, queues with higher enqueued workloads are less likely to be chosen for
anew request.

TA_DMREMOTENAME: string[l..127]
Specifies the name of this remote resource imported through the remote domain access
points. If this attribute is not specified, the name of the remote resource defaults to the
name specified in TA_DMRESOURCENAME.

TA_DMROUTINGNAME: string{l..15]

The name of aT_pM_rouTING object to use for routing criteriafor this remote resource
“SERVICE” OF “QSPACE”).

TA_VERSION_RANGE: numericl-numeric2 (0<= num<65535), “DEFAULT”
The attribute is used to specify the imported service range. If TA_VERSION_RANGE iS Set
to valid version range, the imported service version range will be changed to this version
range. If set to “ DEFAULT”, TA_VERSION_RANGE Will be used to reset the user configured
service version range and the service version range will be changed to the system default
value, 0-65535.

The change will take effect immediately.

Attributes available from remote domain access points of
TA_DMTYPE=SNAXIOSITPIOSITPX

TA_DMINBUFTYPE: string[0..256]
type[:subtype]—Specifiestheinput buffer type, optionally followed by subtype, for this
remote resource. If this attribute is present, it defines the buffer type [and subtype]
accepted. This attribute should be defined for entries of DMRESOURCETYPE="SERVICE”
when using snax, or when access is permitted to remote domain access points using
0sITP or osITPX With the UDT application context.

TA_DMOUTBUFTYPE: string[0..256]
type[:subtype]—Specifies the output buffer type, optionally followed by subtype, for
this remote resource. If this attribute is present, it defines the buffer type [and subtype]
output by the service. This attribute should be defined for entries of pMTYPE="SERVICE”
when using sNax, or when access is permitted to remote domain access points using
osITP Or os1TPx With the UDT application context.
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Attributes available from remote domain access points of TA_DMTYPE=0SITPX

TA_DMAUTOPREPARE: string“{Y | N}~
Allowsasingle tpcall () involved in aglobal transaction to this remote service to
automatically prepare the call. This optimization reduces the two-phase commit process
to asingle step. The remote OSI TP domain must support this feature. The default is *n~.

TA_DMINRECTYPE; string]l..78]
type[: subtype]—Specifies the type, optionally followed by subtype, and in some case
the format of the request buffer that this remote service requires. This attribute can be
omitted if thelocal client sends abuffer that isidentical intype and structure to the buffer
that thisremote service expects. If you do not specify Ta_pMINRECTYPE, thetype of buffer
is unchanged.

TA_DMOUTRECTYPE: string|[l..78]
type[:subtype]—Specifies the type, optionally followed by subtype, of the buffer sent
by this remote service. This attribute is used to enforce stronger type checking.

TA_DMTPSUTTYPE: string“{INTEGER | PRINTABLESTRING} "
Specifies the type of encoding to be performed on the Ta_pmrEMTPSUT Value for this
remote service. “INTEGER” and “PRINTABLESTRING” are ASN.1 types. The default is
“PRINTABLESTRING”.

TA_DMREMTPSUT, string|l..64]
Identifies the TP service user title for the remote system providing this remote service.
Some users of OSI TP implementations require this attribute. It is not required for OS
2200 OLTP-TM2200, OpenTlI, A Series Open/OLTP, or Oracle eLink OSl TP. If the
TA_DMTPSUTTYPE ValUueis “PRINTABLESTRING”, the maximum length is 60 characters,
which must comply with the ASN.1 type of PRINTABLESTRING. If the TA_DMTPSUTTYPE
valueis “INTEGER”, the maximum length must fit into ar.onc. The value must be defined
prior to defining the remote Tpsur.

Limitations
None.

T _DM_LOCAL Class Definition

Overview

TheT_pM_rocaL class defines alocal domain access point. A local domain access point is used
to control accessto local services exported to remote domains and to control access to remote
services imported from remote domains.
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Attribute Table

Table 19 DM_MIB(5): T_DM_LOCAL Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_DMACCESSPOINT(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_DMACCESSPOINTID(r) string rw-r--r-- string(1..30] N/A
TA_DMSRVGROUP(r) string rw-r--r-- string[1..30] N/A
TA_DMTYPE string rw-r--r-- “{TDOMAIN | SNAX | “TDOMAIN”

OSITP |OSITPX}”
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A

SET: “{NEW | INV} ” N/A
TA_DMAUDITLOG string rw-r--r-- string[1..256] Noe3 N/A
TA_DMBLOCKTIME short rTwW-r--r-- 0 <= num <= 32,767 TA_BLOCKTIME in

T_DOMATN Noel
TA_DMTLOGDEV string rw-r--r-- string[1..256] Note3 N/A
TA_DMTLOGNAME string rw-r--r-- string[1..18] “DMTLOG"
TA_DMTLOGSIZE long rw-r--r-- 1 <= num <= 2048 100
TA_DMMAXRAPTRAN short rw-r--r-- 0 <= num<= 32,767 16
TA_DMMAXTRAN short rTw-r--r-- 0 <= num <= 32,767 TA_MAXGTT in
T_DOMAIN Note2

TA_DMSECURITY string rw-r--r-- “{NONE | APP_PW | “NONE”

DM_PW |DM_USER_PW |

CLEAR | SAFE |

PRIVATE}”
TA_DMSTATISTICS_INTERV  short rw-r--r-- 0 <= num < 32,768 Interval timein
AL DM_LOCAL
TA_ DMSTATISTICSLOG string rw-r--r-- string[0..256] N/A

_PFX
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Attribute Type Permissions Values Default
Attributes available when TA_DMTYPE=TDOMAIN:
TA_DMCONNECTION_POLICY  &tring  rwxr--r-- *{ ON_DEMAND | “ON_DEMAND”
ON_STARTUP |
INCOMING_ONLY |
PERSISTENT_DISCONN
ECT}”
TA_DMMAXRETRY long rwXr--r-- 0 <= num <= MAXLONG 0
TA_DMRETRY_ INTERVAL long TWXr--r-- 0 <= num <= MAXLONG 60
TA_ DMTHROUGHGATEWAY string  rw-r--r-- {Yy | N} “N”
Attributes available when TA_DMTYPE=TDOMAIN:
TA_DMCONNPRINCIPALNAME String  rwxr--r-- string[0..511] w
TA_DMMACHINETYPE string rw-r--r-- string[0..15] w
Attributes available when TA_ DMTYPE=SNAX:
TA_DMBLOB_SHM_SIZE long rw-r--r-- 1 <= num <= MAXLONG 1000000

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Notel Cyrrent value of TA_BLOCKTIME inthe T_DOMAIN class.
Note2 Cyrrent value of TA_ MAXGTT in the T_DOMAIN class.

Note3 M aximum string length for this attribute is 78 bytes for Oracle Tuxedo 8.0 or earlier.

Attribute Semantics

TA_DMACCESSPOINT. string{l..30]

The name of thisT_pm_r.ocar entry—a user-specified local domain access point
identifier (logical name) unique within the scope of the T_pv_r.0car, and T_DM_REMOTE

access point names in this Domains configuration.
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TA_DMACCESSPOINTID: string]l..30]
Theidentifier of the domain gateway group associated with thislocal domain access point
for purposes of security when setting up connectionsto remote domains. Thisidentifier is
unique across all local and remote domain access points.

TA_DMSRVGROUP: string{1..30]
The group name of the domain gateway group (the name provided in the Groups section
of the Tuxconr1c fil€) representing thislocal domain access point. Thereisaone-to-one
relationship between alocal domain access point and a gateway server group.

TA_DMTYPE: “{TDOMAIN | SNAX | OSITP | OSTITPX}"
The type of domain for thislocal domain access point: “~tpomatn~ for an Oracle Tuxedo
domain, »snax~ for an SNA domain, *oszTp” for an OS| TP 1.3 domain, or *0SITPX”
for an OSI TP 4.0 or later domain. The presence or absence of other attributes depends on
the value of this attribute.

Setting Ta_bpMTYPE="0SITPX” iSsupported only by Oracle Tuxedo 8.0 or later software.
TA_STATE:

GET: “{vaLid}~
A GET operation retrieves configuration information for the T_pm_r.ocar object.
The following state indicates the meaning of aTa_sTaTE attribute value returned
in response to aGeT request. States not listed are not returned.

“VALid"” The object exists.

SET: “{NEW | INValid}”
A seT operation updates configuration information for the selected T_pm_r.0cAL
object. The following states indicate the meaning of aTa_sTATE set in aseT
request. States not listed may not be set.

“NEW” A new object is created. This state changeis allowed
in the state “INValid” and resultsin the state
“VALid".
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unset Modify an existing object. This combination is not
alowedinthe “INvalid” state. A successful return
leaves the object state unchanged.

“INValid” The object is deleted. This state changeisallowed in
the state *vALid” and resultsin the state
“INvalid”.

TA_DMAUDITLOG: string]1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
The name of the audit log file for thislocal domain access point.

TA_DMBLOCKTIME. O <= num <= 32,767
Specifies the maximum wait time allowed for ablocking call for thislocal domain access
point. The valueisamultiplier of the scanunIT parameters specified in the T_pomMaIn
object. The value scanUNIT * TA_BLOCKTIME Must be greater than or equal to
scanuNIT and lessthan 32,768 seconds. If thisattribute is not specified, the default is set
tothevalueof theTa_srockTIME attribute specified for the T_poma1n object. A blocking
timeout condition implies that the affected service request has failed.

Be aware that interdomain transactions generate blocking timeout conditions when
transaction duration exceeds the value of the Ta_pwBrockTIME attribute. That is, for an
interdomain transaction, if the value of the Ta_pmBLOCKTIME attributeislessthan (a) the
valueof theta_TRANTIME attribute specified for the T_servIck object or (b) the timeout
value passedinthe tpbegin () call to start the transaction, the timeout for the transaction
isreduced to the Ta_pmMBLOCKTIME Value. In contrast, for intradomain transactions (that
is, transactions handled within a single Oracle Tuxedo domain), the value of the
TA_BLOCKTIME attribute specified for the T_poma1n object has no effect on the timeout
value of an intradomain transaction.

TA_DMTLOGDEV: string[l1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
Thedevice (raw dice) or file containing the Domains transaction log (Tr.oc) for thislocal
domain access point. The TL.oG is stored as an Oracle Tuxedo System VTOC table on the
device. For reliability, the use of adevice (raw slice) is recommended.

If this attribute is not specified, the domain gateway group associated with thislocal
domain access point isnot allowed to process requestsin transaction mode. Multiplelocal
domain access points for the same machine can share the same Oracle Tuxedo filesystem,
but each local domain access point must have its own log (atable in the TA_DMTLOGDEV)
named as specified by the Ta_pmrr.oenamE keyword.
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TA_DMTLOGNAME: string{l..18]
The t.oc name for thislocal domain access point. If more than one TL.oG exists on the
same device, each T.oc must have a unique name.

TA_DMTLOGSIZE. 1 <= num <= 2048
The size in pages of the Tr.oc for thislocal domain access point. This size is constrained
by the amount of space available on the device identified in TA_DMTLOGDEV.

TA_DMMAXRAPTRAN: 0 <= num <= 32,767
The maximum number of remote domain access points that can be involved in asingle
transaction for thislocal domain access point.

TA_DMMAXTRAN: 0 <= num <= 32,767
The maximum number of simultaneous transactions allowed for thislocal domain access
point. This number must be greater than or equal to the T_bpoMAIN:TA_MAXGTT attribute
vaue.

TA_DMSECURITY: “{NONE | APP_PW | DM_PW | DM_USER_PW }”
The type of security enabled for the domain gateway associated with thislocal domain
access point. This attribute must be set to one of the following values:

“NONE "
No security is enabled.

“APP_PW”
Valid only when ta_pMTyPE="TDOMAIN". Application password-based security is
enabled.

“DM_PW”

Valid only when Ta_DMTYPE="TDOMAIN” OF *0SITPX”. Domain password-based
security is enabled.

“DM_USER_PW”
Valid only when ta_pMTYPE="sNaX”. Translation of principal namesis enabled.

TA_DMSTATISTICS_INTERVAL: 0 <= num < 32,768
Turns on/off the statistics gathering feature for the remote domain service call. num
specifiestheinterval timeflushing the statisticstraceto the audit log file. If this parameter
isnot specified or set to zero, this featureis turned off. The unit of this parameter is
second.

TA_ DMSTATISTICSLOG _PFX: stringl[0..256]
Specifiesthe absol ute pathname prefix of the statisticslog filefor thislocal domain access
point. The statistics log feature is activated from the dmadmin (1) command and records
all the service call from thislocal domain access point to remote domain. If the statistics
log feature is active while this parameter is not specified, the file
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STATISTICS_LOG.mmddyy (Where mm means month, ad means day, and yy means year)
is created in the directory that $apppIR environment variable specifies or the AppDIR
parameter in UBBCONFIG MACHINES Section specifies. The statistics log file will be
created when server cwapm starts up.

Note: Modificationsto this attribute for an active object will not affect the running
serversor clients.

Attributes available when TA_DMTYPE=TDOMAIN

TA_DMCONNECTION_POLICY : “{ON_DEMAND | ON_STARTUP | INCOMING_ONLY |
PERSISTENT_DISCONNECT}”
Specifies the conditions under which the domain gateway associated with this local
domain access points tries to establish connections to remote domains. Supported values
areé “ON_DEMAND”, “ON_STARTUP”, “INCOMING_ONLY”, Or
“PERSISTENT_DISCONNECT”.

“ON_DEMAND”
Means that a connection is attempted only when requested by either a client
request to aremote service or a dmadmin (1) connect command. The default
setting for TA_DMCONNECTION_POLICY attributeis “oN_pemMaNnD”. The
“ON_DEMAND” policy provides the equivalent behavior to previousreleases, in
which the Ta_pMcoNNECTTION_POLICY attribute was not explicitly available.
Connection retry processing is not allowed with this policy.

“ON_STARTUP”
Means that a domain gateway attempts to establish a connection with its remote
domains at gateway server initialization time. Remote services for a particular
remote domain (that is, services advertised by the domain gateway) are advertised
only if aconnection is successfully established to the remote domain. Therefore, if
there is no active connection to aremote domain, the remote services are
suspended. By default, this connection policy retries failed connections every 60
seconds; however, you can specify a different value for this interval using the
TA_DMRETRY_INTERVAL attribute. Also, seethe Ta_ DMMAXRETRY attribute.

“INCOMING_ONLY"”
Means that a domain gateway does not attempt an initial connection to remote
domains upon startup and that remote services areinitially suspended. Thedomain
gateway is available for incoming connections from remote domains, and remote
servicesare advertised when the domain gateway receivesan incoming connection
or an administrative connection (using the dmadmin (1) connect command) is
made. Connection retry processing is not alowed when the connection policy is
“INCOMING_ONLY".
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“PERSISTENT_DISCONNECT”
Means that the incoming connections from a remote domain are rejected and the
local domain will not attempt to connect to the remote domain. Related remote
service is suspended accordingly. Remote services are available until manually
changed to another connection policy and an administrative connection (using
dmadmin (1) connect command) is made.

TA_DMMAXRETRY : 0 <= num <= MAXLONG
The number of times that the domain gateway associated with thislocal domain access
point tries to establish connections to remote domains. The minimum value is 0 and the
maximum isMax1.oNG (2147483647). max1.oNG indicates that retry processing isrepeated
indefinitely, or until a connection is established. For a connection policy of
“ON_STARTUP”, the default setting for Ta_DMMAXRETRY iSMAXTONG. Setting this attribute
to 0 turns off the automatic retry mechanism. For other connection policies, automatic
retries are disabled.

The Ta_DMMAXRETRY altribute isvalid only when the connection policy is
“ON_STARTUP”.

TA_DMRETRY_INTERVAL: 0 <= num <= MAXLONG
The number of seconds that the domain gateway associated with thislocal domain access
point waits between automatic attempts to establish a connection to remote domains. The
minimum valueis 0 and the maximum valueisMax1.oNG (2147483647). The default is 60.
If Ta_DMMAXRETRY iS Set to 0, setting TA_DMRETRY_INTERVAL iS hot allowed.

This attribute is valid only when the Ta_pmcoNNECTTON_POLICY attributeis set to
“ON_sTARTUP”. For other connection policies, automatic retries are disabled.

TA_DMTHROUGHGATEWAY: { Y | N}

TA_DMTHROUGHGATEWAY iS the counterpart of THROUGHGATEWAY iN DMCONFIG.
THROUGHGATEWAY Specifies the conditions under which the domain gateway associated
with thislocal domain access point triesto transmit messages. It is not permitted for m1B
to set TA_ DMTHROUGHGATEWAY When Tuxedo is running.

Attributes available when TA_DMTYPE=TDOMAIN

TA_DMCONNPRINCIPALNAME: string[0..511]
The connection principal name identifier, which is the principal name used for verifying
the identity of the domain gateway associated with this local domain access point when
establishing a connection to aremote domain. This attribute applies only to domain
gateways of type TpoMaIN running Oracle Tuxedo 7.1 or later software.
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The TA_DMCONNPRINCIPALNAME attribute may contain a maximum of 511 characters
(excluding the terminating NuLL character). If this attribute is not specified, the
connection principa name defaults to the Ta_pMacceEsspoINTID string for thislocal
domain access point.

For default authentication plug-ins, if avalueis assigned to the
TA_DMCONNPRINCIPALNAME éttribute for thislocal domain access point, it must be the
same as the value assigned to the Ta_pMaACCESSPOINTID attribute for thislocal domain
access point. If these values do not match, thelocal domain gateway processwill not boot,
and the system will generate the following userlog (3c) mMessage: ERROR: Unable to
acquire credentials.

TA_DMMACHINETYPE: string{0..15]
Used for grouping domains so that encoding/decoding of messages can be bypassed
between the machine associated with thislocal domain access point and the machines
associated with the remote domain access points. This attribute applies only to domain
gateways of type TDOMAIN.

If TA_DMMACHINETYPE iSnot specified, the default isto turn encoding/decoding on. If the
value set for the TA_DMMACHINETYPE attribute is the same in both the T_pm_r.ocar and
T_DM_REMOTE classesfor aconnection, dataencoding/decoding isbypassed. The value set
for Ta_DMMACHINETYPE Can be any string value up to 15 charactersin length. It is used
only for comparison.

Attributes available when TA_DMTYPE=SNAX

TA_DMBLOB_SHM_SIZE: 1<= num <= MAXLONG
Specifies the shared memory allocated to storing binary large object log information
specific to this snax local domain access point. Thisattribute appliesonly tolocal domain
access points and domain gateways of type snax.

Limitations

When the Domain gateway administration (cwapm) server supporting the local domain access
point specified in the Ta_pMLACCESSPOINT attribute is active, you cannot st the Ta_STATE to
INvalid or update the following attributes. Ta_DMACCESSPOINTID, TA_DMSRVGROUP,
TA_DMTYPE, TA_DMTLOGDEV, TA_DMTLOGNAME, TA_DMTLOGSIZE, TA_DMMAXRAPTRAN,
TA_DMMAXTRAN, Of TA_DMMACHINETYPE.
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T_DM_OSITP Class Definition

Overview

The t_pm_os1Tp class defines the OSI TP 1.3 protocol related configuration information for a
specific local or remote domain access point.

Attribute Table

Table 20 DM_MIB(5): T_DM_OSITP Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMACCESSPOINT(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV}” N/A
TA_DMAPT(r) string rw-r--r-- string[1..78] N/A
TA_DMAEQ(r) string rw-r--r-- string[l..78] N/A
TA_DMNWDEVICE string rw-r--r-- string[1..78] N/A
TA_DMACN string  rw-r--r-- “{XATMI |UDT}” “XATMI”
TA_DMAPID short rw-r--r-- 0 <= num <= 32767 N/A
TA_DMAEID short IW-r--r-- 0 <= num <= 32767 N/A
TA_DMURCH string  rw-r--r-- string]0..30] N/A
TA_DMMAXLISTENINGEP short Irw-r--r-- 1 <= num <= 32767 3
TA_DMXATMIENCODING string rw-r--r-- “{CAE | PRELIMINARY | “CAE"

OLTP_TM2200}”

(r) - required when anew object is created
(k) - akey field for object retrieval
(*) - arequired key field for al SET operations on the class
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Attribute Semantics

TA_DMACCESSPOINT. string[1..30]
Thelocal or remote domain access point name for which this entry provides the
protocol -specific configuration information. This field matches the domain access point
namegivenintheT bM LoCAL Or T_DM_REMOTE entry that defines the protocol
independent configuration of the domain access point.

TA_STATE!

GET: “{vaLid}”
A GET operation retrieves configuration information for the T_pm_os1Tp oObject.
The following state indicates the meaning of aTa_sTaTE attribute value returned
in response to aceT request. States not listed are not returned.

“WALid” The object exists.

SET: “{NEW | INValid}”
A seT operation updates configuration information for the selected T_pm_os1TP
object. The following states indicate the meaning of Ta_sTATE in a SET request.
States not listed may not be set.

“NEW” A new object is created. This state changeis allowed
inthe state *INvValid” and resultsin the state
“WALid”.

unset Modify an existing object. This combination is not

adlowedinthe “INvalid” state. A successful return
leaves the object state unchanged.

“INvValid” The object is deleted. This state changeisallowed in
the state “vALid” and resultsin the state
“INValid”.

TA_DMAPT; string[l..78]

Theapplication processtitle of thislocal or remote domain access point in object identifier
form.

TA_DMAEQ: string[l..78]
Theapplication entity qualifier of thislocal or remote domain access point ininteger form.
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TA_DMNWDEVICE: string[l..78]
Specifies the network device to be used for thislocal domain access point. This attribute
isrelevant only when defining alocal domain access point; it isignored for aremote
domain access point.

TA_DMACN: “{XATMI | UDT}"
The application context name to use with thislocal or remote domain access point. When
establishing a dialogue to a remote domain access point, the application context name
from the remote domain access point isused, if it ispresent. If it is absent, the application
context name from the local domain access point is used. The value “xaTm1~ selectsthe
use of the X/Open defined XATMI Application Service Element (ASE) and encoding.
The value *upT~ selects the use of the | SO/IEC 10026-5 User Data Transfer encoding.

TA_DMAPID: 0 <= num <= 32767
This optional attribute defines the application process invocation identifier to be used on
thislocal or remote domain access point.

TA_DMAEID: 0 <= num <= 32767
This optional attribute defines the application entity invocation identifier to be used on
thislocal or remote domain access point.

TA_DMURCH: string[0..30]
Specifies the user portion of the OSI TP recovery context handle for thislocal domain
access point. It may be required by an OSI TP provider in order to perform recovery of
distributed transactions after acommunications line or system failure.

Thisattributeis relevant only when defining alocal domain access point; it isignored for
aremote domain access point.

TA_DMMAXLISTENINGEP: 0 <= num <= 32767
Specifies the number of endpoints awaiting incoming OSI TP dialogues for thislocal
domain access point. This attribute is relevant only when defining alocal domain access
point; it isignored for aremote domain access point.

TA_DMXATMIENCODING: “{CAE | PRELIMINARY | OLTP_TM2200}"
Specifiesthe version of the XATMI protocol used to communicate with aremote system.
This attribute is valid only when describing a remote domain access point. Valid values
are:
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vcaE” (default)

“PRELIMINARY” (used with Unisys MCP OLTP systems)

vorLTP_TM2200” (used with Unisys TM 2200 systems)

Limitations

DM_MIB(5)

Deleting or updating an instance of this classis not permitted in the following scenarios:

e Theinstance of the class corresponds to alocal domain access point and the domain

gateway group associated with the local domain access point is active.

e Theinstance of the class corresponds to a remote domain access point and the domain

gateway group associated with the remote domain access point is active.

On seT operationsthat add or update an instance of thisclass, the specificlocal or remote domain
access point specified inthe Ta_pMaccEsspoINT attribute must existinthe T_pmM_r.ocar classor
the T_pmM_RrREMOTE class. If the domain access point does not exist, a“not defined” error is

returned for the Ta_pmaccEsspPoINT attribute, and the operation fails.

T _DM_OSITPX Class Definition

Overview

The T_pM_os1iTpx class definesthe OSl TP 4.0 or later protocol related configuration
information for a specific local or remote domain access point. The T_bM_0sITPX classis
supported only by Oracle Tuxedo 8.0 or later software.

Attribute Table

Table 21 DM_MIB(5): T_DM_OSITPX Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_DMACCESSPOINT(r)(K)(*) string  rw-r--r-- string[1..30] N/A
TA_STATE(r) string rw-r--r-- GET: “VAL" N/A
SET: “{NEW | INV} ” N/A
TA_DMAET(r) string  rw-r--r-- string[l..78] N/A
TA_DMNWADDR(I) string  rw-r--r-- string[l..631] N/A
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Table 21 DM_MIB(5): T_DM_OSITPX Class Definition Attribute Table (Continued)

Attribute Type Permissions Values Default
TA_DMTSEL string rw-r--r-- string[1..66] N/A
TA_DMDNSRESOLUTION string  rw-r--r-- “{STARTUP | RUNTIME} ” “STARTUP”
TA_DMPSEL short rw-r--r-- string[l1..10] w
TA_DMSSEL short IW-r--r-- string[l..34] w
TA_DMTAILORPATH short rw-r--r-- string[l..78] wo
TA_DMXATMIENCODING string  rw-r--r-- “{CAE | PRELIMINARY | “CAE"

OLTP_TM2200 |
NATIVE_A_SERIES}”

TA_DMEXTENSIONS short rw-r--r-- string[1..78] w

TA_DMOPTIONS short rTw-r--r-- “{SECURITY_SUPPORTED} " wo

(r)—required when a new object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMACCESSPOINT. string[1..30]
The local or remote domain access point name for which this entry providesthe
protocol-specific configuration information. This field matches the domain access point
namegivenintheT bpM LoCAL Or T_DM_REMOTE entry that definesthe
protocol-independent configuration of the domain access point.

TA_STATE!

GET: “{vaLid}~”
A GET operation retrieves configuration information for the T_bpm_os1Tpx object.
The following state indicates the meaning of aTa_sTaTE attribute value returned
in response to aceT request. States not listed are not returned.

“WALid” The object exists.
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SET: “{NEW | INValid}”
A seT operation updates configuration information for the selected T_pm_os1TpPx
object. The following states indicate the meaning of Ta_sTATE in a SET request.
States not listed may not be set.

“NEW” A new T_DM_OSITPX object is created. This state
changeis allowed in the state “1Nvalid” and
resultsin the state “vALid”.

unset Modify an existing T_DM_0SITPX object. This
combinationisnot allowedinthe “INvalid” state.
A successful return leaves the object state
unchanged.

“INValid” The T_DM_0SITPX object isdeleted. This state
changeis allowed in the state “vaLid” and results
inthe state “INValid”.

TA_DMAET, string[l..78]
The application entity title of thislocal or remote domain access point. This address must
be unique among all hosts communicating in the OSI TP network; it matchesthelocal AE
Title on the remote (OLTP) node.

The value of this attribute consists of the application process title as an object identifier
form followed by the application entity qualifier as an integer, using the following form:
“{object identifier},{integer qualifier}”. The bracesare part of the syntax

and must be included within the quotes.

TA_DMNWADDR: string[l..631]
The semicolon-separated list of network addressesto use for thislocal or remote domain
access point. A network address may be either an IP address, if using TCP/IP networks,
or a DNS name. The network address takes one of the following forms:

“#. #.#. #:port_number” |P Address
v/ /hostname: port_number” DNS Name
“//hostname: port_number; //hostname:port_number; ..."

If the port_number component is absent, the default port 102 is used.

For alocal domain access point, the value of this attribute contains a semicol on-separated
list of up to eight addresses on which to listen for connection requests. For aremote
domain access point, the value of this attribute contains the preferred address for the
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destination domain followed by up to seven alternative addresses (in preference order) to
betried if thefirst isunavailable.

TA_DMTSEL: string[l..66]
The Transport Service Access Point address to be used for thislocal or remote domain
access point. Thevalue may beoneto 32 ASCII non-control characters (those represented
by the hexadecimal numbers 20 to 7E), one to 32 hexadecimal octets preceded by 0x, or
“NONE"—the NULL string.

TA_DMDNRESOLUTION: “{STARTUP | RUNTIME}"
Specifies when the DNS name for the network address defined by the Ta_pvnwappr
attribute should be resolved for the domain gateway (cwos1TP) associated with thislocal
domain access point. If thisattribute is set (or defaulted) to »sTarTuP~, the resol ution of
hostname to an actual 1P address takes place at gateway startup. If this attribute is set to
“RUNTIME”, the resolution of hostnameto an actual | P addresstakes place at gateway run
time.

This attribute isrelevant only when defining alocal domain access point; it isignored for
aremote domain access point. On cet callsfor remote domain access point instances, this
attribute is set to the NULL string.

TA_DMPSEL: string[1..10]
The Presentation Service Access Point address to be used for thislocal or remote domain
access point. Vaues may be oneto four ASCII non-control characters (those represented
by the hexadecimal numbers 20 to 7E), oneto four hexadecimal octets preceded by o0x, or
“NoNE” (default).

TA_DMSSEL: string[l1..34]
The Session Service Access Point address to be used for thislocal or remote domain
access point. Values may be one to 16 ASCII non-control characters (those represented
by the hexadecimal numbers 20 to 7E), one to 16 hexadecimal octets preceded by 0x, or
“NoNE~ (default).

TA_DMTAILORPATH: string][l..78]
Indicates the full pathname of the optional OSI TP tailor file used for tuning the OSI TP
stack for thislocal domain access point. Double quotes are required. If no valueis
supplied or the valueis set to the nuLL string, the OSI TP stack will run using defaultsfor
tuning parameters.

Thisattributeis relevant only when defining alocal domain access point; it isignored for
aremote domain access point.
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TA_DMXATMIENCODING: “{CAE | PRELIMINARY | OLTP_TM2200 | NATIVE_A_ SERIES}”
Specifies the version of the xatM1 protocol used to communicate with a remote system.
This attribute is valid only when describing a remote domain access point. Valid values
are:

vcag” (default)
“PRELIMINARY” (used with Unisys MCP OLTP systems)
voLTP_TM2200~ (used with Unisys TM 2200 systems)

“NATIVE A SERIES” (used with Unisys MCP OLTP systems that support
this encoding type)

TA_DMEXTENSIONS: string[l..78]
Controls operations for the remote domain associated with this remote domain access
point. Valid values are separated by asemicolon (; ) and include “onLINE=N/Y” (Y iSthe
default) and “RdomAssocRetry=nn", Where nn is the number of secondsto retry
connecting to the online remote domain. This attribute defaults to the RdomassocRetry
tailor parameter if present, or 60 seconds if RdomAssocRetry iShot present and nn is not
specified.

TA_DMOPTIONS: “{SECURITY_SUPPORTED} "
Indicates optional parameters for this remote domain access point. The
“SECURITY_SUPPORTED” Value indicates that the remote domain associated with this
remote domain access point supports the OSI TP security extension. This attribute
provides backward compatibility; it isvalid only when describing aremote domain access
point.

Limitations
Deleting or updating an instance of this classis not permitted in the following scenarios:

e Theinstance of the class corresponds to alocal domain access point and the domain
gateway group associated with the local domain access point is active.

e Theinstance of the class corresponds to a remote domain access point and the domain
gateway group associated with the remote domain access point is active.

On seT operationsthat add or update an instance of this class, the specific local or remote domain
access point specified inthe Ta_pMACCESSPOINT attribute must existinthe T _pM_r.ocar classor
the T_pm_rEMOTE class. If the domain access point does not exist, a“not defined” error is
returned for the Ta_pmaccresspoInT attribute, and the operation fails.
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T _DM_PASSWORD Class Definition

Overview

The T_pM_PASSWORD class represents configuration information for interdomain authentication
through access points of type TDOMAIN.

Attribute Table

Table 22 DM_MIB(5): T_DM_PASSWORD Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMLACCESSPOINT(r)(K)(*) string IW-r--r-- string[1..30] N/A
TA_DMRACCESSPOINT(r)(K)(*) string TW-r--r-- string(1..30] N/A
TA_DMLPWD(r) string -W-—————- string[1..30] N/A
TA_DMRPWD(r) string “W--—————- string(1..30] N/A
TA_STATE(r) string IW-r--r-- GET: “VAL” N/A

SET: “{NEW | INV | REC} " N/A
TA_TYPE(r) string 1 and 2

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMLACCESSPOINT. string{l..30]
The name of the local domain access point to which the password applies.

TA_DMRACCESSPOINT: string[l..30]
The name of the remote domain access point to which the password applies.

TA_DMLPWD: string[1..30]
Thelocal password to be used to authenticate connections between the local domain
access point identified by Ta_pmraccesspoINT and the remote domain access point
identified by TA_DMRACCESSPOINT.

148 File Formats, Data Descriptions, MIBs, and System Processes Reference



DM_MIB(5)

TA_DMRPWD: string[1..30]
The remote password to be used to authenticate connections between the local domain
access point identified by Ta_pmraccesspoINT and the remote domain access point
identified by TA_DMRACCESSPOINT.

TA_STATE:

GET: “{vALid}”
A GET operation retrieves configuration information for the selected
T_DM_PASSWORD object. The following state indicatesthe meaning of aTa_sTATE
attribute value returned in response to aGeT request. States not listed are not
returned.

“VALid"” The object exists.

SET: “{NEW | INValid | RECrypt}”
A sET operation updates configuration information for the selected
T_DM_PASSWORD object. The following states indicate the meaning of Ta_sTATE
in a seT request. States not listed may not be set.

“NEW” A new object iscreated. A state changeisalowed in
the state *1INvValid” and resultsin the state
“WALid”.

unset Modify an existing object. This combination is not

alowed in the state “INValid”.

“INValid” Theobjectisdeleted. A state changeisallowedinthe
state “VALid” and resultsin the state *INvalid”.

“RECrypt” Re-encrypt all passwords using a new encryption
key. Appliesto dl password instancesin the
T_DM_PASSWORD Classes.

TA_TYPE: string{l, 2] optional
Specifies which password pair the configurator work on (1 or 2). If not specified, the
default is password pair 1. It also requires that no older password pair lexists.
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Limitations

Passwords cannot be re-encrypted (SET TA_STATE to “RECrypt”) wWhen any domain gateway
administration server (cwapM) iS running.

T_DM_PRINCIPAL_MAP Class Definition

Overview

The T_pM_PRINCIPAL_MAP classrepresents configuration information for mapping principal
names to and from external principal names across access points of type sNax.

Attribute Table

Table 23 DM_MIB(5): T_DM_PRINCIPAL_MAP Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMLACCESSPOINT(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_DMRACCESSPOINT(r)(K)(*) string rw-r--r-- string(1..30] N/A
TA_DMPRINNAME(r)(K)(*) string  rw------- string[1..30] N/A
TA_DMRPRINNAME(r)(K)(*) string rw------- string(1..30] N/A
TA_DMDIRECTION(K) string  rw-r----- “{IN|OUT | BOTH}” “BOTH"
TA_STATE(r) string rw-r--r-- GET:“VAL”" N/A
SET:*{NEW | INV}~ N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMLACCESSPOINT. string{l..30]
The local domain access point to which the principal mapping applies.

TA_DMRACCESSPOINT: string[l..30]
The remote domain access point to which the principal mapping applies.
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TA_DMPRINNAME: string{l1..30]
Theloca principal name in the principal mapping.

TA_DMRPRINNAME: string[l1..30]
The remote principal name in the principal mapping.

TA_DMDIRECTION: “{IN | OUT | BOTH}”
The direction to which the principal mapping applies.

STN
IsINcoming to this Oracle Tuxedo domain through the given remote domain
access point and local domain access point.

“ouT”
Is OUTgoing from this Oracle Tuxedo domain through the given local domain
access point and remote domain access point.

“BOTH”
Applies to both INcoming and OUTgoing.

TA_STATE:

GET: “{vALid}~
A GET operation retrieves configuration information for the selected
T_DM_PRINCIPAL entry. Thefollowing stateindicatesthe meaning of ata_sTaTE
attribute value returned in response to aGeT request. States not listed are not
returned.

“VALid"” The object exists.

SET: "{NEW | INValid}”
A sET operation updates configuration information for the selected
T_DM_PRINCIPAL entry. Thefollowing statesindicate the meaning of Ta_STATE
in a seT request. States not listed may not be set.

“NEW” A new object iscreated. A state changeisalowed in
the state “INValid” and resultsin the state
“VALid”.
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unset Modify an existing object. This combination is not
alowed inthe state “INValid”.

“INValid” Theobject isdeleted. A state changeisalowed inthe
state “vALid” and resultsin the state “*INValid”.

Limitations

In Oracle Tuxedo release 7.1 or later, the T_pM_PRINCIPAL_MAP class applies only to the snax
domain gateway type.

T _DM_REMOTE Class Definition

Overview

TheT_pM_REMOTE class represents remote domain access point configuration information. Local
resources that may be exported through one or more local domain access points are made
accessibleto aremote domain through aremote domain access point. Similarly, remote resources
are imported from a remote domain through a remote domain access point.

Attribute Table

Table 24 DM_MIB(5): T_DM_REMOTE Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMACCESSPOINT(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_DMACCESSPOINTID(r) string rw-r--r-- string[1..30] N/A
TA_DMTYPE(K) string rw-r--r-- *{ TDOMAIN | SNAX | “TDOMAIN"

OSITP |OSITPX}”

TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} ” N/A

TA_DMPRIORITY_TYPE string rw-r--r--— “{LOCAL_RELATIVE | “LOCAL,_
LOCAL_ABSOLUTE | RELATIVE”
GLOBAL} "

TA_DMINPRIORITY string rw-r--r--— -99 <= num<= 100 Oor 50
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Table 24 DM_MIB(5): T_DM_REMOTE Class Definition Attribute Table (Continued)

DM_MIB(5)

Attribute Type Permissions Values Default
TA_REQUEST_VERSION string rwxr-xr-- ‘x/, “DEFAULT”, or N/A
0 <= num <= 65535
TA_VERSION_POLICY string  rwxr-xr-- { PROPAGATE | N/A
DEFAULT }
Attributes available when Ta_DMTYPE=TDOMAIN|OSITPX:
TA_DMACLPOLICY string  rwxr--r-- “{LOCAL | GLOBAL} " “LOCAL"
TA_DMLOCALPRINCIPALNAME  String  rwxr--r-- string{0..511] wo
Attributes available when Ta_DMTYPE=TDOMAIN:
TA_DMCONNPRINCIPALNAME string rwxr--r-- string{0..511] wo
TA_DMCREDENTIALPOLICY string  rwxr--r-- “{LOCAL | GLOBAL} " “LOCAL"
TA_DMMACHINETYPE string  rw-r--r-- string[0..15] v
Attributes available when Ta_DMTYPE=SNAX | OSITPX:
TA_DMCODEPAGE string  rw-r--r-- string[1..20] N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMACCESSPOINT. string[l..30]

The name of thisT_pm_rEMOTE entry—a user-specified remote domain access point
identifier (logical name) unique within the scope of the T_pv_r.0car, and T_DM_REMOTE

access point names in this Domains configuration.

TA_DMACCESSPOINTID:. string{l1..30]

Theidentifier for the remote domain associated with this remote domain access point for
purposes of security when setting up aconnection to the remote domain. Thisidentifier is

unique across al local and remote domain access points.
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TA_DMTYPE: “{TDOMAIN | SNAX | OSITP | OSITPX}"
Thetypeof domain for thisremote domain accesspoint: *Tpoma1N” for an Oracle Tuxedo
domain, »snax~ for an SNA domain, oszTp~ for an OSlI TP 1.3 domain, or *0SITPX”
for an OSI TP 4.0 or later domain. The presence or absence of other attributes depends on
the value of this attribute.

Setting Ta_pbMTYPE="0SITPX" iSsupported only by Oracle Tuxedo 8.0 or later software.
TA_STATE:

GET: “{vALid}”
A GET operation retrieves configuration information for the T_pMm_RrREMOTE Object.
The following state indicates the meaning of aTa_sTaTE attribute value returned
in response to aceT request. States not listed are not returned.

“WALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected T_pM_REMOTE
object. The following states indicate the meaning of Ta_STATE in a SET request.
States not listed may not be set.

“NEW” A new object is created.

unset Modify an existing object. This combination is not
dlowed inthe “INvalid” state. A successful return
|eaves the object state unchanged.

“INValid” The object is deleted.

TA_DMPRIORITY_TYPE = “{LOCAL_RELATIVE | LOCAL_ABSOLUTE | GLOBAL}"

TA_DMINPRIORITY = -99 <= num <= 100
Together, the TA_DMPRIORITY_TYPE and TA_DMINPRIORITY attributes specify the
message priority handling for this remote domain access point. These attributes are
supported by Oracle Tuxedo 8.0 or later software.

For the Ta_ DMPRIORITY_ TYPE aftribute, the *Local, RELATIVE” and
“L,oCAL_aABSOLUTE” valuesarevalid for al remote domain types; the “croBaL” valueis
valid only for remote domains of type rpoMaIN. If not set, the TA_DMPRIORITY_TYPE
attribute defaults to *LOCAL_RELATIVE”.
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TA_DMPRIORITY_TYPE=“LOCAL_RELATIVE” means that the priority associated with a
regquest from this remote domain access point (for example, viathe tpsprio cal) is not
used by the local domain. Instead, the priority of incoming requests from this remote
domain access point is set relative to the Ta_bpMINPRIORITY Value; thisvalue may be
greater than or equal to -99 (lowest priority) and lessthan or equal to 99 (highest priority),
with 0 being the default. The setting of Ta_bpMINPRIORITY incrementsor decrements a
service' s default priority as follows: up to a maximum of 100 or down to a minimum of
1, depending on its sign, where 100 is the highest priority. For requests to the remote
domain access point, the priority associated with a request will accompany the request to
the remote domain access point.

TA_DMPRIORITY_TYPE="LOCAL_ABSOLUTE” Means that the priority associated with a
request from this remote domain access point is not used by the local domain. Instead, the
priority of incoming requests from this remote domain access point is set relative to the
TA_DMINPRIORITY value; thisvalue may be greater than or equal to 1 (lowest priority)
and less than or equal to 100 (highest priority), with 50 being the default. The setting of
TA_DMINPRIORITY incrementsor decrementsaservice sdefault priority asfollows: upto
amaximum of 100 or down to a minimum of 1, depending on its sign, where 100 is the
highest priority. For requests to the remote domain access point, the priority associated
with arequest will accompany the request to the remote domain access point.

TA_DMPRIORITY_TYPE="GLOBAL” meansthat the priority associated with arequest from
thisremote domain access point is adjusted by thelocal domain. The priority of incoming
requests from this remote domain access point is adjusted relative to the
TA_DMINPRIORITY Value; thisvalue may be greater than or equal to -99 (lowest priority)
and less than or equal to 99 (highest priority), with 0 being the default. If
TA_DMINPRIORITY iSSet, the priority accompanying theincoming request is added to the
TA_DMINPRIORITY Value to create an absolute priority setting for the incoming request.
If TA_DMINPRIORITY iSOt set or is set to 0, the priority accompanying the incoming
request is used asis by thelocal domain. For requests to the remote domain access point,
the priority associated with arequest will accompany the regquest to the remote domain
access point.

TA_REQUEST VERSION: ‘*’, 0<=num<=65535, “DEFAULT”
This attribute specifies how to map the request version of the incoming request from
specified remote domain. If this attribute is specified, domain gateway will change the
request version of the incoming request from the specified remote domain to the specified
regquest version value.

The **’ means that the request version could be any version.
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The“peEFAULT” isused to reset the request version configuration to the default value, i.e.
the domain gateway will not change the request version of the incoming request from the
specified remote domain.

The change will take effect immediately.

TA_VERSION_POLICY: { “PROPAGATE” | “DEFAULT” }
This attribute is used to change version policy. If Ta_VERSION_POLICY iSSet to
“PROPAGATE", the version policy will be changed to propagate. If set to “pEFAULT”,
TA_VERSION_PoLICY Will be used to reset the user configured version policy to the
default value.

For the domain gateway, if the user neither configures the REQUEST_VERSTON in domain
configuration nor configures through MIB, the domain gateway should propagate the
request version.

The change will take effect immediately.

Attributes available when TA_DMTYPE=TDOMAINIOSITPX

TA_DMACLPOLICY. {LOCAL | GLOBAL}
The access control list (ACL) policy for this remote domain access point. This attribute
applies only to domain gateways of type TooMaIN running Oracle Tuxedo 7.1 or later
software and domain gateways of type os1Tpx running Oracle Tuxedo 8.0 or later
software.

rocar meansthat thelocal domain replacesthecredentia (identity) of any servicerequest
received from the remote domain with the principal name specified in the
TA_DMLOCALPRINCIPALNAME attribute for this remote domain access point. GLoBAL
meansthat thelocal domain does not replace the credential received with aremote service
request; if no credential is received with aremote service request, the local domain
forwardsthe service request to the local service asis (which usualy fails). If thisattribute
is not specified, the default is Locar.

Notethat theTa_pmacr.poLICy attribute controlswhether or not thelocal domain replaces
the credential of aservicerequest received from aremote domain with the principal name
specified in the TA_DMLOCALPRINCIPALNAME attribute. The TA_DMCREDENTIALPOLICY

attribute is related to this attribute and controls whether or not the local domain removes
the credential from alocal service request before sending the request to aremote domain.

TA_DMLOCALPRINCIPALNAME: string[0..511]
Theloca principal name identifier (credential) assigned by the local domain to service
requests received from the remote domain when the Ta_pwmacr.porIcy attribute for this
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remote domain access point is set (or defaulted) to r.ocar. This attribute applies only to
domain gateways of type Tpoma1n running Oracle Tuxedo 7.1 or later software and
domain gateways of type ostTrx running Oracle Tuxedo 8.0 or later software.

The TA_DMLOCALPRINCIPALNAME atribute may contain a maximum of 511 characters
(excluding the terminating NuLL character). If this attribute is not specified, the local
principal namedefaultstotheTa pMaccESsPOINTID string for thisremote domain access
point.

Attributes availahle when TA_DMTYPE=TDOMAIN

TA_DMCONNPRINCIPALNAME: string[0..511]
The connection principal name identifier, which is the principal name used for verifying
theidentity of thisremote domain access point when establishing a connection to the local
domain access point. This attribute applies only to domain gateways of type TooMaIN
running Oracle Tuxedo 7.1 or later software.

The TA_DMCONNPRINCIPALNAME attribute may contain a maximum of 511 characters
(excluding the terminating NuLL character). If this attribute is not specified, the
connection principa name defaults to the Ta_pMaccESSPOINTID string for this remote
domain access point.

For default authentication plug-ins, if avalueis assigned to the
TA_DMCONNPRINCIPALNAME attribute for this remote domain access point, it must be the
same asthe value assigned to the Ta_pMaccEsspPoINTID attribute for thisremote domain
access point. If these values do not match, any attempt to set up a connection between the
local domain gateway and the remote domain gateway will fail, and the system will
generate the following userlog (3c) MESSAge: ERROR: Unable to initialize
administration key for domain domain_name.

TA_DMCREDENTIALPOLICY: {LOCAL | GLOBAL}
The credentia policy for this remote domain access point. This attribute applies only to
domain gateways of type TpoMa1n running Oracle Tuxedo 8.0 or later software.

LocAL means that the local domain removes the credentia (identity) from alocal service
request destined for thisremote domain access point. cL.oBAL meansthat thelocal domain
does not remove the credential from alocal service request destined for this remote
domain access point. If this attribute is not specified, the default isL.ocar.

Note that the TA_ DMCREDENTIALPOLICY attribute controls whether or not the local
domain removes the credential from alocal service request before sending the request to
aremote domain. The Ta_pMacLPOLICY attribute controls whether or not the local
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domain replaces the credential of a service request received from aremote domain with
the principal name specified in the TA_DMI.OCALPRINCIPALNAME attribute.

TA_DMMACHINETYPE: string(0..15]
Used for grouping domains so that encoding/decoding of messages can be bypassed
between the machine associated with this remote domain access point and the machine
associated with thelocal domain access point. If TA_DMMACHINETYPE iSnot specified, the
default is to turn encoding/decoding on. If the value set for the TA_DMMACHINETYPE
attribute isthe samein boththe_pm_rocar and T_pM_REMOTE classes for aconnection,
data encoding/decoding is bypassed. The value set for TA_DMMACHINETYPE can be any
string value up to 15 charactersin length. It is used only for comparison.

Attributes available when TA_DMTYPE=SNAXIOSITPX

TA_DMCODEPAGE:. string{l..20]
The name of the default translation tables to use in trandating requests and replies sent
through this remote domain access point.

Limitations

When any gateway administrative server (cwapm) supporting a local domain access point of the
same domain type as this request is active, you cannot seT the TA_sSTATE t0 INvalid or update
the following attributes: TA_DMACCESSPOINTID, TA_DMTYPE, TA_DMMACHINETYPE, Of
TA_DMCODEPAGE.

Y ou cannot delete an instance of the T_pwm_rEMOTE classif it is referenced by any instances of
the following classes: T_pbw_ACL, T_DM_IMPORT, T_DM_OSITP, T_DM_OSITPX, T_DM_ROUTING,
Of T_DM_TDOMAIN.

T _DM_RESOURCES Class Definition

Overview
The T_bpM_RESOURCES class represents Domains-specific configuration information.
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Attribute Table

Table 25 DM_MIB(5): T_DM_RESOURCES Class Definition Attribute Table

DM_MIB(5)

Attribute Type Permissions Values Default

TA_DMVERSION(r) string rw-r--r-- string[1..30] N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMVERSION: string(1..30]
A user-supplied identifier for the Domains configuration.

Limitations
None.

T _DM_ROUTING Class Definition

Overview

TheT_pM_ROUTING classrepresents routing criteriainformation for routing requeststo adomain

through a remote domain access point.

Attribute Table

Table 26 DM_MIB(5): T_DM_ROUTING Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMROUTINGNAME(N)(K)(*) string rw-r--r-- string[l..15] N/A
TA_DMBUFTYPE(r)(K)(*) string rw-r--r-- string[l..256] N/A
TA_DMFIELD(r) string rw-r--r-- string[1..30] N/A
TA_DMFIELDTYPE string rw-r--r-- “{CHAR | SHORT |LONG | N/A
FLOAT | DOUBLE |
STRING}”
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Tahle 26 DM_MIB(5): T_DM_ROUTING Class Definition Attribute Tahle

Attribute Type Permissions Values Default

TA_DMRANGES(r) string rw-r--r-- string[1..4096] N/A

TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV}” N/A

(r)—required when a new object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMROUTINGNAME: string{l..15]

The name of the routing criteria table entry—an identifier unique within the scope of
T_DM_ROUTING entriesin the Domains configuration.

TA_DMBUFTYPE: string{l..256]

"typell:subtypell,subtype2...]|[;type2[:subtype3[,subtypes...]]...]"

List of typesand subtypes of data buffersfor which thisrouting entry isvalid. A maximum
of 32 type/subtype combinationsisallowed. Thetypesarerestricted to thefollowing: Fmr.,
FML32, XML, VIEW, VIEW32, RECORD, X_C_TYPE, Of X_comMmoN. No subtype can be
specified for type FML, FML32, Or xML; Subtypes are required for types view, VIEW32,
RECORD, X_C_TYPE, and x_common (“*” isnot allowed). Note that subtype names should
not contain semicolon, colon, comma, or asterisk characters. Duplicate type/subtype pairs
cannot be specified for the same routing criterion name; more than one routing entry can
have the same criterion name as long as the type/subtype pairs are unique. If multiple
buffer types are specified for asingle routing entry, the data types of the routing field for
each buffer type must be the same.

TA_DMFIELD: string[l..254]

160

The name of the field to which routing is applied.

For L (and FvL32) buffer types, Ta_pMrIELD containsan FML field namethat must be
defined in an FML field table. When routing is performed, the field name is retrieved
using the FLDTBLDIR and FIELDTBLS (FLDTBLDIR32 and FIELDTBLS32 for FML32)
environment variables.

For view (and view32) buffer types, Ta_pmrIELD containsaVIEW field namethat must
bedefinedinan FML VIEW table. When routing is performed, the field nameisretrieved
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using the viewpIr and vIEWFILES (VIEWDIR32 and VIEWFILES32 for VIEW32)
environment variables.

When routing a buffer to its correct remote domain access point, the appropriate tableis
used to get the data-dependent routing field value within a buffer.

The syntax of the Ta_pmFIELD attribute for an REcorp buffer type is as follows:

" [groupnamel .groupname?2 . . .groupnameN. ] itemname"

For an xvr, buffer type, Ta_pmrIELD contains either a routing element type (or name) or
arouting el ement attribute name. To use XPATH for XML base DDR, Ta_FIELD must be
“XPATH".

The syntax of the Ta_pmrFIELD attribute for an xmr, buffer typeis asfollows:

“root_element[/child_element|[/child_element]
[/.. ]l/@attribute_name]”

The element is assumed to be an XML document or datagram element type. Indexing is
not supported. Therefore, the Oracle Tuxedo system recognizes only the first occurrence
of agiven element type when processing an XML buffer for data-dependent routing. This
information is used to get the associated el ement content for data-dependent routing while
sending a message. The content must be a string encoded in UTF-8.

The attribute is assumed to be an XML document or datagram attribute of the defined
element. Thisinformation is used to get the associated attribute value for data-dependent
routing while sending a message. The value must be a string encoded in UTF-8.

The combination of element name and attribute name may contain up to 30 characters.
The type of the routing field can be specified by the Ta_DMFIELDTYPE éttribute.

TA_DMFIELDTYPE: “{CHAR | SHORT | LONG | FLOAT | DOUBLE | XPATH | STRING}”
Thetype of therouting field specified inthe Ta_pmr1ELD attribute. Thetype can be char,
SHORT, LONG, FLOAT, DOUBLE, XPATH, Of STRING; only onetypeisallowed. Thisattribute
isrequired if TA_DMBUFTYPE iS xML; it must be absent if TA_DMBUFTYPE iS FML, VIEW,
X_C_TYPE, Of X_COMMON .

TA_DMRANGES: string[l1..4096]
Theranges and associated remote domain access pointsfor theta_pmrIELD routing field.
The format of the string is a comma-separated, ordered list of range/group name pairs. A
range/group name pair has the following format:

“1 ower[-upper] .raccesspoint”
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Note:

Note:

lower and upper are signed numeric values or character stringsin single quotes. 1ower
must be less than or equal to upper. To embed a single quote in a character string val ue,
it must be preceded by two backslashes (for example, 'o\\ 'Brien'). ThevalueMIN can
be used to indicate the minimum value for the data type of the associated field on the
machine. The value max can be used to indicate the maximum value for the data type of
the associated field on the machine. Thus, *mM1N--5~ isall numbers less than or equal to
-5, and “6-max~ isall numbers greater than or equal to 6.

The meta-character »*  (wildcard) in the position of arange indicates any values not
covered by the other ranges previously seen in the entry. Only one wildcard rangeis
allowed per entry and it should be last (ranges following it are ignored).

A numeric routing field must have numeric range values, and a string routing field must
have string range values.

String range valuesfor string, carray, and character field types must be placed inside apair
of single quotes and cannot be preceded by a sign. Short and long integer values are a
string of digits, optionally preceded by a plus or minus sign. Floating point numbers are
of theform accepted by the C compiler or atof (3) : anoptional sign, then astring of digits
optionally containing adecimal point, then an optional e or & followed by an optional sign
or space, followed by an integer.

The raccesspoint parameter indicates the remote domain access point to which the
request isrouted if the field matchestherange. A raccesspoint of **~ indicatesthat the
reguest can go to any remote domain access point that imports the desired service.

To configure Xpath DDR, the “ 1ower [ -upper]” part should be an xpath expression.
The xpath expression should be enclosed by single quotation marks and abide by XML
Path Language (XPath) Version 1.0(http://www.w3.0rg/ TR/xpath/). To be embedded in
a character string value, a single quotation must be preceded by two backslashes (for
example, '0\\ 'Brien').

For more information, please refer to RANGES = “string[1..4096]” in DM_ROUTING
Section.

TA_STATE!

GET: “{vALid}”
A GET operation retrieves configuration information for theT_pm_rouTING object.
The following state indicates the meaning of aTa_sTaTE attribute value returned
in response to aceT request. States not listed are not returned.

“WALid” The object exists.
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SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected
T_DM_ROUTING Object. Thefollowing statesindicate the meaning of Ta_sTATE in
a seT request. States not listed may not be set.

“NEW” A new object is created.

unset Modify an existing object. This combination is not
allowedinthe *INValid” state. Successful return
|eaves the object state unchanged.

“INValid” The object is deleted.

Limitations

Y ou cannot delete an instance of the T_pm_rouTInG classif it isreferenced by an instance of the
T_DM_IMPORT Class.

T _DM_RPRINCIPAL Class Definition

Overview

TheT_bpM_RPRINCIPAL classrepresentspassword configuration information for remote principal
names.

Attribute Table

Table 27 DM_MIB(5): T_DM_RPRINCIPAL Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMRACCESSPOINT(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_DMRPRINNAME(r)(K)(*) string rw------- string(1..30] N/A
TA_DMRPRINPASSWD(r)(*) string  -w------- stringl0..8] N/A
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Tahle 27 DM_MIB(5): T_DM_RPRINCIPAL Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} ” N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMRACCESSPOINT. string{l..30]
The remote domain access point to which the principal is applicable.

Note: The combination of Ta_DMRACCESSPOINT and TA_DMRPRINNAME must be unique
within the scope of Ta_pv_RPRINCIPAL entriesin the Domains configuration.

TA_DMRPRINNAME: string{l..30]
The remote principal name.

Note: The combination of Ta_DMRACCESSPOINT and TA_DMRPRINNAME Must be unique
within the scope of Ta_pM_RPRINCIPAL entriesin the Domains configuration.

TA_DMRPRINPASSWD: stringl0..8]
The remote password to be used for the principal name when communicating through the
remote domain access point identified in TA_DMRACCESSPOINT.

TA_STATE!

GET: “{vALid}”
A GET operation retrieves configuration information for the T_bpM_RPRINCIPAL
object. The following state indicates the meaning of aTa_sTaTE attribute value
returned in response to aceT request. States not listed are not returned.

“WALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected
T_DM_RPRINCIPAL object. Thefollowing statesindicatethe meaning of Ta_sTaTE
in a seT request. States not listed may not be set.
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“NEW” A new object is created. A state change is allowed in the
state “INValid” and resultsin the state “vALid”.

unset Modify an existing object. This combination is not

adlowed in state “INValid”.

“INValid” The object isdeleted. A state changeis allowed in the
state “vVALid” and resultsin the state “INValid”.

Limitations

DM_MIB(5)

In Oracle Tuxedo release 7.1 or later, the T_pM_rpPrRINCIPAL class applies only to the snax

domain gateway type.

T _DM_SNACRM Class Definition

Overview

The T_pm_sNacru class defines the SNA-CRM -specific configuration for the named local

domain access point.

Attribute Table

Table 28 DM_MIB(5): T_DM_SNACRM Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMSNACRM(K)(r)(*) string rw-r--r-- string[1..30] N/A
TA_DMLACCESSPOINT(K)(r) string rw-r--r-- string(1..30] N/A
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} ” N/A
TA_DMNWADDR(r) string rw-r--r-- string[l..78] N/A
TA_DMNWDEVICE(r) string rw-r--r-- string[l1..78] N/A

(r)—required when a new object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class
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Attribute Semantics

TA_DMSNACRM: string[1..30]
The name of thisT_bpM_sSNACRM entry. TA_DMSNACRM is an identifier unique within the
scope of the SNA CRM entries within the Domains configuration used to identify this
SNA CRM entry.

TA_DMLACCESSPOINT. string[l1..30]
The name of the local domain access point entry with which this SNA CRM is used.

TA_STATE!

GET: “{vaALid}”
A GET operation retrieves configuration information for the T_pm_snacrm object.
The following state indicates the meaning of ata_sTaTE attribute value returned
in response to aGET request. States not listed are not returned.

“wALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected T_pM_SNACRM
object. The following states indicate the meaning of aTa_sTATE Setin aseT
request. States not listed may not be set.

“NEW” A new object is created. This state change is allowed in
the state “INValid” and resultsin the state “vaALid”.

unset Modify an existing entry. Thiscombination isnot allowed
in the state “INvValid”.

“INValid” The object is deleted. This state changeis allowed in the
state “vaLid” and resultsin the state “INValid”.

TA_DMNWADDR: string[l..78]
Specifies the network address for communication between the domain gateway for the
local domain access point and the SNA CRM.

TA_DMNWDEVICE: string[l..78]
Specifiesthe network device to be used for communication between the domain gateway
for the local domain access point and the SNA CRM.
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Limitations
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Deleting or updating an instance of the T_pm_sNacru classis not permitted if the Domain
gateway administration (cwapm) server for the referenced local access point is active.

On seT operations that add or update an instance of this class, the local domain access point
specified in the Ta_DMLACCESSPOINT Must exist in the T_pM_rocaL class. If the access point
does not exist, a“not defined” error isreturned for the Ta_pmraccesspoINT attribute, and the

operation fails.

T_DM_SNALINK Class Definition

Overview

The T_pM_sNaLINK class represents SNAX-specific configuration information for aremote

domain access point.

Attribute Table

Table 29 DM_MIB(5): T_DM_SNALINK Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMSNALINK(r)(K)(*) string rw-r--r-- string[1..30] N/A
TA_DMSNASTACK(r)(K) string rw-r--r-- string[1..30] N/A
TA_DMRACCESSPOINT(r)(k) string rw-r--r-- string[1..30] N/A
TA_DMLSYSID(r) string  rw-r--r-- string[l.4] N/A
TA_DMRSYSID(r) string rw-r--r-- string[l.4] N/A
TA_DMLUNAME(r) string  rw-r--r-- string[l..8] N/A
TA_DMMINWIN(r) short rw-r--r-- 0 <= num <= 32767 N/A
TA_DMMODENAME(r) string rw-r--r-- string[l..8] N/A
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} ” N/A
TA_DMSECTYPE string rw-r--r-- “{LOCAL | IDENTIFY | “LOCAL"

VERIFY | PERSISTENT |
MIXIDPE}”
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Tahle 29 DM_MIB(5): T_DM_SNALINK Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMSTARTTYPE string rw-r--r-- *{AUTO | COLD} ~ “AUTO”
TA_DMMAXSNASESS short rw-r--r-- 0 <= num <= 32767 64
TA_DMMAXSYNCLVL short r--r--r-- 0<=num<=2 0

(r)—required when a new object is created
(k)—akey field for object retrieval

(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMSNALINK: string[1..30]
Thenameof theT_pm_sNaLINk entry. Anidentifier, unigue within the scope of the SNA
LINK entries within the Domains configuration, used to identify this Ta_DMSNALINK

entry.

TA_DMSNASTACK: string{l1..30]
The name of the SNAX stack entry to be used to reach this remote domain access point.

TA_DMRACCESSPOINT. string{l..30]
| dentifies the remote domain access point name for which this entry provides the SNAX
configuration data.

TA_DMLSYSID: string[l..4]
Thelocal SY SID to be used when establishing an SNA link to the remote logical unit

(LU).

TA_DMRSYSID: string[l..4]
The remote SY SID to be used when establishing an SNA link to the remote LU.

TA_DMLUNAME: string[l..8]

Specifies the LU name associated with the remote domain access point.

TA_DMMINWIN: O <= num <= 32767
The minimum number of winner sessions to the remote LU.

TA_DMMODENAME:. string{l..8]
Specifies the name associated with the session characteristics for sessions to the remote

LU.
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TA_STATE!

GET: “{vaALid}”
A GET operation retrieves configurationinformation for theT_pm_sNALINK Object.
The following state indicates the meaning of ata_sTaTE attribute value returned
in response to aGET request. States not listed are not returned.

“wALid” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected
T_DM_SNALINK Object. The following states indicate the meaning of aTa_sTATE
set in a sET reguest. States not listed may not be set.

“NEW” A new object is created.

unset Modify an existing object. This combination is not
allowed in state “INValid”.

“INValid” The object is deleted.

TA_DMSECTYPE: “{LOCAL | IDENTIFY | VERIFY | PERSISTENT | MIXIDPE}"
Specifiesthe type of SNA security to be used on sessionsto the remote LU. Valid values
for thisattributeare *LocaL”, “IDENTIFY”, “VERIFY”, “PERSISTENT”, and *“MIXIDPE".

TA_DMSTARTTYPE: “{AUTO | COLD}”
Specifies the type of session start-up for the destination LU. Setting this attribute to
»coLD” forcesa COLDSTART with the LU. If set to “auTo~, the SNACRM in
conjunction with the domain gateway choose whether to COLDSTART or
WARMSTART the LU.

TA_DMMAXSNASESS: 0 <= num <= 32767
Specifies maximum number of sessions to establish with the remote LU.

TA_DMMAXSYNCLVL: 0 <= num<=2
The maximum SYNC LEVEL that can be supported to this remote LU.

Limitations

Deleting or updating an instance of the T_pm_sNaLINK classthat refersto aT_DM_SNASTACK
classinstance is not permitted under the following condition: theT_pmM_snasTAck classinstance
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refersto aT_pM_sNACRM class instance that references aloca domain access point for which the
Domain gateway administration (cwapm) server is active.

On seT operations that add or update an instance of this class:

e The remote domain access point specified in the Ta_DMRACCESSPOINT attribute must exist
inthe T_pm_rEeMOTE class. If the access point does not exist, a"not defined” error is
returned for the Ta_pMrACCESSPOINT attribute, and the operation fails.

e The SNA stack reference name specified in the Ta_pmsnasTack attribute must exist in the
T_DM_SNASTACK class. If the reference name does not exist, a“not defined” error is
returned for the Ta_pmMsNasTACK attribute, and the operation fails.

T _DM_SNASTACK Class Definition

Overview
The T_pM_sNasTack class defines an SNA stack to be used by a specific SNA CRM.

Attribute Table

Tahle 30 DM_MIB(5): T_DM_SNASTACK Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMSNASTACK(r)(K)(*) string rw-r--r-- string(1..30] N/A
TA_DMSNACRM(r)(K) string  rw-r--r-- string[1..30] N/A
TA_DMSTACKTYPE(r) string  rw-r--r-- string(1..30] N/A
TA_DMLUNAME(r) string rw-r--r-- string[l..8] N/A
TA_DMTPNAME(r) string rw-r--r-- string(l1..8] N/A
TA_DMSTACKPARMS(r) string  rw-r--r-- string[l1..128] N/A
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV}” N/A

(r)—required when anew object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class
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Attribute Semantics

TA_DMSNASTACK: string(1..30]
The name of thisT_DM_SNASTACK entry. TA_DMSNASTACK iS an identifier unique within
the scope of T_DM_SNASTACK entry names in the Domains configuration.

TA_DMSNACRM:. string{l1..30]
Identifies the T_pm_snacrum entry of the SNA CRM in which this SNA protocol stack
definition is used.

TA_DMSTACKTYPE: string{l..30]
Identifies the protocol stack to be used.

TA_DMLUNAME: string[l..8]
Specifies the LU name to be used on sessions established using this stack definition.

TA_DMTPNAME:. string{l..8]
Specifies the TP name associated with the SNA stack. A value of “+” means accept any
TP name.

TA_DMSTACKPARMS: string{l..128]
Provides protocol stack specific parameters.

TA_STATE:

GET: “{vALid}”
A GET operation retrieves configuration information for the T_pM_sNasTAck
object. The following state indicates the meaning of aTa_sTtaTe attribute value
returned in response to aGeT request. States not listed are not returned.

“VWALid"” The object exists.

SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected
T_DM_SNASTACK object. The following states indicate the meaning of Ta_sTATE
in aseT request. States not listed may not be set.
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“NEW” A new object is created. This state change isallowed in
the state “INValid” and resultsin the state “vaLid”.

unset Modify an existing object. This combination is not
alowed inthe state “INValid”.

“INValid” The object is deleted. This state changeis allowed in the
state “VALid” and resultsin the state “INValid”.

Limitations

Deleting or updating aninstance of thisclassisnot permitted if theinstance of the classreferences
aT_pM_SNACRM object which references alocal domain access point for which the Domain
gateway administration (cwapm) server is active.

On sET operations that add or update an instance of this class, the SNA CRM name specified in
the Ta_pMsNACRM attribute must exist in the T_pm_snacru class. If the name does hot exist, a
“not defined” error isreturned for the Ta_pmsnacru attribute, and the operation fails.

T_DM_TDOMAIN Class Definition

Overview

The T_pm_rpoma1n class defines the TDomain specific configuration for alocal or remote

domain access point.

Attribute Table

Tabhle 31 DM_MIB(5): T_DM_TDOMAIN Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_DMACCESSPOINT(r)(K)(*) string rw-r--r-- string(1..30] N/A
TA_DMNWADDR(r)(K)(*) string rw-r--r-- string[1..256] Notel N/A
TA_STATE(r) string rw-r--r-- GET: “VAL” N/A
SET: “{NEW | INV} "~ N/A
TA_DMNWDEVICE string rw-r--r-- string[1..78] N/A
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Table 31 DM_MIB(5): T_DM_TDOMAIN Class Definition Attribute Table (Continued)
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Attribute Type Permissions Values Default
TA_DMCMPLIMIT long rw-rw-r-- 0 <= num <= MAXLONG MAXLONG
TA_DMMINENCRYPTBITS string rw------- “{0]40|56]|128|256}"  “0~

Note 2
TA_DMMAXENCRYPTBITS string rw------- “{0]40|56]|128|256}" “128"

Note 2
TA_DMCONNECTION_POLICY  string TWXL—--T-— “{LOCAL | ON_DEMAND | wL,ocarL~ Note3

ON_STARTUP | | Note 5

INCOMING_ONLY | (Also see )

PERSISTENT DISCONNE

cT}”
TA_DMMAXRETRY long rWXYr—--r—--— 0 <= num <= MAXLONG 0
TA_DMRETRY_INTERVAL long rwxr--r--  0<= num <= MAXLONG 60
TA_DMNW_PROTOCOL string rwW-r--r-- “{ssL |LLE}” “LLE”
TA_DMSSL_RENEGOTIATION long rwXr--r--— 0 <= num <= 2147483647 0
TA_DMTCPKEEPALIVE string TWXr--1r-- “{LOCAL |NO | YES} " “,OCAL,~ Note3

“NO” Note 4
TA_DMKEEPALIVE long rWXr--r-- -1 <= num <= 2147483647 .1 Note3
0 Note 4

TA_DMKEEPALIVEWAIT long rwXr--r--— 0 <= num <= 2147483647 0
TA_DMLACCESSPOINT(r)(K)(*) string rwW-r--r-- string(1..30] Wk
TA_DMFAILOVERSEQ short rw-r--r-- -1 <= num <= 32767 -1
TA_ DMTHROUGHGATEWAY string rw-r--r-- {Yy | N} N/A

(r)—required when a new object is created
(k)—akey field for object retrieval

(*)—arequired key field for all SET operations on the class

Note1 Maximum string length for this attribute is 78 bytes for Oracle Tuxedo 8.0 or earlier.

Note2 | ink-level encryption value of 40 bits is provided for backward compatibility.
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Note3 Default for remote domain access points.

Note4 Default for local domain access points.

Note5 Default TA_DMCONNECTION_POLICY valuefor alocal domain access point is
the TA_DMCONNECTION_POLICY vaue specified inthe T_DM_LOCAL class.

Attribute Semantics

TA_DMACCESSPOINT. string[l..30]
Thelocal or remote domain access point name for which this entry provides the
TDomain-specific configuration data.

When Domainslink-level failover isin use, morethan oneT_pm_TDOMAIN classentry can
be defined with the same TA_DMACCESSPOINT attribute value.

TA_DMNWADDR: string[1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
Specifiesthe network address associated with the access point. For alocal domain access
point, this attribute supplies the address to be used for listening for incoming connections.
For aremote domain access point, thisattribute suppliesthe destination addressto be used
when connecting to aremote domain access point. The value of thisfield must be unique
acrossal T_pm_rpomMa1n entries. Table 32 lists the TCP/IP address formats.

Table 32 Ipv4, IPv6, and SDP Address Formats
IPv4 IPv6 SDpP

//IP:port //[IPv6 address] :port sdp://IB_IP:port

//hostname:port_number //hostname:port_number

//#.#.#.#:port_number Hex format is not
supported

TA_STATE:

GET: {vALid}”
A GET operation retrieves configurationinformation for thet_pm_TDoMAIN Object.
The following state indicates the meaning of ata_sTaTE éttribute value returned
in response to aGET request. States not listed are not returned.

“VALid"” The object exists.
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SET: “{NEW | INValid}”
A sET operation updates configuration information for the selected
T_pM_TDOMAIN Object. The following states indicate the meaning of aTa_sTaTE
set in a seET request. States not listed may not be set.

“NEW” A new object is created. This state changeis allowed in
the state “INValid” and resultsin the state “vaLid”.

unset Modify an existing object. This combination is not
dlowed in state “INValid”.

“INValid” The object is deleted. This state changeis allowed in the
state “VALid” and resultsin the state “INValid”.

Note: For "INvalid" regqueststo remove abM_TDOMAIN entry:

o If the entry pertainsto alocal domain and the GWADM for the local domain is
already booted, this request fails.

o If the entry pertains to aremote domain, and connection between the remote
domain and the local domain (if specified) is dropped.

After thisMIB request, ahigh priority "dco" request isimmediately sent to
GWTDOMAIN of therelated local domain. The connection is dropped immediately
after GWTDOMAIN schedulesthe "dco request. All ongoing service requestsfail.

TA_DMNWDEVICE. string{l..78]
Specifies the network device to be used. For alocal domain access point, this attribute
specifies the device to be used for listening. For a remote domain access point, this
attribute specifies the device to be used when connecting to the remote domain access
point.

TA_DMCMPLIMIT: O <= num <= MAXLONG
Relevant to remote domain access points only. Threshold message at which compression
occurs for traffic to this access point.

TA_DMMINENCRYPTBITS: “{0]|40|56|128|256}"
Relevant to remote domain access points only. When establishing a connection to this
access point, this attribute specifies the minimum level of encryption required. *0~ means
no encryption, while »40~, *56~, ~128~ and “256” specify the encryption length (in
bits). If this minimum level of encryption isnot met, link establishment fails. The default
isvo”.
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The value of 40 bitsis provided for backward compatibility. 256-hit encryption is
currently possible only when using SSL.

Note: Maodifications to this attribute do not affect established connections.

TA_DMMAXENCRYPTBITS: “{0]40|56|128|256}"
Relevant to remote domain access points only. When establishing a network link to this
access point, this attribute specifies the maximum level of encryption allowed. * 0~ means
no encryption, while »40~, “56~, 128~ and “256" specify the encryption length (in
bits). The defaultis »128~.

The value of 40 bitsis provided for backward compatibility. 256-bit encryptionis
currently possible only when using SSL.

Note: Maodifications to this attribute do not affect established connections.

TA_DMCONNECTION_POLICY = “{LOCAL | ON_DEMAND | ON_STARTUP | INCOMING_ONLY |
PERSISTENT_DISCONNECT}”
Specifies the conditions under which the TDomain gateway associated with thislocal or
remote domain access point tries to establish connections. Supported valuesare “1.ocaL”,
“ON_DEMAND”, “ON_STARTUP”, “TNCOMING_ONLY”, Of “PERSISTENT_ DISCONNECT”.
“L,OCAL” isrelevant only to remote domain access points.

The TA_DMCONNECTION_POLICY atributeisavailableinthe T_bpM_TpoMaIN class when
running Oracle Tuxedo 8.1 or later software. ItsvalueintheT_bpM_TpoMaIN classfor a
particular local or remote domain access point takes precedence over its global valuein
ther_pm_rocalL class. The ability to override the global connection policy enablesyou to
configure connection policy on a per remote domain basis.

Specifying no connection policy for alocal domain access point defaults to the global
connection policy specified in the T_pm_r.ocar class. If you choose to specify a global
connection policy in the r_pm_tpomMa1n class, do not specify aglobal connection policy
intheT_pM_rocaL class.

“LOCAL”
A connection policy of *1.ocar.” meansthat aremote domain access point accepts
the global connection policy specified in the T_pm_1.0caL class. *L.ocaL” isthe
default connection policy for remote domain access points. Excluding “r.ocar~,
the connection policy value for aremote domain access point takes precedence
over the connection policy value for alocal domain access point.

“ON_DEMAND”
A connection policy of “on_peEmanD~” means that the TDomain gateway attempts
a connection only when requested by either a client request to aremote service or
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admadmin (1) connect command. Connection retry processing is not allowed
when the connection policy is *oN_DEMAND”.

“ON_STARTUP”
A connection policy of *oN_sTarTUP” meansthat the TDomain gateway attempts
to establish aconnection at gateway server initialization time. For “oN_sTarRTUP”,
the remote services for a particular remote domain (that is, services advertised by
the TDomain gateway) are advertised only if a connection is successfully
established to the remote domain. Thus, if there is no active connection to the
remote domain, the remote services are suspended. By default, this connection
policy retries failed connections every 60 seconds, but you can specify adifferent
valuefor thisinterval using the Ta_DMRETRY INTERVAL attribute in the
T_DM_TDOMAIN class. Also, seethe Ta_DMMAXRETRY attribute in this class.

“INCOMING_ONLY"”
A connection policy of “IncoMING_oNLY” meansthat the TDomain gateway does
not attempt an initial connection upon startup and that remote servicesareinitially
suspended. The TDomain gateway is available for incoming connections from a
remote domain, and remote services are advertised when the gateway receives an
incoming connection or an administrative connection (using the dmadmin (1)
connect command) ismade. Connection retry processing isnot allowed when the
connection policy is * INCOMING_ONLY”.

“PERSISTENT DISCONNECT”
A connection policy of “PERSISTENT DISCONNECT” meansthat theincoming
connections from the remote domain is rejected and the local domain will not
attempt to connect to the remote domain. Related remote service is suspended
accordingly. Thelocal domainisisolated until it is manually changed to another
connection policy. Remote services are available until manually changed to
another connection policy and administrative connection (using the dmadmin (1)
connect command) is made.

Note: Thispolicy can only used for remote access point MIB setting.

TA_DMFAILOVERSEQ = -1<= num<= 32767
Specifies or requests failover sequences and primary records for a TDomain session
record in the BoMconr1G file. If apv_m1B SET request does not specify a
TA_DMFAILOVERSEQ ValUe Or apM_MIB SET TA_DMFAILOVERSEQ requestisfrom
Tuxedo releases prior to 9.0, the output TDomain session record in the Bomcomr1c file
usesthe default FATLOVERSEQ = -1.

The record with the lowest FaTL.OVERSEQ Value is the primary record for that TDomain
session. Thereis only one primary record for a TDomain session, all remaining records
for the same TDomain session are called secondary/backup records. With the exceptions
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of NWADDR, NWDEVICE, and FATILOVERSEQ, the primary record is the source for al
TDomain session configuration parameters and attributes. All other parameters and
attributes listed in secondary/backup records are ignored.

Based on the connECcTION_POLICY attribute you select, the local domain will try to
connect to aTDomain session’s primary record. If the primary record hasafailover, it will
then try to connect to the next sequential secondary/backup record. If all secondary record
connectionsfail, it will retry the primary record information at alater time as determined
by RETRY_INTERVAL until MAXRETRY iS exhausted.

TA_DMLACCESSPOINT. string{1..30]
Specifies or requests alocal domain access point found in the pv_rocaL section for a
TDomain session record in the BbMconFIG file. The TA_DMLACCESSPOINT parameter is
used exclusively to define TDomain session gateways and can contain only one local
domain accesspoint asits value.

If abm_MIB SET request doesnot specify aTa_DMILACCESSPOINT ValueOr abM_MIB SET
TA_DMLACCESSPOINT request isfrom Tuxedo releases prior to 9.0, the output TDomain
session record in the Bpmcomr1G file uses the default LACCESPOINT =7+ .

Note: pm_mIB does not allow regular expression use with TA_DMLACCESSPOINT.

TA_DMMAXRETRY : 0 <= num <= MAXLONG
The number of times that the TDomain gateway associated with thislocal or remote
domain access point tries to establish a connection. This attribute is available in the
T_DM_TDOMAIN classwhen running Oracle Tuxedo 8.1 or | ater software, and isvalid when
the TA_DMCONNECTION_POLICY attribute for this access point is set to “oN_sTARTUP”.
For other connection policies, automatic retries are disabled.

The minimum value for Ta_pMMAXRETRY iS 0, and the maximum value is MAXT.0NG
(2147483647). max1.oNG, the default, indicates that retry processing will be repeated
indefinitely, or until a connection is established.

TA_DMRETRY_INTERVAL: 0 <= num <= MAXLONG
The number of seconds that the TDomain gateway associated with thislocal or remote
domain access point waits between automatic attempts to establish a connection. This
attributeisavailableinthe T_pm_tpoma1n classwhen running Oracle Tuxedo 8.1 or later
software, and isvalid when the Ta_pMcoNNECTTION_POLICY attribute for thisaccess point
isset to “on_sTarTUP”. FOr other connection policies, automatic retries are disabled.

Theminimum valuefor Ta_ DMRETRY INTERVAL iSO, and the maximum valueiSMAXIL.ONG
(2147483647). The default is 60. If Ta_DMMAXRETRY iS Set to O, setting
TA_DMRETRY_INTERVAL iSnot allowed.
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TA_DMNW_PROTOCOL = “{LLE | SSL | SSL_ONE_WAY}”
Specifies SSL, LLE, or one-way SSL encryption. The default valueis “L.LE.” The ssL
option requires the domains at both end of the connection to authenticate each other; the
SSL_ONE_waY option does not.

If ssL_ONE_wAY is set, the domain that accepts an SSL connection needs to authenticate
itself to the domain that initiates the connection using an SSL certificate. Theinitiating
domain does not need to authenticate itself to the other domain. Thisvalueis mainly
intended for use with a cONNECTION_POLICY tO INCOMING_ONLY, and should only be set
when the domain that accepts incoming connections does not need to authenticate
connecting domains.

Note: If TA_DMNW_PROTOCOL iSnot set or set to LL.E and TA_DMSSL_RENEGOTIATION IS
set to anon-zero value, the mts call prints a warning message; however, the
requested values are still set. The MIB operation then returnsS TAUPDATED Of TAOK
(unless some other error occurs).

TA_DMSSL_RENEGOTIATION = 0 <= num <= 2147483647
Specifies the renegotiaton interval (in seconds) for SSL information. It must be greater
than or equal to 0 and less than or equal to 2,147,483,647. The default valueis 0 (which
indicates that no renegotiation takes place).

Changes made to this parameter for arunning GWTDOMAIN will take effect during the
next renegotiation interval.

Note: If TaA_DMNW_PROTOCOL iSnot set or set to LL.E and TA_DMSSL_RENEGOTIATION IS
set to anon-zero value, them1s cal prints awarning message; however, the
requested values are still set. The mM1B Operation then returns TAUPDATED OF TAOK
(unless some other error occurs).

TA_DMTCPKEEPALIVE = “{LOCAL | NO | YES}”
Enables TCP-level keepalive for thislocal or remote domain access point. Supported
values are “LOCAL”, “NO”, Of “YES”. “LOCAL”" iSrelevant only to remote domain access
points.

The Ta_puTCPKEEPALIVE attribute applies only to domain gateways of type TpoMATN
running Oracle Tuxedo 8.1 or later software. Its value for a remote domain access point
takes precedence over itsvalue for alocal domain access point. The ability to overridethe
local domain access point value enables you to configure TCP-level keepalive on a per
remote domain basis.

A vaue of *LocaL” meansthat aremote domain access point accepts the TCP-level
keepalive value defined for the local domain access point. *L.ocaL” isthe default
TCP-level keepalive value for remote domain access points.
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A vaueof *no” meansthat TCP-level kegpaliveisdisabled for thisaccess point. *no” IS
the default TCP-level keepalive value for local domain access points.

A valueof “vEs” meansthat TCP-level keepalive isenabled for this access point. When
TCP-level keepalive is enabled for a connection, the keepalive interval used for the
connection isthe system-wide value configured for the operating system’ s TCP keepalive
timer. Thisinterval isthe maximum time that the TDomain gateway will wait without
receiving any traffic on the connection. If the maximum time is exceeded, the gateway
sends a TCP-level keepalive request message. If the connection is still open and the
remote TDomain gateway is still alive, the remote gateway responds by sending an
acknowledgement. If the local TDomain gateway does not receive an acknowledgement
within afixed period of time of sending the request message, it assumes that the
connection is broken and rel eases any resources associated with the connection.

Not only does TCP-level keepalive keep Oracle Tuxedo interdomain connections open
during periods of inactivity, but it also enable TDomain gateways to quickly detect
connection failures.

Note: The Ta_pMTCPKEEPALIVE and TA_DMKEEPALIVE attributes are not mutually
exclusive, meaning that you can configure an interdomain connection using both
attributes.

TA_DMKEEPALIVE = -1 <= num <= 2147483647

Controls application-level keepalive for thislocal or remote domain access point. This
value must be greater than or equal to -1 and less than or equal to 2147483647. The value
-lisrelevant only to remote domain access points.

The Ta_pvkEEPALIVE attribute applies only to domain gateways of type TooMaTn
running Oracle Tuxedo 8.1 or later software. Its value for a remote domain access point
takes precedence over itsvalue for alocal domain access point. The ability to overridethe
local domain access point val ue enables you to configure application-level keepaliveon a
per remote domain basis.

A value of -1 means that aremote domain access point accepts the application-level
keepalive value defined for the local domain access point. -1 is the default
application-level keepalive value for remote domain access points.

A value of 0 meansthat application-level keepalive is disabled for thisaccess point. 0is
the default application-level keepalive value for local domain access points.

A value greater than or equal to 1 and less than or equal to 2147483647, in milliseconds,
currently rounded up to the nearest second by the Domains software, means that

application-level keepaliveis enabled for this access point. The time that you specify is
the maximum time that the TDomain gateway will wait without receiving any traffic on
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the connection. If the maximum time is exceeded, the gateway sends an application-level
keepalive request message. If the connection is still open and the remote TDomain
gateway is still alive, the remote gateway responds by sending an acknowledgement. I
the local TDomain gateway does not receive an acknowledgement within a configurable
period of time (seethe Ta_DMKEEPALIVEWAIT attribute) of sending the request message,
it assumes that the connection is broken and releases any resources associated with the
connection.

Not only does application-level keepalive keep Oracle Tuxedo interdomain connections
open during periods of inactivity, but it also enable TDomain gateways to quickly detect
connection failures.

Note: TheTa_pMKEEPALTIVE and TA_DMTCPKEEPALIVE atributes are not mutualy
exclusive, meaning that you can configure an interdomain connection using both
attributes.

TA_DMKEEPALIVEWAIT = O <= num <= 2147483647
Specifies the maximum time for this local or remote domain access point that the
TDomain gateway will wait without receiving an acknowledgement to a sent keepalive
message. This value must be greater than or equal to 0 and less than or equal to
2147483647, in milliseconds, currently rounded up to the nearest second by the Domains
software. Thedefault isO. Thisattribute applies only to domain gateways of type TpoMATN
running Oracle Tuxedo 8.1 or later software.

If Ta_pMrEEPALIVE iSO (keepalive disabled) for this access point, setting
TA_DMKEEPALIVEWAIT has no effect.

If Ta_pMREEPALIVE iS enabled for this access point and TA_DMKEEPALIVEWAIT iS Set to
avaue greater than Ta_DMKEEPALIVE, the local TDomain gateway will send more than
one application-level keepalive message beforethe Ta_DMKEEPALTVEWATT timer expires.
This combination of settingsis allowed.

If Ta_DMKEEPALIVE is enabled for this access point and TA_DMKEEPALIVEWAIT iS Set to
0, receiving an acknowledgement to a sent keepalive message is unimportant: any such
acknowledgement isignored by the TDomain gateway. The gateway continuesto send
keepalive messages every time the Ta_pMKEEPALTIVE timer times out. Use this
combination of settings to keep an idle connection open through a firewall.

TA_DMTHROUGHGATEWAY: { Y | N}

TA_DMTHROUGHGATEWAY iS the counterpart of THROUGHGATEWAY iN DMCONFIG.
THROUGHGATEWAY Specifies the conditions under which the TDomain gateway associated
with thislocal domain access point or remote domain access point tries to transmit
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messages. It is not permitted for M1B to Set TA_DMTHROUGHGATEWAY When Tuxedo is
running.

Limitations

Deleting an instance of this class or updating the Ta_pvnwDEVICE attribute of an instance of this
classis not permitted in the following scenarios:

e |f the instance of the class corresponds to alocal domain access point and the Domain
gateway administration (cwapwm) server for the local access point is active.

e Theinstance of the class corresponds to a remote domain access point and any TDomain
Domain gateway administration (cwapm) server is active.

T_DM_TRANSACTION Class Definition

Overview

The T_DM_TRANSACTION class represents run-time information about transactions that span
domains. This object can be used to find out what remote domain access points are involved in
the transaction, the parent domain access point, the transaction state, and other information.

For GET operations, the attributes TA_DMTPTRANID, TA_DMTXACCESSPOINT and
TA_DMTXNETTRANID may be supplied to select a particular transaction.

Attribute Table

Tahle 33 DM_MIB(5): T_DM_TRANSACTION Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_DMLACCESSPOINT(K)(*) string rw-r--r-- string(1..30] N/A
TA_DMTPTRANID(K) string rw-r--r-- string[l..78] N/A
TA_STATE(r)(K) string TWXL-XL—— GET: Y{aBD |ABY |acT| N/A

COM | DEC | DON |HAB |HCO
| HEU | REA | UNK} ~

SET: “INV” N/A
TA_DMTXACCESSPOINT(K) string r--r--r-- string[1..30] N/A
TA_DMTXNETTRANID(K) string r--r--r-- string[l1..78] N/A
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Tahle 33 DM_MIB(5): T_DM_TRANSACTION Class Definition Attribute Table (Continued)

Attribute Type Permissions Values Default
TA_DMBRANCHCOUNT long r--r--r-- 0 <= num N/A
TA_DMBRANCHINDEX long r--r--r-- 0 <= num N/A

Per branch attributes:

TA_DMBRANCHNO long r--r--r-- 0<= num N/A
TA_DMRACCESSPOINT string r--r--r-- string(1..30] N/A
TA_DMNETTRANID string r--r--r-- string[l..78] N/A
TA_DMBRANCHSTATE string r--r--r-- GET: Y{aBD |ABY |acT| N/A

COM | DEC | DON |HAB |HCO
| HHZ | HMI | REA | UNK} ~

(r)—required when a new object is created
(k)—akey field for object retrieval
(*)—arequired key field for all SET operations on the class

Attribute Semantics

TA_DMLACCESSPOINT. string{l..30]
Name of the local domain access point with which the transaction is associated. Thisisa
required field for e operations. For SET operations, TA_DMLACCESSPOINT must be
specified.

TA_DMTPTRANID: string[l..78]
Transaction identifier returned from tpsuspend (3c) mapped to a string representation.
The datain this field should not be interpreted directly by the user except for equality
comparison.

TA_STATE:

GET: “{ABorteD | ABortonlY | ACTive | COMcalled | DECided | DONe | HABort |
HCOmmit | HEUristic | REAdy | UNKnown}
A GET operation retrieves run-time information for the T_bpM_TRANSACTION
object. The following states indicate the meaning of aTa_sTaTE attribute value
returned in response to aceT request. States not listed are not returned.

File Formats, Data Descriptions, MIBs, and System Processes Reference 183


{DOCROOT}/rf3c/rf3c.html

“ABorteD” The transaction is being rolled back.

“ABortonlY” The transaction has been identified for rollback.

“ACTive” The transaction is active.

“COMcalled” The transaction has initiated the first phase of
commitment.

“DECided” The transaction has initiated the second phase of
commitment.

“DONe” The transaction has completed the second phase of
commitment.

“HABort” The transaction has been heuristically rolled back.

“HCOmmi t ” The transaction has been heuristically committed.

“HEUristic” Thetransaction commitment or rollback has completed
heuristically. The branch state may give further detail
on which branch has completed heuristically.

“REAdy"” The transaction has completed the first phase of atwo
phase commit. All the participating groups and remote
domains have completed the first phase of
commitment and are ready to be committed.

“UNKnown"” It was not possible to determine the state of the

transaction.

SET: “{INValid}”
A sET operation updates run-time information for the selected
T_DM_TRANSACTION object or objects. The following state indicates the meaning
of aTa_STATE Setin a sET request. States not listed may not be set.

“INvValid” Forget the specified transaction object or objects. This
state changeisonly vadid in states “HCOmmit”,
“HABort”,and “HEUristic”.|f aTA_ DMTPTRANID
attribute valueisnot supplied, all heuristic transaction log
records for the specified local domain access point are
forgotten.
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TA_DMTXACCESSPOINT: string[l..30]
If the transaction originated from aremote domain, Ta_DMTXACCESSPOINT iSthe name of
the remote domain access point through which it originated. If the transaction originated
within this domain, Ta_bpMTxACCESSPOINT isthe name of the local domain access point.

TA_DMTXNETTRANID: string{l..78]
If the transaction originated from aremote domain, Ta_DMTXNETTRANID iS the external
transaction identifier received from the remote domain access point through which it
originated. If the transaction originated within thisdomain, TA_DMTXNETTRANID CONtains
the same value as the TA_DMTPTRANID attribute.

Note: Thisattribute isavailable only to gateways running Oracle Tuxedo release 7.1 or
later, and is set to the NULL string » » for gateways running earlier releases of the
Oracle Tuxedo system.

TA_DMBRANCHCOUNT: O <= num
The number of branches to remote domain access points involved in the transaction. For
adomain gateway that does not make branch information available, thisvalueis zero.

TA_DMBRANCHINDEX: 0 <= num
The index of the first branch-specific attribute val ues (Ta_DMBRANCHNO,
TA_DMRACCESSPOINT, TA_DMNETTRANID, and TA_DMBRANCHSTATE) corresponding to
this object.

Per branch attributes

TA_DMBRANCHNO: 0 <= num
The branch number of the participating branch (numbered from zero).

TA_DMRACCESSPOINT. string{l..30]
The name of the remote domain access point for this branch.

TA_DMNETTRANID: string{l..78]
The external transaction identifier used with the remote domain access point for this
branch. Some types of domain gateways do not return this information; in this scenario
thisattribute is set to the empty string. For example, TDomains uses the local transaction
identifier in Ta_pmTPTRANID fOr branches to remote domain access points and sets this
value to the empty string.

TA_DMBRANCHSTATE!

GET: “{ABD | ABY | ACT | COM | DEC | DON | HAB | HCO | HHZ | HMT | REA | UNK} ~
A GeT operation will retrieve run-time information for the transaction branch
(when it isavailable for a particular domain gateway type).
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“ABorteD” The transaction branch is being rolled back.
“ABortonlY” Thetransaction branch has been identified for rollback.
“ACTive” The transaction branch is active.

“COMcalled” The transaction branch has initiated the first phase of
commitment.

“DECided” The transaction branch has initiated the second phase
of commitment.

“DONe” Thetransaction branch has compl eted the second phase
of commitment.

“HABort” The transaction has been heuristically rolled back.

“HCOmmi t ” The transaction has been heuristically committed.

“Heuristic Communications for the transaction branch failed, and

HaZard” it has not been determined if rollback completed
successfully.

“Heuristic The commitment or rollback for the transaction branch

MIxed” has completed and the remote domain has reported that
the state of some of the resources used for the
commitment or rollback is not consistent with the
outcome of the transaction.

“REAdy"” The transaction has completed the first phase of a
two-phase commit. All the participating groups and
remote domains have completed the first phase of
commitment and are ready to be committed.

“UNKnown” The state of the transaction could not be determined.

Note: Thisattribute isavailable only to gateways running Oracle Tuxedo release 7.1 or
later, and is set to “unknown” for gateways running earlier releases of the Oracle
Tuxedo system.

Limitations

This object is never explicitly created by the administrator; it comes into existence when the
application starts a multi-domain transaction. The only action an administrator can perform on
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thisobject isto setitsstateto »1nvalid, which hasthe effect of causing the transaction to forget
heuristic transaction log records. No other attributes are writable. When atransaction state is set
to *1Nvalid~, the state in the returned buffer is that of the transaction before the heuristic
transaction log records are forgotten, not after.

On geT and seT operations, a specific local domain access point must be specified for the
TA_DMLACCESSPOINT attribute.

On ceT and seT operations, the Domain gateway administration (cwapm) server for the local
access point identified in the Ta_pmr.acceEsspoINT attribute must be active. Otherwise, a*“not
defined” error is returned.

DM_MIB(5) Additional Information

Files

${TUXDIR}/include/tpadm.h
${TUXDIR} /udataobj/tpadm

See Also

tpacall (3c), tpalloc(3c), tpcall (3c), tpdequeue (3c), tpenqueue (3c),
tpgetrply (3c), tprealloc (3c), Introduction to FML Functions, Fadd, Fadd32 (3fml),
Fchg, Fchg32(3fml),Ffind, Ffind32(3fml),MIB(5), TM_MIB(5)

Administering an Oracle Tuxedo Application at Run Time
Setting Up an Oracle Tuxedo Application

Programming an Oracle Tuxedo ATMI Application Using C
Programming an Oracle Tuxedo ATMI Application Using FML

EAUTHSVR(3)

Name
EAUTHSVR — a Security server to provide authorization service for OES.

Synopsis

EAUTHSVR SRVGRP=APPGRP SRVID=number CLOPT="-A -- -f filename"
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Description

EAUTHSVR provides authorization service. It acts asaproxy to send authorization requeststo OES
and return repliesto application server; it checkswhether EAuTHSVR and xAUTHSVR broadcast the
same authorization service and, if so, prints awarning in uLoc.

Any server that implements authentication service can work together with EauTssVR to build
security management systems. Using xAUTHSVR together with EAUTHSVR causes authorization
conflicts; to avoid such conflicts, new option -b in cr.opT for xauTHsVR isintroduced to prevent
it from advertising the authorization service.

-f filename
Specifies the configuration file.

Notes:
e Oracle Entitlement Server (OES) client 11.1.2.0 is certified for use.

e |f youwant to share™ . .aTzsvc" serviceto all domains, you need to expose it to
each of them and put quotation marks around the service namein your domain
gateway configuration.

e You need to add read and execution permission if multiple users want to share the
same OES client.

EAUTHSVR Configuration File

EAUTHSVR configuration file is required when EAUTHSVR Server is started.

EAUTHSVR SRVGRP=APPGRP SRVID=number CLOPT="-A -- -f filename"

Template tpoes.auth

A new template tpoes . auth isprovided ininstaller. Each line has akey and value map. The key
ispredefined in Tuxedo while the valueis defined by users. If many entries are configured, only
the last matched entry is used.

APPLICATION_NAME***application name in OES

JPS_CONFIG_FILE ***fyull path name of jps-config.xml

Resource Types

Predefined resource actions for specific Tuxedo resource types as listed in Table 87 should be
remained the same.
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Add all servicesused in Oracle Tuxedo ART for Batch if security level iSMANDATORY_ACL;
otherwise, EAUTHSVR failsto operate on job. tmadmin's sub-command (psc -a 2) can show all
servicesin use.

Table 34 Acceptable Actions for Specific Resource Types

Resource Type Acceptable Actions

ART_BATCH_JOB SUBMIT, CANCEL, HOLD, PURGE, RELEASE

ACL or MANDATORY_ACL
o ACL

Authorization request fails if corresponding action is not granted to resource in OES;
authorization request succeeds in other cases. For example, UserA wantsto call svca service.

Tahle 35 Example for ACL

Resource Definition Authorization result
Resource svca is defined in OES. No policy is defined against it. Fail

Resource svca is defined in OES. Policy grants SVCA to userA. Success

Resource svca isnot defined in OES. Success

¢ MANDATORY_ACL

Authorization request fails if corresponding action is not granted to resource in OES;
authorization request succeedsin other cases. For example, UserA wantsto call svca service.

Tahle 36 Example for MANDATORY_ACL

Resource Definition Authorization result
Resource svca isdefined in OES. No policy is defined against it. Fail

Resource svca is defined in OES. Policy grants SVCA to userA. Success

Resource svca isnot defined in OES. Fail
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Authorization isinvoked for every service call and may cause system performance bottleneck.
Cache isintroduced to relieve this problem. Both OES client and Tuxedo authorization
framework have cache on their own. For example, cachel isowned by Tuxedo and cache2 is
owned by OES. Expiration time of cache1 should be defined smaller less than that of cache2
(cachei's expiration timeis best defined as an half of cache2's time window).

e On Tuxedo Side

Tuxedo side cache authorization responses but does not call OES client to authorize every time.
Request is forwarded to OES client after cache's timeout if new authorization request comes.

Y ou can use environment variable TMaTzExp with unit minutes to set authorization timeout. The
following example sets the authorization timeout for five minutes.

export TMATZEXP=5

e On OES Client Side

OES policy distribution has three modes: controlled-pull, controlled-push, and non-controlled.
Controlled-push needs users to distribute policy manually. OES Client gets the latest policy
change by user-defined interval in controlled-pull or non-controlled mode.

Y ou can change the interval to meet your demo needs by adding the following propertiesin
pdp.service iN jps-config.xml. The following example sets the interval to 10 minutes.

<servicelInstance name="pdp.service" provider="pdp.service.provider">

<property name="oracle.security.jps.ldap.policystore.refresh.interval"
value="600000"/>

</servicelnstance>

OPTIONS EXT_AA

To set Up EAUTHSVR, Set EXT_AA iN OPTIONS.

Environment Variables

190

Use tux.env to set VM libraries and library path; the library path should include 1ibjvm. so.
For Linux platforms, use L.o_r.1BRARY_PaTH; for HP platforms, set LD_PRELOAD="PATH OF
LIBJVM. SO" besides setting tux. env.

CcLASSPATH should contain oes-client.jar UNder $ {OES_CLIENT HOME}/modules.
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JAVA_OPTS
Customizes the VM arguments.

Note: Using gava_opts requires Oracle Tuxedo 12c Release 2 (12.1.3) RPOO1 or later.

XAUTHSVR -b
Using xAUTHSVR together with EAUTHSVR causes authorization conflicts; to avoid such conflicts,
set -b in cLopPT for XAUTHSVR.

XAUTHSVRSRVGRP=APPGRP SRVID=number CLOPT="-A -- -f tpldap.xauth -b"

Authorization Management Application

On OES side, create an "Authorization Management Application" to describe resourcesin
Tuxedo system. Itsresource type and action are already defined by Tuxedo; the resource nameis
thenaﬂeofService,Queue,Event,andJob

Troubleshooting Steps for Tuxedo Integration with OES

1. If thereare no error logsin EaUTHSVR, check stderr, where OES prints alot of exception
information. You may get some tips from thislog.

Item:
Wrong configuration with wrong hostname of OES server.

Error Log:

Internal Exception: java.sdql.SQLRecoverableException: IO Error: The
Network Adapter could not establish the connection Error Code: 17002

2. You can set environment "export XADBG=0x00004000" to print more detailed information
for EAUTHSVR in ULOG.
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Name

EVENTS—List of system-generated events

Description

The System Event Monitor feature detects and reports certain predefined events, primarily
failures, that a system operator should be aware of. Each event report is an FML32 buffer
containing generic fields that describe the event plus other fields that describe the object
associated with the event.

The Oracle Tuxedo system periodically checks system capacities. If the system finds that a
resource is exhausted or near capacity, it posts a system warn or ERROR event. The system will
continue to post these events until the condition subsides.

Thisreference pagefirst definesthe generic event reporting fields, and then lists all system events
detected in the current Oracle Tuxedo release. System event names begin with adot ( . ).

Limitations

Event reportingiscurrently limited to classesdefined intv_m1B (5) andtheT_pM_CONNECTION
classdefined in pv_m1B (5). Event reporting uses the MIB information base. Seem1B (5) and
m™_M1B(5) for adefinition and the availability of “local attributes,” and be aware that the
availability of alocal attribute depends on the state of communication within the application's
network.

Itispossiblethat the system will not post an event related to a system capacity limit (for example,
.SysMachineFullMaxgtt) if the condition only existsfor avery short period of time.

Generic Event Reporting Fields

192

TA_OPERATION: string
Theliteral string evr, which identifies this buffer as an event report notification.

TA_EVENT_NAME. string
A string that uniquely identifiesthis event. All system-generated events begin with . sys.

TA_EVENT_SEVERITY. string
The string ERROR, WARN, Of INFO, to indicate the severity of this event.

TA_EVENT_LMID. string
A string identifying the machine where the event was detected.
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TA_EVENT_TIME. Iong
A long integer containing the event detection time, in seconds, according to the clock on
the machine where detection took place.

TA_EVENT_USEC: long
A long integer containing the event detection time, in microseconds, according to the
clock on the machine where detection took place. Whilethe units of thisvaluewill always
be microseconds, the actual resolution depends on the underlying operating system and
hardware.

TA_EVENT_DESCRIPTION:. string
A one-line string summarizing the event.

TA_CLASS. string
The class of the object associated with the event. Depending on Ta_cr.ass, the event
notification buffer will contain additional fields specific to an object of this class.

TA_ULOGCAT: string
Catal og name from which the message was derived, if any.

TA_ULOGMSGNUM: num
Catal og message number, if the message was derived from a catal og.

Event Lists
T_ACLPERM Event List

.SysAclPerm
INFO: .SysACLPerm: system ACL permission change

T DOMAIN Event List

.SysResourceConfig
INFO: .SysResourceConfig: system configuration change

.SysLicenseInfo
INFO: .SysLicenseInfo: reached 100% of Tuxedo System Binary
Licensed User Count, DBBL/BBL lockout canceled

.SysLicenseInfo: reached 90% of Tuxedo System Binary
Licensed User Count

.SysLicenseInfo: reached 90% of Tuxedo System Binary
Licensed User Count, DBBL/BBL lockout canceled

.SysLicenseInfo: reached below 90% of Tuxedo System
Binary Licensed User Count, DBBL/BBL lockout canceled
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SysLicenseWarn
WARN: .SysLicenseWarn: reached 100% of Tuxedo System Binary
Licensed User Count

SysLicenseError
ERROR: .SysLicenseError: exceeded 110% of Tuxedo System Binary
Licensed User Count, DBBL/BBL lockout occurs,
no new clients can join the application

.SysLicenseError: exceeded 110% of Tuxedo System Binary
Licensed User Count, %hour, $%$minutes, $seconds left before
DBBL/BBL lockout occurs

T_DM_CONNECTION Event List
.SysConnectionSuccess

INFO: .SysConnectionSuccess: Connection successful between
$TA_DMLACCESSPOINT and $TA_DMRACCESSPOINT

.SysConnectionConfig
INFO: .SysConnectionConfig: Configuration change for connection
between %TA_DMLACCESSPOINT and $TA_DMRACCESSPOINT

. SysConnectionDropped
INFO: .SysConnectionDropped: Connection dropped between
$TA_DMLACCESSPOINT and %TA_DMRACCESSPOINT

.SysConnectionFailed
INFO: .SysConnectionFailed: Connection failed between
$TA_DMLACCESSPOINT and %TA_DMRACCESSPOINT

T_GROUP Event List

.SysGroupState
INFO: .SysGroupState: system configuration change

T MACHINE Event List

.SysMachineBroadcast
WARN: .SysMachineBroadcast: %$TA_LMID broadcast delivery failure

.SysMachineConfig
INFO: .SysMachineConfig: $TA_LMID configuration change

.SysMachineFullMaxaccessers
WARN: .SysMachineFullMaxaccessers: %TA_LMID capacity limit

.SysMachineFullMaxconv
WARN: .SysMachineFullMaxconv: $TA_LMID capacity limit
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.SysMachineFullMaxgtt
WARN: .SysMachineFullMaxgtt: %TA_LMID capacity limit

.SysMachineFullMaxwsclients
WARN: .SysMachineFullMaxwsclients: %$TA_LMID capacity limit

.SysMachineMsgg
WARN: .SysMachineMsgg: $%TA_LMID message queue blocking

.SysMachinePartitioned
ERROR: .SysMachinePartitioned: $TA_LMID is partitioned

.SysMachineSlow
WARN: .SysMachineSlow: $%$TA_LMID slow responding to DBBL

.SysMachineState
INFO: .SysMachineState: %$TA_LMID state change to $TA_STATE

.SysMachineUnpartitioned
ERROR: .SysMachinePartitioned: $TA_LMID is unpartitioned

T BRIDGE Event List

.SysNetworkConfig
INFO: .SysNetworkConfig: $TA_LMID[0]->%TA_LMID[1] configuration
change

.SysNetworkDropped
ERROR: .SysNetworkDropped: $TA_LMID[0]->%TA_LMID[1] connection
dropped

.SysNetworkFailure
ERROR: .SysNetworkFailure: $TA_LMID[0]->%TA_LMID[1] connection
failure

.SysNetworkFlow
WARN: .SysNetworkFlow: %TA_LMID[0]->%$TA_LMID[1] flow control

.SysNetworkState
INFO: .SysNetworkState: $TA_LMID[0]->%$TA_LMID[1] state change to
$TA_STATE

T_SERVER Event List
.SysServerCleaning

ERROR: .SysServerCleaning: $TA_SERVERNAME, group $%$TA_SRVGRP, id
$TA_SRVID server cleaning
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.SysServerConfig
INFO: .SysServerConfig: $TA_SERVERNAME, group %TA_SRVGRP, id $TA_SRVID
configuration change

.SysServerDied
ERROR: .SysServerDied: $TA_SERVERNAME, group $TA_SRVGRP, id %TA_SRVID
server died

.SysServerInit
ERROR: .SysServerInit: $TA_SERVERNAME, group $TA_SRVGRP, id $TA_SRVID
server initialization failure

.SysServerMaxgen
ERROR: .SysServerMaxgen: $TA_SERVERNAME, group $TA_SRVGRP, id
$TA_SRVID server exceeded MAXGEN restart limit

.SysServerRestarting
ERROR: .SysServerRestarting: $TA_SERVERNAME, group $TA_SRVGRP, id
$TA_SRVID server restarting

.SysServerState
INFO: .SysServerState: $TA_SERVERNAME, group %$TA_SRVGRP, id $TA_SRVID
state change to $TA_STATE

.SysServerTpexit
ERROR: .SysServerTpexit: $TA_SERVERNAME, group $TA_SRVGRP, id
$TA_SRVID server requested TPEXIT

T_SERVICE Event List

.SysServiceTimeout
ERROR: .SysServiceTimeout: $TA_SERVERNAME, group $TA_SRVGRP, id
$TA_SRVID server killed due to a service timeout

T _CLIENT Event List
.SysClientConfig

INFO: .SysClientConfig: User $%TA_USRNAME on $%TA_LMID configuration
change

.SysClientDied
WARN: .SysClientDied: User $%TA_USRNAME on $%$TA_LMID client died

.SysClientSecurity

WARN: .SysClientSecurity: User %TA_USRNAME on %TA_LMID authentication
failure
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.SysClientState
INFO: .SysClientState: User %TA_USRNAME on $%$TA_LMID state change to
$TA_STATE

T_TRANSACTION Event List
.SysTransactionHeuristicAbort

ERROR: .SysTransactionHeuristicAbort: Transaction $TA_GTRID in group
$TA_GRPNO

.SysTransactionHeuristicCommit
ERROR: .SysTransactionHeuristicCommit: Transaction $TA_GTRID in group
$TA_GRPNO

T _EVENT Event List

.SysEventDelivery
ERROR: .SysEventDelivery: System Event Monitor delivery failure on
$TA_LMID
.SysEventFailure
ERROR: .SysEventFailure: System Event Monitor subsystem failure on
$TA_LMID
Files
S{TUXDIR} /udataobj/evt_mib
See Also

MIB(5), TM_MIB(5),DM_MIB(5)
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Name
EVENT_MIB—Management Information Base for EventBroker

Synopsis
#include <tpadm.h>
#include <fml32.h>

#include <evt_mib.h>

Description

The Oracle Tuxedo EventBroker MIB defines the set of classes through which the EventBroker
can be managed.

EVENT_MIB(5) should be used in combination with the generic MIB reference page, MIB (5), to
format administrative requests and interpret administrative replies. Requests formatted as
described inm1B (5) and a component MIB reference page may be used to request an
administrative service using any one of anumber of existing ATMI interfacesin an active
application. For additional information pertaining to al evenT_m1B(5) class definitions, see
“EVENT_MIB(5) Additional Information” on page 210.

EVENT_MIB consists of the following classes.

Table 37 EVENT_MIB Classes

Class Name Attributes

T_EVENT_CLIENT Subscriptions that trigger unsolicited notification
T_EVENT_COMMAND Subscriptions that trigger system commands
T_EVENT_QUEUE Subscriptions for queue-based notification
T_EVENT_SERVICE Subscriptions for server-based notification
T_EVENT_USERLOG Subscriptions for writing user1log messages

Each object in these classes represents a single subscription request.
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The pattern expression of Ta_rEVENT_EXPR in each class determines whether it isa sysTEM
EVENT request or an USER EVENT request. The determination on which one to query is made as
follows:

e A basic GET request without TaA_EVENT_EXPR OfF TA_EVENT_SERVER specified will always
gotothe sysTem EVENT request and will not return user EVENT request.

e A GET request with Ta_rvenT_ExPR specified but not Ta_rvenNT servER will go to the
SYSTEM EVENT request if the expressions startswith ~\ . ». Otherwise, it will go to the
USER EVENT request.

e A GET request with Ta_eveENT SERVER specified with avalue of “sysTem” will go to the
SYSTEM EVENT reguest. A value of “user” will direct the request to the USER EVENT.

FML32 Field Tables

Thefield table for the attributes described in this reference page isfound in the file
udataobj/evt_mib (relative to the root directory of the Oracle Tuxedo system software). The
directory $ {TUXDIR} /udataobj should beincluded by the application in the colon-separated list
specified by the FLDTBLDIR32 environment variable and the field table name evt_mib should be
included in the commarseparated list specified by the F1ELDTBLS32 environment variable.

T_EVENT_CLIENT Class Definition

Overview
TheT_EVENT_CLIENT classrepresents aset of subscriptionsregistered with the EventBroker for
client-based notification.

When an event is detected, it is compared to each T_EvENT_cLIENT object. If the event name
matchesthevalueinta_evenT_exPr and theoptional filter ruleis TRUE, the event buffer is sent
to the specified client's unsolicited message handling routine.
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Attribute Table

Table 38 T_EVENT_CLIENT Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_EVENT_EXPR(r) (*) string R--R--R-- string[l..255] N/A
TA_EVENT_ FILTER(K) string  R--R--R-- string[1..255] none
TA_EVENT_FILTER_BINARY(K) carray R--R--R-- carray[1..64000] none
TA_STATE(r) string R-xR-xR-x GET: ACT N/A
SET: {NEW | INV} N/A
TA_CLIENTID(r) (*) string R--R--R-- string[l1..78] N/A

(k)—akey field for object retrieval
(r)—thefield isrequired when a new object is created
(*)—GET/SET key, one or more required for SET operations

Check m1B (5) for an explanation of Permissions.

Attribute Semantics

TA_EVENT_EXPR! string[l..255]
Event pattern expression. This expression, in regular expression format, controls which
event names match this subscription.

TA_EVENT_FILTER. string[l..255]
Event filter expression. Thisexpression, if present, is evaluated with respect to the posted
buffer's contents. It must evaluate to TRUE or this subscription is not matched.

TA_EVENT_FILTER BINARY. carrayl[l..64000]
Event filter expression, in binary (carray) format. Same as Ta_EVENT FILTER, but may
contain arbitrary binary data. Only one of Ta_EVENT_FILTER Of
TA_EVENT_FILTER_BINARY Mmay be specified.

TA_STATE!

GET: ACTive
A GeT operation will retrieve configuration information for the matching
T_EVENT_CLIENT object(s).
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A seT operation will update configuration information for the T_EVENT_CLIENT
object. The following states indicate the meaning of aTa_sTATE set in asET
request. States not listed may not be set.

NEW CreateT_EVENT_CLIENT object. Successful returnleaves
the object inthe acTive State.

INValid DeleteT_EvENT CLIENT object. Successful returnleaves
the object in the 1nvalid state.

TA_CLIENTID:. string[l..78]

Send an unsolicited notification message to this client when a matching event is detected.

T_EVENT_COMMAND Class Definition

Overview

The T_rvENT_coMMAND class represents a set of subscriptions registered with the EventBroker
that trigger execution of system commands. When an event is detected, it is compared to each
T_EVENT_COMMAND Object. If the event name matches the valuein Ta_eveENT_ExXPR and the
optiona filter rule is TRUE, the event buffer is formatted and passed to the system's command

interpreter.

Attribute Table

Table 39 T_EVENT_COMMAND Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_EVENT_EXPR(r) (*) string R-------- string[l..255] N/A
TA_EVENT_ FILTER(K) string  R-------- string[l..255] none
TA_EVENT_FILTER_BINARY(K) caray R-------- carray[1..64000] none
TA_STATE(r) string  R-x------ GET: ACT N/A
SET: {NEW | INV} N/A
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Attribute Type  Permissions Values Default

TA_COMMAND(r) (*) string  R-------- string[l..255] N/A

(k)—akey field for object retrieval
(r)—thefield isrequired when a new object is created
(*)—GET/SET key, one or more required for SET operations

Check m1B (5) for an explanation of Permissions.

Attribute Semantics

TA_EVENT_EXPR: string[l1..255]

Event pattern expression. This expression, in regular expression format, controls which
event names match this subscription.

TA_EVENT_FILTER: string[l..255]
Event filter expression. Thisexpression, if present, is evaluated with respect to the posted
buffer's contents. It must evaluate to TRUE or this subscription is not matched.

TA_EVENT_FILTER_BINARY. carray|l..64000]
Event filter expression, in binary (carray) format. Same as Ta_EVENT FILTER, but may
contain arbitrary binary data. Only one of Ta_EVENT_FILTER Of
TA_EVENT_FILTER_BINARY Mmay be specified.

TA_STATE!

GET: ACTive
A cET operation will retrieve configuration information for the matching
T_EVENT_COMMAND Object(s).

SET: {NEW |INValid}
A seT operation will update configuration information for the T_EVENT COMMAND
object. The following states indicate the meaning of aTa_sTATE set in aseT
request. States not listed may not be set.
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NEW Create T_EVENT_COMMAND Object. Successful return
leaves the object in the acTive state.

INValid Delete T_EVENT coMManD object. Successful return
leaves the object in the 1nvalid state.

TA_COMMAND: string|l..255]

Execute this system command when an event matching this object is detected. For UNIX

system platforms, the command is executed in the background using system(3).

T _EVENT _QUEUE Class Definition

Overview

The T_rVENT_QUEUE class represents a set of subscriptions registered with the EventBroker for
gueue-based notification. When an event is detected, it is compared to each T_EVENT_QUEUE
object. If the event name matches the value in Ta_eveNT_ExpPr and the optiona filter ruleis
TRUE, the event buffer is stored in the specified reliable queue.

Attribute Table

Table 40 T_EVENT QUEUE Class Definition Attribute Table

Attribute Type  Permissions Values Default
TA_EVENT_EXPR(r) (*) string R-------- string[l..255] N/A
TA_EVENT_ FILTER(K) string  R-x------ string[l1..255] none
TA_EVENT_FILTER_BINARY(K) caray R-x------ carray[1..64000] none
TA_STATE(r) string  R-x------ GET: ACT N/A
SET: {NEW | INV} N/A
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Attribute Type  Permissions Values Default
TA_QSPACE(r) (*) string  R-------- string[1..15] N/A
TA_QNAME(r) (*) string  R-------- string[l1..127] N/A
TA_QCTL_QTOP short R-x------ short 0
TA_QCTL_BEFOREMSGID short R-x------ short 0
TA_QCTL_QTIME_ABS short R-X--—-——-— short 0
TA_QCTL_QTIME_REL short R-x------ short 0
TA_QCTL_DEQ_TIME short R-X--—-——-— short 0
TA_QCTL_PRIORITY short R-x------ short 0
TA_QCTL_MSGID string  R-x------ string(1..31] none
TA_QCTL_CORRID(K) string  R-x------ string[l1..31] none
TA_QCTL_REPLYQUEUE string  R-x------ string[1..127] none
TA_QCTL_FAILUREQUEUE string  R-x------ string[l1..127] none
TA_EVENT_PERSIST short R-x------ short

TA_EVENT_TRAN short R-x------ short

(k)—akey field for object retrieval
(r)—thefield is required when a new object is created
(*)—GET/SET key, one or more required for SET operations

Check M1B (5) for an explanation of Permissions.

Attribute Semantics

TA_EVENT_EXPR: string[l..255]
Event pattern expression. This expression, in regular expression format, controls which
event names match this subscription.

TA_EVENT_FILTER: string[l..255]
Event filter expression. Thisexpression, if present, is evaluated with respect to the posted
buffer's contents. It must evaluate to TRUE or this subscription is not matched.

TA_EVENT_FILTER_BINARY. carray{l..64000]
Event filter expression, in binary (carray) format. Same as Ta_EVENT_FILTER, but may
contain arbitrary binary data. Only one of TA_EVENT_FILTER Of
TA_EVENT_FILTER_BINARY may be specified.
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TA_STATE!

GET: ACTive
A cET operation will retrieve configuration information for the matching
T_EVENT_QUEUE object(s).

SET: {NEW |INValid}
A ser operation will update configuration information for the T_EVENT_QUEUE
object. The following states indicate the meaning of aTa_sTATE set in a SET
request. States not listed may not be set.

NEW Create T_EVENT_QUEUE object. Successful return leaves
the object in the acTive state.

INValid Delete T _EVENT QUEUE oObject. Successful return leaves
the object in the Invalid state.

TA_QSPACE: string[l..15]
Enqueue a notification message to areliable queue in this queue space when a matching
event is detected.

TA_QNAME: string[l1..127]
Enqueue a natification message to this reliable queue when a matching event is detected.

TA_QCTL_QTOP. short
Thisvalue, if present, ispassed in to tpenqueue () 'S TPQCTL control structure to request
notification viathe /Q subsystem with the message to be placed at the top of the queue.

TA_QCTL_BEFOREMSGID:. short
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure to request
notification viathe /Q subsystem with the message to be placed on the queue ahead of the
specified message.

TA_QCTL_QTIME_ABS. short
Thisvalue, if present, ispassed in to tpenqueue () 's TPQCTL control structure to request
notification viathe /Q subsystem with the message to be processed at the specified time.

TA_QCTL_QTIME_REL:. short
Thisvalue, if present, ispassed in to tpenqueue () 'S TPQCTL control structure to request
notification viathe/Q subsystem with the message to be processed rel ative to the dequeue
time.
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TA_QCTL_DEQ_TIME:. short
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure.

TA_QCTL_PRIORITY. short
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure.

TA_QCTL_MSGID: string[l1..31]
Thisvalue, if present, ispassed in to tpenqueue () 'S TPQCTL Structure.

TA_QCTL_CORRID: string[1..31]
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure.

TA_QCTL_REPLYQUEUE! string[1..127]
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure.

TA_QCTL_FAILUREQUEUE: string[l..127]
Thisvalue, if present, is passed in to tpenqueue () 'S TPQCTL control structure.

TA_EVENT_PERSIST. short
If non-zero, do not cancel this subscription if the designated queue is no longer available.

TA_EVENT_TRAN. short
If non-zero and the client's tppost () call istransactional, include the tpenqueue () cal
in the client's transaction.

T_EVENT_SERVICE Class Definition

Overview
The T_rvENT_SERVICE class represents a set of subscriptions registered with the EventBroker
for service-based notification. When an event is detected, it is compared to each
T_EVENT_SERVICE object. If the event name matches the value in Ta_evENT_ExPR and the
optional filter rule is TRUE, the event buffer is sent to the specified Oracle Tuxedo service
routine.
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Attribute Table

Table 41 T_EVENT_SERVICE Class Definition Attribute Table

Attribute Type  Permissions Values Default
TA_EVENT_EXPR(r) (*) string  R--R--R-- string[l. .255] N/A
TA_EVENT_ FILTER(K) string  R--R--R-- string[l. .255] none
TA_EVENT_FILTER_BINARY(K) caray R--R--R-- carray[1. .64000] none
TA_STATE(r) string  R-xR-xR-x GET: ACT N/A
SET: {NEW | INV} N/A
TA_SERVICENAME(r) (*) string  R--R--R-- string(1..127] N/A
TA_EVENT PERSIST short  R-xR-xR-x short
TA_EVENT_TRAN short  R-xR-xR-x short

(k)—akey field for object retrieval
(r)—thefield isrequired when a new object is created
(*)—GET/SET key, one or more required for SET operations

Check m1B (5) for an explanation of permissions.

Attribute Semantics

TA_EVENT_EXPR! string[l..255]
Event pattern expression. This expression, in regular expression format, controls which
event names match this subscription.

TA_EVENT_FILTER. string[l..255]
Event filter expression. Thisexpression, if present, is evaluated with respect to the posted
buffer's contents. It must evaluate to TRUE or this subscription is not matched.

TA_EVENT_FILTER_BINARY. carray|l..64000]
Event filter expression, in binary (carray) format. Same as Ta_EVENT FILTER, but may
contain arbitrary binary data. Only one of Ta_EVENT_FILTER Of
TA_EVENT_FILTER_BINARY Mmay be specified.
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GET: ACTive
A cET operation will retrieve configuration information for the matching
T_EVENT_SERVICE Object(s).

SET: {NEW |INValid}
A seT operation will update configuration information for the T_EVENT _SERVICE
object. The following states indicate the meaning of aTa_sTATE setin a sET
request. States not listed may not be set.

NEW Create T_EVENT_SERVICE object. Successful return
leaves the object in the acTive State.

INValid DeleteT_EVENT_SERVICE object. Successful return
leaves the object in the 1nvalid state.

TA_SERVICENAME: string[1..127]
Call this Oracle Tuxedo service when a matching event is detected.

TA_EVENT_PERSIST. short
If non-zero, do not cancel this subscription if the Ta_sERVICENAME Service isno longer
available.

TA_EVENT_TRAN. short
If non-zero and the client's tppost () cal istransactional, include the TA_SERVICENAME
service cal in the client's transaction.

T _EVENT _USERLOG Class Definition

Overview

The T_EVENT_USERLOG Class represents a set of subscriptions registered with the EventBroker
for writing system userlog (3c) messages. When an event is detected, it is compared to each
T_EVENT_USERLOG object. If the event name matchesthe valuein Ta_eveNT expr and the
optional filter ruleis TRUE, the event buffer is formatted and passed to the Oracle Tuxedo
userlog (3¢c) function.
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Attribute Table

Table 42 T_EVENT USERLOG Class Definition Attribute Table

Attribute Type  Permissions Values Default
TA_EVENT_EXPR(r) string  R--R----- string[l..255] N/A
TA_EVENT_ FILTER(K) string  R--R----- string[l..255] none
TA_EVENT_FILTER_BINARY(K) caray R--R----- carray[1..64000] none
TA_STATE(r) string  R-xR-x--- GET: ACT N/A
SET: {NEW | INV} N/A
TA_USERLOG(r) string  R--R----- string[l..255] N/A

(k)—akey field for object retrieval
(r)—thefield isrequired when a new object is created

Check m1B (5) for an explanation of Permissions.

Attribute Semantics

TA_EVENT_EXPR: string[l1..255]
Event pattern expression. This expression, in regular expression format, controls which
event names match this subscription.

TA_EVENT_FILTER: string[l..255]
Event filter expression. Thisexpression, if present, is evaluated with respect to the posted
buffer's contents. It must evaluate to TRUE or this subscription is not matched.

TA_EVENT_FILTER_BINARY. carray|l..64000]
Event filter expression, in binary (carray) format. Same as Ta_EVENT FILTER, but may
contain arbitrary binary data. Only one of Ta_EVENT_FILTER Of
TA_EVENT_FILTER_BINARY Mmay be specified.

TA_STATE!

GET: ACTive
A cET operation will retrieve configuration information for the matching
T_EVENT_USERLOG Object(s).
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SET: {NEW |INValid}
A steT operation will update configuration information for the T_EVENT_USERLOG
object. The following states indicate the meaning of aTa_sTATE set in asET
request. States not listed may not be set.

NEW Create T_EVENT_USERLOG Object. Successful return
leaves the object in the aAcTive state.

INValid Delete T_EVENT USERLOG Object. Successful return
leaves the object in the 1nvalid state.

TA_USERLOG: string]l1..255]
Write auserlog (3c) message when amatching event is detected.

EVENT_MIB(5) Additional Information

Files
S{TUXDIR} /udataobj/evt_mib S${TUXDIR}/include/evt_mib.h

See Also

EVENTS (5), TM_MIB(5)
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factory_finder.ini(5)

factory_finder.ini—FactoryFinder Domains configuration file

Description

factory finder.ini iSthe FactoryFinder configuration file for Domains. Thistext (ASCII)
fileis parsed by the TMrrNaME Service when it is started as a Master NameManager. Thefile
contains information used by NameManagers to control the import and the export of object
references for factory objects with other domains. To use the information in the
factory_finder.ini file, you must specify the factory_finder.ini fileinthe - £ option of
the TMFFNAME server process.

The FactoryFinder Domains configuration file may have any name as long as the content of the
file conforms to the format described on this reference page.

Definitions

An Oracle Tuxedo domain is defined as the environment described in a single Tuxconr1c file.
An Oracle Tuxedo domain can communi cate with another Oracle Tuxedo domain or with another
TP application—an application running on another TP system—viaadomain gateway group. In
Oracle Tuxedo terminology, adomain is the same as an application—a business application.

A Remote Factory isafactory object that exists in aremote domain that is made available to the
application through an Oracle Tuxedo FactoryFinder.

A Local Factory isafactory object that existsin thelocal domain that is made available to remote
domains through an Oracle Tuxedo FactoryFinder.

File Format

Thefileis made up of two specification sections. Allowable section names are;
DM_REMOTE_FACTORIES and DM_LOCAL_FACTORIES.

e Formatting Guidelines

Parameters are generally specified by: kEyworp = value, Which sets kEYWORD t0 value.
Valid keywords are described within each section. kEyworps are reserved; they cannot be
used as values, unless they are quoted.

If avalueisan identifier, standard C rules are used. An identifier must start with an
alphabetic character or underscore and must contain only a phanumeric characters or
underscores. An identifier cannot be the same as any kEYworD.
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A vauethat is not an identifier must be enclosed in double quotes.
Input fields are separated by at |east one space or tab character.
The # character introduces a comment. A newline ends a comment.
Blank lines and comments are ignored.
Lines are continued by placing at least one tab after the newline. Comments can not be
continued.
e DM_LOCAL_FACTORIES Section

This section provides information about the factories exported by each local domain. This
section isoptional; if it is not specified, al local factory objects can be exported to remote
domains. If this section is specified, it should be used to restrict the set of local factory
objects that can be retrieved from aremote domain. The reserved

factory_id. factory_kind identifier of NONE can be used to restrict any local factory
from being retrieved from a remote domain.

Lines within this section have the form:
factory id. factory_kind

where factory id. factory_ kindisthelocal name (identifier) of the factory. This name
must correspond to the identifier of afactory object registered by one or more Oracle
Tuxedo server applications with the Oracle Tuxedo FactoryFinder.

The factory kind must be specified for TMrFNAME to locate the appropriate factory. An
entry that does not contain a factory._kind value does not default to a value of
FactoryInterface

e DM_REMOTE_FACTORIES Section

This section provides information about factory objects imported and available on remote
domains. Lines within this section have the form:

factory id.factory_ _kind required_parameters

where factory _id. factory_kind isthe name (identifier) of the factory object used by
the local Oracle Tuxedo domain for a particular remote factory object. Remote factory
objects are associated with a particular remote domain.

Note: If you usethe TobjFactoryFinder interface, the factory. kind must be
FactoryInterface.

Therequired parameter is:

DOMAINID = domain_id
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This parameter specifies the identity of the remote domain in which the factory object isto
beretrieved. The domain_id must not be greater than 32 octetsin length. If the valueisa
string, it must be 32 characters or fewer (counting the trailing nutr). The value of
domain_id can be a sequence of characters or a sequence of hexadecimal digits preceded
by 0x.

The optional parameter is.
RNAME = string

This parameter specifies the name exported by remote domains. This value will be used by
aremote domain to request this factory object. If this parameter is not specified, the remote
factory object nameis the same as the named specified in factory id. factory kind.

Multiple entries with the same name can be specified as long as the values associated with
either the DoMAINID OF RNAME parameter results in the identification of aunique factory
object.

Examples

Example 1

The following FactoryFinder Domains configuration file defines two entries for afactory
object that will be known in the local domain by the identifier Teller.FactoryIdentity
that isimported from two different remote domains:

# BEA Tuxedo FactoryFinder Domains
# Configuration File
#
*DM_REMOTE_FACTORIES
Teller.FactoryIdentity
DOMAINID="Northwest”
RNAME=Teller.FactoryType
Teller.FactoryIdentity
DOMAINID="Southwest”

In the first entry, afactory object isto be imported from the remote domain with an
identity of Northwest that has been registered with afactory identity of
Teller.FactoryType.

In the second entry, a factory object isto be imported from the remote domain with an
identity of southwest that has been registered with afactory identity of
Teller.FactoryIdentity. Notethat because no RNAME parameter was specified, the
name of the factory object in the remote domain is assumed to be the same as the factory’s
namein the local domain.

Example 2
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The following FactoryFinder Domains configuration file defines that only factory objects
registered with theidentity of Teller.FactoryInterface inthelocal domain are
alowed to be exported to any remote domain. Requests for any other factory should be
denied.

# BEA Tuxedo FactoryFinder Domains

# Configuration File

#

*DM_LOCAL_FACTORIES
Teller.FactoryInterface

e Example 3

The following FactoryFinder Domains configuration file defines that none of the factory
objects registered with the Oracle Tuxedo FactoryFinder are to be exported to aremote
domain.

# BEA Tuxedo FactoryFinder Domains
# Configuration File
#
*DM_LOCAL_FACTORIES
NONE

See Also

UBBCONFIG(5), DMCONFIG (5), TMFFNAME (5), TMIFRSVR (5)
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Ferror, Ferror32(5)

Name

Ferror, Ferror32—FML error codes

Synopsis

Descr

#include “fml.h”
#include “fml32.h"

iption
The numerical value represented by the symbolic name of an error condition is assigned to
Ferror for errors that occur when executing many FML library routines.

Thename rerror expandsto amodifiable 1value that hastype int, the value of which isset to
apositive error number by several FML library routines. Ferror need not be the identifier of an
object; it might expand to amodifiable 1value resulting from afunction call. It is unspecified
whether Ferror isamacro or anidentifier declared with external linkage. If atperrno () macro
definition is suppressed to access an actual object, or if a program defines an identifier with the
name Ferror, the behavior is undefined.

The reference pages for FML routines list possible error conditions for each routine and the
meaning of theerror in that context. The order in which possible errorsarelisted isnot significant
and does not imply precedence. The value of Ferror should be checked only after an error has
been indicated; that is, when the return value of the component indicates an error and the
component definition specifies that tperrno () be set. An application that checks the value of
Ferror must include the fm1 .1 header file.

Ferror32 providesasimilar capability for users of FML 32 routines. An application that checks
the value of Ferror32 must include the fm132.h header file.

The following list shows error codes that may be returned by FML and FML32
routines.

#define FMINVAL O /* bottom of error message codes */

#define FALIGNERR 1 /* fielded buffer not aligned */

#define FNOTFLD 2 /* buffer not fielded */

#define FNOSPACE 3 /* no space in fielded buffer */

#define FNOTPRES 4 /* field not present */

#define FBADFLD 5 /* unknown field number or type */

#define FTYPERR 6 /* illegal field type */

#define FEUNIX 7 /* unix system call error */
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

Usage

Some routines do not have an error return value. Because no routine sets Ferror to zero, an
application can set Ferror to zero, call aroutine and then check Ferror again to seeif an error
has occurred.

FBADNAME 8 /* unknown field name */

FMALLOC 9 /* malloc failed */

FSYNTAX 10 /* bad syntax in boolean expression */
FFTOPEN 11 /* cannot find or open field table */
FFTSYNTAX 12 /* syntax error in field table */
FEINVAL 13 /* invalid argument to function */
FBADTBL 14 /* destructive concurrent access to field table */
FBADVIEW 15 /* cannot find or get view */
FVFSYNTAX 16 /* bad viewfile */

FVFOPEN 17 /* cannot find or open viewfile */
FBADACM 18 /* ACM contains negative value */
FNOCNAME 19 /* cname not found */

In DOS and OS/2 environments, this variable is known as FMLerror.

See Also

Seethe ErRrRORS section of theindividual FML library routines for a more detailed description of
the meaning of the error codes returned by each routine.

216

Introduction to the C Language Application-to-Transaction Monitor Interface,
tperrordetail (3¢), tpstrerror (3c), tpstrerrordetail (3c¢), Introduction to FML
Functions, F_error, F_error32(3fml)
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field_tables(5)

field_tables(d)

Name
field_tables—FML mapping filesfor field names

Description

The Field Manipulation Language functions implement and manage fielded buffers. Each field
in afielded buffer istagged with an identifying integer. Fields that can variable in length (for
example, a string) have an additional length modifier. The buffer then consists of a series of
numeric-identifier/data pairs and numeric-identifier/length/data triples.

The numeric-identifier of afieldiscalled itsfield identifier and istypedef'd by Fr.oID. A fieldis
named by relating an alphanumeric string (the name) to arr.p1p in afield table.

The original FML interface supports 16-bit field identifiers, field lengths, and buffer sizes. A
newer 32-bit interface, FML 32, supports larger identifiers, field lengths, and buffer sizes. All
types, function names, etc. are suffixed with “ 32" (for example, thefield identifier type definition
iSFLDID32).

Field Identifiers

FML functionsallow field valuesto betyped. Currently the following types are supported: char,
string, short, long, float, double, carray (Character array), ptr (pointer to a buffer),
FML32 (embedded FML32 buffer), and view32 (embedded VIEW32 buffer). Theptr, FML32,
and viEw32 types are supported only for the FML32 interface. Constants for field types are
definedin £fml1.h (fm132.h for FML32). So that fielded buffers can be truly self-describing, the
type of afield is carried along with the field by encoding the field typein the FLDID. Thus, a
FLDID is composed of two elements:. afield type, and afield number. In 32-bit FML, field
numbers must be between 10,001 and 30,000,000. The numbers 1-10,000 and
30,000,001-33,554,431 are reserved for system use. In 16-bit FML, field numbers must be
between 101 and 8,191. The numbers 1-100 are reserved for system use.

Field Mapping
For efficiency, it is desirable that the field name to field identifier mapping be available at
compiletime. For utility, it isaso desirable that these mappings be available at run time. To
accommodate both these goals, FML representsfield tablesin text files, and provides commands
to generate corresponding C header files. Thus, compile time mapping is done by the C
preprocessor, cpp, by the usual #define macro. Run-time mapping is done by the function
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Fldid () (orr1didsz () for FML32), which mapsitsargument, afield name, to afield identifier
by consulting the source field table files.

Field Table Files
Files containing field tables have the following format:

e Blank lines and lines beginning with # are ignored.

e Lines beginning with $ are ignored by the mapping functions but are passed through
(without the $) to header files generated by mkf1dandr () (the command nameis
mkfldhdr32 () for FML32; seemkfldhdr, mkfldhdr32 (1)). For example, thiswould
allow the application to pass C comments, what strings, etc. to the generated header file.

e Lines beginning with the string *base contain a base for offsetting subsequent field
numbers. This optional feature provides an easy way to group and renumber sets of related
fields.

e Linesthat don't begin with either * nor # should have the form:
name rel-numb type
where:

— nameistheidentifier for the field. It should not exceed the C preprocessor identifier
restrictions (that is, it should contain only alphanumeric characters and the underscore
character). Internally, the name is truncated to 30 characters, so names must be unique
within the first 30 characters.

— rel-numb iSthe relative numeric value of thefield. It is added to the current base to
obtain the field number of thefield.

— type isthetype of thefield, and is specified as one of the following: char, string,
short, long, float, double, carray, ptr, FML32, OFf VIEW32.

Entries are white-space separated (any combination of tabs and spaces).

Conversion of Field Tables to Header Files

The command mk£1dhdr (OF mkf1dhdr32) convertsafield table, as described above, into afile
suitable for processing by the C compiler. Each line of the generated header fileis of the form:

#define name fldid

where name isthe name of thefield, and f1did isitsfield identifier. Thefield identifier includes
thefield type and field number, as previously discussed. The field number isan absolute number,
that is, base + rel-number. The resulting file is suitable for inclusion in a C program.

218 File Formats, Data Descriptions, MIBs, and System Processes Reference


{DOCROOT}/rfcm/rfcmd.html
{DOCROOT}/rfcm/rfcmd.html

field_tables(5)

Environment Variables

Functions such as F1did (), which accessfield tables, and commands such asmkf1dhdr () and
vuform (), which use them, both need the shell variables FL.DTBLDIR and FIELDTBLS
(FLDTBLDIR32 and FIELDTBLS32 for FML32) to specify the source directories and files,
respectively, from which the in-memory version of field tables should be created. FIELDTBLS
specifiesacomma-separated list of field tablefilenames. If FIELDTBLS hasnovalue, £1d. tbl is
used asthe name of thefield tablefile. The FL.DTBLDIR environment variableisacolon-separated
list of directoriesin which to look for each field table whose name is not an absol ute pathname.
(Thesearch for field tablesis very similar to the search for executable commands using the paTH
variable)) If FLDTBLDIR iSnot defined, it istaken to bethe current directory. Thus, if FIELDTBLS
and FLDTBLDIR are not set, the default isto take £14. tb1 from the current directory.

The use of multiple field tablesis a convenient way to separate groups of fields, such as groups
of fieldsthat exist in adatabase from those which are used only by the application. However, in
general field names should be unique acrossall field tables, since such tables are capabl e of being
converted to C header files (by the mkf1dhdr command), and identical field nameswould
produce a compiler name conflict warning. In addition, the function r1did, which maps aname
to arLDID, does so by searching the multiple tables, and stops upon finding the first successful
match.

Example
Thefollowing is a samplefield table in which the base shifts from 500 to 700:

# employee ID fields are based at 500
*base 500

#name rel-numb type comment

#____ ________ e

EMPNAM 1 string emp's name

EMPID 2 long emp's id

EMPJOB 3 char job type: D,M,F or T
SRVCDAY 4 carray service date

# address fields are based at 700

*base 700
EMPADDR 1 string street address
EMPCITY 2 string city
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EMPSTATE 3 string state
EMPZIP 4 long zip code

The associated header file would be:

#define EMPADDR
#define EMPCITY

FLDID)41661)
FLDID)41662)

(

(
F
FLDID)16887)
F

#define EMPID ( (FLDID) 8694)
#define EMPJOB (
LDID)41461)

#define EMPSTATE ((FLDID)41663)
#define EMPZIP ( (FLDID)8896)

(
(
(
(
#define EMPNAM ( (
(
(
((FLDID)49656)

#define SRVCDAY

See Also
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mkfldhdr, mkfldhdr32 (1)

/* number :
/* number:

/* number:

/* number:

701 type:
702 type:

502 type:
503 type:
501 type:

703 type:

704 type:

504 type:

Programming an Oracle Tuxedo ATMI Application Using FML
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GAUTHSVR(3)

Name
cauTHsSVR—General LDAP-based authentication server

Synopsis

GAUTHSVR SRVGRP="identifier" SRVID=number other_parms CLOPT="-A -- -f
filename"

Description

GAUTHSVR isa System/T provided server that offers the authentication service . This server may
be used in a secure application to provide per-user authentication when clientsjoin the
application. This server accepts service requests containing TPINIT typed buffer as a user
password and validates it against the configured password that is stored in LDAP Server. If the
request passes validation, then an application key is returned with a successful return astheticket
for the client to use.

By default, the file $TUXDIR/udataobi/tpgauth isused for obtaining LDAP configuration
information. The file can be overridden by specifying thefilename, usinga "-f filename”
option in the server command line option. For example, cLopT="-A --
-f/usr/tuxedo/myapp/myldap”.

There is no automatic propagation of this configuration file from the master machine to other
machines in the Tuxedo UBBCONFIG file. To use multiple GAUTHSVRS, you must provide
separate configurations on the various machines.

For additional information pertaining to cauTHsvr, see “GAUTHSVR Additional Information”
on page 222.

SECURITY USER_AUTH

If SECURITY iSset to usErR_aAuUTH or higher, per-user authentication is enforced. The name of the
authentication service can be configured for the application. If not specified, it defaultsto
auTHsve which is the default service advertised for GAUTHSVR.

An authentication request is authenticated against only thefirst matching user nameinthe LDAP
database. It does not support authentication against multiple entries.

SECURITY ACL or MANDATORY_ACL

If SECURITY iS St to ACL Or MANDATORY_ACL, per-user authentication is enforced and access
control lists are supported for access to services, application queues, and events. The name of the
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authentication service must be autasve which isthe default service advertised by cauThsvr for
these security levels.

The application key that is returned by the cauTHsVR is the user identifier in the low-order 17
bits. The group identifier is the next 14 bits (the high-order bit is reserved for the administrative

keys).

GAUTHSVR Additional Information

Portability
GAUTHSVR IS supported as a Tuxedo System/T-supplied server on non-Workstation
platforms.

Examples

# Using GAUTHSVR
*RESOURCES

AUTHSVC " . .AUTHSVC"
SECURITY ACL

*SERVERS

GAUTHSVR SRVGRP="AUTH" SRVID=100

CLOPT="-A -- -f /usr/tuxedo/udataobj/tpgauth"
See Also

222

e Setting up GAUTHSVR as the Authentication Server in Implementing Single Point
Security Administration.
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GWADM(3)

Name
ewapM—Domains gateway administrative server

Synopsis
GWADM SRVGRP = "identifier" SRVID = "number" REPLYQ = "N"
CLOPT = "-A -- [-a {on | off}] [-t {on | off}]"
Description

The gateway administrative server (cwapm) is an Oracle Tuxedo system-supplied server that
provides administrative functions for a Domains gateway group.

ewapu should be defined inthe sErvERS section of theuseconFIa fileasaserver running within
aparticular gateway group, that is, SRvGRp must be set to the corresponding GRPNAME tag
specified inthecroups section. The svrRID parameter isalso required and itsvalue must consider
the maximum number of gateways allowed within the gateway group.

There should be only one instance of acwapm per Domains gateway group, and it should not be
part of the MSSQ defined for the gateways associated with the group. Also, cwapm should have
the REPLYQ attribute set to n.

Parameters

The cLopT option isastring of command-line options that is passed to the cwapm when it is
booted. This string has the following format:

CLOPT="-A -- gateway group runtime parameters"

The following run-time parameters are recognized for a gateway group:

-a{on | off}
This option turns of £ or on the audit log feature for thislocal domain access point. The
defaultisof £. The dmadmin program can be used to change this setting while the gateway
group isrunning (see dmadmin (1)).

-t {on| off}
Thisoption turns of £ or on the statistics gathering feature for the local domain access
point. The default isof £. The dmadmin program can be used to change this setting while
the gateway group is running (see dmadmin (1) ).

The cwapu server must be booted before the corresponding gateways.
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Portability

ewapM is supported as an Oracle Tuxedo system-supplied server on all supported server
platforms.

Interoperability

ewapM must beinstalled on Oracle Tuxedo release 4.2.1 or later; other machinesin the same
domain with arelease 4.2.2 gateway can be release 4.1 or later.

Environment Variables

GW_CHECK_LOOP
If set to v, collects GWTDOMAIN action table and coredump. Customer should ensure
configure GWTDOMAIN as automatic restart.

Example: export GW_CHECK_LOOP=Y.

Note: aw_cHECK_LooP isonly be enabled on single threaded mode GWTDOMAIN,
and can only be enabled on Linux and HP-UX platforms. GWTDOMAIN must
be set to automatic restart.

GW_CHECK_LOOP_MAXSILENT
Setsthe response time (in seconds) for cw_crrEck_r.00P. If not set, the default valueis 30.

Examples

224

The following example illustrates the definition of the administrative server in the UBBCONFIG
file. This example uses the GwTpoMATIN gateway process to provide connectivity with another
Oracle Tuxedo domain.

#

*GROUPS

DMADMGRP GRPNO=1

gwgrp GRPNO=2

#

*SERVERS

DMADM SRVGRP="DMADMGRP" SRVID=1001 REPLYQ=N RESTART=Y GRACE=0

GWADM SRVGRP="gwgrp" SRVID=1002 REPLYQ=N RESTART=Y GRACE=0
CLOPT="-A -- -a on -t on"

GWTDOMAIN SRVGRP="gwgrp" SRVID=1003 RQADDR="gwgrp" REPLYQ=N RESTART=Y MIN=1

MAX=1

File Formats, Data Descriptions, MIBs, and System Processes Reference



GWADM(5)

See Also
dmadmin (1), tmboot (1), DMADM (5), DMCONFIG(5), servopts (5), UBBCONFIG(5)
Administering an Oracle Tuxedo Application at Run Time
Setting Up an Oracle Tuxedo Application

Using the Oracle Tuxedo Domains Component
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GWTDOMAIN(3)

Name
GWTDOMAIN— TDomain gateway process

Synopsis
GWTDOMAIN SRVGRP = "identifier" SRVID = "number" RQADDR = "queue_name"
REPLYQ = value RESTART = Y [MAXGEN = value] [GRACE = value]
CLOPT = "-A -- [-s][-U inbound-message-size-limit-in-bytes ]-x
limit[:{[duration]: [period]}][-m
http://<HOST>:<PORT>/btmmonitor/agent/agent/]”

Description

GWTDOMAIN iSthe domain gateway process that provides interdomain communication.
GWTDOMAIN Processes communicate with other cwTpoMaIN processesin remote domains.

Note: From Tuxedo release 9.0 and later, the cwrpoMa1N default is multithread mode. This
default mode is only useful for machines with multiple CPUs.

Domain gateways are described in the servERs section of the usconr1c file and the
BDMCONFIG file. Domain gateways must be always associated with a particular gateway group,
that is, srRvGrRP must be set to the corresponding crrraME tag specified in the croups section.

The svrID parameter is also required and its value must consider the maximum number of
gateways allowed within the domain group. The RESTART parameter should be set to v. The
REPLYQ parameter may be set to v or n.

Notes: Add vIEWDIR, VIEWDIR32, VIEWFILES, and VvIEWFILES32 before booting cwrpoMaTN
server process when aview/vIiEw32 type buffer dataisinvolved in cross domain event.

Add FLDTBLDIR, FLDTBLDIR32, FIELDTBLS, and FIELDTBLS32 before booting
GWTDOMAIN Server process when armr/FuL32 type buffer dataisinvolved in cross
domain event.

Parameters

The cLopT option isastring of command-line options that is passed to cwrpoMaIN whenitis
booted. The following run-time parameters are recognized for a gateway process:

=S

Thisoptional parameter turnsoff the default multithread mode. On asingle CPU machine,
turning off multithread mode helps to avoid possible negative performance impact.
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-U inbound-message-size-limit-in-bytes

This option specifies the upper-size limit of incoming network message for
GWTDOMAIN. The message sizeincludesinternal dataitemsfor Tuxedo (should beless
then 1024 bytes) and user data. The limit also takes effect when message is compressed,
i.e., it also checks the original message size.

The -x parameter reduces DoS attack vulnerability by limiting the number of
GWTDOMAIN connections. It supports for following parameters:
limit
The maximum number of connections. The minimum limit value is 0, and the
maximum valueis 2,147,483,647.

When the limit is reached (or exceeded) and there is an incoming request,
GWTDOMAIN is suspended for the given duration. At the same time, the current
incoming request which triggersthe suspending isnot accepted. Polling isresumed
after duration has elapsed.

Setting the limit to O prohibits the domain gateway from accepting any incoming
connection requests. In other words, thisisan "OUTGOING_ONLY" connection
policy.

duration
This optional parameter sets the duration in seconds to suspend polling for
incoming connection when limit is reached. The default value is (SCANUNIT *
SANITY SCAN) seconds. The minimum duration valueis 5, and the maximum
valueis65,535. If the unit of scanunTT inTUXCcOoNFIG ismillisecond andthevalue
of (scanuNIT * SaNITYSCAN)islessthan 5 seconds, such valuewill be measured
as 5 seconds.

period
This optional parameter sets the time interval (in seconds) proceeding
GWTDOMAIN check point to count the closed connectionsin the past. When not
specified, the default value is the same as duration. The minimum period valueis
0, and the maximum value is 65,535.

If period is specified as 0, the number of closed connectionsin aprior period will
always be 0, limit only counts active connections.

When this option is specified, cwrpomIan starts an embedded JVM and runsaBTM
delegate observer to monitor bidirectional calls between WTC and itself.
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The cwTDOMAIN process must be in the same group as the cwabm (5) process, with the cwapm
listed first. Multiple cwrpoMaAIN processes can be configured for a domain; each must be
configured in a different Oracle Tuxedo group.

Environment Variables

GW_CHECK_LOOP
If set to v, collects GWTDOMAIN action table and coredump. Customer should ensure
configure GWTDOMAIN as automatic restart.

Example: export GW_CHECK_LOOP=Y.

Note: cw_cHECK_1.00P isonly be enabled on single threaded mode GWTDOMAIN,
and can only be enabled on Linux and HP-UX platforms. GWTDOMAIN must
be set to automatic restart.

GW_CHECK_LOOP_MAXSILENT
Setsthe response time (in seconds) for cw_cHECK_1.0ooP. If not set, the default valueis 3o.

Examples

The following example shows the definition of a Domains gateway group in the uBBconF1G file.

*GROUPS

DMADMGRP LMID=machl GRPNO=1

gwgrp LMID=machl GRPNO=2

*SERVERS

DMADM SRVGRP="DMADMGRP" SRVID=1001 REPLYQ=N RESTART=Y MAXGEN=5 GRACE=3600
GWADM SRVGRP="gwgrp" SRVID=1002 REPLYQ=N RESTART=Y MAXGEN=5 GRACE=3600
GWTDOMAIN SRVGRP="gwgrp" SRVID=1003 RQADDR="gwgrp" REPLYQ=N RESTART=Y
MAXGEN=5 GRACE=3600 CLOPT="-A -r -- -U 65536"

Additional examples are available in the “EXAMPLES’ sections of uBBcoNFIG (5) and
DMCONFIG(5).

See Also
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tmadmin (1), tmboot (1), DMADM(5), DMCONFIG (5), GWADM (5), servopts (5),
UBBCONFIG(5)

Using the Oracle Tuxedo Domains Component

Setting Up an Oracle Tuxedo Application

Administering an Oracle Tuxedo Application at Run Time
Denial-of-Service (DoS) Defense
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ISL(3)

Name

ISL(5)

Enables access to Oracle Tuxedo objects by remote Oracle Tuxedo clients using |1OP.

Synopsis

ISL SRVGRP="identifier"

SRVID="number"

CLOPT="

[-A
[-C
[-d
[-E
[-K
[-m
[-M
[-T
[-x
[-H

] [ servopts options ] -- -n netaddr
{detect |warn|none} ]

device ]

principal_name]

{client|handler |both|none} ]

minh ]

maxh ]

Client-timeout]

mpx-factor |

external-netaddr]

#options for Outbound IIOP

[-O
[-o
[-s

[-u

1
outbound-max-connections]
Server-timeout]

out-mpx-users]

#options for SSL

[-a
[-R
[-S
[-v
[-z
[-Z

Description

]
renegotiation-intervall]
secure port]
{detect|warn|none} ]
[0]40|56]128|256]]
[0|40|56]128|256]]1"

The I1OP Server Listener (ISL) is an Oracle Tuxedo-supplied server command that enables
access to Oracle Tuxedo objects by remote Oracle Tuxedo clients using 11OP. The application
administrator enables access to the application objects by specifying the [|OP Server Listener as
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an application server in the servERs section. The associated command-line options are used to
specify the parameters of the I1OP Server Listener and 110OP Server Handlers.

Thelocation, server group, server 1p, and other generic server-related parameters are associated
with the ISL using the standard configuration file mechanismsfor servers. ISL command-line
options allow for customization.

Each ISL booted as part of an application facilitates application access for alarge number of
remote Oracle Tuxedo clients by providing accessviaasingle, well-known network address. The
I1OP Server Handlers are started and stopped dynamically by the ISL, as necessary, to meet the
incoming load.

For joint client/servers, if the remote joint client/server ORB supports bidirectional 110P
connections, the ISL can use the same inbound connection for outbound invokes to the remote
joint client/server. The ISL also allows outbound invokes (outbound I10OP) to objects located in
ajoint client/server that isnot connected to an | SH. This capability is enabled when the -o option
is specified. The associated command-line options allow configuration of outbound I110P
support:

Parameters

230

-A
Indicates that the ISL is to be booted to offer al its services. Thisisadefault, but it is
shown to emphasize the distinction between system-supplied servers and application
servers. The latter can be booted to offer only a subset of their available services. The
double-dash (--) marksthe beginning of parametersthat are passed to the ISL after it has
been booted.

Y ou specify the following options in the cLopT string after the double-dash (--) in the cLopT
parameters:

-n netaddr
Specifies the network address to be used by a server listener to accept connections from
remote CORBA clients. The remote client must set the environment variable (ToBJADDR)
to this value, or specify the value in the Bootstrap object constructor. See the C++
Programming Reference for details. Thisisthe only required parameter.

TCP/1P addresses must be specified in one of the following formats as shown in Table 43.
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Table 43 Ipv4 and IPv6 Address Formats

IPv4

IPvé

//IP:port //[IPv6 address] :port

//hostname:port_number //hostname:port_number

//#.#.#.#:port_number Hex format is not

supported

Thedomain finds an address for hostname using the local namefacilities (usually DNS).
The host must be the local machine, and the local name resol ution facilities must
unambiguously resolve hostname to the address of the local machine.

Note:

The hostname must begin with aletter character.

For IPv4, the "4 .#.#.#" isthe dotted decimal format. In dotted decimal format, each #
must be anumber from 0 to 255. This dotted decimal number represents the | P address of
the local machine.

In both of the above formats, port_number isthe TCP port number at which the domain
process listens for incoming requests. port_number can be a number between 0 and
65535 or aname. If port_number isaname, it must be found in the network services
database on your local machine.

Note:

The Java Tobj_Bootstrap Object usesa short typeto store the port_number.
Therefore, you must use aport_number in the range of 0 to 32767 if you planto
support connections from Java clients.

The network addressthat is specified by programmersin the Bootstrap constructor or
in ToBJADDR must exactly match the network addressin the application’ SUBBCONFIG
file. The format of the address as well as the capitalization must match. If the
addresses do not match, the call to the Bootstrap constructor will fail with aseemingly
unrelated error message:

ERROR: Unofficial connection from client at
<tcp/ip address>/<port-number>:

For example, if the network addressis specified as //TR1x1E:3500 inthe 1sL.
command line option string, specifying either //192.12.4.6:3500 Or
//trixie:3500 inthe Bootstrap constructor or in ToBJADDR Will cause the
connection attempt to fail.
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On UNIX systems, usethe uname -n command on the host system to determine the
capitalization used. On Windows NT systems, see the host system's Network control
panel to determine the capitalization used.

Note:  Unlike the Oracle Tuxedo system Workstation Listener (WSL), the format of the
network addressesislimited to / /host :port. Thereason for thislimitation is that
the host name and port number are used by Oracle Tuxedo servers; the host name
does not appear as such in the hexadecimal format, and it could only be passed to the
servers using the dotted | P address format.

[-al
Specifies that certificate-based authentication should be enabled when accepting an SSL
connection from aremote application.

[-C detect|warn|none]
Determines how the 11OP Listener/Handler will behave when unofficial connections are
made to it. The default value is detect.

The official way for the CORBA client to connect to the I1OP Listener/Handler isviaa
Bootstrap object. The unofficial connection is established directly from an IOR. For
example, aclient could connect to one I1OP Listener/Handler via a Bootstrap object and
then, perhaps inadvertently, connect to a second 11OP Listener/Handler by using an IOR
that contains the host and port of the second I1OP Listener/Handler. Typically, thisisnot
the case. Usually, the client uses IORs that contain the host and port of the [IOP
Listener/Handler that the client connected to via a Bootstrap object. Use of such IORs
does not cause an additional connection to be made.

Caution: The use of unofficial connections can cause problems for remote client applications
that use transactions. The application may have the notion that invocations on both
the official and unofficial connections within the same transaction have succeeded;
however, inreality, only invocationson the official connection are ACID (Atomicity,
Consistency, Isolation, and Durability).

A value of detect causesthe ISL/ISH to raise ano_PERMISSION exception when an
unofficial connection isdetected. A value of warn causesthe ISL/ISH to log a message to
the user log exception when an unofficial connection is detected; no exception will be
raised. A value of none causesthe ISL/ISH to ignore unofficial connections.

[-d devicel]
Specifiesthe device filename used for network access by the server listener and its server
handlers. This parameter is optional because some transport providers (for example,
sockets) do not require a device name. However, other providers (for example, TLI) do
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require adevice name. Inthe case of TLI, thisoptionismandatory. Thereisno default for
this parameter. (This does not apply to Windows 2003 systems.)

[-E principal_name]
An optional parameter that indicates the identity of the principal that is required in order
to establish atrusted connection pool. A trusted connection pool can only be established
if a CORBA application is configured to require users to be authenticated.

If aremote client application attempts to propagate per-request security information over
aconnection that is not part of a trusted connection pool, the accompanying propagated
security information will be ignored.

[-XK {client|handler |both|none}]
Directs the client, or the ISH process, or both, to activate the network provider's
KEEPALIVE option. This option improves the speed and reliability of network failure
detection by actively testing an idle connection’ s state at the protocol stack level. The
availability and timeout thresholds for this feature are determined by operating system
tunable parameters.

A vaue of c1ient configuresthis option for the client; a value of handier configures
this option for the ISL; and avalue of both will configure both sides of the connection.
The default value isnone, in which case neither side has the kEEPALIVE option
configured.

Note: ThexkeepaLIVE interval isan operating system parameter, so changing the value
affects any other applications that enable keepaLIVE. Many platforms have a
two-hour default value that may be longer than desired.

Thisoption is not available on all platforms. A userlog warning message is generated if
the kEEPALTVE option is specified but is not available on the ISH's machine. If
KEEPALIVE iSrequested but isnot available on the client’ s machine, the setting isignored.

[-m minh]
Specifies the minimum number of handlers that should be available in conjunction with
thisISL at any giventime. ThedefaultisO. ThelSL will start thismany | SHsimmediately
upon being booted and will not deplete the supply of ISHs below this number until the
administrator issues a shutdown to the ISL. The default value for this parameter is0. The
legal rangeis between 0 and 255.

[-M maxh]
Specifies the maximum number of handlers that should be available in conjunction with
thisISL at any given time. The Handlers are started as necessary to meet the demand of
remote Oracle Tuxedo clients attempting to access the system. The default value for this
parameter isequal to the setting for maxwscr.TENTS on thelogical machine, divided by the

File Formats, Data Descriptions, MIBs, and System Processes Reference 233



234

multiplexing factor for thisI SL (see -x option below), rounded up by one. Thelegal range
for this parameter is between 1 and 4096. The value must be equal to or greater thanminh.

[-T Client-timeout]

Specifies the inactive client timeout option. The inactive client timeout isthe time (in
minutes) allowed for aclient to stay idle. If aclient does not make any requests within this
time period, the [1OP Listener/Handler disconnectsthe client. If thisargument isnot given
or isset to O, the timeout isinfinite.

[-x mpx-factor]

Thisisan optional parameter used to control the degree of multiplexing desired within
each ISH. The value for this parameter indicates the number of remote Oracle Tuxedo
clients that can be supported simultaneously by each ISH. The ISH ensures that new
handlers are started as necessary to handle new remote Oracle Tuxedo clients. Thisvalue
must be greater than or equal to 1 and lessthan or equal to 4096. The default valuefor this
parameter is 10.

[-H external netadder]

Specifiesthe external network addressto be set asthe host and port in interoperabl e object
references returned to clients of the ISL. It has the same format asthe ISL cLopT -n
netaddr option. Thisfeatureis useful when an 110OP, or remote, client needs to connect
to an ISL through afirewall.

Note: Tuxedo IPv6 addressing does not support hexidicmal addresses.

This option (uppercase letter O) enables outbound 110P to objects that are not located in
aclient that is connected to an ISH. Since the -o option requires a small amount of extra
resources, the default isto not allow outbound 110P.

[-0 outbound-max-connections]

This option (lowercase | etter 0) specifies the maximum number of outbound connections
that each ISH may have. In effect, it limits the number of simultaneous Outbound 110P
sockets that any single ISH under the control of this ISL will have active at one time.

This option requiresthat the -o (uppercase letter O) option is also specified. The value of
this option must be greater than 0, but not more than 4096. An additional requirement is
that the value of thisoption, (outbound-max-connections) timesthe maximum number
of handlers, must be less than 32767. The default for this option is 20.

[-R renegotiation-interval]

Specifies the renegotiation interval in minutes. If a connection does not have a
renegotiation in the specified interval, the 11OP Listener/Handler will request that the
client renegotiate the session for inbound connections or actually perform the
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renegotiation in the case of outbound connections. The default is 0 minutes which results
in no periodic session renegotiations.

[-S secure-port]
Specifies the port number that the I1OP Listener/Handler should use to listen for secure
connections using the SSL protocol. Y ou can configure the 11OP Listener/Handler to
allow only secure connections by setting the port numbers specified by the -s and -n
options to the same value.

[-s Server-timeout]
Server-timeout is the time, in minutes, allowed for aremote server toremainidle. If a
remote server does not receive any requests within this time period, the ISL disconnects
the outbound I1OP connection to the server. The ISH reconnects to the remote server on
subsequent requests. This option can be used for server platforms that are unstable. Note
that thisis a best-attempt value in that the ISL does not disconnect the connection before
thistimeis up, but does not guarantee to disconnect the connection once the exact time
has elapsed. This option requires that the —o (uppercase letter O) option is also specified.
The value must be greater than or equal to 1. If this option is not specified, the default is
60 (one hour).

[-u out-mpx-users]

Anoptional parameter used to control the degree of outbound multiplexing desired within
each ISH. The value for this option indicates the number of outbound I10OP users (native
clients or servers) that can be supported simultaneously by each outbound 110P
connection intheISH. The ISL ensuresthat new | SHs are started, as necessary, to handle
new users up to the value of this option (out-mpx-users). Thisoption requires that the
—O (uppercase letter O) option isaso specified. Thisoption must be greater than O (zero),
but not more than 1024; the default value is 10.

[-v {detect|warn|none}]
Determines how the 11OP Listener/Handler will behave when adigital certificate for a
peer of an outbound connection initiated by the Oracle object request broker (ORB) is
received as part of the Secure Sockets Layer (SSL) protocol handshake. Thevalidation is
only performed by theinitiator of a secure connection and confirmsthat the peer server is
actually located at the same network address as specified by the domain name in the
server'sdigital certificate. This validation is not technically part of the SSL protocol but
is similar to the check done in web browsers.

A value of detect causesthe Oracle ORB to verify that the host specified in the object
reference used to make the connection matches the domain name specified in the peer
server’sdigital certificate. If the comparison fails, the Oracle ORB refuses the
authenticate the peer and drops the connection. The detect valueisthe default value.
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A value of warn causesthe Oracle ORB to verify that the host specified in the object
reference used to make the connection matches the domain name specified in the peer’s
digital certificate. If the comparison fails, the Oracle ORB logs a message to the user log
but continues to process the connection.

A value of none causesthe Oracle ORB to not perform the peer validation and to continue
to process the connection.

The -v parameter isonly availableif licensesfor SSL and LLE (link level encryption) are
installed.

[-z [|0]|40|56]128|256]]
Specifies the minimum level of encryption when establishing a network connection
between aclient and the I1OP Listener/Handler. 0 means no encryption while 40, 56, 128,
and 256 specify the length (in bits) of the encryption key. If this minimum level of
encryption cannot be met, a connection will not be established.

Note: Oracle Tuxedo does not support 0-bit, 40-bit, or 56-bit encryption keysfor SSL inthis
release. The minimum encryption key sizeis 112. If min-max value is configured
with 40 or 56, then 112 will be used by default.

[-Z []0]40|56]128]2561]
Specifies the maximum level of encryption when establishing a network connection
between aclient and the 11 OP Listener/Handler. 0 means no encryption while 40, 56, 128,
and 256 specify the length (in bits) of the encryption key. The default iswhatever
capability is specified by the license.

Note: A 0-bit maximum encryption level is not compatible with the-S SSL connection
option.
Oracle Tuxedo does not support O-bit, 40-bit, or 56-bit encryption keysfor SSL inthis
release. The minimum encryption key sizeis 112. If min-max value is configured
with 40 or 56, then 112 will be used by default.

Portability

The I1OP Server Listener is supported as an Oracle Tuxedo-supplied server on UNIX and
Microsoft Windows NT operating systems.

Interoperability

236

The ISL works with any 11OP compliant ORB.

Depending on the type of remote object and the desired outbound 110OP configuration, you may
have to perform additional programming tasks. Table 44 lists the requirements for each type of
object and outbound I1OP configuration.
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Types of Asymmetric Paired-connection Requirements
Objects Requirements

Bidirectional Requirements

Remotejoint  SetI1sL cLopT Usethe

client/servers -0 option. Tobj_Bootstrap::register
_callback_port method to
register the callback port.

Usethe

CORBA: :ORB: :create_policy
method to set BiDirPolicy onthe
POA.

Foreign Set1sL cLopT  Not applicable.
(non-CORBA) -0 option.
ORBs

If the foreign ORB supports the POA
and BiDirPolicy, usethe
CORBA: :ORB: :create_policy
method to set BiDirPolicy onthe
POA.

Remoteclients Remote clients are not servers, so outbound 11OP is not possible.

Native joint Outbound I1OP is not used.
client/servers

Nativeclients  Outbound I1OP is not used.

Network Addresses

Supposethelocal machineonwhichthelSL isbeing runisusing TCP/IP addressing and isnamed
backus . company . com, With address 155.2.193.18. Further suppose that the port number at
which the ISL should accept requests is 2334. The address specified by the -1 option could be;

//155.2.193.18:2334

//backus.company.com:2334

Examples
*SERVERS

ISL SRVGRP="ISLGRP" SRVID=1002 RESTART=Y GRACE=0

CLOPT="-A -- -n //piglet:1900 -d /dev/tcp"
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Name
KAUTHSVR— T uxedo K erberos-based network authentication server

Synopsis
KAUTHSVR SRVGRP=SECGRP SRVID=100 GRACE=0 MAXGEN=2 CLOPT="-A -- -k
/etc/krbauth.kt -p krbauth@host.yourcomany.com"

Description
KAUTHSVR is a Kerberos-based Tuxedo authentication server. Its purposeistwo fold:

e it authenticates a user with the kerberos system, and

e it uses the accompanying user information to create a user AprkEY to handle Tuxedo
Access Control.

KAUTHSVR must be manually configured in the uBsconr1c filein order to complete Tuxedo user
authentication if you want to use K erberos the default authenti cation mechanism. Thereisadight
difference in how xauTnsvR is configured for UNIX and Windows platforms. For more
information, see “Using the Kerberos Authentication Plug-in.”

Principal Name and UNIX Key Table Configuration

Kerberosallowsyou to store principal namesand service keysinalocal file based database called
aKey Table. This key table allows services running on a host to authenticate themselves to the
Key Distribution Center. xauTHSVR does not replace Kerberos Key Distribution Center
authentication; however, it does replace AuTHSVR (5) and LAUTHSVR (5) when you want to use
Kerberos-based authentication.

Principal Name Configuration

KAUTHSVR must have its own principal name associated with it. To specify which principal name
KAUTHSVR USes, you must configure it in the usconr1c file. The cLopT option uses the -p
parameter to establish its principal name. For example, -p <principal name>. The principal
name and its password must be configured in the Kerberos database and the local key table.

Note: The principal name can also be configured by using the kauTHSVRPRINC parameter or
the same name environment variable. For more information, see “ Using the Kerberos
Authentication Plug-in.”
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UNIX Key Table Configuration

Before a server can be setup to use Kerberos, you must setup a key table on a host running the
server. KAUTHSVR must access the server Key Table (xtaB) whenitisbooted. There are two
ways to specify the server key table:

e you can use the cr.opT option to tell kauTHsVR where itSKTaB iS. The KAUTHSVR CLOPT
option uses the -k parameter to specify where kras islocated. For example,"-x <key
table full path name>".

e you can also specify the kTar location as an environmental variable. For example,
"KRB5_KTNAME=<key table full path name>".

Note: Any updates made to the key table do not affect the Kerberos database. If you changethe
keysin the key table, you must also make the corresponding changes to the Kerberos
database.

Account Password on Windows Platform

When xauTHSVR is configured on a Windows platform akey table is not needed. However, it
must have an account password. There are two ways to setup a KaAUuTHSVR password:

e Configurein the uBBcoNF1G file SERVERS section related with kauTHsVR. For example:

Listing 5 KAUTHSVR Example in UBBCONFIG

*SERVERS

KAUTHSVR

SRVGRP=AUTHGRP SRVID=10

SEC_PRINCIPAL_NAME="kauthsvc " SEC_PRINCIPAL_PASSVAR=passvar
CLOPT="-A -- -p kauthsvc/bjwin2k3.bea.com@KRB.BEA.COM"

When TuxcoNFIG is created, you must input the password at the command prompt.
Note: Thename kauthsvc in SEC_PRINCIPAIL_NAME iS used as an example only.

e Specify in the kauTHSVR environment variable KAUTHSVRPASS
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See Also
AUTHSVR (5)
LAUTHSVR (5)

“Using the Kerberos Authentication Plug-in,” in the Using Security in ATMI Applications
Kerberos Introduction from MIT (http://web.mit.edu/ker ber os/www/)
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Name
langinfo—Language information constants

Synopsis

#include <langinfo.h>

Description

This header file contains the constants used to identify items of 1anginfo data. The mode of
itemsisgveninnl_types(5L

DAY 1
Local€e's equivalent of “sunday”

DAY_2
Local€'s equivalent of “monday”

DAY_3
Local€e's equivalent of “tuesday”

DAY 4
Local€e's equivalent of “wednesday”

DAY_5
Local€'s equivalent of “thursday

DAY_6
Loca€e's equivaent of “friday”

DAY 7
Local€'s equivalent of “saturday”

ABDAY_1
Local€'s equivalent of “sun”

ABDAY_2
Loca€e's equivalent of “mon”

ABDAY_3
Local€'s equivalent of “tue”
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ABDAY_4
Locae's equivalent of “wed”

ABDAY_5
Local€e's equivalent of “thur”

ABDAY_6
Local€'s equivalent of “fri”

ABDAY_7
Locale's equivalent of “sat”

MON_1
Local€e's equivalent of “january”

MON_2
Local€'s equivalent of “february”

MON_3
Locale's equivaent of “march”

MON_4
Locale's equivalent of “april”

MON_5
Local€'s equivalent of “may”

MON_6
Loca€e's equivaent of “june’

MON_7
Locale's equivalent of “july”

MON_8
Local€'s equivalent of “august”

MON_9
Locale's equivalent of “september”

MON_10
Locale's equivalent of “october”

MON_11
Local€'s equivalent of “november”
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MON_12
Locae's equivalent of “december”

ABMON_ 1
Locale's equivalent of “jan”

ABMON__ 2
Local€'s equivalent of “feb”

ABMON_ 3
Locae's equivalent of “mar”

ABMON_ 4
Locale's equivalent of “apr”

ABMON_5
Local€'s equivalent of “may”

ABMON__6
Locae's equivaent of “jun”

ABMON__7
Local€e's equivalent of “jul”

ABMON__8
Local€'s equivalent of “aug”

ABMON_9
Locae's equivalent of “sep”

ABMON_10
Locale's equivalent of “oct”

ABMON_11
Local€'s equivalent of “nov”

ABMON_12
Locale's equivaent of “dec”

RADIXCHAR
Locale's equivalent of “.”

THOUSEP
Local€'s equivalent of “,”

langinfo(5)
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YESSTR
Locae's equivalent of “yes’

NOSTR
Local€e's equivalent of “no”

CRNCYSTR
Local€'s currency symbol

D_T FMT
Local€e's default format for date and time

D_FMT
Local€e's default format for the date

T_FMT
Local€e's default format for the time

AM_STR
Loca€e's equivaent of “AM”

PM_STR
Locale's equivalent of “PM”

Thisinformation isretrieved by n1_1anginfo (3c).

The items are retrieved from a special message catalog named LancINFO, which should be
generated for each locale supported and installed in the appropriate directory (see
mklanginfo(l))

See Also

mklanginfo(1l),nl_langinfo(3c), strftime (3c),nl_types(5)
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Name
LAUTHSVR—WebL ogic Server embedded L DA P-based authentication server

Synopsis

LAUTHSVR SRVGRP="identifier" SRVID=number other_parms CLOPT="-A -- -f
filename"

Description
LAUTHSVR iSa System/T provided server that offers the authentication service while the user
security information is located in WebL ogic Server. This server may be used in a secure
application to provide per-user authentication when clients join the application. This server
accepts service requests containing TPINIT typed buffer as a user password and validates it
against the configured password that is stored in WebL ogic Server. If the request passes
validation, then an application key is returned with a successful return astheticket for the client
to use.

e If auser belongsto the “ Administrators’ group in WebL ogic Server, then LAUTHSVR
will return Tpsysapu asits application key.

o If auser belongs to the “ Operators’ group in WebL ogic Server, then LAUTHSVR will
return TPSYSOP asits application key.

Note:  The application keys that correspond to tpsysadm and tpsysop must be 0x80000000
and 0xC0000000, respectively.

By default, the file $TUXDIR /udataobi/tpldap isused for obtaining LDAP configuration
information. The file can be overridden by specifying thefilename, usinga ”-f filename”
option in the server command line option. For example, cL.opT="-a -~
-f/usr/tuxedo/myapp/myldap”. Thereisno automatic propagation of this configuration file
from the master machine to other machines in the Tuxedo UBBCONFIG file. To use multiple
LAUTHSVRs, you must provide separate configurations on the various machines.

Note: LaAUTHSVR Supports IPv6.

For additional information pertaining to LAUTHSVR, see “LAUTHSVR Additional Information”
on page 246.

File Formats, Data Descriptions, MIBs, and System Processes Reference 245



SECURITY USER_AUTH
If sECURITY isset to usEr_auTH or higher, per-user authentication is enforced. The name of the
authentication service can be configured for the application. If not specified, it defaultsto
auTHsvC Which is the default service advertised for LAUTHSVR.

An authenti cation request is authenticated against only the first matching user nameinthe LDAP
database. It does not support authentication against multiple entries.

SECURITY ACL or MANDATORY_ACL
If SECURITY iS Set t0 ACL OF MANDATORY_ACL, per-user authentication is enforced and access
control lists are supported for accessto services, application queues, and events. The name of the
authentication service must be autasvc which isthe default service advertised by LauTHSsVR for
these security levels.

The application key that is returned by the LauTHSVR is the user identifier in the low-order 17
bits. The group identifier is the next 14 bits (the high-order bit is reserved for the administrative
keys).

LAUTHSVR Additional Information

Portability
LAUTHSVR is supported as a Tuxedo System/T-supplied server on non-Workstation

platforms.

Examples
# Using LAUTHSVR
*RESOURCES
AUTHSVC " . .AUTHSVC"
SECURITY ACL

*SERVERS
LAUTHSVR SRVGRP="AUTH" SRVID=100
CLOPT="-A -- -f /usr/tuxedo/udataobj/tpldap"
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Name
METAREPOS - Tuxedo service metadata repository buffer format
#include <fml32.h>

#include <fml1632.h> /* optional */
#inlcude <tpadm.h>

Description
This reference page describes the interfaces through which an administrator, operator or user
interacts with the defined components of the Tuxedo metadata repository. The service metadata
repository can be programmatically accessed and updated through the . TMMETAREPOS Service
offered by TMMETADATA (5) Server or can be accessed and updated directly using
tpgetrepos (3c) and tpsetrepos (3c).

Programmatic access to the Tuxedo service metadata repository is accomplished through the use
of rFML32 buffersvery similar in format to those used by the Tuxedo m1B. In fact, the Tuxedo
service metadata repository uses and supports the same kind of genericm1B (5) FM1.32 input and
output buffer fields:

Input buffer fields
TA_OPERATION, TA_CLASS, TA_CURSOR, TA_OCCURS, TA_FLAGS, TA_FILTER,
TA_MIBTIMEOUT, and TA_CURSORHOLD

Output buffer fields
TA_CLASS, TA_OCCURS, TA_MORE, TA_CURSOR, and TA_ERROR

Note: ThewmeTAREPOS has the following generic m1B (5) field limitations:

e Only m1B_PREIMAGE (aTa_FLAGS field flag) is used in metadata repository
operation. The other two flags, M1B_r.0CcAL and MIB_SELF, are omitted.

e TA_MIBTIMEOUT iSignored by .TMMETAREPOS SErVice, tpsetrepos (3¢) and
tpgetrepos (3c).

e TA_CURSORHOLD does not work with tpgetrepos ().

® TA_ERROR applies specific definitions to generic return codes
when initiated with a metadata repository setting operation. The
generic codes are defined as follows:

TAOK - NO service updates were made to the metadata repository

TAUPDATED - All service updates were made to the metadata repository
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TAPARTIAL - Partial service updates were made to the metadata repository

FML32fieldsrelated to specific metadatarepository attributes use the prefix Ta_reros followed
by the name of the repository keyword in upper case. For more information on Metadata
Repository service and parameter key words, see tmloadrepos (1) .

METAREPOS Attribute Fields
Service-Level Attribute Fields

METAREPOS Service-level attribute fields are used to describe services. The TA_REPOSSERVICE
attribute is akey field that is used to name services and uniquely identify them for retrieval or
get operations. TA_REPOSSERVICE can accept regular expressions asdefined in rex (1) . For
example, using the regular expression value " *» with TA_REPOSSERVICE retrieves al service
information in a metadata repository.

For set operations, TA_REPOSSERVICE must include a Tuxedo service name and cannot be
interpreted as aregular expression.

For more information on service-level keywords, see Managing The Tuxedo Service Metadata
Repository, Creating The Tuxedo Service Metadata Repository.

Parameter-L evel Attribute Fields

METAREPOS parameter-level attribute fields are used to describe service parameters. Common
occurrence numbers are used to associate different attribute fields as part of acommon
parameter.The nth service parameter is described by the occurrence number n-1 of all
parameter-level attribute fields.

For example, the first service parameter is described by the first occurrence of the attribute field
as“(0”; the second service parameter is described by the second occurrence of the attribute field
as“1”, and so on.

If a specific attribute field occurrenceis required by alater numbered parameter, but not by one
or more earlier numbered parameters, you must specify avalue for the earlier attribute field
occurrences so that the later occurrences are properly numbered.

Sub-Parameter Values
TA_REPOSEMBED iSused to provideinformation about service parametersthat have
sub-parameter values, or in other words, embedded data.

Because the Tuxedo service metadata repository requests input and output in
FML32 format, when Ta_rREPOSEMBED is specified with sub-parameter values
(other than the default empty record), it must contain an FML 32 record. This
FML32 record consists of parameter-level fields corresponding to each
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sub-parameter (FvL field or viEw element) in the record described by the
associated Ta_reEpospPaRrAM field.

The Ta_REPOSEMBED parameter val ue corresponds to the information contained

between matching parentheses » (» and *) “in the repository_input fileor the
unloaded -t repository_file. For moreinformation on the
repository input fileand repository file, S€€ tmloadrepos (1) and

tmunloadrepos (1).

Table 45 METAREPOS Attribute Field Table

Attribute Field Level Type Permissions Values Default
TA_REPOSSERVICE service string rwXr--r-- string[1..255] N/A
(x) (r) (*)
TA_STATE (k) N/A string  rwxr-xr-- GET: "VAL" N/A
SET:"{NEW | unset N/A
| 1INV}
TA_REPOSTUXSERVICE service string rWXr--r-- string[1..127] N/A
TA_REPOSSEVICETYPE service string  rwxr--r-- “{service|oneway| “service
queue|conv}” K
TA_REPOSSERVICEMODE  service string rwxr--r-- “{tuxedo|webservi “tuxedo”
ce|snal”
TA_REPOSEXPORT service string  rwxr--r-- "{Y | N }" "y
TA_REPOSINBUF service string rWXr--r-- string[l...8] N/A
TA_REPOSOUTBUF service string rwXr--r-- string[0...8] N/A
TA_REPOSERRBUF service string rWXr--r-- string[0...8] N/A
TA_REPOSINVIEW service string rwXr--r-- string[0..32] N/A
TA_REPOSOUTVIEW service string rWXr--r-- string[0..32] N/A
TA_REPOSERRVIEW service string rwXr--r-- string[0..32] N/A
TA_REPOSINBUFSCHEMA service string rWXr--r-- string[0..1023] N/A
TA_REPOSOUTBUFSCHEMA Sservice string rwXr--r-- string[0..1023] N/A
TA_REPOSERRBUFSCHEMA service string rWXr--r-- string[0..1023] N/A
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Attribute Field Level Type Permissions Values Default
TA service string rwWXr--r—- string[0..1024] N/A
REPOSSVCDESCRIPTION

TA_REPOSSENDQSPACE service string rWXr--r-- string[0..15] N/A
TA_REPOSSENDQUEUE service string  rwxr--r-- string[0..15] N/A
TA_REPOSRPLYQUEUE service string rWXr--r-- string[0..15] N/A
TA_REPOSERRQUEUE service string rwWXr--r-—- string[0..15] N/A
TA_REPOSRCVQSPACE service string rWXr--r-- string[0..15] N/A
TA_REPOSRCVQUEUE service string  rwxr-r-- string[0..15] N/A
TA_REPOSVERSION service string rWXr--r-- string[0..1024] N/A
TA_REPOSATTRIBUTES service string  rwxr--r-- string[0..1024] N/A
TA_REPOSFIELDTBLS service string rWXr--r-- string[0..1024] N/A
TA_REPOSPARAM parameter  string rwXYr-r-- string[l..32] N/A
TA_REPOSTYPE parameter  string  rwxr--r-- "{ byte | short | N/A

integer | float

double | string |
carray | dec_t |
xml | ptr | fml32

| view32 |

mbstring }
TA_REPOSSUBTYPE parameter  string  rwxr--r-- string[0..32] N/A
TA_REPOSACCESS parameter  string  rwxr--r-- "{ in | out | err N/A

| inout | inerr |
outerr | inouterr
| noaccess }

TA_REPOSCOUNT parameter  long TWXL—-T-~ O<=num<=32767 1
TA_REPOSPARAMDES parameter  string rwxr--r-- string[0..1024] N/A
CRIPTION

TA_REPOSSIZE parameter  long TWXr--r-- 0<=num N/A
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Attribute Field Level Type Permissions Values Default
TA_REPOSREQUIRED parameter  long TWXr--I-- 0<=num<=32767 N/A
COUNT
TA_REPOSFLDNUM parameter  long TWXr--r-- 0<=num N/A
TA_REPOSFLDID parameter  long r--r--r-- 0<=num N/A
TA_REPOSVFBNAME parameter string rWXr--r-- string[0..30] N/A
TA_REPOSVFLAG parameter  string  rwxr--r-- string[0..6] N/A
TA_REPOSVNULL parameter string rWXr--r-- string[0..32] N/A
TA_REPOSPARAMSCHEMA  parameter  string rwXr--r-- string[0..1023] N/A
TA_REPOSPRIMETYPE parameter string rWXr--r-- XML primitive data N/A

type, e.g.

“anyType”,

“boolean”,

“token”,

unsignedByte”,

etc.
TA_REPOSEMBED parameter  FML32 rwxr--r-- Empty

record

TA_DMFUNCTION service string  rwxr--r-- "{APPC|ATI|DPL|DT "“APPC"

P}"

(x) - Regular expression GET key field
(r) - Required field for object creation (SET TA_STATE NEW)

(*) - GET/SET key, one or more required for SET operations

(K) - GET key

METAREPOS Attribute Semantics

TA_REPOSSERVICE:

stringl[l..

.255]

Service name. This attribute accepts regular expressions as defined in rex (1) for
metadata repository service information retrieval. Regular expressions cannot be used to
update metadata repository service information.

Note: Thisfield string length was [1...127] in Tuxedo 9.1 release.
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TA_STATE:

GET: "{ VALid }"
A GET operation retrieves information for the selected service object(s). The
following state(s) define Ta_sTaTE returned in response to aGeT request.

VALid Serviceobject isdefined. Notethat thisisthe only valid statefor
service metadata repository.

SET: "{ NEW | unset | INValid }"
A seT operation updates information for the selected service object(s). The

following state(s) define Ta_sTaTE set in aset request. States not listed cannot be
set

NEW Create new service object. Successful return leavesthe objectin
the VAL.id state.

unset Modify an existing service object. This combination is not
alowedinthelNValid state. Successful return leavesthe object
state unchanged.

INValid Delete service object. State change allowed only when in the
VALid state. Successful return leavesthe object inthe INValid
State.

TA_REPOSTUXSERVICE: string[l...127]

Actual tuxedo service name. By default, it has the same value as
TA_REPOSSERVICE.

TA_REPOSSERVICETYPE: "{service|oneway|queue|conv}"
Service invocation type. This term comes from the Tuxedo Control.
-"service" supports synchronous request/response.
- "oneway" supports request without response.
-"queue" supports tpenqueue and tpdequeue.
- "conv" supports conversional service

TA_REPOSSERVICEMODE: "{tuxedo|webservice|sna}"
Type of Service origination. This term comes from BEA SALT.
"tuxedo" stands for a Tuxedo originated service definition.

"webservice" stands for a SALT proxy service definition generated by
BEA SALT wsdlcvt utility.

"sna" stands for a import service for SNA gateway
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TA_REPOSEXPORT: "{ Y | N }"
Indicates whether a service object is available or not. This attribute is for Jolt Repository
compatibility only. The default valueis"Y".

TA_REPOSINBUF: stringl[l...8]
The service(s) input buffer type. Valid values. Fur, FML32, VIEW, VIEW32, STRING,
CARRAY, XML, X_OCTET, X_COMMON, X_C_TYPE, MBSTRING Or acustom-defined type. Only
onetypeisallowed.

Note: Limitation: A string of custom type may contains up to 8 characters. See
"Managing Typed Buffers' in Programming an Oracle Tuxedo ATMI Application
Using C

TA_REPOSOUTBUF: string[O...8]
The service(s) output buffer type (‘buffer returned from tpreturn () with TPSUCCESS
status). Valid valueis same as Ta_rReEPoSINBUF. Note that this attribute can be null.

TA_REPOSERRBUF: string[0...8]
The service(s) error buffer type ( buffer returned from tpreturn () with TpFAIL status).
Valid value is same as Ta_REPOSINBUF. Note that this attribute can be null.

TA_REPOSINVIEW: string[0...32]
View namefor input parameters. Thisinformation isoptional only if one of the following
buffer typesis used: vIEW, VIEW32, X_COMMON, X_C_TYPE.

TA_REPOSOUTVIEW: string[0...32]
View name for output parameters. Similar with TA_REPOSINVIEW.

TA_REPOSERRVIEW: string[0...32]
View name for output parameters. Similar with TaA_REPOSINVIEW.

TA_REPOSINBUFSCHEMA: string([0...1023]
Customized message schema association for input buffer. Thisinformation is optional.

TA_REPOSOUTBUFSCHEMA: string([0...1023]
Customi zed message schema association for output buffer. Similar with
TA_REPOSINBUFSCHEMA.

TA_REPOSERRBUFSCHEMA: string[0...1023]
Customized message schema association for error buffer. Similar with
TA_REPOSINBUFSCHEMA.

TA_ REPOSSVCDESCRIPTION: string[0..1024]
String value for service description.

TA_REPOSSENDQSPACE: string[0..15]
String value for send queue space hame. Optional only when Ta_REPOSSERVICETYPE iS
"queue”.
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TA_REPOSSENDQUEUE: string[0..15]
String value for send queue name. Optional only when TA_REPOSSERVICETYPE iS
"queue".

TA_REPOSRPLYQUEUE: string[0..15]
String value for reply queue name. Optional only when Ta_REPOSSERVICETYPE iS
"queue”.

TA_REPOSERRQUEUE: string[0..15]
String value for error queue name. Optional only when TA_REPOSSERVICETYPE iS
"queue".

TA_REPOSRCVQSPACE: string[0..15]
String value for receive queue space name. Optional only when Ta_REPOSSERVICETYPE
is"queue".

TA_REPOSRCVQUEUE: string[0..15]
String value for receive queue name. Optional only when TA_REPOSSERVICETYPE IS
"queue’.

TA_REPOSVERSION: string[0...1024]
Any string defined by the user. Tuxedo does not interpret this attribute.

TA_REPOSATTRIBUTES: string[0...1024]
Any string defined by the user. Tuxedo does not interpret this attribute.

TA_REPOSFIELDTBLS: string[0...1024]
Optionally specifies acomma-separated list of field tables where the FyL or FML32 fields
used by this service can be found. Use the absolute path to describe each field tablefile.

TA_REPOSPARAM: string[0...32]
Parameter name.

TA_REPOSTYPE: "{ byte | short | integer | float | double | string | carray
| dec_t | xml | ptr | fml32 | view32 | mbstring }"
Parameter type.

TA_REPOSSUBTYPE : string[0..32]
A view name for view32 typed parameter.

TA_REPOSACCESS: "{ in | out | err | inout | inerr | outerr | inouterr |
noaccess }'
Parameter access method.

TA_REPOSCOUNT: O<=num<=32767
Maximum number of parameter occurrences. Default valueis 1.

TA_REPOSPARAMDESC: string[0...1024]
Parameter description string.
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TA_REPOSSIZE: 0O<=num
Optional only if the following parameter types are used: carray, string, xml,
mbstring.

TA_REPOSREQUIREDCOUNT: O<=num<=32767
Minimum number of parameter occurrences.

TA_REPOSFLDNUM: O<=num
Optional only for FML/FuML32 field parameter, field number definition.

TA_REPOSFLDID: 0O<=num
Optional only for Fvr/FML32 field parameter, field id. Note that this field cannot be
written or updated.

TA_REPOSVFBNAME: string[0...30]
Optional only when parameter typeisview/view32. It isused to specify the
corresponding field name for views mapped to rvrL buffers.

TA_REPOSVFLAG: string[0...6]
Optional only when parameter type isview/view32. Using thisfield by following the
rules of the "F1ag" option defined in viewfile (5).

TA_REPOSVNULL: string[0...32]
Optional only when parameter type isview/view32. It isused to define user-specified
NULL asthe default NULL value for that parameter.

TA_REPOSPARAMSCHEMA: string[0...1023]
Optional for SALT proxy service ( service with TA_REPOSSERVICEMODE=webservice).
Thisvalueis generated by Oracle SALT wsdlcvt utility from converting an external
WSDL file.

TA_REPOSPRIMETYPE: xml primitive data type
Optional for SALT proxy service ( service with TA_REPOSSERVICEMODE=webservice).
Thisvalueis generated by Oracle SALT wsdlcvt utility from converting an external
WSDL file.
Va“dvduesaﬁianyType, boolean, base64Binary, hexBinary, float,
double, anyURI, QName, NOTATION, duration, dateTime, time, date,
gYearMonth, gYear, gMonthDay, gDay, gMonth, string, normalizedString,
token, language, Name, NCName, NMTOKEN, NMTOKENS, ID, IDREF, IDREFS,
ENTITY, ENTITIES, decimal, integer, nonPositivelInteger,
negativeInteger, nonNegativelInteger, positivelInteger, long,
unsignedLong, int, unsignedInt, short, unsignedShort, byte,
unsignedByte

TA_REPOSEMBED
Optional only if the parameter is one of following types: £m132, view32. Itisan
embedded ru132 field to describe sub-parameters of the parameter.
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Note: Ta_rErPosEMBED field also is used to encapsul ate attributes of each service once
there might be multiple servicesin one Fu1.32 buffer. Please see figure 6-1 and
6-2 for more information.

TA_DMFUNCTION: "{APPC|ATI|DPL|DTP}"
Enables outbound Tuxedo service requeststo map to APPC transaction programsor CICS
programs. It isonly valid when the value of servicemodeis "sna". The default value,
appC, indicatesthe remote serviceisatransaction program that may or may not be running
under CICS. The DPL valueindicatesthe remote service mapsto aprogram running under
CICsS.

METAREPOS Buffer Format Diagram

256

Currently, METAREPOS input and output isin Fur32 buffer format and is used to describe one or
moreinstances of service metadatainformation. This Fm1.32 typed buffer format isdefinein two
modes: Standard Mode and Single Mode.

Figure 1 Standard Mode

T

Serwige- Level anribage s Param-Level stributes Paramn- Lewe | attribote s .
First Paratmeter Second Parameter .-

T4 _REPOSEMEBED T4 _REPCOSEMEET

In standard mode, each service is encapsulated into one embedded Ta_rEPOSEMBED FML32
field. Usersfill in METAREPOS attributes by following the restrictions defined in the METAREPOS
service-level and parameter-level attribute tables.

e Output Buffers: All output buffers returned by the Tuxedo service metadata repository
must use standard mode, no matter if one or more service objects are returned.

Note: For seT operations, Ta_ERROR and Ta_sTATUs areincludedin each Ta_REPOSEMBED
buffer to indicate the set result of each service.

o Input Buffers: When using input buffer to specify services, standard mode is applied under
the following conditions;

1. seT operations (adding or updating) to outstanding multiple services

2. When a user wants to use standard mode instead of single mode
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Figure 2 Single Mode

METAREPOS(5)

e i e
Sereire-Tewe] attrihattes Paramm-Lewe 1 attrfbaate s Paramm- Lewre ] atriborte s
First Parameter Second Parameter

Single mode can only be used in METAREPOS input buffers that specify one service only.

Single mode can be applied under the following conditions:

1. seT operations to only one outstanding particular service

2. GET operations

METAREPOS Request Examples

1. Adding a service deposit to repository
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Figure 3 Single Mode Request

TA_OPERATIONSET

TA_CLASST_REPOSITORYTA_REPOSPARAM USERNAME
TA_STATENEWTA_REPOSTYPE string
TA_REPOSACCESS-
TA_REPOSSERVICEdepositTA_REPOSCOUNT1
TA_REPOSEXPORTYTA_REPOSPARAMDESC"username"
TA_REPOSINBUFFML32TA_REPOSSIZES
TA_REPOSOUTBUFFML32TA_REPOSREQUIREDCOUNT1
TA_REPOSFLDNUM20001
TA_REPOSPARAMUSER_INFO
TA_REPOSTYPEFML32TA_ REPOSPARAMSEX
TA_REPOSACCESSinTA_REPOSTYPEstring
TA_REPOSCOUNT1TA_REPOSACCESS-
TA_REPOSPARAMDESC"user accountTA_REPOJCOUNT1
information“TA_REPOSPARAMDESC-
TA_REPOSSIZE- (null)TA_REPOSSIZEG6
TA_REPOSREQUIREDCOUNT1TA_ REPOSREQUIREDOCOUNT1
TA_REPOSFLDNUM20000TA_REPOSFLDNUM20002

TA_REPOSEMBED -
These parameters
TA_REPOSPARAMACCOUNT_ID are embedded in
TA_REPOSTYPEinteger
TA_REPOSACCESSin
TA_REPOSCOUNT1
TA_REPOSPARAMDESC"deposit account"
TA_REPOSSIZE-

TA_REPOSEMBED

TA_REPOSREQUIREDCOUNT1
TA_REPOSFLDNUM20003
TA_REPOSEMBED- (null)

TA_REPOSPARAMSAMOUNT
TA_REPOSTYPEstring
TA_REPOSACCESSin

TA_REPOSCOUNT-
TA_REPOSPARAMDESC"deposit amount"
TA_REPOSSIZE1lS5
TA_REPOSREQUIREDCOUNT-
TA_REPOSFLDNUM20004
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TA_REPOSPARAM
TA_REPOSTYPE
TA_REPOSACCESS
TA_REPOSCOUNT
TA_REPOSPARAMDESC
TA_REPOSSIZE
TA_REPOSREQUIREDCOUNT
TA_REPOSFLDNUM

TA_REPOSPARAM
TA_REPOSTYPE
TA_REPOSACCESS
TA_REPOSCOUNT
TA_REPOSPARAMDESC
TA_REPOSSIZE
TA_REPOSREQUIREDCOUNT
TA_REPOSFLDNUM

METAREPOS(5)

SBALANCE

string

out

"account balance"
15

20005

STATLIN
string
out

15

20006
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Figure 4 Standard Mode Request

TA_OPERATIONSET

TA_STATENEW Lo . .
- definition is embedded in
TA_ZEPOSEMBED TA_REPOSEMBED

TA_REPOSSERVICEdeposit
TA_REPOSEXPORTYTA_REPOSPARAMUSERNAME
TA_REPOSTYPEstring
TA_REPOSINBUFFML32TA_REPOSACCESS-
TA_REPOSOUTBUFFML32TA_REPOSCOUNT1
TA_REPOSPARAMDESC"user name"
TA_REPOSPARAMUSER_INFOTA_REPOSSIZES8
TA_REPOSTYPEFML32TA_REPOSREQUIREDCOUNT1
TA_REPOSACCESSinTA_REPOSFLDNUM20001
TA_REPOSCOUNT1
TA_REPOSPARAMDESC"user account TA_REP(QSPARAMSEX
information"TA_REPOSTYPEstring
TA_REPOSSIZE- (null)TA_REPOSACCESS-
TA_REPOSREQUIREDCOUNTI1TA_REPOSCOUNT1
TA_REPOSFLDNUM20000TA_REPOSPARAMDESC-
TA_REPOSEMBEDTA <@ERPOSSTZES
TA_REPOSREQUIREDCOUNT1
TA_REPOSPARAMACCOUNT_IDTA_REPOSFLDNUM20002
TA_REPOSTYPEinteger

TA_REPOSACCESSin

TA_REPOSCOUNT1 These parameters are
TA_REPOSPARAMDESC "deposit account" embedded in
TA_REPOSSIZE- TA_REPOSEMBED

TA_REPOSREQUIREDCOUNT1
TA_REPOSFLDNUM20003
TA_REPOSEMBED- (null)

TA_REPOSPARAMSAMOUNT
TA_REPOSTYPEstring
TA_REPOSACCESSin

TA_REPOSCOUNT-
TA_REPOSPARAMDESC"deposit amount"
TA_REPOSSIZE1S5
TA_REPOSREQUIREDCOUNT -
TA_REPOSFLDNUM20004

TA_REPOSPARAMSBALANCE
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TA_REPOSTYPEstring
TA_REPOSACCESSout

TA_REPOSCOUNT-
TA_REPOSPARAMDESC"account balance"
TA_REPOSSIZE1lS5
TA_REPOSREQUIREDCOUNT-
TA_REPOSFLDNUM20005

TA_REPOSPARAMSTATLIN
TA_REPOSTYPEstring
TA_REPOSACCESSout
TA_REPOSCOUNT-
TA_REPOSPARAMDESC-
TA_REPOSSIZE1S5
TA_REPOSREQUIREDCOUNT-
TA_REPOSFLDNUM20006

2. Delete service deposit and transfer

Listing 6 Delete Service Deposit and Transfer

TA_OPERATION SET

A_CLASS T _REPOSITORY

TA_STATE DEL

TA_REPOSSERVICE deposit, transfer
See Also

tmloadrepos (1), tpgetrepos (3c), tpsetrepos (3c),MIB(5), TMMETADATA (5).
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Name

MIB—Management Information Base

#include <fml32.h>
#include <fmll632.h> /* Optional */
#include <tpadm.h>

#include <cmib.h> /* Component MIB Header */

Description

262

An Oracle Tuxedo system application consists of distinct components (for example, Oracle
Tuxedo, Workstation), each administered using aManagement Information Base (M1B) defined
specifically for that component. These component MIBsaredefinedin individual reference pages
each addressing the MIB for a particular part of the system. For example, the reference page
m™_MIB(5) definesthe MIB used to administer the fundamental aspects of an Oracle Tuxedo
application.

However, component MIBs do not provide sufficient definition of the interfaces involved to
provide the necessary access. This reference page, m1B (5), describes the generic interfaces
through which an administrator, operator or user interacts with any of the defined component
MIBs. The generic interface to each Oracle Tuxedo system MIB consists of two main parts.

Thefirst part of the generic interface is a description of how existing Oracle Tuxedo system
interfaces are used to provide access to administrative services responsible for supporting the
component MIBs. FML 32, an Oracle Tuxedo system buffer type, is used as the vehicle for
passing input to and receiving output from component MIBs. ATMI request/response verbs are
used as the interface to component MIBs, which are implemented as system-supplied services.
Detailsoninteraction between an administrative user and component MIBsusing FML 32 buffers
ATMI verbs are provided in the ?$paratext>?and ?$paratext>? sections | ater in this reference

page.

The second part of the generic interface is the definition of additional input and output FML 32
fieldsthat are used ininteractionswith all component MIBs. The additional FML 32 fields extend
the power of requests (for example, by allowing operation codes to be specified) and add generic
response attributes (for example, error codes and explanatory text). Details on additional FML 32
fields are provided in the ?$paratext>? and ?$paratext>? sections found later in this reference

page.
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The ?$paratext>7? section gives examples of the use of existing ATMI verbs and the additional
FML 32 fields as they might be used for administrative interaction with component MIBs.

In addition to defining how users interface with component MI1Bs to administer an application,
this reference page establishes the format used in the component MIB reference pages to define
classes (see ?$paratext>?).

Two generic classes are defined in this reference page: T_crass and T_crassarT. These two
classes are used to identify administrative classes and to tune clasg/attribute permissions. For
additional information pertaining to all MIB (5) class definitions, see “MIB(5) Additional
Information” on page 287. The ?$paratext>? section lists error codes that may be returned by
component MIB system services.

Authentication

Users are authenticated as they attempt to join the application (see tpinit (3c)). At tpinit ()
time, administrators and operators can ask to join the application with a client name of either
tpsysadm OF tpsysop. Thesetwo c1tname values are reserved and can only be associated with
administrators and operators of the application.

The administrator who initially configures an application determines the level of security to be
included by choosing a particular security type. Available security types are:

e No security
e Application password authentication

e Application password plus an application specific authentication service

The choice of security type determines the flexibility and security in alowing administrator and
operator access to the component MIBs viathe AdminAPI.

The most secure and flexible security typeisan application password plus an application-specific
authentication server (see AuTHSVR (5) ). This method allows the administrator to permit access
to any user or to only specified users provided they supply the appropriate password to the
authentication server. Y ou must use this security type for workstation clients running as system
administrator or operator in MIB.

In the absence of an application specific authentication server, a client must satisfy the
authentication reguirements of the application (either none or application password), specify one
of the special client namesin the c1tname field of the TpINIT Structure and be running as the
Oracle Tuxedo administrator for the local UNIX system to qualify for special administrator or
operator permissions. In any case, a successfully joined client is assigned akey by the system;
the key isdelivered with all requestsit makes. Clients properly authenticated as either tpsysadm
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or tpsysop are assigned an authentication key that lets the system know they have special
privileges.

Administrative authentication, as specified, is applicable only to clientsthat join the system prior
to accessing the API. Servers making use of the API are treated the same as the client on whose
behalf they are processing. Service requests made from within tpsvrinit () Of tpsvrdone ()
are treated as coming from the administrator.

FML32

Application administration using Oracle Tuxedo system defined component MIBs is supported
exclusively through the FML 32 buffer type. Application programs accessing MIB information
must be written to allocate, manipulate and update FML 32 typed buffers. There are two main
approachesto using FML32 asdetailed in Fintro () and summarized here.

Themost direct way tointerfaceto FML 32 istoincludethe<fm132.h> header fileinstead of the
standard <fm1 . h> header file and then to use the FML 32 version of each relevant FML interface
specified in the Oracle Tuxedo ATMI FML Function Reference. For example, one would use
Fchg32 () instead of using Fchg () .

Another method for interfacing with FML 32 isto include both the <fm132 . h> header file and the
<fml11632.h> header file. These two header files work together to allow the user to program to
the base FML interfaces (for example, Fchg () ) and yet actually invoke the FML 32 version of
each interface.

ATMI

Application programs access and update component MIB specific attribute information by
allocating FML 32 typed buffers, populating them with request data, sending the requests for
servicing, receiving the repliesto the service requests and extracting information regarding the
resultsfrom thereply. The population and extraction of information to and from the FML 32 typed
buffersinvolves the FML 32 interfaces as described above. Buffer allocation, sending requests
and receiving repliesis done using the general purpose ATMI routines listed below within the
guidelines and restrictions listed. MIB requests for all components should be sent to the core
Oracle Tuxedo component MIB service, " . u1B". This service not only acts as an agent for
servicing TM_MIB (5) requests, it also directs requeststargeted for other component M1Bs so that
the user need not be concerned with matching service namesto MIBs and classes.

tpalloc ()
Allocate FML 32 typed buffers to be used in sending requests and/or receiving replies
to/from Oracle Tuxedo system MIB services. The FML 32 buffer type has no subtypesand
aminimum default size of 1024 bytes.
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tprealloc ()
Reallocate FML 32 typed buffers.

tpcall ()
Call Oracle Tuxedo system MIB service, " . TMIB", with apopulated FML 32 typed buffer
asinput and with an allocated FML 32 typed buffer in which to store the output returned
fromthe service. The buffer length for the input buffer may be specified asOsince FML 32
isaself-describing buffer type. The TenoTRAN flag should beused if the call isbeing made
within atransaction; otherwise, there are no specific requirements or restrictions on the
use of the flags defined for this verb.

tpacall ()
Asynchronously call Oracle Tuxedo system MIB service, ". ™m18", with a populated
FML32 typed buffer asinput. The buffer length for the input buffer may be specified as0
since FML 32 isaself-describing buffer type. The renoTrRAN flag should be used if the call
is being made within atransaction; otherwise, there are no specific requirements or
restrictions on the use of the flags defined for this verb.

tpgetrply ()
Get reply for apreviously generated asynchronous call to the Oracle Tuxedo system MIB
service, " . Tv1B". Thereply isreceived into apreviously allocated FML 32 typed buffer.
There are no specific requirements or restrictions on the use of the flags defined for this
verb.

tpenqueue ()
Engueue arequest to the Oracle Tuxedo system MIB service, " . Tm1B", for later
processing. The buffer length for the input buffer may be specified as0 since FML32isa
self-describing buffer type. There are no specific requirements or restrictions on the use
of the flags defined for this verb; however, the TMmororwaRD (5) server configured by the
application to handle forwarding of these requests should be started with the -n
(tpcall () with TenoTRAN flag set) and -a (delete) options.

tpdequeue ()
Dequeue the reply for a previously enqueued request to the Oracle Tuxedo system MIB
service, " . Tv1B". Thereply isreceived into apreviously allocated FML 32 typed buffer.
There are no specific requirements or restrictions on the use of the flags defined for this
verb.

There are certain FML 32 fields used to characterize and control administrative requests to any
Oracle Tuxedo system MIB. These fields are defined in this reference page aswell asin the
header file <tpadm.h>. The corresponding field table file can be found in

${TUXDIR} /udataobj/tpadm. Thesefieldsare added to an FML32 request buffer in addition to
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any component MIB specific fields necessary before making the administrative service request.
Thefields are described below and followed by a table summarizing the operations for which
each field is required, optional or unused.

TA_OPERATION
String valued field identifying the operation to be performed. Valid operations are GeT,
GETNEXT and SET.

TA_CLASS
String valued field identifying the class being accessed. Class names are defined within
component MIB specific reference pages.

TA_CURSOR
String valued FML 32 field returned by the system on a previous GET Of GETNEXT
operation. The value returned must be transferred by the application to the subsegquent
request buffer so that the system can determine current retrieval position.

TA_OCCURS
Long valued FML 32 field identifying how many objects are to be retrieved on aGer or
GETNEXT operation. If thisfield is not specified, all matching objects are returned, space
permitting.

TA_FLAGS
Long valued FML 32 field identifying generic and component MIB specific flag values.
Component MIB specific values that may be set in this attribute are defined within each
component MIB reference page. Generic flag values and uses are listed below.

MIB_LOCAL

Thisflag is used to modify retrievals from certain classes defined in thismIs. For
anumber of classesin thism1g, there exists both global information (available at
any sitein an active application) and local information (available on the particular
sitewherethe object isactive). Requeststo retrieve information from these classes
will by default retrieve only the global information and not thelocal for efficiency.
If the application user iswilling to wait for local information to be collected,
possibly from multiple sites, thisflag should be set on theretrieval request. Classes
with local information have local attributes listed last in the attribute table with a
subheading indicating that they are local attributes. Classes which have only local
information will automatically default to retrieving local information even if this
flag value is not set.

MIB_PREIMAGE
indicates that a pre-image check must be passed before a seT operation will be
performed. A pre-image check insures that occurrence 0 of any M1 specific class
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attributes match the existing object. If so, the object is updated using occurrence 1
of any m1B specific classattributes. Attributes occurring lessthan two timesare not
considered for pre-image checking. Multiply occurring fields are checked if their
associated count attribute is specified twice.

MIB_SELF
Thisflag is used as a shorthand to indicate that identification attributes for the
client or server originating the request should be added to the request buffer prior
to processing. For clients, Ta_crLIeNTID isadded and for servers, Ta_creno and
TA_SRVID are added.

TA_FILTER
Long valued FML 32 field that may be specified with up to 32 occurrences to indicate the
specific class attributes that should be returned. An occurrence with the value 0 may be
specified to end thelist but is not required. A list with an initial attribute value of 0 will
return no class specific attributes but will return a count of class objects matched.

TA_MIBTIMEOUT
Long valued FML 32 field identifying the time, in seconds, that should be allowed within
the component MIB serviceto satisfy the request. A value lessthan or equal to 0 indicates
that the component MIB service should not undertake any blocking operation. If
unspecified, this value defaults to 20.

TA_CURSORHOLD
Long valued FML 32 field identifying the time, in seconds, that a system snapshot
generated from an initial GeT operation should be held after the current GET or GETNEXT
operation is satisfied before disposing of it. A value less than or equal to O indicates that
the snapshot should be disposed of after satisfying the current request. If unspecified, this
value defaultsto 120.

In the following table, R indicates arequired tnpurT attribute, O an optional InpuT attribute, and
— an unused INPUT attribute.
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Table 46 Input Table

Attribute Type GET GETNEXT SET
TA_OPERATION string R R R
TA_CLASS string R — R
TA_CURSOR string — R —
TA_OCCURS long (0] O —
TA_FLAGS long (0] O o
TA_FILTER long (0] — —
TA_MIBTIMEOUT long (@] (@] O
TA_CURSORHOLD long (0] O —
Output

268

Output from successful administrative requests consists of one or more MIB specific objectsand
one occurrence of the generic output fields. In general, multiple M1B specific objectsarereflected
inthe output buffer by multiple occurrences of each class attribute returned. Occurrence 0 of each
attribute relatesto thefirst object, occurrence 1 to the second object, and so on. Exceptionsto this
guideline are noted in the component MIB reference pages. Intermediate occurrences without
valuesfor certain attributes may have FM L 32-defined nur.L field valuesinserted as place hol ders.
A successful seT operation returns a single object reflecting the object after the operation was
performed. A successful GET or GETNEXT operation may return O or more occurrences depending
on how many occurrences were requested (see Ta_occurs below), how many occurrences were
matched by the specified key fields and space limitations within the MIB specific system service.

It isimportant to note that not all attributes defined for any class may necessarily be returned for
any request depending on object state, interoperating release environments and/or input request
filters. Administrative programmers should avoid implicit dependencies on the presence of
certain attributesin output buffersand shouldinstead explicitly check for the presence of attribute
values.

To repeat, the reply to a successfully processed administrative request includes certain generic
fields that apply to al MIBs. The fields are defined in the header file <tpadm.h>. The
corresponding field table file can be found in $ {TUXDIR} /udataobi/tpadm. The generic reply
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fields are added to a the reply buffer and returned with the component MIB specific fields. The
generic reply fields are described below.

TA_CLASS
String valued field identifying the class represented in the reply buffer. Class names are
defined within component MIB specific reference pages.

TA_OCCURS
Long valued FML 32 field identifying how many objects are in the reply buffer.

TA_MORE
Long valued FML 32 field identifying how many additional objects matching the request
key fields are being held in a system snapshot for later retrieval. Thisfield is not returned
for seT operations.

TA_CURSOR
String valued FML 32 field identifying the position within a system held snapshot. This
field must be added to the request buffer for a subsequent GeTnNExT Operation. The value
of thisfield should not be interpreted or modified by the application user. Thisfield isnot
returned for seT operations.

TA_ERROR
Long valued FML 32 field identifying a non-negative return code characterizing the
successful return. Generic return codes and their meaning are defined below.

TAOK
The operation was successfully performed. No updates were made to the
application.

TAUPDATED
An update was successfully made to the application.

TAPARTIAL
A partial update was successfully made to the application.

Administrative requests that fail within MIB specific system service processing return an
application servicefailureto the application including the original request and generic fieldsused
to characterize the error. Application servicefailures areindicated by aTpESVCFAIL efror return
from tpcall () or tpgetrply (). Application service faluresreturned viathe TMOFORWARD (5)
server will appear on the error queue specified on the original request (assuming the -a option
was specified on the server command line). Generic fields used to characterize failed
administrative requests are listed below.
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TA_ERROR
Long valued FML 32 field identifying the particular error that occurred. Error codes may
be generic in which case they arelisted in the "pIacnosTICS" section of this reference
page, or they may be specific to a component MIB, in which case they are described on
the individual component MIB reference page.

TA_STATUS
String valued FML 32 field providing atextual description of the error.

TA_BADFLD
Long valued FML 32 field providing the field identifier of the offending field in cases
where an error can be attributed to the valuein a particular field. In caseswhere errorsare
caused by the combination of valuesin multiplefields, there may be multiple occurrences
of thisfield.

Usage

Include Files

Application programs written to interface with component MIBs must include certain header
files. <fm132.h> defines macros, structures and function interfaces necessary for accessing and
updating FML 32 typed buffers. <fm11632 . h> definesamapping from the generic FML interface
macros, structures and functions to the FML 32 versions and may optionally be included.
<tpadm.h> defines the FML 32 field names contained in this reference page. Additionally, any
component MIB specific header files must be included to gain accessto FML 32 field definitions
specific to that component MIB.

Example:

#include <fml32.h>
#include <tpadm.h>

#include <cmib.h> /* Component MIB Header */

Buffer Allocation

210

Interaction with a component MIB requires an FML 32 typed buffer to carry the request to the
servicethat actsonit. The ATMI verb tpalloc () allocatesthe buffer using FMLTYPE32 (defined
in<fm132.h>) asthevaluefor the type argument. Thereisno subtype for FML 32 buffers so the
subtype argument of tpalloc () canbewnurL. The default minimum size for an FML32 buffer
is 1024 bytes. Specifying O for the size argument of tpalloc () resultsin abuffer of minimum
size. If the user knows that alarger buffer is needed, it may be allocated by specifying avalue
larger than the system minimum for size.
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Example:

rgbuf = tpalloc (FMLTYPE32, NULL, O0);

Building MIB Requests
Once an FML 32 typed buffer is alocated, the user needs to populate it with both generic MIB
field values and values specific to the component MIB being addressed. The most common
interfaces used to add valuesto arequest buffer arethe FML verbsFadds2 () and Fchg32 (). In
the event that afield cannot be added because the request buffer isfull, the buffer may need to be
reallocated using the ATMI verb tprealloc ().
Example:
/~k
* Does not include error processing, bigger_ _size provided
* by the user, not by the system. Fchg32 used to insure that
* field occurrence 0 is set if we are reusing a buffer.
*x/
if (Fchg32(rgbuf, TA_MIBFIELD, 0, "ABC", 0) == -1) {
if (Ferror32 == FNOSPACE) {
rgbuf = tprealloc (rgbuf, bigger size);
Fchg32 (rgbuf, TA_MIBFIELD, 0, "ABC", 0);

}

Controlling MIB Requests
In addition to attributes specific to each component MIB, there are required and optional
attributes defined in this reference page that control the operation requested of the component
MIB.

The required generic attributes are Ta_opPERATTION and TA_CLASS.

TA_OPERATION Specifies the operation to be performed on the MIB being accessed. Valid
operations are GET, GETNEXT and SET.

TA_CLASS specifiesthe MIB class being accessed. Class names are defined within the component
MIB reference pages. If TA_OPERATION iSGETNEXT, an additional attribute, TA_CURSOR, is
required. Ta_cursor isafield returned on apreviousGET Or GETNEXT operation. Itisused by the
system on the subsequent request to determine retrieval position.

The optional attributes Ta_ocCurs, TA_FLAGS, TA_FILTER, TA_MIBTIMEOUT and
TA_CURSORHOLD may be used in addition to the required attributes to further tailor the request.
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TA_OCCURS
Specifies how many objects are to be retrieved on a GET Or GETNEXT operation. If
unspecified, all occurrences are retrieved, space permitting.

TA_FLAGS
Used to specify flag values. Some generic flags are defined in this reference page; others
are defined in each component MIB reference page.

TA_FILTER
Restricts the attribute values returned for aceT operation. If unspecified, isalong valued
FML32 field used to al available class attribute values are returned.

TA_MIBTIMEOUT
Specifiesthe time, in seconds, that should be allowed within the component MIB service
to satisfy the request. A value less than or equal to 0 indicates that the component MIB
service should not undertake any blocking operation. If unspecified, thisvalue defaultsto
20.

TA_CURSORHOLD
Specifiesthe time, in seconds, that a system snapshot generated from an initial GeT
operation should be held after the current GeET or GETNEXT operation is satisfied before
disposing of it. A value lessthan or equal to O indicates that the snapshot should be
disposed of after satisfying the current request. If unspecified, this value defaults to 120.

Example:

/* GET 1st 5 objects */
Fchg32 (rgbuf, TA_OPERATION, 0, "GET", O0);
Fchg32 (rgbuf, TA_CLASS, 0, "classname", 0);
n =>5;
Fchg32 (rgbuf, TA_OCCURS, 0, n, 0);
/* Make request, see Sending MIB Requests below */
/* Reply is stored in rpbuf and contains cursor */
/*
* GETNEXT 5 objects. Transfer TA_CURSOR from rpbuf.
* Reuse rgbuf generated above. Dispose of snapshot after
* request, that is, set TA_CURSORHOLD to O.
*/
Fchg32 (rgbuf, TA_OPERATION, 0, "GETNEXT", 0);
Fchg32 (rgbuf, TA_CURSOR, 0, Ffind32 (rpbuf, TA_CURSOR, 0, NULL), 0);

n = 0;
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Fchg32 (rgbuf, TA_CURSORHOLD, 0, n, 0);

/* Make request, see Sending MIB Requests below */

Component MIB Fields

Component MIB key fields specified on aGeT or ceTNEXT are used to select a set of objects.
Non-key fields areignored by the component MIB.

Component MIB key fields specified on a seT operation are used to identify the particular object
to be updated. Non-key fields are processed as updates to the object identified by the key fields.
The user may optionally specify a pre-image which must match the current object image before
an update (seT) isallowed. A user indicates that a pre-image is provided by setting the
MIB_PREIMAGE bitintheTa_rracs attribute of the request. The key fields specifying the object
to be updated are taken from the pre-image (field occurrence 0). If key fields are also specified
in the post-image, they must match exactly or the request fails. Only attributesthat are part of the
class and have two attribute values specified in the input buffer are considered for pre-image
matching. Attributes with single values are processed as new values to be set for the indicated
class object.

Example:

Fchg32 (rgbuf, TA_OPERATION, 0, "GET", O0);
Fchg32 (rgbuf, TA_CLASS, 0, "classname", 0);
Fchg32 (rgbuf, TA_MIBKEY, 0, "keyvalue", 0);
n=1;
Fchg32 (rgbuf, TA_OCCURS, 0, n, 0); /* GET lst matching occurrence */
/* Make request, see Sending MIB Requests below, reply in rpbuf */
/* Use rpbuf as pre-image and update TA_MIBFIELD value
* if matching
*/
Fcpy32 (newrq, rpbuf);
Fconcat32 (newrq, rpbuf); /* Add 2nd identical copy */
Fchg32 (newrqg, TA_OPERATION, 0, "SET", O0);
n = MIB_PREIMAGE;
Fchg32 (newrq, TA_FLAGS, 0, n, 0);
Fchg32 (newrqg, TA_MIBFIELD, 1, "newval", 0); /* Post-image */

/* Make request, see Sending MIB Requests below */
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Sending MIB Requests

All component MIB requests flow through the core Oracle Tuxedo component MIB service,
".mM1B". Thisservice not only acts asan agent for servicing T™M_M1IB (5) requests, it also directs
requeststargeted for other component MIBs so that the user need not be concerned with matching
service namesto MIBs and classes. Service requests can be generated using any of the
request/response oriented service verbsin ATMI: tpcall (), tpacall () and tpenqueue ().
The user has access to all flags and capabilities defined for these interface functions. The only
constraint imposed here isthat the" . Tm1B" service must be invoked outside the scope of any
transaction. This means that when using tpcall () Of tpacall () to direct administrative
requests within atransaction, the renoTraN flag should be used or the user will get afailure
(TPETRAN). When using tpengueue () to direct requests, the TMOFORWARD Server must be started
with the -n option so that the forwarded service requests may be made outside of transactional
boundaries.

Example:

/* Build request as shown above */

/* Send request and wait for reply */

flags = TPNOTRAN | TPNOCHANGE | TPSIGRSTRT;

rval = tpcall(".TMIB", rgbuf, 0, rpbuf, rplen, flags);

/* Send request and get descriptor back */

flags = TPNOTRAN | TPSIGRSTRT;

cd = tpacall(".TMIB", rgbuf, 0, flags);

/* Enqueue request, assumes gctl already setup */

flags = TPSIGRSTRT;

rval = tpenqueue("queue", ".TMIB", gctl, rgbuf, 0, flags):;

Receiving MIB Replies

214

Replies from component MIBs may be received in one of three ways depending on how the
original request was generated. If the original request was generated using tpcall (), a
successful returnfrom tpcall () indicatesthat the reply hasbeen received. If the original request
was generated using tpacall (), thereply may bereceived using tpgetrply (). If the origina
request was generated using tpenqueue () and areply queue was specified in the queue control
structure, the reply may be received using tpdequeue () . All supported flags on these various
calls may be used as appropriate.

Example:

/* Build request as shown above */

/* Send request and wait for reply */
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flags = TPNOTRAN | TPNOCHANGE | TPSIGRSTRT;

rval = tpcall(".TMIB", rgbuf, 0, rpbuf, rplen, flags);

/* Receive reply using call descriptor */

flags = TPNOCHANGE | TPSIGRSTRT;

rval = tpgetrply(cd, rpbuf, rplen, flags);

/* Receive reply using TPGETANY, may need to change buffer type */
flags = TPGETANY | TPSIGRSTRT;

rval = tpgetrply(rd, rpbuf, rplen, flags);

/* Dequeue reply, assumes gctl already setup */

flags = TPNOCHANGE | TPSIGRSTRT;

rval = tpdequeue ("queue", "replyqg", gctl, rpbuf, rplen, flags);

Interpreting MIB Replies

In addition to attributes specific to acomponent MIB certain generic MIB fields may be returned
in responseto an administrative request, These additional attributes characterize theresults of the
original request and provide values that can be used in subsequent requests if necessary.

Successful GET or GETNEXT Operations return:
® TA_CLASS
Class name.
® TA_OCCURS
Number of matching objects retrieved.
® TA_MORE
Number of matching objects |eft to be retrieved.
® TA_CURSOR
Cursor to be provided on subsequent retrieval.
® TA_ERROR
Set to the non-negative return value Taoxk.
o All available component MIB specific attributes

Occurrence 0 of each attribute represents the first retrieved object, occurrence 1 the second,
and so on. Exceptions to this rule are identified as appropriate in the component MI1B
reference pages.
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Successful seT operations return:

® TA_CLASS

Class name.

® TA_ERROR

Set to anon-negative return value. Taox indicates that the request was successful but no
information was updated. This can happen because no changes were specified or because
the changes specified match the current state of the object. TaurpaTED indicates that the
request was successful and the information was updated. TaparTIAL indicates that the
request was successful but the update was only made partially within the system. This may
occur because of network failures or message congestion and the system will synchronize
the unupdated sites as soon as possible.

o All available component MIB specific attributes

Since only one object may be updated at once, only one object will be returned. The
returned attributes reflect the object after the update.

Failed operations of any type return:
o Fields specified on the original request

® TA_ERROR

Set to a negative return value indicating the cause of the failure. Generic error codes are
specified in the Diagnostics section of this reference page. Component MIB specific error
codes (non-overlapping, both with each other and with the generic codes) are specified on
each MIB reference page.

e TA_ BADFLD

Field identifier of the offending field.

® TA_STATUS

Textual description of error condition.

Limitations
FML 32 bufferswith multiple occurrences of fields do not allow for empty fieldsin asequence of
occurrences. For example, if you set avaluefor occurrence 1 and occurrence 0 does not yet exist,
FML 32 automatically creates occurrence O with an FML 32 defined nuLL value. FML 32-defined
nuLL values are O for numeric fields, O-length (nur.r) strings for string fields and the character
"\O' for character fields. Because of this limitation, GeT operations, which may at times return
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objects with different sets of attributes, may artificially break up the sets of objects returned to
the user so asto not include nurL FML32 fields that do not accurately reflect the state of the
object.

Workstation clients on DOS, Windows and OS/2 are currently limited to 64K FML32 buffers;
therefore, the system restricts return buffers to be less than 64K per buffer.

Administrative APl accessis not available through the COBOL version of ATMI since COBOL
has limited support for FML 32 buffer type.

Requeststo any component MIB cannot be part of an application transaction. Therefore, any cals
to tpcall () O tpacall () directed to acomponent MIB and made within an active transaction
should set the TenoTRAN flag on the call. However, requests may be enqueued for future delivery
to acomponent MIB using the ATMI verb tpenqueue () within atransaction. The enqueuing of
the regquest will take place within a transaction while the processing within the component MIB
will not. The use of the TMQFORWARD (5) Server in this context requires that TMoFoRWARD be
started with the -n command line option so that request may be forwarded to the MIB servicein
non-transactional mode. Because of the non-transactional nature of component MIB services, it
is also recommended that the -a option for TMoroRWARD be used so that service failures are
delivered to the failure queue immediately rather than retrying the request.

Field identifiers for generic MIB fields and for component MIBs will be allocated in the range
6,000 to 8,000 inclusive. Therefore, applications which intend to mix administrative actionswith
user actions should make sure to allocate field identifiers appropriately.

Class Descriptions
Each class description section has four subsections:

Overview
High level description of the attributes associated with the class.

Attribute Table
A table that lists the name, type, permissions, values and default for each attribute in the
class. The format of the attribute table is described below.

Attribute Semantics
Tells how each attribute should be interpreted.

Limitations
Limitationsin the access to and interpretation of this class.
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Attribute Table Format
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Asdescribed above, each classisdefined infour parts. One part isthe attributetable. The attribute
tableisareference guideto the attributes within a class and how they may used by administrators,
operators and general usersto interface with an application. There are five components to each
attribute description in the attribute tables: name, type, permissions, values and default. Each of
these components is discussed in detail below:

Name:
FML32field identifier name used to identify this attribute value within an FML 32 buffer.
Attributes may be arranged in groups of closely related attributes. No special meaning
should be implied from the groupings; they are intended only to improve the usability of
the table. A notation (r), (k), (X) or (*) may appear after an attribute name or value. The
meaning of the notation is as follows:

(n—thefield is required when a new object is created
(k)—indicates akey field for object retrieval

(x)—indicates aregular expression key field for object retrieval
(*)—thefield isaseT key for object modification

SET operations on classes with one or more seT keys defined (see* above) must include
valuesfor one or more of the attribute values defined as seT keys. The seT keys specified
must be sufficient to identify exactly one object within the class. seT keysare alwayskey
fields for object retrieval and therefore the (k) notation is implied though not specified.
seT keys are not however always required fields when creating new objects and will be
marked with the (r) notation if they are required.

Type:
Datatype of the attribute value. Data types are defined in C language notation, that is,
long, char and string. In aprogram, data type can be determined by using the FML 32
functionF1dtype32 (), which returnsthe FML 32 def ine representing the datatype; that
iS, FLD_LONG, FL.D_CHAR and FLD_STRING (SeeFldtype, Fldtype32(3fml).

Permissions:
Access and update permissions are split into three groups of three each, in the manner of
UNIX system permissions. However, in the attribute tables the three groups represent
permissions for administrators, operators and others rather than for owner, group and
others asisthe casein UNIX. For each group there are three permissions positions that
have the following meanings.
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Position 1—Retrieval permissions

Attribute may be retrieved.

Attribute may be retrieved only when the object stateisACTive or ACTive
equivalent. See the description of the TA_STATE attribute value for each class
to determine which states qualify as AcTive equivalent. This attribute
represents transient information that is not persistent across distinct activations
of the object.

Attribute may be specified only as akey field for retrieval or update.

Attribute may be specified only as akey field for retrieval or update and then
only when the object stateiSACTive or ACTive equivalent. Seethedescription
of theTa_STATE attribute valuefor each classto determine which states qualify
asACTive equivaent.

Position 2—Inactive update permissions

Attribute may be updated when the object isin an INActive Or INActive
equivalent state. See the description of the TA_STATE attribute value for each
class to determine which states qualify as INActive equivalent.

Attribute may be updated as described for the w permissions value. In addition,
thecombination of all attribute valuesidentified with theu permissions character
must be unique within the class.

Attribute may be updated as described for the w permissions value. In addition,
the attribute value must be unique for the attribute within the class.
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Position 3—Active update permissions

x  Attribute may be updated when the object isin an ACTive or ACTive
equivalent state. See the description of the TA_STATE attribute value for each
class to determine which states qualify asACTive equivalent.

X Attribute may be updated when the object isin an ACTive or ACTive
equivalent state. See the description of the TA_STATE attribute value for each
class to determine which states qualify as ACTive eguivalent. This attribute
represents transient information and updates to this attribute value are not
persistent across distinct activations of the object.

y  Attribute may be updated when the object isin an ACTive or ACTive
equivalent state. However, there are limitations on when the change will affect
objects of thisor other classes. Consult the textual description of the attributein
the Attribute Semantics section for the classfor more details. See the description
of theTa_STATE attribute valuefor each classto determine which states qualify
aSACTive equivaent.

Values
Values that may be set and/or retrieved with respect to this attribute. Certain
formatting conventions are followed in listing attribute values.

LITSTRING Literal string value.
num Numeric value.
string[x. .yl String value between x and y charactersin length, not

including the terminating NULL character.

LMID Shorthand for string[1..30] (no commas allowed). Representsa
logical machine identifier.

{x|v|z} Select one of x, y or z.

{x|v|z} Select zero or one of x, y or z.

{x|yl|z}.* Zero or more occurrences of x, y or z in acomma-separated
list.

low = num Numeric value greater than or equal to Zow.

low=numhigh Numeric value greater than or equal to Zowand lessthan high.
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GET: State attribute values that may be returned or specified as key
valueson aretrieve (GET) operation. Vaues shown are aways
the three letter state abbreviation. The expanded state name is
shown inthetext describing the Ta_STATE for the class. Input
specificationsmay be madein either the shorthand or expanded
form and are case-insensitive. Output statesare alwaysreturned
in expanded format with all upper case.

SET: State attribute values that may be set on an update (SET)
operation. Use of abbreviationsis allowed as described above.

Default:
Default used when creating a new object, that is, state change from 1nvalid to
NEwW. Thevalue N/A isshowninthiscolumnfor attributesthat arerequired, derived
or only available when the object is active.

TA_STATE Syntax
The ta_sTatE attribute field is amember of each class defined. The semantics of this attribute
aredefined on aclassby classbasis. For the sake of brevity, Ta_sTtaTe values are often specified
in athree character shorthand notation. When an expanded version of ata_state valueisshown,
the three shorthand letters are capitalized and the rest of the letters (if any) are displayed in
lowercase. Input Ta_sTaATE values may be in either shorthand or long notation and are case
insensitive. Output Ta_sTATE values are always full length uppercase. The following example
should help clarify the use of the Ta_sTaTE attribute:

Full Name : ACTive

Shorthand : ACT

Output Value : ACTIVE

Valid Input : ACT, act, AcTiVe, active

T_CLASS Class Definition

Overview
The T_cLass class represents attributes of administrative classes within an Oracle Tuxedo
system application. Its primary useisto identify class names.
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Attribute Table

Table 47 T_CLASS Class Definition Attribute Table

Attribute Type Permissions Values Default
TA_CLASSNAME(K) string r--r--r-- string N/A
Ta_STATE(K) string r--r--r-- GET: VAL GET: N/A
SET: N/A SET: N/A
TA_GETSTATES string r--r--r-- string N/A
TA_INASTATES string r--r--r-- string N/A
TA_SETSTATES string r--r--r-- string N/A

(k)—akey field for object retrieval

Attribute Semantics

TA_CLASSNAME. string
Class name.

TA_STATE:
GET:
A GET operation retrieves information for the selected T_cr.ass object(s). The
following state indicates the meaning of aTa_sTATE returned in responseto aGgeT
request. States not listed are not returned.

VALid T_crass object isdefined. All objects of this classexist in
this state. This state is I1NActive-equivalent for the
purposes of permissions checking.

SET:
SET operations are not permitted on this class.

TA_GETSTATES:. string
Delimited list (| delimiter) of the states that may be returned for an object in this class or
astheresult of aceT operation. States are returned in their full length uppercase format.
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Delimited list (| delimiter) of the inactive equivalent states that may be returned for an
object inthisclassor astheresult of aceT operation. Statesarereturnedintheir full length

uppercase format.

TA_SETSTATES:. string

Delimited list (‘| delimiter) of the states that may be set for an object in this class as part

of asET operation. States are returned in their full length uppercase format.

Limitations
Noneidentified.

T_CLASSATT Class Definition

Overview

The T_crassaTT class represents characteristics of administrative attributes on a clasy/attribute

basis.

Attribute Table

Tahle 48 T_CLASSATT Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_CLASSNAME(r)(*) string ru-r--r-- string N/A
TA_ATTRIBUTE(r)(*) long ru-r--r-- 0 <= num N/A
Ta_STATE(K) string rW-r--r-- GET: VAL GET: N/A
SET: {NEW | INV} SET: N/A
TA_PERM(r) long rW-r--r-- 0000 <= num <= 0777 N/A
TA_FACTPERM long r--r--r-- 0000 <= num <= 0777 N/A
TA_MAXPERM long r--r--r-- 0000 <= num <= 0777 N/A
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Tahle 48 T_CLASSATT Class Definition Attribute Tahle

Attribute Type Permissions Values Default
TA_ATTFLAGS long r--r--r-- long N/A
TA_DEFAULT string r--r--r-- string N/A
TA_VALIDATION string r--r--r-- string N/A

(k)—GET key field
(r)—required field for object creation (SET TA_STATE NEW)
(*)—GET/SET key, one or more required for SET operations

Attribute Semantics

TA_CLASSNAME: string
Class name. Only class names known to the system are accessible.

TA_ATTRIBUTE. Iong

Attribute field identifier as defined in the system provided header file, for example,
tpadm.h.

TA_STATE!

GET: VALid

A cET operation will retrieve information for the selected T_cLassaTT object(s).
The following states indicate the meaning of aTa_sTATE returned in response to
aGET request.

VALid T_cLassATT object isdefined. All objectsof thisclassexist
in this state. This stateis tnactive equivalent for the
purposes of permissions checking.

SET: {NEW |INValid}
A sET operation will update configuration information for the selected
T_CLASSATT object. The following states indicate the meaning of aTa_sTATE set
in a seT request. States not listed may not be set.
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NEW Create T_CLASSATT object for application. State change
allowed only when in the INValid state. Successful return
leaves the object in the vaLia state.

unset Modify T_cLassATT object. Allowed only when in the
VALid state. Successful return leaves the object state
unchanged.

INValid Deleteor reset T_CLASSATT object for application. State
change allowed only when inthe vaLid state. Successful
return leaves the object in either the INValid state or the
VALid state. Objects of this classthat are built-in, that is,
explicitly known to the system, will revert to their default
permissions on this state change and continue to exist in the
VALid state. Objects of this class that belong to add-on
components for which the class attributes are not explicitly
known will be deleted on this state change and transition to the
INValid state.

TA_PERM:. 0000 <= num<=0777
Access permissions for this class attribute combination. When setting permissions, the
actual value set may be automatically reset if the requested setting exceeds the
permissions available for the attribute. The maximum permissions available for an
attribute are the permissions documented for the administrator repeated in the operator
and other permissions positions. For example, the Ta_tvpE attribute of the T_mMaCHINE
classis documented with permissions rw-r--r-- and has maximum permissions of

IwW—-Irw—-Irw-—.

TA_FACTPERM: 0000 <= num <= 0777
Permissions for this class attribute combination as set on delivery of the Oracle Tuxedo
system from the factory. These permissionswill apply after a seT operation changing the
TA_STATE Of an object to INvalid.

TA_MAXPERM: 0000 <= num <= 0777
Maximum permissions for this class attribute combination.

TA_ATTFLAGS. Iong
Bitwise or of none, some or all of the following flags indicating special characteristics of
this attribute.
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MIBATT_KEYFIELD
Attribute is akey field for this class.

MIBATT_ LOCAL
Attribute represents local information.

MIBATT_REGEXKEY
Attribute is aregular expression key field for this class.

MIBATT_REQUIRED
Attribute is required when creating aNeEw object in this class.

MIBATT_ SETKEY
Attributeis a set key for this class.

MIBATT_NEWONLY
Attributeiswritablefor inactive equivalent objectsin thisclass only when creating
aNEw object by changing the Ta_sTaTE from 1Nvalid to NEW.

TA_DEFAULT. string
Default for this attribute when creating anew object in this class. Note that for classes
where NEw 0Objects may not be created through the Admin AP, this attribute will always
bereturned asa0 length string. Attributes that may not be seT when creating anew object
are aso returned as 0 length strings. Attributeswhich have 1ong valueswill have defaults
returned as the string representing the long value. Some attributes have special
characteristicsindicated by the specia valuesindicated below that may be returned here.

# Inherited:Classname[:Attribute]
Attribute default isinherited from the attribute of the same namein the indicated
class. If attributeisspecified, the valueisinherited from theindicated attribute
rather than the one of the same name.

# Required
Attribute is required when creating aNew object.

# Special
Attribute has special rules for defining the default. The appropriate component
MIB reference page should be consulted for further details.

TA_VALIDATION: string
String representing the validation rule applied to this class/attribute combination when a
new valueis being seT. Thisstring will take one of the following formats:
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CHOICES=stringl|string2|. ..
String attribute value that must match exactly one of the choices shown.

RANGE=min-max
Numeric attribute value that must be between min and max, inclusive.

SIZE=min-max
String or carray attribute value that must have alength between min and max bytes
long, inclusive.

READONLY=Y
Read-only attribute with no validation rule for write operations.

SPECIAL=Y
Special validation rule. Consult the appropriate component M 1B reference pagefor
more details.

UNKNOWN=Y
Unknown validation rule. Commonly associated with add-on component attribute
entries for which the details are not known by the core system.

MIB(5) Additional Information

Limitations
None identified.

Diagnostics

There are two general types of errors that may be returned to the user when interfacing with
component MIBs. First, any of the three ATMI verbs (tpcall (), tpgetrply () and
tpdequeue () ) used to retrieve responses to administrative requests may return any error defined
on their respective reference pages.

Second, if the request is successfully routed to a system service capable of satisfying the request
and that service determines that there is a problem handling the request, failure may be returned
in the form of an application level service failure. In these cases, tpcall () Of tpgetrply ()
returns an error with tperrno () set to TpESVCFAIL and returns areply message containing the
original request along with Ta_ERROR, TA_sTATUS or TA_BADFLD fields further qualifying the
error as described below. When a service failure occurs for a request forwarded to the system
through the TMoFORWARD (5) server, the failure reply message will be enqueued to the failure
gueueidentified on the original request (assuming the -a option was specified for TMQFORWARD).
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When a service failure occurs during processing of an administrative request, the FML32 field
TA_STATUS is Set to atextual description of the failure, the FML32 field Ta_ERROR iS Set to
indicate the cause of the failure as indicated below. Ta_BaprLD is set asindicated in the
description of the individual errors below. All error codes specified below are guaranteed to be
negative.

[TAaEAPP]
The originating request required application cooperation to be successfully completed and
the application did not allow the operation to be completed. For example, server shutdown
requires application cooperation.

[TAECONFIG]
The configuration file associated with the component MIB could not be accessed as
needed to satisfy the requested operation.

[TaEINVAL]
A specified field isinvalid. Ta_Baprrp is set to indicate the invalid field identifier.

[TaEOS]
An operating system error occurred while attempting to satisfy therequest. Ta_statusis
updated with the translation of the system error code errno.

[TAEPERM]
An attempt was made to seT an attribute for which the user does not have write
permissions or the user attempted aceT on aclass for which the user does not have read
permissions. Ta_BADFLD iS set to indicate the field identifier that failed permissions
checking.

[TAEPREIMAGE]
A seT operation failed due to amismatch between the specified pre-image and the current
object. Ta_BaDFLD is et to indicate the field identifier that failed the pre-image checking.

[TAEPROTO]
The administrative request was made in an improper context. Ta_sTATUS is popul ated
with additional information.

[TAEREQUIRED]
A required field value is not present. Ta_BADFLD iS Set to indicate the missing field
identifier.

[TAESUPPORT]
The administrative request is not supported in the current version of the system.
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[TaAESYSTEM]
An Oracle Tuxedo system error occurred while attempting to satisfy the request.
TA_STATUS is updated with more information on the error condition.

[TAEUNIQ]
A sET operation did not specify class keys identifying a unique object to be updated.

[o ther]
Other error return codes specific to particular component MIBs are specified in the
component MIB reference pages. These error codes are guaranteed to be mutually
exclusive both amongst all component MIBs and with generic codes defined here.

Thefollowing diagnostic codes arereturned in Ta_ERROR to indicate successful completion of an
administrative request. These codes are guaranteed to be non-negative.

[T20K]
The operation succeeded. No updates were done to the component MIB object(s).

[TAUPDATED]
The operation succeeded. Updates were made to the component MIB object.

[TAPARTIAL]
The operation partially succeeded. Updates were made to the component MIB object.

Interoperability
Access to the FML 32 interfaces, and therefore to the component MIBs available for
administration of an Oracle Tuxedo system application, are available on Oracle Tuxedo release
4.2.2 and later. The header files and field tables defining generic MIB attributes are available on
Oracle Tuxedo release 5.0 and later. Interoperability concerns specific to aparticular component
MIB are discussed in the reference page for that component MIB.

Portability

The existing FML32 and ATMI functions necessary to support administrative interaction with
Oracle Tuxedo system MIBs, as well as the header file and field table defined in this reference
page, are available on all supported native and Workstation platforms.

Examples

Seethe"usace" section earlier for some brief example uses of existing APIsin interfacing with
generic MIB processing. More detailed examples are provided with each component MIB
reference page that make use of real component MIB classes and attributes.
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Files

S{TUXDIR}/include/tpadm.h,
${TUXDIR} /udataobj/tpadm

See Also

290

tpacall (3c), tpalloc(3c), tpcall (3c), tpdequeue (3c), tpenqueue (3c),
tpgetrply (3c), tprealloc (3¢), Introduction to FML Functions, Fadd, Fadd32 (3fml),
Fchg, Fchg32(3fml), Ffind, Ffind32 (3fml), AUTHSVR(5), TM_MIB(5), TMQFORWARD (5)

Setting Up an Oracle Tuxedo Application

Administering an Oracle Tuxedo Application at Run Time
Programming an Oracle Tuxedo ATMI Application Using C
Programming an Oracle Tuxedo ATMI Application Using FML
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nl_types(5)

nl_types(d)

Name
nl_types—Native language data types

Synopsis

#include <nl_types.h>

Description
Thenl_types.h header file contains the following definitions:

nl_catd
Used by the message catalog functions catopen (), catgets () and catclose() to
identify a catalogue.

nl _item
Used by n1_langinfo () toidentify itemsof 1anginfo () data. Valuesfor objects of
typenl_item aredefined in langinfo.h.

NL_SETD
Used by gencat () whenno sset directiveis specified in amessagetext sourcefile. This
constant can be used in subsequent callsto catgets () asthevalue of the set identifier
parameter.

NL_MGSMAX
Maximum number of messages per set.

NL_SETMAX
Maximum number of sets per catalogue.

NL_TEXTMAX
Maximum size of amessage.

DEF_NLSPATH
The default search path for locating catal ogues.

See Also

gencat (1), catgets(3c), catopen, catclose(3c),nl_langinfo(3c), langinfo(5)
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OAUTHSVR(3)

Name

OAUTHSVR - a Security server to provide authentication and authorization service for OAM.
OAUTHSVR isimplemented as Tuxedo Java Server.

Synopsis

Descr

TMJAVASVR SRVGRP="identifier" SRVID=number CLOPT=" -A -- -c tjsoam.xml"

iption
OAUTHSVR provides authentication and authorization service. It acts as a proxy to send
authentication and authorization regquests to OAM and return replies to application.

The oauTHsVR server isdefined in the servERS section of the Oracle Tuxedo ussconFiG fileas
follows:
*SERVERS
TMJAVASVR SRVGRP="identifier" SRVID=number
CLOPT="-A -- -c tjsoam.xml "

CLOPT="-- -c tjsoam.xml" specifiesthe Tuxedo JavaServer'sconfigurationfile. Theexample
tjsoam.xml isunder the $TUXDIR/udataobj/tuxj/oam/ directory.

Oracle Access Manager Access SDK is needed to run oauTusvr. For more information, see
http://www.oracle.com/technetwork/middleware/id-mgmt/index-090417.html. After the Access
SDK isextracted to desired directory, please change ¢ {oaMASDK_DIR} inabove tjsoam.xml to
actual directory.

Parameter(s)/Option(s)

292

tjsoam.xml supportsthe following options:

-Doracle.security.jps.config
Mandatory. The configuration fileis used to configure the policy, credential, and identity
stores, the login modules, and the audit service used by OAM Access Client. Thefile can
be got from OAM Access SDK.

-Doracle.tuxedo.oam.config
Optional. oauTusvr configuration file, the example file can be found in
$TUXDIR/udataobj/tpoam.auth. If not specified, $TUXDIR/udataobj/tpoam.auth
is used.

IN tjsoam.xml, these two packages are required:
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e OAUTHSVR implementation package com.oracle. tuxedo.tjoam_12.2.2.0.3jar (found
in the $ {TUXDIR} /udataobj/tuxj/oam/ directory)

e OAM Access SDK package.

SECURITY USER_AUTH

If SECURITY isset to user_auTs or higher, per-user authentication will be enforced during
client initialization.

SECURITY ACL or MANDATORY_ACL

If SECURITY iSSetto ACL Or MANDATORY_ACL, per-user authentication will be enforced and access
control lists are supported to access to services, application queues, and events. When requested
resource is not defined in OAM, if SECURITY is set to ACL authorization succeeds, however if
SECURITY iS Set t0 MANDATORY_ACL authorization fails.

OPTIONS EXT_AA

TO et Up OAUTHSVR, Set EXT_AA iN OPTIONS.

See Also
e Setting up OAUTHSVR as the Authentication Server
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servopts(5)

Name
servopts—Run-time options for server processes

Synopsis
AOUT CLOPT= [-A][-a FILENAME[ [SFIELD]...]
[-s{@filename|servicel, service...][: funcl}]

e stderr_file]l[-G][-h][-1 locktypel] [-n prio]

[_
[-0 stdout_file] [-P][-p [L][low water] [, [terminate_time]]
[:[high water] [,create_time]][-r][-t][ -- uargs][-Vv]
Description
servopts IS not acommand. Rather, it isalist of run-time options recognized by serversin an
Oracle Tuxedo system.

The server using these options may be one of the Oracle Tuxedo system-supplied servers, or it
may be an application-supplied server built with the buildserver (1) command.

Running serversin an Oracle Tuxedo system is accomplished through the tmboot (1) and
tmadmin (1) commands working with servers (and other resources) specified in the application
configuration file. Desired selections from the servopts list are specified with the server in the
configuration file. The following options are recognized:

-A
Indicates that the server should initially offer al services with which it was constructed.
For Oracle Tuxedo system-supplied servers, -a isthe only way of specifying services.

-a FILENAME[[$FIELD]...]
Prints accounting information into the file specified by FrLENaAME. Thisoption is used
only when TSAM Plus agent isinstalled and TSAM Plus plug-in is enabled. For more
information, see TSAM Plus Accounting and Chargeback in the Oracle TSAM Plus
Reference Guide.

-s{ @filename | service[,service..][: func] }
Specifies the names of servicesto be advertised when the server is booted. In the most
common case, aserviceis performed by afunction that carries the same name; that is, the
x serviceis performed by function x. For example, the specification:

-S X,¥Y,2
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servopts(d)

will run the associated server initialy offering services x, y, and z, each processed by a
function of the same name. In other cases, a service (or several services) may be
performed by afunction of a different name. The specification:

-s xX,y,z:abc

runs the associated server with initial servicesx, y, and z, each processed by the function
abc.

Spaces are not allowed between commas. Function nameis preceded by a colon. Service
names (and implicit function names) must belessthan or equal to 127 charactersin length.
An explicit function name (that is, a name specified after a colon) can be up to 128

charactersinlength. Nameslonger than these limits aretruncated with awarning message.
When retrieved by tmadmin (1) or TM_MIB(5), only thefirst 15 characters of aname are

displayed.

A filename can be specified with the -s option by prefacing the filename with the ' @’
character. Each line of thisfileis treated as an argument to the -s option. Y ou may put
commentsin thisfile. All comments start with ‘# or *:’. The -s option may be specified
multiple times.

The run-time association of service name with processing function within a server load
moduleis called the dynamic service capability. The tmadmin advertise command can
be used to change the list of services offered as the server continuesto run.

Service names beginning with the ‘.’ character are reserved for system servers.
Application servers specifying such services will fail to boot.

Specifies the name of afileto be opened as the server's standard error file. Providing this
option ensures that a restarted server has the same standard error file as its predecessors.
If this option is not used, a default diversion file called stderr iscreated in the directory
specified by $APPDIR.

Reports Group Name, Server Id, Regquest, and Reply Queuesin ULOG when starting Grp,
SrvId, ReqQ, and RepQ.
Where:

» crp: statesthe crour nNaME which the server belongs to.

e srvid: statesthe server IDENTIFIER Of the server within the group to whom it
belongs.
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* ReqQ: Statesthe REQUEST MESSAGE QUEUE IDENTIFIER (an|PC resource
identifier) of the server.

* RepQ: Statesthe REPLY MESSAGE QUEUE IDENTIFIER (an|PC resourceidentifier)
of the server.

Do not run the server immune to hangups. If not supplied, the server ignores the hangup
signal.

-1 locktype

Lock the server in core. Theargument for 1ocktypeist, 4, or p according to whether the
text (TxTLOCK), data (pATLOCK), or the entire process (text and data—procr.0ck), should
be locked. Seepiock(2) for details. Thelock failsif the server isnot run asroot. Thereis
no way to unlock a server onceit islocked.

-n prio

nice the server according to the prio argument. Giving the process better priority (a
negative argument) requires it to be run with the uzp of root. Seenice(2) for details.

-0 stdout_file

Specifies the name of afile to be opened as the server’s standard output file. Providing
this option ensures that a restarted server has the same standard output file asits
predecessors. If thisoptionisnot used, adefault diversion file called stdout iscreated in
the directory specified by sapppIR.

Specifies that services advertise running status as:

e susp (suspended) when booting and tpsvrinit () isrunning. Requeststo a
suspended service will fail and return TeNOENT immediately.

If tpsvrinit () runsfor an extended period of time, the -p option helps avoid
service requests timeout at the booting stage.

e AvAIL (available) after tpsvrinit () has completed and the server isready to
receive requests.

Note: Itishighly recommended to usethiscr.opT with application servers only. Do not
use it asthe default cr.opT, since it may affect all system servers, for example,
TMUSREVT, TMSYSEVT, GWTDOMAIN, GWADM, TMS, TMQUEUE, €tC.

The r-pr option can also be used with CORBA application servers.
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-p [L][Zlow_water][,[terminate_time]][:[high_water][,create_time]]
This option can be used to support the automatic spawning and decaying of servers, both
single-threaded RPC servers and conversational servers. For RPC servers, this option
must be used on an MSSQ set with MAX greater than 1. For conversational servers, the
MAX must be greater than 1.

The decision to spawn/decay serversisbased on the number of requests per server on the
gueue. However, if theload [1] argument is used with RPC servers, than the load factor
of each request is also considered.

If the -p option is specified with the . argument, then, if the |load meets or exceeds a
threshold (specified by the high_water argument) for a specified amount of time (in
seconds), the system will spawn additional servers. If, however, thevalueof high_water
is 1, then the single server responsible for spawning another server will not do so aslong
asit is handling messages.

This problem will persist aslong as there is only one request waiting on the queue: the
server will processit onceit finishesits current request and it will not need to start a new
server.

However, when additional requests start arriving and waiting on the queue, then you
should eventually see new servers getting started. Again, the new serverswill be started
when the currently running server finishes processing the current request and starts
checking for the next one.

Every time a server returnsto its queue to get a new message to process, it checks the
conditions governing the need for new servers. If those conditions are met, the server
spawns exactly one new server.

Note: For UNIX platforms only—the alarm () System call does not work as expected
in serversrunning under server pool management. Because the code that
terminatesidle serversusesthe alarm() call, user-written code intended to
establish a customized signal handler fails to do so, despite the fact that callsto
Usignal () do not result in errors.

Depending on which type of server is being used, arguments to the -p option have the
following meanings:

RPC Servers

L
Theload argument works only with RPC servers. It also only worksin SHM mode
with load balancing turned on. The decision to spawn more serversis based on the
request load, rather than the number of messages per server. If suM/1.DBAL=Y iShot
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set, auser log message (LIBTUX_CAT:1542) isprinted and no spawning or
decaying occurs.

low_water, terminate_time, high water, and create_time
These arguments are used to control when RPC servers are spawned or deactivated
based on the number of messages per server. If the load exceeds high _water for
at least create_time Seconds, anew server is spawned. If the load drops below
low_water for at least terminate time Seconds, aserver is deactivated.
low_water defaults to an average of 1 message per server on the MSSQ or a
workload of 50. high_water defaultsto an average of 2 messages per server, or a
workload of 100. create_time defaultsto 50 and terminate_time defaultsto
60.

Conversational Servers

L
The load option is not applicable to conversationa servers.

Note: For Oracle Tuxedo 8.0 or later, there are no restrictions for the automatic spawning
of multi-threaded or non-M SSQ conversational servers. However, the automatic
decay feature will not be implemented for these types of servers.

low_water, terminate_time, high water, and create_time
These arguments are used to control when conversational servers are spawned or
deactivated. Since conversational serverstypically run for alonger time than RPC
servers, aconversational server checks the minimum 1ow_water percentage and
the maximum high_water percentage of other serversthat are currently engaged
in conversations. If the percentage exceeds the value set for the related time
parameters, terminate time and create_time respectively, a server may be
decayed or spawned, provided that the minimum or maximum number of servers
has not been reached.

Also, you can specify avalue of 0 seconds for the time parameters so that either a
spawn or decay action will occur as soon as the server detects that the percentage
has been exceeded. 10w_water percentage defaults to 0% and the high_water
percentage defaults to 80%. terminate_time defaultsto 60 seconds and
create_time defaultsto O seconds.

Specifiesthat the server should record, onits standard error file, alog of services
performed. Thislog may be analyzed by the txrpt (1) command. When the -r optionis
used, make sure that the uLoGDEBRUG Vvariable isnot set to “y”. The uLoGDEBRUG variable
prevents debugging messages from being sent to stderr. Debugging messagesin thefile
will be misinterpreted by txrpt.
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Specifies that the server in this Oracle Tuxedo 7.1 or later application is allowed to
interoperate with pre-release 7.1 Oracle Tuxedo software. The server may be a
workstation listener (WSL) process (which when started with the -t option allows
interoperability for all of its workstation handler—W SH—processes), adomain gateway
(cwTDOMAIN) process, or a system or application server process.

-L { D | default | oci_lib_name }

Note:

-V

This option will be mandatory if aserver isdesigned to perform the propagation of ECID
from Tuxedo to DB viaOCI callback functions. With this option specified, server will call
the registration API of OCI libraries for ECID propagation if the server processis up.

DOr default
Loads the default OCI library, which is“oci.dll” for WIN32 platform and
“libclntsh.so” for other platforms.

oci_lib name
L oadsthe specified OCI library, whichisnamed with “ oci_1ib_name”. It canbe
either an absolute path or aleaf name, which can be found through the system
library path.

-1 option in the servopts must be used for anon-XA server to indicate that the server will
connect to the Oracle Database. Since the ECID is enabled when -1, is specified, a new
option -F isintroduced into servoptsto close ECID. The usageisF nokcip. The
exampleis below.

*SERVERS

serverl
SRVGRP=GRP1 SRVID=1 ClOPT="-L libclntsh.so -F noECID"

Marks the end of system-recognized arguments and the start of arguments to be passed to
a subroutine within the server. This option is needed only if the user wishesto supply
application-specific arguments to the server. The system-recognized options precede the
-—-; application arguments should follow it. Application arguments may be processed by
auser-supplied version of the tpsvrinit () function. getopt () should be used to parse
them. Because all system argumentsare processed prior tothecall to tpsvrinit (), when
the call ismade the external integer, opt ind pointsto the start of the user flags. The same
option letters (for example, -2) may be reused after the -- argument, and given any
meaning appropriate to the application.

Prints out the service name/function name list to standard output, beginning with the
following comment lines:
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#

# List of services and corresponding handler functions built into the
server

#

<servicename>:<functionname><NEWLINE>
<servicename>:<functionname><NEWLINE>
<servicename>:<functionname><NEWLINE>

where the first three lines are comments and begin with a pound sign (#) character. Each
following lineincludes a service name and its corresponding function name built into the
executable. The servicename field on any line can be an empty string if an “-s:
functionname” iSincluded on the buildserver command line. The functionname
field is aways present.

Note: At run time the Oracle Tuxedo system automatically adds the following option to each
command line for each server:

-c dom=domainid

The -c option adds acomment line, in which the specified domain ID isreported, to any
command output that reports on the processes associated with the domain in question,
such as the output of the ps command. This comment helps an administrator who is
managing multiple domains to interpret a single output stream that refersto several
domains.

Examples
See the Examples section of UBBCONFIG (5).

See Also
buildserver (1), tmadmin (1), tmboot (1), txrpt (1), tpsvrinit (3c), UBBCONFIG(5)
Setting Up an Oracle Tuxedo Application
Administering an Oracle Tuxedo Application at Run Time

nice(2), plock(2), getopt(3) inaUNIX system reference manual
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TM_MIB(5)

TM_MIB(3)

Name
T™™_MIB—Management Information Base for core Oracle Tuxedo system

Synopsis
#include <fml32.h>
#include <tpadm.h>

Description

The Oracle Tuxedo System MIB definesthe set of classesthrough which the fundamental aspects
of an application can be configured and managed. This includes management of machines,
servers, networking.

T _MIB(5) should be used in combination with the generic MIB reference page MIB (5) to
format administrative requests and interpret administrative replies. Requests formatted as
described inM1B (5) using classes and attributes described in this reference page may be used to
request an administrative service using any one of a number of existing ATMI interfacesin an
active application. Inactive applications may also be administered using the tpadmcall ()
function interface. For additional information pertaining to all Tv_m1B(5) class definitions, see
“TM_MIB(5) Additional Information” on page 465.

TM_MIB(5) consists of the following classes.

Tahle 49 TM_MIB Classes

Class Name Controls . ..

T_BRIDGE Network connections
T_CACHING Caching

T_CLIENT Clients

T_CONN Conversations

T_DEVICE Devices

T_DOMAIN Global application attributes
T_FACTORY Factories
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Table 49 TM_MIB Classes (Continued)

Class Name Controls . ..

T_GROUP Server groups

T_RMS Multiple resource managers
T_IFQUEUE Server queue interfaces

T_INTERFACE

Interfaces

T_MACHINE Machine specific attributes
T_MSG Message queues
T_NETGROUP Network groups

T NETMAP Machines to Netgroups
T_QUEUE Server queue
T_ROUTING Routing criteria
T_SERVER Servers

T_SERVERCTXT

Server context

T_SERVICE Services

T_SVCGRP Service group

T_TLISTEN Oracle Tuxedo system listeners
T_TLOG Transaction log
T_TRANSACTION Transaction

T_ULOG User log

Each class description consists of four sections:

e oveErvIEW—high level description of the attributes associated with the class.

e ATTRIBUTE TABLE—theformat of the attribute table is summarized below and described

indetail inMIB(5).
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e ATTRIBUTE SEMANTICS—definesthe interpretation of each attribute that is part of the
class.

e LIMITATIONS—Iimitationsin the access to and interpretation of this class.

Attribute Table Format

Each classthat isapart of thisMIB isdefined in four partsin sectionsthat follow. One of thefour
parts is the attribute table. The attribute table is a reference guide to the attributes within a class
and how they may used by administrators, operators, and general usersto interface with an
application.

There arefive columnsfor each attribute described in an attribute table: name, type, permissions,
values, and default. Each of these componentsis discussed in MIB(5).

TA_FLAGS Values

MIB(5) definesthe generic Ta_rraGs attribute, which isa1ong containing both generic and
component MIB specific flag values. The following are the Tm_m1B (5) specific flag values
supported. These flag values should be or’ d with any generic MIB flags.

TMIB_ADMONLY
A flag used to indicate that only administrative processes should be activated when
changing the state of aT_macHINE object from INActive tOACTive.

TMIB_APPONLY
A flag used to indicate that only application processes should be considered when
activating or deactivating a T_MACHINE object. It may also be used on T_serRvVER and
T_SERVERCTXT retrievalsto restrict the retrieval to application servers only.

TMIB_CONFIG
A flag used to indicate that only configured groups and servers should be considered in
satisfying the request.

TMIB_NOTIFY
A flag used when activating or deactivating T_MACHINE, T_GROUP, Of T_SERVER Objects
to cause unsolicited notification messages to be sent to the originating client just prior to
and just after the activation or deactivation of each server object selected.

FML32 Field Tables

The field table for the attributes described in this reference page isfound in the file
udataobij/tpadm relative to the root directory of the Oracle Tuxedo system software installed
on the system. Thedirectory $ { TUXDIR} /udataobj should beincluded by the application in the
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colon-separated list specified by the FL.DTBLDIR environment variable, and the field table name
tpadm should beincluded in the comma-separated list specified by the FTELDTBLS environment
variable.

Limitations

Access to the header files and field tables for thisMIB is being provided only on Oracle Tuxedo
release 6.1 sites and later, both native and Workstation.

Workstation access to this MIB islimited to run-time only access; the function tpadmcall (3c)
is not supported on workstations.

For the purpose of pre-image processing (M18_PREIMAGE flag bit set), local attributesfor classes
that have global attributes are not considered. Additionally, indexed fields and the indexes that
go with them are not considered, for example, T_T1.0G Class, TA_TLOGCOUNT, TA_TLOGINDEX,
TA_GRPNO, TA_TLOGDATA attributes.

T_BRIDGE Class Definition

Overview

The T_BRIDGE class represents run-time attributes pertaining to connectivity between logical
machines making up an application. These attribute values represent connection status and
statistics.

Attribute Table

Table 50 TM_MIB(5): T_BRIDGE Class Definition Attribute Table

Attribute! Type Permissions Values Default
TA_LMID(*)? string  r--r--r-- “LMIDI1[, LMID2]" N/A
TA_NETGROUP(K)3 string R--R--R-- string[l..30] “DEFAULTNET”
TA_STATE(K) string rwxrwxr-- GET: “{ACT | INA | SUS | PEN} ~ N/A

SET: “{ACT | INA | SUS | PEN}” N/A
TA_CURTIME long R--R--R-- 0 <= num N/A
TA_CONTIME long R-XR-XR-- 0 <= num N/A
TA_SUSPTIME long FWXYWXL - — 0 <= num 3004

304 File Formats, Data Descriptions, MIBs, and System Processes Reference


{DOCROOT}/rf3c/rf3c.html

Tahle 50 TM_MIB(5): T_BRIDGE Class Definition Attribute Tahle

TM_MIB(5)

Attribute! Type Permissions Values Default
TA_RCVDBYT long R-XR-XR-- 0 <= num N/A
TA_SENTBYT long R-XR-XR-- 0 <= num N/A
TA_RCVDNUM long R-XR-XR-- 0 <= num N/A
TA_SENTNUM long R-XR-XR-- 0 <= num N/A
TA_FLOWCNT long R-XR-XR-- 0 <= num N/A
TA_CURENCRYPTBIT string R--R----- ~{0]40|56]128}" 5 N/A

(K)—GET key field

(*)—GET/SET key, one or more required for SET operations

LAll attributesin the T_BRIDGE class are local attributes.
27a_LMID attribute must be fully specified for SET operations, that is, LMIDI, LMID2.
3 SET operation may only use TA_NETGROUP DEFAULTNET in Oracle Tuxedo release 6.4. GET

operation may use any TA_NETGROUP defined for both LMID values.

4TA_SUSPTIME may be SET only if the TA_STATE is currently SUSPENDED or isbeing SET to

SUSPENDED.
5Link-level encryption value of 40 bitsis provided for backward compatibility.

Attribute Semantics

TA_LMID: “LMIDI[, LMID2]"
Source logical machine identifier (zxrp1) and destination logical machine identifier
(zmrD2) for network connection.

TA_NETGROUP: string[l..30]
Logica nameof the network group.When both source and destination Ta_r.m1p identifiers
are in the same Ta_NETGROUP, the T_BRIDGE class will present all instances of related
fields per Ta_NETGROUP. TA_NETGROUP May be used as akey field on GET requests.
TA_NETGROUP Values other than pEFAULTNET may not be used on seT operationsin this

Oracle Tuxedo release (release 6.4).

TA_STATE!

GET: “{ACTive | INActive | SUSpended | PENding} ”
A cET operation will retrieve run-time information for the selected T_BRIDGE
object(s). A Ta_1M1D attribute value with only one logical machine identifier
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matches all active connectionsfrom r.xrp1 to other machinesin the application. In
this case, each retrieved record will contain an expanded Ta_1.M1D attribute value
with the destination .1 D filled in. The following states indicate the meaning of a
TA_STATE returned in response to a GeT request.

ACTive The connection is established and active.

INActive The connection isinactive. This stateis only returned when
status is requested on a particular connection, that is, both
Lands specified in the Ta_1.M1D attribute and the source
logical machine is reachable.

SUspended  An established connection was terminated due to an error
condition, and reconnection has been suspended for at |least
theamount of timeindicated inthe Ta_SUSPTIME attribute
value. Thisstateis AcTive equivalent for the purpose of
determining permissions.

PENding An asynchronous connection has been requested, but has not
yet been completed. The final outcome of the connection
request has not been determined.

SET: “{ACTive | INActive | SUSpended | PENding} "
A ser operation will update run-time information for the selected T_BRIDGE
object. The following states indicate the meaning of aTa_sTATE setin a SET
request. States not listed may not be set.
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unset

Modify an existing T_BRIDGE object. This combinationis
allowed only when in the ACTive or SUSpended state.
Successful return leaves the object state unchanged.

ACTive

Activatethe T_BRIDGE object by establishing aconnection
between the indicated logical machines. This operation will
fail if only onelogical machine is specified, if either of the
two machinesis not active, or if the source logical machine
isnot reachable. WhiletheT_BRIDGE object isestablishing
the asynchronous connection, the Bridge process will do
other work. Using the state change to PENding is
recommended. State change allowed in the INActive and
SUSpended states. For the purpose of determining
permissions for this state transition, the active object
permissions are considered (that is, --x--x--x). Successful
return leaves the object in the PENding state.

INActive

Deactivate the T_BRIDGE object by closing the connection
between the indicated logical machines. This operation will
fail if only onelogical machine is specified or if the two
machines are not connected. State change allowed only
when in the AcTive state. Successful return leavesthe
object inthe INActive state.
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SUSpended  Suspend the T_BRIDGE object by closing the connection

between the indicated logical machines and by setting the
TA_SUSPTIME attribute asindicated. State change allowed
only wheninthe ACTive state. Successful return leavesthe
object in the SUSpended state. Limitation: Note that since
the statistics reported are from the viewpoint of the source
logical machine, resetting those statistics will cause them to
be out of sync with the statistics reported by the destination
logical machine for the same connection.

PENding Activate the T_BRIDGE object by establishing an
asynchronous connection between the indicated logical
machines. This operation will fail if only onelogical
machine is specified, if either of the two machinesis not
active, or if the source machineisnot reachable. Wheninthe
PENding state, the success or failure of the connection
request has not yet been determined. However, the Bridge
process may continueto process other events and datawhile
the connection is outstanding. State change alowed in the
INActive and SUSpended states. For the purpose of
determining permissions for this state transition, the active
object permissions are considered (that is, --X--X--X).
Successful return leaves the object in the PENding State.

TA_CURTIME: 0 <= num
Current time, in seconds, since 00:00:00 UTC, January 1, 1970, asreturned by thetime(2)
system call on T_BRIDGE:TA_LMID. This attribute can be used to compute elapsed time
from the following attribute value.

TA_CONTIME. O <= num
Time, in seconds, since 00:00:00 UTC, January 1, 1970, asreturned by the time(2) system
call on T_BRIDGE:TA_LMID, When this connection was first established. Elapsed open
time in seconds can be computed using TA_CURTIME - TA_CONTIME.

TA_SUSPTIME: O <= num
Time, in seconds, remaining in the suspension of this connection. After this amount of
time, the connection will automatically change to ata_staTe of 1nNACTIVE and may be
activated by normal application traffic.

TA_RCVDBYT: 0 <= num
Number of bytes sent from the destination logical machine to the source logical machine.
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TA_SENTBYT: 0 <= num
Number of bytes sent from the source logical machine to the destination logical machine.

TA_RCVDNUM. O <= num
Number of messages sent from the destination logical machine to the source logical
machine.

TA_SENTNUM: 0 <= num
Number of messages sent from the source logical machine to the destination logical
machine.

TA_FLOWCNT. O <= num
Number of times flow control has been encountered over this connection.

TA_CURENCRYPTBITS: “{0 |40 |56 |128}"
The current encryption level for thislink. Thelevel isnegotiated between machines when
the link is established.

Note: Thelink-level encryption value of 40 bitsis provided for backward compatibility.

Limitations
None.

T_CACHING Class Definition

Overview

ThisT_cacHINe class represents configuration attributes of caching specifications for an
application. These attribute valuesidentify and characterize application caching criteria (such as
buffer types, field names and caching definitions).

Attribute Table

Table 51 TM_MIB(5): T_CACHING Class Definition Attribute Table

Attribute 1 Type Permissions Values Default
TA_CACHING_NAME (r) (*) string ru--r-- string[0..30] N/A
TA_CACHING_CACHENAME (  string rw-r--r-- string[1l..78] N/A
r)

TA_CACHING_KEY string rw-r--r-- string[0..127] nn
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Table 51 TM_MIB(5): T_CACHING Class Definition Attribute Table (Continued)

Attribute 1 Type Permissions Values Default
TA_CACHING_KEY_BUFTYP aﬂng ru--r-- string[0..255] "STRING
E(r) (*) "
TA_CACHING_KEY_ FIELD string rw-r--r-- string[0..255]
TA_STATE (k) string rw-r--r-- GET: "VAL" N/A

SET: "{NEW | INV}" N/A

(k) GET key field
(r) required field for object creation (SET TA_STATE NEW)
(*) GET/SET key, one or more required for SET operations

The specified u (uniqueness) permission means that the combination of TA_CACHING NAME and
TA_CACHING_KEY_BUFTYPE must be unique.

L All attributesin the T_CLIENT class are local attributes.

Attribute Semantics

TA_CACHING_NAME: string[l..30]
Specifies the caching criteria name.

TA_CACHING_CACHENAME: string[l..78]
Specifies the name of the Oracle Tuxedo cache to be used.

TA_CACHING_KEY: string[0..127]
Specifies how to compose the key associating the cached data.

TA_CACHING_KEY BUFTYPE: string[0..255]
Specifies alist of types and subtypes of data buffers for which this caching entry isvalid
to use to generate the key. This parameter can be up to 255 charactersin length and a
maximum of 32 type/subtype combinations.
The type must be one of thefollowing: STRING, CARRAY, FML, FML32, XML, VIEW,
VIEW32, RECORD, MBSTRING, X_C_TYPE, Of x_coMMON. No subtypes can be specified
for types STRING, CARRAY, FML, FML32, MBSTRING, Of xML. Subtypes arerequired
for type viEw, VIEW32, RECORD, X_C_TYPE, and x_coMMoN (* isnot alowed).
Subtype name should not contain semicolon, colon, comma, or asterisk characters.
Duplicate type/subtype pairs cannot be specified for the same routing caching criteria
name; more than one routing caching entry can have the same criterianame aslong asthe
type/subtype pairs are unique.
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If multiple buffer types are specified for a single caching entry, the data types of the
caching field for each buffer type must be the same.

TA_CACHING_KEY_FIELD: string[0..255]
Specifies the name of the fieldsin the buffer used to generate the key. It must be 255
characters or less and a maximum of 8 fields are allowed.
Each field can bean XML element, element attribute, RECORD field name, or field name
inan FML field table (using FLDTBLDIR and FIELDTBLS environment variables, or
FLDTBLDIR32 and FIELDTBLS32 environment variables), or an FML view table (using
VIEWDIR and VIEWFILES environment variables, or vIEWDIR32 and VIEWFILES32
environment variables). Thisinformation is used to get the associated field value for
service caching when sending a message.
For XML element content or element attribute in the XML buffer, define the name of the
field with the following syntax:
root_element[/child_element] [/child_element][/.
.]1[/@Qattribute_name]
The element name and attribute name combined may contain no more than 30 characters.
Oracle Tuxedo recognizes only the first occurrence of a given element type when
processing an XML buffer for service caching. XML strictly defines the set of characters
that may be used in an attribute name. An attribute name must be a string consisting of a
singleletter, underscore, or colon followed by one or more name characters. Both element
names and attribute names are case-sensitive. See XML documentation for more
information.
If KEY_BUFTYPE iS Set t0 STRING, MBSTRING, X_OCTET, Or CARRAY, define the field with
the following syntax:
[indexl1l, index2]
Index1 indicates the beginning index of the field in the buffer and index2 indicates the
ending index of the field. The whole buffer is taken as the key if this parameter is not
defined. The index should be set from 1.

TA_STATE

GET: "{VALid}"
A cET operation will retrieve configuration information for the selected
T_CACHING object(s). The following state indicates the meaning of aTa_STATE
returned in response to aceT request. States not listed will not be returned.
VALid: T_CACHING object isdefined. Note that thisisthe only valid state for this
class.

SET: "{NEW | INvValid}"
A seT operation will update configuration information for the selected T_cacuing
object. The following states indicate the meaning of aTa_sTATE set in a SET
request. States not listed may not be set.
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NEw: Create T_cacHINe object for application. State change allowed only whenin
the Invalid state. Successful return leaves the object in the varia state.
INvalid: Delete T_cacHING object for application. State change allowed only
when in the varid state. Successful return leaves the object in the 1nva1id state.

T_CLIENT Class Definition

Overview

The T_cLIENT class represents run-time attributes of active clients within an application. These
attribute values identify and track the activity of clients within a running application.

Attribute Table

Table 52 TM_MIB(5): T_CLIENT Class Definition Attribute Table

Attribute 1 Type Permissions Values Default
TA_STATE(K) string R-XR-XR-- GET: “{ACT | SUS | DEA}" N/A
SET: “{ACT | SUS | DEA} ~ N/A
TA_CLIENTID(*) string R--R--R-- string[l..78] N/A
TA_CLTNAME(K) string  R--R--R-- string[0..30] N/A
TA_IDLETIME(K) long R--R--R-- 0 <= num N/A
TA_TPBLK_ALL long R--R--R-- 0 <= num 0
TA_1MID(K) string R--R--R-- LMID N/A
TA_PID(K) long R--R--R-- 1<=num N/A
TA_CONTEXTID long R--R--R-- -2 <= num < 30,000 N/A
TA_SRVGRP(K) string R--R--R-- string[0..30] N/A
TA_USRNAME(K) string R--R--R-- string[0..30] N/A
Ta_wsc(k) string R--R--R-- v |n}~ N/A
TA_WSH(K) string R--R--R-- “{v [N}~ N/A
TA_WSHCLIENTID(K) string  R--R--R-- string[l..78] N/A
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Table 52 TM_MIB(5): T_CLIENT Class Definition Attribute Table (Continued)

Attribute 1 Type Permissions Values Default
TA_RELEASE long R--R--R-- 0 <= num N/A
TA_WSPROTO long R--R--R-- 0 <= num N/A
TA_NUMCONV long R-XR-XR-- 0<= num N/A
TA_NUMDEQUEUE long R-XR-XR-- 0 <= num N/A
TA_NUMENQUEUE long R-XR-XR-- 0<=num N/A
TA_NUMPOST long R-XR-XR-- 0<=num N/A
TA_NUMREQ long R-XR-XR-- 0 <= num N/A
TA_NUMSUBSCRIBE long R-XR-XR-- 0<=num N/A
TA_NUMTRAN long R-XR-XR-- 0 <= num N/A
TA_NUMTRANABT long R-XR-XR-- 0<=num N/A
TA_NUMTRANCMT long R-XR-XR-- 0 <= num N/A
TA_CMTRET string R--R--R-- “{COMPLETE | LOGGED} " N/A
TA_CURCONV long R--R--R-- 0 <= num N/A
TA_CURENCRYPTBIT string R--R----- “{0]40|56|128}"2 N/A
TA_CURREQ long R--R--R-- 0<= num N/A
TA_CURTIME long R--R--R-- 1<=num N/A
TA_LASTGRP long R--R--R-- 1 <= num < 30,000 N/A
TA_NADDR string  R--R--R-- string[1..256] 3 N/A
TA_NOTIFY string R--R--R-- “{DIPIN | SIGNAL | THREAD | N/A
IGNORE}”
TA_NUMUNSOL long R--R--R-- 0<= num N/A
TA_RPID long R--R--R-- 1<=num N/A
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Table 52 TM_MIB(5): T_CLIENT Class Definition Attribute Table (Continued)

Attribute 1 Type Permissions Values Default
TA_TIMELEFT long R--R--R-- 0 <= num N/A
TA_TIMELEFT_MSEC long R--R--R-- 0 <= num N/A
TA_TIMESTART long R--R--R-- 1<=num N/A
TA_TRANLEV long R--R--R-- 0 <= num N/A

(K)—GET key field
(*)—GET/SET key, one or more required for SET operations

L All attributesin the T_CLIENT class are local attributes.
2 Link-level encryption value of 40 bits is provided for backward compatibility.
3 Maximum string length for this attribute is 78 bytes for Oracle Tuxedo 8.0 or earlier.

Attribute Semantics

TA_STATE:

GET: “{ACTive | SUSpended | DEAG} ”
A GeT operation will retrieve run-time information for the selected T_cr.1ENT
object(s). Note that client information is kept in local bulletin board tables only.
Therefore, for maximum performance, inquiries on client status should be
restricted using key fields as much as possible. The following states indicate the
meaning of aTa_sTATE returned in response to aGET request.

ACTive T_CLIENT object active. Thisis not an indication of
whether theclientisidleor busy. A non 0 valueretrieved for
either the TA_CURCONV attribute or the TA_ CURREQ
attribute indicates a busy client.
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SUSpended T_CLIENT object active and suspended from making
further service requests (tpcall () or tpacall ()) and
from initiating further conversations (tpconnect () ). See
SET SUSpended below for details. This stateisacTive
equivalent for the purpose of determining permissions.

DEAd T_CLIENT object identified as active in the bulletin board
but currently not running due to an abnormal death. This
state will exist only until the BBL local to the client notices
the death and takes action to clean up the client's bulletin
board resources. This state isACTive equivalent for the
purpose of determining permissions.

SET: “{ACTive | SUSpended | DEAG} ”
A ser operation will update run-time information for the selected T_crL1ENT
object. The following states indicate the meaning of aTa_sTATE setin a SET
request. States not listed may not be set.

ACTive Activate a SUSpended T_CLIENT object. State change
alowed only when in the SuSpended state. Successful
return leaves the object inthe ACTive state.

unset Modify an existing T_CLIENT object. This combinationis
allowed only when in the ACTive or SUSpended state.
Successful return leaves the object state unchanged.
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SUSpended  Suspend the T_CLIENT object from making service
requests (tpcall () or tpacall ()), initiating
conversations (tpconnect () ), beginning transactions
(tpbegin () ), and enqueuing new requests
(tpengueue () ). Clients within atransaction will be
permitted to make these calls until they abort or commit the
current transaction, at which time they will become
suspended. Invocations of these routines will result in a
TPESYSTEM error return and a system log message being
generated indicating the situation. State change allowed only
when inthe AcTive state. Successful return leavesthe
object in the SUSpended State.

DEAJ Abortively deactivate the T_CLIENT object. State change
allowed only whenintheAcTive or SUSpended state. The
recommended method for deactivating clientsisto first
broadcast awarning message (tpbroadcast) ), thento
suspend them (see SET SUSpended above), and finaly to
abortively deactivate them by setting the state to DEAG.
Successful return leaves the object in the DEAQ state.

Limitation: Workstation handlers (T_CLIENT:TA_WSH ==
Y) may not be set to a state of DEAG.

The system may not be ableto k111 theclient due to
platform or signaling restrictions. In this case, anative client
will beabortively terminated at its next accessto ATMI, and
aWorkstation client's connection to a WSH will be
preemptively torn down.

TA_CLIENTID: string[l..78]
Client identifier. The datain this field should not be interpreted directly by the end user
except for equality comparison.

TA_CLTNAME: string{0..30]
Client name associated with client at tpinit () timeviathe cltname €element of the
TPINIT Structure.

TA_IDLETIME. O <= num
Approximate amount of time, in seconds, since this client last interacted with the system
viaan ATMI call. Thisvaueisaccurateto within ta_scanuniT (seetheT_pomarn class)
seconds. When specified asakey field, a positive value indicates that all clientswithidle
times of at least the indicated value match, a negative valueindicates that al clients with
no more than the indicated value match, and a 0 value matches all clients.
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TA_TPBLK_ALL: 0 <= num
Reports the current tpsblktime (TPBLK_ALL) blocktime value per client. If TPBLK_ALL
has not been set, then the Ta_TpeLX_ALL ValueisO.

TA_LMID. LMID
Logical machine where client is running (native clients) or where client is connected
(Workstation clients).

TA_PID: 1 <= num
Process identifier of client. Note that for Workstation clients, thisidentifier indicates the
workstation handler through which the Workstation client is connected. A negative
number may be specified on aceT operation for the purpose of retrieving client
information for the calling process. If the calling processis not a client, an error will be
returned.

TA_CONTEXTID: -2 <= num < 30,000
Identifier for this particular application association.

TA_SRVGRP: string[0..30]
Server group with which the client is associated. Thisinformation is set viathe grpname
element of the TPINIT Structure at tpinit () time.

TA_USRNAME: string]0..30]
User name associated with client at tpinit () timeviathe usrname element of the
TPINIT Structure.

TA_wsc: “{v N}~
Workstation client. If thisattributeis set to v, the indicated client islogged in to the
application from aremote workstation.

TA_wsH: “{y | N}~

Workstation handler. If this attribute is set to ~v~, the indicated client is a workstation
handler process.

TA_WSHCLIENTID: string[l1..78]
Client identifier for the associated workstation handler (WSH) if thisclientisa
Workstation client (Ta_wsH == v); otherwise, this attribute will be returned as a 0-length
string.

TA_RELEASE. 0 <= num
The Oracle Tuxedo system major protocol release number for the machine where the
client isrunning. This may be different from the Ta_swreLEASE for the same machine.
Note that for Workstation clients (Ta_wsc == v), this value may be different than the
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major rel ease associated with the application administered machine through which the
Workstation client accesses the application.

TA_WSPROTO. 0 <= num
The Oracle Tuxedo system Workstation protocol version number for aWorkstation client.
Thisvalue is changed with each update to the Workstation protocol. A value of 0 is
returned for this attribute when associated with non-Workstation clients (Ta_wsc == N).

TA_NUMCONV: O <= num
Number of conversations initiated by thisclient via tpconnect ().

TA_NUMDEQUEUE! 0 <= num
Number of dequeue operations initiated by this client via tpdequeue () .

TA_NUMENQUEUE: 0 <= num
Number of enqueue operations initiated by this client via tpenqueue ().

TA_NUMPOST: 0 <= num
Number of postingsinitiated by thisclient via tppost ().

TA_NUMREQ: O <= num
Number of requests made by thisclient viatpcall () Or tpacall ().

TA_NUMSUBSCRIBE:. O <= num
Number of subscriptions made by this client via tpsubscribe ().

TA_NUMTRAN: 0 <= num
Number of transactions begun by this client.

TA_NUMTRANABT: O <= num
Number of transactions aborted by this client.

TA_NUMTRANCMT. O <= num
Number of transactions committed by this client.

TA_CMTRET. “{COMPLETE | LOGGED}”
Setting of the Tp_commIT_coNTROL characteristic for this client. See the description of
the Oracle Tuxedo System ATMI function tpscmt () for details on this characteristic.

TA_CURCONV: 0 <= num
Number of conversationsinitiated by this client via tpconnect () that are still active.

TA_CURENCRYPTBITS: “{0 |40 |56 |128}"
The current encryption level for this client. The level is negotiated when thelink is
established.
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Note: Thelink-level encryption value of 40 bitsis provided for backward compatibility.

TA_CURREQ: 0 <= num
Number of requestsinitiated by this client via tpcall () or tpacall () that are still
active.

TA_CURTIME: 1 <= num
Current time, in seconds, since 00:00:00 UTC, January 1, 1970, asreturned by thetime(2)
system call on T_cr1eNT:TA_LMID. This attribute can be used to compute elapsed time
from the T_cLIENT:TA_TIMESTART attribute value.

TA_LASTGRP: 1 <= num < 30,000
Server group number (T_GROUP.TA_GRPNO) Of the last service request made or
conversation initiated from this client.

TA_NADDR: string[1..256] (up to 78 bytesfor Oracle Tuxedo 8.0 or earlier)
For Workstation clients, this attribute indicates the network address of the client. Network
addresses with unprintable characters are converted to one of the following formats:

® “Oxhex-digits”

® “\\xhex-digits”

A string in either format must contain an even number of valid hex digits. Such astringis
trandated internally into a character array containing the hexadecimal representations of
the string specified.

For TCP/IP addresses one of the following formatsis used:
® “//hostname:port”

® “//#.#.#.#:port_number”

Each # (pound) sign represents a decimal number in the range of 0 to 255. The value of
port_number iSadecimal number in the range of 0 to 65535.

Note: Some port numbers may be reserved for the underlying transport protocols (such
as TCP/IP) used by your system. Check the documentation for your transport
protocols to find out which numbers, if any, are reserved on your system.

Non-Workstation clients have a O-length string associated with them for this attribute
value.

For SDP addresses the following format is used:

° "sdp://hostname:port"
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Limitation: The ability of the system to provide thisinformation is determined by the
transport provider in use. In some cases, Workstation clients may not have addresses
associated with them if the provider does not make this information available.

TA_NOTIFY. “{DIPIN | SIGNAL | THREAD | IGNORE}"

Setting of the notification characteristic for thisclient. Seethe T_poma1n classdescription
of this attribute for more details.

TA_NUMUNSOL: O <= num

Number of unsolicited messages queued for this client awaiting processing.

TA_RPID: 1 <= num

UNIX system message queue identifier for the client's reply queue. Limitation: Thisisa
UNIX system specific attribute that may not be returned if the platform on which the
application isbeing run is not UNIX-based.

TA_TIMELEFT. O <= num

Time left, in seconds, for this client to receive the reply for which it is currently waiting
beforeit will timeout. Thistime out may be atransactional timeout or a blocking timeout.

TA_TIMELEFT_MSEC: 0 <= num

Time left, in milliseconds, for this client to receive the reply for which it is currently
waiting beforeit will timeout. Thistime out may be atransactional one or ablocking one.
TA_TIMELEFT_MSEC Will become the returning value only if the unit of scanunTT in
TUXCONFIG is millisecond; otherwise, Ta_TIMELEFT Will be returned instead.

TA_TIMESTART. 1 <= num

Time, in seconds, since 00:00:00 UTC, January 1, 1970, asreturned by thetime(2) system
call on T_cLIENT:TA_1MID, Since the client joined the application.

TA_TRANLEV. 0 <= num

Current transaction level for thisclient. O indicatesthat the client isnot currently involved
in atransaction.

Limitations
None.

T_CONN Class Definition

Overview

The T_conn class represents run-time attributes of active conversations within an application.

320
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Attribute Table

Table 53 TM_MIB(5): T_CONN Class Definition Attribute Table

Attribute ! Type Permissions Values Default
TA_LMID(K) string  R--R--R-- LMID N/A
Ta_STATE(K) string R--R--R-- GET: “ACT” N/A
SET: N/A N/A
TA_SERVICENAME string R--R--R-- string[l..127] N/A
TA_CLIENTID(K) string R--R--R-- string[1..78] N/A
TA_CONNOGRPNO long R--R--R-- 1 <= num< 30,001 N/A
TA_CONNOLMID string R--R--R-- LMID N/A
TA_CONNOPID long R--R--R-- 1<=num N/A
TA_CONNOSNDCNT long R--R--R-- 0 <= num N/A
TA_CONNOSRVID long R--R--R-- 1 <= num< 30,001 N/A
TA_CONNSGRPNO long R--R--R-- 1 <= num < 30,001 N/A
TA_CONNSLMID string R--R--R-- LMID N/A
TA_CONNSPID long R--R--R-- 1<=num N/A
TA_CONNSSNDCNT long R--R--R-- 0 <= num N/A
TA_CONNSSRVID long R--R--R-- 1 <= num < 30,001 N/A

(K)—GET key field

1Al attributesin the T_coNN class are local attributes.

Attribute Semantics

TA_LMID: LMID
Retrieval machine logical machine identifier.

TA_STATE:

GET: “{aCTive} "
A cET operation will retrieve run-time information for the selected T_conn
object(s). The following states indicate the meaning of aTa_sTaTe returned in
response to aGET request.
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ACTive The object returned reflects one or both sides of an active

conversation within the application.

SET.
SET operations are not permitted on this class.

TA_SERVICENAME: string[l1..127]

Service name of the conversational serviceinvoked by the originator and processed by the
subordinate.

TA_CLIENTID: string[l..78]

Client identifier. The datain this field should not be interpreted directly by the end user
except for equality comparison.

TA_CONNOGRPNO: 1 <= num < 30,001

Server group number for the originator of the conversation. If the originator isaclient,
30,000 isreturned as the value for this attribute.

TA_CONNOLMID: LMID

Logica machine identifier indicating where the originator is running or is accessing the
application (in the case of Workstation clients).

TA_CONNOPID: 1 <= num

Processidentifier for the originator of the conversation.

TA_CONNOSNDCNT: O <= num

Number of tpsend () callsdone by the originator.

TA_CONNOSRVID: 1 <= num < 30,001

Server identifier for the originator of the conversation.

TA_CONNSGRPNO: 1 <= num < 30,001

Server group number for the subordinate of the conversation.

TA_CONNSLMID: LMID

Logical machine identifier indicating where the subordinate isrunning or is accessing the
application (in the case of Workstation clients).

TA_CONNSPID: 1 <= num

Process identifier for the subordinate in the conversation.
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TA_CONNSSNDCNT: O <= num
Number of tpsend () calls done by the subordinate.

TA_CONNSSRVID: 1 <= num < 30,001
Server identifier for the subordinate in the conversation.

Limitations
None.

T_DEVICE Class Definition

Overview

The T_bpevice class represents configuration and run-time attributes of raw disk slices or UNIX
system files being used to store Oracle Tuxedo system devicelists. This class allows for the
creation and deletion of device list entries within araw disk slice or UNIX system file.

Attribute Table

Table 54 TM_MIB(5): T_DEVICE Class Definition Attribute Table

Attribute! Type Permissions Values Default
TA_LMID(*) string ru-r--r-- LMID “local_lmid”
TA_CFGDEVICE(r)(*) string ru-r--r-- string[2..64] N/A
TA_DEVICE(*) string ru-r--r-- string[2..64] “TA_CFGDEVICE”
TA_DEVOFFSET(*) long ru-r--r-- 0 <= num 0
TA_DEVSIZE(r) long rw-r--r-- 0 <= num 1000 3
TA_DEVINDEX(*)? long r--r--r-- 0 <= num N/A
TA_STATE(K) string TWXr—-T—— GET: “VAL"” N/A

SET: “{NEW | N/A

INV}”

(k)—GET key field
(r)—required field for object creation (SET TA_STATE NEW)
(*)—GET/SET key, one or more required for SET operations
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1Al attributesinthe T_DEVICE classareloca attributes.

2TA_DEVINDEX isrequired for SET operations to identify the particular device list entry except
when setting the state to NEw for the purpose of creating anew device list entry. In the latter case,
TA_DEVINDEX must not be set; a value will be assigned by the system and returned after a
successful creation.

3TA_DEVSIZE may only be SET on object creation.

Attribute Semantics
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TA_LMID. LMID

Logica machine identifier where the device is located. Note that this attribute may be
used as a key field in both unbooted and booted applications as long as they are already
configured (that is, at least one T_macHINE entry is defined). It isrequired as akey field
on sET operations when accessing a booted application. If specified when accessing the
T_DEVICE classin an unconfigured application, this attribute is ignored.

TA_CFGDEVICE: string{2..64]

Absolute pathname of the file or device where the Oracle Tuxedo filesystem is stored or
isto be stored.

TA_DEVICE: string[2..64]

Absolute pathname of the device list entry.

TA_DEVOFFSET. 0 <= num

The offset, in blocks, at which space on thista_pevIck beginsfor use within the Oracle
Tuxedo System VTOC specified by Ta_crepevIicE. Limitation: Thisattribute must be set
to O for the first device list entry (Ta_pevice) on the Oracle Tuxedo filesystem
(TA_CFGDEVICE).

TA_DEVSIZE. O <= num

The size in pages of the disk areato be used for the device list entry. Limitation: This
attribute may be set only in conjunction with a state change to NEw.

TA_DEVINDEX: 0 <= num

Deviceindex for Ta_pevice within the device list addressed by Ta_crepeEvIcE. This
attribute value is used for identification purposes only in getting and setting attribute
values relating to particular devices within an Oracle Tuxedo filesystem.

TA_STATE!

GET: “{vaLid}~”
A cET operation will retrieve run-time information for the selected T_bpevicE
object(s). The following states indicate the meaning of aTa_sTATE returned in
response to aGeT request.
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VALid The Oracle Tuxedo filesystem indicated by TA_CFGDEVICE
exists and containsavalid devicelist. TA_ DEVICE isavalid
device within that filesystem with the deviceindex telnet
lchome3.

SET: “{NEW | INValid}”
A sEt operation will update information for the selected T_pevicE object or add
theindicated object. The following statesindicate the meaning of aTa_sTATE Set
in a seT request. States not listed may not be set.

NEW Create or re-installed T_DEVICE object for application. State
change allowed only wheninthe INValid or VALid State.
Successful return leavesthe object in thevarid state. If this
state transition isinvoked in the INValid state, the object is
created; otherwise, it isre-initialized. The creation of the first
TA_DEVICE devicelist entry onthe TA_CFGDEVICE Oracle
Tuxedo filesystem will automatically create and initialize the
necessary VTOC and UDL structureson TA_CFGDEVICE. The
first devicelist entry created for aparticular TA_CFGDEVICE
must have equivalent values for the TA_DEVICE attribute.

INValid DeleteT_DEVICE object for application. State change allowed
only when in the vaLid state. Successful return leaves the
object inthe INValid state. Notethat TA_DEVINDEX 0 is
specia and must be deleted last.

Limitations
None.

T_DOMAIN Class Definition

Overview
The T_poma1n class represents global application attributes. These attribute values serve to
identify, customize, size, secure, and tune an Oracle Tuxedo system application. Many of the
attribute values represented here serve as application defaultsfor other classesrepresented in this
MIB.
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Thereisexactly one object of the T_poma1n classfor each application. Because of this, there are
no key fields defined for this class. A GeT operation on this class will always return information
representing thissingle object. Likewise, aseT operation will updateit. GETNEXT isnot permitted
with this class.

Attribute Table

Table 55 TM_MIB(5): T_DOMAIN Class Definition Attribute Table

Attribute Type  Permissions Values Default
TA_AUTOTRAN string  rwyr--r-- “{v [N}~ “N”
TA_TRANTIME long TWyr--r-- 0 <= num <= 2147483647 30
TA_IPCKEY(r) long TW-r--r-- 32,769 <= num < 262,144 N/A
TA_MASTER(r) string  rwxr-xr-- “LMIDI[, LMID2]" N/A
TA_MODEL(r) string  rw-r--r-- “{SHM | MP} ~ N/A
TA_STATE string rwxr--r-- GET: “{ACT | INA} " N/A

SET: “{NEW | INV |ACT | INA N/A

| FIN} ~
TA_DOMAINID string  rwxr--r-- string[0..30] W
TA_PREFERENCES string  rwxr--r-- string[0..1023] wr
TA_UID long TWyr--r-- 0 <= num (H
TA_GID long rwyr--r-- 0 <= num H
TA_PERM long rTwyr--r-- 0001 <= num <= 0777 0666
TA_LICEXPIRE long R--R--R-- stringl0..78] N/A
TA_LICMAXUSERS long R--R--R-- 0 <= num < 32,768 N/A
TA_LICSERIAL string  R--R--R-- stringl0..78] N/A
TA_LLR_DELSWAPSIZE long rw-r--r-- 0<=num< 32,768 0
TA_LLR_DELDELAY long rw-r--r-- 0< num< 32,768 303
TA_MIBMASK long TWx-———-- 0 <= num<=0777 0000
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Attribute Type  Permissions Values Default
TA_MAXACCESSERS long rwyr--r-- 1<=num< 32,768 50
TA_MAXCONV long rWyr--r-- 0<=num< 32,768 64
TA MAXGTT long rwyr--r--  0<=num< 32,768 100
TA_MAXBUFSTYPE long rw-r--r-- 1<=num< 32,768 32
TA_MAXBUFTYPE long rTW-r--r-- 1 <= num< 32,768 16
TA_MAXDRT long rw-r--r-- 0<=num< 32,768 0
TA_MAXGROUPS long rw-r--r-- 100 <= num < 32,766 100

8
TA_MAXNETGROUPS long rw-r--r-- 1<=num<8,192

256
TA_MAXMACHINES long rw-r--r-- 256 <= num < 8,191 50
TA_MAXQUEUES long rw-r--r-- 1<=num< 8,192 0
TA_MAXRFT long rw-r--r-- 0 <= num< 32,766 0
TA_MAXRTDATA long rw-r--r-- 0<=num< 32,761 TA_ MAXQUEUE
TA_MAXSPDATA long rw-r--r-- 1 <= num <= 2147483640 S*257*2 +

8224

0

50
TA_MAXTRANTIME long rwyr--r-- 1 <= num <= 2147483647 100
TA_MAXSERVERS long rw-r--r-- 1<=num< 8,192 16384
TA_MAXSERVICES long rw-r--r-- 1 <= num< 1,048,575
TA_MAXACLGROUPS long rw-r--r-- 1<=num< 16,384
TA_SHMQMAXMEM long rw-r--r-- 1 <= num <= 96,000 N/A
TA_CMTRET string rwyr--r-- “{COMPLETE | LOGGED} " “COMPLETE”
TA_LDBAL string  rwyr--r-- “{y N}~ vy
TA_NOTIFY string rwyr--r-- “{DIPIN|SIGNAL | THREAD “DIPIN”

| IGNORE} ~

TA_SYSTEM_ACCESS string  rwyr--r-- “{FASTPATH | PROTECTED}  “FASTPATH”

[, NO_OVERRIDE]”
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Table 55 TM_MIB(5): T_DOMAIN Class Definition Attribute Table (Continued)

Attribute Type  Permissions Values Default

TA_OPTIONS string  rwyr--r-- “{[LAN | SSL | MIGRATE “”
| ACCSTATS | NO_XA |
NO_AA | APPVER]
ECID_CREATE |
ECID_USERLOG |EECS |NO_
SPINTUNING |NO_RDONLY1
PC|NO_SHMQ] , *}~

TA_RMOPTIONS string  rw-r--r-- * {NONE |NO_XAAFFINITY| “~
NO_COMMONXID |
SINGLETON |NO_FAN, *}”

TA_USIGNAL string  rw-r--r-- “{SIGUSR1 | SIGUSR2}” “SIGUSR2”

TA_SECURITY string rw-r--r-- “{NONE | APP_PW | “NONE”
USER_AUTH | ACL |
MANDATORY_ACL}”

TA_PASSWORD string -wx------ stringl0..30] N/A
TA_AUTHSVC string  rwxr--r-- string]0..127] wr
TA_SSL_RENEGOTIATION  long ITWXL--T—- 0 <= num <= 2147483647 0
TA_SCANUNIT long TWXT-XT—— 0 <= num<=60 102
TA_SCANUNIT_MSEC long TWXL—XT—- 0 <= num <= 30000 N/A
milliseconds
TA_BBLQUERY long WXL -XT—— 0 <= num <32,768 3003
TA_BLOCKTIME long rWXY-XTr-- 0 <= num< 32,768 603
TA_DBBLWAIT long TWXY-Xr-- 0<=num< 32,768 203
TA_SANITYSCAN long rwxr-xr--  0<=num< 32,768 1203
TA_DBBLFAILOVER short rw-r--r-- 0<=num< 32,768 0
TA_SGRPFAILOVER short  rw-r--r-- 0 <= num < 32,768 0
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Attribute Type  Permissions Values Default
TA_CURDRT long r--r--r—-- 0 <=num< 32,768 N/A
TA_CURGROUPS long r--r--r-- 0<=num< 32,768 N/A
TA_CURMACHINES long r--r--r—-- 0 <=num< 32,768 N/A
TA_CURQUEUES long r--r--r-- 0<=num< 32,768 N/A
TA_CURRFT long r--r--r—-- 0 <=num< 32,768 N/A
TA_CURRTDATA long r--r--r-- 0<=num< 32,768 N/A
TA_CURSERVERS long r--r--r—-- 0 <=num< 32,768 N/A
TA_CURSERVICES long r--r--r-- 0<=num< 32,768 N/A
TA_CURSTYPE long r--r--r—-- 0 <=num< 32,768 N/A
TA_CURTYPE long r--r--r-- 0<=num< 32,768 N/A
TA_HWDRT long r--r--r-- 0<=num< 32,768 N/A
TA_HWGROUPS long r--r--r-- 0<=num< 32,768 N/A
TA_HWMACHINES long r--r--r—-- 0 <=num< 32,768 N/A
TA_HWQUEUES long r--r--r-- 0<=num< 32,768 N/A
TA_HWRFT long r--r--r-- 0<=num< 32,768 N/A
TA_HWRTDATA long r--r--r-- 0 <= num< 32,768 N/A
TA_HWSERVERS long r--r--r—-- 0 <=num< 32,768 N/A
TA_HWSERVICES long r--r--r-- 0<=num< 32,768 N/A
TA_SEC_PRINCIPAL_NAME dring rwxr--r--  string[0.511] A
TA_SEC_PRINCIPAL_LOCA s&tfing rwxr--r--  string[0..1023] A
TION

TA_SEC_PRINCIPAL_PASS dlring rwxr--r-- string[0..31] w
VAR

TA_SIGNATURE_AHEAD long TWXr—--r-- 1 <= num <= 2147483647 3600
TA_SIGNATURE_BEHIND long rWXr--r-- 1 <= num <= 2147483647 604800
TA_SIGNATURE_REQUIRED Siring rwxr--r-- “{y |}~ N
TA_ENCRYPTION_REQUIRE siring rwxr--r-- v |n}~ “N”

D
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Table 55 TM_MIB(5): T_DOMAIN Class Definition Attribute Table (Continued)

Attribute Type  Permissions Values Default

TA_REQUEST VERSION string  rwxr-xr-- V¥ 0<= num<=65535, N/A
“DEFAULT”

TA_VERSION_RANGE string  rwxr-xr-- Numericl-Numeric2, N/A
“DEFAULT”

TA_VERSION_POLICY string  rwxr-xr-- PROPAGATE | DEFAULT N/A

TA_BYPASSDOM_ID string  rw-r--r-- string[l.. 15] N/A

TA_BYPASSDOM_SEQ_NUM  long IwW-r--r-- 0<= num <=2047 0

TA_BYPASSDOM_SHARED D siring rw-r--r-- string[1..192] N/A

IR

TA_MAXDOMAINS long IwW-r--r-- 2<= num <=2048 32

(r)—required field for object creation (SET TA_STATE NEW)

1y1p and GID as known to the UNIX system

2 num must be amultiple of 2 or 5

8 Specify num so that num times TA_SCANUNTIT is approximately "Defalt"
Attribute Semantics

TA_AUTOTRAN: "{Y | N}

Specifieswhether or not atransaction should automatically be started if arequest message

isreceived that is not already in transaction mode. The default isn.

Limitation: Run-time modifications to this attribute do not affect transactions started

before the update takes place.

TA_TRANTIME: 0 <= num <= 2147483647

Specifies the default timeout value in seconds for a transaction automatically started for
the associated service. The value must be greater than or equal to 0 and less than
2147483648. Thedefaultis3o seconds. A value of 0 impliesthe maximum timeout value

for the machine.

Limitation: Run-time modifications to this attribute do not affect transactions started

before the update takes place.
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TA_IPCKEY. 32,769 <= num < 262,144
Numeric key for the well-known addressin an Oracle Tuxedo system bulletin board. Ina
single processor environment, thiskey “names’ the bulletin board. In amultiple processor
or LAN environment, this key names the message queue of the DBBL. In addition, this
key is used as a basis for deriving the names of resources other than the well-known
address, such as the names for bulletin boards throughout the application.

TA_MASTER: “LMIDI[, LMID2]"
Master (zurp1) and backup (z.m1D2) logical machine identifiers. The master identifier
(zMzD1) must correspond to the local machine for INactive applications. sam mode
applications (see Ta_MoDEL below) may set only the master logical machine identifier.
Modificationsto this attribute value in an acTive Mp application (see Ta_MODEL below)
have the following semantics:
Assuming current active master LMID a, current backup master LMID B, and secondary
LMIDsc, b, . . .,thefollowing scenarios define the semantics of permitted changes
to the Ta_MASTER attribute in arunning Mp mode application.

A,B -> B,A - Master migration from A to B.

A,B -> A,C - Change backup master LMID designation to C.

Note that master migration may be either orderly or partitioned. Orderly migration takes
placewhen the master machineisacTive and reachable. Otherwise, partitioned migration
takes place. All newly established or reestablished network connections will verify that
thetwo sites connecting share acommon view of where the master machineis. Otherwise,
the connection will be refused and an appropriate |og message generated. The master and
backup machinesin an active application must always have an Oracle Tuxedo release
number greater than or equal to al other machines active in the application. The master
and backup machines must be of the same release. Modifications to the Ta_MaSTER
attribute must preserve this relationship.

TA_MODEL; “{SHM | MP}~
Configuration type. sum specifies a single machine configuration; only one T_MACHINE
object may be specified. mp specifies amulti-machine or network configuration; mp must
be specified if a networked application is being defined.

TA_STATE:

GET: “{ACTive | INActive}”
A cET operation will retrieve configuration and run-time information for the
T_DOMAIN object. The following states indicate the meaning of aTa_sTATE
returned in response to aGeT request.
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ACTive T_DOMATIN object defined and the master machineis active.

INActive T_DOMAIN object defined and application isinactive.

SET: “{NEW | INValid | ACTive | INActive | FINactive}”
A sET operation will update configuration and run-time information for the
T_DOMAIN object. The following states indicate the meaning of aTa_sTATE setin
a sET request. States not listed may not be set.

NEW Create T_DOMAIN object for application. State change allowed only when in the
INValid state. Successful return leaves the object in the INActive state. Note that
this state change will also create aNEW T_MACHINE object with TA_1MID inferred
from TA_MASTER, TA_PMID based on the local system name, and TA_TUXCONFIG
and TA_TUXDIR determined from the environment variables TUXCONFIG and
TUXDIR respectively. Other configurableattributes of the T_MACHINE classmay be set
at thistime by including valuesin the T_DOMAIN NEW request. If avaue for
TA_APPDIR isnot specified, it will default to the current directory.

unset Modify T_DOMAIN object. Allowed only wheninthe ACTive or INActive date.
Successful return leaves the object state unchanged.

INValid Delete T_DOMAIN object for application. State change allowed only when in the
INActive state. Successful return leavesthe object in the INvalid state.

ACTive Activate administrative processes (DBBL, BBL, etc.) on the master machine. For the
purpose of determining permissions for this state transition, the active object
permissions are considered (that is, --x--x--x). State change alowed only when in the
INActive state. Successful return leavesthe object in the INActive state.

INActive Deactivate administrative processes (DBBL, BBL, etc.) on the master machine. State
change allowed only when in the ACTive state. Successful return leaves the object in
the INActive sState.

FINactive  Forcibly deactivate administrative processes(DBBL, BBL, etc.) onthe master machine.
Attached clients will be ignored for the purpose of determining if shutdown should be
alowed. State change allowed only wheninthe AcTive state. Successful return leaves
the object in the INActive state.

TA_DOMAINID: string[0..30]
Domain identification string.
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TA_PREFERENCES:. string[0..1023]
Application defined field. Thisfield is used by the Oracle Tuxedo system /Admin GUI
product to store and save GUI display preferences.

TA_UID: 0 <= num
Default attribute setting for newly configured objectsin theT_macHINE class. Limitation:
Changes to this attribute do not affect active or already configured T_mMaCHINE obje