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About This Guide

The Interactive Session Recorder (ISR) Remote Archival Web Services (RAWS) Reference
Guide provides information including:

*  What is the Remote Archival Web Service

*  The Web Service Control methods, their request parameters, return results, and return code
*  WSDL definitions

*  DataType Definitions

e Sample getAdministrativeData Response

*  Sample siprecDataSets Response

«  Importing the Remote Archival Webservice’s certificate into the client keystore

f Note:

This document covers the Server-side Web Service functions only and is in no way
intended to represent a complete solution. This guide documents the SOAP
functions that are available on the ISR for users looking to integrate the Remote
Archival Web Service to retrieve recordings from the ISR.

Use this document in conjunction with the following documents:
e Interactive Session Recorder Administrator’s Guide
—  User and Server Configuration
—  Running the Client
e Interactive Session Recorder Release Notes
—  SSL Configuration
e Interactive Session Recorder Maintenance Release Guide

—  Multiple Client Support

Related Documentation

The following table describes the documentation set for this release.

Document Name Document Description

ISR Release Notes Contains information about new ISR features, fixes, and known issues.

ISR Installation Guide Provides an overview of the ISR, hardware/software requirements and
recommendations, storage considerations, pre-installation information,
installation procedures, post-install verification procedures, making the first
call, and additional advanced topics about the ISR.
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About This Guide

Document Name

Document Description

ISR User Guide

ISR Administrator
Guide

ISR API Reference
Guide

ISR Monitoring Guide

ISR Remote Archival
Web Services
Reference Guide

ISR Security Guide

Contains information about using the ISR Dashboard for all levels of users.
Provides information about viewing, playing, deleting recordings, running
reports, and managing user profiles.

Contains information about using the ISR Dashboard for the Administrator
level user (Super User, Account Administrator, Tenant Administrator). Provides
information about creating and managing accounts, routes, and users. Also
provides information about configuring the ISR, running reports, viewing active
calls, and securing the ISR deployment.

Contains information about ISR FACE, Voice XML Commands, legacy
application programming interfaces (APIs), Recording File Types/Formats
Supported, Return Codes, sendIPCRCommand.jsp Subdialog, Advanced
Options, and Troubleshooting.

Contains information about installing and configuring the ISR Monitor, the
Monitor database schema, and the Monitor MIB.

Contains information about the Remote Archival Web Service, its methods,
WSDL definitions, DataType definitions, sample responses, and importing its
certificates into the client keystore.

Contains information about security considerations and best practices from a
network and application security perspective for the ISR product.

Revision History

Date Description
August 2016 *  Initial release of ISR 5.2 software.
January 2018 *  Updates the Remote Archival Web Service

Control Methods' return codes for accuracy.

4



About the Remote Archival Web Service

ISR Remote Archival (RA) allows customers to pull their recordings, in bulk, to a premise

location. The RA Client (not provided) connects to the Remote Archival Web Service (RAWS)

and retrieves all recordings for a single account configured on the host platform.

Remote Archiver Web Service Control Methods

The following are the supported Web Service control methods:

«  getNewAdministrativeData—Retrieves account and route configuration information

o getList—Retrieves a list of the recordings that have not yet been moved to the remote site

«  getFile—Retrieves the file and metadata for the requested recording
»  statusUpdate—Updates the server with the status of a retrieval

o getSessionStats—Returns the call statistics configuration used by the ISR Dashboard
reports, allowing the client application to offer historical reporting.
Note: All RAWS control methods require authorization using the email address and

password of the RA User of the account associated with the IP of the originating request.

To use the RAWS efficiently, attempt the file retrieval process in the following order:
*  Retrieve the list of recordings with getList
*  For each item in the returned list, getFile is called to retrieve the file

*  Upon completion (or failure) of the file retrieval, statusUpdate is called to update the

ISR’s data so that successfully retrieved recordings (as well as those that have failed the

‘Max Allowed Attempts’) no longer appear in the getList response.

getNewAdministrativeData

ORACLE

To facilitate account and user segregation, the Client application may require the account and
route hierarchy used to generate recordings. The getNewAdministrativeData method returns

the account configuration for each account associated with the IP address of the originating

request, as well as all route configurations and metadata parameters for those accounts.

Request Parameters

Name Type Description
lastRunTime xs:dateTime Date and Time of the last getNewAdministrative Data
Request

Note: If this value is null, all administrative data for
the account is returned. If this value is a valid date,
only administrative data that has changed since the

date is returned.

Return Results
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Chapter 1
Remote Archiver Web Service Control Methods

Name Type Description

returnCode xs:int Return code

returnString Xs:string Return message

currentRunTime xs:dateTime The time of the run for the data currently being
returned.

Note: This value should be used as the lastRunTime
value for the next run.

account[ ] Account Data Set *See Appendix B for contents
route[] Route Data Set *See Appendix B for contents
memberRoute[] Member Route Data Set  *See Appendix B for contents
metadataType[] Metadata Type Data Set  *See Appendix B for contents

Note: Arrays are omitted if empty and are detailed in Appendix B.

Return Codes

Return Code Return String

0

1 No provisioned accounts for IP address and user
3 Error retrieving accounts

4 Error retrieving routes

5 Error retrieving member routes

6 Error retrieving metadata types

getList

The RA Client calls the getList method. Upon receipt, the RA Server authorizes the user,
queries the CIS database for the account(s) associated with the user and originating IP address,
and returns a list of completed recordings that have not been marked as already received by the
RA Client.

The getList request requires no arguments.
Request Parameters
None

Return Results

Name Type Description

cdrld xs:long Unique CDR ID
recordingld xs:long Unique Recording ID
fileName Xs:string Recording File Name

Return Codes

Return Code Return String
0

-1 No provisioned accounts for [P address

ORACLE 1-2



getFile
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Chapter 1
Remote Archiver Web Service Control Methods

Return Code Return String
-1 GetList: error querying record details %SQL_Exception%
-1 GetList Exception: %Exception%

For each recording returned in response to a getList request, the RA Client initiates a getFile
request to retrieve the recording metadata and file.

Request Parameters

Name Type Description
recordingld xs:long Unique Recording ID
fileName Xs:string Recording File Name

Return Results

Name Type Description

cdrld xs:long Unique CDR ID

downloadable xs:boolean File downloadable

fileNotFound xs:boolean File Not Found on last playback

splitFile xs:boolean Recording made in two separate files (one for each
channel)

recordingld xs:long Unique Recording ID

fileName xs:string Recording File Name

ani Xs:string Calling Party Number

dnis Xs:string Called Party Number

accountld xs:int Account ID for Recording

duration xs:long Recording duration; ms

timestamp xs:dateTime Date/Time recording started

vmgld xs:int ID of RSS server that completed recording

agentld Xs:string Value added to Agent ID field by Dashboard user/third
party application

custom1 Xs:string Value added to Custom 1 field by Dashboard user/third
party application

custom2 Xs:string Value added to Custom 2 field by Dashboard user/third
party application

custom3 Xs:string Value added to Custom 3 field by Dashboard user/third
party application

custom4 Xs:string Value added to Custom 4 field by Dashboard user/third
party application

fileStatus xs:int Recording File Status

directory Xs:string Directory of the Recording File

archivalFailCount xs:int Count of failed Archival attempts

agentTerminal Xs:string Value added to Agent Terminal field by Dashboard
user/third-party application

sensitive xs:int Sensitive

lastPauseTime xs:dateTime Date/Time of last unresumed pause
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Remote Archiver Web Service Control Methods

Name Type Description

pauseLength xs:int Total length (ms) of pauses, without silence padding
during recording

deleteFlag xs:boolean Delete flag

previousFileName  xs:string Previous Recording File Name, used if file name
change is pending

archiverAction xs:int Archiver action

conversionStatus xs:int Conversion status

isrUcid Xs:string ISR UCID

ingressCallld Xs:string Ingress Call ID

egressCallld Xs:string Egress Call ID

dtmfEntryf[] DTMF Entry Data Sets ~ *See Appendis B for details

archived xs:int Archival Status

routeld xs:long Original Route ID

archiverMode Xs:string Primary/Secondary Archiver

archivalRemarks Xs:string Archival Remarks

siprecDatal] SIPREC Metadata Data  *See Appendix B for details

Sets

return xs:base64Binary Recording File

returnCode xs:int Recording File Stream Return Code

returnString Xs:string Recoording File Stream Return String

Return Codes

Return Code Return String

0 <null>

0 ACK

-1 File Not Found

-1 Unable to retrieve recording detail

1 No provisioned accounts for IP address and user

3 Recording file requested is not of any user provisioned accounts
4 File locked by another client

statusUpdate

ORACLE

Once the RA Client successfully receives the recording file and metadata for each getFile
command, it initiates a statusUpdate to alert the RA Server that it has successfully received the
information. This triggers the RA server to update the database, marking the record as already
sent, and delete the recording and data from the hosted instance, if enabled.

Request Parameters

Name Type Description

cdrld xs:long Unique CDR ID

recordingld xs:long Unique Recording ID

status xs:int Status Code; 0 = successful receipt, -1 = receipt failed
reason Xs:string Status Comment
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Chapter 1
Remote Archiver Web Service Control Methods

Return Results

Name Type Description
returnCode xs:int Return code
returnString Xs:string Return message

Return Codes

Return Code Return String

0 ACK

-1 No provisioned accounts for IP address and user
-1 Unable to retrieve recording detail

-1 Invalid Parameters

Could not delete file from server

4 File locked by another client

getSessionStats

The ISR maintains session statistics to be used for ISR Dashboard reports, which can also be
useful for RA Client applications to provide similar reports. The getSessionStats method
retrieves the call statistics for the accounts associated with the user and IP address of the
originating request.

Request Parameters

Name Type Description

date xs:dateTime Date for which statistics are requested. If null, all
statistics are returned.

Return Results

Name Type Description

returnCode xs:int Return code

returnString Xs:string Return message

sessionStats|[] Session Stats * See Appendix B for contents
Data Set

Return Codes

Return Code Return String

0 <null>

1 No provisioned accounts for IP address
3 Error retrieving session statistics
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WSDL Definitions
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This appendix provides the WSDL definitions used by the RAWS.

<?xm version="1.0" encodi ng="UTF-8"?>
<definitions
t ar get Nanespace="htt p: // ww. acnepacket . con! NNl SR/ Renot eAr chi ver W&"
xm ns="http://schenas. xm soap. or g/ wsdl /"
xm ns:tnsl="http:// ww. acmepacket.con’ NNl SR/ Renot eAr chi ver Ws"
xm ns: soapenc="http://schenas. xm soap. or g/ soap/ encodi ng/ "
xm ns:inmpl ="http://ww. acmepacket. con’ NNl SR/ Renot eAr chi ver Ws"
xm ns: apachesoap="http://xnl . apache. or g/ xm - soap"
xm ns: wsdl ="http://schemas. xn soap. or g/ wsdl /"
xm ns: xsd="htt p: // wwv. w3. or g/ 2001/ XM_Schena"
xm ns: xs="http:// ww:. w3. or g/ 2001/ XM.Schema"
xm ns: wsdl soap="http://schemas. xn soap. or g/ wsdl / soap/ "
xm ns:intf="http://ww:. acmepacket.con’ NNl SR/ Renot eAr chi ver W&"
xm ns: soapl2="http://schemas. xn soap. or g/ wsdl / soapl2/"
>
<types>
<schema target Nanespace="http:// wmv. acmepacket . com NNI SR/
Renot eAr chi ver W' xm ns="http://ww. w3. or g/ 2001/ XM.Schema"
xm ns: nsO0="htt p: // ww. acmepacket . com NNI SR/ Renot eAr chi ver Ws"
xm ns: ns1="http://ww. acmepacket . com NNl SR/ Renot eAr chi ver W'
xm ns: ns2="htt p:// ww. acmepacket . com NNI SR/ Renot eAr chi ver W5"
xm ns: ns3="http://ww. acmepacket . com NNI SR/ Renot eAr chi ver WS"
xm ns: ns4="http://ww. acmepacket . com NNI SR/ Renot eAr chi ver Ws"
xm ns: ns5="htt p: // ww. acmepacket . com NNI SR/ Renot eAr chi ver WS"
xm ns: ns6="htt p://ww. acmepacket . com NNI SR/ Renot eAr chi ver W5"
xm ns: ns7="http://ww. acmepacket . coml NNI SR/ Renot eAr chi ver Ws"
xm ns: ns8="htt p://ww. acmepacket . com NNI SR/ Renot eAr chi ver WS"
xm ns: ns9="htt p: // www. acnepacket . coml NNI SR/ Renot eAr chi ver W5" >
<i nport namespace="http://schemas. xnl soap. or g/ soap/ encodi ng/"/>
<conpl exType name="account">
<xs: sequence>
<xs: el ement nanme="action" type="xs:int"/>
<xs: el ement name="account|d" type="xs:int"/>
<xs: el ement name="account Name" type="xs:string"/>
<xs: el ement nanme="account Description" type="xs:string"/>
<xs: el ement name="account M sc" type="xs:string"/>
<xs: el ement nanme="percent ToRecord" type="xs:int"/>
<xs: el ement nane="recordi ngEnabl ed" type="xs:int"/>
<xs: el ement nanme="cal | Met aDat aSrc" type="xs:int"/>
<xs: el ement nanme="announceEnabl ed" type="xs: bool ean"/>
<xs: el ement nane="def aul t AnnounceAudi oFi | e" nillable="true"
type="xs:string"/>
<xs: el ement nane="def aul t AnnounceAudi oText" nillabl e="true"
type="xs:string"/>
<xs: el ement nanme="defaul t Opt Qut Vxm Fil e" nillabl e="true"
type="xs:string"/>
<xs: el ement nane="opt Qut Enabl ed" type="xs: bool ean"/>
<xs: el ement name="recorderState" type="xs:int"/>
<xs: el ement nanme="def aul t Recor di ngType" type="xs:int"/>
<xs: el ement nanme="cust onDat aLabel sSource" type="xs:int"/>
<xs: el ement nanme="agent | dEdi t abl eFl ag" type="xs: bool ean"/>
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<XS:
<XS:
<XS:
<XS:

type="xs:string"/>

<XS:
<XS:

type="xs: bool ean"/ >

<XS:

type="xs:string"/>

<XS:
<XS:

type="xs: bool ean"/ >

<XS:

type="xs:string"/>

<XS:
<XS:

type="xs: bool ean"/ >

<XS:

type="xs:string"/>

<XS:
<XS:

type="xs: bool ean"/ >

<XS:

type="xs:string"/>

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

type="xs:string"/>

<XS:
<XS:
<XS:
<XS:
<XS:

type="xs: bool ean"/ >
<XS

el enent
el enent
el enent
el enent

el enent
el enent

el enent

el enent
el enent

el enent

el enent
el enent

el enent

el enent
el enent

el enent

el enent
el enent
el enent
el enent
el enent
el enent

el enent
el enent
el enent
el enent
el enent

el ement

</ xs: sequence>

</ conpl exTy

pe>

Appendix A

nane="rat i ngkdi t abl eFl ag" type="xs: bool ean"/>
name="conpl et edEdi t abl eFl ag" type="xs: bool ean"/>
name="not esEdi t abl eFl ag" type="xs: bool ean"/ >
name="cust onDat alName" nillabl e="true"

name="cust onDat alFri endl yName" type="xs:string"/>
name="cust onDat alEdi t abl eFl ag"

nane="cust onDat a2Nane" ni |l abl e="true"

name="cust onDat a2Fri endl yName" type="xs:string"/>
name="cust onDat a2Edi t abl eFl ag"

nane="cust onDat a3Nane" ni |l able="true"

name="cust onDat a3Fri endl yName" type="xs:string"/>
name="cust onDat a3Edi t abl eFl ag"

name="cust onDat a4Name" ni |l abl e="true"

name="cust onDat a4Fri endl yName" type="xs:string"/>
name="cust onDat a4Edi t abl eFl ag"

name="appl i cation" nillabl e="true"

name="pl ayBeepBef or eRecord" type="xs: bool ean"/>
name="t erm nateOnDt nf" type="xs: bool ean"/>
name="t er m nat eOnEos" type="xs:int"/>

name="r ecur ri ngBeepEnabl ed" type="xs: bool ean"/>
name="recurringBeeplnterval " type="xs:int"/>
name="recurringBeepFile" nillable="true"

name="recor dSaveDt nf" type="xs:string"/>
name="maxi mumNunber Of Port s" type="xs:int"/>
name="nunber O Bur st Ports" type="xs:int"/>
name="acctPortLimt" type="xs:int"/>
name="showAppl i anceTabl nRout eVi ew'

name="storeDt nf Setting" type="xs:int"/>

<conpl exType name="route">

<Xs: seq

<XS:
<XS:
<XS:
<XS:

type="xs:string"/>

<XS:
<XS:
<XS:

type="xs:int"/>

<XS:

type="xs:int"/>

<XS:

type="xs:int"/>

<XS:

type="xs:string"/>
<XS

uence>

el enent
el enent
el enent
el enent

el enent
el enent
el enent
el enent
el enent

el enent

el ement

name="action" type="xs:int"/>

name="routel d" type="xs:int"/>

m nQccurs="0" name="routeType" type="xs:int"/>
m nCccurs="0" name="rout ePattern"

m nCccurs="0" name="|abel " type="xs:string"/>
m nCccurs="0" name="account|d" type="xs:int"/>
m nCccurs="0" name="per cent ToRecor d"

m nQccur s="0" name="r ecor di ngEnabl ed"
m nCccur s="0" name="def aul t Recor di ngType"
m nQccur s="0" name="virtual Rout ePattern"

m nCccurs="0" nane="announceAudi oFi | e"

nillable="true" type="xs:string"/>
<xs: el ement m nQccurs="0" name="announceAudi oText"
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nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
type="xs:int"/>
el enent m nCccurs="0"
el enent m nCccurs="0"

<XS:

<XS:
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"

Appendix A

name="opt Qut Vxm Fi | e"
name="opt Qut Enabl ed"
nanme="announceEnabl ed"
nanme="cust onDat alNang"
name="cust onDat alFri endl yNange"
name="cust onDat alEdi t abl eFl ag"
nanme="cust onDat a2Name"
name="cust onDat a2Fri endl yNange"
name="cust onDat a2Edi t abl eFl ag"
nanme="cust onDat a3Name"
name="cust onDat a3Fri endl yNange"
name="cust onDat a3Edi t abl eFl ag"
nanme="cust onDat a4Nang"
name="cust onDat a4Fri endl yNange"
name="cust onDat a4Edi t abl eFl ag"
name="appl i cation" nillable="true"
name="pl ayBeepBef or eRecor d"
nanme="t er m nat eOnDt nf "
nanme="t er m nat eOnEos"

name="priority" type="xs:float"/>
name="maxi munNunber O Port s"

name="m ni munst or ageDays"
name="nunber O Bur st Port s"
name="st or ageG acePeri od"
name="r ecur ri ngBeepEnabl ed"
name="r ecurri ngBeepl nterval "
name="r ecurringBeepFil e"
name="recor dSaveDt nf "
name="cal | Met aDat aSr c"
name="agent | dEdi t abl eFl ag"

name="r at i ngEdi t abl eFl ag"

>
(O8]
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type="xs: bool ean"/ >
<xs: el ement nminCccurs="0" name="conpl et edEdi t abl eFl ag"
type="xs: bool ean"/ >
<xs: el ement minCccurs="0" nane="not esEdi t abl eFl ag"
type="xs: bool ean"/ >
<xs: el ement nane="storeDtnfSetting" type="xs:int"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="nenber Rout e" >
<xs: sequence>
<xs: el ement nane="action" type="xs:int"/>
<xs: el ement nane="rout eG oupMenber | d" type="xs:int"/>
<xs: el ement minCccurs="0" nane="rout eG oupMast erld"
type="xs:int"/>
<xs: el ement nminCccurs="0" nanme="routePattern”
type="xs:string"/>
<xs: el ement minCccurs="0" nane="virtual RoutePattern"
type="xs:string"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="net adat aType" >
<xs: sequence>
<xs: el ement nane="action" type="xs:int"/>
<xs: el ement nane="net adat aTypel d" type="xs:int"/>
<xs: el ement minCccurs="0" nane="nane" type="xs:string"/>
<xs: el ement minCccurs="0" nane="sessi onCorrel ati onNunber"
nillable="true" type="xs:int"/>
<xs: el ement minCccurs="0" nane="nodeType" nillable="true"
type="xs:string"/>
<xs: el ement nminCccurs="0" name="srcTypeld" type="xs:int"/>
<xs: el ement nminCccurs="0" nanme="searchabl e" nillable="true"
type="xs: bool ean"/ >
<xs: el ement minCccurs="0" nane="isDi splayed" nillable="true"
type="xs: bool ean"/ >
</ xs: sequence>
</ conpl exType>
<conpl exType name="get NewAdmi ni strati veDat aReqbj ect ">
<xs: sequence>
<xs: el ement minCccurs="0" nane="|ast RunTi me" nillabl e="true"
type="xs: dat eTi ne"/ >
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="get NewAdmi ni strati veDat aRespObj ect ">
<xs: sequence>
<xs: el ement nane="returnCode" type="xs:int"/>
<xs: el ement nane="returnString" nillable="true"
type="xs:string"/>
<xs: el ement minCccurs="0" nane="current RunTi ne’
type="xs: dat eTi ne"/ >
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
nane="accounts" type="tnsl:account"/>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
nane="routes" type="tnsl:route"/>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="nenber Rout es" type="t nsl: nenber Route"/>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="net adat aTypes" type="tnsl: metadataType"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="sessi onStats">
<xs: sequence>
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type="xs:

type="xs:

type="xs:

type="xs:

type="xs:

type="xs:

type="xs:
type="xs:
type="xs:

type="xs:
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<xs: el ement nane="routeld" type="xs:int"/>
<xs: el ement nane="sessi onDate" type="xs:dateTine"/>
<xs: el ement nane="t ot al Nunber Of Sessi ons" type="xs:int"/>
<xs: el ement nane="peakNunber Of Sessi ons" type="xs:int"/>
<xs: el ement nane="nunber O Sessi onsRej ect ed" type="xs:int"/>
<xs: el ement nane="nunber O Bur st Sessi ons" type="xs:int"/>
<xs: el ement nane="recordi ngLengt hMs" type="xs:|ong"/>
<xs: el ement nane="nunber O Sessi onsRecor ded" type="xs:int"/>
<xs: el ement nane="syst enCapacit yReached" type="xs:int"/>
<xs: el ement nane="rout eCapaci t yReached" type="xs:int"/>
<xs: el ement nane="account Capaci t yReached" type="xs:int"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="get Sessi onSt at sReqChj ect ">
<xs: sequence>
<xs: el ement nane="date" nillable="true" type="xs:dateTinme"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="get Sessi onSt at sResphj ect " >
<xs: sequence>
<xs: el ement nane="returnCode" type="xs:int"/>
<xs: el ement nane="returnString" nillable="true"

string"/>

string"/>

<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="sessi onSt at sArray" nillabl e="true"
type="tnsl: sessionStats"/>
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="reqbj ect" >
<xs: sequence>
<xs: el ement nane="recordi ngld" type="xs:long"/>
<xs: el ement nane="fileNane" nillable="true"

</ xs: sequence>
</ conpl exType>
<conpl exType name="respChj ect ">

<xs: sequence>

<xs: el ement minCccurs="0" nane="cdrld" type="xs:long"/>

<xs: el ement nane="recordi ngld" type="xs:long"/>

<xs: el ement nane="fil eNane" type="xs:string"/>

<xs: el ement nminCccurs="0" nane="fileStatus" type="xs:int"/>

<xs: el ement minCccurs="0" nane="ani" nillabl e="true"
string"/>

<xs: el ement minCccurs="0" nane="dnis" nillable="true"
string"/>

<xs: el ement nminCccurs="0" name="account!|d" type="xs:int"/>

<xs: el ement nminCccurs="0" name="duration" type="xs:long"/>

<xs: el ement minCccurs="0" nane="ti nestanp"
dat eTi ne"/ >

<xs: el ement minCccurs="0" nane="directory" nillable="true"
string"/>

<xs: el ement minCccurs="0" nane="vngld" type="xs:int"/>

<xs: el ement minCccurs="0" nane="customl" nillabl e="true"
string"/>

<xs: el ement minCccurs="0" nane="custonm2" nillabl e="true"
string"/>

<xs: el ement minCccurs="0" nane="custonB" nillabl e="true"
string"/>

<xs: el ement minCccurs="0" nane="custom" nillabl e="true"
string"/>

<xs: el ement minCccurs="0" nane="archived" type="xs:int"/>
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<xs: el ement m nQccurs="0"

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"

<xs: el ement m nQccurs="0"
nillable="true" type="xs:dateTine"/>

<xs: el ement m nQccurs="0"

<xs: el ement m nQccurs="0"
type="xs: bool ean"/ >

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:int"/>

<xs: el ement m nQccurs="0"
type="xs:string"/>

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement m nQccurs="0"
nillable="true" type="xs:string"/>

<xs: el ement maxQccur s="unbounded"”
name="si precDat aSet s" type="tnsl:siprecbData"/>
<xs: el ement maxQccur s="unbounded"

name="dtnfEntries" type="tnsl:dtnfEntry"/>

<XS:

<XS:
type="xs:string"/>

<xs: el ement ni nCccurs="0"
type="xs: bool ean"/ >

<xs: el ement ni nCccurs="0"
type="xs: bool ean"/ >

<xs: el ement ni nCccurs="0"
type="xs: bool ean"/ >

<xs: el ement nmaxCccurs="2"
nillable="true" type="xs:base64Bi nary"/>

</ xs: sequence>

</ conpl exType>
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name="routel d' type="xs:long"/>
name="ar chi val Remar ks"

name="ar chi val Fai | Count "
name="agent 1 d" nillable="true"
name="agent Termi nal '

name="ar chi ver Mode"

name="sensi tive" type="xs:int"/>
name="| ast PauseTi ne"

name="pauselLength" type="xs:int"/>
name="del et eFl ag"

name="previ ousFi | eNane"
name="ar chi ver Acti on"
name="conver si onSt at us"
name="isrUci d" nillable="true"
name="ingressCal I I d"
name="egressCal | I d"

m nCccurs="0"

m nCccur s="0"

el ement nane="returnCode" type="xs:int"/>
el enent name="returnString" nillable="true"

nane="downl oadabl e"
nane="fil eNot Found"
name="splitFile"

m nQccurs="0" nane="return"

<conpl exType nane="net adat aCorrel ati onSet">

<Xs: sequence>
<xs: el ement

name="ncsl d" type="xs:long"/>

<xs: el ement
<xs: el ement
<xs: el ement
<xs: el ement
</ xs: sequence>
</ conpl exType>
<conpl exType nane="ext ensi onDat a" >
<Xs: sequence>

nanme="net adat aTypel d1" type="xs:int"/>
name="net adat aVal uel" type="xs:string"/>
nanme="net adat aTypel d2" type="xs:int"/>
name="net adat aVal ue2" type="xs:string"/>

<xs: el ement nane="extensi onDatal d" type="xs:|ong"/>
<xs: el ement nane="nodel d" type="xs:|ong"/>

<xs: el ement nane="net adat aTypel d" type="xs:int"/>
<xs: el ement ninCccurs="0" name="val ue" nillabl e="true"
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type="xs:string"/>
<xs: el ement nminCccurs="0" nanme="i ndexedVal ue"
nillable="true" type="xs:string"/>
<xs: el ement minCccurs="0" nane="nts" nillabl e="true"
type="i npl : net adat aCorrel ati onSet"/ >
</ xs: sequence>
</ conpl exType>
<conpl exType name="si precParticipant">
<xs: sequence>
<xs: el ement nane="participantld" type="xsd:long"/>
<xs: el ement nane="siprecParticipant!d" nillable="true"
type="xsd:string"/>
<xs:el ement nanme="participantAor" nillable="true"
type="xsd:string"/>
<xs: el ement nane="partici pant Nane" nillabl e="true"
type="xsd:string"/>
<xs:el ement nane="participantStart" nillable="true"
type="xsd: dateTi me"/>
<xs: el ement nane="participantEnd" nillable="true"
type="xsd: dateTi me"/>
<xs: el ement maxCccur s="unbounded" mi nCccurs="0"
name="partici pant Ext ensi onDat a"
type="inpl: ext ensi onData"/ >
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="si precSessi on">
<xs: sequence>
<xs: el ement nane="sessionld" type="xsd:long"/>
<xs: el ement nane="si precSessionld" nillable="true"
type="xsd:string"/>
<xs: el ement nane="sessionStart" nillable="true"
type="xsd: dateTi me"/>
<xs: el ement nane="sessi onEnd" nillabl e="true"
type="xsd: dateTi me"/>
<xs: el ement maxCccur s="unbounded" mi nCccurs="0"
name="sessi onExt ensi onDat a" type="i npl : extensi onData"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="si precStreant >
<xs: sequence>
<xs: el ement nane="stream d" type="xsd:|ong"/>
<xs: el ement nane="siprecStream d" nillabl e="true"
type="xsd:string"/>
<xs: el ement nane="streanlabel " nillabl e="true"
type="xsd:string"/>
<xs: el ement nane="streamvbde" nillabl e="true"
type="xsd:string"/>
<xs:el ement nane="participantld" nillable="true"
type="xsd:long"/>
<xs: el ement nane="streantStart" nillable="true"
type="xsd: dateTi me"/>
<xs: el ement nane="streanEnd" nillabl e="true"
type="xsd: dateTi me"/>
<xs: el ement maxCccur s="unbounded" mi nCccurs="0"
name="st r eanExt ensi onDat a" type="inpl: ext ensi onbData"/ >
</ xs: sequence>
</ conpl exType>
<conpl exType name="si precData">
<xs: sequence>
<xs: el ement maxCccur s="unbounded" mi nCccurs="0"
name="si precParticipants" nillable="true"
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type="inpl:siprecParticipant"/>
<xs: el ement nane="si precSession" nillable="true"
type="i npl : si precSessi on"/>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="si precStreans" nillable="true"
type="inpl:siprecStreant/>
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="dt nf Entry">
<xs: sequence>
<xs: el ement nminCccurs="0" name="nsf fset" type="xs:long"/>
<xs: el ement minCccurs="0" nane="origi nSource" type="xs:int"/>
<xs: el ement nminCccurs="0" name="dtnfDigit" type="xs:int"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="reqhj ect _Array">
<xs: sequence>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="gf Request" nillable="true" type="tnsl:reqChject"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="respChj ect _Array">
<xs: sequence>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="gf Response" nillable="true" type="tnsl:resphject"/>
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="get Li st ReqChj ">
<Xs: sequence/ >
</ conpl exType>
<conpl exType name="recordlten' >
<xs: sequence>
<xs: el ement nane="cdrld" type="xs:Iong"/>
<xs: el ement nane="recordi ngld" type="xs:long"/>
<xs: el ement nane="fileNane" nillable="true"
type="xs:string"/>
</ xs: sequence>
</ conpl exType>
<conpl exType name="recordltemarray">
<xs: sequence>
<xs: el ement maxQccur s="unbounded" ni nCccurs="0"
name="recordl temArray" nillable="true"
type="tnsl:recordltent/>
</ xs: sequence>
</ conpl exType>
<conpl exType nanme="get Li st Respj ">
<xs: sequence>
<xs: el ement nane="recordi ngList" nillable="true"
type="tnsl:recordltemarray"/>
<xs: el ement nane="returnCode" type="xs:int"/>
<xs: el ement nane="returnString" nillable="true"
type="xs:string"/>
</ xs: sequence>
</ conpl exType>
<conpl exType nane="st at usUpdat eReqQbj ">
<xs: sequence>
<xs: el ement nane="cdrld" type="xs:|ong"/>
<xs: el ement nane="recordi ngld" type="xs:long"/>
<xs: el ement nane="status" type="xs:int"/>
<xs: el ement nane="reason" nillable="true" type="xs:string"/>
</ xs: sequence>
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</ conpl exType>
<conpl exType nanme="st at usUpdat eRespChj ">
<xs: sequence>
<xs: el ement nane="returnCode" type="xs:int"/>
<xs: el ement nane="returnString" nillable="true"
type="xs:string"/>
</ xs: sequence>
</ conpl exType>
<xsd: el enent name="get NewAdni ni strativeData">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns0: get NewAdmi ni strati veDat aReqhj ect "/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="st at usUpdat " >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns1: st at usUpdat eReqhj "/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="getFile">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns2: reqoj ect _Array"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="get Sessi onStat s">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns3: get Sessi onSt at sReqChj ect "/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="get List">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns4: get Li st ReqChj "/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent nanme="get NewAdni ni strati veDat aResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns5: get NewAdni ni strati veDat aRespChj ect "/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="st at usUpdat eResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”
type="ns6: st at usUpdat eRespChj "/ >
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</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el ement nane="get Fi | eResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”

type="ns7:respChj ect _Array"/>

</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el ement name="get Sessi onSt at sResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”

type="ns8: get Sessi onSt at sResphj ect "/ >

</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el ement nane="get Li st Response" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement form="unqualified" name="paraneters"”

type:" nso9: get Li st ReSpCbJ ">

</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >

</ schenma>
</types>
<message nanme="get NewAdm ni strativeDat aRequest ">

<part nane="paraneters" type="tnsl:get NewAdni ni strativeDataReqbject"/>
</ nessage>
<message nanme="get NewAdm ni strativeDat aResponse">

<part nane="paraneters" type="tnsl:get NewAdm nistrativeDataRespChject"/>
</ nessage>
<message nanme="get Sessi onSt at sRequest ">

<part nane="paraneters" type="tnsl:get SessionStat sReqChject"/>
</ nessage>
<message nanme="get Sessi onSt at sResponse" >

<part nane="paraneters" type="tnsl:get Sessi onStatsRespQhject”/>
</ nessage>
<message name="get Fi | eRequest" >

<part nane="paraneters" type="tnsl:reqQbject_ Array"/>
</ nessage>
<message name="get Fi | eResponse">

<part nane="paraneters" type="tnsl:respChject_Array"/>
</ nessage>
<nessage name="get Li st Request">

<part nane="paraneters" type="tnsl:getListReqChj"/>
</ nessage>
<nessage name="get Li st Response" >

<part nane="paraneters" type="tnsl:getListRespthj"/>
</ nessage>
<nmessage nane="st at usUpdat eRequest " >

<part nane="paraneters" type="tnsl:statusUpdateReqj"/>
</ nessage>
<nessage name="st at usUpdat eResponse” >

<part nane="paraneters" type="tnsl:statusUpdateRespChj"/>
</ nessage>
<port Type name="Renot eAr chi ver WsPor t Type" >

<operation name="get NewAdmi ni strativeData">
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<i nput nane="get NewAdmi ni strati veDat aRequest"
message="t ns1l: get NewAdmi ni strati veDat aRequest "/ >
<out put nanme="get NewAdni ni strati veDat aResponse”
message="t ns1: get NewAdmi ni strati veDat aResponse" />
</ operation>
<operation name="get Sessi onStats">
<i nput name="get Sessi onSt at sRequest "
message="t nsl: get Sessi onSt at sRequest "/ >
<out put nane="get Sessi onSt at sResponse”
message="t nsl: get Sessi onSt at sResponse"/ >
</ operati on>
<operation name="getFile">
<i nput name="get Fi | eRequest" nessage="tnsl: getFil eRequest"/>
<out put name="get Fi | eResponse" nessage="tnsl: get Fi | eResponse"/>
</ operation>
<operation name="getList">
<i nput name="get Li st Request" nessage="tnsl: getLi st Request"/>
<out put name="get Li st Response" nessage="tns1l: getLi st Response"/>
</ operation>
<operation name="stat usUpdat e" >
<i nput name="st at usUpdat eRequest "
message="t nsl: st at usUpdat eRequest "/ >
<out put nane="st at usUpdat eResponse”
message="t nsl: st at usUpdat eResponse"/ >
</ operation>
</ port Type>
<bi ndi ng nane="Renot eAr chi ver WsSoapBi ndi ng"
type="t nsl: Renot eAr chi ver WsPor t Type" >
<wsdl soap: bi ndi ng style="rpc" transport="http://schemas. xn soap. or g/ soap/
http"/>
<operation name="get NewAdmni ni strativeData">
<wsdl soap: operati on soapAction=""/>
<i nput nane="get NewAdmi ni strati veDat aRequest ">
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W&'
encodi ngStyl e="http://schemas. xn soap. or g/ soap/ encodi ng/ "/ >
</input >
<out put nane="get NewAdni ni strati veDat aResponse" >
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W8'
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ operation>
<operation name="get Sessi onStats">
<wsdl soap: operati on soapAction=""/>
<i nput name="get Sessi onSt at sRequest " >
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W8'
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</input >
<out put name="get Sessi onSt at sResponse" >
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W6'
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ operation>
<operation name="getFile">
<wsdl soap: operati on soapAction=""/>
<i nput name="get Fi | eRequest ">
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W8'
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encodi ngStyl e="http://schemas. xn soap. or g/ soap/ encodi ng/
</input >
<out put nanme="get Fi | eResponse" >
<wsdl soap: body use="literal" nanespace="http://
wwwv. acrepacket . conf NNI SR/ Renot eAr chi ver W6'

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

</ out put >
</ operation>
<operation name="getList">
<wsdl soap: operati on soapAction=""/>
<i nput name="get Li st Request ">
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W6'

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

</input >
<out put nane="get Li st Response">
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W8'

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

</ out put >
</ operati on>
<operation name="stat usUpdat e" >
<wsdl soap: operati on soapAction=""/>
<i nput name="st at usUpdat eRequest " >
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W8'

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

</input >
<out put nane="st at usUpdat eResponse" >
<wsdl soap: body use="literal" nanespace="http://
wwv. acrepacket . conf NNI SR/ Renot eAr chi ver W6'

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

</ out put >
</ operation>
</ bi ndi ng>
<servi ce nane="Renot eAr chi ver W&" >
<port nane="Renot eAr chi ver WsSer vi ce"
bi ndi ng="t ns1: Renot eAr chi ver WsSoapBi ndi ng" >

||/>

/>

/>

/>

/>

/>

<wsdl soap: address | ocation="http://169.254. 1. 30: 8080/ Renot eAr chi ver/

servi ces/ Renot eAr chi ver W8/ "/ >
</ port>
</ service>
</definitions>



Data Type Definitions

This appendix provides the ISR RAWS DataType definitions.

Account Data Set

FieldName FieldType Supported Values Description
action int 0=add
1=update
2=delete
acccountld int(10) Primary key
unsigned
accountName varchar(45) Text Name of the account
accountDescriptio varchar(45) Text Description of the account
n
accountMisc varchar(45) Text Miscellaneous field for account
identification
percentToRecord smallint(5) 0-100 Default recording percentage for routes
created under this account
recordingEnabled tinyint(3) O=recording disabled =~ Whether recording is enabled by
I=recording enabled default for routes created under this
account
callMetaDataSrc  tinyint(1) O=none Reserved for future use
1=TSPAI
announceEnabled tinyint(1) O=announcement Whether announcements are enabled
disabled by default for routes created under this
1=announcement account
enabled
defaultAnnounce varchar(100) Text Default announcement audio file for
AudioFile routes created under this account
defaultAnnounce varchar(200) Text Default announcement text for routes
AudioText created under this account
defaultOptOutVx varchar(100) Text Default VXML file for implementing
mlFile opt-out on routes created under this
account
optOutEnabled tinyint(1) O=disabled Whether opt out is enabled by default
1=enabled for routes created under this account
recorderState smallint(5) O=disabled Whether calls are recorded by default
unsigned 1=enabled for routes under this account
defaultRecording tinyint(3) See the Oracle The default recording format used for
Type unsigned Communications all routes under this account

ORACLE

Interactive Session

Recorder Administrator

Guide for supported
recording formats
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Account Data Set

FieldName FieldType Supported Values Description
customDataLabel tinyint(3) 0=Route If 0, custom field labels defined at
sSource unsigned 1=Account route are shown. If 1, labels defined at
account are shown
agentldEditableF1 tinyint(3) O=not editable Whether users can edit the data in the
ag unsigned 1=editable recordings.agent_id field
ratingEditableFla tinyint(3) O=not editable Whether users can edit the data in the
g unsigned 1=editable Rating field
(rec_notes_and_scoring.user_rating)
completeEditable tinyint(3) 0=not editable Whether users can edit the data in the
Flag unsigned 1=editable Complete Transaction field
(rec_notes_and_scring.complete_status
)
notesEditableFlag tinyint(3) O=not editable Whether users can edit the data in the
unsigned 1=editable Notes field
(rec_notes_and_scoring.notes)
customDatalNam varchar(45) Text Name of Custom Data 1 Field (must
e match API calls)
customDatalFrien varchar(45) Text Displayed name of Custom Data 1
dlyName Field
customDatalEdita tinyint(3) 0=not editable Whether users can edit Custom Data 1
bleFlag unsigned 1=editable Field
customData2Nam varchar(45) Text Name of Custom Data 2 Field (must
e match API calls)
customData2Frien varchar(45) Text Displayed name of Custom Data 2
dlyName Field
customData2Edita tinyint(3) 0=not editable Whether users can edit CustomData 2
bleFlag unsigned 1=editable Field
customData3Nam varchar(45) Text Name of Custom Data 3 Field (must
e match API calls)
customData3Frien varchar(45) Text Displayed name of Custom Data 3
dlyName Field
customData3Edita tinyint(3) 0=not editable Whether users can edit CustomData 3
bleFlag unsigned 1=editable Field
customData4Nam varchar(45) Text Name of Custom Data 4 Field (must
e match API calls)
customData4Frien varchar(45) Text Displayed name of Custom Data 4
dlyName Field
customData4Edita tinyint(3) O=not editable Whether users can edit CustomData 4
bleFlag unsigned 1=editable Field
application varchar(45) passthru, conference, Default route type used for routes
callparking, under this account
recordandsave,
VAMTest
playBeepBeforeR tinyint(3) 0=do not play Whether the beep tone is played by
ecord unsigned 1=play default on a conference route under this
account
terminateOnDtmf tinyint(3) 0=do not terminate on ~ Whether a conference mode recording
unsigned dtmf press terminates on DTM entry

1=terminate on dtmf
press

B-2
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Route Data Set

Route Data Set

ORACLE

FieldName FieldType Supported Values Description
terminateOnEos  tinyint(4) 0=do not terminate on ~ Whether a conference mode recording
€os terminates on End of Speech*
I=terminate on eos
recurringBeepEna tinyint(3) 0-disabled Enables or disables recurring beep
bled unsigned I=enabled played during recording
recurringBeeplnte int(10) If recurringBeenEnabled is enabled,
rval unsigned how often the beep is played
recurringBeepFile varchar(45) File Name Name of file, stored in RSS Cache, that
should be played
recordSaveDtmf  varchar(1) 0-9, #, * Single DTMF digit that saves a
recording made on a Record & Save
route
maximumNumber int(10) Default maximum number of
OfPorts unsigned simultaneous sessions a route created
on this account is able to support
numberOfBurstPo int(10) Default number of sessions over
rts unsigned maximum that the route is able to use.
These sessions are reported separately
acctPortLimit Int(11) The maximum number of sessions ALL
routes on this account are able to use
(-1 for unlimited)
showApplianceTa tinyint(3) Whether account's routes are allowed to
bInRouteView unsigned see and use the Appliance Tab
storeDtmfSetting tinyint(4) 0=do not store DTMF  Whether or not DTMF should be stored
1=store DTMF for recordings created on this account.
FieldName FieldType Supported Values Description
action int O=add
1=update
2=delete
routeld int(10) Auto increment Primary key
unsigned
routeType tinyint(3) 0=DNIS Type of route
unsigned 1=ANI
2=ANI/DNIS
routePattern varchar(100) Value to be evaluated
label varchar(100) Value to be shown as DNIS in
recording list
accountld int(10) accounts.account_id to which the route
unsigned belongs
percentToRecord smallint(5) 0-100 Percentage of sessions to record
recordingEnabled tinyint(3) O=recording disabled Whether recording is enabled for this

1=recording enabled

route
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Route Data Set

FieldName FieldType Supported Values Description
defaultRecording tinyint(3) See the Oracle The default recording format used for
Type unsigned Communications this route
Interactive Session
Recorder Administrator
Guide for supported
recording formats
virtualRoutePatter varchar(100) User value that is set in the SIP URI on
n call leg from the RSS
announceAudioFi varchar(100) Text Announcement to be played on this
le route
announceAudioTe varchar(200) Text TTS fallback in the event the
xt announcement file is not available
optOutVxmlFile  varchar(100) Text VXML file for implementing opt-out
on this route
optOutEnabled boolean O=disabled Whether opt out is enabled
1=enabled
announceEnabled boolean O=announcement Whether announcements are enabled
disabled for this route
I=announcement
enabled
customDatalNam varchar(45) Text Name of Custom Data 1 Field (must
e match API calls)
customDatalFrien varchar(45) Text Displayed name of Custom Data 1
dlyName Field
customDatalEdita boolean 0=not editable Whether users can edit Custom Data 1
bleFlag 1=editable Field
customData2Nam varchar(45) Text Name of Custom Data 2 Field (must
e match API calls)
customData2Frien varchar(45) Text Displayed name of Custom Data 2
dlyName Field
customData2Edita boolean 0=not editable Whether users can edit CustomData 2
bleFlag 1=editable Field
customData3Nam varchar(45) Text Name of Custom Data 3 Field (must
e match API calls)
customData3Frien varchar(45) Text Displayed name of Custom Data 3
dlyName Field
customData3Edita boolean 0=not editable Whether users can edit CustomData 3
bleFlag 1=editable Field
customData4Nam varchar(45) Text Name of Custom Data 4 Field (must
e match API calls)
customData4Frien varchar(45) Text Displayed name of Custom Data 4
dlyName Field
customData4Edita boolean 0=not editable Whether users can edit CustomData 4
bleFlag 1=editable Field
application varchar(45) passthru, conference, Route type used for this route
callparking,
recordandsave,
VAMTest
playBeepBeforeR boolean 0=do not play Whether the beep tone is played on
ecord 1=play route
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Appendix B
Member Route Data Set

FieldName FieldType Supported Values Description
terminateOnDtmf boolean 0=do not terminate on ~ Whether a conference mode recording
DTMF terminates on DTMF entry
I=terminate on DTMF
terminateOnEos  tinyint(4) Whether a conference mode recording
terminates on End of Speech
priority float Order in which routes are evaluated
maximumNumber int(11) Maximum number of simultaneous
OfPorts unsigned sessions this route is able to support
minimumStorage int(10) Minimum number of days recordings
Days are kept
numberOfBurstPo int(10) Default number of ports over maximum
rts unsigned that the route is able to use. These ports
are reported separately
storageGracePerio int(10) Number of days over
d unsigned minimumStorageDays that archiver
should keep the recording before
deleting
recurringBeepEna boolean O=disabled Enables or disables recurring beep
bled I=enabled played during recording
recurringBeeplnte int(10) If recurringBeepEnabled is enabled,
rval unsigned how often should the beep be played
recurringBeepFile varchar(45) File Name Name of file, stored in RSS Cache, that
should be played
recordSaveDtmf  varchar(1) Single-digit DTMF that saves a
recording made on a Record & Save
route
callMetaDataSrc Reserved for future use
agentldEditableFl boolean O=not editable Whether users can edit the data in the
ag 1=editable agent_id field
ratingEditableFla boolean 0=not editable Whether users can edit the data in the
g I=editable Rating field
completedEditabl boolean 0=not editable Whether users can edit the data in the
eFlag 1=editable Complete Transaction field
notesEditableFlag boolean 0=not editable Whether users can edit the Notes field
1=editable
storeDtmfSetting  tinyint(4) 0=do not store DTMF  Whether or not DTMF should be stored

1=store DTMF

for recordings created on this route.

FieldName FieldType Supported Values Description
action int O=add

1=update

2=delete
routeGroupMemb int(10) Auto increment Primary key
erld unsigned

B-5
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Metadata Type Data Set

FieldName FieldType Supported Values Description
routeGroupMaster int(10) Routeld of Master Route
Id unsigned
routePattern varchar(100) Value to be evaluated
virtualRoutePatter varchar(100) User value set in the SIP URI on the
n call leg from the RSS
Metadata Type Data Set

FieldName FieldType Supported Values Description
action int O=add

1=update

2=delete
metadataTypeld  int Auto increment Primary key

name string
sessionCorrelatio  int
nNumber

nodeType string
srcTypeld int
searchable boolean
isDisplayed boolean

Parameter Name

session, participant,
stream

1
2

0=not searchable in
Dashboard
1=searchable in
Dashboard

0=not displayed in
recording details
1=is displayed in
recording details

Metadata field name

Identifies which extension data node
the value is found in

Siprecdata Data Sets

FieldName FieldType Supported Values Description

siprecSession SiprecSession SiprecSession data element

siprecParticipants SiprecParticipant SiprecParticipant data element(s)

siprecStreams SiprecStream SiprecStream data element(s)
SiprecSession Data Sets

FieldName FieldType Supported Values Description

sessionld Long Auto increment Primary key

sipredSessionld  String SIPREC Session ID

sessionStart Calendar Session Start Date and Time

sessionEnd Calendar Session End Date and Time

ORACLE
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SiprecParticipant Data Sets

FieldName FieldType Supported Values Description
sessionExtension  ExtensionData ExtensionData element(s)
Data

SiprecParticipant Data Sets

FieldName FieldType Supported Values Description

participantld Long Auto increment Primary key

siprecParticipant] String SIPREC Participant ID

d

participantName  String Participant’s CID name

participantAor String Participant’s AOR

participantStart ~ Calendar Date and Time Participant joined
session

participantEnd Calendar Date and Time Participant exited
session

participantExtensi ExtensionData ExtensionData element(s)

onData

SiprecStream Data Sets

FieldName FieldType Supported Values Description

streamld Long Auto increment Primary key

siprecStreamld String SIPREC Stream ID

streamLabel String Stream Label

streamMode String Stream Mode

participantld Long Participant ID associated with this
Stream

streamStart Calender Date and Time Stream started

streamEnd Calender Date and Time Stream ended

streamExtensionD ExtensionData ExtensionData element(s)

ata

ExtensionData Data Sets

ORACLE

FieldName FieldType Supported Values

Description

extensionDatald  Long Auto increment

nodeld Long

metadataTypeld  int

value String

Primary key

Associated Session, Stream, or
Participant ID

MetadataType ID

The non-searchable value associated
with the Metadata Type. Only one of
value or indexedValue is filled.
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MetadataCorrelationSet Data Sets

FieldName FieldType Supported Values Description
indexedValue String The searchable value associated iwth
the Metadata Type. Only one of value
or indexedValue is filled.
mcs MetadataCorrelati MetadataCorrelationSet element(s)
onSet

MetadataCorrelationSet Data Sets

DtmfEntry Data Sets

ORACLE

FieldName FieldType Supported Values Description

mesld Long Auto increment Primary key

metadataTypeldl Int

metadataValuel  String

metadataTypeld2 Int

metadataValue2  String

FieldName FieldType Supported Values Description

dtmfDigit int 0-9, #, * DTMF digit

msOffset long Offset of the DTMF digit in
milliseconds from start of recording.

originSource int Source of the DTMF digit (1=caller,

2=callee)
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Sample getAdministrativeData Response

This appendix provides an example response to a getAdministrativeData request.

<?xm version="1.0" encoding="utf-8 ?>
<soapenv: Envel ope xnl ns: soapenv="http://schemas. xnl soap. or g/ soap/ envel ope/ " >

<soapenv: Body>

<nsl: get NewAdmi ni strati veDat aResponse
xm ns: ns1="http://ww. acmepacket . con | SR/ Renot eAr chi ver W5" >

<par anet er s>

<r et ur nCode>0</r et ur nCode>
<returnString xm ns:xsi="http://ww.w3. org/ 2001/ XM.Schena-

i nstance"
Xxsi:nil="1" />

<current RunTi ne>2012- 08- 29T11: 36: 40. 000- 04: 00</ cur r ent RunTi ne>
<account s>

def aul t Opt Qut Vxm Fi | e>

ORACLE

<acti on>0</acti on>

<account | d>1</ account | d>

<account Nanme>Syst enx/ account Nane>

<account Descri pti on>Syst em c</ account Descri pti on>
<account M sc>Syst enx/ account M sc>

<per cent ToRecor d>20</ per cent ToRecor d>

<r ecor di ngEnabl ed>1</r ecor di ngEnabl ed>

<cal | Met aDat aSr ¢c>0</ cal | Met aDat aSrc>

<announceEnabl ed>f al se</ announceEnabl ed>

<def aul t AnnounceAudi oFi | e></ def aul t AnnounceAudi oFi | e>
<def aul t AnnounceAudi oText ></ def aul t AnnounceAudi oText >
<def aul t Opt Qut Vxni Fi | e>opt _out . j sp</

<opt Qut Enabl ed>f al se</ opt Qut Enabl ed>

<recorder St at e>1</ recor der St at e>

<def aul t Recor di ngType>8</ def aul t Recor di ngType>

<cust onDat aLabel sSour ce>0</ cust onDat aLabel sSour ce>
<agent | dEdi t abl eFl ag>f al se</ agent | dEdi t abl eFl ag>
<ratingEdi t abl eFl ag>f al se</ratingEdi t abl eFl ag>

<conpl et edEdi t abl eFl ag>f al se</ conpl et edEdi t abl eFl ag>
<not esEdi t abl eFl ag>f al se</ not esEdi t abl eFl ag>

<cust onDat alName></ cust onDat alName>

<cust onDat alFri endl yNane></ cust onDat alFri endl yName>
<cust onDat alEdi t abl eFl ag>t r ue</ cust onDat alEdi t abl eFl ag>
<cust onDat a2Nanme></ cust onDat a2Nane>

<cust onDat a2Fri endl yNane></ cust onDat a2Fri endl yName>
<cust onDat a2Edi t abl eFl ag>t r ue</ cust onDat a2Edi t abl eFl ag>
<cust onDat a3Nanme></ cust onDat a3Nane>

<cust onDat a3Fri endl yNane></ cust onDat a3Fri endl yName>
<cust onDat a3Edi t abl eFl ag>t r ue</ cust onDat a3Edi t abl eFl ag>
<cust onDat a4Nanme></ cust onDat a4Nane>

<cust onDat a4Fri endl yNane></ cust onDat a4Fri endl yName>
<cust onDat a4Edi t abl eFl ag>t r ue</ cust onDat a4Edi t abl eFl ag>
<appl i cati on>conf erence</ appl i cation>

<pl ayBeepBef or eRecor d>f al se</ pl ayBeepBef or eRecor d>

<t erm nat eOnDt nf >f al se</t er ni nat eOnDt nf >

<t er ni nat eOnEos>- 1</t er m nat eOnEos>

<recurringBeepEnabl ed>f al se</recurringBeepEnabl ed>
<recurringBeepl nt erval >30</recurringBeepl nterval >
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<recurringBeepFi | e>beep. wav</recurringBeepFi | e>
<recor dSaveDt nf >#</ r ecor dSaveDt nf >
<maxi mumNunber O Por t s>24</ maxi mumNunber Of Por t s>
<nunber O Bur st Por t s>6</ nunber O Bur st Por t s>
<acctPortLinit>1</acctPortLimt>
<showAppl i anceTabl nRout eVi ew>f al se</ showAppl i anceTabl nRout eVi ew>
<storeDtnf Setting>0</storeDtnfSetting>
</ account s>
<rout es>
<action>0</action>
<rout el d>2</rout el d>
<rout eType>1</rout eType>
<rout ePat t er n>bl ah</rout ePat t er n>
<l abel ></| abel >
<account | d>1</account | d>
<per cent ToRecor d>0</ per cent ToRecor d>
<r ecor di ngEnabl ed>1</recor di ngEnabl ed>
<def aul t Recor di ngType>0</ def aul t Recor di ngType>
<vi rtual Rout ePatt er n>bl ah</ vi rtual Rout ePatt er n>
<announceAudi oFi | e></ announceAudi oFi | e>
<announceAudi oText ></ announceAudi oText >
<opt Qut Vxm Fi | e></ opt Qut Vxm Fi | e>
<opt Qut Enabl ed>t r ue</ opt Qut Enabl ed>
<announceEnabl ed>f al se</ announceEnabl ed>
<cust onDat alNane
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat alFri endl yNane>Cust om Data Field
1</ cust onDat alFri endl yName>
<cust onDat alEdi t abl eFl ag>t r ue</ cust onDat alEdi t abl eFl ag>
<cust onDat a2Nanme
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat a2Fri endl yNane>Cust om Data Field
2</ cust onDat a2Fri endl yName>
<cust onDat a2Edi t abl eFl ag>t r ue</ cust onDat a2Edi t abl eFl ag>
<cust onDat a3Nanme
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat a3Fri endl yNane>Cust om Data Field
3</ cust onDat a3Fri endl yNane>
<cust onDat a3Edi t abl eFl ag>t r ue</ cust onDat a3Edi t abl eFl ag>
<cust onDat a4Nane
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance" xsi:nil="1" />
<cust onDat a4Fri endl yNane>Cust om Data Field
4</ cust onDat a4Fri endl yNane>
<cust onDat a4Edi t abl eFl ag>t r ue</ cust onDat a4Edi t abl eFl ag>
<appl i cati on>conference</ application>
<pl ayBeepBef or eRecor d>f al se</ pl ayBeepBef or eRecor d>
<t erm nat eOnDt nf >f al se</t erm nat eOnDt nf >
<t er m nat eOnEos>- 1</t er m nat eOnEos>
<priority>0.5</priority>
<maxi mumNunber O Por t s>- 1</ maxi numNunber Of Por t s>
<mi ni munst or ageDays>90</ m ni muntt or ageDays>
<nunber O Bur st Por t s>6</ nunber O Bur st Por t s>
<st orageG acePeri 0d>0</ st or ageG acePeri od>
<recurringBeepEnabl ed>t rue</recurringBeepEnabl ed>
<recurringBeepl nterval >7</recurringBeepl nterval >
<recurringBeepFi | e>beep. wav</recurringBeepFi | e>
<recor dSaveDt nf >#</ r ecor dSaveDt nf >
<cal | Met aDat aSr c>0</ cal | Met aDat aSr c>
<agent | dEdi t abl eFl ag>t rue</ agent | dEdi t abl eFl ag>
<ratingEdi t abl eFl ag>t rue</ratingEdi t abl eFl ag>
<conpl et edEdi t abl eFl ag>t r ue</ conpl et edEdi t abl eFl ag>
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<not esEdi t abl eFl ag>t r ue</ not esEdi t abl eFl ag>
<storeDt nf Setting>0</storeDtnfSetting>
</rout es>
<rout es>
<action>0</action>
<rout el d>4</rout el d>
<rout eType>0</rout eType>
<rout ePatt ern>sdf </rout ePattern>
<l abel ></| abel >
<account | d>1</ account | d>
<per cent ToRecor d>- 1</ per cent ToRecor d>
<r ecor di ngEnabl ed>- 1</ r ecor di ngEnabl ed>
<def aul t Recor di ngType>0</ def aul t Recor di ngType>
<vi rtual Rout ePatt er n></vi rtual Rout ePattern>
<announceAudi oFi | e
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<announceAudi oText
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<opt Qut Vxm Fi l e xn ns: xsi ="http:// ww. w3. org/ 2001/
XM.Schema-
i nstance" xsi:nil="1" />
<opt Qut Enabl ed>f al se</ opt Qut Enabl ed>
<announceEnabl ed>f al se</ announceEnabl ed>
<cust onDat alNane
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat alFri endl yNane>Cust om Data Field
1</ cust onDat alFri endl yName>
<cust onDat alEdi t abl eFl ag>f al se</ cust onDat alEdi t abl eFl ag>
<cust onDat a2Nanme
xm ns: xsi ="http:// ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat a2Fri endl yNane>Cust om Data Field
2</ cust onDat a2Fri endl yName>
<cust onDat a2Edi t abl eFl ag>f al se</ cust onDat a2Edi t abl eFl ag>
<cust onDat a3Nanme
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" xsi:nil="1" />
<cust onDat a3Fri endl yNane>Cust om Data Field
3</ cust onDat a3Fri endl yNane>
<cust onDat a3Edi t abl eFl ag>f al se</ cust onDat a3Edi t abl eFl ag>
<cust onDat a4Nane
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance" xsi:nil="1" />
<cust onDat a4Fri endl yNane>Cust om Data Field
4</ cust onDat a4Fri endl yNane>
<cust onDat a4Edi t abl eFl ag>f al se</ cust onDat a4Edi t abl eFl ag>
<application xm ns: xsi="http://ww.w3. org/ 2001/ XM.Schema-
i nstance" xsi:nil="1" />
<pl ayBeepBef or eRecor d>f al se</ pl ayBeepBef or eRecor d>
<t erm nat eOnDt nf >f al se</t erni nat eOnDx nf >
<t er m nat eOnEos>- 1</t er m nat eOnEos>
<priority>0.5</priority>
<maxi mumNunber O Por t s>24</ maxi mumNunber Of Por t s>
<mi ni munst or ageDays>90</ m ni muntt or ageDays>
<nunber O Bur st Por t s>6</ nunber O Bur st Por t s>
<st orageG acePeri 0d>0</ st or ageG acePeri od>
<recurringBeepEnabl ed>f al se</recurringBeepEnabl ed>
<recurringBeepl nt erval >30</recurringBeepl nterval >
<recurringBeepFi | e>beep. wav</recurringBeepFi | e>
<recor dSaveDt nf >#</ r ecor dSaveDt nf >
<cal | Met aDat aSr ¢>0</ cal | Met aDat aSr c>
<agent | dEdi t abl eFl ag>t rue</ agent | dEdi t abl eFl ag>
<ratingEdi t abl eFl ag>t rue</ratingEdit abl eFl ag>
<conpl et edEdi t abl eFl ag>t r ue</ conpl et edEdi t abl eFl ag>
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<not esEdi t abl eFl ag>t r ue</ not esEdi t abl eFl ag>
<storeDt nf Setting>0</storeDtnfSetting>
</rout es>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>1</ met adat aTypel d>
<name>apkt : uci d</ name>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>
</ et adat aTypes>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>2</ nmet adat aTypel d>
<nane>apkt : cal | er Ori g</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>
</ et adat aTypes>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>3</ nmet adat aTypel d>
<nane>apkt : cal | i ngPart y</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCorr el ati onNunber >
<nodeType>parti ci pant </ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>
</ met adat aTypes>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>4</ nmet adat aTypel d>
<nane>apkt : Ref erri ngPart y</ name>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>
</ met adat aTypes>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>5</ nmet adat aTypel d>
<name>apkt : Ref er redPart y</ nane>
<sessi onCorrel ati onNunmber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>
</ et adat aTypes>
<net adat aTypes>
<action>0</action>
<net adat aTypel d>6</ met adat aTypel d>
<name>apkt : Ref er Tar get </ name>
<sessi onCorr el ati onNunber >0</ sessi onCor r el ati onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
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<i sDi spl ayed>f al se</i sDi spl ayed>

</ met adat aTypes>

<net adat aTypes>
<acti on>0</acti on>
<net adat aTypel d>7</ nmet adat aTypel d>
<nane>apkt : Att endedRef er </ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>8</ nmet adat aTypel d>
<nane>ext Tr acki ngl D</ nanme>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>true</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</acti on>
<net adat aTypel d>9</ nmet adat aTypel d>
<name>servi ceProvi der | D</ name>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<acti on>0</acti on>
<net adat aTypel d>10</ net adat aTypel d>
<name>user | D</ name>
<sessi onCorrel ati onNunber >1</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDispl ayed>true</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</acti on>
<net adat aTypel d>11</ net adat aTypel d>
<nane>gr oupl D</ nane>
<sessi onCorrel ati onNunber >2</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDispl ayed>t rue</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>12</ net adat aTypel d>
<name>cal | | D</ name>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</isDi spl ayed>
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</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>13</ net adat aTypel d>
<nane>cal | i ngPart yNunber </ nane>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>14</ net adat aTypel d>
<name>cal | edPart yNunber </ nane>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ met adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>15</ net adat aTypel d>
<name>newExt Tr acki ngl D</ nanme>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>16</ net adat aTypel d>
<name>cal | Type</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el ati onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>17</ net adat aTypel d>
<nanme>di al edDi gi t s</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDispl ayed>t rue</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>18</ net adat aTypel d>
<nane>r ecor di ngType</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCorr el ati onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>

</ et adat aTypes>
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<net adat aTypes>
<action>0</action>
<net adat aTypel d>19</ net adat aTypel d>
<name>r edi r ect edFr om nf o</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>20</ net adat aTypel d>
<name>r edi r ect edFr onPar t yNunber </ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>

</ met adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>21</ net adat aTypel d>
<name>r edi r ect edToPar t yNunber </ name>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>sessi on</ nodeType>
<srcTypel d>2</ srcTypel d>
<sear chabl e>f al se</ sear chabl e>
<i sDi spl ayed>f al se</i sDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>22</ net adat aTypel d>
<nanme>apkt : i n-real nx/ name>
<sessi onCorrel ati onNunber >0</ sessi onCorr el at i onNunber >
<nodeType>parti ci pant </ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDispl ayed>true</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>23</ net adat aTypel d>
<nane>apkt : P- Asserted- | dentity</ name>
<sessi onCorrel ati onNunmber >0</ sessi onCor r el at i onNunber >
<nodeType>parti ci pant </ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDispl ayed>t rue</isDi spl ayed>

</ et adat aTypes>

<net adat aTypes>
<action>0</action>
<net adat aTypel d>24</ net adat aTypel d>
<nane>apkt : Di ver si on</ nane>
<sessi onCorrel ati onNunber >0</ sessi onCor r el at i onNunber >
<nodeType>parti ci pant </ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDispl ayed>true</isDi spl ayed>

</ met adat aTypes>

<net adat aTypes>
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<action>0</action>
<net adat aTypel d>25</ net adat aTypel d>
<name>apkt : request - uri </ name>
<sessi onCorrel ati onNunber >0</ sessi onCorr el ati onNunber >
<nodeType>parti ci pant </ nodeType>
<srcTypel d>1</ srcTypel d>
<sear chabl e>t rue</ sear chabl e>
<i sDi spl ayed>t rue</i sDi spl ayed>
</ et adat aTypes>
</ par anet er s>
</ ns1: get NewAdni ni strati veDat aResponse>
</ soapenv: Body>
</ soapenv: Envel ope>
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Sample siprecDataSets Response Exerpt

ORACLE

This appendix provides the siprecDataSets portion of an example response to a getFile request.

XSi

XSi

XSi

<si precDat aSet s>
<si precPartici pant s>
<partici pant | d>133</parti ci pant | d>

<si precParticipantld>part1-1-7386@72.30.58.239</si precParticipant|d>

<partici pant Aor >si p: +si pp@72. 30. 58. 239: 5060</ par ti ci pant Aor >
<partici pant Name>+si pp</ parti ci pant Nanme>
<participant Start>2012-01-02T13: 44: 39. 000- 05: 00</ parti ci pant Start >

<participant End xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance"
nil="1" />

</ siprecPartici pant s>
<si precPartici pant s>
<partici pant | d>134</parti ci pant | d>

<si precParticipant!d>part2-1-7386@72.30.58. 239</ si precParti ci pant | d>

<parti ci pant Aor>si p: t hi sUser @72. 30. 58. 152: 5060</ par ti ci pant Aor >
<parti ci pant Name>t hi sUser </ parti ci pant Name>
<participant Start>2012-01-02T13: 44: 39. 000- 05: 00</ parti ci pant Start>

<participant End xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schena- i nst ance"
nil="1" />

</ siprecPartici pant s>
<si precSessi on>
<sessi onl d>67</ sessi onl d>
<si precSessi onl d>sessi on- 1- 7386@.72. 30. 58. 239</ si pr ecSessi onl d>
<sessi onStart>2012-01- 02T13: 44: 39. 000- 05: 00</ sessi onStart >
<sessi onEnd xm ns: xsi ="http://wmv. w3. or g/ 2001/ XM_Schena- i nst ance"

cnil="1" />

</ si precSessi on>
<si precStreans>
<streanl d>133</stream d>

<si precStream d>streantl- 1- 7386@L72. 30. 58. 239</ si precSt r eam d>

XSi

XSi

<streanLabel >| 1- 1</ st reanLabel >

<stream\bde></ st r eamvbde>

<partici pant | d>133</parti ci pant | d>

<streanftart>2012- 01- 02T13: 44: 40. 000- 05: 00</ streanftart >
<streantEnd xm ns:xsi="http://ww.w3. org/ 2001/ XM_.Schema- i nst ance"

cnil="1" />

</ si precStreans>
<si precStreans>
<streanl d>134</stream d>
<si precSt ream d>st rean®- 1- 7386@L72. 30. 58. 239</ si precSt reant d>
<streanLabel >l 2- 1</ st reanLabel >
<stream\bde></ st r eamvbde>
<partici pant | d>134</parti ci pant | d>
<streanftart>2012- 01- 02T13: 44: 40. 000- 05: 00</ streanftart >
<streantEnd xm ns: xsi="http://ww.w3. org/ 2001/ XM_.Schema- i nst ance"

cnil="1" />

</ si precStreans>

</ si precDat aSet s>



Importing the RAWS Certificate

This appendix describes the process of importing the RAWS certificate into the Client keystore.

1. From the RAWS host, execute the following:

keyt ool -export -keystore <keystore_path> -alias <your_certificate_ alias> -
file raws.crt

Note: The keystore path may be your jboss conf directory (for example, C:
\jboss-4.0.2\server\default\conf).

2. From the RA Client host, execute the following:

keytool -inport -alias <your_certificate_alias> -file raws.crt -keystore
<JAVA HOME>\jre\lib\security\cacerts

Note: You are required to provide the password for the keystore; Java’s default password is
changeit. You may want to change the default password. To change the password, execute
the following:

keyt ool -storepasswd -new <new storepass> -keystore <JAVA HOME>\jre\lib
\security\cacerts

Troubleshooting Keystore Errors

ORACLE

This section describes two errors you may see in the log, and what they mean.
The following error means your Client keystore path is not valid:

Exception: org.apache. axi s2. Axi sFaul t: java.lang. Runti neException: Unexpected
error: java.security.InvalidAl gorithnParaneterException: the trustAnchors
parameter nust be non-enpty

The following error means your keystore path is valid, but the keystore has not been updated
with the RAWS exported certificate:

Exception: org. apache. axi s2. Axi sFaul t:

sun. security.validator. ValidatorException: PKIX path building failed:

sun. security. provider.certpath. SunCert Pat hBui | der Exception: unable to find valid
certification path to requested target
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