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Getting Started with Oracle SOA Suite for
Healthcare Integration

This chapter provides an overview of the Oracle SOA Suite for healthcare integration,
which provides a Web-based user interface for creating applications to transmit and
transform data between various healthcare systems. The user interface also provides
monitoring and management capabilities for the messages shared between those
systems.

This chapter contains the following topics:

¢ Introduction to Oracle SOA Suite for Healthcare Integration

¢ Installing and Configuring Oracle SOA Suite for Healthcare Integration
¢ Logging in to Oracle SOA Suite for Healthcare Integration

¢ Using the Oracle SOA Suite for Healthcare Integration User Interface

® Accessibility Options

1.1 Introduction to Oracle SOA Suite for Healthcare Integration

Oracle SOA Suite for Healthcare integration utilizes several features of Oracle SOA
Suite to help you design, create, and manage applications that process healthcare data.
Oracle SOA Suite for healthcare integration includes a Web-based user interface where
you can create and configure healthcare integration applications, as well as monitor
and manage the messages processed through those applications. You can also use the
Oracle Document Editor to create and configure document definitions, which define
message structures.

The Oracle SOA Suite for Healthcare integration user interface provides additional
features, such as support for additional messaging protocols and the ability to create
and manage endpoints, manage documents, create mapsets, and create Java callouts.

1.1.1 Oracle SOA Suite for Healthcare Integration Components

A healthcare integration application includes several components that define how
messages are received, processed, and transmitted. The components that make up a
healthcare integration application include the following. Document definitions and
endpoints are required components for a healthcare integration application.

¢ Document Definitions: Use document definitions to define the structure of the
messages that are used in a healthcare transaction. Predefined templates are
provided for HL7 messages when you install the Oracle Document Editor.
Document definitions are categorized by protocol, version, and type.

¢ Endpoints: An endpoint brings together all of the above components for one
external system. The endpoint defines whether messages are being sent or received
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by Oracle SOA Suite for healthcare integration, the transport protocol,
acknowledgment handling, and whether messages are validated or translated.
Endpoints are associated with document definitions and, optionally, internal
delivery channels, callouts, mapsets, and SOA Suite composite applications.

* Mapsets: Use mapsets to define the transformation from one native format to
another, bypassing the step of translating to XML and back. For example, a mapset
can map fields from a HIPAA 4010 document directly to a HIPAA 5010 document.
A mapset includes source and target document definitions, and a file that defines
the mapping.

¢ Callouts: Use callouts to incorporate your own Java code into a healthcare
integration application.

¢ Internal Delivery Channels: Use internal delivery channels when you want the
healthcare integration application to receive messages from or send messages to a
JMS topic or queue.

1.1.2 Management and Monitoring Tools

After you create and deploy a healthcare integration application, you can monitor and
manage the messages processed through the application using the Oracle SOA Suite
for healthcare integration Web-based user interface. The reporting feature allows you
to view a list of messages processed and then to drill deeper into message content,
protocol information, and so on. You can also resubmit messages or configure
automatic retries, configure partner downtimes, and purge selected messages from the
metadata repository.

The dashboard feature allows you to view a summary of messages sent for each
running endpoint. You can also navigate deeper to view the volume of messages sent,
received and errored for the specified time period. This information is further
categorized by document type. You can create custom dashboards and reports based
on a variety of criteria. Several default reports are already provided for you.

1.1.3 Oracle SOA Suite and Healthcare Integration

Oracle SOA Suite for healthcare integration provides SOA features and components
that extend business processes to healthcare systems. When Oracle SOA Suite for
healthcare integration is used in a SOA composite application, you can model an end-
to-end business process integration.

Oracle SOA Suite provides a complete set of service infrastructure components for
designing, deploying, and managing composite applications. The multiple technology
components of a composite application share common capabilities, including a single
deployment and management model and tooling, end-to-end security, and unified
metadata management.

In a SOA implementation, Oracle SOA Suite for healthcare integration functions as a
binding component, with network protocols and services that enable message sending
and receiving. As a service (inbound), the SOA composite application receives
messages from Oracle SOA Suite for healthcare integration. As a reference (outbound),
the SOA composite application passes a message to Oracle SOA Suite for healthcare
integration, which in turn sends the message to external systems.

For more information about Oracle SOA Suite, see Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite.
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1.1.4 Oracle SOA Suite for Healthcare Integration Metadata

1.1.5 Security

Oracle SOA Suite for healthcare integration instance data is stored and managed
within the SOAINFRA schema of your database. Metadata for design-time and
configuration is stored and managed through Metadata Services (MDS), available in
Oracle Fusion Middleware. For more information about MDS, see Managing the
Metadata Repository in Administering Oracle Fusion Middleware.

Due to the storage of healthcare integration data in the metadata repository, it is
possible that the tablespace might become full. If this occurs, increase the size of the
tablespace. Increasing the size of the redo log file also helps to improve performance
when importing large configurations. A larger log file requires more space but reduces
the necessity for applications to retry the operation.

Security for Oracle SOA Suite for healthcare integration is handled through Oracle
WebLogic Server. You can create user accounts in WebLogic Server for people who
must view and modify components in Oracle SOA Suite for healthcare integration and
then provision those accounts using the Oracle SOA Suite for healthcare integration
console. In order to have edit privileges on the healthcare integration user interface,
users must be granted either the Administrator or Monitor role in Oracle SOA Suite
for healthcare integration.

1.2 Installing and Configuring Oracle SOA Suite for Healthcare Integration

Installation and configuration of Oracle SOA Suite for Healthcare Integration is
described elsewhere. However, there are some things you can install yourself.

Installation and configuration of Oracle SOA Suite for Healthcare Integration is
described in detail in Installing and Configuring B2B and Healthcare.

1.2.1 Importing the HL7 DocType into the MDS

The following instructions describe how to import the HL7 DocType into the MDS.

Note:

Be sure to substitute paths in your installation environment for the italic
portions of the paths shown in the following steps (for example,
ORACLE_HOME).

1. Download the HL7 Healthcare libraries
(of m_heal thcare_lib_generic_12.1.3.0_diskl_1of 1. zi p) from the
Oracle Technology Network (OTN). Unzip the
of m healthcare_lib_generic_12.1.3.0_di skl_1of 1. zi p file to extract
the various versions of the HL7 2.x documents into the following directory:

ORACLE_HOME/ soal t hi rdparty/ heal t hcare/ hl 7_doct ypes

2. Inacommand prompt window, set the JAVA_HOME and ANT_HOVE environment
variables as follows:

set env ANT_HOVE ORACLE_HOME/ or acl e_comon/ nodul es/
org. apache.ant _1.9.2
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set env PATH=$ANT_HOVE/ bi n: $PATH
set env JAVA HOVE ORACLE_HOME/jrockit_install_directory
set env PATH=$JAVA HOVE/ bi n: $PATH

3. Create thej ndi . properti es file.

a. Atacommand prompt, make the following directory the current directory:

ORACLE_HOME/ soal bi n

b. Run the following command:

ant -f ant-hcfp-util.xm hcfpcreate-prop

c. Editthej ndi. properti es file to include the WebLogic password and
make sure that the value of por t Nunber and other parameters are correct.

4. If you unzipped the healthcare libraries in the locations shown in step 1, you can
import any HL7 v2.x DocType version by executing the hcf pi nport Ant target
to import the HL7 2.3.1 DocTypes as shown in the following example.

ant -f ant-hcfp-util.xm hcfpinport -D ocalfile=true -
Dexportfil e=" ORACLE_HOME/soal soalthirdparty/heal t hcare/
hl 7_doct ypes/ HL7DocType- 2. 3. 1. zi p"

1.3 Logging in to Oracle SOA Suite for Healthcare Integration

These instructions assume that you have installed Oracle SOA Suite, which includes
Oracle SOA Suite for Healthcare integration.

Use a supported Web browser:

Mozilla Firefox 2.0, 3.0 and 3.5 or later

Apple Safari 3.2, 4.0, and 5.0

Google Chrome 1.0 or later

* Microsoft Internet Explorer 8 and 9 (with Compatibility View turned off)

To log on to Oracle SOA Suite for healthcare integration:

1. Open a supported Web browser and go to:

http://host_nanme: port _nunber/heal t hcare
where:

¢ host _nane is the name of the host on which Oracle SOA Suite is installed. (In a
cluster environment, the host _nane can be the front end load balancer.)

* port_numnber is the port number used by the Managed Server to listen for
regular HTTP (non-SSL) or HTTPS (SSL) connections. (In a cluster environment,
the port _nunber can be the router port.)

See Finding Port Information, for more information.
e /heal t hcar e accesses the healthcare integration user interface.

2. On the log-in page, enter the following:
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For This Field... Do...
Username Enter the default administrator user name.
Password Use the administrator password from your Oracle Fusion

Middleware installation.

3. Click Login.

1.3.1 Finding Port Information

You can find port number information in the following ways:
¢ From Oracle WebLogic Server Administration Console:
1. Log on to the console.

2. Inthe Domain Structure pane, shown in Figure 1-1, expand Environment and
click Servers.

Figure 1-1 Domain Structure Nodes in Oracle WebLogic Server Administration Console

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help | Q

¥iew changes and restarts Welcome, weblogic | Connecked to: soainfra

Configuration editing is enabled. Future Home =Summary of Servers
changas will aukonnatically be activated as vou
modify, add or delete items in this domain, Summary of Servers

Configuration | Control
Domain Structure

snainfra
E-Environment

I»

A server is an instance of Weblogic Server that runs inits awn Java Yirtual Machine (J¥M) and has its

;““Servers own configuration,
B-Cluskers ) ) ) . i )
b--Coherence Clusters This page summarizes each server that has been configured in the current \Weblogic Server domain,
t--Machines
£=wirtual Hosts [0}
t=-Work Managers
L“Startup and Shutdown Classes [ Customize this table
~Deployments
Bh-Services Servers (Filtered - More Columns Exist)
“-Security Realms
[ Inkeroper abiliy i New Clane Delete Showing 1 to 4 of 4 Previous | Mext
[+F-Miannnstics j
[ | Name & Type Cluster |Machine | State Health | Listen Port
How do I... =
[T | AdminServer{admin) | Corfigured RUMMING |« ok | 7001
s Create Managed Servers
o Clone servers [ |bam_server1 Configured RUMNING |«* 0K | 8003
» Delete Managed Servers [T | mft_servert Configured RUMNING |« Ok |S001
* Delete the Administration Server [ |soa_serverl Configured RUMMING | % Ok a001
= Start and stop servers Mew | Clone | Delete Showing 1to 4 of 4 Previous | Mext

3. Note the Listen Port column for your server.

e Or from MW HOVE/ user _pr oj ect s/ domai ns/ your _dormai n_namne/confi g/
config.xm

<server>
<nane>soa_server 1</ name>
<ss| >
<nane>soa_server 1</ nane>
<listen-port>8002</Iisten-port>
</ssl>
<nmachi ne>Local Machi ne</ machi ne>
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<listen-port>8001</|isten-port>
<li sten-address/>
</ server>

1.4 Using the Oracle SOA Suite for Healthcare Integration User Interface
Healthcare activities are grouped into Designer, Dashboards, and Reports.
* Designer
¢ Dashboards

* Reports

1.4.1 Designer

Use the Configuration subtab of the Designer tab, shown in Figure 1-2, to configure
document protocols, endpoints, callouts, mapsets, and the Administration subtab to
modify runtime and user interface settings and internal delivery channel settings, and
to import, export, and purge metadata.

Figure 1-2 Designer Tab

SOA Suite for Healthcare Integration pesigner Dashboards  Reports Preferences  Help v weblogic = -
&% Configuration = Administration ADT_AD4_def + 23 8-
THR+>E X

[ pocument Definition : HL7-2.3.1-ADT_A04-ADT_A04_def
3 Document Protocol

> @8 custom *Mame  ADT_A04_def UsewsDL [
Descripkion
> By P Definition  ADT_A4_231.xsd | Update.. | [
i3 Ij Endpaint FERREED
> [ Callowt DDName
> [ mapset Identification Flat =]
> [0 wsoL 1 Type

Transaction Routing  %Path | Correlation  Apps

* Transaction Set ecs File ADT_AO4_231.ecs | Update... |_—‘5

1.4.1.1 Configuring Documents

Using the Document Protocol folder in the Configuration tab, you can create, modify,
or delete document protocols, document protocol version, document type, and
document definition as shown in Figure 1-3. These document definitions can later be
associated with endpoints.
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Figure 1-3 The Document Protocol Folder

SOA Suite for Healthcare Integrationpesigner Das

Preferences

Help +  weblogic *

4% Configuration = &

[ pacument Pratocal

& @ Custom
&7
> & zs

231

» 05 apT

> 05 ack

> 85 apT_so1
> B ack_snt
> 5| apT_poz
> B ack_soz
> 5] apT_sn3
> 05 ack_anz

ADT_A04

Adrniniskration ADT_AD4_def -

TR+ER

[E8 pocument Definition : HL7-2.3.1-ADT_A04-ADT_A04_def

=

* Mame ADT_an4_def
Description
A
Transaction Routing  ¥Path | Correlation  Apps
* Transaction Set ecs File ADT_AD4_231.ecs | Updake... |_—|5

[l (ADT_A04_def] ~|

Lise WSO
Definition
Roat 50

Marme

Identification
Twpe

ADT_AD4_231.xsd | Update...

Flat =]

Note:

You can create documents with Oracle Document Editor, or you can use a pre-
seeded export zip file that contains already created document definitions by
using the Import/Export feature available in the Administration tab.

See Working with Document Types and Protocols for more information on documents

and document protocols.

1.4.1.2 Configuring Endpoints

Endpoints are locations from where messages are sent or received. An endpoint can be
a URL, folders, or path, among others. You can use the Endpoints folder in the
Configuration tab to create, modify, or delete endpoints, as well as associate an

endpoint with document definitions.

Figure 1-4 displays a sample endpoint.
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Figure 1-4 Sample Endpoint

SOA Suite for Healthcare Integration Designer Links *  Preferences

/&‘Confhulallnn &5 Administration Endpoint  ~ ADT x  ADT_AD1 def » | Emergency_Laboratory x | Admission x a @

TRE SR i somumon e

2 Document Protocol

Custom * Mames Admission -
% 20 ] Enabled @

& nr
| Endpoint 45 Endpolint Properties

Hide Endpoint Configuration Parameters

2

{é} Fmerge.'lc-j_‘.ﬂrlrr'!’,r.bn Status Enabled Connection Mods Sarver Acknowlady ';:I-II: e
{8 Emergency_Laboratory R Tran '-i'l MLLFI0  Transport Detals Hostame  pcakhost '

& Emergency_Pharmacy T-:‘R'pr'l'; Fort 8040 Retry Interval ]
{‘} HLT7BatchingEndpoint Callout . Reattzmpt Count ol*

£} IFsEQ_Adm_in
48} IFsEC_Phat_out D Document To Send 3 + %

Document defindions with icons indicale some of their paramebers have been overricden.
8} IFSEQ_Pha2_out

{'E} In_Fatient_Admision
{“} In_Fatient_Labomtory
{é} Laboratory

{8} MLLP20Endpointt —_— e

{é} MLLPSequencing Endpoint B

o L2

Document Functional ACK Validation Transktion Retry Interval  Reattempt

HL7-2. 3-ACK-Generic Ack Ll e ‘] 0

— X —

See Working with Endpoints for more information on endpoints.

1.4.1.3 Configuring Callouts

Callouts are used for customizing message processing. For example, callouts can be
used to update a message or convert the message format of a remote endpoint to
another format. You can use the Callout folder in the Configuration tab to create,
modify, or delete callouts.

Figure 1-5 displays a sample callout.

Figure 1-5 Sample Callout

SOA Suite for Healthcare Integration pesigner references  Help v weblogic v O

45 Configuration & Administration TestCallout 88

3 rs)
¥ GE v X '%(é:%tallout: TestCallout

> [ Document Fratocol

> [ Endpoint * Mame TestCallout
@ Callout * Jar file name  TestCallout.jar |

TestCallout

hefpeallout # Implementation class  TestCallout1395354023434 ~ |
[ Mapsst Description
> [ wsoL 4 !

Timneout 303 Seconds = |
Parameters 4‘ ®
Mame Type Walue Mandatory Encrypted Description
Mo data to display

blrz261759.idc. oracke. com: 8001 /healthcare(f aces/homepage #

See Working with Callouts for more information on callouts.
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1.4.1.4 Configuring Mapsets

Mapsets enable you to directly transform one native data format to another native
format. You can use the Mapset folder in the Configuration tab to create, modify, or
delete mapsets.

Figure 1-6 displays a sample mapset.

Figure 1-6 Sample Mapset

SOA Suite for Healthcare Integration Designer Dashboards Reports Links ¥ Prefefences  Help ™ webloglc ¥
’;——’ Configumation <& Administmation Test_Mapaet . a :—‘) B
e -
W v =2
? Gﬂ X (3 Maps=t : Test_Mapsst

- Document Profocol Mame Tesl_Mapsst

i Endpaint Description

4 callut

| WS‘.‘I;L Last Updated By weblogic

Las dated On Mar 21, 2014 3:45 AM
i Mapsel File Locaton  MyPractceORM2ProvationORM ems | Updale...
Source Document Definition Target Document Definition
Document HLT Document HLT
Protocal Protocol
Pratocol Version 2.4
Decument Type ORM Document Type ORM
Source - Targel -
Document Document
Detiniton @AM_De Q, Definition OFM_Def Y

See Working with Mapsets for more information on mapsets.

1.4.1.5 Configuring Internal Delivery Channels

An internal delivery channel defines how a message is delivered from Oracle SOA
Suite for healthcare integration to a JMS topic or queue to make it available to internal
healthcare systems, or how a message that was sent to a topic or queue from an
external system is delivered to Oracle SOA Suite for healthcare integration. It defines
the connection information, the transport protocol, and so on. You can use the Internal
Delivery Channel on the Administration tab to create and configure internal delivery
channels.

Figure 1-7 displays a sample internal delivery channel.
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Figure 1-7 Sample Internal Delivery Channel

SOA Suite for Healthcare Integration pesigner o Preferences  Help +  weblogic + o
¢ ration s Administration ¥  ADM_GENERIC_ADT @ 8-
TH+roR :
Internal Delivery Channel: ADM_GENERIC_ADT Transport: Details
[0 Irkernal Delivary Channel
[23 send to Inkernal *Mame  ADM_GEMERIC_ADT acknowledgement Made  Mone = |
i® ADM_GENERIC_ADT Retry Inkerval =
48 ADT_04_ToInternal
T Reattempt Count o*
% AdmissionQueyus
& eroro T t Protocol
&, IFSEQ_inbound el
% &K _Errdy Transport Prokocol 5
5 [ receive fram Internal * Destination name jmsfhzbf AdmEenericad:
> e Settings * Connection fackory ims{b2b/E2EQueusConnectionFactory %

<0 Alerts and Contacts
Repository Managerment
il User Provisioning

1] | ]

See Working with Internal Delivery Channels for more information on internal
delivery channels.
1.4.1.6 Setting runtime and User Interface Properties

Oracle SOA Suite for healthcare integration enables you to modify runtime and user
interface properties. Use the Runtime and Ul icons available under the Settings folder
in the Administration tab for modifying these properties:

¢ runtime settings: Double-click the Runtime button to display the Runtime Settings
page, where you can modify runtime parameters related to functional
acknowledgment, large payloads, callout directory names, and dispatcher counts.

Figure 1-8 displays the Runtime Settings page.
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Figure 1-8 The Runtime Settings Page

SOA Suite for Healthcare Integrationpesigner Dackbo: marts references  Help v weblogic + o
< ration & Administration *  Runtime x @ 8-~
1 A
? GE cﬂ: = 28 Runtime Settings
> [ Internal Delivery Channel
. Non Purgeable Miscellaneous
% Settings
Runtime Callout Directary  jscrakchfanirghos/fi Ionore Carrelation  []
U1 Log Payload
D d S5L Private Key Password og Payload ]
=) (A Ele (=S SOAP Header Delimiter
Repository Management Acknowledgment
G User Provisioning Functional Ack handled Generic Message Type )
automatically Cutbound Dispatcher Count 1B
Functional Ack inkernal i
propetties Inbound Dispatcher Count 18
i Motify Inbound Functional
e = Partial Batch Commit Size +
Acks -
Performance Exception Queue ;l
Large Payload Size 2000000 & Motification Gueue =
Large Payload Directary  frmp Enablz BAM [
B&M Polling Interval =
Keystore
Location Password
Confirm Password

e User Interface settings: Double-click the UI button to display the User Interface
Settings page where you can specify the following;:

— Time slider periods: Enables you to select up to nine time slider periods to be
made available for Time Range selection in the Dashboard Summary page

— Dashboard Summary settings: Enables you to specify historical time range to
show statistics for Dashboards, number of columns to use in the endpoint status
grid, and auto-refresh interval (in seconds) for the Dashboard Summary view

- Endpoint settings: Enables you to specify display style for Document Type
statistics (Gauge or Table), number of columns to use in Gauges grid, and auto-
refresh interval (in seconds) for the Endpoint Detailed view of the Dashboard

— Reports settings: Enables you to specify auto-refresh interval (in seconds) for
reports, number of rows per page to be shown in the Reports Result table, and
display of message payload

Figure 1-9 displays a sample User Interface Settings page.
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Figure 1-9 The User Interface Settings Page
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See Configuring System Settings for more information on runtime and user-interface
settings.

1.4.1.7 Managing Repository Data

The Repository Management page allows you to export Oracle SOA Suite for
healthcare integration repository data and to import other exported files, such as
document definitions, mapsets, or other healthcare-related repository data. You can
also purge design-time and runtime metadata.
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Figure 1-10 Repository Management Page
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See Managing the Repository for more information on managing the Oracle SOA Suite
for healthcare integration repository.

1.4.1.8 Configuring Alerts and Contacts

The Alerts and Contacts page allows you to define a list of contacts and then associate
each contact with the events of which they should be notified. An alert can be sent for
a variety of runtime and design-time events.
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Figure 1-11 Alerts and Contacts Page
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See Configuring Alerts and Contacts for more information on managing alerts and
contacts.
1.4.2 Dashboards

Clicking the Dashboards tab displays the Dashboards page. When you open the
Dashboards page for the first time, the following options are displayed as shown in
Figure 1-12:

¢ Set Up Default Dashboard to Show Whenever Tab Is Selected: Specify the
dashboard name that is displayed as a default when you open the Dashboards

page
* Open or Edit Existing Dashboards: Open or edit available dashboards
e Create Dashboard: Create a new dashboard

* Delete Existing Dashboards: Delete a dashboard
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Figure 1-12 The Dashboard Page
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4| | H

Subsequent access to the Dashboards page displays the default dashboard page that
you have specified earlier. On this page, you can see all the endpoints associated with
a particular dashboard. In addition, the page enables you to specify whether to show
all endpoints regardless of their state, number of columns in which the endpoints are
displayed, and auto-refresh interval for the dashboard. The page also provides a
Dashboard Editor button that enables you to modify the dashboard name, as well as
select the required endpoints for the dashboard from a list of available endpoints.

Each endpoint provides options that enable you to view the endpoint properties and
also to configure the endpoint. Moving the mouse cursor over the information button
of a particular endpoint displays the endpoint properties. When you click the
Configure This Endpoint button, which is located next to the information button, you
are redirected to the relevant endpoint edit page.

You can click the button on upper right corner of the endpoint window to view the
details.

Figure 1-13 displays a sample Dashboard page.
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Figure 1-13 Sample Dashboard
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See Working with Dashboards for more information on dashboards.
1.4.3 Reports

Clicking the Reports tab displays the Reports page. The Reports page lists all the
different types of inbound and outbound messages (wire, business, and application)
pertaining to all the endpoints. In addition, the page enables you to:

¢ Navigate through the available messages
® Specify the number of messages to be displayed per page
* Open a message filter editor to create business message report filters

® Specify auto-refresh interval

When you click a message from the list the lower pane displays all the different
message types for the selected message, which are Wire Message, Business Message,
and Application Message. Clicking each of the message type displays the details.

Figure 1-14 displays a sample report containing a list of the messages, message type
details, and the Business Message Report Editor.
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Figure 1-14 Sample Report
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See Working with Reports for more information on reports.

1.5 Accessibility Options

This section describes accessibility options available with Oracle SOA Suite for
Healthcare Integration.

1.5.1 Expanding and Collapsing Tree Elements with the Keyboard

You cannot expand tree elements (those elements with a + or —) by pressing the
spacebar or pressing Enter.

Use the following steps to expand or collapse tree elements:
1. Navigate to the required element using the Tab key.

2. Press Enter to select the component.

3. Press Ctrl+Alt+M to launch the context menu.

4. Press the Up and Down arrows to navigate through the options in the context
menu.

1.5.2 Enabling Accessibility Features in Oracle SOA Suite for Healthcare Integration

Oracle SOA Suite for healthcare integration provides the screen reader option, that
enables your screen reader to access and read all components of the application.

To enable the screen reader:

1. Click the Preferences link in the top right corner of the main window.
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2. In the Preferences popup, select the Accessibility option in the navigation pane.
3. In the Mode Settings dropdown list, select Enable Screen Reader Mode.
4. Click OK.
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Working with the Oracle Healthcare Adapter

This chapter describes the Oracle Healthcare Adapter, which enables healthcare
integration components to be used in Oracle SOA Suite composites. The adapter is
used in an Oracle JDeveloper environment.

This chapter includes the following topics:
¢ Introduction to the Oracle Healthcare Adapter

¢ How to Use Healthcare Adapters in a SOA Composite Application

2.1 Introduction to the Oracle Healthcare Adapter

The Oracle Healthcare Adapter allows you to add healthcare integration binding
components to a SOA composite application to create an end-to-end process, such as
sending admissions information generated by a registration application to a laboratory
system.

The Healthcare Adapter establishes the type of documents transmitted between a SOA
composite application and external healthcare applications. You can use other SOA
Suite components in your composite application, including BPEL processes, Oracle
Mediator components, a variety of adapters, and so on.

2.1.1 The Healthcare Configuration Wizard

Adding a Healthcare Adapter to a composite launches the Healthcare Configuration
Wizard in Oracle JDeveloper. The wizard lets you create and configure healthcare
integration binding components in a SOA composite application as follows:

* The component is used as a service (inbound) to receive messages from external
systems and deliver them to SOA composite applications. Oracle SOA Suite for
healthcare integration is the entry point to the SOA composite application.

* The component is used as a reference (outbound) to send messages from the SOA
composite application to external applications.

As you follow the steps in the Healthcare Configuration Wizard, you are prompted to
select components, such as document definitions, which were created in Oracle SOA
Suite for healthcare integration. You can also launch Oracle SOA Suite for healthcare
integration from the wizard to create a document definition if the right one does not
already exist.

Note:

If SSL is enabled in the middleware (the healthcare integration Web service),
then the Healthcare Configuration Wizard detects the SSL port and retrieves
the document definitions using the SSL connection.
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2.1.2 What Happens When You Add a Healthcare Adapter to a SOA Composite

Completing the Healthcare Configuration Wizard adds a new healthcare integration
service or reference to the composite application and generates the corresponding
WSDL file. The WSDL file defines the schema, message, document definition, the
WebLogic Managed Server, and the connection to the application server. Connecting
the service or reference to Oracle BPEL processes or Oracle Mediator component
makes the healthcare integration normalized message properties available to that
process or component so you can further configure the healthcare application by
specifying endpoints, message types, message IDs, document types, protocols, and so
on.

Note:

In order to connect the composite application to a healthcare integration
endpoint, you must specify a value for the hc.fromEndpoint normalized
message property if a healthcare adapter is defined as a service, and you must
specify a value for the hc.toEndpoint normalized message property if a
healthcare adapter is defined as a reference.

2.2 How to Use Healthcare Adapters in a SOA Composite Application

This section contains steps to create a SOA composite application with a Healthcare
Adapter.

* C(Create and enable the healthcare integration endpoints (described in Working with
Endpoints.)

* Creating a SOA Application and Project

Add Service Components

* Adding a Healthcare Integration Binding Component

2.2.1 Creating a SOA Application and Project

You can use the Healthcare Adapter to add a healthcare integration binding
component to an existing JDeveloper project to enable communications between the
SOA Suite and external healthcare systems. First you must create the application and
the project.

For more information about creating SOA composite applications, see Introduction to
Building Applications with Oracle SOA Suite in Developing SOA Applications with
Oracle SOA Suite.

Before You Begin

Before you create the application and project, review the following guidelines:
* Do not use spaces in the name of the application.

* Do not create applications and projects in directory paths that have spaces (for
example, c: \ Program Fi | es).

¢ In a UNIX operating system, it is highly recommended that you enable Unicode
support by setting the LANGand LC_Al | environment variables to a locale with the
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UTEF-8 character set. This enables the operating system to process any character in
Unicode. SOA technologies are based on Unicode. If the operating system is
configured to use non-UTF-8 encoding, SOA components might function in an
unexpected way.

To enable Unicode support in an Oracle JDeveloper design-time environment,
select Tools > Preferences > Environment > Encoding > UTF-8. This setting is also
applicable for runtime environments.

* Composite and component names cannot exceed 500 characters.

* A project deployed to the same infrastructure must have a unique name across all
SOA composite applications. The uniqueness of a composite is determined by its
project name. For example, do not create a project named Projectl in two different
applications. During deployment, the second deployed project (composite)
overwrites the first deployed project (composite).

To create a SOA application and project

1. Start Oracle JDeveloper Studio Edition.

Note:

If you are starting Oracle JDeveloper for the first time, specify the location for
the Java JDK.

2. Create a new SOA composite application, as described in Table 2-1.

Table 2-1 SOA Composite Application Creation
|

If Oracle JDeveloper... Then...
Has no applications In the Application Navigator in the upper left, click New
For example, you are Application.

opening Oracle JDeveloper
for the first time.

Has existing applications From the File main menu or the Application menu:

a. Select New > Applications.

The New Gallery opens, where you can select
different application components to create.

b. In the Categories tree, under the General node,
select Applications. In the Items pane, select SOA
Application and click OK.

The Create SOA Application wizard appears.

3. On the Name your application page, you can optionally change the name and
location for your project. If this is your first application, from Application
Template, select SOA Application. Accept the defaults for the package prefix,
and click Next.
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4. On the Name your project page, you can optionally change the name and location
for your SOA project. By default, Oracle JDeveloper adds the SOA project
technology, the conposi t e. xm that generates, and the necessary libraries to
your model project. Click Next.

The Project SOA Settings page of the Create SOA Application wizard appears.
5. Inthe Configure SOA Settings page, click Empty Composite, and click Finish.

6. Select Save All from the File main menu.

2.2.2 Adding a Healthcare Integration Binding Component

You can add a healthcare integration binding component as an exposed service
(inbound) or an external reference (outbound) to define the connection to a healthcare
system.

Oracle Healthcare supports the following integrations with the Healthcare adapter:
* Adding a Default (Fabric) Integration Binding Component
¢ Adding a JMS Integration Binding Component

2.2.2.1 Adding a Default (Fabric) Integration Binding Component

You can add a Fabric integration binding component by using the Healthcare
Configuration Wizard.

Before you begin:

Before you add a healthcare integration binding component to an Oracle SOA project,
make sure you have created the necessary components in the healthcare integration
user interface. For example, make sure to create and configure any document
definitions and endpoints that you use in the project.

To add a fabric healthcare integration binding component

1. From the Component Palette, select SOA.

2. Scroll to Service Adapters and drag a Healthcare Adapter to either the Exposed
Services or External References swim lane.

¢ Drag the adapter to Exposed Services for receiving inbound messages.

® Drag the adapter to External References for sending outbound messages.

The Healthcare Configuration Wizard appears.
3. On the Healthcare Configuration Wizard Welcome page, click Next.
The Service Name page appears.

4. Enter a name for the healthcare service and click Next as shown in Figure 2-1.
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Figure 2-1 Healthcare Configuration Wizard - Service Name Page

Healthcare Configuration Wizard - Step 1 of 3

Healthcare Service

Welcome to the Healthcare Configuration Wizard

This wizard helps you create a Healthcare service. You'll be asked to specify configuration parameters and define
an operation for the service

Enter a Service Mame.

Name: (hcf_Outbound)

Help

|. Mext > | Finish Cancel

The Healthcare Integration Type page appears.

5. Select Default and click Next as shown in Figure 2-2.

Figure 2-2 Healthcare Configuration Wizard - Healthcare Integration Type Page

o) Healthcare Configuration Wizard - Step 2 of 3 [x]
Healthcare Integration Type
Select the Healthcare integration type.
(2) Default
O Ims
Help < Back | Mewxt = | Einish Cancel

The Application Server Connection page appears.

6. Do one of the following:

* From the AppServer Connection list, select an application server connection
and click Next.

¢ C(lick New to create an application server connection. Follow the Create
Application Server Connection Wizard.

Working with the Oracle Healthcare Adapter 2-5



How to Use Healthcare Adapters in a SOA Composite Application

When the connection is established, the user name and host name appear along
with the name of the SOA Server as shown in Figure 2-3.

Figure 2-3 Healthcare Configuration Wizard - Application Server Connection
Page

Healthcare Configuration Wizard - Step 3 of 6

Application Server Connection

Select the Application Server connection to use to get the document definitions. Select the New button to create a
new connection.

AppServer Connection: AppConn ']Ei / x

User Name: weblogic

Host Name: localhost

20A Server |goa serverl -| |

Test Healthcare

Help < Back Mext = Einish Cancel

7. To verify the connection to the application server, click Test Healthcare, and then
click OK on the dialog that appears.

8. Click Next.
The Operation page appears as shown in Figure 2-4.

Figure 2-4 Healthcare Configuration Wizard - Operation Page

Healthcare Configuration Wizard - Step 4 of 6

Operation

HealthCare adapter supports the following operations. Select the operation to use. Only one operation per service
may be defined in this wizard.

() Send
() Receive

O Synchronous Request/Reply
) Outbound

Help < Back Mext > | Einish Cancel

9. Select Send for outbound messages or select Receive for inbound messages.
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10. Click Next.
The Document Definition Handling page appears.

11. Retain the default (to import the schema from Oracle SOA Suite for healthcare
integration) or select one of the options on the Advanced tab, as described in Table
2-3 and shown in Figure 2-5.

Figure 2-5 Healthcare Configuration Wizard - Document Definition Handling
Page

i Healthcare Configuration Wizard - Step 5 of 6

Document Definition Handling ' ‘#‘-’l

Basic~ Advanced
Select howto handle the document definition.

(3) Document Definition Schema

(2) Import Schema from Healthcare
An xsd file will be copied to the project's directory in order for it to be available at runtime. However,
this will not include dependent files. Dependent files must be manually copied, maintaining the same
relative directory structure

(") Refer Schemain HL Repository | v| Hew

Refer tothe xsd schema by a url (oramds). Select an MDS connection only for remote MDS and none
for shared MDS.

() Browse Resource Schema | | =Y

() Opaque
Mo payload schema needs to be specified and can be used for flat file
format. The content is passed through in base-64 encoding.

(O anyType
Mo payload schema needs to be specified and any type of xml datawill be accepted.

"] Attachment Support

Help < Back Mext = Einish Cancel

12.Click Next.
The Document Definition page appears.

13. Expand the tree to select a document definition as shown in Figure 2-6.
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Figure 2-6 Healthcare Configuration Wizard - Document Definition Page
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Table 2-2 describes additional options on the page.

Table 2-2 Document Definition Page Options

Option Description

Search Enter a definition name in the empty field and click the Search
button. Partial strings are matched if you type the beginning
of the definition name. Partial strings with wildcards cannot

be used.

Refresh Retrieves the document definition list from the healthcare
integration server. Refresh after a search to see all document
definitions.

Healthcare Opens a browser to the Oracle SOA Suite for healthcare

Configuration integration user interface, using the connection specified on

the Application Server Connection page. In the healthcare
integration user interface, you can create or import a
document definition. After you finish those steps, return to
this dialog, click Refresh, and select the new document
definition.

14. Click Next.

15.If you selected a document definition with multiple root elements, the Root
Elements page appears. Select a root element to use and click OK.

16. Click Next and then click Finish.

2.2.2.2 Adding a JMS Integration Binding Component

You can add a Fabric integration binding component by using the Healthcare
Configuration Wizard.
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Before you begin:

Before you add a healthcare integration binding component to an Oracle SOA project,
make sure you have created the necessary components in the healthcare integration
user interface. For example, make sure to create and configure any document
definitions and endpoints that you use in the project.

To add a JMS healthcare integration binding component

1. Repeat steps 1-3 from Adding a Default (Fabric) Integration Binding Component..

2. Scroll to Service Adapters and drag a Healthcare Adapter to either the Exposed
Services or External References swim lane.

® Drag the adapter to Exposed Services for receiving inbound messages.

¢ Drag the adapter to External References for sending outbound messages.

The Healthcare Configuration Wizard appears.
3. On the Healthcare Configuration Wizard Welcome page, click Next.
The Service Name page appears.

4. Enter a name for the healthcare service (say hefp_Inbound to receive inbound
messages) and click Next as shown in Figure 2-7.

Figure 2-7 Healthcare Configuration Wizard - Service Name Page

Healthcare Service

Welcome to the Healthcare Configuration Wizard

This wizard helps you create a Healthcare service. You'll be asked to specify configuration parameters and define
an operation for the service.

Enter a Service Name.

Name: hcf_inbound|

Help < Back | Mext = | Einish Cancel

The Healthcare Integration Type page appears.

5. Select JMS and click Next as shown in Figure 2-2.
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Figure 2-8 Healthcare Configuration Wizard - Healthcare Integration Type Page

o Healthcare Configuration Wizard - Step 2 of 6 =]

Healthcare Integration Type

Select the Healthcare integration type.
() Default

@ M3

Help < Back Mext > Einish Cancel

The Application Server Connection page appears.
6. Repeat steps 6-8 from Adding a Default (Fabric) Integration Binding Component.

7. In the Operations page, select Send for outbound messages or select Receive for
inbound messages. In this case select Receive as shown in Figure 2-9.

Figure 2-9 Healthcare Configuration Wizard - Operation Page

Healthcare Configuration Wizard - Step 4 of 6

Operation

HealthCare adapter supports the following operations. Select the operation to use. Only one operation per service
may be defined in this wizard.

() Send
=

Help < Back Next = Finish Cancel

8. Click Next.
The Document Definition Handling page appears.

9. Repeat steps 11-16 from Adding a Default (Fabric) Integration Binding Component.
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10. In the JMS Provider page, select Oracle Weblogic JMS from the Oracle Enterprise
Messaging Service (OEMS) list and click Next as shown in Figure 2-10.

Figure 2-10 Healthcare Configuration Wizard - JMS Provider Page

|""'o Healthcare Configuration Wizard - Step 7 of 9 x|
IMS Provider
Select the IMS provider. Oracle Enterprise Messaging Service allows you to integrate with Oracle's Weblogic or
Advanced Queueing messaging service. You can also choose to integrate with a third party provider.
Oracle Enterprise Messaging Service (OEMS)  |qpgc)e Weblogic |MS v]
————— Mot Specified -----
d Qu%ueing
Help < Back | Mext = | Einish Cancel

The Service Connection page appears.

11. Select the Application Server connection from the AppServer Connection list (or
create a connection by clicking the plus button and then using the Create
Application Server Connection wizard) and click Next.

The Consume Operation Parameters page appears.
12. Click the Browse button to display the Select Destination dialog box.

13. Select the required destination name from the list. In this case, select jms/b2b/
B2B_IN_QUEUE (to receive inbound messages) and click OK to go back to the
Consume Operation Parameters page. Note that the JNDI Name field is already
populated.

14. Click Next as shown in Figure 2-11.
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Produce Operation Parameters

Enter the parameters for the Produce Message operation.

Figure 2-11 Healthcare Configuration Wizard - Consume Operations Page

Healthcare Configuration Wizard - Step 9 of 10

Consume Operation Parameters

Enterthe parameters forthe Consume Message operation.

Destination Name (Queue): [jms/b2b/B2B_IN_QUEUE || Browse..

Message Body Type: [TextMessage ']

Message Selector: | |

example 1: "country in {'US', 'UK"Y", example 2: "origin = 'FR™

Specify the JNDI name for the JMS Connection. The deployment descriptor for the deployed instance of the |MS
Adapter must associate this JNDI name with a set of configuration properties needed by the |MS Adapter to access
the IMS destination at runtime.

IMDI Mame: eis/wis/Queue | Q&

["] Enable Streaming

Help = fack Mext = Einish Cancel

Note:

When you select Receive in the Operation page, the Consume operation is
pre-selected and the Consume Operation Parameters page is displayed.

Likewise, when you select Send in the Operation page, the Produce operation
is pre-selected and the Produce Operation Parameters page is displayed. For a
Send operation, you must select the destination of the B2B_OUT_QUEUE as
shown in the following figure.

Healthcare Configuration ' Wizard| - Step 9 of 10

Destination Mame {Queue): |jms/b2b/BE2E_OUT_QUEUE Browse..
Message Body Type: |Text Message ~

Delivery Mode: Persistent v_f

Priority: -|

TimeTolLive: o '_.‘. .seconds -/

Unit ©f Order:
Specify the JMDI name for the JMS Connection. The deployment descriptor for the deployed instance of the JMS
Adapter must associate this [MDI name with a set of configuration properties needed by the [MS Adapter to access

the JMS destination at runtime.

INDI Name: eis/wis/Queue |9

Help < Back Next > Finiz Cancel

15. Click Next and then click Finish.
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2.2.2.3 Document Definition Handling in the Healthcare Configuration Wizard

The Healthcare Configuration Wizard lets you associate document definitions from
Oracle SOA Suite for healthcare integration with the adapter you are creating. You can
specify how the document definition is associated with the Composite and whether
the schema definition (XSD) file is required for validation. Table 2-3 lists and describes
the possible options for handling the document definition.

Table 2-3 Advanced Document Definition Handling Options
. ______________________________________________________________________________|

Option

Description

Import Schema from
Healthcare

Imports the schema from Oracle SOA Suite for healthcare
integration. This option copies the XSD file to the project
directory to make it available at runtime. If there are any
dependent files, you must copy them manually to the
project, maintaining the same directory structure.

Refer Schema in HL Repository

Uses an existing metadata service (MDS) connection or
allows you to create a new connection to use. Select an
existing service or create a new MDS connection. If you
create a new MDS connection, the MDS Connection Wizard
appears so you can define a connection. This connection is
required to access the Oracle SOA Suite for healthcare
integration repository. When you select a document
definition, a URL is generated to link to the MDS.

The selected application server connection refers to a
specific Oracle SOA Suite for healthcare integration
instance. The MDS connection used by the instance must
match the selected MDS connection to avoid inconsistent
document definitions.

When referring to a schema in an Oracle SOA Suite for
healthcare integration repository, an MDS connection is
required only for referring to a schema in a remote MDS,
but not if the schema is referred to within the local shared
MDS repository.

Browse Resource Schema

Browse for a schema using the SOA Resource Browser.
Selecting this option and clicking the Browse Schema button
opens the Type Chooser dialog. Expand the tree, select a
type, and return to the Document Definition Handling page.

Opaque Handles any type of data (for example, positional flat file)
when the content is passed through in base-64 encoding.
You need not specify a schema.

anyType Handles any type of XML data. You need not specify a

schema.

2.2.3 Add Service Components

After you create the SOA application and project, you can add the service components
that implement the business logic and processing rules for the application.

To add service components to a project

1. From the Component Palette, select SOA.
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2. From the Service Components list, drag a component into the designer.

Figure 2-12 shows a BPEL process just added to the designer.

Figure 2-12 BPEL Process in a Composite Application
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A dialog specific to the selected service component appears. Table 2-4 describes the

available dialogs.

Table 2-4  Starting Service Component Editors

Service Component

Resulting Dialog

BPEL Process

Create BPEL Process dialog to create a BPEL process that
integrates a series of business activities and services into
an end-to-end process flow.

Business Rule

Create Business Rules dialog to create a business decision
based on rules.

Human Task

Create Human Task dialog to create a workflow that
describes the tasks for users or groups to perform as part
of an end-to-end business process flow.

Mediator

Create Mediator dialog to define services that perform
message and event routing, filtering, and transformations.

3. Configure the settings for the service component. For help with a service
component dialog, click Help or press F1.

4. When configuring the component, define any of the normalized message
properties listed in Table 2-5. hc.fromEndpoint and he.toEndpoint must be defined
and must correspond to endpoints defined in the healthcare integration user

interface.

Table 2-5 Healthcare Integration Normalized Message Properties
]

Property

Description

hc.documentDefinitionName

hc.documentProtocolName

The name of the document definition. For example,
ADT_A03_def.

The name of the protocol associated with the document
definition. For example, HL7.
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Table 2-5 (Cont.) Healthcare Integration Normalized Message Properties

Property

Description

hc.documentProtocolVersion

hc.documentTypeName

hc.fromEndpoint

hc.messageld

hc.messageType

hc.replyToMessageld

hc.toEndpoint

The version of the above protocol associated with the
document definition. For example, 2.3.1 for an HL7
document.

The document type associated with the document
definition. For example, ADT_A03 for an HL7
document.

The name of the endpoint for the sending application.
This name is defined in the endpoint configuration in
the healthcare integration user interface.

A unique message ID.

The message type value can be one of the following
options:

* 1 (indicates a request)

* 2 (indicates a response)

* 9 (indicates a functional acknowledgment)

The message ID to which the sending message replies.

The name of the endpoint for the receiving application.
This name is defined in the endpoint configuration in
the healthcare integration user interface.

. When you are done configuring the settings, click OK.

. Select Save All from the File main menu.

See Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for more
information about adding service components.

Working with the Oracle Healthcare Adapter 2-15



How to Use Healthcare Adapters in a SOA Composite Application

2-16 Healthcare Integration User's Guide for Oracle SOA Suite



3

Working with Document Types and
Protocols

This chapter provides information about the document protocols and message types
supported by Oracle SOA Suite for healthcare integration, and describes how to work
with document definitions in the healthcare integration user interface.

This chapter contains the following topics:
¢ Introduction to Document Protocols

* Using the Custom Document Protocol
* Using the HL7 Document Protocol

¢ Creating Document Definitions

® Deleting a Document Definition

3.1 Introduction to Document Protocols

Oracle SOA Suite for healthcare integration supports custom and HL7 V2.x document
protocols.

Figure 3-1 displays the document protocols supported in Oracle SOA Suite for
healthcare integration.

Figure 3-1 Oracle SOA Suite for healthcare integration Document Protocols
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As part of the document definition, you provide the document guideline files, which
are typically created in Oracle Document Editor. (For Custom documents, you cannot
use Oracle Document Editor and validation of documents is also not possible.) If
validation is enabled, then, at runtime, the payload must conform to the document
definition file type you use.

3.1.1 What You Might Need to Know About the Document Hierarchy

You can think of a document protocol as a hierarchy, as shown in Figure 3-2.

Working with Document Types and Protocols 3-1



Using the Custom Document Protocol

Figure 3-2 Document Hierarchy

Document Protocol
Document Protocol Version

Document Type
Document Definition

A document protocol can consist of multiple document protocol versions. A document
protocol version can consist of multiple document types. A document type can consist
of multiple document definitions. Typically, you start with one document definition
and customize it for different endpoints.

Figure 3-3 shows a document protocol hierarchy as it applies to HL7 V2.3.1.

Figure 3-3 HL7 V2.3.1 Document Hierarchy

Document Protocol

# (HL7)
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In the Oracle SOA Suite for healthcare integration user interface, as you create a
document definition, the document protocol hierarchy is reflected in the definition:

DocumentProtocol—Version—DocumentType—DocumentDefinitionName

Example - Document Definition Name for an HL7 Document shows the hierarchy
reflected in the definition for an HL7 document.

Document Definition Name for an HL7 Document

Docunent protocol : HL7Docunent protocol version: 2.3.1Document type: ADT_AOlDocunment
definition: ADT_AO1_def The resulting document definition is:H.7-2.3.1-ADT_A01-
ADT_A01_def

3.1.2 What You Might Need to Know About Document Protocols with Acknowledgments

For any message flow that involves an acknowledgment, Oracle SOA Suite for
healthcare integration sends an acknowledgment only once. Resubmission does not
generate another acknowledgment if the message has already been acknowledged.

3.2 Using the Custom Document Protocol

Oracle SOA Suite for healthcare integration supports custom document protocols to
create documents required for proprietary transactions. With XML messages, you
have the advantage of schema enforcement (XSDs).

With non-XML messages, you can create endpoints for specific message types.

When creating a Custom document, you specify rules to identify the incoming
document. For XML documents, specify an XPath expression or an XPath expression
and a value, which is the expected result of the expression.
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For non-XML documents such as a flat file, you can specify Identification Start
Position, End Position, and Identification Value.

3.2.1 What You Might Need to Know About Custom Document Version Parameters

No parameters are required to be set when you create the document version for a
Custom document.

3.2.2 What You Might Need to Know About Custom Document Type Parameters

When you create a Custom document type, you can set ebXML messaging service
(ebMS) parameters to identify the ebXML document. Figure 3-4 shows the document
type parameters for a Custom document.

Figure 3-4 Document Type Parameters for a Custom Document
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Table 3-1 describes the document type parameters for a Custom document.

Table 3-1 Document Type Parameters for a Custom Document

Parameter Description
ebMS Tab -
Action name The action name for the ebXML header, which is also an identification criteria

for inbound and outbound messages. ebMS documents require an action name
to avoid run-time errors.

Service name The service name for the ebXML header, which is also an identification criteria
for inbound messages. ebMS documents require a service name to avoid run-
time errors.

Service type The service type for the ebXML header, which is also an identification criteria
for inbound messages. ebMS documents require a service type to avoid run-
time errors.

From Role The endpoint that sends the message. A value provided here overrides the
Identifiers values supplied on the Profile tab.
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Table 3-1 (Cont.) Document Type Parameters for a Custom Document

Parameter Description

To Role The endpoint that receives the message. A value provided here overrides the
Identifiers values supplied on the Profile tab.

Validate ebMS Header When selected, validates inbound ebMS header from role to role.

3.2.3 What You Might Need to Know About Custom Document Definition Parameters

When you create a Custom document definition (see Creating Document Definitions
for more information on creating document definitions), select the identification type
—XML or Flat, and set parameters in the tabbed areas. Figure 3-5 shows the document
definition parameters for an XML-type Custom document.

Figure 3-5 Document Definition Parameters for an XML-Type Custom Document
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Figure 3-6 shows the document definition parameters for a flat-file Custom document.
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Figure 3-6 Document Definition Parameters for a Flat-Flle Custom Document
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Table 3-2 describes the document definition parameters for a Custom document.

Table 3-2 Document Definition Parameters for a Custom Document
- - - - - - - - - - -]

Parameter Description

XML Tab (Available if XML is selected from Identification Type)

Identification Expression (XPath) Locates a node in the XML payload

Identification Value Provides the value to match in the node identified by the Identification

Expression. If the values match, then the document is successfully
identified. If the value is left blank, then Oracle SOA Suite for healthcare
integration checks for the existence of the node and the document is
successfully identified.

DTD/XSD NamespaceConversion Select from None, Both, Inbound, or Outbound.

Routing Tab -

Document Routing ID Sets the consumer name to the back-end application

XPath Tab See How to Configure the XPath Expression for a Custom XML
Document.

XPath Namel The XML XPath name for retrieving the value from the payload

XPath Expressionl The XML XPath expression for retrieving the value from the payload.

XPath Name2 The XML XPath name for retrieving the value from the payload.

XPath Expression2 The XML XPath expression for retrieving the value from the payload.

XPath Name3 The XML XPath name for retrieving the value from the payload.

XPath Expression3 The XML XPath expression for retrieving the value from the payload.

Correlation Tab -
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Table 3-2 (Cont.) Document Definition Parameters for a Custom Document
. _______________________________________________________________________________|

Parameter Description

Correlation From XPath Name The name of the correlation property for initiating the correlation.

Correlation From XPath Expression The XML XPath for retrieving the value from the payload to initiate the

correlation.

Correlation To XPath Name The name of the correlation property for the correlation.

Correlation To XPath Expression The XML XPath for retrieving the value from the payload for the
correlation.

Flat Tab -

Identification Start Position Used in combination with the end position to retrieve a value from the
payload between the start and end positions

Identification End Position Used in combination with the start position to retrieve a value from the
payload between the start and end positions

Identification Value A value between the start and end positions

Apps Tab -

Document The name of the internal application document.

Action A sub-classification within the document.

XSLTFile The name of the XSLT file.

3.2.3.1 How to Configure the XPath Expression for a Custom XML Document

The XPath expression identifies a Custom XML document. You configure the XPath
expression when you specify the document type parameters.

The options when configuring an XPath expression are as follows:
* Option 1: Specify the XPath and the Matching Value

e Option 2: Check for the Existence of a Node

* Option 3: Check the Value of an Attribute

3.2.3.1.1 Option 1: Specify the XPath and the Matching Value

Assume that the transaction ID is 12345. Set the parameters as follows:

Field Value
Identification Value 12345
Identification Expression / /*[local-name() = "TransactionID']/text()

Oracle SOA Suite for healthcare integration compares the value of Identification
Expression in the payload to the value specified in Identification Value. If the values
match, then the document is identified successfully and the corresponding document
type and document protocol version are used to identify the endpoint. Example -
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Specify the XPath and the Matching Value shows an excerpt of the XML payload for
this option.

Example - Specify the XPath and the Matching Value

<?xm version="1.0" encodi ng="UTF-8" ?>
<Message xm ns:nsl="http://ww. exanpl el. org" xm ns:ns2="http:// ww. exanpl e2. org"
xm ns="http:// ww. exanpl e3. org"
xm ns: xsi ="http:// ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:ns="http://ww. exanpl e4. org" >
<MessageHeader >
<Sour ce>201944019</ Sour ce>
<Dest i nati on>205704856</ Dest i nat i on>
<Transacti onl D>123456</ Transacti onl D>
<Ver si on>1- 0- 0</ Ver si on>
</ MessageHeader >
<Body>
<ns: Case xsi:schemalLocation="http://ww:. exanpl e4.org" nsl:caseCategoryl D="1">
<nsl: Official Provisi onNunber >String</nsl: O ficial Provi si onNurber >
</ ns: Case>
</ Body>
</ Message>

3.2.3.1.2 Option 2: Check for the Existence of a Node

Assume that you are checking for the existence of a node called r egi st er Command.
Set the parameters as follows:

Field Value
Identification Value Leave blank.
Identification Expression /*[local-name()='envelope']/body/transaction/command/

*[local-name()="registerCommand']

When the Identification Value field is left blank, Oracle SOA Suite for healthcare
integration checks for the node identified in Identification Expression. If a node in the
payload matches, then the document is identified successfully. Example - Check for
the Existence of a Node shows an excerpt of the XML payload for this option.

Check for the Existence of a Node

<uccnet: envel ope xnins: eanucc="http://wwmv. ean-ucc. or g/ schemas/ 1. 3/ eanucc"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM.Schema- i nst ance"
xm ns: uccnet ="http://ww. uccnet. org/ schemas/ 2. 2/ uccnet "
conmuni cat i onVer si on="2. 2"
Xsi : schemalLocation="http://ww:. uccnet. org/ schemas/ 2. 2/ uccnet
http://waw. testregistry.net/xm schema/ uccnet/ 2. 2/ Envel ope. xsd" >
<nessageHeader >
<nessagel dentifier>
<val ue>791: 1_EB3CDC749A1F2BABE03014906CCA605A</ val ue>
</ messagel dentifier>
<user | d>or acl esupXSD</ user | d>
<representingParty>
<gi n>0060974050142</ gi n>
</representingParty>
</ messageHeader >
<body>
<transacti on>
<entityldentification>
<uni queCreat or | denti fi cati on>856</ uni queCreatorldentification>
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<gl obal Locat i onNunber >
<gi n>0060974050142</ gi n>
</ gl obal Locat i onNunber >
</entityldentification>
<conmand>
<uccnet : regi st er Command>
<regi st er CommandHeader type="ADD" />
</ uccnet: regi st er Command>
</ command>
</transaction>
</ body>
</ uccnet: envel ope>

3.2.3.1.3 Option 3: Check the Value of an Attribute

Assume that the value of the country attribute is US. Set the parameters as follows:

Field Value
Identification Value US
Identification Expression //*/@country

Oracle SOA Suite for healthcare integration compares the value of the country
attribute to the value set for Identification Value. If the values match, then the
document is identified successfully. Example - Check the Value of an Attribute
shows an excerpt of the XML payload for this option.

Example - Check the Value of an Attribute

<?xm version="1.0" encodi ng="w ndows- 1252" ?>
<MyAddress country="US" xm ns="http://wwmv. exanpl e. org"
xmi ns: xsi ="http:// ww. w3. or g/ 2001/ XM.Schema- i nst ance"
xsi : schemaLocat i on="PO. xsd" >
<nanme>B2B Buyer </ nane>
<street>100 Oracl e Parkway</street>
<ci ty>Redwood Gity</city>
<st at e>CA</ st ate>
<zi p>94065</ zi p>
</ MyAddr ess>

3.3 Using the HL7 Document Protocol

Oracle SOA Suite for healthcare integration implements the Health Level 7 (HL?)
version 2.x to exchange documents containing health care information using the
Generic exchange or MLLP exchange.

When using HL?, the standard Oracle SOA Suite for healthcare integration features,
such as validation, translation, automatic generation of outbound envelope headers,
and acknowledgments, are available.

For information about the organization that created and maintains the HL7 standards,
go to http://www.hl7.org.

3.3.1 What You Might Need to Know About HL7 Document Version Parameters

When you create an HL7 document version, you can set various parameters. Figure
3-7 shows document version parameters for an HL7 document.
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Figure 3-7 Document Version Parameters for an HL7 Document
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Table 3-3 describes the document version parameters for an HL7 document.

Table 3-3 Document Version Parameters for an HL7 Document

Parameter Description

Message Header Tab -

Security In some applications of HL7, this field is used to implement security
features.

Processing ID MSH.11 - This field is used to decide whether to process the message as

defined in HL7 Application (level 7) processing rules. The first
component defines whether the message is part of a production,
training, or debugging system (refer to HL7 table 0103 - Processing ID
for values). The second component defines whether the message is part
of an archival process or an initial load (refer to HL7 table 0207 -
Processing mode for values). This allows different priorities to be given
to different processing modes.

Accept Acknowledgement Type Sets the conditions under which application acknowledgments are
required to be returned in response to the message. The value AL
(always) is supplied.
Oracle SOA Suite for healthcare integration checks the payload (MSH.15)
of an incoming message to see if an ACK has to be generated. In some
HL?7 Systems, MSH. 15 is not sent in the payload at all and it is expected
that an ACK is still sent.

Application Acknowledgment Type MSH.16. The value AL (always) is supplied.

Country Code Sets the country of origin for the message. The value US is supplied.

Character Set Sets the character set for the entire message. The value ASCII is supplied.
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Table 3-3 (Cont.) Document Version Parameters for an HL7 Document
. _______________________________________________________________________________|

Parameter Description

Internationalization Code Identifier MSH.19

Internationalization Code Text MSH.19

Internationalization Coding System MSH.19
Name

Internationalization Code Alternate MSH.19
Identifier

Internationalization Code Alternate MSH.19
Text

Internationalization Code Alternate MSH.19

Coding System Name

International Version Identifier MSH.12

International Version ID Text MSH.12

International Version ID Coding MSH.12

System Name

International Version ID Alternate MSH.12

Identifier

International Version ID Alternate MSH.12

Text

International Version ID Alternate MSH.12

Coding System Name

Batch Header Tab -

Create Batch Header Select the box to create batch headers.
Batch Header Ecs File Click the Browse button to find an ecs file to override the standard file. If

not provided, the provided default file is used.

Batch Security BHS.8

Batch Date BHS.7. The system date-time stamp is supplied
(#Syst enDat eTi me( CCYYMVDDHHWM) #).

File Header Tab -

Create File Header Select the check box to create file headers.

File Header Ecs File Click the Browse button to find an ecs file to override the standard file. If
not provided, the provided default file is used.

File Security FHS.8

File Date FHS.7. The system date-time stamp is supplied

(#Syst enDat eTi me( CCYYMVDDHHWM) #).
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Table 3-3 (Cont.) Document Version Parameters for an HL7 Document
. _______________________________________________________________________________|

Parameter Description

Delimiters Tab Click Select Hexadecimal Characters next to any of the delimiter fields
to provide values.

Element Delimiter A single character that follows the segment identifier and separates each
data element in a segment except the last. The value 0x7c is supplied.

Escape Character The value 0x5c is supplied.

Repeating Separator A service character used to separate adjacent occurrences of a repeating
data element, or to separate multiple occurrences of a field.The value
0x7e is supplied.

Segment Delimiter A syntax character indicating the end of a segment (a logical grouping of

data fields) within a message. The value 0x0d is supplied.

Subcomponent Delimiter The value 0x26 is supplied.

Subelement Delimiter The value 0x5e is supplied.

Miscellaneous Tab -

Ignore Envelope Parameters Use this option to provide a list of envelope elements, separated by
commas, to be ignored during look-up validation. For an HL7
agreement, the possible values include MessageSendingApp,
MessageReceiving App, MessageSendingFacility, and
MessageReceivingFacility.

Ack Mode Select this option to specify whether to send a single acknowledgment or
multiple acknowledgments for inbound batched HL7 messages.

3.3.2 What You Might Need to Know About HL7 Document Type Parameters

When you create an HL7 document type, you can set various parameters. Figure 3-8
shows the document type parameters for an HL7 document.
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Figure 3-8 Document Type Parameters for an HL7 Document
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Table 3-4 describes the document type parameters for an HL7 document.

Table 3-4 Document Type Parameters for an HL7 Document
- - - - |

Parameter Description

Transaction Tab -

HL7 Generic ACK If selected, Oracle SOA Suite for healthcare integration sends a generic
ACK.

Note:

The HL7 standard does not specify any Ack
generation rules for the errors on file or batch
header - only for the message. Oracle B2B
does not generate acks for file and batch
header errors for HL7 inbound messages
(only error reports are generated).

Map ACK Control ID Select to enable mapping the MSH.10 of the business message to the
MSH.10 of the acknowledgment.

Note: This Map ACK Control ID parameter is for the functional ACK.

Accept Acknowledgement A functional acknowledgment is generated when MSH.15 has no value.
Select None to take no action. Acknowledgment generation is dependent
on the value in MSH.15 of the business message. Select AL (always) to
generate the acknowledgment under any conditions. Select ER (error/
reject) to generate the acknowledgment when the message errors or is
rejected. Select SU (successful completion) to generate the
acknowledgment when the message is successfully processed.
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For information about how to override document parameters at individual endpoint
level see Overriding Document Parameters at the Endpoint Level.

3.3.3 What You Might Need to Know About HL7 Document Definition Parameters

When you create an HL7 document definition (see Creating Document Definitions for
more information on creating document definitions), you can set various parameters.
Figure 3-9 shows document definition parameters for an HL7 document.

Figure 3-9 Document Definition Parameters for an HL7 Document
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Table 3-5 describes the document definition parameters for an HL7 document.

Table 3-5 Document Definition Parameters for an HL7 Document
- - - -~ - - - - - ]

Parameter Description

Transaction Tab -

*Transaction Set ecs File Click the Browse button to find the ecs file.

Routing Tab -

Document Routing ID Sets the consumer name to the back-end application

XPath Tab See How to Configure the XPath Expression for a Custom XML
Document, for more information.

XPath Namel The XML XPath name for retrieving the value from the payload

XPath Expressionl The XML XPath expression for retrieving the value from the payload

XPath Name2 The XML XPath name for retrieving the value from the payload

XPath Expression2 The XML XPath expression for retrieving the value from the payload

XPath Name3 The XML XPath name for retrieving the value from the payload

XPath Expression3 The XML XPath expression for retrieving the value from the payload

Correlation Tab -
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Table 3-5 (Cont.) Document Definition Parameters for an HL7 Document
. _______________________________________________________________________________|

Parameter Description

Correlation From XPath Name The name of the correlation property for initiating the correlation.

Correlation From XPath Expression The XML XPath for retrieving the value from the payload to initiate the

correlation.

Correlation To XPath Name The name of the correlation property for the correlation.

Correlation To XPath Expression The XML XPath for retrieving the value from the payload for the
correlation.

Apps Tab -

Document The name of the internal application document.

Action A sub-classification within the document.

XSLTFile The name of the XSLT file.

3.3.4 What You Might Need to Know About Using HL7

No business message is produced for an HL7 immediate acknowledgment (transport-
level acknowledgment).

Negative acknowledgment messages indicating errors in an HL7 exchange might be
truncated because of the 80-character length limitation in HL7 versions 2.1 through
25.

3.4 Creating Document Definitions

A document definition specifies the document protocol—the document protocol
version and document type—that is used to validate the message. The document
definition can be an ECS file, in the case of HL7 messages, or an XSD/DTD, in the case
of XML messages.

The same document definition is used by participating endpoints in a transaction. It
must adhere to the standards for document protocols, protocol versions, and
document types.

Note:

To ensure that the document definition conforms to standards, you can use
Oracle Document Editor to create the document guideline files and then use
the Oracle SOA Suite for healthcare integration user interface to import those
files when creating the document definition.

After creating transaction set files by using Oracle Document Editor, you use the
Oracle SOA Suite for healthcare integration user interface to create the document
definition and import the transaction set files.

Note:
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The document version, document type, and document definition are not
editable after they are created. You must delete the specific document element
(version, type, or definition) and create a new one. Updating the document
elements after creation can lead to metadata inconsistency, metadata
validation issues, and runtime errors.

To create a document definition:

1.

Log on to Oracle SOA Suite for healthcare integration. The Oracle SOA Suite for
healthcare integration user interface opens with the Configuration tab selected.

In the left-hand navigation panel, expand Document Protocol. This displays the
list of supported protocols, which are Custom and HL 7 V2.x.

Select one of the document protocols, for example HL?, as shown in Figure 3-10,
and click the Create button. This displays the Create Document Version window.

Note:

You can also right-click the document protocol name and select Create from
the shortcut menu.

Figure 3-10 Selecting a Document Protocol

é@; Configuration c;,'b Adrministration

Th+oR

(23 pocument Protocal

> Cuskam

> [
3 I:I Endpoint
v I:I Callout
> B8 Mapset
» [ wsnL

Note:

In the Create Document Protocol Version dialog box, enter a protocol version
name, for example, 2.3.1.

Enter the document protocol version name in the Name field.

Specify the document version parameters as applicable, and click OK.

The version is used for document identification and can be case sensitive. Use a
fixed syntax that conforms to the protocol standards.

Figure 3-11 shows the document protocol version page for an HL7 V2.3.1
document.
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Figure 3-11 Entering Document Protocol Version Information

Create Document Yersion
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Batch Header Ecs File Browsze.. | Mo file selected.
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2 QK Cancel

For parameter descriptions, see Table 3-3.

6. Click the newly created Version name, and then click the Create button to display
the Create Document Type window. Alternatively, you can right-click the version
name and select Create from the shortcut menu.

7. Enter a document type name, specify document type parameters as applicable,
and then click OK.

Figure 3-12 shows the document type parameters page for an HL7 V2.3.1
document.
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Figure 3-12 Entering Document Type Parameter Information
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For document type parameter descriptions, see Table 3-4.

With the new document type name selected, click Create to display the Create
Document Definition window.

Enter a document definition name and do the following:

a. Browse for an optional definition (XSD) file for any of the document
protocols.

b. Browse for the required transaction set ECS file for HL7 or positional flat file.

c. Specify document definition parameters as applicable and click OK.

Figure 3-13 shows the document definition parameters page for an HL7 V2.3.1
document.
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Figure 3-13 Entering Document Definition Parameter Information
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For definition parameter descriptions, see the following:

e Table 3-2
e Table 3-5

Note:

You can also use the post install script, install the standard library, and import
hl7 doctypes file to create a document tree in Healthcare console.

3.5 Deleting a Document Definition

There are two ways to delete a document definition.

Select the document definition name and click Delete. Alternatively, you can select the
definition name, right-click, and select Delete from the shortcut menu.
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Working with Endpoints

This chapter describes the concept of an endpoint in Oracle SOA Suite for healthcare
integration, and provides instructions for creating and configuring endpoints for
healthcare integration applications.

This chapter contains the following topics:

¢ Introduction to Endpoints

¢ Creating Endpoints

® Associating an Endpoint with a Document

* Enabling Sequencing for an MLLP Endpoint

¢ Enabling SSL/TLS Support for MLLP Endpoints

* Handling Actionable Errors for an MLLP Endpoint
® Deleting an Endpoint

* Working with the Endpoint Window

e Healthcare and Oracle Managed File Transfer Integration

4.1 Introduction to Endpoints

In Oracle SOA Suite for healthcare integration, endpoints are communication channels
from where predefined documents are sent or received. Endpoints define how
documents are exchanged with an external system, specifying the location, transport
protocol, documents to be exchanged, and other configuration parameters.

An endpoint can be a URL, folders, or path, among others. Based on the direction of
the message, an endpoint can be inbound, outbound, or both. For example, when
Oracle SOA Suite for healthcare integration reads from a directory, the directory is the
inbound endpoint. Conversely, when Oracle SOA Suite for healthcare integration
writes to or sends messages to a directory, the directory is the outbound endpoint.
Also, an MLLP endpoint can be used both for receiving and sending messages.

For Oracle SOA Suite for healthcare integration, you must associate an endpoint with
document definitions and enable the endpoint to be able to start sending and receiving
messages.

Figure 4-1 displays a sample endpoint, which is yet to be associated with a document
definition.
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Figure 4-1 Oracle SOA Suite for healthcare integration Sample Endpoint
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4.2 Creating Endpoints

The Oracle SOA Suite for healthcare integration user interface provides an Endpoints

page where you can create and configure endpoints. This procedure describes how to
create endpoints using the interface.

You can create endpoints both for bidirectional (MLLP) and single-directional (FILE,
JMS) transport protocols. Bidirectional protocols enables you to send or receive
response messages or functional acknowledgements (FAs) by using the same
endpoint. However, single-directional protocols must be configured to send and
receive documents; only then you can send or receive messages or FAs per endpoint.

To create endpoints with bidirectional transport protocol (MLLP):
1. Log on to the Oracle SOA Suite for healthcare integration user interface.

2. Inthe Configuration tab under the Design tab, click the Endpoint folder and then
click the Create button as shown in Figure 4-2.
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Figure 4-2 Create Endpoint Button
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3. In the Create window, enter the following and click OK, as shown in Figure 4-3:
¢ Name: Name of the endpoint.

¢ Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select MLLP10.

¢ Connection Mode: Server or Client. If the endpoint is configured as server,
Oracle SOA Suite for healthcare integration engine starts listening on a port
and waits for a client to connect to it. In general, the server connection mode is
for inbound case. When configured as client, the engine connects to hostname
and port of a remote computer or device. In general, this is for an outbound
case.

Note:

Oracle Healthcare supports multiple client connections for a single server
channel. So, multiple clients can connect to the same server and exchange data
and receive FAs.

If the message is passed to the back-end application, then the message can be
sent in the following ways:

— Oracle Healthcare passes the endpoint details to the back-end application
using dynamic IP address, and the application populates the same values
back into outbound dynamic IP header. Oracle Healthcare makes use of
this dynamic IP header to pick the correct connection.

— Clients can set the r epl yt oMsgl d property in the properties of the
acknowledgement or response message and then connection details can be
fetched from the request message.

* Host Name: In case of an MLLP Server endpoint, it should be name or IP
address of the computer hosting Oracle SOA Suite, and in the case of an MLLP
Client endpoint, it should be the remote host name or device name. Typically,
this should be | ocal host . However, when localhost is specified, the WLS
server listen address is used instead (not the localhost/127.0.0.1 address).

Note:

When using NIO mode, you must specify the IP address or the computer
name instead of | ocal host .

e Port: Port number should be more than 500. If the connection mode is set to
Server, then the port must be a valid TCP port number. If the connection mode
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is set to Client, then the port must be the same as the port used on the MLLP
server.

This creates the endpoint and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure 4-3 Specifying Endpoint Parameters
Create Endpoint x I

*MName |
Transpork Protocal  MLLPLO =l
* Connection Mode  Server - |
* Host Mame  |ocalhost

* Park

2 Ok Canicel

To create endpoints with single-directional transport protocol (FILE):

1. Log on to the Oracle SOA Suite for healthcare integration user interface.

2. In the Configuration tab under the Design tab, click the Endpoint folder and then
click the Create button.

3. In the Create window, enter the following and click OK, as shown in Figure 4-4:
e Name: Name of the endpoint.

* Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select FILE.

* Direction: Inbound or Outbound based on your requirement. If the endpoint is
configured as inbound, then it can receive response messages or FAs from other
endpoints. Conversely, if the endpoint is configured as outbound, it can send
messages or FAs.

* Folder Name: An absolute directory path is recommended and this folder does
not contain the inbound or outbound messages or FAs. Inbound messages are
expected in this folder, and outbound messages or FAs must be delivered here.

This creates the endpoint and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure 4-4 Specifying Endpoint Parameters

I
| Create Endpoint *®

*Mame  TestFile
Transport Protocol — FILE =l
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@ Ok Cancel

Note:
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After a single-directional endpoint (inbound/outbound) is created, then it can
be edited later to add inbound or outbound configuration by clicking the
Configure link.

Note:

See Creating Endpoints with Different Transport Protocols for more
information on creating endpoints with different transport protocols.

4.2.1 Configuring Channels in an Endpoint with Single-Directional Protocols

When a bidirectional transport protocol (such as MLLP) is used to create an endpoint,
the endpoint can handle both request and reply (inbound and outbound) or ACK.
However, in the case of a single-directional transport protocol (such as File or FTP),
typically, you can only configure either the inbound or the outbound channel, but not
both together.

Oracle SOA Suite for healthcare integration, in the case of single-directional protocols,
allows you to configure two communication channels (one for sending and one for
receiving messages) as a single entity (endpoint) for management and monitoring.
This concept allows you to enable or disable, view the supported documents, and
display related monitoring data (message counts and actual messages) for the related
channels at the same time.

Using this feature, when you use a single-directional transport protocol, you must
configure only one channel. The configuration for the other channel (for the reverse
direction) is optional. The Oracle SOA Suite for healthcare integration console, in this
case, displays that one channel has been configured to send or receive messages, but
the other channel has not been configured yet as shown in Figure 4-5.

Figure 4-5 Undefined Secondary Channel
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You can configure the other channel by clicking the + button in the undefined channel
section, as shown in Figure 4-6, and providing the required channel details in the
configuration dialog box.

Figure 4-6 Defining the Secondary Channel

[ putbound Configuration

Transport Protocol  FILE =l

Direction Outbound

* Folder name

The transport protocol and other settings are defined per channel. You can use
different single-directional transport protocols for the two channels. For example, the
one channel can use FTP, whereas the other channel can use File. The only
requirement is that both the protocols used should be single directional.

After you have defined both the communication channels and associated documents
with the channels (see Associating an Endpoint with a Document), the endpoint
appears as Figure 4-7.
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Figure 4-7 Single-Directional Endpoint with Both Channels Configured
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You can edit the configuration of either of the channels if required. You can also delete
the configuration of either of the channels by using the Delete links in the relevant
channel section.

4.3 Associating an Endpoint with a Document

After you have created an endpoint, you must associate it with a document to enable
the endpoint to send or receive messages. You can configure an endpoint to send or
receive messages or both.

To associate a bidirectional endpoint with a document:
1. Open the required endpoint.
2. Configure the endpoint to send or receive messages:

a. In the Send or Receive section of the endpoint, click the + button to display
the Document selection window.

b. Select the required document definition from available document hierarchy,
for example, ADT_A04_def. The document definition gets associated with the
endpoint. You can specify whether you require functional acknowledgment,
validation, or translation of the endpoint as well as required internal delivery
channel, transport or agreement level callouts, and mapsets.
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Note:

you can also drag-and-drop the document definition to the Send or Receive
section.

Figure 4-8 displays an endpoint associated with a document definition.

Figure 4-8 Associating an Endpoint with Document Definitions
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Note:

For FA, Functional ACK, Validation, Translation, Retry Interval, and
Reattempt Count are disabled.

c. Select any of the following document configuration options:

Option Description

Functional ACK Select to enable the functional acknowledgment for success or

error criterion

Validation Select to enable validation of the document against the

configured ECS file
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Option Description
Translation Select to enable the translation of XML to native format and
vice-versa

d. If any of the following have been defined for the endpoint, select them from
the appropriate field: Internal Channel, Document Callout, Mapset, or
Composite. For more information, see Chapter 6 Creating and Deploying
Trading Partner Agreements in Oracle Fusion Middleware User’s Guide for
Oracle B2B.

Note:

Selecting the composite name and JMS internal delivery channel name are
optional for an inbound document. Oracle Healthcare can support only one
composite for a specific document definition. If multiple composites are
available, the result is unpredictable because Oracle Healthcare sends
messages to the one that is first registered to Oracle Healthcare during
runtime.

3. Select the Enabled check box and click Apply to enable the endpoint for sending
and receiving messages.The Apply operation sometimes could take about 30 to 60
seconds. This is due to the XSD/ECS creation and metadata validation.

Note:

After making any changes to an endpoint, you can right-click the endpoint
name in the left-side panel and click Refresh to update the endpoint.

Note:

You can enable or disable an endpoint by selecting or deselecting the Enabled
check box and clicking the Apply button.

Associating a single-directional endpoint with a document
To associate a single-directional endpoint, such as File, the procedure is similar to that
of a bidirectional endpoint. However, there are a few differences:

e When creating the endpoint, based on the direction that you have selected, the
Oracle SOA Suite for healthcare integration console opens the configuration option
for that particular direction.

¢ After you follow the other steps listed in associating a bidirectional endpoint with a
document, the endpoint gets attached to a document as shown in Figure 4-9.
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Figure 4-9 Associating a Single-directional Endpoint with a Document
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¢ If when creating the endpoint, you have specified the direction of the endpoint as
inbound, you can define the outbound configuration for the endpoint on the same
page by using the Configure link. This feature helps in tying two related single-
directional endpoints (one for sending and one for receiving messages) as a single
entity for better management and monitoring.

Note:

You can disassociate a document from an endpoint by selecting the specific
document entry in the Documents section and then by clicking the Delete (X)
button.

4.3.1 Overriding Document Parameters at the Endpoint Level

Oracle SOA Suite for healthcare integration enables you to override document
parameters at individual endpoint level. Typically, documents are common for all
endpoints. In that case, it is not possible to modify the Document Version and the
Document Type parameters for a specific endpoint.

With the document parameter override feature, you can override the document
parameters specific to an endpoint. For example, Oracle SOA Suite for healthcare
integration sends a generic acknowledgement if the HL7 Generic ACK option is
enabled in the document definition. So, all the endpoints using the same document
definition send generic acknowledgements. However, if you want this feature to be
enabled only for a selected set of endpoints, you must override the document
definitions for those endpoints.
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To override document parameters:
1. Open the required endpoint.

2. Click the document link that you want to override under the Document To Send
or Document To Receive sections to display the document details dialog box. This
dialog box has a tab each for the Document Version and the Document Type.

3. Click the Document Version tab to display all the sub-tabs related to Document
Version, such as Batch Header, Message Header, Delimiters, File Header, and
Miscellaneous, of the document that you have selected in the preceding step as
shown in Figure 4-10.

Figure 4-10 Overriding Document Version Parameters
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4. Select the Override check box to make the fields in each of these tab editable.

5. Make your changes. See What You Might Need to Know About HL7 Document
Version Parameters to know more about the HL7 document parameters.

6. Click the Document Type tab to display the parameters related to the Document
Type, such as HL7 Generic ACK, Map ACK Control ID, and Accept
Acknowledgement as shown in Figure 4-11.

Figure 4-11 Overriding Document Type Parameters
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7. Select the Override check box to make the fields in each of these tab editable.

8. Make your changes. See What You Might Need to Know About HL7 Document
Type Parameters to know more about the HL7 document parameters.

9. Click OK.

The overridden document definition is marked with a button next to it as shown in
Figure 4-12.

Figure 4-12 Overridden Document Definition
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4.4 Enabling Sequencing for an MLLP Endpoint

After you associate a document with an endpoint, several options are available for
configuring the endpoint.

¢ Acknowledgement (ACK) Mode: Select Sync, Async, or None for the mode in
which the endpoint receives messages.

¢ Retry Interval: The interval between each attempt to retry message delivery.
¢ Reattempt Count: The number of times to retry message delivery.

e Transport Callout: The transport callout to be invoked after receiving or before
sending any message. A callout can be selected only after the callout is created.

¢ Transport Protocol: Click the Transport Details button to customize the transport
protocol parameters as shown in the following graphic.
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If HL7 messages over MLLP 1.0 are required to be sent in such a way that the next
message is sent only after receiving a positive ACK for the current message, then
the sequencing mode of MLLP 1.0 can be set to OnetoOne sequencing.

When associating an MLLP 1.0 endpoint with a document, you can select from the
following sequencing modes for outbound messages from the Advanced tab of the
Transport Protocol Parameters dialog box:

— None: Messages are dispatched in sequence without waiting for an ACK

— OneToOne (Default): Messages are sent in a sequenced manner, but the ACKs
are not expected to carry the Control Numbers (the correlation is done without
checking the control number in the ACK). In case of a negative ACK, the
message sending is retried until either a positive ACK is received or the retry
count is exhausted (at which point, the message goes into an error state.)

— OneToOneMapping: Messages are sent in a sequenced manner, but the ACKs
must carry the Control Numbers for proper correlation. Control Number is used
to correlate a ACK with the sent message.

Figure 4-13 displays the available sequencing modes for outbound messages.

Figure 4-13 Outbound Message Sequencing Modes
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For enabling Interface Sequencing for the endpoint, select the Interface
Sequencing check box. See Interface Sequencing for more information on
configuring Interface Sequencing.

Note:

The value selected for the Discard HL7 ACK check box indicates if the ACK
payload is persisted or not. This is applicable only in the case of Immediate
Acknowledgements or Discard Acknowledgement cases. Deselecting the
check box reduces the I/O load at the database layer due to persistence of
payloads.

For more information on transport protocols and their corresponding exchange
protocols, see Table 5-3 Transport Protocol Parameters and Table 5-5 Exchange
Protocol Parameters in the Chapter 5 Configuring Trading Partners in Oracle Fusion
Middleware User’s Guide for Oracle B2B.

For a single-directional endpoint:

When you click the Transport Details button, the Transport Protocol Parameters
dialog box that appears, is prompts for a set of parameters that are different from
the bidirectional endpoint. Figure 4-14 displays the Transport Protocol parameters
dialog box for a single-directional endpoint.

Figure 4-14 The Transport Protocol Parameters Dialog Box
Transport Protocol Parameters #
Basic  Format | Advanced

Polling interval 5
* Folder name  fkmpfin

Partner Profile Mame

Ok Cancel

For more information on transport protocols, see Table 5-3 Transport Protocol
Parameters in the Chapter 5 Configuring Trading Partners in Oracle Fusion
Middleware User’s Guide for Oracle B2B.

4.5 Enabling SSL/TLS Support for MLLP Endpoints

Oracle SOA Suite for Healthcare Integration provides support for exchanging
messages over secured socket connections by using Secured Socket layer (SSL)/
Transport Layer Security (TLS) protocol. SSL/TLS protocols provide security to Oracle
SOA Suite for healthcare integration to ensure that the security of the messages are not
compromised in the process of exchange by potential hackers. Oracle SOA Suite for
healthcare integration provides you the option of using either SSL or TLS for securing
your message exchange. Currently, this is supported only for MLLP 1.0 endpoints.
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SSL is a cryptographic protocol used for transmitting private documents by using the
Internet. SSL uses a cryptographic system that uses two keys to encrypt and decrypt
data - a public key that is known to everyone is the network and a private key that is
known only to the recipient of the message. Please see http://www.tldp.org/
HOWTO/SSL-Certificates-HOWTO /x64.html to learn more about SSL.

TLS is actually a standardized version of SSL. In fact, SSL version 3 is the last update
of SSL, post which TLS comes into being. Essentially, TLS is an advanced version of
SSL, which provides the following benefits over SSL:

¢ Provides a new cryptographic encryption algorithm for securing connection
¢ Allows both secure and insecure connections over the same port
¢ Is more extensible

¢ Enables two-way (both server and client) authentication at the time of data
exchange; server authentication is done by default

To enable SSL/TLS support for MLLP 1.0 endpoints:

1. Open the endpoint.

2. Click the Transport Details button to display the Transport Protocol Parameters
dialog box.

3. Click the Connection tab to display a list of configurable connection options as
shown in Figure 4-15.

Figure 4-15 Enabling SSL/TLS in an Endpoint

Transport Protocol Parameters *x
Connection | Block Charackers | Error Actions  Advanced

* Connection Mode  Server |+
* Host Mame  localhost
* pork G040
¥ Permanent Connection
Security Protocol NOME [+
™ Enable Client Authentication

Ok Cancel

4. Select the required protocol from the Security Protocol list. The available options
are:

* NONE: No security protocol to be used; this is the default selection
e SSLv3: SSLv3 security to be used
e TLSv1: TLSv1 security to be used

5. Click Enable Client Authentication to allow two-way authentication. By default,
server certificate authentication takes place whenever a client requests for secured
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data exchange. Selecting the Enable Client Authentication check box allows for
client certificate authentication as well. However, this is optional.

Note:

The Enable Client Authentication check box is enabled only if you have
selected Server as the Connection Mode and anything other than NONE as
the Security Protocol. If you select Client as the Connection Mode and
NONE as the Security Protocol, this check box is greyed out, because in case
of a client endpoint, server authentication happens by default.

6. Click OK and then click Apply in the endpoint page.

The secured data exchange requires an infrastructure where client/server trusted
certificates and the cryptographic algorithm and public/private key pairs are stored.
For this, you must define keystores and specify private key passwords. For a two-way
authentication, you require to configure two keystores, one at the client side to store
server certificates, and the other at the server side to store client certificates.

See Table 13-1 for more information on configuring keystores and specifying private
key passwords from the Oracle SOA Suite for healthcare integration console.

4.6 Handling Actionable Errors for an MLLP Endpoint

Oracle SOA Suite for healthcare integration provides support for receiving and
delivering HL7 v2.x Messages over the MLLP 1.0 protocol and handling issues such as
message parse failure, message validation failure, or rejection.

® Message parse failure is a term is used for HL7 message MSH (HL7 message
Message Header Segment) parse/validation failures in SOA Healthcare.

® Message validation failure is a term is used for payload validation failures in SOA
Healthcare.

In addition, it provides support for automatically retrying failed messages, resetting
TCP connections that might be in a faulty state, and stopping message flow after
several consecutive message delivery failures.

Typically, message delivery can fail due to the following errors:
* Parse failure: Caused due to an error in grammar or semantics of the HL7 message
e Validation failure: Caused to due incorrect value in an HL7 message

¢ ACK errors: Caused due to a negative Acknowledgement being received

In case you encounter any parse failure and validation failure errors, you can perform
certain corrective actions at the server side (inbound), and in case of ACK errors, you
can perform actions at the client side (outbound).

After an endpoint encounters conditions where a corrective action has to be performed
(based on the preceding errors), Oracle Healthcare is capable of sending system
notifications (similar to Exception messages that are sent for error encountered during
processing of messages).To enable Oracle Healthcare to send system notification
regarding the corrective actions taken for the preceding system errors, you must set
the hc. nl | p. Enabl eEvent Noti fi cati on server property in Oracle Fusion
Middleware Enterprise Manager Control console. If this property is set to t r ue, only
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then Oracle Healthcare generates system notification for the system-level errors, else
no system-level notification is generated.

Example - Notification.xsd shows the file used to send notification messages to the
notification queue.

Notification.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema target Nanmespace="http://integration.oracle.com B2B/ Notification"
xm ns: xs="http://ww. w3. or g/ 2001/ XM.Schema"
xm ns="http://integration.oracle.com B2B/ Notification">
<xs: el ement nanme="Notification">
<I--xs:conpl exType name="Notification"-->
<xs: conpl exType>
<XS:sequence>
<xs: el ement ref="event Type" m nCccurs="0"/>
<xs: el ement ref="eventCode" ninCccurs="0"/>
<xs:element ref="eventText" ninCccurs="0"/>
<xs: el ement ref="eventDescription" m nCccurs="0"/>
<xs: el ement ref="event Severity" mnCccurs="0"/>
<xs: el ement ref="Conponent Details" ninCccurs="0"/>
<xs: el ement ref="eventDetails" ninCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="event Type" type="xs:string"/>
<xs: el ement nane="event Code" type="xs:string" />
<xs: el ement nane="event Text" type="xs:string" />
<xs: el ement nane="event Description" type="xs:string" />
<xs: el ement nane="event Severity" type="xs:string" />

<xs: el ement nane="Conponent Det ai | s" >
<xs: conpl exType>
<XS: sequence>
<xs: el ement ref="Conponent Nane" mi nCccurs="0"/>
<xs: el ement ref="Conponent Type" m nCccurs="0"/>
<xs: el ement ref="Conponent SubType" ni nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Conponent Nane" type="xs:string" />
<xs: el ement nane="Conponent Type" type="xs:string" />
<xs: el ement nane="Conponent SubType" type="xs:string" />

<xs: el ement nane="event Details">
<xs: conpl exType>
<XS:sequence>
<xs: el ement ref="paranmeter" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="paraneter">
<xs: conpl exType>
<xs:attribute name="nanme" type="xs:string" use="required" />
<xs:attribute name="val ue" type="xs:string" use="required" />
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

If the hc. i | p. Enabl eEvent Not i fi cati on server property is set tot r ue, and if a
Notification Queue value is specified under Settings > Runtime> Notification Queue
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in the Administration tab of the Oracle Healthcare console, in the case of Reset
Connection and Pause Endpoint error actions, Oracle Healthcare sends system
notifications that are sent to the specified Notification Queue.

All notification messages now go to the notification queue. The user need not set the
filter to differentiate between notification messages and error messages because they
go to different queues. The Message_Type header is added to the notification
messages for the following reasons:

¢ Backward compatibility.

¢ If the user does not set the notification and exception queues, both set of messages
go to the same default queue. If this occurs, the Message_Type header can be used
to differentiate the messages.

Note:

By default, the Notification Queue dropdown list is empty. To populate the
list, you must use Designer > Administration > Internal Delivery Channel >
Send to Internal to create a JMS channel (Send to Internal, Internal Delivery
Channel).

If a Notification Queue is not specified, then Oracle Healthcare sends the system
notification to the default queue or to the SOA notification composite.

You can set these actions either at:

* The endpoint level

¢ The global level

4.6.1 Handling Errors at the Endpoint Level

Oracle SOA Suite for healthcare integration provides you the option of handling the
error messages at the endpoint level by using the Oracle SOA Suite for healthcare
integration console.

To set error actions at the endpoint level:

1. Open the endpoint.

2. Click the Transport Details button to display the Transport Protocol Parameters
dialog box.

3. Click the Error Actions tab to display the configurable error actions and when
these actions must be performed as shown in Figure 4-16.
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Figure 4-16 The Error Actions Tab

Transport Protocol Parameters

Connection | Block Characters

Error Actions  Advanced

Server Failure Action  Default =
Client Failure Action  Default =

Parse Failure Count 0

Yalidation Failure Counk 0

Skip Messages Count O

Ok Cancel

4. Select any of the actions listed in Table 4-1:

Table 4-1 Error Actions

Error Actions

Description

Server Failure
Action

It is the action to be performed while receiving HL7 messages in
case of any message failure, such as message parsing failure and
message validation failure.

The available options are :

Default: The property set in the Oracle Fusion Middleware
Enterprise Manager Control console will be enforced. If nothing
is specified, no action will be taken.

None: No action will be taken for the endpoint.
ResetConnection: The connection is reset when either the parse
failure or a validation failure count reaches the specified limit.
The client needs to establish the connection to send the
messages again.

PauseEndpoint: The endpoint is paused when either the parse
failure or validation failure count reaches the specified limit. If
the soa server restarts, the endpoint will get started, however,
the outbound direction will remain paused because of the entry
into sequence manager table. You need to resume the outbound
direction manually by using Oracle SOA Suite for healthcare
integration console or by using the command line utility for
further processing of messages. Once the validation failure
count is reached, for Oracle Healthcare to pause the endpoint,
you need to configure a Functional ACK.

Note: For a parse failure error action to be invoked with validation
failure error action, you need to configure an Immediate ACK set
to Negative, and for validation failure error action, you need to
configure a Functional ACK; else these error actions will not be
invoked.
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Table 4-1 (Cont.) Error Actions
|

Error Actions Description

Client Failure Action It is the action to be performed while receiving HL7 messages in
case of any negative Acknowledgement being received.

The available options are:

¢ Default: The property set in the Oracle Fusion Middleware
Enterprise Manager Control console will be enforced. If nothing
is specified, no action will be taken.

¢ None: No action will be taken for the endpoint.

e SkipMessage: The message is to be skipped in case of a
negative Acknowledgement being received. If the SkipMessage
error action is selected, then Oracle Healthcare skips the
message that has received negative acknowledgement and
moves on to deliver the next message until the skip count is not
reached. Once the skip count is reached, if the next message
receives a negative Acknowledgement, the endpoint is paused.

The SkipMessage action works only if the server property
b2b. di scar dACKLi st is set to either AE (Application Error)
or AR (Application Reject) or ALL.

¢ PauseEndpoint: If the PauseEndpoint error action is selected,
then Oracle Healthcare pauses the endpoint once a negative
acknowledgment is received. The endpoint is also paused when
the number of skipped messages reaches the specified limit.
You need to manually resume the endpoint from the Oracle
SOA Suite for healthcare integration dashboard to further
process the messages.

Note: When the client endpoint is paused, a server restart keeps

the client endpoint in paused state because of the presence of

the sequence manager entry, which blocks outbound messages.
To reset the connection when the Functional ACK times out and
the retries are exhausted, you need to set the server property
hc. M | p. Reset Connecti onOnAckTi neQut totrue. and set
the Retry Interval value under Channel/Documents. So, when the
retry interval time exceeds, and if the preceding proerty is set, the
connection is reset.

Parse Failure Count ~ The maximum number of parse failures for an endpoint before the
Server Failure Action is performed.

Validation Failure The maximum number of validation failures for an endpoint
Count before the Server Failure Action is performed.

Skip Messages The maximum number of consecutive messages that will be
Count skipped before endpoint gets paused.

5. Click OK then click the Save Changes button.

4.6.2 Handling Errors at the Global Level

Oracle SOA Suite for healthcare integration provides you the option of handling the
error messages at the global level by setting the Server properties by using the Oracle
Fusion Middleware Enterprise Manager Control console.
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To set the properties for setting error actions:

1. Log on to Oracle Fusion Middleware Enterprise Manager Control console by
accessing the following:

http:/ / <hostname>:<port>/em, where hostname is the name of the computer where
the Oracle Weblogic server is running, and port is typically 7001.

2. Navigate to B2B Server Properties by expanding SOA > SOA Administration,
and then right-clicking <soa domain name> as shown in Figure 4-17.

Figure 4-17 Accessing B2B Server Properties
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» [ application Deployments
Dashboard = Deploved Composites | Flow Instances | Error Hospital

Home » =
» [ weblogic [ o Configuration & Business Transaction Faults
» [0 Business s Monitoring 4
» [0 Metadatat  Logs 4
Last® 24 T Hours x
» 3 mFT S04 Deployment L4 Common Properties ASSIC @ _I @
> B User Mess: Manage Partitions i ion @
g BPEL Propertiss _ Refresh region to show the latest data, Click graph to dril down,
Work Manager Groups EPMMN Propetties ngrs @
Resequencing Groups Mediator Properties
Service Engines N Workflow Froperties Composites and Adapters Availability
Bindings ’ B2B Server Properties 7 =
i 1 soa_serverl =
Services and References Cross References =
Business Events Token Configurations ar1)
0B Administration » Auto Purge  No Composite Start-Up Errors
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Security % No EIS Connectivity Errors
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Target Information

% all adapter service endpoints are UP

System Backlogs =
| | J | 3|

3. On the B2B Server Properties page, click the More B2B Configuration Properties...
link to display the System MBean Browser.

4. Click the Operations tab and then click addProperty as shown in Figure 4-18.
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Figure 4-18 Adding B2B Server Properties

Enterprise Manager Fusion Middlews zontrol 12c % weblogic (e
iﬁ ‘WeblLogic Domain |
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System MBean Browser
@8 7 oracle.as.soainfr. .. ] Application Defined MBeans: B2BConfig:b2b
N - )  show MBean Information
[ application Defined MBeans
2] oracle. as.soainfra.config Attributes  Operations — Motifications
g S.er\.-'er: san._serverl Mame Drescription Parameters Return Type
(59 B2BConfig 1 addProperty Add a property 3 woid
. 2 getProperty Returns a property represented by key 1 javax.managemenl
3 getPropertyComment Fe?f;sn;nioergn;:nkzzhom the property 1 java.lang.Skring
L
4 getPrapertyValue E:;urns walue of the property represented by 1 java.lang.String
5 remove Remove a property 1 waid
b 6 setProperty Updates a property 3 wvoid
7 setPropertyComment Updates the comment about the property 2 woaid
g setPropertyvalue Updates the value of the property 2 wvoid
| | 2

5. Add the properties listed in Table 4-2. The properties are equivalent to the error
actions listed in Table 4-1 that you can configure in the Oracle SOA Suite for
healthcare integration console.

Table 4-2  Server Properties for Configuring Error Actions

Property Name (j ava. | ang. Stri ng) Valid Property Values (j ava. | ang. Stri ng)

hc. m | p. Server Fai | ureActi on Reset Connect i on, PauseEndpoi nt

hc.m | p. dientFailureAction Ski pMessage, PauseEndpoi nt

hc. m | p. Par seFai | ur eCount Value greater than zero

hc. ml | p. Val i dati onFai | ureCoun Value greater than zero
t

hc. m | p. Ski pMessagesCount Value greater than zero

The parameters set in the Oracle SOA Suite for healthcare integration console are
applicable at each endpoint level, and the Server properties set using the Oracle
Fusion Middleware Enterprise Manager Control console are applicable for all the
endpoints. At runtime, for each endpoint, the values set at the endpoint level in the
Oracle SOA Suite for healthcare integration console (other than Def aul t for Failure
Actions and 0 for the counts) override the values set at global level, which means that
the global level values are only used if the Def aul t value or O is selected at the
console level.
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4.7 Message Flow Throttling
Oracle B2B can pause, or throttle, the endpoint to publish messages to
B2B_EVENT_QUEUE if the messages in B2B_EVENT_QUEUE grow large.

By default, b2b. useJMSDat aSour ceCache is set to true. If you want to use
throttling, b2b. useJMsDat aSour ceCache cannot be set to false.

For more information about controlling the message flow, see Controlling the Flow of
Messages on JMS Servers and Destinations in Oracle Fusion Middleware Tuning
Performance of Oracle WebLogic Serverguide.

To pause the endpoint:

1. Inthe B2B Console, go to the B2BEventQueueConnectionFactory settings page and
click the Flow Control tab.

2. Set the Flow Maximum, Flow Minimum, Flow Interval, and Flow Steps values as
appropriate for your environment.

3. Go to the B2BEventQueue settings page and click the Thresholds and Quotas tab.

4. Set the Messages Threshold High and Messages Threshold Low values as
appropriate for your environment.

4.8 Cloning Endpoints

If you need a new endpoint that is similar to an existing endpoint, you can clone the
endpoint.

To clone an endpoint:

1. In the Configuration tab under the Design tab, click the Endpoint folder
2. Select the endpoint you want to clone.

3. Click the Clone button on the toolbar.

4. Enter a name for the endpoint.

Note:

You can also change any parameters, if desired.

5. Click OK to save the endpoint.

A new endpoint is created with the data from the original endpoint. Note that the
endpoint is in Disabled mode by default.

4.9 Deleting an Endpoint
To delete an endpoint, you must first disable it. An enabled endpoint cannot be
deleted.

To delete an endpoint, log on to the Oracle SOA Suite for healthcare integration user
interface. In the Configuration tab under the Designer link, select the endpoint name
and click the Delete button. You can also right-click the endpoint name and click
Delete from the shortcut menu.

Working with Endpoints 4-23



Working with the Endpoint Window

4.10 Working with the Endpoint Window

You can use open the Endpoint window to view a list of existing endpoints. In
addition, using the endpoint window, you can create, modify or delete endpoints. You
can also perform bulk modification or deletion using this window by selecting all or
the required endpoints and then performing the operation of your choice.

To access the Endpoint window:

1. Log on to the Oracle SOA Suite for healthcare integration user interface.

2. In the Configuration tab under the Designer link, double-click the Endpoint
folder.

Figure 4-19 displays the Endpoint window.

Figure 4-19 The Endpoint Window

SOA Suite for Healthcare Integrationpesigner Dastboards Reports Unks ™ Preferences  Help > weblogic ~ =

Endpoint @8-
I'-?'-I(é:,-zlEndpl:lint
Actions » Wiew v | Add | Delete | Edit  EfiDetach  Search =+
Marme Transport Protocol Enabled
1 Admission MLLF10 true =
2 » Emergency_Admission MLLP10 true
3 » Emergency_Laboratory MLLF10 true
4 [ Emergency_Pharmacy MLLF10 false
5 [ HL7BatchingEndpoint FILE(Inbound); FILE{Cutbound) false
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4.11 Healthcare and Oracle Managed File Transfer Integration

Oracle SOA Suite for healthcare integration (Oracle Healthcare) recognizes Oracle
Managed File Transfer (MFT) as a remote endpoint. In endpoint configurations, MFT
is added as additional transport protocol. Oracle Healthcare uses an outbound
endpoint to send files to MFT and an inbound endpoint to receive files.

You must configure an Oracle Healthcare domain in MFT if Oracle Healthcare is not
co-located with MFT. For more information, see "Managing Domains" in Oracle Fusion
Middleware Using MFT.

4.11.1 Oracle Healthcare Endpoint Configurations

The following sections describe how to create Oracle Healthcare endpoint
configurations.
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4.11.1.1 Creating an Outbound Endpoint for an Oracle Healthcare Source

An Oracle Healthcare source in MFT corresponds to an outbound endpoint for a
remote endpoint in Oracle Healthcare.

The steps for this process are:

1. In Oracle Healthcare, in the Configuration tab under the Design tab, click the
Endpoint folder and then click the Create button

2. In the Create Endpoint dialog (Figure 4-20), enter the following and click OK:
¢ Name: Type a name for the new endpoint.
¢ Transport Protocol: Select MFT
* Direction: Select Outbound
* Source: Type the MFT source name

Figure 4-20 Create Endpoint Dialog

Create Endpoint *

*Name  QutboundMFT
Transport Protocol — MFT EI
Direction  Outbound [=]

*Source  MFTSource

@ oK Cancel

The endpoint is displayed in the right panel of the Oracle SOA Suite for
healthcare integration user interface.

3. Click the Transport Details button.

4. In the Transport Protocol Parameters window (Figure 4-21), enter the following
and click OK:

* Source: Type the MFT source name.
e URL: Type the URL of the MFT source.
e Username: Type the MFT user name.

* Password, Confirm Password: Type the password for the MFT user name
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Figure 4-21 Transport Protocol Parameters Dialog

Transport Protocol Parameters *
Basic
Source  MFTSource
URL  t3://<MFT_HOST>: <MFT_PORT >
User name = =User_Name>
Password
SERBEREN

Confirm Password

Ok Cancel

5. Find the document to be transferred under the Document Protocol folder
6. Drag and drop the document to be transferred into the Document to Send table.

7. Save the endpoint.
For more information, see the previous sections in this chapter.

4.11.1.2 Creating an Inbound Endpoint for an Oracle Healthcare Target

An Oracle Healthcare target in MFT corresponds to an inbound endpoint for a remote
endpoint in Oracle Healthcare.

The steps for this process are:

1. In Oracle Healthcare, in the Configuration tab under the Design tab, click the
Endpoint folder and then click the Create button.

2. In the Create window (Figure 4-22), enter the following and click OK:
¢ Name: Type a name for the new endpoint.
e Transport Protocol: Select MFT.
¢ Direction: Select Inbound.

Figure 4-22 Create Endpoing Dialog

Create Endpoint *

*Name  InboundMFT
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@ OK Cancel

3. Find the document to be transferred under the Document Protocol folder.

4. Drag and drop the document to be transferred into the Document to Receive table.

4-26 Healthcare Integration User's Guide for Oracle SOA Suite



Healthcare and Oracle Managed File Transfer Integration

5. Save the endpoint.

For more information, see the previous sections in this chapter.

4.11.2 Creating the Required MFT Artifacts for Oracle Healthcare

The following sections describe how to create the artifacts required for Oracle
Healthcare.

4.11.2.1 Creating an MFT Domain to interact With Oracle Healthcare Endpoints

Use the following steps to configure a domain for Oracle Healthcare in the MFT user
interface.

1. Open the Domains tab on the Administration page.
2. Click the Add button.
An empty row is added to the domain table.
3. Enter the following information in the table cells (Figure 4-23):

¢ Domain Alias: The host name used to connect to the domain. The domain alias
setting for a source or target maps to this alias.

¢ Connection URL: The service endpoint URL for connecting to Oracle
Healthcare applications running on remote servers. These servers can be in the
same Oracle WebLogic Server domain as MFT or in a different domain. It is
used to send messages to Oracle Healthcare endpoints.

¢ User: The user accessing the domain.
¢ Password: The user password.
¢ Confirm Password: User password confirmation.

¢ Tracking URL: The Oracle Healthcare URL used by MFT for constructing the
Oracle Healthcare reports URL.

* Type: Select the domain type Healthcare from the dropdown list.
* Description: A text description of the domain.
4. Click Save.

Figure 4-23 Domains Table
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4.11.2.2 Creating an MFT Source for an Outbound Oracle Healthcare Endpoint

An MFT outbound endpoint in Oracle Healthcare corresponds to an MFT Source in
MFT.

The following steps describe how to create an MFT Source:
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1. Inthe MFT user interface, in the Designer tab under the Design tab, click the
Sources folder and then click the Create button.

2. In the Create Source (Figure 4-24) window, enter the following and click OK:

Name: Name of the new Source.
Description: Description of the new Source.
Type: Select Source Type Healthcare from the dropdown list.

Endpoint Name: Type the corresponding endpoint name intended for this
source.

Domain Alias: Select the corresponding Oracle Healthcare domain from the
dropdown list

Figure 4-24 Create Source Dialog
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The created source is displayed in the right panel of the MFT user interface.

4.11.2.3 Creating an MFT Target for an Inbound Oracle Healthcare Endpoint

An MFT target corresponds to a Oracle Healthcare inbound endpoint.

Use the following steps to create an MFT target:

1. Select Targets in the left pane navigator and click the Create button

2. In the Create Target dialog (Figure 4-25), enter the following and click OK

Name: Name of the target
Description: Description for the new target
Type: Select Target Type Healthcare from the dropdown list

Endpoint Name: Type the corresponding endpoint name intended for this
target.

Domain Alias: Select the corresponding Oracle Healthcare domain from the
dropdown list.
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Figure 4-25 Create Target Dialog
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Domain Alias HCDomain [+

)] Create Cancel

The new target is displayed in the right panel of the MFT user interface.

4.11.2.4 Creating an MFT Transfer

An MFT transfer is a binding entity of sources and targets created for Oracle
Healthcare endpoints.

Use the following steps to create a transfer:

1. Click Transfers in the left pane navigator:

2. Type a Name and Description for the transfer and click OK. A tab for the transfer
opens.

3. Add the corresponding source and targets created for Oracle Healthcare endpoints.

4. Add preprocessing and postprocessing actions such as compression and
encryption.

This is optional and applies only to targets. Source actions are added directly in the
source artifact.

5. Click the Save button.

6. Click the Deploy button after saving. You can add an optional comment.

If the associated source and target have not been previously deployed, deploying the
transfer automatically deploys the associated source and target.

Figure 4-26 MFT Transfer Page

Arefacts Search  HWC_MFT_TRANSFER 5
-3'-'-]>IIC_MFF_1RANSTER (MFT Transfer)

L) General Information

Transfer Definitions

@ ) Source ) Targets
<create source>  <add source> <create target>  <add target>

Drag Source from tree and drop here bo add Source Drag Target from tree and drop here to add Target
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4.11.3 Interlinked Oracle Healthcare and MFT Reports

An MFT instance report for a Oracle Healthcare source or target has a Correlation
Flow ID link. Click this link to open the corresponding report for the Oracle
Healthcare endpoint.

Likewise, a Oracle Healthcare endpoint instance report for MFT has an MFT source or
target button. Click this button to open the corresponding MFT instance report.

See "Interpreting Source, Transfer, and Target Reports" in Oracle Fusion Middleware
Using Oracle Managed File Transfer for more information about MFT instance reports.
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Working with Callouts

This chapter describes how to create and use Java callouts in Oracle SOA Suite for
healthcare integration. Oracle SOA Suite for healthcare integration provides most
functionality required to build healthcare composites using various configurations
available in the Oracle Healthcare console. However, you can use Java callouts to
extend configurations, or add additional functionality written in Java. For example,
you can use Java callout to programmatically handle non-standard delimiters in HL7
messages. Java callouts can also be used to write PGP Encryption/Decryption logic.

This chapter contains the following topics:
¢ Introduction to Callouts

¢ Types of Callouts

* Creating a Callout

® Including a Callout in an Endpoint

5.1 Introduction to Callouts

Callouts are used in environments in which a host endpoint does not use the same
message format as the remote trading partner.

In addition, callouts are used to customize header information in messages.

5.1.1 Creating a Callout Library JAR File

If the callout JAR file provided with Oracle SOA Suite for healthcare integration is not
sufficient for your needs, you can create your own callout JAR file outside of Oracle
SOA Suite for healthcare integration, following the standards described in the Oracle
Fusion Middleware B2B Callout Java API Reference. You can specify the directory location
of this external JAR file in the Callout Directory field that you can access from the
Runtime link under Settings in the Administration tab of the Oracle SOA Suite for
healthcare integration user interface as shown in Figure 5-1. It is recommended that

you create an external JAR file for your callouts; do not bundle your callouts with
b2b.jar.
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Figure 5-1 Specifying the Callout Directory
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Note:

MySampleCallout is a restricted keyword and should not be used. It is already
packaged into b2b. j ar.

5.2 Types of Callouts

Oracle SOA Suite for healthcare integration provides two types of callouts.

e Transport Callouts

e Document Callouts

5.2.1 Transport Callouts

A transport callout is associated with an endpoint. For the inbound message, Oracle
SOA Suite for healthcare integration invokes the transport callout immediately after it
receives a message from the remote endpoint. For the outbound message, Oracle SOA
Suite for healthcare integration invokes the transport callout immediately before it
sends a message to the remote endpoint. Transport callouts can be selected in the
endpoint configuration, as shown in Figure 5-2, and can be used with any supported
protocol such as generic TCP and MLLP 1.0.
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Figure 5-2 Transport Callouts
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You can use transport callouts to extract transport custom headers for inbound
messages and set transport headers for outbound messages. Example - Setting and
Getting the CUSTOM_HEADER Property shows how to set and get the

CUSTOM _HEADER property in the callout.

Example - Setting and Getting the CUSTOM_HEADER Property

inport java.util.*;
inmport oracle.tip.b2b.callout.*;
inmport oracle.tip.b2b.callout.exception.*;

public class SanpleCallout inplenents Callout {
public void execute(Callout Context context,List input,List output)
throws Cal | out Domai nException, Call out SystenException {

try {
Cal I out Message cmn = (Cal | out Message)i nput. get(0);

String s =cmn. get BodyAsString();

//for getting the CUSTOM HEADER
Properties parans = (Properties)cmn.getParaneters();
String custonHeader = (String)params. get (" CUSTOM HEADER') ;

//for setting the CUSTOM HEADER

Cal | out Message cmut = new Cal | out Message(s);
cnQut . set Par anet er (" CUSTOM HEADER', "your _val ue");
out put. add(crmQut);

} catch (Exception e) {
t hrow new Cal | out Donmai nException(e);

}
}

Transport callouts can also be used for PGP encryption and decryption. The Java
callout can encrypt HL7 messages being sent to an external system or endpoint. On the
receiver side, a Java callout can decrypt the received data.
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See "Using a Transport Callout to Extract Custom Headers" in Oracle Fusion Middleware
User’s Guide for Oracle B2B for more information.

Transport callouts are created from the Configuration tab under Designer, as
described in Creating a Callout. All transport callouts appear both in the Transport
Callout list and in the Document Callout list in an endpoint page; therefore, it is
available for selection. To avoid confusion, when you create a transport callout,
provide a name that indicates its type so that you do not select it from the Document
Callout list.

5.2.2 Document Callouts

Document callouts are used to enable communication between endpoints that do not
use the same message format. For example, a remote endpoint sends a HL7 2.3.1 XML-
formatted message to a host endpoint. The host endpoint uses HL7 2.5 XML-formatted
messages.

To enable communication between these two different formats, you create two
callouts, as follows:

® One callout, cal | out _i nbound, for example, transforms the remote message into
a format understood by the host endpoint. The host endpoint, in turn, responds to
the request message with a order acceptance message in HL7 2.5 XML format.

® The other callout, cal | out _out bound, for example, transforms the HL7 2.5 XML
format back into an HL7 2.3.1 XML-formatted message for the remote endpoint.

These two callouts are then associated with the two endpoints, as follows:

¢ Associate cal | out _out bound in the endpoint for the outbound message, which
is, the endpoint for the initiating message request.

* Associate cal | out _i nbound in the endpoint for the inbound message, which is,
the endpoint for the responding message acceptance.

Because a document definition is a component of an endpoint, a callout is associated
with a specific document definition.

This example depicts a simple association of one callout to one endpoint. In reality,
however, the same callout can be included in many different endpoints by changing
the value of one or more callout parameters. See Figure 5-4 for where you add
parameters and see Table 5-2 for a list of parameter attributes.

Document callouts can also be used to handle non-standard delimiters in HL7
messages. For example, if the receiver system sends HL7 messages using a non-
standard """ as a delimiter instead of the "|" that the healthcare composite expects,
you can write a Java callout that converts the non-standard delimiters to standard
delimiters.

5.3 Creating a Callout

To create a callout, provide callout details—the library name and the implementation
class name—and callout parameters.

A callout is shown in Figure 5-4.

Note:
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To create a callout from an external callout library JAR file, see Creating a
Callout Library JAR File.

Figure 5-3 Creating a Callout

Create Callout
*Name
*Jar fie name MNone ™

* Implkementation class Mone =

®

To create a callout:

OK Cancel

1. Log on to the Oracle SOA Suite for healthcare integration user interface.

2. Click the Designer tab, Configuration, and then Callout.

3. Click the Create button (the plus sign) to display the Create Callout dialog box.

4. Enter a name for the callout.

(You might want to indicate if you are creating a transport callout in the name.)

5. Enter callout details, as described in Table 5-1.

6. Click OK.

Table 5-1 lists the callout details that you provide.

Table 5-1 Callout Details

Field

Description

JAR file name

Select the library name that contains the callout implementation
classes.

Note: If you specify one or more of your own callout JAR files,
you must specify the directory location. Use the Runtime link
under Settings from the Administration link. The directory
location for the default b2b. j ar file included with Oracle
Healthcare need not be specified.

The callout library must be manually migrated from one
environment to another. The Oracle SOA Suite for healthcare
integration export/import feature does not migrate the callout
library JAR.

Implementation Class

Select the implementation class name.

Note: Oracle SOA Suite for healthcare integration includes a
predefined class file named XSLTCal | out | npl that you can use
for XML-to-XML transformations.

Note:
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You cannot delete a callout that is included in an endpoint.

After creating the callout, you can configure it by specifying the time-out value and
optional parameters as shown in Figure 5-4.

Figure 5-4 Configuring Callouts
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Callout parameters are similar in concept to global variables to which you can assign
local values that are applicable only to a specific callout use. Or, you can create a
callout parameter and assign it a default value that is applicable to all callout uses.
Changes to callout parameters for an existing callout affect all endpoints that use that
callout.

Table 5-2 lists the optional callout parameter attributes.

Table 5-2 Callout Parameter Attributes
'

Field Description
Name Enter a parameter name.
Type Select from Integer, Float, String, Boolean, or Date types. The

format for the Date type is MM/DD/YYYY.

Note: Changing a type can invalidate the parameter default

value.

Value Enter a value. If Encrypted is set to True, then this value is
encrypted.

Mandatory Select True or False.

Encrypted Select True or False.

Description Enter an optional description.
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After you create a callout, it is available to include in an endpoint. See Including a
Callout in an Endpoint, for more information. If you change a callout after it is
deployed with an endpoint, a server restart is required.

5.4 Securing Messages with PGP

Oracle B2B and Healthcare support message level security using PGP (Pretty Good
Privacy). PGP combines features of both symmetric and public key cryptography. PGP
creates a session key which is a onetime only, randomly-generated key for the text.
The session key encrypts the plain text, and then the session key is then encrypted to
the recipient’s public key. Decryption works in reverse.

You can use this functionality as a transport callout only in B2B and Healthcare, using
the PGP callout jar provided. You must have the capability to create PGP keys.

Usage Scenario

Inbound: Oracle B2B/Healthcare receives Encrypted PGP messages from an external
trading partner. As part of the message processing, the encrypted PGP message will be
decrypted using the enterprise’s Private key. In case the PGP encrypted message
contains the digital signature, the digital signature will be verified using the sender’s
public key. Also, in case the PGP encrypted message contains the message digest, then
as part of decryption, data integrity will be verified.

Outbound: Oracle B2B/Healthcare sends encrypted PGP messages to an external
trading partner. As part of the processing, the message will be encrypted using PGP
api’s using the external trading partner’s public key. During encryption, enterprise has
the option to add the digital signature for message origin authentication and message
digest for integrity check. For message signature, the Enterprise’s private key will be
used.

Callout Parameters

The PGP callout needs the following callout parameters while configuring the callout:
¢ publicKeyLocation

¢ secretKeyLocation

e password

¢ direction

* encryptionType

EncryptionType is used to specify the type of algorithm used for encryption. The table
below lists the supported types and the integer values that must be provided to the
callout. For example, to use the AES_256 algorithm, the callout parameter value for
encryptionType would be 9.

EncryptionType Integer value
TRIPLE_DES 2
CAST5 3
BLOWFISH 4
DES 6
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EncryptionType Integer value
AES_128 7

AES_192 8

AES_256 9

TWOFISH 10

Figure 5-5 PGP Callout Parameters
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5.5 Including a Callout in an Endpoint

After you create a callout, it is available to include in an endpoint.

To include a callout in an endpoint:

1. From the Configuration tab, double-click an endpoint to open it.
2. Depending on the type of message (inbound or outbound), select the callout name

from the Document Callout list under the Send or Receive section. as shown in
Figure 5-6.
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Figure 5-6 Associating a Callout with an Endpoint
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3. Click Apply.
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Working with Mapsets

This chapter describes how to work with mapsets in Oracle SOA Suite for healthcare
integration. When the messages in your source and target systems are defined by
different document definitions and you must map the data from one message to
another, you can use a mapset to define the mapping logic.

This chapter includes the following topics:
¢ Introduction to Mapsets
¢ Creating a Map File

¢ Using Mapsets in Oracle SOA Suite for Healthcare Integration

6.1 Introduction to Mapsets

Mapsets provide data transformation for cases where it is better to map a native data
format to a native data format instead of the standard translation of mapping native
formatting to XML, XML to XML, and then XML back to native formatting.

You can use mapsets when you must map data between messages that are defined by
different document definitions. For example, you might have a system that sends
messages in HL7 2.3.1 format, but a receiving system requires the data in HL7 2.5
format. Or you might have to transform HIPAA 4010 messages to HIPAA 5010 and
back again.

A mapset includes a predefined or user-defined map file and two document
definitions. The map file defines how data is converted from one format to the other.
Currently, the Oracle SOA Suite healthcare integration user interface supports
mapping different versions of HL7 messages to each other. The Oracle B2B Console
supports mappings for different HIPAA X12 messages to each other, as well as
different versions of HL7 to each other.

Note:

Currently, using mapsets to transform HL7 2.x messages to HL7 v3.0 is not
supported, but this can be achieved using the XSLT mapper in Oracle
JDeveloper.

6.1.1 About Mapsets

When you create a mapset, you associate a map file, a source document definition, and
target document definition within one mapset. A mapset groups the definitions and
mapping together into one unit that can be reused in multiple Oracle B2B or
healthcare integration applications. Each mapset uses two different document
definitions, and these definitions must be created in the design-time repository in
order to create the mapset. Mapsets give you the option of using the default document
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definitions provided for each protocol or customized definitions that you have created
or modified.

When you create a mapset in Oracle SOA Suite for healthcare integration, you
associate it with the appropriate endpoints to incorporate the mapping logic into
healthcare integration projects. When you create a mapset in Oracle B2B, you associate
it with trading partner agreements. When you associate a mapset with an endpoint or
agreement, you can only select an mapset whose document definitions and message
flow match that of the endpoint or agreement.

6.1.2 Predefined and Custom Mapsets

In Oracle SOA Suite for healthcare integration, you have the option of creating your
own custom mapsets using the MapBuilder feature of the Oracle Document Editor or
purchasing predefined map files provided by Edifecs. The prebuilt maps include maps
for the Health Insurance Portability and Accountability Act (HIPAA); for example, to
transform HIPAA 4010 messages to HIPAA 5010 messages.

6.2 Creating a Map File
Before you can create a mapset in either the Oracle SOA Suite for healthcare
integration user interface or the Oracle B2B Console, you must have a map file that
defines the mapping between the two types of document definitions.

Edifecs provides some predefined map files that you can use, or you can create the
files using the MapBuilder component of the Oracle Document Editor.

Note:

You can download the Oracle Document Editor from the installation package
for Oracle SOA Suite for healthcare integration.

For more information, see Creating Guideline Files in Oracle Fusion Middleware
User’s Guide for Oracle B2B.

6.3 Using Mapsets in Oracle SOA Suite for Healthcare Integration

Use the Oracle SOA Suite for healthcare integration user interface when you want to
map different HL7 standards to one another in a healthcare integration project.

Perform the following steps to incorporate a mapset into an Oracle B2B trading
partner agreement:

¢ Creating a Mapset in the Healthcare Integration User Interface
® Associating a Mapset with an Endpoint

¢ Deleting a Mapset in the Healthcare Integration User Interface

6.3.1 Creating a Mapset in the Healthcare Integration User Interface

Before you begin, make sure the map file is available on the computer from which you
are accessing the healthcare integration user interface, and that the required document
definitions are already created in Oracle SOA Suite for healthcare integration for both
of the standards you are mapping. The mapset cannot be created without these three
components.
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For information about creating document definitions in Oracle SOA Suite for
healthcare integration, see Working with Document Types and Protocols.

To create a mapset

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Configuration tab.

2. Inthe navigation panel on the left, select Mapset and then click Create Mapset
(the plus button).

The Create Mapset dialog appears.

3. Enter a unique name and a brief description of the mapset, and then click OK.

Figure 6-1 Create Mapset Dialog
Create Mapset *x

Mame  Mapset_CRM
Description  For mapping HL7 2.5 ORM|

2 oK Cancel

The Mapset page appears.

4. Click Browse next to the Mapset File Location field, and then browse to and
select the map file to use.

The file is validated and if the corresponding document definitions are found,
information about the document protocols, versions, and types are populated in
the lower portion of the page. The default source and target definition files are
automatically populated for you.
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Figure 6-2 Mapset Page on the Healthcare Integration User Interface
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5. If you do not want to use the default version of the document definition files, do
the following to override the default file selection:

a. Next to the Document Definition field you want to override (Source or
Target), click Browse.

b. On the Document dialog, expand the Document Protocol tree until you see
the document definition to use.

c. Select the overriding document definition, and then click OK.

6. On the Mapset page, click Apply and then click OK on the confirmation dialog
that appears.

6.3.2 Associating a Mapset with an Endpoint

After you create a mapset, you must associate it with an endpoint to include the
mapping logic in the process.

To associate a mapset with an endpoint

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Configuration tab.

2. In the navigation panel on the left, expand Endpoint and double-click the endpoint
you want to associate with the mapset.

3. In the row of the document type you want to map, clear Translation.

Note:
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If Translation is selected, it is ignored when used in conjunction with a mapset
in the endpoint. The mapset performs the data transformation and translation
is not required.

4. In the same row, click in the Mapset field to the far right of the table, and select the
mapset to use.

Figure 6-3 Mapset Selected for an Endpoint
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5. Click Apply, and then click OK on the confirmation dialog that appears.

6.3.3 Deleting a Mapset in the Healthcare Integration User Interface

To delete a mapset, select the mapset in the Configuration tree and click Delete in the
toolbar. You can also right-click the mapset and then select Delete.
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Working with Internal Delivery Channels

This chapter describes how to use internal delivery channels in Oracle SOA Suite for
healthcare integration. Internal delivery channels are used for communicating with
back-end applications, such as receiving messages from or sending them to a JMS
topic or queue in a healthcare integration application.

This chapter includes the following topics:

¢ Introduction to Internal Delivery Channels
® Creating Internal Delivery Channels

¢ Enabling an Internal Delivery Channel

® Deleting an Internal Delivery Channel

e Correlating Messages Using JMS Queues

7.1 Introduction to Internal Delivery Channels

An internal delivery channel defines how a message received from an external system
(endpoint) is delivered from Oracle SOA Suite for healthcare integration to back-end
applications, such as JMS topics and queues, or how a message that was sent from a
back-end system is received by Oracle SOA Suite for healthcare integration for
delivery to an external system.

It defines the connection information, the transport protocol, acknowledgments, and
so on. When you create an internal delivery channel, that channel is available to all
endpoints. This avoids having to create a unique internal delivery channel for each
endpoint.

7.2 Creating Internal Delivery Channels

If you must send messages to an internal delivery channel, create a "send to" internal
delivery channel to associate with the endpoint. If you must receive messages from an
internal delivery channel, create a "receive from" internal delivery channel.

To create an internal delivery channel

1. On the Oracle SOA Suite for healthcare integration user interface, select the
Designer tab and then the Administration tab.

2. Do one of the following;:

* To create an internal delivery channel for sending messages to a JMS or queue,
right-click Send to Internal and then click Create.

* To create an internal delivery channel for receiving messages from a JMS or
queue, right-click Receive From Internal and then click Create.

Working with Internal Delivery Channels 7-1



Creating Internal Delivery Channels

The Create Internal Delivery Channel dialog appears.
Figure 7-1 Create Dialog for Internal Delivery Channel (Send to)
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3. On the Create dialog;, fill in the following fields:

Table 7-1 New Internal Delivery Channel Properties (Send to)

Property Description
Name A unique name for the delivery channel.
Transport Protocol The connection protocol for the internal delivery channel.

JMS is the supported protocol

Destination Name The JNDI name of the topic or queue to which Oracle SOA
Suite for healthcare integration sends messages.

Connection Factory The JNDI location or Java class name for the connection
factory, such as j s/ b2b/ B2BQueueConnect i onFact ory.

4. Click OK.

The new internal delivery channel is added to the Administration tree under Send
to Internal, and the new channel appears on the Internal Delivery Channel page.
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Figure 7-2 Internal Delivery Channel Page
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5.  On the main Internal Delivery Channel page, you can modify any of the fields
listed in Table 7-1 (except Transport Protocol).

Note:

The fields in the upper portion of the Internal Delivery Channel page
(Acknowledgement Mode, Retry Interval, and Reattempt Count), are not
currently used for internal delivery channels.

6. To modify the transport protocol connection settings, do the following;:
a. On the main Internal Channel Delivery page, click Transport Protocol.

b. On the Transport Protocol Parameters dialog, click the Basic tab, and modify
any of the properties listed in Table 7-2.

Table 7-2 Internal Delivery Channel Transport Protocol Basic Parameters
|

Parameter Description

Destination name The JNDI name of the topic or queue to which Oracle
SOA Suite for healthcare integration sends messages.

Connection Factory The JNDI location or Java class name for the connection
factory, such as j s/ b2b/
B2BQueueConnect i onFactory.

Is Topic An indicator of whether the destination is a topic or a
queue. Select this option if the destination is a topic.

Polling Interval The length of time in minutes between polling attempts
for messages.

c. On the Transport Protocol Parameters dialog, click the Advanced tab, and
modify any of the properties listed in Table 7-3.
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Table 7-3 Internal Delivery Channel Transport Protocol Advanced

Parameters
I ——
Parameter Description
Message Type Select one of the following JMS message type options:

BYTES, TEXT, or MAP.

Is Map Payload Alone  An indicator of whether the payload is sent alone as part
of a JMS message of the type j avax. j ms. MapMessage.

Use JMS ID An indicator of whether to use the JMS message ID as the
healthcare integration message ID. This facilitates
correlation at the JMS level.

Destination Provider JNDI properties that are required to connect to the target
server. Use a semicolon (;) as the separator for key/value
pairs. This is for enabling Oracle SOA Suite for healthcare
integration to connect to JMS queues or topics available
on remote servers.

User name The user name to connect to the target server. This value
is optional for JMS because Oracle SOA Suite for
healthcare integration can use the configured JNDI data
sources to connect to queues.

Password (and Retype  The password for the above user name.

Password)

Subscriber ID An indicator of whether the JMS subscriber ID is required
when JMS is communicating with a topic.

Sequencing An indicator of whether messages must be delivered in

sequence. Select this check box for sequential delivery.
This option only applies to WebLogic Server JMS (it uses
the Unit-of-Order feature of WebLogic Server JMS).

7.  When you are done making changes to the transport protocol, click OK on the
Transport Protocol Parameters dialog.

8.  When you are done making changes to the internal delivery channel, click Apply
on the Internal Delivery Channel page.

7.3 Enabling an Internal Delivery Channel

Before you can use an internal delivery channel in an Oracle SOA Suite for healthcare
integration project, you must enable it.

To enable it, double-click the internal delivery channel to open the Internal Delivery
Channel page, and then select the Enabled option.

7.4 Deleting an Internal Delivery Channel

To delete an internal delivery channel, select the channel in the Administration tree
and click Delete in the toolbar.

You can also right-click the internal delivery channel and then select Delete.
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7.5 Correlating Messages Using JMS Queues

You can correlate inbound and outbound messages using JMS queues, by setting
A2A=t r ue in the JMS header.

If the message ID (MSG _I D) is provided from a back end application, then M5G_| Dis
set to JMS Correlation ID in the healthcare integration output, otherwise the JMS
Message ID is set to JMS Correlation ID in the healthcare integration output.
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Working with Dashboards

This chapter describes Oracle SOA Suite for healthcare integration dashboards, which
display endpoint-level status and volume metrics on instance data. This includes
endpoint status, message counts, sequencing information, and error messages.

This chapter includes the following topics:
¢ Introduction to Dashboards

¢ Working with System Dashboard

¢ Creating and Configuring Dashboards
¢ Viewing Information in Dashboards

e Working with Sequenced Messages

¢ Viewing Endpoint Error Messages

8.1 Introduction to Dashboards

Oracle SOA Suite for healthcare integration dashboards display information about the
current health of the endpoints in a healthcare integration application. You can create
and configure multiple dashboards as required to monitor the status and volume
metrics for the endpoints you have defined.

The Dashboards tab reflects changes that occur in the runtime repository, such as
purging runtime instance data, new messages processed, and new error messages.
You can display data for various time periods, and you can manually refresh the data
in real time or set the dashboard to automatically refresh at set intervals. The available
time periods are configurable in the Ul settings on the Administration tab.

When you first open a dashboard, based on the View Mode options, Compact and
Normal, a summary of all the endpoints included in the dashboard appears. For each
endpoint, you can view more detailed information about not only the status and
message volume but also about the endpoint's configuration. Figure 8-1 shows
endpoint summaries in the Normal mode on the Dashboard page.
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Figure 8-1 Endpoint Summaries on the Dashboard
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You can click the Compact option to view the Dashboard in the compact mode where
only a small box filled with a color corresponding to the status and name of each
endpoint. You can also adjust the width of the compact boxes to fit as many as you
can. The Time Range can also be iconified to save space and it automatically reappears
when you mouse over the Time Range slider icon. The Show Customizer toggle
button always appears on the dashboard regardless of whether the Customizer is open
or not.

Figure 8-2 shows the Dashboard page in the compact mode.

Figure 8-2 Dashboard Page - Compact Mode

SOA Suite for Healthcare Integrationpesigner  Dashboards  Reports refersnces Help v weblogic ~
e Meru »
test_Dashboard? @ 8-~
. View Mode % Compact  Box Width 175 2 CMormal | Show  Running; Idie | Colurns 5 I.;::tlﬂpz‘;::e:;s o W~

GEmergency_Admission Bl ﬁEmergency_Lahoratory E|l

8.2 Working with System Dashboard

The Oracle Healthcare console provides a feature called the System Dashboard that
displays a global view of status of the healthcare setup. This includes a overall view of
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the endpoints and internal delivery channels for the purpose of monitoring. The
System Dashboard enables you to view a list of enabled as well as disabled endpoints
and the ports to which these endpoints listen, if applicable. In addition, the dashboard
displays the message counts. The System Dashboard also allows you to group or sort
endpoints by transport protocol, outbound and inbound, or both.

Using the System Dashboard, you can view the deployed healthcare composites,
which is important because internal delivery channels and composites represent the
internal side of the system overview. You can also enable or disable endpoints and
channels by using the System dashboard. Sections on message statistics and overall
recent error list completes the System Dashboard.

You can view the System Dashboard by first clicking the plus button in the upper right
corner of the Dashboard tab, and then clicking System Dashboard.

Figure 8-3 displays a sample System Dashboard.

Figure 8-3 A Sample System Dashboard
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8.2.1 Viewing System Data by Using Different Sections of the System Dashboard

Using the sections of the System Dashboard, you can view different types of system
data pertaining to the a Oracle Healthcare instance.

Table 8-1 lists the different sections of the System Dashboard.
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Table 8-1 Sections of the System Dashboard

Section Name

Description

Slider The time slider at top of the System Dashboard page
_ . allows you to select time intervals for which data is
GHours 12Hows Z4Mows 20as  SDas  week  10bas  zmeks 00ws  COllected for the graphs and tables of the dashboard.
' Slide the point from to select the required time interval.
Refresh The Refresh component at the top right corner of the

Last Updated: @ﬂ -
Ao 11, 2014 12 PR

[ auto-Refresh  Every 55 % secs I

dashboard allows you user to either manually refresh
the page or set the interval for auto-refresh.

To enable auto-refresh, click the down arrow adjacent
to the Refresh button, select the Auto-Refresh check
box, and specify the interval for auto-refresh (in
seconds.)
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This graph displays the most active document
definitions (maximum of three document definitions at
a time) and how many messages are associated with
each document definition.
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This graph displays the most active endpoints
(maximum of three endpoints at a time) and how many
messages are associated with each endpoint.
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This graph displays the number of errors in the specific
Oracle Healthcare setup mapped against the time at
which the errors occurred.
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Table 8-1 (Cont.) Sections of the System Dashboard
. _______________________________________________________________________________|

Section Name

Description

Endpoints Table

{§} Endpoints
igw Enable | Disable || Pause
Mame Status

1 Emergency_Admission

Resurne

ﬁ Running

2 > Out_Patient_Labaoratory @Disab\ed

3 » MLLPZOEndpointl
4 outboundWws

@ Disabled
@ Disabled

5 [ Emergency_Labaratary ﬁRunnlng

E Detach

Transpart Protocol

MLLP1D
MLLP1D
MLLPZD
W S-HTTP{Outbound)
MLLP1D

Message
Ta

The Endpoints table displays a list of all endpoints in
the Oracle Healthcare system along with the status,
transport protocols, message counts, and queue counts
associated with each of the endpoints.

You can perform the following actions in this table:

¢ C(Click the View button to configure the number of
columns (Name, Status, Transport Protocol, and so
on) that you want to show in the table (by clicking

& > Admission D1 MLLP1O

7 > Tisdonide B vissblad P View > Columns and the required option) or

& > TestFile @Disab\ed File(Inbound) .

9 inboundSyncEenis 4 bisabled WS-HTTP{Inbound) detach the Endpomts table from the S}.]Stem

10 > mbourdws B rissbled WEHTTR(Inbound) Dashboard to a new window (by clicking View >
11 inCutService 4 bisabled WS-HTTP{Inbound);s-HTT

12 » TestEndpoint @Disab\ed MLLP1OD DetaCh')

13 > HL7Batchingendpoint b Disabled File{Inbiound); File(Outbound) e Select multlple endpointsl and enable or disable
14 Pharmary & pisatled MLLF 10

them by clicking the Enable or Disable buttons.

® Click the Pause button to pause the selected
endpoint.

® C(Click the Resume button to resume a paused
endpoint.

¢ C(Click the Detach button to detach the Endpoints
table from the System Dashboard to a new window.

¢ Filter an existing endpoint by specifying a string
containing some letters of the endpoint name in the
Search field.

¢ C(Click an endpoint name to open a dashboard tab
that displays the details for that endpoint.

* C(Click the message count of either Inbound or
Outbound messages to open a Report tab that
displays all the relevant messages.

¢ Sort the endpoints based on any of the column
headers.

Internal Delivery Channels Table

&} Internal Delivery Channels

The Internal Delivery Channels table displays a list of
all the internal delivery channels in the Oracle
Healthcare system along with the status, transport

fiew | |(Eneble | Disabler] | g Detach » protocols, and delivery associated with each of the
hame e Transport channels. Here, the channels are listed with values
1 ADM_GEMERIC_ADT 4} Runring S - : ’ - ; -2
2 FSEQ_nbourd 4} Runring 05 true or f al se in the Delivery column differentiating
3 NACK_ErQ P Running S them as either Internal Delivery channels (Delivery
4 Brror Q it Runring s column shows t r ue) or Internal Listening channels
5 AdmissionGueys ﬁ Running M5

f LAB_GEMERIC_ADT <9 Disabled
7 PHi_GEMERIC_ADT 49 Disabled

& Radicloovoneie  d0b Disabled
4 l I

s
i)

e hal
»

(Delivery column shows f al se).

In this table, you can perform actions similar to the
ones that you can perform in the Endpoints table.

Composites Table

il composites
view v 54 Detach

Marne:

1 Admission_Laboratory _Interface - hoReceiveADT

The Composites table displays a list of Oracle
Healthcare related composites that have been deployed
in the Oracle Weblogic Server along with the status of
the composites

Click the View button to configure the number of
columns to be displayed in the table or to detach the
Composites window .
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8.3 Creating and Configuring Dashboards

Using the Dashboards tools, you can create dashboards for any combination of
endpoints you have defined.

You can configure the layout of the Dashboard page, specify a refresh rate, and change
the endpoints for an existing dashboard.

8.3.1 Creating a Dashboard

You can create multiple dashboards in Oracle SOA Suite for healthcare integration for
a single endpoint or combinations of multiple endpoints.

Note:

Whenever there are any Endpoints defined, a standard dashboard called All
Endpoints is available that includes all the defined endpoints. You cannot
modify and save changes to this standard dashboard.

To create a dashboard

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Dashboards tab.

The main Dashboards page appears.

Figure 8-4 Main Dashboards Page
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@ Delete Existing Dashboards
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2. Click the plus button in the upper right, and select Create Dashboard.

The Create Dashboard dialog appears.
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Figure 8-5 Create Dashboard Dialog
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3. Enter a unique name and a description for the dashboard.

4. Under Available Endpoints, select the endpoints you want to include on the
dashboard and then click the right arrow button.

The selected endpoints appear in the Dashboard Endpoints list.

Figure 8-6 Create Dashboard Dialog with Endpoints Selected
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5. Select the required Endpoint View Mode.
6. Click Create.

The new dashboard appears with summary information displayed for each
endpoint about the messages processed in the past 24 hours.
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8.3.2 Selecting a Default Dashboard

After you create dashboards you can select one that automatically appears when you
click the Dashboards tab. This is the default dashboard. If you do not specify a default
dashboard, you can select from the list of existing dashboards when you open the
Dashboards page. If you do select a default dashboard, this dashboard appears every
time you open the Dashboards page.

To select a default dashboard

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Dashboards tab.

2. Click the down arrow next to the Selected Dashboard field, and select the
dashboard that you want to make default.

Figure 8-7 Default Dashboard Selected on the Main Dashboards Page
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3. Click Apply.

The selected dashboard appears. The next time you log in and select the
Dashboards tab, this dashboard automatically appears.

8.3.3 Configuring an Existing Dashboard
After you create a dashboard, you can change the endpoints for which information is

displayed, how the information appears on the dashboard, and the type of
information that appears.

To configure an existing dashboard
1. If the dashboard you want to modify is not already displayed, click the plus button

in the upper right of the main Dashboards page and select the dashboard to
configure.
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2. When the dashboard displays, click Show Customizer.
The customizer appears on the right side of the dashboard.

Figure 8-8 Endpoint Dashboard Customizer
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3. Do any of the following;:
® Change the name or description of the dashboard.

¢ Add an endpoint by selecting it in the Available Endpoint section and clicking
the right-facing arrow.

* Remove an endpoint by selecting it in the Dashboard Endpoints section and
clicking the left-facing arrow.

¢ Reorder the endpoints by selecting an endpoint to move and clicking the up and
down arrows to the right of the customizer.

4. When you are done with your changes, click Apply and then click Hide to close the
customizer.

Tip:

If you do not see your changes in the dashboard after you close the
customizer, click the Refresh button.

5. To undo the changes you made, click Revert.

6. To limit the types of messages displayed on the dashboard, click the down arrow
next to the Show field, and select one of the following options:
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e All: Shows all types of messages.

* Running: Shows all running endpoints. Idle, disabled, and errored endpoints
are not shown.

® Errors: Shows only error messages.

Disabled: Shows only disabled endpoints.

Figure 8-9 Show Field on the Dashboards Page
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7. To change the layout of the endpoints on the dashboard, change the number of
columns displayed in the Columns field.

Note:

If you change the number of columns to display for a dashboard, the new
value is not persisted when you logout and log back in again.

8.3.4 Refreshing a Dashboard and Setting the Auto-Refresh Rate

You can manually refresh the dashboard at any time, but you can also specify that the
dashboard be automatically updated at set intervals.

To refresh a dashboard and set the auto-refresh rate

1. If the dashboard you want to modify is not already displayed, click the plus
button in the upper right of the main Dashboards page and select the dashboard
to configure.

2. To refresh the dashboard, click the Refresh button in the upper right.
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3. To enable the auto-refresh option, do the following:
a. Click the down arrow to the right of the Refresh button.

b. Specify the time interval in seconds to wait between automatically refreshing

the dashboard, and then select Auto-Refresh.

c. To disable automatic refreshing, clear the Auto-Refresh check box.

8.3.5 Deleting a Dashboard

You can delete any of the dashboards you create. Use caution when deleting
dashboards. This action is irreversible.

To delete a dashboard

1. From the main Dashboards page, click the plus button in the upper right and select
Delete Dashboards.

The Delete Dashboard dialog appears.

Figure 8-10 Delete Dashboards Dialog
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z - test_Dashboardz test_Dashboardz
ié) Delete Selected Dashboards Caniel

2. In the dashboards list, select the check box next to the dashboards you want to
delete.

3. Click Delete Selected Dashboards.
The selected dashboards are deleted immediately.

8.4 Viewing Information in Dashboards

Dashboards display a variety of information. You start out viewing a summary of all
the endpoints in the dashboard. This view gives you a quick picture of the status of
each endpoint, the number of messages they are processing, and whether there were
any errors. It also shows you when the last messages were sent or received, and when
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the last error occurred. This information can provide clues about which endpoints
might require more detailed monitoring.

You can also view more detailed information for each endpoint, including the rate at
which messages are being processed, the average message size, the number of
messages sent or received, the number of errors, and any error messages. You can also
access the Endpoints page directly from the dashboard so you can modify the
configuration of an endpoint if required.

8.4.1 Viewing Endpoint Summary Information in a Dashboard

A dashboard has multiple views and you can navigate from each view to get a higher
level of detail about a specific endpoint, error, or message.

To view endpoint summary information

1. On the main Dashboards page, click the plus button and then select the dashboard
to view. For each endpoint, you can view the following information:

Figure 8-11 Endpoint Summary on a Dashboard

Emergency_Laboratory @ é@a m
ﬁ Running
Messages During Last 2 Days:
Sent Received Error

Last Sent Mar 29, 2014 5:41 PM
Last Received Mar 29, 2014 Si41 PM
Last Errar

e Status: The current status of the endpoint, such as Running, Idle, Disabled, or
Errors.

* Messages Sent: The number of messages sent by the endpoint in the specified
time period.

* Messages Received: The number of messages received by the endpoint in the
specified time period.

¢ Errors: The number of messages with errors for the endpoint in the given time
period.

¢ Last Sent: The date and time the last message was sent from the endpoint.

¢ Last Received: The date and time the last message was received from the
endpoint.

e Last Error: The date and time of the last error for the endpoint.

2. To change the time period for which the dashboard displays information, slide the
pointer up or down on the time scale on the left of the page.
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Figure 8-12 Sliding Timescale for Dashboard Information

= Time Range f

+
30 Days

2 Weeks

10 Days

Week

T Days

2 Days —2 Bays-
24 Hours

12 Hours

& Hours

. To view the properties for a specific endpoint, click or hover over the information
button for that endpoint. (Clicking opens a pop-up window with the information;
hovering only shows the information while the cursor is over the information
button.)

The Endpoint Properties dialog appears, where you can view the endpoints
protocol, connection, polling, timeout, and sequencing properties.

Figure 8-13 Endpoint Properties Dialog, Accessed from a Dashboard

Endpoint Properties - TestFile

Key Walue
Transport Prokocol FILE
Palling interwval 5
Folder name Jempjin
Identify TP by Delivery Channel true
Sequendcing false

If the endpoint defines both inbound and outbound processing, the properties
dialog has two tabs, one that displays properties for inbound and one that displays
properties for outbound. If the statuses of the inbound and outbound are different,
additional information about the status appears on the properties dialog.
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Figure 8-14 Endpoint Properties Dialog for a Bidirectional Endpoint

Endpoint Properties - Admission |

Inbound = Cuthound

Kew Walue
Transport Prokocol MLLP10O -
Connection Mode Server
Host: Marne localhiost
Port 5S040
Permanent Connection true |
Security Protocol MNOMNE |
Enable Client Authentication false |
Start Block Characker 0x08
End Block Character 0x1C
Carriage Return Character Q0D
Server Failure Action Default
Client Failure Action Default o
Parse Failure Count 0
Walidation Failure Count a
Skip Messages Count u]
Immediate ACK Mane
Map ACK Control ID False |
Map Triooer Event false LI |

For more information about endpoint properties, see Working with Endpoints..

8.4.2 Viewing Detailed Endpoint Information in a Dashboard

From any endpoint summary view, you can navigate into more information for a
specific endpoint, such as the message processing rate, the message volume broken
down by message type (sent, received, or error), and the average message size.
Additional information is available for errors.

To view detailed endpoint information

1. Display the dashboard you want to view on the Dashboards page.

2. For a specific endpoint, click Show More Endpoint Details (the button on the far
right in the endpoint box).

The Endpoint Details page appears.
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Figure 8-15 Endpoint Details Page on a Dashboard

Admissions 4 w @
Endpoint Details - Admission @D o=
. Last Updated:
</ Running 6/9/2011 9:10:45 AM GMT-07:00 0] | i
Message Processing Overview for Last 24 Hours
1 [ | | | | | 1 | Sent | F
& Hours 12 Hours 24 Ijnurs 2 Days 5 Days Week 10 Days 2 Weeks Manth
24 Hours Message & Error 0 &
il Document Type Processed for Last 24 Hours Columns 15 Display eGauges () Table
[F&e HL7-2.3.1-ADT_AD4 Received
16 24
msgésec
] 0.20 32
‘o . 40 _
Total: 18
Average Message Size: 0.208 KB
R
i
| |_|]ﬂ Message Volume for Last 24 Hours Is
e e e e et | Yal»

3. To change the time period for the displayed data, move the slider to the left or right

on the timescale at the top of the page.

. You can view the volume metrics for the endpoint as a gauge (Figure 8-15) or in
tabular format. Select either Gauge or Table next to Display.

Both the gauge and the table show the following information:

¢ The document type.

® The number of messages received per second.

® The total number of message processed in the specified time period.
¢ The average size of each message.

. Scroll down to view a graph showing the volume of sent, received, and error
messages.

Figure 8-16 Graphical Representation of Message Volume

1I|j]ﬂ Meassage Volume for Last 5 Days
2100

1200
1500
1200 Il Sent
W Received
=] M Error
600
300
[u
6I511 611 6711 CELE B/

6. Scroll below the graph to view information about sequenced message processing.

o o o
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Figure 8-17 Sequenced Messages Section of the Dashboard

Dashboardl

Endpoint Details - Admit_In

. Last Updated;
« Running 9/28/2011 11:58:56 AM GMT-07:00
Message Processing Overview for Las

1 [ 4 | | I I 1 o | Sent
GHours  12Hours  24Hours  2Days 5 Days Week 10Days 2 Weeks Rlossh Message & Error 06

24 Hours

[¢= Inbound (Il

[ Message 1 63 & B

Time Sequenced Ibd J [z
9/28/2011 11:57:42 AM GMT-07:00 1 Ed | To Composite or IDC
Elapsed Time 7:47 AM " Delivery

00:01:14 11:58:47

Sequence State 0o

@ Processed Slow
Message State
MSG_WAIT_TRANSMIT

Document Type
HL7-2.3.1-ADT_ADZ - —

Latency

00:01:14

Pending

3
Message ID: OAESBASE132B16647930000016CF2BF4-1

L4 | o b

;
1of 3 v

™
L

Tip:

If you do not have the sequencing targets configured, you cannot view
information about sequencing on the dashboard. For information on
configuring sequencing, see Enabling Sequencing for an MLLP Endpoint.

7. Scroll to the bottom of the page to view error messages for the displayed endpoint.

8. To view a report of the messages processed, click the eyeglass button either in the
gauge or on the table. You can also view a report by clicking the eyeglass button in
the Message Processing Overview for Last 24 Hours box. Both actions open a new
tab showing the report.
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Figure 8-18 Endpoint Report Accessed from a Dashboard

Help +  weblogic ~ o

SOA Suite for Healthcare Integrationp

Reports

o Menu -

Ot Patient Reporf -

H2H8 8-

l:lut_Patient_Report G Purge [g Resubmic v | & P Bl rage gize BE :::llgpz‘;:e‘::s . @~ % ShowFiker
Message ID Created Date and Time £ Direction Endpoint
1 > gl 0AB1650214500C07EOCOD0004006C854-1 Mar 29, 2014 5:41 PM IMECLUIMD Ernergency_Laborataory ﬂ
2 [ B 0AB185021450DC077BEOO0004D0ECS46 Mar 29, 2014 5:41 PM CUTECUMD Emergency _Admission
3 [ g 0AB165021450DC07782000004006C54 3 Mar 29, 2014 S:41 PM COUTECURMD Emergency_Laboratory
4 > B 0AB1650214500C0774B000004005CE3E-1 Mar 29, 2014 5:41 PM IMBOUMD Emergency _Admission
5 [» &l 0AB1E50214500270E55000004006C815 Mar 29, 2014 2:54 PM CUTECUMD Emnergency _Laboratory
& > & 0AB1650214500270F 16000004006CE2F-1 Mar 29, 2014 2:54 PM IMBCLIMD Emergency _Laboratory ﬂ
Found 420 results,
| | 0|
PS
Inbound Message From Emergency_Laboratory = P
4

Emergency_Laboratory Wire Message Internal Delivery Channel

Business Message

Business Message Details

=
Identification

Endpoint  Emergency_Laboratory Label soa_bZb_ - Tue Mar 18 06:32:49 I5T 2014 - 3
Skate MSGE_COMPLETE Interchange Control Mumber

4 |

For more information about reports and the information displayed, see Working
with Reports .

8.4.3 Configuring an Endpoint from a Dashboard

The dashboard lets you access the endpoint configuration pages directly so you can
view and edit the endpoint properties.

To configure an endpoint from a dashboard

1. Display the dashboard you want to view on the Dashboards page.

2. In the box for the endpoint you want to configure, click Configure This Endpoint
(the wrench button).

The Endpoint page appears.

3. Modify any of the endpoint values, as described in "Working with Endpoints."

Note:

This takes you out of the dashboard pages. To return to the dashboard you
were viewing, click the Dashboards tab.

8.5 Working with Sequenced Messages
The Sequenced Messages section of an endpoint dashboard provides information
about the health of the sequenced message queue. In this section, you can view
information about the messages that are pending in the sequenced message queue. If
there is no information in this section, then sequenced messages are processing

Working with Dashboards 8-17



Working with Sequenced Messages

successfully. If messages are backed up, you can view the necessary information and
take steps to unblock the queue.

The information you can view for the queue includes the number of messages in the
queue, the time a message was sequenced, the time elapsed since sequencing was
initiated for the message, the sequence state, the message processing state, and the
document type. There is also an indicator of the overall delivery status for the queue.
Possible statuses are:

¢ Paused: Indicated by a red traffic light, this means that sequencing has been
manually paused or blocked when the message at the front of the queue has
encountered a transport error.

¢ Slow: Indicated by a yellow traffic light, this means that the elapsed time for the
message at the front of the queue has exceeded the S| ow Thr eshol d f or
Sequenci ng property in the Ul Settings.

* Running: Indicated by a green traffic light, this indicates that sequenced messages
are being processed normally.

Messages can get backed up in the queue due to sequencing errors, message errors, or
message processing delays. The Sequenced Messages section gives you the
information you must correct these problems. You can view information about
messages in the queue to determine the cause of the stoppage. After you find the
source, you can reprocess errored messages or discard messages from the queue.

To work with sequenced messages

1. Display the dashboard you want to view on the Dashboards page.

2. For a specific endpoint, click Click to show Maximized Endpoint Details (the
button on the far right in the endpoint box).

The Maximized Endpoint Details page appears.
3. Scroll down to the Sequenced Messages section.

If there are messages waiting in the sequencing queue, you can view them here.
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Figure 8-19 Sequenced Messages Section of the Endpoint Dashboard
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4. The waiting messages appear as a carousel of note boxes. Click through the boxes
or use the slider underneath the messages to view information about each message.

5. To view a report of any of the messages, click the eyeglass button in the upper right
of that message's box.

The report page appears for the selected message.
6. When sequencing is blocked by a message, you can do any of the following:

* View the message report, as shown in Figure 8-19, and use the Purge or
Resubmit functions of the reports page to handle the message.

¢ In the Sequenced Message section, reprocess an errored message by clicking the
Reprocess an Errored Message button in the upper right of the message box.

¢ In the Sequenced Messages section, discard the blocked message by clicking the
Discard Message button in the upper right of the message box. Discarding a
message only removes it from the sequenced message queue, and does not
remove it from the instance data shown in the reports.

7. To pause sequenced message processing, click the Pause button in the upper right
of the Sequenced Messages section.

8. To resume sequenced message processing, click the Resume button in the upper
right of the Sequenced Messages section.

8.6 Viewing Endpoint Error Messages

When a message for a specific endpoint generates an error, you can access information
about the error from the Dashboards page.
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Note:

When a transport error occurs in an endpoint, the status bar for the endpoint
changes to red and the status changes to Errors. This does not indicate an
error in the business message processing, which is described in the following
procedure, though message processing errors can include transport errors as
well. Message processing errors are indicated by the number in the Error field
of the endpoint summary.

Figure 8-20 Endpoint Summary with Errors

- < == : Last Updated:
Show | All x| Columns | 3 El Dashboard Editor SR
In_Patient_Laboratory @ 42 @ in_patient_Admission @& o
% Running It Errors
Messages During Last 24 Hours: Messages During Last 24 Hours:
sent Received 17 Error 0 Sent 16 Received ) Error 3
Last Sent Last Sent 2011-06-09 19:59:13.0
Last Received 2011-08-09 19:59:12.0 Last Received
Last Error Last Error  2011-08-09 19:59:13.0

To view endpoint error messages

1. On the endpoint summary dashboard page, click Show More Endpoint Details for
the endpoint that shows messages with errors.

2. On the endpoint details page, scroll to the bottom of the page to view the list of
error messages.

Figure 8-21 Endpoint Error Messages List
~| ) Latest Enors

Error Code | Error Text | Document Type Timestamp Message ID

B2E-51512  Validation of Message header parameters failed, ADT_AO3 2011-08-16 13:52:39.0 OAESBASE131D45E12100000014D67F08-1 &8
B2E-51512  Validation of Message header parameters failed, ADT_AO3 2011-08-16 13:52:35.0 (OAESBASE131D45E0F 2E0000014DETEFF-1 &
B2E-51512  Validation of Message header parameters failed, ADT_AO3 2011-08-15 16:13:39.0 OAESBASE131CFEECA400000014DETCB4-1 &

3. To view a report of the error, click the eyeglass button to the right of the message
ID.

The Reports page appears, as shown in Figure 8-22.
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Figure 8-22 Endpoint Error Message Report

Reports Links + F s Help »  weblogic « o
e Menu v
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8 > B 0AB1650214500270B57000004006C31E Mar 29, 2014 2:54 PM CUTBOUMD Ernergency_Admission I
9 >l 0AB165021450027DE06000004006CE10-1 IMar 29, 2014 2:54 PM IMWECLIND Emergency_Admission I¥
10 > B3l 0AB165021450C8F3C7A000004006C504-1 Mar 29, 2014 12:05 PM IMBOLIMD Emnergency _Laboratory ¥ 4
11 > Bl 0AB165021450C8F3804000004006C7ED Mar 29, 2014 12:08 PM OUTBCUND Emergency_Laboratary I
12 7+ B 0AB165021450C5F3901 000004006 7F0 IMar 29, 2014 12:05 PM CUTBCUMND Emergency_Admission I¥
T e Ty gy — RA A mmd 4 4mAm R im e e emcm s Ao w
Found 421 results, =
4| | ]|
P
Duthound Message To Emergency_Admission = o
D —o— — &
5 Wire M o
Internal Delivery Channel Business Message ire Message Emergency_Admission

4. To view more details about the error, collapse the upper portion of the window by
clicking the up arrow beneath the message list or click Pin Current Message
Details Into a New Tab to open the details in a new tab.

The business message details appear.

Figure 8-23 Business Message Details

SOA Suite for Healthcare Integration : Reports U weblogic ~
e Meru »
Al .. To Emergency_Admission [1] . Q @ 8
F‘? Dutbound Message To Emergency_Admission

— E — D —o— —_— e

i Wire Message issi
Internal Delivery Channel RrEhEes MR q Emergency_Admission

Business Message Details

=] Identification

Endpoint  Emergency_Admission Label soa_bZb_ - Tue Mar 18 06:10:25 IST 2014 - 1
State M3G_ERROR Interchange Control Mumber
Direction QUTECQUMND Group Control Mumber
Message Type FUNMCTIOMAL _ACK Transaction Set Control Murnber 1109
1D 0AB16S0214500C0FE3E000004006C547 Correlation Flow 100 0000KKDK~EgkHpMsp2iel JeMp0000ss
Message ID 0AB1650214500C07 7EBOOO004006CE46 Tracking Flaw ID

=] Communication and Protocol

Document Protocol HL7 Senk Date  Mar 29, 2014 541 PM
Protocal Yersion 2.3.1 Received Date Mar 29, 2014 5:41 PM
Document Type  ACK Acknowledgement Mode NONE
Document Definition &CK_def Response Mode  MOMNE
5 | Dnrument Refry Tnkeesal 0 Transnnrt Protnrnl Mame MP | _}lﬂ
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For more information about reports and the information displayed, see Working
with Reports .

5. In the flow diagram, click the red X button that indicates where the error occurred.
The Error Details appear below the diagram.

Figure 8-24 Endpoint Transport Error Details

SOA Suite for Healthcare Integration r D Reports Liks ™ Pr Help v weblogic ~
+ Menu -
Al «  To Emergency_Admission [1] - @ [ .

o
P‘E_zj Dutbound Message To Emergency_Admission

—  E — E Q- E ), &

Buici M,

Internal Delivery Channel Application M g f g Wire Message Emergency_Admission

Error Details

Errar Text  Transport error: Message was nok sent - errar
Errar Code HC-50079
Error Severity ERROR
Etror Level ERROR_LEYEL_COLLABORATION
Errar Description Machine Infa: (Bir2261789) Transport error: Message was not sent - error
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Working with Reports

This chapter describes the reporting features of Oracle SOA Suite for healthcare
integration. The configurable reports display the real-time status of message
processing through the healthcare integration application based on the criteria you
specify.

This chapter includes the following topics:

¢ Introduction to Reports

¢ Creating and Configuring Reports

¢ Viewing Reports and Report Information

¢ Working with Reports for Unassociated Messages
e Working with Error Messages

* Purging Messages from the Repository

¢ End-to-End Monitoring of Runtime Data

9.1 Introduction to Reports

The Reports page of the Oracle SOA Suite for healthcare integration user interface lets
you view the status of the messages being processing through Oracle Healthcare
components in real-time. You can view all messages, or you can narrow down the
messages displayed by a variety of criteria, including endpoints, date ranges,
document information, and payload fields.

Several reports are predefined on the Oracle Healthcare user interface. These are Wire
Message report, Unassociated Wire Message report, Business Message report,
Application Message report, and Unassociated Application Message report. You can
create additional reports based on more specific criteria to narrow down the types of
messages displayed.

Each report is divided into four sections:

* A report configuration bar

¢ The message list

¢ A graphical depiction of the message flow

* Message details for the selected message

If you select multiple messages from the report, a summary of information for the
selected messages appears in place of the flow diagram.
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Oracle Healthcare provides a set of predefined reports based on the following report
types that you can access by clicking the plus button on the top right corner of the
Reports home page:

* General Business Message reports: Lists all the Business Messages that have been
exchanged from the beginning or in a give time range. You can customize these
reports by using the Message Report Filter Customizer.

* General Application Message reports: Lists all the Application Messages that have
been exchanged. You can customize the report by using the Message Report Filter
Customizer.

¢ General Wire Message reports: Lists all the Wire Messages that have been
exchanged. You can customize the report by using the Message Report Filter
Customizer.

* Unassociated Application Message reports: Lists all the Application Message
reports that display Application Messages without any associated Business
Messages. You can customize these reports by using the Message Report Filter
Customizer.

¢ Unassociated Wire Message reports: Lists all the Wire Message reports that display
Wire Messages without any associated Business Messages. You can customize
these reports by using the Message Report Filter Customizer.

See Working with Reports for Unassociated Messages for more information on
Unassociated Message reports.

The customized reports are displayed in the Oracle Healthcare console under their
respective report types as shown in Figure 9-1.

Figure 9-1 Types of Reports

SOA Suite for Healthcare Integration pesigner  Dastboards  Reports Preferences  Help v weblogic ~ o
S Menu =
G@ Refresh I
? Create Report... -
e are some possible next steps:
% Delete Reports. ..
General Application Message Reports b
@ General Business Message Reports » wer Tab Is Selected | Apply
- 5|
@ General Wire Message Reports [report ;l
E Unassociated Application Message Reports  »
Unassociated Wire Message Reports »
Click on green plus sign 4‘ near upper left corner and select desired Report to open o edit its filker,
@ Create Report
Click on green plus sign 4‘ near upper |eft corner and select Create Report..., or just click here
@ Delete Existing Reports
Click on green plus sign 4‘ near uppet |eft corner and select Delete Reports..., or just click here
« m

Figure 9-2 shows an example of a General Business Message report as displayed in the
Reports tab.
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Figure 9-2 Reports Page Showing a Predefined Business Message Report
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8 [= B DAB17ABS13CABA4CEZ 7000001 55593F4 /3002013 £:58:19 PM GMT+05:30 OUTBOUMD Radiology
|Found 12 results in 1 secs. | | | |--]
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|
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o1 A
— b — D — —
Adm1 Wire Message Business Message Application Message Adm1
Business Message Details
a
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Endpoint - Admi Message 1D 0AGL7ABG] 3CSSFEEFAEO000015559457-1
State M3E_COMPLETE Label soa_bZb_ - Mon Jan 28 12:50:36 [ST 2013 - 3
Direction  IMEOLIMND Interchange Control Mumber
Message Tvpe REQ aroup Control Mumber
I 0AE17ABGL3COSFEERABO0000] 5559455 Transaction Sek CDnErDl 147 7RG9466 s
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Figure 9-3 shows an example of a General Wire Message report as displayed in the
Reports tab.
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Figure 9-3 Reports Page Showing a Predefined Wire Message Report
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Figure 9-4 shows an example of a General Application Message report as displayed in
the Reports tab.
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Figure 9-4 Reports Page Showing a Predefined Application Message Report
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In the message list, each message is marked with a button that provides processing
information about the message. An envelope button indicates normal processing; a
green arrowhead over the envelope indicates the message was resubmitted; and a red
square with an "X" over the envelope indicates an error.

9.1.1 About the Message Report Filter Customizers

You use the three Message Report Filter Editors (Wire, Business, and Application) to
create reports and to edit existing reports. The report editors allow you to define a
wide variety of criteria for the messages that are displayed in the report, including a
time range, endpoint, protocol, state, message status, and document definition
information. You can also use advanced options, which include correlation fields, SOA
composite fields, message IDs, and so on.

Figure 9-5 displays a sample Business Message Report Customizer.
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Figure 9-5 Business Message Report Filter Customizer
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For most filters, you must select an operator that specifies how to evaluate the value
you specify for the filter. You can also specify whether or not the search is case-
sensitive. Most filters support the following operators to act against the value you
specify: Any, Equals, Like, Not Equal, Among, or Not like. For the Among operator,
you specify a list of up to 100 values, separated by commas, and messages that match
one of the values in the list will be filtered. For the Like and Not Like operators, you
can use SQL wildcard characters in the value. SQL wildcard characters include:

* % (percent): Represents zero or more unknown characters
® _ (underscore): Represents a single character
* [charlist]: A list of characters; the unknown value is any character in the list

e [Acharlist] or [!charlist]: A list of characters; the unknown value is not a character
in the list

For most string-based criteria, you can specify whether or not the search should be
case sensitive by selecting or deselecting Ignore case next to the field. Use the links
next to Filter Conditions to move between sections in the filter conditions list.

9.1.2 About Resubmitting Messages

When messaging errors are internal to Oracle SOA Suite for healthcare integration,
you can correct the problem and resend the message. For example, if a message is sent
to an endpoint that is not configured correctly, correct the error and use the resubmit
feature for application messages or wire messages.
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Resubmitting an application message for an outbound message clones the message,
assigns the new message a status of RESUBMITTED, and attempts to deliver the clone.
In addition, the RESUBMIT_COUNT of the original application message is
incremented by 1. The RESUBMIT_REF_TO of the cloned message is set to the ID of
the original application message as well. If the resubmitted application message is part
of the batch message, the state of the associated wire message is set to RESUBMITTED
as well. Resubmitting this type of message is helpful when the document
configuration is not as per requirement and the message must be restructured with
updated settings.

Resubmitting an application message for an inbound message sets the status of the
message to RESUBMITTED and attempts to deliver the message again to the back-end
application. Resubmitting this type of message is useful when the back-end
application is down and the delivery must be retried.

Resubmitting a wire message for an outbound message sets the status of the message
to RESUBMITTED and attempts to redeliver only the previously processed message.
There is no repackaging or other message transformation. This is helpful when the
problem was with the delivery endpoint (for example, the receiver's server is down
and unable to receive the message).

Resubmitting a wire message for an inbound message clones the wire message,
assigns the new message a status of RESUBMITTED, and attempts to deliver the
message. In addition, the RESUBMIT_COUNT of the original wire message is
incremented by 1. The RESUBMIT_REF_TO of the cloned message is set to the ID of
the original wire message as well. The message statuses of the business and
application messages are also set to RESUBMITTED. The functional acknowledgment
is not returned to the remote endpoint even though the endpoint expects it. This is
useful when the document settings are not correct and the message must be translated
and validated again.

9.1.3 Important Note About Clustered Environments

In a clustered environment, if system time stamps are not synchronized for all nodes
in the cluster, you might see message time stamps that look incorrect, but are not. For
example, given an unsynchronized, multi-node cluster, if an outbound message is
received on one node, but the reply is sent from another node, it is possible for a
report to show message receipt at 4 a.m., but an acknowledgment sent at 3:55 a.m.

9.2 Creating and Configuring Reports

Oracle SOA Suite for healthcare integration provides several predefined reports for
you to get started with. These reports are filtered only by a time range that you can
configure under Designer > Administration > Settings > UI > Reports > Time Range.

See Configuring the User Interface Settings for more details. You can create additional
reports that further filter messages by criteria such as endpoint, message ID, document
properties, composite properties, transport protocol properties, and key payload
fields. You can also use the predefined reports as a basis, and either modify them or
save them as new reports.

9.2.1 Creating Business Message Reports

Although you have a predefined Business Message report, you can create additional
reports to meet your specific requirements.
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To create a Business Message report

1. On the Oracle SOA Suite for healthcare integration user interface, click the Reports
tab.

The Reports Welcome page appears when there are no opened reports.

Figure 9-6 Reports Welcome Page

SOA Suite for Healthcare Integration pesigner ards  Reports r s Helpv  weblogic O

R Meru «
Welcome to Reports. Here are some possible next steps:

@ set Up Default Report to Show Whenever Tab Is Selected Apply

Selected Report  General Business Message Repart ;l

@ Dpen or Edit Existing Reports

Click on green plus sign 4‘ near upper left corner and seleck desired Report to open or edit its filker,

@ Create Report

Click on green plus sign 4‘ near upper left corner and select Create Report..., or just click here

@ Delete Existing Reports

Click on green plus sign 4‘ near upper left corner and seleck Delete Reports..., or just click here

2. Click the plus button in the upper right, and select Create Report.

3. On the Create Message Report dialog, enter a name for the report, select General
Business Message Reports from the Report Type list, and click Create as shown in
Figure 9-7.

Figure 9-7 Create Report

Create Report *®

Specify Mame and Type of Report to be created,

Mame Reportl

Report Type  General Business Message Reports ;l

2 Create Caniel

4

The report appears with the Message Report Filter Customizer displayed.

4. On the Message Report Filter Customizer, enter any of the filter criteria described
in Table 9-1.

Note:

When a Wire/Business/Application Message Report is first created (or cloned
by doing a Save As New), no search is automatically done when the report is
first opened. You must explicitly click the Search button.
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Use the links next to Filter Conditions to quickly move between the different
sections in the filter conditions list.

Note:

Multiple conditional operators are supported for most string criteria. For more
information about using Any, Equals, Like, Among, Not Equal, or Not Like,
see About the Message Report Filter Customizers.

Table 9-1 Business Message Report Customizer Options
-~ - -]

Filter

Description

Name

The name of the report.

Description

A brief description of the report.

Match

An indicator of whether the search criteria are joined by an
AND or OR operator. Select Match all of the following
conditions to use AND; select Match any of the following
condition to use OR.

Message ID (Business)

The business message ID of the message to display. Select the
operator and then enter an appropriate value for a message
ID.

Any

Does not narrow the report by any date range, and displays
messages from all dates and times.

Last

Narrows the report down to a range of most recent dates or
times. For example, you can select the past 12 hours, past five
days, or past two weeks. Slide the pointer on the sliding scale
to select a time range. You can modify the Enabled Time Slider
Periods under UI Settings.

Range

Narrows the report down to the range of dates you specify. In
the From or To field, or in both fields, provide a date and time
in the format shown (MM/DD/YYYY HH:MM:SS AM /PM)
or click the Select Date and Time button to select a date and
specify the time.

To search for all messages after a specific date, only enter a
date for the From field. To search for all messages earlier than
a specific date, only enter a date in the To field. To search for
all messages within a range of dates, enter dates in both the
From and To fields. To exclude a specific time range, enter the
first date in the range to exclude in the To field and enter the
last date in the range to exclude in the From field. You must
select the Match any of the following conditions indicator to
use this excluded range. The search returns all messages
received.

For both the from and to dates, select Inclusive to include the
specified dates in the search, or clear Exclusive to exclude
those dates from the search.

Direction

The direction of the messages to display. Select from Any,
Equals, or Not Equals, and then click in the field on the right
to select a direction (inbound or outbound) from the list
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Table 9-1 (Cont.) Business Message Report Customizer Options

Filter Description

Endpoint The endpoint from where the messages are received or to
which the messages are delivered. Select the operator and then
enter the name of a defined endpoint.

State The state of the messages to display. Select from Any, Equals,
or Not Equals, and then click in the field on the right to select
one or more message states from the list.

Document The following three fields specify document properties. These

three fields control what is shown in the Document Type
column in the reports table. For any of these fields, select
Ignore case if you do not want the search to be case sensitive.

e Protocol

The document protocol of the messages to display. Select the
operator and then enter the document protocol. For HL7
messages, enter HL7.

e Version

The document protocol version of the messages to display.
Select the operator and then enter the version. For example,
for HL7 2.6 messages, enter 2.6.

e Type The document protocol type of the messages to display. Select
the operator and then enter the version. For example, for HL7
ADT_A04 messages, enter ADT_A04.

Payload Key Fields Name and value pairs that narrow the search down by the

contents of a field in a message. For each field name you enter,
enter a corresponding value for the field. For any of the names
or values, select the operator.

These fields can only be used if they are defined on the XPath
page for the document definition. For Name fields, enter the
name specified on the XPath page, which represents a field in
the message. For Value fields, enter the expected value of the
corresponding field.

When you create your document definitions, you can specify
up to three fields in the message as payload key fields. These
fields are defined by a unique name and an XPath expression
that locates the field in the message. For example, you might
name a field LastName and specify the XPath expression for
the last name field in the PID segment of an HL7 A03 message.
You can similarly define correlation fields for a document
definition.

If you have defined either correlation fields or payload key
fields for a document definition, then you can use these fields
as filters for business message reports. In the filter editor,
these filters are defined by name and value pairs. You use the
unique name you gave the field when you created the
document definition, and then specify what the value should
be for that field in the messages you want to include on the
report.

¢  Document Definition

The document definition used by the messages to display.
Select the operator and then enter the name of a defined
document definition.
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Table 9-1 (Cont.) Business Message Report Customizer Options

Filter

Description

Interchange Control
Number

A unique identifier for the interchange. This number is used to
track messages, to find duplicate or missing transmissions, or
to find messages that are out of sequence.

Group Control
Number

A unique identifier for the group. This number is used for
auditing, to find duplicate or missing groups, or to find
groups that are out of sequence.This number is referenced by
the functional acknowledgment.

Transaction Set
Control Number

A unique identifier for the transaction set. The functional
acknowledgment references this number for transaction set
acknowledgment.

Transport Protocol
Name

The name of the transport protocol used by the Oracle SOA
composite application.

Transport Protocol
Version

The version of the transport protocol used by the Oracle SOA
composite application

ECID

The execution context ID. The ECID enables end-to-end
message tracking.

Composite Instance
ID

The Oracle SOA composite instance ID.

Composite Name

The name of the Oracle SOA composite application in Oracle
JDeveloper.

Service Name

The name of the healthcare integration service binding
component in the Oracle SOA composite application.

Reference Name

The name of the healthcare integration reference binding
component in the Oracle SOA composite application.

Domain Name

The name of the WebLogic domain on which the Oracle SOA
composite application is deployed.

Composite Version

The version of the Oracle SOA composite application in Oracle
JDeveloper.

Correlation From
XPath Name

The name of the correlation field for initiating the correlation
This and the remaining correlation fields can only be used if
they are defined on the Correlation page for the document
definition. For usage information, see Payload Key Fields in
Table 9-1.

Correlation From

The value of the above field.

XPath Value
e (Correlation To XPath  The name of the second field for the correlation.
Name
e (Correlation To XPath  The value of the above field.
Value
e Error Code The error code for error message to display on the report.
e Error Text The text of an error message to display on the report.
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Table 9-1 (Cont.) Business Message Report Customizer Options

Filter Description

* Application Message  The unique identifier for the application message to display in
ID the report.

* Protocol MessageID  The unique protocol message identifier for messages
displayed in the report.

e Native Message Size ~ The size of the original message prior to being translated.
Select from Any, Equals, Not Equal, Less than, Less than or
equals, Greater than, or Greater than or equals, and provide
a numerical value.

¢ Translated Message = The size of the message after it is translated. Select from Any,
Size Equals, Not Equal, Less than, Less than or equals, Greater
than, or Greater than or equals, and provide a numerical
value.

5. To revert any unsaved changes you made to the report filters, click Revert.
6. When you are done specifying report filters, do any of the following:

* To test your filter criteria, click Search, and then click the Show/Hide Filter
toggle button.

* To save the changes you made to the filter criteria for the report, click Save.

Note:

You cannot save changes made to the standard reports (such as General
Business Message Report). You can only click the Save As New button that is
enabled only when the name of the report has been changed from its standard
form.

Figure 9-8 displays a custom Business Message Report, which lists all the Business
Messages exchanged by Emergency_Admission and Emergency_Laboratory
endpoints in the last 30 days.
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Figure 9-8 A Custom Business Message Report
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You can sort the messages based on any of the report columns by clicking the column
headers.

9.2.2 Creating Wire Message Reports

Apart from the predefined Wire Message reports, you can create customized Wire
Message reports that covers Wire Messages coming from and going to an external
endpoint. Most Wire Messages have associated Business Messages, which is reflected
in the Message Flow diagram in the report.

To create a Wire Message report

1. Perform Steps 1 and 2 from Creating Business Message Reports.

2. On the Create Message Report dialog, enter a name for the report, select General
Wire Message Reports from the Report Type list, and click Create.

The report appears with the Message Report Filter Customizer displayed as shown
in Figure 9-9.

Working with Reports 9-13



Creating and Configuring Reports

Figure 9-9 Wire Message Report Filter Customizer
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3. On the Message Report Filter Customizer, enter any of the filter criteria described
in Table 9-2.
Note:

Multiple conditional operators are supported for most string criteria. For more
information about using Any, Equals, Like, Among, Not Equal, or Not Like,
see About the Message Report Filter Customizers.

Table 9-2 Wire Message Report Filter Customizer Options

Filter Description

Name The name of the report.

Description A brief description of the report.

ID The Wire Message ID of the message to display. Select the

operator and then enter all or part of a message ID.

Any Does not narrow the report by any date range, and displays
messages from all dates and times.
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Table 9-2 (Cont.) Wire Message Report Filter Customizer Options

Filter

Description

Last

Narrows the report down to a range of most recent dates or
times. For example, you can select the past 12 hours, past five
days, or past two weeks. Slide the pointer on the sliding scale
to select a time range.

Range

Narrows the report down to the range of dates you specify. In
the From or To field, or in both fields, provide a date and time
in the format shown (MM/DD/YYYY HH:MM:SS AM /PM)
or click the Select Date and Time button to select a date and
specify the time.

To search for all messages after a specific date, only enter a
date for the From field. To search for all messages earlier than
a specific date, only enter a date in the To field. To search for
all messages within a range of dates, enter dates in both the
From and To fields. To exclude a specific time range, enter the
first date in the range to exclude in the To field and enter the
last date in the range to exclude in the From field. You must
select the Match any of the following conditions indicator to
use this excluded range. The search returns all messages
received.

For both the from and to dates, select Inclusive to include the
specified dates in the search, or clear Exclusive to exclude
those dates from the search.

Direction

The direction of the messages to display. Select from Any,
Equals, or Not Equal, and then click in the field on the right to
select a direction (inbound or outbound) from the list

Transport Protocol

The transport protocol of the messages to display. Select from

Any, Equals, Like, Not equal, or Not like, and then enter the

name of a defined transport protocol. Select Ignore case if you
do not want the search to be case sensitive.

Transport Protocol
Version

The transport protocol version of the messages to display.
Select from Any, Equals, Like, Not equal, or Not like, and
then enter the name of a defined transport protocol version.
Select Ignore case if you do not want the search to be case
sensitive.

URL

The TCP endpoint URL of the messages to display. Select from
Any, Equals, Like, Not equal, or Not like, and then enter a
defined URL value. Select Ignore case if you do not want the
search to be case sensitive.

State

The state of the messages to display. Select from Any, Equals,
Like, Not equal, or Not like, and then click in the field on the
right to select one or more message states from the list.

Message Size (bytes)

The size of the messages (in bytes) to display. Select from Any,
Equals, Not equal, Less than, Less than or equals, or Greater
than, or Greater than or equals, and then enter a defined
message size.
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Table 9-2 (Cont.) Wire Message Report Filter Customizer Options

Filter Description

Resubmit Count The number times a message (to be displayed) has been
resubmitted. Select from Any, Equals, Not equal, Less than,
Less than or equals, or Greater than, or Greater than or
equals, and then enter a defined count.

Last Resubmitted Date The date when a message (to be displayed) was last
resubmitted. Select from the Any, Last, or Range options.

4. To revert any unsaved changes you made to the report filters, click Revert.
5. When you are done specifying report filters, do any of the following;:

e To test your filter criteria, click Search, and then click the Show/Hide Filter
toggle button.

* To save the changes you made to the filter criteria for the report, click Save As
New.

Figure 9-10 displays a custom Wire Message Report, which lists all the inbound Wire
Messages in the last 30 days.

Figure 9-10 A Custom Wire Message Report
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You can sort the messages based on any of the report columns by clicking the column
headers.

9-16 Healthcare Integration User's Guide for Oracle SOA Suite



Creating and Configuring Reports

9.2.3 Creating Application Message Reports

Apart from the predefined Application Message reports, you can create customized
Application Message reports that covers Application Message going to or coming
from the Fabric/Composite layer. Most Application Messages coming into Oracle
Healthcare runtime result in corresponding Business Messages, which is reflected in
the Message Flow diagram in the report.

To create a Wire Message report

1. Perform Steps 1 and 2 from Creating Business Message Reports.

2. On the Create Message Report dialog, enter a name for the report, select General
Application Message Reports from the Report Type list, and click Create.

The report appears with the Message Report Filter Customizer displayed as shown
in Figure 9-11.

Figure 9-11 Application Message Report Filter Customizer
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3. On the Message Report Filter Customizer, enter any of the filter criteria described
in Table 9-3.

Note:
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Multiple conditional operators are supported for most string criteria. For more
information about using Any, Equals, Like, Among, Not Equal, or Not Like,
see About the Message Report Filter Customizers.

Table 9-3 Application Message Report Filter Customizer Options

Filter Description

Name The name of the report.

Description A brief description of the report.

ID The Application Message ID of the message to display. Select the

operator and then enter all or part of a message ID.

Any Does not narrow the report by any date range, and displays
messages from all dates and times.

Last Narrows the report down to a range of most recent dates or times.
For example, you can select the past 12 hours, past five days, or
past two weeks. Slide the pointer on the sliding scale to select a
time range.

Range Narrows the report down to the range of dates you specify. In the
From or To field, or in both fields, provide a date and time in the
format shown (MM/DD/YYYY HH:MM:SS AM/PM) or click the
Select Date and Time button to select a date and specify the time.

To search for all messages after a specific date, only enter a date for
the From field. To search for all messages earlier than a specific
date, only enter a date in the To field. To search for all messages
within a range of dates, enter dates in both the From and To fields.
To exclude a specific time range, enter the first date in the range to
exclude in the To field and enter the last date in the range to
exclude in the From field. You must select the Match any of the
following conditions indicator to use this excluded range. The
search returns all messages received.

For both the from and to dates, select Inclusive to include the
specified dates in the search, or clear Exclusive to exclude those
dates from the search.

Direction The direction of the messages to display. Select from Any, Equals,
or Not Equal, and then click in the field on the right to select a
direction (inbound or outbound) from the list

State The state of the messages to display. Select from Any, Equals,
Like, Not equal, or Not like, and then click in the field on the right
to select one or more message states from the list.

Message Size (bytes) The size of the messages (in bytes) to display. Select from Any,
Equals, Not equal, Less than, Less than or equals, or Greater
than, or Greater than or equals, and then enter a defined message
size.

e Protocol The document protocol of the messages to display. Select the
operator and then enter the document protocol. For HL7 messages,
enter HL7.
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Table 9-3 (Cont.) Application Message Report Filter Customizer Options

Filter Description

Version The document protocol version of the messages to display. Select
the operator and then enter the version. For example, for HL7 2.6
messages, enter 2.6.

Type The document protocol type of the messages to display. Select the
operator and then enter the version. For example, for HL7
ADT_A04 messages, enter ADT_A04.

Document The document definition used by the messages to display. Select

Definition the operator and then enter the name of a defined document
definition.

ECID The execution context ID. The ECID enables end-to-end message

tracking.

Domain Name

The name of the WebLogic domain on which the Oracle SOA
composite application is deployed.

Composite The name of the Oracle SOA composite application in Oracle
Name JDeveloper.

Composite The version of the Oracle SOA composite application in Oracle
Version JDeveloper.

Composite The Oracle SOA composite instance ID.

Instance ID

Service Name

The name of the healthcare integration service binding component
in the Oracle SOA composite application.

Reference Name

The name of the Oracle Healthcare reference binding component in
the Oracle SOA composite application.

Resubmit Count

The number times a message (to be displayed) has been
resubmitted. Select from Any, Equals, Not equal, Less than, Less
than or equals, or Greater than, or Greater than or equals, and
then enter a defined count.

Last Resubmitted
Date

The date when a message (to be displayed) was last resubmitted.
Select from the Any, Last, or Range options.

4. To revert any unsaved changes you made to the report filters, click Revert.

5. When you are done specifying report filters, do any of the following:

To test your filter criteria, click Search, and then click the Show/Hide Filter

toggle button.

To save the changes you made to the filter criteria for the report, click Save AS

New.

Figure 9-12 displays a custom Application Message Report, which lists all the
Application Messages exchanged in the last 30 days having state as Complete.
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Figure 9-12 A Custom Application Message Report
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You can sort the messages based on any of the report columns by clicking the column
headers.

9.2.4 Specifying a Default Report

You can select one report that automatically appears when you click the Reports tab.
This is the default report.
To specify a default report

1. On the Oracle SOA Suite for healthcare integration user interface, click the Reports
tab. The Reports Welcome page appears when there are no opened reports.

2. Click the down arrow next to the Selected Report field, and select the report that
you want to make default.

3. Click Apply.

The selected report appears. The next time you select the Reports tab, this report
automatically appears.

9.2.5 Configuring Reports

After you create a report, you can use the Message Report Filter Customizer to modify
the filter criteria for the report. You can also create a report using an existing report as
a template.

To configure a report

1. With the report you want to configure displayed on the Reports tab, click Show
Filter.
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The Message Report Filter Customizer appears.

Figure 9-13 Message Report Filter Customizer
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Modify any of the filters described in Table 9-1, Table 9-2, or Table 9-3 based on the
report type.

To revert any unsaved changes you made to the report filters, click Revert.

When you are done specifying report filters, do any of the following;:

To test your filter criteria, click Search, and then click the Show/Hide Filter
toggle button.

To save the changes you made to the filter criteria for the report, click Save As
New.

9.2.6 Refreshing a Report and Setting the Auto-Refresh Rate

You can manually refresh the displayed report at any time, but you can also specify
that the report be automatically updated at set intervals. Note that the auto-refresh
rate is only activated and configured for the current session. If you close and then re-
open a report, the auto-refresh option is disabled.

To refresh a reports and set the auto-refresh rate

1.

If the report you want to monitor is not already displayed, click the plus button in

the upper right of the main Reports page and select the report to configure.

To refresh the report, click the Refresh button in the upper right.

To enable the auto-refresh option, do the following:
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a. Click the down arrow to the right of the Refresh button in the report toolbar.

b. Specify the time interval in seconds to wait between automatically refreshing
the report, and then select the Auto-Refresh check box.

c. To disable automatic refreshing, clear the Auto-Refresh check box.

9.2.7 Deleting Reports

You can delete any of the user-created reports if you have the Administrator role. You
can also delete any of the predefined reports, but use caution when doing this because
this action is irreversible.

To delete areport

1. From the main Reports page, click the plus button in the upper right and select
Delete Reports.

The Delete Business Message Reports dialog appears.

Figure 9-14 Delete Business Message Reports Dialog
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.é) Delete Selected Reports Cancel

2. By default, only the user-created reports appear in the list. To include predefined
reports, select Include Standard Group. This only pertains to standard reports
imported from previous versions of the Oracle Healthcare console such as All, Last
24 Hours, Last 2 Weeks, and so on.

3. In the reports list, select the check box next to the reports you want to delete.

4. Click Delete Selected Reports or click Cancel to close the dialog box without
deleting any reports.

9.3 Viewing Reports and Report Information

When you first open a report, a list of messages matching the report criteria appears
on the Reports tab. This list shows summary information for each message.
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The summary information includes the following;:
* Message ID

e Created Date and Time

® Direction

¢ Endpoint

e State

* Document Type

You can select any of the messages in the list to view more detailed information and
you can view a summary of multiple messages, as described in the following:

* “Viewing a Business Message Instance”

e “Viewing a Wire Message”

* “Viewing an Application Message”

* “Viewing the Flow Trace in Oracle Enterprise Manager”

e “Viewing Overview Information for Multiple Messages”

If you do not have permissions to view the document type of a message, certain details
are hidden from view. The option to download information is disabled unless you
have the required permissions.

9.3.1 Viewing a Business Message Instance
Business Messages include instance information for a document protocol, including
the endpoint name, the message direction, the message ID, the state, the transport
protocol and document protocol, and message details.
To view a business message instance

1. Display a report on the Reports page.

2. In the messages list, select the message for which you want to view instance data,
then click the button highlighted in red in Figure 9-15 to navigate through the
details of the business message. Refer to End-to-End Monitoring of Runtime Data
for more information about the higher level reporting format.

Figure 9-15 Expand Details of the Business Message
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The message flow diagram appears below the message list as shown in Figure 9-16.

Figure 9-16 Business Message Flow
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3. To view the message details in a larger area, click Business Message in the
message flow diagram and then click the Collapse Pane button beneath the
message list. You can also click Pin Current Message Details Into a New Tab to
open a new page containing the detailed information.

The message details appear as shown in Figure 9-17.

Figure 9-17 Business Message Details
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Expand or collapse sections of the business message by clicking the arrow button

4.
next to the section you want to expand or collapse.
5. To download information, click Download As XML or Download as Text in the
section you want to download.
Note:
This option is not available in all sections.
6.

diagram to return to the message list.

9.3.2 Viewing a Wire Message

Wire messages are the native format of data sent into or out from an endpoint. Wire
message details include message IDs, communication and protocol information (such
as the transport binding and header details), payload message content, packed

message content, and security information.

To view a wire message

1. Display a report on the Reports page.
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2. In the messages list, select the message for which you want to view instance data.

The message flow diagram appears below the message list as shown in Figure 9-18.

Figure 9-18 Wire Message Flow
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3. To view the message details in a larger area, click Wire Message in the message
flow diagram and then click the Collapse Pane button beneath the message list.
You can also click Pin Current Message Details Into a New Tab to open a new
page containing the detailed information.

The message details appear as shown in Figure 9-19.

Figure 9-19 Wire Message Details
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4. Expand or collapse sections of the Wire Message by clicking the arrow button next
to the section you want to expand or collapse.

5. To download information, click Download As XML or Download as Text in the
section you want to download.

Note:

This option is not available in all sections.

6. If you collapsed the message list pane, click Restore Pane above the message flow
diagram to return to the message list.
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9.3.3 Viewing an Application Message

Application messages provide information related to the SOA composite if a back-end
composite application sent or received the message, including the composite name,
version, instance ID, and so on.

To view an application message
1. Display a report on the Reports page.
2. In the messages list, select the message for which you want to view instance data.
The message flow diagram appears below the message list as shown in Figure 9-20.
Figure 9-20 Application Message Flow
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3. To view the message details in a larger area, click Application Message in the
message flow diagram and then click the Collapse Pane button beneath the
message list. You can also click Pin Current Message Details Into a New Tab to
open a new page containing the detailed information.

The message details appear as shown in Figure 9-21.

Figure 9-21 Application Message Details
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4. Expand or collapse sections of the application message by clicking the arrow
button next to the section you want to expand or collapse.

5. To download information, click Download As XML or Download as Text in the
section you want to download.
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Note:

This option is not available in all sections.

6. If you collapsed the message list pane, click Restore Pane above the message flow
diagram to return to the message list.

9.3.4 Viewing the Flow Trace in Oracle Enterprise Manager

Oracle Healthcare reports provide links for each message to the flow trace of the
composite in Oracle Enterprise Manager. Clicking the link automatically opens Oracle
Enterprise Manager to the correct Flow Trace page.

To view the flow trace in Oracle Enterprise Manager

1. Display a report on the Reports page.

2. In the messages list, select the message for which you want to view the flow trace.
The message flow diagram appears below the message list.

Figure 9-22 Oracle Healthcare Message Flow

Emergency_Admission Wire Message Business Message Admission_Laboratory_Interface|

Application Message

3. Click the composite link in the message flow diagram.

The Login page of Oracle Enterprise Manager opens in a separate browser tab or
window.

4. Enter your login information for Oracle Enterprise Manager and then click Login.

The flow trace appears for the selected message as shown in Figure 9-23.

Working with Reports 9-27



Viewing Reports and Report Information

Figure 9-23 Message Flow Trace in Oracle Enterprise Manager
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9.3.5 Viewing Overview Information for Multiple Messages

You can view a summary of information for multiple selected messages in the
messages list of a report. This gives you a quick view of all selected messages,
including the number of messages processed, the number of endpoints and document
types used, the number of errors, the number of processed messages, and so on.

To see an overview of multiple messages

1. Display a report on the Reports page.

2. In the messages list, select the messages for which you want to view summary data
by clicking the first message that you want to delete, press Shift, and then click the
last message of the desired range.

An overview of the selected messages appears beneath the list as shown in Figure
9-24.
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Figure 9-24 Multiple Messages Selected for a Report
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3. From here you can purge or resubmit the selected messages.

For more information, see “To resubmit multiple messages” or “To purge messages

from the repository”.

9.4 Working with Reports for Unassociated Messages

If a wire message or an application message does not have any associated business

message, they are categorized as unassociated messages.

Unassociated messages can be viewed in Unassociated Wire Message reports and

Unassociated Application Message reports.

9.4.1 Working with Unassociated Wire Messages

A burst of incoming messages from an external endpoint results in over-burdening the

Oracle Healthcare runtime processing capability. These messages then gets

temporarily backlogged and marked as PROCESSING. As a result of which, these
Wire Messages do not have any associated Business Messages. Immediate ACKs
generated by an inbound HL7 MLLP endpoint also results in Wire Messages without

any associated Business Messages.
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9.4.1.1 Creating Unassociated Wire Message Reports

You can create an Unassociated Wire Message report in a way similar to creating
General Wire Message reports.

To create an unassociated wire message report

1. Perform Steps 1 and 2 from Creating Business Message Reports.

2. On the Create Message Report dialog, enter a name for the report, select
Unassociated Wire Message Reports from the Report Type list, and click Create.

The report appears with the Message Report Filter Customizer displayed.

3. On the Message Report Filter Customizer, enter any of the filter criteria described
in Table 9-2.

Note:

Multiple conditional operators are supported for most string criteria. For more
information about using Any, Equals, Like, Not Equal, or Not Like, see
About the Message Report Filter Customizers.

4. To revert any unsaved changes you made to the report filters, click Revert.
5. When you are done specifying report filters, do any of the following:

¢ To test your filter criteria, click Search, and then click the Show/Hide Filter
toggle button.

* To save the changes you made to the filter criteria for the report, click Save.

Figure 9-25 displays an Unassociated Wire Message Report, which lists all the
outbound unassociated Wire Messages in the last 24 hours.
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Figure 9-25 An Unassociated Wire Message Report
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You can sort the messages based on any of the report columns by clicking the column

headers.

9.4.1.2 Viewing an Unassociated Wire Message

You can view an unassociated Wire Message from an Unassociated Wire Message

report.

To view a wire message

1. Display an unassociated Wire Message report on the Reports page.

2. In the messages list, select the message for which you want to view instance data.

The message flow diagram appears below the message list as shown in Figure 9-26.

Figure 9-26 Unassociated Wire Message Flow

Internal Delivery Channel

Wire Messange

— &

Unknown

Note:
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The unavailable Business or Application Message icons are rendered as
disabled in the message flow.

3. To view the message details in a larger area, click Wire Message in the message
flow diagram and then click the Collapse Pane button beneath the message list.
You can also click Pin Current Message Details Into a New Tab to open a new
page containing the detailed information.

4. Expand or collapse sections of the unassociated Wire Message by clicking the
arrow button next to the section you want to expand or collapse.

5. To download information, click Download As XML or Download as Text in the
section you want to download. However, because the message does not have any
associated Business Message, Payload does not contain any data.

Note:

This option is not available in all sections.

6. If you collapsed the message list pane, click Restore Pane above the message flow
diagram to return to the message list.

9.4.2 Working with Unassociated Application Messages

A burst of Application Messages emitted by Fabric/Composite layer results in over-
burdening the Oracle Healthcare runtime processing capacity. These messages then
gets temporarily backlogged and marked as PROCESSING. As a result of which, these
Application Messages do not have any associating Business Messages. Severe errors
encountered by an outbound message from Fabric/Composite layer also results in
Application messages without associated Business Messages.

9.4.2.1 Creating Unassociated Application Message Reports

You can create an Unassociated Application Message report in a way similar to
creating General Application Message reports.

To create an unassociated application message report

1. Perform Steps 1 and 2 from Creating Business Message Reports.

2. On the Create Message Report dialog, enter a name for the report, select
Unassociated Application Message Reports from the Report Type list, and click
Create.

The report appears with the Message Report Filter Customizer displayed.

3. On the Message Report Filter Customizer, enter any of the filter criteria described
in Table 9-3.

Note:

Multiple conditional operators are supported for most string criteria. For more
information about using Any, Equals, Like, Not Equal, or Not Like, see
About the Message Report Filter Customizers.
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4. To revert any unsaved changes you made to the report filters, click Revert.

5.

When you are done specifying report filters, do any of the following:

* To test your filter criteria, click Search, and then click the Show/Hide Filter
toggle button.

¢ To save the changes you made to the filter criteria for the report, click Save.

[Reviewer: Please provide a sample Unassociated Application Message report
image.]

You can sort the messages based on any of the report columns by clicking the column
headers.

9.4.2.2 Viewing an Unassociated Application Message

You can view an unassociated Application Message from an Unassociated Application
Message report.

To view an application message

1.

2.

Display an unassociated Application Message report on the Reports page.
In the messages list, select the message for which you want to view instance data.

The message flow diagram appears below the message list as shown in.

[Reviewer: Please provide an image of a sample Unassociated Application
Message flow]

Note:

The unavailable Business Message button is rendered as disabled in the
message flow.

To view the message details in a larger area, click Application Message in the
message flow diagram and then click the Collapse Pane button beneath the
message list. You can also click Pin Current Message Details Into a New Tab to
open a new page containing the detailed information.

Expand or collapse sections of the unassociated Wire Message by clicking the
arrow button next to the section you want to expand or collapse.

To download information, click Download As XML or Download as Text in the
section you want to download. However, because the message does not have any
associated Business Message, Payload does not contain any data.

Note:

This option is not available in all sections.

If you collapsed the message list pane, click Restore Pane above the message flow
diagram to return to the message list.
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9.5 Working with Error Messages

If processing for a message results in an error, the message appears in the message list
with a red box over the icon.

You can select error message to view additional information about the error.

9.5.1 Viewing an Error Message

This report provides information related to errors in message processing, including
the error message, code, severity, level, and description.

To view an error message

1. Review the messages list to find messages with errors, as indicated by an error icon
or a state of MSG_ERROR as shown in Figure 9-27.

Figure 9-27 Error Message in Messages List

Created Date and s 4

Message ID Tt Direction Endpoint State
1 > Gl 0AB1650Z 14550567 1 37000004 D06C365-1 Apr 11, 2014 4:55 PM INECUMD Emergency_Laboratary  M3G_COMPLETE
2 [+ B 0AB1650214500C07E0C000004D06C854A-1 ar 29, 2014 5:41 PM IMBCOUMD Emergency_Laborakary  M3G_COMPLETE
3 [ B 0AB16502 14500 07 746000004006 536-1 Mar 29, 2014 5:41 PM INEOQUMD Emergency_fdmission  M3G_COMPLETE
4 > (@ 0AB16502 1450007 FEE000004006CE46 Mar 29, 2014 5:41 PM OUTECLUMD Emergency_Admission  MS5_ERROR
5 [ B 0AB16502 14500 07752000004006C5343 Iar 29, 2014 5:41 PM OUTBECLMD Emergency_Laborabory  M3G_COMPLETE
& > & 0AB1E6502 1450027 DESF000004006C51LE Mar 29, Z014 2:54 PM CQUTEC UMD Emergency _Admission  M5E_COMPLETE
7 > B 0AB1650214500270ESE000004D06C815 Mar 29, 2014 2:54 PM CUTBCLUMD Emergency_Laboratory  MSG_COMPLETE
& [+ BE 0AB16502 1450027 DF16000004D06C82F-1 ar 29, 2014 2:54 PM IMECQUMD Emergency_Laborabory  M3G_COMPLETE
9 [GE 0AB16502 1450027 DEOGO00004D06C510-1 Mar 29, 2014 2:54 PM INECUMD Emergency_Admission  M3G_COMPLETE
10 > (& DAB165021450CEF3901 000004D06C 7F0 ar 29, 2014 12:08 PM CUTBOLUMND Emergency_fdmission  M3G_COMPLETE
11 > & 0AB16502 1450C8F 3504000004006 7ED Mar 29, 2014 12:08 PM QUTECUMND Emergency_Laboratory  M3G_COMPLETE
17 1 [ nari AR 1450 SR 3 TANNNNN4MNATRN4-1 Mar 23, 2014 1205 PR TR IR Frorrnency | ahneabnes MS5S COMPLFTE

Found 421 results,

2. When you find an error message to view, select the message.

The message flow diagram changes to display where the error occurred as shown
in Figure 9-28.

Figure 9-28 Message Flow Diagram With an Error

D —o— B —p &%

Ink I Deli Ch. 1 - Wire Message issi
nternal Delivery Channel Business Message g Emergency_Admission

3. Click the error button in the message flow diagram.
The error message details appear beneath the diagram as shown in Figure 9-29.

Figure 9-29 Error Message Details

Error Details

Erraor Text  Transport error: Message was nok senk - errar
Error Code  HZC-50079
Error Severity  ERROR
Errar Level ERROR_LEVEL_COLLABORATION
Error Description  Machine Info: (blr2261789) Transport error: Message was not senk - errar
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9.5.2 Resubmitting Messages

You can resubmit Wire and Application Messages from the Reports tab. When a
message transaction contains an error, use the reporting features to determine the
nature of the error and correct it. After the issue is fixed, resubmit the message. You
can resubmit messages one at a time or in a group.

To resubmit a message

1. In the messages list for the displayed report, select the message you want to
resubmit.

2. Do one of the following:

¢ Select Resubmit, and then select Associated Application Message or
Associated Wire Message.

¢ Right-click the selected message and use the context menu items.

* In the message flow diagram, right-click either Wire Message or Application
Message, and then select Resubmit Wire Message or Resubmit Application
Message.

3. On the confirmation dialog that appears, click OK.

The error icon on the message in the messages list changes to a green arrow to
indicate the message was resubmitted.

To resubmit multiple messages

1. In the messages list for the displayed report, select the messages you want to
resubmit.

A summary of information about the selected messages appears beneath the
messages list as shown in Figure 9-30.
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Figure 9-30 Multiple Messages Selected on the Reports Page
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2. In the yellow bar above the Selection Overview, click Resubmit, and then select
Associated Application Message or Associated Wire Message. You can also use
the Resubmit menu on the toolbar or right-click the selected message and use the
context menu items.

3. On the confirmation dialog that appears, click OK.

9.6 Purging Messages from the Repository

You can purge messages that you no longer want to store in the healthcare integration
repository. If a message you purge is part of a batch process, all messages in the batch
are also deleted.

You can purge messages one at a time or as a group.

To purge messages from the repository

1. In the messages list of the displayed report, select the message or messages you
want to remove.

2. Click Purge.

3. On the confirmation dialog that appears, click Yes.

Note:
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When you a Business Message, the corresponding entry in the Sequence
Manager table also gets deleted.

9.7 End-to-End Monitoring of Runtime Data

In an HL? interface engine implementation that uses Oracle SOA Suite for healthcare
integration, the reports page has the capability to associate the source HL7 endpoint
data to multiple targets.

This is shown in Figure 9-31.

Figure 9-31 General Business Message Report Page
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Figure 9-31 shows the source HL7 endpoint Adnl fanning out to five different targets
(Phal-5). As described in Viewing a Business Message Instance, you can view the
business message details by clicking the button labeled "5" in Figure 9-31. This source
to target(s) view is displayed only if you select messages with the icon labeled "1".
Selecting messages without the icon displays the business message details.

Click the button labeled "2" in Figure 9-31to display the HL7 native data. The green
arrow indicates that the segment is completed. A yellow arrow indicates the segment
is in progress and a red arrow indicates the segment is in error. In Figure 9-31, the
target endpoints are shown in the pending state. When successfully completed, the
color of the arrows changes to green. The label beneath the arrow shows the document
type and the version of HL7 messages being processed.

Click the button labeled "3" in Figure 9-31 to display the XML data of the endpoint that
is in focus. For example, Figure 9-31 shows that the source endpoint Adml is in focus.
Click the button labeled "3" to display the XML data from the source endpoint Adni
(assuming translation is enabled). This XML data passes to the composite for routing
and transformation. If the endpoint in focus is a target endpoint, click the button
labeled "3" to display the XML data coming from the composite. Clicking the button
labeled "3" results in different XML data values (if translation is enabled) depending
on which endpoint is in focus. Also, note that the icons labeled "2", "3" and "4" have the
image of a key embedded in them. The key indicates that if auditing functionality is
turned on to the payload, the act of clicking these icons is logged for auditing
purposes.
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The icons labeled "7" and "8" indicate the internal delivery channels used to
communicate to and from the composite; they can be JMS queue names or a
composite. These icons cannot be selected and are meant to convey how these
messages are passed to and from the composite.

By default, the icon labeled "9" shows the order of the target endpoints determined in
descending order by the time sent. The order can be changed with other options such
as "Time Sent to Outbound (Ascending)", "Outbound Endpoint Name (Ascending)" or
"Outbound Endpoint Name (Descending)" This feature is useful if there are multiple
target endpoints and you want to determine if the target endpoints are processed. If
the HL7 message is not passed from the composite to the target endpoint, the endpoint

is not displayed in this report page.

Note:

By default, the outbound messages are shown as flowing from left to right.
You can use the User Interface Settings page (Administration > Settings > UI)
to change the flow to be right to left by setting Show Outbound Message
Flow in Right-to-Left Order to Yes.
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Configuring Alerts and Contacts

This chapter describes how to define alert notifications and contacts in Oracle SOA
Suite for healthcare integration. You can specify that certain people are alerted by
email or text (SMS) when certain healthcare-related runtime or design-time events
occur.

This chapter includes the following topics:

* Overview of Alerts and Contacts

* Configuring Contacts and Alerts

* Viewing the Alerts Assigned to a Contact
* Removing Contacts

e Viewing a History of Alerts Sent

10.1 Overview of Alerts and Contacts

In healthcare integration, administrators and support personnel must know when
certain events occur, such as changes to the healthcare configuration or errors that
affect processing. Oracle SOA Suite for healthcare integration addresses this by
allowing you to define contact information and associate each contact with specific
events for which alerts are generated.

For example, if an error occurs during message processing or delivery, an email or text
alert can be sent to the appropriate people so the issue can be handled immediately.

The alert notification feature for healthcare integration works in conjunction with the
built-in notification framework of Oracle User Messaging Service (UMS) and Oracle
SOA Suite human workflow services.

10.2 Configuring Contacts and Alerts

Contacts and alerts are configured using the Oracle WebLogic Administration
Console, Oracle Enterprise Manager, and the healthcare integration user interface. You
configure the email server and sender address information, as well as enable all
notifications, from Oracle Enterprise Manager. You define the individual contacts and
subscribe them to alerts using the healthcare integration user interface.

Configuring contacts and alerts involves the following steps:
¢ Deploying the SMPP Driver for SMS Notifications

¢ Configuring Workflow Notification Properties

* Configuring Oracle User Messaging Service

¢ Defining Alerts and Contacts
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For information about configuring User Messaging Service, see Oracle® Fusion
Middleware Administering Oracle User Messaging Service.

10.2.1 Deploying the SMPP Driver for SMS Notifications

If you are using SMS (text) notifications, you must specify the target servers for the
SMPP driver for the User Messaging Service. Perform this task on the Oracle
WebLogic Administration Console.

To deploy the SMPP driver

1. In a web browser, launch Oracle WebLogic Administration Console and log in. The
URL is:

http://host name: port _nunber/consol e

The hostname is the name of the computer on which WebLogic Server resides, and
the port number is the port on which WebLogic Server listens (by default, 7001).

2. In the Domain Structure navigator, click Deployments.

3. In the Deployments list that appears, select usermessagingdriver-smpp.
The Settings for usermessagingdriver-smpp page appears.

4. Click the Targets tab.
The Target Assignments list appears.

Figure 10-1 Targets Tab for usermessagingdriver-smpp Settings

2 Home Log Cut Preferences Fecord Help Q Welcome, wehlogic| Connected to: soainfra
Home =Summary of Deployments =usermessagingdriver-smpp
Settil for ingdriver-smpp

Overview | Deployment Plan | Configuration | Security | Targets = Control | Testing | Monitoring | MNotes

Use this page to specify the Weblogic Server instances and clusters to which you want to deploy this Enterprise application. These settings determine
where the application is deployed at server startup time.

Target Assignments
Change Targets Showing 1to 1of 1 Frevious | Mext
[] | component & Type Current Targets
Ol= usermessagingdriver-smpp Enterprise Application (Mone specified)
O sdpmessagingdriver-dis patcher-ejb.jar EJB (Mone specified)
O sdpmessagingdriver’smpp-mbeanlifecycle WEEBAFPP (Mone specified)
O smpp-adapter.rar COMMNECTOR (Mone specified)
Change Targets Showing 110 1of 1 Previous | Mext

5. In the Target Assignments table, select the check box next to Component to select
all driver components, and then click Change Targets.

The Change Targets Assistant appears.
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Figure 10-2 Target Deployments for usermessagingdriver-smpp

Q, Welcome, weblogic | Connected to: soainfra

@i Home Log Out Preferences Record Help

Home =Summary of Deployments ~usermessagingdriver-smpp
Change Tamets Assistant
Tamget Deployments

You have chosen to retarget the deploy ments named usermessagingdriver-s mpp,sdpmessagingdriver-dis patc her-gjb. jar sdpmessagingdriver/s mpp-
mbeanlifecycle smpp-adapter.rar. Select the desired targets, and click Yes to continue, or Mo to cancel.

There are currently no targets explicitly assigned to this deployment.

Servers

[ Adminserver

Oa bam_serverl

6. Select the SOA Manager Server you are using for healthcare integration, and then
click Yes.

Confirmation messages appear at the top of the page letting you know whether the
targets were changed successfully.

10.2.2 Configuring Workflow Notification Properties

Workflow notification properties enable the notification feature for all notification
types, and also define email addresses for the sending email account for the
notifications.

To configure the workflow notification properties

1. In a web browser, launch Oracle Enterprise Manager and log in. The URL is:

http://host name: port _nunber/em

The hostname is the name of the computer on which WebLogic Server resides, and
the port number is the port on which WebLogic Server listens (by default, 7001).

2. In the left navigation panel, expand SOA and select soa-infra.

3. On the soa-infra page, click the SOA Infrastructure menu, point to SOA
Administration, and select Workflow Properties.

4. On the Workflow Notification Properties page, set the Notification Mode to All
5. In the Notification Service section, configure the following email addresses:

® Email: From Address -- The email address from which you want to send email
notifications.

* Email: Actionable Address -- The email address for actionable incoming
messages. This is not required.
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¢ Email: Reply To Address -- The email address to include in the Reply To field
of the outgoing email notification header.

Figure 10-3 SOA Infrastructure Workflow Notification Properties

Enterprise Manager Fusion hiddleware Control 12¢ | 4 weblogic » O
ic Domain * |
1 soa-infra @ Logged in as weblogic| [E birzz11381 idc.oracle.com
%E S04 Infrastructure « Page Refreshed Apr 11, 2014 7:22:49 PM IST O
Mailer = Task

® Information

All changes made in this page require a server restart to bake effect,

workflow Notification Properties @ Related Links ~ | apply || Revert
Eefore configuring the Workflow Motification, configure the Messaging Service Driver. Go ko the Messaging Driver page

* Notification Mode  all ;l

Notification Service

*Email : From Address  accountId@yourdomain, com
* Emnail ¢ Actionable Address  respondToaccounkld@yaurdamain.

* Email : Reply To Address  no.replyi@yourdomain. com

Iore Wworkflow Motification Configuration Properties. .,

6. Click Apply, and then click Yes on the confirmation dialog.

Note:

Whenever you add a document definition to an endpoint, the back-end
process of Oracle SOA Suite for healthcare integration deploys the document.
So, an email is sent for the document deployment, and no notification is sent
for the document addition.

10.2.3 Configuring Oracle User Messaging Service

Oracle UMS provides the underlying infrastructure for notifications. In order to use
email notifications, you must configure email driver information for the UMS; in order
to use SMS (text) notifications, you must configure SMPP driver information.

To configure Oracle User Messaging Service

1. In the left navigation panel of Oracle Enterprise Manager, expand User Messaging
Service.

2. Right-click usermessagingdriver-email and select Email Driver Properties.
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Figure 10-4 Email Driver Properties Page for UMS
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3. Configure the email driver properties for your email server.

4. After you configure the email properties, right-click usermessagingdriver-smpp
under User Messaging Service in the left navigation pain

5. Select SMPP Driver Properties.
6. Configure the SMPP driver properties.

7. After you configure all the workflow and email driver properties, restart the server
to load all the changes.

10.2.4 Defining Alerts and Contacts

In the healthcare integration user interface, you can define contacts and then subscribe
each contact to multiple alerts for different types of events. The events that can
generate an alert are listed in Table 10-1.

To define alerts and contacts

1. In a web browser, launch the Oracle SOA Suite for healthcare integration user
interface. The URL is:
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http://host_nane: port_nunber/heal t hcare

The hostname is the name of the computer on which the WebLogic Managed
Server resides; and port number is the port number on which the Managed Server
listens.

2. Under the Designer tab, click the Administration tab and then click Alerts and
Contacts.

Figure 10-5 Alerts and Contacts Page
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1l W Enabled = 32 ¥ Enabled
Conkack Conkack |
To add subscriber: To add subscriber:
# Drag contact's bype icon and drop here, ® Drag contact's bype icon and drop here,
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.. Repository Import and Export Event I .. Runtime Settings Modification Event
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3. In the Contacts section, click Add a Contact (the plus button in the upper right).
4. Enter the following information:
* Type: Select the type of alert to send. Choose from Email or Texting (SMS).

* Value: The email address or text number to which alerts should be sent. Make
sure the type of value you enter here corresponds to the type you selected.

5. Repeat the previous two steps for each contact you must add.

Figure 10-6 Texting and email Contacts

Contacts 3= ¥
Tvpe Value
Ernail =l abc@def.com

Texting (5M5) = | BE099E7767
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6. Click Save to save the contact information.

7. In the Events section on the right, select the Enabled check box for all events for
which you want to send alerts.

8. To subscribe contacts to events, do one of the following:

* For each contact you create, drag and drop the contact from the contacts list into
one or more of the enabled events listed on the right side. Table 10-1 lists and
describes each event for which you can configure alerts.

e (lick Add an Alert for this Event next to the event name, and then select a
contact from the drop down list that appears in the event section.

Figure 10-7 Alert Events With Contacts Assigned

.. Runtime Error Event K
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Each time an event occurs, the specified message type (email or text) is sent to the
contacts listed for that event.
Tip:

Due to the length of some runtime error messages, you might want to avoid
subscribing text (SMS) contacts to runtime events.

Table 10-1 Healthcare Integration Alert Events

Event Description

Runtime Error Triggers an alert when an error occurs during inbound or
outbound message processing, delivery to endpoints, or
delivery to internal delivery channels.

Endpoint Error Triggers an alert when an error occurs in the endpoint
transport layer; for example, the TCP/IP server port is
already in use.

Endpoint Configuration Triggers an alert when changes are made to an endpoint's
configuration, including enabling and disabling an
endpoint.

Configuring Alerts and Contacts 10-7



Viewing the Alerts Assigned to a Contact

Table 10-1 (Cont.) Healthcare Integration Alert Events
-]

Event Description
Endpoint Document Usage Triggers an alert when changes are made for a document
Change definition associated with an endpoint.

Repository Import and Export ~ Triggers an alert when data is imported into or exported
from the healthcare integration repository.

Runtime Settings Modification = Triggers an alert when changes are made to the any of the
runtime properties listed on the Runtime Settings page.

Purge Events Triggers an alert when:

¢ The runtime data is purged with Purge Control
Number selected or deselected under Repository
Management in the Administration tab.

¢ The runtime data is purged from the command line with
the pur gecont r ol nunber optionsettotrue.

10.3 Viewing the Alerts Assigned to a Contact

You can view all of the alerts that are assigned to a specific contact from the Contacts
list on the Alerts and Contacts page.

To view alerts for a contact

1. Under the Designer tab of the healthcare integration user interface, click the
Administration tab and then double-click Alerts and Contacts.

2. In the Contacts list, click the arrowhead button to the left of the contact whose alert
information you want to view.

A list of alert subscriptions appears.

Figure 10-8 Alert Subscriptions for a Contact

eyl Alerts and Contacts

[Ed Contacts ak 3
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Ernail x| sbo@def.com

=] Alert Subscriptions (2)
[ Runtime Error Event
[ Endpaint Configuration Event
> Texting (5M3) | 6509987757

3. When you are done viewing the alerts, click the contact's arrowhead again to close
the alert subscriptions list.
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10.4 Removing Contacts

After you create a contact, you can remove it from the contact list if it is no longer
required. If a contact no longer must receive alerts for an event, you can unsubscribe
the contact from that event.

To Remove a Contact

1.

Under the Designer tab of the healthcare integration user interface, click the
Administration tab and then double-click Alerts and Contacts.

In the Contacts list, select the contact to delete, and then click Delete Currently
Selected Contact (the red X in the upper right of the Contacts list).

If the contact is subscribed to any alerts, a confirmation dialog appears. Click OK
to remove the contact.

The contact is removed from the Contacts list and is also removed from any
events to which it was subscribed.

To Unsubscribe a Contact from an Alert

1.

Under the Designer tab of the healthcare integration user interface, click the
Administration tab and then double-click Alerts and Contacts.

Select the contact in the event list from which you want to remove the contact.

Click Delete Currently Selected Alert (the red X in the upper right of the event
list.).

The contact is removed from the list.

10.5 Viewing a History of Alerts Sent

You can view a history of the alerts that have been sent to each contact from the Oracle
Enterprise Manager Human Workflow Engine pages.

To view a history of alerts sent

1.

In a web browser, launch Oracle Enterprise Manager and log in. The URL is:

http://hostname: port _nunber/em

The hostname is the name of the computer on which WebLogic Server resides, and
the port number is the port on which WebLogic Server listens (by default, 7001).

In the left navigation panel, expand SOA and select soa-infra.

On the soa-infra page, click the SOA Infrastructure menu, point to Service
Engines, and select Human Workflow.

On the Human Workflow Engine page, click the Notification Management tab.
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Viewing the Healthcare User Audit Trall

This chapter describes how to enable and configure an audit trail of user activity for
healthcare integration components and applications. Oracle SOA Suite for healthcare
integration uses Oracle's Common Audit Framework to log user activity against
healthcare integration components.

This chapter contains the following topics:
e Introduction to the Audit Trail
* Configuring the Healthcare Integration Audit Trail

e Viewing User Audit Logs

11.1 Introduction to the Audit Trail

The Oracle auditing framework collects and stores information about events affecting
configured components, providing an audit log of activity for those components to
help support your compliance requirements. Auditing for each SOA Suite component
is defined by an audit policy that defines which components and which activities are
captured in the audit log.

You can configure the audit policy to only capture the information you require and
ignore the rest. This is done on the Audit Policy page of Oracle Enterprise Manager.
See "Managing Audit Policies" in the Oracle Fusion Middleware Application Security
Guide for more information.

The set of auditable events for each application and component is defined by the audit
policy and differs between each application. When you expand the list of events for a
component, only those events that can be audited for that component appear in the
list. For each event, you can further specify whether to only log successful attempts or
failed attempts (currently Oracle SOA Suite for healthcare integration only logs
successful attempts).

When you configure auditing, you can select from the following audit levels:

¢ Low: This option selects a subset of events from all auditable components in the
audit policy list, including a subset of Oracle SOA Suite for healthcare integration
events. It does not allow custom filters to be created.

® Medium: This option selects a larger subset of events from all auditable
components in the audit policy list, including all Oracle SOA Suite for healthcare
integration events. It does not allow custom filters to be created.

® Custom: This options lets you select only those components, events, and conditions
that you want to audit. This is the recommended level for Oracle SOA Suite for
healthcare integration. You must select this level in the Oracle Enterprise Manager
console to enable Oracle Healthcare auditing.
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You can also specify a list of users whose activity is audited regardless of the actions
performed or the component used. Auditing occurs for these users no matter what
audit level or filters are defined.

For more information about audit policies, see Conf i guri ng and Managi ng
Audi t i ng in the Oracle Fusion Middleware Application Security Guide.

11.1.1 Oracle SOA Suite for Healthcare Integration Auditing Options

The components and events available for auditing are listed on the Audit Policy page
of Oracle Enterprise Manager (Weblogic domain > Security > Audit Policy). To view
or configure the these options, select Oracle SOA Suite for healthcare integration
from the Audit Component Name list, Custom from the Audit Level list, and click the
check boxes adjacent to the events.

Figure 11-1 Healthcare Integration Components on the Audit Policy Page
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Use this page to view and set the audit policies for the Java EE applications deployed on this domain, To set the policies for System Components,
such as Oracle HTTR Server, refer bo the component's home page,

audit Component Mame  Oracle S04 Suite For Healthcare |

Audit Policy Settings - Oracle SOA Suite for Healthcare
|y Expart... |8y Import...
audit Level | Custom =]

Enter a cormma-delimited list of user accounts that will always be audited. This ensures audit of specified user accounts, regardless of the palicw

Seleck Categories to view/customize audit policies for their events
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Docurment Managerment

Logged in as weblogic

Page Refreshed Apr 11, 2014 7:11:39 PM IST Cr

Apply Revert | =

Audit All Events

Select For Audit

|

Note:

Currently only the SUCCESS events are audited. You should not select
FAILURE events.

Currently, the following components and events are supported for audit in Oracle
SOA Suite for healthcare integration (note that additional events appear in the list, but
they are not currently logged):

e User Session

— User Login
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— User Logout
¢ Endpoint Management
— Enable Endpoint
— Disable Endpoint
¢ Document Management
— Resubmit Message
— DPurge Message
— Read Payload
¢ Configuration
- Import

- Export

11.1.2 Using Filter Conditions for Auditing

For each event, you can define filters for the success condition. Filters use rule-based
expressions that are based on the attributes of the event. For most Oracle SOA Suite
for healthcare integration user access auditing, you can use the following attributes in
your filter expressions:

e HostID

e Host Network Address
e Initiator

e C(Client IP Address

® Resource

* Domain Name

e Target User

e Roles

e Audit User

Expressions can include AND and OR operators, as well as a variety of comparison
functions, such as equals, starts with, contains, does not equal, and so on.

11.2 Configuring the Healthcare Integration Audit Trail

You configure audit policies in Oracle Enterprise Manager by selecting the events or
components to include in the audit log. Currently, Oracle B2B components and events
are not included in the audit trail.

There are two default configurations, Low and Medium audit levels, that select a
predefined subset of components or events. These are not recommended for Oracle
SOA Suite for healthcare integration because they affect all auditable components, not
just the components of Oracle SOA Suite for healthcare integration. Selecting either of
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these options can result in extraneous audit entries and unnecessarily large audit logs.
Additionally, these two options do not allow you to define any filters.

The following instructions apply to custom-level audit policy configuration.

To configure auditing for healthcare integration

1. Login to Oracle Enterprise Manager.

2. In the navigation panel on the left, expand WebLogic Domain and then right-click
the name of the domain for which you want to enable user auditing.

3. In the context menu that appears, point to Security and then select Audit Policy.

Figure 11-2 Security Context Menu for a WebLogic Domain
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4. In the Audit Component Name list, select Oracle SOA Suite for Healthcare.
5. In the Audit Level list, select Custom.

Check boxes appear in the Select for Audit column so you can select which
healthcare integration components and events to audit.

6. Click event categories such as User Session to display the list of events pertaining
to that category below.

7. Do any of the following:

* To enable auditing for all Oracle SOA Suite for healthcare integration
components and events, click the Audit All Events button.
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* To enable auditing for all events for a specific component, select the check box
in the Select for Audit column next to the component name.

For example, to audit all actions taken against endpoints, select the check box
for Endpoint Management.

Figure 11-3 Endpoint Management Component With All Events Selected
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¢ To enable auditing of a specific event for a component, expand the component
and select the check box in the Enable Audit column next to the event name
under that component.

8. To define a filter for a success condition, select Enable Audit for the success
condition, and then click its Edit Filter button. Define the filter on the dialog that
appears, and then click OK.

For more information about filters, see Using Filter Conditions for Auditing and
the online help available from the Edit Filter dialog. Note that filters can only be
defined for success conditions at this time.
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9. To specify a list of users whose activity is always audited regardless of the
component configuration, enter a list of user accounts in the Users to Always
Audit section. Separate the account names with commas.

10. When you are done configuring auditing, click Apply.
11. Restart the server in order for the changes to take effect.

11.3 Viewing User Audit Logs

When an event triggers an audit log entry, the event information is written to the audit
log file.

The audit log captures the following information. Depending on the type of event that
triggered the entry, several of these fields might be empty.

e Date and time

e Initiator of the event

¢ Event type

¢ Event status

¢ Message text (indicating what occurred)
e ECID

e RID

¢ Context fields

e Session ID

¢ Target component type
¢ Application name

¢ Event category

e Thread ID

e Failure code

¢ Remote IP address

e Target

® Resource

e Roles

¢ Authentication method

* Reason
You can view the audit log file directly. It is written to the following location:

f mwv_hone/ user _proj ect s/ domai ns/ domai n_nane/ servers/
managed_server _nane/ | ogs/ audi t| ogs/ SOA- HCFP/ audi t . | og
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Managing the Repository

This chapter describes the healthcare integration metadata repository and provides
instructions for managing the stored data. Design-time and instance data for the
Oracle SOA Suite for healthcare integration are stored in a metadata repository, and
you can import data, export data, and purge metadata or instance data.

This chapter includes the following topics:
¢ Introduction to the Oracle SOA Suite for Healthcare Integration Repository
¢ Importing and Exporting the Design-Time Repository

* Purging Repository Data

12.1 Introduction to the Oracle SOA Suite for Healthcare Integration
Repository

Oracle SOA Suite for healthcare integration instance data is stored and managed
within the SOAINFRA schema of your database. Metadata for design-time and
configuration is stored and managed through Metadata Services (MDS), available in
Oracle Fusion Middleware.

For more information about MDS, see the Oracle Fusion Middleware Administrator’s
Guide.

12.1.1 Repository Maintenance

The healthcare integration user interface provides features to help you manage the
repository data, which include importing repository data, exporting the full
repository, purging design-time metadata, and purging instance data. You can import
objects such as document definitions, map files, endpoints, an exported repository,
and so on.

Design-time metadata includes endpoints, document definitions, internal delivery
channels, and mapsets. Instance metadata is the information that is created during
runtime when messages are processed. In addition to being able to purge these two
types of data on the Repository Management page, you can also purge messages on
the Reports page.

Use caution when using the import and purge features. During an import, you might
overwrite existing data, and purging data removes the data permanently.

12.1.2 What Occurs During the Import or Export Process

Exporting a file exports the full healthcare integration metadata repository and creates
a ZIP file containing the exported data. When you import a file, all of the objects in the
export file is copied, which can include documents, endpoints, callouts, mapsets, and
so on. If you choose to replace existing metadata during an import procedure, any
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existing metadata with the same name as metadata in the export file is overwritten by
the information being imported.

Note that library JAR files used by Java callouts are not copied during an import or
export procedure.

When you export the design-time repository, continue to make changes to the
repository contents in the healthcare integration user interface, and later import the
exported file (the contents of which are now older), then updates occur as follows:

e If Replace Existing Metadata is not checked during import, then any new data that
was created or modified in the healthcare integration user interface after the file
was exported is left untouched.

¢ If Replace Existing Metadata is checked during import, then the existing metadata
is replaced with the ZIP file metadata.

If an import fails, then the changes are rolled back and the design-time repository
remains unchanged. A message appears indicating that the import was unsuccessful.

12.1.3 About the Exported File

Design-time repository contents that are exported to a file represent a copy of the
current data. This file is no longer accessible for changes from the healthcare
integration user interface until it is imported back into Oracle SOA Suite for healthcare
integration. Do not manually edit exported files.

12.1.4 What Occurs During the Purging Process

You can purge both design-time metadata and instance data. Design-time metadata
includes document definitions, endpoints, callouts, mapsets, and internal delivery
channels. When you purge this data, predefined data that is part of the installation is
not purged. After you perform a successful purge of design-time metadata, you are
logged out of the healthcare integration user interface so you must log back in. You
cannot purge design-time metadata if there are active endpoints.

Instance data is generated during runtime when messages are processed. Instance, or
runtime, data contains the business messages and message-related data. Specific
instance data can be purged from the Reports page. See "Working with Reports" for
more information.

Purging is useful for:
* Managing disk space and improving performance

* Removing repositories on a test system

12.1.5 Purging Control Numbers

When you purge instance data, you can optionally purge control number information.
Control numbers are used in HL7 message standards. Oracle SOA Suite for healthcare
integration keeps track of control numbers for inbound and outbound messages. For
outbound messages, the control numbers are generated in a sequence from an internal
control number table. Because purging instance data and control numbers resets the
sequence (the control number table is reset), an outbound message after a purge might
have the same control number as a message before the purge. If this is undesirable, do
not purge control numbers.
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12.2 Importing and Exporting the Design-Time Repository

Oracle SOA Suite for healthcare integration design-time data can be exported and
saved to a ZIP file. The ZIP file can be imported back into Oracle SOA Suite for
healthcare integration so the data is available in the healthcare integration user

interface. This is useful when migrating data from a test environment to a production
environment.

Caution:

Do not manually edit exported files. This could make the data unstable after it
is imported back in.

Figure 12-1 shows the Repository Management tab, where you import and export
design-time data.

Figure 12-1 Repository Management Page
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When you import metadata, the updates to your existing repository are incremental
unless you select the Replace Existing Metadata option. To delete all existing data
before importing metadata, click the Purge Design Metadata button.

Caution:

Complete export operations without interruption or idle time. Leaving the

browser idle for more than a few minutes during export operations can cause
file corruption.
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To import repository metadata

1. Make sure the metadata repository ZIP file you want to import is available to
your local system.

2. On the healthcare integration user interface, click the Designer tab and then click
the Administration tab.

3. Click Repository Management.

4. In the Import section, click Browse to find the metadata repository ZIP file.

If you are importing a ZIP file that contains multiple ZIP files within it, you must
unzip the containing file and import each ZIP file separately.

5. To overwrite the current metadata in the Metadata Service (MDS) repository,
select Replace Existing Metadata

If this option is not selected, only new data is copied to the MDS repository.

6. Click Import.

Depending on the size of the design-time repository contents, this process might
take some time.

To export repository metadata

Note:

Do not manually edit exported files.

1. On the healthcare integration user interface, click the Designer tab and then click
the Administration tab.

2. Click Repository Management.
3. Click Export.
A dialog appears giving you the status of the export file generation.
4. Click Continue.
5. On the dialog that appears, select Save File and then click OK.
The default file name is MDS_EXPORT_DD MM YYYY. zi p.

6. Specify a name for the export file or accept the default name, browse to and select
the a folder for the file, and then click Save.

Note:

Design time import and export can also be done using a command-line tool.

12.3 Purging Repository Data

Use the purge function to manage disk space and improve performance, and to
remove test data from the repository.
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To purge repository data

1. On the healthcare integration user interface, click the Designer tab and then click
the Administration tab.

2. Click Repository Management.
3. Do one of the following;:

¢ To purge design-time metadata, such as endpoints, internal delivery channels,
mapsets, callouts, and document definitions, click Purge Design Metadata.

Note:

This button is disabled if there are active endpoints in the healthcare
integration repository. In this case, you must disable any active endpoints and
return to this page to purge design-time data.

¢ To purge all runtime instance data (that is, all messages), click Purge Instance
Data. If you want to remove control numbers with this data, select Purge
Control Number before clicking Purge Instance Data.

4. Click OK on the confirmation dialog.

Note:

Purging repository data can also be done using a command-line tool.
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Configuring System Settings

This chapter describes how to configure the appearance of the healthcare integration
user interface and how to configure runtime processing for healthcare integration
applications.

This chapter includes the following topics:
¢ Configuring the Runtime Settings

* Configuring the User Interface Settings

13.1 Configuring the Runtime Settings

Runtime settings control how Oracle SOA Suite for healthcare integration handles
certain functions, like sequencing, functional acknowledgments, batch processing,
Oracle BAM enablement, default queues, and so on.

Runtime settings are shared between Oracle SOA Suite for healthcare integration and
Oracle B2B; changing the settings for one also changes the settings for the other. Oracle
B2B settings in Oracle Enterprise Manager also apply to Oracle SOA Suite for
healthcare integration. For more information about Oracle B2B settings in Oracle
Enterprise Manager, see " Confi guring Oracl e B2B" in Oracle Fusion Middleware
Administrator’s Guide for Oracle SOA Suite and Oracle Business Process Management Suite.
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Figure 13-1 Runtime Settings

weblogic ~ o

SOA Suite for Healthcare Integrationpesigner lirks v pre s Help

45 Configuration &= Administration

TR+B R

Runtime

& ] .
g Runtime Settings

g®8-

> 3 mnternal Delivery Channel

Mon Purgeable Miscellaneous

% Seftings
Callout Directory  fscratch/anirghas/fi Ignore Correlation [
Log Payload
T T em—, S5L Private Key Password egPeyled (O
e G I =T S0AP Header Delimiter 2
Repository Management Acknowledgment _
i User Provisioning Functional Ack handled & Generic Message Type |
automatically Outbound Dispatcher Count =
Functional Ackinternal =
properties Inbound Dispatcher Count =
Matify Inbound Functional
! v O Partial Batch Comnmit Size =
Aiks -
Performance Exception Queue ;l
Large Payload Size 2000000 & Matification Queue =]
Large Payload Directory  frmp Enable BaM [

Keystore

Location

EaM Polling Interval

Password

Confirm Password

To configure the runtime settings

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Administration tab.

2. Expand Settings and then select Runtime.

3. Modify the value of any of the properties listed in Table 13-1.

4. Do one of the following:

* To save your changes, click Apply.

* To change the settings back to their previous values, click Revert.
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Table 13-1 Runtime Configuration Settings
__________________________________________________________________________|

Field

Description

Functional Ack
Handled
Automatically

An indicator of whether Oracle SOA Suite for healthcare integration
automatically generates the functional acknowledgment (FA) for
inbound HL7 messages. Select this option to automatically generate
the FA; inbound FA messages are consumed when this option is
selected.

Clear this property if you do not want to automatically generate the
FA document. The back-end application (middleware) must generate
the FA and provide it to Oracle SOA Suite for healthcare integration
as an outbound message. When this property is deselected, inbound
FA documents are passed back to the back-end application.

If the document does not require an FA (as indicated by the endpoint-
level setting), then this property is ignored. This property is selected
by default.

If the FA is marked as expected in an endpoint, then the message is
placed into the MSG_WAIT_FA state and the back-end application is
expected to generate the FA and push it to Oracle SOA Suite for
healthcare integration as an outbound message back to the partner.

When Functional Ack Handled Automatically is not selected, Notify
Inbound Functional Acks must also be deselected in order for the
inbound FA to be sent to the back-end application. If Notify Inbound
Functional Acks is selected and Functional Ack Handled
Automatically is deselected, the incoming functional
acknowledgment generates only a notification and the FA document
itself is not sent back to the back-end application.

The following limitations apply when generating the FA from the
back-end application:

¢ The FA is correlated with the original message based on the
ReferToMsgID value set in the enqueue properties. The FA is
correlated based on control numbers also.

¢ If the FA indicates that there was an error in the received message,
the status of the correlated message is not updated to indicate an
error. The correlated message is updated to MSG_COMPLETE.

These limitations are not present when the FA is generated by Oracle

SOA Suite for healthcare integration (that is, when this property is

selected).

Functional Ack
Internal Properties

An indicator of whether to generate the internal properties structure
in the functional acknowledgment using the original message internal
properties.

By default, this property is deselected, which means that the
functional acknowledgment uses the original message-internal
properties.
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Table 13-1 (Cont.) Runtime Configuration Settings
- |

Field Description
Notify Inbound An indicator of whether Oracle SOA Suite for healthcare integration
Functional Acks sends an acknowledgment notification to the application when a

functional acknowledgment is received. Select this property to send
the acknowledgment notification.

When Functional Ack Handled Automatically is not selected, Notify
Inbound Functional Acks must also not be selected in order for the
inbound FA to be sent to the back-end application. If Notify Inbound
Functional Acks is selected and Functional Ack Handled
Automatically is not selected, the incoming functional
acknowledgment generates only a notification and the FA document
itself is not sent back to the back-end application.

Log Payload An indicator of whether to log the payload in a diagnostic log. When
this property is selected, the payload is logged, but this also depends
on the log level setting. Error messages are logged by default.
Payload logging is useful for diagnostic purposes, but might be
undesirable for security reasons. By default, this property is not
selected.

Note: You must set the log-level setting in the Enterprise
Management console to TRACE to be able to log payloads. The
available log-level settings are TRACE, NOT| FI CATI ON,

I NCI DENT_ERROR, ERROR, and WARNI NG

Exception Queue A JMS internal delivery channel for the host to use as the exception
queue. Exception notifications are sent to the queue name you specify
here. A null value for this parameter means that exceptions are sent to
the default JMS queue (B2B_I N_QUEUE).

Notification Queue A JMS internal delivery channel for the host to use as the notification
queue. System level notifications (at the endpoint level) are sent to
this queue. A null value for this parameter means that exceptions are
sent to the default JMS queue (B2B_I N_QUEUE).

The events that are notified:

* Outbound Case: When the skip message limit is reached, endpoint
is paused

* Inbound Case: When there is a parse failure or a message
validation error, endpoint is paused or connection is reset,

To enable the notification of the system events, a new Server property

must be added in the Oracle Fusion Middleware Enterprise Manager

Control console. The property,

hc. m | p. Enabl eEvent Noti fi cati on, takes the valuest r ue or

f al se to enable and disable notification respectively. If the value is

not set, by default the notification for system events is not enabled.

Generic Message An indicator of whether Oracle SOA Suite for healthcare integration
Type need to ignore the HL7 trigger event. By default, this property is
selected and set to true.
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Table 13-1 (Cont.) Runtime Configuration Settings
- |

Field Description

Outbound The number of dispatchers used for handling the outbound messages.

Dispatcher Count This is used in message sequencing.

Inbound Dispatcher =~ The number of dispatchers used for handling the inbound messages.

Count This is used in message sequencing.

Partial Batch Commit The number of records to be committed when there is a large number

Size of business messages for a message exchange.

Enable BAM An indicator of whether to send runtime information to Oracle BAM.
For more information, see "Monitoring Instance Message Data With
Oracle BAM" in the Oracle Fusion Middleware User’s Guide for Oracle
B2B.

BAM Polling Interval ~ The polling interval in minutes for Oracle BAM. This is ignored if

Oracle BAM is not enabled.

Ignore Correlation

An indicator of whether to ignore correlation errors when an
acknowledgment is received and correlation fails. Acknowledgments
are correlated to the actual business message of the sender. If the
correlation fails, an exception is generated and the acknowledgment
processing stops. To ignore the correlation in this case and continue
processing the acknowledgment, select this property. By default, this
property is not selected.

Callout Directory The directory for the callout JAR file location (if you do not use the
default callout). The callout directory path cannot end with a forward
or backward slash (/ or\).

The default file location, / MyCal | out Di r, is retained after purging
the metadata repository.

SSL Private Key The private key password to decrypt the public key of the private key

Password - public key pair in case of secured data exchange by using SSL/TLS.
You can leave this field blank if the password is same as the Keystore
Password. This setting is retained after purging the metadata
repository.

Large Payload Size The large payload size, in bytes. The default value is 2,000,000 (2MG).

Large Payload The directory to store large payloads. The default directory is / t np.

Directory For Windows-based systems, change the directory to an appropriate
directory, such as C: \ t enp.

Location The path where the keystore for managing trusted certificates and

private-public key pairs are stored. For a two-way authentication, you
require to configure two keystores, one at the client side to store
server certificates and the keys, and the other at the server side to
store client certificates and keys.

Password and
Confirm Password

The password to access the keystore.
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Note:

In release 12¢, the auto-stack handler feature has been removed from the
Oracle SOA Suite for healthcare integration user interface. Going forward, use
the channel-level retry functionality to retry messages. Use the sequencing
dashboard manageability functions such as "discarding" and "reprocessing"
instead of the stack handler functions.

13.2 Configuring the User Interface Settings

User interface settings control the appearance of the reports and dashboards on the
healthcare integration user interface.

Figure 13-2 User Interface Settings
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To configure the time slider periods for reports and dashboards

This procedure changes the values listed on the time sliders that are used on the
Reports and Dashboard pages. You can select up to nine different time periods for the
sliders.

Figure 13-3 Time Slider in the Reports Filter Panel

Reports
Time R.ange
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& I_-’ours 12 Hours 24 Hours 2 Days 3 Days Week 10 Days 2 Weeks 30 Days
6 Hours

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Administration tab.

2. Expand Settings and then select Ul
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In the Enabled Time Slider Periods section, select the time periods you want the
sliders to display.

You can select up to nine periods, so be sure to clear time periods you do not
require in order to make room for the ones you want to display. As you change
your selections, you can see the changes to the dashboard summary slider on the
right.

To restore the time period selections to the default, click Restore Defaults.

When you are done making changes, click Apply to save your changes.

To configure reports

You can configure certain display attributes for the Reports page, such as how many
records to display, how often to auto-refresh, and payload display.

1.

4.

On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Administration tab.

Expand Settings and then select UL

Change the value of any of the properties described in Table 13-2.

Table 13-2 Configuration Properties for Reports
|

Property Description

Auto-Refresh Interval The length of time (in seconds) the browser should wait
(secs) between automatically refreshing information in a report.
Page Size The number of messages to display on each page of a report.
Show Payload An indicator of whether to display the message payload

regardless of user permissions. Select Yes to display the
payload; otherwise select No.

Payload Display Size The maximum number of bytes of each message payload to
(bytes) display. If a payload is larger than the number of bytes
specified, none of the payload is shown.

When you are done making changes, click Apply to save your changes.

To configure the default time period for the dashboard summary

This procedure changes the default time period for the information shown on the
Dashboard Summary pages. For example, if you select 5 Days, when you open a
dashboard you see a summary of the past five days for the selected endpoints; if you
select Week, you see a summary of the past week.

1.

On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Administration tab.

Expand Settings and then select UI.

In the Dashboard Summary section, move the pointer on the slider to the time
period you want to use as the default for the Dashboard Summary pages.
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4. When you are done making changes, click Apply to save your changes.

To configure endpoint details on the dashboard

You can configure the appearance of the Endpoint Details page of a dashboard. This is
the page that appears when you click the Endpoint Details button for an endpoint on
the Dashboard Summary page.

1. On the Oracle SOA Suite for healthcare integration user interface, click the
Designer tab and then click the Administration tab.

2. Expand Settings and then select UL

3. Change the value of any of the properties described in Table 13-3.

Table 13-3 Configuration Properties for Endpoint Details
- - - -]

Property Description
Number of Gauge The number of message type gauges to display in each row
Columns of the Document Type Processed section.

Auto-Refresh Interval
(secs)

Document Type Display

Slow Threshold for
Sequencing (secs)

The length of time (in seconds) the browser should wait
between automatically refreshing endpoint details in a
dashboard.

An indicator of whether to display document type
information in gauge format or in table format. Examples of
each format are shown in Figure 13-4 and Figure 13-5.

The number of seconds that a sequence message can wait in
the queue before processing is considered slow. After
processing is considered slow, the status appears as yellow
on the Endpoint Details page of a dashboard.

Figure 13-4 Document Type Information in Gauge Format
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Figure 13-5 Document Type Information in Table Format
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4. When you are done making changes, click Apply to save your changes.
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Provisioning Users

This chapter discusses how to provision users by providing them roles using the
Oracle Healthcare console.

The chapter contains the following topics:

* Creating Users

¢ Adding Users

e Editing, Viewing, and Deleting User Provisioning
® Provisioning Users for Payload Viewing

® Reverting User Provisioning Changes

14.1 Creating Users
The Oracle Healthcare administrator (the default login user name-password
combination) can add additional users (registered users in the Weblogic default store)
by using the Oracle Healthcare console. These users can log in to Oracle Healthcare
and only view endpoint.

The following roles are available:
® Administrator role—Provides access to all Oracle Healthcare functionality

* Monitor role—Provides read access to reporting and metrics functionality only (use
of the Reports link)

Users with the administrator role can access all Oracle Healthcare functions. Users
with the monitor role have only read access to reports.

You can create users by using the Identity Store (in the Oracle Weblogic Server
console), and then you can provision those users with specific roles in the console.

See "Task 1 Create a New User in the Identity Store" in the "Adding Trading Partner
Users" in Oracle Fusion Middleware User’s Guide for Oracle B2B for more information on
creating users.

14.2 Adding Users

After you have created the registered users in the Oracle Weblogic Server console, you
can add users to Oracle Healthcare by using the User Provisioning link under
Administration in the Designer tab.

Note:

Due to security concerns, only registered users belonging to the WebLogic
Administrators group are allowed to access the User Provisioning
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functionality in the Oracle Healthcare console. The User Provisioning link is
not available for other users.

To add and provision a user:

1. Log on to the Oracle SOA Suite for healthcare integration console.

2. In the Designer tab, click Administration and then double-click User Provisioning
on the left-hand panel.

3. In the User Provisioning pane on the right, click Add New User Provisioning for
Healthcare UI (+ button) under the Users table. This adds a blank row in the table.

4. Click the new row to select it.

5. Clear the existing prompt in the Name field and to select or provision a registered
user, do one of the following;:

* Type the first few characters (case-insensitive by default) of the registered user
name, and either click the Browse button (the magnifying glass icon) or press
the Tab key.

If there is only one match, it is automatically selected and the user name is
populated in the Name field. If there are zero or more than one match, then the
Choose Registered User to Provision for Access to Healthcare Ul dialog box is
displayed where you can refine the search, select one of the results, or both.
Figure 14-1 displays the Choose Registered User to Provision for Access to
Healthcare UI dialog box.

Figure 14-1 Selecting Users from a List of All Matching Users
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Found 3 users,

4 |

[0]4 Caniel

¢ In case you are not sure about the user name that you want to select, click
Browse or press Tab to display the Choose Registered User to Provision for
Access to Healthcare Ul dialog box that lists all the users available for
provisioning as displayed in Figure 14-2.
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Figure 14-2 Displaying a List of All Registered Users
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If the required user name is not listed in the dialog box, start typing the first few
characters of the registered user name in the Name field of the dialog box, and
the results table is automatically populated accordingly. Select the Ignore Case
check box if you must perform a case-insensitive search. You can also clear the
input field and press Tab to browse all available users for provisioning.

Note:

After you have selected a registered user, the Description field is
automatically populated with the description that you have provided for the
user in the WebLogic Administration Console. You cannot modify the
description in the Oracle Healthcare console.

Note:

If you try to search for a user that is a part of the Oracle Weblogic
Administrator group in the Choose Registered User to Provision for Access
to Healthcare Ul dialog box, an error message is displayed stating that users
belonging to the Weblogic Administrators group need not be provisioned, as
displayed in the following graphic.

Choose Registered User to Provision for Access to Healthcare UI x

Name Filter
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Users Available for Provisioning
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role in Healthcare UL

Found O users.

4] |

Ok Caniel

6. Select the role that you want to grant to the user from the Role list. The available
values are Administrator and Monitor as shown in Figure 14-3.
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Figure 14-3 Selecting the Role for the User
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By default, all new users added are initially provisioned for the Monitor role in the
Oracle Healthcare console, unless the user belongs to the WebLogic Administrators
group, in which case the user is not available for provisioning (already added to
the Administrators group).

Based on the role selected for the user, the user icon changes as shown in Figure
14-4.

Figure 14-4 Changing User Icon
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7. Click Apply to save the changes and complete the user provisioning.

Note:
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After you have provisioned all the registered users for the Oracle Healthcare
console, if you click Add New User Provisioning for Healthcare UI (+ icon),
the following window stating that no more users are available for
provisioning is displayed.

| (i) Adding New User Provisioning... x
Mo more registered users are available For provisioning,

‘fou can by applying of resverting any changes made and then dick. Refresh for an updated list of
reqgistered users.

14.3 Editing, Viewing, and Deleting User Provisioning

You can edit, delete, and view user provisioning by using the Oracle Healthcare
console.

To edit an existing user provisioning:

1.

2.

Log on to the Oracle SOA Suite for healthcare integration console.

In the Designer tab, click Administration and then User Provisioning on the left-
hand panel.

Click the required user row in the Users table. This enables the Role list for
editing.

Select the required role from the Role list.

To view user details:

1.

2.

Log on to the Oracle SOA Suite for healthcare integration console.

In the Designer tab, click Administration and then User Provisioning on the left-
hand panel.

Click the Expand (down arrowhead) button to the left of the required user in the
Users table to display the user details as shown in Figure 14-5.
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Figure 14-5 Viewing User Details
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Note:

The user details are fetched from the Oracle WebLogic Security Realm that
you have used when creating the user.

To delete an existing user provisioning:

1. Log on to the Oracle SOA Suite for healthcare integration console.

2. In the Designer tab, click Administration and then User Provisioning on the left-
hand panel.

3. Click the corresponding row for the required user name in the Users table and click
the Delete Selected User Provisioning (X) button. No confirmation is required,
because you can easily revert the deletion.

Note:

Deleting a user provisioning deletes the provisioning for the registered user's
access to Oracle Healthcare console only; it does not delete the user from the
default Oracle WebLogic Security Realm.

14.4 Provisioning Users for Payload Viewing

Oracle Healthcare user provisioning for payload viewing adheres to several principles.

¢ Users who belong to WLS Administrators group can always view any document
type payload and do not require any provisioning in the Oracle Healthcare console.

* Users who have been provisioned for Oracle Healthcare Administrator or Monitor
role with no specific document type provisioning, can view all document type
payloads.
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® Users who have the Oracle Healthcare Administrator or Monitor role with specific
document type provisioning can only view those particular document type
payloads.

14.5 Reverting User Provisioning Changes

You can revert changes made to the user provisioning in Oracle Healthcare console.

¢ Click the Revert button at the top right of the User Provisioning pane.
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Enabling Web-Service-Based Message
Exchange in Oracle Healthcare

This chapter describes how to enable Web-service-based message (typically SOAP-
based) exchange between endpoints in Oracle SOA Suite for healthcare integration.

The chapter contains the following sections:

® Introduction to Web-Service-Based Message Exchange

¢ Exchanging SOAP-Based Service Messages with Custom WSDL
* Sending Custom SOAP Headers

Sample Request-Reply Scenarios

15.1 Introduction to Web-Service-Based Message Exchange

Oracle Healthcare allows you to exchange Web service (SOAP) based messages
between endpoints.You can exchange messages in both inbound and outbound
direction. However, currently, this support is limited to SOAP 1.1 messages over
HTTP only.

The Web service feature not only enables endpoints to receive or send messages, but
also it is layered as a protocol implementation and supports other general features
such as reporting, tracking, and auditing.

Many enterprises are increasingly having a requirement to integrate their endpoint file
transfer and/or message exchange using Web service (in addition to Healthcare-
specific protocols.)

15.2 Exchanging SOAP-Based Service Messages with Custom WSDL

The support for SOAP-based messages is available for both inbound and outbound
directions.

You must create or upload a Web Service Definition Language (WSDL) file that you
can customize according to your requirement.

15.2.1 Exchanging Outbound SOAP-Based Messages

To enable exchange of outbound SOAP-based messages, you must perform the
following tasks:

¢ Uploading the WSDL
* Creating a document

¢ Creating an endpoint
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* Attaching security policies

15.2.1.1 Uploading the WSDL

As the first task, you must upload the WSDL file that is required to register a Web
service to exchange messages. You can upload the WSDL in the either of the following
ways:

e Inline WSDL - a normal WSDL file where the XSD information is defined within
the WSDL itself

e A ZIP file containing a WSDL file and an XSD file
¢ A ZIP file containing multiple WSDL and XSD files
To upload a WSDL:

1. Log on to the Oracle SOA Suite for healthcare integration console (http://
<hostname>:<port>/healthcare), where hostname is the name of the computer where
Oracle SOA Suite is hosted and port is typically 8001 (in the case of a non-SSL
connection).

2. Click the Designer tab and then click the Configuration tab.
3. Click to select the WSDL folder.
4. Click the + button (Create). The Create WSDL dialog box appears.

5. Specify a name for the WSDL such as TransmitWSDL. Ensure that the name does
not contain any spaces or special characters. In the case of a Zipped WSDL, select
the Zip file and then select the root WSDL.

6. For the Definition File field, click the Browse button to select the WSDL to be
uploaded. For this example, the WSDL selected is TransmitDoc2way.wsdl. Click
OK to complete the process.

Figure 15-1 displays the newly created WSDL.

Figure 15-1 Uploaded WSDL
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7. Click Save and then click OK in the confirmation dialog.

15.2.1.2 Creating a document

The next task is to create a document for the outbound flow. Please note that currently,
the only supported document type is custom.

To create a custom document:
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1. Create document definitions as specified in Creating Document Definitions.
Specify:

* Document Version - 1.0
* Document Type - TransmitDocumentRequest
e Document Definition - TransmitDocumentDef
2. Select Use WSDL.
3. Select the relevant WSDL Artifact, which in this case is TransmitWSDL.

4. Select the required WSDL Message, which in this case is the
TransmitDocumentsRequestMessage as shown in Figure 15-2.

Figure 15-2 Creating Documents
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5. Click Apply.

15.2.1.3 Creating an endpoint

After you have created the custom document, you must create an endpoint and
associate the endpoint with the custom document.

To create an endpoint:

1. In the Oracle Healthcare console, click the Endpoint folder under Configuration in
the Designer tab.

2. Click the + button (Create). The Create Endpoint dialog box appears.
3. Select WS-HTTP from the Transport Protocol list.
4. Specify a name for the endpoint.

5. Select the Synchronous check box if you want to enable sending and receiving of
documents by using the same connection. In this case, leave the check box as is.

6. Select Outbound from the Direction list.

7. Select the required WSDL from the WSDL list. In this case, select TransmitWSDL,
which you uploaded in Uploading the WSDL.
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Note:

If you do not want to upload and use a custom WSDL, you can select the Use
Generic SOAP list. This should enable you to send any XML document over
SOAP. Oracle SOA Suite for healthcare integration provides a pre-seeded
generic WSDL that is used when you select Use Generic SOAP.

8. Select the available service (TransmitsDocumentService in this case)
9. Select the available port (TransmitDocuments2WayPort)

10. Select the SOAP action (available from the WSDL)

Note:

You can also provide string values for the preceding parameters manually. In
the case of manually providing the service name, it should be in the following
format, else there would be a validation error:

{namespace}ServiceName

11. Enter the URL where the server is listening in the URL field.
The endpoint configuration should look similar to Figure 15-3.

Figure 15-3 Creating an Endpoint

Create Endpoint *

*Mame  Transmiboutbound|
Transpart: Pratacal WI-HTTP ;I Synchronous [
Direction  Outbound |
FWIDL wsdllway = override [T
* Service  {http:ifwa.oracle, com/integrat - |
*Port  CDAinbound_port =

Action  processCDd ;I

*URL  http:ffadc2 120897, us.oracle, com: G0

@ [s4 Cancel

12. Click OK.

Note:

After the uploaded WSDL is used by an endpoint, you cannot update the
WSDL file any more.

13.In the TransmitOutbound page, in the Document To Send section, click the + (Add)
button to display the Document window.

14. Navigate to the required custom document definition (TransmitDocumentDef),
select it, and click OK to associate the document with the endpoint. You can also
drag-and-drop the document definition to the Document To Send box.
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15. Click the Transport Details button to display the Transport Protocol parameters
dialog box. Here, you can:

¢ Enter any additional HTTP headers, if required.

¢ Select Omit WS Addressing Headers if you want to discard WS Addressing
headers as a part of the message to be exchanged.

* Select Omit Oracle Default SOAP Headers if you do not want Oracle
Healthcare Web services outbound channel to send the default SOAP headers
such as To, Doctype, and DocRevision as a part of the message as shown in
Figure 15-4.

* In the Advanced tab, enter any additional SOAP headers, if required.

Figure 15-4 Transport Protocol Parameters

Transport Protocol Parameters *

Advanced
FWIDL  TransmitwsOL = override W
*Service  {http:ffwnens, mysample. com WS Trar
*Part  GenericSOAPPort
ACHion http: ) fxmins. oracle. com/soa) generic)

*URL  REPLACE_WITH_ACTUAL LIRL
I~ omit Wa-Addressing Headers
I Omit ©racle Default SOAP Headers
Additional HTTP Headers

074 Cancel

® C(lick OK to return to the endpoint page.

16.If the payload has to be validated against a WSDL or schema then enable the
validation. Select the Enabled check box and click Apply to activate the endpoint
as shown in Figure 15-5.

Enabling Web-Service-Based Message Exchange in Oracle Healthcare 15-5



Exchanging SOAP-Based Service Messages with Custom WSDL

Figure 15-5 Configuring an Endpoint for Outbound Message Exchange

SOA Suite for Healthcare Integration pesigner Dashboards Reports references  Help v weblogic

TransmitOutbound ..

Eﬁ‘:} Endpoint: TransmitOutbound {Enabled) @ Showe Policy Configuration

-
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[V Enabled @

=2 Endpoint Properties
Hide Endpoint Configuration Parameters

Status Enabled LRL http: {fadc2120897 us oracle, com: 5001 /soa-infra
N Transpork Protocol  WS-HTTR | Transpork Details fservices(default/Shiporder Invoice/Mediator 1_ep Retry Interval o
Service 4hktpe: v, iy sample, com -
Transport Callout hefpealiont - | J4S] TransmitDocuments} TransmitDocumentsSeryvice  Feaktempt Count i i
Park CDinbound_part
= pocument To Send ) o 3¢
Document definitions with icons indicate some of their parameters have been overridden, —
Document Functional ACK Walidation Translakion Retry Interval  Reattempt Count Document Callout Mapset
Custom-2, 0-CDA-CDAdsf = O e 0 i =l
«I e

15.2.1.4 Attaching security policies

After you create an endpoint, you can attach security policies to it. Attaching security
policies at the endpoint level rather than Global Policy Attachment (GPA) using the
Oracle Enterprise Manager Fusion Middleware Control console enables you to
maintain security policies at the Oracle Healthcare level locally.

By attaching policies locally, you can ensure that:

¢ Every endpoint has its own policy metadata

* Policies can be enabled or disabled along with endpoints

¢ DPolicies can be deleted along with endpoints

To attach security policies locally to an endpoint:

1. Open the endpoint that you created in Creating an endpoint.

2. On the endpoint page, click the Show Policy Configuration button on the top
right-hand corner. The Policy Configuration section appears.

3. From the list of available Web services policies under Available Policies, select the
policy that you want to attach to the endpoint. You can select multiple policies by
pressing the Control key and clicking the policy names.

4. Click Attach to attach the selected policy or policies to the endpoint. You can click
the Attach All button to attach all the available policies to the endpoint as shown
in Figure 15-6.
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Figure 15-6 Attaching Security Policies

SOA Suite for Healthcare Integration pesigner © s Help~v  weblogic v o
TransmitOutbound -« @ @) B -
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Transport e prTp | Transport Details
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Transpart _l Fervice
hcfpeallout =
Callout Part
M IE Document To Send @ 4‘ b4
Document definitions with icons indicate some of their
parameters have been overridden, H A Attach Ay Attach Al @ Detach &2 Detach Al
Docurment Funct
Custom-2.0-CDA-CDAdef ]
@Availahle Policies Search %
Tokal: 73
Mame Category
oraclefwss_htkp_token_client_policy Security -
oraclefwsrm10_policy Reliable Messaging
oraclefno_cache_binary_conkent_policy Configuration
[El Document To Receive G P+ oraclefwss11_sts_issued_saml_hok_with_message_protecti..  Security
Diocument definitions with ico_ns indicate some of their oraclefwss10_username_id_propagation_with_msg_protecti... Securiky
parameters have been overridden. oracle/max_request_size_policy Confiqur ation
Document Funct oraclejwstmll_policy Reliable Messaging
Mo data ta display - oracle,l’sts._trust_conFlg_cI!entjol!cy Securiby
4 » oraclefno_jms_transport_client_policy SOAP Ower M5 Transport

Note:

Some policies are contradictory to each other. If you try to attach such
contradictory policies together to an endpoint, you get an error.

5. Click the Save button.

15.2.2 Exchanging Inbound SOAP-Based Messages

To exchange inbound SOAP-based messages, you must perform the following tasks:
* Uploading the WSDL

¢ Creating a document for the inbound flow

¢ Creating an endpoint for inbound message exchange

e Attaching security policies for inbound message exchange

15.2.2.1 Uploading the WSDL
This task is the same as Uploading the WSDL of the outbound case.

15.2.2.2 Creating a document for the inbound flow

This task is the same as Creating a document of the outbound case.
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15.2.2.3 Creating an endpoint for inbound message exchange

After you have created the custom document, you must create an endpoint and
associate the endpoint with the custom document.

This task is similar to Creating an endpoint of the outbound case with the following
differences:

® In the Create Endpoint dialog box, specify Tr ansmi t | nbound as the endpoint
name and select Inbound as the direction.

¢ In the TransmitInbound page, add the custom document in the Document To
Receive section.

15.2.2.4 Attaching security policies for inbound message exchange

After you have created an endpoint, you can attach security policies to it. This task is
similar to Attaching security policies of the outbound case.

Note:

To ensure that the that the Web services have been registered for listening
messages, access the following URL, log on by providing the user name and
password, and check if the Web service is listed in the list of registered Web
services:

http:<host>:<port>/b2b /services

You must create users (along with their passwords) in the Oracle Weblogic
Server console. Access the following link to know more about creating users in
the Oracle Weblogic Server console:

http://docs. oracl e. conf cd/ E23943 01/ apirefs. 1111/ e13952/
t askhel p/ security/ ManageUser sAndG oups. ht m

The Web service is listed in the following format:
ws/ WebService

You can download the WSDL from the specific service by clicking the
respective WSDL link as shown in the following graphic.
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Sending Custom SOAP Headers

Welcome to the Oracle B2B Services

TestClent W3SDLs
Test WiDL
Nattwe ToX WL Service AsString Test WEDL
ML Tolative Service AsString  Test WsDL
GetTPAConfigService Test WEDL
fpInternalDCsAndCalloutsService Test WsDL
fhListhlap et Tames Service Test WEDL

fpListChannels Service Test WsDL
IsTPASetupService Test WEDL
CutboundService Test WsDL
fh GetAlDocumentService Test WEDL
fpGet3chemaService Test WsDL

b Create ChannelConfService Test WEDL
fp GetChannelDetailsService Test WsDL

TranslateService Test WEDL
Mattve To XML 3ervice Test WsDL
IO TolTative Service Test WEDL

15.3 Sending Custom SOAP Headers

Oracle Healthcare allows you to send custom SOAP headers as a part of your
outbound Web-service-based messages.

In the case of an outbound JMS channel, the sender trading partner can send multi-
level custom SOAP headers as the following sample:

<Cust onSOAPHeader xm ns="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<hell o xm ns="http://xm ns. oracl el. com soal/ generi c/ soap" >
<name xm ns="http:// MY_NAVE_SPACE">
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ name>
</ hel | 0>
</ Cust onSOAPHeader >

In the case of an outbound fabric, the sender can send multi-level custom headers as
the following sample:

<bpel x: i nput Property name="hc. cust onSOAPHeader s" expressi on=""' <Cust onSQAPHeader
xm ns="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<hell o xm ns="http://xm ns. oracl el. com soal/ generi c/ soap" >
<name xm ns="http:// MY_NAVE_SPACE">
<firstname>John</firstname>
<l ast name>Doe</ | ast nane>
</ nanme>
</ hel | 0>
</ Cust onSOAPHeader >

15.4 Sample Request-Reply Scenarios

This section discusses the synchronized request-reply scenarios when using a Web
service or the Generic SOAP.

The section contains:

¢ Outbound Synchronization: Composite
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¢ Inbound Synchronization: Composite
¢ Outbound Synchronization: JMS Queues

¢ Inbound Synchronization: JMS Queues

15.4.1 Outbound Synchronization: Composite

In the case of outbound synchronization with a composite:

* Web Service: Relies on the composite to decide whether the synchronization is
one-way, or if the request/reply pattern is used. If soapAct i on is provided, it is
used only to overwrite the HTTP soapAct i on headers.

15.4.2 Inbound Synchronization: Composite

In the case of inbound synchronization with a composite:

e Web Service: Uses soapAct i on from the HTTP header to decide whether it is a
one-way or request/reply operation specified by the WSDL. In the case of a non-
responsive payload, an error is reported for request/reply.

15.4.3 Outbound Synchronization: JMS Queues

In the case of outbound synchronization with a JMS queue:

e Web Service: In the case of custom WSDL, uses soapAct i on (provided from the
back end or configured in the endpoint) to decide whether it is a one-way or
request/reply operation specified by the WSDL. Reply is sent to the back end by
using the internal delivery channel configuration. In the case of a generic SOAP
WSDL, the transport parameters of the endpoint decides on the one-way or
request/reply operation.

15.4.4 Inbound Synchronization: JMS Queues

e Web Service: Uses soapAct i on from the HTTP header to decide whether it is a
one-way or request/reply operation specified by the WSDL. In the case of Sync, a
reply must be generated in a Oracle SOA Suite for healthcare integration callout to
be sent to the back end. In the case of a generic SOAP WSDL, the decision is based
on the transport parameters specified in the endpoint.
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Oracle Healthcare Command-Line Tools

This chapter describes the Oracle Healthcare command-line tools that are available for
a number of tasks such as purging data, importing and exporting data, batching
operations, updating and deleting endpoints, and so on.

This chapter contains the following topics:
¢ Prerequisites for Running the Command-line Tools
* Purging Data

¢ Importing Data

* Exporting Data

® Batching Operations

* Resubmitting a Message

® Scheduling Endpoint Downtime

¢ Updating Endpoints

® Pausing and Resuming Endpoints

¢ Deleting Endpoints

e Updating Keystore

16.1 Prerequisites for Running the Command-line Tools

You must do certain things before using the command-line tools.

1. Set the ORACLE HOME, ANT _HOVE, and JAVA HOME environment variables.

ORACLE_HOME is set to your Oracle SOA Suite install in the Oracle Fusion
Middleware installation directory. For example if the default shell is CSH:

setenv ORACLE HOMVE <Oracle SOA install directory>
setenv ANT_HOME $ORACLE_HOMVE/ ../ nodul es/ org. apache.ant _1.7.1
set JAVA HOVE $ORACLE_HOMVE/ <j dk install directory>

2. Createj ndi . properti es.

cd $ORACLE_HOVE/ bi n
ant -f ant-hcfp-util.xm hcfpcreate-prop

3. Edit thej ndi . properti es file to include the webl ogi ¢ password.

Note:
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16.2 Purging Data

1. Command-line tools are for administrator use only. No security or
permission checks are performed to prevent the logged-in user from purging,
importing, or exporting data.

2. After running any command-line tool, you should gain log on to the Oracle
Healthcare console. The Oracle Healthcare console caches some metadata and
any command-line action which might have updated the metadata could lead
to invalid cached data. Therefore, it is advisable to always re-login into the
Oracle Healthcare console after using command-line operations.

3. All of the command-line tools can be run without any JNDI credentials. To
restrict the command-line tools from anonymous use, provide the following
information in the j ndi . properti es file:

java. naning. security. princi pal =webl ogi c
java. nanming. security. credential s=webl ogi c_password

Note:

For any Oracle Healthcare command-line utility, by default, the ANT run
shows BUl LD SUCCESSFUL and system code O (zero) is returned even in the
case of client or server side error. In case you want the ANT run to FAIL for
each client or server side error, then you must set exi t oner r or parameter to
true.

You can do this in either of the following two ways:

® Specify - Dexi t onerr or =t r ue on ANT command line

ant -f ant-hcfp-util.xm b2bpurge - Dagreement =<AGR_NAME> - Dnode=DT -
Dexi t onerror=true

e Setting the exi t oner r or parameter as global setting:

Create a properties file called ant_general.properties with the value
exi t onerror =t r ue in the directory where ant-hcfp-util.xml is present
($ORACLE_HOME/bin).

With this configuration, for all client or server errors, all ANT commands fail
with the message BUI LD FAI LED and the system exit code is set to - 1.

This utility is used to purge design and runtime data from the Oracle Healthcare
repository. This utility also provides the archiving feature by default. If Archive is set
to YES, then the an initial setup is required.

To do an initial setup:

1.

On the machine running the database, create a directory in which to dump the
archive file. For example:

mkdir /tnp/archive
Grant permissions to this directory so that the database process can write to it.

chmod 777 /tnpl/archive

16-2 Healthcare Integration User's Guide for Oracle SOA Suite



Purging Data

3. Log in to the database as sysdba.

sqlplus / as sysdba

4.  Set up the HCFP_EXPORT_DI R
SQL> create or replace DI RECTORY HCFP_EXPORT_DIR as '/tnp/archive'

5. If your SOA schema user is hcf p_soai nf r a, the user must be granted
permission for the export.

SQL> grant read, wite on directory HCFP_EXPORT_DIR to hcfp_soainfra;

SQL> grant exp_ful | _database

to hcfp_soainfra;

The following utility purges both design-time and runtime data and resets the
environment to the installation time.

ant -f ant-hcfp-util.xm hcfppurge

Table 16-1 lists the options for this utility.

Table 16-1 Options for hcfppurge utility

Option Description Domain Required
node Specifies purging design-time or DT Yes
runtime data (see Note below). RT
Runtime options: nsgst at e/
start /end/
pur gecont r ol nunber
Design-time options: host
nmsgSt at e Deletes messages with the specified MSG_COVPLETE No. If
message state. Used for runtime MG ERROR negst at e is
data. . present, then
MEG_WAI T_TRA start and end
NSM T
must be used.
MSG_WAI T_FA
MSG_WAI T_BAT
CH
pur gecontrol  Deletes control numbers. Used for true No
nunber runtime data. fal se (default)
frondat e Deletes all messages, which created  Date format No
on or after this date. dd/ nmi yyyy
hh: nm AM PM
t odat e Deletes all messages, which created = Date format No
on or before this date. dd/ mt yyyy
hh: nm AM PM
direction Direction of the message No
nsgtype Type of the message No
ar chi ve Should archive Default value is

true

ar chi venane

File name of archived file

No
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Note:

When only - Dnode=RT - Dt p=endpoi nt _nane options are used, this option
deletes all records matching endpoint name with SenderName or in Receiver
Name.

Example - Removes Design-Time Data

ant -f ant-hcfp-util.xm hcfppurge - Dmode=DT

Example - Purges runtime Data

ant -f ant-hcfp-util.xm hcfppurge -Dnode=RT - Darchive=fal se

Example - Purges runtime Data, Including Control Numbers

ant -f ant-hcfp-util.xn hcfppurge -Dnode=RT - Dpurgecontrol nunber=true

Example - Purges Messages with the Specified State Between the Specified Dates

ant -f ant-hcfp-util.xnm hcfppurge -Dnode=RT -Dfrontdat e="01/02/2009 12: 00 AM' -
Dt odat e="10/ 02/ 2009 12: 00 AM' - Dnsgst at e=MSG_COVPLETE - Dar chi ve-f al se

Note:

When using ar chi venane the value must be a unique file name. An existing
file name used with ar chi vename throws an exception.

16.3 Importing Data

The hcf pi npor t utility imports the Oracle Healthcare metadata ZIP file to the
repository. Basic validation is performed, but it is not a complete validation as with
deployment validation. No data is overwritten unless you use the over wr i t e option.

Note:

No security or permission checks are performed to prevent the logged-in user
from importing data.

The following usage imports data from t np/ export . zi p to a location on the same
server without overwriting.

ant -f ant-hcfp-util.xm hcfpinport -Docalfile=true -Dexportfile="/tnp/export.zip"

Table 16-2 lists the options for this utility.

Table 16-2 Options for hcfpimport utility

Option Description Domain Required

exportfile Location of the export (ZIP) file - Yes
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Table 16-2 (Cont.) Options for hcfpimport utility
_____________________________________________________________________________|

Option Description Domain Required

overwite Overwrites the existing business true No
elements. For example, an existing ¢ g e (default)
endpoint with the same endpoint
name as an endpoint in the import
file is replaced if this option is set to

true.
localfile If the export file location exists on true No
the server, then set this option to f al se (default)

t r ue to improve performance. The
export file must be on the server on
which Oracle Healthcare is running.

active Enable all the endpoints after true No
import fal se (default)

16.4 Exporting Data

The hcf pexpor t utility exports metadata from the Oracle Healthcare repository. If no
options are specified, then the entire repository is exported.

Note:

No security or permission checks are performed to prevent the logged-in user
from exporting data.

The following usage exports the entire repository (without policy details) to / t np/
export. zi p if no other options are specified.

ant -f ant-hcfp-util.xm hcfpexport

Table 16-3 lists the options for this utility.

Table 16-3 Options for hcfpexport utility
|

Option Description Domain Required
exportfile Location of the ZIP file where the [t np/ No
exported data is stored export.zip
(default)
endpoi nt Name of the endpoint No
policies Set to t r ue to export the entire true No
repository with user and role f al se (default)

details, which is required for the
policy store. A warning is displayed
to remind you to export the policy
store also.
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Table 16-3 (Cont.) Options for hcfpexport utility

Option Description Domain Required

localfile Set to t r ue for improved true No
performance if the export fileison 5] ge (default)
the same computer as Oracle
Healthcare.

Example - Exports entire repository with policy details to /tmp/export.zip

ant -f ant-hcfp-util.xm hcfpexport -Dexportfile="/tnp/export.zip" -Dpolicies=true

Example - Exports entire repository w/o details to /tmp/exportinserver.zip on same
server

ant -f ant-hcfp-util.xm hcfpexport -Dexportfile="/tnp/exportinserver.zip" -
Dl ocal fil e=true

Example - Exports the Endpoint Admission to /tmp/export.zip

ant -f ant-hcfp-util.xnm hcfpexport -Dexportfile="/tnp/export.zip" -

Dendpoi nt =Admi ssi on

Example - Exports the Endpoint Admission and the Internal delivery channels

Genericl and Generic2 to /tmp/export.zip

ant -f ant-hcfp-util.xm hcfpexport -Dexportfile="/tnp/export.zip" -
Dendpoi nt =Adni ssi on - Di nt er nal Channel =GENERI C1, GENERI C2

16.5 Batching Operations

The command line hcf pbat ch utility enables you to create and delete batches, based
on various criteria. This is an ANT-based command, and provides the flexibility to
selectively set the criteria to create batches.

The usage is as follows:

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoi nt =<Endpoi nt Nane> -

Dbat cht i me=<bat chTri gger Ti me> - Dbat chname=<bat chNane> -

Ddocument =<docunent Pr ot ocol Name> - Ddocr evi si on=<docRevi si on> - Ddoct ype=<docType> -
Di srepetitive=<true|fal se>

Table 16-4 lists the options for this utility.

Table 16-4 Options for hcfpbatch utility

Option Description Domain Required
endpoint Endpoint name.  Specify the endpoint name. Yes!
batchname Batch name. Specify a name for the batch. Yes
batchtime Batch trigger The trigger time can be a cron Yes

time. String or the date in dd/ MM yyyy

HH: m AM PMformat.

document Document Values: EDI_EDIFACT, EDI_X12 Yes
Protocol name.
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Table 16-4 (Cont.) Options for hcfpbatch utility
_____________________________________________________________________________|

Option Description Domain Required
docrevision Document - Yes
revision.
doctype Document type. - Yes
isrepetitive To enable Values:true orf al se No
repetitive
batching when
batch is created
using cron
string.
mode Mode Set to del et ebat ch to delete the No
batch.

1 To create a batch the endpoint, batchtime, batchname, document, docrevision, doctype options are
required, to delete a batch only the mode and batchname options are required.

Note:

While creating a cron job for the command-line operation, you must follow the
cron syntax.

Example - Creates a batch operation

This command creates a batch operation with FileEndpoint for the X12/4010/850
document that is executed in a repetitive mode for the given cron String.

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoint=Fi | eEndpoi nt -Dbatchtime="0 4850 11 7
5 ? 2010" - Dbat chnanme=bat ch1234 - Ddocument =EDI _X12 - Ddocr evi si on=4010 - Ddoct ype=850 -
Di srepetitive=true

Example - Creates batches for multiple document types

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoi nt=Fi | eEndpoi nt -Dbatchtime="0 58 11 7

5 ? 2010" - Dbat chnanme=bat ch1234 - Ddocument =EDI _X12 - Ddocr evi si on=4010 -

Ddoct ype=850, 997

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoi nt=Fi | eEndpoi nt - Dbatchti me="07/05/2010
11: 45 AM' - Dbat chnane=bat ch1234 - Ddocunent =X12 - Ddocr evi si on=4010 - Ddoct ype=850, 997

Example - Deletes a batch operation

ant -f ant-hcfp-util.xm hcfpbatch - Drode=del et ebat ch - Dbat chnanme=bat ch1234

Example - Using special characters in batchtime option

If the value for the batchtime contains special characters such as * or #, then the
character must be escaped using double quotation marks.

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoint =Fi | eEndpoi nt - Dbat chtinme='0
5, 10, 15, 20, 25, 30, 35, 40, 45, 50, 55,59 "*" "*" "*" 9 2010' - Dbatchnane=bat ch1234 -
Ddocument =EDI _X12 - Ddocr evi si on=4010 - Ddoct ype="850, 855" -Di srepetitive=true
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16.6 Resubmitting a Message

This utility resubmits an application message or a wire message for a selected business
message.

ant -f ant-hcfp-util.xm hcfpresubnit

Note:

The resubmit functionality for payload rectification only works for Outbound
Message for AppMessage only. This is not valid for inbound cases.

ant -f ant-hcfp-util.xm hcfpresubnit -Dmsgsour ce=APPMSG - Dsgi d=12345 -
Dpayl oadpat h=/ scrat ch/ <user nane>/ f mmhonme/ AS11gR1SQA bi n/ 3a4_r eq. xm

Table 16-5 lists the options for this utility.

Table 16-5 Options for hcfpresubmit utility
. _______________________________________________|

Option Description Domain Required

direction The direction of the message INBOUND No
OUTBOUND

nmsgsour ce The message source APPMSG Yes
(Default)

WIREMSG

nsgi d The message ID Can be multiple
message IDs
separated by
comma

doct ype Document Type

nsgst at e Message State

frondate The sendTi nest anp of the Date format to
message be provided
within Double
Quotes

dd- mm yyyy
hh: nm AM PM

Note: This
cannot be a
future date.
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Table 16-5 (Cont.) Options for hcfpresubmit utility

Option

Description

Domain Required

t odat e

The sendTi nest anp of the
message

Date format to
be provided
within Double
Quotes

dd- mm yyyy
hh: nm AM PM

Note: t odat e
should be
greater than
frondat e. You
can provide both
the dates.

payl oadpat h

This option is applicable for
outbound application message
resubmission, by providing the

rectified file path.

Example - Resubmits an Outbound Message with Message ID 12345

ant

-f ant-hcfp-util.xm hcfpresubnt

Dsgi d=12345\

Other Examples

ant
ant
AM'
ant

ant
AM'
ant
AM'
ant

-f ant-hcfp-util.xm hcfpresubnit
-f ant-hcfp-util.xm hcfpresubnit
- Dt odat e="30/11/2009 7:39 AM

-f ant-hcfp-util.xm hcfpresubnit

-f ant-hcfp-util.xm hcfpresubnit

- Ddi rect i on=0UTBOUND - Dnsgsour ce=APPMSG -

- Dmsgsour ce=APPMSG - Ddoct ype=850
- Dmsgsour ce=APPMSG - Df r ondat e="29/ 11/ 2009 5: 40

- Dmsgsour ce=W REMSG - Dnsgst at e=MSG_ERROR

- Dmsgsour ce=APPMSG - Df r ondat e="29/ 11/ 2009 5: 40

- Dt odat e="30/11/2009 7:39 AM' -Ddi recti on=0OUTBOUND

-f ant-hcfp-util.xm hcfpresubnit

- Dmsgsour ce=APPMSG - Df r ondat e="29/ 11/ 2009 5: 40

- Dt odat e="30/11/2009 7:39 AM' - Ddirecti on=I NBOUND

-f ant-hcfp-util.xm hcfpresubnit

Dpayl oadpat h="/t np/ 850. xm "

16.7 Scheduling Endpoint Downtime

Various Endpoint parties schedule their downtimes for different reasons and notify
their partners about the downtime. During a downtime, parties sending the messages
might not reach the destination. Scheduling the Endpoint downtime ensures that the
messages are not delivered during a downtime, yet the messages are processed by
Oracle Healthcare so that the messages are ready for delivery when the Endpoint
party comes up after the downtime.

- Dmsgsour ce=APPMSG - Dsgi d=12345 -

The following utility schedules downtime for an endpoint.

ant -f ant-hcfp-util.xm hcfpschedul e

Table 16-6 lists the options for this utility.
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Table 16-6 Options for hcfpschedule utility
- -]

Option Description Domain Required
node Indicates if the script schedules or schedul e Yes
unschedules a downtime. (default)

unschedul e

schedul ename A descriptive name for the - Yes
scheduled downtime

endpoi nt Endpoint name - Yes
(except in
unschedul e
mode)
frondate The date and time at which to begin  Date format to No
the downtime. be provided
within Double
Quotes
dd/ m yyyy
hh: nm AM PM
t odat e The date and time at which to end Date format to No
the downtime. be provided
within Double
Quotes
dd/ m yyyy
hh: nm AM PM
ext end Extends a previously created true No
schedule.

The following are examples of scheduling endpoint downtime using the
hcf pschedul e utility. The command need not be in a single line.

Example - Schedules endpoint downtime for all channels of GlobalChips from
""14/05/2010 00:14 AM" to ""14/05/2010 00:17 AM"

ant -f ant-hcfp-util.xn hcfpschedul e
- Dendpoi nt =" d obal Chi ps"

- Df rondat e=" 14/ 05/ 2010 00: 14 AM'

- Dt odat e="14/ 05/ 2010 00: 17 AM'

- Dschedul ename= " Mai nt enance"”

Example - Un-schedules the scheduled event

ant -f ant-hcfp-util.xnm hcfpschedul e
- Dmode=unschedul e
- Dschedul enane="Mai nt enance"

16.8 Updating Endpoints

This utility enables you to change an endpoint from active to inactive state or vice-
versa.

ant -f ant-hcfp-util.xn hcfpupdat eendpoi nt
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Table 16-7 lists the options for this utility.

Table 16-7 Options for hcfpupdateendpoint utility

Option Description Domain Required

endpoi nt The name of the Yes
endpoint

active To make the true Yes

endpoint active ¢ 5] e

Example - Updates an endpoint from the inactive to active state

ant -f ant-hcfp-util.xm hcfpupdateendpoi nt -Dendpoi nt=Fi | eEndpoi nt -Dactive=true

16.9 Pausing and Resuming Endpoints

Use the hcf ppauseendpoi nt utility under the ANT ant - hcf p-uti | . xm build
file to pause an endpoint.

Table 16-8 lists the options for this utility.

Table 16-8 Options for hcfppauseendpoint utility

Option Description Domain Required

endpoi nt The name of the endpoint Yes

Example - Pauses an endpoint

ant -f ant-hcfp-util.xm hcfppauseendpoi nt - Dendpoi nt=Fi | eEndpoi nt

Use the hcf pr esuneendpoi nt  utility under the ANT ant - hcf p-uti | . xm build
file to resume an endpoint.

Table 16-10 lists the options for this utility.

Table 16-9 Options for hcfpresumeendpoint utility

Option Description Domain Required

endpoi nt The name of the endpoint Yes

Example - Resumes a paused endpoint

ant -f ant-hcfp-util.xm hcfpresumeendpoi nt - Dendpoi nt=Fi | eEndpoi nt

16.10 Deleting Endpoints

This utility deletes an endpoint.

ant -f ant-hcfp-util.xm hcfpdel et eendpoi nt

Table 16-10 Options for hcfpdeleteendpoint utility

Option Description Domain Required

endpoi nt The name of the endpoint Yes
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Deletes an endpoint from the inactive to active state

ant -f ant-hcfp-util.xm hcfpdel et eendpoi nt - Dendpoi nt =Fi | eEndpoi nt

16.11 Updating Keystore

This utility updates the keystore location and password. The updated location and
password is visible in Oracle Healthcare console.

ant -f ant-hcfp-util.xm hcfpkeystoreupdate

Table 16-11 Options for hcfpdeleteendpoint utility
- -]

Option Description Domain Required
keystorel oca The location of the keystore Yes
tion

keyst orepass The password of the keystore Yes

wor d

Example - Updates the keystore location and password

ant -f ant-hcfp-util.xm hcfpkeystoreupdate -Dkeystorel ocation="/tnp/acne.jks" -
Dkeyst or epasswor d="wel cone"

For more information about keystores, see Managing Keystorein Oracle Fusion
Middleware User’s Guide for Oracle B2B. Note that Healthcare uses the SSHI stripe, so
URISs look like this:

kss://SSH [/ Acne

General information about Fusion Middleware security can be found in Oracle Fusion
Middleware Securing Applications with Oracle Platform Security Services.
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Back-End Applications Interface

This appendix lists the message properties supported by Oracle SOA Suite for
healthcare integration.

The appendix contains the following topics:

* Mapping SCA Normalized Message Properties

* Normalized Message Properties

¢ Configuration Properties in Fusion Middleware Control

A.1 Mapping SCA Normalized Message Properties

The SCA message properties can be mapped to JMS adapter properties.

Table A-1 maps the SCA normalized message properties to the JMS adapter
properties.

Table A-1 Healthcare IP_MESSAGE_TYPE to AS11 SCA Normalized Message Property Mapping

SCA

JMS

hc.messageld

MSG_ID

hc.replyToMessageld INREPLYTO_MSG_ID
hc.fromEndpoint FROM_ENDPOINT
hc.toEndpoint TO_ENDPOINT
hc.action ACTION_NAME

hc.documentTypeName

DOCTYPE_NAME

hc.documentProtocolVersion

DOCTYPE_REVISION

hc.messageType

MSG_TYPE

hc.conversationld

hc.interfacesequenceld

INTERFACE_SEQUENCE_ID

hc.interfacesequencediscardid

INTERFACE_SEQUENCE_DISCARD_ID

he.groupCount

INTERFACE_GROUP_COUNT

INTERFACE_GROUP_POSITION
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A.2 Normalized Message Properties

Header manipulation and propagation are key business integration messaging
requirements. Like other SOA components such as Oracle BPEL Process Manager,
Oracle Mediator, and Oracle JCA, Oracle SOA Suite for healthcare integration relies on
header support to solve integration requirements. For example, you can preserve a file
name from the source directory to the target directory by propagating it through
message headers.

Normalized messages have two parts, properties and payload. Typically, properties
are name-value pairs of scalar types. To fit the existing complex headers into
properties, properties are flattened into scalar types.

Table A-2 lists the predetermined properties of a normalized message for Oracle SOA
Suite for healthcare integration.

Table A-2 Properties for Oracle SOA Suite for healthcare integration

Property Name Propagable Direction Data Type Range of Description
(Yes/No) (Inbound / Values
Outbound)
No Both String - The ID used to relate

hc. conversationl d the message to the

message response

o No Both String - The document
hc. docunent Def i ni ti onNa definition
me
No Both String - The document
hc. docunent Pr ot ocol Nane protocol
No Both String - The document
hc. docunent Prot ocol Vers version
ion
No Both String - The document type,
he. docunent TypeNane for example, 850 for
an EDI X12
document
No Inbound String - Endpoint name from

hc. f romEndpoi nt which an inbound

message was
received.

No Both String - A unique message
ID, not directly
related to ECID.
(ECID information is
stored in the B2B
AppMessage table.)

hc. messagel d
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Table A-2 (Cont.) Properties for Oracle SOA Suite for healthcare integration
. __________________________________________________________________________________|

Property Name Propagable Direction Data Type Range of Description
(Yes/No) (Inbound / Values
Outbound)
No Both Strin, - Message type values
hc. messageType & are: §e P
* Request=1

* Response =2
e Functional Ack =
9

No Both String - The message ID to
which the sending
message is replying

hc. repl yToMessagel d

. No Outbound String - The endpoint name

hc. t oEndpoi nt to which the
outbound message

is delivered.

hc.interfacesequenc No Both String - For inbound
eld interfaced
sequenced

messages, this
header is delivered
to the back end.

The composite or
application must be
designed to read this
header and pass the
same header to the
outbound message.

The outbound
message must
include this header
in order to be
recognized as an
interface sequenced
message. This
information is used
by the sequencing
framework to
correlate the
message.
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Table A-2 (Cont.) Properties for Oracle SOA Suite for healthcare integration
. __________________________________________________________________________________|

Property Name Propagable Direction Data Type Range of Description
(Yes/No) (Inbound / Values
Outbound)
hc.interfaceGoupCo No Outbound String - This header is
unt relevant for the

outbound message
when the message is
fanned out. (A
source message is
sent to multiple
destinations)

The composite must
populate this header
with the number of
fan-outs for a given
source message
when enqueuing the
message to the HC
adapter.
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Table A-2 (Cont.) Properties for Oracle SOA Suite for healthcare integration
. __________________________________________________________________________________|

Property Name Propagable Direction Data Type Range of Description
(Yes/No) (Inbound / Values
Outbound)
hc.interfacesequenc No Outbound String - Serves as a dummy
edi scardid substitute for an

outbound message
used to determine
whether all
messages for the
group have arrived.

For example, a
message has to be
split into two flows
for the lab and
pharmacy.

Based on some
criteria in the lab, it
is determined the
message should not
be delivered. To
achieve this, the user
must send a
message to
Healthcare with a
GROUP_COUNT of "2"
along with the

| NTERFACE _SEQUE
NCE_DI SCARD | D
flag.

The pharmacy flow
delivers the message
normally with a
GROUP_COUNT of "2"
and the

| NTERFACE_SEQUE
NCE_| Dflag set.

Based on the
presence of the

| NTERFACE_SEQUE
NCE_DI SCARD_| D
flag, Healthcare
determines if the lab
message should be
processed. The
message for count
matching is used for
the group and then
the message is
ignored.

If

| NTERFACE_SEQUE
NCE_DI SCARD | D
is present alone, it
continues to discard
the entire message
set.
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Table A-2 (Cont.) Properties for Oracle SOA Suite for healthcare integration
. __________________________________________________________________________________|

Property Name Propagable Direction Data Type Range of Description
(Yes/No) (Inbound / Values
Outbound)
| NTERFACE_GROUP_PCS No Outbound String - Use the
I TI ON (JMS Header) | NTERFACE_GROUP
POSI Tl ONto

determine the order
of messages when
multiple messages
within a group

(I NTERFACE_GROU
P_COUNT) are
intended for the
same endpoint and
ordering is enforced
among these
messages.

The message to be
delivered first is set
with the value "1"
and the next
message is set with
the value "2". The
messages are
delivered in that
order regardless of
when these
messages are
received by the
outbound
Healthcare adapter.

A.3 Configuration Properties in Fusion Middleware Control

This section lists the properties that can be set in Fusion Middleware Control.

The properties Properties in Oracle Enterprise Manager Fusion Middleware Control
can be set in Oracle Enterprise Manager Fusion Middleware Control. See Oracle Fusion
Middleware Administrator’s Guide for Oracle SOA Suite and Oracle Business Process
Management Suite for how to set the properties.

Table A-3 Properties in Oracle Enterprise Manager Fusion Middleware Control
- - -~ |

Property Description

hc. sequencedEndpoi nts Common separator values are ALL,<EP_1>,<EP_2>.

Any endpoints after ALL will not be sequenced. In this
example, both <EP_1> and <EP_2> will have sequencing
turned off.
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Table A-3 (Cont.) Properties in Oracle Enterprise Manager Fusion Middleware

Control
-

Property Description

hc. quer yOnLoad This is true/false; default is true.

When this flag is set to false, Healthcare does not
automatically query the database when the report pages are
loaded for the first time. If the flag is not added to
Enterprise Manager, it is defaulted to true so the behavior is
consistent with previous implementations.

hc. f aFor PFF This is true/false; default is false.

hc.retryl nterval For PFF  This is a numeric value; the default is 0.

The interval, specified in minutes, after which Healthcare
attempts to resend a message. Healthcare tries to resend the
message if the status of the message is not Complete.

hc. r et r yCount For PFF This is a numeric value; the default is 0.
The number of times that Healthcare tries to send the
message.

hc. j ms AndDBSaneTxn If this property is set to true, then the commit to the JMS

will be on the same transaction as the database. If the
database is rolled back, then the message is not committed
to JMS as well.

hc. HCMbde If this property is set to true, then inserting the
FA_RETRY_TIMEOUT mechanism will be handles
differently by another thread so that the following exception
will not be seen in the log:

B2B_Ser vi ceEngi ne. FA_RETRY_TI MEOUT_0A9B961B1
49768C4DA40000059B3B986) referenced by the
trigger does not exist

hc. cust omNACK This property supports NACK for a custom
acknowledgement in the following scenarios:

¢ When a callout exception occurs in the inbound
scenario, Healthcare returns the custom nack content
defined in this property.

*  When it fails to enqueue to B2B_EVENT_QUEUE in the
inbound scenario, Healthcare returns the custom nack
content defined in this property.

In either scenario, if nothing is defined, the default of

“NACK” is returned.
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Creating Endpoints with Different Transport
Protocols

The appendix covers how to create endpoints with different bidirectional and single-
directional transport protocols.

The appendix contains the following topics:
¢ Creating Bidirectional Endpoints
¢ Creating Single-Directional Endpoints

B.1 Creating Bidirectional Endpoints

The supported bidirectional protocols are MLLP 1.0, MLLP 2.0, Generic TCP, and
HLLP.

B.1.1 Creating an MLLP 1.0 Endpoint

This section covers how to create a bidirectional endpoint with the MLLP 1.0 transport
protocol.

To create an endpoint with the MLLP 1.0 transport protocol:
1. Log on to the Oracle SOA Suite for healthcare integration user interface.

2. In the Configuration tab under the Design tab, click the Endpoint folder and then
click the Create button as shown in Figure B-1.

Figure B-1 Create Endpoint Button

45 Configuration & Administration

T+ = %

> [ Callaut
> B3 Mapset
> [ wsoL

3. In the Create window, enter the following and click OK, as shown in Figure B-2:
¢ Name: Name of the endpoint.

* Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select MLLP10.

¢ Connection Mode: Server or Client. If the endpoint is configured as server,
Oracle SOA Suite for healthcare integration engine starts listening on a port and
waits for a client to connect to it. In general, the server connection mode is for
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inbound case. When configured as client, the engine connects to the host nane
and port of a remote computer or device. In general, this is for an outbound
case.

¢ Host Name: In case of an MLLP 1.0 Server endpoint, it should be name or IP
address of the computer hosting Oracle SOA Suite, and in the case of an MLLP
Client endpoint, it should be the remote host name or device name. Typically,
this should be | ocal host . However, Host name can also be the name of the
remote host or device.

e Port: port number should be more than 500. If the connection mode is set to
Server, then the port must be a valid TCP port number. If the connection mode
is set to Client, then the port must be the same as the port used on the MLLP
server.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-2 Specifying MLLP 1.0 Endpoint Parameters

Create Endpoint x

*MName |
Transpart Prokocol — MLLP1O =l
* Connection Mode  Server = |
*Hast Name  Jocalhost

* Port

2 04 Zancel

B.1.2 Creating an MLLP 2.0 Endpoint

This section covers how to create a bidirectional endpoint with the MLLP 2.0 transport
protocol.

To create an endpoint with the MLLP 2.0 transport protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.
2. In the Create window, enter the following and click OK, as shown in Figure B-3:
e Name: Name of the endpoint.

* Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select MLLP20.

* Connection Mode: Server or Client. If the endpoint is configured as server,
Oracle SOA Suite for healthcare integration engine starts listening on a port and
waits for a client to connect to it. In general, the server connection mode is for
inbound case. When configured as client, the engine connects to host nane and
port of a remote computer or device. In general, this is for an outbound case.

¢ Host Name: In case of an MLLP 2.0 Server endpoint, it should be name or IP
address of the computer hosting Oracle SOA Suite, and in the case of an MLLP
2.0 Client endpoint, it should be the remote host name or device name.
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Typically, this should be | ocal host . However, Host name can also be the
name of the remote host or device.

¢ Port: A valid TCP port number ranging between 1 and 999999.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-3 Specifying MLLP 2.0 Endpoint Parameters
Create Endpoint "

* Mame
Transpork Protbocal | MLLP20 ;I
* Connection Mode | Server ;l
* Host Mame | localhosk

* Port:

oK | Cancel

Note:

On the endpoint page, ensure that:

¢ The Acknowledgement Mode is set to Sync for MLLP 2.0. For a Single-Byte
Acknowledgment, set the Mode to None.

¢ In the Transport Protocol Parameters dialog box (displays when you click
the Transport Details button), the Permanent Connection check box is
selected in the Connection tab.

The reason is that MLLP 2.0 is not supported for Transient connection and for
Asynchronous ACK.

B.1.3 Creating a Generic TCP Endpoint

This section covers how to create a bidirectional endpoint with the Generic TCP
transport protocol.

To create an endpoint with the Generic TCP transport protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.

2. In the Create window, enter the following and click OK, as shown in Figure B-4:
¢ Name: Name of the endpoint.

¢ Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select GENERIC TCP.

* Connection Mode: Server or Client. If the endpoint is configured as server,
Oracle SOA Suite for healthcare integration engine starts listening on a port and
waits for a client to connect to it. In general, the server connection mode is for
inbound case. When configured as client, the engine connects to host nane and
port of a remote computer or device. In general, this is for an outbound case.

¢ Host Name: In case of an Generic TCP Server endpoint, it should be name or IP
address of the computer hosting Oracle SOA Suite, and in the case of an Generic
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TCP Client endpoint, it should be the remote host name or device name.
Typically, this should be | ocal host . However, Host name can also be the
name of the remote host or device.

Port: A valid TCP port number ranging between 1 and 999999.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-4 Specifying Generic TCP Endpoint Parameters

Create Endpoint "

*Mame ||
Transport Protocal | GEMERIC TCP + |
* Connection Mode | Server [+ |
*Host Mame | Jacalhost

* Port;

[0]34 Cancel

B.1.4 Creating an HLLP Endpoint

HLLP exchange protocol is a variation of the lower layer protocol. It is advanced form
of MLLP Exchange Plug-in. It allows error detection and validation of HL7 messages.
This protocol is based on TCP transport protocol. This section covers how to create a
bidirectional endpoint with the HLLP protocol.

To create an endpoint with the HLLP protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.

2. In the Create window, enter the following and click OK, as shown in Figure B-5:

Name: Name of the endpoint.

Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select HLLP.

Connection Mode: Server or Client. If the endpoint is configured as server,
Oracle SOA Suite for healthcare integration engine starts listening on a port and
waits for a client to connect to it. In general, the server connection mode is for
inbound case. When configured as client, the engine connects to host nane and
port of a remote computer or device. In general, this is for an outbound case.

Host Name: In case of an HLLP Server endpoint, it should be name or IP
address of the computer hosting Oracle SOA Suite, and in the case of an HLLP
Client endpoint, it should be the remote host name or device name. Typically,
this should be | ocal host . However, Host name can also be the name of the
remote host or device.

Port: A valid HLLP port number ranging between 1024 and 65535.

Note:

You must enable sequencing in the case of HLLP endpoints.
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This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface as shown in Figure B-6.

Note:

In HLLP Client Connection Mode, the Acknowledgement Mode dropdown
list can only be set to None.

Figure B-5 Specifying HLLP Endpoint Parameters

r
| Create Endpoint ®m

*Mame | HLLPServer
Transpork Protocol | HLLP ;I
* Connection Mode | Server v |
* Host Mame | |acalhask

* Port

ﬂ Canicel |

Figure B-6 The Endpoints Page

hilp a®m-
czc% Endpoint: hilp (Disabled)
*Mame hilp
[ClEnsbied @
3 Endpoint Properties
Hide Endpoint Configuration Parameters Acknowledgement Mode
Status Dissbled Connsction Mode  Server "C“"('""‘E’g‘i""_‘z:‘: None [« |
Transport Protocol HLLP | Transport Details Host Mame localhost - m
_ Retry Intervs 0
Transport Calout [ Port  BOED
Reattempt c:[@ o=
5] Document To Send 7] 4 %
Document definitions with icons indicate some of their parameters have been overridden.
Document :'{‘j’;{dmal alidation Transistion  Retry Interval Restiempt Count Document Callout  Mapsst
No data to display
,  [E] Document To Receive 7} % %
Document definttions with icons indicate some of their parameters have been ovarridden.
Functionzl ) ) FA handled 4
Document e Validaton  Translton  _ SSPEE  Internal Channel Document Callout  Mapsst Composit

Mo data to displey

< |

1]

B.2 Creating Single-Directional Endpoints

The supported single-directional protocols are File, FTP, JMS, and SFTP.

B.2.1 Creating a File Endpoint

This section covers how to create a single-directional endpoint with the File transport
protocol.

The File transport enables files to be picked up from a shared file directory.
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To create an endpoint with the FILE protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.
2. In the Create window, enter the following and click OK, as shown in Figure B-7:
¢ Name: Name of the endpoint.

e Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select FILE.

¢ Direction: Inbound or Outbound based on your requirement. If the endpoint is
configured as inbound, then it can receive response messages or FAs from other
endpoints. Conversely, if the endpoint is configured as outbound, it can send
messages or FAs.

¢ Folder Name: An absolute directory path is recommended. Inbound messages
are expected in this folder and outbound messages or FAs must be delivered
here.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-7 Specifying File Endpoint Parameters

I
| Create Endpoint x

*Mame  TestFile
Transport Protocol — FILE ;I
Direction  Inbound =

* Folder name  ftmpjin

@ a4 Cancel

Note:

After a single-directional transport endpoint (inbound/outbound) is created,
then it can be edited later to add inbound or outbound configuration by
clicking the Configure link.

B.2.2 Creating an FTP Endpoint

This section covers how to create a single-directional endpoint with the FTP transport
protocol.

FTP enables files to be passed with FTP between applications. FTP runs on default
port 21.

To create an endpoint with the FTP protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.
2. In the Create window, enter the following and click OK, as shown in Figure B-8.

¢ Name: Name of the endpoint.
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Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select FTP.

Direction: Inbound or Outbound based on your requirement. If the endpoint is
configured as inbound, then it can receive response messages or FAs from other
endpoints. Conversely, if the endpoint is configured as outbound, it can send
messages or FAs.

Host name: The name of the host computer.

Folder Name: An absolute directory path is recommended. Inbound messages
are expected in this folder and outbound messages or FAs must be delivered
here.

User name: The user name (login name) to connect to the target server.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-8 Specifying FTP Endpoint Parameters

Create Endpoint "

* Mame

Transpork Protocal | FTP ;I

Direction | Inbound = |
* Host namne
* Folder name

* User name

874 Caneel

B.2.3 Creating an JMS Endpoint

This section covers how to create a single-directional endpoint with the JMS transport
protocol.

JMS enables applications to send and receive messages to and from the queues and
topics administered by any Java Message Service (JMS) provider, including Oracle
WebLogic JMS and non-Oracle providers such as MQSeries JMS (IBM). If a user name
and password are not provided, the local JNDI is used, including in a clustered
environment, provided that the destinations are distributed.

To create an endpoint with the JMS protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.

2. In the Create window, enter the following and click OK, as shown in Figure B-9.

Name: Name of the endpoint.

Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select JMS.

Direction: Inbound or Outbound based on your requirement. If the endpoint is
configured as inbound, then it can receive response messages or FAs from other
endpoints. Conversely, if the endpoint is configured as outbound, it can send
messages or FAs.
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¢ Destination name: The JNDI name of the JMS queue or topic.

¢ Connection factory: The JNDI name of the connection factory such as
j ms/ b2b/ B2BQueueConnect i onFact ory.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-9 Specifying JMS Endpoint Parameters

Create Endpoint m
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Transport Protocal | aM5 ;I

Direction | Inbound ;l

* Destination name

* Connection Factory | jms/b2by/B2BQuUeueConn
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B.2.3.1 Retrieving Document Information from JMS Headers

Oracle Healthcare supports retrieving of document information such as DOC_TYPE
and DOC_REVISION from JMS headers in the following order:

e If these values are found in JMS headers, then Oracle Healthcare uses these values
to identify a document.

e If these values are not found in JMS headers, then Oracle Healthcare uses the
payload to identify these values.

Note:

The default MSG_TYPE in the case of JMS endpoints are considered as Request.
In addition, you can identify the 997 or Acknowledgement messages from
DCC_TYPE. So, if you want to pass messages with type other than 997,
Acknowledgement, or Request, you must explicitly pass M5G_TYPE as part of
JMS headers.

B.2.4 Creating an SFTP Endpoint

This section covers how to create a single-directional endpoint with the SFTP transport
protocol.

SFTP enables files to be passed using SSH FTP. SFTP runs on default port 22, which
can be changed to another port.

To create an endpoint with the SFTP protocol:

1. Repeat Steps 1 and 2 from Creating an MLLP 1.0 Endpoint.

2. In the Create window, enter the following and click OK, as shown in Figure B-10.
¢ Name: Name of the endpoint.

¢ Transport Protocol: Transport protocol for the sending or receiving messages.
In this case, select SFTP.
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¢ Direction: Inbound or Outbound based on your requirement. If the endpoint is
configured as inbound, then it can receive response messages or FAs from other
endpoints. Conversely, if the endpoint is configured as outbound, it can send
messages or FAs.

* Host name: The name of the host computer.

¢ Port number: A valid SFTP port number within the range of 1 to 999999. The
default value is 22.

¢ Path: The absolute directory path where messages are sent from or received.

¢ User name: The user name (login name) to connect to the target server.

This creates the endpoint, and the endpoint is displayed in the right panel of the
Oracle SOA Suite for healthcare integration user interface.

Figure B-10 Specifying SFTP Endpoint Parameters
Create Endpoint 22

* Mame
Transport Protocol | SFTP ;I
Direction | Inbound = |
* Host namne
* Port number | 22
* path

* User name

04 Caniel
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Synchronous Request/Reply over MLLP

This appendix provides information about synchronous request and reply over MLLP.

This appendix includes the following topics:
¢ Overview of Synchronous Request/Reply

* End to End Message Flow

C.1 Overview of Synchronous Request/Reply

Request/reply communication is a synchronous invocation where a response message
is expected once the request message is sent. In general, this is a blocking call. This
feature allows implementation of a request/reply message flow where a message is
sent from Endpoint A to Endpoint B via the composite and the Endpoint B sends back
an ACK back to Endpoint A via the same composite or another composite. Endpoint A
would not receive the next ORM message until the ACK is sent back to Endpoint A.

The sync request reply feature is limited to one App invoking an inbound endpoint at
any one time, that is, there are no concurrent invocations.

C.2 End to End Message Flow

This topic contains an example of the end to end message flow for synchronous
request/reply.

App A ---ORM-> SSHI -> conposite -> SSH ---ORM-> App B
App A <--ACK--- SSHI <- conposite <- SSH <--ACK--- App B

Essentially, SOA Suite for healthcare Integration (SSHI) needs to read the ORM from
the TCP socket and write the ACK back to the same socket. The difference in this use
case is that the ACK is coming from App B. This use case can be solved by turning off
Functional Acknowledgement handled automatically. Let the composite handles it. In
turn the composite receives the ACK from App B. This use case does not require the
composite to have synchronous request/reply setting.

Starting on the top left side:
App A ---ORM-> SSH -> conposite

SSHI receives the ORM, translates it to ORM xml, passes it to the composite with
DOCTYPE_NAME, DOCTYPE_REVISION, TO_ENDPOINT/TO_PARTY,
FROM_ENDPOINT/FROM_PARTY, MSG_ID information along with others. See
http:/ /docs.oracle.com/cd /E28280_01/user.1111/e10229/

app_interface htm#CACBHDIJE for a list of these.

In this case, let's say FROM_ENDPOINT=EndpointAppA and MSG_ID=1234. In the
composite, it uses this information or the ORM content to transform and route to App
B. In doing so, composite will set TO_ENDPOINT=EndpointAppB and
MSG_ID=1234__EndpointAppB (append with the original MSG_ID with
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__EndpointAppB in this example, this will be used for correlation as you can see later)
in addition to other parameters in order to send to App B. This completes the top
section.

Continuing with the lower right side:

conposite <- SSH <--ACK--- App B

The ACK comes in and it correlates to ORM and this ACK will be passed to the
composite because Functional Ack handled automatically is set to No. The ACK will
have set FROM_ENDPOINT=EndpointAppB,
INREPLY_MSG_ID=1234__EndpointAppB. In the composite, it will have logic to strip
away the post fix to get the original message id. It also has either a business rule to
match EndpointAppB with EndpointAppA, or it can query the b2b_instancemessage
view to find out the original EndpointAppA base on the original message id 1234.

For the finalApp A <--ACK--- SSHI <- composite segment,
TO_ENDPOINT=EndpointAppA and INREPLY_MSG_ID=1234 and other relevant
parameters. In this last segment the ACK will correlate back to the original ORM
without using any information in the ACK.
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Managing Message Sequencing

This appendix provides information about the command-line and Java-based tools
provided by Oracle SOA Suite for healthcare integration to monitor and manage
message sequencing. You can use these functions in custom clients.

This appendix includes the following topics:
¢ Overview of Sequenced Message Management
* Java Methods for Managing Sequenced Messages

e Command-Line Tools for Managing Sequenced Messages

D.1 Overview of Sequenced Message Management

Messages processed through Oracle SOA Suite for healthcare integration are
sequenced through the B2B sequence manager. The message sequencing information
is stored in the B2B_SEQUENCE_MANAGER database table in order to preserve the
correct order of messages. At times, the process of sequencing messages must be
managed. For example, if a message in an endpoint becomes stacked and cannot be
processed, it can block all other messages for that endpoint from being processed. In
this case, manual intervention is required in order to remove or resubmit the message
and restart sequencing.

Using the tools provided with Oracle SOA Suite for healthcare integration to monitor
and manage message sequencing, you can do the following;:

¢ View all endpoints along with their current state

* View messages by state, endpoint, or a combination of both

* Discard messages by state, endpoint, message ID, or state and endpoint
¢ Resubmit messages that had errors

¢ Pause and resume message sequencing for an endpoint.

Note:

You can view the sequenced messages in the Oracle SOA Suite for healthcare
integration console. See Working with Sequenced Messages for more details.

D.2 Java Methods for Managing Sequenced Messages

You can use the Java methods provided for sequence message management to create
your own clients to monitor and manage the messages in the
B2B_SEQUENCE_MANAGER table.
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To use the Java methods, create an instance of SequenceManager Ut i | i ty using the
j ndi . properti es file as a parameter. For example:

private static Properties getProperties(String s) throws | OException {
Properties properties;
Fil el nputStream fil ei nputstream = new Fil el nput Strean(s);
properties = new Properties();
properties.|oad(fileinputstrean;
return properties; }

SequenceManager Wility seqUtil = new SequenceManager Utility(getProperties("/tnp/
jndi.properties"));

seqUtil.listSequenceTargets();

For information on creating the j ndi . pr oper ti es file, see Prerequisites for Running
Command-Line Tools.

D.2.1 Listing Endpoints With States

You can generate a report that lists the messages that are pending in the sequence
table with a specific state and for a specific endpoint. The resulting report includes the
message IDs and the corresponding state for each.

The syntax of this method is:

public java.util.List<java.lang.String> |istSequenceTargets()
throws java.lang. Exception

D.2.2 Listing Pending Sequenced Messages

You can generate a report of pending sequenced messages based on the state and
endpoint of the messages, based solely on the state, or based solely on the endpoint.
This command lists the messages that are pending in the sequence table based on the
options you specify. The resulting report includes the message IDs and the
corresponding state for each. There are four methods you can use to list sequenced
messages, depending on the criteria you want to use.

Listing Pending Sequenced Messages Based on State and Endpoint

The syntax of this method is:

public java.util.List<java.lang.String>
get SequenceMessagesByTar get AndSt at e(j ava. l ang. String target, java.lang.String state)
throws java.lang. Exception

Parameter Description

target The name (or the IP address and port number) for the endpoint
for which you want to list messages. For example:

seqUti |l . get SequenceMessagesByTar get AndSt at e( " TCP
2/ /111, 34.121. 22: 2025", " STACKED")
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Parameter Description

state The state of the messages to include in the report. Specify one of
the following states:

¢ PROCESSED: Message processing is complete and is
pending for delivery.

* STACKED: An error has occurred preventing the message
from processing.

¢ PAUSED: The endpoint is paused.

Listing Pending Sequenced Messages Based on State

The syntax of this method is:

public java.util.List<java.lang.String> get SequenceMessagesByTarget (java.lang. String
state)

throws java.lang. Exception

Parameter Description

state The state of the messages to include in the report. Specify one of
the following states:

¢ PROCESSED: Message processing is complete and is
pending for delivery.

* STACKED: An error has occurred preventing the message
from processing.

* PAUSED: The endpoint is paused.

Listing Pending Sequenced Messages Based on Endpoint
The syntax of this method is:

public java.util.List<java.lang.String> get SequenceMessagesByTarget(java.lang. String
target)

throws java.lang. Exception

Parameter Description

target The name (or IP address and port number) for the endpoint for
which you want to list messages.

D.2.3 Discarding Messages

You can delete sequenced messages from the B2B_SEQUENCE_MANAGER table
based on the following criteria combinations:

e State and endpoint of the messages
* State of the messages

¢ Endpoint of the messages

¢ Endpoint direction (for endpoint pairs with both inbound and outbound)

* Message ID
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¢ First message only for an endpoint

The discard methods let you manage the messages in the
B2B_SEQUENCE_MANAGER table. This is useful in cases where a message is stacked
and is blocking other messages from being processed or when there is an issue with a
specific message that means it should not be processed sequentially.

Note:

Discarding messages from the sequence manager table does not delete any of
the business messages.

Discarding Sequenced Messages Based on State and Endpoint
The syntax of this method is:

public java.util.List<java.lang.String>
di scar dSequencedMessageBy St at eAnDendpoi nt (j ava. lang. String target, java.lang.String
state) throws java.lang. Exception

Or:

public java.util.List<java.lang.String>
di scar dSequencedMessageBy St at eAnDendpoi nt (j ava. lang. String target, java.lang.String
state, java.lang.String direction) throws java.lang. Exception

Parameter Description

target The name (or IP address and port number) for the endpoint
associated with the messages to delete.

state The state of the messages to delete. Specify one of the following
states:

* PROCESSED: Message processing is complete and is
pending for delivery.

¢ STACKED: An error has occurred preventing the message
from processing.

* PAUSED: The endpoint is paused.

direction The direction of the messages in the endpoint pair for which you
want to discard messages. Specify INBOUND or OUTBOUND.
Only use this option if you are deleting messages for one
direction of an endpoint pair.

Discarding Sequenced Messages Based on State
The syntax of this method is:

public java.util.List<java.lang.String>
di scar dSequencedMessageBySt ate(j ava.lang. String state)
throws java.lang. Exception
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Parameter Description
state The state of the messages to discard. Specify one of the following
states:

¢ PROCESSED: Message processing is complete and is
pending for delivery.

* STACKED: An error has occurred preventing the message
from processing.

¢ PAUSED: The endpoint is paused.

Discarding Sequenced Messages Based on Endpoint

The syntax of this method is:

public java.util.List<java.lang.String>
di scar dSequencedMessageByTar get (j ava.lang. String target)
throws java.lang. Exception

Or:

public java.util.List<java.lang.String>

di scar dSequencedMessageByTarget (java.lang. String target, java.lang.String direction)
throws java.lang. Exception

Parameter Description

target The name (or IP address and port number) of the endpoint for
which you want to discard messages.

direction The direction of the messages in the endpoint pair for which you
want to discard messages. Specify INBOUND or OUTBOUND.
Only use this option if you are deleting messages for one
direction of an endpoint pair.

Discarding Sequenced Messages Based on Message ID

The syntax of this method is:

public java.util.List<java.lang.String>
di scar dSequencedMessageByMessagel d(j ava. | ang. String nsgl d)
throws java.lang. Exception

Parameter Description

msgld The message ID of the message you want to discard.

Discarding the First Message for an Endpoint

The syntax of this method is:

public java.util.List<java.lang.String>
di scar dFi r st SequencteMessageByTar get (j ava. | ang. String target)
throws java.lang. Exception
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Parameter Description

target The name (or IP address and port number) of the endpoint for
which you want to discard the first message.

D.2.4 Reprocessing a Message

Reprocessing messages is a useful option to make sure messages are processed in
sequence after there is an issue with an endpoint (for example, if the endpoint goes
down and then resumes processing).

The syntax of this method is:

publi c bool ean processSequenceMessageByMessagel d(j ava. | ang. String nessagel d)
throws java.lang. Exception

Parameter Description

messageld The message ID of the message to reprocess.

D.2.5 Pausing and Resuming and Endpoint

There might be times when sequence message processing must be paused for a
specific endpoint, such as when an external system fails. In this case, the endpoint can
be paused until the system is restored. After the system is restored, you can resume
processing for the endpoint. For endpoint pairs, you can pause or resume the endpoint
for both inbound and outbound, only for inbound, or only for outbound.

Pausing an Endpoint

The syntax of this method is:

public bool ean pauseSequenceTarget (java.lang. String target)
throws java.lang. Exception

Or:

public bool ean pauseSequenceTarget (java.lang. String target, java.lang. String
direction)
throws java.lang. Exception

Parameter Description

target The name (or IP address and port number) for the endpoint you
want to pause.

direction The direction of the messages in the endpoint pair you want to
pause. Specify INBOUND or OUTBOUND. Only use this
option if you are pausing one direction of an endpoint pair.

Resuming an Endpoint
The syntax of this method is:

public bool ean resuneSequenceTarget (j ava.|ang. String target)
throws java.lang. Exception
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Or:

publi c bool ean resuneSequenceTarget (j ava.lang. String target, java.lang.String
direction)
throws java.lang. Exception

Parameter Description

target The name (or IP address and port number) for the endpoint you
want to resume

direction The direction of the messages in the endpoint pair you want to
resume. Specify INBOUND or OUTBOUND. Only use this
option if you are resuming one direction of an endpoint pair.

D.3 Command-Line Tools for Managing Sequenced Messages

The command-line tools are run using Apache ant.

These tools are for administrator use only. No security or permission checks are
performed to prevent the logged-in user from viewing or discarding data.
D.3.1 Prerequisites for Running Command-Line Tools

Before you can run the command-line tools, you must make sure your environment is
configured correctly. Do the following before running any commands:

1. Set the ORACLE_HQOVE, ANT_HOME, and JAVA HOVE environment variables.

ORACLE_HOQVE is your Oracle Fusion Middleware installation directory. For
example:

set ORACLE_HOME=C:\oracl e\ M ddl ewar e
set ANT_HOVE=%ORACLE_HOME% nodul es\ or g. apache.ant _1.7.1
set JAVA HOVE=%ORACLE HOME% j dk160 18

2. Create thej ndi . properti es file.

cd $ORACLE_HOME\ Oracl e_SQA\ bin
ant -f ant-hcfp-util.xm b2bcreate-prop

3. Edit thej ndi . properti es file to include the webl ogi ¢ password.

Note:

¢ After running any command-line tool, restart the healthcare integration
user interface or B2B Console. This is because the interfaces cache some
metadata and any command-line action that updated the metadata could
lead to invalid cached data.

e All of the command-line tools can be run without any JNDI credentials. To
restrict the command-line tools from anonymous use, enter the following
information in the j ndi . properti es file:

java. naming. security. princi pal =webl ogi c
java. naming. security. credential s=webl ogi ¢c_password
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D.3.2 Listing Endpoints With States

You can generate a report that lists all the endpoints and their respective states to help
you determine the health of each endpoint.

The syntax of this command is:

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=listTargets
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D.3.3 Listing Pending Sequenced Messages

You can generate a report of pending sequenced messages based on the state and
endpoint of the messages, based solely on the state, or based solely on the endpoint.
This command lists the messages that are pending in the sequence table based on the
options you specify. The resulting report includes the message IDs and the
corresponding state for each.

The syntax of this command is:

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=conmmand_node -
Dst at e=message_st at e - Dendpoi nt =endpoi nt _nane

Option Description

-Dmode The mode in which to run the command. For this purpose, set
this option to report.

-Dstate The state of the message to include in the report. Specify one of
the following states:

* PROCESSED: Message processing is complete and is
pending for delivery.

¢ STACKED: An error has occurred preventing the message
from processing.

* PAUSED: The endpoint is paused.

To generate a report with all states, do not use this option when
running the command.

-Dendpoint The name (or IP address and port number) of the endpoint for
which you want to list messages. To generate a report for all
targets, do not use this option when running the command.

Example - Listing Sequenced Messages Based on State and Endpoint

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=report -Dstate=STACKED -
Dendpoi nt =Phar macy01

Example - Listing Sequenced Messages Based on State Only

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=report -Dstat e=PROCESSED

Example - Listing Sequenced Messages Based on Endpoint Only

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=report -Dendpoi nt =Phar macy01

D.3.4 Discarding Messages

You can delete sequenced messages from the SEQUENCE_MANAGER database table
based on the following criteria combinations:

¢ State and endpoint of the messages
® State of the messages

¢ Endpoint of the messages

* Message ID

¢ First message only for an endpoint
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Discard mode lets you manage the messages in the B2B_SEQUENCE_MANAGER
table. This is useful in cases where a message is stacked and is blocking other
messages from being processed or when there is an issue with a specific message that
means it should not be processed sequentially.

Note:

Discarding messages from the sequence manager table does not delete any of
the business messages.

The syntax of this command is:

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=conmmand_node -
Dst at e=nmessage_st at e - Dendpoi nt =endpoi nt _name - Dnsgi d=nessage_i d

Option Description

-Dmode The mode in which to run the command. For discarding
messages, set this option to discard. If you are discarding only
the first message in an endpoint, set this option to discardFirst
and only specify the endpoint.

-Dstate The state of the messages to discard. Specify one of the following
states:
¢ PROCESSED: Message processing is complete and is
pending for delivery.
* STACKED: An error has occurred preventing the message
from processing.

* PAUSED: The endpoint is paused.

To discard messages of all states, do not use this option when
running the command.

-Dendpoint The name (or IP address and port number) of the endpoint for
which you want to list messages. To discard messages for all
targets, do not use this option when running the command.

-Dmsgid The message ID of a specific message to delete. When you use
this option, you must only specify the mode and not the target or
state.

Example - Discarding Sequenced Messages Based on State and Endpoint

This example deletes all messages from the sequence manager for the Pharmacy01
endpoint with a state of PROCESSED.

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=di scard - Dendpoi nt =Phar macy01l -
Dst at e=PROCESSED

Example - Discarding Sequenced Messages Based on State

This example deletes all messages from the sequence manager with a state of
PROCESSED.

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=di scard - Dst at e=PROCESSED

Example - Discarding Sequenced Messages Based on Endpoint
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This example deletes all messages from the sequence manager for the Pharmacy01
endpoint.

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=di scard - Dendpoi nt =Phar macy01

Example - Discarding the First Sequence Message of an Endpoint

This example deletes the first message for the Pharmacy 01 endpoint from the
sequence manager.

ant -f ant-hcfp-util.xnm hcfpsequencemanager -Dnode=di scardFirst -
Dendpoi nt =Phar macy01

Example - Discarding Sequenced Messages Based on Message ID

This example deletes a single message from the sequence manager, as specified by the
message ID.

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=discard -
Dnsgi d=0AE851ED131B3D6103A00000152F97E9

D.3.5 Reprocessing Messages

You can reprocess sequenced messages by using the hcf psequencermanager utility.

The syntax of this command is:

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=command_node - Dnsgi d=nessage_i d

Option Description

-Dmode The mode in which to run the command. For this purpose, set
this option to reprocess.

-Dmsgid The message ID of a specific message to reprocess. When you
use this option, you must only specify the mode and not the
target or state.

Example - Reprocessing a Message

ant -f ant-hcfp-util.xm hcfpsequencemanager -Dnode=reprocess -Dnsgi d=32797717

D.3.6 Pausing and Resuming an Endpoint

There might be times when sequence message processing must be paused for a
specific endpoint, such as when an external system fails. In this case, the endpoint can
be paused until the system is restored. After the system is restored, you can resume
processing for the endpoint.

The syntax of this command is:

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=command_node -
Dendpoi nt =endpoi nt _nane

Option Description

-Dmode The mode in which to run the command. For this purpose, set
this option to pause or resume.

-Dendpoint The name (or IP address and port number) for the endpoint you
want to pause.
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Example - Pausing an Endpoint

ant -f ant-hcfp-util.xn hcfpsequencemanager -Dnode=pause - Dendpoi nt =Phar macy01

Example - Resuming an Endpoint

ant -f ant-hcfp-util.xm hcfpsequencemanager - Dnode=resune - Dendpoi nt =Phar macy01
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Interface Sequencing

This appendix discusses how the Oracle SOA Suite for healthcare integration achieves
end-to-end First In First Out (FIFO) processing of messages by using Interface
Sequencing.

The appendix contains the following sections:
¢ Introduction

¢ Configuration Considerations for Interface Sequencing

E.1 Introduction

Oracle SOA Suite for healthcare integration message processing involves certain
broad-level steps.

1. The Oracle Healthcare inbound component receives the message from an
endpoint and delivers an equivalent XML message to a SOA composite.

2. The composite performs any required transformations, determines the target
endpoints for the message, and routes the same/transformed message to the
Oracle Healthcare engine.

3. The Oracle Healthcare outbound component then delivers the message to the
target endpoints.

Oracle SOA Suite for healthcare integration enables you to perform FIFO processing of
messages by using the following approaches:

¢ Component Sequencing

¢ Interface Sequencing

Component Sequencing

This approach achieves FIFO by maintaining the sequence of the messages across the
boundaries of all the three components: the Oracle Healthcare inbound component,
the composite, the Oracle Healthcare outbound component.

Interface Sequencing

This approach achieves FIFO across endpoints, by correlating the messages across the
layers and enforcing sequencing at the point of delivery to the target endpoint

For example, when an inbound Oracle Healthcare endpoint receives 20 messages in
order, it time-stamps each message on entry to the system and sends them to the
engine for processing in a sequential manner. The engine processes the messages in
the sequence and sends the messages to the outbound endpoint for delivery based on
the time stamp. This means that the message that arrives at the inbound endpoint is
delivered first from the outbound endpoint.
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If for some reason, a message with an earlier time stamp gets stuck due to longer time
in processing or gets errored out, the other messages with later time stamps do get
processed, but are queued in sequence at the outbound endpoint. Those messages do
not get delivered out of the outbound endpoint till the time the message with the
earlier time stamp (that has got stuck) is processed successfully, and is delivered out of
the outbound endpoint. If the message has got errored out, you can try resubmitting
the it or you can delete the message from the Sequenced Endpoint Dashboard so that
the processed messages waiting in the queue can be delivered.

Note:

In the case of inbound messages, the Pause/Resume button is disabled for
endpoints with end-to-end Interface Sequencing.

This approach reduces the number of sequencing checkpoints, provides a single point
of sequence management, and improves performance and scalability of the system.

Note:

In the case of inbound, if the Application message is created successfully, and
some failure happens thereafter, the XML payload is persisted for
resubmission, which means that the Application message resubmit option is
enabled. If the Application message is not created, then you have to resubmit
the message from the Wire.

In the case of outbound, if the transformation from XML to native format is
successful, then the XML payload is not persisted. However, if the
transformation from XML to native has failed, then the XML payload is
persisted for further resubmission.

E.2 Configuration Considerations for Interface Sequencing

To enable Interface Sequencing in Oracle SOA Suite for healthcare integration, you
must perform some configurations at the endpoint level as well as at the composite
level.

E.2.1 Configuring Interface Sequencing at the Endpoint Level

You can configure Interface Sequencing of messages at the endpoint level by selecting
the Interface Sequencing check box in the transport protocol configuration.

To configure Interface Sequencing:

1. In the Oracle SOA Suite for healthcare integration console, open the endpoint for
which you want to configure Interface Sequencing.

2. Click the Transport Details button to display the Transport Protocol Parameters
dialog box.

3. Click the Advanced tab.
4. Select a Sequencing Mode.

5. Select the Interface Sequencing check box.
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6. Click OK, and then click Apply on the endpoint page.

Figure E-1 displays the Transport Protocol Parameters dialog box where you configure
Interface Sequencing.

Figure E-1 Interface Sequencing
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This configuration only affects the inbound messages that are received on an endpoint.
The endpoint to which the messages are delivered need not be configured for Interface
Sequencing.

After you configure Interface Sequencing at the endpoint level, messages received at
this endpoint would be marked for Interface Sequencing, and Interface-Sequencing-
specific headers would be delivered to the Internal Delivery Channel and the
composite.

Note:

Interface Sequencing does not guarantee the order on how the messages are
processed in the composite. This approach only ensures that the messages are
delivered to the remote endpoint in a sequential manner.

E.2.2 Configuring Interface Sequencing at the Composite Level

To achieve the correlation (inbound message with outbound) composites handling
Interface Sequencing messages are required to process and populate the following
additional headers:

¢ To establish correlation across the transport and engine layers, you must copy the
| NTERFACE_SEQUENCE_| D(or hc. i nt er f aceSequencel d in case of fabric)
header from the inbound message to the outbound message(s) headers.

® In the case of a fan-out (broadcast), where one inbound message is delivered to
multiple endpoints, the composite should populate the
| NTERFACE_GROUP_CQUNT header in each of the outbound message involved in
the fan-out.

For example, if a message is to be enqueued to two endpoints, both the enqueued
messages should have the header | NTERFACE_GROUP_CQOUNT (or
hc. i nt erfaceG oupCount in case of fabric) value set to 2.
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* When fan out messages are intended for the same outbound endpoint, you must
use the JMS only property, | NTERFACE_GROUP_PGCSI Tl ONto maintain the order
among the multiple interface outbound messages intended for the same target
endpoint. The messages are delivered based on the position value specified.
However, in case of in-memory integration on the outbound side, the order in
which the message arrives in Oracle Healthcare is used for message delivery.

* In case the composite is required to filter certain messages, a notification must be
sent to the sequencing framework to indicate that the message has been skipped.

This can be achieved by sending a signal to the Oracle Healthcare adapter or the
JMS queue with the | NTERFACE_SEQUENCE_DI SCARD | D (or

hc. i nterfaceSequenceDi scar dl d in case of fabric) header set to the value of
| NTERFACE_SEQUENCE_I Dheader in the original message.

E.2.3 Understanding Sequenced Message States

Oracle Healthcare provides you the feature to view the states of the interface

sequenced messages by using the Dashboard. Figure E-2 displays the sequence state of
the message.

Figure E-2 Sequenced Message State
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The following sequence states are visible on the Dashboard:
¢ Routing
¢ Outbound_Processing

E.2.3.1 Routing

A message with the Rout i ng sequence state in the Dashboard indicates that the
message has been delivered to the back end. In this case, the row for the inbound
message in the B2B_SEQUENCE_MANAGER table displays the value as ROUTI NG The
message delivered to the back end has a new header:

e hc.interfaceSequencel din the case of fabric

e | NTERFACE_SEQUENCE | Din the case of JMS
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E.2.3.2 Outbound_Processing

A message with the Qut bound_Pr ocessi ng sequence state in the Dashboard
indicates that the message has been received from the back end and is currently in
outbound processing. In this case, after a message has been delivered to the back end,
the message is evaluated if it has the | NTERFACE_SEQUENCE_| Dheader, to determine
if it is an Interface Sequenced message. Then, if the message has a header, the

| NTERFACE_GROUP_CQUNT header is subsequently read to identify a possible fan-out
case and the message sequence state is marked as Qut bound_Pr ocessi ng.

E.2.4 Resubmitting or Discarding Interface Sequenced Messages

You can resubmit or discard interface sequenced messages in case of any error:

¢ In case of any error in the inbound message processing, you can see that the
message has failed in the dashboard. You can then resubmit the message from the
Wire.

® In case of any error in the outbound processing, you can just resubmit the
Application Message because the payload is persisted.

* You can also discard the outbound message (displayed in the Dashboard) only
after all the messages to the target are available. You can also discard the inbound
message from the source on the inbound endpoint dashboard. This, in turn,
discards any outbound messages to the target for the same sequence. The error
message generated contains information of all the discarded messages.
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Implementing MLLP with High Availability

This appendix describes how to implement Oracle SOA Suite for healthcare
integration applications when using the Minimal Lower Layer Protocol (MLLP) in a
high availability environment.

This appendix contains the following topics:
¢ Introduction to Healthcare Integration High Availability

¢ Enabling MLLP High Availability in Oracle SOA Suite for Healthcare Integration

F.1 Introduction to Healthcare Integration High Availability
High availability for Oracle SOA Suite for healthcare integration is handled through
the high availability features of WebLogic Server, Oracle database, and Oracle SOA
Suite. You can configure Oracle SOA Suite for healthcare integration for high
availability by adding Oracle B2B properties in Oracle Enterprise Manager.

These properties enable high availability for healthcare integration projects and
specify time out and heartbeat intervals for the servers in the cluster.

All features currently supported for MLLP in Oracle SOA Suite for healthcare
integration are also supported in a high availability environment, including message
sequencing.

Note:

This SOA Suite feature is part of Oracle Integration Continuous Availability.
Please refer to the Oracle Fusion Middleware Licensing Information User Manual
for more details on Oracle SOA Suite for Middleware Options.

F.1.1 High Availability Processing

In a clustered environment, the first healthcare integration instance to start up and
initialize is the instance that handles MLLP traffic. When the instance handling MLLP
traffic fails, an inactive instance in the cluster becomes active and takes over the
responsibility of handling MLLP traffic within the configured timeout period. All in-
flight messages from the failed instance are recovered since message processing is
transactional for healthcare integration. This ensures that no messages are lost during
failover.

If the instance that fails becomes completely disabled, the second and now active
instance continues to pick up messages from and send messages to an outbound
distributed queue created specifically for high availability processing. If the initial
instance becomes available again, the second instance continues to handle MLLP
traffic.
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F.1.2 Front-End Failover

A load balancer is used as a failover device in case the active node in the cluster fails.
This is required for inbound MLLP traffic when Oracle SOA Suite for healthcare
integration is implemented in a clustered environment. The endpoints and external
systems use the IP address of the load balancer as the destination connection. This
means that all the connections are established in one active node, and message
processing is performed across all nodes in the cluster. The load balancer can be
configured to distribute the messages evenly among the healthcare integration
instances, but only the designated active instance will establish connections. Using
cookie-based or active-persistent connections in the load balancer might cause
unexpected behavior in the MLLP server. Oracle recommends defaulting to non-
persistent connections and verifying the load balancer documentation for persistence
settings to eliminate connection losses. Please refer to the load balancer documentation
for instructions about how to uniformly farm out the incoming connections across the
SOA cluster to the TCP ports (part of Endpoints) configured in the Oracle SOA Suite
for heathcare integration user interface.

F.1.3 Notion of Active

The "Active" server is the only server in the cluster that can send or receive messages
from an endpoint using MLLP. However, the message processing is done by all
servers in the cluster. For example, in the outbound case, messages are prepared to be
sent by all the servers in the cluster, but the actual sending is restricted to only the
active server. It is the same in the inbound case.

F.1.4 Unit of Order (UOO)

This is an Oracle Weblogic server feature for JMS queues. In the default configuration,
all messages belonging to the same UOO are "tied" to a specific server. UOQO is used to
sequence messages within JMS in the Oracle Weblogic server. So, if UOO is being
used, the JMS queue to which the UOO is "tied" has to be active to receive messages. In
the event of a server failure, the JMS messages can be recovered using the "Whole
Server" migration.

Note:

In an HA environment when external JMS queues are used, a "Whole Server"
migration must be configured.

F.1.5 External Dependencies

Oracle SOA Suite for healthcare integration relies on the following components:
® Oracle SOA database for messages and message state persistence
* Metadata Services (MDS) repository for instance metadata

* Load balancer for high availability support

F.1.6 Additional Resources

For more information about configuring Oracle SOA Suite for high availability, see the
following:
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e "Enterprise Deployment Overview' in Oracle Fusion Middleware Enterprise
Deployment Guide for Oracle SOA Suite

e Oracle Fusion Mddleware H gh Availability Guide

* "Whole Server Migration" in Administering Clusters for Oracle WebLogic Server

F.2 Enabling MLLP High Availability in Oracle SOA Suite for Healthcare

Integration

To enable Oracle SOA Suite for healthcare integration, you must define certain B2B
properties in Oracle Enterprise Manager.

These properties enable high availability for healthcare integration and define time out
and ping intervals for the servers.

To enable MLLP high availability for healthcare integration

1. Log on to Oracle Enterprise Manager.

The URL is http:/ / hostname:port /em

where hostname is the name of the computer on which WebLogic Server is running
and port is the port number on which WebLogic Server is listening.

2. In the left navigation panel, expand the SOA node and select soa-infra.

3. Click the SOA Infrastructure menu, point to SOA Administration and then select
B2B Server Properties.

Figure F-1 SOA Infrastructure Menu on Enterprise Manager
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4. On the B2B Server Properties page, click More B2B Configuration Properties.
The System MBean Browser page appears.
5. Click the Operations tab and then click addProperty.

Figure F-2 System MBean Browser Operations Page
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6. In the Value column of the Parameters table, enter b2b.HAInstance in the key row
and enter true in the value row.

F-4 Healthcare Integration User's Guide for Oracle SOA Suite



Enabling MLLP High Availability in Oracle SOA Suite for Healthcare Integration

Figure F-3 Adding the b2b.HAInstance Property
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7. Click Invoke.
The new property is saved.

8. Using the previous steps, create a new property named b2b.MLLP_HA_Mode and
set the value to true.

9. You can define the following optional properties. If these are not defined, the
default values are used.

Property Description

b2b.HAMaxElapsedTimeout The length of time in minutes before the
next active instance takes over
responsibility for MLLP traffic after the
original instance fails. The default value is 2
minutes; 2 is also the minimum value
allowed.

b2b.HAHeartBeatPing The time interval in minutes between pings
to determine whether the servers are alive.
The default interval is 1 minute; 1 is also the
minimum value allowed.

b2b.transportDispatcherThreadCount The number of MLLP dispatcher threads to
use in high availability mode. This is only
used for non-sequenced messages, and is
used in conjunction with a JMS resource.
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Property Description

b2b.transportDispatcherThreadSleepTime The length of time (in milliseconds) after
which an MLLP dispatcher thread will
sleep after message processing.

b2b.MaxTimeinAcquiredState The length in time in (minutes) that a
message is in ACQUIRED state during
failover after which it resumes processing.

b2b.AcquiredStatePollingInterval The length in time in minutes before a
message in the ACQUIRED state is polled
again.

b2b.SingleTransactionAtInbound In the case of an inbound MLLP HA, if the

server crashes after wire message has been
committed to the database but before the
event gets enqueued to Event Queue, it is
perpetually stuck in the Sequence Manager
table and is not processed. This blocks the
inbound message flow in the sequencing
case.

Set the

b2b. Si ngl eTransact i onAt | nbound to
true only in the case of MLLP HA to enable
the JMS and database commit to take place
in a single transaction. It is suitable only for
the MLLP case where only one inbound
message is received at a time. For example,
when messages come in sequentially
instead of in parallel for a single endpoint.

10. When you are done adding properties, click Return.

11. After you define high availability properties, you can view them on the Attributes
tab. To view the properties, click the Attributes tab and then click Properties.
Expand the Element nodes in the Value table to see the property names and values.
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Figure F-4 High Availability Properties in Enterprise Manager
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Batching HL7 Messages

This appendix provides information on implementing HL7 Batching in Oracle SOA
Suite for healthcare integration. Batching allows a batch number of messages to be sent
in a single file using an envelope consisting of File and Batch headers. An example
would be the Batch of Detailed Financial Transactions (DFTs) sent from an ancillary
system (such as laboratory, radiology, pharmacy, and so on) to a financial system.

Using the Healthcare console, you can also specify the number of records to be
committed when there is a large number of business messages for a message exchange
by using the Partial Batch Commit Size field in the Administration tab under Settings
> Runtime > Miscellaneous.

This appendix contains the following topics:
® Introduction to HL7 Message Batching

G.1 Introduction to HL7 Message Batching

This section outlines several ways to batch HL7 messages.

You can batch HL7 messages based on:
e Batch with File header (FHS)

e Batch with Batch header (BHS)

¢ Batch with both FHS & BHS

e Batch with only Message header (MSH)

You can batch HL7 messages in two ways:

¢ Standard Mode: Using HL? batching protocol

e Custom Mode

G.1.1 Batching with File Header (FHS)

You can configure a default FHS using the Oracle SOA Suite for healthcare integration
console.

To configure a default FHS:

1. Log on to the Oracle SOA Suite for healthcare integration console.

2. IN the Designer tab, click the Configuration tab, and then expand Document
Protocol > HL7> Document Version.

3. Double-click the Document Version to display the Document Version window on
the right-hand pane.
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4. Click the File Header tab and then select the Create File Header check box.
5. Provide the required parameter values in the available fields.

See Table 3-3 in What You Might Need to Know About HL7 Document Version
Parameters for more information on the File Header parameters.

6. Click Apply.

Note:

You can create and customize custom File Header ecs files by using Oracle
Document Editor, and you can use the same to overwrite the default FHS.

G.1.2 Batching with Batch Header (BHS)

You can configure a default BHS using the Oracle SOA Suite for healthcare integration
console.

To configure a default BHS:

=

Repeat Steps 1-3 from Batching with File Header (FHS).
2. Click the Batch Header tab and then select the Create Batch Header check box.
3. Provide the required parameter values in the available fields.

See Table 3-3 in What You Might Need to Know About HL7 Document Version
Parameters for more information on the Batch Header parameters.

4. Click Apply.

Note:

You can create and customize custom Batch Header ecs files by using Oracle
Document Editor, and you can use the same to overwrite the default FHS.

G.1.3 Batching with Message Header (MSH)

In the case of batching MSHSs, you can batch all the MSHs separated by a custom
delimiter. You can configure this delimiter in the outbound endpoint in the case of
Outbound message, and in the listening channel in the case of Inbound message.

See Table 3-3 in What You Might Need to Know About HL7 Document Version
Parameters for more information on the Message Header parameters.

G.1.4 Sending Functional Acknowledgments When Batching

When batching messages using the Oracle SOA Suite for healthcare integration
console, you can send Functional Acknowledgement to the endpoints partner in the
following ways:

¢ Single file with multiple MSHs
® One Functional Acknowledgement message for every inbound business message

(Multiple)
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You can specify the Functional Acknowledgement options by using the Ack Mode list
in the Miscellaneous tab in the Document Version window as shown in Figure G-1.

Figure G-1 Specifying Functional Acknowledgment Options
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You can also send Acknowledgement based on MSH 15 element. MSH 15 can have
values such as:

e AL -always
¢ ER - Error or rejected conditions only
¢ NE - Never

¢ SU - successful completion only

Note:

All batched messages are acknowledged in the response batch. An
acknowledgment batch might contain acknowledgment messages only for
those messages that have errors.

Note:

® Currently, HL7 batching is supported for a single document over Generic
File and Generic FTP protocols.

* Message sequencing and batching do not work simultaneously.

G.1.5 Standard Mode of Batching
You use the HL7 batching protocol in the standard mode of batching.

In this mode, multiple messages are placed in a single file by utilizing the HL7
standard batch protocol (FHS and BHS). A typical HL7 batch file structure looks like
the following;:

[FHS] (file header segnent)
{--- BATCH begin
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[ BHS] (bat ch header segnent)
{ [--- MESSAGE begin
MSH (zero or more HL7 messages)

- nmessages may be of sane type or different type

] }--- MESSAGE end

[BTS] (batch trailer segnent)
}--- Batch end

[FTS] (file trailer segment)

G.1.6 Custom Mode of Batching

In this mode, multiple messages will put into a single file without utilizing the
previously mentioned HL7 standard batch protocol (FHS and BHS), instead utilizing
some other custom format as shown in this example:

MBH

## --- message separator
MSH

## --- message separator
MSH

In custom mode, inbound messages are de-batched based on the message separator.
The message separator for inbound custom message is derived from the incoming
message itself. So no additional configuration is required.

You can specify custom delimiters for de-batching using the Oracle SOA Suite for
healthcare integration console.

To specify custom delimiters:

1. Log on to the Oracle SOA Suite for healthcare integration console.
2. Open the required endpoint (File or FIP).

3. Click the Transport Details button to display the Transport Protocol Parameters
dialog box.

4. Click the Format tab, specify the custom delimiter in the Message Splitter field,
and click OK to close the dialog box as shown in Figure G-2.
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Figure G-2 Specifying Custom Delimiter
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5. Click Apply to save the changes made to the endpoint.
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Note:

You must ensure that the message separator string should not appear in
message payload, otherwise you might see some unexpected errors.

G.1.7 Command-Line Tools for Batching

This sections discusses the command-line tools that are available for batching.

Table G-1 lists the parameters of the batching command line.

Table G-1 Parameters for Batching Command Line
_________________________________________________________________________________________|]

Parameter Description Domain Required
Name

endpoint Name of the endpoint - Yes
batchname Name for the batch - Yes
batchtime The batch trigger time A cron String or the date in dd/ MM Yes

yyyy HH: rm AM PMformat

document The document protocol name Values: HL7 Yes
docrevision The document revision number - Yes
doctype The document type name - Yes
isrepetitive To enable repetitive batching when truelfal se (default) No

batch is created using the cron string
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Table G-1 (Cont.) Parameters for Batching Command Line
. __________________________________________________________________________________|

Parameter Description Domain Required
Name
mode The batch mode Set to del et ebat ch to delete the No
batch
Examples:

To create a batch operation with FileEndpoint for the ADT_AOQ1 document that is
executed in a repetitive mode for the given cron String:

ant -f ant-hcfp-util.xnm hcfpbatch -Dendpoint =Fi | eEndpoi nt - Dbat chtinme="0 4850 11 7
5 ? 2010"- Dbat chnane=bat ch1234 - Ddocunent =HL7 - Ddocr evi si on=2. 3.1 - Ddoct ype=ADT_A01 -
Di srepetitive=true

To create batches for multiple document types:

ant -f ant-hcfp-util.xm hcfbatch -Dendpoint=Fi | eEndpoint -Dbatchtinme="0 58 11 7 5 ?
2010" - Dbat chname=bat ch1234 - Ddocunent =HL7 - Ddocr evi si on=2. 3.1 - Ddoct ype=ADT_A01

or

ant -f ant-hcfp-util.xm hcfpbatch -Dendpoint=Fi | eEndpoi nt - Dbat chti me="07/05/2010
11: 45 AM' - Dbat chname=bat ch1234 - Ddocunent =HL7 - Ddocr evi si on=2. 3.1 - Ddoct ype=ADYT_A01

To delete a batch operation:

ant -f ant-hcfp-util.xm hcfpbatch -Dnode=del et ebat ch - Dbat chname=bat ch1234

If the value for the batchtime contains special characters such as * or # then the
character must be escaped using double quotation marks:

ant -f ant-hcfp-util.xnm hcfpbatch -Dendpoint =Fi | eEndpoi nt - Dbat chtinme='0
5, 10, 15, 20, 25, 30, 35, 40, 45, 50, 55,59"" "" "*" ? 2010' -Dbatchname=batchl1234 -
Ddocument =HL7 - Ddocr evi si on=2. 3.1 - Ddoct ype="ADT_A01" -Di srepetitive=true
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Configuration for Functional
Acknowledgment 999

This appendix provides information about the configuration of Oracle SOA Suite for
healthcare integration applications to use the document type 999 Functional
Acknowledgment (FA).

This appendix has the following topics:
¢ Introduction

¢ Function Acknowledgement 999: Use Cases

H.1 Introduction

Oracle Fusion Middleware B2B supports document type 999 Functional
Acknowledgment (FA), which is used mostly by HIPAA professionals.

By default, the document type configuration for FA is 997. However, you can override
the default by specifying document type 999 as the FA. In addition, the document
protocol version is not attached to the version of the incoming message, which means
that you can send 999 v5010x231 for incoming message 837 v5010x223A1.

H.2 Function Acknowledgement 999: Use Cases

If you use X12 as the document protocol, the default Functional Acknowledgment
document type is 997. In case of 997, the version for 997 Acknowledgment is the same
as the version of the incoming message.

During design time in Oracle B2B console, you can override the default 997 FA or the
version, or both in the Document Type Parameters page by using the following
parameters:

¢ Functional Acknowledgment Transaction and

¢ Functional Acknowledgment Transaction Version

The rest of the configuration, such as Document Definition, Delivery Channel, and
Trading Partner Agreement is the same as 997.

The following use cases discusses the configuration for FA 999 and 997:
¢ UseCasel
e Use Case 2

e UseCase3
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H.2.1 Use Case 1

If you must use 999 as the FA but want to keep the version the same as the version of
the incoming message, then you must set only the Functional Acknowledgment
Transaction to 999 and leave the Functional Acknowledgment Transaction Version
blank.

H.2.2 Use Case 2

If you must use 999 as the FA and also want to keep the version different from the
version of the incoming message, then you must set both Functional Acknowledgment
Transaction and Functional Acknowledgment Transaction Version parameters. For
example, you must set Functional Acknowledgment Transaction to 999 and
Functional Acknowledgment Transaction Version to 5010X231.

H.2.3 Use Case 3

If you must use 997 as the FA, but want to keep the version different from the version
of the incoming message, you must set Functional Acknowledgment Transaction to
997 and Functional Acknowledgment Transaction Version to 5010. (assuming that
the incoming message version is 4010). However, this use case is not very common.

Figure H-1 shows the configuration for Functional Acknowledgment Transaction and
Functional Acknowledgment Transaction Version.

Figure H-1 Configuration for Functional Acknowledgment Transaction

@ Document Type

EDI_X12-5010X223A1-837

Specify the document type for this version. After the new type is saved, you can create a new document definition.

Document Type Name 837
Description

Transaction . Duplicate Transaction

* Functional Group Identifier Code | HC
Implementation Convention Reference
Transaction Purpose Code | gg
Functional Acknowledgment Transaction | gog

Functional Acknowledgment Transaction Version | 5010x231
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TA1/999 Generation on Error for HIPAA
Documents

This appendix discusses the Interchange Acknowledgment (TA1) and document type
999 Functional Acknowledgment (FA) generation on error features of HIPAA
documents.

HIPAA messages are used for information exchange. These messages are required to
send the TA1 and 999.

The appendix contains the following sections:

¢ Introduction

¢ Creating TA1 Documents

e Configuring TA1

¢ Configuring 999 Acknowledgement on Error

I.1 Introduction

There are many kinds of acknowledgments for a HIPAA document that are exchanged
between payer and receiver.

When an initiator sends a message, following are the different types of the
acknowledgments in the order of precedence:

e TAIl - Interchange level acknowledgment

¢ 999 — Functional acknowledgment for 5010 versions and higher

The message flow is completed when TA1 or 999 is sent for inbound business message
as shown in Figure I-1:

Figure -1  TA1 Acknowledgment

)y

¥i2 It &rchane %12 Standard

customer
'

K12 Message

Lewvel Ack Confirmation

E ................. check interchange |-« oeaeeen

1.2 Creating TA1 Documents

You must create TA1 document type or document definition and trading partner
agreement to generate and process TA1 messages. You must create TA1 document
type/definition based on Interchange version of X12/HIPAA.
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For example, if the Interchange is for "00501" version, TA1 should be created as
follows:

Open Oracle B2B console by accessing:

http:/ / <hostname>:<port>/b2b

Where <hostname> is the name of the computer running Oracle B2B and <port> is
the port number where Oracle B2B listens, typically 8001.

Click the Administration link on top right corner and then click the Documents
tab.

Create Protocol Version 5010 under EDI_X12 interchange version as document
protocol version.

Create Protocol Document Type TAl under 5010 version.

Create Protocol Document Definition TA1Def (user defined name). When creating
the TA1 document definition, TAl.xsd and TAl.ecs are automatically added by
Oracle B2B console.

Figure I-2 displays the creation of a TA1 document.

Figurel-2 TA1 Document Creation

ORACLE B2B

Import/Export R ETaT =8

Administration | Partners | Reports | Metrics | Help | Logout o

Lagged in as weblogic

Batch | Downtime

Deploy | Manage Deployments | Types

=l Documents

=1 [ ) Docurment Prokocals
B Cusktam
[28 eDI_EDIRACT
[#3 EDI_TRADACOMS
= [&8 EpI_x12
&l [z 5010
B & a1
™
[ Hr
[ oac
[53 PasitionalFlatFile
B Rosettatlet
[28 uocnet

- R EDocument Definition Save |4

EDI_X12-5010-TA1-TAlDef
Enter the document definition name and select the required definition file,
Document  TA1Def
Deefimition
Marne
Description

Definition  Ta1,xsd | Update...

Rook X500
Marne

Reset Parameter

Transackion *. Routing | #Path | Correlation | Apps

Transaction Set ecs File  Tayecs Update...

Capyrigl

After creating the TA1 document type and definition, you must add the TA1
document definition usage to the required Trading Partner and create the agreement
for TA1.

Figure I-3 displays a sample TA1 agreement.
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Figure I-3 A Sample TA1 Agreement
[ agreement ™ —

&+a&GlobalChips_Acme_x12_5010_tal Save || Validate | Deploy | Export
& ‘ I-—%-‘ g
Acme taidocdef GlobalChips
Details
* Agresment Id | GlobalChips_acme_X12_5010_tal End Diate (%
Mame | GlobalChips_acme_#12_5010_tal Callout | =] Callout Details
Drescripkion Mapset ;I Mapset Details
Start Date E"(})
Agreement Parameters
& Acme & GlobalChips
Charnel | =] Charninel ;l
Identifiers 3 2 Identifiers 3 2
Type Yalue Type Walue
EDI Garoup ID Acme EDI Group ID GlobalChips
EDI Interchange ID ACme EDI Interchange ID GlobalChips
EDI Interchange ID Qualifier |22 EDI Interchange ID Qualifier |22
Mame Acme MName GlobalZhips
a | » | | B

1.3 Configuring TA1

There are two ways to generate TA1 for inbound HIPAA messages.

You can either set it at Protocol Version as global or at the Trading Partner level.
However, the value set at the Trading Partner level overrides the one set at the
Protocol Version level.

The following are the values for TA1:
¢ Always: TAl is always generated.

¢ OnError: A negative TA1 is generated if an invalid Interchange message is
received.

* None: No TA1 is generated regardless of valid/invalid Interchange content.

1.3.1 Configuring TA1 at the Protocol Version Level

You can configure TA1 at the Protocol Version level. To configure TA1, open the
Protocol Version, such as EDI_X12-5010. In the Interchange tab, set the option for TA1
as shown in Figure [-4.
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Figure -4 Configuring TA1 at Protocol Version Level

ORACLE B2B Administration | Partners | Reports | Mefrics | Help | Lagout (]
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1.3.2 Configuring TA1 at the Trading Partner Level

You can also configure TA1 at the Trading Partner level. The value set at this level
overrides the value set at the global level.

To configure TA1, select the Trading Partner, click the Documents tab, and click the
HIPAA document such as EDI_X12-5010-TA1. Under the Version tab, click the
Interchange tab, and set the value of TA1 as shown in Figure I-5.
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Figure I-5 Configuring TA1 at the Trading Partner Level
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Copyright © 2004, 2013, Oracle andjor its affiliates. All rights reserved.

1.3.3 Outbound and Inbound TA1

In the case of an inbound HIPAA message, an outbound TA1 acknowledgement is
sent based on the following conditions:

o If the value of the ISA14 segment of a HIPAA message is O, then no TA1 is
generated regardless of valid /invalid Interchange content or if TA1 is set to
Always or OnError.

¢ If the value of the ISA14 segment of a HIPAA message is 1 and if TA1 is set to
Always, then a TA1 (positive/negative) is generated.

e [f the value of the ISA14 segment of a HIPAA message is 1 and TA1 is set to
OnError, then a TA1 is generated for invalid Inbound Interchange content.

When an outbound HIPAA message is sent out with | SA14 = 1 (Interchange
Acknowledgement Requested field in the Interchange tab is set to 1 in Figure I-4 or
Figure I-5), the outbound message will be in MSG_WAI T_TAL state until Oracle B2B
receives an inbound TA1. However, the MSG_WAI T_TAL state is overridden when a
999 acknowledgement is received.

1.4 Configuring 999 Acknowledgement on Error

Typically, a 999 Functional acknowledgment is sent when HIPAA messages with
version 5010 and higher are received.

For this, you must select the Functional Ack check box under the Agreement
parameters section in an agreement as shown in Figure I-6.
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Figure -6 Configuring Functional Acknowledgement in the Agreement level
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Functional Acknowledgement can be further configured in Document Type tab in the
Documents page of the Trading Partner to select whether Functional
Acknowledgement should be sent only in case of an error as shown in Figure I-7.

Figure I-7 Configuring Functional Acknowledgement on Error Only
& syncTest
%Add!hedmmrts!maesmd'-t!ou'-suodmoa!m.Nd«msM!th.c-esessenmwmwv'helrmou!m'sbdh.

[Defirdtions

Sender Recetver
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EDI_KL2-S010E31AL ] =

el . 2702700 ] =

EBH_1 2501027527127 10ef ] (=]

Document Details
[ ¢rvermide Virsion Baram [Z] Ovesride BocType Baram
Wersion | Document Type

| . Dupbcate Fansaction o~ .
* Functional Group Idsntfier Code Mg L Functional Ackmowssdgment On Ermor Only 4] J

The value of the Functional Acknowledgement on Error Only check box is evaluated
only if the Functional Ack check box is selected at the agreement level. If Functional
Acknowledgement on Error Only is selected, then Functional Acknowledgement with
only reject response is generated for invalid incoming messages; else no Functional
Acknowledgement is generated.
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Implementing SNIP Validation in HIPAA

This appendix discusses how to implement the Strategic National Implementation
Process (SNIP) validation for HIPAA messages.

The appendix contains the following sections:

Introduction

Configuring SNIP Validations

J.1 Introduction

HIPAA EDI Compliance Check supports data validation and compliance reporting for
Type 1 through Type 7. However, from Oracle B2B console, only Type 1-6 are
executed.

The types of validation are:

Type 1 EDI Standard Integrity Testing: Validate basic syntactical integrity of the
EDI submission.

Type 2 HIPAA Implementation Guide Requirement Testing: Validate HIPAA
requirement-guide-specific syntax requirement by checking limits on repeat
counts, used or not used qualifiers, code, elements, and segments.

Type 3 HIPAA Balance Testing: Validate that claim line items amounts are equal to
total claim amount.

Type 4 HIPAA Inter-Segment Situation Testing: Validate inter-segment
relationship. For example, if element A exists, then element B must be populated.

Type 5 HIPAA External Code Set Testing: Validate specific code set values for
HIPAA standards.

Type 6 Product Type/Type of Service Testing: Validate that segments that differ
based on certain Healthcare services are properly created and processed.

Type 7 Trading Partner-Specific Testing: Compliance with payer specific
requirement. However, this is not implemented in the Oracle Healthcare/B2B set
up.

J.2 Configuring SNIP Validations

You can configure SNIP validations at several levels.

At the Global level by setting the global severity in XEngine

At the Document Type level, which is global for all Trading Partners
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* At the Trading Partner level

J.2.1 Configuring SNIP at the Global Level

You can set the severity code option in XEngine globally by editing the
SeverityConfig.xml located in <SOA_HOME>/soa/thirdparty/edifecs/XEngine/
config directory. You can add the following context to <Sever i t yUsage> section as

follows:
<Appl yTo>
<Criteria Name="enp.snip" Val ue="<sni p_type>"/>
<Set Severity SeveritylD="<severity type>"/>
</ Appl yTo>

Where <snip_type> takes any value of 1 through 7 indicating the type of SNIP
configuration and <severity_type> takes the following values for each of the actions
that can be specified for each type of validation failure:

¢ 0=Ignore
e 2000 = Warning

e 3000 = Information

For example, to validate SNIP levels 1 and 2, you must disable SNIP levels 3-7 by
adding the following snippets in the SeverityConfig.xml file:

<SeverityUsage>

<Appl yTo>
<Criteria Name="enp.snip" Value="3"/>
<Set Severity SeveritylD="0"/>

</ Appl yTo>

<Appl yTo>
<Criteria Name="enp.snip" Value="4"/>
<Set Severity SeveritylD="0"/>

</ Appl yTo>

<Appl yTo>
<Criteria Name="enp.snip" Value="5"/>
<Set Severity SeveritylD="0"/>

</ Appl yTo>

<Appl yTo>
<Criteria Name="enp.snip" Value="6"/>
<Set Severity SeveritylD="0"/>

</ Appl yTo>

<Appl yTo>
<Criteria Nanme="enp.snip" Value="7"/>
<Set Severity SeveritylD="0"/>

</ Appl yTo>

</ SeverityUsage>
After you restart the server, the Oracle Healthcare engine will validate only SNIP
levels 1 and 2, and will ignore the rest of the SNIP levels.

For each SNIP validation type, you can specify the following actions:
® Default: The Oracle B2B Engine validates the HIPAA message by using the SNIP
action configured in XEngine SeverityConfig.xml, which is global for all document

types. If there is no option defined in the SeverityConfig.xml, then XEngine will
perform a normal validation.
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Validate: Indicates that if the data is in error, and it should be fixed prior to further
processing. In the case of a production environment, such as XEngine, it indicates
that data will not be passed to the next step in the workflow document, and a
negative acknowledgement will be sent to the sender of the data.

Warning: Indicates that if problems exist with the data, still the data can continue
to be processed. In the case of a production environment, such as XEngine, it
indicates that the error will be noted on the acknowledgement document, but the
data will pass to the next step in the workflow document. This option will override
the option defined in Severi t yConfi g. xmi .

Information: Indicates that if the data check reported a message, then the message
should be noted. In the case of a production environment, such as XEngine, it
indicates that no error will be noted on the acknowledgement document, and the
data will pass to the next step in the workflow document.

Ignore: Indicates that any data check message will be suppressed and it will be
treated in the same manner as clean data. In the case of a production environment
such, as XEngine, it indicates that no error will be noted on the error report or on
the acknowledgement document, and the data will pass to the next step in the
workflow document.

J.2.2 Configuring SNIP at the Document Level

You can configure SNIP validations at the Document level under the Administration
link. Setting the SNIP level at the Document level makes the configuration global for
all the Trading Partners that use that particular HIPAA document.

To configure SNIP validation at the Document level:

1.

4.

Open Oracle B2B console by accessing:

http:/ / <hostname>:<port>/b2b

Where <hostname> is the name of the computer running Oracle B2B and <port> is
the port number where Oracle B2B listens, typically 7003.

Click the Administration link on top right corner and then click the Documents
tab.

Open the HIPAA Document Type, such as EDI_X12-5010-TA1.Click the HIPAA
tab.

Set the required SNIP validation actions.

Figure J-1 displays a HIPAA document with the various validation types.
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Figure J-1 Configuring SNIP at the Document Level
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J.2.3 Configuring SNIP at the Trading Partner Level

You can configure SNIP validations at the Trading Partner level under the Partners
link in the Documents tab. Setting the SNIP level at the Trading Partner level
overrides the configuration set at the Document Type level.

Figure J-2 displays how to configure SNIP at the Trading Partner level.

Figure J-2 Configuring SNIP at the Trading Partner Level
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Improving Endpoint Scalability by Using
NIO

This appendix discusses how linear scalability of a large number of endpoints can be
achieved by using the Java New I/0 (NIO) APL

This appendix contains the following sections:

e Why Do I Use NIO?

¢ How Do I Use the NIO Framework?

® Specifying Worker Pool and Selector Pool Size

e Support for MLLP 1.0 Transport Protocol

K.1 Why Do | Use NIO?

Using the old Java IO APIs, issues regarding thread management made it impossible
to scale a server to thousands of users. The Java New IO (NIO) framework has been
designed to help you to take advantage of the Java NIO APIs in building scalable and
robust servers.

Using the Java-based socket implementation to manage endpoints with the old 10
system causes scalability problems for Oracle SOA Suite for healthcare integration. To
overcome this issue, Oracle SOA Suite for healthcare integration uses the NIO-based
transport implementation. The NIO framework provides an abstract, event-driven,
asynchronous API over various transports such as TCP/IP and UDP/IP.

Note:

NIO is not supported in the cases of Negative ACK and Generic TCP is
supported.

K.2 How Do | Use the NIO Framework?

Oracle SOA Suite for healthcare integration uses the NIO support to exchange MLLP
messages to improve latency, improve scalability, maximize throughput, and
maximize performance.

Oracle SOA Suite for healthcare integration uses NIO features seamlessly with the
current architecture without affecting existing socket-based IO implementation.To
switch to NIO-based transport, you must:

Set the b2b. ni o server property to t r ue in the Oracle Fusion Middleware Enterprise
Manager Control console.
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Note:

You must restart the server for the property to take effect.

If this property is not set, the default behavior is to use the existing socket-based
transport.

Note:

Both transport implementation, which are socket 10 and the NIO
implementation, cannot work together during runtime. This means that you
cannot use the NIO-based transport for one endpoint and the socket-based IO
transport for another endpoint.

The NIO-based framework provides the following support for MLLP 1.0 based
message exchanges:

e Server and client type socket

* Synchronous and Asynchronous modes of communication
e Transient and permanent connection

* Retry and Timeout policy for message exchange

¢ Endpoint creation

¢ Endpoint enabling and disabling

¢ Endpoint updation

Note:

Using the NIO framework, enabling or disabling 1000 endpoints from the
dashboard takes time. It is recommended that you try this feature with a
maximum of 100 endpoints at a time.

K.3 Specifying Worker Pool and Selector Pool Size

The NIO framework uses its own thread pool defaults as per the Worker thread pool
model. However, Oracle SOA Suite for healthcare integration enables you to specify
the Worker thread pool size.

To specify the Worker pool size, set the following properties in the Oracle Fusion
Middleware Enterprise Manager Control console:

b2b. ni 0. m nWor ker Pool Si ze = n (default is 3)
b2b. ni 0. maxWor ker Pool Si ze = n (default is 5)
Where 1 is the thread pool size.

Oracle SOA Suite for healthcare integration runtime automatically sets the Selector
count value equal to the number of available cores of the CPU of the server. To
configure minimum and maximum values of the Selector pool size, set the following
properties in the Oracle Fusion Middleware Enterprise Manager Control console:

K-2 Healthcare Integration User's Guide for Oracle SOA Suite



Support for MLLP 1.0 Transport Protocol

e pb2b. ni 0. m nSel ect or Pool Si ze

e b2b. ni 0. maxSel ect or Pool Si ze

Note:

You must restart the server for the property to take effect.

K.4 Support for MLLP 1.0 Transport Protocol

The NIO framework provides support for the MLLP 1.0 transport protocol currently.

It provides support for:
* Support for Immediate acknowledgement
® Support for Discard acknowledgement
* Support for Persist acknowledgement
¢ Identify TP by Delivery Channel.
¢ Sequencing Mode:
— None
— OnetoOne
— OnetoOneMapping
* Interface sequencing

e SSL/TLS
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Audit Reference for Oracle SOA Suite for

Healthcare Integration

This appendix provides reference information for auditing in Oracle SOA Suite for

Healthcare Integration.

This appendix contains these sections:

¢ About Custom and Standard Audit Reports

¢ Audit Events in Oracle SOA Suite for Healthcare Integration

L.1 About Custom and Standard Audit Reports

The Common Audit Framework in Oracle Fusion Middleware provides a set of
standard reports based on your audit records. It also enables you to modify the
standard reports and create your own custom audit reports.

This appendix provides details about events that can be audited in Oracle SOA Suite
for Healthcare Integration. Use this information to understand the structure of each

event record to develop custom reports.

For more information, see Oracle Fusion Middleware Application Security Guide.

L.2 Audit Events in Oracle SOA Suite for Healthcare Integration

Table L-1 lists the audit events and their attributes:

Table L-1 Oracle SOA Suite for Healthcare Integration Audit Events

Event Category Event

Attributes used by Event

UserSession UserLogin

Date, Time, Initiator, EventType, EventStatus,
MessageText, ECID, RID, ContextFields,
Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,
Reason

UserSession UserLogout

Date, Time, Initiator, EventType, EventStatus,
MessageText, ECID, RID, ContextFields,
Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,
Reason
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Table L-1 (Cont.) Oracle SOA Suite for Healthcare Integration Audit Events
_______________________________________________________________________________|

Event Category Event Attributes used by Event
EndpointManagemen EnableEndpoint Date, Time, Initiator, EventType, EventStatus,
t MessageText, ECID, RID, ContextFields,

Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,

Reason
EndpointManagemen DisableEndpoint Date, Time, Initiator, EventType, EventStatus,
t MessageText, ECID, RID, ContextFields,

Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,

Reason
DocumentManageme ResubmitMessage Date, Time, Initiator, EventType, EventStatus,
nt MessageText, ECID, RID, ContextFields,

Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,

Reason
DocumentManageme PurgeMessage Date, Time, Initiator, EventType, EventStatus,
nt MessageText, ECID, RID, ContextFields,

Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,

Reason
DocumentManageme ReadPayload Date, Time, Initiator, EventType, EventStatus,
nt MessageText, ECID, RID, ContextFields,

Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,
Reason

Configuration Import Date, Time, Initiator, EventType, EventStatus,
MessageText, ECID, RID, ContextFields,
Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,
Reason

Configuration Export Date, Time, Initiator, EventType, EventStatus,
MessageText, ECID, RID, ContextFields,
Sessionld, TargetComponentType,
EventCategory, Threadld, FailureCode,
RemotelP, Resource, AuthenticationMethod,
Reason
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B2B and Healthcare Domain Topology Best

Practices

The Oracle Healthcare Adapter entitles healthcare customers to use both the SOA
Suite for Healthcare integration solution for HL7 interfaces and the B2B solution for all
X12 HIPAA EDI interfaces.

This appendix contains this section:

Deploy HL7 and X12 HIPAA EDI interfaces in Different Domains

M.1 Deploy HL7 and X12 HIPAA EDI interfaces in Different Domains

From a deployment perspective, it is best to install HL7 interfaces (implemented using
SOA for Healthcare) and X12 HIPAA EDI interfaces (implemented using the B2B
infrastructure) in separate domains.

The reasons are:

Operation and on-going maintenance: The healthcare user interface (in SOA for
Healthcare) and the B2B console point to the same database instance and both them
show HL?7 and X12 EDI messages. For that reason, running them in the same
domain to show both HL7 and X12 HIPAA messages can create operational, audit,
and other maintenance issues.

Compliance: The users of X12 HIPAA EDI data typically should not have access to
clinical integration (HL?7) data. Displaying both types of data on the screen
simultaneously might trouble a risk officer.

Performance and scalability: The SLA for typical X12 HIPAA transactions is
different than that required for HL7 documents that include FIFO message
sequence processing. Having separate domains for these two transaction sets
enhances performance and achieves SLAs.

Additionally, if an enterprise is already using a domain for their B2B transactions, it
should not upgrade that domain for use as healthcare domain for HL7 transactions
too. Instead the enterprise should create an separate domain for HL7 transactions.

The single exception to this policy is the case where the enterprise dumps both X12
HIPAA and HL7 documentation in the database. For example, when adding and/or
updating HL7 and X12 HIPAA docs in an EPDR (enterprise patient data repository).

Figure M-1 shows an example SOA healthcare topology that demonstrates the use of
separate domains for B2B and Healthcare. The load balancer uses HTTP to route B2B
transactions to the B2B domain and uses TCP to route Healthcare transactions to the
Healthcare domain.
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Figure M-1 Example of SOA Healthcare Topology Using Separate Domains

Load Balancer

‘ HTTP ‘ TCP
Server 1 Server 2
Machine A Machine B
B2B_DOMAIN
Admin Managed ' Managed Admin
Server Server A . Server B Server
B2B <«—HTTP— L HTTP —|— B2B
SOA i SOA
ums i ums
HC_DOMAIN 5
Admin Managed Managed Admin
Server Server C . Server D Server
- d o S
Healthcare s e Healthcare
(Active)
SOA SOA
UMS uUMs

M-2 Healthcare Integration User's Guide for Oracle SOA Suite




N

Instance Tracking and Error Hospital
Integration

This appendix describes instance tracking and error hospital tracking functionality.

This appendix contains the following sections:

¢ Tracking Messages Between the Oracle Enterprise Manager Fusion Middleware
Control Flow Trace and the Healthcare Console

¢ Tracking the State of a Message from the Oracle Enterprise Manager Fusion
Middleware Control Flow Trace XML

N.1 Tracking Messages Between the Oracle Enterprise Manager Fusion
Middleware Control Flow Trace and the Healthcare Console

It is possible to track messages between the Oracle Enterprise Manager Fusion
Middleware Control flow trace and the B2B/Healthcare console. This functionality is
available for both the JMS and in-memory integration modes.

If you intend to track instances and errors across domains for JMS integration then use
the following properties:

e b2b. fl owTr aceEMURL (or specify the same at the JMS channel level)

Use this property to specify the information about the domain that Oracle
Enterprise Manager Fusion Middleware Control consumes and uses to send JMS
messages from the queue.

e hc. hcReport sURL

Configure this property to point to the SOA Suite for healthcare URL on the
instance where the Oracle Enterprise Manager Fusion Middleware Control is
running. Also, note that this property is equivalent to the healthcare property of
b2b.b2bReportsURL.

These properties are described in more detail in the following chapters of Oracle
Fusion Middleware User's Guide for Oracle B2B:

¢ H Tracking Business Message Flow

* E Setting B2B Configuration Properties in Fusion Middleware Control

N.2 Tracking the State of a Message from the Oracle Enterprise Manager
Fusion Middleware Control Flow Trace XML

It is possible to track the complete state of the message from Oracle Enterprise
Manager Fusion Middleware Control through the flow trace XML. This functionality
is available only for in-memory integration.
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In general, the composite instance state follows the application message in Healthcare.
As soon as the application message is marked complete, the corresponding composite
instance state is updated as complete.

The existing error notification mechanism (sending an exception message to the
exception composite/JMS queue) continues to function normally. Whenever possible
the notification message is associated with the same flow ID of the original business
message.

N.2.1 Inbound Messages

If an inbound document and a composite are deployed to accept the document, there
are two types of failure that can be reported.

Failure before the document is identified: The document itself is not identified
and composite detection is not possible, therefore no fault reporting occurs.

Failure after the document is identified: The composite is detected and a fault
instance is reported in the composite. If an exception composite deployed, the
exception composite instance is part of the same flow ID as the reported fault.

N.2.2 Outbound Non-Batch Messages

The following apply to outbound non-batch messages:

The message remains in the "running” state until the message is delivered to the
remote TP.

Upon successful delivery, the composite instance is marked as being in the
"complete" state.

If an exception occurs during outbound processing, the composite is marked as
being in a "faulted" state with the recovery set to B2B_RECOVERY_REQUIRED.
The user is expected to recover the message in the B2B/Healthcare console. Note
that the recovery state is same for both B2B and healthcare errors.

The following cases are not handled properly and cause the state to be incorrect in
the composite:

— Negative Acks that are received on Healthcare mark the message as in "error".
However, this does not update the composite state back to "error".

— Ack time outs are not tracked. The Healthcare message itself is in the "error"
state, but the composite remains in the "complete" state.

— Resubmitting a completed message results in an error. In this case the flow
instance state shows up as "complete" despite Healthcare showing it as an error.

— To track errors in batching, the user must rely on an exception composite to tap
into the exception notifications sent to the back-end. The exception message
delivered to the back-end is processed as a part of the same flow ID.

N.2.3 Outbound Batch Messages

The following apply to outbound batch messages:

As soon as the batched message is staged within Healthcare and the message is
inserted into the pending message table, the composite instance is marked
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"complete". Any exceptions that occur beyond this state during the batching
process do not affect the state of the original composite.

* The user must rely on an exception composite to tap into the exception notifications
sent to the back-end to track batching errors.
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