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TBREESE, HP—IMERRITHSIBEIREMNISEEIRERNE, XHMESIFER
INRS IR RIS E B NMERENE,

YRR
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Oracle ZFS Storage Appliance A FIR&IiAE, BIFERAREFE (i, ZA. 8. T
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REXRVEARIBGSEHE .
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ER1E,
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» BIBRRS AR — RN (WML X4 RS (Network File System, NFS).
Server Message Block (SMB). Jt£Fi@i&. Internet /NEUIIHENARLIEDO (Internet Small
Computer System Interface, iISCSI). BXZAE#MY (Hypertext Transfer Protocol,
HTTP) XX & &4t (File Transfer Protocol, FTP)) 58l X AFREFRE F Hlo

» BEEAP-EEKE ENEENRSHNAR,
TN{CERATFEERR,

BEEAFAG
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ARFREYUES MNENARNEERNIRMER AR, NARTHEREEFTRNE
ﬂ%@ MARNED BB ERIRA.

FRAGLLFERAEZENTSIANEERZNE (FIUNMRAE ARMHE root BFREL) BR
2, AETRHFAFPNAEEEXHLAREN, i, FaEFEITEER AR A ERER
AZBENBEFPR. RIABERT, FEMA "Basic administration” (BAEIE) AR, ©
BERERIEN.

BEERAPAUZ:

» I — IEBSFR B K S R ERR7E7E Oracle ZFS Storage Appliance Ho

» BRAP—ERIAER NIS 5 LDAP tkF, #RIERNISEREFTIRE. L0
I NIS/LDAP P RS T8 & AH AR, XL 4 Bl B R G
o AIAMBERT, TERT IR,
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BRI IEREIRNREEF B HTTP IR, MAREMRBHAIERS.

iniRlEH IR

Oracle ZFS Storage Appliance 1&33 3/ A= H1%13R (access control list, ACL) 12> 45 10)#%
#llo ACL @—MAFaIELE iHRFE 43 B RaIMLH.

Oracle ZFS Storage Appliance 2 f£HY ACL #&2 L NFSv4 ACL #&EE &G, IkET
Windows ACL iEX, XE—HMFEEN ACL 3, mIiRMHXI X4 B RIVARIE SR,
EHESERFTHNEINXENBERHMEE— ACL, SMB 1 NFS HFFGIhRIEHIREE =
ERERNEZE, MMAE R IFHIELELER P ih RS EHH B R,

—N ACL H—1NE % MARIEHIZ B (access control entry, ACE) A%, =1 ACE #&
& ACE BFHIELIINRAIEZE. ACE N A EIRYEF A4 A RIT S,

ACL 4%

83T NFSv4 ACL, FreliEsIX & B FENA 4 &R ACE, ACE HE&AMR#FIAECE ACL
EEATEHEPIEENZ N RERIRET S

i€ ACL i51a]

NFSv4 ACL EB—EMINF, BM I THITHIE, BFNRGE, B4 ACE BT A
SHIZANR, BENIRRE, [B4: ACE B AT 12 R,

SMB HZE#5FE4% ACL

SMB HEHFR ACL B—MESHERRAXMAHE R ACL L5 ERUBE IR R
BRNRR ACL, HERIRR ACL EXH ACL Z EXRMET —NMplRlizhlE, UER
HEMSEXIHEFIRE, RERRRK ACL 7EEMA SMB XS X4 RFAR #IT1E
B, (IRKET SMB MY FHXHRS, WIREHFRFR ACL FREEMAIER. 2
WWERT, HEFRE ACL ZREBTARTREEHINR.
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ZFS ACL B

ACL {TAMMEBMEUERTF NFS P Hl. SMB BF HI{ER™H&AY Windows iBX B
%£F 7FS B, XIU7ETF NFS FH POSIX iEEX T SMB BN ARERIZIEN ., XLEE
HEES pOSIX FHo

hiERSS

TREM T & HIERSS B BBF P AR .

x1 BIBRS

BRSS BiEA FRAE O

NFS 1&id NFSv3 Al NFSv4 WY B SC R4 1a] 111 #0 2049

iSCSI 1&3id iSCSI #1XAY LUN 514) 3260 0 3205

SMB @it SMB MY BI XX RG] SMB-over-NetBIOS 139
SMB-over-TCP 445
NetBIOS ##EiR 138
NetBIOS & #FRSS 137

RS XHRFREAME

FTP @i FTP iR XX 4 R Stih1a) 21

HTTP i HTTP B R G155 80

HTTPS RFENNTLERE 443

NDMP NDMP EHARSS 10000

mizEH miES 216 #0217

neE X R4 LUN BIERRINE

HFTE EFEURT®

SFTP B SFTP tMYBIX R GiiAIR] 218

TFTP B TFTP NI 4 RS ih1E]

FEXIFHRILE FEXIERLE B AnH = eh28E

FRENRDIROL

ERMEMEZRE, AJUEIER IS, KOSHTRIZBAEHEIEE VMRS EM
& L E—HRRES,

UTFFIRERT QIR MBI RN R DR O
fEANRO
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= icmp/0-65535 (PING)
= tcp/1920 (EM)

= tcp/215 (BUI)

m  tcp/22 (SSH)

= udp/161 (SNMP)

IRFEAT HTTP XHEHZE (BEFZMER) , WEFEUTRAROD:

m  tcp/443 (SSL WEB)
= tcp/80 (WEB)

ke

= tcp/80 (WEB)

- XFEH, RAIseER @B RAEEE (Generic Routing Encapsulation, GRE) f¥i&E, X

BRI LUEREEERIEN LIET1T, FHERErIERERERNM A IREN AR, MR GRE
BXE7E NFS #Z0 LB, MWERERiREOETES. EXMBE LT, mO 216 0
i 217 A FEFF AT

NFS 3GEFN 02528100

BT ZI&E T LIE A Kerberos I P RERHITEIEE R UNAETIHINARS, Kerberos
AT AER NFS iR M HEEZRRIGELT M

BRIAMERT, NFS HZ&E@iE AUTH_SYS RPC WiE# 170 . A LUSHEE AE
i Kerberos EHITHE, A AUTH_SYS i, EFHIAY UNIX FBF ID (User ID,
UID) #14H ID (Group ID, GID) fE WL (52T A2 4238 NFS ARSS288503E, LI HI AT
WEFH_EREA root HRINRMEMARMEAE, Eit, RFEA— HtJARSE
o

AUMUEZRREABAMAIEEEMIARTEH], MMAFRIELITFEEN. DNS Mg
M= RIFRRYIAIEL,

ZeIEN

ZEBRAURZERBEANBEMURITIRE, UTHRNEB T eI B Kerberos ZLIRE -

m  krb5—i@id Kerberos V5 #{TRZ B FIIE
= krb5i—kib5 MM RF FEEIHENH)
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»  krb5p—kib5i MfRFARIF (BEEEMENXMEIMER)

Kerberos XRIMA S A LIELLRENIREDPIEE. AeTeBRAATFEFVIERARY
HEY{E(A] Kerberos 2B HITHES,

Kerberos 8!

. sys— RFAKWIE

= krb5—1{X[R Kerberos v5, &P A HEILLERIH#ITIES

= krb5:krb5i—Kerberos v5, WHETTEM, B O LUERRYIHAERERHITIES

= krb5i—1XPR Kerberos v5 TR , BRI IERLLEEHITES

»  krb5:krb5i:krb5p —Kerberos v5, HHETTEM T, BPN I LUERMRYIHEAVEMR
FKEGHITHER

»  krb5p—1{X[R Kerberos v5 f2fh, P AR LB FHITIES

iISCSI #UERSS

£ Oracle ZFS Storage Appliance FEZE LUN B, &AILUE iSCSI BirEHizE, @id
iSCSI BRS5, iSCSI /Bnh2s el LA iSCSI il ik im B AR,

ZARSS T HFER iSNS ThGHITIE R, BIEFMAIE, iSCSI RS ZIFE RIFEFIEIEDH
¥ (Challenge-Handshake Authentication Protocol, CHAP) FYEE[E30IE (B +r3d B ohas#t T
IRE) MXWELIE (BirflEohasEEWIE) o M, ZRSELZFHTZRIEBRNAF
A&3% (Remote Authentication Dial-In User Service, RADIUS) $EZEHH CHAP WiFHUEE
1%,

AAHERITIIE, AEHTEN, XERMIINTERH#T, NREMEN[ZES
CHAP Z#F#] CHAP Z$A, MASLEHITEIL. MRAMEEN2ZEE CHAP B, WA
FARASHITEMEIE, FILFrE BohssiiErrammNEHt,

BT iSCSI fR%, ERI LIS EREB TR AR ERAN BN EBEYIR, £ iSCSI
#0 CHAP I&3EBY, RADIUS AJF{EIERIEFE RADIUS ARSS2SHIFFE CHAP J3EHAY iSCSI
X

RADIUS ¥

RADIUS @R EFMET REAPRARSZ I HNIT CHAP WIEM RS, {#H iSCSI #1 CHAP
ISIERY, W9 iSCSI hYiEHE RADIUS, XAJ[EIAYAZ A iSCSI #1 RDMA BY iSCSI ¥ &
(iSCSI Extensions for RDMA, iSER), fAfG¥$FiE CHAP IIEAIXE%EER RADIUS ARSS
#50
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791§ Oracle ZFS Storage Appliance BEfi%f$£/ RADIUS 11T CHAP 33, 4IAUHEUTE

K.

KB NINIEE RADIUS fRSSesEiilE, AR5 1% RADIUS fREZ 28BS EBFERMNE
$Ho

RADIUS RESM/NBE—1%E (FlaN, EEFFPNXHEH) 5SSt HIEE
5 FEMERNZE A,

RADIUS %E—1%B (a0, EEAFPXHH) 12t CHAP BMfMHSEN BN
22H9 CHAP Z3AILED,

MR B3 ERE IQN RFF{EN CHAP B2 (XZREINWELE) BRELEEED
"Initiator" (JB&PEs) ERDFNHNBEIEELE, N RADIUS IRSE 25 0J TR IRIE
T,

MNR BN ERARIEA CHAP ZFF, MHSENNE— P BRE BN TZEB5E)
2SHFIEEM IQN R FFE CHAP ZRFFHIRET X R, 1ZBoIsX BT EIEEREIZEMN
CHAP %R,

SMB #iElRSS

SMB ¥ (#9388 Internet X4 £ 4% (Common Internet File System, CIFS)) FEiE
H%$ Microsoft Windows RI£E_EXHHHEZIRR, FI, BREHIIIE,

LR SMB iEIMEE L2 E:

Restrict Anonymous Access to Share List (FRFIERiFOHZZFFIR) —ILLEME
KREFPNEZRBRHEZERRIIRZF1EHE SMB #1171, MRZALEDR, WERE
FHEILUARIHEZERIRYIR. BRIAER TR LED,

SMB Signing Enabled (B SMB £#) —ItiZIAIfFA SMB £ EERERAS
SMB BEF NN E#REY. RBATILED, NEEZNEEXNEL#HITRIE,
FRERTLED, NARIEEZMERZREBNE, RIABER TRRALED,

SMB Signing Required (FFE SMB £%) —FE SMB &R A{ERALIET. BH
LEIRINEY, HTNFRE SMB #1178 S, SNSRHIES, 7% SMB &EENE
P EEZEIRS 2. RIABERT, LLEmL T XERS.

Enable Access-based Enumeration (BRAEFIHRINKE) —i&E X AIRIERF
NHNEIELLEERFE. IREFNENGARIENXHHER, MEREEEFNNE
BAIRPREREZXEHE R, BRINEL TEALED,

Active Directory & {383

EEEX T, AP TE Microsoft Active Directory (AD) F#ITE X SMB EFHA] LAfEMA
Kerberos 3¢ NTLM 3&iFi%#% 2| Oracle ZFS Storage Applianceo

B Fi@d2BRER Oracle ZFS Storage Appliance £ & #TIEIZR, FE—IHAIEiE+
#Y Windows 2P HIGE R Kerberos 303 ; TN, ©TEMER NTLM ik,
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3 SMB EF £ NTLM HIEEEF &R, ARNRIERHE R E AD iz 88 L
1TRIE, XHRAIE R,

WNRE X T RS NTLM I0IERY Windows 22 5HREE, N Windows &P M4 00&EE 2R E
ENBEZINRE. BXEZER, BHSMULLT Microsoft FFEEMBXE:

http://technet.microsoft.com/en-us/library/jj865668%28v=ws.10%29.aspx

iEfE, BPOAFM SMB RIFRII'RE LT, HEXE2 L TXRTIHWAFREEHE —/
TEHIRET (Security Descriptor, SID)o SID FTRAXHFIEIN, ATFHEXHIHIRINE,

T ELARTVIEIE

EI{EAEILT, B TE Oracle ZFS Storage Appliance A8 ITENX . HEN SMB &
FHEZEILAFTEARRISEN, STERMERIZAF AR BFMZEEEHIRIEIE
R

LAN Manager (LM) A MEHI B FEE Hig& 4T TIEAZERFrARRIE DN,
UTHRERTEN LM REMLSIH Oracle ZFS Storage Appliance 1T/9:

n ZR%02: % LM, NTLM 1 NTLMv2 383F
s K5 3: $#EZ LM, NTLM #] NTLMv2 J&3iF
K5 4: $#5% NTLM # NTLMv2 J&3F

= A5 {N#EZ NTLMv2 J2iF

RYINIE Y TIRARF ZfE, MEEBYRSIER. AR SID 5AFM UID 4
AAERE EEXKABFEE— 1 M—R SID. FrigaAithAFR#E X UNIX R,

At 2B FO4FA

KA BB, Al AXEER P REMINEINR, S8 5] LISHY AR R E ST
MEREN. TR /ER v LIEHT XA RIEHIRE IR E X

&3 Microsoft EIRIEHI ST EIRIRE

NHRREEENAFRBEITEIRIRIE, WFER Micosoft EIEREHIE (Microsoft
Management Console, MMC) IZF2 1 TRIIRERENN T —LEiA 0] PR o

UTFIRERT AR REAVFHIIRE:
» —RAR-JIHHAERIR,
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»  Administrators A% 5 — 5 HITHRIFI XA, AR ERE, UNREERSH
EMHHE. Administrators 2B 5338 ] LU BEFMERHEZHRIELR ACL,

mERE

RERMIRSEX GRS ARS. BIERNIGHEXHN, mERHRSER
XY, MREIFSE, MSELIHRHREX . FAHH Oracle ZFS Storage
Appliance BEXRBISMIBSIZEHIT, IMNERS IR BIEFEIRERMFT,

EARMNRSEXFETXHZE, T FNRIERZAASBAEZX . TENAIEE
RAFEM SMB FFHIRMFES M. NFS ERVEAIUERRSAM, BHRF NFS
NN TAEANERER, HERNFEE R AR SMB B LR,

Rz it B I R AVEEIR 5|
SMB TSEHEIERTS | ERBIEHESH L, ERHMT Oracle Solaris AFHEL.

£ L HRME
SMB ARS5 15 SMB IhiVMIE 1 HR; ZARAR X545 F SR,

FTP #UERRSS

FTP M FTP B HIAIRX R4, FIP REFAAFEZER, AP XIUBIEEN

BIRBRSS#HITHIE,

FTP X UTELIEE, XESEETRAT FIP MGHEMAAE XS RFEEHE:

= Enable SSL/TLS (JZH SSL/TLS) —71F SSL/TLS INEHY FTP i&HE, HEARRE FIP
EZME, BABRT, WETLTERBRS. FIP RSHBEHAEEBLDIUERHE
FHRAERVIEH,

= Permit Root login (521 Root HFER) — A1F root AF#1T FTP BR. BINER
T, WAL FRERRS, EAN FIP WILEANEANAE, SHERMERRYEN
L2 N,

=  Maximum Number of Allowable Login Attempts (RAIFHIRAZEREIRXRE) —FTP
EEAZANARNERZRE, eRPURENEETEERZR. FRIAMEN
3o

= Logging level (BR4%&5I) —BEHIFALKS,

FIP Z#FUTHE:
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= proftpd—FTP £, GEMNIERMARIINER=R
= proftpd_xfer— X4 EHBE
= proftpd_tls—5 SSL/TLS MZEHEXEY FTP H14

HTTP #ERSS

#d HTTP, BJLAGER HTTP A HTTPS Wil AR HTTP 4 & Web 53 R GI{FAI kR 4s4%
#l (Web based Distributed Authoring and Versioning, WebDAV) ihiRI XX &4, XHEFE—K,
EPHEREE Web R ERIFNHEXH RS, NREFPHIRMGSZR, RAIREHEESR
WX RAEFH TR

HTTPS RS FEABER LRSI PHEFFRENIERE, ERERTFIRMEED, B0
ERERFERIERK (Certificate Signing Request, CSR) FIFIZiB R LIXLAIE BT A N
(Certificate Authority, CA) #1788, TREVEPM CA RElfG, FJUEIRE LREZIE
o MRIEBZEHIFR CA BEH, BEXTME_UKRESRS CA RFIER. BX
WPEBENEZER, 15517 (Oracle ZFS Storage Appliance EIB8F) o

AIER L TE:

= Require client login (FEZFHER) — R THITIRIEA BEIARIHZ R
R, BRIHEIENXHEEMEN. NRFLELEY, NeZEMXEREH
HTTP AR A "nobody” 5.

» Protocols (YY) —i%#FE3ZHF HTTP M/ HTTPS MiAIR) 7574

= HTTP Port (for incoming connections) (HTTP i (BFENEE) ) —HTIP i
M, #AIAiwE 7 80,

= HTTPS Port (for incoming secure connections) (HTTPS i (AFEANNREE
¥) ) —HTTPS ixH, FINEO N 443,

WRBAT "Require Client Login" (FEZEFHER) , M Oracle ZFS Storage Appliance

BIEMipn) AR A . NIS BF S LDAP AFHNAEMEIEEIENEF M. AXF

Active Directory 38ilF, {XZIFEAH HTTP 183, BRIEFERIIE HTTPS, BNEEH

RINEWBFBIZE, XAgEHAREEMBNR. WMREZMT "Require Client Login"
(BERFFPNER) , IREFRR=HARIEEE.

FERDHITRIE, HAZFKREIEXHNERNERNIR, HEVENXHRIFFIE
ANIZERFIE N, #HEVZNERAFFIA AR BEAMRIT,

NDMP #UERRSS

1B LB EIRE IR MY (Network Data Management Protocol, NDMP) 3%, Oracle
ZFS Storage Appliance AJ LB 5HIZE NDMP ZEF#l (MMAIEEIEN B~ (Data
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RS

Management Application, DMA)) =HIHIE T NDMP & MHTREIR(E. @I EMH
NDMP, EI&EAFEIE (fIN, FHEESELLEERENHEZRRTINEE &
MAIME B AHIEZRIGE (BIM, HEHEgE) MZERR. LI, EaILUEE DMA
FIPMINE A HIEZERIL S,

A2 S I EARSS

Oracle ZFS Storage Appliance itz E &AM EMAZZ RN S FIRME T @EF], FIALLAR
%, AUEEMERERHESHIEI TIRENRS, FUEHEMIERETUEHE
PIPLE IS 5o

BRALARSE, REFMEMIKERNERIEHRURREAMITEMAZRZRNEHE
# RIEANEEERRGE) . BALKRSH, FANERERRREK, BFAIEFIE
At B NHEZH IR,

REIRENITEEH B, FETRIREN oot HPER, XLEEFAFIRELNIR
FBENERNEFEE.

EEfREIRERE, KRER root BFEIERIINERNESLE, HERMIERTER
SHBEPIMRIRENREEH.

ERNBRBENREELENRNB KAF . root AP BREERHEERSKART
i, WAILUKRMBNARNE . FIERERE (BEIKREHRH) #EM SSL #
TR

mEd BB ARG RIMNEERIKBIEIESERY, Oracle ZFS Storage Appliance 415
IheER] LUR/ VBT[], RIEUMAIaEEIRHEIR. BAEFIEERIRSHE NFS fRS3H[ L
B, ZXHEEBUMIES R ETEERILR, HE T LUEFEMEHIZISMEEN BRI
HITRT. EEMRERL, EERFESEFRNXESAIBEINLESE.

ZRHFINSHNEF R, HXERNBEIMEERN [P Ik AFF NFS HEH R, =2

INEEAdE, 157E NFS fRS388 LU NFS HEFRERME LT, BXEZES, #5
% NFS RSS2 XM, 1HEE, REKZAIMNEFHHESR.

EFAEENE

WaIERR: A RERIAAMEINRE, BEBEEEFEHRER, SIAZINAEMERMAYFRIIE, £ Oracle
ZFS Storage ZS5-4. Oracle ZFS Storage ZS5-2. Oracle ZFS Storage ZS4-4 1 Oracle ZFS Storage ZS3-4 &, &
JIRBF RLIEA REE A INZEINAE, ITMEERT /S, SMAZINAERENF eES G E{EM. Oracle (R MEETER
HFREMMERINRF,, BXIFEMEE, 15SIR "Oracle Software License Agreement ("SLA") and Entitlement for
Hardware Systems with Integrated Software Options"s
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20

Oracle ZFS Storage Appliance JEMHZZEE (XHRFM LUN) LUIKRED B HNEBEIE
HNH = R AEEREIE M,

EEmEEN

ZISEEIE—TAERN LOCAL (A#h) ZEAE, HAEREE Oracle Key Manager (OKM)
A%, SMMENDTBEFHZRRHFTE—1KE LOCAL (&) 3 OKM ZRENE
ERH, WENEZAREMEILEEIE, HERA LOCAL (A1) 3¢ OKM ZAERHRY
BERRKAMNEFE,

OKM B4 8 EHAEE RS (key management system, KMS), AL B R E BHY. XT
BETHEHENEURINZNTE K. WIEENALRME T SMHAKITE, IEFEEDIHES
R ZAFEEMEN EMEZZBIRETHENNEE. AN EIRENS.

OKM B] W37 A EIRR IR kY, BFE:

o FRKHRE -OKM HIRIFEIBIEHRATAR, SAUEENMUEESRRRNL2RE
In#E=E Ao

» BB —OKM R T IR —FHENEERS TERIABENBARAREN
B EREPTERN IR FML,

» SAUAM-EREEN N TREE. ISHBTENBEMHRERE, OKMEHTS
Y, MABREEMAT—NERFEES R RZMH,

s KBE-OKM A LUBEAENFHIREUNRESHNEFERR, B IOHERIRENH
AT RSN LB I EEERRERAEERS.

» RIENEPRE - TE OKM B &, FILBEMER, HAILIAFED LOCAL

(7ih) =% OKM ZsAERIREIR TP, ReEERNMFTIRMEBART, BPRMNS

ZIREAS A USEENEETASEN A HHZHRXKEK,

HEIP A

FERMFRBCERESH OKM ZIMWHZ X RMMBMAihR, EEIEFER OKM &
£, OKM BEIE R E MIFRE R

EWERMBNHZHZFNMB AR, BEMDIREEEMN LOCAL () HPEEA
BH. MIRFAZR/AAA, WEMZEBIFMERZHFIMBFEFAAAR. AR
KN ENERATA, NWEETZMEFRIERHEZEERR,

EUTERT, BARTESERF/ATA:

»  HFREER
o [EPREIARSZFFINE B
» [OREIRECEZRRIARES
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n MEHIRE
»  OKM R8P

InZ &R an I HA

mEZEAESFRRRE, EARUBRENSEIERSHIBER T ERER,

MEZSAERREF— 2R, FIEERENEERRERBEEHY, EBEREEATS

8], MfEF OKM & ARSHEANITYY OKM ZAEREANEL . LOCAL (7sith) 1R
FEREZANEN BEERRELEED . WTF LOCAL (&) EAE, EAILTEEIR
g%%ﬁﬁ%ﬁ,uﬁﬁﬁﬂﬁﬁﬁﬁﬁ%%¢,Eﬂ%%#%ﬁ%ﬁ%ﬁﬁﬁ%%ﬁ
I ﬁbo

X HIEARSS

P EB A MM RN RRE IR BEH TR BN EEEE. TIERETBEAT
%iRSS, #WFLURTZ ARAATRIBRIBHIE. ZRSHNEBZAEERAITRARZTATE
[SRSRE4:NESZ a2 8

NFS JR_ERY NFS #HE A3 Oracle ZFS Storage Appliance FAFP #EHl, R T EX & FiEH
THEMEZSRIP; NRARS2ETNITE Kerberos IRMARTIER, NRIEHSBIEL,

SFTP #UERSS

SSH X {4 {&Z5iY (SSH File Transfer Protocol, SFTP) 23FM SFTP B F Mih R X4 £
Gio FANERER, A, AR YIERPEENSTARS HITRIE,

TECIEE SFTP ZARY, KMEBIEREEMAF DEHY user B, SFTP ZRZBFA DA,
FiEd SFTP FAF MR #HITIIE,

A -HFR2RE, ENAEMERELE user BENIE SFTP £, REXLZIA
TR #ATIIE

TFTP $UERSS

B LY (Trivial File Transfer Protocol, TFTP) @ —M{ERHINX GG R NN, ©
WItNEESF LN, {BFRZ FTP WAZHMELE2INEE. TFTP (XMIZiEARS 2IREV/ M E
EANXH. EFEEIHER, BREBETEFRRIENIEE,
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BRIRS

TEAEX I ML

ETFHEXIHALE (Storage Area Network, SAN) 1, BirEMBoIzEE N I 5iZ5EE

765 (Logical Unit Number, LUN) XEXRYB 5l iEchesse. SHENMBEIRAXER LUN R
el IZAFRHBEIn#HITIAR. SENBoigsAXER LUN REEB S ZAFHNE6h23

#{TihRl, EEIEE LUN BY, &R\ LUN BB ANBHFAE. BAEXEL—1E
AR — 1N EEhE84H, LUN eI BERTh5E .

FR7 FiEIE FI0IE Y (Challenge-Handshake Authentication Protocol, CHAP) 383F (R EE
79 iSCSI/iISER BeheSiARIEFZIIENSE) 29, R ITHMIGIE,

* - ERRIABTHRAR LSBT ERZHRR LUN Bhas.

ETNAT AIERE LB B RIRS RENR 2RI,

MEEEIRS

W£&15 EAR33 (Network Information Service, NIS) @— A F B RETE BN R FRIRSS,
Oracle ZFS Storage Appliance B] LIRA{ER AL NIS Z P4, MME NIS BRI UE
X FTP 1 HTTP/WebDAV, X 8][E NIS AR EFISEEEFN. & FEHE SRR
BH#FE NIS 58,

FEBFRiFiRMY

Oracle ZFS Storage Appliance £ & H RiA0]#Y (Lightweight Directory Access
Protocol, LDAP) RIGIFEIERA P UNFELEHIERS AR (FTP. HTTP) . 8&%H
LDAP-over-SSL &%, LDAP ARt ERX TR MANEEHEIUTAER:

» EEATESMETRAFPNANZTNARRE,

s WFERAZMRREIENY (40 NFSv4) , 2 FRERGYEI A A LA LU M F #14E B
CNEZE

» EXHEIARHEH P ER AR R RS,

(A% FRATFEEMEIERINIERIIELE,

LDAP & r] LUBEIRIENE, 5190, ZAF =1{M Oracle ZFS Storage Appliance 343l

%gﬁﬁﬂ‘, ZIRE R USIHENZA P [ LDAP lRSZEFWIES 1 (FIEHIAKIERT—FH]
&) o
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ST LDAP EER e, FESMEIFRE:

G EREIARS ZAVIGIE
n REEEZN
n IRFRFEABFPH Kerberos EIE#1TIUE
IR ERFERIEERNIE AP MERHITION
» REVBINLEMNRIE RFRSEET EMIVRSSS)
n REE
= {HF Kerberos XYRSS 28 #1TI0IE
»  fEF TLS iIEBXIARSZ2FFHITIIE

WRFERT Kerberos 3§ TLS, M@ LDAP EHEEHMNEGEENEZN, EEMERTA
ZBINZM, R TLS i, EEENMNE—NMEEARTEN, NS ERSSFIIERH
ERTEXRRIELUENE=EE,

TESNERREIEZ M LDAP lRSFJAVERBMANMIES, EREFHESANFE
LDAP fR55 288 89IEHo

DX H5RIA TLS (LDAPS), Az#F STARTTLS iE#E, MLEEETEATEM LDAP £
LEash, ARRBIREERE, FXFEEZFIIEBH LDAP fRE25.

= gnl

E P A LAER SMB 8% NFS i8] Oracle ZFS Storage Appliance BRI {4 #R;
MNEFHESE— M E—BAFPINRF. SMB/Windows FiIF BB R AR (Securlty
Descriptor, SID), UNIX/Linux P EBRF ID (User ID, UID), FAF XA LUZLEAIAY
5, XLEAMLA SID /iR (XFF Windows FBF) j%EEQH ID (Group ID, GID) #5iR (3¢
F UNIX/Linux BF) o

ERMERAXAMIINGARIX S ERNIMER, BERIFERISHNEXR, HIMIED
UNIX AP ERTFEA Active Directory FAF . XX FHE %1% & £ X4 IRAYIA RIYR
EEEE,

B ESMAERE NS HIET, X3 & Active Directory. LDAP #1 NIS HEH RRS. T
BEFERANERRS, MY NOERREEREME.
UNIX tRiRE

Microsoft 32t T —I#R A9 “UNIX FRiRE IE"( Identity Management for UNIX, IDMU) EYIf)
BE. LEERFIEFATF Windows Server 2003, HBES Windows Server 2003 R2 F1 & S hRk 41l
48, ItkIhEE R Z HIFRA "Services for UNIX" BIINEERI—ER9y (RAIEREIAZZC) o
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RgRE

RggE

IDMU M FE B iR 2% Windows fEA NIS/NFS BR$88, IDMU AT EERIEE—A
5 UNIX # %8955 UID. GID. &F shell. EABF, WFABELRMNESE, X
LEBIEFEH AD Bid U REC 2307 (BERT2HEE) BRI NIS ARSEZRHAY,

fEF IDMU MREFEICEY, S0 BRETARSS XL UNIX BT Windows 145 UNIX
BMpZERBIMS XA, kA EZ5ETERIMSIEERM, EREHMFREIEN

IDMU BRI MEN, MARATERAERIEN. ERILLTZAN, TAEREM
HtETF B RAVIRST,

HET B RS

ET B R8RS K29 LDAP 3§ Active Directory ¥R INFHE K AN B 19 PR ET 2T R F
8 LNV ESHINER. DANALEXLESITRKEKTINE .

BT 2RaveRsy

E TR FRRVBRETS M QI B B MR 2 FRIRGT SRV, XLEFNTE Windows B85
UNIX S13Z BRI EX R,

Il B BR &

MREHEEATHEAFNETRIFABREFIN, REEE IGETERET 1% AR EIR
BYEIE, BRIEXLEIGBYEIERIELBREIPEIE, HIFA IR UNIX B FREY Windows FAF

TERG LEIE—NXXHRY, A SMB RIZXHRY Windows B P HLRIANIZX 431
Windows B 3FiH, B2, NFS ZEFPHREIANIZX MY "nobody" FiB,

UTFETHERTIANRARLZ2IRE,

[B]#%

[E13% AR 53 BB F & IZ Oracle ZFS Storage Appliance ;¥ it LA B3R IZIZ T 5ARSS . XLEHE
AR R P #iE s T iR,

JERRRE Oracle ZFS Storage Appliance 5 Oracle BE £ 1P &R, AILUERZI IR ERE
Oracle €&, FMEEEAEHRARSHITTRF M
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RYIRE

[Bl#%AR55 5 Oracle XFHEH TIBIS KR

»  BERE — RAM Oracle |EMFRFLIRT BoIRS AN, RIFHREAIER, BT
T sz #5%flo

s (OBE—MA Oracle XxEHOBUEERIERRAKR T BINHBIETEIET. S—TEM
ERRRKEELERIZ OB, Oracle XHFr]aeRBAIMKF BIRRARBKR Ao

. géﬁ@ﬂﬁ—r’:ﬂ Oracle KIXEHLHEE, 1A RIsAFRIEE AR AFECE LU FHEED

ARSS TR

fEFARSZ¥RE 7] LIZ 18 Oracle ZFS Storage Appliance SREXUI T8, MM mia 8
SR MER:

» REFHIS
n RYGEER
» BfhRES

FILATE Oracle XFFHUEMBRSSATEE, MIMABRIERERERY Oracle 185, WUKRA LUINEARSS
BR. FINMERT, BRRSITE.

Kerberos IR

Kerberos RS NGB BIET R IUKITS Kerberos IMERRSFERAII NFS. HTTP. FTP.
SFTP #1 SSH FARSBYIA AR A0, &EF A HIAMERER B FFILEA Kerberos A
¥ Kerberos J0EF FiXLeARSS, Kerberos iR A] LUAF A{EHE NFS i E M HE R RIZ
BTN, W“NFS BIFMINZRIE” [13]1 PR,

Kerberos ] Active Directory RIEIE/E A, EANENEFRNIMEMNER, mERLTE
EIRZSEY, Kerberos SMHEEAIAGIH. H{NE Active Directory & FiERIIRSEY, MELH
RIS

15 R BB 1 1% B 1IN

5 SR MR fZ 51X (Simple Mail Transfer Protocol, SMTP) %1% Oracle ZFS Storage
Appliance £FEIFREHME, BEEN TWMMNEENER. SMTP MMEZIMBEME; B1X
RIXHR1ZI%E B 5 B4 R AYER

RIAMERT, SMTP BRSSfEA DNS (MX i2R) HEEGRXIINMUE, NREENZ

IRERHECE DNS, HEINRKEFHFHIBIREARIERHIRE DNS MX iR, AR izigE
Fo& i@ SR iR 4Bk 55 88 5% A PR A BB
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26

5] R E IR TN

81 B2 LK E IR Y (Simple Network Management Protocol, SNMP) 7E Oracle ZFS Storage
Appliance EIREFNINEE: SNMP AJLIMBIGERESE R, AIUEREZEIRFK LIX SNMP
Pabi. EALLARSSEIRILIER SNMP A7 vi. v2c fl v3. IRERZZIF 128 MIEM
EIHEMERE,

Syslog JHE

syslog HE M Oracle ZFS Storage Appliance 52| — MR ZMEIER KRV NEHHE
Bo Syslog 12T mMHI&HINEE

s ALEEERRA—NHZMERERFAKIE syslog JH S

» I§E EHF syslog RS R H syslog THEE R IIZRZRS,

syslog FTLAECE 79f£ 8 RFC 3164 AR HFHET, S(EZ RFC 5424 FEARRIE Y
ARS8 o Syslog JHEE/ UDP #iEIRFH. ALk, EIFTRSWNEER, K
BNMRREXRFNEREHMEIEEHE, WAIRBRATRXXLHS, A, E§ER
ROZIARTEMEZHREERHENERT, —LHEFTRERAHEREF

HEEEUTRE:

R’E, ERAHEBHNARGAGRIEE

TEN, MASHEHEXRKEIWAINTERE
BE)E, FRXEXSEMRIETE (L UTC BYEl&Rz)
ENHB, BRIKENBERN

&, HRAHEBHNRGAGBRIT

HE, EREHES

£ i

LEARSZIRERA BRI EREE, WRFRF Oracle ZFS Storage Appliance #%EIREHIN
KUBRERNZTAE, NWAIRREEENRABTNUE,

B

I HE R ITRERR ST, LUE Oracle ZFS Storage Appliance #3MFH B IEREER_FIRIFRYER
B, MERER— I E6HIE, CETHNHRENEEEERICNABEIARNEXAPIEL
ERVEENERIR. METQNEIXEXBEBXE RN FRVEIERERFEEE,
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G

BrLESHER
HEATHIEHERINEN, TAHRAZRFHTE, XEEBEIMBREHRRLER
R, HRMEANHERFNHEREFNHRER. 8, XFaFImEE R EHRERN

HERE, WERFHEER T Oracle ZFS Storage Appliance qﬂi/\f’ﬁjj’gﬁﬁ]/}_ﬁ'],\;ﬁ/}_, Bh
ﬁlx%?lﬂ:ﬁ %, BREE LN NEZREREDIEHES,

BHRHAZER, BAUNEMHNREXNEALES. RAERT, LEELTFEBRR

[[a%Ye}

ZK *H' T 5?%*5*5’] Ell_.\lailjjﬁbo

HitEE

HItETIERTBAAEDHENS (BFEERMEHE BULH CLI) MERIRE, TRETRT
BUI FRIBER B RBVEHITAEFK B RA:

&2 HitAERER
BiE] AR EM BE KIEER
2013-10-12 05:20:24 | root galaxy Disabled ftp service
2013-10-12 03:17:05 | root galaxy User logged in
2013-10-11 22:38:56 | root galaxy Browser session
timed out
2013-10-11 21:13:35 | root <console> Enabled ftp service

[E%HE

NREA T [E%, MIEAEEERS Oracle IKARRZENEEEMH. TERE BUI F8]
RERETRBIEIRFERA:

=3 E%EEIER

B a] 588 #ZR
2013-10-12 05: | Uploaded file 'cores/ak.45e5ddd1-ce92-c16e-bSeb-9cb2a8091f1c.targz’ | OK (IEH)
24:09 to Oracle support
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BT LITE LA T I E &KX Oracle ZFS Storage Appliance F5EE = RE R .
https://docs.oracle.com

£ BUI B2 & Oracle ZFS Storage Appliance BY, EAIUEERREREEH LA
"Help" (#8)) HERETHXNZERNERER.
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