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Preface

This guide is for Simphony Cloud Services users and provides post-installation steps
to perform after a fresh installation or upgrade to the Simphony 18.1 release.
Beginning with the Simphony 2.9 release or later, users must install Reporting and
Analytics (R&A) separately from Simphony using the Back Office R&A installation
application. For upgrades from versions prior to Simphony 2.9, users must upgrade to
Reporting and Analytics version 8.5.1 Patch 3 prior to installing or upgrading to
Simphony version 2.9. The Simphony 18.1 release is compatible with both R&A
versions 8.5.1 Patch 3 and 9.0 Patch 8.

Audience

This installation guide is intended for installers, programmers, technical support teams,
product specialists, and others who are responsible for setting up Oracle Hospitality
Simphony version 18.1.

Customer Support

To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following:

• Product version and program/module name

• Functional and technical description of the problem (include business impact)

• Detailed step-by-step instructions to re-create

• Exact error message received and all associated log files

• Screen shots of each step you take

Documentation

The Simphony Installation Guide contains more information about performing
installations and upgrades to Simphony.

Oracle Hospitality product documentation is available on the Oracle Help Center at 
http://docs.oracle.com/en/industries/hospitality/.

Revision History

Date Description of Change

July 2018 Initial publication

July 2018 Updates to Chapter 1 for post-upgrade steps
for CAPS on IIS

v

https://support.oracle.com
http://docs.oracle.com/en/industries/hospitality/


1
Upgrading Simphony

The information on this page provides instructions on how to perform an upgrade to
your Simphony system.

• Upgrading to the Simphony 18.1 Release
Simphony version 18.1 performs an upgrade to Simphony version 2.7.6 or later.
To enhance your system’s security, during the installation, the Simphony
installation application enables you to physically separate the Transaction
(MCRSPOS) database from the Security (MCRSCACHE) database (onto another
database server), and then proceed with the upgrade. Oracle Hospitality strongly
recommends to store these databases on separate database servers. The
following sections review three possible upgrade scenarios:

• Upgrading Prior to the Simphony 18.1 Release

• Upgrades with Separate Transaction and Security Database Servers (when
adding a new database server)
This section provides upgrade instructions to enhance your site’s system security.
This includes adding a new physical database server to house the site’s security
database. If the site uses multiple Simphony application servers, upgrade the
initial application server to version 18.1. After upgrading subsequent application
servers, ensure that on each application server, that the security database server
name matches the dataSource entry for the CACHE host name located in the
application server’s DBSettings.xml. This file is located on the initial Simphony
application server that was upgraded. For example:

• Upgrades without Separate Transaction and Security Database Servers
This section provides upgrade instructions for site’s that want to maintain their
Transaction and Security databases on the same database server. To initiate this
type of upgrade, perform the following steps:

• Upgrades with Existing Separated Transaction and Security Database Servers
This section provides upgrade instructions for site’s that already have separate
Transaction and Security database servers. To initiate this type of upgrade,
perform the following steps:

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Related Topics

• Upgrading to the Simphony 18.1 Release
Simphony version 18.1 performs an upgrade to Simphony version 2.7.6 or later.
To enhance your system’s security, during the installation, the Simphony
installation application enables you to physically separate the Transaction
(MCRSPOS) database from the Security (MCRSCACHE) database (onto another
database server), and then proceed with the upgrade. Oracle Hospitality strongly
recommends to store these databases on separate database servers. The
following sections review three possible upgrade scenarios:
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• Upgrading Prior to the Simphony 18.1 Release

• Upgrades with Separate Transaction and Security Database Servers (when
adding a new database server)
This section provides upgrade instructions to enhance your site’s system security.
This includes adding a new physical database server to house the site’s security
database. If the site uses multiple Simphony application servers, upgrade the
initial application server to version 18.1. After upgrading subsequent application
servers, ensure that on each application server, that the security database server
name matches the dataSource entry for the CACHE host name located in the
application server’s DBSettings.xml. This file is located on the initial Simphony
application server that was upgraded. For example:

• Upgrades without Separate Transaction and Security Database Servers
This section provides upgrade instructions for site’s that want to maintain their
Transaction and Security databases on the same database server. To initiate this
type of upgrade, perform the following steps:

• Upgrades with Existing Separated Transaction and Security Database Servers
This section provides upgrade instructions for site’s that already have separate
Transaction and Security database servers. To initiate this type of upgrade,
perform the following steps:

Upgrading to the Simphony 18.1 Release
Simphony version 18.1 performs an upgrade to Simphony version 2.7.6 or later. To
enhance your system’s security, during the installation, the Simphony installation
application enables you to physically separate the Transaction (MCRSPOS) database
from the Security (MCRSCACHE) database (onto another database server), and then
proceed with the upgrade. Oracle Hospitality strongly recommends to store these
databases on separate database servers. The following sections review three possible
upgrade scenarios:

• Upgrades with Separate Transaction and Security Database Servers (when
adding a new database server)

• Upgrades without Separate Transaction and Security Database Servers

• Upgrades with Existing Separated Transaction and Security Database Servers

1. Ensure that the Simphony application and database servers meet the
requirements listed in the Oracle Hospitality Simphony Installation Guide,
specifically the Pre-Installation Tasks section.

2. Log in and download the Simphony version 18.1 installation application from the
Oracle Technology Network (OTN) website at https://edelivery.oracle.com/.

3. Run the Setup and click Next.

If you have the application and the database on separate servers, run the
installation application on the application server.

4. Enter the logon credentials for a database administrator, and then click OK.

• If you are using an Oracle Database, enter the credentials for the sys user.

• If you are using a Microsoft SQL Server database, enter the credentials for the
sa user.

Beginning with the Simphony 2.10 release or later, you can now upgrade
application components on servers with or without downloading CAL Packages.

Chapter 1
Upgrading to the Simphony 18.1 Release

1-2

https://edelivery.oracle.com


This flexibility helps to speed up the upgrade process on properties utilizing
multiple application servers.

Figure 1-1    Simphony Components Installation Options

5. If are not using a Load Balancing server and are utilizing the Import/Export feature
or plan to use the Engagement Cloud Service:

a. Select IIS for the Certificate Location field.

b. To add a new certificate, select New, click Select, enter or select the
certificate location, and then enter the Password for the certificate.

c. To add an existing certificate, select Existing, and then select the certificate
from the drop-down list.

d. Enter the port number in the Service Host Secure Port field.

If you define a Service Host Secure Port number other than the default of 443,
you need to configure the IIS Bindings of each Application Pool to the new
port. For information on adding IIS Bindings, refer to the Microsoft TechNet
Library at https://technet.microsoft.com/en-us/ for more information.

6. Enter the IP address of the server for the Service Host Name (computer name) in
the Https IP Address field. If the server is using a Domain Name System (DNS)
or Host file mapping, you can enter the name of the server instead of the IP
address. To install Simphony on a named instance of Microsoft SQL Server, enter
the Server Host Name as ServerName\InstanceName.

Chapter 1
Upgrading to the Simphony 18.1 Release
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Figure 1-2    Simphony Install Certificate Information

7. Click Next.

8. If you are using a Load Balancing server and are utilizing the Import/Export
Service or plan to use the Simphony Engagement Cloud Service, select
LoadBalancer for the Certificate Location field.

9. Enter the port number in the Service Host Secure Port field.

• If you define a Service Host Secure Port number other than the default of 443,
you need to enable that port on the Load Balancer server.

• If you define a Service Host Secure Port number other than the default of 443,
you also need to configure the IIS Bindings of each Application Pool to the
new port. For information on adding IIS Bindings, refer to the Microsoft
TechNet Library at https://technet.microsoft.com/en-us/ for more information.

• You can define any free port number for the Service Host Port. If you define a
port number other than the default 443, you must manually change the port
number when you install subsequent services.

• If you plan to install Reporting and Analytics on the same server as Simphony,
do not assign port number 8081 for the Service Host Port. This is the default
port number assigned to the Red Hat JBoss server for Back Office Reports.

a. Select IIS in the Certificate Location field.

b. To add a new certificate, select New, click Select, enter or select the
certificate location, and then enter the Password for the certificate.

c. To add an existing certificate, select Existing, and then select the certificate
from the drop-down list.

10. Click Next.

Chapter 1
Upgrading to the Simphony 18.1 Release
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11. Enter the Service Host Name and Service Host Port number as well as the
Default Gateway IP and Default Net Mask IP addresses

12. Click Next.

Figure 1-3    Service Host and Default Gateway Addresses

13. Enter the following information that is used to connect to the security database,
and then click Next.

Enter a database administrator’s logon credentials, click OK.

a. Server Name - Enter the name of the database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter your security database access user name.

e. Password - Enter your security database access password.

f. Database Port - Enter the port number used to access the security database
server, and click Next.

Chapter 1
Upgrading to the Simphony 18.1 Release
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Figure 1-4    Security Database Connection Information

14. Enter the following information that is used to connect to the reporting database.

Enter a database administrator’s logon credentials, click OK.

a. Server Name - Enter the name of the reporting database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter (or verify) your reporting database access user name.

e. Password - Enter your reporting database access password.

f. Database Port - Enter the port number used to access the reporting
database.

g. Username - Enter (or verify) your reporting database access user name.

h. Password - Enter your reporting database access password, and click Next.

Chapter 1
Upgrading to the Simphony 18.1 Release
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Figure 1-5    Simphony Install Reporting Database Connection

15. You have the option to configure Multi-Factor Authentication (MFA) if you already
have your SMTP email servers setup and validated. Refer to the Oracle Hospitality
Simphony Installation Guide, specifically the MFA Configuration During the
Installation of Simphony section for instructions about configuring MFA during the
installation/upgrade process.

16. Click Confirm.

17. After the upgrade completes, click Finish to exit the upgrade wizard.

18. Click Yes to restart the computer.

Related Topics

• Upgrading Simphony
The information on this page provides instructions on how to perform an upgrade
to your Simphony system.

Upgrading Prior to the Simphony 18.1 Release
1. Ensure that the Simphony application and database servers meet the

requirements listed in the Oracle Hospitality Simphony Installation Guide,
specifically the Pre-Installation Tasks section.

2. Log in and download the Simphony 18.1 release installation application from the
Oracle Technology Network (OTN) website at https://edelivery.oracle.com.

3. Run the Setup and click Next. If you have the application and the database on
separate servers, run the installation application on the application server.

4. Enter the logon credentials for a database administrator, and then click OK.

• If you are using an Oracle database, enter the credentials for the sys user.

• If you are using Microsoft SQL Server, enter the credentials for the sa user.

5. Select Update Application Components on this machine, and then click Next.

Chapter 1
Upgrading Prior to the Simphony 18.1 Release
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6. If you are using a Load Balancer server and utilizing the Import/Export Service or
plan to use the Oracle Hospitality Simphony Engagement Cloud Service, select
LoadBalancer for the Certificate Location field. If you define a Service Host
Secure Port number other than the default of 443, you need to enable that port on
the Load Balancer server.

7. If you are not using a Load Balancer server and are installing the Import/Export
Service or plan to use the Engagement Cloud Service:

a. Select IIS for the Certificate Location field.

b. To add a new certificate, select New, click Select, enter or select the
certificate location, and then enter the Password for the certificate.

c. To utilize an existing certificate, select Existing, and then select the installed
certificate from the drop-down list.

d. Enter the Service Host Secure Port.

If you define a Service Host Secure Port number other than the default of
443, you need to configure the IIS Bindings of each Application Pool to the
new port. For information on adding IIS Bindings, refer to the Microsoft
TechNet Library at https://technet.microsoft.com/en-us/ for more information.

8. If you are connected to Reporting and Analytics, enter the passwords for the
MMSQL and CEDB database users, and then click Next.

9. If you have Reporting and Analytics installed and want to connect to it, click Yes
when prompted, enter the information to connect to the reporting database, and
then click Next.

10. Click Next, and then click Confirm to begin the upgrade.

11. Click Yes to restart the server.

Related Topics

• Upgrading Simphony
The information on this page provides instructions on how to perform an upgrade
to your Simphony system.

Upgrades with Separate Transaction and Security Database
Servers (when adding a new database server)

This section provides upgrade instructions to enhance your site’s system security. This
includes adding a new physical database server to house the site’s security database.
If the site uses multiple Simphony application servers, upgrade the initial application
server to version 18.1. After upgrading subsequent application servers, ensure that on
each application server, that the security database server name matches the
dataSource entry for the CACHE host name located in the application server’s
DBSettings.xml. This file is located on the initial Simphony application server that was
upgraded. For example:

alias="Cache"

dbType="<TYPE> "

dataSource="<SERVERNAME>"

To initiate this type of upgrade:

Chapter 1
Upgrades with Separate Transaction and Security Database Servers (when adding a new database server)
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1. Perform steps 1-5 as shown in Upgrading Prior to the Simphony 18.1 Release

2. Certificate Location - Throughout the Simphony 18.1 upgrade process, the
Simphony installation application checks for the entry of a valid Service Host
Name. The following parameters review the installation application’s Service Host
Name validation behavior:

a. If Microsoft Internet Information Services (IIS) is selected for the Certificate
Location field, note that the Service Host Name (to be entered on the next
installation screen) is based on the installed secure certificate's Common
Name (CN) field.

b. Certificate - To add a new certificate, select New, click Select, enter or select
the certificate location, and then enter the Password for the certificate.

c. To utilize an existing certificate, select Existing, and then select the installed
certificate from the drop-down list.

d. If you are using a Load Balancer server and utilizing the Import/Export Service
or plan to use the Oracle Hospitality Simphony Engagement Cloud Service,
select LoadBalancer for the Certificate Location field. Note that the Service
Host Name (to be entered on the next installation screen) is based on the Full
Qualified Domain Name (FQDN) of your application server.

e. Https IP Address - Enter the application server’s IP address.

f. Service Host Secure Port - If you enter a port number other than the default
of 443, you need to enable that port on the Load Balancer server and then
click Next.

3. When using IIS, enter (or verify) the Service Host Name (for the Simphony
application server). If the Service Host Name does not match the installed secure
Certificate’s CN text, a warning message dialog appears.

a. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

b. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

4. When using LoadBalancer, enter (or verify) the Service Host Name (for the
Simphony application server). If the Service Host Name does not match the FQDN
of your computer, a warning message dialog appears.

a. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

b. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

5. Enter the following information that is used to connect to the security database:

a. Server Name - Enter the name of the security database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter your security database access user name.

e. Password - Enter your security database access password.

f. Database Port - Enter the port number used to access the security database
server, and then click Next.

Chapter 1
Upgrades with Separate Transaction and Security Database Servers (when adding a new database server)
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6. Enter your security database administrator Username and Password logon
credentials, and then click OK and Next. If the security database server name and
logon credentials entered in step 3, matches the server name where the
Transaction database is stored, the installation application prompts and affords
users the opportunity to separate the databases onto different database servers.
Since you want the two databases separated, click Yes.

7. Enter the following information that is used to connect to the secondary database
server and then click Next:

a. Server Name - Enter the name of the secondary database server. This name
should match the dataSource entry for the CACHE host name located in the
application server’s DBSettings.xml. For example:

alias="Cache"

dbType="<TYPE> "

dataSource="<SERVERNAME>"

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name). Per
the Pre-Installation Tasks, for Microsoft SQL Server users, the
implementation consultant must go to the secondary database server and
manually create the folders specified in the Remote Database Location field.
Alternatively, the implementation consultant can enter the location of
previously existing files on the secondary database server. Click Next.

d. Username - Enter your security database access user name.

e. Password - Enter your security database access password.

f. Confirm Password - Re-enter your security database access password.

g. Database Name - Enter the name of the security database.

h. Database Port - Enter the port number used to access the security database.

i. Remote Database Location - Enter the path and folder names where the
Security database is to be created.

Chapter 1
Upgrades with Separate Transaction and Security Database Servers (when adding a new database server)
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Figure 1-6    New Security Database Information

8. Enter the logon credentials for a database administrator, and then click OK.

• If you are using an Oracle Database, enter the credentials for the SYS user.

• If you are using a Microsoft SQL Server database, enter the credentials for the
SA user.

9. Enter the following information to connect to the reporting database:

a. Server Name - Enter the name of the reporting database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter (or verify) your reporting database access user name.

e. Password - Enter your reporting database access password.

f. Database Port - Enter the port number used to access the reporting
database.

g. Username - Enter (or verify) your reporting database access user name.

h. Password - Enter your reporting database access password, and click Next.

10. Enter a database administrator’s logon credentials, click OK, and then click Next.

• If you are using an Oracle Database, enter the credentials for the SYS user.

• If you are using a Microsoft SQL Server database, enter the credentials for the
SA user.

11. Click Confirm. The installation application creates a new user and security
database on the secondary database server and drops them from the original
database server. When the upgrade is complete, click Finish.

Chapter 1
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Related Topics

• Upgrading Simphony
The information on this page provides instructions on how to perform an upgrade
to your Simphony system.

Upgrades without Separate Transaction and Security
Database Servers

This section provides upgrade instructions for site’s that want to maintain their
Transaction and Security databases on the same database server. To initiate this type
of upgrade, perform the following steps:

1. Perform steps 1-5 as shown in Upgrading Prior to the Simphony 18.1 Release.

2. Certificate Location - Throughout the Simphony 18.1 upgrade process, the
Simphony installation application checks for the entry of a valid Service Host
Name. The following parameters review the installation application’s Service Host
Name validation behavior:

a. If Microsoft Internet Information Services (IIS) is selected for the Certificate
Location field, note that the Service Host Name (to be entered on the next
installation screen) is based on the installed secure certificate's Common
Name (CN) field.

b. Certificate - To add a new certificate, select New, click Select, enter or select
the certificate location, and then enter the Password for the certificate.

c. To utilize an existing certificate, select Existing, and then select the installed
certificate from the drop-down list.

d. If you are using a Load Balancer server and utilizing the Import/Export Service
or plan to use the Oracle Hospitality Simphony Engagement Cloud Service,
select LoadBalancer for the Certificate Location field. Note that the Service
Host Name (to be entered on the next installation screen) is based on the Full
Qualified Domain Name (FQDN) of your application server.

e. Https IP Address - Enter the application server’s IP address.

f. Service Host Secure Port - If you enter a port number other than the default
of 443, you need to enable that port on the Load Balancer server and then
click Next.

3. When using IIS, enter (or verify) the Service Host Name (for the Simphony
application server). If the Service Host Name does not match the installed secure
Certificate’s CN text, a warning message dialog appears.

a. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

b. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

4. When using LoadBalancer, enter (or verify) the Service Host Name (for the
Simphony application server). If the Service Host Name does not match the FQDN
of your computer, a warning message dialog appears.

a. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

Chapter 1
Upgrades without Separate Transaction and Security Database Servers
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b. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

5. Enter (or verify) the Service Host Name for the Simphony application server,
Default Gateway IP address, and Default Net Mask in their corresponding fields,
and then click Next.

6. Enter the following information that is used to connect to the existing security
database, and then click Next:

a. Server Name - Enter the name of the security database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter your security database access user name.

e. Password - Enter your security database access password.

f. Database Port - Enter the port number used to access the security database
server, and then click Next.

7. Enter the following information to connect to the reporting database:

a. Server Name - Enter the name of the reporting database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter (or verify) your reporting database access user name.

e. Password - Enter your reporting database access password.

f. Database Port - Enter the port number used to access the reporting
database.

g. Username - Enter (or verify) your reporting database access user name.

h. Password - Enter your reporting database access password, and click Next.

8. Enter a database administrator’s logon credentials, click OK, and then click Next.

• If you are using an Oracle Database, enter the credentials for the SYS user.

• If you are using a Microsoft SQL Server database, enter the credentials for the
SA user.

9. Click Confirm. The installation application creates a new user and security
database on the secondary database server and drops them from the original
database server. When the upgrade is complete, click Finish.

Related Topics

• Upgrading Simphony
The information on this page provides instructions on how to perform an upgrade
to your Simphony system.

Chapter 1
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Upgrades with Existing Separated Transaction and Security
Database Servers

This section provides upgrade instructions for site’s that already have separate
Transaction and Security database servers. To initiate this type of upgrade, perform
the following steps:

1. Perform steps 1-5 as shown in Upgrading Prior to the Simphony 18.1 Release.

2. Certificate Location - Throughout the Simphony 18.1 upgrade process, the
Simphony installation application checks for the entry of a valid Service Host
Name. The following parameters review the installation application’s Service Host
Name validation behavior:

a. If Microsoft Internet Information Services (IIS) is selected for the Certificate
Location field, note that the Service Host Name (to be entered on the next
installation screen) is based on the installed secure certificate's Common
Name (CN) field.

b. Certificate - To add a new certificate, select New, click Select, enter or select
the certificate location, and then enter the Password for the certificate.

c. To utilize an existing certificate, select Existing, and then select the installed
certificate from the drop-down list.

d. If you are using a Load Balancer server and utilizing the Import/Export Service
or plan to use the Oracle Hospitality Simphony Engagement Cloud Service,
select LoadBalancer for the Certificate Location field. Note that the Service
Host Name (to be entered on the next installation screen) is based on the Full
Qualified Domain Name (FQDN) of your application server.

e. Https IP Address - Enter the application server’s IP address.

f. Service Host Secure Port - If you enter a port number other than the default
of 443, you need to enable that port on the Load Balancer server and then
click Next.

3. When using IIS, enter (or verify) the Service Host Name (for the Simphony
application server). If the Service Host Name does not match the installed secure
Certificate’s CN text, a warning message dialog appears.

a. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

b. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

4. When using LoadBalancer, enter (or verify) the Service Host Name (for the
Simphony application server).

a. If the Service Host Name does not match the FQDN of your computer, a
warning message dialog appears.

b. Do not ignore the message, select No, and then correct the invalid Service
Host Name.

5. Enter the Default Gateway IP address and Default Net Mask in their
corresponding fields, and then click Next.

6. Enter the following information that is used to connect to the existing security
database, and then click Next:
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a. Server Name - Enter the name of the security database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter your security database access user name.

e. Password - Enter your security database access password.

f. Database Port - Enter the port number used to access the security database
server, and then click Next.

7. Enter the following information to connect to the reporting database:

a. Server Name - Enter the name of the reporting database server.

b. Service Name - Oracle Database users - Enter the name of the service (TNS
alias).

c. Instance Name - Microsoft SQL Server users - Enter the Microsoft SQL
Server’s database name (usually contains the database server’s name).

d. Username - Enter (or verify) your reporting database access user name.

e. Password - Enter your reporting database access password.

f. Database Port - Enter the port number used to access the reporting
database.

g. Username - Enter (or verify) your reporting database access user name.

h. Password - Enter your reporting database access password, and click Next.

8. Enter a database administrator’s logon credentials, click OK, and then click Next.

• If you are using an Oracle Database, enter the credentials for the SYS user.

• If you are using a Microsoft SQL Server database, enter the credentials for the
SA user.

9. Click Confirm. The installation application creates a new user and security
database on the secondary database server and drops them from the original
database server. When the upgrade is complete, click Finish.

Related Topics

• Upgrading Simphony
The information on this page provides instructions on how to perform an upgrade
to your Simphony system.

Post-Upgrade Steps for CAPS on IIS for Simphony 2.9
Users

This section only applies if you are upgrading from the Simphony 2.9 General Release
(GR) and are using either an Oracle or Microsoft SQL Server database platform, and
are upgrading to Simphony 2.10 or 18.1.
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Note:

No additional post-upgrade steps are necessary for CAPS on Microsoft
Internet Information Services (IIS) if you upgrade from Simphony versions
later than Simphony 2.9 GR. For example, Simphony versions 2.9.3, and
2.10 or later.

• Step 1 - Close and Post All Transactions

• Step 2 - Access the IIS Manager Console

• Step 3 - Rename the IIS Folder

• Step 4 - Enable an Option and Configure CAPS

• Step 5 - Stop IIS
Stop IIS by:

• Step 6 - Move the DbSettings.xml to the Newly Defined IIS CAPS Path

• Step 7- Start IIS
Start IIS by:

• Step 8 - Verify Log Creation, Database Tables, and Delete the Old Directory

Related Topics

• Step 1 - Close and Post All Transactions

• Step 2 - Access the IIS Manager Console

• Step 3 - Rename the IIS Folder

• Step 4 - Enable an Option and Configure CAPS

• Step 5 - Stop IIS
Stop IIS by:

• Step 6 - Move the DbSettings.xml to the Newly Defined IIS CAPS Path

• Step 7- Start IIS
Start IIS by:

• Step 8 - Verify Log Creation, Database Tables, and Delete the Old Directory

Step 1 - Close and Post All Transactions
Ensure that all transactions are closed and posted to the Enterprise prior to performing
the Simphony upgrade.

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Chapter 1
Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users

1-16



Step 2 - Access the IIS Manager Console
1. From the desktop of each server running CAPS on IIS, select Start, Control

Panel, Administrative Tools, and then select Internet Information Services
(IIS) Manager.

2. From the IIS Connections column, expand the Sites folder and right-click the site
created for IIS CAPS and select Remove. The name of the IIS CAPS site should
be the same as the ServiceHostName. For example, if your service host name is
MyIISCapsSvcHost, your site name should be added using the exact same text.

Figure 1-7    IIS CAPS Site

3. From the IIS Connections column, click Application Pools.
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Figure 1-8    Simphony Application Pools

4. Right-click on the application pool created for IIS CAPS and select Remove. The
name of the IIS CAPS pool should be the ServiceHostName Pool. For example, if
your service host name is MyIISCapsSvcHost, your IIS CAPS application pool
name should be MyIISCapsSvcHostPool.

Figure 1-9    IIS CAPS Application Pool

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.
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Step 3 - Rename the IIS Folder
1. Rename the Simphony version 2.9 IIS CAPS folder.

2. Verify the installed folder path by navigating to the [Drive]:\MICROS
\Simphony2\Tools\CAPSConfigurator\CAPSConfigurator.exe.config
file and open it with a text editor such as Microsoft Notepad.

Figure 1-10    CAPSConfigurator.exe.config IIS CAPS Directory Installation
Folder Path

3. Note that the default Simphony version 2.9 IIS CAPS folder location is: [Drive]:
\Simphony2\IISCAPS. Rename the IISCAPS folder to IISCAP_Backup. This
step ensures you maintain a backup of the old folder.

Figure 1-11    Default IIS CAPS Folder Installation Path
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Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Step 4 - Enable an Option and Configure CAPS
1. Access EMC and navigate to the Enterprise level, click the Configuration tab, and

then click Roles.

2. Click on your assigned Role and toggle to Form view. Click on the Operations
tab, and then click the Miscellaneous subtab. Under Miscellaneous Options,
enable option 10065 - Download Software, Install and Authenticate Clients
and Service Hosts Using CAL and Save.

3. Logon to the CAPS Configurator Tool (using the CAPSConfigurator.exe) and
freshly configure CAPS with the default configuration settings by clicking the
Configure CAPS button. Upon successful installation, verify the new directory
created under [Drive]:\Simphony2\EgatewayService
\IISCAPSServiceHost path.

Figure 1-12    CAPS Configurator Tool

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.
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Step 5 - Stop IIS
Stop IIS by:

1. Run the command window with administrator privileges.

2. Enter the iisreset /stop command and press Enter.

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Step 6 - Move the DbSettings.xml to the Newly Defined IIS CAPS Path
1. Copy the DbSettings.xml file from the old path (review Step 3 - Rename the IIS

Folder, and verify the default CAPS IIS installation path), and then using Microsoft
Windows Explorer, navigate to that path. For example, [Drive]:
\Simphony2\IISCAP_Backup\IISCAPS\DbSettings.xml.

2. Paste the DbSettings.xml file to the new path: [Drive]:
\Simphony2\EgatewayService\IISCAPSServiceHost

3. Edit the DbSettings.xml file to update the CAPS database password; this means
to delete the previously existing password value on epw (encrypted format) and
enter the password again with pwd (ClearText). For example:

<root>
<db
alias="CPServiceDb"
        dbType="sqlserver"
        dataSource="xxxx"
        catalog="xxxxxxx"
        uid="xxxxxxxxx"
        pwd=”CAPSDBPassword”
        port="1433" />
</root> 

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Step 7- Start IIS
Start IIS by:

1. Run the command window with administrator privileges.

2. Type the iisreset /start command and press Enter.

Chapter 1
Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users

1-21



Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.

Step 8 - Verify Log Creation, Database Tables, and Delete the Old
Directory

1. Verify that logs are created here: [Drive]:\Simphony2\EgatewayService
\IISCAPSServiceHost\EgatewayLog.

2. Verify that the tables are upgraded on the existing transaction database.

3. Delete the Simphony version 2.9 CAPS directory, for example the IISCAP_Backup
directory (review Step 3 - Rename the IIS Folder.

Related Topics

• Post-Upgrade Steps for CAPS on IIS for Simphony 2.9 Users
This section only applies if you are upgrading from the Simphony 2.9 General
Release (GR) and are using either an Oracle or Microsoft SQL Server database
platform, and are upgrading to Simphony 2.10 or 18.1.
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2
Post-Installation Tasks

Perform all post-installation tasks to ensure that the application components and the
databases are configured correctly.

• Updating the Property EMC Client

• Updating Simphony License Counts

• Updating Check and Posting Service Clients

• Updating CAL Packages

• Post Install Steps for Engagement on Load Balanced Simphony Servers
If you are a Simphony Standard or Premium Cloud Service user (not a stand-
alone, on-premise installation), and you utilize load balancing for your system, to
completely configure Engagement, perform the following steps:

• Enabling Communication Between the Enterprise and Workstations

Related Topics

• Updating Simphony License Counts

• Post Install Steps for Engagement on Load Balanced Simphony Servers
If you are a Simphony Standard or Premium Cloud Service user (not a stand-
alone, on-premise installation), and you utilize load balancing for your system, to
completely configure Engagement, perform the following steps:

Updating the Property EMC Client
The Enterprise Management Console (EMC) is the primary configuration application in
Simphony. A shortcut for accessing EMC is installed on the application server during
the installation.

Self-hosted customers also need to follow these steps to configure Remote EMC
clients. Remote EMC clients allow users to access the EMC from other computers on
the network.

The Oracle Hospitality Simphony Manager User Guide, specifically the Simphony Web
Portal (SWP) section contains instructions about accessing the SWP and updating
your EMC Client for your property.

Related Topics

• Updating Simphony License Counts

• Post Install Steps for Engagement on Load Balanced Simphony Servers
If you are a Simphony Standard or Premium Cloud Service user (not a stand-
alone, on-premise installation), and you utilize load balancing for your system, to
completely configure Engagement, perform the following steps:
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Updating Simphony License Counts
To edit the system’s license counts:

1. In the EMC, select the Enterprise level, click Setup, and then click Enterprise
Parameters.

2. Click the License Configuration tab.

3. Click Configure adjacent to Workstations Client License Count.

4. To add a new license count, selectI would like to set the license count to X,
making the new license count X.

5. To append licenses to an existing license count, select I would like to add X to
the current license count, making the new license count X.

6. Enter the number of client licenses purchased.

7. (Optional) Enter additional details regarding the purchased license in Enter
Reference Information for the License Count Change, and then click OK.

8. Repeat Steps 3 through 7 for Transaction Service Client License Count, and
KDS Client License Count.

9. Click Save, and then click Yes to agree to the license.

10. To perform a side by side comparison of the number of purchased licenses
against the number of configured clients, click View adjacent to the Properties,
Revenue Centers, Concessions Terminals, Workstation Client License Count,
Transaction Services Client License Count, or KDS Client License Count labels.

Related Topics

• Post-Installation Tasks

• Updating the Property EMC Client

• Updating Check and Posting Service Clients

• Updating CAL Packages

Updating Check and Posting Service Clients
Update all Check and Posting Service (CAPS) clients prior to updating workstations
with the latest CAL Packages. The Oracle Hospitality Simphony Configuration Guide
contains more information about configuring and deploying CAL Packages.

Related Topics

• Updating Simphony License Counts

• Post Install Steps for Engagement on Load Balanced Simphony Servers
If you are a Simphony Standard or Premium Cloud Service user (not a stand-
alone, on-premise installation), and you utilize load balancing for your system, to
completely configure Engagement, perform the following steps:
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Updating CAL Packages
Oracle Hospitality recommends that you consider updating your POS clients using the
latest available CAL Packages. To accomplish this, verify the CAL Package contents
and then configure and execute a CAL Package Deployment Schedule. The Oracle
Hospitality Simphony Configuration Guide contains more information about configuring
and deploying CAL Packages.

Related Topics

• Updating Simphony License Counts

• Post Install Steps for Engagement on Load Balanced Simphony Servers
If you are a Simphony Standard or Premium Cloud Service user (not a stand-
alone, on-premise installation), and you utilize load balancing for your system, to
completely configure Engagement, perform the following steps:

Post Install Steps for Engagement on Load Balanced
Simphony Servers

If you are a Simphony Standard or Premium Cloud Service user (not a stand-alone,
on-premise installation), and you utilize load balancing for your system, to completely
configure Engagement, perform the following steps:

1. From the Simphony application server, access the Server Manager, and select the
Internet Information Services(IIS) Manager from the Tools menu.

2. Expand the Simphony2 Web Site.

3. Right-click on API, and then click Explore.

Figure 2-1    IIS Simphony2 Web Site- API Application

4. Open the API Web.config file using a text editor.

5. Edit the AllowHttpForwarding key and set the value to true.

For example: <add key=”AllowHttpForwarding” value=”true” />

6. Save and close the API Web.config file.
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7. From the expanded Simphony2 Web Site, right-click on WCC, and then click
Explore.

Figure 2-2    IIS Simphony2 Web Site- WCC Application

8. Open the WCC Web.config file using a text editor.

9. Edit the AllowHttpForwarding key and set the value to true.

For example: <add key=”AllowHttpForwarding” value=”true” />

10. Save and close the WCC Web.config file.

11. From the expanded Simphony2 Web Site, right-click on WS, and then click
Explore.
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Figure 2-3    IIS Simphony2 Web Site- WS Application

12. Open the WS Web.config file using a text editor.

13. Edit the AllowHttpForwarding key and set the value to true.

For example: <add key=”AllowHttpForwarding” value=”true” />

14. Delete the highlighted endpoint text as shown in Figure 4.

Figure 2-4    WS Web.config file

15. Save and close the WS Web.config file.

16. From the expanded Simphony2 Web Site, right-click on EngagementApp, and
then click Explore.
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Figure 2-5    IIS Simphony2 Web Site- EngagementApp Application

17. Open the EngagementApp Web.config file using a text editor.

18. Search the “HostURI” key and set the value to the load balancer host name- fully
qualified domain name (FQDN).

For example: <add key=”HostURI” value=”https://LoadBalancerHostName” />

Figure 2-6    IIS Simphony2 Web Site- EngagementApp Web.config

19. Save and close the EngagementApp Web.config file.

20. From the expanded Simphony2 Web Site, right-click on EngagementAPI, and
then click Explore.
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Figure 2-7    IIS Simphony2 Web Site- EngagementAPI Application

21. Open the EngagementAPI Web.config file using a text editor.

22. Delete the highlighted endpoint text as shown in Figure 8.

Figure 2-8    IIS Simphony2 Web Site- EngagementAPI Web.config

23. Save and close the EngagementAPI Web.config file.

Related Topics

• Post-Installation Tasks

• Updating the Property EMC Client

• Updating Check and Posting Service Clients

• Updating CAL Packages

Enabling Communication Between the Enterprise and
Workstations

To allow the workstations in the property to communicate with the Enterprise, you
must add Firewall exceptions for the following services on your Simphony application
servers using either the default ports or the ports you assign when installing Simphony
version 18.1:

• Internet Information Services (IIS): By default uses Transmission Control Protocol
(TCP) port 8080 or port 443 for HTTPS connections.
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• Client Application Loader (CAL): By default uses TCP port 7300 and User
Datagram Protocol (UDP) ports 7300 through 7302.

• Oracle Hospitality Labor Management: By default uses TCP port 81.

You may need to open extra ports for additional Simphony features. Contact your local
support representative or Oracle Hospitality Support Services for assistance.

For instructions on opening a port in Windows Firewall, refer to the Microsoft TechNet
Library at https://technet.microsoft.com/en-us/library.

Chapter 2
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3
Updating Property Administrator and
Database Logon Credentials

When logging on to the EMC for the first time after installing or upgrading to Simphony
version 18.1, a message indicates that the property credentials are not compliant with
the Simphony standards. To keep the properties safe from security risks, you need to
update the Admin and Database credentials, which Simphony uses to create and
maintain the workstation databases. Simphony offers the options of configuring
security credentials for each property separately or using the same credentials for all
properties in the Enterprise. Simphony requires that you update the system and
database administrator credentials every 90 days. If you do not update the credentials,
EMC shows the Database Credentials Non-Compliance message each time you log
on until you meet the compliance.

• To configure credentials for each non-compliant property separately, see 
Configuring Different Credentials for Each Property.

• To configure the same credentials for all non-compliant properties in the
Enterprise, see Configuring the Same Credentials for All Properties in the
Enterprise.

• Configuring Different Credentials for Each Property

• Configuring the Same Credentials for All Properties in the Enterprise

Related Topics

• Configuring Different Credentials for Each Property

• Configuring the Same Credentials for All Properties in the Enterprise

Configuring Different Credentials for Each Property
1. In the EMC, select the Enterprise level, click Setup, and then click Properties.

2. In table view, scroll to the right until you see the Admin Credentials and the
Database Credentials columns. If a property is not compliant, the Admin
Credentials and the Database Credentials columns are highlighted in red.

3. Click either the Admin Credentials or the Database Credentials column of the
non-compliant property, and go to the Property Parameters module.

4. Click the Security tab, and then enter the User Security Credentials. Simphony
uses these credentials to authenticate the workstations.

The Install User Security Username must have at least two characters and must
not contain a company name, product name, common words, or Structured Query
Language (SQL) keywords (for example, Micros, Oracle, abcd, 1234, and so on).

The Install User Security Password must have a minimum of eight characters
and adhere to the Oracle Database standards.

5. Enter the Current Password of the Admin User.

3-1



6. Enter a new strong password for the Admin User. Refer to the Simphony Security
Guide and the Simphony Installation Guide for more information about password
requirements.

7. Repeat Steps 5 and 6 for the Database User, and then click Save.

8. Repeat Steps 3 through 7 for all non-compliant properties.

Related Topics

• Updating Property Administrator and Database Logon Credentials

Configuring the Same Credentials for All Properties in the
Enterprise

1. In the EMC, select the Enterprise level, click Setup, and then click Enterprise
Parameters.

2. Click the Security tab, and then select Use Same Credentials for All Properties.

3. Select the property whose credentials you want to use, and then enter the New
Install User Security Password.

4. Re-enter the new security password in the Confirm User Security Password
field, and then click Save.

Related Topics

• Updating Property Administrator and Database Logon Credentials

Chapter 3
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