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Send Us Your Comments

Oracle Retail Data Extractor for Merchandising Security Guide, Release 15.0

Oracle welcomes customers' comments and suggestions on the quality and usefulness
of this document.

Your feedback is important, and helps us to best meet your needs as a user of our
products. For example:

= Are the implementation steps correct and complete?

= Did you understand the context of the procedures?

» Did you find any errors in the information?

= Does the structure of the information help you with your tasks?

= Do you need different information or graphics? If so, where, and in what format?
= Are the examples correct? Do you need more examples?

If you find any errors or have any other suggestions for improvement, then please tell
us your name, the name of the company who has licensed our products, the title and
part number of the documentation and the chapter, section, and page number (if
available).

Note: Before sending us your comments, you might like to check
that you have the latest version of the document and if any concerns
are already addressed. To do this, access the Online Documentation
available on the Oracle Technology Network Web site. It contains the
most current Documentation Library plus all documents revised or
released recently.

Send your comments to us using the electronic mail address: retail-doc_us@oracle.com

Please give your name, address, electronic mail address, and telephone number
(optional).

If you need assistance with Oracle software, then please contact your support
representative or Oracle Support Services.

If you require training or instruction in using Oracle software, then please contact your
Oracle local office and inquire about our Oracle University offerings. A list of Oracle
offices is available on our Web site at http://www.oracle.com.
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Audience

Preface

This document serves as a guide for administrators, developers, and system
integrators who securely administer, customize, and integrate the Oracle Retail Data
Extractor application. Installation and configuration are covered in more detail in the
Installation Guide.

This document is intended for administrators, developers, and system integrators who
perform the following functions:

= Document specific security features and configuration details for the above
mentioned product, in order to facilitate and support the secure operation of the
Oracle Retail Product and any external compliance standards.

»  Guide administrators, developers, and system integrators on secure product
implementation, integration, and administration.

We assume that the readers have general knowledge of administering the underlying
technologies and the application.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle Retail Data Extractor
for Merchandising Release 15.0 documentation set:

»  Oracle Retail Data Extractor for Merchandising Installation Guide
»  Oracle Retail Data Extractor for Merchandising Operations Guide

»  Oracle Retail Data Extractor for Merchandising Implementation Guide



»  Oracle Retail Data Extractor for Merchandising Release Notes

Customer Support
To contact Oracle Customer Support, access My Oracle Support at the following URL:

https://support.oracle.com

When contacting Customer Support, please provide the following;:

= Product version and program/module name

s Functional and technical description of the problem (include business impact)
s Detailed step-by-step instructions to re-create

= Exact error message received

= Screen shots of each step you take

Review Patch Documentation

When you install the application for the first time, you install either a base release (for
example, 15.0) or a later patch release (for example, 15.0.1). If you are installing the
base release and additional patch releases, read the documentation for all releases that
have occurred since the base release before you begin installation. Documentation for
patch releases can contain critical information related to the base release, as well as
information about code changes since the base release.

Improved Process for Oracle Retail Documentation Corrections

To more quickly address critical corrections to Oracle Retail documentation content,
Oracle Retail documentation may be republished whenever a critical correction is
needed. For critical corrections, the republication of an Oracle Retail document may at
times not be attached to a numbered software release; instead, the Oracle Retail
document will simply be replaced on the Oracle Technology Network Web site, or, in
the case of Data Models, to the applicable My Oracle Support Documentation
container where they reside.

This process will prevent delays in making critical corrections available to customers.
For the customer, it means that before you begin installation, you must verify that you
have the most recent version of the Oracle Retail documentation set. Oracle Retail
documentation is available on the Oracle Technology Network at the following URL:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html
An updated version of the applicable Oracle Retail document is indicated by Oracle
part number, as well as print date (month and year). An updated version uses the

same part number, with a higher-numbered suffix. For example, part number
E123456-02 is an updated version of a document with part number E123456-01.

If a more recent version of a document is available, that version supersedes all
previous versions.

Oracle Retail Documentation on the Oracle Technology Network

Oracle Retail product documentation is available on the following web site:

http://www.oracle.com/technetwork/documentation/oracle-retail-100266.html



(Data Model documents are not available through Oracle Technology Network. You
can obtain these documents through My Oracle Support.)

Conventions
The following text conventions are used in this document:
Convention Meaning
boldface Boldface type indicates graphical user interface elements associated

with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Overview of Security Features

This chapter provides an overview of the security features included with Oracle Retail
Data Extractor.

Oracle Retail Data Extractor Physical Deployment

The following diagram provides a high-level overview of the physical deployment of
Retail Data extractor.
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Oracle Retail Data Extractor Physical Deployment

Figure 1-1 Physical Deployment

Notes:
*The App Server is optional for better security control.

IDM Server
- OEL 6.xJava JDK

ORDE App Server

sqlnet/1521

. | — sqinet/1521

DB-Tier

Retail Data Extractor
Oracle Retail Data Extractor (ORDE) is the new application which enables customers
to extract data from Retail Merchandising System (RMS) source system for Oracle
Retail Insights Cloud Services (RI) consumption previously known as RA (Retail
Analytics).
Oracle Retail Analytics (RA) was converted from being an on-premise application to a
cloud based service offering named Oracle Retail Insights Cloud Services (RI). Oracle
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Technical Overview of the Security Features

Data Integrator (ODI) mappings for extracting data from the Retail Merchandising
System (RMS) called as SDE Mappings (Source Dependent Extracts) were removed
because RMS was an on-premise product and could not be sourced directly from the
cloud.

RMS is the primary source of information for the RI application, so there was
requirement to be able to extract data from RMS into flat files for uploading and
importing into RI staging tables for loading the RI data warehouse.

This new application Oracle Retail Data Extractor (ORDE) 15.0 provides this
functionality to integrate with RMS 15.0 and extract data in ORDE staging tables and
then unload them in to respective flat files for RI consumption.

Dependent Applications

Oracle Database 2 Day + Security Guide, 12c Release 1 Oracle® Fusion
Middleware Developer's Guide for Oracle Data Integrator

Technical Overview of the Security Features

Retail Data Extractor Security Features

Authentication is required when Retail Data Extractor batch users execute Retail
Data Extractor batch in the back-end. For the batch execution, the authentication,
including the storage of the credentials of the database connection, is managed my
ODI.

During the Retail Data Extractor installation, it is required to create a R RMS
batch user in RMS database. This user has the permission to access database
objects owned by RMS data user. The permission is only on SELECT and is limited
to the objects used by Retail Data Extractor.

During Retail Data Extractor installation, it is required to create different Retail
Data Extractor database users with different permissions. The Retail Data
Extractor database can be the same database with RMS. Within these database
users, the Retail Insights data mart user is the user who owns target staging tables.
The Retail Insights batch user is the user who executes Retail Data Extractor batch.
The batch user is granted with SELECT, UPDATE/INSERT, and DELETE
permissions to the resources owned by the Retail Insights data user. The Retail
Insights batch user has the permission to logon on RMS database as RI RMS user
to access RMS objects through a Database Link.
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Application Administration

Common Application Administration

ORDE Retail Insights batch users access RMS and ORDE stored data through DB
Link and ODI. Then credentials for ODI and RMS and ORDE Database access are
managed through ODI security system. See the ODI Security Guide for the detail
information.

Configuration and logs files protection
- Batch process:

To execute Retail Data Extractor batch, Retail Data Extractor batch scripts,
Retail Data Extractor source data files, Retail Data Extractor configuration
files, and Retail Data Extractor batch log files need to be placed under Retail
Data Extractor base home directory. These files are protected with secured
permission. There is no world read for these files. Retail Data Extractor batch
scripts have 750 file permission Retail Data Extractor configuration files have
660 permission, and Retail Data Extractor static data files have 640 permission.

Application Specific Feature Administration

The security and data access for Retail Insights goes beyond simple role based
associations. Typically users and groups are associated with roles. The setup of
each role determines what object is accessible by the users.

Retail Insights batch user is the only one who can run the batch scripts and the
connections managed by ODI are used by the batch processes to access data
sources.

For file permission, by default the following permissions are given to users to
access files packaged with Retail Insights once installation is completed.

- All Retail Insights scripts should at least have 750 permission
- All configuration files should at least have 660 permission
- All static data (csv files) should at least have 640 permission

Based on the permission above, besides owner (the installer user), the group
member can also view and execute scripts, read and modify the configuration
files, and read the static file. A user out of the group cannot do anything to Retail
Insights files and explicit permission needs to be given by the Administrator to
users outside of the group.
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Appendix: Database Security Guide

The database should be secured using the recommendations from the Oracle Database
12c¢ Release 1 Security Guide. The following sections provide additional application
specific guidance for securing the database for use with Oracle Retail Stores products.

Application Schema Owners

The following recommendations should be considered for the schema owners:

Database Administrators should create an individual schema owner for each
application, unless the applications share the same data.

For example, the Oracle Retail Point-of-Service and Back Office applications share
the same database.

The schema owners should only have enough rights to install the applications.
Set the following rights when using an Oracle database:

- CREATE TABLE

- CREATE VIEW

- CREATE INDEX

- CREATE SEQUENCE

- CREATE PROCEDURE

- ALTER SESSION

- CONNECT

After the database objects are created, the following rights are no longer needed,
and should be revoked:

— When using an Oracle database, revoke CREATE PROCEDURE.

Database Security Considerations

The following recommendations should be considered for the database:

The database server should be in a private network.

The database server should be in a locked secure facility and inaccessible to
non-administrator personnel.

The database should only be accessed via trusted network hosts.
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Database Security Considerations

s The database server should have minimal use of ports and any communications
should be under secure protocols.

s The database should be on its own dedicated server.
s The database server should be behind a firewall.
= Any database user beyond the schema application owner should be audited.

s Only minimal rights should be granted to the owner of database processes and
files such that only that owner has the right to read and write from the database
related files, and no one else has the capability to read and write from such files.

»  The internal database JVM is required to be Java JVM v7.0 in order to run the
optional Universal Adapter ETL component

— Note that in Oracle 12¢, the internal JVM version is configurable

- For more information regarding the internal JVM, please refer to the Oracle
Database Java Developer's Guide

The purge script is usually put into an automation script, which runs once per day. As
described above, this script is usually run by a user with limited access (only execute
procedure and connect access).
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