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1.1

1. Preface

This document contains notes and installation steps needed to install and setup Oracle
Financial Services Lending and Leasing. Oracle Financial Services Lending and Leasing
relies on several pieces of Oracle software in order to run and this document is in no way
meant to replace Oracle documentation supplied with these Oracle products or available via
Oracle technical support. The purpose of this document is only meant to supplement the
Oracle documentation and to provide Oracle Financial Services Lending and Leasing specific
installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.
It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of Oracle Weblogic Server 12¢, Oracle Bl Publisher

12c.

Application installation consists of following steps.

e Installing Software

e Creating Domains, Repositories, Data Sources

e Configuring Policies

e Deploying Application

e Enabling SSL
e Mapping Enterprise Group with Application Role

e Configuring JNDI name for HTTP Listener
e Configure AQ-JMS Bridge
e Configuring Oracle Bl Publisher for Application

e Launching Application

e |Installing Upgrade

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. Sun JDK Version 1.8.0_66 or above http://www.oracle.com/technetwork/javal/javase/
downloads/index.html

2. Oracle WebLogic Server 12¢ Version 12.2.1.0.0 (http://www.oracle.com/technetwork/
middleware/weblogic/downloads/index.html)
Navigate to Fusion Middleware Infrastructure Installer.

3. JVM/JDK are to be downloaded and installed prior to installing the Weblogic Server.

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.
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1.2

1.3

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term

Refers to

Application

Oracle Financial Services Lending and Leasing

ORACLE



2. Installing Software

2.1 Installing Oracle WebLogqic Server 12c

To install using generic Weblogic installer

1. Run the command > java -jar fmw_12.2.1.0.0_infrastructure.jar

2. Welcome screen is displayed as shown below. Click Next.

Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 1 of 8

ORACLE
Welcome [t ——
FUSION MIDDLEWARE
‘@ Welcome I
“lf Ao Updaas Welcome 10 the Oracle Fusion Middleware 12¢ (12.2.1.0.0) Infrastructure Installer.
+ Instalistion Lacation Use this installer to create a new Oracle home that contains the Oracle Fusion Middleware
i Infrastructure software. You can then install additional Fusion Middleware products that require the
v Instaliation Type Infrastructure into the Oracle home, or you can use the Infrastructure 1o configure a WebLogic
| Server domain for the deployment of Java and Oracle ADF applications.
\T. Prerequisite Checks
| It alltio LS Ay For more information, see [nstall, Patch, and Upgrade in the Oracie Fusion Middleware
Y documentation library.
Context-sensitive online help is available from the Help button
Copyright © 1996, 2015, Oracle and/or its affiliates. All rights reserved.
Help Next > Cancel
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3. The following window is displayed.

=] Oracle Fusion Middleware 12c Infrastructure Installation - Step 2 of 8

L
Atk Ulates _ORACLE o
FUSION MIDDLEWARE

Welcome L

0 A
Auto Updates Skip Auto Updates

Inctallation Location Select patches from directory
Installation Type
Prerequisite Checks Search My Oracle Support for Updates

Installation Sum mary

€—E—€—E—E€

Help < Back Mext > Cancel

4. Select ‘Skip Auto Updates’ and Click ‘Next’.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 3 of 8

k . 2
Installation Location ORACLE i j
FUSION MIDDLEWARE

o

Welcome % Qracle Home:

Auto Updates
qulfMiﬂdlemrefW:blug;c12.:H:m=e| - Browse

Instailation Location

Instailation Type

Prerequisite Checks

Installation Summary

Feature Sets Installed At Selected Oracle Home: | View

€6

Oracle Home may only contain alphanumeric, underscore (), hyphen {-) or dotl) characters and it must
begin with an alphanum eric character.

Help < Back Mext > Cancel

5. Specify the path for Middleware Home Directory.
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6. Click ‘Next'. The following window is displayed.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 4 of 9
ORACLE

Installation Type e
FUSION MIDDLEWARE
¥ Welcome i
1 Wit Ubdaies Eusion Middleware Infrastructure
o il
+ Instaliation Location .
| e T e Fusion Middieware Infrastructure With Examples
T Installation Type
'y Prerequisite Checks = Oracle Fusion Middleware 12c Infrastructure 12.2.1.0.0 £
\Ir Security Updates & CoreServer
| Core Application Server 12.2.1.0.0
N SIS LR TS SIS Coherence Product Files 12.2.1.0.0
“!l" Installation Progress Web 2.0 HTTP Pub-Sub Server 12.2.1.0.0
\.L Instaliation Com plete Wentoglc SEAd2z.1.00
WebLogic Client Jars 12.2.1.0.0
= Administrative Tools S

Administration Console Additional Language Help Files 12.21.0.0 B
CIEWLS Config 12.2.1.0.0
Enterprise manager 12.2.1.0.0
= Database Support
Thirdparty JOBC Drivers 12.2.1.0.0
WeblLogic Evaluation Database 122100
= Open Source Components
Fusion Middleware Maven Support 12.2.1.0.0 L

= Examples
Server Examples 12.2.1.0.0
Coherence Examples 12.2.1.0.0
= JRF and Enterprise Manager -

Help < Back Mext > ; Cancel

7. Select the option ‘Fusion Middleware Infrastructure’. Click ‘Next’.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 5 of 9

JRACLE
ION MIDDLEWARE
Welcome
Auto Updates 100%

Installation Location

Checking operating system certification

{4

Installation Type
Prerequis ite Checks

Checking Javaversion used to launch the installer

Security Updates
Installation Summary

C o~

« | View Successful Tasks View Log

& @

|- o

Checking operating system certification
g Java version used to | the installer

Help < Back Mext > Cancel
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8. Click ‘Next’. The following window is displayed.

=2
Security Updates

Welcome

Auto Updates
Installation Location
Instaliation Type
Prerequisite Checks
Security Updates

€ f——a—e——¢

Installation Summary

Help

Oracle Fusion Middleware 12c Infrastructure Installation - Step 6 of 9

_ORACLE
FUSION MIDDLEWARE

Provide your email address to be informed of security issues, install the product
and initiate configuration manager. View details

Email-
Easier far you if you use your My Oracle Suppor email address/username

1 wish 16 receive security updates via My Oracle Support

My Oracle Support Username/Email Address Not Specified

You have not provided an email address.

Do you wish 1o remain uninformed of critical security issues in your configuration?

Yes

No

Cancel

On

9. Deselect the check box as in the above screen and click ‘Next’. Click on ‘Yes’ in the
confirmation dialog displayed.

10. Click ‘Next’. The following window is displayed.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 7 of 9

Welcome

Auto Updates

Instaliation Type

Security Updates

e e e A e e

Help

Installation Summary

Instaliation Location

Prerequisite Checks

Installation Summary

Install Oracle Fusion Middleware 12c Infrastructure
= Installation Location
Oracle Home Location: fu0l/Middleware Weblogicl2cHome

M.lag
Disk Space
Required: 1962 ME
Available: 34588 MB
Feature Sets to Install
WLS for FMW 12.2.1.0.0
FMW Platform Ceneric 12.2.1.0.0
OPatch 13.3.0.0.0
Toplink Developer 12.2.1.0.0
Thirdparty |DEC Drivers 12.2.1.0.0
Core Application Server 12.2.1.0.0
Coherence Product Files 12.2.1 0.0
Web 2.0 HTTP Pub-5Sub Server 12.2.1.0.0
WeblLogic SCA 12.2.1.0.0
WebLogic Client Jars 12.2.1.0.0
Administration Console Additional Language Help Files 12.2.1.0.0
CIEWLS Config 12.2.1.0.0
Enterprise manager 12.2.1.0.0
Fusion Middleware Maven Support 12.2.1.0.0

@

Save Response File

Select Install to accept the above options and star the installation.

ORACLE
FUSION MIDDLEWARE

Log File Location: ftmp/Oralinstall2016-01-19_03-13-5S5PMfinstall2016-01-19_03-13-53pP

To change the above options before starting the installation, select the option to change in the left pane or

use the Back button

< Back

Install

Cancel

ORACLE




11. Click ‘Install’. The weblogic installation starts. Once done, the following window is
displayed.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 8 of 9

Installation Progresg _ORACLE
FUSION MIDDLEWARE
i : 100%
. «”  Prepare
ns &
(¥4 Copy
("4 Generating Libraries
; L 4 Performing String Substitutions
I %  Linking
T Installation Progress o i
w [Instaliation Complete P |Sawingthe mwentory
L 4 Post install scripts
View Messages v View Successful Tasks ViewlLog
Hardware and Software
Engineered to Work Together
Help Mext > Einish

12. Click ‘Next’. The following window is displayed.

Oracle Fusion Middleware 12c Infrastructure Installation - Step 9 of 9

) =
Installation Complete ORACLE i j
FUSION MIDDLEWARE

¢ = Wnstall Oracle Fusion Middleware 12c Infrastructure
= Installation Location
Oracle Home Location: full/Middleware Weblogicl2cHome

Log File Location: /tmp/Orainstall2016-01-18_03-13-59PM/install2016-01-19_03-13-59P
Type M.log

= Feature Sets Installed Successfully
WLS for FMW 12.2.1.0.0
Security Updates FMW Platform Ceneric 12.2.1.0.0
M OPatch 13.3.0.0.0
Toplink Developer 12.21.0.0
Thirdparty |DEC Drivers 12.2.1.0.0
Installation Complete Core Application Server 12.2.1.0.0
Coherence Product Filles 12.2.1.00
Web 2.0 HTTP Pub-Sub Server 12.2.1.0.0
WeblLogic SCA 122100
WebLogic Client Jars 12.2.1.0.0
Administration Console Additional Language Help Files 12.2.1.0.0
CIEWLS Config12.21.0.0
Enterprise manager 12.2.1.0.0
Fusion Middleware Maven Support 12.2.1.0.0

Next Steps:
See the online help for next steps after installation

Oracle Fusion Middleware 12¢ Infrastructure installation completed successfully

Help Einish "

13. Click ‘Finish’ to close the window.
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3. Creating Domains, Repositories, Data Sources

3.1 Creating Schemas using Repository Creation Utility

1. Open command prompt on Unix and browse to <WL_HOME>/oracle_common/bin and
run ./rcu. The following window is displayed.

Welcome - Step 1 of 8

ORACLE

Welcome it e I
FUSION MIDDLEWARE

", i 5 & i
Welcome Welcome 1o Repogitary Creatiom Urility 12.2.1.0.0 for Oracle Fusion Middlewars,

The Repository Creation Uiility enables you fo create and drop database schemas that are required for

Creats Bepasion
Cracle Fusion Middleware products

Database Connection Details

Select Components
Schema Passwords
Hap Tablespaces
SUmmary

€ — —€ —€ —{ —f —

Copyright @ 1996,2015, Oracle and/or itz affiliates. All rights reserved

Help Hext > Cancel
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2. Click ‘Next’. The following window is displayed.

Repository Creation Utility

]

Create Repos itory

atabace Conneclion Detail

¢ —{—{ ——{ % —

et O [1
chema WD T
Iap Tablespaces
§urnm hl‘g
Heip

Welcome - Step 2 of 8

FUSION MIDDLEWARE

| Create Repasinory

Drop Repository

o System Load and Product Load

Prepare Scripis for System Load

Perform Product Load

< fack

ORACLE

Bext = Cancel

R

3. Select ‘Create Repository’ and select ‘System Load and Product Load’. Click ‘Next’. The
following window is displayed.

Welcome - Step 3 of 8

| Repository Creation Utility
Weicome.
e Create Repositony

o Databaie Connedtion Detaili

T Map Tablespaces
& Summary

af S | ¥

Help

Darabaze Type:

FUSION MIDDLEWARE

Cracle Database

Hozt Name: afsllin aracle cam
For PA vabaze 3
Pan 1521
Service Mame OFSLLDB
Uzername £
Password: LTI
Bole

STS0BA

< fack

ORACLE

exi > Cancel

et >

4. Provide database details where you want to create schemas, as shown in the above

screen.

3-2
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Note

You will require a user with SYSDBA role to create schemas.

5. Click ‘Next’. The following window is displayed.

o] Welcome - Step 3 of 8

Repository Creation Utility

Database TYPe: |gracie Database

_ORACLE

=
HJSI:GH MIDDLEWARE

T -
4t =
T Database Connection Details Host Mame: ofsilin aracie com
T Repository Creation Utility - Checking Prerequisites
T‘ l.‘.heckmg Clobal Prerequisites
« Intializing repository configurarion metadara 00:01.832(sec)
|%" Obtain properties of the specified database 00:00.111{ms)
¥ Check requirement for specified database 00;01.83 1{sec)
Operation completed, Click OF to continue fo nexi page
O B
i S | ¥
Help <fack || Mext> | Cancel

6. Click ‘OK’ in the confirmation dialog.

3-3
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7. Click ‘Next’ the following window is displayed.

Welcome - Step 4 of 8

| ORACLE’
Select Components ke e
FUSION MIDDLEWARE
« Specify a unique prefic for all schemas created in this 2ession, 20 you can easily |acate, reference, and
elcom manage the schemas |ater.
te Fe iLor
daba nnection Details

Select Companents
i %) Create newprefix: oLL

€ ——§ —

Companant
W T A,

S[00Oracle &5 Repository Components
=@ AS Common Schemas

| Scherma Cwner

D User Messaging Servce UM5

A Metadara Services OLL_MD5
O WebLogic Sendces WS

B

B Oracle Platform Security Services
B Audit Servces

¥ Audit Senvices Append

 Audit Seraces Viewer

Help < Back Hext > | Cancel

8. Select ‘Create new Prefix’ option and specify the value. For example, OLL.

9. Select the options ‘Metadata Services’ and ‘Oracle Platform Security Services’ as shown
in the above screen. Click ‘Next’. The following window is displayed.

= Welcome - Step 4 of B -
Select Components _ORACLE
FUSION MIDDLEWARE
= Specify a unique prefix for all schemas created inthis session, £0 you can easily locate, reference, and
r Welcome mamage the schemas later.
T Creats Bapository
T
T reate new prefic
T hema Pa ord =
Map Tablesgaces
T Checking Component Prerequisites T
G AT [« Metadata Services 00:00.106(ms)
. w Common Infrastruciure Services 00:00. 10S(ms)
«# Oracle Flatform Security Services 00:00.112(ms)
" Audit Serdces 00:00. 103(ms)
< Audit Serdces Append 00:00.112(ms)
&7 Audit Services Viewsar 0000, 108(ms)
Cperation completed, Click OK 1o continue 10 next page.
oF
Help = Back Plext > Cancel
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10. Click ‘Next’. The following window is displayed.

Welcome - Step Sof 8

- » o -
Repository Creation Utility M
FUSION MIDDLEVWARE
. Define passwords for main and auxiliary schema uzers.
], Welcome
T raare B I #) Lise sam ¢ passwords for all schemas
T Database Connection Details Password (LTI Y
Select Components : _
I
w  Schema Passwords
I
I
T M.IM Confirm Password: .-...'-Il{
T Summary
Use main schema passwords for awxiliary schemas
Epecify differant passwords for all schemas
ww
Help

< Back Hext > Cancel

11. You can select one of the following:

Select ‘Use same password for all schemas’ and specify the password.

Select ‘Specify different passwords for all schemas’ and specify Schema
Passwords for each server.
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12. Click ‘Next’. The following window is displayed.

Welcome - Step 6 of 8

| Repository Creation Utility ORACLE

FUSION MIDDLEWARE

Default and tem parary 1ablespaces for the sélectéd cOMpPonents Appear in the 1abIe balaw,

T Welcome To create newtablespaces or modify existing tablespaces,uze the Manage Tablezpaces Button
’T reate B or
T nngclion Detail Manage Tablespaces
T fect Componant
Schema Passwords | Componem ;.S_chem_a Cravmer Default Tablespace Temp Tablespace
T | Metadata Services OLL_MDS “0LL_MDS *OLL_18S_TEMP
T Map Tablespaces | Common infrastructur... OLLSTE *OLL.STE TOLL 1SS _TEMP
¢ Summsry | Oracle Plarform Securi... | OLL_OFSS OLL_1A5_OPS5S *OLL_1&S_TEMP
|- Audit Servces OLL_1al *OLL_Lal *OLL_18S_TEMP
Laudit Services Append | OLL_ 1AL _&PPEND =OLL lay *OLL 185 TEMP
| Audit Serdces Viewer | OLL_ 1AL VIEWER “OLL_Lan “OLL1&5_TEMP

* Default tablespaces (specified in the configuration files) are 1o be created upon confirmation

Help < fack Hext > Cancel

13. Click ‘Next’. The following window is displayed.

= Welcome - Step 6 of B8

— >
- ’/_
Repository Creation Utility m‘iﬁ’.“‘c"ﬁ“ I i‘

+ Default and temporary lablespaces for the selected components agpear in the table below.

T To creaie newtablespaces or modify existing tablespaces,use the Manage Tablespaces Bution
- te o
T il Ak nnection Delails Manage Tablespaces
T lect {al
Schema Pasgwords | Component Schema Owner | Deraul Tablespace Temp Tablespace
T ™ Eaigie | Matadata Serdoes OLL_MDS “OLL_MDS5 "OLL_1AS _TEMP
e - FPaccs -
| = Repository Creation Utility - Confirmation x _,gLL—:AS'IEMﬁ
& Summary LL_L&S_TEM
"OLL_IAS _TEMP
ATy TADIESpACES THAT G0 NOT Already exist in the TOLL_L&S_TEMP
selecied schemas will be created “OLL_Las_TEMP
Click OK 10 create tablespaces.
Click Cancel to return to the wizard.
Cancel
* Default tablespaces {specified in the configuration files) are to be created upen confirmation.
Help < Back | Hext > Cancel

14. Click ‘OK’ in the confirmation dialog.
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15. Click ‘Next’. The following window is displayed.
= welcome - Step 6 of 8

s =
Repository Creation Utility %% @‘
DD WAL

- Defaul and temporary tablespaces for the selected components appear in the table below:
To creats newtablespaces or modify existing rablespaces wse the Manage Tablespaces Eutton

HManage Tablespaces

reem | 'C'on':pnrr;eni = = | Sehema owner [ Dﬂauir Tablaspace | Temp Tablespace
| Metadata Services OLL_MDS “QOLL_MDS *OLL_L&S _TEMFP
Repository Creation Utility - Creating Tablespaces

Walidating and Creating Tablespaces

«# Check tablespace reguiremaents for selected componants 000001 1({ms)
" Create tablespaces in the repository database 00:04. 946 (sec)

Cperation completed. Click OK to continuwe (o next page

* Defaul tablespaces (specified in the configuration files) are 1o be created wpon confirmation.

Help < Back Mext > | Cancel

16. Click ‘OK’ in the confirmation dialog. The following window is displayed.
Welcome - Step 7 of 8

I Repository Creation Utility ORACLE

FUSION MIDDLEWARE

T Welcgme Database details:
/T\ B Lo Host Hame ofslLin.oracle.com
T a ninection Detall Port 1521
T Select Components Service Name OLLDE
hemiaE - Connected A 55
T Operation System and Data Load concurrently
w Map Tablespaces
‘_!: Summary Prefix for (prefizable) Schema Oraners OLL
Component Schema Chaner Tablespace Type  Tablespace Hame
Metadata Services OLL_MDS Defaun OLL_MDS -
Temp OLL_IAS_TEMP Wl
Additional Mane
Common Infrastraciure Services OLL_STE Defaul OLLSTE
Temp OLL_IAS_TEMP
Additional MHone
Cracle Plarform Security Services OLL_OPSS Defauh OLL_IAS_OPSS
Temp OLL_IAS_TEMP %
Addrional Mane &
Audit Services OLL_IAU Defaulk OLL AU
Temp OLL_IAS_TEMP
Addnianal Mare
Audit Services Append OLL_IAU_APPEND Defaun OLL_1au
Temp OLL_IAS_TEMP
Addnional Maone -
Audit Services Viewer OLL_IAU_VIEWER Defaul OILL_1AL |
Temo OLL 145 TEMP it
Save Besponse Flle
Help < fack Create Cancel
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17. Click ‘Create’. The following windows are displayed.

= Welcome - Step 7 of 8
Repository Creation Utility _ORACLE @‘
FUSION MIDDLEWARE
T Welcome " Dutabase details:
JT\ Creye Reposhory Host Name Br2ILIn eracle com
T t 1 I Pari 1521
4 1 AMDORENT Service Nams OLLDE
1 Repository Creation Utility - System Load
Y Map Tablespaces | Repository System Load in progress
W SUImEary v Exerule pre i;rea1e uperallnns 00 Di-izfﬁisec]
l | (8 Metadata Serdces 00:07 652 (sec)
Common Infrastruciure Serdces a Tabii W
Audit Services Append 0 'L_mb?“-‘" P
Aardit Services Viewer 9 [ ias_Tewp —
Audit Services 0 o =
Oracle Platform Security Sardces L] [ sTe
Execute post create operations Q [ 1as_TEMP
ne
LL_lAS_OPSE
LL_IAS_TEMP %‘
Stop ne i
FL_laL
Temp OLLIAS_TEMP
Additional Mone
Audit Services Append OLL_I&U_APFEND Default oLL_lay
Temp OLLIAS_TEMP
Addirional Mone —
Audit Services Viewer OLL_I&L_VIEWER Defaule OLL_lAL |
Temo OLL 185 TEMP =

Save Besponse File

Help < Back Create Cancel

Welcome - Step B of 8

FUSION MIDDLEWARE

| Repository Creation Utility ORACLE EI i

" Database details:

T Host Hame ofslLinoracle.com
Part 1521
Service Hame OLLDE
Connected A% ("1
Dperation System and Data Load concurrertly
Execution Time 1 minute 47 seconds
i RCU Logfil R -
& Completion Summiary ogiile ftmpfRCUZ016-01-22_11-37_1092718181/logsfreulog
Component Log ftmpfREUZ016=-01-22_11-37_1052718181 flogs
Directary
View Log reulag

Prefix for (prefixable) OLL

Zchema Owners
~ Component i Status I Logfile(Click 1o view)

Metadata Services SUCCESS 0013633 (secy mds. Ing

Common Infrastructure Services Success 00209 507 (sech b lag

Oracle Plarform Security Services Success 00:20.06B(secy apsslog

Audit Services Success 0014132 (5ec) iaulog

Audit Services Append SUCCRES 000927 3(zec) fau_appsemnd log

Audit Services Viswsr Success 00:09.23B(2ec) inu_viewer.lag
Help Close

18. Click ‘Close’ to close the window.
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3.2 Creating Domain and Servers

1. In Unix/Linux machine, once the Oracle WebLogic Server is installed, navigate to the
following path - <WL_HOME>/wlserver/common/bin (Here, WL_HOME is /home/Oracle/

Middleware).

2. In Unix, run ‘config.sh’

Fusion Middleware Configuration Wizard - Page 1 of 8

Configuration Type OoRACLE ’
FUSION MIDDLEWARE h b

w. Create Domain

w, Templates
w Administraror Account

w Domain Mode and DK

s Advanced Configuration
W Sonfiguration Sueimacy What do you want to do?

anf
&) Create a newdomain

Update an existing domain

Domain Lacation: | Middlewars fWeblogicl 2cHome fuser_projects fdomains (SR NRREETFTE Browse

Creste & new domain

Help Hext > Cancel

3. Select ‘Create a new domain’ and specify the Domain Location.
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4. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 2 of 12

Templates M #
FUSION MIDDLEWARE

s, Creats Domain o

| = :
w Templates # Create Domain Using Product Templates:

| % Application Location Templane Cacgories,: ARampluas -

Adminisirator dccount
Cromain Mode and JBK
w Darabase Configuration Type

Available Templates
Bazic WebLogic Server Domain - 12.2.1 [witerver] *
| Oracle Enterprise Manager - 12.2.1 [em]
Oracle User Mezsaging Service Basic - 12,2 1 [oracle_comman]

o Compenent Datasources Oracle WEM Policy Manager - 12.2.1.0 jeraclé_commaon]
| s ~
w IDBC Test Oracle RAS Sesgion Service - 12.2.1.0 [orecle_common]

Oracle [RF SOAP/JMS Web Services - 12.2.1 [eracle_common]
Ap, Advanced Configuration Oracle Enterprize Manager-Restricted JRF - 12.2.1 [em]

w Configuration Summary Oracle JRF - 12,21 [oracle_common]

J Cracle Restricted JRF - 12.2.1 [oracle_common]

| WebLogic Coherence Cluster Extension - 12.2.1 [wiserver]

L3

WebLogic Advanced Web Services for J4X-WS Extension - 12,21 [oracle_comman)]
Oracle OPSS REST Service Application - 12.2 1.0 [oracle_commaon]
Wenhl aaic Advanesd Weh Services far IAX-RPC Fetengion - 12 2 1 [aracls eamm anl s

Create Domain Using Custom Template:

Help <Back | Mexi> Cancel

5. Select the option ‘Create Domain Using Product Templates’ and select the following
options in the list of available templates:

— Oracle Enterprise Manager - 12.2.1 [em]
— Oracle JRF - 12.2.1 [oracle_common]
6. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 3 of 12

- . X
Application Location ORACLE
FUSION MIDDLEWARE “ ,

’F Create Domain

Templates
Application Location

O3

AdmimiStrator ACCount

Dromain Mode and JDE
Darsbase Configuration Type

—i —¢

=

Compensnt Datassurces
DEC Test Diomain name: OFSLL_demain

i =

Advanced Configuration Diemain location: fudl/Middleware fWeblogicl2cHome fuser_prajects fdemains
OSVENGED L ONTIQIrRTian

) Condloursion SumE Application location: | wars/WeblogicL2eHom e/ User_projects/applications/ OFSLL_domain Brgaae
v g Iy

Help < Back Bexi > Cancel

3-10 ORACLE



7. Enter ‘Domain’ Name. Edit Domain Location, if needed and click ‘Next’. The following
window is displayed.

o — —{ ——] —

Fusion Middleware Configuration Wizard - Page 4 of 12

Administrater Account

Creaate Domaln

Templates
A pplication Location

Adbiminisuralor ACCount

Oomain Mode and DK
Databaze Configuration Type

Component Dalasources
JDBC Test

Advanced Cannﬂur.ﬂlan
Configuration Sum mary

Heip

ORACLE =
FUSION MIDDLEWARE

Hame weblagic
Password sesssnss

Confirm Password | sssssses

P
' Must be the same as the password. Password must comtain at least 8 alphanumeric characters with at least
| ane number or special character,

< fack et > Cancel

8. Enter credentials for the following:

— Name
— Password

—  Confirm Password

9. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 5 of 12

Domain Mode and JDK

L — i ——f—F

Create Domain

\ Templales

Application Location
Administrator Account
Domain Mode and |DE
Database Configuration Type
Component Datasources
JOBC Test

Advanced Cq-rrflguzaﬁqn
Configuration Sum mary.

Help

1 Domain Mode

ORACLE -
FUSION MIDDLEWARE

Utilize bootpropemies for username and password, and poll for applications 1o deploy,

[rewelopment

# Production
Require the entry of a usernam e and password, and do not poil for applications to deploy.
1D
s Dracle HotSpot 1.68.0_66 /home/dey fOracle foracle/Middieware /java/jdkl 8.0_66

Other |OK Location:

<fack || Hext> | Cancel
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10. Select the Domain Mode as ‘Production’ and ‘JDK’ from Available JDKs. You can also
select any other JDK by selecting ‘Other JDK Location’ option.

11. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 6 of 12

Database Configuration Type _ORACLE
FUSION MIDDLEWARE

=
Lrexg Domun Lpecify AvtaConfiguration Options Using:

Templates
T s BCU Data Manual Configuration
I Application Location
Administrator Account Enter the database connection details using the Repository Creation Uthlity service tabls (STB) schema
r credentials. The Wizard uses this connection to awtom atically configure the datasources required for
T Damain Made and |DE components inthis domain
w Database Conflguration Type
L Camponen Datasgurces Vendor: |Oracle = Driver: "Oracle’s Driver (Thin) for Service connections; Vers..=
DEMS/Sarvice: | OLLDE Host Name: | ofsilin.oracle com Port; | 1521
aaneer ConitgE) Schema Chwher: | OLL_STH Schema Fassword: sssssssss
. anf Arat L 1k
“onfiguration Pragress Cet RCU Configuration

End Of Configu

Connection Result Log

Click "Cer RCU Configuration® bumen ta 1ast the connection and activate the "Next® buttan

Help < Back Cancel

12. Specify the RCU data and click on ‘Get RCU Configuration’. The following window is
displayed.

Fusion Middleware Configuration Wizard - Page 6 of 12

L
. . OoRACLE ‘
Database Configuration Type Il i A
FUSION MIDDLEWARE
= = -
Create Domain ] A
‘T‘ LA Lpecify AuvtoConfiguration Options Using:
Templates
’T‘ & BCU Dana Hanual Configuration
T Application Location
Administralor Account Enter the database connection details using the Repository Creation Urility service table (STE) schema
T credentials. The Wizard uses this connection to awtom atically configure the datasources required for
¥ Domain Mode and [DF components in this domain
+ Database Configuration Type
& Component Datasources Vendor: Oracle |  Driwer: [*Oracle’s Driver (Thin) far Sérvice connections; Vers.. =
.;,. DEC Test DEMS/Service:  OLLDE Host Name: | ofsllinoracie com Port! | 1521
s, Advanced Configuration Schema Cwner: | OLL_STE Schema Password: sssssssss
w  Configuration Summ ary
Confiouration Progre Cet RCU Configuration

Connection Result Log

Connecting 1o the database server. 0K
Retrieving schema data from database server. OK
Binding local schema components with retrieved data. OF

Successfully Done.

e
Click"Mex1™ bultan 1o continue,

Help < Back || Hext> Cancel
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13. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 7 of 12

AC . P
JDBC Component Schema .m—LE
FUSION MIDDLEWARE
T Create Domain .
T Templares
T J‘EE"E&HUI‘I Location
..I. Administrator Account
T Dom ain Mode and [DK
T Database Configuration Type
w'  Component Datasources
; ARE Edits ta the data above will affect all checked rows i the 1able below
4 r Advanced Configuration | Component Schema | DEMS/Service.  Host Name Port | Schema Owner Schema Password
T | LocalsvcThl Schema OLLDE ofs|lin oracle coy 1521 | OLL_STE sensnsEEn
I = N
L e | 1 [opss Audit schema | oLLDE ofsilinoracleco 1521 | OLL_IAU_APFE| sesassens
QPSS Audit Viewsr Sch | OLLDE ofzllinorasle, con 1521 OLL AU _VIEW sssssssss
i QPSS Schema OLLDE ofzllim.oracle.con 1521} OLL_OPSS L LT
Help < Back Hext > | Cancel
14. . Click ‘Next’. The following window is displayed.
Fusion Middleware Configuration Wizard - Page 8 of 12
JOBC Component Schema Test M
FUSION MIDDLEWARE
.T\ Create Domain ¥| Status) Component Schema JDEC Connection URL
Templates v | & |LocalSveThbl Schem:| jdbcioraciethin@/ fofsiLinoracle com:1521/OLLDE
T ARl AT AL DeRrion " o Epff,jf.'idl‘. Schema ﬂhc:crnc[_&:hln:&”nrsll In.uracle.cnm:.‘lfilfULLDB
T o o | OFSS Audit Viewer I jdbcioraclethin@®/ fofsilinoracle.com: 1521 fOLLDE
Administrator Account
T e —— w o OP3S5 Schema jdbcoraciethin @/ folsilinoracle com:1521 fOLLDE
T Domain Mode and JOE
T Databaze Configiration Type
T- I'_ornEonem DRAlASGUrCeEs
o IDBC Test
+ Advanced Configuration
v Configuration Summan Test Selecied Connections
Configuration Progress Cannectiaon Result Lag
End Of Conftauration Component Schema=LocalSvcThl Schema ‘-
et Driver=aracle jdbe OracleDriver L
URL=jdbe:oraclethina@/ /ofsi.in oracle com: 1521 JOLLDE
User=0LL 5T
Pas swordm™ =

SOL TestwSELECT 1 FROM DUAL

CFCFWE-54213: Test SuccessTull

{;cmmu_muwumﬁn—[ — =
| d

Help <pack | Mext> E Cancel
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15. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 9 of 17

Advanced Configuration

T' Create Domain
| T Templates

| .[, Application Location
Administrater Accaunt

.l.- Cromain Mode and DK

I. Database Configurstion Type
i

1

T

DEC Test

.r COI‘IIEE‘H!I’I! Datasgurnces
) Advanced Configuration

.

w  Adminisiration Server
Managed Servers

w Clusters

w Coherence Clusters

\:a Machines

;. Ennﬁsul‘m ian ';umrna&'

Help

¥ Adiminisiialion Server
Modify Settings

Mode Manager
Configure Node Manager

<

Managed Servers, Clusters and Coherence
Add or Delete or Modify Settings

Domain Fromtend Host Cagitisre
Configure Domain Frontend Host

Deployments and Services
Targel 1o Servers or Clusters

ORACLE Z

FUSION MIDDLEWARE

< Back Hext = Cancel

16. Select ‘Administration Server’ and ‘Managed Servers, Clusters and Machines’ and click
‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 10 of 17

Administration Server

Crauts Damain
Temgmes
Application Location

Administrater Accaunt

Domain Mode and JDE
Catabase Configuration Typs

Componeni Datasources
DEC Test

Advanced Configuration
Administration Server

- e—}-—-f-—-—-t---—r—-t-—-—«)--k

w Managed Servers
w Clusters

w Cohersnce Clusters
w Machines

w Configuration Summary

Help

Server Name AdminServer
Listen Address  AHLocal Addresges

Listen Pom 7001

Enable 551 o

LS50 Listen Port | 7002

Server Croups | Unspecified

OoRACLE

FUSION MIDDLEWARE

.P\oﬂ number must be between 1 and 5535, and different from listen port and coherence port

<fack | Hext> | Cancel
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17. Enter Administration ‘Server Name’ and ‘Listen Port’ details. Check the SSL port and click
‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 11 of 17

Managed Servers ORACLE #
FUSION MIDDLEWARE h b

Create Domain
+ Add % Clone x Qelete l'd} Disgard Changes
mplates .

;

Application Location Server HName Listen Address Listen Pon Enable S50 SSLListen | Server Croups

w Pant
Administrator Account

Domain Mode and DK
Database Configuration Type
B 5

IDBC Test

OFSLL_ManagedServer | All Local Address,.. ™ 7003 ¥ TE03 | RF-MAN-5.. ™

]
o
3
&
=]
A
4
|=]
E4
o
&
o
c
=
B
-

Advanced CDI‘IFIQU Lg- U e]y]

Administration Server

- --r-—;(--:-—-—-s-—(--c-—s—(-—j--}

Managed Servers

Clustars

— =

w Coherence Clusiers
w Machings

w C Ol"lTlg uration Sum Ay

anfigurail

Help < Back | Hexi> Cance|

18. Click Add button. In the Configure Managed Servers window, enter ‘Name’ and ‘Listen
Port’ details Check the SSL port and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 12 of 17

Clusters M ,
FUSION MIDDLEWARE ‘ ’

Create Domain
—— o Add b4 ) Discard Changes
. Templates

""EE lication Locstion Cluster Hame Cluster Address Fromend Host Frontend HTTF Part Fromtend HTTPS
Part

—5—

Administrator Accownt

Domain Mode and JDE
Daabaze Configuration Type
Eumgonem DaTESOUrces
JDEC Test

Advanced Configuration

Administration Server

Managed Servers
Chasters

ol — = — — — — —(—

w Cohersnce Clusiers
w Machines

w Cnnhgul‘.uinn Sum Ay

Help < Back Bext = Cancel
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19. Configure as required and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 13 of 17

Coherence Clusters ORACLE i )
FUSION MIDDLEWARE

n

Create Domain Diomakn
) Disgard Changes

-

emplates
Application Location Cluster Name Cluster Listen Port

,  Administrater Account defauitCaherenceCluster ]

=]

om ain Mode and DK

 Component Datasources
DEC Test
Advanced Conflguration

Administration Server

Mz anage d SEVErs

4k

T

T

|

{ Database Configuration Type
|

I

il

T

T Clustars
T

& Coherence Clusters
;. Machines

 Configuration Summ ary

Help < gack Hext = Cancel

20. Configure as required and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 14 of 17 =R

o~ R —
Machines M /
FUSION MIDDLEWARE h b

Create Dt &b

Machine | Links Maching
Templates :

Application Location % add R la Disgard Changes

Administrator Account
AN et b Ham e Hode Manager Listen Address Hiode Manager Listen Port
Domain Mode and JDE

oo
T
!
T
: Darabase Configuration Type

T
r
T
T
l
!
]

i~

amponent Datagsaurces
CBC Test

Advanced Configuration

Administration Senver

Mlanaged Servers

Coherence Clusters
Machines

w Configuration Summ ary

Help < Back Bext > Cancel
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21. Configure as required and click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 15 of 17

Configuration Sumimary

Create Domaln
Templates

.ﬂ.EEllﬂh.lmn Localion
Adm instrater ACcslin

Diomain Mode and JOE
Databaze Configuration Type

Component Datasources
JDBC Test

Mdvanced Cn:mﬁgurhhdn
Adm inistration Server
Managed Servers
Clugters

Coherence Clusters
Machings

Configuration Summary

—t_—(—d—d—(—l—;—(—d—|—f—l—d—:{—}

Configuration Progress

End Of Configuration

Help

|
¢+ Wiewr | Deployment -

I!j::— OFSLL_domaln (fudl/Middeware fWeblogicl2cH
|2 & Server
B = AdminServer
2 & Service
= = Shutdown Class
) DMsshutdown
= & starup Class
] wsm Starup Class
j Web Services Startup Class
[} JBF Startup Class
] oDL-Startup
L) DMs-Startup
:j AWT Application Context Starty
ER=J 14
= (& JOBC Data Source
[ LocalSvcThiDataSource
[ epss-dun-source
U opis-audit-vieaDs
D opss-audit-DEDS
= (& WLDE System Resource

U] Module-FMNDFW
al pee” | r

S

the left pane, or by using the Back buttan,

ORACLE ”

FUSION MIDDLEWARE

Name
Description
Author
Location

MHame
Description
Author
Lecation

Name
Description
Author
Location

MHame
Description
Author
Location

Name
Description

Awhor
Lcl-sallu!-
L]

Select Create to accept the above options and stan creating and configuring a new domain. Te change the
showe configuration before s1arting Domain Creation, go back 1o the relevant page by selecting s name in

< Back

__fudl/Middleware fWeblogic 12cHom =|
L]

Basic WebLogic Server Domain =
Creats a basic WebLogic Server dndl
Oracle Corporation |-

Sull/Middiewars (Weblogicl2cHom 1
Oracle Enterprise Manager i
Enterprise Manager

Oracle Corporation

JuOL/Middiewars (Weblagicl2cHon

emasTemplate

emas plugin Tem piate

Oracle Corporatian
SuOl/Middiewars fWeblogicl2cHam

Oracle Wil Conzole - Core

This extension template deploys II'i
Oracle Corporation
JuOL/Middiewars Weblagicl2cHam

Oracle |RF
Full JRE Domain Template
Oracle Corporation |

Create Cance|

22. Click ‘Create’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 16 of 17

Configuration Progress

Creats Domakn
Templates

Applitation

Domain Mode and 0
Database Canfiguration Type

Componen Datasources

Achvan

ed Configuration

Machines

W Configuration Progress

w End Of Configuration

Help

oRACLE

FUSION MIDDLEWARE

100%

Freparing...
Extracting Domain Contenis...
Creating Domain Security Inform ation,

Starting QPSS Security Configuration Data Pracessing..

The OPSS Security Configuration Data Processing Completed.,

Swving the Domain Information..,

Storing Domain Information..

String Substituting Domalm Files..

Performing 08 Specific Tasks...

Performing Post Domain Creation Tasks..

Starting QPSS Security Configuration Commit Task.
The OFPS5 Security Configuration Completed.
Damain Created Successfully!
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23. Click ‘Next’. The following window is displayed.

Fusion Middleware Configuration Wizard - Page 17 of 17

End Of Configuration ORACLE
FUSION MIDDLEWARE “ b

" Oracle Weblogic Server Configuration Succeeded
New Domain OFSLL_domain Creation Succeeded
Domain Location
fudliMiddlswars fWeblogicl 2cHom sfuser projects fdomains (OFELL_domain
Admin Server URL
hitp fofsllinoracle com TO01/console
« End OT Configuration
Heip Eimizh

24. Once the creation of the Domain is complete, click ‘Finish’ to close the window.

Note

The default Weblogic installation will be running JVM with 512MB, this has to be increased
for the ADF managed server. Say, for a 2 CPU Quad Core with 16 GB it could have the
JVM running at 8 GB as:

USER_MEM_ARGS="-Xms8192m —Xmx8192m -XX:PermSize=2048m -XX:Max-
PermSize=2048m"

25. The "$MW_HOME/user_projects/domains/<mydomain>" directory contains a script that
can be used to start the Admin server.

— % cd SMW_HOME!/user_projects/domains/<mydomain>/bin
— §$ /startWebLogic.sh

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&"

$ nohup ./startWebLogic.sh &
26. To Start Managed Server
— $ cd SMW_HOME/user_projects/domains/<mydomain>/bin

— $ /$MW_HOME!/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL}

If the server is required to be running and access to command line needs to be returned
use "nohup" and "&".

$ nohup ./$MW_HOME/user_projects/domains/<mydomain>/bin/
startManagedWebLogic.sh {ManagedServer_name} {AdminServer URL} &
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Creating Metadata Repository

Assuming that OLL_MDS schema is created using Oracle Repository Creation Utility (RCU)
as mentioned in Creating Schemas using Repository Creation Utility section, follow the below
steps to create the repository.

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

DQACLE' EMHPHM Mannget Fusion Middewars Condrol 122 L Wetlogh Doridie ¥ “W -

mm  OFSLL_domain @ e v | AubRetsh Of .|

Sarve Hama

In Server
konitoring [
‘ Diagnosties | Hame  AdminServe
Control (3 Hoal  olsllin.ordcke com
Logs ¥ lton Port 7001

e *tenPoct 7002

Deplaymants Pavacatin Shofes
SDBE Data Sources XML Entdy Caches
¥eol v br
Messagig ¥ OIS0 Framewtehs [
GCross Companant Wering b Mad Segsions B Clusier Maching Slate H
Daple Wb Sarviced » Fareign JND| Providess Running a
Othar Services J Mmﬁnpn‘;!:nu Macring-0 Runsing a
‘ Administraton
Retnsh WebiLogi: Domain
i - i ;
Swcurity E F—
Columns Higden 33 Sorvers 2ol
Sysiem MBean Browser

2. Click on domain name OFSLL_domain on the left side panel.

3. Expand Weblogic domain OFSLL_domain and click ‘Metadata Repositories’ option, as
shown in the above screen.
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4. The following window is displayed.

DRAE[_E'EHIHPIMHW Fusian Madiewans Confal 12¢ Ix WobLagic Domain wablogic ¥
mm OFSLL domain @ T+ HA+
=
I webLogic Domain v Feb 2 318 42523 P EST 4)
Metladata Repositories

You craabe mas! Fusicn Middioware componenl schema repasionas in a dalabase using the Repositony Creabon Uiy, Metadata Serdoos {MOS) eposionies can be créatod ina
dulabase with e Repodliany Crealion LI or crealad on disk a8 Ma-baded repaionn. You must register in MDS repositary Delora you can deploy Bpplcabion maladaty i he
tepoilony

Dalabase-Based Repositories

Flﬂhmi Daregiatar .
k
Roposiiory Namo Database Type  Dalabase Namae Schoma Hame JNDI Location Partilion Scope

P Ragpasiioany

File-Based Reposilories

Register—  Doregister

FReposiiory Hama Directory Partition Seo|

I R I ———————, Ix]

5. Click ‘Register’ button. The following window is displayed.

mm OFSLL_domain @ G =
=
I WesLogic Domain » Feb 2. 2016 4:56:56 P 5T 4
RPOSROTY i§ Cradied using Mo Hepodiory Ureabon Uy, 10 regisied, inpal Jalabase 0onneChion inkaimalion and ok Cuedy, Mon Select 0o ol e Meladah Hoposilgry and i
OF button

oK Cancal
Database Connection Information
Datsbase Type '® Oracle O 50U Server O IBMDBE2 (O MySOL * UserMame  gys
" Hoat Mame  ofsllin oracle.com * Pansword | e
*Port 1521 Roe svsoma v
" Sarvice Mame gpoiios
Guery

k
Matladala Repository Is Rogisiered?  Schema Name  Version Siatus Moaditied Time

W Repositony

Selected Repository

The soleced schema can be iegisiored only ITH has nol already been regislensd
Repository Hama

Schoma Passwond

6. Enterdatabase instance details under Database Connection Information section and click
‘Query’. All available schemas in the given database instance are listed.

7. Select the schema you require and in the Selected Repository — Schema OLL_MDS
section, enter ‘Repository Name’ (adf) and the password.
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8. Click ‘OK’. The following window is displayed.

D-RMLE Enterprise Manager Fusson Middiewars Coniral 12¢ = WeblLogic Domain w weblogic
t_ OFSLL_domain o ‘v &
-

F= WeblLogic Domain w Fets 2. 2016 4 3656 PLIIST 4
ropasiiony |s croaded using e Repcsitony Creation Uiy, To negisier, npui database conneciion informabon and dick Ouery, en sedec! one of the Mebvdata Flepository and dick.
OK busion,

O * Cancel

Database Connection Information

Database Type ® Omce O SO Seaver O BMDB2 O MySOL * UserMEme  sys

" Host Namwo  cisil in crachs com =
PASSWOrD e

®Port 3521 Role SYSOEA j

® Barvics Hame  OFSLLDE

Quory
) Is Regl 7 Hame Status Modified Time
MDSE talsa OLL_MDS 122100 VALID Jan 22, 2018 65357 PMIST

Selected Repository - Schema: OLL_MDS
Tho sefected schema can be registensd only if It has not alroady been rogistered.

" Repositary Hame  agl

¥ Schoma Password  seesed]

9. Click Repository name ‘mds-adf on left panel. You can even select it from right panel.

mm OFSLL_domain @ e H-
I~ WetiLogic Domain v Feb 2 2016 50140 PRIST 4)
@ Information

Mislnckiln Rapos ory mids-5d1 his beon successtully nigistrd i Il is Hol visibe i the abls s Mar ralrash 1he page, Il miybs bac ke Admin Server nasd 1o be
restarted. Restard Admin Server 1o see ihe newly registersd Reposiory.

Metadata Repositories

You create most Fusion schema in & database using e Fiepository Greation Litliy. Metagats Services (MDS) neposiiones can be created ina
dalnbase with B Rap reation LIl or ek B Ble-based rapo: 3 am MDS repesiinny belre you ean depioy Applicabiaon melarain i the
rapasiay.

Database-Based Repositories

Regaler..  Osieginiar

Aepasitory Names Datsbass Typs  Database Name Sehema Nama. JHDA Location Partition Seap

mds-ad! Oracla OLLDB OLL_MDS Jibemasad! Gt ot
[ E—S—— e

File-Based Repositories

| Regisler..  Desogialer

Reposiiory Nama Directory Pastition B4

10. Click ‘Add’ and target to OFSLL_AdminSever and OFSLL_ManagedServer as on right
panel.
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3.4

Creating Data Source

1. Login to WebLogic Server 12¢ console (http://hostname:port/console).

ORACLE WeblLogic Server Administration Console 12¢

Welcoma

L P 1 e e Tl WL g S

Userruame

Passwand:

2. The following window is displayed.

hange (enier
Vi dhanges and resarts.

ik g Lok & Bkt bt 2 modt, acion
el ta twra s the Saman.

1R e L Cat Frstereces [22)

Home Fage
Inkanvatmie o] Hevricy
o ledBEa
el Tani
= Conlgre sookcaten
w Confgure Grank for RAC Daty Souroe

 Boret Task St
= fotpar covodls selroe

= Conie Emipmise Mirage

Damsin Confiqurstians

& Satveth

& Duriscy

s Velalras

= Hgreiaie Tepens
w Cowrenca Sanan
# Coherwrce ity

& Motz

& Werk Mg
& St hod Sutioen Cuoey

Charga Coricie prefwecin

rae Ciranlt vl

P e

& Seburily Aesind

s

# 100 ey Sowrom <DL Sover »Somemnry of JOOL Duin S

o i Kdvrey #he Ta Do
& R o mmumenaan
# gk o quanton n My Orac Supoert

& Cradht Cvsedas Dy

o Mg
& MG farvn

¥ Slon-andforuied Agun

» B pokin NS

» Fabibarice Lo Pl

* e Cragratta Ve
» Dmw Saurcrs e

= Peisdie Sheten

» MR + Archvoeg

-l

weblagic

Wk, welbbgt | Civesmed v GFQIL_fenan

3. Click Domain Name > Services > Data Sources.
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4. The following window is displayed.

ORACLE WebLogic Server Administation Console 12¢

Changs Centor
Virw changes and mstaris

Cich the Lock & Eolf bution io moddy, add or
falsle Barma i the doman

Lock & Ldit

Refeass Configuration

P e Fonsgm JNDI Privoers
[ Work Conexis
| AL Regisines
| | Emty Cactes
[ = :
How da L. =

» Creale JOBE gorers dala sowrces
o Cvate J DG Qiolink cata souwoes
& Creaie JOBC molh daty sowces

® Cremie UICP daiy sources

B vome LogOut Preferences [Bd] Fcor Help a,

Vore ~Semmary of JDBC Dela Sources

Sammary of JOOC Data Sources
Configuratisn  Londoing

A JOBC dsts soonos B WA iopeet baund i the JNDI ites Pl peoces dalahass connec ity Broogh & pool of JDBC connechons . Anplsalinn
€27 108 L0 & (a BOur T 0n T S0 nee e then DOPMow 0 CULADASE CONMEGIION fromt B QaLy BouCe.

This page summarzes the JOBC data source obyects fai have been cresied in this doman.

¥ Customize this tuble

Data Sources (Fillered - Moss Columas Exial]

Cick e Lock & Edit bution in he Crangs Canter i3 scbvals all P bulions on i pags.

Welcome, weblsgia | Connscied fo: OFSLL_domain

New = Deiete Srowng 1 ldold Previous | Nexl
[ | Locassvee Thiflalafoorce | Oenernc | jhcLocave TolataSoue | AdmnServe | Gviobad
| [cose-nunneos [ ouneric | o mtaspendDattouse m"’ - Global
[ | oesemtviewhs | Ganeric | e uiviewDainSouwce ;:f"“’ Giotal
[ | eeas-onmsounee Genere: | e DpssDataSoure wl e Eﬁmll

5. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select Generic

Data Source.

Coandgur ason nion o alw oot 10 0 T
e,

Lock & Edit

Release Configuration

Domain Struciare
OFSL doman
E-Servens
| E-Meeagrg
| Dais Seuices
|=Persintent Sives
| Foreign JNDI Proviees
|+ Wiar Contexis
- MM Regisiries
e &
How de L. =

» Ciagie JDBC gersre dals nources
» Croate LLR-enabiod J 0BG data siwrces

Sislem Staius =
Haath ol Rusning Servers

" Faded |0y
Crmcal (i

Btk £| Findgh |ﬂrl¢l'l
JOBC Dade Source Properties

T dolowing propesties wil be peed in dently pour new JOBC data sowce
* Indicaies requred fekds

‘Wil wonds you e 10 rame yoor new JDBC data source?

g Hors: OFSLL

Wil 2008 B you w19 Srealn youwr data source n T

seape: Global |

VWaat JHEDH Aasrey it 0o B8 1 4101 b0 o Pt JOBC Data Soerce™

JKDA Hame:
jbe /ot sL08Conn0s]

\Wiar catahas e Ty woulkd you e 19 seiecr?

DatsbaseType: | Oracle

I
I
|" - Crearinaded (0}

(TYRSS—-—

Hack L".E‘.‘J| Finish |l:-ll'lﬂ|

6. Enter Data source ‘Name’, JNDI Name as ‘jdbc/ofslIDBConnDS’ and select ‘Oracle’ as

Database Type.
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7. Click ‘Next’. The following window is displayed.

ORACLE weblLogic Sarver Asminisrabon Console 12¢

Change Conter
View changes and reslaris

o pending changes exsl Clel the Rsiease
Configur sten Dusen b3 Mow Sihers 12 63 fe
dormain,

Lock & Edit

Release Configuration

How da L.

» Croute JDBC gererc data sources
= Create LUR-onabled JOBGC ata sources

) Home Log Ot Frefersnces [ Record Men | &, mw|mum,-o—a
o > Summany of JMEC Dam Soutes »Summey of Secuty Resrs - Summary of JOOC Duta Sources
Create o New JOBC Dats Source

JDOC Data Source Properties.

Back | Hext Finesh Cancel

This slraitng SrocaTien wil Ba cded b5 denlly youl hiow JDBG 8518 Bourts,

Duisbase Oracie
Tpa:

What dartabane driver woul] Tou B 10 wse 35 Sreale databade connec tions ™ Note: * Fdciles Thal the driver i oapicy supcoried By Oracls
WinbiLogic Senver

=]

Dstsbase [2Oracle’s Driver (Thinj for Instance connections; Versions:Any

Back Luu_u*: Finesh | Cancel
sy I e

B

Syatem Siatus

8. Selectthe Database Driver ‘Oracle's Driver(Thin) for Instance connections; Versions:Any’

as shown above.

1

9. Click ‘Next’. The following window is displayed.

Wisw chianges and reilans
Mo pending changes exst Cick e Relsase
Confguration Bunoe 1 allee Difers I ol the
derman

Lok & Edit

Aelease Configuration

1+=Fiatign JHDH Provnsens
1= Work Contens

| MM, Regities

ML Endity Caches

i oo

How do L.,

» Ciogse JOBC goner: dats sourtes
= Ciogte LLR-pratios JDBC dats soulce

1

System Status
Hiealh of Running Servers.

Fhed 00

1]

tome sGumrary of JOBC Dia Souroes »Summory of Gacunty Rear vSummary of JOOC Deta Sowrcen
Cmate s Mew JOBC Data Source
Back | | Mewt | |[Finian | || cancel
Transaction Oplicas
Yiu P Salozned sin- XA JOBC ariver 1 &6kl AMSHESE SOANBELEN IN yiuF iiw A8 LSS,
Does this data sowce suppor giobal ransactions ™ H yes, pleass choose the rans.action protocol for this daia sowce
| Supperts Global Tranasctions

Gelect this wlmnﬂhmmﬂdmmm from e dain sowce o paricipabe in giobal Yarsacions wing e Lopging Last
Resowres LR} dod in place of Emulite Twe-Prase Coment.

() Logging Last Resource

Selen| P opton § you ward k enable noee XA, JDBC soenechons rom P data S5wce 1 eTulle patc RATER 1 gilal hansaclors g JTA
Seiec! P ophon ondy F yoar apphcaton £an lierale heurnic condbicons:

(7 Emvulate Twe:Phise Comm

Select this opton I you wEct 10 anable non-J08 JDBC connsctions: from e data S0t 10 pFICDate I QOM YANSACIONS UIINg e one-phass
COMTIE VNS ACIOR (HOCESENG. VN tha Optinn, 10 DINST 1ES0TEs CEN DAMCILEE iy 1he giobal IFansston

(& One-Phass Comma

(s Ly || conee
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10. Click ‘Next’. The following window is displayed.

Release Configurabon |

Darmain Srutture
OFELL oomain
- Domain Pariions

How do L. =

= Crpate JDBC penaric data sources
» Create LLA-sabied J 00 oo sooces

Bywiem Bamiua =]
v e

| Fadedt {0}

| Gl 12

i " Owericated |3

| Winrrang (1]

i

Define Coonnesbon Properics.
‘What 8 the name of the database you would e o connect in?

Dstabase Name: QFM

What B the nese o IP eadress of the datshiss serverT

Howt Mo alsllin.ofacle. com
What i the port on the merver umed 1o the w¥
Pa

1521
What dadabeee SIC0UNT LSET MAITE G0 00U WAl i use 10 creais daiabase ConneCtong Y
Ciatabase Lser Kame: OFSLL1431

‘What 5 he detabmn pocoun! ataword A g 10 crealo calabase correctora T

ﬂulﬂﬂl Finish | Cancel

11. Enter Database details click ‘Next’. The following window is displayed.

ORACLE weblogic Server Agminisrabon Console 12¢

Change Cenler
View changes and malarts
o perding changes exst Chok the Aeinase
Conligurasion buion o siow oihees 12 oo the
o

Lock & Ean

Release Configuratian

Boenain Sructam
OFSLL_domain
i~ Domain Parifions
- Ervironment
—Depigymonts
=g ]
[ Messaorg

[+ Dt Seuprews

|- Pevamuen Saed

|- Foreign JHDA Proviters

Wt Conbexts

1= ML Repesinies

|- MM Erafy Cachas
PoKoM

Py 5
How da L. =]

= Crame JDEC genaie 01 S508a
& Creale LLR-snabied JOBC daly soarces

Siyatem Status Ell

‘Haﬂu LogOut Prelererces [5] Recond Mep | | e m-ﬂm!mww
| ¥,
Hare Sammary ¢f JOBC Date Soarcer »Surrary of Secety Raaime ~Summary of JODS Dats Seances

Create a hirw JDHC Data Source
'|'WM|M!|.M, Hext | nnuhl Cancei |
Teat Database Connection

Test the and fhe PrOgees o ot

Wahat i the hul package name of JOBC drver cimse used 50 CTEEe aSahas e CONNECInNS I the Connec tion poott

Orivee Clams Mames  racle dbe OracleDriver

What s the LIAL of the database 1 cornect lo7 The lormat of e LIRL vares by JDBG drver

AL jdbcoracke:thin:@afsilLin oracle com:1521:075LL08

Wihat databoss accoent user name g0 you ward 10 we 16 coae database conneciions T

Dasbass User Hame: .OFSLL'NSI

Wihat & fhe database socooni paSEword i use 10 Cregie database coPnechions T

— —— [V Ao Y T PR et St s i [ Pr oot ses Tk Exsion
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12. Click ‘Test Configuration’. The following window is displayed.

Messages
 Connection test succaeded,

Create a New JDBC Data Source

Test Configuration | | | Back | | Next| || Finish
Test Database Connection

Test the database availability and the connaction properties you provided.
What is the full package name of JDBC driver class used to create database connections in the connaction pool?

(Note that this driver clas

nust ba in the dasspath of any server to which it is d

Driver Class Name: |oracle jdbe OracleDriver

What is the URL of the database to connect to? The format of the URL varies by JDEC driver.
URL: jdbe:oracle:thin:@ecfsll.in.cracle.com:1521:0FSLLDB
What database account user name do you want to use to create database connections?

Database User Name: OFSLL1431

what is the database account password to use to create database connections?

nt, enter the pass:

in the Password field instead of the Props

rie:

Confirm Password:

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=0EsLL1AsL

13. Displays confirmation message as ‘Connection test succeeded’. Click ‘Next’. The
following window is displayed.

ORACLE weblogic Server Atmintsranon Conssie 12¢ _

Change Center i Home Log Out Prelecences 2 Fecond Help Q, Welkcome, webilogic | Connected fo: OFSLL_domain
View - " Mame «% OBL Dat oo wSumrmry of Secerty Feaims «Sumesary of JODC Deis Soorces
Mo perding changes exsl Cick the Asease Creale a liew JOBC Dals Scurce

Configuration ution o aliow cihers 10 o0 he
coman

Lock & Eidn

Sebec| Targrin

| Relesse Conhguration | Ve £ Sl Dfut Of Mo LGS, 10 chepitny y O e JDIBC S35 Source. IF jous o) Beieett B Raiel, B dala S0ufce wil e Eledted Tk not

Gepyed, Yo wil feod 1 Sepisy e dala Baree 8l 8 el lime.

Berven

) maminsarser

F.i':' OFELL_ManagedSenses

Dt e

|- Persiaton Saoned

|- Fareign shipi Provesrs | et | | Finisny || Eancei
oW Contents

1B, Regitriss
WAL Emify Cacres
com
Ml Gressinna,

as

How do L. =

» Creme JDBC pereric data pources

# Cioaie LLA-snabisd JOBC dans sources

Syslem Slales B
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3.5

14. Select target Servers ‘AdminServer’ and ‘ManagedServer’ and click ‘Finish’. The
following window is displayed.
OIRACLE webLogie Server asmissaton Consos 126

i) Home Log Ouw Pretersncss G Hew a Welcome, mebkegic | Gonnocse 5 OFBLL_domain

Summary o1 JDEC Oats Sources

Configuration  Monaceing

b Custamare tnm ante
Data Sousres (Fillensd - Moss Colmna Exist)

Chei the Lock & B trutton i the Chargs Coetor 16 actvile 81 the buSns. on S page

Showng 1930000 Prowioes | hext

| [rywe | svion ssame [rgean e ——
| LocamveToDumtourse | enere | ool coatve ToDamaSource | Admnbenver 0|

ersg Denerc | oS KOCoNDS I . o

JE—— Gicreric | Kot A pendDais Sourse | AOTESerE - p—

S PR [ ——— - o

15. Click ‘Activate Changes’ on the left panel.

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the OFSLL data source > Connection Pool.

2. Initial capacity and Maximum capacity is defaulted to 15, if the number of concurrent
users are more this needs to be increased.

3. Click Advanced button and update the following:

— Inactive Connection Timeout=900

— Uncheck the ‘Wrap Data Types’ parameter for better performance.

4. Click ‘Save’.

Creating SQL Authentication Provider

1. Login to WebLogic server administration console and click ‘Security Realms’ in left panel.
The following window is displayed.

ORACLE webLogic Server Adminturation Console 12¢

Change Cantar
View changes and mslafs

(Choi s Lok & Eoif Dution 40 modly, 00 of
Seisle BaTTiE W I S

pack b E

B Home Log O Preferences [ el Q Welcoma, weblogi | Cornecied 12 OFBLL_domain

Summany of Becarity Realma

Saimmary & Security Rualms

A SBEurTy ORI B B COMBRT I [N M AT NSO c Ve, Grouts, SESurty FoRE, LECUTEy pRlce, AN BEuTly pRoveri el 8
st b0 profecd Webloge resturces . You can Fave mulips actve securty realms 0 g Webloge Sorver doman. bl only one can B0 st a3
ihe delad secuity reaim, which & reserved for domain admins raiive purposes

Oemam Struclue

DFSLL_domain

o DT PaIGRE

¥ Erwironmant
Deployments

- Services
Securily Realms

- Inferoperakiy

- Dagnoics

Thin Securty Reaims poge lan sach securty raaim that has boon corfiguiad n the WebLoge Server doman. Click e name of ihe reaim o
mugiorn and configuns that reaim
 Gustomize ihis table
Realms [Filered - More Columns Exist)
Cici the Lock & B bufton in the Change Certer 1o activate ol the busens on T paga
Showrg 1io 1 of | Previoos | Next
L Dt it Redim

it i i frus

How da L

» Configuie new pocurly reaims
# Enasbie gutomans reaim iestart
» Delene socirty reaimy

= Change e delmul securify neaim

Ghowing 1io 1 of | Previoss | Next

3-21 ORACLE



2. Click ‘myrealm’ on right panel. The following window is displayed.

CORACLE WebLogic Senver Adminisiaton Console 126 _

Changs Canter £l Home Loo Ot Protermccen. [ P el | ILa Welcame, weblogls | Cannested i OFLL domain
View = e wBurerady of Sacuty Ressss .myhials

Cick e Lock & Fortution o modiy. add or Esttings for myrealm

deleta Bems in s domain.

Configumiion  Usors and Oroops  Roes ang Polcies  CroconalMagorgs  Provicens  Migration
| Lock & Edit ]

Redense Configuration : - - -

Clek P Lok & B4 Bution in B Chasngs Canles 1o maShy he semega on T page.
Domain Stnecture

OF L doman o

E:I‘E“"w Us= {his page o contigurs B ganeeal behavior of this sacurty reaim.
|~ Degicyments

[ Barvices. Moge:

- SACUTTy Rsai

% B0 Al IMpRETMENNFG ST IS JACG [Java AUovirstoe CORMBCE 1od Gontineds 5 definad in JER 1135, 70U must use the DO

[ Intropes nndiy Only gecufity model, Other WetLige: Server model e hot Sviiihis and [he Securty lunciend bor Wet aoplcationg and EJB4 R e
- Didgnosics Airicis rafion Conedle ane deabied,
Mame Frrpreakn The earmie ol 8 socuily Fabr  RAoHe Ik,
ﬁ Security Model Defaul; j Spic B, I ol Bes iy oded 1o Vel
mppications. o EJBs tat are secored by TS securty
Tadim. You B overos e gt dorng
iow do | =]

gy e Mdew g,

i e 4 Dietermirias how the: nole mappings inthe Erlermrss

& Enabla sstoerato ream restan Apphcate, Web appioation, and EJB oonlainers

w MR 30 Ty S YWED e S0 B miseact This seiing B vald only fof Web spplcaions

EtBa and Ejfils that use ihe Asvanced securty madel and
[ ¥

® et the detast pecurty model ::mhemlu o depioyment descripiors. More

3. Click on Providers tab. The following window is displayed.
ORACLE WebLogic Server Agnistason Conse 126 B 2020 O
Change Center ) Home LogOut Prefsrences [ Record Help | L& mw!mﬂmtmm
Wiew oh Tl vk Home »Sammarny of SeCuTy Feam wmyweem - Providen

N perscing changes ensl. Cick e Reloass Bao ot iyt
Conligeraion tulion o alow otheds 1 63l a

Configuralion  Users ond Giroups  Floles ang Poleiss  Credentinl Mappingn — Providess  Migration
Lock & Ean Authentication  Password Valdation  AuPorizaion | Adudcaion  Foke Magping  Audgiting  Credential Mapping | Gerificason Path
Release Configuration
A sthetication provider alows: WeblLogio Server o eatablsh tnust by valkdaling a user. You must have one Authentication provider in 3
Domsin Sinciuse mecunly realm, and you can configure mullipls Authenlcaton DPowicers in a seculy reaim. Diffelsnt frped ol Auhanicaion provisens me
 deth
oFsL . Sosigred Io Acoss dififeost daty sirey, dech 33 LDAP servivs or DBMS
He- Domain Parsons
- Emviarmant | Customize this table
|~ Dropryments
H-Sarvcen Authentication Providers
I Saviniy Roakrs
1 Interagerabiny [ mew | | Deteze |'_wmr Snowng 113013 Previous | Next
- Duagneatics e e £ - e S
]| Hame Descriglion Veriion
] | Trumt Sarvies insmity Aaserier :Twwtmwuwmiw 10
] | Detathstheniicmor |mnmmhm 10
- 0o sarter | Webligic kssmty Asseition provioer 10
Hew e . =]

Showing 110301 Previous | Next
» Configure Autrmicaton s enify

Asiarion pioviderd
# Confgure e Passwond Valdation provices

® Lanage SECITRY [FOVIOers.
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4. Click ‘Lock & Edit’ to unlock the screen and click ‘New’ button in Authentication Providers

sub tab. The following window is displayed.

ORACLE weblLogic Sener Aaminisyaton Console 12¢

Change Genter 1) Home Log 0wl Preterences. (] fecord e | Q
== = o« Bumescy ol S acusty Fichien =ryvaste »Prvidirn
Mo Provider

No pendng changes suxist. Clck
Comfiguintion Butien 1 Slow OIS 10 S0t the
doman. o | || Cancet

ot Greate & now Authentication Provider

Resease Conpguration Tre

opsertios wil B rsed 1 KSonisly yoaur rew Authenticason Prvider

T e of the auTerScation provider

Welcome, weblogic | Connecied 1 GFSLL, domain

Degicyments =l OF SULDBAUthenticator
[ e—
e ™ of autmente: ovicer 1o create
i e e & the type a8 provider you wah 1o c
#-Dagrasten
Tree: SOLAUthenticator B |
oK | || cancet
Haw do 1

» Manage securty provioers
» Confgure Authentication and identty
Aasortion providen

Syatem Status =
Heam o1 Bunneg Servers

5. Create Authentication provider with following values:
— Name: OFSLLDBAuthenticator
— Type: SQLAuthenticator

6. Click ‘OK’. The following window is displayed.

ORACLE webLogic Server Adminiswation Console 12c

&) Home LogOur Preferences [og] Piecord Hep |

(2. Welcoma, weblogi | Comecssd 15 OFBLL_damain

Charsge Cenier
View of o § Heds o Gosrman 81 Gec ity Be ki «Symain -Diovidess
Pering changes evil. They musi Ba actvaled Settings for myresim
taks et
rirmes Cimfguratin | Users and Orougs  Rioies and Pofcns | Credentil Mapgngs | Providers  Migeaten
| o Actvate Cl [ .
Authentabion  Passwod VaRENon — AuSoizabon  Agudcabion  RoeMagpng  Augng  Credental Mappng | Cersiicafion Pam
Uriio AT Changes -
Doman Struchare ey Masthsmitic artics paowides’ ailoves Wisblogao Satved i estaiialy inest By waldaling & e Yoo mst have ong Auentionion prodider inn
.- SBCUNTy PBAI, S Fou SAn SORNGURS MURK AUTWTIESION BREVIBSRS I 8 Scurly Fasls Deont yfes of Aulhinlic Sl povisers o
OFSLL demain covsigrad i aconss dfierent dacy storen, sech aa LDWP pervers or DEES.
= - Domar Parttord
[ Reploymanty  Cusstomize this tabis
= Services
£ Becury Aeaims Authenlication Providers
[=i - Inderoper ab ity
- Dagnoatics Mew | Delein Reorder Showng 1 bo 8 of & Previoes | Next
[ | e Desexiptian Versizn
|'__'§ Trusi Service iderity fasommer Trust Service knomiy Asgenon Provider 10
O | Detaustuthenticmor WeliLogc Authenscation Provides LE
How de L =] (] | Detntiaentry Asierier VWi g RSety A Sa6 1 Poies 1
0O
" i i ation arc ity ] | OF SLLDBAhenticalor Prowider that periorms. DEUS sutteniication LK
b o L] Db Reatdor Showng | B4l 4 Proviees | Neal
= Corfiguis e Pasawond Vialdabon orivder St
* Wanape sheulily proviers
= Gel P JAS control fag
* Re-order Authentication providers
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7. Click on ‘Activate Changes’. The following window is displayed.

ORACLE webLogic Server Administration Console 12c

Change Center @ Home LogOut Preferences Record Help | Wb\onme,wehlng\n|C-nnnectedm:chsLL_dnma\ﬂ

View changes and restarts Fomf >myrealm ;?Jmmon Security Realms >myrealm >Providers >myrealm >Providers >0FSLLDBAuthenticator >Summary of Services >Summary of
JDBC Data Sources =Providers

Pending changes exist. They must be activated

1o take effect. Settings for myrealm
o Activate Changqs Configuration = Users and Groups Roles and Policies = Credential Mappings | Providers = Migration
Undo All Changes § Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure
An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one Authentication provider in a

OFSLL_domain security realm, and you can configure multiple p in a security realm. Different types of Authentication providers are

Domain Partitions designed to access different data stores, such as LDAP servers or DBMS.
t-Environment
+--Deployments
B}-Services [ Customize this table
t--Security Realms
nteroperability Authentication Providers
Diagnostics
New | | Delete Rearder | Showing 1to 4 of 4 Previous | Next
[] | Name Description Version
[ | OFSLLDBAuthenticater Provider that performs DBMS authentication 1.0
[] | DefaultAuthenticator Weblogic Authentication Provider 1.0
How do I... =
[ | Defaultidentity Asserter Weblogic Identity Assertion provider 1.0
« Configure Authentication and Identity [ | Trust Service Identity Asserter Trust Service Identity Assertion Provider 1.0
Assertion providers
« Configure the Password Validation provider | New | | Delete | Reorder |

Showing 1 to 4 of 4 Previous | Next

Authentication order should be maintained as mentioned in the above screen.
‘OF SLLDBAuthenticator’ will be displayed as above.

8. Click on ‘OFSLLDBAuthenticator’. The following window is displayed.
ORACLE webLogic Server Administratan Console 12¢ —

Changs Centar {8 Mome Log Out Preieronces [ Rocord Help | Welcame, weblogic | Cannerisd 13- OFSLL_domain
Wim changes and restarts. tmme s Sammary o Securty Reaims smyaim »Summary of Secuty Aeaims smym Dy Ty OFELLOBAGiheniicator
Mo pendeg changes exal Cick he Resase Seltings for OF SLLD8 Authanticatar
mmwﬂﬂnmflﬂﬂh [y
Losche & Eefit Comman  Provide Spacdo

Save

Domain SEnscture
This page dsplys basic nlormation aboul B SO Aofhentication provider, You can alss use the page 10 sei P JAAS Coniral Flag 1o conmral

OF LL_gormad hénir this provicar B used in B lngn spguence

3 Dewman Pantom

k- Ervonsmen

Doy e ‘ﬂ Heme: 'OFSLLDBAhenticain
- Bervices
Securty Reaims
3l Irbeope sy ] Descriglion: Prowides that perionms: DBMS susteric aton
* - Dagrosics
,ag Wersion: 1.0
o] ool Flag: [SUFFICIENT] - )
How do B
. | 5a
+ Confgore Authenficafion and idenily “‘r:h

AELETEON DROISTY

» Get the JAKS coninal fag
» Conlgure e Batdword Vilkialon provides
& Manage secunty providan

9. Select ‘SUFFICIENT as the Control Flag and click ‘Save’.
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10. Click Provider Specific sub tab under Configuration tab. The following window is

displayed.

@ Activate Charges

Unida Al CRARgGES

Configuation  Perlormance

Common  Provider Specitie

Save

Liss this paape o defing e provider speciic configuration of fhis SOL. Authenticasion povider

Kty Domain

Fainsent Paspwworde Enabled

Data Source Name:

Group Membership Searching:

M Group Membanship Search Level:

Password Style Retsined

Passwond Abporithm:

OF SLL

-------

unlimited =}

SHA-512

11. Specify the following values in corresponding fields:
— Data Source Name: OFSLL

— Password Style Retained: Uncheck

— Password Algorithm: SHA-512

— Password Style: SALTEDHASHED

— Provide the SQL Queries from the column Corresponding SQL Queries as per
OFSLL Tables as given below.

Operation Default SQL _Query Corresponding SQL Queries as per our
from Weblogic Tables

SQL GetUsers | SELECT U_PASS- SELECT UAU_USR_PASSWORD FROM

Password: WORD FROM USERS | USER_AUTHORISATIONS WHERE

WHERE U_NAME = ?

UAU_USR_CODE =7?

SQL Set User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Password: U_PASSWORD = ? UAU_USR_PASSWORD = ? WHERE
WHERE U_NAME =? | UAU_USR_CODE = ?

SQL User SELECT U_NAME SELECT UAU_USR_CODE FROM

Exists: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME =? | UAU_USR_CODE = ?

SQL List SELECT U_NAME SELECT UAU_USR_CODE FROM

Users: FROM USERS USER_AUTHORISATIONS WHERE
WHERE U_NAME UAU_USR_CODE LIKE ?
LIKE ?

SQL Create INSERT INTO USERS | INSERT INTO USER_AUTHORISA-

User: VALUES (?,7,7) TIONS(UAU_USR_CODE, UAU_USR_-
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Default SQL Query

Corresponding SQL Queries as per our

Operation from Weblogic Tables
SQL Remove DELETE FROM DELETE FROM USER_AUTHORISA-
User: USERS WHERE TIONS WHERE UAU_USR_CODE=?
U NAME =?
SQL List SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Groups: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME UGR_GROUP_CODE LIKE ?
LIKE ?
SQL Group SELECT G_NAME SELECT UGR_GROUP_CODE FROM
Exists: FROM GROUPS USER_GROUPS WHERE
WHERE G_NAME =? | UGR_GROUP_CODE =?
SQL Create INSERT INTO INSERT INTO
Group: GROUPS VALUES (? | USER_GROUPS(UGR_GROUP_CODE,U
. ?) GR_GROUP_DESC) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUPS WHERE
Group: GROUPS WHERE UGR_GROUP_CODE =7
G_NAME =?
SQL Is Mem- SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
ber: FROM GROUPMEM- FROM USER_GROUP_MEMBERS
BERS WHERE WHERE UGM_MEM-
G_NAME =? AND BER_GROUP_CODE= ? AND
G_MEMBER =? UGM_MEMBER_USR_CODE =?
SQL List Mem- | SELECT G_NAME SELECT UGM_MEM-
ber Groups: FROM GROUPMEM- BER_GROUP_CODE FROM
BERS WHERE USER_GROUP_MEMBERS WHERE
G_MEMBER =? UGM_MEMBER_USR_CODE=?
SQL List SELECT G_MEMBER | SELECT UGM_MEMBER_USR_CODE
Group Mem- FROM GROUPMEM- FROM USER_GROUP_MEMBERS
bers: BERS WHERE WHERE UGM_MEM-
G_NAME = ? AND BER_GROUP_CODE= ? AND
G_MEMBER LIKE ? UGM_MEMBER_USR_CODE LIKE ?
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-
Group Mem- GROUPMEMBERS BERS WHERE UGM_MEMBER_US-
berships: WHERE G_MEMBER | R_CODE="? OR
=? OR G_NAME =? UGM_MEMBER_GROUP_CODE=?
SQL Add INSERT INTO INSERT INTO USER_GROUP_MEM-
Member To GROUPMEMBERS BERS (UGM_MEM-
Group: VALUES( ?, ?) BER_GROUP_CODE,UGM_MEMBER_US
R_CODE) VALUES(?,?)
SQL Remove DELETE FROM DELETE FROM USER_GROUP_MEM-

Member From
Group:

GROUPMEMBERS
WHERE G_NAME = ?
AND G_MEMBER = ?

BERS WHERE UGM_MEM-
BER_GROUP_CODE= ? AND
UGM_MEMBER_USR_CODE-= ?

SQL Remove
Group Mem-
ber:

DELETE FROM
GROUPMEMBERS
WHERE G_NAME = ?

DELETE FROM USER_GROUP_MEM-
BERS WHERE UGM_MEM-
BER_GROUP_CODE= ?
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Default SQL Query

Corresponding SQL Queries as per our

Operation from Weblogic Tables
SQL Get User | SELECT U_DESCRIP- | SELECT UAU_DESC FROM USER_AU-
Description: TION FROM USERS THORISATIONS WHERE UAU_US-

WHERE U_NAME = ?

R_CODE = ?

SQLSet User

UPDATE USERS SET

UPDATE USER_AUTHORISATIONS SET

Description: U_DESCRIPTION =? | UAU_DESC=? WHERE UAU_US-
WHERE U_NAME =? | R_CODE=?
SQL Get SELECT G_DE- SELECT UGR_GROUP_DESC FROM
Group Descrip- | SCRIPTION FROM USER_GROUPS WHERE
tion: GROUPS WHERE UGR_GROUP_CODE= ?
G_NAME =?

SQL SetGroup | UPDATE GROUPS UPDATE USER_GROUPS SET
Description: SET G_DESCRIP- UGR_GROUP_DESC=? WHERE
TION = ? WHERE UGR_GROUP_CODE= ?
G NAME = ?
Provider Name | OFSLLDBAuthentica-

tor

12. Click ‘Save’.

S0L Remove Group kember:

' Descnpiions Supporied

SOL Get User Description:

SOL S User Description

SOL Get Group Descriptian:

SOL Se1 Gioup Description:

Save

MEMBER_GROUP_CODE= 7

VHERE UAU_USR_CODE =7

WHERE UAU_USR_CODE= 7

ERE UGR_GROUP_CODE= 7

ERE UGR_GROUP_CODE= 7

Note

Application server needs to be restarted for these changes to take effect.
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3.6

3.6.1

Creating User Groups and Users

Creating Users

Create an OFSLL application super user to login to the application.

A script is provided in the distribution media in the dba_utils folder to create an user.

Note

By default there are no users created to login to OFSLL application.

Run the script ‘crt_app_user.sql script’ as a OFSLL application owner user.

SQL*Plus: Release 12.1.8.2.8 Production on Thu Feb 4 12:47:85 2016

Copyright (c) 1982, 2014, Oracle. ALl rights reserved.

Enter user-name: OFSLL1431

Enter password:

Last Swccessful login time: Thu Feb @4 2016 12:02:37 +95:30

Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.8.2.8 - 64bit Production
With the Partitioning, OLAP, Advanced Analytics and Real Application Testing opt

ions

50L> @/home/dev/Desktop/crt_app user.sgl;

Enter the name of the OFSLL App user Id you
Want to create user: DEMOSUPR

Enter the First Mame for this user: DEMO

Enter the Last Name for this user: SUPR

Enter the Phone Mumber for this user: 9999777321
Enter the Fax Number for this user: 9999888321

1 row created,
1 row created.

1 row created.

saL= i

1. Login into WebLogic server console.

2. Click ‘Security Realms’ on the left panel.

3. Click ‘myrealm’ on the right panel..

ORACLE WeblLogic Server Agmnistration Comsste 12¢

Change Cenlar
WView changes and meslarts

G the Lock & S bufion o modfy, add oo
it BETH I I SR

Lock & Eat

Bomain ructum
OFSLL_ deman

i~ Domain PariSons
4 Ervr ormernt

Depiryments

How da L.

= Corfigure new socurity reaims
# Enahis gitomatc reaim restan
» Deete gecurty reaims

* Change the celsul securty realm

i Home LogOud Preterences (o] Heo Q Weloome, weblogic | Corneciad i OFSLL_domain

2 “Summary of Secarity Realmy

Summary o1 Secunty Reatms
A secorly roai i o contares for the me:hansme-nciuding usn, groups, Securly roie, secury polcies, and security providers--Pal ane
ussted 19 prodect Weblogs resources. You can have mulipls actne secury reaims 8 Webloge Server domain, bt only eng can be el @
the detaok secwily reaim, which & reserved lor domain adminis irafive purposes.
Thia Becurity Realma page Bt aach secuwity foalm M has Deea cocfgued i e WitLoge Servgr domar. Clck 1 name of e reaim 1
mupiore and confgune that reaim

B Customize This 1able

Reaims (Filtered - More Codamns Exist)

Cich the Lock & EdVT bufitn in the Change Cortor 15 3¢ Uvese 5l the bufons. on i page

Showang 100 1ol 1 Previoos | Nest

Showng t izl of 1 Previos | Mext

4. Select ‘Users’ tab under Users and Groups.
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5. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Users are automatically created in weblogic when created through an application.

OIRACLE Webope s s

[ —— (@) Home Log D Preserences ) a, mw| Coevacneg i OFBLL_domair
Home »Surmary ol Sensty Reaims smyTeaie Hlea and Oroups >Summary ol Seosy Aeaims =myream «OFSLL USER »myream »Usem and
Viwwr changes and resarls G ~DEWOSUPR sUsers and Grouea
Chck e Lo & S Dunion i oy, B o
Beiess toema in T dorman e e
Ltk & EdiE Confguraion  Lharssnd Groups  Roles and Polciss Crodeniinl Mappings  Prowiders  Migralion
Relnnye Conhiur athon Users  Orods
Domain Sanscture
The: poge deptys Rl manon S0 each uset thal has bees Configuied in e decurly foaim
OFELL_domain
#:-Doman Partiions
- Emvironment B Customize this table
|-~ Dopicymanta:
H-Sarvices Ussrn |Fitersd - More Colsmne Exist)
|- Bty Peaima
L iraeropes abldty Hew Delete Bhewing 1 la 5ol 8 Proviesa | Mest
- Diagrted —_— T 7
| DEMMD SLIFR OFELLDBA A alse
| This i the defaull service account i Webloge Server Lilecycie Manager confguration Dtmnd LF
updaies
DOvacieZysiemliser | Oracie apphcation soffem e sysiem user. Detautictherficalor
How dol_ 2 et | |
| O | TESTUSER TEST USER OF 54 LD thorne mor
* Managa users and groaps =t 1 1
| [ | webioge This user i fha dolaul ademinisinalon Oerlputbuihoriicaior
& Cragts e o |
» Moy Laers _“.E?_ Dt Showng 1905008 Proviows | Mext
& Dol wBBis

3.6.2 Creating User Groups

1. Select ‘Groups’ tab under Users and Groups.

2. If SQLAuthenticator is configured as a Security Provider for the OFSLL application, the
Groups are automatically created in weblogic when created through an application.

ORACLE WeblLogic Server Admnismanan Console 12c —

Change Center @ Meme Log Our Preteencos [ fincent Mep | =) mwimwn:oruL_m
| = Hoims sbisars 00 Brceos =Sy ol Sty flewirs »mymoain >OFSLL_USER smymatn viisers and Groues > DEMGEUPH 2 Usen and
e e |
Lock & Edit Corfgueaton  Users and Groups  Flows an Polces Provasers
Relears Configuratian | Users  Groups

This page ciaplry's PloMMaton Do sach Qroun thal ks Been conQUIBd in this Securty reaim.

¥ Customize Ehis table

Groups
MNew  Oelete Ghowing 1 l0 2ol S Frevious | Mexi

1| reame & Dercnigiion Proveider

[ | AsmnCramelises ASmnCHannel ISers £an s00ess. the adrmin channel Dietautiennente s

0| a - Acmnat alies can vine g moddy al reagutce aftretos and stan At sion DietaulAut

sorvers
ApoTossens AcoTesters groun Cistaumiytrenicato:

Haw do L. E =

[ | CrosstomanGonnecton | GrossDomainConnecinn Can maks inier-ooman cals Hom Reign Somars. et A e etic 801
= Wanage usens and grouos = T =

[ | Depieyers Crimiryars car vigwe 3 rosdasce altritastos. and degloy mplcations Drtauttarte-atol

= Creae grouns
Moty grocps ] | Mensees
& Dedete Qrougs

MASEOS £ Vi N ocify B SO0 Ds BFDUNeS DN ferlonm OpeTETORS ot
resitrictod By toles.

[m] m_uxi CFELL USER GROUP OFSLLDBA S encalor

System Fatus = | Opseratons can view and modéy ofl resourss afirbutes and periorm senves Bacycle
[ | opemes [T e
Hizath of Fusning Sofvers = -
O | OracieSysiemtnom Cuacie appicaton sofbemre Sy Eiem groon. Defaulimrentcaton
I Fallect {03
New | | Delete Showing 110 S0l 8 Previous | Mext

I Crecal (%
I Cry i |5
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Assigning Users to Groups

The USERS are automatically mapped to default application group - OFSLL_USER.

g Crrter [ SRy ey rAS— - g |

Warer chamgrs s rrakart 1 e 1o e e e B sy - Pl R St

Thon o i B e o i masiy, St Bor T HCAEFR
RSy S e

Cowrsl | Fmmvend  Grews
Lk & S

Srmanr Lo rmar o

P G T A O R B PV

Farerd Grmr
Avadasle Chasen
RS LSER

rarigades

o Wekciare, whllog; Coresacd i VUL S
: i bt et e DAL L tern el (s < O A
|
T iy ot b ot oy il ot it i, ik By

Resetting password via weblogic console

1. Click on ‘User’. Select Passwords tab and enter new password and confirm password.

ORACLE wWebLogic Server Administrasion Console 13¢

Change Center @ Home LogOut Preferences [ 7
Wiwr changes and rostans e

Cick T Lock & Edit bufion o moddy, nad or

et BEE A T dorman Tznoe for DENOSUIR

Lock & Edit Genersl  Passwoeds  Oroups:

Aciease Cunhgussion Sawe

Domain Sansetum

QFELL doman
#:-Doman Pations

* Wk abeE o ek
- Erwironmant
Depicymanis
hy 8
e * Mew Password:

Sacurty Reaims
B irmeroper abiity

e g,

Use tha cage 19 change S asswond for e soiee el s

FEREREEEE The newy pasreeD of I uses.  Mons Inko,

Weicome, mebloghc | Corracted i OFSLL_domain

& Dagosics * Cosiliren Hew Password:
| Save
How do L

# Croais users
& Mgy uRdes

= Dubrin vaam
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2. Click ‘Save’.The following window displayed.
ORACLE wWebLogic Server Asminisvation Console 17¢

Enangs Canter 1) Hove Log Ou Proleences [ Yol & walcoms, webicgle | Comoced o OFSLL_somain
‘Yerwr changes and restaris . I:fm:w,‘-l .
Glick e Lock & Folfbution 1o modly, 6ol of BAs AR

defetie lem in T domain
o Tt updated succesfuly k

Leck & Edit
‘Setings lor DEMOSUPR
Asleaze Confguration
Genenl  Pusawords  Deoupa
Domain SEnecture
OFSLL_doman Save |
3 - Diowmanin P i
- Emwiionment e i 00w 1 CHinge i Daidwoid kor Tl Siacied uaeT
Degloyments
- Eardices " e il TROuEed Reks
Sacurty Reaims
¥ - Infieroporabdly
-Disgrostes *Hew Prsswond: T riow paswmond of his sse. Mote Infe,
“ Canfim Hew Peaswodd:
Save
How da |

» Croalp usedy
o Loty ugers
& Deleln wsern

3.7 Implementing JMX Policy for Change Password

1. Login to Oracle WebLogic Server 12¢ console (http://hostname:port/console)

Note

The Change Password feature uses the JMX Policy configured on the domain. Hence, the
AdminServer is required to be up and running to enable this.

2. Click Domain > Security > myrealm > Configuration

ORACLE webLogic Server Aaministation Consale 12c
Chamge Center Home Log Oun Preferences [ © Helo Q, Wirdcomme, watlogic | Sormecied o OFSLL_damain
View changes aerd restars e e e MOENCSA > » OPSLL_Ls
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3. To enable JMX policy select the ‘Use Authorization Providers to Protect JMX Access’
check box on the right panel

ORACLE weblLogic Server admintstrabon Console 12¢
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4. Click ‘Save’ and restart the server.

5. Re-login to console.

6. Click Domain > Security > myrealm > Roles and Policies > Realm Policies

Note

If server is not restarted, JMX Policy Editor option will not appear
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7. Click on JMX Policy Editor to configure

ORACLE WebLogic Server agministration Console 12c
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8. Select ‘GLOBAL SCOPE’ and click ‘Next’.
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9. Select weblogic.security.providers.authentication.
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10. Select ‘SQLAuthenticatorMBean’. Click ‘Next'.
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11. Expand ‘Operations: Permissions to Invoke’ and select ‘ChangeUserPassword’.

12. Click ‘Create Policy’. The following window is displayed for Authorization providers where

you can add conditions to setup the policy.

13. Click ‘Add Condition’. The below screen will be displayed.

ORACLE WebLogic Server Adminisation Console 12
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14. For Predicate List, select Group for configuration. Click ‘Next’.

ORACLE webLogic Server Adminissaton Console 12¢
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15. Select user roles for application.

16. Click ‘Finish’. Click ‘Save’ to complete the configuration. The following window will be

displayed.
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4. Configuring Policies
4.1 Confiquring Password Policy for SQL Authenticator

1. Login to the WebLogic server administration console with user login credentials.

2. Browse to Security Realms > myrealm > Providers > Password Validation as shown
below. The following window is displayed

ORACLE Weblogic Server Adminsiaton Consale 12¢ -

Change Center B Hoow Log Ot Prstenences [5] Halp Q Weicome, weblogic | Contected i OFSLL_demel
View CRANgES 800 reslans Providers
Cick the Lock & Eoif bufion o moddy, add o
e RS T ALTAR T Doy yTa——
Lnck & Edi Confguration  Wteers and Oroups  Floies and Polces  Crecensal Mappngn  Froviders Migraton,

e Authenioation  Passwoed Valldafion Auvhorzsion Adudesion RoleMapping Auding  Credentid Mapping  Cerifcafion Path

Deanain Snsctum .
- The Pasewsnd Vakiaien provicer managm and anlorcas el of conligur albie pas twend compos Bion ruim, When confgursd If 4 secuilly dnaim,
OF 5L _doman e Password ValIation Drovioer 5 MAomase ally Irmad iy 8 5LDR0TNG uthentic mon IRowioe whenensr 1 PAssword i crealed o upaated for

B uses in e reaim. The Password Vinkdation prosvides fhen parionmes o chisck 1o determing whether The passwond meets e oriieria establshed by
e COMESEED NUSS, BN e BRASWET B BoCaphsd oF FEECISD B BICIprals

=
¥ Cusiomire this table

Ll Paawmord Validstion Providerns
VWork Condexts Gk ther Lok J Edif bution in the Change Canter i acivate ol e butions on i pags
KL Flegis iries
Mull, Entty Cachau New Deletn Recader fihowing 110 1 of § Previcus | Mast
£ou | . : = &
il Seseiea L T— I‘ thom
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Paidmird CompoBen chacks 1]
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Ghowing 1 10 80l | Pravious | Mar

System Giafus = |
3. Click ‘SystemPasswordValidator’ link. The following window is displayed.
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4. Click Provider Specific Tab.
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5. Configure the password policy as per the requirement. An example is provided in the
following window.

Common | Provider Specific

Save

This page allows you to corfigure additional attributes for this System Password Validation provider.

Note: If the Default Authentication provider is configurad in the realm, make sure that the setting for the minimum password length is consistent with the settin

User Name Policies

Reject if Password Contains the User Name

Reject if Password Contains the User Name Reversed

Password Length Policies

Minimum Password Length: a

Maximum Password Length: 0

Character Policies

Maximum Instances of Any Character: 0
Maximum Consecutive Characters: 0
Minimum Number of Alphabetic Characters: 0
Minimum Number of Numeric Characters: 0
Minimum Number of Lower Case Characters: 0
Minimum Number of Upper Case Characters: 0
Minimum Number of Non-Alphanumeric Characters: 0
Minimum Number of Non-Alphabetic Characters: 1
Save

6. Click ‘Save'.

4.2 Confiquring User Lockout Policy

1. To Change User lockout policy, browse to Security Realms > myrealm > Configuration
Tab > User Lockout Tab. The following window is displayed

NI WL GOroF AdinisEA Gonso 136 T o

Change Conler @ Home LogOwt Preferences [55] Hem @, Welcome, weblogic | Connected o0 @FSLL_demasn

Worwy changes and restasts

mryreaim

Cick T Lock & Edfibufion o modily, add or
e Seizings for myrests

Lock & Edit Configuration  Users and Groups  Ankes ond Polces.  Credental Mappoings Providers Migraon

Genoral AOEMS Secwity Siofe  User Lochout  Performance
Domain Sansciure Cach, the Lowd & SV bemon in the Changs Corder 1o modly the sefings on ths. page
Pis Swnd QUeSSing S @ COTIMOn fyPe of Secunty aftack, iy in type of attack, @ hacker Biempts 100G 110 & CoMpulss LLING Various

combirators ol cternares and pandmotis Phebioge: Server Griuices & 501 ol MEtes 1 frotet ] tes Gteeuts T ntruters Thes puge
Sl 13 By St Parm wmod ity will be hirefind i s sacurly soim

(5] Locksut Ensbied

(] Lockous Threshokd:

#E Lockaut Duratian:

A#E] Leekout Reset Durstion:

o] Loskeus GC Threshold:

2. Configure the User Lockout details as per the requirement. An example is provided
above.
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5. Deploying Application

5.1 Deploying Application

1. Login to the Oracle Enterprise Manager 12c console . (i.e. http://hostname:port/em)

LOGIN TO

Domain  Domain_ OFSLL_domain
* User Mama  wetilogic

“ Password e

I.T

OoORACLE

Copyright © 1536, 3015, Oracle and'or s affilaies. All ighis reserved. Ceacle 1s a regisiersd irademark of Oracie Coarporadion and/cr (i3 afliliabes. Other names
may be trodemarks of their espective cwmars,

2. Click on ‘Lock and Edit’ as shown below.

COOMRALCL_E Enterprise Manager Fusion Migdipsang Confol 12c 2. Wetlogic Domain = retloghc. =
E OFSLL_domain o w B v | Aulo Retash  On j
B WL ogic Doman w Edit Sessicas =t )

[ Lok & B

| Servers Administration Sercer . &
Name AgmenServer v O
Hosl ofallinorscle com ’ o

Uisten Port 7001

il 558 Listen Port 7002
Miew Rastan Checks
» Servers
Pretersnces
St [y Craatn Datain conret =  GF
= 3 Feeln
rasmvo ‘Status  Clustor PABChEnG E=1= -
Depioimants AcminSereeragmin - Fuewing =
. CFSLL_Managed S - Wi -0 Furning
1 we
Domain Partitions
Dommin Paremons. >
Roacurce Group Tempiales =
L EEEEE——=E—=—A———=—— EX]
Commns Hiosen 33 Servers Zo1z
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3. The following window is displayed.

oRACLE Enterprise Manager Fusion Madieware Coniral 128

£

OFSLL_domain @

—
=

- WebLogic Domain =

& Conlirmation

Servers

The it sasslon kock has been acquived. No panding changes el

Administration Server
. Eup MName AdminSensmr
Host  ofsilinomackacom
Listen Port 71001
Clusters S5L Lisben Port 7002
0 » Servers
Chasters Views ' Croste Delate  Contol v D
— Status  Cluster
Deployments AdminSenverinoming *
OFSLL_ManagedSarver T+

o -

Domain Partitions
0

Domain Poriftions B

b

Machine

Machine-0

B webiLogie Domain *  weblogic v
v By bR or -
Feod, e TR P T £)
Stale Hea:

Running (¥ 3

Rurining O

Sarvers 2ol 2

Columns Midden 33

4. Click on Deployments in the left panel. To deploy go to Deployments option in the menu

as shown below.

ORALCLE Enterprise Manager Fusion Madiewam Cantrol 12c

k=

OFSLL_domain §
£ WeblLogic Domain =
& Confirmation

Tha edit seasion lock has been scquired. Ho panding changes axist.

Servers Deployments

view v [ Show Al

. 2 =+
b opesrest
Clusters
L ¥
Clusters

Deployments

®-

Domain Partitions

Deenalin Pasiitions b

Columna Hiddan
-

Deployment »  Owvarride »  Contol =

4 Colsmns Frozen
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5. Click ‘Choose File’ button and select OFSLL application archive file i.e. ofsll_1431.ear.
Choose the ‘Deployment Plan’ (if any).

ORACLE Enterprise Manager Fusion atiewsrs Cortol 128 wablogic =
OFSLL_domain
L
Saloct Archive Sedect Targol
Deploy Java EE Application: Select Archive Back  Sinp 1ot4 l\‘lak Cancel
=]
St 4 Information
Sadct B BC0pe A You WA I Beploy Tis Bpplicaton ko Globsl j s W pgo 0 s
applicatons Fal rog
Archive or Exploded Directory Matadats Sanvices |

Java EE archives, Web Modulos (WAR fles), EJB Modules (EJB JAR Rles). Rescurce Adapior Modules (RAR files), Coherance Anchives [GAR fbes), Appiicaion Deve
JDBC Mocules, JMS Modules, snd Tonary Bes (ar Bies) can be deployed. You can also deploy an expioded srchive Tl e present on B server Framewoek (Cencio AD
where Enenprese Managaf ks running

® jschive is on the machine whare this Wb browser is ruani COME0e, Lriy vk
2 e Camposite depio
Browse.,, | ofi_1430ear Iyour apslisaton is pal
) Arehive araxpiodod dirsciany is-on S servar whien Enssvpriss Manager s runn COMpOLE ol il does
v . A MODS rapascry of ADF
Browse_ CONNpCEONS, Man you
your appicalion using
ee the Oracls Weblog
AdrmirEglraton Consol
Deployment Plan
Tha déployment plan & a fle Hal containg the deploy ¥ Sailingd lor an i, YOu Can use & previduily sived deplayment plan ior this

applicabon. Laker in the deployment process. you can optionaliy adit the deployment plan and save i lor 8 uturs degloyment of this appiicabion. i you
do ol hawe & deploymsnt plan, ors will De crealed automabically duing the deployment process whan geploymant configumbon s dose. The
deploymet plan i nel applicable whan you deplay a linmry

O Crants & naw Seployman plan when deploymant conliguration s dons,
® Dopioyment plan s on the maching whins Sis Web Browser I8 fusning.

[ Browse... | plan . emi

) Depieymantplan fs on ihe sarver whare Enterprise Manager is running,

- - ]

Note

A deployment plan can be used to easily change an application's WebLogic Server con-
figuration for a specific environment without modifying existing deployment descriptors.
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Sample plan.xml

<deployment—-plan xmlns="http://xmins.oracle.com/weblogic/deployment-plan"
kmlns;xsi

http:

"http: //www.w3.0rg/2001 /XMLEchema-instance" x=i:schemaLocation="http://xmlns.oracle.com/weblogic/deployment-plar
xmins.oracle.com/weblogic/deployment-plan/1.0/deployment-plan.xsd">
| <applicaticm—name>-ofs11_143</applicatian—name>
<variable-definition
<variable>
<name>NewSessionValue</name>
<value>30</value>
</variable>
<variablel
<name>ofsll DS JNDIName</nams>
<value>jdbo/ofs11DBConnDS</valus>
</wvariable>
</variable-definition>
<module-override>
<module-name>0fsll143.war</module-name>
<module-typerwar</module-cype>
<module-descriptor exte 1

"false" >
<root-s=lement>weblogic-web-app</rooct-slement>
<uri>WEB-INF/weblogic.xml</uris
<variable-assignment>
<name>ofsll DS_JNDIName</name>
<xpath>/weblogic-web-app/resource-description/[res-ref-name="jdbc/ofs11DBConnDS" ] /indi-name</xpath>
<origin>planbased</origin>
</variable-assignmenty>
</module-descriptor>
<module-descriptor exte

="false">
<root-element>web-app</root-element:
<uri>WEB-INF/web.xml</uri>
<variable-assignment>
<name>NewSessionValue</name>

<xpath>/web-app/session-config/session-timeout</xpath>
</variable-assignment>
</module-descriptor>
</module-override>

<config-root>D:\temp</config-root>
</deployment-plan>

6. Click ‘Next’. The following window is displayed.

ORACLE Enterprise Manager Fusion Mddlewan Contral 12¢

OFSLL_domain i)

L L]
Selsc] Archive Sokec Targel

Applicaion Afribulss

Deploy Java EE Application: Select Target Back Sp2old Mext  Cancel

Select the Weblogic servor of chuslar that you wand 1his application 10 be de ployed b,

Soloct Mama Type Deployed Applications
AdminSarver Orache WobiLogic Servar oo
W CFSLL_ManagedSeres

Orache WebLogic Server
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7. Check target server as per the requirement ‘OFSLL_ManagedServer and click ‘Next'.
The following window is displayed.

ORACLE Enterprise Manager Fusian Missiowars Costol 122 wablagic ¥
QOFSLL_domain
O D= ®
Salocl Archive Sadect Targat Appleation AlFRAls  Deplaymant Senngs
Deploy Java EE Application: Application Attributes Back Sepdofd Mext  Deploy  Cancel

* Application Mame  otsll1 4l | ‘
Archive Varsion V1431000262 |

Depbey ment Pan Varsion

Context Root of Web Modules
Web Module Context Roat

oislll N war [ - LER1]

Target Metadata Repository
Sabect the matndain reposiiony and specily he partScn in i reposliory fhal B apph will e Sieployed 1.

* Ropoatory Hamp mmﬂunum{‘
Roposifory Type |S¢lect or view mmwmumlmf

* Partition

8. Click , button to select Repository Name. The following window is displayed.

JHDI Lecation

Database Type Oracle

Database Mame OLLDB

Database User OLL_MDS

JOAC URL  Efhe i frin @olel in nrscis oomctS21008 | DA
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9. Select Repository as per requirement and click ‘OK’.

OoORACLE Enterprise Manager Fusion Mddiewans Sonbol 126 webiogic =
OFSLL_domain @)
o ] L]
Seleci Archive Select Targel Application Aliribules  Deployment Seftngs
Deploy Java EE Application: Application Attributes Back Stpdald u..’l Deply  Cancel
Archive Verslon Wid.31.00:0262 (=]
Deploymant Plan Version
Context Reot of Web Modules
Web Moduls Context Ansl
oisil 43 1was ofsi1ad
Target Metadata Repository
Select he moladats reposiory snd spectly ihe pariition in ha reposiinny that Fee application will be daplayed o
* Ropository Name mds-adl #
Reposiiory Type  Database
* pariiion  obsliiad
Disiribution
) st e bt [3arvicing 1 reg
) ingtall and star application in administraton mode (sarvicing ondy Admintstraton requasts)
) install ondy. Do nol siar.
10. Enter Partition name as per the requirement and click ‘Next’.
OHACLE'EMHH Manager Fusion Middiewnre Conired 12¢ weblogic *
OFSLL_domain @
O O ® L
Satect Archive Salect Targat Applcabion Alibules  Deployment Settings
Deploy Java EE Application: Deployment Setlings Back Sepdofd Nowl  Deploy | Cancel
K =

4 Hide Deployment Summary

Archivs Typs
Daployment Pan
Deploymeni Targal
Scops
Daployment Typs
Apphication Nams
Version

Context Roct

Daploymuni Mods

Deployment Tasks

Jawa EE Apphicabon [EAR Bla)
Craaie o new plan
OFSLL_ManagedSenve:
Godal

Appheaten

ohilldy

¥14.31 .0.0-b282

ol 3

Install ired §1as1 appiicab

The lable below lists comman tasks Mial you may wish 1o do belods deploying he applicalion.

Mams
Conlgura Web Modules
Canhigure Applicabian Security

Go To Task  Description
F Conbgure M Web modules in your applicalion
ra Cenbg poiicy migralon, credental mig and other security behavior
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11. Click ‘Deploy’. The following window is displayed

of ~alslmiay” Tha b are pending activabion. Kxil the wizard and use the Change Cenber it
activate o undo the changes.
Summary

Scope  Gobal

Wersion W1431.0.0-0052

e ghe 2ek e OFSLL " 143 V1431 .0.0-0262/
Location sschivesofsii_ 1435 ear

Archive Type Java EE Applicaton [EAR file)
Deploymant Mode  stall and siard applicaton {serdcing all requests)

Deployment Target OFSLL_ManagedSaner

States L (OFSLL_X )

Corlext Aoot o143}

4 Hude Progross Messages

[Fetruary 5, 2016 73257 P E5T] InNbBabing deplay operabon
[Februnry 5, 20146 T-1257 P 1ST] Saving Ine oracie configuralion changes 1 Archive.
[Feruary 5. 2016 7-33:02 FM IST] Archive: Al i/ gict _p /OFSLL ¥ uploacoepion

[Fetreary 5, 2008 7=33:03 PM I5T] Targeting MOS reposian: com.baai bl Type=l DB 10 Bl OF SLL_ManagedSenmer

compiated.
[Febroary 5. 2016 7-33:04 PM I5T] [Ceployer:1 401 40{The task canncd be processed furdhar unbl Be cwrent edit session is acivalad, When inis occcurs,
sk processing will continue, The user can et the deployer 501 withoud afeching the sk,

[February 5. 2016 T-A308 PM EST] Deploy operason complelog,

12. Click Close once the message ‘Deploy operation completed’ is displayed.
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6. Enabling SSL

The application is accessible only via https protocol; hence, after the deployment of the
application, you need to enable SSL.

To enable SSL
1. Login to console.

2. $Domain_Home > Servers > Manage Servers > Configuration > General. The below
screen is displayed.

ORACLE weblogic Server atmnisiration Console 12¢

Change Cantes {f) Home LogDur Freferences [A Record Hep @ Weicome, weblsgio Conrected 1o OFSLL deens
Wirw changes and resiarts - s i S St L, Mg
Ko pending charges eval Chck The Reisss Fetlings for OFSLL_ManagedServer
Condguration bufion 1o alow oihers 12 008 he
i Configuraiion  Proioools  Logping  Debug  Moeloring  Conepl  Depioymesis | Services  Secorfy  Nodes
Liock & Edia Gemernl  Chuster  Bervices  Mmystores | 55L  Federaion Sorvices  Deploywmént  Mgration  Tuning  Overioad
Releass Configuration Corcumency  Healh onlorng  Server Bart  Web Services | Coberence
B
=
| Use ini page 1 configure peneni leaiunes of this senver such s Gelmsl neswor, CommunCainn
| View JNDI Tres @
L]
| Hume: OFSLL_ManagedSener e it mere name (o ffes sarvver insiance.  hose
Resowrce Groups 14 il
Resouwce Jroup Templales
Mg by Tamptabe: Mo vakon spaciiodt] Change Thes temoiaie imid b conligare this server. biors ko,
A7) Machine: hachire-01 Timue WiataL oG Seervee homl ComsSar | machas
- which i More info
] Ciuster: |Ezand-&lena) Thee ciugher, or prous of Wetd ogic 5¢
A. Mare Inla
& Confiure Setaull ratwork comracions
= Crome and coOnfgUTe maChne 1] Listen Addoess: | T T ——
» Configure 2hat ey i F <
& St pd L10p serwers i, otk WRcng i,
= Configurn WLDF dagnosie vk X
o Liston Por Enabled e et
* Apoly & server bemplase ha d il More dnk
Sywiem Siatus E| Listen Pa: 7003 The detaull TGP pert B aery 15 Rter
- e o More inka
Haaln of Running Servers
| Faed {0 o) 554 Liston Port Enabled diraies wheth FRIEEN
the el 55 Meee bl
| Critical (01
Craerioaded |0 o TEBS
» $5L Listen Port; e bt TEPIP gt B Wech T v Ietong
I Waning {0} R Pac L i e

3. Check the ‘SSL Listen Port Enabled’ check box.
4. Specify the port for ‘SSL Listen Port’.

Note

It is recommended to disable http protocol.
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7. Mapping Enterprise Group with Application Role

Follow the below steps to add an user to the group

1. Login to Oracle Enterprise Manager 12c console (http://hostname:port/em).

2. Click WebLogic Domain > Security > Application Roles on the right panel.

ORALCL & Enterprise Manager Fusion Middiewase Confrol 12 F= WebLogic Domain v wabiogic ¥
== OFSLL_domaln @ £ v BAw | Auto Retmsh O -j

= Weblogic Domain w Fiet 5, 2018 73447 P 1ST )

[Show Al Depioyment w  Overgs w  Contol

!
ZL 4 4 4 4
| ]

. Status  State Health Type Doma
Clust Environment o s34 3 0. 0.0-0282) [Ty Instalied (de Enterpeise Appicabion
Security Realms |
DiepiopTments . 3 Active o Web Application
Lhsavs and Groups |
JOBC Dala Souwcos |
Craedensais
Mhessaging »
Security Provider Configuration
r Cross Compaonant Wirng »
Bt Wb Serdoes » Appicaton Policies
CHher Serices * hpamam:ses
‘ Agministration * Kaystore
Relresh WebLogic Domain System Policies
Sacurity . Auc Posicy
Doma
System MBean Browser
2 Weblogic Sarver Administralion Console
Target Snemap
A Target inlsrmabon
— 2 - .
Columns Hidden 4 Columns Froxen 1 Deployments 2 of 2

3. Select Application Stripe from the drop-down menu.

4. Click the arrow head button. Details of the existing Roles are displayed below:

oORACLE Enterprisa Manager Fussn Middiswars Conol 12c B Wbilogic Domnain ¥ weblegic =

mm  OFSLL domain @

o

te= I Weblogic Domain Foo 8, 216 81301 PRIST 4)
Domadn OFELL_domainOFSLL domain >

Application Roles

Applicaion roles arg tha roles wsad by sedunty awany appiicatons thal are specilic o the appicalion. These roles are seedod By applicalions in sangle global policy siome whan the
BRPRCABONS AR FagEilined Thessas iée Mlao appScation rkes Pl & onkaled in hs conied of end e casiineg T appScabon
£ To Manage Users and greuns in e WebLogi: Domain, use the Ceacts Weblogic Sanvs o

4 Policy Slore Provider
Seope  Waablogic Domain
Provider  LDAP

Locaton  pEncOpssDalaSowEte

4 Ssarch

Select = appication and eniet & saarch keypword kor e role nass io sasnch or roles delned by this sppdicabon. Use fhe applcalion sirips o saasch 8 he applicabon uses a sings
that is diffarent #om the applicaton nama

Appication Strip |olsI14318V14 300 0-0262 =

Aok Mama  Stars Wit _-! ’k
Vign = Wl Create... i L F ..'Eea.ﬂ.h application rofes - Delach
#
Role Namao Display Hame Dwseription

Mo applicalion roles lound,
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5. Select the ‘Role Name’. Membership details of the selected Role Name are displayed

under Membership for "role_name"..
ORACLE Enterprise Manager Fuson Middiewars Cosol 126 £ WonlogieDomain »  weblogic ¥ -

=== OFSLL_domain 0
—
ES . webiogic Domain «
Domain_OFSLL_domalnOFSLL_domain = A F
=

Application Roles
Appicaion roirs ane T ies used by secunly sware applicatons hal are spacific la the applcalion, These rofies ase seeded Dy applications i single gisbal poficy slore when the
applications ane regisiensd. These are also applcation roles fhal ane crealed in the conleat of end usens @ocessing the applicalion,

@ To manags users and groans in e WeblLogie Domain, use tha Oracks Wb ogic Sorver Sacurity Peovidar.
4 Policy Store Provider
Scope  Weblogic Domain
Provider LDAP

Looalion  jebcOpssDataSourca

Febis, 201681301 PUIST 40)

A Search
Saebect an application and enier a search keyward lor e role name ko search for roles defined by this appiication. Usa the applicabon sirfipe fo search il the applicalion uees a siripel

a5 difteran] Mom thi 3pplialion name.
Application Stripe  olsf 14312V I L0.0-6262 j

Role Hame  Starts Wit _-J -;.l
» Datsch

i create Like_ .zﬂ-i » Delte...

[Edit the selected application role|
Description

Vigw Wl Croate..,

£
Display Hame
DFSLL USER

Role Name
CFSLL_USER

6. Click ‘Edit’. The following window is displayed.

o woblogec Domain v weblogee »

ORALCL_E Enterprise Manager Fusion Midduwam Cantral 12c
== OFSLL_domain &

E= = wenlogic Domain Feb 5 2008 214401 PUIST 4
Domuain_OFSLL_domanOFSLL_comain > Applicaton Roies >

Edit Application Role : OFSLL_USER
RAcke jor Emempeise Roke) is e group of users designed ai e enierpnse level and fypically used o assign a privilege of permission, A role can also coniain ofver roles as membas.

oK Cancel

Ganoral

Applcalion gy u31evid 0.0
p Ol ATEVEL 3 L0 .0-R262
Fole Name OFSLL_USER

Display Mams OFSLL USER

Membiis
A application raki may need 10 be mapped 10 usens or groups defined in entarprise LOAR servor, of The ok can be mapped 10 other appiication rolos.

View = 4 Adﬂh Calete = Datach
arne "add roies| vspiry Mams Trpe
DEMOSUPA User

7. Click ‘Add”. Select type as Group. Click on the arrow head button.
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8. Follow the given steps to select the Principal ‘OFSLL_USER'’ to add and click OK. The
following window is displayed.

Add Principal

Spestily ebFin 10 SSBIER AN SEIBCT Md DEHEABAN rabid M yiu Wk I Jrang paimissions o
4 Search

Principal Nama  Starts et ~|

4 Advanced Oplion
— Check o enler principal name hese instoad of seasching om abowe. This oplion can be used for advanced sconaiios nialed 1o cusiom
M authermcates.

oK Cancel

9. Check the check box in Advanced options. Enter the name of Group manually.

Add Principal
Specify criteria to search and select the application roles that you want to grant permissions fo.
A search

Type Group v

Principal Name  Starts With v

Display Name  Starts With v 3
Searched Principals
View ¥
Principal Display Name Description
AdminChannelUsers AdminChannelUsers can access the admin channel
Administrators Administrators can view and modify all resource attributes and start and stop servers.
AppTesters AppTesters group
CrossDomainConnectors ‘CrossDomainConnectors can make inter-domain calls from foreign domains.
Deployers Deployers can view all resource attributes and deploy applications.
Monitars Monitars can view and madify all resource atiributes and perform operations not restricted by rales.
Operators Operators can view and modify all resource atiributes and perform server lifecycle operations.
OracleSystemGroup Oracle application software system group.

4 Advanced Option

(@ Check to enter principal name here instead of searching from abo’

Type Group ¥~ principal Name | OFSLL_USER

Display Name

iced SCenarios related to custam authenticators.
Enter 256 or fewer characters.

OK = Cancel
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10. Click ‘OK’.
i ORACL € Enterprise Manager Fusion Widdiewars Coniral 12¢ - B wetlage Domain +  webiogie v e

-— OFSLL_domain @
t= B Weblogic Domain v
MDomain_OFSLL_domainOFSLL domain > Applicalion Riolos » Edi AL alian ok
oK Cancel

Edit Application Role : OFSLL_USER
Riate {00 Extlarpeise Roke) s ihe gioop of users designed al Be anteeprse lovel and fypically used b sssign & peilbge or pemission. A roli can alsa cantaln oihes m;&:mnm.

Fot 3, 218 B:1a:41 P ST ﬂ

‘Genaral

Applicalion
DENIAI AV L0.0-0262
Sirips

Role Hame  OFSLL_USER
L}

I Display Mame  OFSLL USER

Baseripiion

Mambers
An applicalion role may nesd 1o be mappad & Lsers of roups delnsd in entesprise LOAP sener, of iha role can be mapped 1o ofhar appiicabion rales

View ¥ 4 had Dplate =" Daotach

Hamo Display Hame Type
DEMCSUPR Usar
OFSLL_USER Greup

The following window is displayed with the confirmation message as ‘The Application role

11.
of 'group_name' has been updated’.

ORACLE Enterprise Manager Fusion iadieware Coctal 120 §5 Weblogic Domada | webloghe ¥

== OFSLL_domain @
t= B wesiLoghe Domain Febi i 2018 82010 PMIST £

O Intormation
AR application reis OFSLL_USER has beon updated.

Domain OFSLL_gomain®OFSLL_domain > A;
(]

Application Roles
APPACISON 1S AT0 NG FHIES USOD DY SeCuNily SWAsT Applcalions NAZare SpeciC 10 e AppRcation, TNOBE 0 470 58000 Iy AppUCIDONS I Singh glotal palicy SI0F whnn e
applcaSons arg regisiend, Thoso ane alo appicabion noles thad ang ocreaded in ths context of ond sy SooEssing Mie applicaton,

1R To mansge wiers and groups in the WebLogic Doomain, uss e Oracks WebLogic Served Security Providar,

4 Paoticy Sters Provider
Scope  WabLogic Doman
Provider LOAP
Locaion  |dbcOpsstataSouron

4 Search
SGIGGII"BppI-:aMﬂAIWWBWWMBNMHMW@WWME@MWMWWB Uy thee application 3ipo lo-search if fin applicadon uses @

that is diernnt rom Bwo appScalion name.
Application Sripe | olsHi 431 #VE4 310 0-0262 :J

Fale Nams mmmj »
W Creste_ B Createlike. F Edi. 3 Dol " Detach

View ¥
fd

Role Hame Display Hame Descriptian

OFSLL_USER OFSLL USER
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8. Configuring JNDI name for HTTP Listener

1. Click ‘WebLogic Domain’ on the right panel. Select Security > Credentials.

WebLogic Domain v weblogic ¥

ORACLE Enterprise Manager Fusion Middleware Gontrol 12¢

== OFSLL_domain @ T v B4 w |AutoRefresh Off j
¥

"= WeblLogic Domain w

@Infc  Home El
» N 'you own the edit session lock. To obiain the lock, click "Lock and Edit" in the Change Center menu.

Feb 10, 2016 8:07:14 PM IST O

Manitoring
Diagnostics >
Serve
n Server
Control 2
Logs » Name AdminServer
Environment 3 e
Security Realms
Deployments.
Users and Groups
Clust: JDBC Data Sources
Credentials Y
Messaging 3 i
X Security Provider Genfiguration
Cross Component Wiring 2
Web Services » Application Palicies =4
Application Roles
Cther Services L i ster Machine State Hea
Deplc Administration > Keystor Running oK
Refresh WebLogic Domain System Policies Machine-0 Running OK
Security 3 Audit Palicy
System MBean Browser
&= Weblogic Server Administration Console
Doma
Targetl Sitemap
Target Information
e B

Columns Hidden 33 Servers 20f2

2. Click ‘Credentials’. The following window is displayed.

'ebLogic Domain weblogic v

ORACLE Enterprise Manager Fusion Middleware Control 12¢

== OFSLL_domain @
k WebLogic Domain v

Feb 10, 2016 8:08:48 PM IST 0

/Domain_OFSLL_domain/OFSLL_domain =

Credentials

A credential store is the repository of security data that certifies the autharity of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider to store and manage their credentials securely.

P Credential Store Provider

View ¥ Create Mip == Create Key Credential Key Name » iz Detach
Credential Type Description

b [ ofsllintsecurity

8-1 ORACLE



3. Click ‘Create Map’. The following window is displayed.

Create Map

Acredential is uniquely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name
define a logical group of credentials, such as the credentials used by the application. All map names in a credential store must be distinct.

* Map Name  ofsll.http listener jndi|

4. Enter Map name as 'ofsll.http.listener.jndi'.

5. Click ‘OK’. The following window is displayed.

ORACL_E Enterprise Manager Fusion Middleware Control 12¢ WeblogicDEmal e R Etiogiu R

F OFSLL_domain @
— WebLogic Domain w Feb 10, 2016 8:08:4% PM IST ‘t)

@ Information
The credential map, ofsilLhitp.listener.jndi, has been created.

/Domain_OFSLL_domain/OFSLL_domain > Credentials
Credentials

A credential store is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider to store and manage their credentials securely.
) Credential Store Provider

View v == Create Map == Create Key Edit... Delele..  Credential Key Name > =" Detach

Credential Type Description
Cal ofsll.http listener.jndi

b [ ofsllintsecurity

6. Click ‘Create Key’ Button. The following window is displayed.
Create Key x
Select Map  ofsll.htip.listener.jndi j
“Key |
Type Password j

* User Name

* Password

* Confirm
Password

Description

OK Cancel
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7. Enter the followng details as per your requirement.
— Key: jndiname
— Credential: java:comp/env/jdbc/ofslIDBConnDS
— Type:Generic

Create Key

Select Map ofsll.htip.listener.jndi j

*Key jndiname

Type Generic j

Description

@ Enterastext O Enter map of property name and value pairs

* Credential java:comp/env/jdbciofslDBConnDS)|

OK = Cancel

8. Click ‘OK’. The following window is displayed.

ORACLE Enterprise Manager Fusion Midieware Contral 12¢ I WebLogic Domain ¥ weblogio ¥ <+
m==  OFSLL_domain
= °

[ WebLogic Domain » Feb 10, 2016 B:08:49 PM 1ST 4)

@ Information
The credential key, jndiname, has been created.

/Domain_OFSLL_domain/OFSLL_domain > Credentials

Credentials

A credential slore is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider to store and manage their credentials securely.

P Credential Store Provider

View v  =j= Create Map == Create Key Edit... Delefe..  Credential Key Name 3

Detach

Credential Type Description

P [ ofsiLhtip.istener.jndi

b [ ofsllintsecurity
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9. Configure AQ-JMS Bridge

The following steps are to be performed to configure the AQ-JMS Bridge through the
Weblogic Console:

e Create Data Sources for AQ-JMS Bridge
e Configure MDB Flow

e AQ-JMS Topic Setup

e Create Credentials and System Policies
e Deploy MDB EJB

Note

Ensure that MDB EJB is not configured and deployed (i.e. OfsllAppQueue.ear deploy-
ment) on the same server on which the other WebServices are deployed.

9.1 Create Data Sources for AQ-JMS Bridge

1. Login to Oracle Weblogic 12c¢ console (http://hostname:port/console).

ORACLE h\NebLogic: Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain
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2. On successful login, the following window is displayed.
ORACLE WebLogic &wer Administration Console 12¢ —

Change Center

View changes and restarts

Click the Lock & Eait button to modify, add or
delete items in this domain.

Release Configuration

Lock & Eait

Domain Structure

Enviranment
Deployments
“Sen,

~Diagnostics

FSLLREL_domain
~Domain Partitions

~Security Realms
HInteroperability

How do

= Search the configuration

- Use the Chang

- Re

= Change Censol

Monitor server:

rd WLST Scripts

Manags Console extensions

@ Center

le preferences

System Status

Health of Running Servers

[ Failed(0)
[ critical ()
[ overloaded (0)
[ waming(0)
— (1)

@ rome Log Out Preferences [&] record Help | Welcome, weblogic | Connected to: OFSLLREL_doman
Home >Summary of Services
Home Page
Information and Resources
Helpful Tools General Information
- Configurs applications - Comman Administration Tack Descriptions
- Configurs GricLink for RAC Dats Source - Read the documentation
- Configure a Dynamic Cluster « Aska question on My Oracle Support
= Recent Task Status
= Set your console preferences
= Oracle Enterprise Manager
Domain Configurations
Domain Resource Group Templ s Interoperability
* Domain ® Resource Group Templates * WTC Servers
= Jolt Connection Pools.
Domain Partitions Resource Groups
« Domain Partitions + Resource Groups Diagnostics
« Partition Work Managers « LogFiles
Deployed Resources « Diagnostic Modules
Environment - Deployments « Built-in Diagnostic Modules
. Serers + Diagnostic Images
t Cheen - Request performance
= Server Templates « Messaging 0 fEiss
- Migratable Targets - 305 servers - Context
» Coherence Clusters = Store-and-Forward Agents * SNMP
+ Machines = IV Modules « Interceptors
- virtusl Hosts = Path Senic
- Virtusl Targets - Bridges Charts and Graphs

« Work Managers Data Sources « Menitoring Dashboard &

« Cencurrent Templates

Persistent Stores
XML Registr
XML Entity Caches

« Resource Management

« Startup And Shutdovin Classes

Forsign JNDI Providers
Work Conts

ion's Secu!

Applic:

- Security Realms

Settings

jcom

Mail Sessions
FileT3

. JTA

« 0SGI Framevorks

3. Click Domain Name > Services > Data Sources. The following window is displayed.
ORACLE webLogic Server Administration Console 12¢ —

change Center

View changes and restarts

Click the Lock & Ediit button to modify, add or
delete items in this domain.

Release Configuration

Lock & Edit

Domain Structure

}-Environment
+-Deployments
~Senvices
~-Security Realms

roperabil
~Diagnostics

ity

How do L..

« Create JDBC multi data sources
« Creats UCP data sources

« Creats Froxy data sources

Create JDBC generic data sources

Create 1DBC GridLink data sources

System Status

Health of Running Servers

" Failed (0)
Critical (0)
Overloaded (0)

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

@ Home LogOut Preferences ecord Help ‘

Home =Summary of Services >Summary of JDBC Data Sources
Summary of JDBC Data Sources
Configuration | Monitoring
A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC connections. Applications can look Up a data source on the JNDI tree and then
borrow a database connection from a data source.

‘This page summarizes the JDBC data source objects that have been created in this domain.

[ Customize this table

Data Sources (Filtered - More Columns Exist)
Click the Lock & Edit button inthe Change Center to activate all the buttons on this page.

New v | [Delete Showing 1t050f 5 Previous | Next
Name & Type INDI Name Targets, Scope | Domain Partitions
LocalSvcThiDatasource Generic | jdbe/LocalSveTbiDatasource: Adminsener Global
OFsLL Generic | jdbefofslIDBConNDS AdminServer, OFSLLREL_ManagedServer Global
opss-audit-DBDS Generic | jdbe/. taS  OFSLLREL| Global
opss-audit-viewDS Generic | dbc/Audityi t ; OFSLLREL | Global
opss-data-saurce Generic | jdbc/OpssData$ , OFSLLREL | Global

New v | [Delete Showing 1t050f 5 Previous | Next

dther names
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4. Click ‘Lock & Edit’ button on the left panel. Click ‘New’ on right panel and select ‘Generic
Data Source’.

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @) Home LogOut Preferences 2] Record Help Q Weloome,weblogic‘(onmed to: OFSLLREL_domain

Home >Summary of Services >Summary of JDBC Data Sources

View changes and restarts

No pending changes exist. Click the Release Summary of JDBC Data Sources
Configuration button to allow others to edit
the domain, Configuration | Monitoring
Lock & Edit
Release Configuration 2 JDBC data sourez is an objact bound to the INDI tres that provides database connectivity through a pocl of JDBC connections. Applications can look up 3 data source on the JNDI tres and then
borrow a datab: ction from a data source.
Domiain Structure This page summarizes the JDBC data source objects that have been created in this domain.

FSLLREL domain

b Customize this table

Data Sources (Filtered - More Columins Exist)

New~ | |Delete Showing 1to 5of 5 Previous | Next
‘Generic Data Soury
Type JNDI Name Targets Scope Domain Partitions.
‘GridLink Data Seurce
T Generic | dbejLocalSveThiDataSource Adminserver Global
Prosy Data Source Generic | idbe/ofsliDBCoNNDS AdminServer, OFSLLREL ManzgedServer Global
LN s, Generic | ke Datasour P , OFSLLREL I P Gloks!
Generic dbe/AuditViewDat: ; OFSLLREL [ Global
a
flandols Generic | jdbc/OpssDataSource: AdminServer, OFSLLREL_ManagedServer Global
= Create JDBC generic data s Newv | [Delete Showing 1to5of 5 Previous | Next

 Create JDBC GridLink data sourcs

IDBC multi

System Status a

Health of Running Servers

|

5. The following window is displayed.

Create a New JDBC Data Source
Back| | Next | Finish ‘ Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.
* Indicates required fields

‘What would you like to name your new JDBC data soErce?

&g * Name: AQ-JMS-DB
What scope do you want to create your data source in ?
Scope: Global| v|

What INDI name would you like to assign to your new JDBC Data Source?

45| INDI Name:

jdbc/agjmsdb
A
v
What database type would you like to select?
Database Type: Oracle J

Back| | Next | Finish ‘ Cancel

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/agjmsdb’.
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Note

If required, you can specify any other JNDI name, but however ensure to use the same
JNDI name during other configuration steps.

— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

JDBC Data Source Properties

The following properties will be used to identify your new JDBC data source.

Database Qracle
Type:

What database driver would you like to use to create database connections? Mote: * indicates that the driver is explicitly supported by Oracle WebLogic
Server.

ga_ta"ase *QOracle's Driver (Thin XA) for Service connections; Versions:Any ﬂ
river:

Back | | Next | Finish | Cancel

8. Select the Database Driver ‘Oracle's Driver(Thin XA) for Services
connections;Versions:Any’.

9. Click ‘Next’. The following window is displayed.
Create a New JDBC Data Source

Back | | Next | Finish | Cancel

Transaction Options

You have selected an X4 JDBC driver to use to create database connection in your new data source, The data source will support global transactions and
use the Two-Phase Commit' global transaction protocol. No other transaction configuration options are available.

Back | | Next | Finish |Cance|
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10. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish | Cancel

Connection Properties

Define Connection Properties.

What is the name of the database you would like to connect to?

Database Name: OFSLLDB x
What is the name or IP address of the database server?

Host Name: ofsll oracle com

What is the port on the database server used to connect to the database?

ot 1521

What database account user name do you want to use to create database connections?

Database User Name: OFSLLREL

What is the database account password to use to create database connections?
Password:

Confirm Password: sessssee

Additional Connection Properties:

oracle.jdbc.DRCPConnectionClass:

Back | | Next | Finish | Cancel

11. Enter the Database details.
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12. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source

Finish ‘ Cancel

Test Configuration Back | | Next

Test Database Connection

Test the database availability and the connection properties you provided.

What is the full package name of JDBC driver class used to create database connections in the connection pool?

Driver Class Name: oracle.jdbc xa.client OracleXADataSource

What is the URL of the database to connect to? The format of the URL varies by JDBC driver.

ikl - Jdbc:oraclecthin:@//ofsll.oracle com:1521/0FSLLDB

What database account user name do you want to use to create database connections?

Database User Name: OFSLIRFL

What is the database account password to use to create database connections?

Password: (IXIIIITII IR Y I

Confirm Password: SRR RRRRRRRNI

What are the properties to pass to the JDBC driver when creating database connections?

Properties:
user=0FSLLREL

13. Click ‘Test Configuration’. On completion, displays a confirmation message as
‘Connection test succeeded’.

14. Click ‘Next’. The following window is displayed.

Create a New JDBC Data Source
Back | | Next | Finish ‘ Cancel

Select Targets

You can select one or more targets to deploy your new JDBC data source. If you don't select a target, the data source will be created but not deployed.
‘You will need to deploy the data source at a later time.

Servers

D AdminServer

OFSLLREL_ManagedServer

D WebServiceManagedServer

Back | | Next |Finish ‘Cancel

15. Select target Server as ‘OFSLLREL_ManagedServer'.

16. Click ‘Finish’ to activate the changes.
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9.2

Update the following parameters in JDBC data source connection pool:

1. Select Services > Data Sources > select the AQ_JMS_DB data source > Connection

Pool.

2. Initial capacity and Maximum capacity is defaulted to 30, if the number of concurrent

users are more this needs to be increased.

Confiqure MDB Flow

To configure the MDB Flow from Weblogic Console, do the following:

1. Login to Oracle Weblogic 12c¢ console (http://hostname:port/console).

2. On the left pane, click 'Services'.

3. In Messaging tree click ‘JMS Modules’. The following window is displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center @) Home Log Out Preferences [&] Record Help |

View changes and restarts Home >Summary of JMS Modules

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

No pending changes exist. Click the Release

Configuration button to allow others to edit the

domain.
Lock & Edit

Release Configuration

Domain Structure

Summary of IMS Modules

IMS system resources are configured and stored as modules similar to standard Java EE medules. Such resources include queues, topics, connection
factories, templates, ion keys, quota, distri queues, di topics, foreign servers, and JMS store-and-forward (SAF) parameters. You
can administratively configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

OFSLLREL_domain N .
[#}-Domain Partitions P Customize this table

[*-Environment

IMS Modules
Deployments
[=-services New | | Delete Showing 0 to 0 of 0 Previous | Next
[=F-Messaging
IMS Servers []| name & Type Scope Domain Partitions
rward Agents
es There are no items to display

~~Path Services
[#-Bridges
Data Sources
Persistent Stores

New | | Delete

Showing 0to 0 of 0 Previous | Next

Foreion INDI Providers.

=]

How do L...

System Status =]
Health of Running Servers
| Failed (0)
| Critical {0}
Gverloaded (0)
[ Warning (0)

I o« (2)

ther names
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4. Click 'New'. The following screen is displayed.

Create JMS System Module
fack]| | Next | Finish |Cance|

The following properties will be used to identify your new module.

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection
factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and IMS store-and-forward (SAF) parameters. You
can administratively configure and manage IMS system modules as global system resources.

* Indicates required fields

What would you like to name your System Medule?

* Name:

AQJMSModule

Would you like this new JMS System Module to be restricted to a specific resource group template or resource group ?

Scope: Global| v|

What would you like to name the descriptor file name? If you do not provide a name, a default will be assigned.

Descriptor File Name: AQJMSModuIe| x

Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directory of your domain?

Location In Domain:

Back | | Next | Finish |Cance|

5. Specify the following details:
— Name: AQJMSModule
— Descriptor File Name: AQUMSModule
6. Click ‘Next’. The following window is displayed.

Create JMS System Module
Back | | Next | Finish |Cance|

The following properties will be used to target your new JMS system module.
Use this page to select the server or cluster on which you would like to deploy this IMS system module. You can reconfigure targets later if you wish.

Targets :

Servers

D AdminServer

OFSLLREL_ManagedServer

O WebsService_ManagedServer

Back | | Next | e |Cance|

7. Select target servers as ‘OFSLLREL_ManagedServer'.
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8. Click ‘Next’. The following window is displayed.

Create JMS System Module

Back | | Next | Finish | Cancel
Add resources to this IMS system module

Use this page to indicate whether you want te immediately add resources to this JIMS system module after it is created. JMS resources include queues,
topics, connection factories, etc.

[ would you like to add resources to this JMS system module?

Back | | Next | Finish |Cance\

9. Click ‘Finish’ to activate the changes. The following window is displayed.

Summary of JMS Modules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection
factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You
can administratively configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

| Customize this table

JIMS Modules
Showing 1 to 1 of 1 Previous | Next

| New | | Delete
D Name & Type Scope Domain Partitions
] AQJMSMﬁEduIe JMSSystemResource Global
MNew Del(}ﬁe) Showing 1to 1 of 1 Previous | Next

10. Click on the JMS Module that you created. The following window is displayed.

Settings for AQIMSModule

Configuration = Subdeployments = Targets = Security =~ MNotes

This page displays general information about a JMS system medule and its resources. It also allows you to configure new resocurces and access existing

resources.
Name: AQIMSModule The name of this JMS system module. More Info...
Scope: Global Specifies if the JMS system medule is accessible within the
domain, a partition, or a resource group template. More

Info...

Descriptor File Name: AQIMSModule-jms.xml The name of the JMS module descriptor file. More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, IMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

| Customize this table

Summary of Resources
New | | Delete Showing 0 to 0 of 0 Previous | Next

JNDI Name Subdeployment Targets

1| Name & Type

There are no items to display

New | | Delete Showing 0to 0 of 0 Previous | Next
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11. Click ‘New’ in ‘Summary of Resources’ section. The following window is displayed.

Create a New JMS System Module Resource
Back | | Next | Finish ‘ Cancel

Choose the type of resource you want to create.

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like
stand-alone queues and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to
targeting pages for selecting appropriate server targets. You can also associate targetable resources with subdeployments, which is an advanced
mechanism for grouping JMS module resources and the members to server resources.

() Connection Factory Defines a set of connection configuration parameters that
are used to create connections for JMS dients.  More Info...

O Queue Defines a point-to-point destination type, which are used for
asynchronous peer communications. A message delivered to
a queue is distributed to only one consumer.  More Info...

O Topic Defines a publish/subscribe destination type, which are used
for asynchronous peer communications. A message
delivered to a topic is distributed to all topic
consumers. More Info...

() Distributed Queue Defines a set of queues that are distributed on multiple JMS
servers, but which are accessible as a single, logical queue
to JMS dlients. More Info...

O Distributed Topic Defines a set of topics that are distributed on multiple IMS
servers, but which are accessible as a single, logical topic to
IMS clients.  More Info...

(®) Foreign Server Defines foreign messaging providers or remote WebLogic
Server instances that are not part of the current
domain. More Info...

12. Select ‘Foreign Server’ as the option for type of resource to be created and click ‘Next'.
The following window is displayed.

Create a New JMS System Module Resource
Back | | Mext ‘ Finish | Cancsl

Foreign Server Properties

The following properties will be used to idenkify your new foreign server. The current module is AQIMSModule.
= Indicates required fields
* Name: AQForeignServer

Back | | Mext ‘Fimsh |Cam;el

13. Specify the name of the Foreign Server as ‘AQForeignServer’ and click 'Next'. The
following window is displayed.

Create a New JMS System Module Resource

Back | | Mext |F|msh | Advanced Targeting |Cance|

The following properties will be used to target your new JMS system module resource

Use this page to view and accept the default targets where this JMS resource will be targeted. The default targets are based on the parent JMS system
module targets. If you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting
this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changed, this
resource will also be retargeted appropriately.

Targets :

Servers

+/| OFSLLREL_ManagedServer

Back | | Next | Finish | Advanced Targeting Cancel
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14. Click ‘Finish’ and activate the changes. The following window is displayed.

Settings for AQIMSModule

Configuration

Subdeployments =~ Targets

Security

Notes

This page displays general information about a JMS system module and its resources. It also allows you to configure new resources and access existing

resources.

Name:

Scope:

Descriptor File Name:

AQIMSModule

Global

AQIMSModule-jms.xml

The name of this IMS system medule. More Info...

Spedifies if the IMS system medule is accessible within the
domain, a partition, or a resource group template. More

Info...

The name of the IMS module descriptor file. More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection
factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

Showing 1 to 1 of 1 Previous | Next

New | | Delete
[]| Name & Type JNDI Name Subdeployment Targets
[ | ac JForeig nServth Fareign Server N/A Default Targeting OFSLLREL_ManagedServer

New

Delete

Showing 1 to 1 of 1 Previous | Next
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15. Click on the Foreign Server that you created. The following window is displayed.

Settings for AQForeignServer
Configuration = Subdeployment = Motes

General Destinations Connection Factories

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the
remote JNDI provider. This way, 2 number of connection factory and destination objects (queues or topics) can be defined on one JNDI directory. Use

this page to configure a foreign server.

45| Name: AQForeignServer

JNDI Initial oracle jms AQjmslnitialCi
Context Factory:

45 INDI
Connection URL:

JINDI Properties
Credential:

Confirm JNDI
Properties
Credential:

JNDI Properties:
datasource=jdbc/agijmsdb

(5] Default Targeting Enabled

Save

The name of this foreign server. More Info...

The name of the class that must be instantiated to access
the JNDI provider. This class name depends on the JNDI
provider and the vendor that are being used. More Info...

The URL that WebLogic Server will use to contact the JNDI
provider. The syntax of this URL depends on which JNDI
provider is being used. For WebLogic JMS, leave this field
blank if you are referencing WebLogic JMS objects within
the same cluster. More Info...

Any Credentials that must be set for the INDI provider.
These Credentials will be part of the properties will be
passed directly to the constructor for the JNDI provider's
InitialContext class. Note: For secure credential
management, use the Credential field. Using the Properties
field results in the credential being stored and displayed as
originally entered More Info...

Any additional properties that must be set for the JNDI
provider. These properties will be passed directly to the
constructor for the JNDI provider's InitialContext

class. More Info...

Specifies whether this JMS resource defaults to the parent
module's targeting or uses the subdeployment targeting
mechanism. More Info...

16. Specify the following details:

— Enter JNDI Initial Context Factory as ‘oracle.jms.AQjmslInitialContextFactory’.
— JNDI Properties as ‘datasource=jdbc/agjmsdb’.

— Ensure ‘Default Targetting Enabled’ option is selected.

17. Click ‘Save’.
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18. Select ‘Destinations’ Tab and click ‘New’ to create new destination. The following window
is displayed.

Create a New Foreign JMS Destination
OK | Cancel
Foreign Destination Properties

The following properties will be used to identify your new foreign destination.

* Indicates required fields

* Name: AQJMSQueue

Local INDT Name: fjmsfaq/OfsliQueue

Remate JNDI Name: Queues/OFSLL_OUTBOUND Q x

OK | Cancel

19. Specify the following details:
— Name: AQJMSQueue
— LocalJNDI Name: /jms/aq/OfsllQueue
— Remote JNDI Name: Queues/OFSLL_OUTBOUND_Q

20. Click ‘OK’ and save the changes.

21. Select ‘Connection Factories’ Tab and click ‘New’ to add new connection factory. The
following window is displayed.

Create a New Foreign JMS Connection Factory
OK | Cancel

Foreign Connection Factory Properties

The following properties will be used to identify your new foreign connection factory.

* Indicates required fields

* Name: AQofslICF x

Local INDI Name: fims/aq/OfslICF

RemoteINDTName: XAQueueConnectionFactory

OK | Cancel

22. Specify the following details:
— Name: AQofslICF
— Local JNDI Name: /jms/aq/OfslICF
— Remote JNDI Name: XAQueueConnectionFactory

23. Click ‘OK’ and save the changes.

9.3 AQ-JMS Topic Setup

AQ-JMS Topic Bridge facilitates for group publishing to set of subscribed users. In a
configured setup, a published message is sent to all the interested subscribers. Accordingly
zero to many subscribers will receive a copy of the same message.
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9.3.1 Create AQ-JMS Topic Bridge

To configure the AQ JMS Topic from Weblogic console, do the following:

1. Login to Oracle Weblogic 12c console (http://hostname:port/console).

2. On the left pane, select Services > Messaging > JMS Modules. The following window is
displayed.

Summary of JMS Modules
IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include gueues, topics, connection factories, templates,
destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
IMS system modules as global system resources.

This page summarizes the JMS system madules that have been created for this domain.

[ Customize this table

JIMS Modules
| New | [Delete Shawing 1to 2of 2 Previous | Next
[ | Name & Type Scope Domain Partitions
[1 | AQIMsMedule IMSSystemResource Global

| New | | Deiete Showing 1to 2of 2 Previous | Next
3. Click '"AQJMSModule'. The following window is displayed.

Settings for AQIMSModule

Configuration | Subdeployments | Targets | Security | Motes

This page displays general information about & JM3 system module and its resources, It also allows you bo configure new resources and access existing resources,

Name: ACQIMSModule The name of this M5 system module

Global Specifies if the M3 system module is

Scope:
resource group template,  More Inf

Descriptor File Name: jmsfaqimsmodule-jms. xml The name of the JMS module descrip

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection fackories, JMS templa
distributed destinations, Foreign servers, and store-and-forward parameters,

[ Customize this table
Summary of Resources

Mew Delete

[ | Hame & Type INDI Name Subdeployment

[ | aqFareignserver Fareign Server i Default Targeting

914 ORACLE



4.

5.

6.

In the Summary of Resources section, click 'New'. The following window is displayed.

Create a New JMS System Module Resource
Back | Next | Finish | Cancel

Choose the type of resource you want to create.

Use these pages to create resources in a JMS system module, such as queues, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like
stand-alone queues and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also procesd to
targeting pages for selecting appropriate server targets. You can also associate targetable resources with subdeployments, which is an advanced
mechanism for grouping JMS module resources and the members to server resources.

() connection Factory Defines a set of connection configuration parameters that
are used to create connections for JMS clients. More Info...

) Queue Defines a point-to-point destination type, which are used for
asynchronous peer communications. A message delivered to
a queue is distributed to only one consumer. More Info...

O Topic Defines a publish/subscribe destination type, which are used
for asynchronous peer communications. A message
delivered to a topic is distributed to all topic
consumers.  More Info...

() Distributed Queue Defines a set of queues that are distributed on multiple JMS
servers, but which are accessible as a single, logical queue
to IMS clients. More Info...

() Distributed Topic Defines a set of topics that are distributed on multiple IMS
servers, but which are accessible as a single, logical topic to
IMS clients. More Info...

(®) Foreign Server Defines foreign messaging providers or remote WeblLogic
Server instances that are not part of the current
domain. More Info...

Select 'Foreign Server' as the option for type of resource to be created and click 'Next'.
The following window is displayed.

Create a New IMS System Module Resource

Back. et | Finish | Cancel
Foreign Server Properties
The Following properties will be used ko identify your new Foreign server, The current module is AQIMSModule,

* Indicates required figlds

*Name: OfellTopicFs

Back. et | Finish | Cancel

Specify the name of the Foreign Server as ‘OfslITopicFS’ and click 'Next'. The following
window is displayed.

Create a New JMS System Module Resource

Back | | Next ‘ Finish | Advanced Targeting |Canr.e|

The following properties will be used to target your new JMS system module resource

Use this page to view and accept the default targets where this IMS resource will be targeted. The default targets are based on the parent JMS system
module targets. If you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting
this resource.

The following JMS module targets will be used as the default targets for your new IMS system module resource. If the module's targets are changed, this
resource will also be retargeted appropriately.

Targets :

Servers

+/| OFSLLREL_ManagedServer

Back | | Next ‘ Finish | Advanced Targeting Cancel
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7. Click 'Finish' and activate the changes. Once done, the following window is displayed.
Settings for AQIMSModule

Configuration | Subdeployments | Targets  Security  Notes

This page displays general information about a IMS system moduls and its resources. It also allows you to configure new resources and access existing resources.

Name: AQIMSModule The name of this IMS system module.  More Info...

Scope: Global Specifies if the IMS system module is accessible within the domain, a partition,
or a resource group template.  More Info...

Descriptor File Name; AQIMSModule-jms.xml The name of the IMS module descriptor file.  More Info...

Thiz page summarizes the IMS resources that have been created for this JMS system medulg, including queus and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
[p Customize this table

Summary of Resources

Click the £ ock & Fdit button in the Change Center to activate all the buttons on this page.

Mew | |Delete Showing 1 to 20f 2 Previous | Next
Name ¢ Type INDI Name Subdeployment Targets
AQForsignsarver Foreign Server N/A Default Targeting OFSLLREL_ManagedServer
OfsliTopicFs Foreign Server N/A Default Targeting OFSLLREL_ManagedServer

Mew | | Delete Showing 1 to 20f 2 Previous | Next

8. Click on the Foreign Server that you created. The following window is displayed.
Settings for OfslITopicFS.
Configuration | Subdeployment | Notes |

General | Destinations | Connection Factories

Save

A forsign server represents a INDI provider that resides outside a WebLogic Server. Tt contains information that allows WebLogic Sarver to reach the remote INDI provider. This way, 2 number of
connection factory and destination objects (queuss or topics) can be defined on one INDI directory. Use this page to configure a forsign server.

gg Name: OfsliTopicFS The name of this foreign server. More Info...

JNDI Initial Context Factory: The name of the dass that must be instantiated to access the INDI provider.
This dass name depends on the INDI provider and the vendor that are being

used. More Info...

oracle jms.AQjmsinitialC:

@g JINDI Connection URL: The URL that WeblLogic Server will use to contact the INDI provider. The
syntax of this URL depends on which INDI provider is being used. For
WebLogic JMS, leave this field blank if you are referencing Weblogic TMS
objects within the same cluster. More Info...

JINDI Properties Credential: Any Credentials that must be set for the JNDI provider. These Credentials will
be part of the properties will be passed directly to the constructor for the JNDL
provider's InitialContext dlass. Mote: For secure credential management, use
the Credential field. Using the Properties field results in the credential being
stored and displayed as originally entered  More Info...

‘Confirm JNDI Properties Credential:

JINDI Properties: Any additi \na\ properties that must be set for the JNDI provider. These
datasource=jdbc/agimsdb properties will be passad directly to the constructor for the JNDI provider's
s & A InitialContext class. More Info...

@ Default Targeting Enabled Specifies whether this JMS resource defaults to the parent madule’s targeting
or usss the subdeployment targeting mechanism. More Info...

Save

9. Specify the following details and click 'Save'.
e Enter JNDI Initial Context Factory as 'oracle.jms.AQjmslnitialContextFactory'.
e JNDI Properties as 'datasource=jdbc/agjmsdb’.
e Ensure 'Default Targetting Enabled' checkbox is selected.
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10. Select 'Destinations' tab and click 'New' to create new destination. The following window
is displayed.

Create a New Foreign JMS Destination
K | Cancel
Foreign Destination Properties

The Fallowing properties wil be used ta identify vour new foreign destination,

* Indicates required fields

Ehame: 4QIMSTapid]

Local JNDI Name: fimsfag/Ofsl I Tapic

Remote:INDIName: Topics/OFSLL_OUTBOUND_TOPIC

ok | Cancel

11. Specify the following details and click 'OK' to save the changes.
e Name: AQJMSTopic
e LocalJNDI Name: /jms/aq/OfslITopic
e Remote JNDI Name: Topics/OFSLL_OUTBOUND_TOPIC

12. Select 'Connection Factories' tab and click 'New' to add new connection factory. The
following window is displayed.

Create a New Foreign JMS Connection Factory
K | Canicel
Foreign Connection Factory Properties

The following properties will be used to identify your new Foreign connection Factory,

* Indicates required fields

*Name: 4QMSTopicCF

Local INDI Name: fimsfag/ofs I TopiccF

RemolteINDT Name: KA TopicConnectionFactory

OF | Caricel

13. Specify the following details and Click 'OK' to save the changes.
e Name: AQJMSTopicCF
e Local JNDI Name: /jms/aq/OfslITopicCF
e Remote JNDI Name: XATopicConnectionFactory

9.4 Create Credentials and System Policies

In order Configure MDB flow, you need to create credentials and system policies. The
credentials are accessed through CSF framework which is managed by Oracle Weblogic
Server. The keys are managed by Maps and Maps need to be given with Permissions.

1. Login to Oracle Enterprise Manager (http://hostname:port/em).
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2. On the left panel, right click on OFSLL_domain and select Security > System Policies >
Credentials. The following window is displayed.

F|':| WebLogic Domain v weblogic ¥

ORACLE Enterprise Manager Fusion Middlewara Control 12¢

=== OFSLL_domain @

b= : .
== & WebLogic Domain v Feb 5, 2016 8:23:46 PM IST 4.

/Domain_OFSLL_domain/OFSLL_domain >

Credentials
A credential store is the repository of security data that cerlifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider to store and manage their credentials securely.

b Credential Store Provider

View v Create Map Credential Key Name p iz Detach

i :
Create a new map

No credentials found.

Type Description

3. Click ‘Create Map’. The following window is displayed.

Create Map
A credential is uniquely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical
group of . such as the ials used by the appli 1. All map names in a credential store must be distinct

* Map Name  ofsiLint.bureau x

OK  Cancel

4. Enter Map Name as ‘ofsll.int.bureau’ and click ‘OK’.
5. Click ‘Create Key’. The following window is displayed.

Create Key x

SelectMap ofsll II'IT.DLII’EaIJj

* Key jdbc_ds_key
Type Generic j

Description Datasource configured to retrieve the request XML
for credit bureaus.

(®) Enter as () Enter map of property name and value

text pairs

* Credential  jdbc/agjmsdb

OK Cancel

6. Specify the following details:
— Select Map as ‘ofsll.int.bureau’ from the drop down list.
— Specify Key as ‘jdbc_ds_key’
— Select Type as ‘Generic’ from the drop down list.
— Specify the Credential as ‘jdbc/agjmsdb’.

7. Click ‘OK'.
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8. Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Keys Description
ofsll.int.bur This map is used to setup keys for all credit
eau bureau interfaces
ProxyServer Name of the proxyServer to be configured
ProxyPort Port to which ProxyServer is running.
ExpEcalsURL The Experian Connection URL to be config-
ured.
ExpDirectExperianEna- If you set value as true, then you would be set-
bled ting ecals response URL. Else, the Ecals
request URL
ExpCertPath The location of .jks file which contains the valid
certificate for Experian Credit Bureau.
ExpBusUserNamePass- | Login Credentials to be configured for Experian
word Business reports.
ExpConUserNamePass- | Login Credentials to be configured for Experian
word Consumer reports.
EfxURL The Equifax Connection URL to be configured.
EfxCertPath The location of .jks file which contains the valid
certificate for Equifax Credit Bureau.
EfxUserNamePassword Login credentials to be configured for access-
ing Equifax Reports.
TucCertPath The location of .p12 file which contains valid
certificate for Transunion Bureau .
TucCertPassword The password that requires to read the valid
.p12 certificate for the Transunion Bureau.
TucUserNamePassword | Login credentials to be configured for access-
ing Transunion reports
TucConnectionURL The Transunion URL to be configured.
jdbc_ds_key Datasource configured to retrieve data for
bureau.
source Configured as EXTERNAL for actual call.
ofsll.int.out This map is used to setup keys for the Route-
bound One and Dealer track call back from OFSLL.
roUserNamePassword Login Credentials used at the time of call back
from OFSLL to RouteOne Interface.
dtUsernamePassword Login Credentials used at the time of Call back

from OFSLL to Dealer Track Interface.
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Maps Keys Description
jdbc_ds_key Datasource configured to retrieve data for out-
bound Resources.
ofsll.int.bip This Map is used to setup all the Keys required
to setup interface with BIP to generate reports.
local_top_dir Define the path of the local BIP server where
you would like place the generated BIP reports.
email_from_addr Define the From Email address to be used
while sending email for the generated BIP
reports.
emailBodyContentPath The path for ‘file.properties’ file that contains
the content of the subject and body required
while sending letter, report or correspondence
as mail to the applicant or producer.
For example; /tmp/file.properties
*Refer to note below for details on ‘file.proper-
ties’ file creation for email configuration.
fax_server Configure the name of Fax server to be used to
fax the generated BIP reports.
jdbc_ds_key Datasource configured to retrieve data for BIP.
ofsll.int.file This map is used to setup keys for all credit
transfer bureau interfaces
sftp_key Credentials to login to SFTP server(Username/
Password)
sftp_top_dir Top root directory for SFFTP server
sftp_servers SFTP server names
ofsll.int.se | bip_key This is BIP login credentials
curity
ofsllint.gri | GriURL GRI web service URL to be configured.
GriAPIKey GRI API key to be configured
ProxySet System Level Proxy Enabled/Disabled. Value
can be either true or false.
True= proxy required
False = proxy not required
ProxyHost Name of the proxyServer to be configured.
Set only if ProxySet =true.
ProxyPort Port on which ProxyServer is running.

Set only if ProxySet =true.
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Maps Keys Description

jdbc_ds_key Datasource configured to retrieve the request
XML for GRI.
GriCertPath The location of .jks file which contains the valid
certificate for GRI.
Configure only when a valid certificate is availa-
ble.
ofsll.int.co This map is used to setup keys for common
mmon JMS Queue
OfsllJMSQueueJNDI The JMS queue JNDI name to be configured
OfsllUMSQueueCF The JMS queue connection factory to be con-
figured
OfsllJMSServerURL The JMS server url to be configured.

Ex: t3://<JMS server host>:<JMS server port>

* A new file(file.properties) needs to be created and copied to the application server in the
same path as mentioned in the value corresponding to the key 'emailBodyContentPath' under
the map 'ofsll.int.bip’. The file should have the following contents:

— letter_subject="Text that is configurable and would be the subject of the mail'

— letter_body='Text that is configurable and would be the body of the mail’

— correspondence_subject="Text that is configurable and would be the subject of the
mail’

— correspondence_body="Text that is configurable and would be the body of the mail’

— report_subject="Text that is configurable and would be the subject of the mail'

— report_body='Text that is configurable and would be the body of the mail'

9. On the left panel, right click on OFSLL_domain and select Security > System Policies.
The following window is displayed.

ORACLE Enterprise Manager Fusion Middieware Contral 12¢ [EiwebLogic Domain weblogic ¥

- i
= OFSLL domain ©
== & WebLogic Domain ¥ Feb 10, 2016 12:02:47 PM ST 4)

/Domain_OFSLL_domain/OFSLL_domain >

System Policies

System paolicies are the system-wide paolicies applied to all applications deployed fo current management domain. You can grant special permissions and privileges to principal or
codebase.
& To manage users and groups in the WeblLogic Domain, use the Oracle Weblogic Server Security Provider.

» Policy Store Provider

4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants
Type Codebase j
Name Starls With j »
View v Create... im'} Detach
k

£ |Create a new system security grant|

Name

No security policies found.
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10. Click ‘Create’. The following window is displayed.
Create System Grant OK  cancel

There are two different types of system policies supported by application server: principal policy and codebase policy. Principal policy grants permissions and privileges to a list of users or roles.
Codebase policy grants permissions and privileges to a codebase, which is mostly URL or location of jar file in file system. Codebase can be either absolute path or relative path.

Grant To Codebase j

* codebase file:${domain home}/lib/OfsICommonCSF jar

Permissions

View v =}= Add l»" Detach
Permission Class Resource Name Permission Actions

No permissions added

11. Enter the codebase as ‘file:${domain.home}/lib/OfslICommonCSF jar’

12. Click ‘Add’. The following window is displayed.

Add Permission

Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right permissions

4 search
Type Codebase j
Name
Permission 1 3
Search Results
Name Type Permission

Mo permissions found
Select here to enter details for a new permission
* Permission Class oracle securlty.jps.service credstore.CredentialAccessPermission
Resource Name context=SYSTEM mapName=ofsil.intsecurity keyName="

Permission Actions  read

OK | Cancel
L3

13. Select the check box 'Select here to enter details for a new permission'.

14. Specify the following details as the first permission class.

Permission Class Resource Name Perrmsswn
Actions

oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission ofsll.int.bureau,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.filetransfer,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission ofsll.int.outbound,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.bip,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.gri,keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.common.keyName=*
oracle.security.jps.service.cred- context=SYSTEM,mapN- read
store.CredentialAccessPermission | ame=ofsll.http.listener.jndi,key-

Name="
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9.5

9.5.1

15. Click ‘OK’.

JMS Queue Configuration

JMS queue is used to hold webservice invocation exception messages. It provides a
mechanism for third parties to handle communication related failures.

Perform the following steps to configure JMS queue in application server.

Create JMS Server

Create JMS Modules
Subdeployment

Create JMS Queue

Create JMS Connection Factory

Create JMS Server

1.

Login to WebLogic Server 12c console (http://hostname:port/console). The following
screen is displayed.

ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in fo work with the WebLogic Server domain

weblogic
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2. Specify the Weblogic administrator user name and password and click 'Log In'. The
Oracle Weblogic home page is displayed.

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the £ack & £dlrbutton to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
#-Domain Partitions
Environment

|~ Deployments
*+-Services
-Security Rezims
-“Interoparability
#-Diagnostics

Howdo L. =

« Search the configuration
« Uss the Change Canter
« Record WLST Scripts

« Change Consdle prefarences

* Manage Console extensions
* Monitor servers

System Status
Health of Running Servers

I Fikd@
I cital(0)
~ Overloaded (0)
Warning (0)
oK (3)

Click Domain Name > Services > Messaging > JMS Server.

@) Home Log Out Preferences [ rer

Home
Home Page
Information and Resources

= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oradle Enterprise Manager

Domain Configurations

« Domain

* Domain Partitions
 Partition Work Managers

« Servers

« Clusters
= Server Templatss
= Migratable Targets

« Coherence Clusters

« Machines

« Virtual Hosts

= Virtual Targets

« Work Managers

« Concurrent Templates

+ Resource Management

« Startup And Shutdown Classes

* Security Realms

Help ‘

= Comman Administration Task Descri
= Read the documentation

= Ask 3 quastion on My Oracie Support

G mpl

* Resource Group Templates

* Resource Groups

« Deployments

* Messaging
= IMs Servers

Store-and-Forward Agents
IMS Modules

= Path Services

- Bridges

« Data Sources

« Persistent Stores

* XML Registries

« XML Entity Caches

« Forsign INDI Providers
« Work Contexts

o jCoM

_A

‘ Connected to: OFSLLREL_domain

Welcome, weblogi

* WTC Servers

« Jolt Connection Pools

* Log Files

- Diagnostic Modules

« Built-in Diagnostic Modules
+ Diagnostic Images

* Request Performance

* Archives

- Context

- SNMP

» Interceptors

= Moritoring Dashboard &

In the main window, click 'Lock & Edit'. The following window is displayed.

ORACILE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
-Domain Partitions &)

IMS Servers

tore-and-Forward Agents

IMS Modules

ath Services

Bridges

Data Sources

“Persistent Stores v
Eoreion INDI Providers.

How do I... =

« Configure MS servers
« Configure JMS system modules

System Status

m

Health of Running Servers

[ raled(@)
[ critical (0)
[ Overloaded (0)
[ Weming@
I oK ()

@ Home Log out Preferences

Home >Summary of IMS Servers

Summary of JMS Servers

Record Help ‘

Welcome, weblogic | Connected to: OFSLLREL_domain

IMS servers act as management containers for the quaues and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

[ Customize this table

JMS Servers (Filtered - More Columns Exist)

New | [Delete

Showing D to 0 of 0 Previous | Next

0

Name ¢ Persistent Store

‘ Target

‘ Current Target

‘ Health ‘ Scope

There are no items to display

New | | Delete

Showing 0 to 0 of 0 Previous | Next
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Click 'New'. The following window is displayed.

Create a New JMS Server
Back | | Next ‘ Finish | Cancel
JMS Server Properties

The following properties will be used to identify your new JMS Server.
= Indicates required fislds

What would you like to name your new JMS Server?

&5 * Name: OfsllJMSServer

Wiould you like this new JMS Bridge Destination to be restricted to a specific resource group template or resource group ?

Global[v|

Scope:

Back | | Mext ‘F\msh |Canuel

Specify the JMS Server Name as ‘OfsllJMSServer’. Click ‘Next’, the following window is
displayed.
Create a New JMS Server
[Bask| e | [Fih] | Gancel
Select Persistent Store
Specify Persistent Store for the new JMS Sarver.

Persistent Store: (none) ]| Create 2 New Store

Back | | Mext ‘ Finish |Cam:a|

Select 'None' as the Persistent Store type. Click 'Next', the following window is displayed.

Create a New JMS Server

Back| | Nexi

Select targets
Select the server instance or migratable target on which you would like to deploy this JMS Server,
(none) ﬂ

Back | | Next ‘ Finish |Canue|

Target:

Select the target managed server and click 'Finish'.

Create a New JMS Server
Back | [Next ‘ Finish | Cancel
Selact targets

Select the server instance or migratable target on which you would like to deploy this IMS server.

Target: OFSLLREL_ManagedSewer:ﬂ

Back | | Nexi ‘F\nish |Cannel

Click 'Activate Changes' under Change Center. Once done, the following window is
displayed:

& Home Log Out Preferences Record Help | Q

Welcome, weblogic | Connected to: OFSLLREL_domain
Home >Summary of JMS Servers

Messages

& All changes have been activated, No restarts are necessary.

& IMS server created successfully

Summary of 1MS Servers

IMS sarvers act as managemeant containers for the queuss and topics in JMS modules that are targeted to them.

This page summarizes the JMS servers that have been created in the current WebLogic Server domain.

[ Customize this table

JMS Servers (Filtered - More Columns Exist)

New | | Delete Showing 1 to 1 of 1 Previous | Next

1| Name ¢ Persistent Store Target Current Target Health Scope Domain Partitions
[] | ofsliExceptioniMs OFSLLREL_ManagedServer| OFSL_REL_ManagadServer | ¢ OK Global
New | | Delete

Showing 1 to 1 of 1 Previous | Next
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9.5.2 Create JMS Module

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The following window is
displayed.
ORACLE WebLogic Server Administration Consale 12¢ _

Change Center @ Home Log Out Preferences Help Q Welcome, weblogic | Connected to: OFSLLREL_domain

Vica cTiancies apd Tesstaste Home >Summary of JMS Modules

Click the £0ck & Ediit button to modify, add or Summary of JMS Modules
delete items in this domain.

Lock & Edit

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include quaues, topics, connection factories, templates,

destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
IMS system modules as global system resources.

Release Confi

Domain Structure This page summarizes the S system modules that have been created for this domain,
QAL435UP_domain
D Partiti A
o R I Customize this table
Environment

+—Deployments

IMS Modules
Services
-Mossaging Click the Lock & Edit button in the Change Center to activate ail the buttons on this page
| 1-IMS Servers
‘Store-and-Forward Agents New | |Delete Showing 1to16f 1 Previous | Next
{~IMS Modules
Path Services Name & Type Scope Domain Partitions
+-Bridges
SO AQIMSModule IMSSystemResource: Global
POSIERE Y0 5 New| [Delete Showing 1to1of 1 Previous | Next
Foreian INDT Providers
How do L., =]

« Configure IMS system modules

 Configure resources for JMS system medules

System Status B
Health of Running Servers

I Faled(®

I " Critial (0)

[ Overloaded (0)
I Warning ()

[

3. Click 'New'. The following screen is displayed.

Create JMS System Module
Back| | Next ‘ Finish ‘ Cancel

The following properties will be used to identify your new module.

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates, destination keys, quota,

distributed queues, distributed topics, forsign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage JMS system medules as global system
resources,

* Indicates required fields
‘What would you like to name your System Module?

b OfsllIMSModule

Would you like this new JMS System Module to be restricted to a specific resource group template or resource group ?
Scope:

Global[v|

What would you like to name the descriptor file name? If you do not provide a name, a default will be assigned.

Descriptor File Name: OfsllJMSModule

Where would like to place the descriptor for this System Module, relative to the jms configuration sub-directory of your domain?

Location In Domain:

Back| | Next ‘ Finish ‘ Cancel

4. Specify the following details:
— Enter the System Module Name as ‘OfsllJMSModule’
—  Enter the Description File Name as ‘OfsllJMSModule’
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5. Click ‘Next’. The following screen is displayed.

Create IJMS System Module
(Backc | Newt| |[Finsn] || Cancel
The following properties will be used to target your new JMS system module.
Use this page to select the sarver or cluster on which you would like to deploy this JMS system module. You can reconfigure targets later if you wish.

Targets :

Servers

[[] adminserver

OFSLLREL_ManagedServer

] WebService_ManagedServer

Back | | Next |:—'|"|-sh ‘ Cancel

6. Select the target server and click 'Next'. The following window is displayed.
Create IJMS System Module

Back| [NExt |Fimsn |Cance\

Add resources to this JMS system module

Uss this page to indicate whether you want to immediately add resources to this JMS system module after it is created. JMS resources include gueues, topics, connection
factories, and such.

[] Would you like to add resources to this JMS system module?

Back | | Next |Fimsh |Cance\

7. Click 'Finish' to save and activate the changes. Once done, the following window is
displayed.

@ Home Log Out Preferences Record Help | Q, Welcome, weblugic‘ Connected to: OFSLLREL_domain

Hame »Summary of JMS Servers >Summary of JMS Modules
Messages

o All changes have been activated. No restarts are necessary.

& The IMS module was created successfully.

Summary of JIMS Modules

IMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include qusues, topics, connection factories, templates,

destination keys, quota, distributed queues, distributed topics, forsign servers, and JMS store-and-forward (SAF) parameters. You can administratively configure and manage
IMS system modules as global system resources.

This page surmmarizes the JMS systerm modules that have been created for this domain.

[ Customize this table
JMS Modules

New Delete

Showing 1to 2 of 2 Previous | Next
[} | Name & Type Scope Domain Partitions
1 | AgIMsModule IMSSystemResource Global
[] | ofslumstodule IMSSystemResource Global
New | |Delete

Showing 1to 2 of 2 Previous | Next

9.5.3 Subdeployment

Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.
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3. Select the created JMS module ‘OfsllJMSModule’ and click 'Subdeployments' tab. The
following window is displayed.
Configuration | Subdeployments | Targets | Security | Notes

This page displays subdeployments created for a JMS system module. A subdeployment is 2 mechanism by which JMS module resources (such as queuss, topics, and connection factories) are
grouped and targeted to a server resource (such as JMS servers, server instances, or cluster).

[ Customize this table

Subdeployments
New | |Delete Showing 0to 0 of 0 Previous | Next

Name &% Resources Targets

|

There are no items to display

New | | Delete Showing 0 to 0 of 0 Previous | Next

4. Click 'New'. The following screen is displayed.
Create a New Subdeployment
Back E | Finish ‘ Cancel

Subdeployment Properties

The following properties will be used to identify your new subdeployment.

* Indicates required fislds
* Subdeployment Name: OfsllJMSSD

Back| | Next | Finish ‘ Gancel

5. Specify the Subdeployment Name as ‘OfsllJMSSD’. Click 'Next', the following window is
displayed.

Create a New Subdeployment
Back | | Next |Finisn |Cence\

Targets

Please select targets for the Subdeployment

Servers

"] OFSLLREL_ManagedServer

JMS Servers

[¥] ofslizmsserver

Back | [Next |F|n|sh |Cance\

6. Select the check box against the newly created JMS Server and click ‘Finish’. Once done,
the following window is displayed.

Settings for OfsllIMSModule

Configuration  Subdeployments | Targets = Security | Notes

This page displays subdeployments created for a IMS system module. A subdeployment is a mechanism by which JMS module resources (such as queues, topics, and connaction factories) are
grouped and targeted to & server resource (such as JMS servers, server instances, or cluster),

[ Customize this table
Subdeployments
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Showing 1to 1 of 1 Previous | Next

Name & Resources Targets

OfsliMssD OfsllIMSSarver

Showing 1 te 10f 1 Previous | Next

New | | Delete

9.5.4 Create JMS Queue

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.
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3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is
displayed.
Settings for OfslDMSModule

Configuration = Subdeployments | Targsts = Security | Notes

This page displays general information about a JMS system moduls and its resources. It also allows you to configure new resources and access existing resources.

Name: OfsllIMSModule The name of this IMS system module.  Mare Info...

Scope: Global Specifies if the IMS system module is accessible within the domain, a partition,
or a resource group templats.  More Info..

Descriptor File Name: OfsllIMSModule-jms.ml The name of the IMS module descriptor file.  More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, M5 templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources
| New | [Delete Showing 0 to 0 of 0 Previous | Next
I ‘ Name &% | Type |]ND] Name | Subdeployment Targets
There are no items to display
| New | |Delete Showing 0 to 0 of 0 Previous | Next

4. Click ‘New’. The following window is displayed.

Create a New JMS System Module Resource
Back | | Next | Fiish ‘ Gancel

Choose the type of resource you want to create.

Usa these pages to create resources in a IMS system module, such as queuss, topics, templates, and connection factories.

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like stand-alone gueues
and topics, connection factories, distributed queues and topics, foreign servers, and JMS SAF destinations, you can also proceed to targeting pages for selecting
appropriate server targets. You can also associate targetable resources with subdeployments, which is an advanced mechanism for grouping JMS module resources and
the members to server resources.

() Connection Factory Defines a set of connection configuration parameters that are used
to create connections for IMS clients.  More Info..,

Defines a point-to-point destination type, which are used for
asynchronous peer communications. A message delivered to a
queus is distributed to only one consumer.  More Info...

() Topic Defines 2 publish/subscribe d ion type, which are used for
asynchronous peer communications. A message deliverad to a topic
is distributed to all topic consumers.  More Info...

() Distributed Queue Defines a set of queues that are distributed on multiple IMS servers,
but which accessible as a single, logical queus to JMS
clients. More Info...

5. Select the 'Queue’ option and click 'Next'. The following window is displayed.

Create a New JMS System Module Resource
Back| | Next | Finish | Cancel

JMS Destination Properties

The following propertizs will be used to identify your naw Queue. The current module is OfslIMSMadule.

= Indicates required fi

*Name: OfsllJMSQueue
JNDT Name: ims/OfsllMSQueue
Template: None|v|

Back| | Next |Fmish |Cannel

6. Specify the following details while creating new JMS System Module Resources:
— Enter the Name of the Queue as 'OfsllUMSQueue’
— Enter the JNDI Name as 'jms/OfsllJMSQueue’
— Select the Template as 'None'
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7. Click 'Next'. The following window is displayed.

Create a New JMS System Module Resource
Back | | Next | Finish ‘ Cancel

The following properties will be used to target your new JMS system module resource

Use this page to select a subdeployment to assign this system module resource. A subdeployment is a mechanism by which JMS resources are grouped and targeted to a server instance, cluster,
or SAF agent. If necessary, you can create a new subdeployment by clicking the Create a New Subdeployment button. You can also reconfigure subdeployment targets later by using the
parent modulz's subdeployment management page.

Select the subdeployment you want to use, If you select (none), no targeting will oocur.
Subdeployments: OfsllIMSSD ﬂ Create a New Subdeployment
What targets do you want to assign to this subdeployment?

Targets :

JMS Servers

® ofsloMSServer

Back | | Next |F\msh ‘ Cancel

8. Click ‘Finish’ to save and activate the changes. Once done, the following window is
displayed.
Settings for OfslDMSModule

Configuration | Subdeployments | Targsts | Security | Notes

This page displays general information about a M3 system maduls and its resources, It also allows you to configure new resources and access existing resources.

Name: OfsliMsModule The name of this JM5 system module.  More Info...

the IMS system module is accessible within the domain, a partition,

Scope: Global Specifie:
ce group template.  More Info...

or a res

Descriptor File Name: OfsliMsModule-jms.xml The name of the IMS module descriptor file.  More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, IMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

[ Customize this table

Summary of Resources

New | | Delete Showing 1 to 1 of 1 Previous | Next
[[1| name & Type JNDI Name Subdeployment Targets

[ | ofslomsQueus Queus jms/OfslIMSQueus OfsllIMssD OfslIMSServer

New | | Delete Showing 1 to 1 of 1 Previous | Mext

You can further click 'New 'to create more Queues and repeat the steps explained above.

9.5.5 Create JMS Connection Factory

1. Login to WebLogic Server 12c console (http://hostname:port/console) by specifying the
Weblogic administrator user name and password.

2. Click Domain Name > Services > Messaging > JMS Modules. The main window displays
the list of JMS modules available.
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3. Select the newly created JMS module ‘OfsllJMSModule’. The following window is

displayed.

Summary of JMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources include queues, topics, connection factories, templates, destination keys, guota,
distributed queues, distributed topics, foreign servers, and IMS store-and-forward (SAF) parameters. You can administratively configure and manage TMS system modules as global system

resources,

This page summarizes the JMS system modules that have been created for this domain.

[ Customize this table

IMS Modules
Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

Showing 1to2of 2 Previous | Next

New | | Delete
Name & Type Scope Domain Partitions
AQIMSMadule JMSSystemResource Global
OfsloMsModule JM5SystemResource Global

New | | Delete

4. Click 'New'. The following window is displayed.

Settings for OfslIMSModule

Configuration | Subdeployments | Targets | Security = Notes

Showing 1to 2 0f 2 Previous | Next

This page displays general information about a JM3 system module and its resources. It also zllows you to configurs new resources and access existing resources.

Name: OfslaMsMedule
Scope: Global
Descriptor File Name: OfslIMSMadule-jms.xml

The name of this IMS system module.  More Info...

the IMS system module is accessible within the domain, a partition,
< group template.  More Info...

The name of the JMS module descriptor file.  More Info...

This page summarizes the IMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,

destination quota, distributed destinations, foreign servers, and store-and-forward parameters.

§ Customize this table

‘Summary of Resources
Click the Lock & Fdit button in the Change Genter to activate all the buttons on this page.

Showing 1 te 1 of 1 Previous | Next

New | | Delete
Name &% Type JINDI Name Subdeployment Targets
OfslIMSQueve Queue msfOfsIIMSQuene OfIIMSSD OfsllMSServer
New | | Deiete Showing 1to 1 of 1 Previous | Next

5. Click 'Next'. The following window is displayed.

Create a New JMS System Module Resource
| Back| | Mext ‘ Firish | Cancel

Choose the type of resource you want to create.

Use thess pages to creats resources in a JMS system module, such as gueues, topics, templates, and connection factories,

Depending on the type of resource you select, you are prompted to enter basic information for creating the resource. For targetable resources, like stand-alone queues and topics, connection
factories, distributed queuss and topics, foreign sarvers, and JMS SAF destinations, you can also procead to targeting pages for selecting appropriate server targets. You can also associate
targetable resources with subdeployments, which is a2n advanced mechanism for grouping JMS module resources and the members to server resources.

‘Connection Factory

() Queue
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Defines a s=t of connection configuration parameters that are used to create
connections for JMS dlients.  More Info...

Defines a point-bo-point destination type, which are used for asynchronous
peer communications, & message delivered to 2 queue is distributed to only
one consumer.  More Info...
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6. Select 'Connection Factory' option and click 'Next'. The following window is displayed.

:‘Ereale a New IMS System Module Resource
Back | | Mext ‘ Finish | Gancel

Connection Factory Properties

The following properties will be used to identify your new connection factory. The current module is OfslIMSModule.

* Indicates required fields

What would you like to name your new connection factory?

* Name: OfsllJMSCF

What JNDI Name would you like to use to look up your new connection factory?

MO Neitrie: ims/OfsIlIMSCF x

The Connection Factory Subscription Sharing Palicy Subscribers can be used to control which subscribers can access new subscriptions. Should subscriptions created using this factory be sharable?

Subscription Sharing Policy: Exclusive|~|

The Client ID Palicy indicates whether more than one JMS connection can use the same Client 1D, Oracle recommends setting the Client ID policy to Unrestricted if sharing durable subscribers.
Subscriptions created with different Client ID policies are always treated as independent subscriptions. What Client ID Policy would you like to use?

Client ID Policy: Restricted [v/]

A connection factory can limit the number of messages that can queued for an asynchronous session. Should this connection factory imposs a limit?

Maximum Messages per Session: 10

Should this connection factory create sessions that are JTA aware, and create XA queues and XA topics?
XA Connection Factory Enabled

Back | | Mext ‘ Finish | Cancel

7. Specify the following details:
— Enter the Name of the Connection Factory as 'OfsllJMSCF’
— Enter the JNDI Name as ‘jms/OfsIlUMSCF’
— Select the check box "XA Connection Factory Enabled'
8. Click 'Next'. The following window is displayed.
Create a New JMS System Module Resource

Back | | Next |F|n|sh ‘AdvancedTargenng ‘Cance\

The following properties will be used to target your new 1MS system module resource

Use this page to view and accept the default targets where this JMS resource will be targeted. The default targets are based on the parent JMS system module targets. If
you do not want to accept the default targets, then click Advanced Targeting to use the subdeployment mechanism for targeting this resource.

The following JMS module targets will be used as the default targets for your new JMS system module resource. If the module's targets are changad, this resource will also
be retargeted appropriately.

Targets :

Servers

~ OFSLLREL_ManagedServer

Back | | Next |Finisn ‘Advanced‘rargeﬁng Cancel

9-32 ORACLE



9. Click 'Advanced Targeting'. The following window is displayed.

Create a New JMS System Module Resource
Back | [ Next | Finish | Cancel

The following properties will be used to target your new JMS system module resource

Use this page to select a subdeployment to assign this system module resource. A subdeployment is a mechanism by which IMS resources are grouped and targsted to a
server instance, cluster, or SAF agent. If necessary, you can create a new subdsployment by clicking the Create a New Subdeployment button. You can also
reconfigure subdeployment targets later by using the parent module's subdeployment management pags.

Select the subdeployment you want to use. If vou select (none), no targeting will occur.

Subdeployments: OfsllJMSSD ﬂ Create a New Subdeployment

What targets do you want to assign to this subdeployment?

Targets :

Servers

[} oFSLLREL_ManagedServer

JMS Servers

ofsloMSServer

Back | | Next |F\nish |Cancel

10. Select the Subdeployments as ‘OfsllUMSSD’ from the drop down list.
11. Under JMS Servers, select the check box against 'OfsllJMSServer'.

12. Click 'Finish' to save and activate the changes. Once done, the following window is
displayed.
Settings for OfslDMSModule

Configuration | Subdeployments | Targets = Security | MNotes

This page displeys general information about a IMS system module and its resources. It also allows you to configure new resources and access existing resources.

Name: OfsliMsMedule The name of this IMS system module. More Info...

Scope: Global Specifies if the IMS sy medule is accessible within the domain, a partition,
or a resource group template. More Info...

Descriptor File Name: OfsliMsMadule-jms.xml The name of the JMS module descriptor file.  More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys,
destination quota, distributed destinations, foreign servers, and store-and-forward parameters.
[ Customize this table

‘Summary of Resources

Click the Lock & Edit button in the Change Center to activate all the buttens on this page.

New | | Delete Showing 1 to 20f 2 Previous | Next
Name &% Type JINDI Name Subdeployment Targets
OfslMscF Connecticn Factory jmsfOfsllaMsCr OfslomMssD OfsloMsSenver
OfslIM5Queue Queue ms/OfsIIMSQueue OfslIMSSD OfslIMSServer

New | | Delets Showing 1to 2of 2 Previous | Next
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9.6 Deploy MDB EJB

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

LOGIN TO

Domain Domain_OFSLLREL_domain
* User Name

* Password

Login N

ORACLE

Copyright ® 1996, 2015, Oracle and/or its affiiates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective
owners

2. Enter valid login credentials. The following window is displayed.

WebLogicDomain ¥ weblogic ¥ «==

ORACL E Enterprise Manager Fusion Widdlsware Control 12¢

msm OFSLLREL_domain @ £ v v |asoReresh of [<]
k=

..... Mar 22, 2016 7:33:17PM IST )

Administration Server
» Name AdminServer
Host ofss.oracle.com
Listen Port 7001

SSL Listen Port 7002
Clusters

servers
J o» View v Wl Create Delete Control v E§
Clusters:
Name Status  Cluster Machine State Health Listen Port “PY ""a(!
Depioyments AdminServer(admin) + Running oK 7001 o
OFSLLREL_ManagedServer + ofsi Runring oK 7003 0

. 2 “ WebSenice_ManagedServer 4+ ofsil Running oK 7005 0
up

Domain Partitions.

Domain Partitions

Resource Group Templates

3. Click ‘Deployment’ in the left panel.
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4. Select ‘Lock & Edit’ option in the lock drop-down list available in the header. The following
window is displayed.

T \WebLogic Domain v weblogic v ===

ORACL_E Enterprise Manager Fusion Middleware Control 12¢

F= OFSLLREL domain © ER] =~ |~worewsn or -
i webLogic Domain v B8 o (ISR > ]
@ Confirmation Logie Eat &

The edit session lock has been released.

@ Information e - ]
Certain functionality on this page is available only when you own the cdit scssion lock. To obtain the lock, click "Lock and Edit” in the Change Conter monu. Re onfiguration
Servers: Deployments
View v Show All | Deployment v  Overide w  Control =
» ew Restarl C
3w Name Status ~ State Health Type Domain
rreferences.
> | opss-rest 4 Actve oK web Applic
talp
Clusters
Clusters
Deployments
‘ e
Domain Partitions
Domain Parutions .
Resource Group Templates
Columns Hidden 4 Columns Frozon 1 Peployments 1 of 1

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORACLE Enterprise Manager Fusion Middieware Control 12c I& webLogic Domain ¥ weblagic ¥ -e
=== OFSLLREL_domain @ B v Ev |AumoReresn of v
=

{i& WebLogic Domain v Mar 22, 2016 10:47:03 AMIST )
@ Confirmation E]

The edit session lock has been acquired. No pending changes exist.

Servers Deployments
L, Vieww [ SnewAl Degloyment v Oumde v Cortol v
‘ 3 Name W Deploy Status  State Health  Type Domain Partition  Targets
» opss-test | B Redeploy 4+ active OK Web Application AdminServer

¢ Undeploy
Clusters
., Fetch Deployment Plan

Clusters

Deployments

®-

Domain Parti

Domain Partitions

Resource Group Templates

Columns Hidden 4 Columns Frozen 1 Deployments 1 of 1

9-35 ORACLE



6. The following window is displayed.
ORACLE’ Enterprise Manager Fusion Middlewars Control 12¢

OFSLLREL_domain @

Select Archive Select Target Application Aftribute:

Deploy Java EE Application: Select Archive

Scope

Selett a stope that you wantto deploy this application to Global v

Archive or Exploded Directory

weblogic ¥ =

Step 1of4 Next  Cancel

4 Information

Use this page to deploy Java EE
applications that require Oracle
WMetadata Services (MDS) or that
fake advantage of the Oracle

Java EE archives, Web Modules (WAR files), EJB Modules (EJB JAR files), Resaurce Adapter Modules (RAR files), Coherence Archives (GAR files), JOBC Modules, JMS Modules, and  Application Development

library files (Jar files) can be deployed. You can also deploy an exploded archive that is present on the server where Enterprise Manager is running.

® Archive is on the machine where this Web brows  Archive Location

[ Choose file | CrslicueueApp.ear

Archive or exploded directory is on the server where Enterprise Manager is running.

Deployment Plan

Browse...

Framework (Oracle ADF).

Ityour application is a SOA
composite, use the SOA
Composite deployment wizard

Ifyour application is nota SOA
composite or it does not require an
DS repository or ADF
connections, then you can deploy
your application using this wizard
or the Oracle WebLogic Server
Administration Console

7. Browse to the folder containing the MDB EJB. Eg: C:/OfsllQueueApp.ear

8. Click ‘Next’. The following window is displayed.

ORACLE. Enterprise Manager Fusion Middleware Control 12¢

OFSLLREL_domain @

@ ®
Select Archive Select Target Application Aftributes

Deploy Java EE Application: Select Target

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name Type
AdminServer Gracle WebLogic Server

v OFSLLREL_ManagedServer Cracle WebLagic Server
WebService_ManagedServer Cracle WWebLogic Server

9. Select the server on which the MDB EJB needs to be deployed.
10. Click ‘Next’. The following window is displayed.

Deployed Applications

weblogic ¥

Back Step20f4 Next Cancel

ORACLE Enterprise Manager Fusion Middleware Control 12¢

OFSLLREL_domain @

® 0 ®
Select Archive Select Target Application Deployment Settings
Attributes.

Deploy Java EE Application: Application Attributes

4 Hide Deployment Summary
Archive Type Java EE Application (EAR file)
Deployment Plan  Greate a new pian
Deployment Target OFSLLREL_ManagedServer
Scope Global

Deployment Type ~ Application

* Application Name = OfsllQueueApp
The application source files and depioyment pian are
distributed to the deployment targets. If distribution is
Distribution successful, the applicalion is then started on each of the
targets
(® Install‘and start appication (servicing all requests)

(O Install and start application in mode (servicing only

requests)

weblogic v

Back Step3ofd4 Next Deploy  Cancel

~

11. Select the option ‘Install and start application (servicing all requests)'.
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12. Check the context root and click ‘Next’.The following window is displayed.
ORACLE Enterprise Manager Fusion Middieware Control 12¢ weblogic ¥ =
OFSLLREL_domain ©
O O ®)
Select Archive Select Target Application Atiributes  Deployment Settings
Deploy Java EE Application: Deployment Settings Back Step4of4 Ne Deploy  Cancel
4 Hide Deployment Summary
Archive Type Java EE Application (EAR filey
Deployment Plan ~ Create a new plan
Deployment Target OFSLLREL_ManagedServer
Scope Global
Deployment Type Application
Application Name  OfsliQueueApp
Version Not versioned

Deployment Mode  Install and start application (servicing al requests)

13. Click ‘Deploy’. On successful deployment, the following window is displayed.
E Deployment Succeeded
Deployment of Application "OfsliQueueApp” is completed. The deployment changes are pending activation. Exit the wizard and use the Change Center
to activate or undo the changes.
Summary
Scope Global
Version Not versioned

Deployed
Archive Location

Iscralch/app/fmw122/Oraclefuser | 13ins/ OFSLLREL domain/sysr fldeploy/OtsliQueueApp/archivelOTsliQueusApp. ear

Archive Type Java EE Application (EAR file)

Deplovmfé‘\é Install and start application (servicing all requests)
Deployment

Theget OFSLLREL_ManagedServer
Applicatiol

Slalez Unavailable {OFSLLREL_ManagedServer)

4 Hide Progress Messages

deploy operation ...
[September 30, 2016 9:13:01 PM IST] Saving the oracle configuration changes to archive.
[September 30, 2016 9:13:01 PM IST] Archive: mw122/01 r_proj I ins/OF SLLREL_domain/sysman/upload/deploy/
OfsliQueueApp/archive/OfsliQueueApp ear
[September 30, 2016 9:13:01 PM IST] [Deployer:143140]The task cannot be processed further until the current edit session is activated. When this occurs,
task processing will continue. The User can exit the deployer tool without affecting the task.
[September 30, 2016 9:13:01 PM IST] Deploy operation completed

Close

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

Note

While starting the ‘OFSLLREL_ManagedServer’, always start with option ‘-DUseSun-
HttpHandler=true’ to enforce the weblogic server to uses SUN SSL implementation.
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10. Configuring Oracle Bl Publisher for Application

1.

Copy the OfsliCommonCSF.jar from /WEB-INF/lib available in the staging area to
$DOMAIN_HOME/lib

Update the setDomainEnv.sh file (SMW_HOME/user_projects/domains/mydomain/bin
directory) by appending the above jar file path —- EXTRA_JAVA_ PROPERTIES="........
${EXTRA_JAVA_PROPERTIES}

-Dofsll.csf.path=${DOMAIN_HOME}"

3. Configure Security via EMconsole

Note

It is assumed that Bl Publisher is installed and configured. Refer Bl Publisher Guide for
further details.

ORACLE Enterprise Manager Fusion Middleware Control 12¢ I webLogic Domain ¥ | weblogic
=== OFSLL domain @
= B ;
= WeblLogic Domain w Feb 5, 2016 8:20:15 PM IST 0
/Domain] Home
Applit Monitoring » M
Applicati| ) ) ons that are specific to the application. These roles are seeded by applications in single global policy store when the
applicati Diagnostics ¥ |at are created in the context of end users aceessing the application
@ To ma Control » | the Oracle Weblogic Server Security Provider
4 Polic | gqs »
Environment »
Security Realms.
Deployments
Users and Groups
JDBC Data Sources
Credentials
Messaging » | 3
4 Seai Security Provider Configuration
Select ar Gross Component Wiring k& plication. Use the application stripe to search if the application uses a stripe|
that is dif Web Sarvices » Application Policies E
i Other Services » Application Roles
Administration » Keystore
View Refresh WebLogic Domain System Policies o Detach
Security » Audit Policy
P

System MBean Browser
Rol Description
WebLogic Server Administration Console

=]

OF¢
Target Silemap

Target Information
4 Membership for OFSLL_USER 1

Principal Display Name Type Description
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4. Click WebLogic Domain on the right panel. Select Security > Credentials. Click ‘Create
Map’.

ORACLE Enterprise Manager Fusion Middleware Control 12¢

WebLogic Domain weblogic ¥ (D)

=== OFSLL_domain @
2 Weblogic Domain Feb 5, 2016 8:23:46 PM IST 0

/Domain_OFSLL_domain/OFSLL_domain = Credentials

Credentials

A credential store is the repository of security data that certifies the authority of antities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a
single, consolidated service provider lo store and manage their credentials securely.

I Credential Store Provider

View v | == Create Map Create Key Edit... Delete..  Credential Key Name b & Detach

Ci Type Description
Create a new map 5

No credentials found.

5. Enter the Map Name: ofsll.int.security.

Create Map

Acredential is uniguely identified by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name
define a logical group of credentials, such as the credentials used by the application. All map names in a credential siore must be distinct.

* Map Name  ofsilint.security]

6. Click ‘OK’.

WebLogic Domain v weblogic ¥ [T

ORACLE Enterprise Manager Fusion Middleware Control 12¢

=== OFSLL _domain &
Weblogic Domain w Feb 5, 2016 8:23:46 PM IST ﬂ

@ Information
The credential map, ofsiLint.security, has been created.

/Domain_OFSLL_domain/OFSLL_domain » Credentials
Credentials

Acredential store is the repository of security data that certifies the authority of entities used by Java 2, Java EE, and ADF appli 15. App can use the C Store, a
single, consolidated service provider to store and manage their credentials securely.

P Credential Store Provider

e

View v = CreateMap = == Create Key Edit... Delete..  Credential Key Name » Detach

Credential Description

|Create a new credential key vee

[ ofsllintsecurity

7. Click ‘Create Key’ Button.
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8. Enter the details as per your requirement. Specify ‘User Name’ and ‘Password’ of Bl
Publisher console.

Create Key x

Select Map ofsllint.security |Z|

*

Key bip_key

Type PasswordE
* User Name weblogic

* Password assssssss

* Confirm

Password e

Description

OK Cancel
9. Click ‘OK’. The following window is displayed.
ORACLE Enterprise Manager Fusion Middieware Control 12¢ &5 weblogicDomain ¥ | weblogic v ===
= OFsLL_domain &
k= {5} WebLogic Domain v Feb 10, 2016 11:20:55 AM 15T 4)
@ Infermation E]

The credential key, bip_key, has been created.

/Domain_OFSLL_domain/OFSLL_domain > Cre dentials

Credentials

Acredential store is the repositary of s ecurity data that certifies the authority of entities used by Java 2, Java EE, and ADF applications. Applications can use the Credential Store, a single, consolidated senvice provider to store and
manage their credentials securely

P Credential Store Provider

View w o= Create Map  =}= Create Key Edit..

Delete Credential Key Name- 4
Credential Type Description
b 2 ofsllintsecurity
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10. On the left panel, right click on the domain OFSLL_domain > Security > System Policies.
The following window is displayed.

ORACL_E enterprise Manager Fusion Middieware Control 12¢ [ WebLogic Domain = | weblogic ¥
esm OFSLL domain @ “7 v w | Auto Refresh Off j
=
e 10,2010 113040 15T )
@Inf¢c  Home [E£]
Cer Monitaring » i you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Diagnostics >
Serve &
n Server
Contral >
‘ Logs » Name AdminServer
Environment 3 B
Security Realms.
Deployments
Users and Groups
Clust: JDBC Data Sources
Credentials
Messaging (3
) Security Provider Configuration
Cross Component Wiring >
e Garras . Application Policies =4
Application Roles
Cther Services > PP ster Machine State Hea
Deplc  agministration §f| Keysiors Running -
Refresh WebLogic Domain Sz el 3 Machine-0 Running OK
‘ Security » Audit Policy
System MBean Browser
& WebLogic Server Administration Console
Doma =
Target Sitemap
Target Information
o m =
5 Columns Hidden 33 Servers 2of2
H ‘ ’
11. Click ‘Create’.
=~ WeblLogic Domain « wehlogic w

OORACL € Enterprise Manager Fusion Middieware Gontrol 12c

=== OFSLL domain @
E= i webLogic Domain ~ Fob 10, 2016 12:02:47 PM ST HED
MDomain OFSLL_dumain/OFSLL dormain >

System Policies

System policies are he system-wide policies applied 10 all P to current g domain. You can grant special permissions and privileges 1o principal or
codebase
B To manage users and groups in he WebLogic Dormain, use lhe Oracle Webl - Server Securily Provider

» Policy Store Provider

- Search

Sclcet a grant type and enter soarch keywaord for codebase or principal to query systom soourity grants

Type Coaenase =
Name stars win | >

View - Croato... Lk 27 Dotaoh
L3

e [create a new system securily grant

Mo security policies found

12. The following window is displayed. Enter the codebase as ‘file:${ofsll.csf.path}/lib/
OfsliCommonCSF .jar’ and click ‘Add’.

ORACL < P ger rusion Centron 12

T wWenl agie Damain ~ wesbslagic =

Fob 10, 2016 7:45:08 P IST R

oK cancer

and privilcges to a list of
Do citner apsolute path or

by application scrvor: principal policy and codof oy Principal policy arants pol
a Which 15 mostly UHL or of Jar e in nio systom. Godobas

@rant To Codebase -
* Codebase nicH|olsileSTPAM D, OTSHGoMMonGsE- jarf
Parmissions

View - Ada E = Detach

Resource Name Parmission Actions

No permissions added

13. The following window is displayed. Select the checkbox 'Select here to enter details for a
new permission' and enter the following details as the first permission class.

— Permission Class:
oracle.security.jps.service.credstore.CredentialAccessPermission

— Resource Name: context=SYSTEM,mapName=ofsll.int.security,keyName="
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— Permission Actions: read

Add Permission

Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right permissions

4 search
Type Codebase j
Name
Permission 3
Search Results
Name Type Permission

No permissions found
Select here to enter details for a new permission
* Permission Class  oracle security.jps.service credstore.CredentialAccessPermission
Resource Name  context-SYSTEM,mapName=ofslLint.security keyName="

Permission Actions read

OK | Cancel
3

Configuring JNDI Name for http Listener

1. Similarly, click Add to add the second permission class. Select the check box 'Select here
to enter details for a new permission' and enter the following details as the second
permission class.

— Permission Class:
oracle.security.jps.service.credstore.CredentialAccessPermission

— Resource Name: context=SYSTEM,mapName=ofsll.http.listener.jndi,keyName="*
— Permission Actions: read

2. Click ‘OK’. The following window is displayed.

5 webLoglc Domain weblogic W

ger Fusion Midd Control 12

Fob 10, 2016 7:45:05 Pha 15T 4
SLL_domain > System Policies =
Create System Grant

difforent types of systom policics supparted by application sorver: principal policy and codob.
= palicy grants f s andf ~ges to A o which is masty LRI ar lo:

ioy. Principal policy grants po
afjar fila in fila system. Codana

GrantTa  Godenase ~|

“ Codebase fila(afsll asf path}in/ OlICommanCSE jar

Parmissions
wiew = S Aaa | i Detacn
Resource Name Pormission Actions
. context_SYSTEMmapName_ofsilLint.sscurity keyName—* read
contaxl—SYSTEM mapName—afsil hitp listanar jndi keyNama—" rand
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3. Click ‘OK’. The following window is displayed.

‘WeblLogic Domain weblogic v E==

ORACLE Enterprise Manager Fusion Middleware Control 12¢
Feb 10, 2016 8:02:50 PM IST 0

— OFSLL_domain &
t- ‘Weblogic Domain =
[E]

@ Information
A new security grant has been added successfully.

/Domain_OFSLL_domain/OFSLL_domain >

System Policies
System paolicies are the system-wide policies applied to all applications deployed to current management domain. You can grant special permissions and privileges to principal or

codebase
B To manage users and groups in the WebLogic Domain, use the Oracle WebLogic Server Securily Provider.

P Policy Store Provider

4 Search
Select a grant type and enter search keyword for codebase or principal to query system security grants.
Type Codebase j
Name  Starts With j »
Edit Delete. x| Detach

View ¥ Ml create... Create Like

No security policies found
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11. Launching Application

Verifying Successful Application Deployment and Launching Application
Successful Application deployment can be verified by following:
e Making sure that the state is ACTIVE and health in OK in the Weblogic.
e Access and log into the application.

After you enable SSL you can launch the application via https:\\ protocol.

To launch application
1. Verify if the deployed OFSLL application is ‘Active’.
ORACLE' WebLogic Server Administration Console 12¢ _

Chratge Center @ Home Log Cut Preferences =cord Help ‘ Q Welcome, weblogic | Cornected to: OFSLLREL_domain
View changes and restarts Hame »Summary of Deployments
Click the Lock & Eaftbutton to modify, add or Summary of Deployments.

delete items in this domain.
Configuration | Contral | Monitoring
Lock &Edit

Release Configuration
This page displays the st of Java EE applications and standalone application modues installed to this domain,

Domain Structure You can update (redeploy) or delete installed appications and modies from the domain by selecting the checkbox next to the application name and then using the controls on this page.
OFSLLREL_domain To install a new application or module for deployment to targets in this domain, click Install.
~Demain Partitions
EH-Environment
[ Deployments | Customize this table
Services
~Security Realms Deployments
E-Interoperabiity
Diagnostics Install | [Update | [Delete Shawing 1to 10 of 55 Previous | Next
[]| Hame & State |Health | Type | Targets Scope | Domain Partitions | Deployment Order
_ AdminServer,
[] | iy@df-oradie.businesseditor (1.0, 12.2.1.0.0) Active Library | OFSLLREL_ManagedServer, |Global 100
WebService_Managedserver
n Adminserver,
How do L. =] [7] | fy2df.eracie.domain(1.0,12.2.1.0.0) Active Lbrary | OFSLLREL ManagedServer, | Gobal 100

Webservice_ManagedServer

 Instal an enterprise application AdminServer,

S ] | ify2dlf-oracie.domain.webapp(1.0,12.2.1.0.0) Actve Lbrary | OFSLLREL_Managedserver, | Global 100
Webservie_Managedserver

+ Update (redeploy) an enterprise applicaton

_ & AdminServer,
» Monitor the modules of an enterprise E ?:Dherence-h ansaction-rar Active | ¥ OK A;“;‘f OFSLLREL_ManagedServer, |Global 100
application BPTEr | \yebService_ManagedServer
+ Deploy E18 modules R e Acive | oK E”E’D':E OFSLLREL ManagedServer, |Global 100
« Tnstal & Web application pplication
” Wets Adminserver,
= m] DMS Application (12.2.1.0.0) Active |WOK |, =i [OFSUREL ManagedServer, | Global 5
System Status =l = Webservice_ManagedServer
A 0| & ggem Adive | oK E;;ﬁg"f;ﬂ AdminServer Global 400
~ Failed (0) o
= [F] | ifyemagentsckimplpriv_jar(12.4,12.1.0.4.0) Active Ubrary | Adminserver Global 100
I Critical (0) -
I " Overloaded (0} [ | wyemagentsdmpl_jar(12.4,12.1.0.4.0) Active Library Adminserver Global 100
I Warring (0) = 0
e [ | Wy emagentsck jar(12.4,12,.1.0.4.0) Active Lirary | AdminServer Global 100
Tnstall | | Update | | Dekete Showing 1to 10 of 55 Previous | Next

2. The URL of the OFSLL application will be of the format - https://<hostname>:<Port>/
<ContextName>/faces/pages/OfslISignin.jsf (Example: https://localhost:7003/ofsll/faces/
pages/OfslISignin.jsf)
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3. Login with the user credentials that was created in Users Creation.

ORACLE C —

Financial Services Lending and Leasing

Sign In

Please enter userid and password

" User |d

* Password

Sign In

4. After successful login, the following screen is displayed

ORACLE : ) Acessbiity 1§ Sgnok O
Financial Services Lending and Leasing
SEARCH MENU &
DashBoard

DashBoard
DashBoard

> Origination
> Servicing
> Collections
> WFP

» Tools

> Setup
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12. Installing Upgrade

There is an infrastructure upgrade required (from 11g fusion middleware to 12c fusion
middleware) when upgrading from OFSLL 14.2.0.0.0 to OFSLL 14.3.1.0.0.

Hence, it is recommended to install a new 12¢ fusion middleware infrastructure and deploy
the 14.3.1.0.0 OFSLL application.
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