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1.1

1.2

1. Preface

This document contains notes and installation steps needed to install and Configure Oracle
Bl Publisher. Oracle Financial Services Lending and Leasing relies on this software to
configure reports and this document is in no way meant to replace Oracle documentation
supplied with this Oracle product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

Bl Publisher installation consists of the following steps.

e |Installing Bl Publisher

e Configuring Bl Publisher

e Creating Unique Bl Publisher User

e Creating Bl Publisher Datasource

e Importing Reports to Bl Publisher Server
e Configure MDB Mail Server

Prerequisites

The following software are required to install Oracle Financial Services Lending and Leasing
application and they are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

1. Sun JDK Version 1.8.0_66 or above (http://www.oracle.com/technetwork/java/javase/
downloads/index.html)

2. Oracle WebLogic Server 12c¢ Version 12.2.1.0.0
http://www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-
097127.html)

3. Oracle Bl Publisher Version Bl 12.2.1.0.0
http://www.oracle.com/technetwork/middleware/bi-publisher/downloads/index.html

Note

Please use all 64-bit software’s for machine hosted with 64-bit O/S.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Home Directory/ Oracle Financial Services Lending and Leasing Home
$OFSLL_HOME | Directory
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2. Installing Bl Publisher
2.1 Installing Bl Publisher

Follow the below steps to install Bl publisher:

1. Download and unzip all the software related to OBIEE (2 zip files).
— fmw_12.2.1.0.0_bi_linux64_Disk1_10f2.zip
— fmw_12.2.1.0.0_bi_linux64_Disk1_20f2.zip

2. Navigate to bin file
3. Run ./bi_platform-12.2.1.0.0_linux64.bin

4. The following window is displayed.

Oracle Business Intelligence 12c - Step Lof 8

Welcome _ORACLE a
FUSION MIDDLEWARE

Welcome

Auto Updates Welcome to Oracle Business Intelligence 12c (12.2.1.0.0) Installer

Installation Location At any time during the instaliation, you can viewthe Belease Notes for additional infarm ation.

Context sensitive help is available at any time by selecting Help.
Installation T'I'EE

Prerequisite Checks

Installation Summary

B e T S RSV

Copyright © 1999, 2015, Oracle and for its affiliates. All rights reserved

Help Next > Cancel

5. Click ‘Next’. The following window is displayed.
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6. Select the option ‘Skip Software Updates’ and click ‘Next’. The following window is

displayed.

Auto Updates

Welcome
Auto Updates

Instaliation Location

Installation Type
Prerequisite Checks

Installation Summary

€~ ——{ —€

Help

Oracle Business Intelligence 12c - Step 2 of 8

.

# Skip Auto Updates

Select patches from directory

Search My Oracle Support for Updates

2-2

ORACLE
FUSION MIDDLEWARE

< Back Hext >

Cancel
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7. Browse Oracle Middleware Home path as /u01/Middleware/Weblogic12cHome.

Oracle Business Intelligence 12c - Step 3 of 8

Installation Location ORACLE i ia
FUSION MIDDLEWARE

B

Welcome

-

* Dracle Home:
Auto Updates

il

JulljMiddleware [Weblogicl2cHome| hd Browse
+ Installation Location
| Feature Sets installed At Selected Oracle Home: | View
Installation Type
iF
Frerequisite Checks
¢ Prerequisite Checks

I
¢ Instalintion Summary

Oracle Home may only contain alphanum eric, underscore (), hyphen (=) or dot() characters and it must
begin with an alphanumeric character,

Help

< Back Hext > | Cancel

8. Select the option ‘Bl Platform Distribution with Samples’ and Click ‘Next’.

Oracle Business Intelligence 12c - Step 4 of 8

Installation Type ORACLE @
FUSION MIDDLEWARE

Welcome

Bl Platform Distribution
Autg Updates

Installation Location )
————— # gl Platform Distribution with Samples
Installation Type

Prerequisite Checks = bi_platform 12.2.1.0.0

Instaflation Summary B B Matform

Bl Platform Suite Configuration 12.2.1.0.0
Bl Enterprise Edition 12.2.1.0.0

Bl Publisher 12.2,1.0.0

Bl Essbase 12.2.1.0.0

BIEPM 12.2.1.0.0

Bl Platform Core 12.2.1.0.0

Bl Platform Schema 12.2.1.00

Bl Plarform Samples 12.2.1.0.0

B A A A e

Help =< Back Mext > Cancel
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9. Click ‘Next’. The following window is displayed.

€ — — —— —C ——

Prerequisite Checks

Welcome

Auto Updates

Installation Location

Installation Type
Prerequisite Checks

installation Summary

Help

Oracle Business Intelligence 12c -

Step 50of 8

ORACLE .
FUSION MIDDLEWARE

100%

$4444 ¢

Checking operating system certification

Checking recommended operating system packages

Checking kernel paraméters

Checking Recommended glibc version

Checking physical memory

Checking Java version used 10 launch the instalier

';;;: P Checking kernel parameters
& 9 Checking Recommended glibc version

%l o Checking physical memory
h

1o launch the

| View Successful Tasks

< Back

Next >

ViewLog

Cancel

LE—6—6—6—%

Installation Summary

Welcome

Auto Updates
Installation Location
Installation Type
Prerequisite Checks

Installation Surmmary

Help

Oracle Business Intelligence 12c - Step 6 of B

m

=

m

m

Install bi_platform

Installation Location

-

ORACLE’

FUSION MIDDLEWARE

Oracle Home Location: full /Middieware /Weblogicl2cHome
Log File Location: ftmp fOrainstall2016-01-25_04-16-50PMfinstall2016-01-25_04-16-50P

Mlog
Disk Space
Required: 6740 ME
Available: 32647 MB
Feature Sets to Install

Bl Platform Suite Configuration 12.2.1,0.0
Bl Enterprise Edition 12.2.1.0.0
Bl Publisher 12.2.1.0.0

Bl Essbase 12.2.1.0.0
BIEPM 12,2100

Bl Platform Core 12.2.1.0.0
Bl Platform Schema 12.2.1.0.0

Save Response File

-
Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the feft pane or
use the Back button,

< Back

Install Cancel

ORACLE



10. Click ‘Install’. The following window is displayed.

Oracle Business Intelligence 12c - Step 7 of 8

ORACLE

Installation Progress Atk 3 4 e
FUSION MIDDLEWARE

100%
an
- w  Prepare
& Copy
Prereq eck
o Cenerating Libraries
Instal Sumim
] & Performing String Substitutions
w  Installation Progress
1 " Linking
n 1 1}
@ [nstaliation Complete P P
o Saving the inventory
o Postinstall scripts
View Messages ¥| View Successiul Tasks ViewLog
. -
Applications
Driving Profitable Growth
|
Help Newn > Einish

11. Once the installation is complete click ‘Next’ and then click ‘Finish’ to close.

Oracle Business Intelligence 12c - Step 8 of 8

Installation Complete ORACLE @
FUSION MIDDLEWARE

» = Install bi_platform
= Installation Location
Oracie Home Location: full/Middleware fWeblogicl2cHome
Log File Location: /imp/QOrains1ali2016-02-05.04-01-49PM/Insali2016-02-05.04-01-49P
wetallation Type M.log
= Feature Sets Installed SuccessTully
Bl Flatform Suite Configuration 12.2.1.0.0
Bl Enterprise Edition 12.2.1.0.0
Bl Publisher 12.2.1.0.0
1 Bl Essbase 12.2.1.0.0
w Installation Complete BIEPM 12.21.0.0
Bl Plarform Core 12.2.1.0.0
Bl Platform Schema 12.2.1.0.0
Bl Platform Samples 12,2100

e

bi_platform installation completed successfully

Help | Einish
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3. Configuring Bl Publisher

After installing Bl Publisher, the next step is to configure BIP.

To configure BIP

1. Launch configuration window and browse to $BI_ HOME/bin (BI_HOME is //u01/
Middleware/Weblogic12cHome/bi).

2. Run ./config.sh. The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 1 of 9

Welcome _ORACLE ¢
FUSION MIDDLEWARE
w Welcome :
i Welcome 1o Oracle Business Intelligence 12¢ 12.2.1.0.0 Configuration
Jp. Preregquisite Chischs
| You are about to configure the components contained in Oracle Business Intelligence
¥ Define New Domain Enterprise Edition. At amy time during the configuration, you can viewthe Belease Notes and
+ Databace Detalls Quick Tour for additional inform ation. Context-sensitive help is available by clicking Help.
L Port Management For more information, refer to the Oracle Business Intelligence configuration section in the
| Oracle Fusion Middleware installation Cuide for Oracle Business Intelligence.
¢ Initial Application
I
|
v Summary
rogress Componems to include
Essbase
Business Intelligence Enmerprise Edition
o | Business Intelligence Publisher
Help | Mext = Cancel
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3. Select the option ‘Business Intelligence Publisher’ and Click ‘Next'.

Oracle Business Intelligence 12¢ Configuration Assistant - Step 2 of 9

-~

ORACLE

Prerequisite Checks e L e
FUSION MIDDLEWARE

T Welcome
- Frerequisite Checks 100%
|

v Define New Domain

i Database Details %  Checking pperating system certification
Pori Manag=ment ecking recommended operating System packages
+ g @  Check ded i a
+ Initial Application 4 Checking kernel parameters
+ Summan &  Checking Recommended glibc version
Cont v Checking physical memory
V Cngclung Java version used to launch the installer
o | Witw Successful Tasks View Log
Help = Back Hext > Cancel

4. Click ‘Next’. The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 3 of 9

AC o=
Define New Domain M,
FUSION MIDDLEWARE
¥ Welcoms :
i The domain is the basic unit of WebLogic administration, All Bl components reside in ane
A F‘rereguls:le Chegis domain. The domain neads a place ta store files, and initizl adm inistrator credentials,

=
T Define New Domain The domain files include configuration files, log files, and data files,

1}
T RISIAEASE Ol The credentials define the initial administrator account. For security reasons no other default
| :
b Port Hanggem!m accounts are creaied. Use this inftial account to create inidvidual accounts for your users
|

Initial Application
¥ = - Location of new domain

|
¥ Summary
- Domains Directory  Juld/Middlewars fWeblogicl2cHome/user_projects/doi | Browse

Domain Name [bi

Domain Home | full/Middleware fWeblogiclZcHome fuser_projects /domains fbi
Credentials for new domain

Username weblogic

Fassword esssssss

Confirm Password sessssss

Help < Back Next > Cancel
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5. Enter the User Name, Password and Domain Name for Bl Publisher domain. Click ‘Next’.
The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 4 of 9

I —-'_.
Database Schema ORACLE %
FUSION MIDDLEWARE

¥ Welcome |
Database schemas are required for storage of internal housekeeping information. These

Prerequisite Checks schemas are distinct from any data sources which you plan to analyse in Bl
b Define New Domain The simplest aption is to create new database schemas here. Alternatively you can use existing

schemas you created earlier using the Repository Creation utility (RCU). Using RCU in advance

L
o Database Details 5 % 3 :
i ey gives you aditional options, such as choosing tablespaces. RCU is availabie in directory

@ Port Management Judl/Middiewars Weblogicl2cHom e oracle_common/bin
|

¥ Initial Application #) Create new schemas

|

¥ Summary Schema prefix |OFSLL

rogres Schema password sesessass

Confirm schema password sssssssss
Database type | Oracle Database =
Username 5y

Password sssssssss

Simple connect string |ofsiLin.oracle.com:1521:0LLD8

Use existing schemas

Help < Back Hext > Cancel

6. Select the option ‘Create New Schema’ and specify the Schema prefix, Schema
password, database type, user name, password, simple connect string.
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7. Click ‘Next’. The following window is displayed.

Oracle Business Intelligence 12¢c Configuration Assistant - Step 5 of 9

Port Range M Q
FUSION MIDDLEWARE
Welcome

Choose the port range for Bl and WLS processes to use
Prerequisite Checks

Define New Domain Port Range

Database Details Part Range Starting Port [9500

Port Management Port Range End Port (9999

Initial Application
5w m ary

e e T e e

Heip < Back HNext > Cancel

8. Click ‘Next’. The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 6 of 9

Initial Application _ORACLE
FUSION MIDDLEWARE

¥ Welcome :

{ Choose the application that will be installed into your inital service instance, This can be the
A F‘rereguls:re Checks default sample application, an application archive exported from another Bl installation or you
1 Define New Damain can choose 1o Starm with a clean slate.

T‘ e

| Darabase Dexails s Oracle sample application (Sam pleAppLite)

¥ ¢

‘:' Port Management Your awn existing Bl Application from export bundie {jar file)

1

< Initial Application Clean Slate (no predefined application)

|

¥ Sum mary

nfigur F €
Help < Back HNext > Cancel
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9. Click ‘Next’. The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 7 of 9

Summary _ORACLE
FUSION MIDDLEWARE

¥ Welcome : = Configure -

ﬂ:« Prerequisite Checks = Configuration

i | = Components

.,Ir Drefine New Dom ain BIP

¥ Database Details = Damain

+ Part Bhnddvie El Domain Name: bi .

i Domains Directory: full/Middiewars fWeblogicl2cHome fuser_projects/domains

i o A AL B Admin server (HTTP port 9500, HTTPS 9501, internal 9504)
,:- Summary

Manzged server (HTTP port 9502, HTTPS 9503, internal 9505)
= Database

= Newschemas o
Database type: ORACLE %“
Connect string: ofsilinoracle.com:1521:0LLDE
New RCU prefix: dev
= Port Management

& Portrange
Port range start: 9500
Port range end: 9955
= Application
sampleApplite
Service Instance Key: ssi
Service Instance Limit: 1
= Entry points
= Weblogic Consale
http:/ fofsllin.oracle com: 9500 /console
= Fusion Middiewars Contrpl

4 S | »

Save Response File: Save

Help

< Back Configure Cancel

10. Click ‘Configure’. The following window is displayed.

Oracle Business Intelligence 12c Configuration Assistant - Step 8 of 9

Configuration Progress _ORACLE
FUSION MIDDLEWARE
sizasel f Configuration Tools
ithe i Name Pragress
i " Bl Configuration 100% 1
& + Bl Startup 100N 1
i it i ~+" El Epilogue —100%: d|

Configuration Progress

€

Configuration Compiete

Configuration Log Location:

[fhome/dev/QracleforacieMiddleware fapp/foralnventory flogs finstali2016-02-08_12-20-04PM log
# « Bl Configuration

# « BiStarup

@ ' BlEpilogue

L1 e [ »
Help

| HNext> Cancel
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11. Click ‘Next’. The following window is displayed

Oracle Business Intelligence 12¢ Configuration Assistant - Step 9 of 9

Configuration Complete ORACLE @

FUSION MIDDLEWARE

ame * = Configure

Prerequisite Checks = Configuration
= Components

EIP
= Domain

El Domain Name: bi

Domains Directory: full/Middieware (Weblogicl2cHome /user_projects/domains
Apphcatior Admin server (HTTP port 9500, HTTPS 9501, internal 9504)

| »

e
Managed server (HTTP port 9502, HTTPS 9503, internal 9505) ‘\‘1
! Caonfiguration Progress & Datehese
T = Newschemas

i Configuration Complete Database type: ORACLE
Connect string: ofsilin.oracle.com:1521:0LLDE
New RCU prefis: dev
[= Port Management
= Portrange
Port range start: 9500
Port range end: 9599
= Application
SampleApplite
Service Instance Key: ssi

Service Instance Limit: 1
4| N | »

Save this page: Save

Click Save to generate a file containing the summary details.

Help < Back Finish

12. Click ‘Save’ and save the Response File.

13. Click ‘Finish’. The application will create a new domain for Bl Publisher with the details as
highlighted in the above screen.

3.1 Verifying Successful BIP Deployment

Successful BIP deployment can be verified by Launching the BIP URL http://hosthame:9502/
xmlpserver.
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4. Creating Unique Bl Publisher User

After configuring Bl publisher, you must create a unique User ID.

To create User ID

1. Login to BIP Domain (http://hostname:port/console).

2. Click ‘Security Realms’ and then select ‘myrealm’.

3. Select Users and Groups > User and click ‘New’. The following window is displayed.

rieseet

Fireave Conbipuaton

Domain Structone

» Create group

» Msnage users and o

System Status

Porer

Create a New User
Ok Cancel

Uner Properties

Thee oo properties vell b used o idertly your raw Liser

What weinid oy e b9 e your fees Ukier?

* Name: otellbip

Fiows wonkd o e b0 descy e the res User?

Descriphion: OFSLL BIF User

Fleaie choose & provider (e the e

Provider: DetoulAutherticator

The password s associated with the kogn hamme for the res User
Pasvword: [r—

* Confmm Password: [R—

O Caresd

4. Specify the following details:

Field Action

Name Specify a valid name you need to maintain as User

Description Provide description to the specified user

Provider Select a provider for the user, from drop-down list.

Password Specify a valid password you need to assign to the specified user.
Confirm Password Retype the password to confirm it.

ORACLE



5. Click ‘OK’. The following window is displays the new User ID created.

| —Y

Welcome, weblogic | Convected to! b

ORACLE weblLegle Server sdminstiation Console 12¢

Thange Center
Wirw changes and restarls
Py gty b eoomt, Chek, the ploarse
Condiguration tutton b slow ot 4 o edt the
[

Lock & EdF

Release £

Do Strisctiiee

B0 11 dormer -~

E-Emaonmarnt
Servers
Thusbery
T Wetusl Hogts
“Mgratabie Toarpets
Loharence Servers
Coherence Jhrters
T Macheres
Wik Manageri
“Rartup ared Shubdowm Gasses
Cospioryrmmres
[ Servae

Senurty Boskes, =

Meows do L

* Manace ulers and g

B Hona Log Ot Prefererces B Record e |

bagere

el I o B el Gdragh
g S TR0
o Uner created saccesshuly

Settings lor myresim

Configasion  Users and Groups  Pokes and Poboes  Cradertial Magpegs  Providers  Mgration

| Users  Grougs

laarmiary of Tarems sl o Tacur by Tade w

a,

yradey slimrt wind Greas

s

slipart s Gronpe sohleg sliters ared

Thes page disglays rformation about each user ithat has been corfigured 1 ths seouity resin,

¥ Customire this table

Users

Mow | | Dewa

03 o Descrtion

[ | etsistemtions | BE Szem Lsee

|5 [somisn Jormiom

ID_:\‘M» Iﬁ'-ﬁiwuu

|| cradesysteni e iaummummuua_

| Proviter d

Showang | toB8of B Previous | Nest

oere

6. Select the check box adjacent to the ‘User’ created and click ‘Groups’ tab. The following

window is displayed

ORACLE wWeblogic Server Administration Consols 12c

Change Certer
Wiew changes and restarts

B hore Logiut FPieferences B Becond el

soas slvet and Groupe vokibp Jimen ind Crecpe yohibg

Q,

- TR

mm?mmk

sl and Groupe SOEMOZLEN. snsrt wnd

rouen sted sy and

rougpe salviibip

N P chariges e, Clk e Roleads: Settings for of sibap

Coraayar b buttor Lo sl oihry Lo 80t the

doman. Gioeedl | Dt Mirades  Growgs

Lock L Ede
Sere,
Riedeaie Confpasinon
v configure g For this Loar

bipl 1 doman -

2 Ermerment Parent Groups: Thes aser cory b 4 mesber oF vy of Hharde Sareri
i Avadable: Chosen: wiag. Mors o,
Clasters [ Adsethanncilisers. = [ mauthors
Virbusl Hoary [ Aderirdstr stors = mitensumers
Megr sabde Torgets Dmrmw 3’

Coreande Servers

Cinaies Ot Emmum

e - L] Crosstromaint srnectors -

wers, Maragers [ eployers L4

Serbp end Shokdown Classes [InL_useR >
Cwgigyments.

= Sarvrd

St Feskes x Siwe

Hiome do L.,

o Cresls users L

Done

— BlAuthors

— BIConsumers

Click ‘Save’. The User is mapped to the Group.

4-2

Select the following Groups from the ‘Parent Groups Available’ list and click >’ to assign
it to the new user. You can also assign other groups as required.
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5. Creating Bl Publisher Datasource

To create Bl Publisher Datasource, do the following:
— Create Data Source with JNDI as ‘jdbc/ofslibipdb’ on Bl Publisher Domain
— Target the datasources to ‘bi_server1’

1. Access the weblogic console URL using http://hostname:port/console.
OIRACLE' Webtogic Sarver asmessrsson cansse 12

Change Center (8 Home: Log Out Prefevences. [ Help Q Welcome, weblogic | Conmectsd to: bt

Vicw changes nnd restarts 2 > Sammary of JOBC tista Sources
Chek the Lodk & EdE butten bo medify, add or Summary of JDBC Dats Sources

delete fems 1 tes doman,
Configuration  Moritorng

Lack A4

A JDBC t the D1 tree ¥ frough a pood of J0BC connections. Appications can look up 2 cita source on the I tree and then
borrow & detabase cornection fom & dats source.

This page summarizes the J06C data source chjects Bhat have been ceated in this doman.

[ Customize this table
Data Sources (Filtered - More Columns Exist)

Clck the Lock & Fditbutton in the Change Center o acthiate ol the butions on iz page.

Dislele Showing 1 1o 4of 4 Previous | Hext
Bame & Type INDT Nasme Targets
bp_datasource Gerwric | dbcjop_datasource bi_cluster
EPMEystemRiegaty Gerar | b EPMSysterRegetry bi_chuster, AdmirSeryer
meks-cwsm Gerarc b fmdsfonesm bi_duster, AdminServer
® Create JOBC generic dath sources || SR i _|[PAckiebn Lt
® Creste JOBC Grdnk data sourees Delete Showing 110 4of 4 Previous | Next

© Create JOBC mult data sturoes

' Mt TR Antn srumeme

2. Launch http://hostname:port/xmipserver. The following window is displayed.

ORACLE’ 8l Publisher Enterprise

Sign In

Prease enter username and password
Usermame

Password

Accessibity Made []

Sign In

Engish (Unised States) j

Oracle Bl Publsher 12.2.1.0.0
Copyright © 2003, 2015, Oracle andior s alflates. Al Tights reserved.
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3. Login using the same credentials used for ‘WebLogic administration’ console login. The
following window is displayed.

ORACLE" Bl Publisher Enterprise

Home

Create...

Report

Report Job

Data Model

More =

Browse/Manage...

B® catalog Folders
Reporl Jobs
& FReportJob History

4. Click ‘Administration’ in the header section

ORACLE" b publisher Enterprise

Home
Create...
Report
Report Job
Data Model
More »

Browse/Manage...

i catalog Foiders
Report Jobs
i@ Report Job History

Recent

Repors
Others

Favorites Manage

Recent

Reports
Others

Favorites Manage

Search All

Home Calalog

Search Al

New

Homa Calalog New

0

Open

O, Administration

Open

5. Click ‘JNDI Connection’. The following window is displayed.

ORACLE &iPublisher Enterprise  Search  All

Administration

Data Sources

JDBC Connection

Security Center

Security Configuration
Roles and Permissions
Digital Signaiura

Dellvery

Delivery Configuration
Printer

Fax

Email

WebDAV

Home Catalog

New w

Syslem Maintenance

Server Configul

Aeport Viewer Configuration
Manage Cache

Runtime Configuration
Pr s

Integration

Oracte BI Presentalion Services

O,  Administration

Open

6. Add Data Source ‘FLLReportsPool’ with JNDI as ‘jdbc/ofslibipdb’.

%, Administration

-

Help Sign Oul ===

SignedinAs  weblogie

. The following window is displayed.

Help v Sign Out ===

Signed InAs  wablogle ¥

Help = Sign Out ===

Signed InAs  webloglc ¥

My
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7. Under ‘Security’ section, select ‘Bl Author Role’ and ‘Bl Consumer Role’ from Available
Roles and assign them as Allowed Roles.

Note

If “Bl Author” and “Bl Consumer” roles are not displayed in the ‘Available Roles’ section,
you need to create the roles as explained in following ‘Creating Roles’ section.

Creating Roles

The following section details the steps to be followed to create “Bl Author” and “Bl Consumer”
roles which are used to define security roles while creating Data Source on Bl Publisher
Domain.

To create WebLogic Application Role

1. Login to Enterprise Manager using the URL - http://hostname:port/em.

2. Select Weblogic Domain > Security > Application Roles as indicated in the following
screen.

" WebLogic Domain v Apr 22,2016 12:53:38 PMIST 4)

@infc  Home ®

-+ — | You own the edit session lock. To obtain the lock, click “Lock and Edit" in the Change Center menu.
serve  Diagnostics >
»n server
Gontrol >
‘ o & Name  AdminSenver
Environment » Host _ ofsiLin.oracle.com
Deployments Listen Port 3000
Clust  JDBC Data Sources
Messagin >
ng Control v
Cross Component Wiring >
2 . CPU Usage Hoap)
Web Senices » Status  Cluster Machine State Health Listen Port o Usage
(MB)
Other Servces > = R
Haomin + Running oK 8000 078 51030
DePlt  paministrat >
miniptaton 4 bi_cluster ofsilin.orace.com  Running oK 8002 086 37546
Refresh WebLogic Domain $  bicuster ofsilinorade.com  Shutdown Unknown 9002 Unavailable  Unavailable
securty > securtyReaims 3 Shutdown Unknown 6001 Unavailable Unavailable
System MBean Brows er Users and Groups.
8 WebLogic Server Administration Cansole St

Doma

Target Sitemap Securty Provider Configuration

SrEEgetinmormation Application Policies
Application Roles
Resource Group Templates
Keystore
System Policies

AuditPolicy

3. Inthe Application Stripe field, select ‘obi’ from the drop-down list. The option
‘BlServiceAdministrator’ is added by default. Click ‘Create’.

Application Roles

Application roles are the roles used by s ecurity awars applications that are specificto the application. These roles are seeded by applications in single global policy stors whenthe applications are registared. These are also application roles that are created in the context of end users
application

& To manage users and groups in the WebLogic Domain, use the Oracle WebL ogie Server Security Provider.
) Poiicy Store Provider
4 search

Selectan application and enter a search keyword for the role name to search for foles defined by this application. Us e the application stripe to search ifthe application uses a stripe tat is different fram the application name.

Application Stripe  obi

Role Name  Starts With B »
View v creag [ Create Like. # Edit, 2 Delete.
Role Name Display Name Description
BiSeniceAdminisirator Bl Senvice Administrator “This role confers privileges fequired to administer a senvice instance
4 ip for BiServil
Principal Display Name Type Description
weblogic weslogic User This useris the defautt administrator

4. Specify the following details:
— Role Name
— Display Name
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— Description
Create Application Role

0K Cancel
Role (or Enterprise Role) s the aroup of users designed athe enterprise level and typically used to assign a privilege or permission. A role can also contain ofher roles as members
General

Application Stripe obi
* Role Name  BIConsumer
Display Name  BIConsumer

Description  The base-level role that grants the user access
to exsting analyses, dashboards and agents,
allows them to run or schedule existing BI
Publisher reports, butnot create any new ones.

Members

‘An application role may need to be mapped to users or groups defined i enterprise LDAP server, or the role can be mappedto other application roles.

viw v [ gqa | 3¢ Dokt

Name.

Display Name.
No groups or application foles added.

Click ‘Add’ to add the application role to the members family. The same can later be

mapped to required Users or Groups defined in Enterprise LDAP server, or the role can
be mapped to other application roles.

Add Principal

Speciy criteria to search and selectthe application foles that you want to grant permissions to.
4 search

Type User v

Principal Name  Starts With v

Display Name ~ Starts With v »
Searched Principals
View v
Principal Display Name Description
LCMUser ™ for WebLogic Server Li

configuration updates.
OraclesystemUser Oracle application software system user
weblogic [This user s the default acministrator.

4 Advanced Option

(2] Checkto enter principal name here instead of searching from above.

ﬂK Cancel

6. Add the Weblogic User by selecting “weblogic” in the ‘Searched Principals’ section and
click ‘OK’. The Weblogic User is added to the application role.

Create Application Role
Role (or Enterprise Role) s the group of users designed athe enterprise level and typically usd to assign a privilege or permission. A role can also contain other roles as members.

0& Cancel
General

Application Stripe o

* Role Name  BIConsumer
Display Name  BIConsumer

Description  The base-level role thatgrants the useraccessto
existing analyses, dashboards and agents, allows ™
e to run or schedule existing BI Publisher

Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other application oles.

Viewv  d=Add 3 Delete | Detach
Name Display Name Type
weblogic User

7. Click ‘OK’. The new role is added to the list of application roles.

Application roles are the roles used by security aware applications that are specificto the application. These roles are
application

ol in single global p

the applications are registered These are also application roles that are created in the context of end users accessing the
To manage users and groups in the WebLogic Domain, use the Oracle Webl oqic Server Securiy Provider

P Policy Store Provider

4 search

ot an st 3 st 503K v ol 501 o ncty i pglcaton Use e Scalon S 0 4 iS5l s 3 s s o i st s
optcaton e ol B

Role Name  Stars it [~ »

Viewv i Create.. [ Createlike.. ./ Edt. 3 Delete..

Detach

s

Role Name. Display Name.

8 dministrat This role confers privileges required to administer a senvice instance

BIConsumer BiConsumer The base-level role that grants the user access to existing analyses, dashboards and agents, allows them o fun or schedule existing BI Publisher reports, but not create any new ones.
4 ip for i ini
Principal Display Name Type Description
weblogic weblogic User

“This user s the default administrator.
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To Create WebLogic Application Policies

Select Weblogic
screen:

Home
Wonitoring >
/Domain,  Diagnostics >
Appli  Control >
Applicail L ogs
applcati
@Toma  Envronment
P Polit pepioyments
4 seal  JDBC Data Sources
Selectal  essaging
Cross Component Wiring »
Web Senvices 1
Viewy  Ofher Senices

Administration »

Refresh WebLogic Domain

Rol -
Securt »
Bis: ]
e SystemMBean Browser
@ WebLogic Server Administration Console
Target Sitemap
4 Mel
Target Information
Principar uispiay vame '
weblogic weblogic y

3.

Application Policies

In the Application Stripe field, select ‘obi’ from the drop-down list.

Login to Enterprise Manager using the URL - http://hostname:port/em.

Domain > Security > Application Policies as indicated in the following

o 22, 2016 tzcas T 4)

]

 fons that are specificto the application. These roles are seeded by applications in single global policy store when the applications are registersd. These are also application roles that are created in the context of end users accessing the

» & the Oracle Weblodic Server Security Provider.

, 1ame to search for roles defined by this application. Use the application stripe to search ifthe application uses a stripe thatis diflerent from the application name

[

X Delete.

Detach

Racerintinn

Securty Reaims
il fers privileges required to administer a senvice instance.

Users and Groups el role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing B Publisher reports, but not create any new ones.
Credentials

Security Provider Configuration
Application Polces |\
Avpricaion Roies fault administrator.
Keystore

System Policies

Audit Policy

Click ‘Create’.

Application policies are the authorization policies that an application relies upon for controlling access to ts resources.

& To manage users and groups i the WebLogic Domain, use the

P Policy Store Provider

4 search

Oracle WebLoaic Server Securit Provider.

Selectan application and enterthe search keyword for principals or permissions to query application security grants. Use the application stripe to search ifthe application uses a stripe thatis different from the application name.

Application Stripe  obi

[

pracin e sopicten e [

prncpatame. sy [1]

View v Create.. [ Createlike.. /' Edit

Principal Display Name

BiSeniceAdministrator

4 Policies for BlServiceAdministrator
Permissions

Resource Name

oracle bi publisher administerServer

4.

Create Application Grant

X Delete.

Description

Bl Senvice Administrator

jon Set

Permi

Resource Type

oracle bipublisherpermi. _all_ bip administrator

In ‘Create Application Grant’ screen, under the Grantee section, click ‘Add’.

[

Cancel

For managing an application policy, select a particular grantee and attach a permission to it

Application Stripe obi

Grantee

Selectte grantees (user, group or application role) you want to addto the policy.

View v Add

s

No users or groups added

 Detach

Name Display Name

Permissions

Type Description

Selectirom permissions and resources usedin this application. Enter search criteria to search for ight permissions

View v

+ Aag

Permission Class

No permissions added

Detach

Re Permissi
Ty Actions

Resource Name

ORACLE



5. Select the newly created application role from the list and click ‘OK’. The new role is

added to the list.

Add Principal

‘Specify criteria to search and select the application roles that you want to grant permissions to.

A searcn

T AgpicaionRoe [+

Principal Name ~ Starts With

Display Name ~ Starts With B

Searched Principals

Principal Display Name

anonymous-role Anonymous Role

authenticated-role Authenticated Role

BIConsumer BIConsumer

BiSeniceAdministrator Bl Senvice Administrator

6.

Create Application Grant
For managing an application policy, selecta particular grantee and aftach a permission to it

Application Stripe  obi
Grantee

Select the grantees (user, group or application role) you wantto add to the policy.

View v | 4 Add Delete.
Name play Name. Type
BIConsumer BIConsumer Application Role

Permissions

The base-evel role that rants the user access to existing analyses, dashboards and agents, allows them

to run or schedule existing Bl Publisher reports, but not create any new ones.

In the ‘Permissions’ section, click ‘Add’.

Description

This role confers privileges required to administer a senvice instance.

0K Cancel

‘The base-level role that grants the ser access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but not create any new ones.

‘Select from permissions and resources used in this application. Enter search crieriato search for right permissions

Viewv | 4ada| e Delete.
Permission Class

No permissions added.

7.

Re Permission

Resource Name ) Ao

Permission Set

In the search criteria, select ‘Resource Type’ and select the resource type from the drop-

down list. Select the required resource from the search results and click ‘Continue’.

Add Permission

x

Selectirom permissions and resources used in this application. Enter search criteria to search for ight permissions

4 search

© Permissions @ Resource Types

Resourca pe | rateiptenrpamicsn [

Rosourcetiame sttt ]

Search Results

Resource Name Display Name.

racle bi

racle bi

BIP Access Excel

OnlineRep... BIP Access Online

oracle bi publisher accessReportOut. ..~ BIP Access Report Output

racle bi

oracle bi publisher developDatalodsl  BIP Develop Data Model

racle bi

BIP

oracle bi publisherrunReportonline  BIP Run Report Online

racle bi

BIP

@ TIP Continue to go to next step if you want to enter policy details.
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Define the required permission(s) for the application role by selecting the appropriate

Permission Class and Permissions Actions check box. Click ‘Select’.

Add Permission

4 customize

Permission
Class.

Resource
v

Resource
Name.

Permission
Actions.

oracle securityps ResourcePermission

oracle.bipublishetpermission

9.

The selected permissions are defined to the application role. Similarly you can define the

required permissions for other application roles.

Create Application Grant

For managing an application policy, selecta particular grantee and attach a permission to it
Application Stripe  obi

Grantee

Selecttne grantees (user, aroup or application role) you want to addto the policy

View v 4 Add Delete.
Name Display Name. Type Description
BIConsumer BIConsumer Application Role

Permissions

Selectfom permissions and resoutces used n this appiictin. Ener search creria o search foright permissions.
Viewv [Fada| e

Delete. Detach

Permi

n Class

oracle securityps ResourcePermission
oracle securityps ResourcePermission

oracle securityps ResourcePermission

10. Once done, click ‘OK’.

Application Pol

Application policies are the authorization policies that an application relies upon for controlling access to its resources.
‘o manage us ers and groups in the WebLogic Domain, use the Oracle Webl ogic Server Securi
P Policy Store Provider

Provider

4 search

Cancel

The base-level role that grants the user access to existing analyses, dashboards and agents, allows them to run or schedule existing BI Publisher reports, but ot create any new ones.

Re Permission
Resource Name.

Ty Actions
oracte bi publisher accessOnlineReportanalyzer ora_all_
oracle bi publisherrunReportOniine ora_all_
oracle bi publisher accessExcelReportanalyzer ora_all_

Selectan application and enter the search keyword for principals or permissions to query application security grants. Use the application siripe to search ifthe application uses a stripe thatis different from the application name.

Appiication Stripe  obi
principal Type  Application Role [

Principal Name  Starts With

Viewv Wl Create.. [ Createlike.. ' Edit. 3 Delete..
£
Display Name. Description
BiConsumer BiConsumer
Bl Administrat

4 Policies for BIConsumer
Permissions

Resource Name
oracle.oipublisherrunReportoniine

oracle.bi publisheraccessOnlineReportAnalyzer

oracle.bi publisher.accessExcelReportAnalyzer

Resource Type Permission Actions Permission Class Permission Set
oracle bipublisherpermi . _all_ oracle security jps ResourcePermission

oracle bi publisherpermi_. _all_ oracle security jps ResourcePermission

oracle bi publisherpermi . _all_

oracle security jps ResourcePermission
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6. Importing Reports to Bl Publisher Server

To import reports to Bl Publisher Server, do the following:

1. Copy and extract the OFSLLReports.zip file to local area. Assume you have extracted to
/home/oracle/app/OFSLLReports, then the zip file “oracle.xdrz” is extracted to /Thome/
oracle/app/OFSLLReports

2. Launch the Oracle Business Intelligence Publisher Application using http://
hostname:port/xmlipserver

3. Login with valid credentials.

ORACLE’ B8iPublisher Enterprise

Sign In

Please enter usermname and password
Userna e

Password

Accessibiity Mode |

Sign In

English (Unged States) "

4. Following window is displayed. Click on ‘Catalog Folders’ on the left pane.
ORACLE' &iPublisher Enlerprise Search Al -

Home

Create...

Report

Report Job

Data Model

More w

Browse/Manage...
@@ Catalog Folders
Report Jobs

© Report Job History

Home Calalog New
Recent
Reports
Others
Favorites manage

L, Administration Help = Sign Out ==

Open w Signed In As  weblogle ¥

ORACLE



5. Click on ‘Shared Folders’ option and then click ‘Upload’.

Help v SignOut -

ORACLE ©iPublisher Enterprise  Search Al v ©,  Administration
Catalog Home Catalog New Opan v Signed InAs  weblogic ¥
v 4 5 2% Location /Shared Folders - o
Folders =_ Components LastModified 3:22/16 2:45 AM  Created By
I cgand More v

» Bm My Foiders

» BE Componenis

i Expand o Upload
Deleta Ec.-.-m'::-.:l

Cut
-1 Rename
Properies

[ Export XLIFF

§ Permissions

javascript:void(0)
6. The following window is displayed. Browse to the location where the oracle.xdrz file is
saved. Click the 'Overwrite Existing File' check box if you are overwriting an existing

directory.

Upload | Browse.. | No file selected.

e

ORACLE
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7. Click on ‘Upload’.

Upioad oracle.xdiz

‘Overwrite existing file ]

8. The following window is displayed.

Upload

Upload | prowse... | Mo file selected.

Overwrite existing file [

Waiting for 10.184.86.242...
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9. Once the upload is completed, click any folder to see the list of reports under the directory.
The following window is displayed.

ORACLE' &l Publisher Entarprise  Search Al - ©, Administration  Help v Sign Out ==+
Catalog Home Calalog New + Open v SignedinAs  weblogic ¥
v 1+ G Jg l! X =2 Location /Shared Folders'oracleflxmipreporis j e
I
Folders . corgen_em_100_01 LastModified 322/16 2:49 AM  Created By weblogic i
; E corgen_em_100_01
» B= My Folders Open Schedule Jobs JobHistory Edit More v

F
4 B thtargd Foidas objrpt_em_100_01 LastModified 32216 249 AM  Crealed By weblogic

» Bm Componenls % Batch Jobs Report
Open Schedule Jobs JobHislory Edit More w

4 [Im oracle
4 @m0 ., ocobnk_em_100_01 Last Modified 3/22/162:49 AM  Crealed By weblogic
) |=| ocobnk_em_100_01
4 B xmip Open Schedule Jobs JobHistory Edii More ¥ K

» B comespondence E
! ococol_em_100_01 Last Modified 3122116 249 AM  Created By weblogic

Tasks B ococol_em_100_01
Open Schedule Jobs JobHistory Edit More w
[im reports d
_ ococol_em_100_02 LastModified 3:22/16 2:49 AM  Created By weblogic
i Expand 2, Upload lé ococol_em_100_02
Open  Schedule Jobs JobHistory Edit More v
3 Delete &, Downioad
Lh Copy 3 cut ., ococol_em_100 03  LastModified 3/22/16 2:49 AM  Crealed By weblogic
£ ococol_sm_100_03
Paslz [y Rename Open Schedule Jobs JobHistory Edit More
Y panmesins: (WM Piopeties _ ococol_em_100.04  Last Modified 322/16 243 AM _ Created By weblogic
[ Export XLIFF E ococol_sm_100_04

Open Schedule Jobs JobHistory Edit More w

£]
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7. Configure MDB Mail Server

Refer to the following instructions to configure the MDB email server.

1. Launch the Oracle Business Intelligence (Bl) Publisher application (http://hostname:port/
xmlpserver). The following window is displayed.

DRACLE' Bl Publisher Enterprise

Sign In

Please enter username and password
Username

Password

Accessibiity Mode ]

Sign In

English {United States) j

Oracle Bl Publisher 12.2.1.0.0
Copyright © 2003, 2015, Oracle and/or its affiliates. All rights reserved

2. Login using the valid credentials. The following window is displayed.

ORACLE" Bl Publisher Enterprise  Search Al - O, Administation  Help v  Signout
Home Home Catalog New w Open v Signed InAs  weblogic v
Create... Recent
Report Reports
Others
Report Job

Favorites Manage

Data Model

More »

Browse/Manage...

=] Catalog Folders
Report Jobs
Report Job History

-1 ORACLE



3. Click 'Administration'. The following window is displayed.

ORACLE B Publisher Enterprise  Search Al v O, Administration  Help Sign Qut
Administration Home Catalog New ¥ Open ¥ Signed In As  weblogic ¥
Data Sources ‘System Maintenance
JDBC Connection Server Configuration
JNDI Connection Scheduler Configuration —
File Scheduler Diagnostics
LDAP Connection Report Viewer Configuration
OLAP Connection Manage Cache
Web Service Connection
HTTP Connection
Security Center Runtime Configuration
Security Configuration Properties 3
Roles and Permissions Font Mappings F
Digital Signature Currency Formats
Delivery Integration
Delivery Configuration Cracle Bl Presentation Services
Printer
Fax
Emel‘
WelBay |
HTTP
FIP
Content Server
CUPS Berver
[~]
. ‘ o . . . .
4. Click ‘Email’. The following window is displayed.
ORACLE’ ®iPublisher Enterprise  Search Al v O, Administration  Help v Sign Out
Administration Home Catalog New v Open v SignedinAs  weblogic ¥
Administration > Email 0
Delivery
Delivery Configuration  Printer Fax Email WebDAV HTTP FTP ContentServer CUPS Server
Server Name Host Port Delete
Add Ser\n'lll.rh
Add Server
. ‘ , . . . .
5. Click ‘Add Server'. The following window is displayed.
ORACLE" siPublisher Enterprise  Search Al v O, Administration  Help v Sign Out
Administration Home Calalog New ¥ Open v Signed InAs  weblogic ¥
Administration > Email > Add Server (7]
™ .
@ Confirmation
Connection established successiully.
Add Server
Test Connection | Apply ‘ Cancel |
General
* Server Name  ofsllin.oracle.com *Host  ofsllin.oracle.com|
Port 25 Secure Connection  None j
Security
Username Password

6. Specify the Server details (server name, host, and port number) and click ‘Test
Connection’. On completion, a confirmation message is displayed as indicated.

7-2
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7. Click ‘Apply’. The following window is displayed.
ORACLE’ sBiPublisher Enterprise  Search Al v O, Administration

Help = Sign Qut ===

Administration Home Catalog New w Open v SignedInAs  weblogic ¥
Administration > Email > Add Server 7]
Acd Server
Test Connection Apply Cancel
(™
General
* Server Name  ofsllin.oracle.com *Host  ofsllin.oracle.com
Port 25 Secure Connection j
Security
Usemame Password

8. The MDB email server is successfully added as indicated.

ORACLE’ biPublisher Enterprise  Search Al v ©, Administration  Help Sign Out -
Administration Home Catalog New v Open Signed In As  weblogic ¥
Administration > Email [2]
Delivery
Delivery Configuration | Printer || Fax | Email | WebDAV HTTP FTP Content Server | CUPS Server
Server Name Host Port Delete
ofsll.in.oracle.com ofsllin.oracle.com 25 |

Add Server
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