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Preface

Oracle Real User Experience Insight (RUEI) provides you with powerful analysis of your network and business infrastructure. You can monitor the real-user experience, set Key Performance Indicators (KPIs) and Service Level Agreements (SLAs), and trigger alert notifications for incidents that violate them.


Audience

This guide is intended for all users of RUEI. These can be Administrators, Security Officers, and Business and IT users. These roles are explained in Section 14.2, "Understanding User Account Roles and Permissions".

This guide is directly relevant to the following users:

	
Administrators responsible for maintaining the RUEI installation. This includes monitoring the system's health status, performing configuration backups, and for defining the scope of network operations that will be monitored. They are also responsible for creating and maintaining user authorizations.


	
The Security Officer responsible for managing security-related issues. These include defining which sensitive information (such as credit card details) are omitted from logging, and the installation and management of SSL keys to monitor encrypted data.


	
All other system users. These can be defined as business or IT users (or both), and their assigned privileges determine the access available to them.





Prerequisites

Although no specific technical knowledge is required, some familiarity with network and web technology is assumed. However, some organizational knowledge is required. In particular:

	
Administrators should have a firm understanding of network topology, and a good operational knowledge of their organization's network and application environment. In addition, individuals assigned to this role should have a good understanding of RUEI.


	
Security Officers should possess a firm understanding of security-related issues. Moreover, they should be able to accurately assess the impact of network organizational changes.


	
As explained earlier, different levels of business and IT users can be defined. Their assigned permissions determine both the level of data to which they have access, and the configuration tasks they can perform. This could include identifying the monitored web pages, and specifying how visitors to the website are identified. Additional activities could include configuring RUEI to reflect the monitored web site's functional architecture, the definition of Key Performance Indicators (KPIs), and the creation of custom reports. In all cases, the permissions assigned to users should reflect both the appropriate access they require, and their organizational knowledge.








Using This Guide

This guide is organized as follows:

	
Chapter 1, "Getting Started" introduces you to RUEI. It explains the roles and permissions used within RUEI, the appearance of the RUEI interface, and how you can customize it. It should be read by all users.


	
Chapter 2, "Working With Reports" describes the standard report library provided with RUEI, as well as describing how you can create and modify your own reports. It should be read by all users who work with reports.


	
Chapter 3, "Working With the Data Browser" describes the use of the Data Browser. It is directly relevant to both business and IT users authorized to access it.


	
Chapter 4, "Working With the Session Diagnostics Feature" describes the use of session diagnostics to perform root-cause analysis.


	
Chapter 5, "Working With Dashboards" describes the creation of customized dashboards.


	
Chapter 6, "Working with KPI Overviews and Alert Lists" describes the use of KPI overviews and alert lists.


	
Chapter 8, "Setting Up Performance Monitoring" describes how to set up KPIs and SLAs, and how to define alert schedules and notifications for them.


	
Chapter 7, "Identifying and Reporting Web Pages" describes how to define the pages that will be monitored.


	
Chapter 9, "Working With User Flows" describes the role of user flows in monitoring network traffic. This includes an explanation of the components that comprise user flows (such as steps, conditions, and events), and their reporting within RUEI.


	
Chapter 10, "Working With Suites and Web Services" explains the use of suites for the enhanced monitoring of certain Oracle Enterprise architectures. The monitoring of web services is also described.


	
Chapter 11, "Monitoring OAM and SSO-Based Traffic" describes how user activity can be monitored within OAM-based traffic. The monitoring of web traffic where user access control is managed through a SSO mechanism is also explained.


	
Chapter 12, "Controlling the Reporting of Monitored Traffic" describes how the reporting of monitored traffic can be fine optimized to meet your information requirements.


	
Chapter 13, "Managing Security-Related Information" describes how to configure and manage the security-related settings used by RUEI. It is directly relevant to Security Officers.


	
Chapter 14, "Managing Users and Permissions" explains the roles and permissions assigned to users within RUEI, as well as the creation and management of user accounts. The configuration of external user authentication mechanisms (such as LDAP and SSO), and the use of the password settings facility to enforce your organization's security policies, is also described.


	
Chapter 15, "Monitoring and Maintaining the System" describes how to monitor the status of the system, perform backups and upgrades, issue messages to system users, manage users, and export data from RUEI. This chapter is directly relevant to Administrators.


	
Appendix A, "Tagging Conventions" provides a detailed description of the page and service tagging schemes supported for use with RUEI.


	
Appendix B, "Cookie Structures" provides an overview of the cookie technologies that RUEI supports.


	
Appendix C, "Troubleshooting" highlights the most common problems encountered when using RUEI, and offers solutions to quickly locate and correct them.


	
Appendix D, "Explanation of Failure Codes" provides an extended explanation of the HTTP result codes, generated by the web server, that can be send to visitors as replies to requests.


	
Appendix E, "Summary of Data Items" presents a brief explanation of the data items and KPI metrics used in RUEI.


	
Appendix F, "Working with XPath Queries" provides a detailed explanation of the support available within RUEI for the use of XPath queries.


	
Appendix G, "Working with National Language Support" provides a detailed discussion of the character encoding standards supported by RUEI when monitoring network traffic. Restrictions to the identification of such things as domain names, custom headers, and functional errors are highlighted. The operation of data masking and user ID matching when working with international character sets is also discussed.


	
Appendix H, "WebLogic Portal (WLP) Support" provides a detailed description of the support available for the accurate monitoring of WebLogic Portal-based applications.


	
Appendix I, "Oracle ADF Support" provides a detailed description of the support available for the accurate monitoring of Oracle Application Development Framework (ADF)-based applications.


	
Appendix K, "PeopleSoft Support" provides a detailed description of the support available for the accurate monitoring of PeopleSoft-based applications.


	
Appendix L, "Siebel Support" provides a detailed description of the support available for the accurate monitoring of Siebel-based applications.


	
Appendix M, "Oracle FLEXCUBE Support" provides a detailed description of the support available for the accurate monitoring of Oracle FLEXCUBE-based applications.


	
Appendix N, "Oracle Forms and Oracle E-Business Suite Support" provides a detailed description of the support available for the accurate monitoring of EBS-based applications.


	
Appendix O, "JD Edwards Support" provides a detailed description of the support available for the accurate monitoring of JD Edwards EnterpriseOne-based applications.


	
Appendix P, "Oracle Fusion Applications Support" provides a detailed description of the support available for the accurate monitoring of OAF-based applications.


	
Appendix Q, "Monitoring NATed Traffic" provides information about how accurate network traffic reporting can be obtained if the RUEI system is placed in front of a Network Address Translation (NAT) device.


	
Appendix R, "Verifying Monitored Network Traffic" describes how you can use the TCP diagnostic facility to verify that RUEI "sees" all required network traffic. It is strongly recommended that a network engineer within your organization validates collected network traffic after network changes.


	
Appendix S, "Enriched Data Export Facility" describes the table structure used by the Enriched data export facility.


	
Appendix T, "Configuring HSM Support" describes the procedure for configuring RUEI to access private keys stored on HSM devices.


	
Appendix U, "Standard Report Library" describes the predefined (standard) reports available in the report library.


	
Appendix V, "Dimensions Available Within Data Browser Groups" provides a detailed listing of the dimensions available within each of the Data Browser groups.


	
Section W, "Explanation of Event Log Codes" explains the messages that are reported in the Event Log.


	
Section X, "Application Performance Index" describes Apdex usage in RUEI.


	
Appendix Y, "Third-Party Licenses" contains licensing information about certain third-party products included with RUEI.








More information

	
Information on Oracle Enterprise Manager is available at the following location:


http://www.oracle.com/us/products/enterprise-manager/index.html


	
Detailed technical information is available from My Oracle Support:


https://support.oracle.com










Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.


Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.





Related Documents

For more information, see the following documents in the Oracle Real User Experience Insight (RUEI) documentation set:

	
Oracle Real User Experience Insight Installation Guide.


	
Oracle Real User Experience Insight Administrator's Guide.


	
Oracle Real User Experience Insight Release Notes.




The latest version of this and other RUEI books can be found at the following location:


http://www.oracle.com/technetwork/documentation/realuserei-091455.html


RUEI also provides extensive online help. Select the option Help option from the System menu, or click the Help icon within a dialog to display the online help system.





Updated Terminology

In previous versions of RUEI, users flows were known as transactions.





Conventions

The following text conventions are used in this document:


	Convention	Meaning
	boldface	Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary.
	italic	Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values.
	monospace	Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter.











 
1 Getting Started

This chapter introduces you to RUEI. It explains how RUEI can provide you with powerful analysis of your network and business infrastructure. The requirements for your browser, how to start and stop your RUEI session, and how you can customize the appearance of the Reporter interface, are also described.

RUEI should already have been successfully installed within your organization's network, and the Initial Setup Wizard run to provide information about the network infrastructure. The procedure to do this is described in the Oracle Real User Experience Insight Installation Guide.



1.1 What is RUEI?

While organizations are increasingly looking to explore Internet opportunities, they require accurate and up-to-date information regarding their web traffic to assess the effectiveness of their Internet operations. What is required is a solution that records every user session, and translates complex web data into meaningful and understandable statistics which can then be the basis of effective business and operational decisions.

RUEI is a powerful web-based utility to report on real-user traffic requested by, and generated from, your network. It measures the response times of pages and user flows at the most critical points in your network infrastructure. The powerful session diagnostics feature allows Application Managers and IT technical staff to perform root-cause analysis.

It enables you to view server and network times based on the real-user experience, monitor your Key Performance Indicators (KPIs) and Service Level Agreements (SLAs), and trigger alert notifications on incidents that violate their defined targets.

You can implement checks on page content, site errors, and the functional requirements of your user flows. Based on this information, you can verify your business and technical operations. You can set custom alerts on the availability, throughput, and traffic of everything identified in RUEI.

RUEI comes with a library of powerful reports that provide both business-orientated and technical-orientated users with the information they need to make effective decisions. In addition, authorized users can quickly create their own reports or modify existing reports. Using these reports, they can directly interact with the web data to gain a deep understanding of online usage behavior, as well as the overall status of web applications. They can view these reports interactively, or receive them by e-mail.

Using RUEI's dynamic drill-down capabilities, you can quickly focus on any desired level of web results.You can sort, filter, and export information. In addition, you can correlate any data across a wide variety of criteria, including time, client location, user flow, and user name.

The session diagnostics feature enables you to perform root-cause analysis of operational problems. It offers you the ability to assess any individual session, and review all the user's activity within that session.

To view a visual demonstration on how you can use RUEI, access the following URL and click Begin Video:


https://apex.oracle.com/pls/apex/f?p=44785:24:0::NO:24:P24_CONTENT_ID,P24_PREV_PAGE:5783,1


The following data collection options are available:

	
Network data collector: This option collects data that passes through the network and was the default option in previous releases and requires either a local or remote collector.


	
Tag data collector: This option, also called tag based monitoring, collects data by monitoring the request and processing of a specific web URL (the tag) which is inserted into all pages.


	
ADF monitoring Service: This option collects data directly from the application server for ADF based applications.








1.2 Browser Requirements for RUEI

The workstations that will access the RUEI user interface must have one of the following browsers installed:

	
Mozilla Firefox 3.6 (or above).


	
Internet Explorer 7, 8, or 9.


	
Safari 4 and 5.


	
Google Chrome 17 (or above).




Note that JavaScript must be enabled. No other plug-ins are required.

In addition, the workstation should have a screen resolution of 1024 * 768 (or higher).




	
Note:

Ensure that any pop-up blocker within the browser has been disabled.











1.3 Before You Start Using RUEI

In order for RUEI to start network data monitoring and reporting, it must be configured with some information about your network infrastructure. Once completed, user traffic reporting is available. The following actions should have been performed before you start to use RUEI:

	
If the monitored traffic includes SSL-based sessions, the Collector will not be able to decrypt the SSL traffic unless the SSL keys are made available to the system. This is described in Section 13.5, "Managing SSL Keys". Of course, non-SSL traffic is unaffected by this requirement.


	
It is recommended that you specify the cookie structures used within your Web environment. Otherwise, session tracking is based on IP address and browser. This is described in Section 12.2, "Specifying the Session Tracking Mechanism".


	
Within RUEI, user identification is first based on the HTTP Authorization field. After that, it is derived from the supplied POST argument specified in the application's definition. When this is not configured, the SSL client certificate is used (when available). The common name (CN) portion of it is used. Therefore, if you are using arguments within URLs, the item within these used for user identification must be specified in order to provide reliable results. This is described in Section 7.3.14, "Defining User Identification".


	
Page identification within RUEI is based on applications. Essentially, an application is a collection of web pages. Note that information about any pages that could not be identified using application and page definitions is discarded and, therefore, not available through reports and the Data Browser. This is described in Section 7.1, "Naming Pages" and Section 7.3, "Defining Applications".


	
User flows provide you with greater insight into how visitors experience your web pages. This facility is described in Chapter 9, "Working With User Flows".


	
Check the status of the Collector(s) by selecting System, then Status, and then Collector status. This is described in Section 15.2, "Viewing the Status of the Collectors". In addition, you can obtain an overview of the monitored network traffic by selecting System, then Status, and then Data processing. This is described in Section 15.5, "Viewing a Traffic Summary".









1.4 Starting RUEI

To start your RUEI session, point your browser at the following URL:


https://Reporter/ruei


where Reporter specifies the host name or IP address of your RUEI installation.




	
Note:

If you have not already received this information, contact your Administrator for the required IP address or host name part of the URL.







The Logon dialog box shown in Figure 1-1 appears.


Figure 1-1 Login Dialog Box

[image: Description of Figure 1-1 follows]






Enter your user name and password, and click Login. If you have not already been assigned a user name, contact the Administrator.




	
Note:

If you experience problems logging on, ensure that any pop-up blocking facility within your browser has been disabled.












1.5 Customizing Your Environment

From the System menu, select Preferences (shown in Figure 1-2) to customize your personal settings:


Figure 1-2 Preferences Menu

[image: Description of Figure 1-2 follows]






The following options are available:

	
User: allows you to specify the settings that will be used for your sessions. You can control the national language used during your sessions, whether the reports you receive are sent in multiple e-mails or bundled into a single e-mail, the module in which you want to start your sessions (for example, reports, dashboards, or system), and the initial active period used within the Data Browser and reports. These settings are explained in Section 14.5, "Modifying a User's Settings".


	
Formatting: allows you to specify how numeric values will be formatted in reports. You can specify the decimal