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Security Guide Introduction

Overview

This manual describes how to ensure a secure installation of Oracle Communications EAGLE Query
Server (EAGLE QS), and explains EAGLE QS security features.

Scope and Audience

This manual is intended for system administrators that are installing and configuring an EAGLE QS.

Documentation Admonishments

Admonishments are icons and text throughout this manual that alert the reader to assure personal
safety, to minimize possible service interruptions, and to warn of the potential for equipment damage.

Table 1: Admonishments

Icon Description
Danger:
(This icon and text indicate the possibility of
personal injury.)
DANGER
. Warning;:
(This icon and text indicate the possibility of
WARNING equipment damage.)

Caution:

(This icon and text indicate the possibility of

CAUTION service interruption.)

Topple:

(This icon and text indicate the possibility of
TOPPLE personal injury and equipment damage.)

Manual Organization

This manual contains the following chapters:

E83906 Revision 1, February 2017 7



Security Guide Introduction

* Introduction contains general information such as an overview of the manual, how to get technical
assistance, and where to find more information.

* EAGLE Query Server Security Overview describes basic security considerations and provides an
overview of EAGLE QS security.

» Performing a Secure EAGLE Query Server Installation describes the process to ensure a secure
installation of EAGLE QS.

» Implementing EAGLE Query Server Security explains EAGLE QS security features.
» Security Considerations for Developers provides guidelines for developers.

My Oracle Support (MOS)

MOS (https://support.oracle.com) is your initial point of contact for all product support and training
needs. A representative at Customer Access Support (CAS) can assist you with MOS registration.

Call the CAS main number at 1-800-223-1711 (toll-free in the US), or call the Oracle Support hotline
for your local country from the list at http://www.oracle.com/us/support/contact/index.html. When calling,
make the selections in the sequence shown below on the Support telephone menu:

1. Select 2 for New Service Request
2. Select 3 for Hardware, Networking and Solaris Operating System Support
3. Select one of the following options:

¢ For Technical issues such as creating a new Service Request (SR), Select 1
* For Non-technical issues such as registration or assistance with MOS, Select 2

You will be connected to a live agent who can assist you with MOS registration and opening a support
ticket.

MOS is available 24 hours a day, 7 days a week, 365 days a year.

Emergency Response

In the event of a critical service situation, emergency response is offered by the Customer Access
Support (CAS) main number at 1-800-223-1711 (toll-free in the US), or by calling the Oracle Support
hotline for your local country from the list at http://www.oracle.com/us/support/contact/index.html. The
emergency response provides immediate coverage, automatic escalation, and other features to ensure
that the critical situation is resolved as rapidly as possible.

A critical situation is defined as a problem with the installed equipment that severely affects service,
traffic, or maintenance capabilities, and requires immediate corrective action. Critical situations affect
service and/or system operation resulting in one or several of these situations:

* A total system failure that results in loss of all transaction processing capability
¢ Significant reduction in system capacity or traffic handling capability

* Loss of the system’s ability to perform automatic system reconfiguration

¢ Inability to restart a processor or the system

¢ Corruption of system databases that requires service affecting corrective actions
* Loss of access for maintenance or recovery operations

E83906 Revision 1, February 2017 8
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Loss of the system ability to provide any required critical or major trouble notification

Any other problem severely affecting service, capacity/traffic, billing, and maintenance capabilities
may be defined as critical by prior discussion and agreement with Oracle.

Related Specifications

For information about additional publications related to this document, refer to the Oracle Help Center
site. See Locate Product Documentation on the Oracle Help Center Site for more information on related
product publications.

Customer Training

Oracle University offers training for service providers and enterprises. Visit our web site to view, and
register for, Oracle Communications training;

http://education.oracle.com/communication

To obtain contact phone numbers for countries or regions, visit the Oracle University Education web
site:

www.oracle.com/education/contacts

Locate Product Documentation on the Oracle Help Center Site

Oracle Communications customer documentation is available on the web at the Oracle Help Center
(OHC) site, http://docs.oracle.com. You do not have to register to access these documents. Viewing these
files requires Adobe Acrobat Reader, which can be downloaded at http://www.adobe.com.

1.
2.
3.

Access the Oracle Help Center site at http://docs.oracle.com.
Click I ndustri es.

Under the Oracle Communications subheading, click the Or acl e Communi cati ons

docunent ati on link.

The Communications Documentation page appears. Most products covered by these documentation
sets will appear under the headings “Network Session Delivery and Control Infrastructure” or
“Platforms.”

Click on your Product and then the Release Number.
A list of the entire documentation set for the selected product and release appears.

To download a file to your location, right-click the PDF link, select Save target as (or similar
command based on your browser), and save to a local folder.

E83906 Revision 1, February 2017 9
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Basic Security Considerations

The following principles are fundamental to using any application securely:

Keep software up to date. This includes the latest product release and any patches that apply to
it.

Limit privileges as much as possible. Users should be given only the access necessary to perform
their work. User privileges should be reviewed periodically to determine relevance to current work
requirements.

Monitor system activity. Establish who should access which system components, and how often,
and monitor those components.

Install software securely. For example, use firewalls, secure protocols using TLS (SSL), and secure
passwords. See Performing a Secure EAGLE Query Server Installation for more information.

Learn about and use the EAGLE QS security features. See Overview of EAGLE Query Server Security
and Implementing EAGLE Query Server Security for more information.

Use secure development practices. For example, take advantage of existing database security
functionality instead of creating your own application security. See Security Considerations for
Deuvelopers for more information.

Keep up to date on security information. Oracle regularly issues security-related patch updates
and security alerts. You must install all security patches as soon as possible. See the "Critical Patch
Updates and Security Alerts” Web site:
http://www.oracle.com/technetwork/topics/security/alerts-086861.html

When planning your EAGLE QS implementation, consider the following questions:

Which resources need to be protected?

* Youneed to protect customer data, such as telephone number (TN) information and associated
data.

* You need to protect internal data, such as proprietary source code.

* You need to protect system components from being disabled by external attacks or intentional
system overloads.

Who are you protecting data from?

For example, you need to protect your subscribers' data from other subscribers, but someone in
your organization might need to access that data to manage it. You can analyze your work flows
to determine who needs access to the data; for example, it is possible that a system administrator
can manage your system components without needing to access the system data.

What happens if protections on strategic resources fail?

In some cases, a fault in your security scheme is nothing more than an inconvenience. In other
cases, a fault might cause great damage to you or your customers. Understanding the security
ramifications of each resource will help you protect it properly.

E83906 Revision 1, February 2017 11
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Overview of EAGLE Query Server Security

The optional EAGLE QS enables offline query support into the Oracle Communications EAGLE
Application Processor (EPAP) Provisioning Database (PDB). The EAGLE QS maintains a real-time
copy of the EPAP PDB, enabling read access to the PDB and offloading this function from the EPAP
Provisioning Database Interface (PDBI) and Provisioning Database Application (PDBA). A master
EAGLE QS communicates directly with the EPAP (it can be either mixed EPAP or Standalone PDB),
and a slave EAGLE QS communicates with the master EAGLE QS. IP-based connections are configured
on the EPAP for establishing connection with the master QS, and replication between the master QS
and slave QS is secured using an SSL connection. Each EAGLE QS supports up to 32 simultaneous
connections from external applications to the QS database, excluding the Operations and Maintenance
(O&M) connections. The basic EAGLE QS architecture is shown in Figure 1: EAGLE Query Server
Architecture.

— — ___._-H\

( IT Provisioning )]
AN

B Master RE_ PDB PDB N Master N
Query Active Standby Query
Server Server

Figure 1: EAGLE Query Server Architecture

Operating System Security

The EAGLE QS was tested on the Oracle Sun Server X5-2 running version 6.8 of the 64-bit Oracle
Linux operating system. Linux handles all operating system security for the EAGLE QS.

Set the Security Enhanced Linux (SELinux) mode to Permissive so that security logs can be created
on the EAGLE QS (see Security Logs). For more information about Oracle Linux security, refer to the
Oracle Linux Security Guide for Release 6.

MySQL Query Client Security

The MySQL Query Client is used to query the ASCII database of the EAGLE QS. For establishing
secure connections with the database, MySQL 5.7.12 or higher must be installed on the virtual machine
(VM) where the EAGLE QS is to be installed.

Secure Shell

The Secure Shell (SSH) service must be running on the EAGLE QS machine for securely connecting
to EPAP(s) and the MySQL Query Client. All network elements should communicate with the EAGLE
QS over secure connections to provide protection for the transported data. SSH is enabled by default
for the Oracle Linux operating system. For another operating system, SSH installation might be
required.

E83906 Revision 1, February 2017 12
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MySQL Database Security

Only authorized personnel are allowed to access the database and a user ID and password are required.
For more information, see Managing User Accounts.

Security Logs

The EAGLE QS logs all MySQL access and commands performed on the ASCII database in the
/var! QS/| ogs/ db. cnd log file. This log file is created on both the master and slave EAGLE QS.
The logs are created by the MySQL application.

Note: For the log rotation to function, the SELinux mode must be set to either Permissive or Disabled;
logs will not be rotated when the SELinux mode is set to Enforcing.

E83906 Revision 1, February 2017 13
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Performing a Secure EAGLE Query Server Installation

Topics:

*  Pre-Installation Configuration..
» Installing EAGLE Query Server Securely

*  Post-Installation Configuration

E83906 Revision 1, February 2017

.15

15

15

This chapter describes the process to ensure a secure
installation of EAGLE Query Server.

For step-by-step instructions to install an EAGLE
Query Server, refer to EAGLE Query Server
Installation Guide.
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Pre-Installation Configuration
Before installing the EAGLE QS, MySQL 5.7.12 or higher should be already installed on the virtual
machine where the EAGLE QS is to be installed.

Before installing the EAGLE QS, create the /var/QS directory with a minimum available disk space
of 500 GB.

Other security-related pre-installation configuration is set by Linux, and no additional user configuration
regarding security is required. However, if another operating system is used, SSH installation might
be required.

Installing EAGLE Query Server Securely
Version 6.8 of the 64-bit Oracle Linux operating system running on an Oracle Sun Server X5-2 ensures
a secure installation of the EAGLE QS application. For step-by-step instructions to install the EAGLE

QS, refer to the EAGLE Query Server Installation Guide. The installation procedure assumes that version
6.8 of the 64-bit Oracle Linux operating system is running on an Oracle Sun Server X5-2.

Post-Installation Configuration

There are no required post-installation configuration changes pertaining to Security.

For general information about configuring the QS, refer to EAGLE Query Server User’s Guide.

E83906 Revision 1, February 2017 15
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Managing User Accounts

The EAGLE QS includes system users and MySQL users.

System Users and Passwords

The following system users are required to operate the QS application and can be created using the
functionality provided by the updat ePri vi | egesFor User . sh utility on the EAGLE QS:

e EAGLE QS admin user
e EAGLE QS configuration user

The system users can change their own passwords using the passwd command provided by the
operating system. While changing a password using the passwd command, the Linux PAM credit
rules are used. For more information, refer to the passwd manual page.

MySQL Users and Passwords

The following MySQL users are available on the EAGLE QS. The length of passwords for MySQL
users is 8 - 32 characters.

epaprepl This user/password is created when configuring the master QS on the EPAP. The
epaprepl user is used only for replication between Prov EPAP and the master EAGLE
QS, and no change to the password should be required after initial configuration.

epapslave  This user/password is created when configuring the master QS on prov EPAP using
the epapconfig menu. The epapslave user has replication privilege only, and no change
to the password should be required after initial configuration.

gsrepl This user/password is created when configuring the slave QS on the master QS. The
gsrepl user is used for only replication of ASCII data between the master and slave
query servers, and no change to the password should be required after initial
configuration.

root This user is the superuser used for MySQL login to any database; do not provide root
access to an end user. The root user password is configured during MySQL
installation/configuration and cannot be changed.

dbroot This user is a restricted-privilege user with database read access only, which protects
the integrity of the ASCII data. The dbroot user is used to query the ASCII database
at both the master and slave EAGLE QS, and its password is set when configuring the
MySQL Query Client. If the password for the dbroot user must be changed, delete the
existing dbroot user and add a new dbroot user with a new password.

E83906 Revision 1, February 2017 17
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Security Considerations for Developers
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This chapter provides information for developers
about how to create secure applications for EAGLE
QS, and how to extend EAGLE QS without
compromising security.

Consider the following guidelines:

* Use encrypted (hashed) passwords for
user-accessible files.

¢ Delete or disable unused user accounts.
¢ Remove redundant code.

For more information, see Client Programming
Security Guidelines in MySQL 5.7 Reference Manual.
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ASCII

EPAP

PDB

PDBA

PDBI

Qs

SSH
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American Standard Code for
Information Interchange

EAGLE Application Processor

Provisioning Database

Provisioning Database Application

There are two Provisioning
Database Applications (PDBAs),
one in EPAP A on each EAGLE.
They follow an Active/Standby
model. These processes are
responsible for updating and
maintaining the Provisioning
Database (PDB).

Provisioning Database Interface

The interface consists of the
definition of provisioning messages
only. The customer must write a
client application that uses the
PDBI request/response messages
to communicate with the PDBA.

Query Server
Query Service

Secure Shell

19
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SSL

TLS

TN

VM
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Glossary

A protocol for secure remote login
and other network services over an
insecure network. SSH encrypts
and authenticates all EAGLE IPUI
and MCP traffic, incoming and
outgoing (including passwords) to
effectively eliminate
eavesdropping, connection
hijacking, and other network-level
attacks.

Secure Socket Layer (SSL) is an
industry standard protocol for
clients needing to establish secure
(TCP-based) SSL-enabled network
connections

Transport Layer Security

A cryptographic protocol that
provides security for
communications over networks
such as the Internet. TLS encrypts
the segments of network
connections at the transport layer
end-to-end. TLS is an IETF
standards track protocol.

Telephone Number

A 10-digit ported telephone
number.

Virtual Machine

Virtualized computation
environment that behaves very
much like a physical
computer/server.

A VM has all its ingredients
(processor, memory /storage,
interfaces/ports) of a physical

20
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computer/server and is generated
by a Hypervisor, which partitions
the underlying physical resources
and allocates them to VMs. Virtual
Machines are capable of hosting a
VNF Component (VNEC).

Glossary
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