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About Personal Information 

Personal information (PI) is any piece of data which can be used on its own or with other 
information to identify, contact, or locate an individual or identify an individual in context. This 
information is not limited to a person's name, address, and contact details. For example a 
person's IP address, phone IMEI number, gender, and location at a particular time could all be 
personal information. Depending on local data protection laws, organizations may be 
responsible for ensuring the privacy of PI wherever it is stored, including in backups, locally 
stored downloads, and data stored in development environments. 

In This Section 

Cookie Usage in GradeBeam .................................................................................... 5 
PI Data in GradeBeam .............................................................................................. 5 

Cookie Usage in GradeBeam 

When using GradeBeam, the server may generate cookies and send them to the user’s browser. 
The user’s machine stores the cookies, either temporarily by the browser, or permanently until 
they expire or are removed manually. Cookies may store Personal Information (PI). 

Oracle might use cookies for authentication, session management, remembering application 
behavior preferences and performance characteristics, and to provide documentation support. 
Also, Oracle might use cookies to remember your log-in details, collect statistics to optimize site 
functionality, and deliver marketing based on your interests. 

PI Data in GradeBeam 

PI may be visible in multiple areas of GradeBeam including but not limited to user administration, 
admin module, role administration, ITB, projects and documents, reports, report downloads, and 
API. 
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Viewing Logs 

To view logs: 

1) Click the View Log link. 

2) From the View Log page, select the type of log you want to view. 

3) Select your filter parameters. 

4) Click the Filter button. 

In This Section 
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Merged Entry Log ...................................................................................................... 8 
Active Org Entry Log ................................................................................................. 8 
Nonmember Entry Log ............................................................................................... 8 
Failed Emails Entry Log ............................................................................................. 8 

Error Entry Log 

Creates an entry in the log for all errors in the applications.The following information is displayed 
in this log: ID, session ID, date, user ID, user name, class name, procedure name, and error 
description. 

Debug Entry Log 

A log entry is created in the Debug Entry log when a script times out on a page. The following 
information is displayed in this log: log entry type, log entry date, session ID, user ID, first name, 
last name, and log text. 

Audit Entry Log 

An entry is created in the Audit Entry log for events like password reset, message sent, default 
location change, legal agreement agreed, new organization created, etc. The following 
information is displayed in this log: log entry type, log entry date, session ID, user ID, first name, 
last name, and log text. 
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Admin Entry Log 

An entry is created in the Admin Entry log for all activities performed by administrator, for 
example: admin logged in as user, password reset, etc. The following information is displayed in 
this log: log entry type, log entry date, session ID, user ID, first name, last name, and log text. 

Report Log Entry 

An entry is created in the Report Log Entry for all actions performed on the reports, for example, 
viewing or downloading a report. The following information is displayed in this log: log entry type, 
log entry date, session ID, user ID, first name, last name, and log text. 

Merged Entry Log 

An entry is created in the Master Entry log for all merged organizations.The following information 
is displayed in this log: Log entry type, log entry date, session ID, user ID, first name, last name, 
and log text. 

Active Org Entry Log 

An entry is created in the Org Entry log when any organization’s status is set to Active. 

Nonmember Entry Log 

An entry is created in the Nonmember Entry log when nonmembers are added in the application. 

Failed Emails Entry Log 

An entry is created in the Failed Emails Entry log for emails that are not delivered. 
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Copyright © 2021, Oracle and/or its affiliates. 
Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be 
trademarks of their respective owners. 

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC 
trademarks are used under license and are trademarks or registered trademarks of SPARC 
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This software and related documentation are provided under a license agreement containing 
restrictions on use and disclosure and are protected by intellectual property laws. Except as 
expressly permitted in your license agreement or allowed by law, you may not use, copy, 
reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish or 
display any part, in any form, or by any means. Reverse engineering, disassembly, or 
decompilation of this software, unless required by law for interoperability, is prohibited. 

The information contained herein is subject to change without notice and is not warranted to be 
error-free. If you find any errors, please report them to us in writing. 

If this is software or related documentation that is delivered to the U.S. Government or anyone 
licensing it on behalf of the U.S. Government, the following notice is applicable:  

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, 
integrated software, any programs installed on the hardware, and/or documentation, delivered to 
U.S. Government end users are “commercial computer software" pursuant to the applicable 
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, 
duplication, disclosure, modification, and adaptation of the programs, including any operating 
system, integrated software, any programs installed on the hardware, and/or documentation, 
shall be subject to license terms and license restrictions applicable to the programs. No other 
rights are granted to the U.S. Government. 

This software or hardware is developed for general use in a variety of information management 
applications. It is not developed or intended for use in any inherently dangerous applications, 
including applications that may create a risk of personal injury. If you use this software or 
hardware in dangerous applications, then you shall be responsible to take all appropriate 
failsafe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation 
and its affiliates disclaim any liability for any damages caused by use of this software or 
hardware in dangerous applications. 

This software or hardware and documentation may provide access to or information on content, 
products and services from third-parties. Oracle Corporation and its affiliates are not responsible 
for and expressly disclaim all warranties of any kind with respect to third-party content, products, 
and services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or 
damages incurred due to your access to or use of third-party content, products, or services. 
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