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1.1

1.2

1.2.1

1.2.2

1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME)\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysizes the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.
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e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the nhame of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

¢ Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore.jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name-?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services

What is the name of your City or Locality?
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[Unknown]: Mumbai

What is the name of your State or Province?

[Unknown]: Maharashtra

What is the two-letter country code for this unit?

[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: yes

Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a

password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.

Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server

location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsO0l4dor

Node02

ips014dorCell01 --> <ips014dor> name of the machine and < Cell01>

ips014dorNode02 --> < ipsO0l4dorNode > name of the machine and <Node02>

Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Log into the WAP console as the user ‘admin’.

ORACLE
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Sync encountered an error while syncing: Failed to connect to the server. Sync will automatically retry this action.

WebSphere Integrated
Solutions Console
UserID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, the IBM logo, ibm.com and WebSphere are trademarks or
registered trademarks of International Busi hines Corp., regi: din
many jurisdictions worldvide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

2. Specify the user ID of the administrator and the password set while installing the software.

The following

Click ‘Log In’.

\WebSphere Integrated Solu.

screen is displayed:

K ] | @ https://ofss220137.in oracle.com:3043/ibm/console/secure/securelogen.do

v e ‘ ‘ Q Search

WebSphere.

| View: All tasks

" welcome

(4 Guided Activities
[+ Servers

[# Applicarions

[# Services

[+ Resources

[ Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[# Environmant

4 System administration
[ Users and Groups

[# Monitoring and Tuning
[# Troubleshaoting

[# Service integration

[¥ UDDI

Cell=0fs=220137 Node01Cell, Profile=AppSnv01

SSL certificate and key management

551 certificate and key management

s5L a2 Related Ttems

The Secure Sockets Layer (S5L) protocol provides secure
5L configurations

communications between remote server processes or

endpoints. SSL security can be used for establishing ¥ Dynamic outbound

communications inbound to and cutbound from an endpoint. endpoint S5L

To establish secure communications, a certificate and an S5L configurations

configuration must be specified for the endpoint. " Key stores and
Kev stores and

In previous versions of this product, it was necessary to certificates
manually configure each endpoint for Secure Sockets Layer
(S5L). In this version, you can define a single configuration for
the entire spplication-serving environment. This capability
enables you to centrally manage secure communications. In
addition, trust zones can be established in multiple node
environments by overriding the default, cell-leval SSL
configuration.

Key sets

Key set groups.
Key managers

Trust managers

Certificate Authority
Al client
configurations

1f you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restored for the various endpoints. However,
it is necessary for you to re-configure S5L to take advantage of
the centralized manasgement capability.

Configuration settings

Manage endoeint security configuratiens

Mzanzge certificate expiration
Mznzge FIPS

Close page

Field help
For field help information,
select s field lsbel or list
marker vhen the help
cursor is displayed.

Page help
More information about
this pags
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On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following

screen is displayed:

WabSphere.

| View: All tasks

" welcome
(4 Guided Activities
@ Servers

[# Applicarions

[# Services

(@ Resources

2 Security

¥ Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[# Environmant

4 System administration
[ Users and Groups

[# Menitoring and Tuning
[# Troubleshaoting

[ Service integration

[¥ UDDI

SSL certificate and k

management > Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystore usages

| SSL keystores

]

[H Preferences

| Hew... || Delete | Change password... || Exchange signers...

Se|m‘ Name 3

‘ Description

| Management Scope o

Path &

You can administer the folloring resources:

HodeDefaultKeyStors

Default key store
far
ofss220137Node01

(cell)iofss220137Node01 Cell:
(node):ofss220137Node01

${CONFIG_ROOT}/cells
/ofss220137Node01Cell
/nodes
/ofss220137Node01
Jkey.p12

NodeDefaultTrustStore

Default trust store

ofss220137Node01

(cell)iofss220137Node01Cell:
(node):ofss220137Nod=01

${CONFIG_ROOT}/cells
/ofss220137Node01Ceall
/nodes
/ofss220137Node01
Jtrust.p12

Total 2

Close page

Field help

For field help information,
salect = field labal or list
marker vhen the help
cursor is displayad.

Page help
More information about
this psgs

Command Assistance
View administrative

scripting command for last

sction

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

WebSphere Integrated Solu... %

‘- @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

vella

Search

WebSphere.

| View: All tasks -

B welcome
[# Guided Activities
[ Servers
# Applications
[# Services
[# Resources
[ Security
¥ Global s=curity
 security domains
B administrative Autherization Groups
B 55U certificate and key management
¥ Security auditing
B Bus security
[# Environment
[# System administration
[# Users and Groups
[# Monitoring 2nd Tuning
[ Troubleshaoting
[# Service intagration

[# UDDI

General Properties

The additional prc

# Name

Description

vill not be availak
the genaral prope
this item are appl
saved.

Additional Prope

Management scope

‘ (cell)iofss220137Node01Celli{node):ofss220137Node01

+ Path

# Password

# Confirm password

Type

PKCS1Z

JCEKS
[} emsies
PKCS12

Cryptographic Token Devica (PKCS11)

[T Enable cryptographic operations on hardware device

<
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1.4

5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

r

WebSphere.

-

p
J ‘WebSphere Integrated Solu... x +
P! ]

-:-EI-Q

€ | @ https;//ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.da

‘ View: All tasks

welcome
Guided Activities
Servers
[ Applications

Services

Resources
[l Security

Global security
Security damains

Security auditing

Bus security
Envirenment

System administration
Users and Groups
Monitaring and Tuning
Troubleshooting
Service integration

upDI

Administrative Autharization Groups
SSL certificate and key management

O il

r

C || Q Search

S5L certificate and key management

S5L certificate and key management

SSL configurations.

The Secure Sockats Layer (SSL) protacol provides secure
communications batwean remote servar procassas or andpoints.
SSL security can be usad for establishing communications
inbound to and outbound from an endpint. To establish sscure
communicstions, a certificate and sn SSL configuration must ba
specified for the endpoint.

In pravious versions of this product, it was necessary to manuslly
configure each endpoint for Secure Sockets Layer (S5L). In this
version, you can define 2 single configuration for the entire
application-serving environment. This capability enables you to
centrally manage secure communications, In addition, trust zones
can be in multiple node by overriding
the default, cell-level SSL configuration.

If you have migrated = secured environment to this varsion using
the migration utilities, the old Secure Sockets Layer (SSL)
configurations are restored for the various endpoints. However, it
is nacessary for you to re-configura SSL to taka advantaga of the
cantralized management capability.

settings

Manage endpoint securit

Manage certificate expiration

Manage FIPS

Dynamically updste the run time when SSL configurstion

wEa +Ahd G - B =

Related Items.

S5L configurations
Dynamic sutbound
endpoint 551
configurations

Key stores and
certificates

Key sets
Kev set aroups
Key managers

Trust managers

Certificate Authority
(CA) client
configurations

Close page .

Field help
For field help information,
select a field label or list
markar when the halp
cursor is displayed.

Page help
More information about
this page

.

1. Under the section ‘Related items’, click ‘SSL configurations’.
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The following screen is displayed:

WebSphere.

[ € ) @ https;//ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ¢ || Q search

‘ View: All tasks

Cell=0fs5220137 Node01Cell, Profile=AppSrv01i

B Welcome

[ Guided Activities
[ Servers

[ Applications

[ Services

[+ Resources

=) Security

B Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security suditing

Bus security

) Environment
) Systzm administration
) Users and Groups

[+] Monitoring and Tuning
+] Troubleshooting

[ Service integration

[ UDDI

certificate and key management

SSL certi d key > S5L conf i

Defines a list of Secure Sockets Layer (SSL) configurations.

[ Preferences

Salect nams 3 | Managsment Seops &

You can administer tha folloving resourcas:

Close page

Field help
For field help infarmation,
salect a field labal or list
marker vhen the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

NodeDefaultSst Settings
(node):ofss220137Node01

(call):ofss220137Nod=01Call:

Total 1

pting command for last

action

WebSphere.

[ € ) @ https//ofs3220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v & || Q searcn

‘ View: All tasks

Cell=0fs5220137 Node01Cell, Profile=AppSrv01i

B Welcome

[ Guided Activities
[ Servers

[ Applications

[ Services

[+ Resources

=) Security

B Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security suditing

Bus security

) Environment
) Systzm administration
) Users and Groups

[+] Monitoring and Tuning
(+] Troubleshooting

) Service integration

[+ UDDI

SSL cartificate and key managament

SSL certi d key > S5L conf ions > New...

Defines a list of Secure Sockets Layer (SSL) configurations.

General Properties

| Logout

Close page

The additional propertied

+ Name
[

Trust store name

[ WodsDafaulticaystora ((call):ofss220137Nods01Call:(nods) iofss220137Noda01) | ¥

Keystors name

[ HodeBefaultkeystore ((cell):ofss220137Hode01Celli{node) iofss220137Node01) le

rver certificate alias

ent certificate alias

Management scope

[ (cel):of==220137Hode0 1 Cells{node) iafss220137Hode01 -]

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.

vill not be available unti
the general properties f
this item are appliad o
saved.

nal Properties

Related Items

¥ Key stores snd
certificates
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4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

e & & 4 O

WebSphere. |

‘ View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security suditing

Bus security

Envirenment

‘System administration
Users and Groups
Monitoring and Tuning
Troubleshooting
‘Service integration

upDI

< mn

Cell=0fs5220137

SSL cartificate and key management

SSL certificate and key management

SSL configurations.

Close page .

Help

Field help
For field help information,
salect a field labal or list
marker whan the halp

cursor is displayed.
Related Ttams. e

The Secure Sockets Layer (SSL) protocol provides secure
communications batwean remote servar procassas or andpoints.
SSL security can be usad for establishing communications

inbound to and outbound from an endpoint. To establish secure
‘communications, a certificate and an SSL configuration must be

specified for the endpaint.

In previous versions of this product, it wes necessary to manuzlly
configure each endpaint for Secure Sockets Layer (SSL). In this

Page hel
5L configurations ae el
Dunzmic outbound
endooint S5L
configurations

More information about
this page

Key stores and
certificates

Key sets

version, you can define a single configuration for the entire

application-serving envirenment. This capability enables you to
centrally manage secure communications. In addition, trust zones
in multiple node

can be

Kev set aroups

Key managers
by overriding

the default, cell-level SSL configuration.

If you have migrated a securad environment to this version using
the migration utilities, the old Secure Sockets Layer (SSL)

Trust manzgers
Certificate Authority
(CA) client
confiqurations

configurations are restorad for tha various andpoints. Howavar, it
is nacessary for you to re-configure SSL to take advantags of the

cantralized management capability.

settings

Manage endpoint security

Manage certificate expiration

Manage FIPS

Dynamically update the run time when SSL configuration

n

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

WebSphere Integrated Solu... x

The following screen is displayed:
1 =

wEe +$ & 4 @ =- B

WebSphere. |

‘ View: All tasks

Welcome
Guided Activities
Servers
Applications
Services
Resources
=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security suditing

Bus security

Envirenment

‘System administration
Users and Groups
Monitaring and Tuning
Troubleshooting
‘Service integration

upDI

Close p

Field help

SSL certi d key

Displays Secure Sackets Layer (55L) configurations for selected scopes, such as a cell, node, server, or

cluster.

Local Topology

For field help infarmation,
salect a field labal or list

marker whan the halp
cursor is displayed.

B Inbound
Bl ofss220137Nade0iCall

=
EL(§|_ofz=220137Node01(NodeDafaultsst

Page help

this page

trings)

B Outbound
B ofss220137Node01Cell
B (3 nedes
B ( ofss220137Ned=01(

< 1

Ll

.

More information about

age

2. Click the first link under ‘Inbound tree’

. The following screen is displayed:
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WebSphere Integrated Solu... x

[ € ) @ https//ofs3220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v & || Q searcn

WebSphere.

=0fs52201 37 Node01Cell, Profile=AppSrv0 1
‘ View: All tasks -
ertificate al ¢ management
B welcome
[+ Guided Activities S8 2 d key. 4 it ity conf i > ofss2 Node01 Freld help
For field help
@ Servers Displays Secure Sackets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster. zelact = field

marker vhen
[ Applications

cursor is displ

Services -
@ General Properties Related Ttems Page help
4] Resources ome — fe
= 551
B Sacurity. [of=s220137N0d=01 ] configurations
= Global sscurity o Dynamic
L] Security demains Direction outbound
B Administrative Authorization Groups [inbound ] endooint 55U
¥ s5L certificate and key manzgement cenfigurations
= Security suditing Specific SSL configuration for this endpoint = Key stores and
 Bus sacurity . certificates
[ Environment - Update certificate alias list I Manage certificates " Key sets
¥ Key st groy,
[# Syst=m administration Reysstaroups
slias in key store "
ey managers
[ Users and Groups
™ Trust managers
Manitoring and Tunin
= z 2 o Certificats
& Troublashoating Authority (Ca)
clisnt

[+] Service integration

[+ UDDI

configurations.

Under SSL configurations, select the configured SSL from the drop-down list.

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
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1.6

SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

WebSphere Integrated Solu... x

| € | @ httpsy//ofss220137.in.oracle.com:9043/ibm/ cansale/securefsecurelogon.da v € || Q Search
WebSphere. |

fs5220137 pSrv01

Application servers E

‘ View: All tasks

welcome

5 Field help
] Guided Activities Application servers
For fizld help infarmation,
S Servers Use this page to view = list of the application servers in your envirenment and the status of sach of thase select a field label or list
servers. You can also use this page to change the status of a spedific application server. marker uhan the help

Server Types
= i @ Preferences cursor is displayed.

webSphere application servers

WebSphere MQ servers Page help
Web servers More ion sbout
Name 3 | Node ‘ Host Name 2 ‘Versinn & this page
(+) Applications
You can administer the following resources: Command Assistance
i+ Services
server1 | ofss220137Node01 ‘ ofs5220137.in.oracle.com ‘ Base 8.5.5.0 Miew adr
[+] Resources scripting command for last
= Total 1 action
=) Security

Global security
S=curity domains
Administrative Authorization Groups
SSL certificate and key management
Security zuditing
Bus security

% Environment

[+] System administration

[£) Users and Groups

[+l Menitoring and Tuning

# Troubleshosting

[ Service integration

« i 3

1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

WebSphere Integrated Sol

Help | Logaut
View: | Al bzl - Application servers > serverl
Use this page to configure =n application server. An application server is a server that provides services [
welcome required to run enterprise applications.
Field help
(5] Guided Activities Runtime || Configuration For field help informatic
& Servers select = field label or lisf

marker vhen the help
Bl Server Types cursor is displayad.
WebSphare spplicstion zzrvers =
WebSphere MQ servers General Properties Container Settings Page help

web servers ame
" Session

iz sace
o Avplcatons ‘management

@ SIP Container

Formation about

[ Services Node name
=
= 7 Run in development mede Settings

Global security

Sacurity domaing

Administrative Authorization Groups
SSL certificate and key management

Web container

jweb containe:
ransport chain

Parallal start

Start componants as nasdad

Sacurity auditing Accass to intarnal server classes B Portlet Container
Bus security Settings
¢l Environment B E38 Container
@ Eyatar sdmiirtrarion Server-specific Application Settings Settings
Classloadar olicy B Container Services

[ Users 2nd Groups

[ Monicoring 2nd Tuning @ Business Process

Services
# Troubleshooting Clzzs loading mods

e— e T T ]| nepications

# uoor installed apslications

Server messaging

Messaging engines

Messacing ensine.
<[ i AN i 5

Highlight Al Match Case 2 of 2 matches %

2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.

1-12 ORACLE



WebSphere.

Cell=ofss220137 Node01Cell, Profile=AppSrv01 Close page

[2pplication servers E

" welcome

i e acaes v > sarve > ek o —
o Servers Use this page to view and manage = transport chain, Transport chains represent network protocol stacks select = field lzbel or list
that are operating within @ client or server. marker vhen the halp
= Server Types ® Prafarances curser is displayed.

¥ webSphers application servers

M WebSphers MQ servers Delate Page help

B Web servers More i about
this pags

[+l Applications

Command Assistance

select| ame & Enablad Host & Port & SSL Enabled
[# Services View
@ Resources You can administer the folloving rescurces: ‘scripting command for last
HitpQueuelnboundDefault Enabled * s080 Disabled action
|= Security
= Global
e a:;“”“ HitpQusuelnboundDefaultSecure | Enabled . 9442 Enabled
¥ Administrative Authorization Groups
B SSL certificate and key management WCInboundAdmin Enabled * s060 Disabled
B Security auditing
¥ Bus security WClInboundAdminSecure Enabled = 9043 Enabled
|+ Environment
WClInboundDefault Enabled * 9080 Disabled
[ Systam administration
[ Users and Groups WClnboundDefaultsecurs Enabled c 9443 Enabled
[# Manitering and Tuning
Total &

[# Troublesheeting

477 3

Highlight Al Match Case 2 of 2 matches x

3. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:

v & |[Q search
WebSghers.
Call=of:5220137Nods0 1 Cll, Profla=AppSrv0 Close page  »
| View: All tasks -
[#opiication servers B ra—
= welcame dh
ion servers > serverd > Web contai hains > ield help
Eeee e For fizld help informatio
e Use this page to view and manage a transport chain. Transport chains represent network protocol stacks that otk = ficle bt e i

are operating within 3 client or server. marker vhen the help

= Server Types ommne
contgmaton | cursor is displayed.
™ WebSphere application servers Cenfiguration

B webSphers MQ servers Page help
= Wb servers Mors information sbout
5l Applications General Properties
i Services + Name.
[ Resources [HetpQueue InboundDefaultSecure
=iy Enabled
 Global zzcurity
B Security domains Transport Channels
= Administrative Authorization Groups B TP inbound channel (TCP 4]
B SSLcenificate and key management
= Security auditing Host +
B Bus security Port 5443
Thraad poal WabContainer

[ Environment Maximum apen connections 20000

[ System sdminiztration Tnactivity timaout €0 saconds

[ Users and Groups
¥ ssLinbound channel (SSL 2}

[ Monitaring and Tuning

SSL configuration (Centrally managed
[ Troubleshooting a « by ged)

= ST ' UTTP inbound channal (HTTP 41

& voor Use persistent kesp slive connactions Enabled
Maximum persistent requests per connection 100
Read timeout 50 seconds
Write timeout 60 seconds
Persistent timaout 30 seconds

™ HTTP gueue inbound channel (HTTEQ 2
¥ Web container inbound channal (WCC &]

< n ] |l m ] +

4. Click ‘SSL Inbound channel (SSL 2).
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Call=of odel ofils=AppSrvO 1 Closa paga .
‘ View: All tasks - .
welcome
=y Field help
Guidad A
uided Activitizs D Messages For field help informatio
5l Servers select a field label or lis]
[} Transport Channel SSL_2 is shared between two or more transport chains. e whem the ol
@ Server Types Changes to S5L_2 vill affect multiple network protocol stacks. a1 dieslayed, P
WebSphere application servers
webSphere MQ servers P _ B Page help
e — L servers > serverl > Web chains > > 581 More information sbout
inbound channel (SSL_2) [ —
Applications Use this page to view and configure a channel for handling the encryption and decryption of data over ~
Servicas inbound connections. Command Assistance
View sdministrative
Resourcas Configuration =cripting command for lg
action
=l Security
Global security 3
Szcurity domains General Properties Additional Prop
Administrative Autharization Groups
SSL cartificats and key managemant # Transport channel name. Custom properties
N [ssL_z
Security auditing
Bus security Discrimination weight
Enviranmant : Related Items
System administration SSL Configuration SSL configuration - cell level
u d G
SRl e © Cantrally managad
Manitaring and Tuning
View centrally managed 551 tree
Troubleshooting
@ specific to this endpoint
Service integration peciic ta this endpain
Select S5L Configuration
et NodeDafaultsSLssttings |~ L
Foply | OK |[ Reset | [ Cancel
<] i v i ] 5

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.

1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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WebSphere, | Logout
Cell=o0fs5220137 Node01Cell, Profile=AppSrv01
| View: All tasks
SSL certificate and key management
B welcome
Bl(En = s 551 certificate and key > Key stores and certificates > NodeDefaultKeyStore > Personal certificates
s Manages personal certificates.
e —— @ Praferences
B webSphere application servers
g Delete || Receive from a certificate authority... || Replace... || Extract.. || Import.. | Export.. || Revake.. | Renew
= web servers
Select Alias Issued To Issued By Sarial Number Expiration
[+ Applications e =m =T s (el wrT Tem e
[#] Services default Cli=ofss220137.in.oracle.com, | CN=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
) Resources OU=ofss220137Node01Cell. | OU=Roat Certificate, Jun 22,
OU=ofss220137Node01, OU=ofss220137Node01Cell, 2015 ta Jun
=) Security O=IBM, C=US OU=ofss220137Node01, 21, 2016,
B Glabal security Cails
¥ Security domains
B administrative Authorization Groups Chi=ofss220137.in.aracle.com, | Ci=ofss220137.in.oracle.com, | 3446736182480725 | Valid fram
B 51 certificate and key management OU=Root Certificate, OU=Root Certificate, Jun 22,
e —— OU=ofss220137Node01Cell, | OU=ofss220137Node01Cell, 2015 to Jun
= OU=ofss220137Node01, OU=ofs=220137Node01, 18, 2030.
B Bus security
o=IBM, C=us O=IBM, C=US
[#] Environment
[#] System administration Total 2
[# Users and Groups
[# Menitoring and Tuning
[# Troubleshooting
[#] Service intagration
[ uDDI
‘ m 3K n

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management

> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.

WebSphere Integrated Solu... %

‘-' @ https//ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

"cllQSearch

WebSphere..

| View: All tasks v

B welceme
[ Guided Activities
= Servers
[2 Server Types
B webSphere application servers
B webSphere MQ servers
B web servers
 Applications
[t Services
[ Resources
=) Security
¥ Global security

Security domains
Administrative Authorizatien Greups

[ ]
[ ]
¥ 55U certificate and key management
¥ Security auditing

[ ]

Bus security
[+ Enviranment
[+ System administration
[ Users and Groups
[ Monitaring and Tuning
[ Troubleshooting
[+ Service integration
[# uppl

< m
= —

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

SSL certificate and key management > Key stores and certificates >

> Personal certificates

> Extract certificate
Extracts 3 certificate from the key store to be added to ansther key store.

General Properties

Certificate alias to extract

[defautt

# Certificate file name

[pi\keystores\myKeysare.cer

Data type

Base64-encoded ASCII data

Close page

Field help

For field help inform)
salect a field Iabel o
marker when the he
cursor is displayad.

Page help
More information abf
this page
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.8.2

1.8.3

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.

Importing Certificate into Keystore for Serverl

Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).

" e e — e —— —— ——— (= | B ]
WebSphere Integrated Solu.. % | +

€ | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do || Q search wBa &+ a4 4 - = - @ =

WebSphere..

Close page

' | views All tasks —

IL certificate and key management
Welcome
) P SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore
= Servers Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.
[= Server Types
WebSphere application servers i
WebSphere MQ servers General Properties Additi P
Web servers
fame
@ Applications [NodebefaultkeyStare oereonal
Services Description certificstes
— [Dafault key store for ofss220137Hod=01 Personal E
certificate
=/ Security = Management scope reguests
Global security ‘(:EH):DFSSQQD137N0deﬂlCEll:{nudE):DFss??D137N0deﬂl Custom
Security domains ath properties
Administrative Authorization Groups =
S s —— [s£conFIG_ROOT}/calls/ ofss220137Node01Call/nodes/ofss220137Node01 /key.p12
Security auditing # Password
Bus security
Enviranment Type
System administration | PKCS12 El
Users and Groups
[ read only |
Monitoring and Tuning
& Troubleshooting [ 1nitialize at startup
Service integration Enable cryptographic operstions on hardwars device
upDI e 2
« i + < . 1 +

1. Click ‘Signer Certificates’.
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The following screen is displayed:

WebSphere Integrated Solu... *

€ | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

v |[Q seare

WebSphere.
Cell=ofs5220137 Node01Call, Profile=AppSrv01

| View: All tasks

SSL cartificate and key management

> Signer

[=] Server Types
[# Preferences

B welcome

[# Guided Activities S5L certi d key > Key stores and certificates > NodeD.
certificates

= Servers
Manages signer certificatas in key stores.

¥ webSphere application servers
¥ webSphers MQ servers

\ Delete | Extract | Retrieve from port |

B web zervers

I+ Applications
&Ie:t‘ Alias 2 | Issued to J

| Fingerprint (SHA Digest) 2 | Expiration J

B+ A od @ B =

Logout

Close page

Field help
For field help informatien,
select = field label o list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View

[# Services
¥ Resources Hioee) scripting command for last
ction
~ Total 0 &ction
1=l Security =

¥ Global security
Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[+ Envirenment

[# System administration
[# Users and Groups

[ Monitering and Tuning

[ Troubleshesting

[ Service integration

[+ UDDI

L E—— '

2. Click ‘Add’ button to add the certificate of the other server.

The following screen is displayed:

WebSphere..

| View: All tasks

> Key stores and certificates > NodeDefaultKeyStore > Signer certificates >

B welceme
[# Guided Activities SSL certificate and key
Add signer certificate
[l Servers
Adds = signer certificate to s key stors.

ElexzTniEs General Properties

Close pags

For field help information,
select a field Iabel or list
marker when the help
cursor is displayed.

B webSphere application servers
B webSphere MQ servers
¥ wWeb servers

* Alias
[BLem_keystore

# File name

Page help
Maore information about
this page

[ Applications
[or\keysares\mykeysore.cer

[t Services
Data type

[

f# Resources

=) Security
M Global security

Security domains

Administrative Authorizatien Greups

S5L certificate and key management

Security auditing

Bus security

[+ Enviranment
[+ System administration
[ Users and Groups

[ Monitaring and Tuning

[+ Troubleshooting

[# Service integration

[# uDDI

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract

certificate was generated for the first server.
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1.84

1.85

Eg: \<localfolder>\<serverl.cer>

Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

wB & hod S B =

| Logout

Cell=ofs5220137 Node01Call, Profile=AppSrv01 Closs page
| View: All tasks

S5L certificate and key management

Welcome

Guided Activities S5L certi and key > Key stores and certificates Field help
For field help information,
= Servers Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types. salact 5 fiald labal or list

marker when the help
[ Server Types

Keystore usages cursor is displayed.
WebSphere application servers P ]
WebSphere MQ servers Page help
Web servers More information sbout
praferences this page
Applications -
| New... | Delete || Change password... || Eschange signers... Command Assistance

¥ Services View administrstive
Resources Scripting command for last
action

(=) Security = Selqt‘ Name £ ‘ Description J ‘Management Scope Path

Global security You can administer the following resources:

Security domains

NodeDefsultKeyStors | Default key store for | (cell):ofss220137Node01Cell: | ${CONFIG_ROOT}/cells

Administrative Authorization Graups ofss220137Nad=01 (node):ofss220137Nod=01 Jofss2201237Node01Cell

SS5L certificate and key management /nodes

Security auditing Jofss220137Node01

Bus security /key.p12

[+ Enviranment
NodeDefaultTrustStore | Default trust stors for | (call):ofss220137Nod=01Cell:| ${CONFIG_ROOT} cells

[+ System administration ofss220137Node01 | (node)iofss220137Node01 | /ofss220137Node01Call
/nodes
5
seisland Groues Jofss220137Node01
Monitoring and Tuning Jrust.p1z
Troubleshoating
Total 2
Service integration
upDI e
« m v

1-18 ORACLE



The following screen is displayed.

WebSphere Integrated Solu... *

| € | @ hitps//ofss220137.in oracle.com:3043/ibm/ console/secure/securelogon.do v || Q search

WebSphere.

-
| View: All tasks | Defines keystore types, including cryptegraphy, RACF(R), CMS, Java(TM), and all truststore types.

B welcome

[+ Guided Activities ‘General Properties Additional Properties
= Servers
Name -
[=) Server Types ‘NDdEDEFEultKEyEtDrE
" Bersonal
¥ webSphere application servers certificates
¥ WebSphers MQ servers Description
 psrsonal

¥ web zervers [Default key store for ofss220137Node0L

@ Applications Management scope

& Se [(cell):otss220137Hoden1Cell:(node) 10fz=220137Hade0 1 © custom
o properties

[ Resources Path
= = [s{conFIG_ROOT)/cells/ofss220137Node01 Cell/nodes/ofss220137Node01 /key.p12

Securi 2]

B Global security # Password

B Security domains E

W Administrative Authorization Groups

. Type
B 55| certificate and kay
y - | PKCS12 El
B Security auditing
¥ Bus security
Read only

[¥ Enviranment
[ System administration Initialize at startup
[ Users and Groups [ enable cryptographic operations on hardware device

[ Monitering and Tuning

[ Troubleshesting

[ Service integration

[+ UDDI =

1. Click ‘Signer Certificates’.

The following screen is displayed.

WebSphere Integrated Solu...

| " J a https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do el | | Q Search

WebSphere.

Cell=ofs:220137 Node01Cell, Profile=Ap Close page

| View: All tasks

SSL certificate and key management

B welcome

| B = S 551 certificate and key > Key stores and certificates > NodeDefaultKeyStore > Signer Field help
certificates For field halp information,
[ Servers select = field Isbel or list
Manages signer certificates in key stores. marker when the help

Sel T
S Server Types & preferances cursor is displayed.

¥ webSphere application servers

¥ webSphere MQ servers | Delete || Extract | Retrieve from port | Page help
= web servers More information about
this page

[# Applications

[# Services Se\ect| Alizs & ‘ Issued to |Fingerpn'nt (SHA Digest) | Expiration O Command Assistance
[# Resources Mane scripting command for last

action

View administrative

Total 0

=] Security

Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[+ Environment

|+] System administration
[# Users and Groups

[¥ Manitoring and Tuning
[#] Troubleshooting

[# Service integration

[# UDDI -

L) F—— ;

2. Click ‘Add’ button to add the extracted certificate of the second server.
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he following screen is displayed.

WebSphere Integrated Solu... *

| € | @ hitps://ofss220137.in oracle.com:3043/ibm/ console/secure/securelogon.do C || Q Search

Wehthe;e. Help | Logout

Cell=ofs5220137 Node01Call, Profile=AppSrv01 Close page

| View: All tasks

SSL cartificate and key management
welcome
S5L certi d key > Key stores and certificates > NodeD. > Signer certificates > Field help

Add signer certificate

[+ Guided Activities For field help information,

© Servers ) - select a field label or list
Adds 2 signer certificate to 2 key store. marker when the help

=) Server Types cursor is displayed.

General Properties

WebSghers application ssrvers

WebSphere MQ servers # Alias Page help
Wb servers [erem More informstion sbout
this psge

1+ Applications # Filz name

[pr\Kkeysores\mykeysare.cer

[# Services
[ Resources Data type

Base64-encaded ASCII data | 7|
|=) Security =

Global security

Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[+ Envirenment

[# System administration
[# Users and Groups

[ Monitering and Tuning

[ Troubleshesting

[ Service integration

A unnT -
Jjavascript:clearFilter( com.ibrm.ws.console security. SignerCertsCollectionForm') I 3

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.

1-20 ORACLE



1.9 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

WebSphere Integrated Solu... %

(- @ hitps//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

'C’.'||o\559r\:f|

Wehsuh‘ere.

| View: All tasks

Welcome
[#] Guided Activities
[#] Servers
I+ Applications
[# Services
[# Resources
=] Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
[# Enviranment

[# System administration
[#] Users and Groups

[# Monitoring and Tuning
[# Troubleshoating

[# Service integration

[+ UDDI

l [

Cell=0fz=220137 Nod=01Cll, Profile=AppSrvO1

SSL certificate and L

y management

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (S5L) protacol provides secure
communications between remote server processes or endpoints. S5L
security can be used for establishing communications inbound to and
outbound from =n endpoint. To establish secure communications, a

certificats and an S5L configuration must be specified for the endpoint.

In previous versions of this product, it was necessary to manually
configure each endpeint for Secure Sackets Layer (SSL). In this
version, you can define a single configuration for the entire
application-serving environment. This capability enables you to
centrally manage secure communications. In addition, trust zones can
be established in multiple node environments by overriding the
default. call-level SSL configuration.

If you have migrated a secured envirenment to this version using the
migration utilities, the old Secure Sockets Layer (S5L) configurations
ar restored for the various endpoints. However, it is necassary for you
to re-configure SSL to take advantage of the centralized management
capability.

Configuration settings

Mansge endpoint sacurity configurations

Mansge certificate expiration

Manzge FIPS

Dynamically update the run time when SSL configuration changes
occur

Related Items

S5L configurations

Dynamic gutbound
endpoint S5L
configurations

Key stores and
certificates

Key sets

Key set groups
Key managers

Trust mansgers

Certificate Authority
CA) dlient
configurations

Close page

Field help

For field help information,
selact a field label or list
marker when the help
cursor is displayad.

Page help

formation about

a ]

1.
configurations’.

1L37.in.oracle.c

onsole/secure/sec

WebSphere.

Welcome
[+] Guided Activities
(¥ Servers

(# Applications

# Servicas

(+] Resourcas

(=) Security

Global security

Security domains
Administrative Authorization Groups
SSL certificate and key

Cell=ofs52201 37 NodediCell, Profile=AppSrv0i

S5L certificate and key management

d key > M i i i

Close page

Field help

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

For field help information,
select 2 fisld label or list

Local Topology

marker when tha help

cursor is displayed.

B Inbound
Bl ofss220137N0d=01Csll

ag

NodeDefaultSSLSettings)|

de01csll

Security zuditing
Bus security

[+ Enviranment
& System administration
+] Users and Groups

[+] Monitoring and Tuning
# Troubleshooting

(¥ Service integration

[ UDDI

Thode1 (] ttings)

(@ ofss2201

Page help

More information =

bout

Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.
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The following screen is displayed.

WebSphere.

| View: All tasks

B welcome

[# Guided Activities
[ Servers

[® Applications

[# Services

[E Resourcas

[=] Security

5 Global security
Security domains

Administrative Authorization Groups

[ ]
[ ]
¥ 550 cenificate and key management
B security auditing

[ ]

Bus security
[¥] Enviranment

[#] System administration
[#] Users and Groups

[# Manitaring and Tuning
[#] Troubleshooting

[#] Service integration

¥ UDDI

L T —

Cell=ofss220137 Node0 1Cell, Profile=AppSrv0i

SSL certificate and key management

S5L certificate and key management > Manage security confi

Help

> ofss220137Nodedl

Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or cluster.

General Properties

Related Items

Mame

|DF§§220137NDdEDl ‘

Direction
[1nbound |

Specific SSL configuration for this endpoint

SSL configuration

" ssL
configurations

" Dynamic
outbound
endpoint S5L
configurations

" Kev stores and
certificates.

Key sets

NodeDefaultSSLSattings | ¥ Update certificate alias list Manage certificates

= aliss in key store

[Peply |[ OK [ Reset |[ Cancel |

Key set groups
Key managers
Trust managers

Certificate
Authority [CA

client
configurations

| Legout

Field help
For field help infor
selact a field label
marker when the hs
cursor is displayed.

Page help

< m

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.

You can view the settings under ‘Inbound’.
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WebSphere Integrated Solu...

(-’ﬂhttps:a’«'ufss220137.\n.oracle‘com:9043a’ibma’(Dﬂsa\ea’sacura«'secure\Dgon.du "C||Q5earrh ‘ ﬁ B ¥+ @ F| @v # |- . | =

WebSphere. Help | Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks

S5L certificate and key management
¥ welcome
& Guided Activities SS1 certificate and key management > Manage endpoint security configurations Field help

For field help information,
BT Displays Secure Sockets Layer [S55L) configurations for selected scopes, such as a call, node, server, or dluster. celect = fild label or list

ker when the hel
[# Applications Local Topology marker when the help

cursor is displayed.

— Page help
[+ Resources B Inbound Mere information about
|=) Security B ofss220137Node0icCell this page

" Global security B nodes

¥ Security domains () ofss220137Node0l(NodeDefaultSSL5ettings)

¥ administrative Authorization Groups B Outbound

¥ 550 cenificate and key management B ofss220137Node0iCell

B Security auditing E (] nodes

u

Bus security

[# Envirsnment

[+ System administration
[#] Users and Groups

[# Manitaring and Tuning
[#] Troubleshooting

[#] Service integration

¥ UDDI

P —

5. Repeat the above steps for ‘Outbound’ as well.

6. You need to repeat the above steps for server2 also.

1.10 Protection Quality

1. Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER
CONFIG }.

1-23 ORACLE




WebSphere Integrated Solu., *

7c||0\5earrh

\ (' B https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere.

| View: All tasks

B welcome

[# Guided Activities
[ Servers

[® Applications

[# Services

[E Resourcas

[=] Security

¥ Global security
¥ Security domains

B administrative Authorization Groups
¥ s5L cerificate and key management
B security auditing

B Bys security

[¥] Enviranment
[#] System administration
[#] Users and Groups

[# Manitaring and Tuning
[#] Troubleshooting

[# Service integration

[# UDDI

Cell=ofss220137 Node0 1Cell, Profile=AppSrv0i

SSL certificate and key management

SSL certificate and kev management > SSL con fi i > NodeD Settings

Defines a list of Secure Sockets Layer (S5L) configurations.

General Properties

a3 A A4 O - B =

Help | Logout

Cloze pags

# Mame

|NDdEDEFEu|tSSLSEtting§

Trust store name

[ NodeDefaultTruststore ((cell):of=s220137Hod=01Cell: (node):afss220137Nod=01) [7 |

Keystore name

Additi Properties

= Quality of
protection (QoB)

settings

" Trust and key
managers

¥ custom

‘ NodeDefaultkeyStore ((cell):ofss220137Node01Cell:(node) 0fss220137Node01)

rver certificate alias

Default client certificate alias

Management scope

|(ce|l] :0f55220137Node01Cell: (node):ofss220137 Node01

[ Poply |[ OK || Reset |[ Cancel |

2. On the right side, click ‘Quality of protection (QoP) settings’.
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The following screen is displayed.

v f WebSphere Integrated Solu... x\+

6 @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do || Q Search ﬁ % ¥ 4 @' # |- . =

WebSphere.

| View: All tasks Bl s5L certificate and key management
Welcome SSL certificate and key management > SSL configurations > NodeDefaultSSLSettings > Quality of protection
(QoP) settings Field help
Guided Activities setting X "
For field help information,
— Specifies the security level, ciphers, and mutual suthentication settings. select = field labal or list
General Properties marker when the help
Applications cursor is displayed.
cervices Client suthentication
Hone Page help
Resources More information sbout
Protocol this psge

[ Security
ssLTs  [+] Command Assistance

Global security

Security domains View administrative

Provider P
Administrative Authorization Groups scripting command for last
SSL certificate and key management @ predefined 15SE provider action
Security zuditing Select provider

n

IBMJSSE2

Environment
! Custom JSSE provider

System administration

Users and Groups

Manitaring and Tuning

Troubleshooting Cipher suite settings
Service integration Cipher suite groups

Update selected ciphers
[ovons [ st seesed coher |

Cipher suites

Selactad ciphers

I Add == S5L_RSA_WITH_AES_128_CBC_SHA256

A
SSL_DHE RSA_WITH_AES_128 CBC SHAZ256 | |

<< Remove SS5L_DHE_DSS_WITH_AES_128_CBC_SHAZ56
S5L_RSA_WITH_AES_128_CBC_SHA

S5S5L_DHE_RSA_WITH_AES_128_CBC_SHA -

] mm

Apply M Reset || Cancal &

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

/I New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS’.

SSL port information is available in the following screens.
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\ " | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

_c||Q5eaJrh

WebSphere.

| View: All tasks

" welcome

[# Guided Activities

(=] Servers

= Server Types

¥ wehSphere application servers
B webSphere MQ servers
¥ web servers

@ Applications

[ Services

[#] Resources

[ Security

[# Environment

[ System administration

[# Users and Groups

[# Manitering and Tuning

[ Troubleshoating

[#] Service integration

[ UDDI

¥T " Parallel sta

[ EJE Container
Start components as needed Settings

Access to internal server classes

Server-specific Application Settings

@ Container Services

[ Business Process

Services

r policy

" Installed spolications

Class loading mode Server

Applications

‘ Classes loaded with parent class loader first E -

Messaging engines
¥ Messaging engine

inbound transports
' WebSphere MO link
inbound transports

[Aoply ][ OK | [ Reset || Cancel |

W S1B service

Server Infrastructure

@ Java and Process
Management

@ Administration

" Java SDKs

Communications

@
[ Massaging

¥ Communications
Enabled Applicstions
CEA

Parformance

" Performance

Monitoring

Infrastructure (PMI]

1. Click ‘Ports’.

Field help

For fiald halp information,
selact a fisld label or list

marker when the help
cursor is displayed.

Page help
More information about
this page

2. The details are displayed as follows.
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\ (' J @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere.
-
| View: All tasks - Communications
B welcome a
[#] Guided Activities Port Name Port
[ sanvers BOOTSTRAP_ADDRESS 2809
B Sarver Types SOAP_CONNECTOR_ADDRESS 8880
B webSphere application servers
e g ORB_LISTENER_ADDRESS 8100
B web servers SAS_SSL_SERVERAUTH_LISTENER_ADDRESS | 9401
s CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS | 9403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS | 9402
[# Services = - =
B WC_adminhost 2060
e WC_defaulthost 9080
: DCS_UNICAST_ADDRESS 9353
[# Environment
WC_adminhost_sacure 2043
[# System administration
WC_dafaulthost_secure 9443
[# Users and Groups = =
SIP_DEFAULTHOST 5060
[ Manitoring and Tuning =
SIP_DEFAULTHOST_SECURE s061
# Troubleshasting
SIB_ENDPOINT_ADDRESS 7276
[# Service integration
SIB_ENDPOINT_SECURE_ADDRESS 7286
[# UDDI
SIB_MQ_ENDPOINT ADDRESS 5558
SIB_MQ_ENDPOINT_SECURE_ADDRESS 5578
1PC_CONNECTOR_ADDRESS 9633
OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004

[ Messaging
" Communications Ensbled Apolications (CEAL

Performance

oo feerimn Tofrmcbeockien {ORTY
1 m 13
_,
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2.1

2.2

221

2. Creating Resources on Websphere

Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

& IBM WebSphere MQ Explorer EEX

Ele Window Hel

5 MG Exg B = &5 ¥ 7 O B Mg Explorer - Content 51

WebSphere.'MQ
(= Queue Manager Clusters

(& 15 Adwinistered Objects

(> Service Defintion Repositories

Welcome to MQ Explorer

In MO Explorer you can administer local and remote queue managers and their
resources, such as queues, channels, and lsteners.

Help on M% Explorer
Help on M0 Explorer icons
M0 Explorer Preferences. .

Queue manager icons
The following icons are used in the Navigator view ta indicate queue manager status:

K Local queue manager; running and connected to MQ Explorer
5] Local queve manager; running but disconnected from MQ Explorer
&l Local queus manager; stopped and disconnected from MQ Explorer
Remote que. o MQ Explarer

Remote que d from MQ Explorer

&) Locdl queve indby and disconnected from MQ Explorer

2. On the left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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4 IBM WebSphere MQ Explorer,

Fle Window Help

1Q: Explorer - Navigator 53 fir @ 7= ﬁ]f MQExplorer - Cortent 23
= @ 1BM websphers MQ
=4

Queue Managers

ShowiHids QueLs Manager:
Add Remote Gueus Manager.

(= Queus Manag
= M3 Administer
(& Service Definti

‘ Fiter: Standard for Queue Managers

& manag... Commandlevel  Queus manager status | Platform  Queus-sharing group name  Dead-letter queus  Description | Defaul bind type

< |

‘ sScheme: Standard for Queue Managers

[ Last updated: 16:47:03

Select a queue manager to show its connection details here:

The following screen is displayed:
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-
& Create Queue Manager

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOSZ20

[¥]3ake this the default queue manager:

Default bransmission queue: |

Dead-letter queue: |

Max handle limit: | 256

Trigger inkerval; | EEEEEEEEE]

Max uncommitted messages: | 10000

@ < Back [ et = H Finish H Cancel

)

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default gueue manager’.

4. Click ‘Next’. The following screen is displayed:

ORACLE



4P Create Queue Manager,

Queue Manager

Enter data and log values

Queue manager name: | QM_DDHPOS20

(%) Use circular logging
() Use linear logging

Log file size: {x4kB) | 4096

Log primary files; | 3

Log secondary files: | z

Data and Log paths

Data path: | | Browse, .,

Log path: | | Browse, .,

< Back ][ Mext = H Einish H Cancel

5. Click ‘Next’.
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter configuration options

Queue manager name: | QM_DDHPOS20

Start gueue manager after it has been created
Mulki-inskance Queue Manager:
] Permit a standby instance

Select bype of queue manager startup

(%) Automatic
) Service (manual)

) Interactive {manual)

Configures the queus manager to start automatically when the machine starts up,

Create server-connection channel ta allow remote administration of the queus
manager over TCPTP

[ ] create server-connection channel

Mext = | [ Einish l [ Cancel

6. Click ‘Next'.
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter listener options

Queue manager name: | QM_DDHPOS20

The queue manager needs a liskener ko monitar Far incaming netwaork connections,
for some network protocals,

Create listener configured Far TCP)IP

The listener needs to lisken on a port number not used by any other quewe
manager, service or application on this compuker

Lisken on port number; | 1414

Mext = | [ Einish l [ Cancel

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’
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The following screen is displayed:
®

4P Create Queue Manager,

Queue Manager

Enter explarer opkions

Queue manager name: | QM_DDHPOS20

Aukoreconneck

Aukomatic Refresh

Automatically refresh information shown For this queue manager

Inkerval (seconds): 15 = | [ apply Default

Einish l [ Cancel

8. Click ‘Finish’.
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The following screen is displayed:

* Command: crtmgm -sa -g QM_DDHPOSZ0

webSphere MO queus manager created,

exitvalue = 263455953

4

Directory '0\Program FilesiIBMYWebSphere MO gmgrsiQrM_DOHPOSZ0' creat
The Queue Manager ended For reason 545264625 "

| =

9. Close the message. The following screen is displayed:

4 1BM WebSphere MQ Explorer [=[EES|
fle window Help
- M Explater - Navigator 51 @9 7 = O B mQ Explorer - content £ @~ =0
o] I8
Queue Managers
- Filter: Standard for Quevs Managers 7
(& Queue Manager Clusters ‘ 9 z
(= M5 Administered Objects / Queue manager name Command level  Queue manager status | Platform | Queue-sharing group name | Dead-letter queue | Description | Default bind typ
& Servics Definiion Repastories &l oM_DeHPOS20 701 Stopped Windows Shared
< ] L]
‘ scheme: standard for Queue Managers

[ Last updated: 16:5m26

Select & queUS manager to show its connection detals here:

10. Right click ‘Queue Manager’ and select ‘Start’.
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The following screen is displayed:

4 IBM WebSphere MQ Explorer,
Flle Window Help

5. Q) Explorer - Navigator £2 gy ¥ =0 MQ Explorer - Content £2
= €3 1BM webSphere MQ
5-& Quous Mangers Queue Manager QM_DDHP0520

89U o1v_DDHROS 2
(= Queus Manager C|
(& 5 Administered
(& Service Definition | Delete...

Connection Quickyiew:

L.,
Hide

Connection status Disconnected
Connection type Local
Connection name

Channel name

Channel defirition table

Refresh interval 15
Autoreconnect ves

Tests »
Connection Detals b

Properties.

| Last updated: 16:50:53

Status Quickview:

Queus managr status Stopped
Command server status Stapped

11. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is
displayed:

o
Start Queue Manager - "QM_DDHPO520™

Choose Start Method:

() Start as service

O Start interactive

Multi-inskance Queue Manager:
[ rermit a skandby inskance

@ Cancel

12. Click ‘OK’.
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The followin

b IBM WebSphere MQ Ex;
File  Window Help

5. MQ Explorer - Navigator £ @ ¢ =0

screen is displayed

1 Explorer - Content 53

R

= € oM websphere MQ
5 (5 Queus Managers
B
& Queve Manager Chsters
& M5 Administered Obects
(= Service Defnkion Reposiories

Queue Manager QM_DDHP0520

Connection Quickview:

Cannection count
Standby

(Connection status. Connected
Cormectoniyne i
Cormectonane
Chommel
Channelsefion tabe
Renesh o s
piiiaticets ves
[t et 171607
‘Status Quickview:
Queue manager status Running
Comrmand server satus PRunning
(Channel initiator status Stopped

+
Kok permitted

[ Last updated: 17116107

Properties QuickView:

Queve manager name.
Description

Platform

Command level

Default transmission queue
Startup

QM_DDHPOS20
Windows
01

Autamatic

Last updated: 17:16:07

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.
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4 BM WebSphere MQ Explorer,
File  Window Help

5. 1MQ Explorer - Navigator 53 < @ v =8 MQ Explorer - Content 52 @~ =0
= € 1BM Websphers 1M
5 Quete Manegers Queue Manager QM_DDHP0O520

(= Queue Manager Clusters
(= M5 Administered Obiects Connection status

Connection QuickYiew:

Connected
Connectian type Local
(> Service Defintion Repositories Connorction name
Channel name
Channel definition table
Refresh interval 15
Autorecomnect Yes
[ Last pdated: 17:16:07
Stabus QuitkYies:
Queue manager status Running
Command server status Running
Channel initator status Stopped

Connection count

Standby Nok permitted

[ Last updated: 17:16:07

Froperties Quickliew

QUEUS Managsr name QM_DDHPOSZ0
Description

Platform windows
Command level 701

Default transtrission queus

Startup Autoratic

Last updated: 17116:07

2. On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

€ IBM WebSphere MQ Explorer:
File ‘Window Help

5. MQ Explorer - Navigator £3 ¢ 7 =8 MQ Explorer - Content 52
= €3 1BM webSphere MQ Queues
) (= Queue Managers

=51 Qm_pprposz0

| Filter; Standard for Queves

= Topics

ueue name Queuetype | Openinput count  Open output count | Current queue depth | Max queue depth | Pul

(& Subserip  Seatus, Alias Quee...
= Advance et K Model Queue
(= Qusus Manager 19555 Remote Queue Definitian, .
(5 M5 Administery OblBct Authorities »

(& Service Defirition Repostories

The following screen is displayed:
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Note:- Queue Name should be ALL CAPS, else issue will occur at listener level in WAS.
4 New Local Queue ‘_ =] I

Create a Local Queue

Enter the details of the object you wish to create

Mame:

NOTIFY_QUELE

Select an existing object fram which ko copy the attributes For the new object,

| SvSTEM.DEFALLT.LOCAL. QUELE | [select... |

Wihen this wizard completes, another wizard can be started automatically to create a matching object.

[] Start wizard ta create a matching JMs Queue

< Back [ Mext = ] I Finish ] [ Cancel ]

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

4 New Local Queue

Change properties

Change the properties of the new Local Queue

General

General
Extended
Clusker
LIEUE Mame: MOTIFY_QUELE
Triggering 9 | = |
Everits Queue bype: | Laocal |
Starage
Statistics Description: | woTIFY_queLe |
Put messages: |AIIDwed ' |
Get messages: |Allnwed w |
Default priority: | 1) —

Default persistence:

Scope: | QUEUE manager w |

Usage: | Mormal w |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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Select ‘Queues’ on the left pane.

& 1BM WebSphere MQ Explorer EEX
File Window Help
25 1) Explorer - Navigator &2 5 7 = 0| @) Mg Explorer - Content 57 % mgh T =0

= € 1BM WebSphers MQ
== Queue Managers
QM_DDHPOSZ0_NEW
=5l qm_poHposzo
(= Queues ¢ Queus name Queus type | Open input count | Open output count | Current qusue depth | Max queus d
= Topics
(= subscriptions

Queues

Filter: Standard For Queues =

(> Queue Manager Clusters
= M3 Administered Objects
(&= Servics Definition Repostoriss

<
Scheme: Standard for Queuss - Distributed =

Last updated: 18:38:00

5. You can find the new queue name in the list.

2.3 Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

2.3.1 Creating Queue Manager

Change the directory to ‘<Websphere_MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2 Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

2.3.3 Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

2.3.4 Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MQSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME' is the
MQ server software installation path.

In this folder, you will find the file ‘TJIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/JNDI

Example
PROVIDER_URL=file: ivar/mgm/JNDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=3$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JIMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmin’ as shown in the
figure.
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Z£710.180.196.51 - PuTTY

This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<gcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define qcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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@

£+ 10.180.196.51 - PuTTY

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues
require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:
e NOTIFY_QUEUE
e EMSIN_QUEUE
e EMSOUT_QUEUE
e SFMS_INQUEUE
e SFMSOUT_QUEUE
e RTGS_INQUEUE
e INTERNAL_BIPREPORT_QUEUE
e INTERNAL_BIP_QUEUE_DLQ
e INTERNAL_BIPADVREPORT_QUEUE
e INTERNAL_BIP_ADVICE_QUEUE_DLQ
e INTERNAL_GI_UPLOAD_QUEUE
e INTERNAL_GI_UPLOAD_DLQ
e EMS_QUEUE_DLQ
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You need to create JMS queues for the above queues as shown in the figure:

# Queue name Queue bype | Open input counk | Open outpuk count Current queue depth
(=JDEFFERED _DEST_GQUELE ol Jo oo |
|=| EL_MOTIFY_DLO Laocal u] 1] 1]
|=| EL_MOTIFY_REG_Q Local u] 1] 1]
|=| EL_MOTIFY_RES_Q Local u] 1] 1]
|=| ELMDE_DLG Local u] 1] 1]
|=| ELMDE_REG_Q Lacal u] 1] 1]
|=| ELMDE_RES_Q Lacal u] 1] 1]
|=| EMS_ExTOUEUE Local u] 1] 1]
|=| EMS_INQUELE Laocal Z 1] 1]
|=| EM5_OUTQUELE Laocal 1 1] 1]
|=| MDE_QUELE Local u] 1] 1]
|=| MDE_QUEUE_DLG Local u] 1] 1]
=) MDE_QUELE_RESPOMNSE Local u] 1] 1]
|=| MOTIFY_DEST_QUELE Lacal u] 1] 1]
= MOTIFY _QUELE Local 1 1] 1]
= MOTIFY _QUELE_DLG Local u] 1] 1]
|=| RTGES_INQUELE Laocal 1 1] 1]
|=| SFMS_INQUELE Laocal 1 1] 1]

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e b Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:
Install IBM MQ client in a client terminal.
Open the client MQ explorer.
Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.

1

2

3

4. Click ‘Add’ in the Show/Hide Queue Managers window.

5. Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.
6

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

&p IBM WebSphere MQ [ (5]x]

Bl Window Help

5. WebSphere MQ Explarer - Navigator &3 \

= € 18M WebSphers MQ
1= Queus Managers

L Quedes
B Advanced
(& Chaninels
(& Cliert Connections
(= Listeners
(= Services
(& Process Definitions
(& Hamelists
(& Puthentication Infarmation
LC_QMGR
SWIFT on iflchi-ap-21(1414)
TEST on fichi-ap-21(1415)
& wingm
(= Queue Manager Clusters

G

=0 FC_QMGR on '10.180.196.51(1415)"

Queues

[ Fiter: Standard for Queues

~__Queus name

[ Queue type | Definiion type [ Open input count | Open output count | Current quee depth

2 EMSIN_QUELE

|2 EMSOUT_QUELE

s EMSOUT_QUELIE_DLG
LoJFoqmer.

I MDE_QUELE

|2 MDB_QUEUE_DLQ:

s MDB_QUELIE_RESPONSE
sl NOTIFY_DEST_QUELIE
I NOTIFY_QUELE

|2 NOTIFV_QUELIE_DLG
s RTG5_DEST_QUELE
|l RTES_IN_QUELE

& SFM5_DEST_QUELE
e SFMS _IN_QUELE

s SFMSOUT_QUELE

Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local
Local

Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined

1

12

" - =0
[ Max queue depth [ Put messages
000 Allowed
5000 Allowed
5000 Allowed
5000 Alloved
999999999 Allowed
999999999 Allowed
999999999 Allowed
5000 Alloved
000 Allowed
5000 Allowed
5000 Allowed
5000 Alloved
000 Allowed
5000 Allowed
5000 Allowed
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.
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3. Navigate to Websphere home page.
T

WebSphere Integrated Solu...

| " J a https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere.

wel
| View: All tasks [

Welcome ? =0
B welcome

(¥ Guided Activities

Integrated Solutions Console provides 3 commen administrative console for multiple ;’;f;:’:‘:ﬂdb:‘:lutl‘_:gggiule' 8.53.5.0 K

[# Servers products. The table lists the product suites that can be administered through this il oo 5’;1‘34{13 E HI
A ITEE installation. Select a product suite to view more information. ‘

Services LICENSED MATERIALS PROPERTY OF
=] 1BM
[# Resources oz =T Version 5724-108, 5724-163,

Securi WebSphere Application Server 8.5.5.0 5724-HBE,5724-H8S, 5655-We5 (C) 7
= urity Copyright International Businass

Global security

Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[ Enviranment

|+] System administration
[ Users and Groups

[+ Manitoring and Tuning
[# Troubleshooting

[ Service integration

[® UDDI
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4, Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.

(' B https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

'C||Q.Sear\:r"

WebSphere.

| Legout

Cell=ofs:220137 Node01Cell, Profile=AppSrv01
| View: All tasks -

Closs page .

Global security
¥ welcome

[ Guided Activities Global security

e Use this panel to configure administration and the default application security policy. This security configuration applies to the security policy for all
functions and is used as a default security policy for user applications. Security domains can be defined to override and customize the security poli

[# Applications applications.

(%l Services
ER | Security Configuration Wizard | | Securty Corfiguration Repart |
esources
(=) Security Administrative security Authentication
[ ]

Global security

. . Enable administrative security  © Administrative user roles Authentication machanisms and expiration
ecurity domains

B administrative Authorization Groups " Administrative aroup roles @ Lren

B 5sL certificate and key management “ Administrative authentication Kerberos and LTPA

H Security auditing Kerberos configuration

B Bys security

Application security

) SwaM (deprecated): No authenticated communication &
% Environment

Enable application security Authentication cache ssttings
[#] System administration

@ Web and SIP security
[#] Users and Groups Java 2 security

@ RMI/IIOP security
[# Monitering and Tuning

Use Java 2 security to restrict application sccess to local resources

m Java Authentication and Autherization Service
[#] Troubleshoating

[ Servi : D Enable Java Authentication SPI (JASPI)
rvice integration

Erovidars
[# UDDI User account repository

Use realm-qualified user names
Realm name

defaultWIMFileBasedRealm

Current realm definition

Federated repositories

#vszilable realm definitions

" security domains

" External suthorization providers

¥ programmatic session cookie configuration

" Custom properties

[ Federated repositories

o] [ Corure.. | [ Semeurent |

-
< n L L

5. Expand ‘Java Authentication’, go to ‘Authorization Service’ and click ‘J2C authentication
data’.
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he following screen is displayed.

WebSphere Integrated Solu... %

\ (' J @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere.

Cell=cfss220137 Node01Cell, Profile=AppSrv01

Close page
| View: All tasks

Global security
B welcome

) Guided Activities Global security > JAAS - 12C authentication data Field help
For field help information,
) Sarvers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

select a field Izbel or list
marker when the help
cursor is displayed.

[+ Applications Prefix new alias names with the nods name of the call (for compatibility with earlier relaases)

Services
e Page help
[ Resourcas More information about
=) Security # Preferences this page
B Global security Command Assistance
¥ Security domains View administrative
5 administrative Authorization Groups scripting command for last
B 551 certificate and key action
i A ~ A
¥ Security uditing 512"It|3’\|'aS B~ User 1D Description
[ ]

Bus security You can administer the following resources:

[+ Environment ofss220137Node01/FC121ASK FC121A5K FC121ASK
|+ System administration
ofss220137Node01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
[+] Users and Groups
[+ Manitoring and Tuning -

[#] Troubleshooting
(] Service integration
[® UDDI

L Fe——

6. Click ‘New'.
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he following screen is displayed.

WebSphere Integrated Solu... %

(' a https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do ‘ ﬁ % ‘ ‘ﬁ 4 @' 2 |- . | =

WebSphere. Help | Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrvi1 Close page

| View: All tasks

Global security

welcome

. - _— Field help
| e T RS Global security > JAAS - J2C authentication data > New... ' )
For field help infarmation,
T Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. celact a fild lsbal or list
General Proparties marker when the help
[+ Applications cursor is displayed.
s # Alias
[FerTR2 | Page help
[# Resources More information about
# User 1D paa
B Sacurity [FerTr2 | this paa
Global s=curity Command Assistance
Security domains # Password View administrative
|""" | scripting command for last
Administrative Authorization Groups
SSL certificate and key management Dascription action
Security zuditing |FCITR2] |
Bus security
i Enronmene om0 | et | Cancel |

|+ System administration
[+] Users and Groups

[+ Manitoring and Tuning
[#] Troubleshooting

[+] Service intgration

[® UDDI

L F——

7. You need to define the connection properties. Specify the following details.
e Alias
e User ID of the Database
e Password of the Database
e Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in
the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers’.
T P
WebSphere Integrated Solu... %

\ (- | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v | | Q, Search

WebSphere,

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Closs page

| View: All tasks

1DBC providers

B welcome

- Field help
[# Guided Activities IDBC providers ) !
For field help information,
& Servers Use this page to edit properties of a JDBC provider. The JDBC provider object encapsulates the specific JDBC select & field label or list
driver implementation class for access to the specific vendor database of your enviranment. Learn mors about marker when the helo
[ Applications this task in a guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
[ Services age hel
= Scope: Cell=ofss220137Noden1Cell age help
[=] Resources More information about
¥ Schedulers Scope specifies the level at which the resource definition is visible. For this page
B Object pool managers detailed information on what scope is and how it works, see the scope Command Assictance
= zettings help, Assista
Vview administrative
= soripting command for last
§10BC ‘ Cell=ofss220137Node01Cell El == command for last
B 1DBC providers = action

¥ Data sources [# Preferences

¥ Data sources [WebSphere Applica
Server V4)

[# Resource Adapters

[# Asynchronous beans

[# Cache instances
& Mail
& URL

[ Resource Envirenment

Scope Description £

(4] Security
(] Environment

[+ System administration

[ Users and Groups
[# Monitering and Tuning

[# Troubleshcoting -

3. Select ‘Node’ from the dropdown list.

3-6 ORACLE



4. Click New, The following screen is displayed:

‘WebSphere Integrated Solu., *

| € ) @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

v & | | Q Search

WebSphere.

| View: Al tasks

¥ welcome
[+ Guided Activities

[ Servers

Step 1: Create new
IDBC provider

[+ Applications

[# Services St Enter
database class path

[ Resources
infarmation

¥ Schedulers
¥ Object pool managers Step 3: Summary
& IMs
= JDEC
¥ IDBC providers
¥ Data sources

® Data sources (WebSphere Applica
Server \/4)

[# Resource Adapters
@ Asynchronous bezns
[ Cache instances

& Mail

[ URL

[ Resource Environmant
[# Security
[# Envirenment

[+ System administration

[# Users and Groups
[#] Monitoring and Tuning

[#] Troubleshoating -

Cell=ofs5220137 Node01Cell, Profile=2ppSrvOL

Create 2 new JDEC Provider

Create new JDBC provider

Set the basic configuration values of a JDBC provider, which encapsulates the
specific vendor JDBC driver implementation classes that are required to access
the database. The wizard fills in the name and the description fields, but you
can type diffarent values.

Scope

‘(EHS:0&5220137ND|:|ED1CE||:nndEs:ufss?ZDlB?NndEDl:sEr\rErﬁ:sErvErl

+ Database type

Oracle

+ Provider type
| Oracle JDBC Driver |Z|

+ Implemantation type
[ connection pool data source [~

# Name

|oracle J0BC Driver

Description
Oracle JDBC Driver

Help | Logout

Close page  »

Ip

Field help

For field help infarmation,
selact = fiald labal or list
marker when the help
cursor is displayed.

5. Specify the following details:

Database Type Oracle

Provider Type

Oracle JDBC Driver

Implementation Type

Connection pool data source

Name FCuUBS

Description

FCUBS JDBC Driver

6. Click ‘Next'.
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he following screen is displayed:

WebSphere Integrated Solu.. *

| (- | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/secur 7 | | Q, Search

WebSphere.

Help | Logout

fss220137 NodeO1Cell, Profile=AppSrv01 Close page

| »

| View: All tasks

te a new JDBC ider

B welcome
[+ Guided Activities Create a new JDBC Provider
[+ Servers

[+ Applications
Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi

(@ Services Step 2: Enter your JDBC provider. This wizard page displays a default list of jars and allows you to set the
= Resources database class path environment variables that define the directory locations of the files. Use complete directory paths
information when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
¥ Schedulers /home/dbZinsti/=sgllib/java on Linux{TM)].
¥ Object pocl managers
[# IMs Entries are separated by using the ENTER key and must not contain path separator characters (such
= 1DBC '+ or "t"). If & value is specified for you, you may click Next to accept the value.

= IDBC providers
¥ Data sources

¥ Data sources (WehSphere 4|
Server V4]

Class path:

${ORACLE_JDBC_DRIVER_PATH}/ojdbeé.jar
[#| Resource Adapters
[+ Asynchronous beans
[#] Cache instances

& Mail

[ URL

[+ Resource Environment

Directory location for "ojdbes.jar” which is saved as WebSphere variable
${ORACLE_IDBC_DRIVER_PATH}

|D :Softwa res\}l\ppl ication Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle’\JDBCY

[+ Security

[+ Environment

(4] System administration

] Users and Groups

Previous m Cancel

[+] Manitoring and Tuning

[+ Troubleshooting -

7. Provide the location of ojbc6.jar. Click ‘Next’.

The following screen is displayed.
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‘WebSphere Integrated Solu.. *

| € | @ https//ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | | Q Search | %4 | B 4+ & a4 -

WebSphere.

Logout

—————————————————————— , | Cell=0fs5220137 Node01iCell, Profile=AppSre01
| View: All tasks (=

Close page

B welcome

¥ Guided Activities

[+ Servers E
[ Applications
[ Services a
= database class path Values
== information
B Schedulers Scope cells:ofss220127Node01Cell:nodes: 20137Node0l:ser rl
¥ Object poal managers Stap 3: Summary IDBEC provider name Oracle IDBC Driver
[# M5, Description Oracle IDBC Driver
= IDBC 5 5
Class path ${ORACLE_JDBC_DRIVER_PATH}/ojdbe6.jar
= 1DBC providers =
B Data sources ${ORACLE_JDBC_DRIVER_PATH} | C:\Oracle\app\sarrathi\producti12.1.0\dbhoma_1\jdbec\lib\ojdbes.jar
u gata sclvu‘r't]es (webSphere Applig Implementation class name oracle.jdbe.pool.OracleConnectionPoclDataSource
erver

[ Resource Adapters
[® Asynchranous beans

[# Cache instances

& Mail

[# URL

[# Resource Environment
¥ Security
# Environment

(4] System administration

[# Users and Groups
# Monitoring and Tuning

[# Troubleshoating -
3 4 m 3

8. Click ‘Finish’.
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he following

WebSphere Integrated Solu... *x

screen is displayed.

"C'HO\SEGP:JE'

s &8 A& 4 ©- = - B =

WebSphere.

| View: All tasks

(' B https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

welcome
¥ Guided Activities
[+ Servers
[+ Applications
[F Services
O Resources
Schedulers
Object poal managers
[ IMS5
= JDBC
JDBC providers

Data sources

Data sources (WebSphere Applid
Server Va)

[# Resource Adapters
[® Asynchronous beans
[# Cache instances
[ Mail
[H URL
[¥ Resource Environment
¥ Security
[+ Environment
[#) System administration
[+ Users and Groups
[+ Monitoring and Tuning

[#] Troubleshocting

9. Click ‘Save’.

m

4

Cell=ofs5220137 Node01Cell, Profila=AppSrv01

10BC providers

= Massages

B 5ave directly to the master configuration.

B Reoview changes before saving or discarding.

% Changes have been made to your local configuration. You can:

&5 The server may need to be restarted for these changes to take =ffect.

IDEC providers

Use this page to edit properties of a JDBC provider. The JDEC provider object encapsulates the specific
IDBC driver implementation class for zccess to the spacific vendor database of your envirenment. Learn
more about this task in a guided activity. A guided activity provides a list of task steps and more general

information about the topic.

= Scope: Cell=ofss220137Node01Cell, Node=o0fss220137Noded1, Server=serverl

Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope

settings help.

‘ Node=ofss220137Nodel1, Server=sarverl .

[# Prefarences

| Logeut

Close page .

S T

Field help
For fiald help information,
selact a fiald label or list
marker when the help
cursor is displayed.

Page help
More information about
this page

Command Assistance

View administrative

scripting command for last

action

Salect Name 3 | scape ©

| Description &

You can administer the following rescurces:

3.3.3 Creating Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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The following screen is displayed.
L .

‘WebSphere Integrated Solu.. *

" B https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do c||o\Searrh | ﬁ E + @ 4 @' - . | =

WebSphere. Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks

Data sources

B welcome

Field halp
" P Data sources
£ SRR A For field help information,
@ Sarvers Use this page to edit the sattings of a datasource that is associated with your selacted JDBC provider. The salect = fiald label or list
datasource object supplies your application with connections for accessing the database. Learn more about marker when the help
[+ Applications this task in a gquided activity. A guided activity provides a list of tesk steps =nd more general information curzor is displayad.
about the topic.
[F Services o hel
= Scope: Cell=ofss220137Node01Cell age help
=] Resources More information about
¥ Schedulers Scope spacifies the level at which the resource definition is visible. For this page
B Object pool managers detailed information on what scope is and how it works, see the scope Command Assistance
[ IMS5 settings help.

View sdministrative
JDBC
= . ‘ Cell=of==220137Node01Csll El “—M—E: ing command for last
IDBC providers action
¥ Data sources

[# Preferences
¥ para sources (WehSphere Applid
Server Vd) [ New

|| Delete || Test connection | Manage state... |

[# Resource Adapters

[ Asynchronous beans

[€ Cache instances

Se\e(t‘ Name 2 |JNDI name |5cnpe ] |Dmvider ] Description > | Category 3
[ Mail
[EH URL ton=

Total 0

[# Resource Envirenment

¥ Security
# Environment

(4] System administration

[# Users and Groups
# Monitoring and Tuning

[ Troubleshaoting <

12. Select ‘Node’ from the drop-down list.
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Iick New, The following screen is displayed.

‘WebSphere Integrated Solu.. *

| " | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere. | Logout

Cell=ofs5220137 Node01Cell, Profila=AppSrv01 Close page
| View: All tasks

B welcome
Field help

¥ Guided Activities Create = data source For fiald help information,

Sai selact 5 field Isbal or list

& Servers Step 1: Enter basic
: P marker when the help
# Applications SeiSees cursor is displayed.
information Set the basic configuration values of a datassurce for assodation with your

& Services JDBC provider. A datasource supplies the physical connections between the
2 Resources application server and the database.

¥ Schedulers Requiremant: Use the Datasources (WebSphara(R) Applicstion Server va)

¥ Object pool managers console pages if your applications are based on the Enterprise JavaBeans(TM)

& IMS (EIB) 1.0 specification or the Java(TM] Servlet 2.2 specification.

= IDEC

Scope

= 1DBC providers
¥ Data sources

[celisiofss220127N0d=01Cell

¥ para sources (WehSphere Applid
Server Vd)

* Data source name
[Feues ps |

[# Resource Adapters
# INDI name

[idbe/feidevDs]

[ Asynchronous beans

[€ Cache instances
[ Mail
[EH URL

[# Resource Environment
¥ Security
# Environment

(4] System administration

[# Users and Groups
# Monitoring and Tuning

[# Troubleshoating -

13. Specify the data source name as ‘FCUBS Data source’.
14. Specify the JNDI name as ‘jdbc/fcjdevDS’.
15. Click ‘Next'.
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The following screen is displayed.

‘WebSphere Integrated Solu.. *

| " | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere. | Logout

—————| .| Cell=0fz3220137 Nod=01Call, Profile=AppSrv01 Close page
| View: All tasks

B welcome

Field help
| S A= Create 5 data source For field help information,
o s selact a field label or list

marker when the help

# Applications = cursor is displayed.

Specify a JDBC provider to support the datassurce. If you choose to create

& Services & new IJDBC provider, it will be created at the same scope as the
] Resaurces P L datasource. If you are selecting an existing JDBC provider, only those
provid providers at the current scope are available from the list.
= Schedulers
¥ Object pool managers
# IMS SEee 0 Create new JDBC provider
= JDBC

O e =ts @ Select an existing JDBC provider

¥ Data sources

Oracle JDBC Driver A

¥ para sources (WehSphere Applid == oot
Server Vd)

a Derby JDBC Provider

Oracle JDBC Driver (XA)

Ora DEC D
Previous Mext Cancel

[# Resource Adapters

[® Asynchronous beans

[ Cache instances

[ Mail

[H URL

[# Resource Environment
¥ Security
# Environment

(4] System administration

[# Users and Groups
# Monitoring and Tuning

[# Troubleshoating -

16. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next.
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The following screen will be displayed:

‘WebSphere Integrated Solu..

| €= | @ hitps://afss220137 in.oracle.com:9043/ibm/consale/secure/securelogon.do v & Q search

WebSphere.

Cell=ofss220137 Node0 1 Cell, Profile=AppSrvO 1l

Creata a data source -

| View: All tasks

welcams bl

Field halp
S ) s Create a data sourcs For field help information,
[#] Servers select 2 field Izbel or list

Step 1: Enter basic Enter database specific properties for the data source
[# Applications data source
information

marker when the help
cursor is displayed.

Se
s Sat these databasa-spacific propartias, which are raquirad by the database
=) Resources ; wvendor JDBC driver to suppert the connections that are managed through
cchedul pravider the datasource.
chedulers
Object posl managers Step 3: Enter
@ Ms database specific Name Value
properties for the pp—
dbcroracle ocii@10.10.10,10:1010:KER]
= oec data source e
JDBC providers = # Data store helper class nama
Data sources Step 4: Setup ‘ Oracle11g data store helpsr El
Data sources (WebSphere Applic security aliases
Server i) Use this data source in container managed persistence (CMP)

Step 5: Summary

[¥ Resource Adapters

[# Asynchronous beans
Previous | Next | cancel |

[#] Cache instances
[ Mail
[EH URL

[# Resource Envirenment
[# Security

[ Envirenment

[# System administration
[ Users and Groups
(¥ Monitoring and Tuning

[ Troubleshooting -

Ci—— .

17. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV?2
the instance name.

18. Select the data store helper class as ‘Oracle11g data store helper’.
19. Click ‘Next’. The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.

3-14 ORACLE



WebSphere.

‘ View: Al tasks - | Cell=0fs522007 SNode03Cell, Profile=FCIS121_ITR2 Close page

Help -
= welcome
Field help

For field help information,
select a field label or list
Setup security aliases marker when the help

cursor is displayed.

[* Guided Activities

[# Servers
[# Applications

[* Services Selact the suthentication values for this resource.

= Resources Component-managed authentication alias

= Schedulers ofss22007 5Node03/R2SMS -

e specifi

= Object pool managers the Mapping-configuration alias

[ Ims (none) b

= ipBC Step 4: Setup Container-managed suthentication slizs
= JDEC providers e ofss220075Node03/R2SMS ¥

Datz sources

Data sources (WebSphere Application Server
) Note: You can creste a new J2C authentication alias by accessing one of the following
links. Clicking on a link will cancel the wizard and your current wizard selections vill be
[#l Resource Adapters lost.
[# Asynchroncus beans
[# Cache instances

[ mail

i URL

[# Resource Environment

Global J2C authenticstion slias
S s

[# Security

[ Environment

[+ System administration
[#] Users and Groups

[# Menitoring and Tuning
[# Troubleshooting

[# Service intagration

# ubpt

20. Click ‘Next’.

The following screen is displayed.

v | | Q Search

| € ) @ htps//

WebSphere.

| View: Al tasks - S Summary
data source
" welcome information Summary of actions:
_— Field help
[l Guided Activities Step 2: Select JDBC Options Values For field help inform
rovider
& Servers = Scope cells iofss220137Nade01Cellinodes ofss220137 Nodel 1 sarversisarverl select a field label of
— o marker when the hal
3 Applications Step 3 Enter Datasawres | oo curor i= dieployed.
database specific —
[# Services

proparties for the

=] Resources data source INDI name jdbc/fojdevDs

" Schedulers Step 4: Set, Elon
h o e~ existing JDBC | Oracle JDBC Driver
O Sz gl memer = e
provider

[ IMS.

= JoBC
¥ 1DEC providers
¥ Data sources

Step 5: Summary Implementation

le.jdbe.| |.OracleConnectionPoolDataSol
dazs name. oracle.jdbc.pool.Oracl nnection al urce

URL jdbcroracle:oci:@10.10.10.10:1010:KERDEVZ

¥ Data sources [WebSphere Applicatior|
Server W4}

Data store
helper class com.ibm.websphere.rsadapter.Oracle1 1 gDataStoreHelper

[ Resource Adapters name

[ Asynchranous beans

Use this dats

[ Cache instances source in
) tainer
Mail cen b
=] managed e
& URL persistence

[# Resource Environment (cmp)

Componant-
managed
suthentication

[ Security

ofss220137Node01/FCUBS121_DEV
(] Environment =

alias
|+] System administration

Mapping-
configuration | (nene)
slias

[#] Users and Groups

[ Monitoring 2nd Tuning

Container-
managed

authentication
zlias

[#] Troubleshooting

[#] Service integration (none)

[¥ UDDI

Previous | Finish | Cancel |

L T —
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21. Click ‘Finish’.

The following screen is displayed.

WebSphere Integrated Solu.. *

_(-'_ﬂ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do "c||Q555r¢h | e 3 A 4 - =~ H | —

WebSphere.

Help | Logout

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

] »

Close page .
| View: All tasks

-
" welcome
Field he
Guided Activit
pET vities 5 Messages For field
lect
] Servers & Changes have been made to your local configuration. You can: == B =
marker
[# Applications B save directly to the master configuration. cursor is

[ Services

B Review changes before saving or discarding.

[= Resources

B schedulers & The server may need to be restarted for these changes to take effect,
¥ Object pool managers
TS Data sources View ad)
I IDBC scripting
B 108C providers L Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object action
- 3 supplies your application vith connections for accessing the database. Learn more about this task in = guided activity. A guided
Data sources " . N
activity provides a list of task steps and more general information about the topic.
B Data sources (WebSphere Applica
Server V4) ) Scope: Cell=ofss220137NodediCell, Node=ofss220127Node01, Server=serveri
[ Resource Adapters
y— 2 Scope specifies the level at which the resource definition is visible. For detailed information
Synehransus hesns on what scope is and how it works, see the scope settings help.
4] Cacheinstances
[ Mail | Node=ofss220137Nodel1, Server=serveri El
[ URL
¥ Resource Environment ¥ Preferences
& Security | Mew... | Delate || Tast connaction | Manage stats... |
[# Environment
(%] System zdministration
SEI&t‘NamE & |JND[ name |&npe B | Provider |DE|:r|'pt|'|:m 2 |C'atE;|:I’y &
[ Users and Groups
You can administer the following resources:
[# Menitering and Tuning . 5
ECUBS DS jdbe/fjdevDs1 Node=ofss220137Nodel1,Server=sarverl | Oracle New JDBC
[#] Troubleshooting i JDEC Datasource -

22. Click ‘Save’.
23. Following steps need to be followed only for Non-XA datasources

24. Click on the newly created Non-XA datasource, in our example “FCUBS DS”. The following
screen is displayed
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WebSphere.

| View: All tasks -

| Cell=cfss220239Node0 1Cell, Profile=FPCFL

" welcome

[# Guided Activities
[# Servers

[ Applications

[ Services

[ Resources

B schedulers
B Object pool managers
# IMS.
= JDBC
® IDBC providers
" Data sources

B Data sources (WebSphere Application
Server \ia)

[+ Resource Adapters
& Asynchronous beans
[#] Cache instances
[ Mail
# URL
[ Resource Environment
[ Security
[+ Environment
[#/ System administration
[+] Users and Groups
[+ Monitaring and Tuning
) Troubleshoating

[# Service integration

4 n (3

Data sources > Default Datasource

application with connections for accessing the database.

Configuration

&% &8 & & 4 & » - @ |

Help | Logout

Close page

Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The datasource object supplies your

Data sources

|

General Properties

+ Scope

|:e|\s:OF‘SSZZUZSENOdEUICEH:nodes:Df‘ssZZUZSBNOdEUL:sErver's:serverL

# Provider

[1oBC Provider

# Name

[Fcues ps

JNDI name

[idbe/fcidevps

Use this data source in container managed persistence (CMP)

Description

Datasource for the WebSphere Default Application

Category

" Connection pool

properties
Ll \Wabsphars)
pplication Serves

Related Items

©1mss - J2C
authentication
dats

Additional Properties

-

25. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”
is unchecked. Then click on the link “Webpshere Application Server data source properties”

on the right side.
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WebSphere Integrated Solu...

| € | @ hitps://10.184.133.191:9043/ibm/console/login.do?action=secure v @ || Q Search B ¥ & A4 - = - H|

Help

| Logout

WebSphere. [ |

Close page

Cell=ofs=220235Node01 Cell, Profile=FBCFL
| View: All tasks |
Dsta sources e M
welcome
: P Data sources > Default Datasource > WebSphere Application Server data source properties Field help
Guided Activities For field help infori
— Use this page to set WebSphera(R) Applicstion Server connection management-specific properties that affect = celoct & field label
— connection poal. rmarkar whan the h
Applications cursor is displayed
Cenfiguration
Services
2 Page help
=/ Resourcas . | Promerts More infarmstion &
eneral Properties -
Schedulers this page
Object posl managers Statement cachs size |
s [1o statzments 3
= JoeC
) Enable multithresded access detection
IDBC providers
e A Enable catsbase resuthentication
Data seurces (WebSphere &pplication  |=
s
S, Enable JMS one-phase optimization support
Resource Adapters
Asynchronous beans Log missing transaction contesxt
Cache instances
Mon-transactional dsta source
Mail
URL Error detection model
R Envi t .
=sourcs Envirenmen @ Use WebSphere Application Server exception chacking model
Sacurity @ Use webSphere Application Server exception mapping model
Enviranment
System administration Connection validation properties
e Validate new connections
Menitaring and Tuning
100
Troubleshasting -
Service integrarion il 3 il
‘ i b4 i 3

26. Select the checkbox “Non-transactional data source”.

27. Click Apply button and Click Save link.

@ Note the following

e You need to create another data source for Oracle FCUBS with the JNDI name ‘<Non-XA
FCUBS HOST JNDI name>_ASYNC’. For example, if the Oracle FCUBS HOST Non XA
data source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source
for FCUBS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e  While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI name ‘<Non-XA FCUBS BRANCH
JNDI name>_ASYNC'.

3.3.4 Testing Data Source

Follow the steps given below:
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1. Select the data source as shown in the figure.

v e ‘ | Q Search
WebSphere.
«| Cell=0fs52202359Node0 L Cell, Profile=FPCFL Close page .
| View: All tasks - =
o welcome 1d hel
Field help
Data sources
= RS For fizld help infc
@ Servers Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The celect a field labs
datasource object supplies your application vith connections for accessing the database. Learn mare about this arker when the
[ Applications task in a guided activity. A guided activity provides a list of task steps and more genaral information zbout the cursor i displays
topic.
[# Services apie page hel
= Scope: Cell=ofss220239Node01Cell, Node=ofss220239Node01 =ge help
[ Resources More information
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
B Object pool managers datailed information on what scope is and how it works, see the scope _
s settinas help. Command Assist
View sdministratf
JDBC oting
a | Node=ofss220238Node0t |Z| Scripiing commar
® IDBC providers action
[ ]
Dara sources _| @ ereferances
® Data sources (WebSphere Application |
Server V4) | mew... || Dalate || Test connaction || Manage state... |
[# Resource Adapters
[ Asynchronous beans
& C“Ihe"‘“a"‘:es 5elect| Name 2 ‘JNDI name 2 |Soupe 2 |Pruv|'de( 2 | Description & | Category 2
& Mai
You can administer the following resources:
E URL
& Resource Environment BranchDS jdbe/fdevDSBranch | Node=ofss220225Node01 | Oracle New JDEC
IDBC Datasource
= Driver (XA)
[ Environment
[+ System administration DSXA jdbe/fgdevDs_xA Node=ofss220239Node01 | Oracle Mew JDBC
& Usars and Graups EES EEEETE=
Driver (XA)
[ Monitering and Tuning
[#) Troubleshoating *‘
FEPATCHSTAGE | jdbe/ FPPATCHSTAGE | Node=ofss220239Node0l | NONXA DS | New JDBC
[ Service intagration i er— it
« i v « i v

2. Click ‘Test connection’ button.
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On successful creation, the following message is displayed.

v e ‘ | Q Search
WebSphere.. e | Logout
«| Cell=ofs5220235N0de0 1 Cell, Profila=FRCFL Close page .
| View: All tasks o, =
Dsta sources B
B welcome
e Field help
Gui Activiti
s uities £ Messages For field help infe
lect = field lab
2| S5 [ The test connection operation for data source BranchDS on server serverd at select a field labe
icati node ofss220239Node01 was successful markear whan the
¥ Applications B curser is displaye
Services
2 Page help
=) Resaurces Data sources More information =
B Schedulers Use this page to edit the settings of a datasource that is associsted vith your selected 1DBC provider. The this page
W Object pool managers datasource object supplies your =pplication with connactions for sccessing the datzbase. Learn more about this Cormmeand et
I task in 2 guided activity. A guided activity provides a list of task steps and mare general information about the Assl
topic. View sdministrati
= JoeC . o N » =cripting commar
Scope: Call=ofss220230Nodenicell, nde=ofss220230Noden1 :
¥ IDBC providers & Scope: Call=o ooe=ol action
n
= EER Sumes L Scope spacifies the level at which the resource definition is visible. For
Data sources (WebSphers Application | = detziled information on what scope is and how it works, see the scope
Server v4) )
settings help.
[+ Resource Adapters
 Asynchronaus beans [ Hode=ofss220238N0d=01 -]
[ Cache instances
e @ Preferences
[ URL | Mew... || Delete || Testconnaction || Manage state... |
& Resource Environment
[ Security
s Seleu:t| Name 3 ‘JI\IDI name 3 |Soupe & |Pruv|'det | Description {3 | Categery O
e e You can sdminister the folloving resources:
e LT XeorrE BranchDs jdbe/fcidevDSBranch | Node=ofss220235Noden1 | Oracle New IDBC
JpBC Datasource
[ Manitaring and Tuning Driver (XA)
[# Troubleshooting -
(3 Service integration - DSXA jdbc/fodevDs_XA Mode=ofss220229Node01 | Oracle New JDBC -
4 i K i 3
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3.3.5 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’.

he following screen is displayed.

WebSphere Integrated Solu... x

| € | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v & || Q search 3

WebSphere.

Cell=0fs5220137 Node01 Cell, Profile=AppSrvi 1 Close page

| View: All tasks

1DBC providers

¥ welcome

_ Field halp
% Guided Activities JDBC providers ) :
For field help information,
& Servers Use this page to edit properties of a JDBC provider. The JDBC provider object encapsulates the specific JDBC select = field label or list
driver implementation class for access to the specific vendor database of your environment. Learn mare about marker when the help
[® Applications this task in = guided activity. A guided activity provides = list of task steps and more general information about cursor is displayad.
the topic.
[# Services page hel
= Scope: Call=ofs5220137NodediCell age halp
(= Resources More information about
B Schedulers Scope specifies the level at which the rescurce definition is visible. For thiz page
. . b N
¥ Object pool managers detailed information on what scope is and how it works, see the scope Command nce
& IMS settings help. ! Assista
View administrative
1DBC i
= | Cell=ofss220137Node01Cell EI command for last

B JDBC providers
" Data sources

m
o
i
=]
5

[# Preferences

¥ Data scurces (WebSphers Applica
Server V4)

# Resource Adapters

[# Asynchronous beans

[ Cache instances

| 5e|ect| Name % Scope Description
& Mai

[ URL ton=

& Resource Environment Total 0
[# Security

[# Environment

[+ System administration
[ Users and Groups
[ Monitering and Tuning

[# Troubleshooting -

3. Select ‘Node’ from the drop-down list and click ‘New’ button.
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he following message is displayed.

WebSphere Integrated Solu... %

(- | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.de C||Q5&am" | ﬁ B ¥+ @ Pl @v |- . |

WebSphere. Help Logout

Cell=ofs220137 Node01Call, Profila=AppSrvi 1 Close page .

| View: All tasks

B welcome

e Field help
DI Creats a n=w JDBC Provider For field help information,
lect & field label or list
@ Servers Step 1: Create new Create new JDBC provider == = neld e or I
— o marker when the help

[# Applications LRty cursor is displayed.

— Set the basic configuration values of a JDBC provider, which encapsulates the
] Services St 2 Eis specific vendor JDBC driver implementstion classes that are required to sccess
o Resatreas database class path the database. The wizard fills in the name and the description fields, but you

information can type different valuas.

¥ Schedulers

B object pool managers Step 3: Summary Scope

[ IMS. ‘cel\s:afssZED 137Node01Cellinodes 0fss220137Nodel 1 iserversiserverl

= JoBC
B JDBC providers
" Data sources

+ Database type

Oracle

¥ Data scurces (WebSphers Applica
Server V4) # Provider type

| Oracle JDBC Driver E

# Resource Adapters

[# Asynchronous beans # Implementation type

[ Cache instances
& Mail
[ URL

XA data source

# Name
[oracle 1DBC Driver (xA)

[ Resource Environment
Description

[+ Security
Oracle JDBG Driver (xA)

[#l Envirenment

[+ System administration

[# Users and Groups

[# Monitaring and Tuning

[# Troubleshooting -
LI T — v

4. Specify the following detalils:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | XA data source

Name FCUBS Oracle JDBC Driver (XA)

Description FCUBS Oracle JDBC Driver (XA)
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WebSphere Integrated Solu... %

Click next, the following message is displayed.

| € ) @ https//ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do

TCHO\Sem’th

WebSphere.

‘ View: Al tasks |~

B welcoms
[#l Guided Activities
[ Servers

[ Applications

¥ Services Step 2: Enter
= Resources database class path
information
B schedulers
¥ Object pool managers
& Ims
[ JDBC

B 1DBC providers
¥ Dats sources

® Dats sources (WebSphere Applica
Server V4)

[# Resource Adaptars

[ Asynchronous beans

[ Cache instances

& Mail

[ URL

[ Resource Environment
[ Security

[# Environment

[# System administration
[#] Users and Groups
[ Manitoring and Tuning

[+ Troubleshoating =

_Previous | next | cancal |

Cell=0fs220137 Node01Cell, Profila=AppSrvO1

/home/db2inst1/sqllib/java on Linux(TM).

Entries are separated by using the ENTER key and must not contain path separstor characters (such s
. If & value is spacified for you, you may click Next to accapt the value.

art

Class path:

Set the class path for the JDBC driver class files, vhich WebSphera(R) Application Server uses to define
your JDBC provider. This wizard page displays a default list of jars and allows you to st the
environment varisbles that define the directory locations of the files. Use complete directory paths
when you type the JDBC driver file locations. For example: C:\SQLLIBYjava on Windows(R) or

(%B ¥ A 4 O = - B =

| Logout

Closa page

Field hely
For field

${ORACLE_IDBC_DRIVER_PATH}/cjdbe6.jar

Diractory location for "ojdbe6.jar’ which is saved as WebSphare variable

${ORACLE JDEC DRIVER PATH}

[m Files\IEM\WebSphere\AppServer\optionalLibrariesiOracle'jdbe|

5. Specify the location of ojbc6.jar and click next.

The following screen is displayed.

\ | @ https://,
€ P

WebSphere.

| View: All tasks

B welcome
|+ Guided Activities
[#] Servers

I+ Applications

[# Resource Adapters
[ Asynchronous beans

Summary of actions:

e e e . .

| Logout

Values

cells:ofss220137Nodel1Cell:nodes:ofss220137Nodell i servers i serverl

Oracle JDBC Driver (XA)

Oracle JDBC Driver (XA)

+{ORACLE_JDBC_DRIVER _PATH}/0jdbc6.jar

Ci\Oracle\applsarrathi\producti12.1.0\dbhome_1\jdbc\lib\ojdbes.jar

[ Services
Bt
=) Resources ptions
B Scheculers Scope
™ Object pool managers =¥ Step 3: Summary JDBC provider name
& IMS. Description
Cleles Class path
¥ IDBC providers =
O e gomeess ${ORACLE_JDBC_DRIVER_PATH}
¥ Data sources (WebSphers Applica| Implementation class name
Server \V4)

oracle.jdbec.xa.client.OracleXADataSource

4] Cacheinstances

[ Mail

B URL

[ Resource Environment
[# Security

[¥) Environment

[+ System administratien
[#] Users and Groups

[ Manitoring 2nd Tuning

[#] Troubleshooting 2

6. Click ‘Finish’.
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he following screen is displayed.

WebSphere Integrated Solu... %

| é a https://ofss220137.in.oracle.com:9043/ibm/consele/secure/securelogon.de A | ﬁ E ; ‘ﬁ‘ 4 @ > |~ . | =
WebSphere. Help | Logout
Cell=0fss220137 Node01Cell, Profile=AppSrv01 Close page .
| View: All tasks
1DBC providers ? elp E
Welcome
- — Field help
[ (S AL B Messages For field help information,
(6 Servers & Changes have been made to your local configuration. You can: select 2 field labe] or list
marker when the help
[# &pplications B Save directly to the master configuration. cursor is displayed.
[#] Services B Review changes before saving or discarding.

Page help
=) Resources More information about

Schedulers 5 The server may need to be restarted for these changes to take effact. this page

Object pool managers Command Assistance

ERL IDBC providers View sdministrative 3
= IDBC scripting command for last
e s 2 Use this page to edit properties of 5 JDBC provider. The JDBC provider object encapsulates the specific JDBC action
o driver implementation class for access to the specific vendor database of your environment. Learn more about
B SIlllE=s this task in = quided activity. A guided activity provides a list of task steps and more generzl information
Data sources (WebSphers Spplica about the topic.
Server V)
| (eI r S = Scope: Cell=ofss220137NodediCell, Node=ofss220127Nodel1, Server=serverl
A h [
[ Asynchranous baans Scope spacifies the laval at which the resource definition is visible. For
[ Cacheinstances detailed information on what scope is and how it works, see the scope
[+ Mail settings help.
[ URL
) | Node=ofss220137Nodel1, Server=serveri El
[ Resource Environment
[# Security # Preferences
[l Environment
[+ System administration
[# Users and Groups
SEI&t‘ Name & |5m & | Description
[# Monitoring and Tuning e e FE Y iption =
You can administer the following resources:
|2 T T e -
« v ‘ Derby JDBC Provider | Node=ofss220137Node01,Servar=serverl | Derby embedded non-XA -
—

7. Click ‘Save’.

3.3.6 Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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he following screen is displayed.

(€)@ s ~ ][R seam 4B S A 4G e @

WebSphere. Help |

Logout

Cell=ofs220137 Node01Call, Profila=AppSrvi 1 Close page
| View: All tasks

Data sources

B welcome

Field help
— Data sources
o ) S For field help information,
& Servers Use this page to edit the settings of a datasource that is associated vith your selected JDBC pravider. The select a field label or list
datasource object supplies your application vith connections for accessing the database. Learn more sbout this marker when the help
[# Applications task in = quided sctivity. A guided activity provides a list of task steps and mors genaral information about the cursor is displayed.
t .
[# Services P hel,
= Scope: Call=ofss220137Node01Cell Page help
[=| Resources More information about
¥ Schedulers Scope specifies the level at which the resource definition is visible. Far this page
O g morETs detailed information on what scope is and how it works, see the scope Command Assistance
= settings halo. Assista
g1oec [ celi=ofzz220127N0de01Cell |
B JDBC providers H

¥ Data sources & Preferences
¥ Data scurces (WebSphers Applica
Sarver v4) | Wew... || Delete || Test connection | Manage state... |

# Resource Adapters

[# Asynchronous beans

[ Cache instances

j Seleu:t‘l\lame & |JNDI name O |Scnpe S |Pﬂ:w|'der & Description & | Category O
s
[* Resource Environment Total 0
[#] Security

[#l Envirenment

[+ System administration
[ Users and Groups
[ Monitoring and Tuning

[# Troubleshooting -

3. Select ‘Node’ from the dropdown list and click ‘New’ button.
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The following screen is displayed.

| € ) @ htps//

WebSphere.

Cell=ofss220137 Node01 Call, P A Close page

| View: All tasks

data
¥ welcome
Field help

[#] Guided Activities Create a data source For field help information,

Se " . - select = field label or list

@ Servers =» Step 1: Enter basic Enter basic data source information
— r marker when the help

[# Applications CEDETTED cursor is displayed.

— information Set the basic configuration values of a datasource for association with your
7| E2miEE JDBC provider, A datasource supplies the physical connections betwesn the
= Resourcas Step 2: Select JDBC application server and the datzbase.

provider

¥ Schedulers Requirement: Use the Datasources (WebSphere(R) Applicstion Server V4)

= Object poel managers Step 3: Enter console pages if your applications sre based on the Enterprise JavaBeans(TM)

HIMS database specific (EJB) 1.0 specification or the Java(TM] Servlet 2.2 specification.

properties for the

&108C data source Scope

B JDBC providers
" Data sources

[cellsiofss220137N0de01Cellinodes ofss220137 Noden 1 iserversiserverl |

security aliases

¥ Data scurces [WebSphers Applicatien

# Data source name
Server V4)

Stap 5: Summary |FCU55 Ds |

# Resource Adapters
+ JNDI name

[idbesfaschadulerns |

[# Asynchronous beans

[ Cache instances
& Mail
 URL Next | Cancel

[ Resource Environment

[#] Security
[# Environment

[+ System administration

[# Users and Groups
[# Monitering and Tuning

[ Troubleshooting -
« 0 » “ mn 3

4. Specify the following details:

Data source name FCUBS Scheduler Data source

JNDI Name jdbc/fcjSchedulerDS
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Iick next, the following screen is displayed.

WebSphere Integrated Solu... %

(- @ hitps://ofss220137.in.oracle.com:8043/ibm/ console/secure/securelogon.do c||q5earch | B +$ & 4 - = - H | =

WebSphere. Help | Logout

Cell=ofss220137 NodeD1Cell, Profile=AppSrvd1

Closs pags

| View: All tasks

ce
B welcome

e Field help
[#] Guided Activities Create a data source For field help information
Servers - _ select a field label or list
= Step 1: Enter basic Select JDBC provider marker when the help
[ Applications data source curzor is displayed.
— information Specify a JDBC provider to support the datasource. If you choose to create
(2| ST s new JOBC provider, it vill be crested st the same scope s the
S Resources Step 2: Select JDBC datasource. If you are selecting an existing JDEC provider, only those
provider providars st the current scope are available from the list.
¥ Schedulers
B object pool managers Step 3: Enter
& IMS database specific @ Create new IDBC provider
properties for the
= JoBC

data source

B 1DBC providers ©  Select an existing JDBC provider

. Stap 4: Set
Data sources Step -“I‘_ e Qracle JDBC Driver (xa) | v |
B Data sources [WebSphere Application szETy slize=s

Server V4)

Step 5: Summary

# Resource Adapters

[# Asynchronous beans
X Previous | Next \ Cancel \

¥ Cacheinstances

& Mail

[ URL

[ Resource Environment

[# Security
[# Environment

[+ System administration

[# Users and Groups
[# Monitaring and Tuning

[# Troubleshooting -
4 nr (3

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)’ from the drop-down list and click next.
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The following screen is displayed.

‘WebSphere Integrated Solu..

| €= | @ hitps://afss220137 in.oracle.com:9043/ibm/consale/secure/securelogon.do v & Q search

WebSphere.

Cell=ofss220137 Node0 1 Cell, Profile=AppSrvO 1l

Creata a data source -

| View: All tasks

B welcome

Field halp
£ SRR A Create a data sourcs For field halp information,
[+] Servers - = - select = field label or list
Step 1: Enter basic Enter specific for the data source
o marker when the help
) Applcations S cursor is displayed.
Se
& Services Sat these database-specific proparties, which are raquired by tha database
=l Resources o vender JDBC driver to support the connections that are managed through
pravider the datasource.
B schedulers
B Object pool managers Step 3: Enter
& Ms database specific Name Value
properties for the + URL - — - -
= JDBC S — [idbeioraclerocii@10.10.10.1011010KER
B JpBEC providers = # Data stora halper class name
¥ Data sourcas FE 2E IR ‘ Oracleiig data store helper |Z|
¥ Data sources (WebSphere Applic security aliases
Serverva) Use this data source in container managed persistence (CMP)

Step 5: Summary

[¥ Resource Adapters

[# Asynchronous beans
Previous | Nesct | Cancel |

[#] Cache instances

[ Mail

[EH URL

[# Resource Envirenment

[# Security
[ Envirenment

[# System administration

[# Users and Groups
[# Monitaring and Tuning

[ Troubleshooting -

Ci—— .

6. Specify the URL of the Database

Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle: thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV?2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next'.

The following screen is displayed.
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Select user alias from Authentication alias for XA Recovery, Component-managed authentication
alias and Container-managed authentication alias dropdown.

WebSphere.

View: Al tasks -

welcome

Guided Activitizs

Servers

Applications
Services

[= Resources
Schedulers
Object pool managers
[ Jms
= pBC
JDBC providers
Data sources
Dats sources (WebSphers Application Server
wa)
Resource Adapters
Asynchronous beans
Cache instances
Mail
URL

Resource Environment

(= Security
Global security
Security domains
‘Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

Environment

System administration

Users and Groups

Monitoring and Tuning

Troubleshosting

Service integration

ubDI

9. Click ‘Next'.

Cell=ofs522007 SNode03Cell, Profile=FCIS121_ITR2

Create a data source

Creste a data source

Close page

H M

Field help
For field help information,

Step 1: Enter basic
data source

Setup security aliases

Select the authentication values for this resource.

Authentication alias for XA recovery
ofss22007 SHode03/R2Z5MS -

Component-managed authentication alias
ofss22007 SHode03/R2Z5MS. -

Step 3: Enter
database specific
properties for the
data source

Step 4: Setup Mapping-configuration alias
security aliases (none) -

Container-managed authentication alias
ofss220075Node03/R2SMS -

lost.

Global 12C suthentication alias

Security domains

Pravious

Mote: You can create @ new J2C zuthentication alias by sccessing one of the following
links. Clicking on a link will cancel the wizard and your current wizard selections will be

selact = field label or list
marker when the help
cursor is displayed.
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The following screen is displayed.

| € | @ hitps:// v c | | Q Search
WebSphere. Help | Logout
- : -
| View: All tasks +* =
B welcome d el
Field help
& Guided Activities Create a data source ] _
For field help i
[® Servers S Summary select a field Iz
— data source marker when t
[# Applications information Summary of actions: cursor is displs
[# Services
Step 2: Select IDBC el L0 Values
Resources rovider
=) = Scope cellsiofss220137Node01Cellinodes: ofss220137Node01 iserversiservearl
¥ Schedulers iz T Es
. B = Data source L
¥ Object pool managers e . FCUBS DS =
[ IMS. properties for the
EimER data source INDI name jdbe/fejSchedulerDs1
" Jpec providers E Step 4: Setup Select an
B Data sources o exlst::g JDBC | Oracle JDBC Driver (XA)
¥ Data sources (WebSphere Application provicer
Server V4) r :
E ey e eS| ot oo e e FE SRS
[# Resource Adapters class name
& Asynchronous bezns URL jdbciorade:oci:@10.10.10.10:1010: KERDEV2.
¥ Cacheinstances P,
[# Mail helper class com.ibm.websphere.rsadapter.Oraclel1gDataStoreHelper
[# URL name
[ Resource Environment Use this data
soures in
] Security container
= true
[# Environment eEnEs
persistence
[+ System administration (cmMP)
[# Users and Groups Authentication
- alias for XA ofss220137Node01/FCUBS121_DEV
[# Monitaring and Tuning -
recovery
[# Troubleshaoting - — -
] 0

‘WebSphere Integrated Solu... *

\ " | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do v | ‘ Q Search

WebSphere.

& | Cell=ofs5220137 Node01iCell, Profile=AppSrv0l

Cloze page .
| View: All tasks - =

Data sources ?
B welcome

[# Guided Activities

= Messages

[ Servers & Changes have been made to your local configuration. You can:
[# Applications B Save directly to the master configuration.
[# Services B Review changes before saving or discarding.

[= Resources

B cchadulers M The server may need to be restarted for these changes to take effect.
B Object pool managers
IMS. E
= g Data sources
BIDBC
B 1DBC providers Use this page to edit the settings of a dstasource that is associsted vith your selected JDBC provider. The datasource object supplies

your application with connections for accessing the database. Learn maore about this task in 2 guided activity. A guided activity

[ ]
PEE Sxll==s provides = list of task staps and more general information about the topic.

¥ Data sources (WebSphere Application
Server V4] Iz Scope: Cell=ofss220137Node01Cell, Node=ofss220137Nodeld1, Server=serverl

[# Resource Adapters
Scope specifies the level at which the resource definition is visible. For detailed information

A h b
(& Asynchronous beans on what scope is and how it works, ses the scope settings help.

[ Cache instances

& Mail [ Hode=of=s220137Nad=01, Server=servert x|
F URL
[# Reseurce Environment [ Preferences
| Sz b | new.. || Delete || Test connection || Manage state... |

[ Envirenment

|+ System administration

Select‘Name & ‘JNDI nama ‘Soupe E] ‘ Provider |ng'ption E] |Cabagury b
[¥) Users and Groups
= *You can administer the following resources: =2
Ll m » 1 m 3

11. Click ‘Save’.
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3.3.7 Testing Data Source

Follow the steps given below:

1. Select data source as given below.

‘WebSphere Integrated Solu.. *x

\f/ 2 & hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

WebSphere. Help | Logout
~ ~
View: All tasks -
| == M | Node=ofss220137Node01, Server=sarverl |Z|
B welcome
[# Preferances F
[# Guided Activities i
e | hew.. || Delete || Test connection || Manage state... | .
"
[# Applications o
[ Services Select‘Name 2 ‘JNDI name o |Sche & Provider 2 | Description 7 | Category 2 P
5 Resources You can administer the folloving resources: L4
L] t
sd=iifas FLEXTEST.WORLD | FLEXTEST.WORLD | Hode=ofss220137Node0l,Server=serverl | Oracle New JDBC
B Object pool managers IDEC e c
M IMs = Drivar v
= I0BC =
® JDBC providers POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01,Server=sarverl | Oracle New JDEC El
¥ Data sources JDBC Datasource
¥ Data seurces (WebSphere Application Driver (XA)
Server v4)
[# Resource Adapters
@ Asynchronous beans foSchedulerDs jdbe/fgSchedulerDs | Node=ofss220137Node01,Server=sarvarl | Oracle New JDBC E
JDBC Datasource
[+ Cache instances i (xa)
river
[ Mail
& URL
[ Resource Environment feidevDS jdbe/foidevDS Node=ofss220137Nodel1,Server=serverl | Oracle Nev JDBC
e IDBEC Datasource
] Security Driver (XA)
[# Envirenment
[+ System administration
Total 4
[# Users and Groups 1 oy
« [ » « n v
—_—
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(TB 3 & 4 @ = - H =

WebSphere. Help | Logout

Cell=ofss220137 Node01Cell, Profile=AppSrv01 Close page .
| View: All tasks -
welcome

Guided Activities =l Messages

Servers [} The test connection operation for data source fgSchedulerDS on server server1 at node

ofss220137Node01 was successful.

Applications

Services

= Resources Data sources > fejSchedulerDS

Use this page to edit the settings of a datascurce that is sssociated with your selected JDBC provider. The datasource object supplies your
application with connections for accessing the database.
= IDBC

Configuration
JDBC providers

Data sources (WebSphers Application
5

Schedulers
Object pool managers
mMs

m

Server 4]
Resource Adapters General Properties Additi Properties
Asynchronous beans # Scope

) Connection pool
Cache instances
||:E||§:DF55220LB?NodED1CE||:nodEs:oFssZZDlE?NodEUL:servers:sarverl properties
Mail
4B d WebSphere
B rovider Application Server
Resource Environment |Ora:\e JDBC Driver (XA) data source
; ! properties
Security # Name
= Custom
Environment [Feischedulerps | properties
System administration INDI name
jdbc/fjSchedulerDs
¥ Users and Groups idoe/faschaduler ‘
i — Related Items o
« I ¥ L I v

3.4 Creating JMS Resources

3.4.1 Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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The following screen is displayed:

WebSphere Integrated Solution... %

'WebSphere :Integt:‘
Solutions Console

User ID:

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, tl;a IBM logo, ibm.com and WebSphere are trademarks or
i d | of i | i his Corp., regi: i in

many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at C ht and k inf

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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Navigate to Websphere home page.

WebSphere Integrated Solu...

[ € | @ hitps://10.184.133191:9043/ibm/console/login.do?action=secure v @ | Q Search &t B & & 4 & = - @ |
WebSphere.. Help Logout
Welcome
| View: All tasks -
welcoma r= B About this Integrate ions Consola
B welcome
[# Guided Activities
Integrated Salutions Consale provides a common administrative console for ;’Lﬁfjf:’:ﬂdbz‘:l“t:::g;iﬂle' 5:5.5.0 fu
 Servers multiple products. The tabls lists the product suites that can be administerad ol b HI
[ Applications through this installation. Select a product suite to view more information. '
& Servi LICENSED MATERIALS PROPERTY OF
rvices i
% Resources STLD AT Version 5724-108, 5724-163,
= WebSphere Application Server 8.5.5.0 5724-H88,5724-H83, 5655-W6E5 (C) 7

Copyright International Business
% Environment

(% System administration
(¥ Users and Groups

[+ Monitoring and Tuning
4 Troubleshaoting

[# Service integration

% UDDI
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5. Expand ‘Resources’ and select ‘JMS’. Click ‘Queue Connection Factories. ‘The following
screen is displayed.

T ——— N (e |

&8 & & 4 & = - @

WebSphere..

Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL

Close page
| View: All tasks

Queus connaction factories
B welcome

" - Field help
@ =) AT Queue connection factories ) )
For field help information,
e & queus connection factory is used to create connections to the associsted M3 provider of the TMS queus celoct a field label or list
destinations, for point-to-point messaging. markeer whan the halp
Applications .
& Appl = Scope: Cell=ofss220229Noden1Cell cursor is displayed.
[ Services
- . S Page help
— Scope specifias the lavel at which the rasource definition is visible. For ! _
= detailed information on what scope is and how it works, see the scope More information sbout
B schedulers settings help.
B Object posl managers
B [ celi=atezaz0238M0gz201Call [-]

B 3MS providers

Connection factories E Preferences

Lteu |

Queue connection factories

[ ]
[ ]
® Topic connection factaries
[ ]
[ ]

Queues
Topics
¥ Activation specifications 5E|act| Name JNDI name £ Provider Description {3 Scope
[# JDBC None
[ Resource Adapters
" Total 0

[ Asynchronous beans

[ Cache instances
& Mail
[# URL

[ Resource Environment

[# Security

[+ Environment
(% System administration
(¥ Users and Groups

[ Monitoring and Tuning i
I

6. Select ‘Node’ from the drop down list and click ‘New’ button.

3-35 ORACLE



he following screen is displayed.

_C'HQSearrh |ﬁ B ¥+ & A - = - .|

WebSphere. o | Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page

| View: All tasks

Queue connaction factories
B welcome

& Guided Activities Queue connection factories > Select JMS resource provider Field help
For field help information,
] Sanvars Scope cellsiofss220239Nod=01Cell select a field label or list

marker when the help

& Applications cursor is displayed.
s Select the provider with which to create the Queue connection factory. The fallowing providers suppart
the selected rescurce type and are svailable st the selected scops. Page help

= Resaurcas More information about

¥ schedulers this page
@ Default messaging provider

B Object pool managers
= IMS.
B 3MS providers

Connection factories

Queue connection facteries

@ webSphere MQ messaging provider

[ ]
[ ]
B Topic connection factories
B Queues
B Topics

B Activation specifications
@ JDBC
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
= Mail
E URL

[ Resource Environment

[+ S=curity

[# Environment

(4] System administration
(¥ Users and Groups

% Monitoring and Tuning i
L] I 3

7. Select ‘Websphere MQ messaging provider’ and click ‘OK’.
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he following screen is displayed.

WebSphere Integrated Solu...

\ (- | @ https://10.184133.191:9043/ibm/console/login.dofaction=secure

_cHOsSearrh

WebSphere..

| View: All tasks - =

B welcome
[# Guided Activities

[#] Servers Step 1: Configure

[ Applications basic attributes
[ Services
=) Resources
B schedulers
B Object pool managers
mMs.
= Summary
B 3MS providers

Cennection factories

Queue connection facteries

[ ]
[ ]
B Topic connection factories
B Queues
B Topics

B Activation specifications
@ JDBC
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
= Mail
E URL

[ Resource Environment

[+ S=curity

[# Environment

(4] System administration
(¥ Users and Groups

% Monitoring and Tuning i
L] I 3

4| CreateWMQIMSResource.displayName

Help | Logout

Ip

Field help

For field help information,
selact a field label or list
marker when the help

Canfigure the basic attributes to use for the new WebSphere MQ
cursor is displayed.

messaging provider resource

# JMNDI name
[NotifyDestQCF
Description

NotifyDestQCH

8. Specify the following details:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

ORACLE
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9. Click ‘Next’. The following screen is displayed.

WebSphere..

Help | Logout

Close page
| View: All tasks v 3

B welcome

Help 3
[# Guided Activities
Field help

Ser
2| S5 ep 1 For field help infarmation,
) Anplications basic attributes selact a field label or list
s Decide what information to enter to determine how to connect to marker when the help

Step 2: Select WebSohere MO cursor is displayed.

== P —

B schedulers

¥ Object posl managers @ Enter all the required information into this wizard

= IMS.

Summary @  Use a client channal definition table

B 3MS providers

Cennection factories

Queue connection factories

Previous

Queues

[ ]
[ ]
® Topic connection factaries
[ ]
[ ]

Topics

Activation specifications
# JDBC

[# Resource Adapters

& Asynchronous beans

[ Cache instances

F Mail

[# URL

[ Resource Environment

[# Security

[+ Environment
(% System administration
(¥ Users and Groups

[ Monitoring and Tuning i

10. Set the options as shown in the figure. Click ‘Next'.

3-38 ORACLE



11. The following screen is displayed.

WebSphere Integrated Solu..

WebSphere. Help | Logout

Close page
| View: All tasks - =

L}
Field help

For field help information,
select a field label or list

4] Guided Activities
[+ Servers

[ Applications

[ Services Enter details about the queue manager or queua sharing group that marker when the help
you wish to connect to. cursor is displayad.
I Resourcas
Queue manager or queue sharing group name
B Schedulers Step 2.1 Supply [P
¥ Object pool managers gueue manager
= mMs details
B JMS providers

Cennection factories

Queue connection facteries

[ ]
[ ]
B Topic connection factories
¥ Queues

[ ]

Topics

Activation specifications

# JDBC

Cancel

[# Resource Adapters

[# Asynchronous beans
[ Cache instances

& Mail

& URL

[ Resource Environment

[# Security

[+] Environment

#| System administration

[# Users and Groups

[+] Monitoring and Tuning =

4 nr (3
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12. Specify the queue manager name ‘QM_DDHP0520’. Click ‘Next'.

S

"C'HO\Searrh

WebSphere.

| View: All tasks

" welcome
4] Guided Activities
[+ Servers

[ Applications

[+ Services

(= Resources

¥ Schedulers

¥ Object pool managers
= IMs

IMS providers

Cennection factories
Queue connection facteries

Queues

[ ]
[ ]
B Topic connection factories
[ ]
 Topics

Activation specifications
= IDBC

[# Resource Adapters

[# Asynchronous beans

[# Cache instances

= Mmail

[ URL

[ Resource Environment

[# Security

[+] Environment
#| System administration

[# Users and Groups

4 nr (3

[+] Manitoring and Tuning =

playName

Custom

Customn WebSphere MQ connection

- @i -  Enter connection details
basic attributes

e Enter the datsils required to establish a connection to the queue
ele

Step
manzager ar queus sharing group

connaction method

Transport

i Bindings, then dient
Supmiy Fwers

manager details

@  Enter host and port information in the form of separate hostname
PP and port values
connection + Hostname

details 1101010

Step 3: Test Port
connaction [1010

Step 4: Summary ) Enter host =nd port information in the form of a connaction name
list

Connection name list

Server connaction channel
|SYSTEM.DEF. SVRCONN

Previous | Next | cancel |

Help | Logout

Close page

Field help

For field help information,
select a field label or list
marker when the help
cursor is displayad.

13. Specify the following details:

Host Name

10.10.10.10 (Host where Websphere MQ is installed)

Port

1010 (Web sphere MQ port)

Server Connection Channel

SYSTEM.DEF.SVRCONN
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14. Click ‘OK’. The following screen is displayed.

WebSphere Integrated Solu..

WebSphere. Help | Logout

| CreateWMQIMSResource.displayNama Close page
| View: Al tasks - =

o welcome

4] Guided Activities

Field help
iz Sevems snfigura For fiald halp information,
) applications basic attributes select a field label or list
B e To test establishing = connection using the information provided salact ma’ke’_ "‘"‘_E“ the help
the "Test Connection” button. It may take several seconds to perform curser is displayad.
= Resources this test. If you wish to skip this test. select the "Next" button.
B Schedulers

" : Test connection
¥ Object pool managers
a

=IMs
IMS providers

Cennection factories

Queue connection facteries

[ ]
[ ]
B Topic connection factories
¥ Queues

[ ]

Topics

Activation specifications
= IDBC

[# Resource Adapters

[# Asynchronous beans

[# Cache instances

EJCT
[ URL

[ Resource Environment

[# Security

[+] Environment
#| System administration
[# Users and Groups

[+] Manitoring and Tuning =
L] 1 +

15. Click ‘Test Connection’ button.

The following screen is displayed:

Test connection result

Test conne n result

Test connection result

Result of testing the connection

4 connection was successfully made
to WebSphere MQ.
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16. C|ICk ‘Next’. The following screen is displayed with a message in the summary field.

WebSphere.

Help | Logout

| CreateWMQIMSResource.displayNama Close page
| View: Al tasks - =

o welcome

4] Guided Activities

[ Servers snfigure
& Applications basic attributes
4 Services Summary
= Resources Creating a resource of type Queue connection factory- Name "NotifyDestQCF"

B Schedulers - JNDI name "NotifyDestQCF"

- Queus manager or queue sharing group name "QM_DDHP0520"
¥ Object pool managers - Sarver type "QMGR"
= ImMs - Hostname "10.10.10.10"
[ ]

IMS providers - Port "1010"

Connection factories - Channel name "SYSTEM.DEF.SVRCONN"

Queue connection facteries

[ ]
[ ]
B Topic connection factories
¥ Queues

[ ]

Topics

Test
nnection result

Activation specifications
= IDBC
e —¥ Step 4: Summary

[# Asynchronous beans
[ Cache instances

& Mail

& URL

[ Resource Environment

[# Security

[+] Environment
#| System administration
[# Users and Groups

[+] Manitoring and Tuning =
L] 1 + < m

17. Click ‘Finish’.
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3.4.2

The following screen is displayed.

WebSphere Integrated Solu...
u @ https//10.184.133.191:9043/ibm/ console/legin.do?action=secure v @ || Q Search
P g
WebSphere.. Help | Logout
| Cell=0fss220233Node01Cell, Profile=FBCFL Close page .
| View: Al tasks -
Queue connection factories
welcome
= Field help
Guil Activiti
s uities [ Messages For field help information
lect a field label list
) Sarvers 8\ Changss heve besn made to your local configuration. You can: seiect 8 fielc @b o s
marker when the help
[ Applications B Save directly to the master configuration. cursor is displayed.
[#| Services B Roview changes before saving or discarding. Page help
=] Resources More information about
Schedulers & The server may need to be restarted for these changes to take effect. this page
Object poel managers Command Assistance
EIIS Queue connection factories View administrative
IMS providers scripting command for laz
Connection factories A queue connection factory is used to create connections to the associsted IJMS provider of the JMS queus Sction
e £ destinations, for point-to-point messaging. =
Topic connection factories = Scope: Cell=ofss220239Node01Cell
Queues
Topics Scope specifies the level at which the resource definition is visible. For
ACtieation specinEations datziled informztion on what scopa is and how it works, saa the scope
settings help.
® JDBC
¥ Resource Adaprers | Cell=0fs5220235Node01Cell |Z|
[# Asynchronous beans
[ Cache instances # Preferences
il [ new |
E URL
[ Resource Environment
[+] Security Select| Name 3 INDI name 3 Provider 2 Description Scope
[# Environment You can administer the following resources:
[#] System administration lotifyDestQCF | NotifyDestQCF | WebSphere NotifyDestQCF | Cell=0fss220235Nod=01Cell
M
[ Users and Groups Q
messaging
% Monitoring and Tuning i provider -
L] I 3 Ll n r

18. Click ‘Save’.

19. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”

20. Make sure that the checkbox “Support two phase commit protocol” is un-checked when
creating FCM_QCF as JNDI name.

Creating Queues

Follow the steps given below:
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1. Expand ‘Resources > JMS’ and click Queues.

\ (' @ https//10184.133.191:9043/ibm/ console/login.do?action=secure

WebSphere.

Cell=ofss220229Noede0 1 Cell, Profile=FPCFL

Close page

| View: All tasks

[

" welcome
Queues Field help
For field help informstion,
select 2 field label or list
[ Scope: Cell=ofss220239Node01Cell marker “E?"Ith:'e'l?
cursor is displayed.

4] Guided Activities

5 Servers A JMS queue is used as a destination for point-to-point messaging.

[ Applications

[# Services Scope specifies the level at which the resource definition is visible. For Page help
detsiled information on what scope is and how it works, see the scope
=/ Resources settings hel Mere information about
q . -

B Schedulers this page

" Object pool managers [ celi=ofss220235Naden1Cel -]

= IMS

B IMS providers # Preferences

Cennection factories

Ltew |

Queue connection facteries

[ ]
[ ]
B Topic connection factories
[ ]
[ ]

Queuss
Topics 5elect| Mame % INDI name % Provider Description Scope
B Activation specifications
None
= IDBC
Total 0

[# Resource Adapters

[# Asynchronous beans
[ Cache instances

& Mail

& URL

[ Resource Environment

[# Security

[+] Environment
#| System administration
[# Users and Groups

[+] Manitoring and Tuning =
L] 1 + < m

2. Select ‘Node’ from the drop down list. Click ‘New’.
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he following screen is displayed:

_C'HQSearrh |ﬁ B ¥+ & A - = - .|

WebSphere. e |

Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page

| View: All tasks

Quaues

B welcome

& Guided Activities Queues > Select IMS resource provider Field help
For field help information,
] Sanvars Scope cellsiofss220239Nod=01Cell select a field label or list

marker when the help
& Applications cursor is displayed.
s Select the provider with which to create the Queue. The folloving providers support the selacted

rescurce type and are available st the selected scope. Page help

= Resaurcas More information about

¥ schedulers this page
@ Default messaging provider

B Object pool managers
= IMS.
B 3MS providers

Connection factories

Queue connection facteries

@ webSphere MQ messaging provider

[ ]
[ ]
® Topic connection factories
B Queues
[ ]

Topics
B Activation specifications

® JDBC

[# Resource Adapters

[# Asynchronous beans

[ Cache instances

& Mail

E URL

[ Resource Environment

[+ S=curity

[# Environment

(4] System administration
(¥ Users and Groups

[E Manitarinn and Tuninn -

javasc HideFilter() 3
—

3. Select ‘Websphere MQ messaging provider’. Click ‘OK’.
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The following screen is displayed.

WebSphere Integrated Solu...

| (- | @ https;//10.184.133.191:9043/ibm/ console/login.do?action=secure v ‘ | Q Search | ﬁ E 4+ H @' - . | =
WebSphere.. Help | Logout
- -
| View: All tasks - = General Properties The adc
will not
B welcome Administration tha gen
this iter
¥ Guided Activities Scope caved.
# Servers [call=ofss2z0233N0d=01Call | Additia

[ Applications Provider o

[ Services [WebSphers MQ messaging provider |
(| Reseurces + Name :
¥ Schedulers [noTIFY_quEUE |
B Object pool managers
= Ims. # JNDI name u
B 3MS providers |NDTIFY—QUEUE

B cennection factories Description

NOTIFY_QUEUE

m

¥ Queue connection facteries
B Topic connection factories
B Queues

B Topics

B Activation specifications

& JDBE

[# Resource Adapters

Asynch b
g Csy:c .rnr;nus eans WebSphere MQ Queue
ache instances

S + Queue name
[noTIFr_queue] |

E URL
[ Resource Environment Queus manager or Queue sharing group name
[am_poHPoszo |
[ S=curity

[# Environment

4 Systam administration [“Apoly | [ OK | [ Reset || Cancel |

[# Users and Groups

% Monitoring and Tuning i
L] I 3 Ll n

Specify the following details:

Name NOTIFY_QUEUE

JNDI Name NOTIFY_QUEUE

Description NOTIFY_QUEUE

Queue Name NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Manager or Queue QM_DDHPO0520
sharing group name

4. Click ‘Apply’.
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The following screen is displayed

Integrated Solutions Console

Windows Internet Explorer

i~ [E Hlex com: doPaction=secure | contficate Errar | 42| X (2]
Bl Edt vew Favortes Took Hep
b9l 6 McAfee ©

‘ (@ 1nteqrated Solutions Conscle

i Favores | 3l ] suguested Sites = 8] Fres Hotmal )] Wb Sice Gallery =

- B 0 o - Pager Safetyr Toos @

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

welcome
Guided Activities
Servers
Applications
B services
Bl Resources
Schedulers
Object pool managers
Bims
JMS providers
Connection factories
Queus connection factories
Tepic connection factories
Queuss
Topics
Activation specifications
CBC

esource Adapters
synchrancus beans
ache instances

vail

URL

=source Environmant
B s=curity

Environmant

System sdministration
Bl Users 2nc Groups
Monitoring and Tuning
Troubleshooting

Servics integration

ubot

Done

Help

Bl Messages

& Changes have been made to your local configuration. You cani

« Save dirsctly to the master configuration.

® Revisw changes befors saving or discarding.
&\ The server may need to be restarted for these changes to take sffect.

Queues > WebSphere MQ messaging provider > NOTIFY_QUEUE

Queue destinations provided for point-to-peint messaging by the WebSphere MQ messaging provider. Use
queue destination administrative objects to manage queus destinations for the WebSphere MQ messaging provider.

Canfiguration

Logout

Field help

For field help informatien,
select 2 field label or list
marker when the help
curser iz dizplayed.

Page help

MQ

More

thiz page

General Properties

Adminictration

Scope
[Node=DDHPOS20Hod=0L

Brovider

provider

* lame

[Tty QuEGE

* JNDI name

ioTiFy_quEsE

zcription

NOTIFY_QUEUE

Websphers MQ Quee
* Queus name

[noTIFY_QuEuE

Queue mansger or Queue sharing group name

[QM_porPos20

Additional Properties

Advanced proparties

webSphare MQ Quaus Connaction
Prosertiez

Custom propertias

Command Assistance

about

% Local intranet

5. Click ‘Websphere MQ Queue Connection

The following screen is displayed.

Integrated Solutions Console.

Windows Infernet Explorer

Properties’.

lex,

Go- &

d

Hon=secure

|18 corticate Error | 2 [ X

Google

Edit

View

Favortes  Tools  Help

| € mtcorated Salutions Console [

s Favortes | 9 @] Susgested Sites @] Fres Hotmal @] Ve Sice Gallery -

F v B L1 @ v Page Safety Took e @+

Integrated Solutions Console

Welcome admin

5|

Help | Logout

Closs pags
welcome 2 Mhels ]
Guidsd Activitiss B e=r= Field help
Servers (R ET o i o e e i e The name of the channel
* Save dirsctly to the mastar configuration Susue mamamar.
el aoe * Reviewchanges before saving or discarding.
Services £y Tha szrvar may nesd to be rastartad for thaze changes b taks sffact Page help
Mors infermation sbout
Bl Resourcas
EHiml Queues > WebSphere MQ messaqing provider > NOTIEY QUEUE > WebSphere MQ connection properties
Object pool managers
. Use this panel te specify hew o sonnsct te the qusus manager that hosts the qusus. The system usss thess connsstion
BHams properties to retriave, display and Update the qusus configuration dtails that are shovm on the WebSphers MQ queus
M5 providers ssttings pansl.
Connection factories [ contiguration |
Queus zonnaction faceorie:
Topic connsction factaries
Queues
Topics General Broperties Additional Properties
Aetivation spacifizations Queue manager host Ao
Jec 10.10.10.10
Resource Adaptars
P Quaus mznager port
Asynchranous beans 010
Cache instances
Sarvar connection channel name
il
uRL
Resourcs Environmant Hzer 1D
Sscuri
o Sassuord
Enviranment
System sdminiztration
Users and Graups
Monitoring and Tuning
Bl Troubleshaoting
Seruics intagration
fl uoor
& Local intranet Gy v HA00% -
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3.5

6. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manger port 1010

Server Connection Channel SYSTEM.DEF.SVRCONN

7. Click ‘Save’.

The following screen is displayed.

(= Integrated Solutions Console - Windows Internet Explorer.

EEX

@\,/ - [e] lex.com [ Cortcate Error | 47| % | 4]
Fle Edt Wiew Favortes Took Help
x ©

i Favorites | 55 & - ] FreeHommal &) ©
@ Tntegrated Solutions Cansole -8
Integrated Solutions Console  Welcome admin Hel s
‘ V\ew:ll\ltazkz v | == =ubhribaihindel bel, Proflesfops
. [Queues
Guidad Activities Queues
Servers 4IMS queus iz used 22 2 destinztion for point-te-peint messzging.
B Apglications & Secope: Node01Cell Node01
[Hode=DDHPOS20NGde01 v
managers
Preferences
N[ Dalete
o )
Selzct Name & DI nzme G Provider & Descristion & Scope O

You can administer the folloving resources

[ |tomer oueue NOTIFY_QUEUE WebSphere MQ NOTIFY_QUEUE

Hode=DDHE0520Nads01
essaging provider

Total 1

istration

Hu

=nd Groups

Bl Monioring and Tuning
Troubleshooting
Service integration

B oot

Done

& Lacal intranet Gy v W -

8. Similarly, you need to create all the queues mentioned in the document “Resource To be

Created”.

Creating Message Listener

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser

and enter the Websphere admin console URL.
http://{Host}:.{Port}/console
Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

3-48 ORACLE



following screen is displayed:

WebSphere Integrated Solution... %

'WebSphere :Integted
Solutions Console

User ID:
|

Password:

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, H’;a IBM logo, ibm.com and WLebSphem are trademarks or
i | | i | i i Corp., i i in

of gl
many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at C ht and k inf

2. Specify the Websphere administrator username and password.
3. Click ‘Log In’.
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4. Navigate to Websphere home page.

’ ‘WebSphere Integrated Solu...

\ (' & https://10.184.133.191:9043/ibm/conscle/login.dotaction=secure

WebSphere.

‘Welcome
‘ View: All tasks -

Welcome FE

B welcome

[#] Guided Activities

Integrated Solutions Console, 8.5.5.0 »
Build Number: gm1318.01
Build Date: 5/14/13

Integrated Solutions Console provides a common administrative console for
[+ Servers multiple products. The table lists the product suites that can be administered
through this installation. Select 2 product suite to view more information.

@ Applications

LICENSED MATERIALS PROPERTY OF
[ Services

1BM
[+ Resources SOl I 5724-108, 5724-163.
© Security Websphere Apolication Server 8.5.5.0 5724-H88,5724-HES, 5655-We5 (C) |7

Copyright International Businass

[#] Enviranment

[# Systzm administration
[#] Users and Groups

[+ Monitering and Tuning
[+l Troubleshooting

[# Service integration

[ UDDI

5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’.
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he following screen is displayed.

WebSphere Integrated Solu...

| (- @ https://10184133191:9043/ibm/consele/login.do?action=secure v CHQSeayrh | ﬁ B 4+ @ P @v v . | =

WebSphere. o | Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page

| View: All tasks

Application servers
B welcome

5 Field help
. — Application servers
Guided Activiti
& G ivities For field help information,
T Use this page to view a list of the application servers in your environment and the status of each of these celoct o field label or list

servers. You can also use this page to change the status of a specific application server, marker when the help
[z Server Types § Preferences curser is displayed.

¥ webSphere application servers

¥ websphere MQ servers [%] Page help
B web servers More information about
Name 2 |M:l‘]E ] | Host Name |VE'§|'|:|n & this page
4] Applications
You can administer the following resources: Command Assistance
[+ Services v 4 et
serverl | ofs5220239Noda01 | ofss220239.in.oracle.com | Base 8.5.5.0 rlew administrative
[#] Resources scripting command for last
Total 1 sction
[+ Security

¥ Environment

[#] System administration
[# Users and Groups

[+ Monitoring and Tuning
[ Troubleshooting

[+ Service integration

¥ UDDIL

6. Click ‘server?’.
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he following screen is displayed.

WebSphere Integrated Solu...

\ (- @ https//10.184.133.191:9043/ibm/ console/legin.do?action=secure v e ‘ | Q Search | ﬁ E 4+ H @' - . | =
WebSphere.. Help Logout
-~
| View: Al tasks - Application servers > serverl
Use this 5age to configura an application sarvar. An application server is a server that srovides servicas
u WE':I:;"E required to run enterprise applications. Field help
Gui Activiti
# Gui ivities e || configuration For fizld help informa
(=] Servers select a field label or
marker when the halg
= Server Types cursar is displayed.
¥ webSphere application servers
¥ webSphere MQ servers Ceneral Properties Container Settings Page help
B web servers Name More information abg
" Session this page
[+ Applications |server1. ‘ management
[ Services Node name @ SIP Contsiner
Settings
# Resources [ofss220239H0d201 |
= @ Web Container
urity )
Run in development mode Settings
Envil It
D= [ Portlet Container
[ System administration Parallel start Sattings
[# Users and Groups Start compenents as needed E EIB Container
- Settings
¥ Monitoring and Tuning Access to internal server classes
& Troublashaating @ Container Services
Bl B
[# Service integration . . ) @ Business Bracess
Server-specific Application Settings Sarvices
% UDDI
Classloader policy Applications
" Instslled applications
Class loading mode
[ Clesses loaded vith parent dass loader first -] Server I
" Messaging engines
" ; ;
essaging engine
[ Apply ][ OK | [ Reset | [ Cancel | inbound transserts
" WebSphere MO link -

7. Expand ‘Messaging’ and select ‘Message listener service’.
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he following screen is displayed.

WebSphere Integrated Solu...

\ (' @ https//10.184.133.191:9043/ibm/ console/legin.do?action=secure v e ‘ | Q Search L

WebSphere..

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page

| View: All tasks

Application servers
B welcome

) Guided Activities Application servers > serverl > Message listener service Field help
For field help informatiol
o sarvers Use this page to configure the message listener service. This service provides the message-driven bean caloct = field labal or lis
(MDE] listening process, in which message-driven beans are deployed zgainst listener ports that define the marker vhen the halp
[ Server Types IMS destination to listen upon. These listener ports are defined within this service along with settings for its cursor is displayed.
¥ WehSphere application servers thread pool.
¥ websphere MQ servers Page help
Confi t
B web servers nhiguratien More information about
this page
4] Applications
[+ Services
Additional Properties
[# Resources
¥ Listener Ports
[+ Security

" Thread Pool
¥ Environment

" Custom properties
[#] System administration

[# Users and Groups

[+ Monitoring and Tuning
[ Troubleshooting

[+ Service integration

¥ UDDIL

8. Click ‘Listener Ports’.
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The following screen is displayed

Integrated Solutions Console - Windows Internet Explorer

GE}- lel i com:

v

& Cartfcate Error | +2 | X | [£2 Loe scarcn

Ele  Edt

ew  Favorites  Tocls Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

- B [ - Page~ Safety v Took v @+

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

Cell=DDH;

welcome
Guided Activities
B servers

Bl Server Types

WebSphere application servers

WebSphers MQ servers
Web servers
Aapplications
Sarvicas
Resources
B s=curity

Environmant

Systam administration
Users and Groups
Bl Menitoring and Tuning

Troubleshooting

Ssrvics integration

B upot

|Application servers

Help | Logout

0520Node01Cell, Profile=Apps)

servers > serveri > Message listener se:

e > Listener Ports.

Use this page to configure listener ports upon which message-driven besns listen for messages. Each port specifies the
IMS connection factery end IMS destination that = message-driven bean, deployed against that port, listens upon

Close page

Field help

For field help informatien,
select 2 field label or list
marker when the help

Preferences cursor is displayed.
Page hels
| Comeres semveten specricann | Pasehelp "
thiz page

2
5|l

Select| Name & [ peseription & | Connsction factory NI nams G | Destination NDE name § | status &

None

Total 0

action

Done

% Local intranet

<
£
‘

9. Click ‘New'.
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The following screen is displayed.

WebSphere Integrated Solu...

A (- | @ https://10.184133.191:9043/ibm/console/login.dofaction=secure

"C'HQSEDJ’\:h |ﬁ E 4+ fi 4 @'

WebSphere..

Help | Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page .
| View: All tasks

Application servers FE
B welcome

[ Guided Activities Application servers > serverl > Messaqe listener service > Listener Ports > New...

Fi
Fc
o sarvers Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the JMS -
connection factory =nd JMS destination that a message-driven bean, deployed against that port, listens upon. ™
[ Server Types o
¥ webSphere application servers Canfiguration

B webSphere MQ servers Pi
 web servers M
th

[+ Applications General Properties

[+ Services

# Nama
[watifymDE_Listanar

[# Resources

[ Security # Initial State

Description

m

% Environment

[#] System administration

[# Users and Groups
[+ Monitoring and Tuning
[ Troubleshooting

[+ Service integration

[watifyMDE_Listanar

# Connaction factory JNDI name

[watifymDE_Listanar

# Dastination JNDI name

— [voT1Fr_mDB_gCF |

Maximum sessions

[1] |

Maximum retries

[o |
Maximum messages

[+ |

[ ooty ][ OK [ Reset |[ Cancel | -
] m v e m i

10. Specify the following details:

Name NotifyMDB_ Listener

Description NotifyMDB_ Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name NOTIFY_ QUEUE

Maximum retries 1

11. Click ‘Apply’.

3-55 ORACLE



WebSphere Integrated Solu...

he following screen is displayed.

—C'HO\Searrh |ﬁ B ¥+ @ P @' LR

\ (- @ https://10184133191:9043/ibm/consele/login.do?action=secure

WebSphere..

Cell=o0fss220233MNode01Cell, Profile=FPCFL

| View: All tasks

B welcome

¥ Guided Activities

[ Servers

(=) Server Types

¥ webSphere application servers
B websphere MQ servers
 web servers

4] Applications

[+ Services

[¥ Resources

[+ Security

¥ Environment

[#] System administration

[# Users and Groups

[+ Monitoring and Tuning

[ Troubleshooting

[+ Service integration

¥ UDDIL

Help | Logout

Application servers

= Messages
& The server may need to be restarted for these changes to taks =ffect.
& Changes have been made to your local configuration. You can:
B Save directly to the master configuration.

B Review changes before saving or discarding.

M The server may need to be restarted for these changes to take effect.

Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener

Use this page to configure listener ports upon which message-driven beans listen for messages. Each port spedifies the IMS
connaction factory and JMS destination that a message-driven bezn, deployed against that pert, listens upon.

Configuration

Close page

1= 3

e o

General Properties

# Name

[hotifymDE_Listener

# Initial State

Description

[notifyMDE_Listener

# Connaction factory JNDI name
[notifyMDE_Listener

# Destination JNDI name
T

12. Click ‘Save’.

-
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The following screen is displayed

Integrated Solutions Console

Windows Internet E:

xplorer

6\:}- lel Hlex com: o ~ & Corticate Errar | | 42| X | [£7 Live sercn (2]
He Edt vew Favortes ook Help

x

‘ (@ 1nteqrated Solutions Conscle

i Favorkes | 3l @ suguested Sites + 8] web Sies Gallry ) FCUBS +

GB-8 = &-

Integrated Solutions Console

Welcome admin

‘ View: [ All tasks

welcome
Guided Activities
B servers

Bl Server Types
WebSphers applic

WebSphers MQ servers
Web servers
Aapplications
Sarvicas
Resources
B s=curity

Environmant

Systam administration
Users and Groups
Bl Menitoring and Tuning

Troubleshooting

Ssrvics integration

B upot

Cell=DDHP0520Node01Cell

Profile=Apps

|Application servers

servers > serveri > Message listener se:

e > Listener Ports.

Use this page to configure listener ports upon which messa.

-driven beans

Help | Logout

wE

for messages. Esch port specifies the IMS

connection factory and M3 destination that = message-driven bean. deployed =gainst thet port. listens upen.

Brefersnces

L Convart to activation specification

2
5|l

Select| Name & | esaription ¢

| connsction factory 4D nams ¢ | Destination NOI name G | status &

You can administer the folloving resources:

NotifyMDE Listener ‘ HotifyMDE_Listaner ‘ NOTIFY_MDB_QCF

‘ NOTIFY_QUEUE | %

Total 1

Page v Safety  Tools + @+

Close page
Field help
Salect Row 1
Page help

More information sbout
thiz peae

Command Assistance
View administrative

fibm/ consolefcollectionButton. do

% Local intranet

13. Select ‘NotifyMDB_Listener'. Click ‘Start’.
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The following screen is dosplayed.

£ Integrated Solutions Console - Windows Internet Explorer

@ i~ E dohp0520-fex.com

| conticate Erar | 42| x| [£7 (2]
Fle Edt vew Favortss Tooks Help
x
S Favortes | 55 @ - e - 1) FCURS -

@ Integrated sclutions Console f9 - Bl [ @b - Pager Safetyr Took - @

Integrated Solutions Console ~ welcome admin

‘ View: [All tasks R | | Cell=DDHPOS20Nede01cell, Profile=AppSrvol

hete ______|
Guided Activities

Field help

Fer figld help information,
select = field label or list
marker vhen the hels
curser iz dizplayed.

B servers isten for messages. Each port specifies the IMS
‘en bean, deployed against that port. listens upon.
El Server Types ° e " °

Page help
Convart to activation spcication nen| | Dalats || stare | Sto
4 J{en ]| oelee [[ Sere oo | Mere information sbout
o this zags
o )
and Assistance
Salsct| Nams & Descrigtion & Connaction factory JNDI name G | Destinstion JNDI name & Status &) cministrative

Scripting command for last
You can administer the folloving resources

[ | evsinmce | EMSINMDE_Listener | NotifyDestQcF EMS_INQUELE [
[ | EMsOutupe Listener _Li F EMS_OUTQUEUE £
[ |Uetf:MDE Uistener | NotifyMDE_Listener | NOTIFY_MDB_QCF HOTIFY_QUELE [

Total 3

oring 2n Tuning

B upot

5T | [#]
Done.

% Local intranet Vi v ma0% <

14. Similarly, you need to create the following listeners:

MDB_Listener

NotifyMDB_Listener

RecordingMDB_Listener

ELMDB_Listener

ELNotifyMDB_ Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Listener Name Listener QCF Listener QUEUE
Name

GWMDB MDB_Listener MDBQCF MDB_QUEUE

GWNotifyMDB | NotifyMDB_ Listener NOTIFY_MDB_ | NOTIFY_QUEUE
Bean QCF

RTGSInMDB RTGS_Listener RTGSQCF RTGS_INQUEUE

SFMSInMDB SFMS_Listener SFMSQCF SFMS_INQUEUE
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ELGWMDBBea | ELMDB_ Listener ELMDBQCF ELMDB_REQ_Q
n
ELNotifyMDBB | ELNotifyMDB_ Listener EL NOTIFY_Q | EL_NOTIFY_REQ _Q
ean CF
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE
BipReportMDB | BipReport_Listener BIPQCF INTERNAL_BIPREPORT_QUE
UE
BipAdviceMDB | BipAdvReport_Listener | BIPQCF INTERNAL_BIPADVREPORT _
QUEUE
GlUploadMDB | Gi_Upload_Listener Gl_UPLOAD Q | INTERNAL_GI_UPLOAD_QUE
CF UE
PMScheduler PMSCH_ Listener SchedulerQCF SchedulerQueue
PMGateway PMGW _Listener PM_GW_QCF | PM_GW_REQ QUEUE
FCMCore FCM_RECEIVER_ FCM_QCF FCM_RECEIVER
Listener
FCMCore FCM_BULKER_ FCM_QCF FCM_BULKER
Listener
FCMCore FILE_PROCESSOR_ FCM_QCF FILE_PROCESSOR
Listener
FCMCore pymtGatewayResQ _ FCM_QCF pymtGatewayResQ
Listener
Here,

e MDB_Listener is mandatory for Gateway MDB applications

e PMGW_Listener is mandatory for Payment Gateway MDB applications

e PMSCH_Listener is mandatory for Payment Job framework applications

e FCMCore related listeners are mandatory for FLEXCUBE Messaging.

e All others are required for FCJ Applications embedded with Scheduler and ELCM

3-59

ORACLE




4.1

4. Default Settings for Web Sphere

Libraries for PMGateway Application

To deploy the PMGateway application, Following steps need to be performed

1. Copy runtimel?.jar from database servers ORACLE_HOME/sqlj/lib to application servers
library path (WAS_HOME!/lib/ext)
2. Create a global shared library containing the following file:
a. eclipselink.jar

Find this file in the
‘TOPLINK_INSTALLATION\oracle_common\modules\oracle.toplink_ver_no’ directory created by
the TopLink quick installer.

e For step 2 Kindly Refer the document Toplink_IBM_WAS_setup.doc
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5. Configuring Mail Session on Websphere

5.1 Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

5.2 Creating Java Mail Session

To create Java mail session, follow the steps given below:

1. On the left pane, expand ‘Resources’ and select ‘Mail’.
[ . T . —y x [E=EER >

r
‘WebSphere Integrated Solu.. % | =+

(' & https//10.184.133.191:9043/ibm/console/login.do?action=secure

@ || Q Search wEe &+ A& 4 - =B 0 =

WebSphere. 04 L

welcome
I | View: All tasks - E

Welcome

Welcome

Guided Activities

Integrated Solutions Console, 8.5.5.0 =

Integrated Solutions Console provides s common administrative console for
[=] Servers multiple products. The table lists the product suites that can be administered

Build Number: gm1319.01 B
through this installation. Select 3 product suite to view mars information. -

Build Date: 5/14/13
[ Server Types

webSphare application servers LICENSED MATERIALS PROPERTY OF
webSphere MQ servers : : 1BM
e ST LR Version 5724-108, 5724-163,
WebSphere Application Server 8.5.5.0 5724-H88,5724-H89, 5655-We5 (C) 7
Applications Copyright Internstional Business

Services

Resources

Security

Environment

System administration
Users and Groups
Manitering and Tuning
Troubleshooting
Service integration

uDDI

| mn [

2. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.
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he following screen is displayed:

WebSphere Integrated Solu...

| (- @ https://10184133191:9043/ibm/consele/login.do?action=secure v CHQSeayrh | ﬁ B 4+ @ P @v v . | =

WebSphere.. e | Logout

Cell=o0fss220233MNode01Cell, Profile=FPCFL Close page
| View: All tasks

Mail Sessions

B welcome

o Field help
. — Mail Sessions
Guided Activiti
& G ivities For field help information,
e Use this page to create mail sessions, which are collections of properties that define how your application celoct o field label or list

sends mail and accesses the mail store. To create 2 useful mail session, an outgaing or incoming server marker when the help

[# Applications and protocel must be provided, Configurs mail sessions only after you configure the necessary protocol cursor is displayed.
; providers.
[# Services el
= Scope: =All scopes Page help
- Resources More information about
¥ Schedulers Scope specifies the level at which the resource definition is visible. Far this page
¥ Object pool managers detailed information on what scope is and how it works, se= the scope
= ms settings help.
e [ il scopes -]

4/ Resource Adapters

[ Asynchronous beans [ Preferences

[+ Cache instances
= Mail
' mail providers

¥ Mail sessions

& URL 5e|ect| Name 2 INDI name & Scope Provider Description { | Category &
[ Resource Environment None
[ Security Total 0

[# Environment

(4] System administration
(¥ Users and Groups

[# Monitoring and Tuning
[# Troubleshooting

[+ Service int=gration

% UDDI

3. Click ‘New’ button to create a new mail session.
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The following screen is displayed:

"C'HQSEGJ’\:P.'

WebSphere.|

| View: All tasks

welcame
# Guided Activities
[ Servers
|+ Applications
[ Services
= Resources
Schedulers
Object pool managers
[# IMS.
# JDBC
[ Resource Adapters
@ Asynchronous beans
[# Cache instances
= Mail
Mail providers
Mail sessions

& URL
[l Resource Environment
[+ Security
[ Environment
% System administration
[ Users and Groups
[ Monitaring znd Tuning
[# Troubleshaoting
[ Service integration

[ UDDI

# Mame

[Fcuesmail

# JNDI name

[mail/FcuBsmail

Description

B &+ & 4 S

Help

| Logout

Category

Enabla debug mode

Enabla strict Internet sddress parsing

Qutgoing Mail Properties

Server

[t0.10.10.10

# Protocol
i

User

Password

Verify Password

Return e-mail address

Incoming Mail Properties

Server

*

4 L1}

v

mn

4. Provide the required information. Sample details are given below for your reference.

General Properties

Name

FCUBSMail

JNDI Name

mail/FCUBSMail

N.B

This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail

Properties

Server

< HOST_MAIL_SERVER >

Protocol

smtps

ORACLE

Field help
For fiald F
select a fi
marker wt

cursor is ¢

Page helg
More infor
this page

m




5. Click ‘Custom Properties’ link to configure the custom properties.

) Integrated Sol
Ele  Edit

Wiew oy

jons Consoll

Bockmarks

Mozilla Firefox

Tools  Help

C X o @O

o= Mehfes—ifg

| '] Integrated Solutions Console

Integrated Solutions Console welcome admin

Help | Lageur

‘ view: [ 4ll tasks

=l

Uelzame
Guided Activities
Servers

Applications

Seruices
B Resources

Schedulers

Object poal managers
ams

JpBC

Resource Adapters

Asynchronous beans

Gache instances
B Mail
Mail providers
Hail sessions
URL

Resource Environment
Security

Environment.

System administration
Userz and Graups

Monitoring and Tuning

Traubleshosting
Service integration

[ upD1

Done:

Configuration

tmail and aceasses the mal store, To craata 3 useful mal sassion, an cutgaing of incoming sarvar and pratacol
rust be provided, Gonfigure mail sessions anly after you configure the necessary protacal praviders,

General Properties

seope

cellsi CVRZEQ128Na da01

E018%Hod=01

Additional Properties

|

Field help

For field help information,

select a field label or list
whr uhen the

cursor is displayed.

Built-in Mail Provider

+ name
[Feussman

+ 01 name
[mailecUBs Ml

Daseription

Categor

™ Enable debug made

IV £nable stict Internat addrass parsing

Outgoing Mail Proparties

server
[ie 10101

User

Page help
Mers information about
this page

command Assistance
View administrative
seripting command for lsst
action

The foIIowin= screen is dis:lazed
Integrated Solutions Consols lozilla Firefox:

Tools

Fle Edit Wew Hstory Bookmarks

Help

=181 x]

6 * C X o W [CIBEEE nossicnsorsesosoibniconsdejoan doraction=sscre

o wentos” g

| '] Integrated Solutions Console

Integrated Solutions Console Welcome admin

Help | Logour

‘ views: [All tasks =l

‘ Cell=CYRZEN13BM0de01Cell, Profile=AppSrviL

welcome
Guided Activities
Servers
Applications
Services

E Resources

schedulers
Objact pasl mansgers

Resource Adapters

Asynchronous beans
Cashe instances
B Hsi
Ml providers
Mail sessions
URL
Resource Environment.
Security
Enviranment
Bl System sdministation
Users and Groups.
Manitoring and Tuing
Troubleshooting
Sarvice integration

& UDDI

B Massage:
&vchanges have been made to your local configuration. You cani
® Saus directly to the master configuration,
* ke

changes bafore saving or discarding,

B The server may need to be restarted for these changes to take effect,

il

essions > FCUBSMail > Custom properties
Use this page to spacify custom properties that your enterpriss information system (E15) requires for the

resource providers and resource factories that you configure, Far example, most database vendars require
additional custam propertiss for dats sourcas that access the database

Prefarences

Close page

Field help

For field help information,
selact 2 fisld label or list
marker vhen the help
cursar is displayed,

Page help
More information sbout
this pags

vew || velere
)
Select| Nome & Value & [— Frm—
Hona
Total 0

Dane

)

6. Click ‘New’ button to create new custom properties.
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The following screen is displayed.

) Integrated Solutions Console - Mozilla Firefox

e Edt Wiew Higtory Bookmarks  Tools

=8| x|

Help

C; -0 X o @ mhttps:ﬁcvneﬂlﬁﬁ9D43f\hm/(unsu\e/\ug\ndu?sctmn:secure

7 - Iﬁ"ﬁung\e

/

[EREE ~

| ] Integrated Solutions Console

Integrated Solutions Console Welcome admin

‘ view: [All tasks =l

Welcome
B Guided Activities

Obj
IS

Asynchronous beans
Cache instances
ELE]
Mail providers
Mail sessions

® Reuiew changes before saving or discarding,

5 The server may need to be restartad for these thanges to take effect,

o propartias that your &
rce factories that you configure. For axample,
5 that access the database.

General Properties

Page help
Mare information about
this paae

prize information system (EIS) requiras far the
most database vendars raquir

+ Scope

[z cvrzeaaanmsnt

il
10101010

Description

ZE013ENEde0L

o] [Farst | [Sonea

Dane

=

7. Specify the information required for creating custom properties. Sample details are given

below:

Name

mail.smtps.host

Value

<HOST_SMTPS_MAIL_SERVER>

Type

java.lang.String

The custom properties are given below:

Name

Value

Type

mail.smtp.host

<HOST_SMTPS_MAIL_SERVER>

java.lang.String

mail.smtp.port

<SMTPS_SERVER_PORT>

java.lang.String

mail.host

<HOST_MAIL_SERVER>

java.lang.String

mail.smtps.auth

TRUE

java.lang.String
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©) Integrated Solutions Console - Mozilla Firefox _18] %]
Fle Edt Uew Hstory Bookmarks Tools Help

6 = € o W [ nesufevresnn s 0catbnconsslsogn, doraction-sscurs 77 - | [=[oosae
©
[} integrated Solutions Console -

Integrated Solutions Console welcome admin Help | Logout E

) Integrated Solutions Console - Mozilla Firefox =8| x|
Eie Edt View History Bockmarks Tools Help

C; - X o @ mhttps Jlcras0138:9043fibrajconsolelogin. doraction=sscure
@
|7} Integrated Solutions Console +

Integrated Solutions Console welceme admin

Help | Logour

Cell=C¥RZE0D138Mode01Cell, Profile=AppSrvol Clase pags
‘ view: [all tasks =l ‘
o |
welcome

Guided Actiuities Field help

For field help information,

select o field label or list
when the help

1y to the master configuration, cursor is displayed.

B Messages
Bl Servers <

have been made to your local configuration. You can:
Applications

Services ® Review changes before saving or discarding.

Page help
Bl Resources Bhors information sbout
- 5 The server may nesd to be restarted for these thanges to take effect thiz page
Object poel managars Command Assistance
ms bl Sssions > £CUBS il > Custorn propertis v admpistates
oBE eioting command for [ast

Use this page to specify custom properties that your enterprise information system (E1S) requires for the action
Resource Adapters resource praviders and resource factories that you configure. Far example, most datahase vendars require
p— 5 additional custom properties for data sources that access the databas

synchronous beans

Cache instances Preferences

B mail New || Delers

Mail providers
Mail e sions ()|
T @oe BT e
Resourze Enuironment
= You can administer the following resources:
Security | msilemtpe.host "m 101010 ‘ falze
Enviranment
Total 1

Systam administration

Users and Groups
Manitaring and Tuning

Troubleshooting

=

Click ‘Save’ to complete the configuration.

& The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE UBS Installer.
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6.1

6.2

6.3

6. Annexure

Ensure the following settings before deploying the application:

IBM Websphere Server - Increasing Heap Size

1.
2.

Go to ‘Server > Application Servers’ and select the ‘server_name’

Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management

> Process Definition > Additional Properties: Java Virtual Machine’

Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

1.

2
3.
4

Go to’ Server > Application Servers’ and select the ‘server_name’
Choose ‘Container Services > Transaction Service’
Change the total transaction lifetime timeout appropriately

Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

1.

Go to’ Server > Application Servers’ and select the ‘server_name’

| {3 WebSphere Integrated Solu... % | -+

€ | @ hitps//10184.133.191:9043/ibm/console/login.doaction=secure Cc Search

WebSphere. [ (111 = = S »

View: All tasks - Application servers > serverl

el Use this page to configure an application server. An application server is = server that provides sarvices
elcom= required to run enterprise applications. Field help
Guided Activities |
Runtime | | Configuration For field help informa

(=l Servers select a field label or

marker vhen the helg]
& Servar Types cursor is displayed.
webSphere application servers
WebSphere MQ servers General Properties Container Settings Page help
Web servers N More information abe
=me= Sess anagement this page
[# Applications [servert |

SIP Container Sattings

Node name

Web Container
Resources _

[af==220239m0de01 | Settings
EZE) Portlet Container
[ Run in development mode -
Environmen| t Settings
System administration Parallel start EJB Contsiner Settings

Users and Groups [= Contsiner Services

[ Start components as needed

Application profiling
service

Menitoring and Tuning

[# Troubleshooting
Transaction service
Service integration Dynamic cache
Server-specific Application Settings

uDDI service

Classloader policy

Compensation
T R ———r—

Internationalization
service

Class loading mods

[ Classes loaded vith parent class loader first
Default Java

Parsistence APT

settings

Apply || OK || Reset || Cancel

< T (R n r

contain A |~ | Highlight Al Match Case 6 of 6 matches x
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2. Expand ‘Container Services’ and click ‘ORB Service’

WebSphere.

S =
" weleome
Application servers > serverl > ORB service Field help
(+] Guided Activities cor fiald halp inf
Use this page to configure the object request broker (ORE). or field help informa)
= e selsct = fisld label or
Configuration marker when the helg
HiSewenvees cursor is displayed
™ webSphere application servers
¥ webSphere MQ servers Page help
B web servers ) More information abg
General Properties Additional Properties this page
(+] Applications
* Requast timasut  Custom
[# Services [120 | saconds properties
3] Resourcas # Request retries count
) Sucurity 1 | retries
[(+] Environmant + Request retries delay
o milliseconds
EErErrr ‘
(+] Us=rs and Groups # Cann cache
[240 | connactions
[# Menitoring and Tuning
& Troubleshaoting # Cannection cache minimum
100 | connections.
[l Service integratien
EEees ORE tracing
# Locate request timeout
[180 saconds
Force tunnel
NEVER -]
Tunnel agent URL
Thread Pool Settings
0 Use the ORB.thresd.poal settings associated vith the Thread
Pool Manager (recommandad).
®@ Usze the Threzd Pool Settings diractly vith the ORE
service. -
<[ " KN " | >

3. Check ‘Pass by reference’ and click Apply

WebSphere Integrated Solu... *

v 3 &% 4 ©- » - @

(4 ) @ hitps://10.184.132.191:9043ibm/ consele/login.do?action=secure

WebSphere. Help | Logout

Cell=0fs2220239Node0 1 Cell, Profile=FPCFL Closs page .

Field help

‘ View: Al tasks -

B welcome

[ Guided Activities

=) Servers
[z Server Types

¥ webSphere application servers
¥ webSphers MQ servers
B web servers

[+ Applications

[# Services

[+ Resources

¥ Security

[ Environment

[ System administration

[ Users and Groups

[# Manitaring and Tuning

[ Troublashooting

[# Service integration

[ UDDI

= Messages

B save directly to the master configuration.

B Review changes before saving or discarding.

& Changes have been made to your local configuration. You can:

@ The sarver may need to be restarted for these changes to take sffect.

For field help informati
salact a fisld label or Ii
marker when the help
cursor is displayed.

Page help
More information abou
this page

A tion servers > serverd > ORB

Use this page to configure the object request broker (ORB).

‘Command Assistance
Wiew administrative
scripting command for
sction

General Properties

# Reguest timeout

[keo | seconds

+ Request retries count

|2 | retries

# Request retrias delay

[o | milliseconds
4+ Connection cache maximum

[2a0 | connections

# Connaction cache minimum

Additional Properties

" Custom
properties

[200 | connections
ORE tracing -
https://10.184.133.191:9043/ibm/consol orkspace.doZcsrid 12438isaveact 1 i v
contain |~ [~ Highlight Al Match Case 6 of 6 matches *
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4. Click ‘Save’.

63 ORACLE



ORACLE

Websphere Configuration
[May] [2017]
Version 12.4.0.0.0

Oracle Financial Services Software Limited
Oracle Park

Off Western Express Highway

Goregaon (East)

Mumbai, Maharashtra 400 063

India

Worldwide Inquiries:

Phone: +91 22 6718 3000

Fax:+91 22 6718 3001
www.oracle.com/financialservices/

Copyright © 2007, 2017, Oracle and/or its affiliates. All rights reserved.
Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software, any programs installed on
the hardware, and/or documentation, delivered to U.S. Government end users are "commercial computer software" pursuant to the
applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure,
modification, and adaptation of the programs, including any operating system, integrated software, any programs installed on the
hardware, and/or documentation, shall be subject to license terms and license restrictions applicable to the programs. No other
rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or
intended for use in any inherently dangerous applications, including applications that may create a risk of personal injury. If you
use this software or hardware in dangerous applications, then you shall be responsible to take all appropriate failsafe, backup,
redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and
are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not
use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors,
please report them to us in writing.

This software or hardware and documentation may provide access to or information on content, products and services from third
parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to
third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or
damages incurred due to your access to or use of third-party content, products, or services.


http://www.oracle.com/financialservices/

	1. Configuring SSL on Websphere
	1.1 Introduction
	1.2 Certificates
	1.2.1 Creating SSL Connection between Application Server and Client
	1.2.2 Creating Self Signed Certificate
	1.2.3 Path Details

	1.3 Adding Key Store to Application Server
	1.4 Creating SSL Configuration
	1.5 Managing Endpoint Security Configurations
	1.6  SSL Settings at Application Server Level
	1.7 Running Application with SSL
	1.8 Certificate Exchange for Two Ways SSL
	1.8.1 Extracting Certificate for Server1
	1.8.2 Extracting Certificate for Server2
	1.8.3 Importing Certificate into Keystore for Server1
	1.8.4 Importing Certificate into Keystore for Server2
	1.8.5 Importing Certificate into Truststore for Server1
	1.8.6 Importing Certificate into Truststore for Server2

	1.9  Managing Endpoint Security Configurations
	1.10 Protection Quality
	1.11 Importing or Adding Server Certificates using Batch

	2. Creating Resources on Websphere
	2.1 Introduction
	2.2 Creating Queues on Websphere MQ Server
	2.2.1 Creating Queue Manager through Console
	2.2.2 Creating Queues

	2.3 Creating Queue Manager and Queue using UNIX Commands
	2.3.1 Creating Queue Manager
	2.3.2 Starting Queue Manager
	2.3.3 Starting MQ Service to Create Queues under FC_QMGR
	2.3.4 Creating Queues
	2.3.5 Creating Channel
	2.3.6 Ending MQSC
	2.3.7 Creating Bindings
	2.3.8 Creating QCF
	2.3.9 MQ Channel Authentication

	2.4 Viewing IBM MQ Queues

	3. Creating JDBC Resources on Web Sphere
	3.1 Introduction
	3.2 Prerequisite:
	3.3 Creating JDBC Sources
	3.3.1 Creating Global Security
	3.3.2 JDBC Provider for Non XA Data Source
	3.3.3 Creating Non XA Data Source
	3.3.4 Testing Data Source
	3.3.5  JDBC Provider for XA Data Source
	3.3.6 Creating XA Data Source
	3.3.7  Testing Data Source

	3.4 Creating JMS Resources
	3.4.1 Creating Queue Connection Factory
	3.4.2 Creating Queues

	3.5 Creating Message Listener

	4. Default Settings for Web Sphere
	4.1 Libraries for PMGateway Application

	5. Configuring Mail Session on Websphere
	5.1 Introduction
	5.2 Creating Java Mail Session

	6. Annexure
	6.1 IBM Websphere Server - Increasing Heap Size
	6.2 IBM Websphere Server - Transaction Service Properties
	6.3 IBM Websphere Server – ORB Service Configuration


