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1. FMW 12.2.1.3.0 Infrastructure Installation

1.1

1.2

Introduction

This chapter details out the installation steps for Fusion Middleware 12.2.1.3.0.

All the installations in this document need jdk1.8.0_144

Installation Steps

1.

Execute the FMW executable jar using the following command:

>java -jar <filename.jar>

C:\Progran Files\Java\jdki.8.6_144\hin)java -jar D:\OIM\sof turaes\fmu_12.2.1.3.0_infrastructure_Diski_fof{\fmu_12.2.1.3.0_infrastructure. |
Launcher log file is C:\Users\vasakkun\AppData\Local\Tenp\Oralnstall2i?-16-04_t1-39-88AMN\launcher201?-10-04_11-39-B8AN. log.
Extracting the installer

Click Next on the Welcome Screen.
Skip Auto updates

Enter Oracle Home path, where you want to install the middleware and click Next.

[=] Oracle Fusion Middleware 12¢ Infrastructure Installation - Step 3 of |
- . ORACLE ’
|| Installation Location S e I
FUSION MIDDLEWARE
T SEEAE * Oracle Home:
- Jpd. = - =
T Auto Updates Ditest_installer_oim\weblogic_12¢_oim -~ Browse
« Installation Location
I . ! Feature Sets Installed At Selected Oracle Home: | Wiew
¥ Installation Type
|
)| ¢ Prerequisite checks
I
ll ¢ Instatation Summary
||
|
|
|
|
\
Oracle Home may only contain alphanumeric, underscore (_}, hyphen (-) or dot(.) characters and it must begin with an
alphanumeric character.
|| Help < Back Next > Cancel

1-1|Page



5. Select Fusion Middleware Infrastructure and click Next.

Installation Type

'
.
I
.

I
@
=k

Welcome
Auto Updates
Installation Location

Installation Type

1
T
i
¢
i
b

I
@

Prereguisite Checks
Installation Summary
Installation Progress
Installation Complete

Help

ORACLE
FUSION MIDDLEWARE

_ Fusion Middleware Infrastructure With Examples
D Eusion Middleware Infrastructure

Oracle Fusion Middleware 12c Infrastructure 12.2.1.3.0
= Core Server
Core Application Server 12.2.1.3.0
Coherence Product Files 12.2.1.3.0
Web 2.0 HTTP Pub-Sub Server 12.2.1.3.0
WeblLogic SCA 12.2.1.3.0
‘WebLogic Client Jars 12.2.1.3.0
= Administrative Tools
A ation Console Additional L Help Files 12.2.1.3.0
CIE WLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0
= Database Support
Third party JDBC Drivers 12.2.1.3.0
‘WebLogic Evaluation Database 12.2.1.3.0
= Open Source Components
Fusion Middleware Maven Support 12.2.1.3.0
= JRF and Enterprise Manager

1»]

VA

AW

I1»]

< Back ]H ﬂext} I

6. Click Next after the Prerequisites Check is successfully completed.

Cancel
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ORACLE

Prerequisite Checks f AP,
FUSION MIDDLEWARE

Welcome .

Auto Updates 100%

Installation Location

4 Checking operating system certification
Installation Type [
&

Checking Java version used to launch the installer

(€€~ —€—€

! Prerequisite Checks

Installation Summary
Instaliation Progress

installation Complete

Re Sk [V View Successful Tasks 7View Log‘

-~ & Checking operating system certification
F28R 4 Checking Java version used to launch the installer

‘ Help *‘ § < Back ” Next = ] Finis f Cancel 1

ORACLE
FUSION MIDDLEWARE |

Installation Summary

|| Mg Weicome. » [ Install Oracle Fusion Middleware 12¢c Infrastructure E
Jr Ayt Ugdates © Installation Location
I ” s Oracle Home Location: D:\test_installer_cim\weblegic_12c_oim
¥ Instaliation Location
i Log File Location: C:\Users\vasakkum\AppData\LocalTemp\Oralnstall2017-10-04_11-39-08AM\install20
¥ Installation Tvpe 17-10-04_11-39-08AM.log
I 2
Prereguisite Checks B Disk Space
T . Required: 2097 MB
\}.o. Installation Summary Available: 32815 MB
Y Installation Progress =) Feature Sets to Install
l Instaliation Complete Fusion Middleware Maven Support 12.2.1.3.0 \\
N

FMW Platform Generic 12.2.1.3.0
OPatch 13.9.2.0.0
Toplink Developer 12.2.1.3.0
WLS for FMW 12.2.1.3.0
Third party JDBC Drivers 12.2.1.3.0
‘WebLogic Evaluation Database 12.2.1.3.0
ation Console Additional L Help Files 12.2.1.3.0

CIE WLS Config 12.2.1.3.0
Enterprise manager 12.2.1.3.0 L]
Core Application Server 12.2.1.3.0
Coherence Product Files 12.2.1.3.0

Select Install to accept the above options and start the installation.

To change the above options before starting the installation, select the option to change in the left pane or use the Back
button.

Help | <Back |

i' Install | | cancel
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2. OIM Configuration

2.1 Introduction

This chapter details out the configuration of Oracle Fusion Middleware 12c Identity and Access

Management (OIM).

2.2 Installation Steps

1. Execute the fmw_12.2.1.3.0_idmquickstart.jar file by running the following command in

Command Prompt.

>java -jar fmw_12.2.1.3.0_idmquickstart.jar

2. Click Next.

@) e mcradecon i Te

Oracle Fusion Middleware 12¢ Identity and Access Management QuickStart Installation = Step 1 of 7

Welcome

v Welcome

2 Applications Places I.lc(e-svam-n-olo-om(-Oxo(One(lncllmulln

s

ORACLE
FUSION MIDDLEWARE

Weicome to the Oradie Fusion Middleware 12¢ {12 2.1 3.0 IOM Suite Quick Start Installer

Use this installer to create & new Oracle home that (oataing everything you need to manage
peileges and protect applications with the Oracle IDM Suite softmare for production or

evaliaton

For mare information. see lnstall Patch_and Usarads in the Oracie Fusion Middiemare

dacumentation ibrary.

Context-senstve online help s avadable from the elp butten

Copyright (<) 2010, 2017, Orache and/or s affkates. All nghts reserved

Nt >
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3. Select Skip Auto Updates and click Next.

cations  Places cle~sysman-oio-oioc-OiocOneClickinstaller ¥ Mon07:32 O GENERIC PE&O OFSS Support Use

s

Oracle Fusion Middleware 12¢ [dentity and Access Management QuickStart Installation = Step 2 of 7

| Auto Updates

Places .
d y Welcome .
Recent * Skip Auto Updates

v Auto Updates
fw_124

idmquic

v Ingtallation Locatien Sebect patches from directory

o Precequsite Chacks

) W0ads v Installation Semmary Search My Oracle Support for Updates

Devices

8

Network

SR Browse Network
[}

4 Mon07:33 O GENERIC PELO OFSS Support Use

s -

Oracle Fusion Middleware 12¢ Identity and Access Management QuickStart Installation - Step 3 of 7

ORACLE

Installation Location i
FUSION MIOOLEWARE

+ Qrace Home

v Updates .
fow.1 so¢ 2MdSenareiOracie Home v | Bowse
il

« Installation Location
Festure Sets installed At Selected Oracle Home  Yiew
te Checky

D ent y Bracs

vy Installation Summary

Mo Features ace installed at selected Oracle Home

Devices

B8
Network

«

g

Oracle Home may only contain alphanumenic, underscore (), byphen (-] or dotL) characters and 1
must begin with aa alshasumenk character

Vi
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5. Click Next after the Prerequisites Check is successfully completed.

ORACLE

| Prerequisite Checks s n
FUSION MIDOLEWARE

d v Welcome 5
et 100%

fmw-12 |
idmquic

o Checking operating system certfication

o Checking Jova version used to launch the installer

v View Successful Tasks View Log

# W Checiing operating system certfication

B, Cheching Jave version used to launch the instalier

< Back Neat >

4 Mon07:33 O GENERIC PE&O OFSS Support Use

Oracle Fusion Middleware 12¢ Identity and Access Management QuickStart Installation - Step 5 of 7

ORACLE

| Installation Summary FUSION MIOOLEWARE

Places -
Y + _ install Oracle Fusion Middlemare 12¢ identity and Access Management Quick -
© Rece T et < stant B
frnw-1 T 4 Installation Location
% Home 'Wi ¢ mstalation Lecavon Oracle Home Location: /scratch/SSOrOracle 2 Mddiemare/Oracle_Mome
D -t v Preras Log File Locaten: / 70801 073 740912 07313744
3 o . installation Summary S Disk Space
z Begured 4124 M
M Avalsble 320927 ME
A Ptuce — % Feature Sets to lastall
OPotch 139200
H vide oMM122130
= oM122130
LAl Admimistration Console 122130
Devices Adeministration Conssle Addtional Language Help Fles 122130
SOA Core Components 122130
B compute Peal-Time integration Business Insight 12.213.0
Oracle Enterprise Scheduler 122130
Network 8AM Companents 12.21.3.0 =

Mansged File Transfer interface 1221 3.0
Stream Ansitics 122130
g te v PFR122130
Core Agpiication Server 122139
WeblLogic Server Essential Companents for Developers 122130
Caharance Srndurt Sae 1331 28

Sove Resgorae Fle

Select install 10 acCopt the above 2oties and start the installabon.

To change the above s before starting the installation. select the cotion to change in the left
pane o use the Back button

jnstal Cancel
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2.3 OIM Domain Creation Steps

2.3.1 RCU Configuration

2.3.1.1 Introduction

This chapter details out the configuration of RCU

2.3.1.2 Installation Steps

Follow the below mentioned steps:

i. Opencmd (Command Prompt) as Administrator.
ii. Open sql plus by executing the following command:

>sglplus <schema_name>/<schema_password>@<db_name>

ii. Connect as sys user.
SQL>conn sys as sysdba
iv. Enter password.

v. Now execute the following commands.

SQL>select name from v$services;

SQL>alter pluggable database all open;

SQL>alter system set processes = 500 scope = spfile;
SQL>alter system set open_cursors = 800 scope = both;
SQL>grant execute on DBMS_REPUTIL to public;

-

# ' SQL Plus

SQL*Plus: Release 12.1.8.2.8 Production on Wed Sep 38 11:45:14 2815

Copyright <c> 1982, 2814, Oracle. All rights reserved.

Enter user-name: sysswelcomel as sysdbha

Connected to:

Oracle Database 12c Enterprise Edition Release 12.1.8.2.8 — 64bit Production
With the Partitioning,. OLAP. Advanced Analytics and Real Application Testing opt

ions

SQL>
SQL>» zselect name from viservices;

orclablXDB
orclabl
SYSSBACKGROUND
SYSSUSERS

S QL >
SQL> alter pluggahle database all opens

Pluggable database altered.
SQL>

vi. Go to ...\Oracle_Home\oracle_common\bin path and run rcu.bat file.
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_ORACLE
FUSION MIDDLEWARE

' Repository Creation Utility

|| © welcome fl welcore to Repository Creation Utility 12.2.1.2.0 for Oracle Fusion Middleware.
T

)\Ir\ Create Reposito The Repository Creation Utility enables wou to create and drop database schemas that are required

far
Database Connection Details|  oOracle Fusion Middleware products.

Select Components

Map Tablespaces

Surnmary

T
i ¥ Scherna Passwords
T
T

W Caornpletion Surnmary

| S 11w Copyright @ 1996,2016, Oracle andfor its affiliates. All rights reserved.

| Help | = Back ext = I Finish cancel

| Help | ‘ = Back ‘L uext>—| Einish | Cancel |

vii. Click on Next. Following screen will appear. Select System Load and Product
Load.

_ .
CLEOCOEDT e e ey

I . . — _ORACLE @ l

Repository Creation Utility
FI.ISION MIDDLEWARE

Wwelcome

%) Create Repository

Create Repository Create and load component schemas into a database

Datahase Connection Details

Select Components % |systern Load and Product Load|
| hawe DEA privileges.

Schema Passwords

Map Tablespaces ~
) Prepare Scripts for System Load

Summary Create scripts for DEA to run later

Completion Summary

(€ ——C—€—T—¢

) Perform Product Load
Swstern Load scripts hawve been run by DEA.

) Drop Repository
Rermove component schermas from a database

< S I1x]

‘ Help | < Back

Einish Cancel

viii. Click on Next. The following screen will appear, enter the details.
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Database Type: Oracle Database
Host Name: IP Address of Database
Port: Port Number of Database

Service Name: Service Name of the DB (For ex. LMTESTDB.in.oracle.com)

Username: sys

Role: SYSDBA
CLESOTE . e e e

| Repository Creation Utility ORACLE |

FUSION MIDDLEWARE

Welcome

Database Type: |Orac|e Database '|
Create Repository
Database Connection De Host Mame:  |10.184.157.221 |

For R&C database, specify WIP name or one of the Mode name as Host name

Select Components
For SCAM enabled RAC database, specifiy SCAN host as Host name.

Schems Passwords

Map Tablespaces
Port. 1521

Summary.
Service Mare: |LMTESTDB.|n.oracIe com |

(—€—€—€—C—E—F—C

Completion Summany

Username: |sys |
User with DEA or SYSDEA privileges. Example: sys

Passward [nmmsennd | |

Eole: |=rspBR ~
One or more components may require 3T30DEA role for the operation to ...

4] S [ [

| Help ‘ < Back ‘ Mext = I Finish Cancel

iX. Click on Next.

Checking Global Prereguisites

% Initializing repository configuration metadata 00:01.415(sec)
% Obtain properties of the specified database 00:00.402(ms)
o Check requirement for specified database 00:01.707(sec)

|
Operation completed. Click OK to continue to next page.

x. Click OK after the Prerequisites Check is successfully completed.

29|Page



(—— € —

Repository Creation Utility

ORACLE (o
FUSION MIDDLEWARE

» Specify a unique prefix for all schemas created in this session, so you can easily locate, reference, and manage the

Welcome schemas later.

Create Repositor:
Database Connection Details Select existing prefix:
Select Components 2) Create new prefix: DEVS
Schema Passwords Alpha numeric only. Car L
Map Tablespaces
Component Schema Owner
Summary I AS CUTTITION SUTETTEs =
EACommon Infrastructure Services *
Oloracle Enterprise Scheduler ESS —
[AOracle Platform Security Services
ser Messaging Service DEV9_UMS

udit Services

udit Services Append

udit Services Viewer

Metadata Services DEV9_MDS
Weblogic Services * DEV9_WLS

W

SOA Infrastructure DEV9_SOAINFRA

=[MIDM Schemas
Oracle Identity Manager DEV3_OIM | |
Oracle Access Manager DEV9_OAM -

* Mandatory component. Mandatory components cannot be deselected.

Help < Back Next > Cancel

xi. Select Create new prefix. Take a note of the prefix you have selected. Select all
the component checkboxes present in the list. Click Next.

If prerequisities check fails at oim, check error log. If its
xatransaction related tables missing run scripts of xaview.sq|,
initxa.sql present in database installation folder

Oracle\product\12.1.0\dbhome_1\RDBMS\

-
E Repaositery Creation Utility - Checking Prerequisites a - Iﬁ

Checking Component Prerequisites

% Common Infrastructure Services 00:00.100(ms)
¥ Oracle Platform Security Services 0000, 100(ms)
% Business Intelligence Platform 00:00.100(ms)
%¥ User Messaging Service 00:00.101(ms)
% Audit Services 00:00.100{ms)
«* Audit Services Append 00:00.100(rms)
¥ Audit Services Viewer 00:00.100(ms)
«¥ Metadata Services 00:00.101{ms)
% Wweblogic Services 00:00.101(ms)
|

Cperation completed. Click OK to continue to next page.

xii. Click OK after the Prerequisites Check is successfully completed.

2-10|Page



[ [=] Welcome - Step 5 of | ———
=

ORACLE’

Repository Creation Utility Da1oN PAODLEWARE

» Define passwords for main and auxiliary schema users
Welcome

Create Repositor, (%) Use same passwords for all schernas

— —

Database Connection Details Password:

Alpha nurneric anly. Cannot start with a nurmber.

Select Components .
Mo special characters except: §, # . _

(————

Schema Passwords

Map Tablespaces -
Map Tablespaces Confirm Passward:

Surnrmary.
Use main schema passwords for auxiliary schemas
Completion Surnrmary

Specify different passwords for all schemas

o = I
| Help | < Back Finish Cancel
xiii. Click on Use Same Password for all schemas, enter and confirm the password

and Click Next.

E Repository Creation Util

ORACLE"

Repository Creation Utility e

: Default and temporary tablespaces for the selected components appear in the table below.

Welcome To create new tablespaces or modify existing tablespaces,use the Manage Tablespaces Button

T Create Repositor
)T\
T
T

© Map Tablespaces SOA Infrastructure

| DEV9_SOAINFRA

*DEVI_SOAINFRA

Database Connection Details [7Manage Tablespaces |
Select Components
Schema Passwords Component Schema Owner Default T: e | Temp T: e
_ Common Infrastructur... DEV9_STB *DEV9_STB *DEV9_IAS_TEMP
Custom Variables = 3
2 B vaea e e Oracle Platform Securit.. DEV9_OPSS *DEV9_IAS_OPSS *DEV9_IAS_TEMP

*DEV9_IAS_TEMP

e Oracle Identity Manager | DEVA_OIM *DEVI_OIM *DEV9_OIM_TEMP
T User Messaging Service DEVI_UMS *DEVI_IAS_UMS | *DEVO_IAS_TEMP
Oracle Access Manager DEVI_OAM *DEVI_OAM | *DEV9_OAM_TEMP

Audit Services | DEVO_IAU *DEVI_IAU | *DEV9_IAS_TEMP
Audit Services Append  DEV9_IAU_APPEND | *DEVI_IAU *DEV9_IAS_TEMP
Audit Services Viewer DEV9_IAU_VIEWER  *DEV9_IAU *DEV9_IAS_TEMP
Metadata Services DEV9_MDS *DEV9_MDS *DEV9_IAS_TEMP
Weblogic Services DEV9_WLS *DEV9_WLS *DEVO_IAS_TEMP

* Default tablespaces (specified in the configuration files) are to be created upon confirmation.

‘!ddih‘onal Tablespaces I
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xiv. Confirm and click Next.

Amy tablespaces that do not already exist in
the selected schemas will be created.

Click OK to create tablespaces.
Click Cancel to return to the wizard.

xv. Click OK.

-

“alidating and Creating Tablespaces

% Check tablespace reguirements for selected compon... | 00:00.100(ms)
%’ Create tablespaces in the repository databhase 00:02.540(sec)

Operation completed. Click OK to continue to next page.

xvi. Click OK.

2-12|Page



Repository Creation Utility

ORACLE
FUSION MIDDLEWARE

| Save Response File \

Help

xvii. Click Create.

W=y Repository Creation Utiity - Syateem Load _ |
||

Repository System Load in progress.

Al

Phtmm 3

T Welcome " Database details:
/'T\ Create Regository, Host Name localhost
T Database Connection Details Port 1521
T Select Components Service Name PDBORCL
Schema Passwords EEirs 2= o
T Operation System and Data Load concurrently
T Custom Variables
¥ Mo Tobleees Prefix for (prefixable) Schema Owners DEVS
Map Tablespaces
| 7ak
& Summary - . -
f | c  Schema Owner ‘ e ‘
il |Common Infrastructure  DEVS_STB Default DEVS_STB -
|Services Temp DEVS9_IAS_TEMP
Additional [None] N
N
|Oradle Platform Security DEVS_OPSS  Default DEV9_IAS_OPSS
|Services Temp DEV9_IAS_TEMP
Additional  [None]
SOA Infrastructure DEV9_SOAINF Default DEVS_SOAINFRA
RA Temp DEVS_IAS_TEMP
Additional [None]
iorade Identity Manager DEVS_OIM Default DEV9_OIM
Temp DEV9_OIM_TEMP
Additional [DEV9_OIM_LOB, DEVS_OIM_ARCH_DATA,
| DEV9_CATALOG_TEXT_IND_TAB]
|User Messaging Service DEVS_UMS Default DEV9_IAS_UMS
Temp DEV9_IAS_TEMP

-

i' Create | |

| cancel \

o Execute pre create operations
(9 Ccommon Infrastructure Services
Audit Services Append
Audit Services Viewer
Metadata Services
Weblogic Services
User Messaging Service
Audit Services
Cracle Platform Security Senvices
Business Intelligence Platform
Execute post create operations

00:00.28%9(ms)
00:02.575(sec)

[ Rl o R B o e B o R R

| Stop |
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[=] Welcome - Step 8 of 8

ORACLE

Repository Creation Utility SsIon TAODLETATE

Database details:

/I\ Host Marne 10.184 157 221
Port 1521
Service Narne LMTESTDE. IN.ORACLE. COM

Connected As sys

Execution Time 2 minutes 25 seconds

I Dperation Systemn and Data Load concurrently
T
1
(i

RCU Logfile Smp/RCUZ0LT-03-27_10-34_1861197034flogsfrcu.log

Component Log SrnpfRCUZ0LT-03-27_10-34_1861197084/lags
Directary

Wiew Log reu.log

| Completion Summary

Prefix for (prefi<able] DEw7T
Scherma Owners

Component Status Time Logfile({Click to wiew)

Cormmon Infrastructure Services Success :10.215(sec) sth.log
Cracle Platform Security Services Success 123.224(sec) opss.log
Business Intelligence Platform Success :19.660(sec) biplatform.log
User Messaging Service Success :13.888(sec) ucsurms.log
Audit Services Success :16.350(sec) iau.log

Audit Services Append Success :09.585(sec) iau_append.log
Audit Services Wiewer Success :09.220(sec) iau_wviewer.log
Metadata Services Success 116.338(sec) mds.log
weblogic Services Success 117 . 498(sec) wls.log

S

xviii. The above screen will come after the Repository is successfully created. Review the
above screen and Click Close.
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2.3.2 OIM domain creation

1. Open cmd (Command Prompt) as Administrator in OIM installed path (For ex.
...\oracle_home\oracle_common\common\bin\) and run config.cmd file.

D:\OIM\Uebhlogic_12C\oracle_common\common\bhin>config.cnd

2. Enter the path where you want to create the domain and the domain name (For ex.
oim_domain) and click Next.

Wd9-0 = 550 n new bor_hb.docx - Microsot Word =
e T — —r—
@) wh001q i eaciecom (ceaolis) - TigeaNC TR T e
3 Applications Places ]*u—m.y,p-w. wizard-WizardController # Tue02:02 B GENERIC PE&O OFSS Support Use
.

| Fusion Middleware Configuration Wizard - Page 1 of 8 E
fO6brq bin]$ nfil

Configuration Type ORACLE
1 FUSION MIDOLEWARE
4 Create Domain ] |

3. Select the Templates as given below:

Basic Weblogic Server Domain - 12.2.1.3.0 [wiserver]
Oracle Access Management Suite - 12.2.1.3.0 [idm]
Oracle Enterprise Manager - 12.2.1.3.0 [em]

Oracle JRF - 12.2.1.3.0 [oracle_common]

Oracle Coherence Cluster Extension - 12.2.1.3.0 [wlserver]
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) Tue02:04 © GENERIC PE&O OFSS Support Use
ddesli L
Fusion Middleware Configuration Wizard - Page 2 of 12
I
This is @ deprecated @ Templates ORACLE
Ihis 1s a deprecatec FUSION MIDDLEWARE
e_common/common/bin. {
4. Create Domain
1 0 Y [
8 Tinplotes Create Domain Using Broduct Templates:
& Agaiketien Lacetion Fiter Templates
& Administrotor Account Include all gelected templates | nclude all previously apphed templates
s Avallable Templates
NSIgH = 122190 (808] B

v Database Configuration Type Insight SOA Agent - 12.2.1.3.0 [soa)

v Component Datasources Oracle 828 -12.21.3.0 [s00]
Oracle Business Actiity Monioring - 12.2.1.3.0 [soa]

v 10BC Test

Oracle SOA Suite - 12.21.3.0 [s08]
w. Advanced Configuration Oracle 828 Chent + 12.2.1.3.0 (s04) |
v Configuration Summary v Oracle Access Management Sute < 12.2 1 3.0 [idm]

Oracle Identty Manager -12.2.1.3.0 [idm)
| Oracle Enterprise Manager - 12.2.1.3.0 (em)

Oracle Enterprise Manager-Restricted J#F - 122130 [em)]

Oracle Unfled Directory Services Manager - 12.2.1.3.0 [oud)

Oracle Unified Directory - 12.2.1.3.0 loud] O

Greate Domain Using Custom Template.

< Back Cancel

Nest >

1134 AM

o

Fusion Middleware Configuration Wizard - Page 3 of 12

ra bin onf
q -;VJSH- = 1‘ 4 Application Location _ORACLE
N a deprecated & s ep T
e_common/common/bin. (
- Create Doman !
». Templates

+ Application Location

v Administrator Account

 Domain Mode and DX

v Database Configuration Type
v Component Datescurces
108G Test Demain name lam_domain

Domain location:  YSS0/Ocac _Home/user_p

. Advanced Configurabon

v Combouration Summan Apohcaton locaten le_Homeluser faclcat  domain | Brewse

Cancel

1135 A
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5. Enter Name and Password, this credentials will be used to login into OIM Domain Console.
Please remember this User Name and Password as these will be used in many places.

2 Applications Places oracle-cie~wizard-WizardController

skedibliddievaal Qe Homeldnd command ki,

Fuslon Middleware Configuration Wizard - Page 4 of 12

Administrator Account ORACLE
FUSION MIDOLEWARE
s, Create Domain !
|
T
Y
w Administrator Account

v Domain Mode and 0K
v Database Configuration Type
v Component Datesources

v [00C Test Name weblogic
Password  seeen vevore
Conhguration Summary Confirm Password | seeseseeans

Must be the same o3 the password Password must contain t least § alphanumeric characters with
ot least one number or special character

< Back ext > Cancel

Lot )

whilbrq.norade coml (oraofss)

anke i i aled O lacken oI/ o DL

Fusion Middleware Configuration Wizard - Page 5 of 12

1$ ./confd]

Domain Mode and JOK ORACLE
FUSION MIDDUEWARE

w. Create Domain b
| Domain Mode

Revelopment

Usiize boot properties for username and password. and poll for applications to deploy.

+ Production
v Domain Mode and JOX
Require the entry of a username snd password. and do not pell for applications to deplay.
v Detabese Configuration Type
Jox

+ Qracle HotSpot 1.8.0_144 /scratch/jdkl 8.0_144

v Compsnent Oatas

10BC Test

Other JOK Lecation

v Configuration Summary

<Bock [ Net >

4 Tue02:05 © GENERIC PE&O OFSS Support Use

4 Applications Places |} F-oracle-tlc-wizard»Wuard(onlmller 4 Tue02:05 B GENERIC PE&O OFSS Support Use

1135 AM
017
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7. Database Configuration Type Screen will appear, Select RCU Data. Give the RCU
(Repository Creation Utility) Details that you have created already for OIM. Enter the rest of
the details as follows:

e Vendor: Oracle

o Driver: Oracle’s Driver (Thin) for Service connections

e DBMS/Service: Enter the Service Name of your DB

e Host Name: Enter the IP address of the system where your DB is installed
e Port: Enter the Port Number of your DB

e Schema Owner: Enter the Schema Owner created while RCU setup with suffix _STB.
Here DEV6 is the Schema Owner, suffix with _STB it will be DEV6_STB as Schema
Owner

e Schema Password: Enter the password as given while creating the RCU Click on Get
RCU Configuration, if successfully done move to Next Step.

3 0L T — ————
w-"sso-‘mbq,m-mam

bl il O Lkl

Fusion Middleware Configuration Wizard - Page 6 of 12

ORACLE

Database Configuration Type
FUSION MIDDLEWARE

1 Specy AutoCenfiguration Optiens Using
VBCUDMS  Manual Configuration
Enter the database connection detads using the schema credentals correspondng to Cemmon

Infrastructure Services companent in the Repesitory Creation Utity. The Wizard uses this connection
9de and JOK to configure the required for 3 in this domain

+ Database Configuration |

Vendor. | Oracle w  Driver: *Oracle's Driver (Thin) for Service connections. .. ¥
atasources

+ Connecton Parameters Connection URL String

Host Name: | 10184 155 233

v Configuration Summan
S DBMS/Service: | 0BLMDE port 1521
Schema Owner. DEV7_STB Schema Password  seessenes
Get RCU Configuration

Connection Result Log

Successhully Done.

Chick "Next" button to continue

< Back Cancel

Nest >

WY T Y ]
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8. Click Next.

Wild 90 5

) Tue02:07 O GENERIC PE&O OFSS Support Use

Fusion Middleware Configuration Wizard - Page 7 of 12
raofss@hf8brq bin)$ ./conff
‘ o { 9 }‘ “? ocated ; JOBC Component Schema ORACLE
s a deprecatec FUSION MIDDLEWARE
common/bin. 1
». Create Domein )
|
Y
|
v Domain Mode sad JOKX
|
¥ Component Datasources
y 108C Test
». Advanced Configuraben
y. Conguration Semmary Edits to the data above wil affect il checked rows in the table below
: Component Schema | DBMS/Service  MostName  Port  Schema Ow. Schema Passw
End Of Conhigurat LocalSveThl Schema | 0BL08  [10184188.203] 1521 [ oeva_sTe
WLS Schema OBLMDB | 10.184.155.233 |
OMM infrastructure | OBLMOB | 10.184.155.233 |
0PSS Audt Schema | OBLMOB | 10,184 155 233 I
OPSS Audit Viewer S| OBLMOB | 10,184 155 233 | 0€v7 |
0PSS Schema OBLMOB  |10,184.155.233|  1521| DEVI_OPSS

Cancel

Next >

el
sz

seksaddid iackeati

Fusion Middleware Configuration Wizard - Page 8 of 12

oraofss@whfttbrg b Jconf

‘[ £ Q‘?'_\ :" 1. ;',J?M ;‘" ; : JOBC Component Schema Test ORACLE
i$ 15 a8 deprecate FUSION MIDOUE WARE

ommon/common/bin.

@whfoGbrq bin)$ ./confi] A SresteDemen Vi Status Component Schema JOBC Connection URL
: This is a deprocated & . Templstes V| @ |LocalSucThi Schema 8¢ oracle the @710 184 155 233152
_conmon/common/bin., b ki v @ |WSSchema Jdbc oracie thn @10 184.155 203152

(T v @ [OWSMNDS Schema dbc oradie thin @I710.184.155.233 152
e v @ [ominirastrucure 4B oracle thin @1710.184 155 233152
[ Demain Mode end 0K v @ |0PSS Audt Schema Jdbc oracke thin @I710 184 155 293,152
v Database Configuration Type | v | @ | OPSS Audt Viewer Schema 190 oracie tin @//10.184 155 233,152
V ComponentDatasources | 1| @ |0PSS Schema @b orache i @/710 184 155 233 152
v JOBC Test
. Advenced Configuratin
v Conbouration Summary Test Selected Connections

Connection Resul Log
Component SchemasLocalSveTbl Schema
Dewvermoracie jdbc. OracleDriver
e thin @I710.184.155 233 1521/08LM08

SOL Test=SELECT 1 FROM DUAL

CFGPWK-64213. Test Successhull
CEGRANAEAILR DAL cannackion bash mas st saes
o

< Back

Nest > Cancel

W
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10. Select Administration Server and Topology and click Next.

wizal ardController

N CPRIG T T TP RT oIy IV BT STV PV AT

Fusion Middleware Configuration Wizard - Page 9 of 20

> Dgmain Frontend Host Capture
. A
. Sbvances Chrtipmion Configure Domain Frontend Host

¢ Administration Server

i ey Deployments and Services
y 2002000 Jevery
Target to Servers or Clusters

v Clusters
¢ Server Tem File Stoge
v Seherence Cluters Woddy Settings

v Machines

virtua) Targets

<Back | fest>

11. Enter the following details and leave other fields empty:

e Server Name: AdminServer
e Listen Address: All Local Addresses
e Listen Port: Enter any port number which is not in use (For ex. 9001)

izardController

bl s sl L bbb b AU N\

Fusion Middleware Configuration Wizard - Page 10 of 20

Administration Server ORACLE
FUSION MIDOLEWARE

w. Create Domain 1

Jeonflf
5 15 a deprocated § o Templates

rator Account

v Eoman Mede 02 3¢ Server Name  AdminServer

v Database Configuration Type

v Component Date

Usten Address  All Local Addresses

s
Usten Port 9001
Test

Contiquraton Enable SSL
+ Administration Server 5L Usten Port
v Managed Servers

Server Groups  Unspecified
v Clusters

¢ Server Temgl

y Soherence Clusters

y s

v Virtual Targets

y Partitons

v Conhguration Summary

<Bock [ Next>

9 r,“ 1$ ./cont Advanced Configuration ORACLE
FUSION MIDDLEWARE

onfff 4 Creste Domemn 1

od 4 A + Administration Server
| Moddy Settings
o Administrator Account Node Manager
' Domuin Made and DX Configure Node Manager
; Database Configuration Tvee | i yopotogy
Y Cemponent Datascurces Add, Delete or Moddy Settings for Managed Servers, Clusters. Virtual Targets and Coberence
y 108C Test

Port number must be between 1 and 65535, and déferent from SSL Uisten port and coherence port

Cancel

Tue 02:29

1159 AM
axn

) GENERIC PE&O OFSS Support Use
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12. Add two managed servers. Enter the following details:

Server Name: oam_serverl & oam_policy_mgrl
Listen Address: All Local Addresses
Listen Port: 14100 & 14150

NOTE: Use port numbers which are currently not in use, Server Groups are automatically

updated.

©) GENERIC PE&O OFSS Support Use

I3 x>

3 W) T D

13. Click Next until the section Coherence Clusters. Enter the following details:

NOTE: Use port numbers which are currently not in use.

Y

€ —€ —€ —€—€—C—<

Administration Server

v Managed Servers

Machines

Virtual Yargets

Partitions

Cluster Name: defaultCoherenceCluster
Cluster Port: 7674

hguraton

o Clusters

n_BM

v
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Fusion Middleware Configuration Wizard - Page 10 of 16

Coherence Clusters

Update Domain o
Templates

Database Configuration Type Cluster Name

Component Datasources defaultCoherenceCluster

DBC Test

Advanced Configuration
Managed Servers
Clusters

Server Templates
Coherence Clusters
Machines

Virtual Targets
Partitions

Configuration Summa!x

Configuration Progress

e G e e e e

End Of Configuration

_ORACLE
FUSION MIDDLEWARE

N

@ Discard Changes

Cluster Listen Port

7674

:ﬂelb
If it is windows machine click machine

If it is a UNIX machine click UNIX machine

e Name: localhost
¢ Node Manager Listen Address: localhost
e Node Manager Listen Port: 5558

sded il vl ol Ul a skt iomoldm commisibin

Fusion Middleware Configuration Wizard - Page 17 of 23

ORACLE
FUSION MIDDLEWARE

Machines

[ Machine | Unte Machine
dadd | K pelete

|
| Name Node Manager Uisten Address
| localhost localhost »

atasources

. Advanced Configuration
Administration Server

y Managed Servers

y Clusters

Server Temglates

o Assign Servers to Clusters

Caherence Clusters

Machines

Assign Servers 1o Machinef~
Virtual Targets

Partitions

<Back [ Nest>

) Disgard Changes

Node Manager Usten Port
sssdl]

Cancel

< gack

s

1206 M
122017

Cancel
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15. Assign managed servers to machines and click Next.

Assign Servers to Machines oRrRACLE

FUSION MIDDLEWARE
ate Domain | Servers

Templates

Database Configuration Type

Component Datasources

JDBC Test

Advanced Confiquration

Managed Servers @

) oam_serverl

Clusters

Server Templates

Coherence Clusters

Machines

Assign Servers to Machines
Virtual Targets

Partitions

Confiquration Summary

Configuration Progress

- ——— (0~~~ —(———

— End Of Configuration —
Select one or more servers in the left pane and one machine in the right pane. Then use the right arrow button (>)
to assign the server or servers to the machine.

§

<Back || Mext> Cancel

16. Review the Configuration Summery and click Create.

ssbeddididilewaisdiacletoneldndconneniin

Fusion Middleware Configuration Wizard - Page 21 of 23

[oraots
WARNIN

@uhf6Bbrq bin]$
This is a depre

Configuration Summary ORACLE
FUSION MIDDUEWARE

ommon/common/bin.

./cont ] A Exesie Do 3 view Deployment v  Name Basic WebLogic Server Domain =
This 1s 00 [0CAt 6l oleb Descrigtion Create a basic Weblogic Server ¢
This is a deprecated g u Templates & lam_domein Uscrath/SSO/Oracleamiddienare™ , .0 " orpcie comoration
common/common/bin. & & Server

Locaton [5¢rateNSSO/Oracle2Middieware

) oam_serverl A

I () oam_policy_marl Name Oracle 0PSS REST Service Applic
y 5 @ AdminServer Description Oracle OPSS Rest extension temy
L Ckakaae Cochourstion = @ AdminServer Author  Oracle Corporation
1 S @ AppDeployment Location  /scratehSSO/Oracle2Middleware
¢ Component Datasources ) opss-est
¢ 08¢ 1) statemanagement-provider-men | Name Oracle Access Management Sulte
\ (e ) DMS Application#12. 2110 Description Oracle Access Management Servy
A\ Advanced Confioy D) coherencetransactionor Athor  Oracle Corporation

e S s Locabon  facratchSSO/Oracle2Middleware

) cam_sdemin

y Managed Servers e Name Oracle Kentity Directory Services
| ) camsse_logout

o < Description Deploys the 10S Configuration Ut

& @ Ubrery

oracle webcenter skin® 0@12 7
oracle webcenter composers2 0
oracle wsm idmrest sharedib o)

Author Oracle Corporation

y ServerTemplates Location  /scratch/SS0/Oracle2Middieware

¢ Dynamic Servers

Do

Name Oracle Enterprise Manager Plug+l
v Assign Servers to Clustery oracle.wsm seedpolicies 82081 pyscription FMW Control Plugein for IOM
) le.sdp clent#2 091221 34 1
PP D) drach sty chen @ 3| Author Oracle Corporation
R ) oracle sdp messaging#2 0812 1v Lo, L35S SO/Onacie2Middiemare
' | . . »

= b CFGFWK-40326: Invalid coherence server address,

Assign Servers to Machine(~
Virtua! Targets

Partitions

Cancel

Helo Create

1207 PM
Ny

TR N
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17. Take a note of the newly created domain details and click Finish.

(Wi d9°0 % $50 in new box_hb.docx - Microsoft Word

1) whi0brg inoradecom] foraofss) - TigeWNC

Fusion Middleware Configuration Wizard - Page 22 of 22

¥ Oracle Weblogic Server Configuration Succeeded
New Domain lam_domain Creation Succeeded
Domain Loc

3 WA IR R

18. Open cmd (Command Prompt) as Administrator in OIM domain path (For ex.

3 Applications Places ‘4}. le-cie-wizard-WizardController H Tue03:41
r

[Py

©) GENERIC PE&O OFSS Support Use

Jra0| SSEnTEtbrg inls - /CONTR - eng of configuration ORACLE i
e > Y " FUSION MIDDLEWARE

i |

Oettop & P d e ST

...\oracle_home\user_projects\domains\oim_domain\bin) and run startWeblogic.cmd file.

@ C\Windows\System32\cmd.exe _ - —-—‘

Microsoft Windouws [Uersion 6.1.76811]
Copyright <c?> 2889 Microsoft Corporation. All rights reserved.

—

D:~880_SLO11g“fnuwsoracle home“user_ projectssdomains“oam_domain~bin>startWebLogic.cmd

E] | S|

m

19. After the server moves into Running Mode, open another command prompt at the same

location and run startNodeManager.cmd file.
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EX C\Windows'\System32\cmd.exe

Microsoft Windows [Version 6.7631]
Copyright <c» 2089 Microsoft Corporation. All rights reserved.

D:~850_SLON11gnfmusoracle_homesuser_projectssdomains“oam_domain“bin>startNodeManager . .cmd

20. Open the following link in any web browser
http://<IP_Address>:<OIM_Port No>/console

21. Click on Servers.
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@ 10184.158.192

ORACLE WebLogic Server Adninstaton Censoe 126

Change Center @ rome Log Out Preferences (3 Racord tely

|®

Welcome, weblogic | Cannected 1 tr2_domain
View changes and restarts. i

Configuration editeg is ensbied. Future Home Page

Domain Configurations

o Doman

System Status

Health of Runring Servers a3 of 3:19 AN

I Faled (0

ORACLE Weblogh Ssrve®

Ehange Conler 4 T —

me b page s harga b st of e s i it Wb Larar demmasn, Cerdiod parsies o Haragad Larsars ucsare iaring i e arar, Sy Haragad arary in Sarcy mesf resires tha domasrade wiasisionion oo,

[

 Custimize 1hin Lol
ervens (Fitsne - Phare Cobimen Eamt}
L T Srawing 110 400 4 e | b

Haching state Shatas of Lasi Action

B 110 4544 Froiinn | b

Spstem Mati
Faalih of Burvivg Sarars

I

AFRBUEREF ™D

23. This task might take time, wait until the servers’ state change to RUNNING.

Goto weblogic console home page and click on deployments and Check the health of OAM
related Deployments.
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oatat] [Update| [Detee | | [Stat - [Stop~

Name |ﬂ.ll Health Type Deploynsent Order
g3 caciebinasseaen(1 511,11 29) actie by 1w
0 |yt amadedomaints 0.21.00.20) |rerve Ubrary 10

e X naLLL At Lbeary w0

IS 0| @ govs Avpliation 12.0.129) I vox ra— B

» Corfigure an Ertesprise application Depen scve v ox Erterprie Appliation 0

+ St o deoedEtreie 3| Jresm ey £

Spbar e e et Ubrary w0
" eslisnie emeore | acve Lbeary 10
| oo F—————r or vor [mesrarmione .

Pres==—rreere) e = w
ety sl 115 .M Ubrary 00
o O |eptazazen |aee Ubrary w0

I Fated ()
i iy 21200) actie Ubrary 100
Oreseataa 1) — ] frebicpicaer m

I Warrie (0)

I o e L o} ez acpicatico paal
[Ercre Apcatin}
== =
=
Entepeise Agplication =

s rodesd dcelsbasrd L 4111120) [rees w
o s deitoptegatiel1 21111.20) Ubesry )
gyersdead destcpntagatin el 1011 1120) frees w
gysrodeadtmaragement(10,11120) Ubeary )
ipyoraciebiadh model shb(1.0,11.1.12.0) Ubrary 100

0| syoradebiact new (s .11.11.20) Ubrary 10
'jurxkh)d(wehmwhhnllll)-m Ubrary 100
gyersdebicomonss(11.1101) frees )
iyoradebibips(i1.1.104) Actie Ubrary 100
pyoradebpmmpn| 113) |a<vm Ubrary

24. Check oamconsole URL http://<IP_Address>:<OIM Port

login

No>/oamconsole and u are able to
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3. Oracle Unified Directory (OUD) Installation

3.1

3.2

Introduction

This chapter details out the installation steps for Oracle Unified Directory (OUD).

Installation Steps

Execute the fmw_12.2.1.3.0_oud.jar file by running the following command in Command

Prompt.

>java -jar fmw_12.2.1.3.0_oud.jar

WhOObrgnoradecom (orofss) - T

2 Applications Places I.;c

le-sysman-oio-oioc-OiocOneClickinstaller

) Mon08:17

me argument
. filename [argumer
0AM-0UD2]$ ¢
1$ /scrat

[oraofssg
ar
Launcher log fi
16-534M.10g.
cting the installer . . .
Checking if CPU speed is abovel
Checking monitor: must be conf
5 Passed

ng swap space: must be g
Checking if this platform requ.
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
1_08-16-53AM

tap/Oralnstall2017

/tmp/0rall

69-11

Click Next.

Oameauna

Welcome

w Welcome
v Auto Updates
w Installation Location

. Installation Type

t§ o Prerequisite Checks

@ Installation Summary

Oracle Unified Directory Installation = Step 1 of 8

ORACLE
FUSION MIDDLEWARE

Welcome to the Oracle Fusion Middleware 12¢ (12.2.1.3.0) Oracle Undied Directory Installer.
Use this installer to create & new Oracle home or to extend an existing Oracle Home that
contains everything you need to evaluate or develop applications with the Oracle Unified
Directory software

Far more information. see [nstall Patch, and Uparade in the Oracle Fusion Middleware
documentation libeary.

Context-sensitive online help Is avadlable from the Help button

Copyright (c) 2010, 2017. Oracle and/or its affillates. All rights reserved

Next > Cancel

Desktop

B GENERIC PE&O OFSS Support Use
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EMM(M-T
2 Applications Places

cle-sysman-oio-oioc-OiocOneClickinstaller

Password:

Sorry, try again.

Password:

sudo: 2 incorrect password att
[oraofss@whf0Bbrg 0AM-0UD2]$ ..
bash: .: filename argument req
i usage: . filename [argument
[oraofss@whfOBbrg OAM-0U
[oraofss@whfoBbrq OUD]$
ar

Launcher log file is /tmp/0Orall
16-53AM.10g.

Extracting the installer .
ecking i U speed is above
Checking monitor: must be conf|
777216 Passed

Checking swap space: must be g
Checking if this platform requ
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
1_08-16-53AM

Log: /tmp/Oralnstall2017-69-11

Enter Oracle Home path, where you have installed the FMW in the previous section and click

Next.

EMM(W-T
2 Applications Places

WVVPREIEES

Installation Location

o Welcome

; Auto UEdn\‘?’)

; Installation Location
. Intaltion Type

o Prerequisite Checks
o Installation Summary

cle-sysman-oio-oioc-OiocOneClickinstaller

Oracle Unified Directory Installation = Step 3 of 8

+ Oracle Home

[scratch/SSO/Oracle2/Middieware/Oracle_Home

-
Feature Sets Installed At Selected Oracle Home: | View jerconfig
= Oracle Identity Management QuickStart 12.2.1.3.0 &l
@ Oracle Fusion Middleware 12¢ Identty and Access Management QuickStart
0AM122130 t
OM122130
-
& SOA Foundation

SOA Core Components 12.2.1.3.0

Real-Time Integration Business Insight 12.2.1.3.0

Oracle Enterprise Scheduler 12.2.1.3.0
BAM Components 12.21.3.0
Managed File Transfer Interface 12.2.1 3.
Stream Analytics 122130

3 WLS Server Enterprise
JRF Full 12.21.3.0
Core Application Server 12.2.1.3.0

0

ORACLE
FUSION MIDDLEWARE

WebLogic Server Essential Components for Developers 12.2.1.3.0

Coherence Product Files 12.2.1.3.0
Coherence JavaDoc 122.1.3.0

Web 2.0 HTTP Pub-Sub Server 122130
Weblogic 5CA12.213.0

WebLagic Client Jars 12.21.3.0

Oracle WebLogic Communication Services 12.2.1.3.0

Sets In this installation.

This page only shows Feature Sets installed at the selectad Oracle Home
It does not show Feature Sets installed anywhere else.

< Back

Password:

Sorry, try again.
Password:

sudo: 2 incorrect password att
[oraofss@whf0Bbrg 0AM-0UD2]$ ..
bash: .: filename argument req
.: usage: . filename [argument
[oraofss@whfOBbrg 0AM-0UD2]$ c
[oraofss@whfOBbrq OUD]$ /scrat
ar

Launcher log file is /tmp/Orall
16-53AM.10g.

Extracting the installer .
Cchecking if CPU speed is aboval
Checking monitor: must be conf|
777216 Passed

Checking swap space: must be g
Checking if this platform requ.
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
1_08-16-53AM

g: /tmp/Oralnstall2017-69-11

Select Collocated Oracle Unified Directory Server (Managed through Weblogic sever)

WVVPREIES

Installation Type

y Welcome {
:, Auto Updates

Installation Location

. Installation Type

« Prersquisite Checks

v Installation Summary

 Installation Progress
w Installation Complate

option and click Next.

Oracle Unified Directory Installation = Step 4 of 8

Standalone Oracle Unified Directory Server (Mansged independently of WebLogic server) -

* Collocated Oracle Unified Directory Server (Managed through Weblogic server)

= Oracle Unified Directory 12.2.1.3.0

& Oracle Unified Directory
0up 122130

2 Internal Features
OPatch 13.9.2.0.0

= Oracle Common Configuration Infrastructure
CIE CAM Shared Config 12.2.1.3.0

FUSION MIDDLEWARE

<Back

Next >

ORACLE

Next >

) Mon08:17 B GENERIC PE&O OFSS Support Use

)

vl | Browse

-

Cancel

A g

€ GENERIC PE&O OFSS Support Use

)

) Mon08:18

Cancel

Destop & [

Bl gy
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rL"m’"' .
2 Applications Places cle-sysman-oio=oioc-OiocOneClickinstaller ) Mon08:18 B GENERIC PE&O OFSS Support Use
Oamauna —
Oracle Unified Directory Installation = Step 5 of 8
f q
Prerequisite Checks _ORACLE
FUSION MIDDLEWARE
Password:
ot y Vielcoms
Sorry, try again. 1
Password: y Auto Updates 100%
sudo: 2 incorrect password attf | i ciiistion Location -
[oraofssewhfOOorg OAM-0UD2]$ Jf [ = & Checking operating system certification config
AR (e A t redil tallati
beshs .2 filenane argument reqge} & Checking Java version used to launch the installer
» Prerequisite Checks
v Installation Summary t
ar " r
Launcher log file is /tmp/Orall :
16-53AM.10g.
Extracting the installer . . . }
( if CPU speed is abova
monitor: must be confi L
Passed bat
Checking swap space: must be g
Checking if this platform requi t
ot required)
Checking temp space: must be g ’
Preparing to launch the Oracla; RrosCH)
-16-53AM
/tmp/Oralnstall2017-69-11
V| View Successful Tasks View Log
@ ¥ Checking operating system certification

<Back | Next> Cancel

Oracle Unified Directory Installation - Step 6 of 8

ORACLE

Installation Summary e e
FUSION MIDDLEWARE

Password: i
Sorry, try again. $inelcome » & Install Oracle Unified Directory b
Password: W" Auto Updates & Installation Location J
sudo: 2 incorrect password att | .calation Location Oracle Home Location: /scratch/SSO/Oracle2/Middieware/Oracle Home
[oraofss@whf0Gbrg 0AM-0UD2]$ . T = Log File Location: 7-09-11_08-1 7-09-11_08-16-53AM erconfig
bash: .: filename argument reqf/p nstalation Type i
: usage: . filename [argument: j" Prerequisite Checks Iske ::::, 476 M8
[oraofss@whf@0brq 0AM-0UD2]$ cf 1 p Shb -

(© Installation Summary Available: 316450 M8
[oraofss@whfObrq 0UD]$ /scratd|
b T E Feature Sets to Install

0UD12.2.1.3.0 re

T
Launcher log file is /tmp/Oralf | jistsliation Complete G A Aot corg 12210

16-53AM.10g.
Extracting the installer . . . b
Checking if CPU speed is above
Checking monitor: must be conf: J
777216 Passed bat
Checking swap space: must be g
Checking if this platform requ. 3
ot required) J
Checking temp space: must be g

nager.sh

Preparing to launch the Oracle
1_08-16-53AM
Log: /tmp/Oralnstall2017-09-11

Save Response File

Select Install to accept the above options and start the installation

To change the above options before starting the installation, select the option to change in the left
pane or use the Back button.

Install | | Cancel

» 48 ¥
Desktop  + [8r pome 1L

91/2017

Review the Installation Summery and click Install.
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Applications Places

ioc-OiocOneClickinstaller

Password:

Sorry, try again.

Password:

sudo: 2 incorrect password atti
[oraofss@whf0Bbrq 0AM-0UD21$ .
bash:
i usage: . filename [argument:
[oraofss@whfGBbrg 0AM-0UD2]$ c
[oraofss@whf@brq OUD]$ /scrat
ar

Launcher log file is /tmp/Orali
16-53AM.10g.

Extracting the installer .
Checking if CPU speed is above
Checking monitor: must be conf.
777216 Passed

Checking swap space: must be g
Checking if this platform requ
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
1_08-16-53AM

]Elog: /tmp/Oralnstall2017-09-11;

T

Installation Progress

.+ filename argument reqd |’

i

@
T
T

v

el s

Auto Updates
Installation Locatior

Installation Type

Prerequisite ( kS
Installation Summary
Installation Progress

Installation Complete

Help

Oracle Unified Directory Installation - Step 7 of 8

100%

FUSION MIDDLEWARE

ORACLE

| |

ESESE SR SR SESESNES

| View Messages

Prepare
Copy

Generating Libraries
Performing String Substitutions
Linking

Setup

Saving the inventory

Post install scripts

& 9-Fo b B8, I = I E5 -

V| View Successful Tasks

Hardware and Software
Engineered to Work Together

Password:

Sorry, try again.

Password:

sudo: 2 incorrect password att
[oraofss@whfGGbrq 0AM-0UD2]$ .
bash: .: filename argument req|
.: usage: . filename [argument:
[oraofss@whf@@brq 0AM-0UD2]$ ci
[oraofss@whfGbrg OUD]$ /scrat
ar

Launcher log file is /tmp/Oralj
16-53AM.10g.

Extracting the installer .
Checking if CPU speed is above
Checking monitor: must be conf;
777216 Passed

Checking swap space: must be g
Checking if this platform requi
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
1_08-16-53AM

hog: /tmp/0Oralnstall2017-09-11

Click Finish.

Installation Complete

Auto Updates
Installation Locatior

Instal

Prerequisit
Installation
Installation Progress

Installation Complete

Oracle Unified Directory Installation - Step 8 of 8

& Install Oracle Unified Directory

& Installation Location

Oracle Home Location: /scratch/SSO/Oracle2/Middieware/Oracle_Home H

Log File Location:

FUSION MIDDLEWARE

H

erconfig,

ager.sh

| View Log

Finish

Next> |

ORACLE

)

7-09-11

© Feature Sets Installed Successfully

0UD12213.0
CIE CAM Shared Config 12.2.1.3.0

Pre-Existing Feature Sets

OPatch 13.9.2.0.0

Oracle Unified Directory installation completed successfully

7-09-11_08-16-53AM

ager.sh

Desktop ~ +

%) Mon08:20 & GENERIC PE&O OFSS Support Use

il &

550 PM
9/11/2017

5:50 PM
9/11/2017
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3.3 OUD Setup Steps

1.0pen cmd (Command Prompt) as Administrator in oracle_home\oud folder and run oud-
setup.bat file.

2.Click Next.

g-Thread %) Mon09:10 8 GENERIC PE&O OFSS Support Use

2 A i Places

F 1 Oracle Unified Directory Setup

2 Welcome Welcome
asti: ysoraceh/drso ey S . The Oracle Unified Directory Setup tool will ask you for some basic server and data E cManagament.,
bash: /scratch/oraofss/§  Server Administration Settings configuration settings and will get your server Up and running quickly. y

[oraofss@whf@Gbrq oud]$: Resiliency Ac
[oraofss@whfBbrq oud]$| Ports ServiceMBean>
[oraofss@whf@Gbrq oud]$:

5 Topology Options T
Launching graphical set POoQy.Opt Resiliency Ac
Oracle Components Integration the server n
Server Tuning Resiliency Ac
imeServiceMBe
Review
Progress Resiliency Ac
Finished Resiliency Ac

alue: true>

in/bin

9/11/2017

3.Enter the Host Name, LDAP Port & Password and click Next. Keep a note of Root User
DN, administration port this will be used further.

Wild9- 05

whi00brginoraclecon1 (oraofss)

3 Applications Places  java-lang-Thread “ Mon12:07 B GENERIC PE&O OFSS Support Use

Oracle Unified Directory Setup

‘\ [oraofss@whfBObrg oud]$
Welcome Server Administration Settings

Enter the path whera the instance will be created,
HTTP protacols can be used to manage the OUD sef

$
Launching graphical set < Server Administration Settings

Ports Instance Path:

- —1I°UD Browse
Topology Options
Host Name: whf00brg.in.oracle.com
Oracle Components Integration
1l 3
SeverTuning Administration Portls): (e .1, Administration only with LOAP v
LDAP Port: 5444

Coudnot use 4444, Port in use or user not athorzed

Review

Progress
Root User DN: cn=Directory Manager

Finished

Password:

Password (confirm): ey

< Previous | Next >

AL il Lo el - il o P Grael g
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4.Enable LDAP and LDAPS, enter Port Numbers. Select Generate Self-Signed
Certificate and click Next. Keep a note of LDAP Port this will be used further.

| 0= D T —
Wd9- 05 Document? - Microsoft Word [ol&] % |

whf00brg.in.oracle.com:1 (orz

2 Applications Places java-lang-Thread 4) Mon12:09 ) GENERIC PE&O OFSS Support Use

d é Oracle Unified Directory Setup
w{oraofss@whfeobrq oud]$

[oraofss@whfeObrg oud]$ Welcome Ports

[oraofss@whfe@brq oud]$

3 ¥ Server Administration Settings Specify the different ports and protocols that clients can use to access the data in the server.
Launching graphical set 9 If you choose to enable a secure protocol, you must provide the certificate that the server will
% Ports use to encrypt the communication.
Topology Options LDAP: @ Enable on Port: 12389 Enable StartTLS for LDAP

Could ot use 389. Port in use or user not authorized.

Directory Data ”
LDAPS: ¥ Enable on Port: |2636
Oracle Components Integration Could not use 636. Port in use or user not authorized
Server Tuning Certificate: © Generate Self-Signed Certificate (recommended for testing only)
REvew Use an Bxisting Certificate:
Progress
Finished

< Previous|| | Next >

osoom [
91172017

ail

5.Select This will be a stand alone server. Click Next.

LA ] T ———
W d9-0s Document? - Microsoft Word =S

whf00brg.in.oracle.com:1 (or:

4 Applications Places java-lang-Thread ) Mon12:09 € GENERIC PE&O OFSS Support Use

d é Oracle Unified Directory Setup
horaofss@whf@@brq oud]$

[oraofss@hfadbrq oud]$| Welcome Topology Options
[oraofss@whfeBbrg oud]$
Launching graphical set

Server Administration Settings Choose the Data Replication Options. You can change these settings later using the
‘dsreplication’ command-ine.

Ports © This will be a stand alone server
= Topology Options This server will be part of a replication topology
Directory Data

Oracle Components Integration
Server Tuning

Review

Progress

Finished

< Previous | | Next >

o3oom [
9/11/2017

il s
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6.In Directory Base DN, set dc=obIlm, dc=com. Select Import Automatically-Generated
Sample Data. Set Number of User Entries to 1000 and click Next. Keep a note of Directory
Base DN this will be used further.

W9~ Document? - Mi
whf00bra.in.oracle.com1 (or

2 Applications Places java-lang-Thread

Oracle Unified Directory Setup

w [oraofss@whf00brq oud]$
[oraofss@whfGObrg oud]$ Welcome Directory Data
Eg;:g;i:gwgggﬁirga{“g]ef Server Adminlstration Settgs Choose options for the LDAP data to be hosted by the server,
Ports Directory Base DN:  dc=oblm,dc=com

Leave empty if you do not want to create a base DN,
Topology Options
Directory Data: Only Create Base Entry (dc=oblm,dc=com)
= Directory Data Leave Database Empty

Oracle Components Integration Import Data from LDIF File

Server Tuning <
@ Import Automatically-Generated Sample Data
Review
Number of User Entries: {1000 |
Progress

Finished

< Previous

I ) R ™ = MR S o

Next >

7.Select No Specific Integration and click Next.

Wid9-0i= Document? - MicrosoftWord '

whf00bra in.oracle.com1 (or

2 Applications Places java-lang-Thread

[ Oracle Unified Directory Setup
w [oraofss@whf0brq oud]$

[oraofss@whf0Obrg oud]$ Welcome Oracle Components Integration
[oraofss@whfG@brg oud]$ 5
7 inistrati i pecify the Oracle components with which the server integrates. It is recommended to choose

Launching graphical setd —Senver Administration Settings the option covering only your requirements,

Ports

© No specific integration
Topology Options
Directory Data Enable for DIP (Directory Integration Platform)

 Oracle Components Integration Enable for EBS (E-Business Suite), Database Net Services and DIP

Server Tuning

Enable for EUS (Enterprise User Security), EBS, Database Net Services and DIP
Review
Progress

Finished

< Previous | | Next >

| 2 P R R P R T Y e =l
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8.Click Next.

[Wd9-0= ) Document? - Microsoft Word —— [cl&] = |

5} whf0brgiin.oracle.coml (oraofs)

2 Applications Places java-lang-Thread

i d [ Oracle Unified Directory Setup
w [oraofss@whfBbrg oud]$

[oraofss@whfeBbrg oud]$ Welcome Server Tuning

[oraofss@whfeBbrg oud]$

Launching graphical set Server Administration Settings Select how you want the OUD server to be tuned.

The default proposed settings are calculated based on the free memory available in the
machine and the data to be generated automatically. This is the recommended value if you do

Ports not have special requirements, You can change these settings later using the 'dstune’
o command-ine.
Topology Options
Directory Data Options: Providing the Memory to be used for OUD v
Oracle Components Integration
. The OUD server will be tuned based on the amount of memory you want to use for it, The
< Server Tuning memory you assign for OUD will be divided in two parts: the Java heap size of the OUD

X process and the estimated memory that will be required for the file system cache. The
Review offine tools (such as import-Idif) will use the same Java heap size as the OUD server.
Progress System Memory: 29.47 GB

" Dedicated Machine for OUD

Finished
1.02 GB (3.45% of System Memory):
1.01 GB (OUD Java Heap Size) + 0.01 GB (Estimated File System Cache)
i | | [ i I
256 MB 768 MB 1 GB1.50 GB 3GB 6 GB 12GB
Reset to Default

Data Memory Requirements
You have chosen to generate sample data (1000 entries).

< Previous | | Next >

ssoem ||
9172017

il s

9.Review the summery, check Start Server when Configuration has Completed and
click Finish.

[Wd9-0s

Document2

4 Applications Places java-lang-Thread

d é Oracle Unified Directory Setup
1 [oraofss@whf00brq oud]$
[oraofss@whf00brq oud]$|  Welcome Review
[oraofss@whfeBbrg oud]$ A §
Launching graphical set Server Administration Settings Review your settings and click Finish if they are correct. |Show Summary v
Ports
Host Name: whf0Obrg.in.oracle.com
/oRgicavOpiions LDAP Administration Port: 5444
Directory Data Root User DN: cn=Directory Manager
Oracle Components Integration LDAP Port: 2389
. LDAPS Port: 2636
Server Tuning
Directory Data: Create New Base DN dc=oblm,dc=com
< Review Base DN Data: Import Automatically-Generated Dat
a (1000 Entries)
Progress Integration with Oracle components: No Integration
Finished Runtime Options: 1.02 GB (3.45% of System Memory): 1.01 GB (OUD |
ava Heap Size) + 0.01 GB (Estimated File System C
ache)

W start Server when Configuration has Completed

< Previous | |  Finish

ssoem |
9/11/2017

il s
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10. Once complete click Close.

Document? - MicrosoftWord

=R

[oraofss@whfOGbrq oud]$
Launching graphical set

Server Administration Settings
Ports
Topology Options

Directory Data
Oracle Components Integration
Server Tuning
Review

Progress

= Finished

2 Applications Places lang-Thread
he i \ .
e Edi e 9 Oracle Unified Directory Setup
A [oraofss@whf00brq oud]$
[oraofss@hf@0brg oud]$ Welcome Finished

6 Oracle Unified Directory Setup Completed Successfully.
Oracle Unified Directory is now installed in
I Oracls

Jscre 0/0r: t_1/0UD.
The server is started.
Details:
Creating instance directory
cratch/SS0/Oracl Oracle_t 1/0UD ..... Done.

See /scratch/SS0/Orach
detailed log of this operation.

Oracle_Home/asinst_1/0UD/logs/

Configuring Directory Server ..... Done.

Configuring Certificates ..... Done.

Importing Automatically-Generated Data (1000 Entries) ....... Done.
Starting Directory Server ...... Done.

oud-setup for a

saem [
911/2017
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3.4

3.

OUD Domain Creation Steps

Create RCU as given in step 2.3.1

Open cmd (Command Prompt) as Administrator in

oracle_home\oracle_common\common\bin folder and run config.cmd file. Enter the path

where you want to create the domain and the domain name (For ex. oud_domain).

[Wd9-0s 5501 new box_hb.docx - Micresoft Word A [o[@] R

1) whioobrg noracle.com1 (oraofs) - TigerVNC lmﬂ'@'

2 Applications Places e ~oracle-cie-wizard-WizardController %) Mon12:43 ) GENERIC PE&O OFSS Support Use

clez/Middleware/Oracle.tHome/oracle.common...

Fusion Middleware Configuration Wizard - Page 1 of 8 -

[oraofss@hfO0brq bin]$ ./confi Configuration Type ORACLE

FUSION MIDDLEWARE 0‘

Ju, Create Domain
Templates
Administrator Account
Domain Mode and JOK
Advanced Configuration

¢ Configuration Summary.
- N What do you want to do?

5 Create a new domain

Update an existing domain

Domain Location: |Jracle2/Mi le_Home/user_pr dldorr| | Browse

| Create a new domain.

Cancel

OO NIRRT TESET ’ W
Select the Templates as given below:

e Basic Weblogic Server Domain - 12.2.1.3.0 [wliserver]
e Oracle Unified Directory Services Manager - 12.2.1.3.0 [oud]
e Oracle JRF - 12.2.1.3.0 [oracle_common]
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550 in new box hb.docx - Microsoft Word

2 Applications Places ‘%1-0racle-cie-wizard-WizardController

clez/Middleware/OracletHome/oracleaCOMMON e

' Fusion Middleware Configuration Wizard - Page 2 of 11 - [ %

Il " g .
[[]oraofss@whf@@brq bin]$ ./confil Templates ORACLE 0‘
FUSION MIDDLEWARE

«, Create Domain

Templates 5) Create Domain Using Product Templates:
P

Administrator Account FierT8p e

Domain Mode and JOk
Database Configuration Type | -

e |71 oracle Identity Manager - 12.2.1.3.0 [idm]
e [ oracle Enterprise Manager - 12.2.1.3.0 [em]

! Include all selected templates || Include al previously applied templates
I IDBG Test || Oracle Enterprise Manager-Restricted JRF - 12.2.1.3.0 [em]
Y

Available Templates

Advanced Configuration [vl[oracle Unified Directory Services Manager - 12.2.1.3.0 [oud]
i |71 oracle Unified Directory - 12.2.1.3.0 [oud]
[ oracle Enterprise Scheduler Service Basic - 12.2.1.3.0 oracle_common]
Confgdration Frpress |71 Oracle User Messaging Service Basic - 12.2.1.3.0 [oracle_common]
[ Oracle JRF SOAP/MS Web Services - 12.2.1.3.0 [oracle_common]
|71 Oracle RAS Session Service -12.2.1.0 [oracle_common]
v Oracle JRF - 12.2.1.3.0 [oracle_common]
7] Oracle Restricted JRF - 12.2.1.3.0 [oracle_common]

End Of Configura

Create Domain Using Custom Template:

Cancel

<Back

Next> |

w01m [

W4 gy

Enter Name and Password, this credentials will be used to login into OUD Domain Console.
Please remember this User Name and Password as these will be used in many places.

o G

=]

550 in new box b docx - Microsoft Word

racle ardController

4 Applications Places |/

cleg/Middleware/Oracle.tome/oracle.common..

Fusion Middleware Configuration Wizard - Page 3 of 11

Il
[oraofss@whfO@brq bin]$ ./confil Adeililetrator Account ORACLE
FUSION MIDDLEWARE

Create Domain
Templates

© Administrator Account
Domain Mode and JOk
Datzbase Configuration Type
Component Datasources

!
! IDBC Test
I
9t
Y

Advanced Configuration Name. weblogic
Configuration Summary Password sersenninae

Configuration Progress Confirm Password | «eseseseees

End Of Configuration

| Must be the same as the password. Password must contain at least 8 alphanumeric characters with
| at least one number or special character.

Next > - Cancel

R

LGl 1L Ll o RN

< Back
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Select Development as Domain Mode and latest JDK. Click Next.

[Wd9-0]s $501n new box_hb.docx - Microsoft Word w - =i

5 tnncncecoe o) ==

2 Applications Places |»‘;}.-oracle-c;e-wizard-Wizardcontrouer 4) Mon12:44 © GENERIC PE&O OFSS Support Use

clea/id yare/Oracle_Home/oracl

1 Fusion Middleware Configuration Wizard - Page 4 of 11 -

[oraofss@whf0Bbrg bin]$ ./confil Domain Mode and JDK ORACLE

FUSION MIDDLEWARE D‘

Utilize boot.properties for username and password, and poll for applications to deploy.

Create Domain

Domain Mode
Templates
5 Development
Administrator Account
Domain Mode and JOK
Production

Database Confiquration Type .
Require the entry of a username and password, and do not poll for applications to deploy.

Component Datasources
JoK

%) Oracle HotSpot 1.8.0_144 /scratch/jdk1.8.0_144

S
@
&
o'

Advanced Configuration

Other JDK Location:
Configuration Summary

e e e e e e

Configuration Progress

<Back | Next> Cancel

L

-

014M |

L

Database Configuration Type Screen will appear, Select RCU Data. Give the RCU
(Repository Creation Utility) Details that you have created already for OUD. Enter the rest of
the details as follows:

e Vendor: Oracle

e Driver: Oracle’s Driver (Thin) for Service connections

o DBMS/Service: Enter the Service Name of your DB

¢ Host Name: Enter the IP address of the system where your DB is installed
e Port: Enter the Port Number of your DB

e Schema Owner: Enter the Schema Owner created while RCU setup with suffix _STB.
Here DEV6 is the Schema Owner, suffix with _STB it will be DEV6_STB as Schema
Owner

e Schema Password: Enter the password as given while creating the RCU

Click on Get RCU Configuration, if successfully done move to Next Step.
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WhfODbrain.oracle.com1 (oraofss) - TigerVNC ==

4) Mon12:45 © GENERIC PE&O OFSS Support Use

Applications Places orac| art izardController

f hfOl cle/Middleware/OracleHome/0racle.Common. .

1 Fusion Middleware Configuration Wizard - Page 5 of 11

ﬁoraofss@whf@@brq bin]$ ./confil Database Configuration Type ORACL& 0‘
FUSION MIDDLEWARE

Create Domain

/T\ Specify AutoConfiguration Options Using:

Templates
T il 3 RCU Data Manual Configuration
T Administrator Account

Domain Mode and J0K Enter the database connection details using the schema credentials corresponding to Common
i g Infrastructure Services component in the Repository Creation Utilty. The Wizard uses this connection
T‘ Database C; T to configure the required for in this domain.

Component Datasources
7 Vendor: | Oracle v| Driver: |*Oracle's Driver (Thin) for Service connections; ... ¥
T DBC Test
* Sabvancad CarRoLEation 5 Connection Parameters ) Connection URL String
| A it Host Name: |10.184.155.233

Configuration Progress 4
[ DBMS/Service: | OBLMDB Port: [1521
U End Of Configuration

Schema Owner: | DEV6_STB Schema Password: | +esesese

Get RCU Configuration

Connection Result Log

Successfully Done

é\i(k "Next' button to continue.

Cancel

< Back Next> |

wasem [

Wl

Microsoft Word

2 Applications Places I ‘%1-«:racle-cie-wizard-WizardController *) Mon12:46 & GENERIC PE&O OFSS Support Use

f br C clez/Middleware/OraclentHome/oracleaCOMMON e o

Fusion Middleware Configuration Wizard - Page 6 of 11

1 1018 <fconty
[[]oraofss@whf@@brq bin]$ ./confil IBBC Gompenant Schama _ORACLE 0‘
FUSION MIDDLEWARE

« Create Domain '

Templates
Administrator Account
Domain Mode and Jok
Database Configuration Type
© Component Datasources
[DBC Test
Advanced Configuration
¢ Configuration Summary.

Confi

fetonradeens Edits to the data above will affect all checked rows in the table below.

End

nfigura

[ Component Schema | DBMS/Service| Host Name Port | Schema Ow...| Schema Passw.
\ LecalSv(ThI Schema DELMDB |10.184.155.233 1521 L DEVS, STE
10.184.155.233 |

| \WLS S(hema

184.155.233
| \OPSS Au tiewer s osLoB |10184.155.233|
[opssschema  [oBiMDB | 10.164.155.233)

Cancel

<Back | Next>

1016PM |
91172017

8. Click Next once JDBC Test for all the components are successfully.
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2 Applications Places | ‘%1-0racle-cie-wizard-WizardController

clez/Middleware/OracletHome/oracleaCOMMON e

Fusion Middleware Configuration Wizard - Page 7 of 11 - [ X

L i
Il
oraofss@whf00brq bin]$ ./confil
[[] @ 4 1§ ./ JDBC Component Schema Test ORACLE
FUSION MIDDLEWARE
p, Create Domain V| Status  Component Schema JDBC Connection URL | |
Templates vI| @ |[LocalsvcTbl Schema //10.184.155.233:152) ||
Administrator Account V| @ e schte il
v « | OPSS Audit Schema | idbc: oracle:thin: @//10.184.155.233:15!
Domain Mode and Jok 1= - = p— — BT
v & | OPSS Audit Viewer Schema | jdbc:oracle:thin: @//10.184.155.233:15:
Datahase Configuration Type |1 ¢ [ 0pss Schema jdbe:oracle:thin: @//10.184.155.233:152.]
Component Datasources
© JDBC Test

Advanced Configuration

v Configuration Summary
‘ Test Selected Connections

End Of Configuration Connection Result Log
Component Schema=LocalSvcTbl Schema
Driver=oracle.jdbc. OracleDriver E
URL=jdbc:oracle:thin: @//10.184.155.233:1521/0BLMDB
User=DEV6_STB
Password=FHkkbbiE
SQL Test=SELECT 1 FROM DUAL

CFGFWK-64213: Test Successfull
ECRUK.64712- 1nAC tinn tact £l [

il

Cancel

1016PM |
ot

9. Enter the following details and leave other fields empty:

e Server Name: AdminServer
e Listen Address: All Local Addresses
e Listen Port: Enter any port number which is not in use (For ex. 8001)

i BESG e ot doc e i e

2 Applications Places I?‘%1-ora:le‘cie-wixard-wizardController
I

cleg/Middleware/Oracleatome/oracle.common..

Fusion Middleware Configuration Wizard - Page 9 of 12

i

[oraofss@whfO@brq bin]$ ./confil Adeilnlstratlon Server ORACLE

FUSION MIDDLEWARE

Create Domain
Templates
Administrator Account
Domain Mode and J0k
Database Configuration Tvpe | g, ver Name  |AdminServer
Component Datasources
IDBC Test
s Advanced Configuration
Administration Server Enable SSL

Listen Address | All Local Addresses v

Listen Port 8001

Configuration Summary SSL Listen Port

T —3 3

Server Groups |Unspecified v

o End Of Configuration

| Port number must be between 1 and 65535, and different from SSL listen port and coherence port. |

<o [tiot> |
SRRl el i sl ] @ [ R

10. Review the Configuration Summary and click Create.
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~—

2 Applications Places Ip“+-oracle-c|e-wnzard-W|zardController

inal  H}
[oraofss@whf00brq bin]$ ./confil

clez/Middleware/Oracle-tHome/oracle-Common. . .
Fusion Middleware Configuration Wizard - Page 10 of 12

Configuration Summary

Create Domain

Templates
Administrator Account
Domain Mode and ok
Database Configuration Type
Component Datasources
IDBC Test
Advanced Configuration
Administration Server
Configuration Summary

A['\
/T\
I
!
I
1
1
)T\
I

nfiguration Progress

End Of Configuration

Help

+ View: | Deployment v

(5 oud_domain (/scratch/SS0/Oracle2/Middleware

|2 & AdminServer
& (& AdminServer
[ & AppDeployment

[ opss-rest

[ coherence-transaction-rar

[ oudsm#12.2.1.3.0

[ state-management-provider-mer|
[ DMS Application#12.2.1.1.0

@ & Library

[ adf.oracle.domain.webapp. apach
[ oracle.wsm.idmrest.sharedlib#1
[ oracle. adf.dconfigheans#1.0@12
[ adf.oracle. domain.webapp. apach
[ odl.clickhistory. webapp#1.0@12.
[ adf.oracle.domain.groowy#1.0@:
[ oracle.adf. management#1.0@12
[ oracle.bi.adf.view.slib#1.0@12.2
[ adf.oracle. domain.webapp. antir-1
[ oracle.wsm.seedpolicies#2.0@1
[ adf.oracle.domain.webapp. hauk-

$501n new bos._hb.docx - Microsoft Word

—

ORACLE
FUSION MIDDLEWARE

Name
Description
Author
Location

Name
Description
Author
Location

Name
Description
Author
Location

Name.

Description
uthor

Location

Name.
Description
Author

Location __/scratch/SS0/Oracle2/Middleware v
g7 — b

Basic WebLogic Server Domain

Create a basic WebLogic Server ¢
Oracle Corporation
Iscratch/SSO/Oracle2/Middleware|

Oracle Unified Directory Services
Oracle Unified Directory Services:
Oracle Corporation

Iscratch/SSO/Oracle2/Middleware

Oracle JRF

Full JRF Domain Template

Oracle Corporation
Iscratch/SSO/Oracle2/Middleware

Oracle JRF Base

Required for Fusion Middleware C
Oracle Corporation
Iscratch/SSO/Oracle2/Middleware

WebLogic Template for JRF Domai
template.info.description.text
Oracle Corporation

| Select Create to accept the above options and start creating and configuring & new domain. To
| change the above configuration before starting Domain Creation, go back to the relevant page by
| selecting its name in the left pane, o by using the Back button.

L mlalsdd o

<Back

Create | | Cancel

11. Click Next once the configuration completes successfully.

ﬂ

racle-cie-wizard=WizardController

[oraofss@hfoBbrq bin]$ ./confil

clez/Middleware/Oracle-Home/oracleaCOmMOonw o

Configuration Progress

Create Domain

| Templates

Administrator Ac

Domain Mo

and JOK

Database Configuration Type
Component Datasources

JOBC Test

dva

onfiguration

Administration Server

Configuration Summary

Configuration Progress

€—® <

End Of Configuration

Fusion Middleware Configuration Wizard - Page 11 of 12

ORACLE
FUSION MIDDLEWARE

4) Mon12:48

«&&3«‘«.&

100%

Copy Unprocessed Artifacts
0PSS Processing

Security Pmcessihg
Atifacts Generation

String Substitution

Post Processing

S@ %)

1016PM |

W4 gy

S@] =

€ GENERIC PEXO OFSS Support Use

12. Take a note of the newly created domain details and click Finish.
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P icrosof Word. ————
S50 in new box_hb.docx - Microsoft Word (S ®

2 Applications Places izardController %) Mon12:48 € GENERIC PE&O OFSS Support Use

fss@whfOObrq:/scratch/SSO/Oracle2/Middleware/OracleHome/oracle.common...
Fusion Middleware Configuration Wizard - Page 12 of 12

File Edit ninal —
Hl[joraofss@whm@b rq bin]$ ./confil End Of Configuration ORACLE O‘
FUSION MIDDLEWARE

\, Create Domain

+ Oracle Weblogic Server Configuration Succeeded

A New Domain oud_domain Creation Succeeded
Administrator Account Domain Location
0/0 Oracle_Home/user_p domain |
Domain Mode and JOK Admin Server URL

http://whf00bra.in.oracle.com:8001/console

Database Configuration Type
Component Datasources

JDBC Test

L Advanced Configuration
Administration Server

o Configuration Summary
Configuration Progress

1
© End Of Configuration

Finish

1018pM |

W4 gy
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35 Steps for OUDSM Status Checking

1. Open cmd (Command Prompt) as Administrator in OUD installed path (For ex.
...\oracle_homel\asinst_1\OUD\bat) and run start-ds or start-ds.bat file.

2. Run status.bat
Enter choice as 1
Click enter in the administrator field
Type password and hit enter

Check server run status is started, Idap and Idaps are enabled

Administrator: C:\Winéow;;\sy_s{e;éi(:rn&.exe S-
& L —— e —

D=NOIM\Weblogic_12CNoudi\bat>status .bat

>>>> Specify Oracle Unified Directory LDAP connection parameters
How do vou want to trust the server cerxrtificate?

Automatically tr»ust
Use a truststore
Manually validate

Entex» choice [31:z 1
Administrator» user bind DN [cn=Director»y Managerx1:
Passwor»d for» user» “cn=Directory Managex’ =

——— Server Status ——
exrver Run Status: Started
Open Connections: 5k

—— Ser»ver Details ——
Host HName: UASAKKUM—PC
Ndministx»ative Usexs: cn=Director»y Managex
Installation Path: D=NOIM\Weblogic_12CNoud
In ance Path: D=:NOIM\UWUeblogic_12Z2Cxasinst_1\0UD
Ox»acle Unified Directorxry 12_.2_.1.3.8G9
ava Uersion: 1i.8.8_144
Administy»ation Connectox»: Poxrt 4444 J<JLDAPSD>

—— Connection Handle»s
Nddr»ess:Pox»t = Protocol =

NWAN
refa el
L
TR

O G

Disabled

Data Sources
cn=vix»tual acis
virtualAcis
5

Replication: Disabled

dc=oblm.dc=com
Backend ID: usex»Root
Entr»ies: 1882
Replication: Disabled

D:=NOIM\UWeblogic_12CNoud\bat>

3. Open cmd (Command Prompt) as Administrator in OUD Domain path (For ex.
...\oracle_homel\user_projects\domains\oud_domain\bin) and run startWeblogic.cmd file.

(startweblogic.sh in case of linux)
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- R, _
EX Administrator: Command Prompt |- Sl | S

D:~>cd D~S850_SLON1i1g-sfmuwworacle _homesuser_projectssdomains“~oud_domainsbin

D:=~E580_SLON11ganfmuwsoracle _homesuser_projectssdomains*ouwd_domain“~bin>startUWebLogi
c .cmd

e . - - .. . .

4. After the server moves into Running Mode, open the following link in any web browser.
http://<IP_Address>:<OUD_Port_No>/oudsm/faces/odsm.jspx

5. Enter name as obImOUD, enter server name, User Name and Password, administration port
same as given during OUD domain creation and click Login.

e S ——

Directory Connections

Connections
Actions v Ve~ [New 9§ Delete
] Open Connections 0
Saved Connections OR ’ s‘ | € 120

Directory Services Manager

* Directory Type () 0ID@ OUD
Name: obimOUD
*Server ofss222486

* Administration Port 44

* Passy

StartPage Home v

V| Do you want to save this connection?

Login

6. Click on Yes, trust always.
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Sulact CN=ABOONAAP, CmAdiristration Correcton Self Signed Certhcate

CHeABOUNAAP, Omidmicistration Cornectos Sef-Signed Centicate

Click on Data Browser tab, the username and password maintained here will be used as
SSO credentials. Go to organizational information and select password and change

assword.
[ Summary of Deploymen: X ¥ [} QUDSM

€ (&) ‘ © 10.184.158.192:8001/oudsm/faces/odsm,jspx

Unified Directory Services Manager

Directory Manager | Topology Manager
Directory Connections blmOUD x
@ Home 2 Data Browser | 6@ Advanced Search 4% Configuration | &% Schema (& Securty | 6@ Metrcs
uid=user.0 Refiesh | Apply | Revert
@ newiork Group  networkegroup ¥ 8 =
*Required
% DataTree | O, Search Distinguished ame wid=user.0,0u=People, dc=oblm, de=com
v B-BARBRTVTFHAO Created by - Modified by -
e Crestedat - Modified at -
ry
4 ElRoot © UserPage Aftibutes
4 @ de=oblm,de=com
4 & ou=People =
[ > vid=user.0 | User Details:
» @ vid=user.1 ~
5 § uid=user.10 4 Basic User Information
b 1§ vid=user.100
> § uid=user.101 H
» § vid=user.102 * Common Name  Aaecf Amar User D yserp
» § vid=user.103
> § vid=user.104 User Name Title
» 1§ vid=user.105
> 8 uideuser108 First Name  Aaccf Emal  yser.0@maildomain.net
> § videuser. 107 * Last Name  Amar Mobile  +1010 154 3228
» 1§ uid=user.108
» § vid=user.109 Initids  ASA
Upload
5 vid=user.11 B
> § uid=user.110
> § vid=user.111 » Organizational Information
» 1§ vid=user.112 .
About | Privacy
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4. OHS Installation

4.1 Introduction

This chapter details out the installation steps for Oracle HTTP Server (OHS).

4.2 Installation Steps

1.Install FMW 12.2.1.3.0.infrastructure.jar following the steps mentioned in Section 2
giving another different oracle_home path other than previous install. This will be used
solely for OHS’ purpose.

2.Run OHS installation file setup_fmw_12.2.1.3.0_ohs_win64.exe.

3.Click Next.
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4 Applications Places

777216 Passed

Checking swap space: must be g
Checking if this platfora requl
ot required)

Checking temp space: must be g
Preparing to launch the Oracle

Log: /tmp/Oralnstal
Logs successfully copie
[oraofss@whfOGbrq swdump)$ cd
[oraofss@whfBGbrq 0AM-0UD2]$ .
Launcher log file is /tmp/Orall

S

g is aboval
ecking moni ust be conf
777216  Passed

king swap space: must be g
Checking if this platform requ
ot required)

Checking temp space: must be g
Preparing to launch the Oracle
8_05-52-33AM

Log: /tmp/Oralnstall2017-69-18

cle-sysman-oio-oloc-OiocOneClickinstaller

Welcome

v Welcome

v Auta Updates

tion Locabon

v [OX Selection
Prereguisite Checks

<

v Ingtellation Symmary

Select Skip Auto Updates

Copyright (c) 1999, 2017, Oracle and/or &5 ffilates. Al rights reserved

“ Mon 05:53

Oracle HTTP Server Installation = Step 1 of 9

ORACLE
FUSION MIDOLEWARE

Welcome to Oracie Fusion Middleware 12¢ (12 2.1 3.0) Oracle HTTP Server installer.

Use this installer to create a new Oracle Home or extend an existing Oracle home with the
Oracle Fusion Middieware Web Tier software, including Oracle HTTP Server.

For more information, see [nstall, Patch, and Upgrade in the Oracle Fusion Middleware
documentation Wbrary.

Context-sensitive online help is avalable from the Help button

Neat >

©) GENERIC PE&O OFSS Support Use
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2 Applications

Oracle HTTP Server Installation = Step 2 of 9

ORACLE
‘ Auto Updates e

y Wekome

e: must be g

a if this platfors requl v Auto Updates BN e

)0 Location Select patches from directory —

king temp spac
aring to launch t
AN

v Installstion Type

v [OK Selecton

Search My Oracle Support for Updates
v Precequiste Checks

v ingtellation Summacy

[oraofss@whfBGbrg
Launcher log

is aboval

Checking swap space: must be g
Checking if this platfora requl
ot required)

Checking temp space: must be g
aring to launch the Oraclal

< Back

5. Enter Oracle Home path (ohs_home), where you have installed FMW middleware and click
Next.

3 Applications Places cle-sysman-oio-oioc-OiocOneClickinstaller 4 Mon05:53 O GENERIC PE&O OFSS Support Use

Oracle HTTP Server Installation = Step 3 of 9
I Installation Location _ORACLE
FUSION MIDOLEWARE
777216 v
ecking swap space: must be g| Y Hesemt * Qracle Home
Checking if this platf re Auto Updats
Checking 1f this platform requj y Adoupdstes JscatchISSO/Oracle2Middiemare/OHS_Home v | Browse
& Installation Location ey
: nust be g Feature Sets Installed At Selected Oracle Home: | Yiew 1 3
. na to launch the Orac - on Type
reparing to launch the Oracle e = Oracle Fusion Middleware 12¢ Infrastructure 12.2.1.3.0 of n
v [OK Selection w Core Server
Oralnstall2017-69-1 i
P ]I’WVII 1 o7 '4 18 & Prammfads Chadts Core Application Server 122130
ly copied to /gf Y “RnaMSLie Coherence Product Fles 12.213.0
[oraofss@whfOBbrq swdump]$ cd § v instellation Summary Web 2.0 HTTP Pub-$ub Server 1221 3.0
[oraofss@whfOGbrg 0AM-0UD2]$ . 2 Progre Weblogic SCA12213.0
Launcher log file is /tmp/Oral S g WebLogic Chent Jars 12.21 3.0
52-33AM.109. 3 Administrative Tools
king if CPU speed is abova Administration Console Addtional Language Help Fles 12.21.3.0
Checking monitor: must be conf CEWLS Config 1221 3.0
777216 Passed Enterprise manager 122130
king swap space: must be g = Dstabese Support
king if this platfora requl Third party JOBC Drivers 12.21..0
required) WebLogic Evaluation Database 122130
king temp space: must be g 5 Open Source Components
Preparing to launch the Oracle Fusion Middieware Maven Support 12213.0
8 52- Hffl‘ @ [PF and Enterprise Manager
Log: /tmp/Oralnstall2 9-18] WAS for MW 122130
& Oracle Automatic Diagnostic Repository Feature Set Group
FMW Platform Generic 12.21 3.0 1=
OPatch 139200
Sets in this installation -

This page only shows Feature Sets instalied at the selected Oracle Home
1t does not show Feature Sets instaled anywhere else

<Back | jet>
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o

Select Collocated HTTP Server (Managed through weblogic server) option and click
Next.

ssed
king swap sp nust be g
Chacking if this platform requ
ot required)

Checking temp space: must be ¢
Preparing to launch the Oracla
8 05-44-57AM

Oralnstall20

PU speed aboval
nust be confl

: must be g
Checking if this platform requi
ot required

nust be gl
fors requl

Checking if this plat
ot required)

Checking temp space: mu
Preparing t
8 44.5
tmp/Oralnstall2017-@
s successfully copie
WwhfBGbrq swdum
whf00brq 0AM-0 o
Launcher log fil tap/Orall
52-33AM.109
Checking

t be g
launch the Oracle

18
S

P

CPU speed is aboval

king monit sust be conf|
5 Passed
ecking swap space: must be gl
C ng if this platfora requl
ot required)
Checking temp space: must be g

ring to launch the Oraclel

52-33AM

Installation Type

welcome

¢ Ao Updates

v 10K Selection
Prerequisite Checks

<

v Instelation Summary
v Ingtallaton Progress
v Installation Complete

v JOK Selection

v Prerequiste Checks
v Ingtaltation Summary

Oracle HTTP Server Installation - Step 4 of 9

ORACLE
FUSION MIDDLEWARE

Standalone HTTE Server (Managed independently of WebLagic server)
+ Collocated MTTP Server (Managed through Weblogi server)

Oracle HTTP Server 12.2.1.3.0
3 OMS
Oracle NTTP Server 122130
3 Java Runtime Environment
Oracle JRE 12213.0
= Oracle Commen Configuration Infrastructure
CIE CAM Shared Config 1221.3.0
Enterprise manager Plugin for OHS 122130
& Infrastructure
Oatabase Client 121020
OAM WebGate For Oracle HTTP Server 122130
OPatch 139200
AP 122130

< Back Neat >

Oracle HTTP Server Installation - Step 5 of 9

ORACLE
FUSION MIDDLEWARE

The selected JOK /scratch/idkl 8 0_144 will be used for this installation

< Back

Newt >

Desitop o [®

v | Browse

Cancel
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8.

Click Next after the Prerequisites Check is successfully completed.

# Mon05:53 O GENERIC PE&O OFSS Support Use

Oracle HTTP Server Installation = Step 6 of 9

ORACLE
Prerequisite Checks o % @
v Welcome {
; Auto Updates 100%

v Installation (ocabion

@: must be g
h the Oraclaej ¥ -

Checking operating system certfication

0 pe

! Checking recommended operatng system packages s,
v [DK Selection

mp/Oralnstall2 Checking kernel parameters
successfully ¢
@hfOBbrg swdu

gwhfOBDrq 0AM-0

v Precequisite Checks
Checking physical memary

v Ingtallation Symmary

LS SE SR SR Y

Checking Java version used to launch the installer

ot required)
Checking temp
Preparing to
8_05-52-33AM

/tmp

Jralnstal

v View Successhul Tasks

# @ Checking recommended operating system packages
& ¥ Checking kemel parameters

3 Applications # Mon05:54 O GENERIC PE&O OFSS Support Use

Oracle HTTP Server Installation ~ Step 7 of 9

ORACLE

I Installation Summary o
FUSION MIDDLEWARE

777216

: nust be gf Y Mekeme + @ Install Oracle HTTP Server (OHS)

Natform requf y Aus Updates stallation Location
. Oracle Home Location: /scratch/SS0/Oracle2Middieware/OHS_Home

i o o

installation Locabon irmpemion e s s
b 3 k
Preparing to 1 M)
B 65-44-57AM oK 5o = Disk Space
0g: DG Required 1757 N8
Logs su ¢ Drerequisite Chacks Avalsble: 302670 M8
[oraofs: Installation Summary = Feature Sets to Install
[oraofss@wh Oracle HTTP Server 1221.3.0

wh

aancher CIE CAM Shared Config 12.21 3.0
Launcher 1

Enterprise manager Plugin for ONS 122130
Database Client 121020

OAM WebGate For Oracle HTTP Server 122130
WAP122130

Oracle RE122130

Checking if CPU speed is ab
Checking monitor: must be ¢
777216 Passed
Checking swap space:
ng if this platf

Save Response File

Select install to accept the above cpbons and start the installation

To change the above options before starting the installation, select the option to change in the left
pane, or use the Back button

< Back Install Cancel
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10. Click Next once installation is done.

4 Mon05:57 € GENERIC PEAO OFSS Support Use

Oracle HTTP Server Installation - Step 8 of 9

Installation Progress RM—O“’ACL'GM %
777216 Passed v —
Q swap spa must be gl i
if this platform requl t 100%

ing temp sp be g
eparing to launch the Oracla)
44-57AM
Log: /tmp/Oralnstall2617 18
Logs successfully copied to /sf

Prepare 12213

Copy

Generating Ubraries

Performing String Substitutions

[ora: <-fam:£«w§?vq E:'L:lp]f cd tallat . Unking
[oraofss@ahfoGbrq 0AM-0UD2]$ . & installetion Progress
Launcher log file is /tmp/Orall Souy

52-33AM,10g v Installatien Complete
Checking 4f CPU spaed is aboval
5t be conf

Saving the imventory

LLELCLes s

Post install scripts

-hecking monitor: mu
777216

king swap sp nust be g
ecking if this platform requ
required)
Checking temp space: must be g
Preparing to launch the Oraclae
-33AM

Oralnstal

18]

View Messages v View Successful Tasks View Log

Hardware and Software
Engineered to Work Together

Bnish

Neat >

11. Review the details and click Finish.

“ Mon 05:57

Oracle HTTP Server Installation = Step 9 of 9

I Installation Complete ORACLE
3 FUSION MIDDLEWARE
777216 Passed v
Checking swap space: must be g + = Install Oracle HTTP Server (OHS)
Checking if this platform requi pdate = Installation Location
ot required) L ) Oracle Home Location: /scratch/$S0/Oracle2/Middieware/OHS Home =
Checking temp space: must be g Log File Location 7:09-18_055 749-18_05-52-334M
C g temp space st be ) ) =

Preparing to launch the Oracl
A B hade | S 5 Feature sets Installed Successfully

Oralnstall2017 P Oracle KTTP Server 122130
008 § fully copted to /8 erequisie Chec CIE CAM Shared Config 1221 3.0
[oraof hfeBbrq swdump)$ cd tallat g Enterprise manager Plugin for OHS 12.21.3.0

Database Chent 121020
OAM WebGate For Oracle MTTP Server 122130
« Installation Complete Wwar22130
Oracle PE122130
= Pre.Existing Feature Sets
OPatch 139200

[oraofss@whfOGbrq 0AM-0UD2]$ . tAllatian §
Launcher log file is /tmp/Oral
52-33AM.109.

Checking 4f CPU speed is aboval
king monitor: must be conf|
16 Passed

Checking swap space: must be ¢
Checking if this platform requi
ot required)

Checking temp space: must be g Next Steps:
reparing to launch the Oraclel
5§2-33AM 1 Creote & doman using the Configuration Waard
tmp/Oralnstall20

2 Start Node Manager and Domain Servers

See the product installation quide for detalled instructions

Oracle HTTP Server (OHS) installation completed successfully.
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4.3 OHS Domain Creation Steps

1. Navigate to ...\ohs_home\oracle_common\common\bin\ folder in the cmd

>set QS_TEMPLATES=<path-to-wls_jrf.jar>

(For ex. set QS_TEMPLATES=D:\fmw\ohs_home\wlserver\common\templates\wis\wlIs_jrf.jar)
execute gs_config.cmd file.

Enter Name, Password, Domain Location, Port Numbers and click Create.

NOTE: Use port numbers which are currently not in use. Linux users do the following

& b5
Ee ot Yiew Table Tooks Window Help x
E-2-8xFeas vE G-¢ B @y HOEEIA 0, Eld ¢ g
&) Detout o Tmeteiorn [l | B/ U[Elxam sitae A-v-a-,
{m ol@ B a3 it A e il & “ | Properties
Text =]

10063535,

INSRT |STD *

Pageds /sl Defaut

3 € WYy > B e

For Linux set as below

[b'ij@ofsszzelso bin]$ setenv QS TEMPLATES /scratch/Softwares/INSTALL/OHS WEBLOGI
C 12/wlserver/common/templates/wls/wls jrf.jar
[bij@ofss220180 bin]$ ./qs config.sh

2. Click Next after configuration finishes.
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oracle-cie-wizard-WizardController Mon 06:00 ENERIC PE&O OFSS Support Use

Fusion Middleware Configuration Wizard - Page 2 of 3

4 |
|

$ i ;] Configuration Progress ORACLE
? FUSION MIDDLEWARE

Middleward

« Configuration Progress

« End Of Configuration Copy Unprocessed Atfacts
Securty Processing
Artfacts Generation
String Substeution
Post Processing

Cancel

Fusion Middleware Configuration Wizard - Page 3 of 3

2 End Of Configuration ORACLE
g FUSION MIDDLEWARE
Middleward ¢
« Configuration Details 43
hfOGbrq bin]$ ./qs_cd -
Domain Name:  ohs_domain pm
+ Configuration Success >
Domain Lacation: _Home/user | _domair)
Status.
»
Admin Server URL  hatp Jfwhf00keq i, ocacle com. 7600/console v

. D
Next Step
Start Domain ohs_doman v nhg.internal

4. Open cmd (Command Prompt) as Administrator in
...\ohs_home\oracle_common\common\bin folder and run config.cmd.
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~oracle-cie-wizard-WizardController ¥ Mon06:01 © GENERIC PE&O OFSS Support Use

Fusion Middleware Configuration Wizard - Page 1 of 6

whf00brq bin)$ export

ver/coamon/templates, ]
d :‘21:‘,_] bin$ [_‘r' % Configuration Type ORACLE ) i
cle2/Middleward FUSION MIDOLEWARE

W Update Domain i

bin]$ ./qs_co} o Templates
[oraofss@whfOBbrq bin) onfi pmmEnv. sh
[\_ a0fss@wh q bin)$ ./confd w. Advanced Configuration
v Conhguration Summary

What do you want to do? o 4

Lreate a new domain

+ Update an existing domain

Domain Location | RSINRERSY By Browse

Update an existing domain

Cancel

Fusion Middleware Configuration Wizard - Page 2 of 7
Templates ____O‘Mi |
FUSION MIDDLEWARE

Update Domain

» ing P
D Templstes Update Domain Using Product Templates:

v Application
w. Advanced Configuration

Fiter Templates prrwr

Include all gelected templates Include all previously applied templates

v Catbauration Sunenary Avadable Templates

Basic Weblogi Server Doman - 12.2.1.3.0 [wiserver] ¢ jc
v Oracle Enterprise Manager - 12.2.1 3.0 [em)

Oracle Enterprise Manager-Restricted J#F - 12. 2.1 3.0 (em)
v/ Oracle HTTP Server (Collocated) - 12.21 3.0 [ohs]

Oracle HTTP Server (Restricted J&F) - 12.2.1.3.0 [ohs]

Oracle User Messaging Service Basic < 12.2.1 3.0 [oracle_common]

Oracle JBF SOAPMS Web Services - 12.21 3.0 [oracle_common]

Oracle PAS Session Service - 12 2.1.0 [oracle_common] -E L

Oracle WSM Policy Manager - 12 2 1.3 [oracle_common]
v Oracle JAF + 12,2130 [oracle_common]

Oracle Restricted JRF - 12.2.1 3.0 (oracle_comman]

Wiabt mnte 8 dommnnd ok Pnm dann hnm AV A Prbomaion B P — 5

Update Domain Using Gustom Template

<fack | Nedt> Cancel

6. Select the following templates and click Next.
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Oracle enterprise manager

Basic Weblogic Server Domain - 12.2.1.3.0 [wiserver]
Oracle HTTP Server (Collocated) — 12.2.1.3.0 [ohs]

Oracle JRF - 12.2.1.3.0 [oracle_common]

Oracle Coherence Cluster Extension - 12.2.1.3.0 [wiserver]

~oracle~cie-wizard-WizardController ¥ Mon06:04 O GENERIC PE&O OFSS Support Use

Fusion Middleware Configuration Wizard - Page 3 of 7 3
Application Location ORACLE i
FUSION MIDDLEWARE

. Update

Qomain

\'m

e

Application Location

«

. Advanced Configuration
v Conhguration Summary

>

A. ¢

Domamname:  ohs_domain prernal sh

Domain lecation _Heme/user

Application location

Browse

_Homeluser |

<ok

£ . i ‘\ ) F'T)J‘:TL- m_'a H} botiop "« P Al g

Click Next.

-oracle-cie-wizard-WizardController # Mon06:04 @ GENERIC PE&O OFSS Support Use

Fusion Middleware Configuration Wizard ~ Page 4 of 7
Advanced Configuration ORACLE B
FUSION MIDDLEWARE
s Updete Domein { a
mai <
" Temel Topology
:’ o Add. Delete or Modiy Settings for Managed Servers, Clusters. Vietual Targets and Coberence brmmE
v Appiation Location
+ Advanced Configuration | ¥ System Components
v Ceahguration Summary Configure and Target System Components S
A

Dgmain Frontend Host Capture
Configure Domain Frontend Host

Deployments and Services

Target to Servers or Clusters

<Bock [ pext>

Desitop M § . o

Ny

8. Select System Components and click Next.
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q! 3 Applications Places -oracle-cie-wizard-WizardController # Mon06:04 O GENERIC PE&O OFSS Support Use

1$ axp Fusion Middleware Configuration Wizard - Page 4 of 7
in)$ export
mplates

[ oraofss@wh o0l

Advanced Configuration ORACLE
FUSION MIDDLEWARE

[oraofss@wh Topology |V
[oraofss@whfBBbrq b Add, Delete or Modify Settings for Managed Servers, Clusters, Virtual Targets and Coherence prnmE

Appication Location
w Advanced Configuration v System Components

¢ Ceahguration Summary Configure and Target System Components

Damain Frontend Host Capture

Conbigure Domain Frentend Host

Deployments and Services

Target to Servers or Clusters

<pock | Next> | Cancel

Desttop = P @ . b aji'wzrm

S
4 Mon06:05 ) GENERIC PEXO OFSS Support Use

Fusion Middleware Configuration Wizard - Page S of 9

[oraofss@whfB0brq bin]$ export

lHon 1 I
H

System Components ORACLE |

FUSION MIDDLEWARE

scrat F:
ar . Update Domain ‘
P Add Delete @) Disgard Changes
[oraofss@whfO0brg bin]$ ./qs_cof & Templates + X
(oraofss@whfOlbrg binl$ ./confl | Applicatien Location System Component Companent Type Restart Interval Restart Delay Seconds
Seconds
s Advanced Configuraion
chs_SystemComponent |OHS - %600 L)

v System Components
v Machmes

Configuration Summary

<fock [ Nest> Cancel

et |

[

10. Enter the details as given below and click Next:
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System Components: ohs_SystemComponent_1

Admin Host: keep default

Admin Port: 7779

Listen Address: Host Name of the system( Ex 0fss222486)
Listen Port: 7777

SSL Listen Port: 4443

Server Name: http://<listen Address>:7777

NOTE: Use these port numbers if they are currently not in use.

Fusion Middleware Configuration Wizard - Page 5 of 9

OHS Server ORACI—E a‘
FUSION MIDDLEWARE

/T\ Update Domain :
/T\ Templates System Component |QHS_SystemComponent_1 -
/T\ Advanced Configuration
T System Components Admin Host 127.0.0.1
T OHS Server Admin Port 7779

Machines
T Listen Address ofss222486
j,; Configuration Summary
-~ Configuration Progress Listen Port 7777

End Of Configuration SSL Listen Port 4443

Server Name http://ofss222486:7777
Help < Back Next > Cancel
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11. Click Add button and enter the following details:
If UNIX machine click on unix machine and click add

Name: ohs_machine_local
Node Manager Listen Address: localhost
Node Manager Listen Port: 5557

Use port numbers which are currently not in use.

oracle-cie-wizard-WizardController

[oraotss
[oraofss

Fusion Middleware Configuration Wizard - Page 7 of 11
Machines

. Update Domein

" Machine Uinix Machine
@ add || 3 petete

Bbrq bin]$ ./qs_cof & Yemplates
y Application Locatien

Name Node Manager Listen Address

Y hs_machine_local locamost 3

w Machines

Assign

<Bock | Newt>

ORACLE

FUSION MIDOLEWARE

@ Disgard Changes

Node Manager Usten Port

‘* =]

= ¢

Cancel

12. Assign system component to ohs_machine_local and click Next.

Fusion Middleware Configuration Wizard - Page 8 of 11

ORACLE

¥ Mon06:08 O GENERIC PE&O OFSS Support Use

AL

Q) GENERIC PE&O OFSS Support Use

) whio0brgnoradecom? foraofs) - T s
3 Applications Places T;‘;vora(le-ﬂrwlnrd-WuardConlrnllv

[oraotss@whiatbrg

bin]$ ./qs_cd
bin]$ ./conf4

Assign System Components to Machines

. Update Domain

. Advanced Configuraten
|

y System Components

|

w Assign System Component

Configuration Summary

Select one or more system components in the left pane and one machine in the ight pane. Then
wse the right arrow button (>) to assign the system component or compenents to the machine.

FUSION MIDOLEWARE
Machines N
© Machne e 3
= D ohs_machine_local
& kg SystemComponent
i ohs_SystemComponent 1

<Bock | Newt» Cancel

Aitenedd

Desitop
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13. Click Update.

2 Applications Places '?‘]v-Dra(le-(ie-wizard-WixardCDntroller

[oraofss@hf0brg bin]$ export
Home /wlserver/common/tenplates
[oraofss@whfBObrg bin]$ echo $Qi
/scratch/S50/0racle2/Middleward)

Fusion Middleware Configuration Wrnrd Page 9of11

Configuration Summary

Update Domain i

_ORACLE
FUSION MIDDLEWARE

D‘

) Mon06:08 B GENERIC PE&O OFSS Support Use

ar ) few. | Deployment v| | Name ohs_domain @
i F00b - Description —
{orao:ss(:«:.gvm o;n}S . 0L Templates L2 ohs_domain [/scratch/SS0/Oracle2Middieware " , Oracle Corporation B o
yraofss@whf0Bbrq bin)$ ./ pmmEnv.sh
oraofss orq bin]$ Asolicetien Losation & & AdminServer ‘ Location  [scrateh/SSO/Oracle2/Middleware
| & G Adminserver
s, Advanced C n ol | .
[ L Name Oracle HTTP Server (Collocated)
System Components [ coherence-transaction-rar ‘ Description Oracle KTTP Server Extension Te.
[ [} state-management-provider-men = Author Oracle Corporation
OHS Server S | Caa
e () DMS Application#12 2110 1= Locabon  /scratch/SSO/Oracle2/Middleware
Machines ) opsserest fig-builder-
[ Aailc Svalant Cormourbnte 0em Name Oracle Enterprise Manager Plugin fnterna
| @ & Ubrary Description FMW Control Plugin for WEBTIER
) Coslipuinitsa Bimisimey D) oracle webcenter.skin#20@12. | Author  Oracle Corparation
ation Progre [J jsti#12@1.2.01 Location  /scratch/SSO/Oracle2/Middleware
% : [) em_sdkeore_ppc_public_pojo_jar e
- 0 adf oracle domain#1,0912.21.¢ :::‘(‘rm“ E;":’;rs":::::;e':’"‘g" RURS-commox
J pti i <h
# sh
d s (th::ry lo@l”; Author  Oracle Corporation
L) wrtigmadell gl LLL Location  /scratchySSO0/OraclezMiddleware
) emcore_jar
Q Un#11@12.213.0 Name emasTemplate
0 oracle adf deshopintegration me. | Description emas plugia Template »
() oracle bi.composer#1L 11801 ' author  Oracle Corporation ¥
Y emrere{?lent  jar v Location _/scratch/SSO/Oracle2/Middleware = 9er.5h
‘ T — D »
Select Update to accept the above options and start extending the domain. To change the abave N
configuration before Updating the domain, go back to the relevant page by selecting its name in the v
Ieft pane, or by using the Back button S—

Cancel

Update

Desktop

TR RN onsanT

14. Click Next after the configuration completes successfully.

whf0brg.n.oraclecom2 = &)
“ Mon06:13 ©) GENERIC PE&O OFSS Support Use

3 Applications Places -oracle-cie-wizard-WizardController

[oraofssawhfBebrq bin)$ e Fusion Middleware Configuration Wizard - P.lge 100f11
oraofss@whfG6brq b xport

Home/wlserver/common/templates
[oraofss@whf0abrq bin$ o $Q Configuration Progress
scratch/SS0/0racle2/Middleward

_ORACLE
FUSION MIDOLEWARE

oo ota. Do {
[oraofss@whf00brq bin]$ ./qs_cd [ L
[oraofss@whfiobrg bin)$ ./confil . pmmEny.sh

Backup & Intiakzetion
OPSS Processing
Securlty Processing
Artacts Generation
Post Processing

L 30 90 L N 8

+ Configuration Progress

v End Of Configuration

Cancel

343 PM
91872017

RN
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15. Review the domain details and click Next.

S=ras

- e
5 whidObrg inoraclecom: (oraofss) - TigerVNC.
) Mon06:13 ) GENERIC PE&O OFSS Support Use

2 Applications Places }Jp—mde—cm~wuam».'.n;ardc\mumlor

Fusion Middleware Configuration Wizard - Page 11 of 11

A 3
End Of Configuration ORACLE [
FUSION MIDDLEWARE

¥ Oracle Weblogic Server Configuration Succeeded
Existing Domain ohs_domain Update Succeeded
Domain Location
cratch/SSO/0racle2Middleware/OHS_Homejusar projects/domains/ohs_domain
Admin Server URL

End Of Configuration

After successful domain creation, you must run the WLST command ohs_updateinstances) to
i

complete all the required steps. Please refer to ONS product documentabon for mare details

Finish

» ¥ I
Destop ” + [ § ol e g

16. Click Finish.

4.4 OHS Configuration Steps

1. Open cmd (Command Prompt) as Administrator in OHS domain bin path (For ex.
...\ohs_home\user_projects\domains\ohs_domain\bin) and run startWeblogic.cmd.

BN C\Windows\System32\cmd.exe g =RRC X
Microsoft Windows [Uersion 6.1.76811] -~
Copyright Cc> 2080% Microszoft Cowporation. A1l rights weserved.
D:~E850_SLO~1Z2cnfmuvoracle_home‘uzer_projectsidonains ohs_test_domainzbin>startWebLogic.cnd i

[

[

| -

< 1 3
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2. After the server moves into Running Mode, open another command prompt at the same
location and run startNodeManager.cmd file.

BN CA\Windows\Syste:

Microsoft Windows [Uersion 6.1.76811
Copyright <c> 288? Microsoft Cowporation. All rights reserved.

D:~8850_SLOx1Z2cfnusoracle _homesuser_projectssdonmainssohs_test_domainsbinl?startModeManager.cmd

3. Open the following link in any web browser and login.

http://<ip_address>:<ohs_port>/em/faces

4. Click on Weblogic -> Administration -> ohs instances.

. By )
ORACLE Enterprise Manager Fusion Widdieware Control 12¢ (E:beilogc o WEIEEE

OHS_domain @ B4 v | AutoRefresh  OF B

"a WebLogic Domain w Nov 16, 2017 5:34:30 PM IST

Sery¢  Home
n Server

HMonitering

X Name AdminServer
Diagnostics

Contral Host  ofss222486.in.oracle.com
—  Logs Listen Port 9001
Clust  Environment

Deployments General Setiings

JDBC Dala Sources Java Transaction API (JTA)

Messaging Java Persistence API (JP4)  Cluster Machine State Health Listen Port &l

Cross Component Wiring ElBe Ruing o 001
Deple ot cenices Web Applications

Other Senices OHS Instances

Administration Notes

1 3
Refresh WebLogic Domain
Security Columns Hidden 34 Servers 1of1
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Click on OHS_SystemComponent and click start

C @ loclhost
ORACLE Enterprise Manager Fusion wsenare Conrl 12¢ £ Weologe Doman v weblogk ¥
= ohs_domain © Yy B
t=
£ WebLoge Doman v 02017 125818 15T )

OHS Instances
Use tis page to Create, Delete 3n Instance of OKS
= Croote ) Oviote.. ) stan [ Stop
Nome St Oracle HTTP Sever ] Status  Machine Name Host Name
ons_SystemComgonant_t & orsmxhoeccal ABOONAAPIn orace com

7T eEMNYE > EErarER LAEREEROE D

Close the Confirmation Message box.
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€ C | ® 10.184.158.192:7600/em/faces/as_ohs_ohsinstancestype=weblogic_domain&itarget=%2FDomain_chs_domain%2Fchs_domain

@ Confirmation

Start Operation on target [Domain_ohs_domain/ohs_domainohs_SystemComponent_1 -

Completed Successfully

[ 4 e
Checking operation status on tarpet

[Domain_ohs_domaniohs_domain/ohs_SystemComponent_1

Operation Start Up on target

/Domain_ohs_domain/ohs_domain/ohs_SystemComponent_1 succeeded

10184158

7. Click on ohs_SystemComponent_1. Click on Oracle HTTP Server -> Administration
mod_wl_ohs Configuration in the new page.

ohs_domain'2Fohs_domain
0

'@ OB :

1
\Y

ORACLE’ Enterprise Manager Fusion Widseuws Contra 176

w4 ohs_SystemComponent_1 ©

RG] v 5 o

=

Monit '™
Mononng
Control
Logs

S PorUsege

Target Seamap
Targat Informaton

Modules

49
Madules

General
B
1 Component Name ~of_SyatenComoonent, |
N Verson 12210
State HUNNING
» Vitual Hosts. Most  ADOONAAP I oracie com

bl Pedormance Onectves Ports ocanoat 7777 saiont 444) losanowt 7779

Log Contiguraton
o Machin Nome  ona,Mactvre, |
Bervw Contguraton
Auto Restart v

MIME Conhguraton
i st Oracio Mome  D\Securty SwOrace_HOME)
MO0 o Contguraton
AGuinced Contguraton

Iale Processes |

Busy Processes 0
Krtor Rate (W) 019
Connaction Duration (voconds) 0
Reauest Processing Tume (seconds) 0

Roquost Thoughput (per second) 0 04

Response Data Thoughput (Kt second) 016

Response and Load

0
'
4
]

o5 o5 o538 [
30 e 217

W Reguest ccessing Tine (il seccnds)

1 Webkoge Doman ¥

wetloge v

Ty Rv

2002007 S IST &)

o5 ok

8 /Dcman,cha_ g, domaeha,SystamComponece, 1: Recuns Thushout (et par econd)

CPU and Memory Usage

o8 (5 o8 o836
30 30w 2017

‘
W OU Uean (%)

05138 0840 [

W arsory Usagn (M)

Tavie View

Tatie View
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8. Select radio button Provide weblogic server host and port details and Click on the Search
button of Weblogic Host, select AdminServer and click OK.

9. Inthe Match Expression section enter the following:

* jsf
*.jspx
* html
*.**
*.*

*%

In the Locations section enter the following:
e GLM

Click Apply.
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mod_wl_ohs Configuration

A Match Expressions

== Add Row

Remove

Expression

* jof

*jspx

* html

@ TP For example MatchExpresssion can have the following value:
* jsp WebLogicHost=myHost|WebLogicPort=7001|PathPrepend=/test2

4 Locations

Click on "Auto Fill'to get all the valid WebLogic server end point locations. This will update any existing location with the same name and add all the new locations to the below table.

o= Add Row

Location
SampleApp

GLM

Remove  =j= AutoFill

WebLogic Cluster

10. Restart OHS component by clicking on Oracle HTTP Server ->control -> Restart...

[ Jv— Y508 50000 or Dommarm_oh4_Ooemainiohs_Somumens_SysienCenponeot, 1
Qi Cos e

[ - b Do I tke et
mod  Peruma Resta

A b
40 Swun
™ o 4 Oricie MTTP Sarvme 13 Ot INELS5E Sarvar S0y Corimain Commn 87 38 AR

rem et Stema0 1

B Domekewen | e Vot 0 Por e

Uroe Page

Wetdogic Teep Directory

Exchode Path of Mese Type

4 Match Expressions

+ asaRow X Remove

3 15 004 e, 30 04 10 MIAASrueson A6 O MACH0n4 19 80Ky By Svion ¥ b0 ML oge Cuate
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11. Open cmd (Command Prompt) as Administrator and navigate to the path
...\ohs_home\webgate\ohs\tools\deployWebGate and execute the following command.

>deployWebGatelnstance.bat -w <path_to_ohs_SystemComponent_1> -oh
<path_to_ohs_home>

(For ex. >deployWebGatelnstance.bat -w
D:\SSO\fmw\ohs_homeluser_projects\domains\ohs_domain\config\fmwconfig\components\O

HS\instances\ohs_SystemComponent_1 -oh D:\SSO\fmw\ohs_home)

& C\Windows\System3Zicmd.exe — — _— - —-— = | B |

Microsoft Windows [Version 6.1.76811]
Copyright (c) 2089 Microsoft Corporation. A1l rights reserved.

D:~580_SLONI2¢NFmwNorac le_home‘\webgatesohs\tools\deployWebGate >deployllehGateInstance .hat —w D:\S80_SLONI2cNfmy
oracle_homesuser_projectssdomains“ohs_test_domainconf ighfnwconf ighcomponents\0HSNinstancessohs_SystemCompone|

nt_1 —oh D:5880_8SLONIZeNfmuwsoracle_home

NOTE: Linux users refer the following screenshot.

=1 bij@ofss220180:deployWebGate ESWN e

File Edit View Search Terminal Help

[bij@oTfss220180 deploywebGate]s$ ./deploywebGateInstance.sh -w /scratch/Softwares
/INSTALL/OHS WEBLOGIC 12/user projects/domains/OHS domain/config/fmwconfig/compo
nents/OHS/instances/ohs SystemComponent 1 -oh /scratch/Softwares/INSTALL/OHS WEB
LOGIC 12

Copying files from WebGate Oracle Home to WebGate Instancedir

[bij@ofss220180 deploywebGate]l$s .

12. Edit path variable of system environment variables to add oracle home path.
( This step for windows machine only)
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Ble 8t Yiow et Famat Table Tooks Wndow Hep
B-2-ae@ess ¥E . ©-¢%- - @8U-v MCaETQ 0,0~ [léé,

P odmn (] [Tmetewtorwn W12 | B/ U[Exam sitee A-v-a-
L 2 H i 2 X 3 K X 3 53, 7 L6 £ R “ | Properties XieR
cenar-wpr Y ITMWUTACIE_ITUME TTUSCT_Proj £ £
fi OHS\instances\ohs_SystemCompmmmt—t—t- B\ ettt o = @
o R 20! ) onrrent Viabiel i TmesNewRoman  [v] (12 [2]
Spem properes 8 i B/U-~Mm KK ©
- e = o 1 3
Come s Kivrcd [ st and ohs foldg| |wsse ™ | AR N- A-®-
JAVA_rOVE C:\Program Fles\Javaljd1.8.0_73br;... Sy J
OME1\webga| | = ‘ [E1\bin; = s @
a——————— | LT | |fetails [El-:: =
(=) LSRR s I
Spacing: Indent:
User Profiles RN
e Vorablevae: ;i lSecunty finw Crade HOVERBi; | o 27z lo0”
2| c— oo [zl
Syt s, sytem ke, s0d debusgon rfomaten \- £ los0”
[senn_] e ]
[Cox ] (e ] [ i

PageS? /59

-

13. For Windows machine only
Open cmd (Command Prompt) as Administrator and navigate to the path
...\ohs_home\webgate\ohs\tools\EditHttpConf and execute the following command.

>set PATH=%PATH%;<path_to_ohs_home/bin>;<path_to_ohs_lib>;

(For ex. >set
PATH=%PATH%;D:\SSO\fmw\ohs_home\bin;D:\SSO\fmw\ohs_home\webgate\ohs\lib)
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14.

e orecsie . T TS MR EPEWRWESSS .

Fle [0t Yiew fuset Fomst Table Tooks Window Help 2

E-2-asFeas vE &3¢ ®- - @l-v H2BETA O, 16 ¢

& oetour ol TmeNewtomn w2 [+ B/ U[E]xam siree A-v-a-
g 2 = -

A s a3 A A i R “ | Properties

B Cwindows\system3Z\cmd, o ) e

Pagess/ 59 Default [None] INSRT |STD * MM e » © 150%

LAOR BESTE M D SO

For Windows machine only
Execute the following command in the same cmd window.

>EditHttpConf.exe -w <path_to_ohs_SystemComponent_1> -oh <path_to_ohs_home —o
webgate.conf >

(>EditHttpConf.exe -w <path to
ohs_oracle_home>/user_projects/domains/OHS_domain/config/fmwconfig/co
mponents/OHS/instances/OHS_SystemComponent_1 -oh <path_to_
ohs_oracle_home> -0 webgate.conf >

)
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15.

odt - OpenOffice Wiiter

file Edt View nsett Format Table Tools Window Help

2o @aan E & @E-v H2EE9Q @, 6@
8 Default v| TimesNewRoman (v] 2 [+ B J U [_ﬂi Im TireEeE A2
|l { & H 1 2 A 3 il il A W3 A A A il &
— -
= - . -
tom v s ¥
N B/u-=h ®u * "
5 = 3| RR & A
B3 Cwindows\system3\cmdexe -
e, ¥
1 -oh '
ully updated o sx P
5 w
P
: 5
L D
" " ¥
;
Page 63/68 Defaut [None] INSKT |STO B (9 L —
—~ X = ' T , [ 7 e i =N = T
oic L6 @ &) [m[B) SO N8 o)

For linux machine only
Open terminal navigate to path ohs_home\webgate\ohs\tools\setup\installtools

and
set LD_LIBRARY_PATH <path to ohs_oracle_home>/bin: <path to
ohs_oracle_home>/webgate/ohs/1ib: <path to ohs_oracle_home>/1ib:

and then execute command

>EditHttpConf.exe -w <path to

ohs_oracle_home>/user_projects/domains/OHS_domain/config/fmwconfig/co

mponents/OHS/instances/OHS_SystemComponent_1 -oh <path_to_
ohs_oracle_home> -0 webgate.conf >

As below
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16.

17.

[bij@o?sszzelse InstallTools]$ setenv LD LIBRARY PATH /scratch/Softwares/INSTALL
/OHS WEBLOGIC 12/bin:/scratch/Softwares/INSTALL/OHS WEBLOGIC 12/webgate/ohs/lib:
/scratch/Softwares/INSTALL/OHS WEBLOGIC 12/1ib

[bij@ofss220180 InstallTools]$ echo $LD LIBRARY PATH
/scratch/Softwares/INSTALL/OHS WEBLOGIC 12/bin:/scratch/Softwares/INSTALL/OHS WE
BLOGIC 12/webgate/ohs/1lib:/scratch/Softwares/INSTALL/OHS WEBLOGIC 12/1ib
[bij@ofss220180 InstallTools]$ ./EditHttpConf -w /scratch/Softwares/INSTALL/OHS
WEBLOGIC 12/user projects/domains/OHS domain/config/fmwconfig/components/0HS/ins
tances/ohs SystemComponent 1 -oh /scratch/Softwares/INSTALL/OHS WEBLOGIC 12 -0 w
ebgate.conf

The web server configuration file was successfully updated
/scratch/Softwares/INSTALL/OHS WEBLOGIC 12/user projects/domains/OHS domain/conf
ig/fmwconfig/components/OHS/instances/ohs_SystemComponent 1/httpd.conf has been |
backed up as /scratch/Softwares/INSTALL/OHS WEBLOGIC 12/user projects/domains/OH:
S domain/config/fmwconfig/components/0HS/instances/ohs SystemComponent 1/httpd.c
onf.0ORIG

Go to path
...\ohs_home\user_projects\domains\ohs_domain\config\fmwconfig\components\OHS\
instances\ohs_SystemComponent_1 and edit httpd.conf file using Notepad.

(oo o=

|| « components b OHS b instances b ohs SystemComponentl » =

File Edit View Tools Help |

l| Organize Include in library « Share with = New folder =~ [0 @ ||
I 14 bin i MName - Date modified Type Size
J! common . )
p I\ cgibin 8/28/201712:54 PM  File folder
S 1. disabled 8/28/201712:53 PM  File folder
.. coherence .
I eror 8/28/201712:54 PM  File folder
.. configCache .
I\ htdocs 8/28/201712:53 PM  File folder
.. deployments .
|| keystores 8/28/201712:53 PM  File folder
.. diagnostics .
I\ moduleconf 8/28/201712:53 PM  File folder
.. fmwconfig .
|| webgate 8/28/20171:06 PM  File folder
L. arisidprovider . .

e [ ] .content_init 8/28/201712:54 PM  COMTENT_INIT File 0Kl
= 5= | =t [&)-ohs instance £/28/201712:53 PM  OHS_INSTAMCE File 0K
oocam [ admin.conf 8/28/2017 1:00 PM  CONF File 1K
|\ components ' -

i =] auditconfigaml 8/28/20171:00 PM XML Document 144
it =] component_events.xml 8/28/201712:53 PM XML Document 34
1] sti
- :”f:s [#] component-logs.xml §/28/201712:53 PM XML Document 2k
1] st
- ‘; = ] hitpd.conf §/28/2017 4:30 PM  CONF File 29 I
' _ hitpdconl

R [T hitpd.conf.ORIG 8/28/20171:00 PM  ORIG File 39K

1. chs_Syster i - i

de || magic 8/28/201712:53 PM  File 13K
= o || mime.types 8/28/201712:53 PM TYPES File 52K
= °ig'”g H ] mod_wi_ohs.conf §/30/2017 11:22 AM  CONF File 1
= O :a"s ] ohs.plugins.nodemanager.properties 8/28/2017 12:53 PM  PROPERTIES File 7
= &5 ) [ ssl.conf §/28/2017 1:00 PM  CONF File 4
|\ server-config- '

|| webgate.conf 8/28/2017 118 PM  CONF File ERS
|| servers
1) jdbe
A A || 5 m | »
] 21 items

# Include the admin virtual host (Proxy Virtual Host) related configuration
include "acdmin.conf”

IncludeOptional "moduleconf/*.conf”

include "webgate.conf”

Add the last line of the above screenshot (include “webgate.conf” )at the bottom of the
httpd.conf file.
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18. Also add the line (include “webgate.conf’) to httpd file present in
ohs_homeluser_projects\domains\ohs_domain\config\fmwconfig\components\OHS
\ohs_SystemComponent_1

4.5 Steps to Register Webgate

1. Open the following link in any web browser and login to OAM console.
http://<ip_address>:<oim_port>/oamconsole

weblogic ¥
ORACLE" Access Management =
&Fmdim Dmhil:Securiw g Configuration
LaunchPad 550 Agents Create Webgate
Quick Start Wizards Access Manager + v Agents -
Perform cormmon setup tasks. Manage Single Sign-On Application Dormaing Manage Singlag  Create Webgate
Create 0S50 Agent
a il Application Domains Crusts OpansS0 Agent
S350 Agen! Registration Resource Types
HostIdentifers
Authentication Sthemes
il
Session Management Password Policy Plugdins + +
ZUE ] - » T = 3 21eM | |
= ) ¥ L Ir. D6 o
- AENEDREEFIALEEY L LRIl

2. Goto Agents and click on Create Webgate.
Name: Give name as host name (Ex 0fss222486)
Base URL : should be same server name in step 4.3.10

Click apply
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ORACL & Access Management & Federation | o Configuration

Launch Pad = Create Webgate x 2

Access Manager >

Create Webgate Apply
Use the following screen to register an OAM Agent. Before you register, ensure that at least one OAM Server is running in the same mode as the Agent to be registered.
- b C)
Name  ofss222486 Security Open
Simple
Description Enter the Base URLs for Agent > cert
Base URL http//ofss222486:7777 Virtual host [

Auto Create Policies [7]

IP Validation [7]
Access Client Password
Host Identifier o0fss222486
User Defined Parameters
Resource Lists
Protected Resource List Add Delete Public Resource List Add Delete
Relative URI Relative URI
S No data to display

Copy and paste wallet, cwallet.sso and ObAccessClient.xml from
“...\oracle_homeluser_projects\domains\oim_domain\output\localhost” to
“...\ohs_homeluser_projects\domains\ohs_domain\config\fmwconfig\components\OHS\instan
ces\ohs_SystemComponent_1\webgate\config” folder.

Restart ohs_system_component from OHS console
(http://<ip_address>:<ohs_port>/em/faces)

4-73|Page



4.6 Steps to External LDAP in OAM

1. Login into OAM console., go to configuration

C @ localhost

weblogic v ===
ORACLE' Access Management 8
[) Avvlcation Securty A Federation "] Moble Security
Launch Pad
Available Services User Ide, s 1dentity Stores | Administration
Enable and disable Access components Manage IDS profiles and ID stores Grant administrative permissions
Server Instances Settings

= i% L) J R RIS ey 171,3323:'

2. Click on User Identity Stores launch icon.

4-74|Page



weblogic w ==

(&) tomicaton Securty A federaton ] Hobile Secury

Launch Fad  User dentity Stores 5 &

ORACLE Access Management

Configuratior| =

User Identity Stores

A Default and System Store

Apply
" Default Store  UserldentiyStaret *
" System Store  UserldentityStore! ¥
4 DAMID Stores Sync IDS Profiles.
Manage local User |dentty Stores. This includes IDS Profiles that are synchronizad by using Syne DS Profiles button
Vieww o Create Duplicate Edt Delete
Create
Name : Directory Type Host Information Description Spuchid 105
Profiles
UserldentityStore1 EMBEDDED_LDAP Idap-host7001

No

4 Identity Directory Service

Identity Directory Service s 3 common senvice used by Oracle Identity Management products to access and manage |dentity Directory. The IDS Profiles can be used within Oracle
Actess Management afer they are synchronized,

2
1103 PM
|

) P

Click on Create button of OAM ID Stores section.

Here OAM will be connected with OUD

Location should be Host name:port where port is the Idap port number given during 3.3 oud

setup steps step no 4, BIND DN( cn=Directory Manager), and user search base and group
search base as (ou=People,dc=oblm,dc=com)

ORACL & Access Management [ Application security AR Federation )

Launch Pad User Identity Stores X oud X @

Configuration =

oud User Identity Store Service D TestC i Apply

Store Name oud [F] Enable SSL
* Store Type OUD: Oracle Unified Directory E] [F] Use Native ID Store Settings
Description oudin 12c Prefetched

Attributes

4 Location and Credentials

* Location 0fss222486:1389 * Password

* Bind DN cn=Directory Manager

4 Users and Groups
* Login ID Attribute  uid
User Password Attribute userPassword

~ User Search Base ou=People,dc=oblm,dc=com

User Filter Object Classes

Group Name Attribute

= Group Search Base ou=People,dc=oblm,dc=com

m
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Click on test connection. Connection status should be successful

Connection Status X

Connection to the User Identity Store successfull

x| cance

11:12PM

: W OF DD
ALY Dl w1

AL AT i O A retertion 1] Mot Secasty ¢ Confuraton

Launch Pad

|

Quick Start Wizards Access Manager 4 v Agents 4 =
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
Application Registration Agplication Domaing
550 Agent Registration Resowre Types.
Host identfiers
Authantication Schimes

Create Kerberos Authenticaion Module

Create X508 Authenttation Module
Create Custom Authertcaton Module
Session Management Password Policy Plug-ins -
Manage Singie Sign-On s#ssions Manag Common Password Policy forSingle Sign- Manage Ahentication Phog-ins
on
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Give name as oudLDAP

User identity store as oud and click apply

weblogic w ===

ORACLE' Access Management Q) Feseraon [ mobdoSocurty o Contiuration

LsunchPad | Cromte LOAP Authenticatio... iF

#ctess Manager >

Create LDAP Authentication Module Lo auhentaton Mosuie oy
Use LDAP Aumenlicabion module for and Form chalignge methods, It ma W credentals (usemane and password) of the use
o stored in an LOWP dineclory seser

10 PEUESES 3 TES0UME 10 3 User

"Hame DA

" User Mentity Store o o

Copyright © 2000, 2015, Oracie sndir ts affiistes. Allrights reserved.

wetlogic w ===

ORACLE' Access Management A [ty &

Launch Fad | oudlDAP a

Actess Manager >

OUdLDAP Losr Authenteaton Module Duplicate | Apply

Usi e LDAP Authentication modube for Basic and Form chaliange mathods. it matches e credentials (usamame and passwond) ofthe user who nequests 3 msounce 1o a user
defrition stored in an LDAP diec

@ Confirmation x

LDAP Auméecation Modulk oudLD#P criated successily

"Hame DA

" User Mentity Store  oud v

Copyright & 2000, 2015, Oracie andicr ibs affilstes. Alrights reserved.
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6. Go to application domain and click search

WELQIC v wee

ORACLE' Access Management QA Federatin 1] Mobie Securty 9 Confiration

Launch Pad

Quick Start Wizards Access Manager + v Agents + v

Perform common sehup tasks Manape Single Sign-On Appication Domains Manage Single Sign-On agents

880 Agerd Registraton \
Search and edt Apphication Domans

weblogic v e

ORACLE' Access Management

PSSR A feseraion (] Motk Securty (§ Contiguation

Launch Pad  Apphcation Domain D

Acsess Manager >

Search Application Domains  Create Apgication Doman
Us 00 10 find an existing Application Domain or click the Create Apgiicadon Domain buton 8 create 3 new one
4 Search
Name
Search  Reset
Search Results

atons w Vieww e Create  / Edt X Delete o Detach
Description
Appication Domain created Brough Remole Regrstration

Son Policy objects enatiing integrabion with Qracie Fusiot

golicabons

Policy objécts #nabling OAM Agert 10 ceotect Cepioyed IAM Sut appicatons

Appication Domain criated Brough Remote Regisration

Appication Domain craated Peough Remote Registrabion

Copyright © 2000, 2015, Cracie anke €3 aftdates. Alrghts seserved
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Click on resources tab and click on search

5 e

]

tes, and the 3ssociated policies Mat ditale who (3n access specifc g led resources
T ance Polcaes  Adminis!
Use the sean 10 find an @xistng Resource or chiek the New Resourte bution 10 créate 3 new 0ne.
4 Search
Resource Type  WTTP v Query String
Host Identifies Austhentication Policy v
Resource URL Aaghorization Policy v
Search  Reset
Search Results
Actons v Vieww o Create Dupheate Ean Detente » Detach
Resource
Row Tipe Host Identifier  Resource URL Query String Authentication Policy  Autherization Policy
1 HTTP T Protected Resource Polky  Protected Resource Policy
2 HTTP 1L Pretectea Resource Policy  Protected Resource Policy
3 HTTP SampleApp™ Protectsd Resource Poliy  Protected Resource Policy
4 HTTP fSampleAz® Protected Resource Policy  Protected Resource Policy

%l!l" DE IR S

7. Create resources with resource url /GLM/**, IGLM/** , |GLM* , /GLMServcies/** ,
/GLMServcies/*.*

E=8 =8 )
‘;@[ httpi//localhost8001/0amconsole/faces/adminjspr 0 & H [ Oracle Access Managemen... {0 g o]
ORACLE" Access Management A Federaion ¥ Configuration A
Launch Pad  oudLDAP X  Application Domsin X localhost X | Create Resource X ]
Ancess Manager >
Create Resource Resource Apsly
the URL server.
e URL. Query Str and
*Type HTTP ™
Description
* Hostidentifer kocahost  Q
aui
* Resource URL  /GLM/™
Query ® Name Valuelist O Sting
Query 4 Add X Delete
it Name ) Vlil.ﬂ ) o o
NoData o Dispay
4 Operations
* Operations Available 7] Al
M eer N
@ posT
) HEAD
o TRACE M
4 Protection
* Protecion Level Froteced V]
Authentication Poliy  Potected Resousce Poscy| V|
Authorizaton Pley Protecied Resource Poiey |
. 2017, Orack andlor s s
V|

Bloleom] |wam[=]e]d]
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Click on application domain select the domain and click authorization policy
Click on protected resource policy and click on

Click on conditions and add condition as below

Add Condition

" Name user
“Te identty v

Pescitnion userBasedAuthZ

4

Add Selected ~ Cancel

AENGEDEFINENE]

Under condition details click add and select users and groups

Search users and add users as below ( these are the sso users maintained in
http://<IP_Address>:<OUD_Port_No>/oudsm/faces/odsm.jspx )

4-80|Page



Add Identities
Search and setct users andior groups % 3¢ 10 the current condBon
4 Search
Store Name  oyg

Entity Type User v

Entity Name  ~

View v

Entity Name  Entity Type Store Name. Distinguished Name

usecd User oud sk 0,ou=peosie, de=odmi de=com

| User oud uids U] oupadsle, de=obend dc=com
User oud uidsuser 2GR pedie, de= cbenl de=com

User oud wikusen 3 ouspeoste, dcsobent descom
User S Usn 4 o peogle dezobenl dczcom
User wisuser 5 ouRpecpie desobmi descom
User uidsuser b oupeogie descbal dexcom
User widsuser ] ouspecsie, deacdant dezcom
User uidzusen8 ouspecgle, dexobmi dezcom

User widzsser d ouzpeogie, dezobmi descom

ALESE Manager
Protected R Policy Y epcaie)| | Aow
asetof auser p p e policy and
condiions apply o a specific
@ Confirmation X

Autheetzation Policy, Profected Resource Polic, modified successtuly

Sumeaty  Resoures  Condiions  Rules  Responges

Views  hadd /Edt X Delete
Hame Type Description
st Identay userBasedunT

TRUE Trug Thig condiion abways evaluates o e

Condition Detalls : user
Vieww dhadd v Ede Dedate

Entity Hame Entity Type Store Hame
userl Uger A
userd Ui ol

Go to the Rules tab and change as below
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ALOEES Managee »

Protected R Policy oicy Deplicate || vy

aselol e 3 user Should be permitted ¢ polky ang
condBons apply o il resources within 3 specific Auorzation palicy

Summaty Resources Consbons Rules  Responses

“RuleMode ® Simple O Expression

4 Allow Rule
Mach @ All selectad conditons O Any of he selected condibons
Availabie Condtions. Selected Conditions
TRVE (Tre) st (dertiy)

4 Deny Rule
Mach ® Al selectad conditens () Any ofthe selected conmtons

Click apply and goto responses

Add response as below

Add Response
“Type Header

" Name  NAME

—
Suseratr givenNamel
Vake userattr gy ,..j.,_‘

Identity Assertion has not been enabled for
this policy. Enable Identity Assertion in order
to collect Assertion Altribute type responses

Add  Cancel

1144 PM

Add another response as below and click apply
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Edit Response
Type Header

Name DN

Suseraltruid
* Value

Goto authentication policies

Add Response

" Type Header El

" Name DM Value |

Suserafiruid
* Value

Identity Assertion has not been enabled for
this policy. Enable Identity Assertion in order

Add  Cancel

Goto Launchpad click authentication modules and click search and select LDAP
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) Home Page - ojam_d

C @ localhost
weblogic w <
ORACLE Access Management &m«m D T ﬁ' T
LaunchPad  Authentication Modules x Tpx Ei
Access Manager >
LDAP  L0AP authentication Module Duplicate W‘

Use the LDAP Authentication module for Basic and Form challenge methods. It matches the credentials (usemame and password) of the user who requests a resource to a user
definition stored in an LDAP directory server.

@ Confirmation
LDAP Authentication Module LOAP modified successfully
"Name LDAP

" User Identity Store  oug v

Copyright ©2000, 2015, Oracle andior Rs affilates. Allrights reserved.

34 g, s
8 S0 WO I P WD i

10. Configure OHS security realms.

Click myrealm
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Summary of Security Realms - .. X%

€)@ i nfyb=tiued pagelabel= g O ¢ | Q seomn B8 @ 3 & » -
ORACLE WebLogic Server administition Console 12¢ _
Change Certer ) Home Log Ot Preferences (2 Record Help | | X wmm|mmmmm
View changes and restarts Harie =Summary of Security Realms
Configuration editing is enabied. Future Summary of Security Realms
changes vl aut e activated as you
rodiy, add or delete Reas in this doran,
p Asecurty realm is far charisms— qroups, securky roles, , and securky that ou can have multiple active
‘Domain Structure but
chs_domtin This Securty Reains page lsts each secury rea that has been configured nthis Weblogic Server domain, Cl i to xphores and configure that reakn,
- Doenan Parttions:
BHEnvironment
- Deployments b Customize this table
Services
“Security Realms Realms (Filtered - More Columns Exist)
E-Interoper B
n-wm.:m [ Mo | [ Delee | Showing Lt Lof 1 Previous | Next
Name & Default Reaim
(] | myream true
New | | Delste Showing Lt 1of 1 Previous | Next
Howdo L. 8

» Configure new sacurty resims

» Enable automatic realm restart

« Delete securky redins

» Change the defsul security reakn

System Status F
Heakhof Runing Servers

Faled (0)
T cntealfi

poralr.nfpb=trued, pagel it g -

Click new

Settings for myresim - ohs_do.. %

G‘," ® 1 nfpb=tnuedt_pagel i besconsolehandles Secuit | C || Q Seomch |4 © & 4 - =
ORACLE webLogic Server sdministation Console 12¢ _
[ChongeCenter | e Lo profrrces e i | Lo Welcome, weblogic | Corneded o: ohs_domain
View changes and restarts Horme 3Sumenary of Security Resms » INEETRETRNIITY)
Configuration editing s enabled. Future Settings for myrealm
changes wil automatically be activated as you P —
modiy, add or delete Rems in this domain, | Confiquration a Providers  Higration
[Domain Structure [umm Paseword Valdation  Auhoristion | Adwdcation | RoleMapping  Audting | CredenialMappng | Centfcation Path
ohs_domain
) Deeain Partiions . .
B Enrorment o ¢ desigred tores, such a5 LOAP seversor DEHS,
Senvies
“Secaty Reskns b Customize this table d
Dignostics Authentication Providers
EM“M/ Showing 1ta3of 3 Previous | Next
[ hame Description Version
7] | rust service 1denciy Asserter Trust Service Identiy Asserton Provider 10
Howdo .. 8| | E|osfaknhemcatsr Webloge 10
« Conl and ldentt (]| pefaukidentityneserter Weblogic Identity Assertian provider 1.0
et prodes New | | Delete | || Reorder Showing 110 3oF 3 Previous | Next
« Configure the Password Validation provider L) (o] “_‘ ° [
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Create 3 New Authentication P... x | &

®

porali_nfpbetnielt_pagel stebtn

e || Q seorh

v @ 4 4w =

ORACLE' WebLogic Server administration Console 12¢

[ Change Center .mwmmwm“—q
mw-ﬂrﬂﬂl Horne 3Summary of Security Resime smyreslm sProviders
Condiqurat Fu Provider
changes wil automatically be activated & you
modfy, add or delete Rems n this domain. Ml =
Create a new Authentication Provider
chs_domain
Domain Partitions The Folowing propertes il be used to Mty your new Authenticaton Pravider,
B Emronman * Indicates required fieids
"~ Deployrents
“Services. B
--Sacuty R The name of the suthentication provider,
Brinteropersbity .
This is the type of suthentication provider you wish to create.
Trpe: |OAMIdentiyasserter [+
Lok || _concel
How do L., ] - I*—/

Welcome,weblagic | Coronded o: ohs_domain

Click OAM asserter

Select control flag as required and check OAM_REMOTE_USER

AuthenticatorBeok - ohs_dom.. %

I7_nfpb=true&t_pagelabel=AuthenticatorConfigl TabPagethand

bea.console.t

@ || Q seorh

|t @ 3 &4 »- =

ORACLE webLegic Server administation Console 12¢

Change Center

Wiew changes and restarts
Configuration edting is enatled. Future
changes vl

18 e Log e rofeces [ 1 | (e

Horne xSummary of Security Redms smyreskn » ST ROPRTY
Settings for DAMAsserter

o ¥
modify, add or delete Reus in this dorain,

Domain Structure
ohs_domain
BDernan Parttices:

HowdolL. 8

Conliguration
[ commn e

seve
e youto e s prider.
5] Name: OhMAssarter
| Description: Qracle Actess Manager [dentiy Asserter
] version: 10
] Control lag: REQURED [¥]
] htive Types:
Available:  Chosem:
] 0AM_IDENTITY_ASSERTIDN
obssocookie »
7] 5 _ustR »
[ iv-user
€
&«

o B

Welcome, webloic | Cornectedo: obs_domain
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AuthenticstorBeok - ohs_dom.. %

@@. st 800U consalefconsle potlL bttt pagel

=
=X
,

bea.console.t

@ || Q seorh

ORACLE' webLogic Server administration Console 12¢

Change Center ) Home LogOut Preferences [ Record Help |[—\m mwlmw:mﬁn
View changes and restarts He ¥ e sProvd
Configuration edting s enabled. Future e
changes vl actvated @
o, ot it s 1 theconah, v been activated. However | items must be restarted for the changes to take effect.
Somaln Suc, | ettings for OAMAsserter
chs_domain E—
-~ Deglayments Common  Frovider Specific
Services
ety Reskns Save
Hirkeropersbiity
-Diagnostics This| ou to def his provider.
] Name: OhMAssarter
| Description: Qracle Access Manager Identiy Asserter
4] Version: 10
How do1... Bl
] Control lag: REQUIRED
Motazk hel found, ‘ EI
" = [ 0
System Status S| available: Chosen:
|mnmfmmm [ 0AM_IDENTITY_ASSERTION N 7] 0AM_REMOTE_USER
i ESM I.Gﬁl:'m
L Dlvaer »
Overloadsd (0) q
Warring (0)
[ E &«

Click reorder
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‘Settings for myrealm - ohs_do.. %

v @8 & #-

e y ! nfpb=trueds pagel b le.handle t ¢ ‘ | Q seorch
ORACLE WebLogic Server administration Console 12¢
[change center @ Home Log Out Preferences (5 Record Help | Q
View changes and restarts Herna =Sunmenary of Securiy Resis smyreskn sFroviders >0AMAzswlr sProviders
Configuration editing is enabied. Future Settings for myrealm
changes wil auts be activated as you —
modify, add or delete Rems in this dormain, Configuration G Providers  Migration

‘Domain Structure
ohs_domain
B-Doman Parttions:

Howdo L. 8

» Configure Authentication and Identity
providsrs

« Configure the Passmord Vaidation provider
« Manage securky providers
« Set the JAAS control flag

Authentication  Password Vabdation  Authorization  Adjudcation  RoleMapping  Auditing  CredentialMapping  Cestification Path

securty reain, o i desigred i stoves, such as LDAP servers or CEMS,
b Customize this table

Authentication Providers

ew | [ Dete | | Rerder Showing Lo dof 4 Previous | Nest
]| Mame | Description version

(7] Trusk Service Identty Assertes Trust Service TdentRy Assertion Provider 10

(7] | Defaukauthenticator Weblogic Authentication Provider 10

(]| DefaukidentityAsserter ‘Weblogic Identiy Assertion provider 1o

(]| onmasserter Oracle Access Manager Identity Asserter 10

[ew | [t ||| Recrcr |

Showing Ltod of 4 Previous | Next

® Re-order Authentication providers

K‘_‘,\ @ 1fc

bPageiSecuri

e || Q seomh

|8 @ & & - =

ORACLE' webLogic Server Admi

Change Center
View changes and restarts

inistration Console 12¢

0 tome Lo 0uk rfeences [ o i | (o)

Horme »Sumemary of Security Reslms smyreskm sProviders 30AMAszerter 3Providers

Configurat Futy Reorder

changes wil automatically be activated as you
modify, add or delete Rems in this domain,
‘Domain Structure

ohs_domain
B Dernain Parttions

Lo | ot

Reorder Authentication Providers

beloww. By recrdaring

K4 b #H

1 You can aker the

o B

Welcome, weblogc | Cornectedo:obs_domain

Click default authenticator and change control flag to sufficient
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| AasthenticatorBook - ohs_d

G—:} ® 1 ! nfpbstied pagel torConfigt penconsuie | € || Q Sezren | wE 9O 4 & = -
ORACLE WebLogic Server Adminisiration Console 1 2¢ (
[change cencer ) Home Log Ot Preferences (2 Record Help | Q wmm|mmmmjum
View changes and restarts Horth »Susnénary of Secusiy Reses amyredln sProwiders >CAMATrter xProvidars »Truat Service Tdntly Asswter sProviders » TFRTRITENIIR
Configuration editing s enabied. Future Settings for DefaultAuthenticator
changes vl
yu |
modify, add or delete Rems in this dormain, Configuration  Performance  Migration
chs_domain
B-Domain Partitions: Save.
~Deployments THe Fformaten 045 Con 1 provider i used in thelogn sequenc
Services v 7 9 kgn e
Sequrty Resing L
B Inkeropersblty | Name: Defaubiuthenticator The name of this WebLogic Authentication provider. - Maee Info... V
e
F] Description: WiebLogic Authentication Provider Ashort description of the Authentication peovider. - More Info...
] Yersion: 10 The version rustber of the Authentication provider. - More Info...
4§ Control Flag: SUFFICIENT [+ g sequence uses the More nfo...
Howdo L. 8
» Configure Authentication and Identity E
Assertion providers
« Configure the Password Yaldation provider
« Se the 445 control flag
» Manage security providers 4
System Status 8
|Hnu.nmnm5am

11. Restart Adminserver, Node Manager and OHS instance.

4-89|Page



5. Configuration in OBLM

1.In smtb_sso_details table set SSO_FLAG as E, OHS _PORT as OHS listener port,
OBLMUSER_ID_LDAP as DN, Logout URL as hostname:port(oam_server managed server
port)/oam/server/logout, OAM_RESPONSE_TYPE as HEADER

| B> Query Remit. *

| 3 B G 5 | A R Fetched: 110,031 secends

1 @ srsTou e || 550 RAG | 065 PORT [ OHS_PRONY_PORT [ OHS_SSLPORT [ OH5_SSL_PROXY_POAT | 0AM_SLO_LRL § OOMUSER DDA | COLMUSER PWD_LDAP [ OAM_RESPORSE TYPE
1 0BL E see 7 44y LIt hetp://127.0.0.1: 14700/ can/server/ logout. BN welcomel

HEADER

oBIN

2.In sstb_user and smtb_user table map LDAP user. This can also be done during user
creation in the application.
3.In Ul ear in fcubs.properties file change SSO properties as below:

###H### SINGLE SIGN ON PROPERTIES #####
PASSWORD_EXTERNAL=Y

SSO_KEY=DN
LDAP_DOMAIN=I-FLEX.COM
LDAP_SERVER_URL=LDAP://localhost:1389
SSO_REQ=Y
SECURITY_AUTHENTICATION=Simple
AUTH_TYPE=LDAP
LDAP_SSL_ENABLED=N
LDAPSERVER_TIMEOUT=0
EXT_USERLOGIN=Y

4. In host ear in host.config.properties change port to OHS_listener port (ex 7777)
5.Deploy the application in OHS Server, configure data source, queues in server

6.Access the application using OHS listen port.

(Ex: 0fss222486:7777/GLM/faces/LoqginPage.jspx)

Enter the sso username and password

(SSO username can be created , deleted , updated in
http://<IP_Address>:<OUD_Port_No>/oudsm/faces/odsm.jspx )
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