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PREFACE

Welcome to the Oracle Insurance Insbridge Enterprise Rating SoftRater for Windows Node Installation
Guide. This guide describes how to install and configure a SoftRater for Windows Node. SoftRater
may be used in conjunction with the Oracle Insurance Insbridge Enterprise Rating RateManager
(RateManager) system to process rating requests or it may stand alone.

SOFTRATER NODE

A SoftRater for Windows installation is also called a SoftRater node installation. A SoftRater node is an
IBFA instance on a machine that allows for packages to be copied and loaded from environment to
environment. A SoftRater node installation is done on a Windows machine and utilizes a SQL Server
database.

This type of install is like a Full RateManager Installation with the RateManager option set to not install.
Also, a Virtual File Server will be set up to allow this machine to communicate with the RateManager
machine.

This installation will be the same for the Production environment with a Virtual File Server set up to allow
it to communicate with the QA machine.

SoftRater Nodes can be added any time after RateManager has been installed.

AUDIENCE

This guide is intended for technical personnel, such as installers, system administrators and others
tasked with configuring SoftRater that would be involved in the maintenance and operation of SoftRater or
RateManager. The audience for this guide should have a thorough knowledge of Windows.

PLANNING YOUR INSBRIDGE SYSTEM

Prior to installation, you should have an idea of the type of setup you want to create. What kind of
equipment do you have available and how many environments do you need? If you do not have
everything completely planned out, you can still proceed. Environments can be removed or added later
on. The Oracle Insurance Insbridge Enterprise Rating system (Insbridge) is expandable and can
accommodate a few different configurations.

For more on planning your Insbridge system, please see the Insbridge Implementation Guide.

TYPES OF INSTALLATION

There are various types of installations:
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RateManager Installation

e RateManager for Windows — Installs RateManager and the Insbridge Framework Administrator
(IBFA) in a Windows environment and utilizes IBFA for local rating. This Windows only
environment uses a SQL Server database.

SoftRater Installation

o SoftRater for Java Installation — Deploys Insbridge SoftRater Server (IBSS) to an application
server; WebLogic, WebSphere or JBoss, using a SQL Server database, or an Oracle database,
or a DB2 database.

o Full SoftRater for Windows Node — This installation is for existing environments that want to
add a SoftRater for Windows node to an environment. This is for a Windows only environment
using a SQL Server database.

Upgrading a Current Installation

e Upgrade — This installation is for existing customers and will take their current version of
Insbridge up to version 05.05.00.

This guide is for a Full SoftRater for Windows Node.

Definitions

Some commonly used terms when installing or using the Oracle Insurance Insbridge Enterprise Rating
system:

o IBER: Insbridge Enterprise Rating System. This is the entire system.

o IBFA: Insbridge Framework Administrator. IBFA is an administrative tool used to configure
Insbridge applications and setup RateManager database connections. IBFA will be located on a
Windows Server machine. IBFA/SR-WIN is an Insbridge Framework Administrator/SoftRater for
Windows.

e IBSS: Insbridge SoftRater Server. IBSS is the administrative tool for the SoftRater engine. The
SoftRater engine is a multi-platform component within Insbridge that executes the rules, rating
and underwriting instructions as defined by the user in RateManager. IBSS is usually located on a
Java machine. IBSS/SR-JAVA is an Insbridge SoftRater Server/SoftRater for Java.

o SoftRater Node: A SoftRater node is either an IBFA (without RateManager) or IBSS instance on
a physical environment.

e RM: RateManager. RateManager is a component within Insbridge that enables users to manage
the product definition and modification process, including rating and underwriting logic.
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SR: SoftRater. The engine that executes the rating, rules and underwriting instructions defined
within RateManager. The rating environment for runtime execution and processing of business
content. SoftRater can be further defined by the operating system where it has been loaded.
SR-WIN: SoftRater for Windows. This is also another name for IBFA.

SR-JAVA: SoftRater for Java. This is also another name for IBSS.

SRP: SoftRater Packages. A package that holds all the RateManager logic for a specific program
and version.

VES: Virtual File Servers. Virtual file server management allows you to access environments that
are located on other machines in different locations where packages can be downloaded.

Package Location: A pointer to a location where SoftRater Packages (SRP’s) are stored.
Physical Environment: A physical environment is generally referred to as a physical machine.
Authoring Environment: The physical machine where RateManager is installed.

Rating Environment: The physical machine(s) where SoftRater is installed. This is typically the
same as a SoftRater node.

Logical Environment: An environment created for a subscriber in IBFA. It defines package
location, engine location and database location in addition to several other supporting data items.
This environment is used for rating and/or SRP management. Each database connection will
have a logical environment.

RELATE DOCUMENTS

For more information, refer to the following Oracle resources:

The Oracle Insurance Insbridge Enterprise Rating Framework Administrator.
The Oracle Insurance Insbridge Enterprise Rating SoftRater Server Guide.
You can view these guides in-line at this address:

http://www.oracle.com/technetwork/documentation/insurance-097481.html



http://www.oracle.com/technetwork/documentation/insurance-097481.html
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CONVENTIONS

The following text conventions are used in this document:

Convention  Description

bold Boldface type indicates graphical user interface elements associated with an
action.

ltalic Italic type indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

Monospace Monospace type indicates commands within a paragraph, URLSs, code in

examples, text that appears on the screen, or text that you enter.

Manual History

New editions incorporate any updates issued since the previous edition.

Edition i Prod_uct Publication Date Comment
Number Version
~1% Edition P01-703-01 May 2011 Initial Release

2" Editon  P01-703-02 R 45.1 September 2011  Update Release
3" Edition P01-703-03 R 4.6 May 2012 Update Release
4" Edition P01-703-04 R 4.6.1 November 2012 Update Release
5" Edition P01-703-05 R 4.7 September 2013  Update Release
6" Editon  P01-703-06 R 4.7.1 November 2013  Update Release
7" Editon ~ P01-703-07 R 4.8 August 2014 Update Release
8" Editon =~ P01-703-08 R 4.9 December 2014  Update Release
9" Edition P01-703-09 R 5.0 June 2015 Update Release
10" Edition  P01-703-10 R 5.0.1 August 2015 Update Release
11" Edition  P01-703-11 R 5.1 December 2015 Update Release
12" Editon P01-703-12 R5.2 July 2016 Update Release
13" Editon P01-703-13 R 5.4 January 2017 Update Release
14" Editon P01-703-14 R5.5 September 2017  Update Release
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Chapter 1

SYSTEM REQUIREMENTS

Insbridge installers should be familiar with managing a Windows server. The Insbridge installation is for a
64-bit system. 32-bit systems are no longer supported.

Required Components

The following components, web server roles, and features are required:

A full installation of Microsoft Windows Server 2008 or 2008 R2 or 2012 or 2012 R2 or 2016

Microsoft .NET Framework version 4.5.2 with .NET 3.5.1 feature activation (2008 or 2008R2)

IIS: Internet Information Services version 7.0 or 7.5 or 8.0 or 8.5

Web Server Role: IS 6 Metabase Compatibility
Web Server Role: (1IS) Static Content
Web Server Role: ASP.NET

MSMQ: Microsoft Message Queuing Services, basic functionality only.

Insbridge User Account

Database name or Environment name
Database login information

Database server name, either IP or DNS

Database backup file, IBSR_Template for SQL Server. This file is located in the 05.01.01
Insbridge-windows folder.

Access to the server where the Insbridge system was installed
URL of the current IBFA
Subscriber ID

Package location where you want the packages stored

These components will be needed at various times during the installation and implementation of
SoftRater for Windows Nodes.

11



Chapter 1 — System Requirements

Oracle Software Delivery Cloud

Prior to installation, please make sure the source machine(s) where Insbridge will be loaded has an unzip
utility. An unzip utility for most platforms is available on the Oracle Software Delivery Cloud download

page.

Documentation from Oracle Software Delivery Cloud is in PDF format. Prior to installation, please make
sure the source machine(s) where Insbridge documentation will be loaded has a PDF reader.

Files are downloaded with part numbers as file names. Please make note of the part numbers you have
downloaded and the corresponding file name. You may be asked to provide the part numbers or the
filename if you contact Oracle Insurance Support.

The installation downloads you can select are:

Insbridge |

nstall — Required for all RateManager installations. The Insbridge installation is for a

64-bit system.

SoftRater for WebSphere — Required if you are using WebSphere

SoftRater for WebLogic — Required if you are using WebLogic

SoftRater for JBoss — Required if you are using JBoss

Documentation — It is recommended that you download the documentation. Installation guides

are located

here.

The Insbridge-Windows folder contents:

- Databases

¢ SQ

L Server
2008
RateManager: IBRM
0 Latinl_General_BIN
= DATABASE_BACKUP_IBRM_TEMPLATE.bak
0 SQL Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBRM_TEMPLATE.bak
Security: IB_CLIENT
0 SQL Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IB CLIENT_TEMPLATE.bak
SoftRater: IBSR
0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak

2012
RateManager: IBRM
0 Latinl_General_BIN
= DATABASE_BACKUP_IBRM_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IBRM_TEMPLATE.bak
Security: IB_CLIENT

12



Chapter 1 — System Requirements

0 SQL Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IB_CLIENT_TEMPLATE.bak
- SoftRater: IBSR
0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL Latinl_General_ CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak

- 2016
- RateManager: IBRM
0 Latinl_General_BIN
= DATABASE_BACKUP_IBRM_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBRM_TEMPLATE.bak
- Security: IB_CLIENT
0 SQL_Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IB CLIENT_TEMPLATE.bak
- SoftRater: IBSR
0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak

- Oracle Bl Publisher
¢+ OBI_PUBLISHER.exe

- Oracle Client
¢ ODAC121012_x64.zip

- Oracle Insurance - Insbridge Enterprise Rating.exe

No license file is required.

SoftRater for Windows can be installed any time after the Insbridge Framework Administrator and
RateManager have been installed. SoftRater must be installed prior to any users creating packages.

The folders and files that you download will depend upon the kind of setup you want. Everything for an
SR-WIN installation is in the 05.05.00-Insbridge-windows folder. If you want to incorporate a Java
environment, please download the corresponding SoftRater file.

Internet Explorer

IBSS and IBFA are accessed via web browser. Please verify that you are using Internet Explorer 11.

13



Quick View

SOFTRATER FOR WINDOWS INSTALLATION

Installing SoftRater for Windows requires that you:
1. Setup Windows. There are a few steps in setting up SoftRater for Windows deployment.

2. Install Insbridge using a SQL Server Database

Setting up Windows

Step 1: Set up an Insbridge User.

Step 2: Verify or activate Windows Server web server roles.
Step 3: Allowing for WCF Services.

Step 4: Verify or install .NET 4.5.

Step 5: Verify SQL Server settings.

Installation Procedures: SoftRater

Step 1: Install Insbridge Enterprise Rating

Step 2: Configuring Registry Access

Step 3: Verifying the Insbridge Application Pool

Step 4: Assigning Permissions: Windows Temp Folder
Step 5: Assigning Permissions: Insbridge Folder

Step 6: Restoring IBSR Databases in SQL Server
Step 7: Configuring Insbridge Framework Administrator
Step 8: Verifying the Component Services

Step 9: Installing the OBI Publisher

Step 10: Starting Insbridge Services

Step 11: Create Backup of Registry Key

Step 12: Connect IBSR to IBFA

14



Chapter 2
SETTING UP WINDOWS

Insbridge installers should be familiar with managing a Windows server.

Windows Server should be up and running prior to RateManager being installed. There are a few steps
that should be performed prior to the install:

e Step 1: Set up an Insbridge User. This is a required step.
e Step 2: Setting Windows Server web server roles.

e Step 3: Verify or install Windows Server features.

e Step 4: Verify or install .NET 4.5.

o Step 5: Verify SQL Server settings.

ADMINISTRATIVE USER ACCOUNTS

No administrative account is created when Insbridge is installed. An administrative user account must be
created on the server where the Insbridge system is going to be installed. This required account is the
Insbridge Local User Account.

The Insbridge Local User needs to be a member of the User group and requires certain privileges in order

to fully control the entire Insbridge environment. For ease of installation and if the server is dedicated to
the Insbridge Enterprise Rating System, this user can be added to the local machine Administrators

group.

FILE PERMISSIONS

The Insbridge User requires read/write permissions on:
e The Windows Temp Folder. This is necessary for MSMQ.
e The Insbridge Application Pool Identity
e The Insbridge Folder
The Insbridge user must also be given full control over the following registry key:

e HKEY_LOCAL_MACHINE/SOFTWARE/Insbridge

15



Extended Permission Required by the Insbridge User

In order to start the Insbridge services from IBFA, the Insbridge user must be given full access to both the
Insbridge Message Service and the Insbridge Task Manager Service. If the Insbridge user account will
not have full administrative permissions on the server where the Insbridge Framework is installed, then
certain operations from IBFA will not be available. A system administrator may be required to start the
Insbridge services from the server.

Insbridge User Password

The password can be set to any password that meets your company standards. The Insbridge
administrator must make note of the password for future configuration.

For ease of maintenance, the Insbridge user should not have to change the password and the password
should never expire.

The installation automatically applies the Insbridge user name and password to the necessary libraries,
virtual directories and, if used, Internet Proxy settings in IBFA. If you change the Insbridge user password,
you will have to change the password in all three of the Insbridge Com+ libraries, all three of the Insbridge
virtual directories and, if you are using it, the Internet Proxy settings in IBFA.

NOTE: Please note that if your company requires passwords to be re-set, you will have to make changes
to the COM+ Application libraries, virtual directories and if you are using it, the Internet Proxy
settings in IBFA after you change your password. You also may re-install the application. This
recreates the COM+ applications, virtual directories and IBFA instance with the updated Insbridge
user password. Be aware that re-installing the application may reset security settings in IBFA.

Installer Permissions

The installation program requires that the installer have administrator rights on the machine where the
install is occurring. The install must be run as administrator.

NOTE: If the Installer has permissions, an Insbridge User account can be created from within the install.
If you create an Insbridge user from the install, you may not be able to set the permissions you
need. Please be sure to verify the proper permissions are in place before continuing.

DATABASE USER ROLES AND PERMISSIONS

If a more granular approach is required for management of security of the Insbridge databases, then the
following guidelines can be used to set permissions.

NOTE: These are only guidelines. If not properly configured, certain processes within the Insbridge
Enterprise Rating System will fail. An experienced database administrator’'s expertise is highly
recommended before making any security changes.
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Chapter 2 — Setting Up Windows

An ibru account must be created for the Insbridge application.

Recommended SoftRater for Windows Permissions:

The recommended permissions are required for new tables to be created in the SoftRater (IBSR)

database dynamically when or if a new line of business SRP (SoftRater Package) is loaded to the
SoftRater system. If the recommended permissions are not possible, manual steps will need to be
performed that will allow for packages to be loaded.

SoftRater can utilize SQL Server.
o Insbridge SoftRater SQL Server Database.
It is recommended that the Insbridge login be granted permission to connect to the database
engine and be enabled. It is also recommended that the Insbridge login be mapped to the

Insbridge database with the db_owner role checked.

It is recommended that the databases be on separate machines from the applications due to performance
and security issues. The Insbridge applications and databases can be tenants in a larger setup.

It is recommended that db_owner permissions be given to the Insbridge user. This allows scripts to be
run automatically when a new package is loaded for a new line of business. If this is not possible, DT
scripts for each new line will have to be run manually before the package can be loaded.

Database File Location

For SQL Server, IBSR backup files are included in the Insbridge-Windows folder under databases. In the
event that db_owner permissions are not possible or if backup files cannot be used and DDL scripts are
needed, SQL Server DDL scripts can be found on the server where Insbridge was installed in the
.../I0racle/Insbridge/SoftRater folder. SQL Server DDLs are not included in the Insbridge-Windows folder.

DDL scripts can be found on the server where Insbridge was installed in the
.../I0racle/Insbridge/SoftRater folder.

For example: C:\Program Files\Oracle\Insbridge\SoftRater\DDL

IFm = DDL HEIES
GO Home  Share  iew (2]
(" v| (3| | Search DDL pal |
Oracle Mame 2 Date madified Type Size
Inshridge
COMe DB2 57242016 10:32 AM File folder
Oracle 572472016 10:32 AM File folder
Framewvork
DK SglServer 52472016 10:32 AM File folder
SoftRater
DoL
DB
Oracle
. SqlServer
Webs
o Insurance 4
3 iterns
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JDBC Driver Class

“com.microsoft.jdbc.sqlserver.SQLServerDriver”

Supported Versions — 2008 R2, 2012, and 2016

User Account Requirements

Create Table
Create Index
Execute on the SoftRater User Defined Stored Procedures
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STEP 1: INSBRIDGE LOCAL USER ACCOUNT SETUP

Before starting the installation, create a local user account where the Insbridge Framework is being
installed.

To Create a New User:

1. Select Start->Administrative Tools=> Computer Management.
2. Select System Tools 2> Local Users and Groups.
3. Select Users.

4. Right click and select New User.

X Computer Management =3 1
File Action View Help
e K b= H
A Computer Management (Local|| Name Full Mame Description Actions
El [["E System Tools A Administrator Built-in account for administering... Users s
[ @ Task Scheduler Rldey dev Sys Admin Account More Acti »
b 2] Event Viewer P, Guest Built-in account for guest access t.. ore Actions

I @l Shared Folders [

4 @ Local Users and Groups New User

| Users -

“ Groups User name: |Insbndge |
b (R Performance Full name: |Insbridge User |

=4 Device Manager

4 "2 Storage Description: ||nsbridge User |

Is ‘&9 Windows Server Backug
= Disk Management

I T4 Services and Applications Password:

Confirm password: |"""u |

User must change password at next logon

User cannot change password

[] Account is disabled

Help Create | | Close

Figure 1 Creating New User

5. Add a new Insbridge user. Enter user name and password information. Uncheck User must
change password at next logon. Check User cannot change password and Password never
expires.

6. Click Create.
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7. Close the Add New User screen and select the Insbridge user. Right click and select Properties.

8. The Insbridge User should be assigned to the local Users group and have the same permissions
as the internet guest account.

Ideally, the Insbridge user should be added to the local Administrators group. If the Insbridge user
cannot be a part of the local administrators groups, please make sure that the Insbridge user has
permissions on the Insbridge Messaging Service and the Insbridge Task Manager Service.

Insbridge Properties _

Remote control I Remote Desktop Services Profile Dial+n
General | Member Of | Profile | Environment Sessions
Member of:

& Administrators
B Users

Changes to a user's group membership

Remove are not effective until the next time the

user logs on.

0K || Cancel Apply Help

Figure 2 Adding User information

9. Click OK. Please keep the Insbridge user information close at hand. You will need it for the
installation.
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STEP 2. WINDOWS SERVER WEB SERVER ROLES

Activate/install or verify that certain web server roles are in place prior to running the install.
e Web Server Role: 1IS 6 Metabase Compatibility
e Web Server Role: (lIS) Static Content

e Web Server Role: ASP.NET

[ Server Manager = | = -

@ *  Server Manager > All Servers Marage  Tools

I8 Dashboard Available Memaory

B Local Server

#5 All Servers Filter ye

E App Server

= . . Sarver‘ha”ns Counter Status  CPU Alert Count  Memory Alert Count  First Occurrence  Last Occurrence
WE File and Storage Services b o

e s Win1100000 Off

ROLES AND FEATURES

All roles and features | 78 tota

_ Add Roles and Features
Filter » -E/‘ v '—qf' M Remove Roles and Features
Server Name  Name Type Path Refresh
Win1100000 Application Server Role Application Server -
Win1100000 Windows PowerShell ISE Feature Windows PowerShell\Windows PowerShel
Win1100000 Windows PowerShell Feature Windows PowerShell
Win1100000 SMTP Server Tools Feature Remote Server Administration Tools\Featy
Win1100000  Feature Administration Toals Feature Remote Server Administration Tools\Feat =
Win1100000 Remote Server Administration Tools Feature Remaote Server Administration Tecls v
< " >

Figure 3 Windows Server Web Server Roles

If web service roles are not listed or activated, please add before installing Insbridge.
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STEP 3. ALLOWING FOR WCF ACTIVATION

WCEF Activation is required for web services. RateManager makes call using IBFA web services. If this is
not activated, users will experience errors.

In Windows Server 2008, this feature is WCF Activation.
1. Select Start->Administrative Tools—> Server Manager.

2. Scroll through the Roles and Features to verify WCF Services has been installed.

Server Manager == -

[

@ v Server Manager * All Servers @1V Manage Took

188 Dashboard Awailable Memory

B Local Server

- ~ s Pt =9
H& All Servers Filter el @B @\~ v

E App Server "
= . ) Server Name Counter Status  CPU Alert Count  Memory Alert Count  First Occurrence  Last Occurrence
HE File and Storage Services b YAl astiee

e Is Win1100000 Off . _ i .

ROLES AND FEATURES

All roles and features | 78 total TASKS =
Filter p B @~ )
Server Name Name “ Type Path
Win1100000 URL Authorization Role Service Web Server (lIS)\Web Server\Security\URL ~
Win1100000 User Interfaces and Infrastructure Feature User Interfaces and Infrastructure
Win1100000 WHCF Services Feature .NET Framework 4.5 Features\WCF Service]
Win1100000 Web Server Role Service Web Server ([I5)\Web Server
Win1100000 Web Server (IIS) Role ‘Web Server (IIS) -
Win1100000 Web Server (lIS) Support Role Service Application Server\Web Server (lIS) Suppo .,

¥

< L[}

Figure 4 Selecting WCF Activation

3. If not, select Tasks=>Add Rolls and Features.

4. Follow the prompts and select WCF Services.
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Select features

Before You Begin
Installation Type
Server selection

Server Roles

Select one or more features to install on the selected server.

Features

A MET Framework 4.5 Features (Installed)
NET Framework 4.5 (Installed)
ASP.MET 4.5 (Installed)

| CF Senvices (Installed

HTTP Activation (Installed)

Message Queuing (MSMQ) Activation (Insy
Named Pipe Activation (Installed)

TCP Activation (Installed)

TCP Port Sharing (Installzd)

l>_|:| Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encrypticn

[] BitLocker Metwork Unlock

[] BranchCache

[] Client for NFS

<]

DESTIMATION SERVER
ras32671170ws.oracle.com

Description

Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
as HTTP, Message Queuing, TCP,
and named pipes, Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

| | Cancel

Install

Figure 5 Selecting WCF Services

5. Confirm your selection and click Install. The installation will proceed.

6. Close out when complete.
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STEP 4. VERIFY OR INSTALL .NET 4.5.2

.NET 4.5.2 requires .NET 3.5.1 features to be installed prior to installing .NET 4.5.2. Failure to use .NET
4.5.2 results in errors when accessing IBFA.

1. To verify .Net 4.5.2, select Run from the Start Menu.

2. Type regedt32. Click OK. The Registry Editor will open.

3. Browse to HKEY_LOCAL_MACHINE->SOFTWARE—>Microsoft=>.NET Framework
Setup>NDP->v4->Full.

&' Registry Editor

File Edit Wiew Favorites Help

. Internet Explorer ;I Marne Type | Crata |
J MMC ab]{Default) REG_SZ {valus not sek)

J Mobile 28 Install REG_DWORD 000000001 §1)

, MosTrace ab]InstaIIPath REG_SZ C:iwWindows\Microsoft MET\Framewarkadiv4,0,30319)

. MSBuild B 0000000

J M3DE | REG_DWORD 0x0005chfS (379593

: m:ETC e CEreIeing TG L onD UELLL ]
1 a"]Target\u'ersion REG_5Z 4.0.0

. M3licensing ah]\u'ersion RES 57 4,5.51209
| MSMG B

. MSS0LServer

. MapServer

. MET Framework Setup

B | NDP
[ |, CDF

7 J v2.0.50727

L waa

. w35

owd

e L Client
[ Ful

: fd i 1033
B L v
""" . Metsh
| Metwork
| MetworkAccessProtectic
----- . Mon-Driver Signing
|- | Motepad
H- | ODBC
] | Cffice
) Ole
#]- | Outlook Express
|- L PLA
H- | Powershel
2}
)
2}
)
2}

(O O e O O e e WO O e B O O e

1]

-
e

- . Print

- | RADAR

. Ras

- Reliability Analysis

- | RemovalTools
-
< | _'l_I

|C0mputer'l,HKE\"_LOCAL_MACHINE'l,SOFTWARE'!,MicrosoFt'l,NET Framewark SetupiMDP w4 Full 4

o T 0 T O O B O O O e O e O e

Figure 6 Verifying .NET 4.5.2 in Registry

4. The release number should read 379893. If the number is smaller or the Full folder is not
present, .NET 4.5.2 has not been installed. Make sure to look at the v4 folder. DO NOT look
at v4.0.
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5. If .NET 4.5.2 is installed, close out the registry and continue.

6. If .NET 4.5.2 is not installed, you must install before you can continue. .NET 4.5.2 must be
installed prior to running the Insbridge installation. .NET 4.5.2 requires .NET 3.5.1 features to be
installed prior to installing .NET 4.5.2. Make sure .NET 3.5.1 is installed prior to installing .NET
45.2.

NOTE: .NET 4.5.2 is not included with the Insbridge installation. The .NET 4.5.2 download can be
obtained from Microsoft.

Troubleshooting

If you receive an error when accessing IBFA:

Could not load type "System.ServiceModel _Activation.HttpModule®™ from
assembly "System.ServiceModel, Version=3.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089

This error may happen when there are multiple versions of .NET Framework on a machine that is running
IIS and did not get registered properly.

Please see http://msdn.microsoft.com/en-us/library/hh169179(v=nav.71).aspx for more information.
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STEP 5: MICROSOFT SQL SERVER

Microsoft SQL Server should not be installed on the same machine where the Insbridge web applications
reside. The SQL Server should reside on a separate host from the Insbridge web front end with a properly
configured network connection from the web server front end to SQL Server. Testing can be performed
by using the Data Sources application in Administrative Tools to make a default connection to the
database server.

NOTE: All these settings are available during installation of SQL Server or by using SQL Server
Enterprise Manager, and right clicking the server and selecting properties.

If any of these settings conflict with existing application’s databases residing on the SQL Server,
then a separate instance is required.

Depending on the load expected, the databases can be placed on a separate SQL Server machines that
can either be independent or shared as long as the following conditions are met.

e Server Authentication: Should be set to SQL Server and Windows Authentication mode.

e Collation and Sort Order: Currently supported is the default SQL Server collation using
SQL_Latinl_General_CP1_CI_AS and sort order plus case sensitivity using Latinl_General_BIN
as the server collation. The security database (IB_CLIENT) supports the default SQL Server
collation using SQL_Latin1_General_CP1_CI_AS. The RateManager and SoftRater databases
can use either case sensitive or non-case sensitive. Please check with Oracle Insurance for any
guestions regarding database server sort orders or collations.

NOTE: For SQL Server, please make sure the SQL Server Client is installed.

Compatibility Level

The compatibility level for Microsoft SQL Server:
e 2008 and 2008 R2 =100

e 2012=110

e 2016=130

“For all installations of SQL Server 2012, the default compatibility level is 110. Databases created in SQL
Server 2012 are set to this level unless the model database has a lower compatibility level. When a
database is upgraded to SQL Server 2012 from any earlier version of SQL Server, the database retains
its existing compatibility level if it is at least 90. Upgrading a database with a compatibility level below 90
sets the database to compatibility level 90. This applies to both system and user databases. Use ALTER
DATABASE to change the compatibility level of the database. To view the current compatibility level of a
database, query the compatibility _level column in the sys.databasescatalog view.”

! https://msdn.microsoft.com/en-us/library/bb510680(v=sql.110).aspx, Microsoft Developer Network,
2015.
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Chapter 3
SOFTRATER FOR WINDOWS NODE INSTALLATION

This installation will install SoftRater for Windows. This is for a Windows only environment, using a
SQL Server database.

Before installing, please verify that the system requirements are in place.

The installation should be performed in the following order:
1. Install the Insbridge application.
2. Configuring Registry Access.
3. Verifying the Insbridge Application Pool.
4

Assigning permissions to the Insbridge User for the Windows Temp Folder. This is necessary for
MSMQ. You also need to assign permissions to the Application Pool Identity.

o

Assigning permissions to the Insbridge User for the Insbridge Folder.
Restoring IBSR Databases in SQL Server.
7. Enter IBFA and Configure:
a. Create a subscriber.
b. Create a SoftRater environment.
c. Creating a Virtual File Server.
8. Verifying Component Services.
9. Install OBI Publisher.
10. Start Insbridge Message Service.
11. Create Backup of Registry Key.
12. Connect IBSR to IBFA

Installation must be run as Administrator.
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STEP 1: INSTALL INSBRIDGE ENTERPRISE RATING

1. Begin with the Oracle Insurance - Insbridge Enterprise Rating Install file.

NOTE: The installation program requires that the installer have administrator rights on the machine

where the install is occurring.

_ﬂ-

I L Application Tools Insbridge
Home Share View Manage v o
© = v [L» Win1100000 » Downlaads b Insbridge v & [ search Build 14 o]
¢ Favorites MName Date modified Type Size
B Desktop 7 Oracle Insurance Insbridge Enterprise Rat... Open 174,964 KB
& Downloads = =
. [  Run as administrator
= Recent places = ——
Troubleshoot compatibility
18 Win1100000 Pin o Start
# Desktop Share with 3
| Decuments Bl Scan forthreats...
& Downloads Pin to Taskbar
i Music Restore previous versions
=| Pictt
ctures Send to 3
& Videos
i, Local Disk (C:) e
Copy
€l Network
Create shortcut
Delete
Rename
Properties
Titem  1item selected 170 MB = 1)

Figure 7 Install as Administrator

NOTE: Please close all open applications before running the Oracle Insurance - Insbridge Enterprise

Rating file.
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2. Open the Oracle Insurance - Insbridge Enterprise Rating file. A Welcome screen is displayed.

13! Oracle Insurance - Insbridge Enterprise Rating Setup | — | = -

4 Oracle Insurance Insbridge

[t i gtrongly recommended that vou exit all Windows programs before running this setup program.

Click Cancel to quit the setup program, then cloge any programs pou have running. Click Mest to
continue the installation,

WARMIMG: Thiz program is protected by coperight law and international treaties.

Ilnauthorized reproduction or distribution of thiz program, or any portion of it, may result in severe
civil and criminal penalties, and will be prozecuted to the maximum extent pozzible under law.

ORACLE
INSURANCE

| | Cancel

Figure 8 Installing Insbridge

3. Click Next to continue.
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13! Oracle Insurance - Insbridge Enterprise Rating Setup M
Destination Folder ORACLE

Select a folder where the application will be ingtalled.
PP INSURANCE

The Wize Installation \Wizard will inztall the files for Oracle Insurance - Insbridge
Enterprize R ating in the following folder.

Toinstall inta a different folder, click the Browse button, and select anather folder.

Y'ou can chooge not ta inztall Oracle Insurance - Insbridge Enterprise B ating by clicking
Cancel to exit the Wise Inzstallation Wizard.

D estination Faolder

C:A\Program FileshOraclet nzbridge',

“Wize Inztallation ‘Wizard [R]

<Back I Mext: | | Cancel

Figure 9 Entering the Destination Folder for Insbridge

4. Choose the location where the Insbridge installation will be installed. A default installation folder is
created for all new installs. This will be the location for all future installations for Insbridge
applications. Select Browse if you want to install in a different location. After selecting a location, click
Next to continue.
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13! Oracle Insurance - Insbridge Enterprise Rating Setup M
Logon Information ORACLE

The following | infarrnation | d by Inzbridge.
e following logon information is used by Insbridge INSURANCE

Specify a uzer account to be used by the application, either for running a service or for
logaing onto other servers. Use the Browse buthon to choose uzers from pour network,.
For domainz, uger names must be in the format of DOMAIMAU serM ame.

Password: | eeeeseee |

| Create Mew Lser...

“Wize Inztallation Wizard®

< Back " Mest > | | Cancel

Figure 10 Logon Information

5. Enter the Insbridge user name and password for the local user account you set up earlier. The
logon information screen is displayed. You must specify a user account to be used by the application.
Please use the Insbridge user account that you set up on page Error! Bookmark not defined..

NOTE: You can Create a New user at this point, if needed. Click the Create New User button to be
placed on New User screen to setup an Insbridge user.

6. Click Next to continue.
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%) Oracle Insurance - Insbridge Enterprise Rating Setup I;Ii-
Select Features ORACLE

Pleaze zelect which features you waould like to instal,
d INSURANCE

| vI Insbridge Enterprize B ating
(- Fatetd anager

Feature Description:
B atebd ananer allnws husiness uzers o create,

""""" =3 Will be installed on local hard drive. s and rules
) ] ) ] niging in an

=18 Entire feature will be installed on local hard drive,
= Feature will be installed when required. +local hard

Entire feature will be unavailable. hard drve.

Inztall location:
C:AProgram Files\Oraclehnsbridgeh,

Wwize Inztallation Wwizard [R]
| Digk Cost | | Reszet | | < Back " M et > | | Cancel

Figure 11 Selecting Features for Installation

7. The next screen lists the applications to be installed. To expand the options and view details, click on
the downward arrow. All features are checked for installation. Select RateManager and select the
Entire feature will be unavailable. Click Next to continue.

Options are:

e Insbridge Enterprise Rating:
- The default option is: Entire feature will be installed on local hard drive.
- You will not be able to opt out of this selection.

e RateManager:
- The default option is: Entire feature will be installed on local hard drive.
- You will be able to opt out of this option. Select Entire Feature will be unavailable.
RateManager will not be installed. You do not need to install RateManager.

e IBFA:
- The default option is: Entire feature will be installed on local hard drive.
- You will not be able to opt out of this selection.
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13! Oracle Insurance - Insbridge Enterprise Rating Setup M
Ready to Install the Application ORACLE

Click MNext ta beqin installation.
ick Mext to begin installation INSURANCE

Click the Back button to reenter the ingtallation infarmation or chck Cancel to exit
the wizard.

“Wize Inztallation ‘Wizard [R]

<Back I Mext: | | Cancel

Figure 12 Ready to Install

A Ready to Install screen is displayed. If you are ready, click Next. Otherwise click Back to check the

options you want to install.

The installation displays the progress
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3! Oracle Insurance - Insbridge Enterprise Rating Setup M

4 Oracle Insurance Insbridge

Oracle Insurance - Insbridge
Enterprise Rating has been
successfully installed.

Click. the Finizh buthon to exit thiz inztallation.

ORACLE
INSURANCE

Cancel

< Back

Figure 13 Install ReadMe Screen

10. Click Finish to finish the installation. The installation should complete successfully.
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STEP 2. CONFIGURING REGISTRY ACCESS

NOTE: If you use Registry Editor incorrectly, you may cause serious problems to the operating system.
These problems may require you to reinstall your operating system. Insbridge cannot guarantee
that you can solve problems that result from using Registry Editor incorrectly.

By default, only administrative and power user accounts have full permissions over this key. The
insbridge user must also be given full control over the following registry key:

HKEY_LOCAL_MACHINE/SOFTWARE/Insbridge
Assigning Permissions for the Registry Access

1. Selecting Run from the Start Menu.

2. Type regedt32. Click OK. The Registry Editor will open.

i | Registry Editor (= [= 5]
File Edit View Favorites Help
4-/8 Computer Mame Type Data
P HKEY_CLASSES_ROOT aﬂ(DefauIt] REG_SZ (value not zet)

b 1) HKEY_CURRENT_USER

4. HKEY_LOCAL_MACHINE
b -} BCDOODDDODD

b- | HARDWARE

bl SAM

L1, SECURITY

4 || SOFTWARE

l> . Classes
I - |, Clients
bl GNU
b
b

+ . Insbridge
Expand
...... New 5
b Find...
I

I+ Delete
bl Rename
b Export
b E2

...... | Permissions...

Copy Key Name

b)) Wow6432Node
bl SYSTEM

b1, HKEV_USERS

b1 HKEV_CURRENT_CONFIG

< m >

Computer\HKEY_LOCAL_MACHIMNE\SOFTWARE\Insbridge

Figure 14 Configure Registry Access Windows Server
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Browse to HKEY_LOCAL_MACHINE. Select SOFTWARE=Insbridge.

Right click and select Permissions.
Scroll through the users. Select the Insbridge user.
Verify that the Insbridge user has Full Control.

If the Insbridge user does have Full Control, cancel out of the registry and continue with the
installation.

If the Insbridge user does not have Full Control, change permissions to allow for Full Control.
Save your entry and close out the registry. Continue with the installation.

If the Insbridge user is not listed, follow the step to add the Insbridge user.
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STEP 3. INSBRIDGE APPLICATION POOL

Insbridge requires .NET framework setting of v4.5.2. This may present conflicts with other applications in
the default application pool that require a different setting. To avoid conflict and improve performance, a
separate Insbridge Application Pool must be used.

Verify the Insbridge Application Pool

A default Insbridge Application Pool is created at installation. This pool ORACLE_FSGBU_INSBRIDGE
should be used for the Oracle applications. Please verify that the Insbridge web applications are
associated with the new Insbridge application pool.

1. Click Start > Administrative Tools - select [IS Manager.

\3 Internet Information Services (lIS) Manager I;Ii-
— ; =
@ |=} » Win1100000 » Application Pools |sn At @ -
File View Help
Connections - . . Actions
= gj‘ Application Pools P
€ - tall] .-} E & Add Application Pool...
i Ej St.art Page This page lets you view and manage the list of application pools on the server. Application Sl —\rrllcatlcw
4 \1\_‘:”‘1110900(.} pools are associated with worker processes, contain one or more applications, and provide 9 Help
-z Application Pools isclation among different applications. i
i} Application Poal | g diff ppl
Il Sites
Filter: - Go - \gqShow All | Group by: _
Name * Status MET CLR V... Managed Pipel... |dentity Ap
[} NET V2.0 Started w20 Integrated ApplicationPoolld.. 0
[} NETv2.0 Classic  Started 2.0 Classic ApplicationPoolld.. 0
(£} NET w45 Started w40 Integrated ApplicationPoolld.. 0
[} NET w45 Classic  Started 4.0 Classic ApplicationPoolld.. 0
;’CIassic MNET Ap... Started  v2.0 Classic ApplicationPoelld.. 0
) DefaulthppPool  Started w40 Integrated ApplicationPoolld... 1
22 0IDCAppPool Started w40 Integrated ApplicationPoolld.. 1
il ORACLE FSGBU... Started  v4.0 Integrated Insbridge 3 I
< m >
< m > Features View Content View
Ready ‘;_-:j

Figure 15 Insbridge Application Pool

2. Expand the Local Computer and select Application Pools. Verify the
ORACLE_FSGBU_INSBRIDGE application pool, the Identity is Insbridge and that there are 3
applications associated. If all pool is correct, proceed to the next step.

3. Select the ORACLE_FSGBU_INSBRIDGE application pool and right click. Select Advanced Settings.
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Managed Pipeline Mode

Advanced Settings |L-

Inteqrated ~

QOueue Length
Start Mode
4 CPU
Lirnit {percent)
Lirnit Action
Lirnit Interval {minutes)
Processor &ffinity Enabled
Processor Affinity bask
Processor &ffinity Mask (Bd-bit aption)
4 Process Model
I Generate Process hModel Event Log Entry
[dentity
Idle Tirne-out (Fninutes)
Idle Tirne-out Action

1000
OnDemand

Q
Modction
5

False L
4204067295

4204067295

Insbridge
L

Terminate

I Load User Profile

False I

Maximum Worker Processes
Ping Enabled

1

True A

Figure 16 Insbridge Application Pool Load User Profile

4. Verify the Load User Profile is set to false'. Make any updates to the settings and save.

1 For MS Windows 2012 R2 installations, you may receive an error when accessing IBFA for the first
time: The data protection operation was unsuccessful. This may have been caused by not having the
user profile for the current thread’s user context, which may be the case when the thread is
impersonating. In this case, the value of the Load User profile should be set to True.
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5. Expand Sites and select RM. Select Authentication in the IIS section. Verify that Windows

Authentication is Disabled. Make any updates to the settings and save.

,? » WNTIODODO » Sites » DefaultWeb Site » RM »

File  Wiew  Help

@iz

-5 Start Page
',..ilg Wint100000
@ Application Pools
4.[5] Sites
4 Default Web Site
b - aspnet_client
b DCP
¥ IEBFA,
¥ insbridge
b

B

-

[l B, s

H? Authentication

Group byt Na Grouping -

Mame - Status Response Type
Ananyrnous Authentication Enabled

ASP.MET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Digest Authentication Disabled HTTF 401 Challenge
Farms Authentication Enabled HTTP 302 Login/Redirect
| Windows Authentication Disabled HTTP 401 Challenge |

<] [T [ 1>

Configuration: 'Default Yeb Site/RM' web.config

Figure 17 Insbridge Application Pool Windows Authentication
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6. Expand Sites and select insbridge. Select Authentication in the 1IS section. Verify that Anonymous
Authentication is Enabled. Make any updates to the settings and save. This setting allows users to

access online help. If users experience a 401.2 — Unauthorized message, check to make sure that
this setting is enabled.

& Internet Information Services (1153 Manager = I:'-
@__, D » Win1100000 » Sites » DefaltMeb Site b insbridge » @« & @-
File  Wiew  Help

Connections " ) ) Actions

e |28 é@ Authentication @ Help

&g Start Page

i G by i -
283 Win1100000 roup by Mo Grouping

15} Application Pools Mame - Status Response Type
& Sites | Anonymaus Authentication Enabled |
a &?} Default Web Site ASPMET Impersonation Disabled
b aspnet_client Basic Authentication Disabled HTTP 401 Challenge
b H DCP Digest Authentication Disabled HTTP 401 Challenge
b3 Forms Authentication Disabled HTTP 2302 Login/Redirect
Weindows Suthentication Enabled HTTP 401 Challenge
« m v . - Content View

Configuration: 'Default Web Sitefinsbridge’ web.config ia_:]

Figure 18 Insbridge Application Pool Anonymous Authentication

If the ORACLE_FSGBU_INSBRIDGE has not been created, you will have to create one. Please see
Appendix A, Creating an Application Pool.
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STEP 4. ASSIGNING PERMISSIONS — WINDOWS TEMP FOLDER

Permissions must be assigned for the Windows Temp Folder for MSMQ and for the application pool
default identity. Prior to assigning permissions, please verify the Insbridge application pool identity.

Assigning Permissions in the Windows Temp Directory:

1. Find the WINDOWS folder, most likely on your C drive.

2. Right click the Windows->Temp folder.

I = Temp =1I5 -
“ Home Share View N 9
:(-:\ - 1 r Wi . Dt - v Temp » v C,| | Search Temp o ‘
N Expand
SchCache e - Date modified Type Size ~
b ). schemas )
bl security Share with » [0000S File folder
b )l ServiceProfiles | W | Scan for threats... E':e?:(:e"
ile folder
bl servicing Restore previous versions ;
o 00.log Text Document TKB
bl Setup Include in library r o1l TedtD t 1KB
dog ocumen
I [ SoftwareDistribut i
X : :re e Pin to Start TP File oke
N ) Spm Send to * leini Configuration sett... 1KB
b Sunt Cut SQM File TKB
. System
3 Sy tem32 Copy ile.bd Text Document DKB
. System : . =
b . SystermResources Delete File.bet Text Document DKE
b B SvaWOWGS 5 Configuration sett... 1KB
ename
T):PI Text Document 13KB
) Tack W= ' Configuration sett... 2KB
5 . Tas : Properties Configuration sett... 1KB
em
T, ED " & | MACAddress.ini Configuration sett.., 4KB
oo = | Metconfig_2015-05-11_1702l0g Text Document 5KB
.t
, meg [ Netconfig 2015-05-11_2217log Text Document 2ke
o \;sh | NICValidation.lag Text Document 9KE
el
b WinSis | ProductMameini Configuration sett.., 3978 KB
s | silconfiglog Text Document TKB
b wls12130 hd —_ v
21 items a=|=

Figure 19 Assigning Permissions for the Insbridge User on Windows Temp

3. Select Properties. The Temp Properties screen opens.
4. Select the Security tab.

5. Click Edit.

6. On the Permissions for Temp screen, select the Insbridge user and click Add. If the Insbridge
user is not found, cancel out and return to the Local Users and Groups area in Server Manager

and verify the Insbridge user was created.

7. Update the permissions. The Insbridge user requires Full Control.
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Security

Object name:  C:\Windows \Temp

Group or user Names:

2 CREATOR OWNER

52 5YSTEM

82, Administrators (Win1100000"Administrators)
H2, Users (Win1100000"sers)

2, 115_IUSRS (Win1100000I5_IUSRS)
& Insbridge (Win1100000%Insbridgs)

]

Pemissions for Insbridge

Full control

Modify

Read & execute
Ligt folder contents
Read

]I:II:IDDI:IE‘

g

Figure 20 Temp File Properties

8. Click OK to close the Permissions for Temp screen.

9. Click OK to close the Temp Properties screen.
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STEP 5. ASSIGNING PERMISSIONS — INSBRIDGE FOLDER

Assigning Permissions for an Insbridge Folder Location

1. Locate the Insbridge installation directory. If you selected another directory when installing the
Insbridge application, go to that directory. The default installation directory is located at:
C:\Program Files\Oracle\Insbridge.

2. Right click the Insbridge folder.

N Insbridge - |= =0
“ Home Share View 0
:(-:\ - 1 ‘ » Win1100000 » Local Disk (C:) » Program Files » Oracle » Insbridge » v Cf| | Search Inshridge i ‘
s
AboutTime - MName Date medified Type Size
b J. Common Files )
. COM+ AM  File folder
b L. Internet Explorer )
. Framework A File folder
bl Java
SDK A File folder
b | MSBuild )
. SoftRater AM  File folder
. MetConfig ~ R )
. Webs 511:03AM  File folder
4 . Oracle
13 Insbridge
Expand
3 Insurance
b Inventory Open in new window
. Profile Copier Share with I

3 Reference Assemblies| ) Scan for threats...

4 system Configuration Restore previous versions

P s UltraVNC Include in library 3
. Windows Mail Bin to Start
I Windows NT
b}l WindowsPowerShell sendto '
b . Program Files (x86) Cut
. Temp Copy
3 Users Delete
b Windows Rename
.D . wis12130 — N —
5itemns =
T —

Figure 21 Assigning Permissions for the Insbridge User on Insbridge

3. Select Properties. The Insbridge Properties screen is displayed.
4. Select the Security tab.

5. Verify that the Insbridge user created earlier is assigned to the directory and has Full Control. If
the Insbridge user is listed and has Full Control, proceed to the next step.
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| General I Sharing | Security | Previous Versions | Customize

Object name:  C:\Program Files"Oracle’nsbridge

Group or user Names:

2 CREATOR OWNER
52 5YSTEM
b ¥ insbridge (Win110000\Insbridge)

imoston ANintOGlA0 Mnnitton

To change pemissions, click Edit.

Pemissions for Insbridge

Full control

Modify

Read & execute
Ligt folder contents
Read

White

For special permissions or advanced settings,
click Advanced.

Figure 22 Insbridge Folder Properties

6. If the Insbridge user is not listed, click Edit. On the Permissions for Insbridge screen, select the
Insbridge user and click Add. If the Insbridge user is not found, cancel out and return to the Local
Users and Groups area in Server Manager and verify the Insbridge user was created.

7. Update the permissions. The Insbridge user requires Full Control.
8. Click OK to close the Permissions for Insbridge screen.

9. Click OK to close the Temp Properties screen.
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STEP 6: RESTORING A SOFTRATER DATABASE

Because many corporate environments have a separation between the system administrator and the
database administrator, the following process may require both administrators’ access and permissions.
Make sure you have a SQL Server account called ibru.

NOTE: If you do not have database permissions, you will not be able to perform the following database
procedures.

NOTE: If you are unsure how to perform a database restore, please consult with your database
administrator.

Currently supported is the default SQL Server collation using SQL_Latinl_General CP1_CI_AS and sort
order plus case sensitivity using Latin1_General_BIN as the server collation. The security database
(IB_CLIENT) supports the default SQL Server collation using SQL_Latinl1_General CP1_CI_AS. The
RateManager and SoftRater databases can use either case sensitive or non-case sensitive. Please check
with Oracle Insurance for any questions regarding database server sort orders or collations.

1. Located in the Insbridge Installation Directory:

SQL Server
2008
- SoftRater: IBSR
0 Latinl_General_BIN
= DATABASE BACKUP_IBSR TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak
2012
- SoftRater: IBSR
0 Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General_CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak
2016

- SoftRater: IBSR
o Latinl_General_BIN
= DATABASE_BACKUP_IBSR_TEMPLATE_CASE_SENSITIVE.bak
0 SQL_Latinl_General CP1_CI_AS
= DATABASE_BACKUP_IBSR_TEMPLATE.bak

2. Select the SoftRater backup file you want to use, case sensitive or non-case sensitive.

3. Copy the file to an appropriate database folder on the machine where SQL Server is installed.
For example, [Drive]:\\Program Files\Insbridge\Databases. If you are unsure of a location, please
consult with your database administrator.

4. Rename the file. It is not required but it is strongly suggested that the database file name be
changed from TEMPLATE to something that defines the database more accurately. At a
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minimum, it is recommended that you remove “© TEMPLATE” from the name. You can change the
names after they have been restored also.

5. Open the SQL Server Management Studio either on the server or remotely using either an
administrative account with sa privileges or as the sa account.

NOTE: If you do not have SQL Server Management Studio, check to see that the SQL Server Client has
been installed. For a SQL Server install, you must have the SQL Server Client installed.

6. Go to Databases.

i Microsoft SOL Server Management Studio (Administrator) = | & -
File Edit View Debug Tools Window Help

(- -5 @ | O NewOuey [ E R 5[ % @9 - o - S5 [w] b | | o L
Object Explorer

Connect~ 3 &) m 7 2] .5
= [ SQL2100000\SOL Server

* "‘I - MNew Database...

H [ Se

= [ Se Attach...

= 3 Re Restore Database...
w Ll M

Restore Files and Filegroups...

Deploy Data-tier Application...
Import Data-tier Application...

Start PowerShell

Reports 3

Refresh

Figure 23 Right Click to Restore Database

7. Right click on Databases.

8. Select Restore Database... A separate screen will be displayed.
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i Restore Database - IB_CLIENT_A| =1 1= -
@ Ready
Select a page SScript - mHelp
24 General
f Files Source
2 Options
() Database:
® Device: |C:\Program Files\Microsoft SOL Server\MSSQL | El
Database: | |IB_CLIENT_TEMPLATE v |
Destination
Database: |IB_CLIENT_AI v]
Restore to: |The|ast backup taken (Thursday, April 23, 201512:54:13AI|
Restore plan
Backup sets to restore:
Restore MName Componert Type  Server Databasze Posttion  First LSM Last |
: ' Database Full  SLCO2IWB IB_CLIENT_TEMPLATE 1 649000000037500229 6490
Connection
2{ SQL2100000MSOL Server
[Insbridge]
View connection properties
Progress
< m >
' Daone
'@ Verify Backup Media
QK | ‘ Cancel | ‘ Help ‘

Figure 24 Restoring a Database

9. Enter your IBSR database name in To Database:.

10. Select From Device. Click ... to browse to the location where the database files were placed in
step 3.

11. Select your database IBSR_ xxxx.BAK, where xxxx equals the renamed file from step 4.

12. Click OK. Your database will be populated.

13. Verify your information. Check the Restore box.

14. Click OK.

15. If the database was restored successfully, it will be displayed in the database folder. If not, please
correct any errors and try again.
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16. Once the database is restored to SQL Server, you will need to create or assign a SQL Server
user account for the application. This user will be used for the connection to the databases when
setting up the connections from the Insbridge Framework Administrator. Make note of the account
you want to use. This information will be entered into the Insbridge Framework Administrator.

For ease of administration, the database user should have db_owner permissions on the
IBSR_xxxx database.
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STEP 7: CONFIGURING INSBRIDGE FRAMEWORK ADMINISTRATOR

Open an Internet Explorer web browser and browse to the following location, replacing SERVERNAME
with the actual server name:

http://SERVERNAME/IBFA

Do not use Localhost.

Logging in to IBFA
The default security setting for a new installation is Custom and requires a login to access.

L (0| @ nittp://win1100000/1BFA/ £ ~ & || @ Framework Administrator ... %

ORACLE nsurance ge F . Version 05.05.00 (x64)

Show Frameworkadmin Menu

Explorer not configured. Please contact your system administrator.

Click “Show Framework Admin Menu” to display login options.

Figure 25 IBFA Landing Page

1. IBFA requires a login to access. Click the Show FrameworkAdmin Menu link to display the login.
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- | O -
e@| @& hitp://win1100000/IBFA/ L~-c || (& Framework Administrator [... | ‘ 1 55-\? {§}
ORACLE nsurance Insbridge Framework Administrator Version 05.05.00 (x64)

x Explorer not configured. Please contact your system administrator.
& Access Secure Services

Log On

Copyright © 2000,2009, Orade andjor its affiliates. All rights reserved.

Figure 26 IBFA Login Screen

2. Enter the default User ID and password:

User ID: admin
Password: insbridge

3. The IBFA home page is displayed.

Troubleshooting

For MS Windows 2012 R2 installations, you may receive an error when accessing IBFA for the first time:

The data protection operation was unsuccessful. This may have been caused by not having the
user profile for the current thread’s user context, which may be the case when the thread is
impersonating.

If this error is presented, locate the Insbridge Application Pool on the server where Insbridge was
installed. Administrative Tools>11S Manager>ORACLE_FSGBU_INSBRIDGE, right click, and select
Advanced Settings. Change the Load User profile to True.
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Updating IBFA Security

4. If you want to keep the custom security setting, it is recommended that you change the password

immediately.

5. On the left side menu, select Security-> Change Password.

=3 Insbridge
- SoftRater
- SoftData
-l Services
-3 Logs
EH Security
- |
435 Softlibraries
- @) Help

Change 'Custom Security’ Admin Password

Insbridge suggests that you use a password that is 6-8 characters long. If you think someone else knows the admin
password, please contact your system administrator.,

Old Password
Mew Password

Confirm Password

Update

Figure 27 Updating the Default Password

6. Enter in the default password for the old password and enter in the new password of your choice.
Confirm the new password and click Update. A success message is displayed when the admin
password is updated. If an error message is displayed, make corrections and try again.

7. If you do not want to require a login, you can change the security to None. This changes the
default landing page to the IBFA home page and removes any login requirements.

8. On the left side menu, select Security.

9. Select None for Framework Administration Web Security for no security. The landing page will be
updated the IBFA home page and no login will be required.
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x
Framework Administration Web Security
E-J Insbridge To utilize Windows authentication please select the Windows security option and contact your system administrator to
#-C3 SoftRater update your IIS settings, The Insbridge Custom Forms authentication requires that you enter an admin user and password
combination for web access,
-l SoftData
-l Services
- Logs
=8| O Nane
.__.I Change Password ) Windows
425 Softlibraries B
(®  Custom

- @) Help

[] Mllow unautharized users to view secure environments? {read-only)

External APT Access

The Insbridge Framework Administrator has an open API for back-office system automation. To allow an external process
to connect to this node, enable and set the access key below.

() Disabled

(®) Enabled |ce8de543-00d5-4bd3-37ca-f431b6237573 Generate Key

Figure 28 Selecting Security for IBFA

NOTE: You also can select to use Windows security. Please see the IBFA user guide for more
information on setting up Windows security.

Entering Company Information

Prior to users entering RateManager, the Insbridge Framework Administrator must be configured for your
company.
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BEE

e@k@ hittp:/win1100000/1BFA/ PO = G| & Framework Administrator (.. | | 0 g 2
ORACLE nsunance Insbridge Framework Administrator Version 05.05.00 (x64)
[x]
= ﬂ E_;Conﬁguraﬁon File [C:\PROGRAM FILES\ORACLE\INSBRIDGE\ FRAMEWORK\4.5.0\ Insbhridge.Xml

The Framework Administrator Web will configure any Insbridge Framework Configuration file (Insbridge.xml) found on

(3 SoftRater your network. Although all Insbridge Applications may have their own version of this configuration file, we suggest that all

L] SoftData apps that reside on the same Framework Server share the same file.
[ Services
Change Canfig File location: /C:\PROGRAM FILES\ORACLE\INSBRIDGE\FRAMEWORK\4.5.0\1 | Edit || Apply
-3 Logs

-3 Security Click on "Edit” button to enable the text box above. Copy and paste the new Insbridge XML file location in the text box.
: L-C3 Change Password Then dick on "Apply” button to apply the new configuration file.

: o SoftLibraries Add Subscriber

@) Help & subscriber identifier is an unigue number that you would like to represent your company. Please consult with an
Insbridge support representative if you have any questions.

(Click on the id of the subscriber in the list to edit.

# Mo Subscribers found.

Add Database Connection

Create or edit database connection. This database connection can be global to the Insbridge Framework or unigue to the
Subscriber.

Click on the name of the connection to edit.
€ Global

# No Connections found.

Copyright © 2000,2008, Oracle and/or its affiliates. All rights reserved.

Figure 29 IBFA Home

NOTE: If you receive an access denied error message, please verify that you have given the Insbridge
user full control of the Insbridge folder.

NOTE: If you receive an IDNX denied error message, please verify that the Insbridge user has full control
over the Insbridge directory. Regedt->Insbridge Directory-> Security.

To continue, you will need to exact names of the databases you restored in Step 6, IBSR database.
There are three steps that will need to be done in IBFA:

e Step 1 - Creating a Subscriber

e Step 2 — Creating a SoftRater Environment

e Step 3 —Creating a Virtual File Server

Step 1 — Creating a Subscriber:

For this step you will need the subscriber information from the RateManager IBFA instance that you
created previously. The subscriber created here must match that subscriber.
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The ID and Name are fixed after the first time you save. These entries cannot be edited. Only the
description can be edited. If you have made a mistake, you will have to create another subscriber and
delete the incorrect entry.

1.

2.

Click on Add Subscriber on the Main IBFA screen. A separate screen will be displayed.
Enter the ID, Name and Description for your subscriber.

When you finish entering the information, click Save. The new subscriber will now be displayed in
the list of subscribers.

2l Subscriber -- Webpage Dialog -
Subscriber

Plzase enter/updatz your Inshridge Customer information below.

1D 8659

Mame: Alamere

Desc:  Alamere Insumncd X

Save Cancel

Figure 30 Enter ID

If you require assistance or are unsure of what action to take, please log a Service Request using
My Oracle Support at https://support.oracle.com/.
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Troubleshooting Subscriber Entries:

If you receive an error message or have difficulty creating a subscriber, you may need to add the
Insbridge user to the Windows Machine Keys.

1. Go to C:\Documents and Settings\All Users\Application Data\Microsoft\Crypto\RSA\MachineKeys.
2. Right click and select Sharing and Security. Select the Security tab.

3. Add the Insbridge user.

Step 2 — Creating a SoftRater Environment:

Next, create the default rating environment for the SoftRater node.
It is recommended that you create one logical environment:
e SR —to identify the location of the local SRPs and the IBSR DB.

1. Browse to SoftRater>Explorer->Subscriber name.

2R (50| @ nittp:/iwin100000/ BFA/default aspx P~ & || @ Framework Administrator [ X L) 2o £2d
ORACLE" mnsurance Insbridge Framework Administrator Version 05.05.00 (x64)
x|
E-3 Insbridge
B+ SoftRater
28 Engine

5 Explorer C i
1 Bolo . Add Environment
Environments N -
«or remove environments from your Explorer configuration.

AME - DESCRIPTION

# No environments found.

Product Management
Your rating book of businesses are identified by an id and a description. There is no limit to the number of Product’s (line-of-
business) that your Explorer can contain.

D - DESCRIPTION

# No Products found.

Virtual File Server Manangement
There are times when you must download SoftRater packages from different locations. These locations require a domain
name of an ip-address of the particular server.

DESCRIPTION - SERVER - TYPE - ENVIRONMENT

# No file servers found.

Figure 31 Create a Rating Environment




Chapter 3 — SoftRater for Windows Installation

2. Click on Add Environment.

o

SoftRater

A SoftRater configuration can support an unlimited number of environments.

MName: RM

Type: IDE.‘\"

Secure: |:|

Figure 32 Entering Name and Environment

3. Enter a Name and select a Type. The name and type are totally dependent on how your Insbridge
system is designed.

There are three types of Logical Environments:

e Development
e Quality Assurance
e Production

After you have entered your logical environment, you must define it.

ORACL_E msurance Insbridge Framework Administrator

Add Environment
Add, edit, or remove environments from your Explorer configuration.

MAME - DESCRIPTION

# BM - Development
# A - Quality Assurance
# Prod - Production

sfitiguratis
Envirocnments

Figure 33 Obtaining Environment Information
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4. Select the Environments link under the Configuration header on the left hand side to enter the
configuration information for the newly created logical environment. You will be placed on the
Environments screen. The environments you previously setup will be listed. If an environment is
missing, you must return to the Configuration subtab and add it.

= (O -
e@| & http://win1100000/IBFA/ defautt.aspx £~ & || & Framework Administrator (... | | 0 Gag b0l
. .
ORACLE" msurance Insbridge Framework Administrator Version 05.05.00 (x64)
»
Content Settings
=3 Insbridge
3 SoftRater
i~ Engine
B2 Explorer Configuration DEVELOPMENT ~
Environments Environment(s) you may use for development purposes. Selecting an environment below will denote it as the default.
3 seftbata
[_d Services Environment: RM ®
-1 Logs Test Environment...
B Security DB Server: 10.100.10.100
. {am P
ae) Softlibraries DB ServerType: SQLServer ﬂ
) Hel
@ Hep DB Catalog: IBRM_AL
DB CatalogType: RateManager ﬂ
DB Query Buffer:
DB Tablespace:
DB Schema:
DB User: 58
DE Password: sssssess
Engine Type: Windows ﬂ
Engine Location: LOCALHOST [] Location is a Cluster
Engine EnvDef: Discover
Envirenment(s) you may use for quality assurance purposes. Selecting an environment below will dencte it as the default.
Environment: QA
Package Location: C:\Insbridge\Packages\Qa Test Environment...
DB Server: 10.100.10.100
DB ServerType: SQLServer v v
DA Catalnn: TRSR_AT
< > Copyright © 2000,2009, Orade and/or its affiiates. All rights reserved.

Figure 34 Editing Environment

Creating a SoftRater Environment

A SoftRater environment may be completed at installation or can be added at a later time. A SoftRater
environment can only be on a Windows. There is no limit to the number of SoftRater environments that
you can have.

1. The Environment Name will be complete. No changes are needed.

2. Enter in the file path where you want packages stored in the Package Location. Use the Test
Environment option to have the location created for you.

3. Enter in the DBServer name or IP address. This is the database server where the SoftRater
database was restored or created.

4. The DB Server Type will be SQL Server.
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5. The DB Catalog is the name of the SoftRater database restored in SQL Server.
6. The DB Catalog Type is SoftRater.

7. DB Query Buffer, DB Tablespace and DB Schema are not required for a SoftRater for
Windows (SoftRater Node) environment.

8. Enter the DB User name and Password.

9. The Engine Type is Windows.

10. The Engine Location is the location of where you installed the SoftRater engine. You can use
the machine name or IP address. Most SoftRater installations have a local engine location. If the
engine location is not on the local machine, enter the server name or IP address where the IBFA

engine is located. Do not change LOCALHOST to the name or IP address of the local machine.

11. The Engine EnvDef is the machine name if the engine is located on a different server. You can
use the machine name or IP address.

12. Click SAVE to save your entries.

Step 3 — Adding a Virtual File Server

Virtual file server management allows you to set up a link to servers that are in different locations where
packages can be downloaded. In a typical QA environment, you will set up a Virtual File Server to point
back to the QA logical environment that you created in your RateManager Development environment.

This step is necessary if you want to copy and load packages from environment to environment, however,
if you do not have the information ready. You can do this at a later time.

1. From the Configuration Page, click the Virtual File Server Management link.

¥irtual File Seryer Manangemen

& kirnes when wau
name of an ip-a

oad SoftRaker packages From different locations, These locakions require a domain
tess of the particular server,

DESCRIPTION - SERYER - TYPE - ENYIRONMENT

# Mo file servers found,

Figure 35 Virtual File Server Management Screen

2. This will open the Virtual File Server Management window.
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SoftRater

Virtual File Server ment

Remote SRP Server Management

Server: SoftRater for Windows - I Add I

# No file servers found.

Edit Selected Server |

1
&) Virtual File Server — Webpage Dizlog s

Figure 36 Virtual File Server Management Window

3. Enter the name of the server and a description. Take care when entering the server name. This

field cannot be edited. If you have made a mistake, you must delete and re-enter.

4. Click to add the server to the list. Enter in as many servers as you need.

5. When you are finished, click Save to save your work and return to the previous screen.
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Checking a SoftRater Database for Updates

All SoftRater databases can be checked for updates in IBFA.

1. SoftRater->Explorer->Subscriber->Settings->Environments.
2. Select the SoftRater environment with the database where you want to check for updates.

3. Click Test Environment.

.
ORACLE insurance Insbridge Framework Administrator
]
Content Settings |
-3 Insbridge
E-[J SoftRater
H 3 Engine
=+ Explorer PRODUCTION
" _ Environment{s) you may use for production purposes. Selecting an environment below will denote it as the default.
i~ softdata
i~ services Environment: 1855_LNX
[3 Logs Package Location: Ci\Insbridge\Prod\Packages Test Environment...
B3 Security DB Server: db_server
5 Softibraries DB ServerType: m
) Help
DB Catalog: I1BSR_559_LNX
DB CatalogType: SoftRater v
DB Query Buffer:
a SoftRater Explorer -- Webpage Dialog g
Environment Checklist
The Insbridge Application must have full control of the selected SoftRater Package Location is Secure
location. This process will verify the database connection, validate permissions on ||
the directory and certify an; _
«  Validating Insbri -
¥ Certfying Softfy The syst blet fulk tto the database, but
- X e system was able to successfully connect to the database, but an
< Uiy Ermest /B crror occurred when trying to access the environment tables: The
system is able to successfully connect to the configured environment,
however the DDL schema is not valid. Please execute the DDL scripts
for the current release and try your request again. If your database is
upgraded to 5.0 please run the (oracle_schema_change) script on the
schema.. Please check the Windows Application EventLog for more
details.
DB Tablespace:
oK
DB Schema: _
i
L4 > Copyright & 2000,2009, Oradle andjor its affiiates. Al rights reserved.

Figure 37 Checking for Database Updates

When the database is being validated, either a green checkmark is presented or an error message. The
error message will indicate if an update must be run. For example, when validating an Oracle
environment:

60



Chapter 3 — SoftRater for Windows Installation

- 5
e S

The system was able to successfully connect to the database, but an
error occurred when trying to access the environment tables: The
systern is able to successfully connect to the configured envirenment,
however the DOL scherna is not valid. Please execute the DDL scripts
for the current release and try your request again. If your database is
upgraded to 5.0 please run the (oracle_schema_change) script on the
schema.. Please check the Windows &pplication EventLog for more
details.

B

Figure 38 Oracle Database Update Required Message

DDL scripts for updates also can be found on the server where Insbridge was installed in the
...\\Oracle\insbridge\SoftRater\DDL folder.

For example: C:\Program Files\Oracle\lnsbridge\SoftRate\DDL\Oracle\Update

AN AL QOracle - [T
Home Share i v @

/(-) - | i «ILocaI Disk (T3 » Program Files » Oracle » Insbridge » SoftRater » DDL » Oracle I v & ‘ | Search Oracle 0 |
. Qracle ~1 0 Marne Date modified Type Size
. Inshridge
| update 572472016 10:32 A4 File folder |
. COM+
| oracle.create.dt.template.sql b 62272015 B03 PN Tetk Docurnent TKE
. Framewark
DK | oracle.create.packages.sqliedt TRARMITN30AM Ted Docurnent 1KE
) Softhat | oracle.create.packages_lk.sqltd 2297201651080 Texdt Docurment 1KB
. SoftRater
ooL | oracle.create, packages_rlsglbet 11372017 151 PR Tesk Docurment 1KB
: DRz || oracle.create,packages_sisgltd 11372011 152 PR Test Docurment 1KBE
— || oracle.create.packages_so.sqlbd TAT0E 331 A Texdt Docurnent 1KBE
. Oracle
. update
. SqlServer
. Webs

. Insurance

Titerns  1itern selected

Figure 39 Location of Database Update Scripts
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STEP 8: VERIFYING THE COMPONENT SERVICES

Next, you should verify the component services.

[= = |

1. Click Start=> Server Manager->Tools=>Component Services.
2. Expand the Component Services option under console Root.
3. Expand Computers>My Computer>COM+ Applications.
4. Expand each Insbridge COM+ library to make sure there are components listed underneath
each compartment.
e Component Services
%. File Action View Window Help

¢ 2@ XE 6| BE DR

A

([ Console Root
4 = Component Services

| Computers
4 (& My Computer

4 || COM+ Applications
{g COM+ Explorer

v v v |

P COM- Utilities
2 Insbridge Com+ Administrator 4.5
Ly

2 Insbridge Com+ SoftRater Library

COM+ QC Dead Letter Queue Listener

b
B Insbridge Com+ SoftRater Engine
4
b

@ System Application
p [ DCOM Cenfig
[ Running Processes
[+ || Distributed Transaction Coordinator

b §d] Event Viewer (Local)
I 05 Services (Local)

Components  Legacy
Components

Roles

Actions
Insbridge Com+ Administrat... =«
Mare Actions 4

Figure 40 Component Services

There should be 3 Insbridge Com+ Applications libraries:

Insbridge Com+ Administrator 4.5
Insbridge Com+ SoftRater Engine
Insbridge Com+ SoftRater Library
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Verify the Identity of the Com+ Applications Libraries

Please note that you should not have to make any changes to any COM+ Application library. The
installation will automatically apply the Insbridge user name and password that you created earlier to the
necessary libraries.

1. Select the Insbridge Com+ Administrator 4.5.

2. Right click and select Properties.

3. Select the Identity tab.

4. Verify that the User is Insbridge. If the user is System Account or is not set to the Insbridge user,
change to the Insbridge user set up earlier.

Insbridge Com+ Administrator 4.5 Properties _

Advanced I Dump | Pooling & Recycling
General I Security | Idertity | Activation I Clueuing
This application will run under the following accourt.
Account
() System Account:

Irteractive user - The cument logged on user
Local Service - Built4in service account.
Metwor Service - Builtin service account with network access

Local S'i-stem - Complete access to local machine

User: | Insbridge | | Browse ..

Password: ||||-|||-|--|||- |
Corfimm password: ||||-||||||||||- |

0 Server applications cannot un under system service accournts.
[ |
L 1 4

Leam more about setting these properties.

OK || Cancel Apply

Figure 41 Updating Com Plus to the Insbridge User

5. Repeat for the other com+ services.
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6. On the Insbridge Com + SoftRater Engine Properties, check the “Leave running when idle”
option. This option allows cache to hold for loading. His setting is necessary for Windows
SoftRater with cache enabled.

Insbridge Com+ SoftRater Engine Properties _

| General | Securty | |dentity | Activation | Gueuing
Advanced | Dump I Pooling & Recycling

Server Process Shutdown

() Enable idle shutdown: Minutes: |3

Protection
[ ] Disable deletion
[ ] Disable changes

Debugaing
[ ] Launch in debugger

C:Windows system 32 \dlhaost Browse ..

[ ] Enable compensating resource managers

[ | Enable 3GE support

Leam more about setting these properties.

OK | | Cancel Apply

Figure 42 Enabling Idle Shutdown

NOTE: If any COM+ library is missing, run the Insbridge install again from the msi file and choose
uninstall. Then rerun the IBFA install. Uncheck the RateManager Install. Then check again to see
if all the libraries are listed. If they are still not listed, please log a Service Request using My
Oracle Support at https://support.oracle.com/.

Please note that you should not have to make any changes to any COM+ Application library. The
installation will automatically apply the Insbridge user name and password that you created earlier to the
necessary libraries. If you change the password, you will have to change the password in all three of the
Insbridge Com+ libraries. On each library, right click, select Properties, select the Identity tab, enter in the
new password.
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STEP 9: INSTALLING THE OBI| PUBLISHER

OBI Publisher is necessary for reports. If you do not plan on using reports in IBFA, you do not need to
install this program.

1. Unzip the OBI_PUBLISHER

%, OBI Publisher Setup Setup = = -

OBl Publisher -
Release Motes, (

elegse to 10.1.3.4.0/

Install | | Cancel

Figure 43 Installing OBI Publisher

2. Click Install. A progress screen will be displayed.
3. When complete, click Close.
4. In order for OBI Publisher to be available to users, you must start the Insbridge Message

Service. The Insbridge Message Service can be started from IBFA or from the Server Manager in
Windows Server.

NOTE: The location and port for OBI Publisher is http://localhost:9704/xmipserver/. This information may
be needed if you have to make a request to your company’s infrastructure and request the
security team to open the ports used by Publisher.
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OBI Security

The OBI Publisher requires a default User ID and password to be entered in IBFA. OBI is required to
create certain reports in RateManager. Users will receive error messages if the OBI Publisher Credentials
are not completed.

%
E-E3 Insbridge Configuration File [C:\PROGRAM
L—_l SoftRate FILES\ORACLE\IGBU\INSBRIDGE \Webs\IBFA\Systems\SoftRater\Xml\ rnxooml
"" ortRater Please enter the SoftRater Explorer configuration information below.
4 Engine
|
[ SoftData Admin Email Address:
- Services
-4 Logs
B Security
-8 Softlibraries Internet Proxy:
&) Help UserlD Password
Intranet Credentials: (®) Use Anonymous
() Domain UserID Password
OBI Publisher Credentials: UserID Password
Save

Figure 44 OBI Publisher Credentials

1. On the left side menu, select SoftRater-> Explorer.
2. Locate the OBI Publisher Credentials.
3. Enter the default user name and password.

User ID: Administrator
Password: Administrator

4. Click Save to save your entry. You must click Save prior to exiting the page.
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Updating OBI Publisher Password

You can immediately update the OBI Publisher password if you want. The password must be updated in
OBI Publisher and then in IBFA.

1. Enter the OBI Publisher console. http://localhost:9704/xmlpserver where localhost is the machine
where IBFA/RM is installed.

2. Select the Admin tab.
3. Under Security Center, select Users.

4. Select the administrator Username.

TOIRACLE' Bl Publisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Schedules | Admin

[ Admin > Users > Update User: administrator]

q
P

User: administrator

Cancel I Apply

Username administrator

Figure 45 Updating the OBI Publisher Password
5. Enter in a new password and click Apply. This updates the Administrators password.
6. Sign out of OBI Publisher.
7. Enter IBFA.

8. Open the SoftRater Explorer Configuration window. Enter the same password in the OBI
Publisher Credentials.

9. Click Save. The password has been updated.

NOTE: A login screen is displayed on IBFA for new installs. An upgrade will not reset the current security
setting. For example, if a login was not required for IBFA, upgrading to release 04.09.xx will not
change that. Please see the Insbridge Upgrade Guide for more information.
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STEP 10: STARTING INSBRIDGE SERVICES

It is also recommended that you start the Insbridge Task Manager as well. The Insbridge Task Manager is
a task queue that lists the tasks that are scheduled to be performed as well as the last time the task was
run and the status.

Insbridge Message Service

The Insbridge Message Service is @ Message Queue Listener that will route all batched messages to an assembly (process)
for execution, These processes may take resources and time to execute, Please consult with you system admin before
configuring the number of listeners per process.

| Batch Rating W | | View Messages | | Edit Process Configuration |

If vou =ee this mes=age, yvou have not requested a listing from the selected spoke client. Clicking
Wiew Messages will provide yvou with a list view of the first in - first out messages that are waiting to
execute.

Insbridge Task Manager

The Insbridge Task Manager gives you the ability to execute daily, weekly, hourly, or by the minute,

(This process may take a while to execute)

TASK LAST RUN-DATE START-TIME STATUS

Figure 46 Insbridge Services Screen

1. InIBFA, navigate to the Services page.

2. Next to Insbridge Message Service, click Start. After a few seconds, the buttons will refresh to
indicate that the service is started.

3. Next to Insbridge Task Manager, click Start. After a few seconds, the buttons will refresh to indicate
that the service is started.
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STEP 11: IMPORT INSBRIDGE REGISTRY KEY

The registry key from the RateManager/IBFA instance must be imported into the machine where the
SoftRater for Windows is located. This will allow packages to be loaded and rated.

The preferred method is to use the IBFA import/export registry.

To Export a Registry Using IBFA

When exporting the a registry key from the IBFA Ul, the system allows the customer sending the key to
generate a password so that only the receiver that has the password can import it.

The sender must provide the subscriber id, name, and description of the subscriber on the export. The
importing IBFA details must match and the password must be correct as well.

1. From the IBFA home page, click the configuration icon.

2. On the configuration details screen, Click export.

3. Enter the password for the Insbridge user where the current instance resides.

4. Save the registry to the location of your choice.

To Export on the RateManager/IBFA Machine

The registry can be exported/imported manually if needed.
The Insbridge registry key located in HKEY_LOCAL_MACHINE->SOFTWARE->Insbridge is used to
store all information for proper encryption of the SoftRater Packages (SRPs). This registry key should be
exported to a text file and then imported into the SoftRater for Windows machine.

1. Select the Insbridge key: HKEY_LOCAL_MACHINE->SOFTWARE->Insbridge.

2. Right click and select Export.

3. Select a storage location for the file and Save.

4. Close out of Registry Editor.

To Import a Registry Using IBFA

1. From the IBFA home page, click the configuration icon.
2. On the configuration details screen, Browse for the registry key you want to import.

3. Click import.
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il "
= | KeyInfo -- Webpage Dialog -‘. M

KeyInfo
' Please answer the guestion(s) belowto exeate your key request. !

Password:

Ok Cancel

Figure 47 Registry Key Password
4. Enter the password for the Insbridge user where the current instance resides.
5. The registry is loaded.

To Import on the SoftRater for Windows Machine

1. Place the file you exported anywhere on the machine.
2. Click the file to start the import.

3. If the import fails, please correct any errors and try again.
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STEP 12: CONNECTING SR-WIN TO THE IBFA

The new instance of SoftRater for Windows will now need to be connected to the original installation of
RateManager/IBFA. This will allow packages and SRPs to be loaded and unloaded from development to

QA or Production environments.

Open an Internet Explorer web browser and browse to the location of the original RateManager/IBFA.

http://SERVERNAME/ibfa/

Creating Environments

Next, you will need to create the same rating environment of the SoftRater for Windows.

1. Browse to SoftRater=>Explorer=>Subscriber name.

Lol ()| @ nttp://win1100000/IBFA/ default.aspx

R~c e Framework Administrator (... *

ORACLE- Insurance Insbridge Framework Administrator

U0} g 5o

Version 05.05.00 (x64)

IEY
mrey— | contem |
Tr [ SRR
S3 Bxplorer Configuration ~
Environments Environment(s) you may use for development purposes. Selecting an envirenment below will denote it as the default.
~[ 1 SoftData
-CF Services Environment: RM ®
F-[1 Logs Package Location Test Environment...
B+ security DB Server: 10.100.10.100
€3 softlibraries DB ServerType: SQLServer
9 nep DB Catalog: IBRM_AL
DB CatalogType: RateManager
DB Query Buffer:
DB Tablespace:
DB Schema:
DB User: 53
DB Password: LLI LIS
Engine Type: windows
Engine Location: LOCALHOST [ Location is a Cluster
Engine EnvDef:
Envirenment{s) you may use for quality assurance purposes. Selecting an environment below will dencte it as the default.
Envirenment: QA O
Package Location: C:\Insbridge\Packages'\QA Test Environment...
DE Server: 10.100.10.100
DB ServerType: SQLServer ]
DR Catalnn: TRSR_AT
< >

Figure 48 Create a Rating Environment

2. Click on Add Environment.
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-

& | Environments - Webpage Dialog [&J

A SoftRater configuration can support an unlimited number of environments.

Mame: QualityControl
Type: QA -

Secure: [

Cancel

Save

L

Figure 49 Entering Name and Environment

5.

6.

Enter the same Name and Type as the SoftRater for Windows instance.

After you have entered your logical environment, you must define it. Select the Environments link
under the Config header on the left hand side to enter the configuration information for the newly
created logical environment. You will be placed on the Environments screen.

Enter the exact same information as the SoftRater for Windows.

Click Save to save your information.

You can test connections and verify that you can load and unload packages.

A SoftRater environment may be completed at installation or can be added at a later time. A SoftRater
environment can be on a Windows machine or a Java machine running an application server, such as

JB

E

oss. There is no limit to the number of SoftRater environments that you can have.

NTERING THE INSTANCE DETAILS

1. Enter IBFA.
2. Browse to SoftRater=>Explorer=>Subscriber name.
3. Click on Add Environment.

4. Enter a Name and select a Type. For example, you can create a Quality Control environment
with a type of Quality Assurance.
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5. Select the Environments link under the Configuration header on the left hand side to enter the
configuration information for the newly created logical environment. You will be placed on the
Environments screen. The environments you previously setup will be listed. If an environment is
missing, you must return to the Configuration subtab and add it.

-
e@ & nttp://localhost/IBFA/

OR’ACI—G' Insurance Insbridge Framework Administrator

x
Content Settings
= Insbridge
-3 SoftRater
i [ Engine
PRODUCTION ~
E-23 Explorer
Environment(s) you may use for production purposes. Selecting an environment below will denote it as the default.
L@
(3 softata -
Environment: &)
[ Services BsS - |
i Package Location: C:\Insbridge \Packages\Prod Test Environment...
DE Server: 10.100. 100. 100
DB ServerType: SQLServer e
DE Catalog: IBSR_PRODUCTION
DE CatalogType: SoftRater v
DB Query Buffer:
DB Tablespace:
DB Schema:
DE User: sa
DB Password:  (sessssss
Engine Type: Windows ~
Engine Location: LOCALHOST [ Location s a Cluster [ Location is Secure
Engine EmvDef: PRODUCTION Discover
(v}
Save

Copyright © 2000,2009, Orade and/or its affiliates, Al rights reserved.

Figure 50 Editing Environment

6. The Environment Name will be complete. No changes are needed.

7. Enter in the file path where you want packages stored in the Package Location. Use the Test
Environment option to have the location created for you.

8. Enter in the DBServer name or IP address. This is the database server where the SoftRater
database was restored or created. For DB2 servers, this is the DB2 Registered Alias Name. For
Oracle servers, this is the server name; either IP or DNS will work. The default port used is 1521.
The Database listener port number can be appended to the server name if it is something other
than the default port. The format for this is: [SERVER NAME]:.[PORT NUMBER]

NOTE: If a specific instance of SQL Server is required, for example if a shared MS SQL Server is being
utilized, the format for this is: [SERVER NAME\INSTANCE NAME]:[PORT NUMBER]

9. Selectthe DB Server Type that you are using.

10. The DB Catalog is the name of the SoftRater database restored in SQL Server. For example,
IBSR_QA.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

The DB Catalog Type is SoftRater.
DB Query Buffer is the Query Block entry from IBSSFor SQL or Oracle, no entry is needed.
DB Tablespace is not required for a SoftRater environment

The DB Schema is the name of the schema that defines the structure of the database. This
information may be obtained from the DBA.

Enter the DB User name and Password.
Select the Engine Type.

The Engine Location is the location of where you installed the SoftRater engine. You can use
the machine name or IP address.

The Engine EnvDef is the machine name if the engine is located on a different server. You can
use the machine name or IP address.

Click SAVE to save your entries.

Checking a SoftRater Database for Updates

All SoftRater databases can be checked for updates in IBFA.

1.

2.

3.

SoftRater->Explorer->Subscriber->Settings->Environments.
Select the SoftRater environment with the database where you want to check for updates.

Click Test Environment.
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22D ()| @ http://localhost/BFA/ O~c

ORACI_E. Insurance Insbridge Framework Administrator

L]

558 rbrge |__content |
B SoftRater
- ine
Eng PRODUCTION A
Environment(s) you may use for production purpeses, Selecting an environment below will denote it as the default,
Environment: 1BSS
- Services o
3 Logs Package Location: C:\Insbridge \Packages\Prod Test Environment...
B Security DB Server: 10.100. 100. 100
&8 softLibraries DB ServerType: SQLServer
- @) relp DB Catalog: 1B5R_PRODUCTION
DB CatalogType: SoftRater
DB Query Buffer:
DB Tablespace:
DB Schema:
DB User: sa
DB Password: seenene
Engine Type: Windows
Engine Location: LOCALHOST [ Location is & Cluster [ ] Location is Secure
Engine EnvDef: PRODUCTION
N

Figure 51 Checking for Database Updates

When the database is being validated, either a green checkmark is presented or an error message. The
error message will indicate if an update must be run. For example, when validating a SQL Server
environment:

The system was able to successfully connect to the database, but an
error occurred when trying to access the environment tables: The
systern is able to successfully connect to the configured envirenment,
however the DOL scherna is not valid. Please execute the DDL scripts

for the current release and try your request again. If your database is
upgraded to 5.0 please run the (mssql_schema_change) script on the
schema.

Figure 52 SQL Server Database Update Required Message
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DDL scripts for updates also can be found on the server where Insbridge was installed in the
...\\Oracle\insbridge\SoftRater\DDL folder.

For example: C:\Program Files\Oracle\insbridge\SoftRater\DDL\Oracle\Update

LN R

© Search DOL A
1. MetConfig - Mame Date modified Type Size
. Oracl
Ji Oracle || DB2 102017 1116 4M  File falder
L0 Inshridge X
. Oracle : ile folder
oM 1 Oracl 11072017 1116 8k File fold
y +
& 1. SglServer 110207 1116 Ak File folder
. Framewark IEI .
L oK || SoftRater DDL.pdf 6/23/2016 1239 M PDF File 172 KR
. SoftRater
1. oDL
L Webs
L Insurance
L Inventary
1. Profile Copier
I Rafaranca erarnblias -
4 iterns = =

Figure 53 Location of Database Update Scripts
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CONTACTING SUPPORT

If you need assistance with an Oracle Insurance Insbridge Enterprise Rating System product,
please log a Service Request using My Oracle Support at https://support.oracle.com/.

Oracle customers have access to electronic support through My Oracle Support. For information,
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Address any additional inquiries to:

Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
U.S.A.

Worldwide Inquiries:
Phone: +1.650.506.7000
Fax: +1.650.506.7200

oracle.com
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