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Preface

About This Document

This document helps you to configure multi-factor authentication for Oracle Revenue Management

and Billing (ORMB) using Oracle SOA Suite and Oracle Access Management.

Intended Audience

This document is intended for the following audience:

e  System Administrators

e Consulting Team

e Implementation Team

Note: The person who is setting up multi-factor authentication for ORMB should have basic

knowledge on how to install and work with Oracle SOA Suite and Oracle Access Management.

Organization of the Document

The information in this document is organized into the following sections:

Section No. | Section Name Description
Section 1 Multi-factor Authentication Explains the multi-factor authentication
feature. It also provides the high-level steps
on how to configure multi-factor
authentication for ORMB.
Section 2 Configuring Oracle User Messaging | Explains how to configure the email driver
Service and credentials for the User Messaging
Service (UMS).
Section 3 Configuring Adaptive Authentication | Explains how to enable and configure the
Service adaptive authentication service. It also
explains how to protect the resources on the
application domain using the adaptive
authentication scheme.
Section 4 Verifying Multi-factor Authentication | Explains how to verify whether the multi-
for ORMB factor  authentication is  successfully
configured for ORMB.
iv Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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Related Documents

You can refer to the following documents for more information:

Document

Description

Oracle Revenue Management and Billing
Version 2.6.0.1.0 Release Notes

Provides a brief description about the new features,
enhancements, Ul and database level changes,
supported platforms, framework upgrade, supported
upgrades, and technology upgrade made in this release.
It also highlights the discontinued features, bug fixes,
and known issues in this release.

Oracle Revenue Management and Billing
Banking User Guide

Lists and describes various banking features in Oracle
Revenue Management and Billing. It also describes all
screens related to these features and explains how to
perform various tasks in the application.

Oracle Revenue Management and Billing
Insurance User Guide

Lists and describes various insurance features in Oracle
Revenue Management and Billing. It also describes all
screens related to these features and explains how to
perform various tasks in the application.
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1. Multi-factor Authentication

Oracle Access Management (OAM) provides the adaptive authentication service. This service offers
stronger multi-factor (also referred to as second factor) authentication for sensitive applications that
require additional security along with the standard user name and password type authentication.

Multi-factor authentication involves more than one stage while verifying the identity of an entity
attempting to access services from a server or on a network. For example, when multi-factor
authentication is configured, the traditional user name and password is used as the first factor in the
authentication process. Additional security is enforced by adding a One Time Pin (OTP) step, or an
Access Request (Push) Notification step as a second factor in the authentication process.

Once the first and second factor authentications are successfully validated, the user is directed to the
protected resource on the application domain.

To configure multi-factor authentication for ORMB wherein the second factor authentication is done
using the One Time Pin (OTP) received on the email, you need to do the following:
1. Configure email address, through which you want to send the OTP, using Oracle SOA Suite

2. Configure the adaptive authentication service using which you want to generate and
authenticate the OTP

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 1
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2. Configuring Oracle User Messaging
Service

Oracle SOA Suite provides a component named User Messaging Service (UMS) which enables you to
send notifications via various channels, such as Email, Short Message Service (SMS), Instant Messaging
(IM) and Voice Mail. Each of these channels needs to be configured before they can be used. This
section explains how to configure the Email server as the default mail server for UMS from where you
want to send the One Time Pin (OTP) for the second factor authentication.

2.1 Configuring the Email Driver
To set the properties of the email driver:

1. Login to Oracle Enterprise Manager.

2. Expand the User Messaging Service node in the left pane of the Oracle Enterprise Manager 11g
Fusion Middleware Control window.

3. Right-click on the usermessagingdriver-email (soa_serverl) node. A shortcut menu appears.

ORACL.E Enterprise Manager 11g Fusion Middleware Control

B Fam~

2 - {
v 58 Farm_idm_domain
> [ Application Deployments
> [ WebLogic Domain
> [ 1dentity and Access
> [) Metadata Repositories
' [} User Messaging Service
@ usermessagingdriver-email (s~=> <ot}

(@] usermessagingserver (soa_server ~ Home
Control »
Logs »

Performance Summary

Email Driver Properties

System MBean Browser

General Information

Figure 1: usermessagingdriver-email Shortcut Menu
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4. Select the Email Driver Properties option. The usermessagingdriver-email page appears in the

right pane of the window.

~|Driver-Specific Configuration

JTITUNTY QUTUTs N0 OTao DT T QUCUTCUTTITCTOOTT OUioT Y T a0 DT T JUTUTS

Typically 25.

OutgoingDefaultFromAddr

OutgoingUsername

cener

e A Encoded |,,
Name !Descnphon Mandatory ‘ Credential Value
‘Mai THICSSAYTD 1TV LT 1HIgH STIVCE. 11T Ui Y
Cieckagtren is in seconds and the default value is 30 50
seconds.
The name of the folder the driver is
ReceiveFolder polling messages from. The default value INBOX
is INBOX.
The name of the SMTP server.
OutgoingMailServer Mandatory only if e-mail sending is
required.
OutgoingMailServerPort The port number of SMTP server. 25

The security used by SMTP server.
OutgoingMailServerSecu... Possible values are None, TLS and SSL. None
Default value is None.
The default FROM address (if one is not
provided in the outgoing message).
The username used for SMTP
authentication. Required only if SMTP
authentication is supported by the SMTP

Figure 2: Driver-Specific Configuration

5. Set the values of the following properties in the Driver-Specific Configuration section:

Property Description Mandatory (Yes or No)
OutgoingMailServer Used to specify the name of the SMTP Yes
server.
OutgoingMailServerPort Used to specify the port number of the Yes
SMTP server.
OutgoingMailServerSecurity | Used to indicate the security setting used Yes

by the SMTP server. The valid values are:

e None
e TLS
e SSL

Note: You must select the None option
from the list.

6. Save the changes and restart the Oracle WebLogic server.
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2.2 Setting Credentials for UMS

The adaptive authentication service uses Oracle SOA’s User Messaging Service (UMS) to send email
notifications. The OAM server needs the UMS credentials to establish the connection to UMS Web
service.

To set credentials for UMS:

1. Login to Oracle Enterprise Manager.

2. Expand the WebLogic Domain node in the left pane of the Oracle Enterprise Manager 11g
Fusion Middleware Control window.

3. Right-click on the domain name. A shortcut menu appears.

ORACLE Enterprise Manager 11g Fusion Middleware Cantrol

B Farm ~

M Farm_idm_domain @
7 2 Farm_idm_domain
L= [0 application Deployments

~| Deployments

lidm_dor
b B Identity and  1OM® 2%
[= [ Metadata Re Control 2
L= [0 User Messag  Logs b =EI)SI‘-‘{J21R,-LJ
Port Usage
98%
Application Deployment 2
Web Services k Status | Targg
ADF Domain Configuration nts
Security v fns
Metadata Repositories ]
JDBC Data Sources ﬁ =
ﬁ 503_
System MBean Browser Lo ﬁ coa
& webLogic Server Administration Console skFlow 5 50a_
General Information & oim_
B eEwen 5 oim_:
%oam_admin(ii.l.lﬂ.ﬂ] ﬁ Admi
% camsso_logout(11.1.2.0.0) ﬁ Admi
ﬂ 7 & camsso_logout(11.1.2.0.0) ﬁ oam_|
@, samsso_logout(11.1.2.0.0) < oam_|
@ 0dsm(11.1.1.5.0) < Admi
v tﬁi OIMAppMetadatal11.1.2.0.0) ﬁ oim_
% OIMAppMetadata(11.1.2.0.0) ﬁ oim_:

Figure 3: WebLogic Domain Shortcut Menu

4. Select the Security option from the shortcut menu. A sub-menu appears.

5. Click the Credentials option from the Security sub-menu. The Credentials screen appears.
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idm_domain g
ﬁf Weblogic Domain -

Credentials
& credential store is the repository of security data that certify the authority of entities used by Java 2,

¥ | Credential Store Provider

qp Create Map o Create Key J Edit... 3% Delete... Credential Key Name
|Credenﬁal |T'!.l'|:IE Description
L= [ JADF

L= [ JBPM-CRYPTO

L= [ ]OAM_CONFIG

L= [ JOAM_STORE

L= [_JOAM_SYSTEM_CONFIG
L= [ JOAMAgent

L= [ ]OIC_MAP

L= [ Joim

= ;l':lradE-IAM-EEDJFit}.-‘-StDFE-DiagI'lDSﬁES
L= [ jorade.bi.publisher

L= __Jorade.bi.system

L= [ Jorade.wsm.security

L= [ ]OSTS_CONFIG

Figure 4: Credentials Screen
6. Select the OAM_CONFIG node and then click Create Key. The Create Key window appears.
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Create Key

Select Map { OAM_CONFIG M

*

Key
Type

* User Name

* Password

* Confirm
Password

Description

&, Cancel

Figure 5: Create Key Window

The Create Key window contains the following fields:

Field Name Field Description Mandatory (Yes or No)

Select Map Used to indicate the map for which you want to | Yes
create the key.

Key Used to specify the name for the key. Yes

Type Used to indicate the type of credential that you want | Yes
to specify in the key. The valid values are:

e Password

e Generic

User Name Used to specify the user name using which you want | Yes
to connect the UMS server.

Password Used to specify the password using which you want | Yes
to connect the UMS server.

Confirm Password Used to specify the password using which you want | Yes
to connect the UMS server.

Description Used to specify the description for the key. No

6 Copyright © 2018, Oracle and/or its affiliates. All rights reserved.



Oracle Revenue Management and Billing Multi-factor Authentication

7. Ensure that the OAM_CONFIG option is selected from the Select Map list and the Password
option is selected from the Type list.

8. Enter umsKey in the Key field.
9. Enter the required user name and password in the Create Key window.

10. Click OK. The key is defined to establish connection with the UMS server.

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 7
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3. Configuring Adaptive Authentication
Service

This section explains how to enable and configure the adaptive authentication service. It also explains
how to protect the resources on the application domain using the adaptive authentication scheme.

3.1 Enabling the Adaptive Authentication Service
To enable the adaptive authentication service:

1. Login to Oracle Access Management using the administrator’s credentials.

2. Click the Configuration button. The Launch Pad tab appears.

ORACLE Access Management

@ Application Security A Federation D Mobile Security

Launch Pad

Available Services User Identity Stores Administration

Enable and disable Access components Manage 10S profiles and ID stores Grant administrative permissions

Certificate Validation Server Instances Settings

Vahdate trust certificates Manage and monitor OAM server instances of Access

View v

Figure 6: Configuration Launch Pad

8 Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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3. Click the Available Services icon. The Available Services tab appears.

ORACLE Access Management

[@] Application Security A Federation D Mobile Security 6" Configuration

e}

LaunchPad | Available Services x

Configuration =

Available Services

The following is the list of senices installed in your current deployment. Disabling a service will only turn off that senvice and will not uninstall it from the system

A E Application Security

q

Access Manager Disable Service
Enabled
e Adaptive Authentication Service Q Enable Service
Disabled
4 A Federation
e Identity Federation 0 Enable Service
Disabled

.Y

Figure 7: Available Services Tab
4. Click the Enable Service button corresponding to the adaptive authentication service in the
Application Security section. The Enabled icon appears corresponding to the adaptive
authentication service indicating that the service is enabled.

ORACLE  Access Management &
E Application Security A Federation D Mobile Security
Launch Pad = Available Services @

Configuration >
Available Services

The following is the list of services installed in your curent deployment. Disabling a service will only turn off that service and will not uninstall it from the system

V| E Application Security

Access Manager Q Disable Service

Enabled
@ Q Disable Service
Enabled

Figure 8: Enabled Adaptive Authentication Service

3.2 Configuring the Adaptive Authentication Plugin
To configure the email related settings in the adaptive authentication plugin:

1. Login to Oracle Access Management using the administrator’s credentials.

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 9
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2. Click the Application Security button. The Launch Pad tab appears.

ORACLE" Access Management A rotnnen [ it socomy ) Comtonraion

Quick Start Wizards Access Masager + v Agents 4 v
FOmorT. COMMION 1009 t34es Marage S Br-Or Agacanos Darara a0 Do B0 On ageens

3

-~
Session Management Passyword Pelicy PMugins +
Varage n e S On per s Barage Torvrain Patiaded Poscs W Sege Mt Al ot b Fu) e

e

Bt on Vi

Figure 9: Application Security Launch Pad
3. Click the Authentication Plug-ins link in the Plug-ins section.

Plug-ins =+ ~

Manage Authentication Plug-ins

Authentication Modules
Authentication Plug-ins

Figure 10: Plug-ins Section
4. The Plug-ins tab appears.

5. Type AdaptiveAuthenticationPlugin in the field which is above the Plug-in Name
column and then press Enter. A row appears in the gird.

10 Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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ORACLE' Access Management

LaunchPad Plug-ins %

Access Manager =
Plug-ins

Use the following screen to set up custom Plug-ins to extend Authentication functionality for Oracle Access Manager with Oracle Security Token Service

View w .+, Import Plug-in...

& AdaptiveAuthenticationPlugir

Activation

o Status

Plug-in Name Description Type on

1 AdaptiveAuthenticationPlugin Activated Authentication

E Application Security A Federation D Mobile Security d_: Configuration

o B

Last updated

weblogic w

&

Last updated
by

Figure 11: Searching AdaptiveAuthenticationPlugin
6. In the Plug-in Details: AdaptiveAuthenticationPlugin section, ensure

Parameters tab is selected.

that the Configuration

Plug-in Details: AdaptiveAuthenticationPlugin

Configuration Parameters

SFATypes

Totp_Enabled

Email_Enabled

Sms_Enabled

Push_Enabled

Identity StoreRef

Activation Status

Totp:Sms:Email:Push

false

frue

false

false

OID_INT

Figure 12: Configuration Parameters Tab

7. Enter the values for the following parameters:

Parameter

Description

Mandatory (Yes or No)

SFATypes

Used to indicate the type of second factor
authentication. For sending OTP through
email, you must specify the email ID as the
parameter value.

Yes

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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Parameter

Description

Mandatory (Yes or No)

Email_Enabled

Used to indicate that you want to send OTP
through email. The valid values are:

e true

e false

Note: Here, you must set this parameter
value to true.

Yes

IdentiyStoreRef

Used to indicate the user identity store
using which you want to authenticate the
user at the first level.

Note: You must specify a user identity
store where the directory type is set to
OuD.

Yes

UMSAvailable

Used to indicate whether you want the
adaptive authentication service to send the
email using UMS. The valid values are:

e true

e false

Note: Here, you must set this parameter
value to true.

Yes

UmsClientUrl

Used to specify the URL of UMS web service.

Yes

EmailField

Used to indicate the field which contains the
user’s email address (to which you want to
send the email) in the user identity store.

Note: Here, you must set this parameter
value to mail.

Yes

PinLength

Used to specify the length of OTP which you
want to send via email.

Yes

PinChars

Used to indicate the characters using which
you want to generate the OTP. If you only
want digits in OTP, enter 01234567809.

Yes

EmailMsgSubject

Used to specify the subject for the email
through which you want to send the OTP.

Yes

12
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want to display in the email.

Parameter Description Mandatory (Yes or No)
EmailMsgFrom Used to indicate the email address from | Yes

which you want to send the OTP.
EmailMsgFromName Used to specify the sender’s name that you | Yes

8. Click Save. The changes are saved.

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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3.3 Verifying
Details

To verify the adaptive authentication plugin details:

the Adaptive Authentication Plugin

1. Login to Oracle Access Management using the administrator’s credentials.

2. Click the Application Security button. The Launch Pad tab appears.

m&u—n— [] wotwe o & Comtomrainn

ORACLE' Acess Management

L]

Quick Start Wizards Access Mesager + v

Manage 2 Bor-Om ApAc a8 Derars

Agents 4+

Pomor coommon 1089 tases aray8 Brge B0 -On 2pents

o
Session Management Password Policy Ploging &«
Warage Tn e G On bot by Manage Commnen Pat padn] Fady W Snghe

S

Marige Al et ior P oa

Figure 13: Application Security Launch Pad
3. Click the Authentication Modules link in the Plug-ins section. The Authentication Modules tab

appears.
ocamadmin w
ORACLE’ Access Management
& Federation D Mobile Security 5’ Configuration
Launch Pad | Authentication Modules @

lAccess Manager =

Search Authentication Modules
Search for an existing Authentication Module or click the Create Authenticafion Module bution to create a new one.
4 Search

< Create Authentication Module

Name

Type Al v
Search Reset
Search Results

Actions w View w <k Create w Duplicate Edit Delete |’ Detach

Name
No data to display

Type

Figure 14: Authentication Modules Tab
4. In the Search section, select the Authentication Plugin option from the Type list.

14 Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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5. Enter AdaptiveAuthenticationModule in the Name field and then click Search. A row
appears in the Search Results section.
Launch Pad | Authentication Modules x j‘j

Access Manager =

Search Authentication Modules

Search for an existing Authentication Module or click the Create Authentication Module button to create a new one.
4 Search

== Create Authentication Module w

Name AdaptiveAuthenticationM

Type Authentication Plugin ﬂ

Search Reset
Search Results

Actions v View v <= Create v (™ puplicate /" Edit 3¢ Delete = Detach

Name Type

AdaptiveAuthenticationModule Authentication Plugin

Figure 15: Searching AdaptiveAuthenticationModule

6. In the Search Results section, click the AdaptiveAuthenticationModule link. The
AdaptiveAuthenticationModule tab appears.

Launch Pad  Authentication Modules 5 = AdaptiveAuthenticationMod... x I
Access Manager =

Authentication Module Authentication Module Duplicate  Apply

Custom Authentication Module relies on bundled plug-ins (or those that are developed using the Access Manager Authentication Extensibility Java API1). This module uses more than one
plug-in that you can orchestrate to ensure that each one performs a specific authenticafion function

General = Steps  Steps Orchestration

“ Name AdaptiveAuthenticationMod

e Adaptive Authentication Module
Description

Copyright ® 2000, 2015, Oracle and/or its affiliates. All rights reserved

Figure 16: AdaptiveAuthenticationModule Tab
7. Click the Steps tab. The Steps tab appears.

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 15
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Launch Pad  Authentication Modules y | AdaptiveAuthenticationMod... @
Access Manager =
Authentication Module Aythentication Module Duplicate = Apply

Custom Authenfication Module relies on bundled plug-ins (or those that are developed using the Access Manager Authentication Extensibility Java API). This module uses more than one
plug-in that you can orchestrate to ensure that each one performs a specific authentication function

General Steps | Steps Orchestration

View w <= 3 iz Detach

Step Name Description Plug-in Name
SecondFactorOTP AdaptiveAuthenficationPlugin
Step Details

Save Cancel

Figure 17: Steps Tab

8. In the Step Details section, verify the details specified while configuring the adaptive
authentication plugin. You can edit the details, if required.

3.4 Protecting the Resource wusing Adaptive
Authentication Scheme

To protect the resource using the adaptive authentication scheme:

1. Login to Oracle Access Management using the administrator’s credentials.

2. Click the Application Security button. The Launch Pad tab appears.

ORACLE' Access Management
m A rotmien [ e s Comtpuratnn
»ova
Quick Start Wizards Access Masager + v Agents 4 v
Pomre comomon 1003 tasrs Manae SAPe BOOn AEAC 008 DeTare araye Brge B0 On 2pents

Password Policy Pluging 4«

Warage Bege Ggn O bos by Wi Cnmmnn Pat haand P aiy W Sangte T e L)
s

Figure 18: Application Security Launch Pad
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3. Click the Application Domains link in the Access Manager section. The Application Domain tab
appears.

Launch Pad = Application Domain x E

Search Application Domains = Create Application Domain
Use the search tool to find an existing Application Domain or click the Create Application Domain button to create a new one.
4 Search

Name
Search Reset
Search Results
Actions v View v == Create t i Detach

Row Name Description
No data to display.

Figure 19: Application Domain Tab
4. Search for the required application domain in the Application Domain tab.

5. Inthe Search Results section, click the link in the Name column corresponding to the application
domain whose resources you want to protect using the authentication policy.

Launch Pad  Application Domain x = Webgate IDM_DEV_11g x &

Access Manager =

Webgate_IDM_DEV_11g Application Domain

Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected resources

Summary @ Resources Authentication Policies  Authorization Policies  Token Issuance Policies  Administration

Apply
* Name Webgate_IDM_DEV_11g

Application Domain created through Remote Regis

Description

* Session Idle Timeout (minutes) 0 A
Allow OAuth Token []
Allow Session Impersonation []

Enable Policy Ordering []

Figure 20: {Application Domain} — Summary Tab
6. Click the Authentication Policies tab. The Authentication Policies tab appears.

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. 17
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Access Manager =
Webgate_lDM_1 1 g Application Domain
Application Domain provides a logical container for resources or sets of resources, and the associated policies that dictate who can access specific protected resources

Summary Resources = Authentication Policies = Authorization Policies  Token Issuance Policies ~ Administration

Select an existing Authentication Policy from the list or click the Create Authentication Policy button to create a new one.

Actions w View v« Create (™ Duplicate / Edit 3¢ Delete  [x Detach

Row Name Description
1 Public Resource Policy Policy set during domain creation. Add resources to this policy to allow anyone access
2 Protected Resource Policy Policy set during domain creation. Add resources to this policy to protect them

Figure 21: {Application Domain} — Authentication Policies Tab

7. Click the Protected Resource Policy link in the Name column. The {Application Domain}:
Protected Resource Policy tab appears.

Launch Pad  Application Domain  VWebgate IDM_11g s Webgate_IDM_11g : Protect... «

Access Manager =

Protected Resource Policy Authentication Policy

Authentication Policy defines the type of verification that must be performed to provide a sufficient level of trust for Access Manager to
policy can be defined to protect one or more resources in the Application Domain.

* Mame Protected Resource Policy Success URL
o Paolicy set during domain creation. Add resources fo this Failure URL
Description  pglicy to protect them.
e
= - -
Authentication
Scheme LDAPScheme v
Resources = Responses  Advanced Rules
Resources == Add 3{ Delete
Resource Type Host ldentifier Resource URL Query String

HTTP |AMSuiteAgent =

Figure 22: {Application Domain}: Protected Resource Policy Tab
8. Click the Advanced Rules tab. The Advanced Rules tab appears.

18
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B

Launch Pad Application Domain x Webgate IDM_DEV_11g x Webgate_IDM_DEV_11g : Pro... x

Access Manager >
Duplicate = Apply

Protected Resource Policy Authentication Policy

Authentication Policy defines the type of verification that must be performed to provide a sufficient level of trust for Access Manager to grant access to the user making the request. A single
policy can be defined to protect one or more resources in the Application Domain.
* Name Protected Resource Policy Success URL

e Policy set during domain creation. Add resources tc Failure URL
Description
< >
* Authentication
Scheme L-DAPScheme E

Resources  Responses

Pre-Authentication | Post-Authentication

View v == Add

Order Rule Name Description
This Policy does not have any Pre-Authentication rules

Figure 23: Advanced Rules Tab

9. Click the Post-Authentication tab. The Post-Authentication tab appears.
B

Launch Pad  Application Domain x Webgate_IDM_DEV_11g x = Webgate IDM_DEV_11g : Pro... x

Access Manager =
Duplicate ~ Apply

Protected Resource Policy Authentication Policy

Authentication Policy defines the type of verification that must be performed to provide a sufficient level of trust for Access Manager to grant access to the user making the request. A single
policy can be defined to protect one or more resources in the Application Domain.
* Name Protected Resource Policy Success URL

v Policy set during domain creation. Add resources tc Failure URL
Description
< >
* Authentication
o LDAPScheme M

Resources Responses = Advanced Rules

Pre-Authentication | P

Detach

View v = Add Delete Top
Order Rule Name Description
This Policy does not have any Post-Authentication rules

Figure 24: Post-Authentication Tab
10. Click Add in the Post-Authentication tab. The Add Rule window appears.
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Add Rule X
* Rule Name

Description

* Condition

Deny Access []

If condition is true * Switch Authentication Scheme to

Ei

Add Cancel

Figure 25: Add Rule Window
11. Create a rule with the following condition:

‘true’=="true’

Note: It indicates that OTP should be generated and sent through the email when the first factor
authentication is successful.

12. Select the AdaptiveAuthenticationScheme option from the If condition is true list.
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Add Rule

* Rule Name

Description

* Condition

If condition is
true

TestOTP

Test OTP

‘true’=="true'

Deny Access

* Switch Authentication Scheme to

AdaptiveAuthenticationScheme v

Add

Cancel

Figure 26: Adding a Rule

13. Click Add. The rule appears in the Post-Authentication tab.

14. Click Apply.
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4. Verifying Multi-factor Authentication

Once you setup the multi-factor authentication, you need to verify whether the first and second factor
authentication is working properly for ORMB.

To verify the multi-factor authentication:

1. Login to Oracle Revenue Management and Billing. The Oracle Access Manager Welcome screen
appears.

ORACLE
Access Manager

Welcome

Enter your Single Sign-On credentials below

|
|

Forgot Password
Reaister New Account

Track User Registration

Figure 27: Oracle Access Manager Welcome Screen

2. Enter the user name and password in the respective fields.

3. Click Login. The Second Factor Authentication screen appears.
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| ORACLE
Access Manager

Second Factor Authentication
Please choose your preferred method

(©)0ne Time Pin through Email

Obh

Figure 28: Second Factor Authentication Screen
4. Ensure that the One Time Pin through Email option is selected.

5. Click OK. The Second Factor Authentication screen appears where you can enter the One Time
Pin (OTP) which you have received through an email.

Second Factor Authentication

Enter your Single Sign-On credentials below

Enter One Time Pin: \

Return to options || Login

Figure 29: Second Factor Authentication — One Time Pin
6. Enter the One Time Pin (OTP) and then click Login. The Oracle Revenue Management and
Billing window appears.
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