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1. Configuring SSL on Websphere

Introduction

This chapter guides you through the process of configuring SSL on IBM Websphere application
server.

Certificates

Creating SSL Connection between Application Server and Client

To establish SSL connection between Websphere and client work stations, follow the steps given
below:

e Create SSL certificate (this certificate is required during real time production)
e Self signed certificate (SSL) will be used for testing purpose

Creating Self Signed Certificate

To create a self signed certificate, you may use various tools including IBM (Keyman). For
illustration purpose, this guide explains the method of generating SSL using a tool available in
JAVA. The keytool is available in the folder ‘JAVA_HOME\jdk\bin’.

Go to the folder ‘bin’ of JRE from command prompt and type the following command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

The texts highlighted in blue are placeholders. You need to replace them with the suitable
values while running the command.

In the above command,

e alias is used to identify the public and private key pair created. This alias is required for
configuring the SSL attributes for the managed servers in Oracle WebLogic application
server.

e keyalgis the key algorithm to generate the public and private key pair. The RSA key
algorithm is recommended.

e keysizeis the size of the public and private key pair generated. A key size of 1024 or
more is recommended. Consult your CA on the key size support for different types of
certificates.

e sigalgis the algorithm used to generate the signature. This algorithm must be
compatible with the key algorithm. This has to be one of the values specified in the Java
Cryptography API Specification and Reference.

e valdays is the number of days for which the certificate is considered to be valid. Consult
your CA on this period.
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e keystore is to specify the location of the JKS file. If JKS file is not present in the path
provided, this will create it.

The command will prompt for the following attributes of the certificate and keystore:

e Keystore password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle
WebLogic Server.

e Key password: Specify a password that will be used to access the private key stored in
the keystore. This password needs to be specified later, when configuring the SSL
attributes of the managed server(s) in Oracle WebLogic Server.

e First and last name (CN): Specify the domain name of the machine used to access
Oracle FLEXCUBE UBS. For instance, www.example.com.

e Name of your organizational unit: Specify the name of the department or unit making
the request. For example, BPD. Use this field to identify the SSL Certificate you are
creating. For example, by department or by physical server.

e Name of your organization: Specify the name of the organization making the certificate
request. For example, Oracle Financial Services Software. It is recommended to use the
formal name of the company or organization. This name must match the name in the
official records.

e Name of your City or Locality: Specify the name of the city in which your organization is
physically located. For example Mumbai.

¢ Name of your State or Province: Specify the state/province in which your organization
is physically located. For example Maharashtra.

e Two-letter country code for this unit: Specify the country in which your organization is
physically located. For example, US, UK, IN etc.

Example

Listed below is the result of a sample execution of the command:

C:\Program Files\IBM\Websphere\AppServer\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHAIwithRSA -validity 365 -keystore
D:\keystores\FCUBSKeyStore. jks

Enter keystore password:<Enter a password to protect the
keystore>

Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services

What is the name of your City or Locality?
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[Unknown]: Mumbai

What is the name of your State or Province?

[Unknown]: Maharashtra

What is the two-letter country code for this unit?

[Unknown] : IN

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial
Services, L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: yes

Enter key password for <cvrhp0729>

(RETURN if same as keystore password) :<Enter a

password to protect the key>

Re-enter new password:<Confirm the password keyed above>

The self signed certificate needs to be added to the web server.

Path Details

You need to copy or move the keystore file <name of the file>.jks to the application server

location given below:

/oraclel/WAS61/Appserver_ND/profiles/AppSrv01/config/cells/ips014dorCell01/nodes/ipsO0l4dor

Node02

ips014dorCell01 --> <ips014dor> name of the machine and < Cell01>

ips014dorNode02 --> < ips0l1l4dorNode > name of the machine and <Node02>

Adding Key Store to Application Server

To add keystore to the Websphere application server, follow the instructions given below.

1. Loginto the WAP console as the user ‘admin’.

1-5
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WebSphere Integrated Solution... *

| € ) @ https://ofss220137.in.oracle.com:9043/ibm/console/logon.jsp

"C'“QSearrh

L) software

User ID:

Password:

WebSphere Integrated
Solutions Console

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All

Rights Reserved. IBM, the IBM logo, ibm.com and We‘bSphere are tr;demarks or
din

=== registered trademarks of International hines Corp.,
S==5TE, many jurisdictions vorldvide. Other product and service names might be

trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trademark information.

x Sync encountered an error while syncing: Failed to connect to the server. Sync will automatically retry this action.

2. Specify the user ID of the administrator and the password set while installing the software.
Click ‘Log In’.

The following screen is displayed:

!WebSphere Integrated Solu.

fC'||QSearth

[ € | @ https://ofs=220137.in.oracle.com:2043/ibm/console/secure/securelogon.do

WebSphere.

‘ View: All tasks

B welcome
(# Guided Activities
(¥ Servers

[ Applications

Bus security

[+ Enviranment

[# Monitoring and Tuning
(3 Troubleshaoting
[# Service integration

[# UDDI

Cell=0fss220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

S5L certificate and key management

enables you to centrally manage secure communications. In
addition, trust zones can be established in multipls node
environments by overriding the default, cell-level SSL

If you have migrated a secured environment to this version
using the migration utilities, the old Secure Sockets Layer (S5L)
configurations are restorad for the various endpoints. However,
it is necassary for you to re-configure S5L to take advantage of
the centralized management capability.

Configuration settings

Mansge endpoint security confiqurations,

Manzge certificate expirstion
Manage FIDS
=

Kevy managers

Trust managers

Bl st canfiguration. Certificats Authority
[ Users and Groups {CA) client

configurations

Close page

Field help
For field help information,
selact a field labal or list
marker when the help

;i cursor is displayed.
SSL configurations Related Ttams play
[#] Services
The Secure Sockets Layer (55L) protocol provides secure X . Page help
P ¥ 5SL configurations
[# Resources communications between remote server processes ar Mare information about
5 endpoints. S5L security can be used for establishing ¥ Dynamic outbound this page
& Becurity communicstions inbound to and outbound from an endpaint. =ndnoint 55
B Glohal security To establish sacure communications, a certificate and an S5L configurations.
O Searmmydmrems configuration must be specified for the endpoint. B Key stores and
Key stores and
¥ Administrative Authorization Groups In pravious versions of this product, it was necessary to
55U certificate and key management manually configure each endpoint for Secure Sockets Layer
B Security auditing (SSL). In this version, you can define a single configuration for
[] the entire application-serving envirenmaent. This capability
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On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. The screen
displays the details of SSL.

3. Under ‘Related items’ on the right side, click ‘Key stores and certificates’.

The following

screen is displayed:

WebSphere.

‘ View: All tasks

" welcome
[# Guided Activities
[# Servers
[+ Applications
[¥ Services
[+ Resources
(= Security

¥ Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

[# Environmant

4 System administration
[ Users and Groups

[+ Menitoring and Tuning
[# Troubleshooting

[¥ Service integration

[ UDDI

551 certificate and key

> Key stores and certificates

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

Keystors usages

| S5L keystores

[

# Preferences

| new... || Delete | Change password... | Exchange signers...

SEIB\:t‘ Name 3

| Description

| Management Scope o

Path &

You can administer the following resources:

HodeDefaultKeyStors

Default key store
far
ofs5220137Node01

(cell)iofss220137Node01Cell;
(node):ofss220137Node01

${CONFIG_ROOT}cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
fkey.p12

HodeDefaultTrustStore

Default trust store

ofs5220137Nod=01

(cell)iofss220137Node01 Cell:
(node):ofss220137Node01

£{CONFIG_ROOT}/cells
/ofss220137Node01Cell
/nodes
/ofss220137Node0t
[trust.p12

Total 2

Close page

Field help
For field help information,
select a field Isbel or list
marker when the help
cursor is displayad.

Page help
More information about
this paga

Command Assistance
View administrative

scripting command for last

action

This screen is used for attaching the key store to the application server.

4. Click ‘New’ button to add a new key to store.

€ | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

v [ Q Seore

WebSphere.

‘ View: All tasks

0 welcome
[ Guidad Activities
[¥ Servers
# Applications
[+ Services
[# Resources
[= Security
¥ Global szcurity
Security domains
Administrative Autherization Groups
S5L certificate and key management
Security auditing

Bus security

[ Enviranment

(4 System administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

(¥ Service integration

[¥ UDDI

General Properties

A 3+ a4 G-

# - @B =

| Logout

The additional prc

will not be availak

# Name the general prope
[ this item are appl
saved.
Description

Additional Prope

Management scope

‘ (cell) iofss220137Node01Cell: (node) :0fss220137Node01

+ Path

# Password

# Confirm password

Type

PKCS12

JCEKS
[} cmsks
PKC512

Cryptographic Token Device (PKCS11)

[T enable cryptographic operstions on hardware device

l

ORACLE




1.4

5. Specify the following details:

Name

Specify the key store name.

Path

Specify the location of the key store generated.

This has to be a relative path.

Example

${CONFIG_ROOT}/cells/ips014dorCell01/nodes/ips014dorNode02/jf3sslstore.jks

Password

Specify the password given in the ‘store pass’ parameter during key store generation.

6. Click ‘Apply’ and save the changes.

Creating SSL Configuration

To create SSL configuration, on the left pane, click ‘SSL certificate and key management’.

- -

Y.
/ WebSphere Integrated Solu... % +
P! g

(= [ o]

WebSphere.

€ | & hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

| View: All tasks -

welcame
[+] Guided Activities
3] Servers
Applications
Services
Resources
=) Security

Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Enviranment

System administration
Users and Groups

(3] Manitaring 2nd Tuning
3] Troubleshasting
Service integration

uppI

< i

b

SSL certificate and key management

C || & Search

SSL certificate and key management

SSL configurations

The Secure Sockets Layer (SSL) pratacol provides secure
communications betwean remote server processes or endpaints.
SSL sacurity can be used for astablishing communications
inbound to and cutbound from an andpoint. To establish secure
communicstions, a certificate and an SSL configuration must ba
specified for the endpoint.

In previous versions of this product, it was necessary to manuzlly
configure each endpaint for Secure Sackets Layer (S5LU). In this
versien, you can define a single configuration for the entire
application-serving environmant. This capability enables you to
centrally manage secure communications. In addition, trust zones
can be in multiple node by averriding
the default, cll-level SSL configuration.

If you have migrated 2 secured environment to this version using
the migration utilities, the old Secure Sockets Layer (SSL)
configurations ara restorad for the various endpoints. Howevar, it
is necessary for you to re-configure SSL to take advantage of the
centralized mznagemant capsbility.

Configuration settings

Msnsge endpoint security

Manaqe certificate expiration
Manzge FIPS

Dynamically update the run time when SSL configuration

wBe 3+ da O

Related Items

5L configurations

Dynamic outbound
endpoint 551
confiqurations

Key storss and
certificates

Kev sets
Key set groups
Key managers

Trust managers

Certificate Authority
[CAl dient
configqurations

< - @ =

Close paa=

Field help

For field help infarmation,
select a field label or list
marker vhen the help
cursor is displayed.

Page help

More information about
this page

1. Under the section ‘Related items’, click ‘SSL configurations’.
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WebSphere.

| View: All tazks

B welceme
@ Guided Activities SsL if 1d key > 551 i
& Servers Defines a list of Secura Sockets Layer (S5L) configurations.

[ Applications @ Preferences

[#] Services

Close page

Field help

For fisld help information,
select = field lsbel or list
marker vihen the help
cursor is displayed.

SSL certificate and key management (node):ofss220137Nade01

Security auditing

Page help
[+ Resources More information sbout
] this page
Select ‘Name @ | Management Scope N

™ Global security

B Security domains You can administer the folloving View s dmi i

™ administrative Authorization Groups NodeDefaultSSLSettings (cell):ofss220137Node01Cell: seripting command for last

[ action

[

L]
Bus security Total 1

(5] Environment
(3] System administration
(3] Users and Groups

(¥ Menitering 2nd Tuning
(¥ Troubleshuting

[#] Service integration

[# UDDI

2. Click ‘New’ button. The following screen is displayed.

WebSphere Integrated Solu... %

€ | @ nhitps//ofss220137.in.oracle.com9043/ibm/ console/secure/securelogon.do v \ \ Q, Search

WebSphere.

Cell=0fs52201 37 Node01 Cell, Profile=AppSrv01
| View: All tasks

SSL cartificata and key managament
B welcome

[# Guided Activities 551 certi 1d key > 551 ions > New...

& Servers Defines = list of Secure Sockets Layer (35L) configurations,
[+ Applications

@ Services General Properties

Close page

The additional propertief

(¥ Resources + Name

= Security [

¥ Global security

Trust store name

vill nat be available untj
the general properties
this item are applied or
savad.

onal

Bus security

erver certificate alias
¥ Environment

4] System administration

B O e Default client certificate alias

(¥ Monitoring and Tuning
Management scope

¥l Troublesheating
‘ (call):of=s220137Hode01Call: (nods) ofss2201 37Noda01 El

¥ Service int=gration

& UDDI

=
STy RS NodeDefaultkeyStore [[cell):ofss220137Node01Ceall:(node):ofss220137Nodea01) El
™ administrative Authsrization Groups
® 351 certificate and key management Keystore name
: Security auditing [ odeDefaultkeystore ((cell):ofss220137Hode01Celli (nod 137Noden1) ]S st A=

3. Specify the following details:

Name

Specify the name of the SSL configuration.

Trusted Store Name

Select the added key store.

Key Store Name

Select the added key store.

Related Items.

" Key stores and
certificates

ORACLE



4. Click the button ‘Get Certificate aliases’. Further, click ‘Apply’ and save the changes.

Managing Endpoint Security Configurations

This section explains the process of managing endpoint security configurations.

WebSphere Integrated Solu... %

Close page

| | View: All tasks - r
welcome el
- Fiel elp
e SSL certificate and key management
EICE=IRESTE For field help infarmation,
& Servers salect a fiald label or list

marker vhen the help

Applications cursor is displayed.

SSL configurations

Related Items

Services
The Secure Sockets Layer (S5L) protocol provides securs S50 confiqurat Page help
S5L confiqurstions
Resources communications between remote server processes or andpoints. cenfigurations More information about
SSL security can be used for establishing communications Dynamic cutbound
= ity a D this page
inbound te and outbound from an endpaint. To establish sscure endpoint 551
Global security communications, a certificate and an SSL configuration must be confiqurations
Security domains =pecified for the endpoint. Key storss and =
‘Administrative Authorization Groups In pravious versions of this product, it was necesssry to manually certificates.
SSL certificate and key manzgement configure sach endpaint for Secure Sackets Layer (SSL. In this Key sets
Security auditing versien, you can define a single configuration for the entire
Eroomany application-serving envirenment. This capability enables you to Key setoroups
centrally manage secure communications. In addition, trust zones Key managers
[+ Emvironment can be i in multiple node by overriding

n Trust mansgers
STy — the default, call-level S5 configuration.
% System administration

I h ted " £ to thi N Certificate Authority

you have migrated a secured environment o this version using ) cliont

(eze e gus the migration utilities, the old Secure Sockets Layar (SSL) onouations
Lonfigurations

BB g o e, configurations are restored for the various endpoints. However, it

is necessary for you to ra-configura SSL to take advantags of tha

[# Troubleshsoting centralized management capability.

Service integration Configuration settings L

upDI Msnsge endpoint security

Manzqge certificate expiration

Manzge FIPS

< . | v Dynamically update the run time when SSL configuration <

1. On the left pane, expand ‘Security’ and click ‘SSL certificate and key management’. Under
‘Configuration settings’, click ‘Manage endpoint security configurations’.

The following screen is displayed:

| | View: Al tasks

Welcame 1d hel
. . . - Fiel elp
SSL and key >
Guidad Activiti
& Gul SIS For field help information,
@ Sarvars Dllsplays Secure Sockets Layer (S5L) configurations for selected scopes, such as = cell, node, server, or select a field label or list
cluster.

marker vhen the help

Applications cursor is displayed.
= Local Topology
+l Services

Page help
Resources More i

formation about

= Security B Inbound this page
e B ofss220137Nodedicell
obal security

=
Bl ofss220137N0de01 (NodeDefaults 4

Administrative Authorization Groups

SSL certificate and key mansgement. B outbound
Security auditing B ofss220137Hode01Cell

Bus security H [ nodes

§ ofes220137Node0s ttings)

(3] Environment.

System administration
Users and Graups
Manitaring and Tuning
Troubleshaoting

+] Service integration

[# UDDI

< | m I K m 3

2. Click the first link under ‘Inbound tree’. The following screen is displayed:
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- ¢ || Q search

WebSphere.

| View: Al tasks

" welcome

[+] Guided Activities
8] Servars

[+ Applications

[+ Services

¥ Resources

[ Security

B Global security

Security demains

Administrative Authorization Groups
SSL certificate and key management
Sacurity auditing

Bus security

(3] Environment
+) System administration
(+) Users and Groups

[+] Manitaring 2nd Tuning
[+] Troubleshasting

+] Service integration

[# UDDI

- e A od S

Call=0fs2220137 Node01Call, Profile=AppSrv01

SSL certificate and management

L certi d key >

Help | Logout

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such s = cell, node, server, or cluster.

General Properties

Name

[ofes220137H0de01 |

Direction

[1nbound |

Specific S5L configuration for this endpoint

N

Related Itams

o ssL
configurstions

' Dynamic
outbound
endpoint 5L
configurstions

¥ Key stores and

rssLommmas [< ] Update certificate alias list | Manage

ste alias in key store

Key sets
Key set groups

Trust managers
Certificate

Authority (CA]

client
confiqurations

=
L]
¥ Key mansgers
=
=

Under SSL configurations, select the configured SSL from the drop-down list.

Field help

For field help
select a field
marker vhen
curser i displ

Page help
More informal
this page

3. Click the button ‘Update certificate alias list’. Click ‘Apply’ and save the changes.
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1.6

SSL Settings at Application Server Level

Go to the servers available on the left and click the application servers link which will refresh the
window on the right side to display the details pertaining to application servers

WebSphere Integrated Solu... %

& | @ httpsy//ofss220137.in.oracle.com:2043/ibm/ console/secure/securelogon.do @ || Q Search

WebSphere. |

View: Al tasks

Application servars

welcome

- Field helj
Guided Activities Application servers .
For field help information,
Uss this paga to viaw a list of the application sarvars in your anvironmant and the status of sach of thasa celact = fiold label or list

o Servers
servers. You can also use this page to changs the status of = specific application server. marker when the help

BT Preferences cursor is displayed.
WebSghers zpplication servers
WebSphere MQ servers Page help
web servers Mors about
Name & ‘ Node & ‘ Host Name & |Versrun & this page
Applications
You can administer the folloving resources: Command Assistance
[# Services v d et
serverd ‘ ofss220137Node01 ‘ ofss220137.in.oracle.com | Base 8.5.5.0 Yiew saministrative
Resources seripting command for last
E Total 1 action
=) Security

Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing
Bus security

[+ Environment

System administration

Us=rs and Groups

4] Manitoring and Tuning

[# Troubleshesting
Service integration

« . 3

1. Click the server to which SSL configuration has to be applied. The following screen is
displayed.

WebSphere Integrated Solu.. %

€ @ hitps//cfs2201 fibm/ fsecure/: @[ Q searcn B ¥ A 4 & = -0

WebSphers. g

Application servers > serverl

[t i .
Use this pags to canfigure an application server, An application servar is = server that provides services =
welcome required to run enterprise applications.
Field help
‘Guided Activitias Runtima || Configuration For fisld help informtiol
=) Servers select 2 field label or lisf

marker whan the help

3 Server Types cursor is displayad.

WebSphers application servers - | propert £|
WebSphera MQ sarvers enera Propertier Container Settings Page help
Web servers Name Mors information sbout

Ssssion this page
5 apicatons mansssment

SIP Container

—

Run in development mode Settings
Global security

Security domains

Adminiztrative Authorization Groups
S5L certifcate and key management
Security auditing

Web container

Parallel start
jweb container
ranzport chain:

Start componants as nasdad

tternal server classes Portlet Container

Bus sezurity Settings
Enviranment 38 Container
Server-specific Application Settings Settings

(3] System administration
Containar Sarvices

Users and Groups Classlozder policy

Menitoring and Tuning Business Process

Serices
(# Troubleshooting Class loading mode
[ e |
@ senice mearation
voor Installed applications.

Server messaging

Messsging enginss

Messsoing znoine
<[ m I kil 0 3

trans |~ | Highlight Al Match Case 2 of 2 matches %

2. Go to Configuration tab and click ‘Web container transport chains’ under ‘Container settings’.

The following screen is displayed.
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[ € ) @ httpsy//ofss220137 in.oracle.com:3043/ibm/console/secure/securelogon.do

- & || Q search

WebSphere.

" Welcome
[+l Guided Activitiss
[l Sarvers
=) Server Types
¥ webSphere application servers
= webSphers MQ servers
W web servers
[+l Applications
I+ Services
[+l Resources
=) Security
= Global security
Security domains
Administrative Authorization Graups
SSL certificate and key mznagement
Security auditing

Bus security

|+l Envirenment.

[#| System administration
[ Users and Groups

[# Menitoring and Tuning

[#) Troublesheoting.

Ll ———

[# Preferencas

Cell=0fs52201 27 Node01Cell, Profile=AppSrvO1

Application servers > serverl > Web conl

er transport chains

Use this page to view and manage a transport chain, Transpert chains reprasent network protocol stacks
that are operating within a client or server,

Close page

Field help
For field help information,
select a fisld label or list
marker when the help
cursor is displayed.

More i sbout
this page
Seladl Name © Enabled Host & Port { SSL Enabled ‘Command Assistance
View
= You can administer the follaving resources: serioting command for last

HittpOususInboundDsfault Enablad = s080 Disablad

HitoOueuelnboundDefaultSecure | Enabled - 5443 Enabled

WClnboundadmin Enabled - s060 Disablad

WClnboundadminSecurs Enablad = s043 Enabled

WClnboundpefault Enabled - 5080 Disabled

WClnboundDsfaultsscurs Enablad - 9443 Enablsd

Total 6

Highlight Al Match Case 2 of 2 matches

3. Against their respective names, the secured connection is available under the column ‘SSL
Enabled’. Click ‘WCInboundDefaultSecure’.

The following screen is displayed:

WebSphere Integrated Sol

137.in.0racle.ce

¢|[Q searen

e & & 4 S~

€ @ nps:

WebSphere.

‘ View: All tasks -

= welcome
(& Guided Activities
= Servers
 Server Types
" webSphers application servers
B webSphere MQ servers
B web servers
&l Applications
[ Services
[ Resources
= Security
B Global security
Security domains
Administrative Autharization Groups
SSL certificate and key management
Security auditing
Bus security

& Environment
(& System administration
[ Users and Groups

(& Monitoring and Tuning
[ Troubleshooting

8 Service integration

Call=ofs5220137Node0 LCall, Profile=AppSnv01

ropicnion s

ion servers > servert > Web

N hins >

H

Uss this page to view and manags = transport chain. Transport chains repressnt natwork protocol stacks that

are operating within = client or server.

Configuration

General Properties

+ Name

Enabled

Transport Channels
' ICP inbound channel (TCP 4

Host
Port

Thread pool

Maximum open connections.
Inactivity timeout

™ 55L inbound channel (S5L 2!

SSL configuration (Cantrally

HttpQueuelnboundDefaultSecure

9442
WebContainer
20000

&0 saconds.

managed)

¥ HTTE inbound channel (HTTE &

elp

| Logout

Closa page  »

Field help

For field help informatiol
select  field label o lis|
marksr when the help
cursor is displayed.

Page help
More information about

EUp Use persistent keep alive connections Enabled
Maximum persistant requests per connaction 100
Read timeout 60 seconds
write timaout 60 seconds
Persistent timeout 30 seconds
' HTTP qusue inbeund channel (HTTPQ 2]
" Web container inbound channel (WCC &)
< | [0 ] < [0

4. Click ‘SSL Inbound channel (SSL 2).
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Cell=o 137 e=AppSrv01 Close page
‘ View: Al tasks - -
Beslication servers ?-Whep |
welcome
i Field help
Guided Activiti
u crivities = Messagas For field help informatiol
lect = field label or lis
B8 Servers [} Transport Channel SSL_2 is shared between two or more transport chains. o er v ;‘:h:"p‘s
5 Server Types Changess to SSL_2 vill affact multipls network protocol stacks. oo s omlayed
WebSphere application servers
WebSphere MQ servers § i ] Page help
o Application servers > serverl > Web container transport chains > HttpQueneInboundDefaultSecure > SSL More information about
inbound channel (S5L_2) e
Applications Use this page to view and configure a channal for handling the encryption and decryption of data over
bound commet Command Assistance
Services inbound connections.
View sdministrative
e Configuration scripting for Iz
action
[= Security
Global security g
Security domains General Properties Additional
Administrative Authorization Graups =
S5L cerificate and key mansgement + Transport channel name Custom properties
[ssL_2
Security auditing
GIC SZEnEy Discrimination weight
Enviranment B Related Items
S O SR SSL Configuration S5L configuration - call laval
u d G
e @ Centrally managed
Menitaring and Tuning
View centrally managed SSL tree
[ Troubleshooting i
© specific to this endpoint
Service integration peciic te this encpein
Select SSL Configuration
uopt NodeDefaultssLssttings |~ | L
Foply | OK |[ Reset | [ Cancel
O i A il ] v

5. Select the configured SSL from the list of SSL configurations. Click ‘Apply’ and save the
changes.

1.7 Running Application with SSL

To run the application with SSL, use the following syntax:

https://<<ip address or host name>>:<<port number>>/<<context>>>

1.8 Certificate Exchange for Two Ways SSL

1.8.1 Extracting Certificate for Serverl

The process of extracting certificate for Server 1 is described below.
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K3 ) @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogen.do

WebSphere.

Cell=ofs5220137 Node01Cell, Profile=AppSrvOi

| View: All tasks

S5L certificate and key management

B welcome

[+ Guided Activities S5L certificate and key management > Key stores and certificates > NodeD > certificates

=) Servers Manzges personal certificates.

[# Preferences

[ Server Types

B webSphere application servers

s — Delete || Receive from a certificate autharity... || Replace... | Extract.. || Import... || Export... || Revoke... || Renew
 Web servers
Select| ‘ Alias 1ssued To ‘ Issusd By ‘Se'fa\ Numbar | Expiration
[# Applications You can administer the following resources:
2 Eiz= default CN=0fss220137.in.oracle.com, | C=ofss220137.in.oracle.com, | 3446736556526576 | Valid from
& Resources OU=0fss220137Node01Cell, | OU=Root Certificate, Jun 22,
OU=ofss220127Node01, OU=ofss220127Node01Cell, 2015 to Jun

=) Security O=IBM, C=US OU=ofss220137Hoda01, 21, 2016.

B Global security O=IBM, C=US

B Security domains

¥ Administrative Authorization Groups CN=ofss220137.in.0oracle.com, | CN=ofss220137.in.oracle.com, | 3446736182480725 Valid from

B SSL certificate and key managamant OU=Root Certificate, ‘OU=Root Certificate, Jun 22,

B Security auditing OU=ofss220137Hoded1Cell, OU=0fss220137Hoded1Cell, 2015 to Jun

B Bus security OU=0fss220137Node01, OU=0fss220137Node01, 18, 2030.
O=IBM, C=US ©=IBM, C=US

[+ Envirenment

[+ System administration Total 2

[# Users and Groups
[® Monitoring and Tuning
[+ Troubleshooting

[ Service integration

[+ UDDI

1. On the left pane of the screen, expand ‘Security’. Go to ‘SSL certificate and key management
> Key stores and certificates > {YOUR KEYSTORE NAME} > Personal certificates.

2. Select the installed certificate and click ‘Extract’ button.

WebSphere Integrated Solu... %

| € | @ https://ofss220137 in.oracle.com9043/ibm/cansole/secure/securelagon.do v & || Q seorcn e A d @ - B =

WebSphere..

Close page

Cell=cfss220137 Node01Cell, Profile=AppSrvii

| View: All tasks - =

SSL certificate and key management

B welcome
& Guided Activities S5L certificate and key management > Key stores and certificates > NodeD: > Personal certificates Field help

> Extract certificate

For field help inform
selact a fiald label o
Extracts @ certificate from the key store to be added te another key store. marker when the he|
cursor is displayad.

= Servers

[ Server Types

¥ webSphere zpplication servers

General Properties

B WebSphera MQ servers Certificate alias to extract Page help
B web servers |defau|t More information ab|
this page
[ Applications + Cartificats fils name
& Services [p:\Kkeystores\myKeysare.cer
[+ Resources Dats type

= Security L Base64-encoded ASCII data |~ |
B Globsl security

Security domains

Administrative Authorization Groups
SSL certificats and key management
Security auditing

Eus security

[# Environment

[# System administration
[# Users and Groups

[+ Monitoring and Tuning

[ Troublesheating

[# Service intagration

[+ UDDIL -
< . 3 < n v
—_——————————
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https://10.184.74.189:9047/ibm/console/navigatorCmd.do?forwardName=SecureCommunications.config.view&WSC=true
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=KeyStore.content.main&sfname=keyStores&mgmtScope=all&filterSetting=SSLKeys&resourceUri=security.xml&parentRefId=Security_1&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/keyStoreCollection.do?EditAction=true&refId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&resourceUri=security.xml&perspective=tab.configuration
https://10.184.74.189:9047/ibm/console/com.ibm.ws.console.security.forwardCmd.do?forwardName=PersonalCerts.content.main&sfname=personalCerts&resourceUri=security.xml&parentRefId=KeyStore_1304510035803&contextId=cells%3AIPL189DORNode04Cell&perspective=tab.configuration

1.8.2

1.8.3

3. Specify the location to save the certificate. This will be used to add in the other server.
Ensure that the file has been created in the location.

Eg: \<localfolder>\<serverl.cer>

4. Similarly extract the certificate for the second server.
Eg: \<localfolder>\<server2.cer>

Extracting Certificate for Server2

You can follow the steps for server 1 described under ‘Extracting Certificate for Server1’ to extract
the certificate for Server2.

Importing Certificate into Keystore for Serverl

Note: The trust certificates also needs to be added in the cacerts of the Java Runtime
Environment

Go to the other server. Expand ‘Security > SSL certificate and key management > Key stores and
certificates > Server7Keystore (which is created now).

r —

WebSphere..

—aa T e

WebSphere Integrated Solu... x\+

:-Ehg

é B https://ofss220137.in.oracle.com:9043/ibrm/console/secure/securelogon.do

' | View: Al tasks

welcome

Guided Activities

[ Servers

[ Server Types

webSphere application servers
WebSphere MQ servers
Web servers

Applications

Services

Resources

= Security

Global z=curity
Security domains

Security auditing

Bus security
Environmant

System administration
Users and Groups
Manitering and Tuning
Troubleshaoting
Service integration

upDI
« 0

Administrative Authorization Groups
SSL certificate and key management

»

m

C || Q search

iL certificate and key management

SSL certificate and key management > Key stores and certificates > NodeDefaultKeyStore

Definas keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

General Properties

B ¥ a4 D

< - @

Close page

Hame

[HodeDetaultkeystore

Description

Additional Properties

Signer certificates]
Parzonal
certificates

[pefault ey stors for ofss220137Nade01

Managemant scope

[teel:afss220137N0de01Cell: (node) iafes220137Node01

path

Bersonal
certificate

m

[scconFic_roOOT}/cells/afss220137Noda0 1Call nodes/ofss220127Hode01/kay.p12

+ Password

Type
‘ PKCS12 |Z|

[ read anly

7] tnitislize at startup

Enable cryptographic operstions on hardvare device

O i

1. Click ‘Signer Certificates’.

1-16

ORACLE



WebSphere Integrated Solu... %

‘-4 @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"cllo\Search

WehSphera.

| View: All tasks

B welcome
|+ Guided Activities
[ Senvers
[=) Server Types
¥ webSphere zpplication servers
¥ webSphere MQ servers
= web servers
[+ Applications
[# Services
[¥ Resources
|=] Security
H Glabal security
Security domains
Administrative Authorization Groups
SSL certificate and key management

Security auditing
Eus security

[+ Environment
|+ System administration
[# Users and Groups

[ Manitoring and Tuning

[#l Troubleshaoting

[ Service intagration

[# upDI

EE

Cell=0fs5220137 Node01Cell, Profile=AppSrvD1

L certificate and key management

551 certificate and ki

management > Key stores and

rtificates > NodeD > Signer

certificates
Manages signer certificates in ley stores.

[ Preferences

B+ A o4 C- - B

Logout

Close page

Field help
For field halp information,
select a fisld [abal or list
marker when the help
curser is displayed.

Delete | Extract || Retrieve from port |

Page help
More information about

this pags

SElect| Alias £ ‘ Issued to

|Fingap’int (SHA Digest) { | Expiration {

Command Assistance

None

View administrative
scripting command for last

Total 0

sction

2.

The following

Web5Sphere Integrated Solu... %

screen is displayed:

Click ‘Add’ button to add the certificate of the other server.

‘-' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

valla

Search

WebSphere..

| View: All tasks

B welcome

|+ Guided Activities

[= Servers

(= Server Types

¥ webSphere zpplication servers
¥ webSphere MQ servers
= web servers

[+ Applications

[# Services

[ Resources

1= Security

B Global security
Security domains
Administrative Authorizatian Groups

[ ]
[ ]
B 551 certificate and key management
B Security auditing

[ ]

Bus security
[+ Environment
[t/ System administration
[# Users and Groups
[# Monitoring and Tuning
[+ Troubleshaoting

[ Service integration

[¥ UDDI

L '

General Properties

SSL certificate and key management > Key stores and

rtificates > NodeD.

Add signer certificate

Adds a signer certificate to a key store.

> Signer certificates >

Logout

Close paae

Field help
For field help information,
select a field label or list
marker when the help
cursor is displayed.

+ Alias
[FLEM_Kaystare

* Fila name

Page help
More information about
this page

[Dr\Keysoresimykeysora.car

Data type

3. The extracted certificate of the second server has to be imported to the key-store and trust-
store of first server. This has to be done using the same local path where the extract
certificate was generated for the first server.
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1.84

1.85

Eg: \<localfolder>\<serverl.cer>

Importing Certificate into Keystore for Server2

You can follow the steps for server 1 described under ‘Importing Certificate into Keystore for
Server1’ to import the certificate into keystore for Server2.

Importing Certificate into Truststore for Serverl

Expand ‘SSL certificate and key management > Key stores and certificates and click
‘NodeDefaultTrustStore’.

wBa ¥+ @

| View: All tasks

Welcome
Guided Activities
[ Servers
[=) Server Types
WebSphere spplication servers
WebSphers MQ servers
web servers
Applications
Services
Resources
=) Securiry

Global security
Securiy domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

Environment
System administration
Users and Groups
Monitoring and Tuning
Troubleshaoting
Service integration

upDI
« 0 v

n

4

Cell=ofs5220137 Node0 1 Call, Pr AppSrv01

SSL certificate and key management

SSL certificate and key management > Key stores and certificates

Defines keystore types, including cryptography, RACF(R], CMS, Java(TM), and all truststore types.

Keystore usages

SSL keystores ﬂ

Preferences

40 »-@ =

| Logout

Close page

Field help
For field halp information,
select a field [abel or list
marker when the help
cursor is displayed.

Page help
More information about
this page

| New... | Delete | Change p

Command Assistance

View administrative

scripting command for last

Path

| Description ‘ Management Scope I

sction

You can administer the following resources:

(cell) iofss220137Node01Cell:
(node):ofss220137Node01

${CONFIG_ROOT}/cells
Jofss220137NHode01Cell
/nodes
Jofss220137Node01
fkey.p12

Default key store for
ofss220137Node01

NodeDefaultiKeyStore

(cell) iofss220137Node01Call:
(node):ofss220137Node01

${CONFIG_ROOT}/cells
Jofss220137NHod=01Call
/nodes
Jofss220137Node01
Jtrust.p1z

Default trust store for
ofs5220137Node01

HodeDefaultTrustStors

Total 2
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WebSphere Integrated Solu... %

| € | @ hitps://ofss220137 in.oracle.com:9043/ibm/console/secure/securelegon.do

Tc||o\Senr(h

WebSphere..

| View: All tasks =

B welcome
[#] Guided Activities
= Servers
[ Server Types
¥ webSphere zpplication servers

¥ webSphere MQ servers

= web servers

[# Applications

Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

General Properties

Logout

Name

[todeDstaultkeystore

o]

" parsonal
certificates

[pefault key store for ofss220137Hode01

" Personal

Managemant scope

|(:eH):ofsszzm:«a:fwcdeuLCEII:(ncde):ofsszzm:«a:fwcdem

certificate
requests
¥ Custom

properties

Bus security
[# Environment

[# System administration
[# Users and Groups

[# Monitoring and Tuning
[# Troubleshooting

[# Service intagration

[+ UDDI =

[#] Services
[+ Resources Path
[= Security [s¢conFIG_ROOT}/cells/ofss220137Hode01Cell/nodes/ofs5220137Node01 /key.p12
uri =|
" Global security # Passverd
¥ Security domains | |
¥ Administrative Authorization Groups
Type
L= and key | p—— |Z|
B Security auditing
[ ]

Read only

Initialize at startup

] Enable cryptographic operations on hardware device

1. Click ‘Signer Certificates’.

The following screen is displayed.
N R

‘WebSphere Integrated Solu.,

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

fC'HQSearrh

WebSphere.

| View: All tasks

¥ welcome

[+ Guided Activities

(=l Servers

[ Server Types

B webSphere application servers
B webSphere MQ servers
W web servers

[+ Applications

[+ Services

[# Resources

|=) Security

Global security
Security domains

Security auditing

Bus security

[+ Enviranment

[+ Systzm administration
[l Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[# Service int=gration

[+ UDDI

R T

Administrative Authorization Groups

SSL certificate and key management

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01

55L certificate and key management

certificates
Manages signer certificates in key stores.

[# Preferences

SSL certificate and kev management > Key stores and certificates > NodeDefaultKevStore > Signer

Field help

For field help information,
select a field label or list
marker when the halp
cursor is displayed.

| Add || Delete || Extract || Retrieve from port |

Page help

this page

Select| Alias 3 | Issued to

‘Fl‘ngerpn'm: (SHA Digest) I | Expiration I

More information about

Command Assistance

Closs page

MNone

scripting command for last

Total 0

action

2. Click ‘Add’ button to add the extracted certificate of the second server.
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WebSphere Integrated Solu... %

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do - C | | Q Search

WEhSph-ei'e.

Cell=0fs5220137 Node01Cell, Profile=AppSrvD1

SSL certificate and key management

Welcome
& Guided Activities SSL certificate and key management > Key stores and certificates > NodeD > Signer certificates > Field help
Add signer certificate

For field help information,
= Servers ) select a field label or list
Adds a signer certificate to a key store. mmarker when the help

(=l Server Types General Properties cursor is displayed.

webSphere application servers
WebSphere MQ servers
Web servers

+ Alias Page help

[FLem

More information about
this psge

# File name.
[DriKeysoresimykeysore.car

[+ Applications

[# Services
[ Resources Dats type

Base64-encoded ASCII dats
|=] Security =

Glabal security

Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Eus security

[+ Environment
|+ System administration
[# Users and Groups

[ Manitoring and Tuning

[#l Troubleshaoting

[ Service intagration

F upnt -
Jjavascript:clearFilter('com.ibm.ws.console security SignerCertsCollectionFarm') m

3. Specify the ‘alias’ name to identify the other server.

Eg: For serverl, you can give the alias name ‘server2Alias’.

4. Further, specify the location of the extracted certificate.

1.8.6 Importing Certificate into Truststore for Server?2

You can follow the steps for server 1 described under ‘Importing Certificate into Truststore for
Server2’ to import the certificate into Truststore for Server2.
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1.9 Managing Endpoint Security Configurations

To manage the endpoint security configurations, follow the instructions given below.

'C’.'||Q529rrh

WEhSph.ere.

Close page .

| View: All tasks -
SSL certificate and key management
Welcome
& Guided Activities SSL certificate and key management Field help
For field help information,
[* Servers select a field label or list

marker when the help
Appli
& Applications 551 configurations Related Ttems curser is displayed.

[#] Services
The Secure Sockets Layer (S5L) protocol provides secure 5L confiqurstions Page help
[+ Resources communications between remote server procasses or endpoints. S50 =siconflourstions Mors information sbout
security can be used for establishing communicatiens inbound to and Dynamic outbound
3 Security outbound from an endpoint. Te establish secure communications, a endpoint 551
Global security certificate and an SSL configuration must be specified for the endpeint. configurations
Security domains In previous versions of this product, it vas nacessary to manually Key stores and
Administrative Authorization Groups configure esch endpaint for Secure Sockets Layer (S5L). In this certificates g
SSL certificate and key management version, you can define a single configuration for the entire Key sets
Security auditing application-serving environment. This capability enables you to
Bus security centrally manage securs communications. In sddition, trust zonas can Key set groups
be established in multiple node environments by overriding the Key managers
[# Environment default, cell-level S5L configuration.

Trust manzsgers
Certificate Authority
[Ca) client
configurations

[# System administration If you have migrated a secured environment to this version using the

migration utilities, the old Securs Sockets Layer (S5L) configurations

are restored for the various endpoints. However, it is necessary for you

8 [t et T to re-configure SSL to take advantage of the centralized managemant
capability.

[#] Users and Groups

[# Traubleshooting
Configuration settings

[# Service intagration
Manage endpoint security

[+ UDDI

Manage certificate expiration

Manage FIPS

Dynamiczlly update the run time when SSL configuration changes
acour

1. Expand ‘Security > SSL certificate and key management’ and click ‘Manage endpoint security
configurations’.

€ a s 137.in.oracle.com:9043/ibm/console/secure/sec

WebSphere. | Logout

Cell=ofss220137 Nede01Call, Profile=A; Close page
L certificate and y management
Welcome 1d hely
- . . . Fiel elp
L d key >

Guided Activities
= ctivit For field help information,
& Servers Displays Secure Sockets Layar (S5L) configurations for selectad scopes, such 2z 3 call, node, server, or cluster. lact = finl labal on ligt

marker uhen the help

& Applications Local Tapology curser is displayed.

Servicas
= Page help
[ Resources H Inbound More information about
5 Security Bl ofs=220137Noge01Csll

Global security B £ no

Security domains

Administrative Authorizatien Groups B outbound

SSL certificate and key management B ofss220137N0de01Cell

Sacurity auditing B £ nedes

Bus security @ ofss220137Node01(l i 3}

¥ Envirenment

[# System administration
& Users and Groups

[# Menitering and Tuning
& Troubleshoating

[ Service int=gration

[ UDDI

2. Change the inbound node settings. Expand ‘Inbound’ and click link highlighted in blue color.
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‘WebSphere Integrated Solu...

(' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

v | ‘ Q Search

WebSphere.

| View: All tasks

Cell=ofs5220137Node0 1 Cell, Profile=AppSrv01

¥ welcome

[+ Guided Activities
[+l Servers

[+ Applications

[+l Services

[+ Resources

|- Security

 Global security
B security domains

B Administrative Autharization Groups
¥ 551 certificate and key management
' Security auditing

B gus security

[+ Enviranment

[+ Systzm administration

[+l Users and Groups

[# Monitoring and Tuning

[+ Troubleshooting

[+l Service int=gration

[+ UDDIL

55L certificate and key management

SSL certificate and key management > Manag

security confi

Help

> ofss220127Node0l

Displays Secure Sockets Layer (55L) configurations for selected scopes, such as a cell, node, server, or cluster.

General Properties

Name

[cfss220137Nodent

Direction

[tnbaund

Specific S5L confi ation for this

SSL configuration

NodeDefault: sttings | v Update certificate alias list Manage certificates

Certificate alias in key store

Related Items

o ossL
configurations
" Dynamic
outbound
endpoint S5L
configurations
" Kev stores and
certificstes
Kev sets
Key set groups
Key managers
Trust managers
Certificate
Authority (CA)

client
configurations

Logout

Close page

Field help
For field help inform
selact a fiald label
marker when the h
cursor is displayed.

Page help

More information aff|
this page

3. Select the ‘SSL Configuration’ created which you just created. Click ‘Update certificate alias

list * button.

4. Ensure that the proper certificate and SSL configuration are selected. Further, click ‘Apply’
and save the settings.

You can view the settings under ‘Inbound’.
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5.
6.

WebSphere Integrated Solu... %

\ + | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

"CHO\SEar(h

WebSphere.

| View: All tasks

" welcome
[+ Guided Activities
[# Servars
[+ Applicatiens
[# Services
[# Resources
(= Security
= Global security
Security demains
Administrative Authorization Groups

[ ]
[ ]
B SSL certificate and key management
= Security auditing

 Bus security

[® Environment

[# Systzm administration

[¥ Users and Groups

[® Monitoring and Tuning

[# Troubleshoating

[ Service integration

[® UDDI

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

SSL certificate and key management

551 certificate and key

>

Displays Secure Sockets Layer (SSL) configurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

security configurations

E Inbound
B ofss220137Node01Cell
B 3 nodes

E outbound
Bl ofss220137Hode0iCell
B £ nodes

0137Node01i(NodeDefaults

s ofss220137Node01 (NodeDefaultSSLSettings’

Close page

Field help

For field halp information,
select a field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

Repeat the above steps for ‘Outbound’ as well.

You need to repeat the above steps for server2 also.

1.10 Protection Quality

1.

Expand ‘SSL certificate and key management > SSL configurations > {YOUR SERVER

CONFIG }.
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‘WebSphere Integrated Solu...

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do TCHQS‘earrh | ﬁ B ¥+ # P ] @v 2 |- . ‘ =

WebSphere. Help | Logout

Cell=ofs5220137Node0 1 Cell, Profile=AppSrv01

Close page
| View: All tasks

55L certificate and key management
¥ welcome

&) Guided Activities SSL certificate and key management > SSL confi ions > NodeD i
B Defines a list of Sacura Sockats Layer (S5L) configurations.
[+ Applications
[+ Services General Properties Additi Properties
[# Resources -
+ Nama
" Quality of
1= Secunty \ NodeDefaultSSLSettings protection (QoP)
Global security settings

Trust store name
Security domains

| |
n
R A W S [ WodeDefaultTrustStors ((cell)iofss220137Node01Celli(node ) iofs2220137Node01) [~ |
| |
| |
n

" Trust and key

managers
S5L certificate and k [ ]

) - = Keystore name Custom
Security auditing properties

| NodeDefaultkeyStore ((cell):ofss220137Node0iCell: (node):ofss220137 Noded1)
Bus security

Related Items

[+ Environment rver certificate alias

" Key stores and
certificstes

[+ Systzm administration

[¥) Users and Groups Default client certificate alias

[# Manitoring and Tuning

() Troubleshoating Management scope
[ Service integration ‘(:ell):0&522013?N0d201CeH:(noda]:ofssZZDlE?NodeDl
[¥ UDDI

Reset || Cancel |

2. On the right side, click ‘Quality of protection (QoP) settings’.
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| WebSphere Integrated Solu... )‘\+

(- & https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do € || Q Search ﬂ' B ¥+ # e @' ® - . =

WebSphere.

| View: Al tasks [ ssL cortificate and key management
welcoms S5L certificate and key > 551 confiqurations > NodeDefault55 Settings > Quality of protection
Guided Activities (QoP) settings Field help
For field halp information,
— Spacifies the sacurity level, dphers, and mutual authantication settings. olact o field label or list

IR General Properties markar whan the help
pplications cursor is displayed.
Client authentication

Services
= Page help

Resources More information about
Protocol this page

(= Security
SSL_TLS n Command Assistance

Global security

Security domains View sdministrative

Provider
Administrative Authorization Groups seripting command for last
SSL certificate and key management @ predefined JSSE provider Acticn
Security auditing Selact provider

Bus security IBMISSE2 ﬂ

Environment

mn

) custom ISSE provider
Systam administration

Users and Groups

Monitoring and Tuning

Troubleshooting Cipher suite settings

Service integration Ciphar suits groups _
Update selacted ciphars

uoor [strong T3]

Cipher suites
Selacted ciphers

I SSL_RSA_WITH_AES_128_CBC_SHA2S6

&

SSL_DHE_RSA_WITH_AES_128 CBC_SHA256

S5L_DHE_DSS_WITH_AES_128_CBC_SHAZS6
SSL_RSA_WITH_AES_128_CBC_SHA

SSL_DHE RSA_WITH_AES_128_CBC_SHA -

Apply Reset || Cancsl o

-

3. Under ‘Client authentication’ choose ‘Supported’ from the drop-down list.
4. Click ‘Apply’ and save the changes.

5. You need to repeat these steps for the second server. Once you have made the changes to
both the servers, restart the servers. It is recommended to restart the servers after making
the changes.

/I New Changes

1.11 Importing or Adding Server Certificates using Batch

Alternatively, you can import or add the server certificates using ikeyman.bat. This batch is
available at the following location:

<InstalledLocatio>\IBM\Websphere\AppServer\bin

For security reasons, change the password for ‘defaultTruststore’ (trust.p12). The default
password is ‘WebAS’.

SSL port information is available in the following screens.
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1.
2.

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.de

_CHO\SEar(h

WebSphere,

| View: All tasks

B welcome
[+ Guidad Activities
|-l Servers

[ Server Typas
¥ WebSphere application servers
B webSphere MQ servers
= web servers

I+ Applications

[H Services

[+ Resources

[ Security

[+ Environment

[+ System administration
[+l Users and Groups

[# Monitoring and Tuning
[+ Troubleshooting

[+ Service integration

[¥ UDDI

71 Parallel sta

Start components as nesded

Access to internal server classes

Server-specific Application Settings

ar policy

Class loading mode

[ classes loaded uith parent class loader first [-]

E EJB Container
Settings

@ Container Services

& Business Process

Services
Applications
© Instslled applicaticns

Server messaging

¥ Messaging engines

¥ Messaging engine
inbound transports

' WebSphere MQ link
inbound transports

" SIB service
Server Infrastructure

@ Java and Process

Management
@ Administration

" Javs SDKs
Communications
&

B Messaging

" Communications

Enabled Applications
[CEA
Performance

" performance
Mo

Infrastructura (FMI)

Click ‘Ports’.

The details are displayed as follows.
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‘WebSphere Integrated Solu...

\ (' @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

v & search lv® & & 4 @ - @

WebSphere.

| View: All tasks -

¥ welcome
[+ Guided Activities
= Servars

[= Server Types
B webSphere application servers
¥ WehSphere MQ servers
W web servers

[+ Applications

[+ Services

[ Resources

[+ Security

[ Envirenment

[+ System administration
[l Users and Groups

[# Monitering and Tuning
[# Troubleshooting

[+ Service integration

[® UDDI

Help | Logout

Port
BOOTSTRAP_ADDRESS 2809
SOAP_CONNECTOR_ADDRESS 8880
ORB_LISTENER_ADDRESS 5100

SAS_SSL_SERVERAUTH_LISTEMER_ADDRESS 9401

CSIV2_SSL_SERVERAUTH_LISTEMER_ADDRESS | 9403

CsIvV2_SS5L_MUTUALAUTH_LISTEMER_ADDRESS | 5402

WC_adminhost 5060
WC_defaulthost 080
DCS_UNICAST_ADDRESS 5353
WC_adminhost_secure 5043
WC_defaulthost_secure 5443
SIP_DEFAULTHOST 5060 L
SIP_DEFAULTHOST_SECURE 5061 1
SIE_ENDPOINT_ADDRESS 7278
SIE_ENDPOINT_SECURE_ADDRESS 7286
SIE_MQ_ENDPOINT_ADDRESS ssse
SIE_MQ_ENDPOINT_SECURE_ADDRESS ss78
IPC_CONNECTOR_ADDRESS 9633
OVERLAY_UDP_LISTENER_ADDRESS 11003
OVERLAY_TCP_LISTENER_ADDRESS 11004

@H Messaging
" Communications Enabled Applications (CEA)

Performance

o on Hherina Tafrarkrichen FORATY

ORACLE
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2. Creating Resources on Websphere

2.1 Introduction

This document explains the steps to create resources on Websphere application server and
Queues in Websphere MQ server.

2.2 Creating Queues on Websphere MQ Server

The process of creation of queues on Websphere is explained under the following headings.

2.2.1 Creating Queue Manager through Console

To create queue manager through console, follow the steps given below:
1. Start MQ server console.

& IBM WebSphere MQ Explorer OEx

Fle window kel

2. MQ Explorer - Mavigator 1% = &% 7 = O ) mQExplorer - Content 52 ¥ =0
= &f MQ

WebSphere. MQ

(&> M5 Administered Objects
(= Service Definition Repositories

Welcome to MQ Explorer

In MQ Explarer vou can administer local and remote queus managers and their
reso h a3 queuies, channels, and listeners.

Queue manager icons
The Fallowing icons are used in the Navigator view to indicate quaus manager status:

K Local queue manager; rurning and connected ko MQ Explorer
4! Local queue manager; running but discornected from 1MQ Explorer
&/ Local aueus manager; stopped and disconnected From MQ Explorer
Remote queue manager; connected to MQ Explorer

Remote queus manager; disconnected from MG Explarer

@/ Local queue manager; running as standby and disconnected from MQ Explorer

2. On the left pane, go to ‘IBM Websphere MQ > Queue Manager > New > Queue Manager’ as
shown below:
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€ IBM WebSphere MQ Explore
&

Fle Window Help
= I EIW MGy Explorer - Content: &3

i

1MQ Explorer - Navigator £

Queue Managers

Description | Default bind bype:

= 5 1BM WebSphere MQ
&
Dead-letter queue

ShowHide Queus Managers.
Queue-sharing group name

Platform

‘ Fileer: Standard For Queus Managers

(= Queue Manage
o 5 Adminster, P04 Remote Queue Manager
Queue manager status

(& Service Definti

e manag...| Command level

Scheme: Standard For Queue Managers

47103

[ Last update

Select & queUS manager to show its connection detals here:

The following screen is displayed:
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r‘@’ Create Queue Manager |:I®

Queue Manager

Enter basic walues

Dueue Mmanager name: | QM_DDHPOS20 |
[¥]3ake this the default queus manager:

Default bransmission queue:

Dead-letter queus:

Max handle limit: | 236 —

Trigger inkerval; | EEEEEEEEE s

Max uncommitted messages: | 10000 —

) < Back [ Mext = ” Einish H Cancel l

3. Specify the ‘Queue manager name’. Check the box ‘Make this the default queue manager’.

4. Click ‘Next’. The following screen is displayed:
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4P Create Queue Manager

Queue Manager

Enter data and log values

CUeUe manager name: | OM_DDHPOSZ20

%) Use circular logging
) Use linear logging

Log file size: (x4kB) | 4096

Log primarsy Files: | 3

Log secondary files: | Z

Data and Log paths

Data path: | | Browse, ..

Log path: | | Browse, .,

5. Click ‘Next’.
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4P Create Queue Manager

Queue Manager

Enter configuration options

CUeUe manager name: | OM_DDHPOSZ20

Start gueus manager after it has been created
rulti-inskance Queus Manager:
[ ]Permit a standby instance

Select bype of queus manager skartup

{*) Automatic
() Service {manual)

() Inkeractive (manual)

Caonfigures the queus manader o stark aukomatically when the machine starks up,

Create server-connection channel ko allow remoke administration of the queue
managet over TCPIP
[ ]create server-connection channel

|[ Einish H Cancel

6. Click ‘Next'.

ORACLE
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4P Create Queue Manager

Queue Manager

Enter liskener options

CUeUe manager name: | OM_DDHPOSZ20

The queus manager needs a liskener to maonitar For incoming network connections,
for some nekwork prokocols,

Create listener configured Far TCRJTP

The listener needs to lisken on a port number not used by any other queue
manager, service ar application on this computer

Lisken on port number: | 1414

[| Firish

7. Specify the ‘Listen on port number’ as ‘1414’ (default). Click ‘Next’
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8.

4P Create Queue Manager

Queue Manager

Enter explorer opkions

CUeUe manager name: | OM_DDHPOSZ20

Aukoreconnect

Automatic Refresh

autamnatically refresh information shown For this queue manager

Interval (seconds): 15 — | [ Apply Default

Click ‘Finish’.
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* Command; crtmagm -sa -q QM_DDHPOS20

exitvalue = 263455553

ebSphere MO queue manager created.
Directory 'Ti\Program Files\ IBMWebSphere MOQgmarsQM_DOHPOSZ0" creat

The Queus Manager ended for reason 545234625 "

9. Close the message. The following screen is displayed:

4 IBM WebSphere MQ Explorer
file window  Help

5. MQ Explorer - Mavigator 12

&5 7 = O B mExplorer - content 57

g~ =0

=1 €5 1M webSphers 1MQ
[ER=4

(> Queue Manager Clusters
(= 15 Administered Objects
(> Service Defintion Repositories

Queue Managers

-

| Fiter: Standard for Queue Managers

Command level | Queus manager status | Platform | Queue-sharing aroup name | Dead-ietter queus | Description  Default bind typ

7 Queus manager name
QM_DDHPOSZ20 7oL Stopped Windows
)] >

Shared

Scheme: Standard For Queue Managers

| Last updated: 16:50:26

Select & queue manager to show its connection details here:

10. Right click ‘Queue Manager’ and select ‘Start’.
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File Window Help

5. MQ Explorer - Navigator &5

s ¥ =0
= € 1BM WebSphers MQ

Q2 Explorer - Cortent 23

& 1BM WebSphere MQ Explorer

& Cueos Monener O —
(& M5 Administered
(> Service Definiion | Delete

Tests »
Connection Detalls »

Froperties...

Queue Manager QM_DDHP0520

Connection Quick¥iew:

Connection status

Conrection bype
Connection name
Charmel name

Charnel definition table
Refresh interval
Autoreconnect

Disconnected
ocal

15
Ves

[ Last updated: 16:50:53

Status QuickView:

Queue manager status

Command server status

Stopped
Stopped

11. Right click ‘Queue Manager QM_DDHP0520’ and select ‘Start’. The following screen is

displayed:

Start Queue Manager

Choose Start Method:
@:':tart as created

O Start as service

O Start interactive

Mulki-instance Queue Manager:
[ Permit a skandby instance

QM_DDHPO520™

12. Click ‘OK’.
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4 13M WebSphere MQ Explorer
Rl window el

7. MQ Explorer - Navigater | = g% 7 7 )| i mgExplorer - Cantere 11

= @ It websghere )

5 Queus Mansgar Chitses
5 5 Adniristseed Objects
& Service Definkion Repeskories

Queue Manager QM_DDHPO520

Connecton Quickvien

‘Connection status

Last updated: 17:16:07

Satus Quicktem:
‘Queus manager status
Comemend sorver staus
Charnel inkiator status
Conrection count
Stanchy

Lask updated; 17:16:07

Properties Quickiiew,

‘QuauE manager name

Conmend level
Disfauk transmission qusus
Startup

Loz updated: 17:16:07

Connectad
Local

15
Vs,

Funning
Running
sopped

4
ek permitted

QM_pDHROS20
wandms
LN

Auomaic

2.2.2 Creating Queues

To create queues, follow the steps given below:

1. Start MQ server console.

2-10

ORACLE



4 IBM WebSphere MQ Explorer

File window Help

5. 1MQ Explarer - Mavigatar % i o = g8 ¥ = O Bl moexplorer - Cortent 52 # gy ¥ =0
= € 1BM websphere MQ
5 oo Moraers Queue Manager QM_DDHP0520
) Hi

Connection Quickyiews:
(> Queue Manager Clusters

& M5 Aduinistered Objacts Connection status Connected
Connectian type Local
(> Service Defintion Repositories Connoction rame
Channel name
Channel definition table
Refresh interval 15
Autoreconnect Yes
[ Last updated: 17:16:07
Status Quickbiew:
Queue manager status Furning
Command server status Running
hanmel iniator status Stopped
Connection count 4

Standby Mot permitted

[ Last updated: 17:16:07

Properties QuickYiew:

Quewe manager name QM_DDHPOSZ0
Description

Platform Windows
Command level 701

Default transmission queue

Startup Automatic

Last updated; 17:16:07

On the left pane, go to ‘IBM Websphere MQ > Queue Managers > QM_DDHP0520 > Queues
> New > Local Queue’ as shown below.

€ IBM WebSphere MQ Explore

File Window Help
25 MQ Explorer - Navigator &3 i)

= ¢ 1BM WebSphere MG
== Queue Managers
= 50 Qu_porposen
=

&% 7 7 O B Mo Esplorer - Content 3%

Queues

‘ Fiter: Standard For Queves

Queustype | Open input count | Open ouEpuE court

Status Aliss Queve.
Model Queve...

Remote Queus Definition. .

Current queus depth | Max queus depth | PU

> Queue Manager| 1955 4
= M5 Acinistere Obiect Authorities
; T T
(= service Definiion Repositories

The following screen is displayed:
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r level in WAS.

4 New Local Queue

Create a Local Queue

Enter the details of the object you wish to create

Hame:
NOTIFY_QUELIE

Select an existing object from which to copy the attributes For the new object.

| S¥sTEM.DEFALLT LOCAL. QUELE | [gstect... |

when this wizard completes, another wizard can be started automatically to create a matching object.
[]5tart wizard to create a makching M35 Queue

@ cpsck [ mext» | [ Emsh | [ cancel |

3. Specify the queue name. Click ‘Next’. The following screen is displayed:

& New Local Queue

Change properties

Change the properties of the new Local Queue

General

General
Extended
Cluster
LIELE Name; MOTIFY_QUEUE
Triggering o | =2 |
Events Clueue bype: | Lacal |
Skorage
Skatistics Description: | MOTIFY_QUELE |
Put messages: |Allowed i |
Geft messages: |Allowed v |
Default priority: | 0 —

Default persistence:

Scope: |Quaue manager e |

Usage: |N0rmal v |

4. Specify the description. Select ‘Persistent’ as the ‘Default persistence’.
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4 IBM WebSphere MQ Explorer OEx
Hle window belp

5 1MQ Explorer - Mavigatar % @b ¥ = O B moExplorer - Content 53 # o gh Y = O
= & 1B websphere MQ
= (= Queus Managers
B QM_DDHPOS20_MEW
=50 om_poHRos20
& qQueues
= Topics
(& Subseriptions
(= Advanced
(= Queue Manager Clusters
(= M5 Administered Objects
(& Service Defintion Repositories

Queues

‘ Filter: Standard for Queues - ‘

< I »

‘ Scheme: Standard For Queues - Distributed =

| Last updated: 18:38:00

5. You can find the new queue name in the list.

2.3 Creating Queue Manager and Queue using UNIX
Commands

You need to create, configure, post and view messages in IBM MQ queues. The method is
described under the following headings.

For this, first you need to open ‘Putty’ and connect it to the MQ server installed box.

2.3.1 Creating Queue Manager

Change the directory to ‘<Websphere_ MQ_HOME>’. Here, ‘Websphere_ MQ_HOME’ is the MQ
server software installation directory.

The command to create Queue Manager is given below:

crtmgm <queue_manager_name>

Example
crtmgm FC_QMGR

This command creates the queue manager ‘FC_QMGR’ in the MQ server.
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2.3.2 Starting Queue Manager

Once the queue manager is created, you need to start the queue manager using the following
command:
strmgm <queue_manager_name>

Example
strmgm FC_QMGR

This command starts the ‘FC_QMGR’ queue manager.

2.3.3 Starting MO Service to Create Queues under FC OMGR

After stating the queue manager, run the MQSC service (for creating queues and other objects)
of queue manager. You can use the following command:
runmgsc <queue_manager_name>

Example
runmgsc FC_QMGR

This command starts the MQ service for ‘FC_QMGR’.

2.3.4 Creating Queues

After starting the MQSC issue, you need to create the required queues using the following
command:

DEFINE QLOCAL (<QUEUE_NAME>)

Example
DEFINE QLOCAL (EMSOUT_QUEUE)

This command creates all the necessary queues.

2.3.5 Creating Channel

After creating the queues, you need to create a channel for queue manager using the following
command:

DEFINE CHANNEL (<CHNL_NAME>) CHLTYPE(<CHANNEL_TYPE>)

Here, ‘CHNL_NAME’ is the name of the channel and ‘CHANNEL_TYPE’ is the type of channel
such as server connection, sender, receiver, etc. You can create the server connection channel
using the following command:

DEFINE CHANNEL (FC_CNL) CHLTYPE (SVRCONN)

Here, SVRCONN stands for the ‘Server Connection’ channel type.

2.3.6 Ending MQSC

You can use the command ‘END’ to end the MQSC service.
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2.3.7

2.3.8

Creating Bindings

After creating the queues and the channel, you need to bind them using the IMSAdmin. To do
this, start Putty and connect it to the MQ server installed box.

Move to the directory ‘<Websphere_ MQ_ HOME>/java/bin’. Here, ‘Websphere_ MQ_HOME'’ is the
MQ server software installation path.

In this folder, you will find the file ‘JIMSAdmin.config’. You need to give the PROVIDER_URL to
which the .bindings files need to be created.

PROVIDER_URL=file: <Websphere_MQ_HOME>/INDI

Example
PROVIDER_URL=file: /var/mgm/INDI

Below environment variables need to be set before creating queue/connection factory
configurations.

PATH=$PATH:$HOME/bin

export MQ_JAVA INSTALL_PATH=/opt/mgm/java

export MQ_JAVA DATA PATH=/var/mgm

export MQ_JAVA_LIB_PATH=/opt/mgm/java/lib

L=$MQ_JAVA_INSTALL_PATH/lib
CLASSPATH=$CLASSPATH:$L/com.ibm.mg.jar:$L/com.ibm.mgjms.jar

export
CLASSPATH=$CLASSPATH:/opt/mgm/samp/jms/samples:/opt/mgm/samp/wmgjava/samp
export PATH

Launch JMSAdmin

STOP . .
You should have read-write access on this folder.

Creating OCF

After creating the queues and channel, you need to create a queue connection factory in the MQ
server. Complete the above steps and make above changes to the ‘JMSAdmin.config’ file. Move
to the directory ‘<Websphere_ MQ_HOME>/java/bin’ in Putty. Type ‘JIMSAdmIn’ as shown in the
figure.
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This will take you to the ‘InitCtx>" section. Use the following command to create queue connection
factory:

define gcf (<gcf_name>) gmgr(<queue_mgr_name>) host (<ip-address>) port(1010)
tran(CLIENT)

Example
define gcf (fc_qcf) gmgr(FC_QMGR) host (10.10.10.10) port(1010) tran(CLIENT)

This creates the queue connection factory for the queue manager ‘FC_QMGR’ in 10.10.10.10 server.
Now, you need to create the bindings for each queue. Use the following command in ‘InitCtx>’.
DEFINE Q(EMSOUT_QUEUE) QUEUE(EMSOUT_QUEUE) QMGR(FC_QMGR)

Use the same command for other queues also.

You can use the following command to view the binding details:

InitCtx> display ctx

The binding details are displayed as shown in the figure below.
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@

110.180.196.51 - PuTTY

InitCtx

Once this is created, you need to check whether the .bindings file is available in the path given in
‘JIMSAdmin.config’ (PROVIDER_URL).

Now, you need to create JMS queues for DIRECT queues to post messages. DIRECT queues

require connection to Oracle FLEXCUBE application.

Example
Following are the DIRECT queues:

NOTIFY_QUEUE

EMSIN_QUEUE

EMSOUT_QUEUE

SFMS_INQUEUE

SFMSOUT_QUEUE

RTGS_INQUEUE
INTERNAL_BIPREPORT_QUEUE
INTERNAL_BIP_QUEUE_DLQ
INTERNAL_BIPADVREPORT_QUEUE
INTERNAL_BIP_ADVICE_QUEUE_DLQ
INTERNAL_GI_UPLOAD_QUEUE
INTERNAL_GI_UPLOAD_DLQ
EMS_QUEUE_DLQ
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You need to create JMS queues for the above queues as shown in the figure:

#  QUBUE name Queus bype | Openinput count | Open output count | Current queue depth
(=}0EFFERED DEST_OQUELE sl o Jo o |
|=| EL_MOTIFY _DLG Local a i} i}
|=| EL_MOTIFY _REQ_Q Local 1] i} i}
|=| EL_MOTIFY _RES_Q Local 1] i} i}
|=| ELMDE _DLG Local 1] i} i}
|&=| ELMDE_REQ_Q Local i i} i}
|&=| ELMDE_RES_G Local i i} i}
|&=| EMS_ExXTQUELE Lacal a i} i}
=l EMS_IMNGUELE Local z i} i}
=] EMS_OUTQLUELE Local 1 i} i}
|=] MDE_QLELIE Local a i} i}
|=| MDE_QUELE_DLQ Laocal a i} i}
|=| MDE_QUELE_RESPOMNSE Laocal a i} i}
|=| MOTIFY_DEST_QUELE Local a i} i}
= MOTIFY_QUELE Local 1 i} i}
= MOTIFY _QUELE_DLG Local 1] i} i}
|=| RTGS_INGQUELE Local 1 i} i}
|&=| SFMS_INGUELE Local 1 i} i}

2.3.9 MO Channel Authentication

MQ Channel Authentication can be managed using following set of MQSC Commands

e Enable Channel Authentication

>ALTER QMGR CHLAUTH(ENABLE)

e b Allow MQ Privileged Users to access Channel

>SET CHLAUTH(*) TYPE(BLOCKUSER) USERLIST(*MQADMIN) ACTION(REMOVE)

e () Allow all client addresses to access Channel

>SET CHLAUTH(SYSTEM.*) TYPE(ADDRESSMAP) ADDRESS(*) ACTION(REMOVE

2.4 Viewing IBM MO Queues

Through MQ explorer, you can view the queues created in IBM MQ. If the IBM MQ server sits on
a Unix box, an MQ client needs to be setup in a client machine in Windows operating system.

Follows the below steps to view the queues created in server, from an MQ client:

Install IBM MQ client in a client terminal.

Open the client MQ explorer.

Right click ‘Queue Managers’ on the left pane and select ‘Show/Hide Queue Managers’.
Click ‘Add’ in the Show/Hide Queue Managers window.

Specify the name of Queue Manager which is created in the MQ server. Click ‘Next’.

o o &~ w N

Specify the IP address of the IBM MQ server in the Host name or IP address field.
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7. Specify the Port number in which the Queue manager is created in MQ server.

8. Specify the server connection channel created in the MQ server. Click ‘Finish’.

Under the Queue Manager menu, the queue manger created in the server is displayed with its IP
address and port number in braces.

&P 16M WebSphere MQ [_[=]x]
fle Window Help
5 ebphere HQ Explorer - Navigatar 53 | = ebsphece 14 Expler - Content ] w gp » =00
=€ 18 websphere MG
> Queus Hanagers Qvrzs
& g—g”’m 0n'10,180.196 51(1415) [ Fiter: Standard for Queues
ueues
B Advanced ~_Quetename [ Gueue type [ pefinition type [ open input count [ Open outpur count [ Current queve depth [ 11 queue depth [ Pue messages
(= Channels | EMSIN_QUEUE Local Predefined 1 0 o 5000 Allowed
& Clint Connections I EMSOUT_GLELE Local Predefined 1 0 12 5000 Alowed
(& Listzners | EMSOLT_GUELE_DLQ Local Predefined 0 0 ] 5000 Allowed
& serviess . Lol Foqmer. Lacal Predefined 0 0 o 5000 Alowed
o pentons I MB_GLELE Local Predefined 1 0 0 ovo%09308 Alowed
Iy MDB_GUELE DLG Local Predefined 0 0 3 999999999 Alowed
(= Authentication Information
L&l c_omen I MDB_QUELE_RESPONSE Local Predefined 0 0 12 939999993 Alowed
12 ot on et sp2101414y e NOTIFY_DEST_QUELEE Local Fredefined | 0 o 1 500 Alowed
TEST on ichw-ap-21¢14157 e NOTIFY_QUELE Local Predefined 3 o o 500 Alowed
Bl wingM Il NOTIFY_QUELE DL Local Predefined 0 0 19 s000 Allowed
(= Queue Manager Clusters I RTGS_DEST_QUELE Local Predefined 0 0 0 5000 Alowed
I RTGS_IN_QUELE Local Predefined 1 0 0 s000 Alowed
e 5FMS_DEST_QUELE Local Fredefined 0 o 32 500 Alowed
e 5FM5_IN_QUELE Local Predefined 1 0 3 s000 Allowed
I SFMSOLT_QUELE Local Predefined 1 0 3 5000 Alowed
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3. Creating JDBC Resources on Web Sphere

3.1 Introduction

This chapter guides you through the process of JDBC resource creation on IBM Websphere
application server.

3.2 Prerequisite:

If OCI configuration needs to be used in data sources, please refer the vendor specific support
manual and make the configuration changes before creating datasources.

3.3 Creating JDBC Sources

3.3.1 Creating Global Security

1. Specify the Websphere administrator username and password.

2. Click ‘Log In’.
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3. Navigate to Websphere home page.

‘WebSphere Integrated Solu... %

\ | s:/{ ofss .in.oracle.com:! /ibm/console/secure/securelegen.do v ear
| @ https//ofss220137 I 9043/ib I logan.d || Q Search
WebSphere,
Wel
| View: Al tasks - TEeeme
Wealcome 2.0
¥ welcome
[+ Guided Activities ;
Integrated Solutions Consale pravides a common administrative consale for multiple ;Tf:'::fndb:':l“t::gggiﬂle' 8.5.5.0 .
[l Servers products. The table lists the product suites that can be administerad through this Build Date: 5‘;1?",13 . @
& Applications installation. Select a product suite to view more information. !
@ Services LICENSED MATERIALS PROPERTY OF
IBM
& Resources Suite Name Version

5724-108, 5724-163,
5724-HBB,5724-H89, 5655-W65 (C) e
pl ppl .5.5.
= s WebSphere Application Server 8.5.5.0

Copyright International Business
Global security

Security domains

Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security

L]
L]
L]
L]
[ ]
L]
[# Environment

[+ System administration
[# Users and Groups

[# Monitoring and Tuning

[# Troubleshooting

[ Service integration

[® UDDI
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4. Expand ‘Security’ and select ‘Global Security’. The following screen is displayed.

5.

—|—El—‘

‘WebSphere Integrated Solu., %

A " | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do

v | ‘ Q, Search

WebSphere.

| View: All tasks

" welcome
[ Guidad Activities
[# Servars
[ Applications
[# Services
@ Resources
(= Security
B Global security
Security domains
Administrative Authorization Groups
S5L certificate and key management
Security auditing

Bus security

[+ Environment

[+ Systzm administration
[+l Users and Groups

[# Monitoring and Tuning
[+ Troubleshooting

[# Service int=gration

[+ UDDIL

Global security

applications.

Cell=0fs5220137 Node01Cell, Profile=AppSrv01

Global security

Use this panel to configure administration and the default spplication security policy. This security configuration applies to the security policy for all
functions and is used as & default security policy for user applications. Security domains can be defined to override and customize the security poli|

| Security Corfiguration Wizard |

| Security Configuration Report |

Administrative security

Application security

Enable application security

Java 2 security

|

User account repository

Realm name
defaultWIMFileBasedRealm

Current realm definition

Federsted repositories

Available realm definitions

Ensble administrative security

¥ administrative user roles

" Administrative group roles

" Administrative authenticstion

Use Java 2 security to restrict application access to local resources.

[ Federated repositaries

=] [corte. | [ St urer |

Close page  »

Authentication
Authentication machanisms and expiration
@ LA
Kerberas and LTPA
Kerberos confiquration
© SWAM (deprecated): No authenticated communication | =
Authentication cache settings
@ Web and SIP security
@ RMI/IIOP security
@ Java Authenticstion and Authorization Service
Enable Java Authentication SPI [JASPI)
Providers

Use realm-qualified user namas

" Security domains

" Extternal authorization providers

¥ Programmatic session cookie configuration

" Custom properties

Expand ‘Java Authentication’, go to ‘Authorization Service’ and click ‘J2C authentication

data’.
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(' a https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.de TCHQS‘ean’h | ﬁ E -‘ ﬂ 4 @v wE | - . ‘

WebSphere. Help | Logout

Cell=ofs5220137 Node0 1 Cell, Profile=AppSrv01 Close page
| View: All tasks

Global security

= welcome

[# Guided Activities Global security > JAAS - 12C authentication data Field help
For field help information,

= Specifies a list of user identities and passwords for Java(TM]) 2 connector security to use. =zelect a field label or list
. ] th the o b ol (6 il with corlicr rel markar whan the halp

[# Applications Prefix new alias names vith the node name of the cell (for com vith earlier ) cursar is displayed.

[# Services

Page help

[¥ Resources More information sbout
(= Security & Preferences this page

Command Assistance

Global security
Security domains g]

evw 5d

]
[ ]
' administrative Authorization Groups
B SsL certificate and key
[ ]
[ ]

Fomy iy 5e|e.:t| Alias & User ID & Description 3
Bus security ou can administer the following resources:
[¥ Envirenment ofs5220137Node01/FC121ASK FC121ASK FC121ASK
[+ System administration
ofss220137Node01/FCUBS121 DEV FCUBS121_DEV FCUBS121_DEV
[¥ Users and Groups
[ Monitoring and Tuning —

[ Troubleshooting
[ Service integration
[¥ UDDI

Ll ——)

6. Click ‘New'.
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X (‘ @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | ‘ Q Search

WebSphere.

Cell=ofs5220127Node01Cell, Profile=2ppSrv01

Global security

Welcome
@ Guided Activities Global security > JAAS - J2C authentication data > New... Field help
For field help information,
& Servers Spetifies a list of user identities and passwords for Java(TM) 2 connector security to use. select 2 field label or list
General Properties markar when the halp
[# Applications cursor is displayed.
+ Alias
ElesuEr [FerTRz | Page help
[¥ Resources More information sbout
- # User ID this pags
5 Security [FcrTR2 | pressas
Global security ‘Command Assistance
S dbrmefe # Password Visw sdministrative
Administrative Autherization Groups ‘“““ | scripting command for last
SSL certificate and key manzgement Description action
Security auditing ‘FCITRZI |
Bus security
[® Environment [Bpply | [ OK | [ Reset | [ Cancel |

[+ System administration
[# Users and Groups

[# Monitoring and Tuning
[ Troubleshooting

[# Service int=gration

[® UDDI

Ll ——)

7. You need to define the connection properties. Specify the following details.
e Alias
e User ID of the Database
e Password of the Database
e Description

8. Once you have specified the above details, click ‘Apply’ and then click ‘Save’ link appears in
the top.

3.3.2 JDBC Provider for Non XA Data Source

Follow the steps given below:

1. Login to the application server administration console.
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2. Expand ‘Resources > JDBC’ and select ‘JDBC Providers'.

(' | @ httpsi//ofss220137.in.oracle.com:9043/ibm/console/secure/securelagon.do v e | | Q search | ﬁ B ¥+ @ P @ v # |~ . | =
WebSphere. Logout
Cell=0f=5220137 Node01Cell, Profile=AppSrv01 Close page
| View: All tasks
1DEC providers
B welcome d hel
N Field help
¥ Guided Activities 1DBC providers ) . !
For field help information,
H Servers Use this page to edit properties of a JDBC provider, The JDBC provider object encapsulates the specific JDBC select a field label or list
driver implementation class for access to the specific vendor database of your environment. Learn mora about arker whan the help
[ Applications this task in a guided activity. A guided activity provides a list of task steps and more general information about cursor is displayed.
the topic.
[+ Services Page hel
= Scope: Cell=ofss220137Node01Cell age help
= Resources More information about
B Schedulers Scope specifies the level at which the resource definition is visible. For this page
¥ Object pool managers detailed information on what scope is and how it works, see the scope Command Assistance
[ IMS, settings help. ‘ ‘_"‘s““
View administrative
- scripting command for last
8108 | Cell=ofss220137Node01Cell El seripting command for last
¥ IDBC providers = action
[ ]
D sourees i Preferances
¥ Data sources (WebSphere Applica
Server'v4)
[# Resource Adapters
[® Asynchronous beans
[#] Cache instances pe & i &
[ Mail
[# URL
[ Resource Environment
[# Security
[# Environment
[+ System administration

[# Users and Groups
[ Monitering and Tuning

[ Troubleshoating <

3. Select ‘Node’ from the dropdown list.
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4. Click New, The following screen is displayed:

WebSphere Integrated Solu...

\ " | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | | Q, Search

WebSphere.

Cell=ofss220137 Node01Cell, Profile=2ppSrv0L

| View: All tasks

¥ welcome
Field help
For field help information,

- select a field label or list
Step 1: Create new Create new JDBC provider marker when the help
JDBC provider

cursor is displayed.

[+ Guided Activities

[# Servers
[# Applications

: Set the basic configuration values of a JDBC provider, which encapsulates the
[ Services

Step 2: Enter
database class path
information

specific vendor JDBC driver implementation classes that are required to access
the database. The wizard fills in the name and the description fields, but you
can type different values.

[ Resources

B schedulers

® Object pool managers Ste Scope
[ IMS, ‘cel\s:ofssZZUlS?NodeUICEII:nodes:DfssEZULS?NDdeUl:sENers:sErverl
= JDBC

¥ IDBC providers # Database type

¥ Dpata sources

Oracle

¥ Data sources (WebSphere Applica

Serveri/4) # Provider type

| Oracle JDBC Driver

[+ Resource Adapters

[#] Asynchronous beans # Implementation type

[ connection pool data source [+

[ Cache instances
[ Mail
[ URL

[ Resource Environment

# Name
[oracle 1DBC Driver

Description
Oracle JDBC Driver

[# Security

[ Environment

# System administration

[ Users and Groups

[# Monitoring and Tuning

[+ Troubleshosting -

5. Specify the following details:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | Connection pool data source

Name FCUBS

Description FCUBS JDBC Driver

6. Click ‘Next'.
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WebSphere.

Cell=of:

| View: All tasks

B welcome
[+ Guided Activities
[+ Servers
[+ Applications
[+ Services
=] Resources
¥ schedulers
¥ Object pocl managers
[ IMs
= JoBC
= IDBC providers

¥ Data sources

¥ Data sources (WehSphere A
Server V4]

[#| Resource Adapters
[+ Asynchronous beans
[#] Cache instances

& Mail

[ URL

[+ Resource Environment
[+ Security
[+ Environment

(4] System administration

] Users and Groups
[+] Manitoring and Tuning

[+ Troubleshooting

IE—T— »

JDBC Provider

Step 2: Enter
database class path
information

Step

220137 ModeO1Cell, Profile=AppSrO1

Previous m Cancel

Help | Logout

Close page

Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to defi
your JDBC provider. This wizard page displays a default list of jars and allows you to set the
environment variables that define the directory locations of the files. Use complete directory paths
when you type the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
/home/dbzinst1/sqllib/java on Linux(TM).

Entries are separated by using the ENTER key and must not contain path separator characters (such

:'or "t'). If a value is specified for you, you may click Next to accept the value.

Class path:

${ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar

Directory location for "ojdbes.jar” which is saved as WebSphere variable
${ORACLE_JDBC_DRIVER_PATH}

|D :Softwa res\}l\ppl ication Server\IBM\Webpshere\AppServer\OptionalLibraries\oracle’\JDBCY,

7.

The following screen is displayed.

LIS 3

Provide the location of ojbc6.jar. Click ‘Next’.
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WebSphere Integrated Solu..

(- - https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ‘ | Q, Search ‘ ﬁ ‘ E -‘ ﬂ 4 @v

WebSphere.

——————— .| Cell=0fss220137Node01Cell, Profile=AppSrv01 Close page
| View: All tasks =

" welcome
[# Guided Activities Creaste a new JDBC Provider
# Servers
= Applications

[# Services

val
© Resources Flues

' Schedulers
¥ object pool managers =» Step 3: Summary JDBC provider name Oracle JDEC Driver
[ IMs.
= IDEC

¥ IDBC providers

Scope cells:ofss220137Node0iCellinodes: of: 20137Node01:ser verl

Description ‘Oracle JDBC Drivar

Class path 5{ORACLE_IDBC_DRIVER_PATH}/ojdbcE.jar

U Eoe sorsems ${ORACLE JDBC_DRIVER_PATH} | C:\Oracle\app\sarrathi\product}12.1.0\dbhome_1\jdbc\lib\oidbcs.jar
¥ Data sources (WebSphere Applic

Server V4)

Implementation class name oracle jdbec.pool.OracleConnectionPoolDataSource

[+ Resource Adapters =
Previous
[# Asynchronous beans

[+] Cache instances

= Mail

[ URL

[# Resource Environment
[ Security
[# Environment

[# System administration

[ Users and Groups
[# Monitoring and Tuning

[# Troubleshooting o

8. Click ‘Finish’.
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The following screen is displayed.

WebSphere Integrated Solu... x

(' & https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do v ‘ | Q Search ‘ ﬁ B ¥+ # R | @' # |- . | =

WebSphere.

| Logout

.| Cell=ofs3220137 Node0iCell, Profile=AppSrv01 Close page  »
| View: All tasks =
1DBC providers ? - WHelp
B welcome
= Field help
Gl Activi
et bR = Messages For field help information,
lect a field Isbel or list
& Servers % Changes have been made to your lacal configuration. You can: =selact 2 field |abel or lis
marker when the help
[+ Applications B save directly to the master configuration. cursor is displayed.
[# Services B Rovisw changes bafors saving or discarding. Page help
[ Resaurces More informatien sbout
B Cchedulers &y The server may need to be restarted for these changes to take effect. this page
¥ Object pool managers Command Assistance =
ERLES IDBC providers View administrative
= JoEC scripting command for last
O Eremet A Use this page to =dit properties of a JDBC provider. The JDBC provider object sncapsulates the specific =ction
5 - IDEC driver implementation class for access to the specific vendor database of your environment. Learn
- DAt Bl EES _ more about this task in a guided activity. A guided activity provides a list of task steps and more genaral
Data sources (WehSphere Applig information about the topic.
Server W4}
7 e A s = Scope: Cell=ofss220137Noded1Cell, Node=ofss220137Node01, Sarvar=serverl
Asynch b
Pl rEenes L Scope specifies the level at which the resource definition is visible. For
[ Cache instances detailed information on what scope is and how it works, see the scope
[ Mail settings help.
[# URL
| Node=ofss220137Noda01, Servar=sarvarl
[# Resource Environmant
[ Security @ Prafarances
[# Environment
[+ System administration
[# Users and Groups
Selel:t| Name | Scope I | Description
[ Monitaring and Tuning me v pe v = &
You can administer the following rescurces:
[# Troubleshooting - ; ; : -

9. Click ‘Save'.

3.3.3 Creating Non XA Data Source

Follow the steps given below:

10. Login to the application server administration console.

11. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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\ (- J @ https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do e ‘ | Q Search

WebSphere.

Cell=0fs5220137 Node01Cell, Profile=AppSni01 Close page
| View: All tasks

Data sources

B welcome

Field help
[# Guided Activities Data sources .
For field help information,

Use this page to =dit the settings of a datasource that is associsted with your selected IDBC provider. The eloct = Fiald label or list

[# Servers
datasource object supplies your application with connections for accessing the database. Learn more about

® Applications this task in 2 guided activity. A guided activity provides a list of task steps and more general information
about the topic.

marker when the help
cursor is displayed.

[# Services

= Scope: Cell=ofss220137Nodeo1Cell Page help
(= Resources Mors information about
¥ schedulers Scope specifies the level at which the resource definition is visible. For this psae
O e el ErEr s :::::e: '\-‘r;flurmatiun on wihat scope is and how it works, ses the scope Command Assistance
settings helo.
@ Ims View administrative
= JDBC scripting command for last

[ celi=ofes220137n08=01cel

¥ IDBC providers

¥ Data sources
¥ Data sources (WebSphere Applic
Server V4] | mew.. || Delete | Tastconnection | Managa stats... |
[+ Resource Adapters

[# Prefarences

[# Asynchronous beans

[+] Cache instances

Seled:| Name ‘JNDI name § ‘Scnpe ] |Pﬂ:w|'det ] Description Category O
& Mail

None
[ URL

Total 0

[# Resource Environment

¥ Security
[# Environment

[# System administration

[ Users and Groups
[# Monitoring and Tuning

[# Troubleshooting o

12. Select ‘Node’ from the drop-down list.
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WebSphere Integrated Solu..,

\ (' | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do v ‘ | Q, Search ‘ * | E 3+ & 4 @v w |- . | =

WebSphere. Logout

Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page
View: All tasks

B welcome

Field help
= S RS Create a data source For field help information,
& Servers select a field label or list

Step 1: Enter basic
[® Applications data source
information Set the basic configuration values of a datasource for assaociation with your

marker when the help
cursor is displayed.

| EEEE JDBC provider. A datasource supplies the physical connections between the
= s Etan_;- Select JDBC application server and the database.
=r
¥ schedulers Requirement: Use the Datasources (WebSphere(R) Application Server v4)
¥ Object pool managers console pages if your applications are based on the Enterprise JavaBeans(TM]
[ IMS. (EJB) 1.0 spacification or the Java(TM) Servlet 2.2 spacification.
= JDBC Scope
¥ 1DBC provid =
- [Lei=s = [callisiofssz20137N0d=01Call

Data sources

¥ Data sources (WebSphere Applid

Server \4)

# Data source name
[Feues ps |

[+l Resource Adapters
# INDI name

[idbe/fjd v

[# Asynchronous beans
[# Cache instances

& Mail

[ URL

[#] Resource Envirenment

[ Security
[ Environment

[+ System administration

[# Users and Groups
[ Manitoring and Tuning

[# Troubleshooting -

13. Specify the data source name as ‘FCUBS Data source’.
14. Specify the JNDI name as ‘jdbc/fcjdevDS’.
15. Click ‘Next’.
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WebSphere Integrated Solu..,

| (' | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do

TcHo\Searrh

WebSphere.

| View: All tasks

B welcome

[ Guided Activities
[# Servers

[ Applications

[# Services

= Resources

¥ Schedulers
B Object pocl managers
[H IMS.
= JDBC
¥ IDBC providers
¥ Data sources

¥ Data sources (WebSphere Applid
Server V4)

[+l Resource Adapters
[+ Asynchronous bezns
[# Cache instances
& Mail
[ URL
[#] Resource Environment
[ Security
[ Environment
[+ System administration
[+ Users and Groups

[# Manitaring and Tuning

[# Troubleshooting

Cell=ofss220137 Node01Cell, Profile=AppSrv01

Previous

Next

Specify a 1DBC provider to support the datasource. If you choose to creste
a new JDBC provider, it vill be created at the same scope as the
datasource. If you are selecting an existing JDBC provider, only those
providers at the currant scopa ara available from the list.

) Crests new JDBC provider

@ selact an existing JDBC provider

Oracle JDBC Driver A

Select...

Derby JDEC Provider
Oracle JDBC Driver (XA)
Ora DEC D

Cancel

Clos= pags

Field help

For fiald halp information,
select a field label or list
marker when the help

cursor is displayed.

16. Select the option ‘Select an existing JDBC provider’. From the drop-down list, choose ‘Oracle
JDBC Driver’ and click next.
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WebSphere Integrated Solu.. *

L (- | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do e ‘ | Q, Search

WebSphere.

Cell=ofss220137 Node01Cell, Profile=AppSrv01

Create a data source -

B welcome

: Field help
i Guided Activities Create 2 data sourea For field help information,
¥ semvers S L -, ..o04 | Enter database specific properties for the data source select 5 field label or list

[ Applications dats source
information

marker when the help
cursor is displayed.

—
[ Services Set thase database-spacific propertias, which are raquirad by the database

AR CE LI .o 1DEC driver to support the connections that are managed through

[l Resources

provider
the datasource.
' Schedulers
¥ object pool managers Step 2: Enter
FH IMs. database specific Hame Value

properties for the = UL

dbe:oracletoci:@10.10.10.10:1010:KER
= 08C dato source e
¥ 1DBC providers = # Data store helper class name
¥ Data sources Step 4: Setup | Oraclellg data store helpar |Z|
B Data sources (WebSphere Applic sacurity aliases
Server va) Use this dats source in container managed persistence (CMP)

Step 5: Summary
[ Resource Adaptzrs i ki

[# Asynchronous beans
Previous | Next ‘ Cancel ‘

[ Cache instances
= Mail
[# URL

[# Resource Environment

[# Security

[+ Environment

[+ System administration
[ Users and Groups
& Manitoring and Tuning

# Troubleshooting -
LI T— d

17. Specify the URL of the Database
Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle:thin:@10.10.10.10:1010:KERDEV2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 the port number and KERDEV2
the instance name.

18. Select the data store helper class as ‘Oracle11g data store helper’.
19. Click ‘Next’. The following screen is displayed.

Select user alias from Component-managed authentication alias and Container-managed
authentication alias dropdown.
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WebSphere.

| View: Al tasks - ‘ Cell=ofss22007 5Node03Cell, Profile=FCIS121_ITRZ Close page

Create a data source Help =

= Welcome
Field help

For field help information,
select = field label or list
[# Servers ep 1: Enter basic Setup security aliases marker when the help
cursor is displayed.

[* Guided Activities Crests a data source.

I+ Applications
[ Services Selact the authentication values for this reseurce.

Compenent-managed authentication aliss
ofss220075Node03/R25MS ¥

[z Resources

= Schedulers ek .
database spacific

= Object pool managers proporties for the Mapping-configuration alias

& Ims data source (none) hd

= 1pBC Step 4: Setup Container-managed authentication alias
= JDBC providers security aliases ofss220075Node03/REEMS -

= Data sources
= Data sources [WebSphers Application Server Step 5: Summary
w4) Note: You can creste a new J2C authentication alias by sccessing one of the following
links. Clicking on a link vill cancel the wizard and your current wizard selactions will be
[ Resource Adapters lost.
[# Asynchronous beans
Global J2C suthentication slias

[# Cache instances Security domains

[ Mail

e

[ Resource Environment

¥ Security

[# Environmant

[# System administration
[+ Users and Groups

[+ Monitering and Tuning
i Troubleshooting

I# Service integration

[+ ubpI

20. Click ‘Next’.

The following screen is displayed.

WebSphere Integrated Solu... *

| € | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do v | | Q, Search

WebSphere.

| View: All tasks - Step 1: Enter basic Summary
data source
information

B welcome Summary of actions:

Field help

For field help inform

[+ Guided Activities Step 2: Select JDBC Options values

rovidar |
[+ Servers = Scope cellstofss220137Node01Cellinodes ofss220137Nade01 1servars iserverl select a field label o
marker when the hel
[# Applications Step 3: Enter Data sourca cursor is displayed
played.
database spacific name ECRBSIES)
properties for the
PO p— NDI nsme | jdbo/feidevs

[# Sarvices

[= Resourcas

Select an
existing JDBEC Oracle JDBC Driver
provider

B schedulers Step 4: Setup
¥ Object pool managers security aliases
& IMs
= JDEC
¥ IDBC providers
¥ Data sources

Step 5: Summary Implementation

la.jdbe.| |.OracleConnactionPoolDataSol
R p— aracle jdbe.pocl.OracleConnactionPocl Data Source

URL jdbc:oracle:oci:@10.10.10.10:1010: KERDEVZ2

B Data sources (WebSphere Applicatior]
Server W4}

Data store
helper class com.ibm.websphera.rsadapter.Oracle11gDataStoreHelper

[# Resource Adapters name

[ Asynchronous beans Use this data

[# Cache instances source in

. tainer

Mail conl

=] e — true
B URL persistence

& Resource Environment (cMP)

Component-
managed
authentication

[# Security

ofss220137Node01/FCUBS121_DEV
[ Environment

. - alias
[+ System administration

Mapping-
configuration (none)
alias

[¥ Users and Groups

[® Monitering and Tuning

Container-
manzged
authentication

[# Troubleshooting

[+ Service integratien (none)

alias

[® UDDI

previous | Finish | cCancal |

L T —
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21. Click ‘Finish’.

The following screen is displayed.

WebSphere Integrated Solu., *

L " | @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v e | | Q search

WebSphere.

4| Cell=ofs5220137 Node01Cell, Profile=AppSrvO1 Close page  »
| View: All tasks
B welcome
Field he|
|+ Guided Activities ERT a= For field
lact
[ Servers & Changes have been made to your local configuration. You can: =e pi 2
marker
¥ Applications B Saue directly to the master configuration. cursor i
(¥ Services B Review changes before saving or discarding. Page he
[= Resources
B Schedulers & The server may need to be restarted for these changes to take effect,
B Object pocl managers
& IMs
Data sources
g 1DBC
B 108C providers 2 Use this page to edit the settings of a datasource that is associated with your selected JDEC provider. The datasource object ction
- supplies your application vith connections for accessing the database. Learn more about this task in 2 guided activity. A guided
Data sources P .
activity provides a list of task steps and more general information about the topic.
B Data sources (WebSphere Applica
Server \4) £l Scope: Cell=ofss220137NodeiCell, Node=ofss220127Node01, Server=serveri
[ Resource Adapters
I— " Scope specifies the level at which the resource definition is visible. For detailed information
synchronous beans
¥ on what scope is and how it works, see the scope settings help.
[# Cache instances
[ Mail | Node=ofss220137Nodel1, Server=serveri El
[ URL
[ Resource Environment & Prefarances
& Security | Mew... | Delate || Tast connection || Managa stats... |
[# Environment
[+ System administration
s.alact|uame & |JND[ name |&npe B | Brovider 3 ‘Dlﬁl:riptl'nn & |c_aua;my 2
[# Users and Groups
You can administer the following resources:
[# Menitering 2nd Tuning 5 5
ECUBS DS jdbe/fojdevDs1 Node=ofss220137Nodel1,Server=sarverl | Oracle New 1DBC
[# Troubleshooting = JDBC Datasource -
1y

22. Click ‘Save’.
23. Following steps need to be followed only for Non-XA datasources

24. Click on the newly created Non-XA datasource, in our example “FCUBS DS”. The following
screen is displayed
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WebSphere.

& | Cell=ofss220239Node0 1Cell, Profile=FPCFL

Close page
‘ View: All tasks |
ostasources 1 r
B welcome
[# Guided Activities Data sources > Default Datasource
) Servers Use this page to edit the settings of a datssource that is associated with your selected JDBC provider. The datasource object supplies your|

application with connections for accessing the database.
[ Applications

Configuration
[ Services

[l Resources

B Object pool managers

ngEC General Properties Additions| Properties
® JDBC providers * Scope " Connection pool
" Data sources [cells:ofss220239Nad=01Cellinades:ofss220235Node01 iservers sarvart oroperties L
" Data sources (WebSphere Application |5 = rr———
Server V4) # Provider
[# Resource Adapters |JDEIC Provider

[# Asynchronous beans
# Name

; ]
[ Cache instances Custom
[ Mail |FCUBB 2 | oroperties
& UAL INDI name
& Resource Environment I—‘db“'mde"Ds |
Related Items
& Security Use this data source in container managed persistence (CMP)

© 1ass - 1z
[#] Environment Description

authentication
& System sdministration Datasource for the WebSphere Default Application data
[ Users and Groups
[ Manitaring znd Tuning
[ Troubleshooting -
[#] Service integration i Category i
« »

25. Make sure that the checkbox “Use this data source in container managed persistence (CMP)”

is unchecked. Then click on the link “Webpshere Application Server data source properties”
on the right side.
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WebSphere Integrated Solu... %

1 (' @ https://10184.133.191:9043/ibm/ consele/login.doaction=secure

v @ || Q Search

] soit

View: All tasks -

Fl

26. Select the checkbox “Non-transactional data source”.

Welcome
Guided Activities
Servers
Applications
Services
[ Resources

Schedulers
Object poel managers
IMs.
= JDBC
JDBC providers
Data sources

Data sources (WebSphere Application
Server V4]

Resource Adapters
Asynchronous beans
Cache instances
Mail
URL
Resource Environment
Security
Environment
System administration
Users and Groups
Manitaring and Tuning
Troubleshooting

Service integration

L

a| Cell=ofss2202339

m

ModeD1Cell, Profile=FPCFL

Data sources > Default D e >

Application Server data source properties

Use this page to set WebSphere(R) Applicstion Server connection management-spacific properties that affect a
connection poal.

Configuration

General Properties

Statement cache size

[10

Enable multithreaded access detaction

Enable database rezuthentication

statements

Enable JMS one-phase optimization support

Log missing transaction context

_
Mon-transactional data sourcel

Error detection medel

@ Use WebSphere Application Server exception checking model

@ Use webSphere Application Server exception mapping modal

Connection validation properties

Validate new connections
100

2

| Logout

Close page

Field help

For field help infor|
salact = fiald label
marker when the h

cursor is displayed

Page help
Mora information g
this page

-

atmsoureee T

m

27. Click Apply button and Click Save link.

@ Note the following

e You need to create another data source for Oracle FCUBS with the JNDI name ‘<Non-XA
FCUBS HOST JNDI name>_ASYNC’. For example, if the Oracle FCUBS HOST Non XA
data source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source
for FCUBS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e  While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a

n

corresponding ASYNC data source with the JNDI name ‘<Non-XA FCUBS BRANCH

JNDI name>_ASYNC'.

3.3.4 Testing Data Source

Follow the steps given below:
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1. Select the data source as shown in the figure.
e ————ee———— e

v ‘ | Q Search
WebSphere.
& | Cell=ofss220239Node01Cell, Profile=FPCFL Close page &
‘ View: All tasks v
Cer—
B welcome
Field help

. P Data sources
[+ Guided Activities For fizld help inf|

@ Servers Use this page to =dit the settings of a datasource that is associated vith your selected JDBC provider, The select a field labe
datasource ebject supplies your spplication with connactions for accessing the database. Learn more about this marker whan the
[+ Applications task in a guided activity. A guided activity provides a list of task steps and more general information about the cursor is displaye
; topic.
[#l Services Page hel,
= Scope: Cell=ofss220239Node01Cell, Node=ofss2202309Node01 age help
[l Resources More information|
B schedulers Scope specifies the level at which the rescurce dafinition is visible. For this page 5
O & o ad mErarrs detailed information an what scope is and how it varks, see the scope Command Assist
& IMs. settings help.

View administrati|
JDEC scripting commar|
=] | Node=ofss220233Node0l |Z| scrioting comman
 IDBC providers action
¥ pata sources

[# Preferences

B Data sources [WebSphers Application |5
Server V4] | hew... || Delete || Test connection | Mansge state... |

[+ Resource Adapters

[ Asynchronous beans

[# Cache instances

| 5elect| Name 2 ‘JNDI name |5mpe B |P|'uvidet & | Description £ | Category O
& Mail
- You can administer the folloving resources:
L BranchDS jdbc/fgjdevDSBranch | Node=ofss220239Node01 | Oracle New JDBC
JDBC Datasource
i Security Driver (XA}
[ Environment
[# System administration DSXA jdbc/fgdevDs_XA Node=ofss220239Nodedl | Oracle New JDBC
) Users and Groups JDEC Datasource
Driver (XA)

[ Menitoring and Tuning

[#] Troubleshooting
FPPATCHSTAGE | jdbc/FPPATCHSTAGE | Node=ofss220239Node01 | NONXA DS | Mew JDBC

- Datasource -

[#l Service integration

4 LU (3 4 LU (3

2. Click ‘Test connection’ button.
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| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere. Help Logout
a| Cell=of=5220239Node01Cell, Profile=FPCFL Close page &
‘ View: All tasks [ -
B welcome
i . Field help
P S AE © Messages For fisld help Infq
(2| ST [i} The test connection operation for data source BranchDS on server serverl at f:‘:it;v::: I::
@ Applications node ofss220233Node01 was successful. coron i dizpld
—
P Page help
e Data sources More information
B Schedulers Us= this pags to =dit the settings of a datasource that is sssocisted with your select=d JDBC provider. The this psge

datasource object supplies your application with connections for accessing the database. Learn more about this

B Object pool managers
task in 2 guided activity, A guided activity provides a list of task steps and more general information about the

Command Assist|

S topic. View administrati|
= JDBC scripting commar,
=l Scope: Cell=of: de01Cell, Node=ofss! ded1 —ction

B IDBC providers

B pat
Bl SIREES Scope specifies the level at which the resource definition iz visible. For

detailed information on what scope is and how it works, see the scope
settings help.

¥ Data sources [WebSphere Application
Server Vi)

[+ Resource Adapters

@ Asynchronous beans [ Hode=ofs=220238N0d=01 -]

@ Cache instances

& Mail  Preferances

[ URL | New... || Delete || Testconnection | Manage state... |

[ Resource Environment

[# Security

& Environment 5e|e-_-t| Name & ‘JNDI name & |5mpe ] |Pﬂ:widet & | Description & | Category &

e You can administer the folloving resources:

) Users and Groups BranchDS jdbe/fgjdevDSBranch | Node=ofss220239Node01 | Oracle New JDEC
JDBC Datasource
[# Monitoring and Tuning Driver (XA)
[#l Troubleshoating n
¥ Service integration - DSXA jdbc/fdevDS_XA Node=cofss220239Node0l | Orade New JDBC -
4 LU (3 4 LU (3
e ——
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3.3.5 JDBC Provider for XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘JDBC Providers’.

The following screen is displayed.

WebSphere Integrated Solu... *

(-. 8 hitps://ofss220137.in.oracle.com:8043/ibm/ console/secure/securelagon.do . C'||O.Sear':ﬁ.' ‘ ﬁ B ¥+ @ g @' L .‘ =

WebSphere. Help | Logout

Cell=ofs5220137 Node01Call, Profila=AppSrvi 1 Close page

| View: All tasks

1DEC providers

Welcome d hel
N Field help
[ Guided Activities IPBEproviders For field help information
& Servers Use this page to edit properties of  JDBC provider, The JDBC provider object encapsulates the specific JDBC celact a field label or list
driver implementation class for access to the specific vendor database of your environment. Learn more about marker when the help
[ Applications this task in s guided activity. A guided activity provides = list of task steps and more general information about cursor i= displayed.
e the topic.
B Scope: Cell=ofss220137NodeoicCell Page help
[= Resourcas More information about
Schedulers Scope specifies the level at which the resource definition is visible. Far this page
i detailed inf ti what is and how it works, th o Assist
Object pool managers etailed information on what scope is and how it works, see the scope Command nce
& IMs settings help. ) i )
View administrative
= JDBC

scripting command for last
|Cel|=qusZZUlE7NudeUlCeH El scripting command for last

JDBC providers

Data sources

[# Preferences

Dats sources (WebSphere Applica
Server 4}

[# Resource Adapters

@ Asynchronous beans

4 Cache instances
& Mail
& URL

[ Resocurce Envircnment

Scope & Description {

[# S=curity

[ Environment

[+ System administration
[# Users and Groups
[# Manitaring and Tuning

[# Troubleshooting -
L v

3. Select ‘Node’ from the drop-down list and click ‘New’ button.
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| €= | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v & || Q search

WebSphere.

a| Cell=ofs5220137 Node01Cell, Profile=AppSrv01
| View: All tasks i

Close page

Field help

For field halp infarmation,
select a field label or list
marker when the help
cursar is displayed.

-

B welcome

[+ Guided Activities Create a new JDBC Provider

[ Servers o T id

& Applications IDBC provider

Set the basic configuration values of a JDBC provider, which encapsulates the
specific vendor JDBC driver implementation classes that are required to access
the database. The wizard fills in the name and the description fields, but you

[ Services Step 2: Enter

[l Resources database class path

information can type different values.
B schedulers
B Object paol managers Step 3: Summary Scope
[ IMs ‘ce”s:DszZZU 137Node01Cell:nodes:ofss220137Node0l:serversiserverl

= JDBC

# Datab:
= IDBC providers atabase type

¥ Dats sources

¥ Data sources (WebSphere Applica
Server v4) + Provider type

| Oracle JDBC Driver E

[+ Resource Adapters

[# Asynchronous beans # Implementation type

[# Cache instances
& Mail
& URL

[ Resource Environment

XA data source

# Name
[oracle 10BC Driver (xA)

Description

¥ Security
GCracle JDEC Driver (xA)

[ Environment

[+ System administration

[¥ Users and Groups

[® Monitering and Tuning

[+ Troublesheoting £
. '

~N

. Specify the following detalils:

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type | XA data source

Name FCUBS Oracle JDBC Driver (XA)

Description FCUBS Oracle JDBC Driver (XA)
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WebSphere. Help | Logout

‘ View: All tasks
B welcoms
[# Guided Activities
[+ Servers select 3
marker v
[ Applications cursor is
Set the class path for the JDBC driver class files, which WebSphere(R) Application Server uses to define
i Services Step 2: Enter vour JDEC provider. This wizard page displays a default list of jars and allovs you to set the
= e rinrin i | environment varisbles that define the directory locations of the files. Use complete directory paths
o information vihen you typs the JDBC driver file locations. For example: C:\SQLLIB\java on Windows(R) or
Scheculers /home/db2inst1/sqllib/java on Linux(TM).
¥ Object pool managers
M IMs Entries are separated by using the ENTER key and must not contain path separator characters [such as
= 0EC ;' or 't'). If a value is specified for you, you may click Next to accept the value.
¥ JDBC providers H
¥ Data sources Class paf
B Dats sources (WebSphere Applica
Server v4) £[{ORACLE_JDBC_DRIVER_PATH}/ojdbc6.jar
[ Resource Adapters
[# Asynchronous beans
4/ Cache instances
@ Mail
[# URL
[ Resource Environment
Directory location for "ojdbes.jar" which is saved as WebSphere variable
[+ Security £{ORACLE JDBC DRIVER PATH}
[m Files\IBM\WebSphere\AppServerioptionalLibraries\Oracle idbd
[# Environment
[# System administration
[# Users and Groups
_Pravious | Mext || cancal
[#l Troubleshaoting =
« K i 3

5. Specify the location of ojbc6.jar and click next.

The following screen is displayed.

WebSphere Integrated Solu., *

| " | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do ‘ * | E ¥+ 4 @v

WebSphere.

Logout

Cell=ofss220137 Node01Cell, Profile=AppSrvD1

| View: All tasks

B welcome
[# Guided Activities Creats a new JDEC Provider
[¥ Servers

¥ Applications

B Summary of actions:
[¥ Services tap

= database class path [Jisl0S Values

information
= Scope cells:ofss220137Node0iCell:nodes:ofss220137Nodell iservers:serverl

¥ schedulers
¥ Object pool managers =¥ Step 3: Summary IDBC provider name Oracle IDBC Driver (XA)
& IMs
= JDEC
¥ IDBC providers
¥ pata sources

Description Gracle JDBC Driver (XA)

Class path ${ORACLE_IDBC_DRIVER_PATH}/ojdbc6.jar
${ORACLE_IDBC_DRIVER_PATH} | Ci\Oracle\app\sarrathi\producti12.1.0\dbhome_1jdbe\lib\ojdbes.jar

B Data sources (WebSphere Applical

Implementation class name oracle.jdbe.xa.client.OracleXADataSource
Server 4}

[# Resource Adapters
[ Asynchronous beans

[# Cache instances

[ Mail

F URL

[ Resource Environment
[ Security

(¥ Environment

[+ System administration
[+ Users and Groups

[¥ Manitoring and Tuning

[+ Troubleshooting e

6. Click ‘Finish’.
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| € ) @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do - & || Q search

WebSphere.

a| Cell=ofs5220137 Node01Cell, Profile=AppSrv01 Close page  »
| View: All tasks i

B welcome

o Field help

[ T =) SIS 5 Messages For field help information,
select a field label or list
rmarker when the help

i Servers & Changes have been made to your local configuration. You can:
[+ Applications B 5zve directly to the master configuration. cursor is displayed.

[+ Services B Review changes before saving or discarding.

Page help
|=| Resources More information about

B Schedulers The server may need to be rastarted for these changes to take effact. this page

B Object pocl managers

Command Assistance

e JDEC providers View administrative r
= JDBC scripting command for last

Use this page to edit properties of a JDEC provider. The JDBC provider object encapsulates the specific JDBC
driver implementation class for access to the specific vendor database of your environment. Learn more about
this task in 2 guided activity. A guided activity provides = list of task steps and more general information
about the topic.

® JDBC providers

¥ Dats sources

m

action

¥ Data sources (WebSphere Applica
Server \4)

[# Resource Adapters = Scope: Cell=ofss220137Node0iCell, Node=ofss220137Node01, Server=serverl

Asynch b
(DSOS LTS Scope specifies the lavel at which the resource definition is visible. For
detailed information on what scope is and how it works, s=e the scops
& Mail settings help.

& URL

[ Resource Environment

[# Cache instances

| Node=ofss220137Nedell, Server=serverl E

[# Security B Preferences

[ Environment

[+ System administration

[¥ Users and Groups

5elect|ua s |5cD 2 |chr ion
[ Monitering and Tuning me Ll iption

e il You can administer the following resources:
roubleshooting

| Derby JDBC Provider | Node=ofss220137Node01, Server=serverl | Derby embedded non-XA

7. Click ‘Save’.

3.3.6 Creating XA Data Source

Follow the steps given below:

1. Login to the application server administration console.

2. Expand ‘Resources > JDBC’ and click ‘Data sources’.
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L ‘- J @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do v | | Q Search

WebSphere.

Closs page

Cell=ofss220137 NodeO1Cell, Profile=AppSrvd1

Data sources

" welcome 1d hel,
Fiel elp
- = Data sources

[l Guided Activities For field help information,

e Use this page to edit the settings of a datasource that is associated with your selected JDBC provider. The select a field label or list
datasource object supplies your application with connections for accessing the database. Learn more about this marker whan the halp

# Applications task in 2 guided activity. A guided activity provides a list of task steps and mere general infermation about the cursor is displayed.
topic.

—
[+ Services Page help

=] Scope: Cell=ofss220137NodediCell
|- Resources More information about

B Schedulers Scope specifies the level at which the resource definition is visible. For this page
¥ Object pool managers detailed information on what scope is and how it works, se= the scope Command Assistance

settings help.

& Ims View administrative
SIES | Cell=ofss220137Node01Cell EI =L command for last
' IDEC providers = action
= e gaess B Preferences
¥ Data sources (WebSphere Applica
Sarver Va) | Mew... || Delete || Test connection || Manage state...
[# Resource Adapters
[# Asynchrenous beans
& Cache instances Seled:|l\lame 2 |JND1 e |Scnpe o |Pﬂ:wider o Description J | Category 3
o
& Resource Environment Total 0

[# Security
[# Environment

[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[ Troubleshooting -
C—m— ,

3. Select ‘Node’ from the dropdown list and click ‘New’ button.
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The following screen is displayed.

WebSphere Integrated Solu., *

| (' & https://ofss220137.in.oracle.com:3043/ibm/console/secure/securelogon.do v | | Q, Search

WebSphere.

Cell=ofs3220137 Node01Call, Profile=AppSrvil 1 Close page

| View: All tasks

¥ welcome
Field help

For field help information.

select a field label or list

— - marker when the halp

e Seis e cursor is displayed.

information Set the basic configuration values of 2 datasource for association with your

[+ Guided Activities Create a data source

Sa
(B =z —> Step 1: Enter basic

[# Services IDEC provider. A datasource supplies the physical connections between the
o Resoarces application server and the database.
¥ Schedulers Requirement: Use the Datasources (WebSphere(R) Application Server v4)
¥ Object pool managers console pages if your applications are based on the Enterprise JavaBeans(TM)
 IMs (EIB) 1.0 spacification or the Java(TM) Servlet 2.2 spacification.
[ 1DBC

Scope

¥ 1DBC providers
¥ Data sources

[calls otss220137N0d=01Callinodes tofss220137Noda0 1 sarvers sarvart |

¥ Dats sources (WebSphere Application security aliases

Server W4}

# Data source name
[Fcuss ps |

Step 5: Summary

[# Resource Adapters
# INDI name

[idbesfeischedularps

[ Asynchrenous beans
[# Cache instances

& Mail

[ URL

[ Resource Environment

_text | Cancal |

[ Security

[¥] Environment

[+ System administration
[+ Users and Groups
[+ Manitoring and Tuning

H T a2
4 n 13 1 m 3

4. Specify the following detalils:

Data source name FCUBS Scheduler Data source

JNDI Name jdbc/fcjSchedulerDS

3-26 ORACLE



WebSphere Integrated Solu... *

L ‘- | @ https://ofss220137.in.oracle.com:8043/ibm/console/secure/securelogon.do v | | Q Search |

WebSphere. o Logout

Cell=ofs=220137 Node01Call, Profile=AppSrvi 1 Close page

| View: All tasks

B welcome
Field help

For field help information,
select = field label or list
marker when the help
cursor is displayed.

[# Guided Activities Create a data source
[ Servers Step 1: Enter basic
e data source

information Specify a JDBC provider to support the datasource. If you choose to ceate

[ Services a new JDBC provider, it vill be created at the same scope as the
= Resources S LS BRI datasource. If you are selecting an existing JDBC provider, only those
roviders at the current scope are availabla from the list.
provider providars at th t scope ilzble from the list
B Schedulers
¥ Object poel managers
[ IMS. @) Craate new IDBC provider
= IDBC

@  Select an existing JDBC provider

Oracdle JDBC Driver (XA) ﬂ

' IDEC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server V)

[# Resource Adapters
[# Asynchronous beans

Previous Cancel

[#] Cache instances
& Mail
& URL

[ Resocurce Envircnment

[# Security
[# Environment

[+ System administration

[ Users and Groups
[ Monitaring and Tuning

[# Troubleshooting -
4 1 (3

5. Select the option ‘Select an existing JDBC provider’ and choose ‘FCUBS Oracle JDBC
Deriver (XA)’ from the drop-down list and click next.
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WebSphere Integrated Solu.. *

A (- | @ https://ofss220137.in.oracle.com:9043/ibm/ console/secure/securelogon.do e ‘ | Q, Search

WebSphere.

Cell=ofss220137 Node01Cell, Profile=AppSrv01

Create a data source -

| View: All tasks

B welcome
Field help

For fiald help information,

[+ Guided Activities Create a data source

[ Servers

S L -, ..o04 | Enter database specific properties for the data source :E;cht:v&i': Iti:e"_‘;:'s':
@ Applications data source cursor is displayed.
information
[# Services

Set these database-specific properties, which are required by the database
vendor JDBC driver to support the connections that are managed through

Stey Select JDBC

[l Resources

provider
the datasource.

' Schedulers
¥ object pool managers Step 2: Enter
& Ims database specific Hame Value
= JDBC g::es':f;:m f= # URL |bdb(:Drac\e:nc\:@10.10.10.10:1010:KER

¥ 1DBC providers = # Data store helper class name

¥ Data sources Step 4: Setup | Oracle1llg data store helper |Z|

" Data sources (WebSphere Applid sacurity aliases

Server \4) Use this dats source in container managed persistence (CMP)

Step 5: Summary

[+l Resource Adapters

[# Asynchrenous bezns
) Previous | et \ Cancel \

& Cache instances

= Mail

[# URL

[# Resource Environment

[+ Security
[+ Environment

[+ System administration

[ Users and Groups
[# Monitaring and Tuning

# Troubleshooting -
LI T— d

6. Specify the URL of the Database

Uncheck “Use this data source in container managed persistence (CMP)”

Example
jdbc:oracle: thin:@10.10.10.10:1010:KERDEV?2

Here, 10.10.10.10 is the hostname where the database is installed, 1010 is the port number, KERDEV2 is
the instance name.

7. Select the ‘Data store helper class’ as ‘Oracle11g data store helper’.

8. Click ‘Next'.

The following screen is displayed.
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Select user alias from Authentication alias for XA Recovery, Component-managed authentication

L~ ~ ~ A A A A~ AvithAantinatinn Aline AvAandAuaim

WehbSphere. [
| View: All tasks - | Cell=0fs522007 5Node03Cell, Profile=FCIS121_ITRZ Close page
Create a data source - = =
Welcome:
Field help
Guided Activities Create = data source For field help information,
= e — select a field label or list
& Servers Euz basic Setup security aliases marker when the help
= cursor is displayed.

Applications
Services Select the authentication values for this resource.

Authenticstion alias for XA recovery
ofss220075Node03/R25MS hd

= Resources

Schedulers : :
Object pool managers Co e Component-managed authentication alias

=R ofss220075Hode03/R2EMS ¥
=lipec Mapping-configuration alias

. 4: Setup
IDBC providers security aliases (none) -
Data sources Cont. A cothentiati \
T - 9
Data sources (WebSphers Application Server Step ontsiner-managed suthenticalion alias
va) ofss220075Node03/R25MS ¥
Resource Adapters
Note: You can create & new 12C authentication alias by accessing one of the folloving
links. Clicking on a link vill cancel the vizard and your current wizard selections vill be
lost.

Asynchroneus beans
Cache instancas
Mail

URL

Resource Environment

Global 12C suthentication alias

Pravious.

1= Security

Global security
Security domains
Administrative Authorization Groups
SSL certificate and key management
Security auditing

Bus security
Environmant

System administration
Users and Groups
Maonitoring and Tuning
Troubleshooting
Service integration

uDDI

9. Click ‘Next'.
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"c||QSearch

\ & https://i
€ p

WebSphere.

| View: All tasks

B welcome
[+ Guided Activities
[ Servers
|+ Applications
[+l Services
|= Resources
B schedulers
B Object pocl managers
& IMs
= 3DBC
® JDBC providers

¥ Data sources
Server V4]
[+ Resource Adapters
[# Asynchronous beans
[# Cache instances
& Mail
B URL
[# Resource Environment
[+ Security
[+ Environment
[+ System administration
[# Users and Groups
[# Monitering 2nd Tuning

[+ T

¥ Data sources (WebSphere Application

Create a data source

te 1t e

Step 1: Enter basic
data source
information

Select IDBC

database specific
properties for the
data source

Step tup
security aliases

Step 5: Summary

Summary

Summary of actions:

Options Values

Scope cells:ofss220137Node01Cellinodes:ofss220137Node01 iserversiservearl
Data source SrAES

name

INDI name jdbe/fejSchedulerDs1

Select an

existing JDBC | Oracle JDBC Driver (XA)

provider

Implementation
class name

oracle.jdbec.xa.client.OracleXADataSource

URL

jdbcioracletoci:@10.10.10.10:1010:KERDEV2

Data store
helper class
name

com.ibm.websphere.rsadapter.Oracle1igDataStoreHelper

Use this data
source in
container
managed
persistence
(cMP)

true

Authentication
alias for XA
recovery

ofss220137Node01/FCUBS121_DEV

~

"C'||QSemh

Field help

For field help i
select a field |3
marker when t
cursor is displz

| (' ) @ hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogon.do E

WebSphere.

| View: All tasks

® welcome

[ Guided Activities
[# Servers

[ Applications

[ Services

[ Resources

B schedulers
B Object pool managers
[# IMS
= JDBC
 JDEC providers
¥ Data sources

Server Va)

[+ Resource Adapters

[# Asynchronous beans

[# Cache instances

[ Mail

[ URL

[+ Resource Environment
[+ Security
[+ Environment
(4] System administration

[+ Users and Groups

4 I

11. Click ‘Save’.

¥ Data sources (WebSphere Application

Cell=ofs5220137 NodeD1Cell, Profile=AppSrv01

=

Messages

@ Changes have been made to your local configuration. You can:

B Save directly to the master configuration.

B Raview changes before saving or discarding.

& The server may need to be restarted for these changes to take effect.

Data sources

=} Scope: Cell=ofs5220137Node01Cell, Node=ofs5220137Nodel1, Server=serverl

Scope specifies the level at which the resource definition is visible. For detailed information
on what scope is and how it works, see the scope settings halp.

‘ Node=ofss220137Nodell, Server=serverl E

[# Preferences

Close page

Dats sources 7=

Use this page to edit the ssttings of a datasource that is associated with your selected JDBC provider. The datasource object supplies
your application with connections for accessing the database. Learn more about this task in a guided activity. A guided activity
provides a list of task steps and more general information about the topic.

| Hew... || Delete || Testconnaction | Manage state... |

Select|Name Fod

| INDI name

|SGDPEC

| Provider % ‘D@u’fpﬂon ] |Category ]

Y You can administer the following rescurces:
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3.3.7 Testi

ng Data Source

Follow the steps given below:

1. Select data source as given below.
T e e

WebSphere Integrated Solu.,

el

Q Search

WebSphere.

View: All tasks -

4

o welcome

[# Guided Activities
[ Servers
[ Applications
[ Services
= Resources
® Schedulers
B Object pool managers
[ IMS
[= JDBC
B JDBC providers
¥ Data sources

¥ Data sources (WebSphere Application
Server Va)

[# Resource Adapters
[# Asynchronous beans
[#] Cache instances
& Mail
[# URL
[#l Resource Environment
[ Security
[# Enviranment
#/ System administration

[# Users and Groups

>

\(_-/ P | @ https://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

[&r® & & A4 ©- = - H|

‘ Node=ofss220137Node01, Server=serverl E

[# Preferences

Help

Logout

| Mew.. || Delete || Test connection | Manage state... |

select|uame o |JND1 name |5mpe E Provider £ | Description { | Category
You can administer the following resources:
FLEXTEST.WORLD | FLEXTEST.WORLD |Node=ofss220137Node01,Server=serverl | Oracle Hew JDBC
JDBC Datasource
Driver
POSSTEST.WORLD | POSSTEST.WORLD | Node=ofss220137Node01,Server=serveri | Oracle New IDBC
JDBC Datasource
Driver (X4)
friSchedulerDs. jdbe/fejSchedulerDs | Node=ofss220137Node01, Server=serveri | Oracle New JDBC
JDEC Datasource
Driver (XA)
foidevDsS idbe/fodevDs Node=ofss220137Node01,Server=serverl | Oracle New JDBC
JDEC Datasource
Driver (XA)
Total 4

3-31

E
E
s
n

n

I*lz =

[T o ]

ORACLE



3.4

3.4.1

2. Click ‘Test connection’ button. The following screen is displayed on successful creation.
WebSphere Integrated Solu., -

¢ B hitps://ofss220137.in.oracle.com:9043/ibm/console/secure/securelogen.do

WehSnI;e;é. | softv

Help | Logout

| View: All tasks |

Data sources i

Welcame

Guided Activities

DO Messages
Servers [} The test connaction operation for data source fgSchedulerDS on server serverl at node
Applications ofss220137Noded1 was succassful.
Services
= Resources Data sources > fcjSchedulerDS
Schedulers Use this page to adit the settings of a datasource that is associated with your selected JDEC pravider. The datasource object supplies your
Object pool managers application vith connections for accessing the database.
L E Configuration
= IDBC

B & & 4 & = - B | =

Cell=ofs5220137 Node01Cell, Pr \ppSrv01 Clos= page  »

IDBC providers

Data sources | Tast connaction

Data sources (WebSphere Application
Server Va)

Resource Adapters General Properties

Additional Properties
[ Asynchronous beans

* Sc
o Connection pool
Cache instances
| [celisiafss220127N0de01Cellinades afss220127 Noden 1 1sarvers iserverl properties
Mal
# Provider WebSphere
UEE Application Server
Resource Environment [oracle 10BC Driver (xa) data source
I properties
Security #* Name
. Custom
Environment [faschedulerns | Droperties
System administration JINDI name

Users and Groups [idbe/eischedulerns |

— Related Ttems
4 nr (3 4 LU L3

Creating JMS Resources

Creating Queue Connection Factory

Follow the steps given below:

1. Start the administrative console of Websphere application server. Open an internet browser
and enter the Websphere admin console URL.

http://{Host}:{Port}/console
Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.
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'WebSphere ’Integfed
Solutions Console
UserID:

Password:

|

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rig!\(s Raevaed. ray. :l;e IBM Iogp, ihm.uqm and wEbSphem are ﬁdemads or

Corp., in
many jurisdictions worldvide. Other product and service names r;vight be
trademarks of IBM or other companies. A current list of IBM trademarks is

d K inf J

available on the Web at C ight and

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page.

WebSphere Integrated Solu... *

K3 | @ https://10.184.133191:9043/ibm/console/lagin.dofaction=secure v ‘ | Q, Search | oA 3+ A& 4 - = - A | =
WebSphere. Help | Logout
‘ View: All tasks - Welcoma
Welcome ? m]

B welcome

[+ Guided Activities

Integrated Solutions Console provides a common administrative console for é"tﬁﬁt“b?‘“t'uzzg;jme' 8.5.3.0 |+
[ Servers multiple products. The table lists the product suites that can be administered B e g HI
: through this installstion. Select = product suite to view mare information. :
[+ Applications
LICENSED MATERIALS PROPERTY OF
[ Services o
[ Resources Suite Name Version 5724-108, 5724-163,

e WebSphere Application Server 8.5.5.0 Zi‘;;is-;Zz::f:;js;;:’i (e '_
[# Environment

[+ System administration
[ Users and Groups

[# Monitoring 2nd Tuning
[ Troubleshocting

[+] Service integration

[ UDDI

4 1L} 3
— e
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5. Expand ‘Resources’ and select ‘JMS’. Click ‘Queue Connection Factories. ‘The following

screen is displayed.
WebSphere Integrated Solu... x

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure v ¢ ‘ | Q Search

WebSphere.

Cell=ofss220229Nede0 1 Cell, Profile=FPCFL Close page
‘ View: All tasks

Queue connection factories
= welcome

P R Queue connection factories Field help
Far fiald help information,
oo A queus connaction factary is used to creats connections to the associated IMS provider of the JMS queus calact = fiald labal or list

destinations, for point-to-point messaging. marker when the help
[ Applications

=] Scope: Cell=ofss220229Node01Cell cursor is displayed.
[ Services
Page help
= Scope specifies the level at which the resource definition is visible. For
detailed information on what scope is and how it works, see the scope More information sbout

B Schedulers settings help. this page

B Object pool managers

=l ImMs | Cell=ofss220235Node01Cell E

B IMS providers
[l Preferences

[ e |

Connecticn factories

Queue connection factories

[ ]
[ ]
® Topic connection factories
[ ]
[ ]

Queues
Topics
¥ Activation specifications s.glm| Name 2 JNDI name Provider O Description Scope
[ JDBC None

Resource Adapters
= " Total 0

[# Asynchronous beans

[ Cache instances
& Mail
B URL

[ Resource Environment

[ Security

[ Environment
|+ System administration
[ Users and Groups

[# Monitoring and Tuning i
4 m + 1 I 3

6. Select ‘Node’ from the drop down list and click ‘New’ button.
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7.

WebSphere Integrated Solu... *

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere.

‘ View: All tasks

= welcome

[ Servers
[+ Applications
[ Services
=l Resources
B schedulers
B Object pool managers
[l ImMs.
B 3MS providers
Connection factories
Queue connection factories

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC
[# Resource Adapters
[# Asynchronous beans
[# Cache instances
[ Mail
[# URL
¥ Resource Environment
[ Security
[+ Environment
[+ System administration
[# Users and Groups

[# Monitoring and Tuning
4 m

Help Logout

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL Close page

Queue connection factories

Queue connection factories > Select JMS resource provider Fiald help
For field help information,
Scope |cellsiofss220239Node01Cell select s field label or list

marker when the help

cursor iz displayed.
Select the provider with which to create the Queue connection factory. The following providers support

the selected resource type and are available at the selected scope. Page help
More information sbout
this page

) Default messaging provider

@  webSphers MQ messaging provider

Select ‘Websphere MQ messaging provider’ and click ‘OK’.
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WebSphere.

Help | Logout

a| CreatzWMQIMSResource.displayName

Close page
‘ View: All tasks * [

= welcome

[ =
[+ Guided Activities This wizard creates s WebSphere MQ IMS resource
Field help
Se
e Step 1: Configure For fizld help information,
1+ Applications basic at selact = field lzbel or list
& Services Configure the basic attributes to use for the new WebSphere MQ marker when the help
messaging provider resource cursar is displayed.
[ Resources
+ Name
¥ schedulers Test |Mm,g, DestQCF
¥ Object pool managers connectic
+ INDI name
[l ImMs.

Step 4: Summary NotityDestQCF
B IMS providers - . I
Description

NotifyDestQCH

Connection factories

Queue connection factories

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications

[ JoBC

[# Resource Adapters m
[ Asynchronous beans

[ Cache instances

[ Mail

[ URL

[ Resource Environment

[ Security

[+ Environment
[+ System administration
[ Users and Groups

[# Monitoring and Tuning =
4 m b

8. Specify the following detalils:

Name NotifyDestQCF

JNDI Name | NotifyDestQCF

Description NotifyDestQCF

3-37 ORACLE



9. Click ‘Next’. The following screen is displayed.

WebSphere Integrated Solu... %

| (- | @ https://10.184.133191:9043/ibm/console/login.dofaction=secure v ‘ | Q, search

WebSphere. Help | Logout

»| Creat=WMQIMSResource.displayNama Close page
‘ View: All tasks - —

B welcome

Field help

[+ Guided Activities

i Servers Far fiald help information,
@ Applications basic attributes select a field label or list
& Services Decide what information to enter to determine how to connect to ""E’kef """je" the help
Step t_SElectth . Websphere MQ cursor is displayed.
S Resou connection metho
B Schedulers
¥ Object pool managers @ Enter all the required information into this wizard
ms.
= : : @ Use a client channel definition table
B IMS providers

Connection factories

Queue connection factories

u
[ ]
¥ Topic connection factories
u
u

Queues

Topics

B Activation specifications
@ JDBC
[+ Resource Adapters
& Asynchronous beans
[ Cache instances
& Mail
& URL

[ Resource Environment

[+ Security

[# Environment

(% System administration
4 Users and Groups

[# Monitoring and Tuning %
4 I 3

10. Set the options as shown in the figure. Click ‘Next'.
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11. The following screen is displayed.

e e e A

WebSphere Integrated Solu.. %

| (' | @ https://10.184.133191:9043/ibm/console/login.do?action=secure

—C'HQSeam:

WebSphere.

‘ View: All tasks

B welcome
[& Guided Activities
ol Step 1:
# Applications basic attributes
[ Services
[ Resources

B Schedulers

' Object posl managers

= Ims.

B IMS providers

Step 2.1: Supply
queue manager
details

Step

Connection factories connection details

Queue connection factories
Step
connecti

[ ]
[ ]
® Topic connection factories Test
B Queues

L]

Topics Sep ©

Activation specifications

JDBC
& Next

[# Resource Adapters

| UseCustomWMQConnectionSettings.displayName

Cancel

|%Ea ¢+ & 4 © « - B =

Help | Logout

Close psge

p

Field help

For field help information,
salact = fiald label or list
marker when the help

Enter details about the gueus manager or gueue sharing group that
cursor is displayed.

you wish to connact to.

Queus manager or qusus sharing group name
[@m_ooHPOSZ0

[# Asynchronous beans
[ Cache instances

[ Mail

[# URL

[# Resource Environment

[ Security
[ Environment

[+ System administration

[] Users and Groups

[# Manitoring and Tuning <
4 Ll J [3
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12. Specify the queue manager name ‘QM_DDHP0520'. Click ‘Next'.
e .

WebSphere.

Close psge
‘ View: All tasks v

B welcome

[+ Guided Activities

Field help

[ Servers SRR Enter connection details For field help information,
[ Applications basic sttributes selact = field lzbel or list
5 Services Enter the details required to establish a connection to the queus marker when the help
managar or quaus sharing group cursor is displayed.

[ Resources et

| | - -

e . Bindings, then client ||
' Object posl managers queus

manager details
B ims = @ Enter host and port information in the form of separate hostname

B IMS providers and port values

Step 2.2: Enter

Connaction factories # Hostname

[}
B Queue connection factories details [10.10.70.10
B Topic connection factories
u
u

Port
Quaues
connection [toto
Tapics
¥ Activation specifications Stap 4: Summary @ Enter host and port infarmation in the form of a connaction name
& IDBC list

[# Resource Adapters Connection name list
[# Asynchronous beans

[ Cache instances Server connection channel

& Mzil [svsTEM.DEF.5VRCONN
[# URL
[# Resource Environment Previous | Next | Cancel |

[ Security

[ Environment
[+ System administration
[ Users and Groups

[# Manitoring and Tuning <

13. Specify the following details:

Host Name 10.10.10.10 (Host where Websphere MQ is installed)

Port 1010 (Web sphere MQ port)

Server Connection Channel SYSTEM.DEF.SVRCONN
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WebSphere Integrated Solu... *

! " | @ https://10184133.191:9043/ibm/console/login.do?action=secure

WebSphere.

‘ View: All tasks * [

B welcome
[ Guided Activities
[ Servers

[+ Applications

[# Resource Adapters
[ Asynchronous beans
[ Cache instances

@ Mail

B URL

p 1: figure
basic attributes

& Services To test establishing a connection using the information provided select
the "Test Connection” button. It may take several seconds to perform
Resources this test. If you wish to skip this test, selact the "Next" button.
e P
B schedulers — J——
con n
B Object pocl managers
= ms. manager details
B IMS providers tep Enter
B Connection factories L nection details
B Queue connection factories W
¥ Topic connection factaries —» Step 3: Test
B Queues connection
B Topics
B activation specifications
[ JDBC

Cancel

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i
4 m b

| Logeout

Close page

Field help

For field help information,
selact = fiald Isbel or list
markar when the halp
cursor is displayed.

15. Click ‘Test Connection’ button.

The following screen is displayed:

Test connection result

Test connection

sult

Test connection result

basic attributes

Step Salect Result of testing the connection

connection metho

4 connection was successfully made
Step 2.1: to WebSphere MQ.
Supply queus
nection
details

Enter connection
details

Step 3.
connection
result

Step 4

Summary
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16. Click ‘Next’. The following screen is displayed with a message in the summary field.
. B . . e L .. sssSSsS)OE.

WebSphere Integrated Solu... *

| " | @ https://10184133.191:9043/ibm/console/login.do?action=secure v ‘ | Q, search | * | B 4+ @ P @v |- . | =

WebSphere. Help | Logout

»

CreatzWMQIMSResource.displayName Close page
‘ View: All tasks - 3

B welcome

[ Guided Activities
[ Servers

[+ Applications

[ Services Summary

[ Resources Creating a resource of type Queue connaction factory- Name "NotifyDestQCF"

- - JNDI name "NotifyDestQCF"
- Queus manager or queue sharing group name "QM_DDHPO520"
B Object pocl managers - Sarver type "OMGR"
Bl ms - Hostname "10.10.10.10"
B 3MS providers Enter - Port "1010"
Connection factories St Channel name "SYSTEM.DEF.SVRCONN"

[ ]

¥ Queue connection factories
® Topic connection factories
[ ]
[ ]

Queues
Tope 3.1: Test
B activation specifications el
[ JDBC
[# Resource Adaptars —? Step 4 Summary

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i

4

17. Click ‘Finish’.
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WebSphere. Help Logout

‘ a| Cell=0fs5220235Nade01Cell, Profile=FPCFL Close page  a
View: All tasks - =
Queue connection factories r
welcome
; . Field help
G Guided Activities B Messages For fisld help information
&) Servers B Errss (oo Eomh et perr (2 comE e e e f::ﬁ;;ii Li:eL;rp"St
[+ Applications B Save directly to the master configuration. cursor is displayad.
Services n : ] o
=] Eeview changes before saving or discarding Page help
(I Resources More information sbout
Schedulers % The server may need to be restarted for these changes to tske effect. this page
Object pocl managers Command Assistance
S Queue connection factories View sdministrative
JIMS providers
Connection factorias A queus connaction factory is used to create connections to the associated IJMS provider of the JMS quaue

destinations, for paint-to-point messaging.

m

Queue connection factories

Topic connection factories = Scope: Cell=ofss220239Node0icCell
Queues
Topics Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, zee the scope
settings help.

Activation specifications
@ JDBC
[ Resource Adaprers | Cell=ofss220235Node01Cel
[ Asynchronous beans
[ Cache instances & Prefersnces
=
[ URL

[ Resource Environment

[ Security Seleu:t| Name 2 INDI name 3 Provider Description { | Scope
[+ Environment ¥ou can administer the following resources: i |
[ System administration NotifyDestQCE | NotifyDestQCF | WebSphere HotifyDestQCF | Cell=ofss220239Node01Cell
MQ
u d G
[ Users and Groups messaging
[# Monitaring and Tuning = provider ad

4 m " b < m | b

18. Click ‘Save’.

19. Similarly, you need to create the all queue connection factories mentioned in the document
“Resource To be Created”

20. Make sure that the checkbox “Support two phase commit protocol” is un-checked when
creating FCM_QCF as JNDI name.

3.4.2 Creating Queues

Follow the steps given below:
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1. Expand ‘Resources > JMS’ and click Queues.
- WebSphere Integrated Solu... *

| " B https://10184.133191:9043/ibm/console/login.do?action=secure v e ‘ | Q Search

WebSphere.

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page

‘ View: All tasks

Queues

B welcome

Ficld help

- — Queues

B S AER = For field help information,
T A IMS queue is used as a destination for point-to-paint messaging.

select = field label or list
= Scope: Cell=ofss220239Node01Cell marker when the help

[+ Applications cursor is displayed.

[#l Services Scope specifies the level at which the resource definition is visible. For Page help
detailed information on what scope is and how it works, see the scope
=] Resources - More information sbout
settings help.
B schedulers this page
B Object pool mansgers [ celi=of=s220235MNaden1 Call -]
= ImMs.
B 3MS providers [+ Prefersnces
¥ Connection factories L lEl
B Queue connection factories W
B Topic connection factories
B Queues
B Topics 5e|ect| Name 2 JNDI name 3 Provider & Description Scope
B activation specifications
None
[ JDBC
Total 0

[# Resource Adapters

[ Asynchronous beans
[ Cache instances

@ Mail

B URL

[ Resource Environment

[ Security

1] Environment
[+ System administration
[ Users and Groups

[ Monitoring and Tuning i
4 m b < 0

2. Select ‘Node’ from the drop down list. Click ‘New’.
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WebSphere Integrated Solu... *

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere. Help Logout

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page
‘ View: All tasks

Queues

= welcome

) Guided Acti Queues > Select JMS resource provider Fiald help
For fisld help infarmation,
P EEEE Scope |cellsiofss220229Node01Cell select = field Isbel or list

marker when the help

[+ Applications cursor is displayed.

T Selact the provider with which to create tha Queus. The following providers support the selactad
resource type and are available at the selected scope. Page help

[l Resources More information sbout

B schedulers this page
) Default messaging provider

B Object pool managers
[l ImMs.
B 3MS providers

Connection factories

Queue connection factories

@  webSphers MQ messaging provider

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC

[# Resource Adapters

[# Asynchronous beans

& Cache instances

= Mail

[# URL

[ Resource Environment

[ Security

[+ Environment
[+ System administration
[ Users and Groups

(2l Manitaring and Tunina -

javasc HideFilter() 5
e

3. Select ‘Websphere MQ messaging provider’. Click ‘OK’.
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WebSphere.

‘ View: All tasks *

" welcome
[ Guided Activities
[ Servers

[+ Applications

[ Services

[ Resources

B schedulers
B Object pool managers
[l ImMs.

B 3MS providers

Connection factories

Queue connection factories

[ ]
[ ]
® Topic connection factories
B Queues

[ ]

Topics

Activation specifications
& JDBC

[# Resource Adapters

[# Asynchronous beans

& Cache instances

= Mail

[# URL

[ Resource Environment

[ Security

[+ Environment
[+ System administration
[ Users and Groups

[# Monitoring and Tuning =

Specify the following details:

Help | Logout

General Properties

Administration

Scope

[cell=of=s22023800d=01cCell |

Provider

[WabSphare MQ massaging providar |

* Name
[neTiPr_quEue

# JNDI name
[neTiFr_queue

Description

NOTIFY_QUEUE

WebSphere MQ Queue

4+ Queue nams
[noTIFr_queue] |

Qusus manager or Queus sharing group name
[@m_ooHPosz0 |

[ Poply |[ OK | [ Reset |[ Cancel |

The ad
will nat

[&rB8 & & 4 ©- = - B | =

-
c

the gen

this ita
saved.

,_

Additia

m

4 LU (3 4

LU

Name

NOTIFY_QUEUE

JNDI Name

NOTIFY_QUEUE

Description

NOTIFY_QUEUE

Queue Name

NOTIFY_QUEUE on Websphere MQ to which the
gueue needs to be mapped

Queue Manager or Queue
sharing group name

QM_DDHP0520

4. Click ‘Apply’.
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= Integrated Solutions Console - Windows Internet Explorer,

@_\\:;- 5 fles.com doractien=secure v & cortficate Eror | |49 %] [#] oo 2]
File Edt Yiew Favortes Tools Help
~ DR -

| @ egated sohuians Console | |

Ji Favorites | 5 [B] Suguested Sites - 8] Free Hotmal 8] Web Sice Galery -

-

E) - ) @ - Pager Sefety v Tgos+ @+

Integrated Solutions Console

Welcome admin

‘ View: [All tazks

welcome

Guided Activities

Servers
Applications

Services

Bl Resources
Schedulers
Object pool manag:

Bms

IMS providers

Queves

Topics

Activation specil
JpEC

Resource Adapters

Cachs instances
wail
URL

Resource Environmer
Sacurity

Enviranment

System administration
Users and Groups
Monitoring nd Tuning

Troublzshosting

Servics integration

upp1

Done

Queue connection factories
Topic connection factories

Asynchrancus bezns

Queues > WebSphers MO messaaing provider > NOTIFY_QUEUE

Queus destinztions providad for peint-to-point mes=2ging by the WebSshare MQ messzging provider. Uss
queus destination administrative objects to manage qusus destinations for the WebSphers MQ messaging provider,

Configuration

Connection factories &

Halp

B Messages

& Changes have been made to your local configuration. You can:
 Save dirsctly to the master configuration
® Review changes befors saving or discarding.

& The server may need to be restarted for these changes to take affact.

Legout

Field help

Fer field help information,
select = fild label or list
marker vhen the help
cursor i displayed.

about

Command Assistance

eneral Properties

fications

nt

*

Administration

Provider
[WebSphere MQ me:
lprovider

Hame
[noT1FY_QUEUE

# DI name

[noT1FY_QUEUE

escription

HOTIFY_QUEUE

WebSphere MQ Queue

+ Qusus nam=

[ioTiy_quese

Queus manager or Quaus sharing greus nzme

[am_oomresz0

Additional Properties

rative
oting command for last
2ction

Advanced oroperties

WebSshers MO Queus Connection
Progerties

Custom properties

[E1

S Localintranet

5

The following screen is displayed.

Integrated Solutions Console:

Click ‘Websphere MQ Queue Connection Properties’.

Windows Internet Explorer.

Gﬁ‘:_;,. e i flox.com: doaction=secure v | cartficatoEnar || 42| % Google
Ele Edt Wew Favortes ook el
x -

| @ rreeorated soutons console ]

i Favorites | o ) Sungested Stes = B Fres Hotmail @) vk Sice Gallery -

Integrated Solutions Console

Welcome admin

| Views | All tasks

‘ Cell=DDHPOS2!

welcome

Guided Activitisz
Servers
Applications

Servicss

Bl Resources
Schedulers
Object pool managers
Bave
IMS providers
Connection factories

Queues
Topics

®pec

Rasource adapters
Asynchronous beans
Cachs instancss
wail

URL

Resourcs Environment
Security
Envirsnmant

System =2

stration
Users 2nd Groups.
Monitoring and Tuning

roublzshooting

Servica integration

B upot

Queue connection factories
Topic cennzction facesrizs

Activation specifications

|Quauas

Queues>

OMode0

I, Profil

Help | Logout

B Messages

& Changes have been mads to your local configuration. You can

® Saue directly to the master configuration.
® Review changss befers saving or dissarding.

B Tha sarver may naad to ba restarted for these changas to take affect

Uss thiz pansl ko 2pacify how
properties to retrieve, display

sattings pan:

MQ messaging provider > NOTIEY QUEUE >

Configuration

MQ connaction propartiss

o conmect o tha queUSE manager thak hosks the quaUS. The systsm uzss thess connsction
2nd update the queus configuration detsils that are shown on the WebSphere MQ queus

Closs page

Fiald halp

The nams of ths channsl
to use to connect to the
qusus mznzgsr.

Page halp
More information about
this saa=

General Properties

Queue

Queue

Ussr 1D

manager host

[10.10.10.10

manager port

1010

Servar comnaction chamnel name

Passrord

Additional Properties
MO Config

3 Local intranet.
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3.5

6. Specify the following details:

Queue manager host 10.10.10.10 (IP address of the MQ server)

Queue manger port 1010

Server Connection Channel SYSTEM.DEF.SVRCONN

7. Click ‘Save’.

The following screen is displayed.

{© Integrated Solutions Console - Windows Internet Explorer.

@\7 ye [el flex.com ~ & cotfeateErar | 47| x| 4] (2]
Fle Edt Wew Favorites Tools Help
* [N -
S Favortes | 55 £ v | FreeHotmal &) -
(@ 1nteqrated Solutions Console f4 - B (9 mh - peger Safetyr Toos
Integrated Solutions Console welcome admin Hel ogout
R | | Cell=DDHPOS20Nede01cell, Profile=AppSrvol
[Queues
Guided Activities Queues Field help
. § For fisld halg information,
srvers A IS queus is used 23 a destination for point-to-point messaging sclect 2 fiald 25el or list
Bl 2pplications B scope: 20Nodeo1call deo1 e
Scope specifies the level at vhich the res ion Page help
information on what scope is 2nd how it works, z= . Mors information sbout
thiz pags
[nede=DDHPOS20M0d201 v
Praferances
new] [ Delats
& &
Sslect| Hame & DI name Provider & Dascription & scape O
You can administer the folloving resources
[ |uemer ouee NOTIFY_QUEUE WebSphere MQ NOTIFY_QUEUE Hode=DDHE0520Nads01
massaging provider
Total 1
upor
Done & Local intranet. Vi v ma0% <

8.
Created”.

Creating Messaqge Listener

Follow the steps given below:
1.

and enter the Websphere admin console URL.
http://{Host}:{Port}/console

Eg: https://10.10.10.10:1010/console

In this example, 10.10.10.10 is the machine IP address on which Websphere is running.

348 ORACLE

Similarly, you need to create all the queues mentioned in the document “Resource To be

Start the administrative console of Websphere application server. Open an internet browser



'WebSphere ’Integfed
Solutions Console

User ID:

I

Password:

|

Licensed Materials - Property of IBM (c) Copyright IBM Corp. 1997, 2011 All
Rights Reserved. IBM, :l;e IBM logo, ibm.com and WebSphere are trademarks or
i d k i i hi Corp.. i in

many jurisdictions worldvide. Other product and service names r;vight be
trademarks of IBM or other companies. A current list of IBM trademarks is
available on the Web at Copyright and trad k inf i

2. Specify the Websphere administrator username and password.

3. Click ‘Log In’.
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4. Navigate to Websphere home page.
(T —

WebSphere Integrated Solu... %

| 4 @ hitps;//10.184.132.191:9043/ibm/console/login.do?action=secure | B ¥ oA T o=~ .|
WebSphere. | Logout
| View: All tasks - Welcame
Welcome =]

About this Integrats olutions Console

B welcome

[ Guided Activities

Integratad Solutions Console provides a common administrative consale far ;ﬁfjf:;dbj:l“t:;;ggjule' B.5.5.0 [&
[ Servers multiple products. The table lists the product suites that can be administered o e 5,)12,'13 - @
T ErTl e through this installstion. Select = product suite to view more information. :
LICENSED MATERIALS PROPERTY OF
[ Services o
@ Resources Suite Name Version 5724-108, 5724-163,
& Security Websphere Application Server 8.5.5.0 S5724-HEB,5724-H8S, 5655-WeS (C) 7

Copyright International Business
[+ Environment

[+ System administration
[ Users and Groups

[ Monitoring and Tuning
& Traubleshaoting

[#] Service intagration

[ UDDI

5. Expand ‘Servers > Server Types’ and click ‘Websphere application servers’.
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WebSphere Integrated Solu... *

! (' B hittps://10.184.133.191:9043/ibm/console/legin.dofaction=secure

WebSphere. Help Logout

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL Close page
‘ View: All tasks

Application servers

= welcome

& Guided Acti Application servers Fiald help
Far fiald help information,
T Us= this pags to view = list of the application servers in your environment and the status of sach of these selact = fiald labal or list

servers. You can also use this page to change the status of a specific applicstion server. marker when the help

& Prafarsnces cursor is displayed.
B webSphere application servers

¥ webSphere MQ servers Page help
B web servers More information sbout
Name % |I'lude S |Host Name 3 |Vers|'nn & this page

[ Server Types

[ Applications

You can administer the folloving resources:

[# Services
serveri | ofss220235Noda01 | ofss220239.in.oracle.com | Base 8.5.5.0
[# Resources
Total 1
|+ Security

[l Environment

[#] System administration
[ Users and Groups

[# Monitaring and Tuning
{4 Troubleshooting

[#] Service integration

& UDDI

4 LU AR nr (3
-_— - e .

6. Click ‘server?’.
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7.

WebSphere Integrated Solu... *

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere.

‘ View: All tasks

= welcome

) Servers

[ Server Types
B webSphere application servers
B websphere MQ servers
B web servers

= Applications

[ Services

[ Resources

|+ Security

[l Environment

[#] System administration
[ Users and Groups

[# Monitaring and Tuning
{4 Troubleshooting

[#] Service integration

[ UDDI

Application servers > serverl

Use this page to configure an application server. An application server is a server that provides services

required to run enterprise applications.

= Configuration

Help Logout

Ip

Field help
For field help informal

General Properties

selact a field label or
marker when the helg
cursor is displayed.

MName

[ \

Node name

|0F‘55220239N0d201 ‘

Run in development made

Parallel start

Start components as needed

Access to internal server classes

Server-specific Application Settings

Classloader policy

Class loading mode

Container Settings Page help
More information abol
" Session this page

management

[ SIP Contsiner
Settings

[ Web Container
Settings

@ Portlet Container
Settings

[ EIE Container
Settings

[ Container Services

[@ Business Process

Services
Applications

" Installed applications

Classes loaded with parent dlass loader first

|Z| Server i

[Peply |[ OK'| [ Reset |[ Cancel |

" Messaging engines

" Messaging engine
inbound transports

' WebSphere MQ link

4 LU

Expand ‘Messaging’ and select ‘Message listener service’.

4

LU (3

3-52

ORACLE




WebSphere Integrated Solu... *

! (' B hittps://10.184.133.191:9043/ibm/console/legin.dofaction=secure

WebSphere. Help Logout
Cell=ofss220239Nade0 1 Cell, Profile=FPCFL Close page
View: All tasks
Application servers
= welcome
& Guided Acti A i > serverl > service Field help
For fiald help informatiol
S Servers Use this page to configure the message listener service. This service provides the message-driven bean select a field label or list
(MDEB) listening process, in which message-driven beans are deployed against listener ports that define the marker when the help
B Server Types IMS destination teo listen upon. These listzner ports are defined within this service along with settings for its cursor is displayed.
B webSphere application servers thread poal.
[ ] Page help
webSphere MQ servers Configuration ]
M web servers More information about
this page
[ Applications
[# Services
Additional Properties
[# Resources
“ Listener Ports
|+ Security
" Thread Pool
[ Environment
" Custom properties
[#] System administration
[ Users and Groups
[# Monitaring and Tuning
{4 Troubleshooting
[#] Service integration
[ UDDI
4 [ BE i +
—_—————

8. Click ‘Listener Ports’.
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= Integrated Solutions Console - Windows Internet Explorer,

G_vg;- 5 Hlex,com d & Cortficato Eror | 49 [ X [47 Live zearch J[2]-]
Fle Edt Yew Favortes Tods ke

S Favorites | i (@ suggested Sites = ] Web Sice Gollry - £3) FEUBS ~

| @ egated sohuians Console | |

Integrated Solutions Console ~ welcome admin Help | Logout
‘ View: |All tazks ‘ Cell=DD Node01Cell 1
welcome

Guided Activities ication servers > serveri > Message listener s

ce > Listener Ports

B servers Use this page to configure listener ports upon vhich message-driven beans listen for messages. Each port specifies the

IMS connection factory and IMS destination that a message-driven bean, deployed agsinst that port, listens up

B Server Types

WebSphere application servers @ Preferences

websphere MQ servers [ Convert to activation specification

Web servers

£ - Bl ) o - pager Sefety+ Toos+ @

Closa page

Field help

Fer field help information,
select = fild label or list
marker vhen the help
cursor i displayed.

about

Applications BlE
Srvices SE'Eﬁ‘ Neme & ‘Desmm-cm ¢ ‘ Connection factory INDI name £ | Destination JNDI name 2 | Stetus &
esources None

Security Totel 0

Environment

ystem sdministration

Users and Groups

Menitoring and Tuning

roubleshaoting

ervics intagration

uoo1

Done

S Localintranet

fa -] Riow -

9. Click ‘New'.
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(' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere.

Help | Logout
Cell=ofs5220239Node0 1 Cell, Profile=FPCFL Close page .
‘ view: All tasks -
[Application servers 7 r
= welcome
) Guided Activities Application servers > serverl > Messaqe listener service > Listener Ports > New... :
o Servers Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifies the IMS o
connection factory and JMS destination that a message-driven bean, deployed against that port, listens upon. o
[ Server Types o
® websphere application servers Configuration
B webSphere MQ servers Py
B web servers M|
th
[ Applications General Properties
[ Services + Name
& Resources [notifyMDE_Listanar
[#] Security # Initial State 3
e Started |~ |
[#] System administration Dascription

T e [wotifyMDE_Listanar

[ Monitaring and Tuning # Connection factory JNDI nams
[wotifyMDE_Listanar ]

[#] Troubleshocting
# Destination JNDI name

[#] Service integration
[noT1FY_mDBE_gCF |

[ UDDI
Maximum sessions

[ |

Maximum retries
[o |

Maximum messages
[ |

[ poly |[ OK |[ Resst || Cancsl | -
] T + (] mn | ]

e ——— e e —

10. Specify the following details:

Name NotifyMDB_ Listener

Description NotifyMDB_ Listener

Connection factory JNDI name | NOTIFY_MDB_QCF

Destination JNDI name NOTIFY_ QUEUE

Maximum retries 1

11. Click ‘Apply’.
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| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere. Help Logout

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Close page .
‘ View: All tasks -

Application servers 2
= welcome

Fi
[ Guided Activities =R = F
EIE=Tu== M The server may nead to be restarted for these changes to take affect. i
[ Server Types & Changes have been made to your local configuration. You can: o

¥ webSphere application servers W Saue directly to the master configuration.
¥ webSphare MQ servers . o ch oot . e P
B web servers Review changes before saving or discarding. M
th
Eeelcanony & The server may need to be restarted for these changes to take effect. o
[ Services i
[# Resources - N - N N E-
Application servers > serverl > Message listener service > Listener Ports > NotifyMDB_Listener ad
[+ Security ad

Use this page to configure listener ports upon which message-driven beans listen for messages. Each port specifiss the IMS
@ Environment connection factory and JMS destination that a message-driven bezn, deployed against that port, listens upon.

[#] System administration Configuration

[# Users and Groups

[# Monitaring and Tuning

[&] Troubleshooting General Properties
[#] Service integration 4 Name
e [hotifymDE_Listanar

# Initial State

Description

[wotifyMDE_Listanar

4 Connection factory JNDI name
[wotifyMDE_Listanar

4 LU AR nr
——————————— - ——

12. Click ‘Save’.
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= Integrated Solutions Console - Windows Internet Explorer,

& Cortficato Eror | 49 [ X [47 Live zearch

File Edt Yiew Favortes Tooks Help

S Favorites | i (@ suggested Sites = ] Web Sice Gollry - £3) FEUBS ~

| @ egated sohuians Console | |

Integrated Solutions Console

Welcome admin Help | Logout

Node01Cell

‘ View: [All tazks

welcome |Application servers

Guided Activities

servers > serveri > Message listener s

ce > Listener Ports

B servers Use this page to configure listener ports upon vhich message-driven beans listen for messages. Esch port specifies the JMS
connection factory =nd JMS destinstion that = message-driven bean, deployed against that port, listens upon
Bl Server Types

bSphere application servers B Prefersnces

£ - Bl ) o - pager Sefety+ Toos+ @

bsphers MQ servers [ Convert to activation specification

web servers

FE
Applications )l

- Select | Name ¢ [ escription & | Connection factory JNDI name £ | Destination JNDI name 2 | status &

eources ou can sdminister the following resources:
otfuDE Listensr | NotifyMDE_Listener _mDB_¢ ~
B Security HotifyMDB List: NotifyMDE_List: ‘ HOTIFY_MDE_QCF ‘ NOTIFY_QUELE ‘ ®
Environment Total 1

ystem sdministration

Users and Groups

Menitoring and Tuning

roubleshaoting

ervics intagration

uoo1

Closa page

(S [r—

Field help
select Row L

Page help
More information asout
this peae

Command Assistance

iomfconsolefcollectionButton, de

S Localintranet

4 v Riww <

13. Select ‘NotifyMDB_Listener’. Click ‘Start’.

3-57

ORACLE



(= Integrated Solutions Console - Windows Internet Explorer.

@‘; g [el ddhpos20.lex,com | & contficate eror | 42| X [£7 2]
File Edt Yiew Favortes Tools Help

x

T Favorites | 55 @ - Bl - [ Fcuss -

& Integrated Solutions Console

Integrated Solutions Console ~ welcome admin

[ View: [altasis v

Application servers 7 Wb __________]

Guided Activities

Field help
i For fisld help information,
isten for messages. Esch port spacifies the JHS =zlact 3 fisld Izbal or lizt
bean, deployed against that port, listens upon markar uhzn the heln

curser iz dizplayed.

<cification ] [ew] [ Delete || Start | [ Stop |

B Applications

H services Connection factory DI name £ | Destination JNDL name § | Status ()

EMSINMDE_Listener | NotifyDestQCF EMS_INQUELE Y
_Listaner " EMS_OUTQUEUE Y
[ |noufimpe Ustener | wotfyMpe_Listener | nOTIFY_MDB_QCF NOTIFY_QUEUE Y

Total 3

Service intagration

uoo1

Done

S Localintranet fa v RIW% <

14. Similarly, you need to create the following listeners:

MDB_ Listener

NotifyMDB_ Listener

RecordingMDB_ Listener

ELMDB_ Listener

ELNotifyMDB_ Listener

The complete list of listener queue and QCF to be created for Websphere is given below.

Application Listener Name Listener QCF Listener QUEUE
Name

GWMDB MDB_Listener MDBQCF MDB_QUEUE

GWNotifyMDB | NotifyMDB_ Listener NOTIFY_MDB_ | NOTIFY_QUEUE
Bean QCF

RTGSInMDB RTGS_Listener RTGSQCF RTGS_INQUEUE

SFMSInMDB SFMS_Listener SFMSQCF SFMS_INQUEUE
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ELGWMDBBea | ELMDB_ Listener ELMDBQCF ELMDB_REQ_Q
n
ELNotifyMDBB | ELNotifyMDB_Listener EL NOTIFY_Q | EL_NOTIFY_REQ _Q
ean CF
EMSInMDB Emsin_Listener EmsQcf EMS_INQUEUE
EMSOutMDB EmsOut_Listener EmsQcf EMS_OUTQUEUE
BipReportMDB | BipReport_Listener BIPQCF INTERNAL_BIPREPORT_QUE
UE
BipAdviceMDB | BipAdvReport_Listener | BIPQCF INTERNAL_BIPADVREPORT _
QUEUE
GlUploadMDB | Gi_Upload_Listener Gl_UPLOAD Q | INTERNAL_GI_UPLOAD_QUE
CF UE
PMScheduler PMSCH_ Listener SchedulerQCF SchedulerQueue
PMGateway PMGW _Listener PM_GW_QCF | PM_GW_REQ QUEUE
FCMCore FCM_RECEIVER_ FCM_QCF FCM_RECEIVER
Listener
FCMCore FCM_BULKER_ FCM_QCF FCM_BULKER
Listener
FCMCore FILE_PROCESSOR_ FCM_QCF FILE_PROCESSOR
Listener
FCMCore pymtGatewayResQ _ FCM_QCF pymtGatewayResQ
Listener
Here,

e MDB_Listener is mandatory for Gateway MDB applications

e PMGW_Listener is mandatory for Payment Gateway MDB applications

e PMSCH_Listener is mandatory for Payment Job framework applications

e FCMCore related listeners are mandatory for FLEXCUBE Messaging.

e All others are required for FCJ Applications embedded with Scheduler and ELCM
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4.1

4. Default Settings for Web Sphere

Libraries for PMGateway Application

To deploy the PMGateway application, Following steps need to be performed

1. Copy runtimel?.jar from database servers ORACLE_HOME/sqlj/lib to application servers
library path (WAS_HOME!/lib/ext)
2. Create a global shared library containing the following file:
a. eclipselink.jar

Find this file in the
‘TOPLINK_INSTALLATION\oracle_common\modules\oracle.toplink_ver_no’ directory created by
the TopLink quick installer.

e For step 2 Kindly Refer the document Toplink_IBM_WAS_setup.doc
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5. Configuring Mail Session on Websphere

5.1 Introduction

This section describes the method to configure Websphere application server for Oracle
FLEXCUBE to generate and send passwords to the users via e-mail.

5.2 Creating Java Mail Session

To create Java mail session, follow the steps given below:

1. On the left pane, expand ‘Resources’ and select ‘Mail'.
[ . UTTTYTT " 2 — — Kl o e

WebSphere Integrated Solu... x

(' B hittps://10.184.133.191:9043/ibm/console/legin.dofaction=secure

|| Q search wBe &+ 4 4 - - H

WebSphere.

Welcome

l‘ View: All tasks -

Welcome =] About this Integrated Solutions Console =0
welcome

Guided Activities Int: ted Soluti C le, 8.5.5.0
Integrated Sclutions Console provides s commen administrative console for eegratac Solutions bansals. i

Build N ber: 1319.01 W
El Servers multiple praducts. The table lists the product suites that can be administarad leld D:;:- Eﬁ’f I?ITLE |i|
[ Server Types through this installation. Select a product suite to view more information. )
WebSphere application servers LICENSED MATERIALS PROPERTY OF
webSphere MQ servers ~ _ 1BM
weh servers Srl= 2 Version 5724-108, 5724-163,
WebSphere Application Server 8.5.5.0 5724-H88,5724-H89, 5655-W65 (C) 7
Applicatiens Copyright International Business
Services

Resources

Security

Environment

System administration
Users and Groups
Monitering and Tuning
Troubleshooting
Service integration

uDDI

4 11} [

2. Click ‘Mail Sessions’ to invoke the ‘Mail sessions’ screen.
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- WebSphere Integrated Solu... *

| (' B https://10184.133191:9043/ibm/console/login.dofaction=secure

WebSphere.

‘ View: All tasks

= welcome

[ Servers
[+ Applications
[ Services
=l Resources
B schedulers
B Object pool managers
& IMS.
& JDBC
[ Resource Adapters
& Asynchronous beans
[# Cache instances
=l Mail
B mail providers

B Mail sessions

B URL

[ Resource Environment
[ Security
[ Environment
|+ System administration
[ Users and Groups
[ Monitoring and Tuning
[#l Troubleshooting
[ Service integration

[¥ UDDI

Cell=ofs5220239Node0 1 Cell, Profile=FPCFL

Mail Sessions

Mail Sessions

Use this page to creats mail sessions, which are collections of properties that define how your application
sends mail and accesses the mail store. To create 3 useful mail session, an outgsoing or incoming server
and protacel must be provided. Configure mail sessions enly after you configure the necessary protocal

providers.
= Scope: =All scopes
Scope specifies the level at which the resource definition is visible. For

detailed information on what scope is and how it works, see the scope
settings help.

[ il scopes -]

[# Preferences

Close page

Field help
For field help information,
select & field label or list
marker when the help
cursor is displayed.

Page help
More information sbout
this page

5e|e-_-t| Name & INDI name & Scope £ Provider £ Description & Category &
None
Total 0

4 LU

4

3. Click ‘New’ button to create a new mail session.
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WebSphere Integrated Solu... %

‘ View: All tasks -

Welcome
[+ Guided Activities
[l Servers
[# Applications
[+ Services
(=l Resources
Schedulers
Object pool managers
[ JMS.
[ JDoBC
[l Resource Adapters
[# Asynchronous bezns
[# Cache instances
= Mail
Mail providers
Mail sessions

[# URL
[# Resource Environment
¥ Security
[+ Environment
[+ System administration
[ Users and Groups
[ Monitoring and Tuning
[#] Troubleshooting
[l Service integration

[¥ UDDI

\ (' @ https://10.184.133.191:9043/ibm/console/login.dolaction=secure - C | | Q Search

WebSphere.

# Name

[FeuBsmail

# JNDI name

[mail/FcuBsmail

Description

Category

Enable debug mode

Enable strict Internet address parsing

Outgoing Mail Properties

Sarver

[10.10.10.10

# Protocol
[orio 17

Usar

Password

Verify Password

Return e-mail address

Incoming Mail Properties

Server

*

[imer T

l&%B & & 4 @& = - B| =

Help | Logout

Field help
For fiald F
salect a fi
marker vt
cursor is ¢

Page help
More infor
this page

m

4. Provide the required information. Sample details are given below for your reference.

General Properties

Name FCuUBSMall

JNDI Name

mail/FCUBSMail

N.B This has to be maintained in the file ‘fcubs.properties’ in encrypted format

Outgoing Mail Properties

Server < HOST_MAIL_SERVER >

Protocol smtps

ORACLE



K
) Integrated Solutions Censole - Mozilla Firefox

Bl Edt Uen Higtory

Bookmarks  Tooks  Help

@B c x

w G mhttns:/lcvvzeﬂlﬁﬂ:9D43/lhm/mr\sn\e/\ngm‘dn7attln

[oTmentes— g

| ') Integrated Solutions Console

Integrated Solutions Console welcome admin

Lagaue

‘ view: [All tasks

=

Welzame
Guided Activities
Sarvars

Applications

Services
Bl Resources
Schedulers

Objact posl managers

Resource Adapters

Asynchronous beans
Cache instances
B mail
Mail providers
Mail sessions
URL
Rezaurcs Enviranment
Security
Environment
Spstam sdminiseration

Users and Graups

Monitoring and Tuning
Troubleshosting
Servics integration

upD1

Done

Configuration

tmail and accaseas the mail store, To craata 3 useful mall cassian, an autaeing of ncoming arvar and protocol
must be provided, Gonfigure mail sessions only after yau configure the necessary pratocol providers,

General Properties

Additional Properties

Field help

For field halp information,
select a field label o list

+ JNDI name
[rrailfFeUBsMail

Dascription

Categen

I7 Enable debug mode

[¥ Enable strict Intamat address parsing

Outgoing Mail Properties

server
[10.10.1010
]

prot:

User

scope curser is displayed,
cellsi CVRZEDLISNod 20 L 2E0178Nodz0l | page help
More information shout
Provider Py
Builtin Mail Prov
Command Assistance
+ Ham
[FcuBsmail

=

The following screen is displayed.

|| Integrated Solutions Console

Integrated Solutions Console ¥ elcome admin

Help | Logout

=

vielcome
Guided Activities
Servers

Applications

B Services

B Resources

Schedulers

Object pool managers
s

JBC

Resourcs Adsprers

Asynehronous besns

Cache instances
B sl
il providers
Wil zezsions
URL

Resource Enuironment
Securiny

Enuiranment

System sdministration
Users and Groups
Monitoring and Tuning
Troubleshooting

Service integration

B UpDI

Dane

B Messages

£&-Changes have been mads te yaur lacal configuration, Yau cai
* Save directly to the master configuration.

® Reuieu changes bafore sauing or discarding

&-The server may nead o be restarted for thes= changes to take sffact,

ns > ECUBSMail > Custom properties

Use this page to spachy custom propertiss that your antarprize informn stion systarn (EIS) requires for the
resource praviders and resource Factaries that you configura. For example, most databae vandors require
additional custom properties for data sources that access the databsse.

Prefarences
naw || Dalere

&l

setect] vame valve © vesarmon o Requed 3

Nane

Total 0

close page

Field help

For field help information,
select a field label or list
marker when the help
cursar is dizplayed

Page help

More information sbout

]

6. Click ‘New’ button to create new custom properties.
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£) Integrated Solutions Console - Mazilla Firefost =lx

Fe Edt Yew Hatory Bookmarks Toos Heb

6 - @ X W [ vesifonaent s03fbmiconsokflogin dstaction—secure
v

[ '] Integrated Solutions Console |_|

Integrated Solutions Console welcome admin

‘ B Messages

view: [All tasks =
‘ I =l & changes have been made to your local configuration. You can:

® Saus dirsctly to the master configuration.

Field help
Specifies the value that
you azsign ko the
proparty.

# Review changes before saving ar discarding,

&5The server may need to be restarted for these changes to take effect

Page help
wor

ation about

Mail Sas

= > ECURSMail >

this pag

General Properties

+ scope
[ealls evrazens 2E0138Nod=01

[rmail srkps.host
10101010

Description

ok | [paset | [Conea

Em

Dore

7. Specify the information required for creating custom properties. Sample details are given
below:

Name mail.smtps.host

Value <HOST_SMTPS_MAIL_SERVER>

Type java.lang.String

The custom properties are given below:

Name Value Type

mail.smtp.host | <HOST_SMTPS_MAIL_SERVER> | java.lang.String

mail.smtp.port | <SMTPS_SERVER_PORT> java.lang.String

mail.host <HOST_MAIL_SERVER> java.lang.String

mail.smtps.auth | TRUE java.lang.String
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¥) Integrated Solutions Console - Mozilla Firefox — |5 %]

Ele Edt Wew Hstory Bookmarks Tooks Help

6 © € X o G [T resicurze01 365043 bmiconsdefogin doractionsecure 77 ~ | [F=Joocge P

6 Mchfee™ jjIRg

| '] Integrated Solutions Console + -
IlgratodSouton Conspo itz st e -t = |

¥)) Integrated Solutions Console - Mozilla Firefox =18 x|

Ele Edt Yew Hstory Bookmarks Iools Help

6 ¢ X @ i 'mhttus://:vrzem33:9U43/ubm/(unsu\eﬂogun.duzamun=se:uve 7 - Iﬁ'lGoug\E pal

[ McAfee” JjIRs

| 7] Integrated Solutions Console - =

Integrated Solutions Console Welcome admin

Help | Logout

Cell=CVRZENL 38N de01Cell, Profile=AppSrv01 Close page
‘ wiew: [All tasks =l ‘
el |
welzome
Guided Activities Field help
B Messages For field help infarmation,
B Servers 5 celect 3 field label or list
- 2 have bean made ta your local canfiguration. You can: marker when the halp
SIS edly to the master configuration. cursor s displayed
Services ® Review changes before saving or discarding. Page help

[ Resources More information about

e B The semer may need to be restarted for these changes to take effect. this pags
Object pool managers Command Assistance
ms Vie administrative

Mail Sessions > FCUBSMail > Custom properties

B0 Use this page to spacify custorn praparties that your entarprize information system (E15) raquiras far the
Resource Adapters resource providers and resource Factories that you configure, For example, most database vendars require
ot X additional custom proparties for data sourcas that access the database

@ asynchronous beans

Cache instancas Praferences

& Mail New || Dalete

wail providers

Wil sessions |5
B Select| Name & [Value & |pesaription & | Required &
[ Resource Environment

“ou can administer the following resources:
Security [l

false

mall.smitpehost ‘10 10.10.10 ‘

Environmant

Total 1
System administration

Uszarz and Groups
Monitoring and Tuning

Troubleshooting

Click ‘Save’ to complete the configuration.

The file ‘fcubs.properties’ needs to be updated with the encrypted values of the following
components

e SMTP_HOST

e SMTP_USER

e SMTP_PASSWORD
e SMTP_JNDI

You can update this using Oracle FLEXCUBE UBS Installer.
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6.1

6.2

6.3

6.

Ensure the following settings before deploying the application:

IBM Websphere Server - Increasing Heap Size

1.
2.

Go to ‘Server > Application Servers’ and select the ‘server_name’

Annexure

Under the Configuration tab, navigate to ‘Server Infrastructure > Java(TM) and Process Management
> Process Definition > Additional Properties: Java Virtual Machine’

Modify the initial heap size and maximum heap size appropriately based on the load size

IBM Websphere Server - Transaction Service Properties

1.

2
3.
4

Go to’ Server > Application Servers’ and select the ‘server_name’

Choose ‘Container Services > Transaction Service’

Change the total transaction lifetime timeout appropriately

Party content, products, or services.

IBM Websphere Server — ORB Service Configuration

1.

Go to’ Server > Application Servers’ and select the ‘server_name’

| @ WebSphere Integrated Solu... % | 4

€ | @ http=://10.184133.191:9043/ibm/console/login.do?action=secure

[ ) software = ~ ""--.,_1_

View: All tasks - A

ion servers > serverl

Welcome
required to run enterprise applications.

Guided Activities

Use this page to configure an application sarver. An application server is a server that provides servicas

Container Settings

Session management

Runtime | | Configuration
[ Servers
[ Server Types
WebSphere application servers
WebSphere MQ servers General Properties
Web servers
eh server Name
[# Applications |;E,._Erl |

Field help

For fisld help informa
select 5 field label or
marker when the help|_
cursor is displayed. |~

Page help
More information abo
this page

Services Node name

SIP Container Settings

Web Container

Resources |ch;220239||ch01

| Sattings

Security
[E Run in development mode

Parallel start

Environment
System administratien
Uz et e [ start components == neadsd

Manitoring 2nd Tuning Access to internal server classes

(e 17}

[# Troublzshooting
Service integration

ubDI
Clzssloader policy

Clzss losding meds

Server-specific Application Settings

Portlet Container
Sattings

EJB Container Settings
[E Centainer Servicas

Application profiling
service

Transaction service

Dynamic cache
service

‘ e (el ok e e (e et

Apply || OK || Reset || Cancel

] T (K

contain # |~ | Highlight All  Match Case 6 of 6 matches

i
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2. Expand ‘Container Services’ and click ‘ORB Service’

WebSphere Integrated Solu...

[ € @ hrtps://10.184133.101:0043/ibm/console/login.dofaction=secure v & || Q search B ¥ A A e B S

WebSphere.|

-

elp | Logout

View: Al tasks -
‘
¥ welcome
ion servers > sarverl > i Field help
[+ Guided Activities .
Use this page to configure the object request broker (ORB). For field help informal
= Servars select = field label or
marker when the help
B Server Types curser is displayed.
 webSphers application servars
¥ WebSphere MQ servers Page help
" web More information abg
=0 serers General Properties this page
= TS # Reguest imeout
 Services 180 | seconds
[+ Resources + Requast ratriss count
5 Security 1 | retries
# Environment + Request retries delay
o millissconds =
e |
T o ey *c cache maximum
[240 | connections
[ Monitoring and Tuning
e * c cache minimum
[1o0 | connections
[l Service integration
1 UpoI ORE tracing
+ Locate request timeout
180 ssconds
Force tunnel
NEVER [~]
Tunnel agent URL
Thread Pool Settings
©) Usze tha ORB.thread.pool settings associsted with tha Thread
Pool Manager (recommended).
© Use the Thread Pool Settings direct! isted vith the ORE
y
service. o
< n ] |« m, 3

3. Check ‘Pass by reference’ and click Apply

WebSphere Integrated Solu... %

(€ ) @ https://10.184.133.191:9043/ibm/ console/login do?action=secure v e || Q search %8 & & 4 @ = - @ |
WebSphere. Help | Logout
— Cell=ofss220239Node01Cell, Profile=FPCFL Close page .
‘ View: All tasks -
" welcome
- Field help
7 B S Fl = For fiald help informati

[ Servers select a field label or Ii
marker when the help

cursor is displayed.

& Changes have been made to your local configuration. You can:
[=) Server Types B save directly to the master configuration.
¥ webSphere application servers

B Review changes before saving or discarding.

¥ webSphers MQ servers Page help
= web sarvers More information abou
& The server may need to be restarted for these changes to take effect. this page

[ Applications

‘Command Assistance

[ Services
Application servers > serverl > ORB service View administrative
e cripting command for
Use this page to configure the object request broker [ORB). action
[# Security action
Configuration
[+l Environment
[#l System administration
[#l Users and Groups )
General Properties Additional Properties
[# Menitaring and Tuning. —_—
# Request timeout
[#l Troubleshooting [ | seconds
) EoiiER e % Request retries count
f# UDDI [x | retries
# Request ratries delay
[o | milliseconds.
+ Connection cache maximum
[z40 | connections
# Connection cache minimum
[ | connections
ORE tracing i
https://10.184.133.191:904 yncworkspace.do? d 12438 i i 4 = .
contain ~ | Highlight Al Match Case 6 of 6 matches x
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4. Click ‘Save’.
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