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Preface

Audience

Oracle Database Appliance is an optimized, prebuilt and ready-to-use clustered
database system that is easy to deploy, operate, and manage. By integrating
hardware and software, Oracle Database Appliance eliminates the complexities of
nonintegrated, manually assembled solutions. Oracle Database Appliance reduces the
installation and software deployment times from weeks or months to just a few hours
while preventing configuration and setup errors that often result in suboptimal, hard-to-
manage database environments.

e Audience (page xv)
e Documentation Accessibility (page xv)

e Conventions (page xvi)

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance. This includes:

e System administrators

* Network administrators

* Database administrators

* Application administrators and users

This does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation unless there are features specific to Oracle Database Appliance.
Users of Oracle Database Appliance software are expected to have the same skills as
users of any other Linux-based Oracle Database and Oracle Real Application Clusters
installations.

Documentation Accessibility

ORACLE

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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Conventions

The following text conventions are used in this document:
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Preface

Convention Meaning

boldface Boldface type indicates graphical user interface elements.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.
Italic type can also indicate a new term.

monospace Monospace type inside a paragraph indicates an operating system

monospace italic

command, or a filepath. In a separate line, it can indicate screen output,
or a command example.

Monospace italic type indicates a variable in a command line. You
provide the information for your system in place of that variable.

The pound (#) prompt indicates that you are logged in as the Superuser
(root user) on a Linux operating system.

XVi



Updating Oracle Database Appliance

Software

To keep Oracle Database Appliance running with the latest software, check for and
apply the latest Oracle Database Appliance patch bundles when they are released.

Topics:

About the Oracle Database Appliance Patch Bundle (page 1-1)
Oracle Database Appliance patching is done using the quarterly Oracle Database
Appliance Patch Bundle.

About Installing the Latest Oracle Database Appliance Patch Bundle (page 1-3)
Understand how to patch an existing Oracle Database Appliance to the latest
version.

Installing the Oracle Database Appliance Patch Bundle (page 1-4)
Review these topics to prepare for and install the Oracle Database Appliance
Patch Bundle.

Performing a Bare Metal Restore (page 1-13)
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

1.1 About the Oracle Database Appliance Patch Bundle

Oracle Database Appliance patching is done using the quarterly Oracle Database
Appliance Patch Bundle.

ORACLE

The Oracle Database Appliance Patch Bundle includes enhancements and fixes. The
patch bundle provides all relevant patches for the entire system (bare metal or
virtualized platform), including the following:

BIOS

Hardware drivers, Hardware Management Pack (HWM), and firmware drivers for
various components

Oracle Appliance Manager

Oracle Linux

Oracle VM

Java Development Kit (JDK)

Oracle Integrated Lights Out Manager (Oracle ILOM)

Oracle Database Patch Set Update (PSU) and Oracle Database Bundle Patch
(BP)

Oracle Auto Service Request (Oracle ASR)
Oracle Grid Infrastructure

— Oracle Automatic Storage Management (Oracle ASM)
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— Oracle Automatic Storage Management Cluster File System (Oracle ACFS)
— Oracle Trace File Analyzer
* Intelligent Platform Management Interface (IPMI)

The patch bundle consists of three logical groups of patches:

Table 1-1 Patch Components and Purposes

___________________________________________________________________________________________|]
Patch Component Objects Patched

SERVER (server)

The SERVER component patch is mandatory.

Updates the Oracle Linux operating system, Oracle ILOM, BIOS, Hardware
Management Pack, IPMI, OAK, Oracle ASR, and local disks.

For virtualized environment, the patch includes the DonD updates.

The Server patch also includes Oracle Grid Infrastructure (Gl) stack, including
Oracle ASM, Oracle ACFS , and Oracle Trace File Analyzer.

STORAGE (st or age) The STORAGE component patch is recommended.

DB (dat abase)

Updates the shared storage disk firmware and Controller Firmware for HDD, SSD,
Controller, and Expander.

The DATABASE component patch is optional.
Updates the Oracle Database RDBMS stack.

ORACLE

# Note:
You must apply patch bundle components in this order:
1. SERVER (server)

2. STORAGE (storage)
3. DB (dat abase)

Oracle Database Appliance Patch Bundle Guidelines
You can carry out rolling upgrades with both the server and DB patches.

You must patch the server component before patching the st orage and DB
components. You can defer patching the DB component. You must schedule downtime
and restart the system for the st or age patch. However, you can usually defer running
the storage patch until a scheduled maintenance window. Patching the DB component
does not require system downtime.

Caution:

Apply the server patch before you apply the st or age patch. Apply the server
patch to each node before you apply any other patches. You must restart each
server node after it is patched. The server patch restarts a server node. The

st or age patch restarts both nodes.
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If you have Oracle Database running using High Availability options such as Oracle
Real Application Clusters (RAC), then there is no downtime required while the patches
are being installed. Oracle Appliance Manager verifies that the host meets all
prerequisites to prevent you from installing patches in the wrong order. For example,
you cannot install the dat abase patch before you install the server patch. When applied,
the output displayed by the patch process advises you if the patch is being installed on
one or both nodes. For older patches that only install on a single node, you must run
the command oakcl i updat e - pat ch on the second node.

Supported and Recommended Appliance Manager Software Versions

The Oracle Database Appliance Release Notes include information about the latest
Oracle Database Appliance patch bundle and the supported versions for the
components. Oracle recommends updating the appliance with the latest Oracle
Database Appliance software version to take advantage of new features, fixes, and the
latest supported component versions.

Table 1-2 Minimum Supported Appliance Manager Software Versions

Oracle Database Appliance Hardware Model Minimum Supported Software Version
X5-2 12.1.2.5.0
X4-2 12.1.2.5.0
X3-2 12.1.2.5.0
V1 12.1.2.5.0

1.2 About Installing the Latest Oracle Database Appliance
Patch Bundle

ORACLE

Understand how to patch an existing Oracle Database Appliance to the latest version.

Oracle Database Appliance Patch Bundle releases include software and firmware
updates for Oracle Database Appliance.

# Note:

You must be on at least Oracle Database Appliance Patch Bundle Release
12.1.2.6.0 before you can upgrade to the latest patch version.

About Oracle Database Appliance Software Updates

To keep Oracle Database Appliance running with the latest software, check for and
apply Oracle Database Appliance Patch Bundles when they are released. As well as
offering new features, patches may improve the functionality of existing features.

Oracle Database Appliance Patch Bundles are released on a quarterly schedule.
Oracle Database Appliance Release Notes provide information about the latest Oracle
Database Appliance Patch Bundle.
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Caution:

Do not patch Oracle Database Appliance using individual patches for Oracle
Grid Infrastructure, Oracle Database, or Oracle Linux. Also do not use
individual infrastructure patches, such as firmware patches. You must only use
Oracle Database Appliance patches.

If you use patches that are not intended for Oracle Database Appliance, or if
you use Opatch, or a similar patching tool, then Oracle Database Appliance
inventory is not updated, and you cannot complete future patch updates.

Overview of the Patch Upgrade

Before patching Oracle Database Appliance, verify that a database is successfully
deployed on Oracle Database Appliance. Run the oakcl i or achk command to
confirm that the initial deployment completed successfully.

The patch bundle upgrade consists of the following steps:

N o g M @0 Db P

Download the Oracle Database Appliance Patch Bundle from My Oracle Support.
Copy and unpack the patch bundle.

Verify components that require patching.

Patch the server.

(Optional) Patch the shared storage.

Patch Oracle Database.

Validate the patch update.

Related Topics:

oakcli orachk (page 5-47)
Use the oakcli orachk command to audit configuration settings with the ORAchk
utility.

1.3 Installing the Oracle Database Appliance Patch Bundle

Review these topics to prepare for and install the Oracle Database Appliance Patch
Bundle.

ORACLE

Topics:

Preparing to Install Oracle Database Appliance Patch Bundles (page 1-5)
Decide how you want to patch Oracle Database Appliance.

Step 1: Download the Oracle Database Appliance Patch Bundle from My Oracle
Support (page 1-6)
Use this procedure to download the Oracle Database Appliance Patch Bundle.

Step 2: Copy and Unpack the Patch Bundle (page 1-7)
Copy the patch to your server, and use oakcl i unpack -package to unpack
the patch bundle.
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» Step 3: Validate Readiness and Verify Components that Require Patching
(page 1-8)
Use command-line interface commands to check for any problems before you start
the patch upgrade and to verify the components that require patching.

e Step 4: Patch the Server (page 1-10)
Use Oracle Appliance Manager (oakcl i update -patch) to patch the server. You
can use automatic (rolling) or manual patching.

e Step 5: Patch the Shared Storage (Optional) (page 1-11)
Use this procedure to patch the shared storage now, or to patch the shared
storage during a maintenance window.

e Step 6: Patch Oracle Database (page 1-12)
Apply the Oracle Database Appliance Patch Bundle to update Oracle Database on
Node 0 and Node 1.

e Step 7: Validate the Patch Update (page 1-12)
Run the command oakcl i show versi on -detail to verify that all
components of the Oracle Database Appliance patch installation are updated.

1.3.1 Preparing to Install Oracle Database Appliance Patch Bundles

ORACLE

Decide how you want to patch Oracle Database Appliance.

You can patch Oracle Database Appliance using either automatic rolling patching, or
manual rolling patching. Review the steps for each procedure, and decide which
option you want to use. For each option, the steps are the same, except for the server
patch.

For both options, the storage patch requires a system restart of Oracle Database
Appliance after completing the storage patch update. However, you can defer the
update to a maintenance window.

Automatic Rolling Patching Option

The advantage of automatic rolling patching is that it is simple to do, in that you start
the patch, and the patch process completes automatically. However, services and
clients may experience delays during node restarts.

Automatic rolling patching consists of the following steps:

1. Download the Oracle Database Appliance Patch Bundle from My Oracle Support.
2. Copy and unpack the patch bundle to both Oracle Database Appliance nodes.

3. Verify the components that require patching.
4

From Node 0, start the patch. The automatic patch option performs the server
patch update on Node 1, and restarts Node 1. It then patches the server on Node
0, and restarts Node 0.

5. (optional) Patch the shared storage components. This patch requires a system
restart, but you can usually defer the restart.

6. Patch Oracle Databases. No restart is required.

7. Validate the Oracle Database and Oracle Grid Infrastructure patch installation.

1-5



Chapter 1
Installing the Oracle Database Appliance Patch Bundle

Manual Rolling Patching Option

The advantage of manual rolling patching is that you can first migrate the services and
clients from one node to another before the node restarts, and then manually patch the
second node. This migration can be more graceful than a failover, so it can minimize
interruptions to ongoing transactions.

Manual rolling patching consists of the following steps:

1
2
3.
4

6.
7.

Download the Oracle Database Appliance Patch Bundle from My Oracle Support.
Copy and unpack the patch bundle to both Oracle Database Appliance nodes.
Verify the components that require patching.

Complete the patch manually in a two-step process.

a. Loginto Node 0, and patch the server on Node 0 by running the oakcl i patch
command using the --1 ocal option.

b. Wait until the patch operation completes, and Node 0 is available.

c. Loginto Node 1, and patch the server on Node 1 by running the oakcl i patch
command using the --1 ocal option.

(optional) Patch the shared storage. This patch requires a system restart, but you
can usually defer the restart.

Patch Oracle Databases. No restart is required.

Validate the Oracle Database and Oracle Grid Infrastructure patch installation.

1.3.2 Step 1: Download the Oracle Database Appliance Patch Bundle
from My Oracle Support

Use this procedure to download the Oracle Database Appliance Patch Bundle.

You must be on version 12.1.2.6.0 or higher before applying the 12.1.2.12.0 patch.

1.

ORACLE

From an external client machine, log into My Oracle Support and locate patch
26433712 for the Oracle Database Appliance Patch Bundle for 12.1.2.12.0.

https://support.oracle.com/
Review the Readme file.

Click Download for all files to obtain the complete Oracle Database Appliance
Patch Bundle.

e p26433712_ 1212120 Linux-x86-64 10f2.zip
e p26433712_ 1212120 Linux-x86-64 20f2.zip

Either download it directly, or download it to a thumb drive, and copy the file to the
server nodes using the thumb drive.
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Caution:

Only use either an Oracle Database Appliance Patch Bundle, or if you are an
SAP customer, an SAP patch bundle downloaded from the SAP Service
Marketplace. Do not patch Oracle Database Appliance using individual
patches for Oracle Grid Infrastructure, Oracle Database, or Oracle Linux. Also
do not use individual infrastructure patches, such as firmware patches. You
must only use Oracle Database Appliance patches.

If you use patches that are not intended for Oracle Database Appliance, or if
you use Opatch, or a similar patching tool, then Oracle Database Appliance
inventory is not updated, and you cannot complete future patch updates.

1.3.3 Step 2: Copy and Unpack the Patch Bundle

ORACLE

Copy the patch to your server, and use oakcl i unpack -package to unpack the
patch bundle.

On Oracle Database Appliance systems, all patching commands are executed as r oot
user.

After you copy the patch to the required location, run the command oakcl i unpack

- package. This command extracts (unzips) the patch bundle, and copies the patch
bundle contents into the patch repository. Use the following syntax to specify the
complete path to the patch bundle file, where pat h is the absolute path to the patch file:

# oakcli unpack -package absol ute_package_name

# Note:

Before patching Oracle Database Appliance, verify that a database is
successfully deployed on Oracle Database Appliance. Run the oakcl i
or achk command to confirm that the initial deployment completed
successfully.

1. Loginasroot.

2. Copy the patch files into a temporary directory (such as /tnp ) on Oracle Database
Appliance nodes.

* On a bare metal environment, copy the patch bundle to both nodes.
* On avirtualized environment, copy the patch bundle to ODA_Base (DOM 1).

p26433712_1212120_Li nux- x86- 64_10f 2. zi p
P26433712_1212120_Li nux- x86- 64_20f 2. i p

3. Unpack the patch bundle on Node 0 and Node 1 by executing the command
oakcli unpack -package patch bundle name.

This command unzips and extracts the patch bundle and copies the contents into
the patch repository. While unpacking, specify the complete path to the patch
bundle file.

Node 0:
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# oakcli unpack -package /tnp/p26433712_1212120_Li nux- x86-64_lof 2. zi p
# oakcli unpack -package /tnp/p26433712_1212120_Li nux-x86-64_20f 2. zi p

Node 1:

# oakcli unpack -package /tnp/p26433712_1212120_Li nux-x86-64_lof 2. zi p
# oakcli unpack -package /tnp/p26433712_1212120_Li nux- x86- 64_20f 2. zi p

1.3.4 Step 3: Validate Readiness and Verify Components that Require

Patching

ORACLE

Use command-line interface commands to check for any problems before you start the
patch upgrade and to verify the components that require patching.

Before installing the patch, run commands to verify that Oracle Database Appliance is
ready to patch.

Use the oakcli val i date command on Node 0 to identify any possible problems in your
environment, such as missing dependencies or other conflicts that can cause issues
with patch installation. Conflicts can be introduced if you customize the standard
configuration. Several validation parameters are available.

To review the components that require patching, run the oakcli update -patch rel ease
--verify command. The output lists the components that require patching. If a
component is listed as Up- t o- dat e for the supported version that you indicate with
the -ver flag, then that component does not require patching.

1. Runthe oakcli orachk command to confirm that the initial deployment
completed successfully.

2. Verify that a database is successfully deployed on Oracle Database Appliance.
3. Validate system readiness for patching.

Run the oakcl i val i dat e command on both nodes using the following syntax
to validate your system.

# oakcli validate -c ospatch -ver 12.1.2.12.0

The output informs you if the patch can be installed on your environment. If the

output from the command indicates that there is a problem (for example, if there
are missing RPM dependencies on the server), then address the issue, and run
oakcli vali dat e again.

# Note:

These commands run only on the local node. Run the commands on both
nodes to check both Oracle Database Appliance nodes.

4. (Optional) Run the oakcli update -patch rel ease --verify command on Node O
and Node 1 to view the proposed changes included in the patch.

When the Supported Version of a component is Up-t o- dat e on the report, the
existing version on the system is current and that component is not patched. For
example, the patch upgrades the OAK component from Installed Version
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12.1.2.9.0 to Proposed Version 12.1.2.10.0. For Component OL, the Installed
Version is 6.8 and is Up-to-date.

# oakcli update -patch 12.1.2.10 --verify

INFO 2017-02-13 14:20:37: Reading the metadata file now. ..

Pat ch Version Conponent Nane Install ed Version Proposed
Controller_INT 4.230. 40- 3739 Up-to
date
Control | er _EXT 09. 00. 00. 00
10. 00. 00. 00
Expander 0291 Up-to-date
SSD_SHARED {

[ c2d20, c2d21, c2d22, A29A Up-to-
date

c2d23 ]

[ c2do, c2d1, c2d2, c2d A29A Up-to-
date

3, c2d4, c2d5, c2d6, c2d

7,c2d8, c2d9, c2d10, c2

d11, c2d12, c2d13, c2dl

4, c2d15, c2d16, c2d17,

€2d18, c2d19 ]

1

SSD_LOCAL O0R3Q Up-to-
date

| LOM 3.2.7.26.a r112632 3.2.8.24
r114611

Bl OS 38050100 38070000

| PM 1.8.12.4 Up-to-
date

HWP 2.3.5.2.5 2.3.5.2.8

OAK 12.1.2.9.0
12.1.2.10.0

L 6.8 Up-to-
date

G _HOMVE 12.1.0.2.161018( 2400
12.1.0.2.170117( 2473

6101, 23854735)

2082, 24828633)

DB_HOMVE 12.1.0.2.160719( 2305
12.1.0.2.170117( 2473

4246, 23054327)

2082, 24828633)

ASR 5.5.1 Up-to-

date

Related Topics:

e oakcli orachk (page 5-47)
Use the oakcli orachk command to audit configuration settings with the ORAchk
utility.
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* oakcli validate (page 5-78)
Validates the state of an Oracle Database Appliance or the viability of an operating
system patch.

» oakcli update (page 5-76)
Use the oakcl i updat e command to apply Oracle Database Appliance patches.

1.3.5 Step 4: Patch the Server

ORACLE

Use Oracle Appliance Manager (oakcl i update -patch) to patch the server. You can
use automatic (rolling) or manual patching.

You must be on version 12.1.2.6.0 or higher before applying the 12.1.2.12.0 patch.
Before patching, download the Oracle Database Appliance Patch Bundle from My
Oracle Support, copy the patch to both nodes and unpack the bundles. Oracle
recommends running commands to validate readiness for patching.

# Note:

Before patching Oracle Database Appliance, verify that a database is
successfully deployed on Oracle Database Appliance. Run the oakcl i
or achk command to confirm that the initial deployment completed
successfully.

Automatic Server Patch Procedure

The automatic server patching process is a rolling upgrade that automatically patches
Node 0 after patching Node 1. This automatic procedure enables Oracle Grid
Infrastructure to continue to be up and running on one of the nodes during patching.

1. Download the Oracle Database Appliance server patch bundle from My Oracle
Support to Node 0.

2. Loginto Node O as the root user.

3. Run the command oakcli update -patch version --server, where version is the
Patch Bundle version. Either patch automatically or locally.

#/ opt/ oracl e/ oak/ bi n/ oakcli update -patch 12.1.2.12.0 --server
This command patches the server on Node 1. After that patch update is complete,
it then automatically patches Node 0

4. Observe the patch status reports.

As the patch runs, it displays output that advises you of the installation progress.
Part of the server patch update requires node 1 to be restarted, then node 0 to be
restarted. Wait until Node 0 shuts down and completes restarting before
proceeding to the next step.

Manual Server Patch Procedure

You can manually control patching the nodes. The manual server patching process
requires you to log in to a node and run Oracle Appliance Manager (oakcli) using a
local node server patch update. After you complete the patch procedure on the first
node, l