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Preface

Oracle Database Appliance is an optimized, prebuilt database system that is easy to
deploy, operate, and manage. By integrating hardware and software, Oracle Database
Appliance eliminates the complexities of nonintegrated, manually assembled solutions.
Oracle Database Appliance reduces the installation and software deployment times
from weeks or months to just a few hours while preventing configuration and setup
errors that often result in suboptimal, hard-to-manage database environments.

e Audience (page xvii)
e Documentation Accessibility (page xvii)
e Related Documents (page xviii)

e Conventions (page xix)

Audience

This guide is intended for anyone who configures, maintains, or uses Oracle Database
Appliance:

e System administrators

* Network administrators

* Database administrators

*  Application administrators and users

This book does not include information about Oracle Database architecture, tools,
management, or application development that is covered in the main body of Oracle
Documentation, unless the information provided is specific to Oracle Database
Appliance. Users of Oracle Database Appliance software are expected to have the
same skills as users of any other Linux-based Oracle Database installations.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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Related Documents
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For more information about Oracle Database Appliance, go to htt p: // www. or acl e. conf
got o/ oda/ docs and click the appropriate release. The following documents are
published in the Oracle Database Appliance online documentation library:

e Oracle Database Appliance Release Notes

e Oracle Database Appliance Licensing Information User Manual

e Oracle Database Appliance Security Guide

e Oracle Database Appliance Accessibility Guide

e Oracle Database Appliance X7-2 Deployment and User's Guide

e Oracle Database Appliance X6-2-HA Deployment and User's Guide

e Oracle Database Appliance X6-2S5/M/L Deployment and User's Guide
e Oracle Database Appliance Getting Started Guide

e Oracle Database Appliance Administration and Reference Guide

e Oracle Database Appliance Setup Posters and Booklets (a full-size printed copy
ships with Oracle Database Appliance)

e Oracle Database Appliance Owner's Guide
e Oracle Database Appliance Service Manual
e Oracle Database Appliance Series Safety and Compliance Guide

The following My Oracle Support Notes contain additional information:

e https://support.oracle.com/CSP/main/article?
cmd=show&amp;type=NOT&amp;id=888888.1

e https://support.oracle.com/CSP/main/article?
cmd=show&amp;type=NOT&amp;id=2144642.1

The following documents are published in the Oracle Database Appliance Plug-ins for
Oracle Enterprise Manager online documentation library at http://docs.oracle.com/cd/
E70264_01/index.htm:

*  Oracle Database Appliance Plug-in for Oracle Enterprise Manager 13c User's
Guide

* Oracle Database Appliance Plug-in for Oracle Enterprise Manager 12c User's
Guide

For more information about using Oracle Database, go to http: //docs. or acl e. conl en/
dat abase/ and select the database release from the menu. See the following
documents in the Oracle Database online documentation library:

e Oracle Database Security Guide

*  Oracle Database Administrator's Guide

e Oracle Database SQL Language Quick Reference

e Oracle Database Backup and Recovery User’s Guide
»  Oracle Database Backup and Recovery Reference

e Oracle Database Utilities
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*  Oracle Automatic Storage Management Administrator's Guide

For more information about Oracle Integrated Lights Out Manager 3.2, see https://
docs.oracle.com/cd/E37444 01/.

For more details about other Oracle products that are mentioned in Oracle Database
Appliance documentation, see the Oracle Documentation home page at http://
docs. oracl e. com

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action or terms defined in the text.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

# prompt The pound (#) prompt indicates a command that is run as the root user.
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About Oracle Database Appliance

Oracle Database Appliance enables you to take advantage of Oracle Database in an
easy-to-deploy and manage system. The complete package of software, server,
storage, and networking saves time and money by simplifying deployment,
maintenance, and support of database and application workloads.

Oracle Database Appliance Software (page 1-1)
View the Oracle software that is available for download for Oracle Database
Appliance X7-2S, X7-2M, and X7-2-HA.

Overview of Oracle Database Appliance Deployment (page 1-2)
Review the steps you must complete to deploy Oracle Database Appliance.

About the Web Console (page 1-3)
Use the Oracle Appliance Manager Web Console to deploy and manage the
appliance, databases, networks, and jobs.

Viewing Job Activity (page 1-5)
Use the Oracle Appliance Manager Web Console to view job activity, the status of
tasks in a job, and job status.

1.1 Oracle Database Appliance Software

View the Oracle software that is available for download for Oracle Database Appliance
X7-2S, X7-2M, and X7-2-HA.

The table describes the Oracle Database Appliance patches that are available for
download and the purpose of the patch.

# Note:

Some hardware models may not use the patches listed in the table.

Table 1-1 Software for Oracle Database Appliance
. _______________________________________________________________________________]

Patch

Description

Oracle Database Appliance patch Use the patch bundle to update to the latest release after Oracle Database
bundle (quarterly patch release)  Appliance is deployed. The patch updates the Oracle Database Appliance

server, storage, and database components.

Oracle Database Appliance GI/ Use to perform an initial deployment of Oracle Database Appliance.

RDBMS Clone

The bundle contains the latest Grid Infrastructure and RDBMS components,
Oracle Database Appliance Manager software, Oracle Linux and hardware
drivers for deployment on an Oracle Database Appliance that is shipped from
factory state.

If you reimage Oracle Database Appliance with the Bare Metal ISO Image,
download the GI/RDBMS Clone patch to deploy Oracle Database Appliance.

ORACLE
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Table 1-1 (Cont.) Software for Oracle Database Appliance
]

Patch

Description

RDBMS Clone

Use the RDBMS Software Clone files to get the latest RDBMS clone binaries
for Oracle Database releases 12.2.0.1, 12.1.0.2, and 11.2.0.4. The RDBMS
clone files are needed to create Oracle databases and database homes.

Bare Metal ISO Image

Use to reimage the appliance and reset the system back to the factory
configuration.

VM ISO Image (DOMO)
(Virtualized Platform 1SO Image) Template and virtualized platform. The Oracle Database Appliance virtualized

Use to re-image Oracle Database Appliance before deploying the ODA_Base

operating system image contains the following:

*  Oracle Database Appliance Manager oakcli command-line interface

*  Oracle Database Appliance Manager Configurator

*  Oracle Linux

e Hardware drivers

Required for Virtualized Platform deployments on multi-node high availability
(HA) systems.

ODA_BASE Template

(Virtualization Template)

Use to create the ODA_Base virtual machine for a virtualized database

appliance. The template contains the following:

e Oracle Virtual Machine template

e Oracle Database clone binaries

»  Oracle Database templates, customized for Oracle Database Appliance
deployments

*  Oracle Grid Infrastructure clone binaries

Required for Virtualized Platform deployments on multi-node HA systems.

Note:

See the Oracle Database Appliance Release Notes for the patch numbers
and download locations and the component versions available in the
quarterly patch bundle. See Oracle Database Appliance X7-2S, X7-2M, and
X7-2-HA Patches and Component Versions for Oracle Database Appliance
X7-2 Models for details.

1.2 Overview of Oracle Database Appliance Deployment

Review the steps you must complete to deploy Oracle Database Appliance.

ORACLE

To complete these tasks, refer to topics in this book and in the Oracle Database
Appliance Owner's Guide.

1.

Prepare for Oracle Database Appliance.

a.

Register your Support Identifier (Sl) for Oracle Database Appliance with My
Oracle Support to obtain software and support from Oracle.

Plan your configuration options and gather network and related information.
Set up the server site.

Configure network names and addresses on your Domain Name System
(DNS) server.
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e. Download the Oracle Database Appliance software to a local computer on the
network.

2. Ready Oracle Database Appliance for deployment.

a. Mount Oracle Database Appliance hardware into a rack at the server site.
b. Connect power and required cables to Oracle Database Appliance.

c. Connect the keyboard, mouse and video display to USB ports.

d. Create an initial network configuration to load external files.

e. Start up the system.

f. Plumb the network.

3. Install and deploy software on Oracle Database Appliance.

a. Download the Oracle Database Appliance software to a system on the
network.

b. Copy the Oracle Database Appliance software to Oracle Database Appliance.
c. Runthe command odacl i update-repository to install the bundles.
4. Deploy Oracle Database Appliance.
a. Log into the Oracle Database Appliance Web Console.
b. Click Create Appliance.
c. Enter the configuration details that you gathered in Step 1.
d. Click Submit to start the deployment.

e. Monitor the progress on the Activity tab.

1.3 About the Web Console

ORACLE

Use the Oracle Appliance Manager Web Console to deploy and manage the
appliance, databases, networks, and jobs.

The Web Console assists you in deploying Oracle Databases that follow Optimal
Flexible Architecture guidelines. The Optimal Flexible Architecture standard provides
best practices configurations to help to ensure database deployments that are easier
to support and maintain. Optimal Flexible Architecture includes the following:

e Structured organization of directories and files, and consistent naming for critical
database files, such as control files, redo log files, and other critical files, which
simplifies database administration

»  Separation of tablespace contents to minimize tablespace free space
fragmentation, and maximize administrative flexibility

e Stripe and Mirror Everything (SAME) deployment, which safeguards against
database failures

" Note:

Create Oracle Databases using the Web Console or command-line interface
to ensure that your database is configured optimally for Oracle Database
Appliance.
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The Web Console provides a user-friendly option to quickly view and perform many of
the tasks needed to manage your system.

Use the links in the side navigation to view and manage the following:
e Appliance
— Appliance information
— System information
— Disk group information
*  Network
— View network details
— Create, update, and delete networks
— View interface details
* Oracle ASR
— View Oracle Auto Service Request (Oracle ASR) configuration details
— Configure, update, test, and delete Oracle ASR
e Patch Manager
— Update the patch repository with Oracle Database Appliance patches

— View component details of the patch and versions that are installed on the
appliance

— View component details of the patch and versions that are available, but not
yet installed, on the appliance

— Run patch prechecks before applying the patch

— Update the server and storage components
Use the links in the top navigation to view and manage the following:
* Database

— Create a database

— View database details

— Apply a backup policy for the database

— Create a manual backup

— Recover a database from a backup

— View and update the database backup schedule and update the archive log
backup schedule for the database

— Create, update, and delete backup policies
— Create, update, and delete database homes
— Create and delete database homes
— Patch database homes

* Object Store

— Create Object Store Credentials for backup and recovery
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— View the details for Object Store Credentials, including the endpoint URL, user
name, and tenant

— Update and delete Object Store Credentials

— Configure and enable Oracle Auto Service Request (Oracle ASR)
*  Activity

— View a list of jobs, details, and status

— Click a job description to view job details

Update ILOM and User Settings

Expand About in the upper right corner of the Web Console to perform the following
tasks:

» Click About to view the Oracle Database Appliance release that is installed on the
appliance.

» Click Update ILOM Setting to change the root password. To enable first-time
login and access to Oracle ILOM, a default Administrator (root) account and its
password are provided with the system.

» Click Update User Settings to change the oda- adni n password.

»  Click Sign Out to sign out of the Web Console. If you do not sign out, the system
automatically signs you out after a period of inactivity. A warning will appear 2
minutes before the session expires.

1.4 Viewing Job Activity

Use the Oracle Appliance Manager Web Console to view job activity, the status of
tasks in a job, and job status.

1. Open a browser and enter the following URL to launch the Web Console:
https://ip-address: 7093/ ngnt /i ndex. ht m

2. Enter the following credentials:
e User name: oda- admi n
e Password: password

3. Click Activity.

The jobs page displays recent jobs, the job name, identifier (ID) date created, and
status.

4. (Optional) Click the job name to display greater details about the job, including the
tasks that make up the job and the status of each task. In this image, the job name
is Provisioning service creation. Several tasks finished successfully, but there are
two tasks that failed and the overall job status is Failure due to inability to run root
scripts.
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Provisioning service creation

ID: d88c1f5f-b088-4dba-acf7-92a9f83¢9369
Created: Thu Feb 02 2017 3:35:02 AM
Message: Fail torun root scripts :

Status: Failure

Page 4 of4(16-200f20items) K < 1 2 3

Cloning Gi home
Start Time: Thu Feb 02 2017 3:41:21 AM End Time: Thu Feb 02 2017 3:44:39 AM

Updating GiHome version
Start Time: Thu Feb 02 2017 3:44:39 AM End Time: Thu Feb 02 2017 3:44:43 AM

Grid stack creation
Start Time: Thu Feb 02 2017 3:44:43 AM End Time: Thu Feb 02 2017 3:51:40 AM

Status: Success

Status: Success

Status: Failure

ORACLE"
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Preparing for Oracle Database Appliance
Installation and Deployment

Complete these setup tasks before Oracle Database Appliance is delivered.

* Registering Your Support Identifier on My Oracle Support (page 2-1)
Add your hardware Support Identifier (SI) to your My Oracle Support account
profile.

* Planning Oracle Database Appliance Configuration Options (page 2-1)
Determine how many CPU cores you want to enable, determine your database
configuration options, and gather the system information for your Oracle Database
Appliance Bare Metal deployment configuration.

e Gathering System Requirement Information (page 2-6)
Use these checklists to collect information before deploying Oracle Database
Appliance.

e Creating a Configuration File for a Virtualization Platform (page 2-14)
If you want to use the Configurator to create a virtualization platform configuration
file before your Oracle Database Appliance X7-2-HA system is delivered, then
review these topics.

2.1 Registering Your Support Identifier on My Oracle
Support

Add your hardware Support Identifier (SI) to your My Oracle Support account profile.

Your hardware Sl is supplied when you purchase Oracle Database Appliance. If you
acquire new software licenses, then you must also register your new software Sls. The
Sl registration process can take up to 24 hours to complete.

# Note:

You cannot obtain support or software from Oracle without registered Sis.

2.2 Planning Oracle Database Appliance Configuration
Options

Determine how many CPU cores you want to enable, determine your database
configuration options, and gather the system information for your Oracle Database
Appliance Bare Metal deployment configuration.
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# Note:

Do not use Oracle Database Configuration Assistant (DBCA) to create
databases on Oracle Database Appliance. Only use Oracle Appliance
Manager for database configuration. Deploying Oracle Database instances
using Oracle Appliance Manager ensures that these databases are properly
configured, optimized, and supported on Oracle Database Appliance.

» Selecting an Oracle Database Appliance Configuration (page 2-2)
Compare and select an Oracle Database Appliance hardware configuration.

e Selecting Operating System Groups and Users (page 2-2)
Determine how you want to configure your operating system groups and users and
whether or not you want to allow operating system role separation.

e Selecting Database Deployment Options (page 2-4)
Review the Oracle Database editions that are available for deployment.

* Selecting Database Shapes for Oracle Database Appliance (page 2-6)
Oracle Database Appliance software includes preconfigured templates, known as
shapes, that incorporate Oracle best practices with optimization for different
classes of databases.

2.2.1 Selecting an Oracle Database Appliance Configuration

Compare and select an Oracle Database Appliance hardware configuration.

*  Oracle Database Appliance X7-2S is a small configuration designed for smaller or
entry-level deployments.

*  Oracle Database Appliance X7-2M is a medium-sized configuration designed for
performance.

* Oracle Database Appliance X7-2-HA is a large configuration designed for larger
databases and high-availability.

You cannot expand or reconfigure Oracle Database Appliance to a different
configuration. For example, you cannot expand Oracle Database Appliance X7-S to
Oracle Database Appliance X7-2M. For Oracle Database Appliance X7-2 configuration
details, see the Oracle Database Appliance Owner's Guide.

2.2.2 Selecting Operating System Groups and Users

ORACLE

Determine how you want to configure your operating system groups and users and
whether or not you want to allow operating system role separation.

About Operating System Groups and Users

Role separation enables you to configure groups and users to provide separate groups
for operating system authentication.

Without role separation, a single user owns all of the Oracle installations. All of the
databases are installed under a single user. Role separation enables you to have
separate users for Oracle and Oracle Clusterware. You can install multiple databases
without sharing operating system authentication for system privileges. In addition,
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each Oracle software installation is owned by a separate installation owner, to provide
operating system user authentication for modifications to Oracle Database binaries.

# Note:

Any Oracle software owner can start and stop all databases and shared
Oracle Grid Infrastructure resources, such as Oracle Automatic Storage
Management (Oracle ASM) or Virtual IP (VIP). The job role separation
configuration enables database security, it does not restrict user roles in
starting and stopping various Oracle Clusterware resources.

With Oracle Grid Infrastructure role separation, separate operating system groups
provide operating system authentication for Oracle ASM system privileges for storage
tier administration. This operating system authentication is separated from Oracle
Database operating system authentication. In addition, the Oracle Grid Infrastructure
installation owner provides operating system user authentication for modifications to
Oracle Grid Infrastructure binaries.

You can configure the appliance with one of four combinations of operating system
users, groups, and roles. The default users are the Oracle Database installation owner
(oracl e) and Oracle Grid Infrastructure installation owner (gri d). The default groups are
oi nstal |, dbaoper, dba, asmadni n, asnoper, and asndba

Default Configuration: Two Users with Six Groups

The default configuration is a combination of two operating system roles for users with
six groups.

To configure two users, oracl e user with the Oracle User (or acl eUser ) role and the grid
user with the gri dUser role, allow operating system role separation.

To configure six groups, oi nstal |, dbaoper, dba, asmadmi n, asnoper, and asndba, do not
select the option to customize users and groups.

# Note:

When you select the default configuration in the Web Console, the users and
groups do not appear in the interface.

Two Custom Users with Six Custom Groups

You can customize the configuration to create two custom users and six custom
groups.

To configure two users, allow operating system role separation. The users are
populated with the default values, oracl e and gri d, which you can edit.

To configure six groups, select the option to customize users and groups. The groups
are populated with the default values, which you can edit. The default groups are
oi nstal |, dbaoper, dba, asmadni n, asnoper, and asndba.

The figure shows an example of a custom configuration with the default values
populated.
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Figure 2-1 Two Custom Users with Six Custom Groups

User & Group Selection

Customize Users 8 Groups [® Yes

GI User *

grid

DB User ~

oracle

Install Group ~
oinstall

DEBA Oper Group
dbaoper

DEA Group ’

dba

ASM Admin Group i
asmadmin

ASM Oper Group *
asmoper

ASM DBA Group

asmdba

Allow OS Role Separation
& Yes No

Gl UserID *

1000

DB UserID ~

1001
Install GroupID *
1001

DBA Oper GrouplD ~
1002

DBA GroupID

1003

ASM Admin GrouplD *
1004

ASM Oper GrouplD !
1005

ASM DBA GroupID

1006

Single Custom User with Six Custom Groups

You can customize the configuration to create a single operating system database
user and with six custom groups. The database user can deploy both the grid

infrastructure and RDBMS (relational database management system) stacks. You can
edit the user name and user ID and you can customize the group names and IDs. Use
this option when you deploy SAP.

To configure a single or acl e database user with the Oracle User (or acl eUser) role, do
not allow OS role separation.

To configure six groups, select the option to customize users and groups. The
following default groups are populated: oi nstal | , dbaoper, dba, asmadni n, asnoper, and
asnmdba. You can customize the groups.

Single User with Two Groups

To configure a single or acl e user with the Oracle User (or acl eUser ) role, do not allow
OS role separation.

To configure two groups, oi nstal | and dba, do not select the option to customize users
and groups.

2.2.3 Selecting Database Deployment Options

ORACLE

Review the Oracle Database editions that are available for deployment.

In earlier releases, the database edition was defined at the appliance level during the
initial deployment. Beginning with Oracle Database Appliance release 12.2.1.1, Oracle
Database editions are defined at the database level, not the appliance level.
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# Note:

It is important to understand your Oracle Database licensing before you
create databases. You cannot provision Oracle Database Enterprise Edition
and Standard Edition databases in the same bare metal platform, or the
same ODA_BASE virtualized deployment, subject to Oracle Database
licensing requirements.

The following Oracle Database editions are available:

e Oracle Database Enterprise Edition

Oracle Database Enterprise Edition provides the performance, availability,
scalability, and security required for mission-critical applications such as high-
volume online transaction processing (OLTP) applications, query-intensive data
warehouses, and demanding Internet applications.

— Single-instance Oracle Database Enterprise Edition home
— Oracle Database options are available

Enterprise Edition for Oracle Database 12.2.0.1, 12.1.0.2, and 11.2.0.4 support
Oracle Real Application Clusters (Oracle RAC).

* Oracle Database Standard Edition 2

Oracle Database Standard Edition 2 delivers unprecedented ease of use, power,
and performance for workgroup, department-level, and Web applications.

Standard Edition 2 for Oracle Database 12.x supports Oracle RAC and RAC One.
* Oracle Database Standard Edition One

Oracle Database Standard Edition One delivers unprecedented ease of use,
power, and performance for workgroup, department-level, and Web applications.

Standard Edition One for Oracle Database 11.2.0.4. Standard Edition One
supports Oracle RAC and RAC One.

* Oracle Database Standard Edition

Oracle Database Standard Edition delivers the unprecedented ease of use, power,
and performance of Standard Edition One, with support for larger machines and
clustering of services with Oracle RAC.

Standard Edition for Oracle Database 11.2.0.4 supports Oracle RAC and RAC
One.

Oracle Real Application Clusters (RAC) One Node is an always online single instance
of an Oracle RAC enabled database running on one node in a cluster.

¢ Note:

Review the Database Licensing Information User Manual for the Oracle
Database release to review supported options and products.

ORACLE 2-5



Chapter 2
Gathering System Requirement Information

2.2.4 Selecting Database Shapes for Oracle Database Appliance

Oracle Database Appliance software includes preconfigured templates, known as
shapes, that incorporate Oracle best practices with optimization for different classes of
databases.

Because of differences in CPU counts, memory size, and other resources available
with different Oracle Database Appliance models, some shapes are not supported on
all models.

Each Oracle Database shape has different workload profile and performance
characteristics:

*  Memory requirements, which are calculated from the System Global Area (SGA),
and Program Global Area (PGA) sizes

*  Processing requirements, which are calculated from the number of processes
* Logging requirements, which are based on log buffer size, and online redo log size

Oracle Database Appliance shapes are tuned for the size of each database instance
workload and are designed to run on a specific number of cores.

# Note:

Oracle strongly recommends that you use the Oracle Database Appliance
shapes. These shapes implement best practices, and are configured
specifically for Oracle Database Appliance.

2.3 Gathering System Requirement Information

Use these checklists to collect information before deploying Oracle Database
Appliance.

e List of Information You Need Before Deployment (page 2-6)
Collect security, storage, and network information required to prepare for
deploying Oracle Database Appliance X7-2S, X7-2M, and X7-2-HA.

e Checklist for System Details (page 2-12)
Use the checklist to gather system information that you need to obtain for Oracle
Database Appliance. Record the values for your system.

e Checklist for Custom Network Address Configuration (page 2-14)
Use the checkilist to identify the IP addresses required for Oracle Database
Appliance.

2.3.1 List of Information You Need Before Deployment

Collect security, storage, and network information required to prepare for deploying
Oracle Database Appliance X7-2S, X7-2M, and X7-2-HA.

*  Security Requirements (page 2-7)
Review your security requirements for r oot passwords.
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»  Storage Administration Requirements (page 2-7)
Storage administration is integrated into Oracle Database Appliance. No additional
storage configuration is required.

* Network Administration Requirements for Single Node Systems (page 2-8)
Review the network administration requirements and recommendations for Oracle
Database Appliance X7-2S and X7-2M.

*  Network Administration Requirements for Multi-Node Systems (page 2-9)
Review the network administration requirements and recommendations for Oracle
Database Appliance X7-2-HA multi-node systems.

2.3.1.1 Security Requirements

Review your security requirements for r oot passwords.

*  What root password should you use for Oracle Database Appliance? Root
passwords should comply with your system security requirements.

e Secure operating systems are an important basis for general system security.
Ensure that your operating system deployment is in compliance with common
security practices.

2.3.1.2 Storage Administration Requirements

Storage administration is integrated into Oracle Database Appliance. No additional
storage configuration is required.

Oracle Database Appliance uses Oracle Automatic Storage Management Cluster File
System (Oracle ACFS) or Oracle Automatic Storage Management (Oracle ASM) and
include the following:

* Integrated storage for operational files (operating system, Oracle Grid
Infrastructure home, Oracle Database homes, tools). Operational files are stored
on mirrored internal system disks.

e DATA (user data and database files).

 RECO (database redo logs, archive logs, and recovery manager backups).
 REDO (database redo logs). X7-2-HA only.

*  FLASH (hot table data) X7-2-HA with HDD drive configuration only.

e Operational files are stored on mirrored internal system disks.

Based on your environment and backup location, you can configure the storage
capacity for the DATA diskgroup to be anywhere from 10% to 90%, with the remaining
percentage for RECO diskgroup. For example, you might assign 80% of the storage
capacity for DATA and 20% for RECO.

# Note:

Depending on the model, you have the option to expand the system’s
storage capacity.
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Related Topics

» Usable Space on Oracle Database Appliance X7-2S and X7-2M (page B-5)
Review the table for the approximate amount of usable space for Oracle Database
Appliance X7-2S and X7-2M.

* Usable Space on Oracle Database Appliance X7-2-HA (page B-6)
Review the table for the approximate amount of usable space for high
performance or high capacity on Oracle Database Appliance X7-2-HA.

» Usable Free Space with Oracle ASM (page B-7)
When Oracle ASM calculates usable Free Space, it determines the amount of
space to reserve in the case of a disk failure.

2.3.1.3 Network Administration Requirements for Single Node Systems

ORACLE

Review the network administration requirements and recommendations for Oracle
Database Appliance X7-2S and X7-2M.

The network administration requirements and recommendations are as follows:

e Determine the type of network interface for your public network and know the
details for your generic and public network.

e Oracle recommends that you resolve addresses using Domain Name System
(DNS) servers.

e All names must conform to the RFC 952 standard, which permits alphanumeric
characters and hyphens ("-"), but does not allow underscores ("_").

e Provide an IP address for the public interface (bt bond1).

Depending on your network setup, you can use one of the following available bonds:

e Onboard NIC 10GBase-T ports

e 25GbE SFP+ ports

As part of the initial setup, you must use the command confi gure-fi rst through
Oracle ILOM's remote console to plumb the public network.

Answer These Questions
Determine the answers to the following questions:

*  What is your domain name?
For example: exanpl e. com
* Do you want to use DNS?

(Optional) Ensure that the names and addresses that you provide for network
configuration are configured in your Domain Name System (DNS) servers. DNS is
optional, but recommended. If you want to use DNS, then obtain your DNS server
addresses. The addresses that you provide are configured in the / et ¢/ host s file to
provide IP name and address resolution, even if a DNS server is not available.

Do you have a Network Time Protocol (NTP) service configured for each server,
so that the local system time for each server is synchronized?

e Which network interface do you want to use for your public network?
— 10GBase-T port
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— 25GbE SFP+ ports

What are the details for your public network? To connect to the system, you
require the following information:

— Host name
For example: nyhost

— IP address
For example: 192. 0. 2. 18

— Netmask for the public network
For example: 255. 255. 252. 0

— Gateway for the public network
For example: 192.0.2. 1

What are the Oracle Integrated Lights Out Manager (Oracle ILOM) details needed
to manage Oracle Database Appliance independent of the operating system?

Collect the following Oracle ILOM details from your network administrator:
— Oracle ILOM host name
For example: nyi | ont
— Oracle ILOM IP address
For example: 10.0.0. 3
— Netmask for the Oracle ILOM network
For example: 255. 255. 255. 0
— Gateway for the Oracle ILOM network

For example: 10.0.0.1

2.3.1.4 Network Administration Requirements for Multi-Node Systems

Review the network administration requirements and recommendations for Oracle
Database Appliance X7-2-HA multi-node systems.

The network administration requirements and recommendations are as follows:

ORACLE

Determine the type of network interface for your public network and know the
details for your generic and public network.

Oracle recommends that you resolve addresses using Domain Name System
(DNS) servers.

All names must conform to the RFC 952 standard, which permits alphanumeric
characters and hyphens ("-"), but does not allow underscores ("_").

Provide an IP address for the public interface (bt bondl) for each node. This
interface is bond0, or Eth1 on Oracle Database Appliance Virtualized Platform, (a
bond of Eth2 and Eth3), which is used for the host IP address for the node.

For Oracle Database Appliance X7-2-HA, a correctly configured appliance
requires at least six public addresses on the same subnet for the nodes:

— A public IP name and address for each node

— Avirtual IP name and address for each node
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— Two addresses that resolve to the SCAN for the cluster

Depending on your network setup, you can use one of the following available bonds:

e Onboard NIC 10GBase-T ports
e 25GbE SFP+ ports

As part of the initial setup, you must use the odacl i configure-first command
to configure a public network through Oracle ILOM to get access to the machine.

Be prepared to provide a netmask and gateway for the network when you configure
the network connection for Oracle Database Appliance.

Domain Name System (DNS) Servers

For multi-node systems, ensure that the names and addresses that you provide for
network configuration are configured in your DNS servers. The addresses that you
provide are configured in the / et ¢/ host s file to provide IP nhame and address
resolution, even if a DNS server is not available.

You have the option to connect either to a copper, or to a fiber public network. Ensure
that your network planning is based on the correct type of public network.

Oracle recommends that you resolve addresses using a DNS server, so that you can
use Single Client Access Names (SCANSs). Having a single name to access the cluster
enables the client to use the EZConnect client and the simple JDBC thin URL to
access any Oracle Database running in the cluster, independent of the active servers
in the cluster. The SCAN provides load-balancing and failover for client connections to
these databases. The SCAN works as a cluster alias for Oracle Databases in the
cluster.

If you deploy without using a DNS server, then you can add a DNS server later, and
add SCAN:Ss. If you add SCANSs, then you must specify additional VIP addresses for
those SCANSs.

Answer These Questions
Determine the answers to the following questions:

* What is your domain name?
For example: exanpl e. com
* Do you want to use DNS?

(Optional) Ensure that the names and addresses that you provide for network
configuration are configured in your Domain Name System (DNS) servers. DNS is
optional, but recommended. If you want to use DNS, then obtain your DNS server
addresses. The addresses that you provide are configured in the / et ¢/ host s file to
provide IP name and address resolution, even if a DNS server is not available.

* Do you have a Network Time Protocol (NTP) service configured for each server,
so that the local system time for each server is synchronized?

If you have NTP servers and you want to synchronize time between Oracle
Database Appliance nodes using NTP, then be prepared to provide the addresses
for the servers. If you do not provide addresses for NTP servers, then Oracle Grid
Infrastructure software configures time synchronization between nodes using
Cluster Time Synchronization Service (CTSS).
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* Do you want to plug in the public IP address cables to redundant switches, so that
you can avoid a single point of failure for Oracle Database Appliance? Oracle
recommends that you use redundant switches for High Availability.

*  Which network interface do you want to use for your public network?
— 10GBase-T (copper)
— 25GbE SFP+ (fiber)

*  What are the details for your public network? To connect to the system, you
require the following information:

— Host name
For example: nyhost

— IP address
For example: 192. 0. 2. 18

— Netmask for the public network
For example: 255. 255. 252. 0

— Gateway for the public network
For example: 192.0.2. 1

o (For the X7-2-HA virtualized platform only) VLAN ID for public network (for
example, 100)

o (For the X7-2-HA virtualized platform only) Do you want the ability to configure
additional networks?

* What are the Oracle Integrated Lights Out Manager (Oracle ILOM) details needed
to manage Oracle Database Appliance independent of the operating system?

Collect the following Oracle ILOM details from your network administrator:
— Oracle ILOM host name for each node
For example: nyi | ont and nyi | on2
Oracle ILOM IP address for each node
For example: 10.0. 0.3 and 10.0. 0. 4
— Netmask for the Oracle ILOM network
For example: 255. 255. 255. 0
— Gateway for the Oracle ILOM network

For example: 10.0.0. 1
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2.3.2 Checklist for System Details

Use the checklist to gather system information that you need to obtain for Oracle
Database Appliance. Record the values for your system.
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Table 2-1 Checklist for System Configuration Information for Oracle Database

Appliance

System Information

Description

Host Name

Domain Name

Region

Timezone

Diskgroup Redundancy

Percentage of Storage Reserved for Data

Master Password

DNS Server
NTP Server

The name for the Oracle Database Appliance
System. The name must conform with the
RFC 952 standard, which allows alphanumeric
characters and hyphens ( - ), but does not
allow underscores ( _ ). The name should not
begin with a numeral or hyphen and should
not end in a hyphen. Oracle recommends that
you use all lowercase characters for the host
name.

Your domain name. For example:
exanpl e. com

The region where you plan to operate the
Oracle Database Appliance system.

The time zone where you plan to operate the
Oracle Database Appliance system.

Determine the redundancy level for DATA,
RECO, and FLASH: Normal redundancy (two
way mirror) or High redundancy (three way
mirror).

If you select High redundancy, then DATA,
RECO, and FLASH are all High redundancy.

If the system has less than five (5) NVMe
storage devices, then redundancy is
automatically set to Normal and this field does
not appear.

Determine the amount of reserves for DATA
storage. The percentage must be a whole
number between 10 and 90 and determines
how the NVMe Disks are partitioned between
DATA and RECO. For example, if you specify
80, then 80% of storage is reserved for DATA
and the remaining 20% is for RECO.

The password set for the root password of the
system, OS users, database users, and
pdbadmin. The password is also used to set
the database SYS and SYSTEMpasswords.
Ensure that the password you provide is in
compliance with common security practices.

(Optional) DNS server detalils.

(Optional) Network Time Protocol (NTP)
service details.
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Table 2-1 (Cont.) Checklist for System Configuration Information for Oracle

Database Appliance

System Information

Description

Network Information for the client access
network

Network Information for the Oracle Integrated
Lights Out Manager (ILOM) network

User and group information

Initial Database Details (if you want to create
one during deployment)

Oracle Auto Service Request (Oracle ASR)
information

Obtain the following network information for
the public network:

e |P address

e Subnet Mask

Gateway

(Optional) Obtain the following ILOM network
information:

e ILOM host name

e« ILOM address

e Subnet mask

*«  Gateway

Determine how you want to configure your
users and groups and whether or not you want

to allow operating system role separation. The
default is two users with six groups.

(Optional) If you choose to create an initial
database during deployment, determine the
following configuration details:

* Database name

e Database unique name

- Database version (based on the database
clones that are registered with the Oracle
Database Appliance):

- 12201
- 12.1.0.2
- 112,04

*  Determine the Oracle Database edition
licensing that you have, either Enterprise
Edition or Standard Edition. You cannot
mix editions.

e Container database, or not

*  Shape (for example: odbl or odb2)

e Class (database template):

—  Enterprise Edition, 12c: OLTP, DSS,
or IMDB

—  Enterprise Edition, 11g: OLTP or
DSS

—  Standard Edition: OLTP

» Database characterset

« Database language

e Storage (Oracle ASM or Oracle ACFS).
All version 11.2.0.4 databases are
provisioned on top of Oracle ACFS.

e Configure Oracle Enterprise Manager
console. If you are using Enterprise
Manager Cloud Control with this
appliance, do not choose this option.

(Optional) Do you want to Configure and
enable Oracle ASR at deployment or later?
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2.3.3 Checklist for Custom Network Address Configuration

Use the checklist to identify the IP addresses required for Oracle Database Appliance.

" Note:

Oracle does not recommend changing the default Host Private Address. You
cannot change the private network after deploying the appliance.

Table 2-2 Default IP Address Requirements for Oracle Database Appliance

Type of IP IP Address Your Values As Applicable
Default Values

Client Access Network No default No default

Additional Network No default No default

Oracle Integrated Lights Out  No default No default

Manager (ILOM)

Host Private Addresses 192.168.16.24 Not applicable: the private addresses are
defined before deployment and should not
be changed

2.4 Creating a Configuration File for a Virtualization Platform

If you want to use the Configurator to create a virtualization platform configuration file
before your Oracle Database Appliance X7-2-HA system is delivered, then review
these topics.

e About the Standalone Oracle Database Appliance Configurator (page 2-14)
Use the standalone Oracle Database Appliance Configurator to create an Oracle
Database Appliance Virtualization Platform offline deployment plan and validate
your network settings before the actual deployment.

* Running the Standalone Oracle Database Appliance Configurator (page 2-15)
Download and run the standalone Oracle Database Appliance Configurator to
create a configuration file for the Oracle Database Appliance Virtualization
Platform.

2.4.1 About the Standalone Oracle Database Appliance Configurator

ORACLE

Use the standalone Oracle Database Appliance Configurator to create an Oracle
Database Appliance Virtualization Platform offline deployment plan and validate your
network settings before the actual deployment.

If you prefer to configure your system at the time you deploy the virtualization platform,
then you can wait and use the online Configurator that is part of virtualization image for
Oracle Database Appliance.

The standalone Oracle Appliance Manager Configurator is a Java-based tool that
enables you to generate your virtualization platform deployment plan and validate your
network settings before the actual deployment. If you want to use this tool before
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deployment, then you must download and run the Configurator on a local client
system. The local client can be a Linux, UNIX, MAC, or Windows system.

The Configurator provides two types of configuration: Typical and Custom. The
Typical configuration is recommended in most cases. Choose the Custom
configuration option if you want to configure additional or alternate network interfaces,
or if you want to override the default values for one or more of the following:

- Database block size, language, territory, backup file location, or disk redundancy
level for the DATA and RECO disk groups

e Oracle Integrated Lights Out Manager (Oracle ILOM) server.

e Oracle Auto Service Request (Oracle ASR) configuration. You can configure
Oracle ASR after deployment.

e Oracle Cloud File System mount point and file system size. Configure a Cloud FS
if you want a non-database file location accessible by both nodes.

*  Network Time Protocol service server.

To see the default values for your version of Oracle Database Appliance software
before choosing the Typical or Custom option, run the Configurator using the
Custom option.

Oracle recommends that you use the Network Validation page in the Configurator to
test your network settings. To test the network settings, you must run the Configurator
on a client server that is connected to same network subnet that you intend to use for
Oracle Database Appliance. If you do not do this, then the validation fails, regardless
of whether or not you have completed required configuration.

At the end of an offline Configurator session, you can save your deployment plan in a
configuration file. You can use the Configurator to edit your settings. When you are
ready to deploy Oracle Database Appliance, copy this configuration file to the
appliance, and run the online Oracle Appliance Manager Configurator to import and
deploy your saved plan. You can also print the file's content and use the printout to
review your configuration entries for deployment planning purposes and as a checklist
for setting up your external network configuration.

2.4.2 Running the Standalone Oracle Database Appliance
Configurator

ORACLE

Download and run the standalone Oracle Database Appliance Configurator to create a
configuration file for the Oracle Database Appliance Virtualization Platform.

In most cases, Oracle recommends that you select the typical configuration. Select the
custom option if you want to configure additional or alternate network interfaces, or if
you want to override the default values. To see the default values for your version of
Oracle Database Appliance software before choosing the Typical or Custom option,
run the Configurator using the Custom option.

The steps described here enable you to create a typical virtualized platform
configuration file.

1. Download the standalone Oracle Database Appliance Manager Configurator
software to a client.

a. Go to the following URL http://wwu. or acl e. conl t echnet wor k/ dat abase/
dat abase- appl i ance/ overvi ew i ndex. ht nl
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b. Click the Downloads tab.
c. Review the License Agreement, then select Accept License Agreement.

d. Download the latest version of the Oracle Database Appliance Manager
Configurator zip file to a client.

e. Extract the files from the zip.

2. Start the Configurator using the command confi g. bat on a Windows client, or the
command ./ config. sh on a Linux or UNIX client. When the Oracle Database
Appliance Manager Welcome page appears, click Next.

3. Select the Typical configuration type and select the hardware model ODA-X7-2
HA from the menu. Click Next.

The Browse option is not useful during the initial run, because there are no
configuration files to load. If you have an existing configuration file created with
this version of the Configurator that you want to load and edit, then click Browse
and locate the file on your client.

Configuration Type _ORACLE _)'
DATABASE APPLIANCE -!/_/
- O O @ @ @ OO =——awl

, Welcome

wi Configuration Type Select Configuration Type:

I
¥ System Information _
(@) Typical (Recommended)

() Custom

Select Environment: Select Hardware:
(@) Virtualized Platform ODA-X7-2 HA b
Load an existing configuration: ‘ Browse |
| Help | | = Back || Mext = J | Cancel |

4. On the System Information page, provide the system name, and select the correct
value from the lists for your region and time zone. In the New Root Password and
New Root Password (confirm) fields, enter a new password for the root user.
Click Next.

The password is encrypted in the configuration file. It is temporarily decrypted to
reset the password during deployment.
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System Information _Eltaa q-
DATABASE APPLIANCE y

,T& Configuration Type

) System Inf ti

T LRI AR System Name: |MySystem |

T Metwork Information

I Region: lAmerica 'l

Timezone: lAmericaJLos_Angeles ']
MNew Root Password:

MNew Root Password(confirm):

Accelerator Disk Group:

5. On the Network Information page, provide your domain name, DNS server
addresses, public and VIP addresses for your two nodes, SCAN name and
addresses, and netmask and Gateway addresses. Click Next.

Network Information —Sliiats \___).
DATABASE APPLIANCE \y

/l\ Diomain Name: |mydomain.example.com |
T System Information
T Network Information DNS Servers: |190.D.2.2 | |190.0.2.3 | |190.0.2.4 |
T Database Informatio
. NodeQ-Name MNodeQ-IP MNode1-Name MNodel-P
Public |My8ystem0 | |192.0.2.1B | |My8ystem1 | |1Q2.0.2.19 |
VIP |MySystem0M’p| |192.0.2.20 | |MySystemH'ip| |192.0.2.21 |
SCAN MySystem-scan Addresses |192.0.2.22 | |192.0.2.23 |
MNetmask 255.255.252.0 Gateway 192.0.0.1
i [
| Hep |

= Back " Mext = Cancel

As you enter data on this page, some fields are automatically filled with values
derived from earlier entries. For example, if the address that you provide for the

Node 0 public IP address is 192.0.2.18, then the default node addresses generate
as follows:
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* Node 0 public IP address: 192.0.2.18
* Node 1 public IP address: 192.0.2.19
* Node 0 virtual IP (VIP) address: 192.0.2.20
* Node 1 virtual IP (VIP) address: 192.0.2.21

*  SCAN addresses (two addresses resolving to the SCAN VIP name):
192.0.2.22, 192.0.2.23

(Optional) On the Database Information page, determine if you want to create an
initial database.

* If you do not want to configure an initial database, then click Next. Go to Step
7.

* If you want to configure an initial database, select the check box for Create
Initial Database, complete the fields, then click Next.

To configure an initial database, provide the following database details:
- Database Name. Enter a name for the database.

* Is Container Database. The default is false. If you leave the default value,
then the Configurator builds a non-container database.

- Database Type. The default type is OLTP. You can also select DSS, or select
In-Memory.

» Database Class. Select the database class that you want to deploy. Not all
options are available for all models of Oracle Database Appliance; the default
class is odb-06.

- Database Language. The default language is AMERICAN

- Database Deployment. Select one of the following, where RAC is the default:
— Oracle RAC
— Oracle RAC One Node
— Oracle Database Enterprise Edition (no Oracle RAC)

» Data File Size (GB). If you indicate that you want to build a container
database, then provide a database data file size in the final field on this page.
(This field does not accept input unless the Is Container Database selection
is True.)

» Data Files on Flash Storage. This option is not available on the X7-2-HA
model.
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Database Information _ORACLE '\5_;1
DATABASE APPLIANCE \—Sﬁ’

Create Initial Database

-,
Py

[
|

.}, Metwork Information DEEIESE e |mydb1 |
b : s Container Database: alse -
T Database Informatio s Cont Datab. fal
T MNetwork Validation
Database Type: | OLTP A |
Mational Characterset: |AL16UTF16 '|
Database Class: |0dl}06 '|
Database Language: |AMERICAN '|
Database Deployment: | RAC A |

Data File Size(GB)

Data Files on Flash Storage

| Hep | | <Back | nex> | | cancel |

7. On the Network Validation page, validate your network settings and save the
validation output in a file, or bypass the validation step, then click Next to go to the
next step.

The following options are available:

* Click Run Validations to perform network validation.

< Note:

Oracle recommends that you validate your network before you use
the configuration file to configure an appliance. However, you must
run Oracle Database Appliance Manager Configurator on a server
attached to the network subnet that is configured for your appliance.
If you do not do this, then the validation fails, regardless of whether
or not you have completed required configuration.

* Click Save Validation Output to save the validation output. If the validation
fails, it is useful to save the output to review with your network administrator
later.

» Select Skip Network Validations to by-pass the validation step. If the network
validation fails, and you want to continue with the configuration, then select
this option.

ORACLE' .19



ORACLE"

Network Validation

Chapter 2
Creating a Configuration File for a Virtualization Platform

ORACLE' \\_J
DATA E APPLIANCE
BAS c \Hﬂ

Database Information
e/ Hetwork Validation

W SUMMmEarY

Skity Metwark Validations

Click "Run “alidations" to perfarm netwoaork walicstions.

Save Validation Output ] Fun Yalidationz

Cancel

On the Summary page, review the configuration options that you have selected.
Click Save to save the configuration file. Click Finish.

Note the name and location of the configuration file. You can copy this
configuration file to your Oracle Database Appliance for deployment. If you need to
make corrections before deployment, then rerun the standalone Oracle Database
Appliance Manager Configurator, load your configuration file, make the changes,
and save the file again.

ORACLE * 4 J

Summary
DATABASE APPLIANCE
Environment Type = BM
I Application Type = Generic
/l\ Deployment Mode = Basic

[

[

\} Network Validation
Ve

| Summary

—Cluster Information—

System name = MySystem

Domain Mame = mydomain.example.com
Region = America

Timezone = America/Los_Angeles

—Database Information—

Create initial Database = true

l= container database = false
Commen fs = true

Data File Size =0

Data Files on flash Storage = false
Database name = (mmydb1)
Database block size = (8152)
Database Backup Location = Local
Deployment type = (RAC)

[ 1»

Ul

Save the generated configuration
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If you are running the Configurator on Oracle Database Appliance, and you have
completed the preliminary steps to configure your initial network and install the
software or deploy ODA_BASE, then you can click Install to deploy the configuration.
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Readying Oracle Database Appliance for
Deployment

Complete these tasks to prepare to deploy Oracle Database Appliance.

About Interconnect Cabling (page 3-1)
Interconnect is reserved for Oracle Grid Infrastructure (Gl) and Oracle Relational
Database Management System (RDBMS).

Attaching Network Cables to Oracle Database Appliance X7-2-HA (page 3-2)
Connect Oracle Database Appliance X7-2-HA to either a 10GBase-T (copper) or
25GbE SFP28 (fiber) network.

Attaching Network Cables to Oracle Database Appliance X7-2S or X7-2M
(page 3-5)

Connect Oracle Database Appliance X7-2S or X7-2M to either a 10GBase-T
(copper) or 25GbE SFP28 (fiber) network.

First Startup of Oracle Database Appliance (page 3-6)
Use this procedure to start up either a newly-installed Oracle Database Appliance,
or to start up the appliance after you power it down.

Configuring Oracle Integrated Lights Out Manager (page 3-8)
Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

Plumbing the Network (page 3-9)
Configure a temporary network configuration framework to build your network
information during deployment.

Downloading the Server, Gl and DB Clone Bundles (page 3-12)
Download the Oracle Database Appliance Server, Gl and DB patches from My
Oracle Support and update the patch repository.

Updating the dcs-agent to the Latest Version (page 3-14)
If an older version of the dcs- agent is installed, then download the latest agent and
update the repository, dcs-agent, and server components.

Applying the Server Patch (page 3-14)
Update the server component to apply patches to various infrastructure
components and Oracle Clusterware before deploying the appliance.

3.1 About Interconnect Cabling

Interconnect is reserved for Oracle Grid Infrastructure (Gl) and Oracle Relational
Database Management System (RDBMS).

ORACLE

Oracle Gl includes Oracle Clusterware, Oracle Automatic Storage Management
(Oracle ASM), and Oracle Restart. Even if you do not use Oracle Real Application
Clusters (RAC), Oracle Database Appliance uses the interconnect for RAC ASM and
Oracle Gl.
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< Note:

Do not use interconnect for other applications.

3.2 Attaching Network Cables to Oracle Database Appliance

X7-2-HA

ORACLE

Connect Oracle Database Appliance X7-2-HA to either a 10GBase-T (copper) or
25GbE SFP28 (fiber) network.

For 10GBase-T public networking, use the Cat-6 network cables. To use the SFP28
ports, use the correct transceivers and cables to meet your switch bandwidth. The
following sections show the cabling options for 25GbE SFP28 (fiber) network ports. In
the figures, callouts 4 and 5 identify the ports for the 10GBase-T (copper) network.
Callout 6 identifies the ports for the 25GbE SFP28 (fiber) network.

Connect the Fiber and Copper Network Cables for Oracle Database Appliance
X7-2-HA

Connect the network cables for Oracle Database Appliance X7-2-HA.

12 35

- Node 1

- Node 0

| Storage
Shelf

Location of Network Ports and Power Cabling

Table 3-1 Location of Network Ports and Power Cabling for Oracle Database
Appliance X7-2-HA

Callout Description

Number

1 Interconnect Port 25GbE plpl

2 Interconnect Port 25GbE p1p2

3 Dark blue SAS cable between PCle slot 2 in Node0 (SAS0) and the dark blue

port in the top 10 module in the storage shelf (port0)
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Table 3-1 (Cont.) Location of Network Ports and Power Cabling for Oracle
Database Appliance X7-2-HA

Callout Description

Number

4 Light blue SAS cable between PCle slot 3 in Node0 (SAS1) and the light blue
port in the bottom IO module in the storage shelf (port0)

5 Dark red SAS cable between PCle slot 2 in Nodel (SAS1) and the dark red
port in the top 10 module in the storage shelf (portl)

6 Light red SAS cable between PCle slot 3 in Nodel (SASO0) and the light red

port in the bottom IO module in the storage shelf (portl)

Connect the Fiber and Copper Network Cables for Oracle Database Appliance X7-2

Table 3-2 Location of Ports and Power Cabling for Oracle Database Appliance

Callout Description

Number

1 Power cables to the power supply unit (PSU)

2 ILOM NET MGT port. Service processor 10/100/1000Base-T network
interface

(Optional) ILOM SER MGT port. Service processor RJ-45 serial port
10 GbE network interface port with RJ-45 connector (btbond1)
(Optional) 25 GbE dual-rate SFP28 (fiber network) ports (btbond1)

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR)
SFP transceivers for each of the network ports, and then plug in the appropriate
optical cable. Currently, Oracle sells both the SR and LR SFP transceivers. In addition
to these transceivers, you must purchase the appropriate LC-LC terminated fiber optic
cables from a third-party vendor.

Table 3-3 Transceivers for the SFP Ports - 10GB/1GB
]

Name Part Number
10Gbps Dual Rate SFP SR Transceiver 2129A
10Gbps SFP LR Transceiver 5562A-Z
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Table 3-4 Transceivers for the SFP Ports - 25GB
]

Name Part Number
SFP short range 7118017
Transceiver

SFP long range 7118020

Transceiver

Copper Cables
You can purchase the following copper cables from Oracle. These cables have built-in
SFP connectors.

Table 3-5 Networking Cables for the SFP Ports - 10GB/1GB
|

Name Length Part Number
TwinAx passive copper cable: 1 meter 1m 7105137
TwinAx passive copper cable: 3 meter 3m 7105140
TwinAx passive copper cable: 5 meter 5m 7151141

Table 3-6 Networking Cables for the SFP Ports - 25GB

_________________________________________________________________________________________|
Name Length Part Number

Copper splitter cable im 7118355
assembly: 1 meter
QSFP28 to 4 SFP28

Copper splitter cable 2m 7118356
assembly: 2 meter
QSFP28 to 4 SFP28

Copper splitter cable 3m 7118357
assembly: 3 meter
QSFP28 to 4 SFP28

Copper splitter cable 5m 7118358
assembly: 5 meter
QSFP28 to 4 SFP28

TwinAx passive copper 1m 7118359
cable: 1 meter

TwinAx passive copper  2m 7118360
cable: 3 meter

TwinAx passive copper  3m 7118361
cable: 5 meter

TwinAx passive copper  5m 7118362
cable: 5 meter
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3.3 Attaching Network Cables to Oracle Database Appliance
X7-2S or X7-2M

ORACLE

Connect Oracle Database Appliance X7-2S or X7-2M to either a 10GBase-T (copper)
or 25GbE SFP28 (fiber) network.

Use standard Cat-6 network cables to connect to the on-board 10GBase-T (copper)
network ports. The following sections show the cabling options for 25GbE SFP28
(fiber) network ports. In the figures, callout 4 identifies the ports for the 10GBase-T
(copper) network and callout 5 identifies the ports for the 25GbE SFP28 (fiber)
network.

Connect the Fiber and Copper Network Cables for Oracle Database Appliance
X7-2S or X7-2M

Connect the Fiber and Copper Network Cables for Oracle Database Appliance X7-2S
or X7-2M

Location of Network Ports and Power Cabling

Table 3-7 Location of Network Ports and Power Cabling for Oracle Database
Appliance

Callout Description

Number

1 Power cables to the power supply unit (PSU)

2 ILOM NET MGT port. Service processor 10/100/1000Base-T network
interface

(Optional) ILOM SER MGT port. Service processor RJ-45 serial port
10 GbE network interface port with RJ-45 connector (btbond1)
(Optional) 25 GbE dual-rate SFP28 (fiber network) ports (btbond1)

Fiber Cables

For optical cables, you must purchase either Short Range (SR) or Long Range (LR)
SFP transceivers for each of the network ports, and then plug in the appropriate
optical cable. Currently, Oracle sells both the SR and LR SFP transceivers. In addition
to these transceivers, you must purchase the appropriate LC-LC terminated fiber optic
cables from a third-party vendor.

Name Part Number
10Gbps Dual Rate SFP SR Transceiver 2129A
10Gbps SFP LR Transceiver 5562A-Z
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Copper Cables

You can purchase the following copper cables from Oracle. These cables have built-in
SFP connectors:

Name Length Part Number
TwinAx passive copper cable: 1m im 7105137
TwinAx passive copper cable: 3m 3m 7105140
TwinAx passive copper cable: 5m 5m 7151141

3.4 First Startup of Oracle Database Appliance

Use this procedure to start up either a newly-installed Oracle Database Appliance, or
to start up the appliance after you power it down.

To ready Oracle Database Appliance for the powering on the first time, you need to
attach all of the required power cords and confirm that initialization completes
successfully. You can then start up the system by pushing the power button once.

»  Attaching Power Cords and Initializing Components (page 3-6)
Attach power cords for Oracle Database Appliance.

*  Powering On Oracle Database Appliance the First Time (page 3-6)
Use this procedure the first time you power on Oracle Database Appliance.

3.4.1 Attaching Power Cords and Initializing Components

Attach power cords for Oracle Database Appliance.

Caution:

Before plugging in the power cords, ensure that the electrical outlets
providing the power are grounded.

If you use only a single AC circuit, then connect both power cords for each component
to that circuit. If you want to maintain N+1 power supply redundancy, then use two
separate AC circuits. Connect one power cord from each AC circuit into each
component.

For more information about cabling with the supplied Cable Management Arm, refer to
Oracle Database Appliance Owner’s Guide.

3.4.2 Powering On Oracle Database Appliance the First Time

ORACLE

Use this procedure the first time you power on Oracle Database Appliance.

When you power on Oracle Database Appliance for the first time, the system
automatically defines your public network interface based on which of the public
interface ports are connected. The onboard 10GBase-T (Copper) ports are used for
the interconnect.
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# Note:

After you connect power cords, the green SP OK light-emitting diode (LED)
lights blink for a few minutes, and then turn to steady ON. The cooling fans
also may turn on. However, these events do not indicate that the system is
started. You must complete all of the steps in this section to turn on the
appliance properly. Read through the entire section to understand the
sequence required for initial system startup.

1. (For Oracle Database Appliance X7-2-HA) Turn on the attached storage shelf, or
shelves, before powering on the server nodes.

2. Push the recessed power button to turn on the appliance.

# Note:

The fully-initialized state is indicated by the green SP OK LEDs staying
steadily lit. If any of the green LED lights on the server are still blinking,
then wait for them to complete their initialization steps.

Refer to the figures and to the following callout table to identify the power button
and the system initialization status indicator lights.

Figure 3-1 Front of Oracle Database Appliance Power Panel

_
B

Jomnacifero

3l
2[5

Table 3-8 Description of Callouts for Powering On Oracle Database

Appliance
|
Callout Function

1 SP OK LED light, located on the front panel of the appliance.

2 Recessed On/Off power button, which is located on the front panel

of the appliance. Push this button only once. Do not repeatedly
push the power button.

3 Green Power OK LED, located on the front panel. These lights
must be in the steady ON position (Green light does not blink)
before you log on to the system.

Oracle Database Appliance does not use the DO NOT SERVICE indicator.

3. Wait for Oracle Database Appliance to complete startup.

ORACLE .
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# Note:

Do not repeatedly push the power buttons. Startup can take several
minutes to complete.

Oracle Database Appliance is ready for use when the green Power OK LEDs (callout
3) on the front of the system remains steadily on.

3.5 Configuring Oracle Integrated Lights Out Manager

Configure Oracle Integrated Lights Out Manager (Oracle ILOM) to manage Oracle
Database Appliance independent of the operating system.

Oracle ILOM provides alternate ways to restart and troubleshoot Oracle Database
Appliance.

You must set up the following items first to configure Oracle ILOM:

* Aname and IP address

* A password to replace the default Oracle ILOM password

* Access to a management network, using an assigned netmask

* An Ethernet cable connected from the NET MGT port to the management network

In the default configuration, Dynamic Host Configuration Protocol (DHCP) is enabled
in Oracle ILOM and the DHCP server automatically assigns network settings. To
determine the IP address or host name assigned by the DHCP server, use the network
tools provided with the DHCP server.

If you do not use DHCP, then use the custom option in Oracle Database Appliance
Manager Configurator to assign IP addresses and host names to Oracle ILOM when
you deploy your database.

# Note:

If you have not enabled DHCP, then you must complete Oracle Database
Appliance configuration to access Oracle ILOM.

To connect to the Oracle ILOM, use one of the following two methods:

1. Log in using a web interface by completing these steps:

a. Using a client system's browser, enter the IP address or host name assigned
by DHCP into the browser address field and press Enter.

b. Atthe login page, enter the default user name, root and the default password,
changene.

The Oracle ILOM web interface appears.
2. Log in using a command-line interface (CLI) by completing these steps:

a. Using a client system, establish a secure shell (SSH) connection by entering
the following on the command line:
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ssh -1 root sp_ip_address
where sp_i p_address is the IP address assigned by DHCP.
b. Enter the default user name, root, and the default password, changene.

The Oracle ILOM CLI prompt appears.

Troubleshooting the ILOM Configuration

If the ILOM is not working, then ensure that the ILOM NIC is enabled and that i pv4 is
enabled.

You can configure the ILOM with the IPMI tool or through the BIOS. The following
describes how to use the IPMI tool:

1. Open the IPMI tool.
# ipmtool -I open sunoem cli

2. Go to SP/ net wor k and verify that the port is enabled:
cd / SP/ net work

3. If the port is not enabled, then enable the port.
set state=enabl ed

4. In SP/ network, verify that i pv4 is enabled.

5. Ifipv6 is enabled, then disable i pv6 and enable i pv4

# ipmitool -1 open sunoemcli "set /SP/network/ipv6 state=disabled"
# ipmitool -1 open sunoemcli "set /SP/network/ipv4 state=enabl ed"

3.6 Plumbing the Network

ORACLE

Configure a temporary network configuration framework to build your network
information during deployment.

Oracle Database Appliance X7-2 has two dual-port public network interfaces, a
10GBase-T (copper) and a 25GbE SFP28 (fiber) network interface. By default, the
dual-ported interface is bonded and you can only enable one of the interfaces.

Oracle Database Appliance uses the interface to create the initial network connection
and to create virtual local area networks (VLANS). The initial network connection
enables you to transfer the deployment software to the machine and deploy the
appliance with the Web Console.

To deploy the appliance, you must plumb the Oracle Database Appliance network with
the public internet protocol (IP) information that is assigned to that node. Plumbing the
network enables you to upload the Gl and database clone files that are used to deploy
Oracle Database Appliance. You must enter the IP information again during the
deployment to complete the network configurations.

Use either the 10GBase-T or the 25GbE SFP28 network interface. Use the initial
network connection to transfer deployment software to Oracle Database Appliance
and deploy the appliance with the Web Console.

To support two separate physical network interfaces in your data center, you can
break the bond and create a non-bonded network configuration. The bonded network
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configuration uses bt bond1. The non-bonded network configuration uses en? and en8 as
public interfaces.

# Note:

When you use a non-bonded network configuration, VLAN capabilities are
disabled.

The option to configure the network as bonded or non-bonded is available when you
use the command confi gure-firstnet .

Caution:

On multi-node systems, you must run the command confi gure-firstnet
on both nodes.

Oracle recommends using the command confi gure-firstnet only one time
on each Oracle Database Appliance node (Node 0 and Node 1). Subsequent
use after configuring the initial network can cause unpredictable changes to
your network settings.

To change a non-bonded network configuration to a bonded configuration, run the
Oracle Database Appliance Cleanup Script and redeploy the appliance.

To configure the initial network, you will use Oracle ILOM to connect to the system and
you need the IP address and netmask address. Refer to the network configuration
information that you collected in preparation for deployment. The program derives the
gateway address using the network information you provided.

1. Connect to the ILOM remote console, then log into Oracle Database Appliance as
root.

2. Run the command confi gure-firstnet toconfigure the initial network.
Complete the network information, as prompted. Refer to the network
configuration information that you collected in preparation for deployment.

The default configuration is to create a bonded configuration. The answer to the
following question determines the configuration type:

Usi ng bondi ng public interface (yes/no) [yes]:

* To create a bonded configuration, answer yes when prompted.

* To create a non-bonded configuration and disable VLAN capabilities, answer
no when prompted.

Complete the IP address and netmask address based on the network
configuration information that you collected in preparation for deployment and
accept the Gateway address when prompted. In this example, the IP address is
10.1.10.2 and the Netmask address is 255.255.255.0. The program derives
10.1.10.1 as the Gateway address to configure. The program derives this gateway
address using the network information you provided for the other IP addresses.
Accept this value, unless your network administrator provides an alternative
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gateway address that is different from the default that the appliance command-line
interface detects.

The following is an example of a bonded configuration. For a bonded
configuration, answer yes to using a bonding public interface and configure the
first network to use a bt bond1 interface without configuring DHCP.

# configure-firstnet

Using bonding public interface (yes/no) [yes]: yes

Select the Interface to configure the network on (bthondl): btbondl
Configure DHCP on btbondl (yes/no): no

INFO You have chosen Static configuration

Enter the I P address to configure: 10.1.10.2

Enter the Netmask address to configure: 255.255.255.0

Enter the Gateway address to configure: 10.1.10.1

INFO Plunbing the I Ps now

INFO Restarting the network

Shutting down interface btbhondl: bonding: btbondl: Renoving slave en2.
bondi ng: btbondl: releasing active interface en2

bondi ng: btbondl: making interface en8 the new active one.

bondi ng: btbondl: Renoving slave en8.

bondi ng: btbondl: releasing active interface enB

The following is an example of a non-bonded configuration. For a non-bonded
configuration, answer no to using a bonding public interface.

# configure-firstnet

Using bonding public interface (yes/no) [yes]: no

INFO Breaking the bonding on btbondl

INFO renove bonding modul e: rmmod bondi ng

INFO renove slave setup in /etc/sysconfig/network-scripts/ifcfg-ent
INFO renove slave setup in /etc/sysconfig/network-scripts/ifcfg-enB
INFO Restarting the network

Shutting down interface ent:

Shutting down interface plpl:

Shutting down interface plp2:

Shutting down | oopback interface:

Bringing up | oopback interface:

Bringing up interface ent:

Bringing up interface eng:

Bringing up interface enB:

Bringing up interface plpl: Determining if ip address 192.
in use for device plpl...

9

R — ———

(0.4
(0.4
(0.4
X
(0.4
(04
(0.4
.1

68.16.24 is already
[ X ]

Bringing up interface plp2: Determining if ip address 192.168.17.24 is al ready

in use for device plp2...
[ X ]

INFO Restarting the network

Select the Interface to configure the network on (en enB) [en?]:

Configure DHCP on en? (yes/no) [no]:

INFO You have chosen Static configuration

Enter the I P address to configure : 10.1.10.2

Enter the Netmask address to configure : 255.255.255.0

Enter the Gateway address to configure[10.1.10.1] :

INFO Plunbing the IPs now

[ usr/ share/ system confi g- net wor k/ net conf pkg/ NCHost sLi st . py: 100:

Deprecati onVWarni ng: BaseException. message has been deprecated as of Python 2.6

badl i nes. append((num val ue_exception. message))
[ usr/ share/ system confi g- net wor k/ net conf pkg/ NCHost sLi st . py: 105:
Deprecati onVWarni ng: BaseException. message has been deprecated as of Python 2.6
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" % (val ue_exception. message, nunj
[ usr/ share/ system confi g- net wor k/ net conf pkg/ NCPr of i | eLi st. py: 142:
Deprecati onWarni ng: BaseException. nessage has been deprecated as of Python 2.6
self.error = e.nessage
INFO Restarting the network
Shutting down interface ent:
Shutting down interface eng:
Shutting down interface enB:
Shutting down interface plpl:
Shutting down interface plp2:
Shutting down | oopback interface:
Bringing up | oopback interface:
Bringing up interface ent:
Bringing up interface en2: Deternmining if ip address 10.1.
use for device en®...

(0.4
X
X
(0.4
(0.4
X
X
X
.2

A — —— — —

0.2 is already in

[ X ]
Bringing up interface enB: [ &K ]
Bringing up interface plpl: Deternining if ip address 192.0.2.24 is already in
use for device plpl...

[ X ]
Bringing up interface plp2: Deternining if ip address 192.0.2.25 is already in
use for device plp2...

[ X ]

Repeat these steps on Node 1.

Related Topics

configure-firstnet (page 14-7)
Use the command confi gur e-fi r st net to configure the first network in the
appliance after racking and connecting the power and network cables.

3.7 Downloading the Server, Gl and DB Clone Bundles

Download the Oracle Database Appliance Server, Gl and DB patches from My Oracle
Support and update the patch repository.

ORACLE

After updating the repository, you must apply the patches in the following order:

1.

Server patch: Use the server patch to update Oracle Database Appliance
components before deploying Oracle Database Appliance. The patch updates the
Oracle Database Appliance server and DCS agent.

Gl Clone: Use the GI Clone patch to deploy the appliance. The patch contains the
latest Grid Infrastructure components needed to deploy, or create, an Oracle
Database Appliance.

RDBMS Software Clone file: Use the release-specific database clone files to add
the components needed to create database homes and databases in Oracle
Database Appliance. RDBMS Software is available for Oracle Database 12.2.0.1,
12.1.0.2, and 11.2.0.4.

e 12.2.0.1 Database: Use the Oracle 12.2.0.1.x RDBMS Software Clone file to
create new 12.2.0.1 database homes.

e 12.1.0.2 Database: Use the Oracle 12.1.0.2.x RDBMS Software Clone file to
create new 12.1.0.2 database homes.
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e 11.2.0.4 Database: Use the Oracle 11.2.0.4.x RDBMS Software Clone file to
create new 11.2.0.4 database homes.

The patches are available for download in My Oracle Support. Use either a Secure
Copy (scp) command or a USB storage device to copy the file from the external client
to dond on NodeO. Use the / t np directory as the target location. In some cases, there
might not be sufficient space in the / t nmp directory. Consider creating a / t np directory
in the / uO1 directory.

¢ Note:

If you use a USB drive to transfer the file, then format it first as FAT32, ext 3, or
ext 4. NTFS file formats are not supported.

1. From an external client machine, log on to My Oracle Support.

2. Locate and download patch the Server patch, the Gl Clone patch, and the RDBMS
Clone patches that you want. See the Oracle Database Appliance Release Notes
for the latest patches.

In some cases, the patches are release-specific. When selecting a patch, ensure
that you select the latest release.

e Server patch: 27648057

* Gl Clone patch: 27119393

* RDBMS Clone files for Oracle Database 12.2.0.1: 27119402
* RDBMS Clone files for Oracle Database 12.1.0.2: 23494992
* RDBMS Clone files for Oracle Database 11.2.0.4: 23494997

3. Upload the patches for Oracle Database Appliance to the appliance by using
either Secure Copy (scp) command or a USB storage device to copy the file from
the external client to dond on NodeO.

On multi-node systems, the DCS-Agent copies the patch to Nodel and updates
the patch repository on both nodes.

4. Navigate to the directory and unzip each patch.

5. Run the command updat e- r eposi t ory to unpack the bundle to the correct
locations in the file system. You must include the fully qualified directory.

If you have more than one bundle, you can use a comma-separated list for the
filename.

# odacli update-repository -f /u0l/tnp/patch_bundl e_nane. zi p
Ensure the job completes successfully, then apply the server patch.
Related Topics
* Oracle Database Appliance X7-2S, X7-2M, and X7-2-HA Patches
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3.8 Updating the dcs-agent to the Latest Version

If an older version of the dcs- agent is installed, then download the latest agent and
update the repository, dcs- agent , and server components.

A machine might ship with an older version of the dcs- agent . You should update the
agent to the latest version.

1. Log into Oracle Database Appliance as a root user.
2. Download the latest dcs-agent patch from My Oracle Support.
3. Update the patch repository.

On multi-node systems, update the patch repository on Node 0, the dcs—agent
copies the patch to Node 1 and updates the patch repository on both nodes.

odacli update-repository -fileNane patch bundl e
4. Update the dcs-agent .

odacl i updat e-dcsagent -version version

# odacli update-dcsagent -v 12.2.1.3.0

{
"jobld" : "77e454d3-eh68-4130-a247- 7633f 8d6192b",
"status" : "Created",
"message” : null,
"reports" : [ ],

“createTi mestanp” : "March 26, 2018 14:09:24 PM CST",
“description" : "DcsAgent patching",
"updat edTi ne" : "March 26, 2018 14:09:24 PM CST"

}

The agent automatically restarts. It may take 1-2 minutes for the dcs- agent to
complete restarting.

# Note:

Wait until the agent completes restarting before updating the server.

3.9 Applying the Server Patch

ORACLE

Update the server component to apply patches to various infrastructure components
and Oracle Clusterware before deploying the appliance.

As part of readying the system, apply the server patch to update the server component
before deploying the appliance. The patch updates the Oracle Database Appliance
server and DCS Agent. On multi-node systems, the DCS-Agent copies the patch to
Node 1 and updates the patch repository on both nodes.

See the Oracle Database Release Notes for the latest patch information.

Before applying the server patch, you must download the patch and update the
repository.
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Run the command updat e- ser ver on Node 0.
# ./lodacli update-server -v 12.2.1.3.0

"jobld" : "6f27a29a- 959f - 44el- b984- 7473e3c918ad"

"status" : "Created",

"message" : "Success of Server Update may trigger reboot of node after 4-5 minutes
Please wait till node restart"

"reports" : [ ],

"createTi mestanp" : "March 26, 2018 14:13:45 AM CST"

"resourceList" : [ ],

"description" : "Server Patching"

"updat edTi me" : "March 26, 2018 14:13:45 AM CST"

After the update is applied, the agent automatically restarts. It will take a few
minutes to reconnect to the server. Wait until the agent shuts down and completes
restarting before performing any tasks. Allow at least two (2) minutes for the job to
complete before running the next command.

Use the command odacl i |i st -] obs to check the status.
# odacli list-jobs

ID Descri ption

Created Status

6f 27a29a- 959f - 44e1- h984- 7473e3c918ad Server Patching March 26, 2018 14:19:05 AM CST'
Success

Related Topics

Downloading the Server, Gl and DB Clone Bundles (page 3-12)
Download the Oracle Database Appliance Server, Gl and DB patches from My
Oracle Support and update the patch repository.

odacli update-server (page 14-19)

Use the odacl i updat e- ser ver command to update the operating system,
firmware, Oracle Appliance Kit, Oracle Clusterware, and all other infrastructure
components.
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Database Appliance

Complete these tasks to deploy the Oracle Database Appliance software.

e About Deploying Oracle Database Appliance (page 4-1)
Review this information to understand the available deployment options and
requirements.

e Copying the Oracle Database Appliance Gl and DB Software (page 4-2)
Copy the software bundle to the system and update the repository to the latest
version before deploying the appliance.

» Deploying a Single Node Bare Metal Platform (page 4-3)
Configure the system, network, user groups, and database and deploy Oracle
Database Appliance X7-2S or X7-2M.

» Deploying a Multi-Node Bare Metal Platform (page 4-8)
Configure the system, network, user groups, and database and deploy Oracle
Database Appliance X7-2-HA.

4.1 About Deploying Oracle Database Appliance

ORACLE

Review this information to understand the available deployment options and
requirements.

Deploying a new Oracle Database Appliance requires a direct connection to the
system to configure the Oracle Integrated Lights Out Manager (ILOM) and the first
network. To complete the first part of the deployment, you can either connect a
monitor and keyboard to the system or connect a laptop to the serial port. If you use
the serial port, ensure that the baud rate speeds match. After the first network is
configured, you can perform the remaining deployment steps on the Oracle Database
Appliance system or from a remote system.

The procedure to deploy software consists of the following steps:

1. Copy the Oracle Database Appliance Gl and DB software that you downloaded
earlier.

2. Update the repository with Oracle Database Appliance Gl and DB software.

3. Deploy your configuration.

The steps to deploy your Oracle Database Appliance configuration vary, depending on

the type of platform and whether you want to deploy a bare metal platform or a
virtualized platform:

e Oracle Database Appliance X7-2S and X7-2M are single node systems that you
deploy as a bare metal platform.

e Oracle Database Appliance X7-2-HA is a multi-node system with the option to
deploy as a bare metal platform or a virtualized platform.
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Deploying Oracle Database Appliance software requires approximately 1 hour to
complete.

About Deploying a Bare Metal Platform

The Web Console is the preferred method of deploying your bare metal platform
configuration. The Web Console provides all of the fields necessary to provision
Oracle Database Appliance, including configuring the system, network, database, and
Oracle Auto Service Request (Oracle ASR). If you prefer to use the command-line
interface, you must create a JSON file to configure the deployment options.

At a high level, you will complete the following configuration steps in the Web Console
to deploy Oracle Database Appliance:

Configure the system
Configure the client access network
Configure an Oracle ILOM network

(Optional) Configure a database

g H @ b P

(Optional) Configure Oracle ASR

4.2 Copying the Oracle Database Appliance Gl and DB

Software

ORACLE

Copy the software bundle to the system and update the repository to the latest version
before deploying the appliance.

You must copy the Gl and DB software to the Oracle Database Appliance.

Copy the file using a Secure Copy (scp) or Secure File Transfer Protocol (sf t p)
protocol. To use scp or sf t p, you must first set up a static IP address (for example,
oda_host ) and configure Oracle Database Appliance with that address by using the
command confi gure-firstnet. This command ensures the system is available in
your network, enabling you to use the Oracle Appliance Manager Web Console to
deploy Oracle Database Appliance.

Alternatively, you can use a USB storage device. To use a USB drive to transfer the
files, you must format it first as FAT32, ext 3, or ext 4. NTFS file formats are not
supported.

Before running the command odacl i updat e-r eposi t ory, ensure that your
appliance has the latest version of the dcs-agent and that the initial network connection
is configured.

1. Download the software files from My Oracle Support to a temporary location on an
external client. See Appendix A in the Oracle Database Appliance Release Notes
for the patches available and download links.

a. Unzip the patch file, it contains the README.html and one or more zip files for
the patch.

b. If the files are split into more than one zip file, then concatenate the zip files
into a single zip file.

For example, oda-12.2.1.3.0-27648057-Gl.zip
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Copy the Gl and DB software from the external client to Oracle Database
Appliance. Use the scp or sf t p protocol to copy the bundle.

oda-12.2. 1. 3.0-27648057-G . zip to root @da_host
oda-smrel ease nunmber -date-DB.zip to root@da_host

For example, if you use the scp command, then enter a command similar to the
following, where the temporary host address is oda_host, the release number is
12.2.1.3.0, and you are copying the bundle to / t np:

scp oda-smrel ease nunber -date-DB-12.2.0.1.zip root @da_host:/tnp
scp oda-smrel ease nunber -date-DB-12.1.0.2.zip root @da_host:/tnp
scp oda-smrel ease nunber -date-DB-11.2.0.4.zip root @da_host:/tnp

If you use the sf t p command, then enter a command similar to the following,
where the temporary host address is oda_host, and you are copying the bundle
to/tnp:

sftp root @da_host

Enter the root password.

put oda-sm12.2.1.3.0-date-DB-12.1.0.2.zip

Update the repository with the Grid Infrastructure (Gl) Server patch.

# opt/oracl e/ dcs/ bin/odacli update-repository —f /tnp/oda-12.2.1.3.0-27141226-
G.zip

Run the command odacl i |i st-j obs to check the status. When the job
finishes successfully, go to the next step.

# odacli list-jobs

(Optional) Update the repository with a database (RDBMS Clone) patch. For
example, the 12.2.0.1 RDBMS Clone patch.

# opt/oracl e/ dcs/ bin/odacli update-repository —f /tnp/oda-smrel ease number -
date-DB-12.2.0.1.zip

Run the command odacl i |i st-j obs to check the status. When the job
finishes successfully, go to the next step.

# odacli list-jobs

(Optional) Repeat Step 5 and Step 6 for the 12.1.0.2 and 11.2.0.4 RDBMS Clone
files, as needed.

4.3 Deploying a Single Node Bare Metal Platform

ORACLE

Configure the system, network, user groups, and database and deploy Oracle
Database Appliance X7-2S or X7-2M.

Use the checklists that you completed earlier as a reference for the configuration
settings needed to deploy the appliance.

Before deploying Oracle Database Appliance, complete the tasks in “Preparing for
Oracle Database Appliance Installation” and “Readying Oracle Database Appliance for
Deployment”.

Complete the following tasks to prepare for deploying Oracle Database Appliance:
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Register your hardware S| and new software licenses that you received with
Oracle Database Appliance to your My Oracle Support profile.

Plan your configuration options.

Gather your system requirements and complete the checklists for your
deployment. You can use the checklists as a reference for the configuration
settings needed to deploy the appliance.

Complete the following tasks to ready the system before deploying Oracle Database

Appliance:

1. Attach the network cables.

2. Perform a first startup of the appliance.

3. Configure Oracle Integrated Lights Out Manager (ILOM).

4. Configure an initial network connection.

5. Download the latest version of the Oracle Database Appliance Software and copy
it to the appliance.

6. Log into the Web Console. When you launch the Web Console on an unconfigured
appliance, the Appliance page notifies you that the appliance is not configured and
provides a link to the pages needed to configure and create the appliance.

¢ See also:
Your browser determines how you log into the Web Console. In some cases,
you must accept credentials for the DCS-controller on port 7093, and DCS-
agent on port 7070. If you experience problems launching the Web Console,
see Logging into the Web Console (page 16-1) for more information.

1. Launch the Web Console and enter the user name oda- adm n and password.
https:// ODA-host-i p-address: 7093/ ngnt / i ndex. ht m

2. Click Create Appliance.

3. Enter the following information to configure the system information:

a. Host Name: Enter the host name.

The host name can contain alphanumeric characters and dashes (-), but
cannot start with a number or dash (-) or end with dash (-). Do not exceed 30
characters.

b. Domain Name: Enter the domain name.
For example, example.com.

c. (Optional) Region: Select the region of the world where the Oracle Database
Appliance is located.

d. (Optional) Time Zone: Select the time zone where the Oracle Database
Appliance is located.

e. Data Storage Percentage: Enter a whole number between 10 and 90 to
define the percentage of storage reserved for DATA, the remainder is
reserved for RECO. For example, if you enter 80, then 80% of the storage is
for DATA and 20% is for RECO.
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f. Diskgroup Redundancy: This field appears when the Web Console detects
that the system has at least five (5) NVMe storage devices. Select Normal or
High.

If the system has less than five (5) NVMe storage devices, redundancy is
automatically set to Normal and this field does not appear.

g. Master Password and Confirm Password: Enter the master password in
both fields.

The master password is the password set for UNIX users, root , SYS, SYSTEM
and PDBADM N. The password must begin with an alpha character and cannot
contain quotation marks. Do not exceed 30 characters.

h. (Optional) DNS Servers: Enter addresses for one or more DNS servers.

i. (Optional) NTP Servers: Enter addresses for one or more NTP servers.

Create Appliance

System Information

Host Name * Data Storage Percentage Master Password *
hrsys a0

Domain Name * Confirm Password *
example.com

Region

Other v

Time Zone

GMT v

DNS Servers

NTP Servers

Enter the following information to configure the network information:

The Network Information page enables you to configure the primary client access
network and an Oracle Integrated Lights Out Manager (ILOM) network. You are
only required to configure the client access network. The ILOM configuration is
optional if you already configured the ILOM for the appliance and you do not need
to make changes.

a. Client Access Network IP Address: Enter the IP address for the primary
client access network.

b. Client Access Network Subnet Mask: Enter the subnet mask address for the
primary client access network.

c. Client Access Network Gateway: Enter the gateway address for the primary
client access network.

d. (Optional) ILOM Host Name: Enter the name of the Oracle ILOM host.
e. (Optional) ILOM Network IP Address: Enter the IP address for the ILOM.

f. (Optional) ILOM Network Subnet Mask: Enter the subnet mask address for
the ILOM.

g. (Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.
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Network Information

Client Access Network ILOM Network
IP Address * ILOM Host Name
192.0.2.254 ilom
Subnet Mask * IP Address
DR RA PRA 240 158.51.100.1
Gateway " Subnet Mask

10209121 285285 2550

Gateway
40.33.69.1

Determine how you want to configure your users and groups and whether or not
you want to allow operating system role separation:

Two users with six groups: Customize Users and Groups, select No. Allow OS
Role Separation, select Yes. This is the default configuration.

User and Group Selection

Customize Users & Groups Yes @ No Allow OS Role Separation @' Yes No

Two customized users with six customized groups: Customize Users and
Groups, select Yes. Allow OS Role Separation, select Yes.

Single user with two groups: Customize Users and Groups, select No. Allow
OS Role Separation, select No

Single user with six groups: Customize Users and Groups, select Yes. Allow
OS Role Separation, select No. SAP deployments use this configuration.

Do you want to create an initial database? Select Yes and go to Step 8 or select
No and go to Step 9.

Enter the following information to configure the database:

a.

DB Name: Enter a name for the database.

The name must contain alphanumeric characters and cannot exceed 8
characters. Enter a name, do not use the default database name db1.

(Optional) DB Unique Name: Enter a globally uniqgue name for the database.

Databases with the same DB Name within the same domain (for example,
copies of a database created for reporting or a physical standby) must have a
different DB Unique Name that is unique within the enterprise. The name can
contain alphanumeric, underscore (_), dollar ($), and pound (#) characters, but
must begin with an alphabetic character. No other special characters are
permitted in a database name. The unique name cannot exceed 30
characters.

DB Version: Select a database bundle patch number.

CDB: Select Yes or No to specify whether or not you want a Container
Database (CDB). This field is only visible for Oracle Database 12.2.x.

(Optional) PDB Name: Enter a name for the pluggable database (PDB).

The name must begin with an alphanumeric character. The following
characters are valid: alphanumeric characters, and underscore ().

(Optional) PDB Admin User: Enter an Admin user name for the pluggable
database (PDB).
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Database Edition: Select the Oracle Database edition, either Standard
Edition and Enterprise Edition. Your license determines which database
edition you are eligible to create in the appliance.

(Optional) Shape: Select a database shape from the list.
(Optional) Database Class: Select a database class from the list.

The database version and edition determine the classes that are available.
Oracle Database 12.x and Enterprise Edition support OLTP, DSS, or IMDB.
Oracle Database 11.2.0.4 and Enterprise Edition support OLTP and DSS.
Standard Edition only supports OLTP.

(Optional) Storage: Select ACFS or ASM.
Oracle Database 11.2 is only supported on Oracle ACFS.
(Optional) Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express
(EM Express) console for Oracle Database 12.2.0.1, 12.1.0.2 or the Database
Control Console for Oracle Database 11.2.0.4.

(Optional) Characterset: Select a characterset.
(Optional) National Characterset: Select a national characterset.
(Optional) Language: Select the database language.

(Optional) Territory: Select a territory or location from the list.

Database Information
Create Initial Database ® Yes No

DB Name * Database Edition Characterset
lizeo Enterprise Edition - AL32UTF8

DB Unique Name Shape National Characterset

hrdb# odb1(1 Core, 6.0GB Memory) AL16UTF16
DB Version Database Class Language
12.2.0,1.170814 v OoLTP v AMERICAN
CDB ® Yes No Storage Territory
ASM v AMERICA

PDB Name
Configure EM Express Yes (@ No

PDB Admin User

(Optional) Configure and enable Oracle ASR on the ASR page.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or
later:

To not enable Oracle ASR during deployment, select No and click Submit.
After deployment, you can configure an internal Oracle ASR or register with an
external Oracle ASR Manager from either the Web Console or command-line
interface.

— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another
server in the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing
Oracle ASR Manager.

4-7



Chapter 4
Deploying a Multi-Node Bare Metal Platform

* To enable Oracle ASR, select Yes and complete the fields:

a. ASR User Name: Enter the e-mail address associated with the My Oracle
Support account under which the server is registered.

b. Password: Enter the password associated with the My Oracle Support
account under which the server is registered.

c. SNMP Version: Select V2 or V3. V2 is the default and recommended version.
d. (Optional) HTTP Proxy used for Upload to ASR: Select Yes or No.

e. Proxy Server Name: If you are using a proxy for upload, enter the proxy
server name.

f. Proxy Port: If you are using a proxy for upload, enter the proxy port.

g. (Optional) HTTP Proxy Requires Authentication: If you are using a proxy
for upload, select Yes if you require authentication. If you do not require
authentication, select No.

h. (Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.

ASR Information
Enable ASR: @ Yes No

ASR Type " HTTP Proxy Used for Upload to ASR: HTTP Proxy Requires Authentication:
INTERNAL v Yes ® No Yes ® No
ASR User Name "

asi@example.com

Password *

SNMP Version *
v2

9. Click Submit. When prompted, click Yes to confirm that you want to start the job
to deploy the appliance.

The job to create the appliance takes time to complete. To monitor the job progress,
click the Activity tab . Click the job number to view the tasks.

The deployment is complete when the word SUCCESS appears after each task. To
check the status from the command line, run the command odacli |ist-jobs . A
job is not complete if the status is runni ng.

After deployment, the root and database users SYS, SYSTEM and PDBADM N are set to the
master password. The oracl e and gri d passwords are set to passwor d. Change these
passwords to comply with your user security protocols.

Related Topics

e Powering On Oracle Database Appliance the First Time (page 3-6)
Use this procedure the first time you power on Oracle Database Appliance.

4.4 Deploying a Multi-Node Bare Metal Platform

ORACLE

Configure the system, network, user groups, and database and deploy Oracle
Database Appliance X7-2-HA.

Use the checklists that you completed earlier as a reference for the configuration
settings needed to deploy the appliance. When you launch the Web Console on an
unconfigured appliance, the Appliance page notifies you that the appliance is not
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configured and provides a link to the pages needed to configure and create the
appliance.

" See Also:

Your browser determines how you log into the Web Console. In some cases,
you must accept credentials for the DCS-controller on port 7093, and DCS-
agent on port 7070. If you experience problems launching the Web Console,
see Logging into the Web Console (page 16-1) for more information.

Before deploying Oracle Database Appliance, complete the tasks in “Preparing for
Oracle Database Appliance Installation” and “Readying Oracle Database Appliance for
Deployment”.

1. Open a browser and enter the following URL to launch the Web Console:
The URL must include the host name or IP address of the first node (NodeO).
https:// NodeO- CDA- host - i p- addr ess: 7093/ mgnt / i ndex. ht m

2. Enter the user name oda- adni n and the password.

3. Click Create Appliance.

If Create Appliance is disabled, ensure that you are launching the console on the
first node (NodeO).

4. Enter the following system information to configure the system:
a. Host Name: Enter the host name.

The host hame can contain alphanumeric characters and dashes (-), but
cannot start with a number or dash (-) or end with dash (-). Do not exceed 30
characters.

b. Domain Name: Enter the domain name.

c. Region: Select the region of the world where the Oracle Database Appliance
is located.

d. Time Zone: Select the time zone where the Oracle Database Appliance is
located.

e. (Optional) DNS Servers: Enter addresses for one or more DNS servers.
f. (Optional) NTP Servers: Enter addresses for one or more NTP servers.

g. Diskgroup Redundancy: This field appears when the Web Console detects
that the system has at least five (5) NVMe storage devices. Select Normal or
High.

The redundancy level is for DATA, RECO, and FLASH. If you select High
redundancy, then DATA, RECO, and FLASH are all High redundancy.

If the system has less than five (5) NVMe storage devices, redundancy is
automatically set to Normal and this field does not appear.

h. Data Storage Percentage: Enter a whole number between 10 and 90 to
define the percentage of storage reserved for DATA, the remainder is
reserved for RECO. For example, if you enter 80, then 80% of the storage for
DATA and 20% for RECO.
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i. Master Password and Confirm Password: Enter the master password in
both fields.

The master password is the password set for UNIX users, root , SYS, SYSTEM
and PDBADM N. The password must begin with an alpha character and cannot
contain quotation marks. Do not exceed 30 characters.

Create Appliance

System Information

System Name * Diskgroup Redundancy Master Password *

hrsys High -
Domain Name * Data Storage Percentage * Confirm Password *
example.com 80 i
Region
Other
Time Zone
GMT v

DNS Servers
1813585 132

NTP Servers
19.135.185.1
Enter the following information to configure the network:

This page enables you to configure the primary client access network, virtual
networks, and an Oracle Integrated Lights Out Manager (ILOM) network. You are
only required to configure the client access network. The ILOM configuration is
optional if you already configured the ILOM for the appliance and you do not need
to make changes.

a. Client Access Network Host Name: For NodeO, enter the host name for the
primary client access network.

b. Client Access Network IP Address: For NodeO, enter the IP address for the
primary client access network.

c. Client Access Network Subnet Mask: Enter the subnet mask address for the
primary client access network.

d. Client Access Network Gateway: Enter the gateway address for the primary
client access network.

e. Client Access Network Interface: Enter the interface for the primary client
access network.

f. VIP Name for NodeO: Enter the name of the virtual IP network for NodeO.

g. VIPIP Address for NodeO: Enter the virtual IP address that resides on NodeO
and is shared between the nodes.

h. VIP Name for Nodel: Enter the name of the virtual IP network for NodeO.

i. VIPIP Address for Nodel: Enter the virtual IP address that resides on Nodel
and is shared between the nodes.

j.  (Optional) ILOM Host Name: Enter the name of the Oracle ILOM host.
k. (Optional) ILOM Network IP Address: Enter the IP address for the ILOM.

I.  (Optional) ILOM Network Subnet Mask: Enter the subnet mask address for
the ILOM.

4-10



ORACLE

Chapter 4
Deploying a Multi-Node Bare Metal Platform

m. (Optional) ILOM Network Gateway: Enter the gateway address for the ILOM.

Network Information

Client Access Network SCAN and VIP Network ILOM Network

Node0 Node0 Node0

Host Name * VIP Name * ILOM Host Name
hrsysnl

IP Address * VIP Address * IP Address

192.0.1.254

Node1 Nedel Node1

Host Name * VIP Name * ILOM Host Name
hrsysn2

IP Address * VIP Address IP Address
192.0.2.254

Subnet Mask * Scan Name * Subnet Mask
255.255.255.0 -

Gateway ~ Sean IP Address Gateway

40.33.69.1

Determine how you want to configure your users and groups and whether or not
you want to allow operating system role separation:

*  Two users with six groups: Customize Users and Groups, select No. Allow OS
Role Separation, select Yes. This is the default configuration.

User and Group Selection

Customize Users & Groups Yes @ No Allow OS Role Separation @ Yes No

*  Two customized users with six customized groups: Customize Users and
Groups, select Yes. Allow OS Role Separation, select Yes.

* Single user with two groups: Customize Users and Groups, select No. Allow
OS Role Separation, select No

* Single user with six groups: Customize Users and Groups, select Yes. Allow
OS Role Separation, select No. SAP deployments use this configuration.

Do you want to create an initial database? Select Yes and go to Step 8 or select
No and go to Step 9.

Enter the following information to configure an initial database:
a. DB Name: Enter a name for the database.

The name must contain alphanumeric characters and cannot exceed 8
characters.

b. (Optional) DB Unique Name: Enter a globally unique name for the database.

Databases with the same DB Name within the same domain (for example,
copies of a database created for reporting or a physical standby) must have a
different DB Unique Name that is unique within the enterprise. The name must
contain alphanumeric, underscore (_), dollar ($), and pound (#) characters, but
must begin with an alphabetic character. No other special characters are
permitted in a database name. The uniqgue name cannot exceed 30
characters.
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c. DB Version: Select a database bundle patch number.

d. CDB: Select Yes or No to specify whether or not you want a Container
Database (CDB).

e. PDB Name: Enter a name for the pluggable database (PDB).

The name must begin with an alphanumeric character. The following
characters are valid: alphanumeric characters, and underscore ().

f. PDB Admin User: Enter an Admin user name for the pluggable database
(PDB).

g. Database Edition: Select the Oracle Database edition, either Standard
Edition and Enterprise Edition. Your license determines which database
edition you are eligible to create in the appliance.

h. Deployment: Select a deployment type from the list. The options are RAC,
RAC-One, or Sl (single instance database). If you select a single instance
database, then select the node for the S| database deployment.

If you select a single instance database, then you have the option to create
the database on either NodeO or Nodel. The default is NodeO.

i. Shape: Select a database shape from the list.

j. Database Class: Select a database class from the list. The options are:
»  Enterprise Edition 12c: OLTP, DSS, IMDB
» Enterprise Edition 11g: OLTP, DSS
* Standard Edition: OLTP

k. Storage: Select ACFS or ASM.

Only Oracle 12.2 and 12.1 databases can use ASM storage. Oracle Database
11.2 is only supported on Oracle ACFS.

I. Date Files on Flash Storage: Select Yes or No.
This option is only available if the HA system has HDD storage drives.
m. Configure EM Express: Select Yes or No.

Select Yes to configure the Oracle Enterprise Manager Database Express
(EM Express) console for Oracle Database 12.2.1.0 or 12.1.0.2 or the
Database Control Console for Oracle Database 11.2.0.4. Selecting Yes
enables you to use the console to manage the database.

n. Characterset: Select a characterset.
o. National Characterset: Select a national characterset.
p.- Language: Select the database language.

g. Territory: Select a territory or location from the list.
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Database Information

Create Initial Database @ Yes No
DB Name * Database Edition Characterset
hrdb Enterprise Edition - AL32UTFB
DB Unique Name Deployment National Characterset
hrdb#l RAC v ALTBUTF16
CDE @ Yes Mo Shape Language
odbi(1 Core, 6.0GB Memory) - AMERICAN
PDB Name
Database Class Territory
(o) ¥ AMERICA
PDB Admin User
Storage Configure EM Express | | Yes @ Mo

ASM

Data Files on Flash Storage Yes @ No

9. (Optional) Configure and enable Oracle ASR on the ASR page.

You can configure and enable Oracle Auto Service Request (Oracle ASR) now or
later:

* To not enable Oracle ASR during deployment, select No and click Submit.
After deployment, you can configure an internal Oracle ASR or register with an
external Oracle ASR Manager from either the Web Console or command-line
interface.

— Internal Oracle ASR: choose to configure Oracle ASR Manager on Oracle
Database Appliance or use Oracle ASR Manager configured on another
server in the same network as your appliance.

— External Oracle ASR: If you already have Oracle ASR Manager configured
elsewhere, you can register Oracle Database Appliance with your existing
Oracle ASR Manager.

* To enable Oracle ASR, select Yes and complete the fields:

a. ASR User Name: Enter the e-mail address associated with the My Oracle
Support account under which the server is registered.

b. Password: Enter the password associated with the My Oracle Support
account under which the server is registered.

c. SNMP Version: Select V2 or V3. V2 is the default and recommended version.
d. HTTP Proxy used for Upload to ASR: Select Yes or No.

e. Proxy User Name: If you are using a proxy for upload, enter the proxy user
name.

f. Proxy Port: If you are using a proxy for upload, enter the proxy port.

g. (Optional) HTTP Proxy Requires Authentication: If you are using a proxy
for upload, select Yes if you require authentication. If you do not require
authentication, select No.

h. (Optional) Proxy Password: If you are using a proxy for upload and require
authentication, enter the proxy password.
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ASR Information

Enable ASR: @ Yes No
ASR Type HTTP Proxy Used for Upload to ASR: HTTP Proxy Requires Authentication:
INTERNAL v Yes ® No Yes ® No

ASR User Name "

asigexample.com

Password *

SNMP Version *
v2

10. Click Submit. When prompted, click Yes to confirm that you want to start the job
to deploy the appliance.

The job to create the appliance takes time to complete. To monitor the job progress,
click the Activity tab . Click the job number to view the tasks.

After deployment, the root and database users SYS, SYSTEM and PDBADM N are set to the
master password. The oracl e and gri d passwords are set to the default password.
Change these passwords to comply with your user security protocols.

Related Topics

* Powering On Oracle Database Appliance the First Time (page 3-6)
Use this procedure the first time you power on Oracle Database Appliance.
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Creating an Oracle Database Appliance
Virtualized Platform

Complete these tasks to deploy a Virtualized Platform configuration on Oracle
Database Appliance X7-2-HA. You must complete the deployment tasks in the order
that they are listed.

e About Creating an Oracle Database Appliance Virtualized Platform (page 5-1)
Oracle Database Appliance X7-2-HA is a multi-node system with the option to
reimage the system and configure the appliance as a virtualized platform.

e Determining if the System is Configured with a Virtualized OS Image (page 5-2)
Before deploying a Virtualized Platform on Oracle Database Appliance X7-2-HA,
determine if the system has the Virtualized OS ISO image.

e Installing a Virtualized OS 1SO Image (page 5-3)
Reimage Oracle Database Appliance with a virtualized operating system image on
both nodes and configure the initial public network.

e Installing the Virtualized Platform Template and Deploying the Appliance
(page 5-6)
Use the Virtualized Platform Template to deploy the ODA_BASE domain for a
virtualized platform and then deploy the appliance.

5.1 About Creating an Oracle Database Appliance
Virtualized Platform

Oracle Database Appliance X7-2-HA is a multi-node system with the option to reimage
the system and configure the appliance as a virtualized platform.

Oracle Database Appliance ships from the factory with a bare metal ISO image
installed. To enable virtualization, you must deploy the Virtualized OS ISO image on
both nodes, configure your public network, and then deploy the Oracle Database
Appliance Virtualization Platform. Oracle Database Appliance ships with various
components, including Oracle Integrated Lights Out Manager (ILOM) to help manage
the system remotely. The Oracle Integrated Lights Out Manager (ILOM) client must be
on at least version jre-7-1i nux-i 586. r pmto be able to launch the remote console.

Oracle Database Appliance supports Oracle Database Enterprise Edition, Standard
Edition, or Standard Edition 2 RAC in ODA_BASE on a virtualized platform.
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# Note:

You can provision Standard Edition and Standard Edition 2 RAC databases,
but you must use Oracle VM virtualization on Oracle Database Appliance
X7-2-HA and follow the single socket per server licensing restriction. The
single socket restriction means that you can use a maximum of 18 cores per
server, in multiples of two. You can use the remaining cores for applications.

About Deploying a Virtualized Platform

Deploying a new Oracle Database Appliance requires a direct connection to the
system to configure the Oracle Integrated Lights Out Manager (ILOM) and the first
network. After the first network is configured, you can perform the remaining
deployment steps on the Oracle Database Appliance system or from a remote system.

The Configurator is the preferred method of deploying your virtualized platform
configuration. The Configurator provides all of the fields necessary to provision Oracle
Database Appliance, including configuring the system, network, database, and Oracle
Auto Service Request (Oracle ASR).

At a high level, you will complete the following configuration steps to deploy a
virtualized platform:

1. Download images for a virtualized platform and reimage the appliance with the
Virtualized ISO image on both nodes

2. Configure the first network for DOM-0
3. Install the Virtualized Platform (ODA_BASE) Template
4. Deploy your configuration with the Configurator

Deploying Oracle Database Appliance software requires approximately 1 hour to
complete.

5.2 Determining if the System is Configured with a
Virtualized OS Image

ORACLE

Before deploying a Virtualized Platform on Oracle Database Appliance X7-2-HA,
determine if the system has the Virtualized OS ISO image.

Oracle Database Appliance ships from the factory with a bare metal ISO image
installed. To use the virtualization features, you must reimage the system with the
Virtualized OS ISO image.

A bare metal system uses the odacli and odaadntli commands. A virtualized system
uses the oakcl i commands.

Perform the following steps to determine if you need to re-image Oracle Database
Appliance and install the Virtualization Platform ISO image:

1. Login as root.

2. To verify that a system is a bare metal system, enter the command odaadntli show
env_hw
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# odaadncli show env_hw
BM ODA X7-2-HA

The system is configured as a bare metal system when the command is valid and
returns output that is prefixed with BM, for bare metal.

If the system is configured as a virtualized platform, the command odaadncli show
env_hw is invalid.

3. To verify that a system is a virtualized platform, enter the command oakcli show

env_hw.

# oakcli show env_hw
VM ODA_BASE QDA X7-2- HA

The system is configured as a virtualized system when the command is valid and
returns output that is prefixed with the string VM-ODA_BASE. For example, the
output of the following command shows that the platform is configured with a
virtual machine environment (VM-ODA_BASE) and identifies the hardware
platform (ODA X7-2-HA):

# oakcli show env_hw
VM ODA_BASE QDA X7-2- HA

If the system is configured as a bare metal platform, then the command oakcl i
show env_hwis invalid.

5.3 Installing a Virtualized OS ISO Image

ORACLE

Reimage Oracle Database Appliance with a virtualized operating system image on
both nodes and configure the initial public network.

Oracle Database Appliance ships from the factory with a default OS image. Use the
Oracle Database Appliance Virtualized OS ISO Image to reimage the Oracle Database
Appliance for Virtualized Machine Restore before deploying the Oracle Database
Appliance Virtualized Platform Template.

WARNING:

Oracle Database Appliance Virtualized OS image formats the local disks,
which will result in loss of data that was previously stored on the Local and
Shared storage. After re-install and deployment steps are completed, it might
be necessary to restore data from backup.

Oracle Database Appliance ships with various components, including Oracle
Integrated Lights Out Manager (ILOM) to help manage the system remotely. This
procedure describes how to use ILOM to reimage the operating system; however, you
can choose to use Preboot Execution Environment (PXE) or other methods instead of
ILOM.

When you reimage a new Oracle Database Appliance with the Virtualized OS ISO
image, you must set up the initial network. The command oakcl i confi gure
firstnet runs an interactive script to create an initial network, which enables you to
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download the deployment software. Be prepared to provide IP addresses for Node0
and Nodel to configure the network interface. While not required, you also have the
option to configure DHCP.

# Note:

Reimaging is node-specific. You must reimage both nodes. You can reimage
both nodes at the same time.

Before reimaging the system, verify that the system is not already configured with a
virtual machine.

Perform the following steps to reimage Oracle Database Appliance and install the
Virtualized OS ISO image on both nodes and configure the initial network:

1. Download patch 16186163 for the Oracle Database Appliance 12.2.1.3.0
Virtualized OS ISO Image.

a. From an external client machine, log on to My Oracle Support.

b. Locate patch 16186163 for the Oracle Database Appliance Virtualized OS 1SO
Image.

https://updates.oracle.com/download/16186163.html

c. Select the patch version for release 12.2.1.3.0.

d. Click Download to download the zip file onto your external client.
p16186163_122130_Li nux- x86- 64. zi p

e. Use either a Secure Copy (scp) command or a USB storage device to copy
the ODA_BASE template from the external client to dond on NodeO. Use
the / OVS directory as the target location.

# Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

Extract the files.

=h

# oakcli unpack -package /tnp/ pl12999313_122130_Li nux-x86-64. zi p

2. Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on
NodeO as root.

The Summary home page appears.
3. Launch the Remote Console.
a. Expand Remote Control in the left navigation.
b. Click the Redirection tab.
c. Click Launch Remote Console.
The state of the system determines what appears on the Console page.

4. Add the Virtualized OS 1SO Image.
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a. Click the Devices tab, then select CD-ROM.
Afile browser on the local client opens.

b. Browse to the Oracle Database Appliance Virtualized OS ISO Image, highlight
the image, then click Open.

Configure the CD-ROM as the next boot device.

a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.

c. Select CDROM from the Next Boot Device menu, then click Save.

Power cycle the system.

a. Click Power Control in the Host Management menu.

b. Select Power Cycle.

When the node comes back after the power cycle, reimaging starts automatically.

It can take a couple of hours to reimage. The Running Post-Install scripts page is a
static page and might give the impression that the reimaging process is not
progressing. The post-install process during reimaging will wait until the
synchronization between the partitions of the two mirrored local hard disks is
complete, which can take 15 to 20 minutes to complete.

To check the progress of resynchronization, press the ALT-F2 key combination to
open a second console and enter the following command:

# cat /proc/ndstat

When the resynchronization is complete, reimaging is completed and the machine
restarts.

Repeat Steps 1 through 6 for Nodel.
Reimaging is node-specific. You must reimage both nodes.
Verify that the host name in the Console is oak1 for NodeO and oak2 for Nodel.

If the host name is something other than oak1 or oak2, then reboot the node. You
might need to reboot more than once.

Once the image is completed on both nodes, you will see the screen with oak1 for
NodeO (scO0).

Use the command oakcl i configure firstnet toconfigure a gl obal network
using bondo.

The global configuration sets the initial public network for both the nodes on
Oracle Database Appliance, enabling you to download the deployment software
onto the appliance.

# oakcli configure firstnet
Configure the network for the node(s)(local, global) [global]:global
Select the interface to configure network on [bond0 bondl bond2 xbond0]: bond0
Configure DHCP on bond0?(yes/no):no
INFO Static configuration selected
Enter the |P address to configure:192.0.2.18
Enter the netmask address to configure: 255.255.252.0
Enter the gateway address to configure:192.0.2.1
Plumbing the IPs now
Restarting the network
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When the initial public network setup is completed, download and install the Virtualized
Platform Template (ODA_BASE).

5.4 Installing the Virtualized Platform Template and
Deploying the Appliance

ORACLE

Use the Virtualized Platform Template to deploy the ODA_BASE domain for a
virtualized platform and then deploy the appliance.

The template includes the Oracle Grid Infrastructure and Oracle Database clone files.
When you install, or deploy, Oracle Database Appliance Virtualized Platform
Template, the template is automatically deployed on both nodes and your system is
configured with two domains on each server node: DonD and CDA_BASE (also known as
Donl).

As part of deploying the Virtualized Platform Template, be prepared to provide the
following configuration details:

*  Number of core licenses that you need. You are selecting the number of cores per
Node or ODA_Base. If you select 6 CPU cores, then 6 cores are licensed on each
server for a total of 12 CPU cores.

*  Amount of memory needed for the ODA_BASE. The memory is used for the
database. It is important that you select a sufficient amount of memory.

» Define virtual area networks (VLANS). You can use the command oakcl i
creat e vl an to create a VLAN network, including the VLAN name, identifier,
and node location. As part of the install script, you are prompted to create
additional VLANSs, as needed.

After installing the Virtualized Platform Template, launch the Oracle Database
Appliance Manager Configurator (Configurator) to configure and deploy the appliance.

The standalone Configurator enables you to complete your configuration details and
validate your network on a client system, and then create a configuration file of your
settings before you reimage and deploy the virtualization template. You can use the
configuration file to pre-populate the fields in either the offline or online Configurator for
future deployments. When using the configuration file, you still have the ability to edit
individual fields before deploying the configuration on your appliance.

If you need to make corrections before deployment, then rerun the standalone
Configurator, load your configuration file, make the changes, and save the file again.

# Note:

Do not use a configuration file created for an earlier version of Oracle
Database Appliance Manager Configurator. If you do not have a current
configuration file, then complete a real-time configuration and deployment or
download the offline Configurator and create a configuration file.

Before installing the template, confirm that the system has the Virtualized OS ISO
image. Installing the template requires that the system is imaged with the Oracle
Database Appliance Virtualized Platform OS ISO image on both nodes and has an
initial network. After you install the Virtualized OS ISO image, you configure the initial
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public network on both nodes for DomQ. Then, install the Virtualized Platform
Template and configure the network for ODA_BASE.

# Note:

Use the command oakcl i configure firstnet only during deployment
to configure the initial network for Dom0 and ODA_BASE on Oracle
Database Appliance. Using the command after configuring the initial network
can cause unpredictable changes to your network settings.

" Note:

The Oracle Integrated Lights Out Manager (ILOM) client must be on at least
version jre-7-1i nux-i 586. r pmto be able to launch the remote console.

While not required, it is recommended that you download the standalone Configurator
and create a configuration file before deploying the appliance. This procedure
assumes that you created a valid configuration file as part of preparing for your Oracle
Database Appliance installation and deployment.

1. Download and copy the template files to the / OVS directory on donD (Node 0).

a.

From an external client machine, log on to My Oracle Support and download
Patch Number 16186172 to obtain the Oracle Database Appliance Oracle
Database Appliance VM Template.

https://updates.oracle.com/download/16186172.html
Select the latest version from the menu.

Click Download for each of the zip files to download the current Oracle
Database Appliance template onto your external client.

2. Copy the template files to the / OVS directory on Node 0 (oak1-domO).

a.

Use either a Secure Copy (scp) command or a USB storage device to copy
the ODA_BASE template from the external client to dond on Node 0. Use
the / OVS directory on Node 0 (oak1l-domO) as the target location.

" Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

Log into donD as root on Node 0 of Oracle Database Appliance. Remain
logged in to dond while you complete the remaining steps in this task.

From the / OVS directory, use the unzi p command to extract the zip files.
unzip pl6186172_12.2.1.3.0_Li nux- x86- 64_1of 3. zi p
unzip pl6186172_12.2.1. 3. 0_Li nux- x86- 64_20of 3. zi p
unzip pl6186172_12.2.1.3.0_Li nux- x86- 64_30f 3. zi p
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When extracted, you will have the following files: oda_base_12. 2. 1. 3. 0. gz01,
oda_base_12.2.1.3.0.9z02, and oda_base_12.2.1.3.0.gz03.

d. Use the cat command to concatenate the files into a single file.

The file name is determined by the version. Ensure that you use the correct
file name from the download. Do not change the file name.

cat oda_base _12.2.1.3.0.9z01 oda_base_12.2.1.3.0.9z02
oda_base_12.2.1.3.0.9z03 oda_base_12.2.1.3.0.tar.gz

Make note of the file name and location, you will enter the following in the next
step: / OVS/ oda_base_12.2.1.3.0.tar. gz

Define the virtual local area network (VLAN) and deploy ODA_BASE from

the / opt / or acl e/ oak/ bi n/ directory. When prompted, enter the absolute path
and file name for the template file that you created in the previous step, core
licensing, and the base domain memory allocation.

The depl oy oda_base option automatically deploys ODA_BASE on both nodes.

Values, such as the number of available CPU cores and default memory, differ
between Oracle Database Appliance Virtualized Platform hardware platforms. The
following excerpt is an example that creates a VLAN named v1200 with a vlanID of
200 using the bond0 interface. The example defines 20 CPU cores, which means
that 20 CPU cores are licensed on each node for a total of 40 CPU cores, and
uses the default memory.

# /opt/oracl e/ oak/ bi n/oakcli create vlian vl200 -vlanid 200 -if bond0
Created vlan vl 200

# lopt/oracl e/ oak/ bi n/ oakcli depl oy oda_base
Enter the tenplate |ocation: /OVS/ oda_base _12.2.1.3.0.tar.gz
Core Licensing Options:

1. 2 CPU Cores
4 CPU Cores
6 CPU Cores
8 CPU Cores
10 CPU Cores
12 CPU Cores
14 CPU Cor es
. 16 CPU Cores

9. 18 CPU Cores
10. 20 CPU Cores
11. 22 CPU Cores
12. 24 CPU Cores
<continued ...>

Selection[1 .. 37] (default 74 CPU Cores): 10
INFO Using the 20 cores

DA base domain menory in GB(min 16, max 244)[default 244]: 244

INFO Using default nenory size i.e. 244 GB
Addi tional vlan networks to be assigned to oda_base ? (y/n) [n]:
INFO Depl oynent in non |ocal node
INFO Verifying active cores on |ocal node
INFO Verified active cores on |ocal node
INFO Verifying active cores on renote node
NFO. Verified active cores on renote node
INFO Running the conmand to copy the tenplate /OVS/ oda_base_12.2.1.3.0.tar.gz
to remote node 1

PN WD

oda_base _12.2.1.3.0.tar.gz 100% 7475MB 62.8MB/s  01:59
INFO Spawned the process 17728 in the depl oyment node 0
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INFO  Spawned the process 17729 in the node 1

INFO Validating LSI HBA PCl Cards on node 0

INFO Validating LSI HBA PCl Cards on node 0

INFO Validating LSI HBA PCl Cards on node 1

INFO Validating LSI HBA PCl Cards on node 1

INFO Depl oyment in local node

INFO  Depl oyment in |ocal node

t enpl at eBui | d- 2017- 02- 14- 23- 51/ swap. i ng

t enpl at eBui | d- 2017- 02- 14- 23- 51/ swap. i ng

t enpl at eBui | d-2017- 02- 14- 23-51/ System i ng

t enpl at eBui | d-2017- 02- 14- 23-51/ System i ng

t enpl at eBui | d- 2017- 02- 14- 23- 51/ u01. i ny

t enpl at eBui | d- 2017- 02- 14- 23- 51/ u01. i ny

INFO Extracted the image files on node 1

INFO The WM Configuration data is witten to /OVS/ Repositories/ odabaseRepo/
Virtual Machi nes/ oakDoml/vmcfg file

INFO Running /shin/losetup /dev/loop0 /OVS/ Repositories/ odabaseRepo/
Virtual Machi nes/ oakDoml/ System ing command to nount the image file

INFO Munt is successfully conpleted on /dev/loop0

INFO Extracted the image files on node 0

INFO Validated donD and odabase version

INFO Making change to the /OVS/ Repositories/odabaseRepo/ Vi rt ual Machi nes/ oakDoml
[t mpmt / boot / grub/ grub. conf file

INFO Assigning |Pto the second node...

INFO The WM Configuration data is witten to /OVS/ Repositories/ odabaseRepo/
Virtual Machi nes/ oakDoml/vmcfg file

INFO Running /sbin/losetup /dev/loop0 /OVS/ Repositories/odabaseRepo/

Vi rtual Machi nes/ oakDoml/ System ing command to nount the image file

INFO Munt is successfully conpleted on /dev/loop0

INFO Created oda base pool

INFO Validated donD and odabase version

INFO Making change to the /OVS/ Repositories/odabaseRepo/ Vi rt ual Machi nes/ oakDoml
[t mpmt / boot / grub/ grub. conf file

INFO Assigning IPto the first node...

INFO Created oda base pool

INFO Starting ODA Base...

INFO Starting ODA Base...

Using config file "/ OVS/ Repositories/odabaseRepo/ Virtual Machi nes/ oakDont/vm cf g"

Started domain oakDonml (id=1)

INFO Storing the odabase configuration information

Using config file "/ OVS/ Repositories/odabaseRepo/ Virtual Machi nes/ oakDont/vm cf g"
Started domain oakDonml (id=1)

INFO Storing the odabase configuration information

#

The ODA_BASE setup is complete.

Verify that your deployment of ODA_BASE is valid and that ODA_BASE is
configured.

* Runthe command xm | i st to confirm that ODA_BASE is configured. When
properly deployed, oakDonl appears in the output with your configured memory
and vcpus.

# xmlist

Narre ID  Mem VCPUs State
Ti me(s)

Donai n-0 0 4096 40 f-----
482672. 4

oakDonl 2 32768 4 -b----
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132134.6

*  Runthe command oakcl i show oda_base

# [opt/oracl e/ oak/ bi n/ oakcli show oda_base
ODA base domain

ODA base CPU cores 12

CDA base domain menory 32

CDA base tenpl ate :/ OVS/ oda_base_12.2.1.3.0.tar.gz
CDA base vl ans o[ "privl', 'netl']

CDA base current status :Running
Validate that the cabling is connected correctly.
# oakcli validate -c storagetopol ogy

The command displays errors if the cables between the two nodes and the storage
shelf or shelves are not in the correct sockets.

Caution:

Do not ignore any errors or warnings in the output. If the cabling
validation fails, connect the cables correctly and rerun the command until
the command runs without any errors or warnings. Do not deploy Oracle
Database Appliance until the cabling is correct.

If the output includes a warning for jbod nickname, then run the command from the
first node to correct the warning. Rerun the command again to verify that the
command runs without the warning.

SUCCESS : Overall Cable Validation on Nodel

WARNI NG : JBODO Nicknanme is incorrectly set to: Oracle Database Appliance - El
WARNI NG : JBODL Nicknane is incorrectly set to: Oracle Database Appliance - EO
I NFO . Above details can also be found in |og

file=/tnp/ StorageTopol ogy-2015- 05- 13- 15: 03: 36_29149_8856. | og

Connect to ODA_BASE using vncviewer or vncsession using the dond host name
and port 5900 (oak1-dom0:5900).

Use the oakcl i configure firstnet toconfigure an initial public network on
the first node (Node 0) to complete the ODA_BASE deployment.

a. sshto 192.168.16.27 from oakl-domO
b. Login asroot user.

c. Runthe command oakcli configure firstnet fromthe/opt/
oracl e/ oak/ oakcl i directory.

# /opt/oracl e/ oak/ oakcli configure firstnet
d. Enter the ODA_BASE (Node 0) network information.

The command uses an interactive script and prompts you for the information
needed to configure the network. Enter values based on your environment
requirements.

When prompted to configure the network nodes as global or local, select
gl obal . The default is gl obal , which configures the network on both
nodes. The | ocal option only configures the network on the logged-on node.
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Configure net 1 as the network interface.

# [opt/oracl e/ oak/ bi n/f oakcli configure firstnet

Configure the network for the node(s)(local, global) [global]: global

The network configuration for both nodes: Domai n Name: exanpl e. com

DNS Server(s): Primary Dns Server: <enter your primary DNS server>
Secondary Dns Server: <enter your secondary DNS

server>
Tertiary Dns Server: <enter your tertiary DNS server>

Node Nane Host Nane

0 host 1-donD <- odahost nanel

1 host 2-donD <- odahost nane2

Choose the network interface to configure (netl, net2) [netl]: netl

Configure DHCP on netl (yes/no) [no]:

You have chosen static configuration on netl

Enter the I P address for netl on Node 0: 192.0.2.1

Enter the | P address for netl on Node 1. 198.51.100.1

Net mask for netl: 255.255.252.0

Gateway Address for netl [<Gateway |P>]: 192.0.0.1

Pl unbing the IPs now on Node O ...INFO Restarting the network now on Node O ...

The IP address is plumbed and the network is restarted on each node.

8. Deploy the Oracle Grid Infrastructure and Oracle Database software on the
appliance.

a. Connect to ODA_BASE (Node 0) in the vncsession.

b. Navigate to the / opt/ oracl e/ oak/ bi n directory and execute the command
oakcl i depl oy to start the Oracle Database Appliance Manager
Configurator.

# [opt/oracl e/ oak/ bi n/ oakcli depl oy

The Oracle Appliance Manager Welcome window opens.
9. Click Next on the Oracle Appliance Manager Welcome window.
10. Complete the Configuration Type.

e If you want to use a configuration file that you created earlier with this version
of the Configurator, then click Browse and locate the file on your client. Click
Next.

e If you do not have a configuration file, select the Typical configuration type
and select the hardware model ODA-X7-2 HAfrom the menu. Click Next.
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Configuration Type ORACLE 'x% _)m
DATABASE APPLIANCE ‘\___‘H

Welcome

Configuration Type Select Configuration Type:

e

A

System Information

(@) Typical (Recommended)

() Custom

C—C—C—C—€

Select Environment: Select Hardware:

(®) Virtualized Platform ODA-X7-2 HA 2

Load an existing configuration: ‘ Browse |

| Help | | = Back " Mext = J | Cancel |

Enter or review the configuration details for your system, network, and database
information. For details, see “Running the Standalone Oracle Database Appliance
Configurator”.

Validate your network on the Network Validation page.

a. Click Run Validations to perform network validation.

b. Click Save Validation Output to save the validation output.
c. Click Next

On the Summary page, review your configuration options and deploy your
configuration.

a. (Optional) Click Save to save the configuration file.
b. Click Install to deploy the configuration.

The deployment can take an hour to complete. Monitor the install progress. When
the deployment is complete, go to the next step.

Validate the deployment by executing the oakcl i show versi on -detail
command on ODA_BASE (Node 0).

# [ opt/oracl e/ oak/ bi n/ oakcli show version -detail

The output displays the System Version, Component Name, Installed Version, and
Supported Version for each of the components.

Related Topics

https://updates.oracle.com/download/16186172.html

Running the Standalone Oracle Database Appliance Configurator (page 2-15)
Download and run the standalone Oracle Database Appliance Configurator to
create a configuration file for the Oracle Database Appliance Virtualization
Platform.
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»  Cleanup Script for a Virtualized Platform Deployment (page D-2)
If you encounter problems with a Virtualized Platform deployment, clean up the
existing deployment before starting a new ODA_BASE deployment.
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Tasks

Complete these administrative tasks after you have deployed software, but before the
system is operational.

e Changing the Oracle Installation Owner Passwords (page 6-1)
You must change the default administrative account passwords after installation to
secure your system.

e Changing the Web Console Password (page 6-1)
After your initial log in, change the Oracle Database Appliance Web Console
password to secure your system.

e Changing the Password (page 6-2)
Change the administrative account passwords to secure your system.

e Shutdown the VNC Server (page 6-3)
After successfully deploying Oracle Database Appliance, shutdown your VNC
server.

6.1 Changing the Oracle Installation Owner Passwords

You must change the default administrative account passwords after installation to
secure your system.

During deployment, the root and database users SYS, SYSTEMand PDBADM N are set to
the master password. After deployment, the oracl e and gri d passwords are also set to
the master password. Change the passwords to comply with your enterprise user
security protocols.

Refer to the Oracle Database Appliance Security Guide and Oracle Database Security
Guide for information about the required configuration and best practices to secure
database systems.

6.2 Changing the Web Console Password

ORACLE

After your initial log in, change the Oracle Database Appliance Web Console password
to secure your system.

The administrator user name for the Web Console is oda- adni n. A default password
(wel conel) enables first-time access to the Web Console.

To build a secure environment, you must change the default password. You can
change the password in the Web Console or by using the command odacl i - adm
set-credenti al .

1. Log into the Web Console using the user name (oda- adni n.

2. Click About, then User Settings in the upper right corner of the Web Console.
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Enter the password in the Password field and the Password Confirmation field,
then click Submit.

The password must begin with an alpha character and cannot contain quotation
marks. Password should contain no fewer than 9 characters and no more than 30
characters.

A confirmation message appears.
Click About, then click Sign Out.

Log back into the Web Console with the new password.

Related Topics

odacli-adm set-credential (page 14-92)
Use the odacl i -adm set - credent i al command to change the oda- adni n user
credentials.

odacli-adm set-credential (page 14-92)
Use the odacl i - adm set - credent i al command to change the oda- adni n user
credentials.

6.3 Changing the Password

Change the administrative account passwords to secure your system.

During deployment, the root and database users SYS, SYSTEMand PDBADM N are set to
the master password. After deployment, the oracl e and gri d passwords are also set to
the master password.

To log into the Web Console, the default user name is oda- adni n and the default
password is wel conel.

1.

ORACLE

# Note:

Change the passwords to comply with your enterprise user security
protocols.

Refer to the Oracle Database Appliance Security Guide and Oracle
Database Security Guide for information about the required configuration and
best practices to secure database systems.

Log in to the appliance as r oot .
The default password is wel conel.

Run the odacl i - adm set - credenti al command to reset the password. Enter
the new password when prompted.

# odacli-adm set-credential --password --usernane oda-adnin
Agent password: new password
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6.4 Shutdown the VNC Server

After successfully deploying Oracle Database Appliance, shutdown your VNC server.

As part of deploying Oracle Database Appliance, you used VNC.
*  Shutdown the VNC server on the port on Node 0.

# vncserver -kill: 5901
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Software

To keep Oracle Database Appliance running with the latest software, check for and
apply Oracle Database Appliance patch bundles when they are released.

About Updating Oracle Database Appliance Software (page 7-1)
Oracle Database Appliance patching is done using the quarterly Oracle Database
Appliance Patch Bundle.

About Update Pre-Checks (page 7-3)
Use the pre-checks to reduce potential update problems before applying patches.

Updating Oracle Database Appliance from the Web Console (page 7-4)
Use the Web Console to update the patch repository and install the Oracle
Database Appliance Patch Bundle.

Updating Oracle Database Appliance from the CLI (page 7-8)
Use the command-line interface (CLI) to update the patch repository and install the
Oracle Database Appliance Patch Bundle.

Updating Components Without Using a Patch Update (page 7-14)

The patch bundle updates provide all relevant patches for the entire system and
are designed to work with Oracle Database Appliance and future update patch
bundles.

Performing a Bare Metal Restore (page 7-15)
Reimage Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

7.1 About Updating Oracle Database Appliance Software

Oracle Database Appliance patching is done using the quarterly Oracle Database
Appliance Patch Bundle.

ORACLE

The GI Clone Patch Bundle for Oracle Database Appliance, contains the latest
patches for DCS Agent, DCS Controller, OAK, GI, RDBMS 12.2, 12.1 and 11.2
homes, enhancements, and fixes.

The patch bundle provides all relevant patches for the entire system, including the
following:

BIOS

Hardware drivers, Hardware Management Pack (HWM), and firmware drivers for
various components

Oracle Appliance Manager
Oracle Linux
Oracle VM Server

Java Development Kit (JDK)
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*  Oracle Integrated Lights Out Manager (Oracle ILOM)

* Oracle Database Bundle Patch (BP) and Oracle Database Patch Set Update
(PSV)

» Oracle Auto Service Request (Oracle ASR)
e Oracle Grid Infrastructure

* Intelligent Platform Management Interface (IPMI)

About Oracle Database Appliance Software Updates

To keep Oracle Database Appliance running with the latest software, check for and
apply Oracle Database Appliance patch bundles when they are released. As well as
offering new features, patches may improve the functionality of existing features.

Caution:

Do not patch Oracle Database Appliance using individual patches for Oracle
Grid Infrastructure, Oracle Database, or Oracle Linux. Also do not use
individual infrastructure patches, such as firmware patches. You must only
use Oracle Database Appliance patches.

If you use patches that are not intended for Oracle Database Appliance, or if
you use Opatch, or a similar patching tool, then Oracle Database Appliance
inventory is not updated, and you cannot complete future patch updates.

The Oracle Database Appliance Release Notes include information about the latest
Oracle Database Appliance patch bundle and a list of component versions in the patch
bundle. Oracle recommends updating the appliance with the latest Oracle Database
Appliance software version to take advantage of new features, fixes, and the latest
supported component versions. See the Oracle Database Appliance Release Notes
for the upgrade paths.

Overview of the Patch Upgrade

Oracle Database Appliance Patch Bundle releases include new enhancements,
including a comprehensive patching solution for Oracle Database Appliance. You must
have a database deployed before updating the repository, agent, server, or database.
Do not have any jobs running or pending during the update window.

All patching-related information is logged in the dcs- agent log file at / opt/
oracl e/dcs/ 1 og/ dcs-agent . | og.

* Downloading Oracle Database Appliance Software (page 7-2)
Download the Oracle Database Appliance 12.2.1.3.0 patch bundle.

7.1.1 Downloading Oracle Database Appliance Software

ORACLE

Download the Oracle Database Appliance 12.2.1.3.0 patch bundle.

Use the patch bundle to update to the latest quarterly release after Oracle Database
Appliance is deployed. The patch updates the Oracle Database Appliance server,
storage, and database components.
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From an external client machine, log on to My Oracle Support.
Locate patch 27648057 for the Oracle Database Appliance.
27648057

Select the patch version for Oracle Appliance Kit 12.2.1.3.0.

Click Download to download the zip files onto your external client.

P27648057_122130_Li nux- x86- 64_10f 3. zi p
P27648057_122130_Li nux- x86- 64_20f 3. zi p
P27648057_122130_Li nux- x86- 64_30f 3. zi p

Use either a Secure Copy (scp) command or a USB storage device to copy the file
from the external client to dond on NodeO. Use the / t np directory as the target
location.

# Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

Unzip p27648057_122130_Li nux- x86- 64_1of 3. zi p to extract the file oda-
sm12.2. 1. 3. 0- 180504- ser ver lof 3. zi p.

Run the updat e- r eposi t ory command to unpack the patch bundle to the
correct locations in the file system. You must include the fully qualified directory.

If you have more than one patch, you can use a comma-separated list for the
filename.

# lopt/oracle/dcs/bin/odacli update-repository -f comm separated |ist of
enduser bundl es
For example:

# lopt/oracl e/ dcs/ bin/odacli update-repository -f

oda-sm 12. 2. 1. 3. 0- 180504- ser ver 1of 3. zi p, p27648057_122130_Li nux-
x86-64_20f 3. zi p,

p27648057_122130_Li nux- x86- 64_30f 3. zi p

Related Topics

Oracle Database Appliance Software (page 1-1)
View the Oracle software that is available for download for Oracle Database
Appliance X7-2S, X7-2M, and X7-2-HA.

https://updates.oracle.com/Orion/PatchDetails/process_form?
patch_num=27648057

7.2 About Update Pre-Checks

Use the pre-checks to reduce potential update problems before applying patches.

ORACLE

Based on best practices and lessons learned from earlier upgrades, the pre-checks
are designed to detect problems that might be encountered during patching and flag
those issues. The pre-checks view the state of the appliance, including the version and
hardware specific upgrades, verify that the necessary conditions and checks are
complete before attempting an upgrade, and identify conditions that might cause an
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upgrade to fail. You can avoid potential patching problems by correcting the conditions
and resolving the issues before applying the patch.

The following system update pre-checks are performed:

Confirms that the DCS server is online on all nodes
Checks that there is sufficient space for the update
Validates the minimum agent version and validates the patching tag

Confirms that a valid patch is in the repository and calculates the patch bundle
md5 checksum

The following server update pre-checks are performed:

Generic

— Confirms that the Gl patch is installed

— Confirms that Oracle ClusterWare is running on all nodes
Gl

— Performs a check for required components using opat ch preregq
checkconponent s

— Analyzes the patch using opat chaut o

— Performs a patch conflict check

Operating System

— Checks the available disk space

— Confirms that the yum repository directory exists
—  Performs a yum check

— Performs a yum check-update

— Performs a test (dry run) yum update to check for dependencies in the RPMS

The following DBHome update pre-checks are performed:

Confirms that the Gl is installed

Confirms that Oracle ClusterWare is running on all nodes

Confirms that the Gl is upgraded before upgrading other components

Validates that there is sufficient space available in local mount

Performs a check for required components using opat ch prereq checkconponent s
Analyzes the patch using opat chaut o

Performs a patch conflict check and determines if a rollback of database patches
is required

7.3 Updating Oracle Database Appliance from the Web

Console

Use the Web Console to update the patch repository and install the Oracle Database
Appliance Patch Bundle.

ORACLE
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Topics:

» Updating the Patch Repository (page 7-5)
Use the Web Console to view the current component versions, upload the Oracle
Database Appliance Patch Bundle to the patch repository, and deploy the patch
bundle.

» Updating the Agent, Storage, and Database Components (page 7-6)
Use the Web Console to view the available Oracle Database Appliance
component versions and deploy the patch bundle to update the components.

7.3.1 Updating the Patch Repository

ORACLE

Use the Web Console to view the current component versions, upload the Oracle
Database Appliance Patch Bundle to the patch repository, and deploy the patch
bundle.

The Web Console enables you to update the Patch Repository by selecting the files on
your local system or designating a location on the appliance. When you download the
Oracle Database Appliance Patch Bundle to an external client (your local system), you
can save the files in a location on your local system or to an external storage device,
such as a USB storage device. If you save the files on your local system, the files are
automatically transferred to the appliance as part of the Update Patch Repository job.

On a new Oracle Database Appliance machine, confirm that the initial deployment is
successfully completed and that the public network is configured. Patch Manager in
Oracle Database Appliance is available beginning with the 12.2.1.2 release. You must
update to 12.2.1.2 before Patch Manager is available.

1. Download the Oracle Database Appliance patches from My Oracle Support and
save them in a directory on the appliance.

a. See the Oracle Database Appliance Release Notes for a list of available
patches and links to download the patches.

b. From an external client machine, log in to My Oracle Support, then locate the
patch to download.

c. Select the Oracle Database Appliance release.
d. Click Download to download the zip file to your local system.

If a patch download consists of more than one zip file, unzip the files, then
concatenate the zip files.

e. Upload the files from your local system to a temporary location in the /u01
directory in dond on Node 0 of the appliance. Use the / t np directory as the
target location.

" Note:

On multi-node systems, the DCS Agent copies the patch to Node 1
and updates the patch repository on both nodes.

Use a USB storage device, File Transfer Protocol (FTP) utility, or Secure Copy
(scp) to copy the file from your local system to the appliance.

f.  Unzip the files.
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Log into the Web Console with the oda- admi n user name and password.
htt ps:// NodeO-host -i p- address: 7093/ ngnt /i ndex. ht m
Click Patch Manager.

Enter the absolute file path and patch name, then click Update Repository to start
the update repository job.

Use a comma separated list, without spaces, if there is more than one patch
bundle.

Appliance Database Activity

Appliance i
pplianc Update Patch Repository

Network
Download the Oracle Database Appliance patch bundles from My Oracle Support and save the concatenated zip file in a directory on the

appliance. For multi-node systems, save the concatenated file in a directory on each node. Then, enter a comma-separated list of absolute

Oracle ASR X o .
file paths (without spaces) for the patch bundles on the appliance.

Pt Mg Note: After updating the Patch Repository or components, refresh the page to display the latest information

Patch Bundle Location:

Updste Repasitory

Click Activity to monitor the progress. When the job completes successfully, the
Patch Repository is updated.

7.3.2 Updating the Agent, Storage, and Database Components

Use the Web Console to view the available Oracle Database Appliance component
versions and deploy the patch bundle to update the components.

ORACLE

The Patches page on the Web Console displays a list of installed and available
component versions. After reviewing the list, you can either update the Patch
Repository with the latest Oracle Database Appliance Patch Bundle or upgrade the
server, storage, and database components.

# Note:

If your appliance has two nodes, you have the option to update both nodes at
the same time or individually. If updating individually, update NodeO before
updating Node1.

DCS agent is automatically updated when the server or storage is updated.

Perform the following tasks before updating Oracle Database Appliance:

On a new Oracle Database Appliance machine, confirm that the initial deployment
completed successfully and that the public network is configured.

Confirm that you have a database deployed. To verify that the database is
successfully deployed, run Oracle ORAchk and ensure that it completes
successfully.

Do not have any jobs running or pending during the update window.
Disable (Turn Off) Auto Refresh.
Click Patch Manager in the Web Console.
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Wait for the Component Details to load. If you just updated the Patch Repository,
click Refresh in the Component Details section of the page.

After the patch is uploaded to the Patch Repository, the Component Details on the
page are updated with the Installed Version and Available Version for each
component.

Appliance Databasa Activity
Appliance .
o Update Patch Repository
Network R
Download the Oracle Database Appliance patch bundles from My Oracle Support and save the concatenated zip file in a directory on the
Oracle ASR appliance. For multi-node systems, save the concatenated file in a directory on each node. Then, enter a comma-separated list of absolute

file paths (without spaces) for the patch bundles on the appliance.

e METEgE Note: After updating the Patch Repository or components, refresh the page to display the latest information.

Patch Bundle Location:

Update Repository

Component Details  Refresh

appliance-host-name
Component Installed Version Available Version
OAK 12.2.1.2.0 up-to-date
Gl ( OraGrid12201) 12.2.0.1.171017 up-to-date
DCSAGENT 12.2.1.20 up-to-date
ILOM ( X6-2) 3.2.9.23.r116695 up-to-date
BIOS 38070200 not-available
os 6.8 up-to-date
FIRMWARECONTROLLER (c2 ) 4.650.00-7176 up-to-date
FIRMWARECONTROLLER ( c0, c1) KPYATR3Q kpyagr3q
FIRMWAREDISK ( c2d0, c2d1) 0R3Q up-to-date

Update Options:
®) Precheck
Update Server

Update Storage

Update Components

Select Precheck, click Update Components, then click Submit to verify the
patches in the repository and check for conflicts.

When the job finishes, go to the next step. Click Activity for job status.

On the Patch Manager page, Click Refresh to refresh the Component Details.
Select Update Server, click Update Components, then click Submit to begin the
job to patch the server components.

When the job finishes, go to the next step. Click Activity for job status.

On the Patch Manager page, Click Refresh to refresh the Component Details.
Select Update Storage, click Update Components, then click Submit to begin
the job to patch the storage components.

Click Activity for job status.
Review the Component Versions list.

Select Update Server, then click Update Components to update the Server
components.

For multi-node systems, select the node to update: All Nodes (default), NodeO, or
Nodel.

The DCS agent is automatically updated whenever the Server or Storage
components are updated.
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Click Activity to monitor the progress. When the job completes successfully, go to
the next step.

Click Patch Manager, then refresh the page.

Select Update Storage, then click Update Components to update the Storage
components.

For multi-node systems, select the node to update: All Nodes (default), NodeO, or
Nodel.

Click Activity to monitor the progress.

7.4 Updating Oracle Database Appliance from the CLI

Use the command-line interface (CLI) to update the patch repository and install the
Oracle Database Appliance Patch Bundle.

Topics:

Step 1: Update the Patch Repository (page 7-8)
Download the Oracle Database Appliance Patch Bundle from My Oracle Support
and use the command-line interface to update the repository with the new patches.

Step 2: Update the Agent (page 7-9)
Run the command updat e- dcsagent to update the agent version.

Step 3: Update the Server (page 7-10)
Run the command updat e- ser ver to update the operating system, firmware,
Oracle Appliance Kit, Oracle Clusterware, and all other infrastructure components.

Step 4: Update Oracle Database (page 7-12)
Run the command updat e- dbhone to update a specific RDBMS Home to the
latest patch bundle version.

7.4.1 Step 1: Update the Patch Repository

Download the Oracle Database Appliance Patch Bundle from My Oracle Support and
use the command-line interface to update the repository with the new patches.

ORACLE

Perform the following tasks before updating Oracle Database Appliance:

On a new Oracle Database Appliance machine, confirm that the initial deployment
completed successfully and that the public network is configured.

Confirm that you have a database deployed. To verify that the database is
successfully deployed, run Oracle ORAchk and ensure that it completes
successfully.

Do not have any jobs running or pending during the update window.

From an external client machine, log on to My Oracle Support and locate patch
27648057 for Oracle Database Appliance.

Select the patch version for Oracle Appliance Kit 12.2.1.3.0, then click Download
to download the zip files onto your external client.

p27648057_122130_Li nux- x86- 64_1of 3. i p
p27648057_122130_Li nux- x86- 64_20f 3. i p
p27648057_122130_Li nux- x86- 64_30f 3. i p
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Use either a Secure Copy (scp) command or a USB storage device to copy the file
from the external client to don0 on Node 0. Use the / t np directory as the target
location.

# Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

Unzip p27648057_122130_Li nux- x86- 64_1of 3. zi p to extract the file oda-
sm12.2. 1. 3. 0- 180504- ser ver lof 3. zi p.

Run the updat e- r eposi t ory command to unpack the patch bundle to the
correct locations in the file system. You must include the fully qualified directory.

If you have more than one patch, you can use a comma-separated list for the
filename.

# lopt/oracle/dcs/ bin/odacli update-repository -f comm separated |ist of
enduser bundl es
For example:

# lopt/oracl e/ dcs/ bin/odacli update-repository -f

oda-sm 12. 2. 1. 3. 0- 180504- ser ver 1of 3. zi p, p27648057_122130_Li nux-
x86-64_20f 3. zi p,

p27648057_122130_Li nux- x86- 64_30f 3. zi p

Ensure the job completes before you run the next step.

Related Topics

Oracle Database Appliance X7-2S, X7-2M, and X7-2-HA Patches

7.4.2 Step 2: Update the Agent

Run the command updat e- dcsagent to update the agent version.

ORACLE

Before updating the agent, ensure that you do not have any jobs running or pending
during the update window. The update automatically restarts the DCS Agent.

1.
2.

Log in as the root user.

Run the command updat e- dcsagent to define the patch set bundle version
and update the agent.

# [opt/oracl e/ dcs/ bin/odacli update-dcsagent -v version

As the patch runs, output displays advising you of the installation progress. After
the update is applied, the agent automatically restarts. It takes a few minutes to
reconnect to the dcs- agent . Wait until the agent shuts down and completes
restarting before proceeding to the next step.

Run the descri be-j ob command for the patch job to verify that the update
completed successfully. The jobID displays in the updat e- dcsagent output. You
can also get the job ID by running the | i st -j obs command.

# /opt/oracl e/ dcs/ bin/odacli describe-job -i jobid
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After the DCS Agent is updated, wait two (2) minutes before going to the next
step.

Example 7-1 Updating the DCS Agent Version
Run the following command to update the DCS Agent to version 12.2.1.3.0:

# odacli update-dcsagent -v 12.2.1.3.0

{
"jobld" : "77e454d3- eb68-4130-a247- 7633f 8d6192b",
"status" : "Created"
"message” : null
"reports" : [ ],
“createTimestanp” : "March 26, 2018 10:30:02 AM EDT",
"description” : "DcsAgent patching"
"updat edTi ne" : "March 26, 2018 10:30: 02 AM EDT"
}

Example 7-2 Verifying the DCS Agent Version

The following example uses job ID 77e454d3- eb68- 4130- a247- 7633f 8d6192b from the
previous example to get the job details.

# odacli describe-job -i "77e454d3-eb68-4130-a247-7633f 8d6192b"

Job details
| D: 77e454d3- eh68- 4130- a247- 7633f 8d6192b
Description: DcsAgent patching
Status: Success
Created: March 26, 2018 10:39:02 AM EDT
Message:
Task Name Start Tine

dcsagent rpmversion checking March 26, 2018 10:39: 02 AM EDT
Patch | ocation validation March 26, 2018 10:39:02 AM EDT
Apply dcsagent patch March 26, 2018 10:39:02 AM EDT

(Cont i nued)

End Time Status
March 26, 2018 10:39:02 AM EDT  Success

March 26, 2018 10:39:02 AM EDT  Success

March 26, 2018 10:39:02 AM EDT  Success

7.4.3 Step 3: Update the Server

ORACLE

Run the command updat e- ser ver to update the operating system, firmware, Oracle
Appliance Kit, Oracle Clusterware, and all other infrastructure components.

Patching information is logged in the dcs- agent log file (/ opt/ oracl e/ dcs/ | og/ dcs-
agent . | og.)

Before executing the command odacl i updat e- ser ver, update the repository with
the latest patch bundle, update the DCS Agent to the latest version, and ensure that
the agent is running.

1. Log in as the root user.

2. Run the command updat e-server -v version, where versi on is the patch set
bundle version.
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# [opt/oracl e/ dcs/ bi n/odacli update-server -v version

Observe the patch status reports. As the patch runs, it displays output that advises
you of the installation progress.

3. Runthe command descri be-j ob for the patch job to verify that the update
completed successfully. The jobID displays in the updat e- ser ver output. You
can also get the job ID by running the command | i st - j obs.

# /opt/oracl e/ dcs/ bin/odacli describe-job -i jobid

4. Runthe command odacli descri be-conmponent to verify that the components
are on the latest version.

When the server is patched, proceed to the next step.
Example 7-3 Updating the Server Version
Run the following command to update the server to version 12.2.1.3.0:

# odacli update-server -v 12.2.1.3.0

{
"jobld" : ""94685c73-55c2- 40b1- a02e- 265a23c45642",
"status" : "Created",
"nmessage" : "Success of Server Update may trigger reboot of node after 4-5

mnutes. Please wait till node restart",
"reports" : [ ],
"createTi mestanp” : "March 26, 2018 14:13:45 PM CST",
“resourceList" : [ ],
"description" : "Server Patching",
"updat edTi me" : "March 26, 2018 14:13:45 PM CST"

}
Example 7-4 Verifying that the Server is on the Updated Version

The following example uses job ID 94685c73- 55¢2- 40b1- a02e- 265a23c45642 from the
previous example to get the job details and status.

# lopt/oracl e/ dcs/ bin/odacli describe-job -i "94685c73-55¢c2- 40b1- a02e- 265a23c45642"

Job details
| D: 94685c73- 55¢2- 40b1- a02e- 265a23c45642
Description: Server Patching
Status: Success
Created: March 26, 2018 11:02:30 AM EDT
Message:

Task Name Start Tine

dcscontrol ler rpmversion checking March 26, 2018 11:02:30 AM EDT

Patch | ocation validation March 26, 2018 11:02:31 AM EDT
Apply dcscontrol ler patch March 26, 2018 11:.02:31 AM EDT
dcscli rpmversion checking March 26, 2018 11:02:32 AM EDT
Patch | ocation validation March 26, 2018 11:02:32 AM EDT
Apply dcscli patch March 26, 2018 11:.02:32 AM EDT
oak rpmversion checking March 26, 2018 11:.02:33 AM EDT
Patch | ocation validation March 26, 2018 11:.02:33 AM EDT
Apply oak patch March 26, 2018 11:02:33 AM EDT
Checking Il om patch Version March 26, 2018 11:03:02 AM EDT
Patch | ocation validation March 26, 2018 11:03:05 AM EDT
Apply Il ompatch March 26, 2018 11:03:05 AM EDT
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Copying Flash Bios to Tenp location Mrch 26, 2018 11:03:06 AM EDT

Pat ch application verification March 26, 2018 11:03:06 AM EDT
Patch | ocation validation March 26, 2018 11:03:09 AM EDT
(Opat ch updation March 26, 2018 11:04:13 AM EDT
anal yzing patch March 26, 2018 11:04:15 AM EDT
Apply gi patch March 26, 2018 11:04:50 AM EDT
Reboot |l om March 26, 2018 11:16:17 AM EDT
(Cont i nued)

End Time Status

March 26, 2018 11:02:31 AM EDT Success
March 26, 2018 11:02:31 AM EDT Success
March 26, 2018 11:02:32 AM EDT Success
March 26, 2018 11:02:32 AM EDT Success
March 26, 2018 11:02:32 AM EDT Success
March 26, 2018 11:02:33 AM EDT Success
March 26, 2018 11:02:33 AM EDT Success
March 26, 2018 11:02:33 AM EDT Success
March 26, 2018 11:03:02 AM EDT Success
March 26, 2018 11:03:05 AM EDT Success
March 26, 2018 11:03:05 AM EDT Success
March 26, 2018 11:03:06 AM EDT Success
March 26, 2018 11:03:06 AM EDT Success
March 26, 2018 11:03:09 AM EDT Success
March 26, 2018 11:03:14 AM EDT Success
March 26, 2018 11:04:15 AM EDT Success
March 26, 2018 11:04:50 AM EDT Success
March 26, 2018 11:16:08 AM EDT Success
March 26, 2018 11:16:17 AM EDT Success

7.4.4 Step 4. Update Oracle Database

ORACLE

Run the command updat e- dbhomne to update a specific RDBMS Home to the latest
patch bundle version.

After patching, download the latest database end user bundles. You can use the
command odacl i creat e- dat abase to create different versions of the database
without downloading the latest Oracle Database Appliance Gl Clone bundle.

# Note:

Oracle recommends downloading the latest database bundle and use it to
create any new databases.

1. Login as the root user.

2. Runthe command odacl i 1i st-dbhones to get a list of database homes in the
system and the dbhonei d for each database.
# /opt/oracl e/ dcs/bin/odacli Iist-
dbhones

3. Run the command updat e- dbhonme -i dbhoneid -v versi on, where dbhonei d is the
Oracle Database Home to update and version is the Oracle Database Appliance
patch set bundle version.
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# Note:

You cannot perform individual database updates for databases running
in the same home. When you update a database home, all databases
running in the database home are patched to the Oracle Database
release patch for Oracle Database Appliance.

# /opt/oracl e/ dcs/ bin/odacli update-dbhome -i dbhoneid -v version

Observe the patch status reports. As the patch runs, it displays output that advises
you of the job identifier (ID) and the installation progress.

4. Runthe command descri be-j ob for the patch job to verify that the update
completed successfully. The jobID displays in the updat e- dbhone output. You
can also get the job ID by running the command | i st - j obs.

# lopt/oracl e/ dcs/ bin/odacli describe-job -i jobid

Example 7-5 Getting a List of Database Home IDs
The following example shows how to get a database home ID using JSON output:

# [opt/oracl e/ dcs/ bin/odacli |ist-dbhones -j
[
"id" : "ab3cecaf - 2223- 4726- b95c- 488f 0aec914a",
"name" : "OraDB12201_honel",
"dbVersion" : "12.2.0.1.180116 ",
"dbHoneLocation" : "/u01/app/oracl e/ product/12.2.0. 1/ dbhonme_1",
"createTine" : "March 26, 2018 08:46:52 AM PDT",
"state" : {
"status" : "CONFI GURED'
|3
"updat edTine" : "March 26, 2018 11:55:55 AM PDT"
hoA
"id" : "d5b0le27-799e- 4e8a- bf e6- 07a781f 79526",
“name" : "OraDB12201_hone2",
“dbVersion" : "12.2.0.1.180116",
"dbHoneLocation" : "/u01/app/oracl e/ product/12.2.0. 1/ dbhone_2",
“createTine" : "March 26, 2018 22:34:31 PM PDT", "state" : {
"status" : "CONFI GURED'
}

Hl

pdat edTi me" : "March 26, 2018 22:36:59 PM PDT"

Example 7-6 Updating the Database Home Version

The following example updates database home ID d5b01e27-799e-4e8a-
bfe6-07a781f79526 to Oracle Database Appliance version 12.2.1.3.0.

# odacli update-dbhome -i d5b01e27- 799e- 4e8a- bf e6- 07a781f 79526 -v 12.2.1.3.0

{
"jobld" : "576cdbf a- ece4- 4e5f - becd- 9bc6ebbf 430b",

"status" : "Created",

"message” : null,

"reports" : [ ],

"createTi mestanp” : "March 26, 2018 11:08:35 AM PDT",

"description” : "DbHome Patching: Hone Id is d5b01le27-799e- 4e8a-
bf e6- 07a781f 79526",
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"updat edTi ne" : "March 26, 2018 11:08:35 AM PDT"
}

Example 7-7 Verifying that Database Home is Updated

The following example uses job ID 576cdbfa-ece4-4e5f-becd-9bc6e6bf430b from the
previous example to get the job details.

# [opt/oracl e/ dcs/ bin/odacli describe-job -i "576cdbf a- ece4- 4e5f - becd- 9bc6ebbf 430b"
Job details
I D: 576cdbf a- ece4- 4e5f - becd- 9bc6e6bf 430b
Description: DbHome Patching: Home Id is d5b01e27-799e- 4e8a-
bf e6- 07a781f 79526
Status: Success
Created: March 26, 2018 11:08:35 AM PDT
Message:

Task Name Start Tine

Pat ch application verification March 26, 2018 11:08:35 AM PDT

| ocation validation March 26, 2018 11:08:37 AM PDT
updat eQpat ch March 26, 2018 11:09:41 AM PDT
anal yzing patch March 26, 2018 11:09:43 AM PDT
Apply db patch March 26, 2018 11:10:17 AM PDT

(conti nued)

End Time St at us
March 26, 2018 11:08:37 AM PDT  Success
March 26, 2018 11:08:42 AM PDT  Success
March 26, 2018 11:09:43 AM PDT  Success
March 26, 2018 11:10:17 AM PDT  Success
March 26, 2018 11:14:13 AMPDT  Success

7.5 Updating Components Without Using a Patch Update

ORACLE

The patch bundle updates provide all relevant patches for the entire system and are
designed to work with Oracle Database Appliance and future update patch bundles.

The patch bundle includes relevant patches, including the following:

e BIOS

* Hardware drivers, Hardware Management Pack (HWM), and firmware drivers
e Oracle Appliance Manager

e Oracle Linux

« Oracle VM

* Java Development Kit (JDK)

* Oracle Integrated Lights Out Manager (Oracle ILOM)

* Oracle Database Bundle patch (BP)

* Oracle Auto Service Request (Oracle ASR)

e Oracle Grid Infrastructure

* Intelligent Platform Management Interface (IPMI)
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Caution:

Do not patch Oracle Database Appliance using individual patches for Oracle
Grid Infrastructure, Oracle Database, and most Oracle Linux RPM updates.

Do not use individual infrastructure patches, such as firmware patches. You

must only use Oracle Database Appliance patches.

If you use patches that are not intended for Oracle Database Appliance, or if
you use OPatch, or a similar patching tool, then you can encounter problems
with storage, communication, and applying patch updates in the future.

Updating Oracle Linux RPMs

While not recommended, you can update some Oracle Linux RPMs for database
nodes. Do not update or customize Oracle Linux kernel, Oracle Optimal Flexible
Architecture, Oracle InfiniBand, or related software. Other software may be installed,
updated, or customized. However, the Oracle Database Appliance update may not
carry newer version dependencies of customized components. Therefore, you might
be required to remove and subsequently reapply site-specific changes to successfully
update Oracle Database Appliance in the future.

Caution:

For database nodes, do not update the following:
e Oracle Linux Kernel (kernel*)

e Oracle Optimal Flexible Architecture (ofa*)

e Oracle InfiniBand-related packages (ofed*)

For storage, do not apply any RPM updates.

Using a Different Version of Java Development Kit (JDK)

Oracle Database Appliance depends on a specific version of JDK. If you want to use a
different version of JDK for a specific application, then install it in a different directory
and only point to it for that application.

7.6 Performing a Bare Metal Restore

ORACLE

Reimage Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

» About Performing a Bare Metal Restore (page 7-16)
Bare metal operating system (OS) re-imaging installs Oracle Database Appliance
operating system software on the local (boot) drive.

* Downloading the ISO Image for Bare Metal Restore (page 7-16)
Download the Oracle Database Appliance 12.2.1.3.0 Bare Metal ISO image to
your desktop or external client to prepare for a bare metal restore on Oracle
Database Appliance.
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* Running the Cleanup Script Before Re-imaging Oracle Database Appliance
(page 7-17)
Run the cleanup script before re-imaging Oracle Database Appliance.

* Re-imaging Oracle Database Appliance (page 7-17)
Re-image Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

7.6.1 About Performing a Bare Metal Restore

Bare metal operating system (OS) re-imaging installs Oracle Database Appliance
operating system software on the local (boot) drive.

Bare Metal is a non-virtualized Oracle Database Appliance configuration. Oracle
Database Appliance ships from the factory with a bare metal configuration, default ISO
image and Appliance Manager installed.

Use the OS ISO Image to restore the OS to the "shipped from factory" state. Use only
when necessary. Reimaging does not patch the firmware or update the component
versions, it only re-images the local system disk from an OS perspective. After imaging
is completed, redeploy the End User image, then restore from backup, as needed.

The following are some of the reasons that you might want to reimage to perform a
bare metal restore:

» Deploy Bare Metal with latest Oracle Database Appliance software.

In some cases, the Oracle Database Appliance machine is shipped from the
factory with an earlier release of Oracle Database Appliance software. To deploy
the machine with the latest software, you can perform an update or you can
reimage the machine.

* Roll back to an earlier version of Oracle Database Appliance software.

Re-imaging with older release of Oracle Database Appliance software does not
rollback the firmware version.

Use the Oracle Integrated Lights Out Manager (ILOM) interface to reimage the Oracle
Database Appliance node.

7.6.2 Downloading the ISO Image for Bare Metal Restore

ORACLE

Download the Oracle Database Appliance 12.2.1.3.0 Bare Metal ISO image to your
desktop or external client to prepare for a bare metal restore on Oracle Database
Appliance.

Before downloading the image, ensure that the initial network connection is
configured. To use scp or sft p, you must first set up a static IP address (for example,
oda_host ) and configure Oracle Database Appliance with that address by using the
confi gure-firstnet command. This command ensures the system is available in
your network, enabling you to use the Oracle Appliance Manager Web Console to
deploy Oracle Database Appliance.

1. From an external client machine, log on to My Oracle Support. Locate patch
23530609 for the Oracle Database Appliance Bare Metal ISO Image.

https://updates.oracle.com/download/23530609.html

2. Select the patch version for Oracle Appliance Kit 12.2.1.3.0, then click Download
to download the zip files onto your external client.
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p23530609_122130_Li nux- x86-64. zi p

3. Use either a Secure Copy (scp) command or a USB storage device to copy the file
from the external client to dond on Node 0. Use the / t np directory as the target
location.

# Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

4. Unzip the patch bundle.

#cd/tnp
# unzip p23530609_122130_Li nux- x86- 64. zi p

Related Topics
e https://lupdates.oracle.com/download/23530609.html

7.6.3 Running the Cleanup Script Before Re-imaging Oracle Database

Appliance

Run the cleanup script before re-imaging Oracle Database Appliance.

The cleanup script is available at the location / opt / or acl e/ oak/ onecnd/
cl eanup. pl .

1. Run the cleanup script cl eanup. pl on the first node.
When the cleanup is completed, the machine is rebooted.
2. Run the cleanup script on the second node.

3. Re-image Oracle Database Appliance as mentioned in the next topic.

7.6.4 Re-imaging Oracle Database Appliance

ORACLE

Re-image Oracle Database Appliance to perform a bare metal restore of Oracle
Database Appliance.

Bare metal restore uses Oracle Integrated Lights Out Manager (ILOM) to re-image the
Oracle Database Appliance node. The ILOM must be configured before performing a
bare metal restore or re-image. Generally, the ILOM is configured as part of readying
for deploying Oracle Database Appliance.

Download the Oracle Database Appliance Bare Metal ISO image to your local
machine before you launch the ILOM console.

1. Open a browser and connect to Oracle Integrated Lights Out Manager (ILOM) on
Node 0 as root.

https://ilom-ip-address

2. Launch the Remote Console.
a. Expand Remote Control in the left navigation.
b. Click the Redirection tab.
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c. Click Launch for the Remote Console in the Actions menu.
The state of the system determines what appears on the Console page.
3. Add the image.
a. Click the KVMS tab, then select Storage.
b. Click Add.

c. Browse to the Oracle Database Appliance Bare Metal ISO Image, highlight the
image, then click Select.

d. Click Connect.

The mounting of the ISO image is successful when the Connect button
changes to a Disconnect button.

e. Click OK
The CD-ROM icon in the top right corner is highlighted.
4. Configure the CD-ROM as the next boot device.
a. Expand Host Management in the left menu of the ILOM Remote Console tab.
b. Click Host Control.
c. Select CDROM from the Next Boot Device menu, then click Save.
5. Power cycle the node.
a. Click Power Control in the Host Management menu.
b. Select Power Cycle , then click Save.

When the node comes back after the power cycle, re-imaging starts automatically.
The Oracle Linux page appears, followed by the Running Post-Install scripts page.

The Running Post-Install scripts page is a static page and might give the
impression that the re-imaging process is not progressing. The post-install process
during re-imaging will wait until the synchronization between the partitions of the
two mirrored local hard disks is complete, which can take 15 to 20 minutes to
complete.

To check the progress of re-synchronization, press the ALT-F2 key combination to
open a second console and enter the following command:

# cat /proc/ndstat

When the re-synchronization is complete, re-imaging is completed and the
machine restarts.

After the machine restarts, the system is ready for you to deploy the Oracle software
on the appliance to create an Oracle Database Appliance bare metal platform.
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Manage the Oracle Databases on your Oracle Database Appliance. For an Oracle
Database Appliance Virtualized Platform, see the oakcl i commands for managing
the databases.

* Administrative Groups and Users on Oracle Database Appliance (page 8-1)
Oracle Database Appliance Web Console deployment creates operating system
groups and users whose members are granted system administration privileges on
the appliance.

» Data Migration and Management and Oracle Database Appliance (page 8-2)
Oracle Database Appliance supports the use of standard Oracle Database loading
and migration tools.

*  Working with Databases (page 8-3)
Use the Web Console to display a list of databases, database details, and create
and delete databases.

*  Working with Database Homes (page 8-9)
Use the Web Console to display a list of database homes, details, and create and
delete database homes.

* Migrating Databases (page 8-13)
Review these topics to learn how to prepare for and migrate an entire database to
your Oracle Database Appliance.

*  About Managing Multiple Database Instances Using Instance Caging (page 8-17)
Use instance caging to manage your system resources on Oracle Database
Appliance.

*  Oracle EM Express and DB Console (page 8-18)
You can use Oracle Enterprise Manager Database Express (EM Express), or the
Database Control Console (DB Console) to manage your database.

8.1 Administrative Groups and Users on Oracle Database

Appliance

ORACLE

Oracle Database Appliance Web Console deployment creates operating system
groups and users whose members are granted system administration privileges on the
appliance.

During configuration, two administrative accounts are created for Oracle Database
Appliance: the user gri d, with a user ID (UID) of 1001, and the user or acl e, with a UID
of 1000. The user gri d is the Oracle Grid Infrastructure installation owner. The user
oracl e is the Oracle Database installation owner, and the owner of all Oracle Database
homes (Oracle homes). By default, these users are members of operating system
groups whose members are granted privileges to start up and administer Oracle
Database and Oracle Automatic Storage Management.

The following table describes the Oracle system privileges groups, and information
about the operating system authentication groups:
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Table 8-1 Operating System Groups and Users on Oracle Database Appliance
|

Oracle System Group Name Group ID gridis a oracle is a
Privileges (GID) member member
Oracle Inventory group oinstall 1001 yes (primary yes (primary
(OINSTALL) group) group
OSOPER for dbaoper dbaoper 1002 yes yes

group

OSDBA group dba 1003 no yes
OSASM Group for Oracle asmadni n 1004 yes no

ASM

OSOPER for ASM group  asnoper 1005 yes no
OSDBA for ASM group asmdba 1006 yes yes

To change the Group Name and GID from the default values on Oracle Database
Appliance bare metal platforms, change the default values from the Web Console
during the deployment. If you create an initial database during deployment, then the
password for the SYS and SYSTEM users is the Master Password that you set in the
Web Console.

To change the Group Name and GID from the default values on the Oracle Database
Appliance X7-2-HA Virtualized Platform, use the - advance parameter with the
command oakcl i depl oy. If you create an initial database during deployment, then
the password for the SYS and SYSTEM users is the ROOT password from the
Configurator.

# Note:

Change the password for both users as soon as possible after configuration
to prevent unauthorized access to your database using these privileged
accounts.

8.2 Data Migration and Management and Oracle Database

Appliance

ORACLE

Oracle Database Appliance supports the use of standard Oracle Database loading and
migration tools.

If you are loading data or migrating data from an existing database to Oracle Database
Appliance, then you can use the standard Oracle Database loading and migration
tools. These tools include the following:

* Oracle GoldenGate

e SQL*Loader

e Oracle Data Pump

e transportable tablespaces
*  RMAN
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You can also use the RMAN utility to back up and recover databases on Oracle
Database Appliance.

8.3 Working with Databases

Use the Web Console to display a list of databases, database details, and create and
delete databases.

Viewing Databases (page 8-3)

Use the Oracle Appliance Manager Web Console to display a list of Oracle
databases and database details, create, upgrade, and delete a database in Oracle
Database Appliance.

Creating a Database (page 8-4)
Use the Oracle Appliance Manager Web Console to create a database in Oracle
Database Appliance.

Creating an Instance Only Database (page 8-7)
Create an instance only database from the command-line interface.

Creating a Database from Backup (page 8-8)
Use the Web Console to create a database from a backup.

Upgrading a Database (page 8-9)
Use the Oracle Appliance Manager Web Console to upgrade an Oracle database
to a different database home version.

Deleting a Database (page 8-9)
Use the Oracle Appliance Manager Web Console to delete an Oracle database.

8.3.1 Viewing Databases

Use the Oracle Appliance Manager Web Console to display a list of Oracle databases
and database details, create, upgrade, and delete a database in Oracle Database
Appliance.

On the Oracle Database Appliance Virtualized Platform, see the command oakcl i
i st databases.

1.

3.

ORACLE

Log into the Web Console:
https://host name or

Click the Database tab.

i p- addr ess: 7093/ mgnt /i ndex. ht m

ORACLE' patabase Appliance

Auto Refresh Disabled v About v
Appliance | Database | Activity

Database

search QU Create Database

Page 1 of 1 (1-30f 3 items)

dbcore
ID: 2119b1d5-d347-4a34-9a62-c50746a010ab
Created: Sun Oct 22 2017 8:47:53 PM

Sortby: Created:New toOld v Refresh

Database Home

CDB: false
DB Version: 12.2.0.1

Shape: 0db36
Storage: ASM

View

db121 Upgrade
ID: 640905d6-70e9-411-860d-150539db0eac CDB: true Shape: odb4
Created: Sun Oct 22 2017 8:29:38 PM DB Version: 12.1.0.2 Storage: ACFS

Delete

odacn
1D: ba15a000-21e7-4086-abb0-8122ff5245ca
Created: Sun Oct 22 2017 6:38:45 PM

CDB: true
DB Version: 12.2,0.1

Shape: odb12
Storage: ASM

Actions

(Optional) Click the database name, in blue font, to display more details about the
database.
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4. (Optional) Click Actions next to a database entry to view more details, upgrade or
delete the database.

8.3.2 Creating a Database

ORACLE

Use the Oracle Appliance Manager Web Console to create a database in Oracle
Database Appliance.

# Note:

For Oracle Database Appliance X7-2-HA Virtualized Platforms, see the
command oakcl i create dat abase to create additional databases.

The Web Console provides a quick and easy method of creating new databases. The
Create New Database page in the Web Console is populated with default options for
most of the configuration options. Drop-down lists enable you to quickly view and
select from a list of available options. You can use the drop-down list to create a new
database Oracle Database Home (ORACLE_HOME) for the database or select an
existing ORACLE_HOME that you created earlier.

# Note:

You cannot mix Oracle Database Standard Edition and Enterprise Edition
databases on the same appliance. Your license determines the determines
the database edition that you are eligible to create in the appliance.

Oracle Database 12.x is supported on both Oracle Automatic Storage Management
(Oracle ASM) and Oracle ASM Cluster file system (ACFS). Oracle Database 11.2 is
only supported on Oracle ACFS. When databases are created in Oracle ACFS, each
database is configured with its own Oracle ACFS file system for the datafiles and uses
the following naming convention: / u02/ app/ db user/ oradat a/ db uni que name. The
default size of this mount point is 100 GB.

The fields in the Web Console adjust, depending on which database version you
select. For example, if you select database version 11.2.0.4.x, the storage field does
not appear in the Web Console because Oracle ACFS is the only option available.

1. Log into the Web Console:

https://host-ip-address: 7093/ mgnt /i ndex. ht m
Click the Database tab.

Verify that Auto Refresh Disabled appears on the page.

Click Create Database to display the Create New Database page.

g o @D

Enter the following information on the Create New Database page to configure the
database:

a. Inthe DB Name field, enter a name for the database. The name db1 appears
in the field as an example of a database name, but the field is not populated.
You must enter a name.
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The name must contain lowercase alphanumeric characters and cannot
exceed 8 characters. The Oracle system identifier (SID) is always set to the
database name.

(Optional) In the DB Unique Name field, enter a name to define a unique
name for the database.

In the Use Existing DB Home field, select Yes or No.

In the DB Version field, select a database bundle patch number from the
drop-down list.

Available database versions with available clones appear in the list in
descending order. Supported versions that are not available in the repository
appear in light gray font at the bottom of the list. Search is available for the list.
To add a supported version to the repository, download the clone file.

For the CDB option on Oracle Database version 12, select Yes or No,
depending on whether or not you want the database to be a

container database (CDB). The default is Yes. This option is not available for
Oracle Database version 11.

In the PDB Name field, enter a name for the pluggable database (PDB). This
field is not available for Oracle Database version 11.

Alphanumeric characters and underscore (_) are valid. The name must begin
with an alphanumeric character and cannot exceed 30 characters. The name
pdbl appears in the field in italic text as an example, but it is not populated.
You must enter a name.

In the PDB Admin User field, enter a name. This field is not available for
Oracle Database version 11.

The field shows pdbadni n as an example, you must enter a name.
Alphanumeric characters and underscore (_) are valid.

In the Database Edition field, enter the edition for which you have a license,
either Enterprise Edition or Standard Edition.

In the Shape field, select a database shape from the drop-down list. The
shape determines the number of cores and total memory allocated to the
database. The default is odb1 (1 Core, 8 GB Memory).

In the Database Class field, select a database class from the drop-down list. If
an option is not available in the list, it is not supported for the database edition
on the Oracle Database Appliance or the version that you selected. The
default is OLTP.

In the Storage field, select ACFS or ASM from the drop-down list. The default
is Oracle ASM. For Oracle Database version 11, Oracle ACFS is the only
option and the field does not appear in the Web Console.

For the Configure EM Express or Configure EM Console option, select Yes
or No. The default is No.

Select Yes to configure the Oracle Enterprise Manager Database Express
(EM Express) console for Oracle Database 12.x or the Database Control
Console (DB Console) for Oracle Database 11.2.0.4. Selecting Yes enables
you to use the console to manage the database.

In the Password field, enter the password for the SYS, SYSTEM and PDB Adni n.
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The password must begin with an alpha character and cannot exceed 30
characters. Quotation marks are not allowed.

n. Inthe Confirm Password field, enter the password again to confirm.

o. Inthe Characterset field, select an option from the drop-down list. The default
is AL32UTF8.

p- Inthe National Characterset field, select an option from the drop-down list.
The default is ALI6UTF16.

g. Inthe Language field, select a database language from the drop-down list.
The default is American.

r. Inthe Territory field, select a territory or location for the database from the
drop-down list. The default is America.

The image shows the fields completed to create a new database. The DB Name is
dbl and the DB Unique Name is dbl- 1. Use Existing DB Home is No and the DB
version is 12. 2. 0. 1. 170814. The Database Edition is Enterprise Edition, the shape
is odbl (1 Core, 6.0 GB Memory), the Database Class is OLTP, and the Storage is
ACFS. database is a container database. The pluggable database (PDB) name is
pdbl and the PDB Admin User is pdbadni n. The Characterset is AL32UTF8, the
National Characterset is ALI6UTF16, the Language is American, the Territory is
America. The database is not configured for EM Console.

Create New Database

DB Name ~ Database Edition Password ©
db1 Enterprise Edition . oo
DB Unigue Name Shape Confirm Password *
db1-1 odb1(1 Core, 6.0GB Memory) v e
Use Existing DB Home Database Class Charactersat
Yes @ No oLTP - AL32UTF8 -
DB Version Storage National Characterset
12.2.0.1.170814 - ACFS v AL1BUTF16 -
Configure EM Console (. Yes @ No Language
AMERICAN -

Temitory

AMERICA -

£ Cancel Create >

6. Click Create. When prompted, click Yes to confirm that you want to start the job to
create the database.

The job is submitted and a confirmation page appears with a link to the job. Click the
link to view the job progress, tasks, and status.

After you close the Job confirmation page, you can click the Activity tab to monitor the
job progress. Click the job number to view the tasks and status details. Click Refresh
to refresh the page. If you are creating other configuration or provisioning jobs, do not
turn on auto refresh. When auto refresh is turned on, your input is lost if the page
refreshes before you submit your configuration.
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8.3.3 Creating an Instance Only Database

Create an instance only database from the command-line interface.

ORACLE

# Note:

If you provisioned the appliance without creating an initial database, then you
must create a new Oracle home. If the version of the database home is
different from the migrated database, create a new database home for the
migrated database. You might want to create a database home specifically
for the migrated database.

This example creates an instance only database named PRODDB with database version
12.1.0.2.160719 and a new database home.

1.

Use the odacl i 1i st-dbhones command to display a list of database homes
and verify that a database home exists for the database version.

Note the ID if you want to use an existing database home or if you want to get
more details. Use the odacl i descri be- dbhonmes command to get greater
details about a specific database home.

# odacli I|ist-dbhomes
ID Nane DB Version

b727bf 80- c99e- 4846- aclf - 28a81a725df 6 OraDB12102_honel 12.1.0.2

(conti nued)
Home Location

/u01/ app/ orauser/ product/12. 1. 0. 2/ dbhone_1

Create a database home if a database home does not exist for the database
version.

If you want to create a database home for specifically for the migrated database,
you can use the odacl i creat e- dbhone command, or you can create the
database home when you create the database. The example creates a database
home for database version 12.1.0.2.

# odacli create-dbhome -v 12.1.0.2

Create an instance only database. You can use an existing database home ID or
you can create a database home when creating the database.

To create an instance only database named PRODDB with database version 12. 1. 0. 2
that uses an existing database home with ID b727bf 80- c99e- 4846-
aclf-28a81a725df 6:

#odacli create-database -n PRODDB -v 12.1.0.2 -io -m-dh b727bf 80- c99e- 4846-
aclf-28a81a725df 6

To create an instance only database named PRODDB with database version 12. 1. 0. 2
and a database home:

#odacli create-database -n PRODDB -v 12.1.0.2 -io -m
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8.3.4 Creating a Database from Backup

Use the Web Console to create a database from a backup.

When you create a backup in Oracle Database Appliance, a JSON file is created.
Save the JSON file and you can use the file to create a database on the same
appliance, or a different appliance.

The following are the prerequisites to creating a database from a backup:

1.
2.

10.
11.

12.

ORACLE

Obtain Object Store Credentials for the host.

Create a backup policy using the object store credentials as the backup
destination.

Attach the backup policy to the database that you want to backup.
Create a manual backup of the database and save the file.

Log into the Web Console:

https://host-ip-address: 7093/ ngnt /i ndex. ht m

Click the Database tab.

Verify that Auto Refresh Disabled appears on the page.

Click Create Database from Backup, then click Next to display the Create
Database from Backup page.

Select your Object Store Credential name.

Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

Click Browse and select the backup report.

When the backup report is loaded, additional fields appear on the page and are
populated based on the backup report. You can edit some of the fields.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Enter the password in the SYS User Password field and the Confirm SYS User
Password field.

Click Create.

Click Yes to confirm that you want to create a database from the selected Object
Store backup.

When you submit the job, the job ID and a link to the job appears. Click the link to
display the job status and details.

Validate that the job completed. You can track the job in the Activity tab in the
Web Console, or run the command odacl i descri be-j ob with the job ID.

# odacli describe-job -ijobld
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8.3.5 Upgrading a Database

Use the Oracle Appliance Manager Web Console to upgrade an Oracle database to a
different database home version.

Before upgrading to a different database home, you must upload the RDBMS
database version to the repository and create the database home.

1. Log into the Web Console:

https://host name or ip-address: 7093/ ngnt/i ndex. ht m
2. Click the Database tab.

3. Click Actions next to the database that you want, then select Upgrade.

Appliance Database Activity

Databs
atabase Q

search
Page 1 of2 (1-7of 11items) ; >

Sort by: Created: Newto Old v Refresh Create Database
Database Home

Patches
db1

ID: 8eaf3772-57fc-4e79-a27e-6f2242a7d845 CDB: false Shape: odb1
Created: Mon Dec 11 2017 10:36:15 PM DB Version: 12.1.0.2 Storage: ASM

db2 Upgrade
ID: 0bca9917-f508-4c90-8669-73bce2as2240 CDB: false Shape: odb1

Delete
Created: Mon Dec 11 2017 12:21:49 AM DB Version: 11.2.0.4 Storage: ACFS

4. Select the destination database home version from the list of available versions,
then click Upgrade.

8.3.6 Deleting a Database

Use the Oracle Appliance Manager Web Console to delete an Oracle database.
1. Log into the Web Console:

https://host name or ip-address: 7093/ ngnt/i ndex. htm
2. Click the Database tab.

3. Click Actions next to the database that you want, then select Delete.

4. Confirm the action.

8.4 Working with Database Homes

Use the Web Console to display a list of database homes, details, and create and
delete database homes.

e About Managing Multiple Oracle Homes on Oracle Database Appliance
(page 8-10)
Create and manage one or more Oracle home directories and Oracle databases
on Oracle Database Appliance.

» Downloading an RDBMS Clone File (page 8-11)

Download an Oracle Database Appliance RDBMS Clone file onto your local
machine to create a new database home.
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* Viewing Database Homes (page 8-12)
Use the Web Console to display a list of database homes and database home
details, including databases associated with a DB home.

* Creating a Database Home (page 8-12)
Use the Web Console to create database homes in Oracle Database Appliance.

* Deleting a Database Home (page 8-12)
Use the Web Console to delete an Oracle database home.

8.4.1 About Managing Multiple Oracle Homes on Oracle Database

Appliance

ORACLE

Create and manage one or more Oracle home directories and Oracle databases on
Oracle Database Appliance.

Oracle home is the directory in which you install Oracle Database binaries, and from
which Oracle Database runs. Oracle Database Appliance supports multiple Oracle
homes, including support of different release Oracle Database homes. You can create
multiple Oracle databases on a given Oracle home. Use Oracle Appliance Manager
Web Console to create and manage multiple Oracle homes and databases on Oracle
Database Appliance. Oracle Database Appliance Manager automatically creates an
Oracle Database Oracle home that is compliant with Oracle’s Optimal Flexible
Architecture (OFA) standards.

Check the Oracle Database Appliance Release Notes to obtain information about the
specific Oracle software releases supported for your Oracle Database Appliance
platform.

When you use ODACLI commands to create multiple homes on Oracle Database
Appliance, the commands start the Oracle Home cloning process. In Oracle Database
Appliance deployments, the user or acl e is the default software installation owner.

You can use the Web Console or the command-line interface to create and manage
databases.

Use ODACLI commands to create, list, describe, and delete databases on Oracle
Database Appliance. The odacl i cr eat e- dat abase command enables you to
create a database with minimal user input. When you run this command without any
additional options, the command creates a new database home (ORACLE_HOME).
You can create a database in an existing home by using the - - dbhonei d option. To find
the dbhomeid, use the odacl i |i st-dbhones command.

Alternatively, you can use the Web Console to create list, describe and delete
databases and database homes. You can display a list of all Database Homes that
includes the database home name, ID, version, the date and time that the database
home was created and the location on the same page. You can also create and delete
database homes on the Web Console.
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Caution:

Do not apply Oracle Database patches directly to Oracle Databases on
Oracle Database Appliance. Only use Oracle Database Appliance patch
bundles, which are tested to work across the whole software stack. If a one-
off database patch is required, it may be applied to the Oracle Home. When
you apply the Oracle Database Appliance patch bundle, it may cause a
conflict during future patching events and you might need to roll back and
then re-apply the patch.

Related Topics

Downloading the 1ISO Image for Bare Metal Restore (page 7-16)

Download the Oracle Database Appliance 12.2.1.3.0 Bare Metal ISO image to
your desktop or external client to prepare for a bare metal restore on Oracle
Database Appliance.

8.4.2 Downloading an RDBMS Clone File

Download an Oracle Database Appliance RDBMS Clone file onto your local machine
to create a new database home.

ORACLE

To create Oracle Databases on Oracle Database Appliance, you must first upload the
version-specific RDBMS clone file into the Oracle Database Appliance repository. The
Oracle Database Appliance RDBMS clone files are available in My Oracle Support
(MOS).

The Oracle Database Appliance Release Notes contains a list of the patch numbers
and links to patches.

1.
2.

From an external client machine, log on to My Oracle Support.

Select the Oracle Database Appliance RDBMS Clone patch for the supported
Oracle Database version.

Click Download to download the zip file onto your external client.

Use either a Secure Copy (scp) command or a USB storage device to copy the file
from the external client to dond on NodeO. Use the / t np directory as the target
location.

" Note:

If you use a USB drive to transfer the file, then format it first as FAT32,
ext 3, or ext 4. NTFS file formats are not supported.

Unzip the patch bundle, then use the command odacl i updat e-repository
as root user to update the repository.

#cd/tnp
# unzip p23494992_122110_Li nux- x86- 64. zi p
# odacli update-repository -fileNane /tnp/<zip file name>. zip
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8.4.3 Viewing Database Homes

Use the Web Console to display a list of database homes and database home details,
including databases associated with a DB home.

1. Loginto the Web Console:
https://ip-address: 7093/ ngnt /i ndex. ht m
2. Click the Database tab.

3. Click Database Home on the left menu to view all database homes. The name,
ID, version, location and date and time stamp of when the database home was
created appears on the page.

4. (Optional) Click Actions next to a database home entry, then View Databases to
see the databases that are associated with the database home.

8.4.4 Creating a Database Home

Use the Web Console to create database homes in Oracle Database Appliance.

The Create New Database page in the Web Console is populated with default options
for most of the configuration options. Drop-down lists enable you to quickly view and
select from a list of available options. You can use the drop-down list to create a new
database Oracle Database Home (ORACLE_HOME) for the database or select an
existing ORACLE_HOME that you created earlier.

Before you can create a database home, the Oracle Database Appliance RDBMS
Clone file image must be in the repository.

1. Log into the Web Console:
https://ip-address: 7093/ ngnt /i ndex. ht m
2. Click the Database tab, then click Database Home.

3. Click Create Database Home.

Appliance Database Activity

Database

Sortby: Created:NewtoOld = Refresh Create Database Home

Database Home N
Page 1 |of2 (1-7of 11 items) z >

Patches
0OraDB12102_home4

ID: 2841074b-1694-45fc-bb5a-9cc0b0a5087a Version: 12.1.0.2.171017 (26914423, 26717470) Actions
Created: Mon Dec 11 2017 10:36:15 PM Location: /u01/app/oracle/product/12.1.0.2/dbhome_4

4. Select a database version from the list of available versions, then select the
database edition, either Enterprise Edition or Standard Edition, per your
licensing agreement.

5. Click Create. When prompted, click Yes to confirm that you want to start the job.

8.4.5 Deleting a Database Home

Use the Web Console to delete an Oracle database home.

You can delete a database home (DB Home) if it is not associated with any databases.
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1. Log into the Web Console:
https://host name or ip-address: 7093/ nmgnt /i ndex. ht m
2. Click the Database tab.

3. Click Database Home on the left menu to view all database homes. The name,
ID, version, location and date and time stamp of when the database home was
created appears on the page.

4. Click Actions next to a database home entry, then Delete, and then confirm the
action to delete a database home.

8.5 Migrating Databases

Review these topics to learn how to prepare for and migrate an entire database to your
Oracle Database Appliance.

*  About Migrating Databases (page 8-13)
You can migrate an entire active container database (CDB) or non-CDB database
to an Oracle Database Appliance machine by using the RMAN duplicate
command.

*  Configuring a Static Listener (page 8-14)
Configure a static listener before you duplicate a database.

* Migrating a Database (page 8-15)
Use the RMAN Dupl i cat e command to migrate the entire database to the
appliance.

* Registering a Database (page 8-16)
Use the odacl i regi st er-dat abase command to register the migrated
database with the appliance.

8.5.1 About Migrating Databases

You can migrate an entire active container database (CDB) or non-CDB database to
an Oracle Database Appliance machine by using the RMAN duplicate command.

When using RMAN Duplicate, ensure to have network connectivity from source and
target databases:

e Source database: The existing database to be migrated.

e Target database: The new database created on an Oracle Database Appliance
environment.

If you do not have network connectivity between the source and the target
environments, you can use the offline migration method. Offline migration uses RMAN
backup sets for duplication, which does not require connectivity to the primary
database.

At a high level, the procedure involves the following steps:

1. Deploy or update Oracle Database Appliance to the latest version.
Confirm that the provisioning completed successfully.

* If you have a bare metal platform, use the command odacli |ist-j obs
and the command odacl i descri be-j ob to verify the status.
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* If you have a virtualized platform, use the command oakcl i 1i st-j obs and
the command oakcl i descri be-| ob to verify the status.

Create an instance only database from the command-line interface.

* If you have a bare metal platform, use the command odacl i creat e-
dat abase with the i nst anceonl y flag on an Oracle Database Appliance
machine. The new database is the target database.

* If you have a virtualized platform, use the command oakcl i create-
dat abase with the i nst anceonl y flag on an Oracle Database Appliance
machine. The new database is the target database.

Creating an instance only database also creates the following:
e ACFS Filesystem used to store the database files

e Directory structures that are required by the database instance/rman duplicate
command

e Password file for the SYS user
Configure a static listener.

Migrate the existing database to the target database using the backup and
restore operations.

Register the migrated database with the appliance.

8.5.2 Configuring a Static Listener

Configure a static listener before you duplicate a database.

ORACLE

The static listener is only required when using RMAN Duplicate command.

Perform the following steps to manually configure the | i st ener. or a file:

1.
2.
3.

Log in as a grid user.
Navigate to / u01/ app/ 12. 1. 0. 2/ gri d/ net wor k/ adni n/ directory.
Edit the default | i stener. ora file and append the static database entry.

SID_LI ST LI STENER=
(SID LIST=
(S D_DESC=
( GLOBAL_DBNAME=db_uni que_nane wi th domai n)
( ORACLE_HOMVE=db hone)
(SI D_NAME=db uni que nane)
(ENVS="TNS_ADM N=dat abase hone/ net wor k/ admi n"))

)

For example, the following file is edited for a 12.1.0.2 database named PRODDB in
the exanpl e. comdomain:

SID_LIST LI STENER=
(SID LIST=
(SI D_DESC=
( GLOBAL_DBNAME=PRCDDB. exanpl e. com)
( ORACLE_HOVE=/ u01/ app/ or acl e/ product/12. 1. 0. 2/ dbhone_2)
('Sl D_NAME=PRCDDB)
( ENVS="TNS_ADM N=/ u01/ app/ or acl e/ product/ 12. 1. 0. 2/ dbhone_2/ net wor k/

admin"))

)
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Save the file.
Restart the listener.

srvctl stop listener -1 Iistener
srvctl start listener -1 listener

8.5.3 Migrating a Database

ORACLE

Use the RVAN Dupl i cat e command to migrate the entire database to the appliance.

Before migrating the database, verify that a network connection exists between the
source and destination databases.

1.

Verify that the sysdba connection to the auxiliary database is working. Use the
password that you defined when you created the database with the - -i nst anceonl y
flag.

sql pl us sys/ passwor d@ost nane: PORT/ GLOBAL_DBNAME as sysdba << EOF
select 1 fromdual;

exit;

ECF

The following example uses the Welcome_12 password for myhost on port 1521
for PRODDB.example.com.

sql pl us sys/ Vel come_12@ryhost : 1521/ PRODDB. exanpl e. com as sysdba << ECF
select 1 fromdual;

exit;

EOF

As oracle user, set the ORACLE_HOME and ORACLE_SID environment
variables.

ORACLE_HOME=pat h of Oracle Hone agai nst which the AUX DB is created
ORACLE_SI D=dat abase uni que nane

Display a list of all database storage configured on the appliance and database
storage identifiers (ID).

Use the odacl i 1i st-dbst orages to display the storage IDs for all configured
filesystems.

# odacli list-dbstorages

ID Type DBUni que Nane Status

68d13446- f 26c- 49ee- ab75- a393732aa88a  Asm rdbl Confi gur ed

ff2023d9- 338d- 4cf f - 8bb4- e73a89e32ce4  Acfs PRODDB Confi gur ed

Display the database storage details, including the DATA, RECO and REDO
locations, for each database storage ID.

For example, use the odacl i descri be- dbst or age command to display
information about the ACFS storage for ID 9fe39332-
ccla-4b4b-8393-165524a6ef6b.

# odacli describe-dbstorage -i ff2023d9-338d-4cff-8bb4-e73a89e32ced
DBSt orage details

I D ff2023d9-338d-4cff-8bb4-e73a89e32ce4
DB Nane: PRCDDB
DBUni que Nane: PRODDB
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DB Resource |D: ¢5b77384- 634e- 4dc8- b10b-fa2831d2c59b
Storage Type: Acfs

DATA Location: /u02/app/ oracl e/ or adat a/ PRODDB

RECO Location: /u03/app/oracle/fast_recovery_areal
REDO Location: /u03/app/ oracl e/ redo/

State: ResourceState(status=Configured)

Created: November 22, 2016 12:07:12 PM SGT

Updat edTi me: Novenber 22, 2016 12:26:39 PM SGT

5. Duplicate the database.
Use the RMAN duplicate database command to duplicate the database.

rman target sys/\Welcome__12@ource database host nane: PORT
(Cont i nued)

[ Service Name auxiliary sys/ Wl come_l12@ost name of the target database: 1521/
servi ce nane

RUN {

SET NEWNAME FOR DATABASE TO NEW

duplicate target database to PRODDB from active database

SPFI LE

SET cl uster_dat abase 'fal se'

SET audit _file_dest '/u0l/app/oracl e/ admi n/ PRODDB/ adunp'

SET db_create_file_dest '/u02/ app/oracl e/ oradat a/ PRODDB'

SET db_create_online_l og_dest 1 '/u03/app/oraclel/redo’

SET db_recovery file_dest '/u03/app/oracle/fast_recovery_area'
SET control _files '/tnp/control _PRODDB. ctl' nofil enamecheck;

}

8.5.4 Registering a Database

ORACLE

Use the odacl i regi ster-dat abase command to register the migrated database
with the appliance.

The dbcl ass, dbshape, servi cenane and password are mandatory for registering the
database. The dbcl ass and dbshape determine the sga_t arget and pga_t arget settings.
The database i nit. ora parameters are reset as part of the odacl i regi ster-

dat abase command. Review the i nit. ora parameters after registration and ensure
that the parameters set correctly.

" Note:

For a standby database, open the standby database in READ ONLY mode
before executing the odacl i regi st er - dat abase command.

1. If you have Oracle Database version 12.1 with SQL patches, ensure that the
sgl pat ches are in the Oracle Database Appliance environment. If the patches are
not in the environment, copy the $CH sql pat ch directories from the source
database home to the $0H in Oracle Database Appliance before executing the
odacl i regi ster-database command

The odacl i regi ster-database command invokes the dat apat ch utility for
applying the post patch SQLs. If the source database has any sql pat ches applied
that are not present in the Oracle Database Appliance environment, then the

dat apat ch will fail.
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If you have Oracle Database version 11.2 with SQL patches, you must roll back
any patches applied to the source database that are not part of the installed
Oracle Database Bundle patch (BP).

Register the database with Oracle Database Appliance.

odacli register-database -c OLTP -s odbl -sn proddb. exanpl e.com -p
Password for SYS:

{
"jobld" : "317b430f - ad5f - 42ae- bb07- 13f 053d266e2",
"status" : "Created",
"message” : null,
"reports" : [ ],
"createTi nestanp” : "August 08, 2016 05:55:49 AM EDT",
“description" : "Database service registration with

db service nane: proddb. exanpl e. cont',

"updat edTi ne" : "August 08, 2016 05:55:49 AM EDT"

}

rpandrap: ]# odacli describe-job -i "317b430f - ad5f - 42ae- bb07- 13f 053d266e2"

Job details
I D: 317b430f - ad5f - 42ae- bb07- 13f 053d266e2
Description: Database service registration with
db service nane: proddb. exanpl e. com

Status: Success

Created: Novenber 23, 2016 5:55:49 AM EDT

Message:
Task Name Start Time
restore control file Novenber 23, 2016 5:55:49 AM EDT
move spfile to right location Novenber 23, 2016 5:56:08 AM EDT
register DB with clusterware Novenber 23, 2016 5:56:13 AM EDT
reset db parameters Novenber 23, 2016 5:57:05 AM EDT
Runni ng Dat aPat ch Novenber 23, 2016 5:57:36 AM EDT
(Cont i nued)

End Time St atus

Novenber 23, 2016 5:56:08 AM EDT  Success
Novenber 23, 2016 5:56:13 AMEDT  Success
Novenber 23, 2016 5:57:05 AM EDT  Success
Novenber 23, 2016 5:57:36 AM EDT  Success
Novenber 23, 2016 5:57:49 AMEDT  Success

Use the odacl i 1i st-dat abases command to view the registered database.

8.6 About Managing Multiple Database Instances Using
Instance Caging

Use instance caging to manage your system resources on Oracle Database
Appliance.

ORACLE

Oracle Database provides a method for managing CPU allocations on a multi-CPU

server that runs multiple database instances. This method is called instance caging.
Instance caging uses an initialization parameter to limit the number of CPUs that an
instance can use simultaneously.
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Instance caging and Oracle Database Resource Manager (the Resource Manager)
work together to support your desired service levels across multiple instances.
Consolidation can minimize idle resources, maximize efficiency, and lower costs.

Oracle Database Appliance templates are already tuned for the size of each database
instance workload. They are designed to run on a specific number of cores. Instance
caging ensures that each database workload is restricted to the set of cores allocated
by the template, enabling multiple databases to run concurrently with no performance
degradation, up to the capacity of Oracle Database Appliance. You can select
database template sizes larger than your current needs to provide for planned growth.

" Note:

Oracle strongly recommends that you use the Oracle Database Appliance
templates, because they implement best practices and are configured
specifically for Oracle Database Appliance.

The Oracle Database Appliance Manager interface refers to the database
sizing templates as database classes.

By default, instance caging is not enabled on Oracle Database Appliance. To enable
instance caging, set the initialization parameter, RESOURCE_MANAGER _PLAN, for each
database on Oracle Database Appliance. The parameter specifies the plan to be used
by the Resource Manager for the current instance. Setting this parameter directs the
Resource Manager to allocate core resources among databases. If a plan is not
specified with this parameter, then the Resource Manager and instance caging are not
enabled.

Instance caging allocation of core resources is enabled in accordance with the Oracle
Database Appliance database template size that you select for each database. The
CPU_COUNT initialization parameter is set in the template. Use the CPU_COUNT setting that
matches the size of each database to consolidate, and follow the standard instructions
for configuring instance caging.

8.7 Oracle EM Express and DB Console

ORACLE

You can use Oracle Enterprise Manager Database Express (EM Express), or the
Database Control Console (DB Console) to manage your database.

The EM Express console is available for Oracle Database 12.2.0.1 or 12.1.0.2. The
DB Console is available for Oracle Database 11.2.0.4. Both consoles are web-based
tools for managing Oracle Databases.

The EM Express console provides the following features:

»  Support for basic administrative tasks, such as storage and user management
»  Comprehensive solutions for performance diagnostics and tuning
» Performance advisors in a graphic user interface

» Oracle Database utilities in a graphic user interface, such as SQL*Loader and
Oracle Recovery Manager (RMAN)

EM Express is built inside the database server and cannot perform actions outside the
database.
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Expand storage capacity and replace disks in Oracle Database Appliance.

e About Managing Storage (page 9-1)
You can add storage at any time without shutting down your databases or
applications.

e Storage on Single Node Platforms (page 9-2)
Review for storage and memory options on Oracle Database Appliance X7-2S and
X7-2M single node platforms.

e Storage on Multi Node Platforms (page 9-3)
Review for storage and memory options on Oracle Database Appliance X7-2-HA
multi node platforms.

9.1 About Managing Storage

You can add storage at any time without shutting down your databases or
applications.

Oracle Database Appliance uses raw storage to protect data in the following ways:

» Fast Recovery Area (FRA) backup. FRA is a storage area (directory on disk or
Oracle ASM diskgroup) that contains redo logs, control file, archived logs, backup
pieces and copies, and flashback logs.

*  Mirroring. Double or triple mirroring provides protection against mechanical issues.

The amount of available storage is determined by the location of the FRA backup
(external or internal) and if double or triple mirroring is used. External NFS storage is
supported for online backups, data staging, or additional database files.

Oracle Database Appliance X7-2M and X7-2-HA models provide storage expansion
options from the base configuration. In addition, Oracle Database Appliance X7-2-HA
multi-node platforms have an optional storage expansion shelf.

When you add storage, Oracle Automatic Storage Management (Oracle ASM)
automatically rebalances the data across all of the storage including the new drives.
Rebalancing a disk group moves data between disks to ensure that every file is evenly
spread across all of the disks in a disk group and all of the disks are evenly filled to the
same percentage. Oracle ASM automatically initiates a rebalance after storage
configuration changes, such as when you add disks.

The redundancy level for FLASH is based on the DATA and RECO selection. If you
choose High redundancy (triple mirroring), then FLASH is also High redudancy.
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WARNING:

Pulling a drive before powering it off will crash the kernel, which can lead to
data corruption. Do not pull the drive when the LED is an amber or green
color. When you need to replace an NVMe drive, use the software to power
off the drive before pulling the drive from the slot. If you have more than one
disk to replace, complete the replacement of one disk before starting
replacement of the next disk.

See “Adding Optional Oracle Database Appliance X7-2-HA Storage Shelf Drives
(CRU)” in the Oracle Database Appliance Service Manual for disk placement.

Related Topics

* Memory and Storage Options for Single Node Systems (page 9-2)
Oracle Database Appliance X7-2S and X7-2M have NVMe storage configurations
with expansion memory and storage options.

*  About Expanding Storage on Multi-Node Systems (page 9-3)
Oracle Database Appliance X7-2-HA platforms have options for high performance
and high capacity storage configurations.

* Adding Optional Oracle Database Appliance X7-2-HA Storage Shelf Drives (CRU)

9.2 Storage on Single Node Platforms

Review for storage and memory options on Oracle Database Appliance X7-2S and
X7-2M single node platforms.

 Memory and Storage Options for Single Node Systems (page 9-2)
Oracle Database Appliance X7-2S and X7-2M have NVMe storage configurations
with expansion memory and storage options.

9.2.1 Memory and Storage Options for Single Node Systems

Oracle Database Appliance X7-2S and X7-2M have NVMe storage configurations with
expansion memory and storage options.

Table 9-1 Storage Options for Oracle Database Appliance X7-2S and X7-2M

Configuration Oracle Database Appliance Oracle Database Appliance
X7-2S X7-2M

Base Configuration 1x10 CPU 2x18 CPU
192 GB memory 384 GB memory
2x6.4TB NVMe 2x 6.4 TB NVMe
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Table 9-1 (Cont.) Storage Options for Oracle Database Appliance X7-2S and
X7-2M

Configuration Oracle Database Appliance Oracle Database Appliance
X7-2S X7-2M

Expansion Options 192 GB memory (part number Options:
7117433) .

384 GB memory (part
number 7117433;
quantity: 2)

e Three (3) NVMe Drives
(part number 7117740) or
Six (6) NVMe Drives (part
number 7117740;
quantity: 2)

9.3 Storage on Multi Node Platforms

Review for storage and memory options on Oracle Database Appliance X7-2-HA multi
node platforms.

* About Expanding Storage on Multi-Node Systems (page 9-3)
Oracle Database Appliance X7-2-HA platforms have options for high performance
and high capacity storage configurations.

*  Preparing for a Storage Upgrade for a Virtualized Platform (page 9-6)
Review and perform these best practices before adding storage to the base shelf
or adding the expansion shelf.

9.3.1 About Expanding Storage on Multi-Node Systems

ORACLE

Oracle Database Appliance X7-2-HA platforms have options for high performance and
high capacity storage configurations.

The base configuration has 16 TB SSD raw storage for DATA and 3.2 TB SSD raw
storage for REDO, leaving 15 available slots to expand the storage. If you choose to
expand the storage, you can fill the 15 slots with either SSD or HDD drives. For even
more storage, you can add a storage expansion shelf to double the storage capacity of
your appliance.

In all configurations, the base storage and the storage expansion shelf each have four
(4) 800 GB SSDs for REDO disk group and five (5) 3.2TB SSDs (either for DATA/
RECO in the SSD option or FLASH in the HDD option).

# Note:

The base storage shelf must be fully populated before you can add an
expansion shelf and the expansion shelf must have the same storage
configuration as the base shelf. Once you select a base configuration, you
cannot change the type of storage expansion.
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High Performance

A high performance configuration uses solid state drives (SSDs) for DATA and REDO
storage. The base configuration has 16 TB SSD raw storage for DATA and 3.2 TB
SSD raw storage for REDO.

You can add up to three (3) 5-Pack SSDs on the base configuration, for a total of 64
TB SSD raw storage. If you need more storage, you can double the capacity by adding
an expansion shelf of SSD drives. The expansion shelf provides an additional 64 TB
SSD raw storage for DATA, 3.2 TB SSD raw storage for REDO, and 16 TB SDD raw
storage for FLASH.

Adding an expansion shelf requires that the base storage shelf and expansion shelf
are fully populated with SSD drives. When you expand the storage using only SSD,
there is no downtime.

ASM Cluster File System (ACFS)

ASM Disk Groups
+DATA, +RECO, +REDO

Log

SSDs SSDs

High Capacity
A high capacity configuration uses a combination of SSD and HDD drives.

The base configuration has 16 TB SSD raw storage for DATA and 3.2 TB SSD raw
storage for REDO.

The following expansion options are available:

* Base shelf: additional 150 TB HDD raw storage for DATA (15 pack of 10 TB
HDDs.)

* HDD Expansion shelf: additional 150 TB HDD raw storage for DATA, 3.2 TB SSD
for REDO, and 16 TB SSD for FLASH

ORACLE"
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< Note:

When you expand storage to include HDD, you must reposition the drives to
the correct slots and redeploy the appliance after adding the HDD drives.

A system fully configured for high capacity has 300 TB HDD raw storage for DATA, 6.4
TB SSD raw storage for REDO and 32 TB SSD for Flash.

ASM Cluster File System (ACFS)

redo | flash | repol..N

ASM Disk Groups
+DATA, +RECO, +REDO, +FLASH

Cache
SSDs

Log
SSDs

HDDs

Table 9-2 Storage Options for Oracle Database Appliance X7-2-HA

Configura Oracle Database Oracle Database Oracle Database
tion Appliance X7-2-HA Base Appliance X7-2-HA SSD Appliance X7-2-HA SSD
Configuration Only Configuration for and HDD Configuration
High Performance for High Capacity

Base 2 servers, each with: 2 servers, each with: 2 servers, each with:

Configurati . 2 x 18 CPU - 2x18CPU < 2x18CPU

on *  384GB memory *  384GB memory *  384GB memory
JBOD: JBOD: JBOD:

4 x800GB SSD
e 5x3.2TBSSD

* 4 x800GB SSD
e 20x3.2TB SSD

* 4x800GB SSD
« 5x3.2TB SSD
« 15x10TB HDD

ORACLE"
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Table 9-2 (Cont.) Storage Options for Oracle Database Appliance X7-2-HA
|

Configura Oracle Database
tion
Configuration

Oracle Database

Appliance X7-2-HA Base Appliance X7-2-HA SSD

Only Configuration for
High Performance

Oracle Database
Appliance X7-2-HA SSD
and HDD Configuration
for High Capacity

Expansion Options:
Options e 768GB memory (part
number 7117433,
quantity: 4)
e Options to fully
populate the base
configuration:

— 5pack3.2TB
(part number
7117369;
quantity 1, 2, or
3)

— If the base is not
fully populated
with SSD, you
can order 15 x

10TB HDD to the

base. (part
number
7117704)
*  Options for the
Expansion Shelf:

— You can only add

an expansion
shelf with the
same storage
configuration as
the base
configuration

Options:

e 768GB memory (part -

number 7117433,
quantity: 4)

e Expansion Shelf (part

number 7117465):
— 4 x800GB SSD

— 20x3.2TBSSD -

Options:

768GB memory (part
number 7117433,
quantity: 4)
Expansion Shelf (part
number 7117466):

— 4 x800GB SSD
5x 3.2TB SSD

— 15x10TB HDD

9.3.2 Preparing for a Storage Upgrade for a Virtualized Platform

Review and perform these best practices before adding storage to the base shelf or

adding the expansion shelf.

1. Update Oracle Database Appliance to the latest Patch Bundle before expanding

storage.

2. Confirm both nodes are at the same version and patch bundle level for software

and firmware.

# oakcli show version -detail

#oakcli inventory -q
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# Note:

If oakd is not running on either node, fix the problem before adding
storage.

Check the disk health of the existing storage disks.

Run the check on both nodes and use the default checks option to check the
Net wor kConponent s, OSDi skSt or age, Shar edSt or age, and Syst enConponent s.

# oakcli validate -d

Run the command oakcl i show di skgr oup on each node to display and
review Oracle Automatic Storage Management (Oracle ASM) disk group
information.

# oakcli show diskgroup data
# oakcli show di skgroup reco

# oakcli show di skgroup redo
Confirm Oracle ASM and CRS health on both nodes.

Run the oakcl i orachk command on each node. If there is a problem
connecting to either node, then check the / et ¢/ bashr c file and remove (or
remark out) any values in the profile for root ; oracle ;grid users

Run oakcl i orachk on Node O:

# oakcli orachk

Checking Status of Oracle Software Stack - Custerware, ASM RDBMS

Run oakcl i orachk on Node 1:

# oakcli orachk

Checking Status of Oracle Software Stack - Custerware, ASM RDBVS

Confirm communications between the nodes and that SSH is working using the
same password for oracl e, root and grid.

From each node:
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a. ssh to both nodes.
b. Ping both nodes.
7. Confirm that there is at least 10 GB of space available on each node.

[root @da] # df -h

[root @db] # df -h

ORACLE 9-8



Managing Networks

View the public and private networks that are configured on your Oracle Database
Appliance.

e About Network Infrastructure and VLANs on Oracle Database Appliance
(page 10-1)
Learn about networks and virtual local area networks (VLANS) on the appliance.

*  Viewing Configured Networks and Network Interfaces (page 10-3)
Use the Web Console to display a list of configured networks, network details and
interfaces.

e Creating a Network (page 10-4)
Create a new network for the appliance.

e Creating a Non-Bonded Physical Network (page 10-5)
For a non-bonded network configuration, you can create a physical network on the
unused physical interface.

e Updating a Network (page 10-6)
Update a network to revise the IP address, subnet mask, gateway, or type of
network.

e Deleting a Network (page 10-6)
Delete a configured network.

10.1 About Network Infrastructure and VLANS on Oracle
Database Appliance

Learn about networks and virtual local area networks (VLANS) on the appliance.

Oracle Database Appliance X7-2 has two dual-port public network interfaces (either
copper or fiber), which are bonded. The networks are bt bond0 in single node platforms
and bond0 in multi-node platforms.

You can only enable one of the interfaces in a bonded network. You can use the
bonded network to manage VLANS, or you can break the bond and create two
separate physical network interfaces (non-bonded network configuration) in your data
center.

" Note:

To create a second network, you must configure, or plumb, the initial network
as a non-bonded network before deploying the appliance. You cannot use
VLANSs on a non-bonded network.

Use the Web Console to display all physical and virtual networks. For multi-node
systems, the IP addresses for Node 0 and Node 1 cannot be the same.

ORACLE 10-1



ORACLE

Chapter 10
About Network Infrastructure and VLANS on Oracle Database Appliance

Virtual Local Area Networks (VLANS)

Oracle Database Appliance supports multiple virtual local area networks (VLANS) on
the same network port or bond. VLANs are multiple logical networks that are created
from a single physical network switch port, providing network security isolation for
multiple workloads that share a common network. For example, application, backup,
and management networks. Each VLAN acts as an independent logical network
operating with other VLANs over the same physical connection. The VLAN tag
associated with the data packet and network define the network. You can create a
collection of isolated networks to enhance network security and bandwidth and keep
data packets separated. For example, application, backup, and management
networks.

The network interfaces differ, depending on your Oracle Database Appliance
hardware. The VLAN is created on bt bond0 in single node platforms and bond0 in multi-
node platforms. In all cases, connections to user domains are through the selected
interfaces. A switch that supports tagged VLANSs uses VLAN IDs to identify the packet,
including to which network the packet belongs.

# Note:

To use VLANSs with Oracle Database Appliance, you must configure the
VLANSs before you deploy the appliance.

The Web Console enables you to create, list, and delete VLANSs on the appliance. For
multi-node systems, you can use the Web Console to create a VLAN on both nodes of
the appliance. To create a VLAN on a specific node, use the command-line interface.

For a bare metal deployment, use the Web Console or odaadncli commands to
manage the following types of VLANS:

*  Public: For public access. This is the default public interface.

»  Backup: For backup operations.

* Management: For management traffic.

*  Custom: For usage defined by the customer. For example, for applications.

The public VLAN is setup when you configure the first network using the command
configure-firstnet. You can setup only one public VLAN. Use the command-
line interface to create other VLANSs. For multi-node systems, the IP addresses for
Node 0 and Node 1 cannot be the same. Oracle Database Appliance does not support
Dynamic Host Configuration Protocol (DHCP) to provide IP addresses, subnet mask
and default gateway.

Non-Bonded Network Configuration

When you plumb the network for deployment, you can choose to use a bonded
network, or you can choose to break the bond to create a non-bonded network
configuration. The non-bonded network enables you to create a physical network on
the unused physical interface.

When you use the command confi gure first-net to plumb the network as a
non-bonded interface, there are two physical network interfaces, en2 and en8. One of
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the interfaces is for the public network, the second interface is available for you to
create a network.

To create a second network, you must configure, or plumb, the initial network as a
non-bonded network before deploying the appliance.

10.2 Viewing Configured Networks and Network Interfaces

Use the Web Console to display a list of configured networks, network details and
interfaces.

1. Click the Appliance tab in the Web Console.
2. Click the Network tab in the left navigation to display a list of configured networks.

When the appliance is a multi-node system, tabs named Node0 and Nodel
appear in the right corner, below the Refresh button. Click a tab to display network
details for each node.

Create Network

Show Networks Show Interfaces
search Q Sort by: Created: Newto Old = Refresh
Page 1 of 1 (1-4 of 4 items)
vlan126
Interface Name: btbond1.126 Interface Type: VLAN Network Type: Other At
ctions =
IP Address: 10.31.129.120 Subnet Mask: 255.255.255.240 Gateway: 10.31.129.125
Created: Fri Dec 08 2017 2:46:21 AM Node Number: 0 Status: CONFIGURED
yihu1
Interface Name: sfpbond1 Interface Type: PHYSICAL Network Type: Backup At
ctions =
IP Address: 192.0.2.254 Subnet Mask: 255.255.255.252 Gateway: 192.0.2.100
Created: Fri Dec 08 2017 2:34:54 AM Node Number: 0 Status: CONFIGURED
Private-network
Interface Name: priv0 Interface Type: Network Type: Private At
1] -
IP Address: 192.0.2.250 Subnet Mask: 255.255.255.240 Gateway: cens
Created: Thu Dec 07 2017 12:59:54 AM Node Number: 0 Status: CONFIGURED
Public-network
Interface Name: btbond1 Interface Type: Network Type: Public A
1] -
IP Address: 10.30.99.99 Subnet Mask: 255.255.252.0 Gateway: 10.30.90.10 cens
Created: Tue Dec 05 2017 4:36:35 AM  Node Number: 0 Status: CONFIGURED

3. Click Show Interfaces in the upper left corner of the Network page to display a list
of network interfaces.

When the appliance is a multi-node system, tabs named Node0 and Nodel
appear in the right corner, below the Refresh button. Click a tab to display the
interfaces for each node.
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Show Networks Show Interfaces

search Q Sort by: Created: New to Old v Refresh

Page 1 of2 (1-7of 8 itams) 2 >

btbond1.126
Created: Fri Dec 08 2017 2:46:21 AM Interface Type: VLAN Status: CONFIGURED

Interface Members: btbond1.126

sfpbond1
Created: Thu Dec 07 2017 12:59:53 AM Interface Type: BOND Status: CONFIGURED

Interface Members: p3p1,p3p2

em2
Created: Thu Dec 07 2017 12:59:53 AM Interface Type: PHYSICAL Status: CONFIGURED

Interface Members: em2

p3p1
Created: Thu Dec 07 2017 12:59:53 AM Interface Type: PHYSICAL Status: CONFIGURED
Interface Members: p3p1

4. Click Show Networks to go back to the network view.

10.3 Creating a Network

Create a new network for the appliance.

When naming a network, you can use alphanumeric characters, dashes (-) and
underscores (). The network name cannot exceed 40 characters and must begin with
an alpha character.

1.
2.

ORACLE

Click the Appliance tab in the Web Console.
Click the Network tab in the left navigation to display a list of configured networks.

If the appliance is a multi-node system, click Node0 or Nodel to display the node
where the network to reside.

Click Create Network in the upper right corner.

Enter the network information in the required fields. The Interface field has a drop-
down menu with available choices. The Subnet Mask field has a drop-down menu
with available choices and a search box. Optionally, enter a Gateway IP address
and select an option from the Network Type list. The network type helps to identify
if the network is for backup, database, dataguard, management, private, or other.
Click Create.

Appliance Database Activity
Appliance
Network Create New Network
Oracle ASR Name * Interface * Subnet Mask *
- 55.055.055.252 -

Patch Manager 255.255.285.252

IP Address * Gateway

Network Type

Backup v

< Cancel = Create »
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10.4 Creating a Non-Bonded Physical Network

ORACLE

For a non-bonded network configuration, you can create a physical network on the
unused physical interface.

If you plumbed the network as a non-bonded interface, you create two physical
network interfaces, en2 and en8. One interface is the public network, the second
interface is available for you to create a network.

# Note:

To create a second network, you must configure, or plumb, the initial network
as a non-bonded network before deploying the appliance. You cannot use
VLANS on a non-bonded network.

1. Click the Appliance tab in the Web Console.

2. Click the Network tab in the left navigation to display a list of configured networks.

3. If the appliance is a single-node system, click Create Network in the upper right

corner. If the appliance is a multi-node system, go to Step 4.

a. Enter the network information in the required fields. The Interface field has a
drop-down menu with available choices. The Subnet Mask field has a drop-
down menu with available choices and a search box. Optionally, enter a
Gateway IP address and select an option from the Network Type list. The
network type helps to identify if the network is for backup, database,
dataguard, management, private, or other.

ORACLE Aot +
Database Appliance

Appliance Database Object Store Activity
Appliance

Create Network
Appliance

REOTC Name * IP Address * Interface *

Oracle ASR em3
Subnet Mask * Gateway

Patch Manager 265.255.255.252 v s

Network Type
Backup v Default Network Yes ® No

< Cancel  Create >

b. Click Create.

4. If the appliance is a multi-node system, click Node0 or Nodel to display the node

where the network to reside. Click Create Network in the upper right corner.

a. Enter the network information in the required fields. The Interface field has a
drop-down menu with available choices. The Subnet Mask field has a drop-
down menu with available choices and a search box. Optionally, enter a
Gateway IP address and select an option from the Network Type list. The
network type helps to identify if the network is for backup, database,
dataguard, management, private, or other.

b. Click Create.

10-5



Chapter 10
Updating a Network

ORACLE"

About ¥
Database Appliance

Appliance  Database  Object Store  Activity

Appliance
Create Network
Appliance

Network

Node0 Node1
Name * IP Address * IP Address *
Oracle ASR
Patch Manager Subnet Mask * Gateway Interface *
255.255.255.252 v em3 v
Network Type
Backup v Default Network Yes (@ No

< Cancel Create >

Related Topics

Plumbing the Network (page 3-9)

Configure a temporary network configuration framework to build your network
information during deployment.

About Network Infrastructure and VLANs on Oracle Database Appliance
(page 10-1)
Learn about networks and virtual local area networks (VLANS) on the appliance.

10.5 Updating a Network

Update a network to revise the IP address, subnet mask, gateway, or type of network.

1.
2.

Click the Appliance tab in the Web Console.
Click the Network tab in the left navigation to display a list of configured networks.

When the appliance is a multi-node system, tabs named Node0 and Nodel
appear in the right corner, below the Refresh button. Click a tab to display network
details for each node.

If the appliance is a multi-node system, click Node0 or Node1l to display the node
where the network that you want to edit resides.

Expand the Actions menu, then click Update for the network that you want to edit.

Update the information in the IP Address, Subnet Mask, and Gateway fields and
select a network type from the list, as needed, then click Update.

Update Network

IP Address Subnet Mask Network Type
192.0.2.54 255.255.255.240 v Backup
Gateway Backup
Database
Dataguard
Management ste >

Other

10.6 Deleting a Network

Delete a configured network.

ORACLE

10-6



ORACLE

5.

Click the Appliance tab in the Web Console.
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Click the Network tab in the left navigation to display a list of configured networks.

When the appliance is a multi-node system, tabs named Node0 and Nodel
appear in the right corner, below the Refresh button. Click a tab to display network

details for each node.

If the appliance is a multi-node system, click Node0 or Node1l to display the node
where the network that you want to delete resides.

Expand the Actions menu, then click Delete for the network that you want to

delete.

Show Metworks Show Interfaces

Q

Page 1 of 1 (1-4 of 4 items)

vlan126

Interface Name: btbond1.126 Interface Type: VLAN
IP Address: 10.31.129.120 Subnet Mask: 255.255.255.240
Created: Fri Dec 08 2017 2:46:21 AM Node Number: 0

Confirm the action when prompted.

Create Network

Sort by: Created: Newto Old = Refresh

Network Type: Other
Gateway: 10.31.129.125
Status: CONFIGURED Delete

Update
8
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Backup, Restore and Recover Databases

Review backup, restore, and recovery operations for your databases.

About Database Backup, Restore and Recover (page 11-1)

Backup your databases in Oracle Database Appliance and use the restore and
recover features to restore a database to another system or to recover database
files.

Creating a Database Backup Policy (page 11-8)
Use the Web Console to create a policy to backup a database to the Oracle Fast
Recovery Area (FRA) of a disk or to the Object Store.

Updating a Database Backup Policy (page 11-9)
Use the Web Console to update the recovery window or change the crosscheck
option for a database backup policy.

Backing Up a Database (page 11-9)
Apply a backup policy to a database, create a manual backup, update a database
backup schedule, or update an archive log backup.

Viewing Backup Logs (page 11-10)
Each database has a log of available backups. The log lists the type, location, and
date and timestamp of the backup.

Updating a Database with a Backup Configuration File (page 11-10)
Attach a backup configuration file to a database to define the database backup
attributes and destination.

Restoring a Database (page 11-10)
Use the Web Console to restore a database from one appliance to another
appliance, or to the same appliance when the source database is deleted.

Recovering a Database (page 11-11)
Recover the database to the system using a Backup Report, point-in-time recovery
(PITR), a system change number (SCN), or from the latest backup time.

Deleting Backups (page 11-13)
Delete older, obsolete level 0, level 1 and long term backups.

Deleting a Backup Policy (page 11-13)
Use the Web Console to delete a database backup policy.

Using the CLI to Backup, Restore, and Recover (page 11-13)
Use the command-line interface to create a database backup policy.

11.1 About Database Backup, Restore and Recover

Backup your databases in Oracle Database Appliance and use the restore and
recover features to restore a database to another system or to recover database files.

ORACLE

It is important to create a backup recovery strategy to protect the databases in Oracle
Database Appliance from data loss due to a physical problem with a disk that causes a
failure of a read from or write to a disk file that is required to run the database, or due
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to user error. You can create a backup policy in the Web Console or from the
command-line interface.

The following backup options are available:

e Backup to an Oracle Fast Recovery Area (FRA) disk
e Backup to Oracle Cloud Infrastructure Object Storage (Oracle Object Storage)

You cannot use the backup, restore, and recovery features with a third-party
repository.

The backup feature enables you to create a backup configuration with your backup
parameters, including backup level and location. For new and existing databases, you
can create and attach a backup configuration to a database to perform a daily backup.
Once a backup configuration is attached to a database, the dcs- agent schedules daily
automatic backups for the database. The default schedule is a level 0 backup every
Sunday and a level 1 backup Monday through Saturday. You can edit or disable the
schedule.

The dcs- agent generates and saves a backup report for each backup. The backup
report contains the metadata required to recover or restore a database.

" Note:

You cannot backup databases that use Transparent Data Encryption (TDE).

Recovering a database in Oracle Database Appliance is a full RMAN database
recovery. You can recover from a Backup Report, a point-in-time (PITR), a System
Change Number (SCN), or from the latest backup.

Backup Configuration

The Backup Configuration defines the backup details. When you create a Backup
Configuration, you define the destination for the database backups, either Disk or
Cloud Object Storage, and you define the attributes such as the backup level and the
recovery window.

If you use the Oracle Object Storage for backup and recovery, you must have an
ObjectStore Resource ID.

You assign the backup configuration to the database when you create the database.
You can attach a backup configuration to an existing database or edit a backup
configuration.

Backup Levels
The backup configuration that you create defines the backup level:

* Level 0: The backup captures all blocks in the datafile. By default level 0 backups
occur every Sunday. A level 0 backup is a full backup and is used as the parent for
a level 1 backup.

» Level 1: The backup is an incremental backup that captures only those blocks that
change between backups in each datafile. By default, a level 1 backup occurs
daily, Monday through Saturday, and captures images of each block in a datafile
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that changed. Level 1 backups are differential backups. The backup includes
blocks from the most recent previous level 1 or level 0 backup.

* LongTerm: The backup is a long-term, or archival backup. Use LongTerm to
create a backup that is all-inclusive and exempt from the backup retention policy.
The backup is all-inclusive because every file needed to restore and recover the
database is backed up to a single location. The backup is exempt from the
retention policy that is defined in the recovery window. You must use Oracle
Object Storage for long term backups.

The AutoScheduler creates a level 0 backup on Sunday and level 1 on the remaining
days of the week. You can display a list of scheduled backups, edit your backup
schedule, or disable a scheduled backup.

Backup to Disk

When you backup to disk, you are using the Oracle Fast Recovery Area (FRA) of the
disk. FRA is a storage directory that allows backup and recovery operations on Oracle
databases. The directory contains archived redo logs, backup pieces and copies, and
the control file.

Advantages to backing up to disk are as follows:

e Quick recovery from backups stored on disk
e Ability to flashback the database

e Automate management of recovery related files (like archived logs)

# Note:

When you backup to disk, data is not encrypted and passwords are not
allowed. In addition, backup to disk requires a lot of disk space (up to two to
three times the size of the database).

The following is a high-level overview of the workflow for backup and recovery when
using a disk:

1. Create a backup configuration to define the backup location (disk), backup level,
and recovery window.

2. Create a database and attach the backup configuration as part of creating the
database. When the backup configuration is associated with a database, backups
are automatically created.

3. Manage obsolete backups.

4. Recover the database from a backup on the disk.
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Create backup Attach backup Create Database
configuration - configuration to backup to Oracle
a new or existing Object Storage
database
v
Backup Reports | gﬂbﬂﬁ%
(backup metadaita) backups

!

Recover from
backup

Backup to Oracle Object Storage

Oracle Object Storage is a highly secure, scalable storage platform that enables you to
safely and securely store or retrieve a database backup at any time. Data and the
associated metadata are stored as an object in a logical container (bucket). Oracle
Database Appliance creates a Backup Report and a unique ID to identify each backup.

Oracle Object Storage is tightly integrated with Oracle Cloud Infrastructure Identity and
Access Management. The data, user-defined metadata associated with the data, and
encryption keys are automatically encrypted using 256-bit Advanced Encryption
Standard (AES- 256). The encryption keys are rotated frequently and cannot be
disabled. By default, only authenticated users that have explicitly been granted access
to specific resources can access data stored in Oracle Object Storage. Data is
uploaded and downloaded over SSL endpoints using the HTTPS protocol.

When you backup to Oracle Object Storage, you are using your backup configuration
and your Oracle ObjectStoreSwift credentials. The credentials are stored in an
encrypted Oracle wallet. You can attach the credentials to one or more backup
configurations.

" Note:

Credentials are validated when you create the backup configuration that
uses Oracle Object Storage. The credentials are not validated against the
URL and tenancy.

Advantages to using Oracle Object Storage are as follows:

*  Backups are encrypted using the password for non-TDE databases.

# Note:

Save the password that you use during backups in a safe location, you
must provide the password during recovery operations.

*  Quick recovery from backups. With the Oracle Object Storage, you can safely and
securely use the Web Console to store or retrieve data directly from within
the cloud platform, at any time.
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Automate management of recovery related files (like archived logs)

Oracle Object Storage is not directly accessed by the operating system, instead it
uses APIs to access the storage at the application level.

The following is a high-level overview of the workflow for backup and recovery when
using Oracle Object Storage:

1.
2.

Create a ObjectStoreSwift object with your credentials.
Create a backup configuration to define the backup location (ObjectStore),
resource id of ObjectStoreSwift, the container (bucket) name where you want to
store backups, and the recovery window.
Create a database and attach the backup configuration as part of creating the
database. When the backup configuration is associated with a database, backups
are automatically created.
Manage obsolete backups.
Restore from backup. When you save your backups to Oracle Object Storage, you
can restore the database to the same system or to a different system.
Recover the database from a backup on Oracle Object Storage.
Create Create backup Attach backup Create Database
ObjectstoraSwift - configuration configuration to backup to Oracle
a new or existing Object Storage
database
¥
ﬁ Manage
» Obsolete
backups
Backup Reports
{backup metadata)
|
¥
Restore from Recover from
backup backup
# Note:

Before you can use this backup option, you must create an Oracle Cloud
Infrastructure Object Storage account. When you create the account, you
define the account credentials, end point URL, and bucket. Go to the Oracle
Store and sign up for Oracle Cloud Infrastructure Object Storage.

Backup Reports

A backup report is generated for each backup and is similar to, but does not replace, a
recovery catalog. The report contains the Oracle Database Appliance information and

metadata needed to restore or recover a database. The Backup Report is designed to
keep track of all of the information required to restore or recover a database.

The following is an example of a level 1 backup report:

{

"id" . "2d82460c- d648- 4e75- 8c7d- 72cc90bc442a”,
"dbResl d" :
"tag"

"b5f c646e- 01a6- 4c8b- 8286- 7633346c4329"
nul |,
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"dbld" : "2717054291",

"dbNare" : "HRDbO',

"dbUni queNane" : "HRDbQU",

"backupType" : "REGULAR-L1",

"keepDays" : null,

"backupLocation" : "https://swiftobjectstorage. us-phoeni x- 1. oracl ecl oud. com v1/ dbaasi mage/ backupbucket ",

"cf BackupHandl e" : "c-2717054291-20171108- 04",

"spf BackupHandl " : "c-2717054291-20171108- 04",

"pitrTimeStanp" : "November 08, 2017 12:43:14 PM UTC',

"pitrSCN' @ "1175058",

"reset LogsTi neStanp" : "Novenber 08, 2017 09:55:34 AM UTC',

"reset LogsSCN' : "1112268",

"oraHoneVersion" : "12.2.0.1.170814 (26723265, 26609817)",

"sql Patches" : "25811364, 26609817",

"backupLogLoc" : "https://swiftobjectstorage. us-phoenix- 1. or acl ecl oud. conf v1/ dbaasi mage/ backupbucket / scaoda702c1nl/ r manl og/
HRDbQu/ 2717054291/ 2017- 11- 08/ r man_backup_2017- 11- 08_12- 42- 41. 0545. | og",

“tdeVal letLoc" : null,

"dbConfigLoc" : "https://swiftobjectstorage. us- phoeni x- 1. oracl ecl oud. com v1/ dbaasi mage/ backupbucket / scaoda702¢1n1/ dbconfi g/
HRDbQu/ 2717054291/ 2017- 11- 08/ DBCONFI G_TAG20171108T124407_2017- 11- 08_12- 44-07. 0533. tar. gz",

“name" : "Backup_Report_HRDbO',

“createTime" : "November 08, 2017 12:42:08 PM UTC',

"state" @ {

"status" : "CONFI GURED"

Iz

"updat edTime" : "Novenber 08, 2017 12:44:12 PM UTC',

"backupReportLogDetai | " : "https://swiftobjectstorage. us- phoeni x- 1. oracl ecl oud. conf v1/ dbaasi mage/ backupbucket / scaoda702c1n1/
rmandet ai | | ogreport/ HRDbQu/ 2717054291/ 2017- 11- 08/ rman_| i st _backup_det ai | _2017- 11- 08_12- 44- 04. 0362. | og",

“dblnfo" : {

"dbC ass" : "OLTP",

"dbStorage" : "ASM'
Iz
"dbDat aSi ze" : "1542M',
"dbRedoSi ze" : "16403M'

}

About Recovery Options

The recovery in Oracle Database Appliance always performs a full database restore or
recover. The recovery options are LATEST, PITR, SCN, and BackupReport.

The following types of recovery are available:

e LATEST: Performs a complete recovery (valid backups and all required archived
logs and online redo logs must be available)

e PITR: Point-in-Time Recovery that performs a recovery to a specified timestamp
within the current incarnation of database

e SCN: SCN-based recovery that performs a recovery is an incomplete recovery to
a specified SCN within the current incarnation of database.

e BackupReport: Performs a recovery based on the Backup Report timestamp. The
BackupReport option is similar to PITR, except that the recovery uses the Backup
Report timestamp instead of a specified timestamp.

Point-in-Time Database Recovery

Point-in-Time Recovery (PITR) recovers the database to a specific point-in-time. You
can use a timestamp or a backup report for this type of recovery.

A point-in-time recovery is often used for the following situations:

* A user error or corruption removes needed data or introduces corrupted data. For
example, someone erroneously deletes or updates the contents of one or more
tables, drops database objects that are still needed during an update to an
application, or runs a large batch update that fails midway.

* A database upgrade fails.
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System Change Number Recovery

A system change number (SCN) is a stamp that defines a committed version of a
database at a point in time. Oracle assigns every committed transaction a unique
SCN. You can recover a database to the latest time or to an SCN.

The database is restored from backups created before the target time, and then
applies incremental backups and logs to re-create all changes between the time of the
data file backups and the end point of recovery. When the end point is specified as an
SCN, the database applies the redo logs and stops after each redo thread or the
specified SCN, whichever occurs first. When the end point is specified as a time, the
database internally determines a suitable SCN for the specified time and then recovers
to this SCN.

SCN is a primary mechanism to maintain data consistency in Oracle database. With
each execution, there is an increase in the count of the SCN. The following are some
examples of areas that use SCN:

1. Redo records. Every redo record has an SCN version of the redo record in the
redo header (redo records can have non-unique SCN). Given redo records from
two threads (as in the case of RAC), recovery will order them in SCN order,
essentially maintaining a strict sequential order.

2. Data block. Every data block has block SCN (block version). In addition to that, a
change vector in a redo record also has expected block SCN. This means that a
change vector can be applied to one and only version of the block. Code checks if
the target SCN in a change vector is matching with the block SCN before applying
the redo record. If there is a mismatch, corruption errors are thrown.

3. Read consistency. Every query has query environment which includes an SCN at
the start of the query. A session can see the transactional changes only if that
transaction commit SCN is lower then the query environment SCN.

4. Commit. Every commit generates an SCN (commit SCN) that marks a transaction
boundary. Group commits are possible too.

Obsolete Database Backups

It is important to remove older backups once they become obsolete. The type of
backup and the recovery window that you define in the database backup configuration
determines when obsolete database backups are deleted.

For level 0 and level 1 backups, run the command odacl i del et e- backup for a
given Database Resource Identifier to delete obsolete backups based on the defined
recovery window.

For Longterm backups, create a JSON input file and use the command odacl i
del et e- backup for a given Backup Report to delete the backups from Oracle Object
Storage.

Typically, older level 0 and level 1 database backups are considered obsolete and
deleted based on the defined recovery window, as follows:

e Disk: 1-14 days
e Object Storage: 1-31 days
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Related Topics

odacli Backup and Recovery Commands (page 14-24)
Use the command odacl i creat e- backup to create a Level O, Level 1, or
Longterm backup configuration.

11.2 Creating a Database Backup Policy

Use the Web Console to create a policy to backup a database to the Oracle Fast
Recovery Area (FRA) of a disk or to the Object Store.

The backup policy defines the backup, including the location where you want to store
the backups and the recovery window. Backup to disk requires a lot of disk space (up
to two to three times the size of the database).

1.

2
3.
a

5.

ORACLE

Click the Database tab in the Web Console.
Click Backup Policy in the left navigation to display a list of backup policies.
Click Create Backup Policy.

Enter a name for the backup policy and select the number of days for the recovery
window. Select Enable Crosscheck to determine if the files on the disk on in the
media management catalog correspond to data in the RMAN repository. Select
one of the following as the backup destination:

* To backup to disk, select Disk as the backup destination.

* To backup to the cloud, select ObjectStore as the backup destination. If you
have more than one Object Store, then select the Object Store Credential
Name from the list. Enter a name in the Container Name field.

* To not define a destination, select None.

The Backup Policy name must begin with an alpha character and contain only
alphanumeric characters.

The following example creates a backup configuration named rkgldai | ydi skwith a
backup to di sk and a 1 day recovery window. Crosscheck is enabled.

Create Backup Policy

Backup Policy Name * Recovery Window (days) *
mkg1dailydisk 1 A

Backup Destination
o Enable Crosscheck #

Disk v Select Enable Crosscheck to determine if

files on disk or in the media

Object Store Credential Name

management catalog correspond to

ChjectStoreMName data in the RMAN repository.

Container Name

< Cancel Create >

Click Create. Click Yes to confirm that you want to create the backup policy.

A link to the job appears. When the job completes successfully, the backup
configuration is ready.
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Update an existing database to attach the backup configuration to the database using
the ID or Name. When you attach the backup configuration to a database, the dcs-
agent schedules daily automatic backups for the database.

11.3 Updating a Database Backup Policy

Use the Web Console to update the recovery window or change the crosscheck option
for a database backup policy.

Crosscheck determines if the files on the disk on in the media management catalog
correspond to data in the RMAN repository.

1. Click the Database tab in the Web Console.

2. Click Backup Policy in the left navigation to display a list of backup policies.
3. Expand the Actions menu for a backup policy, then click Update.
4

To change the recovery window, use the up or down arrow to change the number
of days.

To enable or disable the crosscheck select or deselect Enable Crosscheck.

a

6. Click Update. Click Yes to confirm that you want to update the backup policy.

A link to the job appears. When the job completes successfully, the backup
configuration is ready.

11.4 Backing Up a Database

ORACLE

Apply a backup policy to a database, create a manual backup, update a database
backup schedule, or update an archive log backup.

You can use the Web Console or the command-line interface to create a database
backup. In the command-line interface, use the command odacl i creat e- backup
for a specified Database Resource ID.

Before creating a database backup, you must have a backup policy. The backup policy
defines the recovery window and the backup destination. You can associate a backup
policy with the database before creating the backup.

1. Inthe Web Console, click the Database tab.
2. Click a database name to select a database from the list.

3. Review the database information, including the backup policy name and
destination details. To select a backup policy for the database, click Apply
Backup Policy. Select a policy.

4. Click Manual Backup, Update Database Backup Schedule or Update Archive
Log Backup.

If the action is disabled, then apply a backup policy.
5. Click Yes to confirm the job.

A link to the job appears. When the job completes successfully, the backup is
ready. A list of backups appears at the bottom of the page.
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11.5 Viewing Backup Logs

Each database has a log of available backups. The log lists the type, location, and
date and timestamp of the backup.

1.

In the Web Console, click the Database tab, then click the database name in the
list of databases.

Information about the database appears on the Database Information page.
Scroll to the bottom of the page to view a list of Backups.

Click the Job ID for a backup to view the Backup Report and more details about
the backup.

11.6 Updating a Database with a Backup Configuration File

Attach a backup configuration file to a database to define the database backup
attributes and destination.

1.
2

In the Web Console, click the Database tab, then select a database from the list.
Expand the Actions menu, then click Update Database with Backup Config.
If the action is disabled, then you must create a backup configuration file.

Select a backup configuration name from the list of available files, then click
Update.

Expand the Actions menu, then click View to display the Database Information
page.

The details include whether or not AutoBackup is disabled, the Backup Config ID
number, and options to create a backup and enable or disable automatic backups.

(Optional) Click Create Backup to create a single backup, to enable automatic
backups, and to display a list of backups.

(Optional) Click the Database details to display the Backup Config ID, to create a
manual backup, or enable automatic backups.

Click the Activitytab to check the job status.

When the job completes successfully, the backup configuration is associated with
the database.

11.7 Restoring a Database

Use the Web Console to restore a database from one appliance to another appliance,
or to the same appliance when the source database is deleted.

After you backup a database, you can restore it. When you restore a database,
environment and validation checks and setup tasks are performed. Restoring a
database requires a number of tasks and configuration details, such as creating
database storage, Oracle Home, recreating the control file, registering the database,
and establishing RMAN restore and recovery. An Oracle Database Appliance backup
report is generated for each backup and contains the metadata required to restore a
database. The report is designed to help you to quickly and efficiently restore a
database.

ORACLE
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The following are the prerequisites to restoring a database from a backup:

1.

w bR

E

10.
11.

12.

Obtain Object Store Credentials for the host.

Create a backup policy using the object store credentials as the backup
destination.

Attach the backup policy to the database that you want to backup.
Create a manual backup of the database and save the file.

Click the Database tab.

Verify that Auto Refresh Disabled appears on the page.

Click Restore Database from Backup, then click Next to display the Restore
Database from Backup page.

Select your Object Store Credential name from the list.

Enter the password in the Backup Encryption Passwords field and the Confirm
Backup Encryption Passwords field.

Click Browse and select the backup report.
Click Restore .

When the backup report is loaded, additional fields appear on the page and are
populated based on the backup report.

In the DB Name field, enter a name for the database.

The name must contain lowercase alphanumeric characters and cannot exceed 8
characters. The Oracle system identifier (SID) is always set to the database name.

Enter the password in the SYS User Password field and the Confirm SYS User
Password field.

Click Restore.

Click Yes to confirm that you want to restore the database from the selected
Object Store backup.

Validate that the job completed. You can track the job in the Activity tab in the
Web Console.

11.8 Recovering a Database

Recover the database to the system using a Backup Report, point-in-time recovery
(PITR), a system change number (SCN), or from the latest backup time.

ORACLE

Recovering a database in Oracle Database Appliance is a full RMAN database
recovery.

Recovering from a backup report requires JSON input for the backup report.

1.

Display a list of backup reports and locate the latest Backup Report for the
database and save the Backup Report ID.

# odacli |ist-backupreports

Use the Backup Report ID to display the details of the Backup Report. Determine
how you want to recover the database: PITR, SCN, or Latest and locate the
needed information in the Backup Report.
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# odacli describe-backupreport -i 2d82460c-d648-4e75-8c7d- 72cc90bc442a
{

"id" . "2d82460c- d648- 4e75- 8c7d- 72cc90bc442a”

"dbResl d" : "b5fc646e- 01a6- 4c8b- 8286- 7633346c4329",

"tag" : null,

"dbld" : "2717054291",

"dbNane" : "Exanpl eDB",

"dbUni queNane" : "Exanpl eDBu",

"backupType" : "REGULAR-L1",

"keepDays" : null,

"backupLocation" : "https://swiftobjectstorage. exanpl e. conf vl/ dbaasi mage/ backupbucket ",

"cf BackupHandl e" : "c-2717054291-20180108- 04",

"spf BackupHandl e" : "c-2717054291-20180108- 04",

"pitrTimeStanp" : "January 08, 2018 12:43:14 PM UTC',

"pitrSCN' : "1175058",

"resetLogsTi meStanp" : "January 08, 2018 09:55:34 AM UTC',

"resetLogsSCN' : "1112268",

"oraHoneVersion" : "12.2.0.1.170814 (26723265, 26609817)",

"sql Pat ches" : "25811364, 26609817",

"backupLogLoc" : "https://swiftobjectstorage. exanpl e. conf vl/ dbaasi mage/ backupbucket/syst em naneclnl/
rmanl og/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/ r man_backup_2018- 01- 08_12- 42- 41. 0545. | og",

"tdeWal l et Loc" : null,

"dbConfigLoc" : "https://swiftobjectstorage.exanpl e. com vl/ dbaasi mage/ backupbucket/system nameclnl/
dbconfi g/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/ DBCONFI G_TAG20180108T124407_2018- 01- 08_12- 44- 07. 0533. tar. gz",

"nanme" : "Backup_Report_Exanpl eDB",

"createTinme" : "January 08, 2018 12:42:08 PM UTC',

"state" : {

"status" : " CONFI GURED'

¥
"updat edTi me" : "January 08, 2018 12:44:12 PM UTC',

"backupReportLogDetail" : "https://swi ftobjectstorage.exanpl e. conf vl/ dbaasi mage/ backupbucket /
syst em naneclnl/
rmandet ai | | ogr epor t / Exanpl eDBu/ 2717054291/ 2018- 01- 08/
rman_| i st _backup_det ai | _2018- 01- 08_12- 44- 04. 0362. | 0og"

"dblnfo" : {
"dbd ass" : "OLTP",
"dbType" : "RAC',

"dbShape" : "odbl",
"dbEdition" : "EE",
"dbStorage" : "ASM'

b
"dbDat aSi ze" : "1542M',
"dbRedoSi ze" : "16403M'

}

To recover from a backup report, based on PITR, identify the database ID and the
backup report for recovery.

In the following example, the JSON input file for the backup report is
backupreport.j son.

# odacli recover-database -i b5fc646e-01a6-4c8b-8286-7633346¢c4 - br
backupreport.json -p

To recover based on PITR, identify the database ID and the date and time stamp
for recovery.

# odacli recover-database -i b5fc646e-01a6-4c8h-8286-7633346¢c4 -t PITR -r
01/08/2018 12:57:33 —p

To recover based on SCN, identify the database ID and the SCN number.

# odacli recover-database -i b5fc646e-01a6-4c8b-8286-7633346¢c4 -t SCN -s
392375947

To recover based on the latest backup, identify the database ID and use the Latest
option.

# odacli recover-database -i b5fc646e-01a6- 4c8b- 8286- 7633346c4 -t Latest -p

Validate that the job completed. You can track the job in the Activity tab in the
Web Console, or run the command odacl i descri be-j ob with the job ID.

# odacli describe-job -ijobld
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When the job completes successfully, the recovery is complete.

11.9 Deleting Backups

Delete older, obsolete level 0, level 1 and long term backups.

For level 0 and level 1 backups, the recovery window defined in the Backup
Configuration determines when the backup is obsolete. The ranges are as follows:

Backup to disk: between 1 and 14 days
Backup to the Oracle Object Storage: between 1 and 31 days

For Long Term backups to the Oracle Object Storage, view the Backup Report for a
database to determine when the backup is obsolete. To delete Long Term Backup, the
Database Resource ID or Database name and the Backup Report are required.

1.

Display a list of all backup reports.

# odacli |ist-backupreports

Obtain the Database ID and type of backup.

# odacli describe-backupreport -i Backup Report ID

To delete obsolete level 0 and level 1 backups, use the Database ID to delete the
backup.

# odacli del ete-backup -i20576ebl-bc32- 4e34- bf 97-f daOb60calsb

To delete Long Term backups, use the Backup Report and a JSON file to delete
the backup.

In the following example, the JSON input file for the backup report is
backupreport.j son.

# odacli del ete-backup -i 20576ebl- bc32- 4e34- bf 97-f daOb60calsb - br
backupreport.json

11.10 Deleting a Backup Policy

Use the Web Console to delete a database backup policy.

1.
2.
3.

Click the Database tab in the Web Console.
Click Backup Policy in the left navigation to display a list of backup policies.

Expand the Actions menu for a backup policy, then click Delete. Click Yes to
confirm that you want to delete the backup policy.

A link to the job appears. When the job completes successfully, the backup policy
is deleted.

11.11 Using the CLI to Backup, Restore, and Recover

Use the command-line interface to create a database backup policy.

ORACLE

Preparing for Database Backup to Disk (page 11-14)
Use the command-line interface to create a policy to backup a database to the
Oracle Fast Recovery Area (FRA) of a disk.
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»  Preparing for Database Backup to Oracle Cloud (page 11-15)
Create a backup configuration to backup a database to Oracle Cloud Infrastructure
Object Storage.

» Backing Up a Database with the CLI (page 11-16)
Create a level 0, level 1, or LongTerm database backup with the command-line
interface.

* Restoring a Database with the CLI (page 11-17)
Restore a database to a system from Oracle Object Storage using a Backup
Report and the command-line interface.

11.11.1 Preparing for Database Backup to Disk

Use the command-line interface to create a policy to backup a database to the Oracle
Fast Recovery Area (FRA) of a disk.

You can create a backup configuration using the Web Console or the command-line
interface. Most of the backup and recovery commands enable you to provide either a
resource name or resource ID to identify the database.

Backup to disk requires a lot of disk space (up to two to three times the size of the
database).

1. Create a BackupConfig object (backup configuration) using the command odacl i
creat e- backupconfi g.

The backup configuration defines the backup, including the location where you
want to store the backups and the recovery window.

The following example creates a backup configuration named nkgldai | ydi skwith a
backup to di sk and a 1 day recovery window.

# odacli create-backupconfig -d Disk -n nkgldailydisk -w 1
2. Check the job status.

# odacli list-jobs

When the job completes successfully, the backup configuration is ready.

3. (Optional) Update an existing database to attach the backup configuration to the
database using the ID or Name.

When you attach the backup configuration to a database, the dcs- agent schedules
daily automatic backups for the database.

The following example uses the Database Resource ID and Backup Configuration
ID:

# odacli update-database -i d3c4d8f6-5eb7-4f 9e-ab27- 7bdd5013ac90 -bi 9d942ela-
ba00- 4cbc- 9bf b- 0de83ed279e5 - bp

The following example uses the Database Resource Name, nydb and the Backup
Configuration Name, nydb:

# odacli update-database -in nydb -bin nybcfg -bp

You can create manual backups or scheduled backups to disk.
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Related Topics

odacli Backup and Recovery Commands (page 14-24)
Use the command odacl i creat e- backup to create a Level O, Level 1, or
Longterm backup configuration.

11.11.2 Preparing for Database Backup to Oracle Cloud

Create a backup configuration to backup a database to Oracle Cloud Infrastructure
Object Storage.

ORACLE

Before you can backup to Oracle Object Storage, you must sign up for an Oracle
Cloud Infrastructure Object Storage account and know your Oracle Object Storage
credentials. When you create an Oracle ObjectStoreSwift object, the command
creates and stores the credential details in the system and stores the password in an
encrypted Oracle wallet. The Oracle wallet contains your tenant name, user name, and
defines the end point URL.

Go to the Oracle Store to sign up for Oracle Cloud Infrastructure Object Storage.

1.

Create an Oracle ObjectStoreSwift object using the command cr eat e-
obj ect st oreswi ft . If you already have an Oracle wallet for Oracle Database
Appliance, skip to Step 2.

# odacli create-objectstoreswift -e swift end point URL -n Qbject Store Swift nane [-p] swiftpassword -
t Object Store tenant nane -u Cbject Store user nane

For example:

# odacli create-objectstoreswift -e https://swiftobjectstorage.rl.oracleiaas.comvl -n ossnl -t
mytenant -u user.name@xanpl e.com - p

The output includes an objectstoreswift Resource ID to identify an
ObjectStoreSwift credential.

Create a BackupConfig object (backup configuration) using the command odacl i
cr eat e- backupconfig.

The backup configuration defines the backup, including the location (container)
where you want to store the backups, the recovery window, and the credentials
that are defined in your encrypted Oracle wallet.

The following example creates a backup configuration named hr_7d_cl oudwith a
backup to the Quj ect St ore. The following backup parameters are defined: the
container is hr_bucket , crosscheck is not enabled, the recovery window is 7 days,
and the ObjectStoreSwift Resource ID is provided, which attaches the Oracle
Wallet and credentials to the backup configuration.

# odacli create-backupconfig -n hr_7d_cloud -d ObjectStore -w7 -0
b974f 006- 5503- 4949- ab6c- 6f 1a56edac37 -c¢ hr_bucket -no-cr

# Note:

If the ObjectstoreSwift Object was not created with valid credentials, then
creating the backup configuration will fail.

Check the job status.

# odacli list-jobs
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When the job completes successfully, the backup configuration is ready. When
you create a new database, you have the option to associate the database with a
backup configuration.

4. (Optional) Update an existing database to attach the backup configuration to the
database.

When you attach the backup configuration to a database, the dcs- agent schedules
daily automatic backups for the database.

# odacli wupdate-database -i e3c4d8f6-5eb7-4f 9e-ab27- 7bdd5013ac10 -bi 7d942e0a-
ba00- 4cbhc- 9bf b- 0de83ed279e5 - bp

You can create manual backups outside of scheduled backups, view backup reports,
or disable automatic backups.

Related Topics

* odacli Backup and Recovery Commands (page 14-24)
Use the command odacl i creat e- backup to create a Level O, Level 1, or
Longterm backup configuration.

e Oracle Store

11.11.3 Backing Up a Database with the CLI

ORACLE

Create a level 0, level 1, or LongTerm database backup with the command-line
interface.

You can create a database backup in the Web Console or with the command-line
interface. When you attach a backup configuration file to a database, the dcs- agent
automatically schedules daily backups for the database. The day and time are based
on the Oracle Database Appliance time zone. The AutoSchedule triggers a level O
Backup every Sunday and a level 1 the other 6 days of the week. Use the command
odacl i updat e- schedul e to disable or change the scheduled backup time.

To create a Long Term database backup, or a level 0 or level 1 backup outside of the
automatic backups, use the command odacl i cr eat e- backup.

< Note:

To recover a database, you can use disk or Oracle Object Storage and a
level 0 backup report. To restore a database to another system, you must
have a Long Term database backup in Oracle Object Storage.

1. Verify that a backup configuration file is associated with the database.

2. Create a single backup, outside of the automatic backups, by using the command
odacl i create-backup.

Use the Database Resource ID to identify the database to backup, specify the type
of backup, and use a tag to create a name for the backup. You can use up to 30
alphanumeric characters for the backup name tag. If you do not select a backup
type (level O, level 1, or LongTerm), a level 1 backup is performed. For example,
create a level 0 backup named 2018Jan02_HRLevel 0 for resource ID 20576eb1-

bc32- 4e34- bf 97- f daOb60calsh

11-16


https://myservices.us.oraclecloud.com/mycloud/signup?selectedPlan=PAYG

Chapter 11
Using the CLI to Backup, Restore, and Recover

# odacli create-backup -i20576ebl- bc32-4e34-bf 97-f daOb60calbb -bt Regul ar-LO -t
2018Jan02_HRLevel 0

When the job finishes, a backup report is generated for the backup. The report
contains all of the metadata required to recover a database.

3. (Optional) Display a list of backup reports.
# odacli |ist-backupreports
4. (Optional) Display a list of all scheduled backups.

# odacli |ist-schedul es

11.11.4 Restoring a Database with the CLI

ORACLE

Restore a database to a system from Oracle Object Storage using a Backup Report
and the command-line interface.

When you restore a database, environment and validation checks and setup tasks are
performed. Restoring a database requires a number of tasks and configuration details,
such as creating database storage, Oracle Home, recreating the control file,
registering the database, and establishing RMAN restore and recovery. An Oracle
Database Appliance backup report is generated for each backup and contains the
metadata required to restore a database. The report is designed to help you to quickly
and efficiently restore a database.

You can restore a database from one appliance to another appliance, or to the same
appliance when the source database is deleted:

* To restore to a different system, copy the backup report generated by the
command odacl i creat e- backup to the other machine's \ bi n folder and use
the command odacl i irestore-dat abase with the backup report.

» To restore to the same system, delete the source database and use the backup
report generated by the command odacl i creat e- backup.

To restore a database to another system, you must have a database backup report in
Oracle Object Storage, valid credentials in an Oracle wallet (ObjectStoreSwift), the
Swift Object Store credential ID, and the SYS user password.

1. Display a list of backup reports and locate the latest Backup Report in Oracle
Object Storage for the database and save the Backup Report ID.

# odacli |ist-backupreports

2. Use the Backup Report ID to display the details of the Backup Report.

# odacli describe-backupreport -i 2d82460c- d648-4e75-8c7d- 72cc90bc442a
{

"id" . "2d82460c- d648- 4e75- 8c7d- 72cc90bc442a”

"dbResl d" : "b5fc646e- 01a6- 4c8b- 8286- 7633346c4329",

"tag" : null,

"dbld" : "2717054291",

"dbNane" : "Exanpl eDB",

"dbUni queNane" : "Exanpl eDBu",

"backupType" : "REGULAR-L1",

"keepDays" : null,

"backupLocation" : "https://swi ftobjectstorage. exanpl e. conf vl/ dbaasi mage/ backupbucket ",

"cf BackupHandl e" : "c-2717054291-20180108- 04",

"spf BackupHandl e" : "c-2717054291- 20180108- 04",

"pitrTimeStanp" : "January 08, 2018 12:43:14 PM UTC',

"pitrSCN' @ "1175058",

"resetLogsTi meStanp" : "January 08, 2018 09:55:34 AM UTC',

"reset LogsSCN' : "1112268",

"oraHoneVersion" : "12.2.0.1.170814 (26723265, 26609817)",
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"sql Pat ches" : "25811364, 26609817",

"backupLogLoc" : "https://swiftobjectstorage.exanpl e. conf vl/ dbaasi mage/ backupbucket/system naneclnl/
rmanl og/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/ r man_backup_2018- 01- 08_12- 42- 41. 0545. | og",

"tdeWal l et Loc" : null,

"dbConfigLoc" : "https://swiftobjectstorage.exanpl e. com vl/ dbaasi mage/ backupbucket/system nameclnl/
dbconfi g/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/ DBCONFI G_TAG20180108T124407_2018- 01- 08_12- 44- 07. 0533. tar.gz",

"nanme" : "Backup_Report_Exanpl eDB",

"createTine" : "January 08, 2018 12:42:08 PM UTC',

"state" : {

"status" : " CONFI GURED'

¥
"updat edTi me" : "January 08, 2018 12:44:12 PM UTC',

"backupReportLogDetail" : "https://swi ftobjectstorage.exanpl e. conf vl/ dbaasi mage/ backupbucket /
syst em naneclnl/
rmandet ai | | ogr epor t / Exanpl eDBu/ 2717054291/ 2018- 01- 08/
rman_| i st _backup_det ai | _2018- 01- 08_12- 44- 04. 0362. | og"

"dblnfo" : {
"dbd ass" : "OLTP",
"dbType" : "RAC',

"dbShape" : "odbl",
"dbEdi tion" : "EE",
"dbStorage" : "ASM'

b
"dbDat aSi ze" : "1542M',
"dbRedoSi ze" : "16403M'

}

(Optional) If you need to generate a new backup report, use the command
odacl i create-backup.

# odacli create-backup
Locate the Swift Object Store credential ID for the database backup.
# odacli list-objectstoreswifts

Save the backup report as a JSON file in a folder in the \ bi n directory on the
appliance. For example, backupreport.j son.

Restore the database to the system using the JSON file in the command odacl i
i restore-database.

Run the command, then enter the SYS user password when prompted.
# odacli irestore-database -r backupreport.json -oid Cbject Store ID-m

Validate that the job completed. You can track the job in the Activity tab in the
Web Console, or run the command odacl i descri be-j ob with the job ID.

# odacli describe-job -ijobld

Related Topics

odacli Backup and Recovery Commands (page 14-24)
Use the command odacl i creat e- backup to create a Level O, Level 1, or
Longterm backup configuration.
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Managing an Oracle Database Appliance
Virtualized Platform
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Review the concepts and procedures for Oracle Database Appliance Virtualized
Platform.

These topics provides a conceptual overview of the Oracle Database Appliance
Virtualized Platform architecture, and procedures for how to deploy a guest virtual
machine, manage high availability, manage CPU pools, and configure network settings
for Oracle Database Appliance Virtualized Platform. Learn about resizing your Oracle
Database domain (ODA_BASE), a privileged virtual machine.

About Oracle Database Appliance Virtualized Platform (page 12-2)
You can use Oracle VM to optimize your system resource use for databases and
applications.

Oracle Database Appliance Virtualized Platform Architecture (page 12-3)
Review these topics to understand Oracle Database Appliance Virtualized
Platform, and how you can use it to optimize system resource use.

About Network Infrastructure and VLANs on Oracle Database Appliance
Virtualized Platform (page 12-7)

Oracle Database Appliance Virtualized Platform supports multiple VLANSs on the
same network port or bond.

How to Create and Manage Shared Repositories (page 12-8)
These topics describe how to use OAKCLI to create and manage shared
repositories on Oracle Database Appliance Virtualized Platform.

How to Manage Virtual Disks in Shared Repositories (page 12-11)
These topics describe how to use OAKCLI to create, view, clone, attach, and
delete virtual disks on Oracle Database Appliance Virtualized Platform.

How to Manage Virtual Machine Templates (page 12-14)
These topics describe how to use OAKCLI to import, configure, modify and check
virtual machine templates on Oracle Database Appliance Virtualized Platform.

How to Create Clones and Snap Clones of a Template (page 12-19)
Review these topics for an overview of clones and snap clones, and for
procedures to use to create clones.

How to Manage Virtual Machines on Oracle Database Appliance Virtualized
Platform (page 12-21)

Review these topics for an overview of virtual machines, and for procedures to
create and manage virtual machines.

How to Create Driver Domain Virtual Machines (page 12-28)
Use driver domain virtual machines to improve performance.

How to Manage High Availability on Oracle Database Appliance Virtualized
Platform (page 12-39)

Use the oakcli configure vmcommand to configure high availability services for
your virtual machines.
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* How to Manage CPU Pools on Oracle Database Appliance Virtualized Platform
(page 12-40)
These topics describe how to use OAKCLI to create and manage CPU pools on
Oracle Database Appliance Virtualized Platform.

12.1 About Oracle Database Appliance Virtualized Platform

ORACLE

You can use Oracle VM to optimize your system resource use for databases and
applications.

You can deploy a virtualized platform on Oracle Database Appliance. The virtual
platform is based on Oracle VM. With Oracle Database Appliance Virtualized Platform,
you can use the capabilities of Oracle VM to effectively allocate resources to
databases and applications running on the same physical Oracle Database Appliance.
Rather than simply disabling unnecessary server cores, you can use the excess
capacity to host other workloads. This enables consolidation of both databases and
applications, while retaining the ease of deployment and management associated with
Oracle Database Appliance.

Oracle Database Appliance Virtualized Platform is supported on all versions of Oracle
Database Appliance hardware. All templates and operating systems supported by
Oracle VM are also supported on Oracle Database Appliance Virtualized Platform.
Supported operating systems include Linux, Windows, and Solaris x86.

# Note:

All new systems are currently shipped from the factory with the
nonvirtualized ISO image

If you are currently on the nonvirtualized deployment of Oracle Database
Appliance, and you want to use Oracle Database Appliance as a virtualized
platform, then you must reimage the servers with the Oracle Database
Appliance Virtualized Platform ISO image.

Why Virtualize?

Oracle Appliance Manager (oakcli) makes it easy to setup and manage the virtualized
environment with little virtualization expertise. With the Virtualized Platform
deployment, you can consolidate entire multi-tier environments within a single Oracle
Database Appliance system.

The following are some of the advantages of deploying Oracle Database Appliance
with the Virtualized Platform option:

1. Deploy database and applications in a single hardware environment.

2. Use the pre-configured VM application templates to rapidly deploy database and
applications.

3. Run the database in a virtual machine (ODA_BASE) with direct access to storage
(for native performance).

4. Control licensed CPUs by configuring ODA_BASE domain with the required
number of CPU cores (and memory).
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Use your CPU cores (and memory) efficiently. CPU cores not assigned to the
ODA_BASE domain are not wasted and are available for use by other, non-
database virtual machines.

Use virtual local area networks (VLANS) to provide separate networks to different
virtual machines.

Use shared repository to grow storage for the virtual machine (VM) repository.

Improves data center efficiency by increasing space utilization and reducing
energy consumption and cooling costs.

12.2 Oracle Database Appliance Virtualized Platform

Architecture

Review these topics to understand Oracle Database Appliance Virtualized Platform,
and how you can use it to optimize system resource use.

About Oracle Database Appliance Virtualized Platform Architecture (page 12-3)
Review this topic to understand how Oracle Database Appliance Virtualized
Platform works with Oracle Database Appliance hardware.

About Virtual Machines and Oracle Database Appliance Virtualized Platforms
(page 12-4)

Oracle Database Appliance Virtualized Platform is designed to run and deploy
virtual machines to manage system resources.

12.2.1 About Oracle Database Appliance Virtualized Platform

Architecture

Review this topic to understand how Oracle Database Appliance Virtualized Platform
works with Oracle Database Appliance hardware.

Oracle Database Appliance Virtualized Platform provides virtualization technology that
enables multiple isolated databases and applications to share the same physical
server. The Oracle Database Appliance Virtualized Platform ISO image is engineered
specifically to leverage the Oracle Database Appliance hardware capabilities.

The Oracle Database Appliance Virtualized Platform architecture uses the virtual
machine components shown in the following illustration:

ORACLE
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Figure 12-1 Oracle Database Appliance Virtualized Platform Architecture
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Oracle Database Appliance Base Domain (ODA_BASE): A privileged virtual
machine domain, specifically for databases, that provides database performance
similar to bare metal deployments. A PCI pass-through driver provides
ODA_BASE direct access to the shared storage.

Domain 0 (Dom0): Default domain that initiates Oracle Database Appliance
Virtualized Platform provisioning processes and hosts virtual machine templates.
Most of the responsibility of hardware detection in an Oracle Database Appliance
Virtualized Platform environment is passed to the management domain, referred to
as domain zero (or Dom0). On x86-based servers, the DomO0 kernel is actually a
small-footprint Linux kernel with support for a broad array of devices, file systems,
and software RAID and volume management. In Oracle Database Appliance
Virtualized Platform, DomO provides access to much of the system hardware,
creating, deleting and controlling guest operating systems, and presenting those
guests with a set of common virtual hardware.

Guest Domains (Domain U): Virtual machines that are provisioned to host non-
database workloads, such as applications and middleware. Guest operating
systems each have their own management domain, called a user domain,
abbreviated to "Domain U". These domains are unprivileged domains that have no
direct access to the hardware or to the device drivers. Each Domain U starts after
Don® is running on Oracle Database Appliance Virtualized Platform.

12.2.2 About Virtual Machines and Oracle Database Appliance
Virtualized Platforms

ORACLE

Oracle Database Appliance Virtualized Platform is designed to run and deploy virtual
machines to manage system resources.

Configure virtual machines on Oracle Database Appliance Virtualized Platform to
manage your application use of shared repository resources, such as the CPU pool,
memory, and other shared resources.
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Virtual Machine Templates

Virtual machines can be created from a template or assembly containing
preconfigured virtual machines. The creation of a virtual machine from a template is
based on cloning: the template is imported as an archive, unpacked, and stored as a
virtual machine configuration file with disk images. These disk images are cloned to
create a new instance in the form of a virtual machine. In the same way, an existing
virtual machine can be cloned to create a new virtual machine, or cloned to create a
new template.

Virtual Machine Assemblies

Virtual machine assemblies are often described as a template of a group of virtual
machines, or a collection of virtual machine templates. An assembly can contain a
single virtual machine or a collection of virtual machine templates.

Domains, Guests and Virtual Machines

The terms domain, guest, and virtual machine are often used interchangeably, but
they have subtle differences. A domain is a configurable set of resources, including
memory, virtual CPUs, network devices, and disk devices, in which virtual machines
run. A guest is a virtualized operating system running within a domain. Multiple guests
can run on the same instance of Oracle Database Appliance Virtualized Platform, each
within its own domain. A virtual machine is granted virtual resources, and can be
started, stopped, and restarted independently.

Virtual Disks

In addition to virtual machines, you can create virtual disks in shared repositories.
Virtual disks provide additional storage options for virtual machines by enabling you to
attach additional block storage to your virtual machines. Similarly, you can detach the
storage if you no longer need the additional space. You can use virtual disks to
expand existing file system storage inside the virtual machine by extending the storage
volume onto a virtual disk, or by creating a new file system on a virtual disk. Your
virtual disks can also share multiple virtual machines running on the same shared
repository.

A driver domain is a user domain that has special privileges and responsibilities for a
particular piece of hardware. When you use the driver domain option, the newly
created virtual disks are mounted directly from CDA _BASE to a guest virtual machine. The
option improves performance by enabling guest virtual machines to use CDA_BASE
instead of DonD to access virtual disks. The driver domain option is available beginning
with release 12.1.2.7.0 and is supported with Oracle Linux, Windows, and Oracle
Solaris x86 guest operating systems. Live migration of driver domain virtual machines
is not supported.

Shared Repositories

A shared repository is a central location for storing resources that are essential to
creating and managing virtual machines. These resources include virtual machine
templates and assemblies, ISO files (virtual DVD images), virtual machine
configuration files, and virtual disks. Shared repositories are configured on an Oracle
Automatic Storage Management Cluster File System (Oracle ACFS) and then
presented to the Oracle Database Appliance nodes that need access to those
resources. Oracle Database Appliance Virtualized Platform uses shared repositories to
optimize available disk space usage in the environment, and for easy reallocation of
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virtual machines if a physical server fails. The virtual machine files can be stored on
shared disks, providing shared storage for the virtual machines. Additionally, you can
configure CPU pools and a resizeable Oracle Database domain (ODA_BASE) to
ensure that the virtual machines do not consume cycles from each other or from your
assigned database CPU cores.

The shared disks on Oracle Database Appliance Virtualized Platform are
connected directly to ODA_BASE.

ODA_BASE contains three shared repositories named fs1, fs2, and f s3.

Each shared repository is an Oracle ACFS in ODA_BASE created on top of the
Oracle Automatic Storage Management (Oracle ASM) disk group (DATA or
RECO) chosen by the user when creating the shared repository.

The process that creates a shared repository also performs a network file system
(NFS) export of the shared repository to the respective DonD by using the private
network.

The export enables shared storage for the virtual machine files.

Figure 12-2 Architecture Overview of Oracle Database Appliance Virtualized
Platform Shared Repositories
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With the configuration shown in the illustration, you can:

Create multiple repositories.

Mount these repositories either on the nodes where the virtual machine needs to
run (such as fs2 and f s3 in the illustration), or on both the nodes (such as fs1in
the illustration).

Create one or more virtual machines or virtual machine templates on the shared
repositories.

Use OAKCLI commands to create and manage shared repositories, virtual disks,
and their virtual machines, and the underlying architecture shown in the
illustration.
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# Note:

Virtual machine (VM) repositories on Oracle Database Appliance can only be
on the boot drives or an Oracle Database Appliance shared storage shelf.
External storage cannot be used for VM shared repositories on Oracle
Database Appliance.

12.3 About Network Infrastructure and VLANS on Oracle
Database Appliance Virtualized Platform

ORACLE

Oracle Database Appliance Virtualized Platform supports multiple VLANs on the same
network port or bond.

Virtual local area networks (VLANS) are multiple logical networks that are created from
a single physical network switch port. VLANSs provide network security isolation for
multiple workloads that share a common network. For example, application, backup,
and management networks. Each VLAN acts as an independent logical network
operating with other VLANSs over the same physical connection. This means that
virtual machines deployed on different networks, connected through the same Oracle
VM Server port (or bond), can have traffic directed to different VLANS.

The physical ports in the system at deployment (either copper or fiber) are bonded as
bt bond0 in single node platforms and bond0 in multi-node platforms. The VLAN is
created on bond0 or bt bond0.

The network interfaces differ, depending on your Oracle Database Appliance
hardware. In all cases, connections to user domains are through the selected
interfaces. A switch that supports tagged VLANs uses VLAN IDs to identify the packet,
including to which network the packet belongs.

Configuration Overview of Oracle Database Appliance Virtual Machine Local
Area Networks

To specify which network you want to use to access a virtual machine, you employ
network infrastructure components of Oracle Database Appliance Virtualized Platform.
Oracle Database Appliance Virtualized Platform manages all of the high-level network
infrastructure components for you by pre-creating the bridges for all networks. The
front-end point for accessing a virtual machine is one of the bridges defined for DonD.

When you configure a virtual machine, you define which network the virtual machine
should use by identifying the related bridge.

For example, to connect a virtual machine named nyvnt to the net 1 network, you would
use the following command:

oakcli rmodify vmnmyvnl -addnetwork netl

You assign default VLANs to ODA_BASE during the installation and configuration of
Oracle Database Appliance Virtualized Platform. For example, you can add three
tagged VLANS: for backups (backup), applications (application), and management
(mgnt) on an Oracle Database Appliance node. You can connect the backup VLAN to
ODA_BASE, the application VLAN to donul, and the management VLAN to donul and
donu2.
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12.4 How to Create and Manage Shared Repositories

These topics describe how to use OAKCLI to create and manage shared repositories
on Oracle Database Appliance Virtualized Platform.

e Creating a Shared Repository (page 12-8)
Use the oakcl i create repo command to create a shared repository on
Oracle Database Appliance Virtualized Platforms.

*  Showing the Status of Shared Repositories (page 12-9)
Use the oakcl i show r epo command to display information about virtual
machine repositories on Oracle Database Appliance Virtualized Platforms.

e Starting a Shared Repository (page 12-9)
Use the oakcl i start repocommand to start a virtual machine and assign it
to a shared repository on Oracle Database Appliance Virtualized Platforms

e Stopping a Shared Repository (page 12-10)
Use the oakcl i stop repo command to command to stop a shared repository
on a node on Oracle Database Appliance Virtualized Platforms.

e Deleting a Shared Repository (page 12-10)
Use the oakcl i del et e repo command to delete a shared repository on
Oracle Database Appliance Virtualized Platforms.

* Increasing the Size of a Shared Repository (page 12-11)
Use the oakcl i configure repo command to increase the size of a shared
repository on Oracle Database Appliance Virtualized Platforms.

12.4.1 Creating a Shared Repository

Use the oakcl i create repo command to create a shared repository on Oracle
Database Appliance Virtualized Platforms.

When you run the oakcl i create repo command, you identify the repository name
using the option r epo, you identify the disk group that you want to use for its storage
(DATA or RECO) using the option - dg, and you identify the size of the repository in
gigabytes or megabytes (the default size unit is gigabytes) using the -si ze option.

Other Oracle Appliance Manager shared repository commands, including commands
to show and to stop (dismount) existing repositories, are similar to those used for
nonshared repositories. Unlike the default repositories, which are permanent, you can
delete a shared repository that has no active (mounted) virtual machines.

Example of Creating a Shared Repository

The following command creates a shared repository named repol in the ASM DATA
disk group (dat a) with 30 gigabytes of available storage:

oakcli create repo repol -dg data -size 30
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12.4.2 Showing the Status of Shared Repositories

Use the oakcl i show r epo command to display information about virtual machine
repositories on Oracle Database Appliance Virtualized Platforms.

To see all repositories, omit the repository name and node number. To see a specific
shared repository, include the repository name and node number.

Example 12-1 Example of Showing the Status of All Shared Repositories
To show the status of all shared repositories, use the oakcli show repo command:

oakcli show repo

NAME TYPE NODENUM  FREE SPACE STATE
odar epol | ocal 0 N A N A
odar epo2 | ocal 1 N A N A
repol shar ed 0 68. 25% ONLI NE
repol shar ed 1 68. 25% ONLI NE
repo2 shar ed 0 N A OFFLI NE
repo2 shar ed 1 89. 83% ONLI NE

Example 12-2 Example of Showing the Status of a Selected Shared Repository

To display information for a particular node in a shared repository, specify the
repository name and node number as part of the command syntax. In the following
example, information is displayed for Node 1 in the repol shared repository:

oakcli show repo repol -node 1

Resource: repol_1

Aut oSt art : restore

DG : DATA

Devi ce : / dev/ asni repol- 286
ExpectedState Oline
FreeSpace : 87.703125M
Mount Poi nt : /u01/ app/ repol
Nane : repol_0

Node : all

RepoType : shar ed

Si ze : 30720

State : Online

Versi on : 2

12.4.3 Starting a Shared Repository

ORACLE

Use the oakcli start repocommand to start a virtual machine and assign it to a
shared repository on Oracle Database Appliance Virtualized Platforms

Before you can assign a virtual machine to a shared repository, use the oakcli start
repo command to start the repository and make the storage available. Note that the
oakcli start repo command will also start any virtual machines assigned to the
repository that are defined to be automatically started.

You must have a repository already configured. Identify the repository that you start by
using the option repo name, where nane is the repository name. Identify the name of the
node on which the repository is located by using the option - node nodenane, where
nodenane is the name of the node on which the repository is located.
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Example 12-3 Example of Starting a Shared Repository
This command starts the shared repository named repol on Node 1:

oakcli start repo repol -node 1

12.4.4 Stopping a Shared Repository

Use the oakcl i stop repo command to command to stop a shared repository on a
node on Oracle Database Appliance Virtualized Platforms.

Identify the repository that you want to stop by using the repo reponare option, where
reponane identifies the repository that you want to stop. Identify the node on which the
repository that you want to stop is running by using the - node nunber option where
nunber is the node number that you want to stop.

" Note:

Do not issue an oakcl i stop repo command while virtual machines are
still active in the repository for the selected node.

Example 12-4 Example of Stopping a Shared Repository
The following example stops the shared repository named repol on Node O:

oakcli stop repo repol -node 0

12.4.5 Deleting a Shared Repository

Use the oakcl i del ete repo command to delete a shared repository on Oracle
Database Appliance Virtualized Platforms.

Identify the repository that you want to delete by using the repo reponane option, where
reponane identifies the repository that you want to delete.

" Note:

The shared repository that you want to delete must be offline (stopped) on
both nodes before you attempt to delete it.

Example 12-5 Example of Deleting a Shared Repository
The following command deletes the shared repository named repol on both nodes:

oakcli delete repo repol
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12.4.6 Increasing the Size of a Shared Repository

Use the oakcl i configure repo command to increase the size of a shared
repository on Oracle Database Appliance Virtualized Platforms.

Identify the repository that you want to expand by using the -repo reponane option,
where reponane identifies the repository that you want to expand. Use the option -

i ncsi ze si ze to specify the size of the increase that you want to configure, where si ze
is the size (in gigabytes) that you want to add to the configured size.

Example 12-6 Example of Increasing the Size of a Shared Repository

The following command increases the size of the shared repository repol by 2
gigabytes:

# oakcli configure repo repol -incsize 2G

Configured Shared Repo : repol with new size 3712.0.

12.5 How to Manage Virtual Disks in Shared Repositories

These topics describe how to use OAKCLI to create, view, clone, attach, and delete
virtual disks on Oracle Database Appliance Virtualized Platform.

* Creating a Virtual Disk for Use in a Shared Repository (page 12-11)
Use the command oakcl i create vdi sk to create a virtual disk within a
shared repository on Oracle Database Appliance Virtualized Platforms.

e Viewing Information About Virtual Disks (page 12-12)
Use the command oakcl i show vdi sk to view information about virtual disks
on Oracle Database Appliance Virtualized Platforms.

e Cloning Virtual Disks (page 12-12)
Use the oakcli clone vdi sk command to create clones of virtual disks on Oracle
Database Appliance Virtualized Platforms.

* Attaching a Virtual Disk to a Virtual Machine (page 12-13)
Use the oakcli nodify vmcommand to attach a virtual disk to a virtual machine on
Oracle Database Appliance Virtualized Platforms.

» Deleting a Virtual Disk (page 12-13)
Use the oakcli del ete vdi sk command to remove a virtual disk from a shared
repository on Oracle Database Appliance Virtualized Platforms.

12.5.1 Creating a Virtual Disk for Use in a Shared Repository

ORACLE

Use the command oakcl i creat e vdi sk to create a virtual disk within a shared
repository on Oracle Database Appliance Virtualized Platforms.

The command oakcl i create vdi sk defines the size of the virtual disk, the shared
repository in which that disk is created, defines the unique name for that disk within
that shared repository, and defines if the disk is used for one virtual machine, or can
be shared by multiple virtual machines.

The name of the vdisk you create is defined by the command oakcli create vdi sk
nane, where nane is the name of the vdisk you create. Identify the repository in which
you create the vdisk by using the -repo reponane option, where r eponane identifies the
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repository where you want to create the vdisk. Use the option -si ze si zeGto specify
the vdisk size (in gigabytes), where si zeGis the size (in gigabytes) that you want to

add to the configured size. If you want to configure the vdisk as a shared disk, then

use the option -t ype shared to designate the vdisk as a shared disk.

Example 12-7 Example of Creating a Shared Virtual Disk

This example creates a virtual disk named sdi sk1 in the repo2 shared repository that is
1 gigabyte in size, and that virtual machines can share:

oakcli create vdisk sdiskl -repo repo2 -size 1G -type shared

12.5.2 Viewing Information About Virtual Disks

Use the command oakcl i show vdi sk to view information about virtual disks on
Oracle Database Appliance Virtualized Platforms.

You can use oakcl i show vdi sk by itself to see information about all of your
configured virtual disks. To see information about an individual virtual disk, enter the
command oakcl i show vdi sk di sknane -repo reponane, where di sknane is the name of
the disk that you want to check, and r eponane is the name of the shared repository
where the virtual disk is located.

Example 12-8 Example of Displaying the Information for All Vdisks

This example displays information about all virtual disks configured on an Oracle
Database Appliance:

# oakcli show vdi sk

NAME Sl ZE TYPE REPOSI TORY
myvdi sk 10G | ocal vdi skrepo
new 1G | ocal vdi skrepo

Example 12-9 Example of Displaying Information for a Single Vdisk
This example displays information for the virtual disk named nyvdi sk1:

# oakcli show vdi sk myvdi skl
Resour ce: nyvdi sk_vdi skrepo

Name : myvdi sk_vdi skrepo
RepoNare : vdi skrepo

Si ze : 10G

Type : | ocal

VmAttached 0

12.5.3 Cloning Virtual Disks

ORACLE

Use the oakcli clone vdi sk command to create clones of virtual disks on Oracle
Database Appliance Virtualized Platforms.

The command oakcl i clone vdi sk defines the size of the virtual disk, the shared
repository in which that disk is created, defines the unique name for that disk within
that shared repository, and defines if the disk is used for one virtual machine, or can
be shared by multiple virtual machines.

The name of the vdisk you create is defined by the command oakcl i cl one vdi sk nane,
where nane is the name of the vdisk you create. Identify the repository in which you
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create the vdisk by using the -repo reponane option, where reponane is the name of the
repository where the original vdisk is located. Use the option -src sour cevdi sknane,
where sour cevdi sknane is the name of the virtual disk that you are cloning. Add the
option - h to display help for this command.

# Note:

Once the virtual disk is attached to a virtual machine, the system
administrator should perform normal disk addition tasks for the given
operating system to make the newly added storage available to the virtual
machine.

Syntax
oakcli clone vdisk name -repo reponane -src sourcevdi sknane [-h]
Example 12-10 Example of Cloning a Virtual Disk

This example clones a virtual disk named ny_vdi sk2 from an existing virtual disk
named vdi skl that is stored in the repository named vr epol:

oakcli clone vdisk ny_vdisk2 -repo vrepol -src vdiskl

12.5.4 Attaching a Virtual Disk to a Virtual Machine

Use the oakcli nodify vmcommand to attach a virtual disk to a virtual machine on
Oracle Database Appliance Virtualized Platforms.

The command oakcli nodi fy vm nane enables you to modify a virtual machine, where
nane is the name of the virtual machine that you want to modify. To attach a disk to a
virtual machine, use the option - at t achvdi sk vdi sknane, where vdi sknane is the name of
the virtual disk that you want to attach to the virtual machine.

Example 12-11 Example of Attaching a Virtual Disk To a Virtual Machine

This example attaches the virtual disk named sdi sk1 to the virtual machine named
myol 6u_test:

oakcli nodify vmnyol6u test -attachvdi sk sdiskl

12.5.5 Deleting a Virtual Disk

ORACLE

Use the oakcli del ete vdi sk command to remove a virtual disk from a shared
repository on Oracle Database Appliance Virtualized Platforms.

The command oakcli del ete vdi sk vdi skname removes a virtual disk, where vdi skname
is the name of the virtual disk that you want to remove. The option -repo reponane
indicates the shared repository on which the virtual disk is located, where r eponane is
the name of the shared repository.

Example 12-12 Example of Deleting a Virtual Disk from a Shared Repository

This example removes a virtual disk named t 2g from the shared repository named
repopr odl:

oakcli delete vdisk t2g -repo repoprodl
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12.6 How to Manage Virtual Machine Templates

These topics describe how to use OAKCLI to import, configure, modify and check
virtual machine templates on Oracle Database Appliance Virtualized Platform.

*  About Managing Virtual Machine Templates (page 12-14)
Import and configure virtual machine templates as the source for the virtual
machines deployed on Oracle Database Appliance Virtualized Platform.

e Listing Virtual Machine Templates (page 12-15)
Use the oakcl i show vnt enpl at e command to display virtual machine
template details.

* Importing Virtual Machine Templates (page 12-16)
Use the oakcli inport vntenpl ate command to import virtual machine templates
and assemblies on Oracle Database Appliance Virtualized Platforms.

e Configuring a Virtual Machine Template (page 12-17)
Use the oakcl i configure vmt enpl at e command to configure a virtual
machine template on Oracle Database Appliance Virtualized Platform.

*  Showing Configured Values for a Virtual Machine Template (page 12-18)
Use the oakcli show vnt enpl at e command to show values for the configurable
options in a virtual machine template.

e Modifying a Virtual Machine Template Configuration (page 12-18)
Use the oakcli nodify vntenpl ate command to modify a virtual machine template.

* Removing a Virtual Machine Template (page 12-19)
Use the oakcli del ete vntenpl ate command to remove a virtual machine template.

12.6.1 About Managing Virtual Machine Templates

Import and configure virtual machine templates as the source for the virtual machines
deployed on Oracle Database Appliance Virtualized Platform.

If you have created shared repositories, then import templates into one of those
shared repositories. If you have not created shared repositories, then import templates
into the local repository on one of the local nodes.

You can import assemblies that contain one or more templates. When you import a
template or assembly into a shared repository, select a node that you want to perform
the operation. Select the node carefully to avoid overloading the node. After you create
the repository, the repository becomes available to both nodes, regardless of which
node performs the import.

Templates imported into local nodes use the repository name supplied in the import
command to identify the node that completes the import, and that provides the
storage. On Node 0, the local repository is named odar epol and on Node 1, the local
repository is named odar epo2. If you want to import a template to both local
repositories, then you must provide a different template name when you import the
template into the second node.
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# Note:

You cannot create or clone templates directly on Oracle Database Appliance
Virtualized Platform, you must use the Oracle VM templates that are
available in Oracle Software Delivery.

If you import an assembly that contains more than one template, then the command
automatically modifies the template name that you provide, so that all template hames
remain unique. The first template you import has the number "1" appended to the
name. The second template as the number "2" appended, and additional templates
have 3, 4, 5 and so on appended in sequence.

After you import a virtual machine template, you can customize the template using
OAKCLI commands.

¢ Note:
Find virtual machine templates at the following URL:

http://edelivery.oracle.com/linux.

12.6.2 Listing Virtual Machine Templates

ORACLE

Use the oakcl i show vnt enpl at e command to display virtual machine template
detalils.

The oakcli show vnt enpl at e command displays the name and repository for
each virtual machine template as well as the default number of CPUs and default
amount of memory that Oracle Database Appliance Virtualized Platform would assign
to a virtual machine created from the template.

Example
Display information about the sanpl el_odar epol virtual template:

oakcli show vntenpl ate sanpl e_odarepol
Resource: sanpl el_odarepol
CPUPriority : 100
Di sks : | file:/OVS/ Repositories/odarepol/ Te
mpl at es/ ot M _sanpl el_odar epol/ Syste
ming, xvda, W |file:/OVS/ Repositorie
s/ odar epol/ Tenpl at es/ ot m _sanpl el_o
darepol/u01. i ng, xvdb, W

Domai n : XEN_PVM

Keyboar d : en- us

MaxMenory : 2048

MaxVcpu : 2

Menory : 2048

Mouse : OS_DEFAULT

Nare : sanpl el_odar epol

Net wor ks : | bridge=privl||bridge=net1||bridge=
net 2|

NodeNum : 0

(03] : a5
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Processor Cap : 100
RepoNane : odar epol
Vepu : 2

12.6.3 Importing Virtual Machine Templates

ORACLE

Use the oakcli inport vntenpl ate command to import virtual machine templates and
assemblies on Oracle Database Appliance Virtualized Platforms.

You import virtual machine templates and assemblies contained in an external
repository assembly file. Use the name of the shared repository and include a clause
to identify the node where you want to import a template or an assembly.

You can import virtual machine templates and assemblies directly from a remote
repository using a URL to identify the source of the files. You can choose to use a
remote copy command to copy files from the remote repository into your DonD / OVS
directory, and then import the files using the path and names to identify the
downloaded files.

¢ Note:

When importing templates or assemblies to a local repository, do not use the
-node option. The target node is implicit in the name of the repository.

Syntax

oakcli inport vntenplate vntenplatename -files image files | -assenbly assenbly file
-repo repo_nane [- node 0 | 1]

Example 12-13 Example of Importing Virtual Machine Templates from an
External Repository Assembly File

Use the oakcli inport vnteplate vntenplatenane -assenbly assenbly file -repo
repo_name command to import virtual machine templates contained in an external
template repository assembly file.

This example imports the template in an external template repository assembly file
located at the URL ' http://exanpl e. conf assenbl i es/ OEL6/ OvM OL6UL_x86_PVHVM ova' to a
new template named OL6UL in a new repository named odar epol:

oakcli inport vntenplate OL6UL -assenbly 'http://exanple.conlassenblies/ CEL6/
O/M_OL6UL_x86_PVHVM ova' -repo odarepol

Note the single quotation marks that enclose the URL.
Example 12-14 Example of Importing a Virtual Machine Template from Dom0

Use this command syntax to import a virtual machine template from the /OVS file
system on DomO:

oakcli inport vntenplate vntenplatename -files image files -repo repo_name

This example imports the virtual machine template named
OVM OL5U7_X86_64 PVM 10GB. t gz from the / OvS directory in Don® into the odar epol
repository. The template is assigned the name OL5U7:
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oakcli inport vntenplate OL5U7 -files /OVS/ OVM OL5U7_X86_64 PVM 10GB.tgz -repo
odar epol

Example 12-15 Example of Importing a Virtual Machine Template Using an
External Repository URL

Use the command oakcl i inport vntenplate vntenpl atenane -files image files -repo
repo_nane to import a virtual machine template file from an external template
repository.

This example imports a virtual machine template named

OVM OL5U7_X86_64 PVM 10GB. t gz from an external template repository at the URL
"http://exanpl e. conf assenbl i es/ OEL6/ OVM OL6UL_x86_PVHVM t gz' . Note the single
guotation marks that enclose the URL. The template is assigned the name 0L5U7, and
is imported into the odar pol repository:

oakcli inport vntenplate QL5U7 -files 'http://exanple.confassenblies/ CEL6/
O/M OL6UL_x86_PVHVM t gz' -repo odarepol

12.6.4 Configuring a Virtual Machine Template

Use the oakcl i configure vt enpl at e command to configure a virtual machine
template on Oracle Database Appliance Virtualized Platform.

The values become the default values for any virtual machine cloned from this
template. You can change any or all of them later with the oakcl i confi gure vm
command.

Example
Set values for the virtual machine template named nyol 5u7_10gb:

oakcli configure vntenplate myol 5u7_10gb -vcpu 2 -maxvcpu 4 -cpucap 40
-menory 1536M - maxmenory 2G -os OTHER_LI NUX

e -vcpu 2 sets the number of CPUs to be assigned when the virtual machine starts
up to 2.

* -maxvcpu 4 sets the maximum number of CPUs that can be assigned to the virtual
machine to 4.

e -cpucap 40 sets the maximum percentage of a CPU's capacity that can be
assigned to the virtual machine to 40%.

 -nenory 1536Msets the amount of memory to be assigned when the virtual machine
starts up to 1536 MB.

e -maxnenory 2Gsets the maximum amount of memory that can be assigned to the
virtual machine to 2 GB.

e -o0s OTHER LI NUX sets OTHER_LINUX as the operating system used by the virtual
machine.
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12.6.5 Showing Configured Values for a Virtual Machine Template

Use the oakcli show vnt enpl at e command to show values for the configurable options
in a virtual machine template.

Example
Display information about the sanpl el _odar epol virtual template:

oakcli show vntenpl ate sanpl e_odarepol
Resource: sanpl el_odarepol
CPUPriority : 100
Di sks : | file:/OVS/ Repositories/odarepol/ Te
mpl at es/ ot M _sanpl el_odar epol/ Syste
ming, xvda, w | file:/OVS/ Repositorie
s/ odarepol/ Tenpl ates/otm _sanpl el o
darepol/u01. i ng, xvdb, W

Donai n : XEN _PVM

Keyboar d : en- us

MaxMenory : 2048

MaxVcpu : 2

Menory : 2048

Mouse : OS_DEFAULT

Nare : sanpl el_odar epol

Net wor ks : | bridge=privl||bridge=net1||bridge=
net 2|

NodeNum : 0

(0] : a5

Processor Cap : 100

RepoNare : odar epol

Vepu : 2

12.6.6 Modifying a Virtual Machine Template Configuration

ORACLE

Use the oakcli nodify vntenpl ate command to modify a virtual machine template.

After you import a virtual machine template to a storage repository, examine the
template configuration parameters with the oakcli show vnt enpl at e command. If you
need to reconfigure the template for specific requirements, then use the oakel i
configure vntenpl ate command. This is useful if you plan to deploy multiple virtual
machines with the same characteristics from a single template. If you will be deploying
only one virtual machine or many virtual machines but with different characteristics,
then set required values in the virtual machines with the oakcli confi gure vmcommand
after you deploy the template.

When you are satisfied with the configuration of your virtual machine template, use the
oakcli nodi fy command to assign a new network to the virtual machine template.

Example

Replace the network assigned to the gc_11g virtual machine template with the net 1
network:

oakcli modify vntenplate gc_11g -addnetwork netl
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12.6.7 Removing a Virtual Machine Template

Use the oakcli del ete vntenpl ate command to remove a virtual machine template.

If you no longer need a template that you previously stored, then you can remove the
template from the repository.

Example

Remove the virtual machine template named nyol 6u_15gh3 from Oracle Database
Appliance Virtualized Platform:

oakcli delete vntenplate nmyOl 6u_15gb3

12.7 How to Create Clones and Snap Clones of a Template

Review these topics for an overview of clones and snap clones, and for procedures to
use to create clones.

*  About Creating Clones and Snap Clones of a Template (page 12-19)
You can create, or clone, virtual machines from imported templates (or
assemblies) or from an existing virtual machine on Oracle Database Appliance
Virtualized Platforms.

e Cloning a Template With OAKCLI (page 12-20)
Use the oakcl i cl one vmcommand to clone virtual machines that have
attached virtual disks on Oracle Database Appliance Virtualized Platforms.

*  Creating a Snap Clone from a Template With OAKCLI (page 12-20)
Use the oakcl i cl one vmcommand to create a snap clone of a virtual machine
template on Oracle Database Appliance Virtualized Platforms.

* Creating a Snap Clone of an Existing Virtual Machine With OAKCLI (page 12-21)
Use the oakcl i cl one vmcommand to create a snap clone of an existing
virtual machine on Oracle Database Appliance Virtualized Platforms.

12.7.1 About Creating Clones and Snap Clones of a Template

ORACLE

You can create, or clone, virtual machines from imported templates (or assemblies) or
from an existing virtual machine on Oracle Database Appliance Virtualized Platforms.

Clones and snap clones can be an effective way to provision and clone new
databases for test and development systems. They are much more efficient to create
than using RMAN scripts, or other cloning approaches.

You can create virtual machines that are a complete clone of the template or
assembly, or you can create virtual machines that are snap clones. Snap clones
contain only the metadata defined for the virtual machine.

Creating snap clones is a very fast operation compared to cloning the entire template
or assembly. However, if you update the contents of a snap clone, then review your
space requirements. Unless your changes to the snap clone are carried out on shared
virtual disks, you require additional storage on your system for the clone to retain both
the original content, as well as changed content.
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12.7.2 Cloning a Template With OAKCLI

Use the oakcl i cl one vmcommand to clone virtual machines that have attached
virtual disks on Oracle Database Appliance Virtualized Platforms.

When you clone virtual machines with attached virtual disks, a clone of a virtual
machine contains the contents of virtual disks attached locally, but does not contain
contents of virtual disks attached in shared mode. If needed, you can clone the virtual
disks required by a cloned virtual machine in a separate step.

Use the command oakcl i cl one vmto create a virtual machine from a virtual
machine template. Use the -repo nane option to provide the name of the shared
repository, where nane is the name of the repository. Use the - node nurmber option to
identify clause to identify the node on which you want to perform the cloning process,
where nunber is the number of the node.

# Note:

The - node option identifies the node where the cloning activity is carried out.
The node value does not assign the default startup node for the virtual
machine. You can set the startup assignment with the command oakcl i
configure vm

Example 12-16 Example of Creating a Virtual Machine Clone from a Virtual
Machine Template

This example creates a virtual machine named nyol 6u_t est from the virtual machine
template named nyol 6u_15gb1, which is located in a shared repository named repo2 on
Node 0:

oakcli clone vmmyol 6u_test -vntenplate nyol 6u_15gbl -repo repo2 -node 0

12.7.3 Creating a Snap Clone from a Template With OAKCLI

Use the oakcl i cl one vmcommand to create a snap clone of a virtual machine
template on Oracle Database Appliance Virtualized Platforms.

Use the -vnt enpl at e name option to provide the name of the virtual machine template
that you want to clone, where nane is the name of the template. Use the - snap option to
designate that you want to create a snap clone.

Example 12-17 Example of Creating a Snhap Clone From a Virtual Machine
Template

This example creates a snap clone named nyol 15u_snap from the virtual machine
template named nyol 5u:

oakcli clone vm myol 15u_snap -vntenpl ate myol 5u -snap

ORACLE 12-20



Chapter 12
How to Manage Virtual Machines on Oracle Database Appliance Virtualized Platform

12.7.4 Creating a Snap Clone of an Existing Virtual Machine With

OAKCLI

Use the oakcl i cl one vmcommand to create a snap clone of an existing virtual
machine on Oracle Database Appliance Virtualized Platforms.

Use the - vm nane option to provide the name of the virtual machine that you want to
clone, where nane is the name of the virtual machine. Use the - snap option to designate
that you want to create a snap clone.

Example 12-18 Example of Creating a Snap Clone From an Existing Virtual
Machine

This example creates a snap clone named nyol 15u_t est 1 from a virtual machine
named nyol 15u_t est :

oakcli clone vmnyol 15u_test1 -vmnyol 15u_test1 -snap

12.8 How to Manage Virtual Machines on Oracle Database
Appliance Virtualized Platform

ORACLE

Review these topics for an overview of virtual machines, and for procedures to create
and manage virtual machines.

*  About Managing Virtual Machines on Oracle Database Appliance Virtualized
Platform (page 12-22)
Deploy virtual machines on Oracle Database Appliance Virtualized Platform to run
other workloads that are independent of databases running in ODA_BASE

e Listing the Virtual Machines in Your Repositories (page 12-23)
Use the oakcli show vmcommand to display details for all of your existing virtual
machines or to display details of a specific virtual machine.

* Creating a Virtual Machine (page 12-24)
Create a virtual machine by cloning an imported template, cloning an assembly
that contains configured virtual machines, or cloning an existing virtual machine.

»  Configuring a Virtual Machine (page 12-24)
Use the oakcli configure vmcommand to configure a virtual machine on Oracle
Database Appliance Virtualized Platform.

e Starting and Stopping a Virtual Machine (page 12-25)
Use the oakcli start vmcommand to start a virtual machine on Oracle Database
Appliance Virtualized Platform and use the oakcli stop vmcommand to stop a
virtual machine.

e Externally Configuring a Virtual Machine (page 12-25)
You can initially configure your virtual machines externally without connecting to
the virtual machine console by using Oracle VM Guest Additions by passing key-
value pairs to the virtual machine.

e Opening a Virtual Machine Console for a Virtual Machine (page 12-26)
Use the oakcli show viconsol e command to open a virtual machine console
window for an active virtual machine
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» Creating an Image for a New Virtual Machine (page 12-26)
Use the oakcli cl one vmcommand to create an image for a new virtual machine
on Oracle Database Appliance Virtualized Platform.

e Setting Up a Virtual Machine for Access from ethO Using an IP Address
(page 12-26)
Configure a network device (et h0) with an IP address for a virtual machine.

* Adding or Removing a Virtual Disk to or from a Virtual Machine (page 12-27)
Use the oakcli nodi fy vmcommand to add or remove a virtual disk (vdisk) from a
virtual machine.

e Removing a Virtual Machine from a Shared Repository (page 12-27)
Use the oakcli del ete vmcommand to delete the virtual machine and reclaim its
storage and resources.

* Performing a Live Migration for an Oracle Database Appliance Virtual Machine
(page 12-28)
If your system meets requirements for live migration, then you can use the
oakcli nigrate vmcommand to migrate a virtual machine from the currently
running node to another node.

12.8.1 About Managing Virtual Machines on Oracle Database
Appliance Virtualized Platform

Deploy virtual machines on Oracle Database Appliance Virtualized Platform to run
other workloads that are independent of databases running in ODA_BASE

Use OAKCLI commands to create and manage virtual machines, including starting
and stopping them, and opening consoles for graphical user interface (GUI) access.

" Note:

You can use a Virtual Network Computing (VNC) session to open a GUI
console for a virtual machine.

You can reconfigure an active virtual machine. However, your changes do not take
effect until you stop and restart the virtual machine. You can display high-level
information about all of your virtual machines, or display detailed information about the
configuration of single virtual machines. When you no longer have use for a particular
virtual machine, delete the virtual machine to regain storage.

" Note:

Do not modify the default settings for the following parameters in the guest
virtual machine:

e xen_blkfront.max: Max Indirect Descriptors, default 32

e xen_blkback.max_ring_page_order: Shared Ring Page Order, default O
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12.8.2 Listing the Virtual Machines in Your Repositories

Use the oakcli show vmcommand to display details for all of your existing virtual
machines or to display details of a specific virtual machine.

ORACLE

The command displays the name, the repository, and the current state (online or
offline) for each virtual machine. The output also contains the default number of CPUs
and default amount of memory that Oracle Database Appliance Virtualized Platform
will assign to each virtual machine.

Use the oakcli show vmcommand to display the virtual machine names, memory
and vCPU allocations, status, virtual disks, and repository name for all virtual

machines.

oakcli show vm
NAVE

sanpl e5_odar epol
odar epol

sanpl e6_odar epol
odar epo2
test1_odarepol
odar epol

t est 2_odar epo2
odar epo2
vril_odar epol
odar epol
vn2_odar epo2
odar epo2

wi n_vni

2048

2048

4096

2048

1500

VCPU STATE REPCSI TORY
2 RN

2 COFFLI NE

2 COFFLI NE

2 OFFLI NE

4 ONLI NE

2 OFFLI NE

1 ONLI NE odar epol

Use the oakcli show vmvirtual nachine name command to display information

about a specific virtual machine.

For example, use the following command to display details about the vni_odar epol

virtual machine:

oakcli show vm vril_odar epol

Resource: vmil_odar epol

Aut oSt art

CPUPriority

Di sks

Donai n

Expect edStat e

Fai | Over

| sShar edRepo

Keyboar d
MaxMenory
MaxVcpu
Menory
Mouse
Name

Net wor ks
NodeNum

NodeNunst ar t

restore

100

| file:/ OVS/ Repositories/odarepol/ Vi
rtual Machi nes/ viml_odar epol/ System i
my, xvda, W | file:/OVS/ Repositories/o
darepol/ Vi rt ual Machi nes/ viL_odar epo
1/u0l. i ng, xvdb, W

XEN_PWM

online

fal se

fal se

en-us

3000

4

4096

OS_DEFAULT

viil_odar epol

| mac=00: 21: F6: 00: 00: E4|

0
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(03] : a_5

Privatel P : None

Processor Cap : 100

RepoNane : odar epol

State : Oline

Tenpl at eNane : otm _sanpl el_odarepol
Vepu : 4

cpupool : twocpu

vncport : 5901

12.8.3 Creating a Virtual Machine

Create a virtual machine by cloning an imported template, cloning an assembly that
contains configured virtual machines, or cloning an existing virtual machine.

A virtual machine is a software emulation of a computer system that is granted virtual
resources, and can be started, stopped, and restarted independently.

When you clone a template, the template is imported as an archive, unpacked, and
stored as a virtual machine configuration file with disk images. The disk images are
cloned to create a new instance in the form of a virtual machine.

Instead of creating a complete clone of a template or assembly, you can create a snap
clone, which contains only the metadata defined for the virtual machine.

12.8.4 Configuring a Virtual Machine

ORACLE

Use the oakcli configure vmcommand to configure a virtual machine on Oracle
Database Appliance Virtualized Platform.

Include a - pref node clause, to identify the node where you want the virtual machine to
run by default and a - f ai | over clause to indicate if you want the virtual machine to use
the other node when the preferred node is not available (either at startup or while
already active).

If you reconfigure a virtual machine that is currently running, then your changes do not
take effect until you stop and restart the virtual machine.

Table 12-1 Parameters Available for Configuring a Virtual Machine
|

Parameter Description

-vepu 2 Sets two (2) as the number of CPUs to be assigned to the virtual
machine when started

-cpuprio 150 Sets the CPU access priority to 150

-cpucap 20 Sets the maximum percentage of a CPU's capacity that will be
assigned to the virtual machine to 20%

-menory 1G Sets the amount of memory assigned when the virtual machine
starts to 1 GB

- cpupool i npool Specifies | i npool as the CPU pool to be assigned to the virtual
machine

-keyboard en-us Defines the keyboard type used to access the virtual machine as
en- us

-mouse USB_MOUSE Defines the mouse type used to access the virtual machine as a
USB mouse
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These values will override values assigned to these same parameters in the virtual
machine template from which this virtual machine was derived. The virtual machine
will use default values for parameters that are not defined in either the parent template
or in a configuration command.

# Note:

CPU capacity is controlled by the CPU pool assigned to a virtual machine by
either the - cpupool parameter or by the def aul t _unpi nned_pool (if the virtual
machine is not configured with a - cpupool parameter). Values for - vcpu and -
nmaxvcpu parameters that are larger than the number of CPUs in the assigned
CPU pool are ignored.

Use the oakcli confi gure command and parameters to configure the virtual machine:

# oakcli nodify vm vmame paraneters

Example 12-19 Example of Configuring a Virtual Machine
Set values for specific resources in the virtual machine named nyol 15u:
oakcli configure vm myol 5u

-vepu 2 -cpuprio 150 -cpucap 20 -menory 1G
- cpupool linpool -keyboard en-us -mouse USB_MOUSE

12.8.5 Starting and Stopping a Virtual Machine

Use the oakcli start vmcommand to start a virtual machine on Oracle Database
Appliance Virtualized Platform and use the oakcli stop vmcommand to stop a virtual
machine.

¢ Note:

If you reconfigure a virtual machine that is currently running, then your
changes will not be effective until you stop and restart the virtual machine.

12.8.6 Externally Configuring a Virtual Machine

ORACLE

You can initially configure your virtual machines externally without connecting to the
virtual machine console by using Oracle VM Guest Additions by passing key-value
pairs to the virtual machine.

Use the oakcli nodify vm-s command to pass parameters to the virtual machine:

# oakcli nodify vm vmane -s 'keyl:val uel; key2: val ue2..."

The following example has two value pairs:

oakcli modify vmvnol6u3 -s 'comoracle.linux. network. devi ce.
0: et hO; com oracl e. li nux. networKk. i paddr. 0: 192. 1. 2. 18'
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# Note:

e For more information about Oracle VM Guest Additions, see "Using the
Oracle VM Guest Additions" in the Oracle VM Utilities Guide for x86 at
http://docs.oracle.com/cd/E35328_01/E35333/html/vmutl-guestadd.html.

* Refer to the whitepaper Oracle Database Appliance: Automated Virtual
Machine Provisioning for more information.

Related Topics

e http://www.oracle.com/technetwork/database/database-appliance/overview/oda-
automatedvmprovisioning-2348232.pdf

12.8.7 Opening a Virtual Machine Console for a Virtual Machine

Use the oakcli show vintonsol e command to open a virtual machine console window for
an active virtual machine

If the console does not display correctly, then close the console, set the DI SPLAY
environment variable to an appropriate value for your monitor, and then rerun the
oakcli show vntonsol e command.

You can also configure your virtual machine (using oakcli nodi fy vmcommand with
the - s parameter) to allow access from the OAKCLI command line instead of a
graphical user interface (GUI) virtual machine console.

Use the oakcli show vntonsol e vm nane to open a console for a virtual machine.Open a
For example, use the following command to open a console for the virtual machine
named viil_odar epol:

oakcli show vntonsol e viml_odar epol

12.8.8 Creating an Image for a New Virtual Machine

Use the oakcli clone vmcommand to create an image for a new virtual machine on
Oracle Database Appliance Virtualized Platform.

By default, the image inherits the content and configuration information from the
template or from the virtual machine that you are cloning and resides in the same
repository as the source. Unless you are using local repositories for your virtual
machines, include the- node clause in the oakcli cl one command to identify the node
that should run the cloning process. To create a snap clone, which will only contain the
configuration metadata, include the - snap clause in the oakcli cl one command.

12.8.9 Setting Up a Virtual Machine for Access from ethO Using an IP

Address

ORACLE

Configure a network device (et h0) with an IP address for a virtual machine.

The following set of commands configures the virtual machine vnol 6u3 (which has
ovnd) with the IP address 192. 168. 16. 51 for the et h0 interface and sets the r oot
password.

12-26


http://docs.oracle.com/cd/E35328_01/E35333/html/vmutl-guestadd.html
http://www.oracle.com/technetwork/database/database-appliance/overview/oda-automatedvmprovisioning-2348232.pdf
http://www.oracle.com/technetwork/database/database-appliance/overview/oda-automatedvmprovisioning-2348232.pdf

Chapter 12
How to Manage Virtual Machines on Oracle Database Appliance Virtualized Platform

oakcli clone vmvnol 6u3 -vntenpl ate ol 6u3 -repo shrepo -node 0
oakcli rmodify vmvnol 6u3 -addnetwork privl

oakcli start vm vmol 6u3
oakcli modify vm vnol 6u3 -
oakcli modify vm vnol 6u3 -
oakcli modify vm vnol 6u3 -
oakcli modify vm vnol 6u3 -
oakcli modify vm vnol 6u3 -
oakcli modify vm vnol 6u3 -

"com oracl e.linux. network. devi ce. 0: et h0'

"com oracl e. linux. network. onboot . 0: yes'

"com oracl e. linux. network. boot proto. 0: static'
"comoracl e.linux.network.ipaddr.0:192. 168. 16. 51'
‘com oracl e. linux. network. net mask. 0: 255. 255. 255. 0'
‘com oracl e. linux.root - password: passwor d'

nu u unu unu unu n

12.8.10 Adding or Removing a Virtual Disk to or from a Virtual
Machine

Use the oakcli nodify vmcommand to add or remove a virtual disk (vdisk) from a
virtual machine.

Do not use the -at t achvdi sk or the - det achvdi sk option with the - addnet work, -
del et enetwork, or -s key:value pair parameters.

e To attach a virtual disk to a virtual machine, use the oakcli nodify vm vm name
command with the - at t achvdi sk clause that names the virtual disk.

oakcli rmodify vmvmnane -attachvdi sk vdi sk_name

* To detach a virtual disk from a virtual machine, use the oakcli modi fy vm vm nane
command with the - det achvdi sk clause that names the virtual disk.

oakcli nodify vmvmnane -detachvdi sk vdi sk_name

12.8.11 Removing a Virtual Machine from a Shared Repository

Use the oakcli del ete vmcommand to delete the virtual machine and reclaim its
storage and resources.

When you no longer have use for a particular virtual machine, delete the machine.
When deleting the machine, you can specify the Oracle Database Appliance node
from which you want to remove the virtual machine. If this optional parameter is not
included, then the virtual machine is removed from both nodes.

» Delete the virtual machine from Node 1.

For example, run the following command to delete the ovu22 virtual machine from
Node 1.

oakcli delete vmovu22 -server 1
» Delete the virtual machine from both nodes.

For example, run the following command to delete the ovu22 virtual machine from
both nodes.

oakcli delete vmovu22
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12.8.12 Performing a Live Migration for an Oracle Database Appliance
Virtual Machine

If your system meets requirements for live migration, then you can use the oakcl i
nm grat e vmcommand to migrate a virtual machine from the currently running node
to another node.

Live Migration refers to the process of moving a running virtual machine between
physical machines without disconnecting the client or application running in the virtual
machine. Memory, storage, and network connectivity of the virtual machine are
transferred from the original host machine to the destination.

You must meet the following requirements before performing a live migration:

*  The virtual machine must be on a shared repository and the repository must be
online on both nodes.

e The virtual machine must be running.

*  The destination host must have the required resources (memory, CPUs and so on)
for successful migration.

*  The destination host must have a CPU pool with the same name as the CPU pool
of the virtual machine that is being migrated.

Use the oakcli nigrate vm vmane command to migrate a virtual machine from the
currently running node to another node. vimane is the name of the virtual machine to be
migrated.

When you run this command, the virtual machine must be online and corresponding,
and the shared repository must be online on both nodes. If a virtual machine is in the
migration process, then OAKCLI will display the virtual machine state as M GRATI NG.

Example 12-20 Example of Migrating a Virtual Machine from the Currently
Running Node to Another Node

This example migrates a virtual machine named nmyvnt

# oakcli migrate vm nmyvnl

12.9 How to Create Driver Domain Virtual Machines

ORACLE

Use driver domain virtual machines to improve performance.

e About Driver Domain Virtual Machines (page 12-29)
Use driver domain virtual machines to improve performance by enabling guest
virtual machines (VMs) to use ODA_BASE instead of DonD to access virtual disks.

e Creating a Driver Domain Virtual Machine from a Template (page 12-30)
Create a driver domain virtual machine from a virtual machine template.

*  Converting a Virtual Machine to a Driver Domain Virtual Machine (page 12-31)
Convert a guest virtual machine to a driver domain virtual machine to improve
performance.

* Converting a Root Disk to a Driver Domain Disk (page 12-32)
Set up your guest virtual machine (guest VM) root disk as a driver domain and
create a new disk as the boot driver.
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12.9.1 About Driver Domain Virtual Machines

ORACLE

Use driver domain virtual machines to improve performance by enabling guest virtual
machines (VMs) to use ODA BASE instead of DonD to access virtual disks.

A driver domain is a user domain that has special privileges and responsibilities for a
particular piece of hardware. When you use the driver domain option, the newly
created virtual disks are mounted directly from ODA_BASE to a guest virtual machine. The
option improves I/O performance by enabling guest virtual machines to use CDA_BASE
instead of Don0 to access virtual disks.

The driver domain functionality applies to non-system disks. Once a virtual machine is
created in driver domain mode, any new vDisks are added in driver domain mode.
Newly created virtual disks are mounted directly from ODA_BASE to a guest virtual
machine. To determine if a virtual machine is configured in driver domain mode, use
the oakcli show vmvmname command. When the virtual machine is in driver mode, the
output for the DriverDomain attribute is TRUE.

The virtual disk and vm cf g files are stored in the following directories:

* DonD: /Repositories/vmrepo_nane/.ACFS/ snaps/vm nane/
Vi rt ual Machi nes/ vm nane

e ODA BASE: / app/ shar edrepo/ vm r epo_nane/ . ACFS/ snaps/ vm nane/
Vi rt ual Machi nes/ vm nane

The driver domain only works when you add virtual disks to a guest virtual
machine. When a virtual machine is in driver domain mode, the corresponding virtual
machine configuration file, vm cf g, has the following disk entries:

When -dri ver donai n is specified, the cloned virtual machine is configured with the
driver domain. The corresponding virtual machine configuration file, vm cf g, has the
following disk entries:

disk = [u' file:/OVS/ Repositories/repo5/.ACFS/ snaps/ vmi0/
Vi rt ual Machi nes/

vmL0/ Syst em i ng, xvda, w ,
u' file:/u0l/app/ sharedrepo/ repo5/. ACFS/ snaps/
vmLO/ Vi r t ual Machi nes/ vmi0/ u01. i ng, xvdb, w, oakDoml' ]

All disks, with the exception of the xvda boot disk, have the path from oakDont, that is
odabase.

The following guest operating systems are supported for driver domain virtual
machines:

e Oracle Linux with the latest Unbreakable Enterprise Kernel 2 (UEK2) or
Unbreakable Enterprise Kernel 3 (UEK3).

*  Microsoft Windows with Oracle VM Windows PV Driver 3.4.1. Oracle VM Windows
PV Driver 3.4.1 release is available for download on My Oracle Support as patch
number 23346086.

e Oracle Solaris 11.3 or higher x86.
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12.9.2 Creating a Driver Domain Virtual Machine from a Template

ORACLE

Create a driver domain virtual machine from a virtual machine template.

Several options are available to create, or import, a template that you will use to create
the clone. Determine the virtual machine template you want, the method to import the
template, and the naming convention for the template.

This example imports a virtual machine template from DonD and uses the template to
create a driver domain virtual machine. The virtual machine image is named

nyol 6u_t est myol 6u_ ol 5u7_vm al pha from the virtual machine template named

nyol 6u_15gb1 (OL5U7), which is stored in the shared repository named r epo2

(odar epol) on Node 0 in driver domain mode.

This example

1. Usethe oakcli inport vntenpl at e command to import a virtual machine
template and name the template.

For example, import virtual machine template OvM OL5U7_X86_64_PVM 10GB. t gz from
the / OVS directory in DonD into the odar epol shared repository on Node O in driver
domain mode and name the template file QL5U7.

oakcli inport vntenplate OL5U7 -files /OVS/ OVM OL5U7_X86_64_PVM 10GB.tgz -repo
odar epol

2. Usethe oakcli cl one vmcommand to create a clone that uses the driver
domain.

For example, create a virtual machine image named vnt_ol 5u7 from the virtual
machine template named 0L5U7, which is stored in the shared repository named
odarepol on Node 0O:

clone virtual machine
oakcli clone vmvnl_ol 5u7 -vntenplate OL5U7 -repo odarepol -node 0 -driverdomain

3. Runthe oakcli show vm command to confirm that the virtual machine is
configured in driver domain mode.

When the virtual machine is in driver mode, the output for the DriverDomain
attribute is TRUE.

oakcli show vm vm1_ol5u7

4. Usetheoakcli start vmcommand to start the virtual machine.
For example, start the virtual machine named vnt_ol 5u7 on Node O.
oakcli start vmvnl_ol 5u7 -node 0

Related Topics

o oakcli import vmtemplate (page 15-73)
Use the oakcli inport vntenpl ate command to import virtual machine templates.

e oakcli clone vm (page 15-62)
Use the oakcl i cl one vmcommand to create clones and snap clones of virtual
machines.

» oakcli show vm (page 15-68)
Use the oakcli show vmcommand to display information about virtual machines.
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oakcli start vm (page 15-69)
Use the oakcli start vmcommand to start a virtual machine on a node.

12.9.3 Converting a Virtual Machine to a Driver Domain Virtual

Machine

ORACLE

Convert a guest virtual machine to a driver domain virtual machine to improve
performance.

You can clone an existing virtual machine that uses Don0 to create a clone virtual
machine that uses the driver domain ODA BASE instead of Dom0O.

In this example, virtual machine vm-don0_ol 5u7 is on DomO and is not a driver domain
virtual machine. The example creates a clone virtual machine named vm-dd1_ol 5u7 that
uses the driver domain ODA BASE.

1.

Use the oakcl i st op command to shut down the virtual machine.

For example, stop the virtual machine named vm-donD_ol 5u7. Shutting down the
virtual machine ensures that there is consistent data from the virtual machine (vm)
and virtual disks (vdisks)

oakcli stop vmvn2_ol 5u7 -force
Detach the virtual disk (vdisk) from vm-donD_ol 5u7

Use the oakcl i cl one vmcommand to clone a new virtual machine from the
original.

Create a new virtual machine named vm-dd1_ol 5u7 from the original virtual machine
named vm-don0_ol 5u7. Use the - snap option to create a snapshot of the source
virtual machine. Because the original virtual machine is not a driver domain
machine, use the -force and - dri ver domai n options to create a clone virtual
machine that does use the driver domain.

oakcli clone vm vm—dd1_ol5u7 -vm vm—-domO_ol5u7 -snap -force -driverdomain

Attach the virtual disk (vdisk) that you detached from the source virtual machine in
Step 2 to the new driver domain virtual machine.

Attaching the vdisk ensures that the vm.cfg has the disk information with the driver
domain feature.

Verify that oakDontis the vdisk in the new vm cf g.

Run the oakcl i show vmto confirm that the newly created virtual machine is
configured in driver domain mode.

When the virtual machine, vm-dd1_ol 5u7, is in driver domain mode, the output for
the DriverDomain attribute is TRUE .

oakcli show vm vm—-dd1_ol5u7
Use the oakcl i start vmcommand to start the virtual machine.
For example, start the virtual machine named vm-dd1_ol 5u7 on Node 0.

oakcli start vmvm-ddl_ol 5u7 -node 0
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Related Topics

» oakcli stop command (page 15-49)
Use the oakcli stop command to stop a virtual machine, to stop a shared
repository on a node, or to stop ODA_BASE on the local node.

e oakcli clone vm (page 15-62)
Use the oakcl i cl one vmcommand to create clones and snap clones of virtual
machines.

e oakcli show vm (page 15-68)
Use the oakcli show vmcommand to display information about virtual machines.

e oakcli start vm (page 15-69)
Use the oakcli start vmcommand to start a virtual machine on a node.

12.9.4 Converting a Root Disk to a Driver Domain Disk

ORACLE

Set up your guest virtual machine (guest VM) root disk as a driver domain and create
a new disk as the boot driver.

This example clones an existing guest virtual machine as a driver domain guest VM
and then uses the OL6U7_x86_64_PVHVMtemplate to create a guest VM and create a new
disk for the boot driver.

Using the driver domain improves the guest VM disk IO performance; however, the
driver domain is not applicable for a guest VM virtual disk that is a boot disk. Because
the boot disk is generally the root disk, you must create a new disk to be the boot
driver.

You can create a guest virtual machine by cloning an existing guest, or use one of the
templates, such as OL6U7_x86_64 PVHVMor OvVM OL5U7_X86_64 PVM 10GB. t gz, that are
available in the / OvS directory in DomoO.

Using driver domains requires at least Oracle Database Appliance version 12.1.2.7.0.
In this example, the following is the layout of disks in the original OL6U7 virtual machine:

- boot/root disk '/dev/xvda' (echo -e "p" | fdisk /dev/xvda):
Device Boot Start End Blocks 1d System

/dev/xvdal * 2 503 514048 83 Linux

/dev/xvda2 504 11264 11019264 83 Li nux

/ dev/ xvda3 11265 15360 4194304 82 Linux swap / Solaris

- u01 disk '/dev/xvdb' (echo -e "p" | fdisk /dev/xvdb):
Device Boot Start End Bl ocks 1d System

/dev/xvdbl 1 13054 104856223+ 83 Li nux

The /etc/ fstab is as follows:

# cat /etc/fstab

UUl D=b072e1e9- 05a9- 4544- a4dd- b15bad49cea2f / ext4 defaults 1 1

UU D=301e09e2- 78e4- 47d6- b501- d4f 1098b419d /boot ext4 defaults 1 2
UUI D=39e5a125- a1d8- 48f 4- 9e81- f 9e89b4dd51b swap swap defaults 0 0
tnpfs /dev/shmtnpfs defaults 0 0

devpts /dev/pts devpts gid=5, mode=620 0 0

sysfs /sys sysfs defaults 0 0

proc /proc proc defaults 0 O

UUI D=770078eb- c083- 4d52- 81bf - e026ab3f 3fa7 /u0l ext4 defaults 1 2

The df -his as follows:
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-h

Filesystem Size Used Avail Use% Mounted on
/ dev/ xvda2 11G 814M 8.9G 9%

[tmpfs 3.9G 0 3.9G 0%/ dev/ shm

/ dev/ xvdal 479M 51M 399M 12% / boot

I dev/ xvdbl 92G 55G 33G 63%/u01

1.

Clone a guest VM as a driver domain guest VM.
You can use one of the following commands to clone a virtual machine:

e oakcli clone vmvmnane -vntenpl ate tenpl ate_name -repo repo_nane [-node
0| 1] [-driverdonain]

e oakcli clone vmvmnane -vntenplate src_vntenpl _name -snap [-driverdonain]

* oakcli clone vmvmnane -vmsrc_vmnanme -snap [-force] [-driverdomain]

" Note:

You must stop the virtual machine before taking a snapshot.

For example, create a driver domain guest VM named OL6U7 from the
OL6U7_x86_64_PVHVMsource VM template. Use the - snap option to designate that
you want to create a snapshot of the source virtual machine and the —dri ver domai n
option to indicate that the new virtual machine will use the driver domain.

oakcli clone vm OL6U7 -vm OL6U7_x86_64_PVHVM -snap -driverdomain
Create a new boot virtual disk.

dd if=/dev/zero of =/ u0l1/ app/ sharedrepo/ repo name/.ACFS/ snaps/ vm nane/
Virtual Machi nes/vm nane/virtual diskfile name.ing ofl ag=direct count=0 bs=1M
seek=new size in M8

For example, create a 500 MB boot virtual disk named newboot for the OL6U7 virtual
machine that is in the odar epol repository:

# dd if=/dev/zero of =/ u0l/ app/ sharedrepo/ odar epol/. ACFS/ snaps/ OL6U7/
Vi rtual Machi nes/ OL6U7/ newboot . i ng of | ag=di rect count=0 bs=1M seek=500

Edit the vm cf g file to attach the new boot disk to your guest VM.
a. Navigate to the vm cf g file.

[ u01/ app/ shar edr epo/ vm r epo/ . ACFS/ snaps/ vm name/ Vi r t ual Machi nes/ vm nane/
vm cf g

For example, the OL6U7 virtual machine is in the odar epol repository:

/u01/ app/ shar edr epo/ odar epol/ . ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/ OL6U7/ vm cf g
b. Add the new disk entry on the disk parameter.

disk = ["file:virtual disk file path,virtual device,r/w option']

For example, add the newboot virtual disk for the OL6U7 virtual machine, which

is in the odar epol repository.

disk =
[u file:/OVSI Repositories/odarepol/. ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/
OL6U7/ 15f 96d92a66c4b808035116ab6348d0d. i gy, xvda, W ,
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u' file:/u0l/ app/ sharedrepo/ odarepol/ . ACFS/ snaps/ oakvdk_ol 6u7_u01/
Virtual Di sks/ oakvdk_ol 6u7_u01, xvdb, w, oakDont' ,

u' file:/u0l/ app/ sharedrepo/ odarepol/ . ACFS/ snaps/ oakvdk_ol 6u7_hoot dsk/
Virtual Di sks/ oakvdk_ol 6u7_boot dsk, xvdc, w, oakDont' ]

(..0)

The following example shows the newboot virtual disk:

disk =

[u file:/OVSI Repositories/odarepol/. ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/
OL6U7/ 15f 96d92266c4b808035116ab6348d0d. i g, xvda, W ,

u' file:/u0l/ app/ sharedrepo/ odarepol/. ACFS/ snaps/ oakvdk_ol 6u7_u01/

Virtual Di sks/ oakvdk_ol 6u7_u01, xvdb, w, oakDont" ,

u' file:/OVS/ Repositories/odarepol/ . ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/ OL6U7/
newboot . i mg, xvdc, W |

(..2)
Stop and restart your guest VM.

oakcli stop vmvm name
oakcli start vmvm name

For example, stop and restart the OL6U7 guest.

oakcli stop vm OL6U7oakcli start vm OL6U7

The new disks are available to the guest VM after the restart.
Create a disk partition on the new boot driver.
A new empty virtual disk appears as an / dev/ xvdc device.

# dmesg | grep xvdc

bl kfront: xvdc: flush diskcache: enabled; persistent grants: enabled; indirect
descriptors: enabl ed,;

xvdc: unknown partition table

Use the f di sk command to partition the disk and make the partition bootable.

echo -e "nm\inp\nl\n\n\nt\n83\na\nl\ nw' | fdisk /dev/xvdc
Devi ce Boot Start End Blocks Id System
/ dev/ xvdcl * 1 63 506016 83 Linux

Format the new boot disk partition / dev/ xvdc1.
mkfs. ext4 /dev/xvdcl
Setup and mount the new boot disk partition and get the single blockiD.

nkdir /virtual diskfile namemount /dev/xvdcl /virtual diskfile name

a. Setup and mount the new boot disk.

nkdir /virtual diskfile namemount /dev/xvdcl /virtual diskfile name

For example, make a directory and mount the newboot boot disk:
mkdi r / newboot nount /dev/xvdcl /newboot
b. Get the single blockID.

# bl kid /dev/xvdcl/ dev/ xvdcl: UU D="3d7al77b- 0f a0- 4212- 9cOc- c5554bb1817a"
TYPE="ext 4"

Copy the original boot content to the new boot disk.
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cp -dpR /boot/* /virtual diskfile nane

For example, for the disk named newboot :
cp -dpR /boot/* /newboot
Make the new boot partition the active boot partition

umount /virtual diskfile nameumount /boot mount /dev/xvdcl /boot

umount / newboot unount /boot mount / dev/xvdcl /boot

Setup Grub in the new boot disk.

Use the gr ub or gr ub2 command, where / dev/ xvdc is the new boot disk device.
* If you are using Oracle Linux 6U7, use grub:

# grub

grub> device (hd0) /dev/xvdc
grub> root (hdo,0)

grub> setup (hd0)

» If you are using Oracle Linux 7u2, use grub2:

# grub2-nkconfig -o /boot/grub2/grub.cfg
# grub2-install /dev/xvdc

The following example uses grub:

# grub

Probi ng devices to guess BIOS drives. This may take a long tine.

G\U GRUB version 0.97 (640K | ower / 3072K upper nenory)

[ Mnimal BASH-like line editing is supported. For the first word, TAB
lists possible command conpl etions. Anywhere else TAB |ists the possible
conpl etions of a device/filenane.]

grub> device (hd0) /dev/xvdc

device (hd0) /dev/xvdc

grub> root (hdo,0)

root (hdo, 0)

Filesystemtype is ext2fs, partition type 0x83

grub> setup (hd0)

setup (hd0)

Checking if "/boot/grub/stagel” exists... no

Checking if "/grub/stagel” exists... yes

Checking if "/grub/stage2" exists... yes

Checking if "/grub/e2fs_stagel 5" exists... yes

Running "embed /grub/e2fs_stagel 5 (hd0)"... 27 sectors are enbedded
succeeded

Running "install /grub/stagel (hd0) (hd0)1+27 p (hd0,0)/grub/stage2 /grub/
grub.conf"... succeeded

Done.

grub> quit

qui t

The following example uses grub2:

# grub2-nkconfig -o /boot/grub2/grub.cfg

Generating grub configuration file ..

Found |inux imge: /boot/vminuz-3.10.0-327.3.1. el 7.x86_64

Found initrd image: /boot/initranfs-3.10.0-327.3.1.el7.x86_64.ing

Found |inux imge: /boot/vninuz-3.8.13-118.2. 1. el 7Tuek. x86_64

Found initrd image: /boot/initranfs-3.8.13-118.2. 1. el 7Tuek.x86_64.iny

Found |inux imge: /boot/vn inuz-0-rescue-8f9df 86c6d4c4640a01315a3aa93790e
Found initrd image: /boot/initranfs-0-
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rescue- 8f 9df 86c6d4c4640a01315a3aa93790e. i ny
done

# grub2-install /dev/xvdc
Installing for i386-pc platform
Installation finished.

No error reported.

Edit / et ¢/ f st ab with the new boot device.

UUl D=b072e1e9- 05a9- 4544- a4dd- b15ba49cea2f |/ ext4 defaults 1 1

#UUI D=301e09e2- 78e4- 47d6- b501- d4f 1098b419d / boot ext4 defaults 1 2 <<---
Original boot device

UUl D=3d7al177b- Of a0- 4212- 9c0c- c5554bb1817a /boot ext4 defaults 1 2

UUI D=39e5a125- a1d8- 48f 4- 9e81- f 9e89b4dd51b swap swap defaults 0 0
tnpfs /dev/shmtnpfs defaults 0 O

devpts /dev/pts devpts gid=5, mode=620 0 0

sysfs /sys sysfs defaults 0 0

proc /proc proc defaults 0 0

UUI D=770078eb- c083- 4d52- 81bf - e026ab3f 3fa7 /u0l ext4 defaults 1 2

Edit the vm cf g file and make the new boot virtual disk the first disk on the list.

" Note:

The driver domain device use the following root path / u01/ app/
shar edr epo. The boot disk root path is / OVS/ Reposi t ori es.

The entries in the disk section of the vm cf g file will look something like the
following:

u' file:/OVS/ Repositories/rcrepo/.ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/

OL6U7/ 15f 96d92a66c4b808035116ab6348d0d. i g, xvda, W ,

<<-- original boot/root disk

u' file:/u0l/ app/ sharedrepo/rcrepo/ . ACFS/ snaps/ oakvdk_ol 6u7_u01/ Vi rt ual Di sks/
oakvdk_ol 6u7_u01, xvdb, w, oakDont" ,

<<-- original u0l disku' file:/QOVS/ Repositories/rcrepo/.ACFS/ snaps/ OL6U7/

Vi rtual Machi nes/ OL6U7/ newboot . i ng, xvdc, wW

<<-- new boot disk

Move the new boot virtual disk, newboot , to the first disk on the list.

u'file:/OvVSI Repositories/rcrepo/.ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/ OL6U7/
newboot . i mg, xvda, W

<<-- new boot disk

u' file:/u0l/ app/ sharedrepol/rcrepo/ . ACFS/ snaps/ OL6U7/ Vi r t ual Machi nes/
0L6U7/ 15f 96d92a66c4h808035116ab6348d0d. i my, xvdb, w, oakDonll

<<-- original boot/root disku'file:/u0l/app/sharedrepo/rcrepo/.ACFS/ snaps/
oakvdk_ol 6u7_u01/ Vi rtual Di sks/ oakvdk_ol 6u7_u01, xvdc, w, oakDont'

<<-original u0l disk

The new boot device (xvdc) becomes the first device (not driver domain) and xvda
is the second domain driver device.

The following is an example of the vm cf g before the edit:
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# cat vmcfg

vif = ['type=netfront, bridge=netl']
nane = ' OL6UT

extra = ' NODENAVE=OL6UT

bui | der = " hvni

cpus =

' 24, 25, 9,40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50

a1 ®
o w

vepus =
menory = 8192

cpu_cap =0

vnc =1

serial = 'pty'

disk =

[u file:/OVSI Repositories/rcrepo/.ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/

OL6U7/ 15f 96d92a66c4b808035116ab6348d0d. i my, xvda, w ,

u' file:/u0l/ app/ sharedrepolrcrepo/ . ACFS/ snaps/ oakvdk_ol 6u7_u01/ Vi rt ual Di sks/
oakvdk_ol 6u7_u01, xvdb, w, oakDont' ,

u'file:/OvVSI Repositories/rcrepo/.ACFS/ snaps/ OL6U7/ Vi rt ual Machi nes/ OL6U7/
newboot . i mg, xvdc, W ]

maxvepus = 2

maxmem = 8192

The following is an example of the vm cf g after the edit, where the new boot device
(xvdc) is the first device and xvda is the driver domain device:

# cat vmcfg

vif = ["type=netfront,bridge=netl']

nane = ' OL6UT

extra = ' NODENAME=CL6UT'

bui | der = "hvni

cpus =

' 24,25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50
, 51,52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 6
vepus = 2

menory = 8192

cpu_cap = 0

vnc = 1

serial = 'pty'

di sk =[

[u'file:/OVSI Repositories/rcrepo/.ACFS/ snaps/ CL6U7/ Vi rtual Machi nes/ OL6U7/
newboot . i mg, xvda, W ,

u' file:/u0l/ app/ sharedrepo/u' file:/u0l/app/sharedrepolrcrepo/. ACFS/ snaps/
oakvdk_ol 6u7_u01/ Vi rt ual Di sks/ oakvdk_ol 6u7_u01, xvdc, w, oakDont' ]

maxvepus = 2

maxnem = 8192

Stop and restart the guest VM

oakcli stop vmvm name
oakcli start vmvm name

oakcli stop vm OL6U7
oakcli start vm QL6U7

Check the layout of the new disks.
The layout should be similar to the following:

# df -h
Fi |l esystem Size Used Avail Use% Mounted on/ dev/ xvdb2 11G 814M 8. 9G 9%/
tnpfs 3.9G 0 3.9G 0%/ dev/ shm

12-37



ORACLE

15.

Chapter 12
How to Create Driver Domain Virtual Machines

/ dev/ xvdal 471M 51M 391M 12% / boot
/ dev/ xvdcl 92G 55G 33G 63% / u01

The swap device is how under the driver domain: / dev/ xvdb

# swapon -s
Fi | ename Type Size Used Priority
[ dev/ xvdb3 partition 4194300 0 -1

(Optional) Synchronize the oakcli virtual machine inventory with the vm cf g file.

When you edit the vm cf g file, the oakcli show vm vm nane output displays incorrect
information about the disk. You can create a temporary duplicate (snapshot) of the
virtual machine to fix the output.

oakcli stop vmvm name

oakcli clone vmtnp_vmname -vmvmnanme -snap -driverdomain
oakcli delete vmvm nane

oakcli clone vmvmname -vmtnp_vm nanme -snap -driverdomain
oakcli delete vmtnp_vm nane

# Note:

Stop the virtual machine before taking a snapshot.

For example, create a temporary clone called t np_0L6U7 of the virtual machine
OL6U7 using the - snap and - dri ver donai n options. Delete the virtual machine
OL6U7, and then use the temporary clone to create a new clone. Delete the
temporary virtual machine.

oakcli stop vm OL6U7

oakcli clone vmtnp_OL6U7 -vm OL6U7 -snap -driverdomain
oakcli delete vm OL6U7

oakcli clone vm OL6U7 -vm tnp_OL6U7 -snap -driverdomain
oakcli delete vmtnp_OL6U7

# Note:

The oakcl i cl one vmcommand creates a duplicate (snapshot) of the
VDisks that are attached to the guest VM. Use the oakcl i del ete
vdi sk command to remove the orphan VDisks.

Run the oakcli show vm vm nane command to verify that the oakcli virtual machine
inventory is in sync with the vm cf g file.

# oakcli show vm QL6U7

The Resource is : OL6U7

AutoStart : restore

CPUPriority : 100

Disks : |file:/OVSI Repositories/rcrepol.ACF
S/ snaps/ OL6U7/ Vi rt ual Machi nes/ OL6U7
/ newboot . i ngy, xvda, W | file:/u0l/ app/
shar edr epo/ rcrepo/ . ACFS/ snaps/ OL6U7
/' Vi rtual Machi nes/ OL6U7/ 15f 96d92a66¢
4b808035116ah6348d0d. i ng, xvdb, w, oak
Dor|
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Domai n : XEN_PVM

DriverDonmain : True
ExpectedState : offline
Fai | Over : false

| sSharedRepo : true

Keyboard : en-us

MaxMermory @ 8192M

MaxVepu @ 2

Menory © 8192M

Mouse : OS_DEFAULT

Nanme : OL6U7

Networks : |type=netfront, bridge=net]|
NodeNuntart : 0

oS A5

Pref NodeNum : 0

Privatel P : None

ProcessorCap : 0

RepoNane : rcrepo

State : Ofline

Tenpl ateNane : tnp_OL6U7

VDi sks : | oakvdk_snap_3_ol 6u7_u01_rcrepo|
Vepu @ 2

cpupool : defaul t-unpi nned- pool

12.10 How to Manage High Availability on Oracle Database
Appliance Virtualized Platform

ORACLE

Use the oakcli configure vmcommand to configure high availability services for your
virtual machines.

A system that is highly available is designed to provide uninterrupted computing
services during essential time periods, during most hours of the day, and during most
days of the week throughout the year. Reliability, recoverability, timely error detection,
and continuous operations are primary characteristics of a highly available solution.
Two essential parts of high availability are automatic restart and failover.

Unless you are using local repositories, you can set high availability options for your
virtual machines. High availability options identify the node where the virtual machine
should be started by default and whether the virtual machine should be failed over to
the other node. Failover can occur if the node where the virtual machine is already
running fails or if the preferred node is not available when the virtual machines attempt
to start.

Configuring Automatic Restart for High Availability

A virtual machine automatically restarts after a hardware or software failure or
whenever your database host computer restarts. Use the oakcli configure vm
command to start a virtual machine on a preferred node by using the- pr ef node option.

Configuring Failover for High Availability

Configuring failover provides high availability by enabling a virtual machine to restart
on the other node after an unplanned failure, without requiring manual intervention.
Use the command oakcli configure vmwith the -fail over option to configure fail over
from one node to another.
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12.11 How to Manage CPU Pools on Oracle Database
Appliance Virtualized Platform

These topics describe how to use OAKCLI to create and manage CPU pools on
Oracle Database Appliance Virtualized Platform.

»  About Managing CPU Pools for Resource Allocation (page 12-40)
Use CPU pools to cage and manage resource allocations to workloads for virtual
machines on Oracle Database Appliance Virtualized Platforms.

e About Over-Subscribed CPU Pools (page 12-41)
Configure virtual machines so that they do not subscribe to more CPU resources
than the resources available in CPU pools.

» Creating a New CPU Pool on Oracle Database Appliance Virtualized Platform
Nodes (page 12-41)
Use the command oakcl i create cpupool to create a CPU pool.

»  Showing the CPU Pools Configured on Oracle Database Appliance Virtualized
Platform Nodes (page 12-42)
Use the command oakcl i show cpupool command to display the CPUs
assigned to each defined CPU pool.

e Changing the Number of CPUs Assigned to a CPU Pool on Oracle Database
Appliance Virtualized Platform Nodes (page 12-42)
Use the oakcl i confi gure cpupool command to change the number of
CPUs assigned to a CPU pool.

*  Assigning a Virtual Machine to a CPU Pool on Oracle Database Appliance
Virtualized Platform (page 12-42)
Use the command oakcl i confi gure vmto assign a virtual machine to a CPU
pool.

12.11.1 About Managing CPU Pools for Resource Allocation

ORACLE

Use CPU pools to cage and manage resource allocations to workloads for virtual
machines on Oracle Database Appliance Virtualized Platforms.

Workloads are isolated by creating CPU pools and assigning (pinning) virtual
machines to a specific CPU pool. When you pin a virtual machine to a CPU pool, you
ensure that the virtual machine uses CPUs in only that CPU pool.

When you initially configure Oracle Database Appliance Virtualized Platform, a default-
unpinned-pool is created on each node. The size of this pool depends on the hardware
model.

When you create the ODA_BASE domain, a new CPU pool is created on both nodes.
The pool is named odaBaseCpuPool . The CPUs required for this pool are removed from
the default-unpinned-pool. ODA_BASE is the only domain allowed to use the CPUs in
the odaBaseCpuPool . When you start other virtual machines, the virtual machines run on
CPUs that are left in the default-unpinned-pool, effectively removing ODA_BASE from
the work being done by other virtual machines.

You can also cage groups of virtual machines by creating additional CPU pools. These
additional pools enable you to pin a virtual machine, or a set of virtual machines, to its
own CPU pool. Virtual machines running in a specific CPU pool do not share CPU
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cycles with virtual machines running in other CPU pools. Define as many CPU pools
as you want, up to the number of available CPUs on your system.

If your application requirements change over time, then Oracle recommends that you
resize, add, or drop CPU pools as needed to make the best use of your resources.
You may also want to resize ODA_BASE. However, if you want to resize ODA_BASE,
then you must use a special command that also updates your Oracle Database
Appliance Virtualized Platform license.

Example 12-21 Example of Showing CPU Pools on a Node

A CPU pool can have a different size on each node (except for the odaBaseCpuPool ), as
shown by the following oakcli show cpupool commands, one for each node:

oakcli show cpupool -node 0

Pool Cpu Li st

def aul t - unpi nned- pool [14, 15, 16, 17, 18, 19, 20, 2
1, 22, 23]

t wocpu [12, 13]
odaBaseCpuPool [0, 1, 2, 3, 4,5 6, 7, 8, 9,

10, 11]

oakcli show cpupool -node 1
Pool Cpu Li st
def aul t - unpi nned- pool [12, 13, 14, 15, 16, 17, 18, 1
9, 20, 21, 22, 23]
odaBaseCpuPool [0, 1, 2, 3, 4,5 6, 7, 8 9,
10, 11]

12.11.2 About Over-Subscribed CPU Pools

Configure virtual machines so that they do not subscribe to more CPU resources than
the resources available in CPU pools.

A CPU resource can belong to one, and only one, CPU pool. You can assign multiple
virtual machines to a CPU pool. A CPU pool becomes oversubscribed when the virtual
machines that are active in the pool require more CPUs than you configured for the
pool. For example, if a CPU pool has four CPUs, then you can start two virtual
machines that are defined to use four CPUs each. In this case, the CPU pool is
oversubscribed, because each of the four CPUs is supporting two virtual machines.

If you stop one of those virtual machines, but start another one that requires two
CPUgs, then the CPU pool is still oversubscribed. This is because two of the CPUs are
supporting both virtual machines. When oversubscribing a CPU pool, assess the
performance of the virtual machines in that pool. Reassign one or more virtual
machines to a different CPU pool if sharing an oversubscribed pool degrades
performance to unacceptable levels.

12.11.3 Creating a New CPU Pool on Oracle Database Appliance
Virtualized Platform Nodes

Use the command oakcl i create cpupool to create a CPU pool.

Manage resource use by creating CPU pools, and then assign these resources to
virtual machines.
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Example 12-22 Example of Creating a New CPU Pool on Oracle Database
Appliance Virtualized Platform Nodes

This example creates a CPU pool named wi npool that is allocated 4 CPUs on Node 0:

oakcli create cpupool winpool -nunmcpu 4 -node 0

12.11.4 Showing the CPU Pools Configured on Oracle Database
Appliance Virtualized Platform Nodes

Use the command oakcl i show cpupool command to display the CPUs assigned
to each defined CPU pool.

You can use oakcl i show cpupool to display any virtual machines assigned to
each CPU pool.

Example 12-23 Example of Showing CPUs Assigned to Defined CPU Pools on
Oracle Database Appliance Virtualized Platform Nodes

This oakcl i show cpupool example shows the CPUs assigned to each defined
CPU pool on Node 0:

oakcli show cpupool -node 0

12.11.5 Changing the Number of CPUs Assigned to a CPU Pool on
Oracle Database Appliance Virtualized Platform Nodes

Use the oakcl i configure cpupool command to change the number of CPUs
assigned to a CPU pool.

An Oracle VM Server can belong to only one virtual pool. However, you can change
the resources allocated to a virtual pool to increase the CPU resources available to the
virtual machine.

Example 12-24 Example of Changing the Number of CPUs Assigned to a CPU
Pool on Oracle Database Appliance Virtualized Platform Nodes

This oakcl i confi gure cpupool example changes the number of CPUs assigned
to the CPU pool named i npool on Node 1. After the command runs, the new number
of CPU resources assigned to the CPU are six.

oakcli configure cpupool Iinpool -nuntpu 6 -node 1

12.11.6 Assigning a Virtual Machine to a CPU Pool on Oracle
Database Appliance Virtualized Platform

ORACLE

Use the command oakcl i confi gure vmto assign a virtual machine to a CPU
pool.

Review the availability of CPU pools on nodes as part of your placement policy for
virtual machines on Oracle Database Appliance Virtualized Platforms.

If your virtual machine is assigned to a specific CPU pool, and the virtual machine is
allowed to fail over, then the virtual machine attempts to use the same CPU pool on
the secondary node. If the CPU pool exists on the other node, but the CPU pool is a
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different size, then the performance of your virtual machine can be affected when it
runs on the secondary node. If the assigned CPU pool does not exist on the
secondary node, then the virtual machine cannot fail over.

¢ Note:

Do not manage odaBaseCpuPool by using oakcl i cpupool commands.
Instead, use commands that configure ODA_BASE, as discussed in "How to
Resize ODA_BASE."

Example 12-25 Example of Assigning a Virtual Machine to a CPU Pool on
Oracle Database Appliance Virtualized Platform

This oakcl i confi gure vmexample pins the virtual machine named wi ntest to the
CPU pool named wi npool :

oakcli configure vmw ntest -cpupool w npool
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KVM Virtualization

Review the concepts and procedures for Oracle Database Appliance Virtualized
Platform.

e About KVM Virtualization (page 13-1)
KVM virtualization uses a kernel-based virtual machine (KVM) to create a
virtualized environment for your Linux applications.

13.1 About KVM Virtualization

ORACLE

KVM virtualization uses a kernel-based virtual machine (KVM) to create a virtualized
environment for your Linux applications.

Beginning with Oracle Database Appliance 12.1.2.11.0, the required RPMs are
included in the Oracle Database Appliance patch bundle. When you upgrade to Oracle
Database Appliance 12.1.2.12.0 or later, the Oracle Linux KVM hypervisor is installed
as part of the Oracle Linux kernel and uses CPU extensions (HVM) for virtualization.
The Linux KVM is a Type Il hypervisor, which means that it is one layer above the
operating system. When you run your Linux applications in a virtualized environment,
you can isolate your database from your applications. One of the advantages to
isolating the applications is that you can update your Oracle Database without
impacting the applications, which enables you to deploy both the database and
application on the same system to create a Solution-in-a-Box.

The following are limitations with using KVM:

e All virtual machines (VM), or guests, are Oracle Linux operating systems and only
Linux applications are supported in the KVM.

* You cannot deploy an Oracle Database in the KVM. Oracle Databases must run
on the base Oracle Linux operating system.

*  KVM on Oracle Linux does not support hard partitioning. This means that all
enabled cores/sockets on Oracle Database Appliance are licensed for databases
and applications running on the appliance using the appropriate licensing metric
for the database edition and application. Using KVM does not limit licensing,
capacity on demand for Oracle Database Appliance still applies.

¢ See Also:

For more about Oracle Linux KVM on Oracle Database Appliance, see the
KVM series in the Oracle Database Appliance blog at https://
blogs.oracle.com/oda/kvm.
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Oracle Database Appliance Command-
Line Interface

ORACLE

The command-line interface has different classes of tools to manage Oracle Database
Appliance.

About Oracle Database Appliance Command-Line Interface (page 14-2)
Three classes of tools are available to perform deployment, lifecycle management,
and system administration on Oracle Database Appliance.

Managing ODACLI Privileges and Security with SUDO (page 14-5)

Oracle Appliance Manager command-line utility requires r oot system privileges for
most administration actions. You may want to use SUDO as part of your system
auditing and security policy.

Configure Command (page 14-7)
Use the confi gure and updat e commands to configure the appliance.

odacli Apply Patch and Update Commands (page 14-9)
Use the commands odacl i update and apply pat ch to apply patches and update
the appliance.

odacli Appliance Commands (page 14-20)
Use the odacli appl i ance commands to perform lifecycle activities for the
appliance.

odacli Backup and Recovery Commands (page 14-22)
Use the odacli backup and recover commands to backup to and restore from
Oracle Cloud Infrastructure Object Storage or disk.

odacli CPU Core Commands (page 14-39)
Use the CPU Core commands to enable CPU cores and display current and
historical CPU core configurations.

odacli Database Commands (page 14-42)
Use the odacli dat abase commands to perform database lifecycle operations.

odacli DBHome Commands (page 14-51)
Use the odacli DBHome commands to manage database Home operations.

odacli Database Storage Commands (page 14-55)
Use the Database Storage commands to list, describe, create, and delete Oracle
database storage.

odacli Job Commands (page 14-59)
Use the odacli list-jobs and odacli describe-job commands to display job
details.

odacli Network Commands (page 14-62)
Use the odacli network commands to list and describe network interfaces.

odacli Oracle Auto Service Request Commands (page 14-66)
Use the Oracle Auto Service Request (Oracle ASR) commands to configure,
update, test, and delete Oracle ASR on the system.
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* odacli OS Commands (page 14-72)
Use the odacli 0S5 commands to list and update operating system (OS)
parameters.

e odacli validate-storagetopology (page 14-74)
Use the odacli vali dat e- st or aget opol ogy command to check the cable
connections between the system controllers and the storage shelf, as well as the
cable connection to the storage expansion shelf (if one is installed).

e odaadmcli Hardware Monitoring Commands (page 14-74)
Use the hardwar e nonitori ng commands to display hardware configurations.

e odaadmcli Storage Commands (page 14-79)
Use the odaadntli storage commands to perform storage diagnostics.

e odaadmcli VLAN Management Commands (page 14-89)
Use the odaadmcli VLAN commands to list and manage virtual local area
networks (VLANS) for Oracle Database Appliance bare metal platform.

» odacli-adm set-credential (page 14-92)
Use the odacl i - adm set - credent i al command to change the oda- adni n user
credentials.

14.1 About Oracle Database Appliance Command-Line

Interface

ORACLE

Three classes of tools are available to perform deployment, lifecycle management,
and system administration on Oracle Database Appliance.

The command-line interface (CLI) is an alternative to Oracle Database Appliance Web
Console for some appliance configuration and patching tasks, database management,
and job activity.

Oracle Database Appliance uses a role-based command-line interface. Use the odacl i
commands to perform lifecycle management tasks and the odaadncli commands to
perform storage and hardware monitoring maintenance. Many tasks related to
managing Oracle Databases are also required with databases on Oracle Database
Appliance. Tasks common to Oracle Database generally are described in the Oracle
Database documentation library. However, to simplify tasks, use the Oracle Database
Appliance command-line interface. The odacl i and odaadnt! i utilities combine the
capabilities of the SYS database administrator role and the operating system Superuser
(root user). Always perform administrative tasks using the Oracle Database Appliance
Web Console or CLI utilities.

The following classes of commands are available:

e Deployment and Configuration: Use the deployment and configuration commands
as part of the initial deployment of the appliance and to configure CPU cores.

e Lifecycle management: Use odacl i commands to perform database and system
administration tasks for the appliance. The odacli commands are the primary
interface to perform life cycle activities for the appliance.

* Administration: Use odaadntl i commands to perform hardware administration
tasks for the appliance. The odaadnctli commands are the interface for in-frequent
administration activities needed to manage appliance hardware components,
storage, and VLAN.
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You can perform the following deployment and configuration tasks:

»  Configure the first network in the appliance
* Unzip and copy the Oracle Database Appliance software to the correct locations
e Set the number of CPU Cores for the system

You can perform the following appliance lifecycle tasks with odacli commands:

» Create and describe the appliance

* Create, list, describe, and delete databases

* Create, list, describe, and delete Oracle Database Homes
* Create, list, and describe the networks

e List and describe the jobs

You can perform the following appliance administration tasks with odaadntl i
commands:

*  Show storage, disks, diskgroups, and controllers

» Display storage diagnostics for disks and NVM Express (NVMes)

* Locate disks

*  Show server, memory, processor, power, cooling, and network details

Depending on your version of Oracle Appliance Manager and your hardware, some of
the odacli commands may not be available to you. To see which commands are
supported on your version of Oracle Appliance Manager and your hardware, run the
odacl i help command: odacli -h.

Command-Line Interface Syntax
The command-line interface commands and parameters are case-sensitive.
An odacl i or odaadntl i command uses the following command syntax:

odacli command [options]

* command is an action you want to perform on the appliance. For example:
odacli Iist-networks orodacli describe-jobs.

* options are optional parts of the odacli command. Options can consist of one or
more options that extend the use of the odacli command carried out on an object.
Options include additional information about the action that you want to perform on
the object. Option names are preceded with a dash. Some options require the
name of an object for the command to perform the action that you want to carry
out. If an option is preceded with an * (asterisk), this information is required to
submit the command. When appending -j to the odacli command, the output is
returned in JSON format. The help option (- h) is an option that is available with
almost all commands. When you include the -h option, you can obtain additional
information about the command that you want to perform.

Example 14-1 Command-Line Interface Syntax

# odacli create-database -h
Usage: create-database [options]

Opti ons:

* --admi npassword, -m
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Password for SYS, SYSTEM and PDB Adnin

--backupconfigid, -bi

Backup Config ID

--cdb, -c

Create Container Database (lnverse option: --no-cdb/-no-c)

--characterset, -cs

Character Set (default:AL32UTF8) Defaul t: AL32UTF8

- - dat abaseUni queNane, -u

dat abase uni que nanme

--dbcl ass, -cl

Dat abase Class EE: OLTP/DSS/IMDB, SE: QOLTP Default: OLTP

--dbconsol e, -co

Enabl e Dat abase Consol e (Inverse option: --no-dbconsol e/-no-co)

--dbhonei d, -dh

Dat abase Hone I D (Use Existing DB Hone)

--dbl anguage, -I

Dat base Language (defaul t: AVERI CAN) Defaul t: AMERI CAN

--dbnane, -n

Dat abase Name

--dbshape, -s

Dat abase Shape{odbls, odbl, odb2, etc.} Defaul t: odbl

--dbstorage, -r

Dat abase Storage {ACFS| ASM Default: ACFS

--dbterritory, -dt

Dat abase Territory (defaul t: AVER CA) Defaul t: AMERI CA

--dbtype, -y

Dat abase Type: S Default: Sl

--help, -h

get help

--instanceonly, -io

Create Instance Only (For Standby)

--json, -j

j son out put

--nl scharacterset, -ns

NLS Character Set (default:AL16UTF16) Defaul t: AL16UTF16

--no-cdb, -no-c

Wn't create Container Database (lnverse option: --cdb/-c)
--no-dbconsol e, -no-co
Di sabl e Dat abase Consol e (Inverse option: --dbconsol e/ -co)

--pdbadmin, -d

Pl uggabl e Database Adm n User

--pdbnane, -p

Pl uggabl e Database Nane

--version, -v

Dat abase Version

Oracle Database Appliance Manager Command-Line Interface Help

Run the -h command to see the usage information for all commands available for
your Oracle Database Appliance. For example:

odacli -h

Run odacli command -h or odacliadm conmand -h to see detailed help about a specific
command. For example, to see detailed help for the odacl i descri be- dbhone
command, use the following:

odacli describe-dbhone -h
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14.2 Managing ODACLI Privileges and Security with SUDO

ORACLE

Oracle Appliance Manager command-line utility requires root system privileges for
most administration actions. You may want to use SUDO as part of your system
auditing and security policy.

For most tasks, Oracle recommends that you log in as root to use the Oracle
Appliance Manager command-line interface on Oracle Database Appliance. If you are
not logged in as root, then you cannot carry out most actions on the appliance. For
example, if you are not logged in as root , then you can view storage information, but
you cannot modify the storage.

Allowing Root User Access Using SUDO

In environments where system administration is handled by a different group than
database administration, or where security is a significant concern, you may want to
limit access to the root user account and password. SUDO enables system
administrators to grant certain users (or groups of users) the ability to run commands
as root , while logging all commands and arguments as part of your security and
compliance protocol.

A SUDO security policy is configured by using the file / et ¢/ sudoer s. Within the sudoers
file, you can configure groups of users and sets of commands to simplify and audit
server administration with SUDO commands.

Caution:

Configuring SUDO to allow a user to perform any operation is equivalent to
giving that user root privileges. Consider carefully if this is appropriate for
your security needs.

" See Also:

The SUDO man pages for more information about configuring and using
SUDO:

http://www.sudo.ws/sudo.html

Example 14-2 SUDO Example 1: Allow a User to Perform Any ODACLI
Operation

This example shows how to configure SUDO to enable a user to perform any ODACLI
operation. You do this by adding lines to the commands section in the / et ¢/ sudoer s
file:

## The conmands section may have other options added to it.
##

Cmd_Al i as ODACLI _CVDS=/ opt/ or acl e/ oak/ bi n/ odacl i *

jdoe ALL = CDACLI _CMDS
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In this example, the user name is j doe. The file parameter setting ALL= ODACLI _CMVDS
grants the user j doe permission to run all odacl i commands that are defined by the
command alias ODACLI _CMVDS. After configuration, you can copy one sudoer s file to
multiple hosts. You can also create different rules on each host.

# Note:

Before database creation, you must set up user equivalency with SSH for the
root user on each server. If you do not set up user equivalency and configure
SSH on each server, then you are prompted to provide the root password for
each server during database creation.

After you configure the sudoer file with the user, the user jdoe can run the set of odacl i
commands configured with the command alias ODACLI _CMVDS. For example:

$ sudo odacli create database -db newdb

INFO 2015-08-05 14:40:55: Look at the logfile '/opt/oracle/oak/log/scaodal0ll/
tools/12.1.2.4.0/createdb_newdb_91715.10g" for nore details

INFO 2015-08-05 14:40:59: Database parameter file is not provided. WIIl be using
default paranmeters for DB creation

Pl ease enter the 'SYSASM password :

Pl ease re-enter the ' SYSASM passwor d:

INFO 2015-08-05 14:41:10: Installing a new hone: OraDhl12102_hone3 at /u0l/app/
oracl e/ product/12. 1. 0. 2/ dbhone_3

Pl ease select one of the followi ng for Database type [1 .. 3]:
1 => QTP

2 => DSS

3 => | n-Menory

Example 14-3 SUDO Example 2: Allow a User to Perform Only Selected
ODACLI Operations

To configure SUDO to allow a user to perform only selected ODACLI operations, add
lines to the commands section in the / et ¢/ sudoer s file as follows:

## DCS commands for oracle user
Cmd_Alias DCSCMDS = /opt/oracl e/ dcs/ bin/odacli describe-appliance
oracle ALL= DCSCVDS

$ sudo /opt/oracl e/ dcs/bin/odacli describe-appliance

Appliance I nformation

I D a977bb04- 6¢f 0- 4c07- 8e0c- 91a8c7e7ebb8
Platform OdalitelL
Data Di sk Count: 6
CPU Core Count: 20
Creat ed: Cctober 24, 2017 6:51:52 AM HDT

System I nf or mati on

Narme: rwsodal 001
Domai n Nanme: exanpl e. com
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Time Zone: Anmerica/Adak

DB Edition: EE
DNS Servers: 10.200.76.198 10.200.76.199 192.0. 2. 254
NTP Servers: 10.200.0.1 10.200.0.2

Di sk Group Information

DG Name Redundancy Per cent age

Dat a Nor nal 90

Reco Nor nal 10

In this example, the user j doe2 tries to run the sudo odacli |ist-databases command,

which is not part of the set of commands that is configured for that user. SUDO
prevents j doe2 from running the command.

[j doe2@ervernodel ~]$ sudo /opt/oracl e/ oak/bin/odacli |ist-databases

Sorry, user jdoe2 is not allowed to execute '/opt/oraclel/oak/bin/odacli Iist-
dat abases' as root on servernodel.

14.3 Configure Command

Use the confi gure and updat e commands to configure the appliance.

» configure-firstnet (page 14-7)
Use the command confi gur e-fi r st net to configure the first network in the
appliance after racking and connecting the power and network cables.

14.3.1 configure-firstnet

ORACLE

Use the command confi gur e-firstnet to configure the first network in the
appliance after racking and connecting the power and network cables.

File Path
$ORACLE_HOVE/ opt / or acl e/ oak/ bi n/ confi gure-firstnet

Syntax

# configure-firstnet

Usage Notes

Oracle Database Appliance X7-2 has two dual-port public network interfaces, a
10GBase-T (copper) and a 25GbE SFP28 (fiber) network interface. Oracle Database
Appliance uses the interface to create the initial network connection and to create
virtual local area networks (VLANS). This command ensures that the system is
available in the network, enabling you to manage the deployment through the Oracle
Appliance Manager Web Console.

e Bonded network configuration: Bonded dual-ported interface. With the bonded
configuration, you can only enable one of the interfaces. The bonded configuration
supports VLANs. The bonded network configuration uses bt bond1. Default setting.

* Non-bonded network configuration: Two separate physical network interfaces, this
configuration does not support VLANSs. The non-bonded network configuration
uses en? and en8 as public interfaces.
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* To change a non-bonded network configuration to a bonded configuration, run the
Oracle Database Appliance Cleanup Script and redeploy the appliance.

Example 14-4 Configuring the First Network as a Bonded Network

Configure the first network to use a bt bond1 interface without configuring DHCP.
Complete the IP address, netmask address, and gateway address.

Values that you need to provide are shown in italic font, with the exception of the netl
gateway address; the program obtains the gateway IP address. The program derives
this gateway address using the network information you provided for the other IP
addresses. Accept this value, unless your network administrator provides an
alternative gateway address that is different from the default that the appliance
command-line interface detects.

The following is an example of the command on a single node platform:

# configure-firstnet

Select the Interface to configure the network on (btbondl): btbondl
Configure DHCP on btbondl (yes/no): no

INFO You have chosen Static configuration

Enter the | P address to configure: 10.1.10.2

Enter the Netmask address to configure: 255.255.255.0

Enter the Gateway address to configure: 10.1.10.1

INFO Pl unbing the |Ps now

INFO Restarting the network

Shutting down interface btbondl: bonding: btbondl: Removing slave en?.
bondi ng: btbondl: releasing active interface ent

bondi ng: btbondl: making interface en8 the new active one.

bondi ng: bt bond1l: Removing slave en8.

bondi ng: btbondl: releasing active interface enB

Example 14-5 Configuring the First Network as a Non-Bonded Network

The following is an example of a non-bonded configuration. For a non-bonded
configuration, answer no to using a bonding public interface.

# configure-firstnet

Using bonding public interface (yes/no) [yes]: no

INFO Breaking the bondi ng on btbondl

INFO renove bonding nodul e: rmmod bondi ng

INFO renove slave setup in /etc/sysconfig/network-scripts/ifcfg-ent
INFO renove slave setup in /etc/sysconfig/network-scripts/ifcfg-enB
INFO Restarting the network

Shutting down interface ent:

Shutting down interface plpl:

Shutting down interface plp2:

Shutting down | oopback interface:

Bringing up | oopback interface:

Bringing up interface ent:

Bringing up interface eng:

Bringing up interface enB:

Bringing up interface plpl: Determining if ip address 192.
use for device plpl...

R

A — — — ——

(0.4
(0.4
X
(0.4
(0.4
X
X
1

68.16.24 is already in
[ &K ]
Bringing up interface plp2: Determining if ip address 192.168.17.24 is already in
use for device plp2...
[ &K ]
INFO Restarting the network
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Sel ect the Interface to configure the network on (enR enB) [en]:
Configure DHCP on en? (yes/no) [no]:
INFO You have chosen Static configuration
Enter the IP address to configure : 10.1.10.2
Enter the Netmask address to configure : 255.255.255.0
Enter the Gateway address to configure[10.1.10.1] :
INFO Plunbing the | Ps now
[ usr/share/ system confi g- net wor k/ net conf pkg/ NCHost sLi st . py: 100: Depr ecat i onVr ni ng:
BaseExcepti on. nessage has been deprecated as of Python 2.6
badl i nes. append((num val ue_exception. message))
[ usr/ share/ system confi g- net wor k/ net conf pkg/ NCHost sLi st. py: 105: Depr ecat i onVr ni ng:
BaseExcepti on. nessage has been deprecated as of Python 2.6
" % (val ue_exception. nessage, num
[ usr/ share/ system confi g- net wor k/ net conf pkg/ NCPr of i | eLi st. py: 142:
Depr ecati onVarni ng: BaseException. message has been deprecated as of Python 2.6
self.error = e.nessage
INFO Restarting the network
Shutting down interface ent:
Shutting down interface eng:
Shutting down interface enB:
Shutting down interface plpl:
Shutting down interface plp2:
Shutting down | oopback interface:
Bringing up | oopback interface:
Bringing up interface ent:
Bringing up interface en2: Determining if ip address 10. 1.
for device en®...

X
X
X
X
X
X
X
X
.2

A — —— — —

0.2 is already in use

[ X ]
Bringing up interface en8: [ &K ]
Bringing up interface plpl: Determining if ip address 192.0.2.24 is already in use
for device plpl...

[ X ]
Bringing up interface plp2: Determining if ip address 192.0.2.25 is already in use
for device plp2...

[ X ]

14.4 odacli Apply Patch and Update Commands

ORACLE

Use the commands odacl i update and apply patch to apply patches and update the
appliance.

» odacli describe-component (page 14-10)
Use the odacl i descri be- conmponent command to display the installed
version and the latest available version for each component.

e odacli describe-latestpatch (page 14-12)
Use the odacl i descri be-| at est pat ch command to display a list of the
latest supported patch versions for each component.

» odacli create-prepatchreport (page 14-12)
Use the odacl i creat e- prepat chreport command to run pre-checks for
patching.

e odacli describe-prepatchreport (page 14-13)
Use the odacl i descri be- prepat chreport command to display the pre-
check report, with a list of pre-checks run with status and comments.
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* odacli update-dbhome (page 14-15)
Use the odacl i updat e- dbhome command to update a specific RDBMS Home
to the latest patch bundle version.

e odacli update-dcsagent (page 14-16)
Use the odacl i updat e- dcsagent command to update the agent.

» odacli update-repository (page 14-17)
Use the odacl i updat e-reposit ory command to update the repository with
the new Oracle Database Appliance software.

e odacli update-server (page 14-19)
Use the odacl i updat e- ser ver command to update the operating system,
firmware, Oracle Appliance Kit, Oracle Clusterware, and all other infrastructure
components.

e odacli update-storage (page 14-20)
Use the odacl i updat e- st or age command to update the storage.

14.4.1 odacli describe-component

ORACLE

Use the odacl i descri be- conmponent command to display the installed version
and the latest available version for each component.

If there are multiple DB Homes installed in Oracle Database Appliance, then the output
will display the version details for each of the installed homes. You can use this
command to check the component version after applying a patch.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli describe-conponent [-d][-j][-h][-S][-V]
Parameters

Parameter Description

- - dbhones, -d (Optional) Lists the database home versions and available
versions.

--help,-h (Optional) Displays help for using the command.

--json,-j (Optional) Displays JSON output. The default is false.

--local (Optional) Describes the components for the local node. Use
to display details on the local node of multi-node high
availability (HA) systems. This option is not needed to display
component details on single node systems.

--node, -v (Optional) Describes the components for a specific node on
multi-node high availability (HA) systems. This option is not
needed to display component details on single node systems.
{011}

--server,-s (Optional) Lists the server components and versions and the

available versions to which you can patch them.
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Usage Notes

Use the odacl i descri be- conponent command to get component details. On a
multi-node environment, the command provides details across all nodes. Use the - -
node or - - | ocal option to get component details for a specific node.

Example 14-6 Displaying Patch Details for Components

# odacli describe-conponent
Syst em Ver si on

12.2.1.1.0

Conponent Installed Version Avai | abl e Version
QAK 12.2.1.1.0 up-to-date
€] 12.2.0.1.170814 up-to-date
DB {

[ OraDB12102_honel ] 12.1.0.2.170814 up-to-date
[ OraDB11204_honel ] 11.2.0.4.170814 up-to-date
}

ILOM 4.0.0.22.r120818 up-to-date
BI OS 41017100 up-to-date
(0] 6.8 up-to-date

Example 14-7 List DB Home Details

# odacli describe-conponent -d

Syst em Ver si on

12.2.1.1.0

Conponent Installed Version Avai | abl e Version
DB {

[ OrabB12201_honel ] 12.2.0.1.170814 up-to-date

[ OrabB12102_honel ] 12.1.0.2.170814 up-to-date

[ OrabB11204_honel ] 11.2.0.4.170814 up-to-date

}

Example 14-8 List the Server Components and Versions

# odacli describe-conponent -s
Syst em Ver si on

12.2.1.1.0

Conponent Installed Version Avai | abl e Version
QAK 12.2.1.1.0 up-to-date

a 12.2.0.1.170814 up-to-date

| LOM 4.0.0.22.r119604 4.0.0.22.r120818
Bl OS 41016500 41017100

(03] 6.8 up-to-date
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14.4.2 odacli describe-latestpatch

Use the odacl i descri be- 1| at est pat ch command to display a list of the latest
supported patch versions for each component.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli describe-latestpatch [-h]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output. The default is false.

Example 14-9 Listing the Latest Supported Versions

# odacli describe-latestpatch

conponent Type  avail abl eVersi on

gi 12.1.0.2.170117
db 11.2.0.4.161018
db 12.1.0.2.170117
oak 12.1.2.10.0
ilom 3.2.8.24.114611
bi os 39070000

0S 6.8

14.4.3 odacli create-prepatchreport

ORACLE

Use the odacl i creat e- prepat chreport command to run pre-checks for
patching.

Patching pre-checks help identify and remedy any problems before attempting to
patch, and ensure all components are ready for updates.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli create-prepatchreport -v -s

Parameters
Parameter Description
- - dbhone, -d (Optional) Specifies the database home component for

running the pre-checks.
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Parameter Description

--dbhonei d, —i (Optional) Specifies the IDs of the database homes for
running the pre-checks.

--help,-h (Optional) Displays help for using the command.

--json,-j (Optional) Displays JSON output. The default is false.

--local, -1 (Optional) Runs patch pre-checks only on the local node.

--node, -n (Optional) Runs patch pre-checks on specified nodes.

--server, -s (Optional) Specify this option to run the patch pre-checks for

the server components.

--version, -v (Optional) Specifies the version for running the pre-checks.

Usage Notes

Use the odacl i creat e-prepat chreport command to generate a pre-check
report. Use the - - node or - - | ocal option to run the patch pre-checks on specific
nodes or the local node.

Example 14-10 Creating Pre-Check Report

# odacli create-prepatchreport -v 12.2.1.3.0 -s
Job details

D e54ff307-84d1- 40e4- b604- 4b3e47f 315de
Description: Run pre-checks for patching
Status: Created
Created: My 18, 2018 6:14:18 AM GMI
Message:
Task Name Start Tinme End Tine Status

14.4.4 odacli describe-prepatchreport

ORACLE

Use the odacl i descri be- prepat chreport command to display the pre-check
report, with a list of pre-checks run with status and comments.

Patching pre-checks help identify and remedy any problems before attempting to
patch, and ensure all components are ready for updates.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli describe-prepatchreport -i

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output. The default is false.
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Parameter Description

--jobid,-i Specifies the Job ID for the pre-check report.

Usage Notes

Use the odacl i descri be- prepat chreport command to display the pre-check
report.

Example 14-11 Displaying the Patch Pre-Checks Report

# odacli describe-prepatchreport -i 39ef leeb- 70d3- 47ad- b3f 5- 48960ca0607h
Pat ch pre-check report
Job ID: 39ef leeb- 70d3- 47ad- b3f 5- 48960ca0607b
Description: Pre-Check report for patching [G, ILOM OS]
Status: COVPLETED
Result: One or nore pre-checks failed for [G]

Node Nane
node nl
Pre- Check Stat us Comment s
_0s

Val i date patching tag Success Val i dated patching tag: 12.2.1.2.0

I's patch location available Success Patch | ocation is available

Verify OS patch Success There are no packages available
for an update

_ILoM

Val i date patching tag Success Val i dated patching tag: 12.2.1.2.0

I's patch location available Success Patch | ocation is available

Checking Il om patch Version Success Successfully verified the versions

Patch | ocation validation Success Successfully validated |ocation

G

I's clusterware running Success Clusterware is running

Val i date patching tag Success Val i dated patching tag: 12.2.1.2.0

Val i date avail abl e space Success Val i dated free space under /u01

I's system provisioned Success Verified systemis provisioned

Val i date mininum agent version Success G patching enabled in current
DCSAGENT versi on

Validate G patch nmetadata Fail ed Internal error encountered
patchmetadata for 12.2.1.2.0
m ssing target version for Q.

I's patch location available Success Patch | ocation is available

Patch | ocation validation Fai | ed Internal error encountered
specified location

Patch verification Fai | ed Internal error encountered: Unable
to get patch nunmber on node
ni.

(pat ch updation Success Successful |y updated the opatch in
G Home /u0l1/app/12.2.0.1/grid on
node nl

Patch conflict check Fai | ed Internal error encountered

Invalid patch location in nmetadata

Example 14-12 Example of a Successful Patch Pre-Checks Report

# odacli describe-prepatchreport -i aec9373c-96aa- 43ce- 9aae- 8091ec9cd4deb
Pat ch pre-check report
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Job 1D aec9373c- 96aa- 43ce- 9aae- 8091ec9cd4eb
Description: Pre-Check report for patching [ DB]

Status: COWPLETED

Result: Al pre-checks succeeded

nodel

Status

Comment s

Val i dat e patching tag
Val i date avail abl e space

I's system provisioned

I's patch location available
Val i date nini mum agent version
Verify DBHome patch tag

I's G upgraded

Patch location validation
Patch verification

I's patch rollback required
(pat ch updation

Pat ch conflict check

14.4.5 odacli update-dbhome

Use the odacl i updat e- dbhonme command to update a specific RDBMS Home to

ORACLE

the latest patch bundle version.

File Path

Success
Success

Success
Success
Success
Success
Success
Success
Success

Success
Success

Success

/opt/ oracl e/ dcs/ bi n/ odacl i

Syntax

Validated patching tag: 12.2.1.2.0
Val i dated free space required
under /u01

Verified systemis provisioned
Patch location is available
Val i dat ed mi ni mum agent version
Verified DB Home patch tag
Validated G is upgraded
Successfully validated |ocation
Pat ch 26710464 not applied on DB
home

No DB patch is required to rollback
Successful |y updated the opatch in
DbHone

No patch conflicts found on DBHone

odacli update-dbhome -i dbhoneid -v version [-j] [-h]

Parameters

Parameter Description

--dbhonei d, -i Defines the Oracle Database Home to update.

--hel p-h (Optional) Displays help for using the
command.

--json, -j
(Optional) Displays JSON output. The default
is false.

--local, -v Updates the Database Home locally.

- - precheck, -v Analyzes the patch.

--version, -v Defines the Oracle Database Appliance

version to update. For example, 12.2.1.1.
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Usage Notes

* The updat e- dbhone command applies the latest release update (RU) for Oracle
Database version 12.2.1, bundle patch (BP) for Oracle Database version 12.1 and
Oracle Database patch set update (PSU) for Oracle Database 11.2.0.4.x home.

e To be updated with the latest patches, the database must be running.

e Only databases in the Confi gur ed status are updated. Use the odacli |i st -
dat abase command to see a list of configured databases. Databases in any other
status are skipped during the update.

Example 14-13 Updating an Oracle Database Home
To apply the latest patch bundle to update an Oracle Database:

# odacli update-dbhome -i ad6c7326- e460- 411e- 94df - 230dedbef 743 -v 12.2.1

14.4.6 odacli update-dcsagent

ORACLE

Use the odacl i updat e- dcsagent command to update the agent.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli update dcsagent -v version [-j] [-h]
Parameters
Parameter Description
--version,-v Defines the Oracle Database Appliance version after update.
--help,-h (Optional) Displays help for using the command.

Usage Notes

The updat e dcsagent command updates the dcs-agent to the RPM package that is
located in the Jocation and restarts the dcs- agent . After the update is applied, the agent
automatically restarts. It will take a few minutes to reconnect to the dcs- agent . Wait
until the agent shuts down and completes restarting before performing any tasks.

# Note:

Before updating the agent, ensure that you do not have any jobs running or
pending during the update window.

Example 14-14 Updating the Agent
To update the dcs- agent to version 12.2.1.3.012.1.2.10:

# odacli update-dcsagent -v 12.2.1.3.0
{
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"jobld" : "77e454d3-eb68- 4130- a247- 7633f 8d6192b",

"status" : "Created",
"message” : null,
"reports" : [ ],

"createTi mestanp” : "March 26, 2018 14:09:24 PM CST",
“description" : "DcsAgent patching",
"updat edTi me" : "March 26, 2018 14:09:24 PM CST"

}

14.4.7 odacli update-repository

ORACLE

Use the odacl i updat e-reposi t ory command to update the repository with the
new Oracle Database Appliance software.

Prerequisites

Before updating the repository, you must upload the Oracle Database Appliance
software to the appliance. If the patch contains more than one zip file, then extract and
concatenate the zip files before updating the repository.

The following is an example of the steps to get the files from My Oracle Support,
extract, and concatenate the files:

# Note:

The file names in the examples might not reflect actual file names.

1. (Optional) Create a temporary directory in the / u01 directory. You will upload your
Oracle Database Appliance software to this directory before adding the files to the
update repository. You can use the existing / t np directory, but it might not have
sufficient space for the zip files. It is a good practice to clean the / t npdi r
directory after you update the repository.

[ u01/ t mpdi r

2. Download the Oracle Database Appliance software files from My Oracle Support,
then upload the files to a temporary location in the / u01 directory in Oracle
Database Appliance. For example:

p26433721_122110_Li nux- x86- 64_1of 2. zi p and p26433721_122110_Li nux-
x86-64_20f 2. zip

3. If the patch contains more than one zip file, then extract the zip files and
concatenate the files into a single zip file. For example, a file named oda-
sm12.2.1.1.0-171031-ser ver. zi p before updating the repository.

When inflated, the files are named oda-sm 12. 2. 1. 1. 0- 171031- server _1of 2. zi ppart
and oda-sm 12. 2. 1. 1. 0- 171031- server _2of 2. zi ppart

# cat oda-sm12.2.1.1.0-171031-server_lof 2. zi ppart oda-sm12.2.1.1.0-171031-
server_2of 2. zippart > oda-sm12.2.1.1.0-171031-server.zip

4. Concatenate the zip files into a single zip file. For example, a file nhamed oda-
sm12.2.1.1.0-171031- server. zi p.

# cat oda-sm12.2.1.1.0-171031-server_lof 2. zi ppart oda-sm12.2.1.1.0-171031-
server_2of 2. zi ppart > oda-sm12.2.1.1.0-171031-server.zip
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The file is named oda-sm 12. 2. 1. 1. 0- 171031-server. zi p

5. Use the concatenated zip file to update the repository
File Path

$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
Syntax

To unpack and copy the patch bundle to the correct locations in the file system:

odacli update-repository -f filename [-j] [-h]

Parameters

Parameter Description

--filenane, -f Defines the zip filename of patch bundle or
RDBMS clones downloaded from My Oracle
Support. Provide a comma-separated list of
absolute file paths of the end user and patch
bundles.

--json,-j (Optional) Displays JSON output. The default
is false.

--hel p,-h (Optional) Displays help for using the
command.

Usage Notes

» Before updating the repository, ensure that you do not have any jobs running or
pending during the update window.

* Upload the patches to dond on NodeO. On multi-node systems, the DCS-Agent
copies the patch to Nodel and updates the patch repository on both nodes.

Example 14-15 Updating the Repository

The server patch zip file is located in the / u01/ t npdi r directory. The following
example updates the repository with the latest server patch and then lists the job to
verify that the update is successful:

# ./lodacli update-repository -f /u0l/tnpdir/oda-sm 12.2.1.1.0-171031-server.zip
{

"jobld" : "d3510276- da05- 447b- 990e- 6d30964f 8f 79",

"status" : "Created",

"message" : "/u01/tnpdir/oda-sm12.2.1.1.0-171031-server. zi p",

"reports" : [ ],

"createTi mestanp” : "March 26, 2018 14:13:45 AM CST",

"description" : "Repository Update",

"updat edTime" : "March 26, 2018 14:13:45 AM CST"

}

[root @akl tnpdir]# ./odacli list-jobs

# odacli list-jobs

1D Description Created Status

6f 27a29a- 959f - 44e1- b984- 7473e3c918ad Server Patching March 26, 2018 14:19:05 AM CST Success
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14.4.8 odacli update-server

Use the odacl i updat e- ser ver command to update the operating system,
firmware, Oracle Appliance Kit, Oracle Clusterware, and all other infrastructure
components.

File Path

/ opt/ oracl e/ dcs/ bi n/ odacl i

Syntax

odacli update-server -v version [-j] [-h]

Parameters

Parameter Description
--local, -v Updates the Database Home locally.
--precheck, -v Analyzes the patch.
--version, -v Defines the version to update.
--json,-j (Optional) Displays JSON output. The default is false.
--help,-h (Optional) Displays help for using the command.
Usage Notes
The updat e- ser ver command applies the patches to various infrastructure
components and Oracle Clusterware. Before executing the updat e- ser ver
command , use the updat e- dcsagent command to update the agent to the current
version.
On Oracle Database Appliance X7-2-HA, you must run the command on both nodes.
After the update is applied, the agent automatically restarts. It will take a few minutes
to reconnect to the server. Wait until the agent shuts down and completes restarting
before performing any tasks. Allow at least two (2) minutes before running the next
command.
# Note:
Before updating the server, ensure that you do not have any jobs running or
pending during the update window.
Example 14-16 Updating the Server
Run the odacli update-server command to update the server to version 12.2.1.1. On a
multi-node HA system, you must run the command on both nodes to update the server
version.
# odacli update-server -v 12.2.1.1
{
"jobld" : "6f27a29a- 959f - 44el- b984- 7473e3c918ad",
"status" : "Created",
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"message" : "Success of Server Update may trigger reboot of node after 4-5
mnutes. Please wait till node restart",
"reports" : [ ],

"createTinestanp” : "Novenber 7, 2017 14:13:45 PM CST",
"resourcelList" : [ ],

"description" : "Server Patching",

"updat edTi ne" : "Novermber 7, 2017 14:13:45 PM CST"

}

14.4.9 odacli update-storage

Use the odacl i updat e- st or age command to update the storage.

File Path

/ opt/ oracl e/ dcs/ bi n/ odacl i

Syntax

odacli update-storage -v version [-h] [-]]

Parameters

Parameter Description

--version, -v Defines the version to update.

--json,-j (Optional) Displays JSON output. The default
is false.

--help,-h (Optional) Displays help for using the
command.

Usage Notes

Example 14-17 Updating the Storage

# odacli update-storage -v 12.2.1.1.0

14.5 odacli Appliance Commands

Use the odacli appli ance commands to perform lifecycle activities for the appliance.

» odacli create-appliance (page 14-21)
Use the odacl i create-appliance command in a JSON file format to
provision Oracle Database Appliance.

* odacli describe-appliance (page 14-21)
Use the odacl i descri be-appl i ance command to display appliance details.
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14.5.1 odacli create-appliance

Use the odacl i creat e-appl i ance command in a JSON file format to provision
Oracle Database Appliance.

File Path
$ORACLE_HQOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
To view help for the odacl i creat e-appl i ance command:

odacli create-appliance -r requestjson [-j] [-h]

" Note:

The odacl i creat e-appl i ance command only supports a JavaScript
Object Notation (JSON) file format. An example JSON files and a readme
are available in an appendix in this document and in the / opt /

or acl e/ dcs/ sanpl e directory.

Parameters

Parameter Description

--requestjson,-r JSON input for appliance creation.

--json, -j (Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

14.5.2 odacli describe-appliance

ORACLE

Use the odacl i descri be-appl i ance command to display appliance details.

File Path
$ORACLE_HQOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli describe-appliance [-d|-no-d][-j][-h]

Parameters

Parameter Description

--details,-d (Optional) Displays the agent CLI build details.
--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output.
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Parameter Description

--no-details, -no-d (Optional) Displays no detailed information. Use this flag if you

do not want to display details.

Example 14-18 Displaying Appliance Details

# odacli describe-appliance -d

Appliance Information

ID: 78e9a6h8- c4f 8- 42b2- 9e72- 7d23¢2636544
Platform Qdalitel
Data Disk Count: 6
CPU Core Count: 20
Created: Novenber 17, 2016 5:14:41 AM EST

System | nf ormati on

Nane: rwsoda6f 002

Domai n Name: exanpl e. com

Time Zone: Anerical New_York

DB Edition: EE

DNS Servers: 10.204.32.1

NTP Servers: 10.68.0.41 10.68.0.42

Di sk Group Information

14.6 odacli Backup and Recovery Commands

Use the odacli backup and recover commands to backup to and restore from Oracle

Cloud Infrastructure Object Storage or disk.
Topics:

e odacli create-backup (page 14-24)

Use the command odacl i creat e- backup to create a Level O, Level 1, or

Longterm backup configuration.

» odacli create-backupconfig (page 14-25)

Use the command odacl i creat e- backupconfi g to create a backup

configuration.

e odacli create-objectstoreswift (page 14-26)

Use the command odacl i creat e- obj ect st or esw ft to create and store

the Oracle credential details required to backup to Oracle Object Store.

* odacli delete-backup (page 14-27)

Use the command odacl i del et e- backup to delete backups.

* odacli delete-backupconfig (page 14-28)

Use the command odacl i del et e- backupconfi g to delete a backup

configuration.

ORACLE
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» odacli delete-objectstoreswift (page 14-28)
Use the command odacl i del et e- obj ect st oreswi ft to delete the
credentials for the ObjectStore account.

e odacli describe-backupreport (page 14-29)
Use the command odacl i descri be-backupreport to display details of a
specific backup report.

* odacli describe-schedule (page 14-30)
Use the command odacl i descri be-schedul e to display details for a specific

schedule.

e odacli irestore-database (page 14-31)
Use the command odacl i i restore-dat abase to restore a database from
one system to other system from ObjectStore based on a LongTerm
BackupReport.

o odacli list-backupreports (page 14-32)
Use the command odacl i |i st-backupreports to display a list of all backup
reports.

» odacli list-backupconfigs (page 14-32)
Use the command odacl i |i st-backupconfi g to list a backup configuration.

e odacli list-objectstoreswifts (page 14-33)
Use the command odacl i |i st-objectstoreswi fts todisplay a list of
credentials for the ObjectStore account.

e odacli list-schedules (page 14-33)

Use the command odacl i |i st-schedul es to display a list of the scheduled
backups.

e odacli list-schedule (page 14-34)
Use the command odacl i |i st-schedul e to display details for a specific
schedule.

e odacli recover-database (page 14-35)
Use the odacl i recover-dat abase command to recover or restore a
database from backup.

* odacli update-backupconfig (page 14-36)
Use the command odacl i updat e- backupconfi g to create a backup
configuration.

e odacli update-database (page 14-37)
Use the command odacl i updat e- dat abase to associate a backup
configuration to a database.

* odacli update-objectstoreswift (page 14-38)
Use the command odacl i updat e- obj ect st or eswi ft to change the
credentials for the ObjectStore account.

e odacli update-schedule (page 14-39)
Use the command odacl i updat e- schedul e to update the schedule for a
database, or to disable the database backup schedule.
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Use the command odacl i
Longterm backup configuration.

File Path
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creat e- backup to create a Level 0, Level 1, or

$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli create-backup -iDatabase Resource ID [-bt] [-c] [-h] [-j] [-Kk] [-t]
Parameters

Parameter Description

- - backupType, - bt {Regul ar-L0| Regul ar - L1|
Longt er n}
--conponent, - ¢ { Dat abase}

--dbid, -i
--help,-h

--json, -j
- - keepDays, - k

--tag, -t

Defines the type of backup. The options are
not case sensitive.

(Optional) Defines the component. Database
is the only supported option.

Defines the Database Resource ID.

(Optional) Displays help for using the
command.

(Optional) Displays JSON output. The default
is false.

Defines the Keep Days. For Longterm Backup
Type only.

Defines the name of the backup. A tag is
alphanumeric, up to 30 characters. Required
for Longterm Backup Type.

Usage Notes

e Use the command odacl i

cr eat e- backup for a specified Database Resource

ID and provide a tag for the backup name. Use up to 30 alphanumeric characters
for the backup name tag. Three types of backups are available:

— Level 0: An RMAN incremental backup that backs up all data blocks in the
data files being backed up. An incremental backup at level O is identical in
content to a full backup, but unlike a full backup, the level 0 backup is part of

an incremental backup strategy.

— Level 1: An RMAN incremental backup that includes only those blocks that
have been changed since the "parent" backup was taken. A parent backup
can be either a level 0 or a level 1 backup. If you do not select a backup type
(level 0, level 1, or LongTerm), a level 1 backup is performed.

— Longterm: Longterm backups are only available when backing up to Oracle
Cloud Infrastructure Object Storage (Oracle Object Storage).

e This command creates a Backup Report with a Resource ID. To get the ID, use
the command odacl i describe-job -i job_id-j and look for the resourcel d

attribute in resour ceLi st .
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Example 14-19 Create a Manual Database Backup

Create a long term backup that is kept for 90 days and named q12018HR.

# odacli create-backup -i Database Resource ID -bt Longterm-c database -k 90 -t
q12018HR

Example 14-20 Create a Level 0 Database Backup

Create a Level 0 backup named 2017Dec22Pr oduct i onLevel 0 for resource 1D 20576eb1-
bc32- 4e34- bf 97- f daOb60calsh

# odacli create-backup -i20576ebl-bc32-4e34- bf 97-f daOb60cal5b - bt Regul ar-LO -t
2017Dec22Pr oduct i onLevel 0

Related Topics

» Creating a Database Backup in the Web Console (page 11-9)
Apply a backup policy to a database, create a manual backup, update a database
backup schedule, or update an archive log backup.

14.6.2 odacli create-backupconfig

ORACLE

Use the command odacl i creat e- backupconfi g to create a backup
configuration.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli create-backupconfig -n backup configuration name -d backup

destination{Di sk| Qbj ect Store| None} [-c] [-cr] [-h] [-]] [-no-cr] [-0][-W

Parameters

Parameter Description

- - backupdestination, —-d { Di sk| Defines the backup destination. The options

bj ect St or e| None} are not case sensitive.

--container,-c (Optional) Defines the object store container.

--crosscheck, -cr (Optional) Enable crosscheck.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--nane, -n Defines the backup configuration name.

--no- crosscheck, - no-cr (Optional) Disable crosscheck.

--objectstoreswiftld,-o (Optional) Defines the swift object store
credential ID.

--recoveryw ndow, - wDi sk: {1-14} | (Optional) Defines the Recovery Window in

oj ect Store: {1-31} days. {1-14} days for Disk and {1-31} days for

Object Storage in the cloud.
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Usage Notes

* The recovery window that is defined in the backup configuration determines when
backups are considered obsolete. The following are guidelines:

— Disk: 1-14 days
— Object Storage: 1-31 days
Example 14-21 Create a Backup Configuration for Disk

Create a backup configuration named product i on that backs up to disk with a 14 day
recovery window.

# odacli create-backupconfig -d Disk -n production -w 14

14.6.3 odacli create-objectstoreswift

ORACLE

Use the command odacl i creat e- obj ect st or esw ft to create and store the
Oracle credential details required to backup to Oracle Object Store.

File Path
$ORACLE_HOWE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli create-objectstoreswift -e swift end point URL [-h] [-j] -n Object Store
Swift name [-p] swiftpassword -t Cbject Store tenant name -u Object Store user name

Parameters

Parameter Description

--endpointurl, -e Defines the swift end point URL.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--nane, -n Defines the Object Store Swift name.

--swiftpassword, -p (Optional) Defines the Object Store Swift
password.

--tenant nane, -t Defines the Object Store Swift tenant name.

--usernang, -u Defines the Object Store Swift user name.

Usage Notes

The command creates and stores the Oracle Cloud Infrastructure Object Storage
credential details in the system and stores the password in an encrypted Oracle wallet.
You can attach the credentials to one or more backup configurations.

The credentials are validated during the command odacl i cr eat e- backupconfig
with obj ect st or e as the destination. The credentials are not validated against endpoint
URL and tenancy.
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14.6.4 odacli delete-backup

Use the command odacl i del et e- backup to delete backups.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli del ete-backup -iDatabase Resource ID[-br] [-h] [-]]

Parameters

Parameter Description

- - backupreport, - br (Optional) Defines the backup report. To
delete a Long Term backup, use a JSON input
file for the backupreport.

--dbid,-i Defines the Database Resource Identifier (ID).
To delete a level 0 or level 1 backup, use the
database resource ID.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

Usage Notes

e Delete older, obsolete level 0 and level 1 backups with the Database Resource ID.
The recovery window that is defined in the backup configuration determines when
backups are considered obsolete.

e Delete long term backups from Oracle Object Storage by using a JSON file with
the - - backupr eport option.

* To locate the database ID, view the databases in the Web Console or use the
command odacl i | i st-dat abases.

Example 14-22 Delete a Level 0 or Level 1 Backup
# odacli del ete-backup -i20576ebl-bc32- 4e34- bf 97-f daOb60calsh

Example 14-23 Delete a Long Term Backup Report

Delete a Long Term backup using a JSON input file for the Backup Report. In this
example, backupreport.json is the JSON input for the backupreport.

# odacli del ete-backup -i 20576ebl- bc32- 4e34- bf 97-f daOb60calsh -br backupreport.json
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14.6.5 odacli delete-backupconfig

Use the command odacl i del et e- backupconfi g to delete a backup
configuration.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli del ete-backupconfig -i backup configurationid [-h] [-]]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--id,-i Defines the Backup Config identifier (ID).

--json,-j (Optional) Displays JSON output. The default
is false.

Usage Notes
You cannot delete a backup configuration if it is attached to a database.
Example 14-24 Deleting a Backup Configuration

Delete a backup configuration named product i on that backs up to disk with a 14 day
recovery window.

# odacli del ete-backupconfig -d Disk -n production -w 14

14.6.6 odacli delete-objectstoreswift

ORACLE

Use the command odacl i del et e- obj ect st or eswi ft to delete the credentials
for the ObjectStore account.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli delete-objectstoreswift [-h] [-j] -i Cbject Store Swift id

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.
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Parameter Description

--objectstoreswiftid,-i Defines the Object Store Swift identifier (ID).

Usage Notes

You cannot delete the Object Store credentials if they are attached to a backup
configuration.

Example 14-25 Deleting the Oracle Object Store Credentials

# odacli delete-objectstoreswift -i Object Store Swift id

14.6.7 odacli describe-backupreport

Use the command odacl i descri be-backupreport to display details of a
specific backup report.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli describe-backupreport [-h] [-j] [-i]

Parameters

Parameter

Description

--help,-h

(Optional) Displays help for using the command.

--json, -j

(Optional) Displays JSON output. The default is false.

--id, -i

Defines the backup report ID.

ORACLE

Example 14-26 Display Details of a Specific Backup Report

# odacli describe-backupreport -i 2d82460c- d648-4e75-8c7d- 72cc90bc442a
{

"id" : "2d82460c- d648- 4e75-8c7d- 72cc90bc442a”,

"dbResl d" : "b5fc646e- 01a6- 4c8h- 8286- 7633346¢4329",

"tag" : null,

“dbld" : "2717054291",

"dbName" : "Exanpl eDB",

"dbUni queNane" : "Exanpl eDBu",

"backupType" : "REGULAR-L1",

"keepDays" : null,

"backupLocation" : "https://sw ftobjectstorage. exanpl e. conf v1/ dbaasi mage/
backupbucket ",

“cf BackupHandl e" : "c-2717054291-20180108- 04",

"spf BackupHandl e" : "c-2717054291-20180108- 04",

"pitrTimeStanp" : "January 08, 2018 12:43:14 PM UTC',

"pitrSCN' : "1175058",

"reset LogsTi meStanp" : "January 08, 2018 09:55:34 AM UTC',

"reset LogsSCN' : "1112268",

"oraHoneVersion" : "12.2.0.1.170814 (26723265, 26609817)",

"sql Patches" : "25811364, 26609817",
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"backupLoglLoc" : "https://swiftobjectstorage. exanpl e. com v1/ dbaasi mage/
backupbucket / scaoda702c1nl/ r manl og/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/
rman_backup_2018-01- 08_12-42-41. 0545. | og",

"tdeval | et Loc" : null,

"dbConfiglLoc" : "https://swi ftobjectstorage. exanpl e. com v1/ dbaasi mage/ backupbucket /
scaoda702c1nl/ dbconfi g/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/

DBCONFI G TAG20180108T124407_2018- 01- 08_12- 44- 07. 0533. tar. gz",

"nane" : "Backup_Report_Exanpl eDB",

“createTine" : "January 08, 2018 12:42:08 PM UTC',

"state" : {

"status" : "CONFlI GURED'

1

"updat edTi ne" : "January 08, 2018 12:44:12 PM UTC',

"backupReportLogDetail" : "https://swi ftobjectstorage. exanpl e. con v1/ dbaasi mage/
backupbucket / scaoda702c1nl/ r mandet ai | | ogr eport/ Exanpl eDBu/ 2717054291/ 2018- 01- 08/
rman_| i st_backup_detail _2018-01-08_12-44-04. 0362.1 09",

“dblnfo" : {
"dbd ass" : "QLTP',
"dbType" : "RAC',

"dbShape" : "odbl",
"dbEdition" : "EE",
"dbSt orage" : "ASM

1
"dbDat aSi ze" : "1542M',

"dbRedoSi ze" : "16403M
}

14.6.8 odacli describe-schedule

Use the command odacl i descri be- schedul e to display details for a specific
schedule.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
# odacli describe-schedule [-h] [-j] [-i]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--scheduleid,-id Defines the schedule with an identifier (ID).

Example 14-27 Display Schedule Details

# odacli describe-schedule -i schedul eid
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14.6.9 odacli irestore-database

Use the command odacl i i restore-dat abase to restore a database from one
system to other system from ObjectStore based on a LongTerm BackupReport.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli recover-database -iDatabase Resource ID [-bp] [-r] [-cl] [-co] [-s] [-dr]
(-y] [-h] [-j] [-c] [-oid] [-tp] [-tf]

Parameters

Parameter

Description

- - backupPasswor d(s), - bp

- - backupReport, -r

--dbd ass, -cl {EE: OLTP/DSS/IMDB, SE: OLTP}
--dbConsol eEnabl e, - co

- - dbShape, - s {odb1,0db2, and so on}

--dbSt or age, - dr {ACFS|ASM}

--dbType, -y

--help,-h

--json, -j

--noCf RmanChannel s, - ¢

(Optional) Defines the RMAN password for recovery.
You can provide more than one password, but the
passwords must be separated by a commayg,).

JSON input for a backup report.

(Optional) Defines the Database class.
(Optional) Enables the Database Console.
(Optional) Defines the database shape.

(Optional) Defines the database storage. Database
Storage {ACFS|ASM} (non case-sensitive). The default
is ASM.

(Optional) Defines the type of database. The default is
single instance (SI).

(Optional) Displays help for using the command.
(Optional) Displays JSON output. The default is false.

(Optional) Defines the number of RMAN channels
(parallelism) Default: SE Edition: 1, Other Enterprise
Editions: 5

--objectStoreld, -oid
--sysPassword, -m

--tdePassword, -tp

Defines the Swift Object Store credential ID
Defines the password for the SYS user.

(Optional) Defines the password for the TDE Wallet.

--tdefilesLocation,-tf

(Optional) Identifies the TDE Wallet location in
Objectstore.

ORACLE

Usage Notes

The command odacl i irestore-dat abase restores a database to a system using
the Backup Report of a long term backup that is in the Oracle Object Store. You can
restore a database from one appliance to another appliance, or to the same appliance
after the source database is deleted.

An Oracle wallet (ObjectStoreSwift credentials) must be created to access the
backups in Oracle Object Store. This command performs the environment checks,
validation checks, and tasks needed to restore a database to an Oracle Database
Appliance system.
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Example 14-28 Restoring a Database to the Same System

To restore to the same system, delete the source database, then use the backup
report to restore.

Run the command odacl i irest ore-dat abase with the backup report. Enter the
SYS user password when prompted.

# odacli irestore-database -r backupreport.json -oid Cbject Store ID-m

Example 14-29 Restoring a Database to a Different System

To restore to a different system, copy the backup report to the other machine's \ bi n
folder, then run the command odacl i i rest or e- dat abase with the backup report.
Enter the SYS user password when prompted.

# odacli irestore-database -r backupreport.json -oid Cbject Store ID-m

14.6.10 odacli list-backupreports

Use the command odacl i |ist-backupreports to display a list of all backup
reports.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
# odacli |ist-backupreports [-h] [-]]

Parameters

Parameter Description
--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output. The default is false.

Usage Notes

Displays a list of all database backup reports generated from the command odacl i
cr eat e- backup.

Example 14-30 Display a List of all Backup Reports

# odacli |ist-backupreports

14.6.11 odacli list-backupconfigs

ORACLE

Use the command odacl i |i st-backupconfi g to list a backup configuration.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli list-backupconfig [-h] [-j]
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Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

Example 14-31 Displaying a List of Backup Configuration
Display a list of backup configurations.

# odacli list-backupconfig -d Disk -n production -w 14

14.6.12 odacli list-objectstoreswifts

Use the command odacl i |ist-objectstoresw fts todisplay a list of
credentials for the ObjectStore account.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
# odacli list-objectstoreswifts [-h] [-]]
Parameters
Parameter Description
--help,-h (Optional) Displays help for using the
command.
--json,-j (Optional) Displays JSON output. The default
is false.

Example 14-32 Displaying a List of ObjectStore Swift Credentials

# odacli list-objectstoreswifts

14.6.13 odacli list-schedules

Use the command odacl i |i st-schedul es to display a list of the scheduled
backups.

File Path
$ORACLE _HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli |ist-schedules [-h] [-]]
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Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

Usage Notes

The command lists all of the schedules in the system, including database backup
schedules and some internal maintenance schedules.

Example 14-33 Display a List of Scheduled Database Backups

Display a list of all scheduled database backups and details.

# odacli |ist-schedul es

14.6.14 odacli list-schedule

ORACLE

Use the command odacl i |i st-schedul e to display details for a specific
schedule.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
# odacli describe-schedule [-e] [-h] [-j] [-i]

Parameters

Parameter Description

--executionid, -e (Optional) Displays the execution ID.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--scheduleid,-id Defines the schedule with an identifier (ID).

Example 14-34 Display a List of Executed Schedules

# odacli |ist-schedule
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14.6.15 odacli recover-database

Use the odacl i recover-dat abase command to recover or restore a database
from backup.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli recover-database -iDatabase Resource ID [-br] [-i] [-h] [-j] [-r] [-t] [-
pl [-s]
Parameters

Parameter

Description

- - backupReport, - br {Regular-LO|Regular-L1|Longterm} (Optional) JSON input for a backup report.

--dbid,-i Defines the Database Resource ID.
--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output. The default is false.
--recoveryTi meStanp, -r (Optional) Defines the date and time of the backup. The
Recovery Timestamp (in format mm/dd/yyyy hh:mm:ss)
is required when the recovery is a point in time recovery
(PITR).
--recoverytype, -t {Latest|PITR|SCN} (Optional) Defines the recovery type. Do not provide the
recovery type if you define the Backup Report.
--rmanrecover ypassword(s), -p (Optional) Defines the password for recovery. You can
provide more than one password, but the passwords
must be within single quote separated by commay,).
--scn, -s (Optional) Defines the SCN recovery type. Required
when the RecoveryType is SCN.
Usage Notes
Recovers a database to the latest, a point in time recovery (PITR), or System Change
Number (SCN) as input. You can also recover a database from a Backup Report
provided as JSON input file.
This command performs various environment and validation checks in order to attempt
to ensure that recovery of database is successful. If backups are in ObjectStore, the
RMAN recovery passwords are needed to recover the database. This includes RMAN
restore and recovery.
This command always performs a full RMAN database restore and recovery. This
command is most useful when there is a complete database loss or when the majority
of the database files are lost. If you do not require a full RMAN restore, you can
perform a manual recovery. For example, a single datafile loss or controlfile loss.
Example 14-35 Recovering a Database to a Point-in-Time
# odacli recover-database -i b5fc646e-01a6- 4c8b- 8286-7633346c4 -t PI TR -r 11/08/2017
12:57:33 -p
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Example 14-36 Recovering a Database to the Latest

# odacli recover-database -i b5fc646e-01a6- 4c8b-8286- 7633346¢c4 -t Latest -p

Example 14-37 Recovering a Database to an SCN

# odacli recover-database -i b5fc646e-01a6-4c8b-8286-7633346¢c4 -t SCN -s 392375947

14.6.16 odacli update-backupconfig

ORACLE

Use the command odacl i updat e- backupconfi g to create a backup
configuration.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli updat e-backupconfig -n backup configuration name -d backup
destination{Di sk| Obj ectStore|None} [-c] [-cr] [-h] [-]] [-no-cr] [-0][-W

Parameters

Parameter Description

- - backupdest i nati on, —d{Disk|ObjectStore| Defines the backup destination. The options

None} are not case sensitive

--container,-c (Optional) Defines the object store container.

--crosscheck, -cr (Optional) Enable Crosscheck.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--nane, -n Defines the backup configuration name.

- - no- crosscheck, - no-cr (Optional) Disable crosscheck.

--objectstoreswiftld,-o (Optional) Defines the swift object store
credential ID.

--recover yw ndow, - w (Optional) Defines the Recovery Window in

Disk: {1-14} days. {1-14} days for Disk and {1-30} days for

ObjectStore: {1-30} Object store.

Usage Notes

*  The recovery window that is defined in the backup configuration determines when
backups are considered obsolete. The following are guidelines:

— Disk: 1-14 days
— ObjectStore in Casper: 1-30 days
Example 14-38 Revise a Backup Configuration for Disk

Create a backup configuration named product i on that backs up to disk with a 14 day
recovery window.
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# odacli update-backupconfig -d Disk -n production -w 14

14.6.17 odacli update-database

ORACLE

Use the command odacl i updat e- dat abase to associate a backup configuration
to a database.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli update-database -bi backup configuration ID[-i database resource ID] [-
h] [-j] [-hrp hidden RVAN backup password] [-rp RVAN backup password]

Parameters

Parameter Description

- - backupconfi gi d, - bi (Optional) Defines the Backup Config ID.

--backupconfign, -bin (Optional) Defines the Backup Config Name.

--dbid,-i Defines the Database Resource ID.

--dbin,-in Defines the Database Name.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

- - hi ddenr manbkuppasswor d, - hrp (Optional) Defines the Rman backup
password.

- - rmanbkuppassword, - rp (Optional) Defines the RMAN backup
password.

Usage Notes

For backup to the Oracle Object Store, you can set an RMAN backup password. The
password is encrypted and stored in an Oracle wallet. The password is used when
using the command odacl i creat e- backup to create a database backup.

Example 14-39 Associating a Backup Configuration with a Database

# odacli update-database -i database resource ID -bi backup configuration ID -hrp
hi dden RVAN backup password

Example 14-40 Updating an Existing Database Using the Resource ID

Update an existing database to attach the backup configuration to the database using
the Database Resource ID.

# odacli update-database -i d3c4d8f 6-5eb7-4f 9e- ab27- 7bdd5013ac90 -bi 9d942e0a-
ba00- 4chc- 9bf b- 0de83ed279e5 - bp

Example 14-41 Updating an Existing Database Using the Resource Name

Update an existing database to attach the backup configuration to the database using
the Database Resource Name.
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In the following example, the Database Resource Name is nydb:

# odacli update-database -in nydb -bi 9d942e0a- ba00- 4chc- 9bf b- 0de83ed279e5 - bp

In the following example, the Database Resource Name is nydb and the backup
configuration name is nybcf g:

# odacli update-database -in nydb -bin nybcfg -bp

14.6.18 odacli update-objectstoreswift

ORACLE

Use the command odacl i updat e- obj ect st or eswi ft to change the credentials
for the ObjectStore account.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli update-objectstoreswift [-h] [-j] -i Qbject Store Swift id [-p] swft
password [-u] Object Store user nane

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--objectstoreswiftid,-i Defines the Object Store Swift identifier (ID).

--swiftpassword, -p (Optional) Defines the Object Store Swift
password.

--usernang, -u (Optional) Defines the Object Store Swift user
name.

Usage Notes

Use this command to update the password when it is changed for an ObjectStore
account. The command updates the Oracle ObjectStore credential details in the
system and stores the password in an encrypted Oracle wallet.

The credentials are validated during the command odacl i updat e- backupconfi g
with obj ect st or e as the destination. The credentials are not validated against endpoint
URL and tenancy.

Example 14-42 Changing the Oracle Casper ObjectStore Password

# odacli update-objectstoreswift -i Object Store Swift id -p swift password

Example 14-43 Changing the Oracle ObjectStore User Name

# odacli update-objectstoreswift -i Object Store Swift id -u Object Store user nanme
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14.6.19 odacli update-schedule

Use the command odacl i updat e- schedul e to update the schedule for a
database, or to disable the database backup schedule.

File Path
$ORACLE_HQOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
# odacli update-schedule [-x] [-t] [-d] [-e] [-h] [-]] [-id]

Parameters

Parameter Description

--cronExpression, - x (Optional) Defines the date and time for the
update.

--description,-t (Optional) Provides a description for the
update schedule.

--disable,-d (Optional) Disables the schedule.

--enable, -e (Optional) Enables a disabled schedule.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

--scheduleid,-id Defines the schedule with an identifier (ID).

Usage Notes

Backups incur overhead on the system. When possible, do not schedule backups to
run when users are trying to access data.

Use a utility, such as www.croncronmaker.com, to generate a valid cron expression.
Example 14-44 Change What Time the Backup Occurs

Edit the cron expression to change the time of scheduled backups for a given
schedule ID.

# odacli update-schedule -i scheduleid -x 00 13 1/1 * ? *

Example 14-45 Disable Scheduled Database Backups

# odacli wupdate-schedule -i scheduleid -d

14.7 odacli CPU Core Commands

Use the CPU Core commands to enable CPU cores and display current and historical
CPU core configurations.
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» odacli list-cpucores (page 14-40)
Use the odacl i 1i st-cpucores command lists the history of core
configuration changes in the system.

e odacli describe-cpucore (page 14-40)
Use the odacl i descri be- cpucor e command to display the current core
configuration and the modification date and time.

e update-cpucore (page 14-41)
Use the odacl i updat e- cpucor e command to enable the number of CPU
cores in the system.

14.7.1 odacli list-cpucores

Use the odacl i |i st-cpucores command lists the history of core configuration
changes in the system.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli |ist-cpucores [-h]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the

command.

Example 14-46 Displaying a List of Cores

# odacli list-cpucores
Node Cores Modified Job Status

0 10 July 22, 2016 12:06:08 PM SGT Confi gured
0 8 July 25, 2016 9:39:59 AM SGT  Configured

14.7.2 odacli describe-cpucore

Use the odacl i descri be- cpucor e command to display the current core
configuration and the modification date and time.

File Path

/opt/oracl e/ dcs/ bi n/ odacl i

Syntax

odacli describe-cpucore [-h]
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Parameters
Parameter Description
--help,-h (Optional) Displays help for using the

command.

Example 14-47 Displaying the Current Core Configuration

# odacli describe-cpucore

Node Cores Mbdified Job Status

0 8 July 25, 2016 9:39:59 AM SGT  Configured

14.7.3 update-cpucore

ORACLE

Use the odacl i updat e- cpucor e command to enable the number of CPU cores in
the system.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli update-cpucore -c cores [-h]

Parameters

Parameter Description

--cores,-¢C Defines the number of cores to be enabled in
the system.

--help,-h (Optional) Displays help for using the
command.

Usage Notes

*  The number of cores you enable must be a multiple of 2.

»  After the initial configuration, you cannot reduce the number of cores. You can
only increase the number of cores.

Example 14-48 Enabling CPU Cores
The following command enables 8 CPU cores.

# odacli update-cpucore -c 8

{

“jobld" : "2807f6ae- 3ba5- 48a5- 8941- h8h365d89d24",
"status" : "Created",

"nessage" : null,

"reports" : [ ],

"createTinestanp” : 1469410799194,

"description" : "CPU cores service update",
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"updat edTi ne" : 1469410799194
}

14.8 odacli Database Commands

Use the odacli dat abase commands to perform database lifecycle operations.

» odacli list-databases (page 14-42)
Use the odacl i |i st -dat abases command to list all databases on the
appliance.

e odacli describe-database (page 14-43)
Use the odacl i descri be- dat abase command to display database details.

* odacli create-database (page 14-44)
Use the odacl i creat e- dat abase command to create a new database.

e odacli register-database (page 14-47)
Use the odacl i regi st er-dat abase command to register a migrated
database with the appliance.

e odacli delete-database (page 14-50)
Use the odacl i del et e- dat abase command to delete a database.

14.8.1 odacli list-databases

ORACLE

Use the odacl i 1i st-dat abases command to list all databases on the appliance.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
Syntax

To display a list of all databases:

odacli |ist-databases [-h]
Parameters

Parameter Description

--help,-h (Optional) Displays help for using the command.

Example 14-49 Displaying a List of Databases

Display a list of databases:

# odacli |ist-databases

ID DB Nane DB Version CDB
ad6c7326- e460- 411e- 94df - 230dedbef 743 rdbl21la 12.1.0.2 true
f b4d02f 3- 2413- 47ca- 8584- a768e23ec2e7 eel2db 12.1.0.2 fal se

(Cont i nued)
C ass Shape Storage Status
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QTP odbl  ACFS Confi gured
| VDB odbl ASM Confi gured

14.8.2 odacli describe-database

Use the odacl i descri be- dat abase command to display database details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To display database details:

odacli describe-database -i dbid [-h] [-]]

Parameters

Parameter Description

--dbid,-i Identifies the database home identifier (ID) to display.
Use the odacl i | i st-dat abases command to obtain the
dbi d.

--json, -j
(Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

Example 14-50 Displaying Database Details
Display information for database named ac48e0d2- a7h0- 4f f d- a27e- f 842b028c5f :

# odacli describe-database -i ac48e0d2-a7b0- 4f f d- a27e- f 8e42b028¢5f

Dat abase details

| D ac48e0d2- a7h0- 4ffd-a27e-f 8e42b028c5f
Description: rdbl

DB Nane: rdbl

DB Version: 12.1.0.2

DBI D: 1339792271

CDB: true

PDB Nane: rl1pdbl

PDB Adnin User Name: pdbadnmin

O ass: OLTP

Shape: odb2

Storage: ASM

Character Set: DbCharact er Set (char act er Set =AL32UTF8, nl sChar act er set =AL16UTF16,
dbTerritory=AMVERI CA, dbLanguage=AVERI CAN)
Home | D: fe87f30c-b810-45d1-8h96- 13996ad7a255
Consol e Enabl ed: true

Created: Jun 14, 2016 6:21:14 PM
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Use the odacl i creat e- dat abase command to create a new database.

File Path

$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli create-database -n database nane -m-cs characterset -cl {CLTP| DSS| | DB}
-1 dbl anguage -s dbshape -r {ACFS| ASM -dt dbterritory

-y dbtype -ns nlscharacterset -d pdbadnin -p pdbname -v version

[-u databaseUni queNane] [-dh Database Home 1D} [-c|-no-c] [-co|-no-co]

[-bi backupconfigid] [-io] [-j] [-h]

Parameters

Parameter

Description

--adm npassword, - m

Defines the password for SYS, SYSTEM and PDB Admi n. Use this
option to specify the password interactively. When using this
option, do not enter the password in the command-line.

- - backupconfigid, - bi

(Optional) Defines the backup configuration identifier for future
use.

--cdb, -c

(Optional) Creates the database as a container database. Use
the - ¢ flag to create a container database and use the - no- ¢ flag
to create a non-CDB database. The default is - no-c.

--characterset, -cs

Defines the character set. The default is AL32UTF8.

- - dat abaseUni queNane, -u

(Optional) Defines a unique name for the database.

--dbcl ass, -cl {OLTP| DSS|
| MDB}

Defines the database class. The default is OLTP. The options
are as follows:

. Enterprise Edition: OLTP, DSS, or IMDB.

e Standard Edition: OLTP

--dbconsol e, -co

(Optional) Enables the Database Console. Use the - no- co flag to
disable the Database Console. If not selected, the default is no
database console.

--dbhonei d, - dh (Optional) Identifies the existing Database Home ID.

--dbl anguage, - | Defines the database language. The default language is
AMERICAN.

--dbnane, -n Defines the name given to the new database (dbnane.)

--dbshape, -s Identifies the database shape (template) and determines the total

memory allocated to the database. For example, odb1 and odb2.
The default is odb1.

--dbst orage, - r { ACFS| ASM

Defines the Database Storage, either Oracle ACFS or Oracle
ASM. The default value is Oracle ASM.

--dbterritory, -dt

Defines the database territory. The default territory is AMERICA.

--dbtype, -y [SI]

Defines the database type. The default database type is Sl.

--help,-h

(Optional) Displays help for using the command.
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Parameter Description

-instanceonly, -io (Optional) Creates a database instance, password file and also

the underlying Oracle ACFS mount point. You can use the
instance as an auxiliary instance for RMAN duplicate.

--json,-j (Optional) Displays JSON output.

--nl scharacterset, -ns Defines the NLS National Character Set. The default is
AL16UTF16.

--no-cdb, -no-c (Optional) Creates a database that is not a container database.

Use this flag when you want to create a non-CDB database. Use
the - ¢ flag to create a container database.

--no-dbconsol e, - no-co (Optional) Disables Database Console. Use the - co flag to
enable Database Console.

--pdbadmin, -d Defines the Pluggable Database (PDB) Admin User.

- - pdbnane, - p Defines the Pluggable Database (PDB) name. The default value
is pdb1l.

--version,-v Defines the database bundle patch number. To install the latest

bundle patch for a release, specify 11.2.0.4 or 12.1.0.2. The
default version is 12.1.0.2.

To specify a specific supported bundle, use the 5 digit format.
For example, 12.1.0.2.170814 or 11.2.0.4.170814.

Usage Notes

Flash cache is disabled by default.

You cannot mix Oracle Database Standard Edition and Enterprise Edition
databases on the same appliance.

Use the --cdb or - - no- cdb flag to indicate whether or not the database is a
container database. When neither flag is specified, the default database created is
a non-CDB database.

When - - dbhonei d is not provided, the cr eat e- dat abase command creates a
new Oracle Database Home.

When - - dbhonei d is provided, the cr eat e- dat abase command creates the
database using the existing Oracle Home. Use the odacli |i st-dbhones
command to obtain the dbhonei d.

When you specify both the - - versi on and the- - dbhonei d, the version is ignored and
the database is created against the existing database home.

Oracle Database 12.1 is supported on both Oracle Automatic Storage
Management (Oracle ASM) and Oracle ASM Cluster file system (ACFS). The
default is Oracle ASM.

Oracle Database 11.2 is only supported on Oracle ACFS.

When databases are created in Oracle ACFS, each database is configured with its
own Oracle ACFS file system for the datafiles and uses the following haming
convention: / u02/ app/ db user/ oradat a/ db uni que name. The default size of this
mount point is 100 GB.
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# Note:

Oracle recommends not sharing the mount point across different
databases.

* Online logs are stored inthe /u03/ app/ db user/redo/ directory.

e Oracle Fast Recovery Area (FRA) is located in the / u03/ app/ db user/
fast _recovery_area directory.

* Use the following option to specify the adni npasswor d:
— Interactive mode: Use the - moption and enter the password when prompted.

» For the version, you can specify the database version, either 12.2.0.1, 12.1.0.2 or
11.2.0.4, or you can use a 5 digit format to specify a specific patch bundle version.
If you use the database version without specifying the bundle patch number, the
latest bundle patch is used. The following values are supported:

- 12201

- 12.2.0.1.171017
- 12.2.0.1.170814
- 12.1.0.2

- 12.1.0.2.171017
- 12.1.0.2.170718
— 12.1.0.2.170418
- 12.1.0.2.161018
- 12.1.0.2.160719
- 12.1.0.2.160419
- 11204

- 11.2.0.4.171017
- 11.2.0.4.170718
— 11.2.0.4.170418
- 11.2.0.4.161018
- 11.2.0.4.160719

# Note:

Oracle Database 11.2.0.4.160419 is not supported. Attempts to create
an Oracle Database 11.2 against an 11.2.0.4.160419 database home
will fail.

Example 14-51 Creating a Database in Interactive Mode

This example creates an 12.1.0.2 OLTP container database named hrdb with shape
odbh2 and enables you to provide the password interactively.
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# Note:
To provide a password interactively, use the - moption, but do not provide the
password until prompted.
# odacli create-database -n hrdb -¢ -m-cl OLTP -s odb2 -p pdbl

Password for SYS, SYSTEM and PDB Adnin:

{
"jobld" : "f12485f2-dche- 4ddf - aeel- de24d37037b6",
"status" : "Created",
"message” : null,
"reports" : [ ],
"createTi mestanp" : "March 26, 2018 03:54:03 AM EDT",
"description"” : "Database service creation with db nane: hrdb",
"updat edTi ne" : "March 26, 2018 03:54:03 AM EDT"
}

Example 14-52 Creating a Database in Non-Interactive Mode

This example creates an 12.1.0.2 OLTP database named crndb with shape odb2 and
enables you to specify the password in the command-line. To define the password in
the command-line, use the -hmoption and define the password. Because the container
database flag (- c¢) is not used, the database created is not a container database.

# odacli create-database -n crndb -hm Wl Cone__12 -cl OLTP -s odb2

{
"jobld" : "30b5e2a6- 493b- 4461- 98h8- 78e9al5f 8cdd",
"status" : "Created",
"message” : null,
"reports" : [ ],
"createTi mestanp” : "March 26, 2018 03:59:22 AM EDT",
"description" : "Database service creation with db nane: crnub”,
"updat edTi me" : "March 26, 2018 03:59:22 AM EDT"
}

Example 14-53 Creating a Database Against a Different Version

Either of the following statements creates a database against a home with Oracle
Database Bundle (170718) applied:

# odacli create-database -m-n hrmsdbl -v 12.1.
# odacli create-database -m-n hrmsdb2 -v 12.1.

=
oo

2
.2.170718

The following statement creates a new database against a home with Oracle
Database Bundle patch 170814:

# odacli create-database -m-n hrnsdb3 -v 12.1.0.2.170814

14.8.4 odacli register-database

Use the odacl i regi st er-dat abase command to register a migrated database
with the appliance.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
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Syntax

odacli register-database -c¢ {COLTP|DSS||MB} -s dbshape -t dbtypeSl
-0 hostnane -sn servicename -p syspassword[-bi backupconfigid] [-co|-no-co] [-h][-]]

Parameters

Parameter Description

- - backupconfigid, - bi (Optional) Defines the backup configuration
identifier for future use.

--dbcl ass, - ¢ {OLTP|DSS|IMDB} Defines the database class. The database

class setting determines the database SGA
memory and instance PGA memory
configuration. The options are as follows:

. Enterprise Edition: OLTP, DSS, or IMDB.
. Standard Edition: OLTP

--dbconsol e, -co (Optional) Enables the Database Console.
Use the - no- coflag to disable the Database
Console. If not selected, the default is no
Database Console.

--dbshape, - s Identifies the database shape (template) and
determines the total memory allocated to the
database. For example, odb1 and odb2. The
default is odb1.

--dbtype, -t [SI] Defines the type of database. The database
type is Single Instance. The default is SI.

--help,-h (Optional) Displays help for using the
command.

--hostnane, -0 Defines the host name. Default: local host
name

--json,-j (Optional) Displays JSON output.

--no-dbconsol e, - no-co (Optional) Disables Database Console. Use

the - coflag to enable Database Console.

--Servi cenang, -sn Defines the Database Service Name. Using
this service name, the EZCONNECT String is
derived for connecting to the database. For
example, host name: port/servi cenanme.

The Port number is the port configured for the
listener, as part of the deployment.

--syspassword, - p Defines the proxy user password for SYS.
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Usage Notes

# Note:

It is a good practice to use Easy Connect (EZCONNECT) to test the
database connectivity before registering the database.
Log in as the sys user and enter the following command:

sql pl us sys/ password@/ host nane: 1521/ servi ce nane

* To execute the command in non-interactive mode, use the hidden parameter - hp
to specify the password in the command line instead of using the - p parameter to
specify the password.

* The migrated database is registered with the listener configured during the
provisioning of the appliance. The migrated database must be in read-write or
read-only mode for the registration to succeed.

e Theregister-dat abase command validates the dat afi | e and log file locations
and moves the control file and spfil e to the correct locations.

e The following are the minimum compatible parameters set, based on the database
version:

— Oracle Database 12c¢ : 12.1.0.2
— Oracle Database 11 g: 11.2.0.4

e Someinit.ora parameters are set, or reset, as part of the registration. Review
the parameter changes before and after registration.

The following are examples of changes implemented as part of registration:
— The nenory_target is reset.

— Thesga_target/pga_aggregate_target/log buffer/inmenory_size is configured
based on the database class and database shape settings used during
registration.

— The registration process sets, or resets, the recommended appliance-specific
parameters.

* The database being registered must use Oracle Managed Files and the file
location must match the DATA Location, REDO Location and RECO Location of
the odacl i descri be-dbst orage command.

* As part of the registration process, the database is registered with Oracle
Clusterware. Depending on the database role, the database is registered as
Primary or Standby database with Oracle Clusterware.

* If you are registering the database as a standby database, then open the database
in read-only mode before executing the odacl i regi st er-dat abase
command.

Example 14-54 Registering a Migrated Database

The following is the syntax to register a single instance OLTP database that is using
shape odb1.
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odacli register-database -c¢ OLTP -s odbl -sn crndb. exanpl e.com -p
Password for SYS:
{

"jobld" : "317b430f - ad5f - 42ae- bb07- 13f 053d266e2",

"status" : "Created",

"message” : null,

"reports" : [ ],

"createTi nestanp” : "August 08, 2016 05:55:49 AM EDT",

"description" : "Database service registration with db service nane:
crndb. exanpl e. cont',

"updat edTi ne" : "August 08, 2016 05:55:49 AM EDT"

}
rpandrap: ]# odacli describe-job -i "317b430f - ad5f - 42ae- bb07- 13f 053d266e2"

Job details
I D 317b430f - ad5f - 42ae- bb07- 13f 053d266e2
Description: Database service registration with db service name:
crndb. exanpl e. com
Status: Success
Created: August 8, 2016 5:55:49 AM EDT

Message:

Task Name Start Tine
restore control file August 8, 2016 5:55:49 AM EDT
move spfile to right location August 8, 2016 5:56:08 AM EDT
register DB with clusterware August 8, 2016 5:56:13 AM EDT
reset db parameters August 8, 2016 5:57:05 AM EDT
Runni ng Dat aPat ch August 8, 2016 5:57:36 AM EDT
(Cont i nued)

End Tine Status
August 8, 2016 5:56:08 AMEDT  Success
August 8, 2016 5:56:13 AM EDT  Success
August 8, 2016 5:57:05 AM EDT  Success
August 8, 2016 5:57:36 AM EDT  Success
August 8, 2016 5:57:49 AM EDT  Success

14.8.5 odacli delete-database

Use the odacl i del et e- dat abase command to delete a database.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
Syntax

To delete a database:

odacli del ete-database -i dbid [-h] [-]]
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Parameters
Parameter Description
--dbid, -i Identifies the database home identifier (ID) to display.
Use the odacl i |ist-databases command to obtain the - - dbi d.

--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output.
Usage

# Note:

The del et e- dat abase command deletes the database, the file system,
and the underlying advmvolumes assigned to the database. For example,
deleting a database named hr db also deletes the file system / u02/ app/
oracl e/ or adat a/ hr db. Do not keep any other files on this database file
location.

Example 14-55 Deleting a Database Named hr nsdb

In this example we want to delete a database named hr nsdb. Before we can delete the
database, we need to know the database home identifier (dbid). This example shows
how to run the odacl i |i st -dat abases command to list the databases and their
associated dbid, then how to delete database hr nsdb.

# odacli |ist-databases

ID DB Nane DB Version CDB O ass
a3f 4a6c0- a0c9-4¢79- bad7-898af cf 9de46  hrmsdb 12.1.0.2 true QTP
7e28bf 52- 1a09- 49f d- 9391- 841838d2c42f crmdb  12.1.0.2 false QTP

(conti nued)
Shape Storage Status

odbl ACFS Confi gur ed
odbl ACFS Confi gur ed

# odacli del ete-dat abase -i a3f4a6c¢c0-a0c9-4c79-bad7-898af cf 9de46

14.9 odacli DBHome Commands

ORACLE

Use the odacli DBHome commands to manage database Home operations.

» odacli list-dbhomes (page 14-52)
Use the odacl i 1i st-dbhones command to display a list of Oracle Home
directories.

e odacli describe-dbhome (page 14-52)
Use the odacl i descri be- dbhone command to display Oracle Database
Home details.
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» odacli create-dbhome (page 14-53)
Use the odacl i cr eat e- dbhonme command to create an Oracle Database
Home.

e odacli delete-dbhome (page 14-54)
Use the odacl i del et e- dbhonme command to delete database home that is not
associated with a database.

14.9.1 odacli list-dbhomes

Use the odacl i 1i st-dbhones command to display a list of Oracle Home
directories.

File Path
$ORACLE_HOWE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To display a list of Oracle Home directories:

odacli |ist-dbhomes [-h] [-j]
Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.
--json,-j (Optional) Displays JSON output.

Example 14-56 Displaying a List of Oracle Home Directories
Run the following command to display a list of Oracle Home directories:

# odacli |ist-dbhones

ID Narre DB Version

b727bf 80- c99e- 4846- aclf - 28a81a725df 6 OraDB12102_honel 12.1.0.2

(conti nued)
Home Location

/u01/ app/ or auser/ product/12. 1. 0. 2/ dbhone_1

14.9.2 odacli describe-dbhome

ORACLE

Use the odacl i descri be- dbhonme command to display Oracle Database Home
details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To display details about Oracle Database Home:
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odacli describe-dbhome -i dbhomeid [-h] [-j] [-V]

Parameters

Parameter Description

-i dbhonei d Identifies the database home ID. Use the odacl i |i st-dbhones
command to get the dbhomeid.

--help,-h (Optional) Displays help for using the command.

--json,-j (Optional) Displays JSON output. The default is false.

-vdbversi on (Optional) Identifies the Database Home Version. Use the
odacli Iist-dbhomes —v command to get the dbversion.

Example 14-57 Displaying Oracle Database Home Details

The following output is an example of using the display Oracle Database Home details
command:

# odacli describe-dbhome -i b727bf 80-c99e- 4846- ac1f - 28a81a725df 6

DB HOME detai | S - mm e e e e e e e
ID: b727bf 80- c99e- 4846- aclf - 28a81a725df 6
Nane: OraDB12102_honel
Version: 12.1.0.2
Home Location: /u01/app/orauser/product/12.1.0. 2/ dbhone_1
Created: Jun 2, 2016 10:19:23 AM

14.9.3 odacli create-dbhome

Use the odacl i creat e- dbhone command to create an Oracle Database Home.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To create an Oracle Database Home:

odacli create-dbhome -v version [-j] [-h]
Parameters

Parameter Description

-V version nunber Defines the database bundle patch number.
--json,-j (Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

Usage Notes

For the version number, you can specify the database version, either 12.2.0.1,
12.1.0.2 or 11.2.0.4, or you can use a 5 digit format to specify a specific patch bundle
version. For example, 12.1.0.2.161018. If you use the database version without
specifying the bundle patch number, then the latest bundle patch is used.
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The following values are supported:

« 12.20.1
« 12.2.0.1.170814
« 12.1.0.2

« 12.1.0.2.170718
« 12.1.0.2.170418
+ 12.1.0.2.161018
+ 12.1.0.2.160719
 12.1.0.2.160419
« 11.2.04

« 11.2.0.4.170718
« 11.2.0.4.170418
« 11.2.0.4.161018
+ 11.2.0.4.160719

" Note:

Oracle Database 11.2.0.4.160419 is not supported. Attempts to create an
Oracle Database 11.2 against an 11.2.0.4.160419 database home will fail.

Example 14-58 Creating an Oracle Database Home

The following example creates an Oracle Database Home version 12.1.0.2.170718.

# odacli create-dbhomre -v 12.1.0.2.170718

14.9.4 odacli delete-dbhome

ORACLE

Use the odacl i del et e- dbhonme command to delete database home that is not
associated with a database.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli del ete-dbhome -i [-h]

Parameters

Parameter Description

--id,-i Identifies the database home using a database
identifier (ID).

--help,-h (Optional) Displays help for using the

command.

14-54



Chapter 14
odacli Database Storage Commands

Usage Notes
e Usetheodacli |ist-dbhomes command to locate the identifier.

e To delete, or uninstall, a database home (dbhome), there must not be any
associated databases in the dbhome.

e« Usethe odacli del et e-database command to delete an existing database.
Example 14-59 Deleting an Empty Database Home

# odacli del et e-dbhone -i 0Oceb47ca- 3df 2- 4178- a7eb- eef a613aeab4

14.10 odacli Database Storage Commands

Use the Database Storage commands to list, describe, create, and delete Oracle
database storage.

» odacli list-dbstorages (page 14-55)
Use the odacl i 1i st-dbstorages command to display a list of all of the
database storage configured in the appliance.

e odacli describe-dbstorage (page 14-56)
Use the odacl i descri be- dbst or age command to display storage
configuration details.

» odacli create-dbstorage (page 14-57)
Use the odacl i creat e- dbst or age command to create the file system for
database migrations.

e odacli delete-dbstorage (page 14-58)
Use the odacl i del et e- dbst or age command to delete database storage that
is not associated with a database.

14.10.1 odacli list-dbstorages

ORACLE

Use the odacli 1i st-dbst orages command to display a list of all of the database
storage configured in the appliance.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli list-dbstorages [-h]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the

command.

Usage Notes

This command displays a list of all of the filesystems that are configured with the
cr eat e- dat abase command and the cr eat e- dbst or age command.
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Example 14-60 Displaying a List of all Database Storage

# odacli |ist-dbstorages

ID Type DBUNni que Nane Stat us

9f €39332- ccla- 4b4b- 8393- 165524a6ef 6b  Acfs rdbl2la Configured
4f 2a1b59- ca66- 4d80- 951c- 425ab7h0acae  Asm eel2db Confi gured
0266edac- c729- 4539- 861f - 3f 3d543be%e4 Acfs db12SE Confi gured

14.10.2 odacli describe-dbstorage

ORACLE

Use the odacl i descri be- dbst or age command to display storage configuration
details.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli describe-dbstorage -i [-j] [-h]

Parameters

Parameter Description

--id, -i Identifies the database storage.

--json,-j (Optional) Displays JSON output. The default
is false.

--help,-h (Optional) Displays help for using the
command.

Usage Notes

e Usetheodacli |ist-dbstorages command to get the database storage

identifier (ID).
* The DATA Location corresponds to the init. ora parameter db_create_file_dest.

e RECO Location corresponds to the init.ora parameter
db_recovery file_dest

* REDO Location corresponds to the init.ora parameter
db_create_online_|l og_dest_1

Example 14-61 Displaying Database Oracle ACFS Storage Details

The following example displays Oracle ASM Cluster file system (ACFS) storage
details:

# odacli describe-dbstorage -i 9fe39332-ccla- 4b4b- 8393- 165524a6ef 6b

DBStorage details

ID: 9fe39332- ccla- 4b4b- 8393- 165524a6ef 6b

DB Nane: rdbl2la

DBUni que Nane: rdbl2la

DB Resource | D: ad6¢c7326-e460- 411e- 94df - 230dedbef 743
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Storage Type: Acfs

DATA Location: /u02/app/oracl e/ oradata/rdbl2la
RECO Location: /u03/app/oraclel/fast_recovery_areal
REDO Location: /u03/app/oracle/redo/

State: ResourceState(status=Configured)

Created: July 22, 2016 12:07:12 PM SGT

Updat edTi me: July 22, 2016 12:26:39 PM SGT

Example 14-62 Displaying Database Oracle ASM Storage Details

The following example displays Oracle Automatic Storage Management (Oracle ASM)
storage details:

# odacli describe-dbstorage -i 4f 2alb59- ca66- 4d80- 951c- 425ab7bh0acae

DBSt orage details

I D: 4f 2al1b59- ca66- 4d80- 951c- 425ab7h0acae
DB Nanme: eel2db

DBUni que Nane: eel2db

DB Resource |D: fb4d02f 3-2413- 47ca- 8584- a768e23ec2e7
Storage Type: Asm

DATA Location: DATA

RECO Locati on: RECO

REDO Locati on: RECO

State: ResourceState(status=Configured)
Created: July 22, 2016 1:13:51 PM SGT
Updat edTi me: July 22, 2016 1:13:52 PM SGT

14.10.3 odacli create-dbstorage

Use the odacl i creat e-dbst or age command to create the file system for
database migrations.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli create-dbstorage -n dbnanme -s dataSize -u dat abaseUni queNanme -r [ASM ACFS] [-
h]

Parameters

Parameter Description

--dbname, -n Defines the name of the database.

--dataSi ze, -s (Optional) Defines the size, in gigabytes (GB),

of the filesystem for storing database files and
temp files. The default is: 100 GB The
minimum size is 10 GB. When entering the
size, do not include GB. For example, for 50
GB, use 50.
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Parameter Description

- - dat abaseUni queNane, -u (Optional) Defines a unique name for the

database. Specify only if the database unique
name is different than the database name. The
command creates the following mount

point: / u02/ app/ or acl e/ or adat a/ db uni que
name

--dbstorage, -r [ ASM ACFS] (Optional) Defines the type of database

storage, either ASM or ACFS. When you
select ASM, the command only creates the
supporting directory structure for storing non-
database files. The default is: ASM

--help,-h (Optional) Displays help for using the

command.

Usage Notes

The odacl i creat e-dbst or age command registers the storage metadata with
the Appliance Manager.

Oracle Database is supported on both Oracle Automatic Storage Management
(Oracle ASM) and Oracle ASM Cluster file system (ACFS). The default is Oracle
ASM.

When you create ACFS database storage, the command creates a separate
ACFS file system and creates the directory structure for other database files, such
as archives and online logs.

When you create ASM database storage, the command only creates the
corresponding directories for non-database files.

Example 14-63 Creating Database Storage

The following statement creates 50 GB ACFS database storage for the APPSDB
database.

# odacli create-dbstorage -n APPSDB -s 50 -r ACFS

{

}

"jobld" : "fc6bf8fd-60c2-44f 3- b8h7- ef d0e9a2149f ",

"status" : "Created",

"message" : null,

"reports" : [ ],

“createTi mestanp” : "August 09, 2016 06:19:35 AM WSST",

"description" : "Database storage service creation with db name: APPSDB",
“updat edTi ne" : "August 09, 2016 06:19:35 AM WSST"

14.10.4 odacli delete-dbstorage

Use the odacl i del et e- dbst or age command to delete database storage that is
not associated with a database.

ORACLE

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
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Syntax

odacli delete-dbstorage -i [-h]

Parameters

Parameter Description

--id,-i Identifies the database storage using a
database identifier (D).

--help,-h (Optional) Displays help for using the

command.

Usage Notes

* You can only use the del et e- dbst or age when the storage is not associated
with any databases.

* Use the del et e- dat abase command to delete an existing database.
e Usethelist-dbstorages command to locate the identifier.
Example 14-64 Deleting Empty Database Storage

# odacli del ete-dbstorage -i 9fe39332-ccla- 4b4b-8393- 165524a6ef 6b

14.11 odacli Job Commands

Use the odacli list-jobs and odacli describe-job commands to display job details.

* odacli list-jobs (page 14-59)
Use the odacli 1i st-j obs command to display a list of jobs, including the job
IDs, status, and the job created date and time stamp.

e odacli describe-job (page 14-60)
Use the odacl i descri be-j ob command to display details about a specific job,
including the job ID, status, tasks, and the job created date and time stamp.

» odacli list-scheduledExecutions (page 14-61)

14.11.1 odacli list-jobs

Use the odacl i 1i st-j obs command to display a list of jobs, including the job IDs,
status, and the job created date and time stamp.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i
Syntax

To list jobs and view job details and status:

odacli list-jobs [-]] [-h]
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Parameters

Parameter Description

--json,-j (Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

Example 14-65 Displaying a List of Jobs
To display a list of jobs:

# odacli list-jobs

ID Description Created

a6084067- 72al- 4625- bea7-efd Provisioning service creation Jun 2, 2016 10:19:23 AM

(Cont i nued)
Stat us

Success

14.11.2 odacli describe-job

ORACLE

Use the odacl i descri be-j ob command to display details about a specific job,
including the job ID, status, tasks, and the job created date and time stamp.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

To view a specific job, status, and tasks:

odacli describe-job -i jobid [-j] [-h]
Parameters
Parameter Description
--jobid,-i jobid Identifies the job. To get the job identifier (jobid), run the | i st -
j obs command.
--json,-j (Optional) Displays JSON output.
--help,-h (Optional) Displays help for using the command.

Example 14-66 Displaying Details for a Job
To display details of a specific job with jobid 02df 22¢8- c21f - 4162- 8265- 97f 7826¢243a:
# odacli describe-job -i 02df22c8-c21f-4162-8265-97f 7826c243a
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14.11.3 odacli list-scheduledExecutions

ORACLE

Use the command odacl i i st-schedul edExecuti ons to display a list of jobs
that were executed.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax
odacli list-schedul edExecutions [-j] [-h]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

Example 14-67 Displaying a List of Scheduled and Executed Jobs

Display a list of scheduled tasks, the status, and the date and time that the task was
executed. In the following example, three (3) scheduled tasks were executed. One
task, Schedule ID 04b5750c-0d13-42cf-aba3-85416e8edafb, was executed twice.

# odacli |ist-schedul edExecutions

1D Schedul edl d

9890508¢- f f 6d- 4307- 972f - 7962ec390871  04b5750c- 0d13- 42cf -

aba3- 85416e8edaf b

10a33e08- 695¢- 4d13- b970- 7dc7215f 3cdd

Teele2aa- 80a8- 4297- 97f 7- 365b84bccedd

429e9796- 4bed- 4df 7- af 1e- de49362ddad7  04b5750c- 0d13- 42cf - aba3- 85416e8edaf b

(Cont i nued)
Status Executed Tine

Executed February 4, 2018 12:00: 00 AM UTC
Executed February 4, 2018 12:00: 00 AM UTC
Executed February 5, 2018 12:00: 00 AM UTC

To learn more about a scheduled backup, run the command odacli 1i st -
schedul es. The output displays the ID, name, description, and schedule for each
task.

# odacli |ist-schedul es
ID Nane
Description
d136¢cc72- 4a80- 4ab8- 9f 1e- 1200995b2794 nmet ast ore mai nt enance i nternal

nmet ast ore mai nt enance

04b5750c- 0d13- 42cf - aba3- 85416e8edaf b Agent State netastore cleanup internal
agentstateentry metastore maintenance

7eele2aa- 80a8- 4297- 97f 7- 365b84bhcce4d backupreport maintenance backup reports
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del etion

(Cont i nued)

CronExpr essi on Di sabl ed
0001 *2¢x true
0001 *2¢x fal se
000 13*2¢* fal se

14.12 odacli Network Commands

Use the odacli network commands to list and describe network interfaces.

» odacli list-networks (page 14-62)
Use the odacl i 1i st-networ ks command to display networks.

e odacli describe-network (page 14-63)
Use the odacl i descri be- net wor k command to display the details of a
specific network.

* odacli create-network (page 14-64)
Use the odacl i creat e- net wor k command to create a network.

e odacli update-network (page 14-64)
Use the odacl i updat e- net wor k command to update an existing network
configuration.

» odacli delete-network (page 14-65)
Use the command odacl i del et e- net wor k to delete a network.

14.12.1 odacli list-networks

ORACLE

Use the odacl i 1i st-networ ks command to display networks.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli list-networks [-j] [-h]
Parameters

Parameter Description

--json,-j (Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

Example 14-68 Displaying a List of Networks

Use the odacl i 1i st-networks command to display a list of networks:
# odacli |ist-networks
ID Nane NI C | P Address

7e3f d7e7-0975- 4c74- 9720- a0la2a7a838d Private-network privo0 192.0.2.1
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e37h0ae9- 1420- 4e05- 943b- 7a8ee912caf b Public-network  btbondl  10.20.30.100

(Cont i nued)

Subnet Mask Gat eway
255, 255. 255. 240

255, 255.252.0 10. 20. 30. 1

14.12.2 odacli describe-network

ORACLE

Use the odacl i descri be- net wor k command to display the details of a specific
network.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To display the details of a specific network:

odacli describe-network -i id [-j][-h]
Parameters
Parameter Description
--id, - Identifies the network ID. Use the odacl i |i st - net works
command to obtain the i d.
--json,-j (Optional) Displays JSON output.
--help,-h (Optional) Displays help for using the command.

Example 14-69 Displaying Network Details

Enter the following command to display the details of network ID
9e5ba92b-3f64-4ca7-9067-48be0952510a:

# odacli describe-network -i 9e5ba92b- 3f 64- 4ca7- 9067- 48be0952510a

Network details

ID: 9e5ba92b- 3f 64- 4ca7- 9067- 48be0952510a
Name: Public-network

NI C. bt bondl

| P Address: 192.0.2.1

Subnet Mask: 255.255.252.0

Gateway: 10.20.30.1

Type: Public

Default: true

Created: July 28, 2016 10:10:49 AM EDT
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14.12.3 odacli create-network

Use the odacl i cr eat e- net wor k command to create a network.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli create-network [-d|-no-d] -n interface -p ipaddress
-w {Public]| Privat e| Dat aguar d| Backup| Gt her} -s subnet mask -g gateway[-h] [-]]

Parameters

Parameter Description

--defaul tnetwork, -d Identifies the default network.

--gateway, -g Defines the network gateway. The gateway is required for the
default network.

--help,-h (Optional) Displays help for using the command.

--interface,-n Defines the name of the network interface.

--ipaddress, -p Defines the network IP address.

--json,-j (Optional) Displays JSON output.

--networktype, -w Defines the type of network. Options are: {Public|Private|

Dataguard|Backup|Other}

--no-defaul t network, no-d ldentifies a network as not the default network. Use - -
def aul t network. -d to identify a default network.

subnet nask, - s Defines the Network Subnet Mask.

Usage Notes

Use this command to create an additional network not done in creat e- appl i ance.
You are only allowed to create a network on the bond interface.

Example 14-70 Creating a Network

The following example creates a new network, sf pbond1, with IP address 192. 0. 2. 15.
The network is an additional network that uses subnet mask 255. 255. 255. 0 and is not a
default network.

# odacli create-network -n sfpbondl -p 192.0.2.15 -w Backup -s 255. 255. 255.0 -no-d

14.12.4 odacli update-network

ORACLE

Use the odacl i updat e- net wor k command to update an existing network
configuration.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i
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Syntax
To update a network:

odacli update-network -i id [-p |P address]
[-w [Public| Dataguard| Backup| Gther]] [-s network subnet mask]
[-g network gateway] [-j] [-h]

Parameters

Parameter Description

--id, -i Defines the network identity.

--gateway, -g (Optional) Defines the network gateway.
--ipaddress, -p (Optional) Defines the network IP address.
--json,-j (Optional) Displays JSON output.

- - net wor kt ype, - w[Public| (Optional) Defines the type of network.
Dataguard|Backup|Other]

subnet mask, - s (Optional) Defines the Network Subnet Mask.
--help,-h (Optional) Displays help for using the command.

Usage Notes
You cannot modify the Public and Private-interfaces after the system is deployed.

The system has both SFP+ and 10GBaseT bonded pairs, which means that one of
them is used for the public, and you can configure the other after deployment if you
want additional connectivity. For example, if you want a backup network.

Example 14-71 Updating a Network

The following example updates network ID 192. 0. 0. 2 and designates the network as a
backup network:

# odacli update-network -i 192.0.0.2 -w Backup

14.12.5 odacli delete-network

ORACLE

Use the command odacl i del et e- net wor k to delete a network.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

To delete a network:

odacli delete-network -i id [-j] [-h]

Parameters

Parameter Description

--id, -i Defines the network identity.
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Parameter Description
--json,-j (Optional) Displays JSON output.
--help,-h (Optional) Displays help for using the command.

Usage Notes
You cannot delete the Public-network or Private-network after the system is deployed.
Example 14-72 Deleting a Network

The following example deletes a backup network with a network ID of 55db39db-
d95c-42c5-abbd-b88eb99b83ec.

# odacli del ete-network -i 55db39db- d95c-42c¢5- abbd- h88eb99b83ec

"jobld" : "c26d217e-419b-4a91- 8680- 7b06bcf €9828",
"status" : "Running",
"nmessage” : null,
"reports" : [ {
"taskld" : "TaskSequential _137",
"taskName" : "del eting network",
"taskResult" : "Running",
"startTime" : "March 26, 2018 23:14:32 PM EDT",
"endTine" : "March 26, 2018 23:14:32 PM EDT",
"status" : "Running",
"taskDescription" : null,
"parent Taskl d" : "TaskSequential 135",
"jobld" : "c26d217e-419b-4a91- 8680- 7b06bcf e9828",

"tags” © [ ],
"reportLevel" : "Info",
"updat edTi ne" : "March 26, 2018 23:14:32 PM EDT"
o

"taskld" : "TaskzZJsonRpcExt_142",

"taskName" : "Setting up Network",

"taskResult" : "Network setup success",

"startTinme" : "March 26, 2018 23:14:32 PM EDT",

"endTine" : "March 26, 2018 23:14:32 PM EDT",

"status" : "Success",

"taskDescription" : null,

"parent Taskl d" : "TaskParal | el _141",

"jobld" : "c26d217e-419b-4a91-8680- 7h06bcf 9828",

"tags" 1 [ ],

"reportLevel" : "Info",

"updat edTime" : "March 26, 2018 23:14:32 PMEDT" '} |,
"createTi mestanp” : "March 26, 2018 23:14:32 PM EDT",
"description” : "Network service delete",

"updat edTi ne" : "March 26, 2018 23:14:32 PM EDT"

}

14.13 odacli Oracle Auto Service Request Commands

Use the Oracle Auto Service Request (Oracle ASR) commands to configure, update,
test, and delete Oracle ASR on the system.

» odacli configure-asr (page 14-67)
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* odacli update-asr (page 14-68)

* odacli describe-asr (page 14-70)
e odacli test-asr (page 14-70)

» odacli delete-asr (page 14-71)

14.13.1 odacli configure-asr

Use the odacl i confi gur e-asr command to configure Oracle Auto Service
Request (Oracle ASR) after deploying the appliance.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli configure-asr -u username -a asrpassword [-r proxyserver] [-t proxyport]
[-y proxyuser] [-ppwd proxypassword] [-s snnpversion] -i[asrip] -e [internal|

external] [-j] [-h]

Parameters

Parameter Description

--asrip,-i (Optional) Identifies the external Oracle ASR
Manager IP address.

--asrpassword, -a Defines the My Oracle Support password
associated with the user name. Use this option
to specify the password interactively. When
using this option, do not enter the password in
the command-line.

--asrtype, - e {internal | external} Defines the Oracle ASR Configuration Type.
The default is internal.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output.

- - proxypasswor d, - ppwd (Optional) Defines the proxy user password.

--proxyport, -t (Optional) Defines the proxy server port.

--proxyserver,-r (Optional) Defines the Proxy Server Address.

--proxyuser, -y (Optional) Defines the proxy user name
needed to authenticate the proxy server.

--snnpversion, -s [ V2| V3] (Optional) Defines Simple Network
Management Protocol (SNMP) Version 2 or
SNMP Version 3. The default is V2.

--usernang, -u Defines the Oracle ASR user name. The user

name is the My Oracle Support user name
under which the server is registered.

Usage Notes

All log files for Oracle ASR are located in the /var/ opt/asrnmanager/ | og/
directory.
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To configure an external Oracle ASR Manager, you must define the Oracle ASR
Configuration Type as external (-e external ). For example, odacli configure-asr -e
external -i 198.51.100.1

Example 14-73 Configuring Oracle ASR with a Proxy Server

This example configures Oracle ASR for user name scott.tiger@example.com. A proxy
server, www-proxy.example.com, and port 80 are defined.

# odacli configure-asr -u john.smthl @xanmple.com-a -t 80 -r www proxy. exanpl e. com
Asr User password:

Job details

I D: d99559h6- d98d- 4ch7- bh44d- 8577cab26667
Description: Configure ASR

Status: Created

Created: August 9, 2016 6:12:19 AM WSST
Message:

Task Name Start Tinme End Tinme Status

Example 14-74 Configuring an External Oracle ASR

This example configures Oracle Database Appliance to use an external Oracle ASR
instance at IP address 10.20.30.40.

# odacli configure-asr --asrip 10.20.30.40 --asrtype External

"jobld" : "eaO54a2f-d18d-4253- 83bc- b57434e3598e",

"status" : "Created",

"message” : "Please run the script '/tnp/activateExternal Assets.pl' on the
ASRManager host once the current job is successful.",

"reports" : [ ],

"createTimestanp” : "Novenber 20, 2016 22:12:34 PM EST",
"description” : "Configure ASR',
"updat edTi ne" : "November 20, 2016 22:12:34 PM EST"

}

When the job completes successfully, run the / t np/ act i vat eExt er nal Assets. pl script on
the Oracle ASR Manager host.

14.13.2 odacli update-asr

ORACLE

Use the odacl i updat e- asr command to make changes to Oracle Auto Service
Request (Oracle ASR) configuration details after deploying the appliance.

File Path
$ORACLE_HOWE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

updat e-asr -u username -a asrpassword [-r proxyserver] [-t proxyport] [-Yy
proxyuser [-ppwd proxypassword] [-s snnpversion] -i[asrip] -e [internal|external] [-

il [-h]
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Parameters

Parameter Description

--asrip,-i (Optional) Identifies the external Oracle ASR
Manager IP address.

--asrpassword, -a Defines the My Oracle Support password
associated with the user name. Use this option
to specify the password interactively. When
using this option, do not enter the password in
the command-line.

--asrtype, - e [internal | external] Defines the Oracle ASR Configuration Type.
The default is internal.

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output.

- - proxypasswor d, - ppwd (Optional) Defines the proxy user password.

--proxyport, -t (Optional) Defines the proxy server port.

--proxyserver,-r (Optional) Defines the Proxy Server Address.

--proxyuser, -y (Optional) Defines the proxy user name
needed to authenticate the proxy server.

--snnpversion, -s [v2|v3] (Optional) Defines Simple Network
Management Protocol (SNMP) Version 2 or
SNMP Version 3. The default is v2.

--usernane, -u Defines the Oracle ASR user name. The user

name is the My Oracle Support user name
under which the server is registered.

Usage Notes

Enter the password during Oracle ASR configuration.

All log files for Oracle ASR are located in the / var/ opt/asrmanager/ | og/
directory.

You cannot use the updat e- asr command to change the Oracle ASR type. For
example, from internal to external. To change the Oracle ASR type, delete the
existing configuration using the odacl i del et e- asr and then re-configure
Oracle ASR using the odacl i confi gure-asr command.

To configure an external Oracle ASR Manager, you must define the Oracle ASR
Configuration Type as external (-e external ). For example, odacl i update-asr -e
external -i 198.51.100.1

Example 14-75 Updating Oracle ASR with a New Proxy Server

This example updates Oracle ASR for user name scott.tiger@example.com. The
password is not defined in the command-line. You are prompted to enter the password
during configuration. The proxy server is updated to www-proxy2.example.com.

# odacli update-asr -u scott.tiger@xanple.com --asrpassword --proxyserver Ww
proxy2. exanpl e. com - - proxyport 80
Asr User password:

Job details
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I D 79ch2baa- 1644- 45¢5- a004- a303e3111807
Description: Update ASR

Status: Created

Updated: July 15, 2016 9:53:54 AM PST
Message:

Task Name Start Tinme End Tine Stat us

14.13.3 odacli describe-asr

Use the odacl i descri be-asr command to display Oracle Auto Service Request
(Oracle ASR) configuration details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

descri be-asr [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the

command.

Example 14-76 Displaying Oracle ASR Details

# odacli describe-asr

ASR details

I D: e841d74a- 687b- 4e87- 9548- 1baa2090d48e
Name: User Name: scott.tiger @xanple.com
ProvyServer Name: www pr oxy. exanpl e. com
ProxyPort: 80

ProxyUser Name:

SnnpVersi on: V3

State: NA

Created: July 15, 2016 8:53:54 AM PST
Updated: July 15, 2016 8:53:54 AM PST

14.13.4 odacli test-asr

ORACLE

Use the odacl i test-asr command to test the Oracle Auto Service Request
(Oracle ASR) configuration.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli test-asr [-h]
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Parameters
Parameter Description
--help,-h (Optional) Displays help for using the

command.

Usage Notes

This command internally invokes the SNMP test trap by invoking / SP/ al ert ngnt /
rules/1 testrul e=true.

Example 14-77 Testing the Oracle ASR Configuration

# odacli test-asr

Job details

I D: ec6783f 4-551d- 4686- ablb- 22e2d9e59¢98
Description: Test ASR

Status: Created

Created: July 25, 2016 9:03:15 AM SGT
Message:

Task Name Start Tinme End Tine St at us

14.13.5 odacli delete-asr

ORACLE

Use the odacl i del et e- asr command to remove the Oracle Auto Service Request
(Oracle ASR) configuration from the system.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

# odacli delete-asr [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the

command.

Example 14-78 Deleting Oracle ASR From the System

# odacli del ete-asr

{

"jobld" : "5d70bd17-ec4a- 48da- 8196- 1364105db99d",
"status" : "Running",

"nessage" : null,

"reports" : [ ],

"createTi nestanp” : 1469409622451,
"description"” : "Delete ASR',
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"updat edTi me" : 1469409622458
}

14.14 odacli OS Commands

Use the odacli 0S commands to list and update operating system (OS) parameters.

» odacli list-osconfigurations (page 14-72)
Use the command odacl i |ist-osconfigurations to display the current
HugePage and memlock values and view suggested values based on the total
available space.

» odacli update-osconfigurations (page 14-73)
Use the command odacl i updat e- osconfi gur ati ons to update the
HugePage and memlock values.

14.14.1 odacli list-osconfigurations

ORACLE

Use the command odacl i |ist-osconfi gurations to display the current
HugePage and memlock values and view suggested values based on the total
available space.

File Path
$ORACLE_HOVE/ opt/ or acl e/ dcs/ bi n/ odacl i

Syntax

odacli list-osconfigurations [-h] [-]]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json,-j (Optional) Displays JSON output. The default
is false.

Usage Notes

The command displays the configured values for HugePage and memlock from
the /etc/sysctl.conf and /etc/security/linits.conffiles. Based on the total available
space, suggested values are calculated for the parameters.

Example 14-79 Displaying a List of Configured and Suggested Memlock and
HugePage Configurations

# odacli list-osconfigurations

Par amet er User Conf i gur edVal ue Suggest edVal ue
Merdock oid  oosoriisoke 269034355K8
Men ock oracl e 295971180KB 289034355KB
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HugeSpace defaul t 101430MB 101161MB

14.14.2 odacli update-osconfigurations

ORACLE

Use the command odacl i updat e- osconfi gur ati ons to update the HugePage
and memlock values.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli update-osconfigurations [-h] [-hs] [-j] [-n

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

- - hugespace, - hs (Optional) Updates the HugePage value.

--json,-j (Optional) Displays JSON output. The default
is false.

--mem ock, -m (Optional) Updates the memlock value.

Usage Notes

The command updates memlock in the / etc/security/linits. conffile and HugePage
in the/ et ¢/ sysct . conf file with the suggested values.

You can update memlock or hugepage. If no option is provided, then both parameters
are updated to the suggested values.

Example 14-80 Updating the HugePage and Memlock Parameters to the
Suggested Values

odacl i update-osconfigurations

{
"jobld" : "954cf 7a5- 9cad- 451c- 8820- 3140a716af 26",

"status" : "Created",
"message" : "Successfully submitted a request to configure OS
paraneters.",

"reports" : [ ],

"createTi nestamp" : "February 06, 2018 00:03:51 AM MST",
"resourceList" : [ ],

"description” : "Configuring OS Paraneter"”,

"updat edTi ne" : "February 06, 2018 00:03:51 AM MST"
[root @wsoda6s002 ~]# odacli describe-job -i

"954cf 7a5- 9cad- 451c- 8820- 3140a716af 26"

Job details

I D 954cf 7a5- 9cad- 451c- 8820- 3140a716af 26

Description: Configuring OS Paraneter

Status: Success

Created: February 6, 2018 12:03:51 AM MST

Message:

Task Nane Start Time End Tine
Status
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Setting up mem ock. February 6, 2018 12:03:51 AM MST  February 6, 2018 12:03:51 AM MST
Success
Setting up HugeSpace February 6, 2018 12:03:51 AM MST  February 6, 2018 12:03:51 AM MST
Success

14.15 odacli validate-storagetopology

Use the odacli val i dat e- st or aget opol ogy command to check the cable connections
between the system controllers and the storage shelf, as well as the cable connection
to the storage expansion shelf (if one is installed).

Oracle recommends that you run the odacl i val i dat e- st or aget opol ogy command
before deploying the system to ensure that the cabling is correct. This will avoid and
prevent problems during deployment due to incorrect or missing cable connections. If
the cabling is not correct, you will see errors in your output.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odacl i

Syntax

odacli validate-storagetopol ogy [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

14.16 odaadmcli Hardware Monitoring Commands

ORACLE

Use the hardwar e nonitori ng commands to display hardware configurations.

» odaadmcli show cooling (page 14-75)
Use the odaadntli show cool i ng command to show cooling details.

e odaadmcli show env_hw (page 14-75)
Use the odaadntli show env_hwcommand to display information about the
environment and hardware.

e odaadmcli show fs (page 14-76)
Use the odaadntl i show fs command to display filesystem details.

e odaadmcli show memory (page 14-76)
Use the odaadntli show nmenory command to display memory details.

» odaadmcli show network (page 14-77)
Use the odaadntl i show net wor k command to show network details.

» odaadmcli show power (page 14-78)
Use the odaadntli show power command to display power supply details.

e odaadmcli show processor (page 14-78)
Use the odaadntli show processor command to display processor details.
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» odaadmcli show server (page 14-79)
Use the odaadntli show server command to display server details.

14.16.1 odaadmcli show cooling

Use the odaadntli show cool i ng command to show cooling details.

File Path
$ORACLE HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To show cooling details:

odaadntli show cooling [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

14.16.2 odaadmcli show env_hw

Use the odaadntl i show env_hwcommand to display information about the
environment and hardware.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To display environment and hardware details:

odaadntli show env_hw [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-81 Displaying Environment and Hardware Details

To display the hardware details, enter the command odaadntli show env_hw. The
results show a bare metal Oracle Database Appliance system.

# odaadncli show env_hw

BM ODA Lite X7-2 Medium
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14.16.3 odaadmcli show fs

Use the odaadntli show fs command to display filesystem details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

To display filesystem details:

odaadntli show fs [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-82 Displaying Filesystem Details

# odaadntli show fs

Type Total Space Free Space Total DG Space Free DG Space
ext3 30237M 7763M - -
ext3 484M 416M
ext3 60475M 38149M
ext3 100793M 22060M
acfs 102400M 102158M 4894016M 2418668M
acfs 102400M 100501M 4894016M 2418668M
acfs 102400M 100601M 4894016M 2418668M
(Cont i nued)
Di skgroup Mount Poi nt

/

I boot

/ opt

/u01
DATA /u02/ app/ or acl e/ or adat a/ ACFSDB1
DATA /u02/ app/ or acl e/ or adat a/ ACFSDB2
DATA /u02/ app/ or acl e/ or adat a/ EE12NCDB

14.16.4 odaadmcli show memory

ORACLE

Use the odaadntli show nmenory command to display memory details.

File Path
$ORACLE _HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

To show memory details:
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odaadntli show menmory [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-83 Display Memory Details

# odaadntli show nenory

NAMVE HEALTH HEALTH DETAILS  PART_NO. SERI AL_NO

DMWO0 & - 3A4K40BB1- CRC 00CE01154602EADA96
DWW 11 K - 3A4K40BB1- CRC 00CE01154602EADADA
DW3 & - 3A4K40BB1- CRC 00CE01154602EADBCY
DMW8 - 3A4K40BB1- CRC 00CE01154602EADBAO
(Cont i nued)

LOCATI ON MANUFACTURER MEMORY_SI ZE CURR_CLK_SPEED ECC Errors

PO/ DO Sansung 32 B 2400 Mz 0

PO/ D1 Sansung 32 B 2400 Mz 0

PO/ D3 Sansung 32 B 2400 Mz 0

PO/ D8 Sansung 32 B 2400 Mz 0

14.16.5 odaadmcli show network

ORACLE

Use the odaadntl i show net wor k command to show network details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To show network details:

odaadntli show network [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-84 Showing Network Details

# odaadntli show network

NAVE HEALTH HEALTH_DETAI LS LOCATI ON PART_NO MANUFACTURER
Ethernet_ NCO0 K - NETO X540 | NTEL

Ethernet_ NC1 K - NET1 X540 | NTEL

Ethernet_ NC2 - - NET2 X540 | NTEL

Ethernet_ NC3 - - NET3 X540 | NTEL

(Cont i nued)

MAC_ADDRESS LINK_DETECTED DI E TEMP

00: 10: €0: 95:98: ec  yes (enl) 61.250 degree C

00: 10: €0: 95:98: ed  yes (enR) 61.250 degree C
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90: e2: ba: ae:le:ad no (em)
90: e2: ba:ae: le:ac  no (enB)

14.16.6 odaadmcli show power

Use the odaadntl i show power command to display power supply details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To show power supply details:

odaadntli show power [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-85 Displaying Power Supply Details

# odaadncli show power

NAVE HEALTH HEALTH DETAILS  PART_NO SERI AL_NO.

Power _Supply_0 K - 7079395 476856Z+1514CE056G
(Cont i nued)

LOCATI ON | NPUT_POAER  QUTPUT_POAER | NLET_TEMP EXHAUST_TEMP
PS0 Present 112 watts 28.000 degree C 34.938 degree C

14.16.7 odaadmcli show processor

ORACLE

Use the odaadntli show processor command to display processor details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To show processor details:

odaadntli show processor [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-86 Displaying Processor Details

# odaadntli show processor
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NAMVE HEALTH HEALTH DETAILS PART_NO. LOCATION  MODEL

CPU_O (014 - 060F PO (CPU 0) Intel (R) Xeon(R) CPU
E5- 2630

(Cont i nued)

MAX_CLK_SPEED  TOTAL_CORES ENABLED_CORES

2.200 G 10 10

14.16.8 odaadmcli show server

Use the odaadntl i show server command to display server details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

To show server details:

odaadntli show server [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.

Example 14-87 Displaying Server Details

# odaadntli show server

Power State : On

Qpen Problens : 0

Model : ORACLE SERVER X7-2

Type : Rack Mount

Part Nunber : 7320190

Serial Number : 1605NMLOJJ

Primary OS : Not Available

| LOM Address : 10.209.8. 215

| LOM MAC Address : 00:10: EO: 95: 98: FO
Description : Oracle Database Appliance X7-2 Small 1606NMLs02
Locator Light : Of

Actual Power Consunption : 135 watts
Anbi ent Tenperature : 24.250 degree C
Qpen Problens Report : Systemis healthy

14.17 odaadmcli Storage Commands

Use the odaadntli storage commands to perform storage diagnostics.

e odaadmcli expand storage (page 14-80)

Use the odaadntli expand st orage command to expand storage.

* odaadmcli show disk (page 14-82)

Use the odaadntl i show di sk command to display the status of a single disk

or of all disks on the system.

ORACLE
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odaadmcli show diskgroup (page 14-84)
Use the odaadntli show di skgr oup command to list configured diskgroups
or display a specific diskgroup configuration.

odaadmcli show controller (page 14-84)
Use the odaadntli show control | er command to display details of the
controller.

odaadmcli show raidsyncstatus (page 14-85)
Use the odaadntl i show rai dsyncst at us command to display the RAID
SYNC status.

odaadmcli show storage (page 14-86)
Use the odaadntli show st or age command to show the storage controllers,
expanders, and disks.

odaadmcli stordiag (page 14-87)
Use the odaadntli stordi ag command to collect detailed information for each
disk or NVMe.

odaadmcli manage diagcollect (page 14-87)
Use the odaadntli manage di agcol | ect command to collect diagnostic logs
for storage components.

odaadmcli power disk (page 14-88)
Use the odaadntli power di sk command to power a disk on or off.

14.17.1 odaadmcli expand storage

Use the odaadntl i expand st orage command to expand storage.

File Path

$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

odaadntli expand storage -ndisk number of disks to be added -enclosure {0]1} [-h]

Parameters

Parameter

Description

--encl osure {0] 1}

Defines the JBOD or shelf number. The base
storage shelf is 0. The storage expansion shelf
is 1.

This option is only available for multi-node
platforms. It is not supported on Oracle
Database Appliance X7-2S and X7-2M single
node platforms.

--help,-h (Optional) Displays help for using the
command.
- ndi sk Defines the number of disks to be added in the

enclosure.

ORACLE
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Usage Notes

Various storage options are available. On multi-node platforms, the base storage is
SSD and you can choose to add either SSD or HDD disks. When adding a storage
expansion shelf, all disks must be the same type (you cannot combine SSD and HDD
disks).

# Note:

In addition to reviewing the expand st or age command, it is important to
follow the procedures for adding storage. Cabling validation and disk
placement is important. In some cases, you must move disks to different
slots to successfully expand storage.

*  The following storage options are available on single node platforms:

— Oracle Database Appliance X7-2S platforms have fixed storage that cannot be
expanded.

— Oracle Database Appliance X7-2M platforms are configured with two (2)
NVME disks. You can expand storage to five (5) or eight (8) NVME disks.

e The following SSD storage options are available on multi-node Oracle Database
Appliance X7-2-HA platforms:

— Base configuration.
— Base configuration plus five (5), 10, or 15 SSD disks.

— Second storage shelf base configuration plus 15 SSD disks (fully populated).
The base configuration must be fully populated before adding an expansion
shelf. The expansion shelf must be fully populated.

* The following HDD storage options are available on multi-node Oracle Database
Appliance X7-2-HA platforms:

— Base configuration.
— Base configuration plus 15 HDD disks (fully populated).

— Second storage shelf base configuration plus 24 HDD disks (fully populated).
The base configuration must be fully populated before adding an expansion
shelf. The expansion shelf must be fully populated.

Example 14-88 Adding Six NVMe Disks to a Single Node Platform

You can expand storage on Oracle Database Appliance X7-2M. In this example, five
(5) NVMe disks are added to the platform.

# odaadntli expand storage -ndisk 5
Example 14-89 Adding 15 SSD Disks to a Multi-Node Platform

The SSD disks are available in packs of 5 (5, 10, or 15). This example adds three 5
packs of SSD disks to the base configuration.

#odaadncli expand storage -ndisk 15 -enclosure 0

Precheck passed.
Successfully formatted 3.2TB SSD di sks. ..
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Check the progress of expansion of storage by executing 'odaadntli show disk'
VWaiting for expansion to finish ...

Example 14-90 Adding an SSD Storage Expansion Shelf to a Multi-Node
Platform

In this example, the base configuration is fully populated and a fully populated
expansion shelf of SSD disks is added.

# odaadncli expand storage -ndisk 24 -enclosure 1

Precheck passed.

Successfully formatted 3.2TB SSD di sks. ..

Check the progress of expansion of storage by executing 'odaadntli show disk'
Vaiting for expansion to finish ...

Example 14-91 Adding an HDD Storage Expansion Shelf to a Multi-Node
Platform

In this example, the base configuration is fully populated with SSD and 15 HDD disks,
and a fully populated expansion shelf of HDD disks is added.

# odaadntli expand storage -ndisk 24 -enclosure 1

Precheck passed.

Successfully formatted 10TB HDD di sks. ..

Check the progress of expansion of storage by executing 'odaadntli show disk'
Waiting for expansion to finish ...

14.17.2 odaadmcli show disk

ORACLE

Use the odaadntli show di sk command to display the status of a single disk or of
all disks on the system.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To display the status of all disks on the system:

odaadntli show disk [-h]

To display the status of a single disk:

odaadntli show disk disk_nane [-h]

Parameters

Parameter Description

disk_name (Optional) Define the disk resource name. The resource name
formatis pd_[ 0. . 3].

--help,-h (Optional) Displays help for using the command.

Example 14-92 Displaying the Status of All Disks

To display the status of all the disks on the system:

14-82



ORACLE

Chapter 14
odaadmcli Storage Commands

# odaadntli show di sk

NAMVE PATH TYPE STATE STATE_DETAI LS
pd_00 / dev/ nvmeOnl NVD ONLI NE Good
pd_01 [ dev/ nvmelnl NVD ONLI NE Good

Example 14-93 Displaying the Status of a Single Disk
To display the status of a disk named pd_00:
# odaadntli show di sk pd_00

The Resource is : pd_00
ActionTi neout : 1500
ActivePath : /dev/nvme0Onl
AsnDi skLi st : |data_00||reco_00|
Aut oDi scovery : 1

Aut oDi scoveryH : |data: 80: NVD| | reco: 20: NVD|
Checklnterval : 300

Col Num: 0

CriticalWarning : 0

DependLi st Opr : add
Dependency : | 0]

Di skld : 360025380144d5332

Di skType : NVD

Enabled : 1

ExpNum : 19

HbaPort Num : 10

IState : 0

Initialized : 0

| sConfi gDepende : fal se

Mbdel Num : MS1PC2DD30RA3. 2T
MonitorFlag : 1

Ml tiPathList : |/dev/nvmeOnl|
Name : pd_00

NewPart Addr : 0

OSUser Type : | user Type: Mul ti user |
PlatfornName : X7_1 LITE S
PrevState : Invalid

PrevUsr DevNane :

SectorSize : 512

Serial Num: S2LHNAAH000001
Size : 3200631791616
SlotNum: 0

Smart Di skWarnin : 0

Smart Tenperatur : 37

State : Online

St at eChangeTs : 1465263789
StateDetails : Good

Total Sectors : 6251233968
TypeNane : 0

Usr DevNane : NVD_S00_ S2LHNAAH101026
Vendor Nane : Samsung

gid: 0
mode : 660
uid: 0
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14.17.3 odaadmcli show diskgroup

Use the odaadntli show di skgr oup command to list configured diskgroups or
display a specific diskgroup configuration.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i
Syntax
To list configured diskgroups:
odaadncli show di skgroup [-h]
To display DATA configurations:

odaadntli show di skgroup [ DATA] [-h]

To display RECO configurations:
odaadnt!li show di skgroup [RECQ [-h]

Parameters

Parameter Description

DATA (Optional) Displays the DATA diskgroup configurations.
RECO (Optional) Displays the RECO diskgroup configurations.
--help,-h (Optional) Displays help for using the command.

Example 14-94 Listing All Diskgroups

# odaadntli show di skgroup

Di skGroups

Example 14-95 Displaying DATA Configurations

# odaadntli show di skgroup DATA

ASM DI SK  PATH DISK STATE  STATE DETAILS
data_00 /dev/NVD_SO0_S2LHNAAHI01026p1 pd_00 ONLINE  Good
data 01 /dev/NVD _SO1_S2LHNAAHI01008pl pd 01 ONLINE  Good

14.17.4 odaadmcli show controller

ORACLE

Use the odaadntl i show control | er command to display details of the
controller.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odaadntl i
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Syntax
To display details of the controller:

odaadntli show controller id [-h]

Parameters

Parameter Description

controller_id,id Defines the controller.

--help,-h (Optional) Displays help for using the command.

Example 14-96 Showing Controller Details

# odaadncli show controller 1
Controller [1] information:

sun-control ler-id = nvne: 1b: 00. 00
sun-id = nvne: 1b: 00. 00
sun-control | er-manuf act urer = Sanmsung
pci -vendor-id = 0x0000144d
sun-control | er-nmodel = 0xa821
pci - devi ce-id = 0x0000a821
sun-control | er-type = NVMe
sun-car d- manuf acturer = Sun M crosyst ens
pci - subvendor-id = 0x0000108e
sun-car d- nodel = 0xa803
pci - subdevi ce-id = 0x0000a803
pci -address = 1b:00.0
sun-version-firmware = KPYATR3Q
sun-serial - nunber = S2LHNAAH101008
sun- product - nanme = MS1PC2DD30RA3. 2T
pci - sl ot-nunber = 11
nvine- power-control =1
sun- nac- nane = / SYS/ DBP/ NVMEL

14.17.5 odaadmcli show raidsyncstatus

Use the odaadntli show rai dsyncst at us command to display the RAID SYNC
status.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To display the status of RAID SYNC:

odaadntli show raidsyncstatus [-h]

Parameters
Parameter Description
--help,-h (Optional) Displays help for using the command.
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Example 14-97 Displaying the RAID SYNC Status
To display the RAID SYNC details and status:

# odaadncli show raidsyncstatus

Raid Type Raid Device Raid Status maintainPdFailH story Rebuildrate
H WRai d [ dev/ sda Opti mal N 30%

14.17.6 odaadmcli show storage

ORACLE

Use the odaadntli show st or age command to show the storage controllers,
expanders, and disks.

File Path

$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i
Syntax

To display the storage controllers, expanders, and disks:

odaadntli show storage [-h]

To show storage errors:

odaadncli show storage -errors [-h]

Parameters

Parameter Description

--errors (Optional) Shows storage errors.

--help,-h (Optional) Displays help for using the command.

Example 14-98 Displaying Storage Devices
The following example displays details about the storage devices on an appliance.

# odaadntli show storage

==== BEG N STORAGE DUWP ========
Host Description: Oacle Corporation: ORACLE SERVER X6-2
Total nunber of controllers: 2
Ild =0
Pci Slot =10
Serial Num = S2LHNAAH101026
Vendor = Sansung
Model = MS1PC2DD30RA3. 2T
Fwers = KPYA7R3Q
strid = nvre: 19: 00. 00
Pci Address = 19:00.0

Id =1
Pci Slot =11
Serial Num = S2LHNAAH101008
Vendor = Samsung
Model = MS1PC2DD3ORA3. 2T
Fwers = KPYA7R3Q
strid = nvne: 1b: 00. 00
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Pci Address = 1b:00.0

Total nunber of expanders: 0

Total nunmber of PDs: 2
[ dev/ nvmeOnl Samsung NVD 3200gb slot: O pci : 19
[ dev/ nvmelnl Samsung NVD 3200gb slot: 1 pci : 1

==== END STORAGE DUWP =========

14.17.7 odaadmcli stordiag

Use the odaadntli st ordi ag command to collect detailed information for each disk
or NVMe.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To collect storage diagnostics for disks and NVM Express (NVMe):

odaadncli stordiag n [-h]

Parameters

Parameter Description

-n disk_name Defines the disk resource name. The resource name format is
pd_[0..3].

--help,-h (Optional) Displays help for using the command.

Example 14-99 Displaying NVMe Details
To display detailed information for NVMe pd_00:

# odaadncli stordiag pd_00

14.17.8 odaadmcli manage diagcollect

Use the odaadntli manage di agcol | ect command to collect diagnostic logs for
storage components.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To collect diagnostic logs for storage components:

odaadncli manage diagcol | ect --storage [-h]
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Parameters

Parameter Description

--storage Collects storage logs.

--help,-h (Optional) Displays help for using the command.

Example 14-100 Collecting Storage Logs

# odaadntli manage diagcol | ect --storage

Collecting storage log data. It will take a while, please wait...

Collecting oak data. It will take a while, please wait...

tar: Renoving leading /' from menber names

tar: /opt/oracl el oak/ onecnd/t np/ Cakd i - Command- Qut put.log: file changed as we read it

Logs are collected to : /opt/oracl el oak/| og/ rwsoda6f 002/ oakdi ag/ oakSt or age-
rwsoda6f 002- 20161120_2217.tar. gz

14.17.9 odaadmcli power disk
Use the odaadntli power di sk command to power a disk on or off.

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax
To power a disk on or off:

odaadntli power disk {on|off|status} disk_name [-h]

Parameters

Parameter Description

disk_name Defines the disk resource name. The resource name format is
pd_[0..3].

{on] of f| st at us} Power on a disk, power off a disk, display status.

--help,-h (Optional) Displays help for using the command.

Example 14-101 Powering a Disk Off
This example shows how to power off a disk.

# odaadncli power disk off pd_00
Disk 'pd_00" is already part of ASM

Are you sure you want to power OFF the disk?: 'pd_00"?
[yes/no]:

yes

Powered OFF pd_00

Example 14-102 Checking the Disk Status

This example shows how to get the status of disk pd_00.
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# odaadncli power disk status pd_00
The disk is powered ON

14.18 odaadmcli VLAN Management Commands

Use the odaadmcli VLAN commands to list and manage virtual local area networks
(VLANS) for Oracle Database Appliance bare metal platform.

Topics:

e odaadmcli create vlan (page 14-89)
Use the odaadntli create vl an command to create a virtual local area network
(VLAN).

* odaadmcli delete vlan (page 14-91)
Use the odaadncli del ete vl an command to delete a VLAN.

e odaadmcli show vlan (page 14-91)
Use the odaadncli show vl an command to display a list of virtual local area
networks (VLANS) and details.

14.18.1 odaadmcli create vian

ORACLE

Use the odaadntli create vl an command to create a virtual local area network (VLAN).

File Path
$ORACLE_HOWVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

odaadntli create vlan vlanname -vlanid identifier -if {bond0| bondl} -node {0|1} -
setuptype type {backup | managenent | public | custon} -ip address -netmask address -
gateway address [-h] [-j]

Parameters

Parameter Description

- gat eway Defines the gateway address. Define the
gateway as 0. 0. 0. 0 when the VLAN interface
does not require a gateway.

--help,-h (Optional) Displays help for using the
command.

-if {bond0| bond1} Defines the name of the interface on which the
VLAN network is created. The options are
bond0 or bond1.

--json ,-j (Optional) Displays JSON output.

- net mask Defines the netmask address.

-node {0] 1} Defines the node for the VLAN. The options

are 0 or 1. The default is 0.

-setuptype {backup | management | public Defines the setup type. For example,
| custon} management. The default is public.
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Parameter Description

-vlanid Defines the VLAN identifier (ID) to which the

VLAN network belongs. The VLAN ID must be
unique for a single node platform. For a multi-
node platform, you can use the same ID to
create a network on NodeO and Nodel.

Usage Notes

Two physical ports, either copper or fiber, are bonded as bond0. When you create
a VLAN, you create it on bondO of a specific node, NodeO or Nodel.

Use the odaadntli show vl an command to obtain the existing VLAN names
and details.

When naming the VLAN, use a logical name for the network. The name must be
unique in a given node. However, you can create the same named network on
both NodeO and Nodel of a multi-node platform.

Because a virtual machine (VM) that resides on a shared repository can be started
on either node, create a VLAN network with the same name on both nodes. If the
needed network is not available, then the VM cannot be started on that node.

The supported setup types are as follows:
— Backup: Configure for backup operations.

— Management: Configure for management traffic, such as Oracle Enterprise
Manager, and access to the management capabilities of a switch. You must
provide an IP address and default gateway for the Management VLAN. A best
practice is that the Management VLAN is not the primary VLAN (VLAN1) and
does not carry user data traffic.

— Public: Configure for the public access. This is the default public interface.
Only one VLAN should be a public VLAN.

— Custom: Configure for VLAN for other uses.

Dynamic Host Configuration Protocol (DHCP) is not supported.

Example 14-103 Creating a VLAN on NodeO

Use the odaadntl i create vl an command to create a VLAN named vl an105 on
NodeO:

# odaadncli create vlian vlanl05 -vlanid 105 -if bond0 -node O -setuptype management -
ip 10.0.2.254 -netmask 255.255.0.0 -gateway 10.214.0.1
Created VIan : vlanl05

Example 14-104 Creating a VLAN on Nodel

Use the odaadntl i create vl an command to create a VLAN named vl an105 on
Nodel:

# odaadncli create vlian vlanl05 -vlanid 105 -if bond0 -node 1 -setuptype managenment -
ip 10.0.2.254 -netmask 255.255.0.0 -gateway 10.214.0.1
Created Vian : vl anl05
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14.18.2 odaadmcli delete vlan

Use the odaadntli del ete vl an command to delete a VLAN.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

odaadntli delete vlan vlannane -node {0| 1} [-h]

Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json ,-j (Optional) Displays JSON output.

-node {0] 1} Defines the node for the VLAN. The options
are O or 1.

Usage Notes

Use the odaadntli show vl an command to obtain the VLAN name and node
location.

Example 14-105 Deleting a VLAN

Use the odaadntl i del et e vl an command to delete a VLAN named vl an105 on
NodeO:

# odaadntli delete vlan vlan105 -node 0
Del eted VIan : vlanl105

Example 14-106 Deleting a VLAN on Nodel

Use the odaadntl i del et e vl an command to delete a VLAN named vl an105 on
Nodel:

# odaadntli delete vlan vlanl05 -node 1
Deleted Vian : vlanl105

14.18.3 odaadmcli show vlan

ORACLE

Use the odaadntli show vl an command to display a list of virtual local area networks
(VLANS) and details.

File Path
$ORACLE_HOVE/ opt / or acl e/ dcs/ bi n/ odaadntl i

Syntax

odaadntli show vlan [-h]
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Parameters

Parameter Description

--help,-h (Optional) Displays help for using the
command.

--json ,-j (Optional) Displays JSON output.

Example 14-107 Displaying VLANs

Use the odaadntl! i

# odaadntli show vlan
| NTERFACE CONFI G TYPE

NAVE ID
vl anl101 101
vl anl101 101
vl an102 102
vl an102 102
vl an103 103
vl an103 103

bondl
bondl
bondl
bondl
bond0
bond0

managenent
managenent
managenent
managenent
managenent
managenent

| P_ADDRESS
10. 0. 2. 254
10. 0. 2. 254
10. 0. 2. 254
10. 0. 2. 254
10. 0. 2. 254
10. 0. 2. 254

NETMASK
255.255.0.0
255.255.0.0

255. 255.
255. 255.
255. 255.
255. 255.

.0
.0
.0
.0

show vl an command to display a list of VLANS:

GATEWAY
10.214.0.1

O P OPF O

NCDENUM

Use the odacl i - adm set - credent i al command to change the oda- adni n user

credentials.

Syntax

To reset the oda- adm n user credentials in interactive mode:

odacli-adm set-credential --password --usernane username [-j] [-h]

Parameters

Parameter Description

--password, -p Agent password. The Agent password is needed to access the
Oracle Appliance Manager Web Console.

--usernane, -u User name required to access the Oracle Appliance Manager
Web Console. The default user name is oda- adni n.

--json, -]
(Optional) Displays JSON output.

--help,-h (Optional) Displays help for using the command.

Usage Notes

Only root user can reset the oda- adnmi n user credentials.

Example 14-108 Resetting the oda-admin Password in Interactive Mode

To reset the oda- adni n user password to a new password in interactive mode:

# odacli-adm set-credential --password

Agent password: password

--usernane oda-adnin
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Oracle Appliance Manager Command-Line Interface (OAKCLI) is a command-line
interface (CLI) for Oracle VM Server (Xen hypervisor technology virtualization) on

Oracle Database Appliance X7-2-HA. Only use the oakcli commands on an Oracle
Database Appliance X7-2-HA virtualized platform.

« About the Oracle Appliance Manager Command-line Interface (OAKCLI)
(page 15-3)
The oakcl i commands are the primary method for performing database and
system administration on Oracle Database Appliance, and on Oracle Database
Appliance Virtualized Platform.

* Managing OAKCLI Privileges and Security with SUDO (page 15-4)
Oracle Appliance Manager command-line utility requires root system privileges for
most administration actions. You may want to use SUDO as part of your system
auditing and security policy.

e oakcli add disk -local (page 15-6)
Use the oakcl i add di sk -1 ocal command to add a local disk to the system
after physically replacing a failed disk.

» oakcli configure commands (page 15-7)
Use the oakcl i confi gur e commands to configure components on Oracle
Database Appliance.

» oakcli copy (page 15-13)
Use the oakcl i copy command to prepare a copy of the configuration file for use
during the configuration of Oracle Database Appliance.

e oakcli create commands (page 15-13)
Use the oakcl i creat e commands to create components on Oracle Database
Appliance.

» oakcli delete commands (page 15-21)
Use the oakcl i del et e commands to delete components from Oracle Database
Appliance.

e oakcli deploy (page 15-24)
Use the command oakcl i depl oy to deploy Oracle Grid Infrastructure for a cluster
on Oracle Database Appliance.

» oakcli expand storage (page 15-25)
Use the oakcli expand storage command to configure the solid-state drives (SSDs)
for data storage into the existing base configuration to fully populate the base
storage shelf.

e oakcli diskwritecache (page 15-26)
Use the oakcli di skwitecache command to locate disks with write cache enabled
and to disable disk write cache for those disks.
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oakcli locate disk (page 15-26)
Use the oakcli locate di sk command to locate the physical disk that is associated
with a named Oracle ASM disk by turning the disk's LED light on or off.

oakcli manage diagcollect (page 15-27)

Use the oakcli nmanage diagcol I ect command to collect diagnostic information
about Oracle Database Appliance for troubleshooting purposes, and for working
with Oracle Support Services.

oakcli modify database (page 15-28)
Use the oakcl i nodi fy dat abase command to modify the database type or
size class for a named database.

oakcli orachk (page 15-29)
Use the oakcli orachk command to audit configuration settings with the ORAchk
utility.

oakcli reconfigure osparams (page 15-30)
Use the oakcl i reconfigure osparans command to adjust the kernel
parameters based on the available RAM after you upgrade memory or DIMM.

oakcli resize dbstorage (page 15-31)

Use the oakcli resize dbstorage command to resize the space used for a storage
structure that was created for the purpose of migrating databases from Oracle
ASM to Oracle ACFS.

oakcli restart oda_base (page 15-32)
Use the oakcl i restart oda_base command to stop and restart ODA_BASE
on the local node.

oakcli show commands (page 15-32)
Use the oakcl i showcommands to display the status of Oracle Database
Appliance components.

oakcli start commands (page 15-48)
Use the oakcl i start commands to start a virtual machine, to start a shared
repository on a node, or to start ODA_BASE on the local node.

oakcli stop command (page 15-49)
Use the oakcli stop command to stop a virtual machine, to stop a shared
repository on a node, or to stop ODA_BASE on the local node.

oakcli stordiag (page 15-50)
Use the oakcli stordi ag command to run diagnostic tests on a disk in the storage
shelf or storage expansion shelf.

oakcli test asr (page 15-51)
Use the oakcli test asr command to send a test trap to determine if Oracle Auto
Service Request (Oracle ASR) is configured and working correctly.

oakcli unpack (page 15-51)
Use the oakcli unpack command to unpack packages into the Oracle Appliance
Manager repository.

oakcli update (page 15-52)
Use the oakcl i updat e command to apply Oracle Database Appliance patches.

oakcli update-cpucore (page 15-54)
Use the oakcli updat e- cpucore command to enable a specified number of licensed
CPU cores for Oracle Database Appliance.
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» oakcli upgrade (page 15-55)
Use the oakcli upgrade command to upgrade the Oracle Database software on
Oracle Database Appliance.

e oakcli validate (page 15-56)
Validates the state of an Oracle Database Appliance or the viability of an operating
system patch.

e oakcli Virtual Disk Commands (page 15-59)
Use the oakcli virtual disk (vdisk) commands to manage virtual disks on Oracle
Database Appliance X7-2-HA virtualized platform.

e oakcli Virtual Machine Commands (page 15-61)
Use the oakcli virtual machine commands to list and manage virtual machines
(VMs).

e oakcli Virtual Machine Template Commands (page 15-70)
Use the oakcli Virtual Machine template commands to list and manage virtual
machine (VM) templates.

e oakcli VLAN Management Commands for Virtual Platform (page 15-76)
Use the oakcli VLAN commands to list and manage virtual local area networks
(VLANS) on an Oracle Database Appliance virtualized platform.

15.1 About the Oracle Appliance Manager Command-line
Interface (OAKCLI)

ORACLE

The oakcl i commands are the primary method for performing database and system
administration on Oracle Database Appliance, and on Oracle Database Appliance
Virtualized Platform.

You can perform the following tasks with OAKCLI commands:
e List the hardware components

* Validate and diagnose the hardware components

e Install and upgrade software

e Apply software patches

e Create and drop databases

« Install and uninstall Oracle Homes

»  Deploy and manage virtual machines

e Test Oracle Auto Service Request (Oracle ASR)

* Enable CPU cores

Depending on your version of Oracle Appliance Manager and your hardware, some of
the OAKCLI commands may not be available to you. To see which OAKCLI
commands are supported on your version of Oracle Appliance Manager and your
hardware, run the help command for OAKCLI: oakcli -h

OAKCLI Command Location and Path Configuration
The Oracle Appliance Manager command-line interface is in the following directory:

[ opt/oracl e/ oak/ bi n/ oakcl i
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Configure the root user account on your Oracle Database Appliance servers to have
the PATH variable defined to search for oakcli commands in the path / opt /
or acl e/ oak/ bi n/ oakcl i .

OAKCLI Syntax

Oracle Appliance Manager command-line interface commands and parameters are
case-insensitive.

An oakcli command uses the following command syntax:

oakcli command object [options]

* commmand is an action you want to perform on the appliance. For example: show,
| ocate, apply.

e object is the target or object on which the oakcl i command performs the
operation. For example, you issue a command to create or configure a disk, or a
controller, or perform other system or software administration. You can also use
object abbreviations.

e options are optional parts of the oakcl i command. Options can consist of one or
more options that extend the use of the oakcli command carried out on an object.
Options include additional information about the action that you want to perform on
the object. Option names are preceded with a dash. Many options require the
name of an object for the command to perform the action that you want to carry
out. The help option (- h) is an option that is available with every command. When
you include the - h option, you can obtain additional information about the
command that you want to perform.

Oracle Appliance Manager Command-Line Interface Help

Run the following command to see the usage information for all oakcl i commands
available for your Oracle Database Appliance:

oakcli -h

Run the following command to see detailed help about a specific oakcl i command:

oakcli command -h

Run the following command to see detailed help about a specific oakcl i command
carried out on an object, and the options that are available for you to use with that
object.

oakcli conmand object -h

15.2 Managing OAKCLI Privileges and Security with SUDO

ORACLE

Oracle Appliance Manager command-line utility requires r oot system privileges for
most administration actions. You may want to use SUDO as part of your system
auditing and security policy.

For most tasks, Oracle recommends that you log in as root to use the Oracle
Appliance Manager command-line interface on Oracle Database Appliance. If you are
not logged in as r oot , then you cannot carry out most actions on the appliance. For
example, if you are not logged in as root , then you can view storage information, but
you cannot modify the storage.
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Allowing Root User Access Using SUDO

In environments where system administration is handled by a different group than
database administration, or where security is a significant concern, you may want to
limit access to the root user account and password. SUDO enables system
administrators to grant certain users (or groups of users) the ability to run commands
as root , while logging all commands and arguments as part of your security and
compliance protocol.

A SUDO security policy is configured by using the file / et ¢/ sudoer s. Within the sudoers
file, you can configure groups of users and sets of commands to simplify and audit
server administration with SUDO commands.

Caution:

Configuring SUDO to allow a user to perform any operation is equivalent to
giving that user root privileges. Consider carefully if this is appropriate for
your security needs.

SUDO Example 1: Allow a User to Perform Any OAKCLI Operation

This example shows how to configure SUDO to enable a user to perform any OAKCLI
operation. You do this by adding lines to the commands section in the / et ¢/ sudoer s
file:

## The conmmands section may have other options added to it.
#Hit

Cmd_Al i as QAKCLI _CVDS=/ opt/ or acl e/ oak/ bi n/ oakcl i *

jdoe ALL = QAKCLI _CMDS

In this example, the user name is j doe. The file parameter setting ALL= QAKCLI _CMVDS
grants the user j doe permission to run all oakcl i commands that are defined by the
command alias OAKCLI _CMDS. After configuration, you can copy one sudoer s file to
multiple hosts. You can also create different rules on each host.

# Note:

Before database creation, you must set up user equivalency with SSH for the
root user on each server. If you do not set up user equivalency and configure
SSH on each server, then you are prompted to provide the root password for
each server during database creation.

After you configure the sudoer file with the user, the user jdoe can run the set of oakcl i
commands configured with the command alias OAKCLI _CMVDS. For example:

$ sudo oakcli create database -db newdb

INFO 2015-08-05 14:40:55: Look at the logfile '/opt/oracle/oak/log/scaodal0ll/
tools/12.1.2. 4.0/ createdb_newdb_91715.10g' for nore details

INFO 2015-08-05 14:40:59: Database paranmeter file is not provided. WIIl be using
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default paranmeters for DB creation
Pl ease enter the ' SYSASM  password:
Pl ease re-enter the ' SYSASM passwor d:

INFO 2015-08-05 14:41:10: Installing a new hone: OraDb12102_hone3 at /u0l/app/
oracl e/ product/12. 1. 0. 2/ dbhone_3

Pl ease select one of the following for Database type [1 .. 3]:
1 => QTP

2 => DSS

3 => | n-Menory

SUDO Example 2: Allow a User to Perform Only Selected OAKCLI Operations

To configure SUDO to allow a user to perform only selected OAKCLI operations, add
lines to the commands section in the / et ¢/ sudoer s file as follows:

## oakcli conmands

Cmd_Alias OAKENV = /opt/oracl e/ oak/ bi n/ oakcli show env_hw
Cmd_Alias OAKVER = /opt/oracl e/ oak/ bi n/ oakcli show version
oracle ALL= OAKENV, QAKVER

The following are sample outputs for the commands:

$ sudo /opt/oracl e/ oak/ bi n/ oakcli show env_hw
VM ODA_BASE QDA X6- 2- HA

$ sudo /opt/oracl e/ oak/ bi n/ oakcli show version
Ver si on

12.2.1.2.0

In this example, the user j doe2 tries to run the oakcli show dat abases command, which
is not part of the set of commands that is configured for that user. Sudo prevents j doe2
from running the command.

$ sudo /opt/oracl e/ oak/ bi n/ oakcli show dat abases
Sorry, user oracle is not allowed to execute '/opt/oracle/oak/bin/oakcli show
dat abases' as root on servernodel.

¢ See Also:

The SUDO man pages for more information about configuring and using
SUDO:

http://www.sudo.ws/sudo.html

15.3 oakcli add disk -local

ORACLE

Use the oakcl i add di sk -1 ocal command to add a local disk to the system after
physically replacing a failed disk.

Syntax

oakcli add disk -1ocal
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Usage Notes

You cannot add more than two disks per node.

You must remove the failed drive and replace it with a new drive before running
the oakcli add disk -local command.

The new disk must be inserted into the slot before you run this command.

The oakcli add disk -1ocal command is supported only on bare metal
deployments. It is not supported on virtualized configurations.

15.4 oakcli configure commands

Use the oakcl i confi gur e commands to configure components on Oracle
Database Appliance.

oakcli configure additionalnet (page 15-7)
Use the oakcli configure additional net command to configure any unconfigured
public networks in bare metal, Domain 0, and ODA_BASE.

oakcli configure asr (page 15-8)
Use the oakcli configure asr command to configure Oracle Auto Service Request
(Oracle ASR) on Oracle Database Appliance.

oakcli configure cpupool (page 15-9)
Use the oakcli configure cpupool command to configure a CPU pool on one
Oracle Database Appliance Virtualized Platform node.

oakcli configure firstnet (page 15-10)

Use the oakcl i configure firstnet command to configure an initial
network on Oracle Database Appliance that enables you to download deployment
software.

oakcli configure network (page 15-10)

Use the oakcli configure network command to configure the network after either
replacing a network card or swapping the public network from copper to fiber and
vice versa. The meaning of the command changes depending on which parameter
you use.

oakcli configure oda_base (page 15-11)

Use the oakcli configure oda_base command to change the CPU core count
assigned to ODA_BASE, add or remove virtual local area networks assigned to
ODA_BASE, and adjust resource allocation among user domains and between
ODA_BASE and other user domains.

oakcli configure repo (page 15-12)
Use the oakcli configure repo command to increase the size of a shared
repository.

15.4.1 oakcli configure additionalnet

ORACLE

Use the oakcli configure additional net command to configure any unconfigured
public networks in bare metal, Domain 0, and ODA_BASE.

Syntax

oakcli configure additionalnet [-h]
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Parameter

- h displays online help for using the command.

Usage Notes

The oakcli configure additional net command automatically detects any unconfigured
networks and runs an interactive script that guides you through how to configure the
network. The script requires the following input:

e Interface name
e DHCP [YIN]

- IP
*  Netmask
# Note:

If you are running the command on a bare metal deployment, then the
interface name expects a bond name. If you are running the command on
DomO0, then the interface name expects a net name. If you are running the
command on Dom1, then the interface name expects an eth name.

15.4.2 oakcli configure asr

ORACLE

Use the oakcli configure asr command to configure Oracle Auto Service Request
(Oracle ASR) on Oracle Database Appliance.
Syntax

oakcli configure asr [-h]

Parameter

-h displays help for using the command.

Usage Notes

* The oakcli configure asr command initiates an interactive script that requests the
following information to implement Oracle ASR on Oracle Database Appliance:

— Action to be performed (setup internal, setup external, deinstall, or reconfigure
Oracle ASR Manager)

— PROXY server name, port, user ID, and password
— Oracle ASR user ID and password
— Oracle ASR Manager IP and port

e You can configure Oracle ASR on Oracle Database Appliance to use its own ASR
Manager (internal Oracle ASR) or use Oracle ASR Manager configured on
another server in the same network as your appliance (external Oracle ASR). If
you already have Oracle ASR Manager configured in your environment, you can
register Oracle Database Appliance with your existing Oracle ASR Manager.
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# Note:

With an internal Oracle ASR Manager, an alert is not sent when the
server goes down. If a critical event occurs on Oracle Database
Appliance with an external Oracle ASR Manager, then an alert can still
be sent to Oracle.

Configuring Oracle ASR

# oakcli configure asr

INFO : Logging all actions in /opt/oracle/oak/onecnd/tnp/
scaodal011-20150805153300.10g and traces in /opt/oracl el oak/ onecnd/t np/
scaodal011- 20150805153300.trc

Pl ease enter

1 to setup Internal ASR
2 to setup External ASR
3 to Deinstall ASR
0to Exit

[1]:INFO : Logging all actions in /opt/oracle/oak/onecn/tnp/

scaodal011-20150805153300.10g and traces in /opt/oracl e/ oak/ onecnd/t np/
scaodal011- 20150805153300.trc

15.4.3 oakcli configure cpupool

Use the oakcli configure cpupool command to configure a CPU pool on one Oracle
Database Appliance Virtualized Platform node.

Syntax

oakcli configure cpupool pool nane -nuncpu cpu_count -node nodenum [-h]

Parameters

Parameter Description

pool nane Unique name for the CPU pool

-numcpu cpu_count Number of CPUs for the CPU pool

-node nodenum Node where the CPU pool will be created (0 or 1)
-h (Optional) Display help for using the command.

Configuring a CPU Pool

Configure a CPU pool named t wonode with two cores on Node 1 of Oracle Database
Appliance Virtualized Platform:

oakcli configure cpupool twonode -nuntpu 2 -node 1
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15.4.4 oakcli configure firstnet

Use the oakcl i configure firstnet command to configure an initial network on
Oracle Database Appliance that enables you to download deployment software.

Syntax

oakcli configure firstnet

Example

The oakcli configure firstnet command creates an initial network on a new Oracle
Database Appliance using an interactive script. The following example shows how to
configure the initial network on a bare metal Oracle Database Appliance:

oakcli configure firstnet
Select the interface to configure network on [bond0 bondl bond2 xbond0]: bond0
Configure DHCP on bond0?(yes/no):no
INFO Static configuration selected
Enter the | P address to configure:192.0.2.18
Enter the netmask address to configure: 255.255.252.0
Enter the gateway address to configure:192.0.2.1
Pl unbing the IPs now
Restarting the network

# Note:

Oracle recommends using the oakcl i configure firstnet command
only one time on Oracle Database Appliance. Subsequent use after
configuring the initial network can cause unpredictable changes to your
network settings.

15.4.5 oakcli configure network

Use the oakcli configure network command to configure the network after either
replacing a network card or swapping the public network from copper to fiber and vice
versa. The meaning of the command changes depending on which parameter you
use.

Syntax

oakcli configure network [-changeNet Card|-publicNet][-h]
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Parameters

Parameter Description

- changeNet Card Configures the network card after it has been replaced. You
must run the oakcl i configure network -changeNet Card
command on each node if the network card was replaced. This
parameter is supported on all Oracle Database Appliance
hardware models. This command must be executed from DomO
on virtualized platforms.

- publ i cNet Configures the network after you have swapped the public
network from copper to fiber and vice versa. You must run the
oakcli configure network -publicNet command on each
node, and this requires the stack to be down. The stack includes
Gl and RDBMS. If you are using Oracle Database Appliance
Virtualized Platform, the virtual machines must be down. The
virtual machines may need some configuration changes,
especially if they are using VLANSs. This parameter is supported
only on Oracle Database Appliance X4-2 hardware models.

-h (Optional) Display help for using the command.

15.4.6 oakcli configure oda_base

ORACLE

Use the oakcli configure oda_base command to change the CPU core count assigned
to ODA_BASE, add or remove virtual local area networks assigned to ODA_BASE,
and adjust resource allocation among user domains and between ODA_BASE and
other user domains.

You must restart the domain for the resource allocation change to take effect.

Syntax

oakcli configure oda_base

Examples

Here are examples of how to use the oakcli configure oda_basecommand.

Changing the CPU Core Count in ODA_BASE
Change the CPU core count from six to eight in ODA_BASE:

# oakcli configure oda_base
Core Licensing Options:

1. 2 CPU Cores

2. 4 CPU Cores

3. 6 CPU Cores

4. 8 CPU Cores

5. 10 CPU Cores

6. 12 CPU Cores

Current CPU Cores 6

Selection[1l : 6](default 12 CPU Cores) : 4

CDA base domain menory in GB(min 8 max 88)(Current Menory 64G) [defaul t
32] :
INFO Using default nenory size i.e. 32 GB
Addi tional vlan networks to be assigned to oda_base? (y/n) [n]:
VI an network to be renoved from oda_base (y/n) [n]
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INFO Node 0: Configured oda base pool

INFO Node 1:Configured oda base pool

INFO Node 0: ODA Base configured with new nenory

INFO Node 0: ODA Base configured with new vcpus

INFG Changes will be incorporated after the domain is restarted on Node 0
INFO Node 1: DA Base configured with new nenory

INFO Node 1:ODA Base configured with new vcpus

INFG Changes will be incorporated after the domain is restarted on Node 1

Changing the Amount of Memory Allocated to ODA_BASE
1. Loginto DomoO.
2. Execute the oakcli configure oda_base command and change the configuration.

3. Restart ODA_BASE.

Assigning VLANSs to ODA_BASE

1. Log into DomO.
2. Execute the oakcli configure oda_base command.

3. Change the setting for Addi ti onal vlan networks to be assigned to oda_base?
(y/n) toy.

4. Follow the prompts to assign additional VLANs to ODA_BASE.

5. Restart ODA_BASE.

15.4.7 oakcli configure repo

ORACLE

Use the oakcli configure repo command to increase the size of a shared repository.

Syntax

oakcli configure repo reponane -incsize size [MG [-h]

Parameter Description
r eponane Name of the shared repository
Si ze Number that can be followed by M to define the size as

megabytes or by G to define as size as gigabytes

-h (Optional) Display help for using the command.

Increasing the Size of a Shared Repo
Increase the size of the repol shared repository by 2 gigabytes:

# oakcli configure repo repol -incsize 2G

Configured Shared Repo : repol with new size 3712.0.
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15.5 oakcli copy

Use the oakcli copy command to prepare a copy of the configuration file for use during
the configuration of Oracle Database Appliance.

Syntax

oakcli copy -conf absolute_conf_file [-h]

Parameters

Parameter Description

- conf absolute_conf_file Specifies the full path name of the configuration file
-h (Optional) Display help for using the command.

Example 15-1 Preparing a Copy of the Configuration File

If you created a configuration file previously and copied this file to Oracle Database
Appliance, then prepare the configuration file to be used during the configuration
process. For example, if you copied the file nyserver 1. conf to/tnp, then enter the
following command:

oakcli copy -conf /tnp/nyserverl.conf

15.6 oakcli create commands

ORACLE

Use the oakcl i creat e commands to create components on Oracle Database
Appliance.

e oakcli create cpupool (page 15-14)
Use the command oakcli create cpupool to create a CPU pool on one Oracle
Database Appliance Virtualized Platform node.

e oakcli create database (page 15-14)
Use the oakcli create database command to create additional databases on
Oracle Database Appliance.

e oakcli create dbhome (page 15-17)
Use the oakcli create dbhome command to create a new database home on Oracle
Database Appliance.

» oakcli create dbstorage (page 15-17)
Use the oakcli create dbstorage command to create a storage structure for
migrating databases from Oracle ASM to Oracle ACFS.

» oakcli create db_config_params (page 15-18)
Use the oakcli create db_config_parans command to generate a database
configuration file.

e oakcli create repo (page 15-20)
Use the oakcli create repo command to create a new shared repository on Oracle
Database Appliance Virtualized Platform.

» oakcli create snapshotdb (page 15-20)
Use the oakcli create snapshotdb command to create a snapshot database from
an existing database.
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15.6.1 oakcli create cpupool

Use the command oakcli create cpupool to create a CPU pool on one Oracle
Database Appliance Virtualized Platform node.

Syntax

oakcli create cpupool pool name -numcpu cpu_count -node nodenum [-h]

Parameters

Parameter Description

pool nane Uniquely names the CPU pool

-nuntpu cpu_count Defines the number of CPUs for the CPU pool

-node nodenum Defines the node where the CPU pool will be created (0 or 1)
-h (Optional) Display help for using the command.

Example

Create a CPU pool with two CPUs on Node 1 of Oracle Database Appliance
Virtualized Platform:

oakcli create cpupool twonode -nunmcpu 2 -node 1

15.6.2 oakcli create database

ORACLE

Use the oakcli create database command to create additional databases on Oracle
Database Appliance.

When you run the commandoakcli create dat abase, the command prompts you for
further inputs.

" Note:

Do not use Oracle Database Configuration Assistant (DBCA) to create
databases on Oracle Database Appliance. Only use Oracle Appliance
Manager for database configuration. Deploying Oracle Database instances
using Oracle Appliance Manager ensures that these databases are properly
configured, optimized, and supported on Oracle Database Appliance.

File Path
$ORACLE_HQOVE/ di rect ory_nane

Syntax

oakcli create database -db db_name [[[-oh hone] | [-version version]] [-parans
parans_file] [-storage asn] [-cdb]][h]
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Parameters

Parameter Description

-cdb (Optional) Creates the database as a container
database.

-db db_nane Name of the database that you want to create.

-oh hone (Optional) Name of an existing Oracle home to
use when creating the database. By default, the
command creates a new database home.

-parans parans_file (Optional) Name of the configuration file. By
default, Oracle Database Appliance uses the
default configuration file.

-storage [ ASM ACFS] (Optional) Creates an Oracle 12¢ database with
the specified storage, either Oracle Automatic
Storage Management (Oracle ASM) or Oracle
Automatic Storage Management Cluster File
System (Oracle ACFS). Oracle ASM storage is
the default storage.

-version version (Optional) Version of the database that you

want to create. By default, Oracle Database
Appliance uses the highest version that you
have downloaded.

(Optional) Display help for using the command.

Usage Notes

Flash cache is disabled and cannot be enabled.

The - oh and the - ver si on parameters are mutually exclusive. Attempting to use
both in the same command will generate an error.

When a database is created without identifying an Oracle home, a new Oracle
home is created using a standard naming convention (for example,

OraDb11204 _home3). The number at the end of the name is incremented by one
for each new home created with the same version number.

On Oracle Database Appliance X7-2-HA, the minimum supported Oracle
Database release is 11.2.0.4. Oracle Database 11.2.0.3.x is not supported.

When you upgrade the database, infrastructure, and Oracle Grid Infrastructure,
you must specify an existing home to create a new database.

If you try to create a database using the option -version versi on before
downloading and unpacking the specific version database clone files, then the
command will fail.

You can create configuration files with the oakcli create db_config_parans
command.

The prompt "Do you want to keep the data files on FLASH storage: [ Y | N]"is
only shown if you choose the OLTP database type and if there is some free space
available on flash storage.

Beginning with Oracle Database 12c release 1 (12.1.0.2), you can create an
Oracle Database in Oracle ASM. Oracle ASM is the default storage.

15-15



Chapter 15
oakcli create commands

Examples
This section shows different scenarios for using the command oakcl i create dat abase.
Example 15-2 Creating a New Database Showing Prompts

When you run the command oakcl i create database, you are prompted for several
inputs.

The following command creates a database named mydb using an existing Oracle
home named O aDb12102_honel:

# oakcli create database -db DBPROD

INFO 2017-07-25 19:21:16: Please check the logfile
"l opt/oracl e/ oak/| og/ ODADBI 1/t ool s/ 12. 2. 1. 1. 0/ cr eat edb_DBPROD_29285.10g' for nore
details
INFO 2017-07-25 19:21:24: Database parameter file is not provided.
W11 be using default paranmeters for DB creation

Pl ease enter the ' SYSASM password:
Pl ease re-enter the ' SYSASM passwor d:

INFO 2017-07-25 19:21:35: Installing a new Home : OraDb12102_hone2 at
/u01/ app/ or acl e/ product/ 12. 1. 0. 2/ dbhome_2

Pl ease select one of the followi ng for Database type [1 .. 3]
1 = COLTP

2 => DSS

3 => | n-Menory

1

The selected value is : OLTP
=> EE : Enterprise Edition

=> RACONE
=> RAC1

W wN -

Selected value is : RAC

Specify the Database Class (1. odb-01 "1 core, 8 GB nenory' 2. Qthers) [1]

12

Pl ease select one of the follow ng for Database C ass [1.. 10]:
1 => odb-01s ( 1 cores , 4 CB nenory)

2 => odb-01 ( 1 cores, 8 GB nenory)

3 => odh-02 ( 2 cores , 16 GB nenory)

4 => odh-04 ( 4 cores , 32 GB nenory)

5 => odh-06 ( 6 cores , 48 GB menory)

6 => odh-08 ( 8 cores , 64 GB nenory)

7 => odb-10 ( 10 cores , 80 GB nenory)

Example 15-3 Creating a New Database in an Existing Oracle Home
Create a database called sal es1 in OraDb11204_hone2:

oakcli create database -db salesl -oh OraDbl11204_hone2
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Example 15-4 Creating a New Database from a Template

Create a database called sal es2 from the sal esdbt enpl at e. bconf file (by appending the
default file extension to the file name provided). This example also creates a new

Oracle home:

oakcli create database -db sal es2 -parans sal esdbtenpl ate

15.6.3 oakcli create dbhome

Use the oakcli create dbhome command to create a new database home on Oracle
Database Appliance.

Syntax

oakcli create dbhome [-versionversion] [-h]

Parameters

Parameter Description

-versionversion (Optional) Version that you want to install. If this is not provided,
then Oracle Database Appliance uses the latest available
version.

-h (Optional) Display help for using the command.

Creating a Database Home
Create a database home called sal es1 using Oracle Database version 12.1.0.2.4.

oakcli create dbhome -version 12.1.0.2.4

15.6.4 oakcli create dbstorage

ORACLE

Use the oakcli create dbstorage command to create a storage structure for migrating
databases from Oracle ASM to Oracle ACFS.

Syntax

oakcli create dbstorage -db db_name [-cdb][-h]

Parameters

Parameter Description

-db db_nane Sets up the required Oracle ACFS storage structure for the
database to be created called db_nane

-cdb Must be passed if you are creating a multitenant container
database

-h (Optional) Display help for using the command.

Example

The oakcli create dbstorage command requests user input to determine the size of
the storage structure to create, as shown in this example:
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oakcli create dbstorage -db sal es

Pl ease enter the 'root' password :
Pl ease re-enter the 'root' password:

Pl ease enter the 'oracle' password :
Pl ease re-enter the 'oracle' password:

Pl ease enter the ' SYSASM password:
Pl ease re-enter the ' SYSASM passwor d:

Specify the Database Class (1. odb-01 '1 core, 8 GB nenory' 2. Cthers) [1]:2

Pl ease select one of the following for Database Class [1 .. 8] :

=> odb- 24 cores , 192 GB nenory)

1 => odb-01s ( 1 cores , 4 GB menory)

2 => odb-01 ( 1 cores , 8 GB nenory)

3 => o0db-02 ( 2 cores , 16 GB nenory)

4 => odb-04 ( 4 cores , 32 GB nenory)

5 => odb-06 ( 6 cores , 48 GB nenory)

6 => odb-12 ( 12 cores , 96 GB nenory)
7 => odb-16 ( 16 cores , 128 GB nenory)
8 24 (

Sel ected value is: odb-01s ( 1 cores , 4 GB nmenory)

15.6.5 oakcli create db_config_params

Use the oakcli create db_config_parans command to generate a database
configuration file.

The configuration file is created in / opt / or acl e/ oak/ i nstal | / dbconf and is
given the default extension . dbconf .

Syntax

oakcli create db_config_parans -conf filenane [-h]

Parameters

Parameter Description

-conf filenanme Name you want to give to the configuration file, without its path
name.

-h (Optional) Display help for using the command

Example

Create the database parameter file: / opt / or acl e/ oak/ i nst al | / dbconf / newconf . dbconf :

# oakcli create db_config_parans -conf newconf

Pl ease select one of the following for Database Block Size [1 .. 4]:
==> 4096
==> 8192
==> 16384
==> 32768

N BN -
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Selected value is: 8192

Specify the Database Language (1. AMERICAN 2. Others) [1]:
Sel ected value is: AMERI CAN

Specify the Database Characterset (1. AL32UTF8 2. Qthers) [1]:2

Pl ease select one of the follow ng for Database Characterset [0 .. 10] :

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

©oOo~No o wWwNE O

Q hers
AL32UTF8
ARBADCS710
ARBADCS710T
ARBADCS720
ARBADCS720T
ARBAPTEC715
ARBAPTEC715T
ARBARABI CVACS
ARBASMO708PLUS

10 => ARBASMBX

1

Sel ected value is: AL32UTF8

Specify the Database Territory (1. AMERICA 2. Others) [1]:2

Pl ease select one of the follow ng for Database Territory [0 .. 10] :

=>
=>
=>
=>
=>
=>
=>
=>
=>
=>

O o ~No o~ wNE O

O hers
ALBANI A
ALGERI A
AMERI CA
ARGENTI NA
AUSTRALI A
AUSTRI A
AZERBAI JAN
BAHRAI N
BANGLADESH

10 => BELARUS

3

Sel ected value is: AMVERI CA

Specify the Conponent Language (1. en 2. Qthers) [1]:2

Pl ease select one of the follow ng for Conponent Language [0 .. 10] :

=>
=>
=>
=>
=>
=>
=>
=>
=>
9 =>

O N O~ WwNEFE O

O hers

en : English

fr . French

ar : Arabic

bn : Bengal i

pt_BR : Brazilian Portuguese

bg : Bulgarian

fr_CA : Canadian French
ca : Catalan

hr : Croatian

10 => ¢s : Czech

1

Selected value is: en
Successfully generated the Database paraneter file 'newconf'

ORACLE
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15.6.6 oakcli create repo

Use the oakcli create repo command to create a new shared repository on Oracle
Database Appliance Virtualized Platform.

Syntax
oakcli create repo repo_nane -size size [M G -dg DATA| RECO [-h]

Parameters

Parameter Description

repo_name Name assigned to the shared repository

-sizesize M Qg Amount of storage to be assigned to the shared repository. It can
be defined in megabytes with the M option or in gigabytes with
the G option.

-dg DATA| RECO Oracle ASM disk group in which the shared repository is to be
stored, either the DATA+ disk group or the RECO+ disk group,
selected by using the DATA or RECO option respectively

-h (Optional) Display help for using the command.

Usage Notes

e The -si ze parameter requires a whole number for size.

*  The minimum value for si ze is 500 when M is used or 1 when G is used for the
sizing unit.

e The default unit for si ze is G (gigabytes).

* A shared repository should only be used for the virtual machine and not as a file
staging area. Avoid copying or moving files into a shared repository.

Example
Create a 25-gigabyte shared repository named r epopr od1 in the DATA+ disk group:

oakcli create repo repoprodl -dg DATA -size 25

15.6.7 oakcli create snapshotdb

ORACLE

Use the oakcli create snapshotdb command to create a snapshot database from an
existing database.

Syntax

oakcli create snapshotdb [-db snap_dbnane -from dbname] | [-h]
Parameters

Parameter Description

-db snap_dbnane Name of the snapshot database to be created
-fromsource_dbname Name of the source database
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Parameter Description
-h (Optional) Display help for using the command
Example

Create a new snapshot database, name snappr od, from the database named pr od:

oakcli create snapshotdb -db snapprod -from prod

15.7 oakcli delete commands

Use the oakcl i del et e commands to delete components from Oracle Database
Appliance.

» oakcli delete cpupool (page 15-21)
Use the oakcli del ete cpupool command to delete a CPU pool from one Oracle
Database Appliance Virtualized Platform node.

e oakcli delete database (page 15-22)
Use the oakcli del ete dat abase command to delete a database from Oracle
Database Appliance.

» oakcli delete db_config_params (page 15-22)
Use the oakcli delete db_config_params command to delete a database
configuration file.

» oakcli delete dbhome (page 15-22)
Use the oakcli del et e dbhome command to delete a database home from Oracle
Database Appliance.

» oakcli delete dbstorage (page 15-23)
Use the oakcli del ete dbstorage command to delete a storage structure that was
created for the purpose of migrating databases from Oracle ASM to Oracle ACFS.

* oakcli delete repo (page 15-23)
Use the oakcli del ete repo command to delete a shared repository.

15.7.1 oakcli delete cpupool

ORACLE

Use the oakcli del ete cpupool command to delete a CPU pool from one Oracle
Database Appliance Virtualized Platform node.

Syntax

oakcli del ete cpupool pool nane -node nodenum [ -h]

Parameters

Parameter Description

pool nane Name of the CPU pool to be deleted

-node nodenum Node from which the CPU pool will be deleted (0 or 1)
-h (Optional) Display help for using the command.
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Example

Delete the CPU pool named t wonode from Node 1 of Oracle Database Appliance
Virtualized Platform:

oakcli del ete cpupool twonode -node 1

15.7.2 oakcli delete database

Use the oakcli del ete database command to delete a database from Oracle Database
Appliance.

Syntax

oakcli del ete database -db db_nanme [-h]

Parameters

Parameter Description

db_nane Name of the database that you want to delete
-h (Optional) Display help for using the command
Example

Delete the database named sal es1:

oakcli del ete database -db sal esl

15.7.3 oakcli delete db_config_params

Use the oakcli del ete db_config_parans command to delete a database configuration
file.

Syntax

oakcli delete db_config_parans -conf filenane [-h]

Parameters

Parameter Description

-conffil enane Name of the configuration file that you want to remove, without
its path name

-h (Optional) Display help for using the command

15.7.4 oakcli delete dbhome

ORACLE

Use the oakcli del et e dbhome command to delete a database home from Oracle
Database Appliance.

Syntax

oakcli del ete dbhone -oh oracl e_hone [-h]
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Parameters

Parameter Description

-oh oracl e_hone The database home to be uninstalled

-h (Optional) Display help for using the command.
Example

Delete a database home called orall_1:

oakcli del ete dbhone -oh orall 1

15.7.5 oakcli delete dbstorage

Use the oakcli del ete dbstorage command to delete a storage structure that was
created for the purpose of migrating databases from Oracle ASM to Oracle ACFS.

For example, run this command if you created a storage structure using creat e
dbst or age that is no longer required.

Syntax
oakcli delete dbstorage -db db_name [-cdb] [-h]

Parameters

Parameter Description

db db_nane Name of the database structure to be deleted

-cdb Must be passed if you are deleting a multitenant container
database

-h (Optional) Display help for using the command

Example

Delete the sal es storage structure:

oakcli delete dbstorage -db sal es

15.7.6 oakcli delete repo

Use the oakcli del ete repo command to delete a shared repository.

Syntax

oakcli delete repo repository_name [-h]

Parameter

Parameter Description

reposi tory_nane The name of the shared repository to be deleted
-h (Optional) Display help for using the command.
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Example
Delete the test repo01 shared repository:

oakcli delete repo testrepoOl

The command will not succeed if t est repo01 is active on one or both nodes.

15.8 oakcli deploy

ORACLE

Use the command oakcl i depl oy to deploy Oracle Grid Infrastructure for a cluster on
Oracle Database Appliance.

Syntax

oakcli deploy [-config] [-conf config file] [-advance][-h]

Parameters

Parameter Description

-config (Optional) Run the Oracle Appliance Manager Configurator.

-conf config_file (Optional) Preload the configuration stored in the named
configuration file, config_file.

-advance (Optional) Perform the deployment, or run the Oracle Appliance
Manager Configurator, in advance mode. Use this option to
launch Oracle Appliance Manager and change the default user
ID or group user ID.

-h (Optional) Display help for using the command.

Usage Notes

When defining the user ID and the group ID, it is a best practice to use different
values.

Examples

Use these examples to understand how to use the command oakcli depl oy.
Example 15-5 Deploying the Complete Oracle Database Appliance
oakcli depl oy

Example 15-6 Running the Configurator

oakcli deploy -config

Example 15-7 Running the Offline Configurator with Advance Mode

To run the offline Configurator with advance mode, update the confi g. sh file and add -
advance.

cat config.sh #!/bin/sh java -Djava.util.logging.config.file=oneconmand. properties -
jar onecommand.jar config -advance run ./config.sh
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Example 15-8 Preloading an Existing Configuration File
Preload the configuration stored in the configuration file \YCONFI G VM
oakcli deploy -conf nyconfig -vmfile

Example 15-9 Changing a User Group Name or ID

You can change the following group user names or IDs on the User Group Information
page: Gl User, DB User, Install Group, DBA Group, DBA Oper Group, ASM DBA
Group, ASM Oper Group, and ASM Admin Group.

1. Run the Configurator or Offline Configurator in - advance mode.
2. Select Custom to display the User Group Information page.
3. Change the group name or ID, then click Next.

4. Click Finish.

Example 15-10 Viewing the Log File

The command oakcl i depl oy creates a log file that is prepended with the character
string STEP*. The log file is stored in the following location:

[ opt/ oracl e/ oak/ onecnd/ t np/

15.9 oakcli expand storage

ORACLE

Use the oakcli expand storage command to configure the solid-state drives (SSDs) for
data storage into the existing base configuration to fully populate the base storage
shelf.

File Path
$ORACLE_HOVE/ opt / or acl e/ oak/ bi n/ oakcl i

Syntax

oakcli expand storage [-h]

Parameters
Parameter Description
-h (Optional) Display help for using the

command.

Usage Notes

After all disks are inserted into the slots, execute the oakcl i expand st orage
command on both nodes. First on the master node and then wait for 30 seconds and
execute from the slave nodes. It takes about 10 to 12 minutes to add all of the disks.

Review the procedure for how to add the storage shelf for detailed steps on how to
add the disks, the timing needed to avoid flooding disk events, and the steps to
validate that all disks are online and are in a good state.
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Example 15-11 Expanding Storage

#oakcl i expand storage

Precheck passed.

Successfully formatted 1.6TB SSD di sks. ..

Check the progress of expansion of storage by executing 'oakcli show disk'
Waiting for expansion to finish ...

15.10 oakcli diskwritecache

Use the oakcli di skwitecache command to locate disks with write cache enabled and
to disable disk write cache for those disks.

Enabled write caches should be disabled as soon as downtime for Oracle Database
Appliance can be scheduled. During the downtime, use this command with the di sabl e
option for each disk, in turn, that has an enabled write cache.

Syntax

oakcli diskwitecache [disable disk_name | enable disk_nane | status ] [-h]

Parameters

Parameter Description

di sabl e di sk_nane (Optional) Disable disk write cache for named disk.
enabl e di sk_nane (Optional) Enable disk write cache for named disk.
status (Optional) Show the write cache status of all disks.
-h (Optional) Display help for using the command.

Example 15-12 Displaying the Write Cache Status of Disks

Show the write cache status of all disks:

oakcli diskwitecache status

15.11 oakcli locate disk

ORACLE

Use the oakcli locate di sk command to locate the physical disk that is associated
with a named Oracle ASM disk by turning the disk's LED light on or off.

Syntax

oakcli locate disk diskname [on|off][-h]

Parameters

Parameter Description

di sknanme Name of the Oracle ASM disk to locate

on (Optional) Turns on the LED of the named disk
of f (Optional) Turns off the LED of the named disk
-h (Optional) Display help for using the command.
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Example 15-13 Locating an Oracle ASM Disk by Turning on the Disk’s LED

Turn on the LED of the Oracle ASM disk named di sk pd_23:

oakcli locate disk pd_23 on

15.12 oakcli manage diagcollect

Use the oakcli manage diagcol I ect command to collect diagnostic information about
Oracle Database Appliance for troubleshooting purposes, and for working with Oracle

Support Services.

Syntax
oakcli manage diagcollect [--all | --crs [--crshome crs_honme_dir]
(conti nued)
[--core] | --install | --chmos [--incidenttime time] [--incidentduration tinme]

(conti nued)

|--adr adr_location [--afterdate date]

(conti nued)

[--aftertime time] [--beforetime time] ]
[excl conpl,conp2,...] [--clean] [--storage][-h]

Parameters

Parameter Description

--all Collect all of the diagnostic information excluding Automatic
Diagnostic Repository (ADR) and Cluster Health Monitor. This is
the default option.

--crs Collect Oracle Clusterware diagnostic information.

ORACLE

--crshome crs_home_dir
--core

--install

--adr adr_| ocation

--afterdate date

--aftertinetine

--beforetimetinme

--chnos

--incidenttinetine

Specifies the location of the Oracle Clusterware home directory
Package core files with the Oracle Clusterware diagnostic data.

Collect the installation logs when the installation failed before
running the script r oot . sh.

Collect diagnostic information for ADR, where adr _| ocati on
specifies the location of the ADR information.

Collect archives from the specified date. Specify the date in the
m1 dd/ yyyy format.

Collect the archives after the specified time. Enter the time using
the format YYYYMVDDHHWES24. Supported only with the - adr
parameter.

Collect the archives before the specified time. Enter the time
using the format: YYYYMVDDHHWVES24. Supported only the with the
-adr parameter.

Collect Cluster Health Monitor data.

Collect Cluster Health Monitor data from the specified time.
Enter the time using the format: YYYYMVDDHHWES24.

If you do not use the - -i nci dentti ne parameter, then the
command collects data for the past 24 hours.
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Parameter

Description

--incidentdurationtine

--excl [conpl,conp2...]

--clean

--storage

Collect Cluster Health Monitor data for the duration after the
specified time. Enter the time using the format: HH:MM. If you do
not specify a duration, then the command collects all Cluster
Health Monitor data after the specified incident time.

Exclude the specified component logs. Valid components are:
acfs, invt, sys, ocr, crs, horme, and base.

Remove the diagnosability information gathered by this
command.

Collect all of the logs for any storage issues. The logs can be
used when you are experiencing any problems with storage and
need support to diagnose the logs.

(Optional) Display help for using the command.

15.13 oakcli modify database

Use the oakcl i nodi fy dat abase command to modify the database type or size
class for a named database.

Syntax

oakcli nodify database -db db nanme [-dbtypeCLTP| DSS|in-Menory] [-to dbSizecl ass]

Parameters
Parameter Description
-db db- name Identifies the database being modified.
-dbtype OLTP| DSS|i n- (Optional) Changes the database type. The parameter dbt ype
Menor y takes one of the following three options:
e COLTP: Online transaction processing
e DSS: Decision support system
e in-Menory: Oracle Database In-Memory
-to dbcl ass (Optional) Changes the database size class.
-h (Optional) Displays help for using the command.

Usage Notes

" Note:

When you resize the database, the redo log file size is not modified
automatically. Change the size of the redo log manually to the size that you
require for your applications.

Example 15-14 Modifying the Database Type

Here are examples of how to use the oakcl i nodi fy dat abase command.

Change the database type assigned to the database dbhome_1 to a DSS database:

ORACLE
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oakcli nodify database DB dbhome_1 -dbtype DSS

Example 15-15 Modifying the Database Size

Change the database size for the database named dbhone_1 to a 6-core CPU Oracle
Database Appliance DSS database template:

oakcli nodify database dbhone_1 -to odb- 06

15.14 oakcli orachk

Use the oakcli orachk command to audit configuration settings with the ORAchk utility.

Syntax

oakcli orachk [-a|-b|-v|-h|-p|-f|-n{-u -0][0]-c -t][-clusternodes |-localonly][-
debug] [ - dbnanes | - dbnone| - dbal | ][ upgrade] | istlist

Parameters
Parameter Description
-a Perform a best practice check and recommended patch check.
-b Perform a best practice check only without the recommended
patch check.
v Display version.
-h Display command usage (help).
p Perform patch check only.
f Run the command offline.
-m Exclude checks for Maximum Availability scorecards.
-u-o Perform check on pre-upgrade best practices (-u -0 pre) or on
post-upgrade best practices (-u -0 post).
-0 As an argument to an option, if - o is followed by v, V, Ver bose, or
VERBCSE, output will display checks that pass on the display.
Without the - 0 option, only failures will display on the screen.
-C Determines granularity of information displayed on the screen.
For use only when working with Oracle Support Services.
-clusternodes | i st l'i st is a comma-delimited list containing the names of the
nodes where the command should run.
-l ocal only Run the command only on the local node.
- debug Creates a debug log.
-dbnanes |i st l'i st is a comma-delimited list containing the names of the
subset of databases on which the command should run.
- dbnone Skip all database-related checks on all databases without
prompting to select which database to skip.
-dbal | Run all database-related checks on all databases without
prompting to select which databases to check.
- upgr ade Force upgrade of the version of the ORAchk utility being run.
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Usage Notes

*  The command offers multiple options that are generic to the ORAchk command
when run on servers other than the Oracle Database Appliance server. You can
find details about these options by running the command oakcli orachk -h. The
options are grouped into the following categories, but this document does not list
the options for each category:

— Report Options

— Auto Restart Options
— Daemon Options

—  Profile Run Options

e For more information about ORAchk, see My Oracle Support note 1268927.2,
"ORAchk Health Checks for the Oracle Stack" at https://support.oracle.com/CSP/
main/article?cmd=show&amp;amp;type=NOT&amp;amp;id=1268927.2

15.15 oakcli reconfigure osparams

ORACLE

Use the oakcl i reconfigure osparans command to adjust the kernel
parameters based on the available RAM after you upgrade memory or DIMM.

After you change or expand memory on Oracle Database Appliance, use the oakcl i
reconfi gure ospar ans command to display the current configuration and
suggested values for mem ock and vm nr_hugepages. When prompted, answer yes or no
to change the value to the suggested value.

Syntax

oakcli reconfigure osparams [-h]

Parameters
Parameter Description
-h (Optional) Displays help for using the command.

Usage Notes

After you change or expand memory on Oracle Database Appliance, use this
command to update the kernel parameters.

# Note:

When adjusting the settings, ensure that you make the changes on both
nodes.

Example 15-16 Viewing the Current and Suggested Kernel Parameters

In this example, the output displays the configured and suggested values for neni ock
and vm nr_hugepages. When prompted, enter no for both parameters to view, but not
implement the suggested values.

15-30


https://support.oracle.com/CSP/main/article?cmd=show&amp;amp;type=NOT&amp;amp;id=1268927.2
https://support.oracle.com/CSP/main/article?cmd=show&amp;amp;type=NOT&amp;amp;id=1268927.2

Chapter 15
oakcli resize dbstorage

# oakcli reconfigure osparans

Configured value for memock is: 11000000

Suggested value for mem ock is: 11000000

Do you want to use suggested val ue of menl ock?: yes/no
no

User entered no, not updating kernel.nem ock
Configured val ue for vmnr_hugepages is: 2048
Suggest ed val ue for vmnr_hugepages paraneter is: 4150
Do you want to update to suggested val ue?: yes/no

no

User entered no, not updating kernel.vm nr_hugepages

Example 15-17 Reconfiguring the Kernel Based on Available RAM

In this example, the output displays the configured and suggested values for nen ock
and vm nr_hugepages. The nenl ock value does not require changing. A new value is
suggested for vm nr_hugepages. When prompted, enter yes to update to the suggested
value.

# Note:

You must adjust the value on both nodes.

# oakcli reconfigure osparans

Configured value for mem ock is: 193000000

Suggested val ue for mem ock is: 193000000

Configured and suggested val ues are sanme

Configured val ue for vmnr_hugepages is: 67815
Suggest ed val ue for vmnr_hugepages paraneter is: 67748
Do you want to update to suggested val ue?: yes/no

yes

15.16 oakcli resize dbstorage

Use the oakcli resize dbstorage command to resize the space used for a storage
structure that was created for the purpose of migrating databases from Oracle ASM to
Oracle ACFS.

You can check the current space usage using oakcli show fs and then add space
using oakcl i resize dbstorage.

¢ Note:

You cannot decrease the size of the space used for Oracle ACFS.

Syntax

oakcli resize dbstorage -data size -reco size -redo size -db db_nane [-h]
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Parameters

Parameter Description

-data si ze Extendable size in GB for the DATA volume.

-reco si ze Extendable size in GB for the REDO volume.

-redo si ze Extendable size in GB for the RECO volume.

-db db_nane Database for which these volumes must be resized.
-h (Optional) Display help for using the command.

Example 15-18 Increasing the Size of the DATA Volume
Increase the size of the volume by 10 GB on the DATA volume:

oakcli resize dbstorage -data 10

15.17 oakcli restart oda_base

Use the oakcli restart oda_base command to stop and restart ODA_BASE on
the local node.

Use this command only when you are not concerned about the current status of
ODA_BASE, because it performs a forced shutdown. You must run this command
from DonD. Typically, if ODA_BASE needs to be restarted, then you must restart it on
both nodes.

Syntax
oakcli restart oda_base [-h]

The ODA_BASE that you want to restart is on the same node as the DonD from which
you run this command.

Parameter

(Optional) -h displays help for using the command.

15.18 oakcli show commands

Use the oakcl i showcommands to display the status of Oracle Database Appliance
components.

The oakcl i showcommands display status information for the node where you run
the command. To see the list of components available on the current node, use the
help option: oakcl i show - h:
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# Note:

Depending on your model and version of Oracle Database Appliance
software, the oakcl i showcommand options may differ from the ones
shown in this section and explained in the following sections. To obtain an
annotated list of components available on your system, run the command
oakcli show -h.

oakcli show asr (page 15-35)
Use the oakcli show asr command to display your Oracle Auto Service Request
configuration details.

oakcli show cooling (page 15-35)
Use the oakcli show cool i ng command to display the status of the cooling units.

oakcli show controller (page 15-35)
Use the oakcli show control | er command to display information about the disk
controllers.

oakcli show cpupool (page 15-36)
Use the oakcli show cpupool command to display core allocations to virtual
machine mappings.

oakcli show databases (page 15-36)

Use the oakcli show dat abases command to display information about each
existing database, including database name, database type, database home name
and location, and database version.

oakcli show db_config_params (page 15-37)
Use the oakcli show db_confi g_parans command to display configuration file
names and parameters.

oakcli show dbhomes (page 15-38)

Use the oakcli show dbhomes command to display information about each existing
Oracle database home, including home name, home location, and database
version.

oakcli show dbstorage (page 15-39)

Use the oakcli show dbst orage command to display database storage information
for databases created on Oracle Automatic Storage Management Cluster File
System (Oracle ACFS).

oakcli show disk (page 15-39)
Use the oakcli show di sk command to display disk information.

oakcli show diskgroup (page 15-40)
Use the oakcli show di skgroup command to display Oracle Automatic Storage
Management (Oracle ASM) disk group information.

oakcli show enclosure (page 15-41)
Use the oakcli show encl osure command to display information about the storage
enclosure subsystem on the node where the command is executed.

oakcli show env_hw (page 15-41)
Use the oakcli show env_hw command to display the environment type and
hardware version of the current node.
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oakcli show expander (page 15-41)
Use the oakcli show expander command to display information about a SAS
expander.

oakcli show ismaster (page 15-42)
Use the oakcli show i smaster command to determine which node is the master
node.

oakcli show fs (page 15-42)

Use the oakcli show fs command to display all database and cloudfs file systems
created on ASM Cluster File System (ACFS) in addition to the local file systems on
the Oracle Database Appliance node.

oakcli show memory (page 15-42)
Use the oakcli show nemory command to display information about memory
modules.

oakcli show network (page 15-42)
Use the oakcli show networ k command to display information about the network
subsystem.

oakcli show power (page 15-43)
Use the oakcli show power command to display information about the power
supply subsystem.

oakcli show processor (page 15-43)
Use the oakcli show processor command to display information about CPU
processors.

oakcli show raidsyncstatus (page 15-44)
Use the oakcli show rai dsyncstatus command to display the status of the RAID
rebuild after a failed local disk is replaced.

oakcli show repo (page 15-44)
Use the oakcli show repo command to display information about virtual machine
repositories.

oakcli show server (page 15-45)
Use the oakcli show server command to display information about the server
subsystem.

oakcli show storage (page 15-45)
Use the oakcli show st orage command to display information about the storage for
controllers, expanders, and disks.

oakcli show validation storage (page 15-46)
Use the oakcli show validation storage command to show whether validation
storage is enabled or disabled.

oakcli show validation storage errors (page 15-46)
Use the oakcli show validation storage errors command to show hard storage
errors.

oakcli show validation storage failures (page 15-46)

Use the oakcli show validation storage failures command to show soft
validation errors. A typical soft disk error would be an invalid version of the disk
firmware.

oakcli show version (page 15-46)
Use the oakcli show versi on command to display the applied patch versions for
Oracle Database Appliance software and firmware.
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15.18.1 oakcli show asr

Use the oakcli show asr command to display your Oracle Auto Service Request
configuration details.

Syntax

oakcli show asr [-h]

Parameters

(Optional) - h displays the help for using this command.

15.18.2 oakcli show cooling

Use the oakcli show cool i ng command to display the status of the cooling units.

Syntax

oakcli show cooling [-h]

Parameters

(Optional) - h displays the help for using this command.

Example
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Display the cooling unit information for the node where the command is executed:

oakcli show cooling

NAME  HEALTH
Fan_0
Fan_1
Fan_10
Fan_11
Fan_12
Fan_13
Fan_14
Fan_15
Fan_2
Fan_3
Fan_4
Fan_5
Fan_6
Fan_7
Fan_8
Fan_9

RQIARAARAFAARAFAIK[AFA—RXAXRXRXR

HEALTH_DETAI LS

15.18.3 oakcli show controller

Use the oakcli show control | er command to display information about the disk

ORACLE

controllers.

Syntax

oakcli show controller controller_id [-h]

LOCATI ON FAN % FAN SPEED

FMD
FMD
FV2
FV2
FMVB
FMB
FMVB
FMVB
FMD
FMD
FML
FML
FML
FML
FV2
FV2

30
19
34
23
32
22
24
14
29
18
32
20
33
22
33
22

%
%
%
%
%
%
%
%
%
%
%
%
%
%
%
%

6300
3800
6600
4100
6300
3900
4700
2500
6400
3700
6400
3700
6400
3800
6400
3900

RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
RPM
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Parameters

Parameter Description

controller_id Specifies the controller for which to display information
-h (Optional) Display help for using the command.

Displaying Disk Controller Details
Display details of controller O:

oakcli show controller 0

15.18.4 oakcli show cpupool

Use the oakcli show cpupool command to display core allocations to virtual machine
mappings.
Syntax

oakcli show cpupool -node nodenum

nodenum is the number of the Oracle Database Appliance node that you want to
examine, either 0 or 1.

Displaying Core Mapping for Node 0
Display the core mapping information for Node O:

oakcli show cpupool -node 0
Pool Cpu List VM Li st
def aul t - unpi nned- pool [14, 15, 16, 17, ['testl odarepol','sanple5_odarepol',
18, 19, 20, 21, ‘vmvery_|l ong_nane_sanpl el_odarepol',

22, 23 "win_vnt']
t wocpu [12, 13] ["vml_odarepol']
odaBaseCpuPool [0, 1, 2, 3, 10 ['oakDomt']
. 11)

15.18.5 oakcli show databases

Use the oakcli show dat abases command to display information about each existing
database, including database name, database type, database home name and
location, and database version.

Syntax

oakcli show databases [-h]

Parameters
Parameter Description
-h (Optional) Displays help for using the

command.
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Usage Notes

On Oracle Database Appliance, the minimum supported Oracle Database release is
11.2.0.4. Oracle Database 11.2.0.3.x is not supported.

Example 15-19 Displaying Database Details

# oakcli show dat abases

Nanme  Type Storage HomeName HomeLocat i on

Version

onydb RAC ACFS OraDb12102_honel /u01/ app/ oracl e/ product/ 12. 1. 0. 2/ dbhone_1
12.1.0.2.160719(23054246, 23054327)

orcl RAC ACFS OraDb12102_honel /u01/ app/ oracl e/ product/ 12. 1. 0. 2/ dbhone_1

12.1.0. 2. 160719(23054246, 23054327)

Example 15-20 Displaying Database Details for Four Databases

#oakcli show dat abases

Name Type Storage HoneName HomeLocat i on Versi on

dbl RAC ACFS Orabh12102_honel /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 12.1.0.2.5(21359755, 21359758)
db2 SINGLE ACFS Orabh12102_hone2 /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_2 12.1.0. 2. 5(21359755, 21359758)
db3 RACOneNode ACFS Orabh12102_hone3 /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_3 12.1.0. 2. 5(21359755, 21359758)
db4 RAC ACFS Orabh12102_hone4 /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_4 12.1.0. 2. 5(21359755, 21359758)

15.18.6 oakcli show db_config_params

Use the oakcli show db_confi g_parans command to display configuration file names
and parameters.

The command searches for files with the extension . dbconf located in the / opt /
oracl e/ oak/instal |l /dbconf directory.

Syntax

oakcli show db_config_parans [-conf filename] [-detail] [-h]

Parameters

Parameter Description

-conf filename (Optional) Name of configuration file to be displayed. If not
included, then the command displays all configuration files.

-detail (Optional) Display the parameter values stored in the
configuration file or files.

-h (Optional) Display help for using the command.

Displaying the Default Database Configuration Parameters

Display the default database configuration parameter values stored in the
configuration file or files:

oakcli show db_config_parans -detail
Avail abl e DB configuration files are:
Def aul t
DATABASE_BLOCK_SI ZE => 8192
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DATABASE_LANGUACGE = AVERI CAN
DATABASE_CHARACTERSET = AL32UTF8
DATABASE_TERRI TCRY = AVERI CA
COVPONENT_LANGUAGES => en

15.18.7 oakcli show dbhomes

Use the oakcli show dbhones command to display information about each existing
Oracle database home, including home name, home location, and database version.

Syntax

oakcli show dbhomes [-detail] [-h]

Parameters

Parameter Description

-detail (Optional) Include a list of databases
associated with each home.

-h (Optional) Display help for using the

command.

Usage Notes

On Oracle Database Appliance, the minimum supported Oracle Database release is
11.2.0.4. Oracle Database 11.2.0.3.x is not supported.

Example 15-21 Displaying DB Home Details

# oakcli show dbhones

Oracl e Home Nane

O abh12102_honel
12.1.0. 2/ dbhome_1

Oracl e Hone version

12.1.0. 2. 160719( 23054246, 23054327)

Example 15-22 Displaying DB Home Details

oakcli show dbhones -detail

Oracl e HomeName  Oracle

OraDb11204_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel
OraDb12102_honel

ORACLE

Hone Version

Oracl e HonelLocation

Hone Location

/u01/ app/ or acl e/ product/

Dat abase Nane Database Type

2.0.4.8(21352635, 21352649) /u01/ app/ oracl e/ product/11. 2. 0. 4/ dbhore_1 no DB avail abl e
1.0.2.5(21359755, 21359758) /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 one43 RACOneNode
1.0.2.5(21359755, 21359758) /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhonme_1 eel20 SINGLE
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhone_1 one311 RACOneNode
1.0.2.5(21359755, 21359758) /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 ee311 SINGLE
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 rac311 RAC
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhone_1 ee43 SINGLE
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhone_1 onel20 RACOneNode
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 odacn RAC
1.0.2.5(21359755, 21359758) /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhome_1 rac43 RAC
1.0.2.5(21359755, 21359758)  /u01/ app/ oracl e/ product/12. 1. 0. 2/ dbhone_1 rac120 RAC
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15.18.8 oakcli show dbstorage

Use the oakcli show dbst orage command to display database storage information for
databases created on Oracle Automatic Storage Management Cluster File System
(Oracle ACFS).

All non-cdb databases are listed together, because they share a common set of
volumes. Each CDB database is listed separately.

Syntax

oakcli show dbstorage [-db] db_name[-h]

Parameters
Parameter Description
-db dbname (Optional) Display the name of the database for the storage
information.
-h (Optional) Display help for using the command.

Usage Notes
Add additional information about the command here.
Example 15-23 Oracle Database Appliance with Non-CDB Databases

Here is an example of the oakcli show dbst orage command output for an Oracle
Database Appliance. The output includes only non-CDB databases. Half of the
available disk group storage is allocated to Oracle ACFS, except for the FLASH disk
group. In the FLASH disk group, all storage is allocated to Oracle ACFS.

# oakcli show dbstorage

Al the DBs with DB TYPE as non-CDB share the same vol unes

DB_NAMES DB_TYPE Filesystem Si ze Used Available AutoExtend Size DiskG oup
dbl, db2, db3, db4 non-CDB /u0l/app/oracle/oradata/datastore 62G 27.26G 34.74G 6G REDO
/u02/ app/ or acl e/ oradat a/ dat astore 3730G  7.86G 3722.14G 373G DATA
/u02/ app/ oracl e/ oradata/ f | ashdata 558G 205.25G  352. 75G 55G FLASH
/u01/ app/ oracl e/ fast _recovery_areal datastore
4958G 21.05G 4936. 95G 495G RECO

15.18.9 oakcli show disk

Use the oakcli show di sk command to display disk information.

Syntax

oakcli show disk [-shared | -local | -shared_disk_name |-asm[-all][-h]
Parameters

Parameter Description

-1 ocal (Optional) Display information for all of the local disks.
-shared (Optional) Display information for all of the shared disks.
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Parameter Description

-shared_di sk_nane (Optional) Display information for only the specified shared disk.
-asm (Optional) Displays information for an assembly.

-all (Optional) Display complete details of the selected disk or disks.
-h (Optional) Display help for using the command.

Usage Notes

*  Running the command with no parameters is identical to running the oakcli show
di sk -shared command.

e The -all parameter produces valid output only when used with the
shared_di sk_name parameter. All other parameters are optional and cannot be
combined with other parameters.

Example 15-24 Displaying Information About the Local Disks

oakcli show disk -1 ocal

Example 15-25 Displaying Information About the Shared Disks
oakcli show di sk -shared

Example 15-26 Displaying Information About a Specific Shared Disk
Display information about the shared disk named pd_01:

oakcli show disk -shared pd_01

15.18.10 oakcli show diskgroup

Use the oakcli show di skgroup command to display Oracle Automatic Storage
Management (Oracle ASM) disk group information.

Syntax

oakcli show di skgroup [disk_group_nane][-h]

Parameters

Parameter Description

di sk_group_nane (Optional) The name of an Oracle ASM disk group for which
complete details should be displayed. If you do not specify this
parameter, then information for all of the Oracle ASM disk
groups is displayed.

-h (Optional) Display help for using the command.
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15.18.11 oakcli show enclosure

Use the oakcli show encl osure command to display information about the storage
enclosure subsystem on the node where the command is executed.

Syntax
oakcli show enclosure [-h]
Parameter

-h displays help for using the command.

15.18.12 oakcli show env_hw

Use the oakcli show env_hw command to display the environment type and hardware
version of the current node.

Syntax

oakcli show env_hw [-h]

Parameter

(Optional) - h displays help for using the command.

Displaying the Environment and Hardware for a Virtualized Platform

Show the environment type and hardware model when logged in to ODA_BASE on
Oracle Database Appliance Virtualized Platform:

oakcli show env_hw
VM ODA_BASE ODA X7-2

15.18.13 oakcli show expander
Use the oakcli show expander command to display information about a SAS expander.

Syntax

oakcli show expander [expander_id] [-h]

Parameter

Parameter Description

expander _i d (Optional) Identifies the specific SAS expander
-h (Optional) Display help for using the command.
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15.18.14 oakcli show ismaster

Use the oakcli show i smaster command to determine which node is the master node.

File Path
$ORACLE_HOVE/ opt / or acl e/ oak/ bi n/ oakcl i

Syntax

oakcli show ismaster [-h]

Parameters
Parameter Description
-h (Optional) Display help for using the

command.

Example 15-27 Determining Which Node is the Master Node

# oakcli show i smaster

15.18.15 oakcli show fs

Use the oakcli show fs command to display all database and cloudfs file systems
created on ASM Cluster File System (ACFS) in addition to the local file systems on the
Oracle Database Appliance node.

Syntax

oakcli show fs [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.16 oakcli show memory

Use the oakcli show nemory command to display information about memory modules.

Syntax

oakcli show nenory [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.17 oakcli show network

Use the oakcli show networ k command to display information about the network
subsystem.
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Syntax

oakcli show network

Parameter

(Optional) - h displays help for using the command.

15.18.18 oakcli show power

Use the oakcli show power command to display information about the power supply
subsystem.

Syntax

oakcli show power [-h]

Parameter

(Optional) - h displays help for using the command.

Example 15-28 Displaying Power Supply Information

Display the power supply information of the node where the command is executed:

# oakcli show power

NAVE HEALTH HEALTH DETAI LS PART_NO. SERI AL_NO LOCATI ON
| NPUT_POAER OUTPUT_POWER | NLET_TEMP EXHAUST_TEMP

Power Supply 0 OK . 7047410 476856F+1242CE0020 PSO
Present 113 watts 33.250 degree C 36.688 degree C

Power Supply 1 OK . 7047410 476856F+1242CE004] PS1
Present 89 watts 37.000 degree C 39.438 degree C

15.18.19 oakcli show processor

ORACLE

Use the oakcli show processor command to display information about CPU
processors.

Syntax
oakcli show processor [-h]
Parameter

(Optional) - h displays help for using the command.

Displaying CPU Processor Information
Display the CPU processor information of the node where the command is executed:

oakcli show processor
NAME HEALTH HEALTH_ DETAILS PART_NO. LOCATI ON

NODEL MAX_CLK_SPEED TOTAL_CORES ENABLED CORES
CPUO K - 060D PO (CPU 0)
Intel (R Xeon(R) CPU E5-2690 2.900 GHZ 8 8
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CPUL K - 060D  PL (CPU 1)
Intel (R Xeon(R) CPU E5-2690 2.900 GZ 8 8

15.18.20 oakcli show raidsyncstatus

Use the oakcli show rai dsyncstatus command to display the status of the RAID
rebuild after a failed local disk is replaced.

# Note:

The show rai dsyncst at us command is only supported on a bare metal
platform; it is not supported on the virtualized platform. For general RAID
information, use the oakcl i show irai d command.

Syntax

oakcli show raidsyncstatus [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.21 oakcli show repo

ORACLE

Use the oakcli show repo command to display information about virtual machine
repositories.

Syntax

oakcli show repo [reponame -node 0| 1] [-h]

Parameters

Parameter Description

r eponane [Optional] Identifies a specific repository name
-node [Optional] Identifies the node number 0 or 1

-h [Optional] Display help for using the command.

To see all repositories, omit the repository name and node number. To see a specific
shared repository, include the repository name and node.

Examples
Here are examples of how to use the oakcli show repo command.
Example 15-29 Displaying the Available Virtual Machine Repositories

Display the virtual machine repositories on Oracle Database Appliance Virtualized
Platform nodes:

oakcli show repo
NAMVE REPOTYPE  NODENUM
odarepol |ocal 0
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odarepo2 | ocal 1
repol shared 0
repol shar ed 1

Example 15-30 Displaying Details About a Specific Shared Repository
Display information about the repository named repol on Node 1:

oakcli show repo repol -node 1

Resource: repol_1

Aut oSt ar t : restore

DG : DATA

Devi ce : [ dev/ asni repol- 286
ExpectedState Mline

Mount Poi nt : [ u01/ app/ repol
Nare : repol 0

Node : all

RepoType : shar ed

Si ze : 102400

State : Online

15.18.22 oakcli show server

Use the oakcli show server command to display information about the server
subsystem.

Syntax

oakcli show server [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.23 oakcli show storage

Use the oakcli show st orage command to display information about the storage for
controllers, expanders, and disks.

Syntax

oakcli show storage -errors [-h]

Parameters

Parameter Description

-errors Display detailed information about reported errors.
-h (Optional) Display help for using the command.
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15.18.24 oakcli show validation storage

Use the oakcli show validation storage command to show whether validation storage
is enabled or disabled.

Syntax

oakcli show validation storage [-h]

Parameter

(Optional) - h displays help for using the command.

Example 15-31 Determining if Storage Validation is Enabled

# oakcli show validation storage
Enabl ed

15.18.25 oakcli show validation storage errors

Use the oakcli show validation storage errors command to show hard storage errors.

Hard errors include having the wrong type of disk inserted into a particular slot, an
invalid disk model, or an incorrect disk size.

Syntax

oakcli show validation storage errors [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.26 oakcli show validation storage failures

Use the oakcli show validation storage failures command to show soft validation
errors. A typical soft disk error would be an invalid version of the disk firmware.

Syntax

oakcli show validation storage failures [-h]

Parameter

(Optional) - h displays help for using the command.

15.18.27 oakcli show version

Use the oakcli show versi on command to display the applied patch versions for Oracle
Database Appliance software and firmware.

Syntax

oakcli show version [-detail] [-h]
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Parameter Description
-detai l (Optional) Display detailed version information.
-h (Optional) Display help for using the command.

Usage Notes

When you apply the patch and then run the command oakcl i show version -detail,
the output shows the installed version and that the supported versions are Up-t o- dat e
for each component. If you unpack the patch bundle (oakcli unpack -pack) and then
run the command oakcli show version -detail before applying the patch, the output
shows No- updat e in the Supported Version column.

" Note:

After unpacking the patch bundle, but before applying the patch, use the
oakcli update -patch version --verify command to verify the contents of the
patch instead of issuing oakcli show version -detail.

Displaying the Oracle Database Appliance Version

This is an example of how to determine if all of the components are successfully
updated after applying the 12.1.2.10.0 patch. You can also view the applied patch
version information for the software and firmware on Oracle Database Appliance. All
components are successfully updated when Up-t o- dat e appears in the Supported
Version column.

# oakcli show version -detail

Mn Feb 13 03:31:48 PST 2017
Reading the metadata. It takes a while...

System Version  Conponent Name I'nstal | ed Version Supported Version
w1200

Control I er _INT 4.230. 40- 3739 Up-to-date

Control | er _EXT 09. 00. 00. 00 Up-to-date

Expander 0291 Up-to-date

SSD_SHARED {

[ c2d20, c2d21, c2d22, A29A Up-to-date

c2d23 ]

[ c2do, c2d1, c2d2, c2d A29A Up-to-date

3, c2d4, c2d5, c2d6, c2d
7, c2d8, c2d9, c2d10, c2
d11, c2d12, c2d13, c2d1
4, c2d15, c2d16, c2d17,
€2d18, c2d19 ]

}
SSD_LOCAL 0R3Q Up-to-date
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I LOM 3.2.8.24 r114611 Up-to-date
Bl OS 38070000 Up-to-date
| PM 1.8.12.4 Up-to-date
HWP 2.3.5.2.8 Up-to-date
QAK 12.1.2.10.0 Up-to-date
a 6.8 Up-to-date
G _HOVE 12.1.0.2.170117( 2473 Up-to-date

2082, 24828633)
DB_HOVE 12.1.0.2.170117( 2473 Up-to-date

2082, 24828633)

Related Topics

» oakcli update (page 15-52)
Use the oakcl i updat e command to apply Oracle Database Appliance patches.

15.19 oakcli start commands

Use the oakcl i start commands to start a virtual machine, to start a shared
repository on a node, or to start ODA_BASE on the local node.

e oakcli start oda_base (page 15-48)
Use the oakcli start oda_base command to start ODA_BASE on the local node.

* oakcli start repo (page 15-48)
Use the oakcli start repo command to start a shared repository on a node.

15.19.1 oakcli start oda_base

Use the oakcli start oda_base command to start ODA_BASE on the local node.
Syntax
oakcli start oda_base [-h]

Parameter
(Optional) - h displays help for using the command.
Example 15-32 Starting ODA_BASE on the Local Node

Connect to DomO on the desired node and enter the following command to start
ODA_BASE on that node:

oakcli start oda_base

15.19.2 oakcli start repo
Use the oakcli start repo command to start a shared repository on a node.

Syntax

oakcli start repo repo_name [-node node_number] [-h]
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Parameters

Parameter Description

repo_nane repo_nane is the name of the shared repository to be started.

-node node_nunber Specifies the node on which to start the shared repository.
node_nunber is the number of the node where it is to be started,
either 0 or 1. If - node is not specified, the shared repository is
started on both nodes.

-h (Optional) Displays help for using the command.

Example 15-33 Starting a Shared Repository on Node 0
Start the shared repository named repol on Node 0O:

oakcli start repo repol -node 0

15.20 oakcli stop command

ORACLE

Use the oakcli stop command to stop a virtual machine, to stop a shared repository
on a node, or to stop ODA_BASE on the local node.

Syntax

oakcli stop [vmvmnanme [-force] | repo repo_nane [-node node_nunber] | oda_base ] [-
h]

Parameters

Parameter Description

vmvm nane vm nane is the name of the virtual machine to be stopped.

-force (Optional) forces the virtual machine to stop.

repo r epo_nane repo_nane is the name of the shared repository to be stopped.

-node node_nunber node_nunber is the number of the node where the shared
repository is to be stopped, either 0 or 1. The - node parameter is
only valid when stopping a virtual machine on a shared
repository. If - node is not specified, the shared repository is
stopped on both nodes.

oda_base Stops ODA_BASE on the local node

-h (Optional) Displays help for using the command.

Examples

Here are examples of how to use the oakcli stop command.
Example 15-34 Forcing a Virtual Machine to Stop
Force the virtual machine named vnt_odar epol to stop:

oakcli stop vmvm odarepol -force
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Example 15-35 Stopping a Shared Repository
Stop the shared repository named repol on Node O:
oakcli stop repo repol -node 0

Example 15-36 Stopping the Local ODA_Base

Connect to DomO on the desired node and enter the following command to stop
ODA_BASE on that node:

oakcli stop oda_base

15.21 oakcli stordiag

ORACLE

Use the oakcli st ordi ag command to run diagnostic tests on a disk in the storage shelf
or storage expansion shelf.

The tool produces a list of 14 disk checks for each node.

Syntax

oakcli stordiag resource_type [n| [-h]

Parameters

Parameter Description

resource_type Prefix that depends on the configuration. See "Usage Notes."

n (Optional) Disk number (starting with 0 and increasing to one
less than the number of disks)

-h (Optional) Display help for using the command.

Usage Notes
Select the value for resour ce_t ype based from one of the following options:

e On Oracle Database Appliance Version 1, use d.
* On Oracle Database Appliance with a single storage shelf, use pd_.

* On Oracle Database Appliance with an expansion storage shelf, use e0_pd_ for a
disk in the storage shelf and use el_pd_ for a disk in the expansion storage shelf.

For Oracle Database Appliance systems that have internal storage, use the format
d_[..] to identify the disk to be diagnosed. For Oracle Database Appliance systems that
have connected a storage shelf (and optional storage expansion shelf), use the format
e[0..1] pd_][0..23] to identify the disk to be diagnosed.

Example 15-37 Running Diagnostic Tests on a Disk in the Expansion Storage
Shelf

Runs the diagnostic tests on disk 3 in the expansion storage shelf:

# oakcli stordiag el _pd_3
Node Nane : hrO
Test : Diagnostic Test Description

1 : QAK Check
NANVE PATH TYPE STATE STATE_DETAI LS
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pd_03 / dev/ sdw HDD ONLI NE Good
2 : ASM Check

<out put truncated>

15.22 oakcli test asr

Use the oakcli test asr command to send a test trap to determine if Oracle Auto
Service Request (Oracle ASR) is configured and working correctly.

The command returns a success message if Oracle ASR is functioning properly.

Syntax

oakcli test asr [-h]

Parameter

(Optional) - h displays help for using the command.

Usage Notes

Run the command on both nodes. The Oracle ASR logs are always on the node where
the ASR Manager is installed, which is the master node.

15.23 oakcli unpack

Use the oakcli unpack command to unpack packages into the Oracle Appliance
Manager repository.

Syntax

oakcli unpack -package absol ute_package name

Parameters

Parameters Description

absol ute_package_nane Identifies the package to be unpacked using the package's full
absolute path and file name

-h (Optional) Display help for using the command.

Example 15-38 Unpacking Packages into the Oracle Appliance Manager
Repository

Unpack the p13982331_23000_Li nux- 86- 62. zi p package, which was previously copied
to /tnp on the current node, into the node's Oracle Appliance Manager command-line
interface repository:

oakcli unpack -package /tnp/pl13982331_23000_Li nux- 86- 62. zi p
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15.24 oakcli update

ORACLE

Use the oakcl i updat e command to apply Oracle Database Appliance patches.

You can apply patches using the patch bundle and use the - -1 ocal patching option to
patch components one node at a time without impacting the other node. This reduces
the downtime when applying the patch.

# Note:

If you want to update only the Oracle Database software, use the oakcl i
upgr ade command.

Syntax

oakcli update -patch version [--server | --storage | --database] [--local} [--
noreboot] | [--clean] | [--verify][-h]

Parameters

Parameter Description

- patch version Patch version that you want to install. For example: 12.2.1.3.0.

--server Contains the patches previously obtained in earlier releases from
the Infrastructure (infra) and Grid Infrastructure (gi) patch
updates.

--storage Contains only patches for shared storage components.

- - dat abase (Optional) Patches Oracle database homes.

--local Patches the component only on the local node on bare metal
deployments. By default, this is set to false.

- - nor eboot (Optional) Node is not rebooted after patching.

--clean (Optional) Cleans up all temporary files on the local node.

--verify (Optional) Lists the patchable components on the node.

-h (Optional) Display help for using the command.

Usage Notes

After unpacking the patch bundle, but before applying the patch, verify the contents of
the patch for the release.

# Note:

When patching a virtualized platform, the --local option is not supported.

15-52



Chapter 15
oakcli update

Example 15-39 Verify the Contents of a Patch Bundle

Display the installed version and the version available in the 12.2.1.3.0 release patch
bundle for each of the components on the node. When the latest supported version is
installed, Up- t o- dat e appears in the Proposed column.

# oakcli update -patch 12.2.1.3.0 --verify

INFO 2017-02-13 14:20:37: Reading the netadata file now. ..

Pat ch Version

Conponent Name
Control | er_INT
Control | er _EXT

Expander

SSD_SHARED {

[ c2d20, c2d21, c2d22,
c2d23 ]

[ c2d0, c2d1, c2d2, c2d
3, c2d4, c2d5, c2d6, c2d

7,c2d8, c2d9, c2d10, c2
d11, c2d12, c2d13, c2d1
4, c2d15, c2d16, c2d17,

c2d18, c2d19 |

SSD_LOCAL
I LOM
Bl G5

I PM
HWP

0K
o8

G _HOVE
DB_HOVE

ASR

Instal | ed Version
4.230. 40- 3739
09. 00. 00. 00

0291

A29A

A29A

OR3Q
3.2.7.26.a r112632
38050100

1.8.12.4
2.3.5.2.5
12.2.1.2

6.8

12.1.0.2.161018( 2400
6101, 23854735)
12.1.0.2.160719( 2305
4246, 23054327)

5.5.1

oakcli update -patch Command Examples

Update the appliance with the 12.2.1.3.0 patch:

Pr oposed
Up-to-date
10. 00. 00. 00
Up-to-date

Up-to-date

Up-to-date

Up-to-date
3.2.8.24 r114611
38070000

Up-to-date
2.3.5.2.8

12.2.1.3.0
Up-to-date
12.1.0.2.170117(2473
2082, 24828633)
12.1.0.2.170117(2473
2082, 24828633)
Up-to-date

oakcli update -patch 12.2.1.3.0

Patch the server on the current node with the 12.2.1.3.0 patch:
oakcli update -patch 12.2.1.3.0 --server --local

Patch the grid home only on the local node:
oakcli update -patch 12.2.1.3.0 --storage --Iocal

Patch the Oracle Database homes on both nodes:
oakcli update -patch 12.2.1.3.0 --database
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15.25 oakcli update-cpucore

ORACLE

Use the oakcli updat e- cpucore command to enable a specified number of licensed
CPU cores for Oracle Database Appliance.

Prerequisites

If all cores are not enabled, you can enable multiples of 2 licensed CPU cores up to
the maximum number of cores.

File Path
$ORACLE_HOVE/ opt / or acl e/ oak/ bi n/ oakcl i

Syntax

oakcli update-cpucore -cores nunber of cores per server [-h]

Parameters

Parameter Description

-cores Defines the number of cores to enable per
server, in multiples of 2. To enable all
available cores, specify Al | instead of the
number of cores.

-h (Optional) Display help for using the

command.

Usage Notes

e This command applies only to bare metal deployments. It is not available on an
Oracle Database Appliance Virtualized Platform.

e The number of licensed cores you enable must be a multiple of 2, up to the
maximum number of cores.

»  After the initial configuration, you cannot reduce the number of cores. You can
purchase additional cores and increase the number of cores, up to the maximum
number of cores for the hardware model.

Example 15-40 Enabling 12 CPU Cores for Oracle Database Appliance

The following command enables 12 CPU cores on an Oracle Database Appliance
system.

oakcli update-cpucore -cores 12

Pl ease enter the 'root' password:

Pl ease re-enter the 'root' password:

Settingup SSH.............. Conpl et ed

INFO : Running as root: /usr/bin/ssh -1 root 192.0.2.1 /etc/rc.d/rc3.d/ S90cpu-core
INFO : Running as root: /usr/bin/ssh -1 root 192.0.2.1 /etc/rc.d/rc3.d/ S90cpu-core

Example 15-41 Enabling All CPU Cores for Oracle Database Appliance

The following command enables all cores on an Oracle Database Appliance system.
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oakcli update-cpucore -cores All

Pl ease enter the 'root' password:

Please re-enter the 'root' password:

Setting up SSH .............. Conpl et ed

INFO : Running as root: /usr/bin/ssh -1 root 192.0.2.1 /etc/rc.d/rc3.d/ S90cpu-core
INFO : Running as root: /usr/bin/ssh -1 root 192.0.2.1 /etc/rc.d/rc3.d/ S90cpu-core

15.26 oakcli upgrade

ORACLE

Use the oakcli upgrade command to upgrade the Oracle Database software on Oracle
Database Appliance.

For patching Oracle Database Appliance itself, use the oakcl i updat e command.

Syntax

oakcli upgrade database [-db db_names | -from source_home] -to destination_home

Parameters

Parameter Description

-db db_nanes Specifies the name or names (in a comma-delimited list) of the
database or databases you want to upgrade

-from source_hone Specifies the current Oracle Database home of the databases
you are upgrading

-to destination_hone Specifies the Oracle Database home containing the version to
which you want to upgrade the databases

-h (Optional) Display help for using the command.

Usage Notes

* You must include either a - db parameter or a - f romparameter.

* Running the command with a - db parameter upgrades only the named databases,
regardless of their current Oracle Database homes. If you include a -from
parameter in addition to a - do parameter, then the command ignores the -from
parameter. That is, the command upgrades named databases from other homes
and ignores the databases in the named home if they are not listed in the - db
parameter.

* Running the command without a - db parameter will upgrade all of the databases in
the named Oracle Database home.

* You must always provide a -t o parameter that names an existing Oracle Database
home.

Example

Upgrade an Oracle 11.2.0.3.1 database named t pcc from Oracle Database 11.2.0.3.1
to Oracle Database 12.1.0.2 using the Oracle Database home directory
Orabb12102_honel:

oakcli upgrade database -db tpcc -to OraDb12102_homel
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Validates the state of an Oracle Database Appliance or the viability of an operating

ORACLE

system patch.

Syntax
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oakcli validate [[-V | -1 | -h]] | [[-Vv][-f output _file] [-a | -d | -c checklist][-

ver patch_version]]

Parameters

Parameter Description

-V Display the version of oakVal i dat i on.

-1 List the items that can be checked (and their descriptions).
-h (Optional) Display help for using the command.

-V Show verbose output (must be used with a parameter that

-f output_file

-¢ checkli st

- ¢ ospatch

-ver patch_version

generates a validation report).

Send output to a file with a fully qualified file name, out put _fil e,
instead of to the screen (st dout ).

Run all system checks, including Di skCal i br ati on. Oracle
recommends that you use this command to validate system
readiness before deployment. Do not run oakcl i val i dat e with
this option on a busy production system, because the

Di skCal i brati on system check can cause performance issues.

Run only the default checks. The default checks are
Net wor kConponent s, OSDi skSt or age, Shar edSt or age, and
Syst emConponent s.

The Net wor kConponent s validation check is not available on
Oracle Database Appliance V1.

Run the validation checks for the items identified in checkl i st, a
comma-delimited list. Use this parameter to check either a single
item or subset of items.

Run the validation checks for the patch version identified in - ver
pat ch_ver si on.

Report any reasons for not being able to patch Oracle Database
Appliance with the patch named in pat ch_ver si on.

Listing All Checks and Their Descriptions

oakcli validate -1

-- Validate system conponents based on ilom sensor data

Checknane -- Description
*Syst enConponent s
readi ngs

*OSDi skStorage -- Validate OS disks and filesysteminfornation
*SharedStorage -- Validate Shared storage and nultipathing infornation
Di skCalibration -- Check disk performance with orion

*Net wor kConponents -- Validate public and private network conponents

*St orageTopol ogy --

Val i date external JBOD connectivity

asr -- Validate asr conponents based on asr config file and ilom sensor
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data readings

* -- These checks are also performed as part of default checks

Running All Checks
Enter the following command to run all checks:

oakcli validate -a

Validating Storage Cable Connections

Check the cable connections between the system controllers and the storage shelf, as
well as the cable connection to the storage expansion shelf (if one is installed):

oakcli validate -c storagetopol ogy

Oracl e reconmends that you run the oakcli validate -c StorageTopol ogy comrand

bef ore deploying the system This will avoid and prevent problenms during depl oyment
due to wong or missing cable connections. The output shown in the follow ng exanple
reports a successful configuration. If the cabling is not correct, you will see
errors in your output.

# oakcli validate -c storagetopol ogy

It may take a while. Please wait...

I NFO : CDA Topol ogy Verification

I NFO : Running on NodeO

INFO : Check hardware type

SUCCESS : Type of hardware found : X4-2

INFO : Check for Environnment(Bare Metal or Virtual Machine)
SUCCESS : Type of environment found : Virtual Machine(CDA BASE)
SUCCESS : Number of External LSI SAS controller found : 2
INFO : Check for Controllers correct PCle slot address
SUCCESS : External LSI SAS controller 0 : 00:15.0

SUCCESS : External LSI SAS controller 1 : 00:16.0

INFO : Check if powered on

SUCCESS : 1 : Powered-on

INFO : Check for correct nunber of EBODS(2 or 4)

SUCCESS : EBCD found : 2

INFO : Check for External Controller 0

SUCCESS : Controller connected to correct ebod nunber

SUCCESS : Controller port connected to correct ebod port
SUCCESS : Overal | Cable check for controller 0

INFO : Check for External Controller 1

SUCCESS : Controller connected to correct ebod nunber

SUCCESS : Controller port connected to correct ebod port
SUCCESS : Overal | Cable check for controller 1

INFO : Check for overall status of cable validation on Node0
SUCCESS : Overal | Cable Validation on NodeO

INFO : Check Node Identification status

SUCCESS : Node Identification

SUCCESS : Node name based on cabl e configuration found : NODEO
INFO : Check N cknanme

SUCCESS : Nickname set correctly : Oacle Database Appliance - EO
INFO : The details for Storage Topol ogy Validation can also be found in |og
file=/opt/oracl el oak/ | og/ <host name>/ st or aget opol ogy/

St or ageTopol ogy- 2014- 07- 03-08: 57: 31_7661_15914. 1 og

Validating Oracle ASR

Enter the following syntax to validate your Oracle ASR configuration:
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# oakcli validate -c asr

INFO oak Asr information and Validations

RESULT: /opt/oracle/oak/conf/asr.conf exist

RESULT: ASR Manager ip:10.139.154. 17

RESULT: ASR Manager port:1162

SUCCESS: ASR configuration file validation successfully conpleted

RESULT: /etc/hosts has entry 141.146.156.46 transport.oracle.com

RESULT: ilomalertngnt level is set to mnor

RESULT: ilomalertngnt type is set to snnptrap

RESULT: al ertngnt snnp_version is set to 2c

RESULT: al ertngnt conmunity_or_usernane is set to public

RESULT: alertngnt destination is set to 10.139.154.17

RESULT: alertngnt destination_port is set to 1162

SUCCESS: |l om snnp confguration for asr set correctly

RESULT: notification trap configured to ip:10.139.154.17

RESULT: notification trap configured to port: 1162

SUCCESS: Asr notification trap set correctly

INFO | P_ADDRESS HOST_NAME SERI AL_NUMBER ASR PROTCOOL SOURCE PRODUCT NANE
[ O R e R R T
10. 170. 79. 98 oda-02-¢ 1130FMMOD Enabl ed SNVP | LOM SUN FI RE X4370 M2 SERVER
10. 170. 79. 97 oda-01-¢ 1130FMMOD Enabl ed SNVP | LOM SUN FI RE X4370 M2 SERVER
INFO Please use My Oracle Support 'http://support.oracle.com to viewthe
activation status.

SUCCESS: asr log level is already set to Fine.

RESULT: Registered with ASR backend.

RESULT: test connection successfully conpl eted.

RESULT: subnmitted test event for asset:10.139.154.17

RESULT: bundl e com sun.svc.asr.swis in active state

RESULT: bundl e com sun.svc.asr.swfrag is in resolved state

RESULT: bundl e com sun. svc. asr.swrul esdefinitions is in resolved state
RESULT: bundl e com sun. svc. ServiceActivation is in active state

SUCCESS: ASR di ag successfully conpl eted

Checking the Viability of a Patch

Use the oakcli validate ospatch -ver patch_version command to report any reasons
for not being able to patch Oracle Database Appliance with the patch named in

pat ch_ver si on. Run this command before you attempt to patch Oracle Database
Appliance to determine if it will succeed or if you need to make changes before
applying the patch.

# oakcli validate -c ospatch -ver 12.1.2.5.0

INFO Validating the OS patch for the version 12.1.2.5.0

WARNI NG 2015- 10- 10 06: 30: 32: Patching sub directory /opt/oracl e/ oak/ pkgrepos/
orapkgs/ CEL/ 5. 10/ Pat ches/5.10.1 is not existing

INFO 2015-10-10 06:30:32: May need to unpack the Infra patch bundle for the
version: 12.1.2.5.0

ERROR 2015-10-10 06:30:32: No OS patch directory found in the repository

Validating Hardware System and Network Components

The following command runs system checks to validate hardware system components
and Oracle Database Appliance network components:

# oakcli validate -c SystemConponents, Net wor kConponent s
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15.28 oakcli Virtual Disk Commands

Use the oakcli virtual disk (vdisk) commands to manage virtual disks on Oracle
Database Appliance X7-2-HA virtualized platform.

oakcli create vdisk (page 15-59)
Use the oakcli create vdi sk command to create a new virtual disk in a shared
repository on Oracle Database Appliance Virtualized Platform.

oakcli clone vdisk (page 15-60)
Use the oakcl i clone vdi sk command to create clones of virtual disks.

oakcli delete vdisk (page 15-60)
Use the oakcli del ete vdi sk command to delete a virtual disk from a shared
repository on Oracle Database Appliance Virtualized Platform.

oakcli show vdisk (page 15-61)
Use the oakcli show vdi sk command to display information about virtual disks on
Oracle Database Appliance Virtualized Platform.

15.28.1 oakcli create vdisk

Use the oakcli create vdi sk command to create a new virtual disk in a shared
repository on Oracle Database Appliance Virtualized Platform.

ORACLE

Syntax
oakcli create vdisk vdisk_name -repo repository_name -size size -type shared|local -
sparse [-h]

Parameters

Parameter Description

vdi sk_name Name assigned to the virtual disk that is unique within the name
repository

-repo repository_name Name of the shared repository where the virtual disk will be
created and from which it will acquire its storage

-size size Amount of storage to be assigned from the shared repository to
the shared disk. The default unit is G (for gigabytes) and the
minimum size is 500 M (for megabytes)

-type shared | |ocal Sets the option of allowing the virtual disk to be shared by more
than one virtual machine (shar ed) or used by only one virtual
machine (Il ocal )

- sparse Creates a sparse vdisk

(Optional) Display help for using the command.

Example

Create a virtual disk named t 2g in the shared repository named r epopr od1 for use by
only one virtual machine at a time in that repository. Assign the t 2g virtual disk 2 GB in
the repopr od1 shared repository.

oakcli create vdisk t2g -repo repoprodl -type local -size 2G
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15.28.2 oakcli clone vdisk

Use the oakcl i clone vdi sk command to create clones of virtual disks.

Syntax

oakcli clone vdisk new vdi sk_nanme -repo repo_nane -src source_vdi sk_nanme [-h]

Parameters

Parameter Description

new vdi sk_name Name given to the clone virtual disk

repo_name Name of the repository source for the virtual disk being cloned
source_vdi sk_nanme Name of the virtual disk being cloned

-h (Optional) Display help for using the command.

Usage

The virtual disk and vm.cfg files are stored in the following directories:

e Don0D: /Repositories/vmrepo_nane/.ACFS/ snaps/vm nane/
Vi rt ual Machi nes/ vm nane

e ODA BASE: / app/ shar edr epo/ vm r epo_nane/ . ACFS/ snaps/ vm nane/
Vi rt ual Machi nes/ vm nane

Example 15-42 Cloning a Virtual Disk

Clone a virtual disk named ny_vdi sk2 from an existing virtual disk named vdi sk1 that is
stored in the repository named vr epol:

oakcli clone vdisk ny_vdisk2 -repo vrepol -src vdiskl

15.28.3 oakcli delete vdisk

ORACLE

Use the oakcli del ete vdi sk command to delete a virtual disk from a shared
repository on Oracle Database Appliance Virtualized Platform.

Syntax

oakcli delete vdisk vdisk_name -repo repository_name [-h]

Parameters

Parameter Description

vdi sk_name Name assigned to the virtual disk

-repo repository_nane Name of the shared repository where the virtual disk was
created

-h (Optional) Display help for using the command.

Example

Remove a virtual disk named t 2g from the shared repository named r epopr od1:
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oakcli delete vdisk t2g -repo repoprodl

15.28.4 oakcli show vdisk

Use the oakcli show vdi sk command to display information about virtual disks on
Oracle Database Appliance Virtualized Platform.

Syntax

oakcli show vdi sk [vdi sk_name -repo repository_nanme] [-h]

Parameters

Parameter Description

vdi sk_name (Optional) Display information for just one virtual disk.

-repo reposi tory_nane Required parameter if a virtual disk is specified in the command
-h (Optional) Display help for using the command.

Examples

Here are examples of how to use the oakcli show vdi sk command.
Example 15-43 Displaying Information for All Virtual Disks

Display information about all virtual disks on Oracle Database Appliance Virtualized
Platform:

# oakcli show vdi sk

NAVE Sl ZE TYPE REPOSI TORY
myvdi sk 10G | ocal vdi skrepo
new 1G | ocal vdi skrepo

Example 15-44 Displaying Information for a Single Virtual Disk
Display information for the virtual disk named nyvdi sk1:

# oakcli show vdi sk nmyvdi skl
Resource: nyvdi sk_vdi skrepo

Name : myvdi sk_vdi skrepo
RepoNane : vdi skrepo

Size : 10G

Type : | ocal

VmAttached 0

15.29 oakcli Virtual Machine Commands

ORACLE

Use the oakcli virtual machine commands to list and manage virtual machines (VMs).

» oakcli clone vm (page 15-62)
Use the oakcl i cl one vmcommand to create clones and snap clones of virtual
machines.

e oakcli configure vm (page 15-64)
Use the oakcli configure vmcommand to configure a virtual machine on Oracle
Database Appliance Virtualized Platform and to increase or decrease resource
allocation to user domains.
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* oakcli delete vm (page 15-66)
Use the oakcli del et e vmcommand to delete a virtual machine.

e oakcli migrate vm (page 15-67)
Use the oakcli migrate vmcommand to migrate a currently running virtual machine
to another node.

e oakcli modify vm (page 15-67)
Use the oakcl i nodi fy vmcommand to modify an existing virtual machine.

e oakcli show vm (page 15-68)
Use the oakcli show vmcommand to display information about virtual machines.

» oakcli show vmconsole (page 15-69)
Use the oakcli show vntonsol e command to open a GUI virtual machine console
to manage a specific virtual machine.

e oakcli start vm (page 15-69)
Use the oakcli start vmcommand to start a virtual machine on a node.

15.29.1 oakcli clone vm

Use the oakcl i cl one vmcommand to create clones and snap clones of virtual
machines.

Syntax
To create a virtual machine from a template:

oakcli clone vmvmnnane -vntenpl ate tenpl ate_nane -repo repo_nanme [-node 0|1] [-
driverdonai n]

To create a snapshot clone of an existing virtual machine:

oakcli clone vmvmname -vmsrc_vmname -snap [-force] [-driverdomain]

To create a virtual machine snapshot from a template:

oakcli clone vm <vm nane> -vntenplate src_vntenpl _name -snap [-driverdomain]

Parameters

Parameter Description

-vmvm_name Identifies the name given to the new cloned virtual machine.

-vintenpl ate Identifies the name of the template containing the virtual

template_name machine that you want to clone.

-repo repo_name Identifies the name of the repository that contains the template
being cloned.

-node 0|1 Identifies the Oracle Database Appliance node that contains the
shared repository from which the virtual machine is to be cloned.

-vmsrc_name Identifies the name of the virtual machine that is to be cloned.

-snap (Optional) Creates a snapshot of the source virtual machine or

virtual machine template.
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Parameter Description
-driverdomain (Optional) Creates the virtual machine with the driver domain
option.

The driver domain option improves performance by enabling
guest virtual machines to use ODA_BASE instead of Don0 to
access virtual disks. Newly created virtual disks are mounted
directly from ODA _BASE to a guest virtual machine.

-force (Optional) When cloning a source virtual machine, the -f or ce

option enables you to make a change from the source virtual
machine. For example, if the source file does not use a driver
domain, you can use -force -driverdonai n to create a clone
virtual machine that does use the driver domain.

(Optional) Displays help for using the command.

Usage Notes

The - node parameter must be used when you clone from a shared repository. The
-node parameter is invalid for non-shared repositories.

The virtual disk and vm cf g files are stored in the following directories:

— DonD: / Repositories/vmrepo_nane/.ACFS/ snaps/ vm nane/
Vi rt ual Machi nes/ vm name

— ODA BASE: / app/ shar edrepo/ vm repo_nane/ . ACFS/ snaps/ vm nane/
Vi rt ual Machi nes/ vm nane

Live migration of driver domain virtual machines is not supported.
The driver domain option is supported with the following guest operating systems:

— Oracle Linux with the latest Unbreakable Enterprise Kernel 2 (UEK2),
Unbreakable Enterprise Kernel 3 (UEK3), or Unbreakable Enterprise Kernel
Release 4 (UEK R4).

— Microsoft Windows with Oracle VM Windows PV Driver 3.4.1. Oracle VM
Windows PV Driver 3.4.1 release is available for download on My Oracle
Support as patch number 23346086.

— Oracle Solaris 11.3 or higher x86.

The driver domain only works when you add virtual disks to a guest virtual
machine. When - dri ver domai n is specified, the cloned virtual machine is in driver
domain mode. The corresponding virtual machine configuration file, vm cf g, has
the following disk entries:

When -driverdomai n is specified, the cloned virtual machine is in driver domain
mode. The corresponding virtual machine configuration file, vm cf g, has the
following disk entries:

disk = [u' file:/OVS/ Repositories/repo5/.ACFS/ snaps/vml0/
Vi rt ual Machi nes/

vmL0/ System i ng, xvda, w ,
u file:/u0l/ app/sharedrepo/repo5/. ACFS/ snaps/
vmLO/ Vi r t ual Machi nes/ vmi0/ u01. i ng, xvdb, w, oakDoml' ]
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All disks, with the exception of the xvda boot disk, have the path from oakDont, that
is odabase.

e The driver domain functionality applies to non-system disks. Once a virtual
machine is created in driver domain mode, any new vDisks are added in driver
domain mode.

* To determine if a virtual machine is configured in driver domain mode, use the
oakcli show vmvmname command. When the virtual machine is in driver mode,
the output for the DriverDomain attribute is TRUE.

Example 15-45 Creating a Virtual Machine Image

Create a virtual machine image named nyol 6u_t est from the virtual machine template
named nyol 6u_15gb1, which is stored in the shared repository named repo2 on Node O:

oakcli clone vmnyol 6u_test -vntenplate nyol 6u_15gbl -repo repo2 -node 0

Example 15-46 Creating a Virtual Machine Image in Driver Domain Mode

Create a virtual machine image named nyol 6u_t est from the virtual machine template
named nyol 6u_15gb1, which is stored in the shared repository named repo2 on Node 0
in driver domain mode:

oakcli clone vm myol 6u_test -vntenplate nyol 6u_15gbl -repo repo2 -node 0 -
driverdomain

15.29.2 oakcli configure vm

ORACLE

Use the oakcli configure vmcommand to configure a virtual machine on Oracle
Database Appliance Virtualized Platform and to increase or decrease resource
allocation to user domains.

You must restart the domain for the resource allocation change to take effect.

Syntax

oakcli configure vmnane [-vcpu cpucount -maxvCpu maXCpu -cpuprio priority
-cpucap cap -nenory mensize - mMRXMEMOry nmax_nensi ze -0S Sys -keyboard |ang -nouse
mouse_type -domain dom -network netlist -autostart astart -disk di sks -bootoption
bootstrap -cpupool pool -prefnode 0|1 -failover true|false][-h]

Parameters

Parameter Description

nane The name assigned to the virtual machine.

-VCpu cpucount Number of nodes assigned to the virtual machine. The range is 1 to
72. This number depends on your Oracle Database Appliance
configuration

-maxvcpu maxcpu Maximum number of CPUs that the virtual machine can consume. The

range is 1 to 72. This number depends on your Oracle Database
Appliance configuration.

-cpuprio priority Priority for CPU usage, where larger values have higher priority. The
range is 1 to 65535.

- cpucap cap Percentage of a CPU the virtual machine can receive. The range is 10
to 100.
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Parameter

Description

- MeNDry mensi ze

- maxmenory
max_nensi ze

- 0S Sys

-keyboard I ang

- nouse mouse_t ype

-donai n dom

-network netlist
-autostart astart
- di sk di sks

-boot option
boot st rap

- cpupool pool

-prefnode 0] 1

-failover true|
fal se

-h

Amount of memory given to the virtual machine: (1 to 248)G to (1to
760G) or (1 to 253952)M to (1 to 778240)M, based on RAM. The
default is M.

Maximum amount of memory allowed for the virtual machine: (1 to
248)G to (1 to 760)G or (1-253952)M to (1-778240)M, based on RAM.
The default is M.

Operating system used by the virtual machine (WIN_2003, WIN_2008,
WIN_7, WIN_VISTA, OTHER_WIN, OL_4, OL_5, OL_6, RHL_4,
RHL_5, RHL_6, LINUX_RECOVERY, OTHER_LINUX, SOLARIS_10,
SOLARIS_11, OTHER_SOLARIS, or NONE)
Keyboard used by virtual machine (en-us, ar, da, de, de-ch, en-gb, es,
et, fi, fo, fr, fr-be, fr-ca, hr, hu, is, it, ja, It, v, mk, nl, n--be, no, pl, pt, pt-
br, ru, sl, sv, th, or tr)
Mouse type used by the virtual machine (OS_DEFAULT,
PS2_MOUSE, USB_MOUSE, or USB_TABLET)
Domain type from the following options:
e Hardware virtualized guest (XEN_HVM)
- The kernel or operating system is not virtualization-aware and
can run unmodified.
- Device drivers are emulated.
e Paravirtualized guest (XEN_PVM)
- The guest is virtualization-aware and is optimized for a
virtualized environment.
- PV guests use generic, idealized device drivers.
e Hardware virtualized guest (XEN_HVM_PV_DRIVERS)
The PV drivers are hypervisor-aware and significantly reduce the
overhead of emulated device input/output.
e Hardware virtualized guest (UNKNOWN)

MAC address and list of networks used by the virtual machine
Startup option for virtual machine (always, restore, or never)
List of disks (slot, disktype, and content) used by virtual machine

Boot option used to bootstrap the virtual machine (PXE, DISK, or
CDROM)

Named CPU pool assigned to the virtual machine

Preferred node on which the virtual machine will attempt to start (Node
0 or Node 1). This parameter is only valid for virtual machines created
in shared repositories.

Allow (use the keyword "true") or disallow (use the keyword "false")
the virtual machine to start or restart on a node other than the node
defined by the - pr ef node parameter. This parameter is only valid for
virtual machines created in shared repositories.

(Optional) Display help for using the command.

Usage Notes

e All of the parameters, except for name, are optional.

e You must include at least one optional parameter for the command to work.
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*  When you create a virtual machine, select the Processor Cap as a percentage,
between 10 and 100%. The default is 100%. This value is then converted to a
CPU utilization limit in the vm cf g file for the virtual machine. The value set in the
vm cf g file limits the amount of CPU a guest is allowed to consume. If the
Processor Cap is set at 100% in Oracle VM, then the value set in vm cfg is O,
which means there is no limit to CPU utilization.

" See Also:

Oracle VM release 3.1 documentation contains more information about the
options in the preceding table. Access the library at the following URL:

http://docs.oracle.com/cd/E27300_01

For example, refer to 2.8. Virtual Machines for information about the the -
donai n domoptions:

http://docs.oracle.com/cd/E27300_01/E27309/html/vmusg-ovm-vms.html

Changing the Number of Virtual CPUs

This command example changes the number of virtual CPUs to 3, and changes the
virtual memory size to 4 GB in a virtual machine named odar ep01:

oakcli configure vm odarep0l -vcpu 3 -nenory 4196

15.29.3 oakcli delete vm

ORACLE

Use the oakcli del et e vmcommand to delete a virtual machine.

Syntax

oakcli delete vmvmnane [-server node_nunber] [-h]

Parameters

Parameter Description

vm vm name (Optional) Name of the virtual machine to be deleted

-server node_nunber (Optional) Oracle Database Appliance node from which you want
to remove the virtual machine. If this optional parameter is not
included, then the virtual machine is removed from both nodes.

-h (Optional) Display help for using the command.

Example

Delete the ovu22 virtual machine from Node 1:

oakcli delete vmovu22 -server 1

15-66


http://docs.oracle.com/cd/E27300_01
http://docs.oracle.com/cd/E27300_01/E27309/html/vmusg-ovm-vms.html

Chapter 15
oakcli Virtual Machine Commands

15.29.4 oakcli migrate vm

Use the oakcli nigrate vmcommand to migrate a currently running virtual machine to
another node.

Syntax

oakcli migrate vmvmane [-h]

Parameters

Parameter Description

vmarne Name of the virtual machine to be migrated

-h (Optional) Display help for using the command.

15.29.5 oakcli modify vm

ORACLE

Use the oakcl i nodi fy vmcommand to modify an existing virtual machine.

Syntax

oakcli nodify vmvmane [-attachvdi sk|-del et enet wor kvl annanme] [-s
keyl:val uel; key2:val ue2;...] [-addnetworKk|-del et enetworkvl annane] [-h]

Parameters

Parameter Description

-at t achvdi skvdisk_name (Optional) Attaches the named VDisk (virtual disk) to the named
virtual machine.

- det achvdi skvdisk_name (Optional) Detaches the named VDisk disk from the named
virtual machine.

-s (Optional) Identifies a message consisting of one or more

keyl:val uel; key2: val ue2; semicolon separated key:value pairs to send to the ovmd utility.
Each key and value is separated by a colon (:) and each key/
value pair is separated from the next key/value pair by quotation

marks.
- addnet wor kvl annane (Optional) Adds a VLAN network to the named virtual machine.
- del et enet wor kvl annanme (Optional) Removes a VLAN network from the named virtual
machine.
-h (Optional) Displays help for using the command.

Usage Notes

* Do not use the - attachvdi sk or the - det achvdi sk option with the - addnet work, -
del et enet wor k, Oor - s parameters.

* Include only one of the - addnet wor k, - del et enet wor k, Or -s parameters when you
use this command.

Example 15-47 Sending a Message to a Running Virtual Machine

Update the root user password for the gc_11g virtual machine:
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oakcli modify vmgc_11g -s "com oracle.|inux. root-password: password"

15.29.6 oakcli show vm

ORACLE

Use the oakcli show vmcommand to display information about virtual machines.

Syntax

oakcli show vm [vmname | -h]

Parameters

Parameter Description

vm nane (Optional) The name of the virtual machine for which details
should be displayed. If you do not specify this parameter, then
information for all the virtual machines is displayed.

-h (Optional) Display help for using the command.

Usage Notes

When a virtual machine is configured in driver domain mode, the output of the oakcl i
show vm vmname command displays TRUE for the DriverDomain attribute.

Examples
Here are examples of how to use the oakcli show vmcommand.
Example 15-48 Displaying Details for All Virtual Machines

Display the virtual machine names, memory and vCPU allocations, status, virtual
disks, and repository name for all virtual machines:

# oakcli show vm

NAMVE MEMORY VCPU STATE REPCSI TORY
sanpl e5_odar epol 2048 2 OFFLI NE odar epol
sanpl e6_odar epol 2048 2 OFFLI NE odar epo2
testl odarepol 2048 2 OFFLI NE odar epol
test2_odar epo2 2048 2 OFFLI NE odar epo2
viil_odar epol 4096 4 ONLI NE odar epol
vn2_odar epo2 2048 2 OFFLI NE odar epo2
wi n_vni 1500 1 ONLI NE odar epol

Example 15-49 Displaying Information for a Single Virtual Machine
Display information about the vi_odar epol virtual machine:

oakcli show vm vril_odar epol
Resour ce: vnil_odar epol

Aut oSt art : restore
CPUPriority : 100
Di sks : | file:/OVS/ Repositories/odarepol/ Vi

rtual Machi nes/ viml_odar epol/ System i
mg, xvda, W | file:/OVS/ Repositories/o
dar epol/ Vi rt ual Machi nes/ viml_odar epo
1/u01. i ng, xvdb, W

Donai n : XEN_PVM
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Expect edSt at e online

Fai | Over fal se

| sShar edRepo fal se
Keyboard en- us
MaxMermor y 3000

MaxVcpu 4

Menor y 4096

Mouse 0S_DEFAULT
Nane vril_odar epol
Net wor ks | mac=00: 21: F6: 00: 00: E4|
NodeNum 0

NodeNunst ar t

(03] a5
Privatel P None
Processor Cap 100

RepoNane odar epol
State Oline

Tenpl at eNanme otm _sanpl el_odar epol
Vepu 4

cpupool twocpu
vncport 5901

15.29.7 oakcli show vmconsole

Use the oakcli show vrtonsol e command to open a GUI virtual machine console to
manage a specific virtual machine.

Syntax

oakcli show vntonsol e vm nane [-h]

Parameters

Parameter Description

vm_name Name of the virtual machine for which you want to open a
console.

-h (Optional) Display help for using the command.

Example 15-50 Opening a Virtual Machine Console
Open a console for the virtual machine named vnt_odar epol:

oakcli show vntonsol e vil_odar epol

15.29.8 oakcli start vm

Use the oakcli start vmcommand to start a virtual machine on a node.

Syntax

oakcli start vmvmnanme [-node node_number] [-d] [-h]
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Parameters

Parameter Description

vm nane vm nane is the name of the virtual machine to be started.

-node node_nunber Specifies the node on which to start the virtual machine.
node_nunber is the number of the node where it is to be started,
either 0 or 1. If - node is not specified, a virtual machine is started
on both nodes.

-d Provides details about the virtual machine starting procedure

-h (Optional) Display help for using the command.

Example 15-51 Starting a Virtual Machine on Node 0
Start the virtual machine named vn_odar epol on Node 0.

oakcli start vmvm odarepol -node 0

15.30 oakcli Virtual Machine Template Commands

Use the oakcli Virtual Machine template commands to list and manage virtual machine
(VM) templates.

e oakcli configure vmtemplate (page 15-70)
Use the oakcli configure vntenpl ate command to configure a virtual machine
template on Oracle Database Appliance Virtualized Platform.

» oakcli delete vmtemplate (page 15-72)
Use the oakcli del ete vntenpl ate command to delete a virtual machine template.

e oakcli import vmtemplate (page 15-73)
Use the oakcli inport vntenpl ate command to import virtual machine templates.

» oakcli modify vmtemplate (page 15-74)
Use the oakcl i nodi fy vntenpl at e command to add networks to or delete
networks from an existing virtual machine template.

e oakcli show vmtemplate (page 15-75)
Use the oakcli show vnt enpl at e command to display information about virtual
machine templates.

15.30.1 oakcli configure vmtemplate

Use the oakcli configure vntenpl ate command to configure a virtual machine template
on Oracle Database Appliance Virtualized Platform.

Syntax
oakcli configure vntenplate name [-vcpu cpucount -maxvcpu mexcpu -cpuprio priority -

cpucap cap -nmenory nensize - maRXNEnmory max_mensize -0s sys -keyboard
I ang -nouse nmouse_type -domain dom -network netlist -disk disks][h]
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Parameters
Parameter Description
name Name assigned to the virtual machine template

-vecpu cpucount

- Maxvcpu naxcpu
-cpuprio priority
-cpucap cap

- Menory mensi ze

- Maxmenory

max_nensi ze

- 0S Sys

-keyboard | ang

- nouse nouse_t ype

-donai n dom

-network netlist

- di sk di sks

-h

Number of nodes assigned to virtual machines cloned from the
template.

Maximum number of CPUs that virtual machines cloned from the
template can consume.

Priority for CPU usage, where larger values have higher priority (1 to
256).

Percentage of a CPU that virtual machines cloned from the template
can receive (1 to 100).

Amount of memory given to virtual machines cloned from the template
(1G to 88 G or 1M to 90112M)

Maximum amount of memory allowed for virtual machines cloned from
the template

Operating system used by virtual machines cloned from the template
(WIN_2003, WIN_2008, WIN_7, WIN_VISTA, OTHER_WIN, OL_4,
OL_5,0L_6, RHL_4, RHL_5, RHL_6, LINUX_RECOVERY,
OTHER_LINUX, SOLARIS_10, SOLARIS_11, OTHER_SOLARIS, or
NONE)

Keyboard used by virtual machines cloned from the template (en-us, ar,
da, de, de-ch, en-gb, es, et, fi, fo, fr, fr-be, fr-ca, hr, hu, is, it, ja, It, Iv,
mk, nl, n--be, no, pl, pt, pt-br, ru, sl, sv, th, or tr)

Mouse type used by virtual machines cloned from the template
(OS_DEFAULT, PS2_MOUSE, USB_MOUSE, or USB_TABLET)
Domain type from the following options:

e Hardware virtualized guest (XEN_HVM)

- The kernel or operating system is not virtualization-aware and
can run unmodified.

- Device drivers are emulated.
e Para virtualized guest (XEN_PVM)

- The guest is virtualization-aware and is optimized for a virtualized
environment.

- PV guests use generic, idealized device drivers.
*  Hardware virtualized guest (XEN_HVM_PV_DRIVERS)

The PV drivers are hypervisor-aware and significantly reduce the
overhead of emulated device input/output.

MAC address and list of networks used by virtual machines cloned from
the template

List of disks (slot, disktype, and content) used by virtual machines
cloned from the template

(Optional) Display help for using the command.

Usage Notes

e All of the parameters, except for nane, are optional.

* You must include at least one optional parameter for the command to work.

ORACLE
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# See Also::

Oracle VM Release 3.1 documentation, which is available at the following
URL:

http://docs.oracle.com/cd/E27300_01 for more information about the options
in the preceding table.

For example, see 2.8. Virtual Machines for details about the option - domai n
dom

http://docs.oracle.com/cd/E27300_01/E27309/html/vmusg-ovm-vms.html

Setting Values for a Virtual Machine

Set values for the following configuration values in the virtual machine template named
myol 5u7_10gb:

oakcli configure vntenplate myol 5u7_10gb
-vecpu 2 -maxvepu 4 -cpucap 40 -nenory 1536M - naxnenory 2G
-network "['type=netfront,bridge=netl']" -o0s OTHER LI NUX

e -vcpu 2 = Two CPUs will assigned when the virtual machine starts up

e -maxvcpu 4 = The maximum number of CPUs that can be assigned to the virtual
machine is 4.

e -cucap 40 = The maximum percentage of a CPU's capacity that will be assigned to
the virtual machine is 40%.

e -nenory 1536M = The amount of memory assigned when the virtual machine starts
up is 1536 MB.

e -maxnenory 2G= The maximum amount of memory that can be assigned to the
virtual machine is 2 GB.

e -network type=netfront, bridge=net1 = This is the list of networks used by virtual
machines cloned from the template.

* -o0s = The operating system used by the virtual machine is OTHER_LINUX.

15.30.2 oakcli delete vmtemplate

Use the oakcli del ete vntenpl ate command to delete a virtual machine template.

Syntax

oakcli delete vntenplate tenplate_nane [-server=node_nunber]|-h]

Parameters
Parameter Description
t enpl at e_name Name of the virtual machine template to be removed
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Parameter

Description

-server node_nunber

-h

(Optional) Oracle Database Appliancenode from which you want
to remove the virtual machine template. If this optional
parameter is not included, then the virtual machine template is
removed from both nodes.

(Optional) Display help for using the command.

Example

Delete the ovu22 virtual machine template from both nodes:

oakcli delete vntenplate ovu22

15.30.3 oakcli import vmtemplate

Use the oakcli inport vntenpl ate command to import virtual machine templates.

ORACLE

Syntax

oakcli inport vntenplate vntenplatename -files image files | -assenbly assenbly file
-repo repo_nane [- node 0 | 1 ][-h]

Parameters

Parameter

Description

vnt enpl at enane

-files

image_files

-assenbly
assenbly file

r epo_nane

-node

-h

Name that you want to assign to the template

Use the - fi | es option when importing one or more files that
comprise a template.
i mage_fil es is one of the following:

e Asingle template file name

A comma-separated list of files that comprise a single
template

A URL enclosed in single quotation marks that links to a
template file

Use the - assenhl y option when importing an assembly file.

An assembly file, or a URL enclosed in single quotation marks,
that links to an assembly file

Name of the repository to store the template or templates that
you are importing

When you are importing to a shared repository, use the - node
option with a value of 0 or 1 to identify the node.

(Optional) Display help for using the command.

Usage Notes

e Include only one of the options, -fil es or -assenbl y, each time you run this
command. You cannot include both of these options in the same statement.

« If the command imports more than one template from an assembly, then each
template will automatically be given a unigue name. These template names will
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include the name given in the vnt enpl at e vit enpl at enane clause followed by a
sequence number, such as vnt enpl at enanel, vnt enpl at ename2, and vnt enpl at enane3.

*  When importing into a shared repository, you must include the - node option with a
valid node number, 0 or 1. Using the - node option for imports into non-shared
repositories will cause the command to fail.

Examples
Here are examples of how to use the oakcli inport vntenpl ate command.
Example 15-52 Importing a Virtual Machine Template from DomO0

Import the required template (OvM OL5U7_X86_64_PVM 10GB. t gz) from the / OvVS directory in
DomO into the odar epol repository and name the template file OL5U7:

oakcli inport vntenplate OL5U7 -files /OVS/ OVM OL5U7_X86_64 PVM 10GB.tgz -repo
odar epol

Example 15-53 Importing a Virtual Machine Template from a Remote Server

Import a template from a remote server using a URL to identify the server and the
template file:

oakcli inport vntenplate OL5U6 -files 'http://exanple.confvmtenplate/ CEL-5/
OVM OL5U6_X86_64_PVM 10GB.tgz" -repo odarepo?2

Example 15-54 Importing Virtual Machine Templates from an Assembly on a
Remote Server

Import the templates contained in the assembly file stored on a remote server at the
URL provided into the odar epol repository:

oakcli inport vntenplate OL6UL -assenbly 'http://exanple.conlassenblies/ CEL6/
O/M_OL6UL_x86_PVHVM ova' -repo odarepol

Example 15-55 Importing Virtual Machine Templates Into a Shared Repository
From an Assembly on a Remote Server

Import the templates contained in the assembly file stored on a remote server at the
URL provided into a shared repository named r epo4 on Node 1:

oakcli inport vntenplate OL6UL -assenbly 'http://exanple.conlassenblies/ CEL6/
O/M_OL6UL_x86_PVHVM ova' -repo repo4 -node 1

15.30.4 oakcli modify vmtemplate

Use the oakcl i nodi fy vntenpl at e command to add networks to or delete
networks from an existing virtual machine template.

Syntax

oakcli modify vntenplate vntenpl atenane [-addnetwork]| - del et enet wor kvl annane] [-h]

Parameters
Parameter Description
- addnet wor kvl anname (Optional) Adds a VLAN network to the named virtual machine

template
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Parameter Description

- deket enet wor kvl annane (Optional) Deletes a VLAN network from the named virtual

machine template

-h (Optional) Displays help for using the command.

Example 15-56 Modifying the Network Defined in a Virtual Machine Template

Replace the network assigned to the gc_11g virtual machine template with the net 1
network:

oakcli modify vntenplate gc_11g -addnetwork netl

15.30.5 oakcli show vmtemplate

ORACLE

Use the oakcli show vnt enpl at e command to display information about virtual machine
templates.

Syntax

oakcli show vntenplate [vntenpl ate_name | -h]

Parameters

Parameter Description

vnt enpl at e_name (Optional) The name of the virtual template for which details
should be displayed. If you do not specify this parameter, then

information for all of the virtual templates is displayed.

-h (Optional) Display help for using the command.

Example 15-57 Display Information About a Virtual Template
Display information about the sanpl el_odar epol virtual template:

oakcli show vntenpl ate sanpl e_odarepol
Resour ce: sanpl el_odarepol
CPUPriority : 100
Di sks : | file:/OVS/ Repositories/odarepol/ Te
mpl at es/ ot Ml _sanpl el_odar epol/ Syste
ming, xvda, W |file:/ OV/S/ Repositorie
s/ odar epol/ Tenpl ates/otm _sanpl el o
darepol/ u01. i ng, xvdb, w

Domai n XEN_PVM

Keyboard en- us

MaxMenor y 2048

MaxVcpu 2

Menor y 2048

Mouse OS_DEFAULT

Nane sanpl el_odar epol

Net wor ks | bridge=privl||bridge=netl||bridge=
net 2|

NodeNum 0

(03] a_5

Processor Cap 100

RepoNane odar epol

Vepu 2
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15.31 oakcli VLAN Management Commands for Virtual

Platform

Use the oakcli VLAN commands to list and manage virtual local area networks
(VLANSs) on an Oracle Database Appliance virtualized platform.

oakcli create vlan (page 15-76)
Use the oakcli create vlan command to create a new virtual local area network
(VLAN) on an Oracle Database Appliance Virtualized Platform node.

oakcli delete vlan (page 15-77)
Use the oakcli del ete vl an command to delete a virtual local area network.

oakcli show vlan (page 15-77)
Use the oakcli show vl an command to display information about virtual local area
networks (VLANS) configured on Oracle Database Appliance.

15.31.1 oakcli create vlan

Use the oakcli create vlan command to create a new virtual local area network
(VLAN) on an Oracle Database Appliance Virtualized Platform node.

ORACLE

Syntax

oakcli create vlan vlian_nane -vlanid tag_id -if interface_name -node 0|1 [-h]

Parameters

Parameter Description

vl an_nane Name assigned to the VLAN.

-vlanidtag_id Tag number, used for packet routing, from 2 to 4096 inclusive. It
uniquely identifies the VLAN on a node. You assign the ID and
you can use the same tag number on both nodes.

-if interface_nane Name of the interface on which the VLAN network is created

-node 0 | 1 Node on which the VLAN is created, either NodeO or Nodel.

-h (Optional) Display help for using the command.

Usage Notes

You can assign VLANs to ODA_BASE during the deployment.
The VLAN for the ODA_BASE is created from DOM-O.
Only execute the VLAN created in Dom-0 from NodeO.

VLAN creation in domO should be executed only from Node 0.

Examples

Here are examples of how to use the oakcli create vlan command.
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Creating a New VLAN

Create a VLAN named sanpl e10 on Node 1 using the bond1 interface and a tag with the
number 10:

oakcli create vlan sanmplel0 -vlianid 10 -if bondl -node 1

Duplicating a VLAN on the Second Node
Create a VLAN named sanpl e10 on Node 0O:

oakcli create vlan sanplel0 -vlanid 10 -if bondl -node 0

15.31.2 oakcli delete vlan

Use the oakcli del ete vl an command to delete a virtual local area network.

Syntax

oakcli delete vlan vlan_nane -node node_nunber [-h]

Parameters

Parameter Description

vl an vl an_nane Name of the virtual local area network to be deleted

-node node_nunber Oracle Database Appliance node from which you want to
remove the virtual local area network

-h (Optional) Display help for using the command.

Example

Delete the sanpl el virtual local area network from Node 1:

oakcli delete vlan sanmplel -node 1

15.31.3 oakcli show vlan

ORACLE

Use the oakcli show vl an command to display information about virtual local area
networks (VLANS) configured on Oracle Database Appliance.

Syntax

oakcli show vlan [-h]

Parameter

(Optional) - h displays help for using the command.

Example 15-58 Displaying Details of Available Virtual Area Networks (VLANS)

Display the names, tag ID numbers, networks, and node assignments for the available
virtual local area networks:

oakcli show vl an
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NAMVE ID | NTERFACE  NCDENUM
net1 1 bondl 0
netl 1 bond1 1
net 2 1 bond2 0
net 2 1 bond2 1
net3 1 bond3 0
net3 1 bond3 1
net 4 1 xbond0 0
net 4 1 xbond0 1
privi 1 bond0 0
privi 1 bond0 1
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Validating and Troubleshooting Oracle
Database Appliance

This chapter contains information about how to validate changes and troubleshoot
Oracle Database Appliance problems.

Logging into the Web Console (page 16-1)
If you have problems logging into the Web Console, then it might be your browser
or credentials.

Troubleshooting Tools and Commands (page 16-2)
This section describes additional tools and commands for diagnosing and
troubleshooting problems with Oracle Database Appliance.

Preparing Log Files for Oracle Support Services (page 16-6)
If necessary, use the command odaadntli nanage di agcol | ect to collect
diagnostic files to send to Oracle Support Services.

16.1 Logging into the Web Console

If you have problems logging into the Web Console, then it might be your browser or
credentials.

ORACLE

Oracle Database Appliance uses self-signed certificates. Depending on the browser
and browser version, you might receive a warning or error that the certificate is invalid
or not trusted because it is self-signed, or that the connection is not private.

# Note:

For browsers other than Google Chrome, you must accept the security
certificate on the two different websites. If you do not, the log in appears to
work, but the agent is not logged in.

Open a browser window.
e If you are using Google Chrome, go to Step 2.

e If you are using Mozilla Firefox or another browser, perform the following
steps:

a. Enter the following URL: https:// ODA- host - i p- addr ess: 7070/ | ogi n

b. Get the security certificate (or certificate), confirm the security exception, and
add an exception.

c. Open a new browser window or tab, then go to Step 2.

Go to the following URL: htt ps:// ODA- host - i p- addr ess: 7093/ mgnt / i ndex. ht m
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Get the security certificate (or certificate), confirm the security exception, and add
an exception.

Log in with your Oracle Database Appliance credentials.

If you are using the default password, a message appears advising you to change
the default password to comply with your system security requirements.

The following error message indicates that the agent is not logged in: No
Response Returned from Authentication. Go to Step 1 and accept the security
certificate for the following URL: htt ps: // ODA- host - i p- addr ess: 7070/ | ogi n and open
the Web Console in a different window or tab.

Related Topics

http://www.oracle.com/technetwork/indexes/products/browser-policy-2859268.html

Changing the Password (page 6-2)
Change the administrative account passwords to secure your system.

16.2 Troubleshooting Tools and Commands

This section describes additional tools and commands for diagnosing and
troubleshooting problems with Oracle Database Appliance.

ORAchk Health Check Tool (page 16-2)
Use the ORAchk Health Check Tool to audit configuration settings and check
system health.

Disk Diagnostic Tool (page 16-4)
Use the Disk Diagnostic Tool to help identify the cause of disk problems.

Trace File Analyzer Collector (page 16-4)
Trace File Analyzer (TFA) Collector simplifies diagnostic data collection on Oracle
Grid Infrastructure and Oracle Real Application Clusters systems.

Oracle Database Appliance Hardware Monitoring Tool (page 16-5)
The Oracle Database Appliance Hardware Monitoring Tool displays the status of
different hardware components in Oracle Database Appliance server.

16.2.1 ORAchk Health Check Tool

Use the ORAchk Health Check Tool to audit configuration settings and check system
health.

ORACLE

The ORAchk utility performs proactive heath checks for the Oracle software stack and
scans for known problems.

The ORAchk Configuration Audit Tool audits important configuration settings for
Oracle RAC two-node deployments in the following categories:

Operating system kernel parameters and packages
RDBMS
Database parameters, and other database configuration settings

Oracle Grid Infrastructure, which includes Oracle Clusterware and Oracle
Automatic Storage Management
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ORAchk is aware of the entire system. It checks the configuration to indicate if best
practices are being followed.

2 See Also:

For more information about ORAchk, see My Oracle Support note
1268927.2, "ORAchk Health Checks for the Oracle Stack" at https://
support.oracle.com/CSP/main/article?
cmd=show&amp;type=NOT&amp;id=1268927.2

Open the command-line interface as root.

Navigate to the ORAchk tool in the / supt ool s directory.

/u01/ app/ 12. 2. 0. 1/ gri d/ supt ool s/ or achk

Run the utility.

.l orachk

When all checks are finished, a detailed report is available. The output displays

the location of the report in an HTML format and the location of a zip file if you
want to upload the report.

Review the Oracle Database Appliance Assessment Report and system health
and troubleshoot any issues that are identified.

The report includes a summary and filters that enable you to focus on specific
areas. For example, you can choose the filter to show failed checks only, show
checks with a Fail, Warning, Info, or Pass status, or any combination.

16-3


https://support.oracle.com/CSP/main/article?cmd=show&amp;type=NOT&amp;id=1268927.2
https://support.oracle.com/CSP/main/article?cmd=show&amp;type=NOT&amp;id=1268927.2
https://support.oracle.com/CSP/main/article?cmd=show&amp;type=NOT&amp;id=1268927.2

Chapter 16
Troubleshooting Tools and Commands

Oracle Database Appliance Assessment Report
System Health Score is 98 out of 100 (detail)

Cluster Summary

Cluster Name myhostc

0S5 /Kernel Version LINUX X86-64 OELRHEL 6 4.1.12-94.4.1 el6uek.x86_64

CRS Home - Version full/app/12.2.0.1/grid - 12.2.0.1.0
fudl/app/oracle/product/12.2.0.1/dbhome_1 - 12.2.0.1.0 - 2

DB Home - Version - Names | fud1/app/oracle/product/12.1.0.2/dbhome_1 - 12.1.0.2.0 - tb12
full/app/oracle/product/11.2.0.4/dbhome_1 - 11.2.0.4.0 - sam1l

Number of nodes 1

Database Servers 1

orachk Version 12.1.0.2.7_20160526

Collection orachk_myhost 003_PDB1_110117_132904.zip

Duration 2 mins, 38 seconds

Executed by root

Arguments -noupgrade

Collection Date 01-Nov-2017 13:29:28

Table of Contents

» Database Server
* Top 10 Time Consuming Checks

Report Feature
s [ Show Failed checks only

» Show checks with the following status:
™ Fail @ Warning # Info [ Pass

s Show details of the following regions:
™ Top 10 Time Consuming Checks

* Show details of the checks:
(_Expand All (=)Collapse All

16.2.2 Disk Diagnostic Tool

Use the Disk Diagnostic Tool to help identify the cause of disk problems.

The tool produces a list of 14 disk checks for each node. To display details, where n
represents the disk resource name, enter the following command:

# odaadncli stordiag n

For example, to display detailed information for NVMe pd_00:
# odaadntli stordiag pd_00

16.2.3 Trace File Analyzer Collector

ORACLE

Trace File Analyzer (TFA) Collector simplifies diagnostic data collection on Oracle Grid
Infrastructure and Oracle Real Application Clusters systems.

TFA behaves in a similar manner to the ion utility packaged with Oracle Clusterware.
Both tools collect and package diagnostic data. However, TFA is much more powerful
than ion, because TFA centralizes and automates the collection of diagnostic
information.

TFA provides the following key benefits and options:
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» Encapsulation of diagnostic data collection for all Oracle Grid Infrastructure and
Oracle RAC components on all cluster nodes into a single command, which you
run from a single node

*  Option to "trim" diagnostic files during data collection to reduce data upload size

* Options to isolate diagnostic data collection to a given time period, and to a
particular product component, such as Oracle ASM, RDBMS, or Oracle
Clusterware

» Centralization of collected diagnostic output to a single node in Oracle Database
Appliance, if desired

* On-Demand Scans of all log and trace files for conditions indicating a problem

* Real-Time Scan Alert Logs for conditions indicating a problem (for example,
Database Alert Logs, Oracle ASM Alert Logs, and Oracle Clusterware Alert Logs)

¢ See Also:

Refer to My Oracle Support note 1513912.1 "TFA Collector - Tool for
Enhanced Diagnostic Gathering" for more information. https://
support.oracle.com/CSP/main/article?
cmd=show&amp;amp;type=NOT&amp;amp;id=1513912.1

16.2.4 Oracle Database Appliance Hardware Monitoring Tool

ORACLE

The Oracle Database Appliance Hardware Monitoring Tool displays the status of
different hardware components in Oracle Database Appliance server.

The tool is implemented with the Trace File Analyzer collector. Use the tool both on
bare-metal and on virtualized systems. The Oracle Database Appliance Hardware
Monitoring Tool reports information only for the node on which you run the command.
The information it displays in the output depend on the component that you select to
review.

Bare Metal Platform

You can see the list of monitored components by running the command odaadncl i
show - h

To see information about specific components, use the command syntax odaadnt! i
show conponent , where conponent is the hardware component that you want to query.
For example, the command odaadntli show power shows information specifically
about the Oracle Database Appliance power supply:

# odaadncli show power

NAVE HEALTH HEALTH DETAILS PART_NO SERI AL_NO

Power _Supply 0 K - 7079395 476856Z+1514CE056G
(Cont i nued)

LOCATI ON I NPUT_POAER  QUTPUT_POWER | NLET_TEMP EXHAUST _TEMP
PS0O Present 112 watts 28.000 degree C 34.938 degree C
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Virtualized Platform

You can see the list of monitored components by running the command oakcl i
show -h

To see information about specific components, use the command syntax oakcli show
conponent , where conponent is the hardware component that you want to query. For
example, the command oakcl i show power shows information specifically about
the Oracle Database Appliance power supply:

# oakcli show power

NAME HEALTH HEALTH DETAI LS PART_NO. SERIAL_NO.

Power Supply 0 K - 7047410  476856F+1242CE0020

Power Supply_1 - 7047410  476856F+1242CE004J

(Cont i nued)

LOCATI ON | NPUT POAER QUTPUT POMER | NLET TEMP  EXHAUST TEMP

PS0O Present 88 watts 31.250 degree C 34.188 degree C

PS1 Present 66 watts 31.250 degree C 34.188 degree C
# Note:

Oracle Database Appliance Server Hardware Monitoring Tool is enabled
during initial startup of ODA_BASE on Oracle Database Appliance
Virtualized Platform. When it starts, the tool collects base statistics for about
5 minutes. During this time, the tool displays the message "Gathering
Statistics..." message.

16.3 Preparing Log Files for Oracle Support Services

ORACLE

If necessary, use the command odaadntl i manage di agcol | ect to collect
diagnostic files to send to Oracle Support Services.

If you have a system fault that requires help from Oracle Support Services, then you
may need to provide log records to help Oracle support diagnose your issue.

Collect log file information by running the command odaadntl i manage

di agcol | ect. This command consolidates information from log files stored on Oracle
Database Appliance into a single log file for use by Oracle Support Services. The
location of the file is specified in the command output.

The following is an example of collecting log file information for storage.

# odaadncli manage diagcol | ect --storage

Col lecting storage log data. It will take a while, please wait...

Col lecting oak data. It will take a while, please wait...

tar: Removing leading /' from menber names

tar: /opt/oracl e/ oak/ onecnd/t np/ Cakd i - Command- Qut put. | og: file changed as we read it

Logs are collected to : /opt/oracle/oak/l og/ rwsoda6f 002/ oakdi ag/ oakSt or age-
rwsoda6f 002- 20161120 _2217. tar. gz
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Database Appliance Software

Configuration Defaults

Oracle Database Appliance software configuration defaults.

» Directory Paths for Oracle Database Appliance (page A-1)
Locate the storage and mount configuration file paths for Oracle Database
Appliance.

* Location of Log Files (page A-2)
Log files are available for actions performed in the command-line interface and
Web Console and are useful when you need to track and debug jobs.

» Oracle Groups and User Configurations for Oracle Database Appliance
(page A-3)
Review the groups and default users when you use the Web Console to deploy
the appliance. All passwords are set to the Master password that you define during
deployment.

»  System Configuration for Oracle Database Appliance (page A-3)
Review the system configuration for Oracle Database Appliance.

A.1 Directory Paths for Oracle Database Appliance

Locate the storage and mount configuration file paths for Oracle Database Appliance.

Oracle homes on Oracle Database Appliance follow Optimal Flexible Architecture
guidelines.

Directory Paths for Oracle Database Appliance

Item Directory Path

Grid home /u0l/ app/ rel ease-speci fi c_nane/ gi
owner

Grid base /u0l/ app/ gi owner

Oracle home /u01/ app/ rdbnms owner/ product/
dbhone_r el ease-
speci fi c_nanesequence_nunber

Oracle base /u01/ app/ rdbns owner

Oracle Inventory

/u01/ app/ oral nvent ory

ORACLE
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A.2 Location of Log Files

Log files are available for actions performed in the command-line interface and Web
Console and are useful when you need to track and debug jobs.

You can also use the Oracle Appliance Manager Web Console to view job activity,
including the tasks that make up the job. The status of each task appears in the Web
Console and you can drill down to get greater details.

If you log a Service Request, upload all of the logs in the /opt/oracl e/ dcs/ | og
directory.

Patching Log Files

All patching-related information is logged in the dcs- agent log file at / opt/
oracl e/ dcs/ | og/ dcs- agent . | og.

DCS Agent Log Directories
Agent-specific activities are logged in the dcs-agent log.

The DCS Agent, controller, and command-line interface output appears in the / opt /
oracl e/ dcs/ | og/ dcs- agent . | og file.

If an error occurs in the command-line interface layer, then the output will show in
the /opt/oracl e/ decs/ | og/ descl i . | og file first.

Storage Logs

Storage-related activity is logged in the oakd log file.

[ opt/oracl e/ oak/ | og/ host nane/ oak/ oakd. | og

For example, / opt/ or acl e/ oak/ | og/ nyhost / oak/ oakd. | og

Use the odaadntli manage di agcol | ect command to collect diagnostic logs for
storage components. The files are saved in the oakdi ag log file.

[ opt/oracl e/ oak/ | og/ host nane/ oakdi ag/fil e name.tar. gz

For example, /opt/oracl e/ oak/ | og/ myhost / oakdi ag/ oak St or age-
nmyhost - 20161120 _2217.tar. gz

Database Logs
Online logs are stored in the / u03/ app/ db user/redo/ directory.

Oracle Fast Recovery Area (FRA) is located in the / u03/ app/ db user/
fast_recovery_area directory.

Oracle Auto Service Request (Oracle ASR) Log Files

All log files for Oracle ASR are located in the /var/opt/asrnmanager/| og/ directory.
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A.3 Oracle Groups and User Configurations for Oracle

Database Appliance

Review the groups and default users when you use the Web Console to deploy the
appliance. All passwords are set to the Master password that you define during

deployment.

Default Operating System Groups and User Configurations

Table A-1 Default Operating System Groups and Users Configuration for Oracle Database

Appliance

Groups and Users

Default Value

Oracle Grid Infrastructure installation owner

grid, UID 1001

Oracle Database installation owner

oracl e, UID 1000

Oracle Database system administrator

sys

Oracle Database generic administrator

system

Oracle Inventory system privileges group

oinstall, GID 1001

Oracle ASM Administrators system privileges

asmadmi n, GID 1004

Oracle ASM Users system privileges

asndba, GID 1006

Oracle ASM Operator system privileges

asnoper, GID 1005

Oracle Database Administrators system
privileges

dba, GID 1003

Oracle Database Operator system privileges

dbaoper, GID 1002

Oracle Groups and User Configurations

You can use the Web Console or the odacl i

creat e- appl i ance command and a

JSON file to deploy the appliance. The following configurations are supported:

e 2 Users with 6 groups (operating system role separation)

* Single User with 6 groups (no operating system role separation)

* Single user with 2 groups (no operating system role separation)

You can customize gr oupnane, user nane, and Ul D.

A.4 System Configuration for Oracle Database Appliance

Review the system configuration for Oracle Database Appliance.

Table A-2 System Configuration for Oracle Database Appliance

Item Value

Oracle Linux with the Red  Oracle Linux 6.9 with 4.1.12-94.4.1.el6uek.x86_64

Hat-compatible kernel

ORACLE
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Table A-2 (Cont.) System Configuration for Oracle Database Appliance

Item

Value

Oracle Database release

Oracle Enterprise Manager
Express 12c¢ (EM Express)

Oracle Enterprise Manager
11.2 database console
(EM DB Console)

12.2.0.1.180116, 12.1.0.2.180116 and 11.2.0.4.180116
Oracle Database Enterprise Edition, Oracle Database Standard Edition 2, Oracle
Database Standard Edition 1, Oracle Database Standard Edition

Port 5500 is the first port that is used by EM Express. Each subsequent database
configured with EM Express uses the next available port number. For example, port
5501.

To access Oracle Enterprise Manager, enter the following URL string, where
host nane is the name of the Oracle Database Appliance server:

https://host nane: 5500/ em
Port 1158 is the first port that is used by EM DB Console. Each subsequent database

configured with EM DB Console uses the next available port number. For example,
port 1159.

To access Oracle Enterprise Manager, enter the following URL string, where
host nane is the name of the Oracle Database Appliance server:

https://host nane: 1158/ em

ORACLE
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Storage on Oracle Database Appliance

Review this section to understand Oracle Database Appliance storage architecture
and options and how to determine usable storage.

» About Oracle Database File Storage (page B-1)
Use Oracle Automatic Storage Management (Oracle ASM) or Oracle Automatic
Storage Management Cluster File System (Oracle ACFS) for database files
storage.

e Usable Space on Oracle Database Appliance X7-2S and X7-2M (page B-5)
Review the table for the approximate amount of usable space for Oracle Database
Appliance X7-2S and X7-2M.

e Usable Space on Oracle Database Appliance X7-2-HA (page B-6)
Review the table for the approximate amount of usable space for high
performance or high capacity on Oracle Database Appliance X7-2-HA.

» Usable Free Space with Oracle ASM (page B-7)
When Oracle ASM calculates usable Free Space, it determines the amount of
space to reserve in the case of a disk failure.

B.1 About Oracle Database File Storage

ORACLE

Use Oracle Automatic Storage Management (Oracle ASM) or Oracle Automatic
Storage Management Cluster File System (Oracle ACFS) for database files storage.

Database file systems are used exclusively for storing database files, and they include
a DATA file system for database data files and a RECO file system for storing archive
files and backups. Oracle Database Appliance supports Oracle ACFS and Oracle ASM
database file storage. You determine the type of database storage when you create
the database. Beginning with Oracle Database Appliance 12.2, if you do not select a
storage type, the default storage is Oracle ASM.

About Oracle ASM Database Storage

Use Oracle ASM with Oracle Database 12c release 2 (12.2.0.1) and 12c release 1
(12.1.0.2).

With Oracle ASM, database data files are stored in DATA diskgroup. Redo and
archive files are in RECO diskgroup.

Reserved storage is the amount of Oracle Automatic Storage Management (Oracle
ASM) storage required to maintain redundancy in the event of a disk failure. If you use
the reserve storage capacity, then the system continues to run, and it is protected
through Oracle ASM mirroring. However, in the event of a second disk failure, the
system is then running in a non-protected and degraded mode. In this event, you must
replace disks immediately.
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About Oracle ACFS Database Storage

Oracle ACFS is supported with Oracle Database 12c release 2 (12.2.0.1), 12c release
1 (12.1.0.2), and Oracle Database 119 release 2 (11.2.0.4). Version 11.2.0.4
databases must use ACFS for storage.

With Oracle ACFS, an Oracle ACFS file system is created from DATA diskgroup for
each database to store data files, and an Oracle ACFS file system is created from
RECO diskgroup for REDO and fast recovery area for all databases.

Each database created under ACFS has it own mount points, / u02/ app/ or acl e/
or adat a/ dbi d. When you delete a database, you should clean up the files.

* About Database File Storage (page B-2)
Use Oracle Automatic Storage Management (Oracle ASM) or Oracle Automatic
Storage Management Cluster File System (Oracle ACFS) for database files
storage.

* Oracle ACFS Mount Points and Storage Space (page B-3)
Review Oracle ASM Cluster file system (ACFS) mount points for Oracle Database
Appliance.

» Displaying Mounted Disk Details (page B-4)
Use the Oracle Automatic Storage Management | sdg command to display
mounted disk groups and their information for Oracle Database Appliance.

B.1.1 About Database File Storage

ORACLE

Use Oracle Automatic Storage Management (Oracle ASM) or Oracle Automatic
Storage Management Cluster File System (Oracle ACFS) for database files storage.

Database file systems are used exclusively for storing database files, and they include
a DATA file system for database data files and a RECO file system for storing archive
files and backups. Oracle Database Appliance supports Oracle Automatic Storage
Management Cluster File System (Oracle ACFS) or Oracle Automatic Storage
Management (Oracle ASM) database file storage. You determine the type of database
storage when you create the database.

About Oracle ASM Database Storage

Use Oracle ASM with Oracle Database 12c release 2 (12.2.0.1) and 12c release 1
(12.1.0.2).

With Oracle ASM, database datafiles are stored in DATA diskgroup. Redo and archive
files are in RECO diskgroup.

Reserved storage is the amount of Oracle Automatic Storage Management (Oracle
ASM) storage required to maintain redundancy in the event of a disk failure. If you use
the reserve storage capacity, then the system continues to run, and it is protected
through Oracle ASM mirroring. However, in the event of a second disk failure, the
system is then running in a non-protected and degraded mode. In this event, you must
replace disks immediately.

About Oracle ACFS Database Storage

Oracle ACFS is supported with Oracle Database 12c release 2 (12.2.0.1), 12c release
1(12.1.0.2), and Oracle Database 119 release 2 (11.2.0.4). Version 11.2.0.4
databases must use ACFS for storage.
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With Oracle ACFS, an Oracle ACFS file system is created from DATA diskgroup for
each database to store datafiles, and an Oracle ACFS file system is created from
RECO diskgroup for redo and fast recovery area for all databases.

Each database created under ACFS has it own mount points, / u02/ app/ or acl e/
or adat a/ dbi d. When you delete a database, you should clean up the files.

Storage Configuration Options

When Oracle Database Appliance is deployed, you can configure how the storage
capacity is shared between DATA diskgroup and RECO diskgroup. You can choose
anywhere from 10% to 90% for DATA and the remainder for RECO. The amount of
usable storage is determined by the percentage configured for DATA. You can run the
command | sdg to determine the usable storage on the DATA disk group.

B.1.2 Oracle ACFS Mount Points and Storage Space

Review Oracle ASM Cluster file system (ACFS) mount points for Oracle Database
Appliance.

If you select Oracle Automatic Storage Management (Oracle ASM) for database
storage when you create a database, then an Oracle ASM Cluster file system (ACFS)
is not created. All files are in an Oracle ASM diskgroup.

If you select Oracle ACFS for database storage, then each database has its own
Oracle ACFS mount point:

»  DATA diskgroup: / u02/ app/ or acl euser/ or adat a/ db_nane
e RECO diskgroup: / u03/ app/ or acl euser.
With Oracle ACFS, the following are created:

A 100G ACFS is created from +DATA diskgroup for each database. This Oracle
ACFS automatically extends the space on demand.

e A common Oracle ACFS with 25% of +RECO diskgroup is created with auto
extension on. This file system is used for fast recovery area and redo logs for all
databases.

Table B-1 Oracle ACFS Mount Points and Related Oracle ASM Disk Groups and Volume

Information
. ____________________________________________________________________________________|
File System Oracle Oracle ASM Dynamic Volume Mount Point
ASM Disk
Group
DATA +DATA / dev/ asm dat dbnane- nnn / u02/ app/ or acl euser/ or adat a/
For example: / dev/ asmi dbname
dat odacn- 123 For example: / u02/ app/ exanpl e/
or adat a/ odacn
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Table B-1 (Cont.) Oracle ACFS Mount Points and Related Oracle ASM Disk Groups and Volume

Information
___________________________________________________________________________________________|]
File System Oracle Oracle ASM Dynamic Volume Mount Point

ASM Disk

Group
RECO +RECO [ dev/ asm r eco- nn / u03/ app/ or acl euser

This mount point is shared by all
databases for f ast _recovery_area and
redo logs.

For fast _recovery_area, the path

is:/ u03/ app/ or acl euser/

fast _recovery_areal/ db_nane

For redo logs, the path is: / u03/ app/
oracl euser/redo/ db_nane

Example B-1 Oracle ACFS Storage Space

When the Oracle ACFS file systems are created, they do not initially consume all of
the storage in the appliance. Space is preserved for additional repositories, or in some
cases, database files stored directly in Oracle ASM. You can check for available
storage space in your file systems by running the operating system command df -k as
shown in the following example.

# df -k

Fi | esystem 1K-bl ocks  Used Available Use%
Mount ed on

/ dev/ mapper/ Vol G- oupSys- LogVol Root 30963708 14203568 15187276  49% /
tnpfs 65952292 647800 65304492

1% [ dev/ shm

/ dev/ sdal 495844 43872 426372 10% /
boot

/ dev/ mapper/ Vol G- oupSys- LogVol Opt 61927420 18594420 40187272  32% /
opt

[/ dev/ mapper / Vol Gr oupSys- LogVol U01 103212320 49621560 48347880 51% /
u0l

/ dev/ asni reco- 62 76546048 1469676 75076372
2% / u03/ app/ oracl e

/ dev/ asni dat r db2- 268 104857600 3872368 100985232
4% /u02/ app/ or acl e/ or adat a/ r db2

/ dev/ asni dat ndb11- 268 104857600 247160 104610440
1% / u02/ app/ or acl e/ or adat a/ ndb11

/ dev/ asni dat ndb12- 268 104857600 247160 104610440

1% / u02/ app/ or acl e/ or adat a/ ndb12

B.1.3 Displaying Mounted Disk Details

ORACLE

Use the Oracle Automatic Storage Management | sdg command to display mounted
disk groups and their information for Oracle Database Appliance.

To display information about a specific disk group, specify the disk group in the
command.

1. Loginasagrid user.

2. Run the Oracle Automatic Storage Management | sdg command.
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Example B-2 Determining Storage on the DATA Disk Group
ASMCVD [+] > Isdg data

State Type Rebal Sector Block AU Total _MB Free_MB Req_nmir_free_MB
Usable file_MB

MOUNTED NORMAL N 512 4096 4194304 12288 8835

1117 3859

(conti nued)
Ofline_disks Voting_ files Name
0 N DATA

B.2 Usable Space on Oracle Database Appliance X7-2S
and X7-2M

Review the table for the approximate amount of usable space for Oracle Database
Appliance X7-2S and X7-2M.

Oracle Database Appliance X7-2S and X7-2M use 6.4TB NVMe. The usable data
capacity varies because it is derived by converting disk hardware terabytes (based on
1 kilobyte equals 1,000 bytes) into software storage terabytes (based on 1 kilobyte
equals 1,024 bytes) and splitting the usable capacity into Oracle Automatic Storage
Management (Oracle ASM) disk groups.

The estimated usable space is calculated based on the number of drives, where 90%
is allocated to data.

Table B-2 Usable Disk Capacity on Oracle Database Appliance X7-2S and X7-2M

Number of Drives (90% allocated to data) Normal Redundancy High Redundancy
X7-2S e DATA:524TB Not applicable
2 drives (12.8TB raw storage) ° RECO:0.58TB
X7-2M - DATA:5.24TB Not applicable
2 drives (12.8TB raw storage) ° RECO:0.58TB
X7-2M - DATA:10.48TB e DATA:524TB
5 drives (32TB raw storage) L RECO: 1.16 TB . RECO: 0.58 TB
¢ Reservation: 2.91 TB * Reservation: 5.82 TB
X7-2M e DATA:18.34TB - DATA:10.48TB
8 drives (51.2TB raw storage) . RECO: 2.04 TB . RECO: 1.16 TB
¢ Reservation: 2.91 TB * Reservation: 5.82 TB

ORACLE

The Reservation value represents the amount of storage required to maintain full
redundancy in case of disk failure.
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B.3 Usable Space on Oracle Database Appliance X7-2-HA

Review the table for the approximate amount of usable space for high performance or
high capacity on Oracle Database Appliance X7-2-HA.

Usable Space for High Performance

Oracle Database Appliance X7-2-HA use 3.2 TB solid state drives (SSDs). The usable
data capacity varies because it is derived by converting disk hardware terabytes
(based on 1 kilobyte equals 1,000 bytes) into software storage terabytes (based on 1
kilobyte equals 1,024 bytes) and splitting the usable capacity into Oracle Automatic
Storage Management (Oracle ASM) disk groups.

The estimated usable space is calculated based on the number of drives, where 90%
is allocated to data.

Table B-3 Usable Disk Capacity for High Performance on Oracle Database Appliance X7-2-HA

Number of Drives (90% allocated to Normal Redundancy High Redundancy
data)
5 drives (16 TB raw storage) » DATA:5.247TB « DATA:2.62TB

e RECO:0.58 TB e RECO0:0.297TB

e REDO:0.97TB * REDO:0.97TB

* Reservation: 0.97 TB * Reservation: 1.94 TB
10 drives (32 TB raw storage) - DATA:11.79TB - DATA:6.98TB

e RECO:131TB * RECO:0.78 TB

e REDO:0.97TB e REDO:0.97TB

*  Reservation: 0.97 TB * Reservation: 1.94 TB
15 drives (48 TB raw storage) - DATA:18.34TB « DATA:11.35TB

e RECO:2.04TB e RECO:1.267TB

e REDO:0.97TB * REDO:0.97TB

* Reservation: 0.97 TB * Reservation: 1.94 TB
20 drives (64 TB raw storage) + DATA:24.88TB + DATA:15.72TB

e RECO:2.76 TB * RECO:1.75TB

« REDO:0.97TB + REDO:0.97TB

* Reservation: 0.97 TB * Reservation: 1.94 TB
40 drives (128 TB raw storage) - DATA:51.08TB « DATA:33.18TB

« RECO:5.68TB e RECO0:3.69TB

e REDO:1.94TB e REDO:1.94TB

. Reservation: 0.97 TB Reservation: 1.94 TB

ORACLE

The Reservation value represents the amount of storage required to maintain full
redundancy in case of disk failure.

The REDO disk group uses 800 GB raw Solid-State Drives or 0.8 TB total usable
space. The REDO disk group uses high redundancy that provides approximately 0.3
TB usable space for database redo logs.
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# Note:
For an Oracle Database Appliance virtualized platform:

* Nn-CDB databases, the REDO disk group has 50% free disk space.

* CDB databases, an Oracle ASM Cluster file system (ACFS) mount point
is created per CDB database, based on the template log file size. If this
is a Single Instance (SI) database, then multiply by 3. If the database is
an Oracle RAC database, then multiply by 4.

Usable Space for High Capacity
The usable space for high capacity assumes that 90% is allocated to data and that you
use external backup.

Table B-4 Usable Disk Capacity for High Capacity on Oracle Database Appliance X7-2-HA
]

Number of Drives (90% allocated = Normal Redundancy High Redundancy
to data)
15 drives (150 TB raw storage) « DATA:57.30TB e DATA:35.47TB
e RECO:6.37TB e RECO:3.94TB
+ REDO:0.97TB e REDO:0.97TB
* Flash: 5.52 TB * Flash: 2.61TB
* Reservation: 4.5TB * Reservation: 9.0 TB
30 drives (300 TB raw storage) - DATA: 118.69 TB - DATA:76.40 TB
e RECO:13.197TB ¢ RECO:8.49TB
e REDO:194TB e REDO:1.94TB
* Flash: 12.50 TB e Flash: 7.16 TB
* Reservation: 4.5 TB ¢ Reservation: 9.0 TB

B.4 Usable Free Space with Oracle ASM

When Oracle ASM calculates usable Free Space, it determines the amount of space
to reserve in the case of a disk failure.

For Oracle Database Appliance with 2 or 4 NVMe drives, this reserved space is not
required. When you query Oracle ASM or Oracle Database Appliance commands to
view the amount of storage available, the usabl e_Fi | e MB value may report a negative
number.

Table B-5 Oracle ASM Calculations
]

Number of Redundancy Total MB Free_MB Req_mir_free Usable file M Name
Drives _MB B

2 NORMAL 4894016 4893372 0 1220644 RECO/
4 NORMAL 1231176 1230996 610468 305150 RECO/

ORACLE 5
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# Note:
Note: 1TB = MB divided by 10242

How Oracle ASM and Oracle Database Appliance Define Capacity

The following table describes how capacity terms are defined by Oracle ASM and
Oracle Database Appliance.

Table B-6 Definition of Terminology

Term Oracle ASM Definition Oracle Database Appliance
Definition

Total _MB Size of the disk group in MB Total usable storage. For example,
for 2 NVMe drives, total usable
storage is 5.8TB.

Free_MB Free space in the disk group in MB,  Total usable storage after formatting

Reg_mir_free_MB

Usable file MB

without regard to redundancy. to Oracle ASM disk groups. For
example, for 2 NVMe drives, total
usable storage is 5.8TB.

Amount of space that must be Total usable storage after formatting
available in the disk group to restore to Oracle ASM disk groups. For

full redundancy after the worst failure example, for 2 NVMe drives, total
that can be tolerated by the disk usable storage is 5.8TB.

group.

Amount of free space, adjusted for ~ Total usable space taking into

mirroring, that is available for new consideration the mirroring level.

files. Oracle ASM also calculates the
amount of space required.

ORACLE
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Create Appliance Using JSON File

Review this section to understand the command odacl i creat e-appl i ance and

to see an example JSON file.

* Readme for the Command odacli create-appliance (page C-1)

If you want to create the appliance outside of the Web Console, then review the

readme file for details on how to create a JSON file to use with the command-line

interface.

* Example JSON Files to Create a Single Node Appliance with the CLI (page C-2)

Follow these JSON file examples to create a JSON file to deploy a single node

appliance with the command odacl i creat e- appli ance.

e Example JSON File to Create a Multi-Node Appliance with the CLI (page C-6)
Follow the JSON file example to create a JSON file to deploy a multi-node
appliance with the command odacl i creat e- appl i ance.

C.1 Readme for the Command odacli create-appliance

ORACLE

If you want to create the appliance outside of the Web Console, then review the
readme file for details on how to create a JSON file to use with the command-line
interface.

You can use the command odacl i creat e-appl i ance and a JSON file that

includes your appliance configuration settings to deploy the appliance instead of using

the Web Console.

" Note:

It is important to review the readme and the examples carefully before
creating your JSON file. If you do not enter your network and Oracle ILOM
information correctly based on your setup, you will lose network access to
both the host and Oracle ILOM.

Readme

The readme is located in the / opt / or acl e/ dcs/ sanpl e directory. Review the

readme carefully along with the provided JSON example files. Create a JSON file with

the necessary changes based on your environment and requirements.
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C.2 Example JSON Files to Create a Single Node Appliance
with the CLI

ORACLE

Follow these JSON file examples to create a JSON file to deploy a single node
appliance with the command odacl i creat e- appl i ance.

Use the example JSON files and the information located in the readme as a template
to create a file for your environment. Examples and the readme are located in
the / opt / or acl e/ dcs/ sanpl e directory.

# Note:

If you do not enter your network and Oracle ILOM information correctly
based on your setup, then network access is lost to both the host and Oracle
ILOM.

When using the example to create your JSON file, change the definitions to match
your environment. The password must meet password requirements.

Example C-1 JSON File to Create a Single Node Oracle Database Appliance
with Role Separation

The following is an example of a JSON file that creates a single node appliance on
Oracle Database Appliance X7-2S or X7-2M. The example uses role separation.

{

"instance" : {
"nane" : "odambox",
"instanceBaseNane" : "odanbox-c",

"dbEdi tion" : "EE",

"timeZone" : "UTC',

"ntpServers" : ["10.0.3.14"],

"dnsServers" : ["10.0.4.10","10.0.4.11","10.0.4.12"],
"domai nNane" : "exanpl e. cont',

"i sRol eSeparated" : true,

"osUser Goup" : {

"groups” : [ {
"groupld" : 1001,
"groupNane" : "oinstall",
"groupRol e" : "oinstall"
boA

"groupld" : 1002,

"groupNane" : "dbaoper",

"groupRol " : "dbaoper"
oA

"groupld" : 1003,

"groupNane" : "dba",

"groupRol " : "dba"

boA
"groupld" : 1004,
"groupNane" : "asmadmn",
"groupRol " : "asmadmi n"
boA

"groupld" : 1005,
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"groupNarme" : "asmoper",
"groupRol e" : "asmoper"
boo

"groupld" : 1006,
"groupName" : "asmdba",
"groupRol e" : "asmdba"

P
"users" : [ {
"userld" : 1000,
"user Name" : "oracle",
"userRol e" : "oracl eUser"
hoA
"userld" : 1001,
"userName" : "grid",
"userRole" : "gridUser"
|
}
¥
"nodes" : [ {
"nodeNunber" : "0",
"nodeNanme" : "odanbox",

"network" : [ {
“ni cNanme" : "btbondl",
"i pAddress" : "10.0.1.11",
"subNet Mask" : "255.255.240.0",
“gateway" : "10.0.0.1",
"networkType" : [ "Public" ],
"isDefaul t Network" : true
¥
1
"ilont : {
"i omName": " odanbox-c",
"i pAddress":"10.0. 2. 10",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10.0.0.1"
}
P
“grid" o {
"di skGoup" : [ {
"di skGroupNane" : "DATA",
"redundancy” : "NORMAL",
"di skPercent age" : 80
oA
"di skGroupName" : "RECO',
"redundancy” : "NORMAL",
"di skPercentage" : 20
1L
"scan" : {
"scanNanme": " odanbox- scan",
"i pAddresses": [
"10.0.1.11"
]
b
"vip":[
{
"nodeNunber": " 0",
"vi pNane": " odanbox- vi p",
"i pAddress":"10.0. 1. 11"
}
]

anguage" : "en",

ORACLE

C-3



Appendix C
Example JSON Files to Create a Single Node Appliance with the CLI

"enabl eAFD": " TRUE"
|3
"dat abase" : {

"dbNane" : "nyTestDb",

"dat abaseUni queNane": "nyTest Db_sealkj ",

"dbEdition" : "EE",

"dbVersion" : "12.2.0.1",

"dbHomel d": nul I,

"instancenly" : false,

"isCdb" : true,

"pdBNane" : "pdbl",

"pdbAdmi nuser Nane" : "pdbuser",

"enabl eTDE": t r ue,

"adm nPassword" : "password",

"dbType" : "SI",

"dbTar get NodeNunber" : null,

"dbC ass" : "QOLTP",

"dbShape" : "odbl",

"dbSt orage" : "ACFS',

"dbCharacterSet" : {

"characterSet" : "AL32UTF8",

"nl sCharacterset" : "AL16UTF16",
"dbTerritory" : "AVERI CA",
"dbLanguage" : "AMERI CAN'

¥

"dbConsol eEnabl e" : fal se,
"backupConfigld":null,
"rmanBkupPassword": nul |

|3

"asr" :{

"asrType": "I NTERNAL",

"user Narme": "j ohn. sni t h@xanpl e. cont',
"password": " password",

"proxyServer Nane": " www pr oxy. exanpl e. conf',
"proxyPort":"80",

"proxyUser Name": " proxy- user",
"proxyPassword": " proxy- password",
"snmpVersi on": "v2"

1
}

Example C-2 JSON File to Create a Single Node Oracle Database Appliance
without Role Separation

The following is an example of a JSON file that creates an Oracle Database Appliance
without using role separation. This example creates two groups (oinstall and dba) and
one user ("oracle").

{
"instance" : {
"nane" : "odambox",
"i nstanceBaseName" : "odanbox-c",

"dbEdi tion" : "EE",
"tineZone" : "UTC',
"ntpServers" : ["10.0.3.14"],
"dnsServers" : ["10.0.4.10","10.0.4.11","10.0.4.12"],
"domai nNane" : "exanpl e. coni',
"i sRol eSeparated" : false,
"osUser G oup” : {

“groups” : [ {

"groupld" : 1001,
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"groupNane" : "oinstall",
"groupRol e" : "oinstall"
boA

"groupld" : 1002,
"groupName" : "dba",
"groupRol e" : "dba"

P
"users" : [ {
"userld" : 1000,
"user Name" : "oracle",
"userRol e" : "oracl eUser"
|
}
¥
"nodes" : [ {
"nodeNunber" : "0",
"nodeNanme" : "odanbox",

"network" : [ {
“ni cNane" : "btbondl",
"i pAddress" : "10.0.1.11",

"subNet Mask" : "255.255.240.0",

“gateway" : "10.0.0.1",

"networkType" : [ "Public" ],

"isDefaul t Network" : true
¥
1
"ilont : {
"i omName": " odanbox-c",
"i pAddress": "10.0. 2. 10",

"subNet Mask": " 255. 255. 240. 0",

"gateway":"10.0.0.1"
}
P
“grid" o {
"diskGoup" : [ {
"di skGoupNane" : "DATA",
"redundancy” : "NORMAL",
"di skPercent age" : 80
oA
"di skGroupName" : "RECO',
"redundancy” : "NORMAL",
"di skPercentage" : 20
1L
"scan" : {
"scanNanme": " odanbox- scan",
"i pAddresses": [
"10.0.1.11"
]
b
"vip":[
{
"nodeNunber": " 0",
"vi pNane": " odanbox- vi p",
"i pAddress":"10.0.1. 11"

}
1
"l anguage" : "en",
"enabl eAFD": " TRUE"
h
"dat abase" : {

"dbNane" : "nyTestDb",

ORACLE
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C.3 Example JSON File to Create a Multi-Node Appliance

}

}

“asr" :{
"asrType": "|NTERNAL",
"user Name": "j ohn. sni t h@xanpl e. cont',
"password": " password",
"proxyServer Nane": " ww pr oxy. exanpl e. conf',
"proxyPort":"80",
"proxyUser Nane": " proxy-user",
"proxyPassword": " proxy- password",
"snnpVersion": "v2"

}

with the CLI

Follow the JSON file example to create a JSON file to deploy a multi-node appliance

ORACLE

with the command odacl i

Appendix C

Example JSON File to Create a Multi-Node Appliance with the CLI

"dat abaseUni queName": "nyTest Db_sealkj ",

"dbEdition" : "EE",

"dbVersion" : "12.2.0.1",

"dbHomel d": nul I,

"instancenly" : fal se,

"isCdb" : true,

"pdBNane" : "pdbl",

"pdbAdmi nuser Nane" : "pdbuser"”,

"enabl eTDE": t r ue,

"adm nPassword" : "password",

"dbType" : "SI",

"dbTar get NodeNunber" : null,

"dbC ass" : "QOLTP",

"dbShape" : "odbl",

"dbSt orage" : "ACFS',

"dbCharacterSet" : {
"characterSet" : "AL32UTF8",

"nl sCharacterset" : "AL16UTF16",

"dbTerritory" : "AVERI CA",

"dbLanguage" : "AMERI CAN'
h
"dbConsol eEnabl e" : fal se,
"backupConfigld":null,
"rmanBkupPassword": nul |

create-appliance.

Use the example JSON files and the information located in the readme as a template

to create a file for your environment. Examples and the readme are located in
the / opt / or acl e/ dcs/ sanpl e directory.

# Note:

It is important to review the readme and the examples carefully before
creating your JSON file. If you do not enter your network and Oracle ILOM
information correctly based on your setup, then network access is lost to
both the host and Oracle ILOM.
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Example C-3 JSON File to Create a Multi-Node Oracle Database Appliance with
Role Separation

The following is an example of a JSON file that creates a multi-node appliance on
Oracle Database Appliance X7-2-HA bare metal platform. The example uses role
separation. When using the example to create your JSON file, change the definitions
to match your environment. The password must meet password requirements.

{

"instance":{
"nane": " odahabox",
"i nst anceBaseName" : " odahabox",
"dbEdition":"EE",
"timeZone":"UTC',
“ntpServers" : ["10.0.3.14"],
"dnsServers" : ["10.0.4.10","10.0.4.11","10.0. 4. 12"],
"domai nNane": " exanpl e. cont',
"i sRol eSeparated": true,
"osUser G oup": {
"groups”: [
{
“groupl d": 1001,
“groupName": "oinstal | ",
"groupRol e":"oinstal | "

I3

{
“groupl d": 1002,
“groupName": " dbaoper ",
"groupRol e": " dbaoper"

I3

{
“groupl d”: 1003,
“groupName": "dba",
"groupRol e": "dba"

I3

{
"groupl d": 1004,
" groupName": "asmadni n",
"groupRol e": "asmadni n"

I3

{
“groupl d": 1005,
"groupName": "asnoper ",
"groupRol e": "asnoper"

I3

{
“groupl d": 10086,
"groupName": "asndba",
"groupRol e": "asndba"

}

1,
"users": [

{
"userld": 101,
“userNanme":"grid",
"userRol e":"gridUser"

I3

{

"userld":102,
"user Name": "oracl e",
"userRol e": "oracl eUser"

ORACLE ..



Appendix C
Example JSON File to Create a Multi-Node Appliance with the CLI

]
¥
"obj ect St oreCredential s": nul
¥
"nodes": [
{
"nodeNunber":"0",
"nodeNane": " odahaboxc1n2",
"network": [
{
"“ni cNane": " bt bond1",
"i pAddress":"10. 31.98. 133",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10.31.96. 1",
"networ kType": [
"Public"
1
"isDefaul t Network":true
}
1,

"ilont:{
"i | omName": " odahabox2-c",
"i pAddress":"10. 31. 16. 140",
"subNet Mask" : " 255. 255. 240. 0",
"gateway":"10. 31.16. 1"
}
¥
{
"nodeNunber":" 1",

"nodeNane": " odahaboxc1nl",
"network": [
{
"“ni cNanme": " bt bond1",
"i pAddress": "10. 31. 98. 132",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10.31.96. 1",
"networ kType": [
"Public"
1
"isDefaul t Network":true
}
1,

"ilont:{
"i | omName": "odahabox1-c",
"i pAddress":"10. 31. 16. 139",
"subNet Mask": " 255. 255. 240. 0",
"gateway":"10. 31.16. 1"
}
1
1
"grid':{
"di skGroup": [
{
"di skG oupNange": " DATA",
"redundancy": "H GH',
"di skPercent age": 80

"di skGroupNane": " RECO',
"redundancy":"H GH',

ORACLE C-8



Appendix C
Example JSON File to Create a Multi-Node Appliance with the CLI

"di skPercent age": 20

}
{
"di skGroupNane": " REDO',
"redundancy":"H GH',
"di skPercent age": nul |
}
1,
"scan": {
"scanNane": "odahaboxcl-scan",
"i pAddresses": [
"10. 31.98. 182",
"10. 31.98. 183"
]
1
"vip":[
{
"nodeNunber": " 0",
"vi pNanme": " odahaboxc1n2-vi p",
"i pAddress":"10. 31. 98. 159"
¥
{
"nodeNunmber": " 1",
"vi pNanme": " odahaboxc1nl-vip",
"i pAddress":"10. 31. 98. 158"
}
]

anguage":"en",
"enabl eAFD": " TRUE"
b
"dat abase": {
"dbNange": "nyTest Db",
"dat abaseUni queName": " nyTest Db_sealkj ",
"dbVersion":"12.2.0.1",
"dbHonel d": nul I,
"instanceOnl y": fal se,
"isCdb":true,
"pdBNane": " pdbl",
"pdbAdmi nuser Nane": " pdbuser ",
"enabl eTDE": true,
"adm nPassword": " passwor d",
"dbType": "RAC',
"dbTar get NodeNunber": nul |,
"dbC ass":"OLTP",
"dbShape": "odbh1",
"dbSt orage": " ACFS",
"dbCharacterSet": {
"characterSet":"AL32UTF8",
"nl sCharacterset":"AL16UTF16",
“dbTerritory":" AVERI CA"
"dbLanguage": " AVERI CAN'
|3
"dbConsol eEnabl e": fal se,
"backupConfigld": null

}

sr':null
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Oracle Database Appliance Cleanup Script

ORACLE

Use the cleanup deploy script tool to perform clean up tasks.

Use the Oracle Database Appliance cleanup deploy script, cl eanup. pl for the following
activities:

* Uninstall Oracle Auto Service Request (Oracle ASR)
* Uninstall Oracle Trace File Analyzer (TFA)

* Delete Oracle Database Console (dbconsole) files

* Uninstall Gl and Oracle stack

* Reset the Oracle Linux udev rules

* Delete Oracle Linux udev rules

» Delete users and groups that were created when the appliance was created. For
default users and groups, use the DROP USER statement. If you used a custom user
name and group name when you deployed the appliance, use - gri duser, - dbuser,
- groups arguments to pass to the cl eanup. pl script.

The script removes the firstnet config and the client access VLAN UNIX_DB, but
does not delete any other VLANS.

File Path
$ORACLE_HOVE/ opt / or acl e/ oak/ onecnd/

Syntax

# ./cleanup.pl [-griduser grid_user] [-dbuser db_user] [-groups comm separated |ist

of groups]

Parameters

Parameter Description

-griduser grid_user Defines the grid user name. The default user is gri d.

-dbuser db_user Defines the database user name. The default user is
oracle.

- groups comma separated list of Lists the groups in a comma separated list. The default

groups groups are oi nstal |, dba, asmadni n, asnoper, asndba.

Usage

When the grid_user and db_user are the same (roleSeparation=false), you must still
run the script for each user (- gri duser and - dbUser).

As part of the cleanup script, any disabled CPU cores are reset and all of the cores are
re-enabled.
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Appendix D
Cleanup Script for a Virtualized Platform Deployment

Example D-1 Cleanup Script to Delete the Grid and Database Users

Run the following command to delete the grid user and database user when both are
named oracl e:

# cleanup.pl -griduser oracle -dbuser oracle

e Cleanup Script for a Virtualized Platform Deployment (page D-2)
If you encounter problems with a Virtualized Platform deployment, clean up the
existing deployment before starting a new ODA_BASE deployment.

D.1 Cleanup Script for a Virtualized Platform Deployment

ORACLE

If you encounter problems with a Virtualized Platform deployment, clean up the
existing deployment before starting a new ODA_BASE deployment.

For Oracle Database Appliance X7-2 models, only use this cleanup deploy script tool
to clean up a Virtualized Platform deployment on Oracle Database Appliance X7-2-HA.

The script removes the initial network configuration (firstnet config) and the client
access VLAN UNIX_DB, but does not delete any other VLANS. The script also resets
any disabled CPU cores and enables all of the cores.

Run the following command from don0 on Node O to remove ODA_BASE and the initial
network configuration.

/ opt/oracl e/ oak/ t ool s/ cl eanOdabase. py
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Database Shapes for Oracle Database
Appliance

Use the information in this appendix to select database shapes, or templates, for your
planned databases.

e About Database Shapes and Classes (page E-1)
Review this information to help determine the database shape (also known as a
database template) and class to use based on the common workload your
databases perform.

» Database Shapes for the OLTP Class (page E-2)
Use Oracle Database Appliance OLTP Database Shapes if your database
workload is primarily online transaction processing (OLTP).

e Database Shapes for the In-Memory Class (page E-4)
Use Oracle Database Appliance In-Memory (IMDB) database shapes if your
database workload can fit in memory, and can benefit from in-memory
performance capabilities.

» Database Shapes for the DSS Class (page E-5)
Use DSS database shapes if your database workload is primarily decision support
services (DSS) or data warehousing.

E.1 About Database Shapes and Classes

ORACLE

Review this information to help determine the database shape (also known as a
database template) and class to use based on the common workload your databases
perform.

Oracle Database Appliance shapes define databases with parameters selected
specifically to optimize performance on Oracle Database Appliance. In addition, these
shapes help you to set up appropriate instance caging and to acquire an appropriate
license.

Oracle Database Appliance enables you to consolidate many databases into a single
system. Consolidation can minimize idle resources, maximize efficiency, and lower
costs. By using instance caging in conjunction with Oracle Database Resource
Manager (the Resource Manager), you can provide desired levels of service across
multiple instances on a single Oracle Database Appliance.

Oracle Database Appliance shapes are already tuned for the size of each database
instance workload. They are designed to run on a specific number of cores. Caging
ensures that each database workload is restricted to the set of cores allocated by the
shape, enabling multiple databases to run concurrently with no performance
degradation, up to the capacity of Oracle Database Appliance. You can select
database shape sizes larger than your current needs to provide for planned growth,
which you accommodate later by adjusting System Global Area (SGA) and Program
Global Area (PGA) sizes as well as the number of cores.
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Appendix E
Database Shapes for the OLTP Class

# Note:

Oracle strongly recommends that you use the Oracle Database Appliance
shapes, because they implement best practices and are configured
specifically for Oracle Database Appliance.

Choosing a Database Shape

Database shapes are configured specifically for the type of database workload that
you want to carry out on your databases on Oracle Database Appliance. Choose the
shape that best matches the common workload your databases perform (OLTP, DSS,
In-Memory).

The database sizing tables provide shape hames and sizing based on the number of
CPUs and memory attributes for each type of database workload.

Identify the shape type that is appropriate to your database workload and hardware:

* Use Oracle Database Appliance OLTP Database Shapes if your database
workload is primarily online transaction processing (OLTP).

» Use Oracle Database Appliance DSS database shapes if your database workload
is primarily decision support services (DSS) or data warehousing.

» Use Oracle Database Appliance In-Memory (IMDB) database shapes if your
database workload can fit in memory, and can benefit from in-memory
performance capabilities.

Use the database shape tables to help select the best shapes for your databases.
When using these tables remember the following:

» The information in the tables assumes that you are creating local disk backups.
Consider the space requirements for your database and the policy for local disk
backups versus external backups. Typically, external backups have more space
available for the database than local backups.

* The log file size assumes three (3) REDO log groups for each instance with a log
switch every 15 minutes when the system is running at full capacity.

E.2 Database Shapes for the OLTP Class

ORACLE

Use Oracle Database Appliance OLTP Database Shapes if your database workload is
primarily online transaction processing (OLTP).

The table lists the online transaction processing (OLTP) database shape sizes for
Oracle Database Appliance X7-2S, X7-2M, and X7-2-HA.

The information in the table assumes the following:

* You are creating local disk backups. Consider the space requirements for your
database and the policy for local disk backups versus external backups. Typically,
external backups have more space available for the database than local backups.

* The log file size assumes three (3) REDO log groups for each instance with a log
switch every 15 minutes when the system is running at full capacity.
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Appendix E

Database Shapes for the OLTP Class

Table E-1 Oracle Database Appliance X7-2S OLTP Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Redo log file Log buffer
size (GB) (MB)

odbls 1 1 200 4 32

odb1 1 2 200 4 32

odb2 2 4 400 4 32

odb4 4 16 8 800 4 64

odb6 6 24 12 1200 8 128

0db08 8 32 16 1600 8 128

odb10 10 40 20 2000 8 128

Table E-2 Oracle Database Appliance X7-2M OLTP Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Redo log file Log buffer
size (GB) (MB)

odbls 1 1 200 4 32
odbl 1 4 2 200 4 32
odb2 2 4 400 4 32
odb4 4 16 8 800 4 64
odb6 6 24 12 1200 8 128
odb08 8 32 16 1600 8 128
odb10 10 40 20 2000 8 128
odb12 12 48 24 2400 16 128
odb16 16 64 32 3200 16 128
odb20 20 80 40 4000 16 128
odb24 24 96 48 4800 16 128
odb28 28 112 56 5600 16 128
odb32 32 128 64 6400 16 128
odb36 36 144 72 7200 16 128

Table E-3 Oracle Database Appliance X7-2-HA OLTP Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Flashcache Redo log Log
(GBInode) file size buffer
(GB) (MB)

odbls 1 1 200 6 4 32

odbl 1 4 2 200 12 4 32

odb2 2 8 4 400 24 4 32

odb4 4 16 8 800 48 4 64

odb6 6 24 12 1200 72 8 128

odb08 8 32 16 1600 96 8 128
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Appendix E
Database Shapes for the In-Memory Class

Table E-3 (Cont.) Oracle Database Appliance X7-2-HA OLTP Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Flashcache Redo log Log
(GBInode) file size buffer
(GB) (MB)
odb10 10 40 20 2000 120 8 128
odb12 12 48 24 2400 144 16 128
odb16 16 64 32 3200 192 16 128
0db20 20 80 40 4000 240 16 128
odb24 24 96 48 4800 288 16 128
0db28 28 112 56 5600 336 16 128
0db32 32 128 64 6400 384 16 128
odb36 36 144 72 7200 432 16 128

E.3 Database Shapes for the In-Memory Class

Use Oracle Database Appliance In-Memory (IMDB) database shapes if your database
workload can fit in memory, and can benefit from in-memory performance capabilities.

The table lists the In-Memory database shape sizes for Oracle Database Appliance
X7-2S, X7-2M, and X7-2-HA.

The information in the table assumes the following:

You are creating local disk backups. Consider the space requirements for your
database and the policy for local disk backups versus external backups. Typically,
external backups have more space available for the database than local backups.

The log file size assumes three (3) REDO log groups for each instance with a log
switch every 15 minutes when the system is running at full capacity.

Table E-4 Oracle Database Appliance X7-2S In-Memory Database Shapes

Shape CPU SGA PGA (GB) In-Memory Processes Redo log file Log buffer
Cores (GB) (GB) size (GB) (MB)

odbls 1 2 1 1 200 4 32

odb1 1 4 2 2 200 4 32

odb2 2 8 4 4 400 4 32

odb4 4 16 8 8 800 4 64

odb6 6 24 12 12 1200 8 128

0db08 8 32 16 16 1600 8 128

odb10 10 40 20 20 2000 8 128
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Appendix E
Database Shapes for the DSS Class

Table E-5 Oracle Database Appliance X7-2M and X7- 2-HA In-Memory Database Shapes

Shape CPU SGA PGA (GB) In-Memory Processes Redo log file Log buffer
Cores (GB) (GB) size (GB) (MB)

odbls 1 2 1 1 200 4 32
odb1 1 4 2 2 200 4 32
odb2 2 8 4 4 400 4 32
odb4 4 16 8 8 800 4 64
odb6 6 24 12 12 1200 8 128
0db08 8 32 16 16 1600 8 128
odb10 10 40 20 20 2000 8 128
odb12 12 48 24 24 2400 16 128
odb16 16 64 32 32 3200 16 128
odb20 20 80 40 40 4000 16 128
odb24 24 96 48 48 4800 16 128
odb28 28 112 56 56 5600 16 128
0db32 32 128 64 64 6400 16 128
0db36 36 144 72 72 7200 16 128

E.4 Database Shapes for the DSS Class

Use DSS database shapes if your database workload is primarily decision support
services (DSS) or data warehousing.

The table lists the DSS database shape sizes for Oracle Database Appliance X7-2S,

X7-2M, and X7-2-HA.

The information in the table assumes the following:

* You are creating local disk backups. Consider the space requirements for your
database and the policy for local disk backups versus external backups. Typically,
external backups have more space available for the database than local backups.

e The log file size assumes three (3) REDO log groups for each instance with a log
switch every 15 minutes when the system is running at full capacity.

Table E-6 Oracle Database Appliance X7-2S DSS Database Shapes
|

Shape CPU Cores SGA (GB) PGA (GB) Processes Redo log file size  Log buffer (MB)
(GB)

odbls 1 1 200 4 32

odbl 1 2 4 200 4 32

odb2 2 4 400 4 32

odb4 4 8 16 800 4 64

odb6 6 12 24 1200 8 128

odb08 8 16 32 1600 8 128
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Appendix E
Database Shapes for the DSS Class

Table E-6 (Cont.) Oracle Database Appliance X7-2S DSS Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Redo log file size  Log buffer (MB)
(GB)
odb10 10 20 40 2000 8 128

Table E-7 Oracle Database Appliance X7-2M and X7-2-HA DSS Database Shapes

Shape CPU Cores SGA (GB) PGA (GB) Processes Redo log file size  Log buffer (MB)
(GB)

odbls 1 1 2 200 4 32
odb1 1 2 4 200 4 32
odb2 2 4 8 400 4 32
odb4 4 8 16 800 4 64
odb6 6 12 24 1200 8 128
0db08 8 16 32 1600 8 128
odb10 10 20 40 2000 8 128
odb12 12 24 48 2400 16 128
odb16 16 32 64 3200 16 128
0db20) 20 40 80 4000 16 128
odb24 24 48 96 4800 16 128
odb28 28 56 112 5600 16 128
0db32 32 64 128 6400 16 128
0db36 36 72 144 7200 16 128
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Glossary

ORACLE

Backup location

Determine the backup location you want: External, Internal, or Custom.

Bare metal

A non-virtualized Oracle Database Appliance configuration.

Data Storage Percentage

Defines the percentage of storage assigned to DATA. The remainder is applied to
RECO.

Oracle Database Edition

Oracle Database Appliance supports Oracle Database Enterprise Edition and
Standard Edition. You cannot mix editions. The database edition you select
determines the database editions that you create in the appliance. To change editions,
you must redeploy Oracle Database Appliance.

EM Express

If you choose the option when you deploy Oracle Database Appliance, you can use
the Oracle Enterprise Manager Database Express (EM Express) console for Oracle
Database 12.1.0.2 or the Database Control Console for Oracle Database 11.2.0.4 to
manage the database. See Oracle Enterprise Manager Cloud Control documentation
for more information about the console.

External backup location

Storage capacity is split between 80% for DATA and 20% for RECO. Other backup
location options are Internal and Custom.

Internal backup location

Storage capacity is split between 40% for DATA and 60% for RECO. Other backup
location options are External and Custom.

Master Password

During system configuration, the master password is the password set for UNIX users,
oracle, and grid. The password is also used to set the database SYS and SYSTEM
passwords and the root password of the system.
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ORACLE

Glossary

Oracle Appliance Manager

The Oracle Database Appliance Web Console. Use the Web Console to deploy Oracle
Database Appliance and create databases.

Oracle Database Appliance Operating System Image

Contains the components typically installed and available on Oracle Database
Appliance. The following components are typically included:

*  Oracle Appliance Manager command-line interface
e Oracle Appliance Manager (Web Console)
e Oracle Linux

» Hardware drivers

Oracle RAC One Node

Oracle Real Application Clusters (RAC) One Node is an always online single instance
of an Oracle RAC enabled database running on one node in a cluster. Oracle RAC
One Node provides protection from unplanned failures, as well as eliminates common
causes of planned downtime for maintenance operations.

Support Identifier (SI)

A hardware Support Identifier (SI) is supplied when you purchase Oracle Database
Appliance. To obtain software and support from Oracle, you must register the Sl with
My Oracle Support.
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Index

Numerics

C

10GBase-T (copper) network ports, 3-2, 3-5
25-GbE network interface, 12-7
25GbE SFP28 (fiber) network ports, 3-2, 3-5

A

about deploying, 5-1
ACFS, B-1-B-3
ACFS mount points, B-3
administrative account users, 8-1
administrative accounts, 8-1
agent

update, 7-9, 14-16
agent, updating the version, 3-14
Appliance

create, 4-3, 4-8
ASM, B-1, B-2
ASM Cluster File System

See Oracle ACFS
ASR, 15-51

configure, 14-67

delete, 14-71

details, 14-70

test, 14-70

update, 14-68

See also Oracle ASR (Auto Service Request)

Automatic Storage Management

See Oracle ASM

B

backup and recovery
CLI commands, 14-22
RMAN, 8-2
backup location
disk group, 2-12
bare metal restore, 7-16, 7-17
bond
network interface, 10-1, 12-7
bridge
network interface, 10-1, 12-7

ORACLE

cabling, 3-2

validate, 14-74
cabling, interconnect, 3-1
checklist

for system requirements, 2-6

tasks to complete before deployment, 2-1
cli commands

configure, 14-7
CLI commands

configure, 14-7
cloudfs

display file systems, 15-42
Cluster Health Monitor

collect diagnostic data, 15-27, 15-28
component version

display, 15-52
component versions

available, 7-6

displaying, 7-5, 7-6
configuration

type, 5-2
Configuration Audit Tool (ORAchk), 16-2
configuration file, 2-14, 4-2
configure cli commands, 14-7
configure CLI commands

configure-firstnet, 14-7
configure virtual machine, 12-39
configuring, 5-6
container database, 2-15
controllers

display details, 15-45
cooling

show status, 15-35
cores

display how allocated to virtual machines,

15-36

CPU

caging, 12-40

commands, 14-39

display details, 15-36

display processor details, 15-43
CPU core

current configuration, 14-40
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CPU core (continued)
enable, 14-41
update, 15-54
CPU cores
configuration history, 14-40
list, 14-40
CPU pool, 12-40
default-unpinned-pool, 12-40
over-subscribed, 12-41
create database
status, 1-5

D

DATA disk group, B-4
database, 2-12, 8-10, E-2, E-4, E-5
block size, 2-12
create, 8-4, 8-8
delete, 8-9, 8-12
details, 8-3
display file systems, 15-42
home, 8-10
create multiple, 8-10
multiple, 8-10
language, 2-12
list, 8-3
register, 14-47
shape
See shape, database
template
See shape, database
territory, 2-12
update, 11-10
upgrade, 8-9
database class, 2-15
database classes, E-1
database configuration
display parameters, 15-37
database configuration file
create, 15-18
delete, 15-22
database home
create, 8-12
details, 8-12
display details, 14-54
list, 8-12
database homes
display details, 15-38
database language, 2-15
database shapes, E-1, E-2, E-4, E-5
about, E-1
database snapshot
create, 15-20
database storage, B-1, B-2
commands, 14-55

ORACLE

database storage (continued)
create, 14-57
display details, 14-56, 14-58
list, 14-55
database type, 2-15
database, register, 8-16
dbhome
delete, 15-22
dcs-agent, update, 3-14
default groups and users, A-3
deploy, 4-3, 4-8
how to, 4-1, 5-1
deploy appliance, 4-1
deploying, 5-3
virtualized platform, 5-6
deployment plan, 2-14
deployment steps
overview, 1-2
DHCP (Dynamic Host Configuration Protocol)
configuring initial network, 3-9
connect to Oracle ILOM, 3-8
initial network, 3-9, 15-10
Oracle ILOM configuration, 3-8
directory paths, A-1
disk
display details, 15-39
disk controllers
display details, 15-35
disk group sizes, A-3
disk storage
display details, 15-45
DNS
See domain name system
domain
definition, 12-4
Domain 0 (Dom0)
definition, 12-3
domain name system, 1-2, 2-6, 2-8, 2-9, 3-9
initial network, 3-9
prepare to install, 1-2
domain name system server
configure network names, 1-2
Domain U
definition, 12-3
driver domain virtual machine
about, 12-29
DSS
database shape, E-5
Dynamic Host Configuration Protocol
See DHCP

E

Index

electrical connections
attach power cords, 3-6
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electrical power cords
connecting, 3-6
EM Express, 8-18
environment
display, 15-41
errors
display validation, 15-46
expander
display information, 15-41
error detection, 15-41
expanders
display details, 15-45

F

failures
display validation, 15-46
firmware
display version, 15-46
invalid version failure, 15-46
patching, 15-52

G

Gl patch
deployment, 4-2
download, 4-2

Grid user, 8-1

group user
change name or ID, 15-24

groups, 2-2

groups and users defaults, A-3

Guest Domains (Domain U)
definition, 12-3

guest virtual machine
definition, 12-4

H

hardware

display version, 15-41
high availability, 12-39
Host Public Addresses

IP address, 2-14

IMDB

database shape, E-4
initial network

configure, 3-9
installation owner

grid, 6-1, 6-2

oracle, 6-1, 6-2

ORACLE

Index

installation owner (continued)
password, 6-1, 6-2
installed version
display, 14-10, 14-12, 14-13
instance caging, 8-17
enable, 8-17
Integrated Lights Out Manager
See Oracle ILOM
interconnect cabling, 3-1
ISO
downloading, 7-16, 7-17
ISO image
virtualized, 5-2, 5-3

J

jobs, 1-5
JSON file, C-1, C-2, C-6

K

kernel parameters

adjust after memory upgrade, 15-30
KVM

about, 13-1

L

LED
physical disk identifier, 15-26
status when blinking, 3-6
status when steady, 3-6
status when steady on, 3-6
Linux
and virtualization, 12-2
listener.ora, configure, 8-14
local repository, 12-14
log files, A-2
sending to Oracle Support Services, 16-6
login password
changing, 6-1
logs
storage diagnostic, 14-87

M

master node
command, 15-42
memory module
display details, 15-42
migration
from an existing database, 8-2
multiple database instances
instance caging, 8-17




multiple Oracle homes, 8-10
create, 8-10
My Oracle Support, 16-6
hardware SI, 2-1
register, 1-2
send log files for troubleshooting, 16-6

N

network
configure, 14-7
display details, 15-42
interfaces, 10-3
list, 10-3
plumb, 3-9
network cabling, 3-5
network infrastructure, 10-1, 12-7
network interface
default values, 10-1, 12-7
network planning, 2-6, 2-8, 2-9
network ports, 3-2, 3-5
network time protocol service (NTP service), 2-12
network validation, 2-15
NTP service
See network time protocol service

O

oakcli
show cooling, 15-35
oakcli commands, 5-1

-repo parameter, 12-20

-snap, 12-20, 12-21

-vm, 12-21

-vmtemplate, 12-20

add disk -local, 15-6

clone vdisk, 12-12, 15-60

clone vm, 12-20, 12-21, 15-62

clones and snap clones, 12-19

configure, 15-7

configure additionalnet, 15-7

configure ASR, 15-8

configure cpupool, 12-42, 15-9

configure firstnet, 15-10

configure network, 15-10

configure networks, 15-7

configure oda_base, 15-11

configure repo, 12-11, 15-12

configure vm, 12-7, 12-17, 12-18, 12-39,
12-42, 15-64

configure vmtemplate, 12-17, 12-18, 15-70

copy, 15-13

create, 15-13

db_config_params, 15-18
create cpupool, 12-41, 15-14

ORACLE

oakcli commands (continued)

create database, 15-14
create dbhome, 15-17
create dbstorage, 15-17
create repo, 12-8, 15-20
create vdisk, 12-11
create vlan, 15-76
delete, 15-21
delete cpupool, 15-21
delete database, 15-22
delete db_config_params, 15-22
delete dbhome, 15-22
delete dbstorage, 15-23
delete repo, 12-10, 15-23
delete vdisk, 12-13
delete vlan, 15-77
delete vm, 15-66
delete vmtemplate, 12-19, 15-72
deploy
change group name and ID, 15-24
log file, 15-24
diskwritecache, 15-26
expand storage, 15-25
import vmtemplate, 12-16, 15-73
locate, 15-26
manage diagcollect, 15-27
migrate vm, 15-67
modify database, 15-28
modify vm, 12-13, 15-67
modify vmtemplate, 15-74
oakcli create db_config_params, 15-18
oakcli create snapshotdb, 15-20
oakcli create vdisk, 15-59
oakcli delete vdisk, 15-60
oakcli show dbstorage, 15-39
oakcli show fs, 15-42
oakcli show vmconsole, 15-69
orachk, 15-29
reconfigure kernel parameters, 15-30
reconfigure memlock, 15-30
reconfigure osparams, 15-30
reconfigure vm.nearhugepage, 15-30
resize dbstorage, 15-31
restart oda_base, 15-32
show, 15-32
show asr, 15-35
show controller, 15-35
show cpupool, 12-42, 15-36
show databases, 15-36
show db_config_params, 15-37
show dbhomes, 15-38
show disk, 15-39
show diskgroup, 15-40
show enclosure, 15-41
show env_hw, 15-41
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oakcli commands (continued)
show expander, 15-41
show ismaster, 15-42
show memory, 15-42
show network, 15-42
show power, 15-43
example, 16-5
show processor, 15-43
show raidsyncstatus, 15-44
show repo, 12-9, 15-44
show server, 15-45
show storage, 15-45
show validation storage, 15-46
show validation storage errors, 15-46
show validation storage failures, 15-46
show vdisk, 12-12, 15-61
show version, 15-46
show vlan, 15-77
show vm, 15-68
show vmtemplate, 12-15, 12-18, 15-75
start, 15-48
start oda_base, 15-48
start repo, 12-9, 15-48
start vm, 12-25, 15-69
stop, 15-49
stop repo, 12-10
stop vm, 12-25
stordiag, 15-50
test asr, 15-51
unpack, 15-51
update, 15-52
update-cpucore, 15-54
upgrade, 15-55
validate, 15-56
vdisk, 15-59
virtual machine, 15-61
vm template, 15-70
oakcli deploy, 15-24
oakcli virtualization commands
VLAN, 15-76
Object Store
credentials, 14-26, 14-28, 14-33, 14-38
ODA_BASE
caging, 12-40
definition, 12-3
Domi, 5-1
domain, 12-40
odaadmcli commands
create VLAN, 14-89
delete VLAN, 14-91
expand storage, 14-80
hardware configuration, 14-74
hardware monitoring, 14-74
manage diagcollect, 14-87, 16-6
power disk, 14-88

ORACLE

odaadmcli commands (continued)

show controller, 14-84
show cooling, 14-75
show disk, 14-82
show diskgroup, 14-84
show env_hw, 14-75
show fs, 14-76

show memory, 14-76
show network, 14-77
show power, 14-78
show processor, 14-78
show raidsyncstatus, 14-85
show server, 14-79
show storage, 14-86
show VLAN, 14-91
storage, 14-79
stordiag, 14-87

VLAN, 14-89

odacli commands

appliance, 14-20

apply patch, 14-9

backup, 14-22

configure-asr, 14-67

CPU core, 14-39

create database, 8-10
create-appliance, 4-1, 14-21
create-backup, 14-24
create-backupconfig, 14-25
create-database, 14-44
create-dbhome, 14-53
create-dbstorage, 14-57
create-network, 14-64
create-objectstoreswift, 14-26
create-prepatchreport, 14-12
database, 14-42

database storage, 14-55
DBHome, 14-51

delete-asr, 14-71
delete-backup, 14-27
delete-backupconfig, 14-28
delete-database, 14-50
delete-dbhome, 14-54
delete-dbstorage, 14-58
delete-network, 14-65
delete-objectstoreswift, 14-28
describe-appliance, 14-21
describe-asr, 14-70
describe-backupreport, 14-29
describe-component, 14-10
describe-cpucore, 14-40
describe-database, 14-43
describe-dbhome, 14-52
describe-dbstorage, 14-56
describe-job, 14-60
describe-latestpatch, 14-12
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odacli commands (continued)
describe-network, 14-63
describe-prepatchreport, 14-13
describe-schedule, 14-30
irestore-database, 14-31
jobs, 14-59
list scheduler jobs, 14-61
list-backupconfig, 14-32
list-backupreports, 14-32
list-cpucores, 14-40
list-databases, 14-42
list-dbhomes, 14-52
list-dbstorages, 14-55
list-jobs, 14-59
list-networks, 14-62
list-osconfigurations, 14-72
list-schedule, 14-34
list-scheduledExecutions, 14-61
list-schedules, 14-33
lists-databases, 7-12
network, 14-62
odacli create-appliance, C-1, C-2, C-6
odacli list-objectstoreswifts, 14-33
Oracle ASR, 14-66
0S, 14-72
recover-database, 14-35
recovery, 14-22
register-database, 14-47
show -h

with Oracle Database Appliance
Hardware Monitoring Tool, 16-5

test-asr, 14-70
update, 14-9
update database home, 14-15
update repository, 14-17
update-asr, 14-68
update-backupconfig, 14-36
update-cpucore, 14-41
update-database, 14-37
update-dbhome, 7-12
update-dcsagent, 7-9, 14-16
update-network, 14-64
update-objectstoreswift, 14-38
update-osconfigurations, 14-73
update-schedule, 14-39
update-server, 7-10, 14-19
update-storage, 14-20
validate storage topology, 14-74
validate-storagetopology, 14-74

odacli create-appliance
example JSON files, C-1, C-2, C-6
readme, C-1

odacli-adm commands
set-credential, 14-92
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odarepol (continued)
local repository, 12-14
odarepo?2
local repository, 12-14
OINSTALL group, 8-1
OLTP
database shape, E-2
operating system
firmware
update, 7-10
update, 7-10
operating system users, 2-2
Optimal Flexible Architecture
and Oracle homes, A-1
ORAchk, 16-2
Oracle ACFS, 12-4
display database storage information, 15-39
Oracle ACFS (Oracle Automatic Storage
Management Cluster File System)
shared repository, 12-4
Oracle Appliance Kit
update, 7-10
Oracle Appliance Manager command-line
interface
alphabetical list of commands, 15-1
help for, 15-3
location of, 15-3
uses for, 15-3
Oracle Appliance Manager command-line-
interface
operational notes, 15-3
Oracle Appliance Manager Configurator
about, 2-14
network validation errors, 2-14
using, 2-14
Oracle ASM (Oracle Automatic Storage
Management)
data migration, 8-2
deployment overview, 1-2
physical disk identifier, 15-26
trace file analyzer diagnostics, 16-4
user group, A-3
Oracle ASM disk group
display details, 15-40
Oracle ASR
commands, 14-66
configure, 14-67
Oracle ASR (Auto Service Request), 15-51
configure, 15-8
display configuration details, 15-35
test asr, 15-51
Oracle ASR (Oracle Auto Service Request), 2-12
Oracle Automatic Storage Management
See Oracle ASM
Oracle Clusterware
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Oracle Clusterware (continued)
update, 7-10
Oracle Database, 2-12, 8-10, E-2, E-4, E-5
patching, 7-12
See also database
Oracle Database Appliance
deploy, 4-3, 4-8

Oracle Database Appliance Hardware Monitoring

Tool, 16-5
Oracle Database Appliance Manager
software inventory, 1-1
Oracle Database Appliance Virtualized Platform
and oakcli, 15-3
Oracle Database Enterprise Edition
deployment option, 2-4
deployment overview, 1-2
overview, 2-4
Oracle Database Resource Manager
instance caging, 8-17
Oracle Database Standard Edition
deployment option, 2-4
Oracle Enterprise Manager Database Express,
8-18
Oracle home
multiple, 8-10
Oracle ILOM (Oracle Integrated Lights Out
Manager), 2-12
configure, 3-8
Oracle Integrated Lights Out Manager
See Oracle ILOM
Oracle RAC (Oracle Real Application Clusters)
trace file analyzer, 16-4
Oracle RAC One Node, 2-15
Oracle Real Application Clusters
See Oracle RAC
Oracle Support Services
See My Oracle Support
Oracle user, 8-1
Oracle VM, 12-2
OS configuration
current, 14-72, 14-73
suggested, 14-72, 14-73
OSASM group, 8-1
OSDBA, 8-1
OSDBA for ASM group, 8-1
OSDBA group, 8-1
OSOPER groups, 8-1
over-subscribed CPU pool, 12-41
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changing, 6-1, 6-2
patch

downloading, 7-2
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patch bundle, 7-1
deploying, 7-5, 7-6
uploading, 7-5
patch bundle, deploying, 7-6
patch repository, updating, 3-12, 7-5, 7-8
patches
software inventory, 1-1
patching, 7-1, 7-6
deployment overview, 1-2
Oracle Database, 7-12
patching, downloading patch bundle, 3-12, 7-5,
7-8
performance tuning, 12-41, 12-42
physical disk
LED identifier, 15-26
power cords
connecting, 3-6
power supply
display details, 15-43
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raidsyncstatus
display, 15-44
re-imaging
bare metal, 7-17
readme, C-1
reimaging, 5-3
bare metal, 7-16
virtualized platform, 5-3
resource management
CPU pools, 12-41
Oracle VM, 12-2
supported virtual operating systems, 12-2
RMAN (Recovery Manager utility)
database management, 8-2
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SAP Application, 2-15
SAP user and group configuration, 2-2
SAS expander
display details, 15-41
scheduler
jobs, 14-61
Scheduling Database Backups, 11-16
security requirements, 2-7
sending log files to Oracle Support Services,
16-6
server
display details, 15-45
update, 7-10
server patch bundle
downloading, 7-2
shape



shape (continued)
database
select, 2-6
shapes, E-1
database
choosing, E-1
OLTP, E-2, E-4, E-5
shared repositories
about, 12-4
architecture, 12-4
shared repository
creating and managing, 12-8
delete, 15-23
deleting, 12-10
increasing the size, 12-11
show status, 12-9
starting, 12-9
stopping, 12-10
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add to profile, 2-1
register, 1-2, 2-1
software
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Solaris x86
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space management, B-3
SQL*Loader, 8-2
start up the system, 3-6
static listener, configure, 8-14
status
jobs, 1-5
storage, 9-1, B-4
show enclosure subsystem, 15-41
storage expansion
command, 15-25
storage planning, 2-6—2-9
support identifier
See S|
system configuration
operating system, A-3
system requirements
checklist, 2-6
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template
database
select, 2-6
virtual machine
automatic unigue naming, 12-14
unigue name for each node, 12-14
Trace File Analyzer utility, 16-4
troubleshooting
expander, 15-41
hrd disk diagnostic tool, 16-4
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network validation, 2-14
trace file analyzer, 16-4
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display, 15-46
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vdisk
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virtual disk
attaching to a virtual machine, 12-13
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create, 15-59
creating, 12-11
delete, 15-60
deleting, 12-13
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viewing information about, 12-12
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virtual machine
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delete, 14-91
details, 14-91
display details, 15-77
vm templates
CLI commands, 15-70
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Web Console
about, 1-3
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deploy appliance, 4-1
password, 6-1
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web interface (continued)
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Express, 8-18
Windows
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X7-2-HA, 2-2
hardware configuration, 2-2
See also Oracle Database Appliance X7-2-HA
X7-2M, 2-2
hardware configuration, 2-2
See also Oracle Database Appliance X7-2M
X7-2S, 2-2
hardware configuration, 2-2
See also Oracle Database Appliance X7-2S
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