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1.1

1.2

1.3

1. Preface

This document contains notes and installation steps needed to install WebServices. Oracle
Financial Services Lending and Leasing relies on several pieces of Oracle software in order
to run and this document is in no way meant to replace Oracle documentation supplied with
the WebServices product or available via Oracle technical support. The purpose of this
document is only meant to supplement the Oracle documentation and to provide Oracle
Financial Services Lending and Leasing specific installation instructions.

For recommendations on security configuration, refer Security Configuration Guide.

It is assumed that anyone installing Oracle Financial Services Lending and Leasing will have
a thorough knowledge and understanding of WebServices.
This guide covers the following processes.

e Installing WebServices Database Objects
e Deploying Application Interface WebServices
e Configuring Weblogic Policy on WebServices

Prerequisites

1. Download and Install the Oracle WebLogic Server 12c Version 12.2.1.3.0 from http://
www.oracle.com/technetwork/middleware/weblogic/downloads/wls-main-097127.html).
They are available from the following sources:

e Oracle Software Delivery Cloud (http://edelivery.oracle.com/)
e Oracle Technology Network (OTN)

2. Itis assumed that the Oracle Financial Services Lending and Leasing DB is installed and
configured, before running the WebServices installer.

Audience

This document is intended for system administrators or application developers who are
installing Oracle Financial Services Lending and Leasing Application.

Conventions Used

Term Refers to

Application Oracle Financial Services Lending and Leasing

11 ORACLE



2. Installing WebServices Database Objects

Download and unzip the WebServices database (ofslixwsdb.zip) to a staging folder.

Run $ ./installofslixwsdb.sh
-bash-4.1% ./installof=sllxwsdb. shl

This installer adds the required tables and packages to the apllication database.

Oracle Financial Services Lending and Leasing Webservices DB Installer

Important Note:

It i=s expected to have the OFSLL Application DB been installed and confiqured
before running this installer.

Thi= installer adds the required tables and packages to the =same OFSLL DB schema.

Continue? [v/n]: yl

Enter 'y’ when prompted to continue.

Oracle Financial Serwvices Lending and Leasing Webservices DB Installer

Important Mote:

1 installed and configured

to the same OF5LL DB schema.

r the Oracle F

and Leasing
h/work area/DEV/OFSLLREL

o O

Script Prompts Description and Action Required

Oracle Financial Services Lending | Enter the path to the home directory. This is referred
and Leasing Home Path to as $OFSLL_HOME. Enter 'y’ when prompted for.

21 ORACLE



Cracle Financial Services Lending and Leasing Webservices DB Installer

Imporcant Note:

It is expected to have the OFSLL Application DB been installed and configured
before running this inscaller.

This installer adds the required tables and packages to the same OFSLL DB schema.

Continue? [y/n}: y

Enter the Oracle Financial Services Lending and Leasing
Home Path? (usuwually /home/ofsll): /scratch/work area/DEV/OFSLLREL

OFSLLHCME=/=cratch/work_area/DEV/QFSLLREL
Okay? [v/nl: v

Enter the Oracle DB Home Path? /scratch/app/dbl2c/product/12.1.0/dbhome 1

ORAHOME=/scratch/app/dbl2c/product/12.1.0/dbhome 1
Okay? [y/n]: vy

Enter the Oracle SID? CRCL
INSTANCENAME=QRCL
okay? [v/n]: vfjj

Script Prompts Description and Action Required

Oracle DB Home Path Enter the path to the Oracle DB home directory. This
is referred to as $ORACLE_HOME. Enter ‘y’ when
prompted for.

Oracle SID Enter the Name of Oracle Instance. Enter 'y’ when
prompted for.

Importanc Hote:

v_iniza/piatiomm/bin: fusz/dev_infra/genczic/bin;
app/dbl2c/prod
ee/12.1.0/dbhoms 1

V/OFSLLREL

culd be able sta:

orrect the en

Continue? [y/n]: ‘1.
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The script lists and sets the CRITICAL environment variables

Oracle Financial Services Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

1. database types (512)
2. database tables (47)
3. database views (295)
4, database trigger (4)

5. database package specs (412)
6. database package bodies (420)
7. database indexes (30)
8. System Seed Data (0)

Continue with Installation? [y/n] : ﬂ]

Enter 'y’ when prompted to continue. A list of items available for installation are listed. Enter
‘y’ when prompted to ‘Continue with Installation’.
Oracle Financial 3ervices Lending and Leasing Webservices Database Object Installation

The following items are available for installation:

3 (4)
dacabage package specs  (254)
6. dat

ase package bodies (262)
databage indexes (30)

System Seed Data ()

12 with Imatallation? [y/n] @ y

will be located in /scratch/work area/DEV/CFSLLREL/logs/cfsll xws install logs
Press Enter to Continue...

Enter th racle userid (schema name) that will own the Oracle Financial Services Lending and Leasing

fsllprd): OFSLLREL

for this userid: I

Sets the path for the location of log files. Press ‘Enter’ to continue.

Script Prompts Description and Action Required

Oracle User ID that will own the Oracle Financial | Valid User ID
Services Lending and Leasing objects

Password for this User ID Valid Password

23 ORACLE



The script installs the objects.

PL/30L procedure successtully completed.

PL/SQL procedicre succesatfully completed.

PL/SQL proceduce successfiully compleced.

PL/S0L procedure succesafully completed.

PL/SQL procedure successfully compleced.

Commit complete,

Recompilling Invalid Objects...

my: CAnnot scat C/omp/recomp ob).,23135.1log': No such file or directory

Oracle Financial Services Lending and Leasing Webservices DE Chjecc Installation Com

While installing, the script recompiles the invalid objects and completes the installation of DB

objects.

ORACLE



3.1

3. Deploying Application Interface WebServices

Creating Data Sources for WebServices

it is assumed that a managed server is already created for the following web service
deployment(s) as per the process detailed in Application Installation guide section - 3.2
Creating Domain and Servers.

1. Login to WebLogic Server 12c console (http://hostname:port/console).
ORACLE Weblogic Server administration Console 12¢

2. The following window is displayed.

ORACLE WeblLogic Server Administration Consale 12c

Change Center

View changes and restarts

Click the Lock & Edit button to medify. add or

delete items in this domain.
Lock & Edit

Release Connguration

Domain Structure

OFSLLREL domain
#-Domain Partitions

+—Sacurity Realms
4H-Interaperability
31 Diagnostics

How do L..

= Search the configuration

s Use the Change Center

» Record WLST scripes

+ Change Console prefersnces
+ Manage Consale extensions

* Monitor servers

@ Home Log Out Praferences Reco

Home
Home Page

Information and Resources

ure applications

= Configure GridLink for RAC Data
Source

= Configure a Dynamic Cluster
= Recent Task Status
= Set your console preferences

= Oracle Enterpriss Manager

Domain Configurations

=« Domain

« Domain Part

= Partition Work Managers

= Servers
» Clusters

= Server Templstes

System Status

Heazlth of Running Servers as of 11:23 AM

[ " Failed (0}
[ " Crizical (0)

= Migratable Targats
» Coherence Clusters
= Machines
= Wirtual Hosts
+ Virtual Tangers

= Common Administration Task Descriptions
= Re=ad the documentation

» #ska quastion on My Oracle Support

= Resource Group Templates = WTC Sen.

= Deployments = Buile-in Diagnostic Modulas

= Messaging « Archives
= IMS Sarvers - Contat
= Store-and-Forward - SNMP
Agents

Welcome

wark with the Weblogic Server domain

e < B

Welcome, weblogic |Cc|nnacbed to: OFSLLREL_domain

Help =}

= Jolt Connection Pools

- Log Files

- Disgnostic Modules

= Dizgnostic Images

= Request Performance

= Int=rceptors
= IMS Modules

= Path Services

= EBridges

ORACLE



3. Click Domain Name > Services > Data Sources. The following window is displayed.

ORACLE WeblLogic Server administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Edlit button to modify, add or
delete items in this domain.

Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
#F-pomain Pertitions

3}-Messaging

Data Sources
Parsistant Stores

=ign JNDI Providers

-XML Entity Caches
jcom

i—Mail Sessions

How do L.. =]

Creste IDBEC generic data sources

Create JDBC GridLink data sources

Create JDBC multi data sources
» Creste UCP data sources

s Creste Proxy data sources

System Status

Hezlth of Running Servers as of 7:58 PM
[ Faied(0)

[ Critical (0)

Overloaded ()

4. Click ‘Lock & Edit’
Data Source’.

{8} Home Log Out Prafersncas

e ° N
LS

Welcome, weblogic |Gnu1ertzd to: OFSLLREL_domain

Help |

Home =Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

A JDBC data sounce is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connactions. Applications can
source,

This page summarizes the JDBC data source objects that have been crested in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edir button

look up a data source on the JNDI tree and then borrow a database connection from a data

n the Change Center to activate all the buttons on this page.

MNew ~ Delete Showing 1 to 9 of 9 Previows | Next
Name & Type |INDIMame Targets
AG-IM5-DE Generic | 3dbc/agimsdb OFSLL_Manzgedserver
jdbe/dbk105nIEIBDS Generic | jdbc! JBDS WS._|
LocalSveTolDataSource  Generic | jdbo/LocalSweTblDataSource | AdminServer
mds-adf Ganeric | jdbc/mds/adf AdminSenser, OFSLL_ManagedServer
OFSLL Generic | jdbc/ofsliDBCoNNDS AdminServer, OFSLL_ManagedSarver
= AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | 3dbc/AuditAppendDataSource W b
e 3 woTe AdminServer, OFSLL_ManagedServer,
= iy 4 . |
opss-audit-viewDs Generic | jdbe/ AuditviewDataSource WS, ManegedServar
= 1l AdminSenver, OFSLL_ManagedServer,
opss-data-source Generic | jdbc/OpssDataSource WS, ManagedServer
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
N
New - Delete

ORACLE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist, Click the Release
Configuration bumon to zllow others to adit the
domain.

Lock & Edit

Release Configuratian

Domain Structure
OFSLLREL_domazin
[3-Domain Partitions
@ Environment
i—Deployments
E}-Services
- Massaging
—Data Sources
Persistent Storss:
i—Forsign JNDI Providers
wiork Contexts
XML Registries
XML Entity Caches
jEom
i—Mail Sessinns

How do L.

m

Crezte JDBC generic dats sources

Crazte JDBC Gridlink data sources

Crezte JDBC multi data sources

= Create UCP data sourcas

= Provy dats sources

System Status =]
Heszlth of Running Servers as of 7:58 PM

Failed {0}
Critical (0)

Onarinadad (o)

{8 Home Log Out Braferences

Home > Summary of JDBC Data

Summary of IDBC Data Sources

Configuration  Monitoring

A JDBC data source s an object bound to the JNDI tree that provides detabass connectivity through & pool of JDBC
connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data

source,

This page summarizes the JDB

¢ Customize this table

Data Sources (Filtared - More Columns Exist)

Showing 1 to 9 of 9 Previous | Next

button on the left panel. Click ‘New’ on right panel and select ‘Generic

Record Help La,

<> B

Welcome, weblagic | Connected to: OFSLLREL_domain
Sources

C data source objects that have been crestad in this domain.

| New~ | [Delet= Showing 1to0 9 of 3 Previous | Next
Generic Data Sou
Type | INDIName Targets
GridLink Data Sour
Multi Daa Souros Generic | jdbc/2gymsdb OFSLL_Manzgedserver
Priny Dot Soree. P 00 jdbc/dbk10SnIEIBDS W5_ManagedSarver
\UCP Dats Source Lrce  Generic | jdbc/LocalSvcThIDamSource | AdminSanver
T Generic | jdbc/mds/adf Ad , OFSLL_ ! d
[ | oFsie Genaric | jdbc/ofeiDBCONNDS AdminServer, OFSLL_ManagedSarver
= S ; Admi . OFSLL_M; d
[ | opss-2udic-DEDS Generic | jdbc/AuditAppendDataSource W5, ManageciServer
el Ad OFSLL o
A : . %
[ | opss-audit-viewDs Generic | jdbe/ AuditViewDataSource WS ManagedSarver
e s Admi + OFSLL_| d
[ | ops=-data-source Generic | jdbo/ OpssDataSource WS, ManagedSarver
[ | wiSSchemaDstaSource  Generic | jdbo/WLSSchemaDataSource
| New~ | [Delste

Showing 1to 9 of 3 Previous | Mext

3-2
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5. Specify the following details:
ORACLE weblLogic Server Administration Consale 12¢ _A

Change Center {8 Home Log Out Preferences [B] Record Help | &

Wiew changes and restarts Welcome, weblogic |Cazmetnzd to: OFSLLREL_domain

oy ey
B b e S TR R, Home »Summary of Sendcss »Summary of JDBC Data Sources
Configuration butson 1o sliow others to =dit th
Py =low otners ® | | Create a Mew JDBC Data Source
main,
Lk Ty Baek | [Next| | Eirish | Cancei |

Release Configuration

JDBC Data Source Properties
Domain Structure Tha foliowing propartiss will be used to identfy your new JDBC dats sourcs.
OFSLLREL domain * Indicates required fields

What would you like to name your new JDBC dats source?

Sacurity Reslms & " Mama: idbe/dbk105nIEJBDS
F-Interopersl
# Disgnostics

What scope do you want to create your dats source in 7
Scope: Global[~]

What JNDI name would you like to assign to your new JDBC Datz Source?

4% INDI Name:

How do L. = Sdbc/dEkl0SnlEJBDS
P ~
- Craste JDBC generic data sources
+ Create LLR-enabled IDBC data sources
v
System Status =]
Health of Running Servers as of 9:04 AM What database type would you ke to select?
S
atled {0) Database Type: [Cracie
Criscal (0]
Overloaded (0}
— Hack| [Meat] |[Finish | Cancel
arning (0) \—E SR0oES
I Ok (2)

— Enter Data source Name.
— Enter JNDI Name as ‘jdbc/dbk105nIEJBDS’.
— Select ‘Oracle’ as Database Type.

6. Click ‘Next’. The following window is displayed.

7. Select the Database Driver ‘Oracle's Driver(Thin) for Instance connections;Versions:Any’
as shown.

ORACLE Weblogic Server Administration Console 12¢ _A

Change Center {8 Home Log Out Prefersnces Record Help |.&
View changes and restarts Welcome, weblogic |Ca!u\et|:ad to: OFSLLREL_domain
Mol pienthng changes exist, Click: the: Relcase Home »Summary of Senices >Summary of JDBC Data Sources
ggnf:gurauon button to allow others to adit the T LUl Y —
rmain.
R Bl Back | | Next | Finish | Cancal

Release Configuration

JDBC Data Source Properties
Domain Structure

©FSLLREL_domain
#-Domain Partisions

The following properties will be used to identify your new JDBC data source.

=} Environment _i'_“zh'se Oracle

+—Deploymants ypes

B-Services = = 7 = = — =
Sicuricy Rsliis ‘What database driver would you like to uss wo create database connections? Motet * indicates that the driver is explicitly

I supported by Oracle Weblogic Sarver.
+H-Intaropersbiliny

[#1-Diagnostics

Database |sOracle’s Driver (Thin) for Instance connections: Versions Any [~
Driver: -
Back | | Next | Finish | Cancel

How do I... =]

» Crests IDBC generic data sources

= Creste LLR-enabled JDBC datz sources

System Status =
Hezlth of Running Servers as of 10:00 AM
Failed (0}
Critical (0)
[ Ovarlosded (0}

Warning {0)

[
K ()

3-3 ORACLE



8. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Consale 12¢ _A

Record Help | Q

Change Canter @ Home Log Out Preferences

View changes and restarts Welcome, weblogic |Camd o1 OFSLLREL_domain
M iy b s, ik the Halkicen Home >Summary of Senvicss >Summary of JDBC Data Sources:
g:nmf?l:lrauon buttan to allow others to adit the T Iy ——

Eodk i bl [Back| [Next| |[Fimsh] | [Cancel]
Release Configuration

ion Options
Domain Structure You have seleczad non-%A JDBC driver m create databasa connection in your naw data source.
OFSLLREL_domain
o = sons? - = 1
ES Partitionis Does this data source support global transactions? If yes, please choose the transaction protocol for this data source,
#H-Environment .
L Degloymants k] Supports Global Transactions
*h-Sarvices
Sy R Select this option i you want to enzble non-XA JDBC connections from the data source to paricipate in global transactions

u E 1 i
Bl-Interoperabi wusing the Logging Last Resowrce (LLR) transaction optimization. Recommended in place of Emulate Two-Phass Commit.

[#-Diagnostics ~

() Logging Last Resource
Select this option if you want to anzble non-XA JDBC connections from the data source to emulate participation in global
transactions using JTA. Select this option only i your application can wolzrate heuristic conditions.

() Emulate Two-Phase Cammit

How do T... Select this option # you want w0 ensble non-XA JDBC connections from the data source to participate in global transactions
wsing the one-phass commit transaction processing. With this option, no other resources can participate in the global
= Crazte IDBC generic data sources transaction.

= Crzate LLR-enabled IDBC data sources Py S ey

System Status =] Back | | Next |Finish | Cancal

Health of Running Servers as of 10:01 AM
[ Failed(D)

Crizical ()
[ Overloaded (0}
[ Warning {0)

ok (2 v

9. Click ‘Next’. The following window is displayed.

P e e g | e s e

Home >Summeary of Sen

Mo pending changes exist. Click the Releasa >Summary of JOBC Data Sources ~
xnﬂguramn butron to allow others to edit the Create s New IO Data e
msin. Saw
Eack At Hack | |Mext | Finish | Gancal
Release C
c o >
Domain Structure Dafine Connection Proparties.

OGFSLLREL_domain
[F-Domain Partisons
=1-Environment

What is the name of the database you would like to connect w?

- Dagloyriaiis Database Name: oLLDB
F-Sarvices
Security Reslms What is the name or IP address of the datmbass server?

FH-Interoperzbi
=1-Disgnostics

Host Name: ofsll.oracle.com

‘What is the port on the dstabase server used to conneact to the datzbasa?

Part: 1521
How do L. =] Wihat databass account user name do you want to uss w create database connectons?
= Create JDBC generic data sources Database User Name: OFSLLREL

= Crests LLR-enabled JDBC dats sources

‘Wihat iz the datzbase account password to use to creste datsbase connactions?
System Stabus =}
Password:

Health of Running Servers as of 10:03 AM bttt

Failed (0} Confirm Password:

Crisical ()
[ overloaded (0}
'7 Warning {0) Additional Connection Properties:
I < (2)

woracle.jdbc.DRCPConnectionClass:

| Back | | Mext| | Finish |-:‘_=nne|

10. Enter the Database details.
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11. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Administration Console 12¢ _ ~

Change Center 1@ Home Log Out Preferences [54] Record Help | L&

View changes and restarts Welcome, weblogic | Connectad to: OFSLLREL_domain
==

N I Home >Summary of Senices >Summary of JDEC Data Sources

Configuration buttan to allow others to edit th

e, e sllew orhars = Create 2 Mew JDBC Data Source
Lok FEa Test Configurats | |Basck| [Mext]| nish | || Cancel |
Release Configuration
Test Database Connection

Domain Structure Test the datsbase zvailability and the connection properties you pravided.

OFSLLREL_domain - . i
: e ; = ' 7
- Domain Partitions What is the full package name of JDBC driver class used to creave databass connections in the connaction pool?

&} Environment i 5 .

—Deployments
BH-sanices
Security Realms Driver Class Name:

|oracle jdbe OracleDriver

=-Disgnostics
What is the URL of the datbase wo connect 107 The format of the URL varies by JDBC driver.

URL: jdbc eracle thin:@ofsll.oracle.com: 1521:0LLDB

Wihat database account wser name do you want to use to create database connectons?

How do L. = M i i OFSLLREL
Name:
- Creste JDBC genaric data sources

‘What is the dastabase account password to use to create destabase connections?
» Creste LLR-enabled 1DBC data sources

System Status =
Haalth of Running Servers as of 10:04 AM Password:
[ Failed (0}
T Criveal (9) Confirm Password:
T Gwerlosded (0}
[ Warning (0}

ok (2}

What are the properties to pass to the JDBC driver whan creating dstabsse connections?

12. Click ‘Test Configuration’. The following window is displayed indicating a confirmation
message as ‘Connection test succeeded’.

ORACLE Weblogic Server Administration Consale 12c —/\

Change Canter @ Home Log Out Preferences Record Help | &

View changes and restarts Welcome, weblogic |Cumd to: OFSLLREL_domain
Mo pending changes axist, Click the Relazsa Home »Summary of Services >Summary of JDBC Data Sources

Configuration button to allow others to adit the Messages

domain,

4 Connection test succeeded,
Lock & Edit

Helencs Coniutaton Create a New JDBC Data Source

Test Configuration | | |Back | |Mext| ||Finish Cancel
Domain Structure R R R R

OFSLLREL_domzin Test Database Connection

[3-Domain Partitions B

Bl Environment Test the datzbase availability and the connection properties you provided.
Deployments

What is the full package name of JDBC driver class used to create database connections in the connection paal?

#-5anvices
Sacurity Reslms Mote = L

3 Interoperabil

- Diagnostics
Driver Class Name: | granie idbe. OracleDriver
What is the URL of the databas= to connect to? The format of the URL varizs by JDBC driver,
ML jdbc .oracle:thin:@ofsll.oracle.com:1521:0LLDE

How do L... =]

What databass account wser name do you want to us= 1@ create database connections?
» Creats JDBC generic data sources

Database U
» Crzzte LLR-enabled IDBC datz sources Name: e ‘OFSLLF\’_EL
System Status B What is the datzbase account password to use to create databasa connections?

Hezlth of Running Servers as of 10:05 AM

Failad {0}

T criseal 0) Password:
Overlozdead (0}
I Warning (0] Confirm P; d

! = ane . .
I oK (2} ! v
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13. Click ‘Next’. The following window is displayed.

ORACLE weblLogic Server sdministration Consale 12¢

Change Canter
View changes and restarts

No panding changss svist, Click the Relazss

Configuration button to allow others to edit the

domain.
Lock & Edit

Release Configuration

Domain Structure
OFSLLREL_domain
#-Domain Partitions
#-Emvironment
—Deployments
i*-Sarvices
Security Ri
F-Intaroperabilin
31 -Diagnostics

&) Home Log Out Preferences

Record Help |

N

&

Welcome, weblagic |Ca!met|:ad o: OFSLLREL_domain

Home >Summary of Senvicss >Summary of JDBC Data Sources:

Create a New JDBC Data Source
| Back | [Wexi] || Einish] | [ Cancel]

Select Targets

You c2n szlect one or mare targers o dzploy your new JDBC dara source. TF you don't selact 3 targer, the dets soures will
be created but not deployed. You will need to deploy the dats source at a latar time.

Servers

[] AdminServer

[] oFsLL_ManagedServer

WS_ManagedServar

| Back| [Teext | Finish |'C_=nne|:

How do I... =
» Create IDBC generic data sources

» Craste LLR-enabled IDBC data sources
System Status =]

Health of Running Servers as of 10:06 AM
Failed (0}

Criscal (3)

Overloaded (0}

[ Warning {0}

()

14. Select ‘WS_ManagedServer’ as the target Web service Server and click ‘Finish’. The
following window is displayed.
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Change Center

Wiew changes and restarts

Pending changes exist. They must be activated

to take effect
| « Activate Changes "]

Undo All Changes

Domain Structure
OFSLLREL_domain
[3-Domain Partitions
Environment

Deployments
Hh-Services

Security Reslms
[+ Intaroparabiliny
[#- Dizgnostcs

How do L...

= Craatz IDBC generic data sources
= Craatz JDBC GridLink data sources
= Creatz IDBC mult data sources

= Create UCP datz sources

= Create Proxy data sources

System Status

Hezlth of Running Servers 2= of 10:08 AM
~ Failed (0}
~ Critical (0]

[ Overloaded (0}

{8} Home Log Out Prafersnces

| Record Help

e < B

L=

Welcome, weblogic |a:md to: OFSLLREL _domain

Home >Summary of Senices >Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monimring

A JDEC data source is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up a data source on the JNDI tree and then borrow 3 database connection from a dam

source.

This page summarizes the JDBC dats source objects that have been crested in this domain,

¢ Customize this table

Data Sources (Filtered - More Columns Exist)

| Newew | [Deits Showing 1 to 9 of 3 Previous | Next
[ | name s Type | JINDI Name Targets
O | Ag-ms-D8 Generic | jdbc/agimsdb OFSLL_MznsgedServer
[ | jdbc/dbk10EnIEIBDS  Generic | jdbc/dbk105AIEIBDS W5_ManagadSarver
[ | LocalsveThlDataSource  Generic | jdbc/LocalSwcThbiDataSource | AdminSanver
[ | mds-adf Generic | jdbo/mds/adf Adi + OFSLL_|
[ | oFsLL Generic | jdbc/ofsiDBCONNDS d . OFSLL |
: 2 Admi , OFSLL_|

[ | opss—=udit-DBDS Generic | jdbo/AuditAppendDataSource WS,_ManagedSarver

o 1 F— y d , OFSLL_| o
[ | opss-sudit-viewDs Generic | jdbe/AudittiewDataSource | MRS, BEAL

o o Adh . OFSLL |
[ | opss-data-source Generic | jdbe/OpssDataSource WS ManagedSarer
[ | wisschemaDataSource  Generic | jdbo/WLSSchemzDataSource

New~ | | Delete

Showing 1 to 9 of 9 Previous | Next

15. Click ‘Activate Changes’.

Similarly follow the above steps to create the following data sources:
— jdbc/dbkwsDS
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ORACLE WeblLogic Server administration Consale 12c
Chsye Comtnr | {f Home Log Out Praferances [#=] Record Halp ! @,
View changes and restarts

Click the Lock & Edlit button to modify, add or
deleta items in this domain.

—  jdbc/INTHukWznGOb4es;j
E o B

Welcome, weblagic |Ccv:na:hed to: OFSLLREL_domain

Home »Summary of =< >Summary of JDBC Data Sources
Messages

Lock & Edit «# All changss have besn actvated. No restsrts ars necessary

Release Confguration

Summary of JDBC Data Sources

Domain Structure
OFSLLREL_domain

Configuration = Monitoring

A JDBC data source is an object bound to the INDI tree that provides database connectivity through a pool of JDBC
connections. Applications can look up a data source on the INDI tree and then borrow a databass connection from a daw
source.

This pags summarizes the JDBC data source objacts that have been craated in this domain.

b Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Ediit button in the Change Cantar to activate all the buttons on this page.

New Delete Showing 1to 9 of 9 Previous | Mext
How do L. -
e Name Type | INDI Name Targets
IDBC generic data sources .
AQ-IMS-DB Generic | jdbe/agymsdb OFSLL_Mansgedserver

JDBEC GridLink data sources
JDBC multi data sources

UCP data sources

jdbe/dbk105nIEIBDS

Ganaric
P

jdbe/dbk105nIEIBDS

W5_ManagedServer

TiDataSounce Lianeric

jdbefLocalSvcThlDataSource

AdminServer

Generic | jdbe/mds/adf
Generic | jdbc/of=liDBConnDS

ste Proxy data sources AdminServer, OFSLL_ManagedServer

AdminSsrver, OFSLL_ManagedServer

System Status AdminServer, OFSLL_ManagedServer,

WS5_ManagedServer

AdminServer, OFSLL_ManagedServer,

opss-zudit-DEDS Generic | jdbe/ A DataSource

Hezlth of Running Servers as of 10:08 AM

opss-auditviewDs Generic | jdbe/AuditViewDataSource

~ Failed (D) WS_ManagecSarver

_ Crincal (0) AdminSarver, OFSLL_}

= e opss-data-s ric | jdbc/OpssDat: ShuE ! . L
Overloadad (0) opss-data-sourca Ganaric | jdbc/OpssDamasource W5, ManmteciServer

3.2 Working with SSL

Itis not recommended to run OFSLL WebServices with the test certificates in production. You
have to get:

1. Vendor public production key/certificates for SSL handshake. These have to be imported
into weblogic truststore.

2. RO public production key/certificates to validate digital signature in the RO inputs. This
has to be imported into dIs_cacerts keystore mentioned in the configuration file.

3. Generate production grade public/private key signed by appropriate CA. The public key
has to be shared with RO so that they can validate digital signature in OFSLL requests.
The corresponding private key should not be shared, should be imported into dIs_cacerts
keystore mentioned in the configuration file and used to add the digital signature in RO
requests.

Additional Notes

e While testing with the test certificates, you may get error: ‘Signature verification failed
because RSA key public exponent [3] is too small’.

— As a fix, you need to add the following in the start-up script:
‘Dweblogic.security.SSL.allowSmallRSAExponent=true’

e You may encounter error: ‘java.security.InvalidKeyException: lllegal key size or
Cipher not initialize’.

— As afix add the following in the start-up script: ‘Dweblogic.security.SSL.nojce=true’

e You may encounter error: ‘java.security.InvalidAlgorithmParameterException: the
trustAnchors parameter must be non-empty’.

— As afix remove the -DUseSunHttpHandler=true’ SSL option if any from the startup
script.

3.21 Steps to Import Certificates to keystore

1. The JKS(dIs_cacerts) should be available under /WEB-INF/classes/config.
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2. Save all the certificates from the vendor website. Note to save the certificates in "Base-
64 encoded X.509(.CER)" and with extn .cer. Steps for saving certificates from the vendor

website:

e Click on the padlock and choose ‘View Certificates’.

(W e soucecom s e g ENRENGD il o

v
X

o § e

i i

e Click on the Certification Path tab and select the certificate with the ‘Name’ and ‘Issued
To’ the same as the user-defined ID.

General | Details | Certification Path |
Certification path

(53] GeoTrust Global A
I [55] GeoTrust S5L CA

BB vwww . oracle. com

Certificate status:

View Certificate

lms certificate is OK.

Learn more about certification paths

e Go to the Details tab.

| General | Details |cer Path |
Show: [(_.H) v]

Field value -
\-'ersion V3 =
|- | serial number 0266 db

| |signature algorithm shalRSA

[ signature hash algorithm shal

Issuer GeoTrust S5L CA, GeoTrust, L.,

[ ]valid from
-] valid to

[l s hviart

Sunday, July 28, 2013 7:12:5...
Saturday, March 08, 2014 2:1...
uuuuuuuu rla_rom_Cantant Ma

Learn more about certificate details

| EditPropertes... |
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3.2.2

3.2.3

3.3

e Click on the ‘Copy to File’ button, and click ‘Next’. Select ‘Base-64 encoding’ and save
the file somewhere on your local computer.

X

Export File Format
Certificates can be exported in a variety of file Formats.

Select the formak you want to use:

I Indade t

€ pers

IS lInde o
I5 Erooe=u
I | Defet

< Back | et > | Cancel |

3. Run following command to import certificate into JKS(dlIs_cacerts)

"keytool -keystore <Key store Path> /dls_cacerts -import -trustcacerts -file
<Certificate location in file system>\xxx.cer -alias <alias as mentioned in config file>

4. Run following command to view details of certificate like expiration date of certificate etc.

"keytool -list -rfc -alias alias <alias as mentioned in config file> -keystore <Key
store Path> /dIs_cacerts

"keytool -list -v -alias alias <alias as mentioned in config file> -keystore <Key store
Path> /dIs_cacerts

For more details on keytool refer the link: http://docs.oracle.com/javase/7/docs/technotes/
tools/windows/keytool.html

Enable SSL Debuqging

SSL debugging can be enabled by adding the following to managed server start-up script:
‘Dssl.debug=true’

Connecting to service supporting only TLS protocol

For WLS 12c by default (acting as a client) will send sslv2 hello for the SSL handshake to TLS
service. The TLS service will not respond to SSLv2 hello and the connection will be dropped.

The fix for the problem is to set Dweblogic.security.SSL.protocolVersion=TLS1 at the
Managed server level in which the WebServices have been deployed.

Create RouteOne Credentials and System Policies

In order Configure RouteOne, you need to create credentials and system policies.

1. Login to Oracle Enterprise Manager 12c (http://hostname:port/em).
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2. Onthe left panel, right click on OFSLLREL_domain and select Security > System Policies
> Credentials. The following window is displayed.
ORALCL & Enterprise Manager Fusion Middlewsre Control 12c Hi wesloge Domain ~ weblogic =

=== OFSLLREL_domain &

E== 45 webLopic Domain Sep 15. 2007 3:51:%0 P IST )
Diomain_OFSLLREL domein/OFSLLREL _damain > C
Credentials

the repostiony of security data that o he suthority of enities used by Jaws SE, Java EE, and ADF sppiications. Applications can use the Credential Stora, a single
prowi ore and manage their credentisls secursly.
re P

Vi Create man | -4 Create Key Credential ey b 5% Demen

Credential Type Description

» [~ ofshhnpEstenseindi

3. Click ‘Create Map’. The following window is displayed.

Create Map

Acredentialis uniquely identiied by a map name and a key name. Typically, the map name corresponds with the name of an application and all credentials with the same map name define a logical group of credentials, such as the credentials used by the application. All map names in a
credental store must be distinct

*MapName ofsilintrouteond  x

OK  Cancel

4. Enter Map Name as ‘ofsll.int.routeone’ and click ‘OK’.
5. Click ‘Create Key’. The following window is displayed.
Create Key x

Select Map ofsiLin.routeone ﬂ

*
Key routeone key store password

Type Password ﬂ

* User Name keystorePassword

* Password essssssess

* confirm

(I I X1 XY )
Password

Description Update keystore F‘assword

OK Cancel

6. Click ‘OK'.

Similarly you need to create the following Maps and corresponding keys as indicated in
following table.

Maps Key Name Username Password Description
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3.4

3.4.1

ofsll.in | routeone_key - keystore- changeit The keystore password
t.rou- store_password Password
teone
routeone_key_alias roKeyAlias routeone_- RouteOne's public key
pub_tst alias name.The public
key is needed to verify
the xml signature of the
request.
routeone_ss- sscroKeyAlia | ssc_route- OFSLL's private key
cro_key alias s one alias name. The private
key is used to sign xml
response to RouteOne
routeone_ss- sscroKey- demot- OFSLL's private key
cro_key passsword Password estSSCR1 password

You need to provide access permission for the below mapping. For details on how to set the
access permission, refer to section ‘Create Credentials and System Policies’ in Application

Installation guide.

Permission Class Resource Name Per_mlssmn
Actions
oracle.security.jps.service.cred- context=SYSTEM,mapName= read
store.CredentialAccessPermission | ofsll.int.routeone keyName=*
Deploying Webservices
Deployment of WebServices in Enterprise Manager
1. Download and unzip the WebServices - ofslixws.zip.
2. Following is a mapping of which EAR is needed for which service:
dbkls- dbkls-xxws.ws.app- | 9PKIs- dbkls-
XXWS.WS.app- XXWS.WS.app-
XXWS.Ws.app.ear dt.ear
ds.ear ro.ear

Dialerintegrator:
Service to integrate
with third party
dialer systems

DT Interface: To
receive loan application
from dealer track

DS Interface: To
receive edocs
application update

RO Interface: To
receive loan appli-
cation from route
one

CSSAccountDe-
tailsRequestSer-
vice: Service to
fetch Account
Details by account
number

DT Interface: To
receive loan applica-
tion/deal update from
dealer track

DS Interface: To
receive edocs
comment update

RO Interface: To
receive loan appli-
cation/deal

refresh from route
one

ORACLE




CSSAccount-
SearchRequest-
Service: Service to
fetch Account
Details by attrib-
utes such as
AccountNumber,
CustomerFirst-
Name, Customer-
LastName, SSN

DT Interface: To
receive comments from
dealer track

DS Interface: To
receive edocs
location update

RO Interface: To
receive com-
ments from route
one

CSSPostTransac- LOSPostStatusRe- LOSPostStatus-
tionsRequestSer- questService: To post RequestService:
vice: To post comments to dealer To post com-
different transac- track ments to route
tions such as one

update address,

update phone num-

ber, update ACH

details, etc

CSSAccountPay- LOSPostStatusRe- LOSPostStatus-
OffQuoteRequest- | questService: To post RequestService:

Service: To get the
account payoff
quote

application status to
dealer track

To post applica-
tion status to route
one

LOSeApplication-
RequestSer-
vice:Edocs
application update
service

ILOSPostDealerDe-
tailsService: To post
dealer details to dealer
track

ILOSPostDealer-
DetailsService:
To post dealer
details to dealer
track

LOSApplication-
RequestService:
Loan application
entry service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
SearchRequest-
Service:
Application Search
service

LOSApplication-
CommentUpdate-
Service: Edocs
application com-
ment update ser-
vice
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LOSPostStatusRe-
questService: Ser-
vice to post loan
application status

LOSApplica-
tionUpdateSer-
vice: Service to
update an existing
application

LOSCheckStatus-
RequestService:
Service to check
application status

LOSApplication-
AccountWebSer-
vice: Service to
create Account
number in OFSLL

LOSEContract-
Service: To
recieve contract
information from
RouteOne

3. Unzip all the ear files present:
— dbkls-xxws.ws.app.ear
— dbkls-xxws.ws.app-dt.ear
— dbkls-xxws.ws.app-ro.ear
— dbkls-xxws.ws.app-ds.ear

ORACLE



-bash-4.1% unzip ofsllxws.zip -d ofsllxws

Archive: ofsllxws.zip
inflating:
inflating:
inflating:
inflating:

-bash-4.15 cd ofsllxws

-bash-4.151s

o0fzl1lxws/dbkls-xxws.
ofsllxws/dbkls-x=ws.
o0fgllxws/dbkls-x=xwWS.
ofsllxws/dbkls-x=ws.

Wa.
W3.
wWa.
W3,

app-ds.ear
app—dt.ear
app-ro.ear
app.ear

dbkls-x8ws.ws,.app-ds.ear dbkls-xxws.ws.app—-dt.ear dbkls-xxws.ws.app.ear dbkls-xxws.ws.app-ro.ear
-bash-4.15 unzip dbkls-xxws.w2.app-ds.ear -d dbkls-xxws.ws.app-ds

Archive: dbkls—xxws.ws
creating: dbkls-xxws
inflating: dbkls-xxws
inflating: dbkls-xxws

. app—ds.ear

.wW3.app-ds/META-INE/
.W3.app-ds/META-INF/application.xml
.w2.app-ds/dbklz-rws-web-d=.war

-bash-4.15cd dbkls-xxws.ws.app-ds
-bash-4.1% 1s

ibkls-xws-web-ds.war E 2
-bash-4.1% unzip dbkls-zws-web-ds.war -d dbkls-xws-web-ds

dbkls-rws-web-ds.war

dbkls-xws-web-ds/WEB-INF/

dbklz-xws-web-ds /WEB-INF/clazzes/
dbkls-xws-web-ds/WEB-INF/classes/com/
dbkls—xws-web-da/WEB-INF/classes/com/afas/
dbklz-rws-web-ds/WEB-INF/claszes/com/ofas/f11/
dbkls—rws-web-da/WEB-INF/classes/com/ofss/f11/utilsa/
dbklz-rwz-web-ds/WEB-INF/classes/com/ofas/f11/xws/
dbk1s-xws-web-ds/WEB-INF/classes/com/ofss/fl1l/xws/dialerintegration/
dbkls—zws-web-ds/WEE-INF/classes/com/of=s/fl11/xws/exception/
dbkls-rws-web-ds/WEB-INF/classes/com/ofss/f11/xws/lockup/
dbkls—rws-web-da/WEB-INF/classes/com/ofss/f11/xws/xae/
dbklz-rws-web-ds/WEEB-INF/claszes/com/ofas/f11/xwa/xecl/
dbkls—xws-web-da/WEB-INF/classes/com/ofss/f11/xws/rcs/

irchive:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:
creating:

4. Open each of the unzipped files and unzip the war file.

-bash-4.1%1s -lart

total 7520

-rWw-r—--r-- 1 orafmw oinstall 1074660 Apr 10 08:47 dbkls-xxws.wWs.app.ear
—-rWw-r——r—— 1 orafmw oinstall 996280 Apr 10 08:47 dbkl=s-xxws.ws.app-dt.ear
-rWw-r—--r-- 1 orafmw oinstall 9%1947 Apr 10 08:47 dbkls-xxws.ws.app-ro.ear
—-rWw-r——r—— 1 orafmw oinstall 978700 Apr 10 08:47 dbkls-xxws.ws.app-ds.ear
—IW—-L————— 1 orafmw oinstall 4032431 Apr 10 15:09 ofsllxws.zip

drwxr-———-— 8 orafmw oinstall 40%¢& Apr 10 15:09

drwrr-xr-x 3 orafmw oinstall 4086 Apr 10 16:26 dbkl=s-=xws.wWs.
drwxr-xr-x 323 orafmw oinstall 40%6 Apr 10 16:26 dbkl=z-xxws.wWs.
drwrr-xr-x 3 orafmw oinstall 4086 Apr 10 16:26 dbkl=s-xxws.wWs.
drwxr-———-— & orafmw oinstall 40%& Apr 10 1l&:26

drwrr-xr-x 3 orafmw oinstall 40%6 Apr 10 16:26 dbkls—=xxws.wWs.app

-bash-4.15cd
-bash-4.1%1s

dbkl=—xxws.W=.app

T

dbkl=-xws-web.war
-bash-4.15unzip dbkls-xwWws-web.war

MElIOo-INE

Archive: dbkls-zxws-web.war

creating: WEB-INFE/
creating: WEB-INF/classes/
creating: WEB-INF/classes/com/
creating: WEB-INF/classes/com/ofss/
creating: WEB-INF/classes/com/ofss/£11/
creating: WEE-INF/classes/com/ofss/fl1l/utils/
creating: WEB-INF/classes/com/ofss/f11/xws/
creating: WEB-INF/classes/com/ofss/fl11/xws/dialerintegration,
creating: WEB-INF/classes/com/ofss/fll/xws/exception/
creating: WEB-INF/classes/com/ofss/f11/xws/lockup,

5. It creates a WEB-INF file

-hash-4.151s
dbkl=z-rws-web.war

T

After unzipping the war file to directory, the directory will have the following structure

e dbkls-xxws.ws.app / dbkls-xxws.ws.app-ds / dbkls-xxws.ws.app-dt / dbklsxxws.ws.app-
ro
e /dbkls-xxws.ws.app/dbkls-xws-web
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WEB-INF (directory)

---->classes (directory)

- config

- class files (in package folders)

_____ > lib (directory)

- jdom-2.0.6.jar

- OfslliCommonCSF jar

- soap-2.3.1.jar

> wsdl (directory)

- *.wsdl

----- >

*-java-wsdl-mapping.xml

----- > web.xml

..... > weblogic.xml

----- > weblogic-webservices.xml

----- > weblogic-webservices-policy.xml

..... > webservices.xml

6. To edit the web interface config files, navigate to the above WEB-INF > classes > config.

Edit the following configuration files with the application url and port.

For complete details on configuration parameters, refer to “Appendix - Configuration
parameters” section in Appendix chapter.

ds_servlet_init.conf-This is the configuration file only for edocs servlet interface

#### XML schema to use when validating incoming application update
#### (comments) messages

#### URL for OFSLL eDocs web service
LOSeApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSeApplicationRequestService
LOSApplicationCommentUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationCommentUpdateService
LOSApplicationLocationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ds/LOSApplicationLocationUpdateService

#### URL for OFSLL application update web service

dt_servlet_init.conf- This is the configuration file only for dealer track servlet interface

#### URL for OFSLL new application web service

LOSApplicationRequestServicelURL = http://<localhost>:<porty/dbkls-xws-app-dt/LOSApplicationRequestservice

#### URL for OFSLL application update web service

LOSApplicationUpdateServiceURL = http:f/<localhast>:<port>/dtkls—st—app—dtfLO%EFplicationUpdateService
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e ro_servlet_init.conf- This is the configuration file only for route one servlet interface

###%# URL for OFSLL new application web service

LOSApplicationRequestServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOShpplicationRequestService

###%# URL for OFSLL application update web service
LOSApplicationUpdateServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSApplicationUpdateService
#### URL for OFSLL e contract web service

LOoSeContractWebServiceServiceURL = http://<localhost>:<port>/dbkls-xws-app-ro/LOSEContractService

7. Login to Web Logic application server enterprise manager (e.g.: http://hostname:port/em)

SIGN IN TO

Domain  Domain_OFSLLREL_domain
* User Name
* Password

[ Login to Partition

oORACLE

Copyright © 1996, 2017, Oracle andior its affilistes. All rights reserved Oracle is a registered trademark of Oracie Corporation andior its affiiates. Gther names may be
trademarks of their respective owners

8. Enter valid login credentials. The following window is displayed.

ORACLE pri Fusion M Gontret 120 I Weblogic Domain «  weblogic = -
= OFSLLREL_domain @& Pa = v | AutoRefresh  OF
i WebLogic Domain = Sep 25, 2017 B:15:37 PM IST )

@ Information

Certain functienality on this page is available only when you own the edit session lock. To obtain the lock. click "Lock and Edit” in the Change Center menu.

Senvers Administration Server

= Name  AdminServer
3us
Host  ofsllin orace com

Listen Port 0001

Clusters Servers
0 » Vi v Create Delete | Conwal v 7
Chimlers Name Status  Cluster Machine State Healn Listen Part
AdminSenres{admin) < Running  OK 8001
OFSLL_ManagedServer i Running  OK o003
Deployments WS_ManagedServer + Running 0K B004
13
3ue
Domain Partitions
Domain Partitions
Resource Group Templates < >

Columns Hidden 34 Servers 3of3
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9. Expand the weblogic domain present in the left pane. The following window is displayed.

ORALCL_& Enterprizse Manager Fusion Middlewars Control 12c

T Wbl ogic Domain ~ weblogic = .

F= OFSLLREL domain & EEl = - suwreren or o]
1= WebLogic Domain = Edit Sessions et
& Information Leck & Edit

Certain functionality on this page is available only when you own the edit session lock. To obiain the lock. click "Lock and Edit™ in t

Sanvers Administration Server

3 Name  AdmnSarver
Up
Host  ofsilin.orack com ndo All

] ‘iew Restan Checklist
Freferences
Clusters Servers
- Help
i s Create Contral v [
Clustecs Name Status Cluster Machine State Health Listen Port
AdminServer{admin) = o Running oK 8001
OFSLL_ManagedServer s Runming  OK 002
Deployments e, + | B i
S
3w
Domain Partitions
Domain Partitions
Resource Group Templates < >
Columns Hidden 34 Servers 3of3

10. Right click on ‘WS_ManagedServer’ in left panel, select Application Deployment >
Deploy.

ORALCL_E Enterprise Manager Fusin Middleware Control 12c Wetlogic Domsin »  weblogic = e

==  OFSLLREL_domain & B> v | AuoRefech OF

=

Sep 26, 2017 B:15:37 PM IST ‘O
& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers Deployments

, Vew~ [lstowsl Dsployment + Overds v Conrol
. 3uw 7 & Deploy L ] ] ] ]

Name Status  State Healih Type Domain Part
ChistEs PR ofsiT44v14 4+  Acive oK Enterprisz Application
P | OfsliQuenet. 4+  Acive oK Enterprise Application
3
Clustars » | fliopss-rest 4+ Active OK Web Appiication
Deployments
. 3 L
Domain Partitions
Domain Partitions .
Resource Group Templates < >
Columns Hidden 4 Columns Frozen 1 Deployments 3of 3
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11. The following window is displayed.

OORACL & enterprise Manager Fusion Middiewars Conirs! 12s weblogie = -

OFSLLREL_domain @

L J =
Select Archive Seimct Targe: = =
Deploy Java EE Application: Select Archive Sack Stepiofe | Mext | Cancel
Scope

4 Information

Sefect = scope that you want to dedioy this sppscation to | Slobal ¥ e e

apo:
hive or i o Metadats Services (MDS) or

Jawe EE archives. Web Modutes (VAR files), EJS Modules (EJ8 JAR files), Resource Adapter Modules (RAR fles). Coherence Archives Application Dewalopment
GAR files). JDBC Modules, JMS Modules. and Rorary files (Jar files) can be deployed. Tou can siso deploy an explod chive that is Framework (Oracie ADF).
present share Enterprse Mansger is running

e I your application is & SOA
mposite. soA;
Archive is on the maschine where this VWeb browser is running Composite ceploymant wizs

o file chosen If your spplication is not & SC
sormpesite o it doss not reg
@ Archive or exploded directory is on the server where Enterprise Mansger is running, MDS repository or ADF

Browse.
rrenistration Gonsole.

Deployment Plan

e e el i e e e e R i man sem m ettt e e
et o 2 B o el e el b e e ri
application you do not have a deployment plan. one will be created il By during the
e = o
T e e
[ Choose fie | Mo file chosen
e S
. .
Click ‘Next’.
OORACL_€ enterprise Manager Fusion Middiewars Conirel 12c »
OFSLLREL_domain @
-

Deploy Java EE Application: Select Archive Sack  Step 1of4 | Mext | Cancel
S 4 Information
e e o N s

e o
. S e
s e ey A e e o
e I e e
TR e L e e e e e Rkt e
G P Wi e el Sen b
e
e = o e e ware i i Sreear = e e o
= Flimmsaieea
e e e
e e T i
e
] | o Sepinnel e el
e
Deployment Plan
e e R e et i el A o e
e e e e e e el s S e oo i
St ek o b oee o B b
e oce e o = e et

Deployment plan is on the machine whers this VWab brewser is running.

[Chicose il | o fiie chosen

Deploymant plsn is on the server wnare Enterprisa Mansger is running
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13. The following window is displayed. Select the server on which the WebService needs to
be deployed. Click ‘Next'.

ORACLE‘ Enterprise Manager Fusion Middleware Control 122

weblogic v
OFSLLREL_domain €
o ®
Selzct Archive Select Target Application Attributes
Deploy Java EE Application: Select Target Back |Sip2of4  Mext  Cancel

Select the WebLogic server or cluster that you want this application to be deployed to.

Select Name Type Deployed Applications
AdminServer Oracle Weblogic Server
OFSLL_ManagedServer Oracke WebLogic Server
o W3_ManapedServer Oracle Weblogic Server

14. The following window is displayed. Check the context root and select the Distribution
option as ‘Install and start application (servicing all requests)’. Click ‘Next’.

ORACL_E Enterprise Manager Fusion Middiewars Gontrol 12¢

OFSLLREL_domain @

- o -
Saisct Archive Select Targat Application Deploymeant Sattings
Arinotes
Deploy Java EE A ion: A i i Acttri Back Swp2ofs | Mest | | Depioy | | Cancel
- Hide Deployment Summary
Archive Type
Deployment Plan
o Target W
Scope =
Deployment Type
B Mame  dbkis-
Context Root of Web Modules
o b module specified in Document Type Definfion {OTD) based spplication.xml cannot be configured in Enerprise Manager. Enserpriss Mansger suppons schema based
Context Root
T
Distribution
® Instas and sta on (servicing all requests)
Im=t = i sdministration mass (sarvising enly Sdrinistration razussts)
Instasl onby. D
4 Other Ontions =

15. The following window is displayed. Click ‘Deploy’.

ORACL & prise Fusion o

srwrel 1zs wasioge -

OFSLLREL _domain @

Seimct Arcnive Select Target Amibues D Settings

Deploy Java EE ion: Deploy i Back |Siepacre Mext | Deploy | | Cancet

 Hide Deployment Summary

Archive Type Java EE Aos

Deployment Plan
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16. The following window is displayed. Click ‘Close’.

Deployment Succeeded

e is

Deploy " ication "dbiki:
Center to activate or undo the changes.

Deployment Mode

D

Deployed Archive

it hlog
Location dbkis-onws ws app.ear

Java EE Application (EAR file)

Target ¥

Install and start applcation (servics

ng all requests)

States U ows_|

Context Root  dbkis-ows-apo

4 Hide Progress Messages

3

ns/IOFSLLREL _domai

changes are pending activation. Exit the wizard and use the Change

in/sysman/uploadideployidbklsoows ws applarchivel

123 Seplemb=
{23 S=ptemb=:

{23 September 20

oy
01 /Madd

02:16:54 o'clock IST] Degicy cperation co

mzieted

10.184.87.13:9001/em/faces/as_emas_deployme..

17. If required, similarly deploy rest of the WebServices.

18. In case the context root has to be changed for the WebServices, it can be changed by
editing the application.xml or through the console. To change through console, login to
WebLogic Server 12c console (http://hosthame:port/console).

19. Go to Deployments > <select the service deployment> > Configuration General and
modify the context root to the recommended name as follows:

Service Service EAR Recommended Remark
Context
Webservices | dbkls- dbkls-xws-app If this the recommended context
XXWS.Ws.app.ear name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed
Edocs Inter- | dbkls-xxws.ws.app- | dbkls-xws-app-ds | If this the recommended context
face ds.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

Dealer Track

dbkls-xxws.ws.app-

dbkls-xws-app-dt

If this the recommended context

Interface ds.ear name is not used, then the Ser-
vice URLs in the configuration
files needs to be changed

Route One dbkls-xxws.ws.app- | dbkls-xws-app-ro | If this the recommended context

Interface ro.ear name is not used, then the Ser-

vice URLs in the configuration
files needs to be changed

20. Ensure that the application status is ‘Active’.
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4. Configuring Weblogic Policy on WebServices

After deploying WebServices, you must configure Weblogic Policy on WebServices.

To configure Weblogic Policy on WebServices

1. Login to WebLogic application server console (http://hostname:port/console). The
following window is displayed.

oRACLE WeblLogic Server Adminisirstion Console 12c

< B

Change Canter 1@ Home Log Our Preferances &l
View changes and restarts Welcome, weblogic | Cannected to: OFSLLREL_domain
Click the Lack & Srirbutton w modify, add or Hame
delete items in this domain,

Home Page

Lock & Edit
Information and Resources

telpful Tools Genera

Domain Structure » Configure spplications = Common Admmiinistration Task Descriptions
OFSLLREL_domain = Configure GridLink for RAC Data = Read the documentation

[~ Domain Partitions Source

= fsk a quastion an My Oracle Support

[# Environment

» Configure a Dynamic Chister
* Recent Task Stens

» Ser your console preferances

[ - Interoperabilicy = Oracle Enterpriss Mznager
[ Disgnastics

Domain Configurations

e Group Temy

» Resource Group Templates = WTC Servers
» Jolt Connection Pools

How do L. = Dk P 0rs + Resource Groups

« Search the configuration « Partition Work Managars - LogFiks
« Use the Changs Canter + Diagnostic Modules

= Record WLST scripts t + Deployments = Budit-in Dizgnostic Modulas
= Change Conscle preferences = Sarvers = Diagnostic Images
= Manzpe Console extensions + Clusters = Request Parformance
= Monitor ssrvers = Server Templates . Mzzzaging = Archives
= Migratable Targets = IMS Sarvers = Context
System Status Coherenca Clusters = Sore-and-Forwand Agents = SHMP
Health of Running Servers as of 9:25 AM Machines = IMS Modules » Intsreptors
T Failed (0) Wirtual Hosts = Pa.lh Services )
[ Critical (0} Virnal Targats = Bridges Charts and G
[ Owerozded (D) *+ Work Managers + Dats Sourcas = Monitoring Dashboard &
T Warring (0) = Concurrent Temolates = Persistent Stores -~
N (3 = Resnunre Mananement o VML Beniciio

2. Click ‘Deployments’ which is available on both side panels as marked above. The
following window is displayed.

oORrACLE WebLogic Server Administration Console 12c
@) Home Log Out Preferences [&]

Change Center

View changes and restarts

Click the Lock & Ealirbutton to modify, add or
delete izems in this domain.

Home >Summary of Deplyments

Summary of Deployments
Lock & Edit
© i Control a
Domain Structure This page displays the list of Java EE spglications and standslone application modules instafied to this domain.
CEREL i You can update (redenloy) or delete installed applications and modules from the domain by sslecting the checkbax next to the
[~ Domain Partitions application nams and then using the conrols on tis pags.
[}
To install 2 new application or module for deploymant to targets in this domain, click Install,
1G3
I [ Customize this table
[ Disgnostics
Dizgrosti Deploym
il Delete Showing 1110 20 0f 68 Pravious  Nes
[ | Mame < State | Health | Type Targets Scope Domain Partitions | Daploy
5] AdminSarver,
= [1| ac.oracle.domain.webapp.hatik- | Active Library | OFSLL_ManagedServer, Global 100
How do L.. = bundie{1.0,12.2,1.2.0) WS_ManzgedSarver
» TInstall an enterpriss application - :_ e - e gd;:?ﬁrver, el 156
= i oo S e ¥F.orac] zin.webapp.guava e rary . ManagedServar, Glol
= Configure 2n enterprise applicatios {L0.12.2.1.2.0) 'WS_ManagedServer
- L';\d.ab=. eploy) an enterpriss E?plicatinr- = AdrrinServer,
= Monitor the modules of an enterprise [ | act.orack domainwebappal- | Active Ubrary | OFSLL_ManagedServer, Global 100
application aps-=a{1.0,12.2.1.3.0) WS_ManagedServer
= Deploy E78 modes - s . e re | Adminserver,
= B 5 Weki spohication 5 coheranca-transaction-rar | Acrive | oK | Res0 OFSLL_Mznagedserver, Global 100
Install 2 Web applicatios = Adspter WS_MEHB?JSNE,
Pm— B [} Active |@ oK | ESPT® | WS Managedserver  Global 100
Health of Running Sarvers as of 5:27 AM L AdminServer,
(| Active | % DK 3l .| OFSLL_ManagedServer, Global 5
I Failed (0) ApPECaUON | e o nagedserver
I Critical {0} Erigart
) e pris= i al
[ Owerloaded (0} O = Fem Active & OK | Ao iE o | AdminServer Globs! 400 N
I Waming(0) — | WP mmmmantadkimnlniy iar
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3.

4.

Click on application name dbkls-xws-app on right side panel. The following window is

displayed.

ORACLE WebLogic Server Adminsiaion Consoie 126 s 2020 <o B

Change Center
View changes and restarts

Click the Logk & Edir button o modify, add or
delete izems in this domain,

! Lock & Edit |

Fielease Coniguration

Domain Structure
OFSLLREL_domain
Domain Partitions
Ervironment
Deployments
Services

Sacurity Rasims
Interoperability
Dizgnastics

-

BHEl

How do L. =

= Seart and stop & deployed enterprise
application

+ Configure 2n encerprise application

= Crezte 3 deployment plan

= Target an enterprise application o 2 server
instance

= Test the modules in an enterpriss apphcation

System Status =
Health of Running Servers as of 9128 AM

[ Failed(m
 — )
[ Overoadsd (1)
[ wWeming(®

Scroll down the page.

1@ Home Log Out Preferances [&] Record Help

Welcome, weblogic | Connected to: OFSLLREL_domain
Hamsz =Summary of Depiayments = dbkis-roowsawsapp

Settings for dblds-xcws.ws.app

i Plan | G : Security | Targets | Control | Testing | Menitoring | Notes

Click the Lock & Edlir button in the Change Canter to modify the semings on this page.

Save
Use this page to view the genes an i such as its name, the physical path to the apolication files,
the associzted plwment |:l|.anr and sz on, The table at the end of the page fsts the modules (such as Web zoolications and E1Bs)
that are int Click on the name of the module to view and update its configuration,
MName: dbhkis-soows.ws.2pp The name of this enterprise application.  More Info...
Scape: Glaba! Speciies if this enterprise application is scoessible
within the domain, 2 paribon, or & IESOUMCE GrouD
template, Mors Info...
Path: 1 w01/ Middieware/ Weblogici 2cHomey user_projecrs/ The path 1o the source of the deployable unit on the
domains! OFSLLREL_domain/ sysmany upload) deploy/ dbkls- Administration Server,  More Info...
sows. ws. g archivey' dbkis-onws. ws. spp. sar
Deployment {no plan specified) The path to the deploymant plan document on the
Plan: Administration Server, More Info...
Staging Mode:  (not specified) Specifies whether a deployment’s files are copied from
a source on the Administration Server to the Managad
s e i TRy g
preparation. More Info...
Plan Staging  (noc specified) Spacifies whather an application's deployment plan is
Mode: copiad from a source on the Administration Server
the Managad Sarver's qag::g area during application
preparstion. More Info.
Security Model: DOOnly The security modal that is usad to secure a deployed
module.  More Info...
Deployment |4 An integer value that indicates when this unit is
=k AL fve o s Saplojabl s n 2 N
startup.  More Info.
=1 Wsh Services ~
. . wieh
/CSSAcountDetsilsRequastSaniics b
; Web
JCSSACouNPay O QuateRagquastSanvica :
. Web
/CSSAccountSearchRequestSeniica N P
CSSPostTransactonsRequestSarvics ""‘d’s -
@ Dialerlntegrator Eﬂ
L0SPostDealerDetsilsService ety
@ LooklipRequestSarvice el
{@L0SApplicationfccountiebSarvice btz
o - Web
05ApplicationCommentUpdat=Service ey
5 a Web
LOSApplicationLocationUpdateSandics Senice
OSApplicationRequestSarvice Eﬂa
@ LSApplicationSasrchReruestSarica wies
web
Servica
: Web
LOSCalculssarsWabSarvic Y
A@LOSCheckStatusReguestSanics i
@L0SeApplicationRequestSanics “S;d\)n:e
Web
Servic
web
Servic
Web
Servic=
Showing 1w Lof L Previes N "
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5.
displayed.

ORACLE WebLogic Server Administration Console 12

Click ‘WebServices CSSAccountSearchRequestService’. The following window is

<3

Change Canter i) Home Log Out Preferences [&] Aecord Help L&
View changes and restarts Welcome, weblogic | Connecred to: OFSLLREL_domain
;s r Home =Su y of Deployments >dbks-xoco ¥ >CS54crountSeamchiReguestiSarvice >dbikis-

Chckihetack 8 Stuton omdfy i | 127> St e e >SS e

! Leck & Edit Settings for CS h

Fiizase Configuration Overview Configurstion | Security | Testing | Manitoring
Domain Structure
. A Web sarvice is 2 set of funcions packaged into 2 single entity that is available to other systems on 2 netwark, It is implementzd

O_PSLLREL._du i using 2 Java Web Servica (TWS) file, which is a Java clzss that uses JWS metadatz annottions to specify the shape and behavior of
[ Domein Partitions the Web sarvice.
e e Thi dislays th | of 2 degloyed Web ch 2= th that zppes he Deploy bl of th
is page jzrye the general con ration of a deg Web senvice, such 25 the name that rs in the Deployments tal e

ﬁﬁ;"a“ Adrmiristration Consoie, the name of the WAR or E18 JAR file in which # is packaged, 2nd name that appears in the WSDL ther
T e describes the Web sarvics.
i~ Sanuity Real
[#- Interoperability
[#- Diagnostics Deployment Name: dbk=-0ows.ws.app Mame of the Web senvics 2= it appears in the

Deployments bz, More Info...

Module Name: dbkdz-sws-webwar Name of the Wab senice anchive file, sither a WAR
file or E3B JAR file depending on the Web senice
features it implements.  More Info...

Service Name: CSSAcoountSezrchReguestSaniica Name of this Web senvice, This name appears in the

How do L... B WSOL file that defines the public contract of this Web
sarvice.  More Info...
« Install 2 Web ssrvice
« Szart and stop a Web senice
= Attach a WS-Policy file to 2 Web service
= Configure Web senvices
= Vigw the SOAP message handlers of 2 Web
service
= View the WSDL of a Web senice
» Testa Wb sarvice
= Monitor SOAP Web services
+ Monitor SOAP Web senice clients
System Status =
Health of Running Servers as of 5:31 AM
il £V

6. Select ‘Testing’ tab and click “?WSDL’ link in Test Point column adjacent to the service

name in the table.

ORACLE WebLogic Server Administration Consale 12c
Change Center @) Home Log Out Preferences [ Record Help
View changes and restarts

Click the Lack & Edirbutton to modify, add or

£

. °B

Welcome, weblogic | Connected to: OFSLLREL_domain

Home > Summary of Deplayments =dbkisomve we.pp >CSSAcoountSesrchReguesiServic >dbids-

delete itams in this domain. ki
! Lock & Edit Sattings for S h
Relezse Configuration Oveniew | Configuration | Security | Testing | Monitoring
Domain Structure
. Use this page 1o test that your Web service is degloyed and that it is working 2= expected, In the t=ble, expand the name of the Web
OFSLLREL domain senvice to see a list of its test paints,
[#- Domain Partitions
B Emiironment Deployment Tests
[~ Deployments:
[ Sarvices Showing 1 o1 of 1 Previous  Next
i+ Security Resims ;
¥ Interoprability MName « Test Point Comments
[ Dizgnostic
-cna (=] CS5AccountSearchRequestSendice Test paints for this WebSanice module.
Jdbbs-sws-3pp/CoSAmountSasrchRemuestSanice ANSDL WSDL page on s=rver WS_ManagedSarvar
Showing 1t 1of 1 Previous Nex
How do I... B

«+ Install 3 Wb s=rvice

Szart and stop a Web senice

» Attach a Wi-Policy file to 2 Web ssrvice

«» Configure Web services

o View the SOAP message handlers of = Web
sarvice

View the WSDL of a Web service

» Testa Web service

Monitor SOAP Web services

System Status
Health of Running Servers as of 5:31 AM

| —T))
Cririral {0}
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7. The following window is displayed. The WSDL will be accessible on http before applying

WS-Policy.

<?xml version="1.0" encodin

- <WL5G3NO0:definitions xmlins: WL5G3N3=

xmins:WLSGINZ="http:/ fcom fofss/fll /2ows /xcs / AccountSearch.wsd
NLSG3N1="http:/ fwww.w3.0rg/ 2001 /XMLSchema” xmlns: WL5G3N0="http://schemas.xmlsoap.org/wsdl/"
m fofss/fll/xws /xcs/ AccountSearch.wsdl"

targetNamespace="http:/ fco
h
C

=

'CSSACC
- =WL5G3NO:types>

<xsd:schema xmins="http://www.w3.0rg/2001/XMLSchema"
"http:/ /com.ofss.fll.oows. xcs f ICSSAccountSearchRequestService.xsd"”
xmins:xsd="http:/ fwww.w3.0rg /2001 /XMLSchema"

targetMamespac

vice =

"http:/ /schemas.xmlsoap.org/

wsdl/soap/"

xmins:tns="http: / fcom fofss /fll /3ows /xcs f AccountSearch.wsdl"

xmins:soap="http:/ fechemas.xmlsocap.org fwsdl/soap/"
:ns1="http:/ fcom.ofss.fll.xws.xcs/ICSS5AccountSearchRequestService.xsd” xmins: SOAP-
ENC="http://schemas.xmlscap.org/scap/encoding/"/>

xmins

= /WL5G3NO:types>

- =WLSG3MN0:message name="doAccountSearchStrORequest”>

=WLS5G3NO:part name

=/WL5G3NO:message>

=/WL5G3NO:message>

messag

'requestStr’ type="WL5G3N1:string"/>

<WLSG3N0:message name="doAcc chStr o
<WLSG3NO:part name

‘return” type="WLS5G3N1:string"/=

= WLSG3NO: portType name="AccountSearchRequestService" >
- <WL5G3NO:operation name
=WL5G3N0:input name="doAccountSearchStrO0Request”
WL5G3N2:doAccountSearchStrORequest”/ >
<WLSG3NO:output name="doAccountSearchStrOResponse”

"doAccountSearch™=

message="WL5G3N2:doAccountSearchStrOResponse"/ >

</WL5G3NO:operation=

</WL5G3NO:portType=>

- =WL5G3MN0:binding name="CSSAccountSearchRequestService” type="WL5G3N2:AccountSearchRequestService">

<WLSG3N3:binding transport="http:/ fschemas.xmlsoap.org/soap/http" style="rpc"/=>

- =WLS5G3NO:operation name="doAccountSearch™=

<WL5G3N3:operation styl

- =WL5G3NO:i

=<WL5G3M3:body us
</WL5G3NO:input=
- <WL5G3NO:output name
<WL5G3N3:body use=
</WL5G3NO0:output=>
=/WLSG3NO:operation=>

=</WL5G3NO:binding>

chstr

<=WLSG3NOD:service name="CSSAccountSearchReauestService >

Navigate to Configuration > WS-Policy tab.

oRACLE WebLogic Server Administration Console 12c

Change Center
View changes and restarts

Click the Lock & i button t modify, add o
delsta iarms in this domain.

Lock & Edit |

Domain Structure

OFSLLREL domain
Domain Partitions.
Erwiranmant

— Deployments
Services
Sacurity Realms
Interoperability
Disgrastics

!

=

How do L.

[

» Install 3 Web s=n.

Seart and stop a Web service

Attach = Wa-Palicy fila to 2 Weh szrvice

» Configure Web services

= View the S0AP massage handlers of 2 Web
s=rvice

= View the WSDL of a Web service

= Test 3 Web service

= Monitor SOAP Web services

= Monitor SOAP Web sarvica disnrs

@ Home Log Out Preferences (4] 7

Hame >Summary of Depioyments >kt
s s 2pp >CSSArtountSesrchRequestSenics

Settings for €S h vice

"doAccountSearchStrOResponse™ =
iteral” namespace="CSSAccountSearchRequestService"/=

rod Halp|

= mpp >CS5S

=S

iteral” namespace="CSSAccountSearchRequestService" /=

e < B

Welcame, weblagic | Connectad to: OFSLLREL domain

nSemrchifiagumsiSaryics >dbi-

Overiew | Configuration | Security | Tesing | Manitoring

General | Handlers  WS-Policy  Ports

This page lists the policy files that are amached w the endpaints and cperations of this Web service. The operations are listed below
the endpoint; dick on the + sign to view them. Click on the endpoint or operation name to attech a policy file. For example, you can

specify that the policy file apphes onfy for inbourd (request) SOAP messages, and so on.

'W5-Policy Files Associated With This Web Service
Click the Lack & Fdiir button in the Change Cantar to activase all the buttons on this page.

Showing 1 m 1 of 1 Previous  New

Service Endpoints and Operations

Policies

= CSSMmunﬁaamReuu&ﬂSen'ioel\

Showing L to 1 of 1 Pravious  MNaxt

System Status =]
Haslth of Running Servers as of 9:33 AM

T ceiled

Click ‘CSSAccountSearchRequestService’.
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10. In the below window, select ‘Weblogic’ and click ‘Next’.

ORACLE westogic server Asmrisraton conso 12 B o8

e T ﬁm@mmgmmm|
L Welcome, weblogic | Connecter to: OFSLLREL_domain
Mo ;El'dll\; changa exist, Chick the Releaze H:n-e —‘S..lﬁlrﬂrr;' of Deployments = dbkds-o umsiService > dbikis-
Configuration button to allow others to edit the i
o Configure 3 WebService policy
Lock & Edi
= Hack| [MNext| [Finish| ||Cancel
Configure the Policy Type for a Web Service
Domain Structure il o

Use this page to configurs which kind of palicies (WebLogic or OWSM) this Web Service will use.

Mate: Once you have added = policy to this Web Senvice, you will anly be able to add policies of the same type unless you remove all of
the palicies from this Web Service's endpoints and operations first,

Which kind of Web Service policies should this Web Service w=e?

(4] WebLagic
O 5] owsM

Hack| |Next| [Finigh Cancal |

How do L.. =]

= Instzll = Web service

= Stare and stop 3 Web service

» Attach a W5-Folicy file to a Web service

= Configure Web services

 View the SOAP message handlers of = Web
sarvice

= View the WSDL of a Web sarvice

= Test = Web service

Mionitor SOAP Web servicas

= Monitor SOAP Web service clients

System Status =1
Health of Running Servers as of 9134 AM

11. Select ‘policy:Wssp1.2-Https-UsernameToken-Plain.xml’ and click right arrow to move it
to the selected policies list.

ORACLE WebLogic Server Adminisiratan Console 125 s 22020 o

Change Center ) Home Log Out Prefersnces [53] Record Help La] wume.ueuagﬂmm: OFSLLREL_domain
e S i Ak Herme > Summany of v wem.app =055 smst Smricn = >CSS) i

Mo pending changes exist. Chick the Releese Configure & WebService policy

Configuration bution t= sliow others [o edit the

Oomain.

Finien | | | Cancei|
Lock & Eait
| WS-Palicy File for & Web Service Endpoint
REle3s2 Configuranan |

= to configure the WS-Poiicy file that is sssocizted with this Web Service =ndpaint.
Domain Structure

OFSLLREL dzemain * Endpaint Folisms window lists the WS-Folicy files that ar svsilatle for you i a=sacists to the Web Servics endpsint. Uss the armows i
F-Domricies Pesiitionss 3 the Chias=n Endpoint Foficies Labie, Ten click OK L sctivate yaur updale.

int Folicims

‘ndpoint Policies:

i sdpoint Policies: Chesen Endpaint Palicies:
e ] N53p1.2-2007-Wase1.d-Bootstrap-Was1.1-Sami2.0-Bearer.xmi [ policy-Wesp1.2-Hetps Plain.zcmi
N=sp1.2-2007-Wasel, 4 in-
Wsspl.2-EncryptBodyacmi
Waspl.2-Hitps-BasicAuthooml
Wsspl.2-Hetps-ClientCertReq.xml
Nssp1.2-Hitps-UsernameToken- Digest.aoml
Wespl.2-Hetps.ml
HewdoRe: ) ~m:1.2-§|g:-wm-nemerg.xml -
« Install @ Web service Naspl.2-SignBody.xmi . :
v Start end stop = Wab s=rice Ml 2yl b T P
Nsspl.2 WssL.0 Digest-X509 15. g
+ Aftach = WE-Palicy filz t2 = Web s=rice Waspl.2 Was L0 Plain-Y509-Basie256.xml &
+ Configure Web s=rvices Waspl.2-Wss1.0 Plain-X500-Tri 15 sl
+ Vimw the SOAP meszage fandiers o = Welh W53p1.2-Wes1.0-X509-Basic256.xmi
servics Wsspl.2-WasL. 1
# Vimw the WSDL of & Wb service Wsspl.2-Wssd, 1
v Test a Web srvice Ns3p1.2-WssL.0-X509-Triple DesRaalS.0ml
R e e Wsspl.2-WssL.1-DK-X509-Endersing.cmi o

Nspl.2-Was1.1-Di.cml
* Monitor SOAF Wab sarvics disnts = S
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12.

13.

Click ‘OK’.

ORACLE webLogic Server Administration Console 12c

Change Center
View changes and restarts

No pending changes exist, Click the Release
Configuration buttan to allow others to edit the.
ain.

Lock & Edit

Release Configuration

Domain Structure
FSLLREL_domain
~Domain Partitions
Environment
Deployments
“Services
Security Realms
£-Interoperability
“Diagriostics

Howdo L. B

« Create  deployment plan
« Update & deployment plan
« Specify a deployment plan
« Configure an enterprise appication

« Start and stop a deployed enterprise
application

« Target an enterprise applcation to 2 server
instance

« Test the madules in an enterprise application

System Status (=]
Health of Running Servers
i Failed (0)
I Critical (0)

Overloaded (0)

Warring (0)
e

@ Home Log Out Preferences ecord Help Q |

iome »Summary of Deployments >dbkis s CSSAccountSearchRequestSarvice

Save Deployment Plan Assistant
oK ‘ Cancel
Save Deployment Plan

You have made configuration changes that need to be stored in a new deployment plan.

Select or enter the path of 2 deployment pian file. The path must end with "xml. 1t s highly recommended that this il be named Plan, i’

Each plan should be located in its own directery, otherwise applications can inadvertently share deployment plan files. The plan file will be overwritten ifit already exists. Other files in the plan directory

may be overwritten as well

Path: Jscratch/Plan.xml
Recently Used Paths: (none)
Current Location: ofss52221038.in.oracke. com | scratch
rj anp
(b1
3 frwe12c
D optena
[P
3 work_srea

to[g‘ Cancel |

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Browse to any folder to save Deployment Plan and click ‘OK’.

ORACLE WwebLogic Server Administration Consele 12¢

Change Center
View changes and restarts
Pending changes exist. They must be activated
ke effect,
o Activate Chr

Undo All Changes

Domain Structure

FSLLREL_domain
~Domain Partitions

R Home Log Out Prefircnces et ‘ Q

Homa >Summary of Daployments »dbkimcas.ws.2pp >CSSAccountSearchRequestService
HMessages

& A new deployment plan has been successfully created in jscratch/Plan. xml.
& Your deployment configuration has been updated to indude the new plan.
Settings for CSSAccountSearchRequestservice

Overview | Configuration | Security | Testing | Monitoring

A Ve service is a set of functions packaged into a single entity thatis avaleble to other systems on @ nebwork. It is mplemented Using a Java Web Service (JWS) fie, which i @ Java dass that

uses WS metadata annotations to specify the shape and behavior of the Web service.

This page displays the general configuration of a deployed Web service, such as the name that appears in the Deplayments table of the Administration Console, the name of the WAR or EJ8 JAR

file in which it is packaged, and name that appears in the WSDL that describes the Web service.

“Diagnastics Deployment Name: dbkds-xaws. ws.app
Module Name: dbkds-xws-web.war
i CSSAccountSearchRequestService
How do L. (=]

« Install  Web service
* Startand stop a Web service

« Attach a Ws-Polcy fie to a Web service
« Configure Web services

 View the SOAP message handlers of a Web
service

* View the WSDL of a Web service
« Testa Web service

« Monitor SOAP Web services

* Monitor SOAP Veb service cients

System Status

Health of Running Servers
[ Faled)
[ Critical (@)
[ Overloaded (0)
[ waming®)
I oK ()

Welcome, weblogic ‘ Connected to: OFSLLREL_domain

Name of the Web service as it appears in the Deployments table, More:
Info.

Name of the Web service archive fie, either & WAR file or EJ6 JAR file
depending on the Web service features it mplements.  More Info

Name of this Web service. This name appears in the WSDL fle that defines
the public contract of this Web service.  More Info...

ORACLE



14.
shown when you access with http URL.

d with 1t. The d tree is shown below:

This XML file does not appear to have any style 1

Now you will be not able to access the WSDL on http port. Following message will be

—<env:Envelope>
<env:Header/>
—<env:Body>
—<env:Fault>
<faultcode>env:Client Access</faultcode>
<faultstring>5SL Required!</faultstring>
</env:Fault>
</env:Body>
</env:Envelope=

Note

For SSL communication, the vendor servers seek public certificates. Hence, you need to
download the certificates from vendor website and import into your java keystore. You
then need to configure Weblogic to present the certificates to vendor servers for success-

ful handshake.

15. Select the environment on the left pane. The following window is displayed.

ORACLE Weblogic Server Administraticn Console 12¢

Change Center &l Home Log OUt Prefersnces [2] #=c Help |
View changes and restarts T
Ty, =00 or Home Page

Information and Rescurces

= Configure applications

* Reac the documentstion

- A=k a question on My Orac Suppart

« Resource

up Templates

+ Ammouree Groups

* (Chenge Conacie preferences
+ Manags Conscés sxtensions

« Monitor servers

System Skatus

==l of Running Servers 2= of .58 AM

4-7

* Comman Administration Task Descrigtions

-

Wecaune, webhagie | st - OFSLLREL Bomei

NTC Ser

= Joit Connection Poals

ORACLE



16. Click ‘Servers’.
ORACLE Weblogic Server Administration Console 12¢ _A

Change Canter 1@ Home Log Out Preferences [ fecord Help (K=%

View changes and restarts Welcome, weblogic | Connectad w: OFSLLREL_domain
Click the: Lock & £t button o modify, add or Hame *Summany o Emviroament > Summiary of Servers

delete tems in this domain,

Summary of Servers
L Lock & Edit
Configuration | Control
Fielease Configuation = -

A sarver is 3n instance of Weblogic Server that runs in its own Javs Virual Machine (JVM) and has its own configuration.

= s This page summarizes e=ch server that has been configured in the current Weblogic Server domain.
Domain Partitions
Environment
-Deployments. ]

Sarvices
i~ Security Resims ¥ Customize this table
[ - Interoperability
[ Diagnostics Servers (Filtered - More Columns Exist)

Click the £ock & Edit button in the Change Canter to activate all the buttons on this page.

Mewi| [Clone| [Deist= Showing 1 to 3 of 3 Previous | Mext

Mame o Type Cluster Machine State Health Listen Port

P = i {dmi RUNNING |+ OK 3001
OFSLL_ManagedServer Configured RUNNING |« OK 3003

« Crests Managed Sarvers

N i, WS_Manzgadsarver Configurad RUNNING | &% 0K 9004

« Dalstz Mznaged Servers Few| [Chone| [Delete Showing 1to 3of 3 Previous | Mext

- Dslets the Administration Server
= Start and stop servers

= View objects in the JNDI tree

System Status =]
Health of Running Servers as of 10:06 AM
[ Faild(0)
[ cital{g)
[ Oweroaded (0}
[ Waming (0) b
i (2

17. Select the Server into which the WebServices are deployed.

ORACLE WebLogic Server Adminission Cansole 126 . 2020 <o B

Change Center 1 Home Log Out Braferances [a] fecord Help | |
View changes and restarts Welcome, weblogic | ‘Connected to: OFSLLREL_domain
Click the Lack & Fditbutton to modify, add or Hame =Summary of Emircament >Summary of Servers >WS_ManagedServer

delete izems in this domain. Settings for WS_Ma r—
! Lock & Edit |

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes
Release Configuration - Il L] I 1l |

General | Chster | Services | Keystores  S5L | Federation Serviees | Degloyment | Migration | Tuning | Overload
Concurrency | Haalth Monitoring | Senver Start | Wb Services | Cohersnce

Domain Structure
OFSLLREL_domnain

[ Dormzin Partitions
e i Click the Lock & Edit buttan in the Changs Canter m modify the sewings on this page.
[~ Deplayments Save
[ Sarvices
i~ Security Reslims
[ - Interoperability Kepstores ensure the sscure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view
I Disgnostics and define various keystors configurations, Thess settings help you to manage the s=curity of message ransmissions,
Keystores: Dema Identity and Demo Trust| Chan, Which configuration nues should be used for ﬁn\:ng
server's idantity and trust keystores?
Info...
Identity
How do T, B Demo Identity  kss://system/demoidentity The location of the demo identity keystors.  More
Keystore: Infou.
= Configurs identity and must
iz = Dema Identity  kss The type of the demo ide keystore, Generally,
Gl Keystore Type: e e o Hors T
» Setup S5L
Demo Identity |, qq0usssssssscens The: deamin enuty kejpmmre’s encryed pesplvese.
Shae o, = Passphrase: spplied. More Infoun.
Health of Running Servers as of 10:07 AM Trust
[ Failed(@ f
Dema Trust =5t (zystam) trust The location of the demo trust keystore.  More Info..,
Critical {0} Keystore:
Overloaded (0)
Warning (0} Demao Trust s The type of the demo trust keystore, Generally, this i
N o (3) Keystare Type: JKS or K55, Mare Info...
Dema Trust The demo trust keystore's encrypted passphrase, This v
Keystore is read only and changes will not be zpplied.  Morz
Passphrase: Info...
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18. Select ‘Keystores’.

ORACLE weblogic Server Adminstration Consale 12c

Change Center
View changes and restarts
No pending changes exist, Click the Relesse
Configurstion button to allow others to edit the
domain.

Lock® Edit

Release Configuration

How do L... =
- Configure identity and oust

+ Configure keystores

= Serup S5L

System Status =]
Health of Running Servers as of 10:09 AM
[ Faled(@

Crisical (@}

I
[ Owrlosded (0)
: 2

&) Home Log Out Preferences [&] Record Help @

Welcome, weblogic | Connec=d to: OFSLLREL_domain

Hams = Summary of Envirenment = Surnmary of Servers > WS_ManagedServer

Settings for WS_ManagedServer

‘Configuration | Proweccls | Logging | Debug || Monitoring | Control | Deployments | Services | Security | Motss
General || Cheter | Services s5L Services Migration | Tuning | Owerload

Concurrency | Health Monitoring | Server Start | Wb Services | Coherence

Save | |Cancel

Kysrorss ensure the sscure storage and management of privats keys and trusted cemificate suthorities (CAs). This page lets vou view
and define various keystors configurations. These settings help you to manage the security of message transmissions.

and Command Line

and Demo Trust

ORACILE weblLogic Server Adminstration Console 120

Change Center
View changes and restarts

Click the Logk & Eoit button w medify, add or
delete izems in this domain,

Lock & Edit

Domain Structure
OFSLLREL domain
[ Domain Partitions
[ Environment

(- Deployments.

[ Services

| Gecurity Reslms
13- Interoperability
[ Diagnostics

How do L.. =]

= Configure identity and wust
« Configure keystores

= SetupSSL

System Status =
Health of Running Servers as of 10:11 AM
[ Failed (0}

[ Criical {0}

[ Overloaded (0}

i Warning (0}

I G

Specify

- D
B e | @l

Welcome, weblogic | Cannectd to:; OFSLLREL_domain

183 Home Log Out Preferences [52]

s > WS_ManagedServer
Settings for WS_ManagedServer

Configuration | Protocols | Lopging | Debug | Monitoring | Control | Deployments | Services | Security | Motes

General | Chster | Services S5L

Serviczs | D Migration | Tuning | Cwerlad

Concurrency  Health Monitoring |~ Server Start | Wb Services | Coherence

Click the Lack & Edlir button in the Changs Canter to modify the semtings on this page,

Save

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view
and define various keystore configurations. Thess settings help you to manage the security of message transmissions,

Keystores: Customn Identity and Custorn Trust

Change

Identity
Custom Identity Keystore:

Custom Identity Keystore Type: The type of

using the Oracle Kay Store Sarvice, thi
beKS5  More Info...

Custom Identity Keystore

Passphrase:

‘Confirm Custom Identity Keystore
Passphrase:

Trust

Custom Trust Keystore: . For 2 JKS
name. For an
y=tore, the source is

Custom Identity Keystore: Java keystore holding the certificates
Custom Trust Keystore: Java keystore holding the certificates
Custom Identity Keystore Type: jks

Custom Trust Keystore Type: jks

%Keystore Passpharses: keystore password

ORACLE

- N



20. Click Save. The WSDL can be accessed on https port as below. The WS-Policy will be
shown in WSDL.

="UTF-8"7>
(WLSG3IN3="http:/ /schemas.xmlsoap.org/wsdl/soap/"
http:/ /com/ofss/fllfxws/xcs/AccountSearch.wsdl"

xmins
xmins ="http:/ /www.w3.org/2001/XMLSchema” xmins:WL5G3N0="http://schemas.xmlsoap.org/wsdl/"
xmin targetNamespace="http:/ fcomfofss/fll/xws/xcs/AccountSearch.wsdl”

name="CSSAccountSearchRequestService =
- =WL5G3NO:types>
«<xsd:schema xmins="http:/ /www.w3.0rg/2001/XMLSchema"
targetMamespace="http:/ /com.ofss.fll.xws.xcs/ICSSAccountSearchRequestService.xsd"
xmins:xsd="http:/ /www.w3.0rg/2001/XMLSchema"
xmins:tns="http:/ fcom/ofss /fll / xws/xcs/ AccountSearch.wsdl"
cap="http:/ /schemas.xmlsoap.org/wsdl/socap/"
ns1="http:/ /com.ofss.fll.xws.xcs/ICSSAccountSearchRequestService.xsd” xmins:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/"/=
</WLSG3N0:types=
- =WL5G3MN0:message name="doAccountSearchStrORequest”>
<WLSG3NO: part name="requestStr" type="WL5G3N1:string"/>
=/WL5G3N0:message=

- =WL5G3N0:message name="doAcc chStr p "
<WL5G3NO: part name="return” type="WL5G3N1:string"/>= L\\)
=/WL5G3N0:message=

- =WLSG3N0:portType name="AccountSearchRequestService"=
- =WLSG3NO0: operation name="doAccountSearch”™=
<WL5G3NO:input name="doAccountSearchStrORequest"’
message="WL5G3N2:doAccountSearchStrORequest’/>
= WL5G3NO: output name="doAccountSearchStrOResponse”
message="WL5G3N2:doAccountSearchStrOResponse"/ =
</WL5G3NO:operation=
</WL5G3N0:portType>
- =WL3G3N0:binding name="CSSAccountSearchRequestService” type="WL5G3N2:AccountSearchRequestService'=
<WLSG3N3:binding transport="http:/ fschemas.xmlscap.org/soap/http" style="rpc"/>
- «=WL5G3N0:operation name="doAccountSearch™=
<WL5G3N3:operation style="rpc"/>
- <WL5G3NO:input name="doAccountSearchStrORequest'=
<WL5G3M3:body use="literal" namespace="CSSAccountSearchRequestService"/=
</WL5G3NO:input=
- <WL5G3ND:output name="doAccountSearchStrOResponse™ =
<WL5G3N3:body use="literal" namespace="CSSAccountSearchRequestService"/=
</WL5G3NO:output=
</WL5G3NOQ:operation=
=/WL5G3N0:binding> v
- =WL3G3N0:service name="CSSAccountSearchReauestService"=

Apply WS-Policy policy:Wssp1.2-Https-UsernameToken-Plain.xml to the following
WebServices.

e CSSAccountDetailsRequestService

e CSSAccountPayOffQuoteRequestService
e CSSAccountSearchRequestService

e CSSPostTransactionsRequestService
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5.1

5.2

5. Verifying Successful Installation

Steps to Verify Successful Webservices deployment:
1. Ensure that the state is ACTIVE and health is OK in the Weblogic

2. Accessing the WSDL using: http://<hostname>:<port>/<context root>/
CSSAccountDetailsRequestService?WSDL and receiving error: “No valid XML found”

Steps to Verify Successful Interface (Route One) de-
ployment:

1. Ensure that the state is ACTIVE and health is OK in the Weblogic

2. Accessing the interface URLs mentioned below from the browser and receiving error: "No
valid XML found™:

e "http://<hostname>:<port>/<context root>/postdi2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postds2xws?xaeprc
e "http://<hostname>:<port>/<context root>/postro2xws?xaeprc
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6.1

6.2

6. Enable Logging

Enabling WebService Log

It is not recommended to enable WebServices log while running in production environment.
The logging should be enabled in production only for debugging purpose by following the
below mentioned steps.

1.

The log file path has to be specified in ‘logging.properties’ file.

2. The file is available inside config folder. Navigate to dbkls-xxws.ws.app/dbkls-xws-web/
WEB-INF/classes/config
— Edit the following with the log file path:
java.util.logging.FileHandler.pattern=<Path>/dbkls_xws_%g.log
3. Restart the managed server (in which services are deployed) with the following
argument:
Type Description
Argument Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties
Example nohup ./startManagedWebLogic.sh -
Djava.util.logging.config.file=<Path of the
above logging.properties file>/log-
ging.properties &

4. The login levels can be set through the logging.properties file. Un-comment the level

required in the logging.properties file
— #com.ofss.fll.xws.level=FINEST
—  #com.ofss.fll.xws.level=FINER
— #com.ofss.fll.xws.level=FINE
—  #com.ofss.fll.xws.level=CONFIG
— #com.ofss.fll.xws.level=INFO

Enabling SQL Log for WebServices Component

It is not recommended to enable WebServices SQL log while running in production
environment. The logging should be enabled in production only for debugging purpose by
following the below mentioned steps:

1.

The CMN_DEBUG_LEVEL system parameter should be enabled and set to appropriate
non-zero value.

The CMN_DEBUG_METHOD system parameter should be enabled and set to
appropriate non-zero value.

6-1 ORACLE



3. The respective package debug level for the webservice should be enabled and set to
appropriate non-zero value in system parameter. Please refer the below table to for the
service and debug level mapping.

Service

Functionality

Dialerintegrator:
xcsadi_em_100_01

To receive loan applica-
tion from dealer track:
XAEPRC_EM_100_01

To receive edocs
application update
: XAE-
EDS_EM_100_01

To receive loan
application from
route one:XAE-
PRC_EM_100_01

CSSAccountDe-

tailsRequestSer-

vice:

XCSPRC_EM 100
01

To receive loan applica-
tion/deal update from
dealer track: XAEUP-
D EM 100 01

To receive edocs
comment update :
XAE-

EDS EM_100 01

To receive loan
application/deal
refresh from route
one : XAEUP-

D EM 100 01

CSSAccount- To receive comments To receive edocs To receive com-
SearchRequest- from dealer track : location update : ments from route
Service: XAEPRC_EM_100_01 | XAE- one: XEAUP-
XCSACS_EM_100 EDS_EM_100_01 | D_EM_100_01
_01
CSSPostTransac- | To post comments to To post com-
tionsRequestSer- | dealer track: XAECH- ments to route
vice: K_EM_100_01 one: XAECH-
XCSUP- K_EM_100_01
D_EM_100_01
CSSAccountPay- To post application sta- To post applica-
OffQuoteRequest- | tus to dealer track: tion status to route
Service: N/A XAECHK_EM_100_01 one: XAECH-
K_EM_100_01

LOSeApplication-
RequestService:
XAE-
EDS_EM_100_01

To post dealer details
to dealer track: XPR-
PRC_EM_100_01

To post dealer
details to dealer
track: XPR-
PRC_EM_100_01

LOSApplication-
RequestService:
XAE-

PRC_EM_100_01

LOSApplication-
SearchRequest-
Service:

XAE-
QUE_EM_100_01

LOSApplication-
LocationUpdate-
Service:

XAE-
EDS_EM_100_01
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Service

Functionality

LOSApplication-
CommentUpdate-
Service:

XAE-

EDS_EM 100 01

LOSPostStatusRe-
questService:
XAECH-
K_EM_100_01

LOSApplica-
tionUpdateSer-
vice:

XAEUP-
D_EM_100_01

LOSCheckStatus-
RequestService:
XAECH-
K_EM_100_01

LOSEcontractSer-
vice:

XACPRC_EM_100
01

ORACLE



7. Configuring RESTful WebService

Follow the below steps to configure RESTful WebService.

e Create Data Source for RESTful WebService
e Deploy RESTful WebService

Create Data Sources for RESTful WebService

1. Login to Oracle Weblogic 12c console (http://hostname:port/console).
ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in t work with the WebLogic Server domain

Username:

Password:

2. On successful login, the following window is displayed.

ORACLE Weblogic Server Administration Consale 12¢

Change Canter
View changes and restarts

Click the Lock & Editr button to modify, add or
delete items in this domasin.

Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
+H-Domain Partitions
1 Environment
—Deployments
}-Sanvices
i—-Sacurity Reslms
FH-Interoperabiliy
- Diagnostics

How do I... =]

Sarch the configuration

Use the Change Canter
Record WLST scripts

Change Consale preferences

Manage Console extensions

Monitor servers

{8 Home Log Dut Prefersnces

Home

Home Page

Information and Resources

Configure applications

Configure GridLink for RAC Data
Source

Configure a Dynamic Cluster
Recent Task Status
Set your console preferences

Oraclk Enterpriss Manager

Domain Configurations

Domain Partitions

Partition Work Managers

Sarvers
Clusters
= Server Templates

System Status =

Hezlth of Running Servers as of 11:23 AM
[ Faied(n)
[ " Critical (0)

.

= Migratzble Targets
Coherence Clusters
Machines
Virtuzal Hosts

Virtual Targets

7-1

e B

Welcome, weblogic |c.:r.m;ngd to: OFSLLREL_domain

i Help | Q

Common Administration Task Descriptions

Read the documentation

Ask a question on My Oracle Support

+ Resource Group Templates = WTC Servers

= Jolt Connection Poais

l=source Groups

g Files
- Dia

ostc Modules

Deployments = Built-in Diagnostic Modules
» Disgnostic Images

= Request Performance

= Messaging = Archives
= IMS Servers = Context
= Swre-and-Forward = SNMP
Agents

= Intercaptors

IMS Modules

Path Services

Bridges

ORACLE



3. Click Domain Name > Services > Data Sources. The following window is displayed.

ORACLE WeblLogic Server administration Console 12¢

Change Canter
View changes and restarts

Click the Lock & Edlit button to modify, add or
delete items in this domain.

Lock & Edit

Release Connguration

Domain Structure

OFSLLREL_domain
#F-pomain Pertitions

3}-Messaging

Data Sources
Parsistant Stores

=ign JNDI Providers

-XML Entity Caches
jcom

i—Mail Sessions

How do L.. =]

Creste IDBEC generic data sources

Create JDBC GridLink data sources

Create JDBC multi data sources
» Creste UCP data sources

s Creste Proxy data sources

System Status

Hezlth of Running Servers as of 7:58 PM
[ Faied(0)

[ Critical (0)

Overloaded ()

4. Click ‘Lock & Edit’
Data Source’.

{8} Home Log Out Prafersncas

e ° N
LS

Welcome, weblogic |Gnu1ertzd to: OFSLLREL_domain

Help |

Home =Summary of JDBC Data Sources

Summary of JDBC Data Sources

Configuration = Monitoring

A JDBC data sounce is an object bound to the JNDI tree that provides database connectivity through a pool of JDBC

connactions. Applications can
source,

This page summarizes the JDBC data source objects that have been crested in this domain.

| Customize this table

Data Sources (Filtered - More Columns Exist)

Click the Lock & Edir button

look up a data source on the JNDI tree and then borrow a database connection from a data

n the Change Center to activate all the buttons on this page.

MNew ~ Delete Showing 1 to 9 of 9 Previows | Next
Name & Type |INDIMame Targets
AG-IM5-DE Generic | 3dbc/agimsdb OFSLL_Manzgedserver
jdbe/dbk105nIEIBDS Generic | jdbc! JBDS WS._|
LocalSveTolDataSource  Generic | jdbo/LocalSweTblDataSource | AdminServer
mds-adf Ganeric | jdbc/mds/adf AdminSenser, OFSLL_ManagedServer
OFSLL Generic | jdbc/ofsliDBCoNNDS AdminServer, OFSLL_ManagedSarver
= AdminServer, OFSLL_ManagedServer,
opss-audit-DEDS Generic | 3dbc/AuditAppendDataSource W b
e 3 woTe AdminServer, OFSLL_ManagedServer,
= iy 4 . |
opss-audit-viewDs Generic | jdbe/ AuditviewDataSource WS, ManegedServar
= 1l AdminSenver, OFSLL_ManagedServer,
opss-data-source Generic | jdbc/OpssDataSource WS, ManagedServer
WLSSchemaDataSource  Generic | jdbc/WLSSchemaDataSource
N
New - Delete

ORACLE Weblogic Server Administration Console 12¢

Change Center
View changes and restarts
No pending changes exist, Click the Release
Configuration bumon to zllow others to adit the
domain.

Lock & Edit

Release Configuratian

Domain Structure
OFSLLREL_domazin
[3-Domain Partitions
@ Environment
i—Deployments
E}-Services
- Massaging
—Data Sources
Persistent Storss:
i—Forsign JNDI Providers
wiork Contexts
XML Registries
XML Entity Caches
jEom
i—Mail Sessinns

How do L.

m

Crezte JDBC generic dats sources

Crazte JDBC Gridlink data sources

Crezte JDBC multi data sources

= Create UCP data sourcas

= Provy dats sources

System Status =]
Heszlth of Running Servers as of 7:58 PM

Failed {0}
Critical (0)

Onarinadad (o)

{8 Home Log Out Braferences

Home > Summary of JDBC Data

Summary of IDBC Data Sources

Configuration  Monitoring

A JDBC data source s an object bound to the JNDI tree that provides detabass connectivity through & pool of JDBC
connections. Applications can leok up a data source on the INDI tree and then borrow a database connection from a data

source,

This page summarizes the JDB

¢ Customize this table

Data Sources (Filtared - More Columns Exist)

Showing 1 to 9 of 9 Previous | Next

button on the left panel. Click ‘New’ on right panel and select ‘Generic

Record Help La,

<> B

Welcome, weblagic | Connected to: OFSLLREL_domain
Sources

C data source objects that have been crestad in this domain.

| New~ | [Delet= Showing 1to0 9 of 3 Previous | Next
Generic Data Sou
Type | INDIName Targets
GridLink Data Sour
Multi Daa Souros Generic | jdbc/2gymsdb OFSLL_Manzgedserver
Priny Dot Soree. P 00 jdbc/dbk10SnIEIBDS W5_ManagedSarver
\UCP Dats Source Lrce  Generic | jdbc/LocalSvcThIDamSource | AdminSanver
T Generic | jdbc/mds/adf Ad , OFSLL_ ! d
[ | oFsie Genaric | jdbc/ofeiDBCONNDS AdminServer, OFSLL_ManagedSarver
= S ; Admi . OFSLL_M; d
[ | opss-2udic-DEDS Generic | jdbc/AuditAppendDataSource W5, ManageciServer
el Ad OFSLL o
A : . %
[ | opss-audit-viewDs Generic | jdbe/ AuditViewDataSource WS ManagedSarver
e s Admi + OFSLL_| d
[ | ops=-data-source Generic | jdbo/ OpssDataSource WS, ManagedSarver
[ | wiSSchemaDstaSource  Generic | jdbo/WLSSchemaDataSource
| New~ | [Delste

Showing 1to 9 of 3 Previous | Mext
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5. The following window is displayed.

ORACLE Weblogic Server Administration Console 12¢

E________°B

Change Canter @ Home Log Out Preferences Record Help
View changes and restarts Welcome, weblogic |Cuzmetted to: OFSLLREL_domain
Mo pending changes exist, Click the Releasa Hame >Summary of JDBC Data Sources
g:nffurat.on button to sllow others to edit the T — Sl Oy —
main,
Lock & Edit Batk| [Nest|

Fiich | Gancal|
Release Configuration

JDBC Data Source Properties
Domain Structure
OFSLLREL_domain * Indicates required fizlds
H-Domain Paritons o

What would you fike to name your new JDBC datz source?

—F-Services ¥
") Masszging 45 * Name: OfSIREST
+—Datz Sources
i~ Persistent Stores
—Foraign JNDI Providers

What scope do you want to creste your datz source in F

—Work Contexts : o
Scope: T

i--XML Registrias Global | v

—¥ML Entity Caches

jCoMm W What JNDI name would you like to assign to your new JDBC Datz Source?

Ml Sessinns

(5] INDI Name:

How do L. z 3dbc/0£s11RSDS

= Crezte JDBC generic data sources

= Creste LLR-enabled JDBC data sources

System Status E

Heazlth of Running Servers as of 7:59 PM What database type would you fike to select?
— fatd

| Faiiecf0) Database Type: |Oracle

Crizical (1)

Overlozded (0}
il Back | | Next |cin|sh | Cancel
[ Warning (0] Jibdex

()

The following proparties will be used to identify your new JDBC data source,

6. Specify the following details:
— Enter Data source Name
— Enter the JNDI Name as ‘jdbc/OfslIWSDS’.
— Select ‘Oracle’ as Database Type.

7. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Consols 12¢

Change Canter
Wiew changes and restarts

Mo panding changes sxiss. Click the Ralesss

Home Log Out Braferences Record Halp

@

Home > Summany of IDBC Data Sources

<

e

Configuraton button to aliow others to =dit the T e —— L T r—
Lock & Edit Back | [reext Finish Cancel
Release Con

IDBC Data Source Properties
Domain Structure

OFSLLREL_domain

H-Domain Partsons -~
Database Oracle
Type:

supported by Oracle weblogic Serve:

Database
Drivar:

Sson | | remt Finizh Canest

—XML Enusy Caches
jComM ~

il Sessinos

The following properties will be used to identfy your nev JDBC data source.

Wihat darabass drivar would you like to use mo crasts datsbasa connectons? Mote: T indscates that the drivar is axplicthy

*Oracle’s Driver (Thin} for Service connections; Wersions_Any

Howe da I... =

- o=

DB genarc dars sources

=st= LLR-enabled JDBC data sources

System Status

[0}

Himslth of Runming Servers == of 2:00 BM
[ Faiedco)

= al (0

o loaded (0}
I T warning (0)

I ok (3)

8. Select the Database Driver ‘Oracle's Driver(Thin) for Services

connections;Versions:Any’.

ORACLE



9. Click ‘Next’. The following window is displayed.
ORACLE Weblogic Server Asministration Console 126 _A

Change Center B Home Log Out Praferences 5] Record Help | La
View changes and restarts Welcome, weblogic |Cam.aﬂzd to: OFSLLREL domain
Ko pending changas sxist, Click the Release Home >Summary of JDBC Data Sources
Confi tion button to sllow others to edit th
e =l others ® | | Create a New JDBC Data Source
Lock & Edit

| Back | | Meest | | Finish | Cancel |
Release Configuration

ion Options
Domain Structure

You have selected non-XA JDBC driver o create database connection in your new data source.
OFSLLREL_domain

H-Dom sans? - = X
] Diomiiss Pa e ~ Does this data source support global wansactions? If yes, pleass choose the ransaction protocol for this data source.
&} Emvironment .
L Dreployments ] Supports Global Transactions
Services
31-Messaging Select this option i you want to enzble non-XA JDBC connections from the data source to participate in global transactions
1 b using the Lagging Last {LLR) ] Recommended in place of Emulate Two-Phase Commit.
—~Data Sources
Persistant Stores —~
oL Last Resou
—Forsign JNDI Providers s e e
—Work Contesxts
H xr:L Regictriss Select this option if you want o enable non-XA JDBC connections from the data source to emulate participation in global
2 transactions using JTA. Select this option only # your applic=tion can molzrata hauristic condisions.
XML Entity Caches

JCOM B

) Emulate Two-Phase Commit
i-Mail Sescinns,

How do I... =] Select this option f you want to enable non-XA JDBC connections from the data source to participate in global transactions
wusing the one-phass commit transaction processing. With this option, no other resources can participate in the global
- Creste JDBC generic data sources Transaction.

= Create LLR-enabled IDBC data sources (® One-Phase Commit

System Status [=] Back| | Mext | Finish | Gancel
Heslth of Running Servers == of 8:02 PM

[ Failed (0}
[ crscal(a)
[ Cwerloaded (0}
[ Waming {0}
I K (3)

10. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server Administration Consale 12¢ _ "

Change Center {8 Home Log Out Preferences Record Halp | | @
View changes and restarts Welcome, weblogic |Cum\etted to: OFSLLREL_domain
No pending changes evist, Click the Release Home »Summary of JDBC Data Sources
Canfiguration butron to allow others to adit th
d::?g:ra n o Flow others ® Create a New JDBC Data Source
Lock & bt [Back| [Mext| | Fifich | [ Gzncel
Release Configuration
‘Connection Properties
Domain Structure Define Connection Properties.
OFSLLREL_domain
"“'Doms"} Partitians A What iz the name of the databass you would like to connect t?
[#}-Environment
L Degloyments Database Name: OLLDEB
Eh-sarvices
[#1-Messaging What i= the nzme or IP address of the databass s=rver?
i—Datz Sources
Parsistent Stores Host Mame:
= ofsll.oralce.com
—Forsign JNDI Providers
ri Contexts
XML Registries What is the port on the datzbase server used to connact to the databasa?
XML Entity Caches
Jcom o] | R 1521
—Mail Sessings
How do L. B What database account user name do you want to uss % creats datzbase connections?
» Crzztz JDBC generic data sources Database User Name: OFSLLREL
+ Crzatz LLR-znablzd 1DBC datz sources S
What is the datzbase zccount password to use to creste datzbase connections?
System Status B
Password:
Hezlth of Running Servers 25 of 8:07 PM
T Faied (0)
Faied () Confirm Password: ®
Critical ()
Overlozaded (0}
[ Waming (1) Additional Connection Properties:
I ()
i oracle.jdbc.DRCPConnectionClass: v

11. Enter the Database details.
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12. Click ‘Next’. The following window is displayed.

ORACLE WebLogic Server administration Conzale 122

Change Canter

View changes and restarts

No pending changes evist, Click the Release
Configuration button to allow others to edit the
domain,

Lock & Edit

Release Configuration

Domain Structure

OFSLLREL_domazin
[#-Domain Partitions
[#Environment
i Deploymants
[=HSanvices
[#}-Masszging
—Data Sources
i~ Persistent Stores
—Faorzign INDI Providers
—Wark Contexts
i~ XML Registries
XML Entity Caches
oM

—Mail Seezings

How da L.. 2]

» (reate IDBC generic data sources

+ (Create LLR-gnabled JDBC datz sources

System Status 2]

Health of Running Servers as of 8:07 PM

[ Faled(D)

T criscl(0)

l— Overlozded (0)
Warning (0]

—

@ Home Log Out Preferences Record Help |

Home »Summary of JDBC Data Sources

Create a Mew JDBC Data Source

| Test Configuration | || Back| |Next| |

Test Database Connaction

Tast the database availability and the connection properties you provided.

Wihat is the full package name of JDBC driver class used to create databass connections in the connection paol?

Driver Class Name:

What iz the URL of the databass to connact to? The format of the URL varies by JDBC driver,

URL:

What database account user name do you want to use o create database connections?

Database Usar

|OFSLLREL
Name:

What iz the datzbase zcoount password to use to create datzbase connections?

Password:

Confirm Password:

What are the proparties to pass to the JDBC driver when creating database connections?

‘Connection test succeeded'.

|oracle.jdbe.OracleDriver

jdbe oracle:thin:@#ofsll.oralce com:1521/0LLDB

(4]
LY

Welcome, weblogic | Connected to: OFSLLREL_domain

Finish | || Caneal|

14. Click ‘Next’. The following window is displayed.

ORACILE webLogic Server Adminisiration Censsls 12

Change Center

Wiew changes and restarts

M=l Sessinns

System Status =

W

Praperties:
13. Click ‘Test Configuration’. On completion, displays a confirmation message as
e o N
@ Homs Log Out Prafarsnces Record Hslp | L]
Welcome, weblogic | Connected t: GFSLLREL _domain

[ adminserver
[J 0FSiL_ManagedServer
WS_ManagedServer

15. Select target Server as ‘WS_ManagedServer'.

16. Click ‘Finish’ to activate the changes.

ORACLE



7.2 Deploy RESTful WebService

1. Login to Web Logic application server enterprise manager (e.g.:http://hostname:port/em)

SIGN IN TO

Domain Domain_OFSLLREL_demain

= User Name

* Password

[ Login to Partition

oRrRACLE

Copyright © 1008, 2017. Oracle and/or its affiistes. All rights reserved. Oradle is a registered trademark of Oradle Corporation andior its afiiates. Other names may be

trademarks of thair respective cwners

2. Enter valid login credentials. The following window is displayed.

OORALCL € enterprise Manager Fusion Middleware Gontrol 120

=== OFSLLREL_domain &

E=

I WebLogic Domain

@ Information

I Webl ogic Domain w wablogic =

A v | Auto Refresn  OF

Sep 25, 2047 B:15:37 PH IST )

Certain functicnality on this page is availabla only when you own the adit session lock. To obtain the lock, click “Lock and Edit™ in the Change Canter menu.

Administration Server

» Name
. o
Host

Listen Port
Clusters Servers
» View Create
Clustars =

AsminSenser{zdmin)
OFSLL_ManagsdServer
WS_ManagedServer

Deployments
>
@ -

Domain Partitions
Domain Partitions  p.

Resource Group Templates <

AdminSamver

ofsiLin oracse.

o001

Delete

Columns Hidden

com

Contral

&

Status Cluster Machine State

hs
T
T

34

Running
Running

Running

Health
ok
oK
oK.

Listen Port
8001
B0D2
s004

Servers 3of3

3. Select ‘Lock & Edit’ option in the lock drop-down list available in the header.
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4. Click ‘Deployment’ in the left panel. The following window is displayed.

ORALCL_& Enterprizse Manager Fusion Middlewars Control 12c

[= OFSLLREL domain &

i WebLogic Demain

@ Information

{ WiebLogic Domain =

Certain functionality on this page is available only when you own the edit session lock. To obiain the lock. click "Lock and Edit™ in t

SeTyo Administration Server
Name AdminServer
3ue
Host  ofsilin.oracie.com
Listen Port 5001
Clusters Servers
i s Create Contral = [
Clustecs Name Status Cluster Machine
AdminServer{admin) +
OFSLL_ManagedServer o
Deployments WE_ManagedSener i
>
3w
Domain Partitions
Domain Partitions b
Resource Group Templates <
Columns Hidden 34

State
Running
Running

Running

Health
oK
=7
oK

weblogic =

[~

Auto Refresh  OF

Edit Se=sions nT )
Lock & Edit L\\)
‘Wiew Restar Checklist
Preferences
Help
Listen Port

e001

e003

B0D4

>

Servers 3of3

5. Select ‘Deploy’ from the Deployment drop-down list. The following window is displayed.

ORAC l_E Enterprise Manager Fusion Middleware Control 12c

=== OFSLLREL_domain &
=
& Confirmation

The edit session lock has been acquired. No pending changes exist.

Servers Deployments
. View v [ ShowaAll Deployment » Overide » Control =
Name e Status  State
Clusters b R ofsTaa0v14 + Active
b OfsliQuenes 4 Acive
2
Clustars » | fliopss-rest 4+ Active
Deployments
. oy
Domain Partitions
Domain Partiions

Resource Group Templates

Columns Hidden 4 Columns Frozen

6. The following window is displayed.

D s T —— e

P

 WetLogic Domain +

oK

oK

oK

weblogic =

B v v AvoRefecsh OF [V

Sep 26, 2017 B:15:37 PM IST 4)

Type Domain Part

Enterpriss Application

Emarprise Application

Web Application

>

Deplayments 3 of3

7. Browse to the folder containing the WebService. Eg: C:/OfslIRestEAR.ear

ORACLE



8. Click ‘Next’. The following window is displayed.

e T T e e

9. Select the server on which the WebService needs to be deployed.
10. Click ‘Next’. The following window is displayed.
ORALCL_&" enterprise Manager Fusion Middiewars Control 12c weniags v
OFSLLREL_ domain £
0. d et o e
Deploy Java EE A i ion: A i ion Attril Back Swiep3of4 Mext Depioy Cancel
Distribution
< Other Options =

11. Select the option ‘Install and start application (servicing all requests)’.

12. Check the context root and click ‘Next’.The following window is displayed.

OORALCL € Enterprise Manager Fusion Middlewsars Control 12¢

OFSLLREL_domain @

weblogic ¥

- 3 = -
Select Archive Select Target Atrbutes Dy Settings
Deploy Java EE Application: Deployment Settings Back | Stepdof4 | Mext | Deploy | | Cancet

« Hide Deployment Summary
Archive Type Java EE Asphcaton (EAR fis)
Deployment Plan  Creats a new pian

! Target WS_ManagedS:

Scepe Gioza

Deployment Type  Ags
Application Name  Ofs
Version Mot ed

Context Raot
Deployment Mode  Install and st

Deployment Tasks

The table below lists commMOn 1Esks that you may wish 1o 9o befor wving the appscaticn

GoToTask  Descripti
~ Configurs the \Web meduiss i your applicstion
-~ ‘Configure application policy migration, credantial migraton and other security behawvicr
4 Deployment Plan
“Vou can setionally uss the Edit Desioyment Slan option to s=t mors sdvanced deployment optisns which the deployment tasks sbove do not covsr
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13. Click ‘Deploy’. On successful deployment, the following window is displayed.

Deployment Succeeded

Deployment of Appiication "OfslIRestEAR' is completed. The deployment changes are pending sctivation, Exit the wizard and use the Change Center to
activate or undo the changes.

Summary
Scope  Global

Version Notversioned

Deployed Archive /uli/Midds -
Location OfsliRestEAR 2ar

Archive Type Java EE Application (EAR file)

Deployment Mode  Instaf and start appication (senvicing al requests)

Deployment Target  WS_ManagedServer

Application States Unavailsble (WS_ManagsdServer)

Context Root  DfsllRestiVs

4 Hide Progress Messages

128 September 20 o'Ciock [ST] Infiatng d=ploy operaton
{28 Saptember 20 5:30 o'clock IST] Saving the oracle configuration changes to archive.
120 September 20 5.21 o'clock |ST] Arciive: /ud IMidd gictZeHen
SisliResEAR arc! iResiEAR. ear

126 S=prember 2017 20:25:31 o'tiock |ST] [Deployer 140140]The t2sk cannot be processed further unt the current =it session & etvated, When this
£o0Urs, 25k processing will confinue. The User can exit the deployer toal without afizoting the task

126 Saptembar 2017 20:25:21 o'tlock IST] Deploy oparation compisted

SLLAEL dar

14. Click ‘Close’. Post deployment, you need to activate the changes by selecting ‘Active
Changes’ option from ‘Edit Session’ drop-down list as indicated in step 4 above.

To Identify the RESTful Webservice URL

1. Login to WebLogic Server 12c¢ console (http://hostname:port/console).

2. Click ‘Deployments’ Under Configuration tab and select ‘OfslIRestEAR’ services. The
following window is displayed.

Summary of Deployments

configuration = Control = Monitoring

This page displays the list of Java EE applications and standalone application modules installed to this domain.

You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and
then using the controls on this page.

To install a new application or module for deployment to targets in this domain, click Install.

[ Customize this table

Deployments
[Tnstail] [Update| [Delete] Shovn ST obb eenaiks. [ et
[ ]| Name & State Health | Type Targets Scope | Domain Partitions | Deployment Order
i 0dl. clickhistory AdminServer,
[ | Active Library OFSLL_ManagedServer, Global 100
(1.0,12.2.1) WS5_ManagedServer
t: AdminServer,
aodl.clickhistory.weba Active Libra OF5LL_ManagedServer, Global 100
D ( Oclg 2|1) REhaon o W5_ManagedServer
[ | = F ofsliQueueMDB Adive |9 ok |EmB OFSLL_Managedserver, Global 100
(0| & FRofslirestear Acive | ¥ oK igﬁgﬁfﬂ WS, ManagedServer Global 100
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3.

4.

Click ‘Testing’ tab and expand ‘OfslIRestWS’. The following window is displayed.
Settings for OfsliIRestEAR

Overview = Deployment Plan = Configuration = Security = Targets  Control | Testing = Monitoring =~ Notes

Some deployment types support test points you can use to verify that a deployment was successful and that the module is ready for use.

The following table includes all of the test points available for this application or module.

Deployment Tests
Showing 1to 1of 1 Previous | Next
Name &% Test Point Comments
Sort table by Comments b—
El OfsliRestEAR
El OfsliRestWs
[OfsliRestWS/rest fapplication.wad| WADL page on server Ws_ManagedServer
[OfslIRestWS/service/apifresources fapplication.wad| WADL page on Server WS_ManagedServer
default | http://10.184.132.155:8315/0fslIRestWs | Default url on server Ws_ManagedServer

Showing 1to 1of 1 Previous | Next

You can view the 'OfslIRestful' Services URL as shown.
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A. Appendix - Configuration parameters

Refer to the following section for details on configuration parameters.

Modifying Configuration Files

Route One Configuration

Property
Name

Property Value

Description

Remarks

Configuration Fil

e: ro_servlet_init.conf

LOSApplica- http://<HOST URL for OFSLL New | Refer the recommended
tionRequest- NAME>:<PORT>/ | application WebSer- | context root table for
ServiceURL <CONTEXT vice CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-
vice app-ro/LOSApplication-
RequestService
LOSApplica- http://<HOST URL for OFSLL Refer the recommended
tionUpdate- NAME>:<PORT>/ | application update context root table for
ServiceURL <CONTEXT WebService CONTEXT ROOT.
ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-
vice app-ro/LOSApplica-
tionUpdateService
LOSeCon- http://<local- URL to validate and Refer the recommended
tractWebSer- host>:<port>/ receive the contract context root table for

viceServiceUR
L

dbkls-xws-app-ro/
LOSEContractSer-
vice

information

CONTEXT ROOT.
Sample URL: http://host-
name:port/dbkls-xws-
app-ro/LOSEContract-

keystoreLoca- | config/dls_cacerts Parameter to set key- | The keystore location
tion store location should not be changed
and keystore should be
available in this location
postURL https://messag- URL for posting Verify the URL with Route
ing.itl.routeone.net/ | acknowledgement
IF1_ITL/CASSB- message to Route
MessagingRe- one
ceiver
fileLocation /tmp temporary file direc- The directory for tempo-
tory rary files. Make sure that
such directory exists on
the deployment server
postTimeout 10 Parameter to set Timeout value should be

timeout value to post

specified in number of

XML message to seconds.
third party.
A-1 ORACLE




Property
Name

Property Value

Description

Remarks

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xae_init.conf

lenderld SOME- The finance source SOMELENDER ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER_ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
application- ROUTEONE Parameter to set Don't modify this value
Source application source
dealerEle- DEALER_DE- Name of XML ele- DEALER_DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation /tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter , Delimiter used in Needed only for Route-
dealer header file One
jndiLookupDa- | jdbc/IN1Huk- Parameter that Don't modify the value
taSource WznGO0b4esj defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts Parameter to set The keystore location
tion location for public/pri- | should not be changed

vate key store for
HTTPS posting and
for XML Digital Sig-
nature

and keystore should be
available in this location
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Property
Name

Property Value

Description

Remarks

postTimeout

10

Parameter to set
timeout value to post
XML message to
third party.

Timeout value should be
specified in number of
seconds.

useProxy

Parameter to switch
on/off proxy use. By
default use of proxy
is switched off. To
use proxy setup
value to "1", else
setup value as "0"

proxyHost

abc.com

Parameter to set
proxy host. This is
required if useProxy
is setto 1.

proxyPort

80

Parameter to set
proxy port. This is
required if useProxy
is setto 1.

Configuration Fil

e: dbkws_xec_init.conf

jndiLookupDa-
taSource

jdbc/IN1THuk-
WznGO0Ob4esj

Parameter that
defines the JNDI look
up for the applicaton
datasource

Don't modify the value

Configuration Fil

e: dbkws_xcl_init.co

nf

lenderld SOME- The finance source SOMELENDER _ID is a
LENDER_ID identifier used in the | sample value
dealer file
lenderName SOME_LENDER _ | The finance source SOME_LENDER_NAME
NAME name used in the is a sample value
dealer file
dealerEle- DEALER _DE- Name of XML ele- DEALER _DETAILS is a
mentName TAILS ment used for the sample value
dealer details used in
the dealer file
fileLocation tmp The directory for tempo-
rary files. Make sure that
such directory exists on
the deployment server
fileDelimiter Delimiter used in

dealer header file
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Property
Name

Property Value

Description

Remarks

jndiLookupDa- | jdbc/dbk105nIE- Parameter that Don't modify the value
taSource JBDS defines the JNDI look
up for the applicaton
datasource
keystoreLoca- | config/dls_cacerts | Parameter to set The keystore location
tion location for public/pri- | should not be changed
vate key store for and keystore should be
HTTPS posting and available in this location
for XML Digital Sig-
nature
keystorePass- | changeit The keystore pass- The deafult password is
word word "changeit". Modify the

property in case the pass-
word is different for the
keystore.

sscroKeyAlias

ofss_routeone

OFSLL's private key
alias name. The pri-
vate key is used to
sign xml response to
RouteOne

You may import the pri-
vate key with alias
"ofss_routeone" else
modify the property value
to alias used while
importing the private key
into keystore.

sscroKeyPass- | demotestSSCR1 OFSLL's private key | demotestSSCR1 is a
word password sample value
Configuration File: Logging.properties
handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler
java.util.log- ALL
ging.File-
Handler.level
java.util.log- /somewhere/logs/
ging.File- dbkls_xws_%g.log

Handler.patter
n

java.util.log- 1000000
ging.File-

Handler.limit

java.util.log- 4
ging.File-

Handler.count
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Property
Name

Property Value

Description

Remarks

java.util.log-
ging.File-
Handler.appen
d

true

java.util.log-
ging.File-
Handler.format
ter

java.util.log-
ging.SimpleFor-
matter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-

ging.Console-
Handler.format
ter

ging.SimpleFor-
matter

com.ofss.fll.xw
s.level

FINER

set the logging level
for the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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Dealer Track

Property
Name

Property Value

Description

Remarks

Configuration File: dt_servlet_init.conf

LOSAppli- | http://<HOST URL for OFSLL New Refer the recommended
cationRe- | NAME>:<PORT>/ | application WebService context root table for
questServ | <CONTEXT CONTEXT ROOT.
iceURL ROOT>/LOSAppli- Sample URL: http://host-
cationRequestSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationRe-
questService
LOSAppli- | http://<HOST URL for OFSLL applica- | Refer the recommended
cationUp- | NAME>:<PORT>/ | tion update WebService | context root table for
dateServi | <CONTEXT CONTEXT ROOT.
ceURL ROOT>/LOSAppli- Sample URL: http://host-
cationUpdateSer- name:port/dbkls-xws-app-
vice dt/LOSApplicationUp-
dateService
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | O Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is setto 1.
proxyPort | 80 Parameter to set proxy
port. This is required if
useProxy is set to 1.
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value
file
applica- DEALERTRACK Parameter to set applica- | Don't modify this value
tion- tion source
Source
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- /tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
jndi- jdbc/IN1Huk- Parameter that defines Don't modify the value
Lookup- WznGO0b4esj the JNDI look up for the
DataSour applicaton datasource
ce
keystore- config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTime- | 10 Parameter to set timeout | Timeout value should be
out value to post XML mes- specified in number of
sage to third party. seconds.
useProxy | 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost | abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort | 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER_ID tifier used in the dealer sample value
file
lender- SOME_LENDER_ | The finance source SOME_LENDER_NAME
Name NAME name used in the dealer | is a sample value

file
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Property

Property Value

Description

Remarks

Name
dealerEle- | DEALER_DE- Name of XML element DEALER_DETAILS is a
ment- TAILS used for the dealer sample value
Name details used in the dealer
file
fileLoca- tmp The directory for tempo-
tion rary files. Make sure that
such directory exists on
the deployment server
fileDelim- |, Delimiter used in dealer Needed only for Route-
iter header file One
jndi- jdbc/dbk105nIE- Parameter that defines Don't modify the value
Lookup- JBDS the JNDI look up for the
DataSour applicaton datasource
ce
keystore- | config/dls_cacerts | Parameter to setlocation | The keystore location
Location for public/private key should not be changed
store for HTTPS posting | and keystore should be
and for XML Digital Sig- | available in this location
nature
keystore- | changeit The keystore password The deafult password is
Password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKey | ofss_routeone OFSLL's private key You may import the pri-
Alias alias name. The private vate key with alias
key is used to sign xml "ofss_routeone" else
response to RouteOne modify the property value
to alias used while import-
ing the private key into
keystore.
sscroKey- | demotestSSCR1 OFSLL's private key demotestSSCR1 is a
Password password sample value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.lo | ALL

gging.File-

Han-

dler.level
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Property
Name

Property Value

Description

Remarks

java.util.lo
gging.File-
Han-
dler.patter
n

/somewhere/logs/
dbkls_xws_%g.log

java.util.lo
gging.File-
Han-
dler.limit

1000000

java.util.lo
gging.File-
Han-
dler.count

java.util.lo
gging.File-
Han-
dler.appen
d

true

java.util.lo
gging.File-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

java.util.lo
gging.Con
sole-
Han-
dler.level

WARNING

java.util.lo
gging.Con
sole-
Han-
dler.forma
tter

java.util.log-
ging.SimpleFor-
matter

com.ofss.f
Il.xws.leve
I

FINER

set the logging level for

the application

Other Level values -- FIN-
EST,FINE,CONFIG and
INFO
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EDOCS

Property Name Property Value Description Remarks

Configuration File: ds_servlet_init.conf

LOSeApplication- | http://<HOST URL for OFSLL Refer the recommended

RequestServi- NAME>:<PORT>/ | eDocs Create/ context root table for CON-

ceURL <CONTEXT update applica- TEXT ROOT.
ROOT>/LOSeAp- | tion WebService | Sample URL: http://host-

plicationRequest-
Service

name:port/dbkls-xws-app-
ds/LOSeApplicationRe-
questService

LOSApplication- http://<HOST URL for OFSLL Refer the recommended
CommentUpdate- | NAME>:<PORT>/ | eDocs comment | context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-
plicationCom- name:port/dbkls-xws-app-
mentUpdateServi ds/LOSApplicationCom-
ce mentUpdateService
LOSApplication- http://<HOST URL for OFSLL Refer the recommended
LocationUpdate- NAME>:<PORT>/ | eDocs location context root table for CON-
ServiceURL <CONTEXT update WebSer- | TEXT ROOT.
ROOT>/LOSAp- vice Sample URL: http://host-

plicationLoca-
tionUpdateServic
e

name:port/dbkls-xws-app-
ds/LOSApplicationLoca-
tionUpdateService

postTimeout

10

Parameter to set
timeout value to
post XML mes-
sage to third
party.

Timeout value should be
specified in number of sec-
onds.

useProxy

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.
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Property Name Property Value Description Remarks
Configuration File: dbkws_xae_init.conf
lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
applicationSource | EDOCS Parameter to set | Don't modify this value
application
source
dealerElement- DEALER_DE- Name of XML DEALER _DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookupData- jdbc/IN1THuk- Parameter that Don't modify the value
Source WznGO0b4esj defines the JNDI

look up for the
applicaton data-
source

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature
keystorePassword | changeit The keystore The deafult password is
password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
postTimeout 10 Parameter to set | Timeout value should be

timeout value to
post XML mes-
sage to third
party.

specified in number of sec-
onds.
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Property Name

Property Value

Description

Remarks

useProxy

0

Parameter to
switch on/off
proxy use. By
default use of
proxy is
switched off. To
use proxy setup
value to "1", else
setup value as
o

proxyHost

abc.com

Parameter to set
proxy host. This
is required if
useProxy is set
to 1.

proxyPort

80

Parameter to set
proxy port. This
is required if
useProxy is set
to 1.

Configuration File: dbkws_xcl_init.conf

lenderld SOME- The finance SOMELENDER _ID is a
LENDER_ID source identifier | sample value
used in the
dealer file
lenderName SOME_LENDER | The finance SOME_LENDER_NAME is
_NAME source name a sample value
used in the
dealer file
dealerElement- DEALER_DE- Name of XML DEALER_DETAILS is a
Name TAILS element used for | sample value
the dealer
details used in
the dealer file
fileLocation /tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in
dealer header
file
jndiLookupData- jdbc/dbk105nIE- Parameter that Don't modify the value
Source JBDS defines the JNDI

look up for the
applicaton data-
source

A-12
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Property Name

Property Value

Description

Remarks

keystoreLocation config/dls_cacerts | Parameterto set | The keystore location
location for pub- | should not be changed and
lic/private key keystore should be availa-
store for HTTPS | ble in this location
posting and for
XML Digital Sig-
nature

keystorePassword | changeit The keystore The deafult password is

password "changeit". Modify the
property in case the pass-
word is different for the
keystore.
sscroKeyAlias ofss_routeone OFSLL's pri- You may import the private

vate key alias
name. The pri-
vate key is used
to sign xml
response to
RouteOne

key with alias "ofss_route-
one" else modify the prop-
erty value to alias used
while importing the private
key into keystore.

sscroKeyPass-
word

demotestSSCR1

OFSLL's private
key password

demotestSSCR1 is a sam-
ple value

Configuration File: Logging.properties

handlers java.util.log-
ging.FileHandler,
java.util.log-
ging.Console-
Handler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/logs/

ging.File- dbkls_x-

Handler.pattern ws_%g.log

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.append

java.util.log- java.util.log-

ging.File- ging.SimpleFor-

Handler.formatter

matter

A-13
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ging.Console-
Handler.formatter

ging.SimpleFor-
matter

Property Name Property Value Description Remarks
java.util.log- WARNING

ging.Console-

Handler.level

java.util.log- java.util.log-

com.ofss.fll.xws.le | FINER set the logging Other Level values -- FIN-
vel level for the EST,FINE,CONFIG and
application INFO
Webservices
Property Property Description Remarks
Name Value

Configuration File: dbkws_lookups_init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set keystore | The keystore location
cation cacerts location should not be changed and
keystore should be availa-
ble in this location
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-

erty in case the password is
different for the keystore.

Configuration File: dbkws_xae_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER _ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER_- Name of XML element DEALER_DETAILS is a
mentName DETAILS used for the dealer sample value
details used in the dealer
file
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
jndiLookup- jdbc/INTHuk- | Parameter that defines Don't modify the value
DataSource WznGO0b4esj | the JNDI look up for the

applicaton datasource
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Property

Property

Name Value Description Remarks
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xmi one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value
postTimeout 10 Parameter to set timeout | Timeout value should be
value to post XML mes- specified in number of sec-
sage to third party. onds.
useProxy 0 Parameter to switch on/
off proxy use. By default
use of proxy is switched
off. To use proxy setup
value to "1", else setup
value as "0"
proxyHost abc.com Parameter to set proxy
host. This is required if
useProxy is set to 1.
proxyPort 80 Parameter to set proxy

port. This is required if
useProxy is set to 1.

Configuration File: dbkws_xcl_

init.conf

lenderld SOME- The finance source iden- | SOMELENDER ID is a
LENDER _ID | tifier used in the dealer sample value
file
lenderName SOME_LEN | The finance source name | SOME_LENDER_NAME is
DER_NAME | used in the dealer file a sample value
dealerEle- DEALER - Name of XML element DEALER DETAILS is a
mentName DETAILS used for the dealer sample value

details used in the dealer
file
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Property

Property

Name Value Description Remarks
fileLocation tmp The directory for temporary
files. Make sure that such
directory exists on the
deployment server
fileDelimiter . Delimiter used in dealer
header file
jndiLookup- jdbc/ Parameter that defines
DataSource dbk105nIE- the JNDI look up for the
JBDS applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
sscroKeyAlia | ofss_route- OFSLL's private key You may import the private
S one alias name. The private key with alias "ofss_route-
key is used to sign xml one" else modify the prop-
response to RouteOne erty value to alias used
while importing the private
key into keystore.
sscroKey- demotestSS- | OFSLL's private key demotestSSCR1 is a sam-
Password CR1 password ple value

Configuration File: dbkws_xcs_

init.conf

jndiLookup- jdbc/dbk- Parameter that defines Don't modify the value
DataSource wsDS the JNDI look up for the
applicaton datasource
keystoreLo- config/dls_- Parameter to set location | The keystore location
cation cacerts for public/private key should not be changed and
store for HTTPS posting keystore should be availa-
and for XML Digital Sig- ble in this location
nature
keystore- changeit The keystore password The deafult password is
Password "changeit". Modify the prop-
erty in case the password is
different for the keystore.
fileLocation /tmp The directory for temporary

files. Make sure that such
directory exists on the
deployment server
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Property

Property

Name Value Description Remarks
application- DBKTST Application source DBKTST is a sample value.
Source Set it to appropriate value

Configuration File: Logging properties

Handler.form
atter

handlers java.util.log-
ging.File-
Handler,
java.util.log-
ging.Con-
soleHandler

java.util.log- ALL

ging.File-

Handler.level

java.util.log- /somewhere/

ging.File- logs/dbkls_x-

Handler.patte | ws_%g.log

n

java.util.log- 1000000

ging.File-

Handler.limit

java.util.log- 4

ging.File-

Handler.count

java.util.log- true

ging.File-

Handler.appe

nd

java.util.log- java.util.log-

ging.File- ging.Sim-

pleFormatter

Handler.form
atter

java.util.log- WARNING
ging.Console-

Handler.level

java.util.log- java.util.log-
ging.Console- | ging.Sim-

pleFormatter

com.ofss.fll.x | FINER set the logging level for Other Level values -- FIN-
ws.level the application EST,FINE,CONFIG and
INFO
Others

e Verify that latest XWS SQL Types, Views and Packages are installed.

e Required Java permissions have been granted

A-17
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o Verify that System parameters for WebServices URLs as well as Post Response URLs
are set. Please see the table below for details

o System parameter CMN_WALLET_PATH and CMN_WALLET_PASSWORD is setup

e Verify lenderld, lendername in config(dbkws_xae_init.conf) file and also set lenderld in
all response xsl in element "A:Targetld".

e For DealerTrack access, user name/pwd should be setup in file ".htpasswd" under
config dir

System Parameters to be configured:

System Parameter Name System Parameter Desc

XWS_XAE_DLR_TRACK_RESP_PWD DEALERTRACK APPLICATION
RESPONSE BASIC AUTH PASSWORD

XWS_XAE_DLR_TRACK_RESP_URL DEALERTRACK APPLICATION
RESPONSE URL

XWS_XAE_DLR_TRACK_RESP_USER DEALERTRACK APPLICATION
RESPONSE BASIC AUTH USER

XWS_XAE_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO DEALER-
TRACK

XWS_XAE_ROUTEONE_RESP_PWD ROUTE ONE APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_ROUTEONE_RESP_URL ROUTE ONE APPLICATION RESPONSE
URL

XWS_XAE_ROUTEONE_RESP_USER ROUTE ONE APPLICATION RESPONSE
BASIC AUTH USER

XWS_XAE_ROUTEONE_WS_URL OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO ROUTE
ONE

XWS_XAE_EDOC_RESP_URL EDOCS APPLICATION RESPONSE
BASIC AUTH PASSWORD

XWS_XAE_EDOC_WS_URL EDOCS APPLICATION RESPONSE URL

XWS_XAE_EDOC_RESP_USER EDOCS APPLICATION RESPONSE

BASIC AUTH USER

XWS_XAE_EDOC_RESP_PWD OFSLL WEBSERVICE URL TO POST
APPLICATION RESPONSE TO EDOCS

XWS_XPR_DLR_TRACK_RESP_PWD DEALER TRACK DEALER LOAD PASS-
WORD

XWS_XPR_DLR_TRACK_RESP_URL DEALER TRACK DEALER LOAD
RESPONSE URL

XWS_XPR_DLR_TRACK_RESP_USER DEALER TRACK DEALER LOAD USER
ID

XWS_XPR_DLR_TRACK_WS_URL OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO DEALER TRACK
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System Parameter Name

System Parameter Desc

XWS_XPR_INCLUDE_TEMP

INCLUDE TEMP PRODUCERS

XWS_XPR_ROUTEONE_RESP_PWD

ROUTE ONE DEALER LOAD PASS-
WORD

XWS_XPR_ROUTEONE_RESP_URL

ROUTE ONE DEALER LOAD
RESPONSE URL

XWS_XPR_ROUTEONE_RESP_USER

ROUTE ONE DEALER LOAD USER ID

XWS_XPR_ROUTEONE_WS_URL

OFSLL WEBSERVICE URL TO POST
DEALER DETAILS TO ROUTE ONE

XWS_XAE_DLR_TRACK_LENDERID

DEALERTRACK LENDER ID

XWS_XAE_ROUTEONE_LENDERID

ROUTEONE LENDER ID

XWS_XAE_DL-
R_TRACK_LENDER_NAME

DEALERTRACK LENDER NAME

XWS_XAE_ROUTE-
ONE_LENDER_NAME

ROUTEONE LENDER NAME

XWS_XAE_ECON_ROU-
TEEONE_RESP_URL

Route One E-contract response URL
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