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Summary

Audience

Preface

This Preface provides supporting information for the Oracle Financial Services
Behavior Detection Applications Pack (OFS BD) Installation Guide and includes the
following topics:

= Summary

= Audience

= Documentation Accessibility
= Related Documents

= Conventions

s Abbreviations

You can find the latest copy of this document in OTN Library which includes all the
recent additions/revisions (if any) done till date.

Before you begin the installation, ensure that you have an access to the Oracle Support
Portal with the required login credentials to quickly notify us of any issues at any
stage. You can obtain the login credentials by contacting Oracle Support.

Oracle Financial Services Behavior Detection Pack Installation Guide is intended for
administrators, and implementation consultants who are responsible for installing and
maintaining the Applications Pack components.

Prerequisites for the Audience

Following are the expected preparations from the administrator before starting the
actual installation:

The document assumes that you have experience in installing Enterprise components
and basic knowledge about the following are recommended:

= Oracle Financial Services Behavior Detection pack components
= OFSAA Architecture

= UNIX Commands

= Database Concepts

= Web Server/Web Application Server

Xiii


http://docs.oracle.com/cd/E60593_01/homepage.htm

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
Visit http: //www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

Xiv

This section identifies additional documents related to OFS BD. You can access Oracle
documentation online from Documentation Library for Oracle Financial Services
Behavior Detection (OTN).

OFSAA Related Documents

= Oracle Financial Services Advanced Analytical Applications Infrastructure Applications
Pack Installation and Configuration Guide

= Oracle Financial Services Analytical Applications Infrastructure Environment Check
Utility Guide

= Oracle Financial Services Analytical Applications Infrastructure Administration Guide
= Oracle Financial Services Analytical Applications Infrastructure User Guide

OFS BD Application Related Documents

= Oracle Financial Services Behavior Detection Administration Guide

s Oracle Financial Services Scenario Manager User Guide

s Oracle Financial Services Behavior Detection Configuration Guide

= Oracle Financial Services Know Your Customer Administration Guide

= Oracle Financial Services Foreign Account Tax Compliance Act Administration and
Configuration Guide

= Oracle Financial Services Currency Transaction Reporting Administration Guide
s Oracle Financial Services Scenario Wizard Configuration Guide

= Oracle Financial Services Know Your Customer Risk Assessment Guide

= Oracle Financial Services Administration Tools User Guide

s Oracle Financial Services FATCA Administration and Configuration Guide

=  Oracle Financial Services FATCA Assessment Guide

= Oracle Financial Services FATCA RR User Guide

s Oracle Financial Services FATCA RR Administration and Configuration Guide
s Oracle Financial Services Alert Management User Guide

= Oracle Financial Services Enterprise Case Management User Guid

= Oracle Financial Services Behavior Detection Release Notes

The following documents are available in My Oracle Support (MOS). You should have
SSO credentials to access MOS.


http://docs.oracle.com/cd/E60570_01/homepage.htm
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= Oracle Financial Services Analytical Applications Infrastructure Security Guide

s Oracle Financial Services Know Your Customer Data Model Reference Guide

= Financial Services Data Model Reference Guide Volume 1: Business Data

= Financial Services Data Model Reference Guide Volume 2: Oracle Financial Services Data

= Financial Services Data Model Reference Guide Volume 3; Case Management Data

» Data Interface Specification

= Oracle Financial Services Anti-Money Laundering Technical Scenario Description

s Oracle Financial Services Broker Compliance Technical Scenario Description

= Oracle Financial Services Energy and Commodity Trading Compliance Technical Scenario

Description

=  Oracle Financial Services Fraud Technical Scenario Description

= Oracle Financial Services Trading Compliance Technical Scenario Description

Conventions

The following text conventions are used in this document:

Table 0-1 Conventions used in this guide

Convention

Meaning

boldface

Boldface type indicates graphical user interface elements
associated with an action, or terms defined in text or the
glossary.

italic

Italic type indicates book titles, emphasis, or placeholder
variables for which you supply particular values.

monospace

Monospace type indicates commands within a paragraph,
URLs, code in examples, text that appears on the screen, or
text that you enter.

Abbreviations

The following table lists the abbreviations used in this document:

Table 0-2 Abbreviations and their meaning

Abbreviation

Meaning

BD

Behavior Detection

GUI

Graphical User Interface

HTTPS

Hypertext Transfer Protocol Secure

J2C

J2EE Connector

J2EE

Java 2 Enterprise Edition

JDBC

Java Database Connectivity

LDAP

Lightweight Directory Access Protocol

LHS

Left Hand Side

MOS

My Oracle Support

OFSAA

Oracle Financial Services Analytical Application
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Table 0-2 Abbreviations and their meaning

Abbreviation

Meaning

OFSAAI Oracle Financial Services Analytical Application Infrastructure
OLAP On-Line Analytical Processing

0sS Operating System

SFTP Secure File Transfer Protocol

URL Uniform Resource Locator

Web Archive WAR

XML Extensible Markup Language
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About OFS BD Applications Pack

This chapter provides complete details about Behavior Detection (BD) Applications
Pack.

This chapter includes the following topics:
= About OFSAA

» Introduction to OFS BD Application

= About OFSAA Infrastructure

About OFSAA

In today's turbulent markets, financial institutions require a better understanding of
their risk-return, while strengthening competitive advantage and enhancing long-term
customer value. Oracle Financial Services Analytical Applications (OFSAA) enable
financial institutions to measure and meet risk adjusted performance objectives,
cultivate a risk management culture through transparency, lower the costs of
compliance and regulation, and improve insight into customer behavior.

OFSAA uses industry-leading analytical methods, shared data model and applications
architecture to enable integrated risk management, performance management,
customer insight, and compliance management. OFSAA actively incorporates risk into
decision making, enables to achieve a consistent view of performance, promote a
transparent risk management culture, and provide pervasive intelligence.

With the help of OFSAA, the financial services organizations can achieve, management
excellence with a lower total cost of ownership, due to our integrated, architecture,
combining performance and risk applications into a single, seamlessly integrated
framework.

OFSAA delivers a comprehensive and integrated suite of financial services analytical
applications for both banking and insurance domain.

The following figure depicts the various Applications Pack that are available across the
OFSAA Banking and Insurance domains:

About OFS BD Applications Pack 1-1



Introduction to OFS BD Application

Figure 1-1 OFSAA Applications Packs
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Introduction to OFS BD Application
OFS BD Application Pack includes the following applications:

= Oracle Financial Services Analytical Applications Infrastructure (OFSAAI)
powers the Oracle Financial Services Analytical Applications family of products to
perform the processing, categorizing, selection and manipulation of data and
information needed to analyze, understand and report on specific performance,
risk, compliance and customer insight issues by providing a strong foundation for
the entire family of Oracle Financial Services Analytical Applications across the
domains of Risk, Performance, Compliance and Customer Insight.

= Oracle Financial Services Inline Processing Engine (OFS IPE) provides real-time
monitoring, detection and interdiction of single and complex fraud events across
multiple channels and lines of business.

= Oracle Financial Services Anti-Money Laundering (OFS AML) monitors
transactions to identify possible money-laundering activities. These scenarios
consider whether the geographical location or entities involved warrant enhanced
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scrutiny; monitor activity between accounts, customers, correspondents, and other
entities to reveal relationships that could indicate efforts to launder funds; address
sudden, significant changes in transaction activity that could indicate money
laundering or fraud; and detect other types of activities that are considered
potentially suspicious or indicative of money laundering.

For example, the Journals Between Unrelated Accounts scenario detects accounts
that conduct journal transactions, within a specified period, to one or more
accounts that do not share tax identifiers, do not share a customer, are not in the
same household, and are not known to have a formal relationship. This behavior
might indicate that money launderers have established a number of accounts
using aliases or slightly different identifying information, and then moving money
between accounts as part of a layering strategy, often consolidating the funds in a
single account before removing them from the institution.

Oracle Financial Services Fraud Enterprise Edition (OFS FEE) detects behaviors
and patterns that evolve over time and are indicative of sophisticated, complex
fraud activity. These scenarios monitor check and deposit / withdrawal activity,
electronic payments, such as funds transfer and payments completed through
clearing house (ACH) mechanisms, and ATM and Bank Card to identify patterns
of activities that could be indicate fraud, counterfeiting or kiting schemes, identity
theft or account takeover schemes. Fraud scenarios also monitor employee
transactions to identify situations in which employees, acting as insiders, take
advantage of access to proprietary customer and account information to defraud
the financial institution's customers.

For example, the Excessive Withdrawals at Multiple Locations scenario monitors a
sudden increase in a customer's withdrawals at ATMs that may indicate money
laundering, terrorist financing, or an account takeover.

Oracle Financial Services Trading Compliance (OFS TC) examines prices and
timing of orders and executions by comparing them to market conditions and
detect behaviors or situations that violate exchange, market center, and individual
broker or dealer policies and procedures, including behaviors that violate the
Chinese Wall policies and procedures established by the Firm or those with
confidential information held by the Firm about a security.

For example, the Trading Ahead of Material Events scenario detects possible
insider trading by analyzing trades which occur prior to “events”, which can be
defined by the Oracle client. The type and volume of trades which occur prior to
an event may indicate that an employee, customer, trader, or trading desk was in
possession of material non-public information. As there may also be
non-fraudulent reasons for this trading activity, this scenario minimizes false alerts
by excluding accepted hedging or trading strategies.

Oracle Financial Services Trade Blotter (OFS TB) allows trades to be viewed and
reviewed, primarily for suitability issues within the wealth management sector, by
compliance analysts and business supervisors after a trade has been executed. The
Trade Blotter is a list of trades returned after a search based on specified criteria.
Users can view trade details, view related trade documents, enter a comment on a
specific trade, and then mark the trade as reviewed or requiring follow-up.

Oracle Financial Services Personal Trading Approval (OFS PTA) monitors
employee investment accounts and trades. Employees of the financial institution
submit trade requests to be made from their approved investment accounts.
Compliance officers can then review, approve, or reject the trade requests to ensure
that their employees are acting in compliance with regulations. Financial
institutions can also use this solution to maintain employee attestations.
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= Oracle Financial Services Broker Compliance (OFS BC) identifies activities or
situations in customer accounts that involve either a significant amount of
risk-and therefore may be unsuitable for the customer-or may violate trading rules
set by the exchanges or regulators; trades in mutual fund securities that may
violate regulatory trading guidelines, Commission policies, or are unsuitable for a
particular customer; and activities performed by employees that may violate
regulatory conduct rules or may be prohibited by firm policies. These scenarios
also detect instances in which an investment advisor may be managing client
accounts in a manner that is unsuitable for their customers, giving preferential
treatment to particular customers, or manipulating transactions between accounts;
and instances in which a portfolio manager may be placing orders on material,
non-public information, misrepresenting portfolio performance, or unfairly
allocating orders to accounts that they manage.
For example, the Reps Concentrating Solicitations in Too Few Securities scenario
verifies that Registered Representatives are not exposing their clients to undue risk
by recommending a significant percentage of buy solicitations in a single security,
which can result in an unbalanced and volatile portfolio.

= Oracle Financial Services Energy and Commodity Trading Compliance (OFS
ECTC) monitors trading activities that involve the financial institution as the
buyer or seller on energy and commodity related trades, including commodities,
options, futures, and swaps.

For example, the Energy Trading Limits scenario monitors trading of energy
instruments to detect excessive hourly amounts of energy traded, based on
internal limits which consider physical and financial power as well as Financial
Transmission Rights (FTR). The scenario generates alerts when the amount of
energy approaches or exceeds these internal limits. This behavior may indicate an
attempt to manipulate the market by knowingly creating congestion with the
purpose of benefiting from the creation of that congestion.

= Oracle Financial Services Enterprise Case Management (OFS ECM) manages
and tracks the investigation and resolution of cases related to one or more business
entities involved in potentially suspicious behavior. Cases can be manually created
within Enterprise Case Management or your firm may integrate other Oracle
Financial Services solutions, such as Alert Management, Know Your Customer,
and FATCA Management, which can be used to create cases.

s Oracle Financial Services Know Your Customer (OFS KYC) assesses the risk
associated with a customer by considering different attributes of the customer and
enables financial institutions to perform Due Diligence, Enhanced Due Diligence,
and continuous monitoring of customers. Cases generated in Know Your
Customer can be managed within Enterprise Case Management to track
investigations until they have been resolved or reported to the appropriate
regulatory authorities.

= Oracle Financial Services Currency Transaction Reporting (OFS CTR) analyzes
transaction data from the organization and identifies any suspicious activities
within the institution that may lead to fraud or money laundering and must be
reported to the regulatory authorities. Currency Transaction Reports (CTRs) are
created either at the branches or through the end of day files, where the CTR
application aggregates multiple transactions performed at the branch, ATMs and
Vaults. Oracle Financial Services Currency Transaction Reporting then helps the
organization file the CTR online with the U.S. Financial Crimes Enforcement
Network (FinCEN) using a discreet form or uploaded in a batch form in a specific
text file format.
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Unlike alerts for other Oracle Financial Services products such as Anti-Money
Laundering, Fraud, Trading Compliance, Broker Compliance, or Energy and
Commodity Trading Compliance which appear in an Alert Management user
interface, CTR alerts are automatically processed and converted into CTR reports
or Monetary Instrument Log reports which can be worked through the CTR user
interface.

For example, the Bank Secrecy Act Currency Transaction Report scenario detects
activity meeting the requirements for filing a Bank Secrecy Act Currency
Transaction Report (CTR) and reconciles alerts generated by this scenario which
are considered batch CTRs with Branch CTRs. The resulting CTRs are prepared for
electronic filing in accordance with FinCEN's BSA Electronic Filing Requirements
for Bank Secrecy Act Currency Transaction Report (BSA CTR).

= Oracle Financial Services Foreign Account Tax Compliance Act (OFS FATCA)
Management allows financial institutions to comply with FATCA regulations from
the Internal Revenue Service and the US Treasury Department which prevent US
taxpayers who hold financial assets in non-US financial institutions and other
offshore vehicles from avoiding their US tax obligations. The FATCA Management
solution integrates with Enterprise Case Management to track investigations until
they have been resolved or reported to the appropriate regulatory authorities.

About OFSAA Infrastructure

Oracle Financial Services Analytical Applications Infrastructure (OFSAAI) powers the
Oracle Financial Services Analytical Applications family of products to perform the
processing, categorizing, selection and manipulation of data and information needed
to analyze, understand and report on specific performance, risk, compliance and
customer insight issues by providing a strong foundation for the entire family of
Oracle Financial Services Analytical Applications across the domains of Risk,
Performance, Compliance, and Customer Insight.

Components of OFSAAI

The OFSAA Infrastructure is comprised of a set of frameworks that operates on and
with the Oracle Financial Services Analytical Applications Data Model and form the
array of components within the Infrastructure.

The OFSAA Infrastructure components/frameworks are installed in two layers:
primarily the metadata server and Infrastructure services run on one layer, and the Ul
and presentation logic runs on the other. The Ul and presentation layer is deployed on
any of the supported J2EE Servers.

The following figure depicts the various frameworks and capabilities that make up the
OFSAA Infrastructure:
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Figure 1-2 Components of OFSAAI
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OFSAA Infrastructure High Availability

The current release of the OFSAA Infrastructure supports only "Single Instance"
installation for the Infrastructure components. However, the High Availability (HA)

for the Database Server and/or the Web Application Server clustering and deployment
are supported in this release.
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Understanding OFS BD Pack Installation

This chapter includes the following topics:
= Installation Overview

s Deployment Topology

s Hardware and Software Requirements
s Verifying the System Environment

s Understanding the Installation Mode

Installation Overview

This section gives an overview of the OFS BD Pack Installation. Figure 2-1 shows the
order of procedures you will need to follow:
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Figure 2-1 Installation Overview

I Start
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' Canfigure OFS BD Pack ]
|
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The following lists provide additional information and links to specific
documentation for each task in the flowchart.

= Verify System Environment: This section provides details to verify that your
system meets the minimum necessary requirements for installing and hosting the
OFS BD Applications Pack. For more information, see Hardware and Software
Requirements" and "Verifying the System Environment.

= Obtain the Software: This section provides details about obtaining the software.
For more information, see Obtaining the Software.

= Configure and Execute the Schema Creator Utility: This section provides details
about configuring and executing the schema creator utility. For more information, see
Configuring and Executing the Schema Creator Utility.

» Install OFS BD Pack: This section provides details about installing the OFS BD
Pack Installer. For more information, see Installing the OFS BD Applications Pack.

= Verify Installation: This section provides details about verifying the installation.
For more information, see Verifying the Installation.

= Configure OFS BD Pack: This section provides details about post installation
configuration. For more information, see Post Installation Configuration.
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Deployment Topology

The deployment architecture depicts the mapping of a logical architecture to a physical

environment.

The physical environment includes the computing nodes in an intranet or Internet
environment, CPUs, memory, storage devices, and other hardware and network

devices.

Figure 2-2 Deployment Topology
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Oracle Bl Server

Hardware and Software Requirements

This section describes the various Operating Systems, Database, Web Server, and Web
Application Server versions, and other variant details on which this release of the OFS

BD Applications Pack has been qualified.

Note:

OFS BD Applications Pack installation can be performed on both Virtual and

Physical servers.

The following table shows the minimum hardware and software requirements for

running OFS BD Applications Pack:
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Configurations for Java 7

Table 2-1 Configurations Supported fro Java 7

Operating System

Oracle Linux /Red Hat = Oracle Linux Server release 5.3 up to 5.10 - 64 bit

Enterprise Linux s Oracle Linux Server release 6.0 and above - 64 bit

Note: Same versions of RHEL are supported. If the operating
system is RHEL, install the package Isb_release using one of the
following commands by logging in as root user:

s yum install redhat-lsb-core

s yum install redhat-1lsb

Oracle Solaris = Oracle Solaris v5.10 Update 11 and above - 64 bit
= Oracle Solaris v5.11 update 1 and above - 64 bit

IBM AIX AIX 6.1 (TL 09 and above) - 64 bit
Note: If the OS is IBM AIX 6.1, configure the size parameter
setting for "Large File Support".

Refer to
http://www-01.ibm.com/support/docview.wss?uid=isg3T100
0290 for more details.

Shell KORN Shell (KSH)

Java Runtime Environment

Oracle Linux / Red Hat Oracle Java Runtime Environment (JRE) 1.7.0_76 - 64 bit
Enterprise Linux

Oracle Solaris

IBM AIX IBM AIX Runtime, Java Technology JRE 1.7.x - 64 bit

Oracle Database Server and Client

= Oracle Database Server Enterprise Edition 11g Release 2 (11.2.0.3.0+) - 64 bit RAC/
Non-RAC with partitioning option

= Oracle Database Server Enterprise Edition 12 ¢ (12.1.0.1.0+) - 64 bit RAC/Non-RAC with
partitioning option

= Oracle Client 11g R2 (11.2.0.3.0+) * - 64 bit

s Oracle Client 12 ¢ (12.1.0.1.0+) * - 64 bit

= Oracle 11g R2 (11.2.0.3+) JDBC driver (Oracle thin driver)

= Oracle 12C Release 1 (12.1.0.1+) JDBC driver (Oracle thin driver)

Note: JDBC driver (Oracle thin driver) installation is enough for establishing web server
connectivity.

Note: Ensure that the following patches are applied:
Oracle Server 12c, v12.1.0.1 - 17082699
Oracle Server 12c, v12.1.0.2 - 19392604, 19649591

For latest information, refer to http://support.oracle.com/, 12.1.0.2 Bundle Patches for
Engineered Systems and DB In-Memory - List of Fixes in each Bundle (Doc ID 1937782.1)

Web Server/ Web Application Server
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Verifying the System Environment

Table 2-1 (Cont.) Configurations Supported fro Java 7

Oracle Linux/Red Hat Oracle HTTP Server 11.1.1.1/ Apache HTTP Server 2.2.x/ IBM
Enterprise Linux HTTP Server
Oracle Solaris = Oracle WebLogic Server 12.1.3+ (64 bit)

= IBM WebSphere Application Server 8.5+ with bundled IBM
Java Runtime (64 bit)

= Apache Tomcat 8.0.x (64 bit)

Note: OFSAA Infrastructure web component deployment on Oracle WebLogic Server with
Oracle JRockit 6 - R28.2.7 (1.6.0_45) - 64 bit is not supported.

Desktop Requirements

Operating System MS Windows XP SP3/ Windows 7/ Windows 8/ Windows 8.1

Browser = MS Internet Explorer 9 10(Compatibility Mode) and 11
(Compatibility Mode)

= Oracle Java plug-in 1.7.0+*
Note:

Enable caching of static content (static files, images, CSS, and so
on).

Office Tools n MS Office 2003/2007/2010/2013
= Adobe Acrobat Reader 8 or above

Screen Resolution 1024*768 or 1280*1024

Other Software

Directory Services OFSAAI is qualified on both OPEN LDAP 2.2.29+ and Oracle
Internet Directory v 11.1.1.3.0. However, it can be integrated
with other directory services software like MS Active Directory.

Note:

= Configuration of Directory services software for OFSAAI installation is optional. For more
information on configuration, see Infrastructure LDAP Configuration. Open LDAP needs
to be installed on MS Windows Server machine only.

1* This indicates the latest version available at the time of the release. Any latest
updates may be applied.

Verifying the System Environment

To verify that your system environment meets the minimum requirements for the
installation, a Pre-Install Check utility is available within the Install Kit archive file.
This utility can also be obtained separately by contacting Oracle Support.

Though the system environment verification is an integral and automated part of the
installation of this software product, Oracle strongly recommends running this utility
prior to beginning the installation as part of your organization's "Installation
Readiness Verification Process".

Note: For more details on download and usage of this utility, refer the
Oracle Financial Services Analytical Applications Infrastructure Environment
Check Utility Guide given in the Related Documents section.
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Understanding the Installation Mode

Understanding the Installation Mode
The following modes of installation are available for the OFS BD Applications Pack.
= GUI Mode
= Silent Mode

GUI Mode
This mode launches the product installation in a Graphical User Interface (GUI)
Mode. Users need to enter the required information on various panels within the Ul in
a user interaction format at various stages.

Silent Mode

This mode mandates updating the installation configuration files with required details
and performs installation in a "Silent" non user interactive format.
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Preparing for Installation

This chapter provides necessary information to review before installing the Oracle
Financial Services Behavior Detection (OFS BD) Applications Pack v8.0.0.0.0.

This chapter includes the following topics:
s Installer and Installation Prerequisites
s Obtaining the Software

s Common Installation Tasks

Installer and Installation Prerequisites

Table 3-1 mentions the list of prerequisites required before beginning the installation
for OFS BD application. The Environment Check utility notifies you if any
requirements are not met.

Preparing for Installation 3-13



Installer and Installation Prerequisites

Table 3-1 Prerequisite Information

Category Sub-Category Expected Value
Environment User Permission User to have 755 permission on the directory
Settings identified for installation (FIC_HOME).

Note: User to have 755 permission on the
.profile file

Provide BDF_HOME in .profile pointing to
Installation Directory (FIC_HOME)

Java Settings PATH in .profile to be set to include the Java
Runtime Environment absolute path. The path
should include java version (java 7 ) based on the
configuration.

Note: Ensure the absolute path to JRE/bin is set at
the beginning of PATH variable.

For example,
PATH=/usr/java/jrel.7/bin:$ORACLE_
HOME/bin:$PATH

Ensure no SYMBOLIC links to JAVA installation is
being set in the PATH variable

The path in .profile should be set to JAVA_
HOME.

For example: JAVA_HOME=/usr/java/jrel.7

Oracle Database = TNS_ADMIN to be set in.profile pointing to
Settings appropriate tnsnames.ora file

= ORACLE_HOME to be setin .profile
pointing to appropriate Oracle Client
installation

PATH in .profile to be set to include
appropriate $SORACLE_HOME/bin path
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Installer and Installation Prerequisites

Table 3-1 (Cont.) Prerequisite Information

Category

Sub-Category

Expected Value

OS/File System
Settings

OS Level Settings

You must set your locale to UTF-8 locale (LANG,
NLS_LANG to be set in.profile). Specifying a locale
depends on your data and the operating system
installed on your system.

For example,

= For Solaris OS: export LANG=en_US.UTF-8
PATH in .profile to be set to include time zone
For example: export TZ=Asia/Calcutta

= For Linux OS: export LANG=en_US.utf8
s For AIX: export LANG=EN_US.UTF-8

You can determine the locale on your system using
the locale -a command

export NLS_LANG=AMERICAN_
AMERICA AL32UTF8

File Descriptor
Settings

Greater than 15000

Total Number of
Process Settings

Greater than 4096

tmp space

Prior to installation, ensure that sufficient free temp
space (minimum 1 GB free) is available in /tmp
directory of unix server hosting OFSBD.

Port Settings

Default port numbers to be enabled on the system
are 6500, 6501, 6505, 6507, 6509, 6510, 6666, 9999,
and 10101.

Staging Area/

A directory to hold the application metadata

Metadata artifacts and additionally act as staging area.The
Repository directory should exist on the same system as the
OFSAA Infrastructure (can be configured on
different mount).
Set 775 permission on this folder.
Installation A directory where the installation files will be
Directory installed.
User permission is set to 755 on the installation
directory.
Download A directory where the product installer file will be
Directory downloaded/ copied.

Ensure user permission is set to 755 on the
Download directory.
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Obtaining the Software

Table 3-1 (Cont.) Prerequisite Information

Category

Sub-Category

Expected Value

Database Settings

Database Instance
Settings

= NLS_CHARACTERSET to be AL32UTF8
= NLS_LENGTH_SEMANTICS to be BYTE

= AVAILABLE OPEN CURSORS limit to be
greater than 1000

For an Oracle Database installation, set your Oracle
NLS_LANG environment variable to an appropriate
UTF-8 character set.

For example, setenv NLS_LANG AMERICAN _
AMERICA. AL32UTF8

Note: For other database tunable parameters
required for OFS BD, refer to Tunable Database
Parameters.

Ensure that the OLAP_USER role is available in the
database if OLAP is being used.

Web Application
Server

WebSphere/
WebLogic/
Tomcat

Web Application Server should be installed and
profile/domain created.

You will be prompted to enter the WebSphere
Profile path or WebLogic Domain path or Tomcat
Deployment path during OFSAALI installation.

Note:

= Refer Appendix A for WebSphere Profile
Creation and WebLogic Domain Creation.

Web Server

Apache HTTP
Server/ Oracle
HTTP Server/

IBM HTTP Server.

This is an optional requirement. HTTP Server
Installation to be present. You will be required to
enter the Web Server IP/Hostname and Port details
during installation.

Note: Refer Appendix A for Web Server installation.

Obtaining the Software

This release of OFS BD Applications Pack v8.0.0.0.0 can be downloaded from the
Oracle Software Delivery Cloud (https://edelivery.oracle.com). You need to have a
valid Oracle account in order to download the software.

Common Installation Tasks

The following are the common pre-installation activities that you need to carry out
before installing the OFS BD Applications Pack.

This section includes the following topics:

s ldentifying the Installation Directory

s Configuration for GUI Mode Installation
= Copying and Extracting the Software

= Setting Up the Web Application Server

Identifying the Installation Directory

This would typically be the User home directory and requires you to copy the
following files:

3-16 Oracle Financial Services Behavior Detection Application Pack


https://edelivery.oracle.com

Common Installation Tasks

OFS BD Download Directory (Optional) - Create a download directory and copy
the OFS BD Applications Pack Installer File (Archive). This is the directory where
the downloaded installer/patches can be copied.

OFS BD Installation Directory (Mandatory) - This is the directory where the
installer would install/ copy the product files. F1c_HoME variable to be set in the
.profile pointing to this OFS BD Installation Directory.

OFS BD Staging/Metadata Directory (Mandatory) - Create a Staging/Metadata
Directory. This is the directory where you would be required to copy data loading
files, save data extracts etc. Additionally, this folder also maintains the OFSAA
metadata artifacts. This is also referred as "FTPSHARE".

Note:

Ensure the user permission is set to 755 on the Installation and Download
Directory.

Ensure the user permission is set to 775 on the Staging Directory.

Download and copy the OFS BD Applications Pack Installer
To download and copy the OFS BD Applications Pack Installer, follow these steps:

To download the OFS BD Applications Pack, you need to login to the Oracle
Software Delivery Cloud (https://edelivery.oracle.com). You need to have a valid
Oracle account in order to download the software.

Copy the downloaded installer archive to the Download Directory (in Binary
Mode) on the setup identified for OFS BD installation.

Configuration for GUI Mode Installation

To install OFS BD Applications Pack in GUI mode, you need to ensure the below
software and configurations are available:

Install and configure any PC X Server software such as Open Text Exceed
(formerly Hummingbird Exceed) on the user desktop system from which the
installation is triggered.

Configure the DISPLAY variable.

Ensure to set the DISPLAY variable on the system on which the OFS BD will be
installed, to point to the user desktop system where the PC X Server software has
been installed.

Syntax:

export DISPLAY=hostname:n.nl
where hostname is the IP Address/Host Name of the user desktop system and n is
the sequence number (usually 0).

For example, 10.11.12.13:0.0 or myhostname:0.0

Copying and Extracting the Software

Once you obtain the installer, copy the installer (in BINARY mode) to the system on
which the OFSAA Infrastructure components will be installed.
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Common Installation Tasks

Note:

You must be logged in to the UNIX operating system as a hon-root
user.

1. Download the unzip utility (OS specific) unzip_<os>.z from the location
https://updates.oracle.com/unzips/unzips.html, and copy it in Binary mode
to the directory that is included in your PATH variable. If you already have the
unzip utility to extract the contents of the downloaded archive, skip to the next
step.

2. Uncompress the unzip installer file using the command:

uncompress unzip_<os>.Z

Note

In case you notice an error message "uncompress: not found [No such
file or directory]" when the package is not installed, contact your
UNIX administrator.

3. Give EXECUTE permission to the file using the command:
chmod 751 unzip_<0S>
For example, chmod 751 unzip_sparc

4. Extract the contents of the Oracle Financial Services Behavior Detection
Application Pack 8.0.0.0.0 in Download Directory installer archive file using the
following command:

unzip OFS_BD_PACK.zip

Note

DO NOT rename the Application Pack installer folder name on
extraction from the archive.

1. Navigate to the directory where the installer Kit is extracted.

chmod -R 755 OFS_BD_PACK

Setting Up the Web Application Server

For setting up the environment based on your selected Web Application Server, refer
to Configuring Web Application Servers.
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A

Installing OFS BD Pack

This chapter describes the steps to be followed to install the OFS BD pack depending
on the offline and online modes of installation.

Note: If you are installing an application pack on an environment, where another
application pack is already installed, you may sometimes get a warning message like
Object Already Exists. This message can be ignored.

This chapter includes the following sections:

s Schema creator utility

s Configuring and Executing the Schema Creator Utility
s Installing the OFS BD Applications Pack

s Verifying the Installation

Schema creator utility

Creating database users/schemas is one of the primary steps in the complete OFS BD
installation. This release of OFSAA provides a utility to quickly get started with the
OFSAA 8.0.0.0.0 installation by allowing easier and faster creation of database
User(s)/ Schema(s), assign the necessary GRANT(s), and so on. Additionally, it also
creates the required entities in these schemas.

The different types of schemas available for configuration in the OFSAA instance and
their use is mentioned as follows:

s CONFIG - This schema denotes the unique OFSAA setup configuration schema
and holds entities and other objects required to hold the unique OFSAA setup
information.

Note: There can be only one CONFIG schema per OFSAA instance.

s ATOMIC - This schema denotes the schema that holds the data model entities.
One ATOMIC schema is attached to one Information Domain.

Note: There can be multiple ATOMIC schemas per OFSAA Instance
and an Information Domain can have only one ATOMIC schema.
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Configuring and Executing the Schema Creator Utility

= ADDON - This schema denotes any additional schema used by the OFSAA
Applications.

Schema creator utility supports two modes of execution:

= Online Mode: In this mode, the utility connects to the database and executes the
DDLs for User, Entities, and Grants.

Note: To execute the utility in Online mode, you need to connect as
"<User> AS SYSDBA".

=« Offline Mode: In this mode, the utility generates a SQL script with all the required
DDLs for User, Entities and Grants. This script needs to be executed by the DBA
on the appropriate database identified for OFSAA usage.

Note: For running the sql script generated in offline mode, the script should
reside in the same directory where the 'SQLScripts' directory is available.

Note:

1. To execute the utility in Offline mode, you need to connect as any user
with the following grants (alternatively, you can also connect as a user
with SYSDBA privileges):

s SELECT ON DBA_ROLES

s SELECT ON DBA_USERS

= SELECT ON DBA_DIRECTORIES
= SELECT ON DBA_TABLESPACES
= CREATE SESSION

2. Do not modify the OFS_BD_SCHEMA_OUT . XML file generated after the
execution of this utility

3. If there are any errors during the script execution, reconfigure the OFS_
BD_SCHEMA_IN.xml file and execute the utility. This regenerates the
scripts with corrected information.

4. Do not keep any backup files of xml's in the download directory.

Configuring and Executing the Schema Creator Utility
This section includes the following topics:
= Prerequisites
s Configuring the Schema Creator Utility
s Executing the Schema Creator Utility
s Verifying the Log File
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Configuring and Executing the Schema Creator Utility

Note: If you intend to use Oracle OLAP feature, execute the below
grant on all ATOMIC schema(s): grant olap_user to &database_
username.

Prerequisites

The following prerequisites must be satisfied before configuring the Schema Creator
Utility:

= You must have the Oracle User ID/Password with SYSDBA privileges.
= You must have the JDBC Connection URL for RAC/Non RAC database.
=  The HOSTNAME/IP of the server on which OFSAA is getting installed.

=  TNSNames.ora should have entry for the database planning to install the Database
objects.

Note:

If any other application pack of version 8.0.0.0.0 is to be installed on top of BD
8.0.0.0.0, download and install the patch for schema creator utility Bug
21133780 by following the instructions in the Readme . txt packaged in it prior
to executing the utility.

Configuring the Schema Creator Utility

This section explains the steps to configure the Schema Creator Utility.

To configure the Schema Creator Utility, follow these steps:

1. Log in to the system as non-root user.

2. Navigate to the following path: OFS_BD_PACK/schema_creator/cont folder.
3. Edit the OFS_BD_SCHEMA_IN.xml file in a text editor.
4

Configure the following elements as described in the table:

Table 4-1 OFS_BD_SCHEMA_IN.xml Paraemters

Mandatory/Optional

Element Name Description Permissible Value change
APP_PACK_ID Applications Pack |- Mandatory
ID as per Product .
This value should not
Management be edited.
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Element Name

Description

Permissible Value

Mandatory/Optional
change

<JDBC_URL>

Enter the JDBC
URL.

Note: You can
enter RAC and
NON-RAC
enabled database
connectivity URL.

The TNS Entry
should be made in
the Application
Server where the
installation is
happening and
Web Application
Server.

Example,

jdbc:oracle:thin:@<HO
ST/IP>.<PORT>:<SID
>or

jdbc:oracle:thin:@//]
HOST][:PORT]/SERVI
CE

or

jdbc:oracle:thin:@(DES
CRIPTION=(ADDRES
S
LIST=(ADDRESS=(PR
OTOCOL=TCP)(HOS
T=[HOST])(port=[PO
RT]))(ADDRESS=(PR
OTOCOL=TCP)(HOS
T=[HOST])(PORT=[P
ORT]))(LOAD_
BALANCE=yes)(FAIL
OVER=yes))(CONNE
CT_
DATA=(SERVICE_
NAME=[SERVICE])))

For example,
jdbc:oracle:thin:@//d
bhost.server.com:1521
/servicel

or

jdbc:oracle:thin:@//d
bshostserver.com:1521
/scan-1

or

jdbc:oracle:thin:@(DES
CRIPTION=(ADDRES
S
LIST=(ADDRESS=(PR
OTOCOL=TCP)(HOS
T=dbhostl.server.com
)(port=1521))(ADDRE
SS=(PROTOCOL=TCP
)(HOST=dbhost2.serv
er.com)(PORT=1521))(
LOAD_
BALANCE=yes)(FAIL
OVER=yes))(CONNE
CT_
DATA=(SERVICE_
NAME=servicel)))

Mandatory

<JDBC_DRIVER>

By default this
driver is seeded.

Note: Do not
edit this
attribute value.

Example,

oracle.jdbc.driver.Orac
leDriver

Mandatory
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Mandatory/Optional

Element Name Description Permissible Value change
<HOST> Enter the Host Name/IP Mandatory

Hostname or the Address

IP Address of the

system on which

you are installing

the OFSAA

components.
<SETUPINFO>/ Enter the acronym |Accepts strings with a |Mandatory
NAME for the type of minimum length of

implementation. two and maximum of

This information four.

will be displayed

inthe OFSAA  |Example,

Home Page. DEV, SIT, PROD

Note: On

executing the

schema creator

utility, this value

will be prefixed

with each schema

name. For

example: dev_

ofsaaconf, uat_

ofsaaatm.
<SETUPINFO>/ Identifies if the YorN Optional
PREFIX_ value specified in Default value is N
SCHEMA NAME |<SETUPINFO>/ )

NAME attribute If Y, the schema names

should be prefixed |generated would carry

to the schema the prefix. For

name. example:

Sample: dev_ofsaaconf, uat_

<SETUPINFO ofsaatml

NAME="DEV"

PREFIX_

SCHEMA_

NAME="N" />
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Element Name

Description

Permissible Value

Mandatory/Optional
change

<PASSWORD>/A
PPLYSAMEFORA
LL

Enteras Y if you
want to apply the
password
specified in
DEFAULT
attribute for all the
schemas.

If you enter as N,
then you need to
provide individual
passwords for all
schemas.

Note: If you have
entered Y in
APPLYSAMEFOR
ALL attribute and
also have specified
individual
passwords for all
the schemas, then
the specified
individual
passwords will
take precedence.

Y/N

Mandatory

Note: Setting this
attribute value is
mandatory, If
DEFAULT attribute is
set.

<PASSWORD>/
DEFAULT*

Enter the
password if you
want to set a
default for all
schemas.

The maximum
length allowed is
30 characters.
Special characters
are not allowed.

Note: You also
need to set
APPLYSAMEFO
RALL attribute
as 'Y to apply the
default
password for all
the schemas.

Optional
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Element Name

Description

Permissible Value

Mandatory/Optional
change

<SCHEMA>TYPE

The different types
of schemas that are
supported in this
release are
ATOMIC and
CONFIG.

By default, the
schemas types are
seeded based on
the Applications
Pack.

Note: Do not edit
this attribute
value.

ATOMIC/CONFIG/A
DDON

Mandatory

<SCHEMA>
NAME

By default, the
schemas names
are seeded based
on the
Applications Pack.

You can edit the
schema names if
required.

Note:

The Schema Name
will have a prefix
of the
SETUPINFO/NA
ME attribute.

The schema name
should be same for
all APP_IDs:

Note: By default,
the schema name
ofsaapurgeutil
user is more than
the allowable limit
of the number of
characters. Please
edit this value to
an appropriate
value.

The permissible length
is 15 characters and
only alphanumeric
characters allowed.
No special characters
allowed except
underscore "'

To identify which
schema is associated
to this Application.

Cannot be blank
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Mandatory/Optional
Element Name Description Permissible Value change

<SCHEMA>/ Enter the - Optional
PASSWORD* password of the
schema to be
created.

Note: You need to
mandatorily enter the
password if you have
Note: set the
o Ifthis <PASSWORD>/
. . APPLYSAMEFORALL
attribute is left .
blank, then attribute as N.

the password
specified in
the
<PASSWORD
>/DEFAULT
attribute is
applied as the
Schema
Password.

n The
maximum
length
allowed is 30
characters.
Special
characters are
not allowed.

<SCHEMA>/ By default, the - Mandatory
APP_ID Application ID is
seeded based on
the Applications
Pack.

Note: Do not edit
this attribute

value.
<SCHEMA>/ Enter the available |- Mandatory
DEFAULTTABLES |default tablespace
PACE for DB User.

Note: If this

attribute is left
blank, then USERS
is set as the default
tablespace.

Do not edit these
values.

<SCHEMA>/ Enter the available |- Optional
TEMPTABLESPAC |temporary

E tablespace for the
DB User.

Note: If this
attribute is left
blank, then TEMP
is set as the default
tablespace.
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Element Name

Description

Permissible Value

Mandatory/Optional
change

<SCHEMA>TYPE

The different types
of schemas that are
supported in this
release are
ATOMIC,
CONFIG

By default, the
schemas types are
seeded based on
the Application
Pack.

Note: Do not edit
this attribute
value.

ATOMIC/CONFIG/A
DDON

Mandatory

<SCHEMA>/QU
OTA

Enter the quota to
be set on
DEFAULTTABLES
PACE attribute for
the schemaZuser.
By default, the
guota size is set to
10G.

Minimum: 500M or
Unlimited on default
Tablespace.

For example,
= 600M/m
= 20G/g

M UNLIMITED/unlimit
ed

Optional

<SCHEMA>/
INFODOM

Enter the name of
the Information
Domain to
associate this
schema.

The schema
creator utility
automatically
derives an
Information
Domain Name
based on the
Applications Pack
if no value is
specified for this
attribute.

Note: Entering
information
domain is required
only for SILENT
mode of
installation.

Theinfodomname
should be same for
all the APP_ID.

Minimum string
length should be 6
characters and up to
11 characters.

Optional

<TABLESPACE>
VALUE attribute

As per naming
conventions, User
can modify the
default values
provided under
the VALUE
attribute

Example: DATA_AM_
TBSP and so on.

Mandatory
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Table 4-1 (Cont.) OFS_BD_SCHEMA_IN.xml| Paraemters

Element Name

Description

Permissible Value

Mandatory/Optional
change

<TABLESPACE>

DATAFILE
attribute

Update
<CHANGE_ME>
place holder with
the actual
DATAFILE
creation path.

For example:
DATAFILE="+DA
TA/ORA12CQA/
alert_data_
052.dbf"

Note: For ASM
enabled database,
the datafile path
should start with
+data/.

Example:/scratch/ora
cle/app/oracle/orada
ta/

Mandatory

<ROLES>
VALUE attribute

As per haming
conventions, User
can modify the
default values
provided under
the VALUE tag.

Example: OFS_
FCCM_LOADER_
ROLE

Mandatory

<DIRECTORIES>
VALUE attribute

Mention the
VALUE attribute
as @FIC_
HOME@/bdf/inb
ox, where @FIC_
HOME @ needs to
be replaced with
OFSBD
application pack
installed path.

Note:

As such this path
can be
edited/changed
by Users.

This directory path
can be any
directory that both
the database
server and
application server
have access to and
Oracle user (user
with which Oracle
Database is
installed) must
have read/write
access to this
named directory.

Example:
/scratch/ofsaaweb/0
FSAAI80/bdf/inbox

Mandatory for
AML/FR/TC/BC/EC
TC

* Once the Schema Creator Utility is successfully executed, the entered passwords will

be nullified.
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Note: While editing the OFS_BD_SCHEMA_IN.xml, ensure only the
values/tag attributes mentioned in must be modified and none of
other tags should be modified.

Refer to the following List of attributes that should not be modified:

= APP_PACK_ID
. ROLE.NAME

. DIRECTORY. ID

. DIRECTORY.NAME

. SCHEMA. APP_ID

. SCHEMA. DEFAULTTABLESPACE
. SCHEMA. APP_GRP

. SCHEMA.TYPE

. TABLESPACE.NAME

Executing the Schema Creator Utility

You can execute the schema creator utility either in Online Mode or Offline Mode. This
section includes the following topics:

Executing the Schema Creator Utility in Online Mode
Executing the Schema Creator Utility in Offline Mode
Executing the Schema Creator Utility in Silent Mode

Executing the Schema Creator Utility while Installing Subsequent Applications
Pack

Executing the Schema Creator Utility in Online Mode

In Online Mode, the Schema Creator Utility will create all the Schemas, Schema
Objects, and Grants in the database during the execution process.

To execute the schema creator utility while creating the schemas for the first
Applications Pack, follow these steps:

1.
2.
3.

Log in to the system as non-root user.
Navigate to the following folder path: 0OFS_BD_PACK/schema_creator/bin/
Execute the osc. sh file using the following command:

./osc.sh
The following message is displayed: You have chosen ONLINE mode.

Enter the DB Username with SYSDBA Privileges. For example: SYS as SYSDBA.

Enter the User Password.
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Figure 4-1 Schema Creation - Online Mode

Figure 4-2 Schema Creation - Online Mode

Note: On successful execution of schema creator utility, the console displays
the following status message:

Schema Creator executed successfully. Please proceed with the installation.

Refer log file in OFS_BD_PACK/schema_creator/logs folder for
execution status. In case of any errors, contact Oracle Support.

Executing the Schema Creator Utility in Offline Mode

In Offline Mode, the Schema Creator Utility creates an output in SQL file format. This
script has to be executed manually by logging as database user with SYSDBA
privileges. The SQL file contains the creation of Schemas, Schema Objects, and Roles.

Prerequisites:
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Database user with the following privileges:
= DBA_ROLES
= DBA_USERS
= DBA_DIRECTORIES
= DBA_TABLESPACES
= CREATE SESSION
To execute the schema creator utility in the offline mode, follow these steps:
1. Navigate to the following folder path: OFS_BD_PACK/schema_creator/bin
2. Execute the osc.sh file using the following command:
./osc.sh -o
3. The following message is displayed: You have chosen OFFLINE mode.
4. Enter the DB Username with SELECT privileges.

5. Enter the User Password.

Figure 4-3 Schema Creation - Offline Mode

Note: On successful execution of schema creator utility, the console displays
the following status message:

Success. Please execute OFS_BD_PACK/schema_creator/sysdba_output_
scripts.sql before proceeding with the installation.
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Figure 4-4 Schema Creation - Offline Mode

6. Navigate to the directory:
OFS_BD_PACK/schema_creator

7. Login to SQLPLUS with a user having SYSDBA Privileges.

Figure 4-5 Schema Creator - Offline Mode

8. Execute the sysdba_output_scripts.sql file using the following command:

SQL>@sysdba_output_scripts.sqgl

Alternatively, you can copy the sysdba_output_scripts.sqgl file and
SQLScripts folder to a remote server and execute sysdba_output_scripts.sqgl
file.

Note: Refer log sysdba_output_scripts.log file for execution
status. In case of any errors, contact Oracle Support.

SQL Scripts folder and SQI file should reside in the same folder.
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Executing the Schema Creator Utility in Silent Mode

If you want to run the OFS BD Application Pack Installer in SILENT mode, it is
mandatory to execute the schema creator utility with -s option.

To execute the utility with -s option, follow these steps:

1. Edit the file OFS_BD_PACK/schema_creator/conf/OFS_BD_SCHEMA_IN.xml in text
editor.

2. Set the value for attribute "INFODOM" of <SCHEMA> tag(s) to specify a specific
Information Domain name. By default, the value is empty and the utility will
derive the Information Domain name. If the attribute value is set, the utility/
installer will configure the Information Domain against this <SCHEMA>.

Note: The infodom name and schema name should be same for all
the below APP_ID:

» OFS_FATCA
« OFS_FRAUD

= OFS_AML
= OFS_TC

= OFS ECTC
= OFS PTA
= OFS TB

= OFS BC

« OFS_IPE

= OFS_FRAUD_EE

3. Execute the utility with -s option.

For Example . /osc.sh -s

Note: If the utility is executed without the -s option, it is mandatory
to launch the OFSAA Applications Pack Installer in GUI mode.

Note: To execute the utility in OFFLINE mode with SILENT option,
type ./osc.sh -o -s

Executing the Schema Creator Utility while Installing Subsequent Applications Pack

While executing the schema creator utility for subsequent Applications Pack, you can
choose to install the pack either on the same Information Domain/Atomic Schema or
on a new Information Domain/Atomic Schema. You can execute the Schema Creator
Utility either in Online or Offline Mode.

Note: OFS BD Pack need to be installed on a separate information
domain.
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To execute the schema creator utility while installing OFS BD Pack over an existing
Applications Pack, follow these steps:

1. Perform the steps 1 to 5 from the Executing the Schema Creator Utility section.

Note: On successful execution of schema creator utility, the console displays
the following status message:

Success. Please proceed with the installation.

Refer log file in OFS_BD_PACK/schema_creator/logs folder for execution
status, if scripts are executed in online mode.

Refer 1og sysdba_output_scripts.log file for execution status, if
executed in offline mode.

In case of any errors, contact Oracle Support.

Verifying the Log File
You can verify the log files for any errors faced during the schema creation process in
the following location: OFS_BD_PACK/schema_creator/logs.

Installing the OFS BD Applications Pack

Follow the instructions in this section to install the OFS BD Applications Pack
depending on the mode of installation.

= Silent Mode Installation
s GUI Mode Installation

Silent Mode Installation

In the Silent Mode Installation you must configure the product xml files and follow the
instructions in command prompt.

Configuring OFSAAI_InstallConfig.xml
Follow these instructions to configure OFSAA_InstallConfig.xml file:

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as the
following:

FIC_HOME=< OFSAA Installation Directory >

export FIC_HOME

Execute the user .profile.

Navigate to the file: OFS_BD_PACK/OFS_AAI/conf/OFSAAI_InstallConfig.xml

Configure the OFSAAT_InstallConfig.xml as mentioned in the following table:

o o &~ W

You need to manually set the InteractionVariable parameter values as mentioned
in the table. If a value is not applicable, enter NA and ensure that the value is not
entered as NULL.
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Table 4-2 Prerequisite

Information

InteractionVariableNa
me

Significance and Expected Value

Mandatory

<Layer name="GENERA|

L'

WEBAPPSERVERTYPE

Identifies the web application
server on which the OFSAA
Infrastructure web components
would be deployed.

The below numeric value should be
set depending on the type:

Apache Tomcat = 1

IBM WebSphere Application Server
=2

Oracle WebLogic Server =3

For example, <InteractionVariable

name="WEBAPPSERVERTYPE">3<
/InteractionVari able>

Yes

DBSERVER_IP

Identifies the hostname or IP
address of the system on which the
Database Engine is hosted.

Note: For RAC Database , the value
should be NA.

For example, <InteractionVariable
name="DBSERVER _
IP">14.15.16.17</InteractionVariabl
e>or

<InteractionVariable
name="DBSERVER _
IP">dbhost.server.com</Interactio
nVariable

>

Yes

ORACLE_
SID/SERVICE_ NAME

Identifies the Oracle DB Instance
SID or SERVICE_NAME

Note: The Oracle_SID value should
be exactly the same as it is
mentioned in JDBC_URL.

For example, <InteractionVariable
name="ORACLE_SID/SERVICE_

NAME">ofsaser</InteractionVaria
ble>

Yes

ABS_DRIVER_PATH

Identifies the directory where the
JDBC driver (ojdbc<version>.jar)
exists. This would typically be the

$ORACLE_HOME/jdbc/lib
NOTE: Refer to Appendix J for
identifying the correct
"ojdbc<version>.jar" version to
be copied.

For example, <InteractionVariable
name="ABS_DRIVER_
PATH">">/oradata6/revwhb7/oracl
e

</InteractionVariable>

Yes
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNa
me Significance and Expected Value [Mandatory

OLAP_SERVER_ Identifies if the OFSAA Yes
IMPLEMENTATION Infrastructure OLAP component
needs to be configured depending
on whether you intend to use the
OLAP feature. The value should be
setto 0/.

SFTP_ENABLE Identifies if the SFTP (Secure File Yes
Transfer Protocol) feature is to be
enabled. The below numeric value
should be set depending on the

choice:
s SFTP-1
s FTP-0

Note:

The default value set is 1 as this release of the OFSAA Infrastructure mandates the SFTP service
be up and running on the system where OFSAA Infrastructure would be installed.
For example, <InteractionVariable name="SFTP_ENABLE">0</InteractionVariable>

FILE_ TRANSFER_ Identifies the port used for the file Yes
PORT transfer service. The default value
specified is 22 (SFTP). Specify value
as 21 or any other PORT value if
value for SFTP_ENABLE is 0.

For example, <InteractionVariable
name="FILE_TRANSFER_
PORT">21</InteractionVariable>

LOCALE Identifies the locale informationto | Yes
be used during the installation. This
release of the OFSAA Infrastructure
supports only US English.

For example, <InteractionVariable
name="LOCALE">en_
US</InteractionVariable>

Note: The following ports are used internally by the various OFSAA Infrastructure services.
The default values mentioned below are set in the installation. If you intend to specify a
different value, update the parameter value accordingly and ensure this port value is in the
range of 1025 to 65535 and the respective port is enabled.

JAVAPORT 9999 Yes
NATIVEPORT 6666 Yes
AGENTPORT 6510 Yes
ICCPORT 6507 Yes
ICCNATIVEPORT 6509 Yes
OLAPPORT 10101 Yes
MSGPORT 6501 Yes
ROUTERPORT 6500 Yes
AMPORT 6505 Yes

<Layer name="OFSAAI_WEB_LAYER">
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNa
me

Significance and Expected Value

Mandatory

HTTPS_ENABLE

Identifies if the Ul should be
accessed using HTTP or HTTPS
scheme. The default value set is 0.
The following numeric value
should be set depending on the
choice:

n Yes-1
[ No-0

Yes

WEB_SERVER_IP

Identifies the HTTP Server IP/
Hostname or Web Application
Server IP/ Hostname, to be used
for accessing the Ul. This IP would
typically be the HTTP Server IP.

If no separate HTTP Server is
available, the value should be Web
Application Server IP/Hostname.

For example, <InteractionVariable
name="WEB_SERVER_
IP">10.11.12.13</InteractionVariabl
e>

or

<InteractionVariable name="WEB_
SERVER_
IP">myweb.server.com</Interactio
nVariable>

Yes

WEB_SERVER_PORT

Identifies the Web Server Port. This
would typically be 80 for non SSL
and 443 for SSL. If no separate
HTTP Server exists, the value
should be the port configured for
Web Server.

Note: The port value will not be
accepted as 80 if HTTPS_ENABLE
is1and as 443, if HTTPS_ENABLE
is 0.

For example, <InteractionVariable
name="WEB_ SERVER_
PORT">80</InteractionVariable>

Yes

CONTEXT_NAME

Identifies the web application

context name which will be used to
built the URL to access the OFSAA
applications. The context name can
be identified from a URL as below:

<scheme>://<host>:<port>/<cont
ext-name>/Ilo gin.jsp

Sample URL:
https://myweb:443/ofsaadev/
login.jsp

For example, <InteractionVariable
name="CONTEXT _
NAME">ofsaadev</InteractionVari
able>

Yes

Installing OFS BD Pack

4-37



Installing the OFS BD Applications Pack

Table 4-2 (Cont.) Prerequisite Information

me

InteractionVariableNa

Significance and Expected Value

Mandatory

PATH

WEBAPP_CONTEXT_

Identifies the absolute path of the
exploded .ear file on the web
application server.

For Tomcat, specify the Tomcat
directory path till

/webapps, such as

/oradata6/revwb7/tomcat/webap
ps/.

For WebSphere, enter the
WebSphere path as

<WebSphere profile
directory>/installedApps/

<NodeCellIName>. For example,

/data2/test//\WebSphere/AppServ
er/profiles/

<Profile_

Name>/installed Apps/aix-imfNod
e01Cell. Where aix-imf is Host
name.

For WebLogic, provide the
WebLogic home directory path as
/<WebLogic home directory
path>/bea/wlserver_10.3

Yes

WEB_LOCAL_PATH

Identifies the absolute path to any
directory on the web application
server that can hold temporary files
being uploaded as part of the
applications usage.

Note: In case of a clustered
deployment, ensure this path and
directory is same on all the nodes.

Yes

WEBLOGIC_
DOMAIN_HOME

Identifies the WebLogic Domain
Home. Specify the value only if
WEBSERVERTYPE is set as 3
(WebLogic).

For example, <InteractionVariable
name="WEBLOGIC_DOMAIN_

HOME">/home/weblogic/bea/us
er_ projects/domains/mydomain

</InteractionVariable>

Yes if the if
WEBAPPSERVERTYPE
atrribute is set to 3
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Table 4-2 (Cont.) Prerequisite Information

InteractionVariableNa
me

Significance and Expected Value

Mandatory

OFSAAI_FTPSHARE_
PATH

Identifies the absolute path to the
directory identified as file system
stage area.

Note:

1.The directory should exist on the
same system on which the OFSAA
Infrastructure is being installed (can
be on a separate mount).

2.The user mentioned in APP_
SFTP_USER_ID parameter below
should have RWX permission on
the directory.

For example, <InteractionVariable
name="APP_FTPSHARE_
PATH">">/oradata6/revwb7/ftpsh
are</InteractionVariable>

Yes

OFSAAI_SFTP_USER_
1D

Identifies the user who has RWX
permissions on the directory
identified under parameter APP_
FTPSHARE_PATH above.

Yes

7. Navigate to the file: OFS_BD_PACK/conf/OFS_BD_PACK.xml and select the
applications to be enabled.

Note: Enter YES in ENABLE tag to enable application.

Configuring InstallConfig.xml

To configure the InstallConfig.xml file, follow these steps:

1. Navigate to the file: 0FS_BD_PACK/OFS_BD/conf/InstallConfig.xml

2. Enter the details mentioned in the tags (<!-- Start: User input required for silent
installer. -->and <!-- End: User input required for silent installer. -->) as
mentioned in the following table.

Table 4-3 InstallConfig.xml Parameters

Placeholder Name Significance and Expected Value [Mandatory
##OFS_AML_BASE_ ISO country code to use during Yes
COUNTRY## data ingestion to record
institution-derived geography risk
on parties on transactions that are
internal to the OFSBD client.
For example: base_country=US
base_country=US
##OFS_AML _ Jurisdiction to assign the derived Yes
DEFAULT _ entities and derived addresses.
JURISDICTION## For example:
default_jurisdiction=AMEA
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Table 4-3 (Cont.) InstallConfig.xml Parameters

Placeholder Name Significance and Expected Value [Mandatory
##OFS_AML_SMTP_ Hostname of the e-mail gateway to | Yes
HOST## be used by the application for

e-mail notifications.

For example:

smtp_

host=mailhost.domain.com

smtp_

host=mailhost.domain.com
##OFS_AML_ADMIN_ |Admin Tools Web application Yes
TOOLS_CONTXT## Context.

For Example: admin_tools

Note: During deployment the ear

file needs to be deployed with same

name
##OFS_AML _ Format of the date used in Yes
PARTITION_DATE_ specifying partition dates.
FORMAT# Allowed values are

DD-MON-YYYY/DD-MM-YYYY
##OFS_AML_WEEK _ = Flag used to derive partition Yes
END_HOLIDAY_ dates based on Week end
PATTERN## holiday pattern.

= Allowed values are:

Saturday,Sunday/Friday

##OFS_AML _ Enter the date of the business day  |Yes
DataDumpDt_minus_  |for which the data to be loaded.
Ot It should be in dd/mm/yyyy

format.

For Example: 10/12/2009
##OFS_AML_ Enter the date of the Saturday of Yes
EndThisWeek_minus_  |the next business week with respect
00## to the date for which the data is

loaded.

It should be in dd/mm/yyyy

format.

For Example: 19/12/2009
##OFS_AML_ Enter the first business day of the Yes
StartNxtMnth_minus_  [next month with respect to the data
00## load date.

It should be in dd/mm/yyyy

format.

For Example:01/01/2010
##OFS_AML _ Name of the Analyst Data source Yes
ANALYST_DATA_ used for Admin Tools
SOURCEH## Configurations
##OFS_AML_MINER _  |Name of the Miner Data source Yes
DATA_SOURCE## used for Admin Tools

Configurations
##OFS_AML_WEB_ Web service user for Post Alert Yes

SERVICE_USER##

Services.
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Table 4-3 (Cont.) InstallConfig.xml Parameters

Placeholder Name Significance and Expected Value [Mandatory
##OFS_AML_WEB _ Web service password for Post Yes
SERVICE_ Alert Services.
PASSWORD##
##OFS_AML_NLS_ ##OFS_AML_NLS_LENGTH_ Yes
LENGTH_ SEMANTICS##NLS_LENGTH_
SEMANTICS## SEMANTICS database variable for
executing the DDL scripts.
Applicable values are
CHAR/BYTE.
Note: Recommendation to go with
CHAR.
##OFS_AML _ Mention flag as ‘1” to configure Yes
CONFIGURE_OBIEE## |OBIEE URL.
Otherwise mention as ‘0’
##OFS_AML_OBIEE_ In case ##0FS_AML_CONFIGURE_ Yes

URL##

OBIEE_URL## mentioned as
‘1’...provide the URL in the pattern

Running the installer in Silent Mode
To install the OFSAA Infrastructure in Silent mode for java 7, follow these steps:

1. Navigate to the OFS_BD_PACK/bin folder.

2. Execute the command in the console:

./setup.sh SILENT

Completing the installation in Silent Mode

On launching the installer in silent mode, the environment check utility is executed.
Enter the required information to execute the utility as explained:

Note: The above table item is asked if environment check utility is
executed in the standalone mode.
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oles creation scripts execution started
0le=s creation scripts execution completed

rants creatlon Scripts executlon started...
rants creation Scriprts execution completed. ..

Schemas Creation Completed

chema Creator executed Successfully.Please proceed with the installation.

clear
ed fscratchﬁofsaawethDRRSDKOFS_Bu_PACKKbln
1=

.f=etup.sh IILENT
FIC _HOME : /scratch/ofsaawveb/BDRRS0/BDRRE4
nvironment check utility started...

zva Validation Started ...

Java found in : fscratchforaclefjrel.6up3?fjre1.6.0_3?fhin
JAVA Version found : 1.6.0_37

JAVL Bit Version found : 64-hic

ava Validation Completed. Status @ SUCCEIE

nvironment Variables Validation Started

CRACLE HCOME : /scratch/oracle/app/oracle/product/11.2.0/client 1

THZ ADMIN : /scratch/oraclefapp/oracle/product/11.2.0/client 1/network/admin
nvironment Variables Walidation Completed. 3tatus @ 3TCCESE

3 specific Validation Started

Unix shell found : Sfbin/ksh. Status @ SUCCESS
Total file descriptors @ 15000, S3tatus : SUCCESS
Total number of process @ 4096, Jtatus @ SIUCCESS
05 wersion @ 5. Status @ SUCCESS

% specific Validation Completed. Status @ 3TCCESS

B specific Validation Started

Client wersion : 11.2.0.2.0. Status : SUCCESS

SESSION has keen granted to user. Status @ STCCESE

PROCEDURE has been granted to user. Status @ 3TCCESS

VIEW has been granted to user. Status : JIUCCESS

TRIGGER has keen granted to user. Status @ STCCESE

MATERIALIZED VIEW has been granted to user. 3tatus @ 3TCCESS

TAELE has been granted to user. Status @ IUCCEIS

SEQUENCE has been granted to user. Status : SUCCESS

privilege is granted for U_$nls_parameters wview. Current value : JELECT. Status : SUCCESS
LS LENGTH SEMANTICS : BYTE. Current walue : BYTE. Status : 3JUCCESS
MNLS CHARACTERSET : AL3Z2UTFS. Current walue : AL3ZUTFE. 3tatus : SUCCESS
SELECT privilege is granted for U_$parameter wiew. Current walue : JELECT. 3tatus : 3SUCCESS
Cpen cursor valus is grester than 1000, Current wvalue @ 4096, Status @ SUCCESS
SELECT privilege is granted for USER T3 QUOTAS wiew. Current wvalue : 3ELECT. Status : 3UCCESS
Gchema is granted with at least 500 ME table space. Current wvalue @ 10239.6011352539063 ME. Status @ SUCCESS
Oracle Server version Current wvalue : 11.2.0.3.0. 3tatus : SUCCESS
B specific Walidation Completed. 3tatus @ 3JTCCESS

nviromment check utility 3tatus @ SUCCESS

LR A R R e R AR A A R R R R A A A A R R R R A A A A A R R R A A A A R R R R R R R R AR R

Welecomwe to Oracle Financial Zervices Adwvanced Analytical Applications Infrastructure (OF3 ALAT) Applications Pac
S o o o o B B o o o o o o o o ol o o ol o o o o o ol o o o o o o i e

Note:

Enter the Infrastructure FTP/SFTP password value, when prompted at
the command prompt.

Enter Always, when prompted to add host key fingerprint.
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Table 4-4 Webserver start up options
Console Prompts

User Inputs

Enter Infrastructure

Enter the password to access Product Staging/Metadata repository
FTP/SFTP password directory in the application server.

1. The OFSAAI License Agreement is displayed as shown in the figure:

Figure 4-6 OFSAAI License Agreement Page

B otz aLinoratle com - PuTTy

2.

Accept the License Agreement.
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Table 4-5 Webserver start up options

Console Prompts User Inputs
Are you accepting the Enter Y if you accept the license agreement and want to proceed with
terms and conditions installation.

mentioned above? [Y/N]

Enter password for default |Enter the password for the System Administrator.
Infrastructure administrator
user SYSADMN

Re-enter password for Enter the same password again to confirm its validity.
default Infrastructure
administrator user
SYSADMN

Enter password for default |Enter the password for the System Authorizer.
Infrastructure authorizer
user SYSAUTH

Enter password for default |Enter the same password again to confirm its validity.
Infrastructure authorizer
user SYSAUTH

Note: SYSADMN and SYSAUTH are the two default OFSAALI
administrative users created.

F e e ™
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Note: The installation process continues on the console. Do not close
the console until the installation process is complete.

Execute .profile from user home directory after the installation is
completed.
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GUI Mode Installation

Note: Ensure you have followed the steps as mentioned in the
Configuration for GUI Mode Installation section prior to proceeding with
the next steps.

1. Log in to the system as non-root user.

2. ldentify a directory for installation and set the same in the user .profile file as the
following:

FIC_HOME=<OFSBD Installation Directory>
export FIC_HOME
3. Execute the user .profile.

4. Toinstall OFS BD Application Pack for Java 7 :
Java 7:
= Navigate to the OFS_BD_PACK/bin folder.

m Execute ./setup.sh GUI in the console.

Note: If the Precheck is successful, the installation begins. Else the
installation aborts.

Figure 4-7 Initialization Window

Welcome to the OFSAA 8.0.1.0.0.0 Application Pack
Installation

ORACLE'
FINANCIAL SERVICES

Copyright & 1983, 2015 | Oracle andior iz affiliales. 8l righls reserved,
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Figure 4-8 License Agreement

License Agreement

‘Welcome 1o the OFSAA Application Padk Instaltation
[This Eropram wil guide you Bhrough 1hi nstalilion of OFLAS Anphcalion Pack.

Coprmight © 1993, 2015, Oracle and J o RS aMBates. &)l nghts redérved

This software and refuied cOCUMERaion are Drosiced ender a BCEnSe Agresment CORCAINng restricions on use and dischsure and are prosecned oy inceliecual
propery lews. Except a5 expresshy permited in vour loense agreement or allowed Dy lew, vOU Mary DO USE, CODY, reprodece, translate, broadcas), modsfy, Ieence,
ransma, dinribute, exhib, perfoem, peblish o depley ary pan, in amyform, of Dy ary means. Resrse engintenng, disassembhy of decompalanon of This
soltware, enbess requined by law for inoeroperabilny & prohibned

Tha infarmanion Coreained Feren is SUbeCT 1o change wihout noTice and is not wismansed 50 De ermor=Tnee. I vou Tind amy erTors, DRAsE NEpar them 10 Us i witing

W this sofreare o relaned dooumenanion is delvened 1o The LS. G oF anyoes BOENSing it on behall of the LS. Coverreem, the Tollowing natice is
applicabie:

U5, GOWVERNMENT BND LEERS: Orade proprams, incuding Ay operating system, innegraved softeare, amy Drograms instalied on the hardeare, andjor
SCuMERtaion, delvened 50 U5, COVEIMMEns nd users are "Comaenial COMmpUTET $oftwane” DUrssan 10 the applcable Federal Acguishion Regulation and
APENCY=SDENG SUpplemental reguiations. As pach, use, deplicaion, discosure, moddication, anad dapaton of The Drograms, iNCleding amy opEriing Sysmem,
ieegraned softeare, arvy rogras nstalled on the hardsare, andjor doCumentankon, shall be Sebjem 10 BCense 16Ms and Boense reAncions spphcabie 10 1he
programs. Mo oaher nghas ane granted oo the UL S Covemiment

This sofvaarg or hargsare i3 Seveioped Tor general Wit in & ¥arieny of IRformation management ADDECILonT. & iy not oevioped oF INEnoed For use in amy
Inngrenthy Gangerour ADpECatiens, InCluding DpICAONT 1hat My Creae sk of personal injury, I you upe this Pomwane oF hardwar in Gangencus appioanions,
then o Frall D responsinhe 0 take o appropriane fall-Fate, DR, regUNOAnTY, And T MERPATTE 10 Brpee KF Al ure. Qracle Coporwnn and B el
Gl Ay lakibny for Ay GAMAEES CAUSED Dy uRe of This FOfwsare oF NANdware in CNQErTSs apDications.

This softwang or hargwang and COCUMERGEION My Drovioe ACCESS 03 OF INfONMaNion on Coment, Droduces. and serdors from thind pamies. Oracie Corporalion and
5 ATATES ang RO NERDOAGIDIe Tor and eupnessly JiRckuim all warmanties of fewy kind with nespect 0o tind=Dasmy’ CONDEN, DroguCts, and senices. Oracks Conporation
Land A5 WTlanes will Rt O responsinse Tor oy 035, CORE, OF Mg INWrmed OUE 70 WOOUT ACCEES 00 OF USE Of Third=paimy (OTRENt, Drogunty, OF PETCEs

1 goost e termr o tha Livanas dgevamant
) | #a WOT actapt tha mermn of the Licents dgreimang

5. Select I accept the terms if the License Agreement option.
6. Click Next.

The Financial Services Behavior Detection Applications Pack details are displayed.
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Figure 4-9 Applications Pack Details

Financial Services Echavior Detection Applications Pack

:_.. Préingal S-tiup App e ol o Pl 10 2 OFs_BD_PACKE GRACLE'

Ayl o oo Pack, Mame Finare iall Spi v e Behay ior Detsction Appdicmanm Fack ﬁ

Appleaion Pak Verdlos:  BLLES ANALYTICAL APPLICATIONS

The Toliomwineg products se svailshis in ohis spplication pack:

#] Fimameisl Services Amabytical Applicstions Infrastisciune

] Fimarstisl Services Inline Froceising Engine

] Fimarscial Services Asti Seney Laundering

] Fimarscial Services Fraud

] Fimarscial Services Fraud Cnierprise Ddition

] Fimarstisl Services Trader Comglisnce

] Fimarscial Services Trade Clatier

] Fimarscial Services Perssnsl Trading Appreval

] Fimarscial Services Broker Compliance

] Fimarstial Services Umeegy and Commadity Trading Complisnce
] Fimarstial Services Tmerprise Case Management
# Fimamcisl Services Kminw Yo Customen

¥ Fimamcisl Services Camency Traniuien Reparting

# Nimancisl Services Feaeign Avcousd Tax Compliande Ack Mansgement

MO
1 Febert The prodadt () you hine bandad bndl ik "Wda® b pasibed

3. Prodc ARtk sl AppSruTien s IETInstons Soun st mpnd 10 Be talactad auplonky Thip produrs i1k bans ifrannectons wed gots ismuled snsmutioly

1. Prosduce Eupepring Badaling Option moubd gor snadbed | innuiled yotcmationlly o sthar prodersl kut dapssdant lans

7. Select the product to enable for which you have already obtained license.

8. Click Next. The License Agreement page is displayed.
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Figure 4-10 License Agreement page

Financial Services Eechavior Detection Applications Pack License Agreement

Installation and wse of Finandal Services Belavios Detection Applications Pack Installer requires accepiande of the follewing Brense agresment
B Prenstal Selug | OFLAL APPLICATION FACY. LICENSE ACREEMENT
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9. Select | accept the terms of the License Agreement option.
10. Click Next.

The Manage Information Domain page is displayed.

Installing OFS BD Pack 4-49



Installing the OFS BD Applications Pack

B Frinslal Selup

ORACLE
FINANCIAL SERVICES

Figure 4-11 Manage Information Domain page
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Note: Refer to Table 4-3 and provide appropriate values in the screen. All fields are mandatory.

11. Edit the Information Domain Name if it is a new Information domain or if you

want to change the name of the information domain name.

Note: In case of subsequent Applications Pack installation on the

same Information Domain, you cannot edit the name Permissible

length is 16 characters and only alphanumeric characters allowed. No
special characters allowed.
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Figure 4-12 Pre-Panel Template
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12. Click Next. The License Agreement window is displayed.

Figure 4-13 License Agreement Window

License Agreement

=¥ License Welcome to the OF5AAl Installation

() Prelnstall Setup This program will guide you through the installation
() Installation.. of OFSAA Infrastructurea,

In=tall Comple
"l RITEE Copyright ©@ 1953, 2015, Gracle and [ or its
affiliates, All rights reserved.

This software and related documentation are
provided under alicense agreement containing
restrictions on use and disclosure and are protected
by intellectual property laws, Except as exprassly
permitted inyour license agreement or allowed by
law, you may not use, copy, reproduce, translate,
ORACLE’ broadeast, modify, license, transmit, distribute,

FINANCIAL SERVICES @ | accept the terms of the License Agreement
D | do WOT accept the terms of the Licenze Agreement

Previous
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13. Select I accept the terms of the License Agreement option.

14. Click Next. The License Details page is displayed.
Figure 4-14 License Details Page

License Detalls

Froduct Mame:
OFsAAInfrastructurs

Version
£8.0.1.0.0

Operating System
Linux

Relational Database
Dragle

Licensed Locale
ORACLE’ en_US

FINANCIAL SERVICES

Installamahers

e T

15. Click Next. The User Installation Directory window is displayed.

Figure 4-15 User Installation Directory

User Installation Directory

i License User Installation Directory
S Preinstall Setup Jscratchfofsaadb JOFS AL

Installation..
() Install Complete

ORrRACLE
FINANCIAL SERVICES

Cancel Prewvious

Note: The User Installation Directory path is auto-populated from the
path you have set in the user .profile file in step 2.
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16. Click Next. The OFSAA Infrastructure Server Details window is displayed.

Figure 4-16 OFSAA Infrastructure Server Details

OF5AA Infrastructure Server Deatails

License Enter requested information :

=3 Prelnstall Setup
Mate: If the JDBC_URL is of RAC twioe then DB Server [PfHosthame

Installati ;
(stelatio: field name should be kA
(L) Install Completa

OFSAAl Server IP / Hosthame :

Database Server IP / Hostname :

ORACLE’
FINANCIAL SERVICES

Prewious

17. Enter the IP address or hostname of the OFSAAI server and Database server.

18. Click Next. The Web Application Server window is displayed.

Figure 4-17 Web Application Server

Web Application Server

§ License Choose the Web Application Server tyoe
=¥ Prelnstall Setup

L) Installation,
(L) In=tall Complete

2 Tomcat

® (Websphere
) Wehlogic

ORACLE
FINANCIAL SERVICES

Installanywhers

19. Select the appropriate Web Application server type. The options are Tomcat,
WebSphere, and WebLogic.
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20. Click Next. Based on the selection, corresponding screens are displayed.

For WebSphere: The WebSphere Setup Details window is displayed.

Figure 4-18 WebSphere Setup Details

WebSphere Setup Details

o License Enter WebSphere installation Path up to the Host name directaony
=¥ Prelnstall Setup Far Ex:- fdataZ ftestifwebsphere fappsenverfprofilesf <Prafile _ka
() Installation. mes finstalleclépps/ < cellMame =

[0 Install Complete

,"scratch,fwas?,fIBMIWEbSphere,prpSer\fer,fprufiles,fPrufsaTB3| |

ORACLE’
FINANCIAL SERVICES

21. Enter the installation path (up to the host name directory) of the WebSphere. The
format is WebSphere path <webSphere profile
directory>/installedApps/<NodeCellName>.

For Tomcat: The Absolute Tomcat Path window is displayed.

4-54 Oracle Financial Services Behavior Detection Application Pack



Installing the OFS BD Applications Pack

Figure 4-19 Absolute Tomcat Path

Absolute Tomcat Path

d) License Enter absolute Tomeat Installation path where Oracle Financial
=¥ Prelnstall Setup Services Anakgical Applications Infrastructure is 1o be deploved.

@ (nctallation Example: - fhomejfdatalftomcat-7.0. 19 webapps

() Install Complete

ORACLE
FINANCIAL SERVICES

22. Enter the Tomcat installation path (till/webapps) where OFSAAI will be deployed.
For WebLogic: The Weblogic Home window is displayed.

Figure 4-20 Weblogic Home

Weblogic Home

o) License Enter Weblogic Home
=) Preinstall Setup For Ex: fhome/weblogic/bea/weblogic 10.3.5.0

ORACLE’
FINANCIAL SERVICES

InstallArnywhere

TS T

23. Enter the WebLogic home directory path.
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Figure 4-21 Weblogic Setup Details

Weblogic Setup Details

{) License Enter Weblogic Domain Home
S Frelnstall Setup For Ex: fhomefweblogic/beafuser_projects/domains freydomain

() Installation.
() Install Complete

ORACLE
FINANCIAL SERVICES

24. Enter the path of the Weblogic domain home directory and click Next. The OLAP
Details window is displayed.

Figure 4-22 OLAP Details

OLAP Details

) License pote :

=¥ Prelnstall Setup 1 = Enabled 0=Disakled

(Retallation If v_alue is 1 then ARBOR_PATH, HYPERION__HOME& ESSEASEFPATH
. ’ wvariahles should be set in .profile before installation.

(CD Install Complete

CONFIGURE OFSAAI OLAP FEATURE :
0

ORACLE’
FINANCIAL SERVICES

Installamsawhers

25. OFSAAI OLAP feature should be set to 0.
26. Click Next. The Web Server Details window is displayed.

4-56 Oracle Financial Services Behavior Detection Application Pack



Installing the OFS BD Applications Pack

Figure 4-23 Web Server Details

Web Server Details

d) License Mote : Context name will be used in your Application URL
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ORACLE
FINANCIAL SERVICES

WEE LOCAL PATH
| Jscratchfwebsphere ffipshare

27. Select Enable HTTPS checkbox to configure HTTPS, if required, and enter the
Web Server (HTTP Server) Port, Context name for deployment, and Local path to
any folder on the Web Application Server (Tomcat/Websphere/Weblogic).

28. Click Next. The Database Details window is displayed.

Figure 4-24 Database Details

Database Details

@ License NOTE:
=¥ Prelnstall Setup Specify the Database user name which is the user created for
O stailatian configuration database schema. For example: configuser
Al i Specify the Database driver path as <0ORACLE_HOME: jjdbc/lib
Install Complete where <ORACLE_HOME> should be replaced with ORAZLE_HOME
walue,

The ABSOLUTE DREIVER PATH refers to the |DBC driver files path.

[»]

ORACLE SID  SERVICE_ NAME :
| OFSQADE |

JDEC URL :
| jdbcoracle:thin @ 11.12 1314 1516: OF5QADE |

CONFIG SCHEMA USER ID :
| DOCT33CONF |

Oracle Configuration Schema Password

ORACLE
FINANCIAL SERVICES

ABSOLUTE DRIVER PATH :
| | Jfscratchforaclefappforaclefproductf11.2 . 0fclient_1fjdbcflib |

In:

Eestore Default H Ch_gu:y_sg... |3

Installing OFS BD Pack 4-57



Installing the OFS BD Applications Pack

29. Enter Oracle SID/Service Name.

Note:

The JDBC URL, Configuration Schema User ID, Oracle Configuration
Schema Password, and Absolute Driver Path are auto-populated.

Absolute Driver Path can be the path where Oracle DB client is
installed or JDBC driver is installed. For example,
/scratch/oracle/app/oracle/product/11.2.0/client_1/jdbc/1lib

30. Click Next. The Ports Configuration window is displayed.

Figure 4-25 Ports Configuration

Ports Configuration

) License Enter required information :
i)

= Prelnstall Setup Mote: Parts must hawe unigue walue.

() Installation.

Install Complete Java Pornt
19999

Native Port
6656

Agent Port
16510

ICC Server Port

ORACLE" 8507

FINANCIAL SERVICES ICC Native Port
| 6503

InstallAmawhers

Note: The Port, Native Port, Agent Port, ICC Server Port, and ICC
Native Ports are auto-populated. You can also configure the Ports
settings.

31. Click Next. The Ports Configuration window is displayed.
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Figure 4-26 Ports Configuration

Ports Configuration

of) Licenze Enter required informatian ;
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() Installation.
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ORACLE
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Note: The OLAP Port, Message Server Port, Router Port, and AM Port
details are auto-populated. You can also configure the Ports settings.

32. Click Next. The Default Infrastructure Administrator and Authorizer User
Password window is displayed.

Figure 4-27 Default Infrastructure Administrator and Authorizer User Password

Default Infrastructure Administrator and Authorizer User Password

P License Enter requested infarmation
=3 Prelnstall Setup

Installation. Please enter password for default Infrastructure
administrator user SYSADMM :

(L) Install Complete
|.........

Please re-enter password for default Infrastructure
administrator user SYSADMN :

PFlease enter password for default Infrastructure authorizer
user SYSAUTH :

ORACLE Please re-enter password for default Infrastructure
authorizer user SYSAUTH :

FINANCIAL SERVICES
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33. Enter the passwords for default System Administrator and System Authorizer
users.

34. Click Next. The SFTP Details window is displayed.

Figure 4-28 SFTP Details

SFTP Details

Ve |
License Maote -

3 Prelnstall Setup For enable SFTP © If walue is 1 then SFTP will be enabled . If value iz

k3 rstaniation 0 then FTP will be enabled
Installation

fnstall Complate

ENABLE SFTP:
|1

FILE TRANSFER PORT :
122

ORACLE
FINANCIAL SERVICES

Note:

= Enable SFTP and File Transfer Port details are auto-populated.

s Ensure that the system, on which the OFSAA Infrastructure is being
installed, has either FTP/SFTP enabled.

35. Click Next. The OFSAAI Post Install Details window is displayed.

36. Enter the FTPSHARE Path. This is same as the OFSAA Staging/ Metadata
Repository Directory.

37. Enter the FTP/SFTP User ID and Password for FTPSHARE Directory access.

Note: The transfer of data (files) between the OFSAAI Server and the
Web Application Server happens over FTP/SFTP. Ensure the
necessary host configurations are made for a successful handshake.

38. Click Next. The Pre Installation Summary window is displayed.
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Figure 4-29 Pre Installation Summary

Pre~installation Surmmary
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= Prelnstall Setup

Installation. Product Name:
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39. Click Install. The Installing OFSAA Infrastructure window is displayed.

Figure 4-30 Installing OFSAA Infrastructure

Installing OFSAAInfrastructure

$ License
£ Freinstall Setup
= Installation,,

&

ORACLE Installation is in progress...

This process may take several minutes. Please Wail.
FINANCIAL SERVICES

Installing... Execute Script/Batch file: AdminConf

Installamawhera

Anytime during the installation you can click Cancel to stop the installation. Once
completed, the Installation Summary window is displayed.
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Figure 4-31 Installation Summary

INSTALLATION SUMMARY

@ License [INSTALLATION SUMMARY:
D Preinstall Setup

d Installation, . o

¥ Install Complete #DEBUG STATEMENTS: 666

#HNFORMATIONS ===~ 283
10

Please see the installation log under
[scratchfofsaaapp /OFS_Ads) PACKOFS_ad)/logs /OFSAAIE log and
Jscratchfolsaaapp,/AAAIPACK fOFSAAINTrastructure_install log for
more details.

Click on MNext 1o continue,

ORrRACLE
FINANCIAL SERVICES

The Summary window displays the number of Fatal Errors, Errors, Debug
Statements, Informations, and Warnings along with the location of log files.

40. Click Next. The Installation Complete window is displayed.

Figure 4-32 Installation Complete

Installation Complete

P License Congratulations! Oracle Financial Services Analytical Applications
& Prelnstall Setup Infrastructure has been successfully installed.

W Installation., Click an "Done" 10 exit the installer. Please do not close the
S Install Complete console. Post Install activites will be performed in console.

ORACLE’
FINANCIAL SERVICES

Note: If the installation is successful with some warnings, you can
navigate to the installation log for more details and address them.
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41. Click Done. The following message is displayed: Please wait, pack_install is being
configured for your system. This may take a moment.

Figure 4-33 Checking OFSAAI Services
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Figure 4-34 Installation Complete
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42. Click Done.

Note: The installation process continues on the console. Do not close
the console until the installation process is complete.
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Verifying the Installation
= \erify the Pack_install.log file in the folder: /OFS_BD_PACK/logs
= Verify the OFSAA logs under /OFS_BD_PACK/OFS_AAI/logs

= Verfy the BD_log files located in the folder : /0FS_BD_PACK/OFS_BD/logs for OFS
BD Application Pack Installation log file.

Note: If there are any errors, do not proceed with further installation
and contact Oracle Support.
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Post Installation Configuration

On successful installation of the Oracle Financial Services Behavior Detection
Applications Pack, refer the following post installation sections:

This chapter includes the following sections:

Creating and Deploying the Applications Pack Web Archive
Installing Scenario Manager

Deploying Analytic Reports and Threshold Analyzer
Configuring Resource Reference

Configuring Web Application Server

Note: Ensure to clear the application cache prior to the deployment of
Applications Pack Web Archive. This is applicable to all Web Servers
(WebSphere, WebLogic, and Tomcat). For more information, refer to the
Clearing Application Cache section.

Creating and Deploying the Applications Pack Web Archive

OFSBD Application Pack Deployment

To create and deploy the Applications Pack web archive, follow these steps:

1.
2.

Navigate to the $FIC_WEB_HOME directory.
Execute the command:
./ant.sh

This will trigger the creation of EAR/WAR file - <contextname>.<extn>. Here
<contextname> is the context name given during installation.

Note: Creating ear/war files are done by the installer automatically. If
the files are not created, user can execute these steps.

On completion of the EAR/WAR files creation, the "BUILD SUCCESSFUL" and
"Time Taken" message is displayed and you are returned to the prompt.

The EAR/WAR file - <contextname>.<extn> - is created under "$FIC_WEB_HOME"
directory.
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Note: This process overwrites any existing version of EAR/WAR file in the
path. If the web application server is Apache Tomcat, the file created
would be <contextname>.war.

6. Deploy the generated EAR/WAR file on to the web application server. For
detailed information, refer Deploying EAR/WAR File.

Admin Tools Deployment

The following deployment steps must be performed if installed applications are
AML/FR/TC/BC/ECTC/Fraud-EE/TB.

To deploy Admin Tools, follow these steps:

1. Create two data sources, one each for Analyst and Miner. The name of these data
sources should match with the ones entered during the installation.

2. Goto $FIC_HOME/ficweb/AM installed directory and run the script file . /ant.sh

3. Deploy the <admin_tool_context-name>.war (for example, admin_tools.war)
available at $FIC_HOME/AM directory, as an application on your Web Application
Server.

Note:

= While deploying war file, keep same context name as updated against
variable ADMIN_CONTEXT_NAME in InstallConfig.xml File located at
<download_dir>/ OFS_BD_PACK/OFS_BD/conf.

= Refer to Post Deployment Configuration for more details.

Scenario Wizard Configuration and Deployment

The Scenario Wizard Configuration and Deployment must be performed if the
following applications are installed

= AML
= FR
= Trade Compliance

= Broker Compliance

s Fraud-EE
s ECTC
= TB

To configure and deploy Scenario Wizard, follow these steps:
1. Navigate to $FIC_HOME/ficweb/SCENARIO_WIZARD

2. Execute ./install.sh. When prompted for password, enter the KDD MNR
Schema password.

3. Deploy the <context-name>.war file (for example SMLiteWeb.war) available at
$FIC_HOME/ficweb/SCENARIO_WIZARD as an application on your Web Application
Server. While deploying war file, keep context name as SMLiteWeb.
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A

Note Only one instance of Scenario Wizard will run on one Applica-
tion server at a time. While launching the Scenario Wizard if you find
any exception pop-up saying java.rmi.bind exception or
java.rmi.unknownhost exception, follow these steps:

1. Stop the SMLiteWeb.war

2. Navigate to <deployed
area>SMLiteWeb\WEB-INF\classes\conf\mantas_cfg\install.cfg

3. Ininstall.cfg change the token to some other port which is not
occupied.

4. Define rmiPort. By default keep it 1099
rmiPort=1099
5. Restart the server.

Log Details.
a. Log file name- smlite.log

b. Log path - Navigate to <deployed
area>SMLiteWeb\WEB-INF\classes\logs\smlite.log

To customize the Log path/log file name, follow the following steps
a. Goto <deployed area>\SMLiteWeb\WEB-INF\classes\log4j.properties file
b. Change the value of the property log4j.appender.file.File="Your log file path"

c. Restart the sMLiteWeb.war

To configure and deploy Scenario Wizard on Websphere, follow these steps:
Ensure that port 1099 is free and available.
Deploy the SMLiteWeb.war
Change the class loader.

Navigate to Applications > Application Types > WebSphere enterprise
applications > SMLiteWeb.war > Manage Modules.

Click on Module Apache-Axis and select Class loaded with local class loader
first (parent last) under Class loader order.

Click Apply and then Save.

Start the application. If the application is not accessible, stop and start the
application again from the Websphere console.
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Note: Refer to Post Deployment Configuration for more details.

1. For Front-end access, the following settings must be changed on the client
side for the Scenario Wizard to work on Windows XP/Windows 7.

a. Navigate to Java Control Panel.

b. Under the General tab ensure the following
two settings:

c. Navigate to Network Settings and change
the Network Proxy Settings to Direct
Connection.

d. Navigate to Settings under Temporary
Internet Files and perform the following
steps:

e. Check the option to keep temporary files on
my computer.

1. Click Delete Files to clear the Java cache.

Services Configuration and Deployment
You must configure and deploy Services if the following applications are installed:

AML

FR

Trader Compliance
Broker Compliance
ECTC

Fraud-EE

TB

Note: Either Watchlist Services or Post Alert Services can be run, but not both simultaneously, as these
services both use the variable FIC_ HOME.
JDK is required for creation of Watchlist WAR and can be removed once services deployment is

successful.

To configure and deploy Services, follow these steps:

1.

Create the WAR file by changing to the FIC_HOME/ingestion_manager/scripts
directory and and executing createWatchListWAR. sh. This will create the
mantas.war file which contains the watch list service.

Deploy the mantas.war file to the web application server. Any context path can be
used, but the KYC application expects it to be at /mantas. The full path leading to
the exploded WAR file will be referred to as <Service Deployed Directory>
below.

Modify the following file: <Service Deployed Directory>/WEB-INF/fuzzy_
match/mantas_cfg/install.cfg and change the path in the fuzzy_
name.B.stopword_file and fuzzy name.P.stopword_file properties from:
<FIC_HOME>/ingestion_manager to: <Service Deployed Directory>/WEB-INF
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7.

Modify the following file: <Service Deployed
Directory>/WEB-INF/config/install.cfg and change the Creating and
Deploying the Applications Pack Web Archive Post Installation Configuration
path in the log.message.library, log.categories.file.path, and
log4j.config.file properties as specified in step3.

Modify a script to set up environment variables in the web application server. The
respective script should be created (or modified if it already exists) as:

#!/bin/sh

FIC_HOME=<Service Deployed Directory>
ORACLE_HOME=<Oracle Home>

export FIC_HOME ORACLE_HOME
KDD_PRODUCT_HOME=${FIC_HOME} /WEB-INF/fuzzy_match
export KDD_PRODUCT_ HOME

JAVA_LIB_HOME=${KDD_PRODUCT HOME}/lib/kddcore.jar:${KDD_PRODUCT
HOME}/1ib/log4

j-1.2.12.jar
export JAVA_LIB_HOME

LD_LIBRARY_PATH=${KDD_PRODUCT HOME}/lib:${ORACLE_HOME}/lib:${LD_
LIBRARY_ PATH}

export LD_LIBRARY_ PATH

For Tomcat, this file is <Tomcat Directory>/bin/setenv.sh.
For WebLogic, this file is <webLogic
Directory>/user_projects/domains/<user_domain>/bin/setDomainEnv.sh.

Modify the script from step5, replacing <Service Deployed Directory> and
<Oracle Home> with their respective values.

Restart the web application server.

Create the Post Alert Service .war file by following the steps provided below.

To configure and deploy Services, follow these steps:

1. Create PostAlertService war
Trigger the ant.sh under the <INSTALLED_AREA>/services/ to create
mantasServ.war.

For Tomcat:

2. Deploy the mantasServ.war.

3. Restart the weblogic server and install the mantasServ.war application.

Replace the Path for "kdd.xml.catalog" and "log.mantaslog.location" in the
install.cfg file located under <Service_Deployed_
Area>/solution/services/mantas_cfg.

s kdd.xml.catalog=<Service Deployed
Area>/solution/services/share/xml/catalog.xml
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s log.mantaslog.location=<Service Deployed
Area/solution/services/logs

4. Create file setenv.sh under <TOMCAT_INSTALLED_AREA>/bin/ and copy the below
contents after replacing the place holders (<Service_Deployed_Area>, <Oracle_
Home> and <TNS_Admin_Home>) and save.

SERVICES_ROOT=<Service_Deployed_Area>/solution/services
export TNS_ADMIN=<TNS_Admin_Home>

export ORACLE_HOME=<Oracle_Home>

export FIC_HOME=<Service_Deployed_Area>

MINHEAP=32m

export LD_LIBRARY_PATH=$SERVICES_ROOT/1lib:$SORACLE_HOME/lib:$LD_LIBRARY_
PATH

PLATFORM="uname -1i°

if [ "$PLATFORM" = "x86_64" ]; then
MAXHEAP=10000m

else

MAXHEAP=1800m

fi

export MINHEAP MAXHEAP

export KDD_PRODUCT_HOME=$SERVICES_ROOT
export KDD_HOME=$SERVICES_ROOT

5. Restart the tomcat server.

For Weblogic:
1. Explode the mantasServ.war under the desired weblogic Domain.

2. Restart the weblogic server and install the mantasServ.war application.
Replace the Path for "kdd.xml.catalog" and "log.mantaslog.location" in the
install.cfg file located under <Service_Deployed_
Area>/solution/services/mantas_cfg.

m kdd.xml.catalog=<Service Deployed
Area>/solution/services/share/xml/catalog.xml

s log.mantaslog.location=<Service Deployed
Area/solution/services/logs

3. Copy the below contents into the setDomainEnv.sh located under $WL_
HOME/user_projects/domains/<user_domain>/bin/setDomainEnv.sh after
replacing the place holders (<Service_Deployed_Area>, <Oracle_Home> and
<TNS_Admin_Home>).

SERVICES_ROOT=<Service_Deployed_Area>/solution/services
export TNS_ADMIN=<TNS_Admin_Home>

export ORACLE_HOME=<Oracle_Home>
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export FIC_HOME=<Service_Deployed_Area>
MINHEAP=32m

export LD_LIBRARY_PATH=$SERVICES_ROOT/1lib:$ORACLE_HOME/lib:$LD_LIBRARY_
PATH

PLATFORM="uname -1i°

if [ "$PLATFORM" = "x86_64" ]; then
MAXHEAP=10000m

else

MAXHEAP=1800m

fi

export MINHEAP MAXHEAP

export KDD_PRODUCT_HOME=$SERVICES_ROOT

export KDD_HOME=$SERVICES_ROOT

4. Restart the weblogic server and install the mantasServ.war application.

For Websphere:

1. Deploy mantasServ.war in the websphere server. Do not start the mantasServ
application.

2. Inthe IBM console, navigate to Enterprise Applications > mantasServ_war >
Manage modules > mantasServ.war . Set the Class Loader Order to "Classes
loaded with local class loader first (parent last)"

3. Replace the Path for "kdd.xml.catalog" and "log.mantaslog.location™ in the
install.cfg file located under <Service_Deployed_
Area>/solution/services/mantas_cfg.

s kdd.xml.catalog=<Service Deployed
Area>/solution/services/share/xml/catalog.xml

m log.mantaslog.location=<Service Deployed Area>/solution/services/logs

4. Copy the following contents into the .profile file (create a .profile file if it is not

already existing) of the user after replacing the place holders (<Service Deployed
Area>, <TNS Admin Home> and <Oracle Home>).

SERVICES_ROOT=<Service Deployed Area>/solution/services

export TNS_ADMIN=<TNS Admin Home>

export ORACLE_HOME=<Oracle Home>

export FIC_HOME=<Service Deployed Area>

MINHEAP=32m

export LD_LIBRARY_PATH=$SERVICES_ROOT/1lib:$SORACLE_HOME/lib:$LD_LIBRARY_
PATH

PLATFORM="uname -1

MAXHEAP=10000m
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export MINHEAP MAXHEAP

export KDD_PRODUCT_HOME=$SERVICES_ROOT

export KDD_HOME=$SERVICES_ROOT

5. Shutdown the Websphere server and exit the putty.
6. Execute the .profile.

7. Start the Websphere server.

8

Start the mantasServ application (if not started automatically).

To access the Post Alert Service, please use the URL:
<protocol>.//<Server>;<port>/mantasServ/services/AlertManagementService

Installing Scenario Manager

This section provides the general steps to install the OFS BD Scenario Manager
software, along with a reference to the specific section and page where the tasks are
explained.

Installing the Scenario Manager involves the following procedures:
= Verifying the Pre-installation Requirements

= Installing the Scenario Manager on the Workstation

= Cancelling the Scenario Manager Installation Program

= Accessing the Scenario Manager

Verifying the Pre-installation Requirements

Before you install the OFSBD Scenario Manager on the Windows workstation, verify
the following information:

= Verifying Prerequisite Third-Party Software Installation

= Verifying Values for the Scenario Manager Installation Program

Note: Install and configure OFS BD application completely before
you install the Scenario Manager software.

Verifying Prerequisite Third-Party Software Installation

Before installing the OFS BD Scenario Manager, verify that the third-party software
defined in Table 5-1 is installed and configured on the workstation.

OFS BD application supports the third-party software identified in following table.

Table 5-1 Prerequisite Third-Party Software Products for the Scenario Manager
Workstation

Component Product Verison Vendor

Operating System Windows XP, Vista Microsoft
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Table 5-1 Prerequisite Third-Party Software Products for the Scenario Manager
Workstation

Component Product Verison Vendor
Java JRE, Standard Edition with | 1.7 Sun
HotSpot

Verifying Values for the Scenario Manager Installation Program

To prepare for the OFS BD Scenario Manager installation program’s requests for
information, use the pre-installation checklist in Table 5-2 to verify the database
connection information, as well as user and owner names you must provide to the
Scenario Manager Installation Program.

Table 5-2 Scenario Manager Pre-installation Checklist

Item Description Example Value Your Value
OFS BD Installation Directory on the C:\Oracle Scenario | Microsoft
Directory workstation where you Manager

want to install the Scenario

Manager.
Oracle Database TNS name for the instance. | ORA_PROD Sun
Connection String* This is often the same as

the database name.
KDD Schema KDD Schema Database Value for kdd_
Database Owner owner's name. schema_owner
Alert Management Mantas Schema Database Value for mantas_
Schema Database owner's name. schema_owner

Owner Name

Database server name | Name of the server that the | prod_server
database resides on.

KDD Miner User KDD Miner user's name. Value for tools_user

Name

JRE Home Directory name of your JRE | C:\apps\jrel.7
1.7 server installation

Maximum Java UsageMaximum amount of | 64

Virtual Machine Java Virtual Machine (JVM)

Memory memory available for the
Scenario Manager.

Program Group Name of the Windows Financial Crime

Name Program Group where you | and Compliance
want to install the Scenario | Management
Manager. Scenario Manager

Note: Any path that includes spaces should be entered with double
guotes, for example, C:\Program Files\JRE 1.7.

Installing the Scenario Manager on the Workstation

The OFS BD Scenario Manager Installation program installs the Scenario Manager
using a series of screens that prompt you for the information relevant to local
installation and interface with the other subsystems of OFS BD application.
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The following procedures group the installation program into high-level categories:

Starting the Installation

Completing the Pre-installation Questions
Completing the Database Information
Completing the Environment Information

Completing the Installation

Note: You can cancel the installation from any screen in the
installation program. Refer to Cancelling the Scenario Manager
Installation Program, for more information.

Starting the Installation
To start the OFS BD Scenario Manager installation, follow these steps:

1.

Copy the ScenarioManager.exe file from OFS_BD_PACK/OFS_BD/bin to the
windows machine.

Locate file through Windows Explorer and double-click the ScenarioManager.exe
file. The Scenario Manager Installation program opens and displays the
Introductory screen.

Proceed to the Completing the Pre-installation Questions.

Completing the Pre-installation Questions
To complete the pre-installation questions, follow these steps:

1.

From the Introductory screen, select the desired language from the Language
drop-down list.

Note: The OFS BD Installation Program executes in the selected
language. The default language is English.
Click OK.

The Introduction screen is displayed.

Note: This screen serves as a reminder that you must have the
appropriate version of Windows installed prior to the execution of the
Scenario Manager Installation program.

Click Next.

The OFS BD Scenario Manager Installation Directory screen displays.

Do one of the following:

a. Click Next to accept the default destination for OFS BD software installation.

The Database Type screen displays. Proceed to the Completing the Database
Information.

b. Click Choose to select an installation directory different from the displayed
default location, and select the directory to which you want to install the
Scenario Manager.
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5.

6.

Click Next.

a. If you do not have write permission to the chosen installation folder, an
installation error message displays.

Click OK. You return to the OFS BD Scenario Manager Installation Directory
screen and do one of the following:

a. Give the path of different installation directory which have write
permission.

b. Give the write permission to the given installation directory.

b. If you have write permission to the selected directory, the Database Type
screen displays.

Proceed to the Completing the Database Information.

Completing the Database Information
To complete the database information, follow these steps:

1.
2.
3.

Click Oracle in the Database Type screen.
Click Next.

Enter the Oracle database connection string for OFS BD application in the text box
of the Oracle Database Connection String screen.

Click Next.
The Enter the Name of Server that Oracle Database Resides On screen displays.

Type the following in their respective text boxes:

Table 5-3 Prerequisite Third-Party Software Products for the Scenario Manager
Workstation

Component ProductVerison Vendor <enter user name for (kdd_schema_owner)>

The Firm Schema database owner's name. <enter user name for (mantas_schema_
owner)>

The KDD Miner user's name. <enter user name for (tools_user)>

Note: Refer to the file OFS_BD_SCHEMA_OUTPUT.XML located at
<OFS BD Installed Directory>/schema_creator folder for schema
names written against the variables provided in brackets of respective
schema.

Click Next.
The Java Runtime Environment Home screen displays.

Proceed to Completing the Environment Information, procedure.

Completing the Environment Information
To complete the user information, follow these steps:

1.

From the Java Runtime Environment home screen, type the home directory of
your JRE installation in the text box, or click Choose to browse for the home
directory.

Click Next.
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The Maximum Java Virtual Machine Memory Usage screen displays.

Select the option that represents the maximum JVM memory available for use by
the Scenario Manager.

Click Next.
The Program Group Name screen displays.

Type the Program Name: the name of the Windows Program Group where you
want to install the Scenario Manager.

Click Next.
The Pre-installation Summary screen displays.

Proceed to Completing the Installation.

Completing the Installation
To complete the installation, follow these steps:

1.

2.

Click Install in the Pre-installation Summary screen.
The Installing screen displays; the Installation Complete screen follows.

Click Done to complete the installation of the Scenario Manager.

Cancelling the Scenario Manager Installation Program

You can cancel the installation of Scenario Manager at any time from any screen in the
OFSBDP installation program. However, canceling the installation program results in
partial installation of the OFSBDP components, depending on when you cancel the
installation.

Use these conditions to help you determine when to cancel the OFSBDP Scenario
Manager installation:

If you click Cancel before or on the Installing screen, you do not leave a partial
OFSBDP installation. You can execute the installation program again as though
you are installing for the first time.

If you click Cancel during the installation of components, when the software is
placed on the workstation, a partial installation results. You must manually
remove all files from the file system in the OFSBDP installation directory chosen
during installation.

To cancel the OFSBDP Scenario Manager installation, follow these steps:

1.

2.

Click Cancel.
The Cancel Installation screen displays.
Click Quit.

Accessing the Scenario Manager
After the installation is successfully completed you can access Scenario Manager.

To access Scenario Manager through the Windows Start menu, follow these steps:

1.

2.

Click Start, point to Programs, and then click the OFSBDP Scenario Manager menu
option.

Click the Scenario Manager option.
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The Scenario Manager application launches and the Login dialog box displays.
3. Enter your user ID and password into the appropriate fields.

4. Click Login.

Deploying Analytic Reports and Threshold Analyzer

This section explains how to deploy Analytics on Oracle Business Intelligence
Enterprise Edition (OBIEE) and integrate Analytic Reports and Threshold Analyzer in
the OFSECM UL.

This section includes the following topics:

= Installing OBIEE Server

= Installing OBIEE Windows Administration Client
= Disabling the Cache Feature in OBIEE Server

= Change Default Repository Password

= Configuring OBIEE Connection Pool

= Deploying OFS BD Report Analytics

= Post Installation Steps

= Accessing Reports through OFS BD Application

Installing OBIEE Server

To install the Oracle Business Intelligence Enterprise Edition (OBIEE) server, refer to
Oracle® Fusion Middleware Installation Guide for Oracle Business Intelligencellg
Release 1 (11.1.1.7.1). After installation, get the Enterprise Manager URL, Username,
Password, and OBIEE installed directory from the system administrator.

Installing OBIEE Windows Administration Client

To install the OBIEE repository administration client for Windows machine, refer to
Oracle® Fusion Middleware Installation Guide for Oracle Business Intelligencellg
Release 1 (11.1.1.7.1).

The OBIEE repository administration client can be downloaded from running OBIEE
setup from the following URL:

<protocol>://<OBIEE Server Name>:<OBIEE Analytics port>/analytics

From LHS menu, click Get Started and select Download Bl Desktop Tools.

Disabling the Cache Feature in OBIEE Server

Login to the Enterprise Manager and perform the following steps:

1. Click Business Intelligence folder from the left hand side menu and select
coreapplicaiton. For more information, refer Figure 1.

Click Capacity Management and then select the Performance tab.
Click Lock and Edit Configuration tab.
To disable the Cache, uncheck the Cache Enabled Option.

o 0 0w N

Click Apply and Activate Changes.
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6.

Click Restart to apply recent changes.

Change Default Repository Password

Copy OBI_8.0.rpd from $FIC_HOME/OBIEE/Repository to the Windows machine
where the OBIEE Windows administration client is installed.

To change the default password for the repository follow these steps:

1.

2.

Open the Repository using the OBIEE Windows administration client from
Windows machine. From the File menu, select Open and click Offline. Browse to
the Repository on Windows machine. The Oracle Bl Administration Tool - 0BI_
8.0.rpd windows is displayed.

Enter default Repository password: Mantas61

To change the default password, follow these steps:

1.
2.

From File menu, choose Change Password.

Enter the new password and click OK.

Configuring OBIEE Connection Pool

To configure the Connection Pool of the repository, follow these steps:

1.

© N o u

Open the same Repository (as in the previous step) on the Windows machine. The
Oracle BI Administration Tool - OBI_8.0.rpd windows is displayed.

Expand the D4010S10 folder in the Physical section.
Double-click Connection Pool to open the Connection Pool Properties window.

Enter the following in the Data Source Name text box of the Connection Pool
Properties window after modifying <Database Server Host Name> and <Database
Name> Data Source Name =
(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=<Database Server
HostName>)(PORT=1521))(CONNECT_DATA=(SERVER=DEDICATED)
(SERVICE_NAME=<Database Name>)))

Enter the Alert Management schema user in the User name text box.
Enter the Alert Management schema user password in the Password text box.
Click OK.

Expand the folder and test connection for any one table name by Right Click >
view data.

Perform similar changes in the Connection Pools for all remaining folders in the
Physical Layer by providing the following schema details for all Connection Pools:

= D4010S10 > Atomic Schema

s D5011S10 > Atomic Schema (refer report_user in <OFSBDP Installed
Directory>/database/db_tools/mantas_cfg/db_variables.cfg file. For more
details, refer to the Installation Guide - Stage 1).

» Fraud Analytics > Atomic Schema
=  KYCL1.1DEV-179 >Atomic Schema

= Initial block and connection pool: both should point towards the atomic
schema.

= MNTS583 > Atomic Schema
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10.

11.

12.

s RD > CaseMng connection pool > Atomic Schema

= RD > Security connection pool->Atomic Schema

s UIC_73 > CaseMng connection pool ->Atomic Schema
s UIC_73 > Security connection pool->Atomic Schema

= TA > Atomic Schema

= CTRBI-> Atomic Schema

= ORCL->Atomic Schema

Select Save option from the File menu. The following message is displayed: Do
you want to check global consistency?,

Click Yes. The following message is displayed: Consistency check didn’t find any
errors, warning or best practices violations.

Click OK.

Deploying OFS BD Report Analytics
To deploy Analytic Reports, follow these steps:

1.

© N o u

10.

11.

Stop Oracle Process Manager and Notification Server (OPMN) services by
executing the following command from <OBIEE Installed
Directory>/instances/instancel/bin

/opmnctl stopall

Change the value in Ngsconfig.ini file located at <FMW _
HOME>/instances/instancel/config/OracleBIServerComponent/coreapplication
_obis1/ directory

From EVALUATE_SUPPORT_LEVEL =0;
To EVALUATE_SUPPORT_LEVEL =2;

Copy ANALYTICS_REPORT folder from $FIC_HOME/OBIEE and place under
<OBIEE Installed
Directory>/instances/instancel/bifoundation/OracleBlPresentationServicesCom
ponent/coreapplication_obips1/catalog.

Login into Enterprise Manager, click the Business Intelligence folder at left hand
side and select coreapplication, and then click on Deployment tab.

Click the Repository tab.
Click on Lock and Edit Configuration tab.
Click Close on the Confirmation pop-up window.

In the Upload BI Server Repository Section, browse the repository file from the
Windows machine.

Enter the new repository password in the Repository Password and Confirm
Password text boxes.

In Bl Presentation Catalog section, provide the Catalog Location as <OBIEE
Installed
Directory>/instances/instancel/bifoundation/OracleBlPresentationServicesCom
ponent/coreapplication_obipsl/catalog/ANALYTICS REPORT

Click Apply.
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12. Click Activate Changes and close the activate changes pop-up window.
13. Click Close on the Confirmation pop-up window.

14. Modify <OBIEE Installer Directory>
/instances/instancel/config/OracleBlIPresentationServicesComponent/coreappli
cation_obips1/instanceconfig.xml as the following

From
<Security>

<!--This Configuration setting is managed by Oracle Enterprise Manager
Fusion Middleware Control-->

<ClientSessionExpireMinutes>210</ClientSessionExpireMinutes>
</Security>

To

<Security>

<!--This Configuration setting is managed by Oracle Enterprise Manager
Fusion Middleware Control-->

<ClientSessionExpireMinutes>210</ClientSessionExpireMinutes>
<InIFrameRenderingMode>allow</InIFrameRenderingMode>
</Security>

15. Restart OBIEE server.

16. Modify Instanceconfig.xml available at<FMW _
HOME>/instances/instancel/config/OracleBIPresentationServicesComponent/c
oreapplication_obipsl/instanceconfig.xml location

Add the tag under the Security Section in Instance Config.xml
<InlFrameRenderingMode>allow</InlFrameRenderingMode>
So that it looks like the following after adding above tag:
<Security>

<I--This Configuration setting is managed by Oracle Enterprise Manager Fusion
Middleware Control-->

<ClientSessionExpireMinutes>210</ClientSessionExpireMinutes>
<InlFrameRenderingMode>allow</InlFrameRenderingMode>
</Security>

17. Start the Oracle Process Manager and Notification Server (OPMN) services by
executing the following command from <OBIEE Installed
Directory>/instances/instancel/bin

Jopmnctl startall

Post Installation Steps
After installing the OBIEE server, follow these steps:

1. Loginas OFS BD Admin User with valid username and password. The OFS BD
Home page is displayed.
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2. Click FCCM and then click the Administration Menu and select the Manage
Parameters and click Manage Common Parameters.

3. Choose Parameter Category as Ul and Parameter Name as OBIEE.
4. Set Attribute 2 Value = <PROTOCOL>://<OBIEE_SERVER_NAME>:<PORT>
Note: <PROTOCOL> is the web page access PROTOCOL (http or

https) and <OBIEE_SERVER_NAME> is the FQN (fully qualified
name)/host name of the server, where OBIEE is installed.

<PORT> is the PORT number used in OBIEE installation. It may change based on
the OBIEE version. Enter the correct PORT number if it is not 9704.

Placeholder variables are mentioned between angle brackets. Update the
placeholders with actual value.

5. Verify Attribute 4 Value. It must be the OFS BD application URL. If the same OFS
BD application is deployed on different machines, then modify the OFS BD
Application URL in Attribute 4 Value appropriately.

Accessing Reports through OFS BD Application

For more information on Accessing Reports, refer to the Alert Management User
Guide.

Note: For Bug 13713131: An error displays when a user clicks on the
pie chart or tries to access the Threshold Analyzer reports.

This is an issue with Solaris OS. Apply Solaris patch #13055819 to solve this issue

Configuring Resource Reference

This section describes the details for configuring the resource reference in WebSphere,
Weblogic, and Tomcat Application Servers. For detailed information, refer to
Configuring Resource Reference.

Configuring Web Application Server

This section describes the details to configure the different web application servers for
OFSAA Infrastructure deployment namely, IBM Websphere, Oracle Weblogic, and
Apache Tomcat Servers. For detailed information, refer to Configuring Web Application
Servers.
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Start And Stop of Services

This chapter details about how to start and stop Infrastructure services. This chapter
includes the following topics:

s Starting Infrastructure Services

s Stopping Infrastructure Services

Starting Infrastructure Services

Once the installation of Infrastructure has been completed successfully and the
post-installation steps are completed, the servers must be started. Log on to each
machine and run the .profile file. All servers mentioned must be started from the
same shell encoding. The servers mentioned below are dependent on each other. It is
mandatory to maintain the order in which the servers are started. Allow each of the
servers to initialize completely before starting the next server.

1. Onthe machine in which Infrastructure Application components have been
installed, navigate to $FIC_APP_HOME/common/FICServer/bin and execute the
following command to start the Infrastructure Server.

./startofsaai.sh

Note: You can also start the Infrastructure Server by executing the
command "nohup ./ startofsaai.sh &". Starting the process using
"nohup" and "&" will return the command prompt without having to
wait till the process completes. However, this command cannot be
used when you are starting the server for the first time or starting after
changing user password in the configuration database schema.You
can also start the Infrastructure Server by executing the command
"nohup ./ startofsaai.sh &".Starting the process using "nohup" and
"&" will return the command prompt without having to wait till the
process completes. However, this command cannot be used when you
are starting the server for the first time or starting after changing user
password in the configuration database schema.

2. Select the required webserver start up option from the following table:
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Table 6-1 Webserver start up options

Start up Option Description

Starting WebSphere profile  |On the machine in which Web sphere is installed, navigate to

[Webshpere_Install_Directory]
/AppServer/<profiles>/<profile name>/bin and execute the
command: . /startServer.sh serverl

Starting WebLogic Domain |On the machine in which WebLogic is installed, navigate to

<WebLogic Installation directory>/user_
projects/domains/<domain name>/bin and execute the
command: startWebLogic.sh -d64

Note: If WebLogic is already running, access the WebLogic
Admin Console. Stop and start the application <context
name>.ear

Starting Tomcat On the machine in which Tomcat is installed, navigate to
Application <Tomcat_Install_ Directory>/bin and execute the command:

./catalina.sh run

3. Start ICC server:

a.

On the machine in which Infrastructure default Application components have
been installed, navigate to $FIC_HOME/ficapp/icc/bin and execute the
command:

./iccserver.sh

Note: Only Infrastructure Default Application Server would hold
ICC component.

4. To start Back-end Services:

a.

On the machine on which Infrastructure Database components have been
installed, navigate to $FIC_DB_HOME/bin and execute the command to start
"Agent server":

./agentstartup.sh
Or
Start Back-end services using the command:

nohup./agentstartup.sh &

Note: This agent internally starts the Router, Message Server, OLAP
data server, and AM services.

Stopping Infrastructure Services

To stop Infrastructure services, follow these steps:

1. Onthe machine in which Infrastructure Application components have been
installed, navigate to $FIC_APP_HOME/common/FICServer/bin and execute the
command:.

./stopofsaai.sh
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To stop ICC server, on the machine in which Infrastructure default Application
components have been installed, navigate to $FIC_HOME/ficapp/icc/bin and
execute the command:

./iccservershutdown.sh

Note: Only Infrastructure Default Application Server would hold
ICC component.

To stop Back-end server, on the machine in which Infrastructure database
components have been installed, navigate to $FIC_DB_HOME/bin and execute the
command:

. /agentshutdown.sh
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Post Deployment Configuration

Accessing the OFSAA Application

1. From a client workstation, open the client browser and provide the URL as http or
https:.//<IP address>:<servlet port>/<context-name>/login.jsp.

For example, http://11.111.111.111:1111/ ofsaai/login.jsp

Note: If https configuration is enabled, the client browser will must
disable the proxy servers through the client browser's internet options.

2. The OFSAAI login screen is displayed.
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Figure 7-1 OFSAAI Login Page

ORACLE

Financial Services Analytical Applications Infrastructure

Language Us-Engiish -
User ID

Password

3. There are two in-built system administration users profiles configured in the

system:
= SYSADMN
= SYSAUTH

4. You can login to the system using the "SYSADMN" User ID. (Note that, there is no
"I'" in the SYSADMN login USER ID). Enter the password that was provided
during installation. On the first login, you will be prompted to change the
password.

Creating Users

This section explains steps to create users. For more information refer user creation
section from the Oracle Financial Services Analytical Applications Infrastructure User
Guide.

Mapping the User to User Group

This section explains steps to map user to user group. For more information, refer to
the mapping user creation section from the Oracle Financial Services Analytical
Applications Infrastructure User Guide.
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Perform Administrative activities for OFS BD

Access the OFS BD Ul as BDAP Administrator and perform all the steps given in the
following sections of the Administration Guide.

About Configuring Access Control Metadata
Mapping Users To Access Control Metadata
About Scenario Manager Login Accounts

About Changing Passwords for System Accounts
About Configuring File Type Extensions

About Configuring File Size

About Configuring Status To User Role Table

Note: Once Security Attributes mapping is completed for the BDAP
Administrator user, restart OFSAAI and Web Application servers
before accessing the Admin Tools application.

Perform Configurations for OFS BD

Access the OFS BD Ul as BDAP Administrator and perform all the steps given in the
following sections of Configuration Guide.

Configuring the Base Time Zone

Configuring the Default Currency Code

Configuring E-mail

Configuring XML Export

Configuring Organization Relationships for Trade Blotter
Configuring Search Criteria Population Options for Trade Blotter
Configuring Case Correlation Owner

Configuring Default Case Owner

Configuring Default Alert Owner

Configuring the Alert/Case Auto Assignment Web Service

Perform Administrative activities for KYC

You must perform the Administrative activities if OFSKYC application is installed.

Access the OFSBD Ul as a KYC Administrator and perform all the steps given in the
KYC Administration Guide.

Note: Appendix H and I should be performed for successful KYC
installation.

Setting OFS BD Ul as Home Page of OFSAAI for a Particular User

To set OFS BD Ul as home page of OFSAALI, follow these steps:
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s Loginasan ECM Administrator/Supervisor user.

= Navigate to Home page.

= Click on logged in user name in the right top corner
» Click on Preference and it will open new page

= Select Enterprise Case Management as your default page and click Save

Configuring the Alert or Case Auto Assignment

For configuring the Auto Assignment for Alerts and Cases, refer to section
Configuring the Alert/Case Auto Assignment Web Service in Configuration Guide.

Modifying Additional Configuration Files

You can modify the following additional configuration files (although it is not a
requirement that you modify them to run the system):

Note: This step is optional.

» Datalngest.properties: The Datalngest.properties file (located in the ingestion_
manager/config subdirectory) contains the variable values you specified in the
silent properties file, including information about database configuration values,
and schema specifications. For more information on configuring this file, refer to
the Oracle Financial Services Behavior Detection Application Pack Administration
Guide.

= Datalngest.xml: The Datalngest.xml file (which resides in the /<OFS BD Installed
Directory>/ingestion_manager/config sub-directory) contains configuration
settings that are required to configure each Ingestion Management runtime
component, for example, setting up and configuring the number of threads used
by each component. For more information on configuring this file, refer to the
Oracle Financial Services Behavior Detection Application Pack Administration
Guide.

Configurations if FSDF pack installed after OFSBD application pack

FSDF Staging Schema (BD Pack) needs to be dropped, Apply Patch for SR
3-9830680021(Bug 20066387) contact Oracle support for assistance.
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Appendix

This chapter covers the following topics:
s Configuring Web Server

s Configuring Web Application Servers

Configuring Web Server

The Web Server (HTTP Server) supported in this release of OFSAA are Oracle HTTP
Server, Apache HTTP Server, and IBM HTTP Server.

Refer the product specific installation guide to install and configure the Web Server. If
an installation already exists, skip and proceed to the next step.

Note: Make a note of the IP Address/Hostname and Port of the web
server. This information is required during the installation process.

Note: Refer OFSAA Secure Configuration Guide/Security Guide for
additional information on securely configuring your Web Server.

Configuring Web Application Servers

You can deploy multiple OFSAA applications on different profiles of a WebSphere
application server. To create multiple WebSphere "Profiles”, use the command line
option as explained below. A profile is the set of files that define the runtime

environment. At least one profile must exist to run WebSphere Application Server.

This section includes the following topics:
= Configuring WebSphere for Application Deployment
= Configuring WebLogic for Application Deployment

= Configuring Apache Tomcat Server for Application Deployment

Note: Refer OFSAA Secure Configuration Guide/Security Guide for
additional information on securely configuring your Web Application
Server.
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Configuring WebSphere for Application Deployment
Applicable only if the web container is WebSphere.

You can deploy multiple Infrastructure applications on different profiles of a
stand-alone WebSphere application server. To create multiple WebSphere "Profiles" in
a stand-alone server, use the command line option as explained below. A profile is the
set of files that define the runtime environment. At least one profile must exist to run
WebSphere Application Server.

This section covers the following topics:

= Creation of New Profile in WebSphere
s Manage Applications in WebSphere

» Delete WebSphere Profiles

= WebSphere HTTPS Configuration

= WebSphere Memory Settings

Creation of New Profile in WebSphere

The Profile is created in WebSphere through command line using the
manageprofiles.sh which resides in <WebSphere Install directory>/AppServer/bin.

The command to create a profile without admin security through command line is as
follows:

manageprofiles.sh -create -profileName <profile> -profilePath <profile_
path> -templatePath <template_path> -nodeName <node_name> -cellName <cell_
name> -hostName <host_name>

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default
-nodeName ipa020dorNode04 - cellName ipa020dorNode04Cell -hostName
ipa020dor

The command to create a profile with admin security through command line is as
follows:

manageprofiles.sh -create -profileName <profile> -profilePath <profile_
path> -templatePath <template_path> -nodeName <node_name> -cellName <cell_
name> -hostName <host_name> -enableAdminSecurity true -adminUserName
<Admin User Name> -adminPassword < Admin User Password> -samplespassword
<sample User Password>

Example:

Susr/home>. /manageprofiles.sh -create -profileName mockaix
-profilePath/websphere/webs64/Appserver/profiles/mockaix
-templatePath/websphere/webs64/Appserver/profileTemplates/default
-nodeName ipa020dorNode04 -cellName ipa020dorNode04Cell -hostName
ipa020dor -enableAdminSecurity true -adminUserName ofsaai -adminPassword
ofsaal -samplespassword ofsaai
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Note: While using the manageprofiles.sh command to create a New
Profile in WebSphere, you can also use "-validatePorts" to validate if
the specified ports are not reserved or in use. Additionally, you can
specify new ports with "-startingPort <base port>" which specifies
the starting port number to generate and assign all ports for the
profile. For more information on using these ports, refer WebSphere
manageprofiles command.

Manage Applications in WebSphere
To manage the installed applications in WebSphere, do the following:

1.

Open the administrator console using the following URL:
http://<ipaddress>:<Administrative Console Port>/ibm/console

Example: http://10.111.222.333:9003/1ibm/console (https if SSL is enabled)

Note: Administrative Console Port value is available in
serverindex.xml file within <WebSphere Profile
Directory>/config/cells/<Node Cell>/nodes/<Node Name>
directory.

The Integrated Solutions Console Login window is displayed.

Figure 7-2 Integrated Solutions Console Login

Integrated Solutions Console

Log in to the console.

User [D:
upgs?3
Password:

Log in.

2.

Log on with the User ID provided with the admin rights.
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3. From the LHS menu, expand the Applications > Application Type> WebSphere
Enterprise Applications.

The Enterprise Applications screen is displayed.

Figure 7-3 Enterprise Applications

ise Applications 7=

Enterprise Applications
Uze thiz page to manage installed applications. A single application can be deployed onte multiple servers,

B Freferences

Seart | | Step [nsrall| Uninseall Update Raollaur Update ] Remove File | E:\pr.n| Expart DDL ] Expare File
@ E' | (gD
+ |+

-~

Select| Hame & Application Status £)_

You can administer the following rescurces:

D Defsultisplication +
0O |ixtéee +
O |avex »
[0 |ueasi2 +

Total 4

This Enterprise Applications screen helps you to:
= Install new application
= Uninstall existing applications

= Start or Stop the installed applications

Delete WebSphere Profiles
To delete a WebSphere profile, do the following:

1. Select the checkbox adjacent to the required application and click Stop.
2. Stop the WebSphere profile to be deleted.
3. Navigate to WebSphere directory:
<WebSphere_Installation_Directory>/AppServer/bin/
4. Execute the command:
manageprofiles.sh -delete -profileName <profile_name>
5. Delete profile folder.

Example: <WebSphere_Installation_
Directory>/AppServer/profiles/<profile_name>

6. Execute the command:

manageprofiles.sh -validateAndUpdateRegistry

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.
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Note: Note down the https port specified during this process and
use the same as servlet port or web server port during OFSAAI
installation.

2. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_
ENABLE" in OFSAAI_InstallConfig.xml for Silent mode OFSAAI installation.

WebSphere Memory Settings
To configure the WebSphere Memory Settings:

1. Navigate to Websphere applications server > Application servers >
serverl > Process definition > Java Virtual Machine.

2. Change the memory setting for Java Heap:
Initial heap size = 512

Maximum heap size =3072

Configuring WebLogic for Application Deployment
Applicable only if the web container is WebLogic.

You can deploy multiple Infrastructure applications on different domains of a
stand-alone weblogic application server. To create multiple WebLogic "Domains” in a
stand-alone server you can use the Domain Creation wizard. A domain is the set of
files that define the runtime environment. At least one domain must exist to run
WebLogic Application Server.

This section covers the following topics:
s Creating Domain in WebLogic Server
s Delete Domain in WebLogic

s WebLogic Memory Settings

Creating Domain in WebLogic Server
To create a new domain using Configuration Wizard in WebLogic, do the following:

1. Navigate to the directory <weblogic_Home Directory>/wlserver_
10.3/common/bin and execute the command:

.\config.sh

The Welcome window of the Configuration Wizard is displayed.
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Figure 7-4 Welcome

n Fusion Middleware Configuration Wizard !iﬂ

Walcome

oRrACLE’

® Create a new WeblLogic domain

Create a YWebLogic domain in your projects directory.

O Extend an existing WebLogic domain

Use this option to add new components 1o an existing domain and modify configuration setings.

[ e |[ bew | [evous |[_nea ]

2. Select Create a new WebLogic domain option and click Next.

The Select Domain Source window is displayed.

Figure 7-5 Select Domain Source

E) Fusion Middleware Configuration Wizard

Select Demain Source
ORACLE

® Generate a domain configured automatically to support the following products:

7

) Base this domain on an existing template

[erowse ]

2 L e | (revious | [ net_|
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3. Select the Generate a domain configured automatically to support the following
products option and click Next.

The Specify Domain Name and Location window is displayed.

Figure 7-6 Specify Domain Name and Location

[ Fusion Middleware Configuration Wizard BEE
Specify Demain Name and Location
ORACLE
Enter the name and location for the demain:
Domain name; | MackSal ]
Documiain acation: .Meboogucmemmameamm_pto,msmam | Browse .
| Bt || Hep | (erevious | [ et ]

4. Enter the Domain Name and Location. Click Browse to navigate and specify the
location. Click Next.

The Configure Administrator Username and Password window is displayed.

Figure 7-7 Configure Administrator Username and Password

l] Fusion Middleware Configuration Wizard !.m
Configure Administrater User Name and Password
.
OoORACLE
" Disgard Changes
"LESET PRBfme THATAGET
"User password
Contifm USer password s
Dezcription: This LT (5 the default sdministrator
ea [ tew [revons | [ s |

5. Enter the User name and User password to be assigned to the Administrator.
Ensure that the password is of minimum 8 characters in length.

6. Re-enter the password for confirmation and add a brief Description. Click Next.

The Configure Server Start Mode and JDK window is displayed.
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Figure 7-8 Configure Server Start Mode and JDK

) Fusion Middleware Configuration Wizard !.n

Configure Server Start Mode and JDK
ORACLE

Betore putting your domain info production, make: sure that the production ervironment iz secure. For more informeation, ses the topic *Securing a
Production Environment’ in the WeblLogc Server documentation,

To use Weblogc JRockit in production, Oracle recommends developing and testing your applcations: with WebLogic JRockit early in the project cycle.
For information about WebLogic JRock, see the WebLogic JRockt documentation.

WebLogic Domain Startup Mode JOH ] |
@ Development Mode ® Available JOKs
Utlize boot properties for usermame and Sun SDK 16018 @ isridk! 5.0_18

password and poll for appications to deploy.
Sun JOK recommended for better startup
perionmance during lerative development.

C) Production Mode
Require the entry of a username and password
and do not poll for applcations to depoy,
wiebLogic JRock JOK recommended for better LAOherie
runtime performance and management. Location |
Exit Help Brevious [peot

7. Select the following options:

In the WebLogic Domain Startup Mode section, select the required mode
(Development Mode or Production Mode).

In the JDK Selection section, select Other JDK. Click Browse and navigate to the
JDK location. Click Next.

The Select Optional Configuration window is displayed.
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Figure 7-9 Select Optional Configuration

Selact Optional Configuration

ORACLE’

Administration Server
Moty Settings
[ Managed Servers, Clusters and Machines
Adid or Delets
Modity Settings
[] RDBMS Security Store
Modify Settings

[erevioss | [ e ]

Exit

8.

Select Administration Server. A WebLogic Server domain must have an

Administration Server. You can also select Manages Servers, Clusters and

Machines and RDBMS Security Store if required. Click Next.

The Configure the Administration Server window is displayed.

Figure 7-10 Configure the Administration Server

) Fusion Middleware Configuration Wizard !.n
Configure the Administration Server
ORACLE
7 Disgard Changes
Name: | AdminServer |
"Listen address: I All Local Addresszes [ l
S5L ksten port: | |
SSLenabled [
Exit . Help Brevious | IM
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9. Enter Administration Server details such as the Name, Listen address, Listen Port,
SSL listen port, and SSL enabled (for secure login using https) check box. Click
Next.

The Configuration Summary window is displayed.

Note: Make a note of the Listen Port or SSL Listen Port value (ex:
7007), since the same has to be re-entered in the Servlet port field
during Infrastructure installation.

Figure 7-11 Configure Server Start Mode and JDK

E) Fusion Middleware Configuration Wizard
Ceonfiguration Summary
ORACLE’
Ciomain Summary Click on an e in the Domain Summary pane on the left to inspect its attributes in the
Summary View: Details pane below. You can make limted adustments by chicking Previous to return to &
'|oen|o-,-nm1 | = || prior panel. If everything is satistactory, click Next,
r ‘Poveblogh i maint
I;l leﬁd( ebiogichvebtl 01 3bealuser_pr
-1 Server .
:_'l AdminServer Adtribute Wahie
Mame Basic WebLogic Server Domain
Description  Creste a basic WebLogic Server domain without instaling sample apolication
Authior Cracle Corporation
Location  AweblogichwebH 01 Ibeafwizerver_10.3icommontemplatesfdomains.feis jar
[« O G ][]
[ e |[ oo | (revious | | greate

10. Verify the configuration details of the WebLogic domain and click Create.

The Creating Domain window is displayed with the status indication of the
domain creation process.
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Figure 7-12 Configure Server Start Mode and JDK

B Fusion Middleware Configuration Wizard !in

Creating Domain
ORrRACLE

Progress:
| 100%

Extracting Domain Contents...

Creating Domain Security Information...
Saving the Domain Information...

Storing Domain Information...

String Substituting Domain Files._.
Performing OF Specific Tasks...
Perfiorming Post Domain Creation Tasks..,
Domain Created Successully!

Domain Location: feeblogiciwebl 01 3beatser_projectsidomains MockSol
Admin Server URL: htip pstdrey 7007

ORACLE"

Lo I e | (B ] [ pone

11. Click Done when complete. The domain server is created enabling the
deployment of multiple Infrastructure applications on a single WebL ogic.

Delete Domain in WebLogic
1. Navigate to the following directory:

<WebLogic Installation directory>/user_projects/domains/<domain
name>/bin

2. Execute stopWebLogic.sh to stop the Weblogic domain.
3. Delete the Weblogic domain.

WebLogic Memory Settings
To configure the WebLogic Memory Settings:

1. Change the memory setting for Java Heap to -Xms512m -Xmx3072m in
setDomainEnv. sh file, which resides in the folder <DOMAIN_HOME>/bin and in
commEnv.sh file which resides in the folder common/bin.

2. Edit this file for customizing memory settings and garbage collector settings
depending on the available hardware configuration.

Example 1:
if [ "${JAVA_VENDOR}" = "Sun" ] ; then
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT

WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"
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export WLS_MEM_ARGS_32BIT

else
WLS_MEM_ARGS_64BIT="-Xms512m -Xmx1024m"
export WLS_MEM_ARGS_64BIT
WLS_MEM_ARGS_32BIT="-Xms512m -Xmx1024m"

export WLS_MEM ARGS_32BIT

Example 2:

JAVA_VM=

MEM_ARGS="-Xms256m -Xmx1024m"

Configuring Apache Tomcat Server for Application Deployment
This section is applicable only when the Web Application Server type is Tomcat.

This section covers the following topics:

Tomcat User Administration

Configure Tomcat to use JAVA 64 bit Executables
Configure Servlet Port

Create Tomcat WAR Files

SSL Port Configuration

Apache Tomcat Memory Settings

Configuration for Axis API

Tomcat User Administration

The Tomcat administration and manager application does not provide a default login.
You are required to edit "SCATALINA_HOME/conf/tomcat-users.xml" as instructed
below.

This file contains an XML <user> for each individual user, which will display the
username and password used by admin to log on to Tomcat, and the role names to
which the admin user is associated with. For example, <user name="admin"
password="admin" roles="standard,manager" />

1.

Add the manager role to any one of the existing username/password combination
as shown in the example above.

Use the same username/password to which the manager role has been assigned to
access the Tomcat Application Manager.

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Configure Tomcat to use JAVA 64 bit Executables

1
2.
3.

Navigate to the "$CATALINA_HOME/bin" folder.
Edit the setclasspath.sh as explained below:

Under 'Set standard commands for invoking Java', change "$JAvVA_HOME"/bin to
"$JAVA_BIN".
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Example:

Edit the following block of text:
# Set standard commands for invoking Java.
_RUNJAVA="S$JAVA_HOME" /bin/java
if [ "$0s400" != "true" ]; then
_RUNJDB="S$JAVA_HOME" /bin/jdb

Change it to:
# Set standard commands for invoking Java.
_RUNJAVA="S$JAVA_BIN"/java
if [ "$0s400" != "true" ]; then
_RUNJDB="$JAVA_BIN"/jdb

If the Tomcat server is already running, it requires a re-start after the above
configuration is done.

Configure Servlet Port

The Servlet Port specified during the Infrastructure installation process must be
configured if your Web Application Server is Tomcat. If you are using the default port
(8080), then you are not required to configure the same, since it is already configured.

If you are using a different port number, you must first configure the port in the
"server.xml" in the "conf" directory of Tomcat Installation directory. The following
steps guide you through the configuration process:

1. Navigate to $CATALINA_HOME/conf. Open server.xml and locate the tag:

"Define a non-SSL HTTP/1.1 Connector on port 8080

2. Against this tag, a parameter is specified 'Connector port = "8080" . Edit this
value to the new port number that was used during the Infrastructure installation
process.

3. Save your changesin "server.xml".

Create Tomcat WAR Files

The WAR files are required to assemble servlets, .jsp files, web pages, and other static
content into a deployable unit.

The following steps will guide you through the WAR files creation process:

1. Onthe machine in which Infrastructure Web components have been installed,
navigate to the path $FIC_WEB_HOME.

2. Execute the command:
./ant.sh

This will trigger the creation of WAR file - <contextname>.war. The
<contextname> is the name given during installation.

3. Oncompletion of the WAR files creation, a confirmation message will be
displayed and you will be returned to the prompt.

4. The WAR file - <contextname>.war- is created on the machine on which
Infrastructure Web components are installed under $F1C_WEB_HOME directory.
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Note the following:

= This process will not overwrite any existing version of WAR file that exists in the
path. Rename/delete any existing war file.

= Proceed with the Tomcat WAR Files Deployment.

s Log on to the server in which Tomcat is installed.

SSL Port Configuration

Ensure that the following connect tag under "Define a SSL HTTP/1/1 Connector on
port 8443" in "<Tomcat_installation_folder>/conf/server.xml" file is
uncommented for SSL Configuration. (By default, it is commented).

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

Note: The port mentioned as connector port is the Web Application
Server port or servlet port in Infrastructure.

For more information related to SSL Configuration on Tomcat, refer to
http://tomcat.apache.org”/.

Apache Tomcat Memory Settings
To configure the Apache Tomcat Memory Settings, follow these steps:

1. Locate the file catalina.sh which resides in the folder <CATALINA_HOME>/bin

2. Edit this file for customizing the memory settings and garbage collector settings
depending on the available hardware configuration.

3. Add the memory setting for Java Heap to -Xms512m -Xmx1024m.

4. For example:
if [-z"$LOGGING_MANAGER" ]; then
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m
-Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"
else
JAVA_OPTS="$JAVA_OPTS -Xms512m -Xmx1024m $LOGGING_MANAGER"
fi

Configuration for Axis API

This step is optional and required only if the web application server used in Apache
Tomcat. If you use any other web application server, skip and proceed to next step.

Copy the jaxrpc.jar from the <OFSAA Installation Directory>/axis-1_
4 /webapps/axis/WEB-INF/1ib and place it in under <Tomcat Installation
Directory>/1ib and restart the Tomcat Server.
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Configuring Resource Reference in Web Application Server

This section covers the following topics:

Configuring Resource Reference in WebSphere Application Server
Configuring Resource Reference in Weblogic Application Server

Configuring Resource Reference in Tomcat Application Server

Configuring Resource Reference in WebSphere Application Server
This section is applicable only when the Web Application Server type is WebSphere.

This section covers the following topics:

Creating JDBC Provider
Creating Data Source

J2C Authentication Details
JDBC Connection Pooling

Creating JDBC Provider

1.

Open the WebSphere admin console in the browser window:
http://<ipaddress>:<administrative console port>/ibm/console. (https if
SSL is enabled). The Login window is displayed.

Login with the user id that has admin rights.

Expand the Resources option in the LHS menu and click JDBC > JDBC Providers.
The JDBC Providers window is displayed.
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Figure 7-13 JDBC Providers
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4. Select the Scope from the drop-down list. Scope specifies the level at which the
resource definition is visible.

5. Click New to add new JDBC Provider under the Preferences section. The Create
new JDBC provider window is displayed.
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Figure 7-14 Create a new JDBC Provider
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6. Enter the following details:

Table B—1 Fields and their description

Field Description

Database Type Oracle

Provider Type Oracle JDBC Driver

Implementation Type Connection pool data source

Name The required display name for the resource
Description The optional description for the resource

7. Click Next.
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Figure 7-15 Enter database class path information

Create a new JDBC Provider -

Create a new JDBC Provider

Step 1: Create new Enter database class path information |
JDBC provider

Sat the enviranment variables that rapresant the JDBC driver class files, which
WebSphare(R)} Application Server uses to dafine your JDBC provider. This wizard page
displays the file names: you supply only the directory locations of the files. Use
cemplate directory paths when you type the JDBC driver file locations. For example:
CHSQLLIE java on Windovwa(R) or /home/db2instl/sqllib/java on Linuxi{TM]}.

Step 2: Enter
database class path
information

Step 3: Summary
If & value iz specified for you, you may click Next to accept the value,

Class path:

B
B

Directory location for “ojdbct jar” which is saved as WebSphere variable
${ORACLE JDEC_DRIVER_PATH}

/eracle/orajdbe/ app/orajdbe/ product/11.2.0/ dient_1/5dbe/lib

i l;reviousll INexlll C-éncell'.ll

8. Specify the directory location for ojdbc<version>. jar file. Ensure that you do not
use the trailing slash file separators.

The Oracle JDBC driver (Download ojdbc<version>. jar) file corresponding to
the required version of Oracle Client can be downloaded from Oracle Download
site.

= NOTE: Refer to Appendix J for identifying the correct "ojdbc<version>.jar" version to be copied.

Once downloaded, you need to place the file in the required folder in your system.
While creating the JDBC Provider, ensure that the path to the jar file in the folder is
specified in the Class path field in the previous window.

9. Click Next. The Summary window is displayed.

Figure 7-16 Summary

Create a new JDBC Provider -

Craate 8 new JDEC Providar

Step 11 Create new Summary |
IDEC provider - .

Step 2: Enter Summary of actions:

database class path [cptions Valins |
information t L
Ecope | calls:GXS150REV-Zone2iode05Callinodes 1GXSLSOREV-
Step 3: Summary | Zone2NodelSisarversisarvarl
| IDBC provider name | Cracle JDEC Driver
Deseription | Oracle JDEC Driver
| Class path | 5{ORACLE_JOBC_DRIVER_PATH}/ ojdbek. jar

| S{CRACLE_JDBC_DRIVER_PATH} | /oracle/erajdbe/appiorajdbe/product/11.2.0/ cliant_1/jdbe/lib |

Implamantation ¢lass nama oracle.jdbs. pool.OradeConnactionPoclDataSource

| Previous [ .Fir&isl?-l._, Can.o.eI]

10. Verify the details and click Finish to create the JDBC Provider.

11. The options to Save and Review are displayed. Click Save.
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Creating Data Source

The steps given below are applicable for both config and atomic data source creation.

1. Open this URL in the browser window: http://<ipaddress>:<administrative
console port>/ibm/console. (https if SSL is enabled). The Login window is

displayed.

2. Login with the user id that has admin rights.

3. Expand the Resources option in the LHS menu and click JDBC > Data sources
option. The Data sources page is displayed.

Figure 7-17 Data Sources

Data sources

Data sources

7=

Usa this page to edit the settings of a datasource that is associated with your selected JOEC provider. The datasource
cbject supplies your application with connections for accessing the database. Learn more about this task in 2 guided
Fekiviky. A guided activity provides a list of task steps and more general information about the topiz,

B Scope: Cell=GXS150REV-ZoneZNode05Cell. Node=GXS150REV-Zone2NodeD5, Servareserverl

Scope specifies the level at which the resource definition is visible, For detailed
infermation on what scope is and how it werks, see the scoos settings helo.

HodewGXS150REV-Zona2Nodel5. Sarvermsarvarl |

E Preferences

'H--.I Dalate | Test connection Managa state..
i | (4
Lo e
S&Imj Name 2 JHDI name Scops O Provider % Description 3 Category
You can administer the falloving resources:
f:l Dafault DefaultDatasource | Node=GXS150REV- Darby JDBC Datasource
Datasoyrce ZoneZNode0S Servar=servarl | Provider far the
WebSphere
Default
Application
| FIGMASTER Jebe/FICMASTER | Node=GXS130REV- FICMASTER Naw JOBC
ZoneZNode0s, Serversservarl Datasource
D RORFFW sdbe/RORFFW NHode=GXS1S0REV- RORFFW Hew JDBEC
ZenaZNodell Sarver=sarvarl Datasourca
(] RORENC JERRORBNC Node=GXS150REV- RORPHC Hew JDEC
ZoneZNodel S Server=serverl Datasource
O BGERFT Jdbc/UPGSPFT Node=GXS130REV- UPGSPFT Haw JDEC
ZoneZlodels, Serversservarl Detasource
m UBGSROR jdbe/UPGSROR Node=GXS1SO0REV- UPGSROR Hew JDBC
ZonaeZlodels Server=servarl Datasource

Teotal &

4. Select the Scope from the drop down list. Scope specifies the level at which the

resource definition is visible.

5. Click New. The Create a Data Source window is displayed.
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Figure 7-18 Create a data source

Create a data source -

Crante & data source

Step 1: Enter basic Enter basic data source information
data source -
information

Sat the basic configuration values of a datasource for association with your JDBC
provider. A datasource supplies the physical connections between the application

Siwp 2y Salect d0HGC servar and the database.

providar
= Requirement: Use the Datascurces (WebSphere{ R} Applization Server V4 conscle
Stap 3: Enter S pages if your applications are bazed on the Enterprise JavaBeans(TM] (EIE] 1.0
d""b‘?"‘ specific specification or the Java(TM) Servlet 2.2 specification.
proparties for the
data source Scope
cells: GXS 150REV-
Step 4: Setup Zane2Noded5Call:nodes: GXS51 SO0REV-
sacurity aliases Zone2NodelS i sarversisarvarl
Step 51 Summary 4 Data source name
[atemT

+ JNDI name
ligbe/ DRYMOCK

6. Specify the Data Source name and JNDI name for the new "Data Source".

The JNDI and Data Source name are case sensitive and ensure that INDI name is
same as the "Information Domain™ name.

7. Click Next. The Select JIDBC provider window is displayed.

Figure 7-19 Select JDBC provider

Create a data source

Step 11 Enter basic Select IDBC prov g*
information

Spacify a JDBC providaer to support the datasource. If you choose to create a naw
- A JOBC provider. it will be created at the same scope as the datascurce. If you are
Stap I: Select 1DBC selecting an existing JOBC provider, only those providers at the current scope are
provider availabla from tha list,

Step 31 Enter

database specific
propartias for the
data source

O Craate naw JDEC provider

'@ Select 3 axisting JDBEC provider
Step 4: Sstup -

ESCurSY Muas |Oracle JDEC Oriver (¥

Step 51 Summary

| Frevious _’_Il'i.l_a_ﬁ i Cnné&l I

8. Select the option Select an Existing JDBC Provider and select the required JDBC
provider from the drop-down list. Click Next.
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Figure 7-20 Enter database specific properties

Create a dats source =

Craste a data source

Step 1: Enter basic
data source
Information

Stap 2: Select JDBEC
provider

Step 31 Enter
database specific
propertios for the
dats source

Step 4: Setup
security aliases

Step 5: Summary

Set these database-specific propaerties, which are reguired by the databass vendor
JCEC driver to support the connections that sre managed through the datasource.

| Mame | Valus

* URL

| [fo.184.108.91 11521 0mci21g]

* Dats store helper class name
| Oraclailg data stars haloer (M|

E Uz thiz data source in containar managsd parsistance (CMP)

| Previsus | .;' Next| cancel |

9. Specify the database connection URL.

For example: jdbc:oracle:thin:@<DB_SEREVER_IP>:<DB_SERVER_PORT>:<SID>

10.

Select Data Store Helper Class Name from the drop-down list and ensure that the

checkbox Use this data source in container managed persistence (CMP) is

selected.

Note:

For RAC configuration, provide the RAC url specified during
installation.

Example: jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCP) (HOST=10.11.12.13) (port=1521)) (ADDRESS=(PRO
TOCOL=TCP) (HOST=10.11.12.14) (PORT=1521)) (LOAD_
BALANCE=no) (FAILOVER=yes) ) (CONNECT_DATA= (SERVICE_NAME=pgadb) ) )

11. Click Next.

Figure 7-21 Setup security aliases

Create a data source -

Create a dats source

-5

Stap 1: Enter basic

data source
information

2t Select JDBC
Step 3: Enter
database specific
properties for the

data source

Stoep 4 Setup
security aliases

Stap 51 Sumimarny

Setup security aliases

Select the authentication values for this rescurce.

Companant-managed suthantication aliss
(nona) w

Mapping-configuration aliss
| (none) (M

Centainer-managed authentication alias
(none) b

MNote: You can create a new JZC authentication alias by accessing one of the following
links. Clicking on & link will cancel the vizard and your current wizard selections will be
lest.

Glebal J2C suthentication alias
Secqurity domaing

..ilpreviaus ] jNextL Cancel I
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12. Map the J2C authentication alias, if already created. If not, you can create a new
J2C authentication alias by accessing the link given (Global J2C authentication
alias) or you can continue with the data source creation by clicking Next and then
Finish.

Figure 7-22 Summary

Craate a data source

Step 1: Enter basic Summary
data source !

informati 2
L e Summary of actians:

Step 2: Select JDBC | options | values |
provider f 1

Lecoos cells:GX5150REV-Zone2Node05Cell:nodes: GXS1SO0REV-

Stap 3: Enter iz N ___Egnl_!_f\ladnﬂs:iarv-rs::orur:l. |
g:;:::sﬁifl‘::: E.Data BOUMcE Name AtamT

data source | N1 name | jébe/ORYMOCK

Stap 41 Satup Select an existing . Oracle JDBC Driver

security allases !_JDBC provider I

=3 Step 5: Summary :_‘T:,‘I:m'"“ha n class oracle.jdbe.pocl.CracleConnectionPeolDataSource
| |

| URL | jdbcroraclaithini@10.184,108.91:152110rcl119r2

| Data store helpar class |

e com.ibm.websphere.rsadapter.Oracle10gDataStoreHelper

, Use this data source in|

| eontainer managed true
| persistence (CMP)
|l oot

| Component-managed

| authentication alias {none)

| Mapping-configuration tnaral
isk |

Centainer-managed

| authentication alias | (oria)

Previous | | Finish | | cCancel |

You can also create and map J2C authentication alias after creating the data source.

13. You must create another Data source by following the above procedure with
jdbc/FICMASTER as JNDI name pointing to the "configuration schema" of
Infrastructure.

J2C Authentication Details

The steps given below are applicable for creating both config and atomic J2C
Authentication.

To create J2C Authentication details:

1. Select the newly created Data Source and click JAAS - J2C authentication data
link under Related Items.

JAAS- J2C authentication data
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Data sources > Default Datasource > JAAS - 12C authentication data

Specifies a list of user identities and passwerds for Java(TM] 2 connactor security to use.

Prafix new alias names with the node name af the cell (for compatibility with earier relasses)

[2sply |

B Freaferences
_ll Caleta
Bos®

Selact Alias &

Usar 1D 2 Dascription

You can administer the following resources:

[ | Sxssscaew upgscenf FICMASTER
ZoneZlodeS/FICHMASTER

I:I 3XS1SOREY- HNodeds! M | rarffw

D rorgne

l:' GXS150REV-Zong2lodelS/UPGECFT | upgspft upgspft

Bl GXS1SORFY- upgsprod upgsprod

ne2h ) S/UBGSER

D uEgsrer Upgsror

D upgssand upgssand

0 upgsconf upgsconf

Teotal &

2. Click New under the Preferences section.

Figure 7-23 JAAS- J2C authentication data- New

Data sources > Default Datasource > JAAS - 12C authentication data > New
Specdifies a list of user identities and passwerds for Javal(TM) 2 connector security to use.
General Properties

+ aiss
[Atm

* Usar ID
|ur:gs‘."3

* Passvord
|t.'l- LL L]

Descrigtion

[2termic Taatancze

| Apply | ﬂl Resat | | Cancal

3. Enter the Alias, User ID, Password, and Description. Ensure the following:

= User ID is the Oracle user ID created for the respective CONFIG and ATOMIC
Schema for the "Information Domain".

= Specify the CONFIG database user ID and password information for the
jdbc/FICMASTER data source, and specify the ATOMIC database user ID and
password information for the ATOMIC schema data source that you created
earlier.

4. Click Apply and save the details.
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JDBC Connection Pooling

To define the JDBC connection pooling ensure that you have created JDBC Provider
and Data source to access the data from the database.

1. Expand the Resources option in the LHS menu and click JDBC > Data sources
option. The Data sources page is displayed.

2. Click the newly created Data Source $DATA_SOURCES$ and nhavigate to the path Data
sources>S$DATA_SOURCES$>Connection pools.

Figure B-1 Connection pools

Data sources. =

Data sources > GAFUSION DATA SOURCE > Connection pools

Use thiz page to set properties that impact the timing of connection management tasks, which can affect
tha parforrmance of your application. Congsidar tha dafault valuers carafully; vour application requirernants
rnight warrant changing these values.,

Configuration

GCeneral Properties

Additional Propertbies

Scope A
[eal = : T —edom Advancad
calls:ipaZédorNodeliCallinodesiipaZédorNodell isarvars sarverl x i
i e ot oy ol
* Connaction timeout mropertias
2] seconds Connection pool

+ Maxzimum connackions
100 connections

# Minimurm connactions

[ID connactions
®Reaptimse

|120 seconds

* Unused timeout
|1@00 seconds

+ Aged timeout
o paconds

Purga policy
EntirePool w |

npply] M Rasat | Cancal |

3. Set the values for Connection timeout to 0 seconds, Maximum connections to 100
connections, and Minimum connections to 10 connections as shown in the above
figure. You can also define Reap Time, Unused Timeout, and Aged Timeout as
required.

Configuring Resource Reference in Weblogic Application Server

This section is applicable only when the Web Application Server type is WebLogic.This
section includes the following topics:

= Create Data Source

= Create GridLink Data Source

= Configure Multi Data Sources

= Advanced Settings for Data Source
= JDBC Connection Pooling

= For a Non RAC Database instance, Generic Data Source can be created. See
Creating Data Source.
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s For a RAC Database instance, Gridlink Data Source has to be created. See
Create GridLink Data Source.

»  When Load Balancing/Fail over is required, Multi Data Source has to be
created. See Configure Multi Data Sources.

Create Data Source
The steps given below are applicable for both config and atomic data source creation.

1. Open the following URL in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is
enabled). The Welcome window is displayed.

2. Login with the Administrator Username and Password.

Figure 7-24 Welcome

ORACLE
WebLogic Server® 11g

Administration Console

Welcome

Log i 1o work with e Weblogic Server doman
Usermane:
Pagsward:

3. From the LHS menu (Domain Structure), click Services > Data Sources. The
Summary of JDBC Data Sources window is displayed.
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Figure 7-25 Summary of JDBC Data Sources

OIRACLE Weblogh Server® Asisin ation Cancls
Change Center i rome Lo Out Preferences (B fecert Hap a4 Wirkcorre, pmanager Cerrecied b Moektal
| 3
Vi s il rudarts | S . Y —
Corfga son edting s snsbied, Fubun Sunnary of BT Dot Seurces
chonges wl mitnmgta by e activated 3 74
mocify, ki oo et e 0 e |
—_——— £ 00 ot mnure b s obspect B s B TS tor Ul previdi clagsbuang cantntiby thragh & gl of J00C donrection. iplostnres tan Tk u 5 iy source on e 01 tres el it
s Structusee | Ecrrowe.s databurss connacton frim a data wante
Modkich a Tha pege memarn te D0 data s obmcts that fare been oreated n tha daran.
H ittt
v
e oo ¥ Camtiiize this Lalble:
T Miagng
-0 Dt Seurces (P pred < M Cobmi Exr)
Data Sourers
s D Sy Nem | Coleto Shoversy i o1 of 1 Freweas | et
Dok Sauror Factones 1 I |
Fersstene eones 1] Mame | e Toraets
Forean 24 Provees = {ssaree eI Ao
ik Corfmnts 1
R — Ness || Cielatn Shiwarg b 1ol 1 Pracas | Hat
How s ke

o diaate IO dity erom
o Cilene 8 dale souro

Systens Status

4. Click New and select Generic Data Source option. The Create a New JDBC Data
Source window is displayed.

You can also select GridLink Data Source or Multi Data Source while creating a
Data Source. For more information, see Creating Data Sourceor Configure Multi
Data Sources.

Figure 7-26 Create a New JDBC Data Source

Create a lew 308 Data Source
et Canost

JIDEC Data Source Properties
The fliorwang propertses vl be used to wenbfy your new J0BC Gate souron.

= Enefcates negiared feid

What s you liee to name your new JOBC dats coorce?
(fE] * Mame: ATOMSTSOL

What JN0H name would you Bt t0 aSEgn 10 yoUr new JOEC Data Source?

A5 INDT Mame:
Jdibc/ATOMSTSOL

vhat caiabase type would you lios bo select?

Database Type: Oracle -

heet | cancet

5. Enter JDBC data source Name, JNDI Name, and select the Database Type from
the drop-down list. Click Next.

Ensure the following:
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= The JNDI Name field should be in the format "jdbc/informationdomain”

= Same steps needs to be followed to create a mandatory data source pointing to the

"configuration schema" of infrastructure with jdbc/FICMASTER as JNDI name.
= JNDI Name is the same as mentioned in web.xml file of OFSAAI Application.

» Required "Database Type" and "Database Driver" should be selected.

Figure 7-27 JDBC Data Source Properties

Create a New JDBL Daka Source
Back | hest Cancal
JDBC Data Source Properties
The following propertes will be used o idenitify your new JDEC data source,
Database Type: Qrade
What datshase driver would you 2 1o use to aesle database connechona? Node: = indicates that the divver 8 explaSy supported by Crade Weblogi: Server,
Database Driver:

*“Orache’s Dirosr (Thin XA) for Instance connections. Versions:9.0.1 and later b

Back | hext Cancel

6. Select the Database Driver from the drop-down list. You need to select the

Database Driver depending on database setup, that is, with or without RAC. Click

Next.

Figure 7-28 Transaction Options

Create a llew JDBC Data Source

Baci | | leat Cancsi
)

Transaction Options
Tou have selected ron-iA JDBC driver 1o create datsbase cormecion ) your new data source

Does this data source supoort giobal rangacons? IF ves, please choose the arsacton protoce for this dats source,

[¥] Supports Global Transactions

Sedact thes option of you want to enable non-XA JDBC connectons from he dals source o parbiopais in plobsl transacbons s
Reroemmendad n place of Emidate Two-Phsse Commit.

O Lopging Last Resource

Seiect this oobion If you wbnt to enable non-XA JOBC connestions from fhe data sourte to emulate partiopaton n giobal ransachons usng JTA, Seiect Bvs oobon only if
DoelT B BTSN CONG0ONE

PR BppRCR LN Can

f:- Emulate Two-Phase Conmrmit

Select this cation o you vwant t erable nea-XA JOBC toanections fom M date soures ts pirBcoate in gobll tr
other resourtes can partcipsbe i the glabal fransaction.

SEACTONS LSng The OnE-Didee COMMIT FASECHoN Dionsssng, With this catien, no

=) One-Phase Commit

Bagk | | Nexd Cange

7. Select the Supports Global Transactions check box and the One-Phase Commit
option.

8. Click Next. The Connection Properties window is displayed.
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Figure 7-29 Connection Properties

Croate a New JDBC Data Source
Back | liext Cane
| |
Connection Properties
Defire Connection Properbes.

wehat = the rsme of the datahaes you would e 10 comnect o7

Diatabase lame: fghy

What s the name or [P address of the catabase saryer?

Host Hame: 10 184 74.80

Whad 5 e port o0 he CaRR0REE saTVer LEed 1D Connedt 1D e Catalage?

Part: 1521
Wihat datshass sicount user name oo you mant i use to creste databass coonectons?
Database User Hame: ssatom

Whats the databage azoour DRSEND0D 1D LSS [0 Creale CALADASE (ONMEITONST

Password: [
Confinm Password: saaatil
Baek | Hest| | | Cansed

9. Enter the required details such as the Database Name, Host Name, Port, Oracle
User Name, and Password.

10. Click Next. The Test Database Connection window is displayed.
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Figure 7-30 Test Database Connection

Create a New JDBC Data Sounte

Tt Confguration Back | leat Finish | | Camcel

Test Database Connection

Test e database avalablity and the connection Dripértés you pronaded

Ditver Clasy Hame: aracle jdbe OracleDimer

What 5 the URL of e database to oovinect i0? The format of S LRL vares by J0BC driver.

\hat databaes scoount uer name do You WANT toues B craate datshass cornactons?
Database User Hame: saatom

WAl the cai0ase aooount PASTWONG 107 uSe 1D reate dalabase ormecions?

Password: ssenassERERRRRRR RN

Confirm Passward: sEssnssaERIRERERNY

WWhat bre The phogérbes b pass to B 0BT drivvér wien créating dbtsbase connechions?

Properties:

CEL P FL R

The set of driver propertes whose values s derved at runties from the named System property

System Properties:

Wiral tabis name of SOL STATEMENT wdud yOU BKE [0 USE 1D IRl A8TahASE e tans?

Test Table Bame:

SQL SEILECT 1 rROM DUAL

Tas2 Configuration, | | Bask || Med | | Finish | | Caencal

jihat s the Al package name of JDEC driver class Lesed to creats database cormectons n e connecton paal?

URLI |dbe aracle thin @10 184, ]

11. Verify the details and click Test Configuration and test the configuration settings.

A confirmation message is displayed stating "Connection test succeeded.”

12. Click Finish. The created "Data Source" is displayed in the list of Data Sources.

Note the following:

| |
Domain".

"User ID" is the Oracle user ID that is created for the respective "Information

"User ID" to be specified for data source with "FICMASTER" as "JNDI" name

should be the Oracle user ID created for the "configuration schema”.

13. Select the new Data Source and click the Targets tab.
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Figure 7-31 Select Targets

Create a Mew JDEC Data Source
Satk Finsh | | Cancel
Select Targets

il SR SHeCt ons oF mone IRt i ceniay your nevw JDBC cata source, [F you don't select & targat, the data soiree wil be craated but nat deplayed. Yo
&b 2later e,

SEFVErs

[ AdmimServer

Back Fmish, | | Gancs!

PREE T SENky TS BALE SR

14. Select the AdminServer option and click Finish.

Create GridLink Data Source

If you have selected the option, New > GridLink Data Source while creating the "Data

Source", you can directly specify the JDBC URL as indicated.

Figure 7-32 Create a New JDBC GridLinkData Source

Create a liew JDBC GridLink Data Source
Pt Cancal

08¢ GradLink Dats Seurce Properties

The following properteés vill be Lsed to dentfy vour niw J0BC Grdlink dats sourte

ihat would you bce to name your new JDBC Grdlink dats source?
15 * ame: xyz

ihat T rams wowkd you Boe £ assign o vour few J05C Griclink data source?

5] W01 Rame:

Jdbe/xyr

hat Satahage bype would you lios b sslect?
Database Type: Orace
Ts Thes XA crivmr?

[ xa Drver

Hgat Cancl

1. Enter Data Source Name, and JNDI Name.

Ensure that the "JNDI Name" field is specified in the format "jdbc/infodomname" and

the XA Driver check box is not selected. Click Next.
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Figure 7-33 JDBC GridLinkData Source- Connection Properties

Creabe a New J08C GridLink Data Source

Back | bt Cang#

Connection Properties

&

Define Cornettion Propertes,

Enter Complete JOBC LAL for Gk

i database.

Complete JDBC URL:

WWhat datebase soosunt user name o you want to use W Teabe Salabese Conrestong?

Database User Name:

Hhiat = the databass pecount pamsaord to use fo creste databans coonections?

Password:

Confirm Password:

Back | feext Cancel

2. Specify Complete JDBC URL, Database User Name, and Password. Click Finish.
The created "Data Source" is displayed in the list of Data Sources.

Configure Multi Data Sources

A JDBC multi data source is an abstraction around a group of data sources that
provides load balancing and failover between data sources. As with data sources,
multi data sources are also bound to the JNDI tree. Applications can look up a multi
data source on the JNDI tree and then reserve a database connection from a data
source. The multi data source determines from which data source to provide the
connection.

When the database used is Oracle RAC (Real Application Clusters) which allows
Oracle Database to run across a set of clustered servers, then group of data sources can
be created for instances running on a set of clustered servers and a JDBC multi data
source can be created so that applications can look up a multi data source on the JNDI
tree to reserve database connection. If a clustered server fails, Oracle continues
running on the remaining servers.

1. Open WebLogic Admin Console in the browser window:
http://<ipaddress>:<administrative console port>/console. (https if SSL is
enabled). The Login window is displayed.

2. Login with the "User ID" that has admin rights.

3. Inthe LHS menu (Domain Structure), select Services > JDBC > Multi Data
Sources. The Summary of JDBC Multi Data Sources window is displayed.
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Figure 7-34 Summary of JDBC Multi Data Sources
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4. Click New. The New JDBC Multi Data Source screen is displayed.

Note: Ensure that the Data Sources which needs to be added to new
JDBC Multi Data Source has been created.

Figure 7-35 Configure the Multi Data Source

Create a New J08C Multi Data Sowrce:
Mead Cancel
Configure the Multi Data Source
Tre foloving propertes wil be used to icentify your new JDBC muit data source

Vithat wouid you Fce to nave your new JDBC mult dats source?

& Mene JDBC Muli Data Source-0
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45 MO Name:

Jdbsdanfodomname

What aigorithm type for this JDBC Mot Dot Souroe veould you lios to select?

4] migarithm Type: Load-Balancing ¥

M [ 5

5. Enter the JDBC Source Name, JNDI name, and select the Algorithm Type from

the drop-down list. Click Next.
Note the following:

= The JNDI Name has to be specified in the format jdbc/infodomnanme.

= JNDI Name of the Data Sources that will be added to new JDBC Multi data
source should be different from the JNDI name specified during Multi Data

Source.

= Same steps needs to be followed to create a mandatory data source pointing to
the "configuration schema" of infrastructure with jdbc/FICMASTER as JNDI

name for Data Source.
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JNDI Name provided in multi data source should be the same name that will
be mentioned in the web.xml file of OFSAAI Application.

You can select the Algorithm Type as Load-Balancing.

Figure 7-36 Select Targets

‘Create a New JDBC Hulti Data Source

Eact,| Nexa cancel

Select Targets
¥ouw Can Selecl one O mone 1argels 1o cepioy your new J0BC MUY Date Source,

6. Select the AdminServer check box and click Next.

Figure 7-37 Select Data Source Type

Create a New JDEC Holth Data Source
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Select Data Source Type
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() XA Driver

(%) Mom-XA Drrver
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Select the type of data source which will be added to new JDBC Multi Data
Source. Click Next.

7.

Figure 7-38 Add Data Sources
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Add Data Seurces
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-
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8. Map the required Data Source from the Available Data Sources. Click Finish.

The New JDBC Multi Data Source is created with added data sources.
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Advanced Settings for Data Source

1.

Click the new Data Source from the Summary of JDBC Data Sources window. The
Settings for <Data Source Name> window is displayed.

Select the Connection Pooling tab given under Configuration.

Go to the Advanced option at the bottom of the page, and check the Test
Connection of Reserve checkbox (Enables Weblogic Server to test a connection
before giving it to a client).

To verify if the data source is valid, select "Data Source name". For example,
FICMASTER.

Figure 7-39 Settings for <Data Source Name>

Settings for FICMASTER
Configuration | Targels | Monitoring | Contral | Sedurity | Notes

Statstes | Testing

Uise ths page to test database connectons in this JDEC data source.

P Customize this table

Test Data Source (Filtered - More Columns Exist)

Showing 110 10f 1 Previous | Mext

Server State
) |oFsaniza Rurrng
Showing 1 to 16f 1 Previous | Mext
4. Select the server and click Test Data Source.
A message is displayed indicating that the test was successful.
5. Once the "Data Source" is created successfully, the following messages are

displayed:
= All changes have been activated. No restart is necessary.
» Settings updated successfully.

If not, follow the steps given above to recreate the data source.

JDBC Connection Pooling

To define the JDBC connection pooling, ensure that you have created JDBC Provider
and Data source to access the data from the database.

1.

3.

Click the newly created Data Source $DATA_SOURCES$ and navigate to the path
Home >Summary of Services: JDBC >Summary of JDBC Data Sources >JDBC Data
Source-<INFODDOM_NAME>

Set the values for Initial Capacity to 10, Maximum Capacity to 100, Capacity
Increment by 1, Statement Cache Type to LRU, and Statement Cache Size to 10.

Click Save.
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Configuring Resource Reference in Tomcat Application Server
This section is applicable only when the Web Application Server type is Tomcat.

Copy the JDBC driver file depending on your Oracle database version. As OFSAAI is
certified on Oracle 11gR2, copy the Oracle JDBC driver file, ojdbc<version>.jar from
<Oracle Home>/jdbc/lib and place it in <Tomcat Home>/lib.

NOTE: Refer to Appendix ] for identifying the correct "ojdbc<version>.jar" version to
be copied.

This section covers the following topics:
s Create Data Source

= JDBC Connection Pooling

Create Data Source

To create "data source" for Infrastructure application, navigate to <Tomcat Home>/conf
and edit the following block of text by replacing the actual values in server.xml.

NOTE: The User-IDs for configuration/ atomic schemas have the prefix of setupinfo
depending on the value set for PREFIX SCHEMA NAME in <<APP Pack>>_ SCHEMA
IN. XML file of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA_NAME is DEV and the schema
name was mentioned as ofsaaconf, then the actual schema created in the database
would be DEV_ofsaaconf.

<Context path ="/<context name>" docBase="<Tomcat Installation
Directory>/webapps/<context name>" debug="0" reloadable="true"
crossContext="true">

<Resource auth="Container"
name="7jdbc/FICMASTER"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the configuration schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"
maxActive="100"
maxIdle="30"
maxWait="10000"/>

<Resource auth="Container"
name="7jdbc/< INFORMATION DOMAIN NAME >"

type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username="<user id for the atomic schema>"
password="<password for the above user id>"
url="jdbc:oracle:thin:@<DB engine IP address>:<DB Port>:<SID>"

maxActive="100"
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maxIdle="30"

maxWait="10000"/>

</Context>

Note the following:

Note: The <Resource> tag must be repeated for each Information
Domain created. After the above configuration, the "WAR" file has to
be created and deployed in Tomcat.

JDBC Connection Pooling
To define the JDBC connection pooling, do the following:

1.

Copy $ORACLE_HOME/jdbc/1ib/ojdbec<version>.jar to the path $ToMCAT_
DIRECTORY/1ib/.

NOTE: Refer to Appendix J for identifying the correct "ojdbc<version>.jar" version
to be copied.

Edit the server.xml present under the path $TOMCAT DIRECTORY/conf/ with the
below changes, which is required for connection pooling.

<Context path="/ $CONTEXTNAMES" docBase=" S$APP_DEPLOYED_PATHS " debug="0"
reloadable="true" crossContext="true">

<Resource auth="Container"

name="jdbc/ S$INFODOM_NAMES"
type="javax.sqgl.DataSource"
driverClassName="oracle.jdbc.driver.OracleDriver"
username=" $ATOMICSCHEMA USERNAMES"
password="$ATOMICSCHEMA_PASSWORDS"
url="$JDBC_CONNECTION_URL"

maxActive="100"

maxIdle="30"

maxWait="10000"

removeAbandoned="true" removeAbandonedTimeout="60"

logAbandoned="true" />

</Context>

Note the following:

= $TOMCAT_DIRECTORY$ should be replaced by Tomcat application installed path.
= SCONTEXTNAMES should be replaced by OFSAAI context name.

= S$APP_DEPLOYED_PATHS should be replaced by OFSAAI application deployed
path.

s $INFODOM_NAMES$ should be replaced by Infodom Name.

s SATOMICSCHEMA_USERNAMES should be replaced by Atomic schema database
user name.
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m  SATOMICSCHEMA_PASSWORDS should be replaced by Atomic schema database

password.

s $JDBC_CONNECTION_URL should be replaced by JDBC connection string

jdbc:Oracle:thin:<IP>:<PORT>:<SID>. For example, jdbc:oracle:thin
10.80.50.53:1521:so0luint

s The User-IDs for configuration/ atomic schemas have the prefix of setupinfo

depending on the value set for PREFIX_SCHEMA_NAME in <<APP Pack>>_
SCHEMA _IN.XML file of Schema Creator Utility.

For example: if the value set for PREFIX_SCHEMA NAME is DEV and the
schema name was mentioned as ofsaaconf, then the actual schema created in
the database would be DEV_ofsaaconf.

Class loader configuration for Apache Tomcat

Add tag <Loader delegate="true" /> within the <Context> tag, above the <Resource>
tag in server.xml file.
NOTE: This configuration is required if Apache Tomcat version is 8.

Deploy EAR/WAR File

This section covers the following topics:

Deploy WebSphere EAR Files
Deploy EAR/WAR file for WebLogic
Deploy Tomcat WAR Files

Deploy WebSphere EAR Files
To deploy Infrastructure application in WebSphere:

1.

Start WebSphere Profile by navigating to the path "/<wWebsphere_Installation_
Directory>/IBM/WebSphere/AppServer/profiles/<Profile_Name>/bin/" and
execute the command:

./startServer.sh serverl

Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console. (https if SSL is enabled). The login screen is
displayed.
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Figure 7-40 Login Window

Integrated Solutions Console

Log in to the console,
Usar [D:

upgaT3

Panarord:

L]

Log in

"L lal, oY
et e
3. Enter the user credentials which has administrator rights and click Log In.
4. From the LHS menu, select Applications and click New Application. The New

Application window is displayed.

Figure 7-41 New Application

New Application

Mew Application
Thiz page provides links to creaste new applications of different types.

Install a New Application

HNew Entarprise Application

|

‘ﬁﬂ Mew Business Level Application
|

Click New Enterprise Application. The Preparing for the application installation
window is displayed.

5.
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Figure 7-42 Preparing for the application installation

Specify the EAR. WAR, JAR. or 528 module to upload and install.

Path o the new application
@ Local file Eystem

Full path

O Remote file ayatam

. IE! Cancel l

6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAAI to upload and install. Click Next.

Figure 7-43 Installation Options

Preparing for the application installation T =

How do you want to install the application?

@ Fast Path - Prompt only when additional infermation is required.

D Catailad - Show all installation options and paramaters.

Choose to generate default bindings and mappings

Previous | Next] Can:el|

7. Select the Fast Path option and click Next. The Install New Application window is
displayed.
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Figure 7-44 Install New Application

Specify options for installing entarprise applications and modules.

Step 1: Select
installation options =
Specify the various options that are available to prepare and install your application,
Step 2 Map

medules to servers [ orecomsile Javasarver Pages files

Step 3 Map Directory to install application

resource referances
to resources

u E Distribute application
Step 4 Map wirtual
hosts for Web

modules E] Use Binary Configuration

Step 5 Summary Deploy enterprise beans

Application name

upgs?3 |
[ create MBeans for resources

|:| Cverride class reloading settings for Web and EJE modules
Reload interval in seconds
|
E] Deploy Web sarvices
validate Input offfwarn/fail
varn
I:I Process embedded configuration

File Permission

Allow all files to be read but not written to
Allew executatles to executs
Allow HTML and image files to be read by averyone

[FLdil=7552.%\.50=7552 *\,a=755=.%\.51=755
Application Build ID
Hikeriomn
D Allow dispatching indudes to remote resources

D Allow servicing includes from remote resources

Business level application name
[ Create NawELA

Azsynchronous Requast Dispateh Type
isabled

D Allow EJB reference targets to resclve automatically

| O T

8. Enter the required information and click Next. The Map Modules to Servers
window is displayed.

B-26 Oracle Financial Services Behavior Detection Application Pack



Deploy EAR/WAR File

Figure 7-45 Map Modules to Servers
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9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Figure 7-46 Map Resource References to Resources
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10. Map each resource defined in the application to a resource JNDI name defined

earlier.

11. Click Modify Resource Authentication Method and specify the authentication
method created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource
as the authentication method.

12. Select the OFSAAI Web Application check box and click Next. The Map Virtual

hosts for Web Modules window is displayed.
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Figure 7-47 Map Virtual host for Web Modules

Inslall New Applhcalion 5

Epecify options for installing entergrise applications and modules.

Specify the vidual host where you want to install the Web modules that are contained
in your applization, You cen instell Wab modules on the samae virtusl host or dispacss
them ameong several hosts.

B Apgly Multiple Mappings

Wab module Virtwal host

dIflulE host (W

13. Select the Web Application check box and click Next. The Summary page is
displayed.

Figure 7-48 Summary
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14. Click Finish and deploy the Infrastructure Application on WebSphere.
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15. On successful installation, a message is displayed. Click Save and save the master
file configuration. The details are displayed in the Master File Configuration
window.

To start the application;

1. Expand Applications > Application Type > WebSphere enterprise applications.
The Enterprise Applications window is displayed.

Figure 7-49 Enterprise Applications
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2. Select the installed application and click Start.

Note:

= <profile name> is the profile name given while creating the
WebSphere profile.

= <cell name > is the cell name given during profile creation

= <contextname> is the context name given during installation.

WebSphere HTTPS Configuration
Following are the steps for configuring an HTTPS Transport on WebSphere:

1. Create a profile using the Profile Creation Wizard in WebSphere.

2. Note down the https port specified during this process and use the same as servlet
port or web server port during OFSAAI installation.

3. To enable https configuration on Infrastructure, assign value 1 to "HTTPS_ENABLE"
in OFSAAI_InstallConfig.xml for Silent mode OFSAAI installation. See
"Configuring OFSAAI_InstallConfig.xml"

Deploy EAR/WAR file for WebLogic

Following are the steps for deploying Infrastructure application that would be created
during installation;
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1. Navigate to the path "<WebLogic Installation directory>/user_
projects/domains/<domain name>/bin" in the machine in which WebLogic is
installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console. (https if SSL is enabled). The Sign in window of the WebLogic
Server Administration Console is displayed.

Note: Ensure that you have started Infrastructure Server by executing
"./reveleusstartup.sh" as mentioned in Starting Infrastructure Services
section.

4. Log on to the WebL ogic Server by entering the user credentials having privileges
to deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

Figure 7-50 Summary of Deployments
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6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is
saved and click Next.
Explode EAR

To explode EAR, follow the below steps:

1. Create the "applications" folder under domain name. For example, "/Bea/user_
projects/domains/ <Domain _name>/applications".

2. Create <context_name>.ear folder under "applications" folder.
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Copy the <$FIC_WEB_HOME/<context_name>.ear file t0 <WEBLOGIC_INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/.

Explode the <context_name>.ear file by executing the command:
jar -xvf <context_name>.ear
Delete the <context>.ear and < context >.war file (recently created).

Create a directory <context_name>.war under <WEBLOGIC_INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications.

Copy <$FIC_WEB_HOME/<context_name>.war file to <WEBLOGIC_INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/<context_
name>.ear/.

Explode the <context_name>.war file by executing the following command to get
the directory structure:

jar -xvf <context_name>.war
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Install Application
To install Application:
1. Open the Install Application Assistant.

Figure 7-51 Install Application Assistant

Install Application Assistant
Hexd | | Cancel

Locate deployment to install and prepare for deployment
Salact the fie path that reprasents the appbcation root directory, srchive fle, exploded srdve drectary, or apphcation module descnptor that you want toinstal, You can alst anter the path of
the applcation drectory or file in the Path field,

Note: Oniy vaid file paths are displaved below, If you cannot fing your cepiayment fles, upload your file(s) andfor confirm that your appiization containg the requned deployment descriptors.,

Path: ‘oradata2’i1035/OracleMiddleware/user_projects/domains/upg7273/apphcations
Recently Used Paths: 35/Oracle Middlevware fuoer_projectsfdomains fung7273/applications

Current Location: leware [user_projects [ domans | upg7273 [ appications

@ L upg7273.ear (open dractoey)

test | | | Cancel

2. Click Next.

Figure 7-52 Install Application Assistant
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@ Install this deployment as an application
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{7 Install this deployment as a library

Apphcation lbrares are deployments that are avadabla for other deploymants to share, Libraries should be availabls on 8 of the targsts runnng ther referencong aoplicabions

Back | | Haxt | | cangeai

3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.
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Figure 7-53 Optional Settings
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Location:

Back | e
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Fnish | | Cancel

4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles
and policies that are defined in the deployment descriptors should be used.

6. Select the | will make the deployment available from the following location
option under the Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Figure 7-54 Deployment Summary

Frontpfl &prjdm abwmy Anpntant
| IH] Fnma | | Camsel

e yaur chaites and chel Finnk

ik R TE COTOMDE I AT THE ey LR B R TR [ CDTEE,
A3 icoal cantggur il

T arie 13w dusresriily, TRl ROSRSRNSS Siy eoueE aiitassl Evela ratan. 08 i mESE B evees S ASSRSNES | serhnuratan aftr ShRONg M EieEtae

(8l Wes, take o o Ehe deploymstnt's Coafijorution sirees

1w, 1 vl e e rondigan Fioa later

SRy
Dwployrenk: o edeia Ll I E IO mou Mmoo _oraw e i T oottt e T Taw
e [F_ bt
Shaging nuude. Be T e mal detined by Te Faen el
Sevunty Modek LCori L @Y o e ool Tl e arres P Ty o T ST R
Targel Bummary
Cympunesy = Targeis
g TITLee A
R Frwh | | Catcwl

8. Select the Yes, take me to the deployment's configuration screen option and click
Finish. The Settings for <Deployment Name> window is displayed.
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Figure 7-55 Settings for <Deployment Name>
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9. Review the general configuration details of the deployment. You can also update
the configuration of the deployment in this window. In the Overview tab, you can
view the complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window
is displayed.
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Figure 7-56 Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start > Servicing
all requests. Ensure that the Infrastructure server is up and running.

Figure 7-57 Summary of Deployments
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The State of the deployed application will be displayed as Active if started
successfully.

Deploy Tomcat WAR Files

Before deploying the WAR files, ensure that the previously deployed applications of
Infrastructure are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat
for the procedure to uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the steps outlined to deploy Infrastructure
application:

1. Open the URL in Browser window: http://<IP address>:<Tomcat server
port>. (https if SSL is enabled). The Tomcat home window is displayed.
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Figure 7-58 Tomcat home
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2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user
creation in tomcat, see "Tomcat User Administration”. The Tomcat Web
Application Manager window is displayed with the list of all the applications
deployed.
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Figure 7-59 Tomcat Web Application Manager
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4. In the Deploy section, enter the Context Path provided during the installation as
"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$SFIC_WEB_
HOME/<context-name.war>") in the WAR or Directory URL field and click Deploy.

On successful application deployment, a confirmation message is displayed.

= For information on starting the Tomcat server, see Starting Infrastructure
Services.

B-38 Oracle Financial Services Behavior Detection Application Pack



C

Appendix

This appendix covers the following topics:
s Creating EAR/WAR File
s Deploying EAR/WAR File

Creating EAR/WAR File
This section includes the following topics:
s Creating WebSphere EAR/WAR File
s Creating WebLogic EAR/WAR File
»  Creating Tomcat EAR/WAR File

Creating WebSphere EAR/WAR File

The EAR files are required to assemble servlets, .jsp files, web pages, and other static
content into a deployable unit. The EAR file is created to reflect the changes made to
the web.xml file.

To create WebSphere EAR/WAR File, follow these steps:

1. Navigate to the "$FIC_WEB_HOME" directory on the machine in which Infrastructure
Web components have been installed and execute the command:

./ant.sh

2. This triggers the creation of EAR file -<contextname>.ear. The <contextname> is
the name given during installation.

3.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time
taken" message is displayed and you will be returned to the prompt.

4. The EAR file - <contextname>.ear - is created on the machine on which
Infrastructure Web components are installed under $F1C_WEB_HOME directory.

Note: This process overwrites any existing version of EAR file that
exists in the path.
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Creating WebLogic EAR/WAR File

The EAR files are required to assemble servlets, .jsp files, web pages and other static
content into a deployable unit. This EAR file creation is required to reflect the changes
made to the web.xml file.

To create WebLogic EAR/WAR File, follow these steps:

1. Navigate to the path "<WEBLOGIC_INSTALL_DIR>/Bea/user_
projects/domains/<DOMAIN_NAME>/bin/".

2. Start WebLogic Domain by executing the command:
./startWeblogic.sh -dé64

3. Navigate to the "$FIC_WEB_HOME" directory in the machine in which Infrastructure
Web components have been installed.

4. Execute the command:
./ant.sh

This will trigger the creation of EAR file - <contextname>. ear. Here
<contextname> is the context name given during installation.

5.  On completion of the EAR files creation, the "BUILD SUCCESSFUL" and "Time
Taken" message is displayed and you will be returned to the prompt.

6. The EAR file - <contextname>.ear - is created on the machine on which
Infrastructure Web components are installed under "SFIC_WEB_HOME" directory.

Note: This process overwrites any existing version of EAR file in the
path.

Creating Tomcat EAR/WAR File

The WAR files are required to assemble servlets, .jsp files, web pages, and other static
content into a deployable unit.

To create Tomcat EAR/WAR File, follow these steps:

1. Onthe machine in which Infrastructure Web components have been installed,
navigate to the path $FIC_WEB_HOME.

2. Execute the command:
./ant.sh

This will trigger the creation of WAR file - <contextname>.war. The
<contextname> is the name given during installation.

3. On completion of the WAR files creation, a confirmation message will be
displayed and you will be returned to the prompt.

4. The WAR file - <contextname>.war- is created on the machine on which
Infrastructure Web components are installed under $F1C_WEB_HOME directory.

Note the following:

= This process will not overwrite any existing version of WAR file that exists in the
path. Rename/delete any existing war file.

= Proceed with the Tomcat WAR Files Deployment.
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s Log on to the server in which Tomcat is installed.

Deploying EAR/WAR File
This section covers the following topics:
= Deploying EAR/WAR Files on WebSphere
= Deploying EAR/WAR files for WebLogic
= Deploying Tomcat WAR Files on Tomcat

Note: Ensure to clear the application cache prior to the deployment
of Applications Pack Web Archive. This is applicable to all Web
Servers (WebSphere, WebLogic, and Tomcat). For more information,
refer Clearing Application Cache section.

Deploying EAR/WAR Files on WebSphere
To deploy Infrastructure application in WebSphere:

1. Start WebSphere Profile by navigating to the path "/<Websphere_Installation_
Directory>/IBM/WebSphere/AppServer/profiles/<Profile_Name>/bin/" and
execute the command:

./startServer.sh serverl

2. Open the following URL in the browser: http://<ipaddress>:<Administrative
Console Port>/ibm/console. (https if SSL is enabled). The login screen is
displayed.

Figure 7-60 Login Window

Integrated Solutions Console

Log in to the console,
Usar [D:

usgET3

Fanarerd:

Log in
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3. Enter the user credentials which has administrator rights and click Log In.

4. From the LHS menu, select Applications and click New Application. The New
Application window is displayed.

Figure 7-61 New Application
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5. Click New Enterprise Application. The Preparing for the application installation
window is displayed.

Figure 7-62 Preparing for the application installation
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Path ko the new application
@ Local file systam

Full path
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O Remote file ayatem
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6. Select Remote File System and click Browse. Select the EAR file generated for
OFSAAI to upload and install. Click Next.
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Figure 7-63 Installation Options
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7. Select the Fast Path option and click Next. The Install New Application window is

displayed.

Figure 7-64 Install New Application
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8. Enter the required information and click Next. The Map Modules to Servers
window is displayed.

Figure 7-65 Map Modules to Servers
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9. Select the Web Application and click Next. The Map Resource References to
Resources window is displayed.

Figure 7-66 Map Resource References to Resources
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10. Map each resource defined in the application to a resource JNDI name defined
earlier.

11. Click Modify Resource Authentication Method and specify the authentication
method created earlier.

You can specify "config" for FICMASTER resource or "atomic" for atomic resource
as the authentication method.
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12. Select the OFSAAI Web Application check box and click Next. The Map Virtual
hosts for Web Modules window is displayed.

Figure 7-67 Map Virtual host for Web Modules
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13. Select the Web Application check box and click Next. The Summary page is
displayed.

Figure 7-68 Summary
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14. Click Finish and deploy the Infrastructure Application on WebSphere.

15. On successful installation, a message is displayed. Click Save and save the master
file configuration. The details are displayed in the Master File Configuration
window.

To start the application;

1. Expand Applications > Application Type > WebSphere enterprise applications.
The Enterprise Applications window is displayed.

Figure 7-69 Enterprise Applications
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2. Select the installed application and click Start.

Note:

= <profile name> is the profile name given while creating the
WebSphere profile.

= <cell name > is the cell name given during profile creation

s <contexthname> is the context name given during installation.

Deploying EAR/WAR files for WebLogic

Following are the steps for deploying Infrastructure application that would be created
during installation;

1. Navigate to the path "<WebLogic Installation directory>/user_
projects/domains/<domain name>/bin" in the machine in which WebLogic is
installed.

2. Start WebLogic by executing the command:
./startWebLogic.sh -d64 file

3. Open the URL in the browser window: http://<ipaddress>:<admin server
port>/console. (https if SSL is enabled). The Sign in window of the WebLogic
Server Administration Console is displayed.
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Note: Ensure that you have started Infrastructure Server by executing
"./reveleusstartup.sh" as mentioned in Starting Infrastructure Services
section.

4. Log on to the WebLogic Server by entering the user credentials having privileges
to deploy the EAR file.

5. From the Domain Structure LHS menu, click Deployments. The Summary of
Deployments window is displayed.

Figure 7-70 Summary of Deployments
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6. Click Install. The Install Application Assistant window is displayed.

7. Select the Exploded EAR directory after browsing to the directory where it is

saved and click Next.

Explode EAR

To explode EAR, follow these steps:

1. Create the "applications"” folder under domain name. For example, "/Bea/user_

projects/domains/ <Domain _name>/applications".

2. Create <context_name>.ear folder under "applications" folder.

3. Copy the <$FIC_WEB_HOME/<context_name>.ear file t0 <WEBLOGIC_INSTALL_

DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/.

4. Explode the <context_name>.ear file by executing the command:

jar -xvf <context_name>.ear

5. Delete the <context>.ear and < context >.war file (recently created).

6. Create a directory <context_name>.war under <wEBLOGIC_INSTALL_

DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications.
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7. Copy <$FIC_WEB_HOME/<context_name>.war file to <WEBLOGIC_INSTALL_
DIR>/Bea/user_projects/domains/<DOMAIN_NAME>/applications/<context_
name>.ear/.

8. Explode the <context_name>.war file by executing the following command to get
the directory structure:

jar -xvf <context_name>.war
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Install Application
To install Application:
1. Open the Install Application Assistant.

Figure 7-71 Install Application Assistant
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2. Click Next.

Figure 7-72 Install Application Assistant
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3. From the Choose targeting style section, select the Install this deployment as an
application option and click Next. The Optional Settings window is displayed.
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File

Figure 7-73 Optional Settings
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4. Enter a Name for the deployment if required.

5. Under the Security section, select the DD only option to specify that only roles
and policies that are defined in the deployment descriptors should be used.

6. Select the | will make the deployment available from the following location
option under the Source accessibility section.

7. Click Next to continue. The Deployment Summary window is displayed.
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Figure 7-74 Deployment Summary
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8.

Select the Yes, take me to the deployment's configuration screen option and click
Finish. The Settings for <Deployment Name> window is displayed.
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Figure 7-75 Settings for <Deployment Name>
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9. Review the general configuration details of the deployment. You can also update
the configuration of the deployment in this window. In the Overview tab, you can
view the complete deployment configuration.

10. Click Save to update the changes, if any.

11. From the LHS menu, click Deployments. The Summary of Deployments window
is displayed.
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Figure 7-76 Summary of Deployments
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12. Select the newly deployed Infrastructure application and click Start > Servicing
all requests. Ensure that the Infrastructure server is up and running.

Figure 7-77 Summary of Deployments
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The State of the deployed application will be displayed as Active if started
successfully.

Deploying Tomcat WAR Files on Tomcat

Before deploying the WAR files, ensure that the previously deployed applications of
Infrastructure are uninstalled. See Uninstalling Previously Deployed WAR Files in Tomcat
for the procedure to uninstall the previously deployed Infrastructure war files.

On the machine that hosts Tomcat, follow the steps outlined to deploy Infrastructure
application:

1. Open the URL in Browser window: http://<IP address>:<Tomcat server
port>. (https if SSL is enabled). The Tomcat home window is displayed.

Appendix C-15



Deploying EAR/WAR File

Figure 7-78 Tomcat home
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2. Click Manager App. The Connect to dialog box is displayed.

3. Enter the User Id and Password that has admin rights and click OK. (For user
creation in tomcat, see "Tomcat User Administration”. The Tomcat Web
Application Manager window is displayed with the list of all the applications
deployed.
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Figure 7-79 Tomcat Web Application Manager
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4. In the Deploy section, enter the Context Path provided during the installation as

"/<context-name>".

5. Enter the path where the <context-name>.war file resides (by default "$SFIC_WEB_
HOME/<context-name.war>") in the WAR or Directory URL field and click Deploy.

On successful application deployment, a confirmation message is displayed.

= For information on starting the Tomcat server, see Starting Infrastructure

Services.
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Appendix

This appendix includes the following sections:

Additional Configurations
OFSAA Landing Page

Cleaning up the environment

Additional Configurations

Refer to the following sections for detailed module specific post installation
configurations.

This section covers the following topics:

FTP/SFTP Configuration for Excel/Document Upload
Configuration for Dimension and Hierarchy Management
Configure Infrastructure Server Memory

Internet Explorer Settings

OLAP Data Server Configuration

Configure Infrastructure Ports

Configure OFSAAI Web Services

Configure OFSAAI Web Services

Deploy OFSAAI Web Services

Configuration to Enable Parallel Execution of DML statements
Configure Message Details in Forms Designer

Clearing Application Cache

Changing the CONFIG/ ATOMIC Schema passwords

Configure Java Virtual Machine

FTP/SFTP Configuration for Excel/Document Upload

In OFSAA, certain modules require transfer of files from the web application server to
the OFSAA server over SSH. Follow these steps to ensure the OFSAA server
recognizes the web application server during file transfers.

1.

Login to the web application server.
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Example: <App Layer path>scp nohup.out <user>@<iWeb Server
path>:/export/home/<user>

2. Type sftp <user>@<OFSAA Server>

3. Specify Yes when prompted for permission. Are you sure you want to continue
connecting (Yes/No)?

4. This will add an entry into the "known_hosts" file.

5. A confirmation message is displayed: Permanently added <OFSAA Server> RSA)
to the list of known hosts..

Configuration for Dimension and Hierarchy Management

These configuration changes are applicable when Dimension Management features
provided in OFSAAI are used. You can open AMHMConfig.properties file present in
the $FIC_WEB_HOME/webroot/conf directory to set the properties for the following:

s Configure Member Deletion

s Configure Attribute Default Date Format

s Configure Members Reverse Population

s Configure Members Reverse Population

s Configure Maximum Levels allowed in Hierarchies
s Configure Node Limit for a Hierarchy Tree

Configuration for Dimension and Hierarchy Management has to be done only after the
application/solution installation is done. The properties specific to Information
Domain are:

»  SINFODOM$=<Name of the Information Domain>

s $DIMENSION_ID$=<Dimension ID for which the property to be set>

Configure Member Deletion
This property should be set to allow the user to delete the Members for the Dimension.

Table D-1 Member Deletion Configuration

Value Code Example

# Member Deletion MEMBER _ MEMBER _
Configuration - VALUE- DEL-$INFODOMS$-$DIME | DEL-ORAFUSION-1=Y
Y/N NSION_ID$=$VALUE$

Configure Attribute Default Date Format

This property should be set to display the Default Date Format for Date type Attribute
in Attributes window.

Table D-2 Attribute Default Date Format

Value Code Example

# Attribute Default Date ATTR_DEF_DATE_ ATTR_DEF_DATE_
Format - DB_DATE_ FORMAT-$INFODOMS$=$ FORMAT-ORAFUSION=D
FORMAT.DD-MON-YYYY | DB _DATE_FORMAT$ D/MON/YYYY
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Configure Members Reverse Population

This property should be set for reverse population of Members for the Dimensions in
required Information Domains.

Table D-3 Members Reverse population

Value Code Example

# Members Reverse MEMBER_REVERSE_ MEMBER_REVERSE_
population - VALUE- Y/N | POP-$INFODOMS$-$DIME | POP-ORAFUSION-1=Y
NSION_ID$=$VALUE$

Configure Hierarchy Reverse Population

This property should be set for reverse population of Hierarchies for the Dimensions
in required Information Domains.

Table D-4 Hierarchy Reverse population

Value Code Example

#Hierarchy Reverse HIERARCHY_REVERSE_ HIERARCHY_REVERSE_
population - VALUE- Y/N | POP-$INFODOMS$-$DIME | POP-ORAFUSION-1=Y
NSION_ID$=$VALUE$

Configure Maximum Levels allowed in Hierarchies

This property is required to set the maximum levels allowed to build the Hierarchies
tree structure.

Table D-5 Hierarchy Maximum level allowed

Value Code Example

#Hierarchy Maximum level | MAX_ MAX_DEPTH-FUSION=15
allowed for the hierarchy in | DEPTH-$INFODOMS$=$VA

particular Information LUE$

Domain - VALUE - Integer

number

The Maximum Levels allowed in the hierarchies is less than or equal to 15. If the
Hierarchy Reverse population is set as "Y" and more than 15 levels are created. Then
an alert is displayed as "The number of levels exceeding the limit".

If the maximum level allowed is set as more than 15 and hierarchy reverse population
is set as "Y" then an error is displayed as "Error occurred in Reverse populating the
hierarchy".

Configure Node Limit for a Hierarchy Tree

This property is required to display the Hierarchy as a small or a large hierarchy. If the
tree node limit exceeds the set limit, the Hierarchies are treated as large Hierarchy.

Table D—6 Hierarchy Tree node limit

Value Code Example

#Tree node limit for the TREE_NODE_ TREE_NODE_LIMIT=30
hierarchy - Valuesis Integer | LIMIT=$VALUE$

number
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BlowFish Algorithm Setting for Solaris 5.11

Note: This setting is required and applicable only if the OFSAA
8.0.0.0.0 Java 6 release is used.

OFSAA client call uses blowfish-cbc, 3des-cbc algorithm during SFTP. But BlowFish
algorithm is not supported on Solaris 11 operating system. Perform the following steps
manually to enable it:

1. Login as a root user.
2. Append the following line to Zetc/ssh/sshd_config

Ciphers
aesl28-ctr,aesl92-ctr,aes256-ctr,arcfourl28,arcfour256,arcfour,blowfish
-cbc, 3des-cbc

3. Restart ssh daemon:

svcadm -v restart ssh

Configure Infrastructure Server Memory

The memory settings for Infrastructure Application Server, Tomcat, WebSphere, and
WebLogic can be edited for customizing memory settings and garbage collector
settings depending on the available hardware configuration as explained below. These
settings are base minimum and has to be incremented considering the deployment
metrics into account. The increments are usually handled in multiples of 128mb for
heap and 64mb for stack.

Infrastructure Application Server Memory Settings
You can configure the Infrastructure Application Memory settings as follows:

1. Locate .profile file.

2. Edit x_aRraGs field in this file for customizing memory settings and garbage
collector settings depends on the hardware configuration.

This has a default value X_ARGS="-Xms200m"

X_ARGS=" "$X_ARGS" $DELIM -Xmx2048m"

Note: This parameter is modified in 7.3.2 IR and you need to modify
X_ARGS_APP variable in the .profile file to customize Java Memory
Settings for Model Upload based on the Data Model size.

Internet Explorer Settings

D-22

Note: OFSAAI supports only default zoom setting in Internet
Explorer, that is, 100%.
Cookies should be enabled.

The following browser settings have to be specified at every client machine prior to
accessing the Infrastructure application.
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1. In the Internet Options window, select the Security tab and select the Internet
option under Select a zone to view or change the security settings.

Figure D-1 Internet Options

Internet Options @

General | Security | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ €« v O
v
Internet Local intranet  Trusted sites  Restricted
sites
Internet

O This zone is For Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Alloveed levels For this zone: Medium to High
Medium-high
) - Appropriate For most websites
- Prompts before downloading potentially unsafe

content
- Unsigned Active¥ controls will not be downloaded

[ ok ][ cance |

Click Default Level under Security level for this zone.

Click OK to save.

Click Internet Explorer >> Tools >> Compatibility View Settings.

Enter the OFSAA setup URL in the Add this website field.

Click Add.

Ensure the URL is listed under Websites you've added to Compatibility View.

© N o o0 M w DN

In the Internet Options window, select the General tab and select Settings in the
Browsing History section.

9. Click the Every Time | visit the webpage option. Click OK.

OLAP Data Server Configuration
This section is applicable if you are using the OLAP feature of OFSAAL.

The following parameters must be set to ensure that the system limitations are not
exceeded at any stage. The values for these OS parameters should be specified based
on the expected load at each implementation site.
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Example:

Process Memory Limit

Max Thread Stack Size

Max Number of Threads per Process

= Sort Buffer settings: This must be set at the Essbase application level appropriate
to the anticipated load.

»  Shutdown and Restart: During shutdown of OFSAAI Server that has an instance
of Data Services that is communicating with an OLAP Data Server, it is imperative
to ensure that the cleanup of the old instance is completed on the OLAP Data
Server before restarting the OFSAAI Server. Pause for a period of time based on
the load the system was subjected to, before restarting the Data Services
subsystem.

Configure Infrastructure Ports

This step is applicable only in the event you wish to change any of the ports used by
Infrastructure services after the installation process. The ports that are used by the
Infrastructure application are distributed across the machines on which Infrastructure
Web; Application, and Database components have been installed. Therefore you must
perform the port changes on all the machines on which Infrastructure components
have been installed.

"PortC.jar" can be executed in the following two modes.
= GUI
= CMD

To execute "PortC.jar" in GUI mode, ensure that the "Hummingbird Exceed" to be
running and do the following:

1. Navigate to the path $FIC_HOME in each machine.
2. Enter the command
java -jar PortC.jar GUI
The OFSAA Infrastructure Port Changer window is displayed.

D-24 Oracle Financial Services Behavior Detection Application Pack



Additional Configurations

Figure 7-80 OFSAA Infrastructure Port Changer
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The OFSAA Infrastructure Port Changer window displays the following:

The path in which Infrastructure components have been installed.

The check-boxes corresponding to Application Layer, Database Layer, or Web
Layer are enabled based on:

In the event you have performed a single-tier installation on the current
machine, the check-boxes for all three components will be enabled.

If you have installed more than one category of components on the current machine,
the corresponding checkboxes for the respective components you have installed will

be enabled.

To edit the port value, enter the new port value. User has the option to change the
required ports and leave the other ports unchanged. Only the ports for which values
are modified will change and the ports that are unchanged will retain its default value.

All ports on a machine must be unique. The range of port

numbers that are given should preferably be between 1025 and 65535.
The Servlet port can have 80 or 443 as port numbers if Default
HTTP/HTTPS ports are being used.

Select the Database Type as Oracle from the drop-down list.

The IP / Host Address of the machine on which the corresponding database is
installed will be populated.

The Port Number on which the database is listening is displayed.
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m  The SID details are displayed.
s The Configuration Schema username is displayed.
= Enter the Configuration schema password.
= Click Change to initiate the port changes.
To execute PortC.jar in CMD mode:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar PortC.jar CMD

Then enter the requested information to change the ports. Once the port numbers are
changed in the Infrastructure configuration, a message will be displayed confirming
the changes. The log "Portchanger.log" in the Infrastructure installation path
provides the status of port changes performed.

For above port changes to take effect, a re-start of all Infrastructure servers is required.

Note: Do not execute the "PortC.jar" with CMD option in the
"nohup"” mode. The port changes are done only on Infrastructure web
components where EAR/WAR files are deployed. After the port
changes are done, you need to re-create the EAR/WAR files and
re-deploy these files.

OFSAAI Setup Information Fetching Tool

Executing the SetupInfo.jar file available in the F1C_HOME path will help you retrieve
the related information about the OFSAAI Set up such as Operating System Name and
version, Database Type and Version, OFSAAI architecture, Log file locations and so on.

To execute "SetupInfo.jar" in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:

java -jar SetupInfo.jar

After execution, the output file location is displayed in the console.

Encryption Changer

This utility helps you to regenerate the new AESCryptKey . ext file and encrypt all the
encrypted values of the OFSAAI setup according to the new key.

To execute EncryptC.jar in console:
1. Navigate to the path $FIC_HOME.
2. Enter the command:
java -jar EncryptC.jar
A confirmation message is displayed after execution.

Once executed, you need to create and deploy the EAR / WAR file depending on the
configured Web Application Server. For more information, see Configuring Web
Application Servers.
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Infrastructure LDAP Configuration

This provides you with the option of using LDAP (Lightweight Directory Access
Protocol) authentication or Infrastructure SMS authentication for logging on to
Infrastructure.

If you are using the Infrastructure authentication, the user and user group details,
profile creation, function and role maintenance and other mappings can be done
through the Infrastructure Administration module under Security Management. The
data in this case, will be updated in the CSSMS table.

However, if you wish to use LDAP for user authentication, then you have to ensure
that the LDAP server is installed and configured. Also make sure that OPEN LDAP
2.2.29+ is installed and configured in Windows machine. Before doing the following
configuration, it is required to select the "Authentication type" as LDAP in the
Configuration screen of Infrastructure. This screen can be accessed by selecting System
Configuration > Configuration in the LHS menu of Infrastructure. In the Windows
machine in which LDAP Server is installed, go to the OpenLDAP installation directory
through the command prompt and execute the command "slapd -d 1" to start the
LDAP server.

Configure Infrastructure "Configuration Schema"

In the Infrastructure "configuration schema", ensure the following entries in
Configuration Table.

Table D—7 Configuration Schema

PARAMNAME Description PARAM Value Example
AUTHENTICATIONTYPE Authentication type 2 - AUTHENTICATIONTYPE value
must be 2 for LDAP

ROOTCONTEXT The Root Context for the |dc=<Reveleus>, dc=<com>
LDAP Directory

ROOTDN The Root dn for LDAP cn=<Manager>, dc=<Reveleus>,
directory dc=<com>

ROOTPASS Password for the Root <secret>

LDAPURL LDAP URL <1ldap://10.80.193.35:389/>

LDAP_SSL_MODE LDAP in SSL Mode N for non - SSL and Y for SSL

HASHPASS Should the user FALSE or TRUE.

password be Hashed When HASSPASS is set as FALSE, we

need to have the ROOTDN value as
"uid=ORCLADMIN, ou =Users,
dc=0FSAAI, dc=com". ORCLADMIN
is a dummy user, it will be replaced
dynamically with the logged in user.

When HASSPASS is set as TRUE, we
need to have the ROOTDN value as
"cn=orcladmin, cn=Users,
dc=i-flex, dc=com" and proper
oracladmin LDAP password as
ROOTPASS. First OFSAAI connects to
LDAP directory using orcladmin
user and fetches the login user
details and verifies the entered
password.
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Note: ROOTCONTEXT, ROOTDN, and ROOTPASS entries should
be same as in the slapd. conf file.

Configure OpenLDAP Files

1.

Copy the reveleusSchema.schema from <Infrastructure Installation
Directory> /ficapp/common/FICServer/conf/LDAP_LDIF folder to LDAPServer
Schema folder.

Copy the Domains.1dif and Reveleus.1dif files from <Infrastructure
Installation Directory>/ficapp/common/FICServer/conf/LDAP_LDIF folder to
OpenLDAPServer folder.

Note: Make sure that the ROOTCONTEXT in the Domains.1dif and
Reveleus.1dif files are the same as slapd.conf file.

Provide the appropriate entries for ROOTDN, ROOTPASS, and
ROOTCONTEXT in slapd.conf file in the OpenLDAPServer folder.

Add the text "include schema/reveleusSchema.schema" as the first line of the
slapd.conf file

Note: The above steps of the configuration are for OpenLDAP Server
only. If you need to configure Infrastructure for any other LDAP
Server, you will have to make the changes appropriately.

In the command prompt, navigate to the LDAP installation directory and execute
the command "1dapadd -D"ROOTDN" -w ROOTPASS -f/data/Reveleus.ldif"

This is for creating the entries for Users, User Groups, Functions, Profiles,
Segments, Domains, Roles, and HolidayMaster in the Data information Tree of
LDAP.

Make an entry in the Domains.1dif file for each Information Domain that is
created through the Infrastructure UI.

To add an entry corresponding to the new Information Domain to the Domains.1dif
file, add the following block of text with the appropriate values:

Note: DSNID refers to Information Domain name.

dn: DSNID=<DSN ID>,ou=Domains, @LDAP_DIRECTORY_ROOTCONTEXT@
changetype: add

mappedsegments: <Mapped segments/~>

dsnid: <DSN ID>

infodomname: < Information Domain Name>

objectClass: Infodom

objectClass: top

infodomdescription: < Information Domain Description>
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Example:
dn: DSNID=FUSIONMOCK, ou=Domains, dc=FTP1l,dc=com
mappedsegments: ~
dsnid: FUSIONMOCK
infodomname: FUSIONMOCK
objectClass: Infodom
objectClass: top
infodomdescription: FUSIONMOCK

Then, navigate to LDAP installation directory and execute the command "D"ROOTDN"
-w ROOTPASS -f/data/Domains.ldif"

Note: You can add entries for multiple Information Domains at the
same time.

Migrate Data from CSSMS tables to LDAP server

If you are using LDAP authentication, it is required to migrate all the details from the
CSSMS table, which contains the information entered using the Infrastructure
Administration module under Security Management to the LDAP Server.

To migrate data from CSSMS tables to LDAP server:

1. Invoke the LDAP_Migration.sh filein $FIC_
HOME/MigrationUtilities/Migration_LDAP/ bin folder. The Select Source &
Destination for Migration window is displayed with the option to migrate the data
from SMS to LDAP or vice versa.

Figure 7-81 Select Source & Destination for Migration

-Select Source & Destination for Migration—

LDAF To SMS
) SMS To LDAP

Ok Close

2. Select the SMS to LDAP option and click OK. The Select Entities to Migrate
window is displayed.
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Figure 7-82 Select Entities to Migrate

rSelect Entities To Migrate

¥ User
| User Group
_| Function
Role
| Segment
Profile
Holiday
| Function - Role Map
User - User Group Map
User Group - Role Map

User Group - Domain Map

Migrate Close

You can select the data that you wish to migrate such as Users, User Groups,
Functions, Roles, Segment, Profiles, Holiday Master, Function Role Maps, User -
User Group Maps, User Group Role Map, and User Group- Domain Map.

3. Select the entities that you wish to migrate and click Migrate. The data is migrated
and a confirmation dialog is displayed.

You can verify the data migrated to LDAP server through the LDAP Browser.

Note: You should also enter the passwords for all the users as
passwords are not migrated in migration process.

Configure OFSAAI Web Services

Web Services in OFSAAI is meant for exposing a web service to "asynchronously" or
"synchronously" execute requested tasks offered by OFSAAI. The configuration steps
given below are to be done only if you are using the Web Services feature of OFSAAL.

Configure DynamicWSConfig.xml File

For each third party web service that needs to be accessed using the OFSAAI Web
services framework and the operations to be invoked, corresponding entries are to be
made in the DynamicWSConfig.xml template file.

The variable <webServer> denotes any one of the application server, i.e. WebSphere,
WebLogic, or Tomcat.

The DynamicWSConfig.xml file will be available in the <OFSAAI Installation
Directory>/EXEWebService/ <WebServer>/RO0T/conf directory. This file can be
placed in any directory that is accessible by the application and this location must be
specified in the web.xml file, as WSCONFIGFILE parameter.

The DynamicWSConfig.xml template file will be in <webServer Deployment Path>/
EXEWebService.ear/EXEWebService.war/conf directory

This template is given below:

<XML>

D-30 Oracle Financial Services Behavior Detection Application Pack



Additional Configurations

<WEBSERVICES>

<WEBSERVICE CODE="S$CODE"

ENDPOINT="$ENDPOINT" TARGETNAMESPACE="$TARGETNAMESPACE"
XMLNS_XSD="$XMLNS_XSD" ENCODINGSTYLE="$ENCODINGSTYLE"
SERVICENAME="$SERVICENAME" PORTTYPENAME="$PORTTYPENAME"
SESSION_MAINTAIN_PROPERTY="$SESSION_MAINTAIN_PROPERTY"
USERNAME="$USERNAME"

PASSWORD="$PASSWORD" STYLE="$WEBSERVICESTYLE"
STUBIMPLEMENTATION="$STUBIMPLEMENTATION" >

<OPERATION CODE="$CODE"

NAME="$NAME"

SOAPACTION="S$SOAPACTION"

STYLE="$STYLE"

PACKAGENAME="$PACKAGENAME" >

<INPUT ORDER="S$ORDER"

PARAMNAME="S$PARAMNAME"

ARGTYPE="S$SARGTYPE"

CLASSNAME="$CLASSNAME" />

<OUTPUT PARAMNAME="S$PARAMNAME"
RETURNTYPE="$RETURNTYPE"

CLASSNAME="$CLASSNAME" />

</OPERATION>

</WEBSERVICE>

</WEBSERVICES>

</XML>

The DynamicWSConfig.xml has the placeholders as tabulated below. These have to be
updated depending on the web service chosen and the mode of accessing it. For each
Web service to be accessed, the entire webservice tag in the DynamicWSConfig.xml file
must be repeated. The placeholders tabulated below should be set in accordance to the
parameters published in the third party wsdl files (webservices) to be accessed. The
stub class specified must implement the "com.iflex.Oracle
Reveleus.execution.webservice.EXEWebIF" interface.

Attributes for WEBSERVICE tag

Table D-8 WEBSERVICE tag

Placeholder Description

$CODE Unigque number within the xml file and cannot be 999 or 0.

$ENDPOINT soap: address location inthewsdl: service name tag of
the wsdl file.

$TARGETNAMESPACE The attribute value for the targetNamespace of the wsdl:
definitions tag.
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Table D-8 (Cont.) WEBSERVICE tag

Placeholder Description

$XMLNS_XSD The attribute value for the xmlns:s of the wsdl:definitions
tag

$ENCODINGSTYLE The attribute value for the xmlns: soapenc of the
wsdl:definitions tag.

$SERVICENAME Name of the service found under the wsdl :service name tag
of the wsd1 file.

$PORTTYPENAME wsdl port type name as mentioned in the wsdl file.

$SESSION_MAINTAIN_PROPERTY |This could be given as ™ also.

SUSERNAME User name to access the web services. Enter " if no user
name is required.

$PASSWORD Password to access the web services. Enter " if no password
is required.

SWEBSERVICESTYLE This can take either "rpc” in case of DIl mode of invoking
web services or "stub" in case of static mode. This is a
mandatory parameter.

$STUBIMPLEMENTATION Fully qualified class name (package name.classname).

Attributes for OPERATION tag

Ensure that the "operation tag attributes” are repeated for each of the operation tags.

Table D-9 OPERSTION tag

Placeholder Description

$CODE Should be unique within the Webservice tag.

SNAME The name of the Function that is to be called by the wsdl file.

$SOAPACTION The URL for the Operation to access. This is associated with
the Operation tag of the wsdl file.

$STYLE This can take "rpc" if the web services invoking is in
DIl mode or "stub” if it is in static mode. This is a
mandatory parameter.

$PACKAGENAME Represents the JAXB package of input object.

Attributes for INPUT tag

Table D-10 INPUT tag

Placeholder Description

SORDER The sequential number of the INPUT tag. Should
start from 0. This is in line with the input order of
the arguments that the API accepts which is called
by this operation.

$PARAMNAME Input parameter name to be called by the wsdl file.

$SARGTYPE Input Parameter Data Type. If the input argument
type is complex object, specify $ARGTYPE as
"xmlstring".

$CLASSNAME Represents class name of input object parameter.
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Attributes for OUTPUT tag

Table D-11 OUTPUT tag

Placeholder Description

$PARAMNAME Output parameter name to be returned by the web
service.

SRETURNTYPE Output parameter Data Type. If the web service response is

a complex object, then specify SRETURNTYPE as "object".

$CLASSNAME Represents class name of output object parameter.

web.xml Entries

Navigate to <OFSAAI Installation
Directory>/EXEWebService/<WebServer>/RO0T/WEB-INF/ and edit the web.xml file as
explained below.

NOTE: In case of Java 7 when WebLogic is used as web application server replace
following line of <OFSAAT Installation
Directory>/EXEWebService/Weblogic/ROOT/WEB-INF/web.xml file that is

<?xml version='1.0' encoding='UTF-8'?>

<web-app id="WebApp_ID" version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd"
metadata-complete="true">

with

<?xml version='1.0' encoding='UTF-8'?>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

Entry for WSConfig File

The WSCONFIG file (DynamicWSConfig.xml) is available in the <WebServer Deployment
Path>/ EXEWebService.ear/EXEWebService.war/conf directory. This file can be
placed in any directory that is accessible by the application.

The path where the wSCONF1G file is placed must be specified in place of
$WSCONFIGFILELOCATIONS in the below block of text in web.xml.

<context-param>

<description>WebServices Configuration File</description>
<param-name>WSCONFIGFILE</param-name>
<param-value>$WSCONFIGFILELOCATIONS$</param-value>

<!--Specify the Location of DynamicWSConFig.xml-->

Appendix D-33



Additional Configurations

</context-param>
Proxy Settings

The following block of text in web.xm1 file, replace the <param-value> given in bold
below with appropriate values.

If no values are required, leave the <param-value> blank.
<context-param>
<description>http Proxy Host</description>
<param-name>http.proxyHost</param-name>
<param-value>$PROXYHOSTS</param-value>
<l-- Specify the IP address or hostname of the http proxy server-->
</context-param>
<context-param>
<description>http Proxy Port</description>
<param-name>http.proxyPort</param-name>
<param-value>$SPROXYPORTS</param-value>
<!--Port Number for the Proxy Server-->
</context-param>
<context-param>
<description>http proxy UserName</description>
<param-name>http.proxyUserName</param-name>
<param-value>$PROXYUSERNAMES$< /param-value>
<!-- User ID To get authenticated by proxy server-->
</context-param>
<context-param>
<description>http proxy Password</description>
<param-name>http.proxyPassword</param-name>
<param-value>$SPROXYPASSWORDS</param-value>
<!-- User Password To get authenticated by proxy server-->
</context-param>
<context-param>
<description>http non-ProxyHosts</description>
<param-name>http.nonProxyHosts</param-name>
<param-value>$NONPROXYHOSTS$< /param-value>

<!--Hosts for which the proxy settings should get by-passed (Note:
Separate them by "|" symbol) -->

</context-param>

OFSAAI Home Entry
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This entry should point to the Application layer / Web layer of the OFSAAI
installation and should be accessible.

Replace sFIc_HOMES in the following block of text in web.xml with <WebServer
Deployment Path>/EXEWebService.ear/EXEWebService.war.

<context-param>
<description>0OFSAAI Web Home</description>
<param-name>FIC_HOME</param-name>
<param-value>$FIC_HOMES$</param-value>
<!--OFSAAI Installation Folder-->

</context-param>

<context-param>
<description>0OFSAAI Web Home</description>
<param-name>FIC_PHYSICAL_HOME</param-name>
<param-value>SFIC_HOMES</param-value>
<!--OFSAAI Installation Folder-->

</context-param>

DynamicWSConfig.xml

For each third party web service that needs to be accessed using the OFSAAI Web
services framework, and the operation to be invoked, make corresponding entries into
this file. This file is to be placed in the location that is specified in the web.xm1, as
WSCONFIGFILE parameter.

Deploy OFSAAI Web Services

You can deploy OFSAAI Web Services separately if you had not configured OFSAAI
Web Services as part of the installation.

1. Complete the manual configuration of OFSAAI Web Services.

2. Navigate to <OFSAAI Installation Directory>/EXEWebService/<WebServer>
and execute the command:

./ant.sh

This will trigger the EAR/WAR file creation, which is required for the
deployment.

3. Deploy the generated EXEWebService.EAR/EXEWebService.WAR file into the
WebServer.

If you have already configured OFSAAI Web Services as part of the installation,
deploy the generated EXEWebService.EAR/ EXEWebService.WAR file into the OFSAAI
Deployment area in WebServer profile.

Configuration to Enable Parallel Execution of DML statements

A configuration file, OracleDB. conf has been introduced to accommodate any
configurable parameter related to operations on oracle database. If you do not want to
set a parameter to a specific value, then the respective parameter entry can be
removed/commented off form the oracleDB.conf file which resides in the path $FIC_
DB_HOME/conf.
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As of now, the OracleDB.conf file has only one parameter namely CNF_DEGREE_OF_
PARALLELISM. This parameter indicates the degree of parallelism to be used for a DML
operation if parallel DML is explicitly enabled in the session with the ENABLE
PARALLEL DML clause of the ALTER SESSION statement. The default mode of a
session is DISABLE PARALLEL DML. If CNF_DEGREE_OF PARALLELISM is not
set, then the default degree, as decided by Oracle will be used.

Configure Message Details in Forms Designer

You can configure the Message Details in Forms Designer under Data Entry Forms and
Queries module by updating the details of mail server in the
"NotificationConfig.cfg" file which resides in the path $FIC_aPp_
HOME/common/FICServer/conf.

Ensure that the "authorized User details" for whom you need to configure the Message
details are included in Administration > Security Management > User Administrator >
User Maintenance window.

Update the following parameters in the "NotificationConfig.cfg" file:

Table D-12 NotificationConfig.cfg File

Parameter Description
SMTP_SERVER_IP Specify the hostname or IP address of SMTP Server.
SMTP_DEBUG_MODE To run SMTP service in Debug mode, set value to

'true’, otherwise set value to 'false’.

SMTP_AUTHORIZATION Set to 'true' if SMTP server requires the client to be
authenticated, otherwise set to 'false'.

SMTP_USERNAME Username required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_PASSWORD Password required for logging into SMTP server, if
authentication is not required use a dummy value.

SMTP_MAILID If the Messages has to go from a Particular ID that
ID need to be added. Exchange server forces you set
a valid ID that is there in the exchange server.
(Based on Security settings)

Ensure that the authorized User details are included in Administration > Security
Management > User Administrator > User Maintenance window.

Clearing Application Cache
This is applicable to all Web Servers (that is, WebSphere, WebLogic, and Tomcat).
Prior to the deployment of Infrastructure or Application Service Packs / One-off

patches, navigate to the following path depending on the WebServer configured and
clear the cache:

s Tomcat: <Tomcat installation
folder>/work/Catalina/localhost/<Application name>/org/apache/jsp

= WebLogic: <Wieblogic installation location>/domains/<Domain
name>/servers/<Server name>/tmp/_WL_user/<Application name>/gaelce/jsp_
servlet
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WebSphere: <Websphere installation
directory>/AppServer/profiles/<Profile name>/temp/<Node
name>/serverl/<Application name>/<.war file name>

Changing the CONFIG/ ATOMIC Schema passwords

This section explains about how to modify the OFSAA Infrastructure Config Schema
and Atomic Schema passwords.

OFSAA Infrastructure Config Schema password modification
To change the Config Schema password, perform the following steps:

1
2
3.

Change the Config schema User Password in the database.
Delete the $FIC_HOME/conf/Reveleus. SEC file.

Shutdown the OFSAAI App service:

cd $FIC_APP_HOME/common/FICServer/bin

. /reveleusshutdown. sh

Start the Infrastructure Server in foreground directly on the server or through
X-Windows software using the command:

./reveleusstartup.sh

At the prompt, enter System Password. Enter the "new Config schema" password.
The service will start and initialize itself if it is able to successfully connect to the
DB.

Post successful startup of the service, if required, the Infrastructure server may be
shut down and restarted in the background using nohup mode.

OFSAA Infrastructure Atomic Schema password modification
To change the Atomic Schema password, perform the following steps:

1.
2

Change the Atomic schema User Password in the database.

Login to the application from the browser using SYSADMN account or any user
id, which has System Administrator role mapped.

Navigate to System Configuration > Database Details window. Select the appropriate
connection and edit the password.

Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator > Define
Sources window. Update the appropriate Source details.

If you are using Apache Tomcat as Web server, update the <Context> ->
Resource tag details in Server.xml file from the $CATALINA_HOME/conf folder. (In
case of Tomcat only Atomic <Resource> will exist).

If you are using WebSphere as Web server:
a. Login to the WebSphere Administration Console, from the left side menu.

b. Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources will need to be modified).

If you are using WebLogic as Web server:
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a. Login to the WebLogic Administration Console, from the left side menu

b. Under Domain Structure list box, expand the appropriate Domain and
navigate to Services > JDBC >Data Sources. A list of data sources will be
populated on the right side.

c. Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

6. Restart the OFSAAI services.

Configure Java Virtual Machine

While running several database intensive tasks in parallel, fetching the database
connection from connection pool may face an error. To ensure no such error is
encountered, add the line securerandom. source=file:/dev/./urandom in the
java.security configuration file available in $JAVA_HOME/jre/lib/security/ path.

This needs to be configured only on the machine where the OFSAAI database
components (ficdb layer) are installed.

OFSAA Landing Page

Depending on the user configuration, user can view the country-specific menus.

Cleaning up the environment
To clean up the enviornment, follow these steps:
Navigate to $FIC_HOME
Execute . /Uninstall.sh.
When prompted, enter OFSAAI configuration schema password.
This will delete $rF1c_HOME and drop all the objects from configuration schema
Navigate to ftpshare folder.

Delete the infodom folders ¢ rm -rf <INFODOM>.

N oo o~ w PR

Drop configuration and atomic schemas from the database
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OFS_BD_PACK.xml file

The OFS_BD_PACK.XML file holds details on the various OFSAA products that are
packaged together in a particular Application Pack.

This section details the various tags/ parameters available in the file and the values
that need to be updated. Prior to installing the OFSBD Application Pack in SILENT
mode, it is mandatory to update this file.

You can skip updating this file if you are installing in the GUI mode.

Table E-1 OFS _BD_PACK.XML Parameters

Tag Default Value/

Name/Attribute Mandatory Permissible

Name Description (YIN) Value Comments

APP_PACK_ID | Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack Identifier

APP_PACK _ Unique Y Unique Seeded DO NOT modify

NAME Application Value this value.
Pack Name

APP_PACK_ Unique Y Unique Seeded DO NOT modify

DESCRIPTION | Application Value this value.
Pack Description

VERSION Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack version

APP Unique Y Unique Seeded DO NOT modify
Application Value this value.
Entries

APP_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Identifier
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Table E-1 OFS _BD_PACK.XML Parameters

Tag
Name/Attribute
Name

Description

Mandatory
(YIN)

Default Value/
Permissible
Value

Comments

APP_ID/
PREREQ

Prerequisite
Application/
Product

Y

Unique Seeded
Value

For most
applications
Infrastructure
would be the
prerequisite set.
For certain other
applications, an
appropriate
Application ID
would be set.

DO NOT modify
this value.

APP_ID/ DEF_
SEL_FLAG

Default Selected
Flag

Default -
YES

In all Application
Packs,
Infrastructure
would have this
value set to "YES".

DO NOT modify
this value.

APP_ID/
ENABLE

Enable
Application/
Product

YES if
installing in

SILENT mode.

Default -

YES for
Infrastructure

NO for Others

Permissible - YES
or NO

Set this
attribute-value to
YES against every
APP_ID which is
licensed and
should be enabled
for use.

Note:
Application/
Product once
enabled cannot be
disabled.
However,
Application/
Product not
enabled during
installation can be
enabled later
through the
Administration
Ul.

APP_NAME

Unique
Application/
Product Name

Unique Seeded
Value

DO NOT modify
this value.

APP_
DESCRIPTION

Unique
Application/
Product Name

Unique Seeded
Value

DO NOT modify
this value.

VERSION

Unique release
version

Unique Seeded
Value

DO NOT modify
this value.
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Table E-2 OFS_BD_PACK.XML Parameters

Default Value/

Tag Name/ Mandatory Permissible
Attribute Name | Description (Y/'N) Value Comments
APP_PACK_ID | Unique Y Unique Seeded DO NOT modify
Application Pack Value this value.
Identifier
APP_PACK_ Unique Y Unique Seeded DO NOT modify
NAME Application Pack Value this value.
Name
APP_PACK_ Unique Y Unique Seeded DO NOT modify
DESCRIPTION | Application Pack Value this value.
Description
VERSION Unique release Y Unique Seeded DO NOT modify
version Value this value.
APP Unique Y Unique Seeded DO NOT remove
Application Value these tags.
Entries
APP_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Identifier
APP_ID/ Prerequisite Y Unique Seeded For most
PREREQ Application/ Value applications
Product Infrastructure
would be the
prerequisite set.
For certain other
applications, an
appropriate
Application ID
would be set.
DO NOT modify
this value.
APP_ID/ DEF_ | Default Selected |Y Default - YES In all
SEL_FLAG Flag Application
Packs,
Infrastructure
would have this
value set to
"YES". DO NOT
modify this
value.
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Table E-2 OFS_BD_PACK.XML Parameters

Default Value/
Tag Name/ Mandatory Permissible
Attribute Name | Description (YI'N) Value Comments
APP_ID/ Enable YES if installing | Default - Set this
ENABLE Application/ in SILENT YES for attribute-value
Product mode. Infrastructure to YES against
every APP_ID
NO for Others which is licensed
permissoe - S nouldbe
YES or NO '
Note:
Application/
Product once
enabled cannot
be disabled.
However,
Application/
Product not
enabled during
installation can
be enabled later
through the
Administration
Ul
APP_NAME Unique Y Unique Seeded DO NOT modify
Application/ Value this value.
Product Name
APP_ Unique Y Unique Seeded DO NOT modify
DESCRIPTION | Application/ Value this value.
Product Name
VERSION Unique release Y Unique Seeded DO NOT modify
version Value this value.
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OFS_BD_SCHEMA_IN.xml file

This chapter provides detailed information about the OFS_ BD_SCHEMA_IN.xml file.
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Table F-1 <<APP PACK>> PACK_IN.XML Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
APP_PACK_ID Unique Y Unique Seeded DO NOT modify
Application Value this value.
Pack ldentifier
JDBC_URL JDBC URL tothe | Y Any one of the
Database below formats are
supported:

jdbc:oracle:thin:@<
HOST/IP>:<PORT>
:<SID> or

jdbc:oracle:thin:@//
[HOST][:PORT]/SE
RVICE

or

jdbc:oracle:thin:@(D
ESCRIPTION=(AD
DRESS_
LIST=(ADDRESS=(
PROTOCOL=TCP)(
HOST=[HOST])(por
t=[PORT]))(ADDRE
SS=(PROTOCOL=T
CP)(HOST=[HOST])
(PORT=[PORT]))(L
OAD_
BALANCE=yes)(FA
ILOVER=yes))(CO
NNECT_
DATA=(SERVICE_
NAME=[SERVICE])

)

jdbc:oracle:thin:@//
dbhost.server.com:1
521/servicel

or

jdbc:oracle:thin:@//
dbshostserver.com:1
521/scan-1

or

jdbc:oracle:thin:@(D
ESCRIPTION=(AD
DRESS_
LIST=(ADDRESS=(
PROTOCOL=TCP)(
HOST=dbhostl.serv
er.com)(port=1521))(
ADDRESS=(PROTO
COL=TCP)(HOST=
dbhost2.server.com)
(PORT=1521))(LOA
D

BALANCE=yes)(FA
ILOVER=yes))(CO
NNECT_
DATA=(SERVICE_
NAME=servicel)))
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Table F-1 <<APP PACK>> PACK_IN.XML Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments

JDBC_DRIVER JDBC Driver Y Default - Only JDBC Thin
Class Name oracle.jdbc.driver.Or | Driver is supported.

acleDriver DO NOT modify
this value.

HOST HOSTNAME/ Y Permissible -

{Ee'z(g?‘::?sb?‘f ﬁ?)ys¥aleM E/IP
which OFSAA is Address
being installed.

SETUPINFO/ NAME Name given to Y Default - DEV This name would
the OFSAA . appear in the
setup being Eﬁgrrglcs’tzlﬂir}#pto 4 | oFsAA Landing
installed. 9 Page as "Connected
Prefix to the For example, UAT, | To: xoxx
schemas being ' ' The schemas being
created. created would get

this prefix. For
example, dev_
ofsaaconf, uat_
ofsaaconf, and so
on.

PASSWORD/ Flag to identify |Y Default- N If setto N, need to

APPLYSAMEFORALL if thg pass_word Permissible - Y or N specify PASSWORD
specified in value for every
DEFAULT SCHEMA.
attribute should
be applied for all
schemas.

TABLESPACE/ NAME Attribute used Y Unique Seeded DO NOT modify
to update the Value this value.
table space place
holder.

TABLESPACE/ VALUE Table Space Y Default Value User can modify
Name to be provided and User | according to their
created can modify DB naming

according to the Conventions and
Oracle Db table Oracle standards.
space naming

conventions.

TABLESPACE/ Table Space Y User need to replace

DATAFILE DATA FILE the place holder
Creation Path <CHANGE_

ME>with absolute
path of the DATA
FILE

ROLE/ NAME Database Role Y Unique Seeded DO NOT modify
Name attribute Value this value.
used to update
place holders

DIRECTORY/ID External Y Unique Seeded DO NOT modify
Directory ID Value this value.

value used to
update place
holders
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Table F-1 <<APP PACK>> PACK_IN.XML Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
DIRECTORY/ NAME External Y Unique Seeded DO NOT modify
Directory Name Value this value.

created by the
utility

DIRECTORY/ VALUE

External
Directory Path

User need to
provide the absolute
Path

This value can be
any directory that
both the database
server and
application server
have access to and
Oracle user with
which Oracle
Database is
installed) must have
read/write access to
this named
directory.

SCHEMA/ TYPE

Various OFSAA
schema types
supported.

Permissible Values -
CONFIG, ATOMIC,

SANDBOX,
ADDON

Only One CONFIG
schema can exist in
the file.

This schema
identifies as the
CONFIGURATION
schema that holds
the OFSAA setup
details and other
metadata
information.

Multiple ATOMIC/
SANDBOX/
ADDON schemas
can exist in the file.

ATOMIC schema
refers to the
Information
Domain schema.
SANDBOX schema
refers to the
SANDBOX schema.
ADDON schema
refers to other
miscellaneous
schema.
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Table F-1 <<APP PACK>> PACK_IN.XML Parameters

Tag Name/ Attribute
Name

Description

Mandatory (Y/N)

Default Value/
Permissible Value

Comments

SCHEMA/ NAME

Physical Name
given to the
schema being
created

Y

Permissible - Any
permissible value as
per Oracle Database
standards.

SETUPINFO/
NAME attribute
value would be
prefixed to the
schema name being
created.

For example if name
is set as 'ofsaaatm’
and setupinfo as
‘uat’ then schema
being created would
be 'uat_ofsaaatm'.

NAME should be
same where APP_
GRP=1 for all
SCHEMA tags (Not
applicable for this
Application Pack).

Note:
For example:

<Variable
name="DATABASE
NAME">KYCDB.oracl
e.com</Variable>

A TNS entry must
be made in
tnsnames.ora with
tnsname same as the
value provided for
KYC Database
Name. If sglnet.ora
is configured with a
vaue in
NAMES.DEFAULT _
DOMAIN then
ensure to use the
same domain while
defining Database
Name. Itis required
for KYC Batch
processing.

This name should
be unique

The same above
steps to be done for
FATCA and CTR.

A restart of web and
app servers are
necessary whenever
any changes are
done to config
schema

SCHEMA/ PASSWORD

Password to be
set for the
schema

Permissible - Any
permissible value as
per Oracle Database
standards.

Takes precedence
over DEFAULT
attribute value of
<PASSWORD> tag.
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Table F-1 <<APP PACK>> PACK_IN.XML Parameters

Tag Name/ Attribute

Default Value/

Name Description Mandatory (Y/N) Permissible Value | Comments
SCHEMA/ APP_ID Unique Y Unique Seeded Identifies the
Application Value. Application/
Identifier Product for which
the schema is being
created.
DO NOT modify
this value.
SCHEMA/ Default Y Default - USERS Modify this value to
DEFAULTTABLESPACE | tablespace name P issible - A associate any valid
to be set. ErMIsSIbIe - Any tablespace with the
existing valid schema
tablespace name. '
SCHEMA/ Temporary Y Default - TEMP Modify this value to
TEMPTABLESPACE tablespace name - associate any valid
to be set. epfirsrtr:ﬁ;l\t/);?i dAny tablespace with the
schema.
temporary
tablespace name.
SCHEMA/ QUOTA Quotasizetothe | Y Default - EMPTY Modify this value to
database schema Permissible - Any glrjaé)r;;tgr? tsrp‘)éecn‘led
valid quota limit. mentioned
For example. 500M, | tablespace to the
20G, UNLIMITED user.
SCHEMA/APP_GRP=1 This flag Y Unique Seeded DO NOT modify
indicates group Value this value.
of APP_ID and
type=Atomic
share same
atomic schema
and Infodom
SCHEMA/ INFODOM Infodom Name | Y Enter the name of Valid string with up
Associated with the Information to 11 characters.
each Atomic Domain to associate Mandatory for
Schema and this schema. . y 1or
ADDON Silent Installation
The schema creator | Mode
utility automatically
derives an
Information
Domain Name
based on the
Applications Pack if
no value is specified
for this attribute.
Note: Entering
information domain
is required only for
SILENT mode of
installation.
SETUPINFO/ PREFIX_ Identifies if the |Y YES or NO Default value is

SCHEMA_NAME

value specified
in
<SETUPINFO>/
NAME attribute
should be
prefixed to the
schema name.

YES.
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Tunable Database Parameters

This section contains the Tunable Database Parameters.

Note: Review the Oracle recommended guidelines in setting the
SGA_TARGET, SGA_MAX_SIZE and PGA_AGGREGATE_TARGET parameters.
The values for these memory parameters can vary significantly based
on database server specifications and estimated data volume. For
values of PGA_AGGREGATE_TARGET parameters Oracle recommends that
they be kept at a minimum of 1024 MB.

Table G-1 Database Tunable Parameters

Tunable Database Parameters Parameter Values
Oracle
Oracle Recomme
Recomme | nded for
Category Parameter Name Type Default nded Exadata
Parameters CHARACTER SET | string AL32UTF8 | AL32UTF8 | AL32UTF8
affecting -
database NLS_LENGTH_ string byte char char
] SCHEMATICS
creation (not - - - -
tunable NLS_SORT binary binary binary binary
through the MAXDATAFILES integer 254
init.ora MASXINSTANCES | integer |1
file) MAXLOGFILES integer | 32
MAXLOGHISTORY | integer 24794
MAXLOGMEMBER | integer 2 4 4
S
REDO LOG SIZE integer 10M 3G 16G
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Table G-1 Database Tunable Parameters

Tunable Database Parameters Parameter Values
Oracle
Oracle Recomme
Recomme | nded for
Category Parameter Name Type Default nded Exadata
Parameters DB_BLOCK_SIZE integer 2048 8192 8192
affecting 1/0 :
operation DB_FILE_ integer The 32 32
MULTIBLOCK _ default
READ_COUNT value
correspon
ds to the
maximum
1/0 size
that can be
efficiently
performed
and is
platform-d
ependent.
DB_FILES integer 200
DISK_ASYNCH_IO | boolean | TRUE
TAPE_ASYNCH_IO | boolean | TRUE
DB_WRITER_ integer 1 4 4
PROCESSES
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Table G-1 Database Tunable Parameters

Tunable Database Parameters

Parameter Values

Oracle
Oracle Recomme
Recomme | nded for
Category Parameter Name Type Default nded Exadata
Parameters FAST_START _ string LOW HIGH HIGH
affecting PARALLEL_ROLLB
resource ACK
consumption -
and parallel LOG_BUFFER integer ™ 10000000 10000000
operations 1| oG_ integer | 0 10000 10000
CHECKPOINT_
INTERVAL
LOG_ integer 0 0 0
CHECKPOINT_
TIMEOUT
OPEN_CURSORS integer 50 4096 4096
PARALLEL _ integer 2148 16384 16384
EXECUTION_
MESSAG E_SIZE
PARALLEL_MAX_ | integer 10 * No of | Setif you Do not set
SERVERS CPUs are or change
configuring
DOP
manually at
site and
PARALLEL
_DEGREE_
POLICY is
set to
MANUAL.
PARALLEL_MIN_ | integer 0 Set if you Do not set
SERVERS are or change
configuring
DOP
manually at
site and
PARALLEL
_DEGREE_
POLICY is
set to
MANUAL.
PROCESSES integer 150 600 600
LARGE_POOL_ integer 0 512M
SIZE
PARALLEL_MIN_ integer 0 Set if you Do not set
PERCENT are or change
configuring
DOP
manually at
site and
PARALLEL
_DEGREE_
POLICY is
set to
MANUAL.
PARALLEL _ integer 2

THREADS_PER_
CPU
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Table G-1 Database Tunable Parameters

Tunable Database Parameters

Parameter Values

Oracle
Oracle Recomme
Recomme | nded for
Category Parameter Name Type Default nded Exadata
Additional OPTIMIZER_MODE | string ALL_ ALL_ ALL_
needed ROWS ROWS ROWS
parameters : :
COMPATIBLE string 11.2.0 (for 11.2.0 .3.0(if
Oracle using
11gR2) Oracle
11.2.0.3.0)
otherwise
11.2.0.2.0
GLOBAL_NAMES | string FALSE TRUE TRUE
PRE_PAGE_SGA string FALSE TRUE TRUE
UNDO _ string AUTO AUTO AUTO
MANAGEMENT
UNDO _ string Set as Per Set as Per
TABLESPACE Site Values | Site Values
UNDO _ integer 900 10800 18000
RETENTION
TIMED_STATISTICS | boolean | TRUE TRUE TRUE
OPTIMIZER _ inetger 0
INDEX_CACHING
OPTIMIZER _ inetger 100 30
INDEX_COST_ADJ
QUERY_REWRITE_ | string TRUE FALSE FALSE
ENABLED
STAR_ string FALSE FALSE FALSE
TRANSFORMATIO
N_ENABLED
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Patching Your OFSAA Infrastructure Installation

Oracle strongly recommends installing the latest available patch set so as to be up to
date with the various releases of the OFSAA product.

Refer http://support.oracle.com for more information on latest release.

Appendix H-55


http://support.oracle.com/
http://support.oracle.com/

Patching Your OFSAA Infrastructure Installation

H-56 Oracle Financial Services Behavior Detection Application Pack



Appendix

This Appendix discusses the following sections:

s Grants for Atomic Schema

s Grants for Config Schema

s Grants for Config Schema Entities for Atomic Users

Grants for Atomic Schema

Atomic Schema creation requires certain grants for object creation. This can be located
in $FIC_HOME/privileges_atomic_user.sql file

The following are the Grants for Atomic Schema:

grant create SESSION to &database_username

/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/
grant
/

grant

create

create

create

create

create

create

PROCEDURE to &database_username

SEQUENCE to &database_username

TABLE to &database_username

TRIGGER to &database_username

VIEW to &database_username

MATERIALIZED VIEW to &database_username

olap_user to &database_username

select

create

on SYS.V_S$PARAMETER to &database_username

SYNONYM to &database_username
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/

NOTE: If you intend to use Oracle OLAP feature, execute the below grant on all
ATOMIC schema(s) grant olap_user to &database_username

Grants for Config Schema

Config Schema creation requires certain grants for object creation. This can be located
in $FIC_HOME/privileges_config_user.sql file.

The following are the Grants for Config Schema:

grant create SESSION to &database_username

/

grant create PROCEDURE to &database_username

/

grant create SEQUENCE to &database_username

/

grant create TABLE to &database_username

/

grant create TRIGGER to &database_username

/

grant create VIEW to &database_username

/

grant create MATERIALIZED VIEW to &database_username
/

grant olap_user to &database_username

/

grant select on SYS.V_SPARAMETER to &database_username
/

grant create SYNONYM to &database_username

/

Grants for Config Schema Entities for Atomic Users

Atomic Schema creation requires certain grants for config schema object access. This
can be located in $FIC_HOME/config_table_privileges_for_atomic_user.sql file.

The following are the Grants for Config Schema entities for Atomic Users:
grant select on CSSMS_USR_PROFILE to &database_username

/

grant select on CSSMS_ROLE_MAST to &database_username

/

grant select on CSSMS_GROUP_MAST to &database_username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

CSSMS_FUNCTION_MAST to &database_username

CSSMS_USR_GROUP_MAP to &database_username

CSSMS_USR_GROUP_DSN_SEG_MAP to &database_username

CSSMS_ROLE_FUNCTION MAP to &database_username

CSSMS_GROUP_ROLE_MAP to &database_username

CSSMS_SEGMENT MAST to &database_username

CSSMS_USR_DSN_SEG_MAP to &database_username

CSSMS_USR_ROLE_MAP to &database_username

CSSMS_METADATA_SEGMENT MAP to &database_username

BATCH_RUN to &database_username

PR2_FILTERS to &database_username

PR2_TASK_FILTER to &database_username

PR2_TASK_FILTER_DETAIL to &database_username

ST _STRESS_MASTER to &database_username

ST _SCENARIO_MASTER to &database_username

ST _SHOCK_MASTER to &database_username

BATCH_MASTER to &database_username

ICC_MESSAGELOG to &database_username
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grant select
/
grant select
/
grant select
/
grant select
/
grant select
/
grant select
/
grant select
/
grant select
/
grant delete
/
grant insert
/
grant update
/
grant select
/
grant delete
/
grant insert
/
grant update
/
grant select
/
grant select
/
grant delete
/

grant insert

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

PR2_MASTER to &database_username

PR2_RUN_REQUEST to &database_username

MF_MODEL_SCRIPT MASTER to &database_username

MF_INPUT VALUES to &database_username

MF_MODEL_OUTPUT_VALUES to &database_username

DB_MASTER to &database_username

DSNMASTER to &database_username

pr2_rule _map to &database_username

pr2_rule_map_pr

pr2_rule_map_pr

pr2_rule_map_pr

pr2_rule_map_pr

to

to

to

to

&database_username

&database_username

&database_username

&database_username

pr2_rule map_pr_tmp to &database_username

pr2_rule _map_pr_tmp to &database_username

pr2_rule map_pr_tmp to &database_username

pr2_rule map_pr_tmp to &database_username

pr2_rule _map_exclude to &database_username

pr2_rule _map_exclude_pr to &database_username

pr2_rule _map_exclude_pr to &database_username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

update

select

delete

insert

update

select

select

select

select

select

select

select

select

select

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

pr2_rule_map_exclude_pr to &database_username

pr2_rule_map_exclude_pr to &database_username

pr2_rule_map_exclude_pr_tmp to &database_username

pr2_rule_map_exclude_pr_tmp to &database_username

pr2_rule_map_exclude_pr_tmp to &database_username

pr2_rule _map_exclude_pr_tmp to &database_username

pr2_run_object to &database_username

pr2_run_object_member to &database_username

pr2_run_map to &database_username

pr2_run_execution_b to &database_username

pr2_run_execution_filter to &database_username

pr2_firerun_filter to &database_username

pr2_filters to &database_username

configuration to &database_username

batch_parameter to &database_username

component_master to &database_username

MDB_OBJECT_TYPE_ATT LAYOUT to &database_username

REV_OBJECT_ATTRIBUTE_DTL to &database_username
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grant select on FORMS_LOCALE_MASTER to &database_username

/

grant select on mdb_object_dependencies to &database_username
/

grant select on mdb_execution_details to &database_username

/

grant select on REV_STAT DATA to &database_username

/

grant select on REV_OBJECT_REPOSITORY_B to &database_username
/

grant select on REV_OBJECT_REPOSITORY_TL to &database_username
/

grant select on REV_OBJECT_ATTRIBUTE_DTL_MLS to &database_username
/

grant select on REV_OBJECT_APPLICATION_MAP to &database_username
/

grant select on MDB_OBJ_EXPR_DETAILS to &database_username

/

grant select on MDB_EXECUTION_DETAILS to &database_username

/

grant select on REV_OBJECT_TYPES CD to &database_username

/

grant select on REV_OBJECT_TYPES MLS to &database_username

/

grant select on REV_APPLICATIONS_CD to &database_username

/

grant select on REV_APPLICATIONS_MLS to &database_username

/

grant select on METADATA_ BROWSER_LOCALE to &database_username
/

grant select on MDB_STAT DATA to &database_username

/

grant select on MDB_OBJECT_TYPE_LAYOUT to &database_username

/

grant select on ofsa_md_id_ref to &database_username
/

grant select on MDB_ETL_MAPPING to &database_username
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grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

grant

select

select

select

select

select

select

select

select

select

select

select

delete

insert

update

select

select

select

select

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

setupinfo to &database_username

LOCALEREPOSITORY to &database_username

MF_MODEL_MASTER to &database_username

MF_SANDBOX_MASTER to &database_username

MF_VARIABLE_MASTER to &database_username

MF_TECHNIQUE_MASTER to &database_username

MDB_RULE_SOURCE_HEADER to &database_username

MDB_RULE_TARGET_HEADER to &database_username

MDB_RULE_TARGET MEMBER_HEADER to &database_username

MDB_RULE_GRID_DATA to &database_username

MDB_MODEL_MAPPING to &database_username

AAT _MAP_MAPPER to &database_username

AAT _MAP_MAPPER to &database_username

AAT _MAP_MAPPER to &database_username

AAT _MAP_MAPPER to &database_username

RTI_UI_EXCLUDE_PDM_LIST to &database_username

RTI_VIR_PHY TBL_NAME to &database_username

infodom_patches to &database_username
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This section of the document describes the ojdbc<version>.jar file.

ojbc<version>.jar

The ojdbc<version> jar file should be copied based on Database & Java version. Refer
to the following table for details.

Table J-1
JDBC Jar files specific to
Oracle Database version  JDK Version supported the release
12.1 or 12cR1 JDK 7 & JDK 6 ojdbc7.jar for IDK 7
ojdbcé.jar for IDK 6
11.2 or 11gR2 JDK 6 & IDK 5 ojdbc6.jar for JIDK 7
JDK 7 supported in 11.2.0.3 |ojdbc6.jar for JDK 6
and 11.2.0.4 ojdbc5.jar for JIDK 5
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This section of the document consists of resolution to the frequently asked questions
and error codes noticed during OFSAALI installation.

s Frequently Asked Questions
» Error Dictionary

OFSAAI installer performs all the pre-requisite validation check during installation.
Any errors encountered in the process is displayed with an appropriate Error Code.
You can refer to the Error Dictionary to find the exact cause and resolution to rectify
the error.

Frequently Asked Questions

You can refer to the Frequently Asked Questions which has been developed with the
interest to help you resolve some of the OFSAALI Installation and configuration issues.
This intends to share the knowledge of problem resolution to a few of the known
issues. This is not an official support document and just attempts to share the
knowledge of problem resolution to a few of the known issues.

OFSAAI FAQs
What are the different components that get installed during OFSAAI?

The different components of OFSAAI are illustrated in Figure 1-2, "Components of
OFSAAI".

If OFS AAI/ AAAI needs to be installed on different versions of an Operating System,
which installer needs to be downloaded?

OFS AAIZAAAI installer downloaded for a specific Operating System can be used
to install on all its supported versions.

For Solaris OS, only one installer OFSAAI_73300_Solaris is available and it can be
used to install OFSAAI on both versions of Solaris, that is, v5.10 or v5.11. Similarly,
the installer OFSAAI_73300_Linux can be used to install OFSAAI on all supported
versions of Oracle Linux, that is, v 5.3 up to 5.10 and v6.0 and above. The installer
OFSAAI_73300_AIX can be used to install OFSAAI on all supported versions of
AlX, that is, v5.3 and v6.1.

Same is applicable for OFSAAAI installers available for specific Operating
Systems.

What are the different modes of OFSAAI installation?
OFSAAI can be installed in two modes, Silent Mode, and GUI mode.
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What deployment options does OFSAAI recommend?

OFSAAI recommends to install all OFSAAI components on a single machine
Single tier architecture, that is, all the Infrastructure components such as the
Application, Web, and Database components are installed on a single machine.
This option further has two types:

= Type I: Single Tier Installation with database engine on Remote Machine -
where Infrastructure Application, Database, and Web components are on one
machine and the Database Engine is pointed to another machine.

= Type ll: Single Tier Installation with Web Server on remote Machine - where
Infrastructure Application, Database, and Web components are on one
machine and Infrastructure Web Application files or EAR/WAR files are
deployed on to a the Web server installed on another machine.

What are the other deployment options for OFSAAI?

Multi Tier Installations are possible in OFSAAI, however single tier installation is
recommended.

There are four types of Multi Tier Installation option:

Option I: Infrastructure Application, Database, and Web Components are all in
different machines.

Option II: Infrastructure Application and Database components in one machine
and Web components in another machine.

Option Il Infrastructure Application and Web components in one machine and
Database components in another machine.

Option 1V: Infrastructure Web and Database components in one machine and
Application components in another machine.

Is JDK (Java Development Kit) required during installation of OFSAA? Can it be
uninstalled after OFSAA installation?

JDK is not required during installation of OFSAA and only a run time is needed
for details. Refer Table 2-1, Java Runtime Enviroment section.

Is JRE required during installation of OFSAA? Can it be uninstalled after OFSAAI
installation?

Only JRE (Java Runtime Environment) is required during installation of OFSAA
and cannot be uninstalled as the JRE is used by the OFSAA system to work.

How do | know what is the Operating system, webservers and other software versions
that OFSAA supports?

Refer to OFSAA Technology Stack Matrices.
What are the different files required to install OFSAAI?
The following files are required:
= Setup.sh.
= envCheck.sh
= preinstallicheck.sh
= Verinfo.txt
= OFSAAInfrastructure.bin
= VvalidatedXMLinputs.jar
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s MyResources_en_US.properties

s logdj.xml

s OFSAAI _PostlnstallConfig.xml

s OFSAAI InstallConfig.xml

= privileges_config_user.sql

= privileges_atomic_user.sql

s XML_Utilityjar
Is OFSAAI license specific to Applications?

No, OFSAAI license is not specific to any application.
Where can | reach out for the license key for installations?

OFSAAI 7.3.3.0.0 installer does not need a license code or a license file. With the
license agreement acceptance, one could proceed with the installation.

During installation, when one gets an error message, ""Execute Permission denied"”,
what is to be done?

Please check whether all the files provided for OFSAAI installation has execute
permissions.

To give execute permissions,
= Navigate to the path OFSAAT 73300 and execute the command
chmod 755
"Graphical installers are not.”

If error resembles "Graphical installers are not supported by the VM. The console
mode will be used instead..." then check whether any of the X-windows software
has been installed.

Example: Hummingbird Exceed is started and configured to Graphical mode
installation.

Note: Type 'xclock' from prompt and this should display clock in
graphical mode.

"No Java virtual machine could be..."

If the error message reads "No Java virtual machine could be found from your
PATH environment variable. You must install a VM prior to running this
program”, then

= Check whether "java path" is set in PATH variable. See the Table 3-1,
" Prerequisite Information"section in this document.

= Check whether sufficient temporary space is available.

= Ensure that the movement of OFSAAI Installer text files to the target system is
done in the Text mode so that setup. sh file does not contain control line feed
characters ("M).

During the installation, what should one do if the error message shows "OracleDriver
Files Not Found, Please Choose the Right Path To Continue'?
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Check whether the provided path for Oracle Driver files is correct and whether the
user has permissions to access the files.

During installation, what is to be done if the error always reads "User must have
CREATE TABLE, CREATE VIEW, CREATE TRIGGER, CREATE INDEX, CREATE
SEQUENCE, CREATE PROCEDURE" even though the oracle schema user created has
the mentioned privileges?

OFSAAIl installer validates the database details provided during installation, so
ensure:

= Whether the oracle schema user has the required set of privileges for
successful installation.

= Whether the oracle schema user has been created with quota privileges on
tablespace to create database objects.

See the Table 3-1, " Prerequisite Information“section in this document.
Installation of OFSAAI was completed successfully! What next?

Post the successful completion of OFSAALI installation, one has to perform the Post
Installation steps. See Chapter 5, "Post Installation Configuration”.

What is to be done when OFSAAI Installation is unsuccessful?

OFSAAI installer generates log file OFSAAInfrastructure_Install.log in the
Infrastructure Installation Directory. There is also another log file created in the
path configured in Log43j.xml. The logs of any of these reported, Warnings/Non
Fatal Errors/Fatal Errors/Exceptions should be brought to the notice of the
OFSAAI Customer Support. It is recommended not to proceed, until the reported
problems are adequately addressed.

How do | completely uninstall OFSAAI?

OFSAAI can be completely uninstalled by performing the steps provided in
Chapter 8, "Uninstalling OFSAA Infrastructure” in the OFS AAAI Installation and
Configuration Guide Release 8.0.

How to grant privileges if a new information domain is created?

If you are creating a new information domain, provide a set of privileges (database
permissions) to the new Atomic schema.

s Log into the database as sys and connect as sysdba user.

s Execute the file privileges_config user.sql available under $FIC_HOME
directory

= Enter the database schema for which you want to grant privileges.
When should I run the MLS utility?

See the Multiple Language Support (MLS) Utility section in OFSAAI
Administration Guide in the Related Documents section.

Does OFSAAI support Oracle Linux versions other than 5.5?
OFSAAI supports the Oracle Linux versions from 5.5 up to 5.10.

On the UNIX System terminal, error message shows "'Insert New Media. Please insert
Diskl or type it's location™ while executing ./setup.sh, what should be done?

1. Login as root user on the Unix machine where OFSAALI is getting installed.

2. Navigate to the path /etc/security/.
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3. Editthefile limits.conf to add/edit a row for the unix user installing
OFSAA:

<Unix User> soft nofile 9216

4. After saving the changes, log in as unix user with which OFSAAI is getting
installed and execute the command:

ulimit -n
The command should return the value 9216.
How does one verify if the system environment is ready for OFSAAI installation?

To verify the system environment meets the minimum requirements for the
installation, a Pre-Install Check utility is available within the Install Kit archive
file. This utility can also be obtained separately by contacting Oracle Support.

See Verifying the System Environment section for additional information.
How does one know if the installation is completed successfully?

The OFSAA Infrastructure installation performs a post install health check
automatically on successful installation of the product. To rerun the post install
verification at a later time, perform the following steps:

1. Navigate to the path $F1c_HOME (Product Installation Directory).
2. Execute the command:
./piverify.sh
What should one do if the installation in GUI mode is not invoked?

There are set of configuration steps required to be performed during the
installation in GUI mode. Verify whether the steps mentioned under
Configuration for GUI Mode Installation section are done correctly.

What should one do if there are any exceptions or errors in installation and how to
proceed?

1. Please backup the installation logs.
2. Share the backup logs with Oracle support.

On Solaris 11 system, if one gets the following error message during OFSAAI
installation, what should be done:

"Error: OFSAAI-1108

ORA-00604: error occurred at recursive SQL level 1
ORA-01882: timezone region not found"

Or

"Time zone cannot be set as null or 'localtime

This happens if the time zone is not set, that is NULL or it is set as ’localtime’. Set
the environment variable TZ to a valid time zone region in the .profile file. For
example,

TZ=Asia/Calcutta
export TZ

What happens if the installation process is abruptly terminated or aborted? What
should one do?
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If the installation is abruptly terminated, then the installation process will be
incomplete. To recover from this, follow the below steps:

1. Drop the DB objects in the config schema created by OFSAAI installation.

2. Openthe .profile and remove the entries made by the OFSAAI installation
which are made between the comment statements, #Beginning of entries by
OFSAA Infrastructure installation and #End of entries by OFSAA
Infrastructure installation.

3. Delete the OFSAA install directory created by the OFSAALI installer.
4. Perform the OFSAAI installation again.

Would OFSAA support any other web server types, other than the ones stated in tech
matrix and installation guide?

No, all the supported software and versions are stated in the OFSAA Technology
Stack Matrices.

What should one do if the database connection from connection pool throws an error
"java.sql.SQLRecoverableException: 10 Error: Connection reset™?

This happens while running several database intensive tasks in parallel. To correct
this error, add the line securerandom. source=file: /dev/./urandom in the
java.security configuration file available in $JAVA_HOME/jre/lib/security/
path.

Note: This needs to be configured on all the machines or VMs where
the OFSAAI components are installed.

If the issue is not resolved even with the above settings, check the MTU(Maximum
Transmission Unit) settings on the linux box. For details on MTU settings and
updating them, contact your system Administrator.

When | invoke setup.sh file from my install archive, it throws syntax errors/file not
found error messages, what should | do?

This could mostly happen:
= When installer was not unzipped rightly or corrupted during unzip.

= setup.sh file which resides within the install archive was not transferred in
ASCII or text mode, which could have corrupted the file.

To correct this, follow the steps:

1. Copy the installer (in BINARY mode) to the system on which the OFSAA
Infrastructure components will be installed.

2. Unzip the installer using the command:
unzip <OFSAAI_Installer>.zip

3. The corrupted setup.sh file would have introduced certain M characters into
the file. You can remove M characters from setup.sh file by following the
below steps:

a. Login to the server where the installer is copied.
b. Navigate to the directory OFSAAT_73300.

c. Openthe setup.sh file in the vi editor using the command: vi setup.sh.
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d. Inside vi editor in Esc mode, type: %s/4M//g

Note: To enter “M, hold the CTRL key then press V and M in
succession.

e. Save the setup.sh file by typing: wq!
Does OFSAA support Oracle DB 11g Standard edition?

The OCI client and the jdbc driver does not change depending on whether it is a
standard or enterprise edition. So, OFSAAI will work with standard edition as
well.

We do not recommend standard edition because it will not scale and does not
support partition pack, database security vault, or advanced analytics.

On the UNIX System terminal, Error message shows "./reveleusstartup.sh: /java:
Execute permission denied” while executing./reveleusstartup.sh file. What is to be
done?

= Ensure JAVA_BIN environment variable path is set on the "unix user" terminal
from where the reveleusstartup.sh file is invoked.

= Ensurethe .profile where the environment/ path settings are made has
been executed successfully.

OFSAAI Login page does not come up, error message "Could not retrieve list of
locales" is displayed. What should one do?

This could be due to 2 reasons:

s System is unable to resolve the hosthame configured.
= Conflict with the ports configured.

To correct them, follow the below steps:

A. Steps to replace the hostnames with IP address:

1. Stop all the OFSAA services. See Stopping Infrastructure Services section on
how to stop the services.

2. Replace all the hostnames with the IP address in all the places mentioned in
the document (Where to find port, IP address, HTTPS Configuration for
OFSAAI 7.2 Installation (DOC ID 1500479.1)).

3. Restart all the OFSAAI services. See Starting Infrastructure Services section.
B. Steps to correct the port number conflicts
1. Stop all the OFSAA services.

2. Refer to the port numbers stated in the document (Where to find port, IP
address, HTTPS Configuration for OFSAAI 7.2 Installation (DOC ID
1500479.1)) and check on the discrepancy in the port numbers and correct
them.

3. Restart all the OFSAAI services.

What happens when the OFSAAI Application Server does not proceed even after
providing the system password?

Ensure that, the System Password provided when prompted should match with
the "Oracle Configuration password" provided during installation. Also check
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whether the connection to the "configuration schema" can be established through
sqlplus.

Although the OFSAAI installation has completed successfully, when OFSAAI servers
are started, and the application URL is accessed, it gives an error message "the page
cannot be found or displayed" or ""Could not retrieve list of languages from Server.
Please contact the system administrator”. What should one do?

Ensure OFSAAI servers have been started and are running successfully. On the
server start up parameters options, see Starting Infrastructure Services section.

For more details on the issue, refer on to the Revappserver log in $FIC_APP_
HOME/common/FICServer/logs directory or the Web Server log files.

Is it necessary to provide the specified grants to the Oracle schema user before
installation? If yes, can it be revoked after completion of installation?

The "Oracle schema" user requires the necessary grants specified before, during,
and after the installation process. Grants provided should never be revoked as the
application makes use of these grants all the time.

Can we have distributed OFSAAI Application Server for load balancing?

OFSAAI Application server can be scaled out/distributed across different JVM's
(machines) based on the various services and Information Domains, in other
words, Load balancing could be achieved with distribution of services.

Why do we need Ftpshare? Why is it needed on all the layers? Can we have ftpshare
on another machine other than the machines where OFSAAI is installed?

Ftpshare is a Metadata Repository directory. All the metadata related files used in
Infrastructure are stored in the ftpshare directory. The ftpshare contains folders for
each Information Domain, with each Information Domain folders holding Erwin,
log, and scripts folder. The transfer of data among the Web, Application, and
Database servers in Infrastructure takes place through FTP/SFTP.

You need to configure FTP/SFTP and enable communication between the servers
by providing App server's FTP/SFTP credentials to the Web server and DB server
users.

Yes, we can have ftpshare on another machine other than the machines where
OFSAAI is installed.

Is it mandatory to provide the ftp/sftp password?

Yes, OFSAAI needs credentials of the user which has complete permissions on
ftpshare directory, and should be able to independently login to the unix server.

What are the permissions required for ftpshare and when should I give them?

It is recommended to provide permissions on ftpshare in case of installations done
across different machines or VMs (multitier installation).

In case of single tier installation, 770 permissions can be provided if the unix users
of OFSAAI and web server belong to the same unix group.

And on any new file that is created in the 'ftpshare' folder of any installation layer
should be granted specific/explicit permission.

Port Change utility could be used to have the Port number modified, which are
currently being used by the Infrastructure application. For more information, refer
Configure Infrastructure Ports section.

Are there any in-built system administration users within OFSAAI Application?
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The three in-built system administration users are provided to configure and setup
OFSAAL

=  SYSADMN
= SYSAUTH
»  GUEST

Does OFSAAI Application support both FTP and SFTP?
OFSAAI supports both FTP and SFTP configuration.
Is it necessary to enable the FTP/SFTP services to use the OFSAAI?

Yes, enabling of FTP/SFTP services and its ports is a pre-requisite step towards
using the OFSAAI.

OFSAAI Configuration: Unable to save the server details?
= Ensure the input User ID, Password, and Share Name are correct.
= Ensure FTP/SFTP services are enabled.
s Have atest FTP/SFTP connection made and confirm if they are successful.

During Information Domain creation, the message "Please create a database and then
create the information domain™ appears. What should be done?

Information Domain is mapped to only one Database; and thus before the creation
of Information Domain, at least one database details would need to exist.

The message "ConnectToDatabase: FatalError, could not connect to the DB server"
appears during startup of backend engine message server. What does one need to do?

s Verify whether connection to the "configuration schema" can be established
through sqglplus.

= Verify "configuration schema" password is modified post installation.

s Ensure oracle database alias name created for oracle instance and oracle
service name are same.

s On a multi tier Installation mode, ensure TNSNAME and SID are the same in
both the Application and Database Layers.

The message "Fatal Error, failed to get user ID from LibSmsConnect™ appears during
the startup of backend engine message server. What has to be done?

Ensure Reveleus.sec file exist under the $FIC_HOME/conf directory where the
Database components are installed.

Does OFSAAI Application support LDAP authentication?
OFSAAI supports LDAP configuration and authentication.
Does OFSAAI support multiple languages?
Yes, OFSAAI supports multiple languages.
Does OFSAAI provide any data back-up features?

OFSAAI does not have built-in back up facility. External Storage Infrastructure is
recommended for back-up.

What kind of security features does the OFSAAI provides?
OFSAAI provides security at:

= Segment Level - Users can access only the segment they are mapped to.
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= Application Level - Users can perform an operation only if mapped to
appropriate role and functions.

Does OFSAAI have the ability to enforce periodic password change?

OFSAAI provides configurable parameters to define number of days after which
the user password would expire and then the user is forced to change the
password after expiration period.

What is the password policy followed in OFSAAI?

OFSAAI enforces a minimum password length with a combination of Upper and
Lower case characters and alpha-numeric strings.

Which version of Erwin Data Modeller does OFSAAI support?

OFSAAI now supports ERwin version 9.2 and 9.5 generated xmls in addition to
ERwin 4.1, ERwin 7.1, ERwin 7.3 and ERwin 9.0 formats.

Does OFSAAI provide the mechanism to upload Business Data model?
OFSAAI provides two mechanisms for business data model upload:

= Easy to use GUI based Model upload mechanism to upload the Business Data
Model through Unified Metadata Manager --> Import Model.

= OFSAAI also provides a model upload utility "upload.sh" for uploading the
business data model through the command line parameter by executing this
shell script file under the path <FIC_HOME>/ficapp/common/FICServer/bin.

See Run the Model Upload Utility section for details.

The Business Data model undergoes changes; how does this incremental change get
applied to the existing model?

Modified data model can be uploaded into the system and OFSAAI has the ability
to compare the changes within the data model with respect to the one already
present in the system and enables propagation of incremental changes in a
consistent manner.

What are the different types of uploading a business data Model?

OFSAAI supports uploading of business data model from client desktop and also
by picking up the data model from the server location.

Can the OFSAAI "Configuration Schema" password be modified post installation?

The OFSAAI "configuration schema" password can be modified post installation.
OFSAAI application stores the password in the database and few configuration
files, thus any changes to the "configuration schema" password would necessitate
updating in these. Contact OFSAAI support for more details.

Can the OFSAAI "Atomic Schema" password be modified?

The OFSAAI "Atomic Schema" password can be modified. OFSAAI application
stores the atomic schema password in the database and few configuration files,
thus any change to the atomic schema password would necessitate updating the
password.

To change the Atomic Schema password, follow the steps:
1. Loginto OFSAA.

2. Navigate to System Configuration > Database Details window. Select the
appropriate connection, provide the modified password and save.
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3. Navigate to Unified Metadata Manager > Technical Metadata> Data Integrator
> Define Sources window. Update the appropriate Source details.

a. Ifyou are using Apache Tomcat as Web server:

*  Update the <Context> -> Resource tag details in server.xml file from the
$SCATALINA_HOME/conf folder. (In case of Tomcat only Atomic <Resource>
will exist).

b. If you are using WebSphere as Web server:
*  Login to the WebSphere Administration Console from the left side menu.

*  Navigate to Resources >JDBC >Data Sources. A list of data sources will be
populated on the right side.

*  Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

c. Ifyou are using WebLogic as Web server:
*  Login to the WebLogic Administration Console from the left side menu.

*  Under Domain Structure list box, expand the appropriate Domain and
navigate to Services > JDBC >Data Sources. A list of data sources will be
populated on the right side.

*  Select the appropriate Data Source and edit the connection details. (In this
case, both Config and Atomic data sources need to be modified).

4. Restart the OFSAAI services

Note: If the modified passwords are not updated, OFSAAI logs
displays the message ORA-28000: the account is locked.

Does the upload of Business Data model depend on Java Memory?

Business data model upload through OFSAAI depends on the Java memory
settings on the client and server machines. Java memory setting varies with the
data model size and the available RAM. Contact OFSAAI support for more details.

Why do the Business Metadata Management screens (Business Processors screen) in
User Interface, takes longer time to load?

The Log file in DynamicServices.xml which resides in $FIC_HOME/conf is
continuously being updated/refreshed to cache metadata. This can be observed
when you are starting reveleusstartup.sh and if any of the log file (Ex:
SMSService.log) in DynamicServices.xml is being continuously refreshed for
longer time.

By default, the Metadata Log file cache size is set to 1000. If in case the log is being
updated beyond this limit, retrospectively the preceding entries are overwritten.
For example, the 1001th entry is overwritten by deleting the first entry. This results
in the application screen taking a longer time to load.

Increase the cache size limit in Dynamicservices.xml located at <FIC_HOME>/conf,
depending on the currently logged count for the specific metadata.

1. Generate the Log report by executing the below query in config schema.
select count(l), t.metadata_name, m.dsn_id

from metadata_master m, metadata_type_master t
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where m.metadata_type = t.metadata_type
group by t.metadata_name, m.dsn_id

2. The above query returns a list of codes with their respective metadata count.
You can refer to "metadata_type_master" table to identify the metadata name.

3. View the log report to identify the metadata which is being updated/refreshed
beyond the specified cache size limit. Accordingly increase the cache size limit
in Dynamicservices.xml depending on the currently logged count for the
specific metadata.

For example, if the "MEASURE_CACHE_SIZE" is set to 1000 and total
measure reported in log is 1022, increase the limit to 2000 (approximately).

4. Restart Reveleus/OFSAAI servers (Web and APP) and check the issue.

What should I do if | get OutOfMemoryError while deploying EAR file in WebSphere
application server?

The Java memory needs to be increased in ejbdeploy. sh file which is present
under <WebSphere Install directory>/AppServer/deploytool/itp. For
example,

SJAVA_CMD \
-Xbootclasspath/a:$Sejbd_bootpath \
Xms256m -Xmx1024m \
What configurations should I ensure if my data model size is greater than 2GB?

In order to upload data model of size greater than 2GB in OFSAAI Unified
Metadata Manager- Import Model, you need to configure the required model size
in struts.xml file available in the path SFIC_WEB_

HOME/webroot /WEB-INF/classes

Note: The size requirements have to be always specified in bytes.

For example, if you need to configure for model size of 2.5GB, then you can
approximately set the max size to 3GB (3221225472 bytes) as indicated below, in
order to avoid size constraints during model upload.

<constant name="struts.multipart.maxSize" value="3221225472"/>

After configuring struts.xnl file, generate the application EAR/WAR file and
redeploy the application onto your configured web application server. For more
information on generating and deploying EAR /7 WAR file, see Configuring Web
Application Servers.

What should I do if my Hierarchy filter is not reflecting correctly after | make changes
to the underlying Hierarchy?

In some cases, the Hierarchy Filters do not save the edits correctly if the
underlying Hierarchy has been changed. This can occur in hierarchy maintenance,
where you have moved a member to another hierarchy branch, and that member
was explicitly selected in the Filter and is now a child of a node which is already
selected in the Filter.

Please refer to Support Note for the workaround.

What should I do to change context name for a cloned environment?
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Refer to Support Note.
How do you turn off unused information domains (infodoms) from cache?
Follow the below steps to turn off unused infodoms from cache:
Navigate to $FIC_HOME/conf in the APP layer of your OFSAAI installation.
1. Inthe DynamicServices.xml file, identify the section for <Service code="20">.
2.  Modify the value of parameter CACHE_ON_STARTUP to 0 (default is 1).

3. Repeat the same in the WEB layer too. Generate the application EAR/WAR
file and redeploy the application onto your configured web application server.
For more information on generating and deploying EAR /7 WAR file, see
Configuring Web Application Servers.

4. Restart the OFSAAI Services (APP and WEB). For more information, see Start
And Stop of Services chapter.

Note: This setting will cache the Infodom metadata only for the
infodoms that get accessed upon user login. Infodoms which do not
get accessed, will not be cached.

Sample code is pasted below:
<SERVICE CODE="20"

CLASS="com.iflex.fic.metadata.services.MetadataServiceProvider"
NAME="BMD"

SERVERID="DEFAULT" PATH=" " LOGGERNAME="UMMLOGGER" LOGGERLEVEL="10">
<PARAMETERS>

<PARAMETER NAME="CACHE_ON_STARTUP" VALUE="0" />

<PARAMETER NAME="BACKUP_XML" VALUE="1" />

<PARAMETER NAME="MAX_ BACKUP_XML" VALUE="2" />

<PARAMETER NAME="PC_NONBI_BI_SWITCH" VALUE="2048" />

<PARAMETER NAME="HIERARCHY NODE_LIMIT" VALUE="2000" />
<PARAMETER NAME="ALIAS_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="DATASET CACHE_SIZE" VALUE="2000" />

<PARAMETER NAME="MEASURE_CACHE_SIZE" VALUE="2000" />

<PARAMETER NAME="HIERARCHY_ CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DIMENSION_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="HIERARCHYATTRIBUTE_CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="CUBE_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="RDM_CACHE_SIZE" VALUE="1000" />

<PARAMETER NAME="BUSINESSPROCESSOR_CACHE_SIZE" VALUE="2000" />
<PARAMETER NAME="DERIVEDENTITY_ CACHE_SIZE" VALUE="1000" />
<PARAMETER NAME="LOG_GET_METADATA" VALUE="false" />

<PARAMETER NAME="METADATA_PARALLEL_CACHING" VALUE="0" />
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</PARAMETERS>

</SERVICE>

Error Dictionary

This contents of this section has been created with the interest to help you resolve the
installation issues if any. There is a compilation of all the possible errors that might
arise during the installation process with the possible cause and the resolution to
quickly fix the issue and proceed further with the installation.

Accessing Error Dictionary

Instead of scrolling through the document to find the error code, you can use the pdf
search functionality. In the "Find" dialog available in any of the Adobe Acrobat version
that you are using to view the pdf document, follow the below instructions to quickly
find the error resolution.

1. With the Installation pdf open, press Ctrl+F or select Edit > Find.

2. The Find dialog is displayed as indicated.

3. Enter the error code that is displayed on screen during Infrastructure installation.
4

Press Enter. The search results are displayed and highlighted as indicated below.

Figure 7-83 Error Dictionary

Error code - OFSAAI-1003

Causs JAVA_HOME/bin nod found in PATH vaiable

Resclution | Import <[AVA_HOMEbin into PATH vanable
Example. PATH = SJAVA_HOMEDin $PATH export PATH.

View the details of the issues, its cause, and resolution specific to the error code.
Repeat the step to find an answer to any other errors that you notice during
installation. If you are not able to resolve the issue even after following the steps
provided in resolution, you can contact support.oracle.com along with log files and
appropriate screen shots.

Error Code Dictionary

Error code - OFSAAI-1001

Cause Unix shell is not "korn" shell.
Resolution Change the shell type to "korn". Use chsh unix command to change
SHELL type.

Shell type can also be changed by specifying shell path for the Unix
user in /etc/passwd file.

Note: chsh command is not available in Solaris OS.
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Error code - OFSAAI-1002

Cause

No proper arguments are available.

Resolution

Provide proper arguments. Invoke Setup.sh using either SILENT
or GUI mode.

Example: . /Setup.sh SILENT or ./Setup.sh GUI

Error code - OFSAAI-1004

Cause

File .profile is not present in $HOME.

Resolution

Create .profile in $HOME, i.e. in the home directory of user.

Error code - OFSAAI-1005

Cause

File OFSAAInfrastructure.bin is not present in current folder.

Resolution

Copy OFSaAInfrastructure.bin into installation Kit directory.

Error code - OFSAAI-1006

Cause

File CustReg.DAT is not present in current folder.

Resolution

Copy CustReg.DAT into installation kit directory.

Error code - OFSAAI-1007

Cause

File OFSAAT_InstallConfig.xml is not present in current folder.

Resolution

Copy OFSAAI_InstallConfig.xml into installation kit directory.

Error code - OFSAAI-1008

Cause

File validateXMLInputs.jar is not present in current folder.

Resolution

Copy validateXMLInputs.jar into installation Kit directory.

Error code - OFSAAI-1009

Cause

File log4j.xml is not present in current folder.

Resolution

Copy log4j.xml into installation kit directory.

Error code - OFSAAI-1010

Cause

Unknown error occurred.

Resolution

Make sure to provide proper argument (SILENT or GUI) to the
Setup.sh file.

Error code - OFSAAI-1011

Cause

XML validation failed.

Resolution

Check InfrastructurePreValidations.Log for more details.
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Error code - OFSAAI-1012

Cause

Property file with locale name does not exist.

Resolution

Copy MyResources_en_US.properties to the setup kit directory and
keep en_US in LOCALE tag of OFSAAT_InstallConfig.xml.

Error code - OFSAAI-1013

Cause

File OFSAAT_InstallConfig.xml/OFSAAI_PostInstallConfig.xml
not found.

Resolution

Copy OFSAAI_InstallConfig.xml/OFSAAI_PostInstallConfig.xml
to the setup kit directory.

Error code - OFSAAI-1014

Cause

XML node value is blank.

Resolution

Make sure all node values except SMTPSERVER, PROXYHOST,
PROXYPORT, PROXYUSERNAME, PROXYPASSWORD,
NONPROXYHOST, or RAC_URL are not blank.

Error code - OFSAAI-1015

Cause

XML is not well formed.

Resolution

Execute the command dos2unix OFSAAI_InstallConfig.xml to
convert plain text file from DOS/MAC format to UNIX format.

OR

Make sure that OFSAAT InstallConfig.xml is valid. Try to open the
file through Internet Explorer for a quick way to check validity. If it
is not getting opened, create new OFSAAI_InstallConfig.xml using
the XML_Utility.jar.

Error code - OFSAAI-1016

Cause

User installation directory contain blank spaces.

Resolution

Provide an installation path that does not contain spaces. Check the
tag USER_INSTALL_DIR in OFSAAI_InstallConfig.xml file. This path
should not contain any spaces.

Error code - OFSAAI-1017

Cause

User installation directory is invalid.

Resolution

Provide a valid installation path. Check if you are able to create the
directory mentioned in USER_INSTALL_DIR tag value of OFSAAT_
InstallConfig.xml file.
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