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1.2

Preface

The purpose of this document is to serve as a reference material to BD administrators with detailed
steps to setup a BD instance “Clone” for the 8.1.1.x release.

Background

There is a consistent need for a faster and effective approach of replicating an existing BD instance for
further project developments, that is, setting up BD instances that are exact copies of the current BD
instance.

Prerequisites

e Refer Oracle Financial Services Behavior Detection Application Pack Installation Guide for the
pre-requisite and software configuration details.

e Before starting the Cloning process, the software version, including the OS, should match with
the existing software.

e Supporting files are attached in this pdf. To download the supporting files, open the document

in Adobe Acrobat DC and click Attachment @ icon at the extreme left side of the pdf screen.
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1.3

1.4

1.5

Assumptions

This document assumes a working BD instance is in place. It also assumes an appropriate target
system exists for the new BD setup that is being created. There is an ecosystem that is already build
and exists in the target environment.

All basic software required for installation of BD applications (including infrastructure) are installed
and working on the machine identified as the target BD instance. You can use the “Environment
Check” utility to verify the system readiness.

Audience

This reference guide is intended for administrators and implementation consultants who are
responsible for cloning the BD instance.

Conventions and Acronyms

Table 1: Conventions and Acronyms

Conventions Description

Source A Source BD system

Target A target BD system

8.1.1.x The BD 8x release

Configuration Schema Database schema which contains setup related configurations and metadata.
(Config Schema)

Atomic Schema Database schema where the application data model is uploaded.
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2 Cloning Steps

Follow below instructions to clone an Behavior Detection (BD) environment.

2.1 BD database Backup and Restore (DBA TASK)

1

2
3.
4

Take schema backup of the target environment to be cloned.
Export Config schema followed by Atomic schema from the source database
Ensure all the Source objects along with necessary grants imported into the target database

Import the schema dump of the source database to the Target database. Ensure importing the
Config schema first followed by Atomic schema

Request you to maintain both source and target infrastructure with same configuration, that is,
BD server configuration, Database configuration and WebSphere. Please refer install guide for
pre-requisite.

Execute the below Schema level Grants.sgl script by login as SYSDBA user and provide
necessary Config & atomic schema name.

NOTE Click Attachment @ icon at the extreme left side of the pdf
screen to download the Schema level Grants.sgl.

Validate the imported objects and ensure objects are valid using the custom Script created by
DBA.
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2.2

BD File system Export on Source Server (SYSADMIN
TASK)

Place the File_system_export.zip outside OFSBD in the Source Environment. Unzip the same and
configure Environment Configuration.cfg text file (iinstructions for filling the same given in the
Environment_Configuration_ReadMe.txt).

SRC_ENV=<SIT1|

EXTRACT DT=<20181025>

TGT PWD=<scb@123>

IGT _USE ID=<ecmhcbl>

TGT IP=<10.20.174.74>

TGT DEST PATH=</aml/ecm2/>

NOTE Click Attachment ¢ icon at the extreme left side of the pdf
screen to download the
Environment Configuration cfg ReadMe text file.

1. Navigate to the unzipped folder and execute below command
chmod 755 *
dos2unix *

2. Execute the script ofsaa_filesystem_util.sh (in Source environment) in background to export the
Source file system.

This script File System Export (Environment Configuration.cfg
Environment Configuration ReadMe.txt, ofsaa filesystem util.sh) - will extract the Source
objects and transfer to the remote server target path.

NOTE e Click Attachment ¢ icon at the extreme left side of
the pdf screen to download the File System Export
(Environment Configuration.cfg,
Environment Configuration ReadMe.txt,
ofsaa filesystem util.sh)

e Environment Configuration.cfg file is attached in the
PDF as Environment_Configuration.cfg.txt. Download
the attachment and rename the file as
Environment_Configuration.cfg.
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2.3 BD Cloning

1. Navigate to $FIC_HOME folder on Target.

2. Execute java -jar PortC.jar DMP.

3. A file with the name DefaultPorts.properties will be created under $FIC_HOME directory which
will contain the ports, IPs and paths currently being used.

4. Make the necessary changes to those ports, IPs, and paths in the DefaultPorts.properties file as
per the Target environment.

5. Now run the PortC.jar utility using the java -jar PortC.jar UPD.

6. This will change the ports, IPs and paths in .profile (under home directory), all files under
$FIC_HOME directory and tables in the database according to the values mentioned in
DefaultPorts.properties file.

2.4 BD Infrastructure Atomic Schema Password
Modification

1. Change the RootPass value from the Ul through LDAP password.

2. Login to the application from the browser using SYSADMN account or any user id, which has
System Administrator role mapped.

3. Navigate to System Configuration > Database Details window.

4. Select the appropriate connection and click on edit button.

B v X v | usengsny | svsoun v

ORACLE Financial Services Analytical Applications

System Configuration & Identity Management | My Inbox

4 [§ Financial Services Analyfical Applcations Infrastiuctun | Financial Services Analytical Appiications > ana > System > Database Detalls
4 BB administration and Configuration
o @S‘y‘stem Configuration
B Database server
[T Appiication server
[ Web Server
B} patabase Details
B oLap Details

2 information Domain

Database Master 9 ‘

Database Master
[ Database Detuns fornp semer EREA]

& | 1P adress Name Schema Name |
@ whfD0aqo.in.oracle.com devofsaafcem dev_ofsaafccm

&2 configuration
(2 Manage OFSAA Product Licenses
A Create New Application

a8 Identity Management

@ Workflow & Process Orchestration
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2.5

5. Click on edit button in Connection Details -> Alias Name.

Database Master

Database Master

DB server whfDDaqo.in.oracle com
Name*
Schema Name*

» DB Details

DB Type JDBC Driver Name 1P Address
CORACLE oracle jdbe. driver. OracleDriver whflDago.in.oracle.com
v DB Property e
DB Type £
Auth Type
» Connection Details
o =
Auth Type* EFAULT
TNS Entry String* devofsaafcem
Date Format* mm-3-yyyy
JDBC Connextion Siring* idbc:oracte:thin: @whf00aqo.in.oracle.com:157 2
JDBC Drwver* oracle jdbe driver OracleDriver
JJNDI Name * OFSBDINFO

> L ELA |
Name Date Format Select

devofsaafcem mm-dd-yyyy ®

6. Edit the password in Auth String.

» Alias details

User/Principal

Auth Alias dev_ofsaafcem il

Auth String RN RN RN RN

III Save Cancel

dev_ofsaafcem

7. Click Save.

Updating JDBC Driver URL

The JDBC Driver must be updated in the following locations:

$FIC_HOME > Ingestion manager > config > datalngest.properites

$FIC_HOME > BDF > config > install > bdf.xml
$FIC_HOME > database > db_tools > manats_cfg > install.cfg
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2.6

2.7

Updating Database Details

Update the database details in the install.cfg file.

Manual Updation of Application files after Cloning

The Application files will not be updated with the latest Source Sever host Name/DB details. These
files have to be updated manually after executing the PortC command during the cloning process.

File Locations:
e $FIC_HOME/ficdb/bin/
e $FIC_HOME /ficweb/webroot/
e $FIC_HOME/ficweb/SCENARIO_WIZARD/

Support Contact Details

Contact Infrastructure support at https://flexsupp.oracle.com.
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OFSAA SUPPORT

OFSAA Support

Raise a Service Request (SR) in My Oracle Support (MOS) for queries related to the OFSAA
applications.
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SEND Us YOUR COMMENTS

Send Us Your Comments

Oracle welcomes your comments and suggestions on the quality and usefulness of this publication.
Your input is an important part of the information used for revision.

e Did you find any errors?

e Is the information clearly presented?

¢ Do you need more information? If so, where?

e Are the examples correct? Do you need more examples?
e What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, indicate the title and part
number of the documentation along with the chapter/section/page number (if available) and
contact the Oracle Support.

Before sending us your comments, you might like to ensure that you have the latest version of the
document wherein any of your concerns have already been addressed. You can access My Oracle
Support site that has all the revised/recently released documents.
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SRC_ENV=
EXTRACT_DT=
TGT_PWD=
TGT_USR_ID=
TGT_IP=
TGT_DEST_PATH=







###Read me to fill Environment_Configuration.cfg###



## Exmaple Given below. Similar inputs can be given ##

SRC_ENV=ecm25

EXTRACT_DT=20181109

TGT_PWD=ecmbd26

TGT_USR_ID=ecmbd26

TGT_IP=10.20.174.72

TGT_DEST_PATH=/aml/ecm26



## Explanation Given below Given below ##

SRC_ENV=<The Name is given for naming the tar file to be generated to make it unique (SRC_ENV + EXTRACT_DT)>

EXTRACT_DT=<The Date is given for naming the tar file to be generated to make it unique (SRC_ENV + EXTRACT_DT)>

TGT_PWD=<This SHOULD be target environment Linux username : Example given in the above set >

TGT_USR_ID=<This SHOULD be target environment Linux Password : Example given in the above set >

TGT_IP=<This SHOULD be target environment IP>

TGT_DEST_PATH=<This SHOULD be the path where the generated tar file is going to the transfered.Usually can be the path where OFSBD exists>








spool grants.log



set define on

Accept CONFIG_SCHEMA CHAR PROMPT 'Please enter the Config name : '

Accept ATOMIC_SCHEMA CHAR PROMPT 'Please enter the Atomic name : '



-- Atomic Grants





alter session set current_schema=&ATOMIC_SCHEMA





grant create SESSION to &ATOMIC_SCHEMA;

grant create PROCEDURE to &ATOMIC_SCHEMA;

grant create SEQUENCE to &ATOMIC_SCHEMA;

grant create TABLE to &ATOMIC_SCHEMA;

grant create TRIGGER to &ATOMIC_SCHEMA;

grant create VIEW to &ATOMIC_SCHEMA;

grant create MATERIALIZED VIEW to &ATOMIC_SCHEMA;

grant create SYNONYM to &ATOMIC_SCHEMA;

grant execute on SYS.DBMS_LOB to &ATOMIC_SCHEMA;



-- Config Grants



alter session set current_schema=&CONFIG_SCHEMA



grant create SESSION to &CONFIG_SCHEMA;

grant create PROCEDURE to &CONFIG_SCHEMA;

grant create SEQUENCE to &CONFIG_SCHEMA;

grant create TABLE to &CONFIG_SCHEMA;

grant create TRIGGER to &CONFIG_SCHEMA;

grant create VIEW to &CONFIG_SCHEMA;

grant create MATERIALIZED VIEW to &CONFIG_SCHEMA;

grant create SYNONYM to &CONFIG_SCHEMA;

grant execute on SYS.DBMS_LOB to &CONFIG_SCHEMA;

grant select on SYS.V_$PARAMETER to &CONFIG_SCHEMA;








#!/bin/bash

dt=`date +%Y%m%d_%H_%M_%S`	
COLOR_RED=`tput setf 4`
COLOR_BLUE=`tput setf 1`
COLOR_GREEN=`tput setf 2`
RESET=`tput sgr 0`

. ./Environment_Configuration.cfg



export CURR_DIR=`pwd`

if [ ! -d $CURR_DIR/log ]; then
		mkdir $CURR_DIR/log
		chmod -R 755 $CURR_DIR/log
		LOG_DIR=$CURR_DIR/log
	else
		LOG_DIR=$CURR_DIR/log
		rm -rf $LOG_DIR/*.*
	fi 

USERNAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep FIC_MASTER_USER_ID|tr -s '\t' ' '|cut -d ' ' -f4|cut -d '=' -f2|awk -F\" '{print $2}'`

PASSWORD_E=`sed -n 1p $FIC_HOME/conf/Reveleus.SEC`
PASSWORD_D=$(java -cp .:$FIC_APP_HOME/common/FICServer/lib/FICServer.jar:$FIC_APP_HOME/common/FICServer/lib/AESCryptor.jar:$FIC_HOME/utility/Clone/bin/OFSAAI.jar DecryptPass $PASSWORD_E | tail -1)

DATABASENAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep DEFAULT_CONNECTION_URL|tr -s '\t' ' '|cut -d ' ' -f4|cut -d '=' -f2|awk -F\" '{print $2}'|cut -d ':' -f6` 
tempDATABASENAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep DEFAULT_CONNECTION_URL|tr -s '\t' ' '|tr -s '\t' ' '|cut -d ' ' -f4|cut -d '=' -f2|awk -F\" '{print $2}'`
	if [[ -z "$DATABASENAME" ]];then  
		if [[ "$tempDATABASENAME" == */* ]];then
			DATABASENAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep DEFAULT_CONNECTION_URL|tr -s '\t' ' '|cut -d ' ' -f4|cut -d '=' -f2|awk -F\" '{print $2}'|cut -d "/" -f2` 
			if [[ -z "$DATABASENAME" ]];then
				DATABASENAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep DEFAULT_CONNECTION_URL|tr -s '\t' ' '|cut -d ' ' -f4|cut -d '=' -f2|awk -F\" '{print $2}'|cut -d "/" -f4`
			fi
			DATABASENAME=$(echo $DATABASENAME | sed 's/\//\\\//g')
		else
			DATABASENAME=`cat $FIC_HOME/conf/DynamicServices.xml|grep DEFAULT_CONNECTION_URL|tr -s '\t' ' '|tr '[:lower:]' '[:upper:]' |sed -n 's/^.*\(SERVICE[^)]*\).*/\1/p'|cut -d "=" -f2`
		fi
	fi
SID=$DATABASENAME	
	
	
ofsaa_archive()
{

ftpshare_path=`sqlplus -s /nolog <<-EOF
	WHENEVER OSERROR EXIT 9;
	WHENEVER SQLERROR EXIT SQL.SQLCODE;
	connect $USERNAME/$PASSWORD_D@$SID 
	SET PAGESIZE 0 FEEDBACK OFF VERIFY OFF HEADING OFF ECHO OFF 		
	SELECT ftpdrive FROM app_server_info where ftpfolder='SCRIPTS';		
	exit 0
	EOF`
	
echo $ftpshare_path
	
cd $ftpshare_path

ftpName=$(basename $ftpshare_path) 

cd ..

ftppath=`pwd`


if [ -f ${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz ];then
rm -rf ${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz | tee -a $LOG_DIR/ofsaa_file_extract_${EXTRACT_DT}.log
fi


tar -czvf ${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz $ftpName 2>/dev/null	

 if [ "$?" -eq "0" ] ; then
 echo "Ftpshare path zipped successfully" | tee -a $LOG_DIR/ofsaa_file_extract_${EXTRACT_DT}.log
 chmod 755 ${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz
 else
 echo "Ftpshare path extract failed" | tee -a $LOG_DIR/ofsaa_file_extract_{EXTRACT_DT}.log
 exit 1
  fi
  
cd $FIC_HOME

ficHomeName=$(basename $FIC_HOME) 
cd ..
if [ -f ${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz ];then
rm -rf ${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz
fi

tar -czvf ${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz $ficHomeName 2>/dev/null	| tee -a $LOG_DIR/ofsaa_file_extract_${EXTRACT_DT}.log

home_path=`pwd`

 if [ "$?" -eq "0" ] ; then
 echo "Install directory zipped successfully" | tee -a $LOG_DIR/ofsaa_file_extract_${EXTRACT_DT}.log
 chmod 755 ${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz
 else
 echo "Install directory extract failed" | tee -a $LOG_DIR/ofsaa_file_extract_{EXTRACT_DT}.log
 exit 1
  fi

}	


echo -e "\n\t\t\t********************************************************************************\c"
echo -e "\n\t\t\t*          Welcome to OFSAA File system Extraction Utilty                      *\c"
echo -e "\n\t\t\t********************************************************************************\c"
echo -e "${COLOR_GREEN} \n\t\t\t\t Extraction Started on the Source Server $SRC_ENV  at `date '+%D %T'` \c  ${RESET}"  | tee -a $LOG_DIR/ofsaa_file_extract_${EXTRACT_DT}.log

if [ -z "$SRC_ENV" ] || [ -z "$EXTRACT_DT" ] || [ -z "$TGT_PWD" ] || [ -z "$TGT_USR_ID" ] || [ -z "$TGT_IP" ] || [ -z "$TGT_DEST_PATH" ];then
echo -e "${COLOR_RED} \n\t\t\t\t Source environment or Target environment details not configured in Environment_Configuration.cfg file exiting.. `date '+%D %T'` ${RESET}" 
exit 1
fi
ofsaa_archive $USERNAME $PASSWORD_D $SID
echo -e "${COLOR_GREEN} \n\t\t\t\t Extraction completed on the Source Server $SRC_ENV at `date '+%D %T'` \c  ${RESET}"  
echo -e "${COLOR_GREEN} \n\t\t\t\t Installation directory and ftpshare directory zip files exists in below path  \n  ${RESET}"  
echo -e "${COLOR_GREEN} \n\t\t\t\t $home_path/${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz \c ${RESET}"  
echo -e "${COLOR_GREEN} \n\t\t\t\t $ftppath/${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz  ${RESET}"  


echo -e "${COLOR_GREEN} \n\t\t\t\t Transfering the files to the remote Server $TGT_IP path $TGT_DEST_PATH   ${RESET}"  

sshpass -p "'${TGT_PWD}'" ssh -q -n -o StrictHostKeyChecking=no '${TGT_USR_ID}'@${TGT_IP} hostname
sshpass -p "${TGT_PWD}" scp "${home_path}/${ficHomeName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz"  ${TGT_USR_ID}@${TGT_IP}:${TGT_DEST_PATH}
sshpass -p "${TGT_PWD}" scp "$ftppath/${ftpName}_${SRC_ENV}_${EXTRACT_DT}.tar.gz"  ${TGT_USR_ID}@${TGT_IP}:${TGT_DEST_PATH}
sshpass -p "${TGT_PWD}" scp "$HOME/.profile"  ${TGT_USR_ID}@${TGT_IP}:/home/${TGT_USR_ID}




   


