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Revision History

The following table describes the revision history of the Reporting Guide.

Date Edition Description
September | 8.0.8.0.0 ® Moved the Alert Cut-off Analysis section from the Message Analysis report to the
2019 Alert Analysis report.

Added the message reference column in the Alert Analysis report.
Updated the names of the drill down reports that can be accessed from the home
page.

July 2019 8.0.8.0.0 ® Created the 8.0.8.0.0 guide
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About this Guide

This guide details the reports used in the Oracle Financial Services Transaction Filtering (OFS TF) application.

This chapter focuses on the following topics:

Who Should Use this Guide
How this Guide is Organized
Where to Find More Information

Conventions Used in this Guide

Who Should Use this Guide

The OFS TF Reporting Guide is designed for the following users who are assigned the following roles:

Analyst
Investigator
Supervisor

Administrator

How this Guide is Organized

The OFS TF Reporting Guide includes the following chapters:

Chapter 1, “Overview of Transaction Filtering,” provides instructions on how to navigate through the Oracle
Financial Services Transaction Filtering Reporting application.

Chapter 2, “Transaction Filtering Reports,” provides information on the reports available in the Oracle Financial
Services Transaction Filtering Reporting application.

Where to Find More Information

For more information about Oracle Financial Services Transaction Filtering, refer to the following documents:

Oracle Financial Services Transaction Filtering User Guide
Oracle Financial Services Transaction Filtering Administration Guide
Oracle Financial Services Transaction Filtering Matching Guide

Oracle Financial Services Sanctions Installation Guide

These documents are available at the following link:
http://docs.oracle.com/cd/E60570_01/homepage.htm

To find more information about Oracle Financial Services Transaction Filtering and our complete product line, visit
our Web site www.oracle.com/financialservices.
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Conventions Used in this Guide

About this Guide

Conventions Used in this Guide

Table 1 provides the conventions used in this guide.

Table 1. Conventions Used in this Guide

Convention

Meaning

Italics

® Names of books as references

Emphasis
Substitute input values

Bold

Menu names, field names, options, button names
Commands typed at a prompt

User input

Monospace

Directories and subdirectories
File names and extensions

Code sample, including keywords and variables within
text and as separate paragraphs, and user-defined
program elements within text

<Variable>

Substitute input value
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CHAPTER 1 Overview of Transaction Filtering

This chapter gives an overview of Transaction Filtering (TF) Reporting and discusses the following topics:
e Overview

e About OFS Transaction Filtering Reports

Overview

Transaction Filtering is an application which screens lists of Sanctioned individuals and companies, internal watch
lists and other commerecial lists of high-risk individuals/organizations, and is a key compliance requirement for
financial institutions worldwide.

Financial Institutions (Fls) are required to identify sanction-related information at all stages of customer
involvement from on-boarding, through continual client screening to real-time filtering of transactions. Current
stages in the sanctions processes adopted by Fls include the following:

e Sanctions checks as part of customer on boarding (included in KYC checks)
e Daily checks of all customers against full sanctions lists (Client Screening)
e Filtering of customers' transaction against full sanctions lists (Transaction Filtering)

e Filtering of Trade Documentation

e Scrutiny of transactional data for incomplete or inaccurate data

e Comparison of transactional data for deliberately removed sanctions elements

Regulatory authorities emphasize on financial institutions to ensure that they do not unwittingly conceal the identity
of criminals or deal with/move criminal or terrorist funds. Financial Institutions are required to comply with
regulations from the following authorities:

e USA PATRIOT Act

e U.S. Treasury's Office of Foreign Assets Control (OFAC), USA

e Office of the Superintendent of Financial Institutions (OSFI), Canada
e Financial Action Task Force on money laundering (FATF/GAFI)

e European Union (EU) Commission

e Country-specific authorities

Oracle Financial Services Transaction Filtering (OFS TF) is a real-time blacklist filtering system that identifies
blacklisted, restricted and sanctioned individuals, entities, cities, and countries in a financial transaction processed
through the solution and minimize the operational impact on Fls by reducing the number of false positives. The
solution can interface with any clearing systems, payment system, or any source system. The solution accepts
messages from the source systems in real time and scans them against different watch lists maintained within the
system to identify existence of any blacklisted data present within the message. The OFS Transaction Filtering

Reporting Guide 1



About OFS Transaction Filtering Reports
Chapter 1—Overview of Transaction Filtering

system can scan SWIFT messages. This solution is built using OFSAA components such as the scoring engine
(Oracle Enterprise Data Quality or EDQ), the application user interface, and the rule engine (Inline Processing
Engine or IPE). For information on the Sanctions process flow, see Oracle Financial Services Transaction Filtering
User Guide.

About OFS Transaction Filtering Reports

This application is available if you have Transaction Filtering Analytics with Oracle Business Intelligence (OBIEE)
installed at your site.

2 Reporting Guide
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CHAPTER 2 Transaction Filtering Reports

This chapter describes the Oracle Financial Services Transaction Filtering (OFS TF) Reports and covers the
following topics:

e Accessing the Transaction Filtering Reports

e Transaction Filtering Reports
Accessing the Transaction Filtering Reports

To access the Transaction Filtering reports, follow these steps:
1. Log in to the Transaction Filtering application as the analyst.

2. Click the Dashboards drop-down menu and then click Transaction Filtering. The Transaction Filtering
home page appears.
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports
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You can view the following reports on the home page:

e User Details Drill down Report
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports

Domestic Messages Drill down Report

International Messages Drill down Report

Alert Details Drill down Report - Due Alerts

Alert Details Drill down Report - Overdue Alerts

Messages Count by Jurisdiction and Business Domain Report

Alert Count by Compliance Team and Reviewers Report

Note: The following options are available for each report. These options can be viewed at the end of the

report.

Return: Click Return to go back to the Transaction Filtering home page.
Refresh: If any data has been added to this report, click Refresh to view the updated report.
Print: Click Print to print the report either as a PDF file or a HTML page.
Export: Click Export to export the report data as a:
m  PDFfile
m  Excelfile
m  Powerpoint file
m  Web Archive file
m  Datafile.
Mouse over the Data option to view the different options for data file export.

Create Bookmark Link: When you click Create Bookmark Link, a bookmark link is created for the report
in the address bar of the browser. You can then share the report link. For example, to share the link through
an email message, first copy the bookmark and then paste it in the email message before sending the email.

User Details Drill down Report

Click the Number of Users block to view the User Details Drill down report.

User Code User Name Group Code Group Name
ANALYST AMNALYST TFLTANALYSTGRP1 TFLTANALYSTGRP1
SUP1 SUP1 SUPERVISORGRP1 supervisorgrp1
SUPERVISOR1  supervisor TFLTSUPERVISORGRP1 TFLTSUPERVISORGRP1
TFADMM TFADMN TFLTADMINISTATORGRF TFLTADMIMISTATORGRP
TFANALYST TFANALYST TFLTANALYSTGRP TFLTANALYSTGRP
TFSUPERVISOR TFSUPERVISOR TFLTSUPERVISORGRP  TFLTSUPERVISCRGRP
Return - Refresh - Print - Export - Create Bookmark Link

Domestic Messages Drill down Report

Click the Count of Domestic Messages block to view the Domestic Messages Drill down report.
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports

Message Reference Message Type Originator Account

1723402120114300 MT298

18ED360466-100 MT711

Return - Refresh - Print - Export - Create Bookmark Link

Criginator Country Beneficiary Account Destination Country Transaction Reference

LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
LB
v § Rows1-25

LE
LB
LB
LE
LB
LB
LE
LB
LB
LB
LE
LB
LB
LE
LB
LB
LE
LB
LB
LE
LB
LB
LB
LE
LB

International Messages Drill down Report

Click the Count of International Messages block to view the International Messages Drill down report.
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports

Message Reference

103dkumar
1511050100WED 111
1511050100WED222
1511050100WED333
1511050100WED444
1802GA2660993567

Message Type
MT412

MT103
MT101
MT101
MT101
MT101
MT760

Originator Account

/DRLCAQYIRAQ123456789

ILV21HABAQS51003219457
ILVZ1HABA0551003219457
ILV21HABAO551003219457
ILVZ1HABAO551003219457

Return - Refresh - Print - Export - Create Bookmark Link

Originator Country Beneficiary Account Destination Country Transaction Reference
us LB

us LE

PL 2323232356826 SE

LV SY 2015110500000001
LV Y 2015110500000001
LV SY 2015110500000001
LV SY 2015110500000001
ES LB

LB SY

SY LB

ES SY

LB LL

LE LL

LB U3

LL LB

ES LL

ES LL

ES LL

ES LL

ES LE

ES LB

ES LE

ES LB

ES LB

ES LB

“ i Rows1-25

Alert Details Drill down Report - Due Alerts

Click the Count of Due Alerts block to view the Alert Details Drill down report.
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Accessing the Transaction Filtering Reports

Chapter 2—Transaction Filtering Reports

Message Referenc® Alert ID Created date Modified date Score Status Name User Name Group Name
103dkumar BR2TOD TR24/2019 44115 AM  T/2472019 4:45:51 AM 095 Released TFSUPERVISCR TFLTSUPERVISORGRP
180dhirankumar 54809 7222019 8:46:52 AM  T/22/2019 3:54:35 AM 95 Blocked TFSUPERVISOR TFLTSUPERVISORGRP
1augdki 56381 8/M/2019 2:46:38 AN 8/1/2019 3:25:23 AM 95 Released TFSUPERVISOR TFLTSUPERVISORGRP
T1augdk3 BG393 BM/2019 2:46:54 AN BM1/2019 25319 AM 95 Blocked TFANALYST TFLTAMALYSTGRP
76185477410 60205 9M18/2019 5:14:45 AM 9182019 5:18:50 AM 74 Blocked TFAMALYST TFLTAMALYSTGRP

60908 9/19/2019 5:19:15 AM 91972019 5:19:15 AM 98 Hold

60915 9192019 5:22:34 AM 9192019 5:22:34 AM 74 Hold

60922 9M9/2019 5:36:32 AM 91972019 5:36:32 AM 25 Hold

60934 9/19/2019 5:59:16 AM  9/19/2019 5:59:16 AM 98 Hold
UNLISTDETAILS011 50479 8M32019 240018 AM  BM 32019 5:22:51 AM 93 Blocked TFSUPERVISCR TFLTSUPERVISORGRP

60398 9M16/2019 1:55:29 AM 9162019 1:57:20 AM 08 Released TFSUPERVISCR TFLTSUPERVISORGRP
UNLISTDETAILS012 60425 9M16/2019 1:57:51 AM 9162019 1:59:12 AM 98 Released TFSUPERVISOR TFLTSUPERVISORGRP
dktimezone2 55845 7/30/2019 6:03:00 AM  T/30/2019 6:08:27 AM 93 Blocked TFANALYST TFLTAMALYSTGRP
dktimezone3 bh863 T/A0/2019 6:03:09 AM  T/3072019 6:09:11 AM 08 Released TFANALYST TFLTAMALYSTGRP
dktimezones 55899 7072019 6:03:31 AM 73072019 6:10:04 AM 93 Blocked TFAMALYST TFLTAMALYSTGRP
dktimezones 55917 T7/30/2019 6:03:42 AM  7/3072019 6:10:31 AM 98 Released TFAMNALYST TFLTANALYSTGRP
dktimezone? 55035 T/30/2019 6:19:58 AM  T/30/2019 6:53:33 AM 93 Blocked TFANALYST TFLTAMALYSTGRP
dkumar2 307 55183 7232019 75539 AM  T/2372019 8:01:13 AM 95 Released TFSUPERVISOR TFLTSUPERVISORGRP
dkumar23072019 55175 T/23/2019 7:32:53 AM 7/23/2019 7:35:34 AM 95 Released TFSUPERVISOR TFLTSUPERVISORGRP
dkumar2 308 55198 7/23/2019 8:06:28 AM  T/23/2019 8:09:14 AM 95 Released TFSUPERVISCR TFLTSUPERVISORGRP

Return - Refresh - Print - Export - Create Bookmark Link
Alert Details Drill down Report - Overdue Alerts
Click the Count of Overdue Alerts block to view the Alert Details Drill down report.

Message Reference Alert ID Created date Modified date Score Status Name User Name Group Name
0160101C138883846 hEG4T 8/2/2019 8:03:15 AM 8/2/2019 8:03:15 AM 95 Hold
1511050100WED111 51235 5/28/2019 53037 AM 72272019 T:02:31 AM 98 Escalated TFSUPERVISOR TFLTSUPERVISORGRP
1511050100WED222 51260 5/28/2019 5:30:45 AM  7/30/2019 6:51:29 AM 98 Hold
1511050100WED333 51285 5/28/2019 530:51 AM  7/26/2019 9:43:39 AM 98 Hold
1511050100WED444 51310 5/28/2019 530:58 AM 772272019 7:01:04 AM 98 Block Recommended TFAMNALYST TFLTANALYSTGRP
1723402120114300 55326 7/25/2019 3:00:51 AM  7/25/2019 3:00:51 AM 95 Hold

55329 72572019 3:01:02 AM  7/25/2019 3:01:02 AM 95 Hold

Bh332 TI25/2019 30116 AM  T/25/2019 3:01:16 AM 95 Hold

55614 72772019 1:37T:46 PM 7/27/2019 1:37:46 PM 98 Hold

BRG22 TR2TR2019 13821 PM T/27/2019 1:38:21 PM 85 Hold

BhG28 TI2T2019 1:38:50 PM 7/27/2019 1:38:50 PM 35 Hold

55632 T2TR2019 13915 PM Ti27/2019 1:39:15 PM 35 Hold

5RG38 T2T2019 13954 PM T/27/2019 1:39:54 PM 98 Hold

bhG4G TI27/2019 1:40:28 PM 7/27/2019 1:40:28 PM 98 Hold

55730 72972019 73307 AM  T/29/2019 T:33:07 AM 98 Hold

55764 7/30/2019 5:29:36 AM  7/30/2019 5:29:36 AM 98 Hold
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports

Messages Count by Jurisdiction and Business Domain Report

To view the number of transactions for a selected jurisdiction and business domain, select the jurisdiction in the
Messages Count by Jurisdiction and Business Domain report and click Apply. The report is refreshed with the
selected data.

Messages Count by Jurisdiction and Business Domain

Jurisdiction | | ¥

Date Range gatween -*_*e' tﬂa Apply Resetw

2.0

B0

Fansacl on

Sount of
u Transaction

oo

Refiesh - Prinl - Export

Alert Count by Jurisdiction and Business Domain Report

To view the number of alerts for a selected jurisdiction and business domain, select the jurisdiction in the Alert
Count by Jurisdiction and Business Domain report and click Apply. The report is refreshed with the selected
data.
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Accessing the Transaction Filtering Reports
Chapter 2—Transaction Filtering Reports

Alert Count by Jurisdiction and Business Domain

Jurisdiction  —Seled Valpe- w

Date Range getwesn o T -“é‘ Apply Resetw

B Count of Aliest

UFISERCT0n

Rafresh - Fnnt - Export

Alert Count by Compliance Team and Reviewers Report

To view the count of alerts for a particular compliance team, select the compliance team and click Apply. The report
is refreshed with the selected data.

Alert Count b.‘f CDI'I'Ipl lance Team and Reviewers
Compliance Team -Select Value- w« | Apply | Reset v

300

700

G600
« 500
o
=z W TFANALYST
£ a0 [ TFSUPERVISOR.
3
2 300

200

100

o —— S |
TELTAMNALYSTGRP TFLTSUPERVISORGRF
Compliance Team
Refresh -Print - Export
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Transaction Filtering Reports

Chapter 2—Transaction Filtering Reports

Transaction Filtering Reports

The following categories of reports are available in Transaction Filtering:

e Operational Reporting

e Audit Reporting

e MIS Reports

Operational Reporting

Operational reports are related to daily operations and activities, and provide information on productivity. This
section has the following reports and dashboard available:

e Alert Analysis Report

e User Analysis Report

e Message Analysis Report

Alert Analysis Report
Use this report to view the alert score generated for a particular message type and user.

Message Reference
0160101C153855846
103dkumar
1511050100WED 111
1511050100WED222
1511050100WED333
1511050100WED444
1723402120114300

AlertID Score
56647 95
55270 95
51235 98
51260 o8
51285 98
51310 o8
55326 95
55329 95
55332 95
55614 938
b5622 85
55628 a5
55632 85
55638 98

Created date

8/2/2019 23:03:15 AM MT707
TI24/2019 44115 AM MT103
5/28/2019 5:30:37 AM MT101
5/2872019 5:30:45 AM - MT101
5/28/2019 53051 AM - MT101
5/2872019 5:30:58 AM - MT101
7/25/2019 3:00:51 AM MT298
71252019 3:01:02 AM  MT288
7/25/2019 3:01:16 AM - MT298
TI27/2019 1:37:46 PM - MT293
712772019 1:38:21 PM MT292
72772019 1:38:50 PM MT293
712772019 1:39:15 PM - MT298
TI27/2019 13954 PM MT298

Refresh - Print - Export

Message Type Status

Hold
Released
Escalated
Hald
Hold
Elock Recommended
Hold

Hold
Hold

Hold

Hald

Hold

Hald
Hold

User

TFSUPERVISOH
TFSUPERVISOI

TFANALYST

User Analysis Report
Use this report to view the time taken by a user to resolve an alert. You can see which reviewers are quickly resolving
alerts in order to meet a particular cut-off time.

Reporting Guide
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Operational Reporting
Chapter 2—Transaction Filtering Reports

Message Reference
103dkumar
180dhirankumar
1augdk1

Taugdk3
76185477410

Evaluatni
NUSCGM039984
UNLISTDETAILS011

UNLISTDETAILS012
dktimezone2
dktimezone3
dktimezones
dktimezoned
dktimezone7
dkumar2307

dkumar23072019

dkumar2 308

BLOCKOMNET03MESD2

User
TFSUPERVISOR
TFSUPERVISOR
TFSUPERVISOR
TFANALYST
TFANALYST
TFANALYST
TFANALYST
TFANALYST
TFSUPERVISOR

TFSUPERVISCOR
TEANALYST
TFANALYST
TEANALYST
TFANALYST
TEANALYST
TFSUPERVISCOR
TFSUPERVISOR
TFSUPERVISCOR

Compliance Team

Time Taken To Resolve Count of alert Rate Per alert Status Name

TFLTSUPERVISORGRP
TFLTSUPERVISORGRP
TFLTSUPERVISORGRP

TFLTANALYSTGRP
TFLTANALYSTGRP
TFLTANALYSTGRP
TFLTANALYSTGRP
TFLTANALYSTGRP

TFLTSUPERVISORGRP

TFLTSUPERVISORGRP

TFLTAMALYSTGRP
TFLTANALYSTGRP
TFLTAMALYSTGRP
TFLTANALYSTGRP
TFLTAMALYSTGRP

TFLTSUPERVISORGRP
TFLTSUPERVISORGRP
TFLTSUPERVISORGRP

240 Released
117 Blocked
78 Blocked

0 Released
0 Blocked
1 Released
0 Blocked
0 Blocked

3 Blocked
0 Released
0 Released
0 Blocked
0 Released
0 Blocked
0 Released
1 Blocked
0 Released

0 Released

0 Released

To view the drilldown report, click the Count of alert number. The Alert Details drilldown report is displayed.
Use this report to view the alert status and the alert resolution status.

103dkumar

Message Reference AlertID Score Created date

55270 95 7/24/2019 4:41:15 AM

Return - Refresh - Print - Export - Create Bookmark Link

Message Type Status of Alert Whether resolved in cut-off time (yin)

MT103

Released

Alerts with Cut-off Analysis: Use this report to view the number of messages for which payments are due.

12
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Operational Reporting
Chapter 2—Transaction Filtering Reports

Alerts with Cut-off Analysis

Message Reference AlertID Message Type Cut-off Time OverDue Time Leftin Min
707portandgood 50133 MT707 4% 8715
80509 50110 MT103 - Ak ¢

-8,728
Evaluatn1 50496 MT101 4|Y

-4,130
Evaluainitst 50513 MT101 4 |Y
OPTIONALFIEL52D1 50091 MT103 4y s

Report Filters

To view the report filters, click the funnel icon v . The individual report filter fields appear on the left.

Global Filters ve

=

Alert Creation Date

Between rb- r.,e
User

—Select Value-- w

Status of Alert
—Select Value- w

Apply Resetw

The following filters are available:

e Alert Creation Date: This filter allows you to select the dates between which a particular alert is created. To
view data, use the date picker icon or enter the date in the field and click Apply.

e User: This filter allows you to sort the report data for to a specific user. To view the data, select a user in the
field and click Apply.

e Status of Alert: This filter allows you to sort the report data for to a specific alert status. To view the data,
select an alert status in the field and click Apply.
Click Reset to view the report without any filters applied.
To go back to the Transaction Filtering home page, click the Home tab.

Reporting Guide 13



Operational Reporting
Chapter 2—Transaction Filtering Reports

Message Analysis Report

Use this report to view the number of messages generated for a particular currency amount, originator account, or
beneficiary account.

Measages Analysis with Hey Data
Message Refersnce Transaction Reference Message Type Amount Curmency Originator Account Beneficiary Account Alerted (Y] Alert 1D
UNLISTDETAILS0N  A0A5110500000001 K710 M EUR FERZ2ATTTI0000005E006 1501 Y 0,081
1M 50,099
UNLISTOETAILSNZ 20151 10500000001 MTI01 1M1 EUR PSR AT DOOO00EE006 1201 ¥ 20,1357
m 50,209
1M 50,537
UNLISTOETAILS0N 2051 10500000001 MTI01 1M1 EUR PSR AT DOOO00EE006 1201 ¥ 20,155
UNLISTDETAILS0NE  A0A5110500000001 K710 M EUR FERZ2ATTTI0000005E006 1501 Y 0,173
UNLISTDETAILSMS  2015110500000001 MT101 1M1 EUR TS24I 0DO00OEED0G 120N ¥ 501
UNLISTOETAILSNS 20151 10500000001 MTI01 1M1 EUR PSR AT DOOO00EE006 1201 ¥ 202ET
UNLISTDETAILS030  A0A5110500000001 K710 M EUR FERZ2ATTTI0000005E006 1501 Y 50,245
UNLISTDETAILS021  2015110500000001 MT101 1M1 EUR TS24I 0DO00OEED0G 120N ¥ 50,263
UNLISTDETAILS0Z2  2015110500000001 KTI01 111 EUR ISE24 1111 000000EE006 1504 ¥ 50281
UNLISTDETAILS0E 2510500000001 K710 M EUR FERZ2ATTTI0000005E006 1501 Y 50,299
UNLISTDETAILS024  2015110500000001 MT101 1M1 EUR TS24I 0DO00OEED0G 120N ¥ 07
UNLISTDETAILS0ZS  2015110500000004 MT101 11 EUR ISE24 1110000006006 1504 hi 50,335
UNLISTDETAILS03E  A0A5110500000001 K710 M EUR FERZ2ATTTI0000005E006 1501 Y 50,353
UNLISTDETAILS02T  2015110500000001 MT101 1M1 EUR TS24I 0DO00OEED0G 120N ¥ 50.M
UNLISTDETAILS0ZE  2015110500000001 MT101 11 EUR ISE24 1110000006006 1504 hi 50,383
Al
Number ol Messages Inom sounce Number o messages to Destination
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Report Filters

To view the report filters, click the funnel icon v . The individual report filter fields appear on the left.

Global Filters

Message Reference —Select Value— w
Message Type --SelectValue—- w
Amount -Select Value—- w

Currency -SelectValue—- w
Originator Account —Select Value—- w

Beneficiary Account —Select Value—- w

Apply Resetw

The following filters are available:

Message Reference: This filter allows you to sort the report data based on the message reference name. To
view the data, select a name in the field and click Apply.

Message Type: This filter allows you to sort the report data based on the message type. To view the data,
select a type in the field and click Apply.

Amount: This filter allows you to sort the report data based on the transaction amount. To view the data,
select an amount and click Apply.

Currency: This filter allows you to sort the report data based on the transaction currency. To view the data,
select a currency in the field and click Apply.

Originator Account; This filter allows you to sort the report data based on the account from where the
transaction originates. To view the data, select an account in the field and click Apply.

Beneficiary Account: This filter allows you to sort the report data based on the account to where the
transaction ends. To view the data, select an account in the field and click Apply.

Click Reset to view the report without any filters applied.
To go back to the Transaction Filtering home page, click the Home tab.

Audit Reporting

Audit reports provide information on audit events. The section has the following dashboard and report available:

Alert Investigation Dashboard

Message Status Report

16
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Alert Investigation Dashboard

Use this dashboard to view the alerts that have been audited based on the message status and the number of alerts

that are reportable to authorities for a particular date range.

Alert Count By Status

Bspagred Blocked Mok gl a e
R Print - Expaor
A ount Reportable to Authorities

Date Range Between

E-a Apply  Reset -

Time In Status

Message Reference | Alert ID | Create Date

Time Taken to Close | Hold | Assign | Escalate

105dkumar 55270 7/24/2019 4:41:15 AM
1511050100WED111 51235 5/28/2019 5:30:37 AM
1511050100WED222 51260 5/28/2019 5:30:45 AM
1511050100WED333 51285 5/28/2019 5:30:51 AM
1511050100WED444 51310 5/28/2019 5:30:58 AM
180dhiranKumar 54800 T/22/2019 8:46:52 AM
182910009 52048 TM/2019 1:533:38 AM
52056 TM/2019 1:34:59 AM
1augdk1 56381 8/1/2019 2:46:36 AM
1augdk2 56387 8/1/2019 2:46:45 AM

0 ] 0 ]
49 21 175
1513 -268
1420
. 240 1081
0 0 0 0
509 -1
509
1 0 0 1

Reporting Guide

17



MIS Reports
Chapter 2—Transaction Filtering Reports

Message Status Report
Use this report to view the number of alerts that are audited based on the screening status of the messages.

Received Messages Failed Messnges Auto Clean Messages Suspicious Message

: 7
MIS Reports

MIS or Management Information System reports are used by senior-level management to view specific data. This
section has the following reports:

e Sanctions Screening Report
e Risk Rule Report
e Whitelist/Good Guy Report

Sanctions Screening Report
Use this report to view the number of hits matched with different web services, number of false positives and true

positives for different matches, and a detailed report of all data for different message types.

e The images in the Hit Type Report display the number of hits received by a specific matching web service.
Click inside an image to view the drilldown report related to the web service.

e The Match Rule Effectiveness report displays information related to the number of alerts and
corresponding true positives and false positives for a selected match rule. To view the information for a

match rule:
a. In the Match rule field, select the match rule.

b. Click Apply.

When you apply the filters, the Detailed Hit Report is also refreshed with the values related to the
selected match rule.

e The Detailed Hit Report displays additional details such as the field name which is matched,
individual/entity name which is matched, and the associated country/city.
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Hit Type Report

67 68 5
Name & Address BIC Narmative Ports
Refresh -Print -Export Refresh -Print -Export Refresh -Print -Expaort Refresh -Print -Export Refresh -Print -Export Refresh -Print -Export
Maich Rule Effecfiveness
Match rule —Salect\alue- -« | Apply | Resetw

Match Rule Total number of alerts  Total number of false positives Total number of True positives
Exact goods name 1 1] 1}
[B0011]Exact bank identification ) match 34 1] 1]
[B3021]Bank identification code | ontains 34 1] 1}
[CO011]Exact couniry name 34 i} 1}
[CO021)Exact county name g 1] 1}
[1001D]Exact name enly 18 1] 1]
[I001E)Exact name {conflict) 10 1] 1}
[I002E)Exact standardized Full name {conflict) 1 i} 1}
[10070]4bbrevisted standardized given name 2 o 0
[I011D}Additional names 22 1] 1]
[10210]Abbrevisted given name and family name similar only 4 o 1]
[NO021)Exact City name 1 i} 1}
[HODS1)Exa: 2 o 1]
[NO101)Exal 1 o 0
[MO104) name 3tleast one word matching 3 1] 1]
[PO02]Exsct Port name Only 2 1] 1}
[POD4]Exsct Port synonym name Onky 3 i} 1}

Refresh -Print -Expart

Detailed Hit Report

Matched Matched Matched Matched M:
_ b = Matched Matched
Messapge Reference g‘:::_: Input Data :I;!:e .Ihi;apt:h w::;d#::l_‘ E:lt_l'_ll: Country h':’ BIC from :;:e E;
. - from List . List f
List from List List from List  frc
TOTponandgood 82 Rendersd fats or solusnt 458 Goods 15 .
extraction facts 20
84 Otsgo Harbour L4448 Port MNZ ORR
w
85 Csimns Seaport 445 Port A CNS
4 | 4

Drilldown Reports

To view the drilldown report for any matching web service, click the web service name in the Hit Type Report
section. The drilldown report for the web service appears. Use this report to view the match score, the watch list

used for matching, and the type of entity matched.
The drilldown report for the Name & Address matching web service is shown below:

Reporting Guide
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Message Reference  AlertID  Match S5core  Rule Maiched Listname  Maiched Subiist Name  Matched Type
10 kumas ECF F1 W07 LDlADDreviated slandardized given name  HMI HMT-CONI Indwvdual
1511058 IMNED T11 51238 TE | WY ACY-8 Irodlrwerhimal
1233 ] D DS indhadua
T HMT HMT-CONS Indnvdusl
511050 NELITYY S0 ™ g T, el el i
51250 m ul] DLW-SAR Irdtvsd e
261 B¢ hame only HMT IMT-CONG Indtivadlisal
151M050100WEDIZ3 51285 A& Rame anly ALY ACY-3AM Individiaal
51285 atd e anky oL O BAN Irtwachsal
5185 301 name onlky HMT HMT-CONS Indhidmal
1000 10WED4d 5 aC1 nama only ALY ACY-HAN Indnedisa
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Report Filters

To view the report filters, click the funnel icon v . The individual report filter fields appear on the left.

Global Filters

Message Reference --Select Value-- w

Match Score —Select Value- w
Matched Type -—-SelectValue- w
List Type --SelectValue- w

List Sub Type -SelectValue-- w

Apply Resetw

The following filters are available:

e Message Reference: This filter allows you to sort the report data based on the message reference name. To
view the data, select a name in the field and click Apply.

e Match Score: This filter allows you to sort the report data based on the match score. To view the data, select
a score in the field and click Apply.

e Matched Type: This filter allows you to sort the report data based on the match type. To view the data, select
a type and click Apply.

e List Type: This filter allows you to sort the report data based on the list type. To view the data, select a type in
the field and click Apply.

e List Sub Type: This filter allows you to sort the report data based on the list sub type. To view the data, select
a sub type in the field and click Apply.

Click Reset to view the report without any filters applied.
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To go back to the Transaction Filtering home page, click the Home tab.

Risk Rule Report
Use this report to view the total count of alerts for an evaluation/risk rule.

Risk Rule Hit Report

Risk Rule Name Alert Count
Rizk-High Risk Destination Country Evaluation 3
Risk-Watchlist Screening Evaluation 13

Refresh - Print - Export

Drilldown Reports

To view the drilldown report for a risk rule, click the Alert Count hyperlink. The drilldown report for the match rule
appears. Use this report to view the match score for an associated risk rule.

Message reference Alert ID Risk Rule Name Match Score
15110501 00WED111 51235 Risk-Currency VS Amount Threshold Evaluation 25
1511050100WED222 51260 Risk-Currency V5 Amount Threshold Evaluation 25
1511050100WED333 A1285 Risk-Currency VS Amount Threshold Evaluation 25
1511050100WED444 51310 Risk-Currency VS Amount Threshold Evaluation 25
TFLTOO000001 52043 Risk-Currency V'S Amount Threshold Evaluation 25
TFLTOO00001 52060 Risk-Currency VS Amount Threshold Evaluation 25
TELTOOO00001 h2083 Risk-Currency VS Amount Threshold Evaluation 25
TFLTOO000001 52100 Risk-Currency VS Amount Threshold Evaluation 25
TFLTO000001 52112 Risk-Currency V35 Amount Threshold Evaluation 25

Whitelist/Good Guy Report
Use this report to view the number of matches, number of suppressed alerts, and number of suppressed matches for
a name in the watchlist.

Whiteliet/GoodGuy Raports

GoodGuy Name Tatal number of massages matched Total number of Suppressed Alens  Total numbaer of Matches suppressed
ABDUL GHAFAR QURISHI ABDUL GHAMI 23 0 23

Hefresh - Fnnt - Export
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Report Filters

To view the report filters, click the funnel icon v . The individual report filter fields appear on the left.

Global Filters

GoodGuy Mame -Select Value-- « | Apply  Resetw

The following filter is available:
e GoodGuy Name: This filter allows you to sort the report data based on the matched name. To view the data,
select a name in the field and click Apply.
Click Reset to view the report without any filters applied.
To go back to the Transaction Filtering home page, click the Home tab.
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