ORACLE

Oracle Financial Services
Operational Risk Analytics
User Guide

Release 8.0.0.0.0
Jannary 2015

ORACLE
FINANCIAL SERVICES







Oracle Financial Services
Operational Risk Analytics
User Guide

Release 8.0.0.0.0
January 2015

Document Control Number: 9REV1115001-001
Document Number: ORAUG-12-OR-001-2.0-01

Oracle Financial Services Software, Inc.
1900 Oracle Way
Reston, VA 20190



Document Number: ORAUG-12-OR-001-2.0-01

Copyright © 2012-2014, Oracle and/or its affiliates. All rights resetrved.
Printed in U.S.A. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording, or otherwise without the prior written permission.

Trademarks
Oracle is a registered trademark of Oracle Corporation and/or its affiliates.
Other names may be trademarks of their respective owners.

Oracle Financial Services Software, Inc.
1900 Oracle Way

Reston, VA 20190

Phone: (703)-478-9000

Fax: (703)-318-6340

Internet. www.oracle.com/financialservices


http://www.oracle.com/financialservices

LIST OF FIQUIES ittt e e e e e e e e e e e e e e e e et ettt b e s e e e e e e eeeeeeeeeeeenssnnnnns Xi
LIST Of TADIES e e e e e e e e e e XV
Who Should TUSE thiS GUIAE ....ecueiuiiiiiiiiceiceeeeteec ettt ettt et st e st e st e e aesaesss e s essessstestestestssrssrsersensensensassensans xvii
How this Guide 1S OrganiZed .........ccociviiiiiiiiiiiiiiiiiii s xvii
Whete to FINd MOre TNfOIMAtION wovivuiviiieiieiieiceiiiceeteeteeeest ettt ettt ettt sttt e e te st e stesassate e s srsstssssensensensansenean xviii
Conventions USed 10 thiS GUIAE .....coueiveeiiieiieiiee ettt ettt et st e st e st eeae st eessesasessesesasesssesssesessesnsesssessean xviii
CHAPTER 1 Introduction to Operational Risk AnNalytiCS.......cccccceeeviiiiiiiiniiinnns 1
ADOUE OFSORA ...ttt ettt et eae st et et et et et e st esaesteeseeatesteateaseas e st e saasessensesaeeaesasassarsensensensensesaestesaesns 1
Salient Features Of OFSORA ...ttt ettt et s e st e eae et e ste s st e s st esaeessesasesatesessesatesssesssensessessseses 1
Logging in t0 OFSORA ......ccoiiccere ettt naeaees 3
Common Screen Elements in OFSORA .....cooioiiiriieieeeciseeee ettt se sttt ssse e sesanesesens 4
DIASHDOATA FIIEES oottt et s st eae vt et e st e st e s st eae s s e st esases st e st ssesntesasesstesesasesssenseessesnsesasens 4

ROPOTE LIRRS ..ot 5

EPPOF MLESSAZES ..o bbb s 5

o L O 7 T 5
Components 0of OFSORA .......ccoiiiiic s 6
OFSORA REPOLNG MALT ..ottt s et eae s eae s sessessese st eassesesensesenss 6

D ata M OVEMENT PLOCESSES...cuviintiieiiieieeeieett ettt et ett ettt et e st e sate s st esae et eestesatesstesasensesaseestestessesssrsesnsesssenseentesnsesnes 6
OFSORA OBIEE REPOSILOLY ....ouvuiiuiiiiiiiiiiiiiiiiiicisisessinis sttt sss s ssse st ssss s ssssesssssssssssssss 6
OFSORA OBIEE Web Catalog ......ccvcuieuieiiiieiiciiicinieisitieeieestessise et eesessese s s sessssessessssessessssesssensesesses 6
Dashboards 1 OFSORA ...ttt ettt ettt et e st esat e s st s ete st e st esaeesteesesasesstesstersessesnsesesesrtesssessesrsessesssesses 7
CHAPTER 2 Overview of OFSORA Process FIOW.......cccocciieiiiiiiiiiiin e, 9
Steps it OFSORA ProCess FLOW ...ttt sesssessssenns 9
Data movement Process I OFSORA ..ottt ettt s et steesaeseae st e s st esatessesssesasesstesesssesssesssessesssessesaes 10
CHAPTER 3 Populating the Dimension Table ..........ccccoie 13
OVELVIEW OF SCID PLOCESS ..vvviieeectieeteeeteete ettt ettt ettt et sa e e s tteeae et e s st e satesaeentesaaesatesasesaeestestesssetsansssnsesaeesseenssentesntesseas 13
Type 1 SCD MEthOAOIOZY ....vuiuiiiiiiiiiiii bbb 13
TYPE 2 SCD MEthOAOLOZY ....couvmvrmieiiciicieiriesei ettt ettt 14
Executing the SCD COMPONENL ....ouiuiiiiiiiiiiiiiiiiiiiiis ittt 14
Checking the EXECUON STALUS ..c.vieiiiciceiiciiicirie ettt aees 15
TSt OF DIMENSION TADBLES ...ttt ettt ettt et et e s s e sae e s bt et e et e estessteaeestesnsesnsesseesasenseensesnsesns 16
CHAPTER 4 Managing the Dashboards..........cccccceiiiiiiiiiiiii e, 19
5 03 o LTSRN 19

Oracle Financial Services Operational Risk Analytics User Guide v



Contents

VIEWING SUMIMIATY ¢ttt bbb bbb bbbt 19
Performance INAICAt0rs..............c.coccviiiviiiiiiiiiiiici s 20

INet 1085 AmIOUNE DY CAUSES .ottt e sses et es e ssenessestassesesseneasaesessenn 21
INUIIDEr 0f 1L0SSES BY CAUSES ..ttt 22
Numiber of Losses vs INet LoSS AIIOUNE ..........oouuuiviiiiiiiiiiiiiiciciiicic s 23
Residnal Risk Rating By Catses .......couviievivieiiriniiiiiiiiiiniiicicisis s 25
C0nt10L RALING DY CAUSES ..ottt 26
Control Rating Distribution for High RISRS ..o 28

Key Riske INAcaton DY Captses.......cuceceeuvereevcuerreninieietsisinisieessesesesessesessasie e tasiesessestsssssessassessesestscsessasesesssenn 29

Key Control INAIator DY CauSEs.....ccunnecovuervriricccieinniseeeiereceieiessisessie ettt sesseseseassessasencassenes 31

Key Indicators by High Risks and Ineffective COMTOL ...........cvweuveeueeniciniceriseeiniceniesecseisesse e ssssesssssseaeses 32
Action SUMMArY DY CaSes...........ccucucuviniiiiciiiiiiiicicsiits sttt 33
AGIEIONAL REPOFIS ...t 35
SCOLECALM .ttt e 43
THUCIARIE 1ottt ettt 44
Accessing the Incident Dashboard.......c..cccoiiiiic e 44
Viewing Heat Map for INterNal LLOSSES.....cuviriciirieiiciricireieieie e sseenns 44
T12rRGL LL0SS IVLATIX ..ottt 45
Viewing Trend REPOLLS ....c.cviuiiiiiiiiiiiciii s 45
Trend of Internal 1.oss Frequency by LOCAIION ............cocecuveecuvieuvenincinicinicisieeineeseeesee e 47
Trend of Internal 1.osses Severity by LOCALION .............cuecuceniucuniciriciiiicinicsicsies et 48
Trend of Internal 1osses Frequency by 1ine 0f BUSINESS c.....ovucueecureecureniueenieisicnieieseiesse e eesenscaes 49
Trend of Internal Losses Severity by 1ine 0f BUSINESS.........couvvoniiciiiiiiiiiiviiiiiiii i 49
Trend of Internal Losses Erequency by Basel EVent...........cucviniiviniiciiiiiiiiciiisies e 50
Trend of Internal Losses Severity by Basel EVent ...........uocuceieciviiiiviiiiiicisicisieisinsiesie s 52
AGIIONAL REDOFES ...ttt 52
Viewing Analysis Of INterNal LLOSSES ...ttt e 53
Internal Losses vs EXTEINAL LOSSES.......covvucucuiiniiiiciiiiiiiiiiciris ettt 54
Gross Loss Anount vs. INet 1055 AMOUNE ...........oeeeucuciiiviniiiiiiiiiiiccicisiitce e 55
RCSA (Risk and Control SElf ASSESSIMICIIEL) ...eveueucuererrirerieerererrerieeerereereseereeresseststsesessasesestaesesessesesesessessaersssasesssesesssseseses 57
Accessing the RCSA DashbDOALd ...ttt sesenns 57
L GOWENG SUBPIATY ...ttt 57
RS HEAE VLGP ..ttt ettt 59
RIS RAIING DIISITIDUIION ettt ettt 60
Inberent Risk ACross BUSINESS LiMe ..ottt eaaes o1
Controls Across BUSINESS LInEs .........ovucucuviviiiiiiiiiiiiicicciini s 62
Residnal Risk ACross BUSINESS LN .....ucoeecoreeciriciriscieirieriesecireeie et ssesseae s ssesessssesesncaes 62
CONIOL HEGE MP ...t 62
Control RAting DISHIDHIION .............covuiviaiiniiiiniiiiiiciiiiciic s 63
CONTOL EJJECHIVENESS ittt 64
Risks 175 Cost 0f COMIIOL ..ottt 65
RUESE REPOTES ..ottt bbb bbb 65
CONMIPOL REPOTIS ..ottt bbb 72
Viewing Trend Analysis-RISKS ..o 77
Trend of Risks by 1ine 0f BUSIHESS ........coccucuvecuvieciiiiiciniiciniciriecee ettt 78
TTENA OF RISRS DY LLOCALION ...ttt 78
TTENA OF RISRS DY CAUSES ettt ettt 79
Trend of Risks by Risk E0enE TYPE.....uvniviieiieiiniiiiiiiii s 79

Vi

Oracle Financial Services Operational Risk Analytics User Guide



Contents

Total No 0f Risks 05 High RISRS ....covuvviviiiiiiiniiiiicicic s 80
REPUIGLION RISRS ..ot 80
Viewing Trend ANalysis-COntrOlS........ooiiiieiciieiriiereie et 81
Trend of Controls by 1ine 0f BUSINESS.c...cowucuneucureecieeeeieineicinecriesee ettt nsaes 81
Trend of CONIOLs BY LLOCAIION ......cueeneeeeiicicceieecree ettt 82
Trend of Control Ratings by Control Category ...t 82
IKEY INAICALOLS coreeiiriecicietetrtrc ettt et ettt ea ettt b et nen e estaesenen 83
Accessing the Key Indicators DashbOard ..ot eeseieeseessesesse e seeseaessesenns 83
Viewing Key Indicator DEtails ..o 83
Key Indicators with Assessment Rating by Business Lipe.....c.cuvevencececueureniniocerinrinrceseeneseeeersenessiseeeesesssseseons 83

Key Indicators with Assessment RAting by LOCAIION ........ouveececeereereneecrereininicciersiriieienseneesessesisessiessessaesessesescassenns 84

Key Indicators by Type along with ASSESSIMENLS .........c.veeucereeenieirieeirenicneeesieseeieesse sttt sssasaes 85

Key Indicators by Risk FEVent TP ......ocvviniiviniiiiiiiiiiiii s 85
Internal Losses vs. Key INAICator Breaches...............c.c.cvcccuvininiiciciriniiciciisisesie et 86

Key Indicators by Canses Vs RISRS DY CAUSES...ueeueecreeriririiiieieiiiiieieininiteeses st ssesss e sessasssasnenes 86
VieWIng Key INAICATOL ..oucuiiiiiiciiciicicciie ettt 86
AdAIHONAL REPOLES cecvrveriieiiiieiriectrietrieee ettt ettt et sae sttt s et eacsssacsesneaen 87
Trend of Internal 1osses v5 KIS BRearhes ........ouvuvciivciiiiiviniiiiiiiiiiciisii s 87
Excpected Assessments Vs ACHAL ASSESSIENELS ........uuueecueueuririiiereirisicereisirteee s sesesessseans 87
ISSUES BE ACHIONS .ottt semae e e s seaeneees 87
Accessing the Issues and Actions DashbOard ........cccceuveciriieinieinicinieccnee e sesenne 87
Viewing ISSUES REPOILS ...ttt 88
AGING OF ISSHES .o 88
AGING OF ACHONS oo 89
TSSHE IVIEETIES .ottt bbb 89
ACLION IVIEETTES .o bbb 89
REOPENOA ISSUES ... 90
AGIIONAL REPOFES ...ttt 90
VieWIng TIENd REPOLLS ..cuuemiiirieciieciiciccieeie ettt eaenen 90
Trend of Iss1es by BUSINESS LINES ........ouvveeiviniiiniiiiiiiiciiic s 91
Trend of 1551165 BY LLOCAIIONS .....o...oueiniiniiiiiiiiiiiiiii e 91
Trend of Issues by Risk Eens THDES.......ccuvvcuviiiiinieiiiiiiiiiciicicsi s 92
Trend of 1551165 BY ISSHE TYPe.....c...oeeiiiiiiiiiiicicicceccc ettt 92
Trend of 155116 cOSIS VS ACHHAL COSE........cuoennieiiciciiiciiciseci ettt 93
L5516 Category 15 RISRS coucuuiviiiiiiiiiiiiicciici bbb 93
AGAIIONG] REDOTIS ittt 94
TOSULANCE ottt 95
Accessing the Insurance Dashboard ... 95
Viewing Claims DEails ... 95
Insurance Policies by BUSINESS Lile..........cuucouuviniiiiiiiiiiiiiiiciiciicisiis s 96
11150470100 POLCIES BY LLOCALION ..ottt ettt e nensaseseasienen 96
Insurance Policies by Risk FEVEHE TYPE ........uveiueiuceiciiiiiirinicccesteseee ettt saaes 96
AACIIONA] REPOFES ...ttt et 97
VIEWING POLICIES . .cviviiiiiiiiiiiiii bbb 98
Insurance Policies due for Renemwal ... sssssssssses 98
Policies ithout BUSINESS UNGE c.......c.covcecuveecuviiiiiniicnicnieieie ettt et saes 99
AGIIONA] REPOFES ...ttt ettt 99

Oracle Financial Services Operational Risk Analytics User Guide vii



Contents

SCENALIO coviiiii bR 100
Accessing the Scenario DashbOard ... 100
Viewing Scenatrio DEtails ... 100

Financial Impact Trend................cciviiiviiiiiiiiiiiiiciii s 100
Non-Financial Impact TTend ...ttt 101
S0EnaATI0 1055 TTENA. ... 101
Scenarios not associated With Any RISR........vcuvernieccueinninecererieceseesiseeesesses et ssesessessessessassesssseseassesessenenns 102
High Frequency Scenarios with INO INCIHERES ...........o.cuevueieciniiiiiiniicsiccicsieeneeees s eees 102
SCenarios WithOUt INSUTANCE ..............cocovucuciviviiiiiiiiiiicicc e 102
Insurances associated With SCeNATIOS.............c.coiviiiiiiiviiiiiiciii s 103
SCNATIO DCIAULS ..o 103
VIEWING IMPACE w.vviiiiiiiiiic bbb 104
Financial Impacts by BUsiness Line............c.ccveeueevicnieuniocininicnieisicsieieistie et sassssssssnens 104
Non-Financial Inmpacts by BUSINess Line ... sssssssnens 104

AAUAIE oottt 106
Audit Tasks DY LINe Of BUSINESS ...ccucueiirriieieiiereirinieetetniicieieiessesesteeiesesseesesesessesestacsesessesestssescessesessesesssesesssseesns 106
Audit Tasks DY LIOCAOMN c.cevuiuiriciicirieicicieirecireicteete ettt sttt sessesenncs 107

Compliance & ODBLGALIONS.......c.cuiueuiiicicicieire ettt ees 107
Accessing the Compliance and Obligations Dashboard..........c.cciienicnicniceeeeeeeeeeeeneenes 107
VIEWING SUMIMIALY oottt bbbt sa bbbt 107

ROGUIALION ASSESSTIENE ..ot 108
ODIEGALION ASSESSIENELS ittt ettt et ettt s s s e enes 109
Regrlation Risk Heat Map............c.c.cvcevecuviciriniiiinieinicneceeece et 110
Obligation Risk Heat Map..............c.ccviiiiuiiiiniiiiiiiiiiniiciciiic s 110
Obligation Assessment with CORIIOLS...........ccvuvvcuiiiriniiiiciiininicce st 111
AGAIIONA] REDOTIS i bbb 112
817ate O ODIGALIONS ...t s 115
Viewing Trend ANALYSIS. ..ottt 116
Trend of Regulations by 1ne 0f BUSIIESS c........cueecuveeuveeicenicnicinics ettt 116
Trend of Regnlations by JLOCALION ..............ccuvuiiniiviniiiiniiiiiiiii s 117
Trend of Obligations by Line of BUSINESS c.......cuvievviniiviniiiiiiciiiiiciiciic s 117
Trend of ObIGations BY LOCAIION. ..............c.covecuvieimiiiiiiiiciiciiit s 119

Business Continuity Plan.......cccviiiiiiiiiii b 119
Business Continuity Plans by Business LINES ......ccccveurieuricreiniieinieinicircieneeieeseseseeesessesessesessessesesessesessesenne 120
Business Continuity Plans Dy LOCAHIONS ....covceeuerrrririerierereiriccieierieceeiereeseeienenessesceeiesesseesesesessesenesseseseecsesessene 120
Business Continuity Plans by Risk EVENt TYPES ...cvruericiriciiiiieiiieicirecieeeieeeieese e seesesessssesseseesesessesenns 121

INfOrmMAation LUDIALY ...c.cuiiiiiiiiieiiiicc ettt et 122
Information Library Types by Business Line and Risk Ratings........ccovccuvevcueniieinicinicenicnicreccnccccnenenne 122
Information Library Types by Business Line and Control Effectiveniess ........covveeecrreecrreniernicrrisersereennenes 122
Information Library Types by Business Line and BCP Ratings ........cccccvuiviiiinicnicinininiciscccns 122
Information Libraties not associated With ENHIHES ....c.vccuricueinieiniieiricircieeeccree e senesenne 123
New & Retired Information LIBIaries ... 123

Change INIHATIVES ....c.cuiuiiiciieiiccieiieci ettt s es st ees 124
Change INitiative ANALYSIS......ccvicuieiriiieicicrieecr ettt et eaesenaee 124

Change Initiatives by BUSINESS TUNES ......c.c.cuviiiuiiiiiiiiciiiiiiiiiiccisittc et 124
Change Initiatives by LOCAIIONS ............c.covueuiuciniiiiniiiiiicisicisiiii s 125
Recommended Risk Event Type 1's Applicable Risk Event TYPe ... 125

viii Oracle Financial Services Operational Risk Analytics User Guide



Contents

Change INitiative IMPACt....coiiiiiiiiiiiiiiiccc et s 126
Change initiatives with High IMPact RISRS ...t 127

Change Initiatives dine 10 REGUIAIIONS .............c.cuvuimviiiiiniiiiiiiiiiiiiicie i 127
AGIIONAL REPOFES ...t 128

PLOCESS. ottt 131
CHIIEAL PPOCESS ettt sttt 131

Process with High ASSeSSmment RAING.......eeveeuevverenicereirriicereriiceierninestsiee et esssseseas et sessasesesssesesseenns 131

Process HEat IMLap...........c.cucucuicuniciiiiciiccicseee ettt 132

105565 ASSOCIA1EA WTED PFOCESSES vttt sttt 133
AIEIONAL REPOFIS ...t s 134

BES (Business Environment SCOLECALM)....ccvuiieierrirniciereiiieciereieteeiereeseseeiesensesesteesessesesesesemsessaesessesessacsessssencons 137
Business ENvironment SCOLECAI .......cuuuuiimiiueiiciicirieieieieireee et sseae s sssse e sssse s sensesesssacens 137
Business Environment Scotecard NOt ReVISEd......c.vueuiciricrinieiniciicireceneeecieeeieeennesesseseieeseeeseesesesesenne 138
BES Parameter SNapShOt .. ..o 139
CHAPTER 5 Executing the Results Transformation Process....................... 141
Executing the OFSORA Results Transformation ProCess ... 141
Checking the EXECUION StALUS ..c..vvuiiiiieiiiciicircecce ettt 143
CHAPTER 6 Creating a Custom REPOIT .....oovviiiiiiiiiieeeeeei e 145
CHAPTER 7 Simplified BatCh EXECULION .....uuviiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 149
Steps for Simplified Batch EXECULION. ..ot 149
CHAPTER 8 TroublesShoOoting .....ooooiiiii 151
Solutions for TroubleshOOting the PLODLEMS ......c.ccccuvvieiiierrieiricieeieinecireeeieseess ettt eaesssae e sesaees 151

Oracle Financial Services Operational Risk Analytics User Guide iX



Contents

X Oracle Financial Services Operational Risk Analytics User Guide



List of Figures

Figure 1. Sigh In DIAlog BOX ..ot 3
Figure 2. HOME MENU ..ottt bbb bbb bbb 4
Figure 3. Performance INAICATOLS TEPOLT....c.viuiiiiiiiieiiecirieiieei ettt sanes 20
Figure 4. Net Loss AMOUNt DY CAUSES .....vuiiiviiiiiiiiiiiiiiiiiii s 21
Figure 5. Incident Details REPOLT ... anes 22
Figure 6. Number of LoSSEs BY CaAUSES ....c.viiiiiiiiiiiiiii s s 23
FIGUIE 7. oo Number of Losses vs Net Loss Amount by Causes24
Figure 8. Residual Risk RAtING DY CAUSES ....vurvvreecvierieeiienictrieteeieineeetsesete s sseae s st seseseisesessesesseaessesesessesesscsesnesennens 25
Figure 9. RISK DIETAILS......vuiveeiiciicici ettt e ees 26
Figure 10. Control Rating DY CauSEs......ccviiiiiiiiiiiiiiiiiriic s 27
Figure 11. Control DEtails FEPOLTt ...t 28
Figure 12. Control Rating Distribution for High RISKS .......cccccviiiiiiiiiiiiiiiiicccceceeines 29
Figure 13. Key Risk INAICAtOL DY CAUSES......cvuivuieirieiieiiieeiciricie ettt et ssesensees 30
Figure 14, KIIDELALLS ....ccuviiiiiiiiiiiciicicii bbb 31
Figure 15. Key Control INdIiCator DY CauSEs.......ccuveiueiuiieceieciieiicieeieeeieseeesesess et essaessese s essssesssssseesssesssaessssesssscsensens 32
Figure 16. Key Indicators by High Risks: Ineffective CoONtrols ..o 33
Figure 17. Action SUMMALY DY CAUSES ....cuvvvmiveuieciieiieiiieictiete ettt ssesensens 34
Figure 18, ACON DELalS .....c.oviuiiiiiiiiiiiiiiiii s 34
Figure 19. AddItIoNal REPOLLS ....cuvmiuimrieiieiiiciieciieiritieeties ettt et se e s nees 35
Figure 20. Plausible Risk Amount vs Net LoSS AMOUNE.....coiiiiiiiiiiiiiiiiiciiici e sssaesaes 36
Figure 21, State Of RISKS....c.cuicuieiiiiiciciiciric ettt et st nees 37
Figure 22. Risks Breaching Threshold ... 37
Figure 23. Net Loss AMOUNt Pet RISK....c.iiiiiiiiieiccice et nees 38
Figure 24. State Of CONLIOLS. ..ot 39
Figure 25. Net Loss AMOUNt Pet CONTIOL ...ttt ssese s sss e s s s saesessesenses 40
Figure 26. Breached Key INICALOLS ......ccuiiiiiiiiiiiiiciiii s 41
Figure 27. AZING Of ACHONS TADIE.......vuiuiiieiieciicititie ettt s 42
Figure 28. Incident Dashboard Page..........cccviiiiiiiiiiiii s 44
Figure 29. Heat Map fOr INterNal LIOSSES ....vuiuevieemieciriciiiieiiei ettt ssesensees 44
Figure 30. Internal oSS MALIIX ....cciiiiiiiiiiiiiiciii s 45
Figure 31, TIENA REPOLLS ..evuiuiieciiiiciiciicireeeieee ettt neees 46
Figure 32. Trend of Internal Loss Frequency by LOCAtION.......ccviiiiiiiiiniiiniiiiiiicicse s 47
Figure 33. Trend of Internal Loss Frequency by Location table .........ccccuririenicniciricrieneeesecisesiseeeseeesseeesseens 47
Figure 34. Trend of Internal Loss Severity by LOCAtON ....ccuiuiiiiiiiiiiiciiciicic s 48
Figure 35. Trend of Internal Loss Severity by Location table..........coccunicnicienieicicrieeeeeeeeeeeseeesesesseseneenens 48
Figure 36. Trend of Internal Losses Frequency by Line of Business........ccccvviviiiiniciiiiniiiniciciceceeceieiines 49
Figure 37. Trend of Internal Losses Frequency by Line of Business table........cccocncncvinieenieenicniceneneeeseeneeens 49
Figure 38. Trend of Internal Losses Severity by Line of BUSINESS .....ccovuviiiiiiiiiiiiiiiiiiiiiircccce i 50
Figure 39. Trend of Internal Losses Severity by Line of Business table..........cooecnicinicninieenieereciereeeesseeneeens 50

Oracle Financial Services Operational Risk Analytics User Guide Xi



Contents

Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.
Figure 49.
Figure 50.
Figure 51.
Figure 52.
Figure 53.
Figure 54.
Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.

Figure 65.

Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.
Figure 75.
Figure 76.
Figure 77.
Figure 78.
Figure 79.
Figure 80.
Figure 81.

Trend of Internal Losses Frequency by Basel EVEnt.......ccoveieniccnincricnierececeecneseecieeeneevenneee 51
Trend of Internal Losses Frequency by Basel Event Table.......cccccviiiiiiinicniiriccccccsenieeececeens 51
Trend of Internal Losses Sevetity by Basel EVENT ....c.oceiiciniciniricicecirceeereeeneeeiesesesseseseeans 52
Trend of Internal Losses Severity by Basel Event Table.....occiiiciienincceeccereneniceieeeeenereesesesesenens 52
TLENA OF INCIACNLS vttt sttt nneee 53
ANALYSIS OF INEEINAL LLOSSES ..vuvrniuieereriiriiicieretriticieie ettt et sesses st sestacseseneseasaesenenin 54
Internal Losses vs EXtErnal LIOSSES ...t 54
Gross Loss vs. Net Loss by Basel EVent TYPEs......cvuciviciiiiiicreciece e 55
ROCESA DaShDOALA ...ttt ettt eacaes 57
RCSA SUMMALY TAD c.ccviieiecieieicccierrcceieeresceie et et se e eses e et s et e sestsesenensesesesesenas 58
RISK HEAE IMIAP ..t bbb b 59
Risk Rating DISIDULION ...cucviuiiiieiieiiiiicicc ettt 61
Inherent Risk Across Business LINC......cciiiiiiiiiiiiiicciccic s 61
Controls Across BUSINESS LUNES .......ccuiucmieiiiiiciiciiciicircie et 62
Residual Risk Actoss BusiNess LUNE c..ccuveueiieeiriciricieiccictreeieeiet sttt ssese st ssese s sesessesesesnesennes 62
CONLLOL HEAL IMAP ..ottt st 63
Control Rating DIStIIDULON ..o s 63
CONLLOL EAFECTHVENESS «..ceuvrieiiiieiinieiiiiiiiiie ettt 64
Operating EffECVENESS ..cucuviiiiiciiiiiii it 64
Design EALECHVENESS ....vuvuieriiaciiiiriieciiieteicte ettt es 65
OVErall EfECHVENESS ...viuiuiiiiiiciciiicc bbb bbb 65
High ImMPact RISKS......cuviiiiiiciiciiciirc et 66
Risks WIthOUt COMLOLS ......iiiiiiiiiiiiccie ettt bbb 68
Risks N0t ASSESSEA Il OVEL @ AL .vvuiuceiereriirieieciereiiereieieretsesteeierenseeseee e ressestasee s s et s st sesenessestassesessenescscsensene 69
Risks WithOUt INSULANCE ..ot 70
Risks with Key Risk INAICATOLS c.ecuererriieiiireriieiciereiitcienniitie et nsescesss et sesenessessassesessenescsssesene 71
Actions for High RISKS ...t s 71
INEFEECtIVE COMLLOLS ...ttt 73
Summary of Control ASSESSIMENT. ...t bbb 74
Control not Assessed i OVEL @ YA ... sas s sas s ssns 74
Controls with Key Control INdICALOLS ..ot ssses 75
Actions for Ineffective CONLIOIS ... 76
Trend ANalysis -RISKS ....ccviiiiiiiiiiiii e 77
Trend of Risks by Line Of BUSINESS .....cccueuiieiiieiricicicciccreiet et eaes 78
Trend of Risks by LOCAHON ....c.cviuiiiiiiiiiiicii s 78
Trend Of RISKS DY CAUSE ..ottt neee 79
Trend of Risks by Risk EVENt TYPE.....coiiiiiiiiiiiiiiiiiciiciiiiic s sssesssnens 79
Total No of Risks v8 HIZh RISKS.....ccuriiieiiieiieiiciicicrcrete ettt naees 80
Reputation RISKS......cciiiiiiiiiiiiiii s 80
Trend ANalysis - CONLIOLS ....viiiiicieiieiieir ettt se et neees 81
Trend of Controls by Line of BUSINESS.......cccviiiiiiiiiiiiiiiiiiic s snens 82
Trend of Controls BY LIOCATION «..c.c.oviueiiieiiciriciciciccictee ettt ss st naeee 82

Xii

Oracle Financial Services Operational Risk Analytics User Guide



Contents

Figure 82.
Figure 83.
Figure 84.
Figure 85.
Figure 86.
Figure 87.
Figure 88.
Figure 89.
Figure 90.
Figure 91.
Figure 92.
Figure 93.
Figure 94.
Figure 95.
Figure 96.
Figure 97.
Figure 98.
Figure 99.
Figure 100.

Trend of Control Ratings by Control CAtEZOLY ....c.cceuiueuieerrieereeiieeiierieeseerieetieeteesseeesseesessesesessesessesessesess 82
Key Indicators with Assessment Rating by Business LINe .......ccccccvicuvnieinicnicnicnnieieccsnececsceneenns 84
Key Indicators with Assessment Rating by LOCAHON .....c.cuiiiiiiiiininiiiiii s 84
Key Indicators by Type along with ASSESSIMENLS ......c.eviueeiueuiieiieiirieiieiiccee e sceenns 85
Key Indicators by Risk EVENt TYPE..c.cicuriirriieieiieinicirieie ettt seesste e ssesessesssessssesssacsesenns 85

Internal Losses vs. Key Indicator Breaches ......ccciviiceieinniniiicencceerncceneeeceneseieeseeseseeenenensesenes 86

Key Indicators by Causes Vs RiSKkS DY CAUSES....c.c.eviuericrriiueriieinieetnieieeiieeeiessesesseeieesesesseesessesesessesesssaesesenns 86
Expected Assessments Vs Actual ASSESSIMENLS ......c.cuiuuieiueiiieiiieirieeiriieeciecee e ssseenns 87
AGING OF ISSUES .ttt bbbt 88
Insurance Policies by BUSINESS LUNE c..cuurerirriieiecieriiiieieieririieierennieciee et sesenessessassesessesescessesene 96
Insurance Policies DY LOCAtION ....c.ccuiiiiiiiiiiccici e 96
Insurance Policies by Risk EVENt TYPE ..ot 97
Premium vs Cover AMount by INSULET ... es 98
Financial IMpact TLENd ....c.vcuiiiiiiiieicicriee et 101
Non-Financial IMPact TN ....cccvcuiiiririeirieirieieieieieietreeieeseseeseiesseeessesessessse s taesstensaessssesesssaessaessescssssssesnees 101

Scenario Loss TIENd ... e 102
Scenarios not associated with any RisK.......ccveiiiiiiii s 102
High Frequency Scenarios with NO INCIAENLS ....cuviuimiiiiiiciiciiiericicccececceeeeee e 102

Scenatios WIthOUL TNSULANICE .oueivviiieiiiiciiceeceeeeee ettt ettt ettt s e st et e et sasesaeeaeetesnsesneesasesaeeseens 103

Figure 101. Insurances associated With SCENATIOS.......ccoviuiiiiiiiiiiniiiniiir e aes 103
Figure 102. Scenario DIEtails .......cciiiiiiiiiiiiiiiiii bbb e 103
Figure 103. Financial Impacts by Business LINE ......cccvicuriiiiiiiiniiiiiiccrcecseesseseesses e ssesesesaes 104
Figure 104. Non-Financial Impacts by Business LIN€.......cccccoiiiiiiiniiniiiiiii s 105

Figure 105.
Figure 106.
Figure 107.
Figure 108.
Figure 109.
Figure 110.
Figure 111.
Figure 112.
Figure 113.

ReguIation ASSESSIMENT......uvuriuriiieicie ittt et ssae s 108
ODbligation ASSESSMENES DAL CHALT...c.cuvuiueiieeiiecirecircicicie ettt seanee 109
Regulation Risk HEat IMAP ...ttt 110
ODbligation Risk HEAt MaAP ...c.vueviueiiciicieciceeercieeee et ssae e 110
Obligation Assessment With CONLLOLS ......ucuuieiieeiiiiiicicic e 111
Regulation DIEails .......ccucuiiiiiiiiiiciici b 112
POLCY DEtails REPOLT..cuiuiiiiiiiieiiiicieiieicctictsts ettt 113
ODBUEAION DIETAILS ..ttt ettt sttt s i 114
Compliance Plan DEtails ..o 115

Figure 114. State of Re@UIAtIONS ......ciuiuiiiiiiiciiii bbb 115

Figure 115.
Figure 116.
Figure 117.
Figure 118.
Figure 119.
Figure 120.
Figure 121.
Figure 122.
Figure 123.

State Of ODBLGALIONS .....vuieeiieiiiiciiciic et 116
Trend of Regulations by Line of BUsiness table.......cocccrnieniciniirieieneeieeeieeeeeseeseiesseaesseesensees 117
Trend of Regulations by Location table ... seenns 117
Trend of Obligations by Line of Business table.........cccceniceiieniciniereieeneesneeeisesseseensesesseeseesens 118
Trend of Obligations by LocCation table ... seeses 119
Information Library Types by Business Line and Risk Ratings.......cccoeerieurivcrnnceinicinicincienecnereenennes 122
Information Library Types by Business Line and Control Effectiveness ..........ccvvcvnicuricrvincivinienniennes 122
Information Library Types by Business Line and BCP Ratings ........cccccveeuvinininininicininiciiinicicniciines 123

Information Libraries not associated With ENtHES c..cviviiiiiiiiiiiieeeecee et 123

Oracle Financial Services Operational Risk Analytics User Guide Xiii



Contents

Figure 124.
Figure 125.
Figure 126.
Figure 127.
Figure 128.
Figure 129.
Figure 130.
Figure 131.
Figure 132.
Figure 133.
Figure 134.
Figure 135.
Figure 136.
Figure 137.
Figure 138.
Figure 139.
Figure 140.
Figure 141.

New & Retired Information LIDIALIes ....c.oceceieireciriceiecieeinecireeieeeieseeessesesenseiessesseseseessaesseaessesesessces 124
Change Initiatives by Business LINES .......coceuiciriciriniieiniciiciccccce e escsenscsescanas 125
Change Initiatives DY LLOCAHOMS ..c.c.eveveunieerriciricieeeie ettt sese s s esessesesesseaensescseacens 125
Recommended RET Vs Applicable RET ......ccooiiiiiiiiecrceereeteeeeeee e 126
Change Initiatives with High Impact RisKS......cccccoevviiiiiiiiiiiiiiicens 127
Change Initiatives due to0 ReGUIAIONS......c.ccviiieiiiciiciirccc e 127
Change Initiatives With SCENATIOS ......cvuiiiiiiiiniii s 128
Change Initiatives with Incomplete Delivery Risk ASSESSMENt.....c.cvuivreiiveiiciniciriiiriiecrccreeceecene 129
Change Initiatives DELals .......cociiiiiiiiiiiic e 130
Process with High Assessment RAtiNg.......cocciciiiiiiininiiciciceecsecteeceeseie e seaseenaes 132
Process HEat IMAP ... bbb 133
Losses Associated With PLOCESSES .....c.cuicuiuimiiiriiciieiiiieesiesiee ettt assae s 133
SEALE OF PLOCESSES ...euviviiiiiiiitiicict et bbb bbbt 135
Process DIEALLS ......cucuieiiiiiiiciici s 135
PrLOCESS IMELLICS .c..uviiiiiiieiiet ittt bbb bbb bbbt 136
Business Environment SCOTECAId.. ...t sss s s ssssssnes 137
Business Environment Scotecard NOt ReVISEd.......cueviueiiciniciniieiciciricieneeneeseetseseie e sseeesseesennes 138
BES Parameter SNAPSROt .....c.cvviiiiiciiciiiiececcie ettt 139

Xiv

Oracle Financial Services Operational Risk Analytics User Guide



List of Tables

Table 1.
Table 2.
Table 3.
Table 4.
Table 5.
Table 6.
Table 7.
Table 8.
Table 9.

Table 10.
Table 11.
Table 12.
Table 13.
Table 14.
Table 15.
Table 16.
Table 17.
Table 18.
Table 19.
Table 20.
Table 21.
Table 22.
Table 23.
Table 24.
Table 25.
Table 26.
Table 27.
Table 28.
Table 29.
Table 30.
Table 31.
Table 32.
Table 33.
Table 34.
Table 35.
Table 306.
Table 37.
Table 38.
Table 39.

Conventions Used I this GUIAE ......c.cccuiciriiiiiiciricrccce e xviii
TYPE 1 SCD MEthOAOLOZY....cecvivuiiniierieerieiieieieieeeieeeisitieeeie sttt eese sttt sssesessssesesssaesseaeseesesesassesnesesnens 14
Performance Indicators COMPONEILS .......ccueuiuiriueiieeiieieieieiieeieie st seesseeseessee s seess s sseseseesssseassensssenses 20
Net Loss Amount by Causes COMPONENLS ......cuiuiiiieimimiiiiieieiinsissiseisisssesssssss s ssesssssssssesssssess 22
Incident Details RePOrt COIMILS ....viuviuiiiiiiiciiiciciciiceie et 22
Number of Losses by Causes COMPONENLS ......ccuiiuieiiiiiiiiiiiiisi it sssssssssessssess 23
Number of Losses vs Net Loss Amount by Causes COMPONENLS .....cuvueveiuemriucmrieimriimisieeerieessiscneeseseesenseens 24
Residual Risk Rating by Causes COMPOMENTS ....c.cuvueurrriueuieerriereieieniaessiaessesessesesessesessesessesesessessesessescssescsessesesnes 25
Risk Details COIUMMS ..cuvvmieiieciieciieieieiee ettt ss et ss s anaesees 26
Control Rating by Causes COMPONENLS .......cirimiiriiiiiiiiiiiiiessisisie e ssasas 27
Control Details ColumNS......c.cuiiiiiiiiiii bbb 28
Control Rating by Causes COMPONENLS .......coiuriimimrimiiiiiiiieiisiiiiessisiessse et sssssssssesssnas 29
Key Risk Indicator by Causes COMPONENLS .......c.viureieeurieerriireiiaensieessieseeeseeseaessesesessesessesesessesessesesssscsensesense 30
KT Details COIUMNS ....vviieiieieiiiiiieieieiiceeteesesteiese ettt ettt et e et s st sssstsssenenen 31
Key Control Indicator by Causes COMPONEILLS ........cvvueuieerreereiiiemrieetrieteieseeseeesseaesseseseeesesseesesessesessesesenesenses 32
Key Indicators by High Risks: Ineffective Controls COMPONENLS .....cccviuimriivriiieiniiiiiieiiisiscecieicesanns 33
Action Summary by Causes COMPOIEILES ......uvuvemcueumiuemieemrisereesesesteessteessessseestaessteesseseseesesessessessssssessssesseesessens 34
Action Details COIUMNS ....c.oviiicicieiiiiceercete ettt et e neas 34
Plausible Risk Amount vs Net Loss AMount COIUMNS .......cccuvveueeieericiicirineieneiereeseeseeeienseense e sensesennes 36
State of Risks Report COIUMINS ... 37
Risks Breaching Threshold COIUMINS ...c..ccviiuiiieeiciiciricieeieeee ettt eese e ese e nsssenaes 38
Net Loss Amount Petr Risk COIMNS c...oviuiieiiiiiiiciciiiiccer et esese e sssaeae 39
State Of CONLOLS COIMIS .....cucviuiiiiciiciei ettt nseae 40
Net Loss Amount Pet Control COIMMINS ..ot sessasaes 41
Breached Key Indicators COIUMILS ..ottt ese s ssssennes 41
Aging of Action Plans ColUMNS........cviiiiiiiiiiiii s 42
Incident Page Level Filters - Heat Map for Internal LOSSES .....ccceuiueeicrrincerenieeinieieicieeeieseee e seeesennes 45
Incident Page Level Filter - Trend Reports Tab ..o 46
Incident Page Level Filter - Analysis of Internal Loss Tab ..o 54
Internal Losses vs. External Losses COMUMIS ......ccueuiiriiicreiiiniiiieeiriicereneeese st sesesesssacaes 55
Gross Loss vs. Net Loss by Basel Event Types COIUMNS .......ccuiiireiieenieiniciiieeieienecieesie s esceensenenne 56
RCSA Page Level Filter - Summary Tab .....cccoviiiiiiiiiiiicissscss s 59
Risk Heat Map COIUMNS ...oviiiiiiiiiiiiiici s bbb 59
Control Heat Map COIUMILS ....cuviiiiiiiiiciii s s 63
High Impact Risks COIUMINS ....cuuiiiiiiiiiiiiiciii s 66
Risks without Controls COIUMNS ......cccviiieiiieiiiceteireeee ettt ettt e se s 68
Risks not Assessed in Over @ Year COIUMNS ..ottt eeseesesessese s seesssesse s seae s sensssense 69
Risks without Insurance COIMINS .......coviiiiiiiiiiiiccieiicce e 70
Risks with Key Risk Indicators COIUMNS. ..ottt esesesseasesese s eeaessesssensssennes 71

Oracle Financial Services Operational Risk Analytics User Guide XV



Contents

Table 40. Actions for High Risks COIUMIS ......cciiiiiiiiiiiiiiicciiii e 72
Table 41. Ineffective CONtIOLS COIUMIS ....ccuuiuiiiiiciiciciie et 73
Table 42. Summary of Control AssesSmMent COIUMIS ...ttt nes 74
Table 43. Control not Assessed in Over a Year COIUMNS ......ccovvviviiiieiiiini s sssns 75
Table 44. Controls with Key Control Indicators COIIMIS ..o sssses 76
Table 45. Actions for Ineffective Controls COIMNS ..o 76
Table 46. RCSA Page Level Filter: Trend Analysis- RiSKS tab .....cccvviueinieiniccincirinicnicneeieeccneeneeeeeeeeseeseieeseseseaenne 78
Table 47. RCSA Page Level Filter: Trend Analysis- Controls Tab ..o 81
Table 48. Page Level FIIEEr ... bbb 88
Table 49. AgIng Of ISSUES COIUMNS.........ooiuiiieiiiiiiicicctcc ettt 89
Table 50. Insurance Page Level Filter-Insurance Coverage and Recovery by Policy Type Tab.....ccccvvenecrreccrvenercnnenee 95
Table 51. Scenario Page Level FIILEr ...t 100
Table 52. Compliance and Obligations Page Level Filter - Summary Tab .....cccccvcuvicrnienicinicrneeneeneeneeneenennes 108
Table 53. Regulation Assessments COMPOMNEILLS.......c.cuiueuiurriememimemsieetsiaetsissseessaeesteesssaesessssssssaessssessesessesesssaesssssssmsesesnes 109
Table 54. Regulation Risk Heat Map COIUMNS ... 110
Table 55. Obligation Risk Heat Map COIUMINS .....c.cuviiiiiiiiiiiiiciiciieie e 111
Table 56. Obligation Assessment with Controls COIUMNS.......cviiiiiiii e 111
Table 57. Regulation Details COIUMNS. .....c..ccuiiiiiiiiiiiciiceicceieee et sae st 113
Table 58. Obligation Details COMUMIS .....c.cuiiiiiiiiiiriiici et 114
Table 59. State of Regulations COIUMNS .......c.cuiiiiiiiiiiiiiciiciee ettt 115
Table 60. State of ObLGations COIUMIS. ...ttt 116
Table 61. Compliance & Obligations Page Level Filter - Trend Analysis Tab ......ccoccuvivniinicnicicincnncnes 116
Table 62. Recommended RET Vs Applicable RET ....c.ccviiiiiiiiincnicirieieee ettt sesesseaessess e ssesessasesennes 126
Table 63. Change Initiatives with High Impact RISKS ......c.cccciiiiiiiiiiiiiciccccerccseeeee e 127
Table 64. Change Initiatives due t0 REGUIAHONS .....cuvucuieeueiiieiiciriciritietietictseeiee ettt seeaee st sese st ssesennes 128
Table 65. Change Initiatives With SCENATIOS. ....ccuicuiiiieieiiiciieiiee s sa st 129
Table 66. Change Initiatives with Incomplete Delivery Risk ASSeSSMENt ....ccvvvieviiiiiiiviiiiiiiiccnes 129
Table 67. Change Initiatives DEtails ........ccoiuiiiiiiiiriiiicice e 130
Table 68. Process with High Assessment Rating ........ccocoiiiiiiiiiiii e ssesssssssssses 132
Table 09. Process HEat MAP.......cccviiiciiiiiriiiecie ettt ettt 133
Table 70. Losses AsSOCIAted With PrOCESSES ..ccuuiuiinieiiierriciricieiieiicinecie ettt ssese e st sesesessesennes 134
Table 71. State Of PLOCESSES .....cuvuiuiiiiiiiiiiiiiiciicirici et 135
Table 72. Process DEtails ... 136
TAble 73. PLOCESS IMELIICS wueuvururrieriniieiniieiiieniseieseie ettt sttt a st seaeteeaesenssaeneaes 137
Table 74. Business Environment SCOTECArd ...t 138
Table 75. Business Environment Scorecard NOt REVISE ......ccueuiueuieiniiiniiciiciricieee et seesesennes 138
Table 76. BES Parameter SNapShoOt... ... 139
XVi Oracle Financial Services Operational Risk Analytics User Guide



Who Should Use this Guide

About this Guide

This guide provides comprehensive instructions for managing the Oracle Financial Services Operational Risk
Analytics, Release 8.0 (herein referred to as OFSORA).

This chapter focuses on the following topics:

Who Should Use this Guide
How this Guide is Organized
Where to Find More Information

Conventions Used in this Guide

Who Should Use this Guide

The Oracle Financial Services Operational Risk Analytics User Guide is designed for use by the board of directors, chief
executive officers, chief risk officers, and line of business heads for decision making, These reports will also be
helpful for risk managers, business analysts, data analysts and all other business users who analyze operational risk

information related to their area of business.

How this Guide is Organized

The Oracle Financial Services Operational Risk Analytics User Guide includes the following chapters:

Chapter 1, “Introduction to Operational Risk Analytics,” provides a brief overview about features and
components in OFSORA.

Chapter 2, “Overview of OFSORA Process Flow;” describes the reports in the Home dashboard.

Chapter 3, “Populating the Dimension Table,” describes the steps required to setup and execute the slowly
changing dimension process.

Chapter 5, “Executing the Results Transformation Process,” describes the steps required to setup and
execute the ORA Result transformation process.

Chapter 4, “Managing the Dashboards,” describes the seeded reports and dashboards.
Chapter 6, “Creating a Custom Report,” describes the reports in the Scenario dashboard.

Chapter 7, “Simplified Batch Execution,” This section desctibes how to setup and execute a simplified batch
for running required OFSORA processes.

Chapter 8, “Troubleshooting,” provides tips for troubleshooting problems encountered in OFSORA.
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Where to Find More Information
About this Guide

Where to Find More Information

For more information about OFSORA, refer to the following documents:
®  Oracle Financial Services Operational Risk Analytics Installation Guide
®  Oracle Financial Services Operational Risk Analytics Release Notes

To find additional information about how Oracle Financial Services solves real business problems, see our website

www.oracle.com/financial services.

Conventions Used in this Guide

Table 1 lists the conventions used in this guide.

Table 1. Conventions Used in this Guide

Convention Meaning

Italics e Names of books, chapters, and sections as references

® Emphasis

Bold ® Object of an action (menu names, field names, options,
button names) in a step-by-step procedure

Commands typed at a prompt
User input

Monospace Directories and subdirectories
File names and extensions

Process names

Code sample, including keywords and variables within
text and as separate paragraphs, and user-defined
program elements within text

<Variable> Substitute input value
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CHAPTER 1 Introduction to Operational Risk
Analytics

Oracle Financial Services Operational Risk Analytics (OFSORA) enables institutions to perform historical and
predictive analysis of enterprise-wide operational risk with a comprehensive and readily deployable suite of pre-built
analytics

This chapter covers the following topics:
® About OFSORA
® Logging in to OFSORA
o Components of OFSORA
® Dashboards in OFSORA

About OFSORA

OFSORA enables institutions to perform business-user driven reporting through historical and predictive analysis
of enterprise-wide operational risk with a comprehensive and readily deployable suite of pre-built analytics, thereby
allowing institutions to capitalize on their present investments. Through better in-depth analysis of loss, risk and
control data, an institution can see areas of weakness as well as scope for improvements. OFSORA helps in
determining trends based on risks by business units, locations and any other operational risk dimension across time
periods and achieve desired transparency and audit ability in reports and dashboards. OFSORA also helps in alerting
senior management to evolving situations to prevent future crises and comply with BIS Principles for Effective Risk
Data Aggregation and Risk Reporting.

For example, How much more useful would it be to see trends in operational risk data? To see the changes in risk
and control assessment score over time; to see positive evidence of where parts of the business are making genuine
improvements in reducing their risks and more importantly their controls, and then to recognize those areas in the
business that need to improve and so on.

Salient Features of OFSORA

The following are some of the important features of OFSORA:
® Extensive collection of pre-built dashboards, charts and reports covering all operational risk disciplines
® Produce reports with drill-down capabilities for business executives and senior management

® Unified data repository, pre-built for operational risk and compliance reporting with analysis across all
functional areas and enabling time-series analytics
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® Build ad-hoc and on-demand reports and charts to meet specific business-user needs
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Logging in to OFSORA

Access to the OFSORA application depends on the Internet or Intranet environment. OFSORA is accessed
through Microsoft Internet Explorer browser. Your system administrator provides the intranet address uniform
resource locatot.

Your system administrator provides you with a User ID and Password. Login to the application through the Login
page.

Note: You will be prompted to change your password on your first login. You can change your password
whenever required by logging in. Your password is case sensitive.

To log into OFSORA, follow these steps:
1. Type your user ID in the User ID text box.

2. Type your password in the Password text box.

ORACLE’ Business Intelligence Help

Sign In

Enter your user id and password.

User ID
Passviord

Sign In

O] Accessibility Mode

English [=]

Copyright © 1997, 2013, Orade and/or its affiliates. All rights reserved. About Product

Figure 1. Sign In Dialog Box

Note: Select the Accessibility Mode box if you want content for Oracle BI EE to be rendered in a browser in
a way that facilitates the use of a screen reader.

3. Click Sign In.

After verifying the user ID and password, the system displays the default page as defined by the system’s
defaults and as per your role. Click Home to display the menus that you have access permission for.
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Home

Create...

]

Actis

ble Intelligence

Browse/Manage...

Figure 2. Home Menu

Common Screen Elements in OFSORA

The following are the common screen elements on the OFSORA user interface:
® Dashboard Filters
® Report Links
® [rror Messages

® Hover Over Feature

Dashboard Filters

The dashboard filters allow you to filter the reports by the data contained within them. The data in the filters
depends on the user that has logged on to the system. Unless otherwise designated, the filters are optional and the
report you generate will contain all the data (if the filters are left blank) or the data that is screened by the default
data existing in the filters. After selecting the required filters, you click the Go button to generate the report. The
filter elements are categorized as follows:

® Multi-Select Filters
® Drop-down list Filters

® Text Box Filters

Multi-Select Filters

A multi-select filter allows you to select multiple values as a filter condition for the reports. To use a multi-select
filter, click on the ellipsis button next to the field. A window opens with the list of available filter options on the right
pane. The right of the multi-select box provides a list of the filter options available to you. At the top of this list, you
have the option to further filter the data. You can select the type of match from one of the following options:
begins with, ends with, contains, is LIKE (pattern match) and the condition you require. For example, if you
want to find the data beginning with the letter K, you select begins with on the Match field, enter the letter Kin the
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corresponding text box, and click Go. The results returned will be all the data starting with the letter K. This search
is not case-sensitive.

Below this section the number of choices returned displays. The section on the left provides a space for selected
data. To select a data item for the filter, double-click on the data item or select the data and click the (<) button. You
can also select all the data by clicking the (<<) button. To deselect the data from the Selected section, double-click
on the data you do not want to use as a filter, or select the data and click the (>) button. You can deselect all the data
from the Selected list box by clicking the (>>) button. When you have selected the required filters, click OK to
confirm the selection, or Cancel to discard it.

Drop-down list Filters
Drop-down List filters provide a list of items from which you can select one item. Selecting the blank (empty) option

applies no filter to your selections. Following are the drop-down lists common to Interactive Analytic Reports.

Trend Drop-down List

The trend drop-down list provides two values - Weekly and Monthly. The weekly trend displays the data for the past
rolling quarter on a weekly basis. The monthly trend displays the data for the past rolling year on a monthly basis.

Period Drop-down List

The period drop-down list provides a list of three options - Week, Month, and Year. The Week option returns data
for the past one week; the Month option returns data for the past one month; and the Year option returns data for
the past one year.

Text Box Filters

A single rectangular box in which you can type text. If the box already contains text, you can select that default text

or delete it and type new text. Some text boxes limit the number of characters that you can use.

Report Links

Report links are provided beneath each report allowing you to refresh, download, or print the report.

Refresh

When clicked, the Refresh link refreshes the results of the current request. It clears the filters (if the Go button has
not been clicked after selection of the filters thereby refreshing the report with the selected filters).

Print

When clicked, displays the current report in PDF or HTML format at which point you can select Print to print it.

Download

When clicked, downloads the current report into Excel, PowerPoint, or a Web page.

Error Messages

When there is not enough data in the database for the system to display results for the selected filters, or if a required
field has not been filled, the application generates the following message: No Result For the Selected Criteria. You
can then change the filters, check to see if any mandatory fields are left blank, and try again.

Hover Over Feature

You can hover over a sector of a bar or pie chart to get an actual count for that sector.
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Components of OFSORA

The Operation Risk Analytics application comprises of the four components and they are as follows:
® OFSORA Reporting Mart
® Data Movement Processes
o OFSORA OBIEE Repository
o OFSORA OBIEE Web Catalog

OFSORA Reporting Mart

OFSORA Reporting Mart or Physical Data Model optimizes a number of operational risk analytics related relational
database tables for reporting and analysis. This allows for comparative reporting of each OFSORA processes that
are consolidated into a single reporting table. The Reporting Mart also allows for Period Over Period and Trend
Reporting by retaining the historical results of each process. During the processing, the results are stored in both
base currency as well as any reporting currency specified by users. Also, the OFSORA Reporting Mart also stores
the audit data such as Detail Cash Flow Information and Rate Outputs.

Data Movement Processes

The Data Movement Processes facilitates population of the required data into the OFSORA Reporting Mart
through the use of T to T functionality as well as PL/SQL procedures. The Data Movement processes can be
executed either through a batch process using the Oracle Financial Services Analytical Applications Infrastructure
(OFSAAI) or through a simplified batch process.

OFSORA OBIEE Repository

The OFSORA includes the OFSORA specific OBIEE repository file which provides the mapping of the physical
data into the OFSORA Business Model. The OBIEE repositories define the necessary data objects, join
relationships and calculated items needed for OFSORA reporting,

OFSORA OBIEE Web Catalog

The OFSORA includes the OFSORA specific OBIEE Web Catalog that provides dashboards and seeded reports,
thereby providing users with a head-start in developing their organization specific Risk & Control, Key Indicators,
Issues & Actions, Compliance & Obligations and Audit.

6 Oracle Financial Services Operational Risk Analytics 8 User Guide



Dashboards in OFSORA

Chapter 1—Introduction to Operational Risk Analytics

Dashboards in OFSORA

The following are the list of list dashboards available in OFSORA:

Home

Incident

RCSA (Risk and Control Self Assessment)
Key Indicators

Issues & Actions

Insurance

Scenario

Compliance & Obligations
Information Library

Change Initiatives

Process

BES (Business Environment Scorecard)
Audit

Business Compliance Management

For more information on each of the dashboards listed above, refer to Chapter 4, Managing the Dashboards, on page
19. The OFSORA solution provides analytical reports on operational risks for financial institutions. The objective of
these reports is to help the managers make better decisions by providing analytical reports about the following

topics:
°
°

Operational Losses

Risk Assessments

Control Assessments

Key Indicators (KI)
Scenario Analysis

Insurance Coverage
Compliance and Obligations

Audit

Oracle Financial Services Operational Risk Analytics 8 User Guide



Dashboards in OFSORA
Chapter 1—Introduction to Operational Risk Analytics

8 Oracle Financial Services Operational Risk Analytics 8 User Guide



CHAPTER 2 Overview of OFSORA Process Flow

This chapter provides an overview of the end to end process flow involved in OFSORA.

This chapter includes the following topics:
® Steps in OFSORA Process Flow

® Data movement Process in OFSORA

Steps in OFSORA Process Flow

The following steps comprise the OFSORA Process:
1. Dimension Table Population and Slowly Changing Dimension Processing

Run after a new Hierarchy or OFSORA Process is created and/or after hierarchy edits or the <ORA> Active
Time Bucket definition is changed.

2. Populating the Dimension Run table
Run only after a new OFSORA Process is created or modified.
3. Time Dimension Population

Run before ORA Results Transformation. This process is also run automatically during ORA Results Trans-
formation if the current data does not already exist.

4. OFSORA Results Transformation

Run after any ORA Process has been run. This process can be run manually as part of a batch process or auto-
matically as an option embedded within each ORA process.
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Data movement Process in OFSORA

The following flowchart illustrates the end to end ORABI data movement process:
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The end to end data movement process is typically managed through execution of one or more, Batch processes:
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Data movement Process in OFSORA
Chapter 2—Overview of the Operational Risk Analytics Bl Process Flow

The recommended approach is to define batch processes to perform ORABI Transformation, as follows:

OFSORA Batch, with 3 Tasks in sequential order consisting of
® Slowly Changing Dimension Process
® Dimension Run Population Process

e ORABI Transformation Process

(Optional) OFSORA Batch2, with Tasks to execute the required Account Summary T to T processes. This process
is only needed if there is a requirement to report against the account level data.

® Populate Time Dimension
® Slowly Changing Dimension Process
® Account Summary T2T Definition Processes (one per instrument table)
Note: See the following sections on how to create a batch and adding respective tasks.

The following are few examples of use cases and the related processing requirements:
Case 1: Initially, when a new Hierarchy is created and/or when edits are made to a

Hierarchy, perform the following steps.
1. Run Dimension Table Population and Slowly Changing Dimension Processing
2. Populate the Dimension Run table

3. Run ORA Results Transformation

Case 2: When the active time bucket definition has been changed. Perform the following steps.
1. Run Dimension Table Population and Slowly Changing Dimension Processing

2. Run ORA Results Transformation

Case3: When a new ORA Process is created. Perform the following steps.
1. Run Dimension Table Population and Slowly Changing Dimension Processing
2. Populate the Dimension Run table

3. Run ORA Results Transformation

Oracle Financial Services Operational Risk Analytics 8User Guide 11
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CHAPTER 3 Populating the Dimension Table

The dimension table population process allows you to execute the slowly changing dimension (SCD) process against
each processed dimension.

Dimension table population should be run after initial creation of a hierarchy and after any changes are made to a
hierarchy. Dimensional data changes are handled in the OFSORA solution using the slowly Changing Dimension
component (Referred to SCD in subsequent parts of this Document)

This chapter includes the following topics:
® Overview of SCD Process
® Executing the SCD Component

® Checking the Execution Status

Overview of SCD Process

Slowly Changing Dimensions (SCD) are used to maintain the history of dimension-member changes over time.

SCD is a required process and is tied in to the BI application. Without this process, the updated information will not
be reflected into OFSORA. For example, if the Active Time Bucket Definition was changed for an ORA Process
Execution, the SCD process is required to reflect the new Active Time Bucket details into the Result Area. It is
mandatory to run the SCD process if the hierarchies have changed.

For more information on Slowly Changing Dimensions, see:
® Oracle Data Integrator Best Practices for a Data Warehouse at

http:/ /www.oracle.com/ technetwork/middleware/data-integrator/overview/ odi-bestpractices-datawarechou
se-whi-129686.pdf

® Oracle® Warechouse Builder Data Modeling, ETL, and Data Quality Guide, 11g Release 2 (11.2), Part
#E10935-03 at
http://docs.oracle.com/cd/E18283_01/0owb.112/e10935/dim_objects.htm.

The SCD component is delivered through an executable. For the OFSORA solution, the types of SCD supported
are Type 2.

Type 1 SCD methodology

The Type 1 methodology overwrites old data with new data, and therefore does not 3-10 Oracle Financial Services
Operational Risk Analytics User Guide track changes to the data across time.

Example
Consider a Dimension Table, DIM_PRODUCTS
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Executing the SCD Component
Chapter 3—Populating the Dimension Table

Table 2. Type 1 SCD Methodology

V_PRODUCT_ | D_RECORD_START | D_RECORD END | F_LATEST RECO
N_PRODUCT_SKEY | NAME _DATE _DATE RD_INDICATOR

1 PL 5/31/2010 12/31/9999 Y

In this example:

N_Product_Skey is the surrogate key column which is a unique key for each record in the dimension table.
V_Product_Name is the product name

D_Record_Start_Date indicates the date from which this product record is valid

D_Record_End_Date indicates the date to which this product record is valid

F_Latest_Record_Indicator: A value 'Y' indicates this is the latest record in the dimension table for this product
and 'N' indicates it is not.

If the V_Product_Name column is set as a Type 1 and if there is a change in the product name to ' External Audit
" from 'EA " in the eatlier example in the next processing petiod then, when SCD is executed then the record in the
eatlier example would be changed to:

V_PRODUCT_ | D_RECORD_START | D_RECORD_END | F_LATEST RECO
N_PRODUCT_SKEY | NAME _DATE _DATE RD_INDICATOR

1 External Audit 5/22/2012 12/31/9999 Y

Type 2 SCD Methodology

The Type 2 method tracks historical data by creating multiple records for a given natural key in the dimensional
tables with separate surrogate keys. With Type 2, the historical changes in dimensional data are preserved. In the
carlier example, for the change in product name from 'PL' to 'Personal Loan' if history has to be preserved then the
V_Product_Name column has to be set as Type 2 in which case when SCD is processed for the processing period in
which the change happens it will insert a new record as shown in the example below:

V_PRODUCT _ F_LATEST_RECO
N_PRODUCT_SKEY | NAME D_START_DATE D_END_DATE RD_INDICATOR
1 PL 5/31/2010 12/31/9999 N
2 Personal Loan 6/30/2010 12/31/9999 Y

Executing the SCD Component

To execute the SCD component from OFSAAI Batch Process, perform the following steps:

1. From the Home menu, select Operations, then select Batch Maintenance.
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Checking the Execution Status
Chapter 3—Populating the Dimension Table

Click New Batch ('+' symbol in Batch Name container) and enter the Batch Name and Description.
Click Save.

Select the Batch you created in the earlier step by clicking the check box in the Batch Name container.
Click New Task ('+' symbol in Task Details container).

Enter the Task ID and Description.

Select Run Executable, from the Component ID list.

e B N T i

Click Parameters. A pop up window will open, enter the following values and then click Save:
Executable: scd, <map ref num>

For example, scd, 2 (Refer the following for details)

Use the following table to identify the map_ref_num to be used while executing the SCD process.

Note: For a more comprehensive coverage of configuration and execution of a batch, see Oracle Financial Services
Analytical Applications Infrastructure User Guide.

map_ref_num Target Table that will be updated
1 DIM_PROCESS

2 DIM_INTERNAL_LOBS

3 DIM_LOCATIONS

4 DIM_PRODUCTS

-1 <for all entries>

Wait: When the file is being executed you have the choice to either wait till the execution is complete or proceed
with the next task. Click the list box of the field provided for Wait in the Value field to select 'Yes' or 'No'. Clicking
Yes confirms that you wish to wait for the execution to be complete. Clicking No indicates that you wish to
proceed.

Batch Parameter: Select 'Y' (upper case required)

® Execute the batch(s) from Batch Execution by choosing the batch created following the steps mentioned in
the preceding steps.

Note: You cannot execute SCD process from the simplified batch window.

Checking the Execution Status

The status of the process can be monitored using the batch monitor window. You can access the Batch Monitor by
going to the following on the Left menu:

From the Home menu, select Operations, then select Batch Monitor.

Note: For a more comprehensive coverage, see Oracle Financial Services Analytical Applications Infrastructure
User Guide.

N - Not Started
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Checking the Execution Status
Chapter 3—Populating the Dimension Table

O - On Going
F - Failure
S — Success

The ICC execution log can be accessed on the application server in the following directory
$FI1C_DB_HOME/log/ficgen

Sample Path: /dbfiles/home/oracle/OFSAAL/Ticdb/log/Ticgen
The file name will have the batch execution id.

The detailed SCD component log can be accessed on the application server under the <fFtp-share>/<infodom
name>/logs

The file name will have the batch execution id.
Sample Path: /dbTiles/home/oracle/Ttpshare/OFSAADEMO/ logs

Note: Check the .profile file in the installation home if you are not able to find the paths mentioned earlier.
List of Dimension Tables

List of ORBI Dimensions impacted by the SCD procedure are DIM_PRODUCTS. This table stores all Stochastic
Processes with relevant details.

Dinvi_PRODUCT

SCD Process DiM_PRODUCTS

SCD Setup Tables

The following table describes the list of dimension tables:

S.No Dim en ti on Tables
1 DIM_FREQUENCY

DIM_IMPACTS
DIM_INTERNAL_EVENT TYPES
DIM_INTERNAL_LOBS
DIM_LEGAL_ENTITY
DIM_LOCATIONS
DIM_PROCESS

DIM_PRODUCTS

DIM_STATUS

DIM_CAUSES

DIM_CURRENCY

O] O] N] o] O ] WO N

=
o

(==
[N
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Checking the Execution Status

Chapter 3—Populating the Dimension Table

12 DIM_LIKELIHOOD

13 DIM_ISSUES

14 DIM_ISSUE_TYPES

15 DIM_ISSUE_SOURCE_TYPES
16 DIM_ISSUE_CRITICALITY
17 DIM_ACTION_CRITICALITY
18 DIM_ACTIONS

19 DIM_CONTROL_RATINGS
20 DIM_CONTROL_DE_RATING
21 DIM_CONTROL_OE_RATING
22 DIM_CONTROL_TYPES

23 DIM_CONTROL_NATURE

24 DIM_CONTROL_L IBRARY
25 DIM_CONTROLS

26 DIM_CONTROL_ASMT_TYPES
27 DIM_EXT_INCIDENTS

28 DIM_ENTITY

29 DIM_POLICY_TYPES

30 DIM_KI_NATURE

31 DIM_RAG_VALUES

32 DIM_MEASURE_SCALES

33 DIM_KI_LIBRARY

34 DIM_KEY_INDICATORS

35 DIM_ACTUAL_LOSS_TYPES
36 DIM_IMPACT_TYPES

37 DIM_RECOVERY_TYPES

38 DIM_OPERATIONAL_LOSS_TYPES
39 DIM_OPERATIONAL_LOSS
40 DIM_RISKS

41 DIM_RISK_RATINGS

42 DIM_RISK_LIBRARY

43 DIM_RESIDUAL_RISK

44 DIM_REPUTATION_RISK
45 DIM_SCENARIO

16 DIM_COMP_L IBRARY

47 DIM_COMP_PLAN_TYPE

48 DIM_COMP_RATINGS

49 DIM_COMPLIANCE

50 FCT_COMPLIANCE_TRANS
51 DIM_OBLIGATIONS

52 DIM_OBLG_L IBRARY

53 DIM_CE_TRENDS

Oracle Financial Services Operational Risk Analytics 8 User Guide

17



Checking the Execution Status
Chapter 3—Populating the Dimension Table

54 DIM_OPINIONS

55 DIM_AUDIT_PLAN

56 DIM_AUDIT_WORK_PAPER

57 DIM_AUDIT_WRKPPR_OPINION

58 DIM_AUDIT_PLAN_TYPE

59 DIM_AUDIT_ASSESSMENT

- SIM_AUDIT_WORK_PAPER_OPINION
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CHAPTER 4 Managing the Dashboards

The following are the list of dashboards that appear in the OFSORA application:

® Home

® Incident

® RCSA (Risk and Control Self Assessment)
e Key Indicators

® Issues & Actions

® Insurance

® Scenario

e Audit

e Compliance & Obligations
® Business Continuity Plan
® Information Library

® Change Initiatives

® DProcess

e BES (Business Environment Scorecard)

Home

The Home Dashboard has important analytical reports from different functional areas, whereas all other dashboards
have analytical reports pertaining to their specific subject area. This section describes the reports in the Home
dashboard of the OFSORA and includes the following topic:

® Viewing Summary

® Scorecard
Viewing Summary

The Summary tab displays the following reports:
® Performance Indicators
® Net Loss Amount by Causes
® Number of Losses by Causes
® Number of Losses vs Net Loss Amount

® Residual Risk Rating by Causes
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Home
Chapter 4—Managing the Dashboards

e Control Rating by Causes

e Control Rating Distribution for High Risks

® Key Risk Indicator by Causes

e Key Control Indicator by Causes

e Key Indicators by High Risks and Ineffective Controls
® Action Summary by Causes

e Additional Reports

] Plausible Risk Amount vs Net Loss Amount
] State of Risks for a Year
[ ] Risks Breaching Threshold

u Net Loss Amount Per Risk

u State of Controls for a Year

u Net Loss Amount Per Control
u Breached Key Indicators

[ | Aging of Actions

Performance Indicators

This report indicates the performances of operational risk for the selected year with current year.

-i Performance Indiators
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Figure 3. Performance Indicators report

The following table describe the various performance indicators displayed in the Summary page of Home

dashboard:

Table 3. Performance Indicators Components

Performance Indicators Description

Year to Date Net Loss
Amount

High Risks (%)

This indicator shows a comparative analysis of YTD net loss for
two selected periods.

This indicator shows the percentage of risks in Open status with
the latest assessment of High.

Ineffective Controls (%) This indicator shows the percentage of controls in Open status

with the latest assessment of Ineffective.
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Table 3. Performance Indicators Components

Performance Indicators Description

Breached Key Indicators This indicator shows the percentage of Key Indicators which have
(%) breached the threshold.

Actions Overdue (%) This indicator shows the percentage of actions which have not
been completed by their target completion date.

Net Loss Amount by Causes
This report displays the net loss amount shown by causes for the given time period. This report displays the
following two columns:

1. The YTD severity as on Datel (the date selected in the Time hierarchy).
2. The YTD Severity as on Date2 (the date selected in the Compare With hierarchy).

Incidents in all statuses except Closed are included for calculation.

This report gives an analysis of YTD losses by their cause for the selected period. You can analyze as to which
causes are contributing to losses in relation to previous period.

4#. MNet Loss Amount by Causes

3,000
2,500
2,000
1,500
1,000

300

Natural Disasters

B YD Severity [l Severity

m

dit -Refresh -Print - Export

Click Here For Inddent Detail Report

Figure 4. Net Loss Amount by Causes

Note:
® The report displays first level Cause with an option to view next levels
® Click on each bar in the graph to drill down to either Nexz Leve/ or Incident Details.

® C(lick Next Level to navigate to the same report but for the next level causes.
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The following table describes the components of the Net Loss Amount by Causes report.

Table 4. Net Loss Amount by Causes Components

Component Description

X Axis Plots the causes.

Y Primary Axis Plots the loss amount.

YTD Severity as on Shows the total net loss amount from January 1 of the year of
Datel Datel till Datel.

YTD Severity as on Shows the total net loss amount from January 1 of the year of
Date2 Date 2 till Date 2.

Click Incident Details link to view the Incident Details report.
Incident Details

This report provides detailed information about incidents.

Incident Details

Incident Name [Event Type Identification Date |Occurrence Date | Currency |Gross Loss Amount |Net Loss Amount [Status Busness Line |Location |Risk Category |Process

2 Natural cisaster losses | 3/12/2014 Euro 10000.00 10000.00 | Approved Retal Banking [New York (Gold Cards | Al

bug 17817650 |Eribes or kidkbacks |3/12/2014 Euro -12.00 ~12.00 [Pending Approval |Retal Barking New York Diamond Cards |New Process
Return -Create Bookmark Link

Figure 5. Incident Details Report

The following table describes the columns in the Incident Details report.

Table 5. Incident Details Report Columns

Column Description

Incident Name Displays the name in the incident.

Event Type Displays the event type for this incident.

Identification Date Displays the date this incident was identified.
Occurrence Date Displays the date this incident occurred.

Currency Displays the base currency associated with this incident.

Gross Loss Amount Displays the gross loss associated with this incident.

Net Loss Amount Displays the amount of loss for the incident.

Status Displays the status of the incident.

Business Line Displays the business line to which the incident is mapped.
Location Displays the location to which the incident is mapped.

Risk Category Displays the risk category of the incident.

Process Displays the process of the incident.

Number of Losses by Causes

This report displays the number of losses shown by the causes for the given period. This report displays the
following two columns:

1. The YTD severity as on Datel (the date selected in the Time hierarchy).
2. The YTD Severity as on Date2 (the date selected in the Compare With hierarchy).
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Incidents in all statuses except Closed are included for calculation.

7

No of Losses by Causes

9.0
5
6.0
45
3.0
0.0 -
Dizasters Human
External Environment Technology

B *TC Frequency [ Frequency

Edit -Refresh -Print - Export

Click Here For Incident Detail Report

Figure 6. Number of Losses by Causes

The following table describes the components of the Number of Losses by Causes report.

Table 6. Number of Losses by Causes Components

Component

Description

X Axis

Plots the causes.

Y Primary Axis

Plots the number of losses.

YTD Severity as on
Datel

Shows the total net loss amount from January 1 of the year of
Datel till Datel.

YTD Severity as on
Date2

Shows the total net loss amount from January 1 of the year of
Date 2 till Date 2.

Click Incident Details link to view the Incident Details report. For more information about the incident details
report, refer to Incident Details, on page 22.

Number of Losses vs Net Loss Amount

This report displays the number of losses and net loss amount by causes for the given period. This report displays
the following two columns:

1. The YTD severity as on Datel (the date selected in the Time hierarchy).

2. The YTD Severity as on Date2 (the date selected in the Compare With hierarchy).

Oracle Financial Services Operational Risk Analytics 8 User Guide
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Additionally, this report displays the following two lines:

1. The YTD frequency as on Datel and another which shows the

2. The YTD frequency as on Date2.

The incidents in all statuses except Closed are included for calculation.

A

No of Losses Vs Net Loss Amount

Amount
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e
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External Environment Technology
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Edit -Refresh -Print -Export

Click Here For Incident Detail Beport
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Figure 7. Number of Losses vs Net Loss Amount by Causes

The following table describes the components of the Number of Losses vs Net Loss Amount by Causes report.

Table 7. Number of Losses vs Net Loss Amount by Causes Components

Component

Description

X Axis

Plots the causes.

Y Primary Axis

Plots the number of losses.

Y Secondary axis

Plots the number of losses in a line graph.

YTD Severity as on
Datel

Shows the total net loss amount from January 1 of the year of
Datel till Datel.

YTD Severity as on
Date2

Shows the total net loss amount from January 1 of the year of
Date 2 till Date 2.

YTD Frequency as
on Datel

Shows the total number of losses from January 1 of the year of
Datel till Datel.

YTD Frequency as
on Date2

Shows the total number of losses from January 1 of the year of
Date2 till Date2.

24
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Click Incident Details link to view the Incident Details report. For more information about the incident details
report, refer to Incident Details, on page 22.

Residual Risk Rating by Causes

This report displays the residual risk rating by causes in a stacked bar chart for the given period. All Risks have a
primary cause, which determines how the risk is counted. Only risks in Opex status are considered.

This report gives an analysis of residual rating for risks by their primary cause. This helps organizations to analyze as
to which causes are contributing to risks with high rating. This information can be used for management of
operational risk.

4 Residual Risk Rating by Causes

3.0
1.E - -
2 2 N |

Dizasters Human
External Environment Technology

w
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=
n
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[ High Medium [ Low E

Edit -Refresh -Print -Export

Click Here For Risk Details

Figure 8. Residual Risk Rating by Causes

The following table describes the components of the Residual Risk Rating by Causes report.

Table 8. Residual Risk Rating by Causes Components

Component Description
X Axis Plots the causes and residual risk rating in a stacked chart.
Y Primary Axis Plots the number of risks.

Note:

® The report displays the first level Dimension/Cause with an option to view next levels
® Click on each bar in the graph to drill down to either Nexz Level/ or Risk Detail

® C(lick Next level to navigate to the same report but for the next level Causes
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® Click the Risk Details link to view the Risk Details report

Risk Details

This report provides detailed information about risks.

ORACLE’

s

Home-Risk Details

Risk. Risk Inherent Control

81238264 |risk of fraud |Medium Effective

Return -Create Bookmark Link

Business Intelligence

D MName Rating Effectiveness Rating

Residual
Financial No. of Assessment Reputational

Impact Eventsp.a  |Date Risk

Less than Risk 9/24/2012 very High Business Disruption | Network and
Threshold and System Failures | Advisory sales

Residual Basel Event Type Business Line

Quantitative

location [RiskCategory  |Process  |[REL SR

London End User Al
Computing Risks

Figure 9. Risk Details

The following table describes the columns in the Risk Details report.

Table 9. Risk Details Columns

Column Description
Risk ID Displays the risk ID.
Risk Name Displays the risk name.

Inherent Rating

Displays the Inherent Risk Rating.

Control Effectiveness

Displays the overall control effectiveness for the risk.

Residual Rating

Displays the Residual Risk Rating.

Residual Flnancial
Impact

Displays the expected or potential loss amount to be incurred
each time the risk materializes in one year from the date of
assessment.

No. of Event p.a

Displays the expected or potential number of times the risk might
materialize in one year from the date of assessment.

Assessment Date

Displays the date of assessment.

Reputational Risk

Displays the rate risk over loss of goodwiill.

Risk Event Type

Displays the Basel event type for the risk.

Business Line

Displays the business line to which the risk is mapped.

Location Displays the location where this risk is applicable.
Risk Category Displays the classification of the risk under the risk category.
Process Displays the process to which this risk is applicable.

Quantitative Inherent
Impact

Displays the amount of loss which can occur in a year if the
controls are not implemented.

Control Rating by Causes

This report displays the control rating by causes in a stacked bar chart for the given period. The controls do not have
causes linked to them, but are linked to many risks and all risks have a primary cause, which determines how the risk
is counted. If the same control is linked to multiple risks, then there is a possibility that it mitigates multiple causes.
Therefore, there is a possibility of double counting controls across causes, but it will not be double counted for the
same cause. Only controls and linked risks in Oper status are considered.

26
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44 Control Rating by Causes

12|
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Edit -Refresh -Print -Export

Click Here For Control Details

Figure 10. Control Rating by Causes

The following table describes the components of the control rating by Causes report.

Table 10. Control Rating by Causes Components

Component Description
X Axis Plots the causes and control rating in a stacked chart.
Y Primary Axis Plots the number of controls.

Note: The report displays first level the Dimension/ Cause with an option to view next levels

Click the Control Details link to view the Control Details report.
Control Details

This report provides detailed information about controls.
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E / Home-Control Details High Risks
Control D |Control Mame Date |DE Rating |OE Rating |Overal Effectiveness |Business Line Location |Risk Category  |Process Control Owner
e conwvol o L 3o N S - - e York A
10832 |COntrol for Flan oj0/0 ransfer London |Cards Al
12450 [P Control 3/12/2014 Qualified und Managen London Al
12516 |control b o0fojo | | Fund Management London Al
12518 |control lacall Ji2i4  |Qualfied Qualfied Qualfied Fund Management London | Al
14566 | test issue ofojo | Deposits New York |
14990 |New Lib after Patch 0fofo | Trust and estates New York | Al
17544 Test Test Control 0fofa | Retai lending Al | proz
18754 |TP% 0/o/0 | Retail Banking New York | pro%
22698 |New Control 0/oa | Consultancy Services / Research / Develapment (to indlude training given to outsiders) [Bangalore | New Process
22808 |Test Test Test Control o0fojo | Deposits New York |
| 22609 [TestTestTestContal __[0/0/0 | Retail Barking e York | |
22810 |Test Test Test Control ofojo | Retail lending New York | |
22811 |Test Test Test Contral 0fof0 | Fund Management London | |
| 2802[TestTest Test Contdl __[0/0f0 | Trust and estates e York |
22931 |Test T Control 0/o/0 | Retail Banking New York | process for dashboard
25106 |jghksds 3132014 |Quafied 1 FESOSRMY o-itony Scrvices / Research / Develoament (o include training given to outsiders) London | Men Process
27771 Test Test Control o0fojo | Retail Banking New York |
27772 |Control Test planring | 0/0/0 | Retai lending e York | [test process
29596 [Test Control Questionnaire |3/13/2014  Qualified Qualified Retai lending INew York |Recurring Depasits | test process
25530 |P5 CT Functionality 3/14/2014 Qualified Deposits ew York | Al
32174|PS Conirol QuesDEResp _|3/14/2014 lified Deposits New York | Al
32175 |PS Control Ques OF Resp |3/14/2014 Retai Barking ew York | Al
32176 |PS Control Ques With Resp |3/14/2014 Fund Management Londen | Al
32177 |PS Control Ques NoResp  |3/14/2014 |Qualified |Qualified | Qualified Retail lending New York | Al

P4 Rows1-25

Return -Create Bookmark Link

Figure 11. Control Details report

The following table describes the columns in the Control Details report.

Table 11. Control Details Columns

Column
Control ID
Control Name

Description

Displays the control ID.

Displays the control name.

Assessment Date Displays the assessment date.

DE Rating

Displays the Design Effectiveness rating for the Control.

OE Rating

Displays the Operating Effectiveness rating for the Control.

Overall Effectiveness

Displays the overall effectiveness rating of the control.

Business Line

Displays the business line to which the control is mapped.

Location Displays the location to which the control is mapped.
Risk Category Displays the classification of the risk.
Process Displays the process applicable to the control.

Control Owner

Displays the name of the user who is responsible for overseeing
the control.

Control Rating Distribution for High Risks

This report displays the control rating based on teh primary cause of the risk linked to the control. Controls do not
have causes linked to them. If the same control is linked to multiple risks, then there is a possibility that it mitigates
multiple causes. Therefore, there is a possibility of double counting controls across cause, but it will not be double
counted for the same cause. Only controls and linked risks in Opez status are considered.

This report only considers risks with a rating of High.
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Figure 12. Control Rating Distribution for High Risks

The following table describes the components of the control rating distribution for High Risks report.

Table 12. Control Rating by Causes Components

Component Description
X Axis Plots the causes and control rating in a stacked chart.
Y Primary Axis Plots the number of controls.

Note: The report displays first level the Dimension/ Cause with an option to view next levels

Click Control Details link to view the Control Details report. For more information about the Control Details
report, refer to Control Details, on page 27.

Key Risk Indicator by Causes

This report displays the Key Risk Indicator (KRI) rating by Causes in a stacked bar chart. All KIs have a primary
cause, which is how the KI by cause count is taken.
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Figure 13. Key Risk Indicator by Causes

The following table describes the components of the Key Risk Indicator by Causes report.

Table 13. Key Risk Indicator by Causes Components

Component

Description

X axis

Plots the causes and KI rating in a stacked chart.

Y Primary axis

Plots the number of KRIs.

® The report displays the first level Dimension/Cause with an option to view next levels

® C(lick the KI Details link to view the KI Details report.

KI Details

This report provides detailed information about Key Indicators.
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Key Indicators Details
Time run: 4/11/2014 2:22:33PM

Return -Create Bookmark Link

D Name Type [Nature |Source |KT in Development |Enterprise K |Risk Event Type |Risk Inventory | Cause |Frequency (Measure Scale |Rafing  |Status |Line of Busness  |Location
16018 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Al USA
16023 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Al China
19691 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Deposits New York
19715 | Test Test KI FRI |Predictive |Internal |No Yeg Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Retai Banking  |New York
19739 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Retallending  |New York
19763 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  |NotRated |Draft |Fund Management |London
19787 |Test Test KI KRI |Predictive |Internal {No Yes Systems Operational Risk Weekly  |Percentage  [NotRated |Draft |Trust and estates |New York
27237 | Test KRI |Predictive |Internal {No Mo Internal Fraud | Operational Risk Percentage  [NotRated |Draft |Retal Banking  |New York
27259 | Test KRI |Predictive |Internal {No Mo Internal Fraud | Operational Risk Percentage  [NotRated |Draft |Al Dehi
29454 |test test KCI KRI |Predictive |Internal [No Mo Internal Fraud | Operational Risk Monthly  |Percentage  [NotRated |Open |Retallending  |New York
34575 |new KCI from control KRI  |Predictive |Internal |No Mo Internal Fraud | Operational Risk Quarterly |Percentage  |NotRated [Open |Fund Management |London

Figure 14. Kl Details

The following table describes the columns in the KI Details report.

Table 14. Kl Details Columns

Column Description

ID Displays the KI ID

Name Displays the name of the KRI

Type Displays the type of Kl being defined
Nature Displays the nature of the KRI
Source Displays the Source of the KI

Kl In Development

Displays if the Kl is in development

Enterprise Kl

Dlisplays if the Kl is an enterprise Kl

Risk Event Type

Displays the risk event type of the KI

Risk Inventory

Displays the risk inventory name

Cause

Displays the cause of the risk

Frequency

Displays the frequency of Assessment/Value capture of Kl

Measure Scale

Displays the measure scale of the risk Kl

Rating

Displays the Kl assessment rating

Status

Displays the status of the KI

Line of Business

Displays the business line for which the Kl is created

Location

Displays the location for which the Kl is created

Key Control Indicator by Causes

This report displays the Key Control Indicator (KCI) rating by Causes in a stacked bar chart. All KIs have a primary
cause, which is how the KI by cause count is taken. Only Kls in Oper status are considered.
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Figure 15. Key Control Indicator by Causes

The following table describes the components of the Key Control Indicator by Causes report.

Table 15. Key Control Indicator by Causes Components

Component Description
X axis Plots the causes and Kl Rating in a stacked chart.
Y Primary axis Plots the number of KCls.

Note: The report displays first level the Dimension/ Cause with an option to view next levels.

Click the KI Details link to view the KI Details report. For more information about the KI Details report, refer to
KI Details, on page 30.

Key Indicators by High Risks and Ineffective Controls

This report displays the Key Indicators linked to risks which are rated as High in Residual Risk Assessement and
controls which are rated as Requires Improvement in Control Assessment. All KIs have a primary cause, which is
how the KI by cause count is taken. Only Kls in Oper status are considered.

Note: Use the High Risks/Ineffective Controls drop-down list to filter the information.
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Figure 16. Key Indicators by High Risks: Ineffective Controls

The following table describes the components of the Key Indicators by High Risks and Ineffective Controls report.

Table 16. Key Indicators by High Risks: Ineffective Controls Components

Component Description
X axis Plots the causes and Kl Rating in a stacked chart.
Y Primary axis Plots the count of the KRIs.

Click the KI Details link to view the KI Details report. For more information about the KI Details report, refer to
KI Details, on page 30.

Action Summary by Causes

This report displays the number of Open actions vs. Delayed actions (actions whose target completion date is before
the current date) by causes. Each action has a source; this report considers all sources by default, with an option to
see the report for each source. Use the slider at the top of the report to select the source for the causes.
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Figure 17. Action Summary by Causes

The following table describes the components of the Action Summary by Causes report.

Table 17. Action Summary by Causes Components

Component Description

X axis Displays the number of open actions vs. delayed actions in a
stacked chart.

Y Primary axis Plots the number of actions.

Click Action Detail link to view the Action Details report.
Action Details

This report provides detailed information about Actions.

Action Name Action Description | Action Creation Date \Target Completion Date \Comp\ehon Percentage  [Action Cost  |Currency Shart Description ILine of Business Lacation Source

Action for compliance incidence 10/09/2012 R |ABC Usa Wew York City |Incident Management

Action for incident Action for inident  |09/28/2012 [in} |ABC USA, ew York City |Inddent Management

ction transfer asdcascd 03/20/2012 | P Network and Advisary sales [Londan |Incident Management

\for Bl action 10/08/2012 | oy |ABC USA |Wew York City |Incident Management
|

Figure 18. Action Details

The following table describes the columns in the Action Details table:

Table 18. Action Details Columns

Column Description

Action Name Displays the name of action.

Action Description Displays the action description.

Action Creation Date Displays the date on which the action is created.
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Table 18. Action Details Columns

Column

Description

Target Completion Date

Displays the date on which the action plan has to be com-
pleted. If this is overdue, it is displayed in RED.

Completion Percentage

Displays the approximate measure of completion of action.

Action Cost

Displays the actual cost incurred in implementing the action.

Currency

Displays the currency in which the costs are captured.

Line of Business

Displays the business line for which the action plan is cre-
ated.

Location

Displays the location for which the action plan is created.

Source

Displays the component for which the action plan is created.

Additional Reports

The following sections describe the reports found in the Additional Reports section of the Summary tab.

Additional Reports

Flausible Risk Amount ¥s Met Loss Amount

State of Risks for a year
Risks Breaching Threshold

Met Loss Amount per Risk

State of Controls for a year

Met Loss Amount per Control

Breached Key Indicators
Aging of Actions

Figure 19. Additional Reports

Accessing Additional Reports

To access these reports, click the link of the report you wish to view. All filters set on the Summary tab will apply to

these reports.

Plausible Risk Amount vs Net Loss Amount

This report displays the latest risk details and net loss amount for the selected risk. The net loss amount (sum of all

net losses linked to a risk) is shown for losses that have occurred in the past one year from the date of filter.

For an incident, multiple risks are linked. It is possible that the same loss amount is shown against multiple risks and
therefore may be double counted.
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Figure 20. Plausible Risk Amount vs Net Loss Amount

The following table describes the columns in the Plausible Risk Amount vs Net Loss Amount report.

Table 19. Plausible Risk Amount vs Net Loss Amount Columns

Column Description

Risk ID Displays the sequential tracking number given to the risk.
Risk Name Displays the name of the risk.

Inherent Rating Displays the inherent risk rating.

Control Effectiveness | Displays the overall control effectiveness for the risk.

Residual Rating Displays the residual risk rating.

Residual Financial Displays the residual financial impact of the risk.

Impact

No. of Events p.a Displays the expected or potential number of times the risk might
materialize in one year from the date of assessment.

Assessment Date Displays the risk assessment date.

Net Loss Amount Displays the total loss amount of all the incidents linked to the risk.

Line of Business Displays the business line to which the risk is mapped.

Location Displays the location to which the risk is mapped.

Risk Category Displays the classification of the risk.

Process Displays the process to which this risk is applicable.

State of Risks for a Year

This report displays the residual risk rating of a risk over the past 12 months. All risks in Open status with 12 months
of residual risk rating are considered.
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By default, 25 records display.

Sep-2012 Oct-2012

:LII]E of Business [Location RiskID [Risk Name [Status Name
81223746 |risk for fraud |Cpen
81229244 risk wih questionnaire |Open
81233724 |risk for plan |Cpen |
81233814 |risk for plan1 |Open m, _
81235787 |risk without contral |Open
81235594 |risk for testing |Gpen E
81233304 |new risk identified |Cpen
e g e | 81240424 Risk for test |Cpen (Medium Medium ]
e Mew York City 81240556 |Questionnaire hased risk assessment |Open Low Low |
81240802 |Risk for questionnaire based assessment |Open
81242825 |risk for questionnaire |Cpen
81242977 |risk for questionaire based |Gpen
81243288 |risk simulation |Cpen
81243337 |new risk for sree |Cpen
81244730 |record for B |Open |
81245873 Risk e o 2 : e e e Dpen ] |
81228784 :NEW RISK CREATED BY AN USER FOR CHECKING THE LINKAGES IN INSURANCE MODULE AMD CHECK NI SCENARIO AS WELL [Open |
31233264 risk of fraud |Cpen | |
81233265 |risk of fraud |COpen | |
|Metwark and Advisory sales |London 81241253 itest questionnaire |Open |
1241297 |test risk for different KBD |Cpen |
81241871 |risk for test 5 |Open |
81246508 |test-4-B1 |Open m |

Figure 21. State of Risks

The following table describes the columns in the State of Risks report.

Table 20. State of Risks Report Columns

Column Description

Risk ID Click ID to view the risk details report. For more information about
the Risk Details report, refer to Ris& Details, on page 26. From the
risk details report, you can view the control details report. For
more information about the Control Details report, refer to Contro/
Details, on page 27.

Risk Name Displays the risk name.

Time Period Ratings | These columns are labeled Month 1 - Month 12 and display the
trend of control ratings over those 12 months.

Risks Breaching Threshold

This report displays the latest risk details and threshold amount for the Line of Business. Only risks in Opern status
with the latest residual financial impact greater than threshold for the business are considered.
[

RiskID Risk Name Line of Business Location Impact Likelihaod Residual Rating Residuzl Financial Impact Threshold Amount Mo of Events per Annum Assessment Date Dummy
31223746 risk for fraud | ABC USA New York City |Catastrophic 2 |Rare Mare than Risk Threshold 3,375,000 1,500,000 308/11/2012 1

Figure 22. Risks Breaching Threshold
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The following table describes the columns in the Risks Breaching Threshold report.

Table 21. Risks Breaching Threshold Columns

Column Description

Risk ID Displays the sequential tracking number given to the risk.

Risk Name Displays the name of the risk.

Line of Business Displays the business line to which the risk is mapped.

Location Displays the location to which the risk is mapped.

Impact Displays the Impact Rating.

Likelihood Displays the Likelihood rating.

Residual Rating Displays the Residual Risk Rating.

Residual Financial Displays the residual financial impact of the risk.

Impact

Threshold Displays the risk threshold for the BU.

No. of Event p.a Displays the expected or potential number of times the risk might
materialize in one year from the date of assessment.

Assessment Date Displays the risk assessment date.

Net Loss Amount Per Risk

This report displays the latest risk details and net loss amount (sum of all net losses linked to a risk) for the selected
risk. The net loss amount is shown for losses that have occurred in the past one year from the date of filter.

For an incident, multiple risks are linked. It is possible that the same loss amount is shown against multiple risks and
therefore, it is double counted.

|Line of Business Location RigkID Rigk Mame Residual Rating Met Loss Amount MIS Date Id

3250000,00 20121010.00
5250000,00 20121010.00
3250000,00 20121010.00

| 81243238 |risk simulation
31236594 |risk for testing

United Stat
MR SIS 5 1243288 [risk simulation

N 51236534 risk for testing GAARE 5250000.00| 2012101000
o | 81243238 |risk simulztion [ 3250000.00|  20121010.00
31236524 |risk for testing [N 5250000.00|  20121010.00
ABC LS New York City - -
e T Y 5 1242288 [risk smulation. ERERREE 3250000.00|  20121010.00
United States | 31236594 risk for testing Hgh 5250000.00|  20121010.00
| 81243238 |risk simulztion [ 3250000.00|  20121010.00
u 81235594 |risk for testing [REEEEGGGE 5250000.00|  20121010.00
- | 81243238 |risk simulztion [ 3250000.00|  20121010.00
u e York ity | 31236594 lisk for testing High 5250000.00|  20121010.00

Ameunt in USD

Figure 23. Net Loss Amount Per Risk
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The following table describes the columns in the Net Loss Amount Per Risk report.

Table 22. Net Loss Amount Per Risk Columns

Column Description

Line of Business Displays the business line to which the risk is mapped.

Location Displays the location where this risk is applicable.

Risk ID Displays the sequential tracking number given to the risk.

Risk Name Displays the risk name.

Residual Rating Displays the residual risk rating.

Net Loss Amount Displays the total loss amount of all the incidents linked to the
risk.

State of Controls for a Year

This report displays the overall control assessment rating of a control over a period of 12 months from filter date.
The overall control assessment rating from the end of each month is considered. Only controls in Oper status are
considered.

By default, this report displays 25 records per page.

ControlID |Control Mame Sep-2014
81639350 (CCTV

81639830 | Closure and liguidation of the bank

81639902 | Cancellation of deposit license

81639924 |Perindic Audit of Trading Activities

81639945 | Implemented strong back office operations, centralised management of control activities
81640199 | Credit card Fraud - service provider

81640231 |Property site audits / inspections

81640234 | System access Qualified
81640303 |Risk spedfic training is completed by staff,
81640329 |Installation of Fire Detectors & Alarms

81540359 | Installation of Fire Extinguishers,

81540331 |[Emergency teams and protocols are in place.
31540403 | Customer request.

21540445 | Dual Control

21540475 | Automated cards blocking.

21540507 | Appropriate dismissal and disdplinary action is taken.
21540529 | Custody of Power of Attorney and Bank Seal.
21540551 | Security - Physical Security.

21540573 | Documentation Cheddist

21540595 | Documentation Unit Chedk
21640617 |Captured Cards delivery Qualified
231640639 |Extending loans to unauthorised purposes
21640661 |Regulator engagement framewark
21640633 |Regulator review

81640705 |Regulatory Reparting

Figure 24. State of Controls
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The following table describes the columns in the State of Controls report.

Table 23. State of Controls Columns

Columns

Description

Control ID

Click this column to view the Control Details report. For
more information about the Control Details report, refer to

Control Details, on page 27.

Control Name

Displays the control name.

Time Period Ratings

These columns are labeled Month 1 - Month 12 and dis-
play the trend of control ratings over those 12 months.

Net Loss Amount Per Control

This report displays the latest control details and net loss amount (sum of all net losses linked to a control) for the
selected control. The net loss amount is shown for losses that have occurred in the past one year from the date of

filter.

For an incident, multiple controls are linked. It is possible that the same loss amount is shown against multiple

controls and therefore, it is double counted.

Line of Business Location ControlID Control Name Met Loss Amount Cwerll Effectiveness
All B1238019 |Questionnaire based assessment 1,625,000 |Qualified
ABC USA Mew York City B1238019 |Questionnaire based assessment 1,625,000 |Qualified
|Inited States B1238019 |Questionnaire based assessment 1,625,000 |Qualified
Al B1238019 |Questionnaire based assessment 1,625,000 |Qualified
5,125,000
EMEA B1238019 |Questionnaire based assessment 3,125,000
Al London B1238019 |Questionnaire based assessment 3,125,000
Mew York City B1238019 |Questionnaire based assessment 1,625,000 |Qualified
IUnited Kingdom B1238019 |Questionnaire based assessment 3,125,000
|Inited States B1238019 |Questionnaire based assessment 1,625,000 |Qualified
All 21238019 |Questionnaire based assessment 3,125,000
Network and Advisory sales EMEA 81233018 |Questionnaire based assessment 3,125,000
Londaon 21238019 |Questionnaire based assessment 3,125,000
|Inited Kingdom 1238019 |Questionnaire based assessment 3,125,000
Aall 1238019 |Questionnaire based assessment 3,125,000
. ) EMEA 1238019 |Questionnaire based assessment 3,125,000
Retail Banking - -
Londaon 1238019 |Questionnaire based assessment 3,125,000
|Inited Kingdom 1238019 |Questionnaire based assessment 3,125,000
Aall 1238019 |Questionnaire based assessment 3,125,000
L EMEA 21233019 |Questionnaire based assessment 3,125,000
Retail Finance - -
London 21233019 |Questionnaire based assessment 3,125,000
United Kingdom 21233019 |Questionnaire based assessment 3,125,000

Amount In USD

Figure 25. Net Loss Amount Per Control

40

Oracle Financial Services Operational Risk Analytics 8 User Guide




Home

Chapter 4—Managing the Dashboards

The following table describes the columns in the Net Loss Amount Per Control report.

Table 24. Net Loss Amount Per Control Columns

Column Description

Line of Business Displays the business line to which the control is mapped.
Location Displays the location where this control is applicable.
Control ID Displays the sequential tracking number given to the control.
Control Name Displays the name of the control.

Overall Effectiveness | Displays the overall effectiveness rating for the control.

Net Loss Amount Displays the total loss amount of all the incidents linked to the
control.

Breached Key Indicators

This report displays Key Indicators (KI) which have breached their limits. KIs are said to have breached their limits

when their latest rating is red.

Figure 26. Breached Key Indicators

Theft or Extorson or
Frasud or Credt frasd or W)
Frasd or Credt fraud or Worthiess eposts  Operatonal Rusk

Imoroper Dusness or Market Pracices Credt Risk
Imoroger Dusness or Market Pracices. Credt Risk
Imoroper Dusness or Market Pracices. Operabonsl Rk
Damage ts Physcal Assets Operataoral Rk

Cases neporied during suprise chedis feviews.
Froperty heid as mortpaged nat evaluated in last 1-2 years.

21635988 Mercharrl] Cusbsemer bncharvier | b arsiactesres merslirieng.
21635999 | Gros Froned loss.
B1636004 Complanls recerved bom ntermedarics.

The following table describes the columns in the Breached Key Indicators report.

Table 25. Breached Key Indicators Columns

Column Description

ID Displays the sequential tracking number given to the Kl record.

Name Displays the name of the Key Indicator.

Type Displays the type of the Key Indicator

Nature Displays the nature of the Key Indicator

Source Displays the source of the Key Indicator

Kl In Development Displays whether the development is in Kl or not

Enterprise Kl Displays whether Kl is applicable at an enterprise level or at
business unit level

Risk Event Type Displays risk event type of the Key Indicator

Risk Inventory Displays the risk inventory of the Key Indicator

Oracle Financial Services Operational Risk Analytics 8 User Guide
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Table 25. Breached Key Indicators Columns

Column Description

Cause Displays the cause of the Key Indicator

Frequency Displays the frequency of the Key Indicator

Measure Scale Displays the measure scale of the Key Indicator
Rating Displays the rating of the Key Indicator

Status Displays the status of the Key Indicator

Line of Business Displays the business line to which the Kl is mapped.
Assessment Date Displays the assessment date of KI.

Aging of Actions

This report gives the aging status of actions for different categories of buckets. The report displays the actions
created for different component for a given time period with their current status.

Aging of Actions

f . Time run: 5/11/2014 1:55:46 PM

Table [=]
Saource Total Actions | Within Time | Beyond Time |Delayed by 1-15 days |Delayed by 16-30 days \Delayed by 31-60 days |Delayed by > 60 days | < Target Date
Issues 2 a 2 a a a 2 a
Risk Definition 2 1] 2 1] 0 a 2 1]

Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 27. Aging of Actions table
The following table describes the columns in the Aging of Actions report:

Table 26. Aging of Action Plans Columns

Column Description

Source

Total Actions Display the count of total number of actions.
Within Time Display the count of actions completed within the

target completion date, that is, the date of comple-
tion is lesser than or equal to the target completion
date.

Beyond Time Displays the count of actions in complete status
whose date of completion is greater than the target
completion date and actions in open status whose
target completion date is lesser than the current
date.

Delayed by 1-15 Days Displays the count of actions where the delay is
between 1 to 15 days.

Delayed by 16-30 Days Displays the count of actions where the delay is
between 15 to 30 days bucket.
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Table 26. Aging of Action Plans Columns

Column

Description

Delayed by 31-60 Days

Displays the count of actions where the delay is
between 31 to 60 days bucket.

Delayed by >60 Days

Displays the count of actions where the delay is
more than 60 days.

<Target Date

Displays the count of actions in open status with
target completion date greater than or equal to the
current date.

Click an item in these columns to view the Action Details report. For more information about the Action Details

report, refer to Action Details, on page 34.

Scorecard

Scorecard can be used to identify measures like Risks, Controls, Compliances etc and set Targets for such measures,
based on which the Ratings are derived which can help an organization to understand which of the measures are
deviating, meeting or exceed expectations
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Incident

This section describes the pre-seeded reports in the incident dashboard of the OFSORA and includes the following
topics:

® Accessing the Incident Dashboard
® Viewing Heat Map for Internal Losses
® Viewing Trend Reports

® Viewing Analysis of Internal Losses
Accessing the Incident Dashboard

To access the Incident dashboard, select Incident from the Dashboard drop-down. The Incident Dashboard page
displays.

ORACLE  Business Inteligence

GRS, Ikl Law Msbric

et s Al S

Figure 28. Incident Dashboard Page

The Incident dashboard contains the following tabs:
® Heat Map for Internal Losses
® Trend Reports

® Analysis of Internal Losses

Viewing Heat Map for Internal Losses

Figure 29. Heat Map for Internal Losses
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The following table describes the page level filters on this tab.

Table 27. Incident Page Level Filters - Heat Map for Internal Losses

Filter Type

Location Select the location from the drop-down list to display incidents
mapped to the selected location.

From and To Select the date from the drop-down list to display incidents mapped
to the selected business line and location for the date specified.

Basel Event Type Displays the classification of the incident as per basel event type.

Line of Business Select the business line from the drop-down list to display incident

mapped to the selected business line.

Internal Loss Matrix

The Internal Loss Matrix displays the frequency (count of incidents) and severity (amount of loss incurred) of net
losses across Line of Businesses and Basel Event Types. The severity displays as the total amount of net loss
reported for the selected filters.

This report considers incidents in all statuses except Closed.

T el Lase ek

Oy Rk AuairC B0

Figure 30. Internal Loss Matrix

Click Line of Business or Basel Event Type to expand the respective children Line of Businesses and Basel Event
Types.

Click on the Severity and Frequency hyperlinks to view the respective incident details.
Viewing Trend Reports

This tab displays the following reports:
® Trend of Internal Loss Frequency by Location
® Trend of Internal Losses Severity by Location
® Trend of Internal Losses Frequency by Line of Business
® Trend of Internal Losses Severity by Line of Business
® Trend of Internal Losses Frequency by Basel Event
® Trend of Internal Losses Severity by Basel Event
e Additional Reports

[ ] Trend of Incidents
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Figure 31. Trend Reports

The following table describes the page level filters on this tab.

Table 28. Incident Page Level Filter - Trend Reports Tab

Filter Type

Time Select the date from the drop-down list to display issues mapped
to the selected business line and location for the date specified.

Location Select the location from the drop-down list to display issues

mapped to the selected location.

Line of Business Select the business line from the drop-down list to display issues
mapped to the selected business line.

Basel Event Type Select the classification of the incident as per basel event type.
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Trend of Internal Loss Frequency by Location

This report displays the trend across different years. Within the calendar year it can be further drilled down to view

the trend across different quarters.

£ Ty

i =i
g Tremd of Intemal Losses Frequency by Location

o

Figure 32. Trend of Internal Loss Frequency by Location

Trend of Internal Loss Frequency by Location Table

This report lists the number of incidents for the combination of location and time period on display.

Click the dropdown arrow on the table view the child nodes.

This report considers incidents in all statuses except Closed.

[=l2012
= 2012-Q4
Oct-2012

[=1 All 22 22 22
[=]EMEA, 4 4 4
LInited Kingdom 4 4 4
United States 18 13 18
EMEA 4 4 4

Figure 33. Trend of Internal Loss Frequency by Location table
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Trend of Internal Losses Severity by Location

This report displays a trend of internal loss severity by location in both table and graphical format.

%l Tremd of Tnternal Losses Severity by Location
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Figure 34. Trend of Internal Loss Severity by Location
Trend of Internal Loss Severity by Location Table
This report displays the loss amount for the combination of location and time period on display.

Click on the bar to view the underlying details.

This report considers incidents in all statuses except Closed.

=2012
201204
=l Al 497707599300 |4977075998.00
EMEA 0.00 0.00
United States | 4977075998.00 |4977075998.00
EMEA 0.00 0.00

Figure 35. Trend of Internal Loss Severity by Location table
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Trend of Internal Losses Frequency by Line of Business

This report displays the trend of internal losses frequency by Line of Business in both table and graphical format.
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Figure 36. Trend of Internal Losses Frequency by Line of Business
Trend of Internal Losses Frequency by Line of Business Table
This report lists the number of incidents for the combination of Line of Business and time period on display.

Click the dropdown arrow on the table view the child nodes.

This report considers incidents in all statuses except Closed.

= 2012
2012-04
=l Al 22 22
ABC USA 13 18
Retail Banking 4 4

Figure 37. Trend of Internal Losses Frequency by Line of Business table

Trend of Internal Losses Severity by Line of Business
This report displays the trend of internal losses severity by Line of Business in both table and graphical format.
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Figure 38. Trend of Internal Losses Severity by Line of Business

Trend of Internal Losses Severity by Line of Business Table

This report lists the loss amount for the combination of line of business and time period on display.

Click the dropdown arrow on the table view the child nodes

This report considers incidents in all statuses except Closed.

2012
2012-Q4
=l al 4,977,075,998 | 4,977,075,998
ABC USA 4,977,075,998 | 4,977,075,998

Retail Banking

0

]

Figure 39. Trend of Internal Losses Severity by Line of Business table

Trend of Internal Losses Frequency by Basel Event
This report displays the trend of internal losses frequency by basel event in both table and graphical format.
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oo Trend of Internal Losses Frequency by Basel Event
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Figure 40. Trend of Internal Losses Frequency by Basel Event

Trend of Internal Losses Frequency by Basel Event Table

This report lists the number of incidents by basel event for the combination of basel event and time period on

display.
Click the dropdown arrow on the table view the child nodes.

This report considers incidents in all statuses except Closed.

[=Time

L= Business Disruption and System Failures
= Clients, Products and Business Practices
[= Damage to Physical Assets

L= Employment Practice and Workplace Safety
L= Execution, Delivery and Process Management
[= External Fraud

= Internal Fraud

[T TR N ]

(R

Figure 41. Trend of Internal Losses Frequency by Basel Event Table

Note: Right click on the table top and select Collapse all items in view to restore the original report.
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Trend of Internal Losses Severity by Basel Event
This report displays the trend of internal losses severity by basel event in both table and graphical format.
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Figure 42. Trend of Internal Losses Severity by Basel Event

Trend of Internal Losses Severity by Basel Event Table

This report lists the loss amount by basel event for the combination of basel event and time period on display.
® The report displays the first level Dimension/Cause with an option to view next levels

® Click the dropdown arrow on the table view the child nodes.

This report considers incidents in all statuses except Closed.

|E=Time |
|- Business Disruption and System Failures | 187554.00 |
|- Clients, Products and Business Practices | 192444.00 |
|- Damage to Physical Assets |506000.00 |

|- Employment Practice and Workplace Safety | -200
|- Execution, Delivery and Process Management| 3100

|l External Fraud ' | "26000.00
|= Internal Fraud !

55556.00 |

Figure 43. Trend of Internal Losses Severity by Basel Event Table

Note: Right click on the table top and select Collapse all items in view to restore the original report.

Additional Reports
The following section describe the reports available in the Additional Reports section of the Trend Reports tab.

Trend of Incidents
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Accessing Additional Reports

To access these reports, click the link of the Trend of Incidents report. All filters set on the Trend Reports tab will
apply to this report.

Trend of Incidents

This report provides an analysis of the losses happened over the years.

Trend of Incidents
ty Time run= 117132074 2:05:33 PM
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Figure 44. Trend of Incidents

Viewing Analysis of Internal Losses

This tab displays the following reports:
® Internal Losses vs External Losses

® Gross Loss Amount vs. Net Loss Amount
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Figure 45. Analysis of Internal Losses
The following table describes the page level filters on this tab.

Table 29. Incident Page Level Filter - Analysis of Internal Loss Tab

Filter Type

Occurrence Date Between Select the date from the drop-down list to display issues
mapped to the selected business line and location for the date
specified.

Basel Event Type Select the classification of the incident as per basel event
type.

By default all charts will be for all basel event types in this page. You can drill down from parent to respective
children basel event types.

Internal Losses vs External Losses

This report provides an analysis of internal losses compared to external losses for Basel Event Types. The report
compares the contribution of each basel event type to the frequency (number of incidents for the basel event type
for the filter time period) and severity (amount of net loss for the basel event type for the filter time period) of
internal losses with external loss.

Internal incidents in all statuses except Closed and external incidents in all statuses are considered.

Click the drop down arrow on the table to expand the Basel Event Type to the next level.

Internal Losses vs External Lisses
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Figure 46. Internal Losses vs External Losses
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The following table describes the columns in the Internal Losses vs External Losses report.

Table 30. Internal Losses vs. External Losses Columns

Column

Description

Basel Event Type

Displays the Basel Event Type of the incident.

Internal Loss Severity
(Amt)

Displays the internal loss amount for the Basel Event Type.

Internal Loss Severity (%)

Displays the internal loss amount for the Basel Event Type as a percentage of
total loss amount for all Basel Event Types.

Internal Loss Frequency
(No.)

Displays the internal loss frequency for the Basel Event Type.

Internal Loss Frequency
(%)

Displays the internal loss frequency for the Basel Event Type as a percentage of
total loss frequency for all Basel Event Types.

External Loss Severity
(Amt)

Displays the external loss amount for the Basel Event Type.

External Loss Severity (%)

Displays the external loss amount for the Basel Event Type as a percentage of
total loss amount for all Basel Event Types.

External Loss Frequency
(No.)

Displays the external loss frequency for the Basel Event Type.

External Loss Frequency
(%)

Displays the external loss frequency for the Basel Event Type as a percentage of
total loss frequency for all Basel Event Types.

Gross Loss Amount vs. Net Loss Amount

This report displays the internal gross loss (sum of loss amounts for the Basel Event Type) compared to the net loss
(sum of loss amounts for that Basel Event Type) by Basel Event Type. This report also displays the recovery details.

This report gives an analytical picture of contribution of gross loss amount by different basel event types and their
recoveties. The information available in this report can be used for decision making such as the planning insurance

coverage based on the information.

Figure 47. Gross Loss vs. Net Loss by Basel Event Types

® The report displays the first level Dimension/Cause with an option to view next levels

® Click the drop down arrow to expand the basel event type to the next level.
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The following table describes the columns in the Gross Loss vs. Net Loss by Basel Event Types report.

Table 31. Gross Loss vs. Net Loss by Basel Event Types Columns

Column

Description

Basel Event Type

Displays the basel event type of the Incident.

Gross Loss

Displays the gross loss amount for the basel event type.

Gross Loss%

Displays the gross loss amount for the basel event type as a per-
centage of total gross loss amount for all the basel event types.

Cash and Other
Recoveries

This column displays the net recovery from all sources except
Insurance. It contains the sum of cash and other recoveries for all
incidents for that BET.

Gross Loss Net of
Cash & Other Recov-
eries

Displays the gross loss less gross loss net of cash and other
recoveries.

Insurance Recovery

This column displays the recovery from Insurance, and displays
the sum of insurance recoveries for all incidents for that BET.

Total Recovery

Displays the cash and other recoveries + insurance recovery.

Net Loss

Displays the gross loss - total recovery.

Net Loss%

Displays the net loss for the basel event type as a percentage of
total net loss for all the basel event types.

Total Recovery%

Displays the recovery for the basel event type as a percentage of
total recovery for all the basel event types.
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RCSA (Risk and Control Self Assessment)

This section describes the reports found in the Risk and Control Self Assessment Dashboard (RCSA) dashboard of
the OFSORA and includes the following topics:

Accessing the RCSA Dashboard
Viewing Summary
Viewing Trend Analysis-Risks

Viewing Trend Analysis-Controls

Accessing the RCSA Dashboard

To access the RCSA dashboard, select RCSA from the Dashboards drop-down. The RCSA Dashboard page
displays.

ORACLE Business Inteligence

[ B3 CLr N [T

Figure 48. RCSA Dashboard
The RCSA dashboard contains the following tabs:

Summary
Trend Analysis -Risks

Trend Analysis - Controls

Viewing Summary

This tab displays the following reports:

Risk Heat Map

Risk Rating Distribution

Inherent Risk Across Business Line
Controls Across Business Lines
Residual Risk Across Business Line

Control Heat Map

Oracle Financial Services Operational Risk Analytics 8 User Guide 57



RCSA (Risk and Control Self Assessment)
Chapter 4—Managing the Dashboards

Control Rating Distribution

Control Effectiveness

Risks Vs Cost of Control

Risk Reports

m  State of Risks

m  High Impact Risks

®  Risks without Controls

m  Risks not Assessed

m  Risks without Insurance

m  Risks with Key Risk Indicators
m  Actions for High Risks

Control Reports

State of Controls
Ineffective Controls
Summary of Control Assessment

Control not Assessed

Controls with Key Control Indicators

Actions for Ineffective Controls

ORACLE Business Inteligence

1805
Semmary Vel v s ot vk -Gt

Figure 49. RCSA Summary Tab
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The following table describes the page level filters on this tab.

Table 32. RCSA Page Level Filter - Summary Tab

Filter Type

Line of Business Select the business line from the drop-down list to display data for
the selected business line.

Location Select the location from the drop-down list to display data for the
selected location.

Legal Entity Displays the legal jurisdiction in which the organization is operat-
ing.

Time Select the date from the drop-down list to display data for the

selected business line and location for the date specified.

Risk Heat Map

This report displays the count of residual risk ratings for each combination of impact and likelihood rating;

E vf Risk Heat Map

Impact [
Likelihood

Catastrophic 3

Catastrophic 2

Catastrophic 1

Magor

Moderate

Insignificant

W High Medium B Low
Edit -Refresh -Print -Export
Risk Heat Map Details Report

Figure 50. Risk Heat Map

The following table describes the columns in this report.

Table 33. Risk Heat Map Columns

Column Description

Impact/Likelihood Displays the impact rating/likelihood rating of the risk.

Click a number in this report to drill down to the Risk Details report.
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Risk Heat Map Details Report
This report displays risk heat map details for different Likelyhoods and Impacts.
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This report displays risk details as on the date of filter. For more information about the Risk Details report, refer to

Risk Details, on page 26.

Control Details Report

This report displays control details as on the date of risk assessment. For more information about the Control

Details report, refer to Control Details, on page 27.

Risk Rating Distribution

This report displays the percentage of residual risk ratings in a pie chart.
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Figure 51. Risk Rating Distribution

_ Risk Rating Distribution
o Time run: 9/10/2014 2:45:35 PM

13.46%

11.54%

Il High Medium [l Mot Rated

Edit -Refresh -Print -Export

Click a section on the pie chart to drill down to the Risk Details report. For more information about the Risk Details
report, refer to Risk Details, on page 26.

Inherent Risk Across Business Line

This report displays the total number of risks among different business lines.

__ Inherent Risk Across Business Line
4 Timerun: 9/10/2014 2:46:39 PM

60

50

40

30

20

Retail banking
[l Total Risks [l High Risks

Edit -Refresh -Print -Export

Figure 52. Inherent Risk Across Business Line
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Controls Across Business Lines

This report displays the count of control with their effectiveness rating for different Business Units.

Controls Across Business Lines
L Time run: 9/10/2014 2:45:35 PM

60
50
40
30

20

Mumber of Controls

Figure 53. Controls Across Business Lines

Residual Risk Across Business Line

This report displays the number of Risks for different rating criteria such as High/medium/Low, based on the
Residual Risk Rating for different Business Units. Residual Risk rating is the rating for the Risks based on the control
effectiveness.

Residual Risk Across Business Line
A Time run: 3/10/2014 2:46:33 FM

60
50
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Total
. Rizks
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W pisks

30

20

Retail banking

Edit -Refresh -Print -Export

Figure 54. Residual Risk Across Business Line

Control Heat Map

This report displays the number of control ratings for each combination of OE and DE rating.
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7 Control Heat Map
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Figure 55. Control Heat Map

The following table describes the columns in this report.

Table 34. Control Heat Map Columns

Column Description

OE Rating / DE Rating Displays the operating effectiveness rating/design
effectiveness rating.

Click a number in this report to drill down to the Control Details report. For more information about the Control
Details report, refer to Control Details, on page 27.

Control Rating Distribution

This report displays the percentage of control ratings in a pie chart.

~__ Control Rating Distribution
e Time run: 9/10/2014 2:46:39 PM

5.26% 7.02%

28.07%
M Effective

Il Not Rated
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Figure 56. Control Rating Distribution
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Click a section of the pie chart to drill down to the Control Details report. For more information about the Control
Details report, refer to Control Details, on page 27.

Control Effectiveness

This section contains three bar chart reports, which represent the effectiveness of controls.
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Figure 57. Control Effectiveness
The report displays the first level Dimension/Cause with an option to view next levels

Click any bar to drill down to the Control Details report. For more information about the Control Details report,
refer to Control Details, on page 27.

Operating Effectiveness

This report represents the number of controls by rating for operating effectiveness.

L

O = K W s h®m D

Control Effectiveness

Operating Effectiveness

.

Effective alifiedd Requires
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Figure 58. Operating Effectiveness

Design Effectiveness

This report represents the number of controls by rating for design effectiveness.
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Figure 59. Design Effectiveness

Overall Effectiveness

This report represents the number of controls by rating for overall effectiveness.
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Figure 60. Overall Effectiveness

Risks Vs Cost of Control

This report displays the Risks and their cost of controls along with the number of incidents. This helps to analyze
the Cost of mitigation risk, based on the Residual Rating and the Number of Incidents associated with the Risk.

Risk Reports

This section contains the following link reports:

State of Risks

High Impact Risks
Risks without Controls
Risks not Assessed
Risks without Insurance

Risks with Key Risk Indicators
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® Actions for High Risks
State of Risks
For more information about the State of Risks report, refer to State of Risks for a Year, on page 36.
High Impact Risks

This report displays risks with the following impact ratings during residual risk assessment:
® Catastrophic3
® (atastophic2
® Catastrophicl

® Major

ORACLE" Business Intelligence |
03.RCSA

High Impact Risks
/ Time run: 9/10/2014 3:02:33 PM

Line of Business |Location |RiskID Risk Name Count of Controls Impact Rating |Residual Risk Rating | Assessment Date |Net Loss Amount | Threshold Amal

Retail Banking  Mew York |81633585 |Wrong Processing of payroll. 2 |Low o 1f25/2014 i} 500,
31634006 (Misuse of ATM captured cards by employees, 1|Low o i} 5,
81636995 | Threat of Unauthorized activity leading to Client data leak 2|Low o

Retail Banking | Mew York |81633951 |Loans availed by customers by submitting false information. 2 |Medium Q 25,000 10,
81634266 |Failure of critical systems and IT infrastructure. 1|Medium Q 0 5,1
81638907 |Printer break down 1 |Medium o
81646374 |Pandemic spread 1|Medium o 6,000 1,
81646455 |Sales Reporting Failures, 2 |Medium o 10,000 2,000,

Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 61. High Impact Risks

The following table describes the columns in the High Impact Risks report:

Table 35. High Impact Risks Columns

Column Description

Line of Business Displays the business line to which the risk is mapped.

Location Displays the location to which the risk is mapped.

Risk ID Displays the sequential tracking number given to the risk.

Risk Name Displays the risk name.

Count of Controls Displays the total number of open controls linked to this risk.
Click Count of Controls hyper link to view the Control Details Report. For more
information about the Control Details report, refer to Control Details, on page 27.
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Table 35. High Impact Risks Columns

Column Description

Impact Rating Displays the impact rating.
This column is color coded in the following way:

Medium
Low

Residual Risk Rating | Displays the residual risk rating.
This column is color coded in the following way:

Medium
Low
Assessment Date Displays the date of latest risk assessment.
Net Loss Amount Total net loss amount for the incidents linked to these controls.

o If multiple incidents are linked to a risk, then the net loss amount is the sum of
net loss amount for all the incidents.

e |f the same incident is linked to multiple risks, then the net loss amount will be
shown against all the risks.

Click Net Loss Amount hyper link to drill down to the Incident Details Report. For
more information about the Incident Details report, refer to Incident Details, on
page 22.

Threshold Amount Displays the threshold amount for risks set for a business line.

Risks without Controls

This report lists the risks that do not have controls.
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ORACLE Business Intelligence

03. RCSA

Risks with out Controls
Time run: 9/10/2014 3:07:20 PM
|
Line of Business |Location |RiskID Risk Name RAG Value |Risk Rating |Net Loss Amount | Threshold Amount
Retail Banking |Mew York [81633585 |Wrong Processing of payroll. Low 500000,00
81633705 |ATM Cards may be issued to wrong person, Low 1000,00
81633351 |Loans availed by customers by submitting false information. Medium 10000.00
21633979 |Lost or stolen cards reported to the branch is not hotlisted Low 1000.00
21634006 |Misuse of ATM captured cards by employees. Low 5000, 00
21634266 |Failure of critical systems and IT infrastructure. Medium 5000, 00
81636907 |Printer break down Medium 5000.00
81636995 | Threat of Unauthorized activity leading to Client data leak Low
31646374 |Pandemic spread Medium 1000, 00
31646455 |Sales Reporting Failures, Medium 2000000.00
81646477 |Unsolicted Sales.
81673545 |Finandal Crime Medium
Return -Edit -Refresh -Create Bookmark Link

Figure 62. Risks Without Controls
The following table describes the columns in the Risks Without Controls report:

Table 36. Risks without Controls Columns

Column Description

Line of Business Displays the business line to which the risk is mapped.
Location Displays the location to which the risk is mapped.

Risk ID Displays ID of the risk.

Risk Name Displays the risk name.

RAG Value Displays the residual risk rating.

Risk Rating Displays the Risk rating of the latest residual rating.

Net Loss Amount Total net loss amount for the incidents linked to these risks.

® |f multiple incidents are linked to a risk, then the net loss amount is the sum of
net loss amount for all the incidents.

e If the same incident is linked to multiple risks, then the net loss amount will be
shown against all the risks.

Click Net Loss Amount hyper link to drill down to the Incident Details Report.

Threshold Amount Threshold amount set for the Line of Business in Financial Impact Scales.

Risks not Assessed

This report lists all risks that have not been assessed in the past one year from the filter date
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ORACLE" Business Intelligence

03. RCSA

~ Risks not Assessed
o Time run: 9/10/2014 3:10:26 PM

2 Years El

™ EIEL‘E Not

Assessed
B Total Risks

Risks MotAssessed, Total Risks

Retail banking
Business Line

Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 63. Risks not Assessed in over a year

The following table describes the columns in the risks not assessed in over a year report:

Table 37. Risks not Assessed in Over a Year Columns

Column Description

Line of Business Displays the business line to which the risk is mapped.
Location Displays the location to which the risk is mapped.

Risk ID Displays the sequential tracking number given to the risk.
Risk Name Displays the risk name.

Inherent Risk Rating | Displays the inherent risk rating.

Control Effectiveness | Displays the control effectiveness.

Residual Risk Rating | Displays the residual risk rating.

Assessment Date Displays the risk assessment date.

Risks without Insurance

This report lists risks which are not covered by any insurance.
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ORACLE Business Intelligence |
03. RCSA

Risks without Insurance
- (— 9/10/2014 3:15:43 PM

Line of Business |Location |Risk Event Type RiskID  |Risk Name Plausible Financial Impact [Impact Rating |Residual Rating |Assessment Date
Retail Banking |New York |Advisory Activity 81634060 | Improper advice to customers.
81634143 | Inaccurate advice to customers.
Business Disruption and System Failres | 81636907 | Printer break down 4000.00 Major Medium
Damage to Physical Assets 81633623 | Damage to physical assets.
81633650 | Inadequate Security Systems.
Forgery 51633466 Fraudulent credit card transactions.

Fraud or Credit fraud or Worthless deposits |81633677 | Misuse of ATM captured cards .
81633705 | ATM Cards may be issued to wrong persan. 3200.00 |Moderate _

81633733 |Fraudulent credit card transactions.
Improper Business or Market Practices §1630542  Mon- Compliance.,

§1631040 | Over Exposure of Loans

81633558 | Debit/ Credit of wrong amount or account.

31633585 | Wrong Processing of payrall, 100000.00 |Major 1/26/2014
51633543 | Anti Fraud Management procedures are not in place.
31633979 Lost or stolen cards reported to the branch is not hotlisted 10000,00 |Moderate

81634087 | Security Reguirements Non-Compliance.

81634115 |Lack of documented approval from Regulators.

81634183 | Inadequate enterprise records management system and processes
81634212 |Errors, omissions or delays in statutory reporting.

81634239 |Non-settlement of daims within Regulator mandated period.
Malicious destruction of assets 81646321 |Workflow Disruption

81646351 |Business Disruption

81646374 |Pandemic spread Catastrophic 1|Medium
81646499 | Organisational Reputation Loss Risk
81646519 |Brand name decline

O b 5 Rows 1-25

Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 64. Risks without Insurance

The following table describes the columns in the risks with no insurances report:

Table 38. Risks without Insurance Columns

Column Description

Line of Business Displays the business line to which the risk is mapped.
Location Displays the location to which the risk is mapped.

Basel Event Type Displays the basel event type of the risk.

Risk ID Displays the sequential tracking number given to the risk.
Risk Name Displays the risk name.

Plausible Financial Displays the plausible financial impact of risk assessment.
Impact

Impact Rating Displays impact rating.

Residual Rating Displays residual risk rating.

Assessment Date Displays the risk assessment date.
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Risks with Key Risk Indicators

This report lists risks and the linked key risk indicators, which are used to track/monitor the risk. If a risk has
multiple KRIs linked to it, then all risks will display.
JORACLE" Business Intelligence search [l =

Home | Catalog | Favorites v | Dashboards v

03.RCSA

» Risks with Key Risk Indicators
Time run: 9/10/2014 3:17:12PM

f 1
RiskID |Risk Inherent Risk |Overall Control Effectiveness |Residual Risk |Finandial Impact | Assessment Date |Mo. of Inddents | Total Gross Loss |Key Indicator ID |Key Indicator Name KINature |Rating  |KI Assessment Date

31633585  Wrong Processing of payral. Figh Qualified High 1/26/2014 81645752  Training attended per employee during the year Curent |NotRated
81633951 |Loans avaied by customers by submitting false information. | Medium Effective [Medium 81645598 | Loans without security/collaterals Current | Not Rated

81645620 | Colaterals, security, mortgages released before dearing of loan [Current | Not Rated
816534006 | Misuse of ATM captured cards by employees. High Quaiified High 81645708 | Internal fraud dismissals Current | Not Rated
81678545 |Finandal Crime Low Quaiified [Medium 81645708 | Internal fraud dismissals Current | Not Rated

Retum -Edit -Refresh -Print -Export - Create Bookmark Link

Figure 65. Risks with Key Risk Indicators
The following table describes the columns in the Risks with Key Risk Indicators report:

Table 39. Risks with Key Risk Indicators Columns

Column Description

Risk ID Displays the sequential tracking number given to the risk.
Risk Name Displays the risk name.

KRI'ID Displays the sequential tracking number given to the KRI.
KRI Name Displays the KRI name.

Line of Business Displays the business line to which the KRI is mapped.
Location Displays the location to which the risk is mapped.

KRI Nature Displays the nature of KRI.

RAG Value Displays Kl assessment rating.

Actions for High Risks

This report lists risks with a residual risk rating of High for the selected time period. It also displays any issues or
actions that have been linked to the risk.

RiskID Risk MName Line of Business Location Residual Risk Rating Aszessment Date Issue Mame Action Mame
31228746 |risk for fraud  |ABC USA Mew York City |More than Risk Threshold 2012091100 |Issue for outstanding  |Action for risk
Action for rigk

issue for process in pro (action for issul

Figure 66. Actions for High Risks
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The following table describes the columns in the Actions for High Risks report:

Table 40. Actions for High Risks Columns

Column Description

Line of Business Displays the business line to which the action is mapped
Location Displays the location to which the risk is mapped.

Risk ID Displays the sequential tracking number given to the risk.
Risk Name Displays the risk name.

Issue Name Name of the issue that was created or linked.

Click Issue Name hyper link to view the Issue Details report. For
more information about the Issue Details report, refer to Issue
Details, on page 139.

Action Name Name of the action created for the issues that were created or

linked.

Click Action Name hyper link to view the Action Details report.
For more information about the Action Details report, refer to
Action Details, on page 34.

Control Reports

This section contains the following reports:

State of Controls

Ineffective Controls

Summary of Control Assessment
Control not Assessed

Controls with Key Control Indicators

Actions for Ineffective Controls

All filters set on the main page apply to these reports.

State of Controls

This report displays the overall control assessment rating of a control over a period of 12 months from filter date.
For more information about the State of Controls report, refer to State of Controls for a Year, on page 39.

Ineffective Controls

This report displays controls with the overall control rating as ineffective and the losses incurred because of failure
of these controls. If multiple incidents are linked to a control, then net loss amount should be sum of net loss
amount for all the incidents. If the same incident is linked to multiple controls, the net loss amount will be shown
against each, which may result in double counting.
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Losses with an occurrence date in the last one year from the date of this report is considered.

ORACLE" Business Intelligence

Ineffective Controls
/ Time run: 9/10,/2014 3:21:33 PM

1
Control ID |Control Name DE Rating OE Rating Overall Effectiveness | Assessment Date |Net Loss Amount |Line of Business |Location

81640551 Security - Physical Security. Qualified Requires Improvement Requires Improvement 22201+ 0 |Retail Banking _|New York
81650007 Fortnightly sales meet Qualified Requires Improvement Requires Improvement 13201+ 10,000 |Retail Banking | New York
81650053 |Proper checks to control finandial crimes, |EAUNESINBIOUSTSHE et IDtCU SN Reau e mEOEREns 1/=0/20 14 50,000 |Retail Banking |New York

Amount in USD

Return -Edit -Refresh -Print -Export - Create Bookmark Link

Figure 67. Ineffective Controls

The following table describes the columns in the Ineffective Controls report.

Table 41. Ineffective Controls Columns

Columns Description

Control ID Displays ID of the control.

Control Name Displays the risk name.

DE Rating Displays design effectiveness rating.

OE Rating Displays operating effectiveness rating.

Overall Effectiveness Displays overall control effectiveness.

Assessment Date Displays latest control assessment date.

Net Loss Amount Shows the total net loss amount for the incidents linked to these controls.
Click this column to view the incident details report. For more information
about the Incident Details report, refer to Incident Details, on page 22.

Line of Business Displays the business line to which the control is mapped

Location Displays the location to which the risk is mapped.

Summary of Control Assessment
This report displays the number of controls by DE and OE Rating for each nature of control. Nature of Control is
captured in the categories:

® Corrective

® Preventative

® Detective

This report considers all controls in Oper status.
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ORACLE Business Intelligence

Summary of Control Assessment by Nature of Control

e Time run: 9/10/2014 3:25:45 PM
Effective Qualified Reguires Improvement
Control Nature Name | DE | CE | DE | OE DE QE
Corrective 8 2 4 9 [u] 1
Detective 1 1 3 2 [u]
Preventative 4 1 2 5 1

Return -Edit -Refresh -Print -Create Bookmark Link

Figure 68. Summary of Control Assessment
The following table describes the columns in the Summary of Control Assessment report.

Table 42. Summary of Control Assessment Columns

Contro Nature Control Rating
Corrective Effective

Preventative Qualified

Detective Requires Improvement

Click a number in any of these columns to view the Control Details report. For more information about the Control
Details report, refer to Control Details, on page 27.

Control not Assessed

This report displays all the controls in Oper status that have not been assessed in the past one year from the filter
date.

03. RCSA

- Controls not Assessed
v Time run: 9/10,/2014 3:43:56 PM

2 Years Iz‘

Controls
Mot
Assessed

Total
E Controls

Controls MotAssessed, Total Co...

All Retail Banking Retail banking
Business Line

Figure 69. Control not Assessed in Over a Year
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The following table describes the columns in the Control not Assessed in Over a Year report.

Table 43. Control not Assessed in Over a Year Columns

Column Description

Line of Business Displays the business line to which the control
is mapped.

Location Displays the location to which the risk is
mapped.

Control ID Displays the sequential tracking number given
to the control.

Control Name Displays the control name.

DE Rating Displays design effectiveness rating.

OE Rating Displays operating effectiveness rating.

Overall Rating Displays overall control rating.

Assessment Date Displays latest date of assessment.

Controls with Key Control Indicators

This report displays the controls and linked KCIs to track/monitor the controls. If a control has multiple KCIs
linked to it, then they will display all the KCIs.

ORACLE" Business Intelligence |
03. RCSA

Controls with Key Control Indicators
= A— 9/10/2014 3:52:13 PM

Control ID | Control Name DE Assessment | OE Assessment | Overall Effectiveness | Contral Date |No.of Incidents | Total Gross Loss | Mo. of Key Indicator
81639850 |CCTV 1 0.00
81639902 |Cancellation of deposit license 1

81639924 |Periodic Audit of Trading Activities 1/225000000000.00
51639946 | Implemented strong back office operations, centralised management of control activities 1 0.00
81640199 |Credit card Fraud - service provider 1 0.00
81640231 |Property site audits / inspections 1 0.00
81640284 |System access Qualified Qualified Qualified 2/2/2014 1 0.00
81640303 |Risk spedific training is completed by staff. 1 0.00
81640329 of Fire Detectors & Alarms 1 15000.00
81640359 of Fire Extinguishers. 1 15000.00
81640331 |Emergency teams and protocols are in place. 1 15000.00
81640507 | Appropriate dismissal and disciplinary action is taken. 2 50000.00
31640529 | Custody of Power of Attorney and Bank Seal. i 0.00
21640573 |Documentation Chedklist 2/3/2014 i 10000.00
81640535 |Documentation Unit Check. i 10000.00
31640617 |Captured Cards delivery Qualified Qualified 1/7/2014 1 0.00
81640639 |Extending loans to unauthorised purposes 1

8164066 1 |Regulator engagement framewark 1 0.00
81640683 |Regulator review 2 0.00
81640705 |Regulatory Reporting 1 0.00
81640727 | Inconsistent, inaccurate data reported to Regulators 1 0.00
81640743 |Backup 2 0.00
81640771 |Security - Antivirus Patching 1 0.00
81640793 |IT Testing - Completeness 1 0.00
81640815 |Staff Cash Counting 1

5 i b B Rows1-25

Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 70. Controls with Key Control Indicators
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The following table describes the columns in the Key Control Indicators report.

Table 44. Controls with Key Control Indicators Columns

Column

Description

Control ID

Click Control ID hyper link to view the Control Details
report. For more information about the Control Details

report, refer to Control Details, on page 27.

Control Name

Displays the control name.

KCI ID

Displays the KCI ID.

KCI Name

Displays the KCI name.

Line of Business

Displays the business line to which the control is mapped.

Location Displays the location to which the risk is mapped.
KCI Nature Shows whether the KClI is predictive or lag in nature.
RAG Value Displays Kl assessment rating.

Assessment Date

Displays the KCI assessment date.

Actions for Ineffective Controls

This report displays controls in Oper status with the overall control rating as ineffective for the selected time period.
Any issues that were created or linked to the control on that date will also display. Any actions that were created or
linked to issues linked to the control will also display.

ControllD |Control Mame

ORACLE Business Intelligence

Actions of Ineffective Controls
/ Time run: 9f10£2014 3:54:03 PM

1
Location |Line of Business |Issue Name Action Name
81543905 |Recruitment Dept check |Mew York [Retail Banking  |Unauthorized Trading Activity |Filing of Lawsuit
Return -Edit -Refresh -Print -Export -Create Bookmark Link

Figure 71. Actions for Ineffective Controls
The following table describes the columns in the Actions for Ineffective Controls report.

Table 45. Actions for Ineffective Controls Columns

Column

Description

Control ID

Displays the sequential tracking number given to the control.

Control Name

Displays the control name.

Line of Business

Displays the business line to which the control is mapped.

Location Displays the location to which the control is mapped.

DE Rating Displays design effectiveness rating.

OE Rating Displays operating effectiveness rating.
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Table 45. Actions for Ineffective Controls Columns

Column Description

Assessment Date Displays latest date of assessment.

Issue Name Displays the name of an issue that was created or linked to the
control.

Click Issue Name hyper link to view the issue details report. For
more information about the Issue Details report, refer to Issue
Details, on page 139.

Action Name Displays the name of an action that was created or linked to an

issue linked to the control. Click this column to view the action
details report. For more information about the Action Details report,
refer to Action Details, on page 34.

Viewing Trend Analysis-Risks

This tab displays the following reports:

Trend of Risks by Line of Business
Trend of Risks by Location

Trend of Risks by Causes

Trend of Risks by Risk Event Type
Total No of Risks vs High Risks
Reputation Risks

ORACLE" Business Intelligence

03. RCSA
Summary Trend Analysis - Risks Trend Analysis - Controls
Time Q,  Apply | Reset ‘
/ Trend of Risks by Line of Business
Line of Business &, Apply | Resets ‘
Medium |High
L= All |E= Time 6] 7|3
Analyze -Edit -Refresh -Print -Export
= Trend of Risks by Location
Locaton 2 _soply | Reseto |
Medium |High
Al L= Time 6 733
[~ UsA |- Time 6 733
Edit -Refresh -Print -Export

Figure 72. Trend Analysis -Risks
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The following table describes the page level filters on this tab.

Table 46. RCSA Page Level Filter: Trend Analysis- Risks tab

Filter

Type

Location

Select the location from the drop-down list to display the data
for the selected business line.

Occurrence Date Between

Select the date from the drop-down list to display data for the
selected business line and location for the date specified.

Basel Event Type

Select the basel event type of the risk.

Line of Business

Select the business line from the drop-down list to display
data for the selected business line.

Trend of Risks by Line of Business
This report displays a trend of residual risk ratings by line of business, as shown in the total number of risks for the
combination of line of business and time period.

__{

Trend of Risks by Line of Business

Line of Business @&, apply | Reset.

. Medium |High | |
[ all [ Time 6| 7|32
Analyze -Edit -Refresh -Print -Export

Figure 73. Trend of Risks by Line of Business
The report displays first level the Dimension/ Cause with an option to view next levels

Click drop down arrow to expand the Line of Business and time period.

Click a number in these columns to view the Risk Details report. For more information about the Risk Details
report, refer to Risk Details, on page 26.

Trend of Risks by Location

This report displays a trend of residual risk ratings by location, as shown in the total number of risks for the

combination of location and time period.

.4

Trend of Risks by Location

Location —4 Apply Reset »
_[Medum righ| |
|V Al |=Time 6| 7|39
[ USA |i=Time 8| 7[39|

Edit -Refresh -Print -Export

Figure 74. Trend of Risks by Location

Click drop down arrow to expand the location and time period.
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Click a number in these columns to view the Risk Details report. For more information about the Risk Details

report, refer to Risk Details, on page 26.

Trend of Risks by Causes

This report displays a trend of residual risk ratings by Causes, as shown in the total number of risks for the

combination of Cause and time period.

7 Trend of Risks by Causes

Causes 3 Apply M
. _ [Medumrigh| |
[>-Disasters [&>Time 1] 2|
| External Environment | Time 1]13]

| Time 3

> Busi Eindk t
oSS IeE | b

| EPolitical / Legislative / Regulatory | Time 110]
| Human |&=Time 4| 638
[ Technology |l>Time 2 | 2

Edit -Refresh -Print -Export

Figure 75. Trend of Risks by Cause

The report displays first level the Dimension/ Cause with an option to view next levels

Click drop down arrow to expand the cause and time period.

Click a number in these columns to view the Risk Details report. For more information about the Risk Details

report, refer to Risk Details, on page 26.

Trend of Risks by Risk Event Type

This report displays a trend of residual risk ratings by risk event type, as shown in the total number of risks for the
combination of Risk Event Type and time period.

4

Trend of Risks by Risk Event Type

Risk Event Type Q, _apply | Resets
A T | Medim High|
|E> Business Disruption and System Failures | Time 2l |
|E= Clients, Products and Business Practices | Time 2|13|
|-Damage to Physical Assets |>Tme | 2
| Employment Practice and Workplace Safety |V Time | &|

o T 1
| bSafeEnvionment |- Time Tl
|- Execution, Deli.very and Process Management |- Time 1) 1] 3|
|E> External Fraud | Time 1| | 3]
| Internal Fraud | Time 2| 3|18|
Edit -Refresh -Print -Export

Figure 76. Trend of Risks by Risk Event Type
The report displays first level the Dimension/ Cause with an option to view next levels

Click drop down arrow to expand the Risk Event Type and time period.
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Click a number in these columns to view the Risk Details report. For more information about the Risk Details
report, refer to Risk Details, on page 26.

Total No of Risks vs High Risks

This report provides a comparative analysis between the number of Risks for a Business Unit and the total number
of High Risks. This indicates the Risk Appetite for a Business Unit.

~__ Total No of Risks vs High Risks
e Time run: 9/10/2014 3:50:34FPM

28

24

20

16 5

12

]

4

0
WEEWY snTmomn SWO EQew cDBED Tw To
L2ofELTREBE S0F  sSSRE SS58sF  EE EE
o5 2T £E =k Ewgt FH-2F L] 5]
IE0f op 8 EfFE B9fF E5ED =3 EZ
= fir}
23z @& §5TF gpEE gi°8 E E

& 2 H5E3 "F 2 = =
Risks High Inherent Risks [l High Residual Risks

Analyze -Edit -Refresh -Print -Export

Figure 77. Total No of Risks vs High Risks

Reputation Risks

This report displays the number of reputational risks for a Business Unit in compatison with the total number of
risks for that Business Unit.

~__ Reputation Risks
A Time run: 9/10/2014 3:50:34 FM

== 00

Time
Time
Time

Execution,
Delivery and
All Time
Internal
Fraud All
Time

Business
Business
Practices Al
Damage to
Physical
Assets Al
Workplace
Satety Al
Process
Managemert

Employmert
Practice and

Total Risks B Reputation Risks

Analyze -Edit -Refresh -Print -Export

Figure 78. Reputation Risks
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Viewing Trend Analysis-Controls

This tab displays the following reports:
® Trend of Controls by Line of Business
® Trend of Controls by Location

® Trend of Control Ratings by Control Category

ORACLE" Business Intelligence
03.RCSA
Summary Trend Analysis - Risks Trend Analysis - Controls
Time Q,  Apply | Resetw ‘
-/ Trend of Controls by Line of Business
Line of Business Q _apply | Reset~ ‘
Effective |Qualified |Requires Improvement
L All[7 Time 4 16 3[34
L-2014 4 16 3[34
Edit -Refresh -Print -Export
-/ Trend of Controls by Location
Location 2 _apply | Resetv |
Effective |Qualified |Requires Improvement
7al 7 Time 4 16 3[34
L2014 4 16 3[34
L-USA |- Time 4 16 3[34
Edit -Refresh -Print -Export

Figure 79. Trend Analysis - Controls
The following table describes the page level filters on this tab.

Table 47. RCSA Page Level Filter: Trend Analysis- Controls Tab

Filter Type

Location Select the location from the drop-down list to display data for
the selected location.

Occurrence Date Between Select the date from the drop-down list to display the data with
occurrence date between the selected dates.

Basel Event Type Select the basel event type of the risk.

Line of Business Select the business line form the drop-down list to display the

data for the selected business line.

Trend of Controls by Line of Business

This report displays a trend of control ratings by line of business, as shown in the total number of controls for the
combination of line of business and time petiod.
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X

Trend of Controls by Line of Business

Line of Business '_{ Apply Reset -
- ;E;‘fec.tive EQuaii'ﬁ"ed jReq!,lir'es Imgrovemen'tj |
Al VTme | 4 16| 334
[+ 2014 4| 16 | 3|34

Edit -Refresh -Print -Expart

Figure 80. Trend of Controls by Line of Business

Click drop down arrow to expand the Line of Business and time period.

Click a number in these columns to view the Control Details report. For more information about the Control

Details report, refer to Control Details, on page 27.

Trend of Controls by Location

This report displays trend of control ratings by location, as shown in the total number of controls for the

combination of location and time period.

s ‘/'

Trend of Controls by Location

Location 'J_, Apply Reset »

s . |Effective |Qualified |Requires Improvement | |

7 al |7 Time | 4| 15 134
| | 2014 4 L) 134
| [USA|>Time | 4| 16 134]

| |G L

Edit -Refresh -Print -Export

Figure 81. Trend of Controls by Location

Click drop down arrow to expand the Location and time period.

Click a number in these columns to view the Control Details report. For more information about the Control

Details report, refer to Control Details, on page 27.

Trend of Control Ratings by Control Category

This report displays trend of control ratings by Control Category, as shown in the total number of controls for the

combination of Control Category and time petiod.

. 4

Trend of Control Ratings by Control Category

[7Tme | 4| 16 |
I 2014/ 4 18]

_Effécﬁve ;_Qualiﬁéd ;'Requires Improvementi

Edit -Refresh -Print -Export

Figure 82. Trend of Control Ratings by Control Category
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Key Indicators

This section describes the reports in the Key Indicators dashboard of the OFSORA and includes the following
topics:

® Accessing the Key Indicators Dashboard
e Viewing Key Indicator Details

e Viewing Key Indicator
Accessing the Key Indicators Dashboard

To access the Key Indicators Dashboard, select Key Indicator from the Dashboard drop-down. The Key Indicators
Dashboard page displays.

The Key Indicators dashboard contains the following tabs:
e Key Indicator Details

e Key Indicator
Viewing Key Indicator Details

This tab displays the following reports:
o Key Indicators with Assessment Rating by Business Line
® Key Indicators with Assessment Rating by Location
® Key Indicators by Type along with Assessments
® Key Indicators by Risk Event Type
® Internal Losses vs. Key Indicator Breaches

® Key Indicators by Causes Vs Risks by Causess

Key Indicators with Assessment Rating by Business Line

This report displays the number of Key Indicators with their Assessment ratings for different Business Lines. It
provides the comparative analysis of the trend of KI rating for different Business Lines.
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Figure 83. Key Indicators with Assessment Rating by Business Line

Key Indicators with Assessment Rating by Location

This report displays the number of Key Indicators with their Assessment ratings for different Locations. It also
provides the comparative analysis of the trend of KI rating for different Locations.

Number of Key Indicators
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Figure 84. Key Indicators with Assessment Rating by Location
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Key Indicators by Type along with Assessments
This report displays the number of Key Indicators along with the assessment rating based on the KI Type.

Type | -—Select Value—- x| _Apply | Reset~
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Figure 85. Key Indicators by Type along with Assessments

Key Indicators by Risk Event Type

This report displays the number of Key Indicators with their Assessment ratings for different Risk Event Type. It
also provides the comparative analysis of the trend of KI rating for different Risk Event Types.

Risk Event Type | —Select Vale—- x| _Apply | Reset~
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Figure 86. Key Indicators by Risk Event Type
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Internal Losses vs. Key Indicator Breaches
This report displays the total number of Incidents and KI breaches for multiple Risk Event types.
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Figure 87. Internal Losses vs. Key Indicator Breaches

Key Indicators by Causes Vs Risks by Causes

This report provides a comparative analysis of the total number of Key indicators and the number of Risks for
different Causes. This report allows the users to understand the Causes that impact the Risks and Key Indicators.

: f Key Indicators by Causes Vs Risks by Causes

Causes |-Seect Vale— ~| _apply | Reset~
Bar Chart [
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W gicstors
W Risks

i i ~nbh.l ,LLLLI_LLLL
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Fiduciary Duty Erroneous and I Regulation Technology Unauthorized
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Cause and Year
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Figure 88. Key Indicators by Causes Vs Risks by Causes

Viewing Key Indicator

This tab displays the following report:

Trend of Internal Losses vs KIs Breaches
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Expected Assessments Vs Actual Assessments
Additional Reports

KI with Risks and Incidents
Key Indicators with Controls and Incidents
Key Indicators with Scenarios and Incidents

Key Indicators Details

Trend of Internal Losses vs Kls Breaches

Expected Assessments Vs Actual Assessments

This report displays the number of Actual Assessment available versus the number of Expected Assessment based
on the frequency defined in the KI Details. This allows you to analyze if the Assessments are carried out as per set
frequency or not.

Mame ID  [Type |Mature |Enterprise KI [Frequency |Start Date |Expected Count of Metrics |Actual Count of Metrics |Line of Business  |Location
new KCI from control | 34575 [KRI | Predictive [No Quarterly Fund Management |London
test test KCI 29464 [KRI | Predictive [No Monthly Retail lending Mew York

Edit -Refresh -Print -Export

Figure 89. Expected Assessments Vs Actual Assessments

Issues & Actions

This section describes the reports found in the Issues & Actions dashboard of the OFSORA and includes the
following topics:

® Accessing the Issues and Actions Dashboard
® Viewing Issues Reports

® Viewing Trend Reports
Accessing the Issues and Actions Dashboard

To access the Issues and Actions Dashboard, select Issues & Actions from the Dashboards drop-down. The Issues
and Actions Dashboard page is displayed.

The Issues and Actions dashboard contains the following tabs:
® Issue Reports

e Trend Reports
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Viewi

ng Issues Reports

This tab displays the following reports:

Aging of Issues
Aging of Action Plans
Issue Metrics

Action Metrics
Reopened Issues
Additional Reports

u Issue Details

[ ] Action Plan Details

The following table describes the page level filters on this tab.

Table 48. Page Level Filter

Filter

Type

Line of Business

Select the business line from the drop-down list to display issues
mapped to the selected business line.

Location Select the location from the drop-down list to display issues mapped to
the selected location.
Time Select the date from the drop-down list to display issues mapped to

the selected business line and location for the date specified.

Aging of Issues

This report gives the aging status of issues for different categories of buckets. The report displays the issues created
from different sources for a given MIS time period with their current status.

Audit Tasks

Incident Mar
KI Definition

Risk Definition

] |Total Operational Risk Management - Issues raised Within Time

Audit Assessment 2

Compliance Plan 3
Control Definition 1

nagement

Time taken to address the Operational Risk Management - Issues

Beyond Time Delayed by 1-15 days Delayed by 16-30 days Delayed by 31-60 days Delayed by > 60 days < Target Date
i )] 1] 1 1] i
3 0 3 ) 1) 0
2 2 1 0 1] 0
1 ) 1 0 9 0
3 0 3 0 1] 0
2 1 ) 1 ) 0
3 ) 1 2 1] 0

Figure

90. Aging of Issues
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The following table describes the columns in the Aging of Issues report:

Table 49. Aging of Issues Columns

Column

Description

Total Operational Risk
Management-Issues
Raised

Displays the count of total number of issues.

Within Time Displays the count of issues completed within the target com-
pletion date, that is, the date of completion is lesser than or
equal to the target completion date.

Beyond Time Displays the count of issues in completed status with date of

completion greater than the target completion date, in addi-
tion to the issues in open status with target completion date
lesser than the current date.

Delayed by 1-15 Days

Displays the count of issues which are overdue in the 1-15
day bucket.

Delayed by 16-30 Days

Displays the count of issues which are overdue in the 16-30
day bucket.

Delayed by 31-60 Days

Displays the count of issues which are overdue in the 31-60
day bucket.

Delayed by >60 Days

Displays the count of issues which are overdue by more than
60 days.

<Target Date

Displays the count of issues in open status with target com-
pletion date greater than or equal to the current date.

Click on count of issues to view the Issue Details report.

Aging of Actions

This report displays the number of Actions and the time taken to complete an Issue. This also displays the Actions
which are delayed and the delay time taken in different buckets.

Issue Metrics

This report displays the number of entities such as Risks, Controls, Incidents, and so on which are associated with

the Issues. The number of such entities are hyperlinked and you can view the details of each entity.

dfbfdb 11700
dfg 12358
issUe 10073

Action Metrics

Issue Name |Tssue Id |Count of Risks |Count of Actions

1 3 3
1 1
1 1 2 2

Count of Operational Losses Count of Controls | Count of Process |Count of Infib {Count of ChangeInitiatives |Count of Obligations | Count of Compliance

This report displays the number of entities such as Risks, Controls, Incidents, and so on which are associated with
the Actions. The number of such entities are hyperlinked and you can view the details of each entity.
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Action 27| Action Id |Count of Risks |Count of Operational Losses | Count of Controls |Count of Process |Count of Inflib (Count of ChangeInitiatives |Count of Obligations | Count of Compliance Count of Issues
action1 10207 1
fdbfd 10852 1 1
fahhbhhfth 11830 |
sdvwvwwvivvwwewyvyy | 12735 1

Edit -Refresh -Print -Expart

Reopened Issues

This report displays the Issues which have been reopened after completion of all Actions and Closure of Issues. This
also displays the number of times the Issue have been reopened after closure.

|ocafion Status Name Mode Name Reapened lssues
Open K Defition I

Solrce Type Name Tste Type Name |Issue (ricalty Name lssue Proity|Creafion Date Target Completion Date |Issue Estmated Cost ssue Cost Count of Actions (Count of Completed Actions Line of usiness
Evtemal |Low Low e ynae | 00 Fund Management ondon

|Issue Name lsue
dy LR

Additional Reports
The following additional reports are available as part of Issues & Actions dashboard:

® Issue Details

e Action Plan Details
Issue Details

Displays the details of the Issue such as Name, Type, Category, Cost, and so on to understand an existing problem.

Lacation Status Name Module Name
Open K1 Defniion

Tsste Name | Tssue Id Source Type Name Tssue Type Name Tssue Critcalty Name: Tesue Priority |Creation Date | Target Completion Date \Issue Estimated Cost Tssue Cost Count of Actions {Count of Completed Actions Line of Business
fy 12858 External Law Law 4014|4300 \ 400 Fund Management London

Retum -Edit -Refresh -Print -Export -Create Bookmark Link

Action Plan Details

This report displays the details of the Action such as Name, Type, Category, Cost, and so on to understand the
Actions performed.

Action Id |Action Action Description |Created Date | Target Completion Date |Percentage Completion |Actual Cost |Count of Issues |Line of Business  |Location |Status
10125 |action 3/28/2014  |3/29/2014 0.00) 2144.00 Fund Management |London | Complete
10207 |action1 dfas 3/28/2014  |3/31/2014 Retail Banking New York |Open
10862 |fdbfd bdbfb 4{1/2014 4{2/2014 Fund Management |London | Open
11830 |fdhhhbhhh 47/2014 4/3/2014 Fund Management |London | Open
12735 [sdvvvvwvwwwwwwyvvyy [sdv 4/3/2014 4/29/2014 Fund Management |London | Open

Return -Edit -Refresh -Print -Export - Create Bookmark Link

Viewing Trend Reports

This tab displays the following reports:
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® Trend of Issues by Business Lines
® Trend of Issues by Locations
® Trend of Issues by Risk Event Types
® Trend of Issues by Issue Type
® Trend of Issue costs vs Actual cost
® Issue Category Vs Risks
e Additional Reports
B Issue Details

[ ] Action Plan Details

Trend of Issues by Business Lines

This report displays the trend of Issues for different time period for a Business Line. This enables the user to
understand the number of Issues faced by any BL yearly.

Trend of Issues by Business Lines
Time run: 4/15/2014 1:45:36 M

All Fund Management

m Time

Trading and sales Treasury

Line of Business

Edit -Refresh -Print - Export

Trend of Issues by Locations

This report displays the trend of Issues for different time period for the Location. This would enable the user to
understand the Count of Issues faced at any Location over an year.
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Trend of Issues by Locations
Time run: 4/15/2014 1:45:36 PM

m Time

All Lendon United Kingdom

Location

Edit -Refresh -Print -Export

Trend of Issues by Risk Event Types

This report displays the trend of Issues for different time petiods, based on different Risk event types. This enables
the user to understand the number of Issues which are categorized under different risk event type and also provide
appropriate actions.

Trend of Issues by Risk Event Types
Time run: 4/15/2014 1:45:35 PM

aE

3.0 n

& Time

05
0.0

Basel Event Type

Edit -Refresh -Print -Expart

Trend of Issues by Issue Type

This report displays the trend of Issues for different time period based on different Issue Types. This enables the
user to understand the number of Issues which are categorized under different types and identify the problem areas.
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Trend of Issues by Issue Type
E / Time run: 4/15/2014 1:45:36 PM

24

20

00

m Time

External

Issue Type

Edit -Refresh -Print -Export

Trend of Issue costs vs Actual cost

This report provides a comparative analysis of the trend of Issue cost versus actual costs incurred. This enables the
user to analyze the allocation of funds for Mitigation of Issues.

! / Time run: 4/15/2014 1:45:36 PM

BOK
50K
40K
30K
20K

10K

Issue Cost, Issue Estimated Cost

0K

Trend of Issue costs vs Actual cost

36

3.0

24

08

0.0

204
Time

Edit -Refresh ~Print -Export

B lssue Cost

lszue
[ Estimated
Cost

Issue Category Vs Risks

This report displays the number of Issues created for each Issue types and the number of risks linked to such Issues.
This allows the user to perform a comparative analysis on the problem areas and associated Risks for each of the

Issue types.
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| Issue Category Vs Risks
B f Time run; 4/15/2014 1:45:36 PM

Count of
B
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External
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Additional Reports
The following additional reports are available as part of Trend Reports dashboard.

Issue Details

This report displays the details of the Issues such as Name, Type, Category, Cost, and so on for understanding the
problem.

Teste Name Tssue 1 |Saurce Type Name |Issue Tine Name |Issue (rticalty Name: Tssue Privity | Creafion Date Taraet Completion Date Tssue Estimated Cost Tssue Cost Count of Actions | Count of Completed Actions |Line of Business —(Location |Status Name Modue Name
g 1385% |Externa| |Low Low e e 400 Fund Management London (Open K Definiion

Action Plan Details

This report displays the details of Actions taken to address any Issue in the organization.

Action Id |Action Action Description |Created Date [Target Completion Date |Percentage Completion |Actual Cost |Count of Issues |Line of Business  |Location |Status
10125 |action 3f28/2014  |3/29/2014 0.00) 2144.00 Fund Management [London | Complete
10207 |action1 dfas 3f28/2014  |3/31/2014 Retall Banking Mew York | Open
10862 |fdbfd bdbfb 4f1/2014  |4f2/2014 Fund Management [London  |Open
11830 | fdhhhhhhh 4f7/2014  |4/8/2014 Fund Management [London  |Open
12735 |sdvvvwwwwwvvwwvyyy |sdv 4faf2014  |4/29/2014 Fund Management [London  |Open

Edit -Refresh -Print -Expart
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Insurance

This section describes the reports found in the insurance dashboard of the OFSORA and includes the following

topics:

® Accessing the Insurance Dashboard

® Viewing Claims Details

® Viewing Insurance Coverage and Recovery by Basel Event Type

Accessing the Insurance Dashboard

To access the Insurance dashboard select Insurance from the Dashboards drop-down. The Insurance dashboard

is displayed.

The Insurance dashboard contains the following tabs:

® (Claims Details

e DPolicies

Viewing Claims Details

This tab displays the following reports:

® Insurance Policies by Business Line

® Insurance Policies by Location

® Insurance Policies by Risk Event Type

e Additional Reports

[ Insurance Policies vs. Claims
[ Claim Date vs Recovery Date by Insurer
[ Premium vs Cover Amount by Insurer

The following table describes the page level filters on this tab.

Table 50. Insurance Page Level Filter-Insurance Coverage and Recovery by Policy Type Tab

Filter

Type

Line of Business

Select the business line from the drop-down list to display insur-
ance policies mapped to the selected business line.

Location Select the location from the drop-down list to display insurance
policies mapped to the selected location.
Time Select the date from the drop-down list to display insurance poli-

cies mapped to the selected business line and location for the
date specified.
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Insurance Policies by Business Line

This report displays the number of insurance policies whihc are taken to cover Incidents or Event based on different
Business Line. It would help the business to interpret the total coverage available and premium payable/paid by the
Business Line.
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Edit -Refresh -Print -Export Edit -Refresh -Print -Export

Figure 91. Insurance Policies by Business Line

Insurance Policies by Location

This report displays the number of Insurance Policies which are taken to cover Incidents or Events based on
different Risk Event Types. It would help the Business to interpret the total coverage available and premium
payable/ paid by the Location.
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Figure 92. Insurance Policies by Location

Insurance Policies by Risk Event Type

This report displays the number of Insurance Policies which are taken to cover Incidents or Event based on
different Risk Event Types. It would help the Business to interpret the total coverage available and premium
payable/paid by the Risk Event Type.
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Figure 93. Insurance Policies by Risk Event Type

Additional Reports

The following additional reports are available as part of the Claims Details dashboard.

Insurance Policies vs. Claims

This report displays the Insurance Policies with the details of the Cover Amount and Premium, and also the
Incidents where the claims are made against the Insurance. This helps in analyzing whether the Insured amount is
optimal for the business needs.

Policy Name  Policy D ;‘ma Policy Type Risk Event Type Currency | Cover Amount :rr:;w ’I\Tau::nt igﬂdent g:‘g g:mnt Qrerlfouﬁred Er‘wﬂuedentﬁuwess {';21;2;
NOBLAND 16499 Fidelty Guarantes Employment Practice and Workplsce  |ACA 18181312 213 0
1ac Inaurane Safety
3 19518 Third Party Lisbiity Internal Fraud Aruban Florin 3,034 1 0
erenery 10503 Fire Insurance Intemal Fraud Armeniz | 345,345, 565,757 454,545 0
Dram

Return -t -Refresh -Print -Export - Create Bookmark Link

Claim Date vs Recovery Date by Insurer

This report displays the claim date and the recovery date by different Insurers. This would help the Business in
arriving at the probable settlement dates and delayed settlement for various insurers for any claims arising out of any

events/incidents.
Palicy ID |Policy Mame Policy Mumber |Currency Cover Amount Insurer |Claim Amount |Claim Date |Recovered Amount |Days taken for Recovery |Recovery Date
10608  |erewerw Armenia Dram | 345345565757.00
16499  |NOEBL AND LOC ADA 123123131200
16518 |as Aruban Florin 3234.00

Return -Edit -Refresh -Print -Export - Create Bookmark Link
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Premium vs Cover Amount by Insurer

This report displays a comparative analysis of the cover amount and premium amount by each Insurer which would
help the business understand the cost of insuring with different insurers.
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Figure 94. Premium vs Cover Amount by Insurer

Viewing Policies

This tab displays the following reports:

® Insurance Policies due for Renewal

® DPolicies without Business Unit

e Additional Reports

[ ] Insurance Policies

Insurance Policies due for Renewal

This report displays the insurance policies which are nearing expiry date and are due for renewal. This would allow
the business to be notified and renew the insurance policies before their expiry.

Policy ID |Policy Name Policy Number [Policy Type Risk Event Type Start Date |Expiry Date |Renewal Date |Currency Premium Amount |Cover Amount |Deductible
57223 |insurance expire Bankers Blanket Insurance  |Business Disruption and System Failures 7/27/2014 |30/07/2014 |0/0/0 US Dallar 500.00 50000.00
38327 |test Products Liability Insuranceee [Execution, Delivery and Process Management | 12/27/2014 (29/12/2014 | 1228/2014 | Australian Dollar 50000.00 400000.00

Edit -Refresh -Print -Export
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Policies without Business Unit

This report displays the Insurance Policies which are not associated with any business unit. This would help the
business in understanding and associating such insurance policies with specific business units or applicable for all
business units.

Policy D ‘Po\icy Name  |Policy Number Policy Type Risk Event Type Start Date |Expiry Date |Renewal Date (Currency  |Premium Amount | Cover Amount |Deductible Probablity of Payout | ssuer Broker ‘Pohq« Owner
16489 \NO BL ANDLOC Fidelity Guarantee Insurance | Employment Practice and Workplace Safety |4/14/2014|30/04/2014|4/23/2014  ADA 2132100 1231231312.00 \Business Continuity Appraver
16518 ‘as Third Party Liabiity Internal Fraud 4/14/2014 17/04/2014|4/16/2014 | Aruban Florin 200 30| 200 ‘Business Continuity Planner

Edit -Refresh -Print -Expart

Additional Reports

The following additional reports are available as part of the Policies dashboard.

Insurance Policies

This report displays the details of Insurance Policies like Name, Cover Amount, Premium Amount, Insurer etc for
further understanding;

Policy ID Policy Name ~ |Policy Number Polcy Type Risk Event Type Start Date [Expiry Date |Renewa\ Date Curency  |Premium Amount Cover Amount | Deductible |Probabity of Payout | Tssuer Broker |Policy Qwner Busnessline  Location

10608 erenerw Fire Insurance Internal Fraud 3/28/2014 31032014 000 Armenia Dram | 454545,00 | 345345565757.00 Audit Plan Manager Fund Menagement | London
Retal Banking  New York

16439 NOBLANDLOC Fidelity Guarantee Inaurance Employment Practice and Workplace Safety |4/14/2014|30/04/2014|4/28/2014 | AOA AR 131310 Business Continuity Approver

16515 |as Third Party Lizbiity Internel Fraud 4/14/2014 |17/04/2014 |4/16/2014 | Aruban Florin 20 ok Z NI 1] Busingss Continuity Planner

Return -Edit -Refresh -Frint -Expart - Create Bookmark Link
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Scenario

This section describes the reports available in the Scenario dashboard of the OFSORA and includes the following
topics:

® Accessing the Scenario Dashboard
® Viewing Scenario Details

® Viewing Impact
Accessing the Scenario Dashboard

To access the scenario dashboard, select Scenario from the Dashboards drop-down. The Scenario Dashboard page
is displayed.
The following table describes the page level filters on this tab.

Table 51. Scenario Page Level Filter

Filter Type

Line of Business Select the business line from the drop-down list to displays scenar-
ios mapped to the selected business line.

Location Select the location from the drop-down list to displays scenarios
mapped to the selected location.

Risk Event Type Select the Risk event type from the drop-down list to display sce-
narios of the selected event category.

MIS Date Select the date from the drop-down list to display scenarios
mapped to the selected business line and location for the date
specified.

Viewing Scenario Details

This tab displays the following reports:
® Financial Impact Trend
® Non-Financial Impact Trend
® Scenario Loss Trend
® Scenarios not associated with any Risk
e High Frequency Scenarios with No Incidents
® Scenarios without Insurance
® Insurances associated with Scenarios

® Scenario Details

Financial Impact Trend

This report displays the number of total financial impact (impact related to financial losses) over a period based on
assessment, if the defined Scenario occurs in the organization in different buckets for the financial impact.
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Figure 95. Financial Impact Trend

Non-Financial Impact Trend

This report displays the number of non financial impact (for example, staff, customer, and so on) over a period
based on assessment, if the defined Scenario occurs in the organization in different ratings as High, Medium, and
Low.

Non-Financial Impact Trend
b Time run: 9/10/2014 4:16:30 PM

1]

W High

W Low

W Medium
NA

Mumber of Scenarios

014

Time

Figure 96. Non-Financial Impact Trend

Scenario Loss Trend

This report displays the total financial losses associated with scenarios over the past years. This allows the users to
assess the occurrence of a scenario and its impact.
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Figure 97. Scenario Loss Trend

Scenarios not associated with any Risk

This report displays all the scenarios which have not been associated or linked with any Risks. The Risks provide a
direction for the occurrence and impact of the Scenarios.

Scenario Name Scenario ID Risk Event Type Owner Impacted Business Line Impacted Location | Typical Frequency (in Years) [Net Non Financial Impact | Total Finandial Impact
scenario with insurance open 31419 Misappropriation of assets | Scenario Admin |Trust and estates MNew York 2 |Medium 3435446465445, 00
Medium 3435446455446,.00
sdrfawr 40244 Theft or Robbery Scenario Admin | Trust and estates Mew York 234 | Medium 353535.00
test 10033 Malicious destruction of assets |Scenario Admin |Retal Banking Mew York 12|NA 24243.00
MA 24243.00
wdqwewge 10099 Aggressive sales Scenario Admin |Trust and estates Mew York 23 |NA 4534,00
MA 4534.00

Figure 98. Scenarios not associated with any Risk

High Frequency Scenarios with No Incidents

This report displays the Scenarios which are assessed as highly probable to occur but do not have any Incidents
associated with them. The probability of occurrence/frequency is provided as a filter and the users can modifiy the
filter for High Frequency.

Scenario ID [Scenario Name [Owner [pusiessline [Location [Risk Inventory [Risk Event Type Impacted Business Line Tmpacted Location Typical Frequency (In Years) Total Financia Impact et on Financial Impact  Assessment Date |
‘ 31419 |scenaﬂ0 with insurance open ‘Scenaﬂu Admin |Trust and estates |New Yurk|Nun-traded MarketRisk|M\sappropﬂahon of assets ‘Trust and estates ‘New York | 2| 435446465446.00 |Medium |5;"le014 |

CAit Mimfemsh Tisimk

Figure 99. High Frequency Scenarios with No Incidents

Scenarios without Insurance

This report displays the scenatios which do not have any Insurance associated with them. This provides the
organizations with the different Business Scenarios which are not covered with Insurance policy.
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Scenario Name | Owner Impact On Strategic Objectives | Impacted Business Line |Impacted Location | Total Financial Impact Net Non Finandal Impau} Date Business Line  |Location |Risk Inventary Risk Event Type |Risk Category Product Process
sdrfanr Scenario Admin Trust and estates New York. 353535.00 Medium 5/13/2014 Trust and estates New York Theft or Robbery
wdqwenge | Scenario Admin |df Trust and estates New York 4534,00 [NA 3282014 Trust and estates New York Strategic Execution Risk | Aggressive sales |Corporate Social Responsbility Al Al
Cards Al
Student Cards Al
NA 3282014 Trust and estates New York Strategic Execution Risk | Aggressive sales |Corporate Social Responsbility Al Al
Cards Al
Student Cards |Al

Figure 100. Scenarios without Insurance

Insurances associated with Scenarios

This report displays the Scenarios which are covered with an Insurance Policy. The Insurance policies cover the
losses in case of occurrence of the Scenario.

Scenario Name Scenario ID |Owner Typical Frequency {In Years) |Net Non Financial Impact | Total Financial Impact | Impacted Business Line | Impacted Location |Insurances
scenario with insurance open 31419 |Scenario Admin 2 |Medium 34354496465446.00 | Trust and estates Mew York 1
1
1
1
1
1
Medium 3435446465446.00 | Trust and estates New York 1
1
1
1
1
1
test 10038 |Scenario Admin 12 [NA 24243,00 |Retail Banking Mew York 1
1
1
NA 24243.00 |Retail Banking Mew York 1
1
1
Figure 101. Insurances associated with Scenarios
Scenario Details
This report displays the details of the Scenario such as Name, Risk Event Type, Impacts, and so on.

- - o . Impact On Strategic | Impacted Business |Impacted Typical Frequency(in | Total Finandal Net Non Financial ~ [Assessment
Scenario Name Owner Business Line | Location |Risk Inventory Risk Event Type Risk Category Product  |Process Obectives e L ocation ) mpact impact Date
scenario with Scenario Trust and New Nor-traded Market ation of Corporate Sodal Al werwreew12344 Trust and estates |New York 2| 3435446465446,00 | Medium 5/8/2014
insurance open Admin estates Yok |Risk assets Responshility 3435446465446.00 |Medium 5/5/2014

Cards werwreew12344 Trust and estates |New York 2| 3435446465446.00 | Medium 5/8/2014

3435446465446, 00 |Medium 5/9/2014

Gold Cards | werwreew12344 Trust and estates |New York 2| 3435446465446.00 | Medium 5/3/2014

3435446465446, 00 |Medium 5/9/2014

sdrfanr Scenario | Trust and New Theft or Robbery Trust and estates | New York 34 353535,00 | Medium 5/13/2014

Admin estates York

test Scenario Retall Banking |New Defined Benefit Malidous destruction of | Environmental liabiity Al Al dfsdf Retail Banking New York 12 24243,00 | NA 4/24/2014

Admin Yok |Pension Risk assets 24243.00|NA 4242014

Cards Al dfsdf Retail Banking MNew Yark 12 24243.00 | NA 4/24/2014

24243.00{NA 4/24/2014

Gold Cards |l dfsdf Retail Banking New York 12 24243.00 |NA 424/2014

24243.00 | NA 4/24/2014

wdqwewge Scenario | Trust and New Strategic Execution  |Agaressive sales Corporate Sodal Al Al df Trust and estates | New York 3 4534.00 |NA 3/28/2014

Admin estates Yok Risk Responshility 4534.00 |NA 3/28/2014

NA 3/28/2014

Cards Al df Trust and estates | New York 3 4534.00 |NA 3/28/2014

4534,00 |NA 3/28/2014

NA 3/28/2014

Student  |Al df Trust and estates | New York 3 4534.00 |NA 3/28/2014

Cards 453400 |NA 3/28/2014

NA 3/28/2014

Figure 102. Scenario Details
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Viewing Impact

The Impact tab displays the following reports:
e Tinancial Impacts by Business Line

e Non-Financial Impacts by Business Line

Financial Impacts by Business Line

THis report displays the number of Financial Impact, that is the impact related to financial losses for different
Business Lines on assessment, if the defined Scenario occurs in the organization in different preset bucket for the
financial Impact.

‘1 Financial Impacts by Business Line
1 Tirme run: 9/10/2014 4:34:58 PM

1]
Il 0-50 mn

Mumber of Scenarios

Retail banking

Business Line

Edit -Refresh -Print -Export

Figure 103. Financial Impacts by Business Line

Non-Financial Impacts by Business Line

This report displays the number of Non Financial Impacts, that is Staff, Customer, and so on for different Business
Lines on assessment, if the defined Scenario occurs in the organization in different ratings such as High, Medium,
and Low.
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tﬂ Non-Financial Impacts by Business Line
WL Time run: 9/10/2014 4:34:59 PM

[
w5
2 -
z L]
24 W High
= W Low
S o3 Medium
& MA
z 2

Retail banking

Business Line

Edit -Refresh -Print -Export

Figure 104. Non-Financial Impacts by Business Line
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Audit

This section describes the reports found in the Audit dashboard of the OFSORA and includes the following topics:
e Audit Tasks by Line of Business
e Audit Tasks by Location

Audit Tasks by Line of Business

Displays the various Ratings in a Stacked Bar, based on the Audit Rating for Audit Tasks from different Business
Lines.

4. Audit Tasks by Line of Business

14
12
B Un=atisfactory
10
B Unacceptable
] MNo
B Improvement
Reguired
8 Improvement
2 M pequired
4
W Fair
2
1 1 4
Agency services Corporate finance Retail banking
Commercial banking Retail Brokerage Trading and sales

Edit -Refresh -Print -Expart
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Audit Tasks by Location
Displays the various Ratings in a Stacked Bar, based on the Audit Rating for Audit Tasks from different Locations.

4. Audit Tasks by Locations

14
12 2
B Unzatizfactory
10
W Unacceptable
] No
M Improvement
Required
6 Improvement
F Required
i il
4 W Fair
2
1 i
: _ - i
Australia China India UsSa United Kingdom

Compliance & Obligations

This section desctibes the reports found in the Compliance and Obligations dashboard of the OFSORA and
includes the following topics:

® Accessing the Compliance and Obligations Dashboard
® Viewing Summary

® Viewing Trend Analysis
Accessing the Compliance and Obligations Dashboard

To access the Compliance and Obligations dashboard, select Compliance & Obligations from Dashboards
drop-down. The Compliance and Obligations Dashboard page is displayed.

The Compliance and Obligations dashboard contains the following tabs:
® Summary

e Trend Analysis
Viewing Summary

This tab displays the following reports:
® Regulation Assessment

® Obligation Assessments
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® Regulation Risk Heat Map
® Obligation Risk Heat Map
® Obligation Assessments with Controls
e Additional Reports
[ Regulation Details
m  Policy Details Report
[ Obligation Details
[ Compliance Plan Details
[ State of Regulations
[ State of Obligations

The following table describes the page level filters on this tab.

Table 52. Compliance and Obligations Page Level Filter - Summary Tab

Filter Type

Location Select the location from the drop-down list to display data for
selected location.

Line of Business Select the business line from the drop-down list to display data for
the selected business line.

Time Select the date from the drop-down list to display data for the
selected business line and location for the date specified.

Regulation Assessment

This report displays regulations in Open status by business lines and locations with their latest assessment rating and
date of assessment.

Regulation Assessment
( Time run: 4/22/2014 11:19:19 AM

Total
I Humber of
35 Regulations

30 B Compliant
25 Partially
Compliant

Non-
B Compliant

Not
1.0 .Assessed

Regulation and Policy Assessment Ratings

Figure 105. Regulation Assessment
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The following table describes the components in this report.

Table 53. Regulation Assessments Components

Component Description

Total Number of Regulations | Displays the total count of regulations at different lines of
business and locations.

Compliant Displays the total count of regulations with latest assess-
ment Compliant at lines of business and locations.

Partially Compliant Displays the total count of regulations with latest assess-
ment Partially Compliant at lines of business and loca-
tions.

Non-Compliant Displays the total count of regulations with latest assess-

ment Non Compliant at lines of business and locations.

Not Assessed Displays the total count of regulations, which are not
assessed at lines of business and locations.

Click a bar to drill down to the Regulation Details table.

Obligation Assessments

This report displays the Obligations by Business Unit (BU) with their latest assessment rating and date of
assessment.

Obligation Assessments
Time run; 4/22/2014 11:19:19 AM

75
B Total Number

of Obligations
B Compliant

Partially
Compliant

B Non-Compliant

B Mot Assessed

0.0

Figure 106. Obligation Assessments bar chart

Click on a bar to drill down to the Obligation Details report. For more information about the Obligation Details
report, refer to Obligation Details, on page 113.
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Regulation Risk Heat Map

This report displays regulations and their obligations with their assessment. All risks arising out of the regulation and
their assessment is also displayed.

~ Regulation Risk Heat Map
M Tienn: 4222014 11:19:19 AM

Requlation | Obligations Business Line |Location |Obligation Assessment Cblgations Assessment Date Risk Name |Inherent Risk Assessment Overall Control Effectivness |Residual Risk Assessment Risk Assessment Date

Obiigetion from Regulation Retal Banking New York _4;’ 142014 oo

Figure 107. Regulation Risk Heat Map

The following table describes the columns in the Regulation Risk Heat Map.

Table 54. Regulation Risk Heat Map Columns

Column Description

Regulation Name Displays the regulation name.

Obligations Displays the obligation name.

Line of Business Displays the line of business to which the regulation is mapped.
Location Displays the location to which the regulation is mapped.
Obligation Assessment Displays the Assessment rating for the obligation.

Obligation Assessment Date | Displays the date of assessment of obligations.

Risk Name Displays the risk name.

Click Risk Name hyperlink to view the Risk Details report. For more
information about the Risk Details report, refer to Risk Details, on
page 26.

Inherent Risk Assessment Displays the inherent risk rating of the risk.

Overall Control Effectiveness | Displays the overall control effectiveness for the risk.

Residual Risk Assessment Displays the residual risk rating of the risk.

Risk Assessment Date Displays the risk assessment date.

Obligation Risk Heat Map

This report displays the obligations with their assessment at different business lines and locations. All risks arising
out of the obligation and their assessment is also displayed.

~ Obligation Risk Heat Map
M e 4/22/2014 11:19:19 AM

Busingss Line Location |Obligations (bligation Assessment Obligatians Assessment Date |Risk Name Inherent Risk Assessment Overal Control Effectivness |Residual Risk Assessment |Risk Assessment Date

Retail Banking New York | Obligation from Regulation _4{ 14/2014 0jofo

Figure 108. Obligation Risk Heat Map
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The following table describes the columns in the Obligation Risk Heat Map.

Table 55. Obligation Risk Heat Map Columns

Column

Description

Line of Business

Displays the business line to which the obligation is
mapped

Location

Displays the location to which the obligation is mapped

Obligations name

Displays the obligation name.

Obligation Assessment

Displays the latest obligation assessment.

Obligation Assessment Date

Displays the latest obligation assessment date.

Risk Name

Displays the risk name. Click to drill down to the Risk
Details report. For more information about the Risk Details

report, refer to Risk Details, on page 26.

Inherent Risk Assessment

Displays the Inherent risk assessment rating.

Overall Control Effectiveness

Displays the overall control effectiveness rating.

Residual Risk Assessment

Displays the residual risk assessment rating.

Risk Assessment Date

Displays the risk assessment date.

Obligation Assessment with Controls

This report displays obligations in Open status with their latest assessment at different Lines of Business and
Location. If the obligation is not assessed, then Noz_Assessed is shown.

Obligation Assessments with Controls

G| Time run: 4/22/2014 11:15:19 AM
v &

Business Line |Location |Chligation Name

Obligation ID Obligation Owner | Reguiation Name Plan Mame |Controls Overall Control Effectivness | Obligation Assessment |Date of Assessment

Retail Banking | New York | Obligation from Regulation| 1351100 test comp 4/14/2014
Figure 109. Obligation Assessment with Controls
The following table describes the columns in the Obligation Assessment with Controls report.
Table 56. Obligation Assessment with Controls Columns
Column Description
Line of Business Displays the business line to which the obligation is mapped. Avail-
able when an obligation is made part of a compliance plan.
Location Displays the location at which the obligation is applicable.
Obligation Name Displays the Name of the Obligation.
Obligation 1D Displays the ID of the Obligation
Obligation Owner | Displays the name of the owner of the obligation.
Controls Number of controls linked to this obligation. Click Controls hyper-
link to view the Control Details report. For more information about
the Control Details report, refer to Contro/ Details, on page 27.
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Table 56. Obligation Assessment with Controls Columns

Column Description

Overall Control Overall control effectiveness rating for the obligation.
Effectiveness

Obligation Displays the obligation assessment rating.
Assessment

Date of Assess- Displays the latest obligation assessment date.
ment

Additional Reports
The following reports can be accessed by clicking the appropriate link in the Additional Reports list.

® Regulation Details

® DPolicy Details Report

® Obligation Details

e Compliance Plan Details
® State of Regulations

® State of Obligations
Regulation Details

This report displays regulations in Oper status by KBD with their latest assessment rating and date of assessment. If
the regulation is not assessed, then Noz Assessed displays.

PRACLE Business Intslligence

Beven  Regusion ool

A Raguisson -
] [ G e mber Penalty

Barkng fackses for 83535137  The fackities citeres for parssion sccount ok
Bk Tpes of

aricns, barks 1 oer bankng fackes rcudng. chaus bock facktjoparatonof  Folcy  Reed Yoty T n
2., 35 B visualy chalinged se By e ingaly compatast 1 conact

83837290 Errarmens pokces
8353014 Tre pokey sets frsh rbes e rontations sgsnet eucesms snd Lary exgandtaes for ancits whly

mizeral conirs, nienal st and sk management fyviems iz be establaed 2y ©

BBS30124  The purpose of iy
banka and the functoning o Fese fysiens.
b

Baris hars
= the visaaly chalknged a6 they are legaly campetent o et

BBATTEED o Prustersial eguiatorss ipe -

83554467 Raguiaions reated 15 Tuchng nsurance polons saued By e regulator, Desgn of e insurnc poly Shoukd tae care of e a S guieines i place.

Bstun -E -Hgkeh +Pret - Croule Bokmark Lk

Figure 110. Regulation Details
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The following table describes the columns in the Regulation Details report.

Table 57. Regulation Details Columns

Column Description

Regulation Name Displays the name of the regulation.

Regulation ID Displays the ID of the regulation

Description Displays the description of the regulation

Type Displays the type of the regulation

Category Displays the regulator who issued the regulation.
Review Cycle Displays the review cycle of the regulation

Regulation Number Displays the regulation number

Potential Penalty Displays the potential penalty of the regulation
Regulation Updates Displays the regulation updates

Issuance Date Displays the issuance dates of the regulation
Effective From Displays the effective dates of the regulation

No. of Impacted Business Units | Displays the no. of impacted business units of the regulation
No. of Compliance Plans Displays the no. of compliance plans of the regulation
No. of Obligations Displays the no. of obligations of the regulation

Click the number of obligations in the Obligations column to drill down to the Obligation Details report.
Policy Details Report

This report displays the details of Internal Policies such as Name, Type, Owner, Issuing department, and so on.

Palicy Details Report
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Figure 111. Policy Details Report

Obligation Details

This report displays obligations in Opern status by KBD with their latest assessment rating and date of assessment. If
the obligation is not assessed, then Noz Assessed displays.
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Obligation Details
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Figure 112. Obligation Details

The following table describes the columns in the Obligation Details report.

Table 58. Obligation Details Columns

Column

Description

Obligation Name

Displays the Name of the obligations

Obligation ID Displays the ID of the obligations
Description Displays the description of the obligations
Objective Displays the objective of the obligations
Theme Displays the theme of the obligations
Category Displays the category of the obligations

Risk Event Type

Displays the risk event type of the obligations

Legal Entity

Displays the legal entity of the obligations

Effective Date

Displays the effective date of the obligations

Review Cycle

Displays the review cycle of the obligations

Location

Displays the location to which the regulation is applicable

Business Line

Displays the business line to which the obligation is mapped.
Available when an obligation is part of a compliance plan.

Compliance Plan Details

This report displays some of the details of the Compliance Plans like Name, Purpose, Number of Regulations,

Number of Obligations etc.

114
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Compliance Plan Details
é . Time run: 4/22{2014 11:59:24 AM

Compliance Plan Mame |Compliance Flan ID |Description |Business Line Location | Type Legal Entity |Effective date |Flan Review Cyde |Count of Obligations |Count of Regulation
devdv 14030 | fdevr Fund Management |London  |Requlations /Policies | Others 4102014 ‘Yearly 1 1
test comp 15443 |dgdgfdfgdg |Fund Management |London |Obligation MSG 4/14/2014 Quarterly 1 1

Figure 113. Compliance Plan Details
State of Regulations

This report lists regulations in Open status by line of business with their rating for the past 12 months.

This report displays 25 rows by default.

State of Regulations
& © Time run: 4/22/2014 12:00:39 PM

Regulation ID |Regulation -~~~ |Line of Business |Location |Regulation Assessment
10835 |policy
15271 |Regulation Name1
15278 |Regulation Mame 1 |Retail Banking  [Mew York
15315 |Paolicy11

Figure 114. State of Regulations

The following table describes the columns in the State of Regulations report.

Table 59. State of Regulations Columns

Column Description

Line of Business | Displays the business line to which the regulation is mapped.
Location Displays the location to which the regulation is mapped.
Regulation ID Displays the regulation ID.

Regulation Displays the regulation name.

State of Obligations
This report lists obligations in Open status by Line of Business with their rating for the past 12 months.

This report displays 25 rows by default.

Oracle Financial Services Operational Risk Analytics 8 User Guide 115



Compliance & Obligations
Chapter 4—Managing the Dashboards

__ State of Obligations
L Time run: 4222014 12:17:3% FM

|
Obligation ID | Obligation

13511 |Obligation from Regulation |Compliant

Figure 115. State of Obligations

The following table describes the columns in the State of Obligations report.

Table 60. State of Obligations Columns

Column Description

Line of Business | Displays the business line to which the obligation is mapped.

Location Displays the location to which the obligation is mapped.

Regulation ID Displays the obligation ID.

Regulation Displays the obligation name.

Viewing Trend Analysis

This tab displays the following reports:
® Trend of Regulations by Line of Business
® Trend of Obligations by Line of Business
® Trend of Regulations by Location
® Trend of Obligations by Location

The following table describes the page level filters on this tab.

Table 61. Compliance & Obligations Page Level Filter - Trend Analysis Tab

Filter Type

Line of Busi- Select the business line from the drop-down list to display data for the
ness selected business line.

Location Select the location from the drop-down list to display data for the

selected location.

Time Select the date from the drop-down list to display data for the selected
business line and location for the date specified.

Trend of Regulations by Line of Business

This report displays a trend of regulation assessments by the Line of Business in table format.
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Trend of Regulations by Line of Business

This report lists the number of regulations for the combination of Line of Business and time period on display.

Regulations are sorted by the assessment ratings:
e Compliant
e Non Compliant

® Partially Compliant

_ Trend of Obligations by Line of Busines
bt Time run: 9/10/2014 4:55:54 PM

[=2014

[= Retail banking |Compliant [
MNon Compliant [

Fartially Compliant [

Edit

Figure 116. Trend of Regulations by Line of Business table
Click arrow icon to expand the Line of Business and time to display the children levels.

This report only considers regulations in Open status.

Trend of Regulations by Location

This report lists the number of regulation assessments for the combination of Location and time period on display.

Regulations are sorted by assessment ratings:
o Compliant
e Non Compliant

® Partially Compliant

This report only considers regulations in Oper status.

=12012
+ 2012-04
=l All Compliant 5 5
Mon Compliant 8 ]
Partially Compliant 12 12
Compliant 5 5

+] EMEA Mon Compliant 4
Partially Compliant 10 10
) Mon Compliant 4 4
lgiad2ass Fartially Compliant 2 2

Edit -Refresh -Print

Figure 117. Trend of Regulations by Location table
The report displays first level the Dimension/ Cause with an option to view next levels

Click drop down arrow on the table to expand the Location and time to display the children levels.

Trend of Obligations by Line of Business

This report displays a trend of obligation assessments by the Line of Business in table format.
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Trend of Obligations by Line of Business Table

This report lists the number of obligation assessments for the combination of Line of Business and time period on
display.

Click + on the table to expand the line of business and time to display the children levels.

Obligations are sorted by the following statuses:
e Compliant
® Non Compliant

® Partially Compliant

This report only considers obligations in Oper status.

=12012

T 2012-Q4

=1 aAll Compliant 3
Mon Compliant 3

Partially Compliant 3

Compliant 2

ABC USA Mon Compliant 3
Partially Compliant 1

Compliant 3

+] Retail Banking |Mon Compliant 1
Partially Compliant 2

Edit -Refresh -Print

P = L] = Ld P La | La L

Figure 118. Trend of Obligations by Line of Business table

118 Oracle Financial Services Operational Risk Analytics 8 User Guide



Business Continuity Plan
Chapter 4—Managing the Dashboards

Trend of Obligations by Location

This report displays a trend of obligation assessments by the Location, in table format.

- Trend of Obligations by Location
Ll Time run: 9/11/2014 12:52:37FM

= 2014

[ USA |Compliant ]
Non Compliant [
Partially Compliant [

Edit

Trend of Obligations by Location Table

This report lists the number of obligation assessments for the combination of Location and time period on display.
This report only considers obligations in Oper status.

Obligations atre sorted by the following statuses:
e Compliant
® Non Compliant

® Partially Compliant

I
5]
Fa

+12012-04
=1 Al Compliant
Mon Compliant
Partially Compliant
Compliant
-1 EMEA Mon Compliant
Partially Compliant
Compliant
+ United Kingdom |Mon Compliant
Partially Compliant
Compliant
+ United States Mon Compliant
Partially Compliant

Edit -Refresh -Print

(ST R N S U R TR
ST R R S U N PR R TR P

Figure 119. Trend of Obligations by Location table

The report displays first level the Dimension with an option to view next levels

Click drop down arrow on the table to expand the Location and time to display the children levels.
Business Continuity Plan

This section describes the reports found in the Business Continuity Plan (BCP) dashboard of the OFSORA and
includes the following topics:

® Business Continuity Plans by Business Lines
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® Business Continuity Plans by Locations

® Business Continuity Plans by Risk Event Types
Business Continuity Plans by Business Lines

Displays the count of Business Continuity Plans which are Active for various Lines of Business.

&4 Business Continuity Plans by Business Lines

Line of Business | —Sefect Fale—- x| _Apply | Reset »

Number of Business Continuity Plans

Retail banking

Line of Business

Edit -Refresh -Print -Expaort

Business Continuity Plans by Locations

Displays the count of Business Continuity Plans which are Active for various Locations.
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3#: Business Continuity Plans by Locations

Location |--Sefect Valbe-—- "w| Apply | Resetw

MNumber of Business Continuity Plans

Usa
Location

Edit -Refresh -Print -Export

Business Continuity Plans by Risk Event Types

Displays the count of Business Continuity Plans which are Active for various Risk Event Type.

444 0 Business Continuity Plans by Risk Event Types

Risk Event Type --Sefkct Hale— ~ x| Apply Reset »

=

Number of Business Continuity ...

=]

Business Clientz, Products External Fraud Internal Fraud
Disruption and and Business
System Failures Practices

Risk Event Type

Edit -Refresh -Print -Export
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Information Library

® Information Library Types by Business Line and Risk Ratings

® Information Library Types by Business Line and Control Effectiveness
® Information Library Types by Business Line and BCP Ratings

® Information Libraries not associated with Entities

® New & Retired Information Libraries
Information Library Types by Business Line and Risk Ratings

This report displays the number of different Information Libraries associated with Risks, based on the Business line
of the Risks and the Residual Risk Rating,

Information Library Types by Business Line and Risk Ratings
./ Time run: 4/22/2014 2:52:36 PM
Risk Rating =] _pply | Reset. |

Library Type Name D Owner |Approver |Approved On |Risk Business Line |Risk Location |High Risks |Medium Risks |Low Risks |Not Rated

End User Computing |asa 21256 3122014  |Retail Banking Mew York a 1] 1 [l

Retail lending Bangalare a 1] 1] 1

Financial Models test 13026 3/12/2014  |Retail lending MNew York 1 1] 1] 0

testreports (21225 3/12/2014  |Retail Banking Mew York 1] 1] i 0

Retail lending Mew York 1 1] 1] 0

testing inbox |35403 3/14/2014 [ [ [ 0

Internal IT Systems |a 21276 3/12/2014 1] 1] a 0

Projects sdf 21286 3f12/2014  |Retail lending Mew Yaork 1 1] 1] [l

Regulatory Bodies  |dgd 15393 3122014  |Retail Banking Mew York a a 1 0

Figure 120. Information Library Types by Business Line and Risk Ratings

Information Library Types by Business Line and Control Effectiveness

This report displays the number of different Information Libraries associated with Controls, based on the Business
Line of the Controls and the Overall Control Effectiveness Rating.

Information Library Types by Business Line and Control Effectiveness
Time run: 4/22/2014 2:52:36 PM

Library Type Name ID  |Owner Approver |Approved On Effective Controls |Qualified Controls |Controls Requiring Improvement [Not Rated
End User Computing |asa 21256 3122014 0 0 1 0
Finandial Models test 13026 3122014 ] i 0 0

test reports 21225 3/12/2014 0 0 1 0
Projects sdf 21286 3/12/2014 0 0 1 0
Regulatory Bodies  |dgd 15393 3122014 0 1 0 0

Figure 121. Information Library Types by Business Line and Control Effectiveness

Information Library Types by Business Line and BCP Ratings

This report displays the number of different Information Libraries associated with the Business Continuity Plan,
based on the Business line of the BCP and the Overall Assessment Rating of the BCP.
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Information Library Types by Business Line and BCP Ratings
E f Time run: 4/22/2014 2:52:36 PM

Library Type Name 1D |Owner |Approver |Approved On |BCP rated Good |BCP rated Medium |BCP rated Poor |Not Rated
End User Computing |asa 2125 312/2014
Financial Models | test 13026 3/12/2014
testreports | 21225 3122014
testing inbox | 35403 3/14/2014
Internal IT Systems |a 21278 3122014
Projects sdf 21238 3(12/2014
Regulatory Bodies  |dgd 15393 3/12/2014

Figure 122. Information Library Types by Business Line and BCP Ratings

Information Libraries not associated with Entities
This report displays the Information Libraries which are not linked/associated with any other entities and are stand

alone. That is the Information Libraries which do not impacted by other Entities such as Risks, Controls, and so on.

Information Libraries not associated with Entities
£ / Time run: 9/11/2014 12:55:40 PM

20.00%

M 4pplications

M Financial Models

M Internal IT Systems

M Miscellaneous
Regulatory Bodies

W Risk Drivers
Vendors

12.00%

12.00%

8.00%

m

dit -Refresh -Print - Export

Figure 123. Information Libraries not associated with Entities

New & Retired Information Libraries

This report displays the number of Information Libraries which have been added in the past period and are retired.
The details of such Information Libraries can be accessed by clicking on the Bars.
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New & Retired Information Libraries
[ / Time run: 4/22/2014 2:52:36 PM

ag

3.0

New
u Libraries
Retired
n Libraries

. End User Computing Internal T Systems Regulatery Bodies
Financial Models Projects

Figure 124. New & Retired Information Libraries

Change Initiatives

® Change Initiative Analysis

® Change Initiative Impact
Change Initiative Analysis

® Change Initiatives by Business Lines
e Change Initiatives by Locations

® Recommended RET Vs Applicable RET

Change Initiatives by Business Lines

This report displays the number of Change Initiatives and the cost incurred in implementing the changes in different
Business Lines.

Click on Trading and Sales to view the Actual Cost and Count of Change Management
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Change Initiatives by Business Lines
& © Timerun: 4/22/2014 3:37:33PM

5,000 15
4,000

3000 W Actual Cost

Count of
< Change

2,000 06 Management

1,000

Trading and sales

Line of Business

Figure 125. Change Initiatives by Business Lines

Change Initiatives by Locations

This report displays the number of Change Initiatives and the cost incurred in implementing the changes in different

Locations.
Click on Location to expand the respective children location Types.

Click on Count of Change Management to view the details of the change management.

Change Initiatives by Locations
é 1 Timerun: 4/22/2014 3:37:33PM

5,000 15
4,000

3,000
' W Actual Cost

Count of
< Change

2,000 06 Management

1,000

United Kingdom

Location

Figure 126. Change Initiatives by Locations

Recommended Risk Event Type Vs Applicable Risk Event Type

This report displays the Change Initiatives with the difference between recommended RET and applicable RET.
The report also provides a hyperlink to view the Risks associated with such RETs. This allows the user to assess the

recommendations provided by the system for Change Initiatives.
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5' Time run: 4/22/2014 3:37:33PM

Recommended RET Vs Applicable RET

Change Intiatives ID |Change Intiatives Name Type
24280 | 1234567590 Existing Project |3/14/2014 3/13/2014 100,00 High

Mo
No

Mo
Moy

Start Date Target Completion Date |Percentage Complete Materiality [Recommended RET | Applicable RET |Na. of Risks per RET

1
1

Figure 127. Recommended RET Vs Applicable RET

Table 62. Recommended RET Vs Applicable RET

Column

Description

Change Initiatives ID

Displays the Change Initiatives ID of the Recommended RET
Vs Applicable RET

Change Initiatives
Name

Displays the Change Initiatives Name of the Recommended
RET Vs Applicable RET

Type Displays the Type of the Recommended RET Vs Applicable
RET
Start Date Displays the Start Date of the Recommended RET Vs Applica-

ble RET

Target Completion Date

Displays the Target Completion Date
of the Recommended RET Vs Applicable RET

Percentage Complete

Displays the Percentage Complete of the Recommended RET
Vs Applicable RET

Materiality

Displays the Materiality of the Recommended RET Vs Appli-
cable RET

Recommended RET

Displays the Recommended RET of the Recommended RET
Vs Applicable RET

Applicable RET

Displays the Applicable RET of the Recommended RET Vs
Applicable RET

No. of Risks per Risk
Event Type

Displays the No. of Risks per Risk Event Type of the Recom-
mended RET Vs Applicable RET

Change Initiative Impact

® Change initiatives with High Impact Risks

® Change Initiatives due to Regulations

e Additional Reports

[ ] Change Initiatives with Scenarios

u Change Initiatives with Incomplete Delivery Risk Assessment

] Change Initiatives Details

126
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Change initiatives with High Impact Risks

This report displays the Change Initiatives which have Risks associated, where the Change Impact is High based on
the Delivered Risk assessment for the Change Initiatives.

{ 4

Change initiatives with High Impact Risks

Time run: 4/22/2014 3:43:56 PM

Change Initiative Name |Change Initiative 1D | Start Date | Target Completion Date |Percentage Complete |Status of Change Initiative |Risk Mame | Risk Id | Change Impact |Change Impact Status |Change Impact Analysis

1234567890

24280 [3/14/2014 |3/13/2014 100.00 [Open risk for test | 12440

Figure 128. Change Initiatives with High Impact Risks

Table 63. Change Initiatives with High Impact Risks

Column

Description

Change Initiative Name

Displays the Change Initiatives Name of the Change Initiatives with High
Impact Risks

Change Initiative 1D

Displays the Change Initiative ID of the Change Initiatives with High Impact
Risks

Start Date

Displays the Start Date of the Change Initiatives with High Impact Risks

Target Completion Date

Displays the Target Completion Date of the Change Initiatives with High
Impact Risks

Percentage Complete

Displays the Percentage Complete of the Change Initiatives with High Impact
Risks

Status of Change Initiative

Displays the Status of Change Initiative of the Change Initiatives with High
Impact Risks

Risk Name

Displays the Risk Name of the Change Initiatives with High Impact Risks

Risk ID

Displays the Risk IDof the Change Initiatives with High Impact Risks

Change Impact

Displays the Change Impact of the Change Initiatives with High Impact Risks

Change Impact Status

Displays the Change Impact Status of the Change Initiatives with High Impact
Risks

Change Impact Analysis

Displays the Change Impact Analysis of the Change Initiatives with High
Impact Risks

Risk Change Impact Identifier

Displays the Risk Change Impact Identifier
of the Change Initiatives with High Impact Risks

Change Initiatives due to Regulations

This report displays the Change Initiatives which are required due to the regulatory mandate. This displays the
changes initiatives which are associated with Regulations.

Change Initiatives due to Regulations

£ Time run: 4/22/2014 3:43:55 PM
Change Initiative ID |Change Initiative Name |Start Date [Target Completion Date |Percentage Complete |Materiality [Regulation Name [Regulation ID [Type Regulation Number |Regulator |Potential Penality |Issuance Date |Effective From
24280 1234567890 3/14/2014 3/13/2014 100 |High dsfs 11555 [Regulation Regular |32 3/11/2014  [3/12/2014
Low dsfs 11555 [Reguiation Regular |32 3/11/2014  [3/12/2014
dsfs 11555 [Regulation Regular |32 312014 [3/12/2014

Figure 129. Change Initiatives due to Regulations
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Table 64. Change Initiatives due to Regulations

Column

Description

Change Initiative Name

Displays the Change Initiatives Name of the Change Initiatives due to Regula-
tions

Change Initiative ID

Displays the Change Initiatives ID of the Change Initiatives due to Regulations

Start Date

Displays the Start Date of the Change Initiatives due to Regulations

Target Completion Date

Displays the Target Completion Date of the Change Initiatives due to Regula-
tions

Percentage Complete

Displays the Percentage Complete of the Change Initiatives due to Regulations

Materiality

Displays the Materiality of the Change Initiatives due to Regulations

Impacted Business from
Change

Displays the Impacted Business from Change of the Change Initiatives due to
Regulations

Regulation Name

Displays the Regulation Name of the Change Initiatives due to Regulations

Regulation ID

Displays the Regulation ID of the Change Initiatives due to Regulations

Type

Displays the Type of the Change Initiatives due to Regulations

Regulation Number

Displays the Regulation Number of the Change Initiatives due to Regulations

Regulator

Displays the Regulator of the Change Initiatives due to Regulations

Potential Penalty

Displays the Potential Penalty of the Change Initiatives due to Regulations

Issuance Time

Displays the Issuance Time of the Change Initiatives due to Regulations

Effective From

Displays the Effective From of the Change Initiatives due to Regulations

Additional Reports

® Change Initiatives with Scenarios

® Change Initiatives with Incomplete Delivery Risk Assessment

® Change Initiatives Details

Change Initiatives with Scenarios

This report displays the Change Initiatives based on which the Scenarios are created. These Change Initiatives are
are associated/linked with scenarios.

Change Initiatives with Scenarios
( Time run: 4/22/2014 3:57:01PM

Change Initiative Name |Change Initiative ID |Start Date | Target Completion Date |Percentage Complete |Status Name |Scenario Key | Scenario

1234567830 24280.00 | 3/14/2014 | 3/13/2014 100,00 |Open 10555.00 |test
14454,00 | Test Scenario Assessment failing
CI for report 25189.00 |3/13/2014 | 3/25/2014 Clozed 23025.00|5C1
Ciz 26010.00 | 3/13/2014 | 3/14/2014 Closed 10555.00 |test
31884.00 |5C Test
TEST BUG 24934,00 |3/13/2014 |4/9/2014 Draft 46473.00 [MC1

change for test 10456.00 |3/11/2014|3/31/2014 100,00 |Completed 31884.00 |5C Test

Figure 130. Change Initiatives with Scenarios
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Table 65. Change Initiatives with Scenarios

Column Description

Change Initiative Name Displays the Change Initiatives Name of the Change Initiatives with Scenarios
Change Initiative ID Displays the Change Initiative ID of the Change Initiatives with Scenarios
Start Date Displays the Start Date of the Change Initiatives with Scenarios

Target Completion Date Displays the Target Completion Date of the Change Initiatives with Scenarios
Percentage Complete Displays the Percentage Complete of the Change Initiatives with Scenarios
Status Name Displays the Status Name of the Change Initiatives with Scenarios

Scenario Key Displays the Scenario Key of the Change Initiatives with Scenarios

Scenario Displays the Scenario of the Change Initiatives with Scenarios

Change Initiatives with Incomplete Delivery Risk Assessment

This report displays the Change Initiatives associated with Risks for which delivered risk assessment is incomplete.
The value of such Change Impacts is Not Reviewed.

Change Initiatives with Incomplete Delivery Risk Assessment

5 : Time run: 4/22/2014 6:35:09 PM
Change Initiative Name |Change Initiative ID |Start Date | Target Completion Date |Percentage Complete |Status of Change Initiative |Risk Id  |Risk Name Change Impact |Change Impact Status |Change Impact Analysis
hello! change 10733.00 |4/3/2014 |4/30/2014 100,00 |Open 10138.00 |risk for test
12343.00 |rosk fopr process dashbord
vd chng 15802.00 |4/14/2014 | 4/30/2014 Open 12843.00 |rosk fopr process dashbord

14740.00 |rigk for guestionnaire

Figure 131. Change Initiatives with Incomplete Delivery Risk Assessment

Table 66. Change Initiatives with Incomplete Delivery Risk Assessment

Column Description

Change Initiative Name Displays the Change Initiatives Name of the Change Initiatives with Incom-
plete Delivery Risk Assessment

Change Initiative 1D Displays the Change Initiative ID of the Change Initiatives with Incomplete
Delivery Risk Assessment

Start Date Displays the Start Date of the Change Initiatives with Incomplete Delivery Risk
Assessment

Target Completion Date Displays the Target Completion Date of the Change Initiatives with Incomplete
Delivery Risk Assessment

Percentage Complete Displays the Percentage Complete of the Change Initiatives with Incomplete
Delivery Risk Assessment

Status of Change Initiative Displays the Status of Change Initiative of the Change Initiatives with Incom-
plete Delivery Risk Assessment

Risk ID Displays the Risk ID of the Change Initiatives with Incomplete Delivery Risk
Assessment

Risk Name Displays the Risk Name of the Change Initiatives with Incomplete Delivery

Risk Assessment

Change Impact Displays the Change Impact of the Change Initiatives with Incomplete Delivery
Risk Assessment
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Column

Description

Change Impact Status

Displays the Change Impact Status of the Change Initiatives with Incomplete
Delivery Risk Assessment

Change Impact Analysis

Displays the Change Impact Analysis of the Change Initiatives with Incomplete
Delivery Risk Assessment

Risk Change Status Identifier

Displays the Risk Change Status Identifier of the Change Initiatives with
Incomplete Delivery Risk Assessment

Change Initiatives Details

This report displays the details of Change Initiatives such as Name, Type, Business Line, and so on.

Change Initiatives Details
£ \ Time run: 4/22/20146:36:27 PM

D |Name Type Name

11179 |sdgsg
15802 |vd chng

Start Date |Target Completion Date |Percentage Complete [Estmated Cost Actual Cost PIRR  Reviewer |Owner Status
10733 |hello! change |Existing Project |4/3/2014 (4/30/2014
Existing Vendor |4/14/2014 |4/30/2014
Existing Vendor |4/14/2014 |4/30/2014

100.00| 43233400
100.00 436.00
43.00

Figure 132. Change Initiatives Details

Table 67. Change Initiatives Details

Business Line Location | Impacted Business Lines | Impacted Processes |Others Impacts | Impacted Risks

32,00 102,00 Change Manager (Open Fund Management [London 0 1 1] 2
2356.00 102,00 Change Manager |Completed |Fund Management London 0 0 0 0
Change Manager |Open Fund Management |London 1 2 2 2

Column Description

ID Displays the ID of the Change Initiatives Details

Name Displays the Name of the Change Initiatives Details
Type Name Displays the Type Name of the Change Initiatives Details
Start Date Displays the Start Date of the Change Initiatives Details

Target Completion Date

Displays the Target Completion Dateof the Change Initiatives Details

Percentage Complete

Displays the Percentage Complete of the Change Initiatives Details

Estimated Cost

Displays the Estimated Costof the Change Initiatives Details

Actual Cost Displays the Actual Cost of the Change Initiatives Details
PIRR Displays the PIRR of the Change Initiatives Details
Reviewer Displays the Reviewer of the Change Initiatives Details
Owner Displays the Owner of the Change Initiatives Details
Status Displays the Status of the Change Initiatives Details

Business Line

Displays the Business Line of the Change Initiatives Details

Location

Displays the Location of the Change Initiatives Details

Impacted Business Lines

Displays the Impacted Business Lines of the Change Initiatives Details

Impacted Processes

Displays the Impacted Processes of the Change Initiatives Details

Other Impacts

Displays the Other Impacts of the Change Initiatives Details

Impacted Risks

Displays the Impacted Risks of the Change Initiatives Details
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Process

This section describes the pre-seeded reports in the Process dashboard of the OFSORA and includes the following

topics:
You can view the following reports under Process Dashboard:
® Critical Process
® Process With High Assessment Rating
® Process Heat Map
® Tosses Associated With Processes

e Additional Reports

[ ] State of Processes
| Process Details
| Process Metrics

Critical Process
This report displays the Processes which are critical to the Business.
Click on Critical Process to expand the respective children critical processTypes.

High, Medium and Low process types are displayed.

Critical Process
o Time run: 9112014 12:58:41 PM

5 Critical
W High
W Wedium

W Low

Edit -Refresh -Print -Export

Process with High Assessment Rating

This report displays the Processes which are rated as High in Overall Risk Assessment of the Processes.

L Process
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Process With High Assessment Rating
‘ Time: run: 4/23/2014 11:13:57 AM

Requires | Inherent |Volume of Dependency on [T Dependency on Third Party / Susceptibiity to Internal Overal Overall Risk.

Control Assessment
Attestation |Rick Transaction Systems Outsourding Fraud Assessment Date
Effectiveness

12507.00 |asdasd No No NA 06-Apr-2014 05-Apr-2014 03-Apr-2014  |Process
Owner

06-Apr-2014 09-Apr-2014 09-Apr-2014  |Process

Owner

Figure 133. Process with High Assessment Rating

Process
D

Name Critical Valid From Valid To Assessed by

Table 68. Process with High Assessment Rating

Column Description

Process ID Displays the Process ID of the Process with High Assessment Rating

Name Displays the Name
of the Process with High Assessment Rating

Critical Displays the Criticality of the Process with High Assessment Rating

Requires Attestation Displays the Requires Attestation of the Process with High Assessment Rating

Inherent Risk Displays the Inherent Risk of the Process with High Assessment Rating

Volume of Transaction Displays the Volume of Transaction of the Process with High Assessment Rat-
ing

Dependency on IT Systems Displays the Dependency on IT Systems of the Process with High Assessment
Rating

Dependency on Third Party / Displays the Dependency on Third Party / Outsourcing of the Process with
Outsourcing High Assessment Rating

Susceptibility to Internal Fraud | Displays the Susceptibility to Internal Fraud
of the Process with High Assessment Rating

Overall Control Effectiveness | Displays the Overall Control Effectiveness of the Process with High Assess-

ment Rating
Overall Risk Assessment Displays the Overall Risk Assessment of the Process with High Assessment
Rating
Valid From Displays the Valid From of the Process with High Assessment Rating
Valid To Displays the Valid To of the Process with High Assessment Rating
Assessment Date Displays the Assessment Date of the Process with High Assessment Rating
Assessed By Displays the Assessed By of the Process with High Assessment Rating

Process Heat Map

This report displays the Processes and their Overall Risk Assessments with the assessment of related entities such as
Risks, Controls, and so on.
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/' Process Heat Map
Time run: 4/23/2014 11:19:57 AM

Figure 134. Process Heat Map

Table 69. Process Heat Map

[Risks [Controls [Key Indicators __|Obligations [Business Continuity Plans |

Process 1D |Process Name Critical |[Requires Attestation |Frocess -Inherent Risk |Process - Overall Risk rocess Date |Higl m |Low [Requires Improvement [ Effective |Red | Amber |Green [Non-Complant | nt | Compliant |Poor
| 995.00(al No  [No

11410.00 [test ord process No  [No L o

| 11420.00 |parent and child No  [No L o

| 12507.00|asdasd Ne  [No High 4/2/2014 2:02: 14PM [

12540.00 [asda Mo |No Medium 3/s/2014 2:08:53 PM [

12673.00 |process for risk dashboard |No No. 4/14/2014 4:07:48 PM | 0

12818.00 |sad No No 4/14/2014 4:06:03 PM | 0

17904.00 |process 12345 No No |0

| 19190.00 |werwreew12344 No  [No o

Column

Description

Process ID

Displays the Process ID of the Process Heat Map

Process Name

Displays the Process Nameof the Process Heat Map

Critical

Displays the Criticality of the Process Heat Map

Requires Attestation

Displays the Requires Attestation of the Process Heat Map

Inherent Risk

Displays the Inherent Risk of the Process Heat Map

Process Overall Risk Assess-
ment

Displays the Process Overall Risk Assessment
of the Process Heat Map

Process Assessment Date

Displays the Process Assessment Date of the Process Heat Map

Risks

Displays the Risks (High, Medium and Low) of the Process Heat Map

Controls

Displays the Controls (Requires Improvement, Qualified and Effective) of the
Process Heat Map

Key Indicators

Displays the Key Indicators of the Process Heat Map

Obligations

Displays the Obligations (Non Compliant, Partially Compliant and Compliant)
of the Process Heat Map

Business Continuity Plans

Displays the Business Continuity Plans (Poor, Medium and Good) of the Pro-
cess Heat Map

Losses Associated With Processes

This report displays the Processes which have losses linked/associated with them. This allows the user in taking the

necessary corrective action plans.

Time run: 4/23/2014 11:19:57 AM

Losses Associated With Processes

Frocess Mame Owner Critical |Requires Attestation |Complexity [Process - Risk Assessment |Process Assessment Date (Incdents g:: (L:?:svs}es (in
Al No Mo Mot Rated 5 51665.00
asda Process Owner |No Mo MotRated |Medium 09-Apr-2014 5 185000,00
asdasd Process Owner |No MNo Low High 09-Apr-2014 5 315000,00
parent and child Process Owner |No Mo Mot Rated 1]
process for risk dashboard |Process Owner |Na Mo Mot Rated 14-Apr-2014 a
process12345 Process Owner |No No Mot Rated a
sad Process Owner |No Mo Mot Rated 14-Apr-2014 1]
test ord process Process Owner |No MNo Mot Rated 5 215000,00
werwreew 12344 Process Owner |No Mo Mot Rated o
Figure 135. Losses Associated With Processes
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Table 70. Losses Associated With Processes

Column

Description

Process ID

Displays the Process ID of the Losses Associated With Processes

Process Name

Displays the Process Name of the Losses Associated With Processes

Owner

Displays the Owner of the Losses Associated With Processes

Critical

Displays the Criticality of the Losses Associated With Processes

Inherent Risk

Displays the Inherent Risk of the Losses Associated With Processes

Requires Attestation

Displays the Requires Attestation of the Losses Associated With Processes

Overall Risk Rating

Displays the Overall Risk Rating of the Losses Associated With Processes

Assessment Date

Displays the Assessment Date of the Losses Associated With Processes

Requires Attestation

Displays the Requires Attestation of the Losses Associated With Processes

Incidents

Displays the Incidents of the Losses Associated With Processes

Total Losses

Displays the Total Losses of the Losses Associated With Processes

Additional Reports
® State of Processes
® DProcess Details

® Process Metrics
State of Processes

This report shdisplays the overall risk assessment rating of a Process over a period of past 12 months. This considers
an assessment to be valid until next assessment is available. That is, if a Process is assessed in month of April, such
assessment will be held valid until the process is assessed again.
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+  State of Processes
E / Time run: 9/11/2014 1:01:19 PM

Process ID |Process Name Sep-2014
922 Al

81629300 |Expenditure Authorization

81629815 |[Employee On boarding

81629325 |Trade Confirmation{matching of Trades)

1629835 |on boarding new customer

31629853 |Settlement Process

81636367 |Know Your Customer

81635408 |Customer Identification Process

816356424 |Credit Card Issuance Process

81636463 |Home Loan Process

816356432 |Pre-Approval - Home Loan Process

81636492 |Lock in Rate - Home Loan Process Medium

81636502 |Property Appriasal - Home Loan Process

81636512 |Loan Review - Home Loan Process
81636522 |Closing Costs - Home Loan Process

81637121 |SWIFT
81637131 |Account Opening
81637141 |Payment System

81637158 |Cheque Clearing process
21637168 |Transfer of Funds Medium
81637178 |Processing of New Accounts
81637188 |Overdraft process

81637198 |Loan Processing
81637203 |Customer Compliants Redressal
81637213 |Attendance Tracking

Trardb R Rows 1-25
Return -Edit -Refresh -Print -Export - Create Bookmark Link

Figure 136. State of Processes

Table 71. State of Processes

Column Description

Process ID Displays the Process ID of the State of Processes

Process Name Displays the Process Name of the State of Processes

Date Displays the levels (High, Medium, Low) on a Date of the State of Processes

Process Details

This report displays the Process details such as Name, Critical, Assessment Date, and so on for further analysis.

Process Details

g / Time run: 4/23/2014 11:30:23 AM
P e P s ome SO e o md  [omieaol omeoatidenotivy et [Dedned  oudis I
999 Al Mo |No Not Rated
11410 |test ord process Mo [No Process MNot Rated
Owner
11420 |parent and child test ord Mo |No Process Not Rated
process Owiner
12507 |asdasd parentand Mo  |No Process  |09-Apr-2014  |06-Apr- |0%-Apr- |Low Low NA Effective High Process 1
chid Owner 2014 2014 Owner
12540 |asda Mo [No Process  |09-Apr-2014  |D6-Apr- |09-Apr- |NotRated |Low High Qualified Medium Process 1
Owner 2014 2014 Owner
12673 |process for risk Mo [No Process 14-Apr-2014  |01-Apr- | 14-Apr- Mot Rated 1
dashboard Owner 2014 2014
12818 |sad Mo [No Process 14-Apr-2014  |13-Apr- | 14-Apr- Mot Rated
Owner 2014 2014
17904 | process 12345 parentand (Mo |No Process Mot Rated 1
chid Owner
19190 werwreew 12344 asda No  |No Process ot Rated
Owner

Figure 137. Process Details
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Table 72. Process Details

Column Description
ID Displays the Process ID of the Process Details
Name Displays the Name of the Process Details

Parent Process

Displays the Parent Process of the Process Details

Critical

Displays the Criticality of the Process Details

Requires Attestation

Displays the Requires Attestation of the Process Details

Owner

Displays the Owner of the Process Details

Assessment Date

Displays the Assessment Date of the Process Details

Valid From

Displays the Valid From Date of the Process Details

Valid To

Displays the Valid To Date of the Process Details

Volume of Transaction

Displays the Volume of Transaction of the Process Details

Dependency on IT Systems

Displays the Dependency on IT Systems of the Process Details

Dependency on Third Party /
Outsourcing

Displays the Dependency on Third Party / Outsourcing of the Process Details

Susceptibilityy to Internal
Fraud

Displays the Susceptibilityy to Internal Fraud
of the Process Details

Inherent Risk

Displays the Inherent Risk of the Process Details

Overall Control Effectiveness

Displays the Overall Control Effectiveness of the Process Details

Overall Risk Assessment

Displays the Overall Risk Assessment of the Process Details

Assessed By

Displays the Assessed By of the Process Details

Applicable Business Units

Displays the Applicable Business Units of the Process Details

Comments

Displays the Comments of the Process Details

Process Metrics

This report displays the count of other entities such as Risks, Controls, Incidents, and so on, which are associated
with a Process. The count of such entities are hyperlinked so that you can view the details of each entity.

Process Metrics
Lt Time run: 4/23/2014 11:31:37 AM

Process ID |Process Name
933 |al
11410 | test ord process
11420 |parent and child
12507 |asdasd
12540 |asda
12673 |process for risk dashboard
12818 |sad
17904 |process 12345
19190 |werwreew 12344

Figure 138. Process Metrics

1] 2 1 1 1 2 a
0 0 0 1 0 0 0
1] 1 1 1] 1] a 1]
1 0 1 1 0 0 0
1 a 1] 1 a a a
1 1 1 1] a a a
1] 1] 1] 1] 1] 1] 1]
1 1] 1] 1] 1] a 1]
0 0 0 o] 0 0 0

0

oooloooolo

Applicable Business Units [Mo. of Risks |No. of Controls |Mo. of Inddents |No. of Key Indicators |Mo. of Obligations |Mo. of BCP |Mo. of Issues [Mo. of Actions

ooolooloolo|lo
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Table 73. Process Metrics

Column Description

Process ID Displays the Process ID of the Process Metrics

Process Name Displays the Process Name of the Process Metrics
Applicable Business Units Displays the Applicable Business Units of the Process Metrics
No. of Risks Displays the No. of Risks of the Process Metrics

No. of Controls Displays the No. of Controls of the Process Metrics

No. of Incidents Displays the No. of Incidents of the Process Metrics

No. of Key Indicators Displays the No. of Key Indicators of the Process Metrics
No. of Obligations Displays the No. of Obligations of the Process Metrics
No. of BCP Displays the No. of BCP of the Process Details

No. of Issues Displays the No. of Issues of the Process Metrics

No. of Actions Displays the No. of Actions of the Process Metrics

BES (Business Environment Scorecard)

® Business Environment Scorecard
® Business Environment Scorecard Not Revised

® BES Parameter Snapshot
Business Environment Scorecard

This report displays the latest Scorecard defined for all the Business Units.

Business Environment Scorecard

/ Tirmwe rur: 4232014 11:33:02 AM
Scorz
_ine of 3usiness  |Locatian As on Date |Change [Customers |Sxternal [Pzope |Frocasses [Procucts & Services |Raguatory [Sysems
al All 4/1/2014
London 31,2014 1 2 3 4 5 3 7 3
Hew York 41,2014
usa 1/1/2011
urit=d kirgdorr | 3/1/2014 1 2 3 4 Bl b ! 8
=und Management |All 3112014 1 2 3 4 5 3 7 8
London 3/1,2014 1 1 3 4 5 3 T 3
Uril=d Kirgdor |3/1/2014 1 2 3 % 5 [ 7 El
Qetail Bankng Al 41,2014 1
Hew York 31,2114
UsA 4/1,2014
<etal bankng All 312014
Hew York 412014
USA 4/1/2014
Trading and sales |All 3fLj2014 1 2 3 %+ 5 [ 7 il
London 32014 1 2 3 4 5 3 7 3

Figure 139. Business Environment Scorecard
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Table 74. Business Environment Scorecard

Column

Description

Business Line

Displays the Business Line of the Business Environment Scorecard

Location Displays the Location of the Business Environment Scorecard
As on Date Displays the As on Date of the Business Environment Scorecard
Score Displays the Score (Change, Customers, External, People, Processes, Prod-

ucts & Services, Regulatory and Systems ) of the Business Environment
Scorecard

Business Environment Scorecard Not Revised

This report displays the Business Units which have not revised the scorecard based on the selected time frame.

Business Cnvironment Scorecard Not Revised
/ Time run: 4/23/2014 11:33:02 AM

Mol reviewed furs =l Aeely | Resat - |
Busincas Linc Location Reviewed by |Last Reviewed On
All Al BES Identifier |4/1/2014
Londan BES Identitier [3/1f2014
News Yark DCS Identifier |4/1/2014
[Er) B Identfier | 410001148
United Kingdom |BES Identifier |3/1f2011
Fund Management |All BES Identfier |3/1/2014
Londaon BES Identitier |3/1f2014
United Kingdom |DCS Identifier | 3/1f2014
Hetal Hanking all HFS Idennfier (415118
New York BES Identifier |1/1£2011
usa BES Idenlifier |4/1/2014
Retail banking All BES Identitier |4/1f2014
New Yark DLCS Identifier |4/1f2014
[F K5 Identfier |4/1/00118
Trading and sales | All BES Identifier | 3142011
Luor wur BES Idenlifier [3/1£201%
United Kingdom |BES Identitier |3/1f2014
Treasury All DC5 Identifier |J/1f2014
I nndnn RFS Tdentifier | 3717014
United Kingdom |BES Identifier |3/1f2014
Trusland eslales  [All BES Tdenlifier |4/1/201%
Mew York BES Identitier |4/1f2014
USA DLC5 Identifier |4/1/2014

Figure 140. Business Environment Scorecard Not Revised

Table 75. Business Environment Scorecard Not Revised

Column

Description

Business Line

Displays the Business Line of the Business Environment Scorecard Not
Revised

Location Name

Displays the Location Name of the Business Environment Scorecard Not
Revised

Reviewed By

Displays the Reviewed By name of the Business Environment Scorecard Not
Revised

Last Reviewed On

Displays the Last Reviewed On date of the Business Environment Scorecard
Not Revised
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BES Parameter Snapshot

This report displays the latest Business Environment Scorecard with the scoring for different parameters and

justification for the Scoring.

Note: To view this report selection of a specific Line of business & Location is mandatory.

BES Parameter Snapshot
Time run: 4/23/2014 11:33:02 AM

Business Environment Scorecard as on 3/1/2014

Parameter Business Environment Score [Reason
Change 1 |sadsad
Customers 2 |sd
External 3 |sads
People 4 |dsad
Processes 5 |sadsa
Products & Services & |dsad
Regulatory 7 |asdasd
Systems 3 |sdsada

Figure 141. BES Parameter Snapshot

Table 76. BES Parameter Snapshot

Column

Description

Parameter

Displays the Parameter of the BES Parameter Snapshot

Business Environment Score

Displays the Business Environment Score of the BES Parameter Snapshot

Reason

Displays the Reason of the BES Parameter Snapshot
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CHAPTER 5 Executing the Results Transformation
Process

This chapter describes the steps required to setup and execute the OFSORA Result transformation process. ORA
Results Transformation is the process of pushing the OFSORA Results from the OFSORA Processing area to the
OFSORA Mart. It transforms both Deterministic and Stochastic ORA results as well as other related information
such as forecast rates and detailed cash flows, based on the type of process and processing options selected.

This chapter includes the following topics:
® Executing the OFSORA Results Transformation Process

® Checking the Execution Status

Executing the OFSORA Results Transformation Process

There are 4 ways to execute the ORA Results Transformation process. Depending on your preference and particular
use case, you can choose to run ORA Results Transformation using any of these methods.

1. Select the ORA Results transformation option within the ORA Processing > Output Preferences block (check
box). When this option has been selected, OFSORA transformation will run automatically when the ORA
process is run.

Output Preferences

date to Reporing Lal= m Ugve Resulls fo ALK B Wart

2. From the ORA Processing Summary page, select any ORA Process and then select the Transform ORA
Results option. This will trigger the immediate execution of the OFSORA transformation process.

Siatic Deterministic Process E AN B £ \:ll.'.lhé_u H & i

e
Laat Modhcation
Lant Modifeed Acce
Date - [Transform ALM Results

[] Naver Crestion Dute Created By

[#] ALM 1 {for repertng 121381 HRE 12TV = Sesd'ris

3. Create and run a batch process using the infrastructure Batch Processing capability.

4. Create and run a batch process using the simplified batch window. For more details refer Appendix: Simplified
Batch Execution.

The following steps describe how to execute the ORA Results Transformation process from the OFSAAI Batch
Processing framework:

® [rom the Home menu, select Operations, then select Batch Maintenance.
e Click New Batch ('+' symbol in Batch Name container) and enter the Batch Name and description.

® C(lick Save.
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® Seclect the Batch you have created in the earlier step by clicking on the check box in the Batch Name
container.

e Click New Task ('+' symbol in Task Details container).

® Enter the Task ID and Description.

® Sclect Transform Data, from the components list.

® Click Parameters. A pop up window will open, enter the following values and then click Save:

] Rule Name - Select ORA_BI_TRANSFORMATION from the list of all available transformations. (This is
a seeded Data Transformation which is installed as part of the OFSORA application installer, if you
don't see this in the list contact Oracle support)

m  Parameter List — Process Id, Re-run Flag

(Refer the following for details on Parameter list)
Explanation for the parameter list:

Process Id indicates the process for which the data is to be transformed from ORA operational tables to OFSORA
tables. This is a mandatory parameter.

Re-run flag indicates whether the current run is a fresh run or a re-run for the same process ID. 'N' indicates a fresh
run and "Y' indicates a re-run.

When ORA Results Transformation is executed for a new ORA process, it is treated as a new run. Note,
BI_TRANSFORM_STATUS will be NULL #n FS1_PROCESS RUN_HISTORY for the Process and As-of-date
combination.

When the Transformation is performed for an existing process, it becomes a re-run which means the related FACT
table records ate first deleted for the process and new results are re-inserted. Note, BI_TRANSFORM_STATUS will
be "1" in FSI_PROCESS_RUN_HISTORY for the Process and As-of-date combination.

Sample parameters for this task are: 40006526, 'Y' (uppetcase required)

5. Save and execute the batch from the Batch Execution window.

m  Note: When prompted for the execution date, select the 'As of Date' corresponding to the ORA results
that you want to transform. If some other date is selected, the ORA Result Transformation will not run
for the expected data set.

The function can also be executed directly on the database through SQLPLUS. Details

are as follows:
® Function Name: FN_ORM_BI_TRANSFORMAT ION
® Parameters: p_batch_run_id, p_as_of date, pid, p_re_run_flag

e Sample parameter values: 'Batch1',20111231', '40006526',"Y"
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Checking the Execution Status

The status of the execution can be monitored using the batch monitor window. You can access by going to the
following on the Left menu

From the Home menu, select Operations, then select Batch Monitor.

Note: For a more comprehensive coverage, see Oracle Financial Services Analytical Applications Infrastructure User
Guide.

The status messages in Batch Monitor ate as follows:
® N - Not Started
® O -On Going
e [ - Failure

® S — Success

The Batch Process execution log and the detailed ORA Transformation component log can be accessed on the
application server by going to the following directory $F1C_DB_HOME/ log/date.

The file name will have the batch execution id.
Sample Path: /dbfiles/home/oracle/OFSAAL/Ticdb/1og/date

The database level operations log can be accessed by querying the fsi_message_log table. The batch run id
column can be filtered for identifying the relevant log,

To monitor the progress of the transformation program query the table FS1_MESSAGE_LOG with process ID and
batch run ID as follows.

select * from fsi_message_log where a.process_id=<ProcessID> and
batch_run_id=<Batch Run ID>;

Note: Check the .profile file in the installation home if you are not able to find the paths mentioned earlier.
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CHAPTER 6 Creating a Custom Report

OFSORA provides the feasibility of creating a custom/adhoc reports to analyse in different dimensions other than
the existing reports provided in the application. This section provides an example of how to create a custom report

using OBIEE + OFSORA.

To create a custom report and add it to an existing Dashboard page, perform the following steps.

1. Log in to the OFSORA application.

2. On top right corner, select New and click Analysis from the drop-down list.

Create... @} Recent
l_—.ﬂ -ﬂll-\:lf‘rjls and Interactive Reporting Dashboards | EBrepert 300

58  Actionable Intelligence
o0 .

af® Published Reporting

Report Job

@ Actionable Intelligence
Al

Browse/Manage...
| Al Content v
M yses

& My Agent:
Get Started...

m Introdustion to Orace BI
@i Orade cumentaton

[t Download BI Desktop Tools w

Hslp Contents +

I?ﬂ Orade Technology Network
a1

A list of Subject Area displays.

| Select Subject Area
| @ incidents

| @ Coeratonal Risk Mgmt-Rlisk Category (KR

Create...

_ﬁ Analysis and Interactive Reporting
a Fublished Reporting

M| Report Job

Actionable Intelligence

Browse/Manage...

| Al Cor

@ Risk-Control Based Reports

== ] Crpen | Edkt | More

s
™
®
™)
My Agents

Get Started...

m Introduction to Orade BT

LT

j Dovmisad BI Desktop Tools
g — -
[=1=] |ag
®_e.\- R j=ls] I=1=]

a8a

offe Crace Technology Network
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3. Click the required Subject Area OFSORA to see all the metadata objects available to build the report.

HiAl@)
@ W |
= Selected Columns b

umn names in the Subject Areas pane to 3dd them to the analysis. Once added, drag-and-crop columns to receder them, Edit 8 column's properties, formula and filters, apoly sorting, or delete by
ring over the button next to its name.

Drop Columns Here.

£ >
SFilters P>
Add fiters to the analysis criteria by chcking on Fiter sotion for the specfic cokenn in the Selected Columns pane, or by cicking on the Siter button in the Fiter pane header, 424 & saved filter by diding on add
button after sslacting its name in the catalog pane.

4. Double click on the required column names in the Subject Areas pane to add them to the analysis or drag and
drop the required column in the Selected Columns pane.

Note: Once you have added the columns, you can drag-and-drop columns to reorder them. You can also edit a
column's properties, apply formula and filters, apply sorting, or delete by clicking or hovering over the column

name.
Criteria ' Resuts B
=l Subject Areas am|FaE
& @ incdent:

= Selected Columns ]
Double cick on column names in the Subje; by
diching or hovering over the but

a5 pane to add them to the anafysis, Once added, drag-and-drop columns to reondsr them. Edit a column's properties, formula and fifters, apply sorting, or delete

Busness Line dmansion

H Busniess Lne Code 5 5 susness ine 5 5 Busness Lne Deseription 52 Bl Busmess Line key i

siness Line
Business Line Description
i ‘{b Sort @

fikg Column Proparties
P Fiter
M Delete PR

ters to the analyss oriteria by dicking on Filter epton for the specific column in the Selacted Columns pane, or by cicking on the filter button in the Filter pans header, Add a saved fifter by chcking on add
button after selecting its name in the catalog pane,

Add Fiters Here,

Lo 2
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5. You can add filters to the selected analysis criteria by clicking on Filter option for the specific column in the
Selected Columns pane, or by clicking on the Filter button in the Filter pane header.

| Criteria Resdts
= Subject Areas am[Fua

=@ = Selected Columns %

names in the Subject Areas pane to add them to the analyss, Onte added, drag-and-drop columnns 1o regrder them. Edit 8 column's properties, formula and fiters, apply sorting, or delete by

tton next 1o its name.

Business Line dimension

g g = ST T =T =
S Business Line Description & Business Line Key 5. H Business Line Code I Business Line Code £ H Business Line I H Business Line Description 5
E]

5D

=l Filters [
Add fiters 1o the snalysis oritenis by chdang on Fiter aption for the spedific colrmn in the Selected Columns pane, or by cicking on the Siter bul
button after salacting its name in the catalog pans,

‘Business Line dimension”, Busind
Busmiess Lne dimenson”, Bu:
B Line dimension”. ‘Businass Line Description”

Add Fiters Here,

Moee Columns ...

6. Enter the required filter criteria in the New Filter window.

New Filter =
Column  Business Line Key =4
Operator vl
Value
Add More Options ~ | Clear Al
Protect Filter
Lbielp OK || Cancel

7. Click OK.
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- - As John Larry -
'c‘“m""’m —— A
E Subject Areas @ |FaE
= [ i =l Selected Columns =
= .5] Double dick on column names in the Subject Areas pans to add them to the analyss, Once added, drag-and-drop columns 1o reardar tham. Edit a column's propartes, formula and fiiters, apply sorting, or delets by

dhcking or hovering over Xt to s name,

B Busines
B Busness Line ol S v e =
Q Business Line Description ,3 Business Line Key i é Business Line Code =5 =i Business Line Code =5 g Business Line = é Business Lint Description I
= =

Business Line dmension

the Fiter pane header. Add a saved fiter by chddng on add

8. Repeat step # 5 through 7 to add all the relevant filters.

Note: To remove a filter from the filters pane, hover over the added filter and click delete. You can also delete
all the filters at once by clicking the Remove all filters button on the filter pane header.

9. Once you have added the required filters to all the columns, click Results to view the report.

10. You can save the analysis as well as save the custom report by clicking the respective save buttons.
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CHAPTER 7 Simplified Batch Execution

This section describes how to setup and execute a simplified batch for running required OFSORA processes. This
section covers the following topic:

Steps for Simplified Batch Execution

To execute a procedure through the Simplified Batch user interface, create a batch through the following steps:
1. In the Financial Service Application menu, select Administration and then select Simplified Batch.
2. Click Add to add a new batch.
3. Enter the Name and Description of the batch that you wish to add.
4. Select the Folder Name and Access Type.
5. Select Batch Execution Type: Parallel or Sequential
m  Parallel Execution signifies the list of tasks to be executed in Parallel
m  Sequential Execution signifies the list of tasks to be executed in sequential order

6. Click Select Task.

Select Task Type and Source. (Refer the following mapping for more information.)

S.No Procedure Task Type Folder or Source Task Selector/Rule Name

1 OFSORA Transform N/A ORA_BI_TRANSFORMATION
Transformation | Data

2 Time Transform N/A Dim_Dates_Population
Dimension Data
Population

7. Click Search to view list of Tasks based on the Task type.

8. In Task Selector pane, select Task. Drag and drop into the right pane. (That is, Rule Name which is a seeded
Data Transformation procedure installed as part of the OFSORA application installer, if you don't see this
procedure in the list, contact Oracle support.

Note: User can deselect the task by drag and drop into the left pane.

9. Click OK.

10. In the Task details pane, select the Task by clicking on the check box and enter the optional parameters. Here
the optional parameters would be the same parameter list as mentioned in the respective batch execution
processes.

11. Click Save.

12. Select the Batch you created in the earlier step by clicking on the check box in the Simplified Batch Summary
window.

13. Click Run to execute the batch.
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CHAPTER 8 Trou bleShOOting

This section provides tips for troubleshooting problems encountered in OFSORA and includes the following topic:

Solutions for Troubleshooting the Problems

1. Problem: Batch Failed to Execute.

Solution: Before executing a batch check if the following services are running on the application server (For
more information on how to check if the services are up and on, and how to start the services if you find them
not running, see Oracle Financial Services Analytical Applications Infrastructure User Guide).

] Iccserver
®  Router
= AM
B Messageserver
2. Problem: SCD is not processing a particular Hierarchy.

Solution: A row will have to be inserted to SETUP_MASTER table manually using a SQL Tool for the SCD to
process that hierarchy. For more information refer section Tables used by the SCD component, page 3-12.

3. Problem: During execution of the OFSORA Transformation the program may not complete successfully.

Solution: Check for the existence of the PROCESS_ID and LAST_RUN_AS_OF_DATE combination in
FS1_PROCESS_RUN_HISTORY table.

4. Problem: Failed to execute ORABI Transformation after the SCD process has run.

Solution: Execute DIM_RUN Population, page 3-23 as mentioned in the section prior to OFSORA Transforma-
tion.
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